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New In this release

The following sections detail what's new in Nortel Configuration and
Orchestration Manager — Using the Product Interfaces (NN47226-100)
for Release COM 2.0.

Features
See the following sections for information about feature changes.

« "VLAN Manager" (page 9)

e "MultiLink Trunking Manager" (page 9)

e "Security Manager" (page 10)

¢ "Routing Manager" (page 10)

* "Trap/Log Manager" (page 10)

e "Virtual Routing and Forwarding Manager" (page 10)
¢ "Tools" (page 10)

VLAN Manager
Virtual Local Area Network (VLAN) Manager enables you to manage
VLAN and STG configurations across a single device or multiple devices.
It supports the rcVlan and rcStg. For more information about using the
VLAN Manager, see Nortel Configuration and Orchestration Manager
Administration — Utilities (NN47226-600).

MultiLink Trunking Manager
MultiLink Trunking is a point-to-point connection that aggregates multiple
ports so that they logically act like a single port with the aggregated
bandwidth. MultiLink Trunking Manager manages MultiLink Trunks (MLTs)
across devices in a network. You can also use MultiLink Trunking Manager
to manage Split MultiLink Trunking (SMLT). For more information about
using the MultiLink Trunking Manager, seeNortel Configuration and
Orchestration Manager Administration — Utilities (NN47226-600).
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10 New in this release

Security Manager
Security Manager allows you to manage access to device and network
management functions on Ethernet Routing Switch 8000 series, Ethernet
Routing Switch 55xx/35xx/45xx/25xx, Ethernet Switch, and Legacy
BayStack devices discovered by Enterprise Switch Manager. For more
information about using the Security Manager see, Nortel Configuration and
Orchestration Manager Administration — Utilities (NN47226-600).

Routing Manager
Routing Manager allows you to configure routing parameters for devices
across a network. For more information about using the Routing Manager
see Nortel Configuration and Orchestration Manager Administration —
Utilities (NN47226-600).

Trap/Log Manager
The Trap/Log Manager allows the user to fully manage trap and Syslog
functionality on a managed network of Nortel Devices. For more information
about using the Trap/Log Manager see, Nortel Configuration and
Orchestration Manager Administration — Utilities (NN47226-600).

Virtual Routing and Forwarding Manager
Virtual Routing and Forwarding Manager enables the user to manage Virtual
Routing and Forwarding (VRF) configurations across specific devices. For
more information about using the VRF Manager, see Nortel Configuration
and Orchestration Manager Administration — Ultilities (NN47226-600).

Tools
In addition to the Managers, COM provides additional device and network
management tools. For more information about Tools, see "Tools
management" (page 83).
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NN47226-100 01.01 Standard
2.0 2 November 2009
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Introduction

Configuration and Orchestration Manager (COM) provides you with an
intuitive interface to configure, manage, and provision Nortel enterprise
family of devices, such as Nortel Ethernet Routing Switches, Nortel Ethernet
Switches, Legacy BayStack switches, Business Policy Switches 2000™
operating within the same local area network, and Wireless Local Area
Network (WLAN) devices. COM is a management system that manages
multiple network devices.

Navigation
« "Configuration and Orchestration Manager overview" (page 13)
* "Configuration and Orchestration Manager logon" (page 27)
* "Configuration and Orchestration Manager administration" (page 31)
» "Devices management" (page 71)
* "Managers management" (page 73)
e "Wizards management" (page 79)
* "Templates management" (page 81)

* "Tools management" (page 83)
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Configuration and Orchestration
Manager overview

This chapter provides an overview of the Configuration and Orchestration
Manager (COM) applications.

For more information about how to install Configuration and Orchestration

Manager, see Configuration and Orchestration Manager — Installation
(NN47226-300).

Navigation

"Introduction” (page 13)

"Navigation pane" (page 17)

"Contents pane" (page 19)

"Latest Logs pane" (page 24)
"Links" (page 25)

Introduction
COM provides you with an intuitive interface to configure, manage, and
provision Nortel enterprise family of devices, such as Nortel Ethernet
Routing Switches, Nortel Ethernet Switches, Legacy BayStack switches,
Business Policy Switches 2000™ operating within the same local area
network, and Wireless Local Area Network (WLAN) devices.

COM is a management system that manages multiple network devices, and
provides management for services across different elements.

COM is a Web-based, platform-independent application that allows you to
save the error log, preferences, and communities in the application.

To run COM, you do not need Java Runtime Environment (JRE). The JRE
1.5.0.17 is bundled with COM.

Nortel Configuration and Orchestration Manager
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14 Configuration and Orchestration Manager overview

For more information about operating systems, devices, and software
releases supported by Configuration and Orchestration Manager, see
Nortel Configuration and Orchestration Manager Administration — Utilities
(NN47226-600).

COM provides topology driven multiuser, multidevice configuration and
provisioning features, and off-box element management features (includes
COM—EDM management base features).

COM has the following features.

* COM 2.0 is a Web-based element manager and supports both Internet
Explorer and Firefox browsers.

e COMiis supported by dynamic HTML (DHTML). DHTML is a combination
of HTML, JavaScript, and Cascading Style Sheets (CSS). To use
DHTML, JavaScript and CSS must be enabled on the browser.

* COM supports wizards and templates for complex multidevice
configuration management simplification.

* COM supports device configuration management.
« COMis also supported across Windows, and Linux platforms.

« COM provides a consistent graphical user interface (GUI) across
COM and submanagers, and provides a single point of access to the
submanagers.

* COM provides access control and security using community strings,
SNMPv3 USM, and SSH.

Topology Manager
The main COM window is also referred to as the Topology Manager (TM).
The Topology Manager provides a graphical view of a network of devices
that support the Bay Networks Autotopology Discovery Protocol or IEEE
802.1ab.

IEEE 802.1ab

Topology Manager supports the discovery of devices using IEEE 802.1ab,
Station and Media Access Control Connectivity Protocol (or Link Layer
Discovery Protocol [LLDP]). Topology manager uses both 802.1ab and the
Bay Networks Autotopology Discovery Protocol to discover the devices

on the network.

802.1ab enables stations connected to a LAN to advertise their capabilities
to each other, enabling the discovery of physical topology information for
network management. 802.1ab-compatible stations can consist of any
interconnection device including PCs, IP Phones, switches, and routers.

Nortel Configuration and Orchestration Manager
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IEEE 802.1ab 15

Each station stores 802.1ab information in a standard Management
Information Base (MIB), making it possible for Configuration Orchestration
Manager to access the information.

802.1ab also makes it possible to discover certain configuration
inconsistencies or malfunctions that can result in impaired communications
at higher layers. For example, it can be used to discover duplex mismatches.

Each 802.1ab station:

* advertises connectivity and management information about the local
station to adjacent stations on the same 802 LAN.

* receives network management information from adjacent stations on
the same LAN.

Currently, the following Nortel devices support 802.1ab:

» Ethernet Routing Switch 55xx Release 5.0

* Ethernet Routing Switch 8300 Release 3.0

» Ethernet Routing Switch 45xx Release 5.0

» Ethernet Routing Switch 25xx Release 4.0

» Ethernet Switch 325/425 Release 3.6

» Ethernet Switch 470/460 Release 3.7

* Nortel IP Phones

With 802.1ab support, Configuration Orchestration Manager is not restricted

to the discovery of Nortel devices: it can discover any 802.1ab-enabled

devices on the network, including third-party switches, routers, and IP

Phones. Configuration Orchestration Manager can also display MED
devices in the network.

ATTENTION
Configuration Orchestration Manager can only discover third-party
802.1ab-enabled devices on the network. Configuration Orchestration Manager
cannot provide management for these devices.

The following figure shows an example of how 802.1ab works in a network.

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard
2.0 2 November 2009
Copyright © 2009, Nortel Networks



16 Configuration and Orchestration Manager overview

Figure 1
How 802.1ab works

Ethernet Routing Switch
5500 Series

Management IP Phone
Workstation

1. The Ethernet Routing Switch and 802.1ab-enabled router advertise
chassis/port IDs and system descriptions to each other.

2. The devices store the information about each other in local MIB
databases, accessible by using SNMP.

3. A management workstation running COM retrieves the data stored by
each device and builds a network topology map.

Both Nortel and third-party devices are displayed.

Enabling discovery with 802.1ab
To enable discovery of a device through 802.1ab, you must enable the
following TLVs on the device:

* System Name TLV
» System Capabilities TLV
* Management Address TLV

To enable discovery of MED endpoints, you must also enable the MED TLVs
on those endpoints.

For details on configuring 802.1ab on your device, refer to the documentation
for your device.
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Navigation pane 17

The following table describes the parts of COM main window.

Table 1
Parts of COM window
Parts Description
Navigation pane Allows you to navigate all the panels supported by COM.
For more information, see "Navigation pane" (page 17).
Contents pane Displays a view of all the discovered devices and their
relationship.

For more information, see "Contents pane" (page 19).

Latest Logs pane Displays the last 15 traps and syslogs sent to COM from
various devices. For more information, see "Latest Logs
pane" (page 24).

Links Allows you to logout, access UCM home, COM details,
and view Online Help. For more information, see "Links"
(page 25).

Navigation pane
The Navigation pane is located on the left side of COM main window. The
following figure shows the Navigation pane.
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18 Configuration and Orchestration Manager overview

Figure 2
Navigation pane
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File Inventory Manager

Virtual Routing Manager

Wizards
Templates -

Tools

By default, the Managers panel opens when you access COM.
The Navigation pane includes the following panel for all COM features:

« Admin: Contains Access Control, Preferences, Device Credentials,
User Management, Licensing, Plugins Inventory, and Audit Log.

» Devices: Contains the Device Inventory Manager.

* Managers: Contains VLAN Manager, MultiLink Trunking Manager,
Security Manager, Routing Manager, Trap/Log Manager, File Inventory
Manager, and Virtual Routing Manager.

* Wizards: Contains VLAN and SMLT wizards.

* Templates: Contains the Template Manager.

* Tools: Contains SmartDiff Tool, TFTP Server, MIB Browser, Port
Scanner, Scheduled Tasks, and CLI*manager.

The Navigation pane displays the Contents pane.
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T

In the Navigation pane, click (+) to expand a panel and click (-) collapse a
panel. You can click the (<<) to collapse the Navigation pane.

Contents pane
The Contents pane provides a view of all the discovered devices and their
relationship on the Home tab.

The following figure shows the buttons on the Contents pane.

Figure 3
Contents pane toolbar

Home

[ ™ “?p q || :-% /ﬂ!' Search for device [P/ Syshlame| 2| | &)

Zoom Out

Zoom In Help

Discover Set Refresh
Hetwork Discovery  Device
Topology Preferences Topology

Clear Topology View device
Highlights information

» Discover Network Topology: provides a view of all the discovered
devices and their relationship.

* Refresh Device Topology: refreshes the topology view. It
communicates with the server to get the latest discovered devices.

* Zoom-in, Zoom-out Buttons: allows you to zoom in or out the topology
view.

* Clear Topology Highlights: clears the existing highlights on the
topology map.

* View device information: displays the port names, device types, and
Link details like link speed, type, mismatch, and duplex for devices in
your topology.

Click View device information, and then select the Display port names
check box. The following figure shows the View device information
menu.
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20 Configuration and Orchestration Manager overview

Figure 4
View device information
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If a device in your topology has many links (port names or numbers)
associated with it, then the topology map can be difficult to read.

For example, in the following graphic, the seed IP address is
192.167.1.17; however, a port number (1/24) is overlapping the IP
address making the IP address difficult to read. There are also many
other overlapping port names. The overlapping port name is not

an issue when a port name is shown on a device with a single link.
However, multiple links cause the port names to collide or overlap.
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Figure 5
Port names
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e Link data menu: displays the real-time settings for the interface
attributes, and highlights the topology map based on the discovered
data. Link data menu is a submenu of Display device information.

Figure 6
Link associated menu
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* Search field: allows you to search and highlight an IP address you are
looking for. You can enter an IP address or a partial IP address, and
then click Search. The given device with the specified IP address on the
map is selected. If you enter a partial IP address, the topology selects
the first occurrence of a device that matches the partial IP address, and
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22 Configuration and Orchestration Manager overview

if you continue to enter, the next one is selected. If the IP address is not
found, the search button stops selecting an address.

ATTENTION
If the device is not found, then a Topology dialog box appears showing, "No
additional matches found".

Figure 7
Search field _
Search for device IP P

Right-click menu: displays a list of options available to you, when you
right-click on the device.

Figure 8
Right-click menu

=
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Properties...

Launch Manager 13
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Port Status

» Close

* Ping: allows you to ping the selected device from the server.

e Show connections: displays the neighbors of a device on the topology
map. It does not display live connections, only what is on the topology

map.
Figure 9
Show connections .
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* Properties: displays properties of the device.

Figure 10
Properties
Device Properties x
Name: ERSS000
1P Address: 172.16.120.62
Device Type: mERSSES0TD-PWR
Location;
Contact:
Version: 6.1.0.057
UpTime:
Description: Ethernet Routing Switch 5650TD-PWR
HW:RoE.6 FW:5.0.0.4 SW:v6.1.0.057
BN:S7 {c) Nortel Networks

e Launch Manager: launches the element manager for the selected
device.

« Dump Topology: displays the topology based on the real-time queries
of devices.

* Learned Mac Addresses: displays the learned Mac addresses on the
selected device.

Figure 11
Learned Mac Addresses
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24 Configuration and Orchestration Manager overview

* Port Status: displays green (the port is up), red (the port is down),
and blue (the port is being tested).

Figure 12
Port status device
n

+
172
o . ______--"- 192 A7, AT WL
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Latest Logs pane
Latest Logs pane provides a view of Latest Traps and Syslogs. It displays
the last 15 traps and syslogs sent to COM from various devices. A refresh
button is available in the Latest Traps and Latest Syslogs panel that always
requests the last 15 logs from the server. You can collapse the Latest Logs
pane to maximize the topology area.

When you open a new tab, then all the existing tabs (topology and latest
logs) become inactive.
The Latest Logs pane contains the following panels:

* Latest Traps: lists the latest traps for a device. A message and
timestamp is provided for each device trap.

* Latest Syslogs: lists the latest syslogs for a device. Severity level,
message, and timestamp are provided for each device syslog.

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard

2.0 2 November 2009
Copyright © 2009, Nortel Networks



Links 25

Figure 13

Latest logs pane
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Device
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Links

In the upper right corner of COM main window, the following links are

available:

* admin: shows the current logged in user name.

e Logout: logs you off from the Unified Communication Management

(UCM) and returns you to the logon page.

* UCM

Home: opens the UCM page.

* About COM: opens a dialog box that displays the version, revision,
and build of COM.

* Quick Start Guide: The COM quick start guide outlines set up steps
that COM administrator should follow after a new COM is installed.
It guides the admin through various initial steps like creating users,
discovering the network, assigning device and multi-element manager
permissions to the users. It also guides the user through the one time

setup
e Help:

needed on the client machine.

starts the online help.

The following figure displays COM links.
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Figure 14
COM Links

admin | Logout | UCM Home | About COM | Quick Start Guide | Help
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Configuration and Orchestration
Manager logon

This section describes how to start and log on to Configuration and
Orchestration Manager (COM). For more information about how to
install Configuration and Orchestration Manager, see Configuration and
Orchestration Manager — Installation (NN47226-300).

Logging on to COM
Perform the following procedure to start the COM application.
Prerequisites
e You must install COM.

* You require Internet Explorer 7, or Firefox 3.0 if logging on with a client
PC.

Procedure steps
Step Action

1 Start a Web browser supported by COM.

2 In the Address field, enter the Fully Qualified Device Name (FQDN)
of the COM server.

The COM logon screen appears.
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useriD: ||
Password:
_Login |
3 In the User ID field, enter the installed COM user ID.

The default user ID is admin.
4 In the Password field, enter the installed COM password.

5 Click Log In.

The Unified Communications Management (UCM) home page
appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT

— MNehwork Host Name: sibana nnlab nortel corn  Software Version: 02 00 0054 01(3263)  User Name admin
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= Unar Barvices
Administratve Ligerm
Extornal
Password (e T I | L - B
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6 In the left Navigation pane, click Applications, Configuration and
Orchestration Manager.

The COM home page appears.
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—End—
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Configuration and Orchestration
Manager administration

This chapter provides information about how to administer Configuration
and Orchestration Manager (COM).

Navigation
e "Access Control" (page 31)
* "Preferences" (page 39)
« "Device credentials" (page 45)
e "User management" (page 54)
e "Licensing" (page 59)
e "Plugins inventory" (page 62)
* "Audit log" (page 68)

Access Control
The Access Control service assigns devices to users. Users can only
manage the devices assigned to them. The Access Control service retrieves
the role of the user from UCM-CS, and the access to other components is
based on users role and licenses.

ATTENTION
All the devices discovered by the default Admin user are automatically assigned
to this default Admin user only. All other users can use devices that are assigned
to them.

The Access Control tab has two tabs:
* Device Assignment

* MultiElement Manager Assignment
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See the following sections to manage access control components.
e "Assigning or unassigning devices" (page 32)

* "Resetting device assignments" (page 33)

* "Clearing device assignments" (page 34)

« "Removing invalid devices" (page 35)

* "Refreshing the device assignment list" (page 36)

¢ "Assigning MultiElement Manager" (page 36)

* "Resetting MultiElement Manager assignment" (page 37)

* "Clearing MultiElement Manager assignments" (page 38)

* "Refreshing the available multielement manager list" (page 38)

Assigning or unassigning devices
Perform the following procedure to assign devices to the selected COM user
or restrict the selected COM user from accessing devices.

Prerequisites

e Ensure that you are logged on to COM as a default admin.

Procedure Steps

Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.
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|

| Homme | Access Contral *'
Device ﬂssiyr;\:r-i-Ll\'UhElcmanuu Assignment
= °
Select User:| admn '_v |
Device Assignment
Device Type F Device Mame Current State ey Stale
MERESS30.24TFD 17216920 24 S530.24TFD Azzigned
mMERS45245:T 1721692039 Ansigned
mvWLANSecuriySwitch2270  172.16.120.100 Agsigned
MERSSE10 1721615202 ERS-8510 Aggighed
mERS4525T 1721612038 A526 Azsigned
MERSSES0TD-PVR 1721612062 ERS5000 Azzigned
mERSEE06 1#2161205 ERS-5606 Azsigned
mERS2500-26T 17216.120.30 Aszigned
Assignment Mode
Assign/UnAssign: | Selected Row|v | [pssan__| [ unssion_| [__sekcall | (Total 14 devices)
Lot J[ messt ][cearisecs ] [Remave nvaid Devices |
»
2 From the Select User list, select the user.
3 From the Device Assignment table, select the device names that
you want to assign or unassign.
4 In the Assignment Mode section, from the Assign/Unassign list,
select the type of assignment mode.
5 To select all the devices, click Select All.
6 Click Assign or UnAssign.

7 Click Apply.
The Update Status dialog box appears.

—End—

Resetting device assignments
Perform the following procedure to reset the assigned devices for the
selected COM user.

Prerequisites

e Ensure that you are logged on to COM as an administrator.
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Procedure Steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 From the Select User list, select the user.

3 From the Device Assignment table, select the device names that
you want to reset.

4 Click Reset.

—End—

Clearing device assignments
Perform the following procedure to clear device assignments for the selected
COM user.

Prerequisites

e Ensure that you are logged on to COM as an administrator.

Procedure steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 From the Select User list, select the user.

3 Click Clear User Assignments.

The Clear Device Assignments dialog box appears.

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard

2.0 2 November 2009
Copyright © 2009, Nortel Networks



Access Control 35
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4 Click Yes.

—End—

Removing invalid devices
Perform the following procedure to remove invalid devices for the selected
COM user.

Prerequisites

* Ensure that you log on to COM as an administrator.

Procedure steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 From the Select User list, select the user.

3 Click Remove Invalid Devices.

All the invalid devices in the COM server are removed.

4 Click OK.

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard

2.0 2 November 2009
Copyright © 2009, Nortel Networks



36 Configuration and Orchestration Manager administration

—End—

Refreshing the device assignment list
Perform the following procedure to refresh the device assignment list.

Prerequisites

e Ensure that you are logged on to COM as an administrator.

Procedure Steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 From the Select User list, select the user.

3 Click Refresh.

—End—

Assigning MultiElement Manager
Perform the following procedure to assign the MultiElement Manager to the
selected COM user.

Prerequisites

* Ensure that you are logged on to COM as an administrator.

Procedure Steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 Click the MultiElementManager Assignment tab.

The MultiElementManager tab appears.
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3 From the Select User list, select the user.

4 In the Multi-Element Manager section, from the Available MEM list,
do one of the following:

» To assign one element manager, select the element manager
that you want to assign, and then click Right Arrow.

» To assign several element managers, press and hold Ctrl, select
the element manager, release Ctrl , and then click Right Arrow.

» To assign a contiguous block of element managers, press and
hold Shift , select the first element manager and the last element
manager, release Shift, and then click Right Arrow.

» To assign all the element managers, click Double right arrow.

5 To remove one or more element mangers, select them from the
Selected MEM list, and then click Left Arrow.

To remove all the element managers, click Double Left Arrow.

6 Click Apply.

—End—

Resetting MultiElement Manager assignment
Perform the following procedure to reset the MultiElement Manager
assignment for the selected COM user.

Prerequisites
* Ensure that you log on to COM as an administrator.

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard
2.0 2 November 2009
Copyright © 2009, Nortel Networks



38 Configuration and Orchestration Manager administration

Procedure Steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 Click the MultiElementManager Assignment tab.
3 From the Select User list, select the user.

4 Click Reset.

—End—

Clearing MultiElement Manager assignments
Perform the following procedure to clear the MultiElement Manager
assignments for the selected COM user.

Prerequisites

e Ensure that you log on to COM as an administrator.

Procedure Steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 Click the MultiElementManager Assignment tab.
3 From the Select User list, select the user.
4 Click Clear User Assignments.

—End—

Refreshing the available multielement manager list
Perform the following procedure to refresh the available multielement
manager list.
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Prerequisites

e Ensure that you log on to COM as an administrator.

Procedure Steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Access Control.

The Access Control tab appears (in the Contents pane) with the
Device Assignment tab selected.

2 Click the MultiElementManager Assignment tab.
3 From the Select User list, select the user.

4 Click Refresh.

—End—

Preferences
Preferences manages a set of COM server preferences. For more
information about discovering devices and configuring general and logging
preferences, see the following sections.

e "Discovering devices" (page 39)
« "Configuring general system preferences" (page 41)
¢ "Configuring logging information" (page 42)

Discovering devices
Perform the following procedure to discover devices for COM.

Procedure steps

Step Action
1 From the Navigation pane, open Admin and then select
Preferences.

The Preferences dialog box appears in the Contents pane.
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=T

iy
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IR oevce cedeoias

Preferenoes

[ ¥ [

Ciscovery Seed P Addvessies)  |172,16.120.26, 172.16,120.2, 172.16.120.41,
{eomma separatad): 172,16.120.8, 172.16,120.5, 172.16.120,39,
172.16.120.30, 172.16.120.40, 172.16.120.38

-t Max Hops [1-20]: 5
F,—m Discower 1P Phanes: )]
Td R Restict Discovery; =
Fﬂ Phuginss Irventory
*.j Bt Log
2 In the Discovery Seeds field, enter the IP address of one or more

devices in the network.
Separate multiple IP addresses with a comma.

3 In the Max Hops field, enter the maximum number of hops.

4 Check the Discover IP Phones check box to discover the IP phones
and to appear in the topology map.

5 In the Restrict Discovery check box, check the check box to restrict
device discovery to only the devices entered in the subnets.

If Restrict Discovery check box is selected, then the IP
Address/addrLen dialog box appears.

Home | Preferences |

| Discovery | General | Logging |

Discovery Seed 1P Address(es)
(commia separated):

172.16.120.26, 172,16,120,2, 172.16,120.41, 172,16, 1208,
172.16.120.5, 172.16.120,30, 172.16.120.39, 172.16.120.40

Max Hops [1-20]; 10
Discover IP Phones: [#
Restrict Discovary: [;Pj
P Address/addrlen
Insert Delete

Save Preferences
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6 Click Insert to enter the IP addresses.
7 To delete an IP address, select the required row and click Delete.
8 Click Save Preferences.

—End—

Configuring general system preferences
Perform the following procedure to configure the general system
preferences.

Procedure steps

Step Action
1 From the Navigation pane, open Admin and then select
Preferences.

The Preferences dialog box appears in the Contents pane.

2 Click General.

The General dialog box appears.

Home | Preferences *

| Discovery | General | Logong

- |SNMP
Retry Count[0. 5]
Timeout[3..30 seconds]:

Max Outstanding
Requests[20,,250]:

Listen for Traps:
Listen for Sydogs:
Trap Listanes Port[1 -
65535]:

>

Bl 1

5 [ [«

System Log Listenar 514
Port[514..530];

« |Database Clean-up

[1..358):

Trap/Sysiog Chack 1
Tima({Hour)[0..23]:

TraniSwson Chark n | ¥

3 Enter all the fields in SNMP, Database Clean-up, and TFTP panes
as appropriate.

4 Click Save Preferences.
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—End—

Configuring logging information
Perform the following procedure to configure logging.

Procedure steps

Step Action
1 From the Navigation pane, open Admin and then select
Preferences.

The Preferences dialog box appears in the Contents pane.
2 Click Logging.
The Logging dialog box appears.
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B |

Haorme Preferences '*

Discovery General Logging

Debug Log File Size[Example, | 10 ME
10 KB 10 MBE 10 GE]:

Audit Log File Size[Exammple, 10 MB
10 KB 10 MB 10 GE]:

Debug Log Level: ALL ¥
Audit Log Level: INFO w
Trace: [
Debug Log Mo Files[1-10]: 3 -
Audit Log Mo Files[1-107: 3 -
3 Enter all the fields in the Logging dialog box as appropriate.
4 Click Save Preferences.
—End—
Job aid

The following table describes the fields of Preference tabs.
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Preferences fields

Tab

Discovery Item Description
Seed
Address(es) The IP addresses of one or more devices that COM

queries using SNMP to start the discovery process. For
more information about supported devices, see Nortel
Configuration and Orchestration Manager Administration
— Utilities (NN47226-600).
ATTENTION
If the devices you want to monitor and configure are
not connected to the same network, you can specify
multiple seed addresses, separated by commas.
Separate networks do not appear to be connected in
the network topology map.

Max Hops The number of hops, between 1 and 20, that a data packet
travels from one router or intermediate point to another in
the network. The default value is 5 hops.

Discover IP If selected, IP phones are discovered and appear in the

Phones topology map.

General Restrict Opens the Restrict Discovery dialog box to restrict device
Discovery discovery to only the devices in the subnets entered.
SNMPRetry Count | The number of times, between 0 and 5, COM tries to

connect to a device using SNMP. The default value is 1.

Timeout The amount of time, between 3 and 10 seconds, COM
waits before trying to connect to a device again. The
default value is 5.

Max Outstanding The number of SNMP requests, between 20 and 250, that

Requests COM maintains as open or outstanding. The default value
is 100.

Listen for Traps If checked, COM receives traps for all the devices managed
through COM.

Listen for Syslogs If checked, COM receives logs for all the devices managed
through COM.
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Tab
Database Trap/Syslog The number of days, between 1 and 365, COM tries to
Clean-up Storage (days) connect to Trap/Syslog storage to purge the database. The
default value is 90.
Trap/Syslog The number of hours, between 0 and 23, COM tries to
Checktime (Hour) connect to a storage to purge the database. The default
value is 1.
Trap/Syslog The number of times, between 0 and 59, COM tries to
Checktime (Min) connect to a storage to purge the database. The default
value is 0.
Trap/Syslog The number of days, between 1 and 365, COM tries to
Checktime connect to Trap/Syslog storage to purge the database. The
Frequency (days) default value is 90.
TFTP TFTP Server Allows you to enter the IP address of the default TFTP
server used by submanager applications.
Logging Debug Log File Size | The user specifies the Debug Log File Size. The default
(Example:10 KB, 10 | value is 10 MB.
MB, 10 GB)

Audit Log File Size | The user specifies the Audit Log File Size. The default
(Example:10 KB, 10 | value is 10 MB.

MB, 10 GB)

Debug Log Level The Debug Log Level is specified by the user The default
value is ALL.

Audit Log Level The Audit Log Level is specified by the user. The default
value is INFO.

Trace

If checked, additional SNMP information is written
to COM error log, and can provide assistance in
troubleshooting.

ATTENTION
Selecting Trace can slightly slow down performance as
extra information is gathered

Debug Log No Files | The number of files which are debugged. The default value

(1-10) is 3.
Audit Log No Files | The number of files which are audited. The default value
(1-10) is 3.

Device credentials
The credentials service provides the necessary data to connect to a device.
It can store credentials for the following protocols:

«  SNMPv1/v2
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* SNMPv3

* Telnet

e Secure Shell (SSH)

¢ Common Information Management (CIM)
* File Transfer Protocol (FTP)

* Netconf

* RLogin

* Windows Server login

The following table lists the categories of credential information that can be
managed in the Device and Server Credentials Editor.

Table 2
Device and Server Credentials Editor fields
Credential information Attributes
Name Credential set name
IP Address or Range Device/Server IP Address or Address Range
SNMPv1/iv2 Read Community
Write Community
SNMPv3 SNMPv3 User Authorization Protocol (MD5, SHA1, None)
Authorization Key Privacy Protocol (AES128, DES, 3DES, None)
Privacy Key
Telnet Telnet User name
Telnet Password
Telnet Port
FTP FTP User name
FTP Password
FTP Port
SSH SSH User name
SSH Password
SSH Port
CIM-XML CIM User name
CIM Password
RLogin RLogin User name
RLogin Password
Windows Server Windows User name
Windows Password Windows Domain

Navigation

« "Adding a credential set" (page 47)
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« "Deleting a credential set" (page 50)
« "Editing a credential set" (page 50)
* "Importing a credential set" (page 52)

« "Exporting a credential set" (page 53)

Adding a credential set
Perform the following procedure to add a new credential set to Unified
Communications Management (UCM). You must add a credential set for
each device you want to manage. The set name accepts printable ASCII
characters, but not special characters (%(/'\)). You can enter the space (
), dash (-), and underscore (_) characters. The set name must be unique.
If you add a new entry or rename an existing one with a set name already
used in another entry, a warning message appears.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click Device
Credentials.

The Device and Server Credentials Editor page appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT

Device and Server Credentials Editor
aeEnE ]
Souk tarrm = P Addkees or Rarge SRR SHRFUE Tedran ol 5] SEH FeesCont FTR
1T nemies ATE 1B 120 01T A6 120125 Wes Mo Mo

[

2 Click Add Credential.
The Add Credential Set dialog box appears.
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T EEEEEEEEEEEEEE———

Add Credential Set x

Set Name:
1P Address or Range: |

SMMP wl/v2 || SNWP V3 || Telet | CIM || FTP || S5H || NetConf || Rlogin || Windows Server |

Read Commurity:
Wiite Community:

[Lsave J[ concel J[__pow ]

3 In the Set Name field, enter the Set Name.

4 In the IP Address/Range field, specify the IP address information
for the credential.

5 Add device credential information on the appropriate tab. For more
information about the available tabs, see Table 2 "Device and Server
Credentials Editor fields" (page 46).

Each tab corresponds to an authentication protocol. The information
you enter depends on the type of authentication your device uses.

6 Click Save. The credential set appears in the panel.

—End—

Adding a credential set for SNMPv3
Perform the following procedure to add credentials for SNMP v3.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click Device
Credentials.

The Device and Server Credentials Editor page appears.
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Device and Server Credentials Editor
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2 Click Add Credential.
The Add Credential Set dialog box appears.
3 In the Set Name field, enter the Set Name.
4 In the IP Address/Range field, specify the IP address information
for the credential.
5 Click SNMP v3.
The SNMP v3 dialog box appears.
Add Credential Set ]
Set Mame: |
1P Address or Range: |
| e vifve | sNMPva || Teet | CiM || FTP || 55 || MetConf |[ Riogin || Windows Server |
0o
SNMPy3 Usel Auth Profocol  Auth Hey Privacy Profocol | Privacy Hey Cortexdt Management Use Generic Uiser
(e ][ coocal J[ e ]
6 Enter appropriate values for all the fields in the SNMP v3 tab.
7 Click Save. The credential set appears in the panel.

—End—

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard
2.0 2 November 2009
Copyright © 2009, Nortel Networks



50 Configuration and Orchestration Manager administration

Deleting a credential set
Perform the following procedure to remove a credential set from the Device
and Server Credentials Editor.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click Device
Credentials.

The Device and Server Credentials Editor page appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT
Device and Server Credentials Editor
. @eEv= ]
St b = P Add ez or Rarge SRR SRS Tedran ol 5] SEH FeesCont FTR
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2 Click the credential set that you want to remove. You can select

several credential sets at once by pressing Ctrl, and then clicking
the credential sets.

3 Click Delete Credential Set(s). After you are prompted to confirm
the deletion of credential set, click Delete.

—End—

Editing a credential set
Perform the following procedure to edit a credential set to change the set
name, |IP address, and device credential information for a credential set.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click Device
Credentials.
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|

The Device and Server Credentials Editor page appears.
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Device and Server Credentials Editor
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2 Click the credential set that you want to change.

3 Click Edit Credential Set.
The Edit Credential Set dialog box appears.

1 Elit Crdential Set x
|| Bet Name 172 network,
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4 Make changes to the credential set as required.
5 If you want to specify a different type of device credential information,

click the Show All tab, and then type the new device credential
information in the appropriate tab.

6 Click Save.
All specified IP addresses are validated after saving the changes.

—End—
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Importing a credential set
Perform the following procedure to import the credential set to the UCM.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click Device
Credentials.

The Device and Server Credentials Editor page appears.

MNERTEL UNIFIED COMMUNICATIONS MANAGEMENT =<t | Home | Logout
Device and Server Credentials Editor
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2 Click Import Credentials.

The Import Credential Set(s) dialog box appears.

Import Credential Set{s) @

J Impork l

Select a credentials %ML File to impart. This must be a file previously exported
from the same server so that Metwork Element IDs correspond to those
currently in the database,

| |[ Erowsze.. ]

Cwerwrite existing entries

[ Impark ][ Zancel J[ Help ]

3 Click Browse, and then choose the credentials XML file to import.
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4 To overwrite the existing entries of credential set, select the
Overwrite existing entries check box.

5 Click Import.

—End—

Exporting a credential set
Perform the following procedure to export credential set from the UCM to
a local XML file.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click Device
Credentials.

The Device and Server Credentials Editor page appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT

Device and Server Credentials Editor
aeEnE ]
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2 Click Export Credentials.

The Export Credential Set(s) dialog box appears.

Export Credential Set{s) »

Export |

Export all the Credential Sets to a local =ML file. The name of the XML File will
be auto-generated.

[ Expork ” Zancel ” Help J
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3 Click Export. The Credential Sets exports to a local XML file. The
name of the XML file is autogenerated.

The File Download dialog box appears.

Opening credential_export_200%-10-20_08-25xanl P§|

ou hawve chosen to open

credential_export_2009-10-20_08-25.xml

which is ai ¥ML Docurnent
from: https://siberia.innlab.nortel. com

What should Firefox dowith this file?

{(%): Open withE | Arbortext Editor For Windows {default) W

() Save File

(04 l [ Zancel

4 Click Save.

—End—

User management
This section provides information about managing users, and creating and
managing the capabilities of users by assigning roles. The administrator
can perform the user management tasks required to manage users within
the UCM.

Navigation
*  "Viewing existing users" (page 54)
« "Adding a new local or external user" (page 55)
* "Disabling an user" (page 58)
» "Deleting a user" (page 58)
Viewing existing users

Perform the following procedure to view the users who are configured for
UCM access.
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Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click User
Management.

The Administrative Users page appears.

The Administrative Users page lists users configured for access

to UCM.
Rdministrative Users
alectz User IO I ranage e poperies zod roles oflocal and edernsiy authenizaled asers, Reler l passvoond s aulberdcatian sees palices for sdetions| configaration
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[ adroin Ciefautl securlty adminisirion MEtnrkarnlal ety Loval Enbled
2 [ zhedasdmin slbasrmin LCHSetermadralreriot Local Enabled
2 [0 zlhedaon slbarap LICHODa i Local Enbled
2 View the information for existing users.

—End—

Adding a new local or external user
Perform the following procedure to create a new user of UCM and to assign
roles to the new user.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click User
Management.

The Administrative Users page appears.

The Administrative Users page lists users configured for access
to UCM.
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Administrative Users
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2 Click Add. The Add New Administrative User page appears.

Add New Administrative User
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Hote: Thie naw) Jeer st be sy ed Defone you may §38ig0 oles

Save and Contnue Cangel

In the User ID field, enter the user ID.
In the Authentication Type option, select the user type.

In the Full Name field, enter the full name of the user.

o 0o~ W

In the Temporary password field, enter the temporary password.

ATTENTION
The password that you enter for the new local user is temporary. After
the new user logs on to the UCM for the first time, they are required to
change this password. Therefore, Nortel recommends that users record
the new password in a secure place.

7 In the Re-enter password field, reenter the temporary password,
and then click Save and Continue.

The Add New Administrative User Step 2 page appears.
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Add New Administrative User
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Finish Carcel
8 In the Role Name column, select the Role Name check boxes that
you want to assign to the user.
9 Click Finish.
The new user appears in the users list.
ATTENTION
The valid users are Network administrator, UCM System Administrator, and UCM
operator.
—End—
Variable definitions
Variable Value
User ID ID of the user. This field can accept up to 31 characters and

allows characters such as lowercase letters (a—z), uppercase
letters (A—Z), numbers (0-9), and special characters (- and ).

Authentication type Type of user.
Local user or External user.

Full Name Full name of the user.

Temporary password New password for the user. This field allows characters such
as lowercase letters (a—z), uppercase letters (A—Z), numbers
(0-9) and special characters ({}|()<>,/.=[]_@!'$%-+":?"\; ). The
minimum length of the password is 8 characters.

Re-enter password Reenter the new password for the user.

Role Name Roles that a new user can perform.
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Disabling an user
Perform the following procedure to disable the user in the UCM network.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click User
Management.

The Administrative Users page appears.

The Administrative Users page lists users configured for access

to UCM.
Rdministrative Users
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2 In the User ID, select the User ID check box that you want to disable,

and then click Disable. The Account Status for the selected user
changes to Disabled.

—End—

Deleting a user
Perform the following procedure to delete a user in the UCM network.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin, and then click User
Management.

The Administrative Users page appears.

The Administrative Users page lists users configured for access
to UCM.
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Rdministrative Users
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2 In the User ID, select the User ID check box that you want to

disable, and then click Delete.

The Delete User dialog box appears.

3 After you are prompted to confirm the deletion of user, click Delete.

ATTENTION
Users cannot delete their own account.

—End—

Licensing
This section provides information about adding a license file, exporting a
license file, generating a license report, and refreshing license information.
Navigation

e "Adding a license" (page 59)

« "Exporting a license" (page 60)

¢ "Generating a licensing report" (page 61)

* "Refreshing the license information" (page 62)

Adding a license
Perform the following procedure to add a license.

Procedure steps

Step Action

1 In the Navigation pane, expand Admin panel, select Licensing.

The Licensing Administration page appears.
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NERTEL UNIFIED COMMUNICATIONS MANAGEMENT B

Licensing Administration
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2 Click Add License.
The Add License dialog box appears.

MNEIRTEL UNIFIED COMMUNICATIONS MANAGEMENT St | Home | Lugaut

Licensing Administration

3 In the License field, browse to locate the license file.

4 Select the License Host, and then click Add.

—End—

Exporting a license
Perform the following procedure to export a license file.
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T

Procedure steps

Step Action
1 In the Navigation pane, expand Admin panel, and then click
Licensing.

The Licensing Administration page appears.
2 In the product name table, select the product license to be exported.

3 Click Export License.

The File Download dialog box appears.

4 Click Save.
The required product license is exported.

—End—

Generating a licensing report
Perform the following procedure to generate a licensing report.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin panel, and then click
Licensing.

The Licensing Administration page appears.
2 In the product name table, select the product license to be exported.

3 Click Report.

The File Download dialog box appears.
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4 Click Save to save the license report.

—End—

Refreshing the license information
Perform the following procedure to refresh the license information.

Procedure steps

Step Action
1 In the Navigation pane, expand Admin panel, and then click
Licensing.

The Licensing Administration page appears.

2 In the product name table, select the product license to be exported.

3 Click Refresh.

—End—

Plugins inventory
The EDM plugin is a device plugin for a device version or type that you
can install on an installed COM base. Plugins can be installed on Base
or Complete application license. The user of the UCM Administrator and
UCM System Administrator roles are allowed to do the Plugin management.

You can install, uninstall, or view the EDM Plugin by accessing the Plugins
Inventory.
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EDM plugins serve the purpose of offering Device Management capabilities.
Thus, if you want to perform QOS / Filters operation on a particular device,
then you can manipulate this functionality from the Element Manager for this
device. The Element Manager for the EDM plugins are a browser-based
solution, that are launched via device inventory or from the topology map.
Right click on a device to launch Element Manager. EDM plugins are reused
from the Embedded EDM (Element Manager) that is made available in

all the devices.

The EDM Plugin Inventory appears with a table containing all the installed
Plugins on the COM server. Each row in the table depicts an EDM plugin,
specifying which device type and version is run with the Plugin and also
a list of supported device names.

Navigation
¢ "Downloading EDM plugin" (page 63)
e "Installing EDM plugin" (page 63)

"Uninstalling EDM plugin” (page 65)
¢ "Refreshing the plugin inventory table" (page 66)
e "Selecting the EDM preferences" (page 67)

Downloading EDM plugin
Perform the following procedure to download an EDM plugin.

Procedure steps

Step Action

1 Open Nortel support site from the Web browser and select EDM
Plugins section in http://support.nortel.com.

2 Download EDM Plugin for a specific device type and version.

3 Click Save to save the plugin file on to disk, where you are running

the web-browser.

—End—

Installing EDM plugin
Perform the following procedure to install EDM plugin on COM.

The installation process copies the file inside the JBoss deploy folder, adds
the plugin related information in EDMsupportedDevices.xml file (which
contains information about all the installed plugins) and copies the mib.dat
file specific for the plugin at [COM_HOME]/dats/.
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Prerequisites

* You must have UCM administrator role or UCM system administrator
role rights to access the Plugins Inventory.

* Ensure that you log on to COM as an administrator.

Procedure Steps

Step Action

1 Download EDM plugin using the procedure, "Downloading EDM
plugin” (page 63).

2 From the Navigation pane, expand the Admin pane, and then click

Plugins Inventory.

The EDM Plugins tab appears in the Contents pane.
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3 Click Install Plugin.
The Plugin Install dialog box appears.
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4 To select the EDM Plugin file, click Browse. The file upload dialog

box appears.

5 Browse to the EDM plugin file, and then click Open.
The file appears in the EDM Plugin File field.

6 To reset the EDM Plugin file, click Reset.

7 Click Install.

If the installation is successful, the plugin appears in the EDM Plugin
Inventory table or an error message appears describing the problem.

—End—

Uninstalling EDM plugin
Perform the following procedure to uninstall a EDM plugin from COM.
The uninstallation process deletes the war file from the JBoss
deploy folder, and removes information related to the plugin from the

EDMsupportedDevices.xml file and also deletes the mib.dat file used by
this plugin from [COM_HOME]/dats/.

Prerequisites

* You must have UCM administrator role or UCM system administrator
role rights to access the Plugins Inventory.

e Ensure that you log on to COM as an administrator.
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Procedure Steps
Step Action

1 From the Navigation pane, expand the Admin pane, and then click
Plugins Inventory.

The EDM Plugins tab appears in the Contents pane.

2 From the EDM Plugins Inventory table, select the plugin that you
want to uninstall.

3 From the toolbar, click Uninstall Plugin.

If the uninstallation is done successfully, the message "EDM
Plugin uninstall" successful appears or an error message appears
describing the problem.

—End—

Refreshing the plugin inventory table
Perform the following procedure to refresh the plugin inventory table.

Prerequisites

¢ You must have UCM administrator role or UCM system administrator
role rights to access the Plugins Inventory.

e Ensure that you log on to COM as an administrator.

Procedure Steps
Step Action

1 Download EDM plugin using the procedure, "Downloading EDM
plugin” (page 63).

2 From the Navigation pane, expand the Admin pane, and then click
Plugins Inventory.

The EDM Plugins tab appears in the Contents pane.

3 From the toolbar, click Refresh Plugin Inventory.
The Plugin Inventory table refreshes.

—End—
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Selecting the EDM preferences
Perform the following procedure to select to use an EDM Plugin when
launching Single Element Manager.

Prerequisites

* You must have UCM administrator role or UCM system administrator
role rights to access the Plugins Inventory.

e Ensure that you log on to COM as an administrator.

Procedure Steps

Step Action

1 Download EDM plugin using the procedure, "Downloading EDM
plugin” (page 63).

2 From the Navigation pane, expand the Admin pane, and then click

Plugins Inventory.
The EDM Plugins tab appears in the Contents pane.

3 From the toolbar, click EDM Preferences.
The EDM Preferences dialog box appears.

| runs | EoM PR Irventory =

0@ % o3 a9

Tvpe essien Sugpated devie:

B Prferences =
19] us= EDF Flugin winver launching Single Element Manage

[ ogmwe [ el | rmn |

4 Select the Use EDM Plugin when launching Single Element
Manager check box.

By default the Use EDM Plugin when launching Single Element
Manager checkbox is checked.
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ATTENTION
If you choose to uncheck the Use EDM Plugin when launching Single Element
Manager check box, please note that it may cause performance issues in the
device.

5 Click Save.

—End—

Audit log
All the managers including Topology and Discovery send log messages to
audit and debug logs.
Navigation
e "Launching the audit log" (page 68)
* "Refreshing audit logs" (page 69)

Launching the audit log
Perform the following procedure to start the audit log.

Procedure steps

Step Action
1 From the Navigation pane, expand the Admin panel, and then click
Audit Log.

The Audit Log dialog box appears.
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—End—

Job aid

The following table shows the Audit Log tabs.
Tab Description
Date/Time The date and time of the Audit Log files
Debug level The Debug level (Default INFO/ERROR)
User The logged in user name
UserlP The User IP address
Message The log file creates a message

Refreshing audit logs
Perform the following procedure to refresh the audit logs.

Procedure steps

Step Action
1 From the Navigation pane, expand the Admin pane, and then click
Audit Log.

The Audit Log dialog box appears.

2 Click Refresh.
The audit log details are refreshed.

—End—
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Devices management

The Device Inventory Manager lets you manage the Configuration and
Orchestration Manager (COM) inventory. COM provides a device inventory
view of all the devices that are currently discovered in the network. You can
sort the inventory list based on various device attributes.

The following figure shows the Device Inventory dialog box.

Figure 15
Device Inventory
| Home | Device Inventory Manager ¥ |
X 9
hame Reachable State IP Address Device Type “fersion Description Time Stamp |
ERS-8610 . 172161202 MERSER10 7000 ERS-B610(7000) 2003-10-15 134501
ERS-B606 . 172461205 = 7000 ERS-B605 (7 0.00) 2000.40-16 13:45:01
SJ_PP1G4AT - 172161208 MERS1648 2150 ERS-1646T (21,5.0) 2003-10-16 1314501
. 1724842047 mEPS2000 25045 Busiess Policy Swi 2008.40.16 134504
5530-24TFD . 1721612024 NERSSSI0-24TFD B4 0,057 Ethernel Rouling Sw 2009-10-16 134501
4526 s 1721612038 MERSASZET 540051 Ethernet Routing S 2009-10-15 134501
ERSASISGTRNR @ 172161204 MERSASABGT-PAR 540051 Ethernet Routing Sw 2008.10.16 13:45:01
ERSS5000 . 1721612062 MERSSBEOTO-PAR 6.1 0.057 Ethernel Routing Sw 2009-10-16 134501
. 1921671 1 MERS1648 2009-10-16 134501
. 182467117 MEPS2000 31308 Busiess Policy Swi 2008-10-16 134501
(4 4 Page[l Jof1i » 4 ¥ RowsperPage 100 Displaying Devices | - 14 of 14

The following figure shows the Device Manager toolbar.
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Figure 16
Device Manager toolbar

| Home | Device Inventory Manager * |

e

Launch Importf  Refresh
Element Export
Manager Invertory

The Device Inventory Manager allows you to
* add a device
* delete a device

+ edit a device

launch Element Manager
e import or export inventory

* refresh

For more information about configuring Device Inventory, see Nortel
Configuration and Orchestration Manager Administration — Utilities
(NN47226-600).
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Managers management

Configuration and Orchestration Manager (COM) supports submanagers
that provide detailed device information and management capabilities.

The submanagers are designed to provide specialized information in an
easy-to-use Interface that is consistent in layout across the submanagers. A
submanager can query COM and instruct the primary application to update
the topology view with information relevant to the submanager view. For
example, VLAN Manager can instruct COM to highlight all the devices in the
view that include members of a particular VLAN.

The following figures shows the Managers panel.

Figure 17
COM Managers
MNavigation Rl
Admin +
Devices +

hanagers =

YLAN Manager

MulkiLink Trunking Manager

Securicy Manager

Routing Manager %

TrapjLog Manager

File Inventaory Manager

‘irtual Routing Manager

The submanagers are described in the following sections:
¢ "VLAN Manager" (page 74)
e "MultiLink Trunking Manager" (page 74)
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e "Security Manager" (page 75)

¢ "Routing Manager" (page 75)

* "Trap/Log Manager" (page 76)

* "File Inventory Manager" (page 76)
« "Virtual Routing Manager" (page 77)

VLAN Manager
VLAN Manager enables you to manage VLAN and STG configurations
across a single device or multiple devices. A user has access to the VLAN
Manager only if the administrator has assigned this MEM role to that user.
In the VLAN Manager, you can only access the devices that are assigned
to you by a security administrator.

VLAN Manager allows you to

e add, delete, modify and monitor VLANs and Spanning Tree across one
or more devices

¢ view and edit VLAN nodes across the network

* view and edit port membership information for ports not belonging to
an STG

* view and edit port membership information for ports belonging to one
or more STGs

e view and edit port membership information for individual routing ports
and bridge routing ports.

* view Spanning Tree configuration information in the COM topology map,
such as the ports that are blocking or forwarding. User device is the root
of the Spanning Tree configuration

For more information about Configuration of VLAN Manager, see Nortel
Configuration and Orchestration Manager Administration — Ultilities
(NN47226-600).

MultiLink Trunking Manager
MultiLink Trunking is a point-to-point connection that aggregates multiple
ports so that they logically act like a single port with the aggregated
bandwidth. Grouping multiple ports into one logical link means achieving
higher aggregate throughput on a switch-to-switch or server-to-server
application.

COM allows you to configure MultiLink Trunking across multiple devices:

e Create, delete, or modify MultiLink Trunks (MLTs) and Split Multilink
Trunks (SMLTS)
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e View or configure MLT configuration information such as port and VLAN
membership

For more information about configuration of MultiLink Trunking Manager,
see Nortel Configuration and Orchestration Manager Administration —
Utilities (NN47226-600).

Security Manager
Security Manager allows you to manage access to device and network
management functions on network devices discovered by Configuration and
Orchestration Manager. You can synchronize, change, and view security
features for the following:

*« Command Line Interface (CLI) access

* Web access

* Simple Network Management Protocol (SNMP) access

* Access policies

* Remote Access Dial-In User Services (RADIUS) properties

*  SNMPv3 properties

* Secure Shell (SSH) bulk password

« Terminal Access Controller Access-Control System (TACACS)

You can configure the network access for each application using one or
more security groups that you manage independently. Use security groups

to group devices together that you want to have the same passwords and
access features.

For more information about Configuration of Security Manager, see Nortel
Configuration and Orchestration Manager Administration — Ultilities
(NN47226-600).

Routing Manager
Routing Manager allows you to configure routing parameters for devices
across a network. Routing Manager supports the following protocols:

* |IP Routing
* RIP

» OSPF

« ARP

* VRRP

e IPv6 Routing
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* |IPv6 OSPF

Use Routing Manager to perform the following tasks:
* Create, delete, or modify routes across multiple devices.

* View and configure routes and properties for IP, RIP, OSPF, VRRP, IPv6,
and IPv6 OSPFE

For more information about Configuration of Routing Manager, see Nortel
Configuration and Orchestration Manager Administration — Utilities
(NN47226-600).

Trap/Log Manager
The Trap/Log Manager is an Configuration and Orchestration Manager
submanager that allows you to configure and view the traps or notifications
and the System Log. The Trap/Log Manager combines the functionality of
the Trap Receiver and Log Manager submanagers of previous releases, and
provides additional capabilities to configure traps, notifications, and syslogs.

For more information about configuration of Trap/Log Manager, see Nortel
Configuration and Orchestration Manager Administration — Utilities
(NN47226-600).

File Inventory Manager
File Inventory Manager enables the user to manage the hardware and
software configurations for different devices.

Use File Inventory Manager to upload and download image and
configuration or boot files to and from devices and to back up, restore,
archive, and synchronize image and configuration/boot files for those
devices as well. In addition, File Inventory Manager allows you to

* view hardware configuration

* view software configuration

» edit Preferences

* download/Upload file from and to device
* backup/restore Configuration file

» archive Configuration file

* synchronize Configuration file

e upgrade Device

e compare runtime configuration with existing configuration
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For more information about Configuration of File Inventory Manager, see
Nortel Configuration and Orchestration Manager Administration — Utilities
(NN47226-600).

Virtual Routing Manager
Virtual Routing Manager enables you to manage configurations across
specific devices. Additionally, you can set the current configuration for each
device.

To start Virtual Routing Manager

* The administrator user must assign the VRM to you in the
MultiElementManager Assignment tab.

* The administrator must assign devices to you.

Virtual Routing Manager allows you to

« view all VRFs and VRF statistics configured for a specific device

« edit single or multiple VRF configurations

* add a new VRF to a device

* delete a VRF from a device

« set the current VRF configuration for each device

For more information about configuration of Virtual Routing Manager, see

Nortel Configuration and Orchestration Manager Administration — Utilities
(NN47226-600).
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Wizards management

The Configuration and Orchestration Manager (COM) wizards help you
to configure complex network topologies and deployments using a small
number of steps.

The following figure shows the Wizards panel in the Navigation pane.

Figure 18
Wizards panel

Navigation #
Admin +
Devices +
Managers &

Wizards =

[{J-E YLAM Wizard

SMLT WWizard

There are two types of wizards:

* VLAN Wizard: VLAN Wizard allows you to configure STG and VLAN
in multiple devices.
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admin | Logout | UCM Home | About COM

Quick Start Guide | Help
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* SMLT Wizard: SMLT Wizard guides the user into creating trunks
configurations including necessary VLANSs creation, various protocol
enabling, and miscellaneous device settings.
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ademin |Luguut | U Hume | Aot COM | Qusk: Stark Guide | Helo
| Navigation [ | eme || SMLTwizard %
s +!| | steps o | Select Swiluhes
Dsrvices 7] | [ T =
itch T I -
— | | mest e | (i [ |
— = Swrrch 1 g
Swich 2: ~
u‘lh WLAK wizart -
e 2 Wizaril Do riphin -
=
= 1\ T e Salect Switrhes
= Select devier sy and sminch 17
sidieanes be condfigme SMLT.
Terplam |+
— = | Lo Tennpdeda | | Seren oo Tt (gal] [ravins | [fnak] [Faed Hels
uniz -

For more information about configuration of VLAN wizard and SMLT wizard,
see Nortel Configuration and Orchestration Manager Administration —
Utilities (NN47226-600).
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Templates management

The template contains a set of configuration attributes. Templates can be
created by running the COM configuration wizards. At any point while
running the wizard you can select to save the wizard configurations as a
template. The saved templates can be viewed in the Templates dialog box
and can be used later to easily perform the same or similar configurations.

In the Configuration and Orchestration Manager Navigation pane, click on
the Templates button.

The following figure shows the templates dialog box.

MNavigation < Home Templates '*

Admin Templates

Select Template Type to Add: ~ @ @ = % | Show: ANl Templates  ~ || Impart 2}

WLAN
SMLT

Managers

Template Mame

+
Devices +
+
Last Modified By Last Modified Time
+

Wizards

Templates =

Templates

Toals +

There are two types of templates:

* VLAN: The VLAN template consists of one STG and multiple VLANSs.
You can select a VLAN template, and load it in to VLAN configuration
wizard. In VLAN wizard, you can change the configurations which are
loaded from the VLAN template, or add additional configurations for
device specific attributes.

e SMLT: The SMLT template consists of SMLT/SLT and VLAN
configuration. You can select a SMLT template, and load it in to
SMLT configuration wizard. In SMLT wizard, you can change the
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configurations which are loaded from the SMLT template, or add
additional configurations for device specific attributes

For more information about configuring Templates, see Nortel Configuration
and Orchestration Manager Administration — Utilities (NN47226-600).
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Tools management

This chapter provides information about SmartDiff Tool, TFTP Server,
MIB Browser, Port Scanner, and Scheduled Tasks tools supported by
Configuration and Orchestration Manager (COM).

Navigation
* "SmartDiff Tool" (page 83)
 "TFTP Server" (page 85)
e "MIB Browser" (page 90)
e "Port Scanner" (page 98)
e "Scheduled Tasks" (page 100)
e "CLI*manager" (page 102)

SmartDiff Tool
The SmartDiff tool allows you to compare two configuration file that have
.cfg extension. Perform the following procedure to start the SmartDiff tool.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
SmartDiff Tool icon.

The SmartDiff dialog box appears.
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MEIRTEL  Lonfiguration and Urchestration Manager

adrin |Logeut | UM Home | Abouk C0M | Quick Stast Guide | Help

First Conifig Fie: elect a config fie
Wizards ]| | G Confi Fie: St aconig i

00

—End—

The following figure shows the SmartDiff toolbar.

Figure 19
SmartDiff toolbar

Show
differences ——|@EY| @ E —— About SmartDif Tool
hetween files

Reszet the input controls

Comparing configuration files
Perform the following procedure to compare two configuration files.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
SmartDiff Tool icon.

2 In First Config File and Second Config File fields, enter the name
of the configuration files you want to compare. Use the ... buttons to
browse the files.

Click Reset the input controls to reset the First Config File and
Second Config File fields value.

3 Click the Show differences between files icon from the toolbar.
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The File Diff Contents panel contains the output of compare
operation as shown in the following figure.

I MEFRTEL  Comilipuration s Orchesheation Massaper
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g‘ Snrlff Toed [5,2,1] wolee sip
= [M,2,-] 10,738, 100.200
e ) TR
4,4 ice call active
1B Sroasae PN 5 273
AN c=zc =how me in Che spartdifs file
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The Status bar displays the comparison report including whether the
files are identical or different, and the number of different lines.
SmartDiff Tool highlights the content in three colors—white, blue,
and yellow. The significance of these colors are as follows:

* Black text in white background indicates the matches text in a
line.

* Blue Text in yellow background indicates any different text in
the first line.

* White text in blue background indicates any different text in the
second line

* Black text in grey background indicates the modified lines in the
file.

To navigate from one modified section to the next, use the arrows
in the toolbar.

—End—

TFTP Server

The TFTP Server tool allows you to view the status of TFTP server, start or
stop TFTP server, and manage logs.

Perform the following procedure to view TFTP server.
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Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
TFTP Server icon.

The TFTP Server tab appears.

Mavigatine % lizme | TTTF Saryer

[ moE=e @
i L TFTR Server S s LNMING

adnin

L L Startng TR0 Sar
Yimang + | iideng...

Termiatng TITP Server. .
T=anginims +
Tocks

—End—

The following figure shows the TFTP Server toolbar.

Figure 20
TFTP Server toolbar

Fun TFTP Server

Clear Log Messages

DEHZO
|||

Preferences

Refresh Log

Save Log Messages

Navigation

*  "Viewing the status of TFTP Server" (page 87)
e "Starting and stopping TFTP Server" (page 87)
» "Editing preferences" (page 88)

* "Saving log messages" (page 89)

* "Refreshing log messages" (page 89)
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* "Clearing log messages" (page 90)

Viewing the status of TFTP Server
Perform the following procedure to view the status of the TFTP server.

Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the
TFTP Server icon.

The TFTP Server tab appears showing the TFTP Server Status,
as shown in the following figure.

Movgation « Home TP Server
L N EHEHESa @
D s

Manage

L TFTR Saver Tans MG
L Startng IFIP Sane
WRrani + | Diliddne..

Terminatrd TETP Cecver. .
lemgisizs '

—End—

Starting and stopping TFTP Server
Perform the following procedure to start or stop a TFTP server.

Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the
TFTP Server icon.

The TFTP Server tab appears.

2 If the TFTP Server Status is running, click Stop TFTP Server from
the toolbar to stop the TFTP Server. After stopping the TFTP Server,
this button turns to Start TFTP Server .
OR
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If the TFTP Server Status is stopped , click Start TFTP Server from
the toolbar to start the TFTP Server. After starting the TFTP Server,
this button turns to Stop TFTP Server .

—End—

Editing preferences
Perform the following procedure to edit TFTP Server preferences.

Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the
TFTP Server icon.

The TFTP Server tab appears.

2 Click Preferences from the toolbar.
The TFTP Server Preferences dialog box appears, as shown in the
following figure.

TFTP Server Preferences

Root Directory: tftpdroot
Log File Narme: TftpLog.log
Socket Tirmeout(1-30 ]
SECs )
Max Retries (0-5): 3
Trace Mode: ]
[Cancel] [OK] [ Help
3 Update the field you want to modify, and then click OK to commit the

changes or click Cancel to discard the changes.

—End—
Job aid
The following table describes the fields of TFTP Server Preference dialog
box.
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Table 3
TFTP Server Preferences table
Tab Description
Root Directory Specifies the root directory in the TFTP Server.
Log File Name Specifies the log file name.
SocketTimeout Specifies the socket timeout for the log files created. The
(1-30 secs) default value is 8.
Max Retries (0-5) Specifies the maximum retries for the log files. The
default value is 3.
Trace Mode Specifies the Trace Mode.

Saving log messages
Perform the following procedure to save the current TFTP server log.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
TFTP Server icon.

The TFTP Server tab appears.

2 Click Save Log Messages from the toolbar to save the current
TFTP server log.

—End—

Refreshing log messages
Perform the following procedure to refresh the current TFTP server log.

Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the
TFTP Server icon.

The TFTP Server tab appears.

2 Click Refresh Log from the toolbar to refresh the current TFTP
server log.

—End—
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Clearing log messages
Perform the following procedure to clear the TFTP server log.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
TFTP Server icon.

The TFTP Server tab appears.
2 Click Clear Log Messages from the toolbar. After you are prompted

to confirm the clearing of log messages, click Yes to clear the current
TFTP server log.

—End—

MIB Browser
MIB Browser allows you to manage SNMP-enabled network devices and
applications. You can load, browse, and search MIBs, walk the MIB tree,
and perform all other SNMP-related functions using MIB Browser. MIB
Browser also allows you to view and operate the data available through an
SNMP agent in a managed device.

The following figure shows the MIB Browser tab.

Figure 21
MIB Browser
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The following table describes the parts of MIB Browser tab.

Table 4
Parts of MIB Browser tab
Part Description
Views Displays the currently loaded MIBs. Available views:

Default view and ASN view; ASN view shows all MIBs
in ASN format.

Set panel Allows you to set the host IP to which you want to
communicate .

View panel Displays the details of the selected MIB name.

Description panel Displays the description of the selected MIB.

Menubar Provides quick access to commonly used SNMP
commands.

Output Panel Displays output of the operation performed using

menubar options.

The following table describes the tools available for MIB Browser tab.

Table 5

MIB Browser tools
Tool Icon Description
Load MIB ) Allows you to load an MIB.
Unload MIB ) Allows you to unload an MIB.
Set SNMP Version 1l Allows you to set SNMP

version. The available versions
are as follows:

* SNMP V1

* SNMP v2c

*  SNMP V3
SNMP Bulk Settings Opens Get Bulk Panel.
SNMPV3 Settings 2 Opens SNMPV3 Panel.
Help =) Opens Online Help.

Navigation
e "Loading an MIB" (page 92)
* "Unloading an MIB" (page 92)
e "Setting SNMP version" (page 93)
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e "Retrieving data of an MIB node" (page 94)

« "Traversing MIB tree" (page 95)

* "Retrieving value of a subtree" (page 95)

* "Retrieving data from a large table" (page 96)
« "Editing data for MIB node" (page 96)

Loading an MIB
Perform the following procedure to load an MIB.

Procedure steps

Step Action

1

In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon.

The MIB Browser tab appears.
Click the Default View or ASN View tab.

Click the Load MIB icon ((+) sign) from the toolbar. The Load MIB
dialog box appears.

Load MIB
Select File: I Browse... |

[ Load Mib ][ Close J[ Help ]

In Select File field, enter the MIB file you want to load. Use Browse
to select the MIB file.

Click Load MIB to load the selected MIB.
The loaded MIB appears at the end of the MIB tree in Default View.

You can click Close to cancel the loading.

—End—

Unloading an MIB
Perform the following procedure to unload an MIB.
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Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon.

The MIB Browser tab appears.

2 Click the Default view tab and select the MIB node you want to
delete.

3 Click the Unload MIB icon from the toolbar. After you are prompted
to confirm the unloading.

4 Click Yes to unload the selected MIB.
OR

Click No to cancel the unload operation.

The MIBs will be removed from the tree if you click Yes.

—End—

Setting SNMP version
Perform the following procedure to set SNMP version of a MIB.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon.

The MIB Browser tab appears.

2 Click the Default view or ASN View tab and select an MIB which
SNMP you wish to change.

3 Click the Set SNMP Version icon from the toolbar. The Set SNMP
Version dialog box appears.

Set SMNMP ¥ersion > 4

Snmp Wersion; Mone w
[ Sef ] [ Zancel ] [ Help
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4 Choose the version that you wish to set in the Snmp Version field.
5 Click Set. After you are prompted to confirm the setting.
{ Confirm b

Do you want to set SHMP-Y3 parameters?

o

6 Click Yes. The SNMP V3 Settings dialog box appears, as shown in
the following figure.

SNMP-V3 Settings %

SNMP-¥3 Parameters

User Name:

Authentication: 'None %
Auth, Password:

Privacy: MNone .

Privacy Password:

[ ok J [ Close J

7 Complete the fields in the SNMP-v3 Settings dialog box as
appropriate, and then click Ok.

In the Set Panel, the Read Community and Write Community
parameters of SNMP V1 and SNMP V2C are replaced by the
SNMP-v3 parameters Context Name and Context Engine. The Set
Panel is updated with the new settings.

8 Enter the value of fields in Set panel as appropriate.

—End—

Retrieving data of an MIB node
Perform the following procedure to retrieve the value of the leaf object from
the managed objects.
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Procedure steps

Step Action
1 In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon. The MIB Browser tab appears.
2 Select the desired node from the MIB tree.
3 Click Get from the menubar.
—End—

Traversing MIB tree
Perform the following procedure to retrieve the value of the next OID in
the MIB tree.

Procedure steps

Step Action
1 In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon. The MIB Browser tab appears.
2 Select the desired node from the MIB tree.
3 Click Get Next from the menubar.
—End—

Retrieving value of a subtree
Perform the following procedure to retrieve value of all child nodes of the
selected MIB node.

Procedure steps

Step Action
1 In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon. The MIB Browser tab appears.
2 Select the desired node from the MIB tree.
3 Click Walk from the menubar.
—End—
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Retrieving data from a large table
Perform the following procedure to retrieve data from a large table.

ATTENTION
The GetBulk operation is applicable only on SNMPv2c and SNMPv3.

Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon. The MIB Browser tab appears.

2 Select the desired node from the MIB tree.

3 Ensure that the SNMP version is set to either SNMPv2c or SNMPv3.

For more information on changing SNMP version, see "Setting
SNMP version" (page 93).

4 Click SNMP Bulk Setting icon from the toolbar. The Get Bulk Panel

appears.
5 Select a node from the MIB that you wish to add to the
variable-bindings list, and then click Add.
6 Enter the value in Max. Repetitions and Non Repeaters fields.
7 Click Get Bulk from the menubar to the bulk SNMP data.

The MIB Browser retrieves the sequence of next objects immediately
after the specified object. The number of object instances returned
is equal to the Max-Repetitions field.

—End—

Editing data for MIB node
Perform the following procedure to modify the data for one or more MIB
variables.

ATTENTION

The Set operation can be performed only on a node that has read-write access.
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Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the
MIB Browser icon. The MIB Browser tab appears.

2 Select the desired node from the MIB tree.

3 Enter the value, you want to configure, in the Set Value field of
Set panel.

4 Click Set from the menubar.

—End—
Job aid

The following table describes the fields of Get Bulk Panel.

Field Description

Max. Repetitions Specifies the number of lexicographic successors
to be returned for the remaining variables in the
variable-bindings list.

Non Repeaters Specifies the number of variables in the variable-bindings
list for which a single lexicographic successor is to be
returned.

Add Adds the selected MIB variable to the variable-bindings
list.

Delete Removes the selected node from the variable-bindings
list.

Done Closes the GetBulk Settings pane.

Job aid
The following table describes the fields of SNMP-V3 Settings dialog box.

Field Description

User Name Specifies the SNMPv3 user name.

Authentication Specifies the Authentication protocol used.

Auth Password Specifies password that is used for authentication

purposes.

Privacy Specifies the privacy protocol used.

Privacy Password Specifies the password that is used for privacy purposes.
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Port Scanner

Port Scanner allows you to scan the target devices. Port Scanner enables
parameters to configure periodic port scan, and store exported port scan

data into files. Perform the following procedure to view the Port scanner
dialog box.

Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the

Port Scanner icon.

The Port Scanner dialog box appears.

caluvmn | Lunjunal ULPY o | lvsusd LUP | Yenoh S art Luach: | Hebe

i

E TFIF Zarr A P Fodt Aoty MALE

—End—

Navigation

e "Scanning Ports" (page 98)

"Exporting report of port scan" (page 99)

Scanning Ports
Perform this procedure to scan ports of the selected device.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the

Port Scanner icon. The Port Scanner dialog box appears.
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2 Select the devices, you wish to scan, in the Available Device field,
and move to Selected Devices using > or >>.

3 Click the Scan Ports icon from the toolbar. The result is displayed in
the content pane.

—End—

Exporting report of port scan
Perform this procedure to export the report of port-scan.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
Port Scanner icon. The Port Scanner dialog box appears.

2 Select the devices, you wish to scan, in the Available Device field,
and move to Selected Devices using > or >>.

3 Click the Scan Ports icon from the tool bar. The result is displayed
in the content pane.

4 Click Export icon from the tool bar to export the report.

The Export dialog box appears.

5 Select the type (html, or text) in Export type field, and then click Ok.

—End—

Job aid
The following table describes the parts of Port Scanner tab.

Part Description

Toolbar Provides you Scan Port and Export tools.
e Scan Port—allows you to scan the target devices.

* Export—allows you to export the result in text

format.
Available Devices Contains a list of assigned devices.
Selected Devices Contains devices selected from Available Devices list.
>> Allows you to move all the devices from the Available

Devices list into the Selected Devices list.
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Part Description

> Allows you to move the selected device from the
Available Devices list into the Selected Devices list.

< Allows you to move the selected device from the
Selected Devices list to the Available Devices list.

<< Allows you to move all the devices in the Selected
Devices list to the Available Devices list.

Host IP Specifies the IP addresses of the target devices.

Port Specifies the device ports.

Available MACs Specifies the MAC addresses of device ports.

Target Devices Specifies the IP address if the available MAC.

Scheduled Tasks

Using Sceduled Tasks tool, you can only view, delete, cancel or re-schedule
tasks from the File Inventory Manager. Perform the following procedure to
view the scheduled tasks.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
Scheduled Tasks icon.

The Scheduled Tasks dialog box appears.

MEORTEL  comfigusestration Manayer
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—End—
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The following table describes the tools of Scheduled Tasks tab.

Table 6

Scheduled Tasks tools
Tool Description
Refresh Refreshes the scheduled task list.
Delete Task Deletes the selected scheduled task.
Cancel Task Cancels the selected scheduled task.
Reschedule Task Reschedules the selected scheduled task.

Navigation

« "Refreshing scheduled task list" (page 101)
¢ "Deleting a scheduled task" (page 101)

* "Canceling a scheduled task" (page 102)

¢ "Rescheduling a scheduled task" (page 102)

Refreshing scheduled task list
Perform the following procedure to refresh the scheduled task list.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
Scheduled Tasks icon. The View Scheduled Task tab appears
listing all the scheduled tasks.

2 Click Refresh to refresh the list.

—End—

Deleting a scheduled task
Perform the following procedure to delete a scheduled task.

Procedure steps

Step Action

1 In the Navigation pane, select the Tools panel, and then click the
Scheduled Tasks icon. The View Scheduled Task tab appears
listing all the scheduled tasks.
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2 Select the task that you wish to delete, and then click Delete Task to
delete the selected task.

—End—

Canceling a scheduled task
Perform the following procedure to cancel a scheduled task.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
Scheduled Tasks icon. The View Scheduled Task tab appears
listing all the scheduled tasks.

2 Select the task that you wish to cancel, and then click Cancel Task
to cancel the selected task.

—End—

Rescheduling a scheduled task
Perform the following procedure to reschedule a scheduled task.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
Scheduled Tasks icon. The View Scheduled Task tab appears
listing all the scheduled tasks.

2 Select the task that you wish to reschedule, and then click
Reschedule Task to reschedule the selected task.

—End—

CLI*manager
CLI*manager speeds up and simplifies operations and provisioning for a
large number of Nortel device types. CLI*manager offers a set of basic
features for all device type, and enhanced features for specific device types.
The basic feature set includes simultaneous control of multiple devices,
proxy connections, WATCH monitoring, automation, scripting, tabbed
sessions, logging, and so on.

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard
2.0 2 November 2009
Copyright © 2009, Nortel Networks



CLI*manager 103

Prerequisites

* You must install Java Virtual Machine (JVM).
Perform the following procedure to launch the CLI*manager.

Procedure steps
Step Action

1 In the Navigation pane, select the Tools panel, and then click the
CLI*manager icon. The CLI*manager via Java WebStart page
appears, as shown in the following figure.

a htkps://siberia.innlab.nortel .com,/climanager/ - Microsoft Internet Explorer provided by Innovatia - An Aliant Company ] E3

Ble Edt Wew Fgvortes Tools Help ﬂ'

Qe - © - ¥ [ @] Psower S @3- 5 F K 3

Address Iil hiktps: fsiberia.innlab.norkel. com/climanager)

CLI*manager via Java
WebStart

CLIFmanager is a tool that can speed up and simplify
operations and provisioning for a large and growing number
of Mortel device types.

For all device types there is a basic feature setthat includes
simultaneous control of multiple devices, proxy connections,
WWATCH monitoring, scripiing, tabbed sessions, logging, etc.
Enhanced features and syntax are available for specific device
types, where they apply.

e Fealure Summary
= Device Types that can be used with CLMPmanagear

a

[E0one [T T[S e irwemet

2 Click the Click to launch CLI*manager link. The Warning - Security
dialog box appears.

3 Click Yes to launch the CLI*manager.
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allls
@ CLI"manager

Connect  Edit  Miew  Script Tools  Help
¢-#0sPaa-po@E-T-w

CLI*manager - Command Line Interface Manager

I»]

L NETWO

Recent Connections:
[MNCLI] &ep 09 09:16 ER33600

>

-l
| @ Mo nodes . ]

—End—

Navigation

e "CLI*manager user interface" (page 105)
e "Connection set up" (page 105)

e "Supported device type" (page 106)
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CLI*manager user interface
The CLI*manager user interface has the following features:

e Main toolbar: Provides quick access to commonly-used features.

e Options window: Enables the change of many properties of the CLI
Manager interface.

e Session tabs: Allows you to quickly switch between multiple active CLI
sessions. Each tab shows the names of the active devices in its session,
along with a small icon showing the current status of the session.

« User buttons: An optional toolbar that appears at the bottom of the main
CLI Manager window.

* Node tree: Displays a graphical tree for components in the connected
MSS. It also shows trees based on saved ASCII provisioning files.

* Flowcharts: Helps you to draw flowcharts that integrate with the
command-line. Buttons on the flowchart symbols can run commands
and scripts, and can link to other flowcharts.

 FTP/SFTP window: Transfers files to and from remote devices. You
can specify the remote device using either an address book entry, or
manually by providing an address, user name, and password.

* File Server profiles: Used by a number of features in CLI Manager
including Shared Address Books and autouploading Log Files.

* File synchronization: Copies sets of CLI Manager files from remote file
server directories into local CLI Manager directories, and checks for
updates either periodically or on demand.

* Table viewer: Displays tables from MSS commands and TL1 commands
on optical nodes in a graphical, spreadsheet format.

« Command history: Recalls previous commands by using standard
up-and-down arrow keys, which opens a pop-up window for browsing to
recent commands.

e Search: Finds specified text anywhere in its CLI window.

Connection set up
Login information is stored in encrypted Address Books that can be shared
among groups of users and updated from within CLI*manager using
centralized File Server Profiles. Connections are made using both IP
(Telnet, SSH, and Rlogin) and Serial (local port or modem). Many different
kinds of Proxies are used to set up connections through gateways, firewalls,
and modem pools. File transfers are done using FTP, SFTP, and TFTP. SSH
Tunnels can be used to tunnel through intermediate SSH devices. SSH X11
port forwarding allows X applications to run through an encrypted SSH
channel. Any number of users can Collaborate by sharing sessions with
each other and typing on the same command line.
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Supported device type
CLI*manager is used with a large and growing number of device types.
CLI*manager provides a set of basic features available for all types, and
some enhanced features and syntax available for specific device types.

e Application Switches
— Alteon Switch Firewall System
— Alteon Web Switch 184/AD3/AD4

* Ethernet Switches / Routers
— BayStack 450/460/470
— Business Policy Switch (BPS)
— Centillion
— Ethernet Routing Switch 1200/1600/4500/5500/8100/8600
— Metro Ethernet Switching Unit 1800/1860
— Nortel Secure Router 1000, 3120, 6230,6280

* MultiProtocol Routers
— Access Remote Node (ARN)
— Access Stack Node (ASN)
— Backbone Concentrator Node (BCN)
— Backbone Link Node (BLN)

e MultiService Switches / Edge
— Avici
— MPE 9000
— Passport 4400 Multiservice Access
— Passport 6400 Multiservice Edge
— Passport Multiservice Switch 7400/15000/20000
— Services Edge Router 5500

* Non-Nortel
— Airvana DOM/RNC
— CVX
— I0S
— Juniper T/M/J Series
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e Optical

Common Photonic Layer

EC1

HDX

Long Haul 1600

OcC12

0C192

0cC48

Operations Controller (OPC)

OPTera DX

Optical Metro 1000/3300/3400/3500/5000
Optical Multiservice Edge 1010/1030/1060/6500/6500BB
Optical Packet Edge (OPE)

Transport Node TN4X/TN16X/TN64X

e Other

Generic Secure Shell (SSH)
Generic Telnet

UNIX / Linux

VSE Platform

» Storage Networking

BCS3000 (Business Continuity System)

* Voice / Multimedia

Border Control Point 7100/7200

CICM

Communication Server 1000/1500/2000
DMS

IEMS

ITG

MCS 5100

Media Gateway 9000

Meridian-1
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— MG9K Element Manager

— Neura BTX Media Gateway
— Neura NetConductor

— SAM21 Shelf Controller

— Session Server Lines/Trunks
— Signaling Server

— Spectrum Peripheral Module
— Succession GWC

— Succession Media Card

— USP

— XA-Core

* VPN Routers
— Contivity 1000

* Wireless Networks
— ASG 5000
— BTS (Base Transceiver System)
— DMS-MSC
— DMS-MTX
— GGSN (GPRS Support device)
— GSM / UMTS Media Gateway R4/R5
— InterWorking Function (IWF)
— Media Gateway (CDMA)
— PCUSN
— PDSN - Shasta
— PDSN 16000
— RNC (Radio Network Controller)
— SGSN (GPRS Support device)
— ST CPE
— Wireless AP 7220
— WLAN Access Point 2220/2221/2300
— WLAN Security Switch 2700

Nortel Configuration and Orchestration Manager
Using the Product Interfaces
NN47226-100 01.01 Standard
2.0 2 November 2009
Copyright © 2009, Nortel Networks



109

Appendix
Recommendations and deployments

The following sections describe how to resolve Configuration and
Orchestration Manager (COM) problems, and also describe the
recommendations and deployments for those errors.

¢ "COM installation server" (page 109)
* "Rediscoveries and device assignments" (page 109)
e "Internet browser Settings" (page 110)

e "License upgrades and device inventory" (page 111)

COM installation server
There may be scenarios in which the COM installation server is in same
local area network (LAN) as devices or outside the network. Following are
some of the recommendations for installing COM server.

* If the COM installation server is outside then the installation requires
VPN secure access to reach the device.

* COM uses several protocols to communicate to the devices and these
should be allowed across all the devices.

* Itis recommended that the COM server chosen is as close as possible
to the device, i.e. the lesser the hops to access the device the better.

e ltis noted that the TFPT traffic typically does not pass through firewall
and therefore TFTP server must run on subnets where devices are
located.

Rediscoveries and device assignments
Network rediscoveries may result in 2 scenarios.
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Recommendations and deployments
e ———— e
These scenarios can occur, while the changes in the network is not frequent.
However, with device assignment function, the system administrator can
assign users to devices depending on the requirement.

Devices that are not discovered but exist in the assignment list

— Devices are shown as invalid in the assignment list. System
administrator understands that there is some fault in the discovery or
configuration and modifies the assignment list accordingly when device
does not exist.

The invalid devices are shown in the following figure.

Figure 22
Invalid devices
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Assignment Mode

Devices that are newly discovered and now need to be assigned to
some user — System administrator must assign the devices that are
discovered to users who can access it.

The unassigned devices are shown in the following figure.

Figure 23
Unassigned devices
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Internet browser Settings
Certain security settings in Internet Explorer (IE) does not allow Java script
execution. In such a case, you can observe that the login page, does not
show the login button. Following settings are recommended for IE.

IE security settings must be set to at least medium high or lower to allow
Java script execution as shown in the following figure.
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Figure 24
IE settings
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* Additional settings for group policies that disable execution of scripts.
It is recommended to try the same functionality in Firefox, in case if
a problem persists.

License upgrades and device inventory
COM base license must be upgraded to a COMFULLAPP (Full application
license) for deployments. COM full application license has network
discovery capabilities. When you reinstall a license, the devices that were
manually added are dropped.

Deployments that are using COMFULLAPP license, but choose to
downgrade only to COM license will lose all devices and will have to start
adding the devices to management manually via manual device insertion
in Device Inventory screens. In downgrade scenario, you are required to
uninstall and then re-install COM.
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