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New In this release

The following sections detail what's new in Nortel Configuration and
Orchestration Manager Administration — Utilities (NN47226-600) for
Release COM 2.1.

Features
See the following sections for information about feature changes:

e "Supported devices" (page 11)

e "Topology view" (page 11)

* "VLAN Manager" (page 12)

e "Trunking Manager" (page 12)

e "Security Manager" (page 12)

* "Routing Manager" (page 12)

* "Trap/Log Manager" (page 12)

* "File Inventory Manager" (page 12)

e "Virtual Routing and Forwarding Manager" (page 13)
» "Device Inventory Manager" (page 13)
* "VLAN wizard" (page 13)

e "SMLT wizard" (page 13)

* "Templates" (page 13)

Supported devices
The COM 2.1 release allows you to manage access to device and network
management functions on Ethernet Routing Switch 8800 devices.

Topology view
You can use the topology map to gain a high-level view of your network, or
to view detailed information about devices and links in the topology. You
can work with multiple topologies by saving a topology and exporting it to
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12 New in this release

an XML file, and then discovering a new topology. You can import your
saved topology whenever you want it use it. For more information about the
topology view, see "Using the topology view" (page 17)

VLAN Manager
VLAN Manager manages Spanning Tree Groups (STG), Rapid Spanning
Tree Protocol (RSTP), Multiple Spanning Tree Protocol (MSTP), and VLANS
across devices in a network. For more information about VLAN Manager,
see "Configuration of VLAN Manager" (page 29).

Trunking Manager
MultiLink Trunking Manager manages MultiLink Trunks (MLT) across devices
in a network. You can also use MultiLink Trunking Manager to manage Split
MultiLink Trunking (SMLT). For more information about Trunking Manager,
see "Using the MultiLink Trunking Manager" (page 93).

Security Manager
Security Manager allows you to manage access to device and network
management functions on the Ethernet Routing Switch 8xxx series,
Ethernet Routing Switch 55xx/35xx/45xx/25xx, Ethernet Switch, and Legacy
BayStack devices (N-2 software versions) discovered by Configuration
and Orchestration Manager (COM). For more information about Security
Manager, see "Using Security Manager" (page 127).

Routing Manager
With Routing Manager, you can configure routing parameters for devices
across a network discovered by COM. For more information about Routing
Manager, see "Configuration of Routing Manager" (page 179).

Trap/Log Manager
The Trap/Log Manager is a manager of COM that allows you to configure
and view the traps/notifications and the system log. For more information
about Trap Log Manager, see "Configuration of Trap/Log Manager" (page
219).

File Inventory Manager
The file management features of File Inventory Manager allows you to
upload and download files to and from network devices. You can also use
File Inventory Manager to do bulk uploads or downloads to or from multiple
devices. For more information about File Inventory Manager, see "Using
File Inventory Manager" (page 237).
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Features 13

Virtual Routing and Forwarding Manager
Virtual Routing and Forwarding (VRF) Manager enables the user to manage
VRF configurations across specific devices. Additionally, the user can set
the current VRF configuration for each device. For more information about
VRF Manager, see "Using Virtual Routing and Forwarding Manager" (page
303).

Device Inventory Manager
Device Inventory Manager allows you to add, delete, and edit devices
in to the inventory. You can also import or export an inventory. For more
information about Device Inventory Manager, see "Configuration of devices"
(page 311).

VLAN wizard
Configuration and Orchestration Manager (COM) configuration wizards help
you to configure complex network by using few steps. These wizards hide
the network complexity and make multi device configuration easier and
simple. For more information about using VLAN wizard, see "Configuration
of wizards" (page 319)

SMLT wizard
The SMLT wizard is a simplified and workflow driven wizard. It helps in
reducing the complexity. For more information about SMLT wizard, see
"Configuration of wizards" (page 319).

Templates
You can create templates containing configuration attributes when you
run the COM configuration wizards. While executing the wizard, you can
save the wizard configurations as a template. The saved templates can be
viewed in the Templates window and can be used later to easily perform the
same or similar configurations. For more information about Templates, see
"Configuration of Templates" (page 333).
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Introduction

This document provides the information you require to configure various
managers in the Configuration and Orchestration Manager (COM) 2.0.

e "Using the topology view" (page 17)

» "Configuration of VLAN Manager" (page 29)

» "Configuration of MultiLink Trunking Manager" (page 93)

e "Using Security Manager" (page 127)

» "Configuring Routing Manager" (page 179)

» "Configuration of Trap Log Manager" (page 219)

* "Configuration of File Inventory Manager" (page 237)

» "Configuration of Virtual Routing and Forwarding Manager" (page 303)
* "Configuration of devices" (page 311)

e "Configuration of wizards" (page 319)

* "Configuration of Templates" (page 333)
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Using the topology view

This chapter describes the topology view and the tasks that you can use it
to perform.

About the topology view
The topology feature in COM performs a discovery of the devices in your
network, and creates a topology map showing the discovered devices and
the connections between them. You can use the topology view to:

display a logical topology map of your network

view link data and device connections

view device properties data

view real-time information from devices for the following
— dump topology

— learned MAC addresses

— port status

launch element managers for the devices

debug or troubleshoot network problems

Using the topology view to perform a discovery is the first step in managing
your network using COM. A discovery is a snapshot taken of part or all of a
network. When you perform a discovery, the information collected by COM
to create the topology map is also used to populate the device inventory.

The topology feature can discover devices that support the following
protocols:

802.1ab (Link Layer Data Protocol, or LLDP)

Nortel Discovery Protocol (NDP), formerly known as Bay Networks
Autotopology Discovery Protocol, or SynOptics Network Manager
Protocol (SONMP)
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18 Using the topology view

One of these protocols must be enabled on the device in order for COM
to discover it.

In order for COM to discover the devices in a topology, you must first
configure the device credentials. COM uses the SNMPv1/V2 credentials of
the device to properly perform a discovery. If the device credentials are not
configured, COM will use the default community strings (public and private)
to attempt to discover the device. If the credentials are not configured, the
audit log displays errors for these devices.

You can configure device credentials using the Device and Server
Credentials editor in the Unified Communication Management (UCM
platform). For more information about configuring device credentials,
see Nortel Unified Communications Management Fundamentals
(NN48014-100).

Understanding the topology map
You can use the topology map to gain a high-level view of your network, or
to view detailed information about devices and links in the topology.

For information about navigating the topology and displaying information on
the topology map, see "Viewing discovery results" (page 21). For information
about the tools and utilities that you can use to work with devices on the
topology map, see "Working with devices on the topology map" (page 23).

Configuring and performing a discovery
This section provides information about the following topics:

¢ "Configuring a network discovery" (page 18)
« "Performing a network discovery" (page 20)
e "Updating discovery information" (page 21)
Configuring a network discovery
Perform the following procedure to configure a network discovery. COM

uses the information you configure to discover devices and create a
topology map.

Procedure steps

Step Action
1 From the Navigation pane, open Admin and then select
Preferences.

The Preferences dialog box appears in the Contents pane.
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Configuring and performing a discovery 19

Maviggation # .. H;_lr.e [" r"re‘fumnm i
| Acknin -1
T Discovery | Generd | Loggng
S| fccess Cantrol e
l Preferences Cescovery Seed 1P Address{es) 172,16.120.26, 172.15,120.2, 172,16.120.41,
- (comma separated): 172,16.120.8, 172.16,120.5, 172,16.120,39,

172,16.120.30, 172.16.120.40, 172.16.120.38
Fo|  Device Credentisls
4R

ka Lisar Management Mai Hops [1-20k

F,._‘- Discover 1P Phones:
ic b - Restrict Discovery:

Phigins Irventory
A s

o=

Note: You can also access the preferences by navigating to the
Home tab and clicking the Set Discovery Preferences icon
(represented by a wrench).

2 In the Discovery Seeds field, enter the IP address of one or more
devices in the network.
Separate multiple IP addresses with a comma.

3 In the Max Hops field, enter the maximum number of hops.

4 Check the Discover IP Phones check box to discover the IP phones
and to appear in the topology map.

5 In the Restrict Discovery check box, check the check box to restrict
device discovery to only the devices entered in the subnets.

If Restrict Discovery check box is selected, then the IP
Address/addrLen dialog box appears.
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20 Using the topology view

Horne | Preferences * |
| iscovery | General | Logging |
)
Discovery Seed 1P Addressles) | 172.16.120.26, 172,16,120,2, 172.16.120.41, 172,16,120,8,
(commia separated): 172.16.120.5, 172.16.120.30, 172.16.120.39, 172.16.120.40
Max Hops [1-20: 10
Discover 1P Phones: [#
Restrict Discovery: iﬂ
1P Address/addrLen
Insert Delete
Save Preferences
6 Click Insert to enter the IP addresses.
7 To delete an IP address, select the required row and click Delete.
8 Click Save Preferences.
—End—

Performing a network discovery
Before you begin, ensure that you have configured the discovery settings
and entered the credentials for the devices in your network. You must enter
the SNMPv1/v2 credentials for each device in order for COM to properly
discover the device. If you do not configure these device credentials, COM
will discover devices, but the functionality available through COM will be
limited.

For information about setting device credentials, see Nortel Unified
Communications Management Fundamentals (NN48014-100).. For
information about setting discovery preferences, see "Configuring a network
discovery" (page 18).

Procedure steps

Step Action

1 On the Home tab, click the Discover Network Topology button.

A dialog box displays, showing the progress of the discovery.
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Viewing discovery results 21

Note: If you wish to cancel the discovery process, click Stop
on the dialog box.

2 An Info dialog box displays to confirm that the discovery is complete.
Click OK.

—End—

Updating discovery information

Use the following procedure to refresh the topology view and update it to
include new devices.

Procedure steps
Step Action

1 On the Home tab, click the Refresh Device Topology button.
An updated topology map displays.

—End—

Viewing discovery results
This section provides information about the following topics:

¢ "Navigating the discovery results" (page 21)
« "Displaying information on the topology map" (page 22)

Navigating the discovery results

This procedure describes how to use the topology map to perform the
following tasks:

* zoom in and out
» search by device IP or by SysName
» clear the highlights

Procedure steps

Step Action
1 Select the Home tab.
2 Use the buttons on the toolbar to navigate the topology map. The

following table lists the options available.
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22 Using the topology view

—End—
Table 1
Navigation tools
Task/button Description
Zoom-in and Zoom-out Allows you to zoom in or out of the topology view.
Search IP Address/SysName Allows you to search and highlight an IP address you are

looking for. You can search based on:
* a partial or full IP address
* |Pv4 format

* |Pv6 format

Enter an IP address or a partial IP address, and then click
Search. The given device with the specified IP address
on the map is selected. If you enter a partial IP address,
the topology selects the first occurrence of a device that
matches the partial IP address, and if you continue to
enter, the next one is selected. If the IP address is not
found, the search button stops selecting an address.

Panning tool Allows you to move the map to view specific sections.
Right-click on any blank area of the map and drag it in the
desired direction.

Navigation tool Allows you to navigate the map by moving the blue square
provided at the bottom right corner of the map.

Displaying information on the topology map
This procedure describes how to use the topology map to perform the
following tasks:

« display port names
* toggle between names and addresses

* display link data

Procedure steps

Step Action
1 Select the Home tab.
2 Click the View Device Information button on the toolbar.

The following table lists the options available.
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Working with devices on the topology map 23

—End—
Table 2
Displaying topology information
Task Description
Display port names Select the check box to display port names on

the topology map.

Toggle Addr / Name Select the check box to toggle the name and
address of the device.

Link data Select the link details to view:

e link speed

e link types

e link duplex

* link mismatch

COM displays the real-time settings for the

interface attributes, and highlights the topology
map based on the discovered data.

Working with devices on the topology map
This section describes how to use the topology map to perform the following
tasks:

e ping devices

* view connections

* view device properties

e launch an element manager
e view a topology dump

* view learned MAC addresses

e view port status

Procedure steps

Step Action
1 Select a device on the topology map and right-click on the device.
2 Select an option from the right-click menu. The following table lists

the options available.
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24 Using the topology view

—End—
Table 3
Right-click options
Menu option Description
Ping Allows you to ping the selected device from the server.
Show connections Displays the neighbors of a device on the topology map. It does
not display live connections, only what is on the topology map.
Properties Displays the following properties of the device:
* Name

¢ |P address

* Device type

* Location

* Contact

¢ Version

* Uptime

* Description
Launch Manager Launches the element manager for the selected device.
Dump Topology Displays the topology based on the real-time queries of devices.
Learned Mac Addresses Displays the learned Mac addresses on the selected device.
Port Status Displays the status of the port:

e green—the port is in-service

e red—the port is out-of-service

e blue—the port is being tested

Working with multiple topologies
The Home tab on the COM interface displays one active topology at a time,
but you can work with multiple topologies if needed. You can export a saved
topology from the topology view or from the Device Inventory manager,
and then discovery a new topology. To work with the saved topology, you
can import it using the topology view or the Device Inventory Manager.
When you import a saved topology, the existing topology is overwritten by
the data in the imported file.

Saving a topology
You can change the topology layout to meet your needs and save it. The
topology is saved for the server and is not saved on a per-user basis.
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Working with multiple topologies 25

Procedure steps

Step Action
1 Select the Home tab.
2 Click the Save Topology button on the toolbar, located to the right

of the Search for device IP window.
The button is

A confirmation window displays.

3 Click OK.

—End—

Exporting and importing a topology from the Device Inventory Manager
To work with multiple topologies, you must export the active topology to an
XML file, and then discover a hew topology. You can repeat this process
as often as you need to, and can revert to a saved topology by importing it
back into COM.

Use the following procedure to export and import a topology using the
Device Inventory Manager.

Procedure steps
Step Action

1 To save an existing topology, select Devices from the Configuration
and Orchestration Manager Navigation pane.

The Devices panel appears.

2 From the Devices panel, click Device Inventory icon.

The Device Inventory Manager dialog box appears.

3 From the Device Inventory Manager toolbar, click the Import/Export
Inventory button.

The Import/Export Inventory dialog box appears.
4 Select Export inventory to an XML file and click Export.
5 Click Save.

6 Set the discovery preferences and discover a new topology. The
new topology becomes active on the Home tab.

7 To save the currently active topology, repeat steps 1 through 5.
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26 Using the topology view

8 To reload the original topology, select Devices from the navigation
pane.
9 From the Devices panel, click Device Inventory icon.

10 From the Device Inventory Manager toolbar, click the Import/Export
Inventory button.

11 Select Import inventory from an XML file and click Browse to
navigate to the location of the file.

12 Select the file and click Open.
13 Click Import.

The Device Inventory table and the topology view are updated.

—End—

Exporting and importing a topology from the topology map
To work with multiple topologies, you must export the active topology to an
XML file, and then discover a new topology. You can repeat this process
as often as you need to, and can revert to a saved topology by importing it
back into COM.

Use the following procedure to export and import a topology using the
Device Inventory Manager.

Procedure steps

Step Action
1 To save an existing topology, select the Home tab.
2 Click thelImport/Export Topology icon, located on the right side

of the toolbar.

The Import/Export Inventory dialog box appears.
3 Select Export inventory to an XML file and click Export.

4 Click Save.

5 Set the discovery preferences and discover a new topology. The
new topology becomes active on the Home tab.

6 To save the currently active topology, repeat steps 1 through 5.

7 To reload the original topology, click the Import/Export Topology

button from the navigation pane.
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Working with multiple topologies 27

The Import/Export Inventory dialog box appears.

8 Select Import inventory from an XML file and click Browse to
navigate to the location of the file.

9 Select the file and click Open.
10 Click Import.

The Device Inventory table and the topology view are updated.

—End—

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



28 Using the topology view

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



29

Using VLAN Manager

VLAN Manager allows you to create VLANs and configure routing and
domain synchronization for them. You can also use VLAN Manager to
create and manage Nortel Spanning Tree Groups (Nortel STG), as well as
Multiple Spanning Tree Protocol (MSTP) and Rapid Spanning Tree Protocol
(RSTP) instances.

COM organizes VLAN management according to four primary taskflows:
e Configuration of Spanning Tree Groups

Creating STGs is the first step in the process of configuring VLANSs. You
must create an STG before you create a VLAN on Nortel devices. If you
do not create anSTG, the device will use the default STG that is included
in the factory configuration. There are three types of STG:

— Nortel STG
— RSTP
— MSTP

e Basic configuration of VLANSs

Basic configuration of VLANS includes the creation and deletion of
VLANS, synchronizing the VLAN name, adding members to a VLAN
group, and deleting VLANS.

* Routing

You can use COM to configure OSPF and VRRP routing interfaces on a
VLAN.

e Domain synchronization
Domain synchronization allows you to distribute the VLAN configuration
of one device to other devices in your network.

This section describes using VLAN Manager to manage and view VLANs
on Nortel Ethernet Switches and Nortel Ethernet Routing Switches.
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Navigation
¢ "About VLAN Manager" (page 30)
e "Starting VLAN Manager" (page 32)
* "Using the VLAN Manager window" (page 33)
e "Creating and configuring Nortel Spanning Tree Groups" (page 37)
« "Managing Multiple Spanning Tree Protocol instances" (page 56)
* "Creating and configuring VLANs " (page 43)
¢ "Configuring port members" (page 60)
e "Configuring routing on a VLAN interface" (page 63)
e "Domain synchronization" (page 65)
¢ "Viewing STG and VLAN information" (page 75)

About VLAN Manager
VLAN Manager supports the VLAN and STG MIBs, and lets you manage
VLAN and STG configurations across a single device or multiple devices.
This section describes VLAN Manager conventions and features.

Navigation
e "VLAN" (page 30)
e "Spanning Tree Protocol" (page 30)
¢ "VLAN Manager features" (page 31)

VLAN
VLAN is a collection of ports on one or more switches that defines a
broadcast domain. You can assign ports to a VLAN or you can create a
policy VLAN, which determines the port membership in the VLAN based
on the traffic entering that port. For example, in an IP subnet-based VLAN,
the port belongs to the VLAN only if the traffic passing through the port is
on the specified IP subnet.

You control path redundancy for VLANs by implementing the Spanning
Tree Protocol (STP).

Spanning Tree Protocol
The Spanning Tree Protocol detects and eliminates logical loops in a
bridged or switched network. When multiple paths exist, the spanning tree
algorithm configures the network so that a bridge or switch uses only the
most efficient path. If that path fails, the protocol automatically reconfigures
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the network to activate another path, thus sustaining network operations.
The collection of ports in one spanning tree is called a Spanning Tree Group
(STG) and a network can include multiple instances of STGs.

All the devices supported by COM support at least one STG. The Passport
1000 Series switch and the Ethernet Routing Switch 8600 modules support
multiple spanning trees, thus multiple Spanning Tree Groups.

Table 4 "Maximum STGs and VLANSs supported by switches" (page 31) lists
the details for different switches.

Table 4

Maximum STGs and VLANs supported by switches

Switch

Maximum
number of STGs

Maximum
number of VLANs

Passport 1000 Series switch

25

101

Ethernet Routing Switch 1 2 048
1424/1612/1624/1648

switches

Ethernet Routing Switch 8100 | 1 2 000
modules

Ethernet Routing Switch 8300 | 64 4 000
modules

Ethernet Routing Switch 8600 | 64 4 096
and 8800 modules

BayStack 380 3.0 1 512
BayStack 420 1 32
Ethernet Switch 410/450 1 64
Ethernet Switch 325/425 1 255
Ethernet Switch 460/470 8 256
Ethernet Routing Switch 5510, | 8 256
5520, 5530, 3510 and 5600

Ethernet Routing Switch 45xx | 8 256
Ethernet Routing Switch 25xx 256
Business Policy Switch 2000 8 256

VLAN Manager features

VLAN Manager supports six types of VLAN and three types of STG:

¢ VLANS:

— port-based
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32 Using VLAN Manager

— protocol-based

— subnet-based

— source MAC address-based
— SVLAN-based

— ID-based

e STGs:
— Nortel STGs
— RSTP
— MSTP

VLAN Manager allows you to do the following:
» Configure and monitor VLANs and STGs across one or multiple devices.
* View and edit port membership information for the following:
— ports not belonging to an STG
— ports belonging to multiple STGs
— individual routing ports and brouter ports
* View Spanning Tree configuration information in the COM topology map,
such as the ports that are blocking or forwarding. You can also see
which device is the root of the Spanning Tree configuration. For more

information, see "Highlighting STGs and VLANSs on the topology map"
(page 75).

Starting VLAN Manager

Perform the following procedure to start the VLAN Manager.

Procedure steps
Step Action

1 In the COM Navigation pane, expand the managers and click on
the VLAN manager.
The VLAN manager is launch and appears in the content pane.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



Using the VLAN Manager window 33
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—End—

Using the VLAN Manager window

This section details the VLAN Manager interface as seen in the following
figure.

"VLAN Manager window" (page 34) describes the parts of the VLAN
Manager window.
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VLAN Manager window

Area Description

Navigation Provides a navigation tree showing VLAN Manager network

pane folder resources and a toolbar for working with items in the pane.
For more information, see "Navigation pane" (page 34).

Contents Displays information selected in the contents pane and a toolbar

pane for working with items in the pane. For more information, see

"Contents pane" (page 36).

Status bar Displays status information, it includes discovery information,
type of node highlighted, and command status. For more
information, see "Status bar" (page 37).

Navigation
¢ "Navigation pane" (page 34)
e "Contents pane" (page 36)
e "Status bar" (page 37)

Navigation pane
The VLAN Manager Navigation pane, provides access to all VLAN Manager
resources as shown in the Figure 1 "Navigation Pane" (page 34) figure.

To open the folder, double-click a folder, or click the pointer (>) sign to the
left of the folder name. Click an item to examine detailed information in the
Contents pane.

Figure 1
Navigation Pane
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The following table details the VLAN Manager Navigation pane.

VLAN Manager Navigation pane

Area

Description

Network folder

Contains all of the icons and folders in the Navigation pane.

Port
membership
icons

Shows the types of port membership, including Unassigned,
Tagging, Isolated Routing and Bridge Routing. For more
information, see "Port membership" (page 60).

Nortel STG
folders

Shows Spanning Tree Groups (STG) on the discovered devices.
Click the pointer (>) to the left of the folder or double-click an
STG folder to open and close the folder. For more information,
see "Viewing Spanning Tree Groups" (page 76).

VLAN icons

Show you information about VLANS. Click one of the icons to
view information about that VLAN in the contents pane.

MSTP folder

Represents Multiple Spanning Tree Protocol. Double-click the
folder to view aspects of MSTP. Click one of the icons to view
information about that aspect of the MSTP in the contents pane.

CIST folder

Shows you information about the MSTP Common and Internal
Spanning Tree (CIST). Click one of the icons to view information
about that aspect of the CIST in the contents pane.

MSTI folder

Shows you information about Multiple Spanning Tree instances
(MSTI). Click one of the icons to view information about that
aspect of the MSTI in the contents pane.

RSTP folder

Shows you information about the Rapid Spanning Tree Protocol
(RSTP). Click one of the icons to view information about that
aspect of the RSTP in the contents panel.

Sync Domains
folder

Allows you to define new synchronization domains and, when
opened, provides a list of the sync domains defined previously.

For more information, see "Domain synchronization" (page 65).

Navigation pane toolbar

The navigation toolbar allows you to add, or delete VLANs and STGs. You
can also highlight MLT constructs on the Topology Map using the Highlight
on Topology button as shown in the following figure.

Figure 2

Navigation pane toolbar

Dizcover Vians  Delete

# 00 K H

Add Highlight on topology

Preferences

\

elp

Nortel Configuration and Orchestration Manager

Copyright © 2009-2010, Nortel Networks

Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010



36 Using VLAN Manager
T

Table 5
Navigation pane toolbar fields
Button Description
Discover Vlans Allows you to manually start the Vlan discovery process.
Add Allows you to add Vlans and STGs to the network.
Delete Allows you to remove Vlans and STGs from the network.
Highlight on topology Highlights devices in the content pane for the selected Vlan ot STG.
Preferences Opens the Preferences dialog box.
Help Launches help relative to the VLAN Manager.

Contents pane
Use the contents pane to view information on resources you select in the
Navigation pane.

Click an icon In the Navigation pane to display corresponding information
tables in the Contents pane.

VLAN Manager Content pane

Cantent
pane tabs vlan Manager
Members Stakus Config Rook

Content T 7
pane t?;leh:r T 38 v i3 e 9
Device Portiembers
_/ 172161205
Content 2 172181202 4014130
pane fields
Content pane —/
display area
The content pane tabs appear for STGs. The content pane fields vary in
accordance with the resource you select in the Navigation pane, and the
content pane tab, if applicable.
Table 6
VLAN Manager Content pane toolbar
Button Description
Add Add a row.
Delete Delete the selected row.
Apply changes All the changes are applied and saves.
Revert changes Revert back the changes.
Add VRRP Insert
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Status bar
The VLAN Manager status bar is located at the bottom of the VLAN
Manager tab and contains two fields. The following table describes the
VLAN Manager status bar fields.

VLAN Manager status bar fields

Field Description

Message Located on the left, the message field displays information about
VLAN Manager operations.

Icon Located on the right, the icon field provides a legend for different
types of VLANSs found in the network. For more information about
VLAN icons, see "VLAN icons" (page 79).

Creating and configuring Nortel Spanning Tree Groups
The following sections topics describe how to create and modify Nortel
STGs, and provide information about Nortel STG membership:

Navigation
e "Creating a Nortel Spanning Tree Group" (page 37)
e "Configuring Nortel STG parameters" (page 39)
« "Editing a Nortel Spanning Tree Group" (page 41)
« "Deleting a Nortel Spanning Tree Group" (page 41)
e "Adding members to a Nortel Spanning Tree Group" (page 42)
¢ "Deleting members from a Nortel Spanning Tree Group" (page 42)

« "Editing Nortel Spanning Tree Group port membership" (page 43)

Creating a Nortel Spanning Tree Group
Perform the following procedure to create a new Nortel Spanning Tree
Group.

Procedure steps

Step Action

1 From the navigation tree, select the Nortel STGs folder.

2 Click Add.
The Add STG dialog box appears.
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Add Stg x|

5TG Properties

I0; |2 | [1-64]

Type: | Mormal |v |

Tagged BPOU Address: |EIl:EIEI:|:2:EIEI:EIEI:EIEI | [MAC address]

Tagged BPDU lan ID: |4|:n:|2 | [1 - 4094]

Priarity: 32768 | [0-65535]

Bridge Max Age: |2EIIIIEI | [600 - 4000 seconds]

Eridge Hello Tirme: |2EIIII | [100 - 1000 seconds]

Bridge Forward Delay: | 1500 | [400 - 3000 seconds]

Stp Enabled:

Trap Enabled:

Devices

172161202 ~

17216120 24 4

172161205 | |

1721612017 -

Save Close J [ Help J

3 Insert values or select options in the option boxes appropriately.

4 Click Save.

—End—

Add STG dialog box fields
The following table describes the items in the Add STG dialog box.
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Add STG dialog box items

Field Description

ID A number between 1 and 64 that identifies the new
Spanning Tree Group (STG) configured on the network.

Type Select the type of STG, either normal or svlan.

TaggedBpdu Address

A MAC address, specifically for tagged BPDUSs.

TaggedBpdu Vlan ID

The VLAN tag associated with the STG. This ID is
used to tag BPDUs through a non-IEEE tagging bridge
to another Nortel Ethernet Switch or Ethernet Routing
Switch.

Priority

STP bridge priority, in decimal. The range is 0 (highest
priority) to 65535 (lowest priority). The default is 32768.

Bridge Max Age

Value in hundredths of a second that all bridges use
for MaxAge when this bridge is acting as the root.

ATTENTION
The 802.1D-1990 standard specifies that the
range for this parameter is related to the value of
dot1ldStpBridgeHelloTime. The default is 2000 (20
seconds).

Bridge Hello Time

Value in hundredths of a second that all bridges use
for Hello Time when this bridge is acting as the root.
The granularity of this timer is specified by the IEEE
802.1D-1990 standard to be in increments of 1/100 of a
second. The default is 200 seconds.

Bridge Forward Delay

Value in hundredths of a second that all bridges use for
Forward Delay when this bridge is acting as the root.
The default is 1500 (15 seconds).

Stp Enabled

Enables or disables the spanning tree algorithm for the
Spanning Tree Group.

Trap Enabled

Enables SNMP traps to be sent to trace receiver every
time an STP topology change occurs.

Device Selects all the devices on the device list.

Save Applies your settings and closes the dialog box.
Close Discards your settings and closes the dialog box.
Help Opens COM Online Help in a Web browser.

Configuring Nortel STG parameters

Use the Config table to view and configure Nortel STG parameters. Perform
the following procedure to open the Config table.
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Procedure steps

Step Action
1 In the Navigation pane, open a Nortel STG and select Config.
Vian Manager

L Memher;J Srd:_u\-l Canfig .L-gi |

g 2
Device Priorty Brdgetacige BridgeHeloTime BridgeForwardDela Ena
1 172181202 FTER 2000 200 1500 trisg
2 721812024 327E8 2000 200 1500 true
3 172161205 32768 2000 200 1500 true
4 1721812017 2768 2000 200 1500 trus
S 19RIETAAT 3768 2000 200 1500 lrug
<
—End—
Job aid
The following table describes the fields in the Configuration table.
Field Description
Device IP address, system name, or host name of the device.
Priority The Spanning Tree Protocol (STP) bridge priority, in decimal.

The range is 0 (highest priority) to 65535 (lowest priority).
The default is 32768.

BridgeMax The value in hundredths of a second that all bridges use for
Age MaxAge when this bridge is acting as the root.

BridgeHello The value in hundredths of a second that all bridges use
Time for Hello Time when this bridge is acting as the root. The

granularity of this timer is specified by the IEEE 802.1D-1990
standard to be in increments of 1/100 of a second. The
default is 200 (2 seconds).

BridgeForward The value in hundredths of a second that all bridges use for
Delay Forward Delay when this bridge is acting as the root. The
default is 1500 (15 seconds).
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Field Description

EnableStp Enables or disables the spanning tree algorithm for the
Spanning Tree Group.

StpTrap Enable | Enables or disables SNMP traps to be sent to trace receiver
every time an STP topology change occurs.

TaggedBpdu A MAC address; specifically for tagged BPDUSs.

Address

TaggedBpdu The VLAN tag associated with the Spanning Tree Group.
Vlanid This ID is used to tag BPDUs through a non-IEEE tagging

bridge to another Ethernet Routing Switch.

Editing a Nortel Spanning Tree Group
Perform the following procedure to edit a Spanning Tree Group.

Procedure steps
Step Action

1 Select a Nortel STG folder.

2 Click Config.
The Config tab appears displaying the Nortel STG details.

3 In the Nortel STG table in the contents pane, click the item that you
want to edit.

The field is highlighted, and you can edit directly in the table.

4 Type information in the text boxes, or select from a list.

The changes appear in bold.

5 On the VLAN Manager toolbar, click Apply Changes.

—End—

Deleting a Nortel Spanning Tree Group
Perform the following procedure to delete a Nortel Spanning Tree Group.

Procedure steps

Step Action
1 In the navigation pane, select a Nortel STG folder (except STG 1).
2 On the VLAN Manager toolbar, click Delete.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



42 Using VLAN Manager

3 Click + to open the Nortel STG dialog to add members you want to
delete.
4 Click Yes to confirm the deletion, or No to cancel the deletion, and

return to the table view.

—End—

Adding members to a Nortel Spanning Tree Group
Perform the following procedure to add members to an existing Nortel
Spanning Tree Group.

Procedure steps

Step Action

1 In the Navigation pane, under an existing Nortel STG, click the
Members folder.

2 Click + to open the Nortel STG dialog dialog to add members you
want to add.

3 Select the desired additional members from the device list.

4 Insert values or select options in the option boxes, as required.

5 Click Save.
The new members are added to the Nortel STG.

—End—

Deleting members from a Nortel Spanning Tree Group
Perform the following procedure to delete members from an existing Nortel
Spanning Tree Group.

Procedure steps
Step Action

1 In the Navigation pane, under an existing Nortel STG, click the
Members folder.

2 In the contents pane, select the device to remove.

3 On the VLAN Manager toolbar, click Delete.
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4 Click Yes to confirm the deletion, or No to cancel the deletion, and
return to the table view.

—End—

Editing Nortel Spanning Tree Group port membership
Perform the following procedure to edit port membership in a Nortel
Spanning Tree Group.

Procedure steps
Step Action

1 From the navigation tree, select the Nortel STG folder.

2 Click Members.

3 In the contents pane, the port members for each device in the Nortel
STG appear.
4 To change the port membership for a device, click the associated
PortMembers entry, and choose the ports to include.
5 On the Contents pane toolbar, click Apply Changes.
—End—

Creating and configuring VLANSs for a Nortel STG
When you create VLANS for a Nortel STG using VLAN Manager, follow
these rules:

* VLANSs must have unique VLAN IDs and names.

e Trunk (tagged) ports can belong to multiple VLANs and multiple
Spanning Tree Groups.

* VLANS cannot belong to multiple Spanning Tree Groups.

* An access (untagged) port can belong to one and only one port-based
VLAN or it can belong to one and only one policy-based VLAN for the
given protocol.

« If you enable tagging on a port that is in a VLAN, the Spanning Tree
Group configuration for that port is lost.

* A frame VLAN membership is determined by the following order of
precedence:

— VLAN ID
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— Source MAC-based VLAN
— |IP subnet-based VLAN
— Protocol-based VLAN
— Port-based VLAN
— ID-based VLAN
The following sections describe how to create and configure each of the
different types of VLAN supported by COM.
¢ "Creating a port based VLAN" (page 44)
e "Creating a subnet based VLAN" (page 46)
e "Creating a protocol based VLAN" (page 47)
e "Creating a source MAC address based VLAN" (page 49)
e "Creating a sVLAN based VLAN" (page 50)
e "Creating an ID based VLAN" (page 51)
¢ "Synchronizing VLAN name" (page 53)

Creating a port based VLAN
Perform the following procedure to create a port based VLAN.

Procedure steps
Step Action

1 From the Navigation tree, expand Network folder, and then select
Nortel STGs folder.

2 Select STG.

The General tab appears in the contents pane and displays the

VLAN table.
3 Select a device in the Content pane.
4 Click Add to insert a port based VLAN.

The Add Vlan dialog box appears.
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. |MM Vlan *x I

¥lan Properties

VLAN 1D: 5 [1-4094]

Narne:

Qos Level: 0 "

High Priority (1K)

Type : @ byPort byProtocolid bySvlan

bySubnet bySrcMac bylds
Protocols: v

Subnet:
Mask:
ARP Classification ID:

User Defined PID:
Devices
g
5 In the VLAN ID field, type the VLAN ID. The value can be from 1 to
4094, as long as it is not already in use.
6 In the Name field, type the VLAN name (optional). If no name is
entered, a default is created.
7 For an Ethernet Routing Switch 8600, select the QoS Level .
8 For Passport 1000 Series switch, specify whether the VLAN traffic

will be tagged as High Priority (1K).

9 From the Type field, select the byPort type option.

Other items in the dialog box that apply to a port-based VLAN are
activated.

10 Select the devices to be configured from the Device pane.

ATTENTION
Not all VLAN types are available on all devices that COM supports.
Devices that do not support port-based VLANs will be absent from the
device list.

11 Click Save to save all the changes.

—End—
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Creating a subnet based VLAN
Perform the following procedure to create a subnet based VLAN.

Procedure steps

Step Action

1 From the Navigation tree, expand Network folder, and then select
Nortel STGs folder.

2 Select STG.

The General tab appears in the contents pane and displays the
VLAN table.

3 Select a device in the Content pane.

4 Click Add to insert a subnet based VLAN.
The Add Vlan dialog box appears.

Add vlan *

Vian Properties
VLAN ID: [1-4094]
Nama:
Qos Level: o -
High Priority {1k}
Type : byPart byProtocoild brySivian
@ bySubnet bySreMac bwylds
Protocols:
Suibnet:
Mask:
ARP Cassification 10
User Defined PID:
Devices
| Device
172.46.1202
172461205
[ seve [ chse [ Hew |
5 In the VLAN ID field, type the VLAN ID. The value can be from 1 to

4094, as long as it is not already in use.

6 In the Name field, type the VLAN name (optional). If no name is
entered, a default is created.

7 For an Ethernet Routing Switch 8600, select the QoS Level .
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8 For Passport 1000 Series switch, specify whether the VLAN traffic
will be tagged as High Priority (1K).

9 From the Type field, select the bySubnet type option.

Other items in the dialog box that apply to a subnet-based VLAN
are activated.

10 In the Subnet field, type the source IP subnet address.
11 In the Mask field, type the IP subnet mask.
12 In the ARP-Classification-Id field, type the ARP classification ID.

ATTENTION
The value is 0, if swL2StaticVlanType is not bylpSubnet(2). The range of
the object is between 1 and 4094, if swL2StaticVlanType is bylpSubnet(2).
This object is useful when the first IpSubnet entry is created and it does
not allow to modify.

13 Select the devices to be configured from the Device pane.

ATTENTION
Not all VLAN types are available on all devices that COM supports.
Devices that do not support subnet-based VLANs will be absent from
the device list.

14 Click Save to save all the changes.

—End—

Creating a protocol based VLAN
Perform the following procedure to create a protocol based VLAN.

Procedure steps
Step Action

1 From the Navigation tree, expand Network folder, and then select
Nortel STGs folder.

2 Select STG.

The General tab appears in the contents pane and displays the
VLAN table.

3 Select a device in the Content pane.
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4 Click Add to insert a protocol based VLAN.
The Add Vlan dialog box appears.

| Add vian %
Vlan Properties
VLAN 1D: [1-4094]
Hame;
Qs Leval: o »

High Prioeity {1K):

Type ! EyPort @ byProtocold bySwlan
bySubnet bySrcMac bylds
Protocols: o] -
Subnet: L= g
Mask: ::::f”
ARP Classification 10! o phamats
LUkser Defined PID: ViINes
rarp
Ve
rethios
decCther
Devices mEthemnet2
pxe020at3
| Device prA0200t2
172161205 appleTak 5
1721612047 snaB20ok2
1721612024 e b
5 In the VLAN ID field, type the VLAN ID. The value can be from 1 to
4094, as long as it is not already in use.
6 In the Name field, type the VLAN name (optional). If no name is
entered, a default is created.
7 For an Ethernet Routing Switch 8600, select the QoS Level .
8 For Passport 1000 Series switch, specify whether the VLAN traffic

will be tagged as High Priority (1K).

9 From the Type field, select the byProtocolld type option.

Other items in the dialog box that apply to a protocol Id based VLAN
are activated.

10 In the Protocol field, select the required protocol from the drop-down
list.

11 Select the devices to be configured from the Device pane.

ATTENTION
Not all VLAN types are available on all devices that COM supports.
Devices that do not support protocol Id based VLANs will be absent from
the device list.
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12

Click Save to save all the changes.

—End—

Creating a source MAC address based VLAN
Perform the following procedure to create a source MAC address based

VLAN.

Procedure steps

Step Action

1

10

11

From the Navigation tree, expand Network folder, and then select
Nortel STGs folder.

Select STG.

The General tab appears in the contents pane and displays the
VLAN table.

Select a device in the Content pane.

Click Add to insert a source MAC address based VLAN.
The Add Vlan dialog box appears.

In the VLAN ID field, type the VLAN ID. The value can be from 1 to
4094, as long as it is not already in use.

In the Name field, type the VLAN name (optional). If no name is
entered, a default is created.

For an Ethernet Routing Switch 8600, select the QoS Level .

For Passport 1000 Series switch, specify whether the VLAN traffic
will be tagged as High Priority (1K).

From the Type field, select the bySrcMac type option.

Other items in the dialog box that apply to a source MAC address
based VLAN are activated.

Select the devices to be configured from the Device pane.

ATTENTION
Not all VLAN types are available on all devices that COM supports.
Devices that do not support source MAC address based VLANs will be
absent from the device list.

Click Save to save all the changes.
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—End—

Creating a sVLAN based VLAN
Perform the following procedure to create a sVLAN based VLAN.

Procedure steps
Step Action

1 From the Navigation tree, expand Network folder, and then select
Nortel STGs folder.

2 Select STG.

The General tab appears in the contents pane and displays the
VLAN table.

3 Select a device in the Content pane.

4 Click Add to insert a sVLAN based VLAN.
The Add Vlan dialog box appears.

5 In the VLAN ID field, type the VLAN ID. The value can be from 1 to
4094, as long as it is not already in use.

6 In the Name field, type the VLAN name (optional). If no name is
entered, a default is created.

7 For an Ethernet Routing Switch 8600, select the QoS Level .

8 For Passport 1000 Series switch, specify whether the VLAN traffic

will be tagged as High Priority (1K).

9 From the Type field, select the bySvlan type option.

Other items in the dialog box that apply to a Svlan-based VLAN
are activated.

10 Select the devices to be configured from the Device pane.

ATTENTION
Not all VLAN types are available on all devices that COM supports.
Devices that do not support Svlan-based VLANs will be absent from the
device list.

11 Click Save to save all the changes.
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—End—

Creating an ID based VLAN
Perform the following procedure to create an ID based VLAN.

Procedure steps
Step Action

1 From the Navigation tree, expand Network folder, and then select
Nortel STGs folder.

2 Select STG.

The General tab appears in the contents pane and displays the
VLAN table.

3 Select a device in the Content pane.

4 Click Add to insert an ID based VLAN.
The Add Vlan dialog box appears.

VLAN ID: 2 [1-4094]

] Device
O 172181202
[ 172181205

5 In the VLAN ID field, type the VLAN ID. The value can be from 1 to
4094, as long as it is not already in use.
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6 In the Name field, type the VLAN name (optional). If no name is
entered, a default is created.

7 For an Ethernet Routing Switch 8600, select the QoS Level .

8 For Passport 1000 Series switch, specify whether the VLAN traffic

will be tagged as High Priority (1K).

9 From the Type field, select the bylds type option.

Other items in the dialog box that apply to a ID based VLAN are
activated.

10 Select the devices to be configured from the Device pane.

ATTENTION
Not all VLAN types are available on all devices that COM supports.
Devices that do not support ID based VLANs will be absent from the
device list.

11 Click Save to save all the changes.

—End—
Job aid
The following table describes the fields in the Add Vlan dialog box.
Field Description
VLAN ID The VLAN ID.
Name VLAN name
QosLevel In an Ethernet Routing Switch 8000 Series, you can set the

Quality of Service (QoS) level for traffic in the VLAN to a level
between 0 and 7.

HighPriority In a Passport 1000 Series switch, you can select HighPriority
mode for all traffic in the VLAN.

Type Type by which you want to add the device. Options:
e by port
* by subnet

e by protocol

e by source MAC Address
* by SVLANs

« bylID
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Field Description

Protocols Type of protocol.

Subnet The source IP subnet address.
Mask The IP subnet mask.

ARP Classific | The ARP classification ID.
ation ID

User Defined | The user defined PID.

PID

Devices List of devices.

Synchronizing VLAN name
Perform the following procedure to synchronize the VLAN name.

Procedure steps

Step Action
1 From the Navigation tree, select Default (1).
2 Click Synchronize VLAN Name button on the content pane toolbar.

The Synchronize VLAN name dialog box appears.

Synchronize YLAN name (%]

Synichronize WLAMN narme:

3 In the Synchronize VLAN name field, type the VLAN name.
4 Click OK.

—End—

Managing Rapid Spanning Tree Protocol
The following sections topics describe how to edit Rapid Spanning
Tree Protocol (RSTP) instances and provide information about RSTP
membership:

e "Configuring RSTP properties" (page 54)
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T

Configuring RSTP properties
Perform the following procedure to configure RSTP properties.

Procedure steps

Step Action

1 From the navigation tree, select the RSTP folder.

2 Select the Rapid STG folder and select the Config item.
3 In the contents pane, click the item that you want to edit.

The field is highlighted, and you can edit directly in the table.

4 Type information in the text boxes, or select from a list.

The changes appear in bold.

5 On the VLAN Manager toolbar, click Apply Changes.

—End—

Creating and configuring VLANSs for Rapid Spanning Tree Protocol
The following sections topics describe how to create and configure VLANSs
for Rapid Spanning Tree Protocol (RSTP) instances:

e "Adding a VLAN to the Rapid Spanning Tree" (page 54)
« "Deleting a VLAN from the Rapid Spanning Tree" (page 55)
e "Adding members to a VLAN group in Rapid Spanning Tree" (page 55)

Adding a VLAN to the Rapid Spanning Tree
Perform the following procedure to add a VLAN for RSTP.

Procedure steps

Step Action
1 From the navigation tree, select the RSTP folder.
2 Select the Rapid STG folder and do one of the following:

a. From the VLAN Manager menu bar, choose Edit > Insert.
b. On the VLAN Manager toolbar, click Insert.
The New VLAN dialog box appears.

3 Insert values or select options in the option boxes.

4 Click Ok.
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—End—

Deleting a VLAN from the Rapid Spanning Tree
Perform the following procedure to delete a VLAN from RSTP.

Procedure steps

Step Action

1

In the navigation pane, select a VLAN from the Rapid STG folder
and do one of the following:

a. From the VLAN Manager menu bar, choose Edit > Delete.
b. On the VLAN Manager toolbar, click Delete.

The Delete dialog box appears.

Click Yes to confirm the deletion of the VLAN.

—End—

Adding members to a VLAN group in Rapid Spanning Tree
Perform the following procedure to add members to a VLAN group in RSTP.

Procedure steps

Step Action
1 From the navigation pane, under a Rapid STG group, select the
VLAN to which you want to add a member.
2 Do one of the following:
a. From the VLAN Manager menu bar, choose Edit > Insert.
b. On the VLAN Manager toolbar, click Insert.
The Add VLAN dialog box appears.
3 Select the additional members from the device list.
4 Insert the values or select the options as required.
5 Click OK.

—End—
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Managing Multiple Spanning Tree Protocol instances
The following sections topics describe how to add and delete Multiple
Spanning Tree Protocol (MSTP) instances and provide information about
MSTP membership:

Navigation
e "Adding an MSTI in Multiple Spanning Tree" (page 56)
e "Deleting an MSTI" (page 56)
¢ "Adding port members" (page 57)
e "Editing MSTP properties" (page 57)

Adding an MSTI in Multiple Spanning Tree
Perform the following procedure to add an MSTI instance.

Procedure steps

Step Action

1 From the navigation tree, select the MSTP folder.

2 On the VLAN Manager toolbar, click Add.
The Add MSTP dialog box appears.

3 In the Id field, enter the desired MSTI identifier.
4 Select the Devices required for the MSTP.
5 Click Save.

—End—

Deleting an MSTI
Perform the following procedure to delete an MSTI instance.

Procedure steps

Step Action

1 In the Navigation pane, under the MSTP folder, select the MSTI
instance to delete

2 On the VLAN Manager toolbar, click Delete.

3 Click Yes to confirm the deletion, or No to cancel the deletion, and

return to the table view.
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—End—

Adding port members
Perform the following procedure to add ports to an MSTI or CIST.

Procedure steps

Step Action
1 In the Port Members table, select a device in the list.
2 Click in the PortMembers cell for the device to which you want to
add port membership.
The PortMembers dialog box appears .
Port Members ®
card 1 01| 02 |z | 04| 08 | oa]or |z |on | 1o | 11|12 43 94| 18 | 1a ] or] 2] 8 |20 | 21|22 |ms [aa
Up .Down .Tesling .
3 Select the port number(s).
4 Click Save.

—End—

Editing MSTP properties
Perform the following procedure to edit the MSTP properties.

Procedure steps

Step Action

1
2
3
4
5

In the Navigation pane, select the CIST folder.

To edit the MSTP properties, choose the MSTP tab.

To edit the CIST properties, choose the CIST tab.

To edit the MSTI Region properties, choose the MSTI Region tab.

In the contents pane, click the item that you want to edit.
The field is highlighted, and you can edit directly in the table.

Type information in the text boxes, or select from a list.
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The changes appear in bold.

7 On the VLAN Manager toolbar, click Apply Changes.

—End—

Managing VLANs for MSTP

The following sections topics describe how to create and delete VLANs
for Multiple Spanning Tree Protocol (MSTP) instances, as well as hpw to
add memberts to a VLAN group.

e "Adding a VLAN in Multiple Spanning Tree" (page 58)
¢ "Deleting a VLAN in Multiple Spanning Tree" (page 59)
¢ "Adding members to a VLAN group in Multiple Spanning Tree" (page 60)

Adding a VLAN in Multiple Spanning Tree
Perform the following procedure to add a VLAN to the CIST or MSTI.

Procedure steps

Step Action

1 From the navigation tree, select the MSTP folder.
2 Select the CIST folder or an MSTI folder.

3 On the VLAN Manager toolbar, click Add.

The Add VLAN dialog box appears.
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|Au Vlan *x I
¥lan Properties
VLAN 1D: 5 [1-4094]
Narne:
Qos Level: 0 v
High Priority (1K):
Type : @ byPort byProtocolld bySvlan
bySubnet bySrcMac bylds
Protocols: v
Subnet:
Mask:
ARP Classification ID:
User Defined PID:

Devices

| Device
10427 13310
10927 322

4 Insert values or select options in the option boxes.

5 Click Save.

—End—

Deleting a VLAN in Multiple Spanning Tree
Perform the following procedure to delete a VLAN in Multiple Spanning Tree.

Procedure steps

Step Action

1 In the Navigation pane, under the CIST or MSTI folder, select the
VLAN to delete.

2 On the VLAN Manager toolbar, click Delete.

3 Click Yes to confirm the deletion, or No to cancel the deletion, and

return to the table view.

—End—
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Adding members to a VLAN in Multiple Spanning Tree
Perform the following procedure to add members to a VLAN in Multiple
Spanning Tree.

Procedure steps
Step Action

1 From the Navigation pane, under an STG group, select the VLAN to
which you want to add a member.

2 On the VLAN Manager toolbar, click Add.
The Add VLAN dialog box appears.

3 Select the additional members from the device list.
4 Insert the values or select the options as required.

5 Click Save.

—End—

Configuring port members
This section provides information about the port membership types
supported in COM, and how to use VLAN Manager to configure them.
For information about how to view port membership, including viewing
unassigned ports, see "Viewing port membership information" (page 84)

This section contains the following topics:

e "Port membership types" (page 60)

¢ "Adding port members" (page 61)

« "Adding tagged ports" (page 61)
Port membership types

In the Navigation pane, the four tables represent the various port
memberships described in the following table.

Port membership types and STGs

Port type Description

Unassigned A port that does not belong to any STG. If no devices in the
network contain unassigned ports, a table does not appear
in the contents pane. For more information, see "Viewing
the unassigned ports" (page 85).
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Port type Description

Tagging A port that has tagging enabled and can belong to multiple
STGs. If atagged frame is received on a tagged port, with
a VLAN ID specified in the tag, the switch directs it to that
VLAN, if it is present. For more information, see "Viewing

tagged ports" (page 86).

Isolated Routing A port that can only route IP packets and does not belong
Port (IRP) to any STG or VLAN. For more information, see "Viewing
isolated router ports" (page 86).

Bridge Routing A port that can route IP packets as well as bridge all non
(brouter ports) routable traffic. The routing interface is not subjected to the
Spanning Tree Protocol. For more information, see "Viewing
bridge routing ports" (page 87).

Adding port members
Perform the following procedure to add port members.

Procedure steps

Step Action
1 In the Port Members table, select a device in the list.
2 Click in the PortMembers cell for the device to which you want to

add port membership.
3 Select the port number(s).

4 Click Save.

—End—

Adding tagged ports
Perform the following procedure to add tagged ports.

Procedure steps
Step Action

1 In the Navigation pane, select Tagging.

The Tagging Ports table appears in the contents pane.

2 Click Add.
The Insert/Update Tag Port dialog box appears.
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Insert/Update Tag Port *
Dewice: 172.16,120.17 G
Port:

Type: @ trunk ) untagPyidOnly () tagPwidOnly

WLAMNS: ¥LANS

[ O ] [ Close ] [ Help

3 Select the Device address you want to add.

N

Click the Port ellipsis button. The ports for the selected device
appears.

Select the port you want to use.
Click Save. The ports dialog box closes.

Select the VLAN available on the selected device.

0 N o O

Click OK. An Operation Result dialog box appears when the addition
is complete.

9 Click OK. The Operation Result dialog box closes and the added
port is visible in the Content pane.

—End—

Job aid
The following table describes the fields in the Tagging Ports table.

Field Description

Device IP address, system name, or host name of the device.

Port Port on which tagging is enabled.
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Field

Description

Type

Type of port: trunk or untagPvidOnly or tagPvidOnly.

Vlanlds

VLAN IDs of which the port is a member.

Configuring routing on a VLAN interface
VLAN Manager allows you to configure certain routing interfaces. For more
information, see the following topics:.

* "Enabling OSPF on a VLAN interface" (page 63)

¢ "Inserting a VRRP interface on a VLAN" (page 64)

Enabling OSPF on a VLAN interface
You can use VLAN Manager to enable and disable OSPF routing on a
VLAN interface.

Perform the following procedure to enable OSPF routing on a VLAN

interface.

Procedure steps

Step Action

1 In the Navigation pane, select a VLAN.

The General tab appears in the contents pane and displays the
VLAN table.

2 Click the Routing tab.

The Routing tab appears in the contents pane.

Horre VLAN Manager

Network: “ Wlan Manager
a e e F\ﬁ = & || Genersl || Reuting || Mina
4 Nebiok -
= Unassigned * - e
=] Tagging Device Ospiifindex OspfEnable
= Isolated Routing
o1 e ) 1 104274402 2050 false
= |Bridge Routing
41 Nortel 5TGs Gt b #
4759 5tg1 3 1042781100 2050 tue
@Datauli(1 - byPor) 4 404272332 2050 false
@ abo123 2- byPor) 5 10427222 2050 false
@VLAN 3 (3 - byPorl)
@VLAN 4 (4 - byPort)
EvLAN-4 & - bylpSu
@ VLANA (4 - bySiel
2=l
3 In the OspfEnable field, choose true to enable OSPF on this VLAN.

4 Click Apply Changes.

—End—
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Inserting a VRRP interface on a VLAN
You can use VLAN Manager to insert a VRRP routing interface for a VLAN.
Before inserting the VRRP interface, ensure the VLAN has an assigned
IP address for routing. Perform the following procedure to insert a VRRP
interface on a VLAN.

Procedure steps

Step Action

1 In the Navigation pane, select a VLAN.
The General tab appears in the contents pane and displays the
VLAN table.

2 Select a device that supports VRRP.

3 Click Add Vrrp button (+ sign).
The Insert VRRP dialog box appears.

Insert YRRP (%]

WrId:
Ip&ddr:

4 In the Vrid and IpAddr field, enter the Virtual Router ID and IP
address for the VRRP interface.

5 Click Ok.

The new VRRP interface appears in Routing Manager under the
VRRP Interfaces folder.

—End—
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Domain synchronization
Domain synchronization allows you to distribute the VLAN configuration
from one device, called the server node, to other devices in your network.
Domain synchronization synchronizes the VLANs between the same
spanning tree mode devices.

With domain synchronization you can:

* select any subset of devices to be part of the synchronization domain
(sync domain)

* synchronize to any subset of the VLANSs of the server node

* add new server node VLANs

» delete or modify existing server node VLANSs

To apply domain synchronization to your network, first gain familiarity with

the domain synchronization interfaces and then perform the appropriate
procedures. The following list provides links to the information you require:

e "Domain synchronization interfaces" (page 65)
— "Sync Domain interface" (page 66)
— "New server node VLAN interface" (page 68)

— "IP Address and Net Mask interfaces" (page 69)

e "Domain synchronization procedures" (page 70)
— "Creating a sync domain" (page 70)
— "Adding a VLAN to a sync domain server node" (page 71)
— "Modifying a sync domain" (page 73)
— "Modifying a sync domain server node VLAN" (page 73)
— "Deleting a sync domain" (page 74)

— "Deleting a server node VLAN" (page 75)

Domain synchronization interfaces
There are three domain synchronization interfaces to become familiar with
before performing the related procedures:

e "Sync Domain interface" (page 66)

Use the Sync Domain interface to define a new sync domain or to modify
an existing sync domain.

¢ "New server node VLAN interface" (page 68)
Use the New VLAN interface to add a new VLAN to the server node.

e "IP Address and Net Mask interfaces" (page 69)
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Use the IP Address and Net Mask interfaces to review and change the
IP addresses and network masks of domain members.

Sync Domain interface

The figure below shows the Sync Domain interface which you use to
define a new sync domain or modify an existing sync domain. The table
that follows the figure describes the elements of the interface. Relevant
procedures follow the table.

NEIRTEL  configuration and Orchestration Manager

admin | Logout | UCM Home | About COM | Quick Start Guide | Help

o Home VLAN Manager =
Network [%]  ian Manager
. a a ﬁ E a Glabal Parameters
4 3 Metwvork Synchronization Onee !
=] Unassigned
=l Tegaing Dowmain Parameters
Elisalnted Routing
o] Eridge Routing Status: Enable ¥
b GNortel STGe Server: 172161202 ¥
¢ CamsTe
4 E35yne Domsine Daman Members: Awailable Devices Target Devices
B 5y 1721612029
> 172.16.120.39
< 172.16.120.41
«l 172.16.120.5
Current YLAN configuration:
Sync Device L] Mame Type Stgke Color Ao
1 false 172161202 1 Default byPort 1 white 4n
((Save Changes | Resst Changes | [ Delete vian |
@Du{ ﬁsd}nct @B‘uﬂxol @mm: @s\dm @ids
Table 7
Sync Domain interface elements
Field Description
Sync Domain name The name of a sync domain can include any printable character
to a maximum of 32 characters.
Global Parameters Global parameters apply to all sync domains.
Synchronization Synchronization is a global parameter. There are two

synchronization options:
« Once

Synchronization occurs when you save the domain by
clicking Save Changes.

«  Configuration change in VM

Synchronization occurs if any server node configurations
are changed in VLAN Manager.

Domain Parameters Domain parameters only apply to the specific sync domain
whose Sync Domain interface is open.
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Field

Description

Status

Enable activates the sync domain. Synchronization does not
occur when the status is Disable, regardless of the global
parameters.

Server Node

The VLAN configurations of the server node provide the
synchronization source. You select the server node from a list
of all devices in your network that are discovered by VLAN
Manager.

Domain Members

Domain members are the devices whose VLANs are
synchronized to the server node. You select these target
devices from a list of available devices. The list is generated by
filtering the devices discovered by VLAN Manager using the
server node’s spanning tree mode.

Current VLAN Configuration

A table where each row is dedicated to one server node VLAN.
The columns of the table display VLAN attributes.

Current VLAN Configuration
table,
Sync

The Sync attribute is unique to domain synchronization. The
VLAN configuration is distributed to domain members only when
Sync is True, regardless of any other synchronization settings.
Sync is False for all VLANs when the sync domain is created.

Current VLAN Configuration
table,
IP Address

The IP address of the server node is displayed. For information
on the IP addresses used for domain members, see "IP Address
and Net Mask interfaces" (page 69).

Current VLAN Configuration
table,
Net Mask

The network mask of the server node VLAN is displayed. For
information on the network masks for domain members, see "IP
Address and Net Mask interfaces" (page 69).

Current VLAN Configuration
table,
Other columns

These are standard VLAN attributes.

Save Changes

Pressing Save Changes saves any changes you have
made to the sync domain definition or to server node VLAN
configurations.

If Once is selected as a synchronization option, then domain
members are synchronized now. Domain members are
also synchronized if you changed any server node VLAN
configurations.

Reset Changes

Pressing Reset Changes removes all changes made since the
last Save Changes.

View Log Click View Log to view the sync domain log file,
syncDomains.log.
Help Pressing Help invokes on-line help for the Sync Domain

interface.
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New server node VLAN interface

The figure below shows the New VLAN interface which you use to add a
new VLAN to the server node. The table that follows the figure describes
the elements of the interface. Relevant procedures follow the table.

New server node VLAN interface

Addd ¥lon

¥lan Properties

VLAN IO [3

Mame;

(Jos Level: l ]

High Priarity (1) |

Type : @ byPort
(0 bySLbnat

Protocoks:

Submnet;

Mask:

ARP Classification 1D

Lkar Defined PID:

Devices
[ Device
[ 172181202
™ 1721812024

1 192167447
M 1721812007

O byPratocold
O bySrcMac

[1-40%4]

2 bvSdan
O bylds

€

Element

Description

VLAN Id

This is the identity of the VLAN. VLAN Manager fills this
with the next available number but you can change it. The
VLAN Id ranges from 1 to 4094.

Name

You enter a name for the VLAN.

QOS Level

You can select from levels 0 through 7.

High Priority (1K)

You can chose to activate this, or leave unselected.

Type

You can choose byPort or byProtocolld. If byProtocolld is
chosen, then you can change the default Protocolld from ip
to one of 15 other options.

Subnet, Mask,
ARP-Classi-fication
-ld, UsrDefined Pld

One or more of these fields may be enabled, depending
on the Protocolld.

IP Address

You enter the |IP address of the VLAN.

Net Mask

You enter the network mask of the VLAN.
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Element Description

Save Press this button to create the new VLAN.

The New VLAN interface closes and the VLAN appears in
the Current VLAN Configuration table on the Sync Domain
interface.

Close Press Close to cancel any changes you have made and
close the interface.

Help This button invokes online help for the New VLAN interface.

IP Address and Net Mask interfaces

When a sync domain is created, all VLANs of the server node are listed in
the Sync Domain interface. The IP address and network mask of each of
these VLANS is provided in the Current VLAN Configuration table (see Table
7 "Sync Domain interface elements" (page 66) for details).

VLAN Manager generates IP addresses and network masks for domain
member VLANSs from the IP address and network mask of the server node
VLAN. You access these generated values by double-clicking the IP address
or network mask cell of the Current VLAN Configuration table. You can
use these interfaces to review and change the IP addresses and network
masks of domain members.

— Current YLAN configuration:

Device IpAddress Nethask
1172161205 0.0.0.0 0000

IP Address interface

VLAN Manager generates IP addresses for domain member VLANs by
incrementing the IP address of the server node VLAN, as shown in the
figure of the IP Address interface, above.

If the IP address is black, the IP address is available at the device. If the IP
address is red, the IP address is not available. You can enter IP addresses
manually; VLAN Manager looks for available IP addresses at the devices
and assigns those IP addresses. If an IP address is not available, the entry
defaults to 0.0.0.0.

Save changes: When you press Save changes, any changes you have
made are saved and the interface closes.
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Reset changes: When you press Reset changes, any changes you have
made are discarded and the interface closes.

Net Mask interface

VLAN Manager generates network masks for domain member VLANSs by
duplicating the network mask of the server node VLAN, as shown in the
figure of the Net Mask interface, above.

If the network mask is black, the mask is available at the device. If the
network mask is red, the network mask is not available. You can enter
network masks manually. If a network mask is not available, the entry
defaults to 0.0.0.0.

Save changes and Reset changes for the Net Mask interface are the same
as described for the IP Address interface.

ATTENTION
If the IP address and a network mask are not available at the device, the VLAN is
synchronized except for the IP address and network mask.

Domain synchronization procedures
You can create any number of sync domains. In addition to creating sync
domains, you can add a new VLAN to the server node, modify the settings
for an existing sync domain, change the attributes of an existing VLAN, and
delete a sync domain or a server node VLAN. The domain synchronization
procedures are:

e "Creating a sync domain" (page 70)

e "Adding a VLAN to a sync domain server node" (page 71)
* "Modifying a sync domain" (page 73)

¢ "Modifying a sync domain server node VLAN" (page 73)

* "Deleting a sync domain" (page 74)

* "Deleting a server node VLAN" (page 75)

Creating a sync domain

Perform this procedure to create a hew sync domain. This procedure does
not provide instructions for adding a new VLAN to the server node; those
instructions are provided by "Adding a VLAN to a sync domain server node"
(page 71).

Prerequisites

e Familiarity with the Sync Domain interface is required for this procedure.
See "Sync Domain interface" (page 66) for more details.
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T

Procedure steps

Step Action

1 Start VLAN Manager.
2 Select (single click) Sync Domains.

3 From the toolbar, click the plus (+) sign.

The New Sync Domain dialog box appears.
4 In the Domain Name field, type a name for the new sync domain.

5 Click Save.

The Sync Domain interface appears.

6 In the Global Parameters region, select the required synchronization
option.

7 In the Domain Parameters region, select Enable.

8 From the Server list, click the down arrow to expand the list and

select the node you want as the server node.

9 To add devices to the domain, do one of the following:

 To add one device, select it from the Available devices list and
click >> to move it to the Target devices list.

* To add several devices, hold down the Ctrl key, click on each
device in the Available devices list, release the Ctrl key, and
click >> to move the devices to the Target devices list.

» To add a contiguous block of devices, hold down the Shift key,
click on the first device in the Available devices list, click on
the last device, release the Shift key, and click >> to move the
devices to the Target devices list.

10 In the Current VLAN Configuration table, click the Sync entry
to change it to True for each VLAN that you want to act as a
synchronization source.

11 Click Save Changes.

—End—

Adding a VLAN to a sync domain server node
Perform the following procedure to add a VLAN to the server node of a
sync domain.
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Prerequisites

* Familiarity with the New VLAN interface is required for this procedure.
See "New server node VLAN interface" (page 68) for more details.

Procedure steps

Step Action

1 Start VLAN Manager.

2 Expand Sync Domains.

3 Select the sync domain to which you want to add a VLAN.
4 From the toolbar, click the plus (+) sign.

The New VLAN interface appears.

5 For STG Id, click the down arrow to the right of the STG Id field and
select the required STG Id from the list.

6 Edit the Id field if the assigned number does not meet your
requirements.

7 In the Name field, type a name for the VLAN.
8 Select the QOS Level.

9 For Type, if you require byProtocolld, then:
* Inthe Type area, select byProtocolld.
* Inthe Protocolld area, select the required Protocolld .
* If Subnet, Mask, ARP-Classification-ld, or UsrDefinedPId are
enabled, change as required.

10 In the IP Address field, type the IP address of the VLAN.
11 In the Net Mask field, type the net mask of the VLAN.
12 Click Save.

The New VLAN interface closes and the new VLAN appears in the
Current VLAN Configuration table.

13 From the Sync Domain interface, click Save Changes.
The SyncDomain Operation Description interface appears.

—End—
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Modifying a sync domain

Perform the following procedure to modify an existing sync domain. This
procedure does not provide instructions for modifying a server node VLAN;
those instructions are provided by "Modifying a sync domain server node
VLAN" (page 73).

Prerequisites
e Familiarity with "Creating a sync domain" (page 70) is required for this
procedure.

Procedure steps

Step Action

1 Start VLAN Manager.

2 Expand Sync Domains.

3 Select the required sync domain.

4 Modify the Global Parameters as required.

Global parameters apply to all sync domains.

5 Change the Status and Server as required.

6 For Domain Members, use > and >> to add members to the domain
and use < and << to remove members from the domain.

7 In the Current VLAN Configuration table, change the Sync entry

as required: True to synchronize domain members to the VLAN,
False to remove the VLAN from the sync domain.

8 Click Save Changes.

—End—

Modifying a sync domain server node VLAN
Perform the following procedure to modify a VLAN of a device that is acting
as a server node for a sync domain.

Prerequisites

e Familiarity with the IP Address and Net Mask interfaces is required for
this procedure. See "IP Address and Net Mask interfaces" (page 69) for
details.

Procedure steps
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Step Action

1 Start VLAN Manager.
2 Expand Sync Domains.

3 Select the required sync domain.

Refer to the Current VLAN Configuration table for the remainder
of this procedure.

4 To add (True) or remove (False) the VLAN from the sync domain,
toggle the Sync field as required.

5 To change the name of the VLAN, edit the Name cell.

6 To change the port members, double-click the PortMembers cell

and click a port number to select or deselect the port.

A port is selected when the port number is depressed.

7 To change IP addresses, double-click the IP Address cell to open
the IP Address interface.

8 Modify the IP addresses as required.

9 Click OK to save your changes and close the IP Address interface.

10 To change network masks, double-click the Net Mask cell to open
the Net Mask interface.

11 Modify the network masks as required.
12 Click OK to save your changes and close the Net Mask interface.

13 Click Save Changes.

The SyncDomain Operation Description interface appears.

—End—

Deleting a sync domain
Perform the following procedure to delete a sync domain.

Procedure steps

Step Action
1 Start VLAN Manager.
2 Expand Sync Domains.
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3 Select the required sync domain.

4 From the toolbar, click the (X) sign or click Delete VLAN.

5 Click Save changes when asked to confirm the action.
—End—

Deleting a server node VLAN
Perform the following procedure to delete a server node VLAN.

Procedure steps

Step Action

1 Start VLAN Manager.

2 Expand Sync Domains.

3 Select the required sync domain.

4 In the Current VLAN Configuration table, select any cell of the

VLAN you want to delete.

a1

From the toolbar, click the ex (X) sign or click Delete VLAN.

6 Click Save changes when asked to confirm the action.

The VLAN is deleted from the server node. If the sync domain is
enabled, the VLAN is also deleted from all domain member devices.

—End—

Viewing STG and VLAN information
You can use VLAN Manager to monitor the status of STGs and VLANS in
the network, as well as view information about ports. This section provides
information about the following topics:

e "Viewing STG information" (page 75)

e "Viewing VLAN information" (page 79)

¢ "Viewing port membership information" (page 84)
Viewing STG information

This section provides information about the following topics:

e "Viewing Spanning Tree Groups" (page 76)

¢ "Viewing STG status" (page 76)
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e "Viewing STG root status" (page 78)

Viewing Spanning Tree Groups
All devices supported by COM support the IEEE 802.1D Spanning Tree
Protocol and at least one instance of a Spanning Tree Group.

Perform the following procedure to view an STG.

Procedure steps

Step Action
1 Open the folder for the STG you want to view.
Horne YLAM Manager =
Network | | ¥lan Manager
[ R & | =) Members | Statuz || Config || Root
(] Metwod = ,
= Unassigned -
= Tagging Device Porthemb ers
= lsolated Routing
e - 1404272310156 AM-102d
= |Bridge Routing
4 &5 Hortel 5T6s 2 0AZTZZEO0 1148
a5 5tg 3 404274122 11142 201242 30
@) Dafault (1 - byPort) 4 10.127.290.5 1011438 2012030,
@) abe123 2 - byPort) 5 10,127 35.10 141-1426
@VLANE @ - byPor) B 0427402 ABAF-1A82M2
@ VLAN 4 (4 - byPorh)
7 1012812 3013412
Eviana- bylpsu
@VLANA @ bySrel 5 401273512 ILECIRRERT"S
@\)’Ianﬁ (5 - byPort) 9 0127102 11-1424
@ vlans (5 - byPort) 10 10127 231.3 1421148

@ vlanT (7 - byFar)

10127 43212 11-1426

—End—

Viewing STG status

Use the read-only Status table to view the status of the Spanning Tree
Protocol for the selected STG that is associated with the network. Perform
the following procedure to open the Status table.

Procedure steps

Step Action

1 In the Navigation pane, open an STG and select Status.

The Status table appears in contents pane.
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Vian Manager
__Nérnhex;_ Status ] Config || Roct
r 9
Device MumPons ProfocoiSpeciticatic TimeSinceTopology: TopChanges Maxige HellaTime HoldTe
1 172181202 B0 leesB0zd e oo 2000 200 100
2 1721812024 % ieesBI21d 12h 38 57s m 2000 200 100
3 AT2161205 o IpeeB02d nona {11] 2000 200 100
4 1721612017 24 leeeB021 @ 220 dayz, 20k 21m 00 2000 20 100
5 AAETAANT 24 el d 22t el 113 000 20 100 |

|~

| x|

B port | B subnet | & protocdd | B mac B svan | Fids

—End—

Job aid The following table describes the fields in the Status table.

Field Description

Device IP address of the bridge.

NumPorts Number of ports controlled by this bridging entity.

Protocol An indication of which version of the Spanning Tree Protocol

Specification (STP) is operating. The IEEE 802.1d implementations display
ieee8021d.

TimeSince Time in hundredths of a second since the last time a topology

Topology change was detected by the bridge entity or STG.

Change

TopChanges The number of topology changes detected by this bridge since
the management entity was last reset or initialized.

MaxAge Maximum age of STP information learned from the network
on any port before it is discarded, in units of hundredths of a
second. This is the actual value that the bridge is currently
using. The default value is 2000 (20 seconds).

HelloTime Amount of time in hundredths of a second between transmission
of configuration bridge protocol data units (BPDUSs) by this
device on any port when it is the root of the spanning tree. The
default value is 200 (2 seconds).
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Field Description

HoldTime Time interval in hundredths of a second during which no more
than two configuration BPDUs are transmitted by this device.
The default value is 100 (1 second).

ForwardDelay | Time interval in hundredths of a second that controls how
fast a port changes its spanning state when moving toward
the Forwarding state. This value determines how long the
port stays in each of the Listening and Learning states, which
precede the Forwarding state. This value is also used when

a topology change is detected and is under way, to age all
dynamic entries in the Forwarding Database. The default value
is 1500 (15 seconds).

Viewing STG root status

Use the read-only Root table to view information about the device acting
as root within a selected STG. Perform the following procedure to view
the root table.

Procedure steps

Step Action

1 In the Navigation pane, open an STG and select Root.

¥lan Manager

[ Members ” Status ][ Canfig ” Root ]

=+
Device BridgeAddress DesignatedRoot RootCost FootPort
1 172161202 0x1Sed9e 1001 S00:00:15ed:9::1 0 1]
2 1721612024 O0:11:f9:35:d0:02  80:00:00:04: 38:¢9: 200020 172
3 72161205 0080 2ckc1: 3401 80:00:00:80: 2d:c1:2 0 1]
4 721612017 00:04:38: 999762 80:00:00:04:38:¢9:C 0 1M
S 192467147 000997 a6 72e2  S000:00:04 38 d9:5 200010 11

—End—
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Job aid The following table describes the fields in the Root table.

Field Description

Device IP address of a device in the STG.

Bridge MAC address used by this bridge when it must be identified in
Address a unique fashion.

Designated Bridge identifier of the root of the spanning tree as determined by
Root the Spanning Tree Protocol (as executed by this device). This

value is used as the Root Identifier parameter in all configuration
BPDUs originated by this device.

RootCost Cost of the path to the root as seen from this bridge.

RootPort Port number of the port that offers the lowest cost path from
this bridge to the root bridge.

Viewing VLAN information
This section provides information about the following topics:

¢« "VLAN icons" (page 79)

e "Parts of VLAN icon" (page 79)

e "Viewing the Default VLAN" (page 81)

¢ "Updating VLAN discovery information" (page 83)

VLAN icons

The VLAN icons in the Navigation pane, represent the VLANS that are part
of an STG. The following figure "VLAN Icon elements" (page 79) shows
elements of VLAN icons.

VLAN Icon elements
Icon label 1

Icon symbol F\—L/ﬂ
¥ LA N=-di (]

e I
VLAN name | |

VLAN ID
STGID

Icon color

Parts of VLAN icon
The following table "Parts of a VLAN icon" (page 80) describes the elements
of a VLAN icon.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



80 Using VLAN Manager

Parts of a VLAN icon

Part Description
Icon Shows the type of VLAN.
symbol

Symbol Description

Port based-a VLAN in which the ports are explicitly
assigned to the VLAN.

®

Subnet based-a VLAN in which ports are dynamically
added to the VLAN based on source IP subnet.

@

Protocol based—a VLAN in which ports are dynamically
added to the VLAN based on a network protocol.

i

MAC SA based-a VLAN in which ports are dynamically
added to the VLAN based on the source MAC address.

Stacked VLAN— a VLAN in which packets are
transparently tunneled through the sVLAN domain by
adding a 4-byte header to each packet.

ID-based VLAN—a VLAN in which ports are dynamically
added to the VLAN based on the VLAN ID.

® @
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Part Description

Icon label | Shows information about the VLAN.
Label part Description
VLAN name The name of the VLAN.
VLAN ID The ID number of the VLAN.
STG ID The ID of the STG to which the VLAN belongs.
Typeface An italic icon label indicates that an IP address has
(italic or been defined for the VLAN, and that the VLAN is
normal) routable.

Viewing the Default VLAN
The following devices are factory configured with all ports contained in a
port-based VLAN called the default VLAN:

e Ethernet Routing Switch 8000 Series

* Passport (legacy) 1050/1100/1150/1200/1250 switches

* Ethernet Routing Switches 1424/1648/1612/1624

e BayStack 380/420

* Ethernet Switches 350/410/450/460/470

e Business Policy Switch 2000

e Ethernet Routing Switches 55xx/45xx/25xx/35xx

The VLAN ID of the default VLAN is always 1/1, and it is always a port-based

VLAN. You cannot delete the default VLAN, although you can remove ports
from it.

Perform the following procedure to view the Default Ports table.

Procedure steps

Step Action

1 From the navigation tree, select Default(1).
The General tab appears in the contents pane and displays the
Default VLAN table.
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—End—

Job aid

The following table describes the fields in the Default VLAN table.

Field

Description

Device

IP address, system name, or host name of the device.

ID

The VLAN ID.

Name

VLAN name

Type

Type by which you want to add the device. Options: by port,
by subnet, by protocol, by source MAC Address, by SVLANS,
and by ID.

Port Members

Ports that are assigned to the VLAN.

Stgld

The STG ID.

With Ethernet Switches 460 and 470, you can modify STG
membership by modifying the value in the Stgld field to the
desired STG. When you apply the changes, the selected VLAN
is removed from the old STG group and moved to the new STG
group.

If the new STG group already has an existing VLAN with the
same ID, the members are combined into the same VLAN. If
the VLAN does not already belong to the STG group, the new
VLAN ID is added to the STG.

Vrfld

The VRF ID.

HighPriority

In a Passport 1000 Series switch, you can select HighPriority
mode for all traffic in the VLAN.

QoslLevel

In an Ethernet Routing Switch 8000 Series, you can set the
Quality of Service (QoS) level for traffic in the VLAN to a level
between 0 and 7.
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Field Description
TosLevel You can set the Type of Service level for traffic between 0 and 7.
Ifindex

Logical interface index assigned to the VLAN. This value can
be in one of the following ranges:

Passport (legacy) 1050/1100/1150/1200/1250 switch:
257 to 512

Ethernet Routing Switch 8000 Series: 2049 to 4096

ATTENTION
This field does not apply to Ethernet Switch, Legacy
BayStack, or Business Policy Switch 2000 switches.

IpAddress IP address, if any, assigned to the VLAN for routing.
NetMask Subnet mask associated with the VLAN IP address.

Updating VLAN discovery information

VLAN discovery polls VLAN and STG configuration from supported network
devices and shows this information in the VLAN Manager window. You

can use this feature to load any updated information that took effect since
you opened VLAN Manager.

Perform the following procedure to discover VLAN devices.

VLAN discovery runs when the VLAN Manager opens. You can also run
VLAN discovery by manually running a Vlan discovery.

Procedure steps

Step Action

1 Click Discover Vlans on the Navigation pane, toolbar. An Operation
Result information box appears when the discovery is complete.
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Hame YLAN Manager *

MNetwork < Wlan Manager
meerE @
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Operation Result *®

2 Click OK to close the Operation Result information box.

—End—

Viewing port membership information
You can use VLAN Manager to monitor the status of ports in a VLAN. VLAN
Manager allows you to view the following information:

* Ports in the network that are configured as unassigned, tagging, or
Isolated Routing Ports (IRPs) and brouter ports

* Ports that are assigned to a particular Spanning Tree Group (STG)

* Ports that are in the forwarding and blocking states and device that has
the root of an STG

e Ports that are members of a VLAN or multiple VLANS.
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This section contains describes how to perform the following tasks:
e "Viewing the unassigned ports" (page 85)

*  "Viewing tagged ports" (page 86)

* "Viewing isolated router ports" (page 86)

e "Viewing bridge routing ports" (page 87)

* "Viewing port members of an STG" (page 88)

*  "Viewing VLAN Port Members in MSTP" (page 89)

Viewing the unassigned ports
Perform the following procedure to view the unassigned ports.

Procedure steps

Step Action

1 In the Navigation pane, click Unassigned.
The Unassigned Ports table appears in the contents pane.

Homa VLAN Manager
Network “ Wlam Manager
& 9 (s | 9 e
1] Mok
HUnasigned Davice Pars
T Tagaing 1 1042842 19
T tsolated Routing z 04272812 11242
= Biidge Routing 3 10.927.1902 1A 172,058 18

_iHortel STOs
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| Rapid 513
& GMSTP
jCIST
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B 0A2TE254 M4

7 10927 23225 17251728
imati 4 B 104274748 1EmAmd
Jmsti 2 3

- 9 I0AA0IZE 38

| msti <4
10 10.927.35.14 1HBAMT 121
_imsti S

| mati & 1110427 51.11 A8 AM 1112,
jmsti 7 1z 10127 23175 1251728
4 ZjSyno Domains 13 10427450 151020
i domain_s 14 $0.427.012 12 1A48,1M8- 102
15 10127 1802 152
—End—

Job aid The following table describes the Unassigned Ports table fields.

Field Description
Device IP address, system name, or host name of the device.
Ports Ports not currently assigned to an STG.
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Viewing tagged ports
Perform the following procedure to view tagged ports.

Procedure steps

Step Action

1 In the Navigation pane, select Tagging.

The Tagging Ports table appears in the contents pane.
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—End—

Job aid The following table describes the fields in the Tagging Ports table.

Field Description
Device IP address, system name, or host name of the device.
Port Port on which tagging is enabled.

Vlanlds VLAN IDs of which the port is a member.

Type Type of port: access port or trunk port

Viewing isolated router ports
Perform the following procedure to view isolated router ports.

Procedure steps

Step Action

1 In the Navigation pane, select Isolated Routing.
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The Isolated Routing Ports table appears in the contents pane.
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+ |_18ync Domains

—End—

Job aid The following table describes the fields in the Isolated Routing
Ports table.

Field Descriptions

Device | IP address, system name, or host name of the device.

Ports Ports that route only IP packets.

Viewing bridge routing ports
Perform this procedure to view bridge routing (brouter) ports on Passport
1000 Series switches and Ethernet Routing Switch 8000 Series.

Procedure steps

Step Action

1 In the Navigation pane, click Bridge Routing.

The Bridge Routing Ports table appears in the contents pane.
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—End—

Job aid The following table describes the fields in the Bridge Routing
Ports table.

Field Descriptions
Device IP address, system name, or host name of the device.
Ports Port numbers of the port on which frames are received.

Viewing port members of an STG
Use the Port Members table to view the ports that are members of the

specified STG. Perform the following procedure to open the Port Members
table.

Procedure steps

Step Action
1 In the Navigation pane, click an STG, and then select Members
from the tab in the content pane.
Haorne YLAMN Manager ©
Metwork “! | ¥lan Manager
& o & ] =1} Members Shatus Config Root
) Netok - 5
= Unassigned -
=1 Tagging Device Parthdembers
£ lsolated Routing
110127231118 1/1-1/24
EBridge Routing
4 Nortel 5TGs 2 0427.22.200  1M-1/48
495t 3 10.127.112.2 111112, 201-212 31
@ Default(1 - byFor) 4 10.127.290.5 1M-1445,204-2430,
@) abe123 (2 - byFort) 5 10.127.35.10 1/1-1/26
@VLANZ G - byPor) 6 10.127.140.2 143,17-1/48,21-2
@) WLAN 4 (4 - byFor)
7012612 313012
E)wLAN-4 (4 - bylpSu
@ VLAN-4 (4 - bySreh & 10.127.36.12 101-1011, 101414
@Vlanﬁ (5 - byPort) a 0127102 111-1i24
@) vlank (5 - byPart) 10 04272313 1/2-1/42
@vian? 7 - byPort) 11 1012713312 1/1-1/26
—End—

Job aid The following table describes the member table fields.
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Field Description
Device IP address, system name, or host name of the device.
Port Members Ports on the device that are members of the STG.

Viewing VLAN Port Members in MSTP
Use the Port Members table to view the ports that are members of the
specified MSTI or CIST instance.

Perform the following procedure to open the Port Members table.

Procedure steps

Step Action

1 From the navigation tree, select the MSTP folder.
2 Select the CIST folder or an MSTI folder.

3 Select a VLAN.
The Members table appears in the contents pane.

—End—

Highlighting information on the topology map
You can view VLAN information by highlighting it on the topology map.
Highlighting information on the topology map is helpful in monitoring and
troubleshooting VLANS in your network. This section provides information
about the following topics:

*  "Viewing VLAN members on the topology map" (page 89)
e "Viewing STG port members on the topology map" (page 90)
¢ "Viewing STG root configuration on the topology map" (page 90)

Viewing VLAN members on the topology map
Perform the following procedure to highlight the members of a VLAN on
the topology map.

Procedure steps

Step Action

1 In the Navigation pane, choose a VLAN.

The Ports table appears in the VLAN Manager contents pane.
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2 On the VLAN Manager menu bar, click Highligh on Topology.
The highlighted topology view appears in the COM contents pane.

—End—

Viewing STG port members on the topology map

When you select an STG in the VLAN Manager Navigation pane, you can
view the devices and ports associated with that STG in the COM network
topology map. This view can assist you in troubleshooting by identifying
which ports are already members of the STG selected.

Perform the following procedure to highlight the STG ports on the topology
map.

Procedure steps

Step Action
1 In the VLAN Manager Navigation pane, choose an STG Members
icon.

The STG Members table appears in the VLAN Manager contents
pane.

2 On the VLAN Manager menu bar, click Highligh on Topology.

The devices containing STG ports are highlighted with a color and
the device IP address.

—End—

Viewing STG root configuration on the topology map

You can get a quick view of which device is the root of the Spanning Tree
Group and which ports are in the forwarding and blocking state by selecting
the STG root icon.

Perform the following procedure to highlight the STG root configuration
on the topology map.

Procedure steps

Step Action

1 In the Navigation pane, select an STG Root.

The Root table appears in the contents pane.

2 On the VLAN Manager menu bar, click Highligh on Topology.
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The highlighted topology view appears in the COM contents pane
with the root displayed.

—End—
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Using the MultiLink Trunking Manager

Multi-Link Trunking (MLT) allows the physical links between multiple ports to
be treated as a single logical link so that they logically act like a single port
with the aggregated bandwidth. Grouping multiple ports into one logical link
allows you to achieve higher aggregate throughput on a switch-to-switch or
server-to-server application. It also allows you to load balance the traffic
across all available links.

With MLT, all the physical ports in the link aggregation group must reside
on the same switch. The Split MultiLink Trunking (SMLT) protocol does not
have this limitation. SMLT allows the physical ports to be split between two
switches. The two switches between which the SMLT is split are known as
aggregation switches and form a logical cluster which appears to the other
end of the SMLT link as a single switch.

The split may be at one or at both ends of the MLT, allowing you to configure
any of the following topologies:

* SMLT square—Both ends of the link are split, and there is no
cross-connect between diagonally opposite aggregation switches.

* SMLT mesh— Each aggregation switch has a SMLT connection with
both aggregation switches in the other pair.

e SMLT triangle— A topology in which only one end is split. In an SMLT
triangle, the end of the link which is not split does not need to support
SMLT. This allows non-Nortel devices to benefit from SMLT, as long as
they support 802.3ad static mode.

The Inter-Switch Trunk (IST) is an important part of the operation of the
SMLT. The IST is an MLT connection between the aggregation switches
that allows the exchange of information about traffic forwarding and about
the status of individual SMLT links.

This section describes how to use MultiLink Trunking Manager to configure
MLTs, SMLTs, and ISTs.
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Navigation
¢ "About MultiLink Trunking Manager" (page 94)
e "Starting the MultiLink Trunking Manager" (page 95)
* "Using the MultiLink Trunking Manager window" (page 96)
¢ "Managing MultiLink Trunks" (page 104)
¢ "Managing SMLT configurations" (page 111)
* "Viewing MultiLink Trunking configurations" (page 116)

About MultiLink Trunking Manager
The MultiLink Trunking Manager in COM allows you to create and manage
MLTs across devices in a network. You can also use MultiLink Trunking
Manager to manage Split MultiLink Trunking (SMLT) and to configure ISTs.

The following sections describe Multilink trunk types and features:
e "MultiLink Trunks in different switch types" (page 94)
e "MultiLink Trunking Manager features" (page 95)

MultiLink Trunks in different switch types
The following table lists the number of MLTs available with each supported

switch type.
Maximum number of MLTs supported in different switches
Switch Maximum
number of MLTs
Passport 1000 Series switch 8
Ethernet Routing Switches 1424T/1648/1612/1624 6
Ethernet Routing Switch 8100 6
Ethernet Routing Switch 8600 and 8800 switches 128 in R-mode
BayStack 350/380/410/420/450/460/470 6
Business Policy Switch 2000 6
Ethernet Switch 325/425/460/470 6
Ethernet Routing Switch 5510, 5520, 5530 32
OM 1000
Ethernet Routing Switch 45xx, 25xx, 3510 6
Ethernet Routing Switch 5600 32
Ethernet Routing Switch 8300 32
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MultiLink Trunking Manager features
MultiLink Trunking Manager supports devices that implement the Vlan and
STG MIB groups.

MultiLink Trunking Manager allows you to:
e Create, delete, or modify MLTs/SMLTs across one or two devices.

* Configure an MLT/SMLT either before or after you physically connect
the ports.

* View MLT/SMLT configuration information such as port and MLT
membership.

* View MLT/SMLT links and ports in the network topology map.

Starting the MultiLink Trunking Manager

Perform the following procedure to start a MultiLink Trunking Manager.

Procedure steps
Step Action

1 From the Configuration and Orchestration Manager window
Navigation pane, click Managers.

The list of managers appears on the left side of the window.

2 Click the Multilink Trunking Manager icon in the navigation tree.

The MultiLink Trunking Manager is launched and displayed in the
content pane.
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—End—

Using the MultiLink Trunking Manager window
The MultiLink Trunking Manager window contains the parts identified in
the following figure.

MultiLink Trunking Manager window

Pl ik Tronking Manager ©

etk ks
Navigation pane aRO 2
Taol bar gy e v @
MLT Nefwerk e o Mane Fodemes: PoriTys Viankty Enable  fMrces  SEType Sod Runne
Navigation pane SALT Metwor
SMLT Tapoiogy
Content pane
Content pane Tool bar
Ready
Status bar Rtk Hy roinek @ bolsed

The following table describes the parts of the MultiLink Trunking Manager
window.

MultiLink Trunking Manager window parts

Part Description

Navigation pane Provides a navigation tree showing MultiLink Trunking
Manager network folder resources.

Navigation pane tool Provides tools for MultiLink Trunking Manager.
bar

Contents pane Displays MultiLink Trunking Manager tables.

Contents pane toolbar | Provides quick access to commonly used MultiLink
Trunking Manager commands. These commands apply
only to the Content pane table.

Navigation pane
The MultiLink Trunking Manager navigation pane provides access to
devices based on the type of multilink trunking, or SMLT. The Navigation
pane has a Network folder. All the devices are identified by their IP address,
as discovered by COM. Adjacent devices are listed in the device folder.
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The following figure shows the Navigation pane.

Metwork %
i R H =)
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4 5] MLT Network
4 9172.16.120.3
8 17216.12017
&, 192167117
- [1172.18.12017
- 11721612024
> [C]172.16.120.38
- [L1172.18.120.41
> [L1172.16.120.62
» 119218711
- [1192187.1.17
» [ lzolated Devices
4 5] SMLT Network
4 9172.16.120.3
=]17216.12017
=] 192.167.1.17
S [1172.16.12024
- 11721812082
=] Inter-Switch Trunk
=] Single-Port Smit
4 5] SWLT Topology
=] SMLT Triangles
=] SMLT Squares
=] SMLT Full Meshes

The Network folder has the following resources available in it.
¢ "MLT Network folder" (page 97)

e "SMLT Network folder" (page 98)

e "SMLT Topology folder" (page 100)

MLT Network folder

The MLT Network folder displays all the configured trunks of the devices.
When you click on the nodes on the navigation pane inside the MLT Network
folder, the contents pane displays all the configured tasks of the device.
When you click on the child nodes which is connected to the parent devices,
only the trunks connecting to the parent device appear. The following figure
and table shows the MLT Network folder and its contents.
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Figure 3
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SMLT Network folder

The SMLT Network folder contains only the devices that are SMLT capable,
and their child nodes. The Inter-Switch Trunks (IST) contains a list of
devices that have an SLT trunk configured. The Single-SMLT (SSMLT)
contains a list of devices that have a single port SMLT trunk configured.

The following figure shows the SMLT Network folder and its contents.
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Figure 4
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The following figure shows the discovered Inter-Switch Trunks folder details.
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Figure 5
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SMLT Topology folder

The SMLT Topology folder contains the following three subfolders. These
folders are discovered at the time of launching the MultiLink Trunking
Manager, or while performing a rediscovery of all the MLT information.

* SMLT Triangles—contains aggregation devices folder and their SMLT
client folder.

e SMLT Squares—contains four core aggregation devices.

e SMLT Meshes—contains four or more core aggregation devices.

The following figures shows the SMLT topology triangle expanded, along
with trunk details from one selected aggregation device folder.
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Figure 6
SMLT Triangle
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Figure 7
SMLT Triangle Topology
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Figure 8
SMLT Full mesh Topology
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Navigation pane tool bar
The Navigation pane tool bar provide tools and commands to address
discovery of trunks, Preferences and topology highlights.

The following table lists the MultiLink Trunking Manager Navigation pane
tool bar buttons.

Navigation pane tool bar

Toolbar
Tools button Description
Discover MultiLink & Discovers the network and reloads MultiLink Trunking
Trunks Manager with the latest information.
Highlight Topology Highlights MLT items in the MultiLink Trunking
(3 Manager contents pane.
Preferences Identifies specific devices for MultiLink Trunking
| Manager to configure and manage.
Help @ Opens the online Help.

Contents pane

When you choose a folder in the navigation pane, its contents are shown
in the contents pane.

Perform the following procedure to view the folder in the contents pane.
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Procedure steps
Step Action

1 In the COM Navigation pane, expand Managers, and then click
MultiLink Trunking Manager.

The MultiLink Trunking Manager window appears on the right side
of the window.

2 In the Navigation pane of the MultiLink Trunking Manager window,
select the Network folder.

The list of devices appear in the Network folder.

3 Click on a device from the list in the Network folder.

The contents of the folder are displayed as a table in the contents
pane, as shown in the example.

—End—

Figure 9
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Content pane tool bar
The Content pane tool bar provide tools to add an MLT, delete an MLT,
commit the changes, and undo the changes.

The following table lists out the tools available on Content pane tool bar.
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Table 8
Content pane tool bar
Tools Toolbar Description
button
Insert ) Opens the Insert dialog box, where you insert an MLT on a

selected device. For more information, see "Creating MLTs on
ERS 1424/16xx and ERS 8000 devices" (page 104).

Delete & Removes a selection and displays a message box to confirm
deletion of the selected MLT. For more information, see "Deleting
an MLT from ERS 1424/16xx or ERS 8000" (page 110).

Apply Changes v Applies any changes you have made to your MLT configuration.

Revert Changes 5 Allows you to undo the changes you have made to your MLT
configuration.

Help @ Opens the online Help.

Managing MultiLink Trunks
This following topics describe common operations you can perform using
MultiLink Trunking Manager:

* "Creating MLTs on ERS 1424/16xx and ERS 8000 devices" (page 104)
¢ "Viewing MLT port information" (page 109)

e "Editing a port on an MLT" (page 110)

* "Deleting an MLT from ERS 1424/16xx or ERS 8000" (page 110)

e "Editing an MLT" (page 111)

Creating MLTs on ERS 1424/16xx and ERS 8000 devices
To create an MLT on Ethernet Routing Switch 1424/16xx and Ethernet
Routing Switch 8000 devices, the device must have more than one
connection to another device. With MultiLink Trunking Manager, you can
create an MLT on a device and then physically connect the ports, or you can
connect the ports first and then configure the MLT.

ATTENTION
The procedures in this section do not apply to Ethernet Switch, Ethernet
Routing Switch 55xx/35xx/45xx/25xx, or Legacy BayStack devices which are
preconfigured with six MLTs. You cannot delete or add MLTSs to these switches.
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Insert MLT dialog box
The appearance of the Insert MLT dialog box differs depending on how
you open it.

« If you select a device folder and click Insert, the single-node Insert MLT
dialog box appears. For more information, see "Creating an MLT with
one device for ERS 8000" (page 105).

You can use the single-node Insert MLT dialog box to create MLT
configurations even in situations where the physical connections are
absent or have not been detected by COM.

The following sections describe how to create MLTs on single devices and
pairs of devices:

* "Creating an MLT with one device for ERS 8000" (page 105)
» "Creating an MLT with one device for ERS 1424/16xx" (page 107)

Creating an MLT with one device for ERS 8000

When you create an MLT with one device, MultiLink Trunking Manager
considers only the ports that are available on the one device. After you
create an MLT on one device, you must also configure and connect the
ports in the second device before enabling the MLT.

To configure a new MLT with one Ethernet Routing Switch 8000 device
selected:

Procedure steps

Step Action

1 Select a device from the first (folder) level of the MultiLink Trunking
Manager navigation pane.

The Device table appears in the contents pane.

2 For Ethernet Routing Switch 8000 devices, On the Content Pane
Toolbar, click Add.

The Insert MLT dialog box appears.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



106 Using the MultiLink Trunking Manager

ome || MultiLink Trunking Manager '#

work | | Trunks

Insert MLT (%]
Id: z [1-7]
Marne: MLT-2

Port Mermbers:

Port Type: access =
Ylar IDs: v
MLT Type: normaltLT >

[ Save H Zancel H Help ]

3 In the Id field, select the Id number for the MLT.
4 In the Name field, type the name of the MLT.
5 In the Port members field, select the ports to be added to the MLT.

Inactive ports in the Ports box specify that they are not available for
creating any MLTs.

6 Select the Port type option.
The default is access.
7 In the Vlanlds field, select the VLAN IDs that belong to the MLT port.

8 For MLT Type, choose normalMLT.

The istMLT and splitMLT types, and also the SMLT Id value, are used
only for split multilink trunks. For more information, see "Managing
SMLT configurations" (page 111).

9 Click Save.

—End—
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Insert MLT dialog box for ERS 8000
The following table describes the items in the Insert MLT dialog box.

Insert MLT dialog box items for ERS 8000

Item Description

Id Unique identifier for the MLT, which is automatically assigned by
MultiLink Trunking Manager.

Name User-defined name of the node on the MLT.
Port Members | Ports in the MLT.

Port Type One of the following types of MLT:
* Access
* Trunk

The default is Access.
Vlan IDs VLAN IDs found on the device.
MLT type One of the following types of MLT links:

* normalMLT- Use for normal MLT that do not use SMLT
features.

* iStMLT- Use for IST (inter-switch trunk) links between peer
devices in SMLT configurations.

* splitMLT- Use for SMLT links between peer devices and
non-peer devices in SMLT configurations.

SMLT ID Sets the SMLT ID number for IST links.

Creating an MLT with one device for ERS 1424/16xx

When you create an MLT with one device, MultiLink Trunking Manager
considers only the ports that are available on the one device. After you
create an MLT on one device, you must also configure and connect the
ports in the second device before enabling the MLT.

Perform the following procedure to configure a new MLT with one Ethernet
Routing Switch 1424/16xx device selected.

Procedure steps

Step Action

1 Select a device from the first (folder) level of the MultiLink Trunking
Manager navigation pane.

The Device table appears in the contents pane.

2 For Ethernet Routing Switch 1424/16xx devices, On the Content
Pane Toolbar, click Add.
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The Insert MLT dialog box appears.

3 In the Id text box, select the Id number for the MLT.
4 In the Name text box, type the name of the MLT.
5 In the Port Members box, select the ports to be added to the MLT.

Inactive ports in the Ports box specify that they are not available for
creating any MLTs.

6 Select the Port type option.
The default is access.

7 In the Vlanlds field, select the VLAN IDs that belong to the MLT port.

8 For MLT Type, choose normalMLT.

The istMLT and splitMLT types, and also the SMLT Id value, are used
only for split multilink trunks. For more information, see "Managing
SMLT configurations" (page 111).

9 Click Save changes.

—End—

Insert MLT dialog box for ERS 1424/16xx
The following table describes the items in the Insert MLT dialog box.

Insert MLT dialog box for ERS 1424/16xx

Item Description

Id Unique identifier for the MLT, which is automatically assigned by
MultiLink Trunking Manager.

Name User-defined name of the node on the MLT.

Port Type One of the following types of MLT:
* Access
e Trunk

The default is Access.
Vlan IDs VLAN IDs found on the device.
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Item Description

MLT type One of the following types of MLT links:

* normalMLT- Use for normal MLT that do not use SMLT
features.

e iStMLT- Use for IST (inter-switch trunk) links between peer
devices in SMLT configurations.

* splitMLT- Use for SMLT links between peer devices and
non-peer devices in SMLT configurations.

Ports Ports in the MLT. The maximum number of ports for one trunk
is four.

Viewing MLT port information

Perform the following procedure to view port information as you configure
an MLT.

Procedure steps

Step Action

1 In the navigation pane, select an MLT.

The MLT table appears in the contents pane.

2 In the table, double-click the PortMembers field.
The PortMembers dialog box appears.
Port Members ®
card 1 01| 02 |z | 04| 08 | oa]or |z |on | 1o | 11|12 43 94| 18 | 1a ] or] 2] 8 |20 | 21|22 |ms [aa

Up .Down .Tesling .

R R

3 In the MLT Table, click ... to view the port information.

—End—

To open the Insert MLT dialog box, see "Creating an MLT with one device
for ERS 8000" (page 105).

The information displayed in the dialog box includes the VLAN(s) and
STG(s) to which the port belongs and the port link status. The port link
status information includes whether the port is up or down and what other
device/ports the port is connected to.
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Editing a port on an MLT
Perform the following procedure to edit a port on an existing MLT.

Procedure steps

Step Action

1

In the navigation pane, select an MLT.

The MLT table appears in the contents pane.

In the table, double-click the PortMembers field.

The PortMembers dialog box appears.

Port Members ®
card 1 01| 02 |z | 04| 08 | oa]or |z |on | 1o | 11|12 43 94| 18 | 1a ] or] 2] 8 |20 | 21|22 |ms [aa

Up .Down .Tesling .

Save Cancel

R R

Click the port numbers that you want to add or delete from the MLT.

Port numbers that appear to be pressed in are already being used,
and port numbers that are dimmed are inactive.

Click Save.

—End—

Deleting an MLT from ERS 1424/16xx or ERS 8000
Perform the following procedure to delete an MLT from an Ethernet Routing
Switch 1424/16xx or 8000.

Procedure steps

Step Action

1

In the navigation pane, select a device.

The MLT table appears in the content pane.
Select a field you want to delete in the table.

Click Delete from the Content Pane toolbar..

The Delete dialog box appears, asking you to confirm the deletion.

Click Ok.

—End—
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Editing an MLT
Perform the following procedure to edit an MLT.

Procedure steps
Step Action

1 In the navigation pane, select a device.

The MLT table appears in the contents pane.
2 Double-click the field in the table.

3 Type information in the text boxes, or select from a list.

Your changes are displayed in bold.

4 On the Content Pane Toolbar, click Apply Changes.

—End—

Managing SMLT configurations
Mission critical networks require resiliency, and as a result, must be
designed with a number of redundancy features. Within the Passport 8000
Series switch, such features include CPU redundancy and link redundancy
using MLT.

In order to provide device redundancy, most enterprise networks are
designed with redundant connections between aggregation (core) switches
and user access switches. For networks with just one aggregation switch,
MLT provides redundancy and load sharing.

SMLT improves the reliability of a Layer 2 (L2) network operating between a
building user access switches and the network center aggregation switch.

It does so by providing loadsharing among all the links and fast failover in
case of link failures.

An Interswitch Trunk (IST) operates between the aggregation switches and
allows them to exchange information. This permits the rapid detection of
any faults and the modification of forwarding paths.

ATTENTION
Although SMLT is primarily designed for layer 2 networks, it provides benefits
for layer 3 networks as well.
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To configure SMLT, you must establish three sets of configurations on the
devices:

* Onthe two peer aggregation switches, you configure an IST (inter-switch
trunk). For more information, see "Configuring IST links" (page 112).

* On the two peer aggregation switches, you configure SMLT links to the
edge switch. For more information, see "Configuring SMLT links on
peer devices" (page 113).

* On the nonpeer device, you configure normal MLT links to the two peer
devices. For more information, see "Configuring SMLT links on non
peer devices" (page 114).

* On the two peer devices, you configure the IST peers. For more
information, see "Configuring IST peers" (page 114).

Configuring IST links
You can configure IST links in SMLT configurations on a single device. When
you configure IST links on a single device, you must also repeat the same
procedure to configure the IST links on the device at the other end of the IST.

Configuring IST links on a single device
The following procedure describes how to configure an IST link on a single
device. You must also perform this procedure to configure the other end of
the IST.

Perform the following procedure to configure an IST link on a single device.

Procedure steps
Step Action

1 In the MultiLink Trunking Manager navigation pane, select a folder
for one of the devices on which you want to configure the IST.

2 On the Content Pane Toolbar, click Add.

3 The Add MLT dialog box for a single node appears.

4 In the Id box, enter an ID number.

5 In the Name box, enter a name for the IST. Use the same name
as for the other end of the IST.

6 In the Ports areas, select the ports that will be part of the IST.

7 For Port Type, select trunk.

8 In the Vlanld box, select the VLAN. All ports on the SMLT

configuration must belong to the same VLAN.
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9 For the MLT Types, choose istMLT.
10 Click Save.

—End—

Configuring SMLT links
When you configure SMLT links, you must configure the two ends of the
link separately:

* You configure a splitMLT link on the peer device. For more information,
see "Configuring SMLT links on peer devices" (page 113).

* You configure a normalMLT link on the non-peer device. For more
information, see "Configuring SMLT links on non peer devices" (page
114).

Configuring SMLT links on peer devices
Perform the following procedure to configure SMLT links on peer devices.

Procedure steps

Step Action

1 In the MultiLink Trunking Manager navigation pane, select a folder
for the peer device on which you are configuring the link.

2 On the Content Pane Toolbar, click Add.
The Add MLT dialog box for a single node appears. For more
information, see "Insert MLT dialog box for ERS 8000" (page 107)

3 In the Id box, enter a MLT ID. For SMLT links on peer devices, the
MLT ID is ignored.

4 In the Smlt Id box, enter an SMLT ID number.
The SMLT ID for the SMLT links on both peer devices must be the
same.

5 In the Name box, enter a name for the MLT.

6 In the Ports area, select the ports on the peer device that are part of
the SMLT link.

7 In the Vlanlds box, select the VLAN. All ports on the SMLT
configuration must belong to the same VLAN.

8 For the MLT Type, choose splitMLT.

9 In the SMLT Id field, enter the SMLT Id.
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10 Click Save.

—End—

Configuring SMLT links on non peer devices
You can configure all of the ports for both SMLT links of an SMLT
configuration at the same time. For the MLT type, you choose normalMLT.

Perform the following procedure to configure SMLT links on a nonpeer
device.

Procedure steps

Step Action

1 In the MultiLink Trunking Manager navigation pane, select a folder
for the non-peer device on which you are configuring the link.

2 On the Content Pane Toolbar, click Add.
The Add MLT dialog box for a single node appears.

3 In the Id box, enter an MLT ID.
4 In the Name box, enter a name for the MLT.
5 In the Ports area, select all of the ports on the non-peer device that

will be part of the SMLT configuration.

6 In the Vlanlds box, select the VLAN. All ports on the SMLT
configuration must belong to the same VLAN.

7 For the MLT Type, choose normalMLT.
8 Click Save.

—End—

Configuring IST peers
After configuring the IST links using the procedure in "Configuring IST links"
(page 112), you must configure the IST peers.

Perform the following procedure to configure IST peers.
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Procedure steps

Step Action

1 In the MultiLink Trunking Manager navigation pane, open the Smit
Network folder.

2 In the SmIt Network folder, click the Inter-Switch Trunk folder.
The contents pane shows all of the devices with inter switch trunks
configured.

3 For the IstPeerlp of each peer device, enter the IP address
associated with the VLAN on the other peer in the SMLT
configuration.

4 For the IstVlanld of both peer devices, enter the VLAN ID of the
SMLT configuration.

5 All ports in an SMLT configuration must be in the same VLAN.

6 Click Apply.

7 For the IstSessionEnable of both peer devices, click the entry to
select true.

8 Click Apply.

—End—

Configuring a single port SMLT
Ports that are already configured as MLT or MLT-based SMLT cannot be
configured as single port SMLT. You must first remove the split trunk and
then reconfigure the ports as a single port SMLT.

Perform the following procedure to configure a single port SMLT.

Procedure steps

Step Action

1 In the MultiLink Trunking Manager navigation pane, under the SMLT
Network folder, select the Single-Port Smlt folder.

2 On the Content Pane Toolbar, click Add.

3 The Add Single-Port MLT dialog box appears.

4 In the IP Address field, choose a device IP from the list.
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T

5 Enter an SMLT Id.
6 In the Port field, choose a port.

7 Click Save.

—End—

Job aid
The following table describes the items in the Insert SSmlt dialog box.
Item Description
IP Address IP address of the network device.
Smit Id The Split MLT ID, an integer from 1 to 512.

* Aread-only field with a value of 1 to 512 indicates the port
single port SMLT ID assignment.

» A blank field indicates the port is not configured for single
port SMLT. Find an unused SMLT ID by viewing the
currently-used IDs.

Port The slot or port number on the card.

Deleting a single port SMLT
Perform the following procedure to delete a single-port SMLT.

Procedure steps

Step Action
1 In the navigation pane, select the single-port SMLT folder.
2 On the Content Pane Toolbar, click Delete.

The Delete dialog box appears, asking you to confirm the deletion.

3 Click Yes.

—End—

Viewing MultiLink Trunking configurations
In the MultiLink Trunking Manager navigation pane, the navigation tree
shows the IP addresses of discovered devices. Icons associated with IP
addresses on the branches indicate the following types of MLTSs:

* Trunk—a switch that links to another device in the network and has
MLT configurations.
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* No trunk—a switch that links to another device in the network but does
not have an active MLT configured.

* Isolated—a switch connected only to a hub.

The following sections describe how to use MultiLink Trunking Manager:
* "Viewing trunk connections" (page 117)

* "Viewing no trunk configurations" (page 118)

¢ "Viewing isolated devices" (page 119)

¢ "Viewing interswitch trunks" (page 121)

* "Viewing SMLTs" (page 121)

¢ "Viewing single port SMLTs" (page 122)

¢ "Updating information in the MultiLink Trunking Manager" (page 123)
* "Viewing devices and MLT links on the topology map" (page 124)

Viewing trunk connections
You can view the trunk connections for an MLT and configure new trunks to
increase bandwidth.

Perform the following procedure to view trunk connections.

Procedure steps

Step Action
1 In the navigation pane, select a device that is represented by a
trunk icon.
%

The Trunk table appears in the contents pane.

—End—

Job aid
The following table describes the fields in the Trunk table.
Field Description
Device IP address, system name, or host name of the device.
Id Number of the MLT (assigned by MultiLink Trunking Manager).
Name Allows you to enter a name for the MLT.
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Field Description

PortMembers Ports that are assigned to the MLT.

PortType Type of port on the MLT (access or trunk).

Vlanlds VLAN to which the ports belong.

Enable Indicates whether the MLT is enabled (true) or disabled (false).

Ifindex Interface index, a number from 96 to 4097, that identifies the
MLT to the software.

MltType One of the following types of MLT links:

¢ normalMLT—used for normal MLT that do not use SMLT
features.

e istMLT—used for IST (Inter-Switch Trunk) links between
peer devices in SMLT configurations.

e splitMLT—used for SMLT links between peer devices and
non-peer devices in SMLT configurations.

Smitld Shows the SMLT ID number for split MLTSs.
RunningType Read only field displaying the MLT operational type:

e normalMLT
e StMLT
e splitMLT

Viewing no trunk configurations
No trunk configurations are links between two devices that are not MLTs. To
have an MLT or trunk connection, there must be more than one connection
between two devices. Often No trunk configurations are single links
between two devices.

Perform the following procedure to view No trunk configurations.

Procedure steps
Step Action

1 In the MultiLink Trunking Manager navigation pane, select a device
IP address above the IP address represented by a no trunk icon.

%

—End—
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Job aid
The following table describes the fields in the No Trunk table.

Fields Description

Device IP address, system name, or host name of the device.
Id Number of the MLT.

Name Name given to the MLT.

PortMembers Ports that are assigned to the MLT.

PortType Type of port on the MLT (access or trunk).

Vlanlds VLAN(s) to which the ports belong.

Enable Whether the MLT is enabled (true) or disabled (false).
Ifindex Interface index, a number that identifies the MLT to the

software. The range is:

» 512-519 for Passport (legacy) 1050, 1150, 1200, and
1250 devices

e 4096-4127 for Ethernet Routing Switch 8000 family

devices
MltType For SMLT configurations, shows one of the following types
of MLT links:
e normalMLT—used for normal MLT that do not use SMLT
features.

e istMLT—used for IST (inter-switch trunk) links between
peer devices in SMLT configurations.

* splitMLT—used for SMLT links between peer devices and
nonpeer devices in SMLT configurations.

Smitld Shows the SMLT ID number for split multilink trunk links.

RunningType Read only field displaying the MLT operational type:
* normalMLT

e iStMLT

e splitMLT

Viewing isolated devices
Isolated devices have one or more connections to a hub or bus, but are not
connected to another switch.

Perform the following procedure to view the isolated devices.
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T

Procedure steps
Step Action

1 In the MultiLink Trunking Manager navigation tree, expand the
Isolated folder, and then select an isolated device.

The Isolated Device table appears in the contents pane.

—End—

708 aldThe following table describes the fields in the Isolated Device table.
Field Description
Device IP address, system name, or host name of the device.
Id Number of the MLT.
Name Name given to the MLT.
PortMembers Ports that are assigned to the MLT.
PortType Type of port on the MLT (access or trunk).
Vlanlds VLAN(s) to which the ports belong.
Enable Indicates whether the MLT is enabled (true) or disabled
(false).
Ifindex Interface index, a number that identifies the MLT to the

software. The range is:

» 512-519 for Passport (legacy) 1050, 1150, 1200, and
1250 devices

* 4096-4127 for Ethernet Routing Switch 8000 family

devices
MltType For SMLT configurations, shows one of the following types
of MLT links:
e normalMLT—used for normal MLT that do not use SMLT
features.

* istMLT—used for IST (inter-switch trunk) links between
peer devices in SMLT configurations.

* splitMLT—used for SMLT links between peer devices and
non-peer devices in SMLT configurations.
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Field Description
Smitld Shows the SMLT ID number for split multilink trunk links.

RunningType Read only field displaying the MLT operational type:
* normalMLT

e iStMLT

e splitMLT

Viewing interswitch trunks
Inter-switch trunks are links between peer devices in SMLT configurations.

Perform the following procedure to view interswitch trunks.

Procedure steps
Step Action

1 In the MultiLink Trunking Manager navigation tree, select the
Interswitch Trunk under the Smlt Network folder.
The inter-switch trunk table appears in the contents pane.

—End—
Job aid
The following table describes the fields in the inter-switch trunk table.
Field Description
Device Identifies the device on which the IST is configured.
IstSession Lets you enable or disable the IST session.
Enable
IstPeerlp Lets you enter the IP address of the peer device at the other
end of the IST.
IstVlanid Lets you enter the VLAN ID for the IST.

Viewing SMLTs
An SMLT improves the reliability of a Layer 2 (L2) network operating
between a building’s user access switches and the network center
aggregation switch. It does so by providing loadsharing among all the
links and fast failover in case of link failures. For more information about
configuring single port SMLTSs, see "Viewing single port SMLTs" (page 122).

Perform the following procedure to view SMLT.
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Procedure steps

Step Action

1 In the MultiLink Trunking Manager navigation pane, select the any
device node under SMLT folder.
The SMLT table appears in the contents pane.

—End—

Job aid

The following table describes the fields in the SMLT table.

Field

Description

Device

IP address, system name, or host name of the device.

Id

Number of the MLT (assigned by MultiLink Trunking Manager).

MltType

One of the following types of MLT links:

¢ normalMLT-Use for normal MLT that do not use SMLT
features.

e iStMLT- Use for IST (inter-switch trunk) links between
peer devices in SMLT configurations.

e splitMLT-Use for SMLT links between peer devices and
non-peer devices in SMLT configurations.

Smiltld

Shows the SMLT ID number for split MLTSs.

RunningType

Read only field displaying the MLT operational type:
* normalMLT

e IStMLT

e splitMLT

Viewing single port SMLTs
Perform the following to view single-port SMLT.

Procedure steps

Step Action

1 In the MultiLink Trunking Manager navigation pane, select the
Single-port SMLT under the Smlt Network folder.
The single-port SMLT table appears in the contents pane.

—End—
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Job aid
The following table describes the fields in the Single-port SMLT table.
Field Description
Device IP address, system name, or host name of the device.
Smit ID The Split MLT ID, an integer from 1 to 512.

* Aread-only field with a value of 1 to 512 indicates
the port’s single port SMLT ID assignment.

* A blank field indicates the port is not configured
for single port SMLT. Find an unused SMLT ID by
viewing the currently-used IDs.

Port The slot/port number for the port.

OperType Read only field displaying the MLT operational type:
* normalMLT
* iStMLT
e splitMLT

VlanIDs VLAN IDs for the single-port SMLT.

Updating information in the MultiLink Trunking Manager
You can discover the devices in the MultiLink Trunking Manager window
with MultiLink trunk information polled from the network devices. You can
use this feature to load any updated information that took effect since you
opened MultiLink Trunking Manager.

Perform the following procedure to discover the MultiLink trunk information.

Procedure steps
Step Action

1 On the MultiLink Trunking Manager window, click Discover
MultiLink Trunks on Navigation pane tool bar.

COM rediscovers all trunks, and the operation result dialog box
appears.

Operation Result b4

Completed:; 13 [ 13, [Errors: 6, Warnings: 0]

[ ok ] [ Dietails

2 Click Ok to view the MultiLink Trunking Manager window.
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OR
Click Details to view the errors and warnings, if any.

—End—

Viewing devices and MLT links on the topology map
COM displays the topology information from MultiLink Trunking Manager
in the contents pane.

Perform the following procedure to highlight devices and their MLTs in COM.

Procedure steps

Step Action
1 In the navigation pane, select a device with a trunk connection.
The Trunk table appears in the MultiLink Trunking Manager contents
pane.
2 From the MultiLink Trunking Manager menu bar, choose Highlight
On Topology.
The trunk table is highlighted.
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3 Return to the MultiLink Trunking window.

The topology view appears in the COM contents pane with devices
connected to the MLT highlighted in blue and the ports in the MLT or
SMLT highlighted in green.
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—End—
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Using Security Manager

This section describes Security Manager and how to use it to manage
access to the devices in your network.

Navigation
* "About the Security Manager" (page 127)
e "Starting Security Manager" (page 129)
* "Using the Security Manager window" (page 129)
e "Creating and managing security groups" (page 131)
* "Configuring the authentication method" (page 136)
» "Configuring management access" (page 143)

e "Creating and configuring access policies" (page 172)

About Security Manager
Security Manager provides a centralized location where you can manage
access to the devices in your network. You can use Security Manager to:

» group together devices to which you want to apply to same passwords
and access policies

« choose the authentication method for a security group (either RADIUS
or TACACS authentication)

* choose different types of management access (such as CLI, Web,
SNMP, or SSH access)

* create access policies and apply them to security groups, or to individual
devices within a security group

e synchronize, change, and view passwords and access policies
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ATTENTION
This functionality is not to be confused with the Device and Server Credentials
offered through UCM-CS services. The functionality described in this chapter
addresses adding/deleting/changing the passwords on the device itself.

Supported devices
The following table lists the devices that are supported by Security Manager.

Type of access Device type

CLI and Web Passport 1050/1150/1200/1250

Ethernet Routing Switch 8xxx

Ethernet Routing Switch 16xx 2.0 or later (WEB only)
Access Policy and RADIUS server | Passport 1050/1150/1200/1250

Ethernet Routing Switch 8xxx

Ethernet Routing Switch 16xx 2.0 or later

SNMP Ethernet Routing Switch 8xxx (except for 83xx) earlier than 3.7
Passport 1050/1150/1200/1250
SNMPv3 Ethernet Switch 325, 425, 460, 470

Ethernet Routing Switch 55xx 56xx

Ethernet Routing Switch 45xx

Ethernet Routing Switch 25xx

Ethernet Routing Switch 8xxx 3.3 and up (8300 all)
Ethernet Routing Switch 16xx 2.0 or later

SSH Ethernet Routing Switch 8300 2.1.1 and up
Ethernet Routing Switch 16xx 2.0 or later

Ethernet Routing Switch 8xxx (excluding 8300) 3.2.1 and up
Business Policy Switch 2000 2.5.0 and up
Ethernet Switch 460, 470 2.5.0 and up

Ethernet Routing Switch 55xx 56xx 4.0.0 and up
Ethernet Switch 425/420/325 3.0 and up

Ethernet Routing Switch 45xx 4th version digit odd
TACACS Ethernet Routing Switch 8600 5.1 and up

Ethernet Routing Switch 8300 2.2 and up
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Starting Security Manager
Perform the following procedure to start Security Manager.

Procedure steps
Step Action

1 In the Configuration and Orchestration Manager window Navigation
pane, click the + sign to open the list of Managers.

2 Click on the Security Manager icon in the navigation tree.
The Security Manager dialog box appears.

—End—

Using the Security Manager window
The following figure shows the Security Manager window.

Security Manager window

Home Security Manager =

Metwork “!  Group Details
Tool har y & @
& — Mebwork
4 —] Pazsword
jew
- - JWEB
Navigation pane e
4 _j Access Policy
BJMEI\‘K)EIS
4 —j Radusz Server
5 Members
4 S SNMPYE
alMolrurz
4555
JERS 8000
JES, ERS S50eSEuniS:e3s
a S TACACS
a-\Meﬂ:ere
Content pane
a T

The following table describes the parts of the Security Manager window.
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Parts of the Security Manager window

Part Description

Tool bar Provides quick access to commonly used Security Manager
commands. For more information, see "Toolbar and Contents
pane buttons" (page 130).

Navigation | Allows you to navigate security settings for the current network

pane devices. For more information, see "Navigation pane" (page 130).

Contents Displays elements of the folder or element selected on the

pane navigation pane. For more information, see "Contents pane" (page
131).

Toolbar and Contents pane buttons
The following table describes the Security Manager menu bar commands
and toolbar buttons.

Security Manager Menu bar commands and toolbar buttons

Command Tool bar button | Description

Add @ Creates a new security group that contains devices of the
current domain type (CLI, WEB, SNMP, Access Policy,
Radius Server, SSH, TACACS).

Delete @ Removes the selected security group from Security manager.

Edit ¥ Modifies the current device list contained inside the security
group.

Reload 2 Rediscovers the network and reloads Security Manager with

the latest information. For more information, see "Reloading
Security Manager" (page 134).

Revert Changes 3 Undo any unapplied change you made to a record.

Apply Changes [ Applies your settings to all of the devices in the security group.

Navigation pane
The Security Manager navigation pane displays a hierarchical folder tree
that you can use to navigate to security groups.

The following figure shows the navigation pane of the Security Manager
window.
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Security Manager navigation pane
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Contents pane
The content pane only displays detailed information for each device selected
in the navigation pane.

Creating and managing security groups
The following sections describe how to use Security Manager to create
and modify security groups:

¢ "Creating security groups" (page 131)

"Adding new devices to a security group" (page 133)
e "Saving security group settings" (page 134)
* "Reloading Security Manager" (page 134)

"Editing Security Groups" (page 134)
« "Deleting security groups" (page 135)

Creating security groups
Perform the following procedure to create a security group.

Procedure steps
Step Action

1 In the navigation pane, browse and select one of the following
application folders:

* Access Policy

e Radius Server
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* SNMPV3
« SSH

« TACACS
OR

Under the Password folder, select CLI, WEB or SNMP.

2 On the Toolbar, click Add (the + sign).
The Add Group dialog box appears.

Add Group @

Group Properties

Group Mame; |

Devices

Device
172.16.120.2
172161205

[ Save J [ Close ] [ Help J

3 In the Group Name field, type a new group name.

4 In the device list, choose the devices that you want to include in
the new security group.
OR

Click the device check box to select all devices at the same time.

5 Click Save.

The Security Manager creates a new security group containing the
selected devices.

—End—
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Job aid
The following table describes the Add Group dialog box.

Part Description
Group Allows you to enter a name for the new security group. The new
Name security group should have a unique name.

Device list | Displays a list of devices that you can add to the new security group.

Adding new devices to a security group
Perform the following procedure to add additional devices to an already
existing security group.

Procedure steps

Step Action
1 Open the folder for the security group to which you want to add a
device.

2 Click Add.
The Add group dialog box appears.

Add Group

Group Properties

Group Mame:

Devices

Device

10,1261 2 ii
1012640101

1012610129

10127.222

10427223

101272212 =

[ Save ] [ Close ] [ Help ]

3 If you want to change the name of the group, type the new name
in the Group Name field.

4 Select the check box corresponding to the devices you want to add
to the group.

5 Click Save. The device gets added to the group and appears on the
Navigation pane under the group.

If you do not want to add the device, click Close.
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—End—

Saving security group settings
Security Manager saves all security group information to the local hard disk
when you close the Security Manager window. When you restart Security
Manager, it reloads the saved security group settings.

Reloading Security Manager
Security Manager allows you to refresh the information in the window with
security information polled from the network devices. You can use this
feature to load any updated information that took effect since you opened
Security Manager.

Perform the following procedure to reload the security information.

Procedure steps

Step Action

1 On the Security Manager tool bar, click Reload Security manager.
A dialog box appears asking for confirmation to reload the Security
Manager.
Confirm *®

92 ) Reload Security Manager ?
-

2 Click Yes to reload the Security Manager.

COM reloads topology information from the network devices and
refreshes the Security Manager window with it.

3 If you do not want to reload the Security Manager, click No.

—End—

Editing Security Groups
Perform the following procedure to edit selected devices in a security group.
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Procedure steps
Step Action
1 In the navigation pane, browse and select one of the following

application folders:

Access Policy
Radius Server
SNMPv3

SSH

TACACS

OR
Under the Password folder, select CLI, WEB or SNMP.

2 Click the device in the security group folder that requires editing..

3 Click Edit.
The Edit group dialog box appears.

Edit Group [x]

Group Properties

Group Narme: ArcessPolicyl

Devices

Device
101261 2 ﬂ
10427.2212

101272213
10427 452
10127453

10127 462 =

[ Save ] [ Close ] [ Help ]

4 If you want to change the name of the group, type the new name
in the Group Name field.

5 Click Save.

—End—

Deleting secur
Perform

ity groups
the following procedure to delete a security group.
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Procedure steps

Step Action
1 In the navigation pane, select the security group that you want to
delete.
2 On the Tool bar, click Delete (the - symbol). A dialog box appears
asking for confirmation to delete security group.
3 Click Yes to delete the security group.
—End—

Configuring the authentication method
You can specify a centralized server—such as a RADIUS server or a
TACACS server—to authenticate the credentials of users that access
devices in a security group. If you do not specify a centralized server, users
are authenticated locally on the device by default.

The following sections describe how to use Security Manager to configure
the authentication method used by security groups in your network:

¢ "Configuring RADIUS authentication" (page 136)
» "Configuring TACACS authentication" (page 140)

Configuring RADIUS authentication
The following sections provide information about using a RADIUS server
with a security group.

¢ "Adding RADIUS servers" (page 136)
e "Setting global RADIUS server parameters” (page 139)
* "Removing RADIUS servers" (page 140)

Adding RADIUS servers
Perform the following procedure to add a RADIUS server to a security group.

Procedure steps

Step Action

1 Under the Radius Server folder in the navigation pane, click the
folder for the security group for which you want to add a RADIUS
server.

2 In the contents pane, click the Radius Servers tab.

3 On the Tool bar, click Add (the + symbol).

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard

2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



Configuring the authentication method 137

The New Radius Servers Entry dialog box appears.

N@RTEL Configuration and Orchestration Manager

SM - New Radius Servers Entry @

Add Enk: ¥
Address W‘
UsedBy cli |V |
Priority 10 1..10
Tirmeout 3 1..20
Enable true |V |
MaxRetries 1 0.6
UdpPaork 1812 1..65536
Secretkey
AcctEnable frue | s |
AcctldpPart 1813 1..65536
Sourcelpaddr 0.0.0.0

Device
172161202

o [ ]

ATTENTION
The default values for the RADIUS port (UdpPort) and the RADIUS
accounting port (AccUdpPort) are 1812 and 1813, respectively. Many
legacy servers use default ports 1645 and 1646, respectively. You must
ensure that the ports specified in this table match the ports on which
your RADIUS servers are listening.

4 Set the dialog box parameters as appropriate.
5 Click OK.

The Security Manager creates a new entry on the Radius Server tab.

Security Manager applies your changes only to the changed devices
in the security group.

—End—

Job aid
The following table describes the New Radius Servers Entry dialog box.
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Part Description

Address Specifies the IP address of the new server.

UsedBy Configures accesses for cli, igap, snmp and eap as they
require RADIUS server authentication.

Priority Specifies the priority between 1 and 10 of the new RADIUS
server.

TimeOut Specifies the number of seconds, between 1 and 10, between
retransmissions from the client to the RADIUS server.

Enable Enables the RADIUS server.

MaxRetries Specifies the maximum number of retries, between 1 and 6, to
allow requests to the server.

UdpPort Specifies the UDP port number, between 1 and 65536, that
the client will use to send requests to the server.
The default value is 1812.

SecretKey Specifies the secret key of the authentication client.

AccEnable Allows you to enable accounting on the RADIUS server.

AccUdpPort Allows you to enter the UDP port number of the RADIUS
accounting server.
The default value is 1813.

SourcelpAddr Configures the source IP address for RADIUS packets.

The following table describes the Radius Servers tab.

Radius Servers tab of the Attributes folder

Part Description

Address Allows you to enter the IP address of the new server.

UsedBy Configures accesses for cli, igap, snmp and eap as they require
RADIUS server authentication.

Priority Allows you to enter the priority between 1 and 10 of the
RADIUS server.

TimeOut Allows you to enter the number of seconds, between 1 and
10, that you require between retransmissions from the client
to the RADIUS server.

Enable Allows you to enable the RADIUS server.

MaxRetries Allows you to enter the maximum number of retries, between 1
and 6, that you require to allow requests to the server.
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Part

Description

UdpPort

Allows you to enter the UDP port number, between 1 and
65536, that the client will use to send requests to the server.

ATTENTION
The UDP port value set for the client must be the same as
the value set for the RADIUS server.

SecretKey

Allows you to enter the secret key of the authentication client.

AccEnable

Allows you to enable accounting on this RADIUS server.

AccUdpPort

Allows you to enter the UDP port number of the RADIUS
accounting server.

SourcelpAddr

Configures the source IP address for RADIUS packets.

Setting global RADIUS server parameters
Perform the following procedure to set global RADIUS server parameters.

Procedure steps

Step Action

1 Under the Radius Server folder in the navigation pane, open the

folder for the security group for which you want to set global RADIUS
server parameters.

2 In the contents pane, click the Radius Global tab.
Grotip Details
.Iladniﬂnbal i'.Padus. SErvers |
Sv208 @
false "[1';‘| 152 faise 153
3 Set the parameters as appropriate.
4 On the Security Manager tool bar, click Apply Changes.

Security Manager applies your changes only to the changed devices
in the security group.

—End—
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Job aid
The following table describes the Radius Global tab.

Part Description

Enable Allows you to enable or disable the RADIUS authentication
feature globally.

MaxNumber Allows you to set the maximum number of servers, between 1

Server and 10, that you want to use.
Attribute Allows you to set the value for Access-Priority attribute. The
Value default is 192.

AcctEnable Allows you to enable or disable accounting on this RADIUS
server.

AcctAttribute | Allows you to set the account attribute value, ranging from 192
Value to 240. This attribute is vendor-specific and is different from the
attribute value used for authentication.

Removing RADIUS servers
Perform the following procedure to remove a RADIUS server from a security

group.

Procedure steps

Step Action

1 Under the Radius Server folder in the navigation pane, open the
folder for the security group for which you want to remove a RADIUS
server.

2 In the contents pane, click the Radius Servers tab.

3 Click any cell of the entry for the RADIUS server that you want to
remove.

4 On the Tool bar, click Delete (the - symbol).

The system asks for confirmation on deleting the entry.

5 Click Yes to delete the selected entry.

Security Manager deletes the selected entry in the RADIUS server
table.

—End—

Configuring TACACS authentication
You can use Security Manager to add, delete, and modify attributes for
TACACS servers for all the devices in a security group.
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The following topics are covered in this section:

* "Enabling or disabling TACACS Global" (page 141)
¢ "Adding TACACS servers" (page 141)

¢ "Deleting TACACS server entries" (page 143)
Enabling or disabling TACACS Global

Security Manager allows you to enable and disable TACACS globally within
a security group.

Perform the following procedure to enable or disable TACACS globally
within a security group.

Procedure steps

Step Action

1 Click on the required security group.
2 Click TACACS Global tab.

3 Select True to enable and False to disable the TACACS globally
within the security group.

Group Details

i TACACS Global | TACACS Servers |
Sv208

| GlobaEnsble

| talse |vi

| trus

[Faee

—End—

Adding TACACS servers
You can add TACACS servers using the Security Manager.

Perform the following procedure to add a TACACS server:

Procedure steps

Step Action

1 In the navigation pane, click the folder for the security group for
which you want to configure TACACS.

2 Select the required device.
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3 In the Contents pane, click the TACACS Servers tab.

4 On the Toolbar, click Insert (the plus symbol).
The New TACACS Servers Entry dialog box appears.

5M - New TACALCS Servers Entry

Add Entry
AddressType Tpwd |" |
Address 0.0.00
Porthumber 49 0,.65535
ConnectionType perSessionConnection |V|
Timeout 10 10..30
Key
SourcelplnterfaceEnabled false w7
SourcelpInterfaceType Ipwd %
Sourcelplnterface 0.0.0.0
Priority 1
Devices
Device
@ 172184202
0 172481208

5 Select appropriate settings for the TACACS server to be added.

6 Click OK.
The Security Manager adds the new TACACS server.

—End—

Job aid
The following table describes New TACACS Server dialog box.

New TACACS Server dialog box fields

Part Description

Address Type Specifies the type of address of the TACACS server.

Address Specifies the server address.

Port number Specifies the port number to access the server.

Connection type Specifies the single connection or per session connection to the
server.
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Part Description

Timeout Specifies the number of seconds, between 1 and 10, between
retransmissions from the client to the RADIUS server.

Key Specifies the key.

SourcelPInterfaceEnabled | Specifies the IP address of the interface whether it is enabled.

SourcelPInterfaceType Specifies the type of the IP address.

SourcelPInterface Specifies the IP address of the interface.

Priority Specifies the priority, between 1 and 10, of the new TACACS server.

Deleting TACACS server entries
Perform the following procedure to delete a TACACS server entry.

Procedure steps

Step Action

1 Click the folder for the security group from which you want to delete
a TACACS entry.

2 In the security group folder, click the desired device.

3 In the Contents pane, click the TACACS Servers tab.

4 On the TACACS Servers tab, click the cell of the TACACS Server
that you want to delete (entire row is deleted).

5 On the Toolbar, click Delete(the - symbol).

6 Click Yes to delete the security group.
Security Manager deletes the TACACS server entry.

—End—

Configuring management access
You can use Security Manager to configure how management applications
can access the devices in a security group.

The following sections describe how to configure the type of access
permitted for devices in a security group:

e "Configuring a security group for SSH access" (page 144)
e "Configuring a security group for CLI access" (page 150)
* "Configuring a security group for Web access" (page 152)

¢ "Configuring a security group for SNMP v1/v2c access" (page 154)
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e "Configuring a security group for SNMP v3 access" (page 154)

Configuring a security group for SSH access
This section describes how to configure SSH security groups, SSH Bulk
passwords, and related properties.

¢ "Creating SSH security groups" (page 144)
» "Configuring SSH Bulk Passwords" (page 145)

e "Configuring SSH properties for ERS 8000 security groups and devices"
(page 148)

e "Configuring SSH properties for ERS 55xx/35xx/45xx/25xx and Ethernet
Switch security groups" (page 149)

* "Deleting SSH security groups" (page 150)

Creating SSH security groups
Perform the following procedure to create an SSH security group.

Procedure steps

Step Action

1 In the navigation pane, click the SSH folder.

SSH contains two subtype domains, one to group devices from
ERS8600 family and the other for ES/ERS55xX/ERS45xx/35xx/25xx
compatible devices.

2 Select a subdomain.

3 Click Add button (the + sign from Navigation Pane tool bar).
The Add Group dialog box appears.
4 In the Group Name field, type a new group name.

5 Select devices (not all SSH capable devices are in Devices list, just
the ones filtered to be compliant to the current selected subgroup).

6 Click Save.

The Security Manager creates a new SSH security group containing
the selected devices.

—End—
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Configuring SSH Bulk Passwords

In Security Manager, you can use Secure Shell (SSH) to configure the CLI
user name and password for all the devices in a security group. You can
also use SSH to configure the SNMP communities for the security group
on ERS 55xx/35xx/45xx/25xx, and Ethernet Switch devices. Using an SSH
connection to make these configuration changes ensures the confidentiality
of the user names and passwords of the devices in the security group.

Perform the following procedure to configure SSH access for a security
group.

Procedure steps

Step Action

1 Under the SSH folder in the navigation pane, click the folder for the
security group for which you want to configure SSH access.

2 In the contents pane, click the Change Password tab.

The Change Password tab appears.

Group Details =
S5 | Change Password |
evaoe )
RWA User Namet,
RWA Password:
ar | we | |
Access Leval | Uzar Mame | Mew Paszword | Contiem Newy Password
-
3 For ERS 8000 devices, enter the current user name for the devices
in the RWA Username field.
4 Enter the current password for the devices in the RWA Password
field.
5 Update the CLI and WEB passwords as follows:

* To update the password for the CLI for ERS 55xx/35xx/45xx/25xx
or Ethernet Switch devices:

— Click the CLI tab.

— In the Password column, double-click a password cell to
activate it.

— Enter the desired password.
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— In the adjacent Confirm Password cell, re-enter the desired
password.

To update the SNMP community string for ERS
55xx/35xx/45xx/25xx or Ethernet Switch devices.
— Click the WEB tab.

— Update the required fields in the table.

You can update the user name and password for the following
three access levels:

- RO

- RW

- RWA
To update the password for the CLI for non-ERS
55xx/35xx/45xx/25xx devices:
— Choose the CLI tab.

— In the User ID column, double-click a user ID cell to activate
it.

— Enter the desired UserName.

— In the OId Password field, enter the old password.

— Inthe Confirm Old Password field, reenter the old password.
— In the New Password field, enter the new password.

— In the Confirm New Password field, reenter the new
password.

6 Initiate the password change:

To initiate the password change immediately, click Change
Password. The status bar shows the current status. After
all devices have finished the password change, the status is
displayed as Done.

To initiate the password change at a later time, click Schedule,
and complete the Schedule Password Change dialog box.

ATTENTION

Password change is applicable only to fields with data. Empty fields are
not considered. All passwords are shown as asterisks (***), not plain text.
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7 In the Name box, enter a name to assign to the task. The
name distinguishes this task from other scheduled tasks for easy
identification.

8 Use the Schedule option to set a schedule for the task.

* When you choose One Time Only, Scheduler Server executes
the task only once at the time you specify.

* When you choose Every Month on the __ Day, Scheduler
Server executes the task every month on the day of the month
and at the time you specify.

* When you choose Every Week on __, Scheduler Server
executes the task every week on the day of the week and at the
time you specify.

*  When you choose Every __ Days, Scheduler Server executes
the task at the interval and time you specify.

* When you choose Every Day, Scheduler Server executes the
task every day at the time you specify.

9 In the Date box, set the date and time you want Scheduler Server
to execute the task.

10 Click Set.

Scheduler Server schedules the task and executes it at the set time.

—End—

Job aid The following table describes the Schedule Password Change

dialog box.
Part Description
Id Specifies the ID of this schedule.
Name Specifies the name of this schedule.
Log File Specifies the name of the Log file.
Schedule-One time | Specifies a password change scheduled only once.
only
Schedule-Every Specifies a password change for every month on the
Month on The nth | specified day.
Day
Schedule-Every Specifies a password change for every week on the
week on specified day
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Part Description

Schedule-Every n | Specifies a password change for every n days.

days

Schedule-Every Specifies a password change every day.

Day

Select date/time Specifies the date and time from which the scheduler
should be activated.

Set Fixes the time at which the password must change.

Configuring SSH properties for ERS 8000 security groups and
devices

Perform the following procedure to configure SSH properties for an ERS
8000 security group.

Procedure steps

Step Action
1 Under the SSH folder in the navigation pane, click the folder for the
security group for which you want to configure SSH properties.
2 In the contents pane, click the SSH tab.
The SSH tab appears.
Bl
" JQ;M: esIn Faxd LR = Thrzot Frvacion Jsmeth Fasauth Fassanth DzakayEie FmadayEon s
3 Select and modify any of the fields in the table. See the job aid

below for descriptions on each field.

4 Click Apply Changes.

—End—

Job aid The following table describes the SSH tab.

Part Description

Address Specifies the IP address for the device.
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Part Description

Enable Enables or disables SSH. Set to false to disable SSH
services. Set to true to enable SSH services. Set to secure
to enable SSH and disable insecure services SNMP, TFTP,
and Telnet. The secure mode will take effect after restart.
Default is false.

Version Sets the SSH version. Set to both or v2only. Default is
v2only.

Port Sets the SSH connection port number. Default is 22.

Max Session Sets the maximum number of SSH sessions allowed.
The value can be from 0 to 8. Default is 4.

Timeout Sets the SSH authentication connection timeout in seconds.
Default is 60 seconds.

KeyAction Sets the SSH key action.

DsaAuth Enables or disables DSA authentication. Default is enabled.

RsaAuth Enables or disables RSA authentication. Default is enabled.

PassAuth Enables or disables password authentication. Default is
enabled.

DsaKeySize Specifies the DSA key size. Value can be from 512 to 1024.
Default is 1024.

RsaKeySize Specifies the RSA key size. Value can be from 512 to 1024.
Default is 1024.

Configuring SSH properties for ERS 55xx/35xx/45xx/25xx and
Ethernet Switch security groups
Perform the following procedure to configure SSH properties for an ERS

55xx/35xx/45xx/25xx or Ethernet Switch security group.

Procedure steps

Step Action

1 Under the SSH folder in the navigation pane, click the folder for the
security group for which you want to configure SSH properties.

2 In the contents pane, click the SSH tab.
The SSH tab appears.

3 Select and modify any of the fields in the table. See the job aid
below for descriptions on each field.

4 Click Apply Changes.

—End—
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Job aid The following table describes the SSH tab:

Part Description

Device Address Specifies the IP address for the device.

Enable Enables or disables SSH. Set to false to disable SSH
services. Set to true to enable SSH services. Set to secure
to enable SSH and disable insecure services SNMP, TFTP,
and Telnet. The secure mode will take effect after reboot.
Default is false.

Version Sets the SSH version. Set to both or v2only. Default is
v2only.

Port Sets the SSH connection port number. Default is 22.

Timeout Sets the SSH authentication connection timeout in seconds.
Default is 60 seconds.

KeyAction Sets the SSH key action.

DsaAuth Enables or disables DSA authentication. Default is enabled.

PassAuth Enables or disables password authentication. Default is
enabled.

Deleting SSH security groups
Perform the following procedure to delete an SSH security group.

Procedure steps

Step Action

1 In the navigation pane, select the SSH security group that you want
to delete.

2 On the Tool bar, click Delete (the - symbol).

The system asks for confirmation on deleting the security group.

3 Click Yes to delete the security group.
Security Manager delete the selected security group.
If you do not wish to delete the security group, click No.

—End—

Configuring a security group for CLI access
You can use Security Manager to configure the Command Line Interface
(CLI) user names and passwords for all of the devices in a security group.
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Perform the following procedure to configure CLI access for a security group.

Procedure steps

Step Action

1 Under the CLI folder in the navigation pane, click the folder for the
security group for which you want to configure CLI access.

2 Click any field in the Content pane and edit the contents of the field.
CLI Access tab
Group Details
| [LI Access |_
svaoe

R TT T P a—— o poeen o e in e

L] |

CLI Access tab (contd.)

RAL2Password RV 1Userbilame  RWLiPassword  ROUsarhame ROPassword e’ MaxR onz Temeout
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3 On the Security Manager tool bar, click Apply Changes.

Security Manager applies your changes only to the changed devices
in the security group.

—End—

Job aid
The following table describes the CLI Access tab.

Part Description
Address Specifies the IP address of the CLI account.
RWAUserName Specifies the user name for the read/write/all CLI account.
RWAPassword Specifies the password for the read/write/all CLI account.
RWUserName Specifies the user name for the read/write CLI account.
RwWPassword Specifies the password for the read/write CLI account.
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Part Description

RWL3UserName Specifies the user name for the Layer 3 read/write CLI
account.

RWL3Password Specifies the password for the Layer 3 read/write CLI
account.

RWL2UserName Specifies the user name for the Layer 2 read/write CLI
account.

RWL2Password Specifies the password for the Layer 2 read/write CLI
account.

RWL1UserName Specifies the user name for the Layer 1 read/write CLI
account.

RWL1Password Specifies the password for the Layer 1 read/write CLI
account.

ROUserName Specifies the user name for the read-only CLI account.

ROPassword Specifies the password for the read-only CLI account.

MaxTelnet Specifies the maximum number of concurrent Telnet

Sessions sessions that are allowed (from O to 8).

MaxRlogin Specifies the maximum number of concurrent Rlogin

Sessions sessions that are allowed (from O to 8).

Timeout Specifies the number of seconds of inactivity for a Telnet
or Rlogin session before automatic timeout and disconnect
(30 to 65535 seconds).

The CLI Access tab also lets you specify the number of allowed Telnet
sessions and remote login (Rlogin) sessions. To prohibit Telnet or rlogin
access to the devices, specify zero (0) as the number of allowed sessions.
Ports are in the forwarding and blocking states.

Configuring a security group for Web access

You can use Security Manager to manage access to the Web interfaces
for all devices in the security group.

Perform the following procedure to configure Web access for a security

group.

Procedure steps

Step Action

1 Under the WEB folder in the navigation pane, click the folder for the
security group for which you want to configure Web access.

2 In the contents pane, click the Web Access tab.

The fields appear on the Contents pane.
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3 On the Web Access tab, edit the Web access user names and

passwords.

ATTENTION

In Web Access only the ROPassword can be changed.

4 On the Security Manager toolbar, click Apply Changes.

Security Manager applies your changes only to the changed devices
in the security group.

—End—

Job aid

The following table describes the parts of the Web Access tab.

Part

Description

Address

Specifies the IP address of the security group.

RWAUserName

Specifies the user name of the RWAUserName Web access
account for the security group.

RWAPassword

Specifies the password of the RWAPassword Web access
account for the security group.

RWUserName

Specifies the user name of the RWUserName Web access
account for the security group.

RWPassword

Specifies the password of the RWPassword Web access
account for the security group.

ROUserName

Specifies the user name of the ROUserName Web access
account for the security group.

ROPassword

Specifies the password of the ROPassword Web access
account for the security group.

DefaultDisplay
Rows

Displays the number of default display rows on the Web
management interface.

HttpPort

Displays the HTTP port for Web management access.

Enable Server

Allows you to enable or disable the Web access server.
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Configuring a security group for SNMP v1/v2c access
You can use Security Manager to configure the SNMP community strings for
all of the devices in a security group.

Perform the following procedure to configure SNMP community strings for
a security group.

Procedure steps

Step Action

1 Under the SNMP folder in the navigation pane, click the folder to
configure SNMP access for the security group.

2 Click the SNMP Access tab.

3 On the SNMP Access tab, edit the SNMP community strings.

4 On the Security Manager toolbar, click Apply Changes.

Security Manager applies your changes only to the changed devices
in the security group.

—End—

Job aid

The following table describes the parts of the SNMP Access tab.

Part

Description

ReadWriteAll

Specifies the SNMP ReadWriteAll community string for the
security group.

ReadWrite

Specifies the SNMP ReadWrite community string for the security
group.

ReadOnly

Specifies the SNMP ReadOnly community string for the security
group.

ReadWrite
Layer3

Specifies the SNMP ReadWriteLayer3 community string for the
security group.

ReadWrite
Layer2

Specifies the SNMP ReadWriteLayer2 community string for the
security group.

ReadWrite
Layerl

Specifies the SNMP ReadWriteLayerl community string for the
security group.

Configuring a security group for SNMP v3 access
You can use Security Manager to configure the SNMP v3 access for all
of the devices in a security group.
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Before you begin to use Security Manager to configure access parameters,
you must configure SNMP v3 credentials on the device that you wish to
manage. You must also enter the SNMP v3 credentials in the Device and
Server Credentials Manager in the UCM.

After you have configured the SNMP v3 credentials on the device, and in
the UCM platform, COM allows users to connect to devices in a security
group using SNMP v3. To manage the level of access for each user, you
must configure the following parameters in Security Manager:

* create the user in the USM table; see "Configuring USM access" (page
155) and "Adding a USM user" (page 156)

e add the user to the VACM group; see "Configuring VACM group
members" (page 159)

* assign access levels to the USM group; see "Configuring VACM group
access" (page 157)

e create a VACM MIB view; see "Configuring the VACM MIB view" (page
160)

These parameters allow you to assign a user to a MIB view; when the
user connects to a device through SNMP v3, the MIB view specifies the
read/write access for the user.

In addition to these required parameters, you can also configure the
following optional parameters:

* Community Table

e Target Table

e Target Params Table

* Notify Table

* Notify Filter Table

* Notify Filter Profile Table

For further information about configuring SNMP for your device, refer to
technical documentation for the device.

Configuring USM access

You can use Security Manager to configure User-based Security Model
(USM) access for devices in a security group. Perform the following
procedure to view USM access for a device.

Procedure steps
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Step Action

1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group for which you want to configure USM access.

2 In the security group folder, click the desired device.

3 In the contents pane, click the USM Access tab.

4 Enter the parameters for USM access, as described in the table

below.

—End—
Table 9
Job aid
Part Description
Engine 1D Indicates the administratively-unique identifier for the SNMP
engine.
Name The name of the new user.
SecurityName Creates the name used as an index to the table. The range is
1 to 32 characters.
AuthProtocol Identifies the Authentication protocol used.
PrivProtocol Identifies the privacy protocol used.

Adding a USM user
Perform the following procedure to add a USM user.

Procedure steps

Step Action

1 Click the USM Access tab.

2 On the Toolbar, click Create Entry (the plus sign).

The New USM User dialog box appears.

3 In the SM - New USM Access Entry dialog box, edit the USM user
names and passwords, as described in the table below.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.
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The Security Manager creates a new USM entry in the selected
devices under the device list.

—End—
Table 10
Job aid
Part Description
Engine 1D Indicates the administratively-unique identifier for the SNMP

engine.

New User Name

Creates the new entry with this security name. The name is used
as an index to the table. The range is 1 to 32 characters.

Clone From User

Specifies the security name from which the new entry must copy
privacy and authentication parameters. The range is 1 to 32
characters.

Auth Protocol (Optional)

Assigns an authentication protocol (or no authentication) from a
drop-down menu. If you select an authentication protocol, you
must enter the cloned user’s authentication password and specify
a new authentication password for the new user.

Cloned User’s Auth Password

Enter the cloned user’s authentication password.

New User’s Auth Password

Enter a new authentication password for the new user.

Priv Protocol (Optional)

Assigns a privacy protocol (or no privacy) from a drop-down menu.If
you select a privacy protocol, you must enter the cloned user’s
privacy Pass and specify a new privacy password for the new user.

Cloned User’s Priv Password

Enter the cloned user’s privacy password.

New User’s Priv Password

Enter a new privacy password for the new user.

OK

Adds the devices to the security group and closes the dialog box.

Close

Closes the dialog box without applying your settings.

Configuring VACM group access
Perform the following procedure to configure VACM Group Access for a

device.

Procedure steps

Step Action
1 Click the VACM Group Access tab.
2 On the Toolbar, click Create Entry (the plus sign).

The SM - New VACM Group Access dialog box appears.
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3 In the SM - New VACM Group Access Entry dialog box, edit the
VACM Group Access properties, as described in the table below.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new VACM Group Access entry in
the selected devices under the device list.

—End—
Table 11
Job aid

Part Description

GroupName The name of the new group name in the VACM table. The name is
a numeral. The range is 1 to 32 characters.

AccessContextPrefix The contextName of an incoming SNMP packet must match
exactly or partially the value of the instance of this object. The
range is an SnmpAdminString, 1 to 32 characters.

AccessSecurityModel The security model of the entry, either SNMPv1, SNMPv2, or
SNMPv3.

AccessSecurityLevel The minimum level of security required to gain access rights. The
security levels are:
noAuthNoPriv
authNoPriv
authpriv

AccessReadViewName Specifies the MIB view to which read access is authorized.

AccessWriteViewName

Specifies the MIB view to which write access is authorized.

AccessNotifyViewName Specifies the MIB view name to which notification access is
authorized.

OK Adds the devices to the security group and closes the dialog box.

Close Closes the dialog box without applying your settings.

Viewing VACM group members
Perform the following procedures to view VACM Group Members for a

device.

Procedure steps
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Step Action
1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group.
2 In the security group folder, click the desired device.
3 In the contents pane, click the VACM Group Members tab.
—End—
Table 12
Job aid
Part Description
SecurityModel The security model currently in use.
SecurityName The name representing the user in usm user. The range is 1 to 32
characters.
GroupName The name of the group to which this entry (combination of

securityModel and securityName) belongs.

Configuring VACM group members

You can use Security Manager to configure VACM Group Members for
devices in a security group. Perform the following procedure to add VACM
Group Members to a device.

Procedure steps

Step Action

1
2

In the contents pane, click the VACM Group Members tab.

On the Toolbar, click Create Entry (the plus sign). The VACM Group
Member dialog box appears.

In the SM - VACM Group Member Entry dialog box, edit the VACM
Group Member properties.

To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

Click Ok.

The Security Manager creates a new VACM entry in the selected
devices under the device list.
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—End—
Table 13
Job aid
Part Description
SecurityModel The security model currently in use.
SecurityName The name representing the user in usm user. The range is 1 to 32
characters.
GroupName The name of the group to which this entry (combination of
securityModel and securityName) belongs.
OK Adds the devices to the security group and closes the dialog box.
Close Closes the dialog box without applying your settings.

Configuring the VACM MIB view
Perform the following procedure to configure a VACM MIB view.

Procedure steps

Step Action
1 In the contents pane, click the VACM MIB View tab.
2 On the Toolbar, click Create Entry (the plus sign).

The SM - New VACM MIB View Entry dialog box appears.

3 In the SM - New VACM MIB View Entry dialog box, edit the VACM
MIB View properties, as described in the table below.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new VACM MIB view entry in the
selected devices under the device list.

—End—
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Table 14
Job aid
Part Description
ViewName The group name. The range is 1 to 32 characters.
Subtree Any valid object identifier that defines the set of MIB objects or
MIB node name accessible by this SNMP entity. For example
1.3.6.1.1.5 or Org, ISO 8802.
Mask Specifies that a bit mask be used with vacmViewTreeFami
lySubtree to determine whether an OID falls under a view subtree.
Type Determines whether access to a mib object is granted (Included) or
denied (Excluded). Included is the default.
Accessing the VACM MIB view
You can use Security Manager to display VACM Management Information
Base (MIB) views for devices in a security group. Perform the following
procedure to display VACM MIB views for a device.
Procedure steps
Step Action
1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group for which you want to display VACM MIB views.
2 In the security group folder, click the desired device.
3 In the contents pane, click the VACM MIB View tab.
The table below lists the information displayed on the VACM MIB
view tab.
—End—
Table 15
Job aid
Part Description
ViewName The group name. The range is 1 to 32 characters.
Subtree Any valid object identifier that defines the set of MIB objects or
MIB node name accessible by this SNMP entity. For example
1.3.6.1.1.5 or Org, 1SO 8802.
Mask Specifies that a bit mask be used with vacmViewTreeFami
lySubtree to determine whether an OID falls under a view subtree.
Type Determines whether access to a mib object is granted (Included) or
denied (Excluded). Included is the default.
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Viewing the community table

You can use Security Manager to configure the Community Table for
devices in a security group. Perform the following procedure to configure
the Community Table for a device.

Procedure steps

Step Action
1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group.
2 In the security group folder, click the desired device.
3 In the contents pane, click the Community Table tab.
The table below lists the information displayed on the Community
Table tab.
—End—
Table 16
Job aid
Part Description
Index The unique index value of a row in this table. SnmpAdminString
1-32 characters.
Name The community string for which a row in this table represents a
configuration.
SecurityName The security name assigned to this entry in the Community table.

The range is 1 to 32 characters.

ContextEnginelD

The contextEnginelD indicating the location of the context in which
management information is accessed.

TransportTag

The transport endpoints that are associated with the community
string. The community string is only valid when found in an
SNMPv1 (or SNMPv2c) message received from one of these
transport endpoints, or when used in an SNMPv1 (or SNMPv2c)
message to be sent to one of these transport endpoints. The value
of this object identifies a set of entries in the snmpTargetAddrTable.
If the value of this object has zero-length, transport endpoints

are not checked when attempting to choose an entry in the
snmpCommunityTable (that is, the community string is valid for
use with any transport endpoint).

Configuring the community table
Perform the following procedure to configure the Community Table.
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Procedure steps

Step Action

1 In the contents pane, click the Community Table tab.

2 On the Toolbar, click Create Entry (the plus sign).

The SM - New Community Table Entry dialog box appears.

3 In the SM - New Community Table Entry dialog box, edit the
Community Table properties, as described in the table below.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new Community Table entry in the
selected devices under the device list.

—End—
Table 17
Job aid
Part Description
Index The unique index value of a row in this table. SnmpAdminString
1-32 characters.
Name The community string for which a row in this table represents a
configuration.
SecurityName The security name assigned to this entry in the Community table.

The range is 1 to 32 characters.

ContextEnginelD

The contextEnginelD indicating the location of the context in which
management information is accessed.

TransportTag

The transport endpoints that are associated with the community
string. The community string is only valid when found in an
SNMPv1 (or SNMPv2c) message received from one of these
transport endpoints, or when used in an SNMPv1 (or SNMPv2c)
message to be sent to one of these transport endpoints. The value
of this object identifies a set of entries in the snmpTargetAddrTable.
If the value of this object has zero-length, transport endpoints

are not checked when attempting to choose an entry in the
snmpCommunityTable (that is, the community string is valid for
use with any transport endpoint).
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OK Adds the devices to the security group and closes the dialog box.
Close Closes the dialog box without applying your settings.
Viewing the target table
You can use Security Manager to display the Target Table for devices in a
security group. Perform the following procedure to display the Target Table
for a device.
Procedure steps
Step Action
1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group.
2 In the security group folder, click the desired device.
3 In the contents pane, click the Target Table tab.
The table below lists the information displayed on the Target Table
tab.
—End—
Table 18
Job aid
Part Description
Name The unique identifier to index this table.
TDomain The transport type of the address in the snmpTargetAddr
TAddressobject.
TAddress The transport address whose format depends on the value of the
snmpTargetAddrTAddressobject.
Timeout The maximum round trip time required for communicating with the
transport address defined by this row.
RetryCount The number of retries to be attempted when a response is not
received for a generated message.
TagList Specifies a list of tag values. A tag value refers to a class of targets
to which the messages may be sent.
Params The value of SnmpAdminString identifies snmpTargetPara
msTable entries.

Configuring the target table
Perform the following procedure to configure the Target Table for a device.
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Procedure steps

Step Action

1 In the contents pane, click the Target Table tab.

2 On the Toolbar, click Create Entry (the plus sign). The SM - Target
Table Entry dialog box appears.

3 In the SM - New Target Table Entry dialog box, edit the Target Table
properties, as described in the table below.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new Target Table entry in the
selected devices under the device list.

—End—
Table 19
Job aid
Part Description
Name The unique identifier to index this table.
TDomain The transport type of the address in the snmpTargetAddr
TAddressobject.
TAddress The transport address whose format depends on the value of the
snmpTargetAddrTAddressobject.
Timeout The maximum round trip time required for communicating with the
transport address defined by this row.
RetryCount The number of retries to be attempted when a response is not
received for a generated message.
TagList Specifies a list of tag values. A tag value refers to a class of targets
to which the messages may be sent.
Params The value of SnmpAdminString identifies snmpTargetPara
msTable entries.
OK Adds the devices to the security group and closes the dialog box.
Close Closes the dialog box without applying your settings.
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Viewing the target parameters table

You can use Security Manager to display the Target Params Table for
devices in a security group. Perform the following procedure to display the
Target Params Table for a device.

Procedure steps

Step Action
1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group.
2 In the security group folder, click the desired device.
3 In the contents pane, click the Target Params Table tab.
The table below lists the information displayed on the Target Params
Table tab.
—End—
Table 20
Job aid
Part Description
Name The community string for which a row in this table represents a
configuration.
MPModel Specifies the Message Processing model, SNMPv1, SNMPv2c,
or SNMPv3/USM.
SecurityModel Specifies the security model, SNMPv1, SNMPv2c, or
SNMPv3/USM.
SecurityName The security name identifies the principal to generate SNMP
messages using security name entry.
SecurityLevel The minimum level of security required to gain access rights. The

security levels are:
¢ noAuthNoPriv

¢ authNoPriv

e authpriv

Configuring the target parameters table
Perform the following procedure to configure the Target Params Table for a
device.

Procedure steps
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Step Action

1 In the contents pane, click the Target Params Table tab.

2 On the Toolbar, click Create Entry (the plus sign). The SM - New
Target Params Table Entry dialog box appears.

3 In the SM - New Target Params Table Entry dialog box, edit the
Target Params Table properties.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new Target Params entry in the
selected devices under the device list.

—End—
Table 21
Job aid

Part Description

Name The community string for which a row in this table represents a
configuration.

MPModel Specifies the Message Processing model, SNMPv1, SNMPv2c,
or SNMPV3/USM.

SecurityModel Specifies the security model, SNMPv1, SNMPv2c, or
SNMPv3/USM.

SecurityName The security name identifies the principal to generate SNMP
messages using security name entry.

SecurityLevel The minimum level of security required to gain access rights. The
security levels are:
e noAuthNoPriv
e authNoPriv
e authpriv

Clear All Deselects all devices on the device list.

Select All Selects all devices on the device list.

OK Adds the devices to the security group and closes the dialog box.

Close Closes the dialog box without applying your settings.
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Viewing the notify table

You can use Security Manager to display the Notify Table for devices in a
security group. Perform the following procedure to display the Notify Table
for a device.

Procedure steps

Step Action

1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group.

2 In the security group folder, click the desired device.

3 In the contents pane, click the Notify Table tab.

The table below lists the information displayed on the Notify Table
tab.

—End—
Table 22
Job aid
Part Description
Name The community string for which a row in this table represents a
configuration.
Tag The tag value used to select the entries in snmpTargetAddrTable.
Type The type assigned to the community string name. Choices are:

e trap

¢ inform

Configuring the notify table
Perform the following procedure to configure the Notify Table for a device.

Procedure steps

Step Action

1 In the contents pane, click the Notify Table tab.

2 On the Toolbar, click Create Entry (the plus sign). The SM - New
Notify Table Entry dialog box appears.

3 In the SM - New Notify Table Entry dialog box, edit the Notify Table

properties, as described in the table below.
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4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new Notify Table entry in the
selected devices under the device list.

—End—
Table 23
Job aid
Part Description
Name The community string for which a row in this table represents a
configuration.
Tag The tag value used to select the entries in snmpTargetAddrTable.
Type The type assigned to the community string name. Choices are:
o trap
* inform
Clear All Deselects all devices on the device list.
Select All Selects all devices on the device list.
OK Adds the devices to the security group and closes the dialog box.
Close Closes the dialog box without applying your settings.

Viewing the notify filter table

You can use Security Manager to display the Notify Filter Table for devices
in a security group. Perform the following procedure to display the Notify
Filter Table for a device.

Procedure steps

Step Action
1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group.
2 In the security group folder, click the desired device.
3 In the contents pane, click the Notify Filter Table tab.
—End—
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Table 24
Job aid

Part Description

ProfileName The name of the filter profile used while generating notifications
in snmpTargetAddrTable.

Subtree MIB subtree with the corresponding instance of
snmpNotifyFilterMask defines a family of subtrees.

Mask Bit mask in combination with snmpNotifyFilterMask defines a
family of subtrees.

Type Indicates whether the family of filter subtrees defined by this
entry are included or excluded from a filter. The valid options are
included and excluded.

Configuring the notify filter table

Perform the following procedure to configure the Notify Filter Table for a

device.

Procedure steps

Step Action

1 In the contents pane, click the Notify Filter Table tab.

2 On the Toolbar, click Create Entry (the plus sign).

The SM - New Notify Filter Table Entry dialog box appears.

3 In the SM - New Notify Filter Table Entry dialog box, edit the Notify
Filter Table properties.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new Notify Filter entry in the
selected devices under the device list.
—End—
Table 25
Job aid

Part Description

ProfileName The name of the filter profile used while generating notifications
in snmpTargetAddrTable.
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Subtree MIB subtree with the corresponding instance of
snmpNotifyFilterMask defines a family of subtrees.

Mask Bit mask in combination with snmpNotifyFilterMask defines a
family of subtrees.

Type Indicates whether the family of filter subtrees defined by this
entry are included or excluded from a filter. The valid options are
included and excluded.

Clear All Deselects all devices on the device list.

Select All Selects all devices on the device list.

OK Adds the devices to the security group and closes the dialog box.

Close Closes the dialog box without applying your settings.

Viewing the notify filter profile table
You can use Security Manager to display the Notify Filter Profile Table for
devices in a security group. Perform the following procedure to display the
Notify Filter Profile Table for a device.
Procedure steps
Step Action
1 Under the SNMPv3 folder in the navigation pane, click the folder for
the security group.
2 In the security group folder, click the desired device.
3 In the contents pane, click the Notify Filter Profile Table tab.
—End—
Table 26
Job aid
Part Description

TargetParams Name

The unique identifier associated with this entry. This value is an
SnmpAdminString of 1-32 characters.

NotifyFilterProfile Name

The name of the filter profile used while generating notifications
in snmpTargetAddrTable.

Configuring the notify filter profile table
Use the following procedure to configure the Notify Filter Profile Table for a

device.

Procedure steps
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Step Action
1 In the contents pane, click the Notify Filter Profile Table tab.
2 On the Toolbar, click Create Entry (the plus sign).

The SM - New Notify Filter Profile Table Entry dialog box appears.

3 In the SM - New Notify Filter Profile Table Entry dialog box, edit
the Notify Filter Profile Table properties.

4 To apply the changes to multiple devices in the group, choose the
devices for which you want to apply the changes from the Devices
list.

5 Click Ok.

The Security Manager creates a new Notify Filter Profile entry in the
selected devices under the device list.

—End—
Table 27
Job aid
Part Description
TargetParams Name The unique identifier associated with this entry. This value is an
SnmpAdminString of 1-32 characters.
NotifyFilterProfile Name The name of the filter profile used while generating notifications
in snmpTargetAddrTable.
OK Adds the devices to the security group and closes the dialog box.
Close Closes the dialog box without applying your settings.

Creating and configuring access policies
You can use Security Manager to add, delete, monitor, and synchronize
access policies for all the devices in a security group.

Security Manager allows you to enable and disable access policies at a
variety of levels within a security group. See the following topics for more
information:

e "Adding access policies" (page 173)

* "Enabling or disabling access policies for devices in a security group"
(page 175)

« "Enabling or disabling individual access policies" (page 176)
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* "Deleting access policies" (page 177)

Adding access policies
You can control access to Passport and Accelar devices in the security
group with access policies. The access policy specifies the hosts or
networks that can access the switch through various services.

Perform the following procedure to add an access policy.

Procedure steps

Step Action

1 Under the Access Policy folder in the navigation pane, click the
folder for the security group for which you want to configure access
policies.

2 In the security group folder, click the desired device.

3 In the contents pane, click the Access Policy Table tab.

4 On the tool bar, click Create Entry (the plus symbol).

The New Access Policy Table Entry dialog box appears.

SM - New Access Policy Table Entry

Ackd Bty

Id 1,.65535
Name

PolicyEnable true ol

Mode £ 2|

Service
Ctelnet Tlsnmp Dl tip
Service Cfp  Chtp [l rlogin
Clesh  Clenmp-v3

Precedsnce 10 1.128
NetAddr 0.0.0.0 '
Nettask Doo00
TrustedHostAddr (0.0.0.0
TrustedHostUserMame I
AccessLevel 'readOnIy T |
Devices

7] Devica

[[@ 172461202
|.=.I e —
[T 172161205

5 Select appropriate access policy settings.
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6 Click OK.

The Security Manager creates the New Access Policy entry in the
selected devices in the device list.

—End—

Job aid
The following table describes the New Access Policy Table Entry dialog box.
Part Description
Id Specifies the ID of this policy.
Name Specifies the Name of this policy.

PolicyEnable Activates the access policy.

Mode Indicates whether a packet having a source IP address that
matches this entry should be permitted to enter the device or
denied access.

Service Selects the protocol to which this entry should be applied.

Precedence Indicates the precedence of the policy. The lower the number,
the higher the precedence (1 to 128).

NetAddr Specifies the source network IP address. An address of 0.0.0.0
specifies any address on the network.

NetMask Specifies the source network masks.

TrustedHost

Addr Specifies the trusted IP address of the host performing rlogin

or rsh into the device. Applies only to rlogin and rsh.

ATTENTION
You cannot use wildcard entries.

TrustedHost
UserName Specifies the user name assigned to the trusted host. Applies

only to rlogin and rsh.

ATTENTION
You cannot use wildcard entries. The user must already be
logged in with the user name to be assigned to the trusted
host.

AccesslLevel Specifies the access level of the trusted host (readOnly,
readWrite, or readWriteAll).

Clear all Deselects all of the devices on the device list.
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Enabling or disabling access policies for devices in a security group

Perform the following procedure to enable or disable access policies for a
device in a security group.

Procedure steps

Step Action
1 Under the Access Policy folder in the navigation pane, open the
folder for the security group for which you want to set access policies.
2 In the security group folder, click the desired device.
3 In the contents pane, click the Access Policy SNMP Groups Table
tab for devices supporting SNMPv3.
4 Enter the Policy Id, Name, and Model for the SNMP group.
5 In the contents pane, click the Access Policy Enable tab.
Group Details
I Access Policy Enable H Access Policy Table H Access Policy SMMP Groups Table l
Bva2080 ()]
AccessPolicyEnakh
true
foke |
6 Click the drop-down box in the Enable column and choose True to

enable access policies or False to disable access policies.

7 On the Security Manager tool bar, click Apply Changes to save
the changes.

—End—

Job aid

The following table describes the Access Policy SNMP Groups Table tab.

Part

Description

AccessPolicyld

Specifies the Policy ID for the SNMP access group.

AccPolSnmpGrpName Specifies the Access policy SNMP group name.

AccPolSnmpGrpModel Specifies the Model of the SNMP group.
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The following table describes the Access Policy Enable tab.

Part Description

AccessPolicyEnabl | Enables or disables access policies for the security group.
e The available settings are true and false.

Enabling or disabling individual access policies
Perform the following procedure to enable or disable individual access
policies in a security group.

Procedure steps

Step Action
1 Under the Access Policy folder in the navigation pane, open the
folder for the security group for which you want to set access policies.
2 In the security group folder, click the desired device.
3 In the contents pane, click the Access Policy Table tab.
i'.’ e e T —— ey
4 Go to the row for the access policy that you want to enable or disable.
5 In the Enable column, click the entry for the access policy and

choose True to enable the access policy or False to disable the
access policy.

6 On the Security Manager tool bar, click Apply.
—End—
Job aid

The following table describes the Access Policy Table.
Part Description
Id Identifies the entry in the table.
Name Displays the name of the policy.
Policy Allows you to activate or deactivate the access policy. See
Enable "Enabling or disabling individual access policies" (page 176) for

more information.
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Part Description
Mode Indicates whether a packet having a source IP address that
matches this entry should be permitted to enter the device or
denied access.
Service Selects the protocol to which this entry should be applied.
Precedence Indicates the precedence of the policy. The lower the number,
the higher the precedence (1 to 128).
NetAddr Specifies the source network IP address. An address of 0.0.0.0
specifies any address on the network.
NetMask Specifies the source network masks.
TrustedHostA
ddr Specifies the trusted IP address of the host performing rlogin
or rsh into the device. Applies only to rlogin and rsh.
ATTENTION
You cannot use wildcard entries.
TrustedHostU
ser Specifies the user name assigned to the trusted host. Applies
Name only to rlogin and rsh.
ATTENTION
You cannot use wildcard entries. The user must already be
log on with the user name to be assigned to the trusted host.
AccessLevel Specifies the access level of the trusted host (readOnly,

readWrite, or readWriteAll).

Deleting access policies

Perform the following procedure to delete an access policy from a security

group.

Procedure steps

Step Action

1 Under the Access Policy folder in the navigation pane, click the
folder for the security group from which you want to delete an access
policy.

2 In the security group folder, click the desired device.

3 In the contents pane, click the Access Policy Table tab.
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4 On the Access Policy Table tab, click any cell of the access policy
that you want to delete.

5 On the Tool bar, click Delete (the - symbol).

The system asks for a confirmation on deleting the selected entry.

6 Click Yes to delete the entry.
Security Manager deletes the selected access policy.

—End—
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Configuration of Routing Manager

You can configure routing parameters for devices across a network
discovered by COM. Routing Manager supports the following protocols:

* IP Routing
 RIP

» OSPF
 ARP

* VRRP

e IPv6 Routing
* IPv6 OSPF

Starting Routing Manager
Perform the following procedure to start the Routing Manger.

Procedure steps

Step Action
1 In the Configuration and Orchestration Manager window Navigation
pane, click Routing Manager button. The Routing Manager window
appears.
—End—
Job aid

The following table describes the parts of the Routing Manager tool bar.
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Toolbar button Menu Description
Discover Routing It discovers Routing Manager
m with the latest information.

The assigned devices in the
Admin/Access control tab
are used in the discovery
process. These devices
are then filtered based on
the specific manager user
preferences.

a Add devices Opens the Add devices

dialog box, where you can
add a device for a selected
tree node. It is used for the
circuit less tree node and for
all other nodes that have less
devices than the number of
available devices.

: Remove device The user can remove a

=) .

selected device from the
tree. This device will appear
in the add devices dialog box
after this operation.

Preferences The user can select the
required configuration by
clicking on this button.

[
|

Navigation pane

Routing Manager displays devices and adjacent devices in a tree structure.
The Routing Manager navigation tree is located on the left side of the
window and contains branches with the IP address of devices discovered
by COM.

The following figure shows Routing Manager navigation pane.
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[ Horne ” Routing Manager ]
MNetwork [«
hi QO -]
4 (5 Routing Manager |
4 55 IPvd Netweorks
4 9 IP Routing
= Globals

b [Fcircuitless IP
b [ Static Route
=
4 E508FF
= weneral
b [Firterfaces
b [Farea
[ Neighbors
4 C3RP
= Globals
b [Einterfaces
b [F5tatus
b CJVRRP
4 55 IPyE Metworks
4 5 IPYE Routing
= Globals
b [Eintertaces
4 E3IPvE OSPF
= weneral
b [Firterfaces
b [Farea o
I Neighbors ﬁj

From the navigation tree in the navigation pane, select the folder for which
you want to view routing information.

Contents pane

When you choose a folder in the navigation pane, its contents appear in the
contents pane.

Perform the following procedure to view the folder in the contents pane.

Procedure steps

Step Action

1 In the COM navigation pane, expand Routing Manager and select a
Routing folder.
The contents of the folder appear as a table in the contents pane,
as shown in the following figure.

Routing Manager

¥ 2 Clserths ® o

Devices Forwansng DetautTTL FensmTmenus ArpExiLifeTme KEMPUnreacs rerntiveEnabie | RoweOiscoveryEn

1 AT 1208 farwarding 255 [ 380 falss rus faise

2 inifeza ferwanting 258 [ 360 talss true [

3 ATZ1Ba2082  forwaning B 50 30

+ 472181308 forwarding 248 20 ‘ false true fame

5 H72IB12024  forwarding £ &0 360
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T

—End—
Job aid
The following table describes the Content pane toolbar.
Toobar button Menu Description
@ Add Entry The user can add a row to the specific table. A

dialog box appears and the user can add the
desired data; each dialog box is specific to its
corresponding table. It is applicable only for
protocol specific tables.

> Delete Entry The user can delete a row from the table by

selecting a row and pressing the Delete Entry
button. This is applicable only for protocol specific
tables.

Apply Changes The user can modify the editable data in the
- table; after the editing is finished, the changes are
applied to the device.

= Revert Changes If the user wants to return to the initial state of the
table this button should be pressed.

. Search The user can search the information in the table

= by selecting the columns to be searched and enter

the information in the form near the search button.

Rediscovering Routing Manager

You can refresh the information in the Routing Manager window with routing
information polled from the network devices. You can use this feature to load
any updated information that takes effect after you open Routing Manager.

Perform the following procedure to rediscover the routing information.

Procedure steps

Step Action
1 In the COM navigation pane, expand the Routing Manager toolbar,
and click Discover Routing.
2 Click OK when the operation has completed.
—End—
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Discover Routing
When the user opens the routing manager an automatic discovery is
performed for the available devices. After this step, the user can obtain
again the changes in the network by pressing the discovery button. While
the discovery is being performed, there is a progress manager bar that
shows the discovery progress.

This progress shows the total number of devices and the number of the
discovered devices; also the user can see in here the possible warnings or
errors that might appear in the discovery process. For more information,
about these warnings and errors refer to the log file.

admin |Logout | UCM Home | Ahout C0M | Help

Vs
Tamplstes ch
Tools ] +

Adding devices
The add devices dialog box appears when pressing the toolbar Add Devices
button. The available devices for the selected tree node appear in the dialog
box; the available devices can be:

* Devices that have support for the specific protocol (like IP
Routing/Circuitless).

* Devices that were previously removed from the tree for the specific
protocol.

The user can select the desired devices and they get added to the left side
tree.
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[ Add Devices x|

Add

Devica «
1 172161202
2 172181205

Preferences
The Routing Manager preferences box appears when clicking the toolbar
Preferences button. The user can select the specific set of assigned
devices to be used in the Routing Manager discovery process, based on
several criteria. More details about manager preferences can be found
in the Preferences section.

Routing Manager Preferences sl
Manage by device lamily Manage by network layers
[F] ERS AO0D 7] Legacy BayStack [F] Layer 2 [F] Layer 3
[F] ERS 16224 7] Legacy ERS 1424) 162
[F] Ethernet SwitchfERS et =] ERS sSwgsexsj+maasy | Manage by Selected Devices
[F] Akecn [ wan ap [ Ensble
JAvailable Devices 1 Selected Devices
Mal Sub-Metweork |
i ) 172.16.120.5 "
o dpAddressiaddien. o [T Enable 172.16.120.2 2
k|
::H':-w::--:--:--:--:--:--:--:--:--:--: E
<«
........ - 3
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Routing Manager features

You can use Routing Manager to perform the following tasks:

Viewing and configuring IPv4 routing 185

* Create, delete, or modify routes across multiple devices.

* View and configure routes and properties for IP, RIP, OSPF, VRRP, IPv6,

and IPv6é OSPF

Supported devices for Routing Manager
The following table provides a feature/device matrix for Routing Manager.

Supported devices

Features
ERS 8600 ERS 8800 ERS 8300 ERS 55xx ERS 16xx
Static . . .
IP Rout Route All versions | All versions | All versions | v4.0 and up | v2.1 and up
in
J ARP All versions | All versions | All versions | v3.0 and up | v2.1 and up
Interfaces | All versions | All versions | v3.0and up | v5.0 and up | v2.1 and up
OSPF Area All versions | All versions | v3.0and up | v5.0 and up | v2.1 and up
Neighbors | All versions | All versions | v3.0and up | v5.0and up | v2.1 and up
RIP Interfaces | All versions | All versions | All versions | v5.0 and up | v2.1 and up
Status All versions | All versions | All versions | v5.0 and up | v2.1 and up
VRRP Interfaces | All versions v7andup | v3.0andup | v5.0and up | v2.1 and up
IPv6 not not not
Routing Interfaces | v4.1and up | v7and up supported supported supported
not not not
Interfaces | v4.1andup | v7 and up supported supported supported
IPv6 not not not
OSPF Area va.landup | v7and up supported supported supported
. not not not
Neighbors | v4.1andup | v7 and up supported supported supported

Viewing and configuring IPv4 routing

In the Routing Manager navigation pane, the navigation tree shows the IP
addresses of discovered devices. Icons associated with IPv4 addresses on
the branches indicate the following types of routes:

* |IP routes (static and ARP)
* OSPF routes
* RIP routes

*  VRRP routes
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e

This section contains information about configuring routes for IPv4 routes
and protocols.

Configuring IPv4 routing
This section contains information about the following topics:

* "Configuring IPv4 routing Globals" (page 186)

e "Configuring circuitless IP" (page 188)

» "Configuring IPv4 routing Static Route" (page 189)
» "Configuring IPv4 routing ARP" (page 190)

Configuring IPv4 routing Globals
Perform the following procedure to configure the IPv4 routing global
properties.

Procedure steps
Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select the node under IPv4 Networks, IP
ROUTING, Globals.

The Globals table appears in the contents pane.

2 To modify any of the configurable global routing properties, modify
the fields directly in the contents pane and click Apply Changes.

The following table describes the fields in the IPv4 routing — Globals
table.
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I Horne H Routing Manager @]
Network Routing Manager
e e =]
4 S5 Routing Manager v 2
4 53IPv4 Netwars Devices Forwarding Defauk TTL ReasmTimeout ArpExtLifeTime ICMPUnreachableMsgEnable | Alte
4 =3 IP Routing 1 172161205 forwarding 255 0 360 falze true
E clobds 2 172161202 forwarding 255 0 360 false true
Cim_u'“'ess P 3 17241681208 farwarding 255 30 5 false true
Ei::mme 4 1721612029 not-forwarding 54 &0 380
b3 OPF 5 1721612041 not-forwarding fi4 i 360
b CIRP B 1721612039 not-forwarding 64 [=1] 360
p CJWRRP
[+ [C]IPvE Metworss
< i |
—End—
Job aid
The following table describes the fields in IP Routing Globals table.v4
Field Description
Devices Identifies the device.
Forwarding Sets the switch for forwarding (routing) or
not-forwarding.
DefaultTTL Sets the default time-to-live (TTL) value for a

routed packet. TTL indicates the maximum
number of seconds elapsed before a packet
is discarded. Enter an integer between 1 and
255. The default value of 255 is inserted in the
TTL field whenever one is not supplied in the
datagram header.

ReasmTimeout

The maximum number of seconds that received
fragments are held while they wait for reassembly
at this entity. The default value is 30 seconds.

ArpExtLifeTime

The lifetime in minutes of an ARP entry within

the system.
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ICMPUnreachableMsg Enable If selected, enables the generation

of Internet Control Message Protocol (ICMP)
net unreachable messages if the destination
network is not reachable from this router. These
messages assist in determining if the routing
switch is reachable over the network. The default
is disabled (not selected).

ICMPRedirectMsgEnable Enables or disables the switch from sending
ICMP destination redirect messages.

AlternativeEnable Enables or disables the alternative-route feature
globally. If the alternative-route parameter is
disabled, all existing alternative routes are
removed. When the parameter is enabled, all
alternative routes are re-added.

RouteDiscoveryEnable If selected, enables the ICMP Route Discovery
feature.

AlowMoreSpecificNonLocal RouteEnable Enables or disables a more specific nonlocal
route.

UdpCheckSumEnable Enables or disables UDP checksum calculation.

EcmpEnable Globally enables or disables the Equal Cost

Multipath (ECMP) feature. Note: When ECMP
is disabled, the EcmpMaxPath is reset to the
default value of 1.

EcmpMaxPath Used to globally configure the maximum number
of ECMP paths.

* When the switch is in R mode, the interval
is 1 to 8.

*  When the switch is not in R mode, the
interval is 1 to 4.

*  The default value is 1.

You cannot configure this feature unless ECMP
is enabled globally on the switch.

Ecmp<1-4>PathList Used to select a preconfigured ECMP path.

EcmpPathListApply Set this field to true to apply any changes in the
ECMP path list configuration or in the prefix lists
configured to be used as path lists.

Configuring circuitless IP
You can configure circuitless IP (Clip) interfaces on the following devices:
ERS 1600v2.0 and up, ERS 8000 v3.3 and up, and ERS 8300 v2.2 and up.

Perform the following procedure to configure circuitless IP and to add or
delete circuitless IP interfaces.
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Procedure steps

Step Action

1

In the COM navigation pane, expand the managers, click on the
Routing Manager and select the node under IPv4 Networks, IP
ROUTING, Circuitless IP.

2 Select the device for which you want to configure CLIP.

3 From the Routing Manager toolbar, select Add.
The Circuitless IP Insert dialog box appears.

4 Enter the required information.
Field descriptions follow this procedure.

5 Click Save.
The new CLIP interface appears in the contents pane.

6 To delete a CLIP interface, in the contents pane click in the row for
that interface and select Delete entry from the Routing Manager
Edit menu.
You cannot modify CLIP interface fields in the contents pane.

—End—
Job aid

The following table describes the fields in the IPv4 Routing - Insert
Circuitless IP field.

Field Description

Ifindex The interface index.

Addr The IP address of the Clip interface.
NetMask The network mask of the Clip interface.

Configuring IPv4 routing Static Route
Perform the following procedure to configure static routes.

Procedure steps

Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select the node under IPv4 Networks, IP

ROUTING, Static Route.
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e

The Static Route table appears in the contents pane.

2 To add a route, from the tool bar, click Add entry . The Add entry
dialog box appears.

3 Complete the fields as required, and select the devices for which
the static route applies.

4 Click OK.

The new entry appears in the contents pane.

5 To modify any of the configurable static route properties of an entry,
modify the fields directly in the contents pane and click Apply
Changes.

—End—

Configuring IPv4 routing ARP
Perform the following procedure to configure ARP routes.

Procedure steps
Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select the node under IPv4 Networks, IP
ROUTING, ARP.

The ARP table appears in the contents pane.

2 To add a route, from the tool bar, click Add entry.

The Insert ARP dialog box appears.

3 Complete the fields as required, and select the devices for which
the ARP route applies.

4 Click OK.
The new entry appears in the contents pane.

—End—

Job aid
The following table describes the fields in the IPv4 routing ARP.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



Viewing and configuring IPv4 routing 191

Field Description
Interface The router interface for this ARP entry:
» Brouter interfaces are identified by the slot or port number of the
brouter port.
» For virtual router interfaces, the brouter slot/port and the name of the
VLAN followed by the (VLAN) designation are specified.
MacAddress The Ethernet MAC address.
IpAddress The IP address corresponding to the MAC address.
Type The type of ARP entry:
» local—a locally configured ARP entry
» static—a statically configured ARP entry
* dynamic—a learned ARP entry

Configuring OSPF

This section contain information about the following topics:
¢ "Configuring OSPF General" (page 191)

* "Configuring OSPF Interfaces" (page 193)

¢ "Configuring OSPF Area" (page 198)

e "Configuring OSPF Neighbors" (page 199)

Configuring OSPF General
Perform the following procedure to configure general OSPF properties.

Procedure steps

Step Action

1 In the COM navigation pane, expand managers, click on Routing
Manager and select a node under IPv4 Networks, OSPF, General.

The OSPF — General table appears in the contents pane.

2 To modify any of the configurable OSPF properties, modify the fields
directly in the contents pane and click Apply Changes.

—End—

Job aid
The following table describes the fields in the OSPF — General table.
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Field Description

Devices Identifies the device.

Routerld The Router ID, which in OSPF has the same format as an IP address but
identifies the router independent of other routers in the OSPF domain.

AdminStat The administrative status of OSPF in the router. The value enabled denotes

that the OSPF process is active on at least one interface; disabled disables
the OSPF process on all interfaces. The default is disabled.

VersionNumber

Current version number of OSPF.

AreaBdrRtrStatus
A flag to note if this router is an area border router (ABR).
ATTENTION
The AreaBdrRtrStatus value must be true to create a virtual router
interface.
ASBdrRtrStatus When the ASBdrRtrStatus option is selected, the router is configured as an
autonomous system boundary router (ASBR).
ExternLsaCount The number of external (LS type 5) link state advertisements in the link
state database.
ExternLsa The 32-bit unsigned sum of the link state checksums of the external link
CksumSum state advertisements contained in the link state database. This sum is used

to determine if a changed occurred in a router link state database and to
compare the link state databases of two routers.

OriginateNewLsas

The number of new link state advertisements that have been originated.
This number is incremented each time the router originates a new link state
area (LSA).

RxNewLsas The number of link state advertisements received that are determined
to be new instances. This number does not include newer instances of
self-originated link state advertisements.

DefaultMetric Indicates the default cost to be applied to the 10 Mb/s interface (port).

10MegPort

DefaultMetric Indicates the default cost to be applied to the 100 Mb/s interface (port).

100MegPort

DefaultMetric Indicates the default cost to be applied to the 1000 Mb/s interface (port).

1000MegPort

DefaultMetric10000 | Indicates the default cost to be applied to the 10000 Mb/s interface (port).

MegPort

TrapEnable Indicates whether to enable traps relating to the OSPF.

AutoVirtLink Enables or disables automatic creation of virtual links.

Enable

SpfHoldDown Allows you to change the OSPF hold-down timer value (3 to 60 seconds).

Time
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Field Description

Action Allows you to initiate a new SPF run to update the routing table.

Rfc1583 Allows you to control the preference rules used when choosing among

Compatibility multiple AS-External LSAs advertising the same destination. When you
enable this setting, the preference rule is the same as specified by RFC
1583. When you disable the setting, the new preference rule as described in
RFC 2328 is applicable, which potentially prevents the routing loops when
AS-External LSAs for the same destination originate from different areas.

LastSpfRun Used to indicate the time (SysUpTime) since the last SPF calculated by

OSPF.

Configuring OSPF Interfaces
Perform the following procedure configure OSPF interfaces.

Procedure steps

Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv4 Networks, OSPF,
Interfaces.

The OSPF - Interfaces table appears in the contents pane.

ATTENTION

By default, OSPF Interfaces tab parameter appears.

2 To add an interface, from the menu bar, click Add Entry.

The Add entry dialog box appears.
3 Complete the fields as required.

4 Click Save.
The new entry appears in the contents pane.

5 To modify any of the configurable OSPF interface properties for an
entry, modify the fields directly in the contents pane and click Apply .

—End—

Job aid
The following table describes the fields in the OSPF — Interfaces table.
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Field Description
IpAddress IP address of the current OSPF interface.
AddressLesslf Designates whether an interface has an IP address.
Interfaces with an IP address = 0
Interfaces without IP address = ifindex
Areald
Dotted decimal value to designate the OSPF area name.
VLANSs that maintain the default area setting on the interface cause
the link-state database (LSDB) to be inconsistent.
ATTENTION
The area name is not related to an IP address. You can use
any value for the OSPF area name (for example, 1.1.1.1 or
200.200.200.200).
AdminStat Current administrative state of the OSPF interface (enabled or
disabled).
State Current designated router (DR) state of the OSPF interface (DR,
BDR, OtherDR)
RtrPriority OSPF priority for the interface during the election process for the
designated router. The interface with the highest priority number
is the designated router. The interface with the second-highest
priority becomes the backup designated router. If the priority is O,
the interface cannot become the designated router or the backup.
The priority is used only during election of the designated router and
backup designated router. The range is 0 to 255. The default is 1.
Designated IP address of the router elected by the Hello Protocol to send link
Router state advertisements on behalf of the NBMA network.
Backup IP address of the router elected by the Hello Protocol to send link
Designated state advertisements on behalf of the NBMA network if the designated
Router router fails.
IfType Type of OSPF interface (broadcast, nbma, or passive)
AuthType Type of authentication required for the interface.
* none—No authentication required.
« simple password—All OSPF updates received by the interface
must contain the authentication key specified in the interface
AuthKey field.
« MD?5 authentication—All OSPF updates received by the interface
must contain the md5 key.
AuthKey Key (up to 8 characters) required when simple password
authentication is specified in the interface AuthType field.
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Field Description

Primary The primary MD5 key used for encrypting outgoing packets.
Md5Key

Hello

Interval Length of time, in seconds, between Hello packets. This value

must be the same for all routers attached to a common network.
The default is 10 seconds.

ATTENTION
When you change the Hello interval values, you must save the
configuration file and reboot the switch for the values to be
restored and checked for consistency.

TransitDelay Length of time, in seconds between 1 and 3600, required to transmit
an LSA update packet over the interface.

Retransinterval Length of time, in seconds between 1 and 3600, required between
LSA retransmissions.

Dead Interval used by adjacent routers to determine if the router was

Interval removed from the network. This interval must be identical on all

routers on the subnet and a minimum of four times the Hello interval.
To avoid interpretability issues, the RtrDeadInterval value for the
OSPF interface must match the RtrDeadInterval value for the OSPF
virtual interface. The default is 40 seconds.

AdvertiseWhen If true, the network on this interface is advertised as up, even if the

Down port is down.

Mtulgnore Specifies whether the interface MTU flag ignores the MTU setting.

Events Number of state changes or error events that occurred through all
interfaces.

Pollinterval Length of time, in seconds, between Hello packets sent to an inactive

OSPF router.

Configuring OSPF advanced interfaces
Perform the following procedure to configure OSPF interfaces on Nortel
ERS 8300 devices.

Procedure steps

Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv4 Networks, OSPF,
Interfaces.

2 Click the OspfAdvancedinterfaces tab and select the device you

wish to configure.
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3 To modify any of the configurable OSPF interface properties for an
entry, modify the fields directly in the contents pane and click Apply
Changes.

The table below lists the properties that you can configure.

—End—
Table 28
Job aid
Field Description
Ifindex Read-only. It is a unique value to identify a physical interface
or a logical interface (VLAN).
IP Address IP address of the current OSPF interface.
Enable Enables or disables the OSPF routing on the specified
interface.
IfType Read-only. OSPF interface type. It can be broadcast or
passive.
AuthType Type of authentication required for the interface:

* none—no authentication required.

» simple password—all OSPF updates received by the
interface must contain the authentication key specified
in the interface AuthKey field.

* MD5 authentication—all OSPF updates received by the
interface must contain the md5 key.

AuthKey Specify key if the simple password is selected in the
interface AuthType field. The key can be up to 8 characters.
IfArealD
Dotted-decimal value to designate the OSPF area name.
ATTENTION
The link state database (LSDB) is inconsistent if the
settings is default area for VLAN.

Advertise
WhenDown Indicates when the interface advertises.

ATTENTION

Indicates even when it is hon-operational.
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HelloInterval

It is the length of time between the hello packets. The time
is mentioned in seconds. This value must be the same for
all routers attached to a common network. The default is
10 seconds.

RtrDead
Interval

Interval used by adjacent routers to check if the router is
removed from the network. On the subnet the interval must
be identical on all routers. It also needs to be minimum of
four times the hello interval. To avoid interpretability issues,
the RtrDeadInterval value for the OSPF interface needs to
match with the RtrDeadInterval value for the OSPF virtual
interface. The default is 40 seconds.

RtrPriority

It is used only during the election and backup of the
designated router.

The OSPF priority for the interface during the election
process for the designated route:

designated router—interface with the highest priority
number

backup designated router—interface with the second
highest priority

ATTENTION
The priority range is from 0 to 255 and the default is 1.
The interface is not designated if the priority is O.

Metric

It is the metric value applied to the indicated type of service.
By default, this equals the least metric at the type of service
among the interfaces to other areas.

Configuring OSPF CLIP interfaces
Before you can enable OSPF on a circuitless IP (CLIP) interface, you must
configure the CLIP interface on the device.

Perform the following procedure to configure OSPF on a CLIP interface.

Procedure steps

Step Action

1 In the navigation pane, select the required device under IPv4
Networks > OSPF > Interfaces.

2 In the contents pane, select the OspfCliplInterfaces tab.
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To modify any of the configurable OSPF interface properties for an
entry, modify the fields directly in the contents pane and click Apply
Changes.

The table below lists the properties that you can configure.

—End—
Table 29
Job aid
Field Description
Interface Read-only. The slot/port number or VLAN identification of the
interface.
Ip Address Read-only. The IP address of the Clip interface.
Enable Enables or disables OSPF routing on the specified interface.
IfAreald Dotted-decimal value to designate the OSPF area name.

Configuring OSPF Area
Perform the following procedure configure OSPF areas.

Procedure steps

Step Action

1

In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv4 Networks, OSPF,
Area.

The OSPF — Area table appears in the contents pane.

2 To add an area, from the menu bar, click Add Entry.
The Add entry dialog box appears.
3 Complete the fields as required and select the devices for which
the area applies.
4 Click OK.
The new entry appears in the contents pane.
—End—
Job aid

The following table describes the fields in the OSPF — Area table.
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Field Description

Areald A 32-bit integer uniquely identifying an area. Area ID 0.0.0.0 is used for the
OSPF backbone.

VLANS that maintain the default area setting on the interface cause the LSDB
to be inconsistent.

ImportAsExtern The area support for importing AS-external link-state advertisements (LSA).
Options include importExternal (default), importNotExternal, or importNssa
(not so stubby area).

SpfRuns Used to indicate the number of SPF calculations performed by OSPF.

AreaBdrRtrCount The total number of area border routers reachable within this area. The value,
initially zero, is calculated in each SPF Pass.

AsBdrRtrCount The total number of autonomous system border routers reachable within this
area. The value, initially zero, is calculated in each SPF pass.

Areal saCount The total number of link state advertisements in the link state database for this
area, excluding AS-external LSAs.

Arealsa The 32-bit unsigned sum of the link state advertisements. This sum excludes

CksumSum external (LS type 5) link state advertisements. The sum is used to determine

if a change occurred in a router link state database and to compare the link
state database of two routers.

AreaSummary The support for Summary advertisements in a stub area.

Activelfcount The number of active interfaces in the area.

Configuring OSPF Neighbors
Perform the following procedure configure OSPF neighbors.

Procedure steps

Step Action

1 In the COM navigation pane, expand managers, click Routing
Manager and select a node under IPv4 Networks, OSPF, Neigbors.

The OSPF — Neighbors table appears in the contents pane.

2 To add a neighbor entry, from the menu bar, click Add Entry.
The Add Entry dialog box appears.

3 Complete the fields as required.

4 Click Save.

—End—
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Job aid
The following table describes the fields in the OSPF — Neighbors table.

Field Description

IpAddr The neighbor IP address.

AddressLess On an interface having an IP address, this value is zero. On addressless

Index interfaces, this value is the corresponding value of ifindex in the Internet
standard management information base (MIB). On row creation, this value
is derived from the instance.

Rtrid The router ID of the neighboring router, which in OSPF has the same format
as an IP address but identifies the router independent of its IP address.

Options A bit mask corresponding to the options field of the neighbor.

Priority Indicates the preferential treatment assignment, which places the transmitted
packets into queues. The priority field also indicates the possible selection of
the priority field in the data link header when the switch forwards the packet.

State The OSPF interface state.

Events The number of state changes or error events that occurred between the OSPF
router and the neighbor router.

LsRetransQLen The number of elapsed seconds between advertising retransmissions of the
same packet to a neighbor.

ospfNbmaNbr Indicates whether the neighbor is a manually configured NBMA neighbor.

Permanence

HelloSuppressed

This variable indicates whether Hellos to a neighbor are suppressed.

Configuring RIP

This section contains information about the following topics:

» "Configuring RIP Globals" (page 200)

e "Configuring RIP interface parameters" (page 201)

e "Configuring RIP Advanced Interface parameters" (page 202)
e "Viewing RIP status" (page 203)

Configuring RIP Globals
Perform the following procedure configure global RIP properties.

Procedure steps

Step Action

1 In the COM navigation pane, expand managers, click on Routing

Manager and select IPv4 Networks, RIP, Globals.

The RIP-Globals table appears in the contents pane.
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2 To modify any of the configurable RIP global properties, modify the
fields directly in the contents pane and click Apply Changes.

—End—

Job aid

The following table describes the fields in the RIP — Globals table.
Field Description
Devices Identifies the device.
Operation Enables or disables the operation of RIP on all interfaces. The default is

disabled.

UpdateTime The time interval between RIP updates on all interfaces. This is a global

parameter for the switch and it applies to all interfaces. You cannot set this
parameter individually for each interface.

RouteChanges The number of route changes RIP made to the IP route database, excluding the
refresh of a route age.

Queries The number of responses sent to RIP queries from other systems.

HoldDownTime Sets the length of time that RIP continues to advertise a network after

determining it is unreachable.

TimeOutinterval Sets the RIP timeout interval in seconds.

DeflmportMetric Sets the value of the default import metric to import a route into a RIP domain.
For announcing OSPF internal routes into a RIP domain, if the policy does
not specify a metric value, the default import metric must be used. For OSPF
external routes, the external cost is used.

Configuring RIP interface parameters
Perform the following procedure configure RIP interface parameters.

Procedure steps

Step Action

1 In the COM navigation pane, expand managers, click on Routing
Manager and select a node under IPv4 Networks, RIP, Interfaces.

The Interfaces tab appears in the contents pane.

2 To modify any of the configurable RIP interface properties, modify
the fields directly in the contents pane, and click Apply.

—End—
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Job aid
The following table describes the fields in the RIP Interfaces tab.

Field Description
Address The IP address of the router interface.
Send What the router sends on this interface (selected from a menu):

* DoNotSend—no RIP updates sent on this interface
e ripVersion1—RIP updates compliant with RFC 1058

* riplCompatible—broadcast RIP2 updates using RFC 1058 route
subsumption rules

* ripVersion2—multicasting RIP2 updates

Receive Indicates which versions of RIP updates are accepted:
e ripl
e rip2
e riplOrRip2

The rip2 and rip1OrRip2 imply reception of multicast packets.

Configuring RIP Advanced Interface parameters
Perform the following procedure configure advanced RIP interface
parameters.

Procedure steps

Step Action

1 In the COM navigation pane, expand managers, click on Routing
Manager and select a node under IPv4 Networks, RIP, Interfaces.

The Interfaces tab appears in the contents pane.

2 Click the RipAdvancedinterfaces tab.

The Interfaces Advance table appears.

3 To modify any of the configurable RIP advance interface properties,
modify the fields directly in the contents pane, and click Apply.

—End—

Job aid
The following table describes the fields in the Interfaces Advance tab.
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Field Description

Address Displays the address of the entry in the IP RIP interface table.

Interface The index value of the RIP interface.

Enable Displays if the RIP interface is enabled or disabled.

Supply Enables (true) or disables (false) the switch to send out RIP updates on this
interface.

Listen What the router sends on this interface (selected from a menu). The default

is riplcompatible.

Poison Sets whether (true) or not (false) RIP routes on the interface learned from

a neighbor are advertised back to the neighbor. If disabled, split horizon is
invoked and IP routes learned from an immediate neighbor are not advertised
back to the neighbor. If enabled, the RIP updates sent to a neighbor from
which a route is learned are poisoned with a metric of 16. Therefore, the
receiver neighbor ignores this route because the metric 16 indicates infinite
hops in the network.

DefaultSupply Enables (true) or disables (false) an advertisement of a default route on this
interface. This command takes effect only if a default route exists in the routing
table.

DefaultListen Enables (true) or disables (false) the switch to accept the default route learned

through RIP on this interface.

TriggeredUpdate Enables (true) or disables (false) the switch to send out RIP updates on this
interface.

AutoAggregate Enables (true) or disables (false) automatic route aggregation on this interface.
When enabled, the switch automatically aggregates routes to their natural
mask when they are advertised on an interface.

This configuration aggregates only the routes with a mask length longer than
natural mask.

InPolicy This policy determines whether to learn a route on this interface. It also
specifies the parameters of the route when it is added to the routing table.

OutPolicy This policy determines whether to advertise a route from the routing table on
this interface. This policy also specifies the parameters of the advertisement.

Cost Indicates the RIP cost for this interface. Enter a value between 1 and 15.

Viewing RIP status
Perform the following procedure view the RIP protocol statistics.

Procedure steps

Step Action

1 In the COM navigation pane, expand managers, click on Routing
Manager and select a node under IPv4 Networks, RIP, Status.

The RIP Status table appears in the contents pane.
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—End—

Job aid
The following table describes the fields in the RIP Status table.
Field Description
Address The IP address of the router interface.

RcvBadPackets The number of RIP response packets received by the RIP process that were
subsequently discarded for any reason (for example, a version 0 packet or
an unknown command type).

RcvBadRoutes The number of routes, in valid RIP packets, that were ignored for any reason
(for example, unknown address family or invalid metric).

SentUpdates The number of triggered RIP updates actually sent on this interface. This field
explicitly does not include full updates sent containing new information.

HolddownTime The hold down time.

Timeoutinterval The time interval between two rip packets.

ProxyAnnounceF

lag

Configuring VRRP
This section contains information about the following topics:

¢ "Configuring VRRP Globals" (page 204)
e "Configuring VRRP Interfaces" (page 205)

Configuring VRRP Globals
Perform the following procedure configure VRRP global properties.

Procedure steps

Step Action

1 In the COM navigation pane, expand managers, click on Routing
Manager and select IPv4 Networks, VRRP, Globals.

The VRRP — Globals table appears in the contents pane.

2 To modify any of the configurable VRRP global properties, modify
the fields directly in the contents pane and click Apply Changes.

—End—
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Job aid
The following table describes the fields in the VRRP — Globals table.

Field Description
Devices Identifies the device.
NotificationCntl Indicates whether the VRRP-enabled router generates Simple Network

Management Protocol (SNMP) traps for events defined in this management
information base (MIB):

e Enabled—SNMP traps are sent

« Disabled—no traps are sent

VirtualAddr Used to configure whether this device must respond to pings directed to a
Enable virtual router IP address.

Configuring VRRP Interfaces
Perform the following procedure configure VRRP interface properties.

Procedure steps

Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select a hode under IPv4 Networks, VRRP,
Interfaces.

The VRRP — Interfaces table appears in the contents pane.

2 To modify any of the configurable VRRP interface properties, modify
the fields directly in the contents pane and click Apply Changes.

—End—

Job aid
The following table describes the fields in the VRRP — Interfaces table.
Field Description
Ifindex Interface of the VRRP router.
Vrid A number that uniquely identifies a virtual router on a given VRRP router. The
virtual router acts as the default router for one or more assigned addresses (1
to 255).
IpAddr The assigned IP addresses that a virtual router is responsible for backing up.
VirtualMacAddr The MAC address of the virtual router interface.
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Field Description
State The state of the virtual router interface:
e Initialize—waiting for a startup event
*  backup—monitoring availability and state of the master router
* master—functioning as the forwarding router for the virtual router IP
addresses
Control Whether VRRP is enabled or disabled for the port (or VLAN).
Priority Priority value to be used by this VRRP router. Set a value from 1 to 255, where

255 is reserved for the router that owns the IP addresses associated with
the virtual router. The default is 100.

MasterlpAddr

The IP address of the physical interface of the master virtual router that is
responsible for forwarding packets sent to the virtual IP addresses associated
with the virtual router.

FasterAdv
IntervalEnabled

Enables or disables the fast advertisement interval.
When disabled, the regular advertisement interval is used. The default is
disabled.

Advertisement The time interval (in seconds) between sending advertisement messages. Set

Interval from 1 to 255 seconds with a default of 1 second. Only the master router
sends advertisements.

FasterAdv Sets the fast advertisement interval, which is the time interval between sending

Interval VRRP advertisement messages. The interval is between 200 and 1000

milliseconds, and you must enter the same value on all participating routers.
The default is 200. You must enter the values in multiples of 200 milliseconds.

VirtualRouter

The time interval, in hundredths of a second, since this virtual router was

UpTime initialized.
Action Using the following action list to manually override the delay timer and force
preemption:
e preemption—preempt the timer
« none—allow the timer to keep working
HoldDown The time interval (in seconds) a router is delayed for the following conditions:
Timer e The VRRP holddown timer is executed during the switch transitions from
Init to backup and then to master. It occurs only during a switch bootup.
e The VRRP holddown timer is not executed during a non-bootup condition.
If the master VR goes down, the backup switch becomes the master after
the master downtime interval. (3 * hello interval).
* The VRRP holddown timer applies to the VRRP BackupMaster feature.
HoldDown When Hold Down Timer is counting down status is active and preemption
State occurs. The text box displays dormant when preemption is not pending.

HoldDownTime
Remaining

The remaining time (in seconds) before preemption.
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Field Description

CriticallpAddr Sets the IP interface on the local router to enable or disable the backup.
Enable

CriticallpAddr An IP interface on the local router configured so that a change in its state

causes a role switch in the virtual router (for example, from master to backup)
in case the interface stops responding.

BackUpMaster Indicates if the VRRP backup master is enabled or disabled. This option is not
Enable recommended for non Split-MLT ports.

BackUpMaster Displays the BackupMaster operational state.

State The BackUpMaster state is down if VRRP is enabled on a switch during the

master state .
The BackUpMaster state is up if VRRP is enabled on a switch during the
backup state.

e up: during BackupMaster state

e down: during the original state

Viewing and configuring IPv6 routing
In the Routing Manager navigation pane, the navigation tree shows the IP
addresses of discovered devices. Icons associated with IP addresses on
the branches indicate the following types of routes:

* IPv6 Routing

* |Pv6 OSPF

This section contains information about configuring routes for IPv6 routes
and protocols. This section includes information about the following topics:
» "Configuring IPv6 routing” (page 207)

e "Configuring IPv6é OSPF" (page 210)

Configuring IPv6 routing
This section contains information about the following topics:

e "Configuring IPv6 routing Globals" (page 207)
» "Configuring IPv6 routing Interfaces" (page 208)

Configuring IPv6 routing Globals
Perform the following procedure view the IPv6 routing global properties.

Procedure steps
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Step Action

1

In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv6 Networks, IPV6
ROUTING, Globals.

The Globals table appears in the contents pane.

To modify any of the configurable global routing properties, modify
the fields directly in the contents pane and click Apply Changes.

—End—

Job aid The following table describes the fields in the IPv6 routing —

Globals table.

Field Description

Devices Identifies the device.

Forwarding Indicates whether this entity is acting as an IPv6 router in respect to
the forwarding of datagrams received by, but not addressed to, this
entity. IPv6 routers forward datagrams. IPv6 hosts do not (except
those source-routed through the host).

DefaultHopLimit The default value inserted into the Hop Limit field of the IPv6 header
of datagrams originated at this entity whenever a Hop Limit value is
not supplied by the transport layer protocol.

Interfaces The number of IPv6 interfaces (regardless of their current state)
present on this system.

IfTableLastChange The value of sysUpTime at the time of the last insertion or removal
of an entry in the ipv6IfTable. If the number of entries is unchanged
since the last reinitialization of the local network management
subsystem, then this object contains a zero value.

IcmpNetUnreach Enables or disables ICMP net unreach feature.

IcmpRedirectMsg Enables or disables ICMP redirect feature.

IcmpErrorinterval The rate (in milliseconds) at which ICMP error messages can be sent
out. A value of zero indicates that no ICMP error messages are sent.

MulticastAdminStatus This indicates the global admin status for multicast.

FasterAdvintervalEnable

FasterAdvinterval

Configuring IPv6 routing Interfaces
Perform the following procedure configure IPv6 routing properties for
interfaces.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010

Copyright © 2009-2010, Nortel Networks




Viewing and configuring IPv6 routing 209

Procedure steps

Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv6 Networks, IPV6
ROUTING, Interfaces.

The Interfaces table appears in the contents pane.

2 To add an interface entry, from the menu bar, click Add Entry.
The IPv6 Routing - Insert Interface dialog box appears.

3 Complete the fields as required.
4 Click Save.

5 Click Ok or Details if there are errors or warnings.
The new entry appears in the contents pane.

—End—

Job aid The following table describes the fields in the IPv6 Routing —
Interfaces table.

Field Description

Interface A unique value to identify a physical interface or a logical interface
(VLAN). For the brouter port, this is the ifindex of the port. For the
VLAN, this is the ifindex of the VLAN.

Identifier IPv6 address interface identifiers. This is a binary string of up to 8
octets in network byte-order.

IdentifierLength The length of the interface identifier in bits.

Descr A textual string containing information about the interface. This string
can be set by a network management system.

Vlanid A value that uniquely identifies the VLAN associated with this entry.
This value corresponds to the lower 12 bits in the IEEE 802.1Q VLAN
tag.

Type The interface type.

ResmMaxSize MTU for this IPv6 interface. This value should be the same for all the

IP addresses defined on this interface.

PhysAddress The media-dependent physical address. For Ethernet media, this is
the MAC address.
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Field Description

AdminStatus The indication of whether IPv6 is enabled (up) or disabled (down) on
this interface. This object does not affect the state of the interface
itself, only its connection to an IPv6 stack.

OperStatus Operating status of the interface.

ReachableTime The time (in milliseconds) a neighbor is considered reachable after
receiving a reachability confirmation. Reference RFC2461, Section
6.3.2

RetransmitTime The time (in milliseconds) between retransmissions of Neighbor

Solicitation messages to a neighbor when resolving the address or
when probing the reachability of a neighbor. Reference RFC2461,
Section 6.3.

MulticastAdminStatus The admin status for multicast for this interface.

Configuring IPv6 OSPF
This section contains information about the following topics:

* "Configuring IPv6 OSPF General" (page 210)

* "Configuring IPv6 OSPF Interfaces" (page 212)
¢ "Configuring IPv6é OSPF Area" (page 215)

* "Configuring IPv6 OSPF Neighbors" (page 216)

Configuring IPv6 OSPF General
Perform the following procedure configure IPv6 OSPF general properties.

Procedure steps

Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv6 Networks, IPv6
OSPF, General.

The IPv6 OSPF—General table appears in the contents pane.
2 To modify any of the configurable IPv6 OSPF general routing

properties, modify the fields directly in the contents pane and click
Apply Changes.

—End—

Job aid The following table describes the fields in the IPv6 OSPF —
Globals table.
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Field Description

Devices Identifies the device.

Routerld Identifies the router independent of other routers in the OSPF domain. The
router ID has the same format as an IPv6 address.

AdminStat The administrative status of OSPF in the router. Enabled indicates that you can

activate OSPF interfaces. Disabled deactivates OSPF on all interfaces.

VersionNumber

Current version number of OSPF.

AreaBdrRitr
Status A read-only flag identifying this router as an area border router (ABR).
ATTENTION
The AreaBdrRtrStatus value must be true to create a virtual router interface.

ASBdrRtrStatus When you select the ASBdrRtrStatus option, the router is configured as an
autonomous system boundary router (ASBR).

AsScopelsa A read-only field displaying the number of external (LS type 5) LSAs in the

Count link-state database.

AsScopelsa A read-only field displaying the 32-bit unsigned sum of the LS checksums of the

CksumSum external LSAs in the link-state database. This sum determines changes and
compares the linkstate databases of two routers.

Originate A read-only field displaying the number of new LSAs. The number is

NewLsas incremented each time the router originates a new LSA.

RxNewLsas A read-only field displaying the number of new LSAs received. This number
does not include new instantiations of self-originated LSAs.

ExtLsaCount A read-only field displaying the number of external (LS type 0x4005) LSAS in
the link-state database.

ExtArea The maximum number of nondefault AS-external LSA entries stored in the

LsdbLimit link-state database. If the value is —1, then there is no limit. The default is -1.
You must set the LSDB limit to the same value for all routers attached to the
OSPFv3 backbone or any regular OSPFv3 area (that is, OSPFv3 stub areas
and NSSAs are excluded).

Multicast A bit mask indicating whether the router is forwarding IPv6 multicast datagrams

Extensions based on the algorithms defined in the multicast extensions to OSPF. Possible

forwarding includes:

* intraAreaMulticast—forwards to directly attached areas (called intra-area
multicast routing)

* interAreaMulticast—forwards between OSPFv3 areas (called inter-area
multicast routing)

* interAsMulticast—forwards between Autonomous Systems (called inter-AS
multicast routing)
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Field Description

ExitOverflow The number of seconds that, after entering the overflow state, a router attempts

Interval to leave the overflow state. This allows the router resend nondefault AS-external
LSAs. When the value is set to 0, the router does not leave the overflow state
until the router is restarted.

Demand The router support for demand routing.

Extensions

Traffic The router support for traffic engineering extensions.

Engineering

Support

Reference The reference bandwidth in kilobits per second for calculating default interface

Bandwidth metrics. The default value is 100 000 Kb/s (100 Mb/s).

RestartSupport The router support for OSPF hitless restart. Options include no restart support,
only planned restarts, or both planned and unplanned restarts. Options include:
¢ none (default)

e plannedOnly
¢ plannedAndUnplanned
RestartStatus A read-only field indicating the current status of OSPF hitless restart. Options

include:
* notRestarting (default)
* plannedRestart

e unplannedRestart

RestartInterval

The configured OSPF hitless restart timeout interval in the range 1 through
1800 seconds.

RestartAge A read-only field indicating the remaining time in the current OSPF hitless
restart interval in seconds. The range is 1 to 1800.

RestartExit A read-only field indicating the outcome of the last attempt at a hitless restart.

Reason Options include:

* none: indicates no restart was attempted

e inProgress: indicates a restart attempt is currently underway
e completed: indicates a completed restart

« timedout: indicates a timed out restart

* topologyChanged: indicates a cancelled restart due to topology change

Configuring IPv6 OSPF Interfaces
Perform the following procedure configure IPv6 OSPF interfaces.

Procedure steps
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Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager, and select a node under IPv6 Networks, IPv6
OSPF, Interfaces.

2 To modify any of the configurable IPv6 OSPF interface properties,
modify the fields directly in the contents pane, and click Apply
Changes.

—End—

Job aid The following table describes the fields in the IPv6 OSPF —
Interfaces table.

Field Description
Index The interface index of this OSPFv3 interface. The index corresponds to the
interface index of the IPv6 interface where OSPFv3 is configured.
Areald
Dotted decimal value to designate the OSPF area name.
VLANSs that maintain the default area setting on the interface cause the
LSDB to be inconsistent.
ATTENTION
The area name is not related to an IPv6 address. You can use any value
for the OSPF area name (for example, 1.1.1.1 or 200.200.200.200).
Type Type of OSPF interface (broadcast, nbma, point-to-point, or
point-to-multipoint).
AdminStat Current administrative state of the OSPF interface (enabled or disabled).
RtrPriority OSPF priority for the interface during the election process for the designated

router. The interface with the highest priority number is the designated router.
The interface with the second-highest priority becomes the backup designated
router. If the priority is 0, the interface cannot become the designated router
or the backup. The priority is used only during election of the designated
router and backup designated router. The range is 0 to 255. The default is 1.

TransitDelay

Length of time, in seconds (1 through 1800), required to transmit an LSA
update packet over the interface.

Retransinterval

Length of time, in seconds (1 through 1800), required between LSA
retransmissions.
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Field Description

Hellolnterval
Length of time, in seconds, between Hello packets. This value must be the
same for all routers attached to a common network.

ATTENTION
When you change the Hello interval values, you must save the
configuration file and reboot the switch for the values to be restored and
checked for consistency.

RtrDeadInterval Adjacent routers use this interval to determine if the router has been removed
from the network. The interval must be identical on all routers on the subnet
and a minimum of four times the Hello interval. To avoid interpretability
issues, the RtrDeadInterval value for the OSPF interface must match the
RtrDeadInterval value for the OSPF virtual interface.

Pollinterval Length of time, in seconds, between Hello packets sent to an inactive OSPF
router.

State A read-only field indicating the OSPFv3 interface state. Options include:
e down

* loopback

e waiting

e pointToPoint

e designatedRouter

* backupDesignatedRouter

« otherDesignatedRouter

Designated Router | A read-only field indicating the router ID of the designated router.

BackupDesignated | A read-only field indicating the router ID of the backup designated router.
Router

Events A read-only field indicating the number of times this OSPF interface changed
state or an error occurred.

MetricValue The metric assigned to this interface. The default value of the metric is the
Reference Bandwidth or ifSpeed. The value of the reference bandwidth is
configured by the rcOspfv3ReferenceBandwidth object.

LinkScope A read-only field indicating the number of Link-Scope LSAs in the link-state
LsaCount database.

LinkLsaCksum A read-only field indicating the 32-bit unsigned sum of the Link-Scope
Sum link-state advertisement LS checksums in the link-state database. The sum

determines a change in the router link-state database and compares the
link-state database of two routers.

Instld Enables multiple instances of OSPFv3 over a single link. The switch assigns
each protocol instance a separate ID. This ID has local link significance only.
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Field Description

DemandNbr Indicates whether neighbor probing is enabled. Neighbor probing determines
Probe whether the neighbor is inactive.

DemandNbr The number of consecutive LSA retransmissions before the neighbor is
ProbeRetxLimit deemed inactive and the neighbor adjacency is deactivated.

DemandNbr Defines how often, in seconds, the neighbor is probed.

Probelnterval

Configuring IPv6 OSPF Area
Perform the following procedure configure IPv6 OSPF areas.

Procedure steps

Step Action

1 In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv6 Networks, IPv6
OSPF, Area.

The IPv6 OSPF — Area table appears in the contents pane.

2 To add an area, from the menu bar, click Add Entry.

The Insert Areas dialog box appears.
3 Complete the fields as required.
4 Click Save.

5 Click Ok or Details if there are errors or warnings.

The new entry appears in the contents pane.

—End—
Job aid
The following table describes the Configuration of IPv6 OSPF area.
Field Description
Id A 32-bit integer uniquely identifying an area. Area ID 0.0.0.0 is used for the

OSPF backbone.
VLANSs that maintain the default area setting on the interface cause the LSDB to
be inconsistent.

ImportAsExtern The support for importing AS-external LSAs. Options include importExternal
(default), importNotExternal, or importNssa (not so stubby area).

SpfRuns Indicates the number of SPF calculations OSPF performs.
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Field Description

BdrRtrCount The number of area border routers reachable within this area. The switch
calculates the value, initially zero, in each SPF pass.

AsBdrRtrCount The total number of autonomous system border routers reachable within this
area. The switch calculates the value, initially zero, in each SPF pass.

ScopelLsaCount | The number of LSAs in the area link-state database, excluding AS External
LSAs.

ScopLsaCksum The 32-bit unsigned sum of the LSAs. This sum excludes external (LS type

Sum 5) LSAs. The sum determines changes in a router link-state database and
compares the link-state databases of two routers.

Summary The area support for summary advertisements in a stub area.

StubMetric The number of active interfaces in this area.

NssaTranslator
Role

Indicates an NSSA border router ability to translate NSSA type-7 LSAs into
type-5 LSAs. Options include:

« always

« candidate (default)

NssaTranslator
State

Indicates if and how an NSSA border router translates NSSA type-7 LSAs into
type-5 LSAs. Options include:

* enabled indicates the NSSA border router translator role is set to always.

+ elected indicates a candidate NSSA border router is translating type-7 LSAs
into type-5.

« disabled indicates a candidate NSSA border router is not translating type-7
LSAs into type-5.

NssaTranslator
StabilityInterval

The number of seconds after an elected translator determines translation is not
required that it resumes translation duties.

NssaTranslator
Events

A read-only field indicating the number of Translator State changes that
occurred since the last bootup.

StubMetricType

Sets the type of metric advertised as a default route:
* rcOspfv3Metric indicates the OSPF metric

« comparableCost indicates an external type 1

* nonComparable indicates an external type 2

Configuring IPv6 OSPF Neighbors
Perform the following procedure configure IPv6 OSPF neighbors.

Procedure steps
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Step Action

1

In the COM navigation pane, expand the managers, click on the
Routing Manager and select a node under IPv6 Networks, IPv6
OSPF, Neigbors.

The IPv6 OSPF — Neighbors table appears in the contents pane.
Select and modify any of the fields in the table.

Click Apply Changes.

—End—

The following table describes the fields in the IPv6 OSPF — Neighbors table.

Field

Description

Interface

A read-only field indicating the local link ID of the link over which the neighbor is
reached.

Rtrid

A read-only field indicating the router ID of the neighboring router, which
in OSPF has the same format as an IPv6 address but identifies the router
independent of IPv6 address.

AddressType

A read-only field indicating the address type of rcOspfv3NbrAddress. Only IPv6
addresses without zone index are expected. Options include:

¢ unknown
* ipv6
e ipv6z

e dns

Address

A read-only field indicating the IPv6 address for the neighbor associated with
the local link.

Options

A read-only field indicating the bit mask corresponding to the options field on
the neighbor.

Priority

A read-only field indicating the preferential treatment assignment, which places
the transmitted packets into queues. The priority field also indicates the
possible selection of the priority field in the data link header when the switch
forwards the packet.
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Field Description
State A read-only field indicating the OSPF interface state:
* down
+ attempt
o init
e twoWay

+ exchangeStart

* exchange

* loading
o full
Events A read-only field indicating the number of state changes or error events

occurring between the OSPF router and the neighbor router.

LsRetransQLen A read-only field indicating the number of elapsed seconds between advertising
retransmissions of the same packet to a neighbor.

Hello A read-only field indicating whether Hellos are suppressed at a neighbor.
Suppressed
Ifld A read-only field indicating the interface ID that the neighbor advertises in Hello
packets on this link, that is, the neighbor local interface index.
RestartHelper A read-only field indicating that the router acts as a hitless restart helper for
Status the neighbor. Options include:
e notHelping
e helping
RestartHelper A read-only field indicating the time remaining in the current OSPF hitless
Age restart interval, if the router acts as a restart helper for the neighbor. The range
is 1 through 1800 seconds.
RestartHelper A read-only field indicating the outcome of the last attempt to act as a hitless
ExtReason restart helper for the neighbor. Options include:

* none: indicates no restart was attempted (default)

* inProgress: indicates a restart attempt is currently underway
* completed: indicates a completed restart

* timedout: indicates a timed-out restart

« topologyChanged: indicates a cancelled restart due to the topology change
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Configuration of Trap/Log Manager

The Trap/Log Manager is a Configuration and Orchestration Manager
(COM) manager that allows you to configure and view the traps/notifications
and the system log. This manager combines the functionality of the original
Trap Receiver and Log Manager, and adds trap/natification configuration
and syslog configuration.

You can configure the network manager to which the traps are sent using
this manager. You can also configure the severity of the log, the host, and
the port to which the log is sent. The trap receiver shows the traps received
from the configured devices.

Similarly, the syslog receiver shows the system log for the configured
devices.

Navigation
e "Starting Trap/Log Manager" (page 219)
e "Trap/Log Manager window" (page 220)
« "Discovering devices" (page 222)
« "Displaying Preferences" (page 223)
» "Configuring Traps" (page 224)
* "Viewing Trap Log" (page 231)
¢ "Configuring System Log" (page 232)
e "Viewing System Log" (page 235)

Starting Trap/Log Manager
Perform the following procedure to start Trap/Log Manager.
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Procedure steps

Step Action

1

In the Configuration and Orchestration Manager Navigation tree,
expand Managers.

Click Trap/Log Manager icon.

COM automatically launches the device discovery, and displays the
operation result (errors and warnings), as shown in the following
figure.

Operation Result

Completed: 13/ 13, [Errors: 6, Warnings: 0]

o) [petais )

Click Ok to view Trap/Log Manager tab.
OR
Click Details to view errors or warnings, if any.

The following figure shows the Trap/Log Manager window.

—End—

Trap/Log Manager window
The following figure shows the Trap/Log Manager window.
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Figure 10
Trap/Log Manager window

| Home | Trap/Log Manager *

Networlc % | TrapfLog Manager
- E 2
# —jhetwork
4 (5 Confligure TrapsMotifications
I+ [ Ethernel Switch/ERS 25)0(
Navigation pane P lERS SN
[+ | _JERS 8OO0
I [CIERS 14240 64X
I |_JLegacy BayStack
4 (=3 Configure System Log
b [ Etherret Switch/ERS 25)0%
[+ [_JERS SSXMSENMMSHNAENN
I+ [_JERS BOOD
I+ [LJERS 16KX
I [ILegacy BayStack
=] View Trap Logs
=] View System Logs

Tool bhar

Content pane

The following table describes the parts of the Trap/Log Manager window.

Table 30
Parts of the Trap/Log Manager window
Part Description
Tool bar Provides quick access to commonly used Trap/Log Manager

commands. For more information, see "Tool bar buttons" (page 221).

Navigation pane Allows you to navigate to the settings for the current network devices.
For more information, see "Navigation pane" (page 222).

Contents pane Displays details of the folder selected on the navigation pane. For more
information, see "Contents pane" (page 222).

Tool bar buttons
The following table describes the Trap/Log Manager tool bar buttons.

Table 31
Tool bar buttons
Button Description
Discover Trap/Log Discovers the devices for the Trap/Log Manager.
Preferences Allows you to set the preferences for working with the Trap/Log
Manager.
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Navigation pane

The Trap/Log Manager navigation pane displays a hierarchical folder tree
that you can use to navigate to the groups.

The following figure shows the navigation pane of the Trap/Log Manager
window.

Figure 11
Navigation pane
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Contents pane

The contents pane displays detailed information for the element selected in
the navigation pane.

Discovering devices

You can discover the information in the Trap/Log Manager window with
trap/log information polled from the network devices. You can use this
feature to load any updated information that took effect since you opened
Trap/Log Manager. Perform the following procedure to discover traps/logs.

Procedure steps
Step Action

1 Click on the Discover Trap/Log button in the tool bar.
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COM initiates the device discovery, and displays the operation result
(errors and warnings), as shown in the following figure.

Operation Result

Corpleted: 12/ 13, [Errors: 6, Warnings: O]

o [petais ]

—End—

Displaying Preferences
You can select the specific set of assigned devices to be used in the
Trap/Log Manager discovery process in the Trap/Log Manager Preferences
dialog box, based on several criteria.

Step Action
1 Click Preferences button in the tool bar. The Trap/Log Manager
preferences dialog box appears.
-trWIMumehdém .xe"
¥ Mansge o devices B
—Manage by device family Manage by network layers
|1 ers so00 | Legacy Baystack [T Layer 2 T Layer 3 ‘
[Tl ers 180ex 17| Legacy ERS 142416
|1 Ethermat SwitchiERS 260 (| ERS SS50xjSaefamicameo Manage by Selected Devices
| |71 Akean | LaN AP [P Enatle
| Available Devices Selected Devices
—Manage by Sub-MNetwork
- 172,16,120.62 =
e At pehet o [ i 172161202 :I 5|
Trasit Delsts 172,16.120.5 3
172,16.120.24 =
172.16.120.23 (_<|
192,167.1.17 N
172,16,120.40 _.J

—End—

For more information on editing the Preferences, see "Editing preferences"
(page 269).
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Configuring Traps
For instructions on configuring traps for ERS devices see the following
sections.

Configuring Trap Receivers for ERS devices

Perform the following procedure to configure trap/logs for the following
devices:

* ERS 25XX
* ERS 55XX/56XX/45XX/35XX

Procedure steps

Step Action

1 In the Trap/Log Manager navigation tree, click Configure
Traps/Notifications.

2 Choose the switch for which you want to configure trap receivers.

3 In the contents pane, click the Trap Receivers tab.

4 To add a trap receiver entry for a device, click the Add button in
the tool bar.

The Insert Trap Receiver dialog box appears.

Insert Trap Receivers

Properties

—

Devices

Device
101271852 ﬂ
10.127.22.200
104272222

10127231 .72

O@oaom

[ Save ] [ Close ] [ Help ]

5 Populate the fields as required.

6 Click Save.

A row corresponding to the newly created trap receiver is added to
the table in the contents pane.
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T

—End—

You can also edit the existing trap receiver by editing the corresponding cells.

#})g f(?lllgwing table describes the Insert Trap Receiver dialog box fields:
Part Definition
Indx Specifies the index value. Ranges from 1 to 4.
NetAddr Specifies the network address.
RcvrComm Specifies the receiver address.
Devices Allows you to set these values for other similar devices.

Configuring Target Address Table for ERS devices
Perform the following procedure to configure Target Address Table for the
following devices:

* ERS 25XX
* ERS 55XX/56XX/45XX/35XX
« ERS 8000

* ERS 1424/16XX

Procedure steps

Step Action

1 In the Trap/Log Manager navigation tree, click Configure
Traps/Notifications.

2 Choose the switch for which you want to configure target addresses.

3 In the contents pane, click the Target Address Table tab.

By default, the Target Address Table tab opens.

4 To add a target address entry for a device, click the Add button in
the tool bar

The Insert Target Address Table dialog box appears.
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Insert Target Address Table @
Propetrties
I——
TargetDomair: snmplUDPDomain
TargetAddress: @@ [cxxononport ]
Timeout: 1500 [1/100 secs]
StorageType: | niorolatile |v |
Devices
Device
1012610429 il
101271402
101271715
101272212 -
[ Save J [ Close J [ Help ]

5 Enter the values in the fields as required.

6 Click Save.

A row corresponding to the newly created Target Address is added
to the table in the Contents pane.

—End—

You can edit the existing Target Address entries by editing the corresponding
cells.

You can modify any of the configurable global routing properties directly in
the Contents pane and save the changes by clicking Apply changes.

Job aid
The following table describes the Insert Target Address Table dialog box
fields.

Part Definition

Name Specifies the name of the target table.

TDomain Specifies the TDomain for the target table.
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Part Definition
TAddress

The IP address and the host of the target and the UDP
port number.

ATTENTION
Port 162 is reserved for SNMP traps.
Timeout The maximum round trip time required for communicating
with the transport address defined by this row.
RetryCount The number of retries to be attempted when a response is
not received for a generated message.
TagList Specifies a list of tag values. A tag value refers to a class of
targets to which the messages may be sent.
Params The string value that identifies snmpTargetParamsTable
entries.
StorageType Specifies the storage type. Default value is nonVolatile.

Configuring Target Params Table for ERS devices
Perform the following procedure to configure Target Params Table for the
following devices:

« ERS 25XX
* ERS 55XX/56XX/45XX/35XX
« ERS 8000

*  ERS 1424/16XX

Procedure steps

Step Action

1 In the Trap/Log Manager navigation tree, click Configure
Traps/Notifications.

2 Choose the switch for which you want to configure target parameters.

3 In the contents pane, click the Target Params Table tab.

4 To add a target parameter entry for a device, click the Add icon in

the tool bar menu.

The Insert Target Params dialog box appears.
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Insert Target Params Table @
Properties
I—
MPMoclel; | ShPy 1 Il
SecLrtyModel: | ShMPy1 |v |
SecLrityLevel: | noAuthoPry |v |
StorageType: | norvolatile |v |
Devices
Device
1012610129 i’
101271402
101271715
101272212 <
[ Save ] [ Close ] [ Help J
5 Enter the values in the fields as required.

6 Click Save.

A row corresponding to the newly created Target Params entry is
added to the table in the contents pane.

You can edit the existing values by editing the corresponding cells
and clicking Apply Changes.

—End—
Job aid
The following table describes he Insert Target Params dialog box fields.
Part definition
Name Specifies the unique name of the target parameters table.
MPModel Specifies the Message Processing model, SNMPv1,
SNMPv2c, or SNMPv3/USM. Default value is SNMPv1.
SecurityModel Specifies the security model, SNMPv1, SNMPv2c, or
SNMPv3/USM. Default value is SNMPv1.
SecurityName Specifies a new security name, which identifies the
principal to generate SNMP messages.
SecurityLevel The security level. The valid options are noAuthNoPriv,
authNoPriv, and authPriv. Default value is noAuthNoPriv.
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Part definition

StorageType Specifies the storage type. Default value is non-volatile.
Multiple Devices Allows you to set these values for other similar devices.
Insertion

Configuring Notify Table for ERS devices
Perform the following procedure to configure Notify Table for the following

devices:

* ERS 25XX

* ERS 55XX/56XX/45XX/35XX
« ERS 8000

* ERS 1424/16XX

Procedure steps

Step Action

1 In the Trap/Log Manager navigation tree, click Configure
Traps/Notifications.

2 Choose the switch for which you want to configure notifications.

3 In the contents pane, click the Notify Table tab.

The Notify Table window appears.

adimim | Logout | UM Hure | Abuut COM | Quick Start Guide | Help

Navigation 0 Ho TeaiLog Manager =)
S0 | Motk 4| | Trap/Loa Mamager
P sl s G || Toce: Adcress Teble || Terget Parovns Teble | Notify Table | Tran Recsvers
Tanagers 4 histwary ;
- & Congae Traoshatikmons || [ @ ¢ 2 ]
Ei ' VLA Hargar  EFIhaenat SarlhERS 254 J— ta Tupe ——
G R EFRERF ] T = =
= > [JERS SSMHSEMEILIE i o =] Samnk
ML MubLnk Trorkng Ranacer SRR B0 2 aSbgTepReur =SAgTrRRCUr tra rencCnly
— > (CJERES 14BN T s irsg raseinly
[ ZLegecy BayStac:
E BT # S5Carigars System Loy
- o JEthern st SvelchERE 3544
Rewking Manaper > [TJERS SSMHISEMSILEE
L SRR 00

= CLIERSS TR
Trapiog Manager = [JLegacy Beystack

T e Traa Lnga

== Vimw System L
. Flbe Jvventory Mansger - i

m vietuia| Riowng Mannaer

Wizas '

<

Templkes +|

Teaks +| | & L | 13

4 To add a notification entry for a device, click the Add icon in the
tool bar.

The Insert Notify Table dialog box appears.
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Insert Notify Table
Properties
I
o
Type: |trap |V|
StorageType: | nontolatile |v |
Devices
Device
1012610129 il
104274402
101271715
101272212 -
[ Save J [ Close J [ Help ]
5 Enter the values in the fields as required.

6 Click Save.

A row corresponding to the newly created notification is added to
the table in the contents pane.

You can modify any of the existing notifications by modifying the
fields directly in the Contents pane and clicking Apply Changes.

—End—
Job aid
The following table describes the Insert Trap Receiver dialog box fields.
Part definition
Name Specifies the unique identifier associated for the notify table.
Tag A single tag value used to select entries in the

snmpTargetAddrTable. Any entry in the snmpTargetAddrTable
that contains a tag value equal to the value of an instance of
this object is selected. If this object contains a value of zero
length, no entries are selected.
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Part definition

Type

This object determines the type of notification generated for
entries in the snmpTargetAddrTable that are selected by the
corresponding instance of snmpNotifyTag.

If the value of this object is trap, then any messages
generated for selected rows contain SNMPv2-Trap PDUs.

If the value of this object is inform, then any messages
generated for selected rows contain Inform PDUs.

ATTENTION
If an SNMP entity only supports generation of traps (and
not informs), then this object is read-only.

StorageType Specifies the storage type. Default value is other.

Viewing Trap Log

Perform the following procedure to view the trap log.

Procedure steps

Step Action

1 In the Trap/Log Manager navigation tree, click View Trap Logs.
The Trap Logs dialog box appears.

| Hame Trap/Luy Manager =

Metwark «| TrapfLog Manager
L =] @ | rapviewer
4 g etwork: = - B
& =3 Coniguns Trapamioifications: bEsE a@-=
b [ Ethemeat SwicERS 5HI Tire = Cevice. Trap Type Mezzace Te
b (CIERS S5MMSENHMENUSE0
b CERE &0
b [IFRG 14240 B
b [)Lewacy BaStack
# = Corrigurs Sysiem Log
b [ Bheret SwilcuERS 2K
b [ ERE SERKASENRMENKESIH
b [LJERS BoCD
b CIERS 1EHY
b CLegsey BapStach
] v Teop Laga
T wiew System Logs

—End—

The cells are non-editable.
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This tab shows the traps that are received from the devices in case of any
events. The right-hand panel displays the Trap or Notifications tab based on
the version of the device. Older versions support the Trap tab and newer
versions support the Notifications tab.

You can export trap log information to a text file by clicking Export and
saving the file to a local location.

Configuring System Log
The Trap/Log Manager lists the devices that support System Log
configuration that are discovered using the Topology Manager. In each of
the configuration nodes, the devices are grouped by family of device. Each
device can be selected to see the configuration.

To display the devices, expand the Configure System Log navigation tree.

ATTENTION

The Add icon on the tool bar is enabled only on clicking a device.

Configuring System Log for ERS devices
Perform the following procedure to create a system log for the following
devices:

« ERS 8000
* ERS 1424/16XX

Procedure steps

Step Action
1 In the Configure System Log folder, choose a device to create
a system log.

2 Click System Log Table tab.

3 Click Add button on the tool bar.
The Insert Syslog Log Table dialog box appears.
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Insert System Log Table X/
dExopetties
1d: | o [1-10]
IpAddr: [ o
UdpPort: 514 [514 - 530]
Faciity! =
Severity

¥ Info [warning [Tlerror [ fatal

MapinfoSeverity: info |~
MapWamingSeverity: | waming |~
MapErrorSeverity: error V
MapFatalSeverity: Emergency V

Enable: dl

Devices

[F] Device

] 1721481202
] 172181205

[ save J[_ cose J[ reb |
4 Enter values in the fields as required.

5 Click Save.

To modify any of the configurable SyslogHost interface properties,
modify the fields directly in the contents pane and click Apply
Changes on the tool bar.

—End—
Job aid
The following table describes the Insert Syslog dialog box fields.
Part Definition
Id ID for the syslog host being created.
IPAddr IP address of the syslog host.
UdpPort The UDP port to use to send messages to the syslog host
(514 to 530). Default value is 514.
Facility The syslog host facility used to identify messages (LOCALO
to LOCALY7Y).
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Part Definition

Severity The Ethernet Routing Switch 8000 Series message severity
for which syslog messages will be sent. Default value has all
values enabled: info, fatal, warning and error.

Maplinfo Severity | The fields that map the Ethernet Routing Switch 8000 Series
severity levels to syslog severity. Default value is info.

MapWarning The fields that map Ethernet Routing Switch 8000 Series
Severity warning severity levels to syslog severity. Default value is
warning.
MapError The fields that map Ethernet Routing Switch 8000 error
Severity severity levels to syslog severity. Default value is error.
MapFatal The fields that map Ethernet Routing Switch 8000 fatal
Severity severity levels to syslog severity. Default value is emergency.
Enable Enables or disables sending messages to the syslog host.

Default value is false (not selected).

Enabling System Log for ERS devices
Perform the following procedure to enable the system log for the following

devices:

e ERS 25XX

e ERS 55XX/56XX/45XX/35XX
+ ERS 8000

*  ERS 1424/16XX

Procedure steps

Step Action

1 In the Configure System Log folder, choose a device for which
to enable the system log.

2 In the System Log window, click in the Enable field.

3 Select the check box in the field.

4 To apply the changes, click the Apply Changes in the tool bar.

The value in the Enable field is updated to true.

—End—

Job aid
The following table describes the System Log tab fields.
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e

Part Definition
Enable Used to enable/disable the syslog feature.
MaxHosts The maximum number of remote hosts considered active and

able to receive messages from the syslog service.

OperState The operational state of the syslog service.

Viewing System Log
Perform the following procedure to view the System Log.

Procedure steps
Step Action

1 In the Trap/Log Manager navigation tree, click View System Logs.

The Syslog Viewer window appears.

[# | Hawe | Teop/log Managor X
Network {#| | Trap/Log Manager
L M= @ Syshon emer
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b [IFRS S5 ICERR A SRGTN
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b [ZIERS 1624 BXK
b CLeRey Pt Sk
& < oligure Syiem Leg
b [Z]Bhemet SwhchERS Z5HM
b [ERES S5RKERRLAEHRENE
+ CIERzaNN
b [ZIERE 1M
b ooy Bothoek
i TrapLegs
=wisw System Logs

—End—

The cells are non-editable.

You can export the information to a text file by using the Export button.
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Using File Inventory Manager

File Inventory Manager allows you to manage the hardware and software
configurations for different devices. File Inventory Manager allows you to

* view hardware configurations

* view software configurations

» edit Preferences

* download files from a device

e upload files to a device

* backup configuration files

e restore configuration files

« archive configuration files

» synchronize configuration files

e upgrade devices

e compare runtime configuration with existing configurations
This section describes using File Inventory Manager. It includes the
following information:

« "About File Inventory Manager" (page 237)

» "Starting File Inventory Manager" (page 242)

e "Using the File Inventory Manager window" (page 242)

e "Setting File Inventory Manager preferences" (page 269)

e "Managing files" (page 272)

* "Managing inventory" (page 293)

About File Inventory Manager
File Inventory Manager has two primary functions—file management and
inventory management. This section describes the capabilities provided
by those functions.
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This section contains information on the following topics:
* "File management features" (page 238)

¢ "Inventory management features" (page 241)

File management features
The file management features of File Inventory Manager allows you to
upload and download files to and from network devices. For all devices that
support multiple devices, you can also use File Inventory Manager to do
bulk uploads or downloads to or from multiple devices. This feature makes it
easier to deploy updated image or configuration files across your network.

The following table summarizes the file management capabilities of File
Inventory Manager.

Table 32
File Inventory Manager file management capabilities
Multiple
Device family Operation devices File types
ERS 8000 Download Yes Any (for example image, WSM
image, and configuration.)
Upload Yes Any (image, configuration,
syslog, etc.)
Backup Yes Configuration or boot
configuration
Restore Yes Configuration or boot
configuration
Archive Yes Configuration or boot
configuration
Synchronize | Yes Configuration or boot
configuration
Device Yes Image
upgrade
wizard
Compare Yes Configuration
runtime
Passport 1000 Not supported
(legacy)
Legacy ERS Download Yes Image
1424/16xx or configuration
Upload Yes Configuration
or history log
Backup Yes Configuration
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Multiple
Device family Operation devices File types
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
Compare Yes Configuration
runtime
Legacy ERS Download Yes Image
1424/16xx or configuration
Upload Yes Configuration
or history log
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
Device Yes Image
upgrade
wizard
(ERS 16xx
only)
Compare Yes Configuration
runtime
Ethernet Download Yes Image, configuration, firmware
Routing Switch image,
55xx/35xx/45xx/ or ASCII configuration file
25xx
Upload Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
Compare Yes Configuration
runtime
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Multiple
Device family Operation devices File types
Ethernet Switch | Upload Yes Image, configuration, firmware
image*, or ASCII configuration
file*
* Ethernet Switch 460/470,
Ethernet Switch 425 3.0
Download Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
Compare Yes Configuration
runtime
Legacy Download Yes Image, configuration, firmware
BayStack image*, or ASCII configuration
file*
* BPS 2000 2.0.5 and up,
BayStack 380 3.0, BayStack
420 3.0
Upload Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
Alteon Download Yes Image or configuration
Upload Yes Configuration or dump file
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
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Multiple
Device family Operation devices File types
OM 1000 Download Yes Image, configuration, firmware
image, or ASCII configuration
file
Upload Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
WLAN AP Download Yes Applicationlmage or
devices Configuration or NN Data
file
Upload Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize | Yes Configuration
Device Yes Image
upgrade
ATTENTION

The actual file upload and download operations are performed by a Trivial File
Transfer Protocol (TFTP) server. You can use either TFTP server software
running on the COM management station, or you can designate a separate
machine as the TFTP server.

Inventory management features
The inventory management features of File Inventory Manager show you
current information about the hardware and software discovered on your
network.

* Device and chassis types

* Installed blades

» Serial and revision numbers

* Image and configuration file names and versions
* GBIC data
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Starting File Inventory Manager
Perform the following procedure to start File Inventory Manager.

e The administrator must assign the File Inventory Manager in the
MultiElementManager Assignment tab.

Procedure steps
Step Action

1 Select Managers from Configuration and Orchestration Manager,
and then click the File Inventory Manager Icon.

The Confirmation dialog box appears.

2 Click Yes to query the discovered devices for inventory information,
or click No to get inventory information from a previously saved
inventory file.

If you click No, File Inventory Manager prompts you for the location
of the inventory file. Browse the file and then click Open Inventory.

3 Select the device from the Available Devices list, click > or >> to
move the highlighted devices in the Selected Devices list, and then
click Query Now.

The File Inventory Manager dialog box appears.

ATTENTION
Discovery process does not include devices without proper credentials
assigned to them.

—End—

Using the File Inventory Manager window
The following figure shows the File Inventory Manager window.
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File Inventory Manager window

File *  Wiew » | Action *
Network < | File Inventory
Toolbar — 2 @ Hardware | Software || Cthers
4 Device Family WSM Image || Configuration || General
Menu " | Ethernet SwitchiERS 25X
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MNavigation Bar S, U [CLegacy ERS 14246XX Boctver
3 At
[ #dean ConfigForhixtReset
Content Bar e
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=101 I7. 1405 Image2'er
=]10127 2495 ImageFort:dReset
=]10427 2313 SavePending
=]10427 51400 Slathium

=]10427.233.2
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=]10426.10.129
=]10427462
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=10427.222
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- |_JLegacy BayStack

+ [_JERS 16XX

- |_JPassport 1000

Softwareh/ersion

The following table describes the parts of the File Inventory Manager

window.
Table 33
Parts of the File Inventory Manager window
Part Description
Menu bar Provides access to all File Inventory commands.
For more information, see "Tool bar commands" (page 243).
Tool bar Provides quick access to commonly used File Inventory commands. For

more information, see "Tool bar commands" (page 243).

Navigation pane

Allows you to navigate File Inventory elements for devices discovered on
the network. For more information, see "Navigation pane" (page 245).

Contents pane

Displays file and inventory information for the element selected on the
Navigation pane. For more information, see "Contents pane" (page 246).

Tool bar commands

The following table describes the File Inventory Manager tool bar

commands.
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Table 34
Tool bar commands
Command Toolbar Description
Button
Discover Rediscovers the inventory information and reloads File
ﬂh Inventory Manager with the latest information.
Set Preferences _j Filters devices based on Family or Capabilities.
Find Finds matching text strings in the navigation or contents panes.
N
Highlight Highlights devices of the selected family on the Configuration
-+ X
Topology & and Orchestration Manager topology map.
Help @ Opens online Help for the current folder or tab.
Export _ Exports inventory information displayed in content panel grid in
to a text file.
Menu bar commands
The following table describes the File Inventory Manager menu bar
commands.
Table 35
Menu bar commands
Command Description
Save Inventory information Allows you to save inventory files that you can
load again later.
Open Inventory file Allows you to load saved inventory files.
Save Inventory in Tab delimited text file Allows you to save network inventory information
in a tab-delimited text file.
Set View Preferences Allows you to select the information to be
displayed.
Download file to device Allows you to download configuration or image
files or both to devices.
Upload file from device Allows you to upload configuration or image files
or both from devices.
Backup Config Allows you to create backup files that can be
restored to devices in the event of a network
failure.
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Command Description

Restore Config Allows you to restore the configuration for the
target device(s).

Archive Config Allows you to archive the configuration for the
target device(s).

Synchronize Config Allows you to synchronize the configuration for
the target device(s).

Upgrade device Allows you to update the software for the
specified device(s).

Upgrade device wizard Displays the Auto Upgrade form.

Edit File Allows you to edit configuration files with a text
editor.

Compare Config Compares the runtime configuration for the
specified device(s) with the external configuration
file.

Navigation pane
The File Inventory Manager Navigation pane allows you to navigate
File/Inventory elements for devices discovered on the network. Devices

are grouped in folders according to the device family. They are identified
by their IP address.

Double-click the folder to view its elements, and then click an element to
examine detailed information in the Contents panel.

Parts of the File/Inventory Navigation pane

[ Hame I File Inventory Manager 3]

File ¥ | Wiew ¥ | Action ¥

Metwork @
i LR E @

4 =5 Device Family
4 5 Ethernet SwitchiERS 255K
ElHardware
= Software
[ C]Devices
4 CYERS SSHHISEHMIM5HRIEH K
ElHardware
= software
i [C]Devices
4 E3ERS 8000
ElHardware
= software
[ C]Devices
4 E3ERS 16KK
ElHardware
= software
[ C]Devices
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The following table describes the Navigation pane.

Table 36
Parts of Navigation pane

Part

Description

Device Family folder

Specifies the root folder; contains all of the icons and folders
in the Tree Panel.

ERS 8000 folder

Displays the information specific to ERS 8xxx devices.

ERS 55XX/45XX/35XX folder

Displays the information specific to ERS 55xx, 45xx, and 35xx
devices.

Legacy ERS 1424/16xx

Displays the information specific to ERS 1424 and 16xx
devices.

ERS 55xx/35xx/45xx/25xx folder

Displays the information specific to ERS 55xx, 35xx, 45xx and
25xx devices.

Legacy BayStack

Displays the information specific to legacy baystack.

Alteon Displays the information specific to Alteon devices.

OM 1000 Displays the information specific to OM 1000 devices.
WLAN AP devices Displays the information specific to WLAN AP devices.
Hardware Displays all hardware information for the discovered devices.
Software Displays all software information for the discovered devices.
Devices Displays hardware and software information for the selected

device.

Contents pane

The contents pane displays file and inventory information for the element
selected on the Navigation pane. The information is provided in tabular
format. Each tab at the top of the contents pane is a table. Click the tab to
view the table contents. Use the horizontal scroll bar at the bottom of the
contents pane when a table is wider than the contents pane.

Understanding the File Inventory navigation tree
The following figure shows the File Inventory Manager navigation tree.
Depending on the devices that were discovered, your File Inventory
Manager window may show folders that are not listed here, and may not
show folders that are listed.
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Understanding the File Inventory Manager navigation tree

[ Hame I File Inventory Manager 3]

File ¥ | Wiew ¥ | Action ¥

Metwork @

i LR E 9
4 (2 Device Family
4 5 Ethernet SwitchiERS 255K
ElHardware
= Software
[ C]Devices
4 CYERS SSHHISEHMIM5HRIEH K
ElHardware
= software
i [C]Devices
4 E3ERS 8000
ElHardware
= software
[ C]Devices
4 E3ERS 16KK
ElHardware
= software
[ C]Devices

The following sections describe the tab contents of Device Family folders:
e "ERS 55xx/45xx/35xx folder" (page 247)
* "ERS 8000 folder" (page 254)

ERS 55xx/45xx/35xx folder

Use the ERS 55xx/45xx/35xx folder to view information about Ethernet
Routing Switch 5510, 5520, 5530, 4548GT, 4548GT_PWR, 4550T,
4550T_PWR, 4526FX, and 3510 hardware, software, and devices in the
network inventory.

The following table describes the parts of the ERS 55xx/45xx/35xx folder.

Table 37

Parts of the ERS 55xx/45xx/35xx folder
Part Description
"ERS 55xx/45xx/35xx Shows information about Ethernet Routing Switch
Hardware table" (page 55xx, 45xx, and 35xx device hardware in the
248) network inventory.

"ERS 55xx/45xx/35xx Shows information about software running on

Software table" (page 250) | Ethernet Routing Switch 55xx, 45xx, and 35xx
devices in the network inventory.

"ERS 55xx/45xx/35xx Shows information about each of the Ethernet
Devices folder" (page 251) | Routing Switch 55xx, 45xx, and 35xx devices
discovered on the network.
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ERS 55xx/45xx/35xx Hardware table Use the ERS 55xx/45xx/35xx
Hardware table to view information about Ethernet Routing Switch 55xx.
45xx, and 35xx device hardware in the network inventory.

The following table describes the parts of the ERS 55xx/45xx/35xx
Hardware table.

Table 38

Parts of the ERS 55xx/45xx/35xx Hardware table
Part Description
"Stack tab" (page | Shows information about Ethernet Routing Switch 55xx,
248) 45xx, and 35xx stack.
"Gbic tab" (page Shows information about the system that Ethernet Routing
249) Switch 55xx, 45xx, and 35xx use to determine the device

capabilities.

Stack tab Use the Stack of the "ERS 55xx/45xx/35xx folder" (page 247) to
view information about Ethernet Routing Switch 55xx, 45xx, and 35xx stack.

Network «|| |FileInventory

i AEEES [Gbic ” IP Phone H stack ]
4 (9 Device Family
I [ZJ Ethernet SwitchERS 25
4 SYERS S5XIEEXIIA5KY,
EHardware
E sottware
4 ) Devices
E17216.420.39
E]17246.120.41
4 CJERS 3000
ElHardware
= Sottware
4 Devices
El172464205
El172464202
b [CIERS 16X

Mo Device Intz Descr wer Serium Location)
1 1724612039 1 24 ports 1000100 4524GT HAL0B LEMNTRILZS001D  loc
2 1721612041 1 45 ports 101004 00 4245GT-PWE HALO SDLA 7001 G

The following table describes the parts of the Stack tab.

Table 39

Parts of the stack tab of the ERS 55xx/45xx/35xx Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Indx Shows the index number of the device.
Descr Shows the description for the device
Ver Shows the version number of the device.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



Using the File Inventory Manager window 249

Part Description
SerNum Shows the serial number of the device.
Location Show the location of the device.

Gbic tab Use the Gbic tab of the "ERS 55xx/45xx/35xx folder" (page
247) to view information about the system that Ethernet Routing Switch
55xx, 45xx, and 35xx use to determine the device capabilities.

The following table describes the parts of the Gbic tab

Table 40

Parts of the Gbhic tab of the ERS 55xx/45xx/35xx Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.

Port Number

Shows the port number of the device.

GBIC Type Shows the gbic type. It follows the port number.

Vendor Name | Shows the gbic vendor name.

Vendor OUI Shows the company ID of the gbic vendor IEEE.

Vendor Part# | Shows the part number provided by gbic vendor.

Vendor Shows the revision level for part number provided by vendor.
Revision

Vendor Serial

Shows the serial number provided by the vendor.

HW Options

Shows the hardware options for the gbic.

Date Code

Shows the manufacturing date code of the vendor.

Vendor Data

Shows the vendor specific data for gbic.

Chassis tab Use the Chassis tab of the "ERS 55xx/45xx/35xx folder"
(page 247) to view information about Ethernet Routing Switch 55xx, 45xx,
and 35xx chassis.

The following table describes the parts of the Chassis tab.

Table 41

Parts of the Chassis tab of the ERS 55xx/45xx/35xx Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
ModuleType Shows the Ethernet Routing Switch module type.
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Part Description

HwRevision Shows the current hardware revision of the device chassis.
DeviceSerial Shows the serial number of the device.

Number

ERS 55xx/45xx/35xx Software table Use the ERS 55xx/45xx/35xx
Software table to view information about software running on Ethernet
Routing Switch 55xx, 45xx, and 35xx devices in the network inventory.

The following table describes the parts of the ERS 55xx/45xx/35xx Software

table.

Table 42

Parts of the ERS 55xx/45xx/35xx Software table
Part Description
"General tab" Shows general information about software running on
(page 250) Ethernet Routing Switch (legacy) 55xx, 45xx, and 35xx

devices in the network inventory.

"Image Config tab" | Shows information about software configuration settings.
(page 251)

General tab Use the General tab of the "ERS 55xx/45xx/35xx Software
table" (page 250)to view general information about the software running on
Ethernet Routing Switch 55xx, 45xx, and 35xx devices.

The following table describes the parts of the General tab.

Table 43

Parts of the General tab of the ERS 55xx/45xx/35xx Software table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Type Shows the type of the device.
SysName Shows the system name of the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.
UpTime Shows the elapsed time since the last restart of the device.
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Image Config tab Use the Image/Config tab of the "ERS 55xx/45xx/35xx
Software table" (page 250) to view information about image and
configuration files loaded on the Ethernet Routing Switch 55xx, 45xx, and
35xx devices.

The following table describes the parts of the Image/Config tab.

Table 44
Parts of the Image/Config tab of the ERS 55xx/45xx/35xx software table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
ImgFname Shows the filename of the last image file downloaded to
the device.
CfgFname Shows the filename of the last configuration file downloaded
to or uploaded from the device.

ERS 55xx/45xx/35xx Devices folder Use the ERS 55xx/45xx/35xx
Devices folder to view information about each of the Ethernet Routing
Switch 55xx, 45xx, and 35xx devices discovered on the network.

For each device in the Devices folder, File Inventory Manager displays the
following tabs in the contents pane

Table 45
Parts of the ERS 55xx/45xx/35xx Devices folder
Part Description
"Stack tab" (page | Shows information about Ethernet Routing Switch 55xx,
252) 45xx, and 35xx stack.
"Gbic tab" (page Shows information about the system that Ethernet Routing
252) Switch 55xx, 45xx, and 35xx use to determine the device
capabilities.
"General tab" Shows general information about software running on
(page 253) Ethernet Routing Switch 55xx, 45xx, and 35xx devices in
the network inventory.
"Image Config tab" | Shows information about software configuration settings.
(page 253)

ATTENTION

The contents pane displays the tabs described in the previous table, only when
you select a device from the device folder.
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Chassis tab Use the Chassis tab of the "ERS 55xx/45xx/35xx Devices
folder" (page 251) to view information about Ethernet Routing Switch 55xx,
45xx, and 35xx chassis.

The following table describes the parts of the Chassis tab.

Table 46
Parts of the Chassis tab of the ERS 55xx/45xx/35xx Devices folder
Part Description
ModuleType Specifies the Ethernet Routing Switch module type.
HwRevision Specifies the current hardware revision of the device
chassis.
DeviceSerialNumber Specifies the serial number for the device.

Stack tab Use the Stack tab of the "ERS 55xx/45xx/35xx Devices folder"
(page 251) to view information about Ethernet Routing Switch 55xx, 45xx,
and 35xx Stack.

The following table describes the parts of the Stack tab.

Table 47
Parts of the stack tab of the ERS 55xx/45xx/35xx Devices folder
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Indx Shows the index number of the device.
Descr Shows the description for the device
Ver Shows the version number of the device.
SerNum Shows the serial number of the device.
Location Show the location of the device.

Gbic tab Use the Gbic tab of the "ERS 55xx/45xx/35xx Devices folder"
(page 251) to view information about the system that Ethernet Routing
Switch 55xx, 45xx, and 35xx use to determine the device capabilities.

The following table describes the parts of the Gbic tab.

Table 48

Parts of the Ghic tab of the ERS 55xx/45xx/35xx Devices folder
Part Description
No. Shows the row number of the table entry.
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Part

Description

Device

Shows the IP address or host name for the device.

Port Number

Shows the port number of the device.

GBIC Type Shows the gbic type. It follows the port number.

Vendor Name | Shows the gbic vendor name.

Vendor OUI Shows the company ID of the gbic vendor IEEE.

Vendor Part# | Shows the part number provided by gbic vendor.

Vendor Shows the revision level for part number provided by vendor.
Revision

Vendor Serial

Shows the serial number provided by the vendor.

HW Options

Shows the hardware options for the gbic.

Date Code

Shows the manufacturing date code of the vendor.

Vendor Data

Shows the vendor specific data for gbic.

General tab Use the General tab of the "ERS 55xx/45xx/35xx Devices
folder" (page 251) to view general information about the selected Ethernet
Routing Switch 55xx, 45xx, and 35xx device.

The following table describes the parts of the General tab.

Table 49
Parts of the General tab of the Devices folder
Part Description
Type Shows the type of the device.
SysName Shows the system name of the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.
UpTime Shows the elapsed time since the last restart of the device.

Image Config tab Use the Image/Config tab of the "ERS 55xx/45xx/35xx
Devices folder" (page 251)to view information about image and configuration
files loaded on the device.

The following table describes the parts of the Image/Config tab.
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Table 50
Parts of the Image/Config tab of the ERS 55xx/45xx/35xx Devices folder

Part Description

PromFWVersion Shows the version number of the agent PROM firmware.

RuntimeSW Shows the version number of the runtime software.
Version
FirmwareFile Shows the filename of the last image or firmware file

downloaded to the device.

ConfigFName Shows the filename of the last configuration file downloaded
to or uploaded from the device.

ERS 8000 folder
Use the ERS 8000 folder to view information about Ethernet Routing Switch
8000 hardware, software, and devices in the network inventory.

The following table describes the parts of the ERS 8000 folder.

Table 51

Parts of the ERS 8000 folder
Part Description
"ERS 8000 Shows information about Ethernet Routing Switch 8000
Hardware table" device hardware in the network inventory.
(page 254)
"ERS 8000 Shows information about software running on Ethernet
Software table" Routing Switch 8000 devices in the network inventory.
(page 259)
"ERS 8000 Shows information about each of the Ethernet Routing
Devices folder" Switch 8000 devices discovered on the network.
(page 262)

ERS 8000 Hardware table Use the ERS 8000 Hardware table to view
information about Ethernet Routing Switch 8000 device hardware in the
network inventory.

Metwork File Inventory
[ T m 4 @ [ Ghic H IP Phone ” Mda ” Card ” Chassis ]

4 ) Device Family
[+ (L] Ethernet Switch/ERS 25
[ [CIERS SSXKISERHMSHY,
4 (5 ERS 5000
Hardware
Software
> CJDevices
b CJERS 16K

Mo Device Slot/Port Type “endar Patt
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The following table describes the parts of the ERS 8000 Hardware table.

Table 52

Parts of the ERS 8000 Hardware table
Part Description
"Chassis tab" Shows information about Ethernet Routing Switch 8000
(page 255) family chassis.
"Card tab" (page | Shows information about cards installed in Ethernet Routing
256) Switch 8000 family chassis.
"Mda tab" (page Shows information about MDAs installed in Ethernet Routing
257) Switch 8000 family chassis.
"Gbic tab" (page Shows information about the system that Ethernet Routing
258) Switch 8000 family use to determine the device capabilities.

"IP Phone" (page | Shows information about IP Phone installed in Ethernet
258) Routing Switch 8000 family chassis.

Chassis tab Use the Chassis tab of the "ERS 8000 Hardware table" (page
254) to view information about Ethernet Routing Switch 8000 family chassis.

The following table describes the parts of the Chassis tab.

Table 53
Parts of the Chassis tab of the ERS 8000 Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Type Shows the module type.
SerialNumber Shows the serial number for the device.
Hardware Shows the current hardware revision of the device chassis.
Revision
NumSlots Shows the number of slots (or cards) this device can contain.
NumPorts Shows the number of ports currently on this device.
BaseMacAddr Shows the starting point of the block of MAC addresses
used by the switch for logical and physical interfaces.
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Part Description

HaCpu Shows you the L2 redundancy on the master CPU is
enabled or disabled.

StandbyCpu Shows you whether the L2 Redundancy is enabled on the

standby CPU. The possible states are
e hotStandbyCPU

* warmStandbyCPU

« standbyCPUNOotPresent

Card tab Use the Card tab of the "ERS 8000 Hardware table" (page
254)to view information about cards installed in Ethernet Routing Switch
8000 series chassis.

The following table describes the parts of the Card tab.

Table 54

Parts of the Card tab of the ERS 8000 Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
SlotNum Shows the slot numbers of cards installed in the chassis.
FrontType Indicates the card types in Ethernet Routing Switch 8000

Series devices. Front refers to the 1/0 portion of the
module, the 1/O card.

FrontDescription

Shows the model number of the module (for example,
8608GT).

FrontSerialNum

Shows the serial number of the I/O card.

FrontHwVersion

Shows the hardware version of the I/O card.

FrontPartNumber Shows the part number of the I/O card.
FrontDateCode Shows the manufacturing date code for the I/O card.
FrontDeviations Shows front deviations for the card.
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Part Description

BackType Shows the back type of the card. Possible values are

* rc2kBackplane

*  rc2kSFM

* rc2kBFMO
* rc2kBFM2
e rc2kBFM3
* rc2kBFM6
* rc2kBFM8

e rc2kMGSFM

e other
BackDescription Shows the back description for the card.
BackSerialNum Shows the back serial number for the card.
BackHwVersion Shows the back hardware version for the card.
BackPartNumber Shows the back part number for the card.
BackDateCode Shows the back date code for the card.
BackDeviations Shows the back deviations for the card.

Mdatab Use the Mda tab of the "ERS 8000 Hardware table" (page 254) to
view information about MDA installed in Ethernet Routing Switch 8000
family devices in the network inventory.

The following table describes the parts of the Mda tab.

Table 55
Parts of the Mda tab of the ERS 8000 Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device in which
the MDA is installed.
SlotNum Shows the identity of the slot in which the MDA is installed.
MdaNum Shows the number of the MDA.
Type Shows the type of the MDA.
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Part Description

Description Shows the MDA description. Possible values include
¢ 0OC-3c SMF MDA—Dual port OC-3¢c SMF

¢ 0OC-3¢c MMF MDA—Dual port OC-3¢c MMF

¢ 0C-12¢c SMF MDA—Single Port OC-12¢c SMF

e 0C-12c MMF MDA—Single Port OC-12¢c MMF

NumPorts Shows the number of ports on the MDA.

Gbic tab Use the Gbic tab of the "ERS 8000 Hardware table" (page
254) to view information about the system that Ethernet Routing Switch
8000 family use to determine the device capabilities.

The following table describes the parts of the Gbic tab.

Table 56
Parts of the Gbic tab of the ERS 8000 Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Slot/Port Shows the slot number and the port number of Gbic in the
device.
Type Shows the gbic type. It follows the port number.
Vendor Shows the gbic vendor name.
Part Shows the part number provided by gbic vendor.

IP Phone Use the IP Phone tab of the "ERS 8000 Hardware table" (page
254) to view information about the IP Phone that are installed on the
Ethernet Routing Switch 8000 family.

The following table describes the parts of the IP Phone tab.

Table 57
Parts of the IP Phone tab of the ERS 8000 Hardware table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
TimeMark Shows the time.
PortNum Shows the port number.
Index Shows the port index.
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Part Description

Type Shows the port type.

ConnectedIPPhone | Shows the IP phone connected to the device.
SysName Shows the system name.

Description Shows the description.

ERS 8000 Software table Use the ERS 8000 Software table to view
information about software running on Ethernet Routing Switch 8000
devices in the network inventory.

Network File Inventory
[ . m l;' @ I WsM Image H Configuration H General ” Software H DeviceInfo
4 3 Device Family Mo Device Slathum Softwarev'ersion EnabledSwFeature: BootVer  Imageler Image2vel
[+ (L] Ethernet Switch/ERS 25
b CIERS SSHASEKMMSKNT | | 172181205 unknawn
4 SJERS 8000 2 172161202 unknown
ElHardware
=] Software
4 S5 Devices
172161205
E172181202
b CIERS 16X

The following table describes the parts of the ERS 8000 Software table.

Table 58
Parts of the ERS 8000 Software table
Part Description
"General tab" Shows general information about software running on
(page 259) Ethernet Routing Switch 8000 family devices in the network
inventory.
"Device Info tab" | Shows information about the device.
(page 260)
"Software tab" Shows information about software versions and sources.
(page 260)
"Configuration Shows information about software configuration settings.

tab" (page 261)

"WSM Image tab" | Shows information about WSM images.
(page 261)

General tab Use the General tab of the "ERS 8000 Software table"
(page 259) to view general information about software running on Ethernet
Routing Switch 8000 family devices on the network.

The following table describes the parts of the General tab.
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Table 59
Parts of the General tab of the ERS 8000 Software table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Type Shows the type of the device.
SysName Shows the system name of the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.

Device Info tab Use the Device Info tab of the "ERS 8000 Software table"
(page 259) to view information about the device in the Ethernet Routing
Switch 8000 family chassis.

The following table describes the parts of the device info tab.

Table 60

Parts of the Device Info tab of the ERS 8000 Software table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Slot Shows the slot number for the pcmcia card in the device.
FlashBytesUsed Shows the number of bytes used in the system configuration

flash device.

Flash Shows the number of bytes available in the system
BytesFree configuration flash device.
Flash Shows the number of files available in the system
NumFiles configuration flash device.
Pcmcia Shows the number of bytes used by pcmcia device in the
BytesUsed system.
Pcmcia Shows the number of bytes available in the system pcmcia
BytesFree device.
Pcmcia Shows the number of files available in the system pcmcia
NumFiles device.

Software tab Use the Software tab of the "ERS 8000 Software table"
(page 259) to view information about the software running on cards installed
in the Ethernet Routing Switch 8000 family chassis. The table on the tab
has one row for each CPU card in the chassis.
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The following table describes the parts of the Software tab.

Table 61
Parts of the Software tab of the ERS 8000 Software table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Slot Shows the slot number of the card on which the software
is running.
SwVersion Shows the version number of the software.

Shows the name of the file from which the runtime image
was loaded.

LastRuntime
ImageSource

Shows the name of the file from which the primary image
was loaded.

Primarylmage
Source

Configuration tab Use the Configuration tab of the "ERS 8000 Software
table" (page 259) to view information about configuration files loaded on the
device. The table on the tab has one row for each CPU card in the chassis.

The following table describes the parts of the Configuration tab.

Table 62
Parts of the Configuration tab of the ERS 8000 Software table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Slot Shows the slot number of the card on which the software
is running.
LastBootConfig Shows the name and location of the file from which the last

Source boot configuration was loaded.

LastRuntime

Shows the name and location of the file from which the last

ConfigSource runtime configuration was loaded.
PrimaryConfig Shows the name and location of the file from which the last
Source primary configuration was loaded.

WSM Image tab Use the WSM Image tab of the "ERS 8000 Software
table" (page 259) to view information about WSM image software running
on Ethernet Routing Switch 8000 family devices.

The following table describes the parts of the WSM Image tab.
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Table 63
Parts of the WSM Image tab of the ERS 8000 Software table
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Software Version Shows the software version of the WSM image.

Enabled SwFeatures | Shows the enabled features of the WSM image.

BootVer Shows the boot version of the WSM image.
ImagelVer Shows the version number of WSM image 1.
Image2Ver Shows the version number of WSM image 2.

ImageForNxt Reset Shows the image file that loads the next time the WSM
card resets.

ConfigForNxt Reset | Shows the configuration file that loads the next time the
WSM card resets.

SavePending Indicates that a save action is required because the
configuration has been applied but has not been saved
to the flash.

ERS 8000 Devices folder Use the ERS 8000 Devices folder to view
information about each of the Ethernet Routing Switch 8000 devices
discovered on the network.

The following table describes the parts of the ERS 8000 Devices folder.

Table 64

Parts of the ERS 8000 Devices folder
Part Description
"Chassis tab" Shows information about Ethernet Routing Switch 8000
(page 263) family chassis.
"Card tab" (page | Shows information about cards installed in Ethernet Routing
263) Switch 8000 series chassis.
"Mda tab" (page Shows information about MDA installed in Ethernet Routing
264) Switch 8000 family devices in the network inventory.
"General tab" Shows general information about software running on
(page 265) Ethernet Routing Switch 8000 family devices in the network

inventory.

"Software tab" Shows information about software versions and sources.
(page 265)
"Configuration Shows information about software configuration settings.
tab" (page 266)
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Part Description

"WSM Image tab" | Shows information about WSM images.

(page 266)

"FlashFiles tab" Shows information about the files in the flash memory of
(page 267) Ethernet Routing Switch 8000 family devices.

"Devicelnfo tab" Shows information about the device.

(page 267)

"Gbic tab" (page Shows information about the system that Ethernet Routing
268) Switch 8000 family use to determine the device capabilities.

"PcmciaFiles tab" | Shows information about the PcmciaFiles.
(page 268)

Chassis tab Use the Chassis tab of the "ERS 8000 Devices folder" (page
262) to view information about the Ethernet Routing Switch 8000 device
chassis. The following table describes the parts of the Chassis tab.

Table 65

Parts of the Chassis tab of the ERS 8000 Devices folder
Part Description
Type Shows the module type.
SerialNumber Shows the serial number for the device.
Hardware Shows the current hardware revision of the device chassis.
Revision
NumSlots Shows the number of slots (or cards) this device can contain.
NumPorts Shows the number of ports currently on this device.
BaseMacAddr Shows the starting point of the block of MAC addresses

used by the switch for logical and physical interfaces.

HaCpu Shows you whether the L2 redundancy on the master CPU
is enabled or disabled.

StandbyCpu Shows you whether the L2 Redundancy is enabled on the
standby CPU. The possible states are

¢ hotStandbyCPU
« warmStandbyCPU
« standbyCPUNOotPresent

Card tab Use the Card tab of the "ERS 8000 Devices folder" (page 262) to
view information about cards installed in Ethernet Routing Switch 8000
series chassis.

The following table describes the parts of the Card tab.
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Table 66
Parts of the Card tab of the ERS 8000 Devices folder
Part Description
SlotNum Shows the slot numbers of cards installed in the chassis.

FrontType Indicates the card types in Ethernet Routing Switch 8000

Series devices. Front refers to the I/O portion of the
module, the 1/O card.

FrontDescription

Shows the model number of the module (for example,
8608GT).

FrontSerialNum

Shows the serial number of the 1/O card.

FrontHwVersion

Shows the hardware version of the I/O card.

FrontPartNumber Shows the part number of the I/O card.
FrontDateCode Shows the manufacturing date code for the I/O card.
FrontDeviations Shows front deviations for the card.

BackType Shows the back type of the card. Possible values are

* rc2kBackplane

*  rc2kSFM

* rc2kBFMO

e rc2kBFM2

e rc2kBFM3

e rc2kBFM6

* rc2kBFM8

*  rc2kMGSFM
» other

BackDescription

Shows the back description for the card.

BackSerialNum

Shows the back serial number for the card.

BackHwVersion

Shows the back hardware version for the card.

BackPartNumber

Shows the back part number for the card.

BackDateCode

Shows the back date code for the card.

BackDeviations

Shows the back deviations for the card.

Mdatab Use the Mda tab of the "ERS 8000 Devices folder" (page 262) to

view information about MDA installed in Ethernet Routing Switch 8000
family devices in the network inventory.

The following table describes the parts of the Mda tab.
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Table 67
Parts of the Mda tab of the ERS 8000 Devices folder
Part Description
SlotNum Shows the identity of the slot in which the MDA is installed.
MdaNum Shows the number of the MDA.
Type Shows the type of the MDA.
Description Shows the MDA description. Possible values include

¢ 0OC-3c SMF MDA—Dual port OC-3c SMF
¢ 0C-3c MMF MDA—Dual port OC-3¢c MMF
« 0C-12c¢c SMF MDA—Single Port OC-12c SMF
¢ 0C-12c MMF MDA—Single Port OC-12¢c MMF

NumPorts Shows the number of ports on the MDA.

General tab Use the General tab of the "ERS 8000 Devices folder"
(page 262) to view general information about software running on Ethernet
Routing Switch 8000 family devices on the network.

The following table describes the parts of the General tab.

Table 68
Parts of the General tab of the ERS 8000 Devices folder
Part Description
Type Shows the type of the device.
SysName Shows the system name of the device.
Device Shows the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.

Software tab Use the Software tab of the "ERS 8000 Devices folder"
(page 262) to view information about software running on cards installed
in Ethernet Routing Switch 8000 family chassis. The table on the tab will
have one row for each CPU card in the chassis.

The following table describes the parts of the Software tab.
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Table 69
Parts of the Software tab of the ERS 8000 Devices folder
Part Description
Slot Shows the slot number of the card on which the software
is running.
SwVersion Shows the version number of the software.
LastRuntime Shows the name of the file from which the runtime image
ImageSource was loaded.
Primarylmage Shows the name of the file from which the primary image
Source was loaded.

Configuration tab Use the Configuration tab of the "ERS 8000 Devices
folder" (page 262) to view information about configuration files loaded on
the device. The table on the tab will have one row for each CPU card in
the chassis.

The following table describes the parts of the Configuration tab.

Table 70

Parts of the Configuration tab of the ERS 8000 Devices folder
Part Description
Slot Shows the slot number of the card on which the software

is running.

LastBootConfig Shows the name and location of the file from which the last
Source boot configuration was loaded.
LastRuntime Shows the name and location of the file from which the last
ConfigSource runtime configuration was loaded.
PrimaryConfig Shows the name and location of the file from which the last
Source primary configuration was loaded.

WSM Image tab Use the WSM Image tab of the "ERS 8000 Devices
folder" (page 262) to view information about WSM image software running
on Ethernet Routing Switch 8000 family devices.

The following table describes the parts of the WSM Image tab.

Table 71
Parts of the WSM Image tab of the ERS 8000 Devices folder
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Software Version Shows the software version of the WSM image.
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Part Description

Enabled SwFeatures | Shows the enabled features of the WSM image.

BootVer Shows the boot version of the WSM image.
ImagelVer Shows the version number of WSM image 1.
Image2Ver Shows the version number of WSM image 2.

ImageForNxt Reset Shows the image file that will be loaded the next time
the WSM card resets.

ConfigForNxt Reset Shows the configuration file that will be loaded the next
time the WSM card resets.

SavePending Indicates that a save action is required because the
configuration has been applied but has not been saved
to the flash.

FlashFiles tab Use the Flash Files tab of the "ERS 8000 Devices folder"
(page 262) to view information about the files in the flash memory of the
selected Ethernet Routing Switch 8000 device.

The following table describes the parts of the Flash Files tab.

Table 72
Parts of the Flash Files tab of the ERS 8000 Devices folder
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Slot Displays slot number of the card that contains the Flash files.
Name Displays the name of the file
Date Displays the date the file was written to the flash memory
Size Displays the file size in bytes

Devicelnfo tab Use the Device Info tab of the "ERS 8000 Devices folder"
(page 262) to view information about the device selected Ethernet Routing
Switch 8000 device.

The following table describes the parts of the Devicelnfo tab.

Table 73
Parts of the Devicelnfo tab of the ERS 8000 Devices folder
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
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Part Description

Slot Shows the slot number for the pcmcia card in the device.
FlashBytes Shows the number of bytes used in the system configuration
Used flash device.

FlashBytes Shows the number of bytes available in the system

Free configuration flash device.

FlashNum Shows the number of files available in the system

Files configuration flash device.

Pcmcia Shows the number of bytes used by pcmcia device in the
BytesUsed system.

PcmciaBytes Shows the number of bytes available in the system pcmcia
Free device.

PcmciaNum Shows the number of files available in the system pcmcia
Files device.

Gbic tab Use the Gbic tab of the "ERS 8000 Devices folder" (page 262) to
view information about the system that Ethernet Routing Switch 8000 family
use to determine the device capabilities.

The following table describes the parts of the Gbic tab.

Table 74
Parts of the Gbic tab of the ERS 8000 Devices folder
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Slot/Port Shqws the slot number and the port number of gbic in the
device.
Type Shows the gbic type. It follows the port number.
Vendor Shows the gbic vendor name.
Part Shows the part number provided by gbic vendor.

PcmciaFiles tab Use the PmciaFiles tab of the "ERS 8000 Devices folder"
(page 262) to view pcmcia file information of the selected Ethernet Routing
Switch 8000 device.

The following table describes the parts of the PcmciaFiles tab.
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Table 75
Parts of the PcmciaFiles tab of the ERS 8000 Devices folder
Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Slot Shows the slot number for the pcmcia card in the device.
Name Shows the name of the files in pcmcia card.
Date Shows the file creation date.
Size Shows the size of the file.

Setting File Inventory Manager preferences
You can set preferences for displaying and managing devices on the File
Inventory Manager. This section contains information about setting the
following preferences:

e "Setting management preferences" (page 269)
* "Setting display preferences"” (page 271)
Setting device management preferences

Perform the following procedure to set the preferences for managing devices
using the File Inventory Manager.

Procedure steps

Step Action
1 Open the File Inventory Manager.
2 Select Preferences tab from the menu bar.

The Preference dialog box appears.
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NEIRTEL  confipuration andle B E]
¥|Manage all discovered devices

Ravigation o Manage by Device Family Manage by networks

e [ ErsE000 [FLayer-2 [*ILayer-3

Devicas

Mmnagers

["iLegacy_pay_Stack
[CIERS16XX

Manage by Selected Devices

w s [|Enable
% id :_?;‘:‘g Available Devices Selected Devices
o ||| | DEnemierazm e g
m Sacirity Manages L"M-AN—"P ;l
@ Routing Managar
Manage by Sub-Metwork
D Trapllog Manager [ Enabla
Ghic Data Collection
eIty Mrascar Tnsert_| [¥] Teknet Session(Collect Ghic data)
— (Cogein]
hﬂ Wirtual Fouting Manager
3 Select or clear the check boxes to enable or disable the associated

filters for managing devices. The available options are:

* Manage by device family—allows you to choose the supported
device families: ERS 8000, ERS 16XX, Ethernet Switch/ERS
25XX, Alteon, Legacy BayStack, Legacy ERS 1424/16XX, ERS
55XX/45XX/35XX, WLAN AP, and IP Phone.

* Manage by sub-network—allows you to insert or delete
subnetworks. If you select this option, only the assigned devices
in the selected subnetworks are used in the next discovery
process.

* Manage by network layers—allows you to manage devices
based on the network layers: Layer 2 or Layer 3.

* Manage by selected devices—allows you to manage a
particular group of devices; you can select devices from the
Available Devices. If you select this option, The File inventory
manager uses only the selected devices in the next discovery
process.

* GBIC Data Collection—allows you to collect the GBIC data.

4 Click OK to add the changes.

—End—
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Setting display preferences
Use the following procedure to select the information you want to display
in the Inventory view.

Procedure steps

Step Action

1 Open the File Inventory Manager.
2 Select View from the menu bar.
3 Select Display Preferences.

The Display Preferences dialog box appears.

Display Preference

[¥ Expand Devices folder in Device Families tree

 Device Family
@ ERS2000

© Legacy_Bay_Stack
@ Lgoy_ERS1424,/1630%
© ERS16XX

@ altzon

© Eth.Switch/ERS253x
© ERS55/56/45/25%x
© WLAN_AP

r Hardware

Category{sbrt. |

lable Columns Selected Columns

Rl[Al[v][¥]

Software

Category:| Select. .. 5%

Available Columns Selected Columns

[Rl[A][v][¥]

[ Ok H Close H Help

4 Configure the display options. The following table lists the options
available.

—End—
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Table 76
Parts of the Display Preferences dialog box

Part Description

Expand Devices folder | Check this check box if you want the Devices folders to
in Device Families tree | appear in the Device Families tree view.

Device Family Use these radio buttons to configure the view
preferences for the device family selected in the Device
Families tree view.

Hardware Use the Category pull-down menu and Column Header
list to choose the columns to show in the Hardware
tables for each device family.

Software Use the Category pull-down menu and Column Header
list to choose the columns to show in the Software
tables for each device family.

OK Saves your settings and closes the dialog box.

Close Cancels your settings and closes the dialog box.

Help Opens online Help for the Display Preferences dialog
box.

Managing files
The following sections describe how to use File Inventory Manager:

« "Downloading a file to the device" (page 272)

» "Uploading a file from device" (page 276)

¢ "Backing up a configuration file" (page 280)

« "Restoring a configuration File" (page 281)

* "Archiving a configuration File" (page 283)

e "Synchronizing configuration File" (page 285)

« "Upgrading device " (page 288)

e "Upgrading devices using Device Upgrade wizard " (page 290)

» "Comparing runtime configuration with existing configuration" (page 287)

Downloading a file to the device
Perform the following procedure to download configuration files and image
files to devices.
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Procedure steps

Step Action
1 Open File Inventory manager.
2 Select Action, Download File to Device(s) from the menu bar.

The TFTP Server Not Running dialog box appears.

I Hame H File Inventory Manager @l

File * | Wiew ¥ | Ackion =

Nebwople - File 'II'I'\"EI'II:DT? ...............................

" HROSH A= AR @
4 5 Device Family

b [C]Ethernet SwitchERS 253
b [CERS S5HK IS M 45N K IRE N

b (ZJERS 8000 TFTP Server not running (X
B [CJERS 16%X
] ) start TFTP Server?
[ Yes ] [ Mo J
3 Click Yes to start TFTP server.

The File/Inventory Manager - Download File to Device(s) dialog box
appears.
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File/InventoryManager - Download File to Device(s)

i TFTP Server:

! @ dnldConfig ® dnldimg
Action: - _
E © dnldFw @ dnldasciiConfig

ConfigFileMame: Erowse. ..

Erowse, , .,

Browse, .,

Browse, ,,

Prefix IP address for Souce File: @ Yes @ Mo
Available Devices Target Devices
172.16.120.24

172.16.120.62

Al [~] [v] [¥]

[ schedule, ., ] [ Doyrload ] [ Close ] [ Help

4 In the TFTP Server field, enter the host name or IP address of the
TFTP server for the download operation.

5 In the ConfigFileName field, enter the name of the base file you
are downloading.

6 In the Image File Name, 450ImageFileName(mix stack), and
FwdFileName(Diag) fields, enter the appropriate file names.

7 Use the Prefix IP address for Source File option to set how the
filename is interpreted:

* When you choose No, File Inventory Manager downloads the
file with the selected filename.

* When you choose Yes, File Inventory Manager downloads files
to the selected device according to the IP address appended to
the filename. For example, suppose the file name is config.cfg ,
and the selected device is 10.160.41.204, then the File Inventory
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Manager downloads the file 10_160_41 204 config.cfg to the
device.

The source directory for the download operation is determined
by the settings of the TFTP server. Review the configuration
settings of the TFTP server to determine the source directory.

8 In the Available Devices list, select one or more devices to which
you want to download the selected file.

9 Click > to move the selected device(s) to the Target Devices list.
OR
Click >> to move all the available devices to the Target Devices list.
Click < or << to move devices back to the Available Devices list.

10 Click Download to download the file.

11 A message that shows the results of the operation appears at the
bottom of the dialog box.

—End—

Table 77
Parts of the Download File to Device(s) dialog box
Part Description
TFTP Server Allows you to enter the IP address of the TFTP server

for the operation. The default setting is the TFTP server
(if any) specified on the Preferences dialog box.

Source File Name Allows you to choose a file to download to Ethernet
Routing Switch 8000 devices. You can use the Browse
button to browse the file. The source directory for the
download operation is determined by the settings of the
TFTP server. Review the configuration settings of the
TFTP server to determine the source directory.

Destination File Name | Allows you to enter a destination filename for a Ethernet
Routing Switch 8000 download operation.
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Part Description

Prefix IP address for Use the Prefix IP address for Source File options to set
Source File whether or not you are downloading files according to
the IP address appended to the filename:

* When you choose No, File Inventory Manager
downloads the selected file to all selected devices.

* When you choose Yes, File Inventory Manager
downloads files to the selected devices according to
the IP address appended to filename.

For example, suppose the file name is config.cfg
and the selected the device is 10.160.41.204.
File Inventory Manager will download the file
10 160 41 204 config.cfg to 10.160.41.204.

The source directory for the download operation is
determined by the settings of the TFTP server. Review
the configuration settings of the TFTP server to
determine the source directory.

Available Devices list | Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in
which you want to download the file.

>> Allows you to move all the devices from the Available
Devices list into the Target Devices list.

> Allows you to move the selected device from the
Available Devices list into the Target Devices list.

< Allows you to move the selected device from the Target
Devices list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices
list to the Available Devices list.

Download Downloads the files to the devices shown on the Target
Devices list.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for the Download File to Device(s)
dialog box.

Uploading a file from a device
Perform the following procedure to upload files from one or more devices.
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Procedure steps

Step Action
1 Open the File Inventory manager.
2 Select Action, Upload File from Device(s) from the menu bar.

The TFTP Server Not Running dialog box appears.

I Hame H File Inventory Manager @l

File * | Wiew ¥ | Ackion =

Nebwople - File 'II'I'\"EI'II:DT? ...............................

A REIE 9
4 5 Device Family
[ [ Ethernet SwitchiERS 2554
[ [T ERS SSMMISEY M S8 5
b CERS 8000
b CJERS 16xK

TFTP Server not running @

] ) start TFTP Server?

[ Yes l [ Mo J

3 Click Yes to start TFTP server.

The File/Inventory Manager - Upload File to Device(s) dialog box
appears.

| File/InventoryManager - Upload File From Device{s)
TFTP Server:
Source File Mame:

Destination File Postfix:

Available Devices Target Devices
172.16.120.5
172.16.120.2 [
]
]
2y
Schedule.. ] I Upload J I Stop J I Close ] I Help
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4

10

In the TFTP Server field, enter the host name or IP address of the
TFTP server for the upload operation.

In the Action field, select one of the option uplodConfig or
upldAsciiConfig based on the requirement for upload operation.

Use the Dest File Name option to set how the filename is interpreted:

* When you choose No, File Inventory Manager uploads the file
with the selected filename.

* When you choose Yes, File Inventory Manager uploads files from
the selected device according to the IP address appended to the
filename. For example, suppose the file name is config.cfg , and
the selected device is 10.160.41.204, then the File Inventory
Manager uploads the file 10_160_41 204 config.cfg from the
device.

The source directory for the upload operation is determined
by the settings of the TFTP server. Review the configuration
settings of the TFTP server to determine the source directory.

In the Available Devices list, select one or more devices from which
you want to upload the selected file.

Click > to move the selected device(s) to the Target Devices list.
OR

Click >> to move all the available devices to the Target Devices list.
Use the < and << buttons to move devices back to the Available
Devices list.

Click Upload to transfer the file.

File Inventory Manager opens an alert box to prompt you to confirm
the upload operation.

Click Yes to continue.
A message that shows the results of the operation appears at the
bottom of the dialog box.

—End—

Table 78
Parts of the Upload File from Device(s) dialog box

Part

Description

TFTP Server Allows you to enter the IP address for the TFTP server

for the operation. The default setting is the TFTP server
(if any) specified on the Preferences dialog box.
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Part Description

Source File Name Allows you to choose a file to upload.

Destination File Postfix | Allows you to enter a base filename for the destination
file.
Observe the following points regarding the destination
filename:

*  During the upload operation, the IP address of
the device or devices will be appended to the
base filename. This feature helps you upload
configuration files from multiple devices without
overwriting the destination files.

For example, if you enter config.cfg as the
filename, and selected two devices, 10.160.41.204
and 10.160.41.229. The actual destination files
will be named 10_160_41_204_config.cfg and
10_160_41 229 config.cfg.

* The destination directory for the upload is
determined by the settings of the TFTP server.
Review the configuration settings of the TFTP
server to determine the destination directory.

* For Ethernet Switch, ERS 55xx/35xx, and Legacy
BayStack devices, the actual destination filename
is limited to a maximum of 29 characters, including
the appended IP address.

Available Devices list | Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in
which you want to upload the files from them.

>> Allows you to move all the devices from the Available
Devices list into the Target Devices list.

> Allows you to move the selected device from the
Available Devices list into the Target Devices list.

< Allows you to move the selected device from the Target
Devices list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices
list to the Available Devices list.

Upload Uploads the file from the devices shown in the Target
Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens online Help for the Upload File from Device(s)
dialog box.
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Backing up a configuration file
Perform the following procedure to back up configuration files from devices.

Procedure steps

Step Action
1 Open File Inventory Manager.
2 From the menu bar, choose Actions, Backup Config File.

The File/Inventory Manager - Backup Config File dialog box appears.

File/InventoryManager - Backup Config File
TFTP Server IP address:
File: @ config.cfg @ boot.cfg
Available Devices Targek Devices
172.16.120.5
172.16,120.2 @
]
Kd
<
[ Schedule.. . ] [ EBackup ] [ Stop ] [ Close ] [ Help
3 In the TFTP Server IP Address field, enter the IP address of the
TFTP server for the backup operation.
4 In the File field, select the type of file to back up (config.cfg or
boot.cfg).
5 In the Available Devices list, select one or more devices whose

configuration file you want to back up.

6 Click > to move the selected device to the Target Devices list.
OR
Click >> to move all the available devices to the Target Devices list.
Use the < or << buttons to move devices back to the Available
Devices list.

7 Click Backup to back up the configuration file(s) immediately.

File Inventory Manager opens an alert box to prompt you to confirm
the upload operation.

8 Click Yes to continue.
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Configuration and Orchestration Manager backs up the selected
configuration file to the \backup subdirectory of the TFTP root

directory.
—End—
Table 79
Parts of the Backup Config File dialog box
Part Description
TFTP Server IP Allows you to enter the IP address for the TFTP server
Address for the operation. The default setting is the TFTP server

(if any) specified on the Preferences dialog box.

File Allows you choose whether to back up the config.cfg
or boot.cfg file.

Available Devices list | Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in
which you want to back up the configuration files.

>> Allows you to move all the devices from the Available
Devices list into the Target Devices list.

> Allows you to move the selected device from the
Available Devices list into the Target Devices list.

< Allows you to move the selected device from the Target
Devices list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices
list to the Available Devices list.

Backup Backs up the configuration file(s) for the devices shown
in the Target Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for the Backup Config File dialog
box.

Restoring a configuration File
Perform the following procedure to restore a configuration file to a device.

Procedure steps

Step Action
1 Open File Inventory Manager.
2 From the menu bar, choose Actions, Restore Config File.
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The File/Inventory Manager - Restore Config File dialog box
appears.

File/InventoryManager - Restore Config File

TFTP Server: _

File: @ config.cfg © boot.cfg

—Available Devices - —Selected Devices
172.16.120.5
172.16.120.2 »|

E|

(<]

<<

[Schedde...][ Restore ][ Stop ][ Close ][ Help ]

3 In the TFTP Server box, enter the host name or IP address of the
TFTP server for the restore operation.

4 In the File field, select the type of file to restore (config.cfg or
boot.cfg).

5 Click > to move the selected device(s) to the Target Devices list.
OR

Click >> to move all the available devices to the Target Devices list.
Use the < and << buttons to move devices back to the Available
Devices list.

6 Click Restore to restore the configuration files.

File Inventory Manager opens an alert box to prompt you to confirm
the upload operation.

7 Click Yes to continue.
Configuration and Orchestration Manager restores the selected
configuration file to the devices. It also logs the results of the restore
operation to the selected backup log file

—End—
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Table 80
Parts of the Restore Config File dialog box
Part Description
TFTP Server Allows you to enter the IP address for the TFTP server

for the operation. The default setting is the TFTP server
(if any) specified on the Preferences dialog box.

File Allows you to choose whether to restore the config.cfg
or boot.cfg file.

Available Devices list | Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in
which you want to restore configuration files.

>> Allows you to move all the devices from the Available
Devices list into the Target Devices list.

> Allows you to move the selected device from the
Available Devices list into the Target Devices list.

< Allows you to move the selected device from the Target
Devices list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices
list to the Available Devices list.

Restore Restores the configuration files for the devices shown in
the Target Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for the Restore Config File dialog
box.

Archiving a configuration file
Perform the following procedure to archive a device configuration file.

Procedure steps

Step Action
1 Open File Inventory Manager.
2 From the menu bar, choose Actions, Archive Config File.

The File/Inventory Manager - Archive Config File dialog box appears.
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File/InventoryManager - Archive Config File

TFTP Server: |

File: @ config.cfg @ boot.cfg

Archive Changed Config Only

— Available Devices —— |~ Target Devices

172.16.,120.5
172.16.120.2

Rl [~][v][¥]

(sshedhien... ) [_archive ] [z ] [ Close ][tk

3 In the TFTP Server field, enter the host name or IP address of the
TFTP server for the archive operation.

4 Use the File option to select the type of file to archive (config.cfg
or boot.cfg).

5 Select Archive Changed Config Only option to archive the
configuration file only if it differs from the last saved file.

6 In the Available Devices list, select one or more devices whose
configuration file you want to archive.

7 Click > to move the selected device(s) to the Target Devices list.
OR
Click >> to move all the available devices to the Target Devices list.
Use the < and << buttons to move devices back to the Available
Devices list.

8 Click Archive to archive the configuration files.

File Inventory Manager opens an alert box to prompt you to confirm
the upload operation.

9 Click Yes to continue.
Configuration and Orchestration Manager archives the selected
configuration file(s). It also logs the results of the archive operation
to the selected archive log file.

—End—
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Table 81
Parts of the Archive Config File dialog box
Part Description
TFTP Server Allows you to enter the IP address for the TFTP server

for the operation. The default setting is the TFTP server
(if any) specified on the Preferences dialog box.

File Allows you to choose whether to archive the config.cfg
or boot.cfg file.

Archive Changed Specifies to archive the configuration only if it has

Config Only changed. COM compares the latest archived file with

the current configuration and saves a new file only if the
current configuration is different from the archived file.

TFTP Server Base Specifies the base directory of the TFTP server. Click
Directory the Browse button to browse.

Available Devices list | Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in
which you want to archive their configuration files.

>> Allows you to move all the devices from the Available
Devices list into the Target Devices list.

> Allows you to move the selected device from the
Available Devices list into the Target Devices list.

< Allows you to move the selected device from the Target
Devices list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices
list to the Available Devices list.

Archive Archives the configuration files for the devices shown in
the Target Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens online Help for the Archive Config File dialog box.

Synchronizing the configuration files on devices
Perform the following procedure to synchronize the configuration files
on devices in your network. You can use this procedure to upload a
current configuration or boot.cfg file of the device to the currently deployed
subdirectory of the TFTP root directory.

Procedure steps
Step Action

1 Open File Inventory Manager.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard

2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



286 Using File Inventory Manager
T EEEEEEEEEEEEEE———

2

From the menu bar, choose Actions, Synchronize Config File.
The File/Inventory Manager - Synchronize Config File dialog box
appears.

File/InventoryManager - Synchronize Config File
TFTP Server:

File: @ config.cfg © boot.cfg

: TFTP Server Base Directory:

Available Devices 1 Target Devices
172.16.120.5
172.16.120.2 [»]

D]

«

[Sd'edle...][smm:e][ Stop ][ Clase ” Help ]

In the TFTP Server field, enter the host name or IP address of the
TFTP server for the synchronize operation.

Use the File option to select the type of file to synchronize (config.cfg
or boot.cfg).

In the Available Devices list, select one or more devices whose
configuration file you want to synchronize.

Click > to move the selected device(s) to the Target Devices list.
OR
Click >> to move all the available devices to the Target Devices list.

Use the < and << buttons to move devices back to the Available
Devices list.

Click Synchronize to upload the configuration files.

File Inventory Manager opens an alert box to prompt you to confirm
the upload operation.

Click Yes to continue.

—End—
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Table 82
Parts of the Synchronize Config File dialog box
Part Description
TFTP Server Allows you to enter the IP address for the TFTP server

for the operation. The default setting is the TFTP server
(if any) specified on the Preferences dialog box.

File Allows you choose whether to synchronize the config.cfg
or boot.cfg file.

TFTP Server Base Specifies the base directory of the TFTP server.

Directory

Available Devices list | Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in
which you want to synchronize their configuration files.

>> Allows you to move all the devices from the Available
Devices list into the Target Devices list.

> Allows you to move the selected device from the
Available Devices list into the Target Devices list.

< Allows you to move the selected device from the Target
Devices list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices
list to the Available Devices list.

Synchronize Uploads the configuration files for the device(s) shown
in the Target Devices list to the currently deployed
subdirectory of the TFTP root directory and closes the

dialog box.
Stop Terminates the ongoing operation.
Close Discards your settings and closes the dialog box.
Help Opens Online Help for Synchronize Config File dialog
box.

Comparing runtime configuration with existing configuration
Perform the following procedure to compare the runtime configuration with
an existing configuration.

Procedure steps

Step Action
1 Open the File Inventory manager.
2 From the menu bar, choose Action, Compare Runtime Config

with Existing Config.

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard
2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



288 Using File Inventory Manager

3

4

The Compare Runtime Config With Existing Config dialog box

appears.

Compare Runtime Config with Existing Config
TFTP Server:

File Marme For RuntimeConfig to be saved:

Existing Config to be Compared with: | Browse. . |
Select Device: |Select a Device... w7
[ Compare ] [ Close ] [ Help ]

Complete the fields as described in the following table

Field

Description

TFTP Server

Specifies the host name or IP
address of the TFTP server for the
compare operation.

File Name For RuntimeConfig to
be saved

Specifies the name of the runtime
configuration file that is saved for
the compare operation.

Existing Config to be Compared
with

Specifies the existing configuration
file to compare against the runtime
configuration.

Click the Browse button to browse
the file.

Select Device

Specifies the selected device.

Click Compare to perform the operation.

—End—

Upgrading a device
Perform the following procedure to upgrade the image file on a device.

Procedure steps

Step Action

1
2

Open File Inventory Manager.

From the menu bar, choose Actions, Device Upgrade.

The File/Inventory Manager - Device Upgrade dialog box appears.
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File/InventoryManager - Device Upgrade

TFTP Server: |

|
ImageFileMame: | |
|

450ImageFileMameimix stack): |

 Available Devices r Target Devices

172.16,120.29

Rl[A][V][¥]

(sstece... ] (Devicebporade ] [ sop  J( close J[ ttele ]

3 In the TFTP Server field, enter the host name or IP address of the
TFTP server for the upgrade operation.

4 In the ImageFileName field, enter the name of the image file to
download.

5 In the 450ImageFileName(mix stack)field, enter the name of the
450image (mix stack).

6 In the Available Devices list, select one or more devices to upgrade.

7 Click > to move the selected device(s) to the Target Devices list.
OR

Click >> to move all the available devices to the Target Devices list.
Use the < and << buttons to move devices back to the Available
Devices list.

8 Click DeviceUpgrade to upgrade the devices immediately.

File Inventory Manager opens an alert box to prompt you to confirm
the upload operation.

9 Click Yes to continue.

—End—
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Table 83
Parts of the Device Upgrade dialog box
Part Description
TFTP Server Allows you to enter the IP address for the TFTP server

for the operation. The default setting is the TFTP server
(if any) specified on the Preferences dialog box.

ImageFileName Allows you to enter the name of the file to download.

Available Devices list | Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in
which you want to upgrade them.

>> Allows you to move all the devices from the Available
Devices list into the Target Devices list.

> Allows you to move the selected device from the
Available Devices list into the Target Devices list.

< Allows you to move the selected device from the Target
Devices list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices
list to the Available Devices list.

DeviceUpgrade Downloads the selected image file to the device(s)
shown in the Target Devices list and closes the dialog
box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for Device Upgrade dialog box.

Upgrading devices using Device Upgrade wizard
For ERS 8000 device family, you can update a device using the Device
Upgrade Wizard.

Procedure steps

Step Action
1 Open File Inventory manager.
2 From the menu bar, select Action >> Device Upgrade Wizard.

The File/Inventory Manager - Auto Upgrade Wizard appears.
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File/Inventory™Manager - Auto Upgrade Wizard

Available Devices Target Devices

172.16.120.2

Select Devices: 172.16.120.5

RI[A][V][¥]

Configuration files: boot.cfg @ config.cfg

BackUp file in: flash [@] TFTP Server

TFTP Server: |

In FLASH Save BootConfig As: |COM_AutDImageUpgrade_hDDt.cfg |

In FLASH Save Config As: |COM_AutDImageUpgrade_conﬁg.cfg

CLI User Mame: | |

CLI Password: | |

Show image files in: @ flash @ PCMCIA® TFTP Server‘

TFTP Server:

Device | Frimary Image | Boot Image | CldHad Image |

[ Schedule J [ Apply ] [ Reset J [ Close J [ Help J

3 Click > to move the selected device(s) to the Target Devices list.
OR
Click >> to move all the available devices to the Target Devices list.
Use the < and << buttons to move devices back to the Available
Devices list.

4 In the Config Backup pane, specify the following parameters for the
backup operation:

* Inthe Configuration files field, select the file types to back up;
you can choose config.cfg or boot.cfg, or both.

* Inthe BackUp files in field, select the destination for the backup
files; you can choose flash or TFTP Server or both.

» If you are uploading to TFTP, enter the host name or IP address
of the TFTP server for the upload operation in the TFTP Server
field.

* If you are backing up the boot.cfg file to flash, enter
a filename for the backup boot.cfg file (by default,
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COM_AutolmageUpgrade_boot.cfg) in the In FLASH Save
Bootconfig As field.

» If you are backing up the config.cfg file to flash, enter
a filename for the backup config.cfg file (by default,
COM_AutolmageUpgrade_config.cfg) in the In FLASH Save
Config As field.

ATTENTION
If you do not specify a location in the BackUp files in field and you click
Apply, COM automatically instructs the device to save a backup of the
boot.cfg file in flash as COM_AutolmageUpgrade_boot.cfg. This is
because a workable boot.cfg file is required in case of malfunction during
the booting process.

5 In the Image Options pane, enter a valid CLI user name and
password in the CLI User Name and CLI Password fields.

ATTENTION
This CLI user name and password applies to all devices in the Image
Options table. To update all listed devices at the same time, they must all
have the same CLI user name and password.

6 In the Show Image Files in field, choose the source location for the
image file. If you choose TFTP Server as the image location, enter
the host name or IP address of the TFTP server in the provided
field.

7 For each device listed in the Image Options table, you must specify
both the desired primary runtime image and the desired boot image
as follows:

* In a device row, double-click the Boot Image, Primary Image,
or DId/Had Image field. A dialog box appears displaying the
available images from the specified location. (If TFTP Server is
selected, a Find File dialog box appears allowing you to browse to
and select a file.) To display the available images from a different
source location, close the dialog box and choose a different
location from the Show images files in field, then double-click the
Boot Image, Primary Image, or DId/Had Image field again.

* Select the desired image from the list.

* Click Add.
The selected image file is inserted into its respective column.
Repeat these steps for the boot image, primary image, and
did/had image of each device in the list. If you make any
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mistakes when choosing the desired images, you can click Reset
to set the Upgrade Wizard to the default view.

8 After you have specified all desired primary runtime images, boot
images, loadable images, and backup parameters, click Apply.

ATTENTION
If there is a version difference between the primary runtime image and
the boot image, a warning message dialog box appears before you can
proceed. To properly upgrade images on a device, Nortel recommends
that a device have the same version of boot and runtime images.

COM performs the following, one device at a time, according to the
listed order of devices:

* backs up the configuration files on the device

» validates and sets the new primary runtime image and boot
image
» validates and sets the new loadable image

* resets the device

This operation takes time to complete (approximately 3 minutes
to complete for one switch). The logs for the image upgrades are
generated in the file AutolmageUpgrade.log under the COM home
folder.

—End—

Managing inventory
File Inventory Manager allows you to work with inventory files and view
inventory information. The following sections contain information about how
to work with and view inventory information.

«  "Working with inventory files" (page 293)

* "Viewing inventory information" (page 297)

Working with inventory files
You can save network inventory information to inventory files. Later, you can
reload the inventory information back into File Inventory Manager, or into
third-party spreadsheet or database applications.

You can create two different types of files with File Inventory Manager. The
following table describes the file types.
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Table 84
Files types supported by File Inventory Manager
File type Description
Inventory file (.inv) Allows you to save inventory information that you can

later reload back into File Inventory Manager.

Tab-delimited text file | Allows you to save inventory information in tab-delimited
text file format that you can later load into third-party
spreadsheet and database applications.

The following sections describe the various operations that you can perform
with inventory files.

Saving inventory information to a file

File Inventory Manager allows you to save inventory information to a file. You
can use this feature to create inventory files that you can load again later.
Perform the following procedure to save the network inventory to a file.

Procedure steps

Step Action

1 From the File Inventory Manager menu bar, choose File, Save
Inventory Info.

The File Download dialog box appears.

File Download fg

Do pou want to save this file?

] Mame: serializedlnyentory.iny

Type: Unknown File Type, 285 bytes
Fraor:  siberia.innlab.nortel, com

Save ] [ Cancel

‘while filez from the Intermet can be useful, some files can potentially
harm your computer. If you da nat trust the source, do not save this
file. What's the risk?

2 Click Save.
3 Browse the folder where you want to save the inventory information.

4 In the File name box, enter a name for the file. The default file name
extension is .inv. You can change the extension if you prefer.

5 Click Save. File Inventory Manager saves the inventory information
in the specified folder and file.
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—End—

Saving inventory information in a tab delimited text file

File Inventory Manager allows you to save network inventory information in
a tab-delimited text file. You can use this feature to export network inventory
information to spreadsheet or database software applications.

Perform the following procedure to save the network inventory to a
tab-delimited text file.

Procedure steps

Step Action

1 From the File Inventory Manager menu bar, choose File, Save
Inventory in Tab delimited text file.

A Save dialog box appears.

2 Click Save to save the file.

OR

Click Open to view the file.
3 Browse the folder where you want to save the inventory information.
4 In the File Name field, enter a name for the file. The default flename

extension is .txt. You can use a different extension also.

5 Click Save.
File Inventory Manager saves the inventory information in the
specified folder and file.

—End—

Loading inventory information from a file

File Inventory Manager allows you to load inventory information from
inventory files that you previously created. You can use this feature to
quickly load inventory information without having to poll it from the network
devices. You can also use it to load inventory information for previous
network configurations, or for devices that no longer appear on the network.

Perform the following procedure to load inventory information from a file.

Procedure steps
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Step Action

1 From the File Inventory Manager menu bar, choose File, Open
Inventory File.

The File/Inventory Manager - Open Inventory File dialog box
appears.

File/InventoryManager - Dpen Inventory File

Inventory File: Select an Inventory File

[Open Inyventory: ] [ Resek ]

[ Close ] [ Help ]

2 Click the + (plus sign) to browse the folder that contains the inventory
file you want to open.

ATTENTION
By default, the Open File dialog box filters for files with the filename
extension .inv. If you have saved your inventory files using a different
extension, replace .inv in the File name box with the actual filename

extension.
3 Click Open Inventory.
4 If there is any inventory information already loaded in File Inventory

Manager, an alert box prompts you whether you want to keep the
current inventory data or not.

5 Do one of the following:

» Click Yes to add the data in the file to the currently loaded
inventory data. However, any data in the file about devices in
the current inventory is discarded, and does not overwrite data
in the current inventory.

* Click No to discard all of the currently loaded inventory data and
then load the inventory data from the file.

File Inventory Manager loads the inventory information from the file.

—End—
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Viewing inventory information
This section provides information about how to view inventory information
using File Inventory Manager. Use the information in this section to perform
the following tasks:

* "Viewing hardware configuration information" (page 297)
¢ "Viewing software configuration information" (page 299)

e "Updating the inventory" (page 300)

« "Highlighting inventory on the topology map" (page 301)

Viewing hardware configuration information
Perform the following procedure to view hardware configuration.

Procedure steps

Step Action

1 Open the File Inventory Manager.

2 Select Hardware from any device family folder on the Navigation
pane.

The hardware information appears in the Contents panel.
The following figure shows the hardware information of ERS 8000.
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QRTEL Configuration and Orchestration Manager

admin | Logout | UCM Home | About COM | Quick Start Guide | Help
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Content pane displays Gbic, IP Phone, Mda, Card, and Chassis
information in different tabs.

—End—

Viewing hardware configuration of a specific device Perform the
following procedure to view the hardware configuration of a specific device.

Procedure steps

Step Action

1 Open File Inventory Manager.

2 On the Navigation pane, select the target device from any Device
family folder.

3 Click the Hardware tab.

—End—

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard

2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



Managing inventory 299

Viewing software configuration information
Perform the following procedure to view software configuration.

Procedure steps

Step Action

1 Open File Inventory Manager.

2 Select Software from anyDevice family folder on the Navigation
pane.

The software information appears in the Contents pane.

The following figure shows the software information of ERS 8000.

Lonfiguration and Ur

sdmin |Logout | UCM Home | about Cor | pelp

3 tkme || hie inventory Manoger
Fle™ | UEem T  arhin ™

| Hetwarks %]| | Fite Irveenkory

[ A= @ | | wermage || cofqrawe | senca | sfeac | ooscer |
4 EADevice Fandy w Detica ofwsrstiersinn | EnsbleiDwFeien) S R mama WeaaFoetds
4 T EAS S0
e 1 172489205
=0t
[ ctwme 2 172481202
L [ Deuices

Content pane shows WSM Image, Configuration, General, Software,
and Devicelnfo information in different tabs.

Content pane shows General and Image/Config information in
different tabs.

—End—

Viewing software information of a specific device Perform the following
procedure to view the software formation of a specific device.

Procedure steps

Step Action

1 Open File Inventory manager.
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2 In Navigation pane, select the target device from any Device family
folder.
3 Click the Software tab.
—End—

Updating the inventory

File Inventory Manager allows you to refresh the information in the window
with inventory information polled from the network devices. You can use this
feature to load any updated information that took effect since you opened
File Inventory Manager.

Perform the following procedure to reload the inventory.

Procedure steps

Step Action

1 On the File Inventory Manager toolbar, click the Reload/Discover
icon Or, choose File, Reload.

A File/Inventory Manager - Reload confirmation dialog box appears.

File/Inventory Manager - Reload

Feload File & Inventory Manager fram Device Inventary?

o J{cancel J[__ iR

2 Click OK.

3 In the Available Devices list, select one or more devices to which
you want to download the selected file.

4 Click > to move the selected device(s) to the Target Devices list.
OR
Click >> to move all the available devices to the Target Devices list.
Click < or << to move devices back to the Available Devices list.

5 Click Query Now.

COM reloads topology information from the network devices, and
refreshes the File Inventory Manager window with it.

—End—
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Highlighting inventory on the topology map
As with Trunking Manager and VLAN Manager, the File Inventory Manager
supports device highlighting on the Topology map.

Perform the following procedure to highlight file inventory devices on the
Topology Map.

Procedure steps

Step Action

1 Select a device or device parent node from the File Inventory
Manager Navigation pane.

2 Click Highlight on Topology icon from the toolbar.
Click the Highlight on Topology icon automatically navigate you to
the COM Dashboard tab, and displays the selected devices in green
highlighting.

—End—

ATTENTION
Both the Dashboard tab and the File Inventory Manager tabs can be undocked
from the main COM content panel and aligned side by side. Undocking and
aligning the two tabs within view allows you to scroll up and down the navigation
tree and see the highlighted devices come into focus.
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Using Virtual Routing and Forwarding
Manager

Virtual Routing and Forwarding (VRF) Manager is a feature that you can
use to configure and manage virtual routing and forwarding on Nortel
Ethernet Routing Switch 8600 (ERS 8600) devices. You can use VRF
Manager to set the VRF configuration for each device, as well as manage
VRF configurations across multiple devices.

The ERS 8600 devices support different VRF contexts. The contexts
determine the level of access that you have to the switch. Configuration
and Orchestration Manager (COM) discovers the VRF information using
the GlobalRouter (VRFO) context, which allows the COM administrator

to access and manage the entire switch. When the COM administrator
assigns users the ability to use VLAN Manager, the COM administrator can
control access to the ERS 8600 device and its functionality by assigning
the appropriate VRF context:

* VRFO—If the administrator assigns you the GlobalRouter privilege
(VRFO), you can create VRF, and update the VRF table.

* Non-zero VRF—If the administrator assigns you non-GlobalRouter
privilege (non-Zero VRF), some features can be disabled for you as you
do not have sufficient credentials to perform certain operations.

* No VRF—If no VRF is assigned, then you will default to the GlobalRouter
privilege.

A user with the GlobalRouter privilege can choose to switch-to a different
context for a device, and behave as that context for that particular session.
When you switch to a different context, you can manage only those functions
and components that are assigned to that specific VRF. The switched-to
context is relevant and applies to the other managers, like Routing Manager
and EDM plug-ins.

When an administrator configures a context, the context applies to the
access that you have in COM, and also determines the level of access that
you have in the device manager.
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In addition to the privileges, the method of access to the ERS 8600 device
is associated with a context:

* For SNMPv2 access, you need to have GlobalRouter privilege to
operate the VRF manager correctly.

* For SNMPV3 access, a specific VRF needs to be assigned to the user
for the device.

Virtual Routing and Forwarding
VRF allows multiple instances of a routing table to coexist within the same
router at the same time. The routing instances are independent; the same
or overlapping IP addresses are used without conflicting with each other. In
VRF-supported devices, you can configure more than one VRF

Prerequisites

¢ You must have the VRF Manager assigned in the MultiElementManager
Assignment tab by the administrator.

* You must have devices assigned by the administrator.

Navigation

e "Starting VRF in the COM" (page 304)

e "Adding VRF on a device or multiple devices" (page 305)
e "Setting VRF content for devices" (page 307)

¢ "Viewing all the VRFs and its statistics configured for a specific device"
(page 307)

« "Editing a single configuration or multiple VRF configurations" (page 308)

* "Deleting a VRF configuration from a device" (page 309)

Starting VRF in the COM

Perform the following procedure to start the VRF.

Procedure steps
Step Action

1 In the Configuration and Orchestration Manager Navigation tree,
expand Managers, and then click Virtual Routing Manager icon.

The Virtual Routing and Forwarding discovery is triggered, and
result of discovery operation is displayed.

2 Click Ok to view the Virtual Routing and Forwarding window.
OR
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T
Click Details to view the errors and warnings, if any.

3 In the VRF navigation pane, expand the VRF Device folder and the
Device List folder.

The VRF Details dialog box appears.

Home Wirtual Routing and Forwardimg

Netwaork % WRF Details
Na\:lgatmn pane = [
too ar 4} VRF Device -
] Set Current VRF s ~ 2
Navisati 4 (JDevice List o Neme CortextName TrapErable MaRoutes ReTrigger MasRoutesTrapEna
avigation pane PSRN 0 GobsRoder trus 250000 fip.0spl bap true
WRIT2I61205

Content pane

Content pane

tool har

The following table describes the parts of Virtual Routing and Forwarding

window.
Table 85
Virtual Routing and Forwarding window parts
Parts Description
Navigation pane Lists the navigation tree, and the functions that you can

perform on Virtual Routing and Forwarding devices.

Navigation pane tool | Provides Discover VRF and Help tools.
bar

Content pane Displays information about the Virtual Routing and
Forwarding devices.

Content pane tool bar | Provides quick access to commonly used Virtual Routing
and Forwarding commands.

Adding VRF on a device or multiple devices
Perform the following procedure to add the VRF on a device or multiple
devices.
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Procedure steps
Step Action

1 In the navigation pane of Virtual Routing and Forwarding window,
expand the Device List folder, and select the target device from
the navigation tree.

The VRF information appears in the contents pane.

2 In the Contents toolbar, click Create Entry.
The Add Entry dialog box appears.

add [%]
Add Entry
Id [1-127 | 255]
Harme
TrapEnable Select a state... |v
MaxRoutes [0 - 8000 | 25000]
— RpTrigger
| il [l [l
RpTtigger R aspf [Llbgp
pirn
MaxRoutesTrapEnable |Select 3 state... |V|
Devices

Device

________________________________________________________________________

172161202

172164205

1| | »
3 Set the parameters as appropriate.
4 In the Devices table, select the target device or devices.

If you select multiple devices, then the VRF Manager creates the
same VRF configuration on the target devices.

ATTENTION
VRF functionality applies only to the core router devices, therefore only
the relevant 8600/8300 devices are listed in the Device table.
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5 Click Ok.

—End—

Setting VRF content for devices

Perform the following procedure to set the VRF content for devices that
are used by the COM.

Procedure steps

Step Action

1 In the navigation pane of Virtual Routing and Forwarding window,
expand the Device List folder, click Set Current VRF to assign a
VRF to the target device.

The Current VRF table appears in the content pane.

[ Home H ¥irtual Routing and Forwarding @l
Network ¥RF Details
[0\.] @ [ Current ¥RF ]
4 =5)/RF Device
=] et Current YRF @ e via
4 5 Device List el d
mm72161202 172161205 0
172161205
172161202 1]
2 For the target devices, change the VRF Id in the Id field.
3 Click Apply Changes.
ATTENTION

If you assign a VRF Id as the current VRF for a device, the other
managers display only the information specific to that VRF.

—End—

Viewing all the VRFs and its statistics configured for a specific
device

Perform the following procedure to view all the VRFs and its statistics
configured for a specific device that is used by the COM.
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Procedure steps
Step Action

1 In the navigation pane of Virtual Routing and Forwarding window,
expand the Device List folder, and select a device from the
navigation tree.

The VRF information appears in the contents pane.

WRF Details
W" WRF s |
v30e . _ -
H Mame: Corfexdhame TrapEnable Mafindes FaTringer eofiodesTrapEna
i} GhbaRuer e 250000 tig,ospthap g
1 wil il e 00000 tin,ospf fgp tnie
7 testrt iz e 1000 tip it hgp e
g 13 ATS e 000 fig fdlze
2 To see the VRF statistics in the contents pane, click the VRF Stats
tab.

The VREF statistics information appears in the contents pane.

¥RF Detadls
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EXTTN e e ————
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Editing a single configuration or multiple VRF configurations
Perform the following procedure to edit a single VRF configuration or
multiple VRF configurations on a specific device.

Procedure steps
Step Action

1 In the navigation pane of Virtual Routing and Forwarding window,

expand the Device List folder, and select the target device from
the navigation tree.
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The VRF information appears in the contents pane.

2 In the non-greyed fields, make the changes.
3 Click Apply Changes to confirm the changes you made.
4 Click Revert Changes to revert all the changes made in the VRF
table.
—End—

Deleting a VRF configuration from a device
Perform the following procedure to delete a VRF configuration from a device.

Procedure steps
Step Action

1 In the navigation pane of Virtual Routing and Forwarding window,
expand the Device List folder, and select the target device from
the navigation tree.

The VRF information appears in the contents pane.
2 Select the VRF configuration that you want to delete.

3 Click Delete Entry.

The VRF configuration confirmation dialog box appears.

4 Click Yes.

—End—

VRF enhancement—VLAN and routing
Multicast and routing managers use the selected VRF ID from the VRF
manager to discover the protocol information. Protocols are virtualized
based on the supported devices and enabled protocols for the particular
VRF.

VRF - based discovery

COM discovers the information using GlobalRouter (VRFO) and not the
non-zero VRF of the device. This enhancement provides support to access
and configure the non-zero VRF also (along with the GlobalRouter). The
discovery occurs based on the VRF you select (vrf-n) where n is the VRF
ID. VLAN Manager uses the VRF ID to communicate with the device. The
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310 Using Virtual Routing and Forwarding Manager

VLAN Manager has a column for the VRF ID (called Vrfld). You can change
the VLAN to a different VRF. The Routing Manager is aware of the VRF. The
Routing Manager displays routing tables and views that show the VRFE
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Eo-nfiguration of devices

Device Inventory Manager enables you to manage the Configuration and
Orchestration Manager (COM) inventory.

Device Inventory interface

This section details the Device Inventory Manager interface as shown in
the following figure.

Figure 12
Device Inventory interface
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The following table describes the parts of the device inventory interface.
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Table 86

Device inventory parts
Command Toolbar button | Description
Launch Element N Opens a new web page with the Element Manager for a
Manager device.
Add ) Opens the Insert dialog box, where you can manually add

a device to the inventory.

Edit 7 Edit a device from the inventory.
Delete & Deletes the selected VRF from a specific device.
Import/Export 4 Imports/Exports the inventory from/to a XML file.
inventory
Refresh 2 Refreshes the Device Inventory information.

ATTENTION
The Add, Delete, and Edit buttons are displayed only in COM software with basic
license.

Navigation
* "Viewing a device inventory manager" (page 312)
¢ "Adding a device" (page 313)
e "Editing a device" (page 314)
« "Deleting a device" (page 314)
¢ "Launching an Element Manager" (page 315)
¢ "Importing a device" (page 316)
* "Exporting a device" (page 317)

Viewing a device inventory manager
Perform the following procedure to view a device inventory manager.

Procedure steps

Step Action

1 From the Configuration and Orchestration Manager Navigation
pane, select Devices.

The Devices panel appears.
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2 From the Devices panel, click Device Inventory icon.

The Device Inventory Manager dialog box appears.
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—End—

Adding a device

Perform the following procedure to add a device to inventory.
Prerequisites
* You must be a base license user to manually add devices to inventory.

Procedure steps
Step Action

1 From the Device Inventory toolbar, click Add a Device button.

The Add/Edit Device dialog box appears.
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W arkaae [REECRESR
[ | I | T

2 Enter the IP address of the new device in the IP Address field.

3 Click OK.

If the entered IP address is valid with proper credentials assigned,
the device is added to the Device table.

—End—

Editing a device
Perform the following procedure to update a device in the inventory.

Prerequisites

* You must be a base license user to manually add devices to inventory.

Procedure steps
Step Action

1 From the Device Inventory toolbar, click Edit a Device button.
The Add/Edit Device dialog box appears.

2 Change the IP address of the device in the IP Address field.
3 Click OK.

If the entered IP address is valid with proper credentials assigned,
the device is added to the Device table.

—End—

Deleting a device
Perform the following procedure to delete a device from the inventory.

Prerequisites

* You must be a base license user to manually add devices to inventory.
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Procedure steps

Step Action

1
2

3

Select a device from the Device table.

From the Device Inventory toolbar, click the Delete a Device icon.
The Confirm Delete dialog box appears.

| confirm delete X
Delete device 10,127.231.3?

Click Yes.
The selected device is deleted.

—End—

Launching an Element Manager
Perform the following procedure to launch an element manager.

Procedure steps

Step Action

1

Select a device from the Device table.
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2 From the Device Inventory Manager toolbar, click the Launch
Element Manager icon.

The corresponding Device Physical View tab appears.

| Hana Oie Tvvsbiry Maniapes = || 172,16,32050 ° || 172.16320,5 =

| ERSB600 - ERS-B606 “ il‘u‘ﬂlrnl‘hy:lml\llm |
| Ccortenrin

ATTENTION
If you select a device that does not support EDM, then by default the Java Device
Manager (JDM) of the corresponding device opens up. If Java Virtual Machine
(JVM)1.6 application is not already installed in your system, the COM application
prompts you to install the application.

—End—

Importing a device
Perform the following procedure to import an inventory from the XML file.

Procedure steps

Step Action
1 Select a device from the Device table.
2 From the Device Inventory Manager toolbar, press the

Import/Export Inventory button.
The Import/Export Inventory dialog box appears.
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Import/Export Inventory ®

@ Import Iventory from XML File
| Browsze... |

() Export Inventory to XML File

Import ] [ Close ] [ Help
3 Click the Browse button to select the path of the .xml file.
4 Click Import. The COM imports the devices and auto refreshes

the inventory table.

—End—

Exporting a device
Perform the following procedure to export an inventory to the XML file.

Procedure steps

Step Action
1 Select a device from the Device table.
2 From the Device Inventory Manager toolbar, press the

Import/Export Inventory button.

The Import/Export Inventory dialog box appears.

Import/Export Inventory ®

() Impart Irwentary from XML File
_Browse.. |

(@ Export Inventory to XML File

Export ] [ Close ] [ Help

3 Select Export option. The COM exports the inventory to the .xml file.

—End—
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Configuration of wizards

Configuration and Orchestration Manager (COM) configuration wizards
help you to configure complex network by using few steps. These wizards
hide the network complexity and make multi device configuration easier

and simple.
Navigation
e "VLAN wizard" (page 319)
e "SMLT wizard" (page 326)
VLAN wizard
VLAN wizard has the following three sections as shown in the following
figure:

* Steps—shows the current wizard step

* Wizard Description—shows the wizard description of current step

While running the wizard, you can select to save the wizard configuration as
a template at any point. You can save it as a new template, or update an
existing template. The access control of wizards depends on the specific
Multi Element Manager. For example, if you have access to VLAN Manager,
then you can also run VLAN Wizard. Similarly, the users who have access
to Mulitlink Trunking Manager can also run SMLT Wizard.
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Figure 13
VLAN Wizard
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VLAN wizard functionality
VLAN wizard is used to configure spanning tree groups (STG) and VLAN in
multiple devices. Following are the VLAN wizard functionalities:

* Add/select an STG

e Add one or multiple VLANs
* Configure Port members

» Configuration and template

VLAN wizard can run in a standalone mode. The VLAN data which is used
in VLAN wizard can be created on fly or loaded from a VLAN template.

The following table describes the buttons available on VLAN wizard.

Table 87
VLAN wizard buttons
Button Description
Load Template Allows you to upload the data from a saved template.
Save as Template Allows you to save the current data as a template.
Cancel Allows you to cancel the current step.
Previous Allows you to move to the previous step.
Next Allows you to move to the next step.
Finish Allows you to finish the current step.
Help Opens Online Help file.
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VLAN Wizard
Perform the following procedures to use the VLAN Wizard.

Adding or selecting an STG
Perform the following procedure to add or select an STG in the VLAN wizard.

Procedure steps
Step Action

1 From the Configuration and Orchestration Manager navigation
pane, select Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2 In the VLAN Wizard dialog box, click Add/Select STG.
The Add/Select STG dialog box appears on the right side of the
COM window.
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3 Select the STG Type from the list of STG Types.

4 To add a new STG, choose New STG in Select field.
OR
To select an STG, choose Existing STG in Select field.

5 Choose the devices you wish to add from the Available Devices list,
and then click > to move them to the Selected Devices list.

6 Enter appropriate values in all the fields, and then click Next to move
on Add VLAN page.

—End—
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Adding a VLAN
Perform the following procedure to add a VLAN in the wizard.

Procedure steps

Step Action

1 From the Configuration and Orchestration Manager navigation
pane, select Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2 Enter appropriate values in all the fields of Add/Select STG page,
and then click Next to move on Add VLAN page.

The Add VLAN screen appears.
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3 Enter all the fields in the Add VLAN page to add a VLAN in the
wizard.
4 Choose the devices you wish to add from the Available Devices list,
and then click > to move them to the Selected Devices list.
5 Click Add another VLAN to add more VLANs. Repeat steps 3 and
4 as necessary.
6 Click Next to move on Configure Port Members page.
—End—

Configuring port members
Perform the following procedure to view the configured port members.
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Procedure steps
Step Action

1 From the Configuration and Orchestration Manager navigation
pane, select Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2 Enter appropriate values in all the fields of Add VLAN page, and
then click Next to move on Configure Port Members page.

The Configure Port Members page appears.
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3 Click Next to move on Configuration and Template page.
—End—

Saving the VLAN configuration
Perform the following procedure to save the configuration as a template.

Procedure steps
Step Action

1 From the Configuration and Orchestration Manager navigation
pane, select Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2 In Configure Port Members page, click Next to move on
Configuration and Template page.

The Configuration and Template page appears.
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3 Select the Save As Template check box to save the configuration
as a template.

4 Enter the name of the template file in Template Name field, and
then click Finish.

The result of VLAN wizard configuration appears, as shown in the
following figure.

Home YLAN Wizard =
Steps - Result
The wizard has finished running. There might be errors and
AckifSetact ST warnings on some devices. Please check the table below for
Add VLAN details. There are multiple actions so you may see multiple errors
Configure Port Members for each device.
Configuration and Template VLAN Wizard Results
Wizard Description ac Devics P - Type Action Mezzage
VLAN Configuration and 172161202 ervor addd VLAN il
Template
Save the VLAN wizard a5 a
teruplate
LoadT:mnlﬂ:JlsmasTavdm] Cbe.e] Help
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—End—

Loading a template
Perform the following procedure to load a template.

Procedure steps
Step Action

1 From the Configuration and Orchestration Manager navigation
pane, select Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2 Click Load Template.
The Please select a template to load into the wizard dialog box
appears.
f —I;.l;;;l; select a I:amplate to load into the wizard »
f
Template Mame: v
Load H Cancel
3 Enter the name of the template file in Template Name field, and

then click Load to load the selected template.

—End—

Saving as template
Perform the following procedure to save the current configuration as
template.

Procedure steps

Step Action

1 From the Configuration and Orchestration Manager navigation
pane, select Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2 Click Save as Template.

The Please enter or select a template name dialog box appears.
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Please enter or select a teniplate name o

|| Ternplate Name: v
Save ][ Cancel
3 Enter the name of the template file in Template Name field, and

then click Save to save the current configuration as template.

—End—

SMLT wizard
The SMLT wizard is a simplified and workflow driven wizard in the
Configuration and Orchestration Manager interface. The Wizard walks you
through various trunk configuration, and simplifies the steps involved in the
SMLT setup. It helps in reducing the complexity. Using this feature, you
can configure as a single workflow.

For more information about the SMLT configuration wizard, see the following
sections.

Navigation
e "SMLT wizard functionality" (page 326)
¢ "Launching SMLT Wizard" (page 327)

SMLT wizard functionality
The SMLT Wizard helps you to create various trunk configurations like,
VLANS creation, protocol enabling and miscellaneous device settings. The
SMLT wizard functions are divided in to three steps:

* Selecting the device type and the targeted devices—represents the
current supported device types, retrieves those devices from the
inventory, and assigns to a current user.

« Creating interswitch trunking (IST)—provides the necessary Inter-Switch
Trunk configuration to define SMLT Topology Objects (Triangles).

» Creating SMLT/SLT—helps you to create multiple trunks on the selected
devices. The selections can be saved into a template, and reused if
necessary.

SMLT configuration wizard has the following advantages over manual
configuration:

» efficient configuration
T

Nortel Configuration and Orchestration Manager
Administration — Utilities
NN47226-600 03.01 Standard

2.1 27 April 2010
Copyright © 2009-2010, Nortel Networks



SMLT wizard 327

* higher consistency of configuration

e consistent and easy CLI commands and steps across devices
» configures as a single workflow

« ability to save and restore configuration

» ability to apply the configuration to devices and view results

Launching SMLT Wizard

The screens given in the procedure are not the latest one. The updated
screens will be provided in the subsequent release.

Perform the following procedure to launch the SMLT Wizard.

Procedure steps
Step Action

1 From the Configuration and Orchestration Manager navigation
pane, select Wizards, and then click the SMLT Wizard icon.

The SMLT Wizard dialog box appears.

MNEIRTEL  cunfiguration amd Orchestration Manag=r

admin |Logout | ULM tome | About LM | melp

Mawgation o Home ST Wieard =

':" m - Gmiteh Topa: ERG 2600 -

v.::::: Sadard Bmfickae St 1 =

oLl St 21 v
(G o ==
2 Choose the type of the switch from Switch Type field.
3 Choose the Switch 1 and Switch 2 from the drop down lists
provided.

4 Click Next.

The Create IST dialog box appears.
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[NARTEL  cCunfipuration i Urchistration Manayer

admin |Logout | ULMItome | About LOM | Belp

Mavigation wf | Hame SMLT Wizard = |
s | steps || | Lreate 15§
Devioes S
Marpgers +)
= :‘::"*W Devke tye! EAS BG00 Frst dsvcs: 17206,1205  Second dewice 172,15,120.2
u
AL Azcmns T Crate new swich clugter oors IST
Corfigurian amd Tenalsts SR e
Wizard Distription [a) | IST MT Hurier
Creavde 18T IST WLAY Port Mzmbzrs!
il [SIRERTAT

IST Lt =5

s :_ (o) s (] ()
5 Select the Create new switch cluster core IST check box.
6 Enter the values for creating the IST in the fields provided.

Some of the fields are common for both the switches. For the second
switch, the value of the common fields are filled automatically as you
enter the value for the first switch.

ATTENTION
Prepopulated values are available in some fields.

7 Click Next.
The SMLT/SLT access dialog box appears.

NEIRTEL  configuration and Urchestration Manager

admin [Logout | UCH Home | About Cor | Help
| tome SMLT Wazard % |

Mavigation «
+ =
L ey =1 Croate Access =
Devcees =
= Davcs typer BRG 260D At devioe: 172161205 Second desice: 172.16.120.2
MY = | p—r— Crasts SMLTJSLT azoesss [
Wiz -
Crede BT Trps: Sl i
[ s simises U
‘Wizard Description = SMLT/ ST Adcess
SHILTISLT Access p

SMLT
SMLTELT fircesa

— 5 Pt it

Tocks:
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10

11
12

13

14

Select the Create SMLT/SLT access check box , choose the access
type from the Type list, and then click Add Access to provide
access to a new SMLT.

A New Access dialog box appears asking for a SMLT ID or SLT ID.

ATTENTION

To disable the access of an SMLT you can click Delete Access

Enter the ID of the new SMLT or SLT in the field of the New Access
dialog box.

Click OK.

The SMLT Access or SLT Access forms are enabled. Depending on
the SMLT and SLT, two forms are created.

RS0 First devices 31087 224 Secord device 00,0322

— <= || Deice tapa B
Sabet Cran SATELT wmmnm: [
T 197 Tne

3. Select Access Type

AWLTISLT S | 4T
ConfiurTion ol Tnpm\s: |- p amem | [uebin

SHLTSLT Aecess /’! :!
[t Tt

5 Trunk Propurties
2. Current Step in| | SMLT Ao ot [+
exacution
FMurkar: 4

sHLTILT

Wissed Dneeriptian -

Trunk Progartio
BT Arcess Fods 4

ST WLT Hurker: 4
A A

WAOR Ensblect [ “LACF Enaidzdl
ULAD Tirmond: | Shart - VLACE Toracul: =hor|

ST LT Hame: TLT4

ST m: 4

WLATE Trsecut Scde: 5 YLECP Timaod Scd: &

Wb i | 000 LALE Timar: 1
VLATR MES: |Defal - VLACR HAC: L
5LP Enabiect [7] SFE e

R Tre—" - APE Kokl =eerrd oy

P-Linil Mocks) | Aggrosiive s CPmLiE Moces)

VILAN Table é
-~ ARIVAN Coleta WA |
L /_'_—-; . it e 1=
Lood Temalore | [Sams o Terophes Garesl] [Frewz] [He] | 7000 [

The SMLT/SLT Access form includes
» Trunk Properties table—specifies the trunk properties.

* VLAN Table—specifies the VLANs you want to create or use for
the SMLT/SLT accesses.

Enter the values of trunk properties to create an SMLT/SLT access.

Click Add VLAN in VLAN Table to specify the properties of VLANs
that you want to create or use for SMLT Access.

Enter the VLAN ID. If you provide a VLAN ID that does not exist, the
Wizard creates the VLAN appropriately.

Select VLAN check box for the VLAN to be used for each access.
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e |

15 Click Add Access Appropriately to create multiple accesses at
the same time.

16 Click Next.

The Preview Config dialog box appears.

Prcvien Conlig

S 1
EEhESmEL 2/1,2/1c VISP ELARLE =

[l
{ VLiS COMFTHEATTON

vl 1079 sraste bypore 1 nese daca
S oy plee Iy mnsoe 078 L0 EAEA 265, 285.0

-
i 303 i cramta 0,10 21205 245, 255.0

[

vl 3 creans byport | nase aor

VLG 3 D SEeats 10,15 LraEs. A58 255, 248
i

vl 83 cesule bapes

iim 15 i eemass 1024 LrESE 2A5. 2050
0

[l
§ HLT CINFIDTRATZOH
.

ulE & perfarm-tayging enssle
alr & smlc rests slteid @

viwe 1005 usdeale ¢
BN s

a1t 2 crmte

ult 3 a5l percs 05,408
alt 3 neme coe

w15, 4 premieariyginy dsale
ALt 3 alb crests mmit-d 3

i 3 addeals 3
i

ult 4 oreste
ale 4 asd pocs &00-471L
ALt A nwr mlles

ALt 4 przfara-tagging snatle
alk A melr creass mit-id 4

vl 3 edd-nit 4
vio 55 add-Eln &
.

[
VLB COMFTHBATION - FIASE 7T
[

vlem 3 ip Toelr sneble
vl § 3p xsalt Soltip-tier 999

Wi 1008 £ vees 2 magensn 18.1,209.1
vl 1009 ip wisp i\lﬂﬂﬂ-ﬂnﬂ anabis
vim 1009 A wre F priarioy 00

vl 1009 ip very 2 mshle

e

(Lol sme g

17 Click the Switch 1 tab to view the switch based CLI commands.

18 Click the Switch 2 tab to view the switch based CLI commands
generated by the wizard.

19 Click Next.
The Apply Config dialog box appears.

You can view the CLI commands executed by the CLI command
log wizard.

20 Click Start Configuration to execute the commands on both
devices.

The wizard runs the command to show the SMLT/MLT configuration.

—End—
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Job aid
The following table describes the fields of Truck properties screen:
Table 88
Trunk properties
Field Description

SMLT Access Ports

Specifies the SMLT access port.

SMLT MLT Number

Specifies the SMLT MLT number.

SMLT MLT Name

Specifies the SMLT MLT name.

SMLT ID

Specifies the SMLT ID.

VLACP Enabled

Specifies whether VLACP is enabled or disabled.

VLACP Timeout

Specifies the VLACP timeout.

VLACP Timeout Scale

Specifies the VLACP timeout scale.

VLACP Timer Specifies the VLACP timer.

VLACP MAC Specifies the VLACP MAC.

SLPP Enabled Specifies whether SLPP is enabled or disabled.
SLPP Mode Specifies the SLPP mode.

CP-Limits Modes

Specifies the CP-Limit mode.

Job aid
The following table describes the fields of VLAN table.
Table 89
VLAN Table
Field Description
VLAN ID Specifies the VLAN ID.
Use VLAN Allows you to use the VLAN for each access.
Add Access Appropriately | Allows you to create multiple accesses at the same
time.

You can modify the value of VLAN Table entries using in-line edit modes.
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Configuration of Templates

The template contains a set of configuration attributes. Templates can be
created by running the COM configuration wizards. While executing the
wizard you can save the wizard configurations as a template. The saved
templates can be viewed in the Templates window and can be used later to
easily perform the same or similar configurations.

For more information on how to access the Templates Manager, see
"Starting Templates Manager" (page 334).

Using Templates Manager, you can:

view template name, type, last modified user, and last modified time
filter template by template type

view template details

add new VLAN or SMLT template by launching the specific wizard
load and apply an existing template into the specific wizard

delete a template

import a template from an XML file format

export a template

For more information about Templates Manager, see the following sections.

Navigation

"Starting Template Manager" (page 334)
"Templates window" (page 334)

"Adding a VLAN template" (page 337)
"Adding a SMLT template" (page 339)
"Deleting an existing template" (page 340)
"Importing a template" (page 340)
"Exporting a template" (page 341)
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¢ "Running a template" (page 342)

Starting Templates Manager
Perform the following procedure to start the Templates Manager.

Procedure steps
Step Action

1 In the Configuration and Orchestration Manager navigation pane,
select Templates.

The navigation pane appears.

2 Click the Templates icon.
The Templates window appears.

Hmre_ — Templates ‘l

{2
Admin + | Fremptoes
Devices + Select Template Type to Add: v @ @ G @ B show AllTempistes |v | Import | Eeport @
S— w f E - il i Lo
N Template Name Type Last Moditied By Last Modfied Time
Wizards +
Test YLAM acimin 9723103 5.23 AM
Termplales =}

2|
-

—End—

Templates window
The following figure shows the Templates window.
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Templates Window

s T
Admin +|| [remetates
Devices 1 | Select Template Type to Add: v @ @ @ @ B show AlTempistes | mport | Expert 9
S . * .

g Tempinte Name Type Last Modified By Last Modfied Time

Wizards +
Test YLAN acimin 372903 528 AM

Tempisles 1=

-
e

Toals +

The following table explains the parts of the Templates window:

Table 90
Parts of the Templates window
Part Description
Tool bar Provides quick access to commonly used Template commands. For more
information, see "Tool bar buttons" (page 335).
Contents pane Displays details of the templates. For more information, see "Contents pane"
(page 336).

Tool bar buttons
The following table explains the different buttons on the tool bar.

Table 91
Description of tool bar buttons
Command Tool bar button Description
Select Template St ot T A L = Displays the list of the types of VLANSs that can be
type to Add created. The values are VLAN and SMLT.
Add new template ) Add a new VLAN or SMLT template.
Delete template S Deletes a selected template.
View selected Displays details of the selected template.
template
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Command Tool bar button Description

Run selected % Runs the selected template.

template

Refresh =, Refreshes the view and displays the newly created

templates, if any.

Show Show: &l Templates | v Displays the templates depending on the value
selected. The available values are as follows:

* All Templates

* VLAN only

e« SMLT only
Import Impart Imports the template from a specified file.
Export Exports the template to a specified file.

Help Opens Online help for the current folder or tab.

9

Contents pane
The Contents pane displays the details of the template based on the filter
criteria set. The following details of the template appear:

* Template Name

« Type

e Last Modified By

e Last Modified Time

If you double-click on a particular template, you can view the details of it in
the Template Details dialog box.
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Template Details dialog box

Template Details %
beliflower¥LANID
Froperty Name A
=lname
=2 3stg
=l forwardDelay 1500
=l helloTime 200
ElmacAge 2000
ElnstaType normal
=l priority 32768
=] staid
=] stgldSelection newSty
=] stoldTexd 50
El=tgType norteiStpg |
=] stpEnabled true
EltapgedBPOUAGdress 200:00:00
=l taggedBPDUVianid 4006
=ltrapEnabled true
S vien
= arnClassificationid, ﬂ

Adding a VLAN template
Perform the following procedure to add a VLAN template.

Procedure steps
Step Action

1 In the Templates window, select the VLAN template type from the
Select Template Type to Add field.

2 Click the Add new template using wizard button ((+) sign).

The VLAN Wizard discovery is triggered, and "Loading wizard data
..." message is displayed. Once the VLAN wizard discovery is
complete, the VLAN Wizard window appears.
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YLAN Wizard *

Steps = | hdd/Select STG =]
STG Type: ¥ Nortel STG
AddiSslect STG " RSTP
Al VLAN - MSTP
Configure Port Members Salact: ™ New TG
Configuralion and Tempiale ™ Exsting 5TG
Wizard Description - | I 2 [L-84]
AddiSelect 5TG Type: >
. Tagged BFOL Address: 2:00:00:00 [MAC address]
Tagged BPOU Visn 1D: 4002 [1-4094]
Pricrity: 32768 [0 - 65535]
Ericige Max Age: 2000 [600 - 4000 seconds]
Ericiga Helo Time: 200 [100 - 1000 seconds]
Ericlos Forward Delay: 1500 [400 - 3000 saconds]
Stp Erabied; ¥
Trap Enabled; +
Devices: Available Devices Selected Devices 1
172.16,120.2
. hd|
4 d b
|Load Templake | [ Save as Temglate | [ancet | [Frevions | (et ] | | [k
3 Enter the required values in the corresponding fields of Add/Select
STG page.
4 Choose the devices you wish to add from the Available Devices

list, and then click > to move them to the Selected Devices list,
and click Next.

The Add VLAN page appears.
5 In Add VLAN page, enter the required values in the corresponding

fields, choose the devices you wish to add from the Available
Devices list, and then click > to move them to the Selected Devices

list.

6 Click Next to move on Configure Port Members page to view
configuration details.

7 Click Next to move on Configuration and Template page.

8 Click Save as Template to save the configurations as a VLAN
template.
For the more information on adding a VLAN template, see Link to
VLAN Wizard.

9 From the Template window, click Refresh to view the newly added
template.

—End—
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Adding a SMLT template

Perform the following procedure to add a SMLT template.

Procedure steps
Step Action

1

Home || Tempistes %/ SMLT Wizard ®

In the Templates window, select the SMLT template type from the
Select Template Type to Add field.

Double click Add new template using wizard (+) sign.
The SMLT Wizard dialog box appears.

Selact Swilches

Creste 5T

SMLT/SLT Access
Configuration end Templele

Wizard Description -
Select Switthes |

Select dewice type end switch IP
adidwesen to confipme SWILT.

Select Switches

|| Switch Type:

Switch 1:
Swittch 2:

ERS BEOD

| Load Tempate | | Save as Templote |

In the Select Switches page, enter the required value in the
corresponding fields, and then click Next to move on Create IST

page.
In the Create IST page, enter the values for creating the IST in the
fields provided, and then click Next to move on SMLT/SLT Access
page.

IN SMLT/SLT Access page, enter the required value in the

corresponding fields, and then click Next to move on Configuration
and Template page.

To save the configuration as a template, do one of the following:

* In the Configuration and Template window, select the check
box corresponding to Save as Template, enter the file name in
Template Name field, and then click Finish.
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Home Templstes * SMLT Wizard *
Steps = Save As Template
#Apply changes
Select Switches Save As Template:
Creste IST Template Name: -

SMLT/ELT Access

Generated script
Configuration and Template

config config
Wizard Description -

SMLT Configuration and
Template

Seve wizand as & template

» Click Save as Template button, type the name of the template in
the dialog box that pops up and click Save.
7 Click Refresh to view the new template.

For more information on adding an SMLT wizard, see Link to SMLT
Wizard.

—End—

Deleting an existing template
Perform the following procedure to delete an existing template.

Procedure steps
Step Action

1 In the Templates window, click Delete template icon ((-) sign
button) from the toolbar to delete the selected template.

The selected template is deleted from the list.

—End—

Importing a template
Perform the following procedure to import a template in to the COM.

Procedure steps
Step Action

1 In the Templates window, click the Import from the toolbar.
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The Select a template file to import dialog box appears.

select a template file to import

Template File: | Select a termplate file

Import Template ] [ Reset ] [ Close ] [ Help ]

Enter the template file (in .xml format) you want to import in
Template File field. Or click Browse to navigate to the file.

Click Import Template to import the selected file.

—End—

Exporting a template
Perform the following procedure to export a template.

Procedure steps

Step Action

1

In the Templates window, select the template file you want to export
and then click the Export button from the toolbar.

The Opening Vlan template file dialog box appears.

Opening YlanTemplated sml

¥ou have chosen to open
* VanTemglatel xmil
which & a: ¥ML Fle
from: hitgs:/ flocshest

‘What should Frefox do with thes fie?
) Cpen with | Intesrset Explorer (default) .
=) g Fie

[ 0o this utormaticaly for fles e ths from now on.

[ox [ cancel

Choose the Open with option to view the template file.
OR
Choose the Save File option to save the file on your desired location.

Click OK.

The selected template is exported from the COM.

—End—
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Running a template
Perform the following procedure to run a template.

Procedure steps

Step Action
1 Select the required template from the Templates window.
2 Click Run selected template.

The corresponding VLAN or SMLT wizard is launched with the
template values.

—End—
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Index

A

access policies
adding to a security group 173
deleting from a security group 177

B

BayStack 450 switch

number of MLTs supported 94
BridgeAddress field 79
BridgeForwardDelay field 40
BridgeForwardDelay item 39
BridgeHelloTime field 40
BridgeHelloTime item 39
BridgeMaxAge field 40
BridgeMaxAge item 39
brouter ports

about 61

viewing 87

VLAN 32
Business Policy Switch 2000

number of MLTs supported 94

C

circuitless IP
configuring 188
CLI access
configuring for a security group 150
CLIP
configuring 188
Configuration and Orchestration Manager
MLT links 124
contents pane

MultiLink Trunking Manager 102
Routing Manager 181
VLAN Manager 36

D

Default Ports table 81
DesignatedRoot field 79
Device field
in the Configuration table 40
in the Isolated Device table 120
in the No Trunk table 119
in the Root table 79
in the Status table 77
in the Trunk table 117, 122, 123
Device item
in the Bridge Routing Ports table 88
in the Default Ports table 82
in the Isolated Routing Ports table 87
in the Unassigned Port table 85

E

Enable field
in the Isolated Device table 120
in the No Trunk table 119
in the Trunk table 118
Enable Stp item 39
EnableStp field 41
Ethernet Routing Switch 1424 and 16xx
switches
number of MLTs supported 94
Ethernet Routing Switch 8600 module
number of MLTs supported 94
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F in the No Trunk table 119, 120

in the Trunk table 118
IfiIndex item

in the Default Ports table 83
individual routing ports, VLAN 32
inter-switch trunks

viewing 121
Interswitch trunk . See IST 111
IpAddress item

in the Default Ports table 83
IPv4 routing 185
IPv4 Routing

ARP 190

circuitless IP interface 188

CLIP interface 188

Globals 186

Static Route 189
IPv6 OSPF 210

Area 215

Globals 210

Interfaces 212

Neighbors 216
IPv6 routing 207

Globals 207

interfaces 208
IRP, viewing information 86
Italic text on VLAN icon label 81

File-Inventory Manager
Archive Config File dialog box 283
Backup Config from Device dialog
box 280
contents pane 246
definition 237
Device Upgrade dialog box 288
Display Preferences dialog box 271
Download File to Device(s) dialog
box 272
ERS 55xx/45xx/35xx 247
ERS 8000 folder 254
file management capabilities by
product 238
loading inventory information 295
Navigation Pane 245
navigation tree 246
refreshing window 300
reloading inventory 300
Restore Config to Device dialog box 281
starting 242
Synchronize Config File dialog box 285
Upload File from Device dialog box 276
window 242
ForwardDelay field 78

H M
HelloTime field 77 MaxAge field 77
highlighted topology view 90 MLT
HighPriority item definition 93
in the Default Ports table 52, 82 icon 116

HoldTime field 78 No trunk configurations 118

| viewing 117
MSTP
icons adding a VLAN 58
VLAN 79 adding an MSTI instance 56
Id field adding members to a VLAN group 60
in the Isolated Device table 120 deleting an MSTI instance 56
in the No Trunk table 119 deleting VLAN 59
in the Trunk table 117, 122 editing properties 57
Id item managing 56
in the Insert MLT dialog box 107, 108 member ports, viewing 89
in the STG dialog box 39 membership 56
Ifindex field MSTP members
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viewing 89
MultiLink Trunking Manager
configuring a single port SMLT 115
configuring an MLT on one device 105
configuring IST links on a single
device 112
configuring IST peers 114
configuring SMLT links on nonpeer
devices 114
configuring SMLT links on peer
devices 113
contents pane 102
creating an MLT 104
deleting a single-port SMLT 116
editing MLT information 111
features 95
highlighting devices and MLTs in
Configuration and Orchestration
Manager 124
Insert MLT dialog box 105
inter-switch trunks 121
Isolated devices 119
navigation tree 96
No trunk icon 118
reloading 123
starting 95
Trunk icon 116
viewing
port information 109
port link status 109
topology information 124
MultiLink Trunking. See MLT. 93

N

Name field
in the Isolated Device table 120
in the No Trunk table 119
in the Trunk Table 117
Name item
in the Insert MLT dialog box 107, 108
navigation pane
VLAN Manager 34
no trunk configurations, viewing 118
Notify Table
configuring 224
NumPorts field 77

O

OSPF 191
Area 198
general 191
Interfaces 193
Neighbors 199

P

Passport 1000 Series routing switch
number of MLTs supported 94
Port dialog box 109
port numbers
depressed 110
dimmed 110
PortMembers field
in the Isolated Device table 120
in the No Trunk table 119
in the Trunk table 118
Ports item
in the Bridge Routing Ports table 88
in the Insert MLT dialog box 107, 109
in the Isolated Routing Ports table 87
in the Unassigned Ports table 85
PortType field
in the Isolated Device table 120
in the No Trunk table 119
in the Trunk table 118
Priority field 40
Priority item 39
ProtocolSpecification field 77

Q

QoslLevel item
in the Default Ports table 52, 82

R

RADIUS servers
removing from a security group 140
setting global parameters for a security
group 139
RIP 200
advanced interface 202
Globals 200
Interfaces 201
statistics 203
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RootCost field 79 Config 40
RootPort field 79 configuration information 40
Routing Manager 179 creating STGs 37
contents pane 181 deleting STGs 41
features 185 editing port membership 43
reloading 182 editing STGs 41
Routing Manager navigation tree 180 information, viewing 76
Routing Manager window 179 maximum number of STGs per product 31
member ports, viewing 88
S membership 37
security domain ports :
configuring RADIUS server for 136 adding 57
root 78

removing RADIUS servers from 140
saving settings 134
setting global RADIUS server parameters
for 139
security group

status, viewing 76

STG root configuration, viewing 90
STG members

adding ports 57

adding access policies to 173 STVF')GW'”Q 88
configuring CLI access for 150 about 30

configuring SNMP access for 154
configuring SSH access for 145
configuring Web access for 152
creating 131

deleting 135

deleting access policies from 177

controlling path redundancy 30

spanning tree algorithm 30

viewing Root information 78
StpTrapEnable field 41
StpTrapEnable item 39

i ' i SyslLog
enabling and disabling access =YY
policies 172 viewing 235
System Log

manage attributes 143

Security Manager configuring 232

starting 129 T
window 129
SNMP access TaggedBpduAddress field 41
configuring for a security group 154 TaggedBpduAddress item 39
spanning tree groups TaggedBpduVlanld field 41
definition 31 TaggedBpduVlanid item 39
Spanning Tree Protocol tagging VLAN 61, 86
about 30 Target Address Table
Spanning Tree Protocol. See STP 30 configuring 224
SSH access Target Params Table
configuring for a security group 145 configuring 224
SSH security group TimeSinceTopologyChange field 77
creating 144 TopChanges field 77
deleting 150 trap log
Status table 76 viewing 231
STG Trap/Log Manager 219
adding members to existing STGs 42 starting 219
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System Log
configuring 232
traps
configuring 224
trunk, definition 116
Type item
in the Insert MLT dialog box 107, 108

U

unassigned VLAN
about 60
viewing information 85

V

virtual LAN. See VLAN 29
VLAN
configurations, viewing 32
default 81
definition 30
determining frame membership 43
domain synchronization 65
enabling tagging and STGs 43
ID 61
membership 32
policy-based
network protocol 80
source IP subnet 80
source MAC address 80
port-based 80
VLAN icons 79
VLAN Manager
brouter ports 87
contents pane 36
definition 30
features 31, 33

highlighting STGs and VLANSs in Network
Configuration and Orchestration
Manager 75
IRPs 86
navigation pane 34
Port membership 60
starting 32
STG
add ports 57
viewing and configuring parameters 40
STG member ports 88
STGs 76
tagged ports 86
unassigned ports 85
window 33
VLAN manager
STG
viewing status 76
Vlanlds field
in the Isolated Device table 120
in the No Trunk table 119
in the Trunk table 118
Vlanlds item
in the Insert MLT dialog box 107, 108
VRRP 204
Globals 204
interfaces 205

W

Web access
configuring for a security group 152

Y

You can use Security Manager to add 136
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