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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

Avaya shall not be responsible for any modifications, additions, or
deletions to the original published version of this documentation unless
such modifications, additions, or deletions were performed by Avaya.
End User agree to indemnify and hold harmless Avaya, Avaya's agents,
servants and employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web
sites referenced within this site or documentation(s) provided by Avaya.
Avaya is not responsible for the accuracy of any information, statement
or content provided on these sites and does not necessarily endorse
the products, services, or information described or offered within them.
Avaya does not guarantee that these links will work all the time and has
no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on this product. Refer to your sales
agreement to establish the terms of the limited warranty. In addition,
Avaya’s standard warranty language, as well as information regarding
support for this product, while under warranty, is available to Avaya
customers and other parties through the Avaya Support Web site:
http://www.avaya.com/support. Please note that if you acquired the
product from an authorized Avaya reseller outside of the United States
and Canada, the warranty is provided to you by said Avaya reseller and
not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN
AVAYA AUTHORIZED RESELLER, AND AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE
ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE.
BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation(s) and Product(s) provided
by Avaya. All content on this site, the documentation(s) and the
product(s) provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
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protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software. Unauthorized reproduction, transmission, dissemination,
storage, and or use without the express written consent of Avaya can
be a criminal, as well as a civil, offense under the applicable law.

Third-party components

Certain software programs or portions thereof included in the Product
may contain software distributed under third party agreements (“Third
Party Components”), which may contain terms that expand or limit
rights to use certain portions of the Product (“Third Party Terms”).
Information regarding distributed Linux OS source code (for those
Products that have distributed the Linux OS source code), and
identifying the copyright holders of the Third Party Components and the
Third Party Terms that apply to them is available on the Avaya Support
Web site: http://www.avaya.com/support/Copyright/.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the documentation(s) and product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the documentation(s) and product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.
All other trademarks are the property of their respective owners.

Downloading documents

For the most current versions of documentation, see the Avaya Support
Web site: http://www.avaya.com/support

Contact Avaya Support

Avaya provides a telephone number for you to use to report problems
or to ask questions about your product. The support telephone number
is 1-800-242-2121 in the United States. For additional support
telephone numbers, see the Avaya Web site: http://www.avaya.com/
support
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Chapter 1: New in this release

The following section details what’'s new in Avaya Configuration and Orchestration Manager Installation
(NN47226-300) for Release 2.2.

Feature

See the following sections for information about feature changes:

* New installer on page 5
* COM node based license on page 5

* BCM node based license on page 5

» Database persistence for COM managers on page 6

New installer

COM 2.2 supports coresidency with the Avaya Unified Communications Management (UCM)
application, Visualization Performance and Fault Manager (VPFM) 2.2. The new installer does
not support upgrades such as 2.0 to 2.2, or 2.1 to 2.2. Therefore, you must uninstall the
previous COM releases and reinstall with COM 2.2. For more information about installing COM
2.2, see COM 2.2 Installation on page 31.

COM node based license

The COM application based license has been replaced by the node based license. Four
licenses are available. For more information, see Licensing on page 15.

BCM node based license

COM 2.2 has Avaya Business Communications Manager (BCM) node based licensing. Four
licenses are available. Fore more information, see Licensing on page 15.
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New in this release

Database persistence for COM managers

You can save the discovery information for managers into the database, and reload the
discovery information for managers when a manager is opened. For more information, see

Avaya Configuration and Orchestration Manager — Using the Product Interface (NN47226—
100).
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Chapter 2: Introduction

This document provides the information you require to install, license, uninstall and troubleshoot the Avaya
Configuration and Orchestration Manager 2.2.

Navigation

» System requirements on page 9

» Supported devices on page 13

* Licensing on page 15

+ COM 2.2 Installation on page 31

* Uninstall the COM on page 51

* Troubleshooting COM installation on page 55
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Chapter 3: System requirements

This chapter describes the system requirements for the installation of Configuration and Orchestration
Manager (COM).

Navigation

* Server requirements on page 9

« Client requirements on page 10

» Browser requirements on page 10

* COM preinstall script on page 10

Server requirements

Your PC must meet the following minimum system requirements to use COM:

* Core 2 Duo processor
+2 GB RAM
* 5 GB free drive space

Recommended requirements for managing up to 500 devices and multi-user login:

*» Core 2 Duo processor
*4 GB RAM
+ 20 GB free drive space (preferably SAS drive)

Recommended requirements for managing 1200 devices and multi-user login:

* Quad core processor
*4 GB RAM
* 40 GB free drive space (SAS drive)

The COM server is supported on Windows Server 2003, Windows Server 2008, Windows
Hyper Virtual Server 2008, Linux RedHat 5.2, and VmWare server for Linux Redhat 5.2 and
Windows 2008.
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System requirements

Client requirements

The COM supports Internet Explorer 7.0 and Firefox 3.6 over Windows 2003 and 2008, and
Firefox 3.6 over Linux RedHat 5.2.

Client deployment:
* 1GB memory with at least 512MB free
* GHz Core 2 Duo CPU
* One HD Minimum 100MB free
* XP, 2003, Win2008, VISTA, RHEL 4.0 32bit

Browser requirements

The COM supports Internet Explorer 7.0 and Firefox 3.6. Firefox is the recommended browser.

Dynamic Hyper Text Markup Language (HTML) supports most of the features in COM.
Dynamic HTML is a combination of HTML, JavaScript, and Cascading Style Sheets (CSS).
Hence, you must enable both JavaScript and CSS on the browser.

COM preinstall script

The preinstall script must be run before invoking COM Installer to perform preliminary checks
on readiness of the system. It checks the system requirements for the user.

Running the script on Windows

Perform the following procedure to run the script on Windows.
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COM preinstall script

Prerequisites

Obtain the pre install script file from the software download site, http://support.nortel.com, or
from the software installation CD.

Procedure steps

1. Open the prelnstallScriptCOM zip file from the directory C:\Program Files\Nortel
\UCM.

Unzip the contents of prelnstallScriptCOM in the folder.
Open a new Command prompt.

Change directory to the folder where prelnstallScript has been unzipped.

o~ b

Run the script by typing prelnstallChecks.bat.

Running the script on Linux

Perform the following procedure to run the script on Linux.

Prerequisites

Obtain the pre install script file from the software download site, http://support.nortel.com, or
from the software installation CD.

Procedure steps

Open the prelnstallScriptCOM zip file from the directory /opt/Nortel/ucm.
Unzip the contents of prelnstallScriptCOM in the folder.
Open a new Terminal.

Change directory to the folder where prelnstallScript has been unzipped.

ok~ w0Dd -~

Change permission of prelnstallChecks.pl to be able to be executed.

For example, chmod 755 preinstallChecks.pl.
6. Run the script by typing prelnstallChecks.pl.
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Chapter 4: Supported devices

The following table lists the supported devices and device image versions.

Table 1: Device Requirements

8616GTE module

8672ATME MDA

8608GBM module

8608GTM module

8632TXM module

8648TXM module

8672ATMM module

8683POSM module

Product family Model Versions
Avaya Ethernet Routing Switch 8681 XLW module v.4.0,v.4.1,v5.0,v.5.1,and v.7.0
8600 series 8681XLR module

Ethernet Routing Switch

8300 series

v.4.1.xand v.4.2

Ethernet Routing Switch

8800 series

all

Ethernet Routing Switch

5510, 5520 series

v.5.1,v.6.0, v.6.1, and v.6.2

Ethernet Routing Switch 56xx series v.5.1,v.6.0, v.6.1, and v.6.2
Ethernet Routing Switch 5530 series v.5.1, v.6.0 and v.6.1
Ethernet Routing Switch 45xx series v.5.2,v.5.3,and v.5.4
Ethernet Routing Switch 25xx series v.4.1.x,v.4.2,and v.4.3
Ethernet Routing Switch 16xx series v.2.1.6.x and v.2.1.7 x
Virtual Services Platform 9000 series v.3.0

Wireless Controller 8180 v.1.0

Wireless LAN AP 2220, 2221 v.1.3

Wireless LAN AP 8120 v.1.0

Avaya Configuration and Orchestration Manager Installation
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Supported devices

0 Important:

The earlier versions of ERS devices are also available. However, the official testing has happened
against the devices in the list above only.
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Chapter 5: Licensing

There are two types of licenses available for COM:

* Node based licensing for COM on page 15

* Node based licensing for BCM on page 16

The following sections explain how to obtain, add, and export a license file.

+ Obtaining a COM license on page 17

» Adding a license on page 18

» Exporting a license on page 21

The following sections explain how to manage the discovered devices.

* Selecting devices to manage on page 22

* Using the topology map and shuttle menu to select managed devices on page 25

+ Cancelling the workflow on page 27

» The Select Managed Devices button on page 29

 Importing devices on page 29

For information about choosing a license file during installation, see Installing the COM application on

page 32.

Node based licensing for COM

Avaya Configuration and Orchestration Manager (COM) 2.2 supports node based licensing

that permits COM to manage the number of devices that you purchase a license for.

After each discovery, you must select managed devices. Only the licensed number of devices
are available to COM. The unselected devices are discarded. It is only after a new discovery

that you can change the device selection.

' Note:

Node based licensing only applies if you are installing COM 2.2 with no previous COM
installed. If you are upgrading an existing installation, your current licensing mechanism

applies. There is no modification to your deployment and discovery workflow, except that

you cannot have more than 1200 devices.

Avaya Configuration and Orchestration Manager Installation December 2010

15



Licensing

The following list outlines the four types of COM node based licenses:

*+ COM_50_base: This is the base license in node-based licensing. This indicates only 50
nodes can be managed.

* COM_Upgrd50 250 base: This is an upgrade from a 50 to 250 nodes. It indicates only
250 nodes can be managed.

* COM_Upgrd50 1200 _base: This is an upgrade from a 50 to 1200 nodes. It indicates only
1200 nodes can be managed.

* COM_Upgrd250 1200 _base: This is an upgrade from 250 to 1200 nodes. It indicates
only 1200 nodes can be managed.

0 Important:

You can combine any of the preceding licenses, except that you cannot have a 50_base
and then 250_1200_base license. The upgrade must go from 50 to 1200, or from 50 to
250 to 1200.

Node based licensing for BCM

The Bulk Configuration Manager (BCM) depends on COM. The BCM resides in COM and
follows the same COM rules and restrictions, except that the BCM user gets all supported
devices automatically, and skips the device assignment process.

To enable the BCM for COM 2.2, you must acquire a separate license. The BCM license is
node based, but only counts individual uses of a node. A base license is 250 nodes and each
increment supports 1000 more devices. If you have a 250 node license, you may have more
than 250 devices in inventory. However, after you create tasks that use 250 unique devices,
you cannot create tasks for more devices; a license error appears informing you that you have
reached the limit and should purchase more increments. If no BCM license is supplied, you
can still launch BCM from the COM managers screen to create tasks and import devices, but
you cannot run the tasks without a license.

The following list outlines the four types of BCM node based licenses:
+ BCM_100_base, (100)
* BCM_Upgrd100_5000_base, (5000)
*« BCM_Upgrd100_1200_base, (1200)
* BCM_Upgrd1200_5000_base (5000)
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Obtaining a COM license

' Note:
BCM supports device imports from COM or VPFM.

Example

If COM has a 50 base license, BCM in COM receives a no license warning message, no
matter what type of BCM license you launched.

If COM has 250 base license, or higher, BCM works.

Obtaining a COM license

Perform the following procedure to obtain a COM license.

Prerequisites

* You require the License Authorization Code (LAC) for the software you want to license.

* You require the media access control (MAC) address of the server where the COM
components reside.

* You require the name and password to the license bank if you want to deposit the license
into an existing license bank.

Procedure steps

1. Open a Web browser window and go to the Electronic Licensing Portal: http://
www.avayadatalicensing.com.

2. At the top of the page, type your first name, last name, company name, and e-
mail address in the appropriate fields.

3. In the License Bank area, specify the name and password for an existing license
bank where you want to deposit.

4. Specify your e-mail notification options.
5. In the Submit field at the bottom of the page, type your LAC.

6. Click Activate License.

The system deposits a license in your license bank and sends a message to the e-
mail address specified in step 4 to confirm that the license was created.

7. Log on to your license bank using the name and password specified in step 3.
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Licensing

8. Click Download.

9. On the Generate License page, type the MAC address for the server where the
COM components reside.

Use capital letters, separated by colons (XX:XX:XX:XX:XX:XX).

10. Click Create License File.

A confirmation message informs you that the license was created. The system
sends a license (.lic) file to the e-mail address specified in step 4.

11. Copy the license file to the server location where the COM components reside.

0 Important:
If there is a space in the name or location field, the installation fails.

12. Store your License Certificate in a secure place for future reference.

Adding a license

Perform the following procedure to add a license. Perform this procedure only if you have COM
installed on the server but the license was not installed during COM installation.

Prerequisites

* You must execute this procedure on the server where the COM components reside.

* You must obtain the license and store it on the server before you can proceed. For more
information, see Licensing on page 15.

* You must know the directory path of the Avaya Unified Communications Management
(UCM) home <UCM_home>. The default paths are as follows:

- Windows: C:\Program Files\Norte\UCM
- Linux: /opt/Nortel/ucm

For information about adding a license in the License administration page, see Avaya Unified
Communications Management Common Services Fundamentals (NN48014-100).
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Adding a license

Procedure steps

1. Start a supported Web browser.

2. In the Address field, type the Full Qualified Domain Name (FQDN) of the COM
server, and then press Enter.

The Login page appears.

Uger ID: |
Password: |
Lag In |

3. In the User ID field, type the COM user ID specified during the installation.
4. In the Password field, type the COM password set during the installation.
5. Click Log In.

The Unified Communications Management (UCM) Web page appears.
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Licensing
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6. In the left navigation pane, click Tools, Licensing Administration.

The Licensing Administration page appears.

UNIFIED COMBMUMICATIONS M

Licensing Administration

a48 % tr
Prosack Hore: =

AT LAY

7. Click Add License. (The green button with + symbol).
The Add License dialog box appears.
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Exporting a license

UNIFIED COMMUNICATIONS MANAGEMENT

Licensing Administration

il Lit enses =

8. Browse for the license file in the License field.
9. From the License Host list, select a license host file.
10. Click Add to add the license to the UCM.

Exporting a license

Perform the following procedure to extract a license file.

Procedure steps

1. In the License Administration dialog box, click Export License.

The File Download dialog box appears.
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Licensing
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2. Click Save to export the license file to your system.

Selecting devices to manage

After a discovery process, you can start managing the discovered devices. Your license limits
COM to manage all the discovered devices. Therefore, if the number of discovered nodes
exceeds the number of licensed nodes, a list of devices appears and you are prompted to

select specific devices from the list. The number of managed devices must be equal or less
than the number of licensed nodes.

Procedure steps

If the number of discovered nodes exceeds the number of licensed nodes, perform the
following procedure.

1. From the Select Device to Manage screen, select the required devices and move
them to the Managed Devices column.

The following image is an example of the Select Device to Manage screen.
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Selecting devices to manage

Select Devices to Manage

Your license is issuad for management of up [o 108 devices. The discovery
has retrievad 23 devices which is more then your ficensed number,

Please select the discovered devices you would iike ko manage.

Yo inay aiso masti-select devices from the map. Right click and chepse
“ptanage” o select vour managed fist and then re-launch this mens to
submik selection.

Discovered Devices (23) Managed Devices (0)
10.127.8.2 =
10,127.9.254
10.127.10.2
10.127.20.2
10.127.22.2 53]
10.127.24.1 B
10.127.24.2 €
10.127.24.3
10.127.24.4
10.127.24.254
10.127.25.3

10.127.25.4
10,127.31.2 1]
Select based on a complete or partial IP address. R

[ Subsnit ] [Eave & Mark or: bhe Map] [ Cancel ]

9 Note:

In the preceding image, the discovered devices appear in green to represent
reachable devices. Devices that appear in orange indicate unreachable devices.

2. Click Submit.

If the number of discovered nodes does not exceed the number of licensed nodes,
the selected devices and the associated links are saved in the database, the
topology view is updated, and the following screen appears.
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Licensing

The discovered device set and device assignments have changed. Select X
components to refresh

[] Componert
(] Tonstogy view

[ Refrash H Closs ][ Help ]

3. Select the components to refresh, and click Refresh.

9 Note:

To temporarily save the selected devices, on the Select Devices to Manage screen, highlight
the required devices, move them to the Managed Devices column, and click Save & Mark
on the Map. The devices are saved in a temporary area so that if you cancel and re-
launch the Select Devices to Manage dialog again, you will not lose your selection.

9 Note:

If you cancel the operation, the following image appears to notify you that the application is
unusable until devices have been submitted. All the panels except the admin pane on
navigation area are disabled.

1

W @ Selsct Managed Devices Unreachabls © @)

Your discovered devices exceed the number of licensed nodes. The application is
unusable in its current state, You would need to submit ranaged devices to
continue using the application.

YYou rmay right click on the selected devices on the map and choose "Manage"
option and then launch "Managed Devices", You may also launch the "Managed
Devices" menu directly.

Would vou like to launch this menu now?

[ oK ][ Cancel ]

To return to the Select Devices to Manage dialog box, click OK.
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Using the topology map and shuttle menu to select
managed devices

To select managed devices, you can use the topology map alone, or with the shuttle menu. If
the you right-click on the nodes, an option to Manage appears that adds a selected device

to the list of managed devices. The Unmanage option appears for devices that are already in
the managed list. You may also multi-select the nodes by left clicking and dragging the mouse
over a cluster of the nodes to either Manage or Unmanage the selected devices. This operation
saves the state of the node so that the next time you launch the Select Managed Devices
button, the managed devices appear in the selected column.

Procedure steps

To use the topology map and shuttle menu to select managed devices, perform the following
procedure.

1. After the device discovery, if the number of devices discovered is more than the
number of devices that COM can manage, as determined by the license, the Select
Devices to Manage window appears.

The following figure is an example of the Selected Devices to Manage window.
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Select Devices to Manage

Your license is issuad for management of up [o 108 devices. The discovery
has retrievad 23 devices which is more then your ficensed number,

Please select the discovered devices you would iike ko manage.

Yo inay aiso masti-select devices from the map. Right click and chepse
“ptanage” o select vour managed fist and then re-launch this mens to
submik selection.

Discovered Devices (23) Managed Devices (0)
10.127.8.2 &
10,127.9.254

10.127.10.2

10.127.
10.127.
10.127.
10.127.
10.127.
10.127.
10.127.24.254

10.127.25.3

10.127.25.4

10.127.31.2 1]
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Select based on a complete or partial IP address. R

[ Subsnit ] [Eave & Mark or: the Map] [ Caneel ]

2. To manage the devices, right-click on the required discovered devices. The number
of devices you select must be less than, or equal to, the node count in the licenses.

Note:
If the option to Unmanage appears, devices are already in the managed list.

3. To multi select the nodes, left click and drag the mouse over a cluster of the nodes to
either manage or unmanage the devices.

This operation saves the state of the node so that the next time you launch the
Select Managed Devices button, all the managed devices will appear in the selected
column.

Note:

After you select the list of devices, you cannot change the devices. To change
the list, you must rediscover.

The following figure is an example of Using the topology map and shuttle menu to select
managed devices.
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Cancelling the workflow

idanage

Unmanage

BayStackdso :
Ping...

Show Connecticns

Froperties...

Close

Cancelling the workflow

If you cancel the selection of managed devices, all the discovered devices remain in the
database with their managed flags turned off. A popup appears to inform you that you must
select devices in order to proceed with using COM.

The following image is the Warning popup that appears after you cancel the workflow.

Warning x
| 9 You wil rot be able to manace devices until you have sslected specific devices,
g Yo say contirue ihis operation from the ‘Select Managed Devices' button on the homs

pace.
Wouid like to guit?

After you click the Yes button, the Select Managed Devices button appears on the home page
so that you can go back and select devices to manage.
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9 Note:

The Select Managed Devices button appears for all admin users. However, the user who
performed the discovery may log out. If this occurs, another admin user can finish this
process.

The topology view is updated for the user who performed the discovery, but none of the devices
are available to the managers and all the panels except the admin panel are disabled.

After you cancel the operation, the following dialog box appears to all the clients.

f Discovery Change Notification ®

A nEw discovery has been perfoemad, out the adminiztrator has
postpored selzciing the managsd devices.

E
Plzase e aware that your current view i3 invvalid, Upon updating the
topology you will get the newly discovered davices out you can not
mariage them.

[ Clesa ][ Update }

The Update button updates the topology. But if the logged in users are admin users, the
following pop up appears

1

W @ Selsct Managed Devices Unreachabls © @)

Your discovered devices exceed the number of licensed nodes. The application is
unusable in its current state, You would need to submit managed devices to
continue using the application.

YYou rmay right click on the selected devices on the map and choose "Manage"
option and then launch "Managed Devices", You may also launch the "Managed
Devices" menu directly.

Would you like to launch this menu now?

[ oK ][ Cancel ]

If the logged in user is an operator user, the following warning message will appear.
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The Select Managed Devices button

_ .

The application is unusable in its current state. Discovered devices have to be selected for manageability.

Please Contact the system administrator to report the issue.

All the panels except the admin panel are disabled.

The Select Managed Devices button

If you cancel the selection of devices, the Select Managed Devices button appears on the
home page until the admin user selects the managed devices. After the admin user selects
the managed devices, the Select Managed Devices button disappears. If an admin user logs
in and the managed devices have not been submitted yet, the Select Managed Devices button
appears with an exposed closable popup that informs the user about the urgency of selecting
the managed devices. This dialog appears to inform you that you cannot use the application
unless the managed devices have been submitted.

Importing devices

After you import a set of devices with a larger number of nodes than licensed, the import
process informs you that you must select devices to manage

Note:
You can modify your selection of devices only after each discovery.
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Chapter 6: COM 2.2 Installation

The Unified Communications Management (UCM) supports the following applications:
* Visualization Performance and Fault Manager (VPFM)
* Enterprise Policy Manager (EPM)
* Configuration and Orchestration Manager (COM)
* IP Flow Manager (IPFM)
Supported scenarios

The following table outlines the typical deployment scenarios for Avaya CS 1000 deployed as Avaya UCM
Primary and Backup UCM Servers.

Primary Backup Each Member

CS 1000 CS 1000 (VPFM and/or EPM and/or COM
and/or IPFM) or CS 1000

The following table outlines the typical deployment scenarios for Avaya CS 1000 deployed as a Primary
server and one of data network management products is deployed as a Backup server.

Primary Backup Each Member
CS 1000 VPFM and/or EPM and/or COM | (VPFM and/or EPM and/or COM
and/or IPFM and/or IPFM) or CS 1000

For more information about supported applications, see Using Unified Communications Management to
Manage the Converged Voice and Data Network (NN48014-501).

Use the following procedures to install and start the Configuration and Orchestration Manager (COM).

Navigation

* Installing the COM application on page 32
» Upgrading the COM application to COM 2.2 on page 48
« Starting the COM application on page 48
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Installing the COM application

Perform the following procedure to install COM 2.2.

0 Important:

If the COM installer detects that another UCM product is installed, but does not detect any
COM versions, you can install COM, but not UCM products. For more information, see
Installing COM after another UCM product is detected on page 47.

Prerequisites

» Ensure you know how to obtain a COM license. For more information, see Obtaining a
COM license on page 17.

* Ensure that you have the COM software. It is available on the Installation CD or you can
download from http://support.avaya.com/go/main.jsp.

* Ensure that you know the UCM password for the location of the installed UCM products.

* Verify that the Fully Qualified Domain Name (FQDN) of the machine meets one of the
following requirements:

- Avaya recommends that you define a FQDN in the hosts file. On windows, the default
location of hosts file is in the directory C:\WINDOWS\system32\drivers\etc. COM
uses the FQDN from the hosts file, so that if the hostname of the server is changed,
COM is not affected.

- When you use a new hostname to start COM, you are redirected to a page containing
the old FQDN. When you define the FQDN in the hosts file, you must associate the
hostname with the IP address. The format is <ip address><fqdn><name>.

For example, define the FQDN as follows:

192.167.140.27 SIBERIA.INNLAB.Avaya.com COM2

After you install COM, do not modify the FQDN in the hosts file; a change can cause
COM to stop working.

* If you are using Internet Explorer 7 to access COM, you must disable the Enhanced
Security mode.

* If you are using Windows platform, you must be an Administrator or the member in the
Administrators group. If you are using Linux platform, you must be a root user ora member
in the root group.

» Avaya recommends that you disable the firewall.
* run the preinstall script; for more information, see COM preinstall script on page 10
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Installing the COM application

Procedure steps

1. Double-click the COM executable file to start the COM installer. The COM installer
prepares for installation, and then the Introduction dialog box appears.

Y3 Configuration and Orchestration Manager M= B3 |
Introduction

The installer will guide you through the installation of Configuration and
Qrchestration Manager.

[tis stronaly recommended that you quit all programs befaore continuing
with this installation.

Click the Mext' button to proceed to the next screen. Ifyou want to
change something on & previous screen, click the ‘Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
button.

InstallAnywhere

cancel | Ereviaus |

2. Click Next.

The License Agreement dialog box appears.
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¥ Configuration and Orchestration Manager (- [T =] |

License Agreement

Installation and Use of Configuration and Orchestration Manager
Requires Acceptance of the Following License Agreement:

Nortel Networks Corp. Software License Agreement

Thiz Software License Agreement ("License Agreernent™ is
between you, the end-user ("Customer™) and Mortel Networlcs
Corporation and its subsidiaries and affiliates {"Mortel
Metworlks"y. PLEASE READ THE FOLLOWING CARFFULLY.
YOU WUST ACCEPT THESE LICENSE TERRS [N ORDEE.
TO DOWHNLOAD ANDVOE USE THE S0F TWARE. USE OF
THE 30FTWARE COMNITITUTES YOUR ACCEPTAMNCE OF
THIS LICEMNEE AGEFENENT. If you do not accept these

% §3ccept the terms of the License AOresment

InstallAnywhere

= | do MOT accept the terms of the Lcense Agreement

-

[

cancel |

R [=Xa

3. Review the terms of the license agreement, and if you agree, select | accept the

terms of the License Agreement, and then click Next.

The Choose license file dialog box appears.
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¥ Configuration and Orchestration Manager (- [T =] |

Choose license file.

Choose license file.

[fyou do not choose a license file, the installation will continue, but you
will need to add a valid COM license with the Unified Communications
Management Licensing Administration tool, following this installation.

License: [C:h
Eestore Default Choose..

InstallAnywhere
cancel | Previous |

4. Click Choose to browse to the location of the license file, choose the license file,
and then click Next.

0 Important:
If the COM license file is not installed on the computer, follow Licensing on
page 15 to obtain the license file, and then complete this step.

0 Important:
If you have both COM and BCM licenses during COM installation, select a COM
license to install COM 2.2. After you install COM 2.2, you can add a BCM license.
For more information about adding a BCM license, see Adding a license on

page 18.
The Choose Install Folder dialog box appears.
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¥ Configuration and Orchestration Manager (- [T =] |

Choose Install Folder

Please choose a destination folder for this installation.

Where Would You Like to Install?
IC:'I,Pru:ugram Files\MortelhZom

Bestore Default Folder Choose. ..

InstallAnywhere

cancel | Previous |

5. Click Choose to specify a location, or use the default location provided, and then
click Next.

The Web Server Configuration dialog box appears.
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Installing the COM application

{3 Unified Communications Management M=l B3 |

InstallAnywhere

cancel |

Web Server Configuration

Weh Server Canfiguration

HTTP part: |80

HTTPS port: [443

Previous |

Avaya Configuration and Orchestration Manager Installation

6. Review the port information for the Web server, and then click Next.

The Ports used by UCM dialog box appears.
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¥ Unified Communications Management

Pl S |
Ports used by UCM

This is the list of ports used by UCMW:

MySOL port: 3306 - available

License server port; Any port in 27000-27009 range - availahle
HTTP port: 80 - availahle

HTTPS port: 443 - available

JMS port: 8193 - availahle

Radius port: 1812 - available

1 AP nnrt- 3809 _ meailahla

[metallsmymtere

cancel |

Frevious |

0 Important:

The ports used by the COM are the default ports. These are edit able fields, you
can modify the fields. However, the ports must be free at the time of installation
to have a successful install.

7. Review the ports information and then click Next.

The UCM Folder dialogs box appears.
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1 Unified Communications Management

Choose UCM Folder

Where would you like to install the UCM?

e Eide et Mkl M
rogeraim eS| Nortel LT

Restore Default Folder Choose...

InstallAnywhere

Cancel | Previous

8. Click Choose to specify a location, or use the default location provided, and then
click Next.

The Database and Application dialogs box appears.
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2 Unified Communications Management

Database and Application Server configuration

MNormally there is no need to change the default location. Butifyou are
running another application that uses a different version of MySQL
andior a different version of Jooss atthe same location, then please

change the locations below

Database instal fokder:
| C:\Program Files\MySQUIMySGL Server 5.1

Restore Default |  Choose.. |

Application Senver install folder:
IIC:1,F'mg.'am Files\jboss|jboss-4.2.1.GA

Restore Default | Choose... |

Installanywhere

Cancel |

9. Click Choose to specify a location for the Database and the Application folders, or
use the default location provided, and then click Next.

The Security Server Mode dialogs box appears.
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Installing the COM application

W Unified Communications Management

Security Server Mode

Member : The server provides the agents which connect to either tha
primary or backup services on a remote serer

Primary - The serer exposes ils sendces as primary serdces for the
remote clients

Backup : The server exposes ils services as backup senvices in case
the primary services are not available

Server Type:
" Member Security Server

* Primary Security Semver

" Backup Security Server

InstallAmwwhere

Cancel I Previous

10. If you choose a Member or Backup Security Server type, go to Step 11.

If you choose the Primary Security Server type and then click Next, the Important
Note window appears.

Important noke E

i.) Device & Server Credentials and Licensing modules
= installation

“fou have chosen to install the the security serverin primary mode.
The Device & Semrer Credentials and Licensing modules will be
installed by default with this selection.

Back |

a. Click OK.

The Set Administrative Password (Primary) dialog box appears.
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{3 Unified Communications Management M=l B3 |

Set Administrative Password (Primary)

Enter password far the ‘root' user of Database and for Security Server
default user ‘admin'. The default Security Semver mode is setto
‘arimany.

Allowed characters in the password are: a-zA-Z0-90[{),.=[]*_d&@
The password must have at least 8 characters of which at least 1
lower case, at least 1 upper case, at least 1 numeric character and
it must have at least 1 special character.

UG password: |********

Confirm password: |********

Common Mame (FADM):. | SIBERIA|INNLAB, AVAYA ,COM

InstallAnywhere

cancel | Previous R [=Xa

b. Enter the UCM password, Confirm password, and the Common
Name (FQDN) in the appropriate fields, and then click Next.

0 Important:

If you notice that FQDN does not appear correctly in the page where
the administrator password for UCM is set, Avaya recommends that
you cancel the current installation and correct the FQDN value in the
hosts file. It is important to make sure that the full FQDN name (host
name followed by domain name) is entered in the FQDN field,
otherwise the COM application will not work.

0 Important:

The password needs to be according to the instructions provided on
the page.

Go to Step 12.

11. If you choose a Member or Backup Server type, and then click Next, the Primary
Security Configuration dialog box appears.
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Installing the COM application

I Unified Communications Management

Primary Security Server Configuration

Primary Security Server Fully Qualified Domain Name:
Ibl‘mh-zsfglnbal.waya.:m

Primary Security Server HTTPS port (443 is the default HTTPS port):
443

Enter the credentials of a user with Network Administration role on
the prifmant Security server.

Primany Security Server User ID;
| adein

Primary Security Server Password:

I4o¢¢t$¢044

InstallAnywhere

Canceal | Previous et

a. Enter domain name, port number, the primary security server user ID,
and server password and click Next.

The Member without Device Credentials and License Module dialog box
appears.
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71 Unified Communications Management M= E

Member without Device Credentials & License Module

Device Credentials & License Module Fully Qualified Domain Name:
“:vh!ath-Z!].gld:-d.avaya £om

Device Credentials & License Module HTTPS port:
|443

Installamhens

Cancel | Previous et

b. Enter the domain name and port number.

12. Click Next and the Pre-Installation Summary dialog box appears.

\ Configuration and Orchestration Manager

P

0|
Pre-instaliatien Summany

Piease Review the Following Before Continulng:

Product Mame:
Configuration and Orchestration Manager

instali Folder:
CAProgram Files\WorteNUCMACOM

Shornout Folden

CADocuments and Settings\bheathStart
menu\ProgramsiNorteN\UCMC OM

f2isk Space Infermation (for Instatlation Target):
Required: 807 609,394 bytes
Available: 111,876,927 488 bytes

InstallAnywhere

Cancel | Previous
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Installing the COM application

13. Review the information and click Next to continue or click Previous to go back and
change any information that needs to be changed. Click Cancel or the X icon at the
top right corner of the window to abort the installation at any time.

0 Important:

If the disk space available is less than the disk space required for installation as
specified in the Pre-Installation Summary window, Avaya recommends that you
abort the installation. Free up the required disk space and reinstall.

The No further user input required dialog box appears.

Y2 Configuration and Orchestration Manager M=l B3 |

No further user input required

The installer will now setup SOM compaonents.
This cantake 5-15 minutes depending on your system specifications.
Mo further userinput is required.

InstallAnywhere

cancel | Presious |

14. Click Install.

The Installing Configuration and Orchestration Manager dialog box appears.
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¥ Configuration and Orchestration Manager - [ =] |

Installing Configuration and Orchestration Manager

¥ Configuration and Orchestration Ma...

Installing Merge Module

Installing... Install Merge Module{Build Time): ecc-merge-module.iam...

Installanywhera

cancel |

=10] %
Install Complete

fongratulations!

Configuration and Crchestration Manager.

Has been successfully installed to:
C1\Program Files\Nortel,COM

Press "Done ko guit the installer.

InstallAmywhere
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Job aid

The following table shows the default file locations used for each platform.

Table 2: Default file locations

Component Default location: Windows Default location: Linux
UCM C:\Program Files\Norte\UCM /opt/nortel/ucm
Database C:\Program Files\COM\My SQL /opt/nortel/com/mysq|
JBOSS C:\Program Files\COM\jboss-4.2.1.GA /opt/nortel/com/

jboss-4.2.1.GA

COM

C:\Program Files\COM /opt/nortel/com

Installing COM after another UCM product is detected

After the COM installer detects that another UCM product, such as Avaya Visualization
Performance and Fault Manager (Avaya VPFM), has been previously installed, but detects no
COM versions, the installer does not install UCM products. The installer asks you to provide
the UCM password used in the procedure Installing the COM application on page 32.

For a list of applications that COM supports, see COM 2.2 Installation on page 31.

After you add the COM license, the following password screen appears.

{7 Configuration and Drchestration Manager | - [T x|

InstallAnywhere

Cancel |

Enter UCM Password

C

| This installation requires a password to continue,

Piease Enter the UCM Password:

[000909.."‘

Previous
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Upgrading the COM application to COM 2.2

After the COM installer detects a previous install of COM version 2.1 or lower, the installer asks
you for the UCM password from the previous install. The COM 2.2 installer resets the install
directory structure to be like that of other UCM installers. In COM 2.1 and lower, JBOSS and
MYSQL directories are located under the COM install directory and UCM and COM are child
directories of the same parent. In other UCM applications and in the COM 2.2 install, the
JBOSS and MYSQL directories default to children of Program files and all UCM applications
are children of the UCM directory. To achieve this, the COM 2.2 installer first backups the
MYSQL database, using the password provided by the user. After the MYSQL database is
backed up, the COM 2.2 installer calls the uninstall of the previous install. After the uninstall
is complete, the install proceeds as if no UCM product exists on the server, except that after
the install is complete, the MYSQL database is restored with the data from the initial backup.

To upgrade the COM application to COM 2.2, follow the procedure Installing the COM
application on page 32.

Starting the COM application

Perform the following procedure to start the COM application.

Prerequisites

Ensure that the client machine that you use to connect to COM server has an updated hosts
file with the IP address and FQDN information of COM server.

Procedure steps

1. Open a supported Web browser.
2. Inthe Address field, type the FQDN name of the COM server, and then press Enter.

The Login page appears.
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Starting the COM application

Usger ID: I
Password: I
Lag In |

3. Inthe User ID field, type the UCM user ID. The default ID for the first login is Admin.

4. Inthe Password field, type the UCM password set during installation. The password
set during installation works only for the default user ID, Admin.

5. Click Log In.

The Unified Communications Management (UCM) Web page appears.

UMIFIED COMMUNICATIONS MANAGEMENT

— LS Huiesl Mam= siberiairalabnotel cor Soflweare Wersione 02 00 0054.010326%)  User Barme adimin
Slarnenls

= Aapicalionz
Canfguraticn and Elements

Archeslralion Manager
= Lserganiias

herinigtrative Lizers

=darnal Autventicabon

T RS S Add... rfjy, | Ze'etel = 8 &

= Barura ] ElernantiHzma Elamer Tee & Ealegse Aduess Dagctigotion

Soles
=olicles o[ Elberisinls.noneliar Oage 0I5 5.0 1321ET.140.27 Basa 05
fnnmar elemenl

Cedificales

Acltve Zazzlong
— Tac's

i |

Jerlce and Server

Srederdials

_leansing sdrairestration

Hew lermenls g rmgisiered inle tie secodibe ramesar, or mey be added @5 seeple parinks. Click an element rame @ laonek s
MANANEMEN Fe-ice

6. In the left navigation pane, click Applications, Configuration and Orchestration
Manager.

The Configuration and Orchestration Manager appears.
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Chapter 7: Uninstall the COM

This chapter describes the procedures to uninstall the COM.

0 Important:

During uninstall, if the original UCM application, such as Avaya Visualization Performance and Fault
Manager (Avaya VPFM) is still installed on the server, COM removes files, links and directories related
to COM; the operation of the previously installed products is not disrupted. If the previously installed
UCM product has since been removed, COM calls the UCM uninstaller.

Navigation

* Uninstalling COM on Windows on page 51

* Uninstalling COM using control panel on page 52

* Uninstalling COM on Linux on page 53

Uninstalling COM on Windows

The uninstall procedure removes all files used by the COM tools and all tasks created in COM.

Procedure steps

1. Go to the uninstall folder located at <COM_Home> \Uninstall_Configuration and
Orchestration Manager.
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% C:\Pragram FilesMortel COM\unistall_configuration_orchestration_manager

Ble Edt Yew Favorites Tods Heb i
QBack = ) - T | search | Fokders | & G0 X )| -
mmlJC:Wruvw FlesiNoetell COMlunistall_configuration _oechestration_manager 3 Eds

ks * || ame - [ see[Type [ ke Modfied [ attrbutes

#1 ) Mogila Firefoo: ;l hresounce Fibe Folder 7ILE{Z009 2:54 PM

C7) NatMeating (2] .com. 2erog.registry.aml BTKE ML Document FAT2009 11:00 AN A

= £ Nartel & InstalSaript.iop el A5KB  1AP_KML Filp 7[16{2009 250PM A

T 0 oM _’]m’a‘ iabh ' B8EE PROPERTIESFie TIEfZ009 306 PM A

) configuration 113KB  Application 716j2009 2:50PM A

A

A

B Y oz ] wninstall_conf HEB LAKFle 7H6/2009 2:50 PH
B &3 mbs ] uninstaller jar 1,744 K6 Executable Jar Fle  7/16/2009 Z:50PM
= MysaL
= I rarbel
L) Phugires
= unistal_corifiguration_orchestration_manager
) resource
B D Common Metwork Directory
EDum
) bin
0 corf
o ib
O g
= 2 Lsm
% [ modules
& (2 ped
() templates

% [ Urinstall_Unfied C =llal |

2. Double-click the COM Uninstall executable file to start the COM uninstaller.

The Uninstall Configuration and Orchestration Manager appears.

81 Uninstall Configuration and Orchestration Manager

Uninstall Configuration and Orchestration Manager

About to uninstall...
Configuration and Orchestration Manager
This will remove Teatures installed by InstallAnyshere, It will not remove

files and folders created after the installation.
Flease close all browsers connected ta COM

InstallAnywhere

Cancel |

3. Click Uninstall.
4. Click Next.

5. Click Done to complete the uninstall.

Uninstalling COM using control panel

If you use the Windows platform, you can perform this procedure as an alternate method to
uninstall the COM.
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Uninstalling COM on Linux

Procedure steps

1. In the Windows Control Panel, double-click Add or Remove Programs.

The Add or Remove Programs window appears.

s Add or Remove Programs M=
ﬁ Currently installed programs: ™ show updates Sork: byt | Name Vl
Change or
Remove B
Frograms " -
add piew To change this program or remowve i Fram your computer, dick Ch 8. Change/Remove
Pr
N I3 Fiezila Chert 3.2.6.1 Size  15.39MB
t- T Golden FTP Server See  1.98MB
AddfRemave ﬁ; J25E Runtime Environment 5.0 Update 15 Size  120.00MB
5
g @ Mozila Firefox (3.5) Size  26,34MB

2. Select the Configuration and Orchestration Manager program, and then click
Change/Remove.

The Uninstall Configuration and Orchestration Manager dialog box appears.
3. Click Next.
The Uninstall Complete window appears.

4. Click Done to complete the uninstall.

Uninstalling COM on Linux

The uninstall procedure removes all files used by the COM tools and all tasks created in COM.

Perform the following procedure to uninstall the COM on Linux platforms.

Procedure steps

1. Go to the COM installation directory. The default is /opt/nortel/com.

2. Go to the uninstall folder located at <COM_Home>\ Uninstall_Configuration and
Orchestration Manager.

3. Run the script file \Uninstall_Configuration_and_Orchestration_Manager.sh .
4. Click Next.

5. After the uninstallation is complete, click OK.
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Uninstall the COM
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Chapter 8: Troubleshooting COM
installation

Use the information in this chapter to troubleshoot problems related to the COM software components.
Navigation

» Checking the status of the Installation on page 55

* Generating logs and properties archive on page 56

* Running the installer in debug mode on page 56

+ Java version on page 56

Checking the status of the Installation

Perform the following procedure to check the log information.

0 Important:
By default, COM is installed under C:\Program Files\Norte\COM

Procedure steps

1. Check the following files for log information:

* <COM _Install_Folder>Configuration_and_Orchestration_Manager_InstallLo
g.log

* <COM _Install_Folder>\UCM
\Unified_Communications_Management_InstallLog.log

* C:\Program Files\jboss\jboss-4.2.1.GA\server\default\log\server.log

2. You can check the COM audit and debug logs at C:\Program Files\jboss
\jboss-4.2.1.GA\server\default\log.
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Troubleshooting COM installation

Generating logs and properties archive

Perform the following procedure to generate the logs and properties archive.

Procedure steps

1. Click Start > All programs > Nortel > UCM menu.
2. Select create log archive.

3. The resulting logs.zip file is created under c:\program files\norte\UCM.

Running the installer in debug mode

Perform the following procedure to run the installer in debug mode.

Procedure steps

Set LAX_DEBUG environment variable to 1.

Java version

 Java 1.5 application is used in the COM application.

* It is pre packaged within the installer, you need not install Java before installing the COM
application.

* To launch the JDM element manager and the CLI manager tools, Java 1.6 application is
required. It is not included in the application package. You must download Java 1.6 from
the official Java Web site and install it.

If Java 1.5 or Java 1.6 is already present on the server where COM is being installed, the
installer will use the Java version accordingly.
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