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Chapter 1: New in this release

The following sections detail what's new in Avaya Configuration and Orchestration Manager
Administration — Ultilities (NN47226-600) for Release COM 2.2.

Features

See the following sections for information about feature changes:
* Supported devices on page 7

* Topology view on page 8
* VLAN Manager on page 8

* Trunking Manager on page 8

* Security Manager on page 8

* Routing Manager on page 9

* Trap/Log Manager on page 9

* File Inventory Manager on page 9

« Virtual Routing and Forwarding Manager on page 9

* Device Inventory Manager on page 10

* VLAN wizard on page 10
* SMLT wizard on page 10

» Templates on page 10
» Manager preferences on page 10

* Bulk Configuration Manager on page 11

Supported devices

The COM 2.2 release allows you to manage access to device and network management
functions on the Avaya Virtual Services Platform (VSP) and the Avaya Wireless Controller
(WC) devices.

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010
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New in this release

Topology view

You can use the topology map to gain a high-level view of your network, or to view detailed
information about devices and links in the topology. You can work with multiple topologies by
saving a topology and exporting it to an XML file, and then discovering a new topology. You
can import your saved topology whenever you want it use it. In COM 2.2, an icon is added to
the topology map for the Wireless Controller (WC) family of devices. The icon functions the
same way as the ERS 5600 family of devices and permits you to view APs managed by a
particular WC device. In the Discovery network topology, the feature for Single device is added.
In the Contents pane, the features to Save topology, and for Reachable/Unreachable states
are added. For more information about the topology view, see Using the topology view on
page 15.

VLAN Manager

VLAN Manager manages Spanning Tree Groups (STG), Rapid Spanning Tree Protocol
(RSTP), Multiple Spanning Tree Protocol (MSTP), and VLANSs across devices in a network. In
COM 2.2, the VSP family of devices and the WC family of devices are added. For more
information about VLAN Manager, see Using VLAN Manager on page 27.

Trunking Manager

MultiLink Trunking Manager manages MultiLink Trunks (MLT) across devices in a network. You
can also use MultiLink Trunking Manager to manage Split MultiLink Trunking (SMLT). In COM
2.2, the VSP family of devices and the WC family of devices are added. For more information
about Trunking Manager, see Using the MultiLink Trunking Manager on page 93.

Security Manager

Security Manager allows you to manage access to device and network management functions
on the Ethernet Routing Switch 8xxx series, Ethernet Routing Switch 55xx/35xx/45xx/25xx,
Ethernet Switch, and Legacy BayStack devices (N-2 software versions) discovered by
Configuration and Orchestration Manager (COM). In COM 2.2, the user interface is changed
to include Address, System Name, Version and System Description. The SSH device
groupings now include the VSP 9xxx with the ERS 8000 family of devices, and the WC 8xxx

8 Avaya Configuration and Orchestration Manager Administration — Utilities December 2010



Routing Manager

with the mERS 5600 family of devices. For more information about Security Manager, see
Using Security Manager on page 125.

Routing Manager

With Routing Manager, you can configure routing parameters for devices across a network
discovered by COM. In COM 2.2, the VSP family of devices and the WC family of devices are
added. For more information about Routing Manager, see Configuration of Routing

Manager on page 175.

Trap/Log Manager

The Trap/Log Manager is a manager of COM that allows you to configure and view the traps/
notifications and the system log. In COM 2.2, the VSP family of devices and the WC family of
devices are added. For more information about Trap Log Manager, see Configuration of Trap/
Log Manager on page 217.

File Inventory Manager

The file management features of File Inventory Manager allows you to upload and download
files to and from network devices. You can also use File Inventory Manager to do bulk uploads
or downloads to or from multiple devices. In COM 2.2, the VSP family of devices and the WC
family of devices are added. For more information about File Inventory Manager, see Using
File Inventory Manager on page 235.

Virtual Routing and Forwarding Manager

Virtual Routing and Forwarding (VRF) Manager enables the user to manage VRF
configurations across specific devices. Additionally, the user can set the current VRF
configuration for each device. In COM 2.2, you can configure VRTs across multiple devices of
different families. For more information about VRF Manager, see Using Virtual Routing and
Forwarding Manager on page 295.
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New in this release

Device Inventory Manager

Device Inventory Manager allows you to add, delete, and edit devices in to the inventory. You
can also import or export an inventory. For more information about Device Inventory Manager,
see Configuration of devices on page 307.

VLAN wizard

Configuration and Orchestration Manager (COM) configuration wizards help you to configure
complex network by using few steps. These wizards hide the network complexity and make
multi device configuration easier and simple. In COM 2.2, the VLAN wizard supports the VSP
family of devices and the WC family of devices. For more information about using VLAN wizard,
see Configuration of wizards on page 313

SMLT wizard

The SMLT wizard is a simplified and workflow driven wizard. It helps in reducing the complexity.
In COM 2.2, the SMLT wizard supports the VSP family of devices. For more information about
the SMLT wizard, see Configuration of wizards on page 313.

Templates

You can create templates containing configuration attributes when you run the COM
configuration wizards. While executing the wizard, you can save the wizard configurations as a
template. The saved templates can be viewed in the Templates window and can be used later
to easily perform the same or similar configurations. For more information about Templates,
see Configuration of Templates on page 327.

Manager preferences

With COM 2.2, the Manager Preferences screen is changed to include a check box to manage
Avaya Virtual Services Platform (VSP) family of devices and a check box to manage the Avaya
Wireless Controller (WC) family of devices.
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Bulk Configuration Manager

Bulk Configuration Manager

COM 2.2 supports Bulk Configuration Manager (BCM). You can launch BCM from the COM
Managers screen to create tasks and import devices. For more information about using BCM,
see Using the Bulk Configuration Manager on page 303. For more information about the
configuration of BCM, see Avaya Bulk Configuration Manager Fundamentals, and Avaya Bulk
Configuration Manager Installation.

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010 11



New in this release
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Chapter 2: Introduction

This document provides the information you require to configure various managers in the Configuration
and Orchestration Manager (COM) 2.2.

* Using the topology view on page 15

» Using VLAN Manager on page 27

* Using the MultiLink Trunking Manager on page 93

* Using Security Manager on page 125

« Configuration of Routing Manager on page 175

* Configuration of Trap/Log Manager on page 217

* Using File Inventory Manager on page 235

* Using Virtual Routing and Forwarding Manager on page 295

* Using the Bulk Configuration Manager on page 303

+ Configuration of devices on page 307

» Configuration of wizards on page 313

« Configuration of Templates on page 327
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Chapter 3: Using the topology view

This chapter describes the topology view and the tasks that you can use it to perform.

About the topology view

The topology feature in COM performs a discovery of the devices in your network, and creates
a topology map showing the discovered devices and the connections between them. You can
use the topology view to:

« display a logical topology map of your network.
* view link data and device connections.
* view device properties data.

* view real-time information from devices for the following:
- dump topology
- learned MAC addresses
- port status
* launch element managers for the devices.
» debug or troubleshoot network problems.
* pan through the topology map to focus on a specific area of network.

* manually add the devices using the add button. These devices are visible on the topology
as standalone devices and permit you to launch the element manager and other right click
menu functions from the topology view. However, these devices are not available in the
multi-element manager functionality.

« save the current topology and export it to an XML file which you can load into COM again.
This provides a way for you to save multiple topologies without having to do a rediscovery.
In COM 2.2, if you saved the layout of a topology and rediscovered the network, the
previously discovered devices maintain their layout position and eliminate the need to
relayout the topology after each discovery.

+ view the unreachable status. The devices in the topology view show an orange color to
indicate the unreachable status. Unreachable status means that the device did not
respond to SNMP queries from COM because the device was down, or because the
SNMP credentials provided to COM are not correct for the device in unreachable state.
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Using the topology view

For more information about using the topology map features, see Avaya Configuration and
Orchestration Manager—Using the Product Interfaces (NN47226—100).

Using the topology view to perform a discovery is the first step in managing your network using
COM. A discovery is a snapshot taken of part or all of a network. When you perform a discovery,
the information collected by COM to create the topology map is also used to populate the
device inventory.

The topology feature can discover devices that support the following protocols:

» 802.1ab (Link Layer Data Protocol, or LLDP)

 Avaya Discovery Protocol (NDP), formerly known as Bay Networks Autotopology
Discovery Protocol, or SynOptics Network Manager Protocol (SONMP)

One of these protocols must be enabled on the device in order for COM to discover it.

In order for COM to discover the devices in a topology, you must first configure the device
credentials. COM uses the SNMPv1/v2/v3 credentials of the device to properly perform a
discovery. If the device credentials are not configured, COM will use the default community
strings (public and private) to attempt to discover the device. If the credentials are not
configured, the audit log displays errors for these devices.

You can configure device credentials using the Device and Server Credentials editor in the
Avaya Unified Communications Management (UCM platform). For more information about
configuring device credentials, see Avaya Unified Communications Management
Fundamentals (NN48014-100).

Understanding the topology map

You can use the topology map to gain a high-level view of your network, or to view detailed
information about devices and links in the topology.

For information about navigating the topology and displaying information on the topology map,
see Viewing discovery results on page 20. For information about the tools and utilities that
you can use to work with devices on the topology map, see Working with devices on the

topology map on page 22.
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Configuring and performing a discovery

This section provides information about the following topics:

+ Configuring a network discovery on page 17

* Performing a network discovery on page 19

» Updating discovery information on page 20

Configuring a network discovery

Perform the following procedure to configure a network discovery. COM uses the information
you configure to discover devices and create a topology map.

Procedure steps

1. From the Navigation pane, open Admin and then select Preferences.

The Preferences dialog box appears in the Contents pane.
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g

| Acknin

Access Control
Prefenences
Device Cradantizls

LUsar Management

B =l 5l F E

Licarging

Plugins Irventory

£

Skt Log

=

“ Home Preferences =

Discovery GEners Loggireg

Discovery Seed IP Address(es) | 172.16.120.26, 172.16.120.2, 172.16.120.41,
(cornma separated): 172.16.120.8, 172.16,120.5, 172.16.120,39,
172.16.120.30, 172.16.120.40, 172.16.120.38

Max Hops [1-20] g
Ccover 1P Phones: il
REstrict Disoovery: B

9 Note:

You can also access the preferences by navigating to the Home tab and clicking
the Set Discovery Preferences icon (represented by a wrench).

In the Discovery Seeds field, enter the IP address of one or more devices in the
network. Separate multiple IP addresses with a comma.

In the Max Hops field, enter the maximum number of hops.

4. Check the Discover IP Phones check box to discover the IP phones and to appear

in the topology map.

In the Restrict Discovery check box, check the check box to restrict device
discovery to only the devices entered in the subnets.

If Restrict Discovery check box is selected, then the IP Address/addrLen dialog box
appears.
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Homme | Preferences % |

Discovery | General | Logging |
9
Discovery Seed [P Addrass(es) 172.16.120.26, 172.16,120.2, 172.16.120.41, 172.16.120.8,
{comma saparated): 172.16.120.5, 172.16.120,30, 172.16,120.39, 172.16,120,40
Mz Hops [1-20]: 10
Discover [P Phones: ¥
Restrict Discowveary: iﬂ
IP Address/addrLen
Insert Delete
Save Preferences

6. Click Insert to enter the IP addresses.
7. To delete an IP address, select the required row and click Delete.
8. Click Save Preferences.

Performing a network discovery

Before you begin, ensure that you have configured the discovery settings and entered the
credentials for the devices in your network. You must enter the SNMPv1/v2 credentials for
each device in order for COM to properly discover the device. If you do not configure these
device credentials, COM will discover devices, but the functionality available through COM will
be limited.

For information about setting device credentials, see Avaya Unified Communications
Management Fundamentals (NN48014-100). For information about setting discovery
preferences, see Configuring a network discovery on page 17.

Procedure steps

1. On the Home tab, click the Discover Network Topology button.
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A dialog box displays, showing the progress of the discovery.

& Note:
If you wish to cancel the discovery process, click Stop on the dialog box.

2. An Info dialog box displays to confirm that the discovery is complete. Click OK.

Updating discovery information

Use the following procedure to refresh the topology view and update it to include new devices.

Procedure steps

On the Home tab, click the Refresh Device Topology button.
An updated topology map displays.

Viewing discovery results

This section provides information about the following topics:

» Navigating the discovery results on page 20

* Displaying information on the topology map on page 21

Navigating the discovery results

This procedure describes how to use the topology map to perform the following tasks:

» zoom in and out
* search by device IP or by SysName
* clear the highlights

Procedure steps

1. Select the Home tab.

2. Use the buttons on the toolbar to navigate the topology map. The following table
lists the options available.

Table 1: Navigation tools

Task/button Description

Zoom-in and Zoom-out Allows you to zoom in or out of the topology view.
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Task/button Description

Search IP Address/SysName Allows you to search and highlight an IP address you
are looking for. You can search based on:

* a partial or full IP address
* IPv4 format
* IPv6 format

Enter an IP address or a partial IP address, and then
click Search. The given device with the specified IP
address on the map is selected. If you enter a partial
IP address, the topology selects the first occurrence
of a device that matches the partial IP address, and if
you continue to enter, the next one is selected. If the
IP address is not found, the search button stops
selecting an address.

Panning tool Allows you to move the map to view specific sections.
Right-click on any blank area of the map and drag it
in the desired direction.

Navigation tool Allows you to navigate the map by moving the blue
square provided at the bottom right corner of the map.

Displaying information on the topology map

This procedure describes how to use the topology map to perform the following tasks:
« display port names
» toggle between names and addresses
« display link data
Procedure steps
1. Select the Home tab.
2. Click the View Device Information button on the toolbar.

The following table lists the options available.
Table 2: Displaying topology information

Task Description

Display port names Select the check box to display port names
on the topology map.

Toggle Addr / Name Select the check box to toggle the name and
address of the device.
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Task Description
Link data Select the link details to view:
* link speeds
* link duplex
* link types

* link mismatch
« clear highlights

COM displays the real-time settings for the
interface attributes, and highlights the
topology map based on the discovered data.

Working with devices on the topology map

This section describes how to use the topology map to perform the following tasks:
* ping devices
* view connections
* view device properties
* launch an element manager
* view a topology dump
* view learned MAC addresses
* view port status

Procedure steps

1. Select a device on the topology map and right-click on the device.

2. Select an option from the right-click menu. The following table lists the options
available.

Table 3: Right-click options

Menu option Description
Ping Allows you to ping the selected device from the server.
Show connections Displays the neighbors of a device on the topology map. It

does not display live connections, only what is on the
topology map.

Properties Displays the following properties of the device:
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Menu option

Description

* Name

* IP address
* Device type
* Location

+ Contact

* Version

» Uptime

* Description

Launch Element Manager

Launches the element manager for the selected device.

Dump Topology

Displays the topology based on the real-time queries of

devices.

Learned Mac Addresses

Displays the learned Mac addresses on the selected device.

Port Status Displays the status of the port:
» green—the port is in-service
 red—the port is out-of-service
* blue—the port is being tested

Close Closes the topology map.

Working with multiple topologies

The Home tab on the COM interface displays one active topology at a time, but you can work
with multiple topologies if needed. You can export a saved topology from the topology view or
from the Device Inventory manager, and then discovery a new topology. To work with the saved
topology, you can import it using the topology view or the Device Inventory Manager. When

you import a saved topology, the existing topology is overwritten by the data in the imported file.

Saving a topology

You can change the topology layout to meet your needs and save it. The topology is saved for
the server and is not saved on a per-user basis.
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Procedure steps

1. Select the Home tab.

2. Click the Save Topology button on the toolbar, located to the right of the Search
for device IP window.

The button is

A confirmation window displays.
3. Click OK.

Exporting and importing a topology from the Device Inventory
Manager

To work with multiple topologies, you must export the active topology to an XML file, and then
discover a new topology. You can repeat this process as often as you need to, and can revert to
a saved topology by importing it back into COM.

Use the following procedure to export and import a topology using the Device Inventory
Manager.

Procedure steps

1. To save an existing topology, select Devices from the Configuration and
Orchestration Manager Navigation pane.

The Devices panel appears.
2. From the Devices panel, click Device Inventory icon.

The Device Inventory Manager dialog box appears.

3. From the Device Inventory Manager toolbar, click the Import/Export Inventory
button.

The Import/Export Inventory dialog box appears.
4. Select Export inventory to an XML file and click Export.
5. Click Save.

6. Set the discovery preferences and discover a new topology. The new topology
becomes active on the Home tab.

7. To save the currently active topology, repeat steps 1 through 5.
8. To reload the original topology, select Devices from the navigation pane.
9. From the Devices panel, click Device Inventory icon.

10. From the Device Inventory Manager toolbar, click the Import/Export Inventory
button.

24  Avaya Configuration and Orchestration Manager Administration — Utilities December 2010



Working with multiple topologies

11. Select Import inventory from an XML file and click Browse to navigate to the
location of the file.

12. Select the file and click Open.
13. Click Import.

The Device Inventory table and the topology view are updated.

Exporting and importing a topology from the topology map

To work with multiple topologies, you must export the active topology to an XML file, and then
discover a new topology. You can repeat this process as often as you need to, and can revert to
a saved topology by importing it back into COM.

Use the following procedure to export and import a topology using the Device Inventory
Manager.

Procedure steps

1. To save an existing topology, select the Home tab.
2. Click the Import/Export Topology icon, located on the right side of the toolbar.

The Import/Export Inventory dialog box appears.
3. Select Export inventory to an XML file and click Export.
4. If you are using IE7, click Save.

If you are using Firefox 3.x, click save file.

5. Set the discovery preferences and discover a new topology. The new topology
becomes active on the Home tab.

6. To save the currently active topology, repeat steps 1 through 5.

7. To reload the original topology, click the Import/Export Topology button from the
navigation pane.

The Import/Export Inventory dialog box appears.

8. Select Import inventory from an XML file and click Browse to navigate to the
location of the file.

9. Select the file and click Open.
10. Click Import.

The Device Inventory table and the topology view are updated.
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Chapter 4: Using VLAN Manager

VLAN Manager allows you to create VLANs and configure routing and domain synchronization for them.
You can also use VLAN Manager to create and manage Avaya Spanning Tree Groups (Avaya STG), as
well as Multiple Spanning Tree Protocol (MSTP) and Rapid Spanning Tree Protocol (RSTP) instances.

COM organizes VLAN management according to four primary taskflows:
» Configuration of Spanning Tree Groups

Creating STGs is the first step in the process of configuring VLANSs. You must create an STG before
you create a VLAN on Avaya devices. If you do not create anSTG, the device will use the default
STG that is included in the factory configuration. There are three types of STG:

- Avaya STG
-RSTP
- MSTP

' Note:
Nortel STGs are filtered out for VSP because they are not supported.

% Note:
In the VLAN manager, Wireless Controller (WC) devices do not support the MSTP mode.

* Basic configuration of VLANs

Basic configuration of VLANs includes the creation and deletion of VLANs, synchronizing the VLAN
name, adding members to a VLAN group, and deleting VLANS.

* Routing
You can use COM to configure OSPF and VRRP routing interfaces on a VLAN.
* Domain synchronization

Domain synchronization allows you to distribute the VLAN configuration of one device to other
devices in your network.

Note:

WC devices work in a similar way to the mERS5600 devices. The workflow of VLAN manager for the
WC is similar to the mERS5600 version 6.2 and above.

This section describes using VLAN Manager to manage and view VLANs on Avaya Ethernet Switches
and Avaya Ethernet Routing Switches.
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Navigation

» About VLAN Manager on page 28
» Starting VLAN Manager on page 31

* Using the VLAN Manager window on page 31

* Creating and configuring Avaya Spanning Tree Groups on page 36

» Managing Multiple Spanning Tree Protocol instances on page 55

* Creating and configuring VLANSs for an Avaya STG on page 43

» Configuring port members on page 59

» Configuring routing on a VLAN interface on page 62

* Domain synchronization on page 63

* Viewing STG and VLAN information on page 74

About VLAN Manager

VLAN Manager supports the VLAN and STG MIBs, and lets you manage VLAN and STG
configurations across a single device or multiple devices. This section describes VLAN
Manager conventions and features.

Navigation

* VLAN on page 28

» Spanning Tree Protocol on page 29

* VLAN Manager features on page 30

VLAN

VLAN is a collection of ports on one or more switches that defines a broadcast domain. You
can assign ports to a VLAN or you can create a policy VLAN, which determines the port
membership in the VLAN based on the traffic entering that port. For example, in an IP subnet-
based VLAN, the port belongs to the VLAN only if the traffic passing through the port is on the
specified IP subnet.
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You control path redundancy for VLANs by implementing the Spanning Tree Protocol (STP).

Spanning Tree Protocol

The Spanning Tree Protocol detects and eliminates logical loops in a bridged or switched
network. When multiple paths exist, the spanning tree algorithm configures the network so that
a bridge or switch uses only the most efficient path. If that path fails, the protocol automatically
reconfigures the network to activate another path, thus sustaining network operations. The
collection of ports in one spanning tree is called a Spanning Tree Group (STG) and a network
can include multiple instances of STGs.

All the devices supported by COM support at least one STG. The Passport 1000 Series switch
and the Ethernet Routing Switch 8600 modules support multiple spanning trees, thus multiple
Spanning Tree Groups.

Note:
VSP 9000 supports RSTP and MSTP, but does not support Avaya STG protocol.

Note:
In the VLAN manager, WC devices do not support the MSTP mode.

Table 4: Maximum STGs and VLANSs supported by switches on page 29 lists the details for
different switches.

Table 4: Maximum STGs and VLANSs supported by switches

Switch Maximum number of Maximum number of
STGs VLANSs
Passport 1000 Series switch 25 101
Ethernet Routing Switch 1 2048
1424/1612/1624/1648 switches
Ethernet Routing Switch 8100 1 2000
modules
Ethernet Routing Switch 8300 64 4 000
modules
Ethernet Routing Switch 8600 and | 64 4 096
8800 modules
BayStack 380 3.0 1 512
BayStack 420 1 32
Ethernet Switch 410/450 1 64
Ethernet Switch 325/425 1 255
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Switch Maximum number of Maximum number of
STGs VLANs

Ethernet Switch 460/470 8 256

Ethernet Routing Switch 5510, 8 256

5520, 5530, 3510 and 5600

Ethernet Routing Switch 45xx 8 256

Ethernet Routing Switch 25xx 1 256

Business Policy Switch 2000 8 256

Virtual Services Platform 64 4 096

Wireless Controller 8 256

VLAN Manager features

VLAN Manager supports six types of VLAN and three types of STG:
* VLANS:
- port-based

- protocol-based
- subnet-based
- source MAC address-based
- sVLAN-based
- ID-based
* STGs:

- Avaya STGs
- RSTP
- MSTP
VLAN Manager allows you to do the following:
* Configure and monitor VLANs and STGs across one or multiple devices.

* View and edit port membership information for the following:

- ports not belonging to an STG
- ports belonging to multiple STGs
- individual routing ports and brouter ports

* View Spanning Tree configuration information in the COM topology map, such as the
ports that are blocking or forwarding. You can also see which device is the root of the
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Spanning Tree configuration. For more information, see Viewing STG and VLAN
information on page 74.

Starting VLAN Manager

Perform the following procedure to start the VLAN Manager.

Procedure steps

In the COM Navigation pane, expand the managers and click on the VLAN manager.
The VLAN manager is launch and appears in the content pane.
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Using the VLAN Manager window

This section details the VLAN Manager interface as seen in the following figure.

Table 5: VLAN Manager window on page 32 describes the parts of the VLAN Manager
window.
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Figure 1: VLAN Manager

Table 5: VLAN Manager window

Area Description

Navigation pane | Provides a navigation tree showing VLAN Manager network folder
resources and a toolbar for working with items in the pane. For more
information, see Navigation pane on page 33.

Contents pane | Displays information selected in the contents pane and a toolbar for
working with items in the pane. For more information, see Contents
pane on page 35.

Status bar Displays status information, it includes discovery information, type of
node highlighted, and command status. For more information, see Status
bar on page 36.

Navigation

* Navigation pane on page 33

» Contents pane on page 35
« Status bar on page 36

32 Avaya Configuration and Orchestration Manager Administration — Utilities December 2010



Using the VLAN Manager window

Navigation pane

The VLAN Manager Navigation pane, provides access to all VLAN Manager resources as
shown in the Figure 2: Navigation Pane on page 33 figure.

To open the folder, double-click a folder, or click the pointer (>) sign to the left of the folder
name. Click an item to examine detailed information in the Contents pane.
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Figure 2: Navigation Pane

The following table details the VLAN Manager Navigation pane.
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Table 6: VLAN Manager Navigation pane

Area Description

Network folder Contains all of the icons and folders in the Navigation pane.

Port membership | Shows the types of port membership, including Unassigned, Tagging,
icons Isolated Routing and Bridge Routing. For more information, see Port
membership types on page 59.

Avaya STG Shows Spanning Tree Groups (STG) on the discovered devices. Click
folders the pointer (>) to the left of the folder or double-click an STG folder to
open and close the folder. For more information, see Viewing Spanning

Tree Groups on page 74.

VLAN icons Show you information about VLANSs. Click one of the icons to view
information about that VLAN in the contents pane.

MSTP folder Represents Multiple Spanning Tree Protocol. Double-click the folder to
view aspects of MSTP. Click one of the icons to view information about
that aspect of the MSTP in the contents pane.

CIST folder Shows you information about the MSTP Common and Internal Spanning
Tree (CIST). Click one of the icons to view information about that aspect
of the CIST in the contents pane.

MSTI folder Shows you information about Multiple Spanning Tree instances (MSTI).
Click one of the icons to view information about that aspect of the MSTI in
the contents pane.

RSTP folder Shows you information about the Rapid Spanning Tree Protocol (RSTP).
Click one of the icons to view information about that aspect of the RSTP
in the contents panel.

Sync Domains Allows you to define new synchronization domains and, when opened,
folder provides a list of the sync domains defined previously. For more
information, see Domain synchronization on page 63.

Navigation pane toolbar

The navigation toolbar allows you to add, or delete VLANs and STGs. You can also highlight
MLT constructs on the Topology Map using the Highlight on Topology button as shown in the
following figure.
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Figure 3: Navigation pane toolbar

Table 7: Navigation pane toolbar fields

Button Description
Discover Vlans Allows you to manually start the Vlan discovery process.
Add Allows you to add Vlans and STGs to the network.
Delete Allows you to remove Vlans and STGs from the network.
Highlight on topology Highlights devices in the content pane for the selected Vian ot
STG.
Preferences Opens the Preferences dialog box.
Help Launches help relative to the VLAN Manager.

Contents pane

Use the contents pane to view information on resources you select in the Navigation pane.

Click anicon In the Navigation pane to display corresponding information tables in the Contents

pane.
Content
pane tabs _\ilun Manager
Members Staktus Canfig Fuook
Content i : i ,
pan taolon 8.8 v 8% 2 ?
Device Porthemibers
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Content 2 172161202 41 -4/30
pane fields

L

Figure 4: VLAN Manager Content pane

Content pane
display area

The content pane tabs appear for STGs. The content pane fields vary in accordance with the
resource you select in the Navigation pane, and the content pane tab, if applicable.
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Table 8: VLAN Manager Content pane toolbar

Button Description
Add Add a row.
Delete Delete the selected row.
Apply changes All the changes are applied and saves.
Revert changes Revert back the changes.
Add VRRP Insert

Status bar

The VLAN Manager status bar is located at the bottom of the VLAN Manager tab and contains
two fields. The following table describes the VLAN Manager status bar fields.

VLAN Manager status bar fields

Table 9: VLAN Manager status bar fields

Field Description

Message Located on the left, the message field displays information
about VLAN Manager operations.

Icon Located on the right, the icon field provides a legend for
different types of VLANs found in the network. For more
information about VLAN icons, see VLAN icons on
page 78.

Creating and configuring Avaya Spanning Tree Groups

The following sections topics describe how to create and modify Avaya STGs, and provide
information about Avaya STG membership:

Navigation

+ Creating an Avaya Spanning Tree Group on page 37

* Configuring Avaya STG parameters on page 39
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« Editing an Avaya Spanning Tree Group on page 41

* Deleting an Avaya Spanning Tree Group on page 41

* Adding members to an Avaya Spanning Tree Group on page 42

* Deleting members from an Avaya Spanning Tree Group on page 42

« Editing Avaya Spanning Tree Group port membership on page 42

Creating an Avaya Spanning Tree Group

Perform the following procedure to create a new Avaya Spanning Tree Group.

Procedure steps

1. From the navigation tree, select the Avaya STGs folder.
2. Click Add.

The Add STG dialog box appears.
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Add Stg ®
5TG Properties
ID: 2 [1-64]
Type: Mormnal
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Priority: 32768 [0 - 65535]
Bridge Max &ge: 2000 [600 - 4000 seconds]
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Stp Enabled:
Trap Enabled:
Devices
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[ Save ] [ Close ] [ Help ]

Add STG dialog box fields

38

3. Insert values or select options in the option boxes appropriately.

4. Click Save.

The following table describes the items in the Add STG dialog box.
Table 10: Add STG dialog box items

Field Description
ID A number between 1 and 64 that identifies the new Spanning
Tree Group (STG) configured on the network.
Type Select the type of STG, either normal or svlan.

TaggedBpdu Address

A MAC address, specifically for tagged BPDUs.
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Field

Description

TaggedBpdu Vlan ID

The VLAN tag associated with the STG. This ID is used to tag
BPDUs through a non-IEEE tagging bridge to another Avaya
Ethernet Switch or Ethernet Routing Switch.

Priority

STP bridge priority, in decimal. The range is 0 (highest priority)
to 65535 (lowest priority). The default is 32768.

Bridge Max Age

Value in hundredths of a second that all bridges use for MaxAge
when this bridge is acting as the root.

0 Important:

The 802.1D-1990 standard specifies that the range for this
parameter is related to the value of
dot1dStpBridgeHelloTime. The default is 2000 (20 seconds).

Bridge Hello Time

Value in hundredths of a second that all bridges use for Hello
Time when this bridge is acting as the root. The granularity of
this timer is specified by the IEEE 802.1D-1990 standard to be in
increments of 1/100 of a second. The default is 200 seconds.

Bridge Forward Delay

Value in hundredths of a second that all bridges use for Forward
Delay when this bridge is acting as the root. The defaultis 1500
(15 seconds).

Stp Enabled

Enables or disables the spanning tree algorithm for the
Spanning Tree Group.

Trap Enabled

Enables SNMP traps to be sent to trace receiver every time an
STP topology change occurs.

Device Selects all the devices on the device list.

Save Applies your settings and closes the dialog box.
Close Discards your settings and closes the dialog box.
Help Opens COM Online Help in a Web browser.

Use the Config table to view and configure Avaya STG parameters. Perform the following

Configuring Avaya STG parameters

procedure to open the Config table.

Procedure steps

In the Navigation pane, open an Avaya STG and select Config.
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The following table describes the fields in the Configuration table.

Field Description
Device IP address, system name, or host name of the device.
Priority The Spanning Tree Protocol (STP) bridge priority, in decimal. The
range is 0 (highest priority) to 65535 (lowest priority). The default is
32768.
BridgeMax Age The value in hundredths of a second that all bridges use for MaxAge

when this bridge is acting as the root.

BridgeHello Time | The value in hundredths of a second that all bridges use for Hello Time
when this bridge is acting as the root. The granularity of this timer is
specified by the IEEE 802.1D-1990 standard to be in increments of
1/100 of a second. The default is 200 (2 seconds).

BridgeForward The value in hundredths of a second that all bridges use for Forward

Delay Delay when this bridge is acting as the root. The default is 1500 (15
seconds).

EnableStp Enables or disables the spanning tree algorithm for the Spanning Tree
Group.
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Field Description
StpTrap Enable Enables or disables SNMP traps to be sent to trace receiver every
time an STP topology change occurs.
TaggedBpdu A MAC address; specifically for tagged BPDUs.
Address

TaggedBpdu Vlanld | The VLAN tag associated with the Spanning Tree Group. This ID is

used to tag BPDUs through a non-IEEE tagging bridge to another
Ethernet Routing Switch.

Editing an Avaya Spanning Tree Group

Perform the following procedure to edit a Spanning Tree Group.

Procedure steps

1. Select an Avaya STG folder.

. Click Config.

The Config tab appears displaying the Avaya STG details.
In the Avaya STG table in the contents pane, click the item that you want to edit.

The field is highlighted, and you can edit directly in the table.

. Type information in the text boxes, or select from a list.

The changes appear in bold.

. On the VLAN Manager toolbar, click Apply Changes.

Deleting an Avaya Spanning Tree Group

Perform the following procedure to delete an Avaya Spanning Tree Group.

Procedure steps

o bd =

In the navigation pane, select an Avaya STG folder (except STG 1).
On the VLAN Manager toolbar, click Delete.
Click + to open the Avaya STG dialog to add members you want to delete.

Click Yes to confirm the deletion, or No to cancel the deletion, and return to the
table view.
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Adding members to an Avaya Spanning Tree Group

Perform the following procedure to add members to an existing Avaya Spanning Tree Group.

Procedure steps

o bk 0w Dn =

In the Navigation pane, under an existing Avaya STG, click the Members folder.
Click + to open the Avaya STG dialog dialog to add members you want to add.
Select the desired additional members from the device list.

Insert values or select options in the option boxes, as required.

Click Save.

The new members are added to the Avaya STG.

Deleting members from an Avaya Spanning Tree Group

Perform the following procedure to delete members from an existing Avaya Spanning Tree

Group.

Procedure steps

B

In the Navigation pane, under an existing Avaya STG, click the Members folder.
In the contents pane, select the device to remove.
On the VLAN Manager toolbar, click Delete.

Click Yes to confirm the deletion, or No to cancel the deletion, and return to the
table view.

Editing Avaya Spanning Tree Group port membership

Perform the following procedure to edit port membership in an Avaya Spanning Tree Group.

Procedure steps

oo Ddh =

From the navigation tree, select the Avaya STG folder.
Click Members.
In the contents pane, the port members for each device in the Avaya STG appear.

To change the port membership for a device, click the associated PortMembers
entry, and choose the ports to include.

On the Contents pane toolbar, click Apply Changes.
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Creating and configuring VLANSs for an Avaya STG

When you create VLANSs for an Avaya STG using VLAN Manager, follow these rules:

* VLANs must have unique VLAN IDs and names.
* Trunk (tagged) ports can belong to multiple VLANs and multiple Spanning Tree Groups.
* VLANSs cannot belong to multiple Spanning Tree Groups.

* An access (untagged) port can belong to one and only one port-based VLAN or it can
belong to one and only one policy-based VLAN for the given protocol.

* If you enable tagging on a port that is in a VLAN, the Spanning Tree Group configuration
for that port is lost.

» A frame VLAN membership is determined by the following order of precedence:
-VLAN ID
- Source MAC-based VLAN
- IP subnet-based VLAN
- Protocol-based VLAN
- Port-based VLAN
- ID-based VLAN

The following sections describe how to create and configure each of the different types of VLAN
supported by COM.

* Creating a port based VLAN on page 43

* Creating a subnet based VLAN on page 45

* Creating a protocol based VLAN on page 47

* Creating a source MAC address based VLAN on page 49
* Creating a sVLAN based VLAN on page 49
* Creating an ID based VLAN on page 50

* Synchronizing VLAN name on page 52

Creating a port based VLAN

Perform the following procedure to create a port based VLAN.
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Procedure steps

1. From the Navigation tree, expand Network folder, and then select Avaya STGs
folder.

2. Select STG.

The General tab appears in the contents pane and displays the VLAN table.
3. Select a device in the Content pane.
4. Click Add to insert a port based VLAN.

The Add Vlan dialog box appears.

PN Ylan ®|
Ylan Properties
WLAN ID: 5 [1 - 4094]
Marne:
Qos Level; n B

High Prioritsy {16):

Type : @ byPort bvProtocolld brySwlan
bySubnet by Srciac brylds

Protocols:

Subret:

Ilash:

ARP Classification ID:
User Defined PID:

Devices

Dewice
10127 133,10
10427 322

5. In the VLAN ID field, type the VLAN ID. The value can be from 1 to 4094, as long
as it is not already in use.

6. Inthe Name field, type the VLAN name (optional). If no name is entered, a default is
created.

7. For an Ethernet Routing Switch 8600, select the QoS Level .

8. For Passport 1000 Series switch, specify whether the VLAN traffic will be tagged
as High Priority (1K).
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9. From the Type field, select the byPort type option.
Other items in the dialog box that apply to a port-based VLAN are activated.
10. Select the devices to be configured from the Device pane.

0 Important:

Not all VLAN types are available on all devices that COM supports. Devices that
do not support port-based VLANs will be absent from the device list.

11. Click Save to save all the changes.

Creating a subnet based VLAN

Perform the following procedure to create a subnet based VLAN.
Procedure steps

1. From the Navigation tree, expand Network folder, and then select Avaya STGs
folder.

2. Select STG.
The General tab appears in the contents pane and displays the VLAN table.

3. Select a device in the Content pane.
4. Click Add to insert a subnet based VLAN.

The Add Vlan dialog box appears.
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Add ¥lan

Wlan Propertics

WLAN ID:

MNama:

Qo Lewed: u]

High Priority {1k}

[1-4004]

Type : bwPart bwProtooold brSdan
@ bySubret bySrcMac bylds

Pratocols

Subnet:

Mack::

ARF Classfication 10
Liser Definad PIC:

Devices

+| Device
172161202
172AE61205

| save | | Close J [ Help ]

In the VLAN ID field, type the VLAN ID. The value can be from 1 to 4094, as long
as it is not already in use.

In the Name field, type the VLAN name (optional). If no name is entered, a default is
created.

7. For an Ethernet Routing Switch 8600 or VSP 9xxx, select the QoS Level .
8. For Passport 1000 Series switch, specify whether the VLAN traffic will be tagged

10.
1.
12.

as High Priority (1K).

From the Type field, select the bySubnet type option.

Other items in the dialog box that apply to a subnet-based VLAN are activated.
In the Subnet field, type the source IP subnet address.

In the Mask field, type the IP subnet mask.

In the ARP-Classification-ld field, type the ARP classification ID.

0 Important:

The value is 0, if swL2StaticVlanType is not bylpSubnet(2). The range of the
object is between 1 and 4094, if swL2StaticVlanType is bylpSubnet(2). This
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object is useful when the first IpSubnet entry is created and it does not allow to
modify.

13. Select the devices to be configured from the Device pane.

0 Important:

Not all VLAN types are available on all devices that COM supports. Devices that
do not support subnet-based VLANs will be absent from the device list.

14. Click Save to save all the changes.

Creating a protocol based VLAN

Perform the following procedure to create a protocol based VLAN.

Procedure steps

1. From the Navigation tree, expand Network folder, and then select Avaya STGs
folder.

2. Select STG.

The General tab appears in the contents pane and displays the VLAN table.
3. Select a device in the Content pane.
4. Click Add to insert a protocol based VLAN.

The Add Vlan dialog box appears.
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| ndd vian ® |
|
y¥lan Properties [
YLAN 1D [1-4094]
Mame:
Jos Level: o w
High Prioeity {1K):
Type : byPort @ byProtocolld by Silan
byvSubnet bySrchac bylds
Protocols: | w
Subnet: 2 -
pHSnap
Mazk:
declat
ARP Classincation ID: sraEtharmat?
Lker Defined PID: vines
rarp
Ve
rietbios
decOther
Devices prEthernet2
pHE0200t3
J)| Devics pra02Dot2
172161205 appleT ak -
1724612017 snaB0z2Dot2
17216120 24 by v
192167147 w
5. In the VLAN ID field, type the VLAN ID. The value can be from 1 to 4094, as long

as it is not already in use.

In the Name field, type the VLAN name (optional). If no name is entered, a default is
created.

7. For an Ethernet Routing Switch 8600 or VSP 9xxx, select the QoS Level .
8. For Passport 1000 Series switch, specify whether the VLAN traffic will be tagged

10.
1.

12.
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as High Priority (1K).

From the Type field, select the byProtocolld type option.

Other items in the dialog box that apply to a protocol Id based VLAN are activated.
In the Protocol field, select the required protocol from the drop-down list.

Select the devices to be configured from the Device pane.

0 Important:

Not all VLAN types are available on all devices that COM supports. Devices that
do not support protocol Id based VLANs will be absent from the device list.

Click Save to save all the changes.
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Creating a source MAC address based VLAN

Perform the following procedure to create a source MAC address based VLAN.

Procedure steps

1.

From the Navigation tree, expand Network folder, and then select Avaya STGs
folder.

. Select STG.

The General tab appears in the contents pane and displays the VLAN table.
Select a device in the Content pane.

4. Click Add to insert a source MAC address based VLAN.

The Add Vlan dialog box appears.

In the VLAN ID field, type the VLAN ID. The value can be from 1 to 4094, as long
as it is not already in use.

In the Name field, type the VLAN name (optional). If no name is entered, a default is
created.

7. For an Ethernet Routing Switch 8600 or VSP 9xxx, select the QoS Level .
8. For Passport 1000 Series switch, specify whether the VLAN traffic will be tagged

10.

11.

as High Priority (1K).
From the Type field, select the bySrcMac type option.

Other items in the dialog box that apply to a source MAC address based VLAN are
activated.

Select the devices to be configured from the Device pane.

0 Important:

Not all VLAN types are available on all devices that COM supports. Devices that
do not support source MAC address based VLANSs will be absent from the device
list.

Click Save to save all the changes.

Creating a sVLAN based VLAN

Perform the following procedure to create a sVLAN based VLAN.
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Procedure steps
1. From the Navigation tree, expand Network folder, and then select Avaya STGs
folder.
2. Select STG.

The General tab appears in the contents pane and displays the VLAN table.
3. Select a device in the Content pane.
4. Click Add to insert a sVLAN based VLAN.

The Add Vlan dialog box appears.

5. In the VLAN ID field, type the VLAN ID. The value can be from 1 to 4094, as long
as it is not already in use.

6. Inthe Name field, type the VLAN name (optional). If no name is entered, a default is
created.

7. For an Ethernet Routing Switch 8600, select the QoS Level .

8. For Passport 1000 Series switch, specify whether the VLAN traffic will be tagged
as High Priority (1K).

9. From the Type field, select the bySvlan type option.
Other items in the dialog box that apply to a Svlan-based VLAN are activated.
10. Select the devices to be configured from the Device pane.

0 Important:

Not all VLAN types are available on all devices that COM supports. Devices that
do not support Svlan-based VLANs will be absent from the device list.

11. Click Save to save all the changes.

Creating an ID based VLAN

50

Perform the following procedure to create an ID based VLAN.

Procedure steps

1. From the Navigation tree, expand Network folder, and then select Avaya STGs
folder.

2. Select STG.
The General tab appears in the contents pane and displays the VLAN table.

3. Select a device in the Content pane.
4. Click Add to insert an ID based VLAN.

The Add Vlan dialog box appears.
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Add ¥lan
¥lan Properties

WLAM ID:
Marma:

Type :

[7] Device
Fl 172181202
| 172161205

Qas Level: 0

High Priorty (1K) []

) byPort
) bySubnet

[1 - 4004]

O byProtocalld O bySvian
) brySrciiac @ bylds

L

In the VLAN ID field, type the VLAN ID. The value can be from 1 to 4094, as long
as it is not already in use.

In the Name field, type the VLAN name (optional). If no name is entered, a default is
created.

7. For an Ethernet Routing Switch 8600, select the QoS Level .
8. For Passport 1000 Series switch, specify whether the VLAN traffic will be tagged

10.

1.
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as High Priority (1K).

From the Type field, select the bylds type option.

Other items in the dialog box that apply to a ID based VLAN are activated.
Select the devices to be configured from the Device pane.

0 Important:

Not all VLAN types are available on all devices that COM supports. Devices that
do not support ID based VLANs will be absent from the device list.

Click Save to save all the changes.
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Job aid

The following table describes the fields in the Add Vlan dialog box.

Field Description

VLAN ID The VLAN ID.

Name VLAN name

QosLevel In an Ethernet Routing Switch 8000 Series you can set the Quality of
Service (QoS) level for traffic in the VLAN to a level between 0 and 7.

HighPriority In a Passport 1000 Series switch, you can select HighPriority mode for
all traffic in the VLAN.

Type Type by which you want to add the device. Options:
* by port
* by subnet

* by protocol
* by source MAC Address

* by SVLANs
*by ID
Protocols Type of protocol.
Subnet The source |IP subnet address.
Mask The IP subnet mask.
ARP The ARP classification ID.

Classification ID

User Defined The user defined PID.
PID

Devices List of devices.

Synchronizing VLAN name

Perform the following procedure to synchronize the VLAN name.

Procedure steps

1. From the Navigation tree, select Default (1).
2. Click Synchronize VLAN Name button on the content pane toolbar.

The Synchronize VLAN name dialog box appears.
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Synchronize ¥YLAMN name »

Synchronize WYLAM narne:

[ K ] [ Close ]

3. In the Synchronize VLAN name field, type the VLAN name.
4. Click OK.

Managing Rapid Spanning Tree Protocol

The following sections topics describe how to edit Rapid Spanning Tree Protocol (RSTP)
instances and provide information about RSTP membership:

Configuring RSTP properties on page 53

Configuring RSTP properties

Perform the following procedure to configure RSTP properties.

Procedure steps

1. From the navigation tree, select the RSTP folder.
2. Select the Rapid STG folder and select the Config item.

3. In the contents pane, click the item that you want to edit.

The field is highlighted, and you can edit directly in the table.
4. Type information in the text boxes, or select from a list.

The changes appear in bold.
5. On the VLAN Manager toolbar, click Apply Changes.
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Creating and configuring VLANs for Rapid Spanning Tree
Protocol

The following sections topics describe how to create and configure VLANS for Rapid Spanning
Tree Protocol (RSTP) instances:

» Adding a VLAN to the Rapid Spanning Tree on page 54

* Deleting a VLAN from the Rapid Spanning Tree on page 54
» Adding members to a VLAN group in Rapid Spanning Tree on page 55

Adding a VLAN to the Rapid Spanning Tree

Perform the following procedure to add a VLAN for RSTP.

Procedure steps

1. From the navigation tree, select the RSTP folder.
2. Select the Rapid STG folder and do one of the following:
a. From the VLAN Manager menu bar, choose Edit > Insert.
b. On the VLAN Manager toolbar, click Insert.
The New VLAN dialog box appears.
3. Insert values or select options in the option boxes.
4. Click Ok.

Deleting a VLAN from the Rapid Spanning Tree

Perform the following procedure to delete a VLAN from RSTP.

Procedure steps

1. In the navigation pane, select a VLAN from the Rapid STG folder and do one of the
following:

a. From the VLAN Manager menu bar, choose Edit > Delete.
b. On the VLAN Manager toolbar, click Delete.
The Delete dialog box appears.
2. Click Yes to confirm the deletion of the VLAN.
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Adding members to a VLAN group in Rapid Spanning Tree

Perform the following procedure to add members to a VLAN group in RSTP.

Procedure steps

1. From the navigation pane, under a Rapid STG group, select the VLAN to which you

want to add a member.

2. Do one of the following:

a. From the VLAN Manager menu bar, choose Edit > Insert.
b. On the VLAN Manager toolbar, click Insert.
The Add VLAN dialog box appears.
3. Select the additional members from the device list.
4. Insert the values or select the options as required.
5. Click OK.

Managing Multiple Spanning Tree Protocol instances

The following sections topics describe how to add and delete Multiple Spanning Tree Protocol

(MSTP) instances and provide information about MSTP membership:

Navigation

* Adding an MSTI in Multiple Spanning Tree on page 55
* Deleting an MSTI on page 56

» Adding port members on page 56

« Editing MSTP properties on page 56

Adding an MSTI in Multiple Spanning Tree

Perform the following procedure to add an MSTI instance.

Procedure steps

1. From the navigation tree, select the MSTP folder.
2. On the VLAN Manager toolbar, click Add.
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The Add MSTP dialog box appears.
3. In the Id field, enter the desired MSTI identifier.
4. Select the Devices required for the MSTP.
5. Click Save.

Deleting an MSTI

Perform the following procedure to delete an MSTI instance.
Procedure steps
1. In the Navigation pane, under the MSTP folder, select the MSTI instance to delete

2. On the VLAN Manager toolbar, click Delete.

3. Click Yes to confirm the deletion, or No to cancel the deletion, and return to the
table view.

Adding port members
Perform the following procedure to add ports to an MSTI or CIST.
Procedure steps

1. In the Port Members table, select a device in the list.

2. Click in the PortMembers cell for the device to which you want to add port
membership.

The PortMembers dialog box appears .
Port Members *

card 1 010z | oz 04| o8| oa)or | og [os | 10 11|12 | 2 1e] 18] 08 | 7] 1@ | 19|20 |21 22 [as [2a

Up .ann . Testing .

[ Save ] I Cancel

3. Select the port number(s).
4. Click Save.

Editing MSTP properties

Perform the following procedure to edit the MSTP properties.
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Procedure steps

In the Navigation pane, select the CIST folder.

To edit the MSTP properties, choose the MSTP tab.

To edit the CIST properties, choose the CIST tab.

To edit the MSTI Region properties, choose the MSTI Region tab.

o 0 Dd -~

In the contents pane, click the item that you want to edit.
The field is highlighted, and you can edit directly in the table.
6. Type information in the text boxes, or select from a list.

The changes appear in bold.
7. On the VLAN Manager toolbar, click Apply Changes.

Managing VLANs for MSTP

The following sections topics describe how to create and delete VLANs for Multiple Spanning
Tree Protocol (MSTP) instances, as well as hpw to add memberts to a VLAN group.

» Adding a VLAN in Multiple Spanning Tree on page 57

* Deleting a VLAN in Multiple Spanning Tree on page 58

» Adding members to a VLAN in Multiple Spanning Tree on page 59

Adding a VLAN in Multiple Spanning Tree
Perform the following procedure to add a VLAN to the CIST or MSTI.
Procedure steps

1. From the navigation tree, select the MSTP folder.
2. Select the CIST folder or an MSTI folder.
3. On the VLAN Manager toolbar, click Add.

The Add VLAN dialog box appears.
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P’de Vilan |
¥lan Properties
WLAN 10 5 [1 - 4094]
Marne:
Cias Lewvel; 0 v

High Prioritsy {1K):

Type : @ byPort byProtocolld by Svilan
bySubnet bySrciac brylds

Protocols:

Subnet:

fask:

ARP Classification ID:
User Defined PID:

Devices

Dewice
100127 133.10
10.427 322

4. Insert values or select options in the option boxes.
5. Click Save.

Deleting a VLAN in Multiple Spanning Tree

Perform the following procedure to delete a VLAN in Multiple Spanning Tree.
Procedure steps
1. In the Navigation pane, under the CIST or MSTI folder, select the VLAN to delete.

2. On the VLAN Manager toolbar, click Delete.

3. Click Yes to confirm the deletion, or No to cancel the deletion, and return to the
table view.
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Adding members to a VLAN in Multiple Spanning Tree

Perform the following procedure to add members to a VLAN in Multiple Spanning Tree.

Procedure steps

1. From the Navigation pane, under an STG group, select the VLAN to which you want
to add a member.

2. On the VLAN Manager toolbar, click Add.
The Add VLAN dialog box appears.

3. Select the additional members from the device list.

4. Insert the values or select the options as required.

5. Click Save.

Configuring port members

This section provides information about the port membership types supported in COM, and
how to use VLAN Manager to configure them. For information about how to view port
membership, including viewing unassigned ports, see Viewing port membership information on
page 84

This section contains the following topics:

» Port membership types on page 59

» Adding port members on page 60

» Adding tagged ports on page 60

Port membership types

In the Navigation pane, the four tables represent the various port memberships described in
the following table.

Table 11: Port membership types and STGs

Port type Description

Unassigned A port that does not belong to any STG. If no devices in the network
contain unassigned ports, a table does not appear in the contents
pane. For more information, see Viewing the unassigned ports on
page 84.
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Port type Description

Tagging A port that has tagging enabled and can belong to multiple STGs.
If a tagged frame is received on a tagged port, with a VLAN ID
specified in the tag, the switch directs it to that VLAN, if it is present.
For more information, see Viewing tagged ports on page 85.

Isolated Routing Port| A port that can only route IP packets and does not belong to any
(IRP) STG or VLAN. For more information, see Viewing isolated router
ports on page 86.

Bridge Routing A port that can route IP packets as well as bridge all non routable

(brouter ports) traffic. The routing interface is not subjected to the Spanning Tree
Protocol. For more information, see Viewing bridge routing ports on
page 87.

Adding port members

Perform the following procedure to add port members.

Procedure steps

1. In the Port Members table, select a device in the list.

2. Click in the PortMembers cell for the device to which you want to add port
membership.

3. Select the port number(s).
4. Click Save.

Adding tagged ports
Perform the following procedure to add tagged ports.
Procedure steps

1. In the Navigation pane, select Tagging.

The Tagging Ports table appears in the contents pane.
2. Click Add.

The Insert/Update Tag Port dialog box appears.
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Insert/Update Tag Port »
Cevice: 172.16.120.17 g
Port:

Type: @ trunk LintagPyidOnky tagPywicCnly

WLAMS: ¥LANs
Ik ] [ Close ] [ Help
3. Select the Device address you want to add.
4. Click the Port ellipsis button. The ports for the selected device appears.
5. Select the port you want to use.
6. Click Save. The ports dialog box closes.
7. Select the VLAN available on the selected device.
8. Click OK. An Operation Result dialog box appears when the addition is complete.
9. Click OK. The Operation Result dialog box closes and the added port is visible in
the Content pane.
Job aid
The following table describes the fields in the Tagging Ports table.
Field Description
Device IP address, system name, or host name of the device.
Port Port on which tagging is enabled.
Type Type of port: trunk or untagPvidOnly or tagPvidOnly.
Vlanlds VLAN IDs of which the port is a member.
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Configuring routing on a VLAN interface

VLAN Manager allows you to configure certain routing interfaces. For more information, see
the following topics:.

* Enabling OSPF on a VLAN interface on page 62

* Inserting a VRRP interface on a VLAN on page 63

Enabling OSPF on a VLAN interface

You can use VLAN Manager to enable and disable OSPF routing on a VLAN interface.

Perform the following procedure to enable OSPF routing on a VLAN interface.

Procedure steps

1. In the Navigation pane, select a VLAN.

The General tab appears in the contents pane and displays the VLAN table.
2. Click the Routing tab.

The Routing tab appears in the contents pane.

Harme YLAN Manager
Metwrark « Wlan Manager
& J | @ Fﬁ =] & | Genersl | Routing | Hina
Fl | Ntk e
=] Unassignied * +
=] Tagging Device Oispfifindesx OspfEnable
=7 lzolated Routing
i . 1 ADAZT. 14902 2050 false
=_|Bridge Routing e
2 &5 ey 3T0s 2 101272313 2050 7]
"5 5tg 1 3 1012761400 2050 tue
@ vetault (1 - byPort) 4 101272332 2050 false
Eabet23 2 byPort) 5 10427222 2050 false

@E)VLAN 3 (2 - byPord)
E)VLAN 4 (4 - byPar)
ErvLana @ - bylpsu
& VLANA (4 - bySich
= N . - -

3. In the OspfEnable field, choose true to enable OSPF on this VLAN.
4. Click Apply Changes.
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Inserting a VRRP interface on a VLAN

You can use VLAN Manager to insert a VRRP routing interface for a VLAN. Before inserting
the VRRP interface, ensure the VLAN has an assigned IP address for routing. Perform the
following procedure to insert a VRRP interface on a VLAN.

Procedure steps

1. In the Navigation pane, select a VLAN.

The General tab appears in the contents pane and displays the VLAN table.
2. Select a device that supports VRRP.
3. Click Add Vrrp button (+ sign).

The Insert VRRP dialog box appears.

Insert ¥RRP b4

Wrld:
Ipaddr:

I ] [ Close ] [ Help

4. Inthe Vrld and IpAddr field, enter the Virtual Router ID and IP address for the VRRP
interface.

5. Click Ok.

The new VRRP interface appears in Routing Manager under the VRRP Interfaces
folder.

Domain synchronization

Domain synchronization allows you to distribute the VLAN configuration from one device,
called the server node, to other devices in your network. Domain synchronization synchronizes
the VLANSs between the same spanning tree mode devices.

With domain synchronization you can:

* select any subset of devices to be part of the synchronization domain (sync domain)

* synchronize to any subset of the VLANSs of the server node
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» add new server node VLANSs
* delete or modify existing server node VLANs

To apply domain synchronization to your network, first gain familiarity with the domain
synchronization interfaces and then perform the appropriate procedures. The following list
provides links to the information you require:

» Domain synchronization interfaces on page 64

- Sync Domain interface on page 64

- New server node VLAN interface on page 66

- IP_Address and Net Mask interfaces on page 68

» Domain synchronization procedures on page 69

- Creating a sync domain on page 69

- Adding a VLAN to a sync domain server node on page 70

- Modifying a sync domain on page 71

- Modifying a sync domain server node VLAN on page 72

- Deleting a sync domain on page 73

- Deleting a server node VLAN on page 73

Domain synchronization interfaces

There are three domain synchronization interfaces to become familiar with before performing
the related procedures:

» Sync Domain interface on page 64

Use the Sync Domain interface to define a new sync domain or to modify an existing sync
domain.

* New server node VLAN interface on page 66

Use the New VLAN interface to add a new VLAN to the server node.
* [P Address and Net Mask interfaces on page 68

Use the IP Address and Net Mask interfaces to review and change the IP addresses and
network masks of domain members.
Sync Domain interface
The figure below shows the Sync Domain interface which you use to define a new sync domain

or modify an existing sync domain. The table that follows the figure describes the elements of
the interface. Relevant procedures follow the table.
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Figure 5: Sync Domain interface

Table 12: Sync Domain interface elements

Field Description
Sync Domain name The name of a sync domain can include any printable
character to a maximum of 32 characters.
Global Parameters Global parameters apply to all sync domains.
Synchronization Synchronization is a global parameter. There are two

synchronization options:

* Once
Synchronization occurs when you save the domain by
clicking Save Changes.

+ Configuration change in VM
Synchronization occurs if any server node configurations
are changed in VLAN Manager.

Domain Parameters Domain parameters only apply to the specific sync domain
whose Sync Domain interface is open.

Status Enable activates the sync domain. Synchronization does
not occur when the status is Disable, regardless of the
global parameters.

Server Node The VLAN configurations of the server node provide the
synchronization source. You select the server node from a
list of all devices in your network that are discovered by
VLAN Manager.

Domain Members Domain members are the devices whose VLANSs are
synchronized to the server node. You select these target
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Field Description

devices from a list of available devices. The list is
generated by filtering the devices discovered by VLAN
Manager using the server node's spanning tree mode.

Current VLAN Configuration | A table where each row is dedicated to one server node
VLAN. The columns of the table display VLAN attributes.

Current VLAN Configuration | The Sync attribute is unique to domain synchronization.
table, Sync The VLAN configuration is distributed to domain members
only when Sync is True, regardless of any other
synchronization settings.

Sync is False for all VLANs when the sync domain is
created.

Current VLAN Configuration | The IP address of the server node is displayed. For
table, IP Address information on the IP addresses used for domain members,
see |P_Address and Net Mask interfaces on page 68.

Current VLAN Configuration | The network mask of the server node VLAN is displayed.
table, Net Mask For information on the network masks for domain
members, see IP_Address and Net Mask interfaces on
page 68.

Current VLAN Configuration | These are standard VLAN attributes.
table, Other columns

Save Changes Pressing Save Changes saves any changes you have
made to the sync domain definition or to server node VLAN
configurations. If Once is selected as a synchronization
option, then domain members are synchronized now.
Domain members are also synchronized if you changed
any server node VLAN configurations.

Reset Changes Pressing Reset Changes removes all changes made
since the last Save Changes.

View Log Click View Log to view the sync domain log file,
syncDomains.log.

Help Pressing Help invokes on-line help for the Sync Domain
interface.

New server node VLAN interface
The figure below shows the New VLAN interface which you use to add a new VLAN to the

server node. The table that follows the figure describes the elements of the interface. Relevant
procedures follow the table.
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Figure 6: New server node VLAN interface

Table 13: New server node VLAN interface elements

Element Description

VLAN Id This is the identity of the VLAN. VLAN Manager fills this with the
next available number but you can change it. The VLAN Id ranges
from 1 to 4094.

Name You enter a name for the VLAN.

QOS Level You can select from levels 0 through 7.

High Priority (1K) You can choose to activate this, or leave unselected.

Type You can choose byPort or byProtocolld. If byProtocolld is chosen,

then you can change the default Protocolld from ip to one of 15
other options.

Subnet, Mask, ARP- One or more of these fields may be enabled, depending on the
Classi-fication-Id, Protocolld.
UsrDefined PlId
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Element Description
IP Address You enter the IP address of the VLAN.
Net Mask You enter the network mask of the VLAN.
Save Press this button to create the new VLAN. The New VLAN interface

closes and the VLAN appears in the Current VLAN Configuration
table on the Sync Domain interface.

Close Press Close to cancel any changes you have made and close the
interface.
Help This button invokes online help for the New VLAN interface.

IP Address and Net Mask interfaces

When a sync domain is created, all VLANSs of the server node are listed in the Sync Domain
interface. The IP address and network mask of each of these VLANSs is provided in the Current
VLAN Configuration table (see Table 12: Sync Domain interface elements on page 65 for
details).

VLAN Manager generates |IP addresses and network masks for domain member VLANs from
the IP address and network mask of the server node VLAN. You access these generated values
by double-clicking the IP address or network mask cell of the Current VLAN Configuration
table. You can use these interfaces to review and change the IP addresses and network masks
of domain members.

— Current YLAN configuration:

Device IpAddress MNethlask
1172161205 0.0.00 0.0.0.0

Figure 7: IPAdress and NetMask interfaces

IP Address interface

VLAN Manager generates IP addresses for domain member VLANs by incrementing the IP
address of the server node VLAN, as shown in the figure of the IP Address interface, above.

If the IP address is black, the IP address is available at the device. If the IP address is red,
the IP address is not available. You can enter IP addresses manually; VLAN Manager looks
for available IP addresses at the devices and assigns those IP addresses. If an IP address is
not available, the entry defaults to 0.0.0.0.

Save changes: When you press Save changes, any changes you have made are saved and
the interface closes.
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Reset changes: When you press Reset changes, any changes you have made are discarded
and the interface closes.

Net Mask interface

VLAN Manager generates network masks for domain member VLANs by duplicating the
network mask of the server node VLAN, as shown in the figure of the Net Mask interface,
above.

If the network mask is black, the mask is available at the device. If the network mask is red,
the network mask is not available. You can enter network masks manually. If a network mask is
not available, the entry defaults to 0.0.0.0.

Save changes and Reset changes for the Net Mask interface are the same as described for
the IP Address interface.

0 Important:

If the IP address and a network mask are not available at the device, the VLAN is
synchronized except for the IP address and network mask.

Domain synchronization procedures

You can create any number of sync domains. In addition to creating sync domains, you can
add a new VLAN to the server node, modify the settings for an existing sync domain, change
the attributes of an existing VLAN, and delete a sync domain or a server node VLAN. The
domain synchronization procedures are:

* Creating a sync domain on page 69

» Adding a VLAN to a sync domain server node on page 70

* Modifying a sync domain on page 71

» Modifying a sync domain server node VLAN on page 72

* Deleting a sync domain on page 73

* Deleting a server node VLAN on page 73

Creating a sync domain

Perform this procedure to create a new sync domain. This procedure does not provide
instructions for adding a new VLAN to the server node; those instructions are provided by
Adding a VLAN to a sync domain server node on page 70.
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Prerequisites

Familiarity with the Sync Domain interface is required for this procedure. See Sync Domain
interface on page 64 for more details.

Procedure steps

1. Start VLAN Manager.
2. Select (single click) Sync Domains.
3. From the toolbar, click the plus (+) sign.

The New Sync Domain dialog box appears.
4. In the Domain Name field, type a name for the new sync domain.
5. Click Save.

The Sync Domain interface appears.
6. In the Global Parameters region, select the required synchronization option.
7. In the Domain Parameters region, select Enable.

8. From the Server list, click the down arrow to expand the list and select the node
you want as the server node.

9. To add devices to the domain, do one of the following:

» To add one device, select it from the Available devices list and click >> to
move it to the Target devices list.

* To add several devices, hold down the Citrl key, click on each device in the
Available devices list, release the Ctrl key, and click >> to move the devices to
the Target devices list.

+ To add a contiguous block of devices, hold down the Shift key, click on the first
device in the Available devices list, click on the last device, release the Shift
key, and click >> to move the devices to the Target devices list.

10. Inthe Current VLAN Configuration table, click the Sync entry to change it to True
for each VLAN that you want to act as a synchronization source.

11. Click Save Changes.

Adding a VLAN to a sync domain server node

Perform the following procedure to add a VLAN to the server node of a sync domain.
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Prerequisites

Familiarity with the New VLAN interface is required for this procedure. See New server node
VLAN interface on page 66 for more details.

Procedure steps

Bl

o

© © N o

10.
1.
12.

13.

Start VLAN Manager.

Expand Sync Domains.

Select the sync domain to which you want to add a VLAN.
From the toolbar, click the plus (+) sign.

The New VLAN interface appears.

For STG Id, click the down arrow to the right of the STG Id field and select the
required STG Id from the list.

Edit the Id field if the assigned number does not meet your requirements.
In the Name field, type a name for the VLAN.

Select the QOS Level.

For Type, if you require byProtocolld, then:

* In the Type area, select byProtocolid.
* In the Protocolld area, select the required Protocolld .

* If Subnet, Mask, ARP-Classification-Id, or UsrDefinedPId are enabled, change
as required.

In the IP Address field, type the IP address of the VLAN.
In the Net Mask field, type the net mask of the VLAN.
Click Save.

The New VLAN interface closes and the new VLAN appears in the Current VLAN
Configuration table.

From the Sync Domain interface, click Save Changes.

The SyncDomain Operation Description interface appears.

Modifying a sync domain

Perform the following procedure to modify an existing sync domain. This procedure does not
provide instructions for modifying a server node VLAN; those instructions are provided by
Modifying a sync domain server node VLAN on page 72.
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Prerequisites

Familiarity with Creating a sync domain on page 69 is required for this procedure.

Procedure steps

B

Start VLAN Manager.
Expand Sync Domains.
Select the required sync domain.

Modify the Global Parameters as required.

Global parameters apply to all sync domains.

5. Change the Status and Server as required.

6. For Domain Members, use > and >> to add members to the domain and use < and

<< to remove members from the domain.

Inthe Current VLAN Configuration table, change the Sync entry as required: True
to synchronize domain members to the VLAN, False to remove the VLAN from the
sync domain.

. Click Save Changes.

Modifying a sync domain server node VLAN

Perform the following procedure to modify a VLAN of a device that is acting as a server node for
a sync domain.

Prerequisites

Familiarity with the IP Address and Net Mask interfaces is required for this procedure. See
IP_Address and Net Mask interfaces on page 68 for details.

Procedure steps

1. Start VLAN Manager.
2. Expand Sync Domains.

3. Select the required sync domain.

Refer to the Current VLAN Configuration table for the remainder of this procedure.

. To add (True) or remove (False) the VLAN from the sync domain, toggle the Sync

field as required.

5. To change the name of the VLAN, edit the Name cell.

. To change the port members, double-click the PortMembers cell and click a port

number to select or deselect the port.

A port is selected when the port number is depressed.

To change IP addresses, double-click the IP Address cell to open the IP Address
interface.
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8. Modify the IP addresses as required.
9. Click OK to save your changes and close the IP Address interface.

10. To change network masks, double-click the Net Mask cell to open the Net Mask
interface.

11. Modify the network masks as required.
12. Click OK to save your changes and close the Net Mask interface.
13. Click Save Changes.

The SyncDomain Operation Description interface appears.

Deleting a sync domain

Perform the following procedure to delete a sync domain.

Procedure steps

Start VLAN Manager.

Expand Sync Domains.

Select the required sync domain.

From the toolbar, click the (X) sign or click Delete VLAN.
Click Save changes when asked to confirm the action.

o~ w0Dd -~

Deleting a server node VLAN

Perform the following procedure to delete a server node VLAN.
Procedure steps
Start VLAN Manager.

Expand Sync Domains.
Select the required sync domain.

oo bdh =

In the Current VLAN Configuration table, select any cell of the VLAN you want to
delete.

5. From the toolbar, click the ex (X) sign or click Delete VLAN.

6. Click Save changes when asked to confirm the action.

The VLAN is deleted from the server node. If the sync domain is enabled, the VLAN
is also deleted from all domain member devices.
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Viewing STG and VLAN information

You can use VLAN Manager to monitor the status of STGs and VLANSs in the network, as
well as view information about ports. This section provides information about the following
topics:

* Viewing STG information on page 74

* Viewing VLAN information on page 78

* Viewing port membership information on page 84

Viewing STG information

This section provides information about the following topics:

* Viewing Spanning Tree Groups on page 74

* Viewing STG status on page 75

* Viewing STG root status on page 77

Viewing Spanning Tree Groups

All devices supported by COM support the IEEE 802.1D Spanning Tree Protocol and at least
one instance of a Spanning Tree Group.

Perform the following procedure to view an STG.

Procedure steps

Open the folder for the STG you want to view.
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Viewing STG status

Use the read-only Status table to view the status of the Spanning Tree Protocol for the selected
STG that is associated with the network. Perform the following procedure to open the Status

table.

Procedure steps

In the Navigation pane, open an STG and select Status.

The Status table appears in contents pane.
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The following table describes the fields in the Status table.
Field Description
Device IP address of the bridge.
NumPorts Number of ports controlled by this bridging entity.
Protocol An indication of which version of the Spanning Tree Protocol (STP) is
Specification operating. The IEEE 802.1d implementations display ieee8021d.
TimeSince Time in hundredths of a second since the last time a topology change
Topology Change | was detected by the bridge entity or STG.
TopChanges The number of topology changes detected by this bridge since the
management entity was last reset or initialized.
MaxAge Maximum age of STP information learned from the network on any port
before it is discarded, in units of hundredths of a second. This is the
actual value that the bridge is currently using. The default value is 2000
(20 seconds).
HelloTime Amount of time in hundredths of a second between transmission of
configuration bridge protocol data units (BPDUs) by this device on any
port when it is the root of the spanning tree. The default value is 200 (2
seconds).
76  Avaya Configuration and Orchestration Manager Administration — Utilities December 2010



Viewing STG and VLAN information

Field Description

HoldTime Time interval in hundredths of a second during which no more than two
configuration BPDUs are transmitted by this device. The default value
is 100 (1 second).

ForwardDelay Time interval in hundredths of a second that controls how fast a port
changes its spanning state when moving toward the Forwarding state.
This value determines how long the port stays in each of the Listening
and Learning states, which precede the Forwarding state. This value is
also used when a topology change is detected and is under way, to age
all dynamic entries in the Forwarding Database. The default value is
1500 (15 seconds).

Viewing STG root status

Use the read-only Root table to view information about the device acting as root within a
selected STG. Perform the following procedure to view the root table.

Procedure steps

In the Navigation pane, open an STG and select Root.

¥lan Manager
l Members H Skatus H Config ” Root ]
Device Bridgesddress DesignatedRoot RootCost RootPort
1 AT2A61202 00152891001 80:00:00:15:e8:9::1 O 0
2 AT2A6.120.24 001019350 d002 5000 00:04: 538:09:5 200020 152
3 AT2A61205 00502 e 3401 50000 0050; 2 c1:3 0 1]
4 AT2AB12017 O0:04:38:49:97: 62 80:00:00:04:33:49:% 0 1.0
5 192167117 000997 a6:72e2  S0:00:00:04:55:d9:5 200010 11
Job aid

The following table describes the fields in the Root table.
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Field Description

Device IP address of a device in the STG.

Bridge Address | MAC address used by this bridge when it must be identified in a unique

to the root bridge.

fashion.

Designated Bridge identifier of the root of the spanning tree as determined by the

Root Spanning Tree Protocol (as executed by this device). This value is used
as the Root Identifier parameter in all configuration BPDUs originated by
this device.

RootCost Cost of the path to the root as seen from this bridge.

RootPort Port number of the port that offers the lowest cost path from this bridge

Viewing VLAN information

This section provides information about the following topics:

* VLAN icons on page 78

« Parts of VLAN icon on page 79

* Viewing the Default VLAN on page 80

» Updating VLAN discovery information on page 82

VLAN icons

The VLAN icons in the Navigation pane, represent the VLANs that are part of an STG. The
following figure Figure 8: VLAN Icon elements on page 78 shows elements of VLAN icons.

Icon label 1

Icon symbol (—\A—’"ﬂ
P LAN-4 (4/4)

VLAN name | |

VLAN ID
STGID

Icon color

Figure 8: VLAN Icon elements
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Viewing STG and VLAN information

The following table Table 14: Parts of a VLAN icon on page 79 describes the elements of a

VLAN icon.

Table 14: Parts of a VLAN icon

Part Description
Icon symbol | Shows the type of VLAN.

Symbol Description

@ Port based-a VLAN in which the ports are explicitly assigned to
the VLAN.
Subnet based-a VLAN in which ports are dynamically added to
the VLAN based on source IP subnet.
Protocol based—a VLAN in which ports are dynamically added
to the VLAN based on a network protocol.
MAC SA based—a VLAN in which ports are dynamically added
to the VLAN based on the source MAC address.
Stacked VLAN— a VLAN in which packets are transparently
tunneled through the sVLAN domain by adding a 4-byte header
to each packet.
ID-based VLAN—a VLAN in which ports are dynamically added
to the VLAN based on the VLAN ID.

Icon label Shows information about the VLAN.

Label part Description

VLAN name The name of the VLAN.

VLAN ID The ID number of the VLAN.

STGID The ID of the STG to which the VLAN belongs.

Typeface (italic | An italic icon label indicates that an IP address has been

or normal) defined for the VLAN, and that the VLAN is routable.
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Viewing the Default VLAN

The following devices are factory configured with all ports contained in a port-based VLAN
called the default VLAN:

 Ethernet Routing Switch 8000 Series

* Passport (legacy) 1050/1100/1150/1200/1250 switches
« Ethernet Routing Switches 1424/1648/1612/1624

» BayStack 380/420

« Ethernet Switches 350/410/450/460/470

* Business Policy Switch 2000

* Ethernet Routing Switches 55xx/45xx/25xx/35xx

* Virtual Services Platform 9xxx

* Wireless Controller 8xxx

The VLAN ID of the default VLAN is always 1/1, and it is always a port-based VLAN. You cannot
delete the default VLAN, although you can remove ports from it.

Perform the following procedure to view the Default Ports table.

Procedure steps

From the navigation tree, select Default(1). The General tab appears in the contents
pane and displays the Default VLAN table.
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The following table describes the fields in the Default VLAN table.

Field Description
Device IP address, system name, or host name of the device.
ID The VLAN ID.
Name VLAN name
Type Type by which you want to add the device. Options: by port, by subnet,

by protocol, by source MAC Address, by SVLANSs, and by ID.

Port Members Ports that are assigned to the VLAN.

Stgld The STG ID. With Ethernet Switches 460 and 470, you can modify STG
membership by modifying the value in the Stgld field to the desired STG.
When you apply the changes, the selected VLAN is removed from the
old STG group and moved to the new STG group. If the new STG group
already has an existing VLAN with the same ID, the members are
combined into the same VLAN. If the VLAN does not already belong to
the STG group, the new VLAN ID is added to the STG.

Vrfld The VRF ID.

HighPriority In a Passport 1000 Series switch, you can select HighPriority mode for
all traffic in the VLAN.

QosLevel In an Ethernet Routing Switch 8000 Series you can set the Quality of
Service (QoS) level for traffic in the VLAN to a level between 0 and 7.

TosLevel You can set the Type of Service level for traffic between 0 and 7.
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Field

Description

IflIndex

Logical interface index assigned to the VLAN. This value can be in one
of the following ranges:

* Passport (legacy) 1050/1100/1150/1200/1250 switch: 257 to 512
+ Ethernet Routing Switch 8000 Series: 2049 to 4096
» Virtual Services Platform 9xxx: 2049 to 4096

0 Important:

This field does not apply to Ethernet Switch, Legacy BayStack, or
Business Policy Switch 2000 switches.

IpAddress

IP address, if any, assigned to the VLAN for routing.

NetMask

Subnet mask associated with the VLAN [P address.

Updating VLAN discovery information

VLAN discovery polls VLAN and STG configuration from supported network devices and
shows this information in the VLAN Manager window. You can use this feature to load any
updated information that took effect since you opened VLAN Manager. Perform the following

procedure to discover VLAN devices.

VLAN discovery runs when the VLAN Manager opens. You can also run VLAN discovery by

manually running a Vlan discovery.

Procedure steps

1. Click Discover Vlans on the Navigation pane, toolbar. An Operation Result

information box appears when the discovery is complete.
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2. Click OK to close the Operation Result information box.

Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010 83



Using VLAN Manager

Viewing port membership information

You can use VLAN Manager to monitor the status of ports in a VLAN. VLAN Manager allows
you to view the following information:

* Ports in the network that are configured as unassigned, tagging, or Isolated Routing Ports
(IRPs) and brouter ports

* Ports that are assigned to a particular Spanning Tree Group (STG)
* Ports that are in the forwarding and blocking states and device that has the root of an STG
* Ports that are members of a VLAN or multiple VLANSs.

This section contains describes how to perform the following tasks:

* Viewing the unassigned ports on page 84

* Viewing tagged ports on page 85

* Viewing isolated router ports on page 86

* Viewing bridge routing ports on page 87
* Viewing port members of an STG on page 88
* Viewing VLAN Port Members in MSTP on page 89

Viewing the unassigned ports

Perform the following procedure to view the unassigned ports.

Procedure steps

In the Navigation pane, click Unassigned.

The Unassigned Ports table appears in the contents pane.
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Job aid

The following table describes the Unassigned Ports table fields.

Field

Description

Device

IP address, system name, or host name of the device.

Ports

Ports not currently assigned to an STG.

Viewing tagged ports

Perform the following procedure to view tagged ports.

Procedure steps

In the Navigation pane, select Tagging.

The Tagging Ports table appears in the contents pane.

Avaya Configuration and Orchestration Manager Administration — Utilities

December 2010 85



Using VLAN Manager

Homs: | YLAM Manager ®
Melwork Wl wlan Mansger
a 9 Sl 1 S 4
v
& (] Netwok
= Unasigned Dl e Port ‘Vianlds Type
) Tagaing 1 10427231415 1M 1,9000 trumkc
T teolated Rowting 3 10427231448 12 1,000 trunkc
E:ﬁ“'ﬁ““"i 3 10427231415 18 1 trunk
) eaya BT s 4 10427231118 18 1 trunk
a -_’H:E‘I'F'
() Fapid 81 5 104271122 1" 113,114 trunk
4 METP 8 10427 1122 12 112,114 trunk
) CIsT 7 104271122 2AM 113,114 trunk
() msti 1 g 104271122 22 112,114 trunk
(S st 2 8 104274122 3N 142,144 tounke
et 4 10 104271122 32 113,114 trumk
[ et 5 — !
Cmsti® 11 10.427.190.2 132 8.11,13,14 trunk
) msti 7 12 104274902 104 3 trunk
# 79 Syne Domales 13 10427233 1M o trunk
E] domain_a 14 104272313 " 80 trunk
15 10427233 1547 12 trunk
18 104272313 148 12 trunk
17 10427 841,100 311 1 trumk
18 104272372 1 12 trunk
19 104237 23172 12 1.2 trumk
Al NPT IMITF 48 1 o110k
Job aid

The following table describes the fields in the Tagging Ports table.

Field

Description

Device

IP address, system name, or host name of the device.

Port

Port on which tagging is enabled.

Vlanlds

VLAN IDs of which the port is a member.

Type

Type of port: access port or trunk port

Viewing isolated router ports

Perform the following procedure to view isolated router ports.

86 Avaya Configuration and Orchestration Manager Administration — Utilities

December 2010



Viewing STG and VLAN information

Procedure steps

In the Navigation pane, select Isolated Routing.

The Isolated Routing Ports table appears in the contents pane.
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|II I:,.I |IIJ|II

Bridge Routing
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“|RETF
_IMSTF

| 5Sync Domains

Job aid
The following table describes the fields in the Isolated Routing Ports table.
Field Descriptions
Device IP address, system name, or host name of the device.
Ports Ports that route only IP packets.

Viewing bridge routing ports

Perform this procedure to view bridge routing (brouter) ports on Passport 1000 Series switches,
Ethernet Routing Switch 8000 Series, and Virtual Services Platform 9xxx.

Procedure steps

In the Navigation pane, click Bridge Routing.

The Bridge Routing Ports table appears in the contents pane.
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Job aid
The following table describes the fields in the Bridge Routing Ports table.
Field Descriptions
Device IP address, system name, or host name of the device.
Ports Port numbers of the port on which frames are received.

Viewing port members of an STG

Use the Port Members table to view the ports that are members of the specified STG. Perform
the following procedure to open the Port Members table.

Procedure steps

In the Navigation pane, click an STG, and then select Members from the tab in the
content pane.
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Job aid

The following table describes the member table fields.

Field

Description

Device

IP address, system name, or host name of the device.

Port Members

Ports on the device that are members of the STG.

Viewing VLAN Port Members in MSTP

Use the Port Members table to view the ports that are members of the specified MSTI or CIST

instance.

Perform the following procedure to open the Port Members table.
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Procedure steps

1. From the navigation tree, select the MSTP folder.
2. Select the CIST folder or an MSTI folder.
3. Select a VLAN.

The Members table appears in the contents pane.

Highlighting information on the topology map

You can view VLAN information by highlighting it on the topology map. Highlighting information
on the topology map is helpful in monitoring and troubleshooting VLANS in your network. This
section provides information about the following topics:

* Viewing VLAN members on the topology map on page 90

* Viewing STG port members on the topology map on page 90

* Viewing STG root configuration on the topology map on page 91

Viewing VLAN members on the topology map

Perform the following procedure to highlight the members of a VLAN on the topology map.

Procedure steps

1. In the Navigation pane, choose a VLAN.

The Ports table appears in the VLAN Manager contents pane.
2. On the VLAN Manager menu bar, click Highligh on Topology.

The highlighted topology view appears in the COM contents pane.

Viewing STG port members on the topology map

When you select an STG in the VLAN Manager Navigation pane, you can view the devices
and ports associated with that STG in the COM network topology map. This view can assist
you in troubleshooting by identifying which ports are already members of the STG selected.

Perform the following procedure to highlight the STG ports on the topology map.
Procedure steps

1. In the VLAN Manager Navigation pane, choose an STG Members icon.

The STG Members table appears in the VLAN Manager contents pane.
2. On the VLAN Manager menu bar, click Highligh on Topology.
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The devices containing STG ports are highlighted with a color and the device IP
address.

Viewing STG root configuration on the topology map

You can get a quick view of which device is the root of the Spanning Tree Group and which
ports are in the forwarding and blocking state by selecting the STG root icon.

Perform the following procedure to highlight the STG root configuration on the topology map.

Procedure steps

1. In the Navigation pane, select an STG Root.

The Root table appears in the contents pane.
2. On the VLAN Manager menu bar, click Highligh on Topology.

The highlighted topology view appears in the COM contents pane with the root
displayed.
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Chapter 5: Using the MultiLink Trunking
Manager

Multi-Link Trunking (MLT) allows the physical links between multiple ports to be treated as a single logical
link so that they logically act like a single port with the aggregated bandwidth. Grouping multiple ports into
one logical link allows you to achieve higher aggregate throughput on a switch-to-switch or server-to-
server application. It also allows you to load balance the traffic across all available links.

With MLT, all the physical ports in the link aggregation group must reside on the same switch. The Split
MultiLink Trunking (SMLT) protocol does not have this limitation. SMLT allows the physical ports to be
split between two switches. The two switches between which the SMLT is split are known as aggregation
switches and form a logical cluster which appears to the other end of the SMLT link as a single switch.

The split may be at one or at both ends of the MLT, allowing you to configure any of the following topologies:

* SMLT square—Both ends of the link are split, and there is no cross-connect between diagonally
opposite aggregation switches.

* SMLT mesh— Each aggregation switch has a SMLT connection with both aggregation switches in
the other pair.

* SMLT triangle— A topology in which only one end is split. In an SMLT triangle, the end of the link
which is not split does not need to support SMLT. This allows non-Avaya devices to benefit from
SMLT, as long as they support 802.3ad static mode.

The Inter-Switch Trunk (IST) is an important part of the operation of the SMLT. The IST is an MLT
connection between the aggregation switches that allows the exchange of information about traffic
forwarding and about the status of individual SMLT links.

This section describes how to use MultiLink Trunking Manager to configure MLTs, SMLTs, and ISTs.

With COM 2.2, Avaya Virtual Services Platform (VSP) devices work in a similar way as ERS8600 devices,
except for the following:

* MLT IDs run from 1 to 512 MLTs.
* There is no SMLT ID in the VSP device. The MLT ID is used for both MLT and SMLT trunks.

WC devices work in a similar way as mERSS5600 devices. The workflow of the MLT manager for these
devices are similar to the mERS5600 devices, except that there are no SMLT IDs for WC devices.
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Navigation

» About MultiLink Trunking Manager on page 94

» Starting the MultiLink Trunking Manager on page 95

* Using the MultiLink Trunking Manager window on page 96

* Managing MultiLink Trunks on page 105

» Managing SMLT configurations on page 111

* Viewing MultiLink Trunking configurations on page 116

About MultiLink Trunking Manager

The MultiLink Trunking Manager in COM allows you to create and manage MLTs across
devices in a network. You can also use MultiLink Trunking Manager to manage Split MultiLink
Trunking (SMLT) and to configure ISTs.

The following sections describe Multilink trunk types and features:

» MultiLink Trunks in different switch types on page 94

» MultiLink Trunking Manager features on page 95

MultiLink Trunks in different switch types

The following table lists the number of MLTs available with each supported switch type.

Table 15: Maximum number of MLTs supported in different switches

Switch Maximum number of

MLTs

Passport 1000 Series switch 8

Ethernet Routing Switches 1424T/1648/1612/1624 6

Ethernet Routing Switch 8100 6

Ethernet Routing Switch 8600 and 8800 switches 128 in R-mode

Virtual Services Platform 512

BayStack 350/380/410/420/450/460/470 6
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Switch Maximum number of
MLTs
Business Policy Switch 2000 6
Ethernet Switch 325/425/460/470 6
Ethernet Routing Switch 5510, 5520, 5530 32
OM 1000 1
Ethernet Routing Switch 45xx, 25xx, 3510 6
Ethernet Routing Switch 5600 32
Wireless Controller 32
Ethernet Routing Switch 8300 32

MultiLink Trunking Manager features

MultiLink Trunking Manager supports devices that implement the Vlan and STG MIB groups.
MultiLink Trunking Manager allows you to:

* Create, delete, or modify MLTs/SMLTs across one or two devices.

* Configure an MLT/SMLT either before or after you physically connect the ports.

* View MLT/SMLT configuration information such as port and MLT membership.

* View MLT/SMLT links and ports in the network topology map.

Starting the MultiLink Trunking Manager

Perform the following procedure to start a MultiLink Trunking Manager.

Procedure steps

1. From the Configuration and Orchestration Manager window Navigation pane, click
Managers.

The list of managers appears on the left side of the window.
2. Click the Multilink Trunking Manager icon in the navigation tree.

The MultiLink Trunking Manager is launched and displayed in the content pane.
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Using the MultiLink Trunking Manager window

The MultiLink Trunking Manager window contains the parts identified in the following figure.
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Figure 9: MultiLink Trunking Manager window

The following table describes the parts of the MultiLink Trunking Manager window.

Table 16: MultiLink Trunking Manager window parts

Part Description

Navigation pane Provides a navigation tree showing MultiLink Trunking Manager
network folder resources.

Navigation pane tool bar | Provides tools for MultiLink Trunking Manager.

Contents pane Displays MultiLink Trunking Manager tables.

Contents pane toolbar Provides quick access to commonly used MultiLink Trunking
Manager commands. These commands apply only to the
Content pane table.

Navigation pane

The MultiLink Trunking Manager navigation pane provides access to devices based on the
type of multilink trunking, or SMLT. The Navigation pane has a Network folder. All the devices
are identified by their IP address, as discovered by COM. Adjacent devices are listed in the
device folder.

The following figure shows the Navigation pane.
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Figure 10: MultiLink Trunking Manager navigation pane

The Network folder has the following resources available in it.

* MLT Network folder on page 98

* SMLT Network folder on page 99

* SMLT Topology folder on page 101

MLT Network folder

The MLT Network folder displays all the configured trunks of the devices. When you click on
the nodes on the navigation pane inside the MLT Network folder, the contents pane displays
all the configured tasks of the device. When you click on the child nodes which is connected
to the parent devices, only the trunks connecting to the parent device appear. The following

figure and table shows the MLT Network folder and its contents.
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Figure 11: MLT Network

SMLT Network folder

The SMLT Network folder contains only the devices that are SMLT capable, and their child
nodes. The Inter-Switch Trunks (IST) contains a list of devices that have an SLT trunk
configured. The Single-SMLT (SSMLT) contains a list of devices that have a single port SMLT
trunk configured.

The following figure shows the SMLT Network folder and its contents.
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Figure 12: SMLT Network

100 Avaya Configuration and Orchestration Manager Administration — Utilities

The following figure shows the discovered Inter-Switch Trunks folder details.

Smitid

RunningType

O - R R R - - R -]

December 2010



Using the MultiLink Trunking Manager window

Dashboard MultiLink Trunking Manager

Devices 4 Trunks

4 & __J @ | Device IstSeszionEnable IstPeerip
& {2 Netweork 10127 231 115 Ennbile 244416
JMLT Mekwork 1012723172 ensble 1112
a ) SMLT Metwork
10.127.240.22
101272403
J10.127 240240
10127 24021
11012721 3
1012721 .72
10127982
10,127 24030
1101271402
10927 21 115
1012724020
101272403
1104272333
10412718511
1012745
101271802
1001272402
101272334
101271331
1012723173
=] Inter-Switch Trunk
SMLT Topology

1042721 .73 enable 1141

Estvian
4000
4000
4000

Figure 13: SMLT Network IST

SMLT Topology folder

The SMLT Topology folder contains the following three subfolders. These folders are
discovered at the time of launching the MultiLink Trunking Manager, or while performing a

rediscovery of all the MLT information.

* SMLT Triangles—contains aggregation devices folder and their SMLT client folder.

* SMLT Squares—contains four core aggregation devices.

* SMLT Meshes—contains four or more core aggregation devices.

The following figures shows the SMLT topology triangle expanded, along with trunk details
from one selected aggregation device folder.

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010 101



Using the MultiLink Trunking Manager

Cussbrboard St ink Trunking Manager *
Devices @ Tranks
& R O n 0RO
# (S Natvcrk i b Pormisnbers  Potlype  Visnkss  Eratle mroex  MmType  Smbd Furenglyps
LT Hetweerk
e, Ve w1472 000 0 e T
# CISLT Topoiogy Ll 1s-1 (KN e 5 st S mat
& ST Trianghes 3 Trurk i accons taise 0 rorma T o nomasaT
& Triangpe 1 & Tk s e ralze 0 reemasl o permanal
#/JSMLT Clent 5 Trunk#s sccoss taise 0 rormabLT 7 nomesLT
e I o wcens e 0 remanat o R
4 Aggregation Devices
Trurk #7 T
1002729 T2 Bl Tk ) — 0 rormabs. " e |
Hoazmn | |8 e ) Teise 0 reemanar o |
SIS Sopames 8 Tk acomss taine 0 roemanLT o [enmabT
ST Pl Meshes 10 Trurk #10 sccens raise 0 rormasa T o nomesLl
1 Trurs 911 accens taite 0 rormaT o nermanal
12 Trurk 2 sccens Falze 0 rormalA T o _
13 Trurk 913 e raise 0 rormaT I nermanel
18 Trunk 14 scoony taise 0 rormab T o neemanat
18 Trurk 915 sceTT talne 0 roemada T o _
18 T 118 oy talse 0 rormaLT I normanT
A7 Trurk #17 sccens taize 0 rormasat o ormab T
18 Tourk M8 access talze 0 rormanLT o nermanal
18 Tk #19 seemss rae 0 rormasa T o rermanat
0 Tk 0 sccess taize 0 rermanLT I nermanal
H Truek £ ==t L] 0 reemaddT ﬂ_
2 Tk ez aconny taize 0_rormana T o | |
Figure 14: SMLT Triangle
® M | FUHLRk Trurnkimg arace L|
% =8B B wazreaa F-] @
- — e R — — -
e k] —— - Y BayZeackds]  ——— iR A1
HH g ERSIAAT WAL e x"’r e ERB4EETE RS
ek LIETEA o W, BarpiaokdiD — — a
Mbcl__:jh-‘&m-l o a4
@ o [ N
@‘ @ .73 # /' GHRTE B
T35S LA ek S o —
loEmPIn WeaERI RECH / N
——r soe W e -
_ ¢ Jngar s whasvaa T
AT LIS / R e 10,157 £2.1
WAR AT Fodia = dFoin i ! | \ \, By a0 bl
ool ZralPsiet A | ! x
./ I'h. .‘"\-‘.
ﬁ [IRETRIERY M,
- ,.ftng!:m | ﬁ 1
iy b . 101713 & 5
. ? Ry Srank41 N
.-':"J 0Tl I'. E '
& L D@.,;,'I#“" LLNETE R,
— i - U
{0037 b a o | ERsexBOTRAE.
o g 001123 | \ .,
a ERST | 1 \ %
I 1 1 Y
e ! 5 ] '-
= e 101274511
& 0127 114,208 i h_*.i::ll 2 ER5aInF:
TR (LR Bt IS Tl II-f'.l'H \.‘
Baysackdil | - [

Figure 15: SMLT Triangle Topology
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Figure 16: SMLT Full mesh Topology

Navigation pane tool bar

The Navigation pane tool bar provide tools and commands to address discovery of trunks,
Preferences and topology highlights.

The following table lists the MultiLink Trunking Manager Navigation pane tool bar buttons.

Table 17: Navigation pane tool bar

Tools Toolbar button Description
Discover MultiLink & Discovers the network and reloads MultiLink
Trunks Trunking Manager with the latest information.
Highlight Topology 54 Highlights MLT items in the MultiLink Trunking

Manager contents pane.

Preferences = Identifies specific devices for MultiLink Trunking
Manager to configure and manage.

Help =) Opens the online Help.

Contents pane

When you choose a folder in the navigation pane, its contents are shown in the contents pane.

Perform the following procedure to view the folder in the contents pane.
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Procedure steps

1. Inthe COM Navigation pane, expand Managers, and then click MultiLink Trunking
Manager.

The MultiLink Trunking Manager window appears on the right side of the window.

2. In the Navigation pane of the MultiLink Trunking Manager window, select the
Network folder.

The list of devices appear in the Network folder.
3. Click on a device from the list in the Network folder.

The contents of the folder are displayed as a table in the contents pane, as shownin

the example.
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Figure 17: MultiLink Trunking Manager contents pane

Content pane tool bar

The Content pane tool bar provide tools to add an MLT, delete an MLT, commit the changes,
and undo the changes.

The following table lists out the tools available on Content pane tool bar.

Table 18: Content pane tool bar

Tools Toolbar Description
button
Insert &) Opens the Insert dialog box, where you insert an MLT on a
selected device. For more information, see Creating MLTs
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Tools Toolbar Description
button
on ERS 1424/16xx, ERS 8000, and VSP 9xxx devices on
page 105.
Delete e Removes a selection and displays a message box to

confirm deletion of the selected MLT. For more information,
see Deleting an MLT from ERS 1424/16xx, ERS 8000 or
VSP 9xxx on page 111.

Apply Changes | Applies any changes you have made to your MLT
configuration.

Revert Changes | = Allows you to undo the changes you have made to your MLT
configuration.

Help =)} Opens the online Help.

Managing MultiLink Trunks

This following topics describe common operations you can perform using MultiLink Trunking
Manager:

* Creating MLTs on ERS 1424/16xx, ERS 8000, and VSP 9xxx devices on page 105
* Viewing MLT port information on page 110

« Editing a port on an MLT on page 110
* Deleting an MLT from ERS 1424/16xx, ERS 8000 or VSP 9xxx on page 111
+ Editing an MLT on page 111

Creating MLTs on ERS 1424/16xx, ERS 8000, and VSP 9xxx devices

To create an MLT on Ethernet Routing Switch 1424/16xx, Ethernet Routing Switch 8000, and
VSP 9xxx devices, the device must have more than one connection to another device. With
MultiLink Trunking Manager, you can create an MLT on a device and then physically connect
the ports, or you can connect the ports first and then configure the MLT.

0 Important:

The procedures in this section do not apply to Ethernet Switch, Ethernet Routing Switch
55xx/35xx/45xx/25xx, or Legacy BayStack devices which are preconfigured with six MLTs.
You cannot delete or add MLTs to these switches.
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Insert MLT dialog box

The appearance of the Insert MLT dialog box differs depending on how you open it.

If you select a device folder and click Insert, the single-node Insert MLT dialog box appears.
For more information, see Creating an MLT with one device for ERS 8000 or VSP 9xxx on

page 106.

You can use the single-node Insert MLT dialog box to create MLT configurations even in
situations where the physical connections are absent or have not been detected by COM.

The following sections describe how to create MLTs on single devices and pairs of devices:
* Creating an MLT with one device for ERS 8000 or VSP 9xxx on page 106
* Creating an MLT with one device for ERS 1424/16xx on page 108

Creating an MLT with one device for ERS 8000 or VSP 9xxx

When you create an MLT with one device, MultiLink Trunking Manager considers only the ports
that are available on the one device. After you create an MLT on one device, you must also
configure and connect the ports in the second device before enabling the MLT.

To configure a new MLT with one Ethernet Routing Switch 8000 or VSP 9xxx device selected:
Procedure steps

1. Select a device from the first (folder) level of the MultiLink Trunking Manager
navigation pane.

The Device table appears in the contents pane.

2. For Ethernet Routing Switch 8000 devices or VSP 9xxx devices, On the Content
Pane Toolbar, click Add.

The Insert MLT dialog box appears.
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. In the Id field, select the Id number for the MLT.
4. In the Name field, type the name of the MLT.
. In the Port members field, select the ports to be added to the MLT.

Inactive ports in the Ports box specify that they are not available for creating any
MLTs.

. Select the Port type option.

The default is access.

7. In the Vlanlds field, select the VLAN IDs that belong to the MLT port.
8. For MLT Type, choose normalMLT.

The istMLT and splitMLT types, and also the SMLT Id value, are used only for split
multilink trunks. For more information, see Managing SMLT configurations on
page 111.

. Click Save.

Insert MLT dialog box for ERS 8000 or VSP 9xxx

The following table describes the items in the Insert MLT dialog box.
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Table 19: Insert MLT dialog box items for ERS 8000

Item Description

Id Unique identifier for the MLT, which is automatically assigned by MultiLink
Trunking Manager.

Name User-defined name of the node on the MLT.

Port Members Ports in the MLT.

Port Type One of the following types of MLT:
» Access
* Trunk

The default is Access.

Vlan IDs VLAN IDs found on the device.

MLT type One of the following types of MLT links:
* normalMLT- Use for normal MLT that do not use SMLT features.

* istMLT- Use for IST (inter-switch trunk) links between peer devices in
SMLT configurations.

* splitMLT- Use for SMLT links between peer devices and non-peer
devices in SMLT configurations.

SMLT ID Sets the SMLT ID number for IST links.

Note:
In the VSP device there is no SMLT ID. The MLT ID is used for both MLT and SMLT trunks.

Creating an MLT with one device for ERS 1424/16xx

When you create an MLT with one device, MultiLink Trunking Manager considers only the ports
that are available on the one device. After you create an MLT on one device, you must also
configure and connect the ports in the second device before enabling the MLT.

Perform the following procedure to configure a new MLT with one Ethernet Routing Switch
1424/16xx device selected.

Procedure steps

1. Select a device from the first (folder) level of the MultiLink Trunking Manager
navigation pane.

The Device table appears in the contents pane.

2. For Ethernet Routing Switch 1424/16xx devices, On the Content Pane Toolbar, click
Add.
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The Insert MLT dialog box appears.
In the Id text box, select the Id number for the MLT.

4. In the Name text box, type the name of the MLT.

In the Port Members box, select the ports to be added to the MLT.

Inactive ports in the Ports box specify that they are not available for creating any
MLTs.

. Select the Port type option.

The default is access.

7. In the Vlanlds field, select the VLAN IDs that belong to the MLT port.
8. For MLT Type, choose normalMLT.

The istMLT and splitMLT types, and also the SMLT Id value, are used only for split
multilink trunks. For more information, see Managing SMLT configurations on
page 111.

. Click Save changes.

Insert MLT dialog box for ERS 1424/16xx

The following table describes the items in the Insert MLT dialog box.

Table 20: Insert MLT dialog box for ERS 1424/16xx

Item

Description

Unique identifier for the MLT, which is automatically assigned by MultiLink
Trunking Manager.

Name

User-defined name of the node on the MLT.

Port Type

One of the following types of MLT:
* Access
* Trunk

The default is Access.

Vlan IDs

VLAN IDs found on the device.

MLT type

One of the following types of MLT links:
* normalMLT- Use for normal MLT that do not use SMLT features.

* istMLT- Use for IST (inter-switch trunk) links between peer devices in
SMLT configurations.

* splitMLT- Use for SMLT links between peer devices and non-peer
devices in SMLT configurations.

Ports

Ports in the MLT. The maximum number of ports for one trunk is four.
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Viewing MLT port information

Perform the following procedure to view port information as you configure an MLT.

Procedure steps

1. In the navigation pane, select an MLT.

The MLT table appears in the contents pane.
2. In the table, double-click the PortMembers field.

The PortMembers dialog box appears.

Port Members *
card 1 010z | oz 04| o8| oa)or | og [os | 10 11|12 | 2 1e] 18] 08 | 7] 1@ | 19|20 |21 22 [as [2a

Up .ann . Testing .

| save || cancel |
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3. In the MLT Table, click ... to view the port information.

To open the Insert MLT dialog box, see Creating an MLT with one device for ERS 8000 or VSP
9xxx on page 106.

The information displayed in the dialog box includes the VLAN(s) and STG(s) to which the port
belongs and the port link status. The port link status information includes whether the port is
up or down and what other device/ports the port is connected to.

Editing a port on an MLT

Perform the following procedure to edit a port on an existing MLT.

Procedure steps

1. In the navigation pane, select an MLT.

The MLT table appears in the contents pane.
2. In the table, double-click the PortMembers field.

The PortMembers dialog box appears.

Port Members X
card 1 01] 0z | oz| 0a] s | oa| or | oa | | 10| 11|42 | 1z 14| 5| 16| 97| 15| 18 |20 | 21| 22 |25 [2s

Up .Dn:uwn . Testing .

[ Save ] I Cancel
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3. Click the port numbers that you want to add or delete from the MLT.

Port numbers that appear to be pressed in are already being used, and port
numbers that are dimmed are inactive.

4. Click Save.

Deleting an MLT from ERS 1424/16xx, ERS 8000 or VSP 9xxx

Perform the following procedure to delete an MLT from an Ethernet Routing Switch 1424/16xx
or 8000, or VSP 9xxx.

Procedure steps

1. In the navigation pane, select a device.
The MLT table appears in the content pane.
2. Select a field you want to delete in the table.
3. Click Delete from the Content Pane toolbar..
The Delete dialog box appears, asking you to confirm the deletion.
4. Click Ok.

Editing an MLT

Perform the following procedure to edit an MLT.

Procedure steps

1. In the navigation pane, select a device.

The MLT table appears in the contents pane.

2. Double-click the field in the table.

3. Type information in the text boxes, or select from a list.
Your changes are displayed in bold.

4. On the Content Pane Toolbar, click Apply Changes.

Managing SMLT configurations

Mission critical networks require resiliency, and as a result, must be designed with a number
of redundancy features. Within the Passport 8000 Series switch, such features include CPU
redundancy and link redundancy using MLT.
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In order to provide device redundancy, most enterprise networks are designed with redundant
connections between aggregation (core) switches and user access switches. For networks
with just one aggregation switch, MLT provides redundancy and load sharing.

SMLT improves the reliability of a Layer 2 (L2) network operating between a building user
access switches and the network center aggregation switch. It does so by providing
loadsharing among all the links and fast failover in case of link failures.

An Interswitch Trunk (IST) operates between the aggregation switches and allows them to
exchange information. This permits the rapid detection of any faults and the modification of
forwarding paths.

0 Important:

Although SMLT is primarily designed for layer 2 networks, it provides benefits for layer 3
networks as well.

To configure SMLT, you must establish three sets of configurations on the devices:

* On the two peer aggregation switches, you configure an IST (inter-switch trunk). For more
information, see Configuring IST links on page 112.

* On the two peer aggregation switches, you configure SMLT links to the edge switch. For
more information, see Configuring SMLT links on peer devices on page 113.

* On the nonpeer device, you configure normal MLT links to the two peer devices. For more
information, see Configuring SMLT links on non peer devices on page 114.

* On the two peer devices, you configure the IST peers. For more information, see
Configuring IST peers on page 114.

Configuring IST links

You can configure IST links in SMLT configurations on a single device. When you configure
IST links on a single device, you must also repeat the same procedure to configure the IST
links on the device at the other end of the IST.

Configuring IST links on a single device

The following procedure describes how to configure an IST link on a single device. You must
also perform this procedure to configure the other end of the IST.

Perform the following procedure to configure an IST link on a single device.
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Procedure steps

1. In the MultiLink Trunking Manager navigation pane, select a folder for one of the
devices on which you want to configure the IST.

On the Content Pane Toolbar, click Add.

The Add MLT dialog box for a single node appears.

In the Id box, enter an ID number.

o~ oobd

In the Name box, enter a name for the IST. Use the same name as for the other end
of the IST.

6. In the Ports areas, select the ports that will be part of the IST.
7. For Port Type, select trunk.

8. Inthe Vlanld box, select the VLAN. All ports on the SMLT configuration must belong
to the same VLAN.

9. For the MLT Types, choose istMLT.
10. Click Save.

Configuring SMLT links

When you configure SMLT links, you must configure the two ends of the link separately:

* You configure a splitMLT link on the peer device. For more information, see Configuring
SMLT links on peer devices on page 113.

* You configure a normalMLT link on the non-peer device. For more information, see
Configuring SMLT links on non peer devices on page 114.

Configuring SMLT links on peer devices

Perform the following procedure to configure SMLT links on peer devices.

Procedure steps
1. In the MultiLink Trunking Manager navigation pane, select a folder for the peer
device on which you are configuring the link.

2. On the Content Pane Toolbar, click Add. The Add MLT dialog box for a single node
appears. For more information, see Insert MLT dialog box for ERS 8000 or VSP
9xxx on page 107

3. Inthe ld box, entera MLT ID. For SMLT links on peer devices, the MLT ID is ignored.
4. In the Smit Id box, enter an SMLT ID number.

The SMLT ID for the SMLT links on both peer devices must be the same.
5. In the Name box, enter a name for the MLT.
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6. Inthe Ports area, select the ports on the peer device that are part of the SMLT link.
7. In the Vlanlds box, select the VLAN. All ports on the SMLT configuration must

belong to the same VLAN.

8. For the MLT Type, choose splitMLT.
9. In the SMLT Id field, enter the SMLT Id.

10.

Click Save.

Configuring SMLT links on non peer devices

You can configure all of the ports for both SMLT links of an SMLT configuration at the same
time. For the MLT type, you choose normalMLT.

Perform the following procedure to configure SMLT links on a nonpeer device.

Procedure steps

1.

In the MultiLink Trunking Manager navigation pane, select a folder for the non-
peer device on which you are configuring the link.

. On the Content Pane Toolbar, click Add.

The Add MLT dialog box for a single node appears.
In the Id box, enter an MLT ID.

4. In the Name box, enter a name for the MLT.

In the Ports area, select all of the ports on the non-peer device that will be part of
the SMLT configuration.

In the Vlanlds box, select the VLAN. All ports on the SMLT configuration must
belong to the same VLAN.

7. For the MLT Type, choose normalMLT.
8. Click Save.

Configuring IST peers

114

After configuring the IST links using the procedure in Configuring IST links on page 112, you

must configure the IST peers.

Perform the following procedure to configure IST peers.

Procedure steps

1.
2.

In the MultiLink Trunking Manager navigation pane, open the Smit Network folder.
In the SmIt Network folder, click the Inter-Switch Trunk folder.

The contents pane shows all of the devices with inter switch trunks configured.
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3. For the IstPeerlp of each peer device, enter the IP address associated with the
VLAN on the other peer in the SMLT configuration.

© N o 0 &

Forthe IstVIanld of both peer devices, enter the VLAN ID of the SMLT configuration.
All ports in an SMLT configuration must be in the same VLAN.

Click Apply.
For the IstSessionEnable of both peer devices, click the entry to select true.
Click Apply.

Configuring a single port SMLT

Ports that are already configured as MLT or MLT-based SMLT cannot be configured as single
port SMLT. You must first remove the split trunk and then reconfigure the ports as a single port

SMLT.

Perform the following procedure to configure a single port SMLT.

Procedure steps

1. In the MultiLink Trunking Manager navigation pane, under the SMLT Network
folder, select the Single-Port Smit folder.

N o a s~ e D

On the Content Pane Toolbar, click Add.

The Add Single-Port MLT dialog box appears.

In the IP Address field, choose a device IP from the list.
Enter an SMLT Id.

In the Port field, choose a port.

Click Save.

Job aid
The following table describes the items in the Insert SSmit dialog box.
Item Description
IP Address IP address of the network device.
Smit Id The Split MLT ID, an integer from 1 to 512.

* A read-only field with a value of 1 to 512 indicates the port single port

SMLT ID assignment.

*» A blank field indicates the port is not configured for single port SMLT.
Find an unused SMLT ID by viewing the currently-used IDs.

Port

The slot or port number on the card.
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Deleting a single port SMLT

Perform the following procedure to delete a single-port SMLT.
Procedure steps
1. In the navigation pane, select the single-port SMLT folder.
2. On the Content Pane Toolbar, click Delete.

The Delete dialog box appears, asking you to confirm the deletion.
3. Click Yes.

Viewing MultiLink Trunking configurations

In the MultiLink Trunking Manager navigation pane, the navigation tree shows the IP addresses
of discovered devices. Icons associated with |IP addresses on the branches indicate the
following types of MLTs:

» Trunk—a switch that links to another device in the network and has MLT configurations.

* No trunk—a switch that links to another device in the network but does not have an active
MLT configured.

* Isolated—a switch connected only to a hub.

The following sections describe how to use MultiLink Trunking Manager:

* Viewing trunk connections on page 116

* Viewing no trunk configurations on page 118

* Viewing isolated devices on page 119

* Viewing interswitch trunks on page 120

* Viewing SMLTs on page 121

* Viewing single port SMLTs on page 121

* Updating information in the MultiLink Trunking Manager on page 122

* Viewing devices and MLT links on the topology map on page 123

Viewing trunk connections

You can view the trunk connections for an MLT and configure new trunks to increase
bandwidth.
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Perform the following procedure to view trunk connections.

Procedure steps

In the navigation pane, select a device that is represented by a trunk icon.

%

The Trunk table appears in the contents pane.

Job aid

The following table describes the fields in the Trunk table.
Field Description
Device IP address, system name, or host name of the device.
Id Number of the MLT (assigned by MultiLink Trunking Manager).
Name Allows you to enter a name for the MLT.
PortMembers Ports that are assigned to the MLT.
PortType Type of port on the MLT (access or trunk).
Vlanlds VLAN to which the ports belong.
Enable Indicates whether the MLT is enabled (true) or disabled (false).
Ifindex Interface index, a number from 96 to 4097, that identifies the MLT to
the software.
MlitType One of the following types of MLT links:
* normalMLT—used for normal MLT that do not use SMLT features.
* istMLT—used for IST (Inter-Switch Trunk) links between peer
devices in SMLT configurations.
* splitMLT—used for SMLT links between peer devices and non-peer
devices in SMLT configurations.
Smitld Shows the SMLT ID number for split MLTs.

RunningType

Read only field displaying the MLT operational type:
* normalMLT

* istMLT

* splitMLT
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Viewing no trunk configurations

No trunk configurations are links between two devices that are not MLTs. To have an MLT or
trunk connection, there must be more than one connection between two devices. Often No
trunk configurations are single links between two devices.

Perform the following procedure to view No trunk configurations.

Procedure steps

In the MultiLink Trunking Manager navigation pane, select a device IP address above
the IP address represented by a no trunk icon.

%
Job aid
The following table describes the fields in the No Trunk table.
Fields Description
Device IP address, system name, or host name of the device.
Id Number of the MLT.
Name Name given to the MLT.
PortMembers Ports that are assigned to the MLT.
PortType Type of port on the MLT (access or trunk).
Vlanlds VLAN(s) to which the ports belong.
Enable Whether the MLT is enabled (true) or disabled (false).
Ifindex Interface index, a number that identifies the MLT to the software. The
range is:

» 512-519 for Passport (legacy) 1050, 1150, 1200, and 1250 devices
* 4096—-4127 for Ethernet Routing Switch 8000 family devices

MitType For SMLT configurations, shows one of the following types of MLT
links:

* normalMLT—used for normal MLT that do not use SMLT features.

* istMLT—used for IST (inter-switch trunk) links between peer devices
in SMLT configurations.

* splitMLT—used for SMLT links between peer devices and nonpeer
devices in SMLT configurations.
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Fields Description
Smitld Shows the SMLT ID number for split multilink trunk links.
RunningType Read only field displaying the MLT operational type:
* normalMLT
* istMLT
* splitMLT

Viewing isolated devices

Isolated devices have one or more connections to a hub or bus, but are not connected to
another switch.

Perform the following procedure to view the isolated devices.

Procedure steps

In the MultiLink Trunking Manager navigation tree, expand the Isolated folder, and then
select an isolated device.

The Isolated Device table appears in the contents pane.

Job aid
The following table describes the fields in the Isolated Device table.
Field Description

Device IP address, system name, or host name of the device.

Id Number of the MLT.

Name Name given to the MLT.

PortMembers Ports that are assigned to the MLT.

PortType Type of port on the MLT (access or trunk).

Vlanlds VLAN(s) to which the ports belong.

Enable Indicates whether the MLT is enabled (true) or disabled (false).

Ifindex Interface index, a number that identifies the MLT to the software. The
range is:
» 512-519 for Passport (legacy) 1050, 1150, 1200, and 1250 devices
* 4096-4127 for Ethernet Routing Switch 8000 family devices
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Field Description
MitType For SMLT configurations, shows one of the following types of MLT
links:
» normalMLT—used for normal MLT that do not use SMLT features.
* istMLT—used for IST (inter-switch trunk) links between peer devices
in SMLT configurations.
* splitMLT—used for SMLT links between peer devices and non-
peer devices in SMLT configurations.
Smitld Shows the SMLT ID number for split multilink trunk links.
RunningType Read only field displaying the MLT operational type:
* normalMLT
* istMLT
* splitMLT

Viewing interswitch trunks

Inter-switch trunks are links between peer devices in SMLT configurations.

Perform the following procedure to view interswitch trunks.

Procedure steps

In the MultiLink Trunking Manager navigation tree, select the Interswitch Trunk under
the Smit Network folder. The inter-switch trunk table appears in the contents pane.

Job aid
The following table describes the fields in the inter-switch trunk table.
Field Description
Device Identifies the device on which the IST is configured.
IstSession Lets you enable or disable the IST session.
Enable
IstPeerlp Lets you enter the IP address of the peer device at the other end of the
IST.
IstVlanld Lets you enter the VLAN ID for the IST.
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Viewing SMLTs

An SMLT improves the reliability of a Layer 2 (L2) network operating between a building's user
access switches and the network center aggregation switch. It does so by providing
loadsharing among all the links and fast failover in case of link failures. For more information
about configuring single port SMLTSs, see Viewing single port SMLTs on page 121.

Perform the following procedure to view SMLT.

Procedure steps

In the MultiLink Trunking Manager navigation pane, select the any device node under
SMLT folder. The SMLT table appears in the contents pane.

Job aid
The following table describes the fields in the SMLT table.
Field Description
Device IP address, system name, or host name of the device.
Id Number of the MLT (assigned by MultiLink Trunking Manager).
MltType One of the following types of MLT links:

* normalMLT-Use for normal MLT that do not use SMLT features.

* istMLT— Use for IST (inter-switch trunk) links between peer devices
in SMLT configurations.

* splitMLT—Use for SMLT links between peer devices and non-peer
devices in SMLT configurations.

Smitld Shows the SMLT ID number for split MLTs.
RunningType Read only field displaying the MLT operational type:
* normalMLT
« istMLT
* splitMLT

Viewing single port SMLTs

Perform the following to view single-port SMLT.
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Procedure steps

In the MultiLink Trunking Manager navigation pane, select the Single-port SMLT
under the Smit Network folder. The single-port SMLT table appears in the contents
pane.

Job aid
The following table describes the fields in the Single-port SMLT table.
Field Description
Device IP address, system name, or host name of the device.
Smit ID The Split MLT ID, an integer from 1 to 512.

* A read-only field with a value of 1 to 512 indicates the port's
single port SMLT ID assignment.

* A blank field indicates the port is not configured for single port
SMLT. Find an unused SMLT ID by viewing the currently-
used IDs.

Port The slot/port number for the port.

OperType Read only field displaying the MLT operational type:
* normalMLT

« istMLT

* splitMLT

VlanIDs VLAN IDs for the single-port SMLT.

Updating information in the MultiLink Trunking Manager

You can discover the devices in the MultiLink Trunking Manager window with MultiLink trunk
information polled from the network devices. You can use this feature to load any updated
information that took effect since you opened MultiLink Trunking Manager.

Perform the following procedure to discover the MultiLink trunk information.

Procedure steps

1. On the MultiLink Trunking Manager window, click Discover MultiLink Trunks on
Navigation pane tool bar.

COM rediscovers all trunks, and the operation result dialog box appears.
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Operation Result

Completed: 13 § 13, [Errors: 6, Warnings: 0]

”_ Dietails J

o]
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2. Click Ok to view the MultiLink Trunking Manager window.
R

Click Details to view the errors and warnings, if any.

®)

Viewing devices and MLT links on the topology map

COM displays the topology information from MultiLink Trunking Manager in the contents pane.
Perform the following procedure to highlight devices and their MLTs in COM.

Procedure steps

2. From the MultiLink Trunking Manager menu bar, choose Highlight On Topology.
The trunk table is highlighted.
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3. Return to the MultiLink Trunking window.
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The topology view appears in the COM contents pane with devices connected to
the MLT highlighted in blue and the ports in the MLT or SMLT highlighted in green.
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Chapter 6: Using Security Manager

This section describes Security Manager and how to use it to manage access to the devices in your
network.

Navigation

» About Security Manager on page 125

« Starting Security Manager on page 127

* Using the Security Manager window on page 127

+ Creating and managing security groups on page 130

+ Configuring the authentication method on page 134

+ Configuring management access on page 142

+ Creating and configuring access policies on page 167

About Security Manager

Security Manager provides a centralized location where you can manage access to the devices
in your network. You can use Security Manager to:

* group together devices to which you want to apply to same passwords and access policies

* choose the authentication method for a security group (either RADIUS or TACACS
authentication)

» choose different types of management access (such as CLI, Web, SNMP, or SSH access)

* create access policies and apply them to security groups, or to individual devices within
a security group

* synchronize, change, and view passwords and access policies

0 Important:

This functionality is not to be confused with the Device and Server Credentials offered
through UCM-CS services. The functionality described in this chapter addresses adding/
deleting/changing the passwords on the device itself.
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Note:

Security Manager functionality for VSP 9xxx works the same as ERS 8600. SSH device
groupings include VSP 9xxx devices with the ERS 8000 family of devices. IPv6 support for
Radius server is not supported. The tab for IPv6 Radius Server is present, but the add
functionality filters out VSP devices.

Supported devices

The following table lists the devices that are supported by Security Manager.

Table 21: Devices supported by the Security Manager

Type of access Device type
CLI and Web Passport 1050/1150/1200/1250

Ethernet Routing Switch 8xxx
Ethernet Routing Switch 16xx 2.0 or later (WEB only)

Virtual Services Platform 9xxx

Access Policy and RADIUS Passport 1050/1150/1200/1250
server

Ethernet Routing Switch 8xxx

Ethernet Routing Switch 16xx 2.0 or later

Virtual Services Platform 9xxx

SNMP Ethernet Routing Switch 8xxx (except for 83xx) earlier
than 3.7

Passport 1050/1150/1200/1250
SNMPv3 Ethernet Switch 325, 425, 460, 470
Ethernet Routing Switch 55xx 56xx

Ethernet Routing Switch 45xx

Ethernet Routing Switch 25xx
Ethernet Routing Switch 8xxx 3.3 and up (8300 all)

Ethernet Routing Switch 16xx 2.0 or later

Virtual Services Platform 9xxx

Wireless Controller 8xxx

SSH Ethernet Routing Switch 8300 2.1.1 and up

Ethernet Routing Switch 16xx 2.0 or later

Ethernet Routing Switch 8xxx (excluding 8300) 3.2.1 and
up
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Type of access

Device type

Business Policy Switch 2000 2.5.0 and up

Ethernet Switch 460, 470 2.5.0 and up

Ethernet Routing Switch 55xx 56xx 4.0.0 and up

Ethernet Switch 425/420/325 3.0 and up

Ethernet Routing Switch 45xx 4th version digit odd

Virtual Services Platform 9xxx

Wireless Controller 8xxx

TACACS

Ethernet Routing Switch 8600 5.1 and up

Ethernet Routing Switch 8300 2.2 and up

Virtual Services Platform 9xxx

Starting Security Manager

Perform the following procedure to start Security Manager.

Procedure steps

1. In the Configuration and Orchestration Manager window Navigation pane, click the
+ sign to open the list of Managers.

2. Click on the Security Manager icon in the navigation tree.

The Security Manager dialog box appears.

Using the Security Manager window

The following figure shows the Security Manager window.
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Figure 18: Security Manager window

The following table describes the parts of the Security Manager window.

Table 22: Parts of the Security Manager window

Part Description

Tool bar Provides quick access to commonly used Security Manager commands.
For more information, see Toolbar and Contents pane buttons on page
128.

Navigation Allows you to navigate security settings for the current network devices. For

pane more information, see Navigation pane on page 129.

Contents Displays elements of the folder or element selected on the navigation pane.

pane For more information, see Contents pane on page 130.

Toolbar and Contents pane buttons
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The following table describes the Security Manager menu bar commands and toolbar buttons.

Table 23: Security Manager Menu bar commands and toolbar buttons

Command Tool bar Description
button
Add @) Creates a new security group that contains devices of the
current domain type (CLI, WEB, SNMP, Access Policy,
Radius Server, SSH, TACACS).
Delete =] Removes the selected security group from Security
manager.
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Command Tool bar Description
button

Edit ¥ Modifies the current device list contained inside the
security group.

Reload 2, Rediscovers the network and reloads Security Manager
with the latest information. For more information, see
Reloading Security Manager on page 133.

Revert 5 Undo any unapplied change you made to a record.

Changes

Apply Changes | Applies your settings to all of the devices in the security
group.

Navigation pane

The Security Manager navigation pane displays a hierarchical folder tree that you can use to
navigate to security groups.

The following figure shows the navigation pane of the Security Manager window.

Security Manager

Network
* A~
4 | Network
| Password
| Access Policy
Radus Server
4 ) SNWPV3
:»Merbcr:
ch
fofo
4 JSEH

| ERS S000/VSP S0

4 ] ES, ERS S5:0056 M SB35 R25xx, WWC Sxoxx

5 Members
|TACACS

Figure 19: Security Manager navigation pane

Note:

Not all device groupings are supported on all devices that COM supports. If you select a
device grouping that is not supported, the tab appears, but no further data appears because
the MIB attributes are not present. Therefore you are not permitted to add a device.
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Contents pane

The content pane only displays detailed information for each device selected in the navigation
pane. For each device you select in the navigation pane, the contents pane displays the
Address, System Name, Version, and System Description.

Creating and managing security groups

The following sections describe how to use Security Manager to create and modify security
groups:

* Creating security groups on page 130

» Adding new devices to a security group on page 131

 Saving security group settings on page 132

* Reloading Security Manager on page 133

« Editing Security Groups on page 133

* Deleting security groups on page 134

Creating security groups

Perform the following procedure to create a security group.

Procedure steps

1. In the navigation pane, browse and select one of the following application folders:
* Access Policy
* Radius Server
* SNMPv3
* SSH
* TACACS

OR Under the Password folder, select CLI, WEB or SNMP.
2. On the Toolbar, click Add (the + sign).

The Add Group dialog box appears.
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Add Group

Group Properties

Group Mame; |

Devices

Device
172161202
172161205

[ Save ] [ Close ] [ Help ]

3. In the Group Name field, type a new group name.

4. In the device list, choose the devices that you want to include in the new security
group. OR Click the device check box to select all devices at the same time.

5. Click Save.

The Security Manager creates a new security group containing the selected
devices.

Job aid
The following table describes the Add Group dialog box.
Part Description
Group Allows you to enter a name for the new security group. The new security group
Name should have a unique name.

Device list | Displays a list of devices that you can add to the new security group.

Adding new devices to a security group

Perform the following procedure to add additional devices to an already existing security group.
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Procedure steps

1. Open the folder for the security group to which you want to add a device.
2. Click Add.

The Add group dialog box appears.

Add Group ¥

Group Properties

GroLp Mame:

Devices

Device

101261 .2 ﬂ
101261019M

1012610129

10127222

10127223
101272212 ;I

OO0EEOOO

[ Save ] [ Close ] [ Help ]

3. If you want to change the name of the group, type the new name in the Group Name
field.

4. Select the check box corresponding to the devices you want to add to the group.

5. Click Save. The device gets added to the group and appears on the Navigation
pane under the group.

If you do not want to add the device, click Close.

Saving security group settings
Security Manager saves all security group information to the local hard disk when you close

the Security Manager window. When you restart Security Manager, it reloads the saved
security group settings.
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Reloading Security Manager

Security Manager allows you to refresh the information in the window with security information
polled from the network devices. You can use this feature to load any updated information that
took effect since you opened Security Manager.

Perform the following procedure to reload the security information.

Procedure steps

1. On the Security Manager tool bar, click Reload Security manager. A dialog box
appears asking for confirmation to reload the Security Manager.

Confirm ®
9P ) Reload Security Manager ?
L]

| Yes | | Mo

2. Click Yes to reload the Security Manager.

COM reloads topology information from the network devices and refreshes the
Security Manager window with it.

3. If you do not want to reload the Security Manager, click No.

Editing Security Groups

Perform the following procedure to edit selected devices in a security group.

Procedure steps

1. In the navigation pane, browse and select one of the following application folders:
* Access Policy
* Radius Server
* SNMPv3
* SSH
* TACACS

OR Under the Password folder, select CLI, WEB or SNMP.
2. Click the device in the security group folder that requires editing..
3. Click Edit. The Edit group dialog box appears.
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Edit Group ¥

Group Properties

GroLp Mame: AccessPolicyl

Devices

Device

1012612 ﬂ
10127 2212

101272213

10127452

10127453
10127 462 LI

OO0OO0FRKEDIO

[ Save ] [ Close ] [ Help ]

4. If you want to change the name of the group, type the new name in the Group Name
field.

5. Click Save.

Deleting security groups

Perform the following procedure to delete a security group.

Procedure steps

1. In the navigation pane, select the security group that you want to delete.

2. On the Tool bar, click Delete (the - symbol). A dialog box appears asking for
confirmation to delete security group.

3. Click Yes to delete the security group.

Configuring the authentication method

You can specify a centralized server—such as a RADIUS server or a TACACS server—to
authenticate the credentials of users that access devices in a security group. If you do not
specify a centralized server, users are authenticated locally on the device by default.
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The following sections describe how to use Security Manager to configure the authentication
method used by security groups in your network:

* Configuring RADIUS authentication on page 135

* Configuring TACACS authentication on page 139

Configuring RADIUS authentication

The following sections provide information about using a RADIUS server with a security group.

» Adding RADIUS servers on page 135
* Setting global RADIUS server parameters on page 138

» Removing RADIUS servers on page 139

Adding RADIUS servers

Perform the following procedure to add a RADIUS server to a security group.
Procedure steps

1. Under the Radius Server folder in the navigation pane, click the folder for the
security group for which you want to add a RADIUS server.

2. In the contents pane, click the Radius Servers tab.
3. On the Tool bar, click Add (the + symbol).

The New Radius Servers Entry dialog box appears.
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SM - New Radius Servers Entry [g]
Add Entry
Address 0.0.0.0 |
UsedBy cli |V |
Priarity 10 1..10
Timeout 3 1..20
Enable true |V |
MaxRetries 1 0.6
|ddpPort a1z 1..65536
Secretkey
AcctEnable true | v |
AcctUdpPort 1813 1..65536
Sourcelpdddr 0.0.0.0
Devi |
b I
Device
172461202
@[ 172160208

o[ cse ]

Job aid

136 Avaya Configuration and Orchestration Manager Administration — Ultilities

0 Important:

The default values for the RADIUS port (UdpPort) and the RADIUS accounting
port (AccUdpPort) are 1812 and 1813, respectively. Many legacy servers use
default ports 1645 and 1646, respectively. You must ensure that the ports
specified in this table match the ports on which your RADIUS servers are
listening.

4. Set the dialog box parameters as appropriate.
5. Click OK.

The Security Manager creates a new entry on the Radius Server tab.

Security Manager applies your changes only to the changed devices in the security
group.

The following table describes the New Radius Servers Entry dialog box.

Part Description

Address Specifies the IP address of the new server.
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Part Description

UsedBy Configures accesses for cli, igap, snmp and eap as they require
RADIUS server authentication.

Priority Specifies the priority between 1 and 10 of the new RADIUS server.

TimeOut Specifies the number of seconds, between 1 and 10, between
retransmissions from the client to the RADIUS server.

Enable Enables the RADIUS server.

MaxRetries Specifies the maximum number of retries, between 1 and 6, to allow
requests to the server.

UdpPort Specifies the UDP port number, between 1 and 65536, that the client
will use to send requests to the server.
The default value is 1812.

SecretKey Specifies the secret key of the authentication client.

AccEnable Allows you to enable accounting on the RADIUS server.

AccUdpPort Allows you to enter the UDP port number of the RADIUS accounting

server.
The default value is 1813.

SourcelpAddr

Configures the source IP address for RADIUS packets.

The following table describes the Radius Servers tab.

Table 24: Radius Servers tab of the Attributes folder

Part Description
Address Allows you to enter the IP address of the new server.
UsedBy Configures accesses for cli, igap, snmp and eap as they require
RADIUS server authentication.
Priority Allows you to enter the priority between 1 and 10 of the RADIUS server.
TimeOut Allows you to enter the number of seconds, between 1 and 10, that you
require between retransmissions from the client to the RADIUS server.
Enable Allows you to enable the RADIUS server.
MaxRetries Allows you to enter the maximum number of retries, between 1 and 6,
that you require to allow requests to the server.
UdpPort Allows you to enter the UDP port number, between 1 and 65536, that
the client will use to send requests to the server.
0 Important:
The UDP port value set for the client must be the same as the value
set for the RADIUS server.
SecretKey Allows you to enter the secret key of the authentication client.
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Part Description
AccEnable Allows you to enable accounting on this RADIUS server.
AccUdpPort Allows you to enter the UDP port number of the RADIUS accounting
server.
SourcelpAddr Configures the source IP address for RADIUS packets.

Setting global RADIUS server parameters

Perform the following procedure to set global RADIUS server parameters.
Procedure steps

1. Under the Radius Server folder in the navigation pane, open the folder for the
security group for which you want to set global RADIUS server parameters.

2. In the contents pane, click the Radius Global tab.

Group Details
i Radius Glabal | Radis Servers
&E¥308@ @
false [ f 'I:Er 19:; " faise 133
3. Set the parameters as appropriate.
4. On the Security Manager tool bar, click Apply Changes.
Security Manager applies your changes only to the changed devices in the security
group.
Job aid

The following table describes the Radius Global tab.

Part Description

Enable Allows you to enable or disable the RADIUS authentication feature
globally.

MaxNumber Allows you to set the maximum number of servers, between 1 and 10,

Server that you want to use.

Attribute Value | Allows you to set the value for Access-Priority attribute. The default is
192.

AcctEnable Allows you to enable or disable accounting on this RADIUS server.
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Part Description
AcctAttribute Allows you to set the account attribute value, ranging from 192 to 240.
Value This attribute is vendor-specific and is different from the attribute value
used for authentication.

Removing RADIUS servers

Perform the following procedure to remove a RADIUS server from a security group.

Procedure steps

1. Under the Radius Server folder in the navigation pane, open the folder for the
security group for which you want to remove a RADIUS server.

2. In the contents pane, click the Radius Servers tab.
3. Click any cell of the entry for the RADIUS server that you want to remove.
4. On the Tool bar, click Delete (the - symbol).
The system asks for confirmation on deleting the entry.
5. Click Yes to delete the selected entry.

Security Manager deletes the selected entry in the RADIUS server table.

Configuring TACACS authentication

You can use Security Manager to add, delete, and modify attributes for TACACS servers for
all the devices in a security group.

The following topics are covered in this section:
» Enabling or disabling TACACS Global on page 139
» Adding TACACS servers on page 140
* Deleting TACACS server entries on page 142

Enabling or disabling TACACS Global

Security Manager allows you to enable and disable TACACS globally within a security group.

Perform the following procedure to enable or disable TACACS globally within a security group.
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Procedure steps

1. Click on the required security group.
2. Click TACACS Global tab.

3. Select True to enable and False to disable the TACACS globally within the security
group.

Group Details
TACALS Global || TACACS Servers
SvY208
HobaEnable
| false ]
trua
False

Adding TACACS servers

You can add TACACS servers using the Security Manager.
Perform the following procedure to add a TACACS server:

Procedure steps

1. In the navigation pane, click the folder for the security group for which you want to
configure TACACS.

2. Select the required device.
3. In the Contents pane, click the TACACS Servers tab.
4. On the Toolbar, click Insert (the plus symbol).

The New TACACS Servers Entry dialog box appears.
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5M - New TACALCS Servers Entry

Add Entry
AddressType T4 R
Address 0.0.0.0
PortMumber 49 0..65535
ConnectionType perSessionConnection b
Timeout 10 10,.30
Key
SourcelpInterfaceEnabled false v
SourcelplnterfaceType Iovd >
Sourcelplnterface 0.0.0.0
Priority 1
Devices
[ Device

17216120 2
O] 172164205

5. Select appropriate settings for the TACACS server to be added.
6. Click OK.

The Security Manager adds the new TACACS server.

Job aid

The following table describes New TACACS Server dialog box.
Table 25: New TACACS Server dialog box fields

Part Description

Address Type Specifies the type of address of the TACACS server.

Address Specifies the server address.

Port number Specifies the port number to access the server.

Connection type Specifies the single connection or per session connection to the
server.

Timeout Specifies the number of seconds, between 1 and 10, between
retransmissions from the client to the RADIUS server.

Key Specifies the key.
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Part

Description

SourcelPInterfaceEnable
d

Specifies the IP address of the interface whether it is enabled.

SourcelPInterfaceType

Specifies the type of the IP address.

SourcelPInterface

Specifies the IP address of the interface.

Priority

Specifies the priority, between 1 and 10, of the new TACACS
server.

Deleting TACACS server entries

Perform the following procedure to delete a TACACS server entry.

Procedure steps

A\ e

Click the folder for the security group from which you want to delete a TACACS entry.
In the security group folder, click the desired device.

In the Contents pane, click the TACACS Servers tab.

On the TACACS Servers tab, click the cell of the TACACS Server that you want to

delete (entire row is deleted).

5. On the Toolbar, click Delete(the - symbol).

6. Click Yes to delete the security group.

Security Manager deletes the TACACS server entry.

Configuring management access

You can use Security Manager to configure how management applications can access the
devices in a security group.

The following sections describe how to configure the type of access permitted for devices in a

security group:

» Configuring a security group for SSH access on page 143

» Configuring a security group for CLI access on page 148

+ Configuring a security group for Web access on page 150

» Configuring a security group for SNMP v1/v2c access on page 151

» Configuring a security group for SNMP v3 access on page 152

142  Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010



Configuring management access

Configuring a security group for SSH access

This section describes how to configure SSH security groups, SSH Bulk passwords, and
related properties.

* Creating SSH security groups on page 143

* Configuring SSH Bulk Passwords on page 143

» Configuring SSH properties for ERS 8000 and VSP 9xxx security groups and devices on

page 146
» Configuring SSH properties for ERS 55xx/35xx/45xx/25xx and Ethernet Switch security

groups on page 147
* Deleting SSH security groups on page 148

Creating SSH security groups

Perform the following procedure to create an SSH security group.

Procedure steps

1.

In the navigation pane, click the SSH folder.

SSH contains two subtype domains, one to group devices from ERS8600 family
and VSP 9xxx family, and the other for ES/ERS55xx/ERS45xx/35xx/25xx and WC
8xxx compatible devices.

2. Select a subdomain.

3. Click Add button (the + sign from Navigation Pane tool bar).

The Add Group dialog box appears.

4. In the Group Name field, type a new group name.

Select devices (not all SSH capable devices are in Devices list, just the ones filtered
to be compliant to the current selected subgroup).

. Click Save.

The Security Manager creates a new SSH security group containing the selected
devices.

Configuring SSH Bulk Passwords

In Security Manager, you can use Secure Shell (SSH) to configure the CLI user name and
password for all the devices in a security group. You can also use SSH to configure the SNMP
communities for the security group on ERS 55xx/35xx/45xx/25xx, Ethernet Switch devices,
and VSP 9xxx devices. Using an SSH connection to make these configuration changes
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ensures the confidentiality of the user names and passwords of the devices in the security
group.

Perform the following procedure to configure SSH access for a security group.

Procedure steps

1. Under the SSH folder in the navigation pane, click the folder for the security group for
which you want to configure SSH access.

2. In the contents pane, click the Change Password tab.
The Change Password tab appears.

Group Details
554 || change Password

ava200 @

RWA User Mame:
RWA Password:

Ll WEB

Access Level Usar Meme Mew Pas=vword Coniinm hewy Pessword
RO

R

Riviia,

[ scheduie | [ changs Password |

3. For ERS 8000 and VSP 9xxx devices, enter the current user name for the devices in
the RWA Username field.

4. Enter the current password for the devices in the RWA Password field.
5. Update the CLI and WEB passwords as follows:

* To update the password for the CLI for ERS 55xx/35xx/45xx/25xx or Ethernet
Switch devices:

- Click the CLI tab.

- In the Password column, double-click a password cell to activate it.

- Enter the desired password.

- In the adjacent Confirm Password cell, re-enter the desired password.

* To update the SNMP community string for ERS 55xx/35xx/45xx/25xx or
Ethernet Switch devices.

- Click the WEB tab.
- Update the required fields in the table.

You can update the user name and password for the following three
access levels:

*RO
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*RW
* RWA
* To update the password for the CLI for non-ERS 55xx/35xx/45xx/25xx devices:

- Choose the CLI tab.

- In the User ID column, double-click a user ID cell to activate it.

- Enter the desired UserName.

- In the Old Password field, enter the old password.

- In the Confirm Old Password field, reenter the old password.

- In the New Password field, enter the new password.

- In the Confirm New Password field, reenter the new password.
6. Initiate the password change:

« To initiate the password change immediately, click Change Password. The
status bar shows the current status. After all devices have finished the
password change, the status is displayed as Done.

* To initiate the password change at a later time, click Schedule, and complete
the Schedule Password Change dialog box.

0 Important:

Password change is applicable only to fields with data. Empty fields are not
considered. All passwords are shown as asterisks (***), not plain text.

7. In the Name box, enter a name to assign to the task. The name distinguishes this
task from other scheduled tasks for easy identification.

8. Use the Schedule option to set a schedule for the task.

* When you choose One Time Only, Scheduler Server executes the task only
once at the time you specify.

* When you choose Every Month on the __ Day, Scheduler Server executes
the task every month on the day of the month and at the time you specify.

* When you choose Every Week on __, Scheduler Server executes the task
every week on the day of the week and at the time you specify.

* When you choose Every __ Days, Scheduler Server executes the task at the
interval and time you specify.

* When you choose Every Day, Scheduler Server executes the task every day
at the time you specify.

9. In the Date box, set the date and time you want Scheduler Server to execute the
task.

10. Click Set.

Scheduler Server schedules the task and executes it at the set time.
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Job aid

The following table describes the Schedule Password Change dialog box.

Part Description
Id Specifies the ID of this schedule.
Name Specifies the name of this schedule.
Log File Specifies the name of the Log file.

Schedule-One time
only

Specifies a password change scheduled only once.

Schedule-Every
Month on The nth Day

Specifies a password change for every month on the specified day.

Schedule-Every week
on

Specifies a password change for every week on the specified day

Schedule-Every n
days

Specifies a password change for every n days.

Schedule-Every Day

Specifies a password change every day.

Select date/time

Specifies the date and time from which the scheduler should be
activated.

Set

Fixes the time at which the password must change.

Configuring SSH properties for ERS 8000 and VSP 9xxx security groups and

devices

Perform the following procedure to configure SSH properties for an ERS 8000 or VSP 9xxx

security group.

Procedure steps

1. Under the SSH folder in the navigation pane, click the folder for the security group for
which you want to configure SSH properties.

2. In the contents pane, click the SSH tab.
The SSH tab appears.
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3. Select and modify any of the fields in the table. See the job aid below for descriptions
on each field.

4. Click Apply Changes.

Job aid
The following table describes the SSH tab.
Part Description

Address Specifies the IP address for the device.

Enable Enables or disables SSH. Set to false to disable SSH services. Set
to true to enable SSH services. Set to secure to enable SSH and
disable insecure services SNMP, TFTP, and Telnet. The secure
mode will take effect after restart. Default is false.

Version Sets the SSH version. Set to both or v2only. Default is v2only.

Port Sets the SSH connection port number. Default is 22.

Max Session Sets the maximum number of SSH sessions allowed.

The value can be from 0 to 8. Default is 4.

Timeout Sets the SSH authentication connection timeout in seconds. Default
is 60 seconds.

KeyAction Sets the SSH key action.

DsaAuth Enables or disables DSA authentication. Default is enabled.

RsaAuth Enables or disables RSA authentication. Default is enabled.

PassAuth Enables or disables password authentication. Default is enabled.

DsaKeySize Specifies the DSA key size. Value can be from 512 to 1024. Default is
1024.

RsaKeySize Specifies the RSA key size. Value can be from 512 to 1024. Defaultis
1024.

Configuring SSH properties for ERS 55xx/35xx/45xx/25xx and Ethernet
Switch security groups

Perform the following procedure to configure SSH properties for an ERS 55xx/35xx/45xx/
25xx or Ethernet Switch security group.

Procedure steps

1. Under the SSH folder in the navigation pane, click the folder for the security group for
which you want to configure SSH properties.

2. In the contents pane, click the SSH tab.
The SSH tab appears.
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3. Select and modify any of the fields in the table. See the job aid below for descriptions
on each field.

4. Click Apply Changes.
Job aid
The following table describes the SSH tab:

Part Description
Device Address Specifies the IP address for the device.
Enable Enables or disables SSH. Set to false to disable SSH services. Set

to true to enable SSH services. Set to secure to enable SSH and
disable insecure services SNMP, TFTP, and Telnet. The secure
mode will take effect after reboot. Default is false.

Version Sets the SSH version. Set to both or v2only. Default is v2only.
Port Sets the SSH connection port number. Default is 22.
Timeout Sets the SSH authentication connection timeout in seconds. Default

is 60 seconds.

KeyAction Sets the SSH key action.
DsaAuth Enables or disables DSA authentication. Default is enabled.
PassAuth Enables or disables password authentication. Default is enabled.

Deleting SSH security groups

Perform the following procedure to delete an SSH security group.

Procedure steps
1. In the navigation pane, select the SSH security group that you want to delete.
2. On the Tool bar, click Delete (the - symbol).

The system asks for confirmation on deleting the security group.
3. Click Yes to delete the security group.

Security Manager delete the selected security group.

If you do not wish to delete the security group, click No.

Configuring a security group for CLI access

You can use Security Manager to configure the Command Line Interface (CLI) user names
and passwords for all of the devices in a security group.

148 Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010



Configuring management access

Perform the following procedure to configure CLI access for a security group.

Procedure steps

1. Under the CLI folder in the navigation pane, click the folder for the security group
for which you want to configure CLI access.

2. Click any field in the Content pane and edit the contents of the field.
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Figure 21: CLI Access tab (contd.)
3. On the Security Manager tool bar, click Apply Changes.

Security Manager applies your changes only to the changed devices in the security
group.

Job aid
The following table describes the CLI Access tab.
Part Description
Address Specifies the IP address of the CLI account.
RWAUserName Specifies the user name for the read/write/all CLI account.
RWAPassword Specifies the password for the read/write/all CLI account.
RWUserName Specifies the user name for the read/write CLI account.
RWPassword Specifies the password for the read/write CLI account.
RWL3UserName Specifies the user name for the Layer 3 read/write CLI account.
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Part Description
RWL3Password Specifies the password for the Layer 3 read/write CLI account.
RWL2UserName Specifies the user name for the Layer 2 read/write CLI account.
RWL2Password Specifies the password for the Layer 2 read/write CLI account.
RWL1UserName Specifies the user name for the Layer 1 read/write CLI account.
RWL1Password Specifies the password for the Layer 1 read/write CLI account.
ROUserName Specifies the user name for the read-only CLI account.
ROPassword Specifies the password for the read-only CLI account.

MaxTelnet Sessions

Specifies the maximum number of concurrent Telnet sessions that
are allowed (from O to 8).

MaxRlogin Sessions

Specifies the maximum number of concurrent Rlogin sessions that
are allowed (from 0 to 8).

Timeout

Specifies the number of seconds of inactivity for a Telnet or Rlogin
session before automatic timeout and disconnect (30 to 65535
seconds).

The CLI Access tab also lets you specify the number of allowed Telnet sessions and remote
login (Rlogin) sessions. To prohibit Telnet or rlogin access to the devices, specify zero (0) as

the number of allowed sessions. Ports are in the forwarding and blocking states.

Configuring a security group for Web access

You can use Security Manager to manage access to the Web interfaces for all devices in the

security group.

Perform the following procedure to configure Web access for a security group.

Procedure steps

1. Under the WEB folder in the navigation pane, click the folder for the security group

for which you want to configure Web access.

2. In the contents pane, click the Web Access tab.

The fields appear on the Contents pane.
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3. On the Web Access tab, edit the Web access user names and passwords.
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0 Important:
In Web Access only the ROPassword can be changed.

4. On the Security Manager toolbar, click Apply Changes.

Security Manager applies your changes only to the changed devices in the security
group.

Job aid
The following table describes the parts of the Web Access tab.
Part Description

Address Specifies the IP address of the security group.

RWAUserName Specifies the user name of the RWAUserName Web access account
for the security group.

RWAPassword Specifies the password of the RWAPassword Web access account
for the security group.

RWUserName Specifies the user name of the RWUserName Web access account
for the security group.

RWPassword Specifies the password of the RWPassword Web access account for
the security group.

ROUserName Specifies the user name of the ROUserName Web access account
for the security group.

ROPassword Specifies the password of the ROPassword Web access account for
the security group.

DefaultDisplay Displays the number of default display rows on the Web management

Rows interface.

HttpPort Displays the HTTP port for Web management access.

Enable Server Allows you to enable or disable the Web access server.

Configuring a security group for SNMP v1/v2c access

You can use Security Manager to configure the SNMP community strings for all of the devices in
a security group.

Perform the following procedure to configure SNMP community strings for a security group.
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Procedure steps

1. Under the SNMP folder in the navigation pane, click the folder to configure SNMP

access for the security group.
2. Click the SNMP Access tab.
3. On the SNMP Access tab, edit the SNMP community strings.
4. On the Security Manager toolbar, click Apply Changes.

Security Manager applies your changes only to the changed devices in the security

group.
Job aid
The following table describes the parts of the SNMP Access tab.
Part Description
ReadWriteAll Specifies the SNMP ReadWriteAll community string for the security
group.
ReadWrite Specifies the SNMP ReadWrite community string for the security group.
ReadOnly Specifies the SNMP ReadOnly community string for the security group.
ReadWrite Specifies the SNMP ReadWriteLayer3 community string for the security
Layer3 group.
ReadWrite Specifies the SNMP ReadWriteLayer2 community string for the security
Layer2 group.
ReadWrite Specifies the SNMP ReadWriteLayer1 community string for the security
Layer1 group.

Configuring a security group for SNMP v3 access

You can use Security Manager to configure the SNMP v3 access for all of the devices in a
security group.

Before you begin to use Security Manager to configure access parameters, you must configure
SNMP v3 credentials on the device that you wish to manage. You must also enter the SNMP

v3 credentials in the Device and Server Credentials Manager in the UCM.
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After you have configured the SNMP v3 credentials on the device, and in the UCM platform,
COM allows users to connect to devices in a security group using SNMP v3. To manage the
level of access for each user, you must configure the following parameters in Security Manager:

» create the user in the USM table; see Configuring USM access on page 153 and Adding a
USM user on page 154

+ add the user to the VACM group; see Configuring VACM group members on page 156

* assign access levels to the USM group; see Configuring VACM group access on
page 155

« create a VACM MIB view; see Configuring the VACM MIB view on page 157

These parameters allow you to assign a user to a MIB view; when the user connects to a device
through SNMP v3, the MIB view specifies the read/write access for the user.

In addition to these required parameters, you can also configure the following optional
parameters:

» Community Table

* Target Table

» Target Params Table

* Notify Table

* Notify Filter Table

* Notify Filter Profile Table

For further information about configuring SNMP for your device, refer to technical
documentation for the device.

Configuring USM access
You can use Security Manager to configure User-based Security Model (USM) access for
devices in a security group. Perform the following procedure to view USM access for a device.

Procedure steps
1. Under the SNMPV3 folder in the navigation pane, click the folder for the security
group for which you want to configure USM access.
2. In the security group folder, click the desired device.
3. In the contents pane, click the USM Access tab.
4. Enter the parameters for USM access, as described in the table below.
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Table 26: Job aid

Part Description

Engine ID Indicates the administratively-unique identifier for the SNMP
engine.

Name The name of the new user.

SecurityName Creates the name used as an index to the table. The range
is 1 to 32 characters.

AuthProtocol Identifies the Authentication protocol used.

PrivProtocol Identifies the privacy protocol used.

Adding a USM user

Perform the following procedure to add a USM user.

Procedure steps

1. Click the USM Access tab.
2. On the Toolbar, click Create Entry (the plus sign).

The New USM User dialog box appears.

3. Inthe SM - New USM Access Entry dialog box, edit the USM user names and
passwords, as described in the table below.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new USM entry in the selected devices under the
device list.

Table 27: Job aid

Part Description
Engine ID Indicates the administratively-unique identifier for the SNMP
engine.
New User Name Creates the new entry with this security name. The name is

used as an index to the table. The range is 1 to 32 characters.

Clone From User Specifies the security name from which the new entry must
copy privacy and authentication parameters. The range is 1
to 32 characters.

Auth Protocol (Optional) Assigns an authentication protocol (or no authentication)
from a drop-down menu. If you select an authentication
protocol, you must enter the cloned user’s authentication

154  Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010



Configuring management access

Part Description
password and specify a new authentication password for the
new user.
Cloned User’s Auth Enter the cloned user’s authentication password.

Password

New User’s Auth Password | Enter a new authentication password for the new user.

Priv Protocol (Optional) Assigns a privacy protocol (or no privacy) from a drop-down
menu.lf you select a privacy protocol, you must enter the
cloned user’s privacy Pass and specify a new privacy
password for the new user.

Cloned User’s Priv Enter the cloned user’s privacy password.
Password

New User’s Priv Password | Enter a new privacy password for the new user.

OK Adds the devices to the security group and closes the dialog
box.
Close Closes the dialog box without applying your settings.

Configuring VACM group access

Perform the following procedure to configure VACM Group Access for a device.

Procedure steps

1. Click the VACM Group Access tab.
2. On the Toolbar, click Create Entry (the plus sign).

The SM - New VACM Group Access dialog box appears.

3. Inthe SM - New VACM Group Access Entry dialog box, edit the VACM Group
Access properties, as described in the table below.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new VACM Group Access entry in the selected
devices under the device list.

Table 28: Job aid

Part Description

GroupName The name of the new group name in the VACM table. The
name is a numeral. The range is 1 to 32 characters.
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Part Description

AccessContextPrefix The contextName of an incoming SNMP packet must match
exactly or partially the value of the instance of this object. The
range is an SnmpAdminString, 1 to 32 characters.

AccessSecurityModel The security model of the entry, either SNMPv1, SNMPv2, or
SNMPvV3.

AccessSecurityLevel The minimum level of security required to gain access rights.
The security levels are:
noAuthNoPriv
authNoPriv
authpriv

AccessReadViewName Specifies the MIB view to which read access is authorized.

AccessWriteViewName Specifies the MIB view to which write access is authorized.

AccessNotifyViewName Specifies the MIB view name to which notification access is
authorized.

OK Adds the devices to the security group and closes the dialog
box.

Close Closes the dialog box without applying your settings.

Viewing VACM group members

Perform the following procedures to view VACM Group Members for a device.

Procedure steps

1. Under the SNMPv3 folder in the navigation pane, click the folder for the security

group.

2. In the security group folder, click the desired device.

3. In the contents pane, click the VACM Group Members tab.

Table 29: Job aid

Part Description
SecurityModel The security model currently in use.
SecurityName The name representing the user in usm user. The range is 1 to
32 characters.
GroupName The name of the group to which this entry (combination of
securityModel and securityName) belongs.

Configuring VACM group members
You can use Security Manager to configure VACM Group Members for devices in a security

group. Perform the following procedure to add VACM Group Members to a device.
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Procedure steps

1. In the contents pane, click the VACM Group Members tab.

2. Onthe Toolbar, click Create Entry (the plus sign). The VACM Group Member dialog
box appears.

3. Inthe SM - VACM Group Member Entry dialog box, edit the VACM Group Member
properties.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new VACM entry in the selected devices under the
device list.

Table 30: Job aid

Part Description

SecurityModel The security model currently in use.

SecurityName The name representing the user in usm user. The range is 1 to
32 characters.

GroupName The name of the group to which this entry (combination of
securityModel and securityName) belongs.

OK Adds the devices to the security group and closes the dialog
box.

Close Closes the dialog box without applying your settings.

Configuring the VACM MIB view
Perform the following procedure to configure a VACM MIB view.

Procedure steps

1. In the contents pane, click the VACM MIB View tab.
2. On the Toolbar, click Create Entry (the plus sign).

The SM - New VACM MIB View Entry dialog box appears.

3. In the SM - New VACM MIB View Entry dialog box, edit the VACM MIB View
properties, as described in the table below.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new VACM MIB view entry in the selected devices
under the device list.
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Table 31: Job aid

Part Description
ViewName The group name. The range is 1 to 32 characters.
Subtree Any valid object identifier that defines the set of MIB objects

or MIB node name accessible by this SNMP entity. For
example 1.3.6.1.1.5 or Org, 1ISO 8802.

Mask Specifies that a bit mask be used with vacmViewTreeFami
lySubtree to determine whether an OID falls under a view
subtree.

Type Determines whether access to a mib object is granted

(Included) or denied (Excluded). Included is the default.

Accessing the VACM MIB view

You can use Security Manager to display VACM Management Information Base (MIB) views
for devices in a security group. Perform the following procedure to display VACM MIB views
for a device.

Procedure steps
1. Under the SNMPv3 folder in the navigation pane, click the folder for the security
group for which you want to display VACM MIB views.
2. In the security group folder, click the desired device.
3. In the contents pane, click the VACM MIB View tab.
The table below lists the information displayed on the VACM MIB view tab.
Table 32: Job aid

Part Description
ViewName The group name. The range is 1 to 32 characters.
Subtree Any valid object identifier that defines the set of MIB objects

or MIB node name accessible by this SNMP entity. For
example 1.3.6.1.1.5 or Org, ISO 8802.

Mask Specifies that a bit mask be used with vacmViewTreeFami
lySubtree to determine whether an OID falls under a view
subtree.

Type Determines whether access to a mib object is granted

(Included) or denied (Excluded). Included is the default.

Viewing the community table

You can use Security Manager to configure the Community Table for devices in a security
group. Perform the following procedure to configure the Community Table for a device.
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Procedure steps
1. Under the SNMPvV3 folder in the navigation pane, click the folder for the security
group.
2. In the security group folder, click the desired device.
3. In the contents pane, click the Community Table tab.

The table below lists the information displayed on the Community Table tab.
Table 33: Job aid

Part Description

Index The unique index value of a row in this table.
SnmpAdminString 1-32 characters.

Name The community string for which a row in this table represents
a configuration.

SecurityName The security name assigned to this entry in the Community
table. The range is 1 to 32 characters.

ContextEnginelD The contextEnginelD indicating the location of the context in
which management information is accessed.

TransportTag The transport endpoints that are associated with the
community string. The community string is only valid when
found in an SNMPv1 (or SNMPv2c) message received from
one of these transport endpoints, or when used in an
SNMPv1 (or SNMPv2c) message to be sent to one of these
transport endpoints. The value of this object identifies a set
of entries in the snmpTargetAddrTable. If the value of this
object has zero-length, transport endpoints are not checked
when attempting to choose an entry in the
snmpCommunityTable (that is, the community string is valid
for use with any transport endpoint).

Configuring the community table
Perform the following procedure to configure the Community Table.

Procedure steps

1. In the contents pane, click the Community Table tab.
2. On the Toolbar, click Create Entry (the plus sign).
The SM - New Community Table Entry dialog box appears.

3. Inthe SM - New Community Table Entry dialog box, edit the Community Table
properties, as described in the table below.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.
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The Security Manager creates a new Community Table entry in the selected devices
under the device list.

Table 34: Job aid

Part Description

Index The unique index value of a row in this table.
SnmpAdminString 1-32 characters.

Name The community string for which a row in this table represents
a configuration.

SecurityName The security name assigned to this entry in the Community
table. The range is 1 to 32 characters.

ContextEnginelD The contextEnginelD indicating the location of the context in
which management information is accessed.

TransportTag The transport endpoints that are associated with the
community string. The community string is only valid when
found in an SNMPv1 (or SNMPv2c) message received from
one of these transport endpoints, or when used in an
SNMPv1 (or SNMPv2c) message to be sent to one of these
transport endpoints. The value of this object identifies a set
of entries in the snmpTargetAddrTable. If the value of this
object has zero-length, transport endpoints are not checked
when attempting to choose an entry in the
snmpCommunityTable (that is, the community string is valid
for use with any transport endpoint).

OK Adds the devices to the security group and closes the dialog
box.
Close Closes the dialog box without applying your settings.

Viewing the target table

You can use Security Manager to display the Target Table for devices in a security group.
Perform the following procedure to display the Target Table for a device.

Procedure steps

1. Under the SNMPv3 folder in the navigation pane, click the folder for the security
group.

2. In the security group folder, click the desired device.

3. In the contents pane, click the Target Table tab.

The table below lists the information displayed on the Target Table tab.
Table 35: Job aid

Part Description

Name The unique identifier to index this table.
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Part Description
TDomain The transport type of the address in the snmpTargetAddr
TAddressobject.
TAddress The transport address whose format depends on the value of

the snmpTargetAddrTAddressobject.

Timeout The maximum round trip time required for communicating
with the transport address defined by this row.

RetryCount The number of retries to be attempted when a response is not
received for a generated message.

TagList Specifies a list of tag values. A tag value refers to a class of
targets to which the messages may be sent.

Params The value of SnmpAdminString identifies snmpTargetPara
msTable entries.

Configuring the target table
Perform the following procedure to configure the Target Table for a device.

Procedure steps

1. In the contents pane, click the Target Table tab.

2. On the Toolbar, click Create Entry (the plus sign). The SM - Target Table Entry
dialog box appears.

3. Inthe SM - New Target Table Entry dialog box, edit the Target Table properties,
as described in the table below.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new Target Table entry in the selected devices
under the device list.

Table 36: Job aid

Part Description
Name The unique identifier to index this table.
TDomain The transport type of the address in the snmpTargetAddr
TAddressobject.
TAddress The transport address whose format depends on the value of

the snmpTargetAddrTAddressobject.

Timeout The maximum round trip time required for communicating
with the transport address defined by this row.

RetryCount The number of retries to be attempted when a response is not
received for a generated message.
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Part Description

TagList Specifies a list of tag values. A tag value refers to a class of
targets to which the messages may be sent.

Params The value of SnmpAdminString identifies snmpTargetPara
msTable entries.

OK Adds the devices to the security group and closes the dialog
box.

Close Closes the dialog box without applying your settings.

Viewing the target parameters table

You can use Security Manager to display the Target Params Table for devices in a security
group. Perform the following procedure to display the Target Params Table for a device.

Procedure steps

1. Under the SNMPv3 folder in the navigation pane, click the folder for the security
group.

2. In the security group folder, click the desired device.

3. In the contents pane, click the Target Params Table tab.

The table below lists the information displayed on the Target Params Table tab.
Table 37: Job aid

Part Description

Name The community string for which a row in this table represents
a configuration.

MPModel Specifies the Message Processing model, SNMPv1,
SNMPv2c, or SNMPv3/USM.

SecurityModel Specifies the security model, SNMPv1, SNMPv2c, or
SNMPv3/USM.

SecurityName The security name identifies the principal to generate SNMP

messages using security name entry.

SecurityLevel The minimum level of security required to gain access rights.
The security levels are:

* noAuthNoPriv
» authNoPriv

* authpriv

Configuring the target parameters table
Perform the following procedure to configure the Target Params Table for a device.
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1. In the contents pane, click the Target Params Table tab.

2. On the Toolbar, click Create Entry (the plus sign). The SM - New Target Params
Table Entry dialog box appears.

3. In the SM - New Target Params Table Entry dialog box, edit the Target Params

Table properties.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new Target Params entry in the selected devices
under the device list.

Table 38: Job aid

Part Description

Name The community string for which a row in this table represents
a configuration.

MPModel Specifies the Message Processing model, SNMPv1,
SNMPv2c, or SNMPv3/USM.

SecurityModel Specifies the security model, SNMPv1, SNMPv2c, or
SNMPv3/USM.

SecurityName The security name identifies the principal to generate SNMP
messages using security name entry.

SecurityLevel The minimum level of security required to gain access rights.
The security levels are:
* noAuthNoPriv
+ authNoPriv
* authpriv

Clear All Deselects all devices on the device list.

Select All Selects all devices on the device list.

OK Adds the devices to the security group and closes the dialog
box.

Close Closes the dialog box without applying your settings.

Viewing the notify table

You can use Security Manager to display the Notify Table for devices in a security group.

Perform the following procedure to display the Notify Table for a device.
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Procedure steps

1.

Under the SNMPv3 folder in the navigation pane, click the folder for the security
group.

2. In the security group folder, click the desired device.

3. In the contents pane, click the Notify Table tab.

The table below lists the information displayed on the Notify Table tab.

Table 39: Job aid

Part Description

Name

The community string for which a row in this table represents
a configuration.

Tag

The tag value used to select the entries in
snmpTargetAddrTable.

Type

The type assigned to the community string name. Choices
are:

e trap

* inform

Configuring the notify table
Perform the following procedure to configure the Notify Table for a device.

Procedure steps

1. In the contents pane, click the Notify Table tab.

. On the Toolbar, click Create Entry (the plus sign). The SM - New Notify Table Entry

dialog box appears.

. In the SM - New Notify Table Entry dialog box, edit the Notify Table properties, as

described in the table below.

. To apply the changes to multiple devices in the group, choose the devices for which

you want to apply the changes from the Devices list.

. Click Ok.

The Security Manager creates a new Notify Table entry in the selected devices
under the device list.

Table 40: Job aid
Part Description
Name The community string for which a row in this table represents
a configuration.
Tag The tag value used to select the entries in
snmpTargetAddrTable.
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Part Description

Type The type assigned to the community string name. Choices
are:
e trap
* inform

Clear All Deselects all devices on the device list.

Select All Selects all devices on the device list.

OK Adds the devices to the security group and closes the dialog
box.

Close Closes the dialog box without applying your settings.

Viewing the notify filter table

You can use Security Manager to display the Notify Filter Table for devices in a security group.
Perform the following procedure to display the Notify Filter Table for a device.

Procedure steps

1. Under the SNMPv3 folder in the navigation pane, click the folder for the security

group.

2. In the security group folder, click the desired device.

3. In the contents pane, click the Notify Filter Table tab.

Table 41: Job aid

Part

Description

ProfileName

The name of the filter profile used while generating
notifications in snmpTargetAddrTable.

Subtree

MIB subtree with the corresponding instance of
snmpNotifyFilterMask defines a family of subtrees.

Mask

a family of subtrees.

Bit mask in combination with snmpNotifyFilterMask defines

Type

Indicates whether the family of filter subtrees defined by
this entry are included or excluded from a filter. The valid
options are included and excluded.

Configuring the notify filter table

Perform the following procedure to configure the Notify Filter Table for a device.

Procedure steps

1. In the contents pane, click the Notify Filter Table tab.
2. On the Toolbar, click Create Entry (the plus sign).
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The SM - New Notify Filter Table Entry dialog box appears.

3. Inthe SM - New Notify Filter Table Entry dialog box, edit the Notify Filter Table
properties.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new Notify Filter entry in the selected devices under
the device list.

Table 42: Job aid

Part Description

ProfileName The name of the filter profile used while generating
notifications in snmpTargetAddrTable.

Subtree MIB subtree with the corresponding instance of
snmpNotifyFilterMask defines a family of subtrees.

Mask Bit mask in combination with snmpNotifyFilterMask defines
a family of subtrees.

Type Indicates whether the family of filter subtrees defined by
this entry are included or excluded from a filter. The valid
options are included and excluded.

Clear All Deselects all devices on the device list.

Select All Selects all devices on the device list.

OK Adds the devices to the security group and closes the
dialog box.

Close Closes the dialog box without applying your settings.

Viewing the notify filter profile table

You can use Security Manager to display the Notify Filter Profile Table for devices in a security
group. Perform the following procedure to display the Notify Filter Profile Table for a device.

Procedure steps
1. Under the SNMPv3 folder in the navigation pane, click the folder for the security
group.
2. In the security group folder, click the desired device.
3. In the contents pane, click the Notify Filter Profile Table tab.
Table 43: Job aid

Part Description

TargetParams Name The unique identifier associated with this entry. This value
is an SnmpAdminString of 1-32 characters.
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Part Description

NotifyFilterProfile Name The name of the filter profile used while generating
notifications in snmpTargetAddrTable.

Configuring the notify filter profile table
Use the following procedure to configure the Notify Filter Profile Table for a device.

Procedure steps

1. In the contents pane, click the Notify Filter Profile Table tab.
2. On the Toolbar, click Create Entry (the plus sign).
The SM - New Notify Filter Profile Table Entry dialog box appears.

3. In the SM - New Notify Filter Profile Table Entry dialog box, edit the Notify Filter
Profile Table properties.

4. To apply the changes to multiple devices in the group, choose the devices for which
you want to apply the changes from the Devices list.

5. Click Ok.

The Security Manager creates a new Notify Filter Profile entry in the selected
devices under the device list.

Table 44: Job aid

Part Description

TargetParams Name The unique identifier associated with this entry. This value
is an SnmpAdminString of 1-32 characters.

NotifyFilterProfile Name The name of the filter profile used while generating
notifications in snmpTargetAddrTable.

OK Adds the devices to the security group and closes the
dialog box.

Close Closes the dialog box without applying your settings.

Creating and configuring access policies

You can use Security Manager to add, delete, monitor, and synchronize access policies for all
the devices in a security group.
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Security Manager allows you to enable and disable access policies at a variety of levels within a
security group. See the following topics for more information:

» Adding access policies on page 168

» Enabling or disabling access policies for devices in a security group on page 170

» Enabling or disabling individual access policies on page 171

* Deleting access policies on page 173

Adding access policies

You can control access to Passport and Accelar devices in the security group with access
policies. The access policy specifies the hosts or networks that can access the switch through
various services.

Perform the following procedure to add an access policy.

Procedure steps

1. Under the Access Policy folder in the navigation pane, click the folder for the
security group for which you want to configure access policies.

2. In the security group folder, click the desired device.

3. In the contents pane, click the Access Policy Table tab.

4. On the tool bar, click Create Entry (the plus symbol).

The New Access Policy Table Entry dialog box appears.
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5. Select appropriate access policy settings.
6. Click OK.

The Security Manager creates the New Access Policy entry in the selected devices
in the device list.

Job aid

The following table describes the New Access Policy Table Entry dialog box.

Part

Description

Id

Specifies the ID of this policy.

Name

Specifies the Name of this policy.

PolicyEnable

Activates the access policy.

Mode

Indicates whether a packet having a source IP address that matches
this entry should be permitted to enter the device or denied access.

Service

Selects the protocol to which this entry should be applied.
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Part Description

Precedence Indicates the precedence of the policy. The lower the number, the higher
the precedence (1 to 128).

NetAddr Specifies the source network IP address. An address of 0.0.0.0
specifies any address on the network.

NetMask Specifies the source network masks.

TrustedHost Addr | Specifies the trusted IP address of the host performing rlogin or rsh into
the device. Applies only to rlogin and rsh.

0 Important:
You cannot use wildcard entries.
TrustedHost Specifies the user name assigned to the trusted host. Applies only to
UserName rlogin and rsh.

0 Important:

You cannot use wildcard entries. The user must already be logged in
with the user name to be assigned to the trusted host.

AccessLevel Specifies the access level of the trusted host (readOnly, readWrite, or
readWriteAll).

Clear all Deselects all of the devices on the device list.

Enabling or disabling access policies for devices in a security
group
Perform the following procedure to enable or disable access policies for a device in a security
group.
Procedure steps
1. Under the Access Policy folder in the navigation pane, open the folder for the
security group for which you want to set access policies.
2. In the security group folder, click the desired device.

3. Inthe contents pane, click the Access Policy SNMP Groups Table tab for devices
supporting SNMPv3.

4. Enter the Policy Id, Name, and Model for the SNMP group.
5. In the contents pane, click the Access Policy Enable tab.
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Group Details

[ Access Policy Enable H Access Policy Table H Access Policy ShMP Groups Table ]
BvV200 2]
AccessPolicyEnakl

falze

true

False

6. Click the drop-down box in the Enable column and choose True to enable access
policies or False to disable access policies.

7. On the Security Manager tool bar, click Apply Changes to save the changes.

Job aid

The following table describes the Access Policy SNMP Groups Table tab.

Part
AccessPolicyld

Description
Specifies the Policy ID for the SNMP access group.

AccPolSnmpGrpName | Specifies the Access policy SNMP group name.

AccPolSnmpGrpModel | Specifies the Model of the SNMP group.

The following table describes the Access Policy Enable tab.

Part

AccessPolicyEnable

Description

Enables or disables access policies for the security group. The
available settings are true and false.

Enabling or disabling individual access policies

Perform the following procedure to enable or disable individual access policies in a security
group.

Procedure steps

1. Under the Access Policy folder in the navigation pane, open the folder for the
security group for which you want to set access policies.

2. In the security group folder, click the desired device.
3. In the contents pane, click the Access Policy Table tab.
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4. Go to the row for the access policy that you want to enable or disable.
5. In the Enable column, click the entry for the access policy and choose True to
enable the access policy or False to disable the access policy.
6. On the Security Manager tool bar, click Apply.
Job aid
The following table describes the Access Policy Table.
Part Description
Id Identifies the entry in the table.
Name Displays the name of the policy.
Policy Enable Allows you to activate or deactivate the access policy. See Enabling or
disabling individual access policies on page 171 for more information.
Mode Indicates whether a packet having a source IP address that matches this
entry should be permitted to enter the device or denied access.
Service Selects the protocol to which this entry should be applied.
Precedence Indicates the precedence of the policy. The lower the number, the higher
the precedence (1 to 128).
NetAddr Specifies the source network IP address. An address of 0.0.0.0 specifies
any address on the network.
NetMask Specifies the source network masks.
TrustedHostAdd | Specifies the trusted IP address of the host performing rlogin or rsh into
r the device. Applies only to rlogin and rsh.
0 Important:
You cannot use wildcard entries.
TrustedHostUse | Specifies the user name assigned to the trusted host. Applies only to
r Name rlogin and rsh.
0 Important:
You cannot use wildcard entries. The user must already be log on with
the user name to be assigned to the trusted host.
Accesslevel Specifies the access level of the trusted host (readOnly, readWrite, or
readWriteAll).
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Deleting access policies

Perform the following procedure to delete an access policy from a security group.

Procedure steps
1. Under the Access Policy folder in the navigation pane, click the folder for the
security group from which you want to delete an access policy.
2. In the security group folder, click the desired device.
3. In the contents pane, click the Access Policy Table tab.

4. On the Access Policy Table tab, click any cell of the access policy that you want
to delete.

5. On the Tool bar, click Delete (the - symbol).

The system asks for a confirmation on deleting the selected entry.
6. Click Yes to delete the entry.

Security Manager deletes the selected access policy.
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Manager

You can configure routing parameters for devices across a network discovered by COM. Routing Manager
supports the following protocols:

* IPv4 Routing
*RIP

« OSPF

* ARP

* VRRP

* IPv6 Routing
* IPv6 OSPF

* IPv6 VRRP

For information about which devices support the protocols in the preceding list, see Supported devices
for Routing Manager on page 181.

Starting Routing Manager

Perform the following procedure to start the Routing Manager.

Procedure steps

In the Configuration and Orchestration Manager window Navigation pane, click
Routing Manager button. The Routing Manager window appears.

Job aid

The following table describes the parts of the Routing Manager tool bar.
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Toolbar button Menu Description
Discover Routing It discovers Routing Manager
n with the latest information. The
assigned devices in the Admin/

Access control tab are used in
the discovery process. These
devices are then filtered based
on the specific manager user
preferences.

@ Add devices Opens the Add devices dialog

box, where you can add a device
for a selected tree node. Itis used
for the circuit less tree node and
for all other nodes that have less
devices than the number of
available devices.

=) Remove device The user can remove a selected
device from the tree. This device

will appear in the add devices

dialog box after this operation.

Preferences The user can select the required
configuration by clicking on this
button.

Navigation pane

Routing Manager displays devices and adjacent devices in a tree structure. The Routing
Manager navigation tree is located on the left side of the window and contains branches with
the IP address of devices discovered by COM.

The following figure shows Routing Manager navigation pane.
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Figure 22: Routing Manager navigation pane

From the navigation tree in the navigation pane, select the folder for which you want to view
routing information.

Contents pane

When you choose a folder in the navigation pane, its contents appear in the contents pane.

Perform the following procedure to view the folder in the contents pane.
Procedure steps

In the COM navigation pane, expand Routing Manager and select a Routing folder.
The contents of the folder appear as a table in the contents pane, as shown in the
following figure.
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Rouwting Manager
v | 2 | Clsearch~- x 0
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Job aid
The following table describes the Content pane toolbar.
Toobar button Menu Description
) Add Entry The user can add a row to the specific table.

A dialog box appears and the user can add
the desired data; each dialog box is specific
to its corresponding table. It is applicable only
for protocol specific tables.

Delete Entry The user can delete a row from the table by
selecting a row and pressing the Delete Entry
button. This is applicable only for protocol
specific tables.

ﬁ.

Apply Changes The user can modify the editable data in the
table; after the editing is finished, the changes
are applied to the device.

|

§— Revert Changes If the user wants to return to the initial state of
=t the table this button should be pressed.

- Search The user can search the information in the

== table by selecting the columns to be searched
and enter the information in the form near the
search button.

Rediscovering Routing Manager

You can refresh the information in the Routing Manager window with routing information polled
from the network devices. You can use this feature to load any updated information that takes
effect after you open Routing Manager.

Perform the following procedure to rediscover the routing information.
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Procedure steps

1. In the COM navigation pane, expand the Routing Manager toolbar, and click
Discover Routing.

2. Click OK when the operation has completed.

Discover Routing

When the user opens the routing manager an automatic discovery is performed for the
available devices. After this step, the user can obtain again the changes in the network by
pressing the discovery button. While the discovery is being performed, there is a progress
manager bar that shows the discovery progress.

This progress shows the total number of devices and the number of the discovered devices;
also the user can see in here the possible warnings or errors that might appear in the discovery
process. For more information, about these warnings and errors refer to the log file.
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Figure 23: Routing Manager discovery progress

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010 179



Configuration of Routing Manager

Adding devices

The add devices dialog box appears when pressing the toolbar Add Devices button. The
available devices for the selected tree node appear in the dialog box; the available devices
can be:

* Devices that have support for the specific protocol (like IP Routing/Circuitless).
* Devices that were previously removed from the tree for the specific protocol.

The user can select the desired devices and they get added to the left side tree.

" Add Devices . :X.
| Add Devices
[ ] Device «
1 [[] 172181202
2 [[] 172181205

[ save || mefresh ||  close }”

Figure 24: Add Devices

Preferences

The Routing Manager preferences box appears when clicking the toolbar Preferences button.
The user can select the specific set of assigned devices to be used in the Routing Manager
discovery process, based on several criteria. More details about manager preferences can be
found in the Preferences section.
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Figure 25: Routing Manager Preferences

Routing Manager features

You can use Routing Manager to perform the following tasks:
* Create, delete, or modify routes across multiple devices.
* View and configure routes and properties for IP, RIP, OSPF, VRRP, IPv6, and IPv6 OSPF.

For information about which devices support specific Routing Manager features, see
Supported devices for Routing Manager on page 181.

Supported devices for Routing Manager

The following table provide a feature/device matrix for Routing Manager for ERS devices.

Supported devices

Features
ERS 8600  ERS 8800 | ERS 8300 | ERS 55xx | ERS 16xx
Circuitless not
P v3.3and up| v3.3and up | v2.2 and up supported v2.0 and up
IPv4 Static
Routing Route All versions | All versions | All versions | v4.0 and up | v2.1 and up
ARP All versions | All versions | All versions | v3.0 and up | v2.1 and up
OSPF Interfaces | All versions | All versions | v3.0 and up| v5.0 and up| v2.1 and up
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Supported devices
Features
ERS 8600 | ERS 8800 | ERS 8300 | ERS 55xx | ERS 16xx
Area All versions | All versions | v3.0 and up | v5.0 and up | v2.1 and up
Neighbors | All versions | All versions | v3.0 and up| v5.0 and up | v2.1 and up
RIP Interfaces | All versions | All versions | All versions | v5.0 and up | v2.1 and up
Status All versions | All versions | All versions | v5.0 and up | v2.1 and up
VRRP Interfaces | All versions | v7 andup | v3.0and up| v5.0 and up| v2.1 and up
IPv6 not not not
Routing Interfaces | v4.1.and up| v7 and up supported | supported | supported
not not not
Interfaces | v4.1 and up | v7 and up supported | supported | supported
IPv6 not not not
OSPF Area v4.1and up| v7 and up supported | supported | supported
. not not not
Neighbors | v4.1 and up | v7 and up supported | supported | supported
IPv6 not not not
VRRP Interface | 3.3and up | 3.3 and up supported | supported | supported

The following table provides a feature/device matrix for Routing Manager for VSP and WC

devices.
Features Supported devices
VSP 9xxx WC 8xxx

Circuitless IP v3.0.0 not supported
IPv4 Routing Static Route v3.0.0 v1.0.0

ARP v3.0.0 v1.0.0

Interfaces v3.0.0 not supported
OSPF Area v3.0.0 not supported

Neighbors v3.0.0 not supported

Interfaces v3.0.0 not supported
RIP Status v3.0.0 not supported
VRRP Interfaces v3.0.0 not supported
IPv6 Routing Interfaces v3.0.0 not supported

Interfaces not supported not supported
IPv6 OSPF Area not supported not supported

Neighbors not supported not supported
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Supported devices
Features
VSP 9xxx WC 8xxx
IPvé VRRP Interface not supported not supported

Viewing and configuring IPv4 routing

In the Routing Manager navigation pane, the navigation tree shows the IP addresses of
discovered devices. Icons associated with IPv4 addresses on the branches indicate the
following types of routes:

* IP routes (circuitless IP, static and ARP)
* OSPF routes
* RIP routes

* VRRP routes
This section contains information about configuring routes for IPv4 routes and protocols.

Configuring IPv4 routing

This section contains information about the following topics:

« Configuring IPv4 routing Globals on page 183

+ Configuring circuitless IP on page 185

« Configuring IPv4 routing Static Route on page 186

* Configuring IPv4 routing ARP on page 187

Configuring IPv4 routing Globals

Perform the following procedure to configure the IPv4 routing global properties.
Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select the node under IPv4 Networks, IP ROUTING, Globals.

The Globals table appears in the contents pane.

2. To modify any of the configurable global routing properties, modify the fields directly
in the contents pane and click Apply Changes.

The following table describes the fields in the IPv4 routing — Globals table.
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Home: Routing Manager #
Network (%] Routing Manager
A Routing Manager
4 CJPva Networss Devices Forwarding Detadt TTL ReszmTimeout ArpExtLifeTime IChiPUnreachabiehisgEnable  Ales
4 {5)IP Routing 1 1721614205 forwarding 255 [t} 360 falze true
E] Ghobls 2 172464202 forwarding 255 i 360 falze true
\[jCircutess P 3 ATZABAZE forwarding 255 a0 5 false true
b ([ Static Route
X SARPE 4 1721642028 niot-forwerding 64 B0 360
b CJOSPF 5 1721602041 it G4 B0 360
b CIRP 6 1721612039 not-forwerdng B4 60 360
[
b (JIPVE Networes
L]
Job aid

The following table describes the fields in IP Routing Globals table.v4

Field

Description

Devices

Identifies the device.

Forwarding

Sets the switch for forwarding (routing) or
not-forwarding.

DefaultTTL

Sets the default time-to-live (TTL) value for a
routed packet. TTL indicates the maximum
number of seconds elapsed before a packet
is discarded. Enter an integer between 1 and
255. The default value of 255 is inserted in
the TTL field whenever one is not supplied in
the datagram header.

ReasmTimeout

The maximum number of seconds that
received fragments are held while they wait
for reassembly at this entity. The default
value is 30 seconds.

ArpExtLifeTime

The lifetime in minutes of an ARP entry within
the system.

ICMPUnreachableMsg

Enable If selected, enables the generation of
Internet Control Message Protocol (ICMP)
net unreachable messages if the destination
network is not reachable from this router.
These messages assist in determining if the
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Field Description

routing switch is reachable over the network.
The default is disabled (not selected).

ICMPRedirectMsgEnable Enables or disables the switch from sending
ICMP destination redirect messages.

AlternativeEnable Enables or disables the alternative-route
feature globally. If the alternative-route
parameter is disabled, all existing alternative
routes are removed. When the parameter is
enabled, all alternative routes are re-added.

RouteDiscoveryEnable If selected, enables the ICMP Route
Discovery feature.

AlowMoreSpecificNonLocal RouteEnable Enables or disables a more specific nonlocal

route.

UdpCheckSumEnable Enables or disables UDP checksum
calculation.

EcmpEnable Globally enables or disables the Equal Cost

Multipath (ECMP) feature. Note: When
ECMP is disabled, the EcmpMaxPath is
reset to the default value of 1.

EcmpMaxPath Used to globally configure the maximum
number of ECMP paths.

* When the switch is in R mode, the interval
is 1 to 8.

* When the switch is not in R mode, the
interval is 1 to 4.

* The default value is 1.

You cannot configure this feature unless
ECMP is enabled globally on the switch.

Ecmp<1-4>PathList Used to select a preconfigured ECMP path.

EcmpPathListApply Set this field to true to apply any changes in
the ECMP path list configuration or in the
prefix lists configured to be used as path lists.

Configuring circuitless IP
You can configure circuitless IP (Clip) interfaces on the following devices: ERS 1600 v2.0 and

up, ERS 8300 v2.2 and up, ERS 8600 v3.3 and up, ERS 8800 v3.3 and up, and VSP 9xxx
v3.0.0.
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Perform the following procedure to configure circuitless IP and to add or delete circuitless IP
interfaces.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select the node under IPv4 Networks, IP ROUTING, Circuitless IP.

2. Select the device for which you want to configure CLIP.
3. From the Routing Manager toolbar, select Add.

The Circuitless IP Insert dialog box appears.
4. Enter the required information.

Field descriptions follow this procedure.
5. Click Save.

The new CLIP interface appears in the contents pane.

6. To delete a CLIP interface, in the contents pane click in the row for that interface
and select Delete entry from the Routing Manager Edit menu.

You cannot modify CLIP interface fields in the contents pane.

Job aid

The following table describes the fields in the IPv4 Routing - Insert Circuitless IP field.

Field Description
Ifindex The interface index.
Addr The IP address of the Clip interface.
NetMask The network mask of the Clip interface.

Configuring IPv4 routing Static Route

Perform the following procedure to configure static routes.
Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select the node under IPv4 Networks, IP ROUTING, Static Route.

The Static Route table appears in the contents pane.
2. Toadd aroute, from the tool bar, click Add entry . The Add entry dialog box appears.

3. Complete the fields as required, and select the devices for which the static route
applies.
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4. Click OK.

The new entry appears in the contents pane.

5. To modify any of the configurable static route properties of an entry, modify the fields
directly in the contents pane and click Apply Changes.

Configuring IPv4 routing ARP

Perform the following procedure to configure ARP routes.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select the node under IPv4 Networks, IP ROUTING, ARP.

The ARP table appears in the contents pane.
2. To add a route, from the tool bar, click Add entry.

The Insert ARP dialog box appears.

3. Complete the fields as required, and select the devices for which the ARP route
applies.

4. Click OK.

The new entry appears in the contents pane.

Job aid

The following table describes the fields in the IPv4 routing ARP.

Field Description

Interface The router interface for this ARP entry:

* Brouter interfaces are identified by the slot or port number of the
brouter port.

« For virtual router interfaces, the brouter slot/port and the name of
the VLAN followed by the (VLAN) designation are specified.

MacAddress The Ethernet MAC address.
IpAddress The IP address corresponding to the MAC address.
Type The type of ARP entry:

* local—a locally configured ARP entry
« static—a statically configured ARP entry

» dynamic—a learned ARP entry
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Configuring OSPF

This section contain information about the following topics:

+ Configuring OSPF General on page 188

* Configuring OSPF Interfaces on page 190

* Configuring OSPF Area on page 194

* Configuring OSPF Neighbors on page 195

For a list of devices that support OSPF, see Supported devices for Routing Manager on
page 181.

Configuring OSPF General

Perform the following procedure to configure general OSPF properties.
Procedure steps

1. In the COM navigation pane, expand managers, click on Routing Manager and
select a node under IPv4 Networks, OSPF, General.

The OSPF — General table appears in the contents pane.

2. To modify any of the configurable OSPF properties, modify the fields directly in the
contents pane and click Apply Changes.

Job aid

The following table describes the fields in the OSPF — General table.

Field Description

Devices Identifies the device.

Routerld The Router ID, which in OSPF has the same format as an IP address
but identifies the router independent of other routers in the OSPF
domain.

AdminStat The administrative status of OSPF in the router. The value enabled

denotes that the OSPF process is active on at least one interface;
disabled disables the OSPF process on all interfaces. The default is
disabled.

VersionNumber Current version number of OSPF.

AreaBdrRtrStatus | A flag to note if this router is an area border router (ABR).
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Field Description
0 Important:
The AreaBdrRtrStatus value must be true to create a virtual router
interface.
ASBdrRtrStatus When the ASBdrRtrStatus option is selected, the router is configured
as an autonomous system boundary router (ASBR).
ExternLsaCount The number of external (LS type 5) link state advertisements in the link
state database.
ExternLsa The 32-bit unsigned sum of the link state checksums of the external
CksumSum link state advertisements contained in the link state database. This sum

is used to determine if a changed occurred in a router link state
database and to compare the link state databases of two routers.

OriginateNewLsas

The number of new link state advertisements that have been
originated. This number is incremented each time the router originates
a new link state area (LSA).

RxNewLsas The number of link state advertisements received that are determined
to be new instances. This number does not include newer instances of
self-originated link state advertisements.

DefaultMetric Indicates the default cost to be applied to the 10 Mb/s interface (port).

10MegPort

DefaultMetric Indicates the default cost to be applied to the 100 Mb/s interface (port).

100MegPort

DefaultMetric Indicates the default cost to be applied to the 1000 Mb/s interface (port).

1000MegPort

DefaultMetric1000 | Indicates the default cost to be applied to the 10000 Mb/s interface

OMegPort (port).

TrapEnable Indicates whether to enable traps relating to the OSPF.

AutoVirtLink Enables or disables automatic creation of virtual links.

Enable

SpfHoldDown Allows you to change the OSPF hold-down timer value (3 to 60

Time seconds).

Action Allows you to initiate a new SPF run to update the routing table.

Rfc1583 Allows you to control the preference rules used when choosing among

Compeaitibility multiple AS-External LSAs advertising the same destination. When you
enable this setting, the preference rule is the same as specified by RFC
1583. When you disable the setting, the new preference rule as
described in RFC 2328 is applicable, which potentially prevents the
routing loops when AS-External LSAs for the same destination
originate from different areas.

LastSpfRun Used to indicate the time (SysUpTime) since the last SPF calculated

by OSPF.
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Configuring OSPF Interfaces

Perform the following procedure configure OSPF interfaces.

Procedure steps

1.

In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv4 Networks, OSPF, Interfaces.

The OSPF — Interfaces table appears in the contents pane.

0 Important:
By default, OSPF Interfaces tab parameter appears.

To add an interface, from the menu bar, click Add Entry.
The Add entry dialog box appears.
Complete the fields as required.

4. Click Save.

Job aid

The new entry appears in the contents pane.

To modify any of the configurable OSPF interface properties for an entry, modify the
fields directly in the contents pane and click Apply .

The following table describes the fields in the OSPF — Interfaces table.

Field Description

IpAddress

IP address of the current OSPF interface.

AddressLesslf Designates whether an interface has an IP address. Interfaces

with an IP address = 0 Interfaces without IP address = iflndex

Areald

Dotted decimal value to designate the OSPF area name.
VLANSs that maintain the default area setting on the interface
cause the link-state database (LSDB) to be inconsistent.

0 Important:

The area name is not related to an IP address. You can use
any value for the OSPF area name (for example, 1.1.1.1 or
200.200.200.200).

AdminStat Current administrative state of the OSPF interface (enabled or

disabled).

State

Current designated router (DR) state of the OSPF interface
(DR, BDR, OtherDR)
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Field

Description

RtrPriority

OSPF priority for the interface during the election process for
the designated router. The interface with the highest priority
number is the designated router. The interface with the second-
highest priority becomes the backup designated router. If the
priority is 0, the interface cannot become the designated router
or the backup. The priority is used only during election of the
designated router and backup designated router. The range is
0 to 255. The default is 1.

Designated Router

IP address of the router elected by the Hello Protocol to send
link state advertisements on behalf of the NBMA network.

Backup Designated
Router

IP address of the router elected by the Hello Protocol to send
link state advertisements on behalf of the NBMA network if the
designated router fails.

IfType

Type of OSPF interface (broadcast, nbma, or passive)

AuthType

Type of authentication required for the interface.
* none—No authentication required.

* simple password—All OSPF updates received by the
interface must contain the authentication key specified in the
interface AuthKey field.

» MD5 authentication—All OSPF updates received by the
interface must contain the md5 key.

AuthKey

Key (up to 8 characters) required when simple password
authentication is specified in the interface AuthType field.

Primary Md5Key

The primary MD5 key used for encrypting outgoing packets.

Hello Interval

Length of time, in seconds, between Hello packets. This value
must be the same for all routers attached to a common network.
The default is 10 seconds.

0 Important:

When you change the Hello interval values, you must save
the configuration file and reboot the switch for the values to
be restored and checked for consistency.

TransitDelay

Length of time, in seconds between 1 and 3600, required to
transmit an LSA update packet over the interface.

Retransinterval

Length of time, in seconds between 1 and 3600, required
between LSA retransmissions.

Dead Interval

Interval used by adjacent routers to determine if the router was
removed from the network. This interval must be identical on all
routers on the subnet and a minimum of four times the Hello
interval. To avoid interpretability issues, the RtrDeadInterval
value for the OSPF interface must match the RtrDeadInterval
value for the OSPF virtual interface. The default is 40 seconds.
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Field Description

AdvertiseWhen Down If true, the network on this interface is advertised as up, even if
the port is down.

Mtulgnore Specifies whether the interface MTU flag ignores the MTU
setting.

Events Number of state changes or error events that occurred through
all interfaces.

Pollinterval Length of time, in seconds, between Hello packets sent to an

inactive OSPF router.

Configuring OSPF advanced interfaces

Perform the following procedure to configure OSPF interfaces on Avaya ERS 8300 devices.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv4 Networks, OSPF, Interfaces.
2. Clickthe OspfAdvancedInterfaces tab and select the device you wish to configure.

3. To modify any of the configurable OSPF interface properties for an entry, modify the
fields directly in the contents pane and click Apply Changes.

The table below lists the properties that you can configure.
Table 45: Job aid

Field Description

Ifindex Read-only. It is a unique value to identify a physical
interface or a logical interface (VLAN).

IP Address IP address of the current OSPF interface.

Enable Enables or disables the OSPF routing on the specified
interface.

IfType Read-only. OSPF interface type. It can be broadcast or
passive.

AuthType Type of authentication required for the interface:

* none—no authentication required.

* simple password—all OSPF updates received by the
interface must contain the authentication key
specified in the interface AuthKey field.

* MD5 authentication—all OSPF updates received by
the interface must contain the md5 key.
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Field

Description

AuthKey

Specify key if the simple password is selected in the
interface AuthType field. The key can be up to 8
characters.

IfArealD

Dotted-decimal value to designate the OSPF area
name.

0 Important:

The link state database (LSDB) is inconsistent if the
settings is default area for VLAN.

Advertise WhenDown

Indicates when the interface advertises.

0 Important:
Indicates even when it is non-operational.

Hellolnterval

It is the length of time between the hello packets. The
time is mentioned in seconds. This value must be the
same for all routers attached to a common network. The
default is 10 seconds.

RtrDead Interval

Interval used by adjacent routers to check if the router
is removed from the network. On the subnet the interval
must be identical on all routers. It also needs to be
minimum of four times the hello interval. To avoid
interpretability issues, the RtrDeadlnterval value for the
OSPF interface needs to match with the
RtrDeadlInterval value for the OSPF virtual interface.
The default is 40 seconds.

RtrPriority

It is used only during the election and backup of the
designated router.

The OSPF priority for the interface during the election
process for the designated route:

« designated router—interface with the highest priority
number

* backup designated router—interface with the second
highest priority

0 Important:

The priority range is from 0 to 255 and the default is
1. The interface is not designated if the priority is 0.

Metric

It is the metric value applied to the indicated type of
service. By default, this equals the least metric at the
type of service among the interfaces to other areas.
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Configuring OSPF CLIP interfaces

Before you can enable OSPF on a circuitless IP (CLIP) interface, you must configure the CLIP
interface on the device.

Perform the following procedure to configure OSPF on a CLIP interface.

Procedure steps
1. In the navigation pane, select the required device under IPv4 Networks > OSPF >
Interfaces.
2. In the contents pane, select the OspfClipIinterfaces tab.

3. To modify any of the configurable OSPF interface properties for an entry, modify the
fields directly in the contents pane and click Apply Changes.

The table below lists the properties that you can configure.
Table 46: Job aid

Field Description
Interface Read-only. The slot/port number or VLAN identification of
the interface.
Ip Address Read-only. The IP address of the Clip interface.
Enable Enables or disables OSPF routing on the specified
interface.
IfAreald Dotted-decimal value to designate the OSPF area name.

Configuring OSPF Area

Perform the following procedure configure OSPF areas.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv4 Networks, OSPF, Area.

The OSPF — Area table appears in the contents pane.
2. To add an area, from the menu bar, click Add Entry.

The Add entry dialog box appears.
3. Complete the fields as required and select the devices for which the area applies.
4. Click OK.

The new entry appears in the contents pane.
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Job aid

The following table describes the fields in the OSPF — Area table.

Field Description

Areald A 32-bit integer uniquely identifying an area. Area ID 0.0.0.0 is used for
the OSPF backbone. VLANs that maintain the default area setting on
the interface cause the LSDB to be inconsistent.

ImportAsExtern The area support for importing AS-external link-state advertisements
(LSA). Options include importExternal (default), importNotExternal, or
importNssa (not so stubby area).

SpfRuns Used to indicate the number of SPF calculations performed by OSPF.

AreaBdrRtrCount | The total number of area border routers reachable within this area. The
value, initially zero, is calculated in each SPF Pass.

AsBdrRtrCount The total number of autonomous system border routers reachable
within this area. The value, initially zero, is calculated in each SPF pass.

ArealsaCount The total number of link state advertisements in the link state database
for this area, excluding AS-external LSAs.

Areal.sa The 32-bit unsigned sum of the link state advertisements. This sum
CksumSum excludes external (LS type 5) link state advertisements. The sum is
used to determine if a change occurred in a router link state database
and to compare the link state database of two routers.

AreaSummary The support for Summary advertisements in a stub area.

Activelfcount The number of active interfaces in the area.

Configuring OSPF Neighbors

Perform the following procedure configure OSPF neighbors.

Procedure steps

1. Inthe COM navigation pane, expand managers, click Routing Manager and selecta
node under IPv4 Networks, OSPF, Neigbors.

The OSPF — Neighbors table appears in the contents pane.
2. To add a neighbor entry, from the menu bar, click Add Entry.
The Add Entry dialog box appears.
3. Complete the fields as required.
4. Click Save.
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Job aid

The following table describes the fields in the OSPF — Neighbors table.

Field Description
IpAddr The neighbor IP address.
AddressLess On aninterface having an IP address, this value is zero. On addressless
Index interfaces, this value is the corresponding value of ifindex in the Internet

standard management information base (MIB). On row creation, this
value is derived from the instance.

Rtrld The router ID of the neighboring router, which in OSPF has the same
format as an IP address but identifies the router independent of its IP
address.

Options A bit mask corresponding to the options field of the neighbor.

Priority Indicates the preferential treatment assignment, which places the

transmitted packets into queues. The priority field also indicates the
possible selection of the priority field in the data link header when the
switch forwards the packet.

State The OSPF interface state.

Events The number of state changes or error events that occurred between the
OSPF router and the neighbor router.

LsRetransQLen | The number of elapsed seconds between advertising retransmissions
of the same packet to a neighbor.

ospfNbmaNbr Indicates whether the neighbor is a manually configured NBMA
Permanence neighbor.

HelloSuppressed | This variable indicates whether Hellos to a neighbor are suppressed.

Configuring RIP

This section contains information about the following topics:

* Configuring RIP Globals on page 197

« Configuring RIP interface parameters on page 197

+ Configuring RIP Advanced Interface parameters on page 198

* Viewing RIP status on page 200

For a list of devices that support RIP, see Supported devices for Routing Manager on page
181.
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Configuring RIP Globals

Perform the following procedure configure global RIP properties.

Procedure steps

1. In the COM navigation pane, expand managers, click on Routing Manager and

select IPv4 Networks, RIP, Globals.

The RIP-Globals table appears in the contents pane.

2. To modify any of the configurable RIP global properties, modify the fields directly in
the contents pane and click Apply Changes.

Job aid

The following table describes the fields in the RIP — Globals table.

Field Description

Devices Identifies the device.

Operation Enables or disables the operation of RIP on all interfaces. The default is
disabled.

UpdateTime The time interval between RIP updates on all interfaces. This is a global
parameter for the switch and it applies to all interfaces. You cannot set
this parameter individually for each interface.

RouteChanges | The number of route changes RIP made to the IP route database,
excluding the refresh of a route age.

Queries The number of responses sent to RIP queries from other systems.

HoldDownTime

Sets the length of time that RIP continues to advertise a network after
determining it is unreachable.

TimeOutinterval

Sets the RIP timeout interval in seconds.

DeflmportMetric

Sets the value of the default import metric to import a route into a RIP
domain. For announcing OSPF internal routes into a RIP domain, if the
policy does not specify a metric value, the default import metric must be
used. For OSPF external routes, the external cost is used.

Configuring RIP interface parameters

Perform the following procedure configure RIP interface parameters.
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Procedure steps

1. In the COM navigation pane, expand managers, click on Routing Manager and
select a node under IPv4 Networks, RIP, Interfaces.

The Interfaces tab appears in the contents pane.

2. To modify any of the configurable RIP interface properties, modify the fields directly
in the contents pane, and click Apply.

Job aid

The following table describes the fields in the RIP Interfaces tab.

Field Description
Address The IP address of the router interface.
Send What the router sends on this interface (selected from a menu):

* DoNotSend—no RIP updates sent on this interface
* ripVersion1—RIP updates compliant with RFC 1058

* rip1Compatible—broadcast RIP2 updates using RFC 1058 route
subsumption rules

* ripVersion2—multicasting RIP2 updates

Receive Indicates which versions of RIP updates are accepted:

* rip1

* rip2

* rip10rRip2

The rip2 and rip10rRip2 imply reception of multicast packets.

Configuring RIP Advanced Interface parameters

Perform the following procedure configure advanced RIP interface parameters.

Procedure steps

1. In the COM navigation pane, expand managers, click on Routing Manager and
select a node under IPv4 Networks, RIP, Interfaces.

The Interfaces tab appears in the contents pane.
2. Click the RipAdvancedinterfaces tab.

The Interfaces Advance table appears.

3. To modify any of the configurable RIP advance interface properties, modify the fields
directly in the contents pane, and click Apply.
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The following table describes the fields in the Interfaces Advance tab.

Field Description

Address Displays the address of the entry in the IP RIP interface table.

Interface The index value of the RIP interface.

Enable Displays if the RIP interface is enabled or disabled.

Supply Enables (true) or disables (false) the switch to send out RIP updates on
this interface.

Listen What the router sends on this interface (selected from a menu). The
default is rip1compatible.

Poison Sets whether (true) or not (false) RIP routes on the interface learned
from a neighbor are advertised back to the neighbor. If disabled, split
horizon is invoked and IP routes learned from an immediate neighbor
are not advertised back to the neighbor. If enabled, the RIP updates sent
to a neighbor from which a route is learned are poisoned with a metric
of 16. Therefore, the receiver neighbor ignores this route because the
metric 16 indicates infinite hops in the network.

DefaultSupply Enables (true) or disables (false) an advertisement of a default route on

this interface. This command takes effect only if a default route exists in
the routing table.

DefaultListen

Enables (true) or disables (false) the switch to accept the default route
learned through RIP on this interface.

TriggeredUpdate

Enables (true) or disables (false) the switch to send out RIP updates on
this interface.

AutoAggregate

Enables (true) or disables (false) automatic route aggregation on this
interface. When enabled, the switch automatically aggregates routes to
their natural mask when they are advertised on an interface. This
configuration aggregates only the routes with a mask length longer than
natural mask.

InPolicy

This policy determines whether to learn a route on this interface. It also
specifies the parameters of the route when it is added to the routing
table.

OutPolicy

This policy determines whether to advertise a route from the routing
table on this interface. This policy also specifies the parameters of the
advertisement.

Cost

Indicates the RIP cost for this interface. Enter a value between 1 and 15.
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Viewing RIP status

Perform the following procedure view the RIP protocol statistics.

Procedure steps

In the COM navigation pane, expand managers, click on Routing Manager and selecta
node under IPv4 Networks, RIP, Status.

The RIP Status table appears in the contents pane.

Job aid

The following table describes the fields in the RIP Status table.

Field Description

Address The IP address of the router interface.

RcvBadPackets | The number of RIP response packets received by the RIP process that
were subsequently discarded for any reason (for example, a version 0
packet or an unknown command type).

RcvBadRoutes | The number of routes, in valid RIP packets, that were ignored for any
reason (for example, unknown address family or invalid metric).

SentUpdates The number of triggered RIP updates actually sent on this interface. This
field explicitly does not include full updates sent containing new
information.

HolddownTime | The hold down time.

Timeoutinterval | The time interval between two rip packets.

ProxyAnnounce
Flag

Configuring VRRP

This section contains information about the following topics:

» Configuring VRRP Globals on page 201
» Configuring VRRP Interfaces on page 201

For a list of devices that support VRRP, see Supported devices for Routing Manager on
page 181.
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Configuring VRRP Globals

Perform the following procedure configure VRRP global properties.
Procedure steps

1. In the COM navigation pane, expand managers, click on Routing Manager and
select IPv4 Networks, VRRP, Globals.

The VRRP — Globals table appears in the contents pane.

2. To modify any of the configurable VRRP global properties, modify the fields directly
in the contents pane and click Apply Changes.

Job aid
The following table describes the fields in the VRRP — Globals table.

Field Description

Devices Identifies the device.

NotificationCntl | Indicates whether the VRRP-enabled router generates Simple Network
Management Protocol (SNMP) traps for events defined in this
management information base (MIB):

* Enabled—SNMP traps are sent

* Disabled—no traps are sent

VirtualAddr Used to configure whether this device must respond to pings directedto a
Enable virtual router IP address.

Configuring VRRP Interfaces

Perform the following procedure configure VRRP interface properties.
Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv4 Networks, VRRP, Interfaces.

The VRRP - Interfaces table appears in the contents pane.

2. To modify any of the configurable VRRP interface properties, modify the fields
directly in the contents pane and click Apply Changes.
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Job aid

202

The following table describes the fields in the VRRP — Interfaces table.

Field Description

Ifindex Interface of the VRRP router.

Vrid A number that uniquely identifies a virtual router on a given VRRP router.
The virtual router acts as the default router for one or more assigned
addresses (1 to 255).

IpAddr The assigned IP addresses that a virtual router is responsible for backing
up.

VirtualMacAddr | The MAC address of the virtual router interface.

State The state of the virtual router interface:

« initialize—waiting for a startup event

» backup—monitoring availability and state of the master router

» master—functioning as the forwarding router for the virtual router IP
addresses

Control Whether VRRP is enabled or disabled for the port (or VLAN).

Priority Priority value to be used by this VRRP router. Set a value from 1 to 255,
where 255 is reserved for the router that owns the IP addresses
associated with the virtual router. The default is 100.

MasterlpAddr The IP address of the physical interface of the master virtual router that is
responsible for forwarding packets sent to the virtual IP addresses
associated with the virtual router.

FasterAdv Enables or disables the fast advertisement interval. When disabled, the

IntervalEnabled

regular advertisement interval is used. The default is disabled.

Advertisement The time interval (in seconds) between sending advertisement

Interval messages. Set from 1 to 255 seconds with a default of 1 second. Only
the master router sends advertisements.

FasterAdv Sets the fast advertisement interval, which is the time interval between

Interval sending VRRP advertisement messages. The interval is between 200

and 1000 milliseconds, and you must enter the same value on all
participating routers. The default is 200. You must enter the values in
multiples of 200 milliseconds.

VirtualRouter
UpTime

The time interval, in hundredths of a second, since this virtual router was
initialized.

Action

Using the following action list to manually override the delay timer and
force preemption:
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Field Description

* preemption—preempt the timer

* none—allow the timer to keep working

HoldDown Timer | The time interval (in seconds) a router is delayed for the following
conditions:

* The VRRP holddown timer is executed during the switch transitions
from Init to backup and then to master. It occurs only during a switch
bootup.

* The VRRP holddown timer is not executed during a non-bootup
condition. If the master VR goes down, the backup switch becomes
the master after the master downtime interval. (3 * hello interval).

* The VRRP holddown timer applies to the VRRP BackupMaster
feature.

HoldDown State | When Hold Down Timer is counting down status is active and
preemption occurs. The text box displays dormant when preemption is

not pending.
HoldDownTime | The remaining time (in seconds) before preemption.
Remaining
CriticallpAddr Sets the IP interface on the local router to enable or disable the backup.
Enable
CriticallpAddr An IP interface on the local router configured so that a change in its state

causes a role switch in the virtual router (for example, from master to
backup) in case the interface stops responding.

BackUpMaster Indicates if the VRRP backup master is enabled or disabled. This option
Enable is not recommended for non Split-MLT ports.

BackUpMaster Displays the BackupMaster operational state. The BackUpMaster state
State is down if VRRP is enabled on a switch during the master state . The
BackUpMaster state is up if VRRP is enabled on a switch during the
backup state.

* up: during BackupMaster state

» down: during the original state
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Viewing and configuring IPv6 routing

In the Routing Manager navigation pane, the navigation tree shows the IP addresses of
discovered devices. Icons associated with IP addresses on the branches indicate the following

types of routes:

* IPv6 Routing
* IPv6 OSPF

This section contains information about configuring routes for IPv6 routes and protocols. This
section includes information about the following topics:

» Configuring IPv6 routing on page 204
* Configuring IPv6 OSPF on page 206

For a list of devices that support IPv6 routing, see Supported devices for Routing Manager on
page 181.

Configuring IPv6 routing

This section contains information about the following topics:

+ Configuring IPv6 routing Globals on page 204

* Configuring IPv6 routing Interfaces on page 205

Configuring IPv6 routing Globals

Perform the following procedure view the IPv6 routing global properties.
Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv6 Networks, IPV6 ROUTING, Globals.

The Globals table appears in the contents pane.

2. To modify any of the configurable global routing properties, modify the fields directly
in the contents pane and click Apply Changes.

Job aid
The following table describes the fields in the IPv6 routing — Globals table.
Field Description
Devices Identifies the device.
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Field Description

Forwarding Indicates whether this entity is acting as an IPv6 router in
respect to the forwarding of datagrams received by, but not
addressed to, this entity. IPv6 routers forward datagrams. IPv6
hosts do not (except those source-routed through the host).

DefaultHopLimit The default value inserted into the Hop Limit field of the IPv6
header of datagrams originated at this entity whenever a Hop
Limit value is not supplied by the transport layer protocol.

Interfaces The number of IPv6 interfaces (regardless of their current state)
present on this system.

IfTableLastChange The value of sysUpTime at the time of the last insertion or
removal of an entry in the ipv6IfTable. If the number of entries
is unchanged since the last reinitialization of the local network
management subsystem, then this object contains a zero value.

IcmpNetUnreach Enables or disables ICMP net unreach feature.

IcmpRedirectMsg Enables or disables ICMP redirect feature.

IcmpErrorinterval The rate (in milliseconds) at which ICMP error messages can
be sent out. A value of zero indicates that no ICMP error
messages are sent.

MulticastAdminStatus This indicates the global admin status for multicast.

FasterAdvintervalEnable

FasterAdvinterval

Configuring IPv6 routing Interfaces

Perform the following procedure configure IPv6 routing properties for interfaces.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv6 Networks, IPV6 ROUTING, Interfaces.

The Interfaces table appears in the contents pane.

2. To add an interface entry, from the menu bar, click Add Entry.

The IPv6 Routing - Insert Interface dialog box appears.

3. Complete the fields as required.

4. Click Save.

5. Click Ok or Details if there are errors or warnings.

The new entry appears in the contents pane.
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Job aid
The following table describes the fields in the IPv6 Routing — Interfaces table.

Field Description

Interface A unique value to identify a physical interface or a logical
interface (VLAN). For the brouter port, this is the ifindex of the
port. For the VLAN, this is the ifindex of the VLAN.

Identifier IPv6 address interface identifiers. This is a binary string of up
to 8 octets in network byte-order.

IdentifierLength The length of the interface identifier in bits.

Descr A textual string containing information about the interface. This

string can be set by a network management system.

Vlanid A value that uniquely identifies the VLAN associated with this
entry. This value corresponds to the lower 12 bits in the IEEE
802.1Q VLAN tag.

Type The interface type.

ResmMaxSize MTU for this IPv6 interface. This value should be the same for
all the IP addresses defined on this interface.

PhysAddress The media-dependent physical address. For Ethernet media,
this is the MAC address.

AdminStatus The indication of whether IPv6 is enabled (up) or disabled
(down) on this interface. This object does not affect the state of
the interface itself, only its connection to an IPv6 stack.

OperStatus Operating status of the interface.

ReachableTime The time (in milliseconds) a neighbor is considered reachable
after receiving a reachability confirmation. Reference
RFC2461, Section 6.3.2

RetransmitTime The time (in milliseconds) between retransmissions of Neighbor
Solicitation messages to a neighbor when resolving the address
or when probing the reachability of a neighbor. Reference
RFC2461, Section 6.3.

MulticastAdminStatus The admin status for multicast for this interface.

Configuring IPv6 OSPF

This section contains information about the following topics:

* Configuring IPv6 OSPF General on page 207

+ Configuring IPv6 OSPF Interfaces on page 209

206 Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010



Viewing and configuring IPv6 routing

+ Configuring IPv6 OSPF Area on page 211
* Configuring IPv6 OSPF Neighbors on page 213

For a list of devices that support IPv6 OSPF, see Supported devices for Routing Manager on
page 181.

Configuring IPv6 OSPF General

Perform the following procedure configure IPv6 OSPF general properties.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv6 Networks, IPv6 OSPF, General.

The IPv6 OSPF—General table appears in the contents pane.

2. To modify any of the configurable IPv6 OSPF general routing properties, modify the
fields directly in the contents pane and click Apply Changes.

Job aid
The following table describes the fields in the IPv6 OSPF — Globals table.

Field Description
Devices Identifies the device.
Routerld Identifies the router independent of other routers in the OSPF domain.
The router ID has the same format as an IPv6 address.
AdminStat The administrative status of OSPF in the router. Enabled indicates that
you can activate OSPF interfaces. Disabled deactivates OSPF on all
interfaces.

VersionNumber | Current version number of OSPF.

AreaBdrRtr A read-only flag identifying this router as an area border router (ABR).
Status
0 Important:
The AreaBdrRtrStatus value must be true to create a virtual router
interface.

ASBdrRtrStatus | When you select the ASBdrRtrStatus option, the router is configured as
an autonomous system boundary router (ASBR).

AsScopelsa A read-only field displaying the number of external (LS type 5) LSAs in
Count the link-state database.

AsScopelsa A read-only field displaying the 32-bit unsigned sum of the LS checksums
CksumSum of the external LSAs in the link-state database. This sum determines
changes and compares the linkstate databases of two routers.

Originate A read-only field displaying the number of new LSAs. The number is
NewLsas incremented each time the router originates a new LSA.
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Field Description
RxNewLsas A read-only field displaying the number of new LSAs received. This
number does not include new instantiations of self-originated LSAs.
ExtLsaCount A read-only field displaying the number of external (LS type 0x4005)
LSAs in the link-state database.
ExtArea The maximum number of nondefault AS-external LSA entries stored in
LsdbLimit the link-state database. If the value is —1, then there is no limit. The
defaultis -1. You must set the LSDB limit to the same value for all routers
attached to the OSPFv3 backbone or any regular OSPFv3 area (that is,
OSPFv3 stub areas and NSSAs are excluded).
Multicast A bit mask indicating whether the router is forwarding IPv6 multicast
Extensions datagrams based on the algorithms defined in the multicast extensions
to OSPF. Possible forwarding includes:
* intraAreaMulticast—forwards to directly attached areas (called intra-
area multicast routing)
* interAreaMulticast—forwards between OSPFv3 areas (called inter-
area multicast routing)
* interAsMulticast—forwards between Autonomous Systems (called
inter-AS multicast routing)
ExitOverflow The number of seconds that, after entering the overflow state, a router
Interval attempts to leave the overflow state. This allows the router resend
nondefault AS-external LSAs. When the value is set to 0, the router does
not leave the overflow state until the router is restarted.
Demand The router support for demand routing.
Extensions
Traffic The router support for traffic engineering extensions.
Engineering
Support
Reference The reference bandwidth in kilobits per second for calculating default
Bandwidth interface metrics. The default value is 100 000 Kb/s (100 Mb/s).
RestartSupport | The router support for OSPF hitless restart. Options include no restart
support, only planned restarts, or both planned and unplanned restarts.
Options include:
* none (default)
* plannedOnly
* plannedAndUnplanned
RestartStatus A read-only field indicating the current status of OSPF hitless restart.

Options include:
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Field

Description

* notRestarting (default)
* plannedRestart

+ unplannedRestart

RestartInterval

The configured OSPF hitless restart timeout interval in the range 1
through 1800 seconds.

RestartAge A read-only field indicating the remaining time in the current OSPF hitless
restart interval in seconds. The range is 1 to 1800.

RestartExit A read-only field indicating the outcome of the last attempt at a hitless

Reason restart. Options include:

* none: indicates no restart was attempted

* inProgress: indicates a restart attempt is currently underway
» completed: indicates a completed restart

» timedout: indicates a timed out restart

* topologyChanged: indicates a cancelled restart due to topology change

Configuring IPv6 OSPF Interfaces

Perform the following procedure configure IPv6 OSPF interfaces.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager,
and select a node under IPv6 Networks, IPv6 OSPF, Interfaces.

2. To modify any of the configurable IPv6 OSPF interface properties, modify the fields
directly in the contents pane, and click Apply Changes.

Job aid
The following table describes the fields in the IPv6 OSPF — Interfaces table.
Field Description
Index The interface index of this OSPFv3 interface. The index corresponds
to the interface index of the IPv6 interface where OSPFv3 is configured.
Areald Dotted decimal value to designate the OSPF area name. VLANSs that

maintain the default area setting on the interface cause the LSDB to
be inconsistent.

0 Important:

The area name is not related to an IPv6 address. You can use any
value for the OSPF area name (for example, 1.1.1.1 or
200.200.200.200).
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Field Description
Type Type of OSPF interface (broadcast, nbma, point-to-point, or point-to-
multipoint).
AdminStat Current administrative state of the OSPF interface (enabled or
disabled).
RtrPriority OSPF priority for the interface during the election process for the

designated router. The interface with the highest priority number is the
designated router. The interface with the second-highest priority
becomes the backup designated router. If the priority is 0, the interface
cannot become the designated router or the backup. The priority is
used only during election of the designated router and backup
designated router. The range is 0 to 255. The default is 1.

TransitDelay Length of time, in seconds (1 through 1800), required to transmit an
LSA update packet over the interface.

Retransinterval Length of time, in seconds (1 through 1800), required between LSA
retransmissions.

Hellolnterval Length of time, in seconds, between Hello packets. This value must be
the same for all routers attached to a common network.

0 Important:

When you change the Hello interval values, you must save the
configuration file and reboot the switch for the values to be restored
and checked for consistency.

RtrDeadInterval Adjacent routers use this interval to determine if the router has been
removed from the network. The interval must be identical on all routers
on the subnet and a minimum of four times the Hello interval. To avoid
interpretability issues, the RtrDeadInterval value for the OSPF
interface must match the RirDeadInterval value for the OSPF virtual
interface.

Pollinterval Length of time, in seconds, between Hello packets sent to an inactive
OSPF router.

State A read-only field indicating the OSPFv3 interface state. Options
include:

» down

* loopback

* waiting

* pointToPoint

* designatedRouter

* backupDesignatedRouter

» otherDesignatedRouter
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Field Description

Designated A read-only field indicating the router ID of the designated router.
Router

BackupDesignate | A read-only field indicating the router ID of the backup designated
d Router router.

Events A read-only field indicating the number of times this OSPF interface
changed state or an error occurred.

MetricValue The metric assigned to this interface. The default value of the metric is
the Reference Bandwidth or ifSpeed. The value of the reference
bandwidth is configured by the rcOspfv3ReferenceBandwidth object.

LinkScope A read-only field indicating the number of Link-Scope LSAs in the link-
LsaCount state database.

LinkLsaCksum A read-only field indicating the 32-bit unsigned sum of the Link-
Sum Scope link-state advertisement LS checksums in the link-state
database. The sum determines a change in the router link-state
database and compares the link-state database of two routers.

Instld Enables multiple instances of OSPFv3 over a single link. The switch
assigns each protocol instance a separate ID. This ID has local link
significance only.

DemandNbr Indicates whether neighbor probing is enabled. Neighbor probing
Probe determines whether the neighbor is inactive.

DemandNbr The number of consecutive LSA retransmissions before the neighbor
ProbeRetxLimit is deemed inactive and the neighbor adjacency is deactivated.
DemandNbr Defines how often, in seconds, the neighbor is probed.

Probelnterval

Configuring IPv6 OSPF Area

Perform the following procedure configure IPv6 OSPF areas.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv6 Networks, IPv6 OSPF, Area.

The IPv6 OSPF — Area table appears in the contents pane.
2. To add an area, from the menu bar, click Add Entry.
The Insert Areas dialog box appears.
3. Complete the fields as required.
4. Click Save.
5. Click Ok or Details if there are errors or warnings.
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Job aid

212

The new entry appears in the contents pane.

The following table describes the Configuration of IPv6 OSPF area.

Field Description

Id A 32-bit integer uniquely identifying an area. Area ID 0.0.0.0 is used for
the OSPF backbone. VLANSs that maintain the default area setting on the
interface cause the LSDB to be inconsistent.

ImportAsExtern | The support for importing AS-external LSAs. Options include
importExternal (default), importNotExternal, or importNssa (not so stubby
area).

SpfRuns Indicates the number of SPF calculations OSPF performs.

BdrRtrCount The number of area border routers reachable within this area. The switch
calculates the value, initially zero, in each SPF pass.

AsBdrRtrCount | The total number of autonomous system border routers reachable within
this area. The switch calculates the value, initially zero, in each SPF pass.

ScopelLsaCount | The number of LSAs in the area link-state database, excluding AS
External LSAs.

ScopLsaCksum | The 32-bit unsigned sum of the LSAs. This sum excludes external (LS

Sum type 5) LSAs. The sum determines changes in a router link-state
database and compares the link-state databases of two routers.

Summary The area support for summary advertisements in a stub area.

StubMetric The number of active interfaces in this area.

NssaTranslator
Role

Indicates an NSSA border router ability to translate NSSA type-7 LSAs
into type-5 LSAs. Options include:

* always

+ candidate (default)

NssaTranslator
State

Indicates if and how an NSSA border router translates NSSA type-7 LSAs
into type-5 LSAs. Options include:

» enabled indicates the NSSA border router translator role is set to
always.

+ elected indicates a candidate NSSA border router is translating type-7
LSAs into type-5.

« disabled indicates a candidate NSSA border router is not translating
type-7 LSAs into type-5.

NssaTranslator
StabilityInterval

The number of seconds after an elected translator determines translation
is not required that it resumes translation duties.
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Field Description
NssaTranslator | A read-only field indicating the number of Translator State changes that
Events occurred since the last bootup.

StubMetricType | Sets the type of metric advertised as a default route:
* rcOspfv3Metric indicates the OSPF metric

» comparableCost indicates an external type 1

* nonComparable indicates an external type 2

Configuring IPv6 OSPF Neighbors

Perform the following procedure configure IPv6 OSPF neighbors.

Procedure steps

1. In the COM navigation pane, expand the managers, click on the Routing Manager
and select a node under IPv6 Networks, IPv6 OSPF, Neigbors.

The IPv6 OSPF — Neighbors table appears in the contents pane.
2. Select and modify any of the fields in the table.
3. Click Apply Changes.

Job aid

The following table describes the fields in the IPv6 OSPF — Neighbors table.

Field Description

Interface A read-only field indicating the local link ID of the link over which the
neighbor is reached.

Rtrid A read-only field indicating the router ID of the neighboring router, which
in OSPF has the same format as an IPv6 address but identifies the router
independent of IPv6 address.

AddressType A read-only field indicating the address type of rcOspfv3NbrAddress.
Only IPv6 addresses without zone index are expected. Options include:

e unknown
* ipv6
* ipv6z

*dns

Address A read-only field indicating the IPv6 address for the neighbor associated
with the local link.
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Field Description

Options A read-only field indicating the bit mask corresponding to the options field
on the neighbor.

Priority A read-only field indicating the preferential treatment assignment, which
places the transmitted packets into queues. The priority field also
indicates the possible selection of the priority field in the data link header
when the switch forwards the packet.

State A read-only field indicating the OSPF interface state:

» down

* attempt

* init

» twoWay

» exchangeStart
» exchange

* loading

« full

Events A read-only field indicating the number of state changes or error events
occurring between the OSPF router and the neighbor router.

LsRetransQLen | A read-only field indicating the number of elapsed seconds between
advertising retransmissions of the same packet to a neighbor.

Hello A read-only field indicating whether Hellos are suppressed at a neighbor.

Suppressed

Ifld A read-only field indicating the interface ID that the neighbor advertises
in Hello packets on this link, that is, the neighbor local interface index.

RestartHelper A read-only field indicating that the router acts as a hitless restart helper

Status for the neighbor. Options include:

* notHelping
* helping

RestartHelper A read-only field indicating the time remaining in the current OSPF hitless

Age restart interval, if the router acts as a restart helper for the neighbor. The
range is 1 through 1800 seconds.

RestartHelper | A read-only field indicating the outcome of the last attempt to act as a

ExtReason hitless restart helper for the neighbor. Options include:

* none: indicates no restart was attempted (default)
* inProgress: indicates a restart attempt is currently underway

» completed: indicates a completed restart
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Field

Description

« timedout: indicates a timed-out restart

» topologyChanged: indicates a cancelled restart due to the topology

change
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Chapter 8: Configuration of Trap/Log
Manager

The Trap/Log Manager is a Configuration and Orchestration Manager (COM) manager that allows you to
configure and view the traps/notifications and the system log. This manager combines the functionality of
the original Trap Receiver and Log Manager, and adds trap/notification configuration and syslog
configuration.

You can configure the network manager to which the traps are sent using this manager. You can also
configure the severity of the log, the host, and the port to which the log is sent. The trap receiver shows
the traps received from the configured devices.

Similarly, the syslog receiver shows the system log for the configured devices.

In COM 2.2 Avaya Virtual Services Platform (VSP) and Avaya Wireless Controller (WC) devices are now
supported, and appear in the interface with the ERS family in the tree.

For WC 8xxx devices, the Trap/Log Manager functions the same way as the mERS 5600 family of devices.
The WC family of devices appears in the Ul with the mERS5600 family in the tree.

Navigation

« Starting Trap/Log Manager on page 217

* Trap/Log Manager window on page 218

* Discovering devices on page 221

* Displaying Preferences on page 221

+ Configuring Traps on page 222

+ Configuring System Log on page 231

* Viewing System Log on page 234

Starting Trap/Log Manager

Perform the following procedure to start Trap/Log Manager.
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Procedure steps

1. In the Configuration and Orchestration Manager Navigation tree, expand

Managers.
2. Click Trap/Log Manager icon.

COM automatically launches the device discovery, and displays the operation result

(errors and warnings), as shown in the following figure.

Operation Result @

Completed: 13 § 13, [Errors: 6, Warnings: 0]

ok )| Deals ]

3. Click Ok to view Trap/Log Manager tab.
OR

Click Details to view errors or warnings, if any.

The following figure shows the Trap/Log Manager window.

Trap/Log Manager window

The following figure shows the Trap/Log Manager window.
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Figure 26: Trap/Log Manager window

The following table describes the parts of the Trap/Log Manager window.

Table 47: Parts of the Trap/Log Manager window

Part

Description

Tool bar

Provides quick access to commonly used Trap/Log Manager
commands. For more information, see Tool bar buttons on
page 219.

Navigation pane

Allows you to navigate to the settings for the current network
devices. For more information, see Navigation pane on
page 220.

Contents pane

Displays details of the folder selected on the navigation pane. For
more information, see Contents pane on page 220.

Tool bar buttons

The following table describes the Trap/Log Manager tool bar buttons.
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Table 48: Tool bar buttons

Button Description
Discover Trap/Log Discovers the devices for the Trap/Log Manager.
Preferences Allows you to set the preferences for working with the Trap/
Log Manager.

Navigation pane

The Trap/Log Manager navigation pane displays a hierarchical folder tree that you can use to
navigate to the groups.

The following figure shows the navigation pane of the Trap/Log Manager window.

Harme Trap,/Log Manager '*®
MNetwork il
il | =]
4 i — Metwork

4 ] Configure TrapsMatifications

- |_]Ethernet Switch/ERS 25XX

- |_JERS XK, WEP 9HHE

+ |_JERS 14241 6XX

+ |_]Legacy Baystack

o | ERS S RRISE R SRR3R WICE R
4 i— Configure System Log

+ |_] Ethernet Switch/ERS 258K

+ |_JERS ¥, WSP 9

- |_JERS 18X

- |_JERS SERRIASEE S HIIEHE WICER A

=] view System Logs

Figure 27: Navigation pane

Contents pane

The contents pane displays detailed information for the element selected in the navigation
pane.
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Discovering devices

You can discover the information in the Trap/Log Manager window with trap/log information
polled from the network devices. You can use this feature to load any updated information that

took effect since you opened Trap/Log Manager. Perform the following procedure to discover
traps/logs.

Procedure steps

Click on the Discover Trap/Log button in the tool bar.

COM initiates the device discovery, and displays the operation result (errors and
warnings), as shown in the following figure.

Operation Result @

Completed: 13 § 13, [Errors: 6, Warnings: 0]

ok )| Deals ]

Displaying Preferences

You can select the specific set of assigned devices to be used in the Trap/Log Manager
discovery process in the Trap/Log Manager Preferences dialog box, based on several criteria.

Click Preferences button in the tool bar. The Trap/Log Manager preferences dialog
box appears.
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== Hiies Bloutirsg Manacer Trap/Log Manager *

Trap,/Log Manager Preferences
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Albeon WLAN AP Available Devices Selected Devices
100126, 10181 -
Manage by Sub-Nelwork 100126, 10,141 >
Ip Address/ addrien Enable 10.127.6.2 3
10.127.9.254
Ingest Delebe 10.127.10.2 !
10.127.20.2 L
100127222
100127.24.3 =|
i |

For more information on editing the Preferences, see Setting File Inventory Manager
preferences on page 267.

Configuring Traps

For instructions on configuring traps for ERS and WC devices, see the following sections.

Configuring Trap Receivers for ERS and WC devices

Perform the following procedure to configure trap/logs for the following devices:
* ERS 25XX
* ERS 55XX/56XX/45XX/35XX, WC 8XXX

Procedure steps

In the Trap/Log Manager navigation tree, click Configure Traps/Notifications.
Choose the switch for which you want to configure trap receivers.
In the contents pane, click the Trap Receivers tab.

To add a trap receiver entry for a device, click the Add button in the tool bar.

oo bd =

The Insert Trap Receiver dialog box appears.

222  Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010



Insert Trap Receivers

Properties

Inch: | | @ [1-4]
MNetaddr: | | @
RcyrComm: | @

Devices

Device
101271852
1012722200
104272222
1012723172

OO0 O
LI

[ Save ] [ Close J [ Help ]

5. Populate the fields as required.
6. Click Save.

Configuring Traps

A row corresponding to the newly created trap receiver is added to the table in the

contents pane.

You can also edit the existing trap receiver by editing the corresponding cells.

Job aid
The following table describes the Insert Trap Receiver dialog box fields:
Part Definition
Indx Specifies the index value. Ranges from 1 to 4.
NetAddr Specifies the network address.
RcvrComm Specifies the receiver address.
Devices Allows you to set these values for other similar devices.
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Configuring Target Address Table for ERS, VSP and WC devices

Perform the following procedure to configure Target Address Table for the following devices:
« ERS 25XX
* ERS 55XX/56XX/45XX/35XX, WC 8XXX
« ERS 8000, VSP 9XXX
* ERS 1424/16XX
Procedure steps
1. In the Trap/Log Manager navigation tree, click Configure Traps/Notifications.

2. Choose the switch for which you want to configure target addresses.

3. In the contents pane, click the Target Address Table tab.

By default, the Target Address Table tab opens.
4. To add a target address entry for a device, click the Add button in the tool bar

The Insert Target Address Table dialog box appears.
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Insert Target Address Table

Properties

Mame: | | @

T argetDomair: snmplDPDomain

Targetsddress: | |@ Lottt w port ]

Tirmeout: | 1500 | [1/100 secs]

RetryCount: | 3 | [0 - 255]
TagList: | @
Pararns: | | @

StorageType: | nonyolatie |v |

Devices

Device

1012610128 -
101271402
101271713
101272212

OO0 OO

[ Save J [ Close J [ Help J

5. Enter the values in the fields as required.
6. Click Save.

A row corresponding to the newly created Target Address is added to the table in
the Contents pane.

You can edit the existing Target Address entries by editing the corresponding cells.

You can modify any of the configurable global routing properties directly in the Contents pane
and save the changes by clicking Apply changes.

Job aid

The following table describes the Insert Target Address Table dialog box fields.

Part Definition
Name Specifies the name of the target table.
TDomain Specifies the TDomain for the target table.

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010 225



Configuration of Trap/Log Manager

Part Definition
TAddress The IP address and the host of the target and the UDP port number.
0 Important:
Port 162 is reserved for SNMP traps.
Timeout The maximum round trip time required for communicating with the
transport address defined by this row.
RetryCount The number of retries to be attempted when a response is not
received for a generated message.
TagList Specifies a list of tag values. A tag value refers to a class of targets
to which the messages may be sent.
Params The string value that identifies snmpTargetParamsTable entries.
StorageType Specifies the storage type. Default value is nonVolatile.

Configuring Target Params Table for ERS, VSP, and WC devices

Perform the following procedure to configure Target Params Table for the following devices:

* ERS 25XX

* ERS 55XX/56XX/45XX/35XX, WC 8XXX
* ERS 8000, VSP 9XXX
* ERS 1424/16XX

Procedure steps

o bd =

In the Trap/Log Manager navigation tree, click Configure Traps/Notifications.
Choose the switch for which you want to configure target parameters.
In the contents pane, click the Target Params Table tab.

To add a target parameter entry for a device, click the Add icon in the tool bar menu.

The Insert Target Params dialog box appears.
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Insert Target Params Table @
Properties
Mame: | |@
MPModel: | SMMPY L M
SecLrityModel: | ShHMPy 1 |v |
SecurityMarme: | | (1)
SecurityLevel: | noALERMoPTY |v |
StorageType: | rionolatile |v |
Devices
Device
1012610129 =
101271402 o
101274715
101272212 =
[ Save J [ Close J [ Help J
5. Enter the values in the fields as required.
6. Click Save.
A row corresponding to the newly created Target Params entry is added to the table
in the contents pane.
You can edit the existing values by editing the corresponding cells and clicking
Apply Changes.
Job aid
The following table describes he Insert Target Params dialog box fields.
Part definition
Name Specifies the unique name of the target parameters table.
MPModel Specifies the Message Processing model, SNMPv1, SNMPv2c, or
SNMPv3/USM. Default value is SNMPv1.
SecurityModel Specifies the security model, SNMPv1, SNMPv2c, or SNMPv3/
USM. Default value is SNMPv1.
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Part definition

SecurityName Specifies a new security name, which identifies the principal to
generate SNMP messages.

SecurityLevel The security level. The valid options are noAuthNoPriv,
authNoPriv, and authPriv. Default value is noAuthNoPriv.

StorageType Specifies the storage type. Default value is non-volatile.

Multiple Devices Allows you to set these values for other similar devices.

Insertion

Configuring Notify Table for ERS, VSP, and WC devices

Perform the following procedure to configure Notify Table for the following devices:

* ERS 25XX

* ERS 55XX/56XX/45XX/35XX, WC 8XXX
* ERS 8000, VSP 9XXX

* ERS 1424/16XX

Procedure steps

1. In the Trap/Log Manager navigation tree, click Configure Traps/Notifications.

2. Choose the switch for which you want to configure notifications.

3. In the contents pane, click the Notify Table tab.

The Notify Table window appears.
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4. To add a notification entry for a device, click the Add icon in the tool bar.

The Insert Notify Table dialog box appears.
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Insert Motify Table ¥
Properties
Mame: | | @
Tag: | |@
Type: trap W
StorageType: niontolatile b
Devices
[] Device
] 1012610129 i’
] 101271402
] 101274715
] 101272242 &l
[ Save ] [ Close ] [ Help ]
5. Enter the values in the fields as required.
6. Click Save.
A row corresponding to the newly created notification is added to the table in the
contents pane.
You can modify any of the existing notifications by modifying the fields directly in
the Contents pane and clicking Apply Changes.
Job aid

The following table describes the Insert Trap Receiver dialog box fields.

Part definition

Name

Specifies the unique identifier associated for the notify table.

Tag

contains a value of zero length, no entries are selected.

A single tag value used to select entries in the snmpTargetAddrTable.
Any entry in the snmpTargetAddrTable that contains a tag value equal
to the value of an instance of this object is selected. If this object

Type

This object determines the type of notification generated for entries in
the snmpTargetAddrTable that are selected by the corresponding

instance of snmpNotifyTag. If the value of this object is trap, then any
messages generated for selected rows contain SNMPv2-Trap PDUs.
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Part definition

If the value of this object is inform, then any messages generated for
selected rows contain Inform PDUs.

0 Important:

If an SNMP entity only supports generation of traps (and not
informs), then this object is read-only.

StorageType Specifies the storage type. Default value is other.

Configuring System Log

The Trap/Log Manager lists the devices that support System Log configuration that are
discovered using the Topology Manager. In each of the configuration nodes, the devices are
grouped by family of device. Each device can be selected to see the configuration.

To display the devices, expand the Configure System Log navigation tree.

0 Important:
The Add icon on the tool bar is enabled only on clicking a device.

Configuring System Log for ERS and VSP devices

Perform the following procedure to create a system log for the following devices:
« ERS 8000, VSP 9XXX
* ERS 1424/16XX
Procedure steps
1. In the Configure System Log folder, choose a device to create a system log.

2. Click System Log Table tab.
3. Click Add button on the tool bar.

The Insert Syslog Log Table dialog box appears.
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Insert System Log Table X
Properties
Id: () [1-10]
IpAddr: |ﬂ
UdpPort: 514 (514 - S30]
Facility: local? |v|
Severity
¥ Info [Jwaming [Clerror [ fatal

MapInfoSeverity: info A
MapWamingSeverity:  waming 5
MapErrorSeserity: error 5
MapFatalSeverity: EMengency 2%
Enable: |

Devices
[] Device
[] 172161202

V] 172481205

Lsae J[ Cose J[ reb |

4. Enter values in the fields as required.
5. Click Save.

To modify any of the configurable SyslogHost interface properties, modify the fields
directly in the contents pane and click Apply Changes on the tool bar.

Job aid

The following table describes the Insert Syslog dialog box fields.

Part Definition
Id ID for the syslog host being created.

IPAddr IP address of the syslog host.
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Part Definition
UdpPort The UDP port to use to send messages to the syslog host (514 to 530).
Default value is 514.
Facility The syslog host facility used to identify messages (LOCALO to
LOCALY).
Severity The Ethernet Routing Switch 8000 Series message severity for which

syslog messages will be sent. Default value has all values enabled:
info, fatal, warning and error.

Maplnfo Severity The fields that map the Ethernet Routing Switch 8000 Series severity
levels to syslog severity. Default value is info.

MapWarning The fields that map Ethernet Routing Switch 8000 Series warning
Severity severity levels to syslog severity. Default value is warning.

MapError Severity | The fields that map Ethernet Routing Switch 8000 error severity levels
to syslog severity. Default value is error.

MapFatal Severity | The fields that map Ethernet Routing Switch 8000 fatal severity levels
to syslog severity. Default value is emergency.

Enable Enables or disables sending messages to the syslog host. Default
value is false (not selected).

Enabling System Log for ERS, VSP, and WC devices

Perform the following procedure to enable the system log for the following devices:

* ERS 25XX
* ERS 55XX/56XX/45XX/35XX, WC 8XXX
* ERS 8000, VSP 9XXX
* ERS 1424/16XX
Procedure steps

1. In the Configure System Log folder, choose a device for which to enable the
system log.

2. In the System Log window, click in the Enable field.
3. Select the check box in the field.

4. To apply the changes, click the Apply Changes in the tool bar.

The value in the Enable field is updated to true.
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Job aid
The following table describes the System Log tab fields.
Part Definition
Enable Used to enable/disable the syslog feature.
MaxHosts The maximum number of remote hosts considered active and able to

receive messages from the syslog service.

OperState The operational state of the syslog service.

Viewing System Log
Perform the following procedure to view the System Log.
Procedure steps
In the Trap/Log Manager navigation tree, click View System Logs.
The Syslog Viewer window appears.

Home Trap,/Log Manager =

Metwork “ Trap/Log Manager
[} _-I W Syslog Yiewer
‘ Ietvork
’ SR YT
& | Configure TragsMotifications
| Ethernet SwichERS 254X Time = Device Savel CPU  Modu Message Ted
] ERE 82004, WSP 3xX0
| ERS 142401 B Pagel  |of1 Mo Data

| Legacy BayStack

| ERS: SEM RSB MM MR, WaCH RN
# | Configure Syslem Log

| Etherret SweiichiERS 25K

1 ERE 830, WEP QRN

|ERE TEXE

|ERS SSHEMSENHMSKMESEN, WICARKY

=] Vieww System Logs

The cells are non-editable.
You can export the information to a text file by using the Export button.
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File Inventory Manager allows you to manage the hardware and software configurations for different
devices. File Inventory Manager allows you to

* view hardware configurations
* view software configurations

+ edit Preferences

+» download files from a device

* upload files to a device

* backup configuration files

* restore configuration files

« archive configuration files

* synchronize configuration files
* upgrade devices

» compare runtime configuration with existing configurations

In COM 2.2, the FIM workflow for VSP devices is the same as for the ERS 8600 device types. The only
exception is that the image of the Virtual Serviced Platform (VSP) device has an altered screen which
does not contain the TFTP server address. The FIM workflow for the Wireless Controller (WC) devices is
the same as the mERS5600 device type.

This section describes using File Inventory Manager. It includes the following information:

* About File Inventory Manager on page 236

« Starting File Inventory Manager on page 240

* Using the File Inventory Manager window on page 240

* Setting File Inventory Manager preferences on page 267

* Managing files on page 270
» Managing inventory on page 288
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About File Inventory Manager

File Inventory Manager has two primary functions—file management and inventory
management. This section describes the capabilities provided by those functions.

This section contains information on the following topics:

« File management features on page 236

* Inventory management features on page 239

File management features

The file management features of File Inventory Manager allows you to upload and download
files to and from network devices. For all devices that support multiple devices, you can also
use File Inventory Manager to do bulk uploads or downloads to or from multiple devices. This
feature makes it easier to deploy updated image or configuration files across your network.

The following table summarizes the file management capabilities of File Inventory Manager.

Table 49: File Inventory Manager file management capabilities

Device family Operation Multiple File types
devices

ERS 8000 Download Yes Any (for example image, WSM

VSP 9xxx image, and configuration.)
Upload Yes Any (image, configuration, syslog,

etc.)

Backup Yes Configuration or boot configuration
Restore Yes Configuration or boot configuration
Archive Yes Configuration or boot configuration
Synchronize Yes Configuration or boot configuration
Device upgrade | Yes Image
wizard
Compare Yes Configuration
runtime

Passport 1000 Not supported

(legacy)

Legacy ERS Download Yes Image or configuration

1424/16xx
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Device family Operation Multiple File types
devices
Upload Yes Configuration or history log
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize Yes Configuration
Device upgrade | Yes Image
Compare Yes Configuration
runtime
Legacy ERS Download Yes Image or configuration
1424/16xx
Upload Yes Configuration or history log
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize Yes Configuration
Device upgrade | Yes Image
Device upgrade | Yes Image
wizard (ERS
16xx only)
Compare Yes Configuration
runtime
Ethernet Routing Download Yes Image, configuration, firmware
Switch 55xx/35xx/ image, or ASCII configuration file
45xx/25xx
Upload Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize Yes Configuration
Device upgrade | Yes Image
Compare Yes Configuration
runtime
Ethernet Switch Upload Yes Image, configuration, firmware
image*, or ASCII configuration file*
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Device family Operation Multiple File types
devices
* Ethernet Switch 460/470,
Ethernet Switch 425 3.0
Download Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize Yes Configuration
Device upgrade | Yes Image
Compare Yes Configuration
runtime
Legacy BayStack | Download Yes Image, configuration, firmware
image*, or ASCII configuration file*
*BPS 2000 2.0.5 and up, BayStack
380 3.0, BayStack 420 3.0
Upload Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize Yes Configuration
Device upgrade | Yes Image
Alteon Download Yes Image or configuration
Upload Yes Configuration or dump file
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
Synchronize Yes Configuration
Device upgrade | Yes Image
OM 1000 Download Yes Image, configuration, firmware
image, or ASCII configuration file
Upload Yes Configuration only
Backup Yes Configuration
Restore Yes Configuration
Archive Yes Configuration
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Device family Operation Multiple File types
devices
Synchronize Yes Configuration
Device upgrade | Yes Image
WLAN AP devices | Download Yes Applicationlmage or Configuration
or NN Data file

Upload Yes Configuration only
Backup Yes Configuration

Restore Yes Configuration

Archive Yes Configuration
Synchronize Yes Configuration

Device upgrade | Yes Image

0 Important:

The actual file upload and download operations are performed by a Trivial File Transfer
Protocol (TFTP) server. You can use either TFTP server software running on the COM
management station, or you can designate a separate machine as the TFTP server.

Inventory management features

The inventory management features of File Inventory Manager show you current information
about the hardware and software discovered on your network.

* Device and chassis types

* Installed blades

« Serial and revision numbers

* Image and configuration file names and versions

* GBIC data
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Starting File Inventory Manager

Perform the following procedure to start File Inventory Manager.

The administrator must assign the File Inventory Manager in the MultiElementManager
Assignment tab.

Procedure steps

1. Select Managers from Configuration and Orchestration Manager, and then click
the File Inventory Manager Icon.

The Confirmation dialog box appears.

2. Click Yes to query the discovered devices for inventory information, or click No to
get inventory information from a previously saved inventory file. If you click No, File
Inventory Manager prompts you for the location of the inventory file. Browse the file
and then click Open Inventory.

3. Select the device from the Available Devices list, click > or >> to move the
highlighted devices in the Selected Devices list, and then click Query Now.

The File Inventory Manager dialog box appears.

0 Important:

Discovery process does not include devices without proper credentials assigned
to them.

Using the File Inventory Manager window

The following figure shows the File Inventory Manager window.
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Figure 28: File Inventory Manager window

Softwaretersion

General

The following table describes the parts of the File Inventory Manager window.

Table 50: Parts of the File Inventory Manager window

Part

Description

Menu bar

Provides access to all File Inventory commands. For more
information, see Tool bar commands on page 242.

Tool bar

Provides quick access to commonly used File Inventory commands.
For more information, see Tool bar commands on page 242.

Navigation pane

Allows you to navigate File Inventory elements for devices
discovered on the network. For more information, see Navigation
pane on page 243.

Contents pane

Displays file and inventory information for the element selected on
the Navigation pane. For more information, see Contents pane on
page 245.
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Tool bar commands

The following table describes the File Inventory Manager tool bar commands.

Table 51: Tool bar commands

Command Toolbar Description
Button
Discover Rediscovers the inventory information and reloads File
ﬁh Inventory Manager with the latest information.
Set Filters devices based on Family or Capabilities.
Preferences j
Find Finds matching text strings in the navigation or contents
panes.
2
Highlight vy Highlights devices of the selected family on the
Topology & Configuration and Orchestration Manager topology map.
Help _ Opens online Help for the current folder or tab.
9
Export Exports inventory information displayed in content panel
grid in to a text file.

Menu bar commands

242

The following table describes the File Inventory Manager menu bar commands.

Table 52: Menu bar commands

Command

Description

Save Inventory information

Allows you to save inventory files that you
can load again later.

Open Inventory file

Allows you to load saved inventory files.

Save Inventory in Tab delimited text file

Allows you to save network inventory
information in a tab-delimited text file.

Set View Preferences

Allows you to select the information to be
displayed.
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Command Description

Download file to device Allows you to download configuration or
image files or both to devices.

Upload file from device Allows you to upload configuration or image
files or both from devices.

Backup Config Allows you to create backup files that can be
restored to devices in the event of a network
failure.

Restore Config Allows you to restore the configuration for the
target device(s).

Archive Config Allows you to archive the configuration for
the target device(s).

Synchronize Config Allows you to synchronize the configuration
for the target device(s).

Upgrade device Allows you to update the software for the
specified device(s).

Upgrade device wizard Displays the Auto Upgrade form.

Edit File Allows you to edit configuration files with a
text editor.

Compare Config Compares the runtime configuration for the

specified device(s) with the external
configuration file.

Navigation pane

The File Inventory Manager Navigation pane allows you to navigate File/Inventory elements
for devices discovered on the network. Devices are grouped in folders according to the device
family. They are identified by their IP address.

Double-click the folder to view its elements, and then click an element to examine detailed
information in the Contents panel.
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Figure 29: Parts of the File/Inventory Navigation pane

The following table describes the Navigation pane.

Table 53: Parts of Navigation pane

Part Description

Device Family folder Specifies the root folder; contains all of the icons and
folders in the Tree Panel.

ERS 8000, VSP 9XXX folder Displays the information specific to ERS 8xxx devices,
and VSP 9xxx devices.

ERS 55XX/45XX/35XX folder | Displays the information specific to ERS 55xx, 45xx, and
35xx devices.

Legacy ERS 1424/16xx Displays the information specific to ERS 1424 and 16xx
devices.

ERS 55xx/35xx/45xx/25xx Displays the information specific to ERS 55xx, 35xx, 45xx

folder and 25xx devices.

Legacy BayStack Displays the information specific to legacy baystack.

Alteon Displays the information specific to Alteon devices.

OM 1000 Displays the information specific to OM 1000 devices.

WLAN AP devices Displays the information specific to WLAN AP devices.

Hardware Displays all hardware information for the discovered
devices.
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Part Description
Software Displays all software information for the discovered
devices.
Devices Displays hardware and software information for the

selected device.

Contents pane

The contents pane displays file and inventory information for the element selected on the
Navigation pane. The information is provided in tabular format. Each tab at the top of the

contents pane is a table. Click the tab to view the table contents. Use the horizontal scroll bar at
the bottom of the contents pane when a table is wider than the contents pane.

Understanding the File Inventory navigation tree

The following figure shows the File Inventory Manager navigation tree. Depending on the

devices that were discovered, your File Inventory Manager window may show folders that are
not listed here, and may not show folders that are listed.
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Figure 30: Understanding the File Inventory Manager navigation tree

The following sections describe the tab contents of Device Family folders:

* ERS 55xx/45xx/35xx folder on page 246
* ERS 8000, VSP 9XXX folder on page 253

ERS 55xx/45xx/35xx folder

Use the ERS 55xx/45xx/35xx folder to view information about Ethernet Routing Switch 5510,
5520, 5530, 4548GT, 4548GT_PWR, 4550T, 4550T_PWR, 4526FX, and 3510 hardware,
software, and devices in the network inventory.

The following table describes the parts of the ERS 55xx/45xx/35xx folder.
Table 54: Parts of the ERS 55xx/45xx/35xx folder

Part Description

ERS 55xx/45xx/35xx Shows information about Ethernet Routing Switch 55xx,
Hardware table on page 247 | 45xx, and 35xx device hardware in the network inventory.

ERS 55xx/45xx/35xx Software | Shows information about software running on Ethernet
table on page 249 Routing Switch 55xx, 45xx, and 35xx devices in the
network inventory.
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Part

Description

ERS 55xx/45xx/35xx Devices

Shows information about each of the Ethernet Routing

folder on page 250

Switch 55xx, 45xx, and 35xx devices discovered on the
network.

ERS 55xx/45xx/35xx Hardware table

Use the ERS 55xx/45xx/35xx Hardware table to view information about Ethernet Routing
Switch 55xx. 45xx, and 35xx device hardware in the network inventory.

The following table describes the parts of the ERS 55xx/45xx/35xx Hardware table.

Table 55: Parts of the ERS 55xx/45xx/35xx Hardware table

Part Description
Stack tab on Shows information about Ethernet Routing Switch 55xx, 45xx, and
page 247 35xx stack.
Gbic tab on Shows information about the system that Ethernet Routing Switch
page 248 55xx, 45xx, and 35xx use to determine the device capabilities.
Stack tab

Use the Stack of the ERS 55xx/45xx/35xx folder to view information about Ethernet Routing

Switch 55xx, 45xx, and 35xx stack.

Network

(<l

File Inventory

hAIFEE

| ahic | 17 Phone ” stack ]

4 =5 Device Family
[ [CJEthernet Switch/ERS 25

Mo Device Inck

Descr wer SerMum Location)

1

1721612039 1

24 parts 10/ 00100 4524GT HAWE0B

LEMMTMILZS001D  loc

4 CJERS SEKHISENKMSHN

17216.120.41

1

43 portz 100100100 4543GT-PWE HALD SDLA Y0 G

=] Hardware e
E sottware
4 ) Devices
E17246.120.39
E17246.120.41
4 CERS a000
E Hardwvare
E sottware
4 ) Devices
E17246.1205
El17246.120.2
b CERS 16X

The following table describes the parts of the Stack tab.

Table 56: Parts of the stack tab of the ERS 55xx/45xx/35xx Hardware table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Indx Shows the index number of the device.
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Part Description
Descr Shows the description for the device
Ver Shows the version number of the device.
SerNum Shows the serial number of the device.
Location Show the location of the device.
Gbic tab

Use the Gbic tab of the ERS 55xx/45xx/35xx folder to view information about the system that
Ethernet Routing Switch 55xx, 45xx, and 35xx use to determine the device capabilities.

The following table describes the parts of the Gbic tab

Table 57: Parts of the Gbic tab of the ERS 55xx/45xx/35xx Hardware table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Port Number Shows the port number of the device.
GBIC Type Shows the gbic type. It follows the port number.

Vendor Name

Shows the gbic vendor name.

Vendor OUI

Shows the company ID of the gbic vendor IEEE.

Vendor Part #

Shows the part number provided by gbic vendor.

Vendor Revision

Shows the revision level for part number provided by vendor.

Vendor Serial

Shows the serial number provided by the vendor.

HW Options

Shows the hardware options for the gbic.

Date Code

Shows the manufacturing date code of the vendor.

Vendor Data

Shows the vendor specific data for gbic.

Chassis tab

Use the Chassis tab of the ERS 55xx/45xx/35xx folder to view information about Ethernet
Routing Switch 55xx, 45xx, and 35xx chassis.

The following table describes the parts of the Chassis tab.
Table 58: Parts of the Chassis tab of the ERS 55xx/45xx/35xx Hardware table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
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Part Description
ModuleType Shows the Ethernet Routing Switch module type.
HwRevision Shows the current hardware revision of the device chassis.
DeviceSerial Shows the serial number of the device.
Number

ERS 55xx/45xx/35xx Software table

Use the ERS 55xx/45xx/35xx Software table to view information about software running on
Ethernet Routing Switch 55xx, 45xx, and 35xx devices in the network inventory.

The following table describes the parts of the ERS 55xx/45xx/35xx Software table.
Table 59: Parts of the ERS 55xx/45xx/35xx Software table

Part Description
General tab on Shows general information about software running on Ethernet
page 249 Routing Switch (legacy) 55xx, 45xx, and 35xx devices in the network
inventory.
Image Config tab on | Shows information about software configuration settings.
page 250
General tab

Use the General tab of the ERS 55xx/45xx/35xx Software table on page 249to view general
information about the software running on Ethernet Routing Switch 55xx, 45xx, and 35xx
devices.

The following table describes the parts of the General tab.
Table 60: Parts of the General tab of the ERS 55xx/45xx/35xx Software table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Type Shows the type of the device.
SysName Shows the system name of the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.
UpTime Shows the elapsed time since the last restart of the device.
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Image Config tab

Use the Image/Config tab of the ERS 55xx/45xx/35xx Software table on page 249 to view
information about image and configuration files loaded on the Ethernet Routing Switch 55xx,
45xx, and 35xx devices.

The following table describes the parts of the Image/Config tab.
Table 61: Parts of the Image/Config tab of the ERS 55xx/45xx/35xx software table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
ImgFname Shows the filename of the last image file downloaded to the device.
CfgFname Shows the filename of the last configuration file downloaded to or
uploaded from the device.

ERS 55xx/45xx/35xx Devices folder

Use the ERS 55xx/45xx/35xx Devices folder to view information about each of the Ethernet
Routing Switch 55xx, 45xx, and 35xx devices discovered on the network.

For each device in the Devices folder, File Inventory Manager displays the following tabs in
the contents pane

Table 62: Parts of the ERS 55xx/45xx/35xx Devices folder

Part Description
Stack tab on Shows information about Ethernet Routing Switch 55xx, 45xx, and
page 251 35xx stack.
Gbic tab on Shows information about the system that Ethernet Routing Switch
page 251 55xx, 45xx, and 35xx use to determine the device capabilities.
General tab on Shows general information about software running on Ethernet
page 252 Routing Switch 55xx, 45xx, and 35xx devices in the network

inventory.

Image Config tab on | Shows information about software configuration settings.
page 252
0 Important:

The contents pane displays the tabs described in the previous table, only when you select
a device from the device folder.

Chassis tab

Use the Chassis tab of the ERS 55xx/45xx/35xx Devices folder on page 250 to view information
about Ethernet Routing Switch 55xx, 45xx, and 35xx chassis.

The following table describes the parts of the Chassis tab.
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Table 63: Parts of the Chassis tab of the ERS 55xx/45xx/35xx Devices folder

Part Description
ModuleType Specifies the Ethernet Routing Switch module type.
HwRevision Specifies the current hardware revision of the device chassis.
DeviceSerialNumber Specifies the serial number for the device.
Stack tab

Use the Stack tab of the ERS 55xx/45xx/35xx Devices folder on page 250 to view information
about Ethernet Routing Switch 55xx, 45xx, and 35xx Stack.

The following table describes the parts of the Stack tab.
Table 64: Parts of the stack tab of the ERS 55xx/45xx/35xx Devices folder

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Indx Shows the index number of the device.
Descr Shows the description for the device
Ver Shows the version number of the device.
SerNum Shows the serial number of the device.
Location Show the location of the device.
Gbic tab

Use the Gbic tab of the ERS 55xx/45xx/35xx Devices folder on page 250 to view information
about the system that Ethernet Routing Switch 55xx, 45xx, and 35xx use to determine the
device capabilities.

The following table describes the parts of the Gbic tab.
Table 65: Parts of the Gbic tab of the ERS 55xx/45xx/35xx Devices folder

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Port Number Shows the port number of the device.
GBIC Type Shows the gbic type. It follows the port number.
Vendor Name Shows the gbic vendor name.
Vendor OUI Shows the company ID of the gbic vendor IEEE.

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010 251



Using File Inventory Manager

Part Description

Vendor Part # Shows the part number provided by gbic vendor.

Vendor Revision | Shows the revision level for part number provided by vendor.

Vendor Serial Shows the serial number provided by the vendor.

HW Options Shows the hardware options for the gbic.

Date Code Shows the manufacturing date code of the vendor.

Vendor Data Shows the vendor specific data for gbic.
General tab

Use the General tab of the ERS 55xx/45xx/35xx Devices folder on page 250 to view general
information about the selected Ethernet Routing Switch 55xx, 45xx, and 35xx device.

The following table describes the parts of the General tab.

Table 66: Parts of the General tab of the Devices folder

Part Description
Type Shows the type of the device.
SysName Shows the system name of the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.
UpTime Shows the elapsed time since the last restart of the device.

Image Config tab

Use the Image/Config tab of the ERS 55xx/45xx/35xx Devices folder on page 250to view
information about image and configuration files loaded on the device.

The following table describes the parts of the Image/Config tab.
Table 67: Parts of the Image/Config tab of the ERS 55xx/45xx/35xx Devices folder

Part Description

PromFWVersion Shows the version number of the agent PROM firmware.

RuntimeSW Version | Shows the version number of the runtime software.

FirmwareFile Shows the filename of the last image or firmware file downloaded to
the device.
ConfigFName Shows the filename of the last configuration file downloaded to or

uploaded from the device.
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ERS 8000, VSP 9XXX folder

Use the ERS 8000, VSP 9XXX folder to view information about Ethernet Routing Switch 8000
and Virtual Services Platform (VSP) 9XXX hardware, software, and devices in the network

Fetwork

R

& 5 Dervice Famiy

inventory.

The following table describes the parts of the ERS 8000, VSP 9XXX folder.
Table 68: Parts of the ERS 8000, VSP 9XXX folder

Part

Description

ERS 8000, VSP
9XXX Hardware
table on page 253

Shows information about Ethernet Routing Switch 8000 and Virtual
Services Platform 9XXX device hardware in the network inventory.

ERS 8000, VSP
9XXX Software
table on page 257

Shows information about software running on Ethernet Routing
Switch 8000 and Virtual Services Platform 9XXX devices in the
network inventory.

ERS 8000, VSP
9XXX Devices
folder on page 260

Shows information about each of the Ethernet Routing Switch 8000
and Virtual Services Platform 9XXX devices discovered on the
network.

ERS 8000, VSP 9XXX Hardware table

Use the ERS 8000, VSP 9XXX Hardware table to view information about Ethernet Routing
Switch 8000 and Virtual Services Platform 9XXX device hardware in the network inventory.
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The following table describes the parts of the ERS 8000, VSP 9XXX Hardware table.
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Table 69: Parts of the ERS 8000, VSP 9XXX Hardware table

Part Description
Chassis tab on Shows information about Ethernet Routing Switch 8000 and Virtual
page 254 Services Platform 9XXX family chassis.
Card tab on Shows information about cards installed in Ethernet Routing Switch
page 254 8000 and Virtual Services Platform 9XXX family chassis.
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Part

Description

Mda tab on page
256

Shows information about MDAs installed in Ethernet Routing Switch
8000 and Virtual Services Platform 9XXX family chassis.

Gbic tab on Shows information about the system that Ethernet Routing Switch
page 256 8000 and Virtual Services Platform 9XXX family use to determine
the device capabilities.
IP Phone on Shows information about IP Phone installed in Ethernet Routing
page 257 Switch 8000 and Virtual Services Platform 9XXX family chassis.
Chassis tab

Use the Chassis tab of the ERS 8000, VSP 9XXX Hardware table on page 253 to view
information about Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX family

chassis.

The following table describes the parts of the Chassis tab.

Table 70: Parts of the Chassis tab of the ERS 8000, VSP 9XXX Hardware table

Part Description

No. Shows the row number of the table entry.

Device Shows the IP address or host name for the device.

Type Shows the module type.

SerialNumber Shows the serial number for the device.

Hardware Revision | Shows the current hardware revision of the device chassis.

NumSilots Shows the number of slots (or cards) this device can contain.

NumPorts Shows the number of ports currently on this device.

BaseMacAddr Shows the starting point of the block of MAC addresses used by the
switch for logical and physical interfaces.

HaCpu Shows you the L2 redundancy on the master CPU is enabled or
disabled.

StandbyCpu Shows you whether the L2 Redundancy is enabled on the standby
CPU. The possible states are
* hotStandbyCPU
» warmStandbyCPU
+ standbyCPUNotPresent

Card tab

Use the Card tab of the ERS 8000, VSP 9XXX Hardware table on page 253to view information
about cards installed in Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX
series chassis.
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The following table describes the parts of the Card tab.
Table 71: Parts of the Card tab of the ERS 8000, VSP 9XXX Hardware table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
SlotNum Shows the slot numbers of cards installed in the chassis.
FrontType Indicates the card types in Ethernet Routing Switch 8000 and

Virtual Services Platform 9XXX Series devices. Front refers to the
I/O portion of the module, the I/O card.

FrontDescription

Shows the model number of the module (for example, 8608GT).

FrontSerialNum

Shows the serial number of the 1/0O card.

FrontHwVersion

Shows the hardware version of the 1/O card.

FrontPartNumber

Shows the part number of the I/O card.

FrontDateCode

Shows the manufacturing date code for the I/O card.

FrontDeviations

Shows front deviations for the card.

BackType

Shows the back type of the card. Possible values are
* rc2kBackplane

* rc2kSFM

* rc2kBFMO

* rc2kBFM2

* rc2kBFM3

* rc2kBFM6

* rc2kBFM8

* rc2kMGSFM

« other

BackDescription

Shows the back description for the card.

BackSerialNum

Shows the back serial number for the card.

BackHwVersion

Shows the back hardware version for the card.

BackPartNumber

Shows the back part number for the card.

BackDateCode

Shows the back date code for the card.

BackDeviations

Shows the back deviations for the card.
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Mda tab

Use the Mda tab of the ERS 8000, VSP 9XXX Hardware table on page 253 to view information
about MDA installed in Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX
family devices in the network inventory.

The following table describes the parts of the Mda tab.
Table 72: Parts of the Mda tab of the ERS 8000, VSP 9XXX Hardware table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device in which the MDA is
installed.
SlotNum Shows the identity of the slot in which the MDA is installed.
MdaNum Shows the number of the MDA.
Type Shows the type of the MDA.
Description Shows the MDA description. Possible values include

* OC-3¢c SMF MDA—Dual port OC-3c SMF
+ OC-3¢ MMF MDA—Dual port OC-3¢ MMF
* OC-12¢ SMF MDA—Single Port OC-12¢c SMF
+ OC-12c MMF MDA—Single Port OC-12¢c MMF

NumPorts Shows the number of ports on the MDA.

Gbic tab

Use the Gbic tab of the ERS 8000, VSP 9XXX Hardware table on page 253 to view information
about the system that Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX family
use to determine the device capabilities.

The following table describes the parts of the Gbic tab.
Table 73: Parts of the Gbic tab of the ERS 8000, VSP 9XXX Hardware table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Slot/Port Shows the slot number and the port number of Gbic in the device.
Type Shows the gbic type. It follows the port number.
Vendor Shows the gbic vendor name.
Part Shows the part number provided by gbic vendor.
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IP Phone

Use the IP Phone tab of the ERS 8000, VSP 9XXX Hardware table on page 253 to view
information about the IP Phone that are installed on the Ethernet Routing Switch 8000 and
Virtual Services Platform 9XXX family.

The following table describes the parts of the IP Phone tab.
Table 74: Parts of the IP Phone tab of the ERS 8000, VSP 9XXX Hardware table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
TimeMark Shows the time.
PortNum Shows the port number.
Index Shows the port index.
Type Shows the port type.
ConnectedIPPhone Shows the IP phone connected to the device.
SysName Shows the system name.
Description Shows the description.

ERS 8000, VSP 9XXX Software table

Use the ERS 8000, VSP 9XXX Software table to view information about software running on
Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX devices in the network
inventory.
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The following table describes the parts of the ERS 8000, VSP 9XXX Software table.
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Table 75: Parts of the ERS 8000, VSP 9XXX Software table

Part Description
General tab on Shows general information about software running on Ethernet
page 258 Routing Switch 8000 and Virtual Services Platform 9XXX family

devices in the network inventory.

Device Info tab on Shows information about the device.
page 258

Software tab on Shows information about software versions and sources.
page 259

Configuration tab on | Shows information about software configuration settings.
page 259

WSM Image tab on | Shows information about WSM images.
page 260

General tab

Use the General tab of the ERS 8000, VSP 9XXX Software table on page 257 to view general
information about software running on Ethernet Routing Switch 8000 and Virtual Services
Platform 9XXX family devices on the network.

The following table describes the parts of the General tab.
Table 76: Parts of the General tab of the ERS 8000, VSP 9XXX Software table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Type Shows the type of the device.
SysName Shows the system name of the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.

Device Info tab

Use the Device Info tab of the ERS 8000, VSP 9XXX Software table on page 257 to view
information about the device in the Ethernet Routing Switch 8000 and Virtual Services Platform
9XXX family chassis.

The following table describes the parts of the device info tab.
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Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Slot Shows the slot number for the pcmcia card in the device.
FlashBytesUsed Shows the number of bytes used in the system configuration flash

device.

Flash BytesFree

Shows the number of bytes available in the system configuration
flash device.

Flash NumFiles

Shows the number of files available in the system configuration flash
device.

Pcmcia BytesUsed

Shows the number of bytes used by pcmcia device in the system.

Pcmcia BytesFree

Shows the number of bytes available in the system pcmcia device.

Pcmcia NumFiles

Shows the number of files available in the system pcmcia device.

Software tab

Use the Software tab of the ERS 8000, VSP 9XXX Software table on page 257 to view
information about the software running on cards installed in the Ethernet Routing Switch 8000
and Virtual Services Platform 9XXX family chassis. The table on the tab has one row for each
CPU card in the chassis.

The following table describes the parts of the Software tab.
Table 78: Parts of the Software tab of the ERS 8000, VSP 9XXX Software table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Slot Shows the slot number of the card on which the software is running.
SwVersion Shows the version number of the software.

LastRuntime
ImageSource

Shows the name of the file from which the runtime image was
loaded.

Primarylmage
Source

Shows the name of the file from which the primary image was
loaded.

Configuration tab

Use the Configuration tab of the ERS 8000, VSP 9XXX Software table on page 257 to view
information about configuration files loaded on the device. The table on the tab has one row
for each CPU card in the chassis.

The following table describes the parts of the Configuration tab.
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Table 79: Parts of the Configuration tab of the ERS 8000, VSP 9XXX Software table

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
Slot Shows the slot number of the card on which the software is running.
LastBootConfig Shows the name and location of the file from which the last boot
Source configuration was loaded.
LastRuntime Shows the name and location of the file from which the last runtime
ConfigSource configuration was loaded.
PrimaryConfig Shows the name and location of the file from which the last primary
Source configuration was loaded.

WSM Image tab

Use the WSM Image tab of the ERS 8000, VSP 9XXX Software table on page 257 to view
information about WSM image software running on Ethernet Routing Switch 8000 and Virtual
Services Platform 9XXX family devices.

The following table describes the parts of the WSM Image tab.
Table 80: Parts of the WSM Image tab of the ERS 8000, VSP 9XXX Software table

Part Description

No. Shows the row number of the table entry.

Device Shows the IP address or host name of the device.

Software Version Shows the software version of the WSM image.

Enabled SwFeatures Shows the enabled features of the WSM image.

BootVer Shows the boot version of the WSM image.

Image1Ver Shows the version number of WSM image 1.

Image2Ver Shows the version number of WSM image 2.

ImageForNxt Reset Shows the image file that loads the next time the WSM card
resets.

ConfigForNxt Reset Shows the configuration file that loads the next time the WSM
card resets.

SavePending Indicates that a save action is required because the configuration
has been applied but has not been saved to the flash.

ERS 8000, VSP 9XXX Devices folder

Use the ERS 8000, VSP 9XXX Devices folder to view information about each of the Ethernet
Routing Switch 8000 and Virtual Services Platform 9XXX devices discovered on the network.
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The following table describes the parts of the ERS 8000, VSP 9XXX Devices folder.
Table 81: Parts of the ERS 8000, VSP 9XXX Devices folder

Part Description
Chassis tab on Shows information about Ethernet Routing Switch 8000 and Virtual
page 261 Services Platform 9XXX family chassis.
Card tab on Shows information about cards installed in Ethernet Routing Switch
page 262 8000 and Virtual Services Platform 9XXX series chassis.
Mda tab on Shows information about MDA installed in Ethernet Routing Switch
page 263 8000 and Virtual Services Platform 9XXX family devices in the

network inventory.

General tab on
page 263

Shows general information about software running on Ethernet
Routing Switch 8000 and Virtual Services Platform 9XXX family
devices in the network inventory.

Software tab on
page 264

Shows information about software versions and sources.

Configuration tab on
page 264

Shows information about software configuration settings.

WSM Image tab on
page 265

Shows information about WSM images.

FlashFiles tab on
page 265

Shows information about the files in the flash memory of Ethernet
Routing Switch 8000 and Virtual Services Platform 9XXX family
devices.

Devicelnfo tab on

Shows information about the device.

page 266
Gbic tab on Shows information about the system that Ethernet Routing Switch
page 266 8000 and Virtual Services Platform 9XXX family use to determine

the device capabilities.

PcmciaFiles tab on
page 267

Shows information about the PcmciaFiles.

Chassis tab

Use the Chassis tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view

information about the Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX device
chassis. The following table describes the parts of the Chassis tab.

Table 82: Parts of the Chassis tab of the ERS 8000, VSP 9XXX Devices folder

Part

Description

Type

Shows the module type.

SerialNumber

Shows the serial number for the device.
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Part Description
Hardware Revision | Shows the current hardware revision of the device chassis.
NumSiots Shows the number of slots (or cards) this device can contain.
NumPorts Shows the number of ports currently on this device.
BaseMacAddr Shows the starting point of the block of MAC addresses used by the

switch for logical and physical interfaces.

HaCpu Shows you whether the L2 redundancy on the master CPU is
enabled or disabled.

StandbyCpu Shows you whether the L2 Redundancy is enabled on the standby
CPU. The possible states are

* hotStandbyCPU
» warmStandbyCPU
* standbyCPUNotPresent

Card tab

Use the Card tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view information

about cards installed in Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX
series chassis.

The following table describes the parts of the Card tab.
Table 83: Parts of the Card tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
SlotNum Shows the slot numbers of cards installed in the chassis.
FrontType Indicates the card types in Ethernet Routing Switch 8000 and

Virtual Services Platform 9XXX Series devices. Front refers to the
I/O portion of the module, the I/O card.

FrontDescription Shows the model number of the module (for example, 8608GT).
FrontSerialNum Shows the serial number of the I/O card.

FrontHwVersion Shows the hardware version of the I/O card.

FrontPartNumber Shows the part number of the I/O card.

FrontDateCode Shows the manufacturing date code for the 1/O card.
FrontDeviations Shows front deviations for the card.

BackType Shows the back type of the card. Possible values are

* rc2kBackplane
* rc2kSFM
* rc2kBFMO
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Part Description

* rc2kBFM2

* rc2kBFM3

* rc2kBFM6

* rc2kBFM8

* rc2kMGSFM

* other
BackDescription Shows the back description for the card.
BackSerialNum Shows the back serial number for the card.
BackHwVersion Shows the back hardware version for the card.
BackPartNumber Shows the back part number for the card.
BackDateCode Shows the back date code for the card.
BackDeviations Shows the back deviations for the card.

Mda tab

Use the Mda tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view information
about MDA installed in Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX
family devices in the network inventory.

The following table describes the parts of the Mda tab.
Table 84: Parts of the Mda tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
SlotNum Shows the identity of the slot in which the MDA is installed.
MdaNum Shows the number of the MDA.
Type Shows the type of the MDA.
Description Shows the MDA description. Possible values include

* OC-3¢c SMF MDA—Dual port OC-3¢c SMF
» OC-3¢ MMF MDA—Dual port OC-3¢ MMF
* OC-12¢ SMF MDA—Single Port OC-12¢c SMF
* OC-12c MMF MDA—Single Port OC-12¢c MMF

NumPorts Shows the number of ports on the MDA.

General tab

Use the General tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view general
information about software running on Ethernet Routing Switch 8000 and Virtual Services
Platform 9XXX family devices on the network.
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The following table describes the parts of the General tab.
Table 85: Parts of the General tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
Type Shows the type of the device.
SysName Shows the system name of the device.
Device Shows the device.
Description Shows a description of the device.
Location Shows the location of the device.
Contact Shows the administrative contact for the device.

Software tab

Use the Software tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view
information about software running on cards installed in Ethernet Routing Switch 8000 and
Virtual Services Platform 9XXX family chassis. The table on the tab will have one row for each
CPU card in the chassis.

The following table describes the parts of the Software tab.
Table 86: Parts of the Software tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
Slot Shows the slot number of the card on which the software is running.
SwVersion Shows the version number of the software.
LastRuntime Shows the name of the file from which the runtime image was
ImageSource loaded.
Primarylmage Shows the name of the file from which the primary image was
Source loaded.

Configuration tab

Use the Configuration tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view
information about configuration files loaded on the device. The table on the tab will have one
row for each CPU card in the chassis.

The following table describes the parts of the Configuration tab.
Table 87: Parts of the Configuration tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
Slot Shows the slot number of the card on which the software is running.
LastBootConfig Shows the name and location of the file from which the last boot
Source configuration was loaded.

264 Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010



Using the File Inventory Manager window

Part Description
LastRuntime Shows the name and location of the file from which the last runtime
ConfigSource configuration was loaded.
PrimaryConfig Shows the name and location of the file from which the last primary
Source configuration was loaded.

WSM Image tab

Use the WSM Image tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view
information about WSM image software running on Ethernet Routing Switch 8000 and Virtual
Services Platform 9XXX family devices.

The following table describes the parts of the WSM Image tab.
Table 88: Parts of the WSM Image tab of the ERS 8000, VSP 9XXX Devices folder

Part Description

No. Shows the row number of the table entry.

Device Shows the IP address or host name of the device.

Software Version Shows the software version of the WSM image.

Enabled SwFeatures Shows the enabled features of the WSM image.

BootVer Shows the boot version of the WSM image.

Image1Ver Shows the version number of WSM image 1.

Image2Ver Shows the version number of WSM image 2.

ImageForNxt Reset Shows the image file that will be loaded the next time the WSM
card resets.

ConfigForNxt Reset Shows the configuration file that will be loaded the next time the
WSM card resets.

SavePending Indicates that a save action is required because the configuration
has been applied but has not been saved to the flash.

FlashFiles tab

Use the Flash Files tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view
information about the files in the flash memory of the selected Ethernet Routing Switch 8000
and Virtual Services Platform 9XXX device.

The following table describes the parts of the Flash Files tab.
Table 89: Parts of the Flash Files tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name of the device.
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Part Description
Slot Displays slot number of the card that contains the Flash files.
Name Displays the name of the file
Date Displays the date the file was written to the flash memory
Size Displays the file size in bytes

Devicelnfo tab

Use the Device Info tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view
information about the device selected Ethernet Routing Switch 8000 and Virtual Services
Platform 9XXX device.

The following table describes the parts of the Devicelnfo tab.
Table 90: Parts of the Devicelnfo tab of the ERS 8000, VSP 9XXX Devices folder

Part Description

No. Shows the row number of the table entry.

Device Shows the IP address or host name for the device.

Slot Shows the slot number for the pcmcia card in the device.

FlashBytes Used Shows the number of bytes used in the system configuration flash
device.

FlashBytes Free Shows the number of bytes available in the system configuration
flash device.

FlashNum Files Shows the number of files available in the system configuration flash
device.

Pcmcia BytesUsed | Shows the number of bytes used by pcmcia device in the system.

PcmciaBytes Free Shows the number of bytes available in the system pcmcia device.

PcmciaNum Files Shows the number of files available in the system pcmcia device.

Gbic tab

Use the Gbic tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view information
about the system that Ethernet Routing Switch 8000 and Virtual Services Platform 9XXX family
use to determine the device capabilities.

The following table describes the parts of the Gbic tab.
Table 91: Parts of the Gbic tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
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Part Description
Slot/Port Shows the slot number and the port number of gbic in the device.
Type Shows the gbic type. It follows the port number.
Vendor Shows the gbic vendor name.
Part Shows the part number provided by gbic vendor.

PcmciaFiles tab

Use the PmciaFiles tab of the ERS 8000, VSP 9XXX Devices folder on page 260 to view pcmcia
file information of the selected Ethernet Routing Switch 8000 and Virtual Services Platform
9XXX device.

The following table describes the parts of the PcmciaFiles tab.
Table 92: Parts of the PcmciaFiles tab of the ERS 8000, VSP 9XXX Devices folder

Part Description
No. Shows the row number of the table entry.
Device Shows the IP address or host name for the device.
Slot Shows the slot number for the pcmcia card in the device.
Name Shows the name of the files in pcmcia card.
Date Shows the file creation date.
Size Shows the size of the file.

Setting File Inventory Manager preferences

You can set preferences for displaying and managing devices on the File Inventory Manager.
This section contains information about setting the following preferences:

* Setting device management preferences on page 267

* Setting display preferences on page 269

Setting device management preferences

Perform the following procedure to set the preferences for managing devices using the File
Inventory Manager.
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Procedure steps

1. Open the File Inventory Manager.
2. Select Preferences tab from the menu bar.
The Preference dialog box appears.
| preference %

+ Manage all discovered davices

Manage by Device Family Hanage by networks
e Layer-2 Layer-3
Legacy_Bay_Stack
ERS1AXN HManage by Selected Devices
Lgcy_ERS1424,/1650 Enabdle
BRSS9 /350 Ev;;n;k l:un-umﬂ Selected Devices
Eth.SwitchyBRS250 0001 5
Afteon 0.0.0.2 S
WLAN_AP 0.0u0.3 <

0.000.4 e
e 0.0.05
12 0.0.0.6 :J

e by Sub-Network Ghic Data Collection

Enabie 7] Tekat Session (Collect Gbic data)

Paddressiadd en

[ Insert
[ Detets

ok | [.concel |[__peb |

3. Select or clear the check boxes to enable or disable the associated filters for
managing devices. The available options are:

* Manage by device family—allows you to choose the supported device
families: ERS 8000, ERS 16XX, Ethernet Switch/ERS 25XX, Alteon, Legacy
BayStack, Legacy ERS 1424/16XX, ERS 55XX/45XX/35XX, WLAN AP, WC
8180, VSP 9012, and IP Phone.

* Manage by sub-network—allows you to insert or delete subnetworks. If you
select this option, only the assigned devices in the selected subnetworks are
used in the next discovery process.

* Manage by network layers—allows you to manage devices based on the
network layers: Layer 2 or Layer 3.

» Manage by selected devices—allows you to manage a particular group of
devices; you can select devices from the Available Devices. If you select this
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option, The File inventory manager uses only the selected devices in the next
discovery process.

* GBIC Data Collection—allows you to collect the GBIC data.
4. Click OK to add the changes.

Setting display preferences

Use the following procedure to select the information you want to display in the Inventory view.

Procedure steps

1. Open the File Inventory Manager.
2. Select View from the menu bar.

3. Select Display Preferences.

The Display Preferences dialog box appears.

4 Home Foouting Manager Trap/Log Manager *
Trap,Log Manager Preferences

o | Manags sl discovered devices I

Manage by device Famiby Manage by network layers

WP 0000 Legacy BayStack (B

Laper 3
ERS B000 Legacy ERS 1424] 16200
ERS 160 BRSSO SEO S0 IR0; Manage by Selected Devices
Ethernst SwitchfERS 25000 WhC 00 Enable
Ao WLAN AP Available Devices Selected Devices
10,126, 10081 -
Manage by Sub-Nebwork 10,126, 10,141 o
Ip Address, addrLen Ersble 10.127.8.2 3
10.127.9.254
Insest Celete 10.127.10.2 L!
10.127,20.2 «“
1001237, 22,2
100127.24.3 ':I
ol |

4. Configure the display options. The following table lists the options available.
Table 93: Parts of the Display Preferences dialog box

Part Description

Expand Devices folder in | Check this check box if you want the Devices folders to appear
Device Families tree in the Device Families tree view.
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Part Description
Device Family Use these radio buttons to configure the view preferences for
the device family selected in the Device Families tree view.
Hardware Use the Category pull-down menu and Column Header list to
choose the columns to show in the Hardware tables for each
device family.
Software Use the Category pull-down menu and Column Header list to

choose the columns to show in the Software tables for each
device family.

OK Saves your settings and closes the dialog box.
Close Cancels your settings and closes the dialog box.
Help Opens online Help for the Display Preferences dialog box.

Managing files
The following sections describe how to use File Inventory Manager:

» Downloading a file to the device on page 270

* Uploading a file from a device on page 273

 Backing up a configuration file on page 276

* Restoring a configuration File on page 278

* Archiving a configuration file on page 279

* Synchronizing the configuration files on devices on page 281

» Upgrading a device on page 284

» Upgrading devices using Device Upgrade wizard on page 285

» Comparing runtime configuration with existing configuration on page 283

Downloading a file to the device

Perform the following procedure to download configuration files and image files to devices.

Procedure steps

1. Open File Inventory manager.
2. Select Action, Download File to Device(s) from the menu bar.

The TFTP Server Not Running dialog box appears.
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3. Click Yes to start TFTP server.

Managing files

The File/Inventory Manager - Download File to Device(s) dialog box appears.

| File,/InyventoryManager - Download File to Device(s)

TFTP Server: |

) i@ dnldConfig & dnldImg
Action: .. .
@ dnldFw i@ dnldAsciConfig

CunfigFiIeName:| |[ Browse. ., ]
[mage File Hame:
450ImageFileMamelmix stack): Erowse. ..,

FwFileMame(Diag): Browse, ..

Prefix IP address for Souce File: @ Yes @ Mo

Available Devices
172.16.120.24

172.16.120.62

Target Devices

Al [~] [v] [¥]

[ Schedule, ., J [ Dioynload J [ Close J [ Help

J

4. In the TFTP Server field, enter the host name or IP address of the TFTP server for

the download operation.
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5. In the ConfigFileName field, enter the name of the base file you are downloading.

6. In the Image File Name, 450ImageFileName(mix stack), and

10.
1.

Table 94:

FwdFileName(Diag) fields, enter the appropriate file names.

. Use the Prefix IP address for Source File option to set how the filename is

interpreted:

* When you choose No, File Inventory Manager downloads the file with the
selected filename.

» When you choose Yes, File Inventory Manager downloads files to the selected
device according to the IP address appended to the filename. For example,
suppose the file name is config.cfg , and the selected device is 10.160.41.204,
then the File Inventory Manager downloads the file 10_160_41 204 config.cfg
to the device. The source directory for the download operation is determined
by the settings of the TFTP server. Review the configuration settings of the
TFTP server to determine the source directory.

. In the Available Devices list, select one or more devices to which you want to

download the selected file.

. Click > to move the selected device(s) to the Target Devices list. OR Click >> to

move all the available devices to the Target Devices list. Click < or << to move
devices back to the Available Devices list.

Click Download to download the file.

A message that shows the results of the operation appears at the bottom of the
dialog box.

Parts of the Download File to Device(s) dialog box

Part Description

TFTP Server Allows you to enter the IP address of the TFTP server for the

operation. The default setting is the TFTP server (if any)
specified on the Preferences dialog box.

Source File Name Allows you to choose a file to download to Ethernet Routing

Switch 8000 devices. You can use the Browse button to browse
the file. The source directory for the download operation is
determined by the settings of the TFTP server. Review the
configuration settings of the TFTP server to determine the
source directory.

Destination File Name Allows you to enter a destination filename for a Ethernet Routing

Switch 8000 download operation.

Prefix IP address for Use the Prefix IP address for Source File options to set whether
Source File or not you are downloading files according to the IP address

appended to the filename:
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Part Description

* When you choose No, File Inventory Manager downloads the
selected file to all selected devices.

* When you choose Yes, File Inventory Manager downloads
files to the selected devices according to the IP address
appended to filename.

For example, suppose the file name is config.cfg and the
selected the device is 10.160.41.204. File Inventory Manager
will download the file 10_160_41 204 config.cfg to
10.160.41.204.

The source directory for the download operation is determined
by the settings of the TFTP server. Review the configuration
settings of the TFTP server to determine the source directory.

Available Devices list Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in which you
want to download the file.

>> Allows you to move all the devices from the Available Devices
list into the Target Devices list.

> Allows you to move the selected device from the Available
Devices list into the Target Devices list.

< Allows you to move the selected device from the Target Devices
list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices list to
the Available Devices list.

Download Downloads the files to the devices shown on the Target Devices
list.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for the Download File to Device(s) dialog
box.

Uploading a file from a device

Perform the following procedure to upload files from one or more devices.

Procedure steps

1. Open the File Inventory manager.
2. Select Action, Upload File from Device(s) from the menu bar.

The TFTP Server Not Running dialog box appears.
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Mebwork File Invventory

TFTP Server not running > . ;
< Stat TFTP Server?

3. Click Yes to start TFTP server. The File/Inventory Manager - Upload File to
Device(s) dialog box appears.

File/InventoryManager - Upload File From Device(s)
TFTP Server:
Source File Mame:

Destination File Postfix:

Available Devices Target Devices
172.16.120.5
172.16.120.2 ))
1€
<<
Schedule, . ] [ Ipload l [ Stop ] l Close l [ Help ]

4. In the TFTP Server field, enter the host name or IP address of the TFTP server for
the upload operation.

5. Inthe Action field, select one of the option uplodConfig or upldAsciiConfig based
on the requirement for upload operation.

6. Use the Dest File Name option to set how the filename is interpreted:

* When you choose No, File Inventory Manager uploads the file with the selected
filename.

* When you choose Yes, File Inventory Manager uploads files from the selected
device according to the IP address appended to the filename. For example,
suppose the file name is config.cfg , and the selected device is 10.160.41.204,
then the File Inventory Manager uploads the file 10_160_41_204_config.cfg
from the device. The source directory for the upload operation is determined
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by the settings of the TFTP server. Review the configuration settings of the
TFTP server to determine the source directory.

7. In the Available Devices list, select one or more devices from which you want to
upload the selected file.

8. Click > to move the selected device(s) to the Target Devices list. OR Click >> to
move all the available devices to the Target Devices list. Use the < and << buttons
to move devices back to the Available Devices list.

9. Click Upload to transfer the file.

File Inventory Manager opens an alert box to prompt you to confirm the upload
operation.

10. Click Yes to continue. A message that shows the results of the operation appears
at the bottom of the dialog box.

Table 95: Parts of the Upload File from Device(s) dialog box

Part Description

TFTP Server Allows you to enter the IP address for the TFTP server for the
operation. The default setting is the TFTP server (if any)
specified on the Preferences dialog box.

Source File Name Allows you to choose a file to upload.

Destination File Postfix Allows you to enter a base filename for the destination file.
Observe the following points regarding the destination filename:

* During the upload operation, the IP address of the device or
devices will be appended to the base filename. This feature
helps you upload configuration files from multiple devices
without overwriting the destination files.

For example, if you enter config.cfg as the filename, and
selected two devices, 10.160.41.204 and 10.160.41.229. The
actual destination files will be named
10_160_41_204_config.cfg and 10_160_41_229 config.cfg.

* The destination directory for the upload is determined by the
settings of the TFTP server. Review the configuration settings
of the TFTP server to determine the destination directory.

* For Ethernet Switch, ERS 55xx/35xx, and Legacy BayStack
devices, the actual destination filename is limited to a
maximum of 29 characters, including the appended IP

address.
Available Devices list Allows you to choose from all the available devices.
Target Devices list Allows you to arrange multiple devices in the order in which you

want to upload the files from them.

>> Allows you to move all the devices from the Available Devices
list into the Target Devices list.
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Part Description

> Allows you to move the selected device from the Available
Devices list into the Target Devices list.

< Allows you to move the selected device from the Target Devices
list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices list to
the Available Devices list.

Upload Uploads the file from the devices shown in the Target Devices
list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens online Help for the Upload File from Device(s) dialog
box.

Backing up a configuration file

Perform the following procedure to back up configuration files from devices.
Procedure steps

1. Open File Inventory Manager.

2. From the menu bar, choose Actions, Backup Config File. The File/Inventory
Manager - Backup Config File dialog box appears.

File/InventoryManager - Backup Config File
TFTP Server IP address:
File: @ config.cfg © boot.cfg
Available Devices Target Devices

172.16.120.5
172.16.120.2

[A] [~ V¥

[ Schedule, ] l Backup l [ Stop ] l Close l [ Help ]

3. In the TFTP Server IP Address field, enter the |IP address of the TFTP server for
the backup operation.
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4. In the File field, select the type of file to back up (config.cfg or boot.cfg).

. In the Available Devices list, select one or more devices whose configuration file

you want to back up.

. Click > to move the selected device to the Target Devices list. OR Click >> to move

all the available devices to the Target Devices list. Use the < or << buttons to move
devices back to the Available Devices list.

. Click Backup to back up the configuration file(s) immediately.

File Inventory Manager opens an alert box to prompt you to confirm the upload
operation.

. Click Yes to continue. Configuration and Orchestration Manager backs up the

selected configuration file to the \backup subdirectory of the TFTP root directory.

Table 96: Parts of the Backup Config File dialog box
Part Description

TFTP Server IP Address | Allows you to enter the IP address for the TFTP server for the
operation. The default setting is the TFTP server (if any)
specified on the Preferences dialog box.

File Allows you choose whether to back up the config.cfg or boot.cfg
file.

Available Devices list Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in which you
want to back up the configuration files.

>> Allows you to move all the devices from the Available Devices
list into the Target Devices list.

> Allows you to move the selected device from the Available
Devices list into the Target Devices list.

< Allows you to move the selected device from the Target Devices
list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices list to
the Available Devices list.

Backup Backs up the configuration file(s) for the devices shown in the
Target Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for the Backup Config File dialog box.
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Restoring a configuration File
Perform the following procedure to restore a configuration file to a device.
Procedure steps

1. Open File Inventory Manager.

2. From the menu bar, choose Actions, Restore Config File. The File/Inventory
Manager - Restore Config File dialog box appears.

File/InventoryManager - Restore Config File

TFTP Server:

File: @ config.cfg © boot.cfg

Available Devices Selected Devices
172.16.120.5
172.16.120.2 |£

3]

(<]

<<

[ Schedule... ][ Restore ][ Stop ][ Close ] [ Help ]

3. Inthe TFTP Server box, enter the host name or IP address of the TFTP server for
the restore operation.

4. In the File field, select the type of file to restore (config.cfg or boot.cfg).

5. Click > to move the selected device(s) to the Target Devices list. OR Click >> to
move all the available devices to the Target Devices list. Use the < and << buttons
to move devices back to the Available Devices list.

6. Click Restore to restore the configuration files.

File Inventory Manager opens an alert box to prompt you to confirm the upload
operation.

7. Click Yes to continue. Configuration and Orchestration Manager restores the
selected configuration file to the devices. It also logs the results of the restore
operation to the selected backup log file
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Table 97: Parts of the Restore Config File dialog box

Part Description

TFTP Server Allows you to enter the IP address for the TFTP server for the
operation. The default setting is the TFTP server (if any)
specified on the Preferences dialog box.

File Allows you to choose whether to restore the config.cfg or
boot.cfg file.

Available Devices list Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in which you
want to restore configuration files.

>> Allows you to move all the devices from the Available Devices
list into the Target Devices list.

> Allows you to move the selected device from the Available
Devices list into the Target Devices list.

< Allows you to move the selected device from the Target Devices
list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices list to
the Available Devices list.

Restore Restores the configuration files for the devices shown in the
Target Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for the Restore Config File dialog box.

Archiving a configuration file

Perform the following procedure to archive a device configuration file.

Procedure steps

1. Open File Inventory Manager.

2. From the menu bar, choose Actions, Archive Config File. The File/Inventory
Manager - Archive Config File dialog box appears.

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010 279



Using File Inventory Manager

File/InventoryManager - Archive Config File

TFTP Server: |

172.16.120.5
172.16.120.2

File: @ config.cfg & boot.cfg

[ &rchive Changed Config Only

— Available Devices ——  — Target Devices

[A] [~ V¥

[_S_Chﬂ_d.l.lb_._._._] [_Br;chue_l [_Stop_] [ Close J [ Help ]

3. Inthe TFTP Server field, enter the host name or IP address of the TFTP server for
the archive operation.

4. Use the File option to select the type of file to archive (config.cfg or boot.cfg).

5. Select Archive Changed Config Only option to archive the configuration file only if
it differs from the last saved file.

6. In the Available Devices list, select one or more devices whose configuration file
you want to archive.

7. Click > to move the selected device(s) to the Target Devices list. OR Click >> to
move all the available devices to the Target Devices list. Use the < and << buttons
to move devices back to the Available Devices list.

8. Click Archive to archive the configuration files.

File Inventory Manager opens an alert box to prompt you to confirm the upload
operation.

9. Click Yes to continue. Configuration and Orchestration Manager archives the
selected configuration file(s). It also logs the results of the archive operation to the
selected archive log file.

Table 98: Parts of the Archive Config File dialog box
Part Description
TFTP Server Allows you to enter the IP address for the TFTP server for the

operation. The default setting is the TFTP server (if any)
specified on the Preferences dialog box.

File

Allows you to choose whether to archive the config.cfg or
boot.cfg file.
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Part Description

Archive Changed Config | Specifies to archive the configuration only if it has changed.
Only COM compares the latest archived file with the current
configuration and saves a new file only if the current
configuration is different from the archived file.

TFTP Server Base Specifies the base directory of the TFTP server. Click the

Directory Browse button to browse.

Available Devices list Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in which you
want to archive their configuration files.

>> Allows you to move all the devices from the Available Devices
list into the Target Devices list.

> Allows you to move the selected device from the Available
Devices list into the Target Devices list.

< Allows you to move the selected device from the Target Devices
list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices list to
the Available Devices list.

Archive Archives the configuration files for the devices shown in the
Target Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens online Help for the Archive Config File dialog box.

Synchronizing the configuration files on devices

Perform the following procedure to synchronize the configuration files on devices in your
network. You can use this procedure to upload a current configuration or boot.cfg file of the
device to the currently deployed subdirectory of the TFTP root directory.

Procedure steps

1. Open File Inventory Manager.

2. From the menu bar, choose Actions, Synchronize Config File. The File/
Inventory Manager - Synchronize Config File dialog box appears.
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File /InventoryManager - Synchronize Config File

TFTP Server:

TFTP Server Base Directory:

File: @ config.cfg © boot.cfg

Available Devices Target Devices
172.16.120.5
172.16.120.2 >

3]

<]

<«

[ Schedule. .. ][Swr:hrunlze ][ Stop ][ Close ][ Help ]

. Inthe TFTP Server field, enter the host name or IP address of the TFTP server for

the synchronize operation.

. Use the File option to select the type of file to synchronize (config.cfg or boot.cfg).
. In the Available Devices list, select one or more devices whose configuration file

you want to synchronize.

. Click > to move the selected device(s) to the Target Devices list. OR Click >> to

move all the available devices to the Target Devices list.

7. Use the < and << buttons to move devices back to the Available Devices list.

8. Click Synchronize to upload the configuration files.

File Inventory Manager opens an alert box to prompt you to confirm the upload
operation.

9. Click Yes to continue.
Table 99: Parts of the Synchronize Config File dialog box
Part Description

TFTP Server Allows you to enter the IP address for the TFTP server for the
operation. The default setting is the TFTP server (if any)
specified on the Preferences dialog box.

File Allows you choose whether to synchronize the config.cfg or
boot.cfg file.

TFTP Server Base Specifies the base directory of the TFTP server.

Directory
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Part Description
Available Devices list Allows you to choose from all the available devices.
Target Devices list Allows you to arrange multiple devices in the order in which you

want to synchronize their configuration files.

>> Allows you to move all the devices from the Available Devices
list into the Target Devices list.

> Allows you to move the selected device from the Available
Devices list into the Target Devices list.

< Allows you to move the selected device from the Target Devices
list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices list to
the Available Devices list.

Synchronize Uploads the configuration files for the device(s) shown in the
Target Devices list to the currently deployed subdirectory of the
TFTP root directory and closes the dialog box.

Stop Terminates the ongoing operation.
Close Discards your settings and closes the dialog box.
Help Opens Online Help for Synchronize Config File dialog box.

Comparing runtime configuration with existing configuration

Perform the following procedure to compare the runtime configuration with an existing
configuration.

Procedure steps

1. Open the File Inventory manager.

2. From the menu bar, choose Action, Compare Runtime Config with Existing
Config.

The Compare Runtime Config With Existing Config dialog box appears.

Compare Runtime Config with Existing Config ‘
TFTP Server:

File Mame For RuntimeConfig to be saved:

Existing Config to be Campared with; | Browse. . |
Select Device: [Select a Device. .. w7
[ Carmpare ] l_ Close ] [ Help ]

3. Complete the fields as described in the following table
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Field Description
TFTP Server Specifies the host name or IP address
of the TFTP server for the compare
operation.
File Name For RuntimeConfig to be Specifies the name of the runtime
saved configuration file that is saved for the

compare operation.

Existing Config to be Compared with | Specifies the existing configuration file
to compare against the runtime
configuration. Click the Browse button
to browse the file.

Select Device Specifies the selected device.

4. Click Compare to perform the operation.

Upgrading a device

Perform the following procedure to upgrade the image file on a device.
Procedure steps

1. Open File Inventory Manager.

2. From the menu bar, choose Actions, Device Upgrade.

The File/Inventory Manager - Device Upgrade dialog box appears.

File/Inventory™anager - Device Upgrade

TFTP Server: |

|
ImageFileMame: | |
|

450ImageFileMamealmix stack): |

— Available Devices ——  — Target Devices

172.16.120.29

[A] [~ V¥

_schedule... | [DeviceUpgrade | [ stop [ clese [ Hele |

3. Inthe TFTP Server field, enter the host name or IP address of the TFTP server for
the upgrade operation.
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4. In the ImageFileName field, enter the name of the image file to download.

5. In the 450ImageFileName(mix stack)field, enter the name of the 450image (mix
stack).

6. In the Available Devices list, select one or more devices to upgrade.

7. Click > to move the selected device(s) to the Target Devices list. OR Click >> to
move all the available devices to the Target Devices list. Use the < and << buttons
to move devices back to the Available Devices list.

8. Click DeviceUpgrade to upgrade the devices immediately.

File Inventory Manager opens an alert box to prompt you to confirm the upload
operation.

9. Click Yes to continue.
Table 100: Parts of the Device Upgrade dialog box

Part Description

TFTP Server Allows you to enter the IP address for the TFTP server for the
operation. The default setting is the TFTP server (if any)
specified on the Preferences dialog box.

ImageFileName Allows you to enter the name of the file to download.

Available Devices list Allows you to choose from all the available devices.

Target Devices list Allows you to arrange multiple devices in the order in which you
want to upgrade them.

>> Allows you to move all the devices from the Available Devices
list into the Target Devices list.

> Allows you to move the selected device from the Available
Devices list into the Target Devices list.

< Allows you to move the selected device from the Target Devices
list to the Available Devices list.

<< Allows you to move all the devices in the Target Devices list to
the Available Devices list.

DeviceUpgrade Downloads the selected image file to the device(s) shown in the
Target Devices list and closes the dialog box.

Stop Terminates the ongoing operation.

Close Discards your settings and closes the dialog box.

Help Opens Online Help for Device Upgrade dialog box.

Upgrading devices using Device Upgrade wizard

For ERS 8000 device family, you can update a device using the Device Upgrade Wizard.
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Procedure steps

1. Open File Inventory manager.
2. From the menu bar, select Action >> Device Upgrade Wizard.

The File/Inventory Manager - Auto Upgrade Wizard appears.

File/InventoryManager - Auto Upgrade Wizard

Available Devices Target Devices

172,16.120.2

Select Devices: 172.16.120.5

Rl [A] vV ¥]

Configuration files: boot.cfg [#] config.cfg

BackUp file in: flash [@] TFTP Server

TFTP Server: | |

In FLASH Save BootConfig &s: |COM_ﬁutolmageUpgrade_bDDt.cfg |

In FLASH Save Config &s: |COM_ﬁutulmageUpgrade_ﬁDnﬁg.cfg |

CLI User Mame: | |

CLI Password: | |

Show image files in: @ flash & PCMCIA @ TFTP Server

TFTF Server:

Device | Primary Image | Boot Image DidHad Image

[ Scheduls ] l_ Apply J [ Reset ] l_ Close J [ Help ]

3. Click > to move the selected device(s) to the Target Devices list. OR Click >> to
move all the available devices to the Target Devices list. Use the < and << buttons
to move devices back to the Available Devices list.

4. In the Config Backup pane, specify the following parameters for the backup
operation:

* In the Configuration files field, select the file types to back up; you can choose
config.cfg or boot.cfg, or both.

* In the BackUp files in field, select the destination for the backup files; you can
choose flash or TFTP Server or both.
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* If you are uploading to TFTP, enter the host name or IP address of the TFTP
server for the upload operation in the TFTP Server field.

* If you are backing up the boot.cfg file to flash, enter a filename for the backup
boot.cfg file (by default, COM_AutolmageUpgrade_boot.cfg) in the In FLASH
Save Bootconfig As field.

* If you are backing up the config.cfg file to flash, enter a filename for the backup
config.cfg file (by default, COM_AutolmageUpgrade_config.cfg) in the In
FLASH Save Config As field.

0 Important:

If you do not specify a location in the BackUp files in field and you click Apply,
COM automatically instructs the device to save a backup of the boot.cfg file in
flash as COM_AutolmageUpgrade_boot.cfg. This is because a workable boot.cfg
file is required in case of malfunction during the booting process.

5. In the Image Options pane, enter a valid CLI user name and password in the CLI
User Name and CLI Password fields.

0 Important:

This CLI user name and password applies to all devices in the Image Options
table. To update all listed devices at the same time, they must all have the same
CLI user name and password.

6. In the Show Image Files in field, choose the source location for the image file. If
you choose TFTP Server as the image location, enter the host name or IP address of
the TFTP server in the provided field.

7. For each device listed in the Image Options table, you must specify both the
desired primary runtime image and the desired boot image as follows:

* In a device row, double-click the Boot Image, Primary Image, or DId/Had Image
field. A dialog box appears displaying the available images from the specified
location. (If TFTP Server is selected, a Find File dialog box appears allowing
you to browse to and select a file.) To display the available images from a
different source location, close the dialog box and choose a different location
from the Show images files in field, then double-click the Boot Image, Primary
Image, or DId/Had Image field again.

* Select the desired image from the list.

* Click Add. The selected image file is inserted into its respective column.
Repeat these steps for the boot image, primary image, and did/had image of
each device in the list. If you make any mistakes when choosing the desired
images, you can click Reset to set the Upgrade Wizard to the default view.

8. After you have specified all desired primary runtime images, boot images, loadable
images, and backup parameters, click Apply.

0 Important:

If there is a version difference between the primary runtime image and the boot
image, a warning message dialog box appears before you can proceed. To
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properly upgrade images on a device, Avaya recommends that a device have the
same version of boot and runtime images.

COM performs the following, one device at a time, according to the listed order of
devices:

* backs up the configuration files on the device

» validates and sets the new primary runtime image and boot image
» validates and sets the new loadable image

* resets the device

This operation takes time to complete (approximately 3 minutes to complete for one
switch). The logs for the image upgrades are generated in the file
AutolmageUpgrade.log under the COM home folder.

Managing inventory

File Inventory Manager allows you to work with inventory files and view inventory information.
The following sections contain information about how to work with and view inventory
information.

» Working with inventory files on page 288

* Viewing inventory information on page 291

Working with inventory files

You can save network inventory information to inventory files. Later, you can reload the
inventory information back into File Inventory Manager, or into third-party spreadsheet or
database applications.

You can create two different types of files with File Inventory Manager. The following table
describes the file types.

Table 101: Files types supported by File Inventory Manager

File type Description

Inventory file (.inv) Allows you to save inventory information that you can later
reload back into File Inventory Manager.

Tab-delimited text file Allows you to save inventory information in tab-delimited text file
format that you can later load into third-party spreadsheet and
database applications.

The following sections describe the various operations that you can perform with inventory files.
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Saving inventory information to a file

File Inventory Manager allows you to save inventory information to a file. You can use this
feature to create inventory files that you can load again later. Perform the following procedure to
save the network inventory to a file.

Procedure steps

1. From the File Inventory Manager menu bar, choose File, Save Inventory Info.

The File Download dialog box appears.
File Download E|

Do you want to save thiz hile?

] Marme: serializedInventory.iny

Type: Unknown File Tvpe, 285 bytes

[ | From: siberia.innlab. avaya . com

Save | | Cancel

harm pour computer. |f pou do not trust the source, do not zave this

@ YWhile files from the [nternet can be uzeful, some fles can patentially
file. What's the rishk?

2. Click Save.
3. Browse the folder where you want to save the inventory information.

4. In the File name box, enter a name for the file. The default file name extension
is .inv. You can change the extension if you prefer.

5. Click Save. File Inventory Manager saves the inventory information in the specified
folder and file.
Saving inventory information in a tab delimited text file
File Inventory Manager allows you to save network inventory information in a tab-delimited text

file. You can use this feature to export network inventory information to spreadsheet or
database software applications.
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Perform the following procedure to save the network inventory to a tab-delimited text file.

Procedure steps

1. From the File Inventory Manager menu bar, choose File, Save Inventory in Tab
delimited text file.

A Save dialog box appears.
2. Click Save to save the file. OR Click Open to view the file.
3. Browse the folder where you want to save the inventory information.

4. In the File Name field, enter a name for the file. The default filename extension
is .txt. You can use a different extension also.

5. Click Save. File Inventory Manager saves the inventory information in the specified
folder and file.

Loading inventory information from a file

File Inventory Manager allows you to load inventory information from inventory files that you
previously created. You can use this feature to quickly load inventory information without
having to poll it from the network devices. You can also use it to load inventory information for
previous network configurations, or for devices that no longer appear on the network.

Perform the following procedure to load inventory information from a file.
Procedure steps
1. From the File Inventory Manager menu bar, choose File, Open Inventory File.

The File/Inventory Manager - Open Inventory File dialog box appears.

File/InventoryManager - Open Inventory File

Irventary File: Select an Inventory File

[Open Inwentary l [ Reset ]

[ Close ] l_ Help ]

2. Click the + (plus sign) to browse the folder that contains the inventory file you want to
open.

0 Important:

By default, the Open File dialog box filters for files with the filename extension .inv.
If you have saved your inventory files using a different extension, replace .inv in
the File name box with the actual filename extension.

3. Click Open Inventory.

290 Avaya Configuration and Orchestration Manager Administration — Ultilities December 2010



Managing inventory

4. If there is any inventory information already loaded in File Inventory Manager, an
alert box prompts you whether you want to keep the current inventory data or not.

5. Do one of the following:

* Click Yes to add the data in the file to the currently loaded inventory data.
However, any data in the file about devices in the current inventory is
discarded, and does not overwrite data in the current inventory.

» Click No to discard all of the currently loaded inventory data and then load the
inventory data from the file.

File Inventory Manager loads the inventory information from the file.

Viewing inventory information

This section provides information about how to view inventory information using File Inventory
Manager. Use the information in this section to perform the following tasks:

* Viewing hardware configuration information on page 291

* Viewing software configuration information on page 292

» Updating the inventory on page 293

* Highlighting inventory on the topology map on page 294

Viewing hardware configuration information
Perform the following procedure to view hardware configuration.
Procedure steps

1. Open the File Inventory Manager.

2. Select Hardware from any device family folder on the Navigation pane. The
hardware information appears in the Contents panel.

The following figure shows the hardware information of ERS 8000.
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Content pane displays Gbic, IP Phone, Mda, Card, and Chassis information in
different tabs.

Viewing hardware configuration of a specific device
Perform the following procedure to view the hardware configuration of a specific device.

Procedure steps

1. Open File Inventory Manager.

2. On the Navigation pane, select the target device from any Device family folder.
3. Click the Hardware tab.

Viewing software configuration information

Perform the following procedure to view software configuration.

Procedure steps

1. Open File Inventory Manager.

2. Select Software from anyDevice family folder on the Navigation pane. The
software information appears in the Contents pane.

The following figure shows the software information of ERS 8000.
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Content pane shows WSM Image, Configuration, General, Software, and
Devicelnfo information in different tabs.

Content pane shows General and Image/Config information in different tabs.
Viewing software information of a specific device
Perform the following procedure to view the software formation of a specific device.

Procedure steps
1. Open File Inventory manager.

2. In Navigation pane, select the target device from any Device family folder.
3. Click the Software tab.

Updating the inventory

File Inventory Manager allows you to refresh the information in the window with inventory
information polled from the network devices. You can use this feature to load any updated
information that took effect since you opened File Inventory Manager.

Perform the following procedure to reload the inventory.

Procedure steps

1. On the File Inventory Manager toolbar, click the Reload/Discover icon Or, choose
File, Reload.

A File/Inventory Manager - Reload confirmation dialog box appears.
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File/Inventory Manager - Reload

Reload File & Inventary Manager from Device Inventary?

2. Click OK.

3. In the Available Devices list, select one or more devices to which you want to
download the selected file.

4. Click > to move the selected device(s) to the Target Devices list. OR Click >> to
move all the available devices to the Target Devices list. Click < or << to move
devices back to the Available Devices list.

5. Click Query Now.

COM reloads topology information from the network devices, and refreshes the File
Inventory Manager window with it.

Highlighting inventory on the topology map

294

As with Trunking Manager and VLAN Manager, the File Inventory Manager supports device
highlighting on the Topology map.

Perform the following procedure to highlight file inventory devices on the Topology Map.

Procedure steps

1. Select a device or device parent node from the File Inventory Manager Navigation
pane.

2. Click Highlight on Topology icon from the toolbar. Click the Highlight on Topology
icon automatically navigate you to the COM Dashboard tab, and displays the
selected devices in green highlighting.

0 Important:

Both the Dashboard tab and the File Inventory Manager tabs can be undocked from the
main COM content panel and aligned side by side. Undocking and aligning the two tabs
within view allows you to scroll up and down the navigation tree and see the highlighted
devices come into focus.
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Virtual Routing and Forwarding (VRF) Manager is a feature that you can use to configure and manage
virtual routing and forwarding on Avaya Ethernet Routing Switch 8600 (ERS 8600), Avaya Ethernet
Routing Swith 8300 (ERS 8300), and Avaya Virtual Services Platform (VSP) 9xxx devices. You can use
VRF Manager to set the VRF configuration for each device, as well as manage VRF configurations across
multiple devices.

The following table outlines the supported device list for VRF.

Supported devices for VRF Version
ERS 8600 v5.0 and up
ERS 8300 v4.1 and up
VSP 9xxx v3.0

The ERS 8600, ERS 8300, and VSP 9xxx devices support different VRF contexts. The contexts determine
the level of access that you have to the switch. Configuration and Orchestration Manager (COM) discovers
the VRF information using the GlobalRouter (VRFO0) context, which allows the COM administrator to
access and manage the entire switch. When the COM administrator assigns users the ability to use VLAN
Manager, the COM administrator can control access to the ERS 8600, ERS 8300, or VSP 9xxx device
and its functionality by assigning the appropriate VRF context:

* VRFO—If the administrator assigns you the GlobalRouter privilege (VRFO0), you can create VRF, and
update the VRF table.

* Non-zero VRF—If the administrator assigns you non-GlobalRouter privilege (non-Zero VRF), some
features can be disabled for you as you do not have sufficient credentials to perform certain
operations.

* No VRF—If no VRF is assigned, then you will default to the GlobalRouter privilege.

A user with the GlobalRouter privilege can choose to switch-to a different context for a device, and behave
as that context for that particular session. When you switch to a different context, you can manage only

those functions and components that are assigned to that specific VRF. The switched-to context is relevant
and applies to the other managers, like Routing Manager and EDM plug-ins.

When an administrator configures a context, the context applies to the access that you have in COM, and
also determines the level of access that you have in the device manager.
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In addition to the privileges, the method of access to the ERS 8600, ERS 8300, or VSP 9xxx device is
associated with a context:

» For SNMPv2 access, you need to have GlobalRouter privilege to operate the VRF manager correctly.
» For SNMPv3 access, a specific VRF needs to be assigned to the user for the device.

Virtual Services Platform devices function similarly to the ERS 8000 family of devices, except for the
following:

* VVSP devices support 512 VRFs and max routes are up to 250000
* Pim is not supported

The dialog for the creation of VRFs validates the ranges for the devices being set.

Virtual Routing and Forwarding

VRF allows multiple instances of a routing table to coexist within the same router at the same
time. The routing instances are independent; the same or overlapping IP addresses are used
without conflicting with each other. In VRF-supported devices, you can configure more than
one VRF.

Prerequisites

* You must have the VRF Manager assigned in the MultiElementManager Assignment tab
by the administrator.

* You must have devices assigned by the administrator.
Navigation
« Starting VRF in the COM on page 296

» Adding VRF on a device or multiple devices on page 298

« Setting VRF content for devices on page 299

* Viewing all the VRFs and its statistics configured for a specific device on page 299

« Editing a single configuration or multiple VRF configurations on page 300

* Deleting a VRF configuration from a device on page 301

Starting VRF in the COM

Perform the following procedure to start the VRF.
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Procedure steps

1. In the Configuration and Orchestration Manager Navigation tree, expand
Managers, and then click Virtual Routing Manager icon.

The Virtual Routing and Forwarding discovery is triggered, and result of discovery
operation is displayed.

2. Click Ok to view the Virtual Routing and Forwarding window.
OR

Click Details to view the errors and warnings, if any.

3. In the VRF navigation pane, expand the VRF Device folder and the Device List
folder.

The VRF Details dialog box appears.

Harmes Wirtual Routing and Forwarding
Metwork “ ¥RF Details
Na\:lgatlun pane . & 11 vrE || vRF stats
too ar 4 | VRF Devica
= Set Current VRF o
Navi . # (JDevice List Id Meme ContextMame TrapEnatile MaxRoutes RpTrigger MaxRoutesTrapEna
avigation pane 172161202 5 o P— P tip.05eT bap frue
WRI1T216.1205

Content pane

Content pane
tool har

The following table describes the parts of Virtual Routing and Forwarding window.

Table 102: Virtual Routing and Forwarding window parts

Parts Description

Navigation pane Lists the navigation tree, and the functions that you can perform
on Virtual Routing and Forwarding devices.

Navigation pane tool bar | Provides Discover VRF and Help tools.

Content pane Displays information about the Virtual Routing and Forwarding
devices.

Content pane tool bar Provides quick access to commonly used Virtual Routing and
Forwarding commands.
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Adding VRF on a device or multiple devices

Perform the following procedure to add the VRF on a device or multiple devices.

Procedure steps

1. In the navigation pane of Virtual Routing and Forwarding window, expand the
Device List folder, and select the target device from the navigation tree.

The VRF information appears in the contents pane.
2. In the Contents toolbar, click Create Entry.

The Add Entry dialog box appears.

Add X
Add Entry

1d [1-127 | 255]

Marme

TrapEnable Select a stata, .. »

MaxRoutes [0- 8000 | 25000]

RpTrigger
RpTrigger D rip Dospf Dlbgp
1 pimn
MaxRoutesTrapEnable | Select a state, .. v
Devices

[ Device

'] 1721612022

] 172461205

4 |+

3. Set the parameters as appropriate.

4. In the Devices table, select the target device or devices.

If you select multiple devices, then the VRF Manager creates the same VRF
configuration on the target devices.
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0 Important:

VREF functionality applies only to the core router devices, therefore only the
relevant 8600/8300 or VSP devices are listed in the Device table.

5. Click Ok.

Setting VRF content for devices
Perform the following procedure to set the VRF content for devices that are used by the COM.
Procedure steps

1. In the navigation pane of Virtual Routing and Forwarding window, expand the
Device List folder, click Set Current VRF to assign a VRF to the target device.

The Current VRF table appears in the content pane.

l Harne ” ¥irtual Routing and Forwarding "l
MNetwork <« || | ¥RF Details
] @‘ [ Current ¥RF l
4 =) WRF Device = =
. Qe v
=] et Current VRF
4 5] Device List Address I
W172161202 17246130 5 0
W172161205
172161202 ]

2. For the target devices, change the VRF Id in the Id field.
3. Click Apply Changes.

0 Important:

If you assign a VRF Id as the current VRF for a device, the other managers display
only the information specific to that VRF.

Viewing all the VRFs and its statistics configured for a
specific device

Perform the following procedure to view all the VRFs and its statistics configured for a specific
device that is used by the COM.
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Procedure steps

1. In the navigation pane of Virtual Routing and Forwarding window, expand the
Device List folder, and select a device from the navigation tree.

The VRF information appears in the contents pane.

¥RF Details
E““ YRF Stats |
Y208
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2. To see the VRF statistics in the contents pane, click the VRF Stats tab.
The VRF statistics information appears in the contents pane.
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Editing a single configuration or multiple VRF
configurations

Perform the following procedure to edit a single VRF configuration or multiple VRF
configurations on a specific device.

Procedure steps

1. In the navigation pane of Virtual Routing and Forwarding window, expand the
Device List folder, and select the target device from the navigation tree.

The VRF information appears in the contents pane.
2. In the non-greyed fields, make the changes.
3. Click Apply Changes to confirm the changes you made.
4. Click Revert Changes to revert all the changes made in the VRF table.
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Deleting a VRF configuration from a device

Perform the following procedure to delete a VRF configuration from a device.

Procedure steps

1. In the navigation pane of Virtual Routing and Forwarding window, expand the
Device List folder, and select the target device from the navigation tree.

The VRF information appears in the contents pane.
2. Select the VRF configuration that you want to delete.
3. Click Delete Entry.

The VRF configuration confirmation dialog box appears.
4. Click Yes.

VRF enhancement—VLAN and routing

Multicast and routing managers use the selected VRF ID from the VRF manager to discover
the protocol information. Protocols are virtualized based on the supported devices and enabled
protocols for the particular VRF.

VRF - based discovery

COM discovers the information using GlobalRouter (VRF0) and not the non-zero VRF of the
device. This enhancement provides support to access and configure the non-zero VRF also

(along with the GlobalRouter). The discovery occurs based on the VRF you select (vrf-n) where
nis the VRF ID. VLAN Manager uses the VRF ID to communicate with the device. The VLAN
Manager has a column for the VRF ID (called Vrfld). You can change the VLAN to a different
VRF. The Routing Manager is aware of the VRF. The Routing Manager displays routing tables
and views that show the VRF.
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Manager

The Bulk Configuration Manager (BCM) for COM 2.2 has a separate license to enable the feature set.
The BCM license is node based, but only counts individual uses of a node (nortel networking device). A
base license is 250 nodes and each increment is 1000 more devices. If you have a 250 node license, you
may have more than 250 devices in inventory. After you create tasks that use 250 unique devices, creating
tasks for more devices fails with a license error informing you that you have reached the limit and should
purchase more increments. If no BCM license is supplied, you can launch BCM from the COM Managers
screen, create tasks, and import devices, but you cannot run tasks without a license.

Navigation

* Node based licensing for BCM on page 303

* Launching BCM main window and navigation on page 304
* BCM tools on page 305

Node based licensing for BCM

The Bulk Configuration Manager (BCM) depends on COM. The BCM resides in COM and
follows the same COM rules and restrictions, except that the BCM user gets all supported
devices automatically, and skips the device assignment process. To enable the BCM for COM
2.2, you must acquire a separate license. The BCM license is node based, but only counts
individual uses of a node. A base license is 250 nodes and each increment supports 1000
more devices. If you have a 250 node license, you may have more than 250 devices in
inventory. However, after you create tasks that use 250 unique devices, you cannot create
tasks for more devices; a license error appears informing you that you have reached the limit
and should purchase more increments. If no BCM license is supplied, you can still launch BCM
from the COM managers screen to create tasks and import devices, but you cannot run the
tasks without a license.
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The following list outlines the four types of BCM node based licenses:

- BCM_100_base, (100)

« BCM_Upgrd100_5000_base, (5000)
« BCM_Upgrd100_1200_base, (1200)
- BCM_Upgrd1200_5000_base (5000)

' Note:
BCM supports device imports from COM or VPFM.

Example

If COM has a 50 base license, BCM in COM receives a no license warning message, no
matter what type of BCM license you launched.

If COM has 250 base license, or higher, BCM works.

For more information about the configuration of BCM, see Avaya Bulk Configuration Manager
Fundamentals, and Avaya Bulk Configuration Manager Installation.

Launching BCM main window and navigation

To launch the Bulk Configuration Manager (BCM) main window and navigation, perform the
following procedure.

Procedure steps

1. From the Configuration and Orchestration Manager window Navigation pane, click
Managers.
The list of managers appears on the left side of the window.

2. In the navigation tree, click the Bulk Configuration Manager icon.

The Bulk Configuration Manager is launched and appears in the content pane,
under a new tab.

The ARM is divided into two sections. The panel on the left is the navigation panel. In
this panel is a list of tools that you can create. By selecting a tool from this pane,
you can create a namable portlet on the content panel on the right. You can create
and move portlets around the content panel.

The following figure is an example of the Bulk Configuration Manager tab.
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BCM tools

The Bulk Configuration Manager (BCM) has nine different tools that can be instantiated more
than one time in more than one tab. These tools include the following:

* Configuration Backup and Restore
* Configuration Update Generator

* Device Password Manager

* Inventory

* Log browser

* License

» Scheduler

« Software version Updater

e Tunnel Guard Distributer

For more information about the BCM tools, see Avaya Bulk Configuration Manager
Fundamentals.
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Using the Bulk Configuration Manager

BCM tools in the COM 2.2 environment

The following sections describe the changes to the Bulk Configuration Manager (BCM) to work
in the COM 2.2 environment. For a more detailed description about how to use the BCM tools,
see Avaya Bulk Configuration Manager Fundamentals.

Configuration Backup and Restore

The Configuration Backup and Restore tool relies of the internal COM TFTP server. All devices
that rely on a TFTP server for Backup and Restore use the COM TFTP server. These devices
are the ERS 2500/4500/5500/5600.

For more information about the Configuration Backup and Restore tool, see Avaya Bulk
Configuration Manager Fundamentals.

Inventory portlet

The Inventory portletimports BCM supported devices from the COM inventory. This is a manual
operation and does not affect the COM inventory in any way. If a device is imported from COM
into the BCM inventory, then this device is removed from the COM inventory, and the device
remains in the BCM inventory until it is removed by the user.

For more information about the Inventory portlet, see Avaya Bulk Configuration Manager
Fundamentals.

Sofware Version Updater

The Software Version Updater tool relies of the internal COM TFTP server and not the TFTP
server that was shipped with standalone BCM. All devices that rely on a TFTP server for
Backup and Restore use the COM TFTP server. These devices are the 2500/4500/5500/5600.
The transfer of the image file for these devices uses TFTP only.

For more information about the Software Version Updater, see Avaya Bulk Configuration
Manager Fundamentals.
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Chapter 12: Configuration of devices

Device Inventory Manager enables you to manage the Configuration and Orchestration Manager (COM)

inventory.

Device Inventory interface

This section details the Device Inventory Manager interface as shown in the following figure.

Hofre Device Invenbory Manager =
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Figure 31: Device Inventory interface

The following table describes the parts of the device inventory interface.
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Table 103: Device inventory parts

Command Toolbar button Description

Launch Element ﬁ Opens a new web page with the Element Manager for

Manager a device.

Add %) Opens the Insert dialog box, where you can manually
add a device to the inventory.

Edit ¥ Edit a device from the inventory.

Delete =) Deletes the selected VRF from a specific device.

Import/Export r Imports/Exports the inventory from/to a XML file.

inventory

Refresh 2 Refreshes the Device Inventory information.

Filter - Filters the inventory view based on the IP address or
device type.

0 Important:

The Add, Delete, and Edit buttons are displayed only in COM software with basic license.

Navigation

* Viewing a device inventory manager on page 308

» Launching an Element Manager on page 309

* Importing devices on page 311

» Exporting devices on page 312

Viewing a device inventory manager

Perform the following procedure to view a device inventory manager.

Procedure steps

1. From the Configuration and Orchestration Manager Navigation pane, select
Devices.

The Devices panel appears.
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The Device Inventory Manager dialog box appears.
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Launching an Element Manager
Perform the following procedure to launch an element manager.
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Procedure steps

1. Select a device from the Device table.

| Home Device Inventory Manager * | 172.16,120.30 * |

Mame
ERS-8810
ERS-8606
SJ_PP154aT

5530-24TFD
ERE-2500-26T
4526

ERE454BGTRVWR
ERZS000

IR k-

P Address
172161202
172161205
172161208
1721812047
1721612024
17218612030
1721612038
1721612038
1721612040
1721612041
1721812062
172416120100
19216711
182167147

Device Type Version
MERSAR1D 7000
mERSS606 7000
mERS1643 2150
MEFS2000 25045
MERSS5H-24TFD BA.0057
MERS2500-26T 430053
mERSAS2ET 540049
MERSA524GT

MERSASIGF X

TERSASAZGT.PAR 540049
MERSSESOTDPWR 610057
ML AMSecuriy Switchi
MERS1648

mEFS2000 31306

(0 4 (Pagelt Jof1 b sl @ RowsperPage 100

Descriplion

ERE-BE10 (70,000
ERS-BE0E (7.0,0.00
ERE-1B4BT (2.1 510
Business Policy Swilch
Ethernet Routing Switch
Bthernel Routing Switch
Ethernet Routing Switch

Ethernet Routing Switch
Bthernel Rouing Switch

Business Policy Swilch

Displaying Devices 1 - 14 of 14

Time Stamg

2008-10-068 04:4245 0
2009-10-05 0442460
2008-10-068 0442450
2009-10-06 0442460
20089-10-065 0442460
2009-10-06 04:4246 .0
2000-10-05 0442460
2009-10-08 04:42- 46 0
2009-10-05 0442460
2008-10-05 0442450
2009-10-06 04:42 460
2009-10-065 0442460
2009-10-06 04:4245.0
2009-10-05 D4:4246.0

2. From the Device Inventory Manager toolbar, click the Launch Element Manager

icon.

The corresponding Device Physical View tab appears.
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| Hma | peweeIneectory Manager #|| 1720602030 & 172161205 |

| ERSB&M - ERS-G606 «| 4 Device Physical Vies |
| I Cordirating -

0 Important:
If you select a device that does not support EDM, then by default the Java Device Manager
(JDM) of the corresponding device opens up. If Java Virtual Machine (JVM)1.6 application
is not already installed in your system, the COM application prompts you to install the

application.

Importing devices
Perform the following procedure to import an inventory from the XML file.
Procedure steps

1. Select a device from the Device table.

2. From the Device Inventory Manager toolbar, press the Import/Export Inventory
button.

The Import/Export Inventory dialog box appears.
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Import /Export Inventory b4

@ Import Inventory from XML File

I Browsze.. I

() Expoart Inventary to XML File

() Export Device List to CSY File

Impork ] [ Close J [ Help ]

3. Click the Browse button to select the path of the .xml file.

4. Click Import. The COM imports the devices and auto refreshes the inventory table.

Exporting devices

Perform the following procedure to export an inventory to the XML file, or to export a device
list to the CSV File..

Procedure steps

1. Select a device from the Device table.

2. From the Device Inventory Manager toolbar, press the Import/Export Inventory
button.

The Import/Export Inventory dialog box appears.
Import/Export Inventory 4
Irmport Inventary from XML File

@ Expart Inventory to XML File
Export Device List to C5Y File

Exporkt ] [ Close ] [ Help ]

3. Select Export Inventory to XML File, or Export Device List to CSV File.
4. Click Export .
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Chapter 13: Configuration of wizards

Configuration and Orchestration Manager (COM) configuration wizards help you to configure complex
network by using few steps. These wizards hide the network complexity and make multi device
configuration easier and simple.

Navigation

* VLAN wizard on page 313
* SMLT wizard on page 320

VLAN wizard

VLAN wizard has the following three sections as shown in the following figure:

» Steps—shows the current wizard step
*» Wizard Description—shows the wizard description of current step

While running the wizard, you can select to save the wizard configuration as a template at any
point. You can save it as a new template, or update an existing template. The access control
of wizards depends on the specific Multi Element Manager. For example, if you have access
to VLAN Manager, then you can also run VLAN Wizard. Similarly, the users who have access to
Mulitlink Trunking Manager can also run SMLT Wizard.
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LAN Wizard

VLAN wizard functionality

VLAN wizard is used to configure spanning tree groups (STG) and VLAN in multiple devices.
Following are the VLAN wizard functionalities:

» Add/select an STG

* Add one or multiple VLANs

* Configure Port members

« Configuration and template

VLAN wizard can run in a standalone mode. The VLAN data which is used in VLAN wizard
can be created on fly or loaded from a VLAN template.

The following table describes the buttons available on VLAN wizard.

Table 104: VLAN wizard buttons

Button

Description

Load Template

Allows you to upload the data from a saved template.

Save as Template

Allows you to save the current data as a template.

Cancel Allows you to cancel the current step.
Previous Allows you to move to the previous step.
Next Allows you to move to the next step.
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VLAN wizard

Button

Description

Finish

Allows you to finish the current step.

Help

Opens Online Help file.

VLAN Wizard

Perform the following procedures to use the VLAN Wizard.

Adding or selecting an STG

Perform the following procedure to add or select an STG in the VLAN wizard.

Procedure steps

1. From the Configuration and Orchestration Manager navigation pane, select
Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.
2. In the VLAN Wizard dialog box, click Add/Select STG.

The Add/Select STG dialog box appears on the right side of the COM window.
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3. Select the STG Type from the list of STG Types.
4. To add a new STG, choose New STG in Select field.

OR
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To select an STG, choose Existing STG in Select field.

5. Choose the devices you wish to add from the Available Devices list, and then click
> to move them to the Selected Devices list.

6. Enter appropriate values in all the fields, and then click Next to move on Add VLAN
page.

Adding a VLAN

Perform the following procedure to add a VLAN in the wizard.
Procedure steps

1. From the Configuration and Orchestration Manager navigation pane, select
Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2. Enter appropriate values in all the fields of Add/Select STG page, and then click
Next to move on Add VLAN page.

The Add VLAN screen appears.
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3. Enter all the fields in the Add VLAN page to add a VLAN in the wizard.

4. Choose the devices you wish to add from the Available Devices list, and then click
> to move them to the Selected Devices list.

5. Click Add another VLAN to add more VLANSs. Repeat steps 3 and 4 as necessary.

6. Click Next to move on Configure Port Members page.
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VLAN wizard

Configuring port members

Perform the following procedure to view the configured port members.
Procedure steps

1. From the Configuration and Orchestration Manager navigation pane, select
Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2. Enter appropriate values in all the fields of Add VLAN page, and then click Next to
move on Configure Port Members page.

The Configure Port Members page appears.
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3. Click Next to move on Configuration and Template page.

Saving the VLAN configuration

Perform the following procedure to save the configuration as a template.
Procedure steps

1. From the Configuration and Orchestration Manager navigation pane, select
Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.

2. In Configure Port Members page, click Next to move on Configuration and Template
page.
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The Configuration and Template page appears.

Home | VLAN Wizard /|
Steps =« | Save As Template

Save As Template: B
AddfSelect STG Templata MNama: o
Add YLAN

Configure Port Members

VLAN Configuration and
Template

Save the VLAN wrand as a
template

(Aaaiasusite) (samasiongieia) (<concet) [previous ) 11c:¢] (Finih

3. Select the Save As Template check box to save the configuration as a template.
4. Enter the name of the template file in Template Name field, and then click Finish.

The result of VLAN wizard configuration appears, as shown in the following figure.
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Home YLAN Wizard =
Steps =~ | Result
The wizard has finished running. There might be errors and
AddfEelect STG warnings on some devices. Please check the table below for
A VLAN details. There are multiple actions so you may see multiple errors

Configure Port Memberz for each device.

el TR I N YLAN Wizard Results

Wizard Description - Device P = Type Ackion [—
VLAN Configuration and 172161202 errar add VLAR rudl
Template
ternplate
Load Template | | Save as Template [F.esta-t Wizard | | Close | | Help

Loading a template

Perform the following procedure to load a template.
Procedure steps

1. From the Configuration and Orchestration Manager navigation pane, select
Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.
2. Click Load Template.

The Please select a template to load into the wizard dialog box appears.

P -
Please select a template to load into the wizard ¥
£
Template Marme: v

[ Load l [ Cancel ]

3. Enter the name of the template file in Template Name field, and then click Load to
load the selected template.

Avaya Configuration and Orchestration Manager Administration — Utilities December 2010 319



Configuration of wizards

Saving as template

Perform the following procedure to save the current configuration as template.

Procedure steps

1. From the Configuration and Orchestration Manager navigation pane, select
Wizards, and then click the VLAN Wizard icon.

The VLAN Wizard dialog box appears.
2. Click Save as Template.

The Please enter or select a template name dialog box appears.

Please enter or select a template name %

Template Marme: ¥

[ Save ] [ Cancel ]

3. Enter the name of the template file in Template Name field, and then click Save to
save the current configuration as template.

SMLT wizard

The SMLT wizard is a simplified and workflow driven wizard in the Configuration and
Orchestration Manager interface. The Wizard walks you through various trunk configuration,
and simplifies the steps involved in the SMLT setup. It helps in reducing the complexity. Using
this feature, you can configure as a single workflow.

The SMLT wizard appears different for the VSP 9000 devices because there is no SMLT ID,
and VSP 9000 supports the NNCLI. If you are required to create a SMLT ID for a VSP 9000
device, you must enter a MLT ID. VSP 9000 devices can only be configured together, without a
mix of devices, because the new SMLT protocol does not work across 8600 and 9000 devices.

For more information about the SMLT configuration wizard, see the following sections.

Navigation

* SMLT wizard functionality on page 321
* Launching SMLT Wizard on page 321
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SMLT wizard functionality

The SMLT Wizard helps you to create various trunk configurations like, VLANs creation,
protocol enabling and miscellaneous device settings. The SMLT wizard functions are divided
in to three steps:

* Selecting the device type and the targeted devices—represents the current supported
device types, retrieves those devices from the inventory, and assigns to a current user.

* Creating interswitch trunking (IST)—provides the necessary Inter-Switch Trunk
configuration to define SMLT Topology Objects (Triangles).

* Creating SMLT/SLT—helps you to create multiple trunks on the selected devices. The
selections can be saved into a template, and reused if necessary.

SMLT configuration wizard has the following advantages over manual configuration:
« efficient configuration
* higher consistency of configuration
* consistent and easy CLI commands and steps across devices
» configures as a single workflow
« ability to save and restore configuration

« ability to apply the configuration to devices and view results

Launching SMLT Wizard

The screens given in the procedure are not the latest one. The updated screens will be provided
in the subsequent release.

Perform the following procedure to launch the SMLT Wizard.

' Note:

For VSP 9000 devices, there is no SMLT ID. To create a SMLT for VSP 9000 devices, you
must enter a MLT ID. VSP 9000 supports the NNCLI.

Procedure steps

1. From the Configuration and Orchestration Manager navigation pane, select
Wizards, and then click the SMLT Wizard icon.

The SMLT Wizard dialog box appears.
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2. Choose the type of the switch from Switch Type field.
3. Choose the Switch 1 and Switch 2 from the drop down lists provided.

4. Click Next.
The Create IST dialog box appears.
Mavigation wl | Home LT Wizard = |
Amin | steps [=] | Lreate 1n)
Do + |
Device selection results @
HErges -
r— = ;’ ’m' EE : A Dewice et ERS BG00 Frst devre: 172,16,1205  Second cevice: 172,16, 120,2
L]
GieL) amcmzs | Llreate mew swich clugter cors IST
Cordprstion and Tenalsbe L Fropertes
Wirard Des criplion || IST M_T Mumisr:
Coecte 15T IST WLAY Port Mambisrs
_— 15T W8 Fumbe
IST bLaM 12 ke
IST WLaM 1= [azsk: 235.2592.255.2592 235.499.235.2592
AL FE-ablzd ¥ E-ablzd
WA TimreaL: Liiig | | oris “
ML Tt Scae: 3 2]
WLOE= Timres, 10000 10000
WLACS [LGC: F=sayzd > | Rzervsd >
! = e [Lu-ad :en:p.u:e][‘_'um-:s Implabﬂj Prevous Lrish
Tk +

5. Select the Create new switch cluster core IST check box.
6. Enter the values for creating the IST in the fields provided.
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SMLT wizard

Some of the fields are common for both the switches. For the second switch, the
value of the common fields are filled automatically as you enter the value for the
first switch.

0 Important:
Prepopulated values are available in some fields.

7. Click Next.
The SMLT/SLT access dialog box appears.
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8. Select the Create SMLT/SLT access check box , choose the access type from the
Type list, and then click Add Access to provide access to a new SMLT.

A New Access dialog box appears asking for a SMLT ID or SLT ID.

0 Important:
To disable the access of an SMLT you can click Delete Access

9. Enter the ID of the new SMLT or SLT in the field of the New Access dialog box.
10. Click OK.

The SMLT Access or SLT Access forms are enabled. Depending on the SMLT and
SLT, two forms are created.
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The SMLT/SLT Access form includes

*» Trunk Properties table—specifies the trunk properties.

* VLAN Table—specifies the VLANs you want to create or use for the SMLT/

SLT accesses.
11. Enter the values of trunk properties to create an SMLT/SLT access.

12. Click Add VLAN in VLAN Table to specify the properties of VLANSs that you want

to create or use for SMLT Access.

13. Enterthe VLAN ID. If you provide a VLAN ID that does not exist, the Wizard creates

the VLAN appropriately.
14. Select VLAN check box for the VLAN to be used for each access.

15. Click Add Access Appropriately to create multiple accesses at the same time.

16. Click Next.

The Preview Config dialog box appears.

324  Avaya Configuration and Orchestration Manager Administration — Utilities December 2010



3
P Previes Conli
L. Intrecheczees,
2. Salect Setcan ]
EERESREL 271,271 VIESP ESARLE
A, Cragha 15T
[\-l.: CTUFTCEATTON
A ST Ao
= =T va 003 gpeete byporc 1 neme daca
i I.'lﬂi 009 ip oreste 10.1.10%, (‘.’2§$2 5.255.0
. fppky Conliy

m—_ W2 create Dypoct L cume
wiae 303 4p coasks LD 1.BL.27255 szt

i
wla 3 creses byport o mane
uL-g ¥ 1p gpeate 10,15 J..l&h "Si 155, BB

mg 83 cooule brpest L nams cucs-l
vlac 25 4p creaze 10.3.4.1025%.255.385.0
f

i
# HLT COHFIBIRATIOE
)

sl 2 crantn
alk 2 mid porcs &%

lE 2 near W08

mle & prrform-tagging ensile
nle 2 smlc crescs swlt-id 2

vles IN0Y addemle 2
vime 303 wd-mlz 2
i

LE 3 ereste

mle 3 add porcs WE A0

mlE 3 nzae cose

mle ¥ pe:ifoes-tagying enele
mlt 3 xmlb crests swlt-id 3

ulee 3 add-nic 3

i

ule 4 oreste

BlE 4 aid poits 4/I0-44Ll
ALt 3 nesr mmil-

3Lt 4 pazfacz-tagging snatle
BLE A mmIE cresss mit-id 4

vlae 3 sdd-mic 4
vlee §5 asd-mic 4
[

i
§ VIAE TOHFTABATION - FIASE 1T
i

wlee ¥ 1p el snsble
vlee ¥ ip roelt zoldug-tizer S9@
]

vine 0D ip vesy T mddcmna LD.1, us 1

vlac W09 ip vesy I backup-ma

wine W08 17 very & prdarisy 100

wlee K009 ip viey & enshls

vlee 200 p SErp 3 asibear 301411
vlee 01 ip vem 3 beiag n:u.= el
vim 31 3p vzep 3 peioci I

=

(oot [ 300 | o | (i ]

——

SMLT wizard

17. Click the Switch 1 tab to view the switch based CLI commands.

18. Click the Switch 2 tab to view the switch based CLI commands generated by the

wizard.
19. Click Next.

The Apply Config dialog box appears.

You can view the CLI commands executed by the CLI command log wizard.

20. Click Start Configuration to execute the commands on both devices.

The wizard runs the command to show the SMLT/MLT configuration.

Job aid

The following table describes the fields of Truck properties screen:

Table 105: Trunk properties

Field

Description

SMLT Access Ports

Specifies the SMLT access port.

SMLT MLT Number

Specifies the SMLT MLT number.
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Field Description
SMLT MLT Name Specifies the SMLT MLT name.
SMLT ID Specifies the SMLT ID.
VLACP Enabled Specifies whether VLACP is enabled or disabled.
VLACP Timeout Specifies the VLACP timeout.
VLACP Timeout Scale Specifies the VLACP timeout scale.
VLACP Timer Specifies the VLACP timer.
VLACP MAC Specifies the VLACP MAC.
SLPP Enabled Specifies whether SLPP is enabled or disabled.
SLPP Mode Specifies the SLPP mode.
CP-Limits Modes Specifies the CP-Limit mode.

Job aid

The following table describes the fields of VLAN table.
Table 106: VLAN Table

Field Description
VLAN ID Specifies the VLAN ID.
Use VLAN Allows you to use the VLAN for each access.
Add Access Appropriately Allows you to create multiple accesses at the same time.

You can modify the value of VLAN Table entries using in-line edit modes.
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The template contains a set of configuration attributes. Templates can be created by running the COM
configuration wizards. While executing the wizard you can save the wizard configurations as a template.
The saved templates can be viewed in the Templates window and can be used later to easily perform the
same or similar configurations.

For more information on how to access the Templates Manager, see Starting Templates Manager on
page 328.

Using Templates Manager, you can:

* view template name, type, last modified user, and last modified time
« filter template by template type

* view template details

» add new VLAN or SMLT template by launching the specific wizard

* load and apply an existing template into the specific wizard

* delete a template

* import a template from an XML file format

» export a template

For more information about Templates Manager, see the following sections.

Navigation

« Starting Templates Manager on page 328

» Templates window on page 328
» Adding a VLAN template on page 331
» Adding a SMLT template on page 332

* Deleting an existing template on page 334

* Importing a template on page 334

* Exporting a template on page 335

* Running a template on page 335
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Starting Templates Manager

Perform the following procedure to start the Templates Manager.

Procedure steps

1. In the Configuration and Orchestration Manager navigation pane, select
Templates.

The navigation pane appears.
2. Click the Templates icon.

The Templates window appears.

Navigation I Hame Templates ".l
Adrmin —~ Templates
s )1 | Sslect Temptate Type to Add: v @2 G| @ B show AllTemplates v Import | Expoct @
Manapers +
Template Name Type Last Modified By Last Modified Time
Witzards +
Test WLAN acmin 32903 5,25 AM
Templates =
| P
] T
Gy Tommes
Toolz +

Templates window

The following figure shows the Templates window.
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Mavigation % Home Templates *
D " Templates
i - "

Lo Select Templabe Type to Add: ~ | @ @ G @ B chow AlTempstes |~  Import | Export [}
anapers +

Template Mame Type Last Wodified By Lasd Modfisd Time
Wiitzards +

Test VLAN admin 929109 5:25 AM
Templales

@ Templabes

Tool= +
Figure 33: Templates Window
The following table explains the parts of the Templates window:

Table 107: Parts of the Templates window

Part Description

Tool bar Provides quick access to commonly used Template commands. For
more information, see Tool bar buttons on page 329.

Contents pane Displays details of the templates. For more information, see Contents
pane on page 330.

Tool bar buttons

The following table explains the different buttons on the tool bar.

Table 108: Description of tool bar buttons

Command Tool bar button Description
Select Template Seteet Tostpdstas Ty ea b Akl YLaH Displays the list of the types of VLANSs that can
type to Add be created. The values are VLAN and SMLT.
Add new template | & Add a new VLAN or SMLT template.
Delete template =) Deletes a selected template.
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Command Tool bar button Description
View selected Displays details of the selected template.
template
Run selected & Runs the selected template.
template
Refresh “i? Refreshes the view and displays the newly

created templates, if any.

Show Shaw: Al Templates v Displays the templates depending on the value
selected. The available values are as follows:

* All Templates

* VLAN only

* SMLT only
Import Impart Imports the template from a specified file.
Export Exports the template to a specified file.

Help Opens Online help for the current folder or tab.

©

Contents pane

The Contents pane displays the details of the template based on the filter criteria set. The
following details of the template appear:

» Template Name

* Type

* Last Modified By

* Last Modified Time

If you double-click on a particular template, you can view the details of it in the Template
Details dialog box.
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Template Details X
bellflower¥LAN30
Property Name Froperty Value ﬂ
=lname
g 0stg
=] forwardDelay 1500
=] helloTime 200
=l maxage 2000
ZlnstgType normal
=] priorty 32768
=lstgld
=) stgldSelection newStg
=] stgldText 50
ZstgType AvayaStpg —
=] stpEnabled true
=ltaggedBPDUAress 2:00:00:00
=]taggedBPDUVIanid 4006
=] trapEnabled true
33 vian
= amClassificationid ZJ

Figure 34: Template Details dialog box

Adding a VLAN template

Perform the following procedure to add a VLAN template.

Procedure steps

1. Inthe Templates window, select the VLAN template type from the Select Template
Type to Add field.

2. Click the Add new template using wizard button ((+) sign).

The VLAN Wizard discovery is triggered, and "Loading wizard data ..." message is
displayed. Once the VLAN wizard discovery is complete, the VLAN Wizard window
appears.
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Templates '* ¥YLAN Wizard *

Steps «  Add/Select STG =l
STG Type: = fxaya STG

AddfSelect STG " RSTP

Ak VLAN T MSTP

Configure Port Memibers Select: = New STG

Configuration and Temgiate " Exsting STG

Wizard Description - | Dt 2 [1-64]

AddSelest STG Type: -
il now Tapged BPOU Address: 2:00,00:00 [MAC address]
Tagged BPDU Vian ID: 4002 [1-4094]
Priority: 32768 [0 - 65535]

Ericlga Max Age: 2000 [600 - 4000 seconds)
Bricige Hello Time: 200 [100 - 1000 seconds)
Bridge Forward Delay: 1500 [400 - 3000 seconds])
Stp Ensbled: v
Trap Enabled: v
Devices: Available Devices Selected Devices |
172.16.120.2 . 1]
4| | =
| Load Tcmplotcj lch as Tcrrvlate; :Cmcol] [ J [N:xt ] [ ] [Hdp J

3. Enter the required values in the corresponding fields of Add/Select STG page.

4. Choose the devices you wish to add from the Available Devices list, and then click
> to move them to the Selected Devices list, and click Next.

The Add VLAN page appears.

5. In Add VLAN page, enter the required values in the corresponding fields, choose
the devices you wish to add from the Available Devices list, and then click > to
move them to the Selected Devices list.

6. Click Next to move on Configure Port Members page to view configuration details.
7. Click Next to move on Configuration and Template page.
8. Click Save as Template to save the configurations as a VLAN template.

For the more information on adding a VLAN template, see Link to VLAN Wizard.
9. From the Template window, click Refresh to view the newly added template.

Adding a SMLT template

Perform the following procedure to add a SMLT template.

Procedure steps

1. In the Templates window, select the SMLT template type from the BoldSelect
Template Type to Add field.

2. Double click Add new template using wizard (+) sign.

The SMLT Wizard dialog box appears.
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Home Templates '® SMLT Wizard =
Steps = | Select Switches
Switch Type: ERS B50D >

Select Swilches Switch 1:
Creabe IST

= Switch 2:
SMLTIELT Access
Configuration and Template
Wizard Description =
Select Switches

Select device type and swiich 1P
addreses to confipms SMLT.

|Cancd||=‘|:-'fiorl|"|nncl'|

[ Load Tempiate | [ Save as Template |

3. In the Select Switches page, enter the required value in the corresponding fields,
and then click Next to move on Create IST page.

4. In the Create IST page, enter the values for creating the IST in the fields provided,
and then click Next to move on SMLT/SLT Access page.

5. IN SMLT/SLT Access page, enter the required value in the corresponding fields,
and then click Next to move on Configuration and Template page.

6. To save the configuration as a template, do one of the following:

* In the Configuration and Template window, select the check box corresponding
to Save as Template, enter the file name in Template Name field, and then

click Finish.
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Hame Templates % SMLT Wizard

Steps ~  Save As Template

[ Apply changes ]
Save As Template:

Select Switches
Create IST Template Name:
SMLTSLT Access

Configuration and Temgplate

b

Generated script

config config

Wizard Description

SMLT Configuration and
Template

Save wizand as a template

* Click Save as Template button, type the name of the template in the dialog
box that pops up and click Save.

7. Click Refresh to view the new template.
For more information on adding an SMLT wizard, see Link to SMLT Wizard.

Deleting an existing template

Perform the following procedure to delete an existing template.

Procedure steps

In the Templates window, click Delete template icon ((-) sign button) from the toolbar
to delete the selected template.

The selected template is deleted from the list.

Importing a template
Perform the following procedure to import a template in to the COM.
Procedure steps
1. In the Templates window, click the Import from the toolbar.

The Select a template file to import dialog box appears.
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Select a template file to import

Template File:  Select a termplate file

[Import Template] [ Reset ] [ Close ] [ Help ]

2. Enter the template file (in .xml format) you want to import in Template File field. Or
click Browse to navigate to the file.

3. Click Import Template to import the selected file.

Exporting a template
Perform the following procedure to export a template.
Procedure steps

1. In the Templates window, select the template file you want to export and then click
the Export button from the toolbar.

The Opening Vlan template file dialog box appears.

Opening YianTemplated xanl

Wow have chosen 1o open

= VlanTemglatelsml
which & 2. XML Fle
from: hittps:{flocahost

‘What should Frefon do with this fle?
(O Cpen with | [ntesret Explorer (default) w
®[gave Fle

[ 0o thes gutomaticaly for fies e this from now on

O Caroel

2. Choose the Open with option to view the template file. OR Choose the Save File
option to save the file on your desired location.

3. Click OK.
The selected template is exported from the COM.

Running a template

Perform the following procedure to run a template.
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Procedure steps

1. Select the required template from the Templates window.
2. Click Run selected template.

The corresponding VLAN or SMLT wizard is launched with the template values.
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