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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http:/support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER?”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

Licence types

Designated System(s) License (DS). End User may install and use
each copy of the Software only on a number of Designated Processors
up to the number indicated in the order. Avaya may require the
Designated Processor(s) to be identified in the order by type, serial
number, feature key, location or other specific designation, or to be
provided by End User to Avaya through electronic means established
by Avaya specifically for this purpose.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya'’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
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your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

Avaya Aura® is a registered trademark of Avaya Inc.

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: Introduction

Purpose of this Document

This document provides the information and procedures you require to install, license, uninstall
and troubleshoot the Avaya Configuration and Orchestration Manager (COM) 3.0.1.

COM provides you with an intuitive interface to configure, manage, and provision Avaya
enterprise family of devices, such as Avaya Ethernet Routing Switches, Avaya Ethernet
Switches, Legacy BayStack switches, Business Policy Switches 2000™ operating within the
same local area network, and Wireless Local Area Network (WLAN) devices. COM is a
management system that manages multiple network devices, and provides management for
services across different elements.

The Avaya Configuration and Orchestration Manager Installation guide is intended for installers
of the COM application.

Related resources

Related topics:
Documentation on page 7
Training on page 8
Avaya Mentor videos on page 8

Support on page 8

Documentation

See the following related documents:

Title Purpose Link

Avaya Configuration and Fundamentals http://support.avaya.com
Orchestration Manager
Fundamentals (NN47226-100)

Avaya Configuration and Orchestration Manager Installation January 2013 7
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Title Purpose Link

Avaya Configuration and Deployment http://support.avaya.com
Orchestration Manager Installation
(NN47226-300)

Avaya Configuration and Administration http://support.avaya.com
Orchestration Manager
Administration (NN47226-600)

Avaya Bulk Configuration Manager | Fundamentals http://support.avaya.com
Fundamentals (NN48021-100)

Training

Ongoing product training is available. For more information or to register, you can access the
Web site at http://avaya-learning.com/.

Avaya Mentor videos

Avaya Mentor is an Avaya-run channel on YouTube that includes technical content on how to
install, configure, and troubleshoot Avaya products.

Go to http://www.youtube.com/AvayaMentor and perform one of the following actions:

» Enter a key word or key words in the Search Channel to search for a specific product
or topic.

 Scroll down Playlists, and click the name of a topic to see the available list of videos
posted on the site.

Support

Visit the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release
notes, downloads, and resolutions to issues. Use the online service request system to create
a service request. Chat with live agents to get answers to questions, or request an agent to
connect you to a support team if an issue requires additional expertise.

8 Avaya Configuration and Orchestration Manager Installation January 2013
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Chapter 2: New in this release

The following sections detail what's new in Avaya Configuration and Orchestration Manager Installation
(NN47226-300) for Release 3.0.1.

» Features on page 9

* Other changes on page 10

Features

See the following sections for information about feature changes:

Browser requirements

The browser requirements for the Avaya Configuration and Orchestration Manager (COM)
3.0.1 application have changed. For more information about the changes to the browser
requirements, see Browser requirements on page 13.

Supported devices
Avaya Configuration and Orchestration Manager (COM) 3.0.1 supports the following devices:
* VSP 7000 v10.2 — Includes L2-SPBM capability.

* ERS 45xx v5.6.1 and v5.6.2 — Limited support for new versions; includes Discovery and
ERS 45xx v5.6.1 and v5.6.2 — Limited support for new versions; includes Discovery and

* ERS 48xx v5.6.1 and v5.6.2 — Limited support for new versions; includes Discovery and
EDM plug in support.

* ERS 55xx v6.3 — Limited support for new versions; includes Discovery and EDM plug in
support.

* ERS 56xx v6.3 — Limited support for new versions; includes Discovery and EDM plug in
support.

For more information about the changes to the supported devices, see Supported devices on
page 15.

Licensing changes

You require a new license if you upgrade to Avaya Configuration and Orchestration Manager
(COM) 3.0.1 from release 2.3 or 2.3.x, or 3.0 if you use a VMWare Virtual Machine. If you
upgrade from 3.0 using a physical machine or a hon-VMWare Virtual Machine, you do not
require a new license.

For more information about COM licenses, see Node based licensing for COM on
page 17.
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New in this release

Bug fixes

For more information about bugs that have been fixed for Avaya Configuration and
Orchestration Manager (COM) release 3.0.1, see Avaya Configuration and Orchestration
Manager Release Notes.

Other changes

See the following sections for information about changes that are not feature-related.

Introduction chapter
The Introduction chapter replaces the Purpose of this document chapter.

10 Avaya Configuration and Orchestration Manager Installation January 2013
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Chapter 3: System requirements

This chapter describes the system requirements for the installation of Configuration and Orchestration
Manager (COM).

Navigation

 Server requirements on page 11

* Client requirements on page 13

« Browser requirements on page 13

Server requirements

The following table outlines the server requirements for installing COM.

Note:

In the Severity column, Critical or Error indicates a failure to meet the minimum requirements
to install COM. Warning indicates the minimum requirements to successfully install COM.
Success indicates requirements that Avaya recommends for a successful COM

installation.
Check Operating system Severity
Physical Memory Windows and Linux For VPFM, COM, EPM and

IPFM, the following
requirements apply:

* Critical: <2 GB
e Warning: <4 GB

e Success: >or =6 GB

Avaya Configuration and Orchestration Manager Installation January 2013 11



System requirements

Check Operating system Severity

If you use two or more
applications, the following
requirements apply:

* Critical: <4 GB
* Warning: <6 GB

* Success: >or =8 GB

CPU Windows and Linux For VPFM, COM, EPM and
IPFM, the following
requirements apply:

* Error: < 2GHz Dual
» Warning: < 2GHz Dual
* Success: > 4 GHz Quad

Available disk space Windows and Linux For VPFM, COM, and EPM,
the following requirements

apply:

* Critical: <10 GB

* Warning: < 20 GB
» Success: > 40 GB

For IPFM, the following
requirements apply:

* Critical: <10 GB
* Warning: < 20 GB
» Success: > 100 GB

If you use two or more
applications, the following
requirements apply:

» Critical: <40 GB
* Warning: < 60 GB
» Success: > 100 GB

The COM server is supported on Windows Server 2003, Windows Server 2008, Windows
Hyper Virtual Server 2008, Linux Red Hat 5.6, and VmWare server for Linux Redhat 5.6, and
Windows 2008.

12  Avaya Configuration and Orchestration Manager Installation January 2013
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Client requirements

Client requirements

Avaya Configuration and Orchestration Manager (COM) supports Internet Explorer 7.0,
Internet Explorer 8.0, and Internet Explorer 9.0. COM also supports Firefox versions 9 to 16
on Windows 2003, Windows 2008, and on RedHat Linux versions 5.2, 5.4 and 5.6

Client deployment requires the following:
» 1GB memory with at least 512MB free
* GHz Core 2 Duo CPU
* One HD Minimum 100MB free
* XP, 2003, Win2008, VISTA, RHEL 4.0 32bit

Browser requirements

COM supports Internet Explorer 7.0, Internet Explorer 8.0, Internet Explorer 9.0, Firefox, 9,
Firefox 10, Firefox 11, Firefox 14, Firefox 15, Firefox 16, and Firefox 17. Avaya recommends
that you use Firefox.

Dynamic Hyper Text Markup Language (HTML) supports most of the features in COM.
Dynamic HTML is a combination of HTML, JavaScript, and Cascading Style Sheets (CSS).
Hence, you must enable both JavaScript and CSS on the browser.

Avaya Configuration and Orchestration Manager Installation January 2013 13
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Chapter 4: Supported devices

The following table lists the supported devices and device image versions.

Table 1: Device requirements

Product family

Model

Versions

Belden L2E Switch Hirschmann MICE-L2E v.6.0.02
Belden L2P Switch Hirschmann Railswitch—L2P | v.6.0.02
Belden L3P Switch Hirschmann MACH-L3P v.6.0.02

Ethernet Routing Switch

8600/8800 series

v.4.0,v.4.1,v5.0,v.5.1, v.7.0,
v.7.1, and v.7.1.3

Ethernet Routing Switch

8300 series

v.4.1.x and v.4.2

Ethernet Routing Switch

5500/5600 series

v.5.1, v.6.0, v.6.1, v.6.2, v.6.3

Ethernet Routing Switch

45xx/48xx series

v.5.2,v.5.3,v.5.4, v.5.5, and
v.5.6

Ethernet Routing Switch 25xx series v.4.1.x,v.4.2,v.4.3, and v.4.4
Ethernet Routing Switch 16xx series v.2.1.5.x and v.2.1.6.x

Virtual Services Platform 9000 series v.3.0,v.3.1,v.3.2, and v.3.3
Virtual Services Platform 7000 series v.10.1, v.10.2

Wireless Controller

WC 8100, AP 8120

v.1.0,v.1.1, and v.1.2

WLAN

23xx, AP 23xx

Important:

The earlier versions of ERS devices are also available. However, the official testing has happened

against the devices in the list above only.

For the up to date device support information refer to the Release Notes.
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Chapter 5. Licensing

There are three types of licenses available for COM:

* Node based licensing for COM on page 17

* Node based licensing for BCM on page 18

* VSN license on page 19
The following sections explain how to obtain, add, and export a license file.

 Obtaining a COM license on page 19

» Adding a license on page 20

« Exporting a license on page 23

The following sections explain how to manage the discovered devices.

« Selecting devices to manage on page 23

* Using the topology map and shuttle menu to select managed devices on page 25
» Cancelling the workflow on page 26

» The Select Managed Devices button on page 28

 Importing devices on page 29

For information about choosing a license file during installation, see Installing the COM application on
page 32.

Node based licensing for COM

Avaya Configuration and Orchestration Manager (COM) 3.0.1 supports hode based licensing
that permits COM to manage the number of devices that you purchase a license for. In COM
3.0.1, a new Enterprise license is available which provides COM 1500 node count support and
a packaged a BCM base license.

After each discovery, you must select managed devices. Only the licensed number of devices
are available to COM. The unselected devices are discarded. After a new discovery, you can
change the device selection.

Use the following table to determine whether or not you require a new license to upgrade to
Avaya Configuration and Orchestration Manager (COM) 3.0.1 from an earlier version.

Avaya Configuration and Orchestration Manager Installation January 2013 17



Licensing

Old release installed Server type New license required
2.30r2.3.Xx Physical machine Yes
2.3 o0r2.3.x VMWare virtual machine Yes
2.3 0r2.3x Non VMWare virtual machine | Yes
3.0 Physical machine No
3.0 VMWare virtual machine Yes
3.0 Non VMWare virtual machine | No

The following list outlines the four types of COM node based licenses:

« COM_50 base: This is the base license in node-based licensing. This indicates only 50
nodes can be managed.

*« COM_Upgrd50_250 base: This is an upgrade from a 50 to 250 nodes. It indicates only
250 nodes can be managed.

*« COM_Upgrd50_1200_base: Thisis an upgrade from a 50 to 1200 nodes. It indicates only
1200 nodes can be managed.

*« COM_Upgrd250_1200_base: This is an upgrade from 250 to 1200 nodes. It indicates
only 1200 nodes can be managed.

*« COM_Upgrd1200_1500_base: This is an update from 1200 to 1500 nodes. It indicates
only 1500 nodes can be managed.

Important:

You can combine any of the preceding licenses, except that you cannot have a 50 base
and then 250 _1200_base license. The upgrade must go from 50 to 1200, or from 50 to 250
to 1200.

Node based licensing for BCM

The Bulk Configuration Manager (BCM) depends on the Configuration and Orchestration
Manager (COM). The BCM resides in COM and follows the same COM rules and restrictions,
except that the BCM user gets all supported devices automatically, and skips the device
assignment process.

To enable the BCM for COM 3.0.1, you must acquire a separate license. The BCM license is
node based, but only counts individual uses of a node. A base license is 250 nodes and each
increment supports 1000 more devices. If you have a 250 node license, you may have more
than 250 devices in inventory. However, after you create tasks that use 250 unigue devices,

you cannot create tasks for more devices; a license error appears informing you that you have
reached the limit and should purchase more increments. If no new incremental BCM license

is supplied, you can launch BCM from the COM managers screen to create tasks and import
devices, but you cannot run the tasks without a license.

18 Avaya Configuration and Orchestration Manager Installation January 2013
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VSN license

The following list outlines the four types of BCM node based licenses:
* BCM_100_base, (100)
* BCM_Upgrd100_5000_base, (5000)
* BCM_Upgrd100_1200_base, (1200)
* BCM_Upgrd1200_5000_base (5000)

Note:
BCM supports device imports from COM.

Important:
The BCM does not work if COM does not have a BCM license installed.

VSN license

Avaya Configuration and Orchestration Manager (COM) 3.0.1 supports the Virtual Services
Network (VSN). To use the VSN Manager and VSN Wizard, you must obtain a VSN license.
For more information about obtaining a VSN license, see Adding a license on page 20.

For information about configuring VSN for COM, see Avaya Configuration and Orchestration
Administration—Utilities (NN47226-600).

Obtaining a COM license

Perform the following procedure to obtain a COM license.

Prerequisites

* You require the License Authorization Code (LAC) for the software you want to license.

* You require the media access control (MAC) address of the server where the COM
components reside.

* You require the name and password to the license bank if you want to deposit the license
into an existing license bank.
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Procedure steps

1. Open a Web browser window and go to the Electronic Licensing Portal: http://
www.avayadatalicensing.com.

2. At the top of the page, type your first name, last name, company name, and e-mail
address in the appropriate fields.

3. Inthe License Bank area, specify the name and password for an existing license
bank where you want to deposit.

4. Specify your e-mail notification options.
5. In the Submit field at the bottom of the page, type your LAC.

6. Click Activate License.

The system deposits a license in your license bank and sends a message to the e-
mail address specified in step 4 to confirm that the license was created.

7. Log on to your license bank using the name and password specified in step 3.
8. Click Download.

9. On the Generate License page, type the MAC address for the server where the
COM components reside.

Use capital letters, separated by colons (XX:XX:XX:XX:XX:XX).
10. Click Create License File.

A confirmation message informs you that the license was created. The system
sends a license (.lic) file to the e-mail address specified in step 4.

11. Copy the license file to the server location where the COM components reside.

Important:
If there is a space in the name or location field, the installation fails.

12. Store your License Certificate in a secure place for future reference.

Adding alicense

Perform the following procedure to add a license. Perform this procedure only if you have COM
installed on the server but the license was not installed during COM installation.
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Adding a license

Prerequisites

* You must execute this procedure on the server where the COM components reside.

* You must obtain the license and store it on the server before you can proceed. For more
information, see Licensing on page 17.

* You must know the directory path of the Avaya Unified Communications Management
(UCM) home <UCM_home>. The default paths are as follows:

- Windows: C:\Program Files\Avaya\UCM
- Linux: /opt/Avaya/UCM

For information about adding a license in the License administration page, see Avaya Unified
Communications Management Common Services Fundamentals (NN48014-100).

Procedure steps

1. Start a supported Web browser.

2. In the Address field, type the Full Qualified Domain Name (FQDN) of the COM
server, and then press Enter.

The Login page appears.

User ID: I
Password. I
Log In

3. In the User ID field, type the COM user ID specified during the installation.
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4. In the Password field, type the COM password set during the installation.
5. Click Log In.
The Unified Communications Management (UCM) Web page appears.

AVAYA Avaya Unified Communications Management

MNetwork Host Name: bheath-1 global avayacom  Software Version: 02.20.0009.00(3960)  User Name admin

|»

Elements
~ Applications Elements

Configuration and
Orchesiration Manager Mew elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name to

= User Services launch its r it service. You can optionally filter the list by entering a search term.
Administrative Users l_| Search | Reset
External Authentication
oo Addnn| FEGED| [oekE F n e
Security
Roles " Element Nama Elemeant Type « Release Address Description _"j
Policies 4T bheath-1.global avayacom Base OS 60 47.17.158.201 Base 0S8
Certificates (primary) element
Active Sessions
Tools
Logs
Data
Device and Server
Credentials
Licensing Administration

6. In the left navigation pane, click Tools, Licensing Administration.

The Licensing Administration page appeatrs.

admin | Home | Logout

AVAYA Avaya Unified € ti g

Licensing Administration

+IEE-%
Product Hame « Licerse Version Type Expiry Date Nodes License Host

7. Click Add License. (The green button with + symbol).

The Add License dialog box appears.
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Exporting a license

AN ANVA
AV

AVA Avaya Unified Communications Management

Licensing Administration

Add License X

License: I Browse_
s boares host v

License Host:

[ add | cise J[ mep |

8. Browse for the license file in the License field.
9. From the License Host list, select a license host.
10. Click Add to add the license to the UCM.

Exporting a license

Perform the following procedure to extract a license file.

Procedure steps

1. Inthe License Administration dialog box, click Export License.
The File Download dialog box appears.
2. Click Save to export the license file to your system.

Selecting devices to manage

After a discovery process, you can start managing the discovered devices. Your license limits
COM to manage all the discovered devices. Therefore, if the number of discovered nodes
exceeds the number of licensed nodes, a list of devices appears and you are prompted to

select specific devices from the list. The number of managed devices must be equal or less
than the number of licensed nodes.

Procedure steps

If the number of discovered nodes exceeds the number of licensed nodes, perform the
following procedure.
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1. From the Select Device to Manage screen, select the required devices and move
them to the Managed Devices column.

2. Click Submit.

If the number of discovered nodes does not exceed the number of licensed nodes,
the selected devices and the associated links are saved in the database, the
topology view is updated, and the following screen appears.

The discovered device set and device assignments have changed. Select x
components to refresh

[] Componert

[ Tosstogy View

l Refresh H Close ][ Help ]

3. Select the components to refresh, and click Refresh.

Note:

To temporarily save the selected devices, on the Select Devices to Manage screen, highlight
the required devices, move them to the Managed Devices column, and click Save & Mark
on the Map. The devices are saved in a temporary area so that if you cancel and re-launch
the Select Devices to Manage dialog again, you will not lose your selection.

Note:

If you cancel the operation, the following image appears to notify you that the application is
unusable until devices have been submitted. All the panels except the admin pane on
navigation area are disabled.
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Using the topology map and shuttle menu to select managed devices

¥ @ Select Managed Devices Unreachable = @)

Your discovered devices exceed the number of licensed nodes. The application is
unusable in its current state, You would need to submit managed devices to
continue using the application.

You may right click on the selected devices on the map and choose "Manage"
option and then launch "Managed Devices", You may also launch the "Managed
Devices" menu directly.

Would you like to launch this menu now?

[ OK ][ Cancel ]

To return to the Select Devices to Manage dialog box, click OK.

Using the topology map and shuttle menu to select
managed devices

To select managed devices, you can use the topology map alone, or with the shuttle menu. If
the you right-click on the nodes, an option to Manage appears that adds a selected device to
the list of managed devices. The Unmanage option appears for devices that are already in the
managed list. You may also multi-select the nodes by left clicking and dragging the mouse over
a cluster of the nodes to either Manage or Unmanage the selected devices. This operation
saves the state of the node so that the next time you launch the Select Managed Devices
button, the managed devices appear in the selected column.

Procedure steps

To use the topology map and shuttle menu to select managed devices, perform the following
procedure.

1. After the device discovery, if the number of devices discovered is more than the
number of devices that COM can manage, as determined by the license, the Select
Devices to Manage window appears.

2. To manage the devices, right-click on the required discovered devices. The number
of devices you select must be less than, or equal to, the node count in the
licenses.

Note:
If the option to Unmanage appears, devices are already in the managed list.

3. To multi select the nodes, left click and drag the mouse over a cluster of the nodes
to either manage or unmanage the devices.
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This operation saves the state of the node so that the next time you launch the
Select Managed Devices button, all the managed devices will appear in the selected
column.

Note:
After you select the list of devices, you cannot change the devices. To change
the list, you must rediscover.

The following figure is an example of Using the topology map and shuttle menu to select
managed devices.

55520-43T- PR

k450

e

Manage

Unmanage

BayStackds0

Ping...

Show Connections

Propetties...

b Close

Cancelling the workflow

If you cancel the selection of managed devices, all the discovered devices remain in the
database with their managed flags turned off. A popup appears to inform you that you must
select devices in order to proceed with using COM.

The following image is the Warning popup that appears after you cancel the workflow.
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Cancelling the workflow

¥Warning X

9  You wil not be able to manage devices until you have selected specific devices.
"t You may continue this operation from the 'Select Managed Devices' button on the home
page.

Would like to guit?

After you click the Yes button, the Select Managed Devices button appears on the home page
so that you can go back and select devices to manage.

Note:

The Select Managed Devices button appears for all admin users. However, the user who
performed the discovery may log out. If this occurs, another admin user can finish this
process.

The topology view is updated for the user who performed the discovery, but none of the devices
are available to the managers and all the panels except the admin panel are disabled.

After you cancel the operation, the following dialog box appears to all the clients.

| Discovery Change Notification v

A new discovery has been performed, but the administrator has
postponed selecting the managed devices.

E
Please be aware that your current view is invalid. Upon updating the
topology you will get the newly discovered devices but you can not
manage them.

[ Close ” Update J

The Update button updates the topology. But if the logged in users are admin users, the
following pop up appears
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9 @ Select Managed Devices Unreachable © @)

Your discovered devices exceed the number of licensed nodes. The application is
unusable in its current state, You would need to submit managed devices to
continue using the application.

You may right click on the selected devices on the map and choose "Manage"
option and then launch "Managed Devices", You may also launch the "Managed
Devices" menu directly.

Would you like to launch this menu now?

[ OK ][ Cancel ]

If the logged in user is an operator user, the following warning message will appear.

e .

The application is unusable in its current state. Discovered devices have to be selected for manageability.

Please Contact the system administrator to report the issue.

All the panels except the admin panel are disabled.

The Select Managed Devices button

If you cancel the selection of devices, the Select Managed Devices button appears on the
home page until the admin user selects the managed devices. After the admin user selects
the managed devices, the Select Managed Devices button disappears. If an admin user logs
in and the managed devices have not been submitted yet, the Select Managed Devices button
appears with an exposed closable popup that informs the user about the urgency of selecting
the managed devices. This dialog appears to inform you that you cannot use the application
unless the managed devices have been submitted.
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Importing devices

Importing devices

After you import a set of devices with a larger number of nodes than licensed, the import
process informs you that you must select devices to manage

Note:
You can modify your selection of devices only after each discovery.
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Chapter 6: COM installation

The Avaya Configuration and Orchestration Manager (COM) 3.0.1 operates with the following
applications:

« Visualization Performance and Fault Manager (VPFM) 3.0.2
 Enterprise Policy Manager (EPM) 5.1.3

* IP Flow Manager (IPFM) 2.0.1

» Communication Server 1000 (CS 1000) 7.5

Note:

The COM installer is available in English only, and the installation or upgrade works only when you set
the language on the system to English(US).

Important:

You can install COM 3.0.1 as an upgrade from COM 2.3, 2.3.1, 2.3.2, or COM 3.0 versions. If you are
running COM versions older than 2.3, you must uninstall the application, and then install COM 3.0.1.

COM 3.0.1 supports co-residency with VPFM 3.0.2 only, and supports distributed solution install with
IPFM 2.0.1 and EPM 5.1.3 only.

Supported scenarios

The following table outlines the typical deployment scenarios for Avaya CS 1000 deployed as Avaya UCM
Primary and Backup UCM Servers.

Primary Backup Each Member

CS 1000 CS 1000 (VPFM and/or EPM and/or COM
and/or IPFM) or CS 1000

The following table outlines the typical deployment scenarios for Avaya CS 1000 deployed as a Primary
server and one of data network management products is deployed as a Backup server.

Primary Backup Each Member
CS 1000 VPFM and/or EPM and/or COM | (VPFM and/or EPM and/or COM
and/or IPFM and/or IPFM) or CS 1000

For more information about supported applications, see Using Unified Communications Management to
Manage the Converged Voice and Data Network (NN48014-501).

Use the following procedures to install and start the Configuration and Orchestration Manager (COM).
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Navigation

« Installing the COM application on page 32
» Upgrading the COM application to COM 3.0.1 on page 36
« Starting the COM application on page 36

Installing the COM application

Perform the following procedure to install the Configuration and Orchestration Manager (COM)
3.0.1.

For information about system requirements, see System requirements on page 11.

Important:

If the COM installer detects that another UCM product is installed, but does not detect any
COM versions, you can install COM, but not UCM products.

Prerequisites

» Ensure you know how to obtain a COM license. For more information, see Obtaining a
COM license on page 19.

* Ensure that you have the COM software. It is available on the Installation CD or you can
download from http://support.avaya.com/go/main.jsp.

 Ensure that you know the UCM password for the location of the installed UCM
products.

« Verify that the Fully Qualified Domain Name (FQDN) of the machine meets one of the
following requirements:

- Avaya recommends that you define a FQDN in the hosts file. On windows, the default
location of hosts file is in the directory C:\WINDOWS\system32\drivers\etc. COM
uses the FQDN from the hosts file, so that if the hostname of the server is changed,
COM is not affected.

- When you use a new hostname to start COM, you are redirected to a page containing
the old FQDN. When you define the FQDN in the hosts file, you must associate the
hostname with the IP address. The format is <ip address><fgdn><name>.

For example, define the FQDN as follows:
192.167.140.27 SIBERIA.INNLAB.Avaya.com COM2
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Installing the COM application

After you install COM, do not modify the FQDN in the hosts file; a change can cause
COM to stop working.

* If you are using Internet Explorer 7 to access COM, you must disable the Enhanced
Security mode.

* If you are using Windows platform, you must be an Administrator or the member in the
Administrators group. If you are using Linux platform, you must be a root user or a member
in the root group.

« Avaya recommends that you disable the firewall.

Procedure steps

1. Double-click the COM executable file to start the COM installer. The COM installer
prepares for installation, and then the License Agreement dialog box appears.

2. Review the terms of the license agreement, and if you agree, select | accept the
terms of the License Agreement, and then click Next.

If you are using a virtual environment, the data required for requesting license dialog
box appears displaying the values for IP Address and NOTICE . This information
is used to retrieve the COM license for a virtual environment.

I Configuration and Orchestration Manager

Configuration and Orchestration Manager

A composite key based license is required when installing on virtual
environment.

Please use the information provided below to obtain the license for
AVAyA this product.

Data required for requesting license

IP Address:  [10.127.9.35

NOTICE : |245C4D56-3BB3-57B0-F054-D0705EC23DBY

InstallAnywhere
Cancel I Previous |

3. Click Next.

The choose a valid license file dialog box appears.

Avaya Configuration and Orchestration Manager Installation January 2013 33



COM installation

4. Click Choose to browse to the location of the license file, choose the license file,
and then click Next.

Important:

If the COM license file is not installed on the computer, follow Licensing on
page 17 to obtain the license file, and then complete this step.

Important:

If you have both COM and BCM licenses during COM installation, select a COM
license to install COM 3.0.1. After you install COM 3.0.1, you can add a BCM
license. For more information about adding a BCM license, see Adding a
license on page 20.

5. Click Choose to specify a location, or use the default location provided, and then
click Next.

The Installation Folder dialog box appears.

I Unified Communications Management

Installation Folder

Please provide the install folder for the software.

Please note that the ports selected for the web server configuration
must be free for a successful installation of the software.

AVAYA

Install Folder | C:\Program Files

Restore Default Choose...

Port Numbers for Web Server Configuration

HTTP port  ( Default Value : 80 ) IBO

HTTPS port ( Default Value : 443) |443

InstallAnywhere

Cancel I Previous

6. To browse to the location of the install folder, click Choose..., and select the license
file.

7. Review the port information for the Web Server Configuration, and then click
Next.

8. If there are no errors in the pre-install report, go to step 8.

If there are critical errors or warnings during the pre-install checks, an error dialog
box appears.
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Installing the COM application

¥ Configuration and Orchestration Manager M=
Executing Pre-Install Checks

=] Q Error : Must Fi to proceed (1 item) -
-9 Port 1025 is already in use.

=) /1), Warning : Recommend fixing, but can proceed (2 items)
/1, Physical memory 3 GB Fails the minimum criteria of 4 GB

AVA

Errors were reported while runring the pre-install checks.
‘ou can fix some errors { eg: irsufficient disk space) and rerun the installer by clicking "Rerun Checks” button.

Some errors ( eg: CPU requirements ) cannot be Fixed while installer is running.
‘You must quit the install by clicking "Cancel”, fix these errors and re-run the install.

¥4 Windows Operatina Svstem checks passed _’ﬂ
»

4 |

Pre-Install Checks FALLED Rerun Checks | Open Log |

InstallAnywhere

Cancel | Brevious | neta I

a. Inthe Error dialog box, click OK.

b. Inthe Executing Pre-Install checks screen, click Rerun Checks to run
the script again, or click Open Log to view the log file.

Note:

If there are errors in the pre-install report, the Install button is disabled, and you
must click the Previous button to resolve all errors.

9. Review the information and click Install.

Note:

To go back and change information, click Previous. Click Cancel or the X icon
at the top right corner of the window to abort the installation at any time.

10. The Installing Configuration and Orchestration Manager dialog box appears.

11. After the installation completes, click Done.

Job aid

The following table shows the default file locations used for each platform.

Table 2: Default file locations

Component Default location: Windows Default location: Linux

UCM c:\Program Files\Avaya\UCM /opt/avaya/ucm
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Component Default location: Windows Default location: Linux
Database c:\Program Files\Avaya\UCM\COM\mysq| | /opt/avaya/ucm/com/mysq|
JBOSS c:\Program Files\Avaya\UCM\COM /opt/avaya/ucm/

\jboss-4.2.1 jposs-4.2.1.GA
COM c:\Program Files\Avaya\UCM\COM /opt/avaya/ucm/com

Upgrading the COM application to COM 3.0.1

You can install COM 3.0.1 as an upgrade from COM 2.3, 2.3.1, and 3.0 versions only. If you
are running COM versions older than 2.3 or 2.3.1, you must uninstall the application, and then
install COM 3.0.1.

Note:
Precheck is enabled for a COM upgrade from releases 2.3, 2.3.x and 3.0 to release 3.0.1.

To upgrade the COM application to COM 3.0.1, follow the procedure Installing the COM
application on page 32.

Starting the COM application

Perform the following procedure to start the COM application.

Prerequisites

 Ensure that the client machine that you use to connect to COM server has an updated hosts
file with the IP address and FQDN information of COM server.

Procedure steps

1. Open a supported Web browser.

2. Inthe Address field, type the FQDN name of the COM server, and then press
Enter.

The Login page appears.
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Starting the COM application

3. Inthe User ID field, type the UCM user ID. The default ID for the first login is

Admin.

4. Inthe Password field, type the UCM password set during installation. The password
set during installation works only for the default user ID, Admin.

5. Click Log In.

The Unified Communications Management (UCM) Web page appears.

AVAYA

Avaya Unified Communications Management

Network
Elements
Applications
Configuration and
Orchestration Manager
User Servicas
Administrative Users
External Authentication
Password
Security
Roles
Policies
Cerificates
Active Sessions
Tools
Logs
Data
Device and Server
Credentials
Licensing Administration

Host Name: bheath-1.globalavayacom  Software Version: 02.20.0009.00(3960)  User Name admin

Elements

New elements are registered inta the security framework, or may be added as simple hyperlinks. Click an element name to
it service. You can optionally filter the list by entering a search term.

launch its r
| Search | Reset
Aadi| FEGED| [ossE] E a2 o
[~ Element Name Element Type « Release Addrass Description =]
4 bheath-1.global.avayacom Base 08 60 47.17.158.201 Base 0S8
{primany element

6. In the left navigation pane, click Applications, Configuration and Orchestration

Manager.

The Configuration and Orchestration Manager appears.
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Chapter 7: Uninstall the COM

This chapter describes the procedures to uninstall the COM.

Important:

During uninstall, if the original UCM application, such as Avaya Visualization Performance and Fault
Manager (Avaya VPFM) is still installed on the server, COM removes files, links and directories related
to COM; the operation of the previously installed products is not disrupted. If the previously installed
UCM product has since been removed, COM calls the UCM uninstaller.

Navigation

« Uninstalling COM on Windows on page 39

 Uninstalling COM using control panel on page 40

« Uninstalling COM on Linux on page 41

Uninstalling COM on Windows

The uninstall procedure removes all files used by the COM tools and all tasks created in
COM.

Note:

You can install COM 3.0.1 as an upgrade from COM 2.3 or 2.3.1 versions only. If you are
running COM versions older than 2.3 or 2.3.1, you must uninstall the application, and then
install COM 3.0.1.

Procedure steps

1. Go to the uninstall folder located at <COM_Home> \Uninstall_Configuration and
Orchestration Manager.

2. Double-click the COM Uninstall executable file to start the COM uninstaller.

The Uninstall Configuration and Orchestration Manager appears.
3. Click Uninstall.

A warning appears to warn you that you are about to uninstall a server hosting
Device and Server Credentials and Licensing modules.
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4. Click OK.

A warning appears to warn you that you are about to uninstall a primary security
server.

5. Click OK.

The Uninstall Unified Communications Management screen appears and shows the
progress of the COM uninstallation.

After the COM uninstallation is complete, the Uninstall Complete screen appears.
6. Click Done.

Uninstalling COM using control panel

If you use the Windows platform, you can perform this procedure as an alternate method to
uninstall the COM.

Note:

You can install COM 3.0.1 as an upgrade from COM 2.3 or 2.3.1 versions only. If you are
running COM versions older than 2.3 or 2.3.1, you must uninstall the application, and then
install COM 3.0.1.

Procedure steps

1. In the Windows Control Panel, double-click Add or Remove Programs.

The Add or Remove Programs window appears.

8 add or Remove Programs [ (O] x]
& Currently installed programs: I Show updates Sort by: |Name v!
Rermove
Progyans e Hont
& To change this program or remaowve T YA O e, ChangelR
A bew e
Prc
N [ Fieila Clerit 3.2.6.1 Ske  15.39MB
!:- 31 Golden FTP Server Sze  1.88MB
CEREETEN |y J25E Runtime Environment: 5.0 Update 15 Size  120,00MB
cmm @ Mozl Firefox (3.5) Size  26.34MB

2. Select the Configuration and Orchestration Manager program, and then click
Change/Remove.

The Uninstall Configuration and Orchestration Manager dialog box appears.
3. Click Next.

The Uninstall Complete window appears.
4. Click Done to complete the uninstall.

40 Avaya Configuration and Orchestration Manager Installation January 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Configuration and Orchestration Manager Installation

Uninstalling COM on Linux

Uninstalling COM on Linux

The uninstall procedure removes all files used by the COM tools and all tasks created in
COM.

Perform the following procedure to uninstall the COM on Linux platforms.

Procedure steps

1. Go to the COM installation directory. The default is /opt/avaya/com.

2. Go to the uninstall folder located at <COM_Home>\ Uninstall_Configuration and
Orchestration Manager.

3. Run the script file \Uninstall_Configuration_and_Orchestration_Manager.sh .
4. Click Next.
5. After the uninstallation is complete, click OK.
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Chapter 8: Troubleshooting COM
Installation

Use the information in this chapter to troubleshoot problems related to the COM software components.

Navigation

« Checking the status of the Installation on page 43

» Generating logs and properties archive on page 44

* Running the installer in debug mode on page 45

« Java version on page 45

Checking the status of the Installation

Perform the following procedure to check the log information.

Important:

By default, COM is installed under c:\Program Files\Avaya\UCM\COM.

Procedure steps

1. Use the following table to check files for log information.

Component 32-bit Windows | 64-bit Windows Linux
(32-bit app)

MySQL C:\Program Files | C:\Program Files | /opt/Avaya/UCM/
\Avaya\UCM (x86)\Avaya\UCM | MySQL
\MySQL \MySQL

JBoss C:\Program Files | C:\Program Files | /opt/Avaya/UCM/
\Avaya\UCM (x86)\Avaya\UCM | jboss
\jboss \jboss

COM C:\Program Files | C:\Program Files | /opt/
\Avaya\UCM (x86)\Avaya\UCM | Avaya/UCM/COM
\COM \COM
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Component 32-bit Windows | 64-bit Windows Linux
(32-bit app)
VPFM C:\Program Files | C:\Program Files | /opt/Avaya/UCM/
\Avaya\UCM (x86)\Avaya\UCM | VPFM
\VPFM \VPFM
EPM C:\Program Files | C:\Program Files | /opt/
\Avaya\UCM\EPM | (x86)\Avaya\UCM | Avaya/UCM/EPM
\EPM
IPFM C:\Program Files | C:\Program Files | /opt/Avaya/UCM/
\Avaya\UCM (x86)\Avaya\UCM | IPFM
\IPFM \IPFM
. Use the following table to check COM audit and debug logs.
Component 32-bit Windows | 64-bit Windows Linux
(32-bit app)
Installer, pre- C:\Program Files | C:\Program Files | /opt/Avaya/UCM/
install script log, \Avaya\UCM\log | (x86)\Avaya\UCM
post install, and \
uninstall log
Jboss server.log | C:\Program Files | C:\Program Files | /Jopt/Avaya/lUCM/
\Avaya\UCM (x86)\Avaya\UCM | jboss-4.2.3.GA/
\jboss \jboss\ server/default/log
\jboss-4.2.3.GA jboss-4.2.3.GA
\server\default\log | \server\default\log
COM C:\Program Files | C:\Program Files | /opt/
\Avaya\UCM (x86)\Avaya\UCM | Avaya/UCM/COM
\COM\log\ \COM\log /llog
VPFM C:\Program Files | C:\Program Files | /opt/Avaya/UCM/
\Avaya\UCM (x86)\Avaya\UCM | VPFM/log
\VPFM\log \VPFM\log
EPM C:\Program Files | C:\Program Files | /opt/
\Avaya\UCM\EPM | (x86)\Avaya\UCM | Avaya/UCM/EPM/
\log \EPM\log log
IPFM C:\Program Files | C:\Program Files | /opt/Avaya/UCM/
\Avaya\UCM (x86)\Avaya\UCM | IPFM/log
\IPFM\log \IPFM\log

Generating logs and properties archive

Perform the following procedure to generate the logs and properties archive.
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Running the installer in debug mode

Procedure steps

1. Click Start > All programs > Avaya > UCM menu.
2. Select create log archive.

3. The resulting logs.zip file is created under c:\program files\avaya\UCM.

Running the installer in debug mode

Perform the following procedure to run the installer in debug mode.

Procedure steps

Set LAX_DEBUG environment variable to 1.

Java version

« Java 1.6 application is used in the COM application.

« It is pre packaged within the installer, you need not install Java before installing the COM
application.

* To launch the EDM element manager and the CLI manager tools, Java 1.6 application is
required. It is not included in the application package. You must download Java 1.6 from
the official Java Web site and install it.

If Java 1.6 is already present on the server where COM is being installed, the installer uses
the Java version accordingly.
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