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Chapter 1: Purpose of this document

This guide describes the Internet Group Management Protocol (IGMP) for Internet Group Membership
Authentication Protocol (IGAP) and how it is implemented in the Avaya Ethernet Routing Switch
8800/8600. This guide also describes how to configure an IGAP-enabled Remote Authentication Dial-In
User Service (RADIUS) server.

For more information about interface elements, see Avaya User Interface fundamentals, NN46205-308.
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Purpose of this document
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Chapter 2: New in this release

There are no changes in Avaya Ethernet Routing Switch 8800/8600 Configuration — IGAP , NN46205-512
for Release 7.2.
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New in this release
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Chapter 3: IGAP fundamentals

This chapter describes the basic concepts and fundamentals of Internet Group Membership
Authentication Protocol (IGAP) and explains how to configure IGAP services.

IGAP is an authentication and accounting protocol for clients receiving multicast streams. With IGAP and
existing multicast protocols, users can join an IP multicast group and receive all the multicast traffic that
any other member in the group had access to. With IGAP authentication and accounting features, service
providers and enterprises have more control over their networks and can better manage the multicast
groups on their networks.

IGAP is an Internet Engineering Task Force (IETF) draft that extends the functionality of the Internet Group
Management Protocol (IGMPv2), and uses a standard authentication server like Remote Access Dial-In
User Service (RADIUS) with extension for IGAP.

For more information about other multicast protocols and to learn how to configure the multicast protocols,
see Avaya Ethernet Routing Switch 8800/8600 Configuration — IP Multicast Routing Protocols,
NN46205-501.

Overview
In traditional shared access IP multicast networks, service providers have no control over user
access (authentication) and no means of generating revenue (accounting). Users must join an
IP multicast group and receive all the multicast traffic that any other member in the group has
access to. Now that many service providers and enterprises have their own non shared access
networks such as dial-up, Digital Subscriber Line (DSL), or switched Ethernet, providers have
more control over their networks.

The IGAP extends this control by using RADIUS to add authentication and accounting
functionality. Unlike other multicast protocols, members cannot join an IGAP host group simply
by sending a join message in a report.
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IGAP configuration considerations
When you configure IGAP, consider the following guidelines:

• You can only enable IGAP on IGMPv2 interfaces.

• The Avaya Ethernet Routing Switch 8800/8600 processes messages according to the
following rules:

- On an IGAP-enabled interface, the Ethernet Routing Switch 8800/8600 processes
IGAP messages and ignores all others.

- On a non-IGAP interface, the Ethernet Routing Switch 8800/8600 processes non
IGAP messages and ignores the IGAP messages.

• IGAP uses the Fast Leave feature exclusively to save bandwidth and enhance network
efficiency. You cannot disable this feature.

• IGAP never sends group-specific query messages as it uses Fast Leave in response to
a Leave message or uses the IGMP Last Member Query Interval (LMQI) parameter.

• IGAP does not support the Ethernet Routing Switch 8800/8600 static mroute feature.
Functionally, this means that the Ethernet Routing Switch 8800/8600 still sends traffic to
the member ports of the static multicast group, but it does not authenticate users or
account for their traffic usage.

• IGAP does not support spanning Virtual Local Area Networks (VLANs).

• Avaya recommends that you do not use static (or block) IGMP member ports.

Interaction of IGAP multicast group
The following process describes how an IP host (IGAP member) interacts with an
authentication gateway (Ethernet Routing Switch 8800/8600) and a RADIUS server to join an
IGAP multicast group:

1. The IGAP member, who wants to join a specific multicast group, sends an IGAP
Report message to the Ethernet Routing Switch 8800/8600.

2. The Ethernet Routing Switch 8800/8600 checks to see if authentication is needed
to join this VLAN.

• If authentication is not required, the Ethernet Routing Switch 8800/8600 grants
immediate access and the join process stops. For example, authentication is
not required for a member already authenticated. This is called a Solicited
Password Authentication Protocol (PAP) Join (without authentication ticket).
The Ethernet Routing Switch 8800/8600 sends a Solicited PAP Join (without

IGAP fundamentals
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authentication ticket) in response to the basic and general Query message to
renew membership.

• If authentication is required, the Ethernet Routing Switch 8800/8600 forwards
the join request to a RADIUS server for processing. For example, when
authentication is required to access multicast traffic, any Unsolicited PAP Join
(with authentication ticket) receives the Ethernet Routing Switch 8800/8600
requires authentication.

3. The RADIUS server sends authentication results to the Ethernet Routing Switch
8800/8600.

4. The Ethernet Routing Switch 8800/8600 grants or denies the join request based on
the authentication results from the RADIUS server. The Ethernet Routing Switch
8800/8600 sends an IGAP Authentication Query message to inform the IGAP
member of the authentication results.

• If authentication is denied, the Ethernet Routing Switch 8800/8600 rejects the
join request (IGAP report) and does not forward traffic to the user for that group.
In cases where a reauthentication (or second join) is denied, the Ethernet
Routing Switch 8800/8600 rejects the join request and stops any traffic flowing
up to this point.

• If authentication is granted, the Ethernet Routing Switch 8800/8600 starts
sending multicast traffic.

5. If traffic for the requested group is available, the Ethernet Routing Switch 8800/8600
sends a message to the RADIUS server to start accounting immediately. After the
Ethernet Routing Switch 8800/8600 receives an accounting success message from
the RADIUS server, it sends an IGAP Accounting Query message to inform the
IGAP member that accounting started.

If traffic is not available, the Ethernet Routing Switch 8800/8600 waits until traffic
starts before sending the accounting start messages to the RADIUS server and to
the IGAP member.

RADIUS server starts the accounting process to track how long the IGAP client
receives multicast traffic.

The following figure shows an example of how an IGAP member joins a multicast group.

Interaction of IGAP multicast group
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Figure 1: Joining an IGAP multicast group

Termination of IGAP multicast group members
IGAP uses the Ethernet Routing Switch 8800/8600 Fast Leave feature to terminate members
from a multicast group. This feature is useful for multicast-based TV distribution applications.
Fast Leave is an alternative leave process where the switch stops sending traffic to the member
or client immediately after receiving a leave message, without issuing a group-specific query
to check if other group members are present on the interface port.

Avaya extended the Fast Leave feature to support more than one user for each interface port
so that traffic does not stop if more than one user is listening to the same group. Fast Leave
alleviates the network from additional bandwidth demand when changing TV channels.

The IGAP Fast Leave process consists of the following steps:

1. An IGAP member sends an IGAP Leave message to the Ethernet Routing Switch
8800/8600.

2. The Ethernet Routing Switch 8800/8600 stops sending multicast traffic to the IGAP
member. This assumes that there are no other group members on the same
interface.

IGAP fundamentals
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3. The Ethernet Routing Switch 8800/8600 directs the RADIUS server to stop
accounting.

4. The Ethernet Routing Switch 8800/8600 receives an accounting success response
from the RADIUS server and sends an IGAP Accounting Query message to inform
the IGAP member that accounting is stopping.

The following figure shows an example of how an IGAP member leaves a multicast group.

Figure 2: Leaving an IGAP multicast group

If several receivers are present on the same interface, the Ethernet Routing Switch 8800/8600
ensures all receivers have left the group before stopping the traffic. The Ethernet Routing
Switch 8800/8600 performs accounting based on user ID, member IP address, and the group
joined, but stops the traffic only when all users leave the group. For this process to operate
properly, every IGAP receiver must issue join reports and must not perform report suppression.
The advantage of this process is the efficient use of bandwidth and the support of several IGAP
clients on the same interface.

RADIUS
Remote Access Dial-In User Service (RADIUS) is a distributed client/server system that
authenticates user identities through a central database. RADIUS is a fully open and standard
protocol, defined by RFCs (Authentication: 2865, Accounting 2866).

A RADIUS application has two components, the RADIUS server and the RADIUS client.

The RADIUS server is a computer equipped with server software (for example, a UNIX*
workstation) that is located at a central office or campus. It has authentication and access

RADIUS
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information in a form that is compatible with the client. Typically, the database in the RADIUS
server stores client information, user information, passwords, and access privileges, including
the use of shared secret. A network must have one server for both authentication and
accounting, or one server for each service.

The RADIUS client can be a switch, router, or a remote access server that is equipped with
client software and that typically resides on the same local area network (LAN) segment as
the server. The client is the network access point between the remote users and the server. In
the configuration described in this manual, the RADIUS client software resides on the Ethernet
Routing Switch 8800/8600.

For more information about RADIUS, see Avaya Ethernet Routing Switch 8800/8600 Security,
NN46205-601.

Authentication
RADIUS authentication permits the identification of remote users before giving access to a
central network site.

IGAP uses RADIUS to restrict access to multicast groups by requiring users to be
authenticated. Users have to be authorized to gain access to a group. For example, employees
can have access to a company network, but they cannot attend a restricted video conference
unless they have specific access rights.

The Ethernet Routing Switch 8800/8600 sends periodic IGAP Query messages to IGAP hosts
on a local network for updates on the current status of members. Hosts respond by issuing
IGAP Report messages listing their current members who want to receive multicast traffic.

The Ethernet Routing Switch 8800/8600 uses the Query/Report mechanism to periodically
reauthenticate host member access to a group. Host members also use this mechanism to
join a multicast group. If a member is authenticated, you can skip the reauthentication process
by excluding the PAP ticket information. This alleviates the authentication process and is called
a Solicited PAP Join.

The Ethernet Routing Switch 8800/8600 identifies each host member with a key, which consists
of a combination of the user ID and IP address. If authentication fails, the Ethernet Routing
Switch 8800/8600 automatically terminates access to the multicast group for that member.
However, keep in mind that there are situations where you do not want to restrict access. For
example, a CEO wants all employees to watch a video conference. With IGAP, you can disable
authentication to permit universal access.

To add the authentication functionality, IGAP incorporates an authentication protocol into
IGMPv2 that uses a simple password such as the Password Authentication Protocol (PAP).

PAP provides network security by sending a plain text user ID and password to the
authenticating/accounting RADIUS server. If the RADIUS server does not recognize the user,
it denies the user access to the network resource. The user ID and password are text strings
that identify the ID and password for a specific interface. All authentication requests must
contain this ID and password to access the network.

IGAP fundamentals
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RADIUS accounting
RADIUS accounting permits the server to collect data during a remote user's dial-in session
with the client.

IGAP uses the RADIUS accounting feature to track how long an individual user or group of
users maintain access to a particular multicast group. IGAP tracks the IGMP leaves and joins
for each interface or VLAN. This usage tracking permits providers to accurately bill for services
or to monitor the popularity of specific programs. For example, Internet TV service providers
can collect information about individual users so that they can charge them only for the time
they watch a specific TV channel. Providers can also use accounting to monitor overall TV
usage and usage for a specific program. This information helps them with their future
programming plans.

The Ethernet Routing Switch 8800/8600 identifies each host member with a key, which consists
of a combination of the user ID and IP address. If accounting fails, the Ethernet Routing Switch
8800/8600 sends a message notifying the member that accounting (start/stop) failed. However,
keep in mind that there are situations where you do not want to track usage. For example, if a
TV station broadcasts public service messages periodically, the station management cannot
charge for the service and is not interested in tracking how many users are watching. With
IGAP, you can disable accounting.

VSAs setting for Avaya and third-party servers
Vendor-specific attributes (VSAs) enable the server to recognize RADIUS clients. The Ethernet
Routing Switch 8800/8600 software supports BaySecure Access Control (BSAC*) and the
Merit Network servers. To use these servers, you must first obtain the software for the server
you use. Also, you must make changes to one or more configuration files for these servers.
For detailed information about the changes required for the BSAC server, see Avaya Ethernet
Routing Switch 8800/8600 Security, NN46205-601.

The Internet Assigned Numbers Authority allocates the Avaya vendor ID 1584. Use this ID in
the header when using VSAs. If you are using a third-party RADIUS server and need to modify
the dictionary files, you must use the following vendor-specific attribute format for CLI
commands:

1   1         2                          2+x
+----+----+----------------+----------------------------------------+
|type|len | Vendor-Id      |        value (string)                  |
|    |    |                |                                        |
+----+----+----------------+----------------------------------------+
|
|
1    1             v   x
+----+----+------------------------------+

RADIUS
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|type|len |     value (cli-command)       |
|    |    |                                |
+----+----+------------------------------+

If you do not have an Avaya server, use the RADIUS dictionary file as a reference to change
your existing RADIUS dictionaries. Because this file is in the format of some popular RADIUS
servers, you can use it as a direct replacement. However, you should review the dependencies
and decide on how to apply the differences.

IGAP usage with other multicast features
IGAP is an extension of IGMPv2 that enables the usage of many of the other IGMPv2
parameters. In addition to IGMP, you can use other multicast features to customize the
network.

For more information about multicast features and to learn how to configure them, see Avaya
Ethernet Routing Switch 8800/8600 Configuration — IP Multicast Routing Protocols,
NN46205-501.

Multicast access control
Multicast access control enhances security and control over a multicast network. With multicast
access control, users are restricted from sending or receiving traffic from specific multicast
groups. For example, in a TV channel distribution network, you can restrict users from receiving
TV channels they are not authorized to watch.

Channel limitation
Channel limitation refers to limiting the number of multicast streams a user can receive at one
time. For example, you can set the maximum number of multicast streams on a VLAN for an
interface. This limitation protects the bandwidth and controls access to multicast streams.

Where IGMP access control places limits on specific channels, channel limitation places limits
on the number of multicast channels. You can use this feature in any environment where users
cannot receive more than a certain number of concurrent multicast streams. For example, if a
customer has a service contract for two TVs and attempts to turn on three TVs at the same
time, the Avaya Ethernet Routing Switch 8800/8600 blocks the customer from receiving
multicast streams on the third TV.

IGAP fundamentals
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Chapter 4: IGAP configuration using
Enterprise Device Manager

This chapter describes how to configure the Internet Group Membership Authentication Protocol (IGAP)
by using Enterprise Device Manager. It also describes the commands that display information about the
current IGAP configuration.

IGAP is an authentication and accounting protocol for clients receiving multicast streams. IGAP extends
the functionality of the Internet Group Management Protocol (IGMPv2) by providing more control over
networks. With IGAP, service providers and enterprises can authenticate users before granting access to
their networks and track how long users receive multicast traffic.

For more information about IGAP concepts, see IGAP fundamentals on page 9.

Prerequisites

• Before you configure IGAP, create the Virtual Local Area Networks (VLANs) that you want
to enable with IGAP. For more information about creating VLANs, see Creating VLANs on
page 17.

• Enable the Protocol Independent Multicast-Sparse Mode (PIM-SM) globally and on the
VLANs that you created.For more information about VLANs, see Avaya Ethernet Routing
Switch 8800/8600 Configuration — VLANs and Spanning Tree, NN46205-517.

• Review the considerations and limitations that are applicable before you configure IGAP.
For more information about IGAP configuration limitations, see IGAP configuration
considerations on page 10.

Creating VLANs
Create a VLAN on the Avaya Ethernet Routing Switch 8800/8600 to create a broadcast
domain.
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > VLAN.

2. Click VLANS.

The VLANs dialog box appears with the Basic tab displayed.

3. Click Insert.

The Insert Basic dialog box appears.

4. Configure the VLAN and click Insert.

The new VLAN is displayed in the VLAN dialog box.

5. Select the new VLAN.

The IP button becomes available.

6. Click IP.

The Basic-IP VLAN dialog box appears with the IP Address tab displayed.

7. Click Insert.

The Insert IP Address dialog box appears.

8. Enter the IP address and Net Mask that you want to assign to this VLAN.

9. Click Insert.

Configuring PIM-SM globally
Configure PIM-SM for the IGMP and IGAP parameters to take effect.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click PIM.

The PIM dialog box appears with the Globals tab displayed.

3. Click Mode: sm (sparse mode).

4. Click Enable.

5. Click Apply.

IGAP configuration using Enterprise Device Manager
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Configuring PIM-SM on a VLAN
Configure Protocol Independent Multicast Sparse Mode (PIM-SM) on a VLAN to build
unidirectional shared trees rooted at a Rendezvous Point (RP) per group, and optionally create
shortest-path trees per source.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > VLAN.

2. Click VLANs.

The VLANs dialog box appears with the Basic tab displayed.

3. Select the VLAN ID that you want to configure with PIM-SM.

4. Click IP.

The Basic- IP VLAN dialog box appears with the IP Address tab displayed.

5. Click the PIM tab.

The PIM dialog box appears.

6. Select the Enable check box.

7. Click Apply.

Configuring IGAP on a VLAN
Configure IGAP on a VLAN to authenticate and account the users for the clients receiving
multicast streams on their networks.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > VLAN.

2. Click VLANS.

The VLANs dialog box appears with the Basic tab displayed.

3. Select a VLAN.

4. Click IP.

Configuring PIM-SM on a VLAN
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The IP, VLAN dialog box appears with the IP Address tab displayed.

5. Click the IGMP tab.

The IGMP dialog box appears.

6. In the IgapEnable field, click enable. (The default is disable.)

7. in the AccntEnable field, click enable, if required. (The default is enable.)

8. In the AuthEnable field, click enable, if required. (The default is enable.)

9. In the Version box, enter 2. (The default is 2.)

10. Check FastLeaveEnable.

 Important:
When you enable IGAP and click Apply, this field is automatically enabled.

11. Click Apply.

Configuring IGAP interfaces
Configure IGAP interfaces to modify the configuration on the Ethernet Routing Switch
8800/8600.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IGMP.

The IGMP dialog box appears with the Cache tab displayed.

3. Click the IGAP tab.

4. Double-click on any interface parameter that you want to modify.

Variable definitions
Use the data in the following table to help you use the IGAP tab fields.

Variable Value
Interface Specifies the interface configured with IGAP.

IgapEnable Enables or disables IGAP on this interface.
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Variable Value
AccntEnable Enables or disables IGAP accounting on this interface.

The default is enable.

AuthEnable Enables or disables IGAP authentication on this interface.
The default is enable.

Displaying IGAP groups
Display all IGAP groups to view the IGAP configuration on the Ethernet Routing Switch
8800/8600.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IGMP.

The IGMP dialog box appears.

3. Click the IGAP Groups tab.

The IGAP Groups tab appears.

4. View the IGAP configuration information.

Variable definitions
Use the data in the following table to help you use the IGAP Groups tab fields.

Variable Value
IpAddress Indicates the IP address of this IGAP group.

Members Indicates the IP address of this IGAP group member.

InPort Indicates the ingress port of the IGAP report.

IfIndex Indicates the VLAN name that uniquely identifies the
interface.

Expiration Specifies the time left (in seconds) before the group report
for this interface expires. This timer restartswhen the
RADIUS server receives a new group report.

MemberState Indicates the state of this IGAP group member.

Displaying IGAP groups
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Variable Value

• Auth indicates that the member was authenticated by a
RADIUS server.

• Acct indicates that a RADIUS server successfully started
accounting for the user's session.

SessionTime Indicates the accounting time (in seconds) for the duration
of the multicast session for this IGAP group member.

UserId Indicates the user ID for this interface.

Troubleshooting IGAP network connectivity
Use IGAP counters to view network connectivity information and to monitor and troubleshoot
IGAP interfaces.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IGMP.

The IGMP dialog box appears with the Cache tab displayed.

3. Click the IGAP Counters tab.

The IGAP Counters tab appears.

Variable definitions
Use the data in the following table to help you use the IGAP Counters tab fields.

Variable Value
IfIndex VLAN name that uniquely identifies the interface.

AuthSuccess Number of authentication success messages received
from the RADIUS server on this interface.

AuthReject Number of authentication fail messages received from
the RADIUS server on this interface.

RespTimeout Number of times the authentication timer timed out. This
timer controls the waiting time between sending an
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Variable Value
Authentication request and receiving an Authentication
response.

PapJoin Req Number of Password Authentication Protocol (PAP) join
requests received for members of this interface.

BasicQuery Number of Basic Query messages the Ethernet Routing
Switch 8800/8600 sends on an IGAP-enabled interface.

BasicLeave Number of Basic Leave messages this interface
received.

Setting the VSA for the multicast address
Configure the vendor-specific attributes (VSA) for the multicast address on an IGAP-enabled
RADIUS server.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Security >
Control Path.

2. Click RADIUS.

The RADIUS dialog box appears with the RADIUS Global tab displayed.

3. Enter the vendor-specific McastAttributeValue, which must be in the range of 0 to
255. The default is 90.

4. Enter the vendor-specific AuthInfoAttrValue, which must be in the range of 0 to
255. The default is 91.

5. Click Apply.

 Important:
Do not check the Enable and AcctEnable boxes. IGAP ignores these check boxes
because they are only used when you configure the server for CLI authentication
and accounting.

Setting the VSA for the multicast address
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Setting the timeout log file size
Set the size of the timeout log file for an IGAP-enabled RADIUS server to record the accounting
and the authentication information.

The Ethernet Routing Switch 8800/8600 captures authentication and accounting information
in an IGAP timeout log for each session. The timeout log records information the Ethernet
Routing Switch 8800/8600 sends such as accounting start request to the RADIUS server and
its response when accounting started.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Security >
Control Path.

2. Click RADIUS.

The RADIUS dialog box appears with the RADIUS Global tab displayed.

3. Enter the IgapTimeoutLogFileSize (in kilobytes), which must be in the range of 50
to 8192. The default is 512.

4. Click Apply.

Adding an IGAP-enabled RADIUS server
Add an IGAP-enabled RADIUS server to view information for the configured RADIUS server.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Security >
Control Path.

2. Click RADIUS.

The RADIUS dialog box appears with the RADIUS Global tab displayed.

3. Click the RADIUS Servers tab.

The RADIUS Servers dialog box appears.

4. Click Insert.

IGAP configuration using Enterprise Device Manager

24     Configuration — IGAP September 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuration — IGAP


The Insert RADIUS Servers dialog box appears.

5. Enter the IP address of the RADIUS server that you want to add in the Address
field.

6. Select igap in the UsedBy field.

7. In the SecretKey field, enter the secret key.

8. Click Insert.

The information for the configured RADIUS server appears in the RADIUS Servers
tab of the Security dialog box.

Deleting an IGAP-enabled RADIUS server
Delete an IGAP-enabled RADIUS server to delete RADIUS server.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Security >
Control Path.

2. Click RADIUS.

The RADIUS dialog box appears with the RADIUS Global tab displayed.

3. Click the RADIUS Servers tab.

The RADIUS Servers dialog box appears.

4. Select the RADIUS server that you want to delete by the IP address shown in the
first column.

The Delete button becomes available.

5. Click Delete.

The selected RADIUS server is deleted from the dialog box.

Troubleshooting IGAP-enabled RADIUS servers
Use RADIUS server statistics to troubleshoot the IGAP interfaces and to identify where
problems are occurring on your network.

Deleting an IGAP-enabled RADIUS server
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > Security >
Control Path.

2. Click RADIUS.

The RADIUS dialog box appears with the RADIUS Global tab displayed.

3. Click the RADIUS Server Stats tab.

The RADIUS Server Stats dialog box appears.

4. In the UsedBy column, find the IGAP-enabled RADIUS servers.

5. To clear server statistics, select ClearStat from the RADIUS Global tab.

6. Click Apply.
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Chapter 5: IGAP configuration using the
CLI

This chapter describes how to configure and enable the support for the Internet Group Membership
Authentication Protocol (IGAP) authentication and accounting by using the command line interface
(CLI).

Prerequisites
• Before you configure IGAP, you must configure the switch.

For more information about configuring the switch, see Configuring the IGAP parameters on
page 31.

Job aid: Roadmap of IGAP CLI commands
The following table lists the commands and their parameters that you use to complete the
procedures in this section.

Table 1: Job aid: Roadmap of IGAP CLI commands

Command Parameter
config vlan <vid> ip create <ipaddr/mask> [mac_offset

<value>]
delete <ipaddr>
info

config vlan <vid> ip igmp del-mrouter <ports>
fast-leave <enable:disable>
flush <router:sender:grp-member>
[<SenderAddress>]
[<GroupAddress>]
info
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Command Parameter
last-memb-query-int 1/10 seconds
mrouter <ports>
multicast-vlan-registration
<enable:disable>
multicast-vlan-registration-
proxy <enable:disable>
proxy-snoop <enable:disable>
query-interval <seconds>
query-max-resp 1/10 seconds
robustval <integer>
router-alert <enable:disable>
snoop <enable:disable>
snoop-querier-addr <ipaddr>
snoop-querier <enable:disable>
ssm-snoop <enable:disable>
version <integer>

config ip pim mode sparse
ssm

config vlan <vid> ip pim create <active :passive>
disable
enable
hellointerval <seconds>
info
interface-type <active :passive>
joinprune-interval <seconds>

config ip igmp interface
{a.b.c.d} igap

enable
disable
authentication <enable|disable>
accounting <enable|disable>
clear-counters
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Command Parameter
info

config vlan <vid> ip igmp
igap

enable
disable
authentication <enable|disable>
accounting <enable|disable>
clear-counters
info

config ip igmp igap clear-counters
config radius acct-attribute-value <value>

acct-enable <true:false>
acct-include-cli-commands
<true:false>
access-priority-attribute
<value>
auth-info-attr-value <value>
clear-stat
cli-commands-attribute <value>
cli-profile-enable <true:false>
command-access-attribute <value>
cli-cmd-count <value>
enable <true:false>
igap-passwd-attr <standard:auth-
info>
igap-timeout-log-fsize <value>
info
maxserver <value>
mcast-addr-attr-value <value>
sourceip-flag <true:false>

config radius server create <ipaddr> secret <value>
[usedby <value>][port <value>]
[priority <value>][retry
<value>][timeout <value>]

Job aid: Roadmap of IGAP CLI commands
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Command Parameter
[enable<value>][acct-port
<value>][acct-enable <value>]
[source-ip <value>]
delete <ipaddr> usedby <value>
info
set <ipaddr> usedby <value>
[secret <value>][port <value>]
[priority <value>][retry
<value>][timeout <value>]
[enable<value>][acct-port
<value>][acct-enable <value>]
[source-ip <value>]

show ip igmp igap
show ip igmp access [vrf <value>] [vrfids

<value>]
cache [vrf <value>] [vrfids
<value>]
group [count] [memb-subnet
<value>] [grp <value>] [vrf
<value>] [vrfids <value>]
igap
igap-counters [vlan <value>]
igap-group [count] [memb-subnet
<value>] [grp <value>]
info [vrf <value>] [vrfids
<value>]
interface [vrf <value>] [vrfids
<value>]
mrdisc [vrf <value>] [vrfids
<value>]
mrdisc-neighbors [vrf <value>]
[vrfids <value>]
router-alert [vrf <value>]
[vrfids <value>]
sender [count] [meb-subnet
<value>] [grp <value>] [vrf
<value>] [vrfids <value>]

IGAP configuration using the CLI

30     Configuration — IGAP September 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuration — IGAP


Command Parameter
show-all [file <value>] [vrf
<value>] [vrfids <value>]
snoop [vrf <value>] [vrf
<value>] [vrfids <value>]
snoop-trace [src <value>] [grp
<value>] [vrf <value>[ [vrfids
<value>]
ssm-channel [vrf
<value>[ [vrfids <value>]
ssm-global [vrf <value>[ [vrfids
<value>]
static [vrf <value>[ [vrfids
<value>]
stream-limit-interface [vrf
<value>[ [vrfids <value>]
stream-limit-port [vrf
<value>[ [vrfids <value>]

Configuring the IGAP parameters
Configure the IGAP parameters to create IP routing, set IGMP version on each VLAN, enable
PIM-SM on a VLAN and globally.

Procedure steps

1. Configure the IP routing operation by using the following command:

config vlan <vid> ip create <ipaddr/mask> [mac_offset
<value>]

2. Set the version of IGMP on each VLAN to version 2 by using the following command:

config vlan <vid> ip igmp version 2
3. Enable PIM-SM globally on the switch by using the following command:

config ip pim mode sparse
4. Enable PIM-SM on the VLAN by using the following command:

Configuring the IGAP parameters
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config vlan vid ip pim enable

Variable definitions
The following table describes variables that you enter in the config vlan <vid> ip
create <ipaddr/mask> [mac_offset <value>] command.

Variable Value
<vid> Specifies the VLAN id. The range is between

1 and 4094. The default value is 1.

ipaddr/mask Indicates the IP address and mask assigned
to the VLAN.

mac_offset <value> Specifies the value used to calculate the
VLAN MAC address, which is offset from the
switch MAC address. The valid range is
1-65535. If no MAC offset is specified, the
switch applies one automatically.

Configuring IGAP on an interface
Configure IGAP on an interface to authenticate and account the users for the clients receiving
multicast streams on their networks.

Procedure steps

1. Configure IGAP on the interface at IP address {a.b.c.d} by using the following
command:

config ip igmp interface {a.b.c.d} igap enable
2. Enable authentication on the interface by using the following command:

config ip igmp interface {a.b.c.d} igap authentication enable
The Remote Authentication Dial In User Service (RADIUS) server authenticates
users on this interface before granting access to join the multicast group.

3. Enable accounting on the interface by using the following command:

config ip igmp interface {a.b.c.d} igap accounting enable
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 Important:
The RADIUS server starts accounting on this session as soon as a user on this
interface joins the multicast group, and stops accounting when the user leaves
the multicast group.

4. Show the results summary after you configure the parameters by using the following
command:

config ip igmp inteface {a.b.c.d} igap info

Variable definitions
The following table describes variables that you enter in the config ip igmp interface
{a.b.c.d} igap enable command.

Variable Value
{a.b.c.d} Specifies the IP address.

The following table describes optional parameters the you enter after theconfig ip igmp
interface<ipaddr> igap command.

Variable Value
accounting <enable|disable> Enables or disables accounting on the

specified interface. The default is enable.

authentication <enable|
disable>

Enables or disables authentication on the
specified interface. The default is enable.

clear-counters Clears the IGAP counters for this interface.

disable Disables IGAP on this interface.

enable Enables IGAP on this interface.

info Indicates information about the IGAP
interface.

Configuring IGAP on a VLAN
Configure IGAP on a VLAN to enable authentication and accounting for the users to grant
access to join the multicast groups from the RADIUS server.

Configuring IGAP on a VLAN
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Procedure steps

1. Configure IGAP on a VLAN by using the following command:

config vlan <vid> ip igmp igap enable
2. Enable authentication by using the following command:

config vlan <vid> ip igmp igap authentication enable
The RADIUS server authenticates users on this VLAN before granting access to
join the multicast group.

3. Enable accounting by using the following command:

config vlan <vid> ip igmp igap accounting enable
The RADIUS server starts accounting the session as soon as a user on this VLAN
joins the multicast group, and stops accounting when the user leaves the multicast
group.

4. Show the results summary after you configure the parameters by using the following
command:

config vlan <vid> ip igmp igap info

Variable definitions
The following table describes variables that you enter in the config vlan <vid> ip igmp
igap command.

Variable Value
<vid> Specifies the VLAN ID in the range of 1 to

4094.

The following table describes optional parameters the you enter after the config vlan
<vid> ip igmp igap command.

Variable Value
accounting <enable|disable> Enables or disables accounting on this

VLAN.
The default is enable.

authentication <enable|
disable>

Enables or disables authentication on this
VLAN.
The default is enable.

clear-counters Clears the IGAP counters for this VLAN.
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Variable Value
disable Disables IGAP on this VLAN.

enable Enables IGAP on this VLAN.

info Indicates IGAP settings on the VLAN.

Clearing IGAP counters
Clear IGAP counters on an interface or a VLAN to enable authentication and accounting for
other multicast groups.

Procedure steps

1. Clear all counters by using the following command:

config ip igmp igap clear-counters
2. Clear counters on a specific interface by using the following command:

config ip igmp interface <ipaddr> igap clear-counters
3. Clear counters on a specific VLAN by using the following command:

config vlan <vid> ip igmp igap clear-counters

Variable definitions
The following table describes variables that you enter in the config ip igmp interface
<ipaddr> igap clear-counters and config ip igmp interface <ipaddr>
igap clear-counters commands.

Variable Value
<ipaddr> Specifies the IP address where the IGMP

interface is configured.

<vid> Specifies the VLAN id.

The following table describes optional parameters the you enter after the config ip igmp
igap clear-counters, config ip igmp interface <ipaddr> igap clear-
counters , and config ip igmp interface <ipaddr> igap clear-counters
commands.

Clearing IGAP counters
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Variable Value
accounting <enable|disable> Enables or disables accounting on this

VLAN.

authentication <enable|
disable>

Enables or disables authentication on this
VLAN.

clear-counters Clears the IGAP counters for this VLAN.

disable Disables IGAP on this VLAN.

enable Enables IGAP on this VLAN.

info Indicates IGAP settings on the VLAN.

IGAP configuration with RADIUS
IGAP uses RADIUS servers to authenticate users and account for the time they use the
multicast services.

Setting vendor-specific attributes
Set the vendor-specific attributes to configure IGAP with RADIUS.

Procedure steps

1. Set the multicast address attribute by using the following command:

config radius mcast-addr-attr-value <value>
2. Set the authentication information attribute by using the following command:

config radius auth-info-attr-value <value>

Variable definitions

Use the following table to help you use the config radius mcast-addr-attr-value
<value> and config radius auth-info-attr-value <value> commands.

Variable Value
mcast-addr-attr-value <value> Indicates an integer assigned to the multicast

address attribute, which must be in the range
of 0 to 255. The default value is 90.
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Variable Value
auth-info-attr-value <value> Indicates an integer assigned to the

authorization information attribute, which
must be in the range of 0 to 255.
The default value is 90.

Setting the timeout log file size
Set the timeout log file size to capture authentication and accounting information in an IGAP
timeout log for each session.

Procedure steps

1. Set the maximum size of the RADIUS timeout log file by using the following
command:

config radius igap-timeout-log-fsize <value>
2. Store the IGAP timeout logs in the Avaya Ethernet Routing Switch 8800/8600 in a

PCMCIA file by using the following command:

vendorname_nasIPaddress_type_version.log
The following is a sample PCMCIA file, along with its authentication timeout and
accounting timeout contents:

6902    MAR-31-2009  11:51:02   /pcmcia/nr_140007008002_rac_01.log
[03/27/09 14:48:51] auth-req   vlan: 1001 group: 224.10.0.1 receiver: 
141.1.1.10 user: nttproject
[03/27/09 14:52:36] auth-req   vlan: 1001 group: 224.10.0.1 receiver: 
141.1.1.10 user: nttproject
[03/27/09 14:54:40] acct-stop  sess id: 13000000 vlan: 1001 group: 
224.10.0.1 receiver: 141.1.1.10 user: nttproject
[03/27/09 14:54:40] acct-stop  sess id: 13000001 vlan: 1001 group: 
224.10.0.1 receiver: 141.1.1.10 user: mmaproject

Variable definitions

Use the data in the following table to help you use the config radius igap-timeout-
log-fsize <value> vendorname_nasIPaddress_type_version.log commands.

Variable Value
vendorname A two-character name representing the vendor.

nr represents a specific Avaya project.
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Variable Value
nasIPaddress Identifies the network access server (NAS) by its IP

address.

 Important:
When there are less than three digits in an octet such
as 10 and 1, leading zeroes fill in to make up the 12
digits. If the Ethernet Routing Switch 8800/8600
cannot determine the NAS IP address, create a file
corresponding to NAS IP address 0.0.0.0 such as:
7672 MAR-17-2009 11:42:20 /pcmcia/
nr_000000000000_rac_01.log.

type Three characters that represent the type of log.

version Two digits that represent the version number.

Job aid: Working with IGAP timeout logs

When an IGAP timeout log file reaches its maximum size, the Ethernet Routing Switch
8800/8600 performs the following tasks:

• Sends a trap. To see information about these traps by using Device Manager, select
Device, Trap Log from Device Manager menu bar.

• Prints an SNMP warning on the console such as:

bwA07-1:6# CPU6 [04/03/09 09:02:14] SNMP WARNING Log file for
IGAP Radius timeout logs has exceeded the maximumlimit

• Logs the event and sends it to DRAM. To display the event, enter the following CLI
command:

show log file tail
The switch displays an SNMP warning such as:

CPU6 [04/03/09 09:02:14] SNMP WARNING Log file for IGAP Radius timeout logs has 
exceeded the maximumlimit

Job aid: Working with PCMCIA files

When the PCMCIA reaches its limit, make more room by deleting files. However, copy the files
to another location before you delete them. To copy the PCMCIA files, open the following
folders: Configuration, Edit.Double-click File System. For more information about displaying
and copying PCMCIA files, see Avaya Ethernet Routing Switch 8800/8600 Configuration —
Network Management, NN46205-509.
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The Ethernet Routing Switch 8800/8600 reports the presence of the PCMCIA card depending
on whether the authentication or accounting timeout occurred.

• If no PCMCIA is card present and no authentication or accounting timeout occurred, the
Ethernet Routing Switch 8800/8600 prints the following information and a warning
message on the console:

bwA07-1:6# CPU6 [04/03/09 09:02:14] SW INFO PCMCIA card removed
from Master CPU "bwA07-1" slot 6, Chassis S/N SSNM00009I
bwA07-1:6# CPU6 [04/03/09 09:02:14] SNMP WARNING PCMCIA is
removed, Logging resumes on DRAM

• If no PCMCIA is card present, but an authentication or accounting timeout occurs, the
Ethernet Routing Switch 8800/8600 sends information and a warning message to DRAM
(not the console). To display these messages, enter the following command:

show log file tail
The switch displays the following messages:

CPU6 [04/03/09 09:04:43] RADIUS INFO unable to write to IGAP radius billing 
log:please verify that PCMCIA has enough free space.log message:  [04/03/09 
09:04:43] auth-req   vlan: 1001 group: 224.10.0.1 receiver: 141.1.1.10 user: 
nttproject
CPU6 [04/03/09 09:04:17] SNMP WARNING PCMCIA is removed, Logging resumes on DRAM
CPU6 [04/03/09 09:04:17] SW INFO PCMCIA card removed from Master
CPU "bwA07-1" slot 6, Chassis S/N SSNM00009I

Adding an IGAP-enabled RADIUS server
Add an IGAP-enabled RADIUS server to view information for the configured RADIUS server.

Procedure steps

Add an IGAP-enabled RADIUS server by using the following command:

config radius server create <ipaddr> secret <value> usedby igap

Variable definitions

The following table describes variables that you enter in the config radius server
create <ipaddr> secret <value> usedby igap command.

Variable Value
<ipaddr> Specifies the IP address in the {a.b.c.d}

format.
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Variable Value
secret <value> Specifies the secret key. The string length is

0..32.

The following table describes optional parameters the you enter after the config radius
server create <ipaddr> secret <value> usedby igapcommand.

Variable Value
acct-enable <value> Enables the server account. This value is

either true or false.

acct-port <value> Indicates the server account udp port. The
value ranges form 1 to 65 536.
The default value is 1813.

enable <value> Enables the server. This value is either true
or false.

port <value> Server udp port and its value ranges from 1
to 65 536.
The default value is 1812.

priority <value> Specifies the server priority and ranges from
1 to 10.
The default value is 10.

retry <value> Maximum number of retries. The allowed
retries range from 0 to 6.
The default value is 1.

source-ip <value> IP address {a.b.c.d}.

timeout <value> No answer timeout value and the value
ranges form 1 to 20.
The default value is 3.

Deleting an IGAP-enabled RADIUS server
Delete an IGAP-enabled RADIUS server to delete RADIUS server.

Delete an IGAP-enabled RADIUS server.

Procedure steps

Delete an IGAP-enabled RADIUS server by using the following command:
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config radius server delete <ipaddr> usedby igap

Variable definitions

Use the data in the following table to help you use the config radius server delete
<ipaddr> usedby igap command.

Variable Value
<ipaddr> Indicates the IP address of the selected

interface.

 Important:
The usedby parameter determines how the server functions:

• cli—configures the server for CLI authentication

• igap—configures the server for IGAP authentication

• snmp—configures the server for SNMP authentication

Setting IGAP-enabled RADIUS server parameters

Use the following procedure to set additional IGAP-enabled RADIUS server parameters.

Procedure steps

Set the IGAP-enabled RADIUS server parameters by using the following command:

config radius server set <ipaddr> usedby igap

Variable definitions

The following table describes variables that you enter in the config radius server set <ipaddr>
usedby igap command.

Variable Value
<ipaddr> Specifies the IP address in the {a.b.c.d}

format.

secret <value> Specifies the secret key. This value is a string
in the range of 0 to 32 characters.

IGAP configuration with RADIUS

Configuration — IGAP September 2012     41



Use the data in the following table to help you use the config radius server set <ipaddr> usedby
igap command.

Variable Value
acct-port <value> Indicates the server account UDP port. The

value ranges from 1 to 65 536.
The default value is 1813.

acct-enable <value> Enables the server account. This value is
either true or false.
The default value is true.

enable <value> Enables the server. This value is either true
or false.

port <value> Server UDP port and its value ranges from 1
to 65 536.
The default value is 1812.

priority <value> Specifies the server priority and ranges from
1 to 10.
The default value is 10.

retry <value> Maximum number of retries. The allowed
retries range from 0 to 6.
The default value is 1.

source-ip <value> IP address {a.b.c.d}.

timeout <value> No answer timeout value and the value
ranges from 1 to 20.
The default value is 3

 Important:
The usedby parameter determines how the server functions:

• cli—configures the server for CLI authentication

• igap—configures the server for IGAP authentication

• snmp—configures the server for SNMP authentication

Showing IGAP interface information
Use the following procedure to view the VLAN ID and the corresponding IGAP, accounting,
and authentication information.

Display information about IGAP-enabled interfaces.

IGAP configuration using the CLI

42     Configuration — IGAP September 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuration — IGAP


Procedure steps

Show IGAP interface information by using the following command:

show ip igmp igap

Showing IGAP group information
Use the following procedure to view the group address and the corresponding parameters.

Procedure steps

Show IGAP group information by using the following command:

show ip igmp igap-group [count] [memb-subnet <value>] [grp
<value>]

Variable definitions
The following table describes variables that you enter in the show ip igmp igap-group
[count] [memb-subnet <value>] [grp <value>] command.

Variable Value
count Shows the number of entries in the IGAP

group.

grp <value> Indicates the IP address of the group.

memb-subnet <value> Indicates the IP address and network mask
of the IGAP group.

Troubleshooting IGAP network connectivity
Use the following procedure to troubleshoot IGAP network connectivity.

Showing IGAP group information
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Procedure steps

Show IGMP IGAP counters by using the following command:

show ip igmp igap-counters [vlan <value>]

Variable definitions
The following table describes variables that you enter in the show ip igmp igap-counters
[vlan <value>] command.

Variable Value
vlan <value> Indicates the ID number of the VLAN.

Job aid: Show IGAP counter parameters
Use the data in the following table to help you use the show ip igmp igap-counters
[vlan <value>] command.

Table 2: Job aid: Show IGAP counter parameters

Field Description
INTERFACE Indicates the VLAN id of this IGAP interface.

AUTH-SUCCESS Indicates the number of authentication success messages
received from the RADIUS server on this interface.

AUTH-REJECT Indicates the number of authentication fail messages received
from the RADIUS server on this interface.

RESP-TIMEOUT Indicates the number of times the authentication timer timed
out. This timer controls the waiting time between sending an
authentication request and receiving an authentication
response.

PAPJOINREQ Indicates the number of Password Authentication Protocol
(PAP) join requests received for the members of this interface.

BASIC-QUERY Indicates the number of Basic Query messages sent by the
Ethernet Routing Switch 8800/8600 on an IGAP-enabled
interface.

BASIC-LEAVE Indicates the number of Basic Leave messages received by this
interface.
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Chapter 6: IGAP configuration using the
ACLI

This chapter describes how to configure and enable support for the Internet Group Membership
Authentication Protocol (IGAP) authentication and accounting by using the Avaya Command Line
Interface (ACLI).

Prerequisites
• Before you configure the IGAP, you must configure the switch.

For more information about configuring the switch, see Switch configuration on page 46

Job aid: Roadmap of IGAP ACLI commands
The following table lists the commands and their parameters that you use to complete the
procedures in this section.

Table 3: Job aid: Roadmap of IGAP ACLI commands

Command Parameter
Privileged Executive mode

clear ip igmp igap-counters vlan <vid>
show ip igmp igap counters <vid>

group [count][member-subnet
<A.B.C.D/x or A.B.C.D/X.X.X.X or
default>][group<A.B.C.D>]

Global Configuration mode

ip pim mode sparse
ssm

radius mcast-addr-attr-value <value>
auth-info-attr-value <value>
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Command Parameter
igap-timeout-log-fsize <value>
server host {a.b.c.d} key
WORD<0-20> used-by igap {acct-
enable|acct-port <value> |enable
|port <value> |priority <value> |
retry <value> |source-ip <ip-
addr> |timeout <value>}
server host {a.b.c.d} used-by
igap {acct-enable |acct-port
<value> |enable |key <WORD> |port
<value> |priority <value> |retry
<value> |source-ip <ip-addr> |
timeout <value>}

VLAN Interface Configuration mode

ip address <a.b.c.d>
<a.b.c.d> [<value>]
no ip address <a.b.c.d>
<a.b.c.d> [<value>]
ip igmp version 2
ip pim enable
no ip pim enable
ip igmp igap authentication

accounting

Switch configuration
Use the procedures in this section to configure the IGAP parameters on the switch to enable
IGAP configuration.

Configuring IP routing
Configure the IP routing operation on the switch to enable IGAP configuration.
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Prerequisites

• You must log on to the VLAN interface mode in the ACLI.

Procedure steps

Configure IP routing operation by using the following command:

ip address {ipaddr <a.b.c.d>}{Network mask <a.b.c.d>}
[<Mac_offset value>]

Variable definitions

Use the data in the following table to help you use the ip address command.

Variable Value
ipaddr/Network mask Indicates the IP address in the format

{a.b.c.d} and the subnet mask assigned to
the VLAN.

mac_offset value Specifies the value used to calculate the
VLAN MAC address, which is offset from the
switch MAC address. The valid range is
1-65535. If no MAC offset is specified, the
switch applies one automatically.

Setting the IGMP version
Set the version of IGMP on each VLAN on the switch to enable IGAP configuration.

Prerequisites

• You must log on to the VLAN interface mode in the ACLI.

Procedure steps

Set the version of IGMP on each VLAN to version 2 by using the following command:

Switch configuration
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ip igmp version 2

Variable definitions

Use the data in the following table to help you use the ip igmp version command.

Variable Value
version Indicates the version of IGMP ranging from 1

to 3.
The default value is 2.

Enabling PIM-SM globally
Enable PIM-SM globally on the switch to enable IGAP configuration.

Prerequisites

• You must log on to the Global Configuration mode in the ACLI.

Procedure steps

Enable PIM-SM globally by using the following command:

ip pim mode sparse

Variable definitions

Use the data in the following table to help you use the ip pim mode command.

Variable Value
sparse Specifies the PIM mode. The default value is

sparse.

Enabling PIM-SM on the VLAN
Enable PIM-SM on the VLAN to enable IGAP configuration.
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Prerequisites

• You must log on to the VLAN interface mode in the ACLI.

Procedure steps

Enable PIM-SM on the VLAN to enable IGAP by using the following command:

ip pim enable

Variable definitions

Use the data in the following table to help you use the ip pim enable command.

Variable Value
enable Enables PIM on the switch.

Configuring IGAP on an interface
Configure IGAP on an interface to authenticate and account the user for the clients receiving
multicast streams on their networks.

Prerequisites

• You must log on to the VLAN interface mode in the ACLI.

Procedure steps

1. Configure IGAP on the interface at IP address {a.b.c.d} by using the following
command:

ip igmp igap
2. Enable authentication on the interface by using the following command:

ip igmp igap authentication

Configuring IGAP on an interface
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The Remote Authentication Dial In User Service (RADIUS) server authenticates
users on this interface before granting access to join the multicast group.

3. Enable accounting on the interface by using the following command:

ip igmp igap accounting
The RADIUS server starts accounting on this session as soon as a user on this
interface joins the multicast group, and stops accounting when the user leaves the
multicast group.

Variable definitions
The following table describes variables that you enter in the ip igmp igap accounting|
authentication command.

Variable Value
accounting Enables accounting on the IGAP interface.

The default is enable.

authentication Enables authentication on the IGAP
interface. The default is enable.

Configuring IGAP on a VLAN
Configure IGAP on VLAN to authenticate and account the users joining the multicast
streams.

Prerequisites

• You must log on to the VLAN interface mode in the ACLI.

Procedure steps

1. Configure IGAP on VLAN by using the following command:

ip igmp igap
2. Enable authentication by using the following command:

ip igmp igap authentication
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The RADIUS server authenticates users on this VLAN before granting access to
join the multicast group.

3. Enable accounting by using the following command:

ip igmp igap accounting
The RADIUS server starts accounting the session as soon as a user on this VLAN
joins the multicast group, and stops accounting when the user leaves the multicast
group.

Variable definitions
The following table describes variables that you enter in the ip igmp igap accounting|
authentication command.

Variable Value
accounting Enables accounting on this VLAN.

The default is enable.

authentication Enables authentication on this VLAN.
The default is enable.

Clearing IGAP counters
Clear IGAP counters on an interface or a VLAN to enable authentication and accounting
process for the other multicast groups.

Prerequisites

• You must log on to the privExec mode in the ACLI.

Procedure steps

1. Clear all the counters by using the following command:

Clear ip igmp igap-counters
2. Clear counters on a specific interface by using the following command:

clear ip igmp igap-counters [vlan <1-4094>]

Clearing IGAP counters
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Variable definitions
The following table describes variables that you enter in the clear ip igmp igap-
counters vlan <1-4094> command.

Variable Value
<1-4094> Specifies the VLAN ID. The value ranges

from 1 to 4094.

IGAP configuration with RADIUS
IGAP uses RADIUS servers to authenticate users and account for the time they use the
multicast services. This section describes the IGAP-specific RADIUS commands.

Setting vendor-specific attributes
Set vendor-specific attributes to configure IGAP with RADIUS.

Prerequisites

• You must log on to the Global Configuration mode in the ACLI.

Procedure steps

1. Set the multicast address attribute by using the following command:

radius mcast-addr-attr-value <value>
2. Set the authentication information attribute by using the following command:

radius auth-info-attr-value <value>

Variable definitions

The following table describes variables that you enter in theradius mcast-addr-attr-
value <value> and radius auth-info-attr-value <value> commands.
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Variable Value
auth-info-attr-value <value> Integer value for the vendor-specific attribute

in the range of 0 to 255. The default value is
91.

mcast-addr-attr-value <value> Integer value for the multicast address
attribute in the range of 0 to 255.
The default value is 90.

Setting the timeout log file size
Set the timeout log file size to capture authentication and accounting information in an IGAP
timeout log for each session.

Prerequisites

• You must log on to the Global Configuration mode in the ACLI.

Procedure steps

1. Set the maximum size of the RADIUS timeout log file by using the following
command:

radius igap-timeout-log-fsize <value>
2. Store the IGAP timeout logs in the Avaya Ethernet Routing Switch 8800/8600 in a

PCMCIA file by using the following command:

vendorname_nasIPaddress_type_version.log
The following is a sample PCMCIA file, along with its authentication timeout and
accounting timeout contents:

6902    MAR-31-2009  11:51:02   /pcmcia/nr_140007008002_rac_01.log
[03/27/09 14:48:51] auth-req   vlan: 1001 group: 224.10.0.1 receiver: 
141.1.1.10 user: nttproject
[03/27/09 14:52:36] auth-req   vlan: 1001 group: 224.10.0.1 receiver: 
141.1.1.10 user: nttproject
[03/27/09 14:54:40] acct-stop  sess id: 13000000 vlan: 1001 group: 
224.10.0.1 receiver: 141.1.1.10 user: nttproject
[03/27/09 14:54:40] acct-stop  sess id: 13000001 vlan: 1001 group: 
224.10.0.1 receiver: 141.1.1.10 user: mmaproject

IGAP configuration with RADIUS
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Variable definitions

The following table describes variables that you enter in the radius igap-timeout-log-
fsize <value> and vendorname_nasIPaddress_type_version.log commands.

Variable Value
vendorname A two-character symbol representing the vendor. nr

represents a specific Avaya project.

nasIPaddress Identifies the network access server (NAS) by its IP
address.

 Important:
When there are less than three digits in an octet
such as 10 and 1, leading zeroes fill in to make up
the 12 digits. If the Ethernet Routing Switch
8800/8600 cannot determine the NAS IP address,
create a file corresponding to NAS IP address
0.0.0.0 such as: 7672 MAR-17-2009 11:42:20 /
pcmcia/ nr_000000000000_rac_01.log.

type Uses three characters to represent the kind of log.

version Uses two digits to represent the version number.

Adding an IGAP-enabled RADIUS server
Add an IGAP-enabled RADIUS server to configure the authentication and accounting of
multicast streams.

Prerequisites

• You must log on to the Global Configuration mode in the ACLI.

Procedure steps

Add an IGAP-enabled RADIUS server by using the following command:
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radius server host {a.b.c.d} key WORD<0-32> used-by igap

Variable definitions

Use the data in the following table to help you use the radius server host {a.b.c.d}
key WORD<0-32> used-by igap command.

Variable Value
<a.b.c.d> Indicates the IP address of the selected interface.

acct-port <value> Enables the server account UDP port. The value
ranges form 1 to 65 536.
The default value is 1813.

acct-enable <value> Enables the server account. This value is either true
or false.
The default value is true.

enable <value> Enables the server. This value is either true or
false.

port <value> Server udp port and its value ranges from 1 to 65
536.
The default value is 1812.

priority <value> Specifies the server priority and ranges from 1 to
10.
The default value is 10.

retry <value> Maximum number of retries. The allowed retries
range from 0 to 6.
The default value is 1.

source-ip <value> IP address {a.b.c.d}.

timeout <value> No answer timeout value and the value ranges form
1 to 20.
The default value is 3.

WORD <0-32> Specifies the secret key. This value is a string in the
range of 0 to 32 characters.

 Important:
The usedby parameter determines how the server functions:

• cli—configures the server for CLI authentication

• igap—configures the server for IGAP authentication

• snmp—configures the server for SNMP authentication

IGAP configuration with RADIUS
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Setting IGAP-enabled RADIUS server parameters
Set the IGAP-enabled RADIUS server parameters.

Prerequisites

• You must log on to the Global Configuration mode in the ACLI.

Procedure steps

Set the IGAP-enabled RADIUS server parameters by using the following command:

radius server host {a.b.c.d} used-by igap

Variable definitions

Use the data in the following table to help you use the radius server host {a.b.c.d} usedby igap
command.

Variable Value
{a.b.c.d} Indicates the IP address of the selected interface.

acct-port <value> Enables the server account udp port. The value
ranges form 1 to 65 536.
The default value is 1813.

acct-enable <value> Enables the server account. This value is either true
or false.
The default value is true.

enable <value> Enables the server. This value is either true or
false.

port <value> Server udp port and its value ranges from 1 to 65
536.
The default value is 1812.

priority <value> Specifies the server priority and ranges from 1 to
10.
The default value is 10.

retry <value> Maximum number of retries. The allowed retries
range from 0 to 6.
The default value is 1.

source-ip <value> IP address {a.b.c.d}.
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Variable Value
timeout <value> No answer timeout value and the value ranges form

1 to 20.
The default value is 3.

 Important:
The usedby parameter determines how the server functions:

• cli—configures the server for CLI authentication.

• igap—configures the server for IGAP authentication.

• snmp—configures the server for SNMP authentication.

Showing IGAP interface information
Display information about IGAP-enabled interfaces.

Prerequisites

• You must log on to the privExec mode in the ACLI.

Procedure steps

Show IGAP interface information by using the following command:

show ip igmp igap

Job aid: Show ip igmp igap
See the following output to verify the show ip igmp igap command.

Showing IGAP interface information
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Figure 3: Job aid: Show ip igmp igap

Showing IGAP group information
Show the IGAP group information for the multicast sessions for the IGAP group members.

Prerequisites

• You must log on to the privExec mode in the ACLI.

Procedure steps

Show IGAP group information by using the following command:

show ip igmp igap group [count] [member-subnet <A.B.C.D/X or
A.B.C.D/X.X.X.X or default>] [group <A.B.C.D>]

Variable definitions
Use the data in the following table to help you use the show ip igmp igap group
command.

Variable Value
count Shows the number of entries in the IGAP

group.
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Variable Value
group Indicates the IP address of the group.

member-subnet Indicates the IP address and network mask
of the IGAP group.

Job aid: Show IP IGMP IGAP group
Use the following table to help you use the show ip igmp igap-group command fields.

Table 4: Job aid: Show ip igmp igap group

Field Description
ACCT_TIME Indicates the accounting time (in seconds) for the duration of the

multicast session for the IGAP group member.

EXPIRATION Specifies the time left (in seconds) before the group report for
this interface expires. This timer restars when the RADIUS
server receives a new group report.

GRPADDR Indicates the IP address of the IGAP group.

INPORT Indicates the ingress port and VLAN of the IGAP report.

MEMBER Indicates the IP address of this IGAP group member.

MEMBER_STATE Indicates the state of the IGAP group member:

• Auth indicates that the member was authenticated by a
RADIUS server.

• Acct indicates that a RADIUS server successfully started
accounting for this member's session.

USER_ID Indicates the user ID for the IGAP member.

Troubleshooting IGAP network connectivity
Troubleshoot IGAP network connectivity.

Troubleshooting IGAP network connectivity
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Prerequisites

• You must log on to the privExec mode in the ACLI.

Procedure steps

Show IGMP IGAP counters by using the following command:

show ip igmp igap counters [vlan <value>]

Variable definitions
Use the data in the following table to help you use the show ip igmp igap counters
[vlan <value>] command.

Variable Value
vlan <value> Indicates the ID number of the VLAN. The

value ranges from 1 to 4094.

Job aid: Show IGAP counter parameters
Use the data in the following table to help you use the show ip igmp igap counters
[vlan <value>] command.

Table 5: Job aid: Show IGAP counter parameters

Field Description
INTERFACE Indicates the VLAN id of this IGAP interface.

AUTH-SUCCESS Indicates the number of authentication success messages
received from the RADIUS server on this interface.

AUTH-REJECT Indicates the number of authentication fail messages received
from the RADIUS server on this interface.

RESP-TIMEOUT Indicates the number of times the authentication timer timed
out. This timer controls the waiting time between sending an
authentication request and receiving an authentication
response.
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Field Description
PAPJOINREQ Indicates the number of Password Authentication Protocol

(PAP) Join requests received for the members of this
interface.

BASIC-QUERY Indicates the number of Basic Query messages sent by the
Ethernet Routing Switch 8800/8600 on an IGAP-enabled
interface.

BASIC-LEAVE Indicates the number of Basic Leave messages received by this
interface.

Troubleshooting IGAP network connectivity
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Chapter 7: Customer Service

Visit the Avaya Web site to access the complete range of services and support that Avaya provides. Go
to www.avaya.com or go to one of the pages listed in the following sections.

Getting technical documentation
To download and print selected technical publications and release notes directly from the
Internet, go to www.avaya.com/support.

Getting product training
Ongoing product training is available. For more information or to register, you can access the
Web site at www.avaya.com/support. From this Web site, you can locate the Training contacts
link on the left-hand navigation pane.

Getting help from a distributor or reseller
If you purchased a service contract for your Avaya product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

Getting technical support from the Avaya Web site
The easiest and most effective way to get technical support for Avaya products is from the
Avaya Technical Support Web site at www.avaya.com/support.
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Glossary

Internet Group
Management
Protocol (IGMP)

A host membership protocol used to arbitrate membership in multicast
services.

Internet
Engineering Task
Force (IETF)

A standards organization for IP data networks.

Remote
Authentication
Dial-in User
Service (RADIUS)

A protocol that authenticates, authorizes, and accounts for remote
access connections that use dial-up networking and Virtual Private
Network (VPN) functionality.
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Remote Authentication Dial-in User Service (RADIUS)
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