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Chapter 1: Purpose of this document

This information in this document supports IP VPN configuration and IP VPN-Lite services on the Avaya
Ethernet Routing Switch 8800/8600.

The Avaya Ethernet Routing Switch 8800/8600 implements the virtual router forwarding (VRF) feature to
isolate traffic between customers on the same node. This document includes basic VRF configuration for
the IP VPN feature. For detailed conceptual and configuration information about VRF, see Avaya Ethernet
Routing Switch 8800/8600 Configuration — OSPF and RIP, NN46205-522, Avaya Ethernet Routing
Switch 8800/8600 Configuration — IP Routing, NN46205-523, and Avaya Ethernet Routing Switch
8800/8600 Configuration — BGP Services, NN46205-510.

For detailed conceptual and configuration information about Multiprotocol Label Switching (MPLS), see
Avaya Ethernet Routing Switch 8800/8600 Configuration — MPLS Services, NN46205-519.

Prerequisites
• Procedures in this document include configuration steps. You must be familiar with the

command line interface (CLI), the Avaya command line interface (ACLI), or the Enterprise
Device Manager, as explained in Avaya Ethernet Routing Switch 8800/8600 User Interface
Fundamentals, NN46205-308.
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Chapter 2: New in this release

There are no new updates to Avaya Ethernet Routing Switch 8800/8600 Configuration — IP VPN,
NN46205-520 for Release 7.2.
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Chapter 3: IP VPN fundamentals

An IP Virtual Private Network (VPN) is a collection of sites that communicate securely with each other
over a public network. A provider-provisioned VPN shifts wide area network (WAN) operations from the
customer to the service provider at the network edge. The RFC 4364 model (also called BGP/MPLS IP
VPN) is a provider-provisioned VPN that uses Border Gateway Protocol (BGP) extensions for VPN route
distribution over the backbone and Multiprotocol Label Switching (MPLS) label switched paths in the
network core to transport data between VPN sites.

Information on IP VPN-Lite over SPBM
For information about IP VPN-Lite over Shortest Path Bridging MAC (SPBM), see Avaya
Ethernet Routing Switch 880/8600 Configuration — Shortest Path Bridging MAC (SPBM)
NN46205–525.

IP VPN overview
In an RFC 4364 VPN, a provider-owned device at the customer site (customer premise
equipment [CPE]) forms an adjacency with a provider edge (PE) node in the service provider
network. The customer site can communicate with remote sites that belong to the same VPN,
but CPE devices at different sites do not connect with each other.

The PE nodes of a service provider peer with other PE nodes through multiprotocol BGP (MP-
BGP) to exchange VPN routing information learned from customer sites. Provider (P) nodes
in the network core forward traffic between PE nodes over MPLS label switched paths but do
not connect to customer sites and have no knowledge of IP VPN routing information. The
following figure shows an IP VPN network example.
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Figure 1: RFC 4364 IP VPN network

The RFC 4364 VPN model defines an IP VPN architecture that

• provides isolation for customer traffic through dedicated routing and forwarding tables
• permits overlapping address spaces between customers by introducing a new VPN

address family
• enhances scalability by constraining route distribution to only those nodes that participate

in a particular VPN
A full mesh of MPLS label switched paths in the network core transports IP VPN data traffic
between remote sites and eliminates the need for routing decisions at intermediate nodes.

IP VPN provides supports the following features:

• 256 VPNs for each system
• filtering support on UNI side (from CPE)
• overlapping address
• MP-BGP extensions
• IP-BGP extensions

IP VPN fundamentals
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• BGP route refresh
• BGP route reflection
• peering to multiple route reflectors
• route reflection server (network-to-network interface [NNI] side)
• full mesh/hub and spoke designs
• extended community Type 0 and 1
• import and export route targets and route distinguishers
• LDP tunneling protocol for IP-VPNs
• IEEE 802.3ad and/or MLT support
• SMLT and/or RSMLT support for CE connectivity
• ECMP
• VRF-based ping and traceroute
• UNI packet classification (port, VLAN, IP, VRF, and VPN)
• VRF UNI routing protocols (RIP, OSPF, eBGP)

VPN routing and forwarding tables
The RFC 4364 IP VPN model ensures isolation between customers by introducing a dedicated
routing table, called a routing and forwarding (VRF) instance, for each VPN. The PE node
maintains a separate VRF for each VPN to which the attached customer sites belong. The
VRF contains route information for locally attached customer sites and routes learned from
remote PE nodes that connect to sites in the same VPN. The PE node uses this routing
information to define site-to-site connectivity for the IP VPN.

Although a VRF can belong to multiple VPNs, one-to-one mapping exists between VPN and
VRF for each system.

VRFs ensure isolation of customer routing information. Because a PE interface that connects
to a CE device is associated with a single VRF, routing information learned over that interface
is stored only in the VRF with which that interface is associated. Similarly, the interface network
view is restricted to the routes in the VRF with which it is associated.

One VRF can support multiple customer sites that belong to the same VPN. Routing policies,
configured for each VRF, control route distribution between the PE node and attached CE
devices.

Route distribution through MP-BGP
PE nodes control route distribution between sites through multiprotocol BGP (MP-BGP). MP-
BGP is an extended form of BGP that supports overlapping address spaces between VPNs
(through the route distinguisher [RD] attribute) and enhances scalability by optimizing route

IP VPN overview
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distribution (through the route target attribute). MP-BGP also carries service label information
that identifies the VRF that originated a particular VPN address.

Route distinguishers
Enterprises can use private addresses (as defined in RFC 1918) and public addresses within
their own networks; from the service provider's perspective, various customers can use the
same address space within their VPNs. BGP, however, cannot differentiate these routes, so
the service provider must make them globally unique before distributing them over the network
core.

RFC 4364 introduces a VPN address family to support overlapping address spaces between
VPNs. By prepending an 8-byte route distinguisher to IP addresses learned from VPN sites,
PE nodes create globally unique VPN addresses before they advertise them (through MP-
BGP) to other PE nodes for distribution to remote VPN sites. After the PE node receives a VPN
address over the network core, it removes the route distinguisher before it advertises the route
(as a native IP address) to attached CE devices.

A VPN-IPv4 address is a 12-byte entity (8-byte route distinguisher plus a 4-byte IPv4
address).

The service provider configures a unique route distinguisher for each VRF on a PE node. The
Avaya Ethernet Routing Switch 8800/8600 does not support a unique RD for each VPN.

Route distinguisher format

The 8-byte route distinguisher consists of a 2-byte Type field and a 6-byte Value field. The Type
field indicates the format of the Value field, either Type 0 or Type 1. The Value field consists of
an administration subfield and an assigned number subfield; the Type field determines the
subfield lengths.

With a Type 0 route distinguisher, the administration subfield contains a 2-byte autonomous
system (AS) number and the assigned number subfield contains a 4-byte number assigned
by the service provider. Avaya recommends an IANA-assigned nonprivate AS number for the
AS, preferably the AS number of the VPN customer or the service provider.

With a Type 1 route distinguisher, the administration subfield contains a 4-byte IPv4 address
and the assigned number subfield contains a 2-byte number assigned by the service provider.
Avaya recommends that you use a globally unique unicast address (for example, the router
ID of the PE node or an interface address) for the IP address. The following figure shows the
route distinguisher formats.

IP VPN fundamentals
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Figure 2: Route distinguisher formats

Although RFC 4364 defines a Type 2 route distinguisher, the Avaya Ethernet Routing Switch
8800/8600 does not support Type 2 route distinguishers from the configuration command line
interface. However, support is available for Type 2 route distinguishers for routes learned
through MP-BGP.

To change the RD value, you must first administratively disable the IP VPN.

Route targets
In the RFC 4364 VPN architecture, PE nodes control route distribution between VPN sites
through BGP route target extended community attributes. Every VRF uses one or more route
targets that define the routes it can install from remote sites (import route targets) and the
routes it advertises to remote sites (export route targets).

When a PE node advertises a VPN route to another PE node, it encodes the route target
associated with the originating VRF in the MP-BGP route update message. The receiving PE
node compares the route targets associated with the incoming route against import route
targets configured on local VRFs. If a match occurs, the PE node installs the route in the
appropriate VRF; if no match occurs, the PE node discards the route when the route refresh
capability is negotiated with the BGP peer. Thus, route information is distributed only to those
VRFs that are members of the VPN; other VRFs (and therefore other sites) do not receive the
routing information.

Route target format

The route target is an 8-byte field encoded in the extended community path attribute of the
BGP update message. The 8-byte route target consists of a 2-byte Type field and a 6-byte
Value field. The Type field indicates the format of the Value field, either Type 0 or Type 1. The
Value field consists of an administration subfield and an assigned number subfield; the Type
field determines the lengths.

IP VPN overview
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With a Type 0 route target, the administration subfield contains a 2-byte AS number and the
assigned number subfield contains a 4-byte number that the service provider assigns. Avaya
recommends an IANA-assigned nonprivate AS number for the AS, preferably the AS number
of the VPN customer or the service provider.

With a Type 1 route target, the administration subfield contains a 4-byte IPv4 address and the
assigned number subfield contains a 2-byte number that the service provider assigns. Avaya
recommends that you use a globally unique unicast address (for example, the router ID of the
PE node or an interface address) for the IP address. The following figure shows the route target
formats.

Figure 3: Route target formats

VPN labels
When a PE node advertises a VPN route to its remote peers, it associates a unique service
label with the route to identify the VRF that originated the route. MP-BGP distributes this VPN
label (or service label) with the VPN route to indicate to which local VRF the receiving PE node
routes traffic after it receives data destined for the advertised prefix.

MPLS label switched paths
IP VPN uses a mesh of MPLS label switched paths in the network core for data transport.
Because Label Distribution Protocol (LDP) relies on the underlying interior gateway protocol
(IGP) for routing information, the resulting mesh of label switched paths is topology driven.
Support is unavailable in this release for Resource Reservation Protocol (RSVP) for IP VPN.

When a PE node transmits IP VPN data traffic into the network, it encapsulates the packets
with two labels: the (inner) VPN label, and the (outer) MPLS transport label. P nodes in the
backbone use the outer label to forward the packet through the network core.

IP VPN fundamentals
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To understand how to establish a label switched path (LSP) between all other PE nodes, see
Avaya Ethernet Routing Switch 8800/8600 Configuration — MPLS Services, NN46205-519.

Avaya Ethernet Routing Switch 8800/8600 implementation
of IP VPN

The Avaya Ethernet Routing Switch 8800/8600 IP VPN feature complies with the following
RFCs:

• RFC 4364:BGP/MPLS IP Virtual Private Networks (VPN)
• RFC 3270:Multiprotocol Label Switching (MPLS) Support of Differentiated Services
• RFC 1918:Address Allocation for Private Internets
• RFC 2544:Benchmarking Methodology for Network Interconnect Devices

The Avaya Ethernet Routing Switch 8800/8600 uses the following features for enhanced IP
VPN operations:

• Routing protocols on page 17
• Inbound route filtering on page 18
• Import and export policies on page 18
• Route reflectors on page 19
• Equal cost multipath (ECMP) on page 20
• High availability on page 21
• Interoperability on page 21

The BGP open message includes an Avaya proprietary capability for the use of IP as the
transport mechanism.

Routing protocols
The Avaya Ethernet Routing Switch 8800/8600 supports a set of routing protocols that are
based on the switch core-facing and access-facing interfaces in the IP VPN. The following
routing protocols are used with access-facing customer edge (CE) devices:

• Open Shortest Path First (OSPF)

• eBGP

• RIP

• static routes

Avaya Ethernet Routing Switch 8800/8600 implementation of IP VPN
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The following routing protocols are used with core-facing provider (P) and provide edge (PE)
nodes:

• Open Shortest Path First (OSPF)

• MP-BGP (PE nodes only)

For information about these routing protocols, see Avaya Ethernet Routing Switch 8800/8600
Configuration — OSPF and RIP, NN46205-522 and Avaya Ethernet Routing Switch 8800/8600
Configuration — IP Routing, NN46205-523.

Inbound route filtering
The switch supports inbound filtering of VPN routes received from remote PE nodes over the
network core. Routes in the BGP update message must contain at least one route target in
common with the import route targets configured on local VRFs. Otherwise the system discards
the routes when route refresh capability is negotiated with the BGP peer.

Inbound policy is the policy configured on an MP-IBGP peer and is applied when a BGP update
is received on the MP-IBGP peer. Similarly, outbound policy is the policy configured on an MP-
IBGP peer and is applied when BGP update is sent to the MP-IBGP peer.

With inbound filtering enabled, routing information is lost for a VPN not currently configured on
the routing engine. If you later configure the routing engine to support the VPN, the switch must
relearn the routing information previously discarded by using the BGP route refresh
mechanism. Because a BGP speaker can hold a significant number of routes, a flood of BGP
update messages can result from all PE peers in the network upon new or changed VPN
configuration.

Import and export policies
Use import policies against a VRF to define a set of criteria for routes received from remote
PE routers before the routes enter the BGP route selection process. This process fills in the
routing and forwarding tables. Create an export policy against a VRF to determine which routes
from the VRF routing tables are distributed to remote PE routes. For more information about
BGP route selection, see Avaya Ethernet Routing Switch 8800/8600 Configuration — BGP
Services , NN46205-510.

Configure one or more of the following match criteria for a VRF policy:

• prefix list

• route type

• standard community attributes

• extended community attributes: route target, site of origin (import policy only)

• autonomous system path

IP VPN fundamentals
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• BGP local preference

• BGP next-hop address

• peer address

• preference

• protocol (the protocol for routes learned through MP-BGP is vpn-ipv4)

• metric

• RIP interface (export policy only)

Configure the VRF policy with one or more of the following actions:

• accept

• reject

• assign BGP local preference

• assign route preference

• assign extended community attributes

• add extended community attributes

• delete extended community attributes

• assign AS_PATH

• assign AS_PATH_MODE

• assign automatic tag

• assign community

• assign prefix inject list

• assign metric

• assign next-hop

• assign nssa-pbit

• assign origin

• assign origin EGP AS

• assign tag (export policy only)

• assign weight

Route reflectors
A route reflector (RR) is a backbone router that is a focal point for multiple iBGP peers within
an AS. The route reflector receives routes from all BGP peers in the AS, and reflects them
back to individual peers, to eliminate the need for each BGP peer to communicate directly with

Avaya Ethernet Routing Switch 8800/8600 implementation of IP VPN
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every other BGP speaker in the AS (that is, a full mesh configuration). The RR node is a route
reflector server, and all other BGP peers are route reflector clients.

A route reflector can be

• a stand-alone device

• a combined PE and route reflector

• a combined P and route reflector

• a combined P, PE, and route reflector

The Ethernet Routing Switch 8800/8600 supports all the preceding route reflector types. For
more information about route reflectors, see Avaya Ethernet Routing Switch 8800/8600
Configuration — BGP Services, NN46205-510.

Equal cost multipath (ECMP)
Equal cost multipath (ECMP) is a technique used to reduce potential network delays and
congestion by splitting traffic flows across multiple equal-cost routes to a destination. Typically,
ECMP decisions occur through a hashing algorithm based on various fields in the IP (or
contained) header; however, in the network core, the hashing is based mainly on the IP source
and destination addresses.

The switch supports multiple path ECMP types for IP VPN traffic (see Multiple path ECMP on
page 20).

Multiple path ECMP

In the multiple PE nodes-to-CE device direction, the switch supports equal cost VPN paths
only if the VRFs in a VPN use unique route distinguishers.

After a CE device advertises the same route to various VRFs, each VRF prepends the route
distinguisher to the route before distributing it into MP-BGP. If the VRFs use the same route
distinguisher, the resulting VPN-IPv4 routes are identical, and one is discarded. If the VRFs
use different route distinguishers, the VPN-IPv4 routes appear as distinct routes that are
reflected as regular routes to the peer. In the peer when these two routes are imported to the
same VRF using the import route target matching, the routes are marked as ECMP routes in
the VRF BGP route selection process. The remote PE node performs ECMP selection when
it sends data traffic to the advertised destination, load-spreading individual microflows based
on IP source address, IP destination address, and protocol type.

In other scenarios multiple paths or MPLS tunnels can reach a BGP peer. These multiple paths
or MPLS tunnels to the same BGP peer can be ECMP routes in the GRE. When an IP VPN
route from that BGP peer is imported to a VRF, the BGP next hop is resolved to these mutiple
paths in the VRF and are installed as ECMP IPVPN routes in the VRF, if ECMP is enabled in
the VRF (in BGP and in IP).
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The following figure shows the multiple path ECMP for IP VPN traffic.

Figure 4: Multiple path ECMP for IP VPN traffic

High availability
The Avaya Ethernet Routing Switch 8800/8600 provides partial high availability for the IP VPN
feature. If the switch fails over to the second 8692 SF/CPU or 8895 SF/CPU, forwarding
continues in the VRF if it uses an IGP. The VRF withdraws routes learned from MP-BGP. Traffic
destined for the MPLS core network drops until the network converges. If the VRF uses eBGP,
all traffic drops until the network converges.

Interoperability
The Avaya Ethernet Routing Switch 8800/8600 IP VPN feature is compatible with the following
third-party IP VPN devices:

• Cisco GSR, 2500, 2600, and 7xxx

• Avaya Ethernet Routing Switch xxxx, Secure Router

Avaya Ethernet Routing Switch 8800/8600 implementation of IP VPN
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IP VPN-Lite
The Avaya Ethernet Routing Switch 8800/8600 provides a second VPN feature called IP VPN-
Lite. IP VPN-Lite supports IP VPN in a routed network without MPLS LSP tunnels between PE
devices. IP VPN-Lite uses IP encapsulation over an existing IP backbone.

For IP VPN-Lite operation, you must instsall an 8692 SF/CPU with Super Mezzanine or an
8895 SF/CPU, as well as R, RS, or 8800 modules.

Like IP VPN, IP VPN-Lite is based on RFC 4364 by using MP-BGP extensions. In IP VPN-Lite,
only the VPN endpoints require MP-BGP functionality. IP VPN-Lite provides support for the
following features:

• 256 VPNs for each system
• filtering support (user-to-network interface [UNI] side)
• overlapping addresses
• MP-BGP extensions
• IP-BGP extensions
• BGP route refresh
• BGP route reflection
• peering to multiple route reflectors
• route reflection server (network-to-network interface [NNI] side)
• full mesh or hub and spoke designs
• extended community Type 0 and 1
• import and export route targets and route distinguishers
• IEEE 802.3ad/MLT
• Split MultiLink Trunking (SMLT) and Routed Split MultiLink Trunking (RSMLT) for CE

connectivity
• ECMP
• VRF-based ping and traceroute
• UNI packet classification (port, VLAN, IP, VRF, and VPN)
• VRF UNI routing protocols (RIP, OSPF, and eBGP)

 Important:
If you have an IP VPN-Lite route with multiple IGP next hops towards the MP-BGP network
(by virtue of ECMP being enabled in VRF 0) and ECMP is also enabled in a non-zero VRF,
then the VRF route is installed multiple times in Route Table Manager (RTM).

The data path uses each IGP next hop, as expected. However, if the user disables ECMP
in the VRF, the additional ECMP routes from the non-zero VRF are deleted, but the IP VPN-
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Lite route is not removed. If a network failover happens, the system incorrectly thinks that
the underlying route is still available. This could cause unwanted traffic interruption.

Workaround: Restart IP VPN if this event occurs.

An IP VPN-Lite PE device provides four functions:

• an IGP protocol, such as OSPF, across the core network to connect remote PE devices
• VRFs to provide traffic separation
• MP-BGP to exchange VPN routes and service IP addresses with remote PE devices
• the forwarding plane to encapsulate the customer IP packet into the service IP header

The deployment model of IP VPN-Lite is based on a typical enterprise that operates three
campus buildings (1000 users each), two data centers, and three remote sites. In the following
example, the customer must add an IP VPN that covers one or more campus buildings, a data
center, and a remote site on top of the regularly routed IP backbone used for business
operations.

IP VPN-Lite
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Figure 5: Enterprise network

Figure 6: Enterprise network with IP VPN-Lite deployment on page 25 depicts how IP VPN-
Lite simplifies the VPN deployment in an existing enterprise network. You can deploy the IP
VPN-Lite-capable devices at the aggregation point where the VPN traffic must be made
available. A device in the core is unaware of the VPN, thus no requirement exists for additional
investment in the core infrastructure. The traffic is routed on an IP backbone. The IP VPN-Lite
feature does not require MPLS, but is supported across VPN backbone.
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Figure 6: Enterprise network with IP VPN-Lite deployment

For Release 5.0 and later, RS modules do not support egress flow-based mirroring for IP VPN-
Lite traffic.

Service IP address
Each VRF in a PE device dedicates an IP address to IP VPN-Lite. The IP address, called the
service IP address, must be a circuitless IP (CLIP) address. The CLIP can be a single subnet

IP VPN-Lite
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on the switch, and individual VRFs can use IP addresses from that subnet as RD values. The
service IP address must be unique in the core network. Do not use service IP addresses for
regular or protocol traffic on the VRF.

Only one service IP address exists for each VRF. The PE device finds the destination VRF by
looking up the service destination IP address. The VRF then forwards the packet that uses the
destination IP address in the customer IP header.

The service IP header uses the remote VRF service IP address as the destination IP address
and the local VRF service IP address as the source IP address. The protocol type is IP in IP.
The following figure shows the service IP header.

Figure 7: Service IP header

Route format distribution
For IP VPN-Lite, MP-BGP uses the service IP address of the local VRF as the next-hop address
in update messages. The RD value of the VRF is used as the service IP address. Only Type
1 is supported for IP VPN-Lite. The service label is empty. For more information, see Route
distribution through MP-BGP on page 13 and Route distinguisher format on page 14.

IP VPN-Lite supports BGP route reflection; however the route reflection server is supported
only on the network-to-network interface (NNI) side. For information about route reflectors, see
Route reflectors on page 19.
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Chapter 4: IP VPN configuration

This chapter describes the configuration of the IP Virtual Private network (VPN) feature to group a
collection of sites that communicate securely with each other over a public network. This document
includes basic configuration settings for the virtual router forwarding (VRF) feature. For more details about
VRF, see Avaya Ethernet Routing Switch 8800/8600 Configuration — OSPF and RIP, NN46205-522 and
Avaya Ethernet Routing Switch 8800/8600 Configuration — IP Routing, NN46205-523.

Prerequisites to IP VPN configuration
• You must have an 8692 SF/CPU with SuperMezz or an 8895 SF/CPU installed.

• Configure the core IP network (see Avaya Ethernet Routing Switch 8800/8600
Configuration — IP Routing, NN46205-523).

• Configure all interfaces.

• Configure at least one routing protocol, such as OSPF, as explained in Avaya Ethernet
Routing Switch 8800/8600 Configuration — OSPF and RIP, NN46205-522.

• Configure Multiprotocol Label Switching (MPLS) in the network core, as explained in
Avaya Ethernet Routing Switch 8800/8600 Configuration — MPLS Services,
NN46205-519.

• Purchase and install the Premier license for the IP VPN feature. For information about
feature licensing, see Avaya Ethernet Routing Switch 8800/8600 Administration,
NN46205-605.
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Chapter 5: IP VPN basic configuration
using Enterprise Device
Manager

IP Virtual Private Network (VPN) basic configuration involves configuring a Virtual Routing and Forwarding
(VRF) on each provider edge (PE) node to isolate VPN traffic, and then configuring Multiprotocol Border
Gateway Protocol (MP-BGP) sessions between PE nodes to advertise routing and label information. You
must also configure at least one routing protocol or use static routes between the PE and customer edge
(CE) nodes to ensure reachability between customer sites.

Creating a VRF
Create one or more VRFs for each VPN that the PE node services.

Prerequisites

• Establish an iBGP connection between the two PE devices.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click VRF.

3. Click Insert.

The Insert VRF dialog box appears.

4. Type an ID for the VRF.

5. In the Name box, type a specific name for the VRF.

6. To enable or disable the generation of the VrfUp and VrfDown traps, select
TrapEnable check box.

7. Configure the remaining parameters as required.

8. Click Insert.
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Variable definitions
Use the data in the following table to configure the VRF, Insert VRF dialog box.

Variable Value
Id Assigns an ID from 1–255. If you do not specify a VRF ID.

The ID must be valid and not already in use. VRF ID 0 is
reserved for the administrative VRF.

Name Specifies a name for the VRF instance.

TrapEnable Enables or disables the generation of the VrfUp and
VrfDown traps.

MaxRoutes Specifies the maximum number of routes allowed for the
VRF 0–250000.

Rp Trigger Creates a routing protocol instance on a virtual router to
initiate or shutdown routing protocols on a VRF. You can
create multiple routing protocol instances
simultaneously.

MaxRoutesTrapEnable Enables the generation of the VRF Max Routes Exceeded
traps.

Creating an IP VPN in a VRF
Create an IP VPN instance in a VRF.

Prerequisites

• You must create the VRF. For more information about creating a VRF, see Creating a
VRF on page 29.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IP-VPN.

3. Click the VPN tab.
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4. To create an IP VPN instance, click Insert.

The Insert VPN dialog box appears.

5. Click the [...] button to select a VRF from the list.

6. Click Ok.

7. Click Insert.

The IPVPN instance is created for the VRF.

Configuring a route distinguisher
Configure a unique route distinguisher to create globally unique VPN addresses.

You can specify the route distinguisher in one of two formats:

• Type 0 route distinguisher in the format <AS number>:<assigned number>
• Type 1 route distinguisher in the format <IPv4 address>:<assigned number>

Prerequisites

• You must configure the local AS number. For more information, see Avaya Ethernet
Routing Switch 8800/8600 Configuration — BGP Services, NN46205-510.

• Create an IP VPN instance for the VRF. For more information about creating an IP VPN
in a a VRF, see Creating an IP VPN in a VRF on page 30.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IP-VPN.

3. Click the RouteDistinguisher tab.

4. Click Insert.

The Insert RouteDistinguisher dialog box appears.

5. Click the [...] button to select a VRF from the list.

6. Click Ok.

7. In the IpAddress box, type the IP address.

8. In the ASNumber box, type the AS number for the route distinguisher.

Configuring a route distinguisher
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9. In the AssignedNum box, type the assigned number for the route distinguisher.

10. Click Insert.

11. Click Apply.

Variable definitions
Use the data in the following table to configure Insert RouteDistinguisher dialog box.

Variable Value
VrfId Specifies the ID of the VRF to configure.

Type Specifies the route distinguisher type: IP address or
Autonomous System (AS) number.

IpAddress Specifies a Type 1 route distinguisher (RD). Each VRF
instance must use a unique route distinguisher. The
IpAddress is a unicast IP address in the assigned prefix
range of the PE.

AsNumber Specifies a Type 0 route distinguisher (RD). Each VRF
instance must use a unique route distinguisher. The
ASNumber is the assigned autonomous system (AS)
number of the PE in the range 0–65535.

AssignedNum Specifies the assigned number of the route distinguisher
(RD). The assigned number is used in combination with
the IP address or the AS number to create an entry for the
RD. Enter a value in the range 0–2147483647 for Type 0;
0–65535 for a Type 1.

Enabling IP VPN on a VRF
Enable IP VPN to configure VPN communications.

Prerequisites

• You must create an IP VPN instance for the VRF. For more information, see Creating an
IP VPN in a VRF on page 30

• You must configure a route distinguisher to create globally unique VPN addresses. For
more information, see Configuring a route distinguisher on page 31.
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP. The IPVPN
dialog box appears with the RouteTarget tab displayed.

2. Click IP-VPN.

3. Click the VPN tab.

4. Click the Enable column of the VRF to enable.

5. Select enable to enable the IP VPN on the VRF.

6. Click Apply.

Variable definitions
Use the data in the following table to configure the IPVPN, Insert VPN dialog box.

Variable Value
VrfId Specify the ID of the VRF.

Enable Specify true to enable the IP VPN feature on the VRF instance.

ImportRTList Specifies the route target for import on the VRF. You can specify
the route target <AS-num:assigned-num or ipaddress:assigned-
num {<as-num:assigned-num|ipaddr:assigned-num>} where AS
num is from 0–65535.

ExportRTList Specifies the route target for export on the VRF. You can specify
the route target as-num:assigned-num or ipaddress:assigned-
num {<as-num:assigned-num|ipaddr:assigned-num>} where AS
num is from 0–65535.

SvcLblAllocOpt Displays the service label allocation scheme for locally generated
service labels on routes that are exported from the VRF to remote
PEs.

Creating a route target for import and export
Configure one route target to define a single set of routes for import and export on the VRF.

You can specify the route target as a numerical value that is one of the following types:

• Type 0 route distinguisher in the format <AS number>:<assigned number>
• Type 1 route distinguisher in the format <IPv4 address>:<assigned number>

Creating a route target for import and export
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You can specify the route target as a BGP extended community. Define the BGP community,
and then specify the community name for the route target for the VRF.

Prerequisites

• Create an IPVPN instance for the VRF. See Creating an IP VPN in a VRF on page 30.

• Configure a route distinguisher to create globally unique VPN addresses. See Configuring
a route distinguisher on page 31.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IP-VPN. The IPVPN dialog box appears with the RouteTarget tab displayed.

3. Click RouteTarget tab.

4. Click Insert.

Insert RouteTarget dialog box appears.

5. In the Index box, type the ID for the route target.

6. In the IpAddress box, type either the IP address.

7. In the AsNumber box, the AS number for the route target.

8. In the AssignedNum box, type the assigned number for the route target.

9. Click Insert.

Variable definitions
Use the data in the following table to configure the IPVPN, Insert RouteTarget dialog box.

Variable Value
Index Specifies a unique value for the route-target entry.

Type Specifies the route target type: none, asnum, or ipaddr.

IpAddress Specifies the IP address for a Type 1 route target. The IP
address combined with the assigned number creates the
route-target entry.

AsNumber Specifies the AS number for a Type 0 route target in the
range 0–65535. The AS number combined with the
assigned number creates the route-target entry.
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Variable Value
AssignedNum Specifies the assigned number of the route target. The

assigned number is used in combination with the IP address
or the AS number to create an entry for the route target.
Enter a value in the range 0–2147483647 for Type 0 and 0–
65535 for Type 1.

Assigning route targets to a VRF
Configure separate route targets to define a set of routes for import and export on the VRF. If
you configure a single route target for the VRF, the VRF exports all local routes.

You can specify the route target as a numerical value that is one of the following types:

• Type 0 route distinguisher in the format <AS number>:<assigned number>
• Type 1 route distinguisher in the format <IPv4 address>:<assigned number>

You can specify the route target as a BGP extended community. Define the BGP community,
and then specify the community name for the route target for the VRF.

Prerequisites

• Create an IPVPN instance for the VRF. See Creating an IP VPN in a VRF on page 30.
• Configure a route distinguisher to create globally unique VPN addresses. See Configuring

a route distinguisher on page 31.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP. The IPVPN
dialog box appears with the VPN tab displayed.

2. Click IP-VPN.

3. Click the VPN tab.

4. Select the ID of the VRF you want to configure.

5. In the ImportRTList box, type the import route targets, or click and select a value
from the list.

6. In the ExportRTList box, type the export route targets, or click to select from the
list.

Assigning route targets to a VRF
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7. In the SvcLblAllocOpt box, type the export route targets or click to select from the
list.

8. Click Insert.

9. Click Apply.

Variable definitions
Use the data in the following table to assign route targets.

Variable Value
VrfId Specifies the VRF to configure.

Enable Enables route targets to a VRF.

ImportRTList Specifies the route target for import on the VRF. You can specify
the route target as-num:assigned-num or ipaddress:assigned-
num {<as-num:assigned-num|ipaddr:assigned-num>} where
AS num is from 0–65535.

ExportRTList Specifies the route target for export on the VRF. You can specify
the route target as-num:assigned-num or ipaddress:assigned-
num {<as-num:assigned-num|ipaddr:assigned-num>} where
AS num is from 0–65535.

SvcLblAllocOpt Specifies the service label allocation option for the IPVPN.

Assigning an interface to a VRF
Assign an interface to the VRF to enable data path traffic between the PE node and the CE
node. Assign an interface by creating the IP interface on a VLAN or brouter port in the VRF
context.

Prerequisites

• The VRF exists.

• The IP address must be unique within a VRF. However, two VLANs or brouter ports can
use the same address if they are assigned to different VRFs.
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > VLAN.

2. Click VLANs. The VLAN dialog box appears with the Basic tab displayed.

3. Locate the row for the VLAN to assign to the VRF.

4. Click the VrfId tab.

5. Select a VRF.

6. Click Apply.

7. In the navigation tree, open the following folders: Edit > Port.

8. Click General.

The Port dialog box appears with the Interface tab displayed.

9. Click the VRF tab.

10. In the BrouterVrfId box, Click the [...] button. The BrouterVrfId dialog box
appears.

11. Select a VRF to assign to the brouter port.

12. Click Ok.

Configuring the service label allocation option for a VRF
Configure the service label allocation scheme for locally generated service labels on routes
that are exported from a VRF to remote PEs.

Prerequisites

• Disable IP VPN on the VRF.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IP-VPN. The IPVPN dialog box appears with the VPN tab displayed.

3. Click the VPN tab.

Configuring the service label allocation option for a VRF
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4. Locate the VRF row to configure.

5. Click the SvcLblAllocOpt box to edit it.

6. Select the type of service allocation label.

7. Click Apply.

Variable definitions
Use the data in the following table to configure the VPN tab.

Variable Value
VrfId Specifies the VRF to configure.

Enable Enables route targets to a VRF.

ImportRTList Import RT list is a list of all the route-targets attached to a
particular VRF behaving in the import mode.

SvcLblAllocOpt Specifies the type of service label allocation scheme.
Use perVrf to enable ingress VRF IP FIB lookup for traffic that
arrives from the core network. This scheme reduces the
number of service labels distributed in the VPN network.
Use perVrfperNexthop to enable optimized IP VPN data path
at tunnel exit. This scheme provides higher forwarding
throughput than the perVrf option.

Configuring a PE-to-PE MP-BGP session
Configure an MP-BGP session between two PE nodes, or between a PE node and a route
reflector, to exchange IP VPN routing information. For more information about BGP
configuration on a VRF, see Avaya Ethernet Routing Switch 8800/8600 Configuration — BGP
Services, NN46205-510.

Prerequisites

• You must enable BGP.
• You must determine the neighbor (peer) IP address. You must create the peer before you

configure the session.
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP.

3. Click the Peer Groups tab.

4. Select a configured peer group.

5. For Vpnv4Address, click Insert. The Insert Peer Groups dialog box appears.

6. Click Enable.

7. Click Apply.

Variable definitions
Use the data in the following table to use the Peer Groups tab.

Variable Value
Index Configures a value that corresponds to a

unique entry in the Peer Group Table. The
default value is 1.

GroupName Name of the group you create or edit.

Enable Enables or disable the group. The default
value is disable.

RemoteAs Configures a remote-as for all peer-group
members. Specify an integer value in the
range 0–65535.

DefaultOriginate If enabled, specifies that the current route
originated from the BGP peer. This variable
enables or disables sending the default route
information to the specified neighbor or peer.
The default value is disable.

EbgpMultiHop Enables or disables a connection to a BGP
peer that is more than one hop away from the
local router. The default value is disable.

AdvertisementInterval Specifies the time interval (in seconds)
between each transmission of an
advertisement from a BGP neighbor. Specify
an integer value in the range 1–120 seconds.
The default value is 30 seconds.

Configuring a PE-to-PE MP-BGP session
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Variable Value
KeepAlive Configures the time interval (in seconds)

between transmissions of the local BGP
router keep-alive packets. The keep-alive
packets indicate the enabled status of the
local BGP router to peers. Specify an integer
value in the range 1–21845 seconds. The
default value is 60 seconds.

HoldTime Configures the BGP speaker time interval (in
seconds) for this peer. Specify an integer
value in the range 3–21845 seconds (integer
values 1 and 2 are not valid). The default
value is 180 seconds.

Weight Specifies this peer or peer group weight or
the priority of updates that can be received
from this BGP peer. Specify an integer value
in the range 0–65535 seconds. The default
value is 100.
A weight is a numerical value you can assign
to a path to control the path selection
process. The administrative weight is local to
the router. If you have particular neighbors to
prefer for most traffic, you can assign a high
weight to all routes learned from that
neighbor.

MaxPrefix Configures a limit on the number of routes
that can be accepted from a neighbor. The
default value is 12000 routes. Specify an
integer value in the range 0–2147483647. A
value of 0 indicates that no limit exists to the
number of routes that can be accepted.

NextHopSelf Specifies that the next-hop attribute in an
iBGP update is the address of the local router
or the router that generates the iBGP update.
The default value is cleared (disabled).

RoutePolicyIn Applies an incoming route policy rule to all
routes that are learned from, or sent to, the
local BGP router peers or peer groups. Click
the ellipsis (...) and choose a route policy (if
configured). To cancel an entry, press Ctrl
and click the left mouse button.

RoutePolicyOut Applies an outgoing route policy rule to all
routes that are learned from, or sent to, the
local BGP router peers or peer groups. Click
the ellipsis (...) and choose a route policy (if
configured) from the list in the
RoutePolicyOut dialog box. To cancel an
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Variable Value
entry, press Ctrl and click the left mouse
button.

RouteReflectorClient Specifies this peer or peer group as a route
reflector client. The default value is disable.
All configured peers become members of the
client group and the remaining iBGP peers
become members of the nonclient group for
the local route reflector.

SoftReconfigurationIn Configures the router to relearn routes from
the specified neighbor or group of neighbors
without resetting the connection after the
policy changes in the inbound direction. The
default value is disable.

MD5Authentication Enables or disables message digest 5 (MD5)
authentication. The default value is disable.

RemovePrivateAs If enabled, strips private AS numbers when
sending an update. This feature is especially
useful within a confederation. The default
value is enable.

SendCommunity Enables or disables sending the update
message community attribute to the
specified peer. The default value is disable.

Vpnv4Address Configures BGP address families for IPv4
(BGP) and Layer 3 VPN (MP-BGP) support.
Enable for VPN/VRF routes.

IpvpnLiteCap Enables or disables the IP VPN-Lite feature.
Enable IP VPN-Lite to provide IP VPN in a
routed network without explicit tunnels
between PE devices.

SooAddress Specifies the site-of-origin IP address.

SooASNumber Specifies the ASN for the site of origin for the
BGP peer.

SooAssignedNum Specifies the assigned number required and
the ASN or IP address to configure the site
of origin for the BGP peer.

RouteRefresh Enables or disables automatic refreshing of
the route.

AsOveride Configures the group to replace the
autonomous system number (ASN) of an
incoming route with its own ASN before it
advertises the route. This configuration is

Configuring a PE-to-PE MP-BGP session
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Variable Value
necessary if customer sites belong to the
same AS.

AllowAsIn Specifies the number of times that the local
AS number can exist in the AS-PATH of a
received route.

DefaultOriginateIpv6 Allows a BGP speaker (the local router) to
send the default route to the group of
neighbors as a default route.

Ipv6Cap Enables or disables the IPv6 capability on
the BGP neighbor peer group.

Ipv6RoutePolicyIn Specifies IPv6 route policy name that is
applied to all networks learned from peer
group.

Ipv6RoutePolicyOut Specifies the IPv6 route policy name that is
applied to all outgoing peer group updates.
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Chapter 6: IP VPN-Lite configuration using
Enterprise Device Manager

Use IP Virtual Private Network (VPN)-Lite to support IP VPN in a routed network without explicit tunnels
between provider edge (PE) devices. IP VPN-Lite uses IP encapsulation over an existing IP backbone.

Enabling IP VPN-Lite
Enable IP VPN-Lite to provide IP VPN in a routed network without explicit tunnels between PE
devices.

Prerequisites

• Determine the neighbor (iBGP peer) IP address. You must create the peer before you
configure the session.

• IP VPN-Lite requires that a circuitless IP address (CLIP) matching the RD of each VRF
exists on the switch and that IP VPN-Lite is enabled on the CLIP. The CLIP to RD match
can be an exact match (32 bit) or a subnet match (less than 32 bit). For more information
about enabling IP VPN-Lite on a CLIP, see Avaya Ethernet Routing Switch 8800/8600
Configuration — IP Routing, NN46205-523.

• You cannot configure the BGP router ID in Enterprise Device Manager. You must use the
CLI or the ACLI.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.
2. Click BGP.
3. Click the Peer Groups tab.
4. Select a configured peer group.
5. Click Insert.
6. In the Vpnv4Address box, select enable.

Configuration — IP VPN September 2012     43



7. In the IpvpnLiteCap box, select enable.
8. Click Apply.

Variable definitions
Peer Groups tab

Use the data in the following table to use the Peer Groups tab.

Variable Value
Index Configures a value that corresponds to a

unique entry in the Peer Group Table. The
default value is 1.

GroupName Name of the group you create or edit.

Enable Enables or disable the group. The default
value is disable.

RemoteAs Configures a remote-as for all peer group
members. Specify an integer value in the
range 0–65535.

DefaultOriginate If enabled, specifies that the current route
originated from the BGP peer. This variable
enables or disables sending the default route
information to the specified neighbor or peer.
The default value is disable.

EbgpMultiHop Enables or disables a connection to a BGP
peer that is more than one hop away from the
local router. The default value is disable.

AdvertisementInterval Specifies the time interval (in seconds)
between the transmission of each
advertisement from a BGP neighbor. Specify
an integer value in the range 1–120 seconds.
The default value is 30 seconds.

KeepAlive Configures the time interval (in seconds)
between transmissions of the local BGP
router keep-alive packets. The keep-alive
packets indicate the enabled status of the
local BGP router to peers. Specify an integer
value in the range 1–21845 seconds. The
default value is 60 seconds.

HoldTime Configures the BGP speaker time interval (in
seconds) for this peer. Specify an integer
value in the range 3–21845 seconds (integer
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Variable Value
values 1 and 2 are not valid). The default
value is 180 seconds.

Weight Specifies this peer or peer group weight, or
the priority of updates that can be received
from this BGP peer. Specify an integer value
in the range 0–65535 seconds. The default
value is 100.
A weight is a numerical value you can assign
to a path to control the path selection
process. The administrative weight is local to
the router. If you have particular neighbors to
prefer for most traffic, you can assign a high
weight to all routes learned from that
neighbor.

MaxPrefix Configures a limit to the number of routes
that can be accepted from a neighbor. The
default value is 12000 routes. Specify an
integer value in the range 0–2147483647. A
value of 0 indicates that no limit exists to the
number of routes that can be accepted.

NextHopSelf If selected (enabled), specifies that the next-
hop attribute in an iBGP update is the
address of the local router or the router that
generates the iBGP update. The default
value is cleared (disabled).

RoutePolicyIn Applies an incoming route policy rule to all
routes that are learned from, or sent to, the
local BGP router peers or peer groups. Click
the ellipsis (...) and choose a route policy (if
configured). To cancel an entry, press Ctrl
and click the left mouse button.

RoutePolicyOut Applies an outgoing route policy rule to all
routes that are learned from, or sent to, the
local BGP router peers or peer groups. Click
the ellipsis (...) and choose a route policy (if
configured) from the list in the
RoutePolicyOut dialog box. To cancel an
entry, press Ctrl and click the left mouse
button.

RouteReflectorClient If selected (enabled), specifies this peer or
peer group as a route reflector client. The
default value is disable. All configured peers
become members of the client group and the
remaining iBGP peers become members of
the nonclient group for the local route
reflector.

Enabling IP VPN-Lite
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Variable Value
SoftReconfigurationIn Configures the router to relearn routes from

the specified neighbor or group of neighbors
without resetting the connection after the
policy changes in the inbound direction. The
default value is disable.

MD5Authentication Enables or disables message digest 5 (MD5)
authentication. The default value is disable.

RemovePrivateAs If enabled, strips private AS numbers when
sending an update. This feature is especially
useful within a BGP confederation. The
default value is enable.

SendCommunity Enables or disables sending the update
message community attribute to the
specified peer. The default value is disable.

UpdateSourceInterface Specifies the source IP address to use when
sending BGP packets to this peer or peer
group.

Vpnv4Address Configures BGP address families for IPv4
(BGP) and Layer 3 VPN (MP-BGP) support.
Enable for VPN/VRF routes. The default is
disable.

IpvpnLiteCap Enables or disables the IP VPN Lite feature.
Enable IP VPN-Lite to provide IP VPN in a
routed network without explicit tunnels
between PE devices. The default is disable.

SooAddress Specifies the site-of-origin IP address.

SooASNumber Specifies the ASN for the site of origin for the
BGP peer.

SooAssignedNum Specifies the assigned number required
along with the ASN or IP address to configure
the site of origin for the BGP peer.

RouteRefresh Enables or disables automatic refreshing of
the route. The default is disable.

AsOveride Configures the group to replace the
autonomous system number (ASN) of an
incoming route with its own ASN before it
advertises the route. This configuration is
necessary if customer sites belong to the
same AS. The default is disable.

AllowAsin Specifies the number of times that the local
AS number can exist in the AS-PATH of a
received route.
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Chapter 7: PE-to-CE routing configuration
using Enterprise Device
Manager

Configure the appropriate routing protocols between provider edge (PE) nodes and customer edge (CE)
devices to exchange routing information. You must configure routing protocols for virtual router forwarding
(VRF) for distribution to local VPN sites.

Prerequisites to PE-to-CE routing configuration
• Complete the VRF configuration.

Configuring eBGP between PE and CE nodes
Configure External Border Gateway Protocol (eBGP) for the global router to exchange BGP
routes between a PE node and a CE device.

Prerequisites

• Ensure that at least one PE interface is connected to the CE device.

• The peer group exists before you configure it on the VRF.

• Log on to the required VRF instance.

• Review and understand BGP fundamentals in Avaya Ethernet Routing Switch 8800/8600
Configuration — BGP Services, NN46205-510.

Prerequisites

 Important:
VRFs do not support iBGP peering.
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP.

3. Click the Generals tab.

4. In AdminStatus, select Enable.

5. Click Apply.

6. Perform the necessary configuration for the peer group.

7. Click Apply.

8. Click the Peers tab.

9. Click Insert.

The Insert Peers dialog box appears.

10. Add peers to the previously configured peer group.

11. Click Insert.

12. By default, new peer configuration parameters are disabled. To enable your new
configuration, click the new peer IP address in the Peers tab, and then select enable
from the menu in the Enable column.

13. Click Apply.

Variable definitions
Use the data in the following table to configure the Insert Peer Groups tab.

Variable Value
Index Configures a value that corresponds to a

unique entry in the Peer Group Table. The
default value is 1.

GroupName Name of the group you create or edit.

Enable Enables or disable the group. The default
value is disable.

RemoteAs Configures a remote-as for all peer group
members. Specify an integer value in the
range 0–65535.

DefaultOriginate If enabled, specifies that the current route
originated from the BGP peer. This variable
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Variable Value
enables or disables sending the default route
information to the specified neighbor or peer.
The default value is disable.

EbgpMultiHop Enables or disables a connection to a BGP
peer that is more than one hop away from the
local router. The default value is disable.

AdvertisementInterval Specifies the time interval (in seconds)
between the transmission of each
advertisement from a BGP neighbor. The
default value is 30 seconds. Specify an
integer value in the range 1–120 seconds.

KeepAlive Configures the time interval (in seconds)
between transmissions of the local BGP
router keep-alive packets. The keep-alive
packets indicate the enabled status of the
local BGP router to peers. The default value
is 60 seconds. Specify an integer value in the
range 1–21845 seconds.

HoldTime Configures the BGP speaker time interval (in
seconds) for this peer. The default value is
180 seconds. Specify an integer value in the
range 3–21845 seconds (integer values 1
and 2 are not valid).

Weight Specifies this peer or peer group weight or
the priority of updates that can be received
from this BGP peer. The default value is 100.
Specify an integer value in the range 0–
65535 seconds.
A weight is a numerical value you can assign
to a path to control the path selection
process. The administrative weight is local to
the router. If you have particular neighbors to
prefer for most traffic, you can assign a high
weight to all routes learned from that
neighbor.

MaxPrefix Configures a limit on the number of routes
that can be accepted from a neighbor. The
default value is 12 000 routes. Specify an
integer value in the range 0–2147483647. A
value of 0 (zero) indicates that no limit exists
to the number of routes that can be
accepted.

NextHopSelf If selected (enabled), specifies that the next-
hop attribute in an iBGP update is the
address of the local router or the router that
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Variable Value
generates the iBGP update. The default
value is cleared (disabled).

RoutePolicyIn Applies an incoming route policy rule to all
routes that are learned from, or sent to, the
local BGP router peers, or peer groups. Click
the ellipsis (...) and choose a route policy (if
configured). To cancel an entry, press Ctrl
and click the left mouse button.

RoutePolicyOut Applies an outgoing route policy rule to all
routes that are learned from, or sent to, the
local BGP router peers, or peer groups. Click
the ellipsis (...) and choose a route policy (if
configured) from the list in the
RoutePolicyOut dialog box. To cancel an
entry, press Ctrl and click the left mouse
button.

RouteReflectorClient If selected (enabled), specifies this peer or
peer group as a route reflector client. The
default value is disable. All configured peers
become members of the client group and the
remaining iBGP peers become members of
the nonclient group for the local route
reflector.

SoftReconfigurationIn Configures the router to relearn routes from
the specified neighbor or group of neighbors
without resetting the connection after the
policy changes in the inbound direction. The
default value is disable.

MD5Authentication Enables or disables MD5 authentication for
the peer group.

RemovePrivateAs If enabled, strips private AS numbers when
sending an update. This feature is especially
useful within a confederation. The default
value is enable.

SendCommunity Enables or disables sending the update
message community attribute to the
specified peer. The default value is disable.

UpdateSourceInterface Specifies the source IP address to use when
sending BGP packets to this peer or peer
group.

Vpn4Address Configures BGP address families for IPv4
(BGP) and Layer 3 VPN (MP-BGP) support.
Enable for VPN/VRF routes. The default is
disable.
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Variable Value
IPVNLiteCap Enables or disables the IP VPN Lite feature.

Enable IP VPN-Lite to provide IP VPN in a
routed network without explicit tunnels
between PE devices. The default is disable.

SooAddress Specifies the site-of-origin IP address.

SooASNumber Specifies the ASN for the site of origin for the
BGP peer.

SooAssignedNum Specifies the assigned number required
along with the ASN or IP address to configure
the site of origin for the BGP peer.

SooType Specifies the AS number or IP address for
the site of origin type.

RouteRefresh Enables or disables automatic refreshing of
the route. The default is disable.

AsOveride Configures the group to replace the
autonomous system number (ASN) of an
incoming route with its own ASN before it
advertises the route. This configuration is
necessary if customer sites belong to the
same AS. The default is disable.

AllowAsin Specifies the number of times that the local
AS number can exist in the AS path of a
received route.

Variable definitions
Use the data in the following table to configure the Insert Peers dialog box.

Variable Value
IpAddress Specifies the IP address of the peer to add.

GroupName Name of the group to which the peer belongs.

RemoteAs Configures a remote-as for all peer-group members.
Specify an integer value in the range 0–65535.

RoutePolicyIn Applies an incoming route policy rule to all routes that are
learned from, or sent to, the local BGP router peers, or peer
groups. Click the browse button (...) and choose a route
policy (if configured). To cancel an entry, press Ctrl and
click the left mouse button.

RoutePolicyOut Applies an outgoing route policy rule to all routes that are
learned from, or sent to, the local BGP router peers, or peer
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Variable Value
groups. Click the browse button (...) and choose a route
policy (if configured) from the list in the RoutePolicyOut
dialog box. To cancel an entry, press Ctrl and click the left
mouse button.

DefaultOriginate If enabled, specifies that the current route originated from
the BGP peer. This variable enables or disables sending
the default route information to the specified neighbor or
peer. The default value is disable.

UpdateSourceInterface Specifies the source IP address to use when sending BGP
packets to this peer or peer group.

EbgpMultiHop Enables or disables a connection to a BGP peer that is
more than one hop away from the local router. The default
value is disable.

RemovePrivateAs If enabled, strips private AS numbers when sending an
update. This feature is especially useful within a
confederation. The default value is enable.

NextHopSelf If selected (enabled), specifies that the next-hop attribute
in an iBGP update is the address of the local router or the
router that is generating the iBGP update. The default value
is cleared (disabled).

DebugMask Displays debug information for the specified BGP peer. The
default value is none. Mask choices are as follows:

• none: disables all debug messages

• error: enables display of debug error messages

• packet: enables display of debug packet messages

• event: enables display of debug event messages

• trace: enables display of debug trace messages

• warning: enables display of debug warning messages

• state: enables display of debug state transition
messages

• init: enables display of debug initialization messages

• filter: enables display of debug messages related to
filtering

• update: enables display of debug messages related to
sending and receiving updates

• all: enables all debug messages

AdvertisementInterval Specifies the time interval (in seconds) that transpires
between the transmission of each advertisement from a
BGP neighbor. The default value is 30 seconds. Specify an
integer value in the range 1–120 seconds.
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Variable Value
Weight Specifies this peer or peer group weight, or the priority of

updates that can be received from this BGP peer. The
default value is 100. Specify an integer value in the range
0–65535 seconds.
A weight is a numerical value you can assign to a path to
control the path selection process. The administrative
weight is local to the router. If you have particular neighbors
that to prefer for most traffic, you can assign a higher weight
to all routes learned from that neighbor.

MaxPrefix Configures a limit on the number of routes that can be
accepted from a neighbor. The default value is 12 000
routes. Specify an integer value in the range 0–
2147483647. A value of 0 (zero) indicates that no limit
exists to the number of routes that can be accepted.

SoftReconfigurationIn Configures the router to relearn routes from the specified
neighbor or group of neighbors without resetting the
connection after the policy changes in the inbound
direction. The default value is disable.

SendCommunity Enables or disables sending the update message
community attribute to the specified peer. The default value
is disable.

Vpnv4Address Configures BGP address families for IPv4 (BGP) and Layer
3 VPN (MP-BGP) support. Enable for VPN/VRF routes.

IpvpnLiteCap Enables or disables the IP VPN Lite feature. Enable IP
VPN-Lite to provide IP VPN in a routed network without
explicit tunnels between PE devices.

SooAddress Specifies the site of origin IP address.

SooASNumber Specifies the ASN for the site of origin for the BGP peer.

SooAssignedNum Specifies the assigned number required along with the
ASN or IP address to configure the site of origin for the BGP
peer.

RouteRefresh Enables or disables automatic refreshing of the route.

AsOveride Configures the group to replace the autonomous system
number (ASN) of an incoming route with its own ASN
before advertising the route. This configuration is
necessary if customer sites belong to the same AS.

AllowAsin Specifies the number of times that the local AS number can
exist in the AS-PATH of a received route.

Configuring eBGP between PE and CE nodes
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Configuring AS override between PE and CE nodes
Configure AS override for a BGP group to ensure that the PE node replaces the autonomous
system number (ASN) of an incoming route with its own ASN before it advertises the route.
This configuration is necessary if customer sites belong to the same AS.

By default, BGP discards routes received from peers in the same AS to avoid routing loops.
With AS override enabled, the PE node replaces the peer AS in an incoming route
advertisement with its own AS before it advertises the route to remote VPN sites.

If the AS number is in the private range (64512 to 65534), you can configure the remove-
private-as statement (on the remote VRF) to suppress the peer AS number.

Prerequisites

• Configure an eBGP session between the PE node and CE device.

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP. The BGP VRF dialog box appears for the current VRF with the Generals
tab displayed.

3. Click the Peer Groups tab.

4. Click Insert.

The Insert Peer Groups dialog box appears.

5. Click AsOverride select enable.

6. Click Insert.

7. Click Apply.

Configuring site of origin between PE and CE nodes
Configure a site of origin to identify from which site the PE router learns a route. Specify the
site of origin in one of two formats: AS number:assigned number or IPv4 address:assigned
number.
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Prerequisites

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP. The BGP VRF dialog box appears for the current VRF with the Generals
tab displayed.

3. Click the Peer Groups tab.

4. Click Insert.

Insert Peer Groups dialog box appears.

5. In the SooAddress box, type IP address.

6. In the SooAsNumber box, type AS number.

7. In the SooAssignedNum box, type the assigned number.

8. Click Insert.

9. Click Apply.

Configuring allow AS in
Specify the number of times that the local AS number can exist in the AS-PATH of a received
route. If the AS number occurs more than the specified number of times, BGP discards the
route.

Configuring allow AS in
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Prerequisites

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP. The BGP VRF dialog box appears for the current VRF with the Generals
tab displayed.

3. Click the Peer Groups tab.

4. Click Insert.

The Insert Peer Groups dialog box appears.

5. In the AllowAsIn, type a number from 0 to 10.

6. Click Insert.

7. Click Apply.

Configuring remove private AS
Configure the remove private AS to remove private or reserved AS numbers from BGP
outbound updates. The set of AS numbers from 64512 to 65534 are reserved for private use.
After BGP updates cross the boundary of an AS that uses a private AS number, the boundary
router in that AS strips the private AS number to prevent advertising it to other peers.

Prerequisites

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP. The BGP VRF dialog box appears for the current VRF with the Generals
tab displayed.
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3. Click the Peer Groups tab.

4. Click Insert.

The Insert Peer Groups dialog box appears.

5. In RemovePrivateAs box, select enable.

6. Click Insert.

7. Click Apply.

Configuring OSPF between PE and CE nodes
Configure OSPF on an interface that connects to a CE device to exchange route information
between the PE node and a customer site. Configure the status of OSPF, create an interface,
and apply a route policy for redistribution.

Prerequisites

• Log on to the required VRF instance.

• Review and understand OSPF fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — OSPF and RIP (NN46205-522).

• You must also create OSPF redistribution for the VRF that redistributes BGP-learned
routes into OSPF. The PE node advertises routes learned over MP-BGP from remote
VPN sites as OSPF external routes (Type 5 or Type 7 LSAs) to the attached CE device.

• Create an OSPF instance on the VRF.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click OSPF. The OSPF VRF dialog box appears for the current VRF with the
General tab displayed.

3. In AdminStat box, select enabled.

4. Click Apply.

5. Click the Interfaces tab.

6. Click Insert.

The Insert Interfaces dialog box appears.
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7. In the IP Address box, click [...] button. The IP Address dialog box appears.

8. Select the IP address of the interface.

9. In the AreaId box, click [...] button.

The AreaId dialog box appears.

10. Select the area ID and click Ok.

11. Click Insert.

12. Click the Redistribute tab.

13. Click Insert.

The Insert Redistribute dialog box appears.

14. In RouteSource box, select bgp.

15. In the Enable box, select enable to enable redistribution.

16. In RoutePolicy box, select [...] button.

The RoutePolicy dialog box appears.

17. Enter the route policy and click Ok.

18. In the Metric box, type a value to configure the OSPF route redistribution metric.

19. Configure the MetricType and Subnets parameters as required.

20. Click Insert.

21. Click Apply.

Variable definitions
Use the data in the following table to configure the Insert Redistribute dialog box.

Variable Value
RouteSource Specifies the route source protocol for the

redistribution entry.

Enable Enables (or disables) an OSPF redistribute
entry for a specified source type.

RoutePolicy Configures the route policy name to use for
the detailed redistribution of external routes
from a specified source into an OSPF
domain. Click the ellipsis (...) and choose
from the list in the Route Policy dialog box.
To clear an entry, press the ALT key.

Metric Configures the OSPF route redistribution
metric for basic redistribution. The value can
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Variable Value
be a range from 0–65535. If configured as 0,
the original cost of the route is used.

MetricType Configures the OSPF route redistribution
metric type. The default is Type 2. The cost
of a Type 2 route is the external cost,
regardless of the interior cost. A Type 1 cost
is the sum of both the internal and external
costs.

Subnets Permits or suppresses external subnet route
advertisements during redistribution into an
OSPF domain.

Configuring RIP between PE and CE nodes
Configure RIP on a customer-facing interface to exchange route information between a PE
node and a CE device.

Prerequisites

• Log on to the required VRF instance.

• Review and understand RIP fundamentals in Avaya Ethernet Routing Switch 8800/8600
Configuration — OSPF and RIP, NN46205-522.

• You must also create an export policy for the VRF that redistributes BGP-learned routes
into RIP to ensure that the PE node advertises routes learned from remote VPN sites
(over MP-BGP sessions between PE nodes) to the attached CE device.

• Create a RIP instance on the VRF.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click RIP. The RIP VRF dialog box for the current VRF appears with the Globals
tab displayed.

3. In Operation box, select enable.

4. Click Apply.

5. Click the Redistribute tab.
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6. Click Insert.

The Insert Redistribute dialog box appears.

7. In RouteSource, select bgp.

8. To enable redistribution, select enable.

9. Select the route policy.

10. Configure the Metric.

11. Click Insert.

12. Click Apply.

Variable definitions
Use the data in the following table to configure the Insert Redistribute dialog box.

Variable Value
RouteSource Specifies the route source protocol for the redistribution entry.

Enable Enables (or disables) a RIP redistribute entry for a specified
source type.

RoutePolicy Configures the route policy name to use for the detailed
redistribution of external routes from a specified source into a
RIP domain. Click the ellipsis (...) and choose from the list in
the Route Policy dialog box. To clear an entry, press the ALT
key.

Metric Configures the RIP route redistribution metric for basic
redistribution. The value can be a range 0–65535. If configured
as 0, the original cost of the route is used.

Configuring a static route between PE and CE nodes
Configure a static route for the VRF to explicitly define the next hop for a particular destination
(that is, a CE device). The static route destination can be an IPv4 address.
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Prerequisites

• To configure a static route for a VRF instance, first select the appropriate VRF instance.

• Review and understand static routing fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — IP Routing(NN46205-522).

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IP. The IP dialog box appears with the Globals tab displayed.

3. Click the Static Routes tab.

4. Click Insert.

The Insert Static Routes dialog box appears.

5. In the OwnerVrfId box, click the [...] button.

The OwnerVrfId dialog box appears.

6. Select a owner VRF ID of the static route and click Ok.

7. In the Dest box, type the IP address.

8. In the Mask box, type the mask.

9. In the NextHop box, type the IP address of the router through which the specified
route is accessible.

10. In the NextHopVrfId box, click the [...] button.

The NextHopVrfId dialog box appears.

11. Select the VRF ID if you configure an interVRF static route and click Ok.

12. Select enable.

13. In the Metric box, type the hop or metric value.

14. In the Preference box, type the route preference.

15. Select the LocalNextHop option if you create Layer 3 static routes.

16. Click Insert.

The new route appears in the Static Routes tab.

Configuring a static route between PE and CE nodes
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Variable definitions
Use the data in the following table to configure the Insert Static Routes dialog box.

Variable Value
OwnerVrfId Configures the owner VRF ID of the static route. This field is

present if do not select the VRF instance.

Dest Configures the destination IP address of this route. An entry
with a value of 0.0.0.0 is considered a default route. Multiple
routes to a single destination can appear in the table, but
access to such multiple entries depends on the table-access
mechanisms defined by the network management protocol in
use.

Mask Indicates that a logical AND is performed with the mask and
the destination address before the sum is compared to the
value in the Dest box.

NextHop Configures the IP address of the next hop of this route. In the
case of a route bound to an interface realized through a
broadcast media, the value of this variable is the IP address of
the agent on that interface.

NextHopVrfId Indicates the next hop VRF ID in inter-VRF static-route
configuration.

Enable Enables the static route.

Metric Configures the primary routing metric for this route.

Preference Indicates the route preference of this entry in the range 1–255.
If the switch can use more than one route to forward IP traffic,
it selects the route that uses the highest preference. The higher
the number, the higher the preference.

LocalNextHop Indicates that the static route becomes active only if the switch
uses a local route to the network. If cleared, this variable
indicates that the static route becomes active if the switch uses
a local route or dynamic route.
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Chapter 8: IP VPN configuration options
using Enterprise Device
Manager

Most IP Virtual Private Network (VPN) parameters use default values. However, you can change these
values as necessary. Perform the procedures in this chapter to customize your IP VPN configuration.

Prerequisites for IP VPN configuration
• Complete basic IP VPN configuration.

• Complete PE-to-CE routing configuration.

Configuring BGP inbound route filtering
You can configure BGP inbound route filtering on the global routing engine (GRE) to reduce
BGP update messaging after you configure new VPNs (that is, new route targets) on the
node.

By default, the GRE discards incoming VPN routes that do not match at least one locally
configured route target; however, routes are only discarded if the route refresh capability is
negotiated with the peer. If the PE node later becomes a member of one of these VPNs, the
switch must relearn the information it previously discarded by triggering a route refresh request
to its peers.
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Prerequisites

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP. The BGP VRF dialog box appears for the current VRF with the Generals
tab displayed.

3. In the MaxEqualcostRoutes box, type the maximum number of routes for remote
VPN destinations.

4. Click Apply.

Configuring ECMP support for VPN routes
Configure the number of equal cost multi path (ECMP) routes that the VRF can learn from
remote PE routers and route reflectors to allow the system to distribute IP VPN traffic across
multiple paths.

Prerequisites

• ECMP must be enabled in the VRF.

However, you should not enable ECMP in BGP and in IP in a VRF when support for ECMP
VPN routes in the VRF is not required.

• Log on to the required VRF instance.

Procedure steps

1. In the Device Physical View tab, select a port.

2. In the navigation tree, open the following folders: Configuration > IP.

3. Click IP. The IP VRF dialog box for the current VRF appears with the Globals tab
displayed.

IP VPN configuration options using Enterprise Device Manager
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4. In the EcmpMaxPath box, type a maximum number of ECMP routes for remote
VPN destinations.

5. Click Apply.

Configuring the route limit for a VRF
Configure the maximum number of routes to store in the VRF routing table to conserve memory
use. You can specify a range from 0 to 250000.

Prerequisites

• Review and understand routing option fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — IP Routing, NN46205-523.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click VRF.

3. Locate the row for the VRF you want to configure.

4. Double click on the Max route variable and change the value for that particular
row.

Disabling IP VPN on a VRF
Administratively disable IP VPN on a VRF to remove it from service for troubleshooting
purposes or if you need to change the route distinguisher. You still preserve all current
configuration information.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click IP-VPN. The IP-VPN dialog box appears with the RouteTarget tab
displayed.

Configuring the route limit for a VRF
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3. Click the VPN tab.

4. Locate the row for the VRF you want to disable.

5. Click the box in the Enable column to disable IP-VPN.

6. Click Apply.

Configuring policies using extended communities
Configure policies using extended communities to include one or more communities in the
policy.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click Policy. The Policy - GlobalRouter (vrf 0) tab appears with the Prefix List tab
displayed.

3. Click the Ext Community List tab.

4. Click Insert.

The Insert Ext Community List dialog box appears.

5. Complete the required configurations.

6. Click Insert.

7. Reference the extended community list ID in a policy.

Variable definitions
Use the data in the following table to configure the Insert Ext Community List dialog box.

Variable Value
Id Assigns an ID to the list.

MemberId Configures the member ID for the extended community list to add.
Define each member by specifying one or more member ID values
and as-num:assigned-num or ipaddress:assigned-num {<as-
num:assigned-num|ipaddr:assigned-num>} where AS num is from
0–65535.

RTAddress Specifies the extended community IP address for the route target
type entry.
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Variable Value
RTAsNumber Specifies the extended community AS number for the route-target

type entry.

RTAssignedNum Specifies the extended community assigned number for the route
target type entry.

SooAddress Specifies the extended community IP address for the site-of-origin
entry type.

SooAsNumber Specifies the extended community AsNumber for the site-of-origin
entry type.

SooAssignedNum Specifies the extended community assigned number for the site-of-
origin entry type.

VrfId Specifies the VRF ID for the extended community access list.

Configuring VRF level policies
Configure VRF level policies to define a set of criteria that must be satisfied for routes received
from remote PEs before they can enter the BGP route selection process. After you apply the
BGP policy to the BGP configured in the VRF, either global BGP in the VRF or on eBGP
neighbors in the VRF, the policy works on the routes received for that VRF through either MP-
BGP or eBGP.

Prerequisites

• Create a VRF.

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click Policy. The Policy VRF tab for the current VRF appears with the Prefix List
tab displayed.

3. Click the Route Policy tab.

4. Click Insert.

The Insert Route Policy dialog box appears.

5. In the Id box, specify an ID value.

Configuring VRF level policies
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6. In SequenceNumber box, specify a sequence value.

7. In Name box, type a name for the policy.

8. Select the enable check box.

9. Select one or more actions.

10. Select one or more match conditions.

11. Click Insert.

Variable definitions
Use the data in the following table to configure the Insert Route Policy dialog box.

Variable Value
Id The ID of an entry in the Prefix list table.

SequenceNumber A second index used to identify a specific policy within a route
policy group.

Name Used to create a policy or to rename a policy. This command
changes the name for all sequence numbers under the policy.

Enable Indicates whether this policy sequence number is enabled or
disabled. If disabled, BGP ignores the policy sequence
number.

Mode Specifies the action to take when you select a policy for a
specific route. Select permit (allow the route) or deny (ignore
the route).

MatchProtocol Select the appropriate protocol. If configured, the switch
matches the protocol through which the route is learned. This
variable is used only for RIP announce.

MatchNetwork If configured, the switch matches the destination network
against the contents of the specified prefix list.
Click the ellipsis button and choose from the list in the
MatchNetwork dialog box. You can select up to four entries. To
clear an entry, press the ALT key.

MatchIpRouteSource If configured, matches the next-hop IP address for RIP routes
and advertising router IDs for OSPF routes against the contents
of the specified prefix list. All other route types ignore this
option.
Click the ellipsis button and choose from the list in the Match
Route Source dialog box. You can select up to four entries. To
clear an entry, press the ALT key.

MatchExtendedPref Associates extended ACL (access control list) with the route
policy. You can associate one or multiple extended ACLs.
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Variable Value
MatchNextHop If configured, matches the next-hop IP address of the route

against the contents of the specified prefix list. This variable
applies only to nonlocal routes.
Click the ellipsis button and choose from the list in the Match
Next Hop dialog box. You can select up to four entries. To clear
an entry, press the ALT key.

MatchInterface If configured, the switch matches the IP address of the interface
by which the RIP route was learned against the contents of the
specified prefix list. Use this variable for RIP routes and ignore
for all other type of route.
Click the ellipsis button and choose from the list in the Match
Interface dialog box. You can select up to four entries. To clear
an entry, press the ALT key.

MatchRouteType Configures a specific route-type to be matched (applies only to
OSPF routes).
Externaltype1 and Externaltype2 specify the OSPF routes of
the specified type only. OSPF internal refers to intra- and
interarea routes.

MatchMetric If configured, the switch matches the metric of the incoming
advertisement or existing route against the specified value (1–
65535). If 0, the switch ignores this variable. The default is 0.

MatchAsPath Applies to BGP protocol only. Matches the BGP autonomous
system path. This value overrides the BGP neighbor filter list
information.

MatchCommunity Applies to BGP protocol only. Use this variable to filter incoming
and outgoing updates based on a community list.

MatchCommunityExtract Applies to BGP protocol only. If enabled, it indicates the match
to exact (that is, all of the communities specified in the path must
match). The default is disable.

MatchTag Applies to BGP protocol only. Specifies a list of tags used during
the match criteria process. It contains one or more tag values.

MatchVrf Specifies one or more VRF IDs used for the match criteria.

NssaPbit Configures or resets the P bit in specified Type 7 link state
advertisement (LSA). By default, the P bit is always set in case
the user configured it to a disable state for a particular route
policy other than all Type 7. LSAs associated with that route
policy use a cleared P-bit. With this intact, not so stubby area
(NSSA) area border router (ABR) does not translate these LSAs
to Type 5. The default is disable.

SetRoutePreference Configure the preference greater than zero to specify the route
preference value to be assigned to the routes that matches this
policy. This applies to Accept policies only.

Configuring VRF level policies
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Variable Value
Configure a value from 0–255. The default value is 0. If you
configure to the default value, the policy uses the global
preference value.

SetMetricTypeInternal Configure the MED value for routes advertised to BGP numbers
to the Interior Gateway Protocol (IGP) metric value. The default
is 0.

SetMetric If configured, the switch sets the metric value for the route while
announcing or redistributing. The default-import-metric is 0. If
you use the default, the original cost of the route is advertised
into OSPF; for RIP, the original cost of the route or the default
value is used.

SetMetricType Applies to OSPF protocol only. If configured, sets the metric
type for the routes to be announced into the OSPF routing
protocol that matches this policy. The default is Type 2. This
variable applies only to OSPF announce policies.

SetNextHop Applies to BGP protocol only. This address is the IP address of
the next-hop router. Distance Vector Multicast Routing Protocol
(DVMRP) routes ignore this address. The default is 0.0.0.0

SetInjectNetList If configured, the switch replaces the destination network of the
route that matches this policy with the contents of the specified
prefix list. Click the ellipsis button and choose from the list in the
Set Inject NetList dialog box.

SetMask Applies to RIP protocol only. If configured, the switch sets the
mask of the route that matches this policy. This applies only to
RIP accept policies.

SetAsPath Applies to BGP protocol only. Indicates the AS path value to
use.

SetAsPathMode Applies to BGP protocol only. The mode is either Tag or Prepend
tag. This variable converts the tag of a route into AS path.

SetAutomaticTag Applies to BGP protocol only. Default is disable.

SetCommunityNumber Applies to BGP protocol only. This value can be a number (1–
42949672000) or no-export or no-advertise. Applicable to BGP
advertisements.

SetCommunityMode Applies to BGP protocol only. This value can be one of the
following:

• Unchanged—Keep the community attribute in the route
path.

• None—Remove the community in the route path additive.

• Append—Add the community number specified in
SetCommunityNumber to the community list attribute.

The default is unchanged.
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Variable Value
SetOrigin Applies to BGP protocol only. Configure to IGP, EGP,

incomplete, or unchanged. If you do not configure this value,
the system uses the route origin from the IP routing table
(protocol). The default is unchanged.

SetLocalPref Applies to BGP protocol only. This value is used during the route
decision process in the BGP protocol.The default is 0.

SetOriginEgpAs Applies to BGP protocol only. Indicates the remote autonomous
systems number. The default is 0.

SetWeight Applies to BGP protocol only. You must configure this variable
with the match as-path condition. This variable is the weight
value for the routing table. For BGP, this value overrides the
weight configured through the NetworkTableEntry,
FilterListWeight, or NeighborWeight. The default is 0.

SetTag Configures the tag of the destination routing protocol. If not
specified forward the tag value in the source routing protocol.
Value 0 indicates not set.

Configuring eBGP PE-CE peer level policies
Apply a route policy rule to all routes that are learned from, or sent to, the local BGP router
peers or peer groups.

Prerequisites

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click BGP. The BGP VRF dialog box for the current VRF appears with the Generals
tab displayed.

3. In IP-VPN,RouteRefresh box, enable or disable the route refresh feature.

4. In the RoutePolicyIn box, type the name of a route policy to apply to incoming
updates.

Configuring eBGP PE-CE peer level policies
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5. In the RoutePolicyOut box, type the name of a route policy to apply to outgoing
updates.

6. Click Apply.

Configuring MP-BGP peer level policies
Create multiprotocol BGP (MP-BGP) policies to configure route leaking between VRFs and
the Global Routing Engine (GRE) VRF 0. These policy configurations are specific to VRFs with
IP VPN enabled.

Prerequisites

• Log on to the required VRF instance.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.

2. Click Policy. The Policy VRF tab for the current VRF appears with the Prefix List
tab displayed.

3. Click the IPVPN tab.

4. Click Insert.

5. Assign an ID and sequence number to the policy.

6. Type a name for the policy.

7. Specify match and set conditions.

8. Click Apply.

Variable definitions
Use the data in the following table to configure the Policy, Insert IPVPN dialog box.

Variable Value
Id Specifies the ID of an entry in the Prefix list

table.
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Variable Value
SequenceNumber Specifies a second index used to identify a

specific policy within a route policy group.

Name Assigns a name to the policy.

MatchVrf Identifies which source VRFs leak routes to
VRF 0.

MatchExtCommunity Filters incoming and outgoing updates based
on communities.

SetExtCommunity Configures the extended community string.

SetExtCommunityMode Configures the extended community mode
as one of the following:

• Unchanged—Keep the community
attribute in the route path.

• Overwrite—Replace the old community
number with the specified new
community.

• Append—Add the community number
specified in SetCommunityNumber to the
community list attribute.

The default is unchanged.

MatchLocalPref Matches the local prefix value.

Configuring MP-BGP peer level policies
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Chapter 9: IP VPN basic configuration
using the CLI

For IP Virtual Private Network (VPN) basic configuration, you must configure a VRF on each provider
edge (PE) node to isolate VPN traffic, and then configure MP-BGP sessions between PE nodes to
advertise routing and label information. You must also configure at least one routing protocol between the
PE node and attached customer edge (CE) devices for route distribution to customer sites.

For IP VPN configuration examples, see the Technical Configuration Guide for IP VPN. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Job aid: Roadmap of IP VPN basic CLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 1: Job aid: Roadmap of IP VPN basic CLI commands

Command Parameter
config ethernet <slot/port> vrf <vrfName>

config ip bgp neighbor <nbr_ipaddr|peer-
group-name>

address-family vpnv4 {enable|disable}

ipvpn-lite-capability {enable|disable}

config ip vrf <vrfName> alternative-route {enable|disable}

create [id <value>]

default-ttl <seconds>

delete

ecmp {enable|disable}

ecmp-1-pathlist prefix-list-name

ecmp-2-pathlist prefix-list-name

ecmp-3-pathlist prefix-list-name

ecmp-4-pathlist prefix-list-name

ecmp-max-path <integer>
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Command Parameter
ecmp-pathlist-apply

icmp-redirect-msg {enable|disable}

icmp-unreach-msg {enable|disable}

info

ip-supernet {enable|disable}

max-routes <max-routes>

max-routes-trap {enable|disable}

more-specific-non-local-route {enable|
disable}

name <name>

vrf-trap {enable|disable}

config ip vrf <vrfName> ipvpn create

disable

enable

info

rd {<as-num>:<assigned-num>|
<ipaddr>:<assigned-num>}

rt <add|remove> <import|export|both> {<as-
num>:<assigned-num>|<ipaddr>:<assigned-
num>}

service-label-alloc-option {per-vrf|per-vrf-per-
nexthop}

config vlan <vlan-id> vrf <vrfName>

Creating a VRF
Create one or more VRFs for each VPN that the PE node handles to isolate the traffic.
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Prerequisites

• Establish an iBGP connection between the two PE devices.

Procedure steps

1. Create a VRF:

config ip vrf <vrfName> create [id <value>]

2. Configure the remaining parameters as required.

Variable definitions
Use the data in the following table to use the config ip vrf create command.

Variable Value
alternative-route {enable|disable} Enables or disables the alternative route

feature.

[id <value>] Assigns an ID from 1–255. If you do not
specify a VRF ID, the system automatically
generates one using the lowest available ID.
The ID must be valid and available for use.

default-ttl <seconds> Configures the default time-to-live for the
VRF.

delete Deletes a VRF instance.

ecmp {enable|disable} Enables or disables Equal Cost MultiPath
(ECMP) for the VRF.

ecmp-1-pathlist prefix-list-name Configures a prefix list to specify routes with
one ECMP path. Specify a prefix list name to
specify routes with many ECMP paths.

ecmp-2-pathlist prefix-list-name Configures a prefix list to specify routes with
two ECMP paths. Specify a prefix list name
to specify routes with more than two ECMP
paths.

ecmp-3-pathlist prefix-list-name Configures a prefix list to specify routes with
three ECMP paths. Specify a prefix list name
to specify routes with more than three ECMP
paths.

Creating a VRF
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Variable Value
ecmp-4-pathlist prefix-list-name Configures a prefix list to specify routes with

four ECMP paths. Specify a prefix list name
to specify routes with more than four ECMP
paths.

ecmp-max-path <integer> Defines the maximum number of ECMP
paths. The maximum number is from 1–8.

ecmp-pathlist-apply Applies changes to all ECMP path list
configurations.

icmp-redirect-msg {enable|disable} Enables or disables the ability to send ICMP
destination redirect messages.

icmp-unreach-msg {enable|disable} Enables or disables the ability to send ICMP
destination unreachable messages.

info Shows current level parameter settings and
next level directories.

ip-supernet {enable|disable} Enables or disables the switch supernet IP
route with a netmask less than 8 bits.

max-routes <max-routes> Specifies the maximum number of routes
allowed for the VRF from 0–250000.

max-routes-trap {enable|disable} Enables the generation of the VRF maximum
routes exceeded traps.

more-specific-non-local-route {enable|
disable}

Enables or disables inserting additional
specific nonlocal routes into the routing
table.

name <name> Renames the VRF instance.

vrf <WORD 0–64> Creates a new VRF instance by assigning a
name from 1–64 characters. Valid characters
include letters, numbers, the hyphen (-), and
the underscore (_). VRF names are not case-
sensitive.

vrf-trap {enable|disable} Enables or disables the generation of the
VrfUp and VrfDown traps.

Example of creating a VRF
Procedure steps

Create a VRF by assigning a name:
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ERS-8610:5# config ip vrf <vrfname> create

Creating an IP VPN instance in the VRF
Create an IP VPN instance in the VRF before you enable the IP VPN for VPN
communications.

Procedure steps

Create an IP VPN instance in the VRF by using the following command.

config ip vrf <vrfName> ipvpn create

Variable definitions
Use the data in the following table to use the config ip vrf <vrfName> ipvpn create
command.

<vrfName> Specifies the name of the VRF instance.

Configuring a route distinguisher
Configure a unique route distinguisher to create globally unique VPN addresses.

Prerequisites

• You must configure the local AS number. For more information, see Avaya Ethernet
Routing Switch 8800/8600 Configuration — BGP Services, NN46205-510.

• Create an IP VPN instance in the VRF. See Creating an IP VPN instance in the VRF on
page 79.

Creating an IP VPN instance in the VRF
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Procedure steps

Configure the route distinguisher by using the following command:

config ip vrf <vrfName> ipvpn rd {<as-num>:<assigned-num> |
<ipaddr>:<assigned-num>}

Variable definitions
Use the data in the following table to use the config ip vrf <vrfName> ipvpn rd
command.

rd {<as-num>:<assigned-num> |
<ipaddr>:<assigned-num>}

Specifies the route distinguisher (RD). Each
VRF instance must use a unique route
distinguisher. The route distinguisher is a 6-
byte value that can be encoded in one of the
following ways:

• Type 0:<as-num>:<assigned-num>
as-num is the assigned autonomous system
(AS) number of the PE in the range 0–65535;
assigned-num is an assigned 4-byte value in
the range 0–2147483647.

• Type 1:<ipaddr>:<assigned-num>
ipaddr is an IPv4 address in the assigned
prefix range of the PE; assigned-num is an
assigned 2-byte value in the range 0–65535

 Important:
You must administratively disable the IP
VPN before you modify an existing route
distinguisher configuration.

<vrfName> Specifies the name of the VRF instance.

Enabling IP VPN on a VRF
Enable IP VPN to configure VPN communications.

For information about enabling IP VPN-Lite by using the CLI, see Enabling IP VPN-Lite on
page 89.
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Prerequisites

• You must create the VRF (see Creating a VRF on page 76).

• You must create an IP VPN instance in the VRF. See Creating an IP VPN instance in the
VRF on page 79.

• You must specify a unique route distinguisher to create globally unique VPN addresses.
See Configuring a route distinguisher on page 79.

Procedure steps

1. Enable IP VPN on a VRF:

config ip vrf <vrfName> ipvpn enable

2. Create route targets for import and export.

Variable definitions
Use the data in the following table to use the config ip vrf ipvpn command.

Variable Value
create Creates a new VRF instance.

delete Deletes a new VRF instance.

disable Disables the IP VPN feature on the VRF.

enable Enables the IP VPN feature on the VRF.

info Shows current level parameter settings and next level
directories.

rd <as-num:assigned-num|
ipaddr:assigned-num>

Configures IPVPN route-distinguisher configuration
command.

rt <add|remove> <import|
export|both> <as-
num:assigned-num|
ipaddr:assigned-num>

Configures IPVPN route-target configuration command.

service-label-alloc-option
<per-vrf|per-vrf-per-
nexthop>

Configures IPVPN service-label-alloc-option configuration
command.

Enabling IP VPN on a VRF
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Configuring one route target for import and export
Configure one route target to define a single set of routes for import and export on the VRF. If
you configure a single route target for the VRF, the VRF exports all local routes.

Prerequisites

• You must create the VRF (see Creating a VRF on page 76).

• You must create an IP VPN instance in the VRF. See Creating an IP VPN instance in the
VRF on page 79.

• You must specify a unique route distinguisher to create globally unique VPN addresses.
See Configuring a route distinguisher on page 79.

Procedure steps

Specify a single route target for import and export on the VRF using the following
command:

config ip vrf <vrfName> ipvpn rt add both {<as-num>:<assigned-
num>|<ipaddr>:<assigned-num>}

Variable definitions
Use the data in the following table to use the config ip vrf ipvpn rt command.

Variable Value
rt <add|remove> <import|export|both>
{<as-num>:<assigned-num> |
<ipaddr>:<assigned-num>}

Defines one or more import or export policies
that must be met for routes received from
remote PEs to be installed into the VRF routing
table and for routes from the VRF routing table
to be redistributed to remote PEs.
The route target is a 6-byte value that can be
encoded in one of the following ways:

• Type 0:<as-num>:<assigned-num>
as-num is the assigned autonomous system
(AS) number of the PE in the range 0–65535;
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Variable Value

assigned-num is an assigned 4-byte value in
the range 0–2147483647.

• Type 1:<ipaddr>:<assigned-num>
ipaddr is an IPv4 address in the assigned
prefix range of the PE; assigned-num is an
assigned 2-byte value in the range 0–
65535.

<vrfName> Specifies the name of the VRF instance.

Configuring separate route targets as import or export
Configure separate route targets to define a set of routes for import or export on the VRF.

Prerequisites

• You must create the VRF (see Creating a VRF on page 76).

• You must create an IP VPN instance in the VRF. See Creating an IP VPN instance in the
VRF on page 79.

• You must specify a unique route distinguisher to create globally unique VPN addresses.
See Configuring a route distinguisher on page 79.

Procedure steps

1. Specify a single route target for import or export on the VRF by using the following
command:

config ip vrf <vrfName> ipvpn rt add <import|export|both>
{<as-num>:<assigned-num>|<ipaddr>:<assigned-num>}

2. Repeat step 1 for each route target.

Variable definitions
Use the data in the following table to use the config ip vrf <vrfName> ipvpn rt add
command.

Configuring separate route targets as import or export
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Variable Value
rt <add|remove> <import|export|both>
{<as-num>:<assigned-num>|
<ipaddr>:<assigned-num>}

Defines one or more import or export policies
that must be met for routes received from
remote PEs to be installed into the VRF routing
table and for routes from the VRF routing table
to be redistributed to remote PEs.
The route target is a 6-byte value that can be
encoded in one of the following ways:

• Type 0:<as-num>:<assigned-num>
as-num is the assigned autonomous system
(AS) number of the PE in the range 0–65535;
assigned-num is an assigned 4-byte value in
the range 0–2147483647.

• Type 1:<ipaddr>:<assigned-num>
ipaddr is an IPv4 address in the assigned
prefix range of the PE; assigned-num is an
assigned 2-byte value in the range 0–
65535.

<vrfName> Specifies the name of the VRF instance.

Assigning an interface to a VRF
Assign an interface to the VRF to enable data path traffic between the PE node and the CE
node. Assign an interface to the VRF by creating the IP interface on a VLAN or brouter port in
the VRF context.

The IP address must be unique within a VRF. However, two VLANs or brouter ports can use
the same address if they are assigned to different VRFs.

Prerequisites

• The VRF exists.

Procedure steps

1. Assign a VLAN interface to the VRF by using the following command:

config vlan <vlan-id> vrf <vrfName>

2. Assign a brouter port to the VRF by using the following command:
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config ethernet <slot/port> vrf <vrfName>

Variable definitions
Use the data in the following table to use the config vlan and config ethernet
commands.

Variable Value
<slot/port> Specifies the slot and port number to

associate with the VRF.

<vlan-id> Specifies the VLAN ID associated with the
port.

<vrfName> Specifies the name of the VRF instance to
associate with the VLAN or port.

Configuring the service label allocation option for a VRF
Configure the service label allocation scheme for locally generated service labels on routes
that are exported from a VRF to remote PEs.

Prerequisite

• Disable IP VPN on the VRF.

Procedure steps

Configure the service label allocation by using the following command:

config ip vrf <vrfName> ipvpn service-label-alloc-option {per-
vrf|per-vrf-per-nexthop}

Variable definitions
Use the data in the following table to use the config ip vrf <vrfName> ipvpn
service-label-alloc-option command.

Configuring the service label allocation option for a VRF
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Variable Value
service-label-alloc-option {per-vrf|per-vrf-per-
nexthop}

Configures the service label allocation
scheme for locally generated service
labels on routes that are exported from the
VRF to remote PEs.
Use per-vrf to enable ingress VRF IP
forwarding information base (FIB) lookup
for traffic that arrives from the core
network. This scheme reduces the
number of service labels distributed in the
VPN network.
Use per-vrf-per-nexthop to
enable optimized IP VPN data path at
tunnel exit. This scheme provides higher
forwarding throughput than the per-vrf
option.

<vrfName> Specifies the name of the VRF instance.

Configuring a PE-to-PE MP-BGP session
Configure an MP-BGP session between two PE nodes, or between a PE node and a route
reflector, to exchange IP VPN routing information. For detailed information about configuring
BGP on a VRF, see Avaya Ethernet Routing Switch 8800/8600 Configuration — BGP Services,
NN46205-510.

Prerequisites

• Enable BGP.

• Determine the neighbor (peer) IP address. You must create the peer before you configure
the session.

Procedure steps

Configure an MP-BGP session between PE nodes by using the following command:
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config ip bgp neighbor <nbr_ipaddr|peer-group-name> address-
family vpnv4 enable

Variable definitions
Use the data in the following table to use the config ip bgp neighbor command.

Variable Value
address-family vpnv4 {enable|disable} Configures BGP address families for IPv4

(BGP) and Layer 3 VPN (MP-BGP) support.
Enable for VPN/VRF routes.

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr>, or the neighbor group name
for <peer-group-name>.

Configuring a PE-to-PE MP-BGP session
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Chapter 10: IP VPN-Lite configuration using
the CLI

Use IP Virtual Private Network (VPN)-Lite to support IP VPN in a routed network without explicit tunnels
between provider edge (PE) devices. IP VPN-Lite uses IP encapsulation over an existing IP backbone.

For IP VPN configuration examples, see the Technical Configuration Guide for IP VPN. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Job aid: Roadmap of IP VPN-Lite CLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 2: Job aid: Roadmap of IP VPN-Lite CLI commands

Command Parameter
config ip bgp neighbor <nbr_ipaddr|
peer-group-name>

ipvpn-lite-capability {enable|disable}

Enabling IP VPN-Lite
Enable IP VPN-Lite to provide IP VPN in a routed network without explicit tunnels between PE
devices.

Prerequisites

• Determine the neighbor (iBGP peer) IP address. You must create the peer before you
configure the session.

• IP VPN-Lite requires that a circuitless IP address (CLIP) matching the RD of each VRF
exists on the switch and that IP VPN-Lite is enabled on the CLIP. The CLIP to RD match
can be an exact match (/32 bit) or a subnet match (less than /32 bit). For information about
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enabling IP VPN-Lite on a CLIP, see Avaya Ethernet Routing Switch 8800/8600
Configuration — IP Routing, NN46205-523.

Procedure steps

1. Configure an MP-BGP session between PE nodes:

config ip bgp neighbor <nbr_ipaddr|peer-group-name> address-
family vpnv4 enable

Enter the neighbor IP address in a.b.c.d format for <nbr_ipaddr> or the neighbor
group name for <peer-group-name>.

2. Enable IP VPN-Lite by using the following command:

config ip bgp neighbor <nbr_ipaddr|peer-group-name> ipvpn-
lite-capability enable

Variable definitions
Use the data in the following table to use the config ip bgp neighbor <nbr_ipaddr|
peer-group-name> ipvpn-lite-capability command.

Variable Value
ipvpn-lite-capability {enable|disable} Enables or disables the IP VPN-Lite

feature.

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.
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Chapter 11: PE-to-CE routing configuration
using the CLI

Configure the appropriate routing protocols between provider edge (PE) nodes and customer edger (CE)
devices to exchange routing information. You must configure routing protocols for the virtual router
forwarding (VRF) for distribution to local Virtual Private Network (VPN) sites.

See the Technical Configuration Guide for IP VPN for IP VPN configuration examples. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Prerequisites to PE-to-CE routing configuration
• Configure the VRF.

Job aid: Roadmap of PE-to-CE routing CLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 3: Job aid: Roadmap of PE-to-CE routing CLI commands

Command Parameter
config ethernet <slot/port> ip rip out-policy
<WORD 0-32>

config ip route-policy <WORD 0-32> seq
<1-10>

action permit

create

enable

match-vrf <vrfName>

config ip vrf <vrfName> bgp create

enable

config ip vrf <vrfName> bgp neighbor
<nbr_ipaddr|peer-group-name>

allow-as-in <0...10>
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Command Parameter
as-override enable

peer-group <peer-group-name> add

remove-private-as {enable|disable}

site-of-origin <as-num:assigned-num|
ipaddr:assigned-num> {add|del}

config ip vrf <vrfName> ospf create

enable

config ip vrf <vrfName> ospf redistribute bgp apply [vrf-src <value>]

create [vrf-src <value>]

enable [vrf-src <value>]

route-policy <WORD 0-32> [vrf-src <value>]

config ip vrf <vrfName> rip create

enable

config ip vrf <vrfName> rip redistribute bgp apply [vrf-src <value>]

create [vrf-src <value>]

enable [vrf-src <value>]

config ip vrf <vrfName> static-route create
<ipaddr/mask>

cost <value>

local-next-hop {true|false}

next-hop <value>

next-hop-vrf <value>

preference <value>

config vlan <vid> ip rip out-policy <WORD
0-32>

Configuring eBGP between PE and CE nodes
Configure the external Border Gateway Protocol (eBGP) for the VRF to exchange BGP routes
between a PE node and a CE device.
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Prerequisites

• Connect at least one PE interface to the CE device.

• The peer group exists before you configure it on the VRF.

• Configure the local autonomous system (AS) number before you enable BGP.

• Review and understand BGP fundamentals in Avaya Ethernet Routing Switch 8800/8600
Configuration — BGP Services, NN46205-510.

 Important:
VRFs do not support internal BGP (iBGP) peering.

Procedure steps

1. Create a BGP instance on the VRF by using the following command:

config ip vrf <vrfName> bgp create

2. Enable BGP on the VRF by using the following command:

config ip vrf <vrfName> bgp enable

3. Configure eBGP in a VRF by using the following command:

config ip vrf <vrfName> bgp neighbor <nbr_ipaddr|peer-group-
name> <peer-group-name> add

Variable definitions
Use the data in the following table to use the config ip vrf bgp commands.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the properties of a statically

configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

<peer-group-name> Specifies the name of the peer group to add
to the VRF.

<vrfName> Specifies the name of the VRF instance.

Configuring eBGP between PE and CE nodes
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Configuring AS override between PE and CE nodes
Configure AS override for a BGP group to ensure that the PE node replaces the autonomous
system number (ASN) of an incoming route with its own ASN before it advertises the route.
This configuration is necessary if customer sites belong to the same AS.

By default, BGP discards routes received from peers in the same AS to avoid routing loops.
With AS override enabled, the PE node replaces the peer AS in an incoming route
advertisement with its own AS before it advertises the route to remote VPN sites.

If the AS number is in the private range (64512 to 65534), you can configure the remove-
private-as statement (on the remote VRF) to suppress the peer AS number.

Prerequisites

• Configure an eBGP session between the PE node and CE device.

Procedure steps

Enable AS override for the BGP group by using the following command:

config ip vrf <vrfName> bgp neighbor <nbr_ipaddr|peer-group-
name> as-override enable

Variable definitions
Use the data in the following table to use the config ip vrf bgp neighbor command.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the properties of a statically

configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

<vrfName> Specifies the name of the VRF instance.
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Configuring site of origin between PE and CE nodes
Configure a site of origin to identify from which site the PE router learns a route.

Procedure steps

Configure the site of origin by using the following command:

config ip vrf <vrfName> bgp neighbor <nbr_ipaddr|peer-group-
name> site-of-origin <as-num:assigned-num|ipaddr:assigned-num>
<add|del>

Variable definitions
Use the data in the following table to use the config ip vrf bgp neighbor command.

Variable Value
add|del Adds or deletes the specified site of origin.

<as-num:assigned-num|ipaddr:assigned-
num>

Specifies the site of origin in one of two
formats:

• AS number:assigned number

• IPv4 address:assigned number

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

<vrfName> Specifies the name of the VRF instance.

Configuring allow AS in
Specify the number of times that the local ASN can exist in the AS-PATH of a received route.
If the ASN occurs more than the configured limit, then BGP discards the route.

Configuring site of origin between PE and CE nodes
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Procedure steps

Configure allow AS in by using the following command:

config ip vrf <vrfName> bgp neighbor <nbr_ipaddr|peer-group-
name> allow-as-in <0–10>

Variable definitions
Use the data in the following table to use the config ip vrf bgp neighbor command.

Variable Value
<0–10> Configures the number of times the local

ASN can exist in the AS-PATH of a received
route.

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

<vrfName> Specifies the name of the VRF instance.

Configuring remove private AS
Configure the remove private AS to remove private or reserved ASNs from BGP outbound
updates. The set of ASNs from 64512 to 65534 are reserved for private use. After BGP updates
cross the boundary of an AS that uses a private ASN, the boundary router in that AS strips the
private ASN to prevent advertising it to other peers.

Procedure steps

Enable remote private AS by using the following command:
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config ip vrf <vrfName> bgp neighbor <nbr_ipaddr|peer-group-
name> remove-private-as enable

Variable definitions
Use the data in the following table to use the config ip vrf bgp neighbor command.

Variable Value
{enable|disable} Enables or disables the feature.

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

<vrfName> Specifies the name of the VRF instance.

Configuring OSPF between PE and CE nodes
Configure OSPF on an interface that connects to a CE device to exchange route information
between the PE node and a customer site.

You must configure redistribution to redistribute BGP-learned routes into OSPF within the VRF.
The PE node advertises routes learned over MP-BGP from remote VPN sites as OSPF external
routes (Type 5 or Type 7 LSAs) to the attached CE device.

Prerequisites

• Assign the OSPF interface to a VRF instance.

• Review and understand OSPF fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — OSPF and RIP, NN46205-522.

Procedure steps

1. Create an OSPF instance on the VRF:

config ip vrf <vrfName> ospf create

2. Enable the OSPF administrative state:

Configuring OSPF between PE and CE nodes
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config ip vrf <vrfName> ospf admin-state enable

3. Create a route redistribution instance:

config ip vrf <vrfName> ospf redistribute bgp create [vrf-src
<value>]

4. Enable route redistribution:

config ip vrf <vrfName> ospf redistribute bgp enable [vrf-src
<value>]

5. Apply the route redistribution changes:

config ip vrf <vrfName> ospf redistribute bgp apply [vrf-src
<value>]

Variable definitions
Use the data in the following table to use the config ip vrf commands.

Variable Value
<vrfName> Specifies of the name of the VRF.

vrf-src <value> Specifies the VRF instance name to which to
apply redistribution. To redistribute routes
from VRF 0, explicitly specify vrf-src 0.
Otherwise, the command redistributes
routes within the same VRF.

Configuring RIP between PE and CE nodes
Configure RIP on a customer interface to exchange route information between a PE node and
a CE device.

You must also create an export policy for the VRF that redistributes BGP-learned routes into
RIP to ensure that the PE node advertises routes learned from remote VPN sites (over MP-
BGP sessions between PE nodes) to the attached CE device.

Prerequisites

• Assign the RIP interface to the destination VRF instance.

• Review and understand RIP fundamentals in Avaya Ethernet Routing Switch 8800/8600
Configuration — OSPF and RIP, NN46205-522.
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Procedure steps

1. Create an RIP instance on the VRF by using the following command:

config ip vrf <vrfName> rip create

2. Enable RIP on the VRF by using the following command:

config ip vrf <vrfName> rip enable

3. Create a route redistribution instance by using the following command:

config ip vrf <vrfName> rip redistribute bgp create [vrf-src
<value>]

4. Enable route redistribution by using the following command:

config ip vrf <vrfName> rip redistribute bgp enable [vrf-src
<value>]

5. Apply the route redistribution changes by using the following command:

config ip vrf <vrfName> rip redistribute bgp apply [vrf-src
<value>]

6. Create a policy statement by using the following command:

config ip route-policy <WORD 0-32> seq <1-10> create

7. Enable the route policy by using the following command:

config ip route-policy <WORD 0-32> seq <1-10> enable

8. Configure the route policy to accept BGP-learned routes by using the following
command:

config ip route-policy <WORD 0-32> seq <1-10> action permit

9. Configure the route policy to accept routes from a specific source VRF by using the
following command:

config ip route-policy <WORD 0-32> seq <1-10> match-vrf
<vrfName>

The match-vrf parameter in the interface-level route policy specifies the VRF from
which you want to import the routes and send out through the interface. This is in
addition to the routes from the current VRF. Therefore, the routes local to the VRF
according to the protocol are announced along with the routes from the VRF
specified with the match-vrf parameter.

10. Assign the policy to the RIP interface by using the following command:

config vlan <vid> ip rip out-policy <WORD 0-32>

Configuring RIP between PE and CE nodes
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or

config ethernet <slot/port> ip rip out-policy <WORD 0-32>

Variable definitions
Use the data in the following table to use the commands for route redistribution.

Variable Value
IP address Specifies the IP address of the RIP

interface.

<WORD 0-32> Specifies the name of the route policy to
create or apply.

<1-10> Assigns a sequence number to the policy.

slot/port Specifies the slot and port location for the
RIP-enabled interface.

vid Specifies the VLAN ID for the RIP-enabled
interface.

vrfName Specifies of the name of the VRF.

vrf-src <value> Specifies the VRF instance name to which to
apply redistribution. To redistribute routes
from VRF 0, explicitly specify vrf-src 0.
Otherwise, the command redistributes
routes within the same VRF.

Configuring a static route between PE and CE nodes
Configure a static route for the VRF to explicitly define the next hop for a particular destination
(a CE device). The static route destination can be an IPv4 address.
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Prerequisites

• Review and understand static routing fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — IP Routing, NN46205-523.

Procedure steps

Configure a static route on the VRF by using the following command:

config ip vrf <vrfName> static-route create <ipaddr/mask> next-
hop <value> cost <value> [preference <value>] [local-next-hop
{true|false}] [next-hop-vrf <value>]

Variable definitions
Use the data in the following table to use the config ip vrf static-route command.

Variable Value
cost <value> Configures the cost for the static route. The

lower the cost, the more preferable the
route.

<ipaddr/mask> Specifies the destination IP address and
mask length.

local-next-hop {true|false} Enables or disables this option. True
indicates that the static route becomes active
only if the switch uses a local route to the
network. False indicates that the static route
becomes active if the switch uses a local
route or dynamic route.

next-hop <value> Configures the cost for the next hop.

next-hop-vrf <value> Configures the next hop as a VRF by
specifying a VRF name.

preference <value> Configures the preference for the static route
in the range 1–255. You can configure
various preferences for multiple static routes
to the same destination.

Configuring a static route between PE and CE nodes
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Chapter 12: IP VPN configuration options
using the CLI

Most IP Virtual Private Network (VPN) parameters use default values. However, you can change these
values as necessary. Perform the procedures in this chapter to customize your IP VPN configuration.

See the Technical Configuration Guide for IP VPN for IP VPN configuration examples. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Prerequisites for IP VPN configuration options
• Complete basic IP VPN configuration.

• Complete provider edge (PE)-to-customer edge (CE) routing configuration.

Job aid: Roadmap of IP VPN CLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 4: Job aid: Roadmap of IP VPN CLI commands

Command Parameter
config ip route-policy <WOED 0-32> seq
<1-10>

match-extcommunity <extcommunity-list>
[clear]

config ip vrf <vrfName> ecmp-max-path <integer>

ipvpn disable

max-routes <max-routes>

config ip vrf <vrfName> bgp max-equalcost-
routes <value>

{enable|disable}

config ip vrf <vrfName> bgp route-policy {add|del}

{in|out}
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Command Parameter
route-map name

config ip vrf <vrfName> extcommunity-list
<listid>

add-extcommunity <member-id> [rt <value>]
[soo <value>]

create

delete

info

remove-extcommunity <member-id>

config ip vrf <vrfName> route-policy <WORD
0-32> seq <1-10>

action <permit|deny>

enable

match-as-path <as-list> [clear]

match-community <community-list> [clear]

match-community-exact {enable|disable}
[clear]

match-interface <prefix-list> [clear]

match-local-pref <pref-val> [clear]

match-metric <metric> [clear]

match-network <prefix-list> [clear]

match-next-hop <prefix-list> [clear]

match-protocol <protocol name> [clear]

match-tag <tag> [clear]

match-vrf [vrf <value>] [vrfids <value>]
[clear]

match-route-dest <prefix-list> [clear]

match-route-src <prefix-list> [clear]

match-route-type <route-type>

set-as-path <as-list-id> [clear]

set-as-path-mode <tag|prepend> [clear]

set-automatic-tag {enable|disable} [clear]

set-community <community-list> [clear]

set-community-mode <unchanged|additive|
none> [clear]

set-extcommunity <extcommunity-list-id>
[clear]
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Command Parameter
set-extcommunity-mode <append|
unchanged|overwrite>

set-injectlist <prefix-list> [clear]

set-local-pref <pref-value> [clear]

set-mask <ipaddr>

set-metric <metric-value> [clear]

set-metric-type <metric-type> [clear]

set-metric-type-internal <metric-type-
internal> [clear]

set-next-hop <ipaddr> [clear]

set-nssa-pbit {enable|disable}

set-origin <origin> [clear]

set-origin-egp-as <origin-egp-as> [clear]

set-preference <pref-value> [clear]

set-tag <tag> [clear]

set-weight <weight> [clear]

Configuring BGP inbound route filtering
You can configure Border Gateway Protocol (BGP) inbound route filtering on the global routing
engine (GRE) to reduce BGP update messaging after you configure new VPNs (that is, new
route targets) on the node.

By default, the GRE discards incoming VPN routes that do not match at least one locally
configured route target; however, routes are only discarded if the route refresh capability is
negotiated with the peer. If the PE node later becomes a member of one of these VPNs, the
switch must relearn the information it previously discarded by triggering a route refresh request
to its peers.

Procedure steps

Specify a maximum number of equal multicost routes for remote VPN destinations by
using the following command:

Configuring BGP inbound route filtering
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config ip vrf <vrfName> bgp max-equalcost-routes <value>
{enable|disable}

Variable definitions
Use the data in the following table to use the config ip vrf bgp max-equalcost-
routes command.

Variable Value
{enable|disable} Enables or disables this feature.

value Configures the maximum number of equal
multicost routes to store in the routing table.

vrfName Specifies the name of the VRF to configure.

Configuring ECMP support for VPN routes
Configure the number of equal cost multi path (ECMP) routes that the VRF can learn from
remote PE routers and route reflectors to allow the system to distribute IP VPN traffic across
multiple paths.

Procedure steps

1. Enable the ECMP:

config ip vrf <vrfName> ecmp enable

Note that you should not enable EMCP in BGP and in IP in a VRF when support for
ECMP VPN routes in the VRF is not required.

2. Specify a maximum number of ECMP routes for remote VPN destinations by using
the following command:

config ip vrf <vrfName> ecmp-max-path <integer>

Variable definitions
Use the data in the following table to use the config ip vrf ecmp-max-path
command.
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Variable Value
integer Configures the maximum number of ECMP

routes to store in the routing table.

vrfName Specifies the name of the VRF to configure.

Configuring the route limit for a VRF
Configure the maximum number of routes the system can store in the VRF routing table to
conserve memory use.

Prerequisites

• Review and understand routing option fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — IP Routing, NN46205-523.

Procedure steps

Specify the maximum number of routes permitted in the VRF routing table by using the
following command:

config ip vrf <vrfName> max-routes <max-routes>

Variable definitions
Use the data in the following table to use the config ip vrf max-routes command.

Variable Value
max-routes Specifies the maximum number of routes

allowed for the VRF from the range of 0–
250000.

vrfName Specifies the name of the VRF to configure.

Configuring the route limit for a VRF
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Disabling IP VPN on a VRF
Administratively disable IP VPN on a VRF to remove it from service for troubleshooting
purposes or if you need to change the route distinguisher. You still preserve all current
configuration information.

Procedure steps

Disable the IP VPN by using the following command:

config ip vrf <vrfName> ipvpn disable

Variable definitions
Use the data in the following table to use the config ip vrf ipvpn command.

Variable Value
vrfName Specifies the name of the VRF you want to

configure.

Configuring policies using extended communities
Configure policies using extended communities to include one or more communities in the
policy.

Procedure steps

1. Create an extended community list by using the following command:

config ip vrf <vrfName> extcommunity-list <listid> create

2. Configure an extended community list by using the following command:

config ip vrf <vrfName> extcommunity-list <listid> add-
extcommunity <member-id> [rt <value>] [soo <value>]

3. Use the extended community list as match or set criteria in a policy.
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Variable definitions
Use the data in the following table to use the config ip vrf extcommunity-list
command.

Variable Value
add-extcommunity <member-id> [rt <value>]
[soo <value>]

Defines each member by specifying one or
more member ID values. You can also
specify route targets and a site of origin rt
<value> and soo <value> can be as-
num:assigned-num or ipaddress:assigned-
num. If you use the AS number, the assigned
number is in the range 0–2147483647. If you
use the IP address, the assigned number is
in the range 0–65535.

create Creates a new instance of an extended
community list.

delete Deletes an instance of an extended
community list.

info Shows current level parameter settings and
next level directories.

listid Assigns an ID to the list.

remove-extcommunity <member-id> Removes a member from the community by
specifying one or more member ID values.

Configuring VRF level policies
Configure VRF import and export route policies to define a set of criteria that must be satisfied
for routes received from remote PEs before they can enter the BGP route selection process.
After you apply the BGP policy to the BGP configured in the VRF, either global BGP in the VRF
or on eBGP neighbors in the VRF, the policy works on the routes received for that VRF through
either MP-BGP or eBGP.

Configuring VRF level policies
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Prerequisites

• Configure a VRF.

Procedure steps

1. Specify an action by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
action <permit|deny>

2. Specify one or more match conditions by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
<match condition>

3. Specify one or more set commands by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
<set command>

4. Enable the policy by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
enable

Variable definitions
Use the data in the following table to use the config ip vrf route-policy seq
command.

Variable Value
match condition Specifies one or more of the following as a

match criteria:

• match-as-path <as-list> [clear]

• match-community <community-list> [clear]

• match-community-exact {enable|disable}
[clear]

• match-interface <prefix-list> [clear]

• match-local-pref <pref-val> [clear]

• match-metric <metric> [clear]
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Variable Value

• match-network <prefix-list> [clear]

• match-next-hop <prefix-list> [clear]

• match-protocol <protocol name> [clear]

• match-tag <tag> [clear]

• match-vrf [vrf <value>] [vrfids <value>]
[clear]

• match-route-dest <prefix-list> [clear]

• match-route-src <prefix-list> [clear]

• match-route-type <route-type>

Use the optional clear command to
remove a previously configured value.
The match-vrf parameter in the interface-
level route policy specifies the VRF from
which you want to import the routes and send
out through the interface. This is in addition
to the routes from the current VRF.
Therefore, the routes local to the VRF
according to the protocol are announced
along with the routes from the VRF specified
with the match-vrf parameter.

set command Specifies one or more of the following as a
set command:

• set-as-path <as-list-id> [clear]

• set-as-path-mode <tag|prepend> [clear]

• set-automatic-tag {enable|disable} [clear]

• set-community <community-list> [clear]

• set-community-mode <unchanged|
additive|none> [clear]

• set-extcommunity <extcommunity-list-id>
[clear]

• set-extcommunity-mode <append|
unchanged|overwrite>

• set-injectlist <prefix-list> [clear]

• set-local-pref <pref-value> [clear]

• set-mask <ipaddr>

• set-metric <metric-value> [clear]

• set-metric-type <metric-type> [clear]

Configuring VRF level policies
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Variable Value

• set-metric-type-internal <metric-type-
internal> [clear]

• set-next-hop <ipaddr> [clear]

• set-nssa-pbit {enable|disable}

• set-origin <origin> [clear]

• set-origin-egp-as <origin-egp-as> [clear]

• set-preference <pref-value> [clear]

• set-tag <tag> [clear]

• set-weight <weight> [clear]

Use the optional clear command to
remove a previously configured value.

Configuring eBGP PE-CE peer level policies
Configure peer level policies to apply a route policy rule to all routes that are learned from, or
sent to, the local BGP router peers or peer groups.

Procedure steps

Configure the policy by using the following command:

config ip vrf <vrfName> bgp route-policy <in|out> <route-map
name> <add|del>

Variable definitions
Use the data in the following table to use the config ip vrf bgp route-policy
command.

Variable Value
<add|del> Adds or deletes the configuration.

<in|out> Specifies inbound or outbound updates.

route-map name Specifies a route-map name. This option is a
string value from 1–256 characters.
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Variable Value
vrfName Specifies the name of the VRF you want to

configure.

Configuring MP-BGP peer level policies
Create multiprotocol BGP (MP-BGP) policies to configure route leaking between VRFs and
the Global Routing Engine (GRE) VRF 0. These policy configurations are specific to VRFs with
IP VPN enabled.

Procedure steps

1. Configure the policy on the GRE to match an extended community for internal BGP
(iBGP) peers by using the following command:

config ip route-policy <WORD 0-32> seq <1-10> match-
extcommunity <extcommunity-list> [clear]

2. Configure a policy to match a local prefix value by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
match-local-pref <1-255> [clear]

3. Configure the policy to match by VRF ID or name by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
match-vrf [vrf <value>] [vrfids <value>] [clear]

The match-vrf parameter in the interface-level route policy specifies the VRF from
which you want to import the routes and send out through the interface. This is in
addition to the routes from the current VRF. Therefore, the routes local to the VRF
according to the protocol are announced along with the routes from the VRF
specified with the match-vrf parameter.

4. Configure the extended community string by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
set-extcommunity <extcommunity-list-id> [clear]

5. Configure the extended community mode by using the following command:

config ip vrf <vrfName> route-policy <WORD 0-32> seq <1-10>
set-extcommunity-mode <unchanged|additive|none> [clear]

Configuring MP-BGP peer level policies
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Variable definitions
Use the data in the following table to use the route policy commands.

Variable Value
extcommunity-list Filters incoming and outgoing updates based

on communities. Use the optional clear
command to remove a previously configured
value.

extcommunity-list-id Configures the extended community string.
Use the optional clear command to
remove a previously configured value.

WORD 0-32 Assigns a name to the policy.

1-255 Matches the local prefix value. Use the
optional clear command to remove a
previously configured value.

1-10 Specifies a second index to identify a specific
policy within a route policy group.

<unchanged|additive|none> Configures the extended community mode
as one of the following:

• Unchanged—Keep the community
attribute in the route path.

• None—Remove the community in the
route path additive.

• Append—Add the community number
specified in SetCommunityNumber to the
community list attribute.

The default is unchanged. Use the optional
clear command to remove a previously
configured value.

vrf <value>
or
vrfids <value>

Identifies which source VRFs leak routes to
the local VRF. Use the optional clear
command to remove a previously configured
value.
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Chapter 13: CLI operational command
reference

Operational commands are useful to verify IP Virtual Private Network (VPN) configuration and to monitor
or troubleshoot IP VPN operation.

Common IP VPN operational commands
The following table lists the most common operational commands for IP VPN monitoring and
troubleshooting. To display information for a specific virtual router forwarding (VRF), you must
specify the VRF name in the syntax of the command.

For information about statistics, see Avaya Ethernet Routing Switch 8800/8600 Performance
Management, NN46205-704. For troubleshooting procedures, see Avaya Ethernet Routing
Switch 8800/8600 Troubleshooting, NN46205-703.

Table 5: IP VPN operational CLI commands

Category Command Function
IP VPN configuration show ip vrf ipvpn

info [vrf <value>]
[vrfids <value>]

Displays the configuration for IP
VPN enabled VRFs.

show ip vrf ipvpn rd
[vrf <value>]
[vrfids <value>]

Displays the configured route
distinguisher for IP VPN enabled
VRFs.

show ip vrf ipvpn rt
[vrf <value>]
[vrfids <value>]

Displays the configured route target
for IP VPN enabled VRFs.

MP-BGP (on a VRF) config ip vrf
<vrfName> bgp
restart soft-
reconfiguration {in|
out}

Restarts the BGP instance on the
specified VRF.

show ip bgp peer-
group [vrf <value>]
[vrfids <value>]

Displays BGP groups configured
on the specified VRF or VRF IDs.
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Category Command Function
show ip bgp route
[<prefix>] [longer-
prefixes] [community
<value>] [ip
<value>] [vrf
<value>] [vrfids
<value>]

Displays BGP routes maintained by
the specified VRF or VRF IDs.

show ip bgp route-
vpnv4 [<prefix>]
[longer-prefixes]
[community] [ip
<value>] [ext-
community] [vrf
<value>] [vrfids
<value>]

Displays IP VPN BGP routes in a
specified VRF or all VRFs.

show ip bgp neighbor
info [vrf <value>]
[vrfids <value>]

Displays BGP neighbors for the
specified VRF or VRF IDs.

show ip bgp neighbor
advertised-route
<ipaddr> [vrf
<value>] [vrfids
<value>]

Displays BGP routes advertised by
the specified VRF or VRF IDs.

show ip bgp
dampened-paths
<ipaddr> [vrf
<value>] [vrfids
<value>]

Displays dampened BGP routes on
the specified VRF or VRF IDs.

show ip bgp summary
[vrf <value>]
[vrfids <value>]

Displays summary BGP
information for the specified VRF or
VRF IDs.

OSPF (on a VRF) show ip ospf ifstats
[vrf <value>]
[vrfids <value>]

Displays the interface statistics for
the specific VRF or VRF IDs.

show ip ospf info
[vrf <value>]
[vrfids <value>]

Displays OSPF general information
for the specific VRF or VRF IDs.

show ip ospf
interface [vrf
<value>] [vrfids
<value>]

Displays OSPF interface and virtual
link summaries for the specified
VRF or VRF IDs.
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Category Command Function
show ip ospf
neighbors [vrf
<value>] [vrfids
<value>]

Displays OSPF neighbors for the
specified VRF or VRF IDs.

show ip ospf port-
error [vrf <value>]
[vrfids <value>]

Displays OSPF port error
information for the specified VRF or
VRF IDs.

show ip ospf
redistribute info
[vrf <value>]
[vrfids <value>]

Displays the configuration for
OSPF redistribution for all or
specific VRFs.

show ip ospf show-
all [vrf <value>]
[vrfids <value>]

Displays all OSPF information for
the specific VRF or VRF IDs.

show ip ospf stats
[vrf <value>]
[vrfids <value>]

Displays OSPF packet statistics for
the specified VRF.

RIP (on a VRF) show ip rip
interface [vrf
<value>] [vrfids
<value>]

Displays RIP interfaces on the
specified VRF.

show ip rip
redistribute [vrf
<value>] [vrfids
<value>]

Displays the configuration for RIP
redistribution for all or specific
VRFs.

VRF operations config ip vrf
<value> info

Displays configuration and
operational information for the
specified VRF.

ping <IP address>
vrf <value>

Verifies reachability to a specified
destination from the VRF. For
additional information about the
VRF ping operation, see Avaya
Ethernet Routing Switch
8800/8600 Troubleshooting,
NN46205-703.

show ip forwarding
vrf <value>

Displays forwarding table
information for the specified VRF.

show ip route info
[vrf <value>]
[vrfids <value>]

Displays route table information for
the specified VRF or VRF IDs.

Common IP VPN operational commands

Configuration — IP VPN September 2012     117



Category Command Function
show ip route info
[vrf <value>]
[vrfids <value>]
count-summary

Displays a summary of route table
information for the specified VRF or
VRF IDs.

traceroute <IP
address > vrf
<value>

Traces the route to the remote host
from the specified VRF. For
additional information about the
VRF traceroute command, see
Avaya Ethernet Routing Switch
8800/8600 Troubleshooting,
NN46205-703.
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Chapter 14: IP VPN basic configuration
using the ACLI

For IP Virtual Private Network (VPN) basic configuration, you must configure a VRF on each provider
edge (PE) node to isolate VPN traffic, and then configure MP-BGP sessions between PE nodes to
advertise routing and label information. You must also configure at least one routing protocol between the
PE node and attached customer edge (CE) devices for route distribution to customer sites.

For IP VPN configuration examples, see the Technical Configuration Guide for IP VPN. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Job aid: Roadmap of IP VPN basic ACLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 6: Job aid: Roadmap of IP VPN basic ACLI commands

Command Parameter
Global Configuration mode

ip vrf <WORD 0-64> <cr>

max-routes <0–250000>

max-routes-trap enable

name <WORD>

vrf-trap enable

vrfid <0–255>

Interface Configuration mode

vrf <WORD 0–64>

BGP Router Configuration mode

neighbor <nbr_ipaddr|peer-group-name> address-family vpnv4

VRF Router Configuration mode

ipvpn <cr>
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Command Parameter
enable

service-label-allocation {per-vrf|
per-vrf-per-nexthop}

rd <0-65535> <0-2147483647>|
<A.B.C.D> <0-65535>}

route-target both <0-65535> <0-2147483647>|
<A.B.C.D> <0-65535>

export <0-65535>
<0-2147483647>| <A.B.C.D>
<0-65535>

import <0-65535>
<0-2147483647>| <A.B.C.D>
<0-65535>

Creating a VRF
Create one or more VRFs for each VPN that the PE node handles to isolate the traffic.

Prerequisites

• Establish an iBGP connection between the two PE devices.

• You must log on to the Global Configuration mode in the ACLI.

Procedure steps

1. Create a VRF by using the following command:

ip vrf <WORD 0-64>

2. Configure the remaining parameters as required.

Variable definitions
Use the data in the following table to use the ip vrf command.
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Variable Value
max-routes <0–250000> Specifies the maximum number of routes

allowed for the VRF from 0–250000. To
configure this option to the default value, use
the default operator with the command.

max-routes-trap enable Enables the generation of the VRF maximum
routes exceeded traps. Use the no operator
to later remove this configuration. To
configure this option to the default value, use
the default operator with the command.

name <WORD> Renames the VRF instance.

vrf-trap enable Enables the generation of the VrfUp and
VrfDown traps. Use the no operator to later
remove this configuration. To configure this
option to the default value, use the default
operator with the command.

vrfid <0–255> Specifies the VRF instance by number.

<WORD 0-64> Specifies the name of the VRF instance.

Example of creating a VRF
Procedure steps

Create a VRF by assigning a name:

ERS-8610:5(config)# ip vrf <WORD 0-64>

Creating an IP VPN instance in the VRF
Create an IP VPN instance in the VRF before you enable the IP VPN for VPN
communications.

Creating an IP VPN instance in the VRF
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Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Create an IP VPN instance in the VRF by using the following command:

ipvpn

Configuring a route distinguisher
Configure a unique route distinguisher to create globally unique VPN addresses.

Prerequisites

• You must configure the local AS number. For more information, see Avaya Ethernet
Routing Switch 8800/8600 Configuration — BGP Services, NN46205-510.

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Configure the route distinguisher by using the following command:

rd {<0-65535> <0-2147483647>|<A.B.C.D> <0-65535>}

Variable definitions
Use the data in the following table to use the rd command.

<0-65535> <0-2147483647>|<A.B.C.D>
<0-65535>

Specifies the route distinguisher (RD). Each
VRF instance must use a unique RD. The RD
is a 6-byte value that you specify in one of
the following formats:

• Type 0:<AS number> <number>
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AS number is the assigned autonomous
system (AS) number of the PE and number
is an assigned 4-byte value.

• Type 1:<ip-address> <number>
ip-address is an IPv4 address in the
assigned prefix range of the PE and
number is an assigned 2-byte value.

 Important:
You must administratively disable the IP
VPN before you modify an existing RD
configuration.

Enabling IP VPN on a VRF
Enable IP VPN to configure VPN communications.

For information about enabling IP VPN-Lite by using the ACLI, see Enabling IP VPN-Lite on
page 131.

Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI.

• You must create an IP VPN instance in the VRF. See Creating an IP VPN instance in the
VRF on page 121.

• You must create a route distinguisher. See Configuring a route distinguisher on page 
122.

Procedure steps

1. Enable the IP VPN on a VRF by using the following command:

ipvpn enable

2. Create route targets for import and export. See Configuring one route target for
import and export on page 124 or Configuring separate route targets as import or
export on page 125.

Enabling IP VPN on a VRF
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Configuring one route target for import and export
Configure one route target to define a single set of routes for import and export on the VRF. If
you configure a single route target for the VRF, the VRF exports all local routes.

Prerequisites

• You must create an IP VPN instance in the VRF. See Creating an IP VPN instance in the
VRF on page 121.

• You must create a route distinguisher. See Configuring a route distinguisher on page 
122.

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Specify a single route target for import and export on the VRF by using the following
command:

route-target both {<0-65535> <0-2147483647>|<A.B.C.D>
<0-65535>}

Variable definitions
Use the data in the following table to use the route-target both command.

Variable Value
{<0-65535> <0-2147483647>|<A.B.C.D>
<0-65535>}

Defines one or more import or export policies
that must be met for routes received from
remote PEs to be installed into the VRF
routing table and for routes from the VRF
routing table to be redistributed to remote
PEs. Define the route target in one of the
following formats:

• Type 0:<AS number> <number>
AS number is the assigned autonomous
system (AS) number of the PE and number
is an assigned 4-byte value.

• Type 1:<ipaddr> <number>
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Variable Value

ipaddr is an IPv4 address in the assigned
prefix range of the PE and number is an
assigned 2-byte value.

Use the no operator to later remove this
configuration. To configure this option to the
default value, use the default operator with
the command.

Configuring separate route targets as import or export
Configure separate route targets to define a set of routes for import or export on the VRF.

Prerequisites

• You must create an IP VPN instance in the VRF. See Creating an IP VPN instance in the
VRF on page 121.

• You must create a route distinguisher. See Configuring a route distinguisher on page 
122.

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

1. Specify a route target for import on the VRF by using the following command:

route-target import {<0-65535> <0-2147483647>|<A.B.C.D>
<0-65535>}

2. Specify a route target for export on the VRF by using the following command:

route-target export {<0-65535> <0-2147483647>|<A.B.C.D>
<0-65535>}

3. Repeat for each required route target.

Variable definitions
Use the data in the following table to use the route-target import command.

Configuring separate route targets as import or export
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Variable Value
<0-65535> <0-2147483647>|<A.B.C.D>
<0-65535>

Defines one or more import or export policies
that must be met for routes received from
remote PEs to be installed into the VRF
routing table and for routes from the VRF
routing table to be redistributed to remote
PEs. Define the route target in one of the
following formats:

• Type 0—<AS number> <number>
AS number is the assigned autonomous
system (AS) number of the PE and number
is an assigned 4-byte value.

• Type 1—<ipaddr> <number>
ipaddr is an IPv4 address in the assigned
prefix range of the PE and number is an
assigned 2-byte value.

Use the no operator to later remove this
configuration. To configure this option to the
default value, use the default operator with
the command.

Assigning an interface to a VRF
Assign an interface to the VRF to enable data path traffic between the PE node and the CE
node. Assign an interface to the VRF by creating the IP interface on a VLAN or brouter port in
the VRF context.

The IP address must be unique within a VRF. However, two VLANs or brouter ports can use
the same address if they are assigned to different VRFs.

Prerequisites

• The VRF exists.

• You must log on to the appropriate Interface Configuration mode in the ACLI: VLAN,
FastEthernet, or GigabitEthernet.

Procedure steps

Assign an interface to the VRF by using the following command:
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vrf <WORD 0-64>

Variable definitions
Use the data in the following table to use the vrf command.

Variable Value
<WORD 0-64> Specifies the name of the VRF instance to

associate with the VLAN or port.

Configuring the service label allocation option for a VRF
Configure the service label allocation scheme for locally generated service labels on routes
that are exported from a VRF to remote PEs.

Prerequisites

• Disable IP VPN on the VRF.

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Configure the service label allocation by using the following command:

ipvpn service-label-allocation {per-vrf|per-vrf-per-nexthop}

Variable definitions
Use the data in the following table to use the ipvpn service-label-allocation
command.

Variable Value
service-label-allocation {per-vrf|per-vrf-per-
nexthop}

Configures the service label allocation
scheme for locally generated service labels
on routes that are exported from the VRF to
remote PEs.
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Variable Value
Use per-vrf to enable ingress VRF IP
forwarding information base (FIB) lookup for
traffic that arrives from the core network. This
scheme reduces the number of service
labels distributed in the VPN network.
Use per-vrf-per-nexthop to enable optimized
IP VPN data path at tunnel exit. This scheme
provides higher forwarding throughput than
the per-vrf option.
To configure this option to the default value,
use the default operator with the command.

Configuring a PE-to-PE MP-BGP session
Configure an MP-BGP session between two PE nodes, or between a PE node and a route
reflector, to exchange IP VPN routing information. For more detailed information about
configuring BGP on a VRF, see Avaya Ethernet Routing Switch 8800/8600 Configuration —
BGP Services, NN46205-510.

Prerequisites

• Enable BGP.

• Determine the neighbor (peer) IP address. You must create the peer before you configure
the session.

• You must log on to the BGP Router Configuration mode in the ACLI.

Procedure steps

Configure an MP-BGP session between PE nodes by using the following command:

neighbor <nbr_ipaddr|peer-group-name> address-family vpnv4

Variable definitions
Use the data in the following table to use the neighbor command.
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Variable Value
address-family vpnv4 Configures BGP address families for IPv4

(BGP) and Layer 3 VPN (MP-BGP) support.
Enable for VPN/VRF routes. Use the no
operator to later remove this configuration.
To configure this option to the default value,
use the default operator with the command.

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr>, or the neighbor group name
for <peer-group-name>.

Configuring a PE-to-PE MP-BGP session
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Chapter 15: IP VPN-Lite configuration using
the ACLI

Use IP Virtual Private Network (VPN)-Lite to support IP VPN in a routed network without explicit tunnels
between provider edge (PE) devices. IP VPN-Lite uses IP encapsulation over an existing IP backbone.

For IP VPN configuration examples, see the Technical Configuration Guide for IP VPN. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Job aid: Roadmap of IP VPN-Lite ACLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 7: Job aid: Roadmap of IP VPN-Lite ACLI commands

Command Parameter
BGP Router Configuration mode

neighbor <nbr_ipaddr|peer-group-name> ipvpn-lite-capability

Enabling IP VPN-Lite
Enable IP VPN-Lite to provide IP VPN in a routed network without explicit tunnels between PE
devices.

Prerequisites

• Determine the neighbor (iBGP peer) IP address. You must create the peer before you
configure the session.

• You must log on to the BGP Router Configuration mode in the ACLI.
• IP VPN-Lite requires that a circuitless IP address (CLIP) matching the RD of each VRF

exists on the switch and that IP VPN-Lite is enabled on the CLIP. The CLIP to RD match
can be an exact match (/32 bit) or a subnet match (less than /32 bit). For information about
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enabling IP VPN-Lite on a CLIP, see Avaya Ethernet Routing Switch 8800/8600
Configuration — IP Routing, NN46205-523.

Procedure steps

1. Configure an MP-BGP session between PE nodes:

neighbor <nbr_ipaddr|peer-group-name> address-family vpnv4

Enter the neighbor IP address in a.b.c.d format for <nbr_ipaddr> or the neighbor
group name for <peer-group-name>.

2. Enable IP VPN-Lite by using the following command:

neighbor <nbr_ipaddr|peer-group-name> ipvpn-lite-capability

Variable definitions
Use the data in the following table to use the config ip bgp neighbor command.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the properties of a statically

configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.
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Chapter 16: PE-to-CE routing configuration
using the ACLI

Configure the appropriate routing protocols between provider edge (PE) nodes and customer edger (CE)
devices to exchange routing information. You must configure routing protocols for the virtual router
forwarding (VRF) for distribution to local Virtual Private Network (VPN) sites.

See the Technical Configuration Guide for IP VPN for IP VPN configuration examples. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Prerequisites to PE-to-CE routing configuration
• Complete VRF configuration.

Job aid: Roadmap of PE-to-CE routing ACLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 8: Job aid: Roadmap of PE-to-CE routing ACLI commands

Command Parameter
Interface Configuration mode

ip rip out-policy <WORD 0-32>

VRF Router Configuration mode

ip bgp <cr>

enable

ip bgp neighbor <nbr_ipaddr|peer-group-
name>

<cr>

allow-as-in <0–10>

as-override

peer-group <WORD>
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Command Parameter
remove-private-as enable

site-of-origin <WORD>

ip ospf <cr>

ip ospf redistribute <cr>

bgp

bgp enable [vrf-src <vrfName>]

ip rip <cr>

enable

ip rip redistribute <cr>

bgp

bgp enable [vrf-src <vrfName>]

ip route <IP address> <network mask> <next-
hop>

<cr>

enable

local-next-hop enable

preference <value>

weight <value>

route-map <WORD 0-32> <1-10> <cr>

Router VRF Route-Map Configuration mode

enable

match [vrf <WORD 0-64>] [vrfids <0-255>]

action <permit|deny>

Configuring eBGP between PE and CE nodes
Configure the external Border Gateway Protocol (eBGP) for the VRF to exchange BGP routes
between a PE node and a CE device.

Prerequisites

• Connect at least one PE interface to the CE device.

• The peer group must exist before you configure it on the VRF.
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• Review and understand BGP fundamentals in Avaya Ethernet Routing Switch 8800/8600
Configuration — BGP Services, NN46205-510.

• You must log on to the VRF Router Configuration mode in the ACLI.

 Important:
VRFs do not support internal BGP (iBGP) peering.

Procedure steps

1. Create a BGP instance on the VRF by using the following command:

ip bgp

2. Enable BGP on the VRF by using the following command:

ip bgp enable

3. Add a BGP peer group to the VRF by using the following command:

ip bgp neighbor <nbr_ipaddr|peer-group-name> peer-group
<WORD>

Variable definitions
Use the data in the following table to use the ip bgp neighbor command.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the properties of a statically

configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

WORD Specifies the name of the peer group to add
to the VRF. Use the no operator to later
remove this configuration.

Configuring AS override between PE and CE nodes
Configure AS override for a BGP group to ensure that the PE node replaces the autonomous
system number (ASN) of an incoming route with its own ASN before it advertises the route.
This configuration is necessary if customer sites belong to the same AS.

Configuring AS override between PE and CE nodes

Configuration — IP VPN September 2012     135



By default, BGP discards routes received from peers in the same AS to avoid routing loops.
With AS override enabled, the PE node replaces the peer AS in an incoming route
advertisement with its own AS before it advertises the route to remote VPN sites.

If the AS number is in the private range (64512 to 65534), you can configure the remove-
private-as statement (on the remote VRF) to suppress the peer AS number.

Prerequisites

• Configure an eBGP session between the PE node and CE device.

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Enable AS override for the BGP group by using the following command:

ip bgp neighbor <nbr_ipaddr|peer-group-name> as-override

Variable definitions
Use the data in the following table to use the ip bgp neighbor command.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the properties of a statically

configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

Configuring site of origin between PE and CE nodes
Configure a site of origin to identify from which site the PE router learns a route.
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Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Configure the site of origin by using the following command:

ip bgp neighbor <nbr_ipaddr|peer-group-name> site-of-origin
<WORD>

Variable definitions
Use the data in the following table to use the ip bgp neighbor command.

Variable Value
WORD Specifies the site of origin in one of two

formats:

• AS number:assigned number in the ranges
0–65535:0–4294967295

• IPv4 address:assigned number as
A.B.C.D:0–65535

Use the no operator to later remove this
configuration. To configure this option to the
default value, use the default operator with
the command.

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

Configuring allow AS in
Specify the number of times that the local ASN can exist in the AS-PATH of a received route.
If the ASN occurs more than the configured limit, then BGP discards the route.

Configuring allow AS in
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Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Configure allow AS in by using the following command:

ip bgp neighbor <nbr_ipaddr|peer-group-name> allow-as-in <0–10>

Variable definitions
Use the data in the following table to use the ip bgp neighbor command.

Variable Value
<0–10> Configures the number of times the local

ASN can exist in the AS-PATH of a received
route. To configure this option to the default
value, use the default operator with the
command.

<nbr_ipaddr|peer-group-name> Specifies the properties of a statically
configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

Configuring remove private AS
Configure the remove private AS to remove private or reserved ASNs from BGP outbound
updates. The set of ASNs from 64512 to 65534 are reserved for private use. After BGP updates
cross the boundary of an AS that uses a private ASN, the boundary router in that AS strips the
private ASN to prevent advertising it to other peers.
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Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

Enable remote private AS by using the following command:

ip bgp neighbor <nbr_ipaddr|peer-group-name> remove-private-as
enable

Variable definitions
Use the data in the following table to use the ip bgp neighbor command.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the properties of a statically

configured peer within a BGP group. Enter
the neighbor IP address in a.b.c.d format for
<nbr_ipaddr> or the neighbor group name for
<peer-group-name>.

Configuring OSPF between PE and CE nodes
Configure OSPF on an interface that connects to a CE device to exchange route information
between the PE node and a customer site.

You must configure redistribution to redistribute BGP-learned routes into OSPF within the VRF.
The PE node advertises routes learned over MP-BGP from remote VPN sites as OSPF external
routes (Type 5 or Type 7 LSAs) to the attached CE device.

Configuring OSPF between PE and CE nodes
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Prerequisites

• Assign the interface to a VRF instance.

• Review and understand OSPF fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — OSPF and RIP, NN46205-522.

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

1. Create an OSPF instance on the VRF by using the following command:

ip ospf

2. Create a route redistribution instance by using the following command:

ip ospf redistribute bgp

3. Enable route redistribution by using the following command:

ip ospf redistribute bgp enable vrf-src <vrfName>

Variable definitions
Use the data in the following table to use the ip ospf command.

Variable Value
vrfName Specifies of the name of the VRF.

vrf-src <vrfName> Specifies the VRF instance name to which to
apply redistribution. To redistribute routes
from VRF 0, explicitly specify vrf-src 0.
Otherwise, the command redistributes
routes within the same VRF.

Configuring RIP between PE and CE nodes
Configure RIP on a customer interface to exchange route information between a PE node and
a CE device.
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You must also create an export policy for the VRF that redistributes BGP-learned routes into
RIP to ensure that the PE node advertises routes learned from remote VPN sites (over MP-
BGP sessions between PE nodes) to the attached CE device.

Prerequisites

• Assign the RIP interface to a VRF instance.

• Review and understand RIP fundamentals in Avaya Ethernet Routing Switch 8800/8600
Configuration — OSPF and RIP, NN46205-522.

• You must log on to the VRF Router Configuration mode in the ACLI.

Procedure steps

1. Create an RIP instance on the VRF by using the following command:

ip rip

2. Enable RIP on the VRF by using the following command:

ip rip enable

3. Create a route redistribution instance by using the following command:

ip rip redistribute bgp

4. Enable route redistribution by using the following command:

ip rip redistribute bgp enable [vrf-src <0–64>]

5. Create a policy statement by using the following command:

route-map <WORD 0-32> <1-10>

This command creates the sequence and enters the Router VRF Route-Map
configuration mode in the ACLI.

6. Enable the route policy by using the following command:

route-map <WORD 0-32> <1-10> enable

7. Configure the route policy to accept routes by using the following command:

route-map <WORD 0-32> <1-10> action permit

8. Configure the route policy to accept BGP-learned routes by using the following
command:

route-map <WORD 0-32> <1-10> match [vrf <WORD 0-64>] [vrfids
<0-255>]

Configuring RIP between PE and CE nodes
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9. Log on to the appropriate Interface Configuration mode for the RIP interface.

10. Assign the policy to the RIP interface by using the following command:

ip rip out-policy <WORD 0-32>

Variable definitions
Use the data in the following table to use the ip rip command.

Variable Value
<WORD 0-32> Specify the name of the route policy to create

or apply.

<1-10> Assign a sequence number to the policy.

vrf <WORD 0-64> Specify a VRF name from 0–64 characters
for the match criteria.

vrfids <0-255> Specify a VRF ID from 0–255 for the match
criteria.

vrfName Specify the name of the VRF.

vrf-src <vrfName> Specify the VRF instance name to which to
apply redistribution. To redistribute routes
from VRF 0, explicitly specify vrf-src 0.
Otherwise, the command redistributes
routes within the same VRF.

Configuring a static route between PE and CE nodes
Configure a static route for the VRF to explicitly define the next hop for a particular destination
(a CE device). The static route destination can be an IPv4 address.

Prerequisites

• Review and understand static routing fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — IP Routing, NN46205-523.

• You must log on to the VRF Router Configuration mode in the ACLI.
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Procedure steps

Configure a static route on the VRF by using the following command:

ip route <IP address> <network mask> <next-hop> weight <value>
[preference <1-255>] [local-next-hop enable] enable

Variable definitions
Use the data in the following table to use the ip route command.

Variable Value
IP address Specifies the destination IP address in the

format A.B.C.D

local-next-hop enable Enables or disables this option. True
indicates that the static route becomes active
only if the switch uses a local route to the
network. False indicates that the static route
becomes active if the switch uses a local
route or a dynamic route. Use the no operator
to later remove this configuration. To
configure this option to the default value, use
the default operator with the command.

network mask Specifies the network mask in the format
A.B.C.D

next-hop Specifies the IP address for the next hop.

preference <1-255> Configures the preference for the static route
in the range 1–255. You can configure
different preferences for multiple static
routes to the same destination. Use the no
operator to later remove this configuration.
To configure this option to the default value,
use the default operator with the command.

weight <value> Configures the cost for the static route. The
lower the cost, the more preferable the
route.

Configuring a static route between PE and CE nodes
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Chapter 17: IP VPN configuration options
using the ACLI

Most IP Virtual Private Network (VPN) parameters use default values. However, you can change these
values as necessary. Use the procedures in this chapter to customize your IP VPN configuration.

See the Technical Configuration Guide for IP VPN for IP VPN configuration examples. You can find this
Technical Configuration Guide at http://www.avaya.com/support with the rest of the ERS8800/8600
documentation.

Prerequisites for IP VPN configuration options
• Complete basic IP VPN configuration.

• Complete provider edge (PE)-to-customer edge (CE) routing configuration.

Job aid: Roadmap of IP VPN ACLI commands
The following table lists the commands and parameters that you use to perform the procedures
in this chapter.

Table 9: Job aid: Roadmap of IP VPN ACLI commands

Command Parameter
Global Configuration mode

ip vrf <vrfName> max-routes <0–250000>

route-map <WORD 0-32> <1-10> match extcommunity
<extcommunity-list>

VRF Router Configuration mode

ip bgp in-route-policy <WORD>

multiple-paths <1–8>

out-route-policy <WORD>

ip ecmp max-path <1–8>
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Command Parameter
ipvpn

ip extcommunity-list <1–1024> memberId <1–
65535>

<cr>

rt <WORD>

soo <WORD>

route-map <WORD> <1–65535> <cr>

deny

enable

name

permit

Router VRF Route-Map Configuration mode

route-map <WORD> <1–65535> match as-path

community

community-exact

interface

local-preference

metric

network

next-hop

protocol

route-source

route-type

tag

vrf

vrfids

route-map <WORD> <1–65535> set as-path

as-path-mode

automatic-tag

community

community-mode

extcommunity

extcommunity-mode
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Command Parameter
injectlist

ip-preference

ip-preference

local-preference

mask

metric

metric-type

metric-type-internal

next-hop

nssa-pbit

origin

origin-egp-as

tag

weight

Configuring BGP inbound route filtering
You can configure Border Gateway Protocol (BGP) inbound route filtering on the global routing
engine (GRE) to reduce BGP update messaging after you configure new VPNs (new route
targets) on the node.

By default, the GRE discards incoming VPN routes that do not match at least one locally
configured route target; however, routes are discarded only if the route refresh capability is
negotiated with the peer. If the PE node later becomes a member of one of these VPNs, the
switch must relearn the information it previously discarded by triggering a route refresh request
to peers.

Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI by using the router vrf
<name> command. Specify the VRF name for <name>.

Configuring BGP inbound route filtering
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Procedure steps

Specify a maximum number of equal multicost routes for remote VPN destinations by
using the following command:

ip bgp multiple-paths <1–8>

Variable definitions
Use the data in the following table to use the ip bgp multiple-paths command.

Variable Value
1–8 Configures the maximum number of equal

multicost routes to store in the routing table.
To configure this option to the default value,
use the default operator with the command.

Configuring ECMP support for VPN routes
Configure the number of Equal Cost Multipath (ECMP) routes that the VRF can learn from
remote PE routers and route reflectors to allow the system to distribute IP VPN traffic across
multiple paths.

Prerequisites

• ECMP must be enabled in the VRF.

However, do not enable ECMP in BGP and in IP in a VRF when support for ECMP VPN
routes in the VRF is not required.

• You must log on to the VRF Router Configuration mode in the ACLI by using the router
vrf <name> command. Specify the VRF name for <name>.
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Procedure steps

Specify a maximum number of ECMP routes for remote VPN destinations by using the
following command:

ip ecmp max-path <1–8>

Variable definitions
Use the data in the following table to use the ip ecmp command.

Variable Value
1–8 Configures the maximum number of ECMP

routes that can be stored in the routing table.
To configure this option to the default value,
use the default operator with the command.

Configuring the route limit for a VRF
Configure the maximum number of routes the system can store in the VRF routing table to
conserve memory.

Prerequisites

• Review and understand routing option fundamentals in Avaya Ethernet Routing Switch
8800/8600 Configuration — IP Routing, NN46205-523.

• You must log on to the Global Configuration mode in the ACLI.

Procedure steps

Specify the maximum number of routes permitted in the VRF routing table by using the
following command:

Configuring the route limit for a VRF
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ip vrf <vrfName> max-routes <0–250000>

Variable definitions
Use the data in the following table to use the ip vrf max-routes command.

Variable Value
0–250000 Specifies the maximum number of routes

allowed for the VRF from the range of 0–
250000. To configure this option to the
default value, use the default operator with
the command.

Disabling IP VPN on a VRF
Administratively disable IP VPN on a VRF to remove it from service if you need to troubleshoot
or if you need to change the route distinguisher. You preserve all current configuration
information.

Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI by using the router vrf
<name> command. Specify the VRF name for <name>.

Procedure steps

Disable the IP VPN by using the following command:

no ipvpn

Configuring policies using extended communities
Configure policies by using extended communities to include one or more communities in the
policy.
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Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI by using the router vrf
<name> command. Specify the VRF name for <name>.

Procedure steps

1. Create an extended community list by using the following command:

ip extcommunity-list <1–1024> memberId <1–65535> [rt <WORD>]
[soo <WORD>]

2. Use the extended community list as match or set criteria in a policy.

Variable definitions
Use the data in the following table to use the ip extcommunity-list command.

Variable Value
1–1024 Assigns an ID to the list from 1–1024.

memberId <1–65535> Defines each member by specifying one or
more member ID values.

rt <WORD> Specifies a route target. <WORD> is <AS
number> <assigned number> or
<ipaddress> <assigned number>. If you use
the AS number, the assigned number is in the
range 0–2147483647. If you use the IP
address, the assigned number is in the range
0–65535.

soo <WORD> Specifies a site of origin. <WORD> is <AS
number> <assigned number> or
<ipaddress> <assigned number>. If you use
the AS number, the assigned number is in the
range 0–2147483647. If you use the IP
address, the assigned number is in the range
0–65535.

Configuring policies using extended communities
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Configuring VRF level policies
Configure VRF level policies to define a set of criteria to be met for routes received from remote
PEs before they can enter the BGP route selection process. After you apply the BGP policy to
the BGP configured in the VRF, either global BGP in the VRF or on eBGP neighbors in the
VRF, the policy works on the routes received for that VRF through either MP-BGP or eBGP.

Prerequisites

• Configure a VRF.

• You must log on to the VRF Router Configuration mode in the ACLI by using the router
vrf <name> command. Specify the VRF name for <name>.

Procedure steps

1. Specify an action by using the following command:

route-map <WORD> <1–65535> <permit|deny>

2. Log on to the Router VRF Route-Map configuration mode by using the following
command:

route-map <WORD 0-32> <1-10>

3. Specify one or more match conditions by using the following command:

route-map <WORD> <1–65535> match <match condition>

4. Specify one or more set commands by using the following command:

route-map <WORD> <1–65535> set <set command>

5. Enable the policy by using the following command:

route-map <WORD> <1–65535> enable

6. Rename the policy, if required, by using the following command:

route-map <WORD> <1–65535> name <WORD>
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Variable definitions
Use the data in the following table to use the route-map command.

Variable Value
1–65535 Specifies a sequence number for the policy.

match condition Specifies one or more of the following as match criteria:

• as-path <ID from 0–1027> represents multiple as-list IDs
as "2,4,5,6,7"

• community <ID from 0–1027> represents multiple
community IDs as "2,4,5,6,7"

• community-exact enable

• interface <prefix-list from 0–1027>

• local-preference <0–2147483647>

• metric <0–65535>

• network <prefix-list from 0–1027>

• next-hop <prefix-list from 0–1027>

• protocol <protocol from 0–40>— Any|xxx, where xxx is
local, rip, static, or any combination separated by a
vertical line (|)

• route-source <prefix-list from 0–1027>

• route-type <any|local|internal|external|external-1|
external-2>

• tag <tag from 0–256>

• vrf <WORD 0–64>

• vrfids <0–255>

<WORD 0-32> Assigns a name to the policy from 1–64 characters.

<1-10> Specifies a second index used to identify a specific policy
within a route policy group.

set command Specifies one or more of the following as a set command:

• as-path <as-list-id from 0–256>

• as-path-mode <prepend|tag>

• automatic-tag enable

• community <community-list from 0–256>

• community-mode <additive|none|unchanged>

• extcommunity <extcommunity-list-id from 0–1024>

Configuring VRF level policies

Configuration — IP VPN September 2012     153



Variable Value

• extcommunity-mode <append|overwrite|unchanged>

• injectlist <prefix-list from 0–1027>

• ip-preference

• local-preference <pref-value from 0–65535>

• mask <ipaddr>

• metric <metric-value from 0–65535>

• metric-type <type1|type2>

• metric-type-internal

• next-hop <ipaddr>

• nssa-pbit enable

• origin <igp|egp|incomplete>

• origin-egp-as <origin-egp-as from 0–65535>

• tag <tag from 0–65535>

• weight <weight from 0–65535>

WORD Specifies a name for the policy from 1–64 characters.

Configuring eBGP PE-CE peer level policies
Configure peer level policies to apply a route policy rule to all routes that are learned from, or
sent to, the local BGP router peers or peer groups.

Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI by using the router vrf
<name> command. Specify the VRF name for <name>.

Procedure steps

1. Configure the incoming policy by using the following command:
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ip bgp in-route-policy <WORD>

2. Configure the outgoing policy by using the following command:

ip bgp out-route-policy <WORD>

Variable definitions
Use the data in the following table to use the ip bgp in-route-policy and ip bgp out-
route-policy commands.

Variable Value
WORD Specifies a route-map name. This option is a

string value from 1–256 characters. Use the
no operator to later remove this
configuration. To configure this option to the
default value, use the default operator with
the command.

Configuring MP-BGP peer level policies
Create multiprotocol BGP (MP-BGP) policies to configure route leaking between VRFs and
the Global Routing Engine (GRE) VRF 0. These policy configurations are specific to VRFs with
IP VPN enabled.

Prerequisites

• You must log on to the VRF Router Configuration mode in the ACLI by using the router vrf
<name> command. Specify the VRF name for <name>.

Procedure steps

1. Log on to the Router VRF Route-Map configuration mode by using the following
command:

Configuring MP-BGP peer level policies
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route-map <WORD 1-64> <1-65535>

2. Configure the policy on the GRE to match an extended community for internal BGP
(iBGP) peers by using the following command:

route-map <WORD 1-64> <1-65535> match extcommunity
<extcommunity-list>

3. Configure a policy to match a local prefix value by using the following command:

route-map <WORD 1-64> <1-65535> match local-preference <pref-
value>

4. Configure the policy to match a VRF ID or name by using the following command:

route-map <WORD 0-32> <1-10> match vrf <vrfName>

or

route-map <WORD 0-32> <1-10> match vrfids <IDs>

The match-vrf parameter in the interface-level route policy specifes the VRF from
which you want to import the routes and send out through the interface. This is in
addition to the routes from the current VRF. Therefore, the routes local to the VRF
according to the protocol are announced along with the routes from the VRF
specified with the match-vrf parameter.

5. Configure the extended community string by using the following command:

route-map <WORD 0-32> <1-10> set extcommunity <extcommunity-
list-id>

6. Configure the extended community mode by using the following command:

route-map <WORD 0-32> <1-10> set extcommunity-mode <append|
overwrite|unchanged>

Variable definitions
Use the data in the following table to use the route policy commands.

Variable Value
extcommunity-list Filters incoming and outgoing updates based

on communities. Specify the community IDs
from 0–1027. Reference multiple lists
separated with a comma (,), for example,
2,4,5,6,7. Use the no operator to remove this
configuration. To configure this option to the
default value, use the default operator with
the command.
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Variable Value
extcommunity-list-id Configures the extended community string,

from 1–1024. Use the no operator to remove
this configuration. To configure this option to
the default value, use the default operator
with the command.

<WORD 1-64> Assigns a name to the policy from 1–64
characters.

pref-value Matches the local prefix value, from 0–
2147483647. Use the no operator to remove
this configuration. To configure this option to
the default value, use the default operator
with the command.

<1-65535> Specifies a second index used to identify a
specific policy within a route policy group.

<append|overwrite|unchanged> Configures the extended community mode
as one of the following:

• Unchanged: Keep the community attribute
in the route path.

• None: Remove the community in the route
path additive.

• Append: Add the community number
specified in SetCommunityNumber to the
community list attribute.

The default is unchanged. To configure this
option to the default value, use the default
operator with the command.

vrf <vrfName>
or
vrfids <IDs>

Identifies which source VRFs leak routes to
the local VRF.

Configuring MP-BGP peer level policies
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Chapter 18: ACLI operational command
reference

Operational commands are useful to verify IP Virtual Private Network (VPN) configuration and to monitor
or troubleshoot IP VPN operation.

Common IP VPN operational commands
The following table lists the most common operational commands for IP VPN monitoring and
troubleshooting. To display information for a specific virtual router forwarding (VRF), you must
specify the VRF name in the syntax of the command.

For information about statistics, see Avaya Ethernet Routing Switch 8800/8600 Performance
Management, NN46205-704. For troubleshooting procedures, see Avaya Ethernet Routing
Switch 8800/8600 Troubleshooting, NN46205-703.

Table 10: IP VPN operational ACLI commands

Category Command Function
IP VPN configuration show ip ipvpn [vrf

<value>] [vrfids
<value>]

Displays the configuration for IP
VPN enabled VRFs.

show ip ipvpn rd
[vrf <value>]
[vrfids <value>]

Displays the configured route
distinguisher for IP VPN enabled
VRFs.

show ip ipvpn route-
target [vrf <value>]
[vrfids <value>]

Displays the configured route target
for IP VPN enabled VRFs.

MP-BGP (on a VRF) show ip bgp peer-
group [vrf <value>]
[vrfids <value>]

Displays BGP groups configured
on the specified VRF or VRF IDs.

show ip bgp route
[vrf <value>]
[vrfids <value>]

Displays BGP routes maintained by
the specified VRF or VRF IDs.

show ip bgp
neighbors [vrf

Displays BGP neighbors for the
specified VRF or VRF IDs.
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Category Command Function
<value>] [vrfids
<value>]

show ip bgp
dampened-paths <IP
address> [vrf
<value>] [vrfids
<value>]

Displays dampened BGP routes on
the specified VRF or VRF IDs.

show ip bgp summary
[vrf <value>]
[vrfids <value>]

Displays summary BGP
information for the specified VRF or
VRF IDs.

OSPF (on a VRF) show ip ospf ifstats
[vrf <value>]
[vrfids <value>]

Displays the interface statistics for
the specific VRF or VRF IDs.

show ip ospf [vrf
<value>] [vrfids
<value>]

Displays OSPF general information
for the specific VRF or VRF IDs.

show ip ospf
interface [vrf
<value>] [vrfids
<value>]

Displays OSPF interface and virtual
link summaries for the specified
VRF or VRF IDs.

show ip ospf
neighbors interface
[vrf <value>]
[vrfids <value>]

Displays OSPF neighbors for the
specified VRF or VRF IDs.

show ip ospf port-
error [vrf <value>]
[vrfids <value>]

Displays OSPF port error
information for the specified VRF or
VRF IDs.

show ip ospf
redistribute [vrf
<value>] [vrfids
<value>]

Displays the configuration for
OSPF route redistribution on all or
specific VRFs.

show ip ospf stats
[vrf <value>]
[vrfids <value>]

Displays OSPF packet statistics for
the specified VRF.

RIP (on a VRF) show ip rip
interface [vrf
<value>] [vrfids
<value>]

Displays RIP interfaces on the
specified VRF.
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Category Command Function
show ip rip
redistribute [vrf
<value>] [vrfids
<value>]

Displays the configuration for RIP
route redistribution on all or specific
VRFs.

VRF operations ping <IP address>
vrf <value>

Verifies reachability to a specified
destination from the VRF. For
additional information on the VRF
ping operation, see Avaya Ethernet
Routing Switch 8800/8600
Troubleshooting, NN46205-703.

show ip route count-
summary [vrf
<value>] [vrfids
<value>]

Displays a summary of route table
information for the specified VRF or
VRF IDs

show ip route [vrf
<value>] [vrfids
<value>]

Displays route table information for
the specified VRF or VRF IDs.

show ip vrf <value>
[vrfids <value>]

Displays configuration and
operational information for the
specified VRF.

traceroute <IP
address> vrf <value>

Traces the route to the remote host
from the specified VRF. For
additional information on the VRF
traceroute command, see Avaya
Ethernet Routing Switch
8800/8600 Troubleshooting,
NN46205-703.

Common IP VPN operational commands
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Chapter 19: IP VPN deployment topologies

Several options are available for IP VPN topologies depending on your network and customer
requirements.

CE-PE deployment
If you use the Avaya Ethernet Routing Switch 8800/8600 as a provide edger (PE) device, you
can connect a customer edge (CE) device to the PE device in the following ways:

• one CE connected to a single PE using a single Gigabit Ethernet (GE), 10 GE, or
10/100/1000 port

• one CE uses a multilink trunk (MLT) to a single PE using multiple (up to 8) GE, 10 GE, or
10/100/1000 ports

• one CE connected to two PEs (two VRFs that belong to the same VPN) using routed split
multilink trunks (RSMLT)

• multiple CEs connected to a single PE using VRF and locally forwarded packets

CE devices can exchange routing information with PE devices by using an Interior Gateway
Protocol (IGP), such as Open Shortest Path First (OSPF) or Routing Information Protocol
(RIP), and static routes. The routing engine in the CE device works with the routing protocol
that runs in the context of a VRF in the PE device. This situation is common in enterprise
deployments.

CE devices can exchange routing information with PE devices by using the External Border
Gateway Protocol (EBGP). The routing engine in the CE device works with the EBGP that runs
in the context of a VRF in the PE device. This situation suits carrier deployments.

PE-P deployment
If you use the Avaya Ethernet Routing Switch 8800/8600 as a provider edger (PE) device, you
can connect a provider (P) router to the PE device in the following ways:

• one PE connected to a single P using a single GE, 10 GE, or 10/100/1000 port

• one PE uses an MLT to a single P using multiple (up to 8) GE, 10 GE, or 10/100/1000
ports
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• one PE connected to two Ps without split multilink trunks (SMLT)

• PE to PE connected directly

PE devices exchange routing information with a P device by using an IGP and static routes.
The Global Routing Engine (GRE) in the PE device works with the routing protocol that runs
in the context of a GRE in the P device.
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Chapter 20: Customer Service

Visit the Avaya Web site to access the complete range of services and support that Avaya provides. Go
to www.avaya.com or go to one of the pages listed in the following sections.

Getting technical documentation
To download and print selected technical publications and release notes directly from the
Internet, go to www.avaya.com/support.

Getting product training
Ongoing product training is available. For more information or to register, you can access the
Web site at www.avaya.com/support. From this Web site, you can locate the Training contacts
link on the left-hand navigation pane.

Getting help from a distributor or reseller
If you purchased a service contract for your Avaya product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

Getting technical support from the Avaya Web site
The easiest and most effective way to get technical support for Avaya products is from the
Avaya Technical Support Web site at www.avaya.com/support.
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Glossary

Border Gateway
Protocol (BGP)

An inter-domain routing protocol that provides loop-free inter-domain
routing between Autonomous Systems (AS) or within an AS.

Circuitless IP A virtual interface that does not map to any physical interface. This
interface is often called a loopback.

equal cost
multipath (ECMP)

Distributes routing traffic among multiple equal-cost routes.

External BGP
(EBGP)

A Border Gateway Protocol (BGP) used by routers that exchange
information between two BGP speakers in different Autonomous
Systems.

Interior Gateway
Protocol (IGP)

Distributes routing information between routers that belong to a single
Autonomous System (AS).

Open Shortest
Path First (OSPF)

A link-state routing protocol used as an Interior Gateway Protocol
(IGP).

route reflector A BGP speaker that advertises routes learned from its route reflector
clients to other IBGP neighbors.

route reflector
client

A BGP speaker that advertises its learned routes to a route reflector for
readvertisement of its routes to the rest of the AS.
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route reflector client
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