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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http://support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR
AN AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE
ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE.
BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can result
in substantial additional charges for your telecommunications services.

Avaya Toll Fraud intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.
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Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: Introduction

Purpose of this document
Use this document to help you troubleshoot the Avaya Ethernet Routing Switch 8800/8600.

For information about using Enterprise Device Manager (EDM), the command line interface
(CLI), or the Avaya command line interface (ACLI), see Avaya Ethernet Routing Switch
8800/8600 User Interface Fundamentals, NN46205-308.

Related resources

Documentation
See the Avaya Ethernet Routing Switch 8800/8600 Documentation Roadmap, NN46205-103,
for a list of the documentation for this product.

Training
Ongoing product training is available. For more information or to register, you can access the
website at http://avaya-learning.com/.

Avaya Mentor videos
Avaya Mentor is an Avaya-run channel on YouTube that includes technical content on how to
install, configure, and troubleshoot Avaya products.

Go to http://www.youtube.com/AvayaMentor and perform one of the following actions:
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• Enter a key word or key words in the Search Channel to search for a specific product
or topic.

• Scroll down Playlists, and click the name of a topic to see the available list of videos
posted on the site.

Support
Visit the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release
notes, downloads, and resolutions to issues. Use the online service request system to create
a service request. Chat with live agents to get answers to questions, or request an agent to
connect you to a support team if an issue requires additional expertise.

Introduction
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Chapter 2: New in this release

The following section details what's new in Avaya Ethernet Routing Switch 8800/8600 Troubleshooting,
NN46205-703 for Release 7.2:

• Features on page 19

Features
See the following sections for information about feature changes:

IPv6 traceroute
The traceroute command now supports IPv6 addresses. For more information, see the CLI
procedure Running an IPv6 traceroute test on page 190 or the ACLI procedure Running an
IPv6 traceroute test on page 262.

Service Level Agreement (SLA) Monitor
Release 7.2.10 adds support for the SLA Monitor agent. You can use SLA Monitor to monitor
and analyze performance issues in the network infrastructure.

For more information about SLA Monitor, see Service Level Agreement Monitor on
page 45.

Ping enhancement
Release 7.2.10 enhances the ping command by adding interface options for ports,
management port, VLANs, and tunnels. For configuration information, see the CLI procedure
Running a ping test on page 186 or the ACLI procedure Running a ping test on page 259.
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Chapter 3: Troubleshooting planning
fundamentals

You can better troubleshoot the problems on your network by planning for these events in advance. To
do this, you must know the following:

• that your system is properly installed and routinely maintained
• the configuration of your network
• the normal behavior of your network

Proper installation and routine maintenance
Follow proper maintenance and installation procedures to prevent problems. For information
about routine maintenance procedures, see Avaya Ethernet Routing Switch 8800/8600
Routine Maintenance, NN46205-312.

Network configuration
To keep track of your network configuration, gather the information described in the following
sections. This information, when kept up-to-date, is helpful for locating information when you
experience network or device problems.

Network configuration navigation

• Site network map on page 22
• Logical connections on page 22
• Device configuration information on page 22
• Other important data about your network on page 22
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Site network map
A site network map identifies where each device is physically located on your site. It helps
locate the users and applications that are affected by a problem. You can use the map to
systematically search each part of your network for problems.

Logical connections
The Avaya Ethernet Routing Switch 8800/8600 supports virtual LANs (VLAN). With VLANs,
you must know how your devices are connected both logically and physically.

Device configuration information
Maintain online and paper copies of your device configuration information. Ensure that all
online data is stored with the regular data backup for your site. If your site does not have a
backup system, copy the information onto a backup disk (such as a CD or zip disk) and store
the backup disk in an off-site location.

You can use FTP and TFTP to store configuration files on a remote server.

Other important data about your network
For a complete picture of your network, have the following information available:

• all passwords

Store passwords in a safe place. Keep records of you previous passwords in case you
must restore a device to a previous software version and need to use the old password
that was valid for that version.

• device inventory

Maintain a device inventory which lists all devices and relevant information for your
network. The inventory lets you easily see the device type, IP address, ports, MAC
addresses, and attached devices.

• MAC address-to-port number list

If your hubs or switches are not managed, you must keep a list of the MAC addresses
that correlate to the ports on your hubs and switches.

• change control

Troubleshooting planning fundamentals
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Maintain a change control system for all critical systems. Permanently store change
control records.

• contact details

Store the details of all support contracts, support numbers, engineering details, and
telephone and fax numbers to save time when troubleshooting.

Normal behavior on your network
When you are familiar with your fully operational network, you can more effectively troubleshoot
problems that arise. Monitor your network over a long period of time to understand its normal
behavior, such as traffic flow patterns, when devices are accessed and peak usage times.

Use a baseline analysis to indicate overall network health during normal operation. Then
compare this baseline to captured network traffic to quickly troubleshoot and isolate network
problems. By running tests on a healthy network, you can then compare normal data against
the results of your troubled network. For example, ping each node to discover how long it
typically takes to receive a response from devices on your network. Capture and save the
response time for each device and use these baseline response times to help you troubleshoot
network problems.

Normal behavior on your network
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Chapter 4: Troubleshooting fundamentals

This section provides conceptual information about common problems.

Connectivity problems
To troubleshoot connectivity problems, always provide source and destination IP pairs. Ten
pairs usually provide enough information for troubleshooting (five working pairs and five pairs
with connectivity issues).

You can capture a dump of the hardware records from the ingress OctaPID. For example, use
the command dump ar 0 all 3 where all hardware records from OctaPID 0 slot 1 port 1
are dumped with a verbosity level of 3. A verbosity level of 1 usually suffices.

Routing table problems
Routing table problems can include

• inactive routes
• unnecessary routes
• black hole routes
• flapping links (links going up and coming down) that cause the routes to flap
• incorrect route tables
• invalid Address Resolution Protocol (ARP) cache that causes incorrect IP assignment
• problems with administrative distance or other settings

You can delete static or dynamic routes from the routing table. You can also force the router
to redo the Routing Information Protocol (RIP), Open Shortest Path First (OSPF), and Border
Gateway Protocol (BGP) route selection algorithms. As a last resort, you can clear the routing
table and force the router to relearn routes.

Do not restart a router to clear a problem as doing so will clear the logs. Logs on routers are
vital and can help determine many problems.
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Chapter 5: Troubleshooting tool
fundamentals

This section provides conceptual information about the methods and tools that you can use to troubleshoot
and isolate problems in your Avaya Ethernet Routing Switch 8800/8600 network.

Troubleshooting overview
Connectivity and performance are typical problems that occur with networks. The Avaya
Ethernet Routing Switch 8800/8600 supports a range of diagnostic tools that monitor and
analyze traffic, capture and analyze data packets, trace data flows, view statistics, and manage
event messages. Certain protocols and tools are tailored for troubleshooting specific Avaya
Ethernet Routing Switch 8800/8600 network topologies. Other tools are more general in their
application. These tools help diagnose and monitor ingress and egress traffic on the Ethernet
Routing Switch 8800/8600.

When gathering information about a problem, consider the following information:

• Use the OSI model when troubleshooting. Start at Layer 1 to confirm that your physical
environment, such as cables and module connections, is operating without any failures
before moving to the network and application layer. Address Resolution Protocol (ARP)
can cause some difficulties; ARP operates at Layer 2 to resolve MAC addresses to IP
addresses (Layer 3).

• Router-specific tools and protocols help you gather information. Ethernet Routing Switch
8800/8600-specific tools are outlined in this document.

• Use client and server-based tools from Microsoft, Novell, Linux, and UNIX. For example,
use Windows tools such as ifconfig, ipconfig, winipcfg, and route print to obtain IP
information and routing tables. Servers also maintain route tables. The following section
shows the output of the route print command.

Microsoft(R) Windows DOS
(C)Copyright Microsoft Corp 1990-2001.
C:\DOCUME~1\USER>route print 
===========================================================================
Interface List
0x1 ........................... MS TCP Loopback interface
0x2 ...00 12 f0 74 2a 87 ...... Intel(R) PRO/Wireless 2200BG Network Connection 
- Packet Scheduler Miniport
0x3 ...00 14 38 08 19 c6 ...... Broadcom NetXtreme Gigabit Ethernet - Packet 
Sch eduler Miniport
0x4 ...44 45 53 54 42 00 ...... Avaya IPSECSHM Adapter - Packet Scheduler Minip 
ort 
=========================================================================== 
===========================================================================
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Active Routes:
Network Destination        Netmask          Gateway       Interface  Metric
0.0.0.0          0.0.0.0      192.168.0.1   192.168.0.102       26
0.0.0.0          0.0.0.0  207.179.154.100  207.179.154.100      1
127.0.0.0        255.0.0.0        127.0.0.1       127.0.0.1       1
192.168.0.0    255.255.255.0    192.168.0.102   192.168.0.102       25
192.168.0.0    255.255.255.0  207.179.154.100  207.179.154.100      1
192.168.0.102  255.255.255.255        127.0.0.1       127.0.0.1       25
192.168.0.255  255.255.255.255    192.168.0.102   192.168.0.102       25
198.164.27.30  255.255.255.255      192.168.0.1   192.168.0.102       1
207.179.154.0    255.255.255.0  207.179.154.100  207.179.154.100      30
207.179.154.100  255.255.255.255        127.0.0.1       127.0.0.1       30
207.179.154.255  255.255.255.255  207.179.154.100  207.179.154.100      30
224.0.0.0        240.0.0.0    192.168.0.102   192.168.0.102       25
224.0.0.0        240.0.0.0  207.179.154.100  207.179.154.100      1
255.255.255.255  255.255.255.255    192.168.0.102   192.168.0.102       1
255.255.255.255  255.255.255.255  207.179.154.100               3       1
255.255.255.255  255.255.255.255  207.179.154.100  207.179.154.100      1
Default Gateway:   207.179.154.100 
===========================================================================
Persistent Routes:   None

• Other problems can give the impression that a router problem is occurring. These include
problems with the Domain Name Service (DNS) server, another switch, firewall, or access
point.

Digital Diagnostic Monitoring
Use Digital Diagnostic Monitoring (DDM) to monitor laser operating characteristics such as
temperature, voltage, current and power. This feature works during active laser operation
without affecting data traffic. Small Form-factor Pluggable (SFP) transceivers and 10 Gigabit
SFPs (XFP) support DDM.

An interface that supports DDM is called a Digital Diagnostic Interface (DDI). These devices
provide real-time monitoring of individual DDI SFPs and XFPs on a variety of Avaya products.
The DDM software provides warnings or alarms when the temperature, voltage, laser bias
current, transmitter power, or receiver power fall outside of vendor-specified thresholds during
initialization.

For more information about DDM, SFPs and XFPs, see Avaya Ethernet Routing Switch
8800/8600 Installation — SFPs, XFPs, GBICs. and OADM Hardware Components,
NN46205-320.

Port mirroring
Port mirroring helps you monitor and analyze network traffic. It supports ingress (incoming
traffic) and egress (outgoing traffic) port mirroring. When you enable port mirroring, ingress or
egress packets are forwarded normally from the mirrored (source) port, and a copy of the
packets is sent to the mirroring (destination) port.
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Port mirroring navigation

• Overview on page 29
• Port mirroring and modules on page 29
• R modules on page 32
• RS modules on page 32
• ACLs, ACEs, and port mirroring on page 34
• Port mirroring considerations and restrictions on page 34

Overview
Port mirroring causes the switch to make a copy of a traffic flow and send it to a device for
analysis. Port mirroring is used in diagnostic sniffing—the mirror allows a network administrator
to view the packets in the flow without breaking the physical connection to place a packet sniffer
inline. Mirroring is also used for security reasons.

You can use egress mirroring to monitor packets as they leave specified ports. You can also
monitor traffic for Media Access Control (MAC) addresses, where traffic with a given MAC
source address (SA) or MAC destination address (DA) is copied to the specified mirroring
port.

Use a network analyzer to observe and analyze packet traffic at the mirroring port. Unlike other
methods that analyze packet traffic, the packet traffic is uninterrupted and packets flow
normally through the mirrored port.

Use the VLAN forwarding database feature to monitor traffic for Media Access Control (MAC)
addresses. In this case, traffic with a given source or destination MAC address is copied to the
mirror port. Using Enterprise Device Manager, you can enable this feature by setting the
Monitor field to true for a MAC address in the VLANs Forwarding tab. Monitoring of MAC
address traffic must be within the context of a VLAN.

Port mirroring and modules
The number of mirroring ports (also called destination ports) that you can configure depends
on the type and quantity of modules you have in your system configuration.

The module switch fabric determines the quantity of mirrored (source) ports that can be
supported by a single mirroring (destination) port based on the OctaPID ID assignment for that
module. For example, a 48-port 10/100TX module is assigned six OctaPID IDs, and each
OctaPID ID supports up to eight ports (6 x 8 = 48 ports). You can assign one destination port
per OctaPID ID.

Port mirroring
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When you configure destination ports, CLI automatically assigns the actual OctaPID ID
assignment according to the switch fabric in specific Ethernet Routing Switch 8800/8600
modules. The assignment of the OctaPID ID by the interface follows a fixed set of configuration
rules based on the module type.

For some modules, source ports that are members of the same OctaPID ID can be mirrored
only to the same destination port. If you try to assign source ports that are members of the
same OctaPID ID to different destination ports, CLI prompts you with an error message.

The following table describes ingress mirroring functionality for R and RS/8800 modules. Only
one type of mirroring destination is supported. You cannot mirror the same port to multiple
classes of destinations, for example, MLT and VLAN. However, you can mirror to multiple
physical destinations.

Table 1: Ingress mirroring functionality for R and RS/8800 modules

Function Support information
Ingress port mirroring and ingress flow mirroring

One port to one port Supported, no restriction in each lane

One to MLT group (for threat protection
system [TPS applications])

Supported

One to many (MGID/VLAN) Supported

One to one remote mirrored destination Supported

Many to one (multiple mirrored ports to
one mirroring port)

Supported

Many to MLT group Supported

Many to many (VLAN/MGID) (multiple
ports with several different destinations)

Supported

Many to many remote mirrored
destination

Supported

VLAN and port combination as a
mirroring destination

Not supported

Ingress flow mirroring

Allow filters to specify a separate
destination per access control entry
(ACE)

Supported

Flow-based remote mirroring Supported

The following table describes egress mirroring functionality.
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Table 2: Egress mirroring functionality for R and RS/8800 modules

Function Support information
Egress port mirroring and egress flow mirroring

One port to one port • R module—restriction: one egress source in
each lane

• RS/8800 module—no restrictions in each lane

One to MLT groups (for TPS
applications)

• R module—one egress source in each lane

• RS/8800 module—supported

One to many (MGID/VLAN) • R module—one egress source in each lane

• RS/8800 module—supported

One to one remote mirrored destination • R module—one egress source in each lane

• RS/8800 module—supported

Many to one (multiple mirrored ports to
one mirroring port)

• R module—one egress source in each lane

• RS/8800 module—supported

Many to MLT group • R module—one egress source in each lane

• RS/8800 module—supported

Many to many (VLAN/MGID) (multiple
ports with several different destinations)

• R module—one egress source in each lane

• RS/8800 module—Many to many MGIDs

Many to many remote mirrored
destination

• R module—one egress source in each lane

• RS/8800 module—supported

VLAN and port combination as mirroring
destination

Not supported

Egress flow mirroring

Allow filter to specify a separate
destination per ACE

• R module—one egress source in each lane

• RS/8800 module—supported

Flow-based remote mirroring • R module—one egress source in each lane

• RS/8800 module—supported

Port mirroring
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R modules
On R modules, you can create one enabled entry for each lane on a module. Therefore, you
can create up to three entries on a three-lane module, and up to 24 entries on an eight-module
chassis.

If you have an R module installed and set the mirroring mode to rx, you must use an ACL filter
option to mirror the port.

R modules support two-port mirroring modes: rx (ingress, that is, inPort and inVLAN) and tx
(egress, that is, outPort and outVLAN).

In rx modes, when you configure the ACE Debug or ACL Global options to mirror, use the ACE
to configure the mirroring destination port.

In tx modes, when you configure the ACE Debug or ACL Global options to mirror, use the
Diagnostics parameter to configure the mirroring destination. For example, in Enterprise
Device Manager, choose the Edit, Diagnostics, General, Port Mirrors tab to select the
destination ports.

The following table shows the maximum number of entries that you can configure on an R
module.

Table 3: Maximum port mirroring entries per R module

Module Number of lanes Maximum port mirroring entries
8630GBR 3 One port from each group of 10 ports: One port

from ports 1–10, one port from ports 11–20 and
one port from ports 21–30

8648GTR 2 One port from each group of 24 ports: One port
from ports 1–24 and one port from ports 25–48

8683XZR/ZW
8683XLR

3 Can mirror all 3 ports

RS modules
RS modules offer enhanced port mirroring functionality. Using RS modules, you can specify a
destination multi-link trunking (MLT) group, a destination port or set of ports, or a destination
VLAN.

RS modules support both rxFilter and txFilter modes, but operate differently than R modules.
Similar to R modules, you select the mode by configuring the inPort/outPort/inVLAN/outVLAN
ACL parameters. You can configure the mirroring action globally in an ACL, or for a specific
ACE by using the ACE Debug actions. However, regardless of the ingress or egress mode,
you configure the mirroring destination by using an ACE.
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To modify an RS module port mirroring instance, first disable the instance. Also, to change a
port, VLAN, or MLT entry, first remove whichever parameter is attached to the entry and then
add the required entry. For example, if an entry has mirroring ports already assigned, remove
the ports using the remove mirroring-ports command, and then assign a VLAN to the
entry using the add mirroring-vlan command.

8800 modules
The 8800 series modules provide the same functionality as their RS module equivalents. The
8800 modules however, use the enhanced network processor — the RSP 2.7. R and RS
modules continue to be supported and you can install a mix of R, RS and 8800 modules in the
same chassis.

 Important:
Support for 8800 series I/O modules starts with release 7.1. Support for the 8812XL,
however, starts with release 7.1.3. These modules are not backwards compatible with older
Ethernet Routing Switch 8800/8600 releases.

 Important:

The following table shows the RS modules and the equivalent 8800 modules.

RS module 8800 series module
8648GTRS 8848GT

8648GBRS 8848GB

8634XGRS 8834XG

8612XLRS 8812XL

The 8692SF/CPU with the supermezz or the 8895SF/CPU are the supported switch fabric
modules in a chassis that contains 8800 series modules.

 Important:
Ensure that you run software release 7.1 or later for the 8800 series modules to operate
properly. The 8812XL however, requires at minimum, software release 7.1.3 to operate
properly.

All 8800 series modules support jumbo frames. The 8800 series modules are not compatible
with the 8001AC and 8002DC power supplies. You must use either the 8004 or 8005 type
power supplies in a chassis that contains 8800 series modules. For proper system cooling,
8800 series modules require high-speed cooling modules.

The 8800 series modules can interoperate with R and RS modules. Ensure that there is enough
power available for all modules in the chassis (including redundancy requirements), using the

Port mirroring
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power calculation tool. You can find the calculator at www.avaya.com/support with the rest of
the ERS 8800/8600 documentation.

Thorough engineering testing indicates that starting from release 7.1, RS modules can be
replaced with their 8800 series equivalents with no loss of configuration. For example, you can
replace an 8648GTRS module with an 8848GT module, on a chassis, with no loss of
configuration.

 Important:
You can only replace a module with another module of the same type. For example, you
cannot replace a 48– port copper module with a fiber module. You can replace a copper
module with another copper module, or a fiber module with another fiber module.

ACLs, ACEs, and port mirroring
For R series modules, you can configure the ACL global action or the ACE debug action to
mirror. If you use the global action, mirroring applies to all ACEs that match in an ACL.

For Release 5.0. to decouple flow-based mirrors from port-based mirrors, ACEs use a new
parameter called debug mirror enable. In the ACE, you can specify the egress ports, the egress
MLT-ID, and the egress VLAN.

Use filters to reduce the amount of mirrored traffic. To use filters with port mirroring for an R
or RS/8800 module, you must use an ACL-based filter. Apply an ACL to the mirrored port in
the egress, ingress, or both directions. Traffic patterns that match the ACL/ACE with an action
of permit are forwarded to the destination and to the mirroring port. Traffic patterns that match
an ACE with an action of drop (deny) are not forwarded to the destination, but still reach the
mirroring port For example, for an ACL/ACE with a match action of permit and debug mirroring
enabled, packets are mirrored to the specified mirroring destination on the ACE. If a port or
VLAN filter is enabled, that filter is used as the mirroring filter.

You can specify more than one mirroring destination by using multiple ACEs. Use each ACE
to specify a different destination.

You cannot configure a port-based and a flow-based mirroring filter on the same port. If such
a case occurs, then the flow-based mirror takes precedence.

For more information about configuring ACLs and ACEs, see Avaya Ethernet Routing Switch
8800/8600 Configuration — QoS and IP Filtering, NN46205-507.

Port mirroring considerations and restrictions
With R, RS, and 8800 modules, you can configure the Ethernet Routing Switch 8800/8600 to
monitor both ingress and egress traffic.

Mirrored traffic shares ingress queue, egress queue, and fabric bandwidth with normal traffic
and can impact normal traffic. Therefore, enable these features only for troubleshooting,
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debugging, or for security purposes such as packet sniffing, intrusion detection, or intrusion
prevention.

Mirroring does not affect IPFIX actions. After duplication, the packet proceeds along its original
path.

You can configure as many ingress mirroring flows as you have filters. In flow-based remote
mirroring, the RMS encapsulates all flow-based mirroring packets, and does not distinguish
between RMTs based on flows. You can configure one RMS and one RMT per port.

To avoid VLANs and Spanning Tree Groups (STG) members from seeing mirrored traffic, you
must remove mirroring (destination) ports from all VLANs and STGs.

Ingress mirroring mirrors packets that are not dropped by the MAC. The MAC drops any errored
packet, for example, packets that are too short or too long. Control packets consumed by the
MAC (802.3x flow control) are also not mirrored.

Remote mirroring
Use remote mirroring to steer mirrored traffic through a switch cloud to a network analysis
probe located on a remote switch. Many ports from different switches can be monitored using
one network probe device. This function is achieved by encapsulating mirrored packets. The
encapsulated frame can be bridged though the network to the remote diagnostic termination
port.

Remote mirroring uses a specific VLAN if remote mirroring is enabled on the port mirroring
destination port. The VLAN ID is set in the Monitor Tag field of the remote mirrored packet.
You can segregate remote mirrored traffic to a single VLAN.

When an RMT port receives an encapsulated frame from the switch fabric, it strips off the
remote mirroring encapsulation as it is being transmitted on the port. Remote mirrored
encapsulated frames are identified when the configured remote mirroring destination MAC
address is detected as the destination MAC address in the packet. The RMT sends dummy
broadcast Layer 2 packets with the remote mirroring destination MAC address as the source
MAC address so that all nodes in the network can learn this MAC address. The dummy
broadcast is sent every 10 seconds (because the minimum value of the forwarding database
[FDB] aging timer is 10 seconds). When you configure a port as a RMT, a static FDB entry is
added to channel all traffic destined for the remote mirroring destination MAC address to the
RMT port. When you remove an RMT port from all of the configured VLANs, the remote
mirroring feature is disabled on the port.

The remote mirroring encapsulation wrapper is 20 bytes long and consists of a Layer 2
Destination Address, Layer 2 Source Address, Monitor Tag, Monitor Ether Type, and Monitor
Control. The original CRC-32 is stripped from a mirrored packet, and a new CRC-32 is
computed over the entire encapsulated frame. When the mirrored frame is 1522 bytes (1518
plus 4-byte 802.1p/q tag), the resulting maximum frame is 1542 bytes. All the nodes in the
network must be able to handle 1542-byte packets.

Remote mirroring
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Remote mirroring considerations and restrictions
Mirrored traffic shares ingress, egress, and fabric bandwidth with normal traffic and can impact
normal traffic. Therefore, only enable these features for troubleshooting, debugging, or for
security purposes such as packet sniffing, intrusion detection, or intrusion prevention.

To support remote mirroring, all the nodes in the network must be able to handle a packet size
up to 1542 bytes.

The following limitations apply to remote mirroring:

• You can configure a maximum of 16 RMTs in a switch.

• Only one port of an OctaPID can act as an RMT.

• Only one port in an OctaPID can act as an RMS.

• On R modules, you can mirror only one port in each egress lane. This does not apply to
RS/8800 modules.

• The RMS port must be a port mirroring destination port because only mirrored packets
are remote mirrored. The switch does not check if the port is a port mirroring destination
port, and does not send error messages if it is not.

• An RMT must be part of at least one port-based VLAN.

Be aware of the following information:

• If the RMS is a tagged port, the mirrored packet is encapsulated and transmitted with the
VLAN ID of the RMS port and forwarded to the RMT. Encapsulation does not modify the
mirrored packet data or the VLAN ID. When the RMT port receives an encapsulated frame
from the switch fabric, the port removes the remote mirroring encapsulation and the frame
is transmitted on the port with the VLAN ID of the mirrored packet (the original packet).

• If port mirroring is disabled, no packets are remote mirrored.

• Packets are captured only when the RMT is reachable.

• When you enable or disable remote mirroring, a trap is sent to the trap receiver, and an
SNMP log message states that remote mirroring is enabled or disabled and the mode.

• When you remove an I/O module from a slot, the RMS and the RMT on all ports in the
slot are disabled. This action generates an SNMP log message and a trap. When you
reinsert the module, the RMS and RMT are reenabled, but you must re-enable remote
mirroring.

• The RMT switch can receive the remote mirroring packet with complete remote mirroring
encapsulation (including the remote mirroring tag).

• Remote mirrored packets are sent with lowest priority (that is, a p-bit value of 0).

• When the RMT port is used for local port and remote port mirroring, the sniffer can't
decode the mirrored traffic and reports them as malformed packets. When the RMT port
is used for a remote port mirror or a local port mirror, the sniffer can decode the mirrored
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traffic correctly. When an RMT is configured on an interface, do not configure the same
interface as a local "mirroring port". This causes packet corruption on the locally mirrored
traffic. The RMT port is exclusively used in remote mirroring tunnel. The remote mirroring
destination/termination port should be disabled to perform local mirroring.

Ping Snoop
You can use Ping Snoop to help troubleshoot MultiLink Trunking (MLT) and Split MultiLink
Trunking (SMLT) networks. Ping Snoop displays the route that IP traffic takes over an MLT or
SMLT path. Ping Snoop enables a filter that copies Internet Control Message Protocol (ICMP)
messages to the CPU. The CPU then monitors the ICMP stream. The console displays the
port that is used for each IP traffic flow from source to destination station. There is no
mechanism to prevent line-rate ICMP traffic from going to the CPU as a result of enabling Ping
Snoop.

For R and RS/8800 modules, there is a pre-configured Ping Snoop ACT and ACL. If you have
an R series module installed, you must use the ACL filter option.

Create a Ping Snoop filter by specifying a source and destination IP address. Then specify the
ports on which you want to enable Ping Snoop. Only one Ping Snoop filter is supported on a
port. If an ICMP request is received on any of the added ports, the source and destination IP
address and the port on which the packet was received appear on the management
console.

Ping Snoop uses one of the available global filters (0–7). If eight global filters are configured
on a port prior to enabling ping snoop, Ping Snoop cannot be enabled for a port. You must
remove at least one of the global filters to enable Ping Snoop.

By design, Ping Snoop configurations are not saved to the configuration file and are deleted
by resetting the switch. Your Ping Snoop configuration is erased if you log off and then log on
under a different security level.

Packet Capture Tool
The Packet Capture Tool (PCAP) is a data packet capture tool that captures ingress and egress
packets on selected I/O ports. PCAP captures, saves, and downloads one or more traffic flows
through the Avaya Ethernet Routing Switch 8800/8600. The captured packets can be analyzed
offline during troubleshooting . PCAP is based on the mirroring capabilities of the I/O ports.

PCAP requires the Advanced Routing License. For more information about licensing, see
Avaya Ethernet Routing Switch 8800/8600 Administration, NN46205-605.

All captured packets are stored in the Secondary CPU, used as the PCAP engine. The Master
CPU maintains its protocol handling and is not affected by any capture activity.

Ping Snoop
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PCAP provides support for ACL filters on R module ports.

Packet Capture Tool navigation

• PCAP packet flow on page 38
• PCAP feature support on page 39
• PCAP, IP, and MAC filter sets on page 39
• PCAP filters on page 39
• PCAP limitations and considerations on page 39
• PCAP and R series modules on page 41

PCAP packet flow
By default, PCAP uses port mirroring. If a filter set is applied, flow mirroring is used. If further
filtering is required, PCAP software filters are applied. You can store captured packets in the
PCAP engine DRAM (PCAP00), on a PCMCIA device (or on external flash on the 8895 SF/
CPU), or on the network. You can then use FTP to download the stored packets to an offline
analyzer tool such as EtherReal or Sniffer Pro.

The following figure illustrates how to use the PCAP tool to configure PCAP filters and enable
them on ports.

Figure 1: PCAP example
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PCAP feature support
PCAP uses the secondary CPU as the PCAP engine. It supports activating packet capture on
one or multiple ports. PCAP can also capture packets on ingress, egress, or both directions
(R and RS/8800 modules).

You can use PCAP with

• existing IP traffic filters so that only packets that match this filter criteria are captured
• existing MAC (fdb) filters so that only packets that match this filter criteria are captured
• PCAP supports software filters, which provides a way to filter the packets in the PCAP

engine.
PCAP supports software filters, which provide a way to filter the packets in the PCAP engine.
Captured packets can be stored on a PCMCIA device (or on external flash on the 8895 SF/
CPU) or on the network. The packets are stored in Sniffer Pro file format.

PCAP, IP, and MAC filter sets
IP traffic filter sets limit data traffic sent to the PCAP engine, the device that actively captures
data packets.

Using IP filter sets affect data network traffic depending on the action taken at the filter and
port level. Applying IP filter sets has the same affect on network traffic as configuring filter sets
to ports using PCAP parameters. For routed IP traffic, use Source/Destination IP filter sets; for
bridged IP traffic use Global IP filter sets.

You can use PCAP to capture packets that match criteria based on MAC address filters. Avaya
recommends that you use PCAP with MAC filters because it reduces traffic flow on the PCAP
engine.

PCAP filters
Use PCAP filters to selectively configure match criteria to capture or drop frames. The
configured parameters determine which filter to apply to a given frame. The default behavior
is to accept the frame. You can also set trigger filters to globally start and stop packet
capturing.

PCAP limitations and considerations
This section describes the limitations and considerations of the PCAP tool.

• PCAP is not compatible with HA-CPU. Disable HA-CPU prior to using this feature.
• PCAP is supported with SuperMezz.

Packet Capture Tool
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• Flow control packets can be issued if port performance is affected while PCAP is
enabled.

• When setting capture-filter parameters for PCAP, a value of 0 is accepted when setting
the range of values. The value of 0 disables the filter parameter (a value of 0 means the
filter parameter is disabled). Do not use 0 in setting a range of values in a filter
parameter.

• When the secondary CPU cycles in the PCAP engine are used for packet capturing, and
if the packet incoming rate is high (about 200 Mbps), the log messages and certain CLI
commands executed in the Secondary CPU are queued. This state is recovered after the
packet capturing is completed. For immediate recovery, disable PCAP on the individual
ports in the primary CPU on which packets are to ingress. The packets captured until this
time are stored in the buffer.

• To autosave using an anonymous FTP session to a Windows system, first create a /pub
subdirectory in the c: directory or the drive which is the default for the FTPserver.

• PCAP uses two levels of filtering to capture packets: one at the hardware level and one
at the software level. The hardware level uses the existing IP filters; the software level
uses capture filters. Use the config ethernet <ports> pcap add set command
to add IP filters for the specified port for PCAP and for regular IP traffic filtering. When
you use the config ethernet <ports> pcap info command, you may see filter
set values that are specific to IP traffic filters only.

Use the config ethernet <ports> pcap enable command to enable or disable
PCAP on the port. When you use the config ethernet <ports> pcap info
command, the information displayed for the enable parameter refers to PCAP only (that
is, if enable is set to true, this means that PCAP is enabled for the specified interface).

• If you use an IP filter as a PCAP filter to capture packets, then you disable PCAP globally
and at the port level, the IP filter remains active.

• To restore the PCAP configuration file after a SF/CPU failover, you must source the
configuration file after the secondary CPU becomes the master. Otherwise, the PCAP
configuration file is not loaded.

• Globally disabling PCAP increases the number of packets dropped in hardware unless
you also disable PCAP on the port. To disable PCAP on the port, use the config
<ethernet> <ports> pcap command.

• When the PCAP buffer fills up, a standby SF/ CPU exception can occur. The exception
only occurs if you use a console connection to the standby SF/CPU. This only occurs
when the autosave feature is enabled and is set to transfer to a network device. The issue
does not occur when you save to a PCMCIA card.

Because the PCAP feature is based on the mirroring capabilities of the I/O ports, limitations
that apply to port mirroring also apply to PCAP. These limitations include

• PCAP cannot be enabled on a port that has port mirroring currently enabled.
• PCAP cannot be enabled if PCAP or port mirroring is enabled on any other port on the

same OctaPID. For 10/100 ports, there is one OctaPID for every 8 ports. For example,
ports 1-8 use one OctaPID, ports 9-16 use another OctaPID, and ports 17-24 use another
OctaPID. For all Gigabit ports, each port has its own OctaPID.
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PCAP and R series modules
ACLs with PCAP are supported on R module ports. At the port level, you can enable PCAP in
any one of the following six modes:

• rx (ingress)
• tx (egress)
• both (both ingress and egress)
• rxfilter (filter applied at ingress)
• txfilter (filter applied at egress)
• bothfilter (filter applied at both ingress and egress)

Rx, tx, and both modes do not require hardware filters, and are supported by R series
modules.

RxFilter, txFilter and bothFilter filtermodes allow filters or ACLs to be applied at the port level
to aidcapture.

R series modules support all six modes; R modules support both egress and ingress filtering.
For rxFilter, txFilter, or bothFilter configurations, R module ACLs are available for use.

General diagnostic tools
The Avaya Ethernet Routing Switch 8800/8600 has diagnostic features available with
Enterprise Device Manager (EDM), the Command Line Interface (CLI), and the Avaya CLI
(ACLI). Use these diagnostic tools to troubleshoot operational and configuration issues. You
can configure and display log files, view and monitor port statistics, trace a route, run loopback
and ping tests, test the switch fabric, and view the address resolution table.

 Note:
EDM does not allow all fields to be configured for PING and Traceroute. This is as
designed.

Traceroute does not allow the following fields: TargetAddressType, DSField,
SourceAddressType, IfIndex, MiscOptions, StorageType, CreateHopsEntries, and Type.

PING does not allow the following fields: TargetAddressType, StorageType, Type,
SourceAddressType, IfIndex, and DSField.

For more information about statistics, see Avaya Ethernet Routing Switch 8800/8600
Performance Management, NN46205-704.

General diagnostic tools
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Traceroute
Traceroute determines the path a packet takes to reach a destination by returning the
sequence of hops (IP addresses) the packet traverses.

According to RFC 1393, traceroute operates by: "sending out a packet with a Time To Live
(TTL) of 1. The first hop then sends back an ICMP error message indicating that the packet
could not be forwarded because the TTL expired. The packet is then resent with a TTL of 2,
and the second hop returns the TTL expired. This process continues until the destination is
reached. The purpose behind this is to record the source of each ICMP TTL exceeded
message to provide a trace of the path the packet took to reach the destination."

Ping
Ping is a simple and useful diagnostic tool used to determine reachability. When using Ping,
the switch sends an ICMP Echo Request to a destination IP address. If the destination receives
the packet, it responds with an ICMP Echo Response.

If a Ping test is successful, the destination you are having difficulty reaching is alive and
reachable. Even if a router is reachable, it can have improperly working interfaces or corrupted
routing tables.

Trace
Trace commands provide detailed data collection about software modules on the Avaya
Ethernet Routing Switch 8800/8600. The trace toolset traces multiple modules simultaneously
and provides options to specify the verbosity level of the output.

Enable trace logging through the bootconfig trace-logging flag. This command causes the trace
output to be captured in systrace files in the PCMCIA card (or in external flash on the 8895
SF/CPU) of the primary CPU. Any trace run with this flag set to true is copied to the PCMCIA
(or external flash) under filename systrace.

 Caution:
Risk of traffic loss

Using the trace tool inappropriately can cause primary CPU lockup conditions, loss of access
to the switch, loss of protocols, and service degradation.

While these occurrences are uncommon, when using the trace level tool, minimize this risk.
Avaya recommends the following:

• Where trace data is required concurrently from multiple modules, troubleshoot during a
maintenance window, if feasible. Use a maintenance window period if the switch is stable

Troubleshooting tool fundamentals

42     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


but CPU utilization is high and CPU traces (example trace levels 9 and 11) are required
to diagnose the cause.

• To avoid potential issues due to logging trace data to the PCMCIA (or external flash) card,
disable the trace-logging (config bootconfig flags trace-logging false).

• Run trace commands from the console port whenever the CPU utilization is already
high.

• Initially activate tracing at lower verbosity settings (that is, 2 rather than 3). Increase to
verbosity level 3 or 4 only if required, and after level 2 is run safely.

• Avoid leaving traces active for extended periods of time. For high CPU utilizations, a few
seconds (typically less than 5 seconds) is generally sufficient to identify the cause for
sustained high CPU utilization.

Route Switch Processor Packet Tracing
The Avaya Ethernet Routing Switch 8800/8600 supports Route Switch Processor (RSP)
Packet Tracing on R and RS/8800 modules, which provides CLI and ACLI support for the
following COP debug commands:

• ercdIngressPktTraceEnable / ercdIngressPktTraceDisable
• ercdEgressPktTraceEnable / ercdEgressPktTraceDisable
• ercdIngressPktTrace
• ercdEgressPktTrace
• ercdIngressDisplayPacket
• ercdEgressDisplayPacket

Two CLI or ACLI commands enable or disable the ingress or egress Packet Tracing. When
you enable Packet Tracing, the CP sends a message to the COP and Packet Tracing is
internally enabled on the COP. Similarly, when Packet Tracing is disabled on the CP, it is
disabled on the COP. By default the Packet Tracing is enabled for one second. After one
second, the Packet Tracing is disabled internally. While enabling the Packet Tracing, RSP
selection is based on port by default—a port number is internally converted into RSP-ID and
Packet Tracing is enabled on that lane. Therefore, when Packet Tracing is enabled using one
port, it displays enabled on all the ports in that lane. Packet Tracing is collected on the COP
and it is sent to the CP when you enter the dump trace command through CLI or ACLI.

When you enter the dump trace command, a message is sent to the COP and all the Packet
Tracing data that is collected is copied into the reply buffer and is sent to the CP. On the CP,
the data is formatted and displayed. While displaying the Packet Tracing data, RSP selection
uses the port by default. Packet Tracing data can be displayed by using any of the ports in the
lane: it does not need to be on the same port on which the Packet Tracing is enabled.

Route Switch Processor Packet Tracing
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CP to COP messaging
When you enable Packet Tracing on the CP, a message is sent to the COP to internally enable
Packet Tracing on the specific RSP.

The message consists of the following:

• RSP number—the number of the RSP on which Packet Tracing is enabled. This
determines whether the Packet Tracing is ingress or egress.

Lane Left Center Right
Lane No. 2 0 1

Ingress-RSP 5 1 3

Egress-RSP 4 0 2

• slot number

• state—enable or disable

• interval—the number of seconds for which the Packet Tracing remains enabled

Interval
An optional parameter interval enables Packet Tracing for the desired number of seconds. The
value of the interval can be 1, 10, 30, 60, 120, or 300 seconds. When you enable Packet
Tracing, a timer is started on the COP, which runs for the interval number of seconds and
disables Packet Tracing after the interval number of seconds. When Packet Tracing is
disabled, the COP sends a trace disable message to the CP.

ERCD Records Dump
Ethernet Routing Switch 8800/8600 provides CLI and ACLI support for the following COP
debug commands:

• dump ercdRecord arp
• dump ercdRecord ip
• dump ercdRecord ip_subnet
• dump ercdRecord mac—When MAC is learned against a port , one MAC record is created

on the COP. The same entry is downloaded by the CP, to all the other slots available on
the Metro Ethernet Routing Switch 8800/8600. This command shows the learned MAC
entries for the specified port that are present on the COP, and the corresponding VLAN
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record of the port. You can run this command for the slot (the port belongs to, other slots,
or both), to check if the CP has downloaded the MAC records correctly.

• dump ercdRecord mac_vlan
• dump ercdRecord mgid
• dump ercdRecord protocol
• dump ercdRecord vlan—When you add a port under a VLAN, there is one ingress VLAN

record created for the port on COP. This command output displays the VLANs to which
this port belongs and the corresponding ingress VLAN records of this port.

The dump ercdRecords command dumps the specified ERCD records. The ERCD records
dump is requested by the CP to the COP and then the records are obtained at the COP and
replied back to the CP. The CP displays the records on the CLI or ACLI prompt.

The Enterprise RSP Control Driver (ERCD) records are maintained on the COP in a specific
radix table. When the CP requests the ERCD records, the radix table is traversed and the
records which match the criteria (for specific port or specific slot or both) are obtained. These
records are obtained from the COP through CP to COP messaging with reply.

The records are obtained from the COP with a specified block size, with multiple messaging,
because there is a specific limit to the buffer size for CP to COP messaging.

CP to COP messaging
When you enter the command for a specified ERCD record, the corresponding message ID is
sent to the CP with a reply buffer. The COP calls the corresponding function with which to
traverse through the specific radix table and to get records. After the block size is filled by the
COP, a reply is sent back to the CP. The CP prints the records on CLI or ACLI and, depending
on the records count, resends the message to the COP until the radix end node is traversed.

Service Level Agreement Monitor
Ethernet Routing Switch 8800/8600 supports the Service Level Agreement (SLA) Monitor
agent as part of the Avaya SLAMon solution.

SLAMon uses a server and agent relationship to perform end-to-end network Quality of Service
(QoS) validation, and distribute monitoring devices. You can use the test results to target
under-performing areas of the network for deeper analysis.

Server and agent
Ethernet Routing Switch 8800/8600 supports the SLA Monitor agent. You must have an SLA
Monitor server in your network to use the SLA Monitor feature. Most of the SLA Monitor
configuration occurs on the server; configuration on the SLA Monitor agent is minimal.

Service Level Agreement Monitor
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The SLA Monitor server initiates the SLA Monitor functions on one or more agents, and the
agents run specific QoS tests at the request of the server. Agents can exchange packets
between one another to conduct the QoS tests.

SLA Monitor can monitor a number of key items, including the following:

• network paths
• Differentiated Services Code Point (DSCP) markings
• loss
• jitter
• delay

The following figure shows an SLA Monitor implementation.

Figure 2: SLA Monitor network

An SLA Monitor agent remains dormant until it receives a User Datagram Protocol (UDP)
discovery packet from the a server. The agent accepts the discovery packet to register with
an SLA Monitor server. If the registration process fails, the agent remains dormant until it
receives another discovery packet.

An agent can attempt to register with a server once every 60 seconds. After a successful
registration, the agent reregisters with the server every 6 hours to exchange a new encryption
key, if encryption is supported.

An agent only accepts commands from the server to which it is registered. An agent can use
alternate servers to provide backup for timeout and communication issues with the primary
server.
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QoS tests
SLA Monitor uses two types of tests to determine QoS benchmarks:

• Real Time Protocol (RTP)

This test measures network performance, for example, jitter, delay, and loss, by injecting
a short stream of UDP packets from source to destination (an SLA Monitor agent).

• New Trace Route (NTR)

This test is similar to traceroute but also includes DSCP values at each hop in the path
from the source to the destination. The destination does not need to be an SLA Monitor
agent.

Limitations
SLA Monitor agent communications are IPv4–based. Agent communications do not currently
support IPv6.

To configure SLA Monitor, use the procedure in one of the following sections:
• For EDM, see Configuring the SLA Monitor agent on page 107.
• For the CLI, see Configuring the SLA Monitor agent on page 192.
• For the ACLI, see Configuring the SLA Monitor agent on page 265.

Service Level Agreement Monitor
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Chapter 6: Log and trap fundamentals

Use the information in this section to help you understand Simple Network Management Protocol (SNMP)
traps and log files, available as part of the Avaya Ethernet Routing Switch 8800/8600 System Messaging
Platform.

Simple Network Management Protocol
The Simple Network Management Protocol (SNMP) provides facilities for managing and
monitoring network resources. It consists of the following:

• agents

An agent is software running on a device that maintains information about device
configuration and current state in a database.

• managers

An SNMP manager is an application that contacts an SNMP agent to query or modify the
agent database.

• the SNMP protocol

SNMP is the application-layer protocol used by SNMP agents and managers to send and
receive data.

• Management Information Bases (MIB)

The MIB is a text file that specifies the managed objects by an object identifier (OID).

 Important:
An Ethernet Routing Switch 8800/8600 does not reply to SNMP requests to its VRRP virtual
interface address. It reples to SNMP requests to its physical IP address.

An SNMP manager and agent communicate through the SNMP protocol. A manager sends
queries and an agent responds; however, traps are initiated by an agent. There are several
types of packets used between SNMP managers and agents:

• Get Request

This message requests the values of one or more objects.
• Get Next Request

This message requests the value of the next object.
• Set Request
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This message requests to modify the value of one or more objects.
• Get Response

This message is sent by an SNMP agent in response to a Get Request, Get Next Request,
or Set Request message.

• Trap

An SNMP trap is a notification triggered by events at the agent.

Overview of traps and logs
The SNMP trap is an industry-standard method used to manage events. You can set SNMP
traps for specific types of log messages (for example, Warning or Fatal) from specific
applications, and send them to a trap server for further processing. For example, you can
configure the Ethernet Routing Switch 8800/8600 to send SNMP traps to a server when a port
is unplugged or when a power supply fails.

On any UNIX-based management platform, you can use system log (syslog) messaging to
manage event messages. The Ethernet Routing Switch 8800/8600 syslog software
communicates with a server software component named syslogd on your management
workstation.

The UNIX daemon syslogd is a software component that receives and locally logs, displays,
prints, and forwards messages that originate from sources internal and external to the
workstation. For example, syslogd on a UNIX workstation concurrently handles messages
received from applications running on the workstation, as well as messages received from an
Ethernet Routing Switch 8800/8600 running in a network accessible to the workstation.

The remote UNIX management workstation

• receives system log messages from the Avaya Ethernet Routing Switch 8800/8600
• examines the severity code in each message
• uses the severity code to determine appropriate system handling for each message

This document describes SNMP commands related to traps. For information about configuring
SNMP community strings and related topics, see Avaya Ethernet Routing Switch 8800/8600
Security, NN46205-601.

System Messaging Platform
The System Messaging Platform (SMP) creates a scheme for the display and access of system
messages. SMP enhances your access of information by offering greater serviceability.
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In addition to standardizing system messages, SMP captures all relevant error information
(system messages and crash dumps) in a single file. SMP helps collect, analyze, and provide
timely solutions to issues.

System Messaging Platform navigation

• Log message format on page 51
• Log files on page 53
• Log file transfer on page 54

Log message format
The log messages for the Avaya Ethernet Routing Switch 8800/8600 have a standardized
format. All system messages are tagged with the following information:

• Module ID—software module from which the log is generated
• Avaya Proprietary (AP) information for debugging purposes
• SF/CPU slot—identifies which slot of the SF/CPU generated the log message
• Category—the category of the log message
• Severity—the severity of the message

The SMP message format is as follows:

<Module ID><Task><NP info><CPU slot><Time stamp><Category><Severity>

An SMP message example follows:

VLAN Task=tTrapd No-interface CPU5 [10/14/98 15:46:26] VLAN WARNING Link Down

AP information is encrypted before it is written to the log file. The encrypted information is for
debugging purposes. Only an Avaya Customer Service engineer can decrypt the information.
CLI commands display the logs without the encrypted information. Avaya recommends that
you do not edit the log file.

The following table lists the system message categories.

Table 4: SMP categories

SMP categories
ATM IP PIM SNMP

CPU IPMC POLICY STG

DVMRP IP-RIP POS SW

EAP IPX QOS VLAN
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SMP categories
FILTER MLT RADIUS WEB

HW NONE RIP

IGMP OSPF RMON

The following table describes the system message severity levels.

Table 5: SMP severity levels

Severity level Definition
INFO Information only. No action is required.

ERROR A nonfatal condition occurred. You may be required to take
appropriate action. For example, an error message is generated
when the system is unable to lock onto the semaphore required
to initialize the IP addresses used for transferring the SMP log
file to a remote host.

WARNING A nonfatal condition occurred. No immediate action is needed.

FATAL A fatal condition occurred. The system cannot recover without
restarting. For example, a fatal message is generated when the
configuration database is corrupted.

Based on the severity code in each message, the switch dispatches each message to any or
all of the following destinations:

• workstation display
• local log file
• designated printer
• one or more remote hosts

Internally, the Avaya Ethernet Routing Switch 8800/8600 has four severity levels for log
messages: Info, Warning, Error, Fatal. The system log supports eight different severity levels:

• Debug
• Info
• Notice
• Warning
• Critical
• Error
• Alert
• Emergency

The following table shows the default mapping of internal severity levels to syslog severity
levels.

Log and trap fundamentals

52     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


Table 6: Default and system log severity level mapping

UNIX system error
codes

System log severity level Internal Avaya Ethernet
Routing Switch 8800/8600

severity level
0 Emergency Fatal

1 Alert –

2 Critical –

3 Error Error

4 Warning Warning

5 Notice– –

6 Info Info

7 Debug –

Log files
The SMP changes the way syslog files are captured and named.

The syslog.txt and sysHwlog.txt files are merged to enhance log maintenance. A single log file
captures hardware and software messages. This log file is simultaneously saved to DRAM
and, if available, the PCMCIA card (or external flash on the 8895 SF/CPU).

Crash dump information is captured, encrypted, and stored in the log file for debugging. The
time when the crash dump occurred is also captured. Crash dump information is only retained
when logging to a PCMCIA (or external flash) card; this information is not saved to DRAM.

Avaya recommends that you log to a PCMCIA (or external flash) card and always keep a
PCMCIA (or external flash) card in each SF/CPU. The DRAM has limited memory allocated to
SMP. DRAM logs are stored in a circular list, which overwrites older log messages when the
log fills up. The DRAM log also does not contain any encrypted information, which can limit
the information available during troubleshooting.

Log file naming conventions

The following lists the naming conventions used for the log file.

• The log file is named according to 8.3 (xxxxxxxx.sss) format. The first six characters of
the log file name contains the last three bytes of the chassis base MAC address. The next
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two characters specify the slot number of the SF/CPU that generated the logs. The last
three characters (sss) denote the sequence number of the log file.

• The sequence number of the log file is incremented after every successful auto-transfer
of the file to the remote host.

• After reboot, the log file name with the highest sequence number on the PCMCIA (or
external flash) is used to store system messages. If the log file does not exist, a new log
file with the sequence number 000 is created.

Log file transfer
The system logs contain important information for debugging and maintaining your Avaya
Ethernet Routing Switch 8800/8600. When logging to the PCMCIA card (or external flash on
the 8895 SF/CPU), the log file is automatically transferred to a remote host when it reaches
your specified size parameters. You can configure up to 10 remote hosts, creating long-term
backup storage of your system log files.

Of the 10 configured remote hosts, 1 is the primary host and the other 9 are redundant. Upon
initiating a transfer, SMP always attempts to use host 1 first. If host 1 is not reachable, SMP
tries host 2, and then host 3, and on through the list of redundant hosts in sequential order
until it finds a reachable host.

If the autotransfer of the log file is unsuccessful, SMP logs any future messages in the DRAM
instead of the PCMCIA (or external flash).

You can specify the following information to configure the transfer criteria:

• Configurable log size parameters for the PCMCIA (or external flash) include:

- minsize—the minimum acceptable free space available on the PCMCIA (or external
flash) for logging

- maxsize—the maximum size of the log file on the PCMCIA (or external flash)
- maxoccupyPercentage—the amount of memory to use for SMP logging when the

maxsize parameter cannot be met
• The IP address of the remote host.
• The name of the log file that is to be stored on the remote host.
• The user name and password, if required. You can use the following command to

configure the user name and password:

config bootconfig host user <value> password <value>
Be aware of the following restrictions when transferring log files to a remote host:

• The remote host IP address must be reachable.
• When you transfer a log file from a host to the switch, (for example, to display it with the

show log file command), rename the log file. Failure to do so may cause the switch to use
the recently transferred file as the current log, if the sequence number in the extension is
higher than the current log file. For example, if bf860005.002 is the current log file and
you transfer bf860005.007 to the switch, the switch logs future messages to the
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bf860005.007 file. You can avoid this if you rename the log file to something other than
the format used by SMP.

• If your TFTP server is a UNIX-based machine, any files written to the server must already
exist. For example, you must create dummy files with the same names as your system
log by sing the touch command (for example, touch bf860005.001).

Log file transfer criteria

Before logging a system message on the PCMCIA card (or external flash on the 8895 SF/
CPU), SMP calculates the space available for logging according to the parameters defined.
Either logging continues on the external memory card, or SMP transfers the existing log to a
remote host. After the current log file is transferred, a new log file is created on the external
memory card. If there is not enough free space on the external memory card for the new log
file to reach the configured minsize parameter, SMP logs to DRAM until there is enough free
space on the card.

 Important:
Make sure you have sufficient space for the SMP log on your PCMCIA (or external flash)
card. Smaller amounts of free space for the log cause more frequent transfers.

If the transfer of a log file fails, a message indicating the failure is generated. If the configured
hosts are unreachable and the transfer fails, a log message is generated and the logging of
messages to the external memory card stops. A trap is generated and logging continues in the
DRAM.

After the system transfers the current SMP log file to a remote host, the system deletes the
SMP log on the external memory card. A new log file starts, with the extension incremented
by 1 (for example, /pcmcia/bf860005.003 is transferred, deleted, and /pcmcia/
bf860005.004 is created)

The following examples show how SMP determines when to transfer the log files and whether
to continue logging to the external memory card.

Example 1

The Avaya Ethernet Routing Switch 8800/8600 is operating with an 8 MB (8192 KB) PCMCIA
card installed.

The configured parameters are

• minsize: 100 KB

• maxsize: 2048 KB

• maxoccupyPercentage: 90

System Messaging Platform

Troubleshooting July 2013     55



Current operating parameters are

• PCMCIA card size: 8192 KB

• Current log file size: 200 KB

There are no files on the PCMCIA card except for the current SMP log file. The system
recalculates the allowable log file size:

• Space available to SMP: 8192 KB – 0KB = 8192 KB

• Allowed log file size: 2048 KB

The system transfers the current log file to a remote host when the log file size reaches the
configured maximum size of 2048 KB. The maxoccupyPercentage parameter does not have
any affect in this example, since the space available for SMP is so much greater than the
maxsize parameter.

Example 2

The Avaya Ethernet Routing Switch 8800/8600 is operating for some time with an 8 MB (8192
KB) PCMCIA card installed.

The configured parameters are

• minsize: 100 KB

• maxsize: 2048 KB

• maxoccupyPercentage: 90

Current operating parameters are

• PCMCIA card size: 8192 KB

• Current log file size: 1000 KB

There are some image and configuration files on the PCMCIA card which take up a total of
6144 KB. The system recalculates the allowable log file size:

• Space available to SMP: 8192 KB – 6144 KB = 2048 KB

• Allowed log file size: 2048 KB * 0.90 = 1843 KB

The switch transfers the log file to a remote host when the file reaches 1843 KB. A transfer is
triggered at 1843 KB, rather than 2048 KB, because of the maxoccupyPercentage
parameter. This parameter, set at 90% in this example, ensures that the PCMCIA card never
completely fills to 100% capacity. Therefore, maxsize or maxoccuptPercentage triggers
the log file transfer depending on which is reached first.

Example 3

The Ethernet Routing Switch 8800/8600 is operating for some time with an 8MB (8192KB)
PCMCIA card installed.

Log and trap fundamentals

56     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


The configured parameters are

• minsize: 500 KB

• maxsize: 2048 KB

• maxoccupyPercentage: 90

Current operating parameters are

• PCMCIA card size: 8192 KB

• Current log file size: 200 KB

There are some image and configuration files on the PCMCIA card that take up a total of
7782 KB. The system recalculates the allowable log file size:

• Space available to SMP: 8192 KB – 7782 KB = 410 KB

• Allowed log file size: 410 KB * 0.90 = 369 KB

The log file is immediately transferred to a remote host the next time a log message is
generated. Logging to the PCMCIA card also stops, and system logging is continued in DRAM
on the CPU.

The calculated allowed log file size (369 KB) is below the set minsize parameter (500 KB). In
this scenario, the system transfers the log when it checks the available space on the PCMCIA
card before writing the next log message. Because the calculated free space available on the
PCMCIA card (410 KB) is below the set minsize, no new messages are saved to the PCMCIA
card until more space is available to SMP on the PCMCIA card.
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Chapter 7: Common error log messages

The following table describes the most frequently seen error log messages on the Avaya Ethernet Routing
Switch 8800/8600, and the associated remedial action.

Table 7: Common error log messages

Name Description Remedial Action

rarSetIeeeVlanRL:Counter 
Allocation Failed

The usage of counter
allocation for rate limiting
implementation has been
exceeded.

Ensure the rate limiting applied on
those ports does not exceed the
available counter allocation (x [ 256)
The number of available ports and
vlans where rate-limiting can be applied
is limited by 256 available counter
locations on the switch. When this
number is exceeded, an error message
"rarSetIeeeVlanRL:Counter Allocation
Failed" appears and the rate-limiting
configured on the ports fails. To
calculate the number of counter
allocations being utilized, use the
following formula:
For port-based vlans: Count 1 for each
port with rate-limiting enabled.
Example: 4 ports in vlan x = 4 *
For protocol-based and ip-subnet-
based vlans: Count 2 for each port with
rate-limiting enabled. Example: 6 ports
in vlan y = 12 The total of this calculation
for all vlans on the switch must not
exceed 256.

dpmMultConnectionPop 
FAILED
dpmCreateMultConnectionBy
Mgid FAILED
dpmEvifAddPepBlockEvifNum
 FAILED

The error messages are
due to the 8800/8600
reaching the max limit of
Pep streams. The
8800/8600 is unable to add
a Multicast record to the R-
module hardware records
because of insufficient pep
streams.

Focus on multicast traffic, especially
the number of streams and receivers.
Use IGMP access lists to control the
number of Multicast streams. You do
not see this message with Release 5.0
or greater.

Power Supply Up(PsId=1, 
OperStatus=3)
Power Supply 1 up

Power supply failure. Check power supply. Remove and
reseat the power supply.
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Name Description Remedial Action

Power Supply 
Down(PsId=1,OperStatus=4)

Shutdown port 1/6 due to 
excessive control  
frames multicast 0, 
broadcast 11133 packet 
per second

The port is shut down due to
excessive broadcast or
multicast packets.

Investigate and remove the source of
the broadcast storm. Re-enable the
port.

rarCheckConsistency: 
Record size 90 in hash 
bin  0x00002ff9 Next 
threshold 100
rarCheckConsistency: 
Record size 80 in hash 
bin  0x00002ff9 Next 
threshold 90
rarCheckConsistency: 
Record size 70 in hash 
bin

The message is expected
under normal operating
conditions. If the Hash bins
continue to grow at a rapid
rate over a sustained
period, there could be
network or switch
configuration problems,
whereby you are learning
many ARP, MAC or route
entries.

If this message appears more than
once an hour, contact Avaya Technical
Support.

Clock Recovery Failed 
Reset tmux on  slot 1

Clock recovery occurs
when the timing on the
backplane is
resynchronized. This
message indicates that the
clock synchronization
attempts failed on the tmux
If severe enough, the
software resets the
appropriate ASICs, that is,
SWIP (Switch Processor) or
TapMux. In this case, the
clock synchronization
attempts failed on the tmux
for slot1 and the tmux was
reset. This means that
some internal corrective
actions were proceeded by
the software because errors
were reported for a specific
tmux. The tmux is the part of
the I/O module that
communicates with the
switch fabric, actually this is
the receiving multiplexer on
the I/O module.

Check the SMP logs and see if these
messages are occurring frequently.
One or two occurrence of these
messages does not mean a hardware
issue. Also hwDumpAll can be
collected to rule out any hardware
issues.
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Name Description Remedial Action

bfmTest: Total Record 
Memory test failed

Backplane forwarding
memory test failed.

Reseat the module. If the error returns,
replace the module.

smltRemote is False for 
this mac

This message is not an error
message and it is not
service effecting.

Ignore this message.

HwCheck: Fad CRR Failed, 
Reset swip. Total=3240
HwCheck: Fad CRR Failed, 
Reset swip. Total=3239

The error is stating that the
SWIP is being reset
because CRR failed on the
FAD. Errors will be logged.
If errors continue, the switch
will take the card offline to
avoid compromising traffic.
The SWIP and FAD are
located on CP/SF card and
it is the interface to the
TMUXs on the I/O cards.
The problem may be on
either end. hwDumps will
help determine where the
errors are, however, one
sample is not enough.

If you see these message frequently,
contact Avaya Technical Support.

SNMP INFO Cannot 
communicate with backup 
CPU
SNMP INFO Communication 
established with backup 
CPU

This message does not
always mean that the
standby/backup CPU is
bad.

You will see these messages at boot up
or upgrading the standby CPU, If this
message appears when you are not
performing routine maintenance
contact Avaya Technical Support.

HW ERROR 
rarCheckOneRecord: 
Inconsistency at OpId=31 
RecNum=00da4 RecTyp=9 
Word=N4  Sys=0000068f 
Aru=0000060f 0000060f 
0000060

The consistency check on
the octapid failed for the
record number given above.
Occasional errors are okay
but if the frequency of these
errors increases, this is
likely a hardware issue.

Ignore this message if service is not
impacted. Reseat (remove and
reinsert) the module to stop streaming
errors. If reseating the module does not
resolve the issue and service is still
impacted, replace the module.

sysSeepromGetInfo: crc 
failed for second time 
on device 20, calc: 5241 
dev: 0
sysSeepromGetInfo: crc 
failed on device 20, 
calc: 5241 dev: 0

Device 20 is a power
supply. This error occurs
because some of the power
supplies come with un-
programmed seeprom. The
seeprom message appears
once during boot-time and
never re-appears. It does
not cause any operational
impact.

You can reprogram the power supply
from boot monitor mfg-diag. If you take
out the power supply, you can obtain all
information required to program it on
the power supply sticker.
Procedure to reprogram PS:-- Before
performing the following steps, remove
the PS and note the information on the
sticker and the chassis information
such as the base MAC address. Boot
the switch to get to the monitor mode
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Name Description Remedial Action
loaded boot configuration
from file /flash/boot.cfg
Press to stop auto-boot...
3 monitor# priv Entering
privilege command mode
monitor# mfg-diag * monitor/
mfg-diag# write Enter read
You will be able to see the device which
is not programmed properly. In this
example, the device is 20 (Determine
how many power supplies you have.
Power supply starts from 20,21,22. 20
being the first one, 21 the middle and 22
is for the third slot.)
Enter write. The switch prompts for a
device ID. Enter i2c device id
(0-30) [0]: 20
Type the device number which is not
programmed correctly. The switch
prompts for the information about the
device.
Enter Card Type (in hex)
[0x0]: 0x10900000 ? Press
Enter to keep the original value
Description (string max
len 32) []: 8001 690W
110/220V AC Power Supply ?
Enter a new description Serial
number (string max len 16)
[]: ?
Enter the value from the sticker on the
Power Supply:
Hw Version (string max len
16) []: ?
Enter the value from the sticker on the
Power Supply:
Part Number (string max
len 16) []: 202067 ? Enter a
new Part Number Date Code
(string max len 16) []: ?
Press Enter to keep the original
value. Deviations (string max
len 16) []: ?
Press Enter to keep the original
value.
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Name Description Remedial Action
After entering the above information,
the switch prompts you to confirm the
information. Enter y Is this
correct (y/n) ? y
Enter save to save this information
and enter boot to reset the switch: *
monitor/mfg-diag# save *
monitor/mfg-diag# boot

key exchange failed
no matching cipher 
found: client aes256-
cbc,rijndael256-
cbc,rijndael-
cbc@lysator.liu.se,aes192
-cbc,rijndael192-
cbc,aes128-
cbc ,rijndael128-
cbc,3des-cbc,blowfish-
cbc server

SSH authentication failed.
No cipher found.

Verify the SSH client settings and
ensure that they match the settings in
8800/8600.

HW INFO System activity 
performed

This is a generic message
indicating an activity has
been performed. In many
cases the message is
followed by the activity
performed, such as STP
change, routing change,
and user logon.

The message is information only. No
action required

HW ERROR FAD Mis-Align 
detected, SWIP Reset 
Status=8. Total=4

FAD Errors: The Fabric
Access Device (FAD) is a
module in the SSF that
participates in sending
packets to the Backplane.
This is ASIC on SSF that
controls access to I/O
modules or backplane. The
Switch Processor (SWIP) is
the processor that controls
the SSF and FADs. The
error message indicates
that the hardware or
software has determined
that there exists a data error
(Mis-Alignment) from I/O to
SSF. Each I/O module is
connected through a high-
speed back plane bus to a
Switch Fabric on the CPU
SF module. All ingress and

If you see this message frequently,
contact Avaya Technical Support.
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Name Description Remedial Action
egress traffic, including
traffic contained on the
same I/O module port,
passes across the high-
speed back plane bus
through the Switch Fabric.
To guard against data bit
errors, the CPU software
continuously monitors the
data integrity between I/O
modules and CPU Switch
Fabric. If an anomaly/error
is detected, it could
propagate a data error into
the Switch Fabric, which
could compromise the
integrity of the egress
traffic.

CPU6 [01/16/08 17:36:07] 
HW ERROR bfmTest:Failed 
Register Test Octapid 31 
on slot 4
CPU6 [01/16/08 17:36:07] 
HW INFO Initialization 
of card failed for Slot 
4 !

The bfm refers to the
backplane forwarding
module. It is on every I/O
module and it connects the
I/O module to the backplane
of the switch. The octapids
and ASICs are the other half
of an I/O module.
Commonly the "bfm" will
have random packet tests
running between the
OCTAPID and the FADs,
located on the CPU. If the
FAD and OCTAPID packets
do not match, and this
happens on five
consecutive tests, an error
is reported, usually with a "
FAD misalignment reset
SWIP". The bfm runs a
random test between it and
the OCTAPIDS to show
where the failure is.

Reseat the module. If the error returns,
replace the module.

HW WARNING HwCheck: Fad 
CRR Failed, Reset swip. 
Total=6<000>

The Fabric Access Device
(FAD) is a module in the
SSF which sends packets to
the Backplane. ASIC on
SSF controls access to I/O
modules or backplane. The
Switch Processor (SWIP) is

If you see this message frequently,
contact Avaya Technical Support.
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Name Description Remedial Action
the processor that controls
the SSF and FADs. The
error message indicates
that the hardware/software
has found a data error (Mis-
Alignment) from I/O to SSF.
If this occurs frequently,
SWIP is reset to try to
resolve the issue. It is OK to
see a few of these
messages, however, if you
see a lot, the probable
cause is SSF. Each I/O
module is connected via a
high-speed back plane bus
to a Switch Fabric on the
CPU SF module. All ingress
and egress traffic, even if it's
contained on the same I/O
module port, passes across
the high-speed back plane
bus through the Switch
Fabric. To guard against
data bit errors, the CPU
software continuously
monitors the data integrity
between I/O modules and
CPU Switch Fab.

8600 4.1.4 COP SW 
ercdProcIpRecMsg: Failed 
to Delete IP Record

R module coprocessor
failed to delete IP record.

Fix for COP SW "failed to delete ip
record" now fixed in Release
4.1.6.2..Please update to Release
4.1.6.2 or later.

rcdIndexReadEntry: The 
RSP 0 is not up
ercdGetLaneEqStats: 
Failed to read EQ stats 
for lane 0
rcdWriteRsp: The RSP 0 
is not up
ercdWriteEgressMgidTable:
 rcdWriteRsp of MGID 
record failed
rcdWriteRsp: The RSP 0 
is not up
ercdEgressPortRecUpdate: 
rcdIndexWriteEntry() 
Failed to Update Port 
record
rcdWriteRsp: The RSP 0 
is not up
msgControl: messages 

The RSP (Route Switch
Processor) is not up. For
Lane 0, the Co=Processor
failed to read the Egress
Queue stats. Writing the
record to the RSP memory
failed.

Contact Avaya Technical Support.
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Name Description Remedial Action

starting with 'rcdI' 
suppressed.

Code=0x3d0004 chCardIn: 
can't initialize a non 
ETICKET card in Enhanced 
operational mode
Card taken off-line: 
Slot=1 Type=  --
dpmDoSlotState: reset 
slot 1 - SM handshake 
fail

An R-module is not
recognized correctly when
inserted with enhanced
mode (EOM) enabled, and
fails to come online
(initially). CPU generates
this message

The bootconfig flag control-record-
optimization and enhanced operational
mode flag are legacy flags. Set the flags
to false or disabled:

• Control-record-optimization (config
bootconfig flags control-record-
optimization <false|true>).

• Enhanced-operational-mode (EOM)
(config sys set flags enhanced-
operational-mode <false|true>).

Initializing 8691SF in 
slot #5 ...
Swip Address Line test 
failed for Slot 5
SWIP SRAM Address Test 
in slot 5 FAILED init
cardInitModule: 
Rebooting because my SF 
in slot 5 FAILED init

CPU failed to boot. Reseat the SF/CPU.

CPU6 [03/13/08 04:17:16] 
SW INFO msgControl: 
messages starting with 
'smlt' suppressed. CPU6 
[03/13/08 04:17:16] MLT 
INFO smltRemote is False 
for this mac.

SMLT informational
message from CPU.

Use the following commands to
suppress the messages. sys set msg-
control control-interval 30 sys set msg-
control max-msg-num 2 sys set msg-
control enable sys set msg-control
force-msg add smlt If you are still
seeing these messages suppress the
messages on each switch.

10:54:40] HW WARNING 
opCheckGigOctaPid: 
Octapid Reset OpId = 8 
CPU5 [01/11/08 10:54:30] 
SNMP INFO Link Up(2/1) 
[01/11/08 07:40:49] The 
previous message 
repeated 8 time(s). CPU5 
[01/09/08 11:41:00] HW 
INFO System activity 
performed

Port 2/1 connects to octapid
8 and the octapid is reset
during the test.

Replace the card.

HwCheck: Clock Recovery 
Failed Reset tmux on 
slot 2

Clock drift has caused
misalignment on the
backplane trap to slot 2. The
tapmux was reset and
synchronized with the CPU
module.

If the message only appears once,
there is no need for concern. If you see
three or more messages a day contact
Avaya Technical Support.
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Name Description Remedial Action

Continuous fad history 
errors, Reset swip. 
Total=x

Normally less than 10 errors
in a very short period of time
were seen on TMUX (and
globally logged as history)
such as clock recovery or
TMUX lockup.

If these messages appear frequently,
contact Avaya Technical Support.

Continuous tmux history 
error, Reset tmux on 
slot y

Normally less than 10 errors
in a very short period of time
were seen on TMUX (and
globally logged as history)
such as clock recovery or
TMUX lockup.

If these messages appear frequently,
contact Avaya Technical Support.
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Chapter 8: Hardware troubleshooting

The following sections provide troubleshooting information for common problems you may encounter with
the Avaya Ethernet Routing Switch 8800/8600 chassis.

LED indications of problems
The following table lists possible problems indicated by the LEDs on Avaya Ethernet Routing
Switch 8800/8600 modules and suggests corrective action.

Table 8: LED problem indicators

Symptom Probable cause Corrective action
Green AC power supply
LEDs are off.

The switch is not receiving
AC power or the power
supply has failed.

Verify that each AC power cord is
fastened securely at both ends and
that power is available at each AC
power outlet. Plug in a device such
as a lamp to ensure that the power
outlet is operational. Verify that
each power supply is turned on.

The Link/Activity LED for
a connected port is off or
does not blink (and you
believe that traffic is
present).

The switch is
experiencing a port
connection problem, or
the link partner is not auto-
negotiating properly.

Verify that the cable connections to
the link partner are correct. Verify
port configuration parameters for
both ends of the connection. Move
the cable to another port to see
whether the problem occurs on the
new port.

The Link/Activity LED
blinks continuously.

There may be a high
traffic load or possible
packet broadcast storm.

Verify port configuration
parameters for both ends of the
connection.

The Online LED is steady
amber for longer than 3
minutes.

Software incompatibility
exists, or the module
cannot communicate with
the master module over
the backplane.

Use the show log command to
check the system log for indications
of communication problems. Use
the boot command to download a
new software image.

The Master LED on a
module in slot 5 or slot 6 is
amber (8010, 8010co,
and 8006 chassis).

The module has detected
a system clock generation
failure on its own
circuitry.

Replace the module; make sure
that it is in the correct slot.
This LED has significance only for
the module in slot 5 or slot 6 (8010,
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Symptom Probable cause Corrective action
8010co, and 8006 chassis) that
provides the clock function for the
switch.

The Fault LED is blinking
amber.

A chassis failure has been
detected.

From the console management
station, use the show log
command to check the system log
for information about hardware
failures.
Check the fan tray to make sure
both fans are running.
Check the switch power supplies;
one may have stopped
functioning.
The module may have failed to read
the MAC address from the chassis
backplane. If this is the case,
arrange to replace the chassis.

The Fault LED is steady
amber.

The module failed its
power-on self-test. A
diagnostic or hardware
failure has been
detected.

Replace the module.

No LEDs are lit. A hardware failure has
been detected.

Turn the switch power off and then
turn it on again.

Apparent module failure
If a module failure occurs, check for possible backplane connection problems. Ensure that the
module is correctly seated in the backplane connector and that the retaining screws are
securely tightened.

If a module fails during module initialization and the replacement module is the same module
type, in rare cases, the new module may not initialize.

To work around this issue, follow the steps in either workaround 1 or 2.
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Troubleshooting module failure: workaround 1
Procedure steps

1. Remove the faulty module.
2. Insert a module type that is different from the module type removed in Step 1 and

wait for this replacement module to initialize.
3. Remove the module inserted in Step 2.
4. Insert a new module model in the same slot as the faulty module resided. This new

module model must be identical to the module model removed in Step 1.

Troubleshooting module failure: workaround 2
Procedure steps

1. Remove the faulty module.
2. Insert a new module.
3. Reboot the chassis.

If the module still fails to operate, contact the Avaya Technical Solutions Center for
assistance.

Failure to get a logon prompt from the Console port
1. If you connect a terminal to the console port of the 8692 or 8895 SF/CPU module

and you fail to get a logon prompt, the port may have an incorrect DCE/DTE setting.
Try moving the DCE/DTE switch from its current setting to the other position. See
the following figure.

Failure to get a logon prompt from the Console port
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2. Ensure that your terminal program has the appropriate settings configured and that
your cable is wired properly. For more information, see Avaya Ethernet Routing
Switch 8800/8600 Installation — Modules, NN46205-304.

3. If the console screen still fails to show a prompt, use Enterprise Device Manager to
check the port settings. In the Device view, select the Console port, and then choose
Configuration, Edit, Serial Port.

Check to see that the port settings are 9600 baud and 8 data bits. If necessary,
change the port settings to match.

Cable connection problems
Port connection problems are usually traced to a poor cable connection or to an improper
connection of the port cables at either end of the link. To remedy such problems, make sure
that the cable connections are secure and that the cables are connected to the correct ports
at both ends of the link. If you are using homemade cables, ensure that the cables are wired
correctly.

10BASE-T cables
Cabling for 10BASE-T networks can consist of two-pair Category 3, 4, or 5 unshielded twisted
pair (UTP) wiring. However, to prepare for future upgrades to Fast Ethernet, Avaya strongly
recommends that you use all Category 5 cable in your network.

Ethernet 10BASE-T network installations use cables consisting of two pairs of twisted pair
wires—one pair to send data and one to receive data. These wires must connect to another
10BASE-T station that has the sending pair attached to its receiving pair and vice versa. If the
two nodes are wired alike, they both attempt to send data out on the same RJ-45 pins. In this
case, a straight-through cable does not work, but a crossover cable operates normally.
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100BASE-T and 1000BASE-T cables
The 100 Mbit/s ports and 1 Gbit/s ports use Category 5 UTP cabling only. Category 5 UTP
cable is a two-pair cable. To minimize crosstalk noise, maintain the twist ratio of the cable up
to the point of termination; untwist at any termination cannot exceed 0.5 in. (1.27 cm).

SFP, XFP, and GBIC cables
Cables for the optical transceivers vary depending on the specific device type. For information
about the cable requirements for SFPs, XFPs, and GBICs, see Avaya Ethernet Routing Switch
8800/8600 Installation — SFPs, XFPs, GBICs, and OADM Hardware Components,
NN46205-320.

Troubleshooting flash or PCMCIA cards
For an external flash or PCMCIA card, the most common source of errors is physically
removing the card before it is synchronized. Do not remove the external compact flash or the
PCMCIA before it is synchronized. To guarantee the external memory is in a consistent state
before you remove it, use one of the following commands:

• pcmcia-stop (on 8692 SF/CPU)

• dos-stop /pcmcia (on 8895 SF/CPU)

Back up all configurations, as all files are lost if the card is corrupted.

To troubleshoot the onboard flash device, or the external flash or PCMCIA devices, use the
following procedure:

1. To verify the format of the file system on a flash or PCMCIA device, use the following
command:

dos-chkdsk <device>
2. To correct any format errors on the device, use the same command with the repair

option. This command erases any data on the device.

dos-chkdsk <device> repair
This may or may not be correct the problem.

3. If the repair is not successful, reformat the device with the following command. This
command erases any data on the device.

dos-format <device>

Troubleshooting flash or PCMCIA cards

Troubleshooting July 2013     73



Variable Value
<device> Specifies the device name:

• /flash: onboard flash memory

• /pcmcia: external PCMCIA (8692 SF/CPU)
or compact flash (8895 SF/CPU) memory

The above commands are available in the CLI, ACLI, and the boot monitor.

 Note:
When the number of files stored on the PCMCIA card exceeds 100, the I/O modules may
continuously reset after rebooting the chassis. If there are more than 100 files on the
PCMCIA card, delete any unnecessary files and reboot the chassis.
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Chapter 9: Software troubleshooting

This section contains general troubleshooting tools for Avaya Ethernet Routing Switch 8800/8600
software.

Enterprise Device Manager (EDM) troubleshooting
If you are experience difficulties with Enterprise Device Manager, collect the following
information for troubleshooting:

Procedure steps

1. Define the problem symptoms, with configuration error, if viewed.
2. Obtain a screen capture of the error or issue.
3. Cross-reference against CLI or ACLI commands for configuration details.

Switch failure to read configuration file
The switch can fail to read and load a saved configuration file when it boots. This situation
occurs if the factorydefaults bootconfig flag is set to true.

Procedure steps

1. In the runtime CLI, set the flag to false using the following command:

config bootconfig flags factorydefaults false
2. In the boot monitor CLI, set the flag to false using the following command:

flags factorydefaults false
3. In ACLI, set the flag to false using the following command:

no boot config flags factorydefaults
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No Enterprise Device Manager access to a switch
If the switch and the PC running the Web browser are in the same network, you may find that
even though other applications (such as Telnet) can access a particular switch, the Enterprise
Device Manager cannot. This situation can occur if the Web browser has a proxy server that
resolves the www path and returns the reachable IP address to the browser. If there is no route
from the proxy server to the switch, the http query does not reach the switch, and there is no
response.

To prevent this problem, make sure that if your Web browser uses a proxy server, a route is
specified from the proxy server to the switch.

How to stop ICMP redirects from causing high CPU
utilization

If the switch experiences CPU utilization up to 100% due to processing of redirects at a rate
of over 500 per second, there are multiple potential causes, depending on your network
topology:

• Hosts can send packets to the 8800/8600 VLAN destined for networks beyond the same
VLAN firewalls and routers.

• Hosts, servers, routers, firewalls, and the 8800/8600 VLAN can all be on the same VLAN
in a legacy network design.

• Hosts and servers can constantly send packets to networks beyond firewalls and
gateways.

• Hosts and servers can use the 8800/8600 VLAN address as their default gateway.
In all the above cases, each packet reaching the 8800/8600 destined for other networks causes
an ICMP redirect, which the CPU must process.

Resolution
To resolve this issue, enable ICMP redirect. With ICMP redirect enabled, the 8800/8600 switch
sends redirect messages to any host sending packets to other networks. The redirect message
includes the destination host address and its proper next-hop router.

Enable ICMP redirect:

icmp-redirect-msg enable (CLI)

OR
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ip icmp redirect (ACLI Global Configuration mode)

How to stop ICMP redirects from causing high CPU utilization
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Chapter 10: Software troubleshooting tool
configuration using Enterprise
Device Manager

Use the procedures in this section to help you use Avaya Ethernet Routing Switch 8800/8600
troubleshooting tools.

Flushing routing tables by VLAN
For administrative and troubleshooting purposes, sometimes you must flush the routing tables.
You can use Enterprise Device Manager to flush the routing tables by VLAN or flush them by
port. Perform this procedure to flush the IP routing table for a VLAN.

Procedure steps

1. In the navigation tree, open the following folders Configuration > VLAN.
2. Click VLANs.
3. Click the Advanced tab.
4. In the Vlan Operation Action box for the VLAN you want to flush, double-click, and

then select a flush option from the list.

In a VLAN context, all entries associated with the VLAN are flushed. You can also
flush the ARP entries and IP routes for the VLAN.

5. Click Apply.

Flushing routing tables by port
For administrative and troubleshooting purposes, sometimes you must flush the routing tables.
You can use Enterprise Device Manager to flush the routing tables by VLAN or flush them by
port. Use this procedure to flush the IP routing table for a port.

Procedure steps

1. In the Device Physical View tab, select a port.
2. In the navigation tree, open the following folders Configuration > Edit > Port.
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3. ClickGeneral.
4. In the Action section, select flushAll.

In a port context, all entries associated with the port are flushed. You can flush the
ARP entries and IP routes for a port. After you flush a routing table, it is not
automatically repopulated. The repopulation time delay depends on the routing
protocols in use.

5. Click Apply.

Configuring port mirroring
Use port mirroring to aid in diagnostic and security operations.

Connect the sniffer (or other traffic analyzer) to the output port you specify with the
MirroringPort parameter.

To change a port mirroring configuration, first disable mirroring.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click General.
3. Click the Port Mirrors tab.
4. Click Insert.
5. Use the following variable definitions tables to configure mirroring as required.
6. To enable port mirroring for the instance, select Enable.
7. Click Insert.

Variable definitions
Use the information in the following table to help you use the Port Mirrors tab.

Variable Value
Id Specifies an assigned identifier for the configured port

mirroring instance.

MirroredPortList Specifies the port or ports to be mirrored (the source
ports).

MirroringPortList Specifies the destination port or ports (the ports to which
the mirrored packets are forwarded). Used to configure
the mirroring ports.
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Variable Value
Mode Specifies the traffic direction of the packet being

mirrored:

• tx mirrors egress packets.

• rx mirrors ingress packets.

• both mirrors both egress and ingress packets.

• rxFilter mirrors and filters ingress packets.

• txFilter mirrors and filters egress packets.

• bothFilter mirrors and filters both egress and ingress
packets.

If you use the rx option with an R series module, you must
use an ACL-based filter.

Enable Enables or disables this port mirroring instance. The
default value is Enable.

RemoteMirrorVlanId Specifies the virtual local area network (VLAN) ID to
which mirrored packets must be send for remote
mirroring. If set, this VLAN ID is used in the mirror tag of
the remote mirrored packet.

MirroringVlanId Specifies the destination VLAN ID.

MirroringMltId Specifies the destination multilink trunk ID.

Configuring ACLs for mirroring
Use the ACL global action of mirroring to mirror packets for any ACE that matches a particular
packet.

Prerequisites

• The ACT exists.
• The ACT is applied.
• The ACL exists.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Security > Data
Path.

2. Click ACL Filters.
3. Click the ACL tab.

Configuring ACLs for mirroring

Troubleshooting July 2013     81



4. In the GlobalAction column, double-click a row and configure the desired mirror
option.

5. Click Apply.
6. For R modules in Tx modes, choose Edit > Diagnostics > General > Port

Mirrors, and configure the mirroring ports.

OR

For RS/8800 or R modules in Rx mode: specify mirroring ports in the ACE Debug
tab. On the ACL tab, select an ACL, click ACE, select an ACE, then click Action/
Debug.

Variable definitions
Use the information in the following table to help you configure port mirroring using ACLs.

Variable Value
AclId Specifies a unique identifier for the ACL from 1 to

4096.

ActId Specifies a unique identifier for the ACT entry from 1
to 4096.

Type Specifies whether the ACL is VLAN or port-based.
Valid options are:

• inVlan

• outVlan

• inPort

• outPort

 Important:
The inVlan and outVlan ACLs drop packets if you
add a VLAN after ACE creation. For VLAN-based
filters, ensure the ACE uses R module slots,
irrespective of the VLAN port membership on a
slot.

Name Specifies a descriptive, user-defined name for the
ACL.

VlanList For inVlan and outVlan ACL types, specifies all VLANs
associated with the ACL.

PortList For inPort and outPort ACL types, specifies the ports
associated with the ACL.

DefaultAction Specifies the action taken when none of the ACEs in
the ACL match. Valid options are deny and permit, with
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Variable Value
permit as the default. Deny means packets are
dropped; permit means packets are forwarded.

GlobalAction Indicates the action applied to all ACEs that match in
an ACL. Valid options are:

• none

• mirror

• count

• mirror-count

• count-ipfix

• ipfix

• mirror-count-ipfix

• mirror-ipfix

If you enable mirroring, ensure that you specify the
source and destination mirroring ports:

• For R modules in Tx modes: specify ports in the Edit,
Diagnostics, Port Mirrors tab

• For RS/8800 or R modules in Rx modes: specify
ports in the ACE Debug tab

State Enables or disables all of the ACEs in the ACL. The
default value is enable.

PktType Specifies IPv4 or IPv6.

AceListSize Indicates the number of ACEs in a particular ACL.

Configuring ACEs for mirroring
Use an ACE to define the mirroring actions the filter performs.

Prerequisites

• The ACL exists.
• The ACE exists.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Security > Data
Path.

2. Click ACL Filters.

Configuring ACEs for mirroring
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3. Click the ACL tab.
4. Select the ACL for which to modify an ACE.
5. Click ACE.
6. Select an ACE and click Action/Debug.
7. In Flags, select mirror.

 Caution:
Risk of packet loss

If not absolutely necessary, Avaya recommends that you do not select
copyToPrimaryCp or copyToSecondaryCp. Selecting the copyToPrimaryCp
parameter causes packets to be sent to the CP, which can overwhelm it. You can
use PCAP, the Packet Capture Tool, rather than selecting the parameter
copyToPrimaryCp.

8. For R and RS/8800 modules in Rx mode : configure one of: DstPortList,
DstVlanId, or DstMltId.

OR

For R modules in Tx mode: configure the Edit, Diagnostics, Port Mirrors tab.

Variable definitions
Use the information in the following table to help you configure ACEs.

Variable Value
AceId Specifies a unique identifier and priority for the ACE.

AclId Specifies the ACL ID.

Name Specifies a descriptive, user-defined name for the ACE. The
system automatically assigns a name if one is not chosen.

AdminState Indicates whether the ACE is enabled. An ACE can only be
modified if it is disabled.

OperState The current operational state of the ACE.

Mode Indicates the operating mode associated with this ACE.
Valid options are deny and permit, with deny as the
default.

MltIndex Specifies whether to override the MLT-index picked by the
MLT algorithm when a packet is sent out on MLT ports. Valid
values range from 0 to 8, with 0 as the default. MLT index
is not supported for multicast traffic, but for unicast traffic
only.
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Variable Value
RemarkDscp Specifies whether the DSCP parameter marks nonstandard

traffic classes and local-use Per-Hop Behavior (PHB). The
default is disable.

RemarkDot1Priority Specifies whether Dot1 Priority, as described by Layer 2
standards (802.1Q and 802.1p), is enabled. The default is
disable.

Police Specifies the policer. Valid values range from 0 to 16383,
with zero (0) as the default. When policing is not desired,
set the value to zero.
Configure a policer using the QoS, Policy tab.

RedirectNextHop Redirects matching IP traffic to the next hop.

RedirectUnreach Configures the desired behavior for redirected traffic when
the specified next-hop is not reachable. The default value
is deny.

EgressQueue Specifies a 10/100/1000 Mbit/s module egress queue to
which to send matching packets.
If you specify a value greater than 8, it is not applied to
10/100/1000 Mbit/s module because this module supports
only 8 queues. However, the value is applied to the 1 Gbit/
s and 10 Gbit/s module types. The default value is 64.

EgressQueue1g Specifies a 1 Gbit/s module egress queue to which to send
matching packets. The default value is 64.

EgressQueue10g Specifies a 10 Gbit/s module egress queue to which to send
matching packets. The default value is 64.

EgressQueueADSSC Identifies the configured ACE ADSSC. The default is
disable.

StopOnMatch Enables or disables the stop-on-match option. This option
specifies whether to stop or continue when an ACE that
matches the packet is found. When this ACE matches, a
match on other ACEs with lower priority is not attempted.

Flags Specifies one of the following flag values:

• none—No action (default value).

• count—Enables or disables counting if a packet that
matches the ACE is found.

• copyToPrimaryCp—Enables or disables the copying of
matching packets to the primary CP.

• copyToSecondaryCp—Enables or disables the copying
of matching packets to the secondary CP.

• mirror—Enables or disables the mirroring of matching
packets to an interface.

Configuring ACEs for mirroring
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Variable Value
If you enable mirroring, ensure that you configure the
appropriate parameters:

• For R and RS/8800 modules in Rx mode: DstPortList,
DstVlanId, or DstMltId.

• For R modules in Tx mode: configure the Edit,
Diagnostics, Port Mirrors tab.

DstPortList Specifies the ports to which to mirror traffic.

DstVlanId Specifies the VLAN to which to mirror traffic.

DstMltId Specifies the Multilink Trunking (MLT) group to which to
mirror traffic.

IpfixState Specifies whether IPFIX is enabled or disabled.

RedirectNextHopIpv6 Redirects matching IPv6 traffic to the next hop.

Configuring remote mirroring
Use remote mirroring to monitor many ports from different switches using one network probe
device.

Procedure steps

1. From the Device Physical View tab, select a port.
2. In the navigation tree, open the following folders Configuration > Edit > Port.
3. Click General.
4. Click the Remote Mirroring tab.
5. To add an entry, click Insert.
6. Select Enable.
7. Choose the mode.
8. Type the source MAC address (optional).
9. Type the destination MAC address.

10. Select a VLAN from the list (optional).
11. Click Insert.

Variable definitions
Use the information in the following table to help you configure remote mirroring.
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Variable Value
Index Specifies the port.

Enable Enables or disables remote mirroring on the port. When
remote mirroring termination (RMT) is enabled, the
following things occur:

• A static entry for the DstMac is added to the FDB. All
packets that come with that remote mirroring dstmac
are sent to the RMT port.

• The switch periodically (once in 10 seconds) transmits
broadcast Layer 2 packets in all associated VLANs so
that all nodes in the network can learn the DstMac
address.

Mode Specifies whether the port is a RMT or a RMS.

SrcMac Specifies the source MAC address of the remote
mirrored packet. The remote mirroring packet is sent
with this source MAC address.

DstMac Specifies the destination MAC address of the remote
mirrored packet. Packets are bridged to this MAC
address. Remote mirroring packets are sent to this MAC
address.

EtherType Specifies the Ethertype of the remote mirrored packet.
The default value is 0x8103. Packets are sent with this
Ethertype.

VlanIdList If the port is a termination port, represents the filter lists
VLAN in which the destination MAC address resides.

Configuring PCAP globally
Use the Packet Capture Tool (PCAP) to capture packets for troubleshooting and security
purposes. Configure PCAP globally to define how PCAP operates on the Avaya Ethernet
Routing Switch 8800/8600.

Prerequisites

• The Secondary SF/CPU is installed and active.
• If saving to the external memory card, a PCMCIA card (or external flash on the 8895 SF/

CPU) is installed.

Configuring PCAP globally
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Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click PCAP.
3. Configure PCAP as required.
4. Click Apply.

Variable definitions
Use the information in the following table to help you configure global PCAP parameters.

Variable Value
Enable Enables or disables PCAP globally on the PCAP engine

(Slave SF/CPU).

BufferWrap Enables buffer wrap-around when the buffer is full. When
enabled, PCAP continues to capture packets, otherwise,
packet capturing stops.

PcmciaWrap Enables overwriting the present file in the PCMCIA (or
external flash) during autosave.

FrameSize Specifies the number of bytes of each packet that are
captured.

BufferSize Specifies the amount of memory allocated for data.

AutoSave Saves data automatically when the buffer is full.

AutoSaveFileName Specifies the name of the file in which packets are
stored.

AutoSaveDevice Specifies the device used to store the captured packets.
If the device is network, the user must enter an IP
address.

AutoSaveNetworkIpAddress Specifies the IP address of the remote host where the
data must be stored. This field is valid only if the device
is network.

CopyFileName Specifies the file name to use when copying the PCAP
file from the PCAP engine DRAM or a PCMCIA (or
external flash) device to a remote client (user local
machine).
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Configuring PCAP on a port
Configure PCAP on a port so that the port supports PCAP, and to apply filters to the captured
data. You can apply IP- or Access Control List (ACL)-based filters.

Prerequisites

• If required, IP filters exist.
• If required, ACLs with a global action of mirror exist.

Procedure steps

1. From the Device Physical View tab, select a port.
2. In the navigation tree, open the following folders Configuration > Edit > Port.
3. Click General.
4. Click the PCAP tab.
5. Select Enable.
6. Choose the PCAP mode.
7. As required, select a filter set and ACL.
8. Click Apply.

Variable definitions
Use the information in the following table to help you configure port PCAP parameters.

Variable Value
Enable Enables or disables PCAP on the port.

Mode Sets the PCAP mode (tx, rx, both, rxFilter, txFilter,
bothFilter). When PCAP is enabled in rxFilter mode, only
ingress packets which match the filter criteria are captured.
The default is rx mode.

FilterListSize Indicates zero or more filter lists associated with this port
for PCAP

FilterSet Applies an IP filter set (Global or Source Destination) to the
port.

AclFilterListSize Indicates the number of ACL filters assigned to this port.
The ACLs must have a global-action of mirror.

Configuring PCAP on a port
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Variable Value
AclFilterList Indicate zero or more ACL filter lists associated with this

port for PCAP. The ACLs must have a global-action of
mirror.

Configuring PCAP filters
Use filters to narrow the scope of the types of packets to capture. Use these filters to match
MAC and IP addresses, DSCP and p-bit markings, VLAN IDs, and protocol types.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click PCAP.
3. Click the PcapFilter tab.
4. Click Insert.
5. Configure the filter as required.
6. Click Insert.

Variable definitions
Use the information in the following table to help you configure PCAP filter parameters.

Variable Value
Id Indicates the unique ID that represents the filter.

Enable Enables or disables the filter.

Action Specifies the action that occurs when the policy
matches.

SrcMac Specifies the source MAC address to match.

SrcMacMask Specifies the source MAC address mask that specifies
an address range.

IsInverseSrcMac Specifies the source MAC address inverse. When set, all
MAC addresses other than the one specified are
matched.

DstMac Specifies the destination MAC address.
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Variable Value
DstMacMask Specifies the destination MAC address mask that

specifies an address range.

IsInverseDstMac Specifies the destination MAC address inverse. When
set, all MAC addresses other than the one specified are
matched.

VlanId Specifies the VLAN ID of the packet to match.

ToVlanId Specifies the destination VLAN ID; used to specify a
range.

IsInverseVlanId Specifies the VLAN ID inverse. When set, all VLAN IDs
other than the one specified are matched.

Pbit Specifies the 802.1p-bit of the packet to be matched.

ToPbit Specifies an 802.1p-bit range.

IsInversePbit Specifies the p-bit inverse. When set, all p-bits other than
the one specified are matched.

PbitMatchZero When selected, 0 is considered a valid p-bit value.
Packets with a p-bit of 0 can be captured. Otherwise, 0
is considered a disable value.

EtherType Specifies the EtherType of the packet to match.

ToEtherType Specifies an EtherType range.

IsInverseEtherType Specifies the EtherType inverse. When set, all
EtherTypes other than the one specified are matched.

SrcIp Specifies the source IP address of the packet to match.

ToSrcIp Specifies a source IP address range.

IsInverseSrcIp Specifies the source IP address inverse. When set,
source IP addresses other than the one specified are
matched.

DstIp Specifies the destination IP address of the packet to
match.

ToDstIp Specifies the destination IP address range.

IsInverseDstIp Specifies the Destination IP address inverse. When set,
all addresses other than the one specified are matched.

Dscp Specifies the DiffServ Codepoint (DSCP) of the packet
to match.

ToDscp Specifies a DSCP range.

IsInverseDscp Specifies the DSCP inverse. When set, all DSCPs other
than the one specified are matched.
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Variable Value
DscpMatchZero When set, 0 is considered a valid DSCP value. Packets

with a DSCP of 0 can be captured. Otherwise, 0 is
considered a disable value.

ProtocolType Specifies the protocol of the packet to match.

ToProtocolType Specifies a protocol type range.

IsInverseProtocolType Specifies the protocol type inverse. When set, all
protocols other than the one specified are matched.

Configuring advanced PCAP filters
Use advanced filters to match UDP and TCP parameters, as well as to specify user-defined
parameters.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click PCAP.
3. Click the PcapAdvancedFilter tab.
4. Configure the filter as required.
5. Click Apply.

Variable definitions
Use the information in the following table to help you configure advanced PCAP filter
parameters.

Variable Value
Id Specifies the unique ID that represents the filter.

UdpPort Specifies the UDP port of the packet to match. UdpPort
can be one or a range of UDP port values.

ToUdpPort Specifies a range of UDP ports.

IsInverseUdpPort Indicates that all other values other than the specified
range of UDP ports are matched.

TcpPort Specifies the TCP port of the packet to match.

ToTcpPort Specifies a range of TCP ports.
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Variable Value
IsInverseTcpPort Indicates that all other values other than the specified

range of TCP ports are matched.

UserDefinedData Specifies the user-defined data to match.

UserDefinedDataSize Specifies the length of user-defined data.

UserDefinedOffset Specifies the offset from which the match must start.

IsInverseUserDefined Indicates that all data other than the specified user-
defined data is matched.

Timer Specifies that PCAP is invoked when the first packet is
matched and stopped after a set value of time. After
starting the timer, the filter is disabled. This option is
active only when the action is set to trigger-on. The
default value is 0.

PacketCount When set, PCAP stops after capturing the specified
value of packets. This is similar to the refresh-timer
option; once this is invoked, the filter is disabled. This
option is active only when the action parameter is set to
trigger-on. To delete this option, set it to 0. The default
value is 0.

RefreshTimer When set, starts or resets the timer. If another packet is
not received within the specified time, PCAP is disabled
globally. This option is active only when the action
parameter is set to 'trigger-on'. To delete this option, set
it to 0. The default value is 0.

Configuring VLAN MAC filters for PCAP
Use PCAP with VLAN MAC address (forwarding database) filters to reduce traffic flow on the
PCAP engine.

Prerequisites

• A VLAN exists.

Procedure steps

1. In the navigation tree, open the following folders Configuration > VLAN.
2. Click VLANs.
3. Select a VLAN.
4. Click Bridge.
5. Click Filter.
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6. Click Insert.
7. Configure the filter as required.
8. Select Pcap.
9. Click Insert.

Testing the switch fabric and address resolution table
You can use the Diagnostics Test tab in Enterprise Device Manager to perform two tests. You
can test the switch fabric and check the address resolution (AR) table for consistency.

The fabric test causes the CPU to generate traffic and send it through the switch fabric. The
CPU generates little traffic.

The AR table test performs a consistency check on address resolution table entries.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click General.
3. To test the Address Resolution table, click AR Test.

The test runs; PassCount and FailCount are updated. Use the Stop button to stop
in-progress tests.

4. To test the switch fabric, click Fabric.

The test runs; PassCount and FailCount are updated. Use the Stop button to stop
in-progress tests.

Variable definitions
Use the information in the following table to understand the test parameters.

Variable Value
Result The result of the most recently run (or current) test:

none, success, inProgress, notSupported,
unAbleToRun, aborted, failed.

Code More specific information about the test result (for
example, an error code after a failed test): none,
NoReceive (timeout on a send), BadSeq (packets
received out of sequence), BadLen (packet length
mismatch), BadData (packet data mismatch)

Software troubleshooting tool configuration using Enterprise Device Manager

94     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


Variable Value
PassCount The number of iterations of the test case that completed

successfully.

FailCount The number of iterations of the test case that failed.

Viewing address resolution table statistics
The address resolution (AR) Stats tab shows statistics for the internal state of the AR translation
table. These statistics are debugging aids, and you should use them only when consulting with
Avaya support personnel. The statistic of most interest is the NoSpace counter, which indicates
the number of entries the AR table could not add because of lack of space.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click General.
3. Click the AR Stats tab.

Variable definitions
Use the information in the following table to help you understand the AR table statistics.

Variable Value
TblSize Specifies the size of the AR translation table.

Free Specifies the number of free entries available in the AR
translation table.

NoSpace Specifies the number of entries that were not added to
the AR translation table because of lack of space.

Added Specifies the number of entries added to the AR
translation table.

Deleted Specifies the number of entries deleted from the AR
translation table.

MacAdded Specifies the number of MAC entries added to the AR
translation table.

MacDeleted Specifies the number of MAC entries deleted from the
AR translation table.
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Variable Value
MacMoved Specifies the number of MAC entries moved in the AR

translation table.

IpAdded Specifies the number of IP entries added to the AR
translation table.

IpDeleted Specifies the number of IP entries deleted from the AR
translation table.

McastTblSize Specifies the size of the Multicast AR translation table.

FreeMcastGroups Specifies the number of free multicast groups available
in the AR table.

IpMcastAdded Specifies the number of IP multicast entries added to the
AR table.

IpMcastDeleted Specifies the number of IP multicast entries deleted from
the AR table.

VlanByPortAdded Specifies the number of VLAN by Port entries added to
the AR table.

VlanByPortDeleted Specifies the number of VLAN by Port entries deleted
from the AR table.

VlanByProtocolAdded Specifies the number of VLAN by Protocol Type entries
added to the AR table.

VlanByProtocolDeleted Specifies the number of VLAN by Protocol Type entries
deleted from the AR table.

VlanByIpSubnetAdded Specifies the number of VLAN by IP Subnet entries
added to the AR table.

VlanByIpSubnetDeleted Specifies the number of VLAN by IP Subnet entries
deleted from the AR table.

IpSubnetsAdded Specifies the number of IP Subnet entries added to the
AR table.

IpSubnetsDeleted Specifies the number of IP Subnet entries deleted from
the AR table.

RsvpsAdded Specifies the number of Resource Reservation Setup
Protocol (RSVP) entries added to the AR table.

RsvpsDeleted Specifies the number of RSVP entries deleted from the
AR table.
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Running a ping test
Use Ping to determine if an entity is reachable.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click Ping/Trace Route.
3. Click Insert.
4. In the OwnerIndex box, type the owner index.
5. In the TestName box, type the name of the test.
6. In the TargetAddress box, type the host IP address.
7. From the AdminStatus options, choose enabled or disabled.
8. In the remainder of the option boxes, type the desired values.
9. Click Insert.

10. Select an entry.
11. Click Start.

Variable definitions
Use the information in the following table to help you use Ping.

Variable Value
OwnerIndex Provides access control by a security administrator using

the View-Based Access Control Model (VACM) for
tables in which multiple users may need to independently
create or modify entries. This is a string of up to 32
characters.

TestName Specifies the name of the Ping test.

TargetAddressType Specifies the type of host address to be used at a remote
host to perform a ping operation.

TargetAddress Specifies the host address to be used at a remote host
to perform a ping operation.

DataSize Specifies the size of the data portion (in octets) to be
transmitted in a ping operation. The default is 16.
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Variable Value
TimeOut Specifies the timeout value, in seconds, for a remote

ping operation. The default is 3 s.

ProbeCount Specifies the number of times to perform a ping
operation at a remote host. The default is 1.

AdminStatus Specifies the state of the ping control entry: enabled or
disabled.

DataFill Determines the data portion of a probe packet

Frequency Specifies the number of seconds to wait before repeating
a ping test. The default is 0.

MaxRows Specifies the maximum number of entries allowed in the
PingProbeHistory table.

StorageType Specifies the storage type for this row.

TrapGeneration Specifies when to generate a notification. The options
are:

• ProbeFailure—Generates a PingProbeFailed
notification subject to the value of
pingCtlTrapProbeFailureFilter. The object
pingCtlTrapProbeFailureFilter can be used to specify
the number of successive probe failures that are
required before a pingProbeFailed notification is
generated.

• TestFailure—Generates a PingTestFailed notification.
The object pingCtlTrapTestFailureFilter can be used to
determine the number of probe failures that signal
when a test fails.

• TestCompletion—Generates a PingTestCompleted
notification.

TrapProbeFailureFilter Specifies the number of successive probe failures that
are required before a pingProbeFailed notification is
generated.

TrapTestFailureFilter Determines the number of probe failures that signal
when a test fails.

Type Selects or reports the implementation method used to
calculate ping response time.

Descr Describes the remote ping test.

SourceAddressType Specifies the type of the source address used at a
remote host when performing a ping operation.

SourceAddress Specifies the IP address (a.b.c.d) as the source address
in outgoing probe packets.
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Variable Value
IfIndex Setting this object to an interface's ifIndex, prior to

starting a remote ping operation, directs the ping probes
to be transmitted over the specified interface.

ByPassRouteTable Enables (optionally) the bypassing of the route table.

DSField Specifies the value to store in the Differentiated Services
(DS) field in the IP packet used to encapsulate the ping
probe.

Viewing ping probe history
You can view the history of Ping tests performed by the switch.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click Ping/Trace Route.
3. Select a Ping entry.
4. Click Ping Probe History.

Variable definitions
Use the information in the following table to help you understand Ping historical data.

Variable Value
OwnerIndex Specifies the owner index.

TestName Indicates the name given to the test.

Index Specifies the index number.

Response Indicates the amount of time, measured in milliseconds,
between request (probe) and response, or when it timed
out. Response is reported as 0 when it is not possible to
transmit a probe.

Status Indicates the status of the response; the result of a
particular probe done by a remote host.

LastRC Indicates the last implementation-method-specific reply
code (RC) received. If ICMP Echo is used, then a
successful probe ends when an ICMP response is
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Variable Value
received that contains the code
ICMP_ECHOREPLY(0).

Time Indicates the timestamp for this probe result.

Viewing ping results
You can view performance-related data for Ping tests.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click Ping/Trace Route.
3. Select a Ping test entry.
4. Click Ping Result.

Variable definitions
Use the information in the following table to help you understand Ping test results.

Variable Value
OwnerIndex Specifies the Ping test owner.

TestName Specifies the test name.

OperStatus Indicates the operational status of the test. The default
is disabled.

IpTargetAddressType Specifies the IP address type of the target.

IpTargetAddress Specifies the IP address of the target.

MinRtt Specifies the minimum ping round-trip-time (RTT)
received. A value of 0 means that no RTT is received.

MaxRtt Specifies the maximum ping RTT received. A value of 0
means that no RTT is received.

AverageRtt Specifies the current average ping RTT.

ProbeResponses Specifies the number of responses to probes.

SentProbes Specifies the number of sent probes.
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Variable Value
RttSumOfSquares Specifies the sum of squares of RTT for all probes

received.

LastGoodProbe Specifies the date and time when the last response is
received for a probe.

Running a traceroute test
Use traceroute to determine the route packets take through a network to a destination.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click Ping/Trace Route.
3. Click the Trace Route Control tab.
4. Click Insert.
5. Configure the instance as required.
6. Click Insert.
7. Select an entry, and then click Start.

Variable definitions
Use the information in the following table to help you use the traceroute function.

Variable Value
OwnerIndex Provides access control by a security administrator using

the View-Based Access Control Model (VACM) for
tables in which multiple users may need to independently
create or modify entries.

TestName Specifies the name of the traceroute test.

TargetAddressType Specifies the type of host address to be used on the
Trace Route request at the remote host.

TargetAddress Specifies the host address used on the traceroute
request at the remote host.

ByPassRouteTable Enables bypassing of the route table. If enabled, the
remote host bypasses the normal routing tables and
sends directly to a host on an attached network. If the
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Variable Value
host is not on a directly-attached network, an error is
returned. This option can be used to perform the
traceroute operation to a local host through an interface
that has no route defined.

DataSize Specifies the size of the data portion of a Trace Route
request in octets. The default is 0.

TimeOut Specifies the timeout value, in seconds, for a Trace
Route request. The default is 3.

ProbesPerHop Specifies the number of times to reissue a Trace Route
request with the same time-to-live (TTL) value. The
default is 3.

Port Specifies the UDP port to which to send the traceroute
request to. Specify a port that is not in use at the
destination (target) host. The default is the IANA
assigned port 33434.

MaxTtl Specifies the maximum time-to-live from 1 to 255. The
default is 30.

DSField Specifies the value to store in the Differentiated Services
(DS) field in the IP packet used to encapsulate the Trace
Route probe.

SourceAddressType Specifies the type of the source address to use at a
remote host.

SourceAddress Uses the specified IP address (which must be given as
an IP number, not a hostname) as the source address in
outgoing probe packets.

IfIndex Directs the traceroute probes to be transmitted over the
specified interface

MiscOptions Enables an application to specify implementation-
dependent options.

MaxFailures Indicates the maximum number of consecutive timeouts
allowed before terminating a remote Trace Route
request. The default is 5.

DontFragment Enables setting of the do not fragment flag (DF) in the IP
header for a probe.

InitialTtl Specifies the initial TTL value to use. The default is 1.

Frequency Specifies the number of seconds to wait before repeating
a trace route test as defined by the value of the various
objects in the corresponding row. The default is 0.

StorageType Specifies the storage type for this row.

Software troubleshooting tool configuration using Enterprise Device Manager

102     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


Variable Value
AdminStatus Specifies the desired state for TraceRouteCtlEntry. The

options are enabled or disabled.

MaxRows Specifies the maximum number of entries allowed in the
TraceRouteProbeHistoryTable.

TrapGeneration Determines when to generate a notification for this entry.
The options are:

• PathChange—Generate a TraceRoutePathChange
notification when the current path varies from a
previously determined path.

• TestFailure—Generate a TraceRouteTestFailed
notification when the full path to a target can't be
determined.

• TestCompletion—Generate a
TraceRouteTestCompleted notification when the path
to a target has been determined.

Descr Describes the remote trace route test.

CreateHopsEntries Keeps the current path for a trace route test in the
TraceRouteHopsTable on a per hop basis when the
value of this object is true.

Type Reports or selects the implementation method to be
used for performing a trace route operation.

Viewing traceroute results
You can view the results of traceroute tests.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click Ping/Trace Route.
3. Click the Trace Route Control tab.
4. Select a traceroute entry.
5. Click Trace Route Result.
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Variable definitions
Use the information in the following table to understand the result parameters.

Variable Value
OwnerIndex Specifies the index of the owner.

TestName Specifies the name of the test.

OperStatus Specifies the operational status of the test. The default
is disabled.

CurHopCount Specifies the current count of hops.

CurProbeCount Specifies the current count of probes.

IpTgtAddressType Specifies the IP target address type

IpTgtAddr Specifies the IP target address.

TestAttempts Specifies the number of test attempts.

TestSuccesses Specifies the number of successful test attempts.

LastGoodPath Specifies the date and time when the last response is
received for a probe.

Viewing the traceroute history
The traceroute probe history contains probe information for the hops in the routing path.

Procedure steps

1. In the navigation tree, open the following folders Configuration > Edit >
Diagnostics.

2. Click Ping/Trace Route.
3. Click the Trace Route Control tab.
4. Select an entry.
5. Click the Trace Route Probe History button.

Variable definitions
Use the information in the following table to understand the history parameters.
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Variable Value
OwnerIndex Identifies the Trace Route entry to which a probe result

belongs.

TestName Specifies the test name.

Index Specifies the Index.

HopIndex Indicates for which hop in a traceroute path the probe
results are intended.

ProbeIndex Specifies the index of a probe for a particular hop in a
traceroute path.

HAddrType Specifies the IP address type of the hop to which this
probe belongs.

HAddr Specifies the IP address of the hop to which this probe
belongs.

Response Specifies the cumulative results at any time.

Status Specifies the status of the probe.

LastRC When a new entry is added, the old entry is purged if the
total number of entries exceeds the specified maximum
number of entries in the Control Table Entry.

Time Specifies the response time of the probe.

Running a loopback test
A DRAM memory test and an internal loopback test are run during the automatic boot
sequence. However, you can also run external and internal loopback tests on the port.
Loopback tests ensure continuity of the data path.

You can run only one loopback test at a time. You must stop a loopback test before you start
one on another port.

An external loopback test uses a loopback connector connected to the port to loop data back
to the same port. You must supply the loopback connector.

During an internal loopback test, packets are looped back at the PHY device. No connector is
needed. You can run the test with or without another device attached to the test port.

 Important:
This procedure increases CPU utilization.
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Procedure steps

1. For an external test, install an external loopback connector.
2. From the Device Physical View, select a port.
3. In the navigation tree, open the following folders Configuration > Edit > Port.
4. ClickGeneral.
5. Click the Test tab.
6. Select either Ext. Loopback or Int. Loopback.
7. Let the test run for several seconds.
8. To stop the test, click Stop.

The result, Fail or Success, is shown along with packet counts.

Configuring Ping Snoop for R series modules
Use Ping Snoop to troubleshoot multilink trunking configurations.

The predefined ACL and ACTs for Ping Snoop are numbered 4096. You can use your own
ACT, ACL, and ACE instead, but you are duplicating the ACT, ACL, and ACE that the system
predefines.

Configure the ACE action, debug action, and the IP addresses that you require.

Procedure steps

1. Locate the already partially defined ACT-ACL available pair. In the navigation tree,
open the following folders Configuration > Security > Data Path.

2. Click ACL Filters.
3. Click the ACL tab.
4. For ACL 4096, add the appropriate ports as members.
5. Ensure the State is enable.
6. Click Apply.
7. Create an ACE with actions permit and CopyToPrimaryCp: click the ACE button.
8. Click Insert.
9. Name the ACE and configure the ID.

10. From the Mode options, select permit.
11. From the Flags options, select copyToPrimaryCp.
12. Click Insert.
13. For the ACE, configure a source IP address, a destination IP address, or both: select

the ACE, and then click the IP button.
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14. To configure the source IP address, in the Source Address tab, click Insert.
Configure Oper to eq and type the IP address in the List box, and then click
Insert.

15. To configure the destination IP address, in the Destination Address tab, click
Insert. Configure Oper to eq and type the IP address in the List box, and then click
Insert.

16. In the ACE Common tab, configure the AdminState of the Ping Snoop ACE to
enable and click Apply.

Configuring the SLA Monitor agent
Configure the SLA Monitor agent to communicate with an SLA Monitor server to perform
Quality of Service (QoS) tests of the network.

Before you begin

• To use the SLA Monitor agent, you must have an SLA Monitor server in your network.

About this task
To configure the agent, you must enable it and assign an IP address. Remaining agent
parameters are optional and you can operate the agent using the default values.

In HA mode, the agent startup and initialization occurs only on the master CP module.

Procedure

1. In the navigation tree, expand the following folders: Configuration >
Serviceability.

2. Click SLA Monitor.

3. Click the SLA Monitor tab.

4. Select enabled.

5. Type the agent IP address in the ConfiguredAgentAddr field.

6. Configure optional parameters as required.

7. Click Apply.
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SLA Monitor field descriptions
Use the data in the following table to use the SLA Monitor tab.

Name Description

Status Enables or disables the SLA Monitor agent.
The default is disabled. If you disable the
agent, it does not respond to discovery
packets from a server.
If you disable the agent because of resource
concerns, consider changing the server
configuration instead, to alter the test
frequency or duration, or the number of
targets.

CertFileInstallAction Installs or uninstalls a Secure Sockets Layer
(SSL) certificate file. The default is
noAction.

CertFile Specifies the file name and path of the SSL
certificate.
If you install a certificate on the agent, you
must ensure a matching configuration on the
server.
By default, the agent uses an Avaya SIP
certificate to secure communications with the
server.

ConfiguredAgentAddrType Specifies the address type of the agent:
IPv4.

ConfiguredAgentAddr Configures the agent IP address. You must
configure the IP address before the agent
can process received discovery packets
from the server. The default value is 0.0.0.0,
which causes the agent to use the device IP
address.

ConfiguredAgentPort Configures the UDP port for agent-server
communication. The agent receives
discovery packets on this port. The default is
port 50011. The server must use the same
port.

ConfiguredServerAddrType Specifies the address type of the server:
IPv4.

ConfiguredServerAddr Restricts the agent to use of this server IP
address only. The default is 0.0.0.0, which
means the agent can register with any
server.
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Name Description

ConfiguredServerPort Restricts the agent to use of this registration
port only. The default is 0, which means the
agent disregards the source port information
in server traffic. The server must use the
same port.

ConfiguredAltServerAddrType Specifies the address type of the secondary
server: IPv4.

ConfiguredAltServerAddr Configures a secondary server in the event
that the primary server is unreachable.

SupportedApps Shows the type of testing supported: Real
Time Protocol (RTP) and New Trace Route
(NTR).

AgentAddressType Shows the agent address type.

AgentAddress Shows the configured agent IP address.

AgentPort Shows the configured agent port.

RegisteredWithServer Indicates if the agent has registered with a
server.

RegisteredServerAddrType Shows the address type for the registered
server.

RegisteredServerAddr Shows the IP address for the registered
server.

RegisteredServerPort Shows the port number for the registered
server.

RegistrationTime Shows the amount of time, in seconds, since
the agent registered with the server.

AgentToAgentPort Shows the port for agent-to-agent
communication.

ConfiguredAgentToAgentPort Configures the port used for RTP and NTR
testing in agent-to-agent communication.
The default port is 50012. If you configure
this value to zero (0), the default port is
used.
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Chapter 11: Software troubleshooting tool
configuration using CLI

Use the procedures described in this section to configure troubleshooting tools using CLI.

General troubleshooting
This section provides information about general troubleshooting using CLI.

Roadmap of general CLI troubleshooting commands
The following roadmap lists some of the CLI commands and their parameters that you can use
to complete the procedures in this section.

Command Parameters
config cli more <true|
false>
config r-module <slot#>
trace

grep [<keyword>]
level [<modid>] [level>]

dump ar <opid> <vlan|
ip_subnet|mac_vlan|mac|
arp|ip|ipx|ipmc|
ip_filter|protocol|
sys_rec|all> <verbosity>
show trace file [tail]

level
show test artable

fabric
show-all [file <value>]

test artable
fabric
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Command Parameters
hardware [<ports>]
led <ports> <tx|rx> <off|yellow|
green>

test stop artable
fabric

trace clear
filter
grep [<keyword>]
info [tail]
level [<modid>] [<level>]
modid-list
off
route-policy <on|off> [protocol
<rip|ospf|bgp|dvmrp|any>]
[policy-type <accept|announce>]
[policy <name>] [ipaddr
<interface-addr>] [iflist <list-
name>]
screen [<on|off>]

trace auto-enable add-module <modid> <level>
auto-trace <enable|disable>
high-percentage <percent>
high-track-duration <seconds>
info
low-percentage <percent>
low-track-duration <seconds>
remove-module <modid>

trace ethernet port <slot/port> [vlan <vlanId>]
destination-mac <mac>
enable
disable
info
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Command Parameters
trace ipv6 base on [info] [error] [pkt] [warn]

[debug] [nbr] [icmp] [ipclient]
[all]
off [info] [error] [pkt] [warn]
[debug] [nbr] [icmp] [ipclient]
[all]
info

trace ipv6 forwarding on [info] [error] [pkt] [warn]
[debug] [all]
off [info] [error] [pkt] [warn]
[debug] [all]
info

trace ipv6 nd on [info] [error] [pkt] [warn]
[debug] [nbr] [redirect] [all]
off [info] [error] [pkt] [warn]
[debug] [nbr] [redirect] [all]
info

trace ipv6 ospf on [info] [warn] [error] [config]
[import] [adj] [spf] [pkt] [lsa]
[all]
off [info] [warn] [error]
[config] [import] [adj] [spf]
[pkt] [lsa] [all]
info

trace ipv6 rtm on [info] [warn] [error] [update]
[fib] [debug] [redist] [change-
list] [all]
off [info] [warn] [error]
[update] [fib] [debug] [redist]
[change-list] [all]
info

trace ipv6 transport on [common] [tcp] [udp] [all]
off [common] [tcp] [udp] [all]
info
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Command Parameters
trace syslog destination <ipaddr> [next-hop-

mac <mac>] [port <slot/port>]
[vlan <vlanId>]
enable
disable
info

Using CLI for troubleshooting
You can use CLI to help provide diagnostic information.

Procedure steps

1. Use this command to disable scrolling of the output display prior to capturing data:

config cli more false
2. Use the more command to view configuration file information:

more boot.cfg
3. Capture the following command output when any switch problem is observed.

show tech
show config
show port stats show-all
show port error show-all
When troubleshooting issues specific to a protocol, always use the show-all option
for that command, if it exists.

Using hardware record dumps
You can capture a dump of the hardware records for an ingress OctaPID to aid in
troubleshooting. Generally, a verbosity level of 1 suffices.

The dump ar command displays the hardware registers of the RaptARU attached to an
OctaPID.
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Procedure steps

To dump hardware record information, enter the following command:

dump ar <octapid> <vlan|ip_subnet|mac_vlan|mac|arp|ip|ipx|
ipmc|ip_filter|protocol|sys_rec|all> <verbosity>
For example, dump all hardware records from OctaPID 0 slot 1 port 1 with a verbosity
level of 3:

dump ar 0 all 3

Variable definitions

Use the information in the following table to help you use the dump command.

Variable Value
<opid> Specifies the OctaPID assignment from 1 to 64.

<vlan|ip_subnet|
mac_vlan|mac|arp|ip|
ipx|ipmc|ip_filter|
protocol|sys_rec|all>

Specifies a record type in the AR table.

<verbosity> Specifies the verbosity from 0 to 3. Higher numbers
specify more verbosity.

Using trace to diagnose problems
Use trace to observe the status of a software module at a given time.

For example, if a CPU utilization issue is observed (generally a sustained spike above 90%)
perform a trace of the control plane (CP) activity.

Prerequisites

 Caution:
Risk of traffic loss
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Using the trace tool inappropriately can cause primary CPU lockup conditions, loss of access
to the switch, loss of protocols, and service degradation.

• For information about how to use trace appropriately, see Trace on page 42.

Procedure steps

1. Clear the trace:

trace clear
2. Begin the trace operation:

trace level <modid> <level>
For example, to trace the CP port, verbose level:

trace level 9 3
Wait approximately thirty seconds.

The default trace settings for CPU utilization are: High CPU Utilization: 90%, High
Track Duration: 5 seconds, Low CPU Utilization:75%, and Low Track Duration: 5
seconds.

3. Stop the trace:

trace off
4. View the trace results:

trace info
OR

show trace file [tail]
5. Save the trace file to the PCMCIA (or external flash) card for retrieval.

save trace
The file is saved with a file name of systrace.txt.

R series modules use different trace commands:

config r-module <slot#> trace level [<modid>] [level>]
config r-module <slot#> trace grep [<keyword>]
Variable definitions
Use the information in the following table to help you use the trace command.

Variable Value
clear Clears any previous trace output.

filter Filters the trace output.
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Variable Value
grep [keyword] Performs a comparison of trace messages (get regular

expression and print [GREP]).

info [tail] Shows the trace output. [tail] shows the last results
first.

level <modid> <level> Starts the trace by specifying the module ID and level.

• <modid> specifies the module ID from 0 to 123.

• <level> specifies the trace level from 0 to 4, where
0 is disabled; 1 is very terse; 2 is terse; 3 is very
verbose, 4 is verbose.

modid-list Provides a list of module IDs and module names.

off Stops the trace operation.

route-policy <on|off>
[protocol <rip|ospf|
bgp|dvmrp|any>]
[policy-type <accept|
announce>] [policy
<name>] [ipaddr
<interface-addr>]
[iflist <if-name>]

Traces route policy serviceability.

screen [<on|off>] Enables or disables the display of trace output to the
screen.

Job aid

The following table specifies the Module ID values that you can specify in the trace
command.

Table 9: Module ID values

0 - Common 23 - IGMP 45 - RTM 93 - IPFIX

1 - SNMP Agent 24 - IPFIL 46 - P2CMN 94 - MOD_IPMC6

2 - RMON 25 - MLT 47 - RIP 95 -
MOD_MCAST6_CM
N

3 - Port Manager 26 - IPPOLICY 48 - PIM 96 - MOD_MLD

4 - Chassis Manager 27 - IPMC 49 - RPS 97 - MOD_PIM6

5 - STG Manager 28 - SYSLOG 50 - NTP 98 - SLPP

6 - Phase2 OSPF 29 - DVMRP 51 - TCP 99 - INFINITY
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7 - Hardware I/F 30 - P2IPX 52 - BGP 100 - MPLS

8 - (N/A) 31 - RCIPX 53 - EPILOGUE 101 - RCMPLS

9 - CP Port 32 - RAR 54 - SSH 102 - ACLI

10 - (N/A) 33 - OP 56 - HAL 103 - VRF

11 - VLAN Manager 34 - BOOT 57 - WIND 104 - ASNA

12 - CLI 35 - IOM 58 - EAP 105 - MIRRORFPGA

13 - Main 36 - QOS 59 - LACP 106 - MSTP

14 - Phase2 IP+RIP 37 - FLEXDB 60 - PING 107 - RSTP

15 - RCC IP 38 - SMM 61 - DNS 108 - MSDP

16 - HTTP Server 39 - ATM 62 - DPM 109 - TACACS+

19 - Watch Dog
Timer

40 - POS 63 - BOOTP 115 - BFD

20 - Topology
Discovery

41 - RADIUS 64 - DPMMSG 116 - DHCPSNOOP

21 - (N/A) 42 - SIO_COM 65 - FILTER 117 - DAI

22 - (N/A) 43 - PGM 66 - RCIP6 120 - ISIS

121 - SPBM

122 - CFM

123 - L2VPN

Using auto-trace to diagnose problems
You can use auto-trace to automatically perform the trace function when a parameter reaches
a certain threshold.

For example, if the SF/CPU fluctuates and you cannot access the switch to perform a CP trace,
then use auto-trace to automatically perform this function. Auto-trace monitors CPU utilization.
When the configured utilization is reached and sustained for the configured amount of time, a
CP trace is performed and saved to the PCMCIA (or external flash on the 8895 SF/CPU).

Procedure steps

1. Configure the module and verbosity:

trace auto-enable add-module <modid> <level>
For example:
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trace auto-enable add-module 9 3
2. Use the following variable definitions table to configure any other required

parameters.
3. Enable automatic tracing:

trace auto-enable auto-trace enable

Variable definitions

Use the information in the following table to help you use the trace auto-enable
command.

Variable Value
add-module <modid>
<level>

Configures the trace auto-enable function by
specifying the module ID and level.

• <modid> specifies the module ID from 0 to 123.

• <level> specifies the trace level from 0 to 4,
where 0 is disabled; 1 is very terse; 2 is terse; 3 is
very verbose, 4 is verbose.

auto-trace <enable|
disable>

Enables or disables the auto-trace function.

high-percentage
<percent>

Specifies the high-percentage threshold for a
module. The range is 60 to 100%. The default is
90%.

high-track-duration
<seconds>

Specifies, in seconds, the maximum amount of time
that the activity must be sustained to trigger the
trace. The range is 3 to 10 s. The default is 5 s.

info Shows information about the auto-trace
configuration.

low-percentage <percent> Specifies the low-percentage threshold for a
module. The range is 50 to 90%. The default is
75%.

low-track-duration
<seconds>

Specifies, in seconds, the minimum amount of time
that the activity must be sustained to trigger the
trace. The range is 3 to 10 s. The default is 5 s.

remove-module <modid> Removes a module ID from the auto-trace
instance.

Using trace Ethernet to diagnose problems
The trace command is the main debugging tool for the ERS 8800/8600. To alleviate some
of the overhead and make tracing more efficient, Avaya enhanced the current tracing
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mechanism by adding Ethernet tracing. With this enhancement, trace messages are
transmitted out as Ethernet packets thereby avoiding the overhead caused by the traces for
displaying the messages on the switch console and logging to a file. An external entity captures
these Ethernet trace packets and decodes them appropriately.

You can capture Ethernet trace packets and then decode them from either a file or in real
time.

• If you decode them from a file, capture the Ethernet trace packets with a packet capture
tool such as PCAP and save them to a file, then use the file as an input to a decoder that
decodes it into a readable format.

• If you decode them in real time, start the decoder in a PC first, which in turn captures and
decodes the Ethernet trace packets received from the switch.

 Important:
Note the following points:

• When enabled, the output is not sent to the trace buffer.
• The port must be an inband Ethernet I/O port. This command does not work with the

CPU management port.

Prerequisites

• Connect a Linux or Solaris PC to the port that will generate the Ethernet trace packets.
• Use a packet capture tool to capture the Ethernet trace packets the switch generates.

(This is optional).

Procedure steps

1. Configure the outgoing port on which the Ethernet trace packets need to be
transmitted using the command:

trace ethernet port <slot/port> [vlan <vlanId>]
2. Enable Ethernet trace in the switch:

trace ethernet enable
3. If the packet capture tool is going to capture packets, ensure that you configure the

packet capture tool to capture the Ethernet trace packets and that you start the
packet capture.

(OR)

If packets are going to be decoded real time, then ensure that you execute the
following command in the Linux or Solaris PC in superuser mode:
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• In Linux: ./eth-trace-linux [-q -s 0 –n] –i <PC ethernet port
(eg: eth0)> [cpu <base|mezz> ether dst <mac address to be
filtered/decoded>]

• In Solaris: ./eth-trace-solaris [-q -s 0 –n] –i <PC ethernet
port (eg: eth0)> [cpu <base|mezz> ether dst <mac address
to be filtered/decoded>]

Where cpu <base|mezz> is an option that specifies whether or not the test switch
is running with a mezz card, use this to calculate the switch timestamp for each
trace packet.

When Ethernet trace packets are received, the output is displayed on the screen.
You can also redirect the output to a file.

 Note:
If you do not specify the cpu <base|mezz> option, the switch timestamp is not
calculated and displayed for each trace message.

4. Enable traces for the required modules:

trace level
When the switch generates the enabled traces, those traces are seen as Ethernet
trace packets in the packet capture tool or decoded in the Linux or Solaris PC.

5. If you use a packet capture tool, save the captured packets in a file such as
test.pcap at the appropriate time AND, in the Linux or Solaris PC, execute the
following with the captured file (test.pcap) as the input.

• In Linux: ./eth-trace-linux [-q -s 0 –n] –r <capture file
name> [ cpu <base|mezz> ether dst <mac address to be
filtered/decoded>]

• In Solaris: ./eth-trace-solaris [-q -s 0 –n] –r <capture file
name> [ cpu <base|mezz> ether dst <mac address to be
filtered/decoded>]

This command decodes the capture file and displays the trace messages per line.
You can also redirect the output to a file.

Variable definitions

Use the information in the following table to help you use the trace ethernet command.

Variable Value
port <slot/port> [vlan
<vlan Id>]

Configures the port and the corresponding VLAN on
which the Ethernet trace packets are transmitted.
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Variable Value

• <slot/port> specifies the port number in slot/
port format.

• <vlanId> identifies the VLAN that the port
belongs to. The range is 1..4094.

In the Master CP, no ports are assigned by default.
In the Standby CP, the management port is the
default port and cannot be modified.

destination-mac <mac> Configure the MAC address that the Ethernet trace
packet use as the destination MAC address. Specify
<mac> as a 6–byte address in the format
xx:xx:xx:xx:xx:xx. The default is
01:02:03:04:05:06.

enable Enables trace ethernet.

 Note:
Before enabling Ethernet tracing, you must
configure a port number.

Ethernet tracing is disabled by default.

disable Disables trace ethernet.
Ethernet tracing is disabled by default.

info Shows the configured values for Ethernet tracing.

Using trace syslog to diagnose problems
The trace command is the main debugging tool for the ERS 8800/8600. To alleviate some
of the overhead and make tracing more efficient, Avaya added Syslog tracing to enhance the
current tracing mechanism. With this enhancement, trace messages transmit out as Syslog
packets to avoid the overhead caused by the traces for displaying the messages on the switch
console and logging to a file. An external entity captures these Syslog trace packets and
decodes them appropriately.

 Important:
Note the following points:

• When enabled, the output is not sent to the trace buffer.
• The port must be an inband Ethernet I/O port. This command does not work with the

CPU management port.
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• The trace syslog enhancement has nothing to do with the existing syslog
functionality.

• In each syslog trace, the management IP address of the switch is part of the syslog
header. This enables you to differentiate between multiple trace messages generated
from different switches.

Prerequisites

• Use a syslog server (such as a Linux PC running syslogd) that is reachable from the
test switch.

• Make sure there is an Active IP Route in the switch to the syslog server or relay. (This is
not required if the next-hop mac and port are specified while configuring the syslog
destination address).

Procedure steps

1. Configure the destination IP address to send the syslog trace packets using the
following command:

trace syslog destination <ipaddr> [next-hop-mac <mac>] [port
<port>] [vlan <vlan_Id>]
The destination IP address is typically the IP address of the syslog server or the
relay.

To improve performance of syslog tracing, configure the MAC address of the next-
hop, the outgoing port on which the next-hop can be reached, and/or the VLAN
corresponding to the port.

2. Enable syslog trace on the switch:

trace syslog enable
3. Ensure that the syslog server is started to capture or log the syslog trace packets.
4. Enable traces for the required modules:

trace level
When the traces that were enabled are generated in the switch, those traces are
captured and logged in the syslog server.

Variable definitions

Use the information in the following table to help you use the trace syslog command.
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Variable Value
destination <ipaddr>
[next-hop-mac <mac>]
[port <port>] [vlan <vlan
Id>]

Configures the destination IP address of the syslog
packets, which is the IP address of the syslog server
or relay).

• <ipaddr> specifies the IP address in the format
xx.xx.xx.xx.xx.xx.

• <mac> specifies the MAC address of the next hop
towards the destination.

• <port> specifies the port number in slot/port
format.

• <vlan Id> identifies the VLAN that the port
belongs to. The range is 1..4094.

enable Enables trace syslog.

 Note:
Before enabling Syslog tracing, you must
configure a destination IP address.

Syslog tracing is disabled by default.

disable Disables trace syslog.
Syslog tracing is disabled by default.

info Shows the configured values for Syslog tracing.

Using the shell debug wrapper commands
The shell debug wrapper commands group multiple shell commands under one command.
With this feature, you can enter one command to display the output of all the related shell
commands in that group. This eliminates the need for you to remember the names of all the
individual commands and makes it easier to enter just one command, which should facilitate
debugging.

The shell debug wrapper commands are separated into the following groups:

• generic (general shell and CPP commands)

• platform

• bridging

• routing

• multicast

• spbm (Shortest Path Bridging commands)
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 Important:

In some cases, these debug commands can take a long time to display the information on the
screen. To avoid displaying messages on the console screen, enter config log screen
off.

You can only enter one command for any group at a given point of time.

Using the show debug generic command
Use the show debug generic [verbose] command for debugging purposes only.

The following table describes the commands displayed by the show debug generic
command. The table also lists the recommended number of times to execute the command
(once or twice) in order to obtain best results for meaningful analysis of the specified data.
Executing the command twice allows for an analysis of data at two different time periods.

Table 10: show debug generic commands

Command Definition For best
results

readrtc Displays the local and hardware time. execute twice

sysCliShowPerf Displays system performance parameters like CPU/SF/
Buffer utilizations and DRAM info.

execute twice

cppShowStats Displays statistics and details of packets sent to the
CPU.

execute twice

cppSocketStats
Show

Displays cpp socket statistics like fd, sockerror etc. execute twice

spyReport Displays a list of tasks running, their task priority, and
how many ticks of the CPU they used in the last polling
cycle.

execute twice

sopShowStats Displays statistics on packets sent to the System
OctaPID.

execute twice

tcpstatShow Displays statistics for all the TCP packets. execute twice

udpstatShow Displays statistics for all the UDP packets. execute twice

ipstatShow Displays statistics for all the IP packets. execute twice

mbufShow Displays the number of memory buffers available to the
system.

execute twice

inetstatShow Displays all internet protocol (TCP/UDP) socket
connections

execute twice

ifShow Displays network interfaces info. execute twice
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Command Definition For best
results

rcDumpIcmp
Stats

Dumps ICMP stats. execute twice

rcDumpIpStats Dumps all the IP statistics details. execute twice

icmpstatShow Displays statistics for all the ICMP packets execute once

memShow Displays CPU memory utilization and also all the blocks
in the free list of the system partition.

execute once

showInspect Displays status of all tasks in system. execute once

dumpAllZeroSrc
MacInfo

Dumps the count and other info of all zero source MAC
frames.

execute once

 Important:

The verbose option displays four additional commands that are prone to some amount of risk
to your switch. Avaya recommends that you execute the verbose command during a
maintenance window only.

Table 11: show debug generic verbose commands

Command Definition For best
results

sysCliShowPerf ;
netStackSysPool
Show

Displays system performance parameters like CPU/SF/
Buffer utilizations and DRAM info; displays memory
buffer information.

execute twice

fbufDump Displays statistics about all queues. execute once

cppQShow Displays CPP queue statistics. execute once

hwDumpAll Dumps most of the hardware records. execute once

Using the show debug platform command
Use the show debug platform [verbose] command for debugging purposes only. Enter
this one command to show the output of the following commands:

Command Definition
framework_dump Displays information about the registered

entities.

fm_mem_show Displays information about the framework
memory manager block array.
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Command Definition
dumpPcapFrame Displays PCAP output but only on the slave

shell, not on the master.

portRemoteMirrorTblDump Displays information about the remote
mirroring port table

Using the show debug bridging command
Use the show debug bridging <value> command for debugging bridging problems only.
To use this command, you must enter one of the following subgroup parameters:

eap high-port <value> [low-port <value>]
mlt vlan <value>[low-mlt <value>] [high-mlt <value>] [low-port
<value>] [high-port <value>]

• low-mlt <value> = mlt id {1..128}
• high-mlt <value> = mlt id {1..128}
• low-port <value> = portnumber {slot/port[-slot/port][,...]}
• high-port <value> = portnumber {slot/port[-slot/port][,...]}

port port <value>
slpp vlan <value> [port <value>]
stp port <value> mlt <value> stg <value>
vlan vlan-id <value>

Using the show debug multicast command
Use the show debug multicast <value> command to debug multicast problems only.
To use this command, you must enter one of the following subgroup parameters:

• mgid-pep vrfid <value> verbose <value>
• igmp vrfid <value>
• ipmc vrfid <value> print <value>
• pgm
• pim vrfid <value> src-addr <value> grp-addr <value>

 Important:
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PIM has another debugging command called config ip pim debug-pimmsg. For
more information, see Using PIM debugging commands on page 143.

Using the show debug routing command
Use the show debug routing <value> command to debug routing problems only. To use
this command, you must enter one of the following subgroup parameters:

• bgp
• filter-dump port <value>
• ip-filter filter-id <value> port <value> dest-ip <value>
• ip-module dest-ip <value> masklen <value>
• mpls
• ospf vrfid <value> dest-ip <value>
• rcip vrfid <value> arp-mode <value>
• rip vrfid <value>
• rtm clear <value>
• vrrp verbose <value>

Collecting Key Health Indicator (KHI) information
The Key Health Indicators (KHI) feature of the Avaya Ethernet Routing Switch 8800/8600
provides a subset of health information that allows for quick assessment of the overall
operational state of the device.

 Note:
The KHI feature is not intended to provide a comprehensive debugging solution. Instead,
KHI identifies key information that can lead Avaya support personnel towards discovery of
a specific failure. After the technician assesses the KHI information, further debugging is
required to determine the specific reason for the fault.

Avaya recommends that you capture KHI information during normal operations to provide a
baseline for Avaya support personnel when detecting fault situations.

KHI provides global health information for the switch, including:

• Chassis health indication
• CPU performance health indication
• Port state change indication
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• Forwarding health indication
• IP interface configuration and operation information
• Protocol information
• Management information: Log, TCP, UDP and users

The switch stores the information locally and displays the information as requested by the user
using show commands.

KHI supports multiple KHI types that track specific switch areas or subsystems. Each KHI type
keeps track of the last ten events for the specific subsystem (for example, protocol going down
or loss of connection) in a rolling history. KHI creates a reference point using a time stamp,
and then tracks events from that point forward. Clear commands are provided to reestablish
fresh timelines.

Generally, the KHI information allows you to track the source of a problem to a particular
subsystem. Once this determination is made, you can use specific statistics for that subsystem
(for example, OSPF-specific statistics and show commands) to further locate the source of the
issue.

To configure KHI, you can enable or disable the feature globally. In addition, you can enable
or disable some of the KHI types individually. This additional control is provided for KHI types
that have a greater impact on loaded systems.

The main configuration actions for KHI are:

• Enabling or disabling KHI (at global or feature-level)
• Displaying statistics
• Clearing statistics/history to establish a new timeline

Currently, EDM does not support KHI configuration.

The following sections describe the various KHI options.

Configuring global KHI
Use the following procedure to configure KHI at the global level.

You can enable or disable KHI globally. In addition, the Avaya Ethernet Routing Switch
8800/8600 provides a global boot delay parameter for KHI.

If the system begins collecting statistics immediately at boot-up, the transitions that the system
initially experiences do not provide an appropriate baseline of normal operations against which
to compare. To provide a valid baseline, you can configure the boot-delay parameter to
specify how long the system can take to stabilize before KHI begins collecting statistics.

Procedure steps

1. To enable KHI globally, enter:
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config sys set khi khi-enable <true|false>
2. To configure the boot delay, enter:

config sys set khi boot-delay <minutes>
3. To display high-level KHI information, enter:

show khi info
4. To display all KHI information, enter:

show khi show-all [file <value>]
5. To clear all KHI statistics, enter:

clear khi all
6. To clear the KHI log, enter

clear khi log

Variable definitions

Variable Value
<true|false> Enables or disables the specified KHI feature.

<minutes> Specifies the boot delay period, in minutes.

[file <value>] If the filename is specified, the system stores the output to a
file. Otherwise, it displays the output to the console. If you
specify a filename but omit the directory, the system stores
the output to the PCMCIA directory by default.

[history] Displays the event history (max 10).

Configuring management KHI
Use this procedure to configure management KHI.

Management KHI tracks TCP connections, CLI users, and KHI log status.

Procedure steps

1. To enable the KHI feature globally, enter:

config sys set khi khi-enable <true|false>
2. To enable the management KHI feature, enter:
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config sys set khi mgmt-khi-enable <true|false>
3. To display the management KHI information, enter:

show khi mgmt [all] [history]

Variable definitions

Variable Value
<true|false> Enables or disables the specified KHI feature.

[all] Displays all management KHI information, including the event
history.

[history] Displays the event history (max 10).

Configuring chassis KHI
Use this procedure to configure chassis KHI.

Chassis KHI displays the chassis key health indicators, such as temperature, fans, power
supply, slots and CPU state.

Procedure steps

1. To enable the KHI feature globally, enter:

config sys set khi khi-enable <true|false>
2. To enable the chassis KHI feature, enter:

config sys set khi chassis-khi-enable <true|false>
3. To display chassis KHI information, enter:

show khi chassis
4. To clear chassis KHI statistics, enter:

clear khi chassis

 Important:
When the switch is running with a single SF/CPU and the HA flag is on, if you enter the
show khi chassis command, the standbyMezz state appears as unsupported
yellow. The state shows unsupported because this is not a supported configuration, and
yellow because the configuration does not cause an outage.
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Configuring performance KHI
Use this procedure to configure performance KHI.

Performance KHI displays the performance key health indicators, such as utilization status for
CPU and switch fabric.

Procedure steps

1. To enable the KHI feature globally, enter:

config sys set khi khi-enable <true|false>
2. To enable the performance KHI feature, enter:

config sys set khi performance-khi-enable <true|false>
3. To display performance KHI information, enter:

show khi performance
4. To clear performance KHI statistics, enter:

clear khi performance

Configuring protocol KHI
Use this procedure to configure protocol KHI.

Protocol KHI tracks the health of the following protocols:

• OSPF
• BGP
• IST/SMLT
• PIM
• IGMP
• VLACP
• RTM and FDB table statistics

Protocol KHI also provides statistics and historical data for protocol and neighbor state
transitions. It also allows for the establishment of reference timestamps and reference data to
track protocol health in the network. It supports VRFs.

Every protocol has a large number of parameters that can be tracked, but only the key
parameters are tracked by the KHI. Protocol information is collected and displayed on-demand,
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creating minimal overhead. The information is not stored in any separate database (except
reference data), so that memory utilization is also minimal.

To ensure the validity of the KHI information, ensure that it is in sync with the output from the
protocol show commands, and verify that the timestamps are relevant.

Procedure steps

1. To enable protocol KHI, enable the KHI feature globally by entering:

config sys set khi khi-enable <true|false>
2. To display the protocol KHI information, enter:

show khi protocol-stats [history] [vrf <vrfName>]

 Important:
When you display IST/SMLT information, the information (especially the SMLT
table) is computed on demand. Carefully consider the frequency of issuing the
show khi protocol-stats when the setup is a large IST/SMLT setup. Avaya
recommends issuing the command when the network stabilizes.

3. To clear the protocol KHI statistics, enter:

clear khi protocol
Use the clear command when the network is stable, to provide a good reference
point for the number of routes and neighbors

Variable definitions

Variable Value
<true|false> Enables or disables the specified KHI

feature.

[history] Displays the event history (max 10).

[vrf <vrfName>] Displays VRF-specific data.

Configuring forwarding KHI
Use this procedure to configure forwarding KHI.
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Forwarding KHI tracks the following on each chassis slot:

• Asic Resets
• RSP State Error Events
• RSP Stats Error Events
• F2X (F2I, F2E) Error Events

In addition, it also provides a history of the last 10 forwarding KHI events.

The current status for each slot under forwarding KHI is collected every 2 minutes and indicates
the health status of the slot within the previous 2 minutes.

Asic/RSP/F2X health information is monitored every 30 seconds and the information is
maintained on the line card.

Forwarding KHI information on the CP is collected every 2 minutes. Collection of this
information can have an impact when the system is busy.

The first time a particular forwarding error event occurs, it is reported as a KHI warning
message and also logged in the forwarding KHI historical data. All subsequent error events of
the same type and on the same slot-lane are not reported until a clear operation is
performed.

The memory used for forwarding KHI information is minimal, however, collection of forwarding
KHI information can have an impact when the system is busy. Avaya recommends to enable
forwarding KHI when the System stabilizes.

To ensure the validity of the KHI information, verify that the timestamps are relevant.

Forwarding KHI monitoring involves reading some registers that are clear-on-read operation.
As such, debug commands that dump these registers cannot be used while forwarding KHI is
enabled.

Procedure steps

1. To enable the KHI feature globally, enter:

config sys set khi khi-enable <true|false>
2. To enable the forwarding KHI feature, enter:

config sys set khi forwarding-khi-enable <true|false>
3. To display the forwarding KHI information, enter:

show khi forwarding [<all|current-status|asic|rsp-state|rsp-
stats|f2x|history>] [slot <value>]

4. To clear the forwarding KHI statistics, enter:

clear khi forwarding
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Clear command allows to establish the last clear timestamps.

Variable definitions

Variable Value
<true|false> Enables or disables the specified KHI feature.

all Displays all forwarding KHI information.

current-status Displays the current status of forwarding by slot.

asic Displays ASIC health information.

rsp-state Displays ingress and egress RSP state information.

rsp-stats Displays ingress and egress RSP statistics.

f2x Displays F2X health information.

history Displays the event history (maximum of 10).

[slot <value>] Displays information for a specific slot.

Configuring IP interface KHI
Use this procedure to configure IP interface KHI.

IP interface KHI provides the total configured and total operational IP interface count. It also
provides a history of the last 10 IP interface up/down events. As the memory used for IP
interface KHI information is minimal, it has minimal impact on the system.

The IP interface count is calculated when you execute the show command. The KHI uses the
existing IP Interface up/down state transition to keep track of the IP interface operational count
and also to maintain the historical data.

The clear command allows you to establish a reference count and last clear timestamps.

To ensure the validity of the KHI information, ensure that it is in sync with the output from the
IP interface show commands, and verify that the timestamps are relevant.

Procedure steps

1. To enable the IP interface KHI feature, enable KHI globally by entering:

config sys set khi khi-enable <true|false>
2. To display the IP interface KHI information, enter:
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show khi ip-interface
3. To clear the IP interface KHI statistics, enter:

clear khi ip

Variable definitions

Variable Value
<true|false> Enables or disables the specified KHI feature.

Configuring port KHI
Use this procedure to configure port KHI.

Port KHI tracks the following information:

• Overall system statistics (unicast, multicast and broadcast Rx, Tx packets) for the
preceding two minutes

• Port up/down events
• SMLT port up/down events
• IST port up/down events
• Port errors

It also provides a history of the last 10 port KHI events.

The current up/down ports list is collected when you execute the show command. The system
statistics under port KHI are collected every two minutes and indicate the total packets (unicast/
multicast/broadcast) received/transmitted within the previous two minutes. When a clear
operation is performed, the operationally UP ports are stored as a reference, and the current
status for port KHI is marked as yellow if any of those ports go down.

The first time a particular port error occurs, it is reported as a KHI warning message and also
logged under the port KHI historical data. All subsequent port errors of the same type and on
the same port are not reported until a clear operation is performed.

To ensure the validity of the KHI information, ensure that it is in sync with the output from the
port show commands, and verify that the timestamps are relevant. There may be a slight delay
in the KHI output if shown concurrently with port show commands, as KHI polls line cards
consecutively, which can introduce a delay in the output for the first cards polled.

While the memory used for port KHI is minimal, collecting system statistics when a system is
busy can have a system impact.

Avaya recommends you enable port KHI when a system stabilizes.
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The clear command allows you to establish a reference list of UP ports and to establish the
last clear timestamps. It also clears any existing port error information.

To provide a useful reference point for the UP ports list, use the clear command when the
network is stable.

Procedure steps

1. To enable KHI globally, enter:

config sys set khi khi-enable <true|false>
2. To enable port KHI, enter:

config sys set khi port-khi-enable <true|false>
3. To display the IP interface KHI information, enter:

show khi port [<all|system-stats|state|errors|history>]

4. To clear the IP interface KHI statistics, enter:

clear khi port

Variable definitions

Variable Value
<true|false> Enables or disables the specified KHI feature.

all Displays all port KHI information.

system-stats Displays system port statistics for unicast, multicast, and
broadcast packets.

state Displays port state (up, down, and health), including the port state
for SMLT and IST ports.

errors Displays port errors.

history Displays the event history (max 10).

Enabling and disabling the Route Switch Processor (RSP)
packet tracing

Use this procedure to enable and disable the Route Switch Processor (RSP) packet tracing.

Enabling and disabling the Route Switch Processor (RSP) packet tracing
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Configure the Route Switch Processor (RSP) packet tracing to observe the behavior of the
RSP on each R and RS/8800 module. The RSP is the programmable Application Specific
Integrated Circuit (ASIC) that controls the ports and traffic flow.

Procedure steps

 Important:
The CLI command accepts only a single port.

1. Enable the RSP ingress packet tracing by using the following command:

config rsp-trace ingress-pkt-trace port <value> state enable
[interval <value>]
OR

Enable the RSP egress packet tracing by using the following command:

config rsp-trace egress-pkt-trace port <value> state enable
[interval <value>]

 Note:
If you use the egress-packet-trace feature on a BEB switch interface that
is not SPBM enabled, the MAC-in-MAC header appears in the trace because the
packet was captured prior to the egress RSP stripping off the MAC-in-MAC
header.

2. Confirm the configuration by using the following command:

config rsp-trace info

 Note:
Only the ports in lanes on which the trace is enabled are displayed

3. Disable the RSP ingress packet tracing by using the following command:

config rsp-trace ingress-pkt-trace port <value> state disable
[interval <value>]
OR

Disable the RSP egress packet tracing by using the following command:

config rsp-trace egress-pkt-trace port <value> state disable
[interval <value>]
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Variable definitions
The following table describes variables that you enter in the config rsp-trace ingress-
pkt-trace port <value> state <value> or the config rsp-trace egress-
pkt-trace port <value> state <value> command.

Variable Value
port <value> Specifies the port on which to enable packet

tracing.
value specifies the number of the port in the format
of slot/port.

 Important:
Although you specify only one port, the packet
tracing is enabled on all ports in that lane. The
info command displays all ports in that lane so
that you do not enable packet tracing on the
same RSP through a different port.

state <value> Specifies the state of the ingress or egress packet
tracing. By default the trace is enabled for 1
second. After 1 second, the trace is disabled
internally. An optional parameter, interval, is
provided to keep the trace enabled for the desired
number of seconds.
value specifies the state as enable or disable.

 Important:
RSP packet tracing displays only the last 1024
packets captured.

[interval <value>] Indicates the time interval for which the packet
tracing is to remain enabled.
value specifies a value of 1, 10, 30, 60, 120, or
300 seconds. The default value is 1 second.
The interval is an optional parameter. If you do not
configure the interval, the default value is 1
second. If you do configure the interval, the time
interval changes immediately. On all subsequent
occasions when you enable rsp-trace, if you do
not specify a new interval value, it is set to the
previously set interval value. This eliminates the
need to change the configuration every time you
use this command.
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Job aid
The following table describes the fields for the config rsp-trace info command.

Field Description
ingress-pkt-trace:/egress-pkt-trace: Specifies the packet tracing as ingress or

egress.

port Specifies all the ports in the lane on which
the trace is enabled.

 Important:
After the trace is disabled internally (when
the interval timer expires), the ports are
not displayed in the output of the config
rsp-trace info command.

state Specifies whether packet tracing is
enabled.

interval Specifies the interval in seconds for which
the packet tracing is enabled.

Dumping RSP packet tracing
Dump the RSP packet tracing to display the ingress and egress RSP tracing information that
is collected by enabling the tracing.

Procedure steps

 Important:
The CLI command accepts only a single port.

 Important:
RSP packet tracing displays only the last 1024 packets captured.

1. Display the specific egress RSP packet by using the following command:

dump rsp-trace egress-display-pkt port <value> pkt-id <value>
OR
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Display the specific ingress RSP packet by using the following command:

dump rsp-trace ingress-display-pkt port <value> pkt-id
<value>

2. Display the ingress packet tracing by using the following command:

dump rsp-trace ingress-pkt-trace port <value> [start-pkt
<value>] [end-pkt <value>]
OR

Display the egress packet tracing by using the following command:

dump rsp-trace egress-pkt-trace port <value> [start-pkt
<value>] [end-pkt <value>]

Variable definitions
Use the information in the following table to help you complete the preceding procedure
steps.

Variable Value
end-pkt <value> Specifies the packet ID of the last packet to

display.
value specifies the packet ID as an integer in the
range of 1–1024.

pkt-id <value> Specifies the ID as an integer of the packet to
display.
value specifies the packet ID as an integer in the
range of 1–1024.

port <value> Specifies a port in the lane for which to display
the trace.

start-pkt <value> Specifies the packet ID of the first packet to
display.
value specifies the packet ID as an integer in the
range of 1–1024.

Dumping specified ERCD records
Dump a specified Enterprise RSP Control Driver (ERCD) record to view that record.

Dumping specified ERCD records
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Procedure steps

 Important:
The CLI command accepts only a single port.

Dump ERCD records:

dump ercdRecord {arp slot <value> | ip slot <value> | ip_subnet
port <value> | mac slot <value> port <value>| mac_vlan port
<value> | mgid slot <value> | protocol port <value> | vlan port
<value> } [verbose <value>]

Variable definitions
The following table describes the variables that you use with the dump ercdRecord
command.

Variable Value
arp Specifies ARP ERCD records.

ip Specifies IP ERCD records.

ip-subnet Specifies IP subnet ERCD records.

mac Specifies MAC ERCD records. Displays the
learned MAC entries for the specified port
that are present on the COP and the
corresponding VLAN record of the port to
check if the MAC entry learned against one
port is downloaded properly to all available
slots.

mac_vlan Specifies MAC VLAN ERCD records.

mgid Specifies MGID ERCD records.

protocol Specifies protocol ERCD records.

vlan Specifies VLAN ERCD records. Displays the
VLANs to which this port belongs and the
corresponding ingress VLAN records of this
port.

slot <value> Specifies the slot number to which you send
the query.

port <value> Specifies the port number {slot/port} for
which you get the records.
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Variable Value
[verbose <value>] Specifies an expanded display. value is in

the range of 0 – 3.

Using PIM debugging commands
Use PIM traces to aid in PIM troubleshooting.

Procedure steps

1. To start debug trace message output, enter:

config ip pim debug-pimmsg pimdbgtrace 1
2. To stop debug trace message output, enter:

config ip pim debug-pimmsg pimdbgtrace 2
3. To display trace messages forwarded by the switch, enter:

config ip pim debug-pimmsg send 1
4. To display trace messages received by the switch, enter:

config ip pim debug-pimmsg rcv 1
5. To display Hello messages forwarded and received by the switch, enter:

config ip pim debug-pimmsg hello 1
6. To display and log debug trace messages, enter:

config ip pim debug-pimmsg pimdbglog 1
7. To disable previously enabled register messages, enter:

config ip pim debug-pimmsg register 2
8. To display debug trace messages from a specific interface, enter:

config ip pim debug-pimmsg source <ipaddress>

Variable definitions
Use the information in the following table to use the config ip pim debug-pimmsg
command. For the following parameter values, 1=true and 2=false. The default value for each
parameter is 2 (false).
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Variable Value
assert <true=1|false=2> Displays the assert debug traces.

bstrap <true=1|false=2> Displays bootstrap debug traces.

group <ipaddress> Displays debug traces from a specific group IP
address.

hello <true=1|false=2> Displays hello debug traces.

info Displays the current PIM debug trace flag settings on
the switch.

joinprune <true=1|
false=2>

Displays join/prune debug traces.

pimdbglog <true=1|
false=2>

Enables or disables whether the switch logs debug
traces.

pimdbgtrace <true=1|
false=2>

Enables or disables PIM debug traces.

rcv <true=1|false=2> Displays trace messages received by the switch.

register <true=1|
false=2>

Displays register debug traces.

regstop <true=1|
false=2>

Displays register stop debug traces.

rp-adv <true=1|false=2> Displays RP advertisement debug traces.

send <true=1|false=2> Displays trace messages forwarded by the switch.

source <ipaddress> Displays debug traces from a specific source IP
address.

Using BGP debugging commands
Use global and peer debug commands to display specific debug messages for your global and
peers BGP configuration, including the BGP neighbors.

You can use these commands to troubleshoot your BGP configuration.

Procedure steps

1. Display specific debug messages for your global BGP configuration using the
following command:
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config ip bgp global-debug mask <value>

2. Display specific debug messages for your global BGP neighbors using the following
command:

config ip bgp neighbor-debug-all mask <value>

3. Display specific debug messages for BGP peers or peer group using the following
command:

config ip bgp neighbor <nbr_ipaddr|peer-group-name> neighbor-
debug mask<value>

4. Run BGP trace using the following command:

trace level 52 3

Variable definitions
Use the information in the following table to use the global-debug mask commands.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the peer IP address or the peer group

name.

<value> Specifies one or more mask choices that you enter
separated by commas with no space between choices.
For example: [<mask>,<mask>,<mask>...]. The mask
can be: none, all, error, packet, event, trace, warning,
state, init, filter, update.

Job aid
Use debug command mask values to control debug messages for global BGP message types,
and for message types associated with a specified BGP peer or peer group.

Table 12: Job aid: mask categories and messages

Mask category Message
none Disables the display of all debug messages.

all Configures the switch to display all categories of debug
messages.

error Configures the switch to display error debug
messages.

packet Configures the switch to display packet debug
messages.
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Mask category Message
event Configures the switch to display event debug

messages.

warning Configures the switch to display warning debug
messages.

init Configures the switch to display initialization debug
messages.

filter Configures the switch to display filter-related debug
messages.

update Configures the switch to display update-related debug
messages.

The following tips can help you use the debug commands:

• Display debug commands for multiple mask choices by entering the mask choices
separated by commas, with no space between choice.

For example, to display the global debug command for mask choices error and packet,
use the following command:

config ip bgp global-debug mask error,packet
• Disable the display of debug messages, by using the none mask choice.

For example, to end the display of global debug messages, use the following command:

config ip bgp global-debug mask none
• Save debug messages in a log file, or display the messages on your console.

For example, to display (and log) a debug message, use the following command:

config ip bgp debug-screen [ <setting>]

Port mirroring configuration
You can use port mirroring to aid in troubleshooting procedures.

Port mirroring configuration navigation

• Roadmap of port mirroring CLI commands on page 147
• Configuring port mirroring on page 148
• Configuring global mirroring actions with an ACL on page 151
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• Configuring ACE debug actions to mirror on page 152
• Example of port mirroring configuration with ACLs (rx-filter mode) on page 154

Roadmap of port mirroring CLI commands
The following roadmap lists some of the CLI commands and the parameters that you can use
to complete the procedures in this section.

Command Parameter
config diag mirror-by-
port <id>

create in-port <value> [out-port
<value>] [mode <value>] [enable
<value>] [remote-mirror-vlan-id
<value>] [mirroring-mlt <value>]
[mirroring-vlan <value>]
delete
enable <true|false>
info
mode <tx|rx|both|rxFilter|txFilter|
bothFilter>
remote-mirror-vlan-id <vid>

config diag mirror-by-
port <id> add

mirrored-ports <port>
mirroring-mlt <mid>
mirroring-ports <port>
mirroring-vlan <vid>

config diag mirror-by-
port <id> remove

mirrored-ports <port>
mirroring-mlt <mid>
mirroring-ports <port>
mirroring-vlan <vid>

config filter acl
<acl-id> ace <ace-id>

action <mode> [mlt-index <value>]
[remark-dscp <value>] [remark-dot1p
<value>] [police <value>] [redirect-
next-hop <value>] [unreachable
<value>] [egress-queue <value>]
[stop-on-match <value>] [egress-
queue-adssc <value>] [ipfix <value>]
create [name <value>]
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Command Parameter
debug [count <value>]
[copytoprimarycp <value>]
[copytosecondarycp <value>] [mirror
<value>] [mirroring-dst-ports
<value>] [mirroring-dst-vlan <value>]
[mirroring-dst-mlt <value>]

config filter acl
<acl-id> ace <ace-id>
remove-mirror-dst

info
mirroring-dst-ports <port>
mirroring-dst-vlan <vid>
mirroring-dst-mlt <mid>

config filter acl
<acl-id> set global-
action <none|mirror|
count|mirror-count|
ipfix|mirror-ipfix|
count-ipfix|mirror-
count-ipfix>
show diag mirror-by-
port
show filter acl debug
[<acl-id>] [<ace-id>]

Configuring port mirroring
Use port mirroring to aid in diagnostic and security operations.

Connect the sniffer (or other traffic analyzer) to the output port, you specify with out-port
<value>.

Procedure steps

1. Create a port mirroring instance:

config diag mirror-by-port <id> create in-port <value> [out-
port <value>] [mode <value>] [enable <value>] [remote-mirror-
vlan-id <value>] [mirroring-mlt <value>] [mirroring-vlan
<value>]
<id> specifies the mirror-by-port entry ID in the range of 1 to 383.
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Mirroring is not operational until you issue the enable parameter.
2. Add mirroring entries as required:

config diag mirror-by-port <id> add {mirrored-ports <port]|
mirroring-mlt <mid>|mirroring-port <port>|mirroring-vlan
<vid>}

3. Use the following variable definitions tables to configure mirroring as required.
4. Enable mirroring:

config diag mirror-by-port <id> enable true
5. Ensure that your configuration is correct by using the following command:

config diag mirror-by-port <id> info
show diag mirror-by-port

Variable definitions

Use the information in the following table to help you use the config diag mirror-by-
port <id> command.

Variable Value
add {mirrored-ports <port>|
mirroring-mlt <mid>|
mirroring-ports <port>|
mirroring-vlan <vid>}

Add ports, MLTs, or VLANs to the mirroring
instance.
To change a port mirroring configuration, first
disable it.

• mirrored-ports <port> specifies the
source port for mirrored packets

• mirroring-mlt <mid> specifies the
destination MLTs for mirrored packets

• mirroring-ports <port> specifies the
destination ports for mirrored packets

• mirroring-vlan <vid> specifies the
destination VLAN for mirrored packets

create in-port <value>
[out-port <value>] [mode
<value>] [enable <value>]
[remote-mirror-vlan-id
<value>] [mirroring-mlt
<value>] [mirroring-vlan
<value>]

Creates a new mirror-by-port table entry.

• in-port <value> specifies the mirrored
port.

• out-port <value> specifies the mirroring
port.

• mode <value> configures the mirror mode
(see description for mode).

• enable <value> enables or disables the
mirroring port (see description for enable).
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Variable Value

• remote-mirror-vlan-id <value>
configures the VLAN ID for the remote mirrored
packet (see description for remote-mirror-vlan-
id).

• mirroring-vlan <value> specifies the
mirroring VLAN ID, from 1 to 4094.

• mirroring-mlt <value> specifies the
mirroring MLT ID, from 1 to 256.

To modify a port mirroring instance, first disable
the instance. Also, to change a port, VLAN, or
MLT entry, first remove whichever parameter is
attached to the entry, and then add the required
entry. For example, if an entry has mirroring ports
already assigned, then the ports have to be
removed using the remove mirroring-
ports command, and then, to assign a VLAN
to the entry, use the add mirroring-vlan
command.

delete Deletes an entry from the mirror-by-port table.
To change a port mirroring configuration, first
disable it.

enable <true|false> Enables or disables a mirroring port already
created in the mirror-by-port table.

info Displays current port mirroring settings.

mode <tx|rx|both|rxFilter|
txFilter|bothFilter>

Configures the mirroring mode. The default is
rx.

• tx mirrors egress packets.

• rx mirrors ingress packets.

• both mirrors both egress and ingress packets.

• rxFilter mirrors and filters ingress packets. If
you use the rxFilter option with an R series
module, you must use an ACL-based filter.

• txFilter mirrors and filters egress packets.

• bothFilter mirrors and filters both egress and
ingress packets.

remote-mirror-vlan-id
<vid>

Configures the remote mirror VLAN ID.

• <vid> is the ID of the VLAN in the range of 0 to
4094.

remove {mirrored-ports
<port>|mirroring-mlt

Removes ports, an MLT, or a VLAN from the
mirroring instance.
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Variable Value
<mid>|mirroring-ports
<port>|mirroring-vlan
<vid>}

To change a port mirroring configuration, first
disable it.

• mirrored-ports <port> specifies the
source port for mirrored packets.

• mirroring-mlt <mid> specifies the
destination MLTs for mirrored packets.

• mirroring-ports <port> specifies the
destination ports for mirrored packets.

• mirroring-vlan <vid> specifies the
destination VLANs for mirrored packets.

Example of configuring port mirroring

Procedure steps

1. Create the port mirroring instance. Traffic passing port 7/1 is mirrored to port 7/2:

config diag mirror-by-port 3 create in-port 7/1 out-port 7/2
The analyzer is connected to port 7/2.

2. Mirror both ingress and egress traffic passing through port 7/1:

config diag mirror-by-port 3 mode both
3. Enable mirroring for the instance:

config diag mirror-by-port 3 enable true

Configuring global mirroring actions with an ACL
Configure the global action to mirror a packet that matches an ACE.

Prerequisites

• The ACL exists.

Procedure steps

1. To configure the global action to mirror, enter:

config filter acl <acl-id> set global-action mirror
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<acl-id> specifies an ACL ID from 1 to 4096.

2. To ensure your configuration is correct, enter:

config filter acl <acl-id> set info

Variable definitions

Use the information in the following table to help you use the config filter acl <acl-
id> set command.

Variable Value
default-action
<value>

Specifies the default action to take when none of the ACEs
match. Options include <deny|permit>. The default is
permit.

info Displays the status of the global and default actions.

global-action
<value>

The <value> parameter specifies the global action for
matching ACEs:

• none

• mirror, count, mirror-count, ipfix, mirror-ipfix, count-ipfix,
and mirror-count-ipfix

If you enable mirroring, ensure you specify the source and
destination mirroring ports:

• For R modules in Tx mode, use config diag
mirror-by-port commands to specify mirroring
ports.

• For R or RS/8800 modules in Rx mode, use the config
filter acl <acl-id> ace <ace-id> debug
commands to specify mirroring ports.

Configuring ACE debug actions to mirror
Use debug actions to use filters for troubleshooting procedures.

Prerequisites

• The ACL exists.
• The ACE exists.
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Procedure steps

1. Configure the debug actions to mirror using the following command:

config filter acl <acl-id> ace <ace-id> debug [mirror
<enable|disable>] [mirroring-dst-ports <value>] [mirroring-
dst-vlan <value>] [mirroring-dst-mlt <value>]
<acl-id> specifies an ACL ID from 1 to 4096.

<ace-id> specifies an ACE ID from 1 to 1000.

2. Ensure the configuration is correct:

show filter acl debug [<acl-id>] [<ace-id>]

Variable definitions

Use the information in the following table to help you use the config filter acl <acl-
id> ace <ace-id> debug mirror commands.

Variable Value
mirror <enable|
disable>

Enables or disables mirroring for the ACE.
If you enable mirroring, ensure that you configure the
appropriate parameters:

• For R and RS/8800 modules in Rx mode, use
mirroring-dst-ports, mirroring-dst-
vlan, or mirroring-dst-mlt.

• For R modules in Tx mode, use the config diag
mirror-by-port commands to specify the
mirroring source/destination.

mirroring-dst-ports
<value>

Specifies the destination port or ports for mirroring.

mirroring-dst-vlan
<value>

Specifies the destination VLAN for mirroring.

mirroring-dst-mlt
<value>

Specifies the destination MLT group for mirroring.

Example of configuring R module txFilter mode mirroring
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Procedure steps

1. This configuration sends mirrored ICMP packets from port 2/1 to port 4/1. Configure
ACT 3:

ERS8610:5# config filter act 3 create
ERS8610:5# config filter act 3 ipProtoType
ERS8610:5# config filter act 3 apply

2. Configure an outVLAN ACL that uses ACT 3 and VLAN 2:

ERS8610:5# config filter acl 21 create outVlan act 3
ERS8610:5# config filter acl 21 vlan add 2

3. Add ACE 21 with action of permit to mirror ICMP traffic:

ERS8610:5# config filter acl 21 ace 1 create name icmp
ERS8610:5# config filter acl 21 ace 1 action permit
ERS8610:5# config filter acl 21 ace 1 ip ip-protocol-type eq
icmp
ERS8610:5# config filter acl 21 ace 1 debug mirror enable
ERS8610:5# config filter acl 21 ace 1 enable ERS8610:5# 

4. Because this is an R module in txFilter mode, configure the mirroring source and
destination ports:

ERS8610:5# config diag mirror-by-port 1 create in-port 1/1
out-port 3/1 mode txFilter enable true

Example of port mirroring configuration with ACLs (rx-filter mode)

This configuration example shows how to:

• Enable port mirroring (rxFilter mode) for a port on VLAN 220.

• Use port 3/48 as the monitoring port.

• Configure an ACL so that TCP traffic from ports 20 to 500, and ICMP frames are mirrored
to the monitoring port.

The configuration shown in the following figure is used.
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Figure 3: Port mirroring setup

Procedure steps

1. Create a new ACT to filter on ICMP frames and TCP destination ports. Configure a
new ACT with ID = 2:

ERS-8610:5# config filter act 2 create
2. Select the IP attributes of the IP protocol type:

ERS-8610:5# config filter act 2 ip ipProtoType
3. Select the protocol attributes of TCP source port, TCP destination port, and UDP

destination port:
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ERS-8610:5# config filter act 2 protocol tcpDstPort
4. Enable ACT 2:

ERS-8610:5# config filter act 2 apply
5. Create ACL 1 with type ingress VLAN:

ERS-8610:5# config filter acl 1 create inVlan act 2
6. Add ingress VLAN of 220 to ACL 1:

ERS-8610:5# config filter acl 1 vlan add 220
7. Add ACE 1 with action of permit to mirror ICMP traffic:

ERS-8610:5# config filter acl 1 ace 1 create name icmp
ERS-8610:5# config filter acl 1 ace 1 action permit
ERS-8610:5# config filter acl 1 ace 1 debug mirror enable
mirroring-dst-ports 3/48
ERS-8610:5# config filter acl 1 ace 1 ip ip-protocol-type eq
icmp
ERS-8610:5# config filter acl 1 ace 1 enable

8. Add ACE 2 with action of permit to mirror TCP traffic with a destination port range
from 20 to 500:

ERS-8610:5# config filter acl 1 ace 2 create name tcp_range
ERS-8610:5# config filter acl 1 ace 2 action permit
ERS-8610:5# config filter acl 1 ace 2 debug mirror enable
mirroring-dst-ports 3/48
ERS-8610:5# config filter acl 1 ace 2 ip ip-protocol-type eq
tcp
ERS-8610:5# config filter acl 1 ace 2 protocol tcp-dst-port
eq 20-500
ERS-8610:5# config filter acl 1 ace 2 enable

Remote mirroring configuration
Use remote mirroring to aid in troubleshooting procedures.
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Remote mirroring configuration navigation

• Configuring remote mirroring on page 157
• Example of remote mirroring configuration using ACLs on page 159

Configuring remote mirroring
Use remote mirroring to monitor many ports from different switches using one network probe
device.

For more information about configuring remote mirroring, see the Remote Port Mirroring
Technical Configuration Guide.

Procedure steps

1. Configure remote mirroring using the following command:

config ethernet <slot/port> remote-mirroring create [enable
<true|false>] [mode <source|termination>] [srcmac <mac>]
[dstmac <mac>] [ether-type <ether-type>]

2. Use the following variable definitions table to configure any other parameters that
are required.

3. Ensure that the remote mirroring configuration is correct:

show port info remote-mirroring

Variable definitions

Use the information in the following table to use the config ethernet <slot/port>
remote-mirroring command.

Variable Value
add-vlan-id <vlan-id> Specifies to which VLAN the remote mirroring

destination MAC address belongs. This must be
a port-based VLAN. Used only for Remote
Mirroring Termination (RMT) ports. When the
RMT port is removed from the last VLAN in the
list, RMT is disabled on the port.

create [enable <true|
false>] [mode <source|
termination>] [srcmac

Creates a remote mirroring entry for the port.
Create an entry before setting any remote
mirroring parameters on the port.
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Variable Value
<mac>] [dstmac <mac>]
[ether-type <ether-type>]

• <true|false> enables or disables remote
mirroring on the port.

• <source|termination> specifies the
mode. Source (the default) means that this
port is the source of packets (remote mirroring
source [RMS]). Termination means that this
port collects mirrored packets (remote
mirroring termination [RMT]).

• srcmac <mac> specifies the source MAC
address in the format
0x00:0x00:0x00:0x00:0x00:0x00.

• dstmac <mac> specifies the destination
MAC address in the format
0x00:0x00:0x00:0x00:0x00:0x00.

• <ether-type> specifies the ether-type of the
remote mirrored packet. The default value is
0x8103.

delete Deletes the remote mirroring port configuration.

dstmac <DstMac> Sets the destination MAC address for use in the
remote mirroring encapsulation header. The
mirrored packet is sent to this MAC address. The
DstMac is used only for RMS ports.
For RMT ports, one of the unused MAC
addresses from the switch port MAC address
range is used. This MAC address is saved in the
configuration file.

enable <true|false> Enables or disables remote mirroring on the port.
When remote mirroring is enabled, the following
events occur:

• A static entry for the DstMac is added to the
Forwarding Database (FDB). All packets that
come with this remote mirroring DstMac are
sent to the RMT port.

• The switch periodically (once in 10 seconds)
transmits broadcast Layer 2 packets in the
associated VLAN so that all nodes in the
network can learn the DstMac.

ether-type <ether-type> Specifies the Ethertype of the remote mirrored
packet. The default value is 0x8103.

info Displays the remote mirroring configuration of
the port.
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Variable Value
mode <source|termination> Specifies whether the port is an RMT (mode is

termination) or an RMS (mode is source).

remove-vlan-id <vlan-id> Removes a VLAN from the VLAN list. Used only
for RMT ports. When the RMT port is removed
from the last VLAN in the list, RMT is disabled
from the port.

srcmac <Srcmac> Configures the source MAC address for use in
the remote mirroring encapsulation header. The
mirrored packet is sent from the RMS port, and
the source MAC parameter in the header is
derived from this address. The source MAC
address of the encapsulated frame contains the
first 45 bits of this MAC address. The three least
significant bits are derived from the port number
of the RMS port. The MAC address of the port is
used as the default value.

Example of remote mirroring configuration using ACLs
Remote mirroring is configured for the network shown in the following figure. Because R
modules are used, ACLs are also used.

Figure 4: Remote mirroring network example

Configure an ACL-based mirroring entry on Switch 1 (S1).
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Procedure steps

1. Create a new ACT with ID 2:

ERS-8610:5# config filter act 2 create
2. Select the IP attributes:

ERS-8610:5# config filter act 2 ip ipProtoType
3. Select the protocol attributes:

ERS-8610:5# config filter act 2 protocol tcpDstPort
4. Enable ACT 2:

ERS-8610:5# config filter act 2 apply
Configure the Access Control List (ACL).

Procedure steps

1. Create ACL 1 of type ingress VLAN:

ERS-8610:5# config filter acl 1 create inVlan act 2
2. Add ingress VLAN of 220:

ERS-8610:5# config filter acl 1 vlan add 220
Add Access Control Entries (ACE) to ACL 1.

Procedure steps

1. Add ACE 1 with action of permit to use to mirror ICMP traffic:

ERS-8610:5# config filter acl 1 ace 1 create name icmp
ERS-8610:5# config filter acl 1 ace 1 action permit
ERS-8610:5# config filter acl 1 ace 1 debug mirror enable
ERS-8610:5# config filter acl 1 ace 1 debug mirror out-port
2/29
ERS-8610:5# config filter acl 1 ace 1 ip ip-protocol-type eq
icmp
ERS-8610:5# config filter acl 1 ace 1 enable

2. Add ACE 2 with action of permit to use to mirror TCP traffic with a destination port
range from 20 to 500:

ERS-8610:5# config filter acl 1 ace 2 create name tcp_range
ERS-8610:5# config filter acl 1 ace 2 action permit
ERS-8610:5# config filter acl 1 ace 2 debug mirror enable
ERS-8610:5# config filter acl 1 ace 2 debug mirror out-port
2/29
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ERS-8610:5# config filter acl 1 ace 2 ip ip-protocol-type eq
tcp
ERS-8610:5# config filter acl 1 ace 2 protocol tcp-dst-port
eq 20-500
ERS-8610:5# config filter acl 1 ace 2 enable

Configure the VLAN and remote mirroring on switch S3.

Procedure steps

1. Configure the VLAN:

ERS-8610:5# config vlan 10 create byport 1
ERS-8610:5# config vlan 10 ports add 1/15,2/8

2. Configure remote mirroring:

ERS-8610:5# config ethernet 1/15 remote-mirroring create
ERS-8610:5# config ethernet 1/15 remote-mirroring add-vlan-id
10
ERS-8610:5# config ethernet 1/15 remote-mirroring mode
termination
ERS-8610:5# config ethernet 1/15 remote-mirroring enable true

3. Show remote-mirroring information to get the correct destination MAC address for
switch 1:

ERS-8610:5# config ethernet 1/15 remote-mirroring info
Configure switch S1.

Procedure steps

1. Configure the VLAN:

ERS-8610:5# config vlan 10 create byport 1
ERS-8610:5# config vlan 10 ports add 1/1

2. Configure port mirroring:

ERS-8610:5# config diag mirror-by-port 1 create in-port 1/15
out-port 1/1 mode rx enable true remote-mirror-vlan-id 10

3. Configure remote mirroring:

ERS-8610:5# config ethernet 1/1 remote-mirroring create
ERS-8610:5# config ethernet 1/1 remote-mirroring dstmac
00:e0:7b:82:9d:9c
ERS-8610:5# config ethernet 1/1/ remote-mirroring enable true
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PCAP configuration
Use the Packet Capture Tool to aid in troubleshooting procedures. An active Secondary CPU
is required.

PCAP configuration navigation

• Roadmap of PCAP CLI commands on page 162
• Accessing the secondary CPU on page 164
• Configuring PCAP global parameters on page 164
• Enabling PCAP on a port on page 166
• Configuring PCAP capture filters on page 168
• Configuring VLAN MAC filters for PCAP on page 173
• Example PCAP configuration on page 174
• Using the captured packet dump on page 175
• Copying captured packets to a remote machine on page 176
• Resetting the PCAP DRAM buffer on page 176
• Modifying PCAP parameters on page 177
• Example of capturing all traffic with PCAP filters on page 177
• Example of capturing specific traffic with PCAP filters on page 178
• Example of capturing specific traffic with PCAP and ACLs on page 179
• PCAP troubleshooting example on page 180

Roadmap of PCAP CLI commands
The following table lists the commands and their parameters that you use to perform the
procedures in this section.

Command Parameter
config {ethernet}
<ports> pcap

add set <value>
add-acl-filter <acl-id>
enable <true|false> [mode <value>]
info
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Command Parameter
remove set <value>
remove-acl-filter <acl-id>

config diag pcap auto-save <true|false> [file-name
<value>] [device <value>] [ip
<value>]
buffer-size <2...256> or <2...420>
buffer-wrap <true|false>
enable <true|false>
fragment-size <64...9600>
info
pcmcia-wrap <true|false>
reset-stat

config diag pcap
capture-filter
<listid>

action <capture|drop|trigger-on|
trigger-off>
create
delete
dscp <dscp> [to <value>] [match-zero
<value>] [not]
dstip <ipaddr> [to <value>] [not]
dstmac <DstMac> [mask <value>] [not]
enable <true|false>
ether-type <Ethertype> [to <value>]
[not]
info
packet-count <PacketCount>
pbits <Pbits> [to <value>] [match-
zero <value>] [not]
protocol-type <protocoltype> [to
<value>] [not]
refresh-timer <RefreshTimer>
srcip <ipaddr> [to <value>] [not]
srcmac <SrcMac> [mask <value>] [not]
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Command Parameter
tcp-port <tcport> [to <value>] [not]
timer <Timer>
udp-port <udpport> [to <value>] [not]
user-defined <0..9600> <data> [not]
vlan-id <Vlanid> [to <value>] [not]

config vlan <vid> fdb-
filter pcap <mac>
<enable|disable>

See Avaya Ethernet Routing Switch 8800/8600
Configuration — VLANs and Spanning Tree,
NN46205-517

show diag pcap capture-filter [id <value>]
dump
info
port
show-all [file <value>]
stats

Accessing the secondary CPU
The PCAP engine is the secondary CPU. You can gain access to the PCAP engine through a
direct console or modem connection to the secondary CPU, or by using a peer Telnet session
from the primary CPU. A connection is made to the secondary CPU, which then prompts for
the logon and password.

Procedure steps

1. Log on to the Primary CPU.
2. Access the Secondary CPU by entering the following command:

peer telnet

Configuring PCAP global parameters
Configure PCAP globally to define how PCAP operates on the Avaya Ethernet Routing Switch
8800/8600.
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Prerequisites

• The secondary SF/CPU is installed and active.
• If saving to external memory, a PCMCIA card (or external flash on the 8895 SF/CPU) is

installed.

Procedure steps

1. Enable PCAP using the following command:

config diag pcap enable true
2. Use the following variable definitions table to configure other parameters as

required.

3. Ensure the configuration is correct:

config diag pcap info
show diag pcap info

Variable definitions

Use the information in the following table to complete the config diag pcap command.

Variable Value
auto-save <true|
false> file-name
<value> [device
<value>] [ip <value>]

Enables or disables auto-save. When enabled, saves
the captured frames into the device specified and
continues to capture frames. The default is enable. If this
option is disabled, packets are stored in the DRAM buffer
only.
file-name <value> specifies the name of the file
where captured frames are saved.
device <value> specifies the device name
(PCMCIA or network).
ip <value> specifies the IP address used. This is
used only if the device is network.

buffer-size <2...256>
or <2...420>

Specifies the size of the buffer allocated for storing data.
A Mezz SF/CPU can use up to 420 MB. The default is
32 MB.

buffer-wrap <true|
false>

Enables buffer wrapping. When this parameter is set to
true and the buffer becomes full, the capture continues
by wrapping the buffer. If this parameter is set to false
and the buffer becomes full, the packet capture stops.
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Variable Value
The default value is true. A log message is generated
when the buffer is wrapped.

enable <true|false> Enables or disables PCAP globally. The default is
false.

fragment-size
<64...9600>

Specifies the number of bytes from each frame to
capture. The default is the first 64 bytes of each frame.

info Displays the current PCAP configuration.

pcmcia-wrap <true|
false>

Enables or disables PCMCIA wrapping. When this
parameter is set to true and the autosave device is
PCMCIA, this causes an overwrite of the present file on
the PCMCIA (or external flash) during an autosave. If this
parameter is set to false, the present file is not
overwritten. A log is generated when the file is
overwritten on the PCMCIA (or external flash).

reset-stat Resets the PCAP engine DRAM buffer, as well as all
software counters used for PCAP statistics. This
command can be executed in the Primary or Secondary
SF/CPUs.

Enabling PCAP on a port
Configure PCAP on a port to support PCAP, and to apply filters to the captured data. You can
apply IP or Access Control List (ACL)-based filters.

Prerequisites

• If required, IP filters exist.
• If required, ACLs with a global action of mirror exist.

Procedure steps

1. To apply filter sets or ACLs to captured packets, enter:

config {ethernet} <ports> pcap add set <value>
config {ethernet} <ports> pcap add-acl-filter <acl-id>

2. To enable PCAP on Ethernet ports, enter:
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config {ethernet} <ports> pcap enable true [mode <value>]
3. To ensure PCAP is correctly configured, enter:

show diag pcap port

Variable definitions

Use the information in the following table to complete the config {ethernet} <ports>
pcap command.

Variable Value
add set <value> Adds an IP filter set (global or source destination) to a port.

<value> specifies the filter set. The IP filter set must
already exist. Filter global set ID values are in the range of
1 to 100 and source/destination sets are in the range of
300 to 1000.
Adding a filter set causes the following to happen:

• Creates an IP traffic filter for a port if one does not
already exist; otherwise, disables the IP traffic filter.

• Adds the IP traffic filter set to the port.

• Sets the mirror bit for all the filters in the set.

• Restores the default-action of the port. If default-action
was not set, set to forwarding.

• Enables the traffic filter on the port.

add-acl-filter <acl-
id>

Applies an ACL to captured packets. The ACL ID can be
from 1 to 4096.

enable <true|false>
[mode <value>]

Enables or disables PCAP on the port. The default PCAP
mode captures ingress packets (rx mode).
mode <value> specifies rx, tx, both, txfilter, rxFilter, or
bothFilter. If PCAP is enabled in filter mode, then only
packets which match the filter criteria are captured.

info Displays the current PCAP configuration information.

remove set <value> Removes a filter. <value> is the number of the filter set.
The source/destination set is a value from 1 to 100. The
global set is a value from 300 to 1000.
Removing a set causes the following to happen:

• Disables the IP traffic filter

• Removes the IP traffic filter set from the port

remove-acl-filter
<acl-id>

Removes an ACL.
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Configuring PCAP capture filters
Use capture filters to better define the match criteria used on packets.

Avaya recommends using PCAP with IP or MAC filters to reduce the load on the PCAP
engine.

To create a functional capture filter that captures specific packets, create two filters. Use one
filter to capture specific packets, and another filter to drop all other packets.

Procedure steps

1. Create a capture filter:

config diag pcap capture-filter <list-id> create
2. Configure the filter action:

config diag pcap capture-filter <list-id> action <capture|
drop|trigger-on|trigger-off>

3. Use the following variable definitions table to define the match parameters; for
example:

config diag pcap capture-filter <list-id> dscp 60 to 63
4. Enable the filter:

config diag pcap capture-filter <list-id> enable true
5. Ensure the configuration is correct:

config diag pcap capture-filter <list-id> info
show diag pcap capture-filter [id <value>]

Variable definitions

Use the information in the following table to use the config diag pcap capture-filter
<listid> command.

Variable Value
action <capture|drop|
trigger-on| trigger-
off>

Determines the action taken by the filter.

• capture indicates that the packet is captured.

• drop indicates that the packet is dropped.
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Variable Value

• trigger-on indicates to start capturing the packet
when a packet matches this filter. PCAP is enabled
globally and the trigger filter is disabled.

• trigger-off indicates to stop capturing the packet
when a packet matches this filter. PCAP is disabled
globally and the trigger filter is disabled.

create Creates a new PCAP filter.

delete Deletes an existing filter.

dscp <dscp> [to
<value>] [match-zero
<value>] [not]

Specifies the DSCP value of the packet.

• <dscp> can be one or a range of DSCP values from
0 to 63. The default is 0, which means this option is
disabled.

• to <value> specifies a range.

• <value> is either true or false. When this option is
set to true, 0 is considered a valid value. When it is set
to false, 0 is considered a disable value.

• not means that the filter matches for all other values
than the range of values defined.

dstip <ipaddr/mask>
[to <value>] [not]

Specifies the destination IP address.<ipaddr/
mask> can be one address, or a range of IP addresses.
The default is 0.0.0.0, which means this option is
disabled.
to <value> specifies a range.
not means that the filter matches for all other values
than the range of values defined.

dstmac <DstMac> [mask
<value>] [not]

Specifies the MAC address of the destination. If the
mask is set, then only the first few bytes are compared.
<DstMac> represents a range of MAC addresses. The
default is 00:00:00:00:00:00, which means this option is
disabled.
<value> is the destination MAC address mask, and
specifies a range.
not means that the filter matches for all other values
than the range of values defined.

enable <true|false> Enables or disables the filter. The default is disable.

ether-type <Ethertype>
[to <value>] [not]

Specifies the Ethernet type of the packet.
<Ethertype> can be one or a range of Ethertype
values. The default is 0, meaning that this option is
disabled.
to <value> specifies a range.
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Variable Value
not means that the filter matches for all other values
than the range of values defined.

info Displays the current PCAP filter configuration.

packet-count
<PacketCount>

When set, PCAP stops after capturing the specified
number of packets. This is similar to the refresh-timer
option; after it is invoked, the filter is disabled. This option
is active only when the action parameter is set to trigger-
on. The default value is 0, which means this option is
disabled.

pbits <Pbits> [to
<value>] [match-zero
<value>] [not]

Specifies the priority bit of the packet.
<Pbits> can be one value or a range. The default is
0, which means this option is disabled.
to <value> specifies a range.
<value> is either true or false. When this option is set
to true, 0 is considered a valid value. When it is set to
false, 0 is considered a disable value.
not means that the filter matches for all other values
than the range of values defined.

protocol-type
<protocoltype> [to
<value>] [not]

Specifies the protocol of the packet.
<protocoltype> can be one value or a range of
protocol-type values. The default is 0, which means this
option is disabled.
to <value> specifies a range.
not means that the filter matches for all other values
than the range of values defined.

refresh-timer
<RefreshTimer>

When set, this starts or resets a timer. If another packet
is not received within the specified time, PCAP is
disabled globally. This option is active only when the
action parameter is set to trigger-on. To delete this
option, set it to 0. The default value is 0.

srcip <ipaddr> [to
<value>] [not]

Specifies the source IP address.
<ipaddr> can be one address or a range of IP
addresses. The default is 0.0.0.0, which means this
option is disabled.
to <value> specifies a range.
not means that the filter matches for all other values
than the range of values defined.

srcmac <SrcMac> [mask
<value>] [not]

Specifies the MAC address of the source.
<SrcMac> is the source MAC address. If the mask is
set, then only the first few bytes are compared. The
default is 00:00:00:00:00:00, which means this option is
disabled.
mask <value> is the mask of the source MAC
address. This parameter specifies an address range.
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Variable Value
not means that the filter matches for all other values
than the range of values defined.

tcp-port <tcport> [to
<value>] [not]

Specifies the TCP port of the packet.
<tcport> can be one value or a range of TCP port
values. The default is 0, which means this option is
disabled.
to <value> specifies a range.
not means that the filter matches for all other values
than the range of values defined.

timer <Timer> When set, PCAP is invoked when the first packet is
matched and stopped after the set value of time. After
starting the timer, the filter is disabled.
This option is active only when the action parameter is
set to trigger-on.
<Timer> is a value from 100 to 3600000 milliseconds.
The default value is zero. Setting the value to 0 disables
the timer.

udp-port <udpport> [to
<value>] [not]

Specifies the UDP port of the packet.
<udpport> can be one or a range of UDP port values.
The default is 0, which means this option is disabled.
to <value> specifies a range.
not means that the filter matches for all other values
than the range of values defined.

user-defined <0..9600>
<data> [not]

Sets a user-defined value on which to match the packet.
The user can define a pattern in hex or characters to
match. The user can also specify the offset to start the
match. The default value of pattern is null ('') which
means that this field is discarded. To disable this option,
set the pattern to null ('').
not means that the filter matches for all other values
than the range of values defined.

vlan-id <Vlanid> [to
<value>] [not]

Specifies the VLAN ID of the packet.
<Vlanid> can be one or a range of VLAN IDs. The
default is 0, which means that this option is disabled.
to <value> specifies a range.
not means that the filter matches for all other values
than the range of values defined.

Examples of PCAP capture filter configuration

Procedure steps

1. Start packet capture based on the protocol; in this case, type 6 (TCP):

PCAP configuration

Troubleshooting July 2013     171



config diag pcap enable false
config diag pcap capture-filter 7 create
config diag pcap capture-filter 7 action capture
config diag pcap capture-filter 7 protocol-type 6
config diag pcap capture-filter 7 enable true
While this capture filter specifies to capture TCP packets, the default action is to
capture all packets. A PCAP capture filter with action drop must be configured to
drop all packets to achieve the desired result.

2. Capture packets for a predefined time period:

config diag pcap capture-filter 7 create
config diag pcap capture-filter 7 action trigger-on
config diag pcap capture-filter 7 protocol-type 6
config diag pcap capture-filter 7 timer 10
config diag pcap capture-filter 7 enable true
When the trigger-on option is used, packet capture starts when the first packet that
matches the protocol-type criteria is processed and continues for the length of the
timer value.

3. Drop all IP broadcast packets:

config diag pcap capture-filter 8 create
config diag pcap capture-filter 8 action drop
config diag pcap capture-filter 8 dstip 255.255.255.255
config diag pcap capture-filter 8 enable true

4. Capture packets for a predefined number of packets:

config diag pcap capture-filter 7 create
config diag pcap capture-filter 7 action trigger-on
config diag pcap capture-filter 7 srcip 10.10.10.10
config diag pcap capture-filter 7 packet-count 1000
config diag pcap capture-filter 7 enable true

5. Stop packet capture when the PCAP engine buffer is full:

config diag pcap buffer-wrap false
6. Save captured packets after the PCAP engine buffer is full:

config diag pcap auto-save true file-name pcap_test.cap
device pcmcia
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7. Configure the PCAP engine buffer size:

config diag pcap buffer-size 10
8. Configure the fragment size, which is the number of bytes of each captured packet

that is captured.

config diag pcap fragment-size 200
9. Enable packet capture globally.

config diag pcap enable true

Configuring VLAN MAC filters for PCAP
Use PCAP with VLAN MAC address (forwarding database) filters to reduce traffic flow on the
PCAP engine.

Prerequisites

• A VLAN exists.
• For more information about VLANs and MAC filters, see Avaya Ethernet Routing Switch

8800/8600 Configuration — VLANs and Spanning Tree, NN46205-517.

Procedure steps

1. Enable PCAP with the mode set to rxFilter.

config diag pcap enable true
config eth <port> pcap enable true mode rxFilter

2. Enable PCAP with FDB filters on a VLAN. To enable PCAP for an FDB filter by MAC
address, use the following command:

config vlan <vid> fdb-filter pcap <mac> enable

Variable definitions

Use the information in the following table to help you perform this procedure.

Variable Value
<mac> Specifies the MAC address in the format

0x00:0x00:0x00:0x00:0x00:0x00.

<port> Specifies the slot and port.
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Example PCAP configuration
The following basic steps are required to set the PCAP parameters, enable PCAP on a port,
enable PCAP, and copy the captured packets to a remote machine.

Procedure steps

1. Enable PCAP parameters:

config diag pcap auto-save true file-name pcap_test.cap
device pcmcia

2. Enable PCAP on a port, by MAC address, or IP filter:

config ether 2/10 pcap enable true mode <rx|tx|both|rxFilter|
txFilter|bothFilter>
OR

config ether 2/10 pcap enable true mode rxFilter
config vlan 2 fdb-filter pcap 00:08:07:60:89:D6 enable
OR

config ether 2/10 pcap enable true mode rxFilter
config ip traffic-filter create global src-ip 10.10.10.10/32
dst-ip 10.10.20.20/32 id 5

3. Enable PCAP globally:

config diag pcap enable true
4. Configure a PCAP filter that only allows TCP ports that are not in 20 to 21:

config diag pcap capture-filter 7 tcp-port 20 to 21 not
5. Display all PCAP statistics:

show diag pcap stats
6. Disable PCAP at the port level:

config ether 2/10 pcap enable false
7. Copy captured packets to a file:

copy PCAP00 /pcmcia/pcap_packets.cap
8. Use Ethereal or Sniffer Pro to analyze the packets.
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Job aid

Table 13: show diag pcap stats field descriptions

Field Description
Packet Capacity count Specifies the maximum number of packets that currently

can be stored in the PCAP engine buffer. Reset-stat
does not reset this value.

Number of packets received in
PCAP engine

Specifies the number of packets currently in the PCAP
engine buffer. When buffer-wrap occurs, this is set to 0
and the count starts again.
When buffer-wrap occurs, the second field is set to 0 and
the third field is not set to zero. From the capture log, the
user can determine how many times buffer-wrap has
occurred.

Number of packets accumulated
in PCAP engine

Specifies the number of packets accumulated in the
PCAP engine.
When buffer-wrap occurs, the second field is set to 0 and
the third field is not set to zero. From the capture log, the
user can determine how many times buffer-wrap has
occurred.

Number of packets dropped in
PCAP engine by filters

Specifies the number of packets dropped when ingress
packets match the filter criteria and the PCAP action is
set to drop.

Number of packets dropped in
Hardware

Specifies the number of packets dropped by the PCAP
engine hardware when the amount of packets being
forwarded cannot be processed.

Using the captured packet dump
View packets using a CLI session and the secondary SF/CPU. Dumping a large number of
captured packets is CPU intensive. The switch does not respond to any commands while the
dump is in progress. Avaya recommends you use this command only when it is absolutely
necessary. However, there is no degradation in normal traffic handling or switch failover.

Procedure steps

1. Log on to the Secondary SF/CPU.
2. Use the following command:

show diag pcap dump
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Copying captured packets to a remote machine
You can copy packets to a remote machine, or the switch flash or PCMCIA (or external flash
on the 8895 SF/CPU). If PCAP is used with autosave disabled, captured packets are stored
in the secondary SF/CPU DRAM buffer.

Procedure steps

To copy the packets to a file for later viewing, use the copy or FTP get commands.
These commands can be executed in the primary CPU.

copy PCAP00 /<device> /<filename>
OR

ftp> get PCAP00 <filename>
For example:

copy PCAP00 /pcmcia/file.cap

Variable definitions

Use the information in the following table to help you perform this procedure.

Variable Value
<device> Specifies pcmcia, flash, or an IP host by IP address.

<filename> Specifies the PCAP file (.cap).

Resetting the PCAP DRAM buffer
You can clear the PCAP DRAM buffer and the PCAP counters.

Procedure steps

1. Log on to the Secondary SF/CPU.

2. Disable PCAP:

config diag pcap enable false
3. Reset the PCAP engine DRAM buffer:
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config diag pcap reset-stat

Modifying PCAP parameters
Certain steps are required to modify PCAP parameters.

Procedure steps

1. Disable PCAP on ports:

config eth <slot/port> pcap enable false
2. Disable PCAP globally:

config diag pcap ena false
3. Make desired PCAP modifications.

4. Reset PCAP statistics and counters:

config diag pcap reset-stat
5. Globally enable PCAP:

config diag pcap enable true
6. Enable PCAP on ports:

config eth <slot/port> pcap enable true mode <value>

Example of capturing all traffic with PCAP filters

Procedure steps

1. Configure PCAP to auto save the captured traffic to the PCMCIA (or external flash)
card on the secondary CPU. Name the file pcap_data.cap:

ERS8600-B:5# config diag pcap auto-save true file-name
pcap_data.cap device pcmcia

2. Change the buffer size to 128 MB:

ERS8600-B:5# config diag pcap buffer-size 128
Be sure not to exceed the buffer size on the backup CPU. Although the following
command is used to view the CPU buffer size on the primary CPU (if both the
primary and backup CPU have the same DRAM size), this command also indicates
the DRAM used. This command cannot be used on the Secondary SF/CPU when
it is in slave mode.
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ERS8600-B:5# show sys perf
3. Enable PCAP globally and enable PCAP on port 7/26 to capture traffic in both

directions:

ERS8600-B:5# config diag pcap enable true
ERS8600-B:5# config ethernet 7/26 pcap enable true mode both

4. View your PCAP configuration:

ERS8600-B:5# config diag pcap info
ERS8610-B:5# show diag pcap port

5. View the real-time PCAP statistics:

ERS8610-B:5# show diag pcap stat
Captured traffic is written to the backup CPU PCMCIA (or external flash) card when
the number of packets received in the PCAP engine equals the packet capacity
count. If the PCAP wrap parameter is enabled, captured traffic continuously
overwrites to the PCMCIA (or external flash) file.

6. Stop PCAP and save the captured traffic DRAM contents:

ERS8610-B:5# config diag pcap enable false ERS8610-B:5# copy
PCAP00 /pcmcia/capture.cap

7. Forward the captured file to a server.

ERS8610-B:5# peer telnet
ERS8610-B:6# copy /pcmcia/capture.cap 10.99.99.1:capture.cap

Example of capturing specific traffic with PCAP filters

Procedure steps

1. Ensure PCAP is disabled:

ERS8600-B:5# config diag pcap enable false
2. Create capture-filter 1 and configure it to capture traffic with a source IP address of

10.1.1.100 and a UDP port 1025:

ERS8600-B:5# config diag pcap capture-filter 1 create
ERS8600-B:5# config diag pcap capture-filter 1 action capture
ERS8600-B:5# config diag pcap capture-filter 1 srcip
10.1.1.100
ERS8600-B:5# config diag pcap capture-filter 1 udp-port 1025
ERS8600-B:5# config diag pcap capture-filter 1 enable true
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3. Create capture-filter 2 and configure to drop all traffic. This is required so that you
only capture traffic using the criteria from step 2.

ERS8600-B:5# config diag pcap capture-filter 2 create
ERS8600-B:5# config diag pcap capture-filter 2 action drop
ERS8600-B:5# config diag pcap capture-filter 2 enable true

4. Enable PCAP globally and reset the PCAP statistics:

ERS8600-B:5# config diag pcap reset-stat true
ERS8600-B:5# config diag pcap enable true

5. View the PCAP filters:

ERS8600-B:5# show diag pcap capture-filter

Example of capturing specific traffic with PCAP and ACLs

Procedure steps

1. Disable PCAP:

ERS8600-B:5# config diag pcap enable false
2. Create ACL 1 and configure it to capture traffic with a source IP address of

10.1.1.100 and UDP port 1025.

ERS8600-B:5# config filter act 1 create
ERS8600-B:5# config filter act 1 ip srcIp,dstIp
ERS8600-B:5# config filter act 1 protocol
udpSrcPort,udpDstPort
ERS8600-B:5# config filter act 1 apply
ERS8600-B:5# config filter acl 1 create inPort act 1
ERS8600-B:5# config filter acl 1 port add 7/26
ERS8600-B:5# config filter acl 1 ace 1 create name "one"
ERS8600-B:5# config filter acl 1 ace 1 action permit
ERS8600-B:5# config filter acl 1 ace 1 ip src-ip eq
10.1.1.100
ERS8600-B:5# config filter acl 1 ace 1 protocol udp-dst-port
eq 69
ERS8600-B:5# config filter acl 1 ace 1 enable

3. Configure PCAP on port 7/26 and enable the mode to allow capture using ACLs:
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ERS8600-B:5# config ethernet 7/26 pcap enable true mode
rxFilter

4. Enable PCAP globally again and reset the PCAP statistics:

ERS8600-B:5# config diag pcap reset-stat true ERS8600-B:5#
config diag pcap enable true

PCAP troubleshooting example
You are the network administrator at a large multinational software company and encounter
the following problem. A user calls and states that they are trying to download some data from
an FTP server to their client machine. However, they are having a problem connecting to the
FTP server. The FTP client resides on client 1 and the FTP server is on client 2. The FTP
server is connected to an Avaya Ethernet Routing Switch 8800/8600 (R1) through port
interface 2/10.

Configuration details

The hardware and software used is as follows:

• one Avaya Ethernet Routing Switch 8800/8600 (R1) with dual SF/CPU modules

• each SF/CPU module contains a PCMCIA card

• two clients

• I/O cards

• an FTP and TFTP daemon running on a client server

• sniffer network software
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Method 1

In this solution, PCAP is configured to capture all packets on port interface 2/10 and packets
are saved on a PCMCIA device. The file containing captured packets is then copied using FTP
for analysis at a later time.

Procedure steps

1. Enable PCAP in receive mode on R1, port interface 2/10, to capture all ingress
packets:

config ether 2/10 pcap enable true
2. Configure PCAP parameters:

config diag pcap auto-save true file_name pcap_test.cap
device pcmcia

3. Enable PCAP:

config diag pcap enable true
4. Show PCAP statistics:

show diag pcap stats
5. Disable PCAP:

config diag pcap enable false
6. Copy the captured packets:

copy PCAP00 /pcmcia/pcap_test.cap
You can also use FTP:
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Method 2

In solution 1, the number of packets that are captured is quite large. In this solution, PCAP is
configured to refine the type of packets to be captured so that fewer packets are captured. This
solution uses IP traffic filters to capture only packets with a source IP address of 10.10.10.10
and a destination IP address of 10.10.20.20. In addition to procedures followed in method 1,
perform the following steps:

Procedure steps

1. Configure an IP traffic filter:

config ip traffic-filter create global src-ip 10.10.10.10/32
dst-ip 10.10.20.20/32 id 5
config ip traffic-filter filter 5 action mode forward

2. Create a filter set:

config ip traffic-filter global-set 5 create name pcap_set
config ip traffic-filter global-set 5 add-filter 5

3. Apply a filter set to the port:

config eth 2/10 pcap add set 5
config eth 2/10 pcap enable true mode rxFilter

Method 3

If the amount of traffic flowing between client 1 and client 2 is still too large for analysis, define
a filter by protocol-type as shown in this solution. In this solution, PCAP filters are configured
on the PCAP engine to drop all IP packets that are not protocol type 6 and are not FTP packets.
In effect, this captures all TCP/FTP packets. When used in conjunction with IP filters, this
narrows down the number of packets captured to TCP/FTP packets flowing from client 2 to
client 1.

In addition to procedures followed in method 1 and 2, perform the following steps.

Procedure steps

Configure a capture filter:

config diag pcap capture-filter 7 create
config diag pcap capture-filter 7 action drop
config diag pcap capture-filter 7 protocol-type 6 not
config diag pcap capture-filter 7 tcp-port 20 to 21 not

Software troubleshooting tool configuration using CLI

182     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


config diag pcap capture-filter 7 enable true

Method 4

If the amount of traffic flowing between client 1 and client 2 is still too large for analysis, start
packet capture when the first TCP/FTP packet arrives at the port, which also enables PCAP
automatically. This is done by setting the trigger-on parameter. Prior to setting the trigger-on
filter, disable PCAP. PCAP is disabled after the first 1000 packets are captured by setting the
packet-count parameter. Do this procedure after you perform the steps in methods 1 and 2.

Procedure steps

1. Disable PCAP:

config diag pcap enable false
2. Configure the filter:

config diag pcap capture-filter 10 create
config diag pcap capture-filter 10 action trigger-on
config diag pcap capture-filter 10 protocol-type 6
config diag pcap capture-filter 10 tcp-port 20 to 21
config diag pcap capture-filter 10 packet-count 1000
config diag pcap capture-filter 10 enable true

Testing the switch fabric
You can test the switch fabric for consistency. The fabric test causes the CPU to generate
traffic and send it through the switch fabric. The CPU generates little traffic.

Procedure steps

1. Test the switch fabric by entering the following command:

test fabric
2. Stop the test after a few seconds:

test stop fabric
3. View the results of the test:

show test fabric

Currently no test is running.
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Last test results:

IfIndex: 0
Result: success
PassCount: 62115
FailCount: 0

Job aid: show test fabric command output
Use the information in the following table to understand the test parameters.

Field Description
IfIndex Specifies the interface index, if applicable.

Result Shows the result of the most recently run (or current)
test: none, success, inProgress, notSupported,
unAbleToRun, aborted, failed.

PassCount Specifies the number of iterations of the test case that
completed successfully.

FailCount Specifies the number of iterations of the test case that
failed.

Testing the ARP address table
You can test the Address Resolution Protocol (ARP) address table for consistency.

Procedure steps

1. Test the address table:

test artable
2. Stop the test after a few seconds:

test stop artable
3. View the results of the test:

show test artable
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Clearing ARP information for an interface
You can clear the ARP cache as part of ARP problem resolution procedures.

Procedure steps

Clear ARP information using the following commands:

clear ip arp ports <port>
clear ip arp vlan <vid>

Flushing routing, MAC, and ARP tables for an interface
Use this procedure to clear or flush routing, MAC, and ARP tables for an interface. For
administrative and troubleshooting purposes, sometimes you must flush or clear the routing
tables. The clear and flush commands perform the same function; they remove the contents
of the table.

Procedure steps

1. Flush IP routing tables by port by entering the following command:

config ethernet <ports> action flushIp
2. Flush IP routing tables by VLAN by entering the following command:

config vlan <vid> action flushIp
3. Flush the MAC address and ARP tables by entering the following commands:

config ethernet <ports> action flushArp
config ethernet <ports> action flushMacFdb
config vlan <vid> action flushArp
config vlan <vid> action flushMacFdb

4. Clear a routing table by entering the following commands:

clear ip route port <ports>
clear ip route vlan <vid>
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Job aid: ping and traceroute considerations
Ping and traceroute may fail when reaching VRF, IP VPN, or MPLS devices if large packet
sizes are used for the operation. Do not use packet sizes larger than the following:

• Ping for VRF Lite: 1480 bytes
• Ping for IP VPN with MPLS: 1480 bytes
• Ping for IP VPN Lite: 1446 bytes
• Traceroute for VRF Lite: 1444 bytes
• Traceroute for IP VPN with MPLS: 1444 bytes
• Traceroute for IP VPN Lite: 1444 bytes

Running a ping test
Use ping operations to determine that a path exists to another device, and that it is
reachable.

Procedure steps

1. Ping a device:

ping <HostName/ipv4address/ipv6address> [scopeid <value>]
[datasize <value>] [count <value>] [-s] [-I <value>] [-t
<value>] [-d] [vrf <value>] [source <value>] [interface-port
<value>] [interface-mgmt <value>] [interface-vlan <value>]
[interface-tunnel <value>]
<HostName/ipv4address/ipv6address> specifies the device by host name,
IPv4 address <a.b.c.d>, or IPv6 address <x.x.x.x.x.x.x.x>.

2. Ping an IPX device:

pingipx <ipxhost> [<count>] [-s] [-q] [-t <value>]
<ipxhost> specifies the IPX host in the net.node format:
0x00:0x00:0x00:0x00.0x00:0x00:0x00:0x00:0x00:0x00

3. Ping an MPLS device:

mplsping ipv4 <prefix/len> [ttl <value>] [source <value>]
[count <value>]
mplsping rsvp <lsp-name> [ttl <value>] [source <value>]
[count <value>]
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<prefix/len> specifies the IPv4 address and prefix length; <lsp-name>
specifies the name of the label-switched path.

Variable definitions
Use the information in the following table to help you use the ping <HostName/
ipv4address/ipv6address> command.

Variable Value
-d Sets the ping debug flag. In debug mode, the ping

reply includes additional information about the device
being pinged.

-s Specifies that the IPv4 or IPv6 ping should be
retransmitted at continuous intervals at the interval
defined by -I <value>.

-I <value> Specifies the interval between ping retransmissions
from 1 to 60 seconds.

-t <value> Specifies the no-answer timeout from 1 to 120
seconds.

count <value> Specifies the number of times to ping the device from
1 to 9999. The default is 1.

datasize <value> Specifies the size of the ping packet in octets, either
16 to 4076, or 16 to 65487. The default is 16 octets.

interface-port <value> Specifies the interface slot/port number.

interface-mgmt <value> Specifies the interface Ethernet management port
number.

interface-vlan <value> Specifies the interface VLAN ID (1 to 4094).

interface-tunnel
<value>

Specifies the interface tunnel ID (1 to 2000).

scopeid <value> Specifies the circuit scope ID for IPv6 from 1 to
9999.

source <value> Specifies the source IP address for use in IP VPN
pings.

vrf <value> Specifies the VRF instance by VRF name.

Use the information in the following table to help you use the pingipx <ipxhost>
command.
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Variable Value
-q Specifies quiet output (same as nonverbose mode).

-s Specifies that the ping should be retransmitted at
continuous intervals.

-t <value> Specifies the no-answer timeout from 1 to 120
seconds.

<count> Specifies the number of times to ping the device from
1 to 9999. The default is 1.

Use the information in the following table to help you use the mplsping ipv4 <prefix/
len> and mplsping rsvp <lsp-name> commands.

Variable Value
count <value> Specifies the number of times to ping the device from

1 to 1000. The default is 1.

ttl <value> Specifies the time-to-live of the MPLS ping packet
from 1 to 255.

source <value> Specifies the source IP address.

Example of using ping for an IP VPN device

Ping the IP VPN device:

ping 100.100.1.1 vrf 100 source 200.100.1.1 count 10 datasize
1446 count 10

PING 100.100.1.1: 1438 data bytes
1446 bytes from 100.100.1.1: icmp_seq=0. time=1.605 ms
1446 bytes from 100.100.1.1: icmp_seq=1. time=1.568 ms
1446 bytes from 100.100.1.1: icmp_seq=2. time=1.584 ms
1446 bytes from 100.100.1.1: icmp_seq=3. time=1.586 ms
1446 bytes from 100.100.1.1: icmp_seq=4. time=1.579 ms
1446 bytes from 100.100.1.1: icmp_seq=5. time=1.589 ms
1446 bytes from 100.100.1.1: icmp_seq=6. time=1.577 ms
1446 bytes from 100.100.1.1: icmp_seq=7. time=1.588 ms
1446 bytes from 100.100.1.1: icmp_seq=8. time=1.590 ms
1446 bytes from 100.100.1.1: icmp_seq=9. time=1.535 ms
----100.100.1.1 PING Statistics----

Software troubleshooting tool configuration using CLI

188     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


10 packets transmitted, 10 packets received, 0% packet loss
round-trip (ms) min/avg/max = 1.535/1.580/1.605

Running a traceroute test
Use traceroute to determine the route packets take through a network to a destination.

Procedure steps

To use traceroute, enter the following command:

traceroute <ipaddr> [<datasize>] [-m <value>] [-p <value>] [-q
<value>] [-w <value>] [-v] [vrf <value>] [source <value>]

Variable definitions
Use the information in the following table to help you use the traceroute <ipaddr>
command.

Variable Value
-m <value> Specifies the is maximum time-to-live (TTL) (1 to

255).

-p <value> Specifies the base UDP port number (0 to 65535).

-q <value> Specifies the number of probes per TTL (1 to 255).

-v Specifies verbose mode (detailed output).

-w <value> Specifies the wait time per probe (1 to 255).

datasize <value> Specifies the size of the probe packet (1 to 1464).

source <value> Specifies the source IP address for use in IP VPN
traceroutes.

vrf <value> Specifies the VRF instance by VRF name.

Example of using traceroute for an IP VPN device

Trace the route to the IP VPN device:
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traceroute 100.100.1.1 1444 vrf 100 source 200.100.1.1

traceroute to 100.100.1.1, 30 hops max, 1500 byte packets (vrf 100)
1  100.100.1.1  1.263 ms 0.799 ms 0.725 ms

Running an IPv6 traceroute test
Use traceroute to determine the route packets take through a network to a destination.

Procedure steps

To use traceroute, enter the following command:

traceroute <ipv6addr> [<datasize>] [-m <value>] [-p <value>] [-
q <value>] [-w <value>] [-v] [source <value>]

Variable definitions
Use the information in the following table to help you use the traceroute <ipv6addr>
command.

Variable Value
-m <value> Specifies the is maximum time-to-live (TTL) (1 to

10).

-p <value> Specifies the base UDP port number (1 to 65535).

-q <value> Specifies the number of probes per TTL (1 to 255).

-v Specifies verbose mode (detailed output).

-w <value> Specifies the wait time per probe (1 to 255).

datasize <value> Specifies the size of the probe packet (56 to 1232).

source <value> Specifies the source IPv6 address for use in IPv6 VPN
traceroutes.

Configuring ping snoop for R series modules
Use Ping Snoop to troubleshoot multilink trunking configurations.

The predefined ACL and ACTs for ping snoop are numbered 4096. You can use your own
ACT, ACL, and ACE instead, but you are duplicating the ACT, ACL, and ACE that the system
predefines.

Configure the ACE action, debug action, and the IP addresses that you require.
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By default, ping snoop messages are echoed only to the serial console port. If you do not have
access to the serial port and are connecting via Telnet (or other means such as SSH or Rlogin),
to see the messages in your session, enter:

config log screen on
This setting is specific to the CLI session where it is executed. The command does not save
to the configuration file and when the CLI session is closed the setting is removed.

You can use two sessions with this command: in one session, configure the ping snoop
commands, and in the other session, issue the config log screen on command to see
the messages; when done, close the second session.

Procedure steps

1. Add the required ports to the ACL:

config filter acl 4096 port add <ports>
2. Enable the ACL:

config filter acl 4096 enable
3. Create an ACE:

config filter acl 4096 ace <ace-id> create
4. Configure the ACE action:

config filter acl 4096 ace <ace-id> action <permit|deny>
5. Configure the destination IP address:

config filter acl 4096 ace <ace-id> ip dst-ip eq <ip addr>
6. Configure the source IP address (optional):

config filter acl 4096 ace <ace-id> ip src-ip eq <ip addr>
7. Enable the ACE:

config filter acl 4096 ace <ace-id> enable
8. Ensure your configuration is correct:

config filter acl 4096 info
config filter acl 4096 port info

Variable definitions
Use the information in the following table to help you use these commands.
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Variable Value
<ace-id> Specifies the ID of the ACE from 1 to 1000.

<ip addr> Specifies the source or destination IP address.

Configuring the SLA Monitor agent
Configure the SLA Monitor agent to communicate with an SLA Monitor server to perform
Quality of Service (QoS) tests of the network.

Before you begin

• To use the SLA Monitor agent, you must have an SLA Monitor server in your network.

About this task
To configure the agent, you must enable it and assign an IP address. Remaining agent
parameters are optional and you can operate the agent using the default values.

In HA mode, the agent startup and initialization occurs only on the master CP module.

Procedure

1. Configure the agent IP address:

 Note:
The agent IP address must not use the IP address of an IP interface on the
switch.

config slamon agent ip-address <ipv4_addr | ipv6_addr>
2. Enable the agent:

config slamon oper-mode enable
3. (Optional) Configure the UDP port for agent-server communication:

config slamon agent port <port>
4. (Optional) Restrict which servers an agent can use:

config slamon server ip-address <ipv4_addr | ipv6_addr>
[<ipv4_addr | ipv6_addr>]
config slamon server port <port>

5. (Optional) Control the port used for Real Time Protocol (RTP) and New Trace
Route (NTR) testing:
config slamon agent-comm-port <port>

6. (Optional) Install a Secure Socket Layer (SSL) certificate for the agent:
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config slamon install-cert-file <file>
7. Verify the agent configuration:

show slamon agent

Example
Configure the agent IP address, and then enable the SLA Monitor agent. Configure the agent
so that it only accepts registration packets from a specific server communicating on a specific
port. Verify the configuration.
ERS-8800:1# config
ERS-8800:1/config# slamon agent ip-address 192.0.2.1
ERS-8800:1/config# slamon oper-mode enable
ERS-8800:1/config# slamon server ip-address 192.0.2.25
ERS-8800:1/config# slamon server port 50156
ERS-8800:1/config# show slamon agent
==================================================================
                            SLA Monitor Agent Info
==================================================================
SLAMon Operational Mode: Enabled
SLAMon Agent Address: 192.0.2.1
SLAMon Agent Port: 50011
SLAMon Agent Registration Status: Not Registered
SLAMon Registered Server Address: 0.0.0.0
SLAMon Registered Server Port: 0
SLAMon Server Registration Time: 0
SLAMon Configured Agent Address: 192.0.2.1
SLAMon Configured Agent Port: 0
SLAMon Configured Server Address: 192.0.2.25 0.0.0.0
SLAMon Configured Server Port: 50156
SLAMon Agent-To-Agent Communication Port: 50012
SLAMon Configured Agent-To-Agent Communication Port: 0
SLAMon Configured Agent Address Vrf Name:

Next steps
If you have configured SLA Monitor yet the agent is not functioning as expected, use the show
khi performance command to verify that the slamon task is running.

If the agent is not in the expected state, reset the system to start the agent.

If the agent task functions as expected, perform typical troubleshooting steps to verify agent
accessibility:

• Verify IP address assignment and port use.
• Ping the server IP address.
• Verify the server configuration.

Variable definitions
Use the data in the following table to use the slamon command.
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Variable Value
info Displays current status of SLA Monitor.

agent-comm-port <port> Configures the port used for RTP and NTR
testing in agent-to-agent communication.
The default port is 50012. If you configure
this value to zero (0), the default port is
used.

agent ip-address <ipv4_addr | ipv6_addr> Configures the agent IP address. You must
configure the IP address before the agent
can process received discovery packets
from the server. The default value is 0.0.0.0,
which causes the agent to use the device IP
address.

agent port <port> Configures the UDP port for agent-server
communication. The agent receives
discovery packets on this port. The default is
port 50011.
The server must use the same port.

install-cert-file <file> Installs an SSL certificate. <file>specifies the
file name and path of the certificate to
install.
If you install a certificate on the agent, you
must ensure a matching configuration on the
server.
By default, the agent uses an Avaya SIP
certificate to secure communications with the
server.

deinstall-cert-file <file> Uninstalls an SSL certificate. <file>specifies
the file name and path of the certificate to
uninstall.

oper-mode <enable | disable> Enables or disables the SLA Monitor agent.
The default is disabled.
If you disable the agent, it does not respond
to discovery packets from a server.
If you disable the agent because of resource
concerns, consider changing the server
configuration instead, to alter the test
frequency or duration, or the number of
targets.

server ip-address <ipv4_addr | ipv6_addr>
[<ipv4_addr | ipv6_addr>]

Restricts the agent to use of this server IP
address only. The default is 0.0.0.0, which
means the agent can register with any
server.
You can specify a secondary server as
well.

Software troubleshooting tool configuration using CLI

194     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


Variable Value
server port <file> Restricts the agent to use of this registration

port only. The default is 0, which means the
agent disregards the source port information
in server traffic.
The server must use the same port.
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Chapter 12: Software troubleshooting tool
configuration using ACLI

Use the tools described in this section to perform troubleshooting procedures using ACLI.

General troubleshooting
This section provides information about general troubleshooting using ACLI.

Roadmap of general ACLI troubleshooting commands
The following roadmap lists some of the ACLI commands and their parameters that you can
use to complete the procedures in this section.

Command Parameters
Privileged EXEC mode

clear trace
dump ar <0-64> <WORD
1-1536> <0-3>
show trace auto

file [tail]
level
modid-list

show test all [<WORD 1-99>]
artable
fabric

terminal more <disable|
enable>
test artable

fabric
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Command Parameters
hardware [<portList>]
led <portList><tx|rx> <off|
yellow|green>

test stop artable
fabric

trace grep [<WORD 0-128>]
level [<0-107>] [<0-4>]
screen [<disable|enable>]
shutdown

trace auto disable
enable
high-percentage <60-100>
high-track-duration <3-10>
low-percentage <50-90>
low-track-duration <3-10>
module add <0-107> <0-4>
module remove <0-107>

trace ethernet port <slot/port> [vlan <vlanId>]
destination-mac <mac>
enable
disable

trace filter file <WORD
0-128>

<cr>
backtrace
clear
lines [<WORD 0-256>]
range [<WORD 0-256>]
supress

trace filter module
<0-89>

<cr>
clear
disable
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Command Parameters
info
supress

trace ipv6 base <disable|enable> [info]
[error] [pkt] [warn] [debug]
[nbr] [icmp] [ipclient] [all]
forwarding <disable|enable>
[info] [error] [pkt] [warn]
[debug] [all]
nd <disable|enable> [info]
[error] [pkt] [warn] [debug]
[nbr] [redirect] [all]
ospf <disable|enable> [info]
[warn] [error] [config] [import]
[adj] [spf] [pkt] [lsa] [all]
rtm <disable|enable> [info]
[warn] [error] [update] [fib]
[debug] [redist] [change-list]
[all]
transport <disable|enable>
[common] [tcp] [udp] [all]

trace ipx-policy rip cancel input-network-filter
{0x00000000|00:00:00:00|<value>}
cancel output-network-filter
{0x00000000|00:00:00:00|<value>}
input-network-filter {0x00000000|
00:00:00:00|<value>}
output-network-filter
{0x00000000|00:00:00:00|<value>}

trace ipx-policy sap cancel input-sap-filter
{0x00000000|00:00:00:00|<value>}
cancel output-sap-filter
{0x00000000|00:00:00:00|<value>}
input-sap-filter {0x00000000|
00:00:00:00|<value>}
output-sap-filter {0x00000000|
00:00:00:00|<value>}

General troubleshooting

Troubleshooting July 2013     199



Command Parameters
trace mpls ipv4
<A.B.C.D/X>

<cr>
source <A.B.C.D>
ttl <1-255>

trace mpls rsvp <WORD
0-32>

<cr>
source <A.B.C.D>
ttl <1-255>

trace route-map <on|off> <cr>
address <A.B.C.D>
iflist <WORD 1-256>
name <WORD 1-64>
protocol <rip|ospf|bgp|dvmrp|any>
type <accept|announce>

trace syslog destination <ipaddr> [next-hop-
mac <mac>] [port <slot/port>]
[vlan <vlanId>]
enable
disable

r-module <1-10> trace grep [<WORD 0-1024>]
level [<67-90> <0-4>]

Using ACLI for troubleshooting
You can use ACLI to help provide diagnostic information.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. Prior to capturing data it is useful to disable scrolling of the output display. To do
this, issue the following command:
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terminal more disable
2. You can view configuration file information using the more command, for example:

more boot.cfg
3. The following command output should be captured when any switch problem is

observed.

show tech
show running-config [verbose] [module <cli|sys|web|rmon|
vlan|port|qos|traffic-filter|mlt|stg|ip|ipx|diag|dvmrp|
radius|ntp|lacp|naap|cluster|bootp|filter|ipv6>]
show interfaces FastEthernet statistics
show interfaces FastEthernet error

Using hardware record dumps
To aid in troubleshooting, a dump of the hardware records from an ingress OctaPID can be
captured. Generally, a verbosity level of 1 suffices.

The dump ar command displays the hardware registers of the RaptARU attached to an
OctaPID.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

To dump hardware record information, enter the following command:

dump ar <0-64> <WORD 1-1536> <0-3>
For example, dump all hardware records from OctaPID 0 slot 1 port 1 with a verbosity
level of 3:

dump ar 0 all 3

Variable definitions

Use the information in the following table to help you use the dump command.
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Variable Value
<0-64> Specifies the OctaPID assignment from 1 to 64.

<WORD 1-1536> Specifies a record type in the AR table. Options include
vlan, ip_subnet, mac_vlan, mac, arp, ip, ipx, ipmc,
ip_filter, protocol, sys_rec, all.

<0-3> Specifies the verbosity from 0 to 3. Higher numbers
specify more verbosity.

Using trace to diagnose problems
Use trace to observe the status of a software module at a given time.

For example, if a CPU utilization issue is observed (generally a sustained spike above 90%)
perform a trace of the control plane (CP) activity.

Prerequisites

 Caution:
Risk of traffic loss

Using the trace tool inappropriately can cause primary CPU lockup conditions, loss of access
to the switch, loss of protocols, and service degradation.

• For information about how to use trace appropriately, see Trace on page 42.
• Access Privileged EXEC mode.

Procedure steps

1. Clear the trace:

clear trace
2. Begin the trace operation:

trace level [<0-107>] [<0-4>]
For example, to trace the CP port, verbose level:

trace level 9 3
Wait approximately 30 seconds.

The default trace settings for CPU utilization are: High CPU Utilization: 90%, High
Track Duration: 5 seconds, Low CPU Utilization: 75%, and Low Track Duration: 5
seconds.
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3. Stop tracing:

trace shutdown
4. View the trace results:

show trace file [tail]
5. You can save the trace file to the PCMCIA card for retrieval.

save trace
The file is saved with a file name of systrace.txt.

R series modules use different trace commands:

r-module <1-10> trace level [<67-90> <0-4>]
r-module <1-10> trace grep [<WORD 0-1024>]
Variable definitions
Use the information in the following table to help you use the trace command.

Variable Value
grep [<WORD 0-128>] Performs a comparison of trace messages (get regular

expression and print [GREP]).

level [<0-107>]
[<0-4>]

Starts the trace by specifying the module ID and level.

• <0-107> specifies the module ID from 0 to 107.

• <0-4> specifies the trace level from 0 to 4, where 0
is disabled; 1 is very terse; 2 is terse; 3 is very
verbose, 4 is verbose.

shutdown Stops the trace operation.

screen Enables the display of trace output to the screen.

Use the information in the following table to help you use the r-module <1-10> trace
commands.

Variable Value
grep [<WORD 0-1024>] Performs a comparison of trace messages (get regular

expression and print [GREP]).

level [<67-90> <0-4>] Starts the trace by specifying the module ID and level.

• <67-90> specifies the module ID.

• <0-4> specifies the trace level from 0 to 4, where 0
is disabled; 1 is very terse; 2 is terse; 3 is very
verbose, 4 is verbose.

General troubleshooting

Troubleshooting July 2013     203



Job aid

The following table specifies the Module ID values that you can specify in the trace
command.

Table 14: Module ID values

0 - Common 23 - IGMP 45 - RTM 93 - IPFIX

1 - SNMP Agent 24 - IPFIL 46 - P2CMN 94 - MOD_IPMC6

2 - RMON 25 - MLT 47 - RIP 95 -
MOD_MCAST6_CM
N

3 - Port Manager 26 - IPPOLICY 48 - PIM 96 - MOD_MLD

4 - Chassis Manager 27 - IPMC 49 - RPS 97 - MOD_PIM6

5 - STG Manager 28 - SYSLOG 50 - NTP 98 - SLPP

6 - Phase2 OSPF 29 - DVMRP 51 - TCP 99 - INFINITY

7 - Hardware I/F 30 - P2IPX 52 - BGP 100 - MPLS

8 - (N/A) 31 - RCIPX 53 - EPILOGUE 101 - RCMPLS

9 - CP Port 32 - RAR 54 - SSH 102 - ACLI

10 - (N/A) 33 - OP 56 - HAL 103 - VRF

11 - VLAN Manager 34 - BOOT 57 - WIND 104 - ASNA

12 - CLI 35 - IOM 58 - EAP 105 - MIRRORFPGA

13 - Main 36 - QOS 59 - LACP 106 - MSTP

14 - Phase2 IP+RIP 37 - FLEXDB 60 - PING 107 - RSTP

15 - RCC IP 38 - SMM 61 - DNS 108 - MSDP

16 - HTTP Server 39 - ATM 62 - DPM 109 - TACACS+

19 - Watch Dog
Timer

40 - POS 63 - BOOTP 115 - BFD

20 - Topology
Discovery

41 - RADIUS 64 - DPMMSG 116 - DHCPSNOOP

21 - (N/A) 42 - SIO_COM 65 - FILTER 117 - DAI

22 - (N/A) 43 - PGM 66 - RCIP6
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Using auto-trace to diagnose problems
You can use auto-trace to automatically perform the trace function when a parameter reaches
a certain threshold.

For example, if the SF/CPU fluctuates and accessing the switch to perform a CP trace is not
possible, use auto-trace to automatically perform this function. Auto-trace monitors CPU
utilization. When the configured utilization is reached and sustained for the configured amount
of time, a CP trace is performed and saved to the PCMCIA (or external flash on the 8895 SF/
CPU).

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. Configure the module and verbosity:

trace auto module add <0-107> <0-4>
For example:

trace auto module add 9 3
2. Use the following variable definitions table to configure any other required

parameters.
3. Enable automatic tracing:

trace auto enable

Variable definitions

Use the information in the following table to help you use the trace auto command.

Variable Value
disable Disables the auto-trace function.

enable Enables the auto-trace function.

high-percentage <60-100> Specifies the high-percentage threshold for a
module. The range is 60 to 100%.

high-track-duration
<3-10>

Specifies, in seconds, the maximum amount of time
that the activity must be sustained to trigger the
trace. The range is 3 to 10 s.
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Variable Value
low-percentage <50-90> Specifies the low-percentage threshold for a

module. The range is 50 to 90%.

low-track-duration
<3-10>

Specifies, in seconds, the minimum amount of time
that the activity must be sustained to trigger the
trace. The range is 3 to 10 s.

module add <0-107> <0-4> Configures the trace auto-enable function by
specifying the module ID and level.

• <0-107> specifies the module ID from 0 to 107.

• <0-4> specifies the trace level from 0 to 4, where
0 is disabled; 1 is very terse; 2 is terse; 3 is very
verbose, 4 is verbose.

module remove <0-107> Removes a module ID from the auto-trace
instance.

Using trace ethernet to diagnose problems
The trace command is the main debugging tool for the ERS 8800/8600. To alleviate some
of the overhead and make tracing more efficient, Avaya enhanced the current tracing
mechanism by adding Ethernet tracing. With this enhancement, trace messages are
transmitted out as Ethernet packets thereby avoiding the overhead caused by the traces for
displaying the messages on the switch console and logging to a file. An external entity captures
these Ethernet trace packets and decodes them appropriately.

You can capture Ethernet trace packets and then decode them from either a file or in real
time.

• If you decode them from a file, capture the Ethernet trace packets with a packet capture
tool such as PCAP and save them to a file. Then use the file as an input to a decoder that
decodes it into a readable format.

• If you decode them in real time, start the decoder in a PC first which in turn would capture
and decode the Ethernet trace packets received from the switch.

 Important:
Note the following points:

• When enabled, the output will not be sent to the trace buffer.
• The port must be an inband Ethernet I/O port. This command does not work with the

CPU management port.
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Prerequisites

• Connect a Linux or Solaris PC to the port that will generate the Ethernet trace packets.
• Use a packet capture tool to capture the Ethernet trace packets the switch generates.

(This is optional).

Procedure steps

1. In any ACLI mode, configure the outgoing port on which the Ethernet trace packets
need to be transmitted using the command:

trace ethernet port <slot/port> [vlan <vlanId>]
2. Enable Ethernet trace in the switch:

trace ethernet enable
3. If packets are going to be captured by a packet capture tool, then ensure that the

packet capture tool is configured to capture the Ethernet trace packets and the
packet capture is started.

(OR)

If packets are going to be decoded real time, then ensure that the following
command is executed in the Linux or Solaris PC in superuser mode:

• In Linux, ./eth-trace-linux [-q -s 0 –n] –i <PC ethernet port
(eg: eth0)> [cpu <base|mezz> ether dst <mac address to be
filtered/decoded>]

• In Solaris, ./eth-trace-solaris [-q -s 0 –n] –i <PC ethernet
port (eg: eth0)> [cpu <base|mezz> ether dst <mac address
to be filtered/decoded>]

Where, cpu <base|mezz> is an option that specifies whether or not the test switch
is running with a mezz card. Use this to calculate the switch timestamp for each
trace packet.

When Ethernet trace packets are received, the output is displayed on the screen.
You can also redirect the output to a file.

 Note:
If the cpu <base|mezz> option is not specified, the switch timestamp will not
be calculated and displayed for each trace message.

4. Enable traces for the required modules:

trace level
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When the traces that were enabled are generated in the switch, those traces are
seen as Ethernet trace packets in the packet capture tool or decoded in the Linux
or Solaris PC.

5. If you use a packet capture tool, save the captured packets in a file such as
test.pcap at the appropriate time AND, in the Linux or Solaris PC, execute the
following with the captured file (test.pcap) as the input.

• In Linux, ./eth-trace-linux [-q -s 0 –n] –r <capture file
name> [ cpu <base|mezz> ether dst <mac address to be
filtered/decoded>]

• In Solaris, ./eth-trace-solaris [-q -s 0 –n] –r <capture file
name> [ cpu <base|mezz> ether dst <mac address to be
filtered/decoded>]

This command decodes the capture file and displays the trace messages per line.
You can also redirect the output to a file.

Variable definitions

Use the information in the following table to help you use the trace ethernet command.

Variable Value
port <slot/port> [vlan
<vlanId>]

Configures the port and the corresponding VLAN on
which the Ethernet trace packets are transmitted.

• <slot/port> specifies the port number in slot/
port format.

• <vlanId> identifies the VLAN that the port
belongs to. The range is 1..4094.

In the Master CP, no ports are assigned by default.
In the Standby CP, the management port is the
default port and cannot be modified.

destination-mac <mac> Configure the MAC address that the Ethernet trace
packet use as the destination MAC address. Specify
<mac> as a 6–byte address in the format
xx:xx:xx:xx:xx:xx. The default is
01:02:03:04:05:06

enable Enables trace ethernet.

 Note:
Before enabling Ethernet tracing, you must
configure a port number.

Ethernet tracing is disabled by default.

disable Disables trace ethernet.
Ethernet tracing is disabled by default.
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Using trace syslog to diagnose problems
The trace command is the main debugging tool for the ERS 8800/8600. To alleviate some
of the overhead and make tracing more efficient, Avaya enhanced the current tracing
mechanism by adding Syslog tracing. With this enhancement, trace messages are transmitted
out as Syslog packets thereby avoiding the overhead caused by the traces for displaying the
messages on the switch console and logging to a file. An external entity captures these Syslog
trace packets and decodes them appropriately.

 Important:
Note the following points:

• When enabled, the output will not be sent to the trace buffer.
• The port must be an inband Ethernet I/O port. This command does not work with the

CPU management port.
• The trace syslog enhancement has nothing to do with the existing syslog

functionality.
• In each syslog trace, the switch’s management IP address is part of the syslog header.

This enables you to differentiate between multiple trace messages generated from
different switches.

Prerequisites

• Use a syslog server (such as a Linux PC running syslogd) that is reachable from the
test switch.

• Make sure there is an Active IP Route in the switch to the syslog server or relay. (This is
not required if the next-hop mac and port are specified while configuring the syslog
destination address).

Procedure steps

1. In any ACLI mode, configure the destination IP address to send the syslog trace
packets using the following command:

trace syslog destination <ipaddr> [next-hop-mac <mac>] [port
<port>] [vlan <vlan_Id>]
The destination IP address is typically the IP address of the syslog server or the
relay.
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To improve performance of syslog tracing, configure the MAC address of the next-
hop, the outgoing port on which the next-hop can be reached and/or the VLAN
corresponding to the port.

2. Enable syslog trace on the switch:

trace syslog enable
3. Ensure that the syslog server is started to capture or log the syslog trace packets.
4. Enable traces for the required modules:

trace level
When the traces that were enabled are generated in the switch, those traces are
captured and logged in the syslog server.

Variable definitions

Use the information in the following table to help you use the trace syslog command.

Variable Value
destination <ipaddr>
[next-hop-mac <mac>]
[port <port>] [vlan <vlan
Id>]

Configures the destination IP address of the syslog
packets, which is the IP address of the syslog server
or relay).

• <ipaddr> specifies the IP address in the format
xx.xx.xx.xx.xx.xx.

• <mac> specifies the MAC address of the next hop
towards the destination.

• <port> specifies the port number in slot/port
format.

• <vlan Id> identifies the VLAN that the port
belongs to. The range is 1..4094.

enable Enables trace syslog.

 Note:
Before enabling Syslog tracing, you must
configure a destination IP address.

Syslog tracing is disabled by default.

disable Disables trace syslog.
Syslog tracing is disabled by default.
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shell debug wrapper commands
The shell debug wrapper commands group multiple shell commands under one command.
With this feature, you can enter one command to display the output of all the related shell
commands in that group. This eliminates the need for you to remember the names of all the
individual commands and makes it easier to enter just one command, which should facilitate
debugging.

The shell debug wrapper commands are separated into the following groups:

• generic (general shell and CPP commands)

• platform

• bridging

• routing

• multicast

• spbm (Shortest Path Bridging commands)

 Important:

In some cases, these debug commands can take a long time to display the information on the
screen. To avoid displaying messages on the console screen, enter config log screen
off.

Enter these commands in Privileged Exec Mode. You can only enter one command for any
group at a given point of time.

Using the show debug generic command
Use the show debug generic [verbose] command for debugging purposes only.

The following table describes the commands displayed by the show debug generic
command. The table also lists the recommended number of times to execute the command
(once or twice) in order to obtain best results for meaningful analysis of the specified data.
Executing the command twice allows for an analysis of data at two different time periods.

Table 15: show debug generic commands

Command Definition For best
results

readrtc Displays the local and hardware time. execute twice
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Command Definition For best
results

sysCliShowPerf Displays system performance parameters like CPU/SF/
Buffer utilizations and DRAM info.

execute twice

cppShowStats Displays statistics and details of packets sent to the
CPU.

execute twice

cppSocketStats
Show

Displays cpp socket statistics like fd, sockerror etc. execute twice

spyReport Displays a list of tasks running, their task priority, and
how many ticks of the CPU they used in the last polling
cycle.

execute twice

sopShowStats Displays statistics on packets sent to the System
OctaPID.

execute twice

tcpstatShow Displays statistics for all the TCP packets. execute twice

udpstatShow Displays statistics for all the UDP packets. execute twice

ipstatShow Displays statistics for all the IP packets. execute twice

mbufShow Displays the number of memory buffers available to the
system.

execute twice

inetstatShow Displays all internet protocol (TCP/UDP) socket
connections

execute twice

ifShow Displays network interfaces info. execute twice

rcDumpIcmp
Stats

Dumps ICMP stats. execute twice

rcDumpIpStats Dumps all the IP statistics details. execute twice

icmpstatShow Displays statistics for all the ICMP packets execute once

memShow Displays CPU memory utilization and also all the blocks
in the free list of the system partition.

execute once

showInspect Displays status of all tasks in system. execute once

dumpAllZeroSrc
MacInfo

Dumps the count and other info of all zero source MAC
frames.

execute once

 Important:

The verbose option displays four additional commands that are prone to some amount of risk
to your switch. Avaya recommends that you execute the verbose command during a
maintenance window only.
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Table 16: show debug generic verbose commands

Command Definition For best
results

sysCliShowPerf ;
netStackSysPool
Show

Displays system performance parameters like CPU/SF/
Buffer utilizations and DRAM info; displays memory
buffer information.

execute twice

fbufDump Displays statistics about all queues. execute once

cppQShow Displays CPP queue statistics. execute once

hwDumpAll Dumps most of the hardware records. execute once

Using the show debug platform command
Use the show debug platform [verbose] command for debugging purposes only. Enter
this one command to show the output of the following commands:

Command Definition
framework_dump Displays information about the registered

entities.

fm_mem_show Displays information about the framework
memory manager block array.

dumpPcapFrame Displays PCAP output but only on the slave
shell, not on the master.

portRemoteMirrorTblDump Displays information about the remote
mirroring port table

Using the show debug bridging command
Use the show debug bridging <value> command for debugging bridging problems only.
To use this command, you must enter one of the following subgroup parameters:

eap high-port <value> [low-port <value>]
mlt vlan <value>[low-mlt <value>] [high-mlt <value>] [low-port
<value>] [high-port <value>]

• low-mlt <value> = mlt id {1..128}
• high-mlt <value> = mlt id {1..128}
• low-port <value> = portnumber {slot/port[-slot/port][,...]}
• high-port <value> = portnumber {slot/port[-slot/port][,...]}
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port port <value>
slpp vlan <value> [port <value>]
stp port <value> mlt <value> stg <value>
vlan vlan-id <value>

Using the show debug multicast command
Use the show debug multicast <value> command to debug multicast problems only.
To use this command, you must enter one of the following subgroup parameters:

• mgid-pep vrfid <value> verbose <value>
• igmp vrfid <value>
• ipmc vrfid <value> print <value>
• pgm
• pim vrfid <value> src-addr <value> grp-addr <value>

 Important:

PIM has another debugging command called config ip pim debug-pimmsg. For
more information, see Using PIM debugging commands on page 143.

show debug ip pim command
Use the show debug ip pim [vrf <value>] [vrfids <value>] command for
debugging PIM problems only. The following shows sample output of this command, which is
the same as debug ip pim. For more information, see Using PIM debugging commands on
page 232.
ERS-8610:5#show debug ip pim
***********************************************************************
Command Execution Time: SUN AUG 29 10:56:34 2010 UTC
***********************************************************************
        PIM configuration - GlobalRouter
        -------------------------------------
                      assert : false
                      bstrap : false
                       group : 0.0.0.0
                       hello : false
                   joinprune : false
                   pimdbglog : false
                    register : false
                     regstop : false
                      rp-adv : false
                        send : false
                         rcv : false
                      source : 0.0.0.0
        CLI session configuration
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        -------------------------
                 pimdbgtrace : false

Using the show debug routing command
Use the show debug routing <value> command to debug routing problems only. To use
this command, you must enter one of the following subgroup parameters:

• bgp
• filter-dump port <value>
• ip-filter filter-id <value> port <value> dest-ip <value>
• ip-module dest-ip <value> masklen <value>
• mpls
• ospf vrfid <value> dest-ip <value>
• rcip vrfid <value> arp-mode <value>
• rip vrfid <value>
• rtm clear <value>
• vrrp verbose <value>

Collecting Key Health Indicator (KHI) information
The Key Health Indicators (KHI) feature of the Avaya Ethernet Routing Switch 8800/8600
provides a subset of health information that allows for quick assessment of the overall
operational state of the device.

 Note:
The KHI feature is not intended to provide a comprehensive debugging solution. Instead,
KHI identifies key information that could lead Avaya support personnel towards discovery
of a specific failure. After the technician assesses the KHI information, further debugging is
required to determine the specific reason for the fault.

Avaya recommends that you capture KHI information during normal operations to provide a
baseline for Avaya support personnel when detecting fault situations.

KHI provides global health information for the switch, including:

• Chassis health indication
• CPU performance health indication
• Port state change indication
• Forwarding health indication

Collecting Key Health Indicator (KHI) information
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• IP interface configuration and operation information
• Protocol information
• Management information: Log, TCP, UDP and Users

The switch stores the information locally and displays the information as requested by the user
using show commands.

KHI supports multiple KHI types that track specific switch areas or subsystems. Each KHI type
keeps track of the last ten events for the specific subsystem (for example, protocol going down
or loss of connection) in a rolling history. KHI creates a reference point using a time stamp,
and then tracks events from that point forward. Clear commands are provided to reestablish
fresh timelines.

Generally, the KHI information allows you to track the source of a problem to a particular
subsystem. Once this determination is made, you can use specific statistics for that subsystem
(for example, OSPF-specific statistics and show commands) to further locate the source of the
issue.

To configure KHI, you can enable or disable the feature globally. In addition, you can enable
or disable some of the KHI types individually. This additional control is provided for KHI types
that have a greater impact on loaded systems.

The main configuration actions for KHI are:

• Enabling or disabling KHI (at global or feature-level)
• Displaying statistics
• Clearing statistics/history to establish a new timeline

Currently, EDM does not support KHI configuration.

The following sections describe the various KHI options.

Configuring global KHI
You can enable or disable KHI globally. In addition, the Avaya Ethernet Routing Switch
8800/8600 provides a global boot delay parameter for KHI.

If the system begins collecting statistics immediately at boot-up, the transitions that the system
initially experiences do not provide an appropriate baseline of normal operations against which
to compare. To provide a valid baseline, you can configure the boot-delay parameter to
specify how long the system can take to stabilize before KHI begins collecting statistics.

Use the following procedure to configure KHI at the global level.
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Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable KHI globally, enter:

[no] khi enable
2. To configure the boot delay, enter:

khi boot-delay <minutes>
3. To display high-level KHI information, enter:

show khi info
4. To clear all KHI statistics, enter:

clear khi all
5. To clear the KHI log, enter

clear khi log

Variable definitions

Variable Value
[no] Disables the specified KHI feature.

<minutes> Specifies the boot delay period, in minutes.

Configuring Management KHI
Management KHI tracks TCP connections, CLI users, and KHI log status.

To configure management KHI, use the following procedure.
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Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable KHI globally, enter:

[no] khi enable
2. To enable the management KHI feature, enter:

[no] khi mgmt
3. To display the management KHI information, enter:

show khi mgmt [all] [history]

Variable definitions

Variable Value
[no] Disables the specified KHI feature.

[all] Displays all management KHI information,
including the event history.

[history] Displays the event history (max 10).

Configuring Chassis KHI
Chassis KHI displays the chassis key health indicators, such as temperature, fans, power
supply, slots and CPU state.

To configure chassis KHI, use the following procedure.
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Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable KHI globally, enter:

[no] khi enable
2. To enable chassis KHI, enter:

[no] khi chassis
3. To display chassis KHI information, enter:

show khi chassis [all] [history]
4. To clear chassis KHI statistics, enter:

clear khi chassis

 Important:
When the switch is running with a single SF/CPU and the HA flag is on, if you enter the
show khi chassis command, the standbyMezz state appears as unsupported
yellow . The state shows unsupported because this is not a supported configuration, and
yellow because the configuration does not cause an outage.

Variable definitions

Variable Value
[no] Disables the specified KHI feature.

[all] Displays all chassis KHI information,
including the event history.

[history] Displays the event history (max 10).

Configuring Performance KHI
Performance KHI displays the performance key health indicators, such as utilization status for
CPU and switch fabric.
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To configure performance KHI, use the following procedure.

Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable KHI globally, enter:

[no] khi enable
2. To enable performance KHI, enter:

[no] khi performance
3. To display performance KHI information, enter:

show khi performance [all] [history]
4. To clear performance KHI statistics, enter:

clear khi performance

Variable definitions

Variable Value
[no] Disables the specified KHI feature.

[all] Displays all performance KHI information,
including the event history.

[history] Displays the event history (max 10).

Configuring Protocol KHI
Protocol KHI tracks the health of the following protocols:

• OSPF
• BGP
• IST/SMLT
• PIM
• IGMP
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• VLACP
• RTM and FDB table statistics

Protocol KHI also provides statistics and historical data for protocol and neighbor state
transitions. It also allows for the establishment of reference timestamps and reference data to
track protocol health in the network. It supports VRFs.

Every protocol has a large number of parameters that can be tracked, but only the key
parameters are tracked by the KHI. Protocol information is collected and displayed on-demand,
creating minimal overhead. The information is not stored in any separate database (except
reference data), so that memory utilization is also minimal.

To ensure the validity of the KHI information, ensure that it is in sync with the output from the
protocol show commands, and verify that the timestamps are relevant.

To configure protocol KHI, use the following procedure.

Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable protocol KHI, enable the KHI feature globally by entering:

[no] khi enable
2. To display the protocol KHI information, enter:

show khi protocol-stats [history] [vrf <vrfName>]

 Important:
When you display IST/SMLT information, the information (especially the SMLT
table) is computed on demand. Carefully consider the frequency of issuing the
show khi protocol-stats when the setup is a large IST/SMLT setup. Avaya
recommends issuing the command when the network has stabilized.

3. To clear the protocol KHI statistics, enter:

clear khi protocol
Use the clear command when the network is stable, to provide a good reference
point for the number of routes and neighbors
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Variable definitions

Variable Value
[no] Disables the specified KHI feature.

[history] Displays the event history (max 10).

[vrf <vrfName>] Displays VRF-specific data.

Configuring Forwarding KHI
Forwarding KHI tracks the following on each chassis slot:

• Asic Resets
• RSP State Error Events
• RSP Stats Error Events
• F2X (F2I, F2E) Error Events

In addition, it also provides a history of the last 10 Forwarding KHI events.

The current status for each slot under Forwarding KHI is collected every 2 minutes and
indicates the health status of the slot within the previous 2 minutes.

Asic/RSP/F2X health information is monitored every 30 seconds and the information is
maintained on the line card.

Forwarding KHI information on the CP is collected every 2 minutes. Collection of this
information can have an impact when the system is busy.

The first time a particular forwarding error event occurs, it is reported as a KHI Warning
message and also logged in the Forwarding KHI Historical Data. All subsequent error events
of the same type and on the same slot-lane are not reported until a clear operation is
performed.

The memory used for Forwarding KHI information is minimal, however, collection of
Forwarding KHI information can have an impact when the system is busy. Avaya recommends
to enable Forwarding KHI when the System has stabilized.

To ensure the validity of the KHI information, verify that the timestamps are relevant.

Forwarding KHI monitoring involves reading some registers that are clear-on-read operation.
As such, debug commands that dump these registers cannot be used while Forwarding KHI
is enabled.

To configure Forwarding KHI, use the following procedure.
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Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable the KHI feature globally, enter:

[no] khi enable
2. To enable the forwarding KHI feature, enter:

[no] khi forwarding
3. To display the forwarding KHI information, enter:

show khi forwarding [<all|asic|current-status|f2x|history|
rsp-state|rsp-stats>] [slot <value>]

4. To clear the forwarding KHI statistics, enter:

clear khi forwarding
Clear command allows to establish last clear timestamps.

Variable definitions

Variable Value
[no] Disables the specified KHI feature.

all Displays all forwarding KHI information.

asic Displays ASIC health information.

current-status Displays the current status of forwarding by
slot.

f2x Displays F2X health information.

history Displays the event history (max 10).

rsp-state Displays ingress and egress RSP state
information.

rsp-stats Displays ingress and egress RSP statistics.

[slot <value>] Displays information for a specific slot.
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Configuring IP interface KHI
IP Interface KHI provides the total configured and total operational IP interface count. It also
provides a history of the last 10 IP Interface Up/Down events. As the memory used for IP
Interface KHI information is minimal, it has minimal impact on the system.

The IP Interface Count is calculated when the show command is executed. The KHI uses the
existing IP Interface Up/Down state transition to keep track of the IP Interface Operational
Count and also to maintain the historical data.

The clear command allows you to establish a reference count and last clear timestamps.

To ensure the validity of the KHI information, ensure that it is in sync with the output from the
IP interface show commands, and verify that the timestamps are relevant.

To configure IP Interface KHI, use the following procedure.

Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable the IP interface KHI feature, enable KHI globally by entering:

[no] khi enable
2. To display the IP interface KHI information, enter:

show khi ip-interface
3. To clear the IP interface KHI statistics, enter:

clear khi ip

Variable definitions

Variable Value
[no] Disables the specified KHI feature.
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Configuring Port KHI
Port KHI tracks the following information:

• Overall system statistics (unicast, multicast and broadcast Rx, Tx packets) for the
preceding 2 minutes

• Port Up/Down Events
• SMLT Port Up/Down Events
• IST Port Up/Down Events
• Port Errors

It also provides a history of the last 10 Port KHI events.

The Current Up/Down ports list is collected when the show command is executed. The system
statistics under Port KHI are collected every 2 minutes and indicate the total packets (Unicast/
Multicast/Broadcast) received/transmitted within the previous 2 minutes. When a clear
operation is performed, the operationally UP ports are stored as a reference, and the current
status for Port KHI is marked as Yellow if any of those ports go down.

The first time a particular port error occurs, it is reported as a KHI Warning message and also
logged under the Port KHI historical data. All subsequent port errors of the same type and on
the same port are not reported until a clear operation is performed.

To ensure the validity of the KHI information, ensure that it is in sync with the output from the
port show commands, and verify that the timestamps are relevant. There may be a slight delay
in the KHI output if shown concurrently with port show commands, as KHI polls line cards
consecutively, which can introduce a delay in the output for the first cards polled.

While the memory used for Port KHI is minimal, collecting system statistics when a system is
busy can have a system impact.

Avaya recommends to enable Port KHI when a system has stabilized.

The clear command allows you to establish a reference list of UP Ports and to establish the
last clear timestamps. It also clears any existing port error information.

To provide a useful reference point for the UP Ports list, use the clear command when the
network is stable.

To configure Port KHI, use the following procedure.
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Prerequisites

• Log on to Global Configuration mode.

Procedure steps

1. To enable KHI globally, enter:

[no] khi enable
2. To enable port KHI, enter:

[no] khi port
3. To display the port KHI information, enter:

show khi port [<all|errors|history|state|system-stats>]

4. To clear the port KHI statistics, enter:

clear khi port

Variable definitions

Variable Value
[no] Disables the specified KHI feature.

all Displays all port KHI information.

errors Displays port errors.

history Displays the event history (max 10).

state Displays port state (up, down, and health),
including the port state for SMLT and IST
ports.

system-stats Displays system port statistics for unicast,
multicast, and broadcast packets.
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Enabling and disabling the Route Switch Processor Packet
Tracing

Configure the Route Switch Processor (RSP) Packet Tracing to observe the behavior of the
RSP on each R and RS/8800 module. The RSP is the programmable Application Specific
Integrated Circuit (ASIC) that controls the ports and traffic flow.

Prerequisites

• Log on to Global Configuration mode.

Procedure steps

 Important:
The ACLI command accepts only a single port.

1. Enable the RSP ingress Packet Tracing by using the following command:

rsp-trace ingress-pkt-trace <slot/port> enable [<interval-
value>]
OR

Enable the RSP egress Packet Tracing by using the following command:

rsp-trace egress-pkt-trace <slot/port> enable [<interval-
value>]

 Note:
If you use the egress-packet-trace feature on a BEB switch interface that
is not SPBM enabled, the MAC-in-MAC header appears in the trace because the
packet was captured prior to the egress RSP stripping off the MAC-in-MAC
header.

2. Confirm the configuration by using the following command:

show rsp-trace
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 Note:
Only the ports in lanes on which the trace is enabled are displayed

3. Disable the RSP ingress Packet Tracing by using the following command:

no rsp-trace ingress-pkt-trace <slot/port> enable
OR

Disable the RSP egress Packet Tracing by using the following command:

no rsp-trace egress-pkt-trace <slot/port> enable

Variable definitions
The following table describes variables that you enter in the rsp-trace ingress-pkt-
trace or the config rsp-trace egress-pkt-trace command.

Variable Value
<slot/port> Specifies the port on which to enable Packet

Tracing.

 Important:
Although you specify only one port, the
Packet Tracing is enabled on all ports in
that lane. The info command displays all
ports in that lane so that you do not enable
Packet Tracing on the same RSP through
a different port.

enable Enables the state of the ingress or egress
Packet Tracing. By default the trace is
enabled for 1 second. After 1 second, the
trace is disabled internally. An optional
parameter, interval, is provided to keep the
trace enabled for the desired number of
seconds.

 Important:
RSP Packet Tracing displays only the last
1024 packets captured.

[<interval-value>] Indicates the time interval for which the
Packet Tracing is to remain enabled.
<interval-value> specifies a value of
1, 10, 30 60, 120, or 300 seconds. The
default value is 1 second.
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Variable Value
The interval is an optional parameter. If you
do not configure the interval, the default
value is 1 second. If you do configure it, the
time interval changes immediately. On all
subsequent occasions when you enable rsp-
trace, if you do not specify a new interval
value, it is set to the previously set interval
value. This eliminates the need to change the
configuration every time you use this
command.

no Disables ingress or egress Packet Tracing.

Job aid
The following table describes the fields for the show rsp-trace command.

Field Description
ingress-pkt-trace:/egress-pkt-trace: Specifies the Packet Tracing as ingress or

egress.

port Specifies all the ports in the lane on which
the trace is enabled.

 Important:
After the trace is disabled internally (when
the interval timer expires), the ports are
not displayed in the output of the config
rsp-trace info command.

state Specifies whether Packet Tracing is
enabled.

interval Specifies the interval in seconds for which
the Packet Tracing is enabled.

Dumping RSP Packet Tracing
Dump the RSP Packet Tracing to display the ingress and egress RSP Tracing information that
is collected by enabling the tracing.

Dumping RSP Packet Tracing
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Prerequisites

• Log on to Global Configuration mode.

Procedure steps

 Important:
The CLI command accepts only a single port.

 Important:
RSP Packet Tracing displays only the last 1024 packets captured.

1. Display the specific egress RSP packet by using the following command:

dump rsp-trace egress-display-pkt <slot/port> <pkt-id>
OR

Display the specific ingress RSP packet by using the following command:

dump rsp-trace ingress-display-pkt port <slot/port> <pkt-id>
2. Display the ingress Packet Tracing by using the following command:

dump rsp-trace ingress-pkt-trace <slot/port> [<start-pkt>
<end-pkt>]
OR

Display the egress Packet Tracing by using the following command:

dump rsp-trace egress-pkt-trace <slot/port> [<start-pkt>
<end-pkt>]

Variable definitions
Use the information in the following table to help you complete the preceding procedure
steps.

Variable Value
<slot/port> Specifies a port in the lane for which to

display the trace.
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Variable Value
<pkt-id> Specifies the ID as an integer of the packet

to display.
value specifies the packet ID as an integer in
the range of 1–1024.

<start-pkt> Specifies the packet ID of the first packet to
display as an integer in the range of 1–
1024.

<end-pkt> Specifies the packet ID of the last packet to
display as an integer in the range of 1–
1024.

Dumping specified ERCD records
Dump a specified Enterprise RSP Control Driver (ERCD) record to view that record.

Prerequisites

• Log on to Global Configuration mode.

Procedure steps

 Important:
The CLI command accepts only a single port.

Dump ERCD records:

dump ercdRecord {arp <slot> | ip <slot>| ip_subnet <slot/port>|
mac <slot> | mac_vlan <slot/port> | mgid <slot> | protocol
<slot/port> | vlan <slot/port>} [verbose <value>]

Variable definitions
The following table describes the variables that you use with the dump ercdRecord
command.
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Variable Value
arp Specifies ARP ERCD records.

ip Specifies IP ERCD records.

ip-subnet Specifies IP subnet ERCD records.

mac Specifies MAC ERCD records. Displays the
learned MAC entries for the specified port
that are present on the COP and the
corresponding VLAN record of the port to
check if the MAC entry learned against one
port is downloaded properly to all available
slots.

mac_vlan Specifies MAC VLAN ERCD records.

mgid Specifies MGID ERCD records.

protocol Specifies protocol ERCD records.

vlan Specifies VLAN ERCD records. Displays the
VLANs to which this port belongs and the
corresponding ingress VLAN records of this
port.

<slot> Specifies the slot number to which you send
the query.

<slot/port> Specifies the port number {slot/port} for
which you get the records.

[verbose <value>] Specifies an expanded display. value is in
the range of 0–3.

Using PIM debugging commands
Use PIM traces to aid in PIM troubleshooting.

Prerequisites
Access Global Configuration mode.

Procedure steps

1. Start debug trace message output.
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debug ip pim pimdbgtrace
2. Stop debug trace message output.

no debug ip pim pimdbgtrace
3. Display trace messages forwarded by the switch.

debug ip pim send
4. Display trace messages received by the switch.

debug ip pim rcv-dbg-trace
5. Display Hello messages forwarded and received by the switch.

debug ip pim hello
6. Display and log debug trace messages.

debug ip pim pimdbglog
7. Disable previously enabled register messages.

debug ip pim register
8. Display debug trace messages from a specific interface.

debug ip pim source <A.B.C.D>

Variable definitions
Use the information in the following table to use the debug ip pim commands.

Variable Value
assert Displays the assert debug traces.

bstrap Displays bootstrap debug traces.

group <A.B.C.D> Displays debug traces from a specific group IP
address.

hello Displays hello debug traces.

joinprune Displays join/prune debug traces.

pimdbglog Enables or disables whether the switch logs debug
traces.

pimdbgtrace Enables or disables PIM debug traces.

rcv-dbg-trace Displays trace messages received by the switch.

register Displays register debug traces.

regstop Displays register stop debug traces.
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Variable Value
rp-adv Displays RP advertisement debug traces.

send Displays trace messages forwarded by the switch.

source <A.B.C.D> Displays debug traces from a specific source IP
address.

Using BGP debugging commands
Use global and peers debug commands to display specific debug messages for your global
and peers BGP configuration, including the BGP neighbors.

You can use these commands to troubleshoot your BGP configuration.

For debug tips and mask information, see Job aid on page 145.

Prerequisites
Access BGP Router Configuration mode.

Procedure steps

1. To display specific debug messages for your global BGP configuration, enter the
following command:

global-debug mask <WORD 1-100>
To remove specific debug messages use no global-debug mask <WORD
1-100>.

2. Display specific debug messages for your global BGP neighbors using the following
command:

neighbor-debug-all mask <WORD 1-100>
To remove specific debug messages use no neighbor-debug-all mask
<WORD 1-100>.

3. Display specific debug messages for BGP peers or peer groups using the following
command:

neighbor <nbr_ipaddr|peer-group-name> neighbor-debug mask
<WORD 1-100>

4. You can also run BGP trace using the following command:
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trace level 52 3

Variable definitions
Use the information in the following table to use the debug commands.

Variable Value
<nbr_ipaddr|peer-group-name> Specifies the peer IP address or the peer group

name.

mask <WORD 1-100> Specifies one or more mask choices that you enter,
separated by commas with no space between
choices. For example: [<mask>,<mask>,<mask>...].
Options include: none, all, error, packet, event, trace,
warning, state, init, filter, update.

Using SPBM debugging commands
Use the SPBM debug commands to display specific debug messages for your Shortest Path
Bridging (SPB) configuration. You can use these commands to troubleshoot your SPB
configuration.

SPBM debugging is done through Connectivity Fault Manager (CFM). For information about
using CFM, see Avaya Ethernet Routing Switch 8600/8800 Configuration—Shortest Path
Bridging MAC (SPBM), NN46205–525.

Prerequisites

• Access Privileged EXEC Mode.

Procedure steps

1. Display specific debug messages for your SPB IS-IS configuration using the
following commands:
config ip spbm isis recompute-fib 
config ip spbm isis recompute-fib-download 

2. Display specific debug messages for your SPB Layer 2 VPN configuration using
the following commands:
config ip spbm l2vpn action-call index <value>
config ip spbm l2vpn event-notify event <value>
config ip spbm l2vpn fib-update
config ip spbm l2vpn fib-update-cvlan c-vid <value>

Variable definitions
Use the information in the following table to use the debug spbm commands.
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Variable Value
isis recompute-fib Forces the switch to recompute the FIB.

isis recompute-fib-download Forces the switch to recompute the FIB and download
it.

l2vpn action-call index <value> Calls the internal function specified with the index
value.

l2vpn event-notify event <value> This debug function is used to trigger a event to the
internal l2vpn FSM.

l2vpn fib-update Forces the switch to update the FIB.

l2vpn fib-update-cvlan c-vid
<value>

Forces the switch to update the FIB for the C-VLAN
specified in <value>.

Port mirroring configuration
Use port mirroring to aid in diagnostic and security operations.

Port mirroring configuration navigation

• Roadmap of port mirroring ACLI commands on page 236
• Configuring port mirroring on page 237
• Configuring global mirroring actions with an ACL on page 240
• Configuring ACE debug actions to mirror on page 241

Roadmap of port mirroring ACLI commands
The following roadmap lists some of the ACLI commands and their parameters that you can
use to complete the procedures in this section.

Command Parameter
Privileged EXEC mode

show filter acl debug
[<1-4096>] [<1-1000>]
show mirror-by-port
Global Configuration mode
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Command Parameter
filter acl ace debug
<1-4096> <1-1000>

copy-to-primary-cp enable
copy-to-secondary-cp enable
count enable
mirror enable
monitor-dst-mlt <1-256>
monitor-dst-ports <portList>
monitor-dst-vlan <0-4094>

filter acl set <1-4096> global-action <count|count-
ipfix|ipfix|mirror|mirror-count|
mirror-count-ipfix|mirror-ipfix>

mirror-by-port <1-383> enable
in-port <portList> {monitor-mlt
<1-256>|monitor-vlan <0-4094>|
out-port <portList>}
mode <tx|rx|both|rxFilter|
txFilter|bothFilter>
remote-mirror-vlan-id <0-4094>

mirror-by-port mirror-port
<1-383> <portList>
mirror-by-port monitor-mlt
<1-383> <1-256>
mirror-by-port monitor-
port <1-383> <portList>
mirror-by-port monitor-
vlan <1-383> <0-4094>

Configuring port mirroring
Use port mirroring to aid in diagnostic and security operations.

Connect the sniffer (or other traffic analyzer) to the output port you specify with out-port
<portList>.
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Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Create a port mirroring instance:

mirror-by-port <1-383> in-port <portList> {monitor-mlt
<1-256>|monitor-vlan <0-4094>|out-port <portList>}
<1-383> specifies the mirror-by-port entry ID in the range of 1 to 383.

2. Configure the mode:

mirror-by-port <1-383> mode <tx|rx|both|rxFilter|txFilter|
bothFilter>

3. Enable the mirroring instance:

mirror-by-port <1-383> enable
4. Modify existing mirroring entries as required:

mirror-by-port mirror-port <1-383> <portList>
mirror-by-port monitor-mlt <1-383> <1-256>
mirror-by-port monitor-port <1-383> <portList>
mirror-by-port monitor-vlan <1-383> <0-4094>

5. Ensure that your configuration is correct by using the following command:

show mirror-by-port

Variable definitions

Use the information in the following table to help you use the mirror-by-port <1-383>
command.

Variable Value
in-port <portList>
{monitor-mlt <1-256>|
monitor-vlan <0-4094>| out-
port <portList>}

Creates a new mirror-by-port table entry.

• in-port <portList> specifies the
mirrored port.

• monitor-mlt <1-256> specifies the
mirroring MLT ID from 1 to 256.
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Variable Value

• monitor-vlan <0-4094> specifies the
mirroring VLAN ID from 0 to 4094.

• out-port <portList> specifies the
mirroring port.

enable Enables or disables a mirroring instance already
created in the mirror-by-port table.

mode <tx|rx|both|rxFilter|
txFilter|bothFilter>

Sets the mirroring mode. The default is rx.

• tx mirrors egress packets.

• rx mirrors ingress packets.

• both mirrors both egress and ingress packets.

• rxFilter mirrors and filters ingress packets. If
you use the rxFilter option with an R series
module, you must use an ACL-based filter.

• txFilter mirrors and filters egress packets.

• bothFilter mirrors and filters both egress and
ingress packets.

remote-mirror-vlan-id
<0-4094>

Sets the remote mirror VLAN ID.

Use the information in the following table to help you use the mirror-by-port command.

Variable Value
mirror-port <1-383>
<portList>

Modifies the mirrored port.

monitor-mlt <1-383>
<1-256>

Modifies the monitoring MLT; <1-256>
specifies the mirroring MLT ID.

monitor-port <1-383>
<portList>

Modifies the monitoring ports.

monitor-vlan <1-383>
<0-4094>

Modifies the monitoring VLAN.

Example of a simple mirroring configuration

Procedure steps

1. Create the port mirroring instance. Traffic passing port 7/1 is mirrored to port 7/2:

mirror-by-port 3 in-port 7/1 out-port 7/2
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The analyzer is connected to port 7/2.
2. Mirror both ingress and egress traffic passing through port 7/1:

mirror-by-port 3 mode both
3. Enable mirroring for the instance:

mirror-by-port 3 enable

Configuring global mirroring actions with an ACL
Configure the global action to mirror to mirror packets that match an ACE.

Prerequisites

• The ACL exists.
• Enter Global Configuration mode.

Procedure steps

To set the global action for an ACL, use the following command:

filter acl set <1-4096> global-action <count|count-ipfix|ipfix|
mirror|mirror-count|mirror-count-ipfix|mirror-ipfix>
<1-4096> specifies an ACL ID from 1 to 4096.

Variable definitions

Use the information in the following table to help you use the filter acl set <1-4096>
commands.

Variable Value
global-action
<count|count-ipfix|
ipfix|mirror|
mirror-count|
mirror-count-ipfix|
mirror-ipfix>

Specifies the global action to take for matching ACEs:
mirror, count, mirror-count, ipfix, mirror-ipfix, count-ipfix, or
mirror-count-ipfix.
If you enable mirroring, ensure you specify the source and/
or destination mirroring ports:

• For R modules in Tx modes: use mirror-by-port
commands to specify mirroring ports.

• For R and RS/8800 modules in Rx modes: use the
filter acl ace debug commands to specify
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Variable Value

mirroring ports. See Configuring ACE debug actions to
mirror on page 241.

Configuring ACE debug actions to mirror
Use debug actions to use filters for troubleshooting or monitoring procedures.

If you use the mirror action, ensure that you specify the mirroring destination: MLTs, ports, or
VLANs.

Prerequisites

• The ACE exists.
• Enter Global Configuration mode.

Procedure steps

1. Configure debug actions for an ACE using the following command:

filter acl ace debug <1-4096> <1-1000> [mirror enable]
[monitor-dst-ports <portList>] [monitor-dst-vlan <0-4094>]
[monitor-dst-mlt <1-256>]
<1-4096> specifies the ACL ID from 1 to 4096; <1-1000> specifies the ACE ID
from 1 to 1000.

2. Ensure the configuration is correct:

show filter acl debug [<1-4096>] [<1-1000>]

Variable definitions

Use the information in the following table to help you use the filter acl ace debug
<1-4096> <1-1000> commands.

Variable Value
copy-to-primary-cp
enable

Enables the ability to copy matching packets to the primary
(Master) CPU.

copy-to-secondary-cp
enable

Enables the ability to copy matching packets to the
Secondary CPU.
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Variable Value
count enable Enables the ability to count matching packets.

mirror enable Enables mirroring.
If you enable mirroring, ensure that you configure the
appropriate parameters:

• For R and RS/8800 modules in Rx mode: monitor-
dst-ports, monitor-dst-vlan, or monitor-
dst-mlt.

• For R modules in Tx mode: use themirror-by-
port commands to specify the mirroring source/
destination.

monitor-dst-ports
<portList>

Configures mirroring to a destination port or ports.

monitor-dst-mlt
<1-256>

Configures mirroring to a destination MLT group.

monitor-dst-vlan
<0-4094>

Configures mirroring to a destination VLAN.

Configuring remote mirroring
Use remote mirroring to monitor many ports from different switches using one network probe
device.

Prerequisites
• Access Interface Configuration mode.

Procedure steps
1. Configure remote mirroring using the following command:

remote-mirroring [enable] [mode <source|termination>]
[srcMac <0x00:0x00:0x00:0x00:0x00:0x00>] [dstMac
<0x00:0x00:0x00:0x00:0x00:0x00>] [ether-type <0x00-0xffff>]
[vlan-id <1-4094>]

2. Ensure that the remote mirroring configuration is correct:

show remote-mirroring interfaces <fastEthernet|
gigabitEthernet> [enable] [mode <source|termination>]
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[srcMac <0x00:0x00:0x00:0x00:0x00:0x00>] [dstMac
<0x00:0x00:0x00:0x00:0x00:0x00>] [ether-type <0x00-0xffff>]
[vlan-id <1-4094>]

Variable definitions
Use the information in the following table to use the remote-mirroring command.

Variable Value
dstMac
<0x00:0x00:0x00:0x00:0x00:0
x00>

Sets the destination MAC address for use in the
remote mirroring encapsulation header. The
mirrored packet is sent to this MAC address. The
DstMac is used only for RMS ports.
For RMT ports, one of the unused MAC
addresses from the switch port MAC address
range is used. This MAC address is saved in the
configuration file.

enable Enables remote mirroring on the port. When
remote mirroring is enabled, the following events
occur:

• A static entry for the DstMac is added to the
Forwarding Database (FDB). All packets that
come with this remote mirroring DstMac are
sent to the RMT port.

• The switch periodically (once in 10 seconds)
transmits broadcast Layer 2 packets in the
associated VLAN so that all nodes in the
network can learn the DstMac.

ether-type <0x00-0xffff> Specifies the Ethertype of the remote mirrored
packet. The default value is 0x8103.

mode <source|termination> Specifies whether the port is an RMT (mode is
termination) or an RMS (mode is source).

srcMac
<0x00:0x00:0x00:0x00:0x00:0
x00>

Sets the source MAC address for use in the
remote mirroring encapsulation header. The
mirrored packet is sent from the RMS port, and
the source MAC parameter in the header is
derived from this address. The source MAC
address of the encapsulated frame contains the
first 45 bits of this MAC address. The three least
significant bits are derived from the port number
of the RMS port. The MAC address of the port is
used as the default value.

vlan-id <1-4094> Specifies to which VLAN the remote mirroring
destination MAC address belongs. This must be
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Variable Value
a port-based VLAN. Used only for Remote
Mirroring Termination (RMT) ports. When the
RMT port is removed from the last VLAN in the
list, RMT is disabled on the port.

PCAP configuration
Use the Packet Capture Tool to aid in troubleshooting procedures. An active Secondary CPU
is required.

PCAP configuration navigation

• Roadmap of PCAP ACLI commands on page 244
• Accessing the Secondary CPU on page 246
• Configuring PCAP global parameters on page 246
• Enabling PCAP on a port on page 248
• Configuring PCAP capture filters on page 249
• Configuring VLAN MAC filters for PCAP on page 252
• Using the captured packet dump on page 253
• Copying captured packets to a remote machine on page 254
• Resetting the PCAP DRAM buffer on page 255
• Modifying PCAP parameters on page 255

Roadmap of PCAP ACLI commands
The following table lists the commands and their parameters that you use to perform the
procedures in this section.

Command Parameter
Privileged EXEC mode

show pcap <cr>
capture-filter [id <1-1000>]
dump
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Command Parameter
port
stats

Global Configuration mode

pcap auto-save [file-name <WORD 1-40>]
[pcmcia] [network] [ip <A.B.C.D>]
buffer-size <2-420>
buffer-wrap
enable
fragment-size <64-9600>
pcmcia-wrap
reset-stat

pcap capture-filter
<1-1000>

<cr>
action <capture|drop|trigger-on|
trigger-off>
dscp <0-63> [<0-63>] [match-zero]
dstip <A.B.C.D> [<A.B.C.D>]
dstmac
<0x00:0x00:0x00:0x00:0x00:0x00>
[<1-6>]
enable
ether-type <0x0-0xffff>
[<0x0-0xffff>]
packet-count <0-65535>
pbits <0-7> [<0-7>] [match-zero]
protocol-type <0-255> [<0-255>]
refresh-timer <WORD 1-7>
srcip <A.B.C.D> [<A.B.C.D>]
srcmac
<0x00:0x00:0x00:0x00:0x00:0x00>
[<1-6>]
tcp-port <0-65535> [<0-65535>]
timer <WORD 1-7>
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Command Parameter
udp-port <0-65535> [<0-65535>]
user-defined <0-9600> <WORD 0-50>
vid <0-4092> [<0-4092>]

vlan mac-address-
filter <1-4094> pcap
<0x00:0x00:0x00:0x00:
0x00:0x00> [enable]
Interface Configuration mode

pcap <1-1000>
acl-filter <1-4096>
enable [mode <tx|rx|both|rxFilter|
txFilter|bothFilter>]

Accessing the Secondary CPU
The PCAP engine is the Secondary CPU. You can gain access to the PCAP engine through
a direct console or modem connection to the secondary CPU, or by using a peer telnet session
from the primary CPU. A connection is made to the secondary CPU, which then prompts for
the login and password.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. Log on to the Primary CPU.
2. Access the Secondary CPU by entering the following command:

peer telnet

Configuring PCAP global parameters
Configure PCAP globally to define how PCAP operates on the Avaya Ethernet Routing Switch
8800/8600.
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Prerequisites

• The Secondary SF/CPU is installed and active.
• If saving to external memory, a PCMCIA card (or external flash on the 8895 SF/CPU) is

installed.
• Access Global Configuration mode.

Procedure steps

1. Enable PCAP using the following command:

pcap enable
2. Use the following variable definitions table to configure other parameters as

required.

3. Ensure the configuration is correct:

show pcap

Variable definitions

Use the information in the following table to complete the pcap command.

Variable Value
auto-save [file-name
<WORD 1-40>] [pcmcia]
[network] [ip
<A.B.C.D>]

Enables or disables auto-save. When enabled, saves
the captured frames into the device specified and
continues to capture frames. The default is enable. If this
option is disabled, packets are stored in the DRAM buffer
only.
file-name <WORD 1-40> is the name of the file
where captured frames are saved.
pcmcia sets the device to PCMCIA.
network sets the device to network.
ip <A.B.C.D> is the IP address used. This is used
only if the device is network.

buffer-size <2-420> Specifies the size of the buffer allocated for storing data.
A Mezz SF/CPU can use up to 420 MB. The default is
32 MB.

buffer-wrap Enables buffer wrapping. When this parameter is set to
true and the buffer becomes full, the capture continues
by wrapping the buffer. If this parameter is set to false
and the buffer becomes full, the packet capture stops.
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Variable Value
The default value is true. A log message is generated
when the buffer is wrapped.

enable Enables PCAP globally. The default is disabled. To
disable PCAP, use the no pcap enable command.

fragment-size
<64-9600>

Specifies the number of bytes from each frame to
capture. The default is the first 64 bytes of each frame.

pcmcia-wrap Enables PCMCIA wrapping. When this parameter is set
to true and the autosave device is PCMCIA, this causes
an overwrite of the present file on the PCMCIA (or
external flash) during an autosave. If this parameter is
set to false, the present file is not overwritten. A log is
generated when the file is overwritten on the PCMCIA
(or external flash).

reset-stat This command resets the PCAP engine DRAM buffer, as
well as all software counters used for PCAP statistics.
This command can be executed in the Primary or
Secondary SF/CPU.

Enabling PCAP on a port
Configure PCAP on a port so that the port supports PCAP, and to apply filters to the captured
data. You can apply IP- or Access Control List (ACL)-based filters.

Prerequisites

• If required, IP filters exist.
• If required, ACLs with a global action of mirror exist.
• Access Global Configuration mode.

Procedure steps

1. Apply filter sets or ACLs to captured packets:

pcap <1-1000>
pcap acl-filter <1-4096>

2. To enable PCAP on Ethernet ports, use the following command:
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pcap enable [mode {tx|rx|both|rxFilter|txFilter|bothFilter}]
3. Ensure PCAP is correctly configured:

show pcap port

Variable definitions

Use the information in the following table to complete the pcap command.

Variable Value
<1-1000> Adds an IP filter set (Global or Source Destination) to a

port. <1-1000> specifies the filter set. The IP filter set
must already exist. Filter Global Set ID values are in the
range of 1 to 100 and Source/Destination sets are in the
range of 300 to 1000.
Adding a filter set causes the following to happen:

• Creates an IP traffic filter for a port if one does not
already exist; otherwise, disables the IP traffic filter.

• Adds the IP traffic filter set to the port.

• Sets the mirror bit for all the filters in the set.

• Restores the default-action of the port. If default-action
was not set, set to forwarding.

• Enables the traffic filter on the port.

acl-filter <1-4096> Applies an ACL to captured packets. The ACL ID can be
from 1 to 4096.

enable [mode <tx|rx|
both| rxFilter|
txFilter|
bothFilter>]

Enables or disables PCAP on the port. The default PCAP
mode captures ingress packets (rx mode).
If PCAP is enabled in filter mode, then only packets which
match the filter criteria are captured.

Configuring PCAP capture filters
Use capture filters to better define the match criteria used on packets.

Avaya highly recommends using PCAP with IP or MAC filters to reduce the load on the PCAP
engine.

To create a functional capture filter that captures specific packets, create two filters. Use one
filter to capture specific packets, and another filter to drop all other packets.
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Prerequisites

• Access Global Configuration mode.

Procedure steps

1. To create a capture filter, enter the following command:

pcap capture-filter <1-1000>
2. Configure the filter action:

pcap capture-filter <1-1000> action <capture|drop|trigger-
on|trigger-off>

3. Use the following variable definitions table to define the match parameters; for
example:

pcap capture-filter 1 dscp 60 to 63
4. Enable the filter:

pcap capture-filter <1-1000> enable
5. Ensure the configuration is correct:

show pcap capture-filter [<1-1000>]

Variable definitions

Use the information in the following table to help you use the pcap capture-filter
<1-1000> command.

Variable Value
<cr> Creates a new PCAP filter.

action <capture|drop|
trigger-on| trigger-
off>

Determines the action taken by the filter.

• capture indicates that the packet is captured.

• drop indicates that the packet is dropped.

• trigger-on indicates to start capturing the packet
when a packet matches this filter. PCAP is enabled
globally and the trigger filter is disabled.

• trigger-off indicates to stop capturing the packet
when a packet matches this filter. PCAP is disabled
globally and the trigger filter is disabled.
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Variable Value
dscp <0-63> [<0-63>]
[match-zero]

Specifies the DSCP value of the packet.
<0-63> is the DSCP from 0 to 63. The default is 0,
which means this option is disabled.
Use the second <0-63> to specify a range.
When match-zero is set, 0 is considered a valid
value. When it is not set, 0 is considered a disable
value.

dstip <A.B.C.D>
[<A.B.C.D>]

Specifies the destination IP address. The default is
0.0.0.0, which means this option is disabled.
Use the second <A.B.C.D> to specify a range.

dstmac
<0x00:0x00:0x00:0x00:
0x00:0x00> [<1-6>]

Specifies the MAC address of the destination. If the
mask is set, then only the first few bytes are compared.
<1-6> is the destination MAC address mask, and
specifies a range.

enable Enables the filter. The default is disable.

ether-type
<0x0-0xffff>
[<0x0-0xffff>]

Specifies the Ethernet type of the packet.
<Ethertype> is an Ether-type. The default is 0,
meaning that this option is disabled.
Use the second <0x0-0xffff> to specify a range.

packet-count <0-65535> When set, PCAP stops after capturing the specified
number of packets. This is similar to the refresh-timer
option; after it is invoked, the filter is disabled. This option
is active only when the action parameter is set to trigger-
on. The default value is 0, which means this option is
disabled.

pbits <0-7> [<0-7>]
[match-zero]

Specifies the priority bit of the packet.
The default is 0, which means this option is disabled.
Use the second <0-7> to specify a range.
When match-zero is set, 0 is considered a valid
value. When it is not set, 0 is considered a disable
value.

protocol-type <0-255>
[<0-255>]

Specifies the packet protocol type.
The default is 0, which means this option is disabled.
Use the second <0-255> to specify a range.

refresh-timer <WORD
1-7>

When set, this starts or resets a timer. If another packet
is not received within the specified time, PCAP is
disabled globally. This option is active only when the
action parameter is set to trigger-on. To delete this
option, set it to 0. The default value is 0.

srcip <A.B.C.D>
[<A.B.C.D>]

Specifies the source IP address.
The default is 0.0.0.0, which means this option is
disabled.
Use the second <A.B.C.D> to specify a range.
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Variable Value
srcmac
<0x00:0x00:0x00:0x00:
0x00:0x00> [<1-6>]

Specifies the MAC address of the source.
If the mask is set, then only the first few bytes are
compared. The default is 00:00:00:00:00:00, which
means this option is disabled.
<1-6> is the mask of the source MAC address. This
parameter specifies an address range.

tcp-port <0-65535>
[<0-65535>]

Specifies the TCP port of the packet.
The default is 0, which means this option is disabled.
Use the second <0-65535> to specify a range.

timer <WORD 1-7> When set, PCAP is invoked when the first packet is
matched and stopped after the set value of time. After
starting the timer, the filter is disabled.
This option is active only when the action parameter is
set to trigger-on.
<WORD 1-7> is a value from 100 to 3600000
milliseconds. The default value is zero. Setting the value
to 0 disables the timer.

udp-port <0-65535>
[<0-65535>]

Specifies the UDP port of the packet.
The default is 0, which means this option is disabled.
Use the second <0-65535> to specify a range.

user-defined <0-9600>
<WORD 0-50>

Sets a user defined value on which to match the packet.
The user can define a pattern in hex or characters to
match (<0-9600>). The user can also specify the offset
to start the match (<WORD 0-50>). The default value
of pattern is null ('') which means that this field is
discarded. To disable this option, set the pattern to null
('').

vid <0-4092>
[<0-4092>]

Specifies the VLAN ID of the packet.
The default is 0, which means that this option is
disabled.
Use the second <0-4092> to specify a range.

Configuring VLAN MAC filters for PCAP
Use PCAP with VLAN MAC address (forwarding database) filters to reduce traffic flow on the
PCAP engine.
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Prerequisites

• A VLAN exists.
• For more information about VLANs and MAC filters, see Avaya Ethernet Routing Switch

8800/8600 Configuration — VLANs and Spanning Tree, NN46205-517.
• Access Global and Interface Configuration mode.

Procedure steps

1. In Global Configuration mode, enable PCAP:

pcap enable
2. In Interface Configuration mode, enable PCAP in RxFilter mode:

pcap enable mode rxFilter
3. Enable PCAP with FDB filters on a VLAN. To enable PCAP for an FDB filter by MAC

address, in Global Configuration mode, use the following command:

vlan mac-address-filter <1-4094> pcap
<0x00:0x00:0x00:0x00:0x00:0x00> [enable]

Variable definitions

Use the information in the following table to help you perform this procedure.

Variable Value
<0x00:0x00:0x00:0x00:
0x00:0x00>

Specifies the MAC address in the format
0x00:0x00:0x00:0x00:0x00:0x00.

<1-4094> Specifies the VLAN by VLAN ID.

Using the captured packet dump
You can view packets using a ACLI session and the Secondary SF/CPU. Dumping a large
number of captured packets is CPU intensive. The switch does not respond to any commands
while the dump is in progress. Avaya recommends you use this command only when it is
absolutely necessary. However, there is no degradation in normal traffic handling or switch
failover.
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Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. Log on to the Secondary SF/CPU.
2. Use the following command:

show pcap dump

Copying captured packets to a remote machine
You can copy packets to a remote machine, or the switch flash or PCMCIA (or external flash
on the 8895 SF/CPU). If PCAP is used with autosave disabled, captured packets are stored
in the Secondary SF/CPU DRAM buffer.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

To copy the packets to a file for later viewing, use the copy or FTP get commands.
These commands can be executed in the Primary CPU.

copy PCAP00 <WORD 1-99>
OR

ftp> get PCAP00 <WORD 1-99>
For example:

copy PCAP00 /pcmcia/file.cap

Variable definitions

Use the information in the following table to help you perform this procedure.
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Variable Value
<WORD 1-99> Specifies pcmcia, flash, or an IP host by IP address and

specifies the PCAP file (.cap). Formats include:

• a.b.c.d:<file>

• /pcmcia/<file>

• /flash/<file>

Resetting the PCAP DRAM buffer
You can clear the PCAP DRAM buffer and the PCAP counters.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Log on to the Secondary SF/CPU.

2. Disable PCAP:

no pcap enable
3. Reset the PCAP engine DRAM buffer:

pcap reset-stat

Modifying PCAP parameters
Certain steps are required to modify PCAP parameters.

Prerequisites

• Access Global and Interface Configuration mode.

Procedure steps

1. In Interface Configuration mode, disable PCAP:
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no pcap enable
2. In Global Configuration mode, disable PCAP globally:

no pcap enable
3. Make desired PCAP modifications.

4. Reset PCAP statistics and counters:

pcap reset-stat
5. In Global Configuration mode, globally enable PCAP:

pcap enable
6. In Interface Configuration mode, enable PCAP:

pcap enable [mode <tx|rx|both|rxFilter|txFilter|bothFilter>]

Testing the switch fabric
You can test the switch fabric for consistency. The fabric test causes the CPU to generate
traffic and send it through the switch fabric. The CPU generates little traffic.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. Test the switch fabric by entering the following command.

test fabric
2. Stop the test after a few seconds:

test stop fabric
3. View the results of the test:

show test fabric

Currently no test is running.
Last test results:

IfIndex: 0
Result: success
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PassCount: 62115
FailCount: 0

Job aid
Use the information in the following table to understand the test parameters.

Field Description
IfIndex Specifies the interface index, if applicable.

Result Shows the result of the most recently run (or current)
test: none, success, inProgress, notSupported,
unAbleToRun, aborted, failed.

PassCount Specifies the number of iterations of the test case that
completed successfully.

FailCount Specifies the number of iterations of the test case that
failed.

Testing the ARP address table
You can test the Address Resolution Protocol address table for consistency.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. Test the address table by entering the following command.

test artable
2. Stop the test after a few seconds:

test stop artable
3. View the results of the test:

show test artable
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Clearing ARP information for an interface
You can clear the ARP cache as part of ARP problem resolution procedures.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

Clear ARP information using the following commands:

clear ip arp interface fastethernet <portList>
clear ip arp interface gigabitethernet <portList>
clear ip arp interface vlan <1-4094>

Flushing routing, MAC, and ARP tables for an interface
For administrative and troubleshooting purposes, sometimes you must flush or clear the
routing tables. The clear and flush commands perform the same function; they remove the
contents of the table.

Prerequisites

• Access Interface Configuration mode.

Procedure steps

1. Flush IP routing tables by port by entering the following command:

action flushIp
2. You can also flush the MAC address and ARP tables:

action flushArp

Software troubleshooting tool configuration using ACLI

258     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


action flushMacFdb
3. Clear a routing table using the following commands in Privileged EXEC mode:

clear ip route interface fastethernet <portList>
clear ip route interface gigabitethernet <portList>
clear ip route interface vlan <1-4094>

Job aid: ping and traceroute considerations
Ping and traceroute may fail for VRF, IPVPN, or MPLS routes if large packet sizes are used
for the operation. Do not use packet sizes larger than the following:

• Ping for VRF Lite: 1480 bytes
• Ping for IP VPN with MPLS: 1480 bytes
• Ping for IP VPN Lite: 1446 bytes
• Traceroute for VRF Lite: 1444 bytes
• Traceroute for IP VPN with MPLS: 1444 bytes
• Traceroute for IP VPN Lite: 1444 bytes

Running a ping test
Use ping operations to determine that a path exists to another device, and that it is
reachable.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. To ping a device:

ping <WORD 0-256> [scopeid <1-9999>] [datasize <16-4076>]
[count <1-9999>] [-s] [-I <1-60>] [-t <1-120>] [-d] [source
<WORD 1-256>] [vrf <WORD 0-64>] [interface-port <value>]
[interface-mgmt <value>] [interface-vlan <value>]
[interface-tunnel <value>]

Running a ping test
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<WORD 0-256> specifies the device by host name, IPv4 address <a.b.c.d>, or IPv6
address <x.x.x.x.x.x.x.x>.

2. To ping an IPX device:

pingipx <0x00:0x00:0x00:0x00.0x00:0x00:0x00:0x00:0x00:0x00>
[<1-9999>] [-s] [-q] [-t <1-120>]
<0x00:0x00:0x00:0x00.0x00:0x00:0x00:0x00:0x00:0x00> specifies
the IPX host in the net.node format.

3. To ping an MPLS device:

ping-mpls ipv4 <prefix/len> [ttl <1-255>] [source <A.B.C.D>]
[count <1-1000>]
ping-mpls rsvp <WORD 0-32> [ttl <1-255>] [source <A.B.C.D>]
[count <1-1000>]
<prefix/len> specifies the IPv4 address and prefix length; <WORD 0-32
specifies the name of the label-switched path.

Variable definitions
Use the information in the following table to help you use the ping <WORD 0-256>
command.

Variable Value
-d Sets the ping debug flag. In debug mode, the ping

reply includes additional information about the device
being pinged.

-s Specifies that the IPv4 or IPv6 ping should be
retransmitted at continuous intervals at the interval
defined by -I <1-60>.

-I <1-60> Specifies the interval between ping retransmissions
from 1 to 60 seconds.

-t <1-120> Specifies the no-answer timeout from 1 to 120
seconds.

count <1-9999> Specifies the number of times to ping the device from
1 to 9999. The default is 1.

datasize <16-4076> Specifies the size of the ping packet in octets, either
16 to 4076, or 16 to 65487. The default is 16 octets.

interface-port <value> Specifies the interface slot/port number.

interface-mgmt <value> Specifies the interface Ethernet management port
number.

interface-vlan <value> Specifies the interface VLAN ID (1 to 4094).
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Variable Value
interface-tunnel
<value>

Specifies the interface tunnel ID (1 to 2000).

scopeid <1-9999> Specifies the circuit scope ID for IPv6 from 1 to
9999.

source <WORD 1-256> Specifies the source IP address for use in IP VPN
pings.

vrf <WORD 0-64> Specifies the VRF instance by VRF name.

Use the information in the following table to help you use the pingipx
<0x00:0x00:0x00:0x00.0x00:0x00:0x00:0x00:0x00:0x00> command.

Variable Value
-q Specifies quiet output (same as nonverbose mode).

-s Specifies that the ping should be retransmitted at
continuous intervals.

-t <1-120> Specifies the no-answer timeout from 1 to 120
seconds.

<1-9999> Specifies the number of times to ping the device from
1 to 9999. The default is 1.

Use the information in the following table to help you use the ping-mpls ipv4 <prefix/
len> and ping-mpls rsvp <WORD 0-32> commands.

Variable Value
count <1-1000> Specifies the number of times to ping the device from

1 to 1000. The default is 1.

ttl <1-255> Specifies the time-to-live of the MPLS ping packet from
1 to 255.

source <A.B.C.D> Specifies the source IP address.

Running a traceroute test
Use traceroute to determine the route packets take through a network to a destination.

Running a traceroute test
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Prerequisites

• Access Privileged EXEC mode.

Procedure steps

To use traceroute, enter the following command:

traceroute <A.B.C.D> [<1-1464>] [-m <1-255>] [-p <0-65535>] [-
q <1-255>] [-w <1-255>] [-v] [source <WORD 1-256>] [vrf <WORD
0-64>]

Variable definitions
Use the information in the following table to help you use the traceroute <A.B.C.D>
command.

Variable Value
-m <1-255> Specifies the is maximum time-to-live (TTL) (1 to

255).

-p <0-65535 Specifies the base UDP port number (0 to 65535).

-q <1-255> Specifies the number of probes per TTL (1 to 255).

-v Specifies verbose mode (detailed output).

-w <1-255> Specifies the wait time per probe (1 to 255).

<1-1464> Specifies the size of the probe packet (1 to 1464).

source <WORD 1-256> Specifies the source IP address for use in IP VPN
traceroutes.

vrf <WORD 0-64> Specifies the VRF instance by VRF name.

Running an IPv6 traceroute test
Use traceroute to determine the route packets take through a network to a destination.
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Procedure steps

1. Access Privileged EXEC mode.
2. To use traceroute, enter the following command:

traceroute <A.B.C.D> [<56-1232>] [-m <1-255>] [-p <1-65535>]
[-q <1-255>] [-w <1-255>] [-v] [source <WORD 1-256>]

Variable definitions
Use the information in the following table to help you use the traceroute <A.B.C.D>
command.

Variable Value
-m <1-10> Specifies the is maximum time-to-live (TTL) (1 to

10).

-p <1-65535> Specifies the base UDP port number (1 to 65535).

-q <1-255> Specifies the number of probes per TTL (1 to 255).

-v Specifies verbose mode (detailed output).

-w <1-255> Specifies the wait time per probe (1 to 255).

<56-1232> Specifies the size of the probe packet (56-1232).

source <WORD 1-256> Specifies the source IP address for use in IP VPN
traceroutes.

Configuring Ping Snoop for R series modules
Use Ping Snoop to troubleshoot multilink trunking configurations.

The predefined ACL and ACTs for Ping Snoop are numbered 4096. You can use your own
ACT, ACL, and ACE instead, but you are duplicating the ACT, ACL, and ACE that the system
predefines.

Configure the ACE action, debug action, and the IP addresses that you require.

By default, ping snoop messages are echoed only to the serial console port. If you do not have
access to the serial port and are connecting via Telnet (or other means such as SSH or Rlogin),
to see the messages in your session, enter the following Global Configuration command:

logging screen
This setting is specific to the ACLI session where it is executed. The command does not save
to the configuration file and when the ACLI session is closed the setting is removed.
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You can use two sessions with this command: in one session, configure the ping snoop
commands, and in the other session, issue the logging screen command to see the
messages; when done, close the second session.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Add the required ports to the ACL:

filter acl port 4096 <portList>
2. Enable the ACL:

filter acl 4096 enable
3. Create an ACE:

filter acl ace 4096 <1-1000> [name <WORD 0-32>]
<1-1000> is the ACE ID.

4. Configure the ACE action:

filter acl ace action 4096 <1-1000> <permit|deny>
5. Configure the destination IP address:

filter acl ace ip 4096 <1-1000> dst-ip eq <A.B.C.D>
6. Configure the source IP address (optional):

filter acl ace ip 4096 <1-1000> src-ip eq <A.B.C.D>
7. Enable the ACE:

filter acl ace 4096 <1-1000> enable
8. Ensure your configuration is correct:

show filter acl 4096

Variable definitions
Use the information in the following table to help you use these commands.

Variable Value
<A.B.C.D> Specifies the source or destination IP address.
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Configuring the SLA Monitor agent
Configure the SLA Monitor agent to communicate with an SLA Monitor server to perform
Quality of Service (QoS) tests of the network.

Before you begin

• To use the SLA Monitor agent, you must have an SLA Monitor server in your network.

About this task
To configure the agent, you must enable it and assign an IP address. Remaining agent
parameters are optional and you can operate the agent using the default values.

In HA mode, the agent startup and initialization occurs only on the master CP module.

Procedure

1. Enter Application Configuration mode:
enable
configure terminal
application

2. Configure the agent IP address:

 Note:
The agent IP address must not use the IP address of an IP interface on the
switch.

slamon agent ip address {A.B.C.D}
3. Enable the agent:

slamon oper-mode enable
4. (Optional) Configure the UDP port for agent-server communication:

slamon agent port <0–65535>
5. (Optional) Restrict which servers an agent can use:

slamon server ip address {A.B.C.D} [{A.B.C.D}]
slamon server port <0–65535>

6. (Optional) Control the port used for Real Time Protocol (RTP) and New Trace
Route (NTR) testing:
slamon agent-comm-port <0–65535>

7. (Optional) Install a Secure Socket Layer (SSL) certificate for the agent:
slamon install-cert-file WORD<0-128>
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8. Verify the agent configuration:
show application slamon agent

Example
Configure the agent IP address, and then enable the SLA Monitor agent. Configure the agent
so that it only accepts registration packets from a specific server communicating on a specific
port. Verify the configuration.
VSP-9012:1>enable
VSP-9012:1#configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
VSP-9012:1(config)#application
VSP-9012:1(config-app)#slamon agent ip address 192.0.2.1
VSP-9012:1(config-app)#slamon oper-mode enable
VSP-9012:1(config-app)#slamon server ip address 192.0.2.25
VSP-9012:1(config-app)#slamon server port 50156
VSP-9012:1(config-app)#show application slamon agent
==================================================================
                            SLA Monitor Agent Info
==================================================================
SLAMon Operational Mode: Enabled
SLAMon Agent Address: 192.0.2.1
SLAMon Agent Port: 50011
SLAMon Agent Registration Status: Not Registered
SLAMon Registered Server Address: 0.0.0.0
SLAMon Registered Server Port: 0
SLAMon Server Registration Time: 0
SLAMon Configured Agent Address: 192.0.2.1
SLAMon Configured Agent Port: 0
SLAMon Configured Server Address: 192.0.2.25 0.0.0.0
SLAMon Configured Server Port: 50156
SLAMon Agent-To-Agent Communication Port: 50012
SLAMon Configured Agent-To-Agent Communication Port: 0
SLAMon Configured Agent Address Vrf Name:

Next steps
If you have configured SLA Monitor yet the agent is not functioning as expected, use the show
khi performance pthread [{slot[-slot][,...]}] command to verify the slamon
task is running.

If the agent is not in the expected state, reset the system to start the agent.

If the agent task functions as expected, perform typical troubleshooting steps to verify agent
accessibility:

• Verify IP address assignment and port use.
• Ping the server IP address.
• Verify the server configuration.

Variable definitions
Use the data in the following table to use the slamon command.
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Variable Value
agent-comm-port <0–65535> Configures the port used for RTP and NTR

testing in agent-to-agent communication.
The default port is 50012. If you configure
this value to zero (0), the default port is
used.

agent ip address {A.B.C.D} Configures the agent IP address. You must
configure the IP address before the agent
can process received discovery packets
from the server. The default value is 0.0.0.0,
which causes the agent to use the device IP
address.

agent port <0–65535> Configures the UDP port for agent-server
communication. The agent receives
discovery packets on this port. The default is
port 50011.
The server must use the same port.

install-cert-file Installs an SSL certificate.
WORD<0-128>specifies the file name and
path of the certificate to install.
If you install a certificate on the agent, you
must ensure a matching configuration on the
server.
By default, the agent uses an Avaya SIP
certificate to secure communications with the
server.

oper-mode enable Enables the SLA Monitor agent. The default
is disabled.
If you disable the agent, it does not respond
to discovery packets from a server.
If you disable the agent because of resource
concerns, consider changing the server
configuration instead, to alter the test
frequency or duration, or the number of
targets.

server ip address {A.B.C.D} [{A.B.C.D}] Restricts the agent to use of this server IP
address only. The default is 0.0.0.0, which
means the agent can register with any
server.
You can specify a secondary server as
well.

server port <0–65535> Restricts the agent to use of this registration
port only. The default is 0, which means the
agent disregards the source port information
in server traffic.
The server must use the same port.

Configuring the SLA Monitor agent

Troubleshooting July 2013     267



Software troubleshooting tool configuration using ACLI

268     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


Chapter 13: SNMP trap configuration using
Enterprise Device Manager

Use Simple Network Management Protocol (SNMP) traps and notifications to allow management stations
to gather information about switch activities, alarms, and other information.

You configure traps by creating SNMP trap notifications, creating a target address to which you want to
send the notifications, and then specifying target parameters.

Specify which protocols and processes generate traps by enabling traps for that protocol. For example,
to let Open Shortest Path First (OSPF) generate SNMP traps, use the following command: config ip
ospf trap enable.

For more information about how to configure SNMP community strings, and for related topics, see Avaya
Ethernet Routing Switch 8800/8600 Security, NN46205-601.

Configuring an SNMP host target address
Configure a target table to specify the list of transport addresses to use in the generation of
SNMP messages.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
SNMPv3.

2. Click Target Table.

3. Click Insert.

4. In the Name box, type a unique identifier.

5. In the TDomain box, select the transport type of the address.

6. In the TAddress box, type the transport address.

7. In the Timeout box, type the maximum round trip time.

8. In the RetryCount box, type the number of retries to be attempted.

9. In the TagList box, type the list of tag values.

10. In the Params box, type the SnmpAdminString.
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11. In the TMask box, type the mask.

12. In the MMS box, type the maximum message size.

13. Click Insert.

Variable definitions
Use the information in the following table to configure a target table.

Variable Value
Name Specifies a unique identifier for this table. The name is

a community string.

TDomain Specifies the transport type of the address: ipv4Tdomain
or ipv6Tdomain.

TAddress Specifies the transport address in
xx.xx.xx.xx:portformat, for example: 10:10:10:10:162,
where 162 is the trap listening port on the system
10.10.10.10. You can also specify IPv6 addresses.

Timeout Specifies the maximum round trip time required to
communicate with the transport address. The value is in
1/100 seconds. The default is 1500.
After the system sends a message to this address, if a
response (if one is expected) is not received within this
time period, you can assume that the response is not
delivered.

RetryCount Specifies the maximum number of retries if a response
is not received for a generated message. The count can
be in the range of 0 to 255. The default is 3.

TagList Contains a list of tag values used to select target
addresses for a particular operation. A tag refers to a
class of targets to which the messages can be sent.
This parameter refers to a Tag value listed in the Notify
Table tab (Configuration > Edit > SnmpV3 > Notify
Table).

Params Contains SNMP parameters used to generate
messages to send to this transport address. For
example, to receive SNMPv2C traps, use TparamV2.
This parameter refers to a Name value listed in the
Target Params Table tab (Configuration > Edit >
SnmpV3 > Target Table > Target Params Table).

TMask Specifies the mask. The value can be empty or in six-
byte hex string format. Tmask is an optional parameter
that allows an entry in the TargetAddrTable to specify
multiple addresses.
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Variable Value
MMS Specifies the maximum message size. The size can be

zero, or 484 to 2147483647. The default is 484.
Although the maximum MMS is 2147483647, the switch
supports the maximum SNMP packet size of 8192.

Configuring target table parameters
Configure the target table to set parameters such as SNMP version and security levels. The
target table contains the security parameters for SNMP.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
SNMPv3.

2. Click Target Table.

3. Click the Target Params Table tab.

4. Click Insert.

5. In the Name box, type a target table name.

6. From the MPModel options, select an SNMP version.

7. From the Security Model options, select the security model.

8. In the SecurityName box, type readview or writeview.

9. From the SecurityLevel options, select the security level for the table.

10. Click Insert.

Variable definitions
Use the information in the following table to configure a target table with SNMP security
parameters.

Variable Value
Name Identifies the target table.

MPModel Specifies the Message Processing Model (MPM) to use
to generate messages: SNMPv1, SNMPv2c, or
SNMPv3/USM.

Configuring target table parameters
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Variable Value
SecurityModel Specifies the security model to use to generate

messages: SNMPv1, SNMPv2c, or USM. You can
receive an inconsistentValue error if you try to configure
this variable to a value for a security model that the
implementation does not support.

SecurityName Identifies the principal on whose behalf SNMP messages
are generated.

SecurityLevel Specifies the security level used to generate SNMP
messages: noAuthNoPriv, authNoPriv, or authPriv.

Viewing the trap sender table
Use the Trap Sender Table tab to view source and receiving addresses.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit.
2. Click Chassis.
3. Click the Trap Sender Table tab.

Variable definitions
Use the information in the following table to use the Trap Sender Table tab.

Variable Value
RecvAddress Specifies the IP address for the trap receiver. This field is a read-only

parameter that contains the IP address configured in the TAddress field
in the TargetTable.

SrcAddress Identifies the IP address for the trap sender.

Configuring an SNMP notify table
Configure the notify table to select management targets to receive notifications, as well as the
type of notification to send to each management target.
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
SNMPv3.

2. Click Notify Table.
3. Click Insert.
4. In the Name box, type a notify table name.
5. In the Tag box, type the transport tag for the table.
6. From the Type options, select a type.
7. Click Insert.

Variable definitions
Use the information in the following table to configure an SNMP notify table.

Variable Value
Name Specifies a unique identifier.

Tag Specifies the tag.

Type Determines the type of notification generated. This value
is only used to generate notifications, and is ignored for
other purposes. If an SNMP entity only supports
generation of Unconfirmed-Class PDUs, this parameter
may be read-only.

• trap—messages generated contain Unconfirmed-
Class PDUs

• inform—messages generated contain Confirmed-
Class PDUs

Configuring SNMP notify filter profile table parameters
Configure the profile table to associate a notification filter profile with a particular set of target
parameters.

Configuring SNMP notify filter profile table parameters
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Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
SNMPv3.

2. Click Notify Table.
3. Click the Notify Filter Profile Table tab.
4. Click Insert.
5. In the TargetParamsName box, type a name for the target parameters.
6. In the NotifyFilterProfileName box, type a name for the notify filter profile.
7. Click Insert.

Variable definitions
Use the information in the following table to configure a notify filter profile table.

Variable Value
TargetParamsName Specifies the unique identifier associated with this entry.

NotifyFilterProfileName Specifies the name of the filter profile to use to generate
notifications.

Configuring SNMP notify filter table parameters
Configure the SNMP table of filter profiles to specify whether particular management targets
receive particular notifications.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
SNMPv3.

2. Click Notify Table.
3. Click the Notify Filter Table tab.
4. Click Insert.
5. In the NotifyFilterProfileName box, type a name for the notify filter profile.
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6. In the Subtree box, type subtree location information in x.x.x.x.x.x.x.x.x.x. format.
7. In the Mask box, type the mask location in hex string format.
8. From the Type options, select included or excluded to set filter flag.
9. Click Insert.

Variable definitions
Use the information in the following table to configure a filter profile.

Variable Value
NotifyFilterProfileName Specifies the name of the filter profile to use to generate

notifications.

Subtree Specifies the MIB subtree that, when combined with Mask,
defines a family of subtrees which are included in or
excluded from the filter profile. For more information, see
RFC 2573.

Mask Specifies the bit mask (in hexadecimal format) that, in
combination with Subtree, defines a family of subtrees,
which are included in or excluded from the filter profile.

Type Indicates whether the family of filter subtrees are included
in or excluded from a filter.

Enabling SNMP trap logging
You can save a copy of all SNMP traps and view them.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
Diagnostics.

2. Click General.
3. Click the Error tab.
4. Select AuthenticationTraps.
5. Click Apply.

Enabling SNMP trap logging
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Variable definitions
Use the information in the following table to understand error parameters.

Variable Value
AuthenticationTrap Enables or disables the sending of traps after an error

occurs.

LastErrorCode Specifies the last reported error code.

LastErrorSeverity Specifies the last reported error severity:
0= Informative Information
1= Warning Condition
2= Error Condition
3= Manufacturing Information
4= Fatal Condition
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Chapter 14: Log configuration using
Enterprise Device Manager

Use log files and messages to help perform diagnostic and fault management functions.

Configuring the system log
Use the system log to track all user activity on the switch. The system log can send messages
to up to ten syslog hosts.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
Diagnostics.

2. Click System Log.
3. Select Enable.
4. Configure MaxHosts and Header as required.
5. Click Apply.

Variable definitions
Use the information in the following table to help you configure the system log operational
parameters.

Variable Value
Enable Enables or disables the syslog feature. When enabled,

this feature sends a message to a server on a network
that is configured to receive and store diagnostic
messages from this device. You can configure the type
of messages to send.

MaxHosts Specifies the maximum number of remote hosts
considered active and able to receive messages from
the syslog service.
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Variable Value
OperState Specifies the operational state of the syslog service.

Header Specifies the IP header type for the syslog packet. The
options are: default, managementVIP, and
circuitlessIP.

Configuring the system log table and severity level
mappings

Use the system log table to customize the mappings between the severity levels and the type
of alarms.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > Edit >
Diagnostics.

2. Click System Log.
3. Click the System Log Table tab.
4. Click Insert.
5. Configure the parameters as required.
6. Click Insert.
7. To modify mappings, double-click a parameter to view a list of options. Configure

the options as required.
8. Click Apply.

Variable definitions
Use the information in the following table to help you customize severity level mappings.

Variable Value
Id Specifies the ID for the syslog host.

IpAddr Specifies the IP address of the syslog host.

UdpPort Specifies the UDP port to use to send messages to the
syslog host (514 to 530).
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Variable Value
Enable Enables or disables the sending of messages to the

syslog host.

HostFacility Specifies the syslog host facility used to identify
messages (LOCAL0 to LOCAL7). The default is
LOCAL7.

Severity Specifies the message severity for which to send syslog
messages.

MapInfoSeverity Specifies the syslog severity to use for INFO messages.
The default is INFO.

MapWarningSeverity Specifies the syslog severity to use for WARNING
messages. The default is WARNING.

MapErrorSeverity Specifies the syslog severity to use for ERROR
messages. The default is ERROR.

MapFatalSeverity Specifies the syslog severity to use for FATAL
messages. The default is EMERGENCY.

Configuring the system log table and severity level mappings
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Chapter 15: SNMP trap configuration using
CLI

Use Simple Network Management Protocol (SNMP) traps and notifications to allow management stations
to gather information about switch activities, alarms, and other information.

In CLI, to configure traps you configure SNMP trap notifications, create a target address to which you
want to send the notifications, and then specify target parameters.

Specify which protocols and processes generate traps by enabling traps for that protocol. For example,
to allow OSPF to generate SNMP traps, use the following command: config ip ospf trap
enable.

For information about how to configure SNMP community strings and for related topics, see Avaya
Ethernet Routing Switch 8800/8600 Security, NN46205-601.

Roadmap of SNMP trap CLI commands
The following roadmap lists some of the CLI commands and their parameters that you can use
to complete the procedures in this section.

Command Parameter
config snmp snmplog enable <true|false>

info
maxfilesize <64 to 256000>

config snmp-v3 notify create <Notify Name> [tag <value>]
[type <value>]
delete <Notify Name>
info
tag <Notify Name> new-tag <value>
type <Notify Name> new-type
<value>

config snmp-v3 ntfy-
filter

create <Profile Name> <subtree
oid> [mask <value>] [type <value>]
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Command Parameter
delete <Profile Name> <subtree
oid>
info
mask <Profile Name> <subtree oid>
new-mask <value>
type <Profile Name> <subtree oid>
new-type <value>

config snmp-v3 ntfy-
profile

create <Params Name> [profile
<value>]
delete <Params Name>
info
profile <Params Name> <new-
profile>

config snmp-v3 target-
addr

create <Target Name> <Ip
addr:port> <Target parm> [timeout
<value>] [retry <value] [taglist
<value>] [mask <value>] [mms
<value>] [tdomain <value>]
delete <Target Name>
info
mask <Target Name> new-mask
<value>
mms <Target Name> new-mms <value>
parms <Target Name> new-parms
<value>
retry <Target Name> new-retry
<value>
taglist <Target Name> new-taglist
<value>
timeout <Target Name> new-timeout
<value>

config snmp-v3 target-
param

create <Tparm Name> mp-model
<value> sec-level <value> [sec-
name <value>]
delete <Tparm Name>
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Command Parameter
info
mp-model <Tparm Name> new-mpmodel
<value>
sec-level <Tparm Name> new-
seclevel <value>
sec-name <Tparm Name> [new-
secname <value>]

config sys set snmp agent-conformance <enable|
disable>
force-iphdr-sender <true|false>
force-trap-sender <true|false>
info
sender-ip <ipaddr> <ipaddr>

config sys syslog info
ip-header-type <default|
circuitless-ip|management-
virtual-ip>
max-hosts <maxhost>
state <enable|disable>

config sys syslog host address <ipaddr>
create
delete
facility <facility>
host <enable|disable>
info
maperror <level>
mapfatal <level>
mapinfo <level>
mapwarning <level>
severity <info|warning|error|
fatal> [<info|warning|error|
fatal>] [<info|warning|error|

Roadmap of SNMP trap CLI commands
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Command Parameter
fatal>] [<info|warning|error|
fatal>]
udp-port <port>

show snmp snmplog info
show snmplog file [tail]
[grep <value>]
show snmp-v3 notify

ntfy-filter
ntfy-profile
target-addr
target-param

Configuring SNMP notifications
Configure the notify table to select management targets to receive notifications, as well as the
type of notification to send to each management target.

Procedure steps

1. Create an SNMP notification by using the following command:

config snmp-v3 notify create <Notify Name> [tag <value>]
[type <value>]

2. To specify the required tags for an existing notification, enter the following
command:

config snmp-v3 notify tag <Notify Name> new-tag <value>
3. To specify the required type for an existing notification, enter the following

command:

config snmp-v3 notify type <Notify Name> new-type <value>
4. Ensure that the configuration is correct:

config snmp-v3 notify info
show snmp-v3 notify
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Variable definitions
Use the information in the following table to complete the config snmp-v3 notify
command.

Variable Value
create <Notify Name> [tag
<value>] [type <value>]

Creates an SNMP trap notification entry.

• <Notify Name> is the index of the notify table with a string
length of 1 to 32.

• tag <value> specifies the tag.

• type <value> can specify trap or inform.

delete <Notify Name> Deletes an entry from the notify table.

info Displays the notify table information.

tag <Notify Name> new-tag
<value>

Specifies the new notify tag for the entry in the notify
table.

type <Notify Name> new-type
<value>

Specifies the new notify type for the entry in the notify table.
The valid options are trap and inform.

Configuring an SNMP host target address
Configure a target address to specify the transport addresses to use in the generation of SNMP
messages.

Procedure steps

1. Add an SNMP target address by entering the following command:

 Important:
You must include all of the required parameters in this command. If you do not
include them, the command is not parsed correctly and the traps are not sent to
the destination address. The later addition of these missing parameters does not
rectify the situation.

config snmp-v3 target-addr create <Target Name> <Ip
addr:port> <Target parm> [timeout <value>] [retry <value>]

Configuring an SNMP host target address
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[taglist <value>] [mask <value>] [mms <value>] [tdomain
<value>]

2. Ensure that the configuration is correct:

config snmp-v3 target-addr info
show snmp-v3 target-addr

Variable definitions
Use the information in the following table to use the config snmp-v3 target-addr
command.

Variable Value
create <Target Name> <Ip
addr:port> <Target parm>
[timeout <value>] [retry
<value>] [taglist <value>]
[mask <value>] [mms <value>]
[tdomain <value>]

Creates a new entry for the target address table.

• <Target Name> is the target name with a string length of
1 to 32.

• <Ip addr:port> is the target IP address in the form
a.b.c.d:port (or ipv6addr:port if the domain option is IPv6)
with a string length of 1 to 255.

• <Target parm> is the target parameter with a string
length of 1 to 32.

• timeout <value> specifies the timeout value in seconds
with a range of 0 to 214748364. The default is 1500.

• retry <value> specifies the retry count value with a range
of 0 to 255. The default is 3.

• taglist <value> specifies the tag list with a string length of
1 to 255.

• mask <value> specifies the mask in the form 0x00:00...6
octets separated by colons with a string length of 13 to
19.

• mms <value> specifies the maximum message size as
an integer with a range of 1 to 2147483647. The default
is 484.

• tdomain <value> specifies the target transport domain.

delete <Target Name> Deletes an entry from the target address table.

info Displays target address table information.

mask <Target Name> new-
mask <value>

Specifies a new mask for the target.

mms <Target Name> new-
mms <value>

Specifies a new maximum message size (MMS)
associated with an entry in the target address table.
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Variable Value
Although the maximum value for the MMS is
2,147,483,647, the device supports the maximum SNMP
packet size of 8192 (8K).

parms <Target Name> new-
parms <value>

Specifies a new string value that identifies target address
table entries.

retry <Target Name> new-
retry <value>

Specifies a new number of retries to attempt if a response
is not received for a generated message.

taglist <Target Name> new-
taglist <value>

Specifies a new list of tag values.

timeout <Target Name> new-
timeout <value>

Specifies a new maximum route trip time required to
communicate with the transport address.

Example of configuring an SNMP target table

Procedure steps

Create the target parameter ID (TparamV2) and target address ID (TAddr1), as well
as the other target parameters:
config snmp-v3 target-addr create Taddr1 198.202.188.207:162 TparamV2 
timeout 1500 retry 3 taglist DefTag mask ff:ff:00:00:00:00 mms 484

Configuring SNMP target table parameters
Configure the target table to set parameters such as SNMP version and security levels. The
target table contains the security parameters for SNMP.

Prerequisites

 Important:
Release 3.3 and Release 3.5 support only SNMPv1 or SNMPv2c trap configurations. When
you upgrade to Release 5.0, the trap configurations are in SNMPv1/SNMPv2c/SNMPv3.

Procedure steps

1. Configure SNMP target table parameters:

Configuring SNMP target table parameters
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config snmp-v3 target-param create <Tparm Name> mp-model
<value> sec-level <value> [sec-name <value>]

2. Ensure that the configuration is correct:

config snmp-v3 target-param info
show snmp-v3 target-param

Variable definitions
Use the information in the following table to help you use the config snmp-v3 target-
param command.

Variable Value
create <Tparm Name> mp-
model <value> sec-level
<value> [sec-name <value>]

Specifies target table parameters.

• <Tparm Name> is the name of the target parameter
with a string length of 1 to 32.

• mp-model <value> specifies the MP model. The valid
options are snmpv1, snmpv2c, and usm (SNMPv3).

• sec-level <value> specifies the security level as
noAuthNoPriv, authNoPriv, or authPriv.

• <sec-name> specifies the security name with a string
length of 1 to 32.

delete <Tparm Name> Deletes the specified target parameter table.

info Displays information for the target parameter table.

mp-model <Tparm Name> new-
mpmodel <value>

Specifies the new SNMP version. The valid options are
snmpv1, snmpv2c, and usm (SNMPv3).

sec-level <Tparm Name> new-
seclevel <value>

Specifies a new security level. The valid options are
noAuthNoPriv, authNoPriv, and authPriv.

sec-name <Tparm Name> [new-
secname <value>]

Specifies a new security name (readview or writeview),
which identifies the principal that generates SNMP
messages.

Example of configuring additional target parameters
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Procedure steps

Configure target table parameters:
config snmp-v3 target-param create TparamV2 mp--model snmpv2c sec-level 
noAuthNoPriv sec-name readview

Configuring an SNMP notify filter table
Configure the notify table to select management targets to receive notifications, as well as the
type of notification to send to each management target. For more information about the notify
filter table, see RFC 3413.

Procedure steps

1. Create a new notify filter table by using the following command:

config snmp-v3 ntfy-filter create <Profile Name> <subtree
oid> [mask <value>] [type <value>]

2. Ensure that the configuration is correct:

config snmp-v3 ntfy-filter info
show snmp-v3 ntfy-filter

Variable definitions
Use the information in the following table to complete the config snmp-v3 ntfy-
filter command.

Variable Value
create <Profile Name> <subtree
oid> [mask <value>] [type
<value>]

Creates a notify filter table.

• <Profile Name> specifies the name of the profile with
a string length of 1 to 31.

• <subtree oid> identifies the filter subtree with a string
length of 1 to 32.

Configuring an SNMP notify filter table
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Variable Value

• mask <value> specifies the bit mask in combination
with snmpNotifyFilterMask, which defines a family of
subtrees.

• type <value> indicates whether the family of filter
subtrees defined by this entry is included (include) or
excluded (exclude) from a filter.

delete <Profile Name> <subtree
oid>

Deletes the specified notify filter profile.

• <Profile Name> specifies the name of the profile with
a string length of 1 to 31.

• <subtree oid> identifies the filter subtree with a string
length of 1 to 32.

info Displays notify filter information.

mask <Profile Name> <subtree
oid> new-mask <value>

Specifies the new bit mask in combination with
snmpNotifyFilterMask, which defines a family of
subtrees.

• <Profile Name> specifies the name of the profile with
a string length of 1 to 31.

• <subtree oid> identifies the filter subtree with a string
length of 1 to 32.

• new-mask <value> is in the format of 0x00:00...with a
string length of 1 to 49.

type <Profile Name> <subtree
oid> new-type <value>

Specifies the new type that you want for a profile. The
valid values are include and exclude.

• <Profile Name> specifies the name of the profile with
a string length of 1 to 31.

• <subtree oid> identifies the filter subtree with a string
length of 1 to 32.

• new-type <value> specifies include or exclude.

Configuring SNMP interfaces
If the Avaya Ethernet Routing Switch 8800/8600 has multiple interfaces, configure the IP
interface from which the SNMP traps originate.
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Procedure steps

1. Configure the destination and source IP addresses for SNMP traps:

config sys set snmp sender-ip <dest-ipaddr> <src-ipaddr>
2. If required, send the source address (sender IP) as the sender network in the

notification message:

config sys set snmp force-trap-sender true
3. If required, force the SNMP and IP sender flag to be the same:

config sys set snmp force-iphdr-sender true

Variable definitions
Use the information in the following table to complete the config sys set snmp
command.

Variable Value
agent-conformance <enable|
disable>

Activates or disables the agent conformance mode.
Conforms to MIB standards when disabled. If you
activate this option, feature configuration is stricter and
error handling less informative. Activating this option
is not a recommended or normally supported mode of
operation.

force-iphdr-sender <true|false> Configures the SNMP and IP sender to the same
value, if you specify the value as true. The default is
false.

force-trap-sender <true|false> Sends the configured source address (sender IP) as
the sender network in the notification message, if you
specify the value as true.

info Displays the current SNMP configuration.

sender-ip <dest-ipaddr> <src-
ipaddr>

Configures the SNMP trap receiver and source IP
addresses.
In the first IP address, specify the IP address of the
destination SNMP server that will receive the SNMP
trap notification.
In the second IP address, specify the source IP
address of the SNMP trap notification packet that is
transmitted. If this address is 0.0.0.0, then the switch
uses the IP address of the local interface that is closest
(from an IP routing table perspective) to the
destination SNMP server.

Configuring SNMP interfaces
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Enabling SNMP trap logging
Use SNMP trap logging to send a copy of all traps to the PCMCIA card (or external flash on
the 8895 SF/CPU).

Prerequisites

• Install a PCMCIA or external flash card.

Procedure steps

1. To enable SNMP trap logging, use the following command:

config snmp snmplog enable true
2. To set the maximum file size:

config snmp snmplog maxfilesize <64-256000>
3. Ensure that the configuration is correct:

show snmp snmplog info
4. To view the contents of the SNMP log, use the following command:

show snmplog file [tail] [grep <value>]

Variable definitions
Use the information in the following table to help you use the config snmp snmplog
command.

Variable Value
<enable|disable> Enables or disables the logging of traps.

info Displays information about SNMP logging.

maxfilesize <64-256000> Specifies the maximum file size for the trap log.
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Configuring a UNIX system log and syslog host
Use the syslog commands to control a facility in UNIX machines that logs SNMP messages
and assigns each message a severity level based on importance.

Procedure steps
1. Configure system logging using the following command, along with the parameters

in the following table:

config sys syslog
2. Configure the syslog host using the following command, along with the parameters

in the following table:

config sys syslog host
3. View the configuration to ensure it is correct:

show sys syslog host info
show sys syslog general-info

Variable definitions
Use the information in the following table to help you use the config sys syslog
command.

Variable Value
info Displays syslog configuration information.

ip-header-type <default|
circuitless-ip| management-
virtual-ip>

Specifies the IP header in syslog packets to default,
circuitless-ip, or management-virtual-ip:

• If the value is default, the IP address of the VLAN is
used for syslog packets that are transmitted inband
using input/output (I/O) ports. For syslog packets that
are transmitted out-of-band through the management
port, the physical IP address of the master CPU is used
in the IP header.

• If the value is management-virtual-ip, the virtual
management IP address of the device is used in the IP
header for syslog packets that are transmitted out-of-
band only through the management port.

• If the value is circuitless-ip, then for all syslog
messages (in-band or out-of-band), the circuitless IP

Configuring a UNIX system log and syslog host
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Variable Value

address is used in the IP header. If you configure
multiple circuitless IPs, the first circuitless IP configured
is used.

max-hosts <maxhost> Specifies the maximum number of syslog hosts
supported. <maxhost> is the maximum number of
enabled hosts allowed (1 to 10).

state <enable|disable> Enables or disables sending syslog messages on the
switch.

Use the information in the following table to help you use the config sys syslog host
command.

Variable Value
address <ipaddr> Configures a host location for the syslog host. <ipaddr>

is the IP address of the UNIX system syslog host.

create Creates a syslog host instance.

delete Deletes a syslog host.

facility <facility> Specifies the UNIX facility in messages to the syslog
host. <facility> is the UNIX system syslog host facility
(LOCAL0 to LOCAL7).

host <enable|disable> Enables or disables the syslog host.

info Shows information about the syslog host configuration.

maperror <level> Specifies the syslog severity to use for Error messages.
<level> is one of {emergency|alert|critical|error|warning|
notice|info|debug}.

mapfatal <level> Specifies the syslog severity to use for Fatal messages.
<level> is one of {emergency|alert|critical|error|
warning|notice|info|debug}.

mapinfo <level> Specifies the syslog severity level to use for Information
messages. <level> is one of {emergency|alert|critical|
error|warning|notice|info|debug}.

mapwarning <level> Specifies the syslog severity to use for Warning
messages. <level> is {emergency|alert|critical|error|
warning|notice|info|debug}.

severity <info|warning| error|
fatal> [<info|warning| error|
fatal>] [<info|warning| error|
fatal>] [<info|warning| error|
fatal>]

Specifies the severity levels for which to send syslog
messages for the specified modules. <severity> is the
severity for which syslog messages are sent.
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Variable Value
udp-port <port> Specifies the User Datagram Protocol port number on

which to send syslog messages to the syslog host.
<port> is the UNIX system syslog host port number (514
to 530).

Configuring a UNIX system log and syslog host
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Chapter 16: Log configuration using the CLI

Use log files and messages to help perform diagnostic and fault management functions.

Roadmap of log commands
The following roadmap lists some of the command line interface (CLI) commands and the
associated parameters for completing the procedures in this section.

Command Parameter
config bootconfig logfile
<minsize> <maxsize>
<maxoccupyPercentage>
config bootconfig flags
logging <true|false>
config cli clilog enable <true|false>

maxfilesize <64 to 256000>
info

config log clear
info
level [<level>]
logToPCMCIA <true|false>
screen [<setting>]
write <str>

config log transferFile add-IP <ipaddr>
filename <str>
info
remove-IP

config sys set msg-control action <suppress-msg|send-trap|
both>
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Command Parameter
control-interval <minutes>
disable
enable
info
max-msg-num <number>

config sys set msg-control
force-msg

add <str>
del <str>
info

show cli clilog info
show clilog file [tail]
[grep <value>]
show log file [tail]
[name-of-file <value>]
[category <value>]
[severity <value>] [CPU
<value>] [save-to-file
<value>]

 Important:
The show log file tail name-of-
file <filename> command does not
produce any output if the tail option is used.
The workaround is to redirect the output to
another file using the save-to-file option and
view the log file in a text editor.

show log level

Configuring logging
You can configure log file parameters, as well as write, or clear the log file automatically created
by the system.

Procedure steps

1. Define which messages are logged:

config log level [<level>]
2. Write the log file from memory to a file:

config log write <str>
3. Use the following table to help you configure other parameters as required.

Log configuration using the CLI
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Variable definitions
Use the information in the following table to help you use the config log commands.

Variable Value
clear Clears the log file.

info Displays the current log settings.

level [<level>] Shows and sets the logging level. <level> is one of
these values: 0 = Information; all messages are recorded.
1 = Warning; only warning and more serious messages
are recorded. 2 = Error; only error and more serious
messages are recorded. 3 = Manufacturing; this
parameter is not available for customer use. 4 = Fatal;
only fatal messages are recorded. The default is 0.

logToPCMCIA <true|
false>

Starts or stops logging system messages to the PCMCIA
(or external flash) card. The default value is true.

screen [<setting>] Sets the log display on the screen to on or off. The default
value is off.

write <str> Writes the log file with the designated string. <str> is
the string or command that you append to the log file. If
the string contains spaces, you must enclose the string in
quotation marks.

Viewing logs
You can view log files by file name, category, severity, and SF/CPU.

 Important:
The show log file tail name-of-file <filename> command does not produce
any output if the tail option is used. The workaround is to redirect the output to another
file using the save-to-file option and view the log file in a text editor.

Procedure steps

To display log information by file name, category, severity, or SF/CPU, enter the
following command:

Viewing logs
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show log file [tail] [name-of-file <value>] [category <value>]
[severity <value>] [CPU <value>] [save-to-file <value>]

Variable definitions
Use the following table for help with the show log file command.

category <value> Filters and list the logs according to category. Specify a string
length of 0 to 100 characters. To specify multiple filters,
separate each category by the vertical bar (|), for example,
OSPF|FILTER|QOS.
Options include CPU, DVMRP, EAP, FILTER, HW, IGMP, IP,
IPX, IP-RIP, IPMC, MLT, MPLS, OSPF, PIM, POLICY, QOS,
RADIUS, RIP, RMON, SNMP, STG, SW, VLAN, WEB, COP-
SW, HAL, RCMPLS.

CPU <value> Filters and list the logs according to the SF/CPU that generated
it. Specify a string length of 0 to 25 characters. To specify
multiple filters, separate each SF/CPU by the vertical bar (|),
for example, CPU5|CPU6.

name-of-file
<value>

Displays the valid logs for the specified file name <value>. For
example, /pcmcia/logcopy.txt. You cannot use this command
on the current log file where the messages are currently logged.
Specify a string length of 1 to 99 characters.

save-to-file
<value>

Redirects the output to the specified file and remove all
encrypted information. The tail option is not supported with the
save-to-file option. Specify a string length of 0 to 99
characters.

severity <value> Filters and list the logs according to severity. Specify INFO,
ERROR, WARNING, or FATAL. To specify multiple filters,
separate each severity by the vertical bar (|), for example,
ERROR|WARNING|FATAL.

Job aid
The following example shows you how to display all of the log messages generated by OSPF
and IP with severity levels of ERROR and WARNING.

ERS 8610:5# show log file category OSPF|IP severity ERROR|WARNING cpu
CPU5
The following example shows you how to display the log messages from a specific log file.

ERS 8610:5# show log file name-of-file /pcmcia/sample.txt

Log configuration using the CLI
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Configuring the remote host address for log transfer
Configure the remote host address for log transfer. The system transfers the current log file to
a remote host when the log file size reaches the configured maximum size.

Prerequisites

• The IP address you configure for the remote host must be reachable at the time of
configuration.

Procedure steps

1. Configure the remote host address for log transfer by using the following command:

config log transferFile <id> add_IP <ipaddr>
<id> specifies the ID for the remote host. The range is 1 to 10.

2. You can specify the file name:

config log transferFile <id> filename <str>
This command sets the IP address for the remote host to the default (0.0.0.0).

3. To show the configured IP address and the file name for the remote host, use the
following command:

config log transferFile <id> info

Variable definitions
Use the information in the following table to help you use the config log transferFile
<id> command.

Variable Value
add-IP <ipaddr> Specifies the IP address of the host to where the log file

needs to be transferred. Specify the IP address in the
format a.b.c.d. The remote host must be reachable or the
configuration fails.

Configuring the remote host address for log transfer
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Variable Value
filename <str> Specify the name of the file stored in the remote host. If not

configured, the current log file name is the default.

 Important:
Avaya recommends that you do not set this option. If this
option is set, the previously transferred log file is
overwritten on the remote server.

info Shows information about the log file transfer
configuration.

remove-IP Removes the IP address.

Job aid
The following example shows you how to configure the remote host address for log transfer.

ERS-8610:5# config log transferFile 1 add-IP 10.10.42.1
ERS-8610:5# config log transferFile 1 info
Sub-Context: Current Context: RemoteIPAddress : 10.10.42.1 File
Name : 39d00005.000
If the IP address you are attempting to configure is not reachable, the following message
appears:

Destination IP address not reachable !!! Could not configure

Configuring system logging to a PCMCIA or external flash
System logs are a valuable diagnostic tool. You can send log messages to a PCMCIA card (or
external flash on the 8895 SF/CPU) for later retrieval.

Define the minimum and maximum log file sizes to bound the file storage size on the PCMCIA
(or external flash) card. The system transfers the current log file to a remote host when the log
file size reaches the configured maximum size.

Although log file parameters are stored in the boot configuration file, you can change them at
anytime without restarting the system. Changes made to these parameters take effect
immediately.

When you remove the PCMCIA (or external flash) card from the primary SF/CPU, a trap is
generated and system logging continues in DRAM only.

Log configuration using the CLI
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 Caution:
Risk of data loss

Before removing the PCMCIA (or external flash) card from your primary SF/CPU, you must
stop the logging of system messages. Failure to do so may corrupt the file system on the
PCMCIA (or external flash) card and cause your log file to be permanently lost.

Prerequisites

• A PCMCIA (or external flash) card must be installed.

Procedure steps

1. Enable system logging to a PCMCIA (or external flash) card:

config bootconfig flags logging <true|false>
If the logging flag is not set to true, the entries are stored in memory.

2. Configure the logfile parameters:

config bootconfig logfile <minsize> <maxsize>
<maxoccupyPercentage>

Variable definitions
Use the information in the following table to help you use the config bootconfig
commands in this procedure.

Variable Value
flags logging <true|
false>

Enables or disables logging to a PCMCIA (or
external flash) card. The log file is named using an
8.3 (xxxxxxxx.sss) format. The first six characters
of the file name contain the last three bytes of the
chassis base MAC address. The next two
characters specify the slot number of the SF/CPU
that generated the logs. The last three characters
denote the sequence number of the log file.
Multiple sequence numbers are generated for the
same chassis and same slot, if the SF/CPU is
replaced, reinserted, or if the maximum log file size
is reached.

Configuring system logging to a PCMCIA or external flash
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Variable Value
logfile <minsize>
<maxsize>
<maxoccupyPercentage>

Configures the logfile parameters:

• <minsize> specifies the minimum space used
for the logfile from 64 to 500 KB.

• <maxsize> specifies the minimum space used
for the logfile from 500 to 16384 KB.

• <maxoccupyPercentage> specifies the
maximum percentage of space on the memory
card used for the logfile from 10 to 90%.

Starting system message logging to a PCMCIA or external
flash card

Begin or stop logging system messages to the PCMCIA card (or external flash on the 8895
SF/CPU).

Be aware that when you remove the PCMCIA (or external flash) card from the primary SF/
CPU, a trap is generated and system logging continues in DRAM only.

 Caution:
Risk of data loss

Before removing the PCMCIA (or external flash) card from your primary SF/CPU, you must
stop the logging of system messages. Failure to do so may corrupt the file system on the
PCMCIA (or external flash) card and cause your log file to be permanently lost.

Procedure steps

To begin or stop logging system messages on the PCMCIA (or external flash) card,
use the following command:

config log logToPCMCIA <true|false>

Variable definitions
Use the date in the following table to complete the config log logToPCMCIA command.

Log configuration using the CLI
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Variable Value
<true|false> Begin or stop the logging of system messages on the PCMCIA

(or external flash) card. If true is specified, the following
message appears: Logging to PCMCIA STARTED. If
false is specified, the following message appears: Logging
to PCMCIA STOPPED.

Configuring system message control
Configure system message control to suppress duplicate error messages on the console, and
to determine the action to take if they occur.

Procedure steps

1. Configure system message control action by using the following command:

config sys set msg-control action <suppress-msg|send-trap|
both>

2. Configure the maximum number of messages by using the following command:

config sys set msg-control max-msg-num <number>
3. Configure the interval by using the following command:

config sys set msg-control control-interval <minutes>
4. Enable message control:

config sys set msg-control enable

Variable definitions
Use the information in the following table to complete the config sys set msg-
control command.

Variable Value
action <suppress-msg|
send-trap|both>

Configures the message control action. The default
value is supress-msg.

control-interval
<minutes>

Configures the message control interval in minutes.
The valid options are 1 to 30. The default value is
5.

Configuring system message control
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Variable Value
disable Disables system message control.

enable Activates system message control. Enabling this
command suppresses duplicate error messages.

info Displays the configuration of system message
control.

max-msg-num <number> Configures the number of occurrences of a message
after which the control action happens. To set the
maximum number of occurrences, enter a value
from 2 to 500. The default value is 5.

Extending system message control
Use the force message control option to extend the message control feature functionality to
the software and hardware log messages.

To enable the message control feature, you must specify an action, control interval, and
maximum message number. After enabling the feature, the log messages, which get repeated
and cross the maximum message number in the control interval, trigger the force message
feature. You can either suppress the message or send a trap notification, or both.

Procedure steps

1. Configure the force message control option by using the following command:

config sys set msg-control force-msg add <str>
2. Ensure the configuration is correct:

config sys set msg-control force-msg info

Variable definitions
Use the information in the following table to complete the config sys set force-msg
command.

Variable Value
add <str> Adds a forced message control pattern, where

<str> is a string of four characters. You can add a
four-byte pattern into the force-msg table. The
software and the hardware log messages that use
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Variable Value
the first four bytes matching one of the patterns in
the force-msg table undergo the configured
message control action. You can specify up to 32
different patterns in the force-msg table including a
wild-card pattern (****). When specifying the wild-
card pattern, all messages undergo message
control.

del <str> Deletes a forced message control pattern.

info Displays the current configuration.

Configuring logging
When enabled, CLI logging keeps track of the CLI commands that are run on the switch. Use
CLI logging for fault management purposes.

Procedure steps

1. To enable or disable CLI logging, enter the following command:

config cli clilog enable <true|false>
2. To change the maximum file size used for CLI logs:

config cli clilog maxfilesize <64 to 256000>
3. Ensure that the configuration is correct:

config cli clilog info
show cli clilog info

4. To view the CLI log:

show clilog file [tail] [grep <value>]

Variable definitions
Use the information in the following table to help you use the config cli clilog
commands.

Variable Value
enable <true|false> Enables or disables CLI logging.

Configuring logging
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Variable Value
info Shows configuration information.

maxfilesize <64 to 256000> Specifies the maximum file size of the log file in
KB.

Use the information in the following table to help you use the show clilog file
commands.

Variable Value
tail Shows the last results first.

grep <value> Performs a string search in the CLI log file.
<value> is the string, of up to 256 characters in
length, to match.

Log configuration using the CLI
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Chapter 17: SNMP trap configuration using
the ACLI

Use SNMP traps and notifications to allow management stations to gather information about switch
activities, alarms, and other information.

Specify which protocols and processes generate traps by enabling traps for that protocol. For example,
to allow SNMP traps to be generated for OSPF, use the following command: ip ospf trap enable.

For information about configuring SNMP community strings and related topics, see Avaya Ethernet
Routing Switch 8800/8600 Security, NN46205-601.

Roadmap of SNMP trap ACLI commands
The following roadmap lists some of the ACLI commands and their parameters that you can
use to complete the procedures in this section.

Command Parameter
Privileged EXEC mode

clear logging
show snmp-server host
show snmp-server notify-
filter
show syslog
show syslog host <1-10>
Global Configuration mode

snmp-server agent-conformance enable
authentication-trap enable
force-iphdr-sender enable
force-trap-sender enable
notify-filter <WORD 1-32> <WORD
1-32>
sender-ip <A.B.C.D> <A.B.C.D>
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Command Parameter
snmp-server host <WORD
1-256> port <1-65535>

v1 <WORD 1-32> [filter <WORD
1-32>] [target-name <WORD
1-32>]
v2c <WORD 1-32> [inform [mms
<0-2147483647>] [retries
<0-255>] [timeout
<0-2147483647>]] [filter <WORD
1-32>] [target-name <WORD
1-32>]
v3 {noAuthnoPriv|authNoPriv|
authPriv} <WORD 1-32> [inform
[retries <0-255>] [timeout
<0-2147483647>]] [filter <WORD
1-32>] [target-name <WORD
1-32>]

snmp-server log enable
max-file-size <64-256000>

syslog enable
ip-header-type <default|
circuitless-ip|management-
virtual-ip>
max-hosts <1-10>

syslog host <1-10> <cr>
address <A.B.C.D>
enable
facility {local0|local1|local2|
local3|local4|local5|local6|
local7}
maperror {emergency|alert|
critical|error|warning|notice|
info|debug}
mapfatal {emergency|alert|
critical|error|warning|notice|
info|debug}
mapinfo {emergency|alert|
critical|error|warning|notice|
info|debug}
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Command Parameter
mapwarning {emergency|alert|
critical|error|warning|notice|
info|debug}
severity <info|warning|error|
fatal> [<info|warning|error|
fatal>] [<info|warning|error|
fatal>] [<info|warning|error|
fatal>]
udp-port <514-530>

Job aid: SNMP configuration in the ACLI
SNMP is configured differently in the ACLI than in the CLI. Auto-generation of several
parameters and command structure changes means that several configuration procedures are
no longer required in the ACLI. The following sections describe the changes.

• snmpNotifyFilterTable on page 311
• snmpTargetAddrTable on page 312
• snmpTargetParamsTable on page 312
• snmpNotifyTable on page 312

snmpNotifyFilterTable
In the CLI, the Type is explicitly specified to be include or exclude. In the ACLI, this is specified
by using the Subtree OID. If the Subtree OID parameter uses a + prefix (or no prefix), this
indicates include. If the Subtree OID uses the - prefix, this indicates exclude.

In the CLI, the Mask is explicitly configured in hex-colon format. In ACLI, the user does not
calculate the mask, because it is automatically calculated. The wildcard character * can specify
the mask within the OID. The OID need not be specified in the dotted decimal format; you can
alternatively specify the MIB parameter names. The OIDs are automatically calculated.

Example:

snmp-server view abc ifEntry.*.2
This command creates an entry with ViewName = abc, Subtree = 1.3.6.1.2.1.2.2.1.0.2 and
Mask = FF: A0.

Notify-filter mask entries in the notify-filter table are not saved if you change from CLI to ACLI
mode.

Job aid: SNMP configuration in the ACLI
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snmpTargetAddrTable
In the CLI, the TargetName is user-configurable. In ACLI, it is generated based on the
TargetAddress, SecurityModel and SecurityName given by the user while creating an entry.

The TargetAddrTaglist can be specified only for v2 and v3 users. If the Inform parameter is not
configured, the default is used (Trap).

In ACLI, it is not possible to modify the timeout, retries and MMS values for an SNMPv1 target-
address, but is possible for SNMPv2 and SNMPv3. The port option is not required for snmp-
server host creation.

In the ACLI, the TargetAddrParamsName is the same as the TargetName. In CLI, the user
specifies both of these names explicitly. The original TargetName is retained across CLI and
ACLI.

For successful load of SNMP server host configurations into ACLI from CLI or Enterprise
Device Manager, those configurations must be complete. That is, the corresponding
TargetParam entries and TargetAddress configurations must be complete.

In the ACLI, the snmpTargetAddrTable, snmpNotifyFilterProfileTable, and
snmpTargetParamsTable are simultaneously created using the snmp-server host
command. Deletion of an entry in the snmpTargetAddrTable deletes all the entries
corresponding to that entry from these tables.

Toggling between CLI and ACLI can cause loss of configurations because the target address
table configurations are different in CLI and ACLI. The Tparm Name parameter is lost while
changing from CLI to ACLI.

snmpTargetParamsTable
In the ACLI, the snmpTargetParamsTable is populated by using the snmp-server host
command.

snmpNotifyTable
There are two preconfigured entries in the snmpNotifyTable. These entries cannot be modified
or deleted. The ACLI command set does not allow you to create or delete entries in the
snmpNotifyTable; this table is automatically generated.

SNMP trap configuration using the ACLI
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Configuring SNMP notifications
The SNMP notification table (snmpNotifyTable) is preconfigured and nonconfigurable in the
ACLI.

Configuring an SNMP host
Configure an SNMP host so that the switch can forward SNMP traps to a host for monitoring.
You can use SNMPv1, SNMPv2c, or SNMPv3.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Configure an SNMPv1 host by entering the following command:

snmp-server host <WORD 1-256> port <1-65535> v1 <WORD 1-32>
[filter <WORD 1-32>] [target-name <WORD 1-32>]
<WORD 1-256> specifies either an IPv4 or IPv6 address. port <1-65535>
specifies the host server port number.

2. Configure an SNMPv2c host by entering the following command:

snmp-server host <WORD 1-256> port <1-65535> v2c <WORD 1-32>
[inform [mms <0-2147483647>] [retries <0-255>] [timeout
<0-2147483647>]] [filter <WORD 1-32>] [target-name <WORD
1-32>]

3. Configure an SNMPv3 host by entering the following command:

snmp-server host <WORD 1-256> port <1-65535> v3
{noAuthnoPriv|authNoPriv|AuthPriv} <WORD 1-32> [inform
[retries <0-255>] [timeout <0-2147483647>]] [filter <WORD
1-32>] [target-name <WORD 1-32>]

4. Ensure that the configuration is correct:

show snmp-server host

Configuring SNMP notifications
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Variable definitions
Use the information in the following table to use the snmp-server host <WORD 1-256>
port <1-65535> command.

Variable Value
v1 <WORD 1-32> [filter
<WORD 1-32>] [target-
name <WORD 1-32>]

Creates a new SNMPv1 entry for the target address
table.

• <WORD 1-32> specifies the security name, which
identifies the principal that generates SNMP
messages.

• filter <WORD 1-32> specifies the filter profile
to use.

• target-name <WORD 1-32> is the target name with
a string length of 1 to 32.

v2c <WORD 1-32> [inform
[mms <0-2147483647>]
[retries <0-255>]
[timeout
<0-2147483647>]]
[filter <WORD 1-32>]
[target-name <WORD
1-32>]

Creates a new SNMPv2c entry for the target address
table.

• <WORD 1-32> specifies the security name, which
identifies the principal that generates SNMP
messages.

• inform indicates that SNMP notifications should be
sent as inform (rather than trap).

• mms <0-2147483647> specifies the maximum
message size as an integer with a range of 1 to
2147483647. The default value is 484.

• retries <0-255> specifies the retry count value
with a range of 0 to 255. The default values is 3.

• timeout <0-2147483647> specifies the
timeout value in seconds with a range of 0 to
214748364. The default value is 1500.

• filter <WORD 1-32> specifies the filter profile
to use.

• target-name <WORD 1-32> is the target name with
a string length of 1 to 32.

v3 {noAuthnoPriv|
authNoPriv|AuthPriv}
<WORD 1-32> [inform
[retries <0-255>]
[timeout
<0-2147483647>]]

Creates a new SNMPv3 entry for the target address
table.
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Variable Value
[filter <WORD 1-32>]
[target-name <WORD
1-32>]

• {noAuthnoPriv|authNoPriv|AuthPriv}
specifies the security level.

• <WORD 1-32> specifies the security name, which
identifies the principal that generates SNMP
messages.

• inform indicates that SNMP notifications should be
sent as inform (rather than trap).

• retries <0-255> specifies the retry count value
with a range of 0 to 255.

• timeout <0-2147483647> specifies the
timeout value in seconds with a range of 0 to
214748364.

• filter <WORD 1-32> specifies the filter profile
to use.

• target-name <WORD 1-32> is the target name with
a string length of 1 to 32.

Example of configuring an SNMP host

Procedure steps

Configure the target table entry:

snmp-server host 198.202.188.207 port 162 v2c ReadView inform
retries 3
snmp-server host 198.202.188.207 port 162 v2c ReadView inform
mms 484
snmp-server host 198.202.188.207 port 162 v2c ReadView inform
timeout 1500

Configuring SNMP target table parameters
In ACLI, the target table parameters (security name, model) are configured as part of the SNMP
host configuration. For more information, see Configuring an SNMP host on page 313.

Configuring SNMP target table parameters
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Configuring an SNMP notify filter table
Configure the notify table to select management targets to receive notifications, as well as the
type of notification to send to each management target. For more information about the notify
filter table, see RFC 3413.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Create a new notify filter table by using the following command:

snmp-server notify-filter <WORD 1-32> <WORD 1-32>
2. Ensure that the configuration is correct:

show snmp-server notify-filter

Variable definitions
Use the information in the following table to complete the snmp-server notify-filter
command.

Variable Value
<WORD 1-32> <WORD
1-32>

Creates a notify filter table.

• <WORD 1-32> specifies the name of the filter profile
with a string length of 1 to 32.

• The second <WORD 1-32> identifies the filter subtree
OID with a string length of 1 to 32.

If the Subtree OID parameter uses a + prefix (or no
prefix), this indicates include. If the Subtree OID uses the
- prefix, this indicates exclude.
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Configuring SNMP interfaces
If the Avaya Ethernet Routing Switch 8800/8600 has multiple interfaces, configure the IP
interface from which the SNMP traps originate.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Configure the destination and source IP addresses for SNMP traps:

snmp-server sender-ip <A.B.C.D> <A.B.C.D>
2. If required, send the source address (sender IP) as the sender network in the

notification message:

snmp-server force-trap-sender enable
3. If required, force the SNMP and IP sender flag to be the same:

snmp-server force-iphdr-sender enable

Variable definitions
Use the information in the following table to complete the snmp-server command.

Variable Value
agent-conformance
enable

Enables the agent conformance mode. Conforms to
MIB standards when disabled. If you activate this
option, feature configuration is stricter and error
handling less informative. Activating this option is not
a recommended or normally supported mode of
operation.

authentication-trap
enable

Activates the generation of authentication traps.

force-iphdr-sender
enable

Enables the automatic configuration of the SNMP and
IP sender to the same value. The default is false.

Configuring SNMP interfaces
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Variable Value
force-trap-sender
enable

Enabled sending the configured source address
(sender IP) as the sender network in the notification
message.

sender-ip <A.B.C.D>
<A.B.C.D>

Configures the SNMP trap receiver and source IP
addresses. Specify the IP address of the destination
SNMP server that will receive the SNMP trap
notification in the first IP address.
Specify the source IP address of the SNMP trap
notification packet that is transmitted in the second IP
address. If this is set to 0.0.0.0 then the switch uses
the IP address of the local interface that is closest
(from an IP routing table perspective) to the
destination SNMP server.

Enabling SNMP trap logging
Use SNMP trap logging to send a copy of all traps to the PCMCIA card (or external flash on
the 8895 SF/CPU).

Prerequisites

• Access Global Configuration mode.
• A PCMCIA (or external flash) card must be installed.

Procedure steps

1. To enable SNMP trap logging, use the following command:

snmplog enable
2. To configure the maximum log file size:

snmplog maxfilesize <64-256000>
3. To view the contents of the SNMP log, use the following command:

show snmplog
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Variable definitions
Use the information in the following table to help you use the snmplog command.

Variable Value
enable Enables or disables the logging of traps.

maxfilesize
<64-256000>

Specifies the maximum file size for the trap log.

Configuring a UNIX system log and syslog host
The syslog commands control a facility in UNIX machines that logs SNMP messages and
assigns each message a severity level based on importance.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Enable the system log using the following command:

syslog enable
Configure other syslog parameters as required using the parameters in the following
table.

2. Configure the syslog host using the following command:

syslog host <1-10>
Configure other syslog host parameters as required using the parameters in the
following table.

3. View the configuration to ensure it is correct:

show syslog
show syslog host <1-10>

Configuring a UNIX system log and syslog host
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Variable definitions
Use the information in the following table to help you use the syslog command.

Variable Value
enable Enables the sending of syslog messages on the

switch.

ip-header-type
<default| circuitless-
ip| management-
virtual-ip>

Specifies the IP header in syslog packets to default,
circuitless-ipor management-virtual-ip.

• If set to default, then for syslog packets that are
transmitted in-band via input/output (I/O) ports, the IP
address of the VLAN is used. For syslog packets that
are transmitted out-of-band through the management
port, the physical IP address of the Master CPU is
used in the IP header.

• If set to management-virtual-ip, then for syslog
packets that are transmitted out-of-band only through
the management port, the virtual management IP
address of the switch is used in the IP header.

• If set to circuitless-ip, then for all syslog messages
(in-band or out-of-band), the circuitless IP address is
used in the IP header. If a user has configured
multiple CLIPs, the first CLIP configured is used.

max-hosts <1-10> Specifies the maximum number of syslog hosts
supported. <maxhost> is the maximum number of
enabled hosts allowed (1 to 10).

Use the information in the following table to help you use the syslog host <1-10>
command.

Variable Value
<cr> Creates a syslog host instance.

address <A.B.C.D> Configures a host location for the syslog host.
<A.B.C.D> is the IP address of the UNIX system
syslog host.

facility {local0|
local1|local2|local3|
local4|local5|local6|
local7}

Specifies the UNIX facility used in messages to the
syslog host. {local0|local1|local2|
local3|local4|local5|local6|local7}
is the UNIX system syslog host facility (LOCAL0 to
LOCAL7).

enable Enables the syslog host.
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Variable Value
maperror {emergency|
alert|critical|error|
warning|notice|info|
debug}

Specifies the syslog severity to use for Error
messages.

mapfatal {emergency|
alert|critical|error|
warning|notice|info|
debug}

Specifies the syslog severity to use for Fatal
messages.

mapinfo {emergency|
alert|critical|error|
warning|notice|info|
debug}

Specifies the syslog severity level to use for Information
messages.

mapwarning {emergency|
alert|critical|error|
warning|notice|info|
debug}

Specifies the syslog severity to use for Warning
messages.

severity <info|
warning|error|fatal>
[<info|warning|error|
fatal>] [<info|
warning|error|fatal>]
[<info|warning|error|
fatal>]

Specifies the severity levels for which syslog messages
should be sent for the specified modules.

udp-port <514-530> Specifies the UDP port number on which to send syslog
messages to the syslog host. This is the UNIX system
syslog host port number (514 to 530).

Configuring a UNIX system log and syslog host
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Chapter 18: Log configuration using the
ACLI

Use log files and messages to help perform diagnostic and fault management functions.

Roadmap of ACLI log commands
The following roadmap lists some of the ACLI commands and their parameters that you can
use to complete the procedures in this section.

Command Parameter
Privileged EXEC mode

clear logging
show clilog
show clilog file [tail]
[grep <WORD 1-256>]
show logging config

file [tail] [category <WORD
0-100>] [severity <WORD 0-25>]
[CPU <WORD 0-25>] [name-of-file
<WORD 1-99>] [save-to-file
<WORD 1-99>]
level
transferFile <1-10>

Global Configuration mode

boot config logfile <64-500>
<500-16384> <10-90>
boot config flags logging
clilog enable
clilog maxfilesize <64 to
256000>
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Command Parameter
logging level <0-4>

logToPCMCIA
screen
write <WORD 1-1536>

logging transferFile <1-10> address <A.B.C.D>
filename <WORD 0-255>

sys msg-control <cr>
action <suppress-msg|send-trap|
both>
control-interval <1-30>
max-msg-num <2-500>

sys force-msg <WORD 4-4>

Configuring logging
You can configure log file parameters, as well as write, or clear the log file automatically created
by the system.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Define which messages are logged:

logging level <0-4>
2. Write the log file from memory to a file:

logging write <WORD 1-1536>
3. Use the following table to help you configure other parameters as required.
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Variable definitions
Use the information in the following table to help you use the logging commands.

Variable Value
level <0-4> Shows and sets the logging level. The level is one of

these values: 0 = Information; all messages are
recorded. 1 = Warning; only warning and more serious
messages are recorded. 2 = Error; only error and more
serious messages are recorded. 3 = Manufacturing;
this parameter is not available for customer use. 4 =
Fatal; only fatal messages are recorded. The default
value is 0.

logToPCMCIA Starts logging system messages to the PCMCIA (or
external flash) card. The default configuration is true.

screen Sets the log display on the screen to on. The default
configuration is off.

write <WORD 1-1536> Writes the log file with the designated string. <WORD
1-1536> is the string or command that you append
to the log file. If the string contains spaces, you must
enclose the string in quotation marks.

Viewing logs
You can view log files by file name, category, severity, and SF/CPU.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

To display log information by file name, category, severity, or SF/CPU, enter the
following command:

Viewing logs
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show logging file [tail] [category <WORD 0-100>] [severity
<WORD 0-25>] [CPU <WORD 0-25>] [name-of-file <WORD 1-99>]
[save-to-file <WORD 1-99>]

Variable definitions
Use the following table for help with the show logging file command.

category <WORD
0-100>

Filters and list the logs according to category. Specify a string
length of 0–100 characters. Categories include SNMP, EAP,
RADIUS, RMON, WEB, STG, IGMP, HW, MLT, FILTER, QOS,
SW, CPU, IP, VLAN, IPMC, DVMRP, |IPX, IP-RIP, MPLS,
OSPF, |PIM, POLICY, RIP. To specify multiple filters, separate
each category by the vertical bar (|), for example, OSPF|
FILTER|QOS.

CPU <WORD 0-25> Filters and list the logs according to the SF/CPU that generated
it. Specify a string length of 0–25 characters. To specify multiple
filters, separate each SF/CPU by the vertical bar (|), for
example, CPU5|CPU6.

name-of-file
<WORD 1-99>

Displays the valid logs from this file. For example, /pcmcia/
logcopy.txt. You cannot use this command on the current log
file—the file into which the messages are currently logged).
Specify a string length of 1–99 characters.

save-to-file
<WORD 1-99>

Redirects the output to the specified file and remove all
encrypted information. The tail option is not supported with the
save-to-file option. Specify a string length of 1–99
characters.

severity <WORD
0-25>

Filters and list the logs according to severity. Choices include
INFO, ERROR, WARNING, FATAL. To specify multiple filters,
separate each severity by the vertical bar (|), for example,
ERROR|WARNING|FATAL.

Configuring the remote host address for log transfer
Configure the remote host address for log transfer. The system transfers the current log file to
a remote host when the log file size reaches the configured maximum size.
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Prerequisites

• The IP address you configure for the remote host must be reachable at the time of
configuration.

• Access Global Configuration mode.

Procedure steps

1. Configure the remote host address for log transfer by using the following command:

logging transferFile <1-10> address <A.B.C.D>
2. You can specify the file name:

logging transferFile <1-10> filename <WORD 0-255>

Variable definitions
Use the information in the following table to help you use the logging transferFile
<1-10> command.

Variable Value
address <A.B.C.D> Specifies the IP address of the host to where the log file

needs to be transferred. The remote host must be
reachable or the configuration will fail.

filename <WORD
0-255>

Specify the name of the file stored in the remote host. If not
configured, the current log file name is the default.

 Important:
Avaya recommends that you do not set this option. If this
option is set, the previously transferred log file is
overwritten on the remote server.

Configuring system logging to a PCMCIA or external flash
System logs are a valuable diagnostic tool. You can send log messages to a PCMCIA card (or
external flash on the 8895 SF/CPU) for later retrieval.

Configuring system logging to a PCMCIA or external flash
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Define the minimum and maximum log file sizes to bound the file storage size on the PCMCIA
(or external flash) card. The system transfers the current log file to a remote host when the log
file size reaches the configured maximum size.

Although log file parameters are stored in the boot configuration file, you can change them at
anytime without rebooting the system. Changes made to these parameters take effect
immediately.

When you remove the PCMCIA (or external flash) card from the primary SF/CPU, a trap is
generated and system logging continues in DRAM only.

 Caution:
Risk of data loss

Before removing the PCMCIA (or external flash) card from your primary SF/CPU, you must
stop the logging of system messages. Failure to do so may corrupt the file system on the
PCMCIA (or external flash) card and cause your log file to be permanently lost.

Prerequisites

• A PCMCIA (or external flash) card must be installed.
• Access Global Configuration mode.

Procedure steps

1. Enable system logging to a PCMCIA (or external flash) card:

boot config flags logging
If the logging flag is not set to true, the entries are stored in memory.

2. Configure the logfile parameters:

boot config logfile <64-500> <500-16384> <10-90>

Variable definitions
Use the information in the following table to help you use the boot config commands in this
procedure.

Variable Value
flags logging Enables or disables logging to a PCMCIA (or

external flash) card. The log file is named using an
8.3 (xxxxxxxx.sss) format. The first six characters
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Variable Value
of the file name contain the last three bytes of the
chassis base MAC address. The next two
characters specify the slot number of the SF/CPU
that generated the logs. The last three characters
denote the sequence number of the log file.
Multiple sequence numbers are generated for the
same chassis and same slot, if the SF/CPU is
replaced, reinserted, or if the maximum log file size
is reached.

logfile <64-500>
<500-16384> <10-90>

Configures the logfile parameters:

• <64-500> specifies the minimum space used
for the logfile from 64 to 500 KB.

• <500-16384> specifies the minimum space
used for the logfile from 500 to 16384 KB.

• <10-90> specifies the maximum percentage of
space used for the logfile from 10 to 90%.

Starting system message logging to a PCMCIA or external
flash card

Begin or stop logging system messages to the PCMCIA card (or external flash on the 8895
SF/CPU).

Note that when you remove the PCMCIA (or external flash) card from the primary SF/CPU, a
trap is generated and system logging continues in DRAM only.

 Caution:
Risk of data loss

Before removing the PCMCIA (or external flash) card from your primary SF/CPU, you must
stop the logging of system messages. Failure to do so may corrupt the file system on the
PCMCIA (or external flash) card and cause your log file to be permanently lost.

Starting system message logging to a PCMCIA or external flash card
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Prerequisites

• Access Global Configuration mode.

Procedure steps

1. To begin logging system messages on the PCMCIA (or external flash) card, use
the following command:

log logToPCMCIA
2. To stop logging:

no log logToPCMCIA

Configuring system message control
Configure system message control to suppress duplicate error messages on the console, and
to determine the action to take if they occur.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. Configure system message control action by using the following command:

sys msg-control action <suppress-msg|send-trap|both>
2. Configure the maximum number of messages by using the following command:

sys msg-control max-msg-num <2-500>
3. Configure the interval by using the following command:

sys msg-control control-interval control-interval <1-30>
4. Enable message control:

sys msg-control
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Variable definitions
Use the information in the following table to complete the sys msg-control command.

Variable Value
<cr> Activates system message control. Enabling this

command suppresses duplicate error messages.

action <suppress-msg|
send-trap|both>

Configures the message control action. The default
value is suppress-msg.

control-interval <1-30> Configures the message control interval in minutes.
The valid options are 1 to 30. The default value is 5.

max-msg-num <2-500> Configures the number of occurrences of a message
after which the control action happens. To set the
maximum number of occurrences, enter a value from
2 to 500. The default values is 5.

Extending system message control
Use the force message control option to extend the message control feature functionality to
the software and hardware log messages.

To enable the message control feature, you must specify an action, control interval, and
maximum message number. After enabling the feature, the log messages, which get repeated
and cross the maximum message number in the control interval, trigger the force message
feature. You can either suppress the message or send a trap notification, or both.

Prerequisites

• Access Global Configuration mode.

Procedure steps

Configure the force message control option by using the following command:

Extending system message control
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sys force-msg <WORD 4-4>

Variable definitions
Use the information in the following table to help you use this command.

Variable Value
<WORD 4-4> Used to add a forced message control pattern,

where <WORD 4-4> is a string of 4 characters. You
can add a four-byte pattern into the force-msg table.
The software and the hardware log messages that
use the first four bytes matching one of the patterns
in the force-msg table undergo the configured
message control action. You can specify up to 32
different patterns in the force-msg table. This
includes a wildcard pattern (****) as well. Upon
specifying the wildcard pattern, all messages
undergo message control.

Configuring ACLI logging
When enabled, ACLI logging keeps track of all command line interface commands executed
on the switch. Use ACLI logging for fault management purposes.

Prerequisites

• Access Global Configuration mode.

Procedure steps

1. To enable ACLI logging, enter the following command:

clilog enable
2. To change the maximum file size used for ACLI logs:

clilog maxfilesize <64 to 256000>
3. Ensure that the configuration is correct:
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show clilog
4. To view the ACLI log:

show clilog file [tail] [grep <WORD 1-256>]

Variable definitions
Use the information in the following table to help you use the clilog commands.

Variable Value
enable Enables ACLI logging. To disable, use the no

clilog enable command.

maxfilesize <64 to 256000> Specifies the maximum file size of the log file in
KB.

Use the information in the following table to help you use the show clilog file
commands.

Variable Value
tail Shows the last results first.

grep <WORD 1-256> Performs a string search in the log file. <WORD
1-256> is the string, of up to 256 characters in
length, to match.

Configuring ACLI logging
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Chapter 19: Recovery trees and procedures

This section provides problem scenarios and recovery procedures.

Recovery trees
Recovery trees provide a quick reference for troubleshooting without procedural detail. They
are meant to quickly guide you through some common failure scenarios and provide a
solution.

Recovery trees navigation

• IST failure on page 335
• DHCP Relay failure on page 336
• SNMP failure on page 337
• Flash failure on page 338

IST failure
Use the following flowchart to help provide guidance if an Interswitch Trunk (IST) fails. For
more information, see Troubleshooting IST failure using the CLI on page 351 and 
Troubleshooting IST failure using the ACLI on page 352.
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Figure 5: IST failure recovery tree

DHCP Relay failure
Use the following flowchart to help provide guidance if DHCP Relay fails. For more information,
see DHCP troubleshooting on page 438.
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Figure 6: DHCP Relay failure recovery tree

SNMP failure
Use the following flowchart to help provide guidance if Simple Network Management Protocol
(SNMP) access fails. For more information, see SNMP troubleshooting on page 437.

Recovery trees
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Figure 7: SNMP failure recovery tree

Flash failure
Use the following flowchart to help provide guidance if you cannot write to the flash.

 Caution:
Risk of file loss

Before you format the flash, ensure you back up all files. Formatting the flash deletes all
files, including configuration and license files.
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Figure 8: Flash failure recovery tree

Licensing problems and recovery
The following sections describe licensing problems you may encounter and provides solutions.
For more information about installing licenses and accessing the License Bank, see Avaya
Ethernet Routing Switch 8800/8600 Administration, NN46205-605.

Licensing problems and recovery navigation

• Job aid: general tips and information on page 340
• Issue: license will not install on page 340
• Issue: cannot transfer license on page 341
• Issue: license file generation does not succeed on page 342
• Issue: licensed features cannot be configured on page 342

Licensing problems and recovery
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Job aid: general tips and information
The following paragraphs provide important license information.

When you configure the name of license file, use only lowercase characters.

To unlock Advanced or Premier features, a switch requires only one license file. If you upgrade
from an Advanced license to a Premier license, you can delete the Advanced License file. If
they have different names, more than one license file can be stored in Flash memory, but only
one is used to unlock features.

If two license files are installed on an Avaya Ethernet Routing Switch 8800/8600, for example,
one Advanced and one Premier license file, the Premier License takes precedence over the
Advanced License. For example, if the file names are bld100_8610adv.dat and
bld100_8610prem.dat, during the boot process, only the Premier license file is loaded.

You can swap licenses to another switch a maximum of once per 10 chassis licenses
purchased, with an exception for the 1-chassis license, as follows:

• 1-chassis license: 1 swap
• 10-chassis license: 1 swap
• 50-chassis license: 5 swaps
• 100-chassis license: 10 swaps

The license bank can contain many licenses of the same or different types. A license file is
generated for a specific license and switch type. Each License Authorization Code (LAC) type
and deposit appears separately in the license bank, and shows the number of licenses that
are used and available for the LAC. License files are not transferable between switch types,
for example, between an Ethernet Routing Switch 8800/8600 and an Ethernet Routing Switch
8300.

If you lose or forgot your license portal password, call Avaya Technical Support.

If you lose a license file, logon to the license bank and download the license file again.

Issue: license will not install
This section describes methods to troubleshoot the following licensing scenario:

• The license will not install or is not recognized on a switch.
• An "Invalid license file" message appears on the console or CLI.

Possible causes:

• The license file does not contain a MAC address that matches the switch to which it is
installed. This may occur due to:

- switch replacement

Recovery trees and procedures
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- incorrect MAC address specified when the license file was generated

Prerequisites

• Use the show license command to double-check that the license is not installed.

• For more information about transferring a license and installing a license, see Avaya
Ethernet Routing Switch 8800/8600 Administration, NN46205-605.

Procedure steps

1. Check the license file on the License Bank and confirm that the MAC address is
incorrect.

2. To correct the MAC address, use the Transferring a license procedure.
3. Check the license file on the License Bank and confirm that the MAC address is

now correct.
4. Install the license file on the switch.

Issue: cannot transfer license
This section describes methods to troubleshoot the following licensing scenario:

• Attempts to transfer a license using the Replace Switch MAC function fail. After the Replace
Switch MAC button is clicked, the error message "You have reached the limit of MAC address
changes for this file" appears.

Procedure steps

1. Check if there is another LAC entry in the License Bank for the switch of the same
license type (that is, Advanced or Premier) that has not been used to swap a MAC
address. If so, select a license file from that LAC and try the Replace Switch MAC
function again.

2. If the same error message appears again, or there is no LAC available, contact
Avaya Customer Support and request a new LAC.

Licensing problems and recovery

Troubleshooting July 2013     341



Issue: license file generation does not succeed
This section describes methods to troubleshoot the following licensing scenario:

• The license file is not generated. The error message appears: License filename contains
invalid characters

Possible causes:

• A user attempts to generate a license file using illegal filename characters

Procedure steps

Do not use illegal characters. For information about allowed characters, either click the
File Format ? link on the GENERATE LICENSE page, or see Avaya Ethernet Routing
Switch 8800/8600 Administration, NN46205-605.

Issue: licensed features cannot be configured
This section describes methods to troubleshoot the following licensing scenario:

• After a license file is installed and the switch is rebooted, the associated licensed features
cannot be configured.

Possible causes:

• The license file is not stored in the correct location on the switch.
• The license is not installed.

The commands used in this procedure are the same for CLI or ACLI.

Procedure steps

1. Use the following command to determine if the license is loaded or running:

show license
2. Check the flash directory for the presence of the license file:

dir
The license file must be stored in the flash directory.

3. Ensure that the license file name and location follows the guidelines given in Avaya
Ethernet Routing Switch 8800/8600 Administration, NN46205-605.

If the license file has the wrong file extension, rename the file so that it has a .dat
file extension.
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4. Check switch log messages for errors during boot:

show clilog file
5. After the license filename and location criteria for the license file is correct, restart

the switch:

boot

Licensing problems and recovery
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Chapter 20: Layer 1 troubleshooting

Use this section to help you troubleshoot Layer 1 (physical layer) problems.

Troubleshooting fiber optic links
To troubleshoot optical links and devices, you can use Digital Diagnostic Monitoring (DDM),
as well as published optical specifications.

You can troubleshoot fiber optic links to ensure that the optical transmitters and receivers are
operating correctly, and to determine if a receiver is saturated, or not receiving enough
power.

For small form factor pluggable (SFP) transceiver, 10 Gigabit SFP (XFP) transceiver, and
Gigabit Interface Converter (GBIC) specifications, see Avaya Ethernet Routing Switch
8800/8600 Installation — SFP, XFP, GBIC and OADM Hardware Components,
NN46205-320.

Procedure steps

1. Measure the SFP, XFP, or GBIC transmit power.
2. Compare the measured transmit power with the specified launch power.

The values should be similar. If the measured power is far below the specified value,
then a faulty transmitter is a possible cause.

3. Compare the measured transmit power for the near-end optical device to the
measured transmit power for the far-end device.

Large differences could mean that the optical devices are mismatched (that is, -SX
versus -LX).

4. Measure the receive power at each end of the link.
5. Compare the receive power to the transmit power.

• For short fiber links, the transmit and received power should be similar (after
taking into consideration connection losses).

• For long fiber links, the transmit and received power should be similar (after
taking into consideration connection losses and fiber attenuation).

Large differences could mean a damaged fiber or dirty or faulty connectors. It could
also mean that the link does not use the right type of fiber (single mode or
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multimode). If the receiver power is measured to be zero, and the link used to work,
it is probable that the far-end transmitter is not operating or the fiber is broken.

6. Compare the measured receive power for the near-end optical device to the
measured receive power for the far-end device.

Large differences could mean that the optical devices are mismatched (that is, -SX
versus -LX). If optical devices are mismatched, the receiver can be saturated
(overdriven).

7. If a receiver is saturated but still operable, install a suitable attenuator.

For long-haul optical devices, the receive power must be significantly less that the
transmit power.

8. To help debug the link, loop back the local transmit and receive ports, and use the
DDM parameters to help determine the fault.

Troubleshooting DWDM XFPs
As a physical layer device, a DWDM XFP does not require specific configuration to be used.
If you experience issues with DWDM XFPs, perform the following steps.

Procedure steps

1. To ensure that the DWDM XFPs under use are properly supported, enter the
following CLI command:

show sys pluggable-optical-modules info
OR

enter the following ACLI command:

show pluggable-optical-module basic
From the command output, verify whether the DWDM XFPs are recognized by the
Ethernet Routing Switch as DWDM.

2. In Enterprise Device Manager, select the DWDM XFP port, and then select Edit,
Port, General, DDI/SFP and verify that the correct information is displayed in the
DDI/SFP tab for the DWDM XFP.

3. If the DWDM XFP port shuts down suddenly, the ddm-alarm-portdown option may
be activated. A high or low alarm may have occurred on the port. In this case, check
whether a message has been logged or a trap has been generated on the port due
to the alarm occurring. If a log or trap is present, take remedial actions to clear the
alarm, depending on the type of alarm.
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Additional useful commands
The following CLI commands also provide useful information relating to DWDM XFPs:

• show sys pluggable-optical-module info [<portlist>]
• show sys pluggable-optical-module info [<portlist>] [detail]
• show sys pluggable-optical-module temperature [<portlist>]
• show sys pluggable-optical-module voltage [<portlist>]
• config sys set pluggable-optical-module info

The following are the ACLI command equivalents:

• show pluggable-optical-module basic [<portlist>]
• show pluggable-optical-module detail [<portlist>]
• show pluggable-optical-module temperature [<portlist>]
• show pluggable-optical-module voltage [<portlist>]
• show pluggable-optical-module config [<portlist>]

Troubleshooting DWDM XFPs
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Chapter 21: Layer 2 troubleshooting

Use this section to help you troubleshoot Layer 2 (VLAN, spanning tree, link aggregation, multilink
trunking) problems.

Troubleshooting SMLT failure using the CLI or ACLI
In typical SMLT topologies, critical network traffic runs over the aggregated links. Therefore,
SMLT failure can cause a partial network outage when network protocols such as VRRP,
OSPF, and RIP, and link layer protocols such as VLACP register SMLT links going down and
(potentially) recovering.

Possible reasons for SMLT failures are as follows:

• the CP-limit feature shuts down an SMLT link due to excessive control traffic
• the Extended CP-limit feature shuts down an SMLT link due to System Octapid

congestion
• IST link failure
• VLACP no longer receives VLACP PDUs from a peering device
• SLPP detects a network loop condition
• SMLT configuration errors
• Layer 1 connectivity problems with fiber or copper media

If an SMLT failure or link flap occurs, run the following diagnostic commands to determine the
SMLT status and identify a potential trigger for the issue.

Procedure steps

1. To display the status of the SMLT, enter the following CLI command:

show mlt info
OR

enter the following ACLI command:

show mlt
2. To display the SMLT ports and verify their link integrity and status, enter the

following CLI command:
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show port info state
OR

enter the following ACLI command:

show interface {fastethernet | gigabitEthernet } state
3. To verify in and out data flows over the SMLT interfaces, enter the following using

the CLI or ACLI:

show mlt stats
4. To identify any SMLT error increments and study the IST interface status, enter the

following CLI command:

show mlt show-all
OR

enter the following ACLI commands:

show mlt error main
show mlt error collision
show ist mlt

5. To examine the IST interface message statistics for any irregularities, enter the
following CLI command:

show mlt ist stats
OR

enter the following ACLI command:

show ist stat
6. If Single Link Trunks (SLT) are provisioned, to establish whether these links have

been affected, enter the following CLI command:

show smlt info
OR

enter the following ACLI command:

show mlt
7. After the SMLT links recover, to inspect forward database (FDB) table software

records for their integrity, enter the following CLI command:

show vlan info fdb-e [<vid>]
OR

enter the following ACLI command:
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show vlan mac-address-entry [vlan <vid>]
8. After the SMLT links recover, to inspect ARP table software records for their

integrity, enter the following CLI command:

show ip arp info [<ip address>]
OR

enter the following ACLI command:

show ip arp [<ip address>]

Troubleshooting IST failure using the CLI
When interswitch trunk (IST) links are used, all critical network traffic runs this link. Therefore,
in the event of IST failure, network protocols like RIP, VRRP, OSPF, VLACP and so on go up
and down and eventually causes a network outage.

There are the possible reasons for IST failure:

• The IST had been disabled.
• An incorrect peer IP address is configured.
• The MLT does not have the proper ports configured.
• MLT ports are down.

 Note:
When the VLACP protocol goes up and down (flaps) rapidly, this behavior can cause
system-wide instability, including high CPU utilization. For more information on how to
resolve VLACP flapping, see Avaya Ethernet Routing Switch 8800/8600 Configuration —
Link Aggregation, MLT, and SMLT (NN46205-518).

For a flowchart recovery tree, see IST failure on page 335.

Procedure steps

1. Check IST settings:

show mlt ist info
If any settings are incorrect, make the correction.

2. Check MLT settings:

show mlt info

Troubleshooting IST failure using the CLI
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Verify that the correct ports are members of the MLTs, and that the trunk is
enabled.

3. Check interface status:

show ip interface
show ports info all
Verify that, for each interface, the port state is enabled, and its operational state is
up. If they are not, try to disable then reenable the port. If the ports do not come up,
there may be a physical layer issue.

Troubleshooting IST failure using the ACLI
When interswitch trunk (IST) links are used, all critical network traffic runs this link. Therefore,
in the event of IST failure, network protocols like RIP, VRRP, OSPF, VLACP and so on go up
and down and eventually causes a network outage.

There are the possible reasons for IST failure:

• The IST had been disabled.
• An incorrect peer IP address is configured.
• The MLT does not have the proper ports configured.
• MLT ports are down.

 Note:
When the VLACP protocol goes up and down (flaps) rapidly, this behavior can cause
system-wide instability, including high CPU utilization. For more information on how to
resolve VLACP flapping, see Avaya Ethernet Routing Switch 8800/8600 Configuration —
Link Aggregation, MLT, and SMLT (NN46205-518).

For a flowchart recovery tree, see IST failure on page 335.

Procedure steps

1. Check IST settings:

show ist mlt
If any settings are incorrect, make the correction.

2. Check MLT settings:

show mlt <1-256>
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Verify that the correct ports are members of the MLTs, and that the trunk is
enabled.

3. Check interface status:

show ip interface
Verify that, for each interface, the port state is enabled, and its operational state is
up. If they are not, try to disable then reenable the port. If the ports do not come up,
there may be a physical layer issue.

Troubleshooting IstSessionDown message using CLI or
ACLI

If the Avaya Ethernet Routing Switch 8800/8600 shows the log message IstSessionDown
for no apparent reason or additional information as to why, use show mlt ist stats (CLI)
or show ist stat (ACLI) to determine if a switch is having difficulty sending or receiving the
IST messages.

The normal IST message timeout is 50 seconds and is affected by the port link state. If the
lowest numbered port is up, the IST mechanism sends IST messages on this link and expects
to receive them on this link. A failure of the lowest numbered link results in failover to the 2nd
lowest, but the IST always tries to return to the lowest link whenever the link state is up.

Trace level 25 can show the IST messages being exchanged over the IST.

trace level 25 <1-4> trace screen on (CLI or ACLI)

Also, enabling VLACP on the IST links can guard against link failures, where the link remains
up but the link cannot transmit or receive the IST messages reliably.

Troubleshooting BPDU filtering
The following sections provide information for troubleshooting BPDU filtering issues.

No packets received on the port
In order for BPDU filtering to work on a port, BPDU packets must be received on that port. To
troubleshoot cases when no packets are received on a port, use the following procedure.

1. Display the BPDU filtering status for the port:

show bpdu-filter 4/1 (CLI)

Troubleshooting IstSessionDown message using CLI or ACLI
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show spanning-tree bpdu-filtering <slot/port> (ACLI)

Port MLTID Admin Oper Link LinkTrap Timeout TimerCount
BpduFiltering ---- ----- ------- ---- ---- --------
---------- ---------- ------------- 4/1 Enable Up Up Enabled
120 0 Enabled
In the sample output, BPDU filtering is enabled for port 4/1, and the BPDU filter
Admin State for the port is Enable, but the Timer Counter is 0.

2. Run the following command to see that packets are received on the port.

show port stats interface extended port <slot/port> (CLI)

show interface <port-type> statistics verbose <slot/port>
(ACLI)

3. Check that the port receives STP packets by checking the state of the remote port:

show ports info stg main port <slot/port> (CLI)

show spanning-tree port <slot/port> (ACLI)

============================================================
======= Port Stg
============================================================
======== ENABLE FORWARD CHANGE SID PORT_NUM PRIO STATE STP
FASTSTART PATHCOST TRANSITION DETECTION
------------------------------------------------------------
--------------------------------------------------------- 1
2/3 128 forwarding false false 1 0 true
The state for the remote port (in this example, port 2/3) should not be disabled.

SNMP trap not received
To troubleshoot issues in which an SNMP trap is not received following an error condition, use
the following procedure.

1. Display the BPDU filtering status for the port:

show bpdu-filter <slot/port> (CLI)

show spanning-tree bpdu-filtering <slot/port> (ACLI)

Port MLTID Admin Oper Link LinkTrap Timeout TimerCount
BpduFiltering ---- ----- ------- ---- ---- --------
---------- ---------- ------------- ------------------ 4/1
Disable Down Down Enabled 120 116 Enabled
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In this output, BPDU filtering is enabled on port 4/1, BPDU packets are received,
port 4/1 is disabled, and the TimerCount is incrementing, but no SNMP trap is ever
received.

2. Configure the correct SNMP target information on the switch.

config snmp-v3 target-addr create <Target Name> <Ip
addr:port> <Target parm> [timeout <value>] [retry <value>]
[taglist <value>] [mask <value>] [mms <value>] [tdomain
<value>] (CLI)

snmp-server host <WORD 1-256> port <1-65535> v3
{noAuthnoPriv|authNoPriv|AuthPriv} <WORD 1-32> [inform
[retries <0-255>] [timeout <0-2147483647>]] [filter <WORD
1-32>] [target-name <WORD 1-32>] (ACLI)

Displaying BPDU filtering records
To assist in troubleshooting, you can display BPDU filtering records.

The following command displays BPDU filter records.

show port info int port 4/1
==============================================================
====== Port Interface
==============================================================
====== PORT LINK PORT PHYSICAL STATUS NUM INDEX DESCRIPTION
TRAP LOCK MTU ADDRESS ADMIN OPERATE
--------------------------------------------------------------
--------------------------------------------------------- 4/1
256 Gbic850(Sx) true false 1950 00:1a:8f:10:90:c0 down down

Troubleshooting BPDU filtering
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Chapter 22: Unicast routing
troubleshooting

Use this section to help you troubleshoot Layer 3 unicast routing problems.

Routing and licensing: protocol will not run
Many routing protocols require a license for operation. If a routing protocol will not run, check
that your license is of the correct type, and that it is correctly installed. For more information
about licensing issues, see Licensing problems and recovery on page 339.

The following table describes the license required to use specific features. The Premier license
enables all licensed features on the Ethernet Routing Switch 8800/8600. For more information
about installing or transferring licenses, see Avaya Ethernet Routing Switch 8800/8600
Administration (NN46205-605).

Table 17: License and features

Advanced license Premier license

• Border Gateway Protocol version 4
(BGP4) for more than 10 Peers

• Bidirectional Forwarding Detection

• Multicast Source Discovery Protocol
(MSDP)

• Packet Capture function (PCAP)

• IPv6 Features:

- IP Routing

- IPv6 over SMLT and RSMLT

- DHCPv6 Relay

- VRRPv3

- BGP+

- RADIUSv6

• All Advanced License features

• Virtual Routing and Forwarding Lite (VRF
Lite)

• Multi-Protocol Border Gateway Protocol
(MP-BGP)

• IP-Virtual Private Network, Multi-Protocol
Label Switching (RFC2547) (IP-VPN
MPLS RFC2547)

• IP-Virtual Private Network-Lite (IP-VPN-
Lite – IP in IP)

• Multicast virtualization for VRF-Lite (IGMP
and PIM-SM/SSM)

• Shortest Path Bridging (SPB) Features:

- SPB L2 VSNs (VLAN Extensions)

- SPB GRT Shortcuts (VRF0 shortcuts)

- SPB L3 VSNs (VRF Extensions)

- IP VPN Lite over SPB IP shortcuts
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Advanced license Premier license

- Inter-VSN Routing

- IEEE 802.1ag Connectivity Fault
Management

IP Multinetting troubleshooting
When troubleshooting IP Multinetting, note that this feature is not supported for Layer 3 IP
Multicast traffic in the current release. Also, note that a port cannot belong to multiple IP
Multinetting VLANs.

To troubleshoot IP Multinetting, you can use the following procedure to show the IP Multinetting
configuration.

Display the IP Multinetting configuration:

show vlan info port (CLI)show vlan members (ACLI)

OSPF troubleshooting
Diagnose and correct OSPF problems to optimize OSPF routing operations.

OSPF troubleshooting navigation

• Viewing OSPF errors on page 358
• OSPF neighbor state problems on page 360
• OSPF down state or no state problems on page 361
• OSPF Init state problems on page 362
• OSPF ExStart/Exchange problems on page 363

Viewing OSPF errors
Check OSPF errors for administrative and troubleshooting purposes.
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Procedure steps

1. In the CLI, to display extended information about OSPF errors:

show ports error ospf [<ports>]
2. In the ACLI, to display extended information about OSPF errors:

show interfaces fastEthernet ospf [<portList>] [<1-4094>]
show interfaces fastEthernet ospfv3 [<portList>] [<1-4094>]
show interfaces gigabitEthernet ospf [<portList>] [<1-4094>]
show interfaces gigabitEthernet ospfv3 [<portList>]
[<1-4094>]

Job aid: OSPF error command output

Table 18: Job aid: OSPF error command output

Field Description
PORT NUM Indicates the port number.

VERSION MISMATCH Indicates the number of version mismatches this
interface receives.

AREA MISMATCH Indicates the number of area mismatches this
interface receives.

AUTHTYPEMISMATCH Indicates the number of AuthType mismatches this
interface receives.

AUTH FAILURES Indicates the number of authentication failures.

NET_MASK MISMATCH Indicates the number of net mask mismatches this
interface receives.

HELLOINT MISMATCH Indicates the number of Hello interval mismatches this
interface receives.

DEADINT MISMATCH Indicates the number of dead interval mismatches this
interface receives.

OPTION MISMATCH Indicates the number of options mismatches this
interface receives.

OSPF troubleshooting
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OSPF neighbor state problems
You can view status of all the OSPF neighbors and their current adjacency state to determine
if problems occurred during the router initial startup sequence.

Problems with OSPF occur most often during the initial startup, when the router cannot form
adjacencies with other routers and the state is stuck in the Init or ExStart/Exchange state.

To view the current state of all OSPF neighbors and their current state of adjacency,
use the following command in the CLI or ACLI:

show ip ospf neighbor

Job aid: OSPF neighbor states

At initial startup, routers transmit Hello packets in an attempt to find other OSPF routers with
which form adjacencies. After the Hello packets are received, the routers perform an
initialization process, which causes the routers to transition through various states before the
adjacency is established.

The following table describes the various states a router can be in when forming an
adjacency.

Table 19: OSPF neighbor states

Step State Description
1 Down Indicates that a neighbor was configured manually, but the

router did not received any information from the other router.
This state can occur only on NBMA interfaces.

2 Attempt On an NBMA interface, this state occurs when the router
attempts to send unicast Hellos to any configured
interfaces.

3 Init The router received a general Hello packet (without its
Router ID) from another router.

4 2-Way The router received a Hello directed to it from another router.
(The Hello contains its Router ID.)

5 ExStart Indicates the start of the Master/Slave election process.

6 Exchange Indicates the link state database (LSDB) is exchanged

7 Loading Indicates the processing state of the LSDB for input into the
routing table. The router can request LSA for missing or
corrupt routes.

8 Full Indicates the normal full adjacency state.
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OSPF down state or no state problems
If no state information appears for a neighbor when you enter the show ip ospf
neighbor command, then the router has not received valid OSPF hello packets from the
neighbor.

If a neighbor appears in the down state, that neighbor is typically a manually-configured
neighbor (using the config ip ospf neighbor command). If the router does not receive
a hello packet from the manually-configured neighbor within the dead interval, or never
receives a hello packet, the neighbor appears in the down state. All OSPF neighbors that you
manually configure must be NBMA neighbors.

To troubleshoot OSPF neighbors in the down state or with no state, perform the following
procedure.

Procedure steps

1. To verify that OSPF is enabled on the local router and on the neighbor router, enter
the following CLI command:

show ip ospf info
OR

enter the following ACLI command:

show ip ospf
Also, from the command output, verify that the router IDs are different on the local
router and the neighbor router.

2. To verify that OSPF is enabled on the local router interface and the neighbor router
interface, enter the following command using the CLI or ACLI:

show ip ospf interface
Also, from the command output, verify that the OSPF interfaces are not configured
as passive interfaces.

3. To verify the reachability of the neighbor, enter the following command using the
CLI or ACLI:

ping <neighbor-ip>
4. To verify the reachability of the neighbor through the allSPFRouters address, enter

the following CLI command (and see whether the neighbor responds):

ping 224.0.0.5

OSPF troubleshooting
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5. Verify that the following parameters are configured to the same values on both
interfaces: subnet, hello interval, and dead interval. To display these parameters,
enter the following command using the CLI or ACLI:

show ip ospf int-timers
6. Verify that the following parameters are configured to the same values on both

interfaces: area ID, area type (for example, stub or NSSA). To display these
parameters, enter the following command using the CLI or ACLI:

show ip ospf area
7. Verify that configured access lists are not affecting OSPF or IP traffic between the

neighbors. To display the ACL configuration, enter the following command using
the CLI or ACLI:

show filter acl config

OSPF Init state problems
A router can be stuck in Init state and not form an adjacency. There are several possible causes
for this type of problem:

• Inverse Address Resolution Protocol (ARP) misconfiguration
• Access Lists implemented on routers
• Authentication mismatch or configuration problem

Check that the path is not reachable due to access lists implemented on routers. Ensure the
multicast address of 224.0.0.5 is able to traverse the link. If multicast traffic is blocked, you
must to configure the Avaya Ethernet Routing Switch 8800/8600 for OSPF NBMA instead of
Broadcast.

Problems arise if there is a mismatch in authentication keys, or if both sides are not configured
for authentication.

1. In the CLI, to determine if there is an authentication problem, view the OSPF packets
that are received by using the following commands:

trace level 6 2
trace screen on
The following example shows the error received when there is an authentication
failure:

[03/24/03 15:55:07:216] tMainTask OSPF: os_recv.c : 710 : 
verify_ospf_packet: authType mismatch  ipa= 10.1.1.18

2. In the ACLI, view the OSPF packets by using the following commands:

trace level 6 2
trace screen enable
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OSPF ExStart/Exchange problems
Although both routers can recognize each other and have moved beyond 2-way state, the
routers can be stuck in the ExStart/Exchange state. To help troubleshoot ExStart/Exchange
problems, use the trace level 6 2 command. A mismatch in maximum transmission unit
(MTU) sizes between the routers usually causes this type of problem. For example, one router
could be set for a high MTU size and the other router's default value is a smaller value.
Depending on the size of the LSDB, the router with the smaller value may not be able to process
the larger packets and thus be stuck in ExStart/Exchange state. To avoid this problem, ensure
that the MTU size value for both routers match. This problem is usually encountered during
interoperations in networks with other vendor devices.

In the Avaya Ethernet Routing Switch 8800/8600 Software Release 3.2.0.0 and later, the
supported MTU size for OSPF is 1500 bytes by default. Incoming OSPF database description
(DBD) packets are dropped if their MTU size is greater than 1500 bytes. To allow the Avaya
Ethernet Routing Switch 8800/8600 to accept OSPF database description packets with a
different MTU size, enable mtu-ignore.

When mtu-ignore is set to enable, the MTU check on the incoming OSPF DBD packet is not
performed. The Avaya Ethernet Routing Switch 8800/8600 (Software Release 3.2.0.0 and
later) automatically checks for OSPF MTU mismatches.

BGP+ troubleshooting
The following sections provide information for troubleshooting BGP+ issues.

For additional information on BGP debugging commands, see Using BGP debugging
commands on page 144 (CLI) and Using BGP debugging commands on page 234 (ACLI).

Neighbors not established between the BGP peers
If neighbor states are not establishing BGP peers, use the following procedure to troubleshoot
the issue.

1. First check whether the neighbors are in established state or in active state:

show ip bgp summary (CLI or ACLI)

2. If the neighbors are in the active state, then check the BGP configurations on both
sides and check whether they mismatch in some cases.

show ip bgp conf (CLI or ACLI)
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For iBGP peers, check whether the local autonomous system numbers are the
same on both switches. For eBGP peers, verify that the local AS numbers are
different.

3. If the problem still persists, then check whether the peer IP address is correct and
reachable (using ping). If it is unreachable, check the IP route table.

show ip route info (CLI)

show ip route (ACLI)

4. If the peer is not a directly attached peer then, check whether multi-hop is
configured.

show ip bgp neighbor info (CLI)

show ip bgp neighbor (ACLI)

BGP routes not coming up in the switch routing table
If BGP routes are not coming up in the switch routing table, use the following procedure to
troubleshoot the issue.

1. Check in the routing table to see whether the BGP route has come up

show ip route info (CLI)

show ip route (ACLI)

2. Check whether the path exists in the BGP routing table

show ip bgp route (CLI or ACLI)

3. Check whether the BGP peer is established with the neighbor advertising the route:

show ip bgp summary (CLI or ACLI)

4. Check whether the path learned is the best path from an IBGP or EBGP peer.

5. See whether synchronization is turned off.

show ip bgp conf (CLI or ACLI)

6. Check whether the nexthop-self is enabled. (In case of eBGP peers it is always safe
to have nexthop-self enabled)

show ip bgp neighbor info (CLI)

show ip bgp neighbor (ACLI)
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Additional considerations when troubleshooting MSTP/SMLT co-existence

1. Verify that both boxes are operating in the same mode (4 or 2byte). If 4Byte, the 4-
byte-as flag needs to be enabled globally.

2. Attempt to ping the destination network to ensure it is reachable.

3. If unable to extablish an IGP connection, check for IGP neighbors and check
whether or not IGP is enabled.

4. Check whether the path learned is the best path from an IBGP or EBGP peer.

5. Check the topology for an STP blocking state on the ports or non-routable
interfaces.

6. Check for ARP entries of the next-hop (if next-hop is specified). If there is no ARP
entry, the route will not be added to the route table.

7. If neighbor discovery for a particular IPv6 route fails then the IPv6 route will not be
installed in the RTM.

Routes are not advertised to a BGP peer
If routes are not advertised to a BGP peer, use the following procedure to troubleshoot the
issue.

1. If you use the network command, then check for the route information.

show ip route info (CLI)

show ip route (ACLI)

2. If you use a redistribute command to advertise a static or IGP route, check whether
auto-summary is enabled.

show ip bgp conf (CLI or ACLI)

3. If the problem still persists then check whether any route policy is configured on the
redistribute command denying the peer:

show ip bgp redistribution (CLI)

show ip bgp redistributed-routes (ACLI)

4. Check all redistributed routes:

show ip bgp imported-routes (CLI or ACLI)
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General BGP+ troubleshooting
The following procedure describes additional general troubleshooting steps for BGP+.

1. First try to ping the network and see whether the network is reachable or not.

2. If the network is not reachable, then check for IGP neighbors. See whether any IGP
is enabled, and whether IGP connections are established.

3. Check the topology to find any possible STP blocking states on the ports or non-
routable interfaces.

4. Also check for ARP entries of the next-hop (in case the next-hop is specified). If
there is no ARP entry, then the route is not added to the route table.

5. Similarly, if Neighbor discovery for a particular IPv6 route fails, then that IPv6 route
is not installed in the RTM.

Enabling trace and debugging for BGP+ troubleshooting
If the preceding sections do not resolve your issue, you can obtain additional BGP+ information
by using the following procedure.

1. Run the BGP trace command and see whether there is any error message in the
trace:

trace level 52 3
trace screen on

2. Enable debugging on BGP globally, as well as on the neighbor:

config ip bgp global-debug mask <value>
config ip bgp debug-screen on
config ip bgp neighbor <neighbor-ip> neighbor-debug mask
<value> (CLI)

global-debug mask <value>
debug-screen on
neighbor <neighbor-ip> neighbor-debug mask <value> (ACLI BGP
Router Configuration mode)

3. In addition to BGP trace and debug, you can also run RTM traces to see if the routes
are being lost somewhere during the RTM processing.

trace level 45 3
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trace screen on (CLI or ACLI)

4. When the problem is from the IPv6 side, you can also enable IPv6 traces:

trace ipv6 forwarding on all
trace ipv6 rtm on all
trace screen on (CLI or ACLI)

Route policy problems
Sometimes there can be a problem with the route policies. In this case, verify that the route
policies are configured correctly.

1. If there are route-policies for IPv6, then ensure that the ipv6 flag has been specified
in the route-policy

config ip bgp neighbor <neighbor-ip> route-policy {in|out}
<policy-name> add ipv6 (CLI)

neighbor <neighbor-ip> {ipv6-in-route-map|ipv6-out-route-
map} <map-name> (ACLI)

2. If the route-policies have been properly applied, you can enable route-policy trace:

trace le 49 3 trace scr on

IP VPN Lite troubleshooting
Use the following information if you experience issues with IP VPN Lite.

Procedure steps

1. Ensure that iBGP neighborship is properly established between the two provider
edge (PE) routers.

2. Ensure that the proper I/O modules are used. IP VPN Lite requires R or RS/8800
modules.

3. Ensure that the Import and Export route targets (RT) are matched between PEs

4. Ensure that theroute distinguisher (RD) has a network of /32 or subnet of less than/
32 CLIP configured in the GlobalRouter (VRF 0).
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5. Ensure that the RD circuitless IP (CLIP) is either OSPF-enabled (if the interior
protocol is OSPF) or properly redistributed (if the interior protocol is RIP or
Static).

6. If you use a sniffer, the VPN traffic should have an outer IP header with the RD as
the source and destination IP address.
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Chapter 23: Multicast feature
troubleshooting

Use the information in this section to help you troubleshoot multicast feature problems. For additional
multicast routing troubleshooting information, see:

• Multicast troubleshooting using EDM on page 387
• Multicast troubleshooting using CLI on page 397
• Multicast troubleshooting using the ACLI on page 411

Multicast VLAN Registration
The following sections provide troubleshooting procedures for the Multicast VLAN Registration
(MVR) feature.

Unable to add a VLAN as a receiver VLAN
If you cannot add a VLAN as a receiver VLAN in MVR, use the following procedure to
troubleshoot the issue.

As the MVR feature is based on IGMP snoop, check whether IGMP snoop is enabled
on the VLAN:

config vlan <vid> ip igmp info (CLI)

OR

show ip igmp interface vlan <vid> (ACLI)

If IGMP snoop is disabled, the VLAN cannot be configured as a receiver VLAN.

Traffic is not passing from the source to the receiver
If traffic is not passing from the source to the receiver, use the following procedure to
troubleshoot the issue.

1. Check the IGMP sender on the multicast router and on the snoop-enabled switch:
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show ip igmp sender (CLI or ACLI)

2. Check the IGMP group on the multicast router and on the snoop-enabled switch:

show ip igmp group (CLI or ACLI)

3. On the snoop-enabled switch, you can also check the IGMP group using the
following command:

show ip igmp multicast-vlan-registration group (CLI or ACLI)

4. On the multicast router, check the mroute entries :

show ip pim mroute (CLI or ACLI)

Enabling trace messages for MVR troubleshooting
If the preceding information does not address your issue, you can also use the following trace
command to view additional MVR-related information:

trace level 23 <level>

IGMP Layer 2 querier
The following sections provide troubleshooting procedures for the IGMP Layer 2 querier
feature.

Querier not elected
If a querier is not elected, use the following procedure to troubleshoot the issue.

IGMP Layer 2 Querier is based on IGMP snoop, check whether IGMP snoop is enabled
on the VLAN:

config vlan <vid> ip igmp info (CLI)

OR

show ip igmp interface vlan <vid> (ACLI)
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IGMP snoop and IGMP Layer 2 querier must be enabled for the feature to function.

Enabling trace messages for IGMP Layer 2 querier troubleshooting
If the preceding information does not address your issue, you can also use the following trace
command to view additional information related to Layer 2 querier:

trace level 23 <1-4>

Troubleshooting static mroute
Multicast routing protocols like PIM-SM, PIM-SSM, and MSDP rely on unicast routing protocols
to perform Reverse Path Forwarding (RPF) checks to avoid loops in forwarding multicast data.
As a result, multicast streams are forced to share network paths with the unicast traffic streams.
You generally cannot separate the paths for multicast and unicast data streams.

The static mroute feature allows you to configure separate paths for unicast and multicast
streams. To do so, the feature provides a configurable static IP route table. This table is used
only by the multicast routing protocols and is not visible to any other protocols. Any routes
added to the static IP route table do not affect the switching and routing of IP unicast
packets.

An entry in this static IP route table has the following attributes:

• IP prefix/mask denotes the destination network for which the route is being added.
• RPF address is the equivalent in multicast to the next-hop in the unicast static IP route

table. Here it denotes the RPF neighbor towards the RP or source.
• Preference is the administrative distance for the given route. When the unicast routing

table and the multicast static IP route table have different routes for the same destination
network, this administrative distance is compared with that of the protocol that contributed
the route in the unicast routing table. By configuring the administrative distance for
different routes, the administrator can choose different distances for different networks.

• Status indicates the status of the route in this table, and can be enabled and disabled
using CLI or ACLI commands.

The logic used for static mroute selection is as follows:

• Direct and local routes for a given destination take precedence over any route for the
same destination in the multicast static IP route table.

• If a route is present in the multicast static IP table, and no route exists in the unicast routing
table for the given destination, the route in the multicast static IP table is used.

• If no route exists in the multicast static IP route table for the given destination, then the
route from the unicast routing table is used, if available.
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• If a route is available in both the unicast routing table and the multicast static IP route
table, then the route from the multicast static IP route table is used only if its administrative
distance is less than or equal to that of the unicast route entry.

• The configured static-mroute is selected in the following manner:

- First longest prefix matching route is selected. The lookup ignores routes that are
administratively disabled.

- If the table has more than one matching route for the same destination, then the
route with the least preference value is selected.

- If more than one route has the same preference value, then the route with the higher
RPF address is selected.

- Finally, the selected static-mroute preference is compared to RTM route preference,
and if the RTM route has the least preference, then the RTM route is selected.

Possible reasons for a configured static mroute not being chosen include:

• The selected route is the direct route.
• The route is not the matching route for the destination.
• The route is not reachable or disabled in the multicast route table.
• The RPF address is not a PIM neighbor.
• The route preference is greater than the RTM route.

Procedure steps
If all the preceding conditions are satisfied and a configured static mroute is not chosen, you
can use the following procedure to troubleshoot the problem.

1. To verify whether the configured static-mroute is selected or not, enter the following
CLI command:

show ip mroute rpf <A.B.C.D>
OR

enter the following ACLI command:

show ip static-mroute rpf <A.B.C.D>
This command shows the best route to the RP or source from the static-mroute or
unicast routing table. If the multicast route is not the selected route, then note the
preference value of the selected route.

The following sample output shows that the route to destination 20.20.20.2 takes a
unicast route.

8600# show ip mroute rpf
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================================================================
========

Mroute Route - GlobalRouter

================================================================
========

DEST MASK RPF PREF OWNER

----------------------------------------------------------------
--------

20.20.20
.2

255.255.255.255 2.2.2.1 20 OSPF

After you properly configure the static-mroute, the route to destination 20.20.20.2
takes the Multicast route, as shown in the following sample output.

8600# show ip mroute rpf
================================================================
========

Mroute Route - GlobalRouter

================================================================
========

DEST MASK RPF PREF OWNER

----------------------------------------------------------------
--------

20.20.20
.2

255.255.255.255 5.5.5.1 10 MULTICAST

2. To verify whether the configured route is in the static-mroute table, enter the
following CLI command:

show ip static-mroute info
OR

enter the following ACLI command:

show ip static-mroute
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This command shows all the configured static mroutes from the multicast static IP
route table, as shown in the following sample output.

8600# show ip static-mroute info
================================================================
========

IP Static Multicast Route - GlobalRouter

================================================================
========

total number of entries:5

DEST MASK NEXT PREF STATUS ENABLE

----------------------------------------------------------------
--------

20.20.20
.2

255.0.0.0 2.2.2.1 50 reachabl
e

enabled

20.20.20
.2

255.255.0.0 3.3.3.1 25 reachabl
e

enabled

20.20.20
.2

255.255.255.0 4.4.4.1 20 reachabl
e

enabled

20.20.20
.2

255.255.255.2
55

2.2.2.1 10 reachabl
e

enabled

20.20.20
.2

255.255.255.2
55

5.5.5.1 10 reachabl
e

enabled

3. If the configured route is in the static mroute table, then check the status and
preference values. Compare the preference values with the preference value of the
selected route. If the route preference is less than the selected route preference
value, and the route is reachable, check whether the RPF address for the route is
a PIM neighbor using the following command in CLI or ACLI:

show ip pim neighbor
Use this command to verify whether the RPF address in the route is a PIM neighbor.
If it is not, then the route is not selected. The following shows sample output for this
command.
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================================================================
========

PIM Neighbor - GlobalRouter

================================================================
========

INTERFACE ADDRESS UPTIME EXPIRE

----------------------------------------------------------------
--------

Vlan4 2.2.2.1 1 day(s), 12:29:48 0 day(s), 00:01:28

Vlan5 3.3.3.1 1 day(s), 12:29:48 0 day(s), 00:01:28

Vlan6 4.4.4.1 1 day(s), 12:29:34 0 day(s), 00:01:41

Vlan7 5.5.5.1 1 day(s), 12:29:34 0 day(s), 00:01:41

Total PIM  Neighbors = 4

Also verify whether the RPF is reachable. If it is not, then the RPF interface may be
down.

4. To show all the routes in the RTM, enter the following CLI command:

show ip route info
OR

enter the following ACLI command

show ip route
Using the output from this command, you can verify whether the selected route is
the direct route. If it is a direct route, the PROT field displays LOC and the TYPE field
displays DB.

5. If the route has satisfied all the above conditions and it is still not selected, contact
technical support.
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Troubleshooting IGMPv3 backwards compatibility
If you configure the switch to operate in v2-v3 compatibility mode, the switch supports all
IGMPv2 and v3 messages. The switch parses the group address of the messages. If the group
address is out of SSM range and it is a v3 message, the switch drops the message; if it is a
v2 message, PIM-SM or IGMP snoop processes handle the message.

To troubleshoot issues with the IGMPv3 backwards compatibility feature, perform the following
procedure.

Procedure steps

1. Verify that the SSM static channel is configured for the v1/v2 joins received. To
display the configured SSM static channels, enter the following CLI command:

show ip igmp ssm-channel
OR

Enter the following ACLI command:

show ip igmp ssm-map
2. Verify that the SSM group range is configured for the v1/v2 joins received. To display

the configured SSM group range, enter the following CLI command:

show ip igmp ssm-global
OR

Enter the following ACLI command:

show ip igmp ssm
3. If the v1/v2 joins are out of SSM range, verify that the RP set exists for groups

specified in the v1/v2 joins to allow for the building of a PIM tree. To display the
configured RP sets, enter the following CLI command:

show ip pim rp-set
OR

Enter the following ACLI command:

show ip pim rp-hash
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PIM with SMLT
The following sections provide procedures for troubleshooting PIM over SMLT networks.

IGMPv3 groups not listed
If IGMPv3 groups are not listed, use the following procedure to troubleshoot the issue.

1. Check if a querier is elected for the particular interface:

show ip igmp interface (CLI or ACLI)

2. If no querier is elected, check whether PIM is enabled on the interface:

show ip pim interface (CLI or ACLI)

3. Check whether the group requested in the IGMPv3 report messages are in the SSM
range configured on the 8800/8600 switch.

show ip igmp ssm-channel (CLI)

show ip igmp ssm-map (ACLI)

4. In case of IGMP v2/v3 compatibility, check if the SSM channel is configured for
IGMPv2 reports.

(S,G) Mroute record not created
If no (S,G) mroute records are being created, use the following procedure to troubleshoot the
issue.

1. Verify that the source is reachable form the host. If not, verify that the unicast routing
protocol (like OSPF) has fully converged.

2. Check that the SSM group falls within the SSM range configured on the 8800/8600
switch. If the multicast group range does not fall in the SSM group range, the (S,G)
record is not created on the receiver side.

show ip igmp ssm-channel (CLI)

show ip igmp ssm-map (ACLI)

3. Verify that PIM SSM is enabled globally.

show ip pim info (CLI)
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show ip pim (ACLI)

4. Verify that PIM SSM is enabled on the interface and also verify if neighborships are
established.

show ip pim interface (CLI or ACLI)

Enabling trace messages for IGMP and PIM troubleshooting
If the preceding sections do not resolve your issue, use the following procedure to enable trace
messages for further troubleshooting.

Also, see Using PIM debugging commands on page 143 and Using PIM debugging
commands on page 232 for information on additional PIM debugging commands.

1. Run IGMP trace and look for error conditions:

trace level 23 <1-4> trace scr on (CLI or ACLI)

2. Run PIM trace and look for error conditions:

trace level 48 <1-4> trace level 27 <1-4> trace screen on (CLI
or ACLI)

MSDP
This section provides procedures to troubleshoot MSDP. Possible reasons for MSDP failure
are:

• MSDP is not enabled globally.
• Admin status of MSDP peer is not enabled.
• MSDP peer operational state is disabled.
• MSDP peer connection status is not established.
• If a circuitless IP interface is used to configure the peer, the connect-source must be

configured for that peer. Otherwise, the peer cannot be established.
• MD5 password configuration mismatch.
• MSDP peer is not reachable through the routing table.

Possible reason for MSDP SAs not being received and advertised:

• no active RPs
• no source reachability
• no RP reachability
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• originator ID not configured on RP switch
• RPF check failure

See the following sections to troubleshoot a specific MSDP issue:

• MSDP peer not established on page 379
• MSDP peer established, but no MSDP local cache and foreign cache entries on page 

379

MSDP peer not established
If the MSDP peer is not established, perform the following procedure.

Procedure steps

1. To verify if MSDP functionality is enabled globally, enter the following command
using the CLI or ACLI:

show ip msdp summary
From the command output, you can also verify if the MSDP Peer state is
established. If not, perform the following step.

2. To verify if the peer admin status is enabled, enter the following command using
the CLI or ACLI:

show ip msdp peer <peer-address>
If the MSDP interface uses circuitless IP, you can also verify the connect-source
configuration from this command output. With circuitless IP interfaces, you must
configure the connect-source for proper MSDP peer establishment.

MSDP peer established, but no MSDP local cache and foreign cache
entries

If the MSDP peer is established, but no MSDP local or foreign cache entries are present,
perform the following procedure.

Procedure steps

1. To verify the local cache entries, enter the following command using the CLI or ACLI:

MSDP
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show ip msdp sa-cache local
2. If no local cache entries exist, to check for PIM mroute entries, enter the following

command using the CLI or ACLI:

show ip pim mroute
Check whether the A flag is set in the PIM mroute entries. If the A flag is not set,
this indicates that PIM has not provided mroute entries to MSDP. Only when PIM
advertises to MSDP can you see MSDP local cache entries.

3. To check the foreign-cache entries at the receiver, enter the following command
using the CLI or ACLI:

show ip msdp sa-cache
4. If no foreign-cache entries exist, to check whether the RP address is the same as

the MSDP peer address, enter the following CLI command:

show ip msdp rpf-peer <rp-address>
OR

enter the following ACLI command:

show ip msdp rpf <rp-address>
5. If the MSDP peer is not the RPF peer, you must configure the originator ID. To check

the originator ID configuration, enter the following command using the CLI or ACLI:

show ip msdp summary
6. PING the source and the RP to check for their reachability. If either is not reachable,

configure a static or dynamic route for source and RP reachability.

7. To view the RPF-check for a particular source, group, and RP, enter the following
command using the CLI or ACLI:

show ip msdp sa-check source <source-address> group <group-
address> rp <rp-address> [peer <peer-address>]
This check fails if there is an RPF mismatch, which can happen if the configured
originator ID is not the same as the MSDP peer (therefore, SAs are not
accepted).

8. To display the number of sources and groups that originated in MSDP source-active
messages and the number of source-active messages from an MSDP peer in the
source-active cache, enter the following command using the CLI or ACLI:

show ip msdp count
9. To display the configured mesh groups, enter the following command using the CLI

or ACLI:

show ip msdp mesh-group
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Multicast virtualization
In most cases, a virtualized multicast instance functions in an identical manner to a
nonvirtualized multicast instance. There are some exceptions to avoid. For example, a
virtualized multicast instance cannot function properly in a PIM-DM or DVMRP only network,
because the protocols are not supported for virtualization.

Possible reasons for VRF Multicast failures are:

• The system has reached the maximum number of supported multicast streams. The
system multicast stream total is shared between all VRFs and might all be consumed by
another multicast instance.

• The VRF instance does not have a supported unicast protocol created and enabled. A
source is not reachable in the appropriate VRF instance.

• Multicast configuration errors.
• The attached subnet running a multicast protocol is not supported in a virtualized instance.

Supported Protocols include IGMP, PIM-SM, and PIM-SSM.
For specific multicast virtualization troubleshooting procedures, see:

• General multicast virtualization troubleshooting on page 381
• Cannot enable PIM on a VRF on page 382
• Cannot create a PIM instance on a VRF on page 383
• Cannot enable PIM on a VLAN or brouter interface on page 383
• Warning message appears when enabling PIM on an interface on page 384
• Cannot enable IGMPv3 on a VLAN on page 384
• Maximum number of PIM neighbors is reached on page 385

General multicast virtualization troubleshooting
If a virtualized multicast failure has occurred, run the following diagnostic commands to
determine the status of the multicast instance and identify a potential trigger for the issue.

Procedure steps

1. To determine the status of the PIM instance, enter the following command using
the CLI or ACLI:

show ip vrf info [vrf <value>]
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Verify that the VRF instance exists, that the PIM VRF instance exists (is TRUE),
and that a unicast routing protocol VRF instance exists.

2. To verify that the VRF instance has IP forwarding enabled, enter the following CLI
command:

show ip forwarding vrf <value>
OR

enter the following ACLI command:

show ip routing vrf <value>
3. To verify that the PIM VRF instance is enabled, and running in the proper mode,

enter the following CLI command:

show ip pim info vrf <value>
OR

enter the following ACLI command:

show ip pim vrf <value>
4. To determine if the maximum number of multicast streams has been reached, enter

the following command using the CLI or ACLI:

show ip mroute route vrfids 0-255
A count of the total number of multicast streams in the system is provided at the
end of the output.

Cannot enable PIM on a VRF
If you cannot enable PIM on a VRF, or you receive the following error: Error: PIM is not
instantiated for VRF , a possible cause is that, for all VRFs other than the GRT, you
must create a PIM instance before you can begin PIM configuration. To create a PIM instance,
perform the following procedure.

Procedure steps

To create a PIM instance, enter the following CLI command:

config ip vrf <vrf-name> pim create
OR

From VRF Router Configuration mode, enter the following ACLI command:
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ip pim enable

Cannot create a PIM instance on a VRF
If you cannot create a PIM instance on a VRF, possible causes include the following:

• The VRF does not exist.
• The maximum PIM instance count is reached.

To troubleshoot, perform the following procedure.

Procedure steps

1. To verify that the VRF exists and that the total PIM instance count is 63 or less,
enter the following CLI command:

show ip vrf info
OR

enter the following ACLI command:

show ip vrf
2. If the instance count is 64, to delete a PIM instance, enter the following command:

config ip vrf <vrf-name> pim delete
OR

From VRF Router Configuration mode, enter the following ACLI command:

no ip pim enable

Cannot enable PIM on a VLAN or brouter interface
If you cannot enable PIM on a VLAN or brouter interface, a possible cause is that the VLAN
is associated with a VRF which does not have a PIM instance created. To troubleshoot, perform
the following procedure.

Procedure steps

1. To check the VRF association for the VLAN, enter the following CLI command:

show vlan info ip
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OR

enter the following ACLI command:

show interface vlan ip
2. To ensure the VRF has a PIM instance created, enter the following CLI command:

show ip vrf info
OR

enter the following ACLI command:

show ip vrf

Warning message appears when enabling PIM on an interface
If the system is configured with the maximum limit of 200 active PIM interfaces (distributed
between all VRF instances), when you enable PIM on an additional interface, a warning
message appears stating that the maximum has been reached. To troubleshoot, perform the
following procedure.

Procedure steps

1. To check which VRFs have active PIM interfaces, enter the following command
using the CLI or ACLI:

show ip pim interface vrfids 0-255
2. To lower the number of PIM interfaces, disable PIM on a VLAN or brouter on any

VRF where it is not required. Enter the following CLI command:

config vlan <vid> ip pim disable
OR

From Interface Configuration mode, enter the following ACLI command:

no ip pim enable

Cannot enable IGMPv3 on a VLAN
If you cannot enable IGMPv3 on a VLAN, a possible cause is that the VLAN is associated with
a VRF which does not have a PIM instance created. To troubleshoot, perform the following
procedure.
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Procedure steps

1. To check the VRF association for the VLAN, enter the following CLI command:

show vlan info ip
OR

enter the following ACLI command:

show interface vlan ip
2. To ensure the VRF PIM instance is in SSM mode, enter the following CLI command:

show ip pim info vrf <vrf-name>
OR

enter the following ACLI command:

show ip pim vrf <vrf-name>

Maximum number of PIM neighbors is reached
If the system has a maximum of 200 PIM neighbors, a warning message appears stating that
the PIM neighbor limit has been reached. To troubleshoot, perform the following procedure.

Procedure steps

1. To check which VRFs have active PIM neighbors, enter the following command
using the CLI or ACLI:

show ip pim neighbor vrfids 0-255
2. To lower the number of PIM neighbors, consider reorganizing the PIM domain,

potentially replacing PIM nodes with IGMP Snoop switches where acceptable.

Multicast virtualization
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Chapter 24: Multicast troubleshooting
using EDM

Use the information in this section to help you troubleshoot multicast routing problems using Enterprise
Device Manager (EDM).

Viewing IGMP snoop trace information
Use this procedure to view multicast trace information for IGMP snoop, which tracks the data
flow path of the multicast streams.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP.
2. Click IGMP.
3. Click the Snoop Trace tab.

Variable definitions
Use the information in the following table to use the Snoop Trace fields.

Variable Value
GrpAddr Displays the IP multicast address of the group traversing

the router.

SrcAddr Displays the IP source address of the multicast group.

OutVlan Displays the egress VLAN ID for the multicast group.

InPort Displays the ingress port for the multicast group.

InVlan Displays the ingress VLAN ID for the multicast group.

Type Displays where the stream was learned from. ACCESS
indicates it was learned on the UNI ports; NETWORK
indicates it was learned over the SPBM cloud.
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Variable Value
OutPort Displays the egress port for the multicast group.

OutLPort Displays the egress wireless tunnel for the multicast
group.

Viewing multicast routes
The multicast route table contains multicast routing information for all group addresses.

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP >
Multicast.

2. Click the Mroute-HW tab.

Variable definitions
Use the information in the following table to configure the Mroute-HW tab.

Variable Value
GroupAddress Specifies the IP Multicast group address for the

multicast stream.

SrcSubnet Specifies the network address of the source subnet
that has sources sending IP Multicast traffic to the
GroupAddress.
There can be several sources sending to that Group.
You can use the Source tab to view these sources.

Invlan Specifies the ingress VLAN ID where the traffic
emanates for the multicast stream.

Pruned Specifies whether the route had been pruned. True
indicates that the multicast stream has been pruned.
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Viewing pruned multicast routes
The Prunes tab shows all of the prunes received for the Group address in the multicast stream
selected from the Mroute-HW table.

Procedure steps

1. In the navigation tree, open the following folders: IP > Multicast.
2. Click the Mroute-HW tab.
3. Click any row in the table.
4. Click Prunes.

Variable definitions

Variable Value
Neighbor The IP address of the downstream neighbor from

whom the prune has been received.

PruneTimer The time left for the neighboring downstream router
to send the graft message.

Viewing multicast group sources
With the Sources tab, you can view all the sources on the subnet that send to the particular
group selected in the Mroute-HW table.

Procedure steps

1. In the navigation tree, open the following folders: IP > Multicast.
2. Click the Mroute-HW tab.
3. Click any row in the table.
4. Click Sources.

Viewing pruned multicast routes
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Variable definitions
Use the information in the following table to help you understand the Source tab fields.

Variable Value
SourceAddress The IP addresses of the sources on this particular

subnet sending traffic to the multicast group for the
selected entry in the Mroute-HW table.

IngressPort The corresponding ingress port in the multicast
stream selected from the Mroute-HW table.

Viewing multicast routes by egress VLAN
With the Egress VLANs tab, you can view the egress VLANs for the streams corresponding to
the selected entry in the Mroute-Hw table.

Procedure steps

1. In the navigation tree, open the following folders: IP > Multicast.
2. Click the Mroute-HW tab.
3. Click any row in the table.
4. Click EgressVlans.

EgressVlans tab
Use the information in the following table to help you use the EgressVlans tab.

Variable Value
EgressVlan All the egress VLANs for the particular multicast stream

selected from the Mroute-HW table.

EgressVlanPorts The corresponding ports for the particular multicast stream
selected from the Mroute-HW table.
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Viewing IGAP network connectivity information
IGMP for user Authentication Protocol (IGAP) counters provide network connectivity
information that you can use to monitor and troubleshoot IGAP interfaces.

Procedure steps

1. In the navigation tree, open the following folders Configuration > IP.
2. Click IGMP.
3. Click the IGAP Counters tab.

Variable definitions
Use the information in the following table to help you use the IGAP Counters tab.

Variable Value
IfIndex Indicates the VLAN name that uniquely identifies

the interface.

AuthSuccess Indicates the number of authentication success
messages received from the RADIUS server on this
interface.

AuthReject Indicates the number of authentication fail
messages received from the RADIUS server on this
interface.

RespTimeout Indicates the number of times that the
Authentication Timer timed out. This timer controls
the waiting time from sending an Authentication
request to receiving an Authentication response.

PapJoinReq Indicates the number of Password Authentication
Protocol (PAP) Join requests received for members
of this interface.

BasicQuery Indicates the number of Basic Query messages
sent by the Avaya Ethernet Routing Switch
8800/8600 on an IGAP-enabled interface.

BasicLeave Indicates the number of Basic Leave messages
received by this interface.

Viewing IGAP network connectivity information
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Enabling multicast routing process statistics
To provide additional troubleshooting information, you can enable the collection of multicast
routing process statistics. These statistics are not related to the interface (port) statistics.
Rather, the statistics are displayed based on VRF and multicast group classification. To
configure multicast routing process statistics, perform the following procedure. (To display the
collected statistics, you must use the CLI or ACLI.)

Procedure steps

1. In the navigation tree, open the following folders Configuration > IP.

2. Click Multicast.

3. Click the Multicast Stats tab.

4. Select the Enabled check box, and then click Apply.

Determining the protocol configured on the added VLAN
The protocol configured on the added VLAN can be one of the following values:

• snoop
• snoop-spb
• routed-spb
• pim

Procedure steps

1. In the navigation tree, open the following folders: Configuration > IP > IGMP.

2. Click the Interface tab.

The protocol is shown under the Mode column.
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Variable definitions
Use the information in the following table to help you understand the fields in the Interface
tab.

Field Description
IfIndex Indicates the interfaces where IGMP is configured

QueryInterval Indicates the frequency at which the interface
transmits IGMP host query packets

Mode Specifies the protocol used on the added VLAN. The
value is snoop, snoop-spbm, routed-spb or pim.

Status Indicates the activation of a row that enables IGMP on
the interface. The destruction of a row disables IGMP
on the interface.

Version Indicates the version of IGMP that is running on this
interface. This object configures a router capable of
running either version. For IGMP to function correctly,
you must configure all routers on a LAN to run the
same version of IGMP.

OperVersion Indicates the operational version of IGMP

Querier Indicates the address of the IGMP querier on the IP
subnet to which this interface is attached

QueryMaxResponseTime Indicates the maximum query response time (in tenths
of a second) advertised in IGMPv2 queries on this
interface

WrongVersionQueries Indicates the number of queries received whose IGMP
version does not match the igmpInterface version. You
must configure all routers on a LAN to run the same
version of IGMP. Therefore, if the interface receives
queries with the wrong version, a configuration error
occurs..

Joins Indicates the number of times IGMP added a group
membership on this interface

Robustness Indicates the robustness variable, which you configure
for the expected packet loss on a subnet. If packet loss
is expected on a subnet, increase the robustness
variable.

LastMembQueryIntvl Indicates the maximum response time (in tenths of a
second) inserted into group-specific queries sent in
response to leave group messages, and is also the
amount of time between group-specific query

Determining the protocol configured on the added VLAN
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Field Description
messages. Use this value to modify the leave latency
of the network. A reduced value results in reduced
time to detect the loss of the last member of a group.
This does not apply if igmpInterface version is 1.

FlushAction Configures the flush action to one of the following:

• none

• flushGrpMem

• flushMrouter

• flushSender

RouterAlertEnable Indicates whether the router alert is enabled or
disabled

SsmSnoopEnable Indicates whether SSM Snoop is enabled (true) or
disabled (false)

SnooopQuerierEnable Indicates whether the snoop querier is enabled (true)
or disabled (false)

SnoopQuerierAddr Indicates the snoop querier IP address

MvrEnable Indicates whether MVR is enabled (true) or disabled
(false)

MvrProxyEnable Indicates whether the MVR proxy is enabled (true) or
disabled (false)

McastMode Indicates the multicast mode.

Determining the data stream learned when IP multicast over
SPBM is configured on the VLAN

To determine the data stream learned when IP multicast is configured on the VLAN, use the
following procedure:
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Procedure steps

In the navigation tree, open the following folders: Configuration > IP > Multicast.

Variable definitions
Use the information in the following table to help you use the Multicast tab.

Field Description
Group Indicates the IP multicast group for which this entry

specifies a next hop on an outgoing interface

Source Indicates the network address that, when combined
with the corresponding value of
ipMRouteNextHopSourceMask, identifies the sources
for which this entry specifies a next hop on an outgoing
interface

SourceMask Indicates the network mask, when combined with the
corresponding value of ipMRouteNextHopSource,
identifies the sources for which this entry specifies a
next hop on an outgoing interface

UpstreamNeighbor Indicates the address of the upstream neighbor from
which IP datagrams from these sources to this
multicast address are received, or 0.0.0.0 if the
upstream neighbor is known

Interface Indicates the value of ifIndex for the interface on which
IP datagrams sent by these sources to this multicast
address are received. A value of 0 indicates that
datagrams are not subject to an incoming interface
check, but can be accepted on multiple interfaces (for
example, in CBT).

ExpiryTime Indicates the minimum amount of time remaining
before this entry ages out. The value 0 indicates that
the entry is not subject to aging.

Protocol Indicates the outgoing mechanism through which the
switch learns this route. For IP multicast over SPBM,
this value is sb-access or spb-network. Spb-access
indicates the datastream learned was from the UNI
ports. Spb-network indicates that the datastream
learned was from the SPBM cloud.

Determining the data stream learned when IP multicast over SPBM is configured on the VLAN
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Viewing the SPBM multicast database
You can determine the database used by the SPBM multicast module by using the following
procedure:

Procedure steps

1. In the navigation tree, open the following folders: Configuration > ISIS > SPBM .

2. Click the IpMcastRoutes tab.

Variable definitions
Use the information in the following table to use the IpMcastRoutes tab.

Field Description
Group Specifies the group IP address for the IP multicast route

Source Specifies the IP address where the IP multicast route
originated from

VsnIsid Specifies the VSN I-SID

DataIsid Specifies the VRF ID for the Multicast route

SourceBeb Specifies the source BEB for the IP multicast route

Access Recv Indicates that the data is received at the UNI ports

Network Recv Indicates that the data is received at the SPBM cloud

Total number of SPBM
IP_MULTICAST Route entries

Specifies the number of SPBM IP multicast route entries
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Chapter 25: Multicast troubleshooting
using CLI

Use the procedures in this section to help you troubleshoot multicast routing problems using the command
line interface (CLI).

Viewing multicast group trace information for IGMP snoop
Multicast group trace tracks the data flow path of the multicast streams.

Procedure steps

Display the multicast group trace for an IGMP snoop-enabled interface using the
following command:

show ip igmp snoop-trace [src <value>] [grp <value>]

Variable definitions
Use the information in the following table to use the show ip igmp snoop-trace
command.

Variable Value
grp <value> Specifies the source IP address in the format a.b.c.d.

src <value> Specifies the group IP address in the format a.b.c.d.

Job aid: show ip igmp snoop-trace command
The following figure shows the field descriptions for this command.
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Table 20: show ip igmp snoop-trace command

Field Description
GROUP ADDRESS Indicates the IP multicast group address for which this entry

contains information.

SOURCE ADDRESS Indicates the source of the multicast traffic.

IN VLAN Indicates the incoming VLAN ID.

TYPE Specifies where the data stream is learned from (ACCESS or
NETWORK). ACCESS indicates that the data stream is learned
from the UNI ports. NETWORK shows that is learned from the
SPBM cloud. This field is only shown with Layer 2 VSN
constrained streams.

IN PORT Indicates the incoming port number.

OUT VLAN Indicates the outgoing VLAN ID.

OUT PORT Indicates the outgoing port number.

Viewing PGM interface errors
Display general information about PGM errors that occurred on the selected interface.

Procedure steps

Show PGM interface errors using the following command:

show ip pgm interface error general

Job aid: show ip pgm interface error general command
The following table describes fields for this command.

Table 21: show ip pgm interface error general parameters

Field Description
CCT Displays the circuit number of the selected interface

IN_SPM PORT ERRORS Displays the number of SPMs discarded because they were
received on the wrong interface
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Field Description
IN_RDATA PORT
ERRORS

Displays the number of RDATA packets discarded because
they were received on the wrong interface

IN_RDATA
NO_SESSION ERRORS

Displays the number of RDATA packets discarded because
there was no active session

IN_NCF PORT ERRORS Displays the number of NCFs discarded because they were
received on the wrong interface

IN_NCF NO_SESSION
ERRORS

Displays the number of NCFs discarded because there was no
active session

Viewing PGM negative acknowledgement errors
Display information about Pragmatic General Multicast negative acknowledgment (NAK) and
null NAK (NNAK) errors that occurred on the selected interface.

Procedure steps

Show PGM interface nak errors using the following command:

show ip pgm interface error nak

Job aid: show ip pgm interface error nak command
The following table describes fields for this command.

Table 22: show ip pgm interface error nak parameters

Field Description
CCT Displays the circuit number of the selected interface

IN_NAK PORT ERRORS Displays the number of NAKs discarded because they
were received on the wrong interface

IN_NAK NO_SESSION
ERRORS

Displays the number of NAKs discarded because there
was no active session

IN_NAK SEQ ERRORS Displays the number of NAKs discarded because they
were out of sequence

IN_NNAK PORT ERRORS Displays the number of NNAKs discarded because they
were received on the wrong interface

Viewing PGM negative acknowledgement errors
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Field Description
IN_NNAK NO_SESSION
ERRORS

Displays the number of NNAKs discarded because there
was no active session

PARITY NAK_TG ERRORS Displays the number of parity NAKs discarded because
they were out of the parity TG window

Viewing multicast routes
The multicast route table contains multicast routing information for all group addresses.

Procedure steps

1. Show group trace information using the following command:

show ip mroute-hw group-trace
2. Show group prune state information using the following command:

show ip mroute-hw group-prune-state

Variable definitions
Use the information in the following table to use the show ip mroute-hw commands.

Variable Value
group-trace [src
<value>] [grp <value>]

Use the show ip mroute-hw group-trace
command as follows:

• When you use it by itself, the output includes all the
group entries found in the hardware records.

• When you follow the command with grp <value>,
the output includes all the entries corresponding to
the specified group address.

• When you follow the command with src <value>
and grp <value>, the output includes only the
specified source-group pair.

group-prune-state [grp
<value>]

Use the show ip mroute-hw group-prune-
state command as follows:
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Variable Value

• When you use it by itself, the output includes all the
group entries found in the hardware records.

• When you follow the command with grp <value>,
the output includes all the entries corresponding to
the specified group address.

Job aid: show ip mroute-hw command output
Use the information in the following table to help you understand the show ip mroute-hw
command output.

Table 23: show ip mroute-hw group-trace and group-prune-state output fields

Field Description
group-trace
GROUP ADDRESS The IP multicast group address for the multicast stream.

SOURCE ADDRESS The IP addresses of the sources on this particular subnet
sending traffic to the multicast group for the selected entry in
the Mroute-HW table.

SENDING SUBNET The network address of the source subnet that has sources
sending IP multicast traffic to the group address.

TOTAL SESSIONS One session includes a combination of group address,
subnet, and ingress VLAN information. The total number of
sessions indicates how many sources in the same subnet are
sending traffic for the given group address and ingress
VLAN.

IN VLAN The ingress VLAN ID where the traffic emanates for the
multicast stream.

IN PORT The corresponding ingress port in the multicast stream
selected from the Mroute-HW table.

OUT PORT All the egress VLANs for the particular multicast stream
selected from the Mroute-HW table.

OUT PORT The corresponding ports for the particular multicast stream
selected from the Mroute-HW table.

group-prune-state
GROUP ADDRESS The IP multicast group address for the multicast stream.

SOURCE ADDRESS The IP addresses of the sources on this particular subnet
sending traffic to the multicast group for the selected entry in
the Mroute-HW table.

Viewing multicast routes
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Field Description
PRUNED True indicates that the multicast stream is pruned back. False

indicates it is not.

TIME LEFT FOR GRAFT The time left (in seconds) for the neighboring downstream
router to send the graft message.

PRUNE RECEIVED FROM The IP address of the downstream neighbor from which the
prune has been received.

Showing the hardware resource usage
The Avaya Ethernet Routing Switch 8800/8600 can query the number of ingress and egress
IP Multicast streams traversing your switch. After setting the thresholds for ingress and egress
records, if the record-usage goes beyond the threshold, you are notified by way of a trap on
the console, logged message, or both.

If you do not set the thresholds, the CLI displays only the ingress and egress records that are
currently in use.

Procedure steps

Show the hardware resource usage using the following command:

show ip mroute-hw resource-usage

Job aid: show ip mroute-hw resource-usage command
The following table shows the field descriptions for this command.

Table 24: show ip mroute-hw resource-usage parameter

Field Description
EGRESS REC IN-USE Indicates the number of egress records (peps) traversing

the switch that are in use

INGRESS REC IN-USE Indicates the number of source and group records
traversing the switch that are in use

EGRESS THRESHOLD Indicates the egress records threshold

INGRESS THRESHOLD Indicates the source and group records threshold

LOG MSG ONLY Indicates the status of logging messages only
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Field Description
SEND TRAP ONLY Indicates the status of sending traps only

SEND TRAP AND LOG Indicates the status of sending traps and log messages

Viewing multicast routing process statistics
To provide additional troubleshooting information, you can enable the collection and display
of multicast routing process statistics. These statistics are not related to the interface (port)
statistics. The statistics display based on VRF and multicast group classification. To configure
multicast routing process statistics, perform the following procedure.

Procedure steps

1. To enable or disable the multicast routing process statistics collection, enter:

config ip mroute stats {enable|disable}
[no] ip mroute stats enable

2. To view the feature configuration, enter:

config ip mroute info
3. To view the multicast routing process statistics, enter:

show ip mroute stats <grp-ip-list> [vrf <vrf-name>] [vrfids
<vrfids>]

4. To display statistics at regular intervals (average of approximately 5 seconds),
enter:

monitor ip mroute stats <grp-ip-list> [vrf <vrf-name>]
[vrfids <vrfids>]

5. To clear the multicast routing process statistics, enter:

clear ip mroute stats

Variable definitions
Use the information in the following table to use the commands above.

Viewing multicast routing process statistics
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Variable Value
{enable|disable} Enables or disables multicast routing process statistics

collection

<grp-ip-list> Specifies the multicast group IDs for which to display
statistics. You can specify a maximum of 10 groups.

[vrf <vrf-name>] Specifies the VRF name for which to display statistics

[vrfids <vrfids>] Specifies the VRF ID for which to display statistics

Job aid: show ip mroute stats command
The following table shows the field descriptions for this command.

Table 25: show ip mroute stats parameters

Field Description
GroupAddress Specifies the multicast group IP address for which to

display statistics

SourceCounter Specifies the source number corresponding to the
associated VRF and group IP address in the whole
multicast route records

ForwardPackets Specifies the number of normally forwarded packets for
the associated VRF and group IP address

ForwardBytes Specifies the number of normally forwarded bytes for the
associated VRF and group IP address

AverageSize Specifies the average packet length for the associated
VRF and Group IP address. This indicates only the
forward packet length. It is calculated using forward
packet/ forward byte.

Packets/Second This field is only valid in the monitor CLI output. It specifies
the average speed in about 5 seconds. It is it calculated
from (current forward packet – last forward packet)/
monitor interval. With the first monitor multicast statistics
output, this field is null. Subsequent outputs provide valid
values.

DropPackets Specifies the number of dropped packets for the
associated VRF and Group IP address

DropBytes Specifies the number of dropped bytes for the associated
VRF and Group IP address
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Determining the protocol configured on the added VLAN
The protocol configured on the added VLAN can be one of the following values:

• snoop
• snoop-spb
• routed-spb
• pim

Procedure steps

Determine the protocol that is configured on the VLAN added by using the following
command:

show ip igmp interface [vrf <value>] [vrfids <value>]
The protocol is shown under the Mode column of the command output.

Variable definitions
Use the information in the following table to use the show ip igmp interface
command..

Variable Value
vrf <value> Specifies the VRF instance by the VRF name. The

VRF name ranges from 0 to 64)

vrfids <value> Specifies the VRF ID for which to display statistics

Job aid: show ip igmp interface command
The following table shows the field descriptions for this command.

Table 26: Job aid: show ip igmp interface command output

Field Description
IF Indicates the interfaces where IGMP is configured

Determining the protocol configured on the added VLAN
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Field Description
QUERY INTVL Indicates the frequency at which the interface

transmits IGMP host query packets

MODE Specifies the protocol used on the added VLAN. The
value is snoop, snoop-spb, routed-spb or pim.

STATUS Indicates the activation of a row that enables IGMP on
the interface. The destruction of a row disables IGMP
on the interface.

VERS Indicates the version of IGMP that is running on this
interface. This object configures a router capable of
running either version. For IGMP to function correctly,
you must configure all routers on a LAN to run the
same version of IGMP.

OPER VERS Indicates the operational version of IGMP

QUERIER Indicates the address of the IGMP querier on the IP
subnet to which this interface is attached

QUERY MAXRSPT Indicates the maximum query response time (in tenths
of a second) advertised in IGMPv2 queries on this
interface

WRONG QUERY Indicates the number of queries received whose IGMP
version does not match the igmpInterface version. You
must configure all routers on a LAN to run the same
version of IGMP. Therefore, if the interface receives
queries with the wrong version, a configuration error
occurs.

JOINS Indicates the number of times IGMP added a group
membership on this interface

ROBUST Indicates the robustness variable, which you configure
for the expected packet loss on a subnet. If packet loss
is expected on a subnet, increase the robustness
variable.

LAST MEM QUERY Indicates the maximum response time (in tenths of a
second) inserted into group-specific queries sent in
response to leave group messages, and is also the
amount of time between group-specific query
messages. Use this value to modify the leave latency
of the network. A reduced value results in reduced
time to detect the loss of the last member of a group.
This does not apply if igmpInterface version is 1.
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Determining the data stream learned when IP multicast over
SPBM is configured on the VLAN

To determine the data stream learned when IP multicast is configured on the VLAN, use the
following procedure:

Procedure steps

Determine the data stream learned using the following command:

show ip mroute route

Job aid: show ip mroute route command
The following table shows the field descriptions for this command.

Table 27: Job aid: show ip mroute route command output

Field Description
GROUP Indicates the IP multicast group for which this entry

specifies a next hop on an outgoing interface

SOURCE Indicates the network address that, when combined
with the corresponding value of
ipMRouteNextHopSourceMask, identifies the sources
for which this entry specifies a next hop on an outgoing
interface

SRCMASK Indicates the network mask, when combined with the
corresponding value of ipMRouteNextHopSource,
identifies the sources for which this entry specifies a
next hop on an outgoing interface

UPSTREAM_NBR Indicates the address of the upstream neighbor from
which IP datagrams from these sources to this
multicast address are received, or 0.0.0.0 if the
upstream neighbor is known

IF Indicates the value of ifIndex for the interface on which
IP datagrams sent by these sources to this multicast
address are received. A value of 0 indicates that
datagrams are not subject to an incoming interface

Determining the data stream learned when IP multicast over SPBM is configured on the VLAN
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Field Description
check, but can be accepted on multiple interfaces (for
example, in CBT).

EXPIR Indicates the minimum amount of time remaining
before this entry ages out. The value 0 indicates that
the entry is not subject to aging.

PROT Indicates the outgoing mechanism through which the
switch learns this route. For IP multicast over SPBM,
this value is sb-access or spb-network. Spb-access
indicates the datastream learned was from the UNI
ports. Spb-network indicates that the datastream
learned was from the SPBM cloud.

Showing the SPBM multicast database
You can determine the database used by the SPBM multicast module by using the following
procedure:

Procedure steps

Show the SPBM multicast database by using the following command:

show isis spbm ip-multicast-route [all | info | vlan <0–4094> |
vrf <vrfName> | vsn-isid <1– 16777215>]

Job aid: show isis spbm ip-multicast-route command
The following table describes fields for this command.

Table 28: show isis spbm ip-multicast-route command

Field Description
VRF Source Specifies the IP address of the Global Routing Table

Group Specifies the IP multicast group for which this entry
specifies a next hop on an outgoing interface

VSN-ISID Specifies the VSN I-SID

Data ISID Specifies the VRF ID for the multicast route

BVLAN Specifies the backbone VLAN
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Field Description
Source-BEB Specifies the source backbone edge bridge

Defining the IS-IS trace flag for IP multicast
To define the IS-IS trace flag for IP multicast, use the following procedure:

Procedure steps

Define the IS-IS trace flag by using the following command:

trace flags isis [set ip-multicast] [remove ip-multicast]

Defining the IS-IS trace flag for IP multicast
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Chapter 26: Multicast troubleshooting
using the ACLI

Use the information in this section to help you troubleshoot multicast routing problems using the Avaya
command line interface (ACLI).

Viewing multicast group trace information for IGMP snoop
Multicast group trace tracks the data flow path of the multicast streams.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

Display the multicast group trace for an IGMP snoop-enabled interface using the
following command:

show ip igmp snoop-trace [source <A.B.C.D>] [group <A.B.C.D>]

Variable definitions
Use the information in the following table to use the show ip igmp snoop-trace
command.

Variable Value
group <A.B.C.D> Specifies the source IP address in the format a.b.c.d

source <A.B.C.D> Specifies the group IP address in the format a.b.c.d
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Job aid: show ip igmp snoop-trace command
The following figure shows the field descriptions for this command.

Table 29: show ip igmp snoop-trace command

Field Description
GROUP ADDRESS Indicates the IP multicast group address for which this entry

contains information.

SOURCE ADDRESS Indicates the source of the multicast traffic.

IN VLAN Indicates the incoming VLAN ID.

TYPE Specifies where the data stream is learned from (ACCESS or
NETWORK). ACCESS indicates that the data stream is learned
from the UNI ports. NETWORK shows that it is learned from the
SPBM cloud. This field is only shown with Layer 2 VSN
constrained streams.

IN PORT Indicates the incoming port number.

OUT VLAN Indicates the outgoing VLAN ID.

OUT PORT Indicates the outgoing port number.

Viewing PGM interface errors
Display general information about PGM errors that occurred on the selected interface.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

Show PGM interface errors using the following command:
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show ip pgm interface error

Job aid: show ip pgm interface error general command
The following table describes fields for this command.

Table 30: show ip pgm interface error general parameters

Field Description
CCT Displays the circuit number of the selected interface.

IN_SPM PORT ERRORS Displays the number of SPMs discarded because they were
received on the wrong interface.

IN_RDATA PORT
ERRORS

Displays the number of RDATA packets discarded because
they were received on the wrong interface.

IN_RDATA
NO_SESSION ERRORS

Displays the number of RDATA packets discarded because
there was no active session.

IN_NCF PORT ERRORS Displays the number of NCFs discarded because they were
received on the wrong interface.

IN_NCF NO_SESSION
ERRORS

Displays the number of NCFs discarded because there was no
active session.

Viewing PGM negative acknowledgement errors
Display information about Pragmatic General Multicast negative acknowledgment (NAK) and
null NAK (NNAK) errors that occurred on the selected interface.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

Show PGM interface NAK errors using the following command:

Viewing PGM negative acknowledgement errors
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show ip pgm interface error [nak]

Job aid: show ip pgm interface error nak command
The following table describes fields for this command.

Table 31: show ip pgm interface error nak parameters

Field Description
CCT Displays the circuit number of the selected interface.

IN_NAK PORT ERRORS Displays the number of NAKs discarded because they
were received on the wrong interface.

IN_NAK NO_SESSION
ERRORS

Displays the number of NAKs discarded because there
was no active session.

IN_NAK SEQ ERRORS Displays the number of NAKs discarded because they
were out of sequence.

IN_NNAK PORT ERRORS Displays the number of NNAKs discarded because they
were received on the wrong interface.

IN_NNAK NO_SESSION
ERRORS

Displays the number of NNAKs discarded because there
was no active session.

PARITY NAK_TG ERRORS Displays the number of parity NAKs discarded because
they were out of the parity TG window.

Viewing multicast routes
The multicast route table contains multicast routing information for all group addresses.

Prerequisites

• Access Privileged EXEC mode.

Procedure steps

1. Show group trace information using the following command:
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show ip mroute hw-group-trace [<A.B.C.D>] [<A.B.C.D>]
2. Show group prune state information using the following command:

show ip mroute hw-group-prune-state [<A.B.C.D>]

Variable definitions
Use the information in the following table to use the show ip mroute commands.

Variable Value
hw-group-trace
[<A.B.C.D>] [<A.B.C.D>]

Use the show ip mroute hw-group-trace
command as follows:

• When you use it by itself, the output includes all the
group entries found in the hardware records.

• When you follow the command with
[<A.B.C.D>] , the output includes all the entries
corresponding to the specified group address.

• When you follow the command with [<A.B.C.D>]
[<A.B.C.D>], the output includes only the
specified source-group pair.

hw-group-prune-state
[<A.B.C.D>]

Use the show ip mroute hw-group-prune-
state command as follows:

• When you use it by itself, the output includes all the
group entries found in the hardware records.

• When you follow the command with
[<A.B.C.D>] , the output includes all the entries
corresponding to the specified group address.

Job aid: show ip mroute-hw command output
Use the information in the following table to help you understand the show ip mroute-hw
command output.

Table 32: show ip mroute-hw group-trace and group-prune-state output fields

Field Description
group-trace
GROUP ADDRESS The IP multicast group address for the multicast stream.

Viewing multicast routes
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Field Description
SOURCE ADDRESS The IP addresses of the sources on this particular subnet sending

traffic to the multicast group for the selected entry in the Mroute-
HW table.

SENDING SUBNET The network address of the source subnet that has sources
sending IP multicast traffic to the group address.

TOTAL SESSIONS One session includes a combination of group address, subnet,
and ingress VLAN information. The total number of sessions
indicates how many sources in the same subnet are sending
traffic for the given group address and ingress VLAN.

IN VLAN The ingress VLAN ID where the traffic emanates for the multicast
stream.

IN PORT The corresponding ingress port in the multicast stream selected
from the Mroute-HW table.

OUT PORT All the egress VLANs for the particular multicast stream selected
from the Mroute-HW table.

OUT PORT The corresponding ports for the particular multicast stream
selected from the Mroute-HW table.

group-prune-state
GROUP ADDRESS The IP multicast group address for the multicast stream.

SOURCE ADDRESS The IP addresses of the sources on this particular subnet sending
traffic to the multicast group for the selected entry in the Mroute-
HW table.

PRUNED True indicates that the multicast stream is pruned back. False
indicates it is not.

TIME LEFT FOR
GRAFT

The time left (in seconds) for the neighboring downstream router
to send the graft message.

PRUNE RECEIVED
FROM

The IP address of the downstream neighbor from which the prune
has been received.

Showing the hardware resource usage
The Avaya Ethernet Routing Switch 8800/8600 can query the number of ingress and egress
IP Multicast streams traversing your switch. After setting the thresholds for ingress and egress
records, if the record-usage goes beyond the threshold, you are notified by way of a trap on
the console, logged message, or both.

If you do not set the thresholds, the CLI displays only the ingress and egress records that are
currently in use.
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Prerequisites

• Access Privileged EXEC mode.

Procedure steps

Show the hardware resource usage using the following command:

show ip mroute hw-resource-usage

Job aid: show ip mroute hw-resource-usage command
The following table shows the field descriptions for this command.

Table 33: show ip mroute hw-resource-usage parameter

Field Description
EGRESS REC IN-USE Indicates the number of egress records (peps) traversing

the switch that are in use.

INGRESS REC IN-USE Indicates the number of source and group records
traversing the switch that are in use.

EGRESS THRESHOLD Indicates the egress records threshold.

INGRESS THRESHOLD Indicates the source and group records threshold.

LOG MSG ONLY Indicates the status of logging messages only.

SEND TRAP ONLY Indicates the status of sending traps only.

SEND TRAP AND LOG Indicates the status of sending traps and log messages.

Viewing multicast routing process statistics
To provide additional troubleshooting information, you can enable the collection and display
of multicast routing process statistics. These statistics are not related to the interface (port)
statistics. Rather, the statistics are displayed based on VRF and multicast group classification.
To configure multicast routing process statistics, perform the following procedure.

Viewing multicast routing process statistics
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Procedure steps

1. To enable or disable the multicast routing process statistics collection, enter:

[no] ip mroute stats enable
2. To view the multicast routing process statistics, enter:

show ip mroute stats <grp-ip-list> [vrf <vrf-name>] [vrfids
<vrfids>]

3. To display statistics at regular intervals (average of approximately 5 seconds),
enter:

monitor ip mroute stats <grp-ip-list> [vrf <vrf-name>]
[vrfids <vrfids>]

4. To clear the multicast routing process statistics, enter:

clear ip mroute stats

Variable definitions
Use the information in the following table to use the commands above.

Variable Value
[no] Disables multicast routing process statistics

collection.

<grp-ip-list> Specifies the multicast group IDs for which to display
statistics. You can specify a maximum of 10 groups.

[vrf <vrf-name>] Specifies the VRF name for which to display
statistics.

[vrfids <vrfids>] Specifies the VRF ID for which to display statistics.

Job aid: show ip mroute stats command
The following table shows the field descriptions for this command.
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Table 34: show ip mroute stats <grp-ip-list> parameters

Field Description
GroupAddress Specifies the multicast group IP address for which

statistics are displayed.

SourceCounter Specifies the source number corresponding to the
associated VRF and group IP address in the whole
multicast route records.

ForwardPackets Specifies the number of normally forwarded packets for
the associated VRF and group IP address.

ForwardBytes Specifies the number of normally forwarded bytes for the
associated VRF and group IP address.

AverageSize Specifies the average packet length for the associated
VRF and Group IP address. This indicates only the
forward packet length. It is calculated using forward
packet/forward byte.

Packets/Second This field is only valid in the monitor CLI output. It specifies
the average speed in about 5 seconds. It is it calculated
from (current forward packet – last forward packet)/
monitor interval. With the first monitor multicast statistics
output, this field is null. Subsequent outputs provide valid
values.

DropPackets Specifies the number of dropped packets for the
associated VRF and Group IP address.

DropBytes Specifies the number of dropped bytes for the associated
VRF and Group IP address.

Determing the protocol configured on the added VLAN
The protocol configured on the added VLAN can be one of the following values:

• snoop
• snoop-spb
• routed-spb
• pim

Determing the protocol configured on the added VLAN
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Procedure steps

Determine the protocol that is configured on the VLAN added by using the following
command:

show ip igmp interface [vrf <value>] [vrfids <value>]
The protocol is shown under the Mode column of the command output.

Variable definitions
Use the information in the following table to use the show ip igmp interface
command..

Variable Value
vrf <value> Specifies the VRF instance by the VRF name

vrfids <value> Specifies the VRF ID for which to display statistics

Job aid: show ip igmp interface command
The following table shows the field descriptions for this command.

Table 35: Job aid: show ip igmp interface command output

Field Description
IF Indicates the interfaces where IGMP is configured

QUERY INTVL Indicates the frequency at which the interface
transmits IGMP host query packets

MODE Specifies the protocol used on the added VLAN. The
value is snoop, snoop-spb, routed-spb or pim.

STATUS Indicates the activation of a row that enables IGMP on
the interface. The destruction of a row disables IGMP
on the interface.

VERS Indicates the version of IGMP that is running on this
interface. This object configures a router capable of
running either version. For IGMP to function correctly,
you must configure all routers on a LAN to run the
same version of IGMP.

OPER VERS Indicates the operational version of IGMP.
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Field Description
QUERIER Indicates the address of the IGMP querier on the IP

subnet to which this interface is attached.

QUERY MAXRSPT Indicates the maximum query response time (in tenths
of a second) advertised in IGMPv2 queries on this
interface.

WRONG QUERY Indicates the number of queries received whose IGMP
version does not match the igmpInterface version. You
must configure all routers on a LAN to run the same
version of IGMP. Therefore, if the interface receives
queries with the wrong version, a configuration error
occurs..

JOINS Indicates the number of times IGMP added a group
membership on this interface.

ROBUST Indicates the robustness variable, which you configure
for the expected packet loss on a subnet. If packet loss
is expected on a subnet, increase the robustness
variable.

LAST MEM QUERY Indicates the maximum response time (in tenths of a
second) inserted into group-specific queries sent in
response to leave group messages, and is also the
amount of time between group-specific query
messages. Use this value to modify the leave latency
of the network. A reduced value results in reduced
time to detect the loss of the last member of a group.
This does not apply if igmpInterface version is 1.

Determining the data stream learned when IP multicast over
SPBM is configured on the VLAN

To determine the data stream learned when IP multicast is configured on the VLAN, use the
following procedure:

Procedure steps

Determine the data stream learned using the following command:

Determining the data stream learned when IP multicast over SPBM is configured on the VLAN
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show ip mroute route

Job aid: show ip mroute route command
The following table shows the field descriptions for this command.

Table 36: Job aid: show ip mroute route command output

Field Description
GROUP Indicates the IP multicast group for which this entry

specifies a next hop on an outgoing interface

SOURCE Indicates the network address that, when combined
with the corresponding value of
ipMRouteNextHopSourceMask, identifies the sources
for which this entry specifies a next hop on an outgoing
interface

SRCMASK Indicates the network mask, when combined with the
corresponding value of ipMRouteNextHopSource,
identifies the sources for which this entry specifies a
next hop on an outgoing interface

UPSTREAM_NBR Indicates the address of the upstream neighbor from
which IP datagrams from these sources to this
multicast address are received, or 0.0.0.0 if the
upstream neighbor is known.

IF Indicates the value of ifIndex for the interface on which
IP datagrams sent by these sources to this multicast
address are received. A value of 0 indicates that
datagrams are not subject to an incoming interface
check, but can be accepted on multiple interfaces (for
example, in CBT).

EXPIR Indicates the minimum amount of time remaining
before this entry ages out. The value 0 indicates that
the entry is not subject to aging.

PROT Indicates the outgoing mechanism through which the
switch learns this route. For IP multicast over SPBM,
this value is sb-access or spb-network. Spb-access
indicates the datastream learned was from the UNI
ports. Spb-network indicates that the datastream
learned was from the SPBM cloud.
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Showing the SPBM multicast database
You can determine the database used by the SPBM multicast module by using the following
procedure:

Procedure steps

Show the SPBM multicast database by using the following command:

show isis spbm ip-multicast-route [all | detail | group
{A.B.C.D}| vlan <0–4094> | vrf WORD<0–64> | vsn-isid <1–
16777215>]

Job aid: show isis spbm ip-multicast-route command
The following table describes fields for this command.

Table 37: show isis spbm ip-multicast-route command

Field Description
VRF Source Specifies the IP address of the Global Routing Table

Group Specifies the IP multicast group for which this entry
specifies a next hop on an outgoing interface

VSN-ISID Specifies the VSN I-SID

Data ISID Specifies the VRF ID for the multicast route

BVLAN Specifies the backbone VLAN

Source-BEB Specifies the source backbone edge bridge

Defining the IS-IS trace flag for IP multicast
To define the IS-IS trace flag for IP multicast, use the following procedure:

Showing the SPBM multicast database
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Procedure steps

Define the IS-IS trace flag for IP multicast by using the following command:

trace flags isis [set ip-multicast] [remove ip-multicast]
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Chapter 27: Troubleshooting the Unified
Access solution

Use this section to help troubleshoot issues that may come up with your Unified Access solution. This
section includes issues with both the WCP and the WSP.

The commands in this section are specific to the Unified Access. For more information about other
troubleshooting tools and commands, go to Avaya WLAN 8100 Troubleshooting Guide (NN46251–700)
and Avaya Ethernet Routing Switch 8800/8600 Troubleshooting (NN46205–703)

Troubleshooting WCP and AP problems
Use the procedures in this section to troubleshoot WCP and AP problems.

Enabling the wireless system
Use these procedure steps on the WCP if you cannot enable the wireless system.

Procedure

1. Try to determine why the system is disabled by entering the following command on
the WCP:
show wireless
If the system was disabled by an administrator, then the Disable Reason will be
Admin Disabled. If there is a problem, the Disable Reason will be Wireless
System Error.

2. Verify that you performed all the basic layer 2 and layer 3 procedures described in
this document before trying to enable the wireless system.

3. Check to make sure you configured a wireless system interface in one of the
configured VLANs with the following command:
interface-ip <systemvlanipconfigured>

4. Verify that you enabled IP routing:
ip routing

5. If there is a firewall between the WCP and the APs, make sure there is a range of
ports open in the firewall and that the TCP/UDP base port is set to 61000. If a non-
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default base port is chosen, make sure the DHCP option 43 for APs provides the
non-default base port to the AP.

6. If none of the above steps resolves the problem, get the switch technical dump and
send it to Avaya Support.
show tech

Joining the mobility domain
After you enable the wireless system, you should be able to join the mobility domain. If you
cannot join the mobility domain, use these procedure steps on the WCP. There are three main
reasons for not being able to join the mobility domain

• The AMDC system IP address cannot be reached.

• The stale controllers need to be purged.

• The TCP/UDP port is different than the AMDC's port.

Procedure

1. Use the following command on the WCP to join the mobility domain:
wireless controller join-domain domain-name <domain name>
mdc-address <amdc ip address>
If you want this controller to be the A-MDC, use the wireless controller
info to verify that the controller is Mobility Domain Controller (MDC) capable. To
configure the controller to be MDC capable, use the controller mdc-
capable command and the mdc-address command to specify its local wireless
system IP address.

2. Display the current state of the controller:
show wireless controller domain-membership
or
show wireless controller status

3. Display the current state of the peer controller:
show wireless domain peer-controller status
or
show wireless controller status

4. From the AMDC, purge the stale controllers from domain table:
wireless domain purge-stale-controllers

5. After purging the controller, leave the mobility domain from Peer Controller and then
join again:
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wireless controller leave-domain
wireless controller join-domain domain-name <domainName> mdc-
address <AMDC System IP Address>

6. In the AMDC, BMDC, or PWC, you can check the join status:
show wireless controller domain-membership
show wireless domain peer-controller status
or you can check from the joining controller
show wireless controller status

Checking CPU and memory utilization
To help you troubleshoot the WCP, use the following commands to check the CPU and memory
utilization.

Procedure

1. On the WCP, check the CPU utilization with the following command:
show cpu-utilization

2. Check the memory utilization:
show memory-utilization

Managing a WSP
Use the following steps to troubleshoot why a WSP is not being managed by a WCP.

Procedure

1. From the AMDC, list the WSPs:
show wireless wsp status
If a WSP MAC entry is not listed, then that WSP is not being managed by any of
the WCPs in the mobility domain.

2. Verify that a circuitless IP address is configured in the ERS 8800/8600 and that
wireless is enabled.

3. Use ping to check the reachability of the WCP IP address from ERS 8800/8600
using the circuitless IP address as the source:
ping <wcp ip address> source <circuitless ip address>

Troubleshooting WCP and AP problems
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4. Check to make sure the controller in the domain is added in the WSP by entering
the following command on the WSP:
show wireless switch lb-controller

5. Verify that the load balancing wireless controller IP address is configured correctly:
show wireless switch lb-controller

6. Verify that the TCP/UDP base port is configured correctly:
show wireless

7. Check the WSP domain database in AMDC:
show wireless domain wsp database

8. Make sure that the WSP Database is synchronized with the other controllers:
show wireless domain peer-controller config-sync-status
detail
If the WSP Database is in the out of sync component list, then synchronize the
configuration:
wireless controller config-sync

9. Ping the WSP from the WCP to verify that there are no Layer 2 or Layer 3 issues
such as with STP or network failures preventing the WSP from reaching the
WCP.

Troubleshooting a failed WSP
Use the following steps to troubleshoot why a WSP failed or lost connection to the WCP.

Procedure

1. From the WCP, show the list of WSPs and check the status:
show wireless wsp status

2. Check the reachability of circuitless wireless IP from WCP using ping.

3. Check to see if the WSP MAC address is present in the domain WSP database:
show wireless domain wsp database

4. Check the WCP load balancing table to see which WCP is assigned to manage the
WSP and the current joining status:
show wireless domain load-balance wsp-lb-table
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Managing an AP
Use the following steps to troubleshoot why an AP is not being managed by a WCP.

Procedure

1. Check to see if the AP MAC entry is present in the managed AP:
show wireless ap status

2. If the AP is not Managed, check to see if the AP is in the AP discovered table:
show wireless domain ap discovered

3. Check the discovery reason for why the AP is present is the discovered table.

4. Verify that the TCP/UDP base port is configured correctly:
show wireless

5. If you use a non-default TCP/UDP base port, verify that the DHCP option 43 vendor-
specific parameters are configured correctly.

 Note:
Do not use DNS Discovery because it does not support altering the TCP/UDP
base port.

6. Check to see if the AP is present in the domain AP database:
show wireless domain ap database

7. Make sure that the AP database is synchronizes with the other controllers:
wireless controller config-sync

8. Verify that there is an available license for the AP:
show wireless controller license-info

9. Ping the AP from the WCP to verify that there are no Layer 2 or Layer 3 issues such
as with STP or network failures preventing the AP from reaching the WCP.

10. Make sure there is at least one WSP with which the AP can form an access tunnel
(AT).

a. If there is no WSP available, the AP keeps restarting the DHCP address process
until it finds one.

b. If there is a WSP available and the WCP assigned this AP to it, make sure the
AP can reach the WSP's circuitless IP address.

Troubleshooting WCP and AP problems
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Troubleshooting a failed AP
Use the following steps to troubleshoot why an AP failed or lost connection to the WCP.

Procedure

1. Check to make sure the AP MAC entry is present in the managed AP:
show wireless ap status

2. Check to see if the AP is present in the domain AP database:
show wireless domain ap database

3. Check the AP load balancing table to see which WCP is assigned to manage the
AP and the current joining status:
show wireless domain load-balance ap-lb-table

4. Check the AP reachability from the WCP and the WSP's circuitless IP address.

Connecting clients to an AP
Use the steps in this procedure to troubleshoot why clients cannot be connected to a Managed
AP.

For 802.11 client connectivity issues, use Remote packet capture to create a capture profile
with observer-ip, observer-port, Client-MAC and 802.11 filters in the wireless
controller. Run the capture-profile on the AMDC with the AP MAC address to verify whether
the client is sending 802.11 frames like probe-request, authentication and association frames
to the Access Point.

For more information on this feature, see Avaya WLAN 8100 Fundamentals (NN47251–102)
and the Avaya WLAN 8100 WC 8180 CLI Reference (NN47251–107) for a complete list of
configuration commands for this feature.

Procedure

1. In AMDC, check to see if the AP is being managed by a WCP:
show wireless ap status

2. Check the Radio Status, Power and Channel to see if the AP is in the Managed
state:
show wireless ap radio status

3. If the AP is in the Managed state, check the VAP status:
show wireless ap vap status
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4. If the SSID is broadcasting and the clients are not able to connect, then check the
AP data tunnel:
show wireless switch peer-devices
a. Make sure the Client has the correct security key and account configured to

associate with this SSID.
b. Make sure the MVLAN associated with the SSID is being served by a WSP in

the domain.
c. Make sure your client is associated with the same controller that the AP is

associated with and that it has the right VLAN. Also check that the client status
shows as Auth in AMDC:
show wireless client status

d. Check the mobility -vlan mapping configuration to make sure it is mapped to a
local VLAN correctly:
show wireless switch vlan-map

5. If the SSID is not broadcasting, make sure the radio profile is mapped properly in
the AP profile.

6. If the SSID is not broadcasting, get the AP technical dump and send it to Avaya
Support:
wireless ap tech-dump <ap-mac> <ap-ip> filename <name>.txt

Troubleshooting WSP problems
Use the procedures in this section to troubleshoot problems with a WSP.

Using WSP show commands
Use the WSP show commands to check all your configuration information to see why a WSP
may be failing.

Procedure

1. From the WSP, display Management IP info and the remote VLAN STP information
to check your configuration:
(CLI) show wireless-switch info
(ACLI) show wireless switch

2. Check the LBWCP(Load balancing WCP) configuration information on the WSP:
(CLI) show wireless-switch lb-controller [<A.B.C.D>]
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(ACLI) show wireless switch lb-controller [<A.B.C.D>]
3. Check the status of all the access tunnels (AT) and mobility tunnels (MT) associated

with this switch or for a specific tunnel:
(CLI) show wireless-switch tunnel [<tunnelIntfId>]
(ACLI) show wireless switch tunnel [<tunnelIntfId>]

4. Check the statistics for all of the tunnels configured on this switch or for a specific
tunnel:
(CLI) show wireless-switch tunnel-statistics all
[<tunnelIdList>]
(ACLI) show wireless switch tunnel-statistics [<tunnelIdList>]

 Note:
The IN KEEPALIVE and OUT KEEPALIVE statistics should always be the same.
If they vary by 5 or more, it indicates that there is a problem. The lower number
indicates if the problem is in Keep Alive Receive or Keep Alive Transmit. Note
also that these statistics are cleared if the tunnel goes down.

5. Check the configuration information for all of the VLAN maps on this switch or for a
specific VLAN map:
(CLI) show wireless-switch vlan-map [<name:WORD/0–32>]
(ACLI) show wireless switch vlan-map [<name:WORD/0–32>]

6. Check the VLAN IDs or specific VLAN IDs reserved in L3 Roaming:
(CLI) show wireless-switch vlan-reservation [<vidList>]
(ACLI) show wireless switch vlan-reservation [<vidList>]

7. Check the VLAN servers that the WSP use in L3 Roaming:
(CLI) show wireless-switch vlan-servers
(ACLI) show wireless switch vlan-servers

8. Check the Mobility VLANs advertised by the Peer WSP:
(CLI) show wireless-switch peer-advertized-vlans by-vlan
(CLI) show wireless-switch peer-advertized-vlans by-advertizer
(ACLI) show wireless switch peer-advertized-vlans by-vlan
(ACLI) show wireless switch peer-advertized-vlans by-
advertizer

9. Check the WSP's peer device information:
(CLI) show wireless-switch peer-devices [ap | switch]
(ACLI) show wireless switch peer-devices [ap | switch]

10. Check the WLAN VLAN FDB entries that the WSP has learned:
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(CLI) show wireless-switch fdb-entry [vid <value>] [mac
<value>]
(ACLI) show wireless switch mac-address-entry [vid <value>]
[mac <value>]

11. Verify that the wireless tunnel is added to the VLAN that is mapped or what is
configured in the VLAN reservation in case of L3 Roaming. The wireless tunnel
appears like any other port member except it uses a WT-n designation.
(CLI) show vlan info
(ACLI) show vlan members

Using WSP dump commands
Use the show commands to locate the general problem area and then use the dump commands
to get more detailed information as to why a WSP may be failing.

Procedure

1. From the WSP, get information on which WCP is managing the WSP:
(CLI) dump wireless mcp info
(ACLI) dump wireless mcp

 Note:
The Connection Status entry is very important because it tells you if the
connection between the WCP and WSP is established or not. Verify that the
connection status is established.

2. Dump the mobility agent (ma) information to get general information on packets
exchanged between the WCP and this WSP or more specific information on APs,
mobility switches (WSP), packet statistics, reset packet statistics, timers, VLANs
advertised, VLAN maps, and VLAN servers:
(CLI) dump wireless ma info
(ACLI) dump wireless ma
dump wireless ma ap [<mac>]
dump wireless ma ms [<mac>]
dump wireless ma pkt-stats
dump wireless ma reset-pkt-stats
dump wireless ma timers
(CLI) dump wireless ma vlan-advertised <mac> [<name>]
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(ACLI) dump wireless ma vlan-advertised <mac>
dump wireless ma vlan-map [<name>]
dump wireless ma vlan-server [<name>]

3. Dump tunnel information to get general information and the current status of all the
access tunnels (AT) and mobility tunnels (MT) associated with this switch or for a
specific endpoint:
dump wireless tunnel [<ipaddr>] [summary]

4. Check the WLAN Packet Processing Statistics for this switch:
dump wireless stats

5. Check how memory is allocated and check memory for consistency:
dump wireless memory malloc-summary {interface | mvlan |
tunnel | wdp | vmm | osapi | mvmp | all}
dump wireless memory mem-check

Troubleshooting tunnel problems
Use the following steps to troubleshoot why a tunnel is bouncing or lost connection.

Procedure

1. If a tunnel fails and never comes back up, check the Layer 3 connectivity.

2. If a tunnel is bouncing, check to make sure keepalive packets are being received:
(CLI) show wireless tunnel-statistics keepalive
(ACLI) show wireless switch tunnel-statistics keepalive

3. Determine the source port for the incoming keepalive packet and then mirror that
port to verify that the keepalive is received every second. Identify the keepalive
packet in the trace by looking for a UDP packet with an IP header length of 36:
(CLI) config rsp-trace ingress-pkt-trace port <value> state
enable interval <value>
(ACLI) rsp-trace ingress-pkt-trace <slot/port> enable
<interval 1–300>

4. Check to make sure keepalive packets are being forwarded:
(CLI) show wireless tunnel-statistics keepalive
(ACLI) show wireless switch tunnel-statistics keepalive

5. Determine the egress port of the tunnel and then mirror that port to verify that the
keepalive is sent out. Identify the keepalive packet in the trace by looking for a UDP
packet with an IP header length of 36:
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config rsp-trace egress-pkt-trace port <value> state enable
interval <value>

6. If the data packets are not tunnelled, check the state of the tunnel and the tunnel
statistics:
dump wireless tunnel
dump wireless stats

7. Check ERCD ( Enterprise RSP Control Driver) Record Tables to verify if the wireless
tunnels are configured as destinations:
dump ercdRecord arp slot <value> (for the ARP Records Dump)

dump ercdRecord ip slot <value> (for the IP Records Dump)

dump ercdRecord ip—subnet port <value> (for the IP Subnet-Based VLAN
Records Dump)
dump ercdRecord mac slot <value> port <value> (for the MAC Records
Dump)
dump ercdRecord mac_vlan port <value> (for the MAC VLAN Records
Dump)
dump ercdRecord mgid slot <value> (for the Mgid Records Dump)

dump ercdRecord protocol port <value> (for the Protocol Records Dump)

dump ercdRecord vlan port <value> (for the VLAN Records Dump)

8. If debug confirms that the packets are leaving the WSP, check the PoE switch to
ensure that Jumbo frames are enabled.

Tracing packet flows
Use the following steps to run a trace of packet flows that establish connections with the
controller, access tunnels to connect with APs, connections with mobility units, and mobility
tunnels to connect with other WSPs to serve remote VLANs.

Procedure

Trace the CP, which uses the module ID of 181. There are four different levels of
verbosity that you can select:
trace level 181 <1–4>
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Chapter 28: Upper layer troubleshooting

This section describes troubleshooting for Layer 4 to 7 applications.

SNMP troubleshooting
This section describes methods to troubleshoot the following Simple Network Management
Protocol (SNMP) scenario:

• network management station (NMS) not receiving traps
Verify your management configurations for your management station. Also verify your
management station setup. If you can reach a device but are not receiving traps, verify the
trap configurations (that is, the trap destination address and the traps to be sent).

For a flowchart SNMP recovery tree, see SNMP failure on page 337.

Procedure steps

1. From the NMS, ping the switch. If you can ping, the IP address is valid and you may
have a problem with the SNMP setup.

If you cannot ping the switch, then there is a problem with either the path or the IP
address.

2. Telnet to the switch.

If you can Telnet, the switch IP address is correct.
3. If Telnet does not work, connect to the device console port using a serial line

connection and ensure that the device IP address setting is correct.
4. If your management station is on a separate subnet, make sure that the gateway

address and subnet mask are set correctly.
5. Using a management application, perform an SNMP Get and an SNMP Set (that

is, try to poll the device or change a configuration using management software).
6. If you cannot reach the device using SNMP, access the device's console and make

sure that your SNMP community strings and traps are set correctly.
7. Get sniffer traces to verify that the switch received the poll.
8. Get sniffer trace to verify that the NMS gets the response.
9. Verify that the data in the response is the data that was requested.
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DHCP troubleshooting
This section describes methods to troubleshoot the following Dynamic Host Configuration
Protocol (DHCP) scenarios:

• Client cannot obtain a DHCP address when in the same subnet.
• Client cannot obtain a DHCP address when in different subnets.

When the DHCP server and client are on the different subnets or VLANs, the router must be
configured as a DHCP Relay Agent and is responsible for forwarding DHCP Requests to the
DHCP server. Extra troubleshooting steps (not included here) are needed to troubleshoot the
DHCP Relay Agent.

For a DHCP Relay recovery flowchart, see DHCP Relay failure on page 336.

Procedure steps

1. Check the physical connectivity between the DHCP client and server.
2. Verify network connectivity by configuring a static IP address on a client

workstation.

If the workstation is still not able to reach the network, the problem is not DHCP.
Start troubleshooting network connectivity.

3. Attempt to obtain an IP address from the DHCP server by manually forcing the client
to send a DHCP request.

If the client gets an IP address after the PC has completed its startup, the issue is
not the DHCP server.

4. Obtain an IP address on the same subnet or VLAN as the DHCP server.

If DHCP is working on the same subnet or VLAN as the DHCP server, the DHCP
issue may be with the DHCP Relay Agent. If the issue is still there, the problem may
be with the DHCP server.

5. Confirm the DHCP Relay Agent configuration is correct
6. Obtain sniffer traces where the traffic ingresses and egresses the switch and also

on the client side of the network.

Troubleshooting IPv6 DHCP Relay
For a DHCP Relay recovery flowchart, see DHCP Relay failure on page 336
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The following sections provide troubleshooting information for IPv6 DHCP Relay

IPv6 DHCP Relay switch side troubleshooting
With DHCP Relay, the Avaya Ethernet Routing Switch 8800/8600 only participates in
forwarding the requests and replies to and from the client and the DHCP server. The Ethernet
Routing Switch 8800/8600 always acts as the relay agent, on which you configure the forward
path to the server.

To troubleshoot DHCP Relay issues on the switch, use the following procedure.

1. Verify that the DHCP server is reachable using ping. (if ping is working and the
DHCP server is reachable, DHCP should work).

2. Verify that the relay agents and the forward path configured are reachable. (Ping
the server and the gateway to the server.)

3. Check that the relay agent configurations are correct. Also verify that DHCP is
enabled on the switch.

show ipv6 dhcp-relay fwd-path show ipv6 dhcp-relay interface
(CLI or ACLI)

config vlan <vid> ipv6 dhcp-relay info (CLI)

4. Verify that IPv6 forwarding is enabled globally.

show ipv6 info (CLI)

show ipv6 global (ACLI)

5. Verify that the IPv6 based VLAN where the DHCP relay agent is configured is
enabled.

show vlan info ipv6 (CLI)

show ipv6 interface vlan <vid> (ACLI)

6. In a scenario with VRRP and SMLT, Avaya recommends to have the VRRP IP
configured as the DHCP relay agent.

7. When using the VRRP VRID as the relay agent, make sure the VRRP configurations
are proper.

8. To verify that relay forward and relay receive are working, enable trace for DHCP
with IPv6, and grep trace for relay:

trace le 66 3 trace grep relay trace screen on (CLI or ACLI)
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IPv6 DHCP Relay server side troubleshooting

1. Enable the services on the server side, then create an IP pool. This IP pool must
have the range of addresses which you want to assign to the clients. Configure this
IP pool with the same network subnet as that of the relay agent.

2. When the configuration is complete, perform an authorization.

3. Check the log file available on the server to verify the reason for packet drop.

4. Capture the packets on the server side using Ethereal.

5. From the server side, use to ping to verify that the relay agent address is
reachable.

6. For more configuration aspects, refer to the MS webpage for troubleshooting and
configuration issues.

IPv6 DHCP Relay client side troubleshooting
You can collect a client console dump, which can be used to analyze why the received packet
cannot be processed and the allocated address cannot be used by the client.

In addition, restarting the client can also fix the issue in some cases.

Enabling trace messages for IPv6 DHCP Relay
To troubleshoot IPv6 DHCP Relay, you can enable rcip6 trace messages using the following
command:

trace level 66 3
You can also enable IPv6 forwarding trace using the following command:

trace ipv6 forwarding enable

Troubleshooting BFD
See the following sections to troubleshoot the specified BFD issue:

• BFD session stays in down state on page 441
• BFD enabled on OSPF or BGP, but session not created on page 441
• BFD session flaps on page 442
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• BFD session goes down when MLT member ports are enabled or disabled on page 
443

• BFD with trace on on page 444

BFD session stays in down state
If the BFD session stays in the down state, perform the following steps:

Procedure steps

1. Verify whether the BFD peer is reachable.

ping <peer-ip>
2. To verify whether BFD is enabled on the peer, enter the following CLI command on

the peer:

show ip bfd info
OR

enter the following ACLI command on the peer:

show ip bfd

BFD enabled on OSPF or BGP, but session not created
If BFD is enabled on OSPF or BGP, but the BFD session is not created, perform the following
steps:

Procedure steps

1. For OSPF BFD sessions, to verify whether the OSPF neighbor is in FULL state,
enter the following command using CLI or ACLI:

show ip ospf neighbor
The OSPF BFD session cannot be created until the neighbor is in the FULL state.

2. For BGP BFD sessions, to verify whether the BGP peer is established, enter the
following CLI command:

show ip ospf neighbor info
OR
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enter the following ACLI command:

show ip ospf neighbor
A BGP BFD session cannot be created until the BGP peer is established.

3. To verify whether the maximum BFD session number limit is reached, enter the
following CLI commands:

show ip bfd info show ports info vlacp
OR

enter the following ACLI commands:

show ip bfd show vlacp interface
The maximum number of total BFD and VLACP sessions cannot exceed 256.

BFD session flaps
If the BFD session flaps, perform the following steps:

Procedure steps

1. To verify whether the multiplier parameter is 3 or higher, enter the following CLI
command:

config {ethernet <portlist> | vlan <vid>} ip bfd info
OR

enter the following ACLI command:

show ip bfd interfaces {<port-type> <portlist> | vlan <vid>}
2. If the multiplier parameter is less than 3, to change it to 3 or higher, enter the

following CLI command:

config {vlan <vid> | ethernet <portlist>} ip bfd multiplier
<2-20>
OR

enter the following ACLI command:

(config-if)# ip bfd [port <portlist> | vlan <vid>] multiplier
<2-20>
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3. Verify whether the detect time is small while too many BFD sessions exist. To
increase the detect time by changing the rx-interval and tx-interval parameters,
enter the following CLI command:

config {ethernet <portlist> | vlan <vlan-id>} {rx-interval
<milliseconds> | tx-interval <milliseconds>}
OR

enter the following ACLI command:

(config-if)# ip bfd [ port <portlist> | vlan <vid> ] {min_rx
<100-65535> | interval <100-65535>}

4. To check whether the CP usage is very high, enter the following command using
CLI or ACLI:

show sys perf

BFD session goes down when MLT member ports are enabled or
disabled

If the BFD session is down after you enable or disable MLT member ports, perform the following
steps:

Procedure steps

1. Verify the multiplier parameter is 3 or higher:

config {ethernet <portlist> | vlan <vid>} ip bfd info
OR

enter the following ACLI command:

show ip bfd interfaces {<port-type> <portlist>| vlan <vid>}
2. If the multiplier parameter is less than 3, to change it to 3 or higher, enter the

following CLI command:

config {ethernet <portlist> | vlan <vid>} ip bfd multiplier
<2-20>
OR

enter the following ACLI command:
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(config-if)# ip bfd [port <portlist> | vlan <vid>] multiplier
<2-20>

3. If more than two ports in an MLT fail at once, the BFD session flaps. To remove and
readd MLT member ports one by one, enter the following CLI commands:

config mlt <mid> remove ports <portlist>
config mlt <mid> add ports <portlist>
OR

enter the following ACLI commands:

no mlt <mid> member <portlist>
mlt <mid> member <portlist>

BFD with trace on
The Avaya Ethernet Routing Switch 8800/8600 supports only one static or OSPF session with
trace on (trace level 115 3) (CR Q018374647).

Troubleshooting IPv6 VRRP
The following sections describe troubleshooting information for IPv6 VRRP

VRRP transitions
When a VRRP transition takes place with the backup taking over as the master, look for the
following message in the syslog on the new master, as well as the old master. This message
provides information to allow you to determine the cause of the transition.

Vrrp State Transition Trap(Port/Vlan=20, Type=3, Cause=5, VrId=200,
VrIpAddr=fe80:0:0:0:1234:5678:abcd:ffff,
Addr=fe80::280:2dff:febf:ce01)
In this message, refer to the Type and Cause fields.

The following table describes the VRRP transition types.

Table 38: Transition type

Type value Type definition
1 None
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Type value Type definition
2 Master to Backup

3 Backup to Master

4 Initialize to Master

5 Master to initialize

6 Initialize to Backup

7 Backup to Initialize

8 Backup to Backup Master

9 Backup Master to Backup

The following table describes the VRRP transition causes.

Table 39: Transition cause

Cause value Cause definition
1 None

2 Higher priority advertisement received

3 Shutdown received

4 VRRP Address and Physical Address match

5 Master Down interval

6 Preemption

7 Critical IP goes down

8 User Disabling VRRP

9 VRRP status synced from primary

10 IPv6 interface on which VRRP is configured goes down

11 Lower Priority Advertisement received

12 Advertisement received from Higher interface IP address with Equal
Priority

13 Advertisement received from Lower interface IP address with Equal
priority

14 User enabled VRRP

15 Transition because of any other cause
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Backup master enabled but not routing packets
With VRRP running on SMLT, if a backup-master is enabled and its administrative state is up,
the backup should route packets rather than bridging them, assuming it has the proper
information about the next-hop and destination.

When the backup-master state is up, it does not install the VRRP MAC as SELF (like in
VRRPv2), but instead it maintains the MAC as LEARNED, while still routing the packets.

To confirm whether the backup-master is routing the packet or not, dump MAC records
for the module:

dump ercdRecord mac slot <value> (CLI or ACLI Global Configuration mode)

00:00:5e:00:02:1e Mgid 8 isMcast N DestPort 512 Rtr Y Ip6Route
Y Act Y CpyCpu NiMon N eMon N SrcQos N SrcDiscard N DestDiscard
N pktQos 1 Tos 0 RMT 0
Make sure the Ip6Route Bit is set to “Y” when the backupmaster state is up.

Enabling trace messages for IPv6 VRRP troubleshooting
To troubleshoot IPv6 VRRP, you can enable RCIP6 trace messages using the following
command:

trace level 66 3
And to provide additional trace information, you can also enable the following traces:

trace ipv6 nd on all
trace ipv6 base on all
trace ipv6 forwarding on all
trace ipv6 rtm on all
trace ipv6 transport on all
When VRRP is enabled on two routing switches, the Master-Backup relationship will form with
one router taking the responsibility of routing.

If the Master-Backup relationship is not formed between the VRRP virtual routers, look for the
following trace messages to ensure that the master is sending the advertisements correctly
and the backup is processing them.
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On the master router, look for the following RCIP6 trace messages.

• tMainTask RCIP6: rcip6_vrrp.c: 5118: VRF name: GlobalRouter (VRF
id 0): ipv6VrrpTic: Am Master for Vrid 200 on IfIndex 2053 Timer
1
If VRRP is enabled on the interface, this timer kicks off every second and shows the state
for the VRID.

• [11/18/09 15:08:20:383] tMainTask RCIP6: rcip6_vrrp.c: 5924:
ipv6VrrpSendAdvertisement: for Vrid 200 on IfIndex 2053
[11/18/09 15:08:20:583] tMainTask RCIP6: rcip6_vrrp.c: 5175: VRF
name: GlobalRouter (VRF id 0): ipv6VrrpTic:
ipv6VrrpSendAdvertisement

The above trace messages show that the VRRP Master is sending the advertisements
correctly at the end of advertisement interval for a VRID.

On the backup router, look for the following RCIP6 trace messages.

• tMainTask RCIP6: rcip6_vrrp.c: 5236: VRF name: GlobalRouter (VRF
id 0): ipv6VrrpTic: Am Backup for VrId 200 on IfIndex 2052 Timer
1

• tMainTask RCIP6: rcip6_vrrp.c: 4854: ipv6VrrpIn: Vrid 200 on
IfIndex 2052

• tMainTask RCIP6: rcip6_vrrp.c: 5545: VRF name: GlobalRouter (VRF
id 0): rcIpVrrpProcessAdvt: Am backup for Vrid 200 on IfIndex
2052

The above trace messages show that the backup router is receiving the advertisements sent
by the master and correctly processing them.

Risks associated with enabling trace messages
When traces are enabled on VRRP master, VrrpTic messages are logged for every second
and any other configured traces keep displaying, so there is no guarantee that the backup will
receive the advertisement from the master within 3 seconds, so it can transit to Master also.
There is also risk of toggling of VRRP states (from backup to master and back again).

Enable the limited traces based on whichever is required.
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VRRP with higher priority running as backup
The VRRP router with the higher priority can display as the backup for the following reasons

• Hold-down timer is running

• The configured Critical IP is not reachable or does not exist

If the critical-IP is configured for VRRP Master, and the critical interface goes down or is
deleted, the Master transitions to the backup state. In this case, the Log shows the transition
cause as 1 like many other cases.

To determine that the issue is with the critical interface, look for the following trace message.

tMainTask RCIP6: rcip6_vrrp.c: 5152: VRF name: GlobalRouter (VRF id
0): ipv6VrrpTic: Becoming backup for Vrid 200 on IfIndex 2052 because
of invalid critical IP
If the holddown Timer is configured for VRRP Master, the holddown timer delays the
preemption, giving the device which is becoming the Master enough time to construct routing
tables.

To determine that the device is in holddown timer processing, look for the following trace
message:

tMainTask RCIP6: rcip6_vrrp.c: Enter in HoldDown processing,Vrid 200
LastRecvd 0 MasterDown 3, Holddown time remaining 970, Holddownstate
2

Troubleshooting IPv6 RSMLT
The following sections provide information for troubleshooting IPv6 RSMLT

Configuration considerations
When troubleshooting IPv6 RSMLT, note the following configuration considerations:

• Running both IPv6 RSMLT and IPv6 VRRP on the same VLAN is not supported

• You must configure IST peers with the same IPv6 subnets on the SMLT VLANs (same
as for IPv4).

• Make sure that IST MLTs on the RSMLT peers contain the same set of links (this is very
difficult to catch through regular troubleshooting)
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• Do not enable transmission of IPv6 ICMP Redirect messages on RSMLT VLANs (ICMP
redirect is disabled by default).

• No IPv6 connectivity is expected when the IST is down. Traffic recovery from an IST going
down takes multiple seconds.

RSMLT peers not up
If, after a series of reconfigurations, RSMLT peers do not transition to the up state, use the
following procedure to troubleshoot the issue. The issue may be observed on dual-stack
VLANs after multiple delete and re-adds of IPv4 interfaces, or disabling and reenable of IPv6
forwarding or similar configurations.

1. Display the RSMLT configuration

show ip rsmlt info (CLI)

This command shows whether the peers are up.

2. To recover the peers if they are down, disable and reenable RSMLT on both IST
peers:

config vlan <vid> ip rsmlt disable config vlan <vid> ip rsmlt
enable (CLI)

OR

no ip rsmlt ip rsmlt (ACLI from Interface Config mode)

3. If the problem persists, boot from a saved configuration.

Enabling trace messages for RSMLT troubleshooting
If the preceding information does not resolve the issue, you can use the following command
to obtain additional RSMLT-related information:

trace level 15 4 (CLI or ACLI)

 Important:
Enabling this trace on a loaded system may slow down the CPU, especially if executed
through console. Use Telnet if possible.
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Troubleshooting IPv6 connectivity loss
If the switch experiences loss of IPv6 connectivity, use the following procedure to troubleshoot
the issue.

1. Through CLI or ACLI commands, make sure the required routes are in place and
the corresponding neighbor entries are resolved (that is, in REACHABLE, PROBE,
DELAY or STALE state).

2. INCOMPLETE neighbor state indicates a problem if the corresponding neighbor is
used by some of the IPv6 routes. This applies to neighbor entries with link-local
addresses. (Note that global addresses are not normally used as next hops; having
a global IPv6 neighbor entry as INCOMPLETE does not usually lead to a
connectivity issue).

3. If the corresponding route is not in place then this is a routing issue. If the neighbor
is not present or is INCOMPLETE, then further debugging is needed on the network
level (that is, the state of other nodes needs to be examined).

4. Disabling and re-enabling IPv6 on the VLAN often recovers connectivity.
5. Display the RSMLT and MLT status:

show ip rsmlt info show mltinfo (CLI)

show ip rsmlt show mlt (ACLI)

Make sure the RSMLT peer MAC is learned and the IST state is ist .

6. If the CLI or ACLI output does not indicate any problems, tracing all packets at the
RSP level can sometimes provide additional insight:

con rsp-trace ingress-pkt-trace port 3/17 state ena interval
10
con rsp-trace ingress-pkt-trace port 3/17 state dis dump rsp-
trace ingress-pkt-trace port 3/17 (CLI)

OR

rsp-trace ingress-pkt-trace 3/17 enable 10
no rsp-trace ingress-pkt-trace 3/17 dis
dump rsp-trace ingress-pkt-trace 3/17 (ACLI Global Configuration
Mode)

 
=========================================================================
======= RspPacket Trace 
=========================================================================
======= PKT SRC DST DSTMAC SRCMAC SRCIP DSTIP EGQID ERROR ID PHYPORT PORT 
ORMGID CONDITION 
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-------------------------------------------------------------------------
------- 11 1 (7) 33:33:00:00:00:05 00:04:38:6e:c2:01 N/A N/A0 141 (7) 
33:33:00:00:00:05 00:04:38:6e:c2:01 N/AN/A0 

7. Display the ingress packet trace:

dump rsp-trace ingress-display-pktport 3/17 pkt-id 11 (CLI)

OR

dump rsp-trace ingress-display-pkt 3/17 11 (ACLI)

 Copy packet to Primary CPU. CPU Code=0x0 CPU Code Extension=0x0 Packet 
PreclassificationInformation: PC Vector1: IPv6. PC Vector2: Control 
packet. Layer2 Type: Ethernet with q-tag. MAC Type: Unicast(else). Layer3 
Type: IPv6. Layer4 Type: ICMP. Ether Protocol Id Offset = 16 bytes from 
the begin of packet. Ingress Packet Trace: Vlan Rec:0x11600140000a001f 
Incoming Packet: 33330000 00050004 386ec201 8100e014 86dd6000 00000030 
5901fe80 00000000 00000000 00000000 0003ff02 00000000

Highlighted above are the source and part of the destination IPv6 address in the
packet.

Troubleshooting RADIUS
The following sections provide information for troubleshooting RADIUS issues.

RADIUS switch side troubleshooting
To troubleshoot RADIUS issues on the Ethernet Routing Switch 8800/8600, use the following
procedure.

1. Make sure the RADIUS server is reachable from the NAS (or 8800/8600 switch).

2. Make sure authentication and accounting are enabled globally in the address
configuration:

radius enable radius server create <ipv4|ipv6> secret
<string> enable <true> acct-enable <true> (CLI)

radius
radius server host <WORD 0-46> key <WORD 0-32> used-by {cli|
igap|snmp|eapol} acct-enable acct-port <1-65536> enable port
<1-65536> priority <1-10> retry <0-6> source-ip <A.B.C.D>
timeout <1-60> (ACLI Global Configuration mode)

3. Make sure the server entry exists for the user. The switch can have the same server
address under different user groups (for example, cli, igap, snmp, or eapol).
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RADIUS server side troubleshooting
To troubleshoot RADIUS issues on the RADIUS server, use the following procedure.

Procedure steps

1. Make sure the secret string configured on the server is the same as that configured
on the switch.

2. Make sure the appropriate client network is configured on the server file
(clients.conf).

3. Before sending a RADIUS request to the server, create a user profile on the server
(by modifying the “users” file).

4. Make sure the server is listening for authentication and/or accounting request
packets. (In the radiusd.conf file, set the type to auth/acct in the listen section.)

5. Depending on the type of interface (IPv4 or IPv6) or the type of request the server
receives, modify the listen section accordingly (for example, set either ipaddr = * or
ipv6addr = ::).

6. Make sure the client and server are using the same port for authentication and
accounting. (By default, the port used for authentication and accounting are 1812
and 1813 respectively.)

7. If you want the server to listen for authentication/accounting packets on different
ports other than the default ones, modify the listen section accordingly. (For
example, port = <port number>.)

Sample RADIUS user profile

The following shows a sample configuration in the users file:

test Cleartext-Password := “test“
Access-level = RWA

Note: Access-level’s are defined in the file dictionary.passport, which should be present under
the directory “dictionary”

Sample RADIUS configuration in the clients.conf file

The following shows a sample IPv4 client configuration in the clients.conf file:

client 192.168.152.125
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{ secret = secret
shortname = localhost } 

The following shows a sample IPv6 client configuration in the clients.conf file:

client 3001::4/64
{ secret = secret
shortname = localhost }

Sample RADIUS configuration in the radiusd.conf

The following shows a sample IPv4 configuration in the radiusd.conf file:

listen
{ ipaddr = *
#ipv6addr = ::
port = 1812
type = auth
# interface = eth0
# clients = per_socket_clients }

The following shows a sample IPv6 configuration in the radiusd.conf file:

listen
{ #ipaddr = *
ipv6addr = ::
port = 1812
type = auth
# interface = eth0
# clients = per_socket_clients }

Enabling trace messages for RADIUS troubleshooting
You can enable RADIUS trace for troubleshooting purposes using the following command:

trace level 41 3 (CLI or ACLI)

Troubleshooting DHCP Snooping
The following sections provide information for troubleshooting DHCP Snooping issues.

Client not assigned IP address
If a client is not assigned an IP address, verify the DHCP client and the DHCP server
connectivity.
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1. Disable global DHCP Snooping and verify that the DHCP client is able to obtain an
address.

config ip dhcp-snooping disable (CLI)

no ip dhcp snooping enable (ACLI)

If the problem persists with DHCP Snooping disabled, then the issue is outside the
scope of the DHCP Snooping feature. In this case, check ports, VLANs, and all
applicable configurations and connections between the DHCP client and server.

If the DHCP client and server function properly when DHCP Snooping is disabled,
reenable DHCP snooping and continue with the following steps to verify the
configuration.

2. Verify global DHCP Snooping is enabled:

show ip dhcp-snooping info (CLI)

show ip dhcp snooping (ACLI)

3. Verify that DHCP Snooping is enabled on the VLAN:

show ip dhcp-snooping vlan(CLI)

show ip dhcp snooping vlan (ACLI)

Verify that access and all core VLANs have DHCP Snooping enabled.

4. Verify that DHCP Snooping trusted and untrusted ports are properly configured:

show ip dhcp-snooping port [<portlist>] (CLI)

show ip dhcp snooping interface [<interface-type>]
[<portlist>] (ACLI)

Verify that the access port is untrusted and all core ports are trusted. The default
value is untrusted.

5. Check the DHCP Snooping binding table:

show ip dhcp-snooping binding (CLI)

show ip dhcp snooping binding (ACLI)

If there is no entry in the DHCP Snooping binding table, check whether the DHCP
server has been connected to the DHCP Snooping trusted port.

DHCP Snooping configured properly but client not assigned IP
If DHCP Snooping is configured properly, but the client is still not assigned an IP address, you
can enable a trace for DHCP Snooping events to troubleshoot the source of the problem.
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1. Enable trace:

trace level 116 4 trace screen on (CLI or ACLI)

2. Verify the trace shows the switch received the DHCP Discover request from the
client.

3. Verify the trace shows the switch received the DHCP Offer response from the
server.

4. Verify the trace shows the switch received the DHCP Request from the client.

5. Verify the trace shows the switch received the DHCP ACK response from the
client.

Client assigned IP address but no binding entry created
If the client is assigned an IP address, but no associated binding entry is created, DHCP
Snooping may not be configured properly for Layer 3.

1. Verify ALL VLANS on the core side have DHCP Snooping enabled.

show ip dhcp-snooping vlan (CLI)

show ip dhcp snooping vlan (ACLI)

Note that this additional provisioning differs from other vendors. When enabling
DHCP Snooping for Layer 3, both the access side and core side VLANs MUST have
DHCP Snooping enabled.

2. Verify ALL core side ports are trusted.

show ip dhcp-snooping port (CLI)

show ip dhcp snooping interface (ACLI)

Client not always successfully assigned an IP address.
If the client is not always successfully assigned an IP address, DHCP Snooping may not be
configured properly.

Verify that the client is NOT provisioned on an access side untrusted MLT port.
Untrusted ports cannot be members of an MLT; however, there is no semantic check
to protect against such a configuration.

show mlt info show ip dhcp-snooping port (CLI)
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show mlt show ip dhcp snooping interface (ACLI)

Client loses IP address after a switch reboot
In cases where the client loses the IP address after a switch reboot, be aware that the switch
does not maintain the DHCP binding entries after a reboot. Clients normally send DHCP
requests after a switch reboot. DHCP Snooping relies on the client to renew the lease.

Troubleshooting Dynamic ARP Inspection
To troubleshoot specific DAI issues, use the following procedure.

1. If enabling DAI on a DAI untrusted port fails:

• Verify that DHCP snooping is enabled on that VLAN and that the port is DHCP
untrusted.

show ip dhcp-snooping vlan show ip dhcp-snooping port (CLI)

show ip dhcp snooping vlan show ip dhcp snooping interface
(ACLI)

2. If ARP packets are not dropped as they should be:

• Check the DHCP Snooping table, to determine if the IP-to-MAC binding entry
exists.

show ip dhcp-snooping binding (CLI)

show ip dhcp snooping binding (ACLI)

• Check whether the ARP entry belongs to the VLAN on which DAI is enabled.
• If the port is a trunk port, check whether this port belongs to more than 5

VLANs.

show port info vlans (CLI)

show port vlans (ACLI)

Enabling trace messages for Dynamic ARP Inspection
troubleshooting

You can enable Dynamic ARP Inspection trace for troubleshooting purposes using the
following command:

trace level 117 <1-4> (CLI or ACLI)
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Note that this command only traces for configuration changes and HA synchronization. It does
not provide ARP message tracing.

Troubleshooting IP Source Guard
To troubleshoot specific IP Source Guard issues, use the following procedure.

1. If IP Source Guard cannot be enabled on the port, verify that DHCP Snooping is
enabled globally, on the port, and on all VLANs.

show ip dhcp-snooping info show ip dhcp-snooping port show ip
dhcp-snooping vlan (CLI)

show ip dhcp snooping show ip dhcp snooping interface show ip
dhcp snooping vlan (ACLI)

2. Verify that Dynamic ARP Inspection is enabled on the port, and on all VLANs.

show ip arp-inspection port show ip arp-inspection vlan (CLI)

show ip arp inspection interface show ip arp inspection vlan
(ACLI)

3. If packets cannot pass through the port, note that only packets whose source IP
match the entry stored in the DHCP Snooping table can pass through the port. All
packets except DHCP are dropped before the DHCP Snooping table has been set
up.

Enabling trace messages for IP Source Guard troubleshooting
You can enable IP Source Guard trace for troubleshooting purposes using the following
command:

trace level 116 <1-4> (CLI or ACLI)

This is the same trace level as for DHCP Snooping.

Troubleshooting TACACS+
See the following sections to troubleshoot the specified TACACS+ issue:

• Customer unable to log on using Telnet or rlogin on page 458
• Customer unable to log on using SSH on page 458
• Customer unable to log on using PPP on page 459
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• Customer unable to log on by any means (Telnet, rlogin, SSH, and PPP) on page 460
• Administrator unable to obtain accounting information from the TACACS+ server on

page 460
• Administrator unable to receive trap packets from the Avaya Ethernet Routing Switch

8800/8600 on page 461
• User unable to login on page 461

Customer unable to log on using Telnet or rlogin
If customers are unable to log on using Telnet or rlogin, perform the following steps.

Procedure steps

1. Check whether the TACACS+ server is available and reachable.

2. On the TACACS+ server, check whether the privilege level is set correctly.

3. On the TACACS+ server, check whether the password and user name is configured
correctly.

4. On the TACACS+ server, check whether the Avaya Ethernet Routing Switch
8800/8600 IP address is configured in the trust list.

5. If you can log on to the Avaya Ethernet Routing Switch 8800/8600, check whether
the TACACS+ server configured on the router has the correct IP address using the
following CLI command:

show tacacs server config
OR

using the following ACLI command

show tacacs
6. Using the output from the previous step, verify whether the key field configured on

the router is the same as that on the TACACS+ server.

7. Also using the output from the preceding step, verify whether the single-connection
option is configured on the router, and if so, whether the TACACS+ server supports
single-connection.

Customer unable to log on using SSH
If customers are unable to log on using SSH, perform the following steps.
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Procedure steps

1. Verify that the network between the customer, the Avaya Ethernet Routing Switch
8800/8600, and the TACACS+ server is reachable.

2. Verify whether the SSH client is configured correctly.

3. To verify whether the SSH function is enabled and configured correctly on the Avaya
Ethernet Routing Switch 8800/8600, enter the following CLI command:

show sys ssh global
OR

enter the following ACLI command:

show ssh global

Customer unable to log on using PPP
If customers are unable to log on using PPP, perform the following steps.

Procedure steps

1. Check whether the PPP configure file is written correctly. To locate the file, enter
the following CLI command:

config bootconfig sio modem info
OR

enter the following ACLI command

show boot config sio
2. To restart the PPP task from the Ethernet Routing Switch 8800/8600, enter the

following CLI command:

config bootconfig sio modem restart
OR

enter the following ACLI command:

boot config sio modem restart
Following the restart, check whether error messages are printed.
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3. Check whether the physical connection between the Ethernet Routing Switch
8800/8600 and the modem is well connected.

4. If customers use the serial port to connect to the Ethernet Routing Switch
8800/8600, ensure the DTE port is used on the Ethernet Routing Switch 8800/8600
side, and the DCE port is used on the customer PC side

Customer unable to log on by any means (Telnet, rlogin, SSH, and
PPP)

If customers are unable to log on by any means, perform the following steps.

Procedure steps

1. Check whether the TACACS+ server is running well and try restarting the TACACS
+ server.

2. Check whether TACACS+ and Radius are both enabled on the Ethernet Routing
Switch 8800/8600 using the following CLI commands:

show radius info show tacacs info
OR

using the following ACLI commands:

show radius show tacacs
If TACACS+ failed, Radius may take over the AAA process.

3. Check whether the TACACS+ server is configured to un-encrypted mode, as the
Ethernet Routing Switch 8800/8600 always sends encrypted TACACS+
messages.

Administrator unable to obtain accounting information from the
TACACS+ server

If the administrator is unable to obtain accounting information from the TACACS+ server,
perform the following steps.

Procedure steps

1. Check whether accounting is enabled on the Avaya Ethernet Routing Switch
8800/8600:
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show tacacs server config
OR

enter the following ACLI command:

show tacacs
2. Check whether accounting is enabled on TACACS+ server.

Administrator unable to receive trap packets from the Avaya
Ethernet Routing Switch 8800/8600

If the administrator is unable to receive trap packets from the Avaya Ethernet Routing Switch
8800/8600, perform the following steps.

Procedure steps

1. To check whether the trap server is configured correctly on the Avaya Ethernet
Routing Switch 8800/8600, enter the following CLI command.

show snmp-v3 target-addr
OR

enter the following ACLI command

show snmp-server host
2. Check whether there is a firewall between the Avaya Ethernet Routing Switch

8800/8600 and the trap server.

User unable to login

1. Check the configurations on the switch, especially the server IP address and key,
using the following CLI command:

show tacacs server config
OR

using the following ACLI command

show tacacs
2. If the server is directly connected, then check if the administrative and operation

status of the port is up using the following CLI command:
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show port info interface port <slot/port>
OR

using the following ACLI command

show interface <port-type> interface <slot/port>
3. If the server is connected in a network, check if the switch has a route configured

to the server network using the following CLI command:

show ip route info
OR

using the following ACLI command

show ip route

Avaya Secure Network Access troubleshooting
Avaya Secure Network Access (ASNA) Release 1.5 provides security policy compliance on
all endpoint devices. ASNA has the following network access levels:

• Green access, which provides full (or with certain restriction per policy) access based on
user groups.

• Yellow access, which allows traffic only to remedial networks
• Red access, which restricts access to authentication, DHCP and DNS traffic to the Secure

Network Access Switch (SNAS), DHCP and DNS servers.
• VoIP access, which restricts VoIP traffic to VoIP controllers and authenticated IP phone

peers.
For more information about ASNA, see Avaya Ethernet Routing Switch 8800/8600 Security,
NN46205-601.

Avaya Secure Network Access troubleshooting navigation

• Monitoring DHCP requests on page 463
• Issue: client unable to reach the DHCP server on page 463
• Issue: SSH session is not established between edge switch and SNAS server on

page 463
• Issue: ASNA connection not established after HA failover on page 464
• Issue: TG page does not open when client is in Red VLAN on page 464
• Issue: page is not automatically redirected to SNAS login page on page 465
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• Issue: client not registered by switch on page 465
• Issue: PC client Web page displays Cannot contact Web Server on page 466

Monitoring DHCP requests
You can monitor DHCP requests to aid in troubleshooting ASNA.

Note that you can check DHCP options on a UNIX server by using the man 5 dhcp-
options command.

1. You can mirror the DHCP port to another port connected to a PC with a sniffer
installed.

2. You can monitor DHCP packets using the following command:

trace level 15 3
3. You can monitor ASNA packets using:

trace level 89 3

Issue: client unable to reach the DHCP server
Use the following information if the client cannot reach the DHCP server.

Procedure steps

1. Check that the DHCP Relay Agent in the network switches is correctly
configured.

2. Check that the DHCP Server configuration is correct.

3. The routing in the network may not be configured so that DHCP Request and Reply
packets are propagated. Check for routing issues. You can use ping and
traceroute.

4. Check that the DHCP pools are correctly configured.

5. If the client cannot reach the server because the link is down, enable Auto-
Negotiation on the link.

Issue: SSH session is not established between edge switch and
SNAS server

Use the following information if an SSH session is not established between the edge switch
and the SNAS server.
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Procedure steps

The likely cause is that the SSH keys are not imported or exported correctly. Ensure
that the keys are correctly imported or exported.

Issue: ASNA connection not established after HA failover
Use the information in this section if an ASNA connection is not established after a High
Availability failover occurs.

Procedure steps

1. Wait until the HA Master and Secondary come up.

2. Check the connection status on the Master using the CLI:

config asna info
OR

in ACLI Privileged EXEC mode:

show asna
3. On the Master, to synchronize the keys on the Master and Secondary, enter the

following command:

config asna sync-ssh-keys
OR

in ANCLI Privileged EXEC mode:

asna sync-ssh-keys
4. Cross check that the SSH key on the Secondary is synchronized.

5. Perform the failover again.

Issue: TG page does not open when client is in Red VLAN
Use the following information if the TG page does not open when a client is in a Red VLAN.
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Procedure steps

1. Check if the client in the Red VLAN can obtain an IP address correctly.

2. On the client, check if Java is installed correctly.

3. If the error “Unknown IP address” appears, then the edge switch does not know the
IP address of the client and cannot give the information to the SNAS server. The
solution is:

• Create an uplink filter on the switch that copies all DHCP packets to the Master
SF/CPU.

• Generate a fresh DHCP request from the client so that the switch can learn
the IP address given by the DHCP server.

• On the edge switch, use the show asna client command to see if the client
IP address is registered with the switch.

4. Check if the client can ping connected interfaces, and if the client ARP entry is
correctly learned on the switch.

Issue: page is not automatically redirected to SNAS login page
Use the following information if automaticredirection to the SNAS login page fails.

Procedure steps

1. Configure the DNS server for the Red range as SNAS VIP.

2. Configure HTTP and HTTPS redirect on the SNAS server.

3. Configure the client to automatically configure the DHCP and DNS servers.

Issue: client not registered by switch
Use the following information if a client is not registered by the switch.

Procedure steps

1. Enable Auto-Negotiation on the client port.

2. Disable and enable the port.

Avaya Secure Network Access troubleshooting

Troubleshooting July 2013     465



Issue: PC client Web page displays Cannot contact Web Server
Use the following information if a PC client Web page displays a “Cannot contact Web Server”
message.

Procedure steps

1. To check if the default server is listed as an SNAS server and is reachable, on the
command prompt of the client, enter the following command:

nslookup www.google.com
2. If the server is unreachable and all other factors are correct, reset SNAS.

Troubleshooting HTTPS
Release 7.1 introduced HTTPS functionality. You can remotely connect to an ERS 8800/8600
switch over a secure connection by pointing a web browser to https://<device IP> [<:port>].
The following sections provide information for troubleshooting HTTPS connectivity issues.

HTTPS configurable port
Beginning with Release 7.1.3, you can change the port assignment for the HTTPS port. Avaya
strongly recommends that you discover the ports that UDP and TCP are already using before
you select a port for HTTPS. Use the following commands to list the ports already in use and
then select a port that is not in the resulting list..

For the CLI, use: show ip tcp info-connections and show ip udp endpoints.
For the ACLI, use: show ip tcp connections.
For more information on HTTPS Configurable Port, see Avaya Ethernet Routing Switch
8800/8600 User Interface Fundamentals (NN46205-308).

To check to see if the webserver connection is being accepted
To check to see if the connection to the webserver is being accepted, use trace level 16
3.

To disable tracing, use trace level 16 0.

To check for SSH encryption or decryption issues
To check for issues with SSH encryption or decryption, use trace level 54 3.

To disable tracing, use trace level 54 0.

Upper layer troubleshooting

466     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


Unable to make an HTTPS connection

Use the following section to troubleshoot HTTPS connection problems.

1. Ensure that the server key and certificate files are present in the DUT /flash/.ssh
folder. The server key will named <host>.key, and the certificate will be <host>.cert.
If these files are not present, an error “SW INFO Verify/Load Server
Certificates & Private Key” will appear on the ERS console.

Keys and certificates are generated automatically during system boot up. If they are
absent, they can be manually generated using any generally available OpenSSL
tool and loaded into the DUT/flash/.ssh folder.

2. Verify that HTTPS is using port 443 (default). ERS 8800/8600 7.1 does not support
changing the HTTPS port.

3. Verify the reachablility of the box by ping.

 Note:
If you are using Mozilla Firefox as your web browser, ensure the Permanently store this
exception box on the Add Security Exception screen is unchecked when adding EPM as
an exception. If you are unable to connect using Firefox and you have not unchecked this
box, delete the certificate from the Servers tab in the Firefox certificate manager.

Unable to connect to DUT through EDM

Use the following section to troubleshoot problems connecting to DUT through EDM..

1. Verify that you have enabled web server on the ERS switch.

2. If you are attempting to make an unsecured connection (using HTTP), use the
config web-server secure-only disable (CLI) or no web-server
secure-only (ACLI) command to disable secure-only mode.
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Chapter 29: Software download

This section described where to download software or documentation.

Downloading Avaya Ethernet Routing Switch 8800/8600
software

Use the following procedure to download software from the Avaya Web site

1. Go to the Avaya technical support portal: http://www.avaya.com/support

2. To download software you must do one of the following:

• Click Register and follow the registration instructions.

• Click Sign In and enter your login credentials.

Once you are registered or signed in, the Support pane reappears.

3. From the list on the left side of the Support pane, click Downloads.

A dialog box appears.

4. In the dialog box, do one of the following:

• Enter your product name.

• Click A-Z List, click a letter from the selections, and select your product from
the list.

The product support page appears.

5. From the list on the left side of the product support pane, click Downloads.

The software downloads dialog appears.

6. Click the link that appears beneath the software downloads dialog, for example:
Ethernet Routing Switch 8800/8600 Downloads.

The product Downloads page appears.

7. On the product Downloads page, click the Downloads tab.

A list of available software downloads appears.

8. Click a software file to download and follow the instructions on the screen.
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Downloading Avaya Ethernet Routing Switch 8800/8600
documentation

Use the following procedure to download documentation from the Avaya Web site

1. Go to the Avaya technical support portal: www.avaya.com/support

2. From the list on the left side of the Support pane, expand the Documentation
tree.

3. Click View All Documents.

4. From the alphabetical list, click E, and then from the product list that appears, click
Ethernet Routing Switch 8800/8600.

5. Select the desired documents to download.

Software download
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Chapter 30: Data collection required for
Technical Support cases

Use the following sections to learn about gathering information before you contact Avaya for technical
support.

Gathering critical information
Before contacting Avaya Technical Support, you must gather information that can help the
technical support personnel when troubleshooting. This section identifies all the critical
information that should be gathered before contacting Avaya Technical Support.

You must attempt to resolve your problem using this troubleshooting guide. Contacting Avaya
is a final step taken only when you have been unable to resolve the issue using the information
and steps provided in this troubleshooting guide.

Gather the following information before contacting Avaya Tech Support. Collecting this
information helps Avaya analyze and address the reported issue.

• Detailed description of the problem.

• Date and time when the problem started.

• Frequency of the problem.

• Is this a new installation?

• Have you search the solutions database? Were any related solutions found? Is there
currently a workaround for this issue?

• Have you recently changed or upgraded your system, your network, or a custom
application? (For example, has any configuration or code been changed?)

When were these changes made? Provide the date and time. Who made these changes?
Were the changes made by a partner or customer? Provide the names of the individuals
who made the changes.

Also provide Avaya Technical Support with the following information:

• a copy of your configuration files

• a copy of the .000 file from the PCMCIA (or external flash)

• a detailed network topology diagram
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• log files

• output of show tech command

Data collection commands
The following sections describe the commands you can use to collect necessary
troubleshooting data.

General troubleshooting issue
To obtain basic troubleshooting information, use the commands in the following table.

Table 40: Basic troubleshooting commands

CLI command ACLI command Description
show tech show tech Displays all system

information for this router.
Execute the show tech
command twice, one minute
apart.

show log file show log file Display and observe
problems. Determine when
the problem started and look
at the logs at that time.

Collecting port statistics
To collect port statistics for troubleshooting, use the commands in the following table.

Table 41: Port information commands

CLI command ACLI command Description
show ports error
show-all

show interface
<port-type> error
collision show
interface <port-
type> error verbose

Displays port collision and
extended error information.

show ports stats
interface main

show interface
<port-type>
statistics

Displays port statistics.

Data collection required for Technical Support cases
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CLI command ACLI command Description
show port stats stg show interface

<port-type>
statistics stg

Displays spanning tree
topology changes.

show mlt info show mlt Displays MLT configuration.

show port info
state

show interface
<port-type> state

Displays port state
information.

show mlt ist stat show ist stat Displays IST message
statistics.

show mlt error main show mlt error main Displays main MLT errors.

The preceding commands provide a general health check of the system in addition to the show
tech command. Also check the LED status of the I/O card and the CPUs More data may be
required when troubleshooting each specific issue where in-depth debugging is required.

IP route issues
To collect IP route information for troubleshooting, use the commands in the following table.

Table 42: IP route information commands

CLI command ACLI command Description
show ip interface show ip interface Displays all configured IP

interfaces. Shows all IP
interfaces, whether they are
VLAN or port assigned.

show ip route info show ip route Displays the existing IP route
table for the switch, or
specific network or subnet if
specified.

show ip static-
route info

show ip route
static

Displays the static IP routes
for the router.

show ip arp info show ip arp Displays ARP table with the
MAC and IP address of
members that are assigned
to VLANs (directly connected
to the router).

show ip arp info
<A.B.C.D>

show ip arp
<A.B.C.D>

If you are able to ping the
specified IP, this command
shows the port to which it is
assigned.

Data collection commands
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CLI command ACLI command Description
show ip vrrp info show ip vrrp

address
Displays VRRP information
for the interface.

show ip rip info show ip rip Displays RIP information.

show ip rip show-
all

show ip rip show ip
rip interface show
ip rip redistribute

Displays RIP interface and
redistribution information.

show ip route-
policy info

show ip route-map Displays whether there is a
route policy configured.

traceroute
<A.B.C.D>

traceroute
<A.B.C.D>

Identifies the path of the
packets to the specified
destination.

Multi-Link Trunk issues
To collect Multi-Link Trunk information for troubleshooting, use the commands in the following
table.

Table 43: Multi-Link Trunk information commands

CLI command ACLI command Description
show mlt info show mlt Displays the status of the

MLT

show smlt info show smlt mlt show
smlt <port-type>

Displays MLT and port
information for SMLTs

show mlt stats show mlt stats Check Layer 2 switching
functions. Issue the
command twice.

config mlt <trunk-
id> info

Displays the MLT
configuration for the
specified MLT ID.

show mlt error main show mlt error main Flags errors on the physical
layer for MLT.

CPU spike issues
To collect information to troubleshoot a CPU spike issue, use the commands in the following
table.

Data collection required for Technical Support cases
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Table 44: CPU spike troubleshooting commands

CLI command ACLI command Description
trace clear clear trace Clears the trace file.

trace screen off trace screen
disable

Sets the trace screen to off.

trace level 9 3 trace level 9 3 Sets the trace level. Wait for
5–10 seconds.

config cli more
false

terminal more
disable

Disables more scrolling of
the display.

trace info show trace file Shows the trace file. Dump
this to a file.

config cli more
true

terminal more
enable

Reenables more scrolling of
the display.

trace off trace shutdown Disables trace.

trace clear clear trace Clears the trace file.

 Caution:
Using the trace tool inappropriately can cause primary CPU lockup conditions, loss of access
to the switch, loss of protocols, and service degradation. While these occurrences are
uncommon, when using the trace level tool, minimize this risk by following these Avaya
recommendations:

• In situations where trace data is required concurrently from multiple modules,
troubleshooting during a maintenance window should be considered if feasible. A
maintenance window period should also be considered if the switch is stable but CPU
utilization is high and CPU traces (example trace levels 9 and 11) are required to
diagnose the cause.

• To avoid potential issues due to logging trace data to the PCMCIA (or external flash)
card, the trace-logging feature should be disabled (config bootconfig flags trace-logging
false).

• Run trace commands from the console port whenever the CPU utilization is already
high. While tracing may be enabled or disabled from the console port, the trace info
should be dumped from a SSH or Telnet connection.

• Activate tracing on one software module at a time Avoid leaving traces active for
extended periods of time. For high CPU utilizations, a few seconds (typically less than
5 seconds) is generally sufficient to identify the cause for sustained high CPU
utilization.

Data collection commands
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Contacting support
For a detailed list of options for contacting Avaya Technical Support, go to the Avaya Website:
www.avaya.com. Click the Support tab.

Data collection required for Technical Support cases
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Chapter 31: Safety messages

This section describes the different precautionary notices used in this document. This section also
contains precautionary notices that you must read for safe operation of the Avaya Ethernet Routing Switch
8800/8600.

Notices
Notice paragraphs alert you about issues that require your attention. The following sections
describe the types of notices.

Attention notice

 Important:
An attention notice provides important information regarding the installation and operation
of Avaya products.

Caution ESD notice

 Electrostatic alert:
ESD

ESD notices provide information about how to avoid discharge of static electricity and
subsequent damage to Avaya products.

 Electrostatic alert:
ESD (décharge électrostatique)

La mention ESD fournit des informations sur les moyens de prévenir une décharge
électrostatique et d'éviter d'endommager les produits Avaya.

 Electrostatic alert:
ACHTUNG ESD

Troubleshooting July 2013     477



ESD-Hinweise bieten Information dazu, wie man die Entladung von statischer Elektrizität
und Folgeschäden an Avaya-Produkten verhindert.

 Electrostatic alert:
PRECAUCIÓN ESD (Descarga electrostática)

El aviso de ESD brinda información acerca de cómo evitar una descarga de electricidad
estática y el daño posterior a los productos Avaya.

 Electrostatic alert:
CUIDADO ESD

Os avisos do ESD oferecem informações sobre como evitar descarga de eletricidade
estática e os conseqüentes danos aos produtos da Avaya.

 Electrostatic alert:
ATTENZIONE ESD

Le indicazioni ESD forniscono informazioni per evitare scariche di elettricità statica e i danni
correlati per i prodotti Avaya.

Caution notice

 Caution:
Caution notices provide information about how to avoid possible service disruption or
damage to Avaya products.

 Caution:
ATTENTION

La mention Attention fournit des informations sur les moyens de prévenir une perturbation
possible du service et d'éviter d'endommager les produits Avaya.

 Caution:
ACHTUNG

Achtungshinweise bieten Informationen dazu, wie man mögliche Dienstunterbrechungen
oder Schäden an Avaya-Produkten verhindert.

 Caution:
PRECAUCIÓN

Safety messages
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Los avisos de Precaución brindan información acerca de cómo evitar posibles
interrupciones del servicio o el daño a los productos Avaya.

 Caution:
CUIDADO

Os avisos de cuidado oferecem informações sobre como evitar possíveis interrupções do
serviço ou danos aos produtos da Avaya.

 Caution:
ATTENZIONE

Le indicazioni di attenzione forniscono informazioni per evitare possibili interruzioni del
servizio o danni ai prodotti Avaya.

Notices
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Appendix A: Traps reference

The Avaya Ethernet Routing Switch 8800/8600 generates alarms, traps, and logs. For information about
Traps, see the Avaya Ethernet Routing Switch 8800/8600 Traps Reference (NN46205–706).

Troubleshooting July 2013     481



Traps reference

482     Troubleshooting July 2013
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Troubleshooting


Glossary

Address
Resolution
Protocol (ARP)

Maps an IP address to a physical machine address, for example, maps
an IP address to an Ethernet media access control (MAC) address.

Avaya command
line interface
(ACLI)

A textual user interface. When you use ACLI, you respond to a prompt
by typing a command. After you enter the command, you receive a
system response.

Border Gateway
Protocol (BGP)

An inter-domain routing protocol that provides loop-free inter-domain
routing between Autonomous Systems (AS) or within an AS.

Domain Name
System (DNS)

A system that maps and converts domain and host names to IP
addresses.

File Transfer
Protocol (FTP)

A protocol that governs transferring files between nodes, as documented
in RFC 959. FTP is not secure. FTP does not encrypt transferred data.
Use FTP access only after you determine it is safe in your network.

Internet Control
Message Protocol
(ICMP)

A collection of error conditions and control messages exchanged by IP
modules in both hosts and gateways.

Layer 2 The Data Link Layer of the OSI model. Examples of Layer 2 protocols
are Ethernet and Frame Relay.

Layer 3 The Network Layer of the OSI model. Example of a Layer 3 protocol is
Internet Protocol (IP).

management
information base
(MIB)

Defines system operations and parameters used for the Simple Network
Management Protocol (SNMP).

Media Access
Control (MAC)

Arbitrates access to and from a shared medium.

MultiLink Trunking
(MLT)

A method of link aggregation that uses multiple Ethernet trunks
aggregated to provide a single logical trunk. A multilink trunk provides
the combined bandwidth of multiple links and the physical layer
protection against the failure of a single link.

Open Shortest
Path First (OSPF)

A link-state routing protocol used as an Interior Gateway Protocol
(IGP).
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Packet Capture
Tool (PCAP)

A data packet capture tool that captures ingress and egress (on Ethernet
modules only) packets on selected ports. You can analyze captured
packets for troubleshooting purposes.

Routing
Information
Protocol (RIP)

A distance vector protocol in the IP suite, used by IP network-layer
protocol, that enables routers in the same AS to exchange routing
information by means of periodic updates. The RIP is most often used
as a very simple IGP within small networks.

Simple Network
Management
Protocol (SNMP)

Administratively monitors network performance through agents and
management stations.

Split MultiLink
Trunking (SMLT)

An Avaya extension to IEEE 802.1AX (link aggregation), provides nodal
and link failure protection and flexible bandwidth scaling to improve on
the level of Layer 2 resiliency.

Trivial File
Transfer Protocol
(TFTP)

A protocol that governs transferring files between nodes without
protection against packet loss.

Packet Capture Tool (PCAP)
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