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such modifications, additions, or deletions were performed by Avaya. End User agree to indemnify and hold harmless Avaya, Avaya’s
agents, servants and employees against all claims, lawsuits, demands and judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the extent made by End User.
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Introduction

About the Product Guide

This Product Guide provides an overview for the management of this iDMS based product, providing information
for installation, configuration and maintenance of the iDMS based product and its operations. This information is
intended to be used as a reference for your product documentation.

About the iDMS based product — Ignition Analytics

Avaya ldentity Engines Ignition Analytics (Ignition Analytics) is an iDMS based product (The Application) which
presents Identity Engines Ignition Server’s (Ignition Server) network authorization and authentication information in
a variety of summary and detail reports in the areas of audit, compliance, security and usage.

Avaya Ignition Analytics is a web based application installed on a server and accessed via a web browser for
management, reporting and analysis of information.

Avaya Analytics receives Access logs from Ignition Server and processes these logs for delivering standard and
custom reports. The Application’s core functions include flexible scheduling, delivery and distribution methods.
Reports can be generated in PDF, HTML, rich text, and MS Excel file formats and delivered to users’ via email or
accessed and shared within The Application.

The key benefits of Ignition Analytics are that it can be used to monitor and plan changes and the growth of your
current networking environment. The reports can be used to improve decision making and business analysis. The
benefits of Ignition Analytics include:

« Assist in capacity planning - Are we meeting the networking needs of our organization?

« ldentify device usage - Who are your top users?

« Create audit trails — Look for trends of usage, users, and devices

« Increase visibility into activity level over time, identifying peak usage, lowest usage
(ref Sample Reports for sample reports)

Installing the Application

The Application server performs information processing, report generation and delivery.

Before you Begin
To install, you need:

* A PC running a supported Microsoft Windows Operating System with an NTFS file system
partition. You will install Ignition Analytics and its supporting components on this PC. Ignition
Analytics is currently supported on Microsoft Windows XP, Windows Server 2003 and Windows
Server 2008.

NOTE: It is recommended to install Ignition Analytics on a stand alone server or not in a server
that is running multiple applications using Tomcat as this may slow down the performance of
Ignition Analytics.

 The Ignition Analytics product, which contains:

+ Java SE Runtime Environment (JRE) Version 6
*  Apache Tomcat 6.0
*  PostgreSQL 8.3
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e CopSSH3.1.1

»  Jasper Server 3.0
« IiDMS3.1

» Ignition Analytics

NOTE: Be sure that you are logged in as an Administrator with full administrative rights on the system..

System Requirements

Application Server Hardware
Minimum recommended hardware requirements for the application server machine that hosts the Application:

- 2+ GHz processor
- 2GBRAM
- 3 GB available hard drive space

NOTE: The 3 GB hard drive is only for the installed application. Be sure to increase the hard drive space based on
storage requirements for data logs and level of application usage.

Browser Compatibility
The Application is compatible with the following Web browsers:

- Microsoft Internet Explorer, version 6.0 or later, running on Windows
- Firefox 1.5 or later, running on Windows

Ignition Server Compatibility
Ignition Analytics version 7.0.0 is compatible with Ignition Server version 7.0 or later

Install the Ignition Analytics Application

To install the Application, launch the executable file; the installer will guide you through the installation of required
third party applications outlined in section 2.1 and The Application.

NOTE: Itis advised that you save all other open application files and close these applications prior to beginning this
installation.

You must accept the license agreement terms to proceed with the installation of the Application. After reading the
license agreement, click the “I Agree” button to accept the license agreement to continue with the installation.
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Avaya lgn Analytics Setup

License Agreement
Please review the license terms before instaling Avaya Ignition Anatytics.

Press Page Down to ses the rest of the agreement,

| -~
SOFTWARE LICENSE FOR HERITAGE NORTEL METWORKS PRODUCTS
v.8.1

THIS SOFTWARE LICENSE ("LICENSE") IS AM AGREEMENT BETWEEN YOU, THE EMD

USER ("CUSTOMER") AMD Awaya INC, OR THE APPLICABLE AVAYA AFFILIATE

("AVAVAY) GOVERMING YOUR RIGHTS TO USE THE LICEMSED SOFTWARE, "LICENSED
SOFTWARE" MEANS HERITAGE NORTEL METWORKS SOFTWARE PRODUCTS (WHETHER
HAYING A MORTEL OR AVAYA LOGO), SOFTWARE INCLUDED IN OR WITH HERITAGE
MORTEL NETWORKS PRODUCTS (WHETHER HAYING & NORTEL OR AYAYA LOGO), AND
SOFTWARE UPGRADES ACQUIRED BY ¥OLI FROM AN AYAYA AUTHORIZED RESELLER S

1F you accept the kerms of the agreement, dick I Agree to continue, You must accept the
agreement ko install Avaya Ignition Analytics.

The default installation path for the Application is already specified.

1. Click Next to continue with the installation.

LAl Avaya lgnition Analytics Setup

Chaose Install Location
Chosse the folder in which to install Avaya Ignition Analytics. A

Satup will instal Avaya Tanition Analytics in the following folder, To install in a different folder,
click Browse and select anather folder, Click Kext to cantinue.

Destination Foldsr

Browse, ..

Space required: 273.6MB
Space avalable: 60.3G6

< Back N%xt = Cancel

The installer begins the file extraction process and prepare for installation.

Avaya lgnition Analytics Setup

Installing
Please wait while Avaya Ignition Analytics is being installed,

Extract: IA.zip... 18%

Show details

2. An information window notifies you of it searching for the third party application. Click
Yes to continue.
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'A‘ Avaya lgnition Apalytics Setup

The iretoller wil chack for the installstion of the Following tooks necessary for

Avne Jgnton Analytics:
Java b

. Tomcat 6

ot PostgreSL 6.3

e ? CopS5H3.1.1

1F the tooks aro found they will nok be nstalled.

1 NOT found they wil install AUTOMACTICALLY. Contires?

Java 6, Tomcat 6, PostgreSQL 8.3 installs in silent mode.

n —~ “

Sernce PoilgeSOL Dalshan Senm 83

Stating sovvms

Caneel

CopSSH is a pre-bundled SFTP server. Installation is optional.

3. Click Yes to continue, or no to skip CopSSH installation.

LA Avaya lgnition Analytics Setup

Did not Find S55H tool in default location. Do you wish to install CopS5H?

4. The installer continues with the remaining installation. Click Yes to continue if a quick
launch shortcut is desired on the taskbar.

LA Avaya lgnition Analytics Setup

Do you want ko create a Quick Launch shorteut For Eition Analytics?

[ Yes ] [ Mo ]

5. Click Yes to continue if a desktop shortcut is desired.

A\ Avaya lgnition Analytics Setup

Do you wank ko create & desktop shorteut For Ignition Analytics?

_\Es Mo
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6. Upon completion of the Ignition Analytics installation process, you are asked to reboot
your system. A system reboot is required for log file import to work. Select Yes to
complete the installation.

Avaya lgnition Analytics Setup

Congratulations! Awvava Ignition Analvtics has been successFully installed,
‘You must restark your system ta in order For log fils import to wark,
Do yiou wish to rebook now?

N

Configure Ignition Analytics

There are several configurations specific for your system that will need to be set through The Application. Refer to
Company Settings to set the configurations for The Application.

Accessing the Application

Connect to The Application and log in using the Username and Password provided.
To connect and log in complete the following:

1. If you are connecting directly from the host system, click on the quick launch shortcut on
the toolbar, or click on the desktop shortcut, or open a web browser and go to URL

http://localhost:8080/1A
Or

If you are connecting from any other system, open a web browser, point the browser at
the Tomcat server URL, and add “/IA” to the URL.

NOTE: If the system is newly installed, you are prompted to enter your license key to register the application before
you can access the application. The system will need to be able to access the internet in order to complete the license
key registration, or device without internet access can access Ignition Analytics application before registration for 15

days..
aeys

vaya |pretan Snahyns

i
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AVAY.

Ignition Analytics

] —
o] B—

tne Wil be permitted untn
2010-12-02. Access ta the application will nat be permitted once grace periad has sxpired.

(53> ]

2. Enter the login credentials of the Administrator. By default, these are as follow, and can
be modified using manage user function under administrator.
Username: admin
Password: admin

AVAYA

identiy Engines Ignition Anabytics

AVAYA

Ignition Analytics

e s ]
o —

3. Click Login. The Ignition Analytics window appears and you are successfully logged
into Ignition Analytics as the Administrator.

sy

£ pamositon = | | CusomAepon + | (3 Sorecer = | b Montor = | (1] Aepostony Management +
&

| Nein o o dinplay.

5 Main Menu

[) Persansi Folders

= ) Public Folders

=i Standerd Reparts

L) audit
L) Complience [%

L) Security
) Usage

= |
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Upgrading Version 6.0to 7.0

Here is a summary of the 5 steps that you need to do for upgrading from Ignition Analytics 6.0 to 7.0
manually:

Step 1: Back up the existing database.

Step 2: Uninstall Ignition Analytics 6.0.

Step 3: Run the installer to install Ignition Analytics 7.0.

Step 4: Reload your original database data from Ignition Analytics 6.0.

Step 5: Handle specific modifications for Ignition Analytics.

Step 1: Extract existing source database

a) Open command prompt from Window’s menu.

_‘_.) My Docurments

__:", My Pictures

)y pusic

:;',I"Pr Computer
w phdmin 111 D" Conkrol Panel

@ St P ooy A ACreSs and
\! _— Desf nises

6 Hebo and Sigoart
® Wi Madia Plsyas

r) Search
‘ﬁ R — O

ﬁ| Lisg O rt_iﬂ Turn Off Computer

& prghicimen 11

b) Go to the bin directory of your current PostgreSQL 8.2, which should be located in C:\Program
Files\PostgreSQL\8.2\bin by default. The command is:
cd “C:\Program Files\PostgreSQL\8.2\bin ”
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vgran FilessPostgreSQLa8 . 2vhin®

pgran FileswFPostgreSQLa8 . 25bin ¥

c) Backup the existing database to desktop. The command is as follows, where your_path is
your desktop directory, and your_file_name is ia_bak.zip. Then a file called ia_bak.zip
is generated.

pg_dump —Ft —b —o ignitionanalytics —U root > {your_path\your_file_name}

NOTE: If a password is needed here and in steps 4f), 4g), 4h), 4i), the password is root.

Command Prompl

Ot

Step 2: Uninstall I1A6.0 to uninstall PostgreSQL 8.2

a) Go to the folder, C:\Program Files\Nortel\Identity Engines Ignition Analytics, double
click on Uninstall.exe to run the Ignition Analytics 6.0 uninstaller.
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| Identity Engines Ignition Analytics

: File Edi  Miew Favorites Tools  Help oy

: @ Back - >} ,ﬁ /..-3 Search '

Folders =
@ Desktop ”~ '/j db
3] |D My Documents
=2 j MMy Computer
= _& 3% Floppy (A:) /}
B e Local Disk (C:) L
® I25) Documents and Settings
(=N] Program Files /j stiup
[# [ Apache Software Foundation )
& () Common Files
[ ComPlus Applications
& (5 Internet Explorer
() Java
B () Macrovision
() Messenger
& () microsoft frontpage
() Mavie Maker
& () MsH
= () MM Gaming Zone
\.:_='| MetMeeting
= () Mortel
20 Identity Engines Ignition Analytics
Ddb
3 d
15 docs
# ) logs
[ 1) setup
() NsIS

=

I

Folders

b) Click Uninstall and Yes to confirm uninstall Ignition Analytics, OpenSSH and
PostgreSQL database,

€ Identity Engines Ignition Analytics Uninstall

Uninstall Identity Engines Ignition Analytics
Remove Identity Engines Ignition Analytics From your computer,

Identity Engines Ignition Analytics will be uninstalled from the Following Falder. Click Uninstall
to start the uninstallation,

Uninstalling from: | C\Program FilesiMortel\Identity Engines Ignition Analytics),

Cancel

c) Click Yes to reboot the system.
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©)ld

Uninstalling —
Please wait while Identity Engines Ignition Analytics is being uninstalled. @

Qutput Folder: C:

l J

Show details

k7 Identity Engines Ignition Analytics Uninstall

Step 3: Install Ignition Analytics 7.0

Double click on installer, IgnitionAnalytics_7.0.exe, to start the installation of Ignition Analytics 7.0 and
all its necessary components.

NOTE: Ignition Analytics 7.0 uses Tomcat 6.0 which requires default port 8080 open. Please consult
IA7.0 install guide for detail installation instruction.

Step 4: Reload |IA Production Database
This step restores the database data saved from IA 6.0 to IA 7.0.
Turn off Apache Tomcat 6 services

a) Go to Start menu, and select Run
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é Internet ') My Documents

Internet Explorer

j My Pickures

@5 E-mail
IJ’-] Outlook Express
P [ ) My Music
=T
ﬁ Command Prompt S’ My Computer
v MM B’ Contral Panel

Set Program Access and

@ ‘Windows Media Player e

i @ Help and Support
,3 ‘Windows Messenger Tz
I'.) Search

@ Tour Windows 2P @

by | Files and Settings Transfer
‘Wizard | Opens a program, folder, docur

All Programs D

@] Qff @| Turn OFF Computer

: s start e+ (Cammand Prompt

b) Type services.msc and then click OK to bring up Services

i Tvpe the name of a program, Folder, document, or
- Internet resource, and Windows will open it For vou.

v

Q Ok, )_J[ Cancel l[ Browse. .. J

c) Ensure that Apache Tomcat 6 service is stopped. Stop it by highlighting the service and
click Stop.
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Help
E e Services (Local)
Apache Tomcat 6 Mame 1 Description 1 Status 1 Startup Type 1 Log On As o
%Alerter Motifies sel.., Disabled Local Service
Stap the service P Apache Ta... Aukomatic
Bestark the service he Tc Apache To.., Manual
%F\pplicatinn PSP rervich et Tocal Service
Description: %Applicatinn Manage... Providess... IManual Local System
ﬁ&ac:?;:DTn?gct“a;;a‘Eﬁfosrg;ver B %Autnmati( Updates Enables th...  Started Automatic Local System
%Eackgmund Intellig... Transfers ... Manual Local Systern —
%ChpBook Enables Cli... Disabled Local Systemn
%COI‘*‘H Ewvent System  Supports S,.,  Started Manual Local Systemn
%COI‘*‘H System Appli.., Managest... Manual Laocal System
%Computer Browser Maintains a... Aukomatic Laocal System
%Cryptngraphi[ Servi... Providesth..., Started Automatic Local System
DCOM Server Prace... Provides la...  Started Autornatic Local Systern
%DHCP Client Manages n... Started Automatic Local Systemn
%Dlstr\butad Link Tra... Maintains li... Started Automatic Local System
%Distr\butad Transac,.. Coordinate. .. Manual Metwark 5.
%DNS Client Resolves a.., Started Aukomatic Metwark 5.
Error Reporting Ser...  Allows erro,,,  Started Automatic Local System
Ewert Log Enables ev... Started Automnatic Local Systern
%Fast User Switching.,. Provides m... Started Manual Local Systemn
%He\p and Support Enables He,.. Started Automatic Local System
%HTTP 550 This servic... Manual Local Systemn
%Human Interface D... Enables ge... Disabled Local System
%IMAPI CD-Burning ... Manages ... Manual Local System Sl
Extended A Standard /

Drop Production Database created by Installer

d) Open command prompt.

i) elp and Support
® Wiredovrs Madia Plaper
4 semch
4‘3 Windovwrs Messenger i T
@ Towr ‘Wirdowes X7
All Programs D

Hﬁhﬁuﬁl ﬁ5]1:

& prckmin 111
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e) Go to the bin directory of your current PostgreSQL 8.3, which should be located in
C:\Program Files\PostgreSQL\8.3\bin by default. The command is:
cd “ C:\Program Files\PostgreSQL\8.3\bin”’

f) Use the following command to drop the production database that was created by installer.

dropdb —U root ia

B -

Microsoft Windows XP [Uersion 5.1.26881]
(C>» Copyright 1985-2081 Microsoft Cowp.

IC:~\Documents and Settings“\DBI>cd "“c:“\Program Files“Postgre3QL:\8.3%bin"

IC=“\Program Files“PostgreSQL:8.3%bin>dropdh -U root ia

Create 1A Database

g) Keep using the command prompt that was being opened in Step 4 e). Create database 1A
under super user: root. The command is:

createdb —U root ia

an FilessPoztgrefglsd  dshindoreatedh -1 root ia

agean Flles' PoztgreBQLWH . Fuhbin s

Create Schema

h) Keep using the command prompt that was being opened in Step 4 e).. Use the following
command, where schema_file_location is the directory for idms.sgl (included in the
upgrade bundle). In this example, the file idms.sql is located on desktop.

psgl —h localhost —d ia —U root —f {schema_file_location}
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Load Data onto Production Database

i) Use the command prompt opened in Drop Production Database created by
Installer..Use the following command, where your_bak_file is the file ia_bak.zip you
saved inSstep 3. In this example, we save the file ia_bak.zip on desktop.

pg_restore —i —h localhost —d ia —U root —a —x --disable-triggers —v “{your_bak_file}”

Turn on Tomcat 6.0 services

j) Follow the same Step 4 e)., and go to services. Highlight Tomcat 6.0 services and press
Start to start the service.

Step 5: IA Changes
Graphics and Text
a) To change the default text on report and image in Ignition Analytics, enter the following

URL to launch the application and then go to Administration -> Company Settings:
http://Icoalhost:8080/1A
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{8 Wentity Engines Ignition Analytics - Windows Internet Expiceer ]
@k)' [ @) bteocamont 2080 /idems -wat Mow heemi?_Nowld: repottonFlonadelder=/reports Ul.g‘;"{x“:iﬂi P
¢ Favortes £ Wernny Engines lgnition Anahytics 25 v E v ) #p v Pagev Sefetyv Tookv v

L2 & Admostson| || [ CustomReson « | ( Schecur « | g’ Momtor + | () Repoateey Mansgement =

G | & MeasgeUsery -

A Manage Roes
& Wenaje User

<—co-ym >
ST—teatudes — |

L) Corporate Reports

[[Remove ] nething found to display.

Aveys Ipaten Aalytes v7 0 powered by ONS

2. Done € Local intranet | Protected Mode: Off A Rio% -

b) Go to Company Profile.

ﬂmmwm Windows Intemet Explorer — E=SEod )
@U— 2] vip ocahest 4 ms-war/ CompanmySetting hm 'I"‘ﬂ" x”“:»; P~
i Favorites zumbwwmr,m ’} B-ae- Page~ Sefety~ Safety > Tocls ~ 0-

£ Asmnsiraten - | |* CusteesRepont « | (o Scheduler + gy Wontor + (] Repostory Mansgement «

(5083

Company Settings

Label

) Audit

Avare 1gneen Anaiyties v7 0 serered by (OMS

4. Done € Local intramet | Protected Mode: Off v RN -

In Company Profile, make the following changes to change the logo and text on report.

c) Change company title to Avaya.
d) Specify company Logo the with new logo location: avayalogo.gif (included in the
upgrade bundle), then click Save.
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8 1sentity Engimes lgrition Asalyscs - Windows e Explore 0.@&
¢~ B e Trm—— T rr—— T Tx B s -
it Favortes 4 Mentity Engines Igaitien Analytics Y v Pge Saletyv Toskv @

N@RTE v

Agmeatraton + | |" CostomResent « () Schedver «

5 l')

Company Profile

= I Main Menu
) Persosal Folders
“ _J Public Folders
_) Corporate Reports Company Title  Aveys
) 1T Reports

= ] Standard Reports o
e e NEIRTEL

) Compllance
L) Security Now Loge (GIF, PNG, 29G format, 350 X 75) G- \Users'e@bi\Desktop\avaymope. (e )

) Usage
e

Avays Igmten Asalyecs v2.0 pewered by OM3

: with €165 60 page. Local intranet | av % e
Doew, et @ Protected Mode: Of S10%

e) Go to the following link and make the following changes to change the logo and text on
website.

http://localhost:8080/1A/flow.htm|?_flowld=companylnformationFlow

Change the following:

f) Log in Page Text to Avaya Ignition Analytics.
g) Specify new logo location for Product Logo, avayalogo.gif (included in the upgrade
bundle), and then click Save.
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8 1dentity Engines Ignition Ansiytics - Windows Interet Explorer — L= @ jtSen
GO @ [ @] http:/Nocathost 8080 idms-war/flow htmi?_flowld= companylnformationFlow i@ 4 | x |[= ging P~
iz Fovortes | 8 dentiy Engineslgition Analytics M v B v & - Pagev Sifety~ Tookv @~ 7

£ | & Administration ~ | [/ CustomReport + | () Scheduler +
s -

Product Profile

= ] Main Menu
) Personal Folders
= _j Public Folders

] Corporate Reports Log in Page Text Avaya Ignition Analytics

) IT Reports
= Standard Reports
M NCORTEL
) Compliance
3) Security New Product Logo (GIF, PNG, JPG format, 350 X 75) C:\Users\dbi\Desktop\avayalogo. (Bomse.. ) =
Usage

HomePage Image

New Logo (GIF, PNG, JPG format, 700 X 430) Browse...

i z@

€ Local intranet | Protected Mode: Off v R10% -

Avays Igniven Analytics v7.0 ponered by IDMS >3

&, Done
After save, you can see the new logo showing in the upper left corner.

4 1Gentity Engines Ignition Analytics - Windows Interet Explorer
mv | &) http/localhost 5080 /idms-war/homepage htmi

e Favorites B 1dentiey !nqma Analytics

- o o— Lo | O
el x| [Eems P~

fi v B v @ v Pagev Sefetyv Tookv @~

Gy Y

ngm-]mm () Scheduler - | iy’ Moator + | (7] Repostory Management «

i3

= ) Main Menu
) Personal Folders
= _j Public Folders
) Corporate Reports
) IT Reports
= ) Standard Reports
) Audit
_) Compliance
) Security
) Usage

Avays Ignimen Analynics v7.0 powered by iDMS

4, Done & Local intranet | Protected Mode: Off Gy R100% ~

Change in Data Import Directory

To accommodate the change in directory for data import,, go to company settings again as in Step 5 a).
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Log Ouw

o | é‘, Admin\s‘traﬁon|-|l a—'ﬂ-: Cugtom Report = | g‘, Scheduler - | ﬁ[ Moritar ~ | Repostory Management - |

2| £ Manage Users el

& Manage Roles |

7 Manage User Roles
7= Company Seftings
(& = Data Switch > |
= s
[ Audit |
] compliance
[J Security
D Usage

Standard Reports

| 4 iterns found, displaying all iterms.

Usage Falder 4/2/06 2:18 PM
Security Folder 4/2/06 2118 PM
Compliance Folder 442406 2:17 PM
Audit Faolder 4/2/06 2:17 PM

h) Click on Data Import Settings.

AVAYA

0| § Administration - | aé: Custom Report - | g:, Scheduler - | E‘ Moritar « | Repositary Managemert = |

b2 |
= =] Main Menu
) Personal Folders
[= ¢ Public Folders |
= ] standard Reports
[ Audit |
) compliance =
D Security |
|1 usage |

&

Company Settings

Label

Wiew/Edit Company Profile
Wiew/Edit SFTP Settings

‘ Wiew/Edit ’ Data Import Settings

m Mail Settings

i) Change the log file location to C:\Program Files\Avaya\lgnition Analytics\logs. Click

Save.
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AVAYA 0

Log Ou

& | 55‘-' Administration = | 35 Custom Report » | L Scheduler ~ | ﬁ‘ Maonitor « | 2] Repository Managemert » |

= -

Data Import Settings

= =] Main Menu OpenSSH Location Mot applicable, CpenSSH is not installed
] personal Folders

= Log File Location | C:%Program FilestAvayailgnition Analyticsilogs
=/ ] Public Folders ¢ ‘ . ULbA 2 2 ‘

Restore Defaults | [ chack |

= ] standard Reports [[cancel | [
[ Audit
] compliance
|:_‘| Security
|} usage

Change in Production Database Name

To accommodate the database name change from Ignition Analytics to ia, go to the following link and click
on Edit for iDMS DW

http://localhost:8080/1A/flow.htm|?_flowld=repoAdminFlow&folder=%2frepo%2fdatasources

2 Identity Engines Ignition Analytics - Microsoft Internet Explorer,

: File Edit Wiew Favorites Tools  Help #

eﬁack -© |z] @ j ;) Searth *Favnmtes & EE;' :;‘ =3

Address !@ ittp/flocalhost :8080/TA Flow. hbrml? Flowld=repoddrinFl o

atasources|

v|G0 : Links

AVAYA

k| f-‘ Administration - | 35_ Customn Repart - | ‘;. Scheduler - | ﬂ' Manitar - | [iZ] Repository Manegement - |

Log Dut

-~
Repository Management
—) Main Menu
] Personal Folders
I=l =5 Public Folders Fath: [root] /repo /datasources  Assign Permissions

= =] Standard Reports

L] Audit MNarne Label Type Date d Permissions ]
) compliance - idrsdw iDMs D JDBC Data Source 10-05-2008 11:07 Assign (|

D Security idrmsindi iDMS INDI INDI Dita Source 11-10-2008 17114 Edit Assign [
|j Usage
add New || Falder v

|~

j) Change URL  from  jdbc:postgresql://localhost:5432/ignitionanalytics  to
jdbc:postgresql://localhost:5432/ia and then Save.
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2 |dentity Engines Ignition Analytics - Microsoft Internet Explorer
! File Edt Wiew Favorites Tools Help
i -O-N@eN 0 o S— Q- B =
i @ Back J |ﬂ @ _‘_:j 7 Search HWH Favorites @ [P =" !’”# ;3
i Address \@ http: fflocalhost: G0G0T4 Flow. html?_flowId=reposdminFlowéfolder=":2frepo:2fdatasources V| Go iLinks ?
| Lo | ~
| JDBC Data Source
I= 5] Main Menu
] Personal Folders n _
7 = * Mame |--=r.'-= |
I=/ =] Public Folders
= =] Standard Reports * Label |'DMS D |
) Audit Description
) compliance
E] Security
) usage
* Driver |org.postoresgl Quiver |cnm.mysq|.3dbc‘Drwer
@ljdbc:postgresql:/flo:a\host:5432/|a| E:mysq\:fflncalhnst:SEDﬁfmydh
* User Name |rnnt |
Password |---- |
Time Zone | vl
L
| | |
< |
@ Done

‘fi Local intranet

Load updated Usage Reports and Input Control Changes on Production Database
Go to the following link. Click on Assign under permission of standard reports.
http://localhost:8080/1A/flow.html?_flowld=repoAdminFlow&folder=%2fpublic

€ Tdentity Engines Ignition Analytics - Windows Internet Explorer

L2
@U < (i8] nitp://localnost&080/idms-war/flow.himi?_flowld=rzpoAdminFlow&alder=S:2fpublic

i )

T8 |[Sang » -]

g Favorites | 5 [g] Web Slice Gallery 2] IDMS - Repo i~ B -0 dm v Page~ Ssfey~ Took~ @~ ) & 5 E

|E8 |- | @ Available Projects 1(& Identity EnginesIgnitio... X cc DealCatcher: Free Online C... | |

AVATA

£ | £+ Administration ~ | |=| customReport « | (1 Scheduler ~ | g&' Montor ~ | [ Repository Management ~+ |
a3

= =
Repository Management
= ¢ Main Menu
) Personal Folders
=l = Public Folders Path: [root] /public  Assign Permissions
=l —) Standard Reports
) Audit Name Label Type Date = Permissions T3
L) Compliance standardreports Standard Reports Folder 04-02-2006 14:14 Ed Assign
) Security
) usage
Add New | Folder ~
Avaya Ignition Analytics v7.0 powered by iDMS I
i Done, but with errors on page. € Intemet | Protected Mode: On fa v ®I0% v
T T T T e T T v = e —=mn

k) Change ROLE_ADMINISTRATOR to have Full Control. Click Apply and then OK.

Avaya ldentity Engines Ignition Server
Ignition Analytics — Release 7.0
NN47280-601 02.02 Standard
December 2010


http://localhost:8080/idms-war/flow.html?_flowId=repoAdminFlow&folder=%2fpublic

-25-

D'@‘@

@'O % [ I] hipi//localhost080 idms-war/flow.ntmi?_flowld=repoAdminFlowafolder=562fpublic - B[4 ] x

@emg » '|
7 Favorites  © <l5 jg Web Slice Gallery v & IDMS - Repo HE i ~ [ gm v Pagev Ssfetyv Tookv @~ | Io 53 B
83| | @ Available Projects | @ dentity Engines Ignitio... % |c DeslCatcher: Free Online C..| |

AVBYA

£ | £ Admnistration ~ | |=| customReport + | (% Scheduler ~ | gg' Montor ~ | Repository Management ~ |

S -
Assign Permissions to Roles
E {3 Main Menu by Role | by User
) personal Folders
[=l =] Public Folders
£ 3 Standard Reports Resource Identifier: /public/standardreports
) Audi
[} compliance
Rate wame
) Security
) usage ROLE_USER
[ROLE_ADMINISTRATOR
3 ROLE_ANONYMOUS
Publisher
* indicates inherited permission level
Avaya Ignition Analytics v7.0 powered by iDMS -
.| Done & Intemet | Protected Mode: On 4 v 0% -

Go to the following link. Click on Edit to edit Authentication by Authenticator report.

http://localhost:8080/1A/flow.html?_flowld=repoAdminFlow&folder=%2fpublic%2fstandardreports%2fst
andardreport_audit

8 Wentity Engines Igrition Analytics - Windows Intemet Bxplorer - P o @ i
m- B P7p:/ Tocabort S080 wdrmi-wat Nom Mmi?_floalds repoidminflonéifolders Spuble S2¢tsndardrepents "Wfstandardreport_sude "K:‘.;""X = g P~
Ui Favorites 48 Mentity Engines Ignition Anshytics v B -0 v Page~ Sefetyv Tock~ -~
y
£ £ asowavamcn « | | CostomReport « | [ Scheduer « g Mootor « | T Repostory Masagement «
9 -
R e M .
P Y 9
= ) Main Manu
) Personal Folders
= _J Public Folders Path: [root] /public d, /s d; _andit  Assign Permissions
) Corporate Reports
) 1T Reports Name Labal Type Oate. tecns |
=3 j.n‘ud Reports o) w;ig"*f*_*"’“ by Report 06-03-200, Assign
) Compliance authenticationbychient @L.}\a@mvm by Chert  Report 06-03-2007 15:23 Edit Assign
0 Security authenticationbydate @ [Bauhertication by Date  Report 06-03-2007 15124 Edit Assign
) Usage suthenticationbytgnitionserver D) [ 22 eEeation by 160858 gupoq 06-03-2007 15126 Edit Assign
* authenticationbyuser O [Bacthertication by User  Report 06-03-2007 15:27  Edut Assign
[Addew ] Folder ~ [Remeve |
Aveys ipncien ARSiyTcE V7.0 pewened by DM
1. Denw, but with emors on page. S Lecal intranet | Protected Mode: Off A~ Rox ~

I) Click on JRXML tab.
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6 Wentity Engines Ignition Analytics - Windows Internet Explorer - ‘ — | o | G e
@ [ Metp/ Socalhost 308 s -wear i hemnil_fiswdte repoidmedlowdd olders Sfpubic"istandardepents \tandardrepon_sude JRle x| [Bay A
.:—Fm'm 18 1dentity Engines Ignition Anabytics P v B v 0 em v Pagev Sletyv Tockv @

~yn Y

T Regostary Masagement «

£ | & Admeavaton + | [* CustomReport « | () Scheduier +  fiy Wostoe - | T
9 -
Report Wizard - Naming

= Main Menu Controls & Resources
Data Source
) Personal Folders pasay * Name suthenbcationbyauthenbcator
= (L Public Folders Customization * Labal Authertication by Authanticator
_) Corporate Reports DriliDown Report Option - —
I Descnption
= i Standard Reports
) Audit
) Compliance
Secw -_— ————— ——
et (Concel] [Nexz2>] (Finah)
L

Aviys Igten Aralytes v7.0 powered by OMS

i foems0) jromiUplosd chckl) & Local intranet | Protected Mode: Off G v K% v
m) Select From File System, and then specify the report directory. Since there is no update
for the Authentication by Authenticator report leave it empty and then click Next.
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NOTE: In this release, there are six updated Usage reports (Usage Summary by
Authenticator, Usage Summary by Client, Usage Summary by Date, Usage Summary by
Ignition Server, Usage Summary by User, ), which can be found under the New Avaya
Report.zip (included in the upgrade bundle), where report names and their corresponding
file names are listed on the following table. Please specify the directory of these new
JRXML files instead of leaving it blank when configuring these six Usage reports.

Report Name

File Name

Usage Summary by Authenticator

usagebyauthenticatornew.jrxml

Usage Summary by Client

usagebyclientnew.jrxml

Usage Summary by Date

usagebydatenew.jrxml

Usage Summary by Ignition Server

usagebyignitionservernew.jrxml

Usage Summary by User

usagebyusernew.jrxml

Compliance Detail

compliancedetailnew.jrxml

48 Ydentity Engines Ignition Analytics - Windows Intermet Explorer
e
@\.:// v (@) mip/Socaihost

o Favorites 8 1dertity Engines Ignition Anahytics

G

IRXML

) 1T Reports.
= I Standard Reports
) Audit
| Compliance
1 Security
1 Usage

Avaye [gnoen AnaiyTes v7 0 powered by (ONS

1, Done, but with errors on page.

Naming

| Main Menu Controls & Resources

) Personal Folders Data Source
= 3 Public Folders Query
) Corporate Reports DrillDown Report Option

Customization

" Recostory Matajement o

Report Wizard - Main JRXML

The JRXML file is already located.

Locate the new JRXML to overwrite the existing file or click Next

e

n-g -

X

O )

P

S osm v Pagev Safetyv Teckw @i+

—l

£ | £ Aswistraton - | [ CustomRepont « | ( Schedeter »

G Local intranet | Protected Mode: O v KN v

n) Check the Always prompt checkbox and then click Finish.

Having Always Prompt check allows the user to prompt report parameter first. Avaya recommends to
have this option checked for all reports that has date range as part of the report parameters.

Avaya ldentity Engines Ignition Server
Ignition Analytics — Release 7.0
NN47280-601 02.02 Standard

December 2010



@8 1dentity Engines Ignition Analytics - ~ (= 6 -
A gy T —— e r——— TRl ]%| S 5
i Favorites | (@ Identity Engines Ignition Analytics P v B v [ & v Pagev Sefetyv Tookv @~ 7

AVAYA

£ | £ Administration + | || CustomReport « | (; Scheduler - | g’ Montor » | 7] Repostory Management +

< -
>
;‘;x"."‘:“ Report Wizard - Resources List
= ] Main Menu Controls & Resources
Personal Folders. Data Source
- - Public Fold Query Resource Name/ID Resource Type State/Action
oA b, et Customization
L) Corporate Reports OrillDown Report Option Added Controls
) IT Reports /repo/inputcontrols/perioddatecalc Input Control x
= _] Standard Reports /repo/inputcontrols/PeriodStartDate 1nput Contral x
) Audit /repo/inputcontrols/PeriodEndDate Input Control x

) Compliance
3 :““'“" Controls lsyout: Separate page ~ V] Always prompt
Isage

Optional JSP location: (within /WES-INF/jsp)

[(cancel] [C<<Back ] [ AddResource | [ Add Control ] [CNext >@

m

Avaya Igniven Analytics v7.0 powered by IOMS

. Done, but with errors on page. & Local intranet | Protected Mode: Off v R10% v

0) Click Save to save the change.

2} |dentity Engines Ignition Analytics - Microsoft Internet Explorer

© File Edt ‘Wew Favorites Tooks Help

i pddress ‘@ hkkp: Mlocalhost ;50807 TAFlow . html?_Flowld=repoAdminFlowdfolder=%2Fpublic%2Fstandardreports% 2Fstandardreport_usage V| G i Links 3

AVAYA

| ;:z Administration - | 3_5; Custom Report ~ | L) Scheduler ~ | 5‘ Monitor ~ | 25 Repository Management - |

Log Out

-~
Hamng Report Wizard - Validation
(- Main Menu Controls & Resources
[} personal Folders gata Source
uer
= ) Public Folders £ o
: dstonneatian The report was validated successfully,
=] standard Reports prillDown Report Dption .

) Audit

[} compliance -
D securty —

D Usage

|.A
[+

p) Repeat this step for the rest of the four Audit reports.

e The six Compliance reports with the following link:
http://localhost:8080/1A/flow.html? flowld=repoAdminFlow&folder=%2fpublic%2fstan
dardreports%2fstandardreport _compliance
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e The six Security reports with the following link:
http://localhost:8080/1A/flow.html?_flowld=repoAdminFlow&folder=%2fpublic%2fstandardreports%2fst
andardreport_security

e The eight Usage reports with the following link
http://localhost:8080/1A/flow.html?_flowld=repoAdminFlow&folder=%2fpublic%2fstandardreports%2fst
andardreport_usage

Managing Your Ignition Analytics Application

The administrative functions of The Application are accessible through the toolbar. Only users that are a member of
the Administrator role will be able to see and access all the following options. Administrator only options are
identified below with an ()

/I\ Home Home returns the user to the main home page.

" Administration o Administration includes all application configuration options to setup
external connections, define user access and role access.

2] Repository Management 5 Repository management contains the access permissions defined for all
folder items in the tree.

] Custom Report Users with the assigned privileges to create their own reports will have
access this option to create their own User Defined Reports and
Analytics.

%4 Scheduler Scheduler displays a listing of all items available to be scheduled. This

includes the scheduling for available reports and for Administrators, the
data import process.

Monitor Monitor captures logs for scheduled activity that is not executed
successfully where information is available.

This section will address the application administrator features of the application, including how to configure the
application, followed by the features available for application users.

Application Administration

The application administrator is responsible for:
- Administration which includes application configurations.
- Repository Management for folder management and establishing who can access folders.
- Setup ldentity Engines Ignition Server for export of Access logs via SFTP.
- Data Import to process Access logs received from the Identity Engines Ignition Server.

Administration

Administration includes all application configuration options to setup external connections, define user access and
role access.

- Company Settings contains all the configurations for the Ignition Analytics application
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- Manage Users identifies the users that are authorized to access the application

- Manage Roles identifies the sets of permissions for functions and objects (i.e folder access)

- Manage User Roles provides a summary view of users and their assigned roles as well as enables
mass updates for assignments.

Company Settings

Company Settings contains the configurations for your Ignition Analytics application. There are 4 configurations:
- Company Profile
- SFTP Settings

- Data Import Settings
- Mail Settings

Company Profile
Company Profile contains information relating to your organization.
To view and maintain your company information, go to the Company Settings option of the Administration toolbar.

From the Company Settings main page, select Company Profile from the drop-down menu. This includes the
company logo to be displayed on reports.

NOTE: The Company Logo image size should be approximately 350x75 pixels or greater.

Company Profile

SFTP Settings

SFTP Settings identify the devices for which SFTP connection is enabled for log transfers. For each Ignition Server
specified, Ignition Analytics will be open to receive logs being transferred via SFTP from the Ignition Server(s) to
Ignition Analytics.

NOTE: Access logs are pushed from Ignition Server and received by Ignition Analytics via the bundled SFTP
server installed with Ignition Analytics. Ignition Server should be configured to send Access logs to Ignition
Analytics. (ref section Setup Identity Engines Ignition Server) During this configuration you need to provide the
Ignition Analytics IpAddress.

To configure Ignition Analytics to receive Access logs from Ignition Server, go to the Company Settings option of
the Administration toolbar. From the Company Settings main page, select SFTP Settings from the drop-down
menu.

Windows User Account — Enter the user name of the windows user to whom the SFTP connection should be
established. This must be set to a specified windows user to replace the SYSTEM user reflected at installation.
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IP Address — Enter the IP address for each ignition server that you would like to enable to connect to this system for
log transfers. Click the “+ Add” button to add additional fields to specify additional IP Addresses.

SFTP Settings

(ref sections Data Import Settings andData Import for related configurations)

Data Import Settings

Data Import Settings identify the location where Access logs are received from Ignition Server. Access logs will be
retrieved from the specified Log File Location for data import processing.

To configure Ignition Analytics to retrieve Access logs from the root directory for the Windows User identified in
section SFTP Settings, go to the Company Settings option of the Administration toolbar. From the Company
Settings main page, select Data Import Settings from the drop-down menu.

Log File Location — Enter the root directory for the Windows User Account specified in section SFTP Settings.

NOTE: Ignition Server pushes the log files to the root directory for the specified SFTP host.

Data Import Settings

(ref sections SFTP Settings and Data Import for related configurations)

Mail Settings

Mail Settings enable Ignition Analytics to connect to a specified corporate mail server for email distribution of
reports.

To configure Ignition Analytics to connect to a corporate mail server, go to the Company Settings option of the
Administration toolbar. From the Company Settings main page, select Mail Settings from the drop-down menu.

Field Name (* required field) | Description

* Host Hostname of the mail server

Protocol SMTP is required
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* Port The port is defaulted to 25. If the port for
your mail server is not port 25, update this
field.

* From Email The email address which will display in the

email “From” line

* Mail Server Select the application option:

Authentication No — No authentication req’d on the mail

server

Yes — Authentication req’d on the mail

server
If “Yes” is selected
then:
Username .
Enter the username for the mail server
Password

Enter the password for the mail server

Mad Settings

Manage Users

Users identify who can access the Ignition Analytics application. The roles to which a user is assigned determine
what functions they can perform and what they can access. Users can be assigned to more than 1 role.

To view and manage users, go to the Administration toolbar and select Manage Users from the drop-down menu to
view and maintain users.

NOTE: Ignition Analytics has a pre-defined user (admin) that cannot be removed. This user is the default
Administrator for The Application. It is recommended that the password for this user is changed. Be sure to note this
password for future reference.

Create New User To create a new user, select the Create New User button from the Manage Users display
page. This will take you to the User display page to continue the new user setup.

View/Edit To view or update an existing user, select the View/Edit button next to the user record on the
Manage Users display page. This will take you to the User display page to continue updating the existing user setup.
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Remove To remove user(s), select the checkbox(es) next to the user name(s) and click the Remove button.
Generally, if a user should no longer have access to the application, the “Enabled” checkbox should be deselected.
Only users that do not have any content in their personal folder can be removed.

Hanage Users
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The following are the fields and definitions that are populated when you perform a Create New User action or a
View/Edit action on an existing user:

Field Name (* required field) Description

* User Name User Name to identify the user at login

* Full Name The user’s Full Name

* Password Password to be used for login verification of the user

* Confirm Password Reconfirm the password entered in the password field
E-mail Address User’s e-mail address
Enabled Select this checkbox to activate this user account
Roles Select the applicable roles for this user

Manage Roles

Roles are the access groups established to regulate application functions and folders, defining what users can see or
do. Users can be assigned to more than 1 role. The permissions assigned to Folders and objects in Repository
Management determine what can be accessed by each role.

To view and manage roles, go to the Administration toolbar and select Manage Roles from the drop-down menu to
view and maintain roles.

NOTE: Ignition Analytics has several pre-defined roles that cannot be removed:.

USER role is required to log in. All users must be assigned to this role in order to log in to the Ignition Analytics
application. This role is pre-assigned when creating a new user and cannot be removed.

ADMINISTRATOR role gives users full access to the application to perform all administrator functions as
encompassed in this product guide. For example, an administrator may create new Users, create new roles, configure
application connections, schedule data imports.

ANONYMOUS role is an available role that can be customized for guest access. This role does not have
permissions to access any folders initially and can be edited by the Administrator to establish guest permissions as
desired.
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Publisher role regulates access to creating Custom Reports. Users assigned to this role will be able to create their
own Custom Reports.

There are two steps to Manage Roles:
STEP 1) Create/Maintain Roles
Maintain the role itself through the Role display page.

Create New Role To create a new role, select the Create New Role button from the Manage Roles display
page. This will take you to the Role display page to complete Step 1. Upon completion of Step 1, you will be
returned to the Manage Roles display page. Once the new role is created, you will need to assign folder permissions
through the Repository Management option of the toolbar to complete Step 2.

View/Edit Role: To view or update who has been assigned to the existing Role, select the View/Edit button next to
the role on the Manage Roles display page. This will take you to the Role display page.

Remove To remove role(s), select the checkbox(es) next to the role name(s) and click the Remove button.

Manage Roles

¥

Rale Name
view/Edit USER
[Cviewed | ADMINISTRATOR
AHONYMOUS
[LviewEdit Publisher
O x[ viewedt | Corporate

Creats Mew Role

The following are the fields and definitions to Create New Role or View/Edit an existing role:

Field Name (* required field) Description

* Role Name Name of the role created
Users with this Select the applicable user(s) who have access as defined for the
Role role

STEP 2) Assign folder permission to the Role

Maintain folder permissions assigned to the role through the Repository Management option of the toolbar (ref
section Repository Management)

Manage User Roles
Manage User Roles provides a means to update the roles assigned to users.

From the Roles & Permissions toolbar, select Manage User Roles from the dropdown menu to view and maintain
user roles.
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User Name Administrator

anonymouslser
bevans
joardner
jericson

bwatson

] [ (] ][] [

abennett

Data Switch

Publisher Corporate CorporateAdmin

OO0EEO
] ] (] ] ] [l

-35-

oROOOod

c

NEEEEES]

)

OO0OxOOs

Data switch provides a means to switch between sample data and production data. Sample data has been pre-
populated for standard reports as examples, while production data is the default setting.

Data Switch @

Sample Data (@)
Production Data (@)

Repository Management

Repository management establishes what folders are accessible based on permission levels established for each role.
New shared folders can be created and permissions assigned for applicable roles.

To assign a permission level for a folder, navigate to the desired folder from Repository Management and select the
“Assign” link for the desired folder.

Repository Management

Path: [root] /public  Assign Permissions

Name Label
corporatereports Corporate Reports
itreports IT Reports
standardreports Standard Reports

Falder v

Type
Folder
Folder
Folder

Date

05-14-200% 18:21
05-14-2009 18:24
04-02-2006 14:14

Edit
Edit
Edit

Permissions [
A@ign F
adign [

Assign

Remove

For each role, specify the desired permission level. By default, the permissions from the parent folder are inherited.
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Assign Permissions to Roles

by Role | by User

Resource Idsntifier: /public/corparatereparts

...........................

ROLE_USER Mo Access * v
ROLE_ADMINISTRATOR Full Contral = +
ROLE_ANONYMOUS Mo Access * v
Publisher Mo Access ™ v
Corporate Full Cantrol v
CorporateAdmin Full Control
IT Mo Access ™ v

* indicatss inhsrited permission level

The following describes the permissions that can be assigned to folders for each role:

No Access Roles with No Access as the permission level specified for the folder will not have access to the
folder and its contents. The folder will not display in the navigation tree

Full Control Roles with Full Control as the permission level specified for the folder will be able to execute all
available actions for items within the folder (refer to Note 2 below)

View  Roles with View as the permission level specified for the folder will be able to view the folder and its
contents as well as execute available actions for applicable items within the folder (refer to Note 1 below)

Delete Do Not Select this permission level - This option is not applicable for The Application at this time

Publish Do Not Select this permission level - This option is used by the Publisher role for The Application

NOTE 1: Role permissions for Standard Reports - For roles that should have access to Standard Reports or
subfolders within standard reports, specify “View” as the permission level to enable access to schedule Standard
Reports. DO NOT set permission levels for Standard Reports to “Full Control” as this will enable standard reports to
be deleted from the system.

NOTE 2: For new folders that are created, specify “Full Control” as the permission level to enable users to view
shared report output and shared custom reports. Only the originator of the report output or custom report can delete
these; “Full Control” enables users to view and share report output and custom reports for specified folders.
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Setup Avaya ldentity Engines Ignition Server

Ignition Analytics receives Access log .csv files from the Ignition Server via SFTP whereby Ignition Server pushes
the Access logs to the SFTP root directory on the Ignition Analytics host.

The following is a quick overview of the steps required to setup the log export from Avaya Ignition Server. (refer to
the Avaya Identity Engines Ignition Server Administration Guide for more detailed instructions for scheduling
Ignition Server log exports)

1. Go to Ignition Dashboard and click Configure to show the configuration view.

2. Click the name of your site in the tree.

3. Click the Logging tab, and click the Export Logs tab. Click Edit.

4. Setup the export for the Access log channel content at regular time intervals or you can download it
immediately to your management station.
a. Go to the Access log channel row and set the Export Periodically dropdown to the desired export interval
of Hourly, Daily, or Weekly. It is recommended that this be set to Hourly for very active systems.

5. Set the Start Periodic Export column to the desired time for when the first export is to occur.

6. Inthe Log Export Host Settings fields, specify the SFTP server that is to receive the log exports.
a. In the Export to Host field, specify the machine name or IP address of the Avaya Identity Engines Ignition
Analytics host as the designated SFTP server
b. Set Login Name as the Windows User Account specified on the SFTP Settings page of Ignition Analytics (ref
section SFTP Settings)
c. Set and reconfirm the Password as the windows password for the user identified in the Windows User
Account specified on the SFTP Settings page of Ignition Analytics (ref section SFTP Settings)

7. Click Save.

You can also export your logs immediately:

1. Go to Ignition Dashboard and click Configure to show the configuration view.

2. Click the name of your site in the tree.

3. Click the Log Viewer tab.

4. Select the Log type that you want to export from by clicking on the Access, Audit, Security, or System tab.
To enable the Debug log, in Dashboard click on the Troubleshoot tab, select the site and the click on the
Actions drop down box to enable the Debug Logs and Advanced Log Levels options.

o

Highlight the logs you want exported.

6. Click on Export Log on the right. A progress window opens showing you the retrieving of your selected
records.

7. Once the files are retrieved, the Choose File to Export Log Data window opens. Type a file name or select an
existing file name to save the logs.

8. Click Save.

9. You can use any text editor such as Textpad, Notepad, or vi, to open the exported file.

Data Import

Ignition Analytics periodically processes Access log data received via SFTP from the Ignition Server. When Ignition
Analytics generates a report, it uses the accumulated data from all Access logs processed through the data import
process and stored in the data warehouse. As administrator, you use the Data Import section of the application to
specify when and how frequently Ignition Analytics will process the Access log data received from the Ignition
Server. (ref sections SFTP Settings and Data Import Settings for data import related configurations)

Data imports should be scheduled at recurring intervals. On an as needed basis, this can also be initiated ad hoc.
There is a monitoring facility that lets you review the status for processed logs. The retrieval of Ignition Server logs
occurs at intervals independent of the report generation schedules.

You should set the data import to occur as frequently as needed, based on the volume of Ignition Server traffic. It is
recommended that you set the Data Import schedule to execute at off peak hours once a day so that data processing
does not impact performance for The Application for reporting.
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NOTE: Do not confuse data import schedules with report generation schedules. (ref section Manage the Report
Generation Schedule.

About the Data Import Process

The data import process refers to the log file location as configured in Data Import Settings (ref section Data Import
Settings), retrieves all *Access*.csv files from this location and processes these files for storage in the data
warehouse used by the reports.

There is a\logs subdirectory in the installed location folders for the application where the *Access*.csv files are
stored during and subsequent to completion of a data import process.

Address || 0) CiiProgram Files\avayallgnition Analytics\logs bt a Go

Falders 2

= ) Avaya 2 /{ archive

= I.2) Ignition Analytics
Zdb

3 d /{ process
) docs

=28
) archive
) process
# | ) setup
# |2) Common Files
5 ComPlus Applications
T

The directory \logs\process contains all *Access*.csv log files that are currently being processed via a scheduled
data import job. The application manages the files in this directory; do not add/remove/modify files in this
directory.

Once the log files have been processed, they are archived in the directory \logs\archive.

Manage Data Import Schedule

To schedule the intervals for which the Ignition Server logs should be processed, go to the Scheduler toolbar and
select Schedule Data Import from the dropdown menu to view and maintain data import jobs. Each listed job is
scheduled and maintained individually.

Data Import Processes the Ignition Server’s Access logs for reporting

Data Import

Label Description Created Date
@ Data Irport 10-05-2008 15:11

The Data Import Scheduler

The Schedule display page for Data Import lists the schedules that have been created for the data import job(s). To
view and maintain the scheduled runtime for a data import job, select the Schedule Data Import icon ¢ to go to the
Schedule display page. The status and runtime information is also displayed, reflecting when the scheduled job was
last executed and when the next scheduled runtime for the job will occur.

- Refresh Schedule display page: To refresh the runtime information on the Schedule display page, click the
Refresh button.

- Execute a Data Import Job immediately: To execute a Data Import job immediately, click the Run Now button
on the Schedule display page.

- Create a New Schedule: To create a new schedule for a Data Import job, click the Schedule Job button on the
Schedule display page and complete all Scheduler Steps.

- View/Update an Existing Schedule: To view or update an existing schedule for a Data Import job, click the Edit
button next to the schedule record and update Scheduler Steps as needed (section Setup Data Import Schedule)
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- Remove Schedule(s): To remove schedule(s), select the checkbox(es) next to the data import schedule(s) and
click the Remove button.

Data Import

O D Label Owner State Last ran at Next run time
[0 X 5804 edit import adrmin Unknown

(== Back ] [ Schedulelob | [ RunMow | [ Refresh

Setup Data Import Schedule
Scheduler Steps: There are two steps to schedule a data import job:

- Create the job.
- Set the schedule.

STEP 1 — Job describes the schedule record for the Data Import job.

Field Name (* required field) | Description

Report System generated identifier for the scheduled
job. This field cannot be changed.
* Label Name of the schedule record.
Description Details pertaining to schedule record.

STEP 2 — Schedule defines when and how often the Data Import job will be executed. There are three levels of
scheduling recurrence available to accommodate varying scheduling complexities: No Recurrence, Simple
Recurrence, Calendar Recurrence.

No Recurrence: Schedule will be executed one time only, at the specified Start date.
Simple Recurrence: Schedule will be executed at standard recurring intervals.

Calendar Recurrence: Schedule will be executed at non-standard recurring intervals where a more complex
schedule is required.

The following are the fields and definitions for Scheduler Step 2 - Schedule:

Field Name (* required Description
field)

* | Start The schedule’s effective start date.
@ Immediately

The effective start date for the schedule
will be immediately upon completion of
this schedule setup.

On i}

The effective start date for the schedule
will be on the specified date.
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Recurrence

No Recurrence

Simple Recurrence

Calendar Recurrence

The frequency level at which the schedule will
be executed.

Schedule will be executed one time only,
at the specified Start date.

Schedule will be executed at standard
recurring frequencies and intervals:

Occur & Indehmboly
Uritil i |

Frequency (Occur)

- Indefinitely: Schedule will be executed
at the specified intervals until this
scheduled job is removed.

Until: Schedule will be executed at the
specified intervals through the indicated
date.

Times: Schedule will be executed at the
specified intervals for the indicated
number of occurrences.

* Evory 1 metes -

Interval (Every)

- The interval at which this schedule will
be executed.

Schedule will be executed at non-standard
recurring frequencies and intervals where
a more complex schedule is required:

Frequency

End date [u]

- End Date: Schedule will be executed at
the specified intervals through the
indicated end date. If no end date is
indicated, the schedule will be executed
at the specified intervals until this
scheduled job is removed.

* Minute(s) 0

* Hour(s) 0
Doys @ Every Day
Waek Days
Mon Tue Wed Thy Fri Sat Sun
Manth Days
Manths 7 Al

Vldan [7Fab (7 Mar (41 Apr (¢ May [ Jun
71l (7 Aug (7/Sep [V/0ct [¢|Nov ¥ Dec

Interval

- Minute(s): Specify the minute intervals
as needed.

- Hour(s): Specify the hour intervals as
needed.
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- Days: Specify the days that this schedule
will be executed.

- Months: Specify the months that this
schedule will be executed

Monitor Data Import Events

Data Import logs are available for monitoring of executed data import jobs. From the Monitor toolbar, select
Monitor Data Import from the dropdown menu to go to the Monitor Events display page.

The Monitor Events display page lists the logs available for review. The status and runtime information is also
displayed, reflecting when each data import job began and ended.

View log details: To review a data import log, click on the Job Name.

View only unread or all logs: To view only unread logs or to view all log records, select the appropriate option
from the Show Messages dropdown.

Remove Logs: To remove logs, select the checkbox(es) next to the data import logs and click the Remove button.

Application Users

Application users are able to create custom reports and manage reports based on roles to which they have been
assigned.

Custom Reports

Users assigned to the Publisher role will be able to create custom reports. Custom Reports enable users to create
their own data report or graphical analytic based on available data elements for each report type. There are 2 types of
available custom reports,

User Defined Report — Create your own network activity report by selecting the data elements against which you
would like to report and specifying report summary options

Analytics — Create graphical displays for trends and establish thresholds to identify network activity exceptions.

To create custom reports, go to the Custom Reports toolbar and select User Defined Report or Analytics.

User Defined Report

From the Custom Report toolbar, select Custom Reports User Defined from the dropdown menu to begin creating a
User Defined Report.

Select Report Data Elements

Specify desired report fields to include in your report. The order in which the fields are displayed determines the
order in which data fields will display on the report. (Only fields where the Hidden checkbox is not checked will be
included in the data fields displayed on the report; refer to Hidden field for further information.)
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Report Type | RADIUS Authentication v

Include Repart Summary
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Failed Authentications Summary by
Authenticatar, User, Client
Report Description:

‘

T2

Authenticator Name

User Mame

Client Device

Date

Result Description
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b ~ Mane v
b O (il ~ MNone v
L3 [F [F A~ Mone

- i) i) A

Select from list v
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The following are the available selections and definitions for creating User Defined Reports:

Field Name (* required field) Description

*

Report Type The type of data to report against. The available data elements
for the user defined report are based on the selected report type.
There are 5 available types:

RADIUS Audit

TACALS Authentication
TACACS Authorization

Report Add a brief description for the report being created.
Description

Report To include report level totals for report calculations, select this
Summary checkbox.

[ include Repart Summary

Fi6|<_j To add report elements, select ©! to add a new field and to
Attributes specify field attributes.

User Defined Reports

Delete | Deletes the selected field and associated field attributes

Order | 4% Move the selected field up or down. The order in which
the fields are reflected here determines the order in which data
fields will display on the report. (Only fields where the Hidden
checkbox is not checked will be included in the data fields
displayed on the report; refer to Hidden field for further
information.)

Select Field | Select a field to include from the available list of fields. The
selection made in the Report Type dropdown field will
determine the available data elements for the user defined
report; not all data elements are available for all Report Types.
Group By | Select this checkbox in order to group your report content by
this field.
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Subtotal | Select this checkbox in order to specify summary calculations
for your report data. Available summary options vary by report
type. This checkbox can only be selected for fields where
grouping has been specified (the Group By checkbox has been
selected). Further summary options can be specified for this
field on the Summary Options page.

Sort | Sort specifies the sort order for content in this field. =
ascending order

v = descending order

Parameter | Parameter Type enables you to narrow your report results to
Type | include only information based on specific criteria. There are 4

possible Parameter Types available in the dropdown list; only

applicable parameter types will be listed for each field — not all

Parameter Types are available for all fields.

Select from list: The parameters page will display a list of values

for this field. Narrow report results based on values selected

from a list of values.

Range: The parameters page will display from/to fields for you

to specify a range for this field.

Top N/Bottom N: Indicate a number to identify the top or bottom

limits for report results.

Desired parameter criteria can be specified for this field on the

Parameters page.

Hidden | Select this checkbox if you do not wish the selected field to be
included in the report data. This checkbox will apply primarily
where a field is specified with the intent of selecting a parameter
to narrow report results (i.e failed authentications)

Hidden

Summary Options

Specify desired report summary options from the Summary Options page. The available summary options differ
based on the Report Type selected. This page will only display if the Include Report Summary checkbox is checked
or the Subtotal checkbox is checked for any fields.

Summary Options

Report Summary  User Name
Report Summary

Count
# Authentication Atternpts
Count %

Report Summary: summarizes results at the topmost level across all report results.
[Selected Fields]: summarizes results by the identified grouping level (i.e in the below, results will be subtotaled by
User name)

Parameters

Narrow your report results to include only information based on criteria specified from the Parameters page. This
page will only display if a parameter type is selected for any field.

Select from list: Selected from the list of values for this field to narrow report results for the field.

Avaya ldentity Engines Ignition Server
Ignition Analytics — Release 7.0
NN47280-601 02.02 Standard
December 2010



-44-

Parameters
Result Description Select from a list:
Select selzcted
RADIUS Reguest Accepted RADIUS Request Rejected

Range: Specify from/to range for this field to narrow report results for the field.

User Name Range:

from to

Top N/Bottom N: Specify the top/bottom limits to narrow report results for the field.

Authenticator Name Top N:

5 # v || Count # Authentication Attermpts v

Report Preview

A report preview page allows you to preview the report definition created based on the selections made for your
report. The report preview includes the column headers for the fields selected, displays group level borders for
specified grouping levels, and identifies the selected summary options for the report.

Sarmple Report Title « Report Prasview ﬂ\"v"ﬁ\‘fﬂ%

Heport Date
Hange

Aagilesrim sirm

aaran Unar s il Do Patm B ibmegetn

Report Name: Name the report using alphanumeric characters (only alphanumeric characters can be used)
Folder: Select from the available list of folders in which to store your user defined report. The list of available
folders will include only those folders to which you can write to as identified by the role(s) for which you are
assigned.

Fallitors /publicfitreports (IT Reports) v

(Select folder)
/inbox (Personal Faolders)
/public/corporatereports (Corporate Reports

Schedule User Defined Report

Once you have saved your user defined report, you will be prompted as to whether you would like schedule your
report. Click OK to proceed to schedule report generation (ref section Schedule Report Generation), or Cancel if you
do not wish to schedule your report.

Microsoft Internet Explorer

“\"rj Repart saved, Continue o scheduling by clicking OK; otherwise click CANCEL
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Analytics

From the Custom Report toolbar, select Custom Reports Analytics from the dropdown menu to begin creating an
Analytic.

Select Analytic Criteria

Specify desired analytic criteria to create a graphical summary. The page display for available analytic options will
update as criteria is selected.

Analytics

=

s epens (1T Hegerts) o

Caninl | Save

The following are the available selections and definitions for creating an Analytic:

Field Name (* required field) Description

* Title Name the analytic using alphanumeric characters (only alphanumeric
characters can be used)

Title:

Type The type of data to report against. The available data elements for the
analytic are based on the selected report type. There are 5 available types:

Type
Select... v
Soloct

RADIUS Audit
RADIUS Authentication
TACACS Audit
TACACS Authentication
TACACS Authorization

Chart Type Select a chart type for the analytic by clicking on the

No Chart type
Selected

This will display all the available chart types from which you can select:
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Please select a chart type

l?l il || EE o
= = ]
e

The following is a brief description of each chart type as it relates the
Value, Category and Series fields:

Bar: The bar chart will graph the results for the specified Value using
vertical bars. The selection specified in Category determines each x-axis
grouping while the selection specified in the Series determines subgroups
within the Category, represented by each individual color bar.

i
SRR "

Line: The line chart will graph the results for the specified Value using
lines. The selection specified in Category determines each x-axis grouping
while the selection specified in the Series determines each colored trend
line.

E

Area: The area chart will graph the results for the specified Value using
area blocks. The selection specified in Category determines each x-axis
grouping while the selection specified in the Series determines each colored
area.

T, y \

Pie: The pie chart will graph the results for the specified Value using pie
slices. The selection specified in Category determines each pie slice.

Stacked Bar: The stacked bar chart will graph the results for the specified
Value using vertical bars. The selection specified in Category determines
each x-axis grouping represented by each full vertical bar while the

selection specified in the Series determines subgroups within the Category,
represented by each subsection within a vertical bar.

pEd

~nn

Chart data specifies the threshold criteria for the analytic results displayed
and applicable Value, Category and Series for the chart.

Value: Select the field and calculation type for the chart values. Available
calculation types are based on the selected field.
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Walue

Select || Count

Threshold: The threshold identifies the criteria used to determine what
results to include in the analytic. This is used to enable exception based
reporting or a subset of results.

Select a threshold criteria from the available list of options:

Threshold

v
>
<
<= k
Toph

Biottoml

)|

Specify the limits for the threshold by indicating the limit value, selecting
whether the value refers to a # or % from the dropdown, and whether the
limit applies to the category only or the category+series from the
dropdown.

Threshold

= - # | by category N

Category: The category identifies each x-axis grouping. Select a data
element from the dropdown. You can further limit your results by selecting
parameter criteria from the dropdown where applicable.

Category
Select... | Mone v

Series: The series identifies a subgroup within each category and applies
only to applicable chart types. By default, the series will be the same as the
selected data element for category. Select a different data element from the
dropdown to apply a subgroup to the category.

Series

Select. .. v

Additional Chart Filters enable you to narrow your analytic results to
include only information based additional criteria. To add a chart filter,
select 1.

Additional Chart Filters +|

x| Select... v None ~

Select a data element to which the filter will be applied and then select the
applicable filter type from the dropdown. There are 2 possible chart filters
available in the dropdown list; only applicable chart filters will be listed for
each field — not all chart filters are available for all fields.
Select from list: The parameters page will display a list of values for this
field. Narrow analytic results based on values selected from a list of values.
Range: The parameters page will display from/to fields for you to specify a
range for this field.

Maone v

Range
Select from the available list of folders in which to store your analytic. The
list of available folders will include only those folders to which you can
write to as identified by the role(s) for which you are assigned.

Folder
(Select Folder) v

/inboy (Personal Folders)
/public/corporatereports (Corporate Reports)
Jpublicdtreports (IT Reports)
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Parameters

Narrow your analytic results to include only information based on criteria specified from the Parameters page. This
page will only display if a parameter type is selected for category or additional chart filters.

Select from list: Selected from the list of values for this field to narrow results for the field.

Parameters
Result Description Select from a list:

Select Selected

RADIUS Reguest Accepted RADIUS Request Rejected

Range: Specify from/to range for this field to narrow results for the field.

User Name Range:

from ta

Schedule Analytic

Once you have saved your analytic, you will be prompted as to whether you would like schedule your analytic.
Click OK to proceed to schedule report generation (ref Section Schedule Report Generation), or Cancel if you do not
wish to schedule your analytic.

Microsoft Internet Explorer.

:,"/ Report saved. Continue ta scheduling by clicking OF; otherwise cick CANCEL

Reports Management

Application reports are managed through the folders available in the navigation tree. The navigation tree contains a
Personal Folder and Public Folders upon installation. Additional folders can be added by the Application’s
administrator to share generated reports and custom reports with groups of users.

Report management functions apply to all standard and custom reports and include scheduling the automatic
generation of reports at specified recurring intervals, creating custom reports, and sharing reports content.

NOTE: Do not confuse the report generation schedule with the data import schedule. For details on scheduling data
imports, see Manage Data Import Schedule.

Manage the Report Generation Schedule

From the Navigation Tree, navigate to the folder containing the report you would like to schedule. Each report is
scheduled and maintained individually.

Schedule Report - Select the Schedule Report icon ¢ to go to the Schedule display page and view and maintain
scheduled runtime(s) for the report. This is the recommended method to run your report.

View Report — Select the Run Report icon [% to execute the report immediately. This option should only be used
when a report is needed on the occasional on demand basis. It is recommended that Schedule Report be used to run
your report.

Run in Background — Select the Run in Background icon [= to execute the report immediately and store the
specified report formats in the report output Navigation Panel for viewing.
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Schedule Report Generation

The Schedule display page for your selected report lists the schedules that have been created for the report. The
runtime information is also displayed, reflecting when the report schedule was last executed and when the next
scheduled runtime for the report will occur.

Refresh Schedule display page: To refresh the runtime information on the Schedule display page, click the Refresh
button.

Execute Report immediately: To execute the report immediately, click the Run Now button on the Schedule
display page.

Create a New Schedule: To create a new schedule for the report, click the Schedule Job button on the Schedule
display page and complete all Scheduler Steps (ref section Set up a Report Generation Schedule).

View/Update an Existing Schedule: To view or update an existing schedule for the report, click the Edit button
next to the schedule record and update Scheduler Steps as needed.

Remove Schedule(s): To remove schedule(s), select the checkbox(es) next to the report schedule(s) and click the
Remove button.

Set up a Report Generation Schedule

Scheduler Steps: There are four steps to schedule report generation: (1) Job. (2) Schedule, (3) Parameter, and (4)
Output.

Step 1 — Job describes the schedule record for the report schedule.

Field Name (* required field) Description

Report | This is a system generated identifier for the scheduled job. This field cannot be
changed.

* Label Name of the schedule record.

Descri | Details pertaining to schedule record.
ption

Step 2 — Schedule defines when and how often the report will be executed. There are three levels of scheduling
recurrence available to accommodate varying scheduling complexities: No Recurrence, Simple Recurrence,
Calendar Recurrence.

No Recurrence: Schedule will be executed one time only, at the specified Start date.
Simple Recurrence: Schedule will be executed at standard recurring intervals.

Calendar Recurrence: Schedule will be executed at non-standard recurring intervals where a more complex
schedule is required.

Field Name (* required Description
field)
* Start The schedule’s effective start date.

@ Immediately

The effective start date for the schedule will be immediately upon
completion of this schedule setup.

On
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The effective start date for the schedule will be on the specified date.

Recurrence

No
Recurrence

Simple
Recurrence

Calendar
Recurrence

The frequency level at which the schedule will be executed.

Schedule will be executed one time only, at the specified Start date.

Schedule will be executed at standard recurring intervals. Indicate one of
the following recurring intervals:

Occut & Indohimtoly
Uritil i |

Frequency (Occur)

- Indefinitely: Schedule will be executed at the specified intervals until this
scheduled job is removed.

- Until: Schedule will be executed at the specified intervals through the
specified date.

- Times: Schedule will be executed at the specified intervals for the
specified number of occurrences.

* Evry 1 mewtes -
minutes
[hours |
days
weeks
manth
quarter

Interval (Every)

- The interval at which this schedule will be executed.

Schedule will be executed at non-standard recurring intervals where a more
complex schedule is required. Indicate one of the following recurring
intervals:

End date [u]

Recurring Period

- End Date: Schedule will be executed at the specified intervals through the
specified end date. If no end date is indicated, the schedule will be
executed at the specified intervals until this scheduled job is removed.

* Minuteis) 0
* Hourfs) 0

Days @ Every Day
Woak Days
Wlon Tue Wed Thu Fri Sat Sun
Manth Days

Months 71 All

Jldan [4Fab [/ Mar [V Apr (¢ May [4Jun
/1l [v1Aug (¥/Sep [V/0ct [¢|Nov [v/Dec

Interval

- Minute(s): Specify the minute intervals as needed.

- Hour(s): Specify the hour intervals as needed.

- Days: Specify the days that this schedule will be executed.

- Months: Specify the months that this schedule will be executed
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Step 3 — Parameters are specified variables for the report. All reports will include report date range parameters
used to specify the data to include in the report. Some reports will include report specific parameters.

Report Date Range Parameters:

If the report is scheduled to run once only, specify the Period Start Date and Period End Date for the report.

If the report is scheduled to run more than once using either the simple recurrence or calendar recurrence, select the
radio button by the most appropriate Date Calculation option (i.e. last week, week to date, etc). The report date
range will be systematically determined based on the selected date increment.

Step 4 — Output defines the format(s) for the report as well as includes report storage options and e-mail

distribution options.

Field Name (* required Description
field)
Report Format
* Report The name of the report to be stored in the Report Output
Output Navigation Panel.
Filename
Report output file name | Authentication by User
* Output Select the format(s) in which the report should be generated.
Formats Select as many different formats as applicable.
Output formats [¥]POF [CJHTML [JExcel [JRTF
Report Storage options
* Sequential | Select the preferred report storage option.
FI Ie Sequential File Mames
Names Cwerwrite Files []
O_R Sequential File Names stores each executed report separately,
Overwrite | retaining the previous versions (if any) that are generated by the
Files schedule.
Overwrite Files replaces the previous version of the report (if
any) generated by the schedule.
Folder The folder dropdown lists both your personal folder and shared
folders where the report output can be stored. The Shared
Report folder(s) are accessible by all users assigned to roles that
have access to the shared folder.
Folder | (Select folder) v
Send to By default, the report output for this schedule will be available
Others in the logged in user’s Personal Reports folder. Modify or add

additional users to whom the report output for this schedule will
be sent by selecting from the available users. The report output
for the scheduled report will be available to the selected users in
their individual Personal Reports folder.
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Fomdatee v’.::;:ﬂld
E-mail distribution options
To Email addresses for individuals selected in the Send to Others
field will automatically be populated here.
Subject Subject line for the e-mail.
Message E-mail text.
Text
Attach Select the checkbox to include the actual report as an
Files attachment to the e-mail. If you do not select the checkbox, then

the e-mail is simply a notification that the report has been
generated, and that the recipient may visit the Ignition Analytics
application to view the report.

Monitor Report Generation Events

Report logs are available for monitoring of executed reports. From the Monitor toolbar, select Monitor Reports from
the dropdown menu to go the Monitor Events display page.

The Monitor Events display page lists the logs available for review. The status and runtime information is also
displayed, reflecting when the report scheduled was executed.

View log details: To review a report log, click on the Message record.

View only unread or all log records: To view only unread report logs or to view all report logs, select the
appropriate option from the Show Messages dropdown below the Monitor Events display page title.

Remove Log Record(s): To remove log record(s), select the checkbox(es) next to the report log record(s) and click
the Remove button.
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Appendix A

Terminology

The following terms are used throughout this guide. Use their definitions to aid your understanding and use
of the Application.

Terminology Definition

Toolbar User options across the top of the display page, directly below
the header

Navigation Tree User options at the left of the display page.

User Name Individuals provided with a User name for authorized access to

Ignition Analytics.

Role Roles identify who can use the Ignition Analytics and what the
user can access.

Permission Permissions define what functions are enabled and to which
reports the function(s) apply.

Symbols and Typefaces

The following visual cues are used to convey functions within Ignition Analytics.

Image Function Image Function
Toolbar Display Pages
'_':Fﬁ Home _]'] HTML Format
o Administration ﬂ PDF Format
J Custom Reports ﬂ RTF Format
Scheduler XLS Format

@ 4

Monitor Schedule Report
) Manage Users ;I Edit Report
:: Manage Roles [;ﬂ Run Report
R Manage User Roles .1::'] View Report

L)

= Company Settings M Run in Background
2 Data Switch ® Remove

I @ Custom Reports Analytics

Iu_ Custom Reports User Defined

II]_ Schedule Data Import

10 Schedule Reports

_| Monitor Data Imports

=] Monitor Reports

| Repository Management
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Appendix B
Troubleshooting Tips

Application Installation

The application installation was not successful — Error “Internal account lookup failure”

Verify that you are logged into the windows system as a user with full administrative rights on the
system as the installation process includes the addition of files, will write applicable registry
entries, and create a new service account.

Verify if the machine is a domain controller (user active directory). Suppressing the domain
controller role temporarily can solve the issue.

Intesmial sccount lookup fadaee: Ho mapping batveesn
account names and secunly IDs was done

Application Access

I cannot access my application via the URL — Error “Cannot find server”
Verify that the correct URL was entered.

4} Cannot find server - Microsoft Internet Explorer k

File Edit Wiew Favorites Tools  Help

@Back - ﬂ IEL‘ gl | ) search 7 Favorites F) -

Address (@] http:flacalhost: 80811

@ The page cannot be displayed

The page you are looking for is currently unavailable, The web
site might be experiencing technical difficulties, or you may need
to sdjust your browser settings,

Plesse try the follawing:

Click the [#] Refresh button, or try again later.

If you typed the page address in the Address bar, make
sure that it is spelled correctly,

To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by your local area network (LAN) administrator or
Internet service provider (ISP).

See if your Internet connection settings are being detected.
Yo ran et Micrnsaft Windnws tn sxaming vane netunr
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Verify that the Apache Tomcat 6.0 service is started.
% Services D@@

e Acion Wew Help
o B EFEHDR 2 o8 0w
188, services (Loca) B S i) I

Apache Tomcat 6 Mame: | Description | Status | &
B alerter Hotifies sel,

Stop the service
Restart the service

% application Manage... Pravides s...

ﬁ“g‘f‘ﬁ”’ cena8s @ nutomatic Updates  Enablesth...  Started

pache Tomcat 5.0.29 Server -

FAe o mat ez #Background Intellig... Transfers... Started
8 ClipBook Enables Cli.,.

S COM Event System  Supports 5., Started
B COMH- System Appli... Managest...

S Computer Browser  Maintains ...

%% Cryptographic Servi... Providesth... Started
$84DCOM Server Procs... Prowidssls.. Started
E8DHCP Client Managesn... Started
s Distributed Link Tra...  Maintains li..  Started
G R O e

& |

&

|

", Extended £ Standard

I cannot access my application via the URL — Error “Error Report: HTTP Status 404 - ”

Verify that the correct URL was entered, including case sensitivity. If the issue persists, contact
your system administrator. The URL should be http://[hostname]:[port number]/IA.

ErosQlLiniBrnet .,

ek - () |ﬂ E‘] I‘J )f"Search \Z':-‘(Favorites & - _7 =E

Address | ] hitp:flocalhost 308111

HTTP Status 404 - /1

(BT Status report
i
The requested resource ({1 is not available,

Apache Tomcat/5.5.15

For other issues, please refer to release notes for details.
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Appendix C
Sample Reports

Usage Summary AVAVA

by Date

for period 1172000 11MTR2O10
e
b

FLF7T . S— =
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RADIUS Audit Top 5 Users by Usage

AVAYA

Report Date Range 04/01/2009 - 05/16/2000

Sum Sessian Duration (hrs)
-:lstt:vtu"f:‘ii,’%_?j,??'z‘?

Tl T T
P
User Name

Ilumlmm B sreh I weheeteriss

BVEY A s
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