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Purpose of this document

The Avaya Identity Engines Ignition CASE Administration guide explains how
to install, configure, and deploy Avaya Identity Engines Ignition Client for
Accessing Secure Enterprise (CASE).

This guide also includes an example of how you can deploy CASE in
conjunction with an Avaya wireless controller and Avaya Ignition Access
Portal to provide a seamless, automated experience for end-users accessing
secure wireless networks.

This guide is written for network administrators who need to install, configure,
and deploy CASE.
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New in this release

This guide is new and all features are new.
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Customer service

Visit the Avaya Web site to access the complete range of services and support
that Avaya provides. Go to www.avaya.com or go to one of the pages listed in
the following sections.

Getting technical documentation

To download and print selected technical publications and release notes
directly from the Internet, go to www.avaya.com/support.

Getting product training

Ongoing product training is available. For more information or to register, you
can access the Web site at www.avaya.com/support. From this Web site, you can
locate the Training contacts link on the left-hand navigation pane.

Getting help from a distributor or reseller

If you purchased a service contract for your Avaya product from a distributor
or authorized reseller, contact the technical support staff for that distributor or
reseller for assistance.

Getting technical support from the Avaya Web site

The easiest and most effective way to get technical support for Avaya products
is from the Avaya Technical Support Web site at www.avaya.com/support.
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Introduction

The Avaya Identity Engines Ignition Client for Accessing Secure Enterprise
(CASE) feature grants network access to devices and users. CASE
automatically verifies and corrects wired and wireless configuration on
endpoint machines, automating the client configuration required to enable
802.1x and Microsoft Network Access Protection (NAP).

CASE components
CASE includes:

e CASE Administrative Console (for the network administrator)
e CASE application (for the end-user)

CASE Administrative Console
The CASE Administrative Console is a web-based application. The network
administrator uses the CASE Administrative Console to build a configuration
that specifies the end user settings for specific network access. This
configuration is called a network profile. Network administrators can define
multiple network profiles, each with its own configuration and behavior
settings. The network administrator then builds CASE deployment packages
that contain one or more network profiles and deploys these packages directly
to Avaya Identity Engines Ignition Access Portal (Access Portal).

CASE application
The CASE application is an application that guides a user while it applies the
settings the network administrator configured for the network access.The first
time the end user connects to the network, they are presented with a link to
the CASE application (or the CASE application automatically launches). If the
end user agrees to the terms and conditions presented by the Enterprise, the
CASE application runs and automatically sets up the end user’s network
configuration.

CASE terminology

The following terms are used throughout this document:

e CASE Administrative Console: The tool used to create and customize
the CASE deployment package.
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* CASE deployment package: The CASE components, packaged as a
web application that you can deploy to Avaya Access Portal. It requires
HTML and Java Script.

* CASE application: The step-by-step application that guides a user while
it configures the network supplicant settings and other client security
settings on the user’s laptop or desktop computer.

* CASE network profile: A CASE network profile is a set of settings that
allows a user to connect to a particular defined network. This profile is
saved as an XML file and bundled into a CASE package, which in turn
applies the settings to the user's computer system. A site can have as
many network profiles as it has unique networks to which users may
connect. Networks can be grouped into servers.

e Captive Portal: A device, usually on an open network, that intercepts a
new user’s browser traffic and presents a login page. Typically, this login
page lets the user authenticate and connect to a secured network. You
can deploy the CASE package on a captive portal. Access Portal is a

captive portal.

Figure 1 CASE architecture
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Installing CASE Administrative Console

Avaya Identity Engines Ignition Client for Accessing Secure Enterprise
(CASE) Administrative Console is a web based application similar to Guest
Manager that is provided as an installer. You run the installer to deploy the
CASE Administrative Console on a tomcat based application server.

This chapter shows you how to install CASE Administrative Console, (and if
needed) its required components, Apache Tomcat, and the Sun Java Runtime
Environment (JRE). CASE Administrative Console will be installed in your
Apache Tomcat installation, in the webapps directory.

Note: It is possible to host CASE Administrative Console and Guest Manager
on the same Tomcat server.

System requirements

Application server hardware
The application server machine that hosts CASE Administrative Console must
meet these minimum hardware requirements:

e Pentium 4, 2.4 GHz or equivalent

e aminimum of 2 GB of RAM

Browser compatibility

The CASE Administrative Console is compatible with the following web
browsers:

* Microsoft Internet Explorer, version 6.0 or later, running on Windows.

* Firefox 1.5 or later, running on Windows.

Before you install
To install CASE Administrative Console, you need:

* A PC running Microsoft Windows XP Service Pack 3 (32 bit) or Windows
Server 2003 (32 bit and 64 bit) or Windows Server 2008 (32 bit and 64 bit).
You will install CASE Administrative Console and its supporting Apache
Tomcat server on this PC.
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Administration rights with Windows XP, Windows Server 2003, and
Windows Server 2008 enabled. The CASE Administrative Console must
be installed by Administrator of the machine.

The CASE Administrative Console product CD, which contains installers
for:

Java™ 2 Platform Standard Edition Runtime Environment (JRE) 6,
Apache Tomcat 6.0
CASE Administrative Console

Running the installer
Follow these steps to install CASE Administrative Console:

1.

On the Windows PC that will host CASE Administrative Console, insert the
CASE Administrative Console product CD and run the file named
AdminConsolelnstaller-8.0.0<Build Number>.exe.

The installer displays the License Agreement screen. Scroll down to
review the entire license agreement. Select the radio button indicating you
accept the license agreement, and click Next.

In the Choose Install Folder screen, specify the directory in which CASE
Administrative Console will be installed, and click Next.

Review the information on the Pre-Installation Summary screen and click
Install. A Pre install confirmation window appears stating “Confirm
Installation. The following tools are necessary for Avaya Admin Console
1.0.0 Java JRE 1.6.0_27 and Apache Tomcat 6.0. These will be selected
for installation.”

In the Pre install confirmation window, click OK to confirm the installation
of Java JRE and Apache Tomcat.

The installer displays the Installing window. If you have the correct
version of JRE, a notification appears indicating that JRE is already
installed and that the installer will skip the JRE installation. Click OK to
continue.

If Apache Tomcat is not found on your computer, the installer displays the
Tomcat Installation window. If the installer displays this window:

Click OK to install Tomcat.
In the Choose Components window, accept the defaults.

In the Choose Install Location window, use the default or choose
your own location.

In the Configuration window, specify your Tomcat port number,
specify a Tomcat administrator account name, and specify a password
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that is unlikely to be guessed. Make a note of your account name and
password.

In the Java Virtual Machine window, accept the default JRE path.

In the Completing the Apache Tomcat Setup Wizard window, tick
Run Apache Tomcat and untick Show Readme, and click Next.

8. The Install Complete screen appears with a “Congratulations” message

and states that the Admin Console installer has increased Tomcat’s
memory allocation limit. Click Done to quit the installer. The installation of
Tomcat, Java, and CASE Administrative Console is now complete.

Setting up Tomcat to require HTTPS connections
Avaya recommends that you set your Tomcat server to require HTTPS
browser connections for all users of the CASE Administrative Console
application. This section explains how to do this.

To set Tomcat to require HTTPS connections, perform the steps below.

1.

Open Tomcat’s server .xml file in a text editor. By default, it should
reside in the install directory for Tomcat
(<tomcat_instal I>\conf\server._xml).

Locate the block of settings associated with port 8443. This is the https
configuration block — the second connector entry in the server . xml file,
which starts with the text Connector port="8443". The block of code
looks like this:

-

<Connector port="5443" protocol="HTTP/1.1" 33LEnabled="trues"
maxThreads="150" scheme="https"™ sSecure="trus"
clientiuth="false"™ ==1Protocol="TL3" />

-

Remove the HTML comment tags around the https configuration block in
the server.xml file. (i.e. Remove the <!-- at the beginning and remove
the --> at the end.) When you remove the comment tags you have the
following block:

<Connector port="5443" protocol="HTTP/1.1"™ 33LEnabled="trus"
maxThreads="150" scheme="https" sSecure="trus"
clientAuth="false™ =s1Protocol="TL3" />
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4.

6.

In the “Connector” block, add the “keystoreFile” parameter to specify the
location of your keystore. You may use the default keystore shipped with
CASE Administrative Console or you may use your own keystore. In a
typical CASE Administrative Console installation on Windows, the default
keystore is saved as C:\Program Files\Apache Software
Foundation\Tomcat 6.0\webapps\AdminConsole\WEB-INF\
ksTomcat. To use the default keystore, add the following line to the
Connector block:

keystoreFile="webapps/AdminConsole/WEB-INF/
ksTomcat"

After you make the addition, the https configuration block in
server .xml reads:

<Connector poEt="3443" protocol="HTTP/1.1" SSLEnabled="trus"
maxThread=s="150" =cheme="https" =Secure="cru="
keyvstoreFile="webapps/AdwminConsole/WEE-INF/kaTomeat™
clienthiuth="false"™ sslProtocol="TL3" />

Comment out the “Connector” block for port 8080. This prevents users
from loading CASE Administrative Console over a cleartext connection.

Close and save the server .xml file, and restart Tomcat.

Now that you have set up your Tomcat server to require SSL, the default URL
for CASE Administrative Console will take the form (assuming an example
host name of pluto): https://pluto:8443/AdminConsole/admin instead of the
non-SSL URL (http://pluto:8080/AdminConsole/admin).

Launching Tomcat
To run CASE Administrative Console:

1.

Open the Apache Tomcat Properties window on your PC that hosts CASE
Administrative Console. In Windows, click Start > Programs > Apache
Tomcat 6.0 > Configure Tomcat.
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Hint: If the Start menu fails to launch the window, look in the system tray
for an icon that looks like the one shown below. Double-click it to open
the Properties window.

Tomcat icon in the Windows system tray

Windows displays the _ |
ApaChe Tomcat Properties #= Apache Tomcat 6 Properties g|
screen The Service General |Logon | Logging || Java | Startup | Shutdown

Status field indicates Service Name:  Tomeats

whether the Tomcat Server Dispiay neme: | Apache Tomeat ¢

|S runn | ng Description: Apache Tomcat 6.0.29 Server - http://tomcat. apache

Path to executable:

2. Click Start to start Tomcat;
click OK to close the
Apache Tomcat Properties
window.

Startup bype: Aukornakic

Service Status:

/ OF H Cancel ][ Apply

Launching CASE Administrative Console
In this section you will launch CASE Administrative Console to check that it
has been installed correctly.

Connect to the CASE Administrative Console as follows:

1. Open a web browser and point it at the AdminConsole/admin/
application on your Tomcat server. If you have a default installation of
Tomcat running on machine pluto, the URL is typically:
https://pluto:8443/AdminConsole/admin/.

Note that the URL may be http://pluto:8080/AdminConsole/admin/ if
you are not using a secure port to host AdminConsole. Avaya strongly
recommends that you set up your Tomcat Server to require SSL
connections.

2. Enter the login credentials of the CASE Administrative Console
administrator. By default, these are:

User ID: admin
Password: admin

A note on password retention: If your browser asks whether you want
it to remember your password, you must choose the option that prevents
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the browser from storing passwords for the site. On most browsers, you
will choose the option, “Never for this site.” Allowing the browser to
retain passwords for the CASE Administrative Console application is not
secure, and it may cause your browser to display misleading “password
update” messages when you edit users.

3. Click Login. The CASE Administrative Console displays the following
message on the main CASE Administrative Console screen: “You are
successfully signed in as administrator”.

Figure 2 Successfully signed in as Administrator
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.5 Network Profiles

You are successfully signed in as administrator.
----- ¥ Packages s

A Important!

When using the CASE Administrative Console, do not use your browser’s Refresh command to update a
page. Instead, click on the left side of the window to reload the page.
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Deploying CASE

This chapter describes Avaya Identity Engines Ignition Client for Accessing
Secure Enterprise (CASE) deployment, basic CASE configuration, and CASE
verification tasks. This chapter assumes you are familiar with web site
creation and deployment, and have experience setting up and maintaining
networks and network security.

Before you begin

To create CASE network profiles using the CASE Administrative Console, you
need the information and items described in the following sections.

Planning your deployment
The following is a summary of the process to get up and running with CASE.

Determine what kinds of SSIDs exist on your wireless network
Is there a single, secure service set identifier (SSID) for everyone, or are there
multiple SSIDs? If there are multiple SSIDs, you can define the SSIDs as
different (physical) networks within CASE, and you can deploy them in
separate profiles to direct each user to the appropriate SSID.

Determine how user authentication will be handled
Are the requirements the same for everyone, or do they differ from one group
to another? If groups have different needs, you can define each group as a
different profile, so that each group gets its own CASE network profile that
makes settings appropriate for that group only.

Decide how your users will run CASE
CASE deployment is only supported as a web application. If you deploy the
CASE package to a web server, you must provide a way for users to access
the web server. Typically, the user connects an open SSID on a wireless
access point or plugs into a network jack that places the user in a default
VLAN. When the user opens a web browser, the user views the CASE link in
one of the following ways:

* Automatically: A captive portal (for example, the Ignition Access Portal)
redirects the user to the CASE link; or

e Manually: The user types a published URL to view the CASE link.
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Network environment requirements
To deploy CASE, you will need the following:

At least one of the following edge devices:
~ A switch capable of guest/default VLAN
~  An access point capable of multiple SSIDs

A configured web server, such as Apache Tomcat or Microsoft IIS. For the
best end-user experience, use the Avaya Ignition Access Portal.

A configured Ignition Server providing RADIUS authentication.

A network configuration in which the guest/default VLAN has access to the
web server that hosts the CASE deployment package.

For testing, you will need a laptop (running Windows XP SP3 or later) with
wired and wireless NICs.

Once the network is configured, Avaya recommends that you walk through the
process manually to verify that the configuration is correct. Before you start
creating your network profiles, use your wireless-equipped laptop to run the
following tests:

1.

Connect to the open SSID or guest VLAN. Verify that the laptop receives
an IP address from DHCP.

Manually configure secure SSID and 802.1X supplicant settings.

Connect to the secure SSID. Verify that authentication is successful. Verify
that the laptop receives an IP address from DHCP.

CASE configuration information requirements
Collect the following information before you start creating CASE Profiles:

IP address of Access Portal that will host the CASE deployment package:

Subnet of guest VLAN:
Subnet of authenticated VLAN:

For 802.1X environments, you need the following additional information:

Valid user name and password in RADIUS: /

RADIUS server certificate type: ____ self-signed ____ commercially signed
EAP Type: ___ PEAP ___ TTLS
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For wireless environments, you need the following additional information:

* Open SSID:
e Secure (802.1X or PSK) SSID:
* Network Authentication: __ WPA __ WPA-PSK
* Network key for WPA-PSK environments:
e Data Encryption: ___ AES ___ TKIP

Getting started with CASE Administrative Console

Ensure that the CASE Administrative Console application is installed. See
“Installing CASE Administrative Console” on page 13. After you log in on the
CASE Administrative Console web site, you can create network profiles and
deployment packages.

Network profiles
Network administrators can define multiple network profiles, each with its own
configuration and behavior settings. For example, the computer system of an
end-user attempting to access an employee network might be configured
differently than if the same user were attempting to access a guest network.
In this scenario, the administrator would generate two different network
profiles: one for the employee network and one for the guest network.
Administrators can package these distinct profiles as one or several different
CASE packages.

Creating a network profile

The CASE Administrative Console has a wizard-like interface that guides the
administrator through the various steps to create a network profile.

To create a network profile:

1. In the CASE Administrative Console navigation pane, click Network
Profiles. The CASE Administrative Console displays the Network
Profiles page.

Figure 3 Network Profiles page
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2. From the Actions drop-down list, click Create New Network Profile.
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Figure 4 Actions > Create New Network Profile
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The CASE Administrative Console displays the General settings page.

Figure 5 General settings page

Create Network Profile

Step 1

Profile Identity

* Name:l

* Description:l

Splash Screen Banner:l

Apply Settings Permanently: [

General Behavior

@ .
NIC Selection: Automatic

s Prompt

@ Exit the client
Reside in system tray

Completion Behavior:

Administrator Credentials

User Name:l

Password:l

[ reset |[ mex |

3. In the Profile Identity section:
~ In the Name field, enter a name for the network profile.
« In the Description field, enter a description for the network profile.

« In the Splash Screen Banner field, enter the text to display in the
splash screen banner.

~  If you want the settings to be permanent, select the Apply Settings
Permanently check box.
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4. In the General Behavior section:

~ Use the NIC Selection radio buttons to select the NIC selection type.
Select Automatic to enable automatic NIC selection or Prompt to
prompt the user to select a NIC.

= Use the Completion Behavior radio buttons to define how you want
the CASE application to behave when the user joins the network.
Select Exit the client if you want CASE to perform the network
configuration and exit itself or Reside in system tray to have the
CASE application perform the network configuration and remain alive
in the system tray for additional options like revert settings.

5. In the Administrator Credentials section:
« |n the User Name field, enter an administrator name.
~ In the Password field, enter an administrator password.

Note: The Administrator Credentials are only used on Windows XP
SP3. On Vista and Windows 7, the administrative rights are handled
by Windows User Access Control.

6. Click Next. The CASE Administrative Console displays the Connection
page.

Figure 6 Connection page

Create Network Profile
General |[WETTEETTT

Step 2

wired Connection: [

Wireless Connection: |7

* SSIDs:

{Enter comma separated S5IDs in
order of priority. One 55SID value is
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Authentication: [ WPAPSK -

Encryption: ITKIP 'I

* Network Key:l
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7. Inthe Connection Method, section, select the Wired Connection check
box to enable wired access or the Wireless Connection check box to
enable wireless access. You can enable wired and wireless access on the
same network profile. If you select Wireless, the CASE Administrative
Console displays the wireless configuration fields:

« In the SSID field, enter comma separated SSIDs in order of priority.
One SSID value is mandatory if wireless is chosen.

~  From the Authentication drop-down list, select the Authentication
type. The options are: Open, Shared, WPA, WPAPSK, WPA2, or
WPA2PSK.

=~ From the Encryption drop-down list, select the Encryption type. For
Open and shared authentication, select None or WEP. For WPA,
WPAPSK, WPA2, or WPA2PSK authentication, select TKIP or AES.

~ In the Network Key field, enter the network key. The CASE
Administrative Console only displays the Network Key field if you
select WPAPSK, WPA2PSK, or open or shared authentication with
WEP encryption. The permitted range is 8 to 63 ascii characters.

Note: You can construct a network profile with the following
Connection Method settings:

o Wired
o Wireless
o Wired OR Wireless

If you construct a network profile that is for both wired and wireless,
the CASE applies the settings when the user accesses the network
using either a wired or wireless interface. CASE will not apply the
settings to both of the interfaces. If the profile requires auto NIC
selection, then CASE selects the interface that can reach portal. This
interface could be wired or wireless.

8. Click Next. The CASE Administrative Console displays the
Authentication page.
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Figure 7 Authentication page

Create Network Profile

General | Connection |[EATITEITE10T)]

Step 3

802.1¥ Authentication: [

802.1X Authentication Type: [ PEAP-MSCHAPYZ | =

Use Windows Credentials as default: [~

{If windows credentials are not selected,
credentials provided below would be used
as default.)

* pefault User Name: |

* pefault Password: |

Default Domain name: |

Yalidate Server Certificate: v

Root Certificate Location: | @e

Server Names:
{Enter colon separated server names.)

[ reset |[ mex |

9. Inthe Authentication Method section, select the 802.1X Authentication
check box to require the user to authenticate using 802.1X or click Next to
skip 802.1X configuration. If you select 802.1X Authentication, the CASE
Administrative Console displays the 802.1X Authenticating configuration
fields.

= From the 802.1X Authentication Type drop-down list, select the
802.1X authentication type. The options are: PEAP-MSCHAPV2,
EAP-TLS, or PEAP-TLS. If you select MSCHAPV2, the CASE
Administrative Console displays the Authentication Behavior
section.

~ |In the Authentication Behavior section, select the Use Windows
Credentials as default check box to use Windows Credentials as
default to authenticate, or use the Default User Name, Default
Password, and Default Domain name fields to enter the user
credentials.

= In the Server Certificate section, select the Validate Server
Certificate check box if you want to validate the server certificate.
Click on the (+) sign beside the Root Certificate Location field, click
Browse to navigate to your Root Certificate File and click Submit. In
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the Server Names field, enter the Server Names separated by a
colon. If you select the Validate Server Certificate check box, the
supplicant can only authenticate to a server that provides a certificate
signed by a trusted certificate authority. If you do not select the
Validate Server Certificate check box, the supplicant can
authenticate to any server.

= In the User Certificate section, click on the (+) sign beside the User
Certificate Location field, click Browse to navigate to your User
Certificate File and click Submit. Enter the certificate password in the
Password field. The CASE Administrative Console only displays the
User Certificate section if you select EAP-TLS or PEAP-TLS as the
802.1X Authentication Type.

10. Click Next. The CASE Administrative Console displays the OS page.

Figure 8 OS page

Create Network Profile

General | Connection || Authentication ﬂ

Step 4

Windows XP |v;

windows ¥ista [
windows 7 [

Nap Posture: -

11. In the Operating Systems section, select the operating systems that
apply to this network profile. The supported operating systems are:
Windows XP, Windows Vista, and Windows 7.

12. In the Client Nap Posture section, select the NAP Posture check box to
enable NAP for each supported OS. Clear the check box to disable NAP
for each supported OS.

13. Click Next. The CASE Administrative Console displays the Verification
page.

Figure 9 Verification

Create Network Profile

General | Connection | Authentication | 0S

Step 5

Yalidation URL: |http:.-".-"www.avaya.c:om
Example: HTTP:/fxyz.com

Post Transition URL: |http:.-".-"’www.thesource.avaya.con‘i
Example: HTTP:/fxyz.com
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14. (Optional) In the Validation section:

~ In the Validation URL field, enter the URL the CASE application uses
to verify connectivity after 802.1X configuration completes. The CASE
application uses this URL in an internal process to validate network
connectivity. This process begins with the verification that an IP
address is received and then the verification of reachability to the
configured validation URL.

« |n the Post Transition URL field, enter the URL that launches after
802.1X configuration completes. A web page launches after the user
moves to the secure network. As an example, you can use this process
for the Web-based authentication that may be required after the user
moves the secure network. As an additional example, you can use this
process to provide instructions to new employees as part of the on-
boarding process.

15. Click Next. The CASE Administrative Console displays the Create
Network Profile summary page.

Figure 10 Create Network Profile summary page

Create Network Profile

MNetwork Profile "Employee” to be created with the following information:

General

Mame: Employee
Description: Profile for employees
Splash Screen Banner:
NIC Selection: Autormnatic
Completion Behavior: Reside in systerm tray

Connection

Wired Connection: on

Authentication

8§02.1% Authentication: on
802.1% Authentication Type: PEAP-MSCHAPVE

Use Windows Credentials as on
default:

os
Operating Systems: Wwindows XP

Yerification

¥alidation URL: http://www . avaya.com
Post Transition URL: hitp://www thesource.avaya.com

16. Review the settings and click Confirm. The CASE Administrative Console
displays the new network profile in the Network Profiles list.
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Figure 11 Successfully Created Network Profile
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Editing a network profile
To edit a network profile:

1. In the CASE Administrative Console navigation pane, click Network
Profiles. The CASE Administrative Console displays the list of network
profiles.

2. Click on the name of the network profile you want to edit. The CASE
Administrative Console displays the General page.

Make the required changes.

To make changes on another screen, click on another tab. You can edit
any tab in any order. Note: Do not click Next to go to the next screen, as
this submits the network profile.

5. After you have finished editing the network profile, click Next to submit the
changes.

Deleting network profiles
The delete action allows you to delete one or more network profile entries at
a time.

To delete network profiles:

1. In the CASE Administrative Console navigation pane, click Network
Profiles. The CASE Administrative Console displays the list of network
profiles.

Select the check boxes beside the network profiles you want to delete.
From the Actions drop-down list, click Delete Network Profile. The

CASE Administrative Console displays the following message: “Are you
sure you want to delete the selected Profiles?”.

4. Click OK.

Deployment packages
After you create the network profiles, you can create a deployment package.
A deployment package can contain one or more network profiles. Any network
profile can be part of zero or more deployment packages.

Creating a deployment package
To create a deployment package:

1. In the CASE Administrative Console navigation pane, click Packages.
The CASE Administrative Console displays the Packages page.
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Figure 12 Packages page

AVAYA

idEngines

Packages

'h Hame Hetwork Profiles List Package Type

Mo records found.

2. From the Actions drop-down list, click Create New Package.

Figure 13 Actions > Create New Package
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The CASE Administrative Console displays the Create Package page.

Figure 14 Create Package page

Create Package
Package Details

* Name:l

Type: IFoIder 'I

Network Profiles

Checl all | Clear all

Hame Description
[T Guest Profile for guests
[T Contractor Profile for contractors
[T Employee Profile for employees
4| | »

Checl all | Clear all
General Config Details

Avava license Text{ will be prepended to the text provided by the
user, in the License area)

=

License:

[ Subrmit i[ Cancel i

3. Inthe Package Details section:
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= In the Name field, enter a name for the package.

~  From the Type drop-down list, select the package file type. The
options are: Folder, Zip, or Tar. Choose Folder if you want to deploy
the package to Access Portal.

4. In the Network Profiles section, select the check boxes beside network
profiles you want to include in the package.

5. Inthe General Config Details section, in the License field, enter License
text for the CASE application to display to the user before the CASE
application starts.

6. Click Submit. The CASE Administrative Console displays the new
deployment package in the Packages list.

Deleting deployment packages

The delete action allows you to delete one or more deployment package
entries at a time.

To delete deployment packages:
1. In the CASE Administrative Console navigation pane, click Packages.
The CASE Administrative Console displays the list of packages.

Select the check boxes beside the packages you want to delete.

From the Actions drop-down list, click Delete Package. The CASE
Administrative Console displays the following message: “Are you sure you
want to delete the selected Packages?”.

4. Click OK.

Deploying packages
You can only deploy a package directly to Access Portal if the package type
is Folder.

To deploy a package:

1. In the CASE Administrative Console navigation pane, click Packages.

2. Select the check boxes beside the packages you want to deploy.
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Figure 15 Select packages to deploy
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3. From the Actions drop-down list, click Deploy Package. The CASE
Administrative Console displays the following message: “Do you want to
deploy the selected Package?”.

PackangeZ

Figure 16 Actions > Deploy Package

Do you want to deploy the selected Package?

Cancel |

4. Click OK. The CASE Administrative Console displays the Deploy Package
screen.

Avaya Identity Engines Ignition Server
CASE Administration — Release 8.0
NN47280-603 01.01 Standard
April 2012



-33-

Figure 17 Deploy Package screen
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5. Inthe Package Details section, confirm that the package Name and Type
are correct. Note: The Type field must be Folder if you want to deploy the
package to Access Portal.
6. Inthe Deployment Details section:
In the Portal IP field, enter the IP address of the Access Portal.
« In the User Name field, enter a user name.
= In the Password field, enter a user password.
7. Click Submit.
Lab testing
Network users access CASE through their browser using an open SSID or a
guest VLAN. The CASE application automatically fixes the system’s
configuration, reconnects to the secure network, and guides the user through
the authentication process. After authentication, the CASE application verifies
network connectivity and connects the user to the network.
If you have a wired environment, follow the steps in “Wired usage” on page 33.
If you have a wireless environment, follow the steps in “Wireless usage” on
page 34.
Wired usage

This procedure assumes you have deployed the CASE package on Ignition
Access Portal. To demonstrate CASE in a wired scenario, use your laptop and
follow these steps:

1. Ensure that 802.1X is disabled on the laptop's supplicant.

2. Use an Ethernet cable to connect the laptop to an end-user port on the
switch.

3. Wait for the guest VLAN to be assigned. Verify that the laptop receives an
IP address on the guest VLAN.
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Open the browser and query the wizard-specific URL on the web server.
A web login page displays.

Click the Click here to apply CASE Security Profile link, and follow the
CASE flow.

Under certain conditions, you may be prompted to select your network
connection. If so, select the appropriate wired interface and click OK.

a. CASE begins analyzing your laptop, applying its configuration, and
reconnecting to the network.

b. In 802.1X environments, the Windows supplicant may prompt you to
authenticate.

c. Next, CASE waits to receive an IP address.

The final taskbar notification OR a message dialog appears, confirming
that you are connected to the secure network.

a. After CASE applies the settings, CASE minimizes into the System
Tray.

b. To revert your system to its original state, right click on the CASE icon
in System Tray and click on the Revert menu item.

Wireless usage
This procedure assumes you have an open (unsecured) SSID and that the
CASE deployment package is on a web server visible from that open SSID. To
demonstrate CASE in a wireless scenario, use your laptop and follow these
steps:

1.

@D

Ensure that the laptop does not have a profile for the secure SSID.
Connect the laptop to the open SSID.
Verify that the laptop receives an IP address on the open SSID.

Open the browser and query the wizard-specific URL on the web server.
A web login page displays.

Click the Click here to apply CASE Security Profile link, and follow the
CASE flow.

Under certain conditions, you may be prompted to select your network
connection. If so, select the appropriate wired interface and click OK.

a. CASE will begin analyzing your laptop, applying its configuration, and
reconnecting to the network.

b. In 802.1X environments, the Windows supplicant may prompt you to
authenticate.

c. Next, CASE waits to receive an IP address.
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7. The final taskbar notification OR a message dialog appears, confirming
that you are connected to the secure network.

a. After CASE applies the settings, CASE minimizes into the System
Tray.

b. To revert your system to its original state, right click on the CASE icon
in System Tray and click on the Revert menu item.
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CASE example

This chapter shows you how to deploy an Avaya Identity Engines Ignition
Client for Accessing Secure Enterprise (CASE) package that helps users
connect to a network in which users must connect via an Avaya wireless
controller. This chapter describes the intentions for deploying the network, the
hardware involved, the required configurations, and the end-user experience.

Overview of the CASE example

Background

You can deploy CASE in conjunction with an Avaya wireless controller and
Avaya Ignition Access Portal to provide a seamless, automated experience for
end-users accessing secure wireless networks. The Avaya Access Portal
web-hijack mechanism and customized web-login pages provide a fluid
mechanism to deliver the CASE package to the end-user. The end-user
experience begins when the user accesses an open SSID. The Avaya Access
Portal limits the end-user's network traffic and, as soon as the user attempts
to load any web page (generates any HTTP traffic), Avaya Access Portal
provides the end-user with a modified web-login page. On the modified web-
login page, the web-login fields are hidden. The modified web-login page
provides the user with a link to a CASE package, which automatically
configures the end-user for access to an 802.1X-based or pre-shared key-
based SSID and transitions the user to the secure network.

In this example, see “Network configuration” on page 38, the network is
divided into three logical networks: an open network, a secure guest network,
and a contractor network.

The hardware in the environment includes the following:

* Router (Avaya ERS 8600)

* Avaya ERS 5500 switch

e Avaya Wireless Controller 8100

* Avaya Access Point

* |dentity Engines Ignition (RADIUS) server

* Ignition Access Portal (web server)
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Figure 18 Network configuration
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The first logical network is an open network. This network acts as the entry-
point for unconfigured end-users. It is available only from wireless
connections, using the wireless SSID “open@enterprise.com”, an open,
broadcast SSID. It is an Internet-only network and requires web-based login.
It does not enforce any application-specific settings, such as firewall.
However, the web-hijack mechanism on this SSID encourages end-users
accessing this network to use one of the secure networks. This network is on
the 10.0.20/24 network.

The second logical network is the secure guest network. It is available only
from wireless connections and uses the wireless SSID
“guest@enterprise.com”, a broadcast SSID. It uses WPA-PSK (pre-shared
keys) with TKIP. Authentication uses the web-login capabilities of the Access
Portal. Using existing VLANS, it provides Internet-only access. This network is
on the 10.0.30/24 network.

The third logical network is the contractor network. It is available from
wireless connections using the SSID, “contractor @ enterprise.com”, an
802.1X, non-broadcast SSID. It uses WPA and TKIP. Authentication uses
PEAP/MSCHAPvV2. Using existing VLANS, it provides internal and external
access. This network is on the 10.0.40/24 network.
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Configuring the Ignition (RADIUS) server

The RADIUS server is an Identity Engines Ignition Server installation with
Ignition RADIUS installed. The RADIUS server authenticates users joining the
contractor network. It resides at 192.168.1.101 and has a RADIUS
authentication port of 1812. It is configured to allow PEAP/MSCHAPv2 and
TTLS authentications. Several user accounts were created and stored locally.
The entire 192.168.1/24 network is defined as a NAS client with the shared
secret “test.”

Configuring the Ignition Access Portal (web server)

The web server is an Ignition Access Portal installation. The portal hosts the
CASE deployment package. It resides at 192.168.1.100. The portal captures
the HTTP traffic and redirects the user to login page on port 8000 and 8001.

To support the web-based login, we need to create a user account on the
Access Portal. Under the Local User Manager tab, add a user with the name
“user1” and the password “useri1”.

Configuring the Avaya wireless controller
Interfaces

When an end-user accesses one of the SSIDs, their traffic needs to be sent
out through an interface on the controller. We need to create an interface for
each of the SSIDs. In doing so, we will use multiple VLANSs, but only the first
physical port.

Table 1 Interface configuration

Interface 1 Interface 2 Interface 3
Interface Name 10.0.20/24 10.0.30/24 10.0.40/24
VLAN Identifier 20 30 40
VLAN Name open guest contractor
Port Number 1 1 1

RADIUS authentication services

We need to define the RADIUS server that the wireless controller will use for
authentication. To do so, we will create a new RADIUS server. Use the
following CLI commands:

Wireless-Controller-8100(config-security)#radius profile test type auth
Wireless-Controller-8100(config-security)#radius server 192.168.1.100 test
Wireless-Controller-8100(config-security)#radius server 192.168.1.100 test
secret

Configure the RADIUS server according to the following table.
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Table 2 RADIUS configuration

Server Settings
Server Address 192.168.1.100
Shared Secret test
Port Number 1812
Profiles test
SSIDs

Next, we need to configure our SSIDs. We will create three SSIDs to support
our desired environment. Add the following three SSIDs:

SSID1
open @ enterprise.com

WCB8180(config-wireless)#network-profile 1
WCB8180(config-network-profile)#profile-name Open
WC8180(config-network-profile)#ssid open @ enterprise.com
WC8180(config-network-profile)#mobility-vian open

SSID2
guest@enterprise.com

WC8180(config-wireless)#network-profile 2
WCB8180(config-network-profile)#profile-name Secure-Guest
WCB8180(config-network-profile)#ssid guest@ enterprise.com
WCB8180(config-network-profile)#security-mode wpa-personal
WC8180(config-network-profile)#wpa2 versions-supported wpa2-and-wpa
WC8180(config-network-profile)#wpa2 key test1234
WC8180(config-network-profile)#mobility-vian guest

SSID3
contractor@enterprise.com

WCB8180(config-wireless)#network-profile 3
WCB8180(config-network-profile)#profile-name Contractor
WC8180(config-network-profile)#ssid contractor @ enterprise.com
WC8180(config-network-profile)#security-mode wpa-enterprise
WC8180(config-network-profile)#radius authentication-profile test
WCB8180(config-network-profile)#wpa2 versions-supported wpa2-and-wpa
WCB8180(config-network-profile)#wpa2 cipher-suite ccmp-and-tkip
WCB8180(config-network-profile)#mobility-vlan contractor
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Table 3 SSID configuration

SSID 1 SSID 2 SSID 3
Name Open Secure Guest Contractor
WLAN SSID open @enterprise.com guest@enterprise.com contractor@enterprise.com
Broadcast SSID |Yes Yes No
Interface Name  [10.0.20/24 10.0.30/24 10.0.40/24
Layer 2 Security [N/A WPA+WPA2 WPA+WPA2
RADIUS Server [N/A N/A 192.168.1.100
WPA2 Policy N/A N/A AES, TKIP
Auth Key Mgmt  [N/A PSK 802.1X
PSK Format N/A ASCII N/A

In this example, SSID 3 is set up for 802.1X. Because 802.1X is wireless
encryption and authentication in one, once the end-user is on the 802.1X
network, the connection is both encrypted and authenticated.

SSID 2, however, is set up for PSK. PSK is wireless encryption only, so once
the end-user is on the PSK network, the connection is merely encrypted. If the
network is to enforce authentication, it must be done using an additional
mechanism. In this example, the Secure Guest network uses PSK for
encryption and then uses the web-login capabilities of the Access Portal for
authentication.

Creating CASE packages

After you have performed the steps above, the network is functional and
secure, but, as with any secure network, users may have a difficult time
connecting to it for the first time. In the section below, we make the network
usable and supportable by creating a CASE Profile that guides users through
their initial connection to the secure network.

To begin

Log in to the CASE Administrative Console.

In the CASE Administrative Console navigation pane, click Network Profiles.
The CASE Administrative Console displays the Network Profiles page. If you
want to simplify the view in the Administrative Console, you may want to take
a moment now to delete any existing profiles you no longer need. Select the
check box in front of the name of each network profile you want to delete and
from the Actions drop-down list, click Delete Network Profile.

For this example, we will define two secure network profiles: “guest” and
“contractor”.
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Creating a secure guest network profile (guest@enterprise.com)
To create a secure guest network profile:

1.

N o o b~ 0D

11.

12.
13.
14.
15.
16.

17.

18.

19.

In the CASE Administrative Console navigation pane, click Network
Profiles.

From the Actions drop-down list, click Create New Network Profile.

In the Name field, enter “guest”.

In the Description field, enter “Secure Guest Network”.

In the Splash Screen Banner field, enter “Security Settings for Guests”.
Leave the Apply Settings Permanently check box clear.

Leave the NIC Selection at the default setting of Automatic. With
Automatic NIC selection, Access Portal automatically selects the network
interface on which the security settings will be applied.

In the Completion Behavior section, select the Reside in system tray
radio button.

Click Next to move to the Connection settings.

. In the Connection Method section, clear the Wired Connection check

box and select the Wireless Connection check box.

Under the Wireless Connection section, in the SSIDs text field, enter
“guest@enterprise”.

From the Authentication drop-down list, select WPAPSK.
From the Encryption drop-down list, select TKIP.

In the Network Key field, enter “secureguest”.

Click Next to move to the Authentication settings.

In this case there are no required 802.1X settings. Click Next to move to
Operating Systems selection.

In the Operating Systems section, select the check boxes for all of the
operating systems and click Next.

(Optional) In the Validation section:

~ In the Validation URL field, enter the URL the CASE application uses
to verify connectivity after 802.1X configuration completes.

« In the Post Transition URL field, enter the URL that launches after
802.1X configuration completes.

= Click Next.

Review the settings on the Create Network Profile summary page and
click Confirm to save the network profile.
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Creating a contractor network profile (contractor@enterprise.com)

1.

o > 0N

11.

12.
13.
14.
15.

16.
17.

18.

19.

In the CASE Administrative Console navigation pane, click Network
Profiles.

From the Actions drop-down list, click Create New Network Profile.
In the Name field, enter “contractor”.
In the Description field, enter “Contractor Network”.

In the Splash Screen Banner field, enter “Security Settings for
Contractors”.

Leave the Apply Settings Permanently check box clear.

Leave the NIC Selection at the default setting of Automatic. With
Automatic NIC selection, Access Portal automatically selects the network
interface on which the security settings will be applied.

In the Completion Behavior section, select the Reside in system tray
radio button.

Click Next to move to the Connection settings.

. In the Connection Method section, clear the Wired Connection check

box and select the Wireless Connection check box.

Under the Wireless Connection section, in the SSIDs text field, enter
“contractor @enterprise”.

From the Authentication drop-down list, select WPAZ2.
From the Encryption drop-down list, select TKIP.
Click Next to move to the Authentication settings.

In the Authentication Method section, select the 802.1X Authentication
check box and from the 802.1X Authentication Type drop-down list,
select PEAP-MSCHAPv2. Leave the other fields on this page at default.

Click Next to move to Operating Systems selection.

In the Operating Systems section, select the check boxes for all of the
operating systems and click Next.

(Optional) In the Validation section:

~ In the Validation URL field, enter the URL the CASE application uses
to verify connectivity after 802.1X configuration completes.

« In the Post Transition URL field, enter the URL that launches after
802.1X configuration completes.

= Click Next.

Review the settings on the Create Network Profile summary page and
click Confirm to save the network profile.
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Creating the CASE deployment package

1.

o & 0 b

7.

In the CASE Administrative Console navigation pane, click Packages.
From the Actions drop-down list, click Create New Package.

In the Name field, enter “secure_enterprise”.

Leave the Type field as Folder.

Select the check boxes beside the newly created network profiles: guest
and contractor.

(Optional) In the License text field, enter text to append to the Avaya
licensing agreement.

Click Submit to save the package.

Deploying the CASE package

1.
2.

6.

In the CASE Administrative Console navigation pane, click Packages.

Select the check box beside the newly created package:
secure_enterprise.

From the Actions drop-down list, click Deploy Package. The CASE
Administrative Console displays the following message “Do you want to
deploy the selected Package?”.

Click OK. The CASE Administrative Console displays the Deploy Package
screen.

In the Deployment Details section:
« In the Portal IP field, enter the IP address of the Access Portal.
« In the User Name field, enter the Access Portal Administrator name.

In the Password field, enter the Access Portal Administrator
password.

Click Submit.

Web-login page
We now point the standard web-login page on the Avaya Ignition Access
Portal to the CASESuccess.html page provided as a part of the CASE
Deployment package. This page contains the link(s) to the CASE Profiles
based on number of network profiles selected while creating a deployment
package. You can modify this html page to suite your needs to display the logo
and other instructions.

Important! It is strongly advised to not remove any Avaya Specific code
under the Script TAG.
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End-user experience

As the end-user enters the Enterprise premises, they will recognize the
broadcast, open SSID “open @enterprise.com” of our open network. The end-
user uses their wireless management software to attach to this SSID. After
attaching to the open SSID, the network capabilities of the end-user are
limited until the end-user opens a browser. When the end-user opens a
browser, the Ignition Access Portal presents the customized web-login page
used in this example.

Figure 19 Customized web-login page

Fcclress | ] hetp:(172.16.2.10:5000/index. php

AVAYA

idEngines

Welcorne! You have successfully signed into Enterprise Portal

Wwhat would you like to do?

Guests, it is Recornmended your computer be migrated to the secure networle, Your privacy will be protected through the use of encryption. Enable Guest Security

Contractors, it is Required that your computer be migrated to enterprise network, Enable Contractor Security by clicking here,

From this initial page, the end-user has the option to enable security or
continue with the web-based logon on this insecure SSID. When the end-user
selects either Enable Guest Security or Enable Contractor Security, they
begin the CASE experience.

Depending on the browser support for ActiveX or Java Applet, the CASE
launches. The CASE begins the process by presenting the Licence
Agreement dialog loaded with licensing terms.

Figure 20 Licence agreement

Licence Agreement

<4 Thiz iz a place holder for Avapa Licenze text. > »\Welcome to Avaya Metwork

If you accept all the terms of the agreement,chooze | Agree to continue, You must accept
the agreement to run CASE.

| Agree | Cancel
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After the end user accepts the licensing terms, the CASE application starts
analyzing the current settings. The CASE application then downloads the
Network Profile hosted on the Portal and starts applying the settings for the
Network Interface.

Figure 21 CASE applies the settings

ldentity Engines
AVAyA CASE Client

Security Settings for Contractors

Connected to the portal

1.0.0.0 rBuild 22750

Summary

Depending on the configuration of the user's computer, CASE displays
various status messages on the screen. After CASE updates the network
interface with the secure settings, the user is prompted for user credentials to
authenticate if the user is joining the contractor network.

For the authentication to succeed, the user must have a valid user record in

the Ignition appliance. Once configured, the system is migrated to the secure
network. The user is automatically transferred to the secure network in about
60 seconds.

The CASE application and the web-hijacking capabilities of Ignition Access
Portal, provide end-users with an intuitive and hassle-free migration to secure
networks. The CASE application and Ignition Access Portal allow
Administrators to deploy network security without burdening support staff and
frustrating end-users.
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Troubleshooting

This chapter lists solutions for common errors that can occur when configuring
Avaya Identity Engines Ignition Client for Accessing Secure Enterprise
(CASE) Administrative Console or running the CASE application.

Troubleshooting common problems

The following sections offer solutions and workarounds for commonly
reported issues:

Logging

e The CASE Administrative Console log file contains entries regarding
potential issues and exceptions. The CASE Administrative Console log file
is located at: <TOMCAT_INSTALL_DIR>/webapps/AdminConsole/logs/
AdminConsole.log

* You can use the CASE application logs to troubleshoot errors that can
occur when executing the CASE application. The CASE application does
not delete the CASE application log file after reverting the settings. New
logs are appended to the end of the CASE application log file including
when the CASE application is executed multiple times.

~  To access the CASE application logs, from the system tray menu, click
Show Logs.

Figure 22 Accessing the CASE application logs

Revert Settings

Abouk Avaya CHSE

Exit

Problem: Browser reports certificate errors when attempting to connect
to the CASE Administrative Console
Solution: Refer to “Setting up Tomcat to require HTTPS connections” on
page 15.
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Problem: OS not supported
Solution: Make sure that correct supported OS network profile was
downloaded.

Problem: Invalid administrator credentials
Solution: Make sure that correct credentials are given in the Network profiles
when deploying on non-admin clients.

Problem: Failed to deploy EAP-PEAP/TLS or EAP-TLS
Solution: Choose the “show logs” option from the CASE system tray menu
and look for the key word “Error”. For example, “Error: ImportPerCert: Error in
PFXImportCertStore. Probably password incorrect.” means the password for
installing client certificate is not correct.

Problem: Failed to deploy network profiles with error “configured
supplicant failed”
Solution: Choose the “show logs” option from the CASE system tray menu
and look for the key word “Error”. For example, “Error: selected Interface does
not match with connection settings.” means the client chose the incorrect
network profile such as trying to apply a wireless network profile on a wire
network connection.
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