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Chapter 1: Introduction

Purpose
The Configuration Avaya Identity Engines Ignition Guest Tunneling explains how to install,
configure, and manage Ignition Guest Tunneling (IGT).

Related resources

Training
Ongoing product training is available. For more information or to register, you can access the Web
site at http://avaya-learning.com/.

Viewing Avaya Mentor videos
Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot Avaya
products.

About this task
Videos are available on the Avaya Support website, listed under the video document type, and on
the Avaya-run channel on YouTube.

Procedure
• To find videos on the Avaya Support website, go to http://support.avaya.com and perform one

of the following actions:

- In Search, type Avaya Mentor Videos to see a list of the available videos.

- In Search, type the product name. On the Search Results page, select Video in the
Content Type column on the left.
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• To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and
perform one of the following actions:

- Enter a key word or key words in the Search Channel to search for a specific product or
topic.

- Scroll down Playlists, and click the name of a topic to see the available list of videos posted
on the website.

Note:

Videos are not available for all products.

Subscribing to e-notifications
Subscribe to e-notifications to receive an email notification when documents are added to or
changed on the Avaya Support website.

About this task
You can subscribe to different types of general notifications, for example, Product Correction
Notices (PCN), which apply to any product or a specific product. You can also subscribe to specific
types of documentation for a specific product, for example, Application & Technical Notes for
Ethernet Routing Switch 8800.

Procedure
1. In an Internet browser, go to https://support.avaya.com.

2. Type your username and password, and then click Login.

3. Under My Information, select SSO login Profile.

4. Click E-NOTIFICATIONS.

5. In the GENERAL NOTIFICATIONS area, select the required documentation types, and then
click UPDATE.

Related resources
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6. Click OK.

7. In the PRODUCT NOTIFICATIONS area, click Add More Products.

8. Scroll through the list, and then select the product name.

9. Select a release version.

10. Select the check box next to the required documentation types.

Introduction
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11. Click Submit.

Searching a documentation collection
On the Avaya Support website, you can download the documentation library for a specific product
and software release to perform searches across an entire document collection. For example, you
can perform a single, simultaneous search across the collection to quickly find all occurrences of a
particular feature. Use this procedure to perform an index search of your documentation collection.

Before you begin
• Download the documentation collection zip file to your local computer.
• You must have Adobe Acrobat or Adobe Reader installed on your computer.

Procedure
1. Extract the document collection zip file into a folder.

2. Navigate to the folder that contains the extracted files and open the file named
<product_name_release>.pdx.

3. In the Search dialog box, select the option In the index named
<product_name_release>.pdx.

4. Enter a search word or phrase.

5. Select any of the following to narrow your search:

• Whole Words Only

• Case-Sensitive

• Include Bookmarks

Searching a documentation collection
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• Include Comments

6. Click Search.

The search results show the number of documents and instances found. You can sort the
search results by Relevance Ranking, Date Modified, Filename, or Location. The default is
Relevance Ranking.

Support
Go to the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.

Introduction

10     Configuring Avaya Identity Engines Ignition Guest Tunneling September 2015
Comments on this document? infodev@avaya.com

http://support.avaya.com
mailto:infodev@avaya.com?subject=Configuring Avaya Identity Engines Ignition Guest Tunneling


Chapter 2: New in this release

The following section detail what is new in Configuring Avaya Identity Engines Ignition Guest
Tunneling for Release 9.1.1.

Ignition Guest Tunneling Enhancements
Following are the Ignition Guest Tunneling (IGT) enhancements for release 9.1.1.

• IGT is enhanced to support up to 300 WLAN 9100 APs and handle up to 5000 simultaneous
clients per Virtual Machine instances.

• IGT has been tested successfully with RFC 2544 Test suite.

Other Changes
See the following section for information about changes that are not feature-related:

• Added images of IGT interfaces configuration and IGT interfaces mapping in Network
configuration for IGT section, see Network configuration for IGT on page 15.

• Added a note to configure all interfaces to a separate subnet and changed the example
accordingly, see Configuring IGT virtual appliance on page 20.

• Replaced the Display Guest Tunneling Status image to maintain the uniformity of IP subnets,
see Displaying Guest Tunneling Status on page 24.

• Replaced the IGT High Availability image to maintain the uniformity of IP subnets, see IGT
High Availability on page 47.

• Added a Checklist and FAQs for IGT Network Configuration in Troubleshooting section, see 
IGT Network Configuration Checklist on page 22.
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Chapter 3: IGT Introduction

Avaya Identity Engines Ignition Guest Tunneling (IGT) virtual appliance is an Avaya Identity Engines
portfolio product which provides Wireless Local Area Network (WLAN) 9100 guest user traffic
isolation solution using Generic Routing Encapsulation (GRE) tunneling technology.

Common Guest Network Isolation
Guest Network Isolation is a security requirement for network access control to separate the guest
traffic from intranet and to separate intranet from guest traffic.

Common Guest Network Isolation method includes:

• Mapping Service Set Identifier (SSID) and VLAN
• Tunneling from WLAN controller to Demilitarized Zone (DMZ)
• Enforcing through security policy and Firewall

Guest Network Isolation for IGT
IGT uses Guest Network Isolation to separate the guest traffic from intranet and to separate intranet
from guest traffic.

Guest Network Isolation method for IGT includes:

• Mapping SSID and VLAN
• Tunneling to IGT through the SSID and GRE tunneling

Use case examples
Following are the two use cases of GRE-based Guest Network isolation.

GRE-based Guest Isolation Deployment
GRE-based Guest Isolation Deployment deals with isolating guest traffic by making use of IGT and
IDE Access Portal that acts as an external captive portal. The IGT’s IN-interface is configured as the
remote end point on the AP 9100. The AP tunnels the guest traffic to the IGT appliance. The
appliance on receiving client traffic, decapsulates the packets and forwards it to the Access Portal.
The Access Portal OVA can be deployed on the same server that hosts the IGT appliance. In this
situation, the OUT interface of IGT is connected to the IN interface of the Access Portal. A Dynamic
Host Configuration Protocol (DHCP) server can reside on the IN interface of the Access Portal. The
OUT interface of Access Portal will be connected to the Internet or DMZ. Hence, guest traffic is
routed from the AP to the guest tunneling appliance and later through the access portal. In case, the
access point sends out client traffic on different VLAN, then IGT needs to be configured to strip the
VLAN tag and forward the client traffic to the access portal as untagged.
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GRE-based Traffic Isolation Deployment
In GRE-based Traffic Isolation Deployment there is no captive portal. The AP to guest tunneling
appliance connectivity remains similar to the GRE-based Guest Isolation Deployment. The IGT
instead of forwarding the guest traffic to the access portal after decapsulating, forwards it to the next
hop switch that in turn forwards the packet to the internet or DMZ through a firewall similar to how
the rest of traffic is forwarded. This scenario supports both tagged and untagged client traffic with
suitable modifications on the ESXi server.
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Chapter 4: Installing IGT

This chapter describes the procedure to install Ignition Guest Tunneling (IGT) as a virtual appliance
on a VMware ESXi server.

System requirements
The following table describes the minimum system requirements to install IGT:

Software Software Compatibility Comments
Ignition Guest Tunneling • VMware ESXi versions 5.1 or

5.5

• Installation on a VMware ESXi
server is done using an OVA file
which already incorporates the
OS Red Hat Enterprise Linux.

• The VM requires a x86_64
capable environment

• Number of CPUs - minimum 2
Dual-core CPUs

• Memory - minimum 4GB

• Storage (HDD or Flash) -
minimum 20GB (VMware thin
provisioning is allowed)

• Minimum 1 physical NIC
(preferably 3 NICs.
Management, IN and OUT)

• See https://www.vmware.com/
for a list of supported hardware
platforms for ESXi.

Warning:

Avaya provides Ignition Guest Tunneling as a Virtual Appliance. Do not install or configure any
other software on the VM shipped by Avaya.

• Avaya does not support the installation of any VMware specific, Red Hat Enterprise Linux
(RHEL) specific, or any third-party vendor package or Red Hat Package Manager (RPM)
on its VM, other than what Avaya ships as a package, image, or OVA.

• Do not install or uninstall any software components unless Avaya specifically provides the
software and/or instructs you to do so. Do not modify the configuration or the properties of
any software components of the VMs (including VMware Tools) unless Avaya
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documentation and/or personnel specifically instructs you to do so. Avaya does not support
any deviation from these guidelines.

• Avaya determines which VMware Tools to install and configure. When required, Avaya
provides these tools as part of the installation package. VMware Tools configures the
kernel and network settings and unless Avaya tests and approves these tools, Avaya
cannot guarantee that the VM will work after the tool is installed and configured.

Note:

In this release, Avaya do not support installing VMware tools.

Network configuration for IGT
IGT has three network interfaces:

• Management Interface (br0) is a vSwitch Port Group instance dedicated for management of
the devices. All the devices used in IGT provides Web or CLI based administration. Hence,
having dedicated interface for management provides more security and agility.

• AP Interface (br1) is a vSwitch Port Group instance dedicated for AP and Guest Tunneling
GRE connectivity.

• Mobility Interface(br2) is a vSwitch Port Group instance dedicated for Wireless LAN clients.
All wireless client IP addresses and Ignition Access Portal IN interface will be part of Mobility
VLAN subnets.

Network configuration for IGT
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Figure 1: IGT Architecture
IGT interface shall be configured as shown below.

Figure 2: IGT interfaces configuration
IGT maps bridge interfaces (br0, br1 and br2) to linux interfaces (eth0, eth1 and eth2)
respectively as shown below.

Figure 3: IGT interface mapping

Installing IGT
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Configuration Overview
Follow the below procedures in sequence to install and configure IGT:

1. Install VMware ESXi server. For more information, see Installing IGT virtual appliance on
page 17.

2. Install Avaya WLAN 9100 Wireless Orchestration System (WOS). For more information, see 
Installing WLAN 9100 Wireless Orchestration System on page 19.

3. Configure Ignition Guest Tunneling. For more information, see Configuring IGT virtual
appliance on page 20.

4. Configure AP GRE tunnel through WOS / WMI. For more information, see WLAN 9100
Configuration using WOS / WMI on page 29.

Installing IGT virtual appliance
About this task
Avaya recommends that you use VMware vSphere Client to deploy the VM into your system. Start
the VMware vSphere Client and log in to the ESXi server on which you want to install IGT.

Procedure
1. Select File > Deploy OVF Template from the vSphere Client.

2. Click Browse to select the location to import the IGT virtual appliance and click Next.

3. Click Accept to accept the license and click Next.

4. Enter a Name for the virtual machine and click Next.

5. Select one of the following format to store the virtual disks and click Next.

• Thick Provision Lazy Zeroed : Creates a virtual disk in a default thick format. Space
required for the virtual disk is allocated when the virtual disk is created.

• Thick Provision Eager Zeroed: A type of thick virtual disk that supports clustering
features such as Fault Tolerance. Space required for the virtual disk is allocated
at creation time. This format takes longer time to create disks than to create other types of
disks.

• Thin Provision: For the thin disk, you provision as much datastore space as the disk
would require based on the value that you enter for the disk size. Uses only as much
datastore space as the disk needs for its initial operations.

By default, Thick Provision Lazy Zeroed format is selected.

Configuration Overview
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6. Associate the IGT network interfaces to the correct VM network, based on site configuration.

7. Review your settings. Click Finish to start the import.

Note:

Ensure that the Promiscuous mode is set to Accept for the newly created OUT
interface.

By default, a guest operating system's virtual network adapter only receives frames that
are meant for it. Because, IGT is acting as a tunneling server for the wireless clients, it
has to check for packets that are meant to the wireless clients. Placing the guest's
network adapter in promiscuous mode causes it to receive all frames passed on the
virtual switch that are allowed under the VLAN policy for the associated port group.

8. Set the Promiscuous Mode to Accept for the newly created network. For more information,
see Setting Promiscuous Mode for newly created network on page 19

9. Select the VM created from the tree on the left side of the vSphere Client window.

10. Start IGT by clicking the Power on the virtual machine link in the Getting Started tab.

You can see the Avaya Ignition Guest Tunneling summary in the Summary tab.
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Setting Promiscuous Mode for newly created network
About this task
Set the Promiscuous Mode to Accept for the newly created OUT interface.

Procedure
1. Click VMware ESXi IP address on the left of the vSphere Client.

2. Navigate to Configuration tab.

3. In the Hardware section, click Networking

4. Click Properties of the Standard Switch: vSwichx.

5. Select the new network created and click Edit.

6. Select the Security tab.

7. Select the Promiscuous Mode check box.

8. Select Accept from the drop-down list and click OK.

In the vSwitchx Properties window in the Effective Policies section, you can see the
Promiscuous Mode changed to Accept.

9. Click Close to close the vSwitchx Properties window.

Installing WLAN 9100 Wireless Orchestration System
About this task
This section describes the procedure to install Avaya WLAN 9100 Wireless Orchestration System
(WOS) on ESXi Server. For more information about using the WOS, see Using the Avaya Wireless
Orchestration System, NN47252-103.

Before you begin
Start the VMware vSphere Client and log in to the ESXi server on which you want to install Avaya
WLAN 9100 WOS.

Procedure
1. Select File > Deploy OVF Template from the vSphere Client.

2. Click Browse to select the location to import the Avaya WLAN 9100 WOS and click Next.

3. Enter the Name of the virtual machine and click Next.

4. Select one of the following format to store the virtual disks and click Next.

• Thick Provision Lazy Zeroed: Creates a virtual disk in a default thick format. Space
required for the virtual disk is allocated when the virtual disk is created.
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• Thick Provision Eager Zeroed: A type of thick virtual disk that supports clustering
features such as Fault Tolerance. Space required for the virtual disk is allocated at
creation time. This format takes longer time to create disks than to create other types of
disks.

• Thin Provision: For the thin disk, you provision as much datastore space as the disk
would require based on the value that you enter for the disk size. Uses only as much
datastore space as the disk needs for its initial operations.

By default, Thick Provision Lazy Zeroed format is selected.

5. Associate the IGT network interfaces to the correct VM network, based on site configuration.

6. Review your settings. Click Finish to start the import.

7. Select the VM created from the tree on the left side of the vSphere Client window.

8. Start Avaya WLAN 9100 WOS by clicking the Power on the virtual machine link in the
Getting Started tab.

You can see the Avaya WLAN 9100 WOS summary in the Summary tab.

Configuring IGT virtual appliance
About this task
After you power on the IGT VM, configure the VM settings to start Ignition Guest Tunneling.

Procedure
1. Power on the VM and launch the Ignition Guest Tunneling console.

2. Enter the username and password. The default username and password is admin and
admin.
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3. Configure the management interface:

interface br0 ipaddr <IP Address>/<netmask>
4. Configure the inbound interface:

interface br1 ipaddr <IP Address>/<netmask>
5. Configure the outbound interface:

interface br2 ipaddr <IP Address>/<netmask>
6. Configure the default route for the inbound interface:

route add <subnet>/<prefix> <gateway>
Note:

• Setting a default route to bridge interface is optional. Ensure that the network
connectivity with AP is Up.

• Ensure that br0 bridge interface should not be configured with the default route.
Because, packets that do not belong to br1 and br2 will get routed over br0 interface.
This can cause leakage of traffic into the br0 network.

• Promiscuous mode should be enabled only on br2 interface and it should be marked
as Reject on other interfaces.

• All the interfaces must be configured to a separate subnet and br2 interface must be
in the same IP subnet range of the wireless client.

7. Configure the static route for the management interface:

route add <subnet>/<prefix> <gateway>
Example
Following is the example to configure IGT interfaces.

Configuring IGT virtual appliance
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IGT Network Configuration Checklist
The following table lists all the check points for IGT network configuration.

Check if all the listed points are TRUE, if any of the points are FALSE, see FAQs on page 51.

No. Task

1. The command Show Interface
displays the bridges (br0, br1, and br2)
created by default.

2. Bridges (br0, br1 and br2) are
configured in different IP subnets.

3. br0 IP address is reachable from the PC
used for accessing the IGT WebUI.

4. Access Point IP address reachable from
IGT using source address as br1 IP
address.

5. br2 IP address configured is in the
wireless clients’ IP subnet range.

6. br2 IP address is reachable from
Access Portal IN interface.
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IGT Web User Interface
Launch IGT Web User Interface to import, export the GRE Tunnel configuration .csv or .tar file, add,
display or delete the GRE Tunnel in the IGT appliance.

Follow the below steps to configure and manage IGT GRE tunnel:

• Add GRE Tunnel. For more information, see Adding GRE tunnel on page 23.

• Display GRE Tunnel Status. For more information, see Displaying Guest Tunneling Status on
page 24.

• Import GRE Tunnel. For more information, see Importing GRE tunnel on page 24.

• Export GRE Tunnel. For more information, see Exporting GRE Tunnel on page 25.

Adding GRE tunnel
About this task
Add individual GRE tunnel into IGT.

Procedure
1. In a supported web browser, enter the IP address of IGT Appliance management (https://

<IGT Appliance mgmt IP address>).

2. Enter User ID and Password. The default User ID and Password is admin and admin.

3. In the Tunnel menu, click Add to add new GRE tunnel.

4. Enter the tunnel remote endpoint.
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5. Click Add to save the new GRE tunnel.

The user interface adds the tunnel remote endpoint into IGT and displays the success
message.

Displaying Guest Tunneling Status
About this task
Display the status of Guest Tunneling.

Procedure
1. In the Tunnel menu, click Display to display the status of Guest Tunneling.

The Display Guest Tunneling Status window appears listing all the Guest Tunneling
information.

2. (Optional) To remove a Tunnel, select the required tunnel check box and click Delete.

3. (Optional) Click Refresh to refresh the Guest Tunneling Status table.

Importing GRE tunnel
About this task
Import the GRE tunnel configuration .csv file from WLAN 9100 Orchestration server.

Procedure
1. In the Tunnel menu, click Import.

2. Browse and select the .csv file from your local hard disk.
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The .csv is exported from the WOS to configure the GRE Tunnels on IGT. For more
information see, Exporting WLAN Access Points configuration on page 33

3. Click Import to import the .csv file.

The user interface parses the .csv file and import only tunnel information into the IGT .

After parsing, it displays a success message with the count of tunnels added.

Exporting GRE Tunnel
About this task
Export GRE tunnel from IGT.

Note:
Ensure to take backup of the GRE Tunnels before making any config changes, because when
IGT VM is upgraded it replaces it with a new VM.

Procedure
1. In the Tunnel menu, click Export.

The Export tunnel remote endpoint window appears.

2. Click Export to export the GRE tunnel.

The Save as window appears.

3. Select the location in your local hard disk to save the .tar file.

Configuring IGT GRE Tunnel VLAN
About this task
Configure the IGT GRE tunnel VLAN to untag the VLAN traffic.

Procedure
1. In the VLAN menu, click Config.

The Guest VLAN Untagging Configuration window appears.

2. Enter the Guest VLAN ID for which you want the IGT to untag the VLAN traffic and forward.

Enter VLAN ID range between 1 and 4095.

3. Click Untag VLAN.

The VLAN ID entered gets configured as Guest Tunnel VLAN.

Configuring IGT GRE Tunnel VLAN
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Managing IGT GRE Tunnel System
Use the following procedures to backup system configuration, restore it, configure Maximum
Segment Size (MSS) and logout of the appliance.

• Backup System Configuration. For more information, see Taking Backup of IGT System
Configuration on page 26.

• Restore System Configuration. For more information, see Restoring IGT System
Configuration on page 26.

• TCP MSS Value Configuration. For more information, see Configuring TCP MSS value on
page 27.

• Logout. For more information, see Logging out of Guest Tunneling Appliance on page 27.

Taking Backup of IGT System Configuration
About this task
Take Backup of IGT system configuration.

Note:
• The IGT system backup does not contain Tunnel and VLAN configuration. For more

information on exporting tunnel configuration, see Exporting GRE Tunnel on page 25
• Ensure to take backup of the IGT system configuration before making any configuration

changes, because when IGT VM is upgraded it replaces it with a new VM.

Procedure
1. In the System menu, click Backup.

2. Click Export.

The Save as window appears.

3. Select the location in your local hard disk to save the .tar file.

4. Click Save to save the .tar file.

Restoring IGT System Configuration
About this task
Restore the IGT system configuration.

Procedure
1. In the System menu, click Restore.

2. Click Browse to select the Backup .tar file from your local hard disk.

3. Click Import to restore the system configuration.
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Note:

System will reboot automatically after import.

Configuring TCP MSS value
About this task
Configure TCP Maximum Segment Size (MSS) value to change the default value 1350 bytes.

Procedure
1. In the System menu, click MSS.

2. Uncheck the Use Default check box and enter the TCP MSS value (TCP MSS value ranges
between 577 and 1422 bytes).

3. Click Save.

MSS value gets saved and displays a success message.

Logging out of Guest Tunneling Appliance
About this task
Logout from Guest Tunneling appliance.

Procedure
In the System menu, click Logout.

The Guest Tunneling Appliance login page is displayed.

Managing IGT GRE Tunnel System
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Migrating IGT to new version
About this task
Migrate IGT VM instances to new version.

Before you begin
• Take a backup of the System Configuration of your current version. For more information, see 

Taking Backup of IGT System Configuration on page 26.
• Take a backup of the Tunnel Configuration of your current version. For more information, see 

Exporting GRE Tunnel on page 25.

Procedure
1. Login to the ESXi Server to shut down the IGT current version.

2. Expand vSphere Client IP address and click IGT VM.

3. In the Getting Started tab, click Power Off the virtual machine.

4. After shutting down the IGT VM, deploy the new version IGT VM. For more information, see 
Installing IGT virtual appliance on page 17.

5. Restore the System Configuration. For more information, see Restoring IGT System
Configuration on page 26.

Restore the System Configuration using the previous version System Configuration backup
file.

6. Restore the Tunnel Configuration. For more information, see Importing GRE tunnel on
page 24.

Restore the Tunnel Configuration using the previous version Tunnel Configuration backup
file.
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Chapter 5: WLAN 9100 Configuration using
WOS / WMI

GRE Tunnel configuration on WLAN 9100 access points can be done through WLAN 9100 WOS
and Access Point Web Management Interface (WMI).

WLAN 9100 WOS is a management application used to manage multiple access points. For more
information about configuring GRE tunnel on WLAN 9100 WOS, see GRE Tunnel Configuration on
WLAN 9100 Orchestration System on page 29.

Access Point WMI is a GUI used to manage a single access point. For more information about
configuring GRE tunnel on WLAN 9100 WMI, seeGRE Tunnel Configuration on WLAN 9100 Web
Management Interface on page 34.

GRE Tunnel Configuration on WLAN 9100 Orchestration
System

Use the following procedure in sequence to configure GRE tunnel on WLAN 9100 Orchestration
System.

1. Launching WLAN 9100 Orchestration System. For more information, see Launching WLAN
9100 Orchestration System on page 29.

2. Configuring SSID. For more information, see Configuring SSID using WLAN 9100
Orchestration System on page 30.

3. Configuring GRE tunnel. For more information, see Configuring GRE tunnel on WLAN 9100
Orchestration System on page 31.

4. Associating the GRE tunnel to SSID. For more information, see Associating the GRE tunnel
to SSID on page 32.

5. Exporting WLAN Access Point configuration. For more information, see Exporting WLAN
Access Points configuration on page 33.

Launching WLAN 9100 Orchestration System
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About this task
Launch WLAN 9100 Orchestration System to configure tunnel.

Procedure
1. In a supported web browser, enter the IP address of the WOS (https://<WOS IP Address>).

2. Enter the Username and Password. The default Username and Password is admin and
admin.

Configuring SSID using WLAN 9100 Orchestration System
About this task
Configure SSID on AP using WLAN 9100 Orchestration System.

Procedure
1. Go to Monitor > Access Points > <AP instance> > Configuration.

2. Click SSIDs > SSID Management.

WLAN 9100 Configuration using WOS / WMI
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3. Enter the Name of SSID that you want to add.

4. Click Add SSID.

5. Click Apply Config to save the configuration.

Configuring GRE tunnel on WLAN 9100 Orchestration System
About this task
Configure GRE tunnel on AP using WLAN 9100 Orchestration System.

Procedure
1. Go to Monitor > Access Points > <AP instance> > Configuration.

2. Click on Tunnels > Tunnel Management.
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3. Click Add. The Add new tunnel window displays.

To edit existing tunnel information, select the tunnel and click Edit.

4. Select Type as gre from the drop-down list.

5. Enter the Local EndPoint IP address (Access Point address).

6. Enter the Primary Remote EndPoint IP address (IGT inbound interface IP).

7. (Optional) Enter the Secondary Remote EndPoint IP address, for failover and redundancy
purposes.

8. Click Add.

9. Click Apply Config to save the configuration.

Associating the GRE tunnel to SSID
About this task
Associate the GRE tunnel to SSID using WLAN 9100 Orchestration System.

Procedure
1. Go to Monitor > Access Points > <AP instance> > Configuration.

2. Click SSID Assignments.
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3. Select the SSID check box to associate the GRE tunnel to SSID.

4. Click Apply Config to save the configuration.

Exporting WLAN Access Points configuration
About this task
Export the Access Points configuration in .csv format.

Procedure
1. Go to Configure > Access Point Configuration > Access Points.

2. Click Export link.

3. Browse and select the .csv file.
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4. Click Export.

GRE Tunnel Configuration on WLAN 9100 Web
Management Interface

Use the following procedure in sequence to configure GRE tunnel on WLAN 9100 Web
Management Interface (WMI).

1. Launching the WLAN 9100 WMI. For more information, see Launching WLAN 9100 Web
Management Interface on page 34.

2. Configuring SSID. For more information, see Configuring SSID on Avaya WLAN 9100
WMI on page 35.

3. Configuring GRE tunnel. For more information, see Configuring GRE tunnel on Avaya WLAN
9100 WMI on page 36.

4. Associating GRE tunnel to SSID. For more information, see Associating the GRE tunnel to
SSID on page 37.

Launching WLAN 9100 Web Management Interface
About this task
Launch WLAN 9100 Web Management Interface to configure tunnel.
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Procedure
1. In a supported web browser, enter the IP address of the AP (https://<AP IP Address>).

2. Enter the Username and Password. The default Username and Password is admin and
admin.

Configuring SSID on Avaya WLAN 9100 WMI
About this task
Configure SSID on AP using Avaya WLAN 9100 Web Management Interface.

Procedure
1. Go to Configurations > SSIDs > SSID Management.

2. Enter the Name of the SSID.

3. Click Create.

A message box is displayed with the following note:

“Note: New SSID created is disabled. Enable after configuration.”

4. Click OK.

5. Select the Enabled check box.
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6. Click Save icon on top right corner below the Logged in as: username.

Configuring GRE tunnel on Avaya WLAN 9100 WMI
About this task
Configure GRE tunnel on AP using WLAN 9100 Web Management Interface.

Procedure
1. Go to Configuration > Tunnels > Tunnel Management.

2. Enter the New Tunnel Name and click Create.

A message box is displayed with the following note:

“Note: New tunnel created is disabled. Enable after configuration”.

3. Click OK.

4. Select the Enabled check box.

5. Select the Type to gre from the drop-down list.

6. Enter the following endpoints.

• Local Endpoint (the AP address).

• Primary remote Endpoint (the Ignition Guest Tunneling inbound interface IP).

• Secondary remote Endpoint for failover and redundancy purposes.

7. Click Save icon on the right-top corner.
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Associating the GRE tunnel to SSID
About this task
Associate the GRE tunnel to SSID using Avaya WLAN 9100 Web Management Interface.

Procedure
1. Go to Configuration > Tunnels > SSID Assignments.

2. Select the SSID check box to associate it with the GRE tunnel.

3. Click Save icon on the right-top corner.
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Chapter 6: Configuring AP 9100 and IGT to
support VLANs

The AP 9100 supports VLAN tagging. After configuring the AP 9100, it sends encapsulated client
traffic through transport VLAN (tunnel VLAN) to IGT. The IGT decapsulates the packets received on
the GRE tunnel, removes the tagging on the VLAN and forwards the untagged packet to the Ignition
Access Portal.

Configuring VLANs on AP 9100
About this task
Configure client VLANs on AP 9100.

Procedure
1. In a supported browser, enter the IP address of the AP (https://<AP IP Address>).

2. Enter the Username and Password. The default Username and Password is admin.

3. Go to Configuration > VLANs > VLAN Management.

4. Enter the New VLAN Name and Number.

5. Click Create.

Create two VLANs, one for client traffic and another for tunneling.

6. (Optional) Add an interface IP in case a static IP address is being assigned.

7. (Optional) Select the DHCP check box, in case an external DHCP server is configured to
grant an IP for these VLANs.

8. (Optional) Select the Management check box to enable Management, in case management
traffic needs to flow on these VLANs.

9. Create a new SSID and enable it. For more information, see Configuring SSID on Avaya
WLAN 9100 WMI on page 35.

Assign the created guest VLAN to the SSID that is being used for guests to connect.

10. Select the VLAN to the SSID from VLAN ID / Number drop-down list, in the SSID
Management page.
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11. Create a GRE tunnel to associate with the SSID you created. For more information, see 
Configuring GRE tunnel on Avaya WLAN 9100 WMI on page 36.

Note:

When you create a GRE tunnel on the AP, ensure that the tunnel’s local end point IP
address is same as the Tunnel VLAN that is created.

12. Click Save icon on the right-top corner.

Configuring Tunnel VLAN on AP 9100
About this task
Configure tunnel VLAN on AP 9100.

Procedure
1. Create GRE tunnel. For more information, see Configuring GRE tunnel on Avaya WLAN

9100 WMI on page 36.

2. Go to Configuration > VLANs > VLAN Management.

3. Enter New VLAN Name and Number.

4. Click Create.

The newly created tunnel VLAN list appears.

5. (Optional) Add an interface IP in case a static IP address is being assigned.

6. (Optional) Select the DHCP check box, in case an external DHCP server is configured to
grant an IP for these VLANs.

7. (Optional) Select the Management check box to enable Management, in case management
traffic needs to flow on these VLANs.

8. Enter the IP Address.

Ensure that the GRE tunnel’s Local Endpoint and Tunnel VLAN IP Address should be the
same.

9. Enter the Subnet Mask.

10. Click Save icon on the right-top corner.

Configuring VLAN on ESXi Server for IGT IN interface
About this task
Configure VLAN on VMware ESXi Server for IGT IN interface.

Configuring Tunnel VLAN on AP 9100
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Before you begin
Install the Ignition Guest Tunneling appliance. For more information, see Installing IGT on page 14.

Procedure
1. Navigate to Configuration tab in vSphere Client.

2. Click Networking in the Hardware section.

The vSphere Standard Switch Structure displays.

3. Create a virtual machine port group for the vSwitch to which the IN interface of the IGT
appliance is mapped.

4. Click Properties.

Configuring AP 9100 and IGT to support VLANs
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5. Select the network interface mapped to the vSwitch and click Edit.

The interface properties window displays.

6. Enter the VLAN ID of the Tunneling VLAN and click OK.

Configuring VLAN on ESXi Server for IGT IN interface
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After the virtual machine port group is created, the network interface assigned to the VM
instance expects the tagged VLAN traffic with the VLAN ID to be same as the tunneling
VLAN present on the AP.

Configuring VLAN on IGT
About this task
Configure VLAN on IGT using Guest Tunneling Appliance.

Procedure
1. In a supported web browser, enter the IP address of the IGT (https://<IGT IP Address>).

2. Enter the Username and Password. The default Username and Password is admin.

3. Navigate to VLAN > Config to configure guest tunnel VLAN.

The Guest VLAN Untagging Configuration window displays.

4. Enter the Guest VLAN ID and click Untag VLAN.

5. Configure the IGT appliance GRE tunnel, to configure GRE tunnel see Adding GRE
tunnel on page 23.

Configuring AP 9100 and IGT to support VLANs
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Chapter 7: Multiple VLAN Support

In multiple VLAN support scenario, IGT does not untag the multiple VLAN IDs from AP. IGT
forwards the packet to OUTBOUND interface with a tag and rely on the adjacent switch to untag the
VLAN IDs.

Figure 4: Topology diagram of multiple VLAN support in IGT

Configuring Multiple VLANs on AP 9100
About this task
Configure multiple VLANs on AP 9100.

Procedure
1. In a supported web browser, enter the IP address of AP (https://<AP IP Address>).

2. Enter the Username and Password. The default Username and Password is admin and
admin.

3. Go to Configuration > VLANs > VLAN Management.

4. Create tunneling VLAN, for more information see Configuring Tunnel VLAN on AP 9100 on
page 39.

5. Create multiple VLANs, create multiple SSIDs and map to respective VLANs and create
GRE tunnel and assign to SSID on AP 9100.

Ensure that the Local Endpoint and Tunnel VLAN IP address is the same.
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Configuring VLAN on ESXi Server for IGT OUT interface
About this task
Configure VLAN on ESXi Server for IGT OUT interface.

Procedure
1. Navigate to Configuration tab in vSphere Client.

2. Click Networking in the Hardware section.

3. Create a virtual machine port group for vSwitch that is mapped to the OUT interface of IGT
appliance.

4. Click Properties.

5. Select the network interface mapped to the vSwitch and click Edit.

6. Select the VLAN ID (Optional) to (All) 4095 from the drop-down list.

Configuring Dynamic Client VLAN assignment through
IDE Server

About this task
This section describes the procedure to configure Dynamic Client VLAN assignment through IDE
Server.

In this scenario AP 9100 is configured with only one SSID. The SSID will have the authentication
type as 802.1X with the IDE server configured as the external radius server. After user

Multiple VLAN Support
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authenticates, the IDE server maps the user on the specific VLAN and the traffic flows on the GRE
tunnel to the IGT appliance.

Procedure
1. Create an SSID on the AP. For more information, see Configuring SSID on Avaya WLAN

9100 WMI on page 35.

2. Select Encryption / Authentication / Global type as WPA2/802.1X.

3. Uncheck the Encryption / Authentication / Global check box.

The Authentication Service Configuration displays for the SSID.

4. Configure the Ignition Server as the external radius server by entering the Primary Host / IP
Address and Shared Secret for the ports 1812 and 1813.

5. Configure VLAN. For more information, see Configuring VLANs on AP 9100 on page 38.

Note:

Do not associate any VLAN ID with the SSID.

6. Configure the Ignition server to authenticate user and push a RADIUS outbound attribute
with the Guest VLAN ID as shown in the following screenshots. For more information on
configuring IDE server, see Administering Avaya Identity Engines Ignition Server, NN47280–
600.

Configuring Dynamic Client VLAN assignment through IDE Server
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7. To configure multiple VLANs on ESXi Server. For more information, see Configuring VLAN
on ESXi Server for IGT IN interface on page 39.

Multiple VLAN Support
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Chapter 8: IGT High Availability

IGT High Availability is delivered by running two IGT virtual instances, which acts as primary and
secondary servers.

The redundancy is achieved through the 9100 AP functionality. AP keeps checking for the
availability of the GRE tunnel on primary server. If GRE tunnel on primary server does not respond,
the packets are sent to GRE tunnel on secondary server.

Example
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Chapter 9: Troubleshooting

This chapter provides answers to common questions and describes what to do if you encounter
error while using Avaya Identity Engines Ignition Guest Tunneling.

Verifying the connectivity for IGT appliance
Ping functionality can be used to verify the network connectivity for IGT appliance.

Ping <TTL / Count> <IP Address>
For example,

1. ping 20.20.20.1
2. ping ttl 10 20.20.20.1
3. ping count 10 20.20.20.1
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Tunnel is not responding
• Ensure that SSID to tunnel mapping is correct on the AP.

• Ensure that local IP configured on the AP is same as tunnel remote endpoint configured on the
IGT.

• Check the network connectivity.

Issue with wireless client getting an IP address
• Ensure that Promiscuous mode is configured as Accept on br2 interface.

• Ensure that the configuration of ESXi vSwitch and DHCP server is correct.

Client getting an IP address in the management VLAN
• Ensure that tunnel configuration is correct.

• Ensure that tunnel status is Up.

Debugging issues using tcpdump
Use following procedure to capture packets using tcpdump.

1. Login to IGT console using root or debug user.

2. Capture packets on all interfaces of IGT.
tcpdump -texieth0 -w /tmp/eth0.cap & 
tcpdump -texibr0 -w /tmp/br0.cap & 
tcpdump -texieth1 -w /tmp/eth1.cap & 
tcpdump -texibr1 -w /tmp/br1.cap & 
tcpdump -texieth2 -w /tmp/eth2.cap & 
tcpdump -texibr2 -w /tmp/br2.cap &

Stop packet capture
Use the following command to stop all the tcpdump.

killall tcpdump

Tunnel is not responding
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Checking CPU and memory status
Use the following commands to check the CPU and memory usage.
top -b -n 1
vmstat
ovs-dpctldump-flows -m
ovs-dpctlshow -s
arp
tar czvfopenswitch_log.tgz /var/log/openvswitch/ /var/log/messages
dmesg

Collecting running configuration
Use the following commands to collect the OVS configuration and OVS system configurations.

• OVS configuration
ovs-vsctlshow
ovs-vsctlfind Interface

• OVS system configurations
ifconfig -a
netstat-nr
uname-a
tar czvfoperational.tgz /operational/
tar tmp_arch.tgz /tmp/

Packet capture on AP using WOS
Use the following procedure to capture packet on AP using WOS.

1. Go to Monitoring > Access Points > <Access Point> and click Packet Capture.

2. Select Capture source as Network.

3. Select Interface as Gig1.

4. Specify Capture time and click OK.

Troubleshooting
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Chapter 10: FAQs

The following section answers the frequently asked questions to troubleshoot the common issues.

Q1: Bridges are not created by default (show interface does not show any bridges
created).
A1:

1. Restart IGT VM.
2. If restarting IGT VM does not show bridges, then redeploy the IGT.

Q2: Unable to ping IGT br0 interface from management network hosts.

A2:
1. Add specific route in IGT to reach the management network.
2. Check network configuration.
3. Verify ESXi vSwitch configuration has a vNIC assigned to the br0 interface.

Q3: Unable to access IGT Web UI.
A3:

1. Add specific route in IGT to reach management network.
2. Check network configuration.
3. Verify ESXi vSwitch configuration has a vNIC assigned to the br0 interface.

Q4: Unable to reach Access Point IP address.

A4:
1. Verify network configuration to ensure br1 IP address has a route to reach the subnet of the

Access Point IP address.
2. Verify 9100 AP configuration.

Q5: Tunnel Tx or Rx packet stats are not incrementing.

A5: Verify remote tunnel endpoint IP address in AP9100 is set to the br1 address of IGT.
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