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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating
instructions and performance specifications that Avaya may generally
make available to users of its products and Hosted Services.
Documentation does not include marketing materials. Avaya shall not
be responsible for any modifications, additions, or deletions to the
original published version of documentation unless such
modifications, additions, or deletions were performed by Avaya. End
User agrees to indemnify and hold harmless Avaya, Avaya's agents,
servants and employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: http://support.avaya.com or such successor site as
designated by Avaya. Please note that if You acquired the product(s)
from an authorized Avaya Channel Partner outside of the United
States and Canada, the warranty is provided to You by said Avaya
Channel Partner and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO OR
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS
OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The

applicable number of licenses and units of capacity for which the
license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other
materials available to You. “Software” means computer programs in
object code, provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hardware products,
and any upgrades, updates, patches, bug fixes, or modified versions
thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that
hosts a software application to be accessed by multiple users.
“Instance” means a single copy of the Software executing at a
particular time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.

License types

Designated System(s) License (DS). End User may install and use
each copy or an Instance of the Software only on a number of
Designated Processors up to the number indicated in the order.
Avaya may require the Designated Processor(s) to be identified in
the order by type, serial number, feature key, Instance, location or
other specific designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifically for this
purpose.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the
list of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products” or such
successor site as designated by Avaya. For Heritage Nortel
Software, Avaya grants You a license to use Heritage Nortel
Software provided hereunder solely to the extent of the authorized
activation or authorized usage level, solely for the purpose specified
in the Documentation, and solely as embedded in, for execution on,
or for communication with Avaya equipment. Charges for Heritage
Nortel Software may be based on extent of activation or use
authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

Each product has its own ordering code and license types. Note that
each Instance of a product must be separately licensed and ordered.
For example, if the end user customer or Avaya Channel Partner
would like to install two Instances of the same type of products, then
two products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: http:/
support.avaya.com/Copyright or such successor site as designated
by Avaya. You agree to the Third Party Terms for any such Third
Party Components.
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Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: http://support.avaya.com or such
successor site as designated by Avaya. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
or Hosted Service notices and articles, or to report a problem with
your Avaya product or Hosted Service. For a list of support telephone
numbers and contact addresses, go to the Avaya Support website:
http://support.avaya.com (or such successor site as designated by
Avaya), scroll to the bottom of the page, and select Contact Avaya
Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, or other third parties. Users are not permitted to use such
Marks without prior written consent from Avaya or such third party
which may own the Mark. Nothing contained in this site, the
Documentation, Hosted Service(s) and product(s) should be
construed as granting, by implication, estoppel, or otherwise, any
license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.
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Chapter 1: Introduction

Purpose

The Avaya Identity Engines Ignition CASE Administration guide explains how to install, configure,
and deploy Avaya Identity Engines Ignition Client for Accessing Secure Enterprise (CASE).

This guide also includes an example of how you can deploy CASE in conjunction with an Avaya
wireless controller and Avaya Ignition Access Portal to provide a seamless, automated experience
for end-users accessing secure wireless networks.

This guide is written for network administrators who need to install, configure, and deploy CASE.

Related resources

Documentation

See the following related documents.

Title Purpose Document number
Avaya Identity Engines Ignition Installation and simple NN47280-300
Server Getting Started configuration

Avaya Ildentity Engines Ignition
Server Administration

All configuration options

NN47280-600

Avaya Identity Engines Ignition
Guest Manager Configuration

Installation, configuration, and
management

NN47280-501

Configuring and Managing Avaya
Identity Engines Single-Sign-On

Configuration, management, and
deployment

NN47280-502

Avaya Identity Engines Ignition
Access Portal Administration

Installation, configuration, and
deployment

NN47280-604

Avaya Ildentity Engines Ignition
Analytics

Installation, configuration, and
maintenance

NN47280-601

Avaya Identity Engines Ignition
Server Release Notes

Reference

NN47280-400

Administering Avaya ldentity Engines Ignition CASE
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Related resources

Training

Ongoing product training is available. For more information or to register, you can access the Web
site at http://avaya-learning.com/.

Viewing Avaya Mentor videos

Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot Avaya
products.

About this task

Videos are available on the Avaya Support website, listed under the video document type, and on
the Avaya-run channel on YouTube.

Procedure

* To find videos on the Avaya Support website, go to http://support.avaya.com and perform one
of the following actions:

- In Search, type Avaya Mentor Videos to see a list of the available videos.

- In Search, type the product name. On the Search Results page, select Video in the
Content Type column on the left.

* To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and
perform one of the following actions:

- Enter a key word or key words in the Search Channel to search for a specific product or
topic.

- Scroll down Playlists, and click the name of a topic to see the available list of videos posted
on the website.

© Note:

Videos are not available for all products.

Subscribing to e-notifications

Subscribe to e-notifications to receive an email notification when documents are added to or
changed on the Avaya Support website.

About this task

You can subscribe to different types of general notifications, for example, Product Correction
Notices (PCN), which apply to any product or a specific product. You can also subscribe to specific
types of documentation for a specific product, for example, Application & Technical Notes for
Ethernet Routing Switch 8800.

March 2015 Administering Avaya Identity Engines Ignition CASE 7
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Introduction

Procedure

1. In an Internet browser, go to https://support.avaya.com.

2. Type your username and password, and then click Login.
3. Click MY PROFILE.

Welcome Preethi Locour MY PROFILE ~ FEEDBACK  HELP

4. On the site toolbar, click your name, and then click E Notifications.

Hl, PREETHI SATISH USER MANAGEMENT SEARCH TOOLS

» Edit My Profile » Approval Reguest b Users » SoldTeo Users Asscciation
» Manage My Scld Tos » Register New User » Companies » SoldTe Link ID Association
» E Motifications » Delete SoldTeo Association
» Copy SeoldTos - Users

» Copy SoldTos - Link |Ds

5. In the GENERAL NOTIFICATIONS area, select the required documentation types, and then
click UPDATE.

GENERAL NOTIFICATIONS

1/5 MNotifications Selectad

¥

End of Sale andfor Manufacturer Support Notices
Product Correction Notices (PCN) o
Product Support Notices

Security Advisories

Services Support Notices

UPDATE »

6. Click OK.
7. In the PRODUCT NOTIFICATIONS area, click Add More Products.
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Searching a documentation collection

PRODUCT NOTIFICATIONS Add More Products

Show Details 1 Notices

8. Scroll through the list, and then select the product name.
9. Select a release version.

10. Select the check box next to the required documentation types.

PRODUCTS My Notifications

VIRTUAL SERVICES PLATFORM 7000

Select a Release Version

Virtual Services Platform 7000

Virtualization Provisioning Service All and Future -
Visual Messanger™ for OCTEL® 250/350 Administration and System Programming
"
Visual Vactors Application Developer Information
Visualization Performance and Fault Manager Application Notes
Veice Portal Application and Technical Notes o
Voice over IP Monitoring Declarations of Conformity
W3210 Wireless LAN Gateway Deocumentation Library L

WLAN 2200 Series
' SUBMIT »»

WLAN Handset 2200 Series -

11. Click Submit.

Searching a documentation collection

On the Avaya Support website, you can download the documentation library for a specific product
and software release to perform searches across an entire document collection. For example, you
can perform a single, simultaneous search across the collection to quickly find all occurrences of a
particular feature. Use this procedure to perform an index search of your documentation collection.

Before you begin
» Download the documentation collection zip file to your local computer.
* You must have Adobe Acrobat or Adobe Reader installed on your computer.
Procedure
1. Extract the document collection zip file into a folder.

2. Navigate to the folder that contains the extracted files and open the file named
<product_name_release>.pdx.

March 2015 Administering Avaya ldentity Engines Ignition CASE 9
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3. In the Search dialog box, select the option In the index named
<product_name_release>.pdx.

4. Enter a search word or phrase.
5. Select any of the following to narrow your search:
* Whole Words Only
+ Case-Sensitive
* Include Bookmarks
* Include Comments
6. Click Search.

The search results show the number of documents and instances found. You can sort the
search results by Relevance Ranking, Date Modified, Filename, or Location. The default is
Relevance Ranking.

Support

Go to the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.

10  Administering Avaya ldentity Engines Ignition CASE March 2015
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Chapter 2: New in this release

The following sections detail what is new in Avaya Identity Engines Ignition CASE Administration
Release 8.0.

Related Links
Features on page 11

Features
There are no changes to the feature content in this document.
CASE 8.0 is compatible with Avaya IDE 8.0, 9.0, and 9.1.

Related Links
New in this release on page 11

March 2015 Administering Avaya ldentity Engines Ignition CASE 11
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Chapter 3: CASE Introduction

The Avaya Identity Engines Ignition Client for Accessing Secure Enterprise (CASE) feature grants
network access to devices and users. CASE automatically verifies and corrects wired and wireless
configuration on endpoint machines, automating the client configuration required to enable 802.1x
and Microsoft Network Access Protection (NAP).

Related Links
CASE components on page 12
CASE terminology on page 13

CASE components

Case includes:
» CASE Administrative Console (for the network administrator)
» CASE application (for the end-user)

Related Links
CASE Introduction on page 12
CASE Administrative Console on page 12
CASE application on page 13

CASE Administrative Console

The CASE Administrative Console is a web-based application. The network administrator uses the
CASE Administrative Console to build a configuration that specifies the end user settings for specific
network access. This configuration is called a network profile. Network administrators can define
multiple network profiles, each with its own configuration and behavior settings. The network
administrator then builds CASE deployment packages that contain one or more network profiles and
deploys these packages directly to Avaya ldentity Engines Ignition Access Portal (Access Portal).

Related Links
CASE components on page 12

12 Administering Avaya ldentity Engines Ignition CASE March 2015
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CASE terminology

CASE application

The CASE application is an application that guides a user while it applies the settings the network
administrator configured for the network access. The first time the end user connects to the network,
they are presented with a link to the CASE application (or the CASE application automatically
launches). If the end user agrees to the terms and conditions presented by the Enterprise, the
CASE application runs and automatically sets up the end user’s network configuration.

Related Links
CASE components on page 12

CASE terminology

The following terms are used throughout this document:

+ CASE Administrative Console: The tool used to create and customize the CASE deployment
package.

+ CASE deployment package: The CASE components, packaged as a web application that you
can deploy to Avaya Access Portal. It requires HTML and Java Script.

» CASE application: The step-by-step application that guides a user while it configures the
network supplicant settings and other client security settings on the user’s laptop or desktop
computer.

» CASE network profile: A CASE network profile is a set of settings that allows a user to
connect to a particular defined network. This profile is saved as an XML file and bundled into a
CASE package, which in turn applies the settings to the user's computer system. A site can
have as many network profiles as it has unique networks to which users may connect.
Networks can be grouped into servers.

» Captive portal: A device, usually on an open network, that intercepts a new user’s browser
traffic and presents a login page. Typically, this login page lets the user authenticate and
connect to a secured network. You can deploy the CASE package on a captive portal. Access
Portal is a captive portal.

March 2015 Administering Avaya ldentity Engines Ignition CASE 13
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CASE Introduction

Guest

Pt 8oy 443 Provisioner

Analytics Dashboard Guest
Reporting Marager

Figure 1: Case architecture

Related Links
CASE Introduction on page 12
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Chapter 4: Installing CASE Administrative
Console

Avaya Identity Engines Ignition Client for Accessing Secure Enterprise (CASE) Administrative
Console is a web based application similar to Guest Manager that is provided as an installer. You
run the installer to deploy the CASE Administrative Console on a tomcat based application server.

This chapter shows you how to install CASE Administrative Console, (and if needed) its required
components, Apache Tomcat, and the Sun Java Runtime Environment (JRE). CASE Administrative
Console will be installed in your Apache Tomcat installation, in the webapps directory.

© Note:

It is possible to host CASE Administrative Console and Guest Manager on the same Tomcat
server.

Related Links
System requirements on page 15
Before you install on page 16
Running the installer on page 17
Setting up Tomcat to require HTTPS connections on page 18
Launching Tomcat on page 20
Launching CASE Administrative Console on page 21

System requirements

Related Links
Installing CASE Administrative Console on page 15
Application server hardware on page 16
Browser compatibility on page 16

March 2015 Administering Avaya ldentity Engines Ignition CASE 15
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Installing CASE Administrative Console

Application server hardware

The application server machine that hosts CASE Administrative Console must meet these minimum
hardware requirements:

* Pentium 4, 2.4 GHz or equivalent
* Minimum of 2 GB RAM

Related Links
System requirements on page 15

Browser compatibility

The CASE Administrative Console is compatible with the following web browsers:
 Microsoft Internet Explorer, version 6.0 or later, running on Windows.
* Firefox 1.5 or later, running on Windows.

Related Links
System requirements on page 15

Before you install

To install CASE Administrative Console, you need:

» A PC running Microsoft Windows XP Service Pack 3 (32 bit) or Windows Server 2003 (32 bit
and 64 bit) or Windows Server 2008 (32 bit and 64 bit). You will install CASE Administrative
Console and its supporting Apache Tomcat server on this PC.

» Administration rights with Windows XP, Windows Server 2003, and Windows Server 2008
enabled. The CASE Administrative Console must be installed by Administrator of the machine.

» The CASE Administrative Console product CD, which contains installers for:
- Java™ 2 Platform Standard Edition Runtime Environment (JRE) 6
- Apache Tomcat 6.0
- CASE Administrative Console

Related Links
Installing CASE Administrative Console on page 15
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Running the installer

Running the installer

Follow these steps to install CASE Administrative Console:

Procedure

1.

On the Windows PC that will host CASE Administrative Console, insert the CASE
Administrative Console product CD and run the file named
AdminConsolelnstaller-8.0.0<Build Number>.exe.

The installer displays the License Agreement screen. Scroll down to review the entire license
agreement. Select the radio button indicating you accept the license agreement, and click
Next.

In the Choose Install Folder screen, specify the directory in which CASE Administrative
Console will be installed, and click Next.

Review the information on the Pre-Installation Summary screen and click Install. A Pre
install confirmation window appears stating “Confirm Installation. The following tools are
necessary for Avaya Admin Console 1.0.0 Java JRE 1.6.0_27 and Apache Tomcat 6.0.
These will be selected for installation.”

In the Pre install confirmation window, click OK to confirm the installation of Java JRE and
Apache Tomcat.

The installer displays the Installing window. If you have the correct version of JRE, a
notification appears indicating that JRE is already installed and that the installer will skip the
JRE installation. Click OK to continue.

If Apache Tomcat is not found on your computer, the installer displays the Tomcat
Installation window. If the installer displays this window:

* Click OK to install Tomcat.
* In the Choose Components window, accept the defaults.
* In the Choose Install Location window, use the default or choose your own location.

+ In the Configuration window, specify your Tomcat port number, specify a Tomcat
administrator account name, and specify a password that is unlikely to be guessed. Make
a note of your account name and password.

* In the Java Virtual Machine window, accept the default JRE path.

* In the Completing the Apache Tomcat Setup Wizard window, tick Run Apache Tomcat
and untick Show Readme, and click Next.

* In the Completing the Apache Tomcat Setup Wizard window, tick Run Apache Tomcat
and untick Show Readme, and click Next.

. The Install Complete screen appears with a “Congratulations” message and states that the

Admin Console installer has increased Tomcat’'s memory allocation limit. Click Done to quit
the installer. The installation of Tomcat, Java, and CASE Administrative Console is now
complete.

Related Links
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Installing CASE Administrative Console on page 15

Setting up Tomcat to require HTTPS connections

18

The Avaya Identity Engines Ignition CASE Administrative Console application resides on a Tomcat
server. Avaya recommends that you set your Tomcat server to require HTTPS browser connections
for all users of the CASE Administrative Console application.

To configure Tomcat to require HTTPS connections, perform the following procedure to create a
keystore file and one self-signed Certificate. Note that the product ships with a default keystore file.
You can choose to use the default keystore file, or you can choose to use the keystore you create in
this procedure. Instructions for both are included.

For more detailed instructions on SSL configuration for Tomcat, see the “SSL Configuration
HOWTOQO?” in the Tomcat 6 documentation bundle.

© Important:

Do not confuse the HTTPS keystore you create and configure in this procedure with the
keystore that secures the CASE Administrative Console-to-Ignition Server connection.

Procedure

1. Log into the Tomcat server as a local administrator and open the Windows Command
Prompt (CMD).

2. Enter the following command to create a keystore file containing one self-signed Certificate:
"C:\Program Files\Java\jrel.6.0 45\bin\keytool" -genkey -alias
tomcat -keyalg RSA —keystore C:\Program Files\Apache Software

Foundation\Tomcat 6.0\webapps\AdminConsole\WEB-INF
\<your file name.jks>

3. When prompted, enter the following:

* the keystore password. This is the password for the new keystore file. Enter the default
Tomcat keystore password “changeit” .

+ general information about the Certificate such as company, contact name, and so on.

« a password for the Certificate you are creating. This password must exactly match the
keystore password that you entered earlier (in this case changeit). This is a current
limitation of Tomcat. Ignore the keytool prompt that may indicate that pressing the Enter
key automatically enters the correct password.

A keystore file with one Certificate is created.
You must now edit the Tomcat server.xml configuration file.

4. Open Tomcat’s server.xml file in a text editor. By default, it should reside in the install
directory for Tomcat:

(<tomcat install>\confl\server.xml)
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5. Locate the block of settings associated with port 8443. This is the HTTPS configuration block
—the second connector entry in the server.xml file, which begins with the text Connector
port="8443". The block of code looks like this:

<l

<Connector port="8443" protocol="HTTP/1.1” SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" ss|Protocol="TLS" />

=

6. Remove the HTML comment tags around the HTTPS configuration block in the server.xml
file. (That is, remove the <!-- at the beginning and remove the --> at the end.) When you
remove the comment tags you have the following block:

<Connector port="8443" protocol="HTTP/1.1” SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" ssIProtocol="TLS" />

7. In the same “Connector” block, add the “keystoreFile” and “keystorePass” parameters to
specify the location of your keystore and the keystore password. You can use the default
keystore shipped with the Avaya installation, or you can use your own keystore. In a typical
installation on Windows, the default keystore is saved as:

C:\Program Files\Apache Software Foundation\Tomcat 6.0\webapps
\AdminConsole\WEB-INF\ksTomcat

To use the default keystore, add the following lines to the Connector block:

keystoreFile="webapps/AdminConsole/WEB-INF/ksTomcat" and
keystorePass="password”.

The following example shows the block:

<Connector port="8443" protocol="HTTP/1.1” SSLEnabled="true”
maxThreads="150" scheme="https" secure="true"
keystoreFile="webapps/AdminConsole/WEB-INF/ksTomcat"
keystorePass="password”
clientAuth="false" sslProtocol="TLS" />

To use the newly created keystore, add the following lines to the Connector block:

keystoreFile="webapps/AdminConsole/WEB-INF/<your filename.jks>" and
keystorePass="changeit”

The following example shows the block:

March 2015 Administering Avaya ldentity Engines Ignition CASE 19

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Identity Engines Ignition CASE

Installing CASE Administrative Console

<Connector port="8443" protocol="HTTP/1.1” SSLEnabled="true”
maxThreads="150" scheme="https" secure="true"
keystoreFile="webapps/AdminConsole/WEB-INF/<your_file_name.jks>"
keystorePass="changeit”
clientAuth="false" sslProtocol="TLS" />

8. Comment out the “Connector” block for port 8080. This prevents users from loading CASE
Administrative Console over a cleartext connection.

9. Close and save the server.xml file. Enter the following commands to restart Tomcat:
net stop “Tomcat Server 6”7
net start “Tomcat Server 6”

Now that you have set up your Tomcat server to require SSL, the default URL will take the
form of (assuming an example host name of pluto):

https://pluto:8443/AdminConsole/adminconsole (instead of the non-SSL URL
http://pluto:8080/AdminConsole/adminconsole)

10. Check the Tomcat log to ensure that there are no Java exceptions. The log files typically are
found in: C:\Program Files\Apache Software Foundation\Tomcat 6.0\logs.

11. Enter the following command to ensure that the server is listening on port 8443:
netstat —an

Related Links
Installing CASE Administrative Console on page 15

Launching Tomcat

To run CASE Administrative Console:
Procedure

1. Open the Apache Tomcat Properties window on your PC that hosts CASE Administrative
Console. In Windows, click Start > Programs > Apache Tomcat 6.0 > Configure Tomcat.

© Note:

If the Start menu fails to launch the window, look in the system tray for an icon that looks like
the one shown below. Double-click it to open the Properties window.

b
A

Windows displays the Apache Tomcat Properties screen. The Service Status field indicates
whether the Tomcat Server is running.
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2. Click Start to start Tomcat; click OK to close the Apache Tomcat Properties window.

n Apache Tomcat & Properties P§|

zeneral |L|:u;| On || Logging | Java || Startup || Shukdown

Setrvice Mame: Torcakt
Displary name: | fpache Tamcat & |
Descripkion: | Apache Tomcat 6,029 Server - bktp: [ftomcat, apache |

Path ko executable:

Startup type: Autornatic

Service Status:

/ | ok || cancel || apol

Related Links
Installing CASE Administrative Console on page 15

Launching CASE Administrative Console
In this section you will launch CASE Administrative Console to check that it has been installed

correctly.

Connect to the CASE Administrative Console as follows:

Procedure

1. Open a web browser and point it at the AdminConsole/adminconsole/ application on your
Tomcat server. If you have a default installation of Tomcat running on machine pluto, the
URL is typically https://pluto:8443/AdminConsole/adminconsole.

© Note:

The URL may be http://pluto:8080/AdminConsole/adminconsole if you are not using a
secure port to host AdminConsole. Avaya strongly recommends that you configure your
Tomcat Server to require SSL connections.
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2. Enter the login credentials of the CASE Administrative Console administrator. By default,
these are:

e User ID: admin

» Password: admin

© Note:

If your browser asks whether you want it to remember your password, you must choose the
option that prevents the browser from storing passwords for the site. On most browsers, you
choose the option, “Never for this site.” Allowing the browser to retain passwords for the
CASE Administrative Console application is not secure, and it can cause your browser to
display misleading “password update” messages when you edit users.

3. Click Login. The CASE Administrative Console displays the following message on the main
CASE Administrative Console screen: “You are successfully signed in as
administrator”.

AVAYA

idEngines

/ IDEngines - Case Client - Admin Console | Administrator: admin

-5 Network Profiles

' ¥ Packages You are successfully signed in as administrator.

Figure 2: Successfully signed in as Administrator

A Warning:

When using the CASE Administrative Console, do not use your browser’s Refresh
command to update a page. Instead, click on the left side of the window to reload the
age.
Related Links
Installing CASE Administrative Console on page 15
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Chapter 5: Deploying CASE

This chapter describes Avaya Identity Engines Ignition Client for Accessing Secure Enterprise
(CASE) deployment, basic CASE configuration, and CASE verification tasks. This chapter assumes
you are familiar with web site creation and deployment, and have experience setting up and
maintaining networks and network security.

Related Links
Before you begin on page 23
Planning your deployment on page 23
Network environment requirements on page 24
CASE configuration information requirements on page 25
Getting started with CASE Administrative Console on page 26

Lab testing on page 39

Before you begin

To create CASE network profiles using the CASE Administrative Console, you need the information
and items described in the following sections.

Related Links
Deploying CASE on page 23

Planning your deployment
The following is a summary of the process to get up and running with CASE.

Related Links
Deploying CASE on page 23
Determine what kinds of SSIDs exist on your wireless network on page 24
Determine how user authentication will be handled on page 24
Decide how your users will run CASE on page 24
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Determine what kinds of SSIDs exist on your wireless network

Is there a single, secure service set identifier (SSID) for everyone, or are there multiple SSIDs? If

there are multiple SSIDs, you can define the SSIDs as different (physical) networks within CASE,

and you can deploy them in separate profiles to direct each user to the appropriate SSID.
Related Links

Planning your deployment on page 23

Determine how user authentication will be handled

Are the requirements the same for everyone, or do they differ from one group to another? If groups
have different needs, you can define each group as a different profile, so that each group gets its
own CASE network profile that makes settings appropriate for that group only.

Related Links
Planning your deployment on page 23

Decide how your users will run CASE

CASE deployment is only supported as a web application. If you deploy the CASE package to a web
server, you must provide a way for users to access the web server. Typically, the user connects an
open SSID on a wireless access point or plugs into a network jack that places the user in a default
VLAN. When the user opens a web browser, the user views the CASE link in one of the following
ways:

» Automatically: A captive portal (for example, the Ignition Access Portal) redirects the user to
the CASE link; or

* Manually: The user types a published URL to view the CASE link.

Related Links
Planning your deployment on page 23

Network environment requirements
To deploy CASE, you will need the following:

* At least one of the following edge devices:
- A switch capable of guest/default VLAN

- An access point capable of multiple SSIDs
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* A configured web server, such as Apache Tomcat or Microsoft IIS. For the best end-user
experience, use the Avaya Ignition Access Portal.

* A configured Ignition Server providing RADIUS authentication.

* A network configuration in which the guest/default VLAN has access to the web server that
hosts the CASE deployment package.

* For testing, you will need a laptop (running Windows XP SP3 or later) with wired and wireless
NICs.

Once the network is configured, Avaya recommends that you walk through the process manually to
verify that the configuration is correct. Before you start creating your network profiles, use your
wireless-equipped laptop to run the following tests:

1. Connect to the open SSID or guest VLAN. Verify that the laptop receives an IP address from
DHCP.

2. Manually configure secure SSID and 802.1X supplicant settings.

3. Connect to the secure SSID. Verify that authentication is successful. Verify that the laptop
receives an IP address from DHCP.

Related Links
Deploying CASE on page 23

CASE configuration information requirements

Collect the following information before you start creating CASE Profiles:

* |P address of Access Portal that will host the CASE deployment package:

» Subnet of guest VLAN:
» Subnet of authenticated VLAN:

For 802.1X environments, you need the following additional information:

* Valid user name and password in RADIUS: /

* RADIUS server certificate type: _ self-signed __ commercially signed

« EAP Type: _ PEAP __ TTLS
For wireless environments, you need the following additional information:

* Open SSID:
Secure (802.1X or PSK) SSID:
Network Authentication: _~ WPA __ WPA-PSK
Network key for WPA-PSK environments:
Data Encryption:  AES _ TKIP
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Related Links
Deploying CASE on page 23

Getting started with CASE Administrative Console

Ensure that the CASE Administrative Console application is installed. See Installing CASE
Administrative Console on page 15. After you log in on the CASE Administrative Console web site,
you can create network profiles and deployment packages.

Related Links
Deploying CASE on page 23
Network profiles on page 26
Deployment packages on page 35

Network profiles

Network administrators can define multiple network profiles, each with its own configuration and
behavior settings. For example, the computer system of an end-user attempting to access an
employee network might be configured differently than if the same user were attempting to access a
guest network. In this scenario, the administrator would generate two different network profiles: one
for the employee network and one for the guest network. Administrators can package these distinct
profiles as one or several different CASE packages.

Related Links
Getting started with CASE Administrative Console on page 26
Creating a network profile on page 26
Editing a network profile on page 34
Deleting network profiles on page 34

Creating a network profile

The CASE Administrative Console has a wizard-like interface that guides the administrator through
the various steps to create a network profile.

To create a network profile:

Procedure

1. In the CASE Administrative Console navigation pane, click Network Profiles . The CASE
Administrative Console displays the Network Profiles page.
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AVAYA e case cllent - Admin Consol

idEngines

Network Profiles

Network Profiles
g rackagen

Hame Description
Mo records found.

Figure 3: Network Profiles page

2. From the Actions drop-down list, click Create New Network Profile.

AVAYA e~ Gase Gt - Adin Gonsol

idEngines

Network Profiles

Network Profiles

¥ rackages

Actions ¥

Create New Network Profile
| Dalete ligstuwork Profile

Hame Description

No records found,

Figure 4: Actions > Create New Network Profile

The CASE Administrative Console displays the General settings page.
3. In the Profile Identity section:
* In the Name field, enter a name for the network profile.
* In the Description field, enter a description for the network profile.
* In the Splash Screen Banner field, enter the text to display in the splash screen banner.

« If you want the settings to be permanent, select the Apply Settings Permanently check
box.

4. In the General Behavior section:

+ Use the NIC Selection radio buttons to select the NIC selection type. Select Automatic to
enable automatic NIC selection or Prompt to prompt the user to select a NIC.

* Use the Completion Behavior radio buttons to define how you want the CASE
application to behave when the user joins the network. Select Exit the client if you want
CASE to perform the network configuration and exit itself or Reside in system tray to
have the CASE application perform the network configuration and remain alive in the
system tray for additional options like revert settings.

5. In the Administrator Credentials section:
* In the User Name field, enter an administrator name.

* In the Password field, enter an administrator password.
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© Note:

The Administrator Credentials are only used on Windows XP SP3. On Vista and
Windows 7, the administrative rights are handled by Windows User Access Control.

6. Click Next. The CASE Administrative Console displays the Connection page.

Create Network Profile

Step 2

Wired Connection: [

Wireless Connection: W

General [:unnectiun

* §5IDs:

(Enter comma separated SSIDs in
order of priority. One S5ID value is
mandatory if wireless is chosen.)

-

WPLPSK

Encryption: I TEIP -~ I

* Metwork Key: |

Authentication:

(Permitted Range : & to 63 ascii characters )

Reset || Mest

Figure 5: Connection page
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7. In the Connection Method, section, select the Wired Connection check box to enable wired
access or the Wireless Connection check box to enable wireless access. You can enable
wired and wireless access on the same network profile. If you select Wireless, the CASE
Administrative Console displays the wireless configuration fields:

* In the SSID field, enter comma separated SSIDs in order of priority. One SSID value is
mandatory if wireless is chosen.

* From the Authentication drop-down list, select the Authentication type. The options are:
Open, Shared, WPA, WPAPSK, WPA2, or WPA2PSK.

* From the Encryption drop-down list, select the Encryption type. For Open and shared
authentication, select None or WEP. For WPA , WPAPSK, WPA2, or WPA2PSK
authentication, select TKIP or AES.

* In the Network Key field, enter the network key. The CASE Administrative Console only
displays the Network Key field if you select WPAPSK, WPA2PSK, or open or shared
authentication with WEP encryption. The permitted range is 8 to 63 ascii characters.

© Note:

You can construct a network profile with the following Connection Method settings:
* Wired

* Wireless

* Wired OR Wireless

If you construct a network profile that is for both wired and wireless, the CASE applies the
settings when the user accesses the network using either a wired or wireless interface.
CASE will not apply the settings to both of the interfaces. If the profile requires auto NIC
selection, then CASE selects the interface that can reach portal. This interface could be
wired or wireless.

8. Click Next. The CASE Administrative Console displays the Authentication page.

March 2015 Administering Avaya ldentity Engines Ignition CASE 29

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Identity Engines Ignition CASE

Deploying CASE

Create Metwork Profile

General Connection Authentication

Step 3

802.1% Authentication: v

802.1X Authentication Type:  PEAP-MSCHAPYZ ;l

Use Windows Credentials as default: [

(If windows credentials are not selected,
credentials provided below would be used

as default.)

* pefault User Name: |

* pefault Password: |

Default Domain name: |

validate Server Certificate: v

Root Certificate Location: | '+ -é':'

Server Names:
(Enter colon separated server names.)

| Reset || met |

Figure 6: Authentication page

9. In the Authentication Method section, select the 802.1X Authentication check box to
require the user to authenticate using 802.1X or click Next to skip 802.1X configuration. If
you select 802.1X Authentication, the CASE Administrative Console displays the 802.1X
Authenticating configuration fields.

* From the 802.1X Authentication Type drop-down list, select the 802.1X authentication
type. The options are: PEAP-MSCHAPV2, EAP-TLS, or PEAP-TLS. If you select
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MSCHAPV2, the CASE Administrative Console displays the Authentication Behavior
section.

* In the Authentication Behavior section, select the Use Windows Credentials as
default check box to use Windows Credentials as default to authenticate, or use the
Default User Name, Default Password, and Default Domain name fields to enter the
user credentials.

* In the Server Certificate section, select the Validate Server Certificate check box if you
want to validate the server certificate.Click on the (+) sign beside the Root Certificate
Location field, click Browse to navigate to your Root Certificate File and click Submit. In
the Server Names field, enter the Server Names separated by a colon. If you select the
Validate Server Certificate check box, the supplicant can only authenticate to a server
that provides a certificate signed by a trusted certificate authority. If you do not select the
Validate Server Certificate check box, the supplicant can authenticate to any server.

In the User Certificate section, click on the (+) sign beside the User Certificate Location
field, click Browse to navigate to your User Certificate File and click Submit. Enter the
certificate password in the Password field. The CASE Administrative Console only
displays the User Certificate section if you select EAP-TLS or PEAP-TLS as the 802.1X
Authentication Type.

10. Click Next. The CASE Administrative Console displays the OS page.

Create Metwork Profile

General Connection SButhentication
Step 4
Windows Xp [

Windows ¥ista [
Windows 7 [

rap Posture: [

Figure 7: OS page

11. In the Operating Systems section, select the operating systems that apply to this network
profile. The supported operating systems are: Windows XP, Windows Vista, and Windows
7.

12. In the Client Nap Posture section, select the NAP Posture check box to enable NAP for
each supported OS. Clear the check box to disable NAP for each supported OS.

13. Click Next. The CASE Administrative Console displays the Verification page.
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Create Network Profile

os Yerification

General Connection Authentication

Step o

¥Yalidation URL: |http:,-’fwww.ava1,ra.ccum
Example: HTTP: fxyz.com
Post Transition URL: |h1:t|:|:ffwww.thesuurce.avaya.u:u:urd
Example: HTTP: fxyz.com

Resst || Mest

Figure 8: Verification page
14. (Optional) In the Validation section.

* In the Validation URL field, enter the URL the CASE application uses to verify
connectivity after 802.1X configuration completes. The CASE application uses this URL in
an internal process to validate network connectivity. This process begins with the
verification that an IPaddress is received and then the verification of reachability to the

configured validation URL.
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* In the Post Transition URL field, enter the URL that launches after 802.1X configuration
completes. A web page launches after the user moves to the secure network. As an
example, you can use this process for the Web-based authentication that may be required
after the user moves the secure network. As an additional example, you can use this
process to provide instructions to new employees as part of the onboarding process.

15. Click Next. The CASE Administrative Console displays the Create Network Profile
summary page.

Create Metwork Profile

Hetwork Profile "Employee” to be created with the following information:

General

Mame: Employes
Description: Profile for employees
Splash Screen Banner:
MIC Selection: Autormatic
Completion Behavior: Reside in system tray

Connection

Wired Connection: on

Authentication

802.1% Authentication: on
802.1X Authentication Type: PEAP-MSCHAPWZ

Use Windows Credentials as on
default:

as
Operating Systems: Windows XP

Yerification

Yalidation URL: http:/fwww . avaya.com
Post Transition URL: http:/fwww thesource.avaya.com

16. Review the settings and click Confirm. The CASE Administrative Console displays the new
network profile in the Network Profiles list.

AVAYA s case Gt - Adnin Gonsol

idEngines

[® = Network Profiles
.0 Packages Network Profiles

Description

Profile for employees
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Related Links
Network profiles on page 26

Editing a network profile
To edit a network profile:

Procedure

1. In the CASE Administrative Console navigation pane, click Network Profiles. The CASE
Administrative Console displays the list of network profiles.

2. Click on the name of the network profile you want to edit. The CASE Administrative Console
displays the General page.

3. Make the required changes.
4. To make changes on another screen, click on another tab. You can edit any tab in any order.

© Note:

Do not click Next to go to the next screen, as this submits the network profile.
5. After you have finished editing the network profile, click Next to submit the changes.

Related Links
Network profiles on page 26

Deleting network profiles
The delete action allows you to delete one or more network profile entries at a time.
To delete network profiles:

Procedure

1. In the CASE Administrative Console navigation pane, click Network Profiles. The CASE
Administrative Console displays the list of network profiles.

2. Select the check boxes beside the network profiles you want to delete.

3. From the Actions drop-down list, click Delete Network Profile. The CASE Administrative
Console displays the following message: “Are you sure you want to delete the selected
Profiles?”.

4. Click OK.

Related Links
Network profiles on page 26
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Deployment packages

After you create the network profiles, you can create a deployment package. A deployment package
can contain one or more network profiles. Any network profile can be part of zero or more
deployment packages.

Related Links
Getting started with CASE Administrative Console on page 26
Creating a deployment package on page 35
Deleting deployment packages on page 37
Deploying packages on page 37

Creating a deployment package
To create a deployment package:
Procedure

1. In the CASE Administrative Console navigation pane, click Packages. The CASE
Administrative Console displays the Packages page.

AVAYA -

idEngines

. Packages
? MNetwork Profiles

[l Packages
'h Hame Hetwork Profiles List Package Type

No records found.

Figure 9: Packages page

2. From the Actions drop-down list, click Create New Package.

AVAYA

i H IDEngines - Case Client - Admin Console adrinistratar: admin
idEngines \/ 9 | Administrator: admin

. Packages
? Network Profiles

Hame Hetwork Profiles List Package Type
Mo records found.

Figure 10: Create new package

The CASE Administrative Console displays the Create Package page.
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Create Package

Package Details

* Name:l

Type: IF::nIu:Ier vI
Metwork Profiles

Check all | Clear all

Hame De=scription
[T Guest Profile for quests
[T Contractor Profile for contractors
[T  Emplovee Profile for employees
4| |

Check all | Clear all
General Config Details

Avaya license Text! Will be prepended to the text provided by the
user, in the License areal

=)

License:

I Subrnit || Cancel I

Figure 11: Create Package page
3. In the Package Details section:
* In the Name field, enter a name for the package.

* From the Type drop-down list, select the package file type. The options are: Folder, Zip,
or Tar. Choose Folder if you want to deploy the package to Access Portal.

4. In the Network Profiles section, select the check boxes beside network profiles you want to
include in the package.

5. In the General Config Details section, in the License field, enter License text for the CASE
application to display to the user before the CASE application starts.

6. Click Submit. The CASE Administrative Console displays the new deployment package in
the Packages list.

Related Links
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Deployment packages on page 35
Creating CASE packages on page 46

Deleting deployment packages
The delete action allows you to delete one or more deployment package entries at a time.
To delete deployment packages:

Procedure

1. In the CASE Administrative Console navigation pane, click Packages. The CASE
Administrative Console displays the list of packages.

2. Select the check boxes beside the packages you want to delete.

3. From the Actions drop-down list, click Delete Package. The CASE Administrative Console
displays the following message: “Are you sure you want to delete the selected Packages?”.

4. Click OK.

Related Links
Deployment packages on page 35

Deploying packages
You can only deploy a package directly to Access Portal if the package type is Folder.
To deploy a package:
Procedure
1. In the CASE Administrative Console navigation pane, click Packages.

2. Select the check boxes beside the packages you want to deploy.

idEngines

. Packages

‘,-." Network Profiles

Check all | Clear al actions ¥ |

Hame Hetwork Profiles List Graste Mew Package
Delete Package

¥ Packagel Guest,Contractor Deploy Package [\,
r Package? Employee Folder
Check All | Clear all Actions ¥

Figure 12: Select packages to deploy

3. From the Actions drop-down list, click Deploy Package. The CASE Administrative Console
displays the following message: “Do you want to deploy the selected Package ?”.
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Do you weart to deploy the selected Package?

Cancel |

Figure 13: Actions > Deploy Package
4. Click OK. The CASE Administrative Console displays the Deploy Package screen.

AVAYA onse &
idEngines
. Deploy Package
.= Network Profiles
[p— Package Details
* Mame: |Pacl—<agel

Type: IFDIdEr

Deployment Details

* Portal IP: |

* User Name: |

* Password: |

Figure 14: Deploy Package screen

5. In the Package Details section, confirm that the package Name and Type are correct. Note:
The Type field must be Folder if you want to deploy the package to Access Portal.

6. In the Deployment Details section:
* In the Portal IP field, enter the IP address of the Access Portal.
* In the User Name field, enter a user name.
* In the Password field, enter a user password.

7. Click Submit.

Related Links
Deployment packages on page 35
Creating CASE packages on page 46
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Lab testing

Network users access CASE through their browser using an open SSID or a guest VLAN. The
CASE application automatically fixes the system’s configuration, reconnects to the secure network,
and guides the user through the authentication process. After authentication, the CASE application
verifies network connectivity and connects the user to the network.

If you have a wired environment, follow the steps in Wired usage on page 39. If you have a
wireless environment, follow the steps in Wireless Usage on page 40.

Related Links
Deploying CASE on page 23

Wired usage on page 39
Wireless Usage on page 40

Wired usage

This procedure assumes you have deployed the CASE package on Ignition Access Portal. To
demonstrate CASE in a wired scenario, use your laptop and follow these steps:

Procedure
1. Ensure that 802.1X is disabled on the laptop's supplicant.
2. Use an Ethernet cable to connect the laptop to an end-user port on the switch.

3. Wait for the guest VLAN to be assigned. Verify that the laptop receives an IP address on the
guest VLAN.

4. Open the browser and query the wizard-specific URL on the web server. A web login page
displays.

5. Click the Click here to apply CASE Security Profile link, and follow the CASE flow.

6. Under certain conditions, you may be prompted to select your network connection. If so,
select the appropriate wired interface and click OK.

a. CASE begins analyzing your laptop, applying its configuration, and reconnecting to the
network.

b. In 802.1X environments, the Windows supplicant may prompt you to authenticate.
c. Next, CASE waits to receive an IP address.

7. The final taskbar notification or a message dialog appears, confirming that you are
connected to the secure network.

a. After CASE applies the settings, CASE minimizes into the System Tray.

b. To revert your system to its original state, right click on the CASE icon in System Tray
and click on the Revert menu item.

Related Links
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Lab testing on page 39

Wireless Usage

This procedure assumes you have an open (unsecured) SSID and that the CASE deployment
package is on a web server visible from that open SSID. To demonstrate CASE in a wireless
scenario, use your laptop and follow these steps:

Procedure
1. Ensure that the laptop does not have a profile for the secure SSID.
2. Connect the laptop to the open SSID.
3. Verify that the laptop receives an IP address on the open SSID.
4

. Open the browser and query the wizard-specific URL on the web server. A web login page
displays.

5. Click the Click here to apply CASE Security Profile link, and follow the CASE flow.

6. Under certain conditions, you may be prompted to select your network connection. If so,
select the appropriate wired interface and click OK.

a. CASE will begin analyzing your laptop, applying its configuration, and reconnecting to
the network.

b. In 802.1X environments, the Windows supplicant may prompt you to authenticate.
c. Next, CASE waits to receive an IP address.

7. The final taskbar notification or a message dialog appears, confirming that you are
connected to the secure network.

a. After CASE applies the settings, CASE minimizes into the System Tray.

b. To revert your system to its original state, right click on the CASE icon in System Tray
and click on the Revert menu item.

Related Links
Lab testing on page 39
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Chapter 6: CASE example

This chapter shows you how to deploy an Avaya Identity Engines Ignition Client for Accessing
Secure Enterprise (CASE) package that helps users connect to a network in which users must
connect via an Avaya wireless controller. This chapter describes the intentions for deploying the
network, the hardware involved, the required configurations, and the end-user experience.

Related Links
Overview of the CASE example on page 41
Background on page 42
Configuring the Ignition (RADIUS) server on page 43
Configuring the Ignition Access Portal (web server) on page 43
Configuring the Avaya wireless controller on page 43
Creating CASE packages on page 46
Web-login page on page 53
End-user experience on page 54
Summary on page 56

Overview of the CASE example

You can deploy CASE in conjunction with an Avaya wireless controller and Avaya Ignition Access
Portal to provide a seamless, automated experience for end-users accessing secure wireless
networks. The Avaya Access Portal web-hijack mechanism and customized web-login pages
provide a fluid mechanism to deliver the CASE package to the end-user. The end-user experience
begins when the user accesses an open SSID. The Avaya Access Portal limits the end-user's
network traffic and, as soon as the user attempts to load any web page (generates any HTTP
traffic), Avaya Access Portal provides the end-user with a modified web-login page. On the modified
weblogin page, the web-login fields are hidden. The modified web-login page provides the user with
a link to a CASE package, which automatically configures the end-user for access to an 802.1X-
based or pre-shared keybased SSID and transitions the user to the secure network.

Related Links
CASE example on page 41
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Background

The network is divided into three logical networks: an open network, a secure guest network, and a
contractor network.

The hardware in the environment includes the following:
* Router (Avaya ERS 8600)
* Avaya ERS 5500 switch
* Avaya Wireless Controller 8100
» Avaya Access Point
* Identity Engines Ignition (RADIUS) server
* Ignition Access Portal (web server)

Router 152 1651 1

P,

10.0.20.1
10.0.30.1
10.0.40.1
Untagged wLANM 10
Tagged VLANs 20, 30
40
| ———— - |
SEP?%EDU Untagged VLAN 10 Edge Untagged Untagged
Tagged YLANs 20, 3 VLAN 10 YLAN 10
40
192 168.1.220 192.168.1.102 192.168.1.101 192 168.1.100
e e e e
AP ereless Access lgnition
Controller Portal RADIUS Server

Figure 15: Network configuration

The first logical network is an open network. This network acts as the entrypoint for unconfigured
end-users. It is available only from wireless connections, using the wireless SSID
“‘open@enterprise.com”, an open, broadcast SSID. It is an Internet-only network and requires web-
based login. It does not enforce any application-specific settings, such as firewall. However, the
web-hijack mechanism on this SSID encourages end-users accessing this network to use one of the
secure networks. This network is on the 10.0.20/24 network.

The second logical network is the secure guest network. It is available only from wireless
connections and uses the wireless SSID “guest@enterprise.com”, a broadcast SSID. It uses WPA-
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PSK (pre-shared keys) with TKIP. Authentication uses the web-login capabilities of the Access
Portal. Using existing VLANS, it provides Internet-only access. This network is on the 10.0.30/24
network.

The third logical network is the contractor network. It is available from wireless connections using
the SSID, “contractor@enterprise.com”, an 802.1X, non-broadcast SSID. It uses WPA and TKIP.
Authentication uses PEAP/MSCHAPV2. Using existing VLANS, it provides internal and external
access. This network is on the 10.0.40/24 network.

Related Links
CASE example on page 41

Configuring the Ignition (RADIUS) server

The RADIUS server is an Identity Engines Ignition Server installation with Ignition RADIUS installed.
The RADIUS server authenticates users joining the contractor network. It resides at 192.168.1.101
and has a RADIUS authentication port of 1812. It is configured to allow PEAP/MSCHAPV2 and
TTLS authentications. Several user accounts were created and stored locally.The entire
192.168.1/24 network is defined as a NAS client with the shared secret “test.”

Related Links
CASE example on page 41

Configuring the Ignition Access Portal (web server)

The web server is an Ignition Access Portal installation. The portal hosts the CASE deployment
package. It resides at 192.168.1.100. The portal captures the HTTP traffic and redirects the user to
login page on port 8000 and 8001.

To support the web-based login, we need to create a user account on the Access Portal. Under the
Local User Manager tab, add a user with the name “user1” and the password “user1”.

Related Links
CASE example on page 41

Configuring the Avaya wireless controller
Related Links

CASE example on page 41

Interfaces on page 44

RADIUS authentication services on page 44
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SSIDs on page 45

Interfaces

When an end-user accesses one of the SSIDs, their traffic needs to be sent out through an interface
on the controller. We need to create an interface for each of the SSIDs. In doing so, we will use

multiple VLANSs, but only the first physical port.

Table 1: Interface configuration

Interface 1 Interface 2 Interface 3
Interface Name 10.0.20/24 10.0.30/24 10.0.40/24
VLAN Identifier 20 30 40
VLAN Name open guest contractor
Port Number 1 1 1

Related Links
Configuring the Avaya wireless controller on page 43

RADIUS authentication services

We need to define the RADIUS server that the wireless controller will use for authentication. To do

so, we will create a new RADIUS server. Use the following CLI commands:

» Wireless-Controller-8100(config-security #radius profile test type auth

» Wireless-Controller-8100(config-security f#radius server 192.168.1.100 test

» Wireless-Controller-8100(config-security #radius server 192.168.1.100 test secret

Configure the RADIUS server according to the following table.

Server Settings
Server Address 192.168.1.100
Shared Secret test
Port Number 1812
Profiles test

Related Links
Configuring the Avaya wireless controller on page 43
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SSIDs

Next, we need to configure our SSIDs. We will create three SSIDs to support our desired
environment. Add the following three SSIDs:
Related Links
Configuring the Avaya wireless controller on page 43
SSID1 on page 45
SSID2 on page 45
SSID3 on page 45

SSID1

open@enterprise.com

WC8180(config-wireless)#network-profile 1
WC8180(config-network-profile)#profile-name Open
WC8180(config-network-profile)#ssid open@enterprise.com
WC8180(config-network-profile)#mobility-vian open

Related Links
SSIDs on page 45

SSID2

guest@enterprise.com
WC8180(config-wireless)#network-profile 2
WC8180(config-network-profile)#profile-name Secure-Guest
WC8180(config-network-profile)#ssid guest@enterprise.com
WC8180(config-network-profile)#security-mode wpa-personal
WC8180(config-network-profile)#wpa2 versions-supported wpa2-and-wpa
WC8180(config-network-profile)#wpa2 key test1234
WC8180(config-network-profile)#mobility-vlan guest

Related Links
SSIDs on page 45

SSID3
contractor@enterprise.com
WC8180(config-wireless)#network-profile 3
WC8180(config-network-profile)#profile-name Contractor
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WC8180(config-network-profile)#ssid contractor@enterprise.com
WC8180(config-network-profile)#security-mode wpa-enterprise

WC8180
WC8180
WC8180(config-network-profile J#wpa2 cipher-suite ccmp-and-tkip

config-network-profile)#radius authentication-profile test

config-network-profile)#wpa2 versions-supported wpa2-and-wpa

(
(
(
(
(
(

WC8180(config-network-profile)#mobility-vlan contractor

Table 2: SSID configuration

SSID1 SSID 2 SSID 3
Name Open Secure Guest Contractor
WLAN SSID open@enterprise.com guest@enterprise.com contractor@enterprise.co

m

Broadcast SSID Yes Yes No
Interface Name 10.0.20/24 10.0.30/24 10.0.40/24
Layer 2 Security N/A WPA+WPA2 WPA+WPA2
RADIUS Server N/A N/A 192.168.1.100
WPA2 Policy N/A N/A AES, TKIP
Auth Key Mgmt N/A PSK 802.1X
PSK Format N/A ASCII N/A

In this example, SSID 3 is set up for 802.1X. Because 802.1X is wireless encryption and
authentication in one, once the end-user is on the 802.1X network, the connection is both encrypted
and authenticated.

SSID 2, however, is set up for PSK. PSK is wireless encryption only, so once the end-user is on the
PSK network, the connection is merely encrypted. If the network is to enforce authentication, it must
be done using an additional mechanism. In this example, the Secure Guest network uses PSK for
encryption and then uses the web-login capabilities of the Access Portal for authentication.

Related Links

SSIDs on page 45

Creating CASE packages

After you have performed the steps above, the network is functional and secure, but, as with any
secure network, users may have a difficult time connecting to it for the first time. In the section
below, we make the network usable and supportable by creating a CASE Profile that guides users
through their initial connection to the secure network.

Related Links

46
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CASE example on page 41

To begin on page 47

Creating a secure guest network profile (quest@enterprise.com) on page 47
Creating a contractor network profile (contractor@enterprise.com) on page 48
Creating a deployment package on page 35

Deploying packages on page 37

To begin
Log in to the CASE Administrative Console.

In the CASE Administrative Console navigation pane, click Network Profiles.The CASE
Administrative Console displays the Network Profiles page. If you want to simplify the view in the
Administrative Console, you may want to take a moment now to delete any existing profiles you no
longer need. Select the check box in front of the name of each network profile you want to delete
and from the Actions drop-down list, click Delete Network Profile.

For this example, we will define two secure network profiles: “guest” and “contractor”.

Related Links
Creating CASE packages on page 46

Creating a secure guest network profile (quest@enterprise.com)

To create a secure guest network profile:
Procedure
1. In the CASE Administrative Console navigation pane, click Network Profiles.
From the Actions drop-down list, click Create New Network Profile.
In the Name field, enter “guest”.
In the Description field, enter “Secure Guest Network”.
In the Splash Screen Banner field, enter “Security Settings for Guests”.

Leave the Apply Settings Permanently check box clear.

A S R A

Leave the NIC Selection at the default setting of Automatic. With Automatic NIC selection,
Access Portal automatically selects the network interface on which the security settings will
be applied.

8. In the Completion Behavior section, select the Reside in system tray radio button.
9. Click Next to move to the Connection settings.

10. In the Connection Method section, clear the Wired Connection check box and select the
Wireless Connection check box.
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11.
12.
13.
14.
15.
16.

17.

18.

19.

Under the Wireless Connection section, in the SSIDs text field, enter “guest@enterprise”.
From the Authentication drop-down list, select WPAPSK.

From the Encryption drop-down list, select TKIP.

In the Network Key field, enter “secureguest”.

Click Next to move to the Authentication settings.

In this case there are no required 802.1X settings. Click Next to move to Operating Systems
selection.

In the Operating Systems section, select the check boxes for all of the operating systems
and click Next.

(Optional) In the Validation section:

* In the Validation URL field, enter the URL the CASE application uses to verify
connectivity after 802.1X configuration completes.

* In the Post Transition URL field, enter the URL that launches after 802.1X configuration
completes.

» Click Next.

Review the settings on the Create Network Profile summary page and click Confirm to
save the network profile.

Related Links
Creating CASE packages on page 46

Creating a contractor network profile

(contractor@enterprise.com)
Procedure

1.

N o o bk Wb

In the CASE Administrative Console navigation pane, click Network Profiles.
From the Actions drop-down list, click Create New Network Profile.

In the Name field, enter “contractor”.

In the Description field, enter “Contractor Network”.

In the Splash Screen Banner field, enter “Security Settings for Contractors”.
Leave the Apply Settings Permanently check box clear.

Leave the NIC Selection at the default setting of Automatic. With Automatic NIC selection,
Access Portal automatically selects the network interface on which the security settings will
be applied.

8. In the Completion Behavior section, select the Reside in system tray radio button.

9. Click Next to move to the Connection settings.
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11.

12.
13.
14.
15.

16.
17.

18.

19.

Related
Creat

Creating CASE packages

. In the Connection Method section, clear the Wired Connection check box and select the
Wireless Connection check box.

Under the Wireless Connection section, in the SSIDs text field, enter
“contractor@enterprise”.

From the Authentication drop-down list, select WPA2.
From the Encryption drop-down list, select TKIP.
Click Next to move to the Authentication settings.

In the Authentication Method section, select the 802.1X Authentication check box and
from the 802.1X Authentication Type drop-down list, select PEAP-MSCHAPV2. Leave the
other fields on this page at default.

Click Next to move to Operating Systems selection.

In the Operating Systems section, select the check boxes for all of the operating systems
and click Next.

(Optional) In the Validation section:

* In the Validation URL field, enter the URL the CASE application uses to verify
connectivity after 802.1X configuration completes.

* In the Post Transition URL field, enter the URL that launches after 802.1X configuration
completes.

» Click Next.

Review the settings on the Create Network Profile summary page and click Confirm to
save the network profile.

Links
ing CASE packages on page 46

Creating a deployment package

To create a deployment package:

Procedure

1

. In the CASE Administrative Console navigation pane, click Packages. The CASE
Administrative Console displays the Packages page.
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AVAYA

idEngines

Packages
Network Profiles

‘h Hame Hetwork Profiles List Package Type

No records found.

Figure 16: Packages page

2. From the Actions drop-down list, click Create New Package.

AVAYA

idEngines

J IDEngines - Case Client - Admin Console | Administrator: admin

Packages

Network Profiles

Hame Hetwork Profiles List Package Type

Mo records found.
Ceploy Package

Figure 17: Create new package

The CASE Administrative Console displays the Create Package page.
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Create Package

Package Details

* Name:l

Type: IF::nIu:Ier vI
Metwork Profiles

Check all | Clear all

Hame De=scription
[T Guest Profile for quests
[T Contractor Profile for contractors
[T  Emplovee Profile for employees
4| |

Check all | Clear all
General Config Details

Avaya license Text! Will be prepended to the text provided by the
user, in the License areal

=)

License:

I Subrnit || Cancel I

Figure 18: Create Package page
3. In the Package Details section:
* In the Name field, enter a name for the package.

* From the Type drop-down list, select the package file type. The options are: Folder, Zip,
or Tar. Choose Folder if you want to deploy the package to Access Portal.

4. In the Network Profiles section, select the check boxes beside network profiles you want to
include in the package.

5. In the General Config Details section, in the License field, enter License text for the CASE
application to display to the user before the CASE application starts.

6. Click Submit. The CASE Administrative Console displays the new deployment package in
the Packages list.

Related Links
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Deployment packages on page 35
Creating CASE packages on page 46

Deploying packages
You can only deploy a package directly to Access Portal if the package type is Folder.
To deploy a package:
Procedure
1. In the CASE Administrative Console navigation pane, click Packages.

2. Select the check boxes beside the packages you want to deploy.

AVAYA s case clent - A Gonsol

idEngines

. Packages
? Network Profiles

Hame Hetwork Profiles List

I Packagel Guest,Contractar Deploy Package [
- Folder

Package? Employee

Figure 19: Select packages to deploy

3. From the Actions drop-down list, click Deploy Package. The CASE Administrative Console
displays the following message: “Do you want to deploy the selected Package ?”.

Do you wart to deploy the selected Package?

Cancel |

Figure 20: Actions > Deploy Package
4. Click OK. The CASE Administrative Console displays the Deploy Package screen.
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idEngines
. Deploy Package
'E_-’ Network Profiles
[ rackages
* Name: IPaEkagEl
Type: |Fo|der
* portal Ip: |
* User Name: |
* Password:l

Figure 21: Deploy Package screen

5. In the Package Details section, confirm that the package Name and Type are correct. Note:
The Type field must be Folder if you want to deploy the package to Access Portal.

6. In the Deployment Details section:
* In the Portal IP field, enter the IP address of the Access Portal.
* In the User Name field, enter a user name.
* In the Password field, enter a user password.

7. Click Submit.

Related Links
Deployment packages on page 35
Creating CASE packages on page 46

Web-login page

We now point the standard web-login page on the Avaya Ignition Access Portal to the
CASESuccess.html page provided as a part of the CASE Deployment package. This page contains
the link(s) to the CASE Profiles based on number of network profiles selected while creating a
deployment package. You can modify this html page to suite your needs to display the logo and
other instructions.

© Important:
It is strongly advised to not remove any Avaya Specific code under the Script TAG.

Related Links
CASE example on page 41
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End-user experience

54

As the end-user enters the Enterprise premises, they will recognize the broadcast, open SSID
“‘open@enterprise.com” of our open network. The enduser uses their wireless management
software to attach to this SSID. After attaching to the open SSID, the network capabilities of the end-
user are limited until the end-user opens a browser. When the end-user opens a browser, the
Ignition Access Portal presents the customized web-login page used in this example.

N hitpzif T2.16. 2108000 findex. php - Microsoft Internet Explorer

Fha  Bde Ve  Pavocies  Took  Hal

) i i.l El _.I" - Search "':..:-'?'ivlklﬁ {-"' b= g — ";—i

8] Fitp: {1172, 16,280 S000dex. pihp ]

‘waloo el Tou have suscesslully Sinid mbs Entorpese Portal

Whal wocdd yow Gke s Sab

Gusdld, ik o Resommanded your cserguter be mmgrated to e docura aabwerk. Yeur privacy will b preteched throogh the ude & eneryphion. Enable Sueit Security by dledoss bare.

Figure 22: Customized web-login page

From this initial page, the end-user has the option to enable security or continue with the web-based
logon on this insecure SSID. When the end-user selects either Enable Guest Security or Enable
Contractor Security, they begin the CASE experience.

Depending on the browser support for ActiveX or Java Applet, the CASE launches. The CASE
begins the process by presenting the Licence Agreement dialog loaded with licensing terms.
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End-user experience

Licence Agreement

<< Thig iz a place holder for Avapa License kext. »»WwWelcome to Avara Metworl:

If wour accept all the terms of the agreement,chooze | Agree o continue, 'ou must accept
the agreement to mn CASE.

| | Agree | Cancel

Figure 23: Licence agreement

After the end user accepts the licensing terms, the CASE application starts analyzing the current
settings. The CASE application then downloads the Network Profile hosted on the Portal and starts
applying the settings for the Network Interface.

ldentity Engines
A\/AyA CASE Client

2011 Avayalnc. All rights reserve d.

Security Settings for Contractors

Connected to the portal

1.0.0.07Build 227507

Depending on the configuration of the user's computer, CASE displays various status messages on
the screen. After CASE updates the network interface with the secure settings, the user is prompted
for user credentials to authenticate if the user is joining the contractor network.

For the authentication to succeed, the user must have a valid user record in the Ignition appliance.
Once configured, the system is migrated to the secure network. The user is automatically
transferred to the secure network in about 60 seconds.
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CASE example

Related Links
CASE example on page 41

Summary

The CASE application and the web-hijacking capabilities of Ignition Access Portal, provide end-
users with an intuitive and hassle-free migration to secure networks. The CASE application and
Ignition Access Portal allow Administrators to deploy network security without burdening support
staff and frustrating end-users.

Related Links
CASE example on page 41
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Chapter 7: Troubleshooting

This chapter lists solutions for common errors that can occur when configuring Avaya Identity
Engines Ignition Client for Accessing Secure Enterprise (CASE) Administrative Console or running
the CASE application.

Related Links
Troubleshooting common problems on page 57

Troubleshooting common problems

The following sections offer solutions and workarounds for commonly reported issues:

Related Links
Troubleshooting on page 57

Logging

» The CASE Administrative Console log file contains entries regarding potential issues and
exceptions. The CASE Administrative Console log file is located at:
<TOMCAT INSTALL DIR>/webapps/AdminConsole/logs/AdminConsole.log

* You can use the CASE application logs to troubleshoot errors that can occur when executing
the CASE application. The CASE application does not delete the CASE application log file after
reverting the settings. New logs are appended to the end of the CASE application log file
including when the CASE application is executed multiple times.

Q Note:

To access the CASE application logs, from the system tray menu, click Show Logs.
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Troubleshooting

Revert Setkings

Re-apply Settings
Shiow Logs

Abouk Avaya CASE

Ezxit

Figure 24: Accessing the CASE application logs

Error

Problem description
Browser reports certificate errors when attempting to connect to the CASE Administrative Console.

Refer to Setting up Tomcat to require HTTPS connections on page 18.
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OS not supported

OS not supported

Make sure that correct supported OS network profile was downloaded.

Failed to deploy EAP-PEAP/TLS or EAP-TLS

Choose the show logs option from the CASE system tray menu and look for the key word “Error”.
For example, “Error: ImportPerCert: Error in PFXImportCertStore. Probably password incorrect.”
means the password for installing client certificate is not correct.

Error

Problem description

Failed to deploy network profiles with error “configured supplicant failed”

Choose the show logs option from the CASE system tray menu and look for the key word “Error”.
For example, “Error: selected Interface does not match with connection settings.” means the client

chose the incorrect network profile such as trying to apply a wireless network profile on a wire
network connection.
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