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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating
instructions and performance specifications that Avaya may generally
make available to users of its products and Hosted Services.
Documentation does not include marketing materials. Avaya shall not
be responsible for any modifications, additions, or deletions to the
original published version of documentation unless such
modifications, additions, or deletions were performed by Avaya. End
User agrees to indemnify and hold harmless Avaya, Avaya's agents,
servants and employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: http://support.avaya.com or such successor site as
designated by Avaya. Please note that if You acquired the product(s)
from an authorized Avaya Channel Partner outside of the United
States and Canada, the warranty is provided to You by said Avaya
Channel Partner and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO OR
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS
OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The

applicable number of licenses and units of capacity for which the
license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other
materials available to You. “Software” means computer programs in
object code, provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hardware products,
and any upgrades, updates, patches, bug fixes, or modified versions
thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that
hosts a software application to be accessed by multiple users.
“Instance” means a single copy of the Software executing at a
particular time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.

License types

Designated System(s) License (DS). End User may install and use
each copy or an Instance of the Software only on a number of
Designated Processors up to the number indicated in the order.
Avaya may require the Designated Processor(s) to be identified in
the order by type, serial number, feature key, Instance, location or
other specific designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifically for this
purpose.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the
list of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products” or such
successor site as designated by Avaya. For Heritage Nortel
Software, Avaya grants You a license to use Heritage Nortel
Software provided hereunder solely to the extent of the authorized
activation or authorized usage level, solely for the purpose specified
in the Documentation, and solely as embedded in, for execution on,
or for communication with Avaya equipment. Charges for Heritage
Nortel Software may be based on extent of activation or use
authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

Each product has its own ordering code and license types. Note that
each Instance of a product must be separately licensed and ordered.
For example, if the end user customer or Avaya Channel Partner
would like to install two Instances of the same type of products, then
two products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: http:/
support.avaya.com/Copyright or such successor site as designated
by Avaya. You agree to the Third Party Terms for any such Third
Party Components.
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Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: http://support.avaya.com or such
successor site as designated by Avaya. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
or Hosted Service notices and articles, or to report a problem with
your Avaya product or Hosted Service. For a list of support telephone
numbers and contact addresses, go to the Avaya Support website:
http://support.avaya.com (or such successor site as designated by
Avaya), scroll to the bottom of the page, and select Contact Avaya
Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, or other third parties. Users are not permitted to use such
Marks without prior written consent from Avaya or such third party
which may own the Mark. Nothing contained in this site, the
Documentation, Hosted Service(s) and product(s) should be
construed as granting, by implication, estoppel, or otherwise, any
license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.
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Chapter 1: Introduction

Purpose

This document guides you through a first-time configuration of the Avaya Identity Engines (IDE)
Ignition Server to set up Avaya Aura Single-Sign-On (SSO). This guide also explains how to monitor
SSO, provides use cases to demonstrate how to use SSO, and explains how to troubleshoot
common problems. This guide is written for network administrators who need to configure SSO. This
guide assumes you have installed the Avaya IDE Ignition Server virtual appliance as shown in the

Avaya Identity Engines Ignition Server Getting Started guide.

Related resources

Documentation

See the following related documents.

Title

Purpose

Document number

Avaya Identity Engines Ignition
Server Getting Started

Installation and simple
configuration

NN47280-300

Avaya Identity Engines Ignition
Server Administration

All configuration options

NN47280-600

Avaya ldentity Engines Ignition
Server Release Notes

Reference

NN47280-400

Training

Ongoing product training is available. For more information or to register, you can access the Web

site at http://avaya-learning.com/.

December 2014
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Introduction

Viewing Avaya Mentor videos

Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot Avaya
products.

About this task

Videos are available on the Avaya Support website, listed under the video document type, and on
the Avaya-run channel on YouTube.

Procedure

» To find videos on the Avaya Support website, go to http://support.avaya.com and perform one
of the following actions:

- In Search, type Avaya Mentor Videos to see a list of the available videos.

- In Search, type the product name. On the Search Results page, select Video in the
Content Type column on the left.

* To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and
perform one of the following actions:

- Enter a key word or key words in the Search Channel to search for a specific product or
topic.

- Scroll down Playlists, and click the name of a topic to see the available list of videos posted
on the website.

© Note:

Videos are not available for all products.

Subscribing to e-notifications

Subscribe to e-notifications to receive an email notification when documents are added to or
changed on the Avaya Support website.

About this task

You can subscribe to different types of general notifications, for example, Product Correction
Notices (PCN), which apply to any product or a specific product. You can also subscribe to specific
types of documentation for a specific product, for example, Application & Technical Notes for
Ethernet Routing Switch 8800.

Procedure

1. In an Internet browser, go to https://support.avaya.com.

2. Type your username and password, and then click LOG IN.
3. Click MY PROFILE.
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Related resources

SEARCH AVAYA SUPPORT

Welcome Shelley
LOG OUT | MY PROFILE

4. On the site toolbar, click your name, and then click E Notifications.

HI, SHELLEY SIMMONS USER MANAGEMENT SEARCH TOOLS

» Edit My Profile b Approval Request F Users » SoldTo Users Association
¥ Manage My Sold Tes ¥ Register New User » Companies » ScldTo Link ID Assccistion
} E Notifications b Delete SoldTo Association
b Copy SoldTos - Users

* Copy SoldTos - Link IDs

& Minimiza &

5. In the GENERAL NOTIFICATIONS area, select the required documentation types, and then
click UPDATE.

GENERAL NOTIFICATIONS

1/5 Notifications Selected

¥

End of Sale and /or Manufacturer Support Notices

Product Correction Notices (PCN) o
Product Support Notices

Security Advisories

Services Support Notices

UPDATE

6. Click OK.
7. In the PRODUCT NOTIFICATIONS area, click Add More Products.
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PRODUCT NOTIFICATIONS Add More Products

Show Details 1 Notices

8. Scroll through the list, and then select the product name.
9. Select a release version.

10. Select the check box next to the required documentation types.

PRODUCTS My Notifications
-

A o o s VIRTUAL SERVICES PLATFORM 7000
V arvices 7

Select a Release Version
Virtualization Provisioning Service All and Future T
Visual Messenger™ for OCTELE® 250/350 Administration and System Programming
Visual Vactors Application Developer Information
Visualization Performance and Fault Manager Application Notes
Veice Portal Application and Technical Notes o
Voice over IP Monitoring Declarations of Conformity
W310 Wireless LAN Gateway Deocumentation Library L

WLAN 2200 Series
' SUBMIT »»

WLAN Handset 2200 Series

11. Click Submit.

Searching a documentation collection

On the Avaya Support website, you can download the documentation library for a specific product
and software release to perform searches across an entire document collection. For example, you
can perform a single, simultaneous search across the collection to quickly find all occurrences of a
particular feature. Use this procedure to perform an index search of your documentation collection.

Before you begin
» Download the documentation collection zip file to your local computer.
* You must have Adobe Acrobat or Adobe Reader installed on your computer.
Procedure
1. Extract the document collection zip file into a folder.

2. Navigate to the folder that contains the extracted files and open the file named
<product_name_release>.pdx.
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Support

3. In the Search dialog box, select the option In the index named
<product_name_release>.pdx.

4. Enter a search word or phrase.
5. Select any of the following to narrow your search:
* Whole Words Only
+ Case-Sensitive
* Include Bookmarks
* Include Comments
6. Click Search.

The search results show the number of documents and instances found. You can sort the
search results by Relevance Ranking, Date Modified, Filename, or Location. The default is
Relevance Ranking.

Support

Go to the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.
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Chapter 2: New in this release

Configuring and Managing Avaya Identity Engines Single-Sign-On is a new document for Release
9.0. All content is new.

12 Configuring and Managing Avaya ldentity Engines Single-Sign-On December 2014

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Configuring and Managing Avaya Identity Engines Single-Sign-On

Chapter 3: Identity Engines Single-Sign-On
fundamentals

Today’s enterprises must deal with multiple user IDs and passwords, a situation that adds cost and
complexity as well as potential security risks.

Identity Engines Single-Sign-On (SSO) mitigates this by allowing network administrators to centrally
configure, assign, securely store, and change access credentials.

Users do not need to log in separately to individual resources. Instead, they get:
+ Consistent, efficient, secure, and easy access to critical resources from any location
* One password to remember
Enterprises benefit from:
+ Simplified administration
* Reduced support costs
* Improved enterprise security
 Greater user experience and productivity
+ Ability to achieve regulatory compliance

Related Links
Identity Engines as a solution on page 13
Architecture on page 14
Architectural component overview on page 16
Benefits of IDE SSO on page 18

Identity Engines as a solution

The Identity Engines (IDE) portfolio is a powerful and flexible enterprise identity management
system. |dentity Engines:

* |s designed from the ground up to manage user access privileges across all of a company's
networks and resources contained within a network (such as wired and wireless network
access).
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Identity Engines Single-Sign-On fundamentals

+ Easily handles the most uncompromising and rigorous IT and business requirements for
secure access.

With the Identity Engines Single-Sign-On (SSO) feature, in addition to controlling the network
access for a user, IDE provides granular policy-based access control to the resources (applications)
contained within an enterprise network

Identity Engines SSO provides standards-based SSO capabilities. It allows various Web
applications to make informed authorization decisions for individual access to protected online
resources in a privacy- preserving manner.

The Security Assertion Markup Language (SAML) 2.0 is used for the purpose of identity
authentication. Proper use of this SAMLv2 ensures that implementations:

* Meet open standards
» Maximize interoperability

* Provide end users with a consistent context for credential use in Enterprises

Related Links

Identity Engines Single-Sign-On fundamentals on page 13
Applicability for IDE Release 9.0 on page 14

Applicability for IDE Release 9.0

IDE SSO support is limited to Avaya Aura® applications for IDE Release 9.0.

As of General Availability of IDE Release 9.0, Aura® Flare Experience 1.2 for iPad supports IDE
SSO capabilities.

Related Links

Identity Engines as a solution on page 13

Architecture

14

With the Identity Engines (IDE) Single-Sign-On (SSO) architecture, the Ignition Server acts as a
Unified Identity Provider and supports multiple interfaces to accept authentication requests. The
Ignition Server runs different types of Services such as RADIUS, TACACS, SOAP, and SAML.

On the back end, it continues to utilize the existing directory virtualization to provide federation of
Identity information. This model allows Ignition Server to play a role of Network Access Controller as
well as Application Access Controller and provide enforcement of highly granular Access Policies.
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Architecture
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The XACM-based Policy Engine has been extended to utilize the Web application specific policies.

With IDE’s data store virtualization, identities are already integrated to create a clean global list of all
users for the identification phase of authentication, while delegating the credential checking back to
the authoritative sources.

The Unified Identity Provider allows enterprises to consolidate AAA functionality across network and
application layer.

The Avaya Aura architecture for SSO consists of:
* IDE acting as an Identity Provider (IdP) that integrates with the enterprise Directory Services

» The Service Provider (SP) agent protecting the Aura services by validating the assertions from
IdP

» The Realm Mapper, a Web-based service to map a user’s enterprise credentials to their Aura
identity

With this architecture, the end user is only asked for credentials once, through an interaction with
the enterprise’s SSO solution. After signing on, the user is able to access to all of the services
needed for various applications to operate.
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The IDE SSO architecture provides two SSO work flows to take into account different modes of
client access:

1. Web-based SSO targeted for browser-based client access or thin clients
2. ECP-based SSO targeted for thick clients or intelligent clients
Web-based SSO

When a user tries to access application services using a browser, the SP agent on the application
server intercepts the client request, checks for the required authentication token and, if not present,
redirects the client to authenticate to the enterprise.

If the token is present, the SP agent validates the token with the IdP on Ignition Server, which
returns a SAML assertion to the SP agent. The SP Agent parses the SAML assertion and asserts
the user’s identity and any authorization policy required for the service.

ECP-based SSO

When thick clients (such as Avaya SIP) that do not run in the context of a browser try to access the
applications, they use the ECP-based architecture.

ECP is a SAML standard acronym that stands for "Enhanced Client or Proxy". The ECP profile is an
adaptation of the SAML profile used for Browser SSO with the parts that were designed around the
limitations of a browser removed.

The ECP-based Single-Sign-On provides Avaya SIP clients with the capability to directly contact a
user’s IdP without requiring a redirection by the SP, as in the case of a browser.

The Realm Mapping service, hosted on Identity Engines Ignition Server, is required to perform the
translation from the Enterprise domain to the Aura® domain. The Realm Mapping service on Identity
Engines Ignition Server is protected by its own internal SP agent.

» The SP agent on Ignition Server intercepts the request for Realm Mapping data from the client
and responds to the client with a SAMLv2 Authentication Request.

* The client takes this Authentication Request to IdP, which then performs the user
authentication and authorization.

* As a part of the response from IdP, the client receives a SAMLv2 Authentication Response
package containing the assertion.

* The client then requests the Realm Mapper URL using the Assertion in the response package.

« SP then returns the Realm Mapping data, which is used to authenticate to Aura® services such
as SM and CM.

Related Links
Identity Engines Single-Sign-On fundamentals on page 13

Architectural component overview

This section provides an overview of the Identity Engines (IDE) Single-Sign-On (SSO) architectural
components.
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Identity Provider
In perimeter authentication, a user needs to be authorized and authenticated only once (Single-
Sign-On).

The Identity Assertion Provider (IdP) is an authentication module that authenticates the user within a
security realm and then issues a security token, which can by used by the client to get access to
protected resources within that security realm without having to authenticate again.

An IdP is hosted on the IDE Ignition Server as a licensable service. This IdP uses all of the IDE
Ignition Server’s capabilities to enforce XACML-based policies and integration with various directory
services.

Service provider

Service provider (SP) is the entity that provides services to users or other system entities. In simpler
terms, a service provider is a Web application or a Web site.

Realm mapper

Avaya Aura® services do not directly support Web SSO for Single-Sign-On because the security
realms are not identical, yet all VolP requests must be authenticated. Avaya Enterprise SSO for SIP
allows a client to:

* First authenticate to the enterprise infrastructure using standard Web-based SSO techniques

» Then automatically be granted user authentication privileges in the associated SIP realm
without the user being prompted for SIP credentials

It relies on a one-way one-for-one trust mapping from a single Enterprise user to a single SIP
Identity. The responsibility of the realm mapping service is to map an Enterprise identity for a
particular user to an Aura® identity.

Beginning in Release 9.0, the realm mapping service is hosted on the IDE Ignition Server.
Aura® services

Aura® services are the Voice and Multimedia services to which the endpoints connect, once
authenticated using Enterprise ID. The end points discover the Aura®-specific credentials from
Realm Mapper.

VPN controller

A VPN controller is a part of remote access when a user has to gain access to the Enterprise
network using VPN before they can access Aura® services. There is no change in terms in how
users connect to wired or wireless connections.

Network access switch (wired and wireless)

Network access switches are a part of network edge access when the user has to gain access to
the Enterprise network before they can access Aura® services. There is no change in terms of how
users connect to wired or wireless connections.

Avaya Aura® System Manager

The Ignition Server communicates with the Avaya Aura® System Manager to receive the realm
mapping information. This communication happens over a secure LDAP interface. Ignition Server
maintains a local cache of the realm mapping information available from each System Manager
acting as a Directory service.
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Related Links
Identity Engines Single-Sign-On fundamentals on page 13

Benefits of IDE SSO

Identity Engines Single-Sign-On offers several important advantages to the enterprise:

» Gain access from any location to maximize productivity.

Eliminate lost or forgotten passwords; users have one password to remember.

» Lower user support costs by eliminating password-related support calls.

Securely store and manage all passwords; no more searching for lost passwords.

* Improve network security by preventing unauthorized users from accessing enterprise
applications.

Facilitate regulatory compliance.

Related Links
Identity Engines Single-Sign-On fundamentals on page 13
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Chapter 4: Configuring SSO

Related Links
Overview on page 19
Before you begin on page 20
Making settings on the Ignition Server virtual appliance on page 23
Installing the Ignition Aura® SSO license on page 26
Configuring SAML service on page 28
Creating a SAML Access Policy on page 30
Setting up the Realm Mapper service on page 31
Setting up your connection to a directory service on page 32
Creating Virtual Groups on page 49
Setting up User Virtual Attributes on page 51
Configuring Authentication Policy details on page 54
Configuring Identity Routing Policy details on page 56
Configuring Authorization Policy details on page 57
Setting up your Outbound Attribute Policy details on page 59
Viewing the SAML Access Policy summary on page 63
Configuring Service Providers on page 65

Overview
This section guides you through a first-time configuration of the Avaya Identity Engines (IDE)
Ignition Server to set up Avaya Aura Single-Sign-On (SSO).
The basic steps to configure SSO using the Ignition Server are:
» Making settings on the Ignition Server virtual appliance
* Installing the Ignition Aura SSO license
+ Configuring SAML Service
 Creating a SAML Access Policy
+ Setting up the Realm Mapper service
» Setting up your connection to a directory service
* Creating a Directory Set
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+ Setting up your connection to an Avaya Aura System Manager
* Creating Virtual Groups

 Creating User Virtual Attributes

» Configuring Authentication Policy details

» Configuring Identity Routing Policy details

» Configuring Authorization Policy details

» Configuring Outbound Attribute Policy details

» Configuring Service Providers (optional)

Note: When using this guide, ensure that you have a copy of Avaya Identity Engines Ignition Server
Getting Started, NN47280-300 available. Avaya Identity Engines Ignition Server Getting Started
covers basic Ignition Server configuration tasks. For advanced configuration topics, see Avaya
Identity Engines Ignition Server Administration, NN47280-600.

Related Links
Configuring SSO on page 19

Before you begin

Ensure that you have completed the following tasks before you begin configuring the Ignition Server.
+ Setting up the Ignition Server
» Configuring the Avaya Aura System Manager
» Ensuring that the client device has the correct version of the software installed

Related Links
Configuring SSO on page 19
Setting up the Ignition Server on page 20
Configuring the Avaya Aura System Manager on page 21
Ensuring the client device has the correct software version installed on page 22

Setting up the Ignition Server

Complete the following Ignition Server tasks using the steps shown in Avaya Identity Engines
Ignition Server Getting Started, NN47280-300.

* Install the Ignition Server virtual appliance.

* On the Virtual Machine’s console, perform administrative network configuration to allow access
from Dashboard.

* Install the Base license. The Base license can be LITE, SMALL, or LARGE.
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* Install Ignition Dashboard on your Windows-based laptop or PC.

© Note:

Identity Engines is a suite of applications. For Avaya Aura SSO, only the Ignition Server and the
Ignition Dashboard are required. Other Identity Engines applications such as the Ignition Guest

Manager and the Ignition Access Portal are optional and may be needed for use in conjunction

with network access.

Related Links
Before you begin on page 20

Configuring the Avaya Aura System Manager

This section covers the configuration required on the Avaya Aura System Manager to allow
interaction with the Identity Engines (IDE) Ignition Server. For complete installation and
configuration of Avaya Aura System Manager, refer to the appropriate documentation.

You must configure the Avaya Aura System Manager to allow the IDE Ignition Server to read the
realm mapping data. The IDE Ignition Server requires an Administrative User Account on Avaya
Aura System Manager to read the realm mapping data. You can use the existing Administrative
Account on Avaya Aura System Manager or you can create a new account through the User
Management screen or the Administrators’ screen on the Avaya Aura System Manager.

After you configure an IDE Ignition Server Administrative User Account on the Avaya Aura System
Manager, the realm mapping service on the IDE Ignition Server can use the realm mapping data to
map an Enterprise ID for a particular user to an Aura ID and provide the credentials over secure
exchange.

About this task

Use the following procedure to create a new Administrative User Account on Avaya Aura System
Manager.

Procedure
1. Open a web browser.

2. Point the web browser to the Avaya Aura System Manager fully qualified domain name
(FQDN) or IP address.

The Log On page displays.
3. Enter your User ID.

The default is admin.
4. Enter your Password.
5. Click Log On

The Home page appears and displays three columns: Users, Elements, and Services.
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6. At the top of the Users column, click the Administrators link.
The Administrative Users page displays.

7. Click Add to add a new Administrative User to be used by the IDE Ignition Server.
The Add New Administrative User page displays.

Add New Administrative User

Step1: |dentify the new user.
Enter the user's full name and select an authentication type and User ID. Locally authenticated users also required a temporary password.

User ID: (1-31) (Allowed characters are a-z, A-Z, 0-9, -and _ )

Authentication Type: (=) Local
External
Full Mame:

______________________________________________________________________________________________________________________________

Temporary password:

Re-enter password:

The user will be required to change this passweord when logging in.

Allowed characters in the password are: a-zA-Z0-9{}|()<=/.=[]*_@!$%&-+"7"\; The length of your password must be at least & characters.

Mote: The new user must be saved before you may assign roles.

Commit and Continue Cancel

8. On the Add New Administrative User page, perform the following actions:
a. In the User ID field, enter the User ID for the Administrative User account.

b. Select the Authentication Type that the user will undergo at runtime to obtain access
to the system. The choices are: Local or External.

c. In the Password field, enter a password for the Administrative User account.
d. Click Commit and Continue.

9. From the Roles window, select Network Administrator and System Administrator and
click Commit.

This creates a new administrative user account that the IDE Ignition Server can use to sync
realm mapper data.

Related Links
Before you begin on page 20

Ensuring the client device has the correct software version
installed
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About this task

Use the following procedure to ensure that the client device has the correct version of software
installed.

Procedure
1. Launch Avaya Flare® Experience for iPad.
2. Click Settings.
3. Click Support.
The release number should display as Release 1.2.1 or higher.

Related Links
Before you begin on page 20

Making settings on the Ignition Server virtual appliance
You use Ignition Dashboard to make settings on the Ignition Server virtual appliance.
About this task
Use the following procedure to make settings on the Ignition Server virtual appliance.
Procedure

1. Start Ignition Dashboard: Double-click Ignition Dashboard icon on your desktop, or, on the
Windows task bar, select Start > Programs > Ignition Dashboard > Ignition Dashboard.

The application displays its login window.

2. Type the Ignition administrator User Name and Password.
The default login credentials are admin/admin. In the Hostname field, enter the hostname or
IP address of your Ignition server's administrative network, and click OK.

Default Certificate El

ou are presently using the defaulk admin certificate that was shipped with the appliance.
Wi'e strongly recommend acquiring and installing one specifically issued For your organization,

[ | Dar't shaw this warning anyrmare

ok |

Initially, the Default Certificate window appears alerting you that you are using the default
Ignition Dashboard-to-Ignition Server certificate (“admin certificate”) that was shipped with
Ignition Dashboard. Click OK to dismiss the window. (Avaya recommends that you later
consult the “Certificates” chapter of the Avaya ldentity Engines Ignition Server Administration
Guide and replace the certificate as explained there.)
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Dashboard displays its main window, which consists of three tabs, a navigation tree, and a
reading and editing panel.

:A Ignition Dashboard

Configuration,
Monitor, and
Troubleshooting
tabs

Current Site: Site 0

Configuration
&) Site 0

g 10.1.2.148

= [ site Configuration’ ThelFec
#- B Access Policies
#- A Authenticators pnce th
w=-¥ sso individu
- &) Directories
# & Provisioning Select g

i @ Guest Manager
} 5 Access Portal

a Administration ﬂ 1. Access PO“CVJ

A protocol-specific collection of policies tH

&

W

4] 2. Directory Service
T T Identifies a store where user credentials

are among the supported stores. This is n

1 : 1
Navigation tree Reading and editing panel
3. In the Configuration tree, click on Site 0, then right-click on Site 0 and select the Rename
Site command. In the Rename Site dialog, type a name for your site.

4. In the navigation tree, click on the machine name or IP address of the Ignition Server virtual
appliance you want to configure.

The application displays the Nodes panel, which allows you to manage network settings on
the appliance, and check its current status.

Hint: The Actions menu allows you to manage the appliance hardware (actions such as
rebooting and shutting down). To use the Actions menu, right-click the IP address of your
Ignition Server in the navigation tree, or, with the IP address selected, click the Actions
menu at the upper right.

A Warning:

Since your installation uses an Active Directory service, you must specify your DNS
server address(es) before you connect Ignition Server to Active Directory.

5. Configure the DNS. DNS settings apply to each Ignition Server individually, even if the
Ignition Server is part of an HA pair.

Make your DNS settings as follows:
a. In Dashboard’s Configuration hierarchy tree, click the name or IP address of your node.

b. In the Node Configuration panel, click the System tab and click the DNS tab.
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c. In the DNS section of the System tab, click Edit.

d. In the Primary IP Address field, enter the unique IP address of your primary DNS
Server using dotted decimal notation.

e. (Optional) In the Secondary IP Address field, enter the unique IP address of your
secondary DNS Server using dotted decimal notation.

f. In the Search Domain field, enter the DNS search domains.

When entering more than one domain, separate the domain names with a space. When
trying to resolve a host name, the Ignition Server searches these domains. Typically this
is your organization’s domain name, such as, for example, Avaya.com. Enter no more
than six domains, and no more than 1024 characters in the Search Domain field.

g. Click OK to apply your changes.

© Note:

If you will use an Active Directory (AD) data store, it is particularly important that
you set the time correctly. If the time settings of the Ignition appliance and the AD
server machine are more than five minutes out of sync, Ignition may not be able to
log into AD.

6. Set the clock. Click on the System tab, click the Date and Time tab, and click Edit.

Make sure that the time and date set on the Ignition appliance are correct. If the current
setting is incorrect, use the Edit Date and Time Configuration window to set the time in one
of the following ways:

a. To set the time manually, click the Manual Setting radio button, click the clock and
calendar icon, set the time in the dialog window that appears, and click OK.

b. To set the time to match the clock on your Dashboard management PC, click Manual
Setting , click Sync , and click OK.

c. To set up automatic clock-setting using an NTP time server, click NTP Server , type the
IP address of the NTP server in the Primary IP Address field (if you have a second
NTP server, type its IP address in the Secondary IP Address field), and click OK.

7. (Optional) If you intend to separate your authentication network from your management
network, perform the following actions.

© Note:

For most installations, the following steps are not necessary. Only perform the following
steps if your authentication network is separate from your management network.

a. Activate the Service Port (“SVC”): In the Dashboard Configuration tree, click the IP
address or name of your site.

b. In the Nodes panel, click the Ports tab.
c. Click the Service Port row, and click Edit.
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d. In the Edit Port Configuration window, select the Enable Port check box and in the IP
Address field, assign an address to the port. In the adjacent field, enter the subnet
mask.

e. Click OK.
Next steps
Installing the Ignition Aura® SSO license on page 26

Related Links

Configuring SSO on page 19

Installing the Ignition Aura® SSO license

26

Single-Sign-On (SSO) is a licensed feature of Identity Engines. You must install the Ignition Aura®
SSO license (also known as the SAML license) to enable the Identity Engines (IDE) SSO feature
support on the Ignition Server.

The Ignition Aura® SSO license requires, at a minimum, an Identity Engines Ignition Server Base
license of any size (for example: Ignition Server Base LITE, SMALL or LARGE license). A single
Identity Engines Aura® SSO license is required for either a standalone deployment of the Ignition
Server or an High Availability (HA) deployment of a pair of Ignition Servers.

Before you begin
+ Obtain the Ignition Aura® SSO license (also known as the SAML license).
» Ensure that your Ignition Server is running and accessible on the network.
* Run Dashboard.

About this task

Avaya Identity Engines currently supports the KeyCode Retrieval System (KRS)-based licensing
model.

Beginning in Release 9.0, Identity Engines supports Avaya Product Licensing and Delivery System
(PLDS) licensing model, in addition to the KRS. The Avaya PLDS provides customers, Business
Partners, distributors and Avaya Associates with easy-to-use tools for managing asset entitlements
and electronic delivery of software related licenses. Using PLDS, you can perform activities such as
license activation, license de-activation, license re-host, and software downloads.

© Important:
Note the following:

* An important difference between KRS licenses and PLDS licenses is that KRS licenses are
individual licenses while a PLDS license file always includes all PLDS licenses within a
single PLDS license file, which is in XML format.

+ At the time of IDE Release 9.0, Ignition Server supports both KRS and PLDS licenses to
accommodate customers who do not yet have access to Avaya PLDS. Over time, Identity
Engines will transition to support a single licensing system, PLDS.
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Use the following procedure to install the Ignition Aura® SSO license.
Procedure

1. In the Dashboard Configuration tree, click the name of your site.

2. Click the Licenses tab.

3. Click Install.

4. Depending on your license type, perform one of the following actions:

+ For KRS: Browse to the Ignition Aura® SSO license and open it in your e-mail tool or text
editor. Highlight and copy the entire contents of your license file. Return to the License
Installation window of Dashboard and click Paste to paste the license text there.

» For PLDS: Click Browse. Browse to and double-click the PLDS license file you
downloaded from PLDS. The Ignition Server reads in the license file.

5. Click OK.

The following figure shows a sample Ignition Aura® SSO PLDS license installed on the
system.

Mame: 5ite D

( Services |/ Licenses r Certificates |/ Logging r Scheduled Backups

Licenses: License Details:
Ignition Access Portal ShidLL Feature: Ignition Aura S50

License Type: KBS
Valid From: Z013-12-12 1&:00:00

Inition Guest Manager ShiaLL
Ignition Posture ShAALL

Iqnition Server Base SMALL Valid Until: E014-12-20 1l6:00:00

Iqnition TACACS+ I=suer: Awaya Inc., Santa Clara, CL
Issue Date: Z013-12-20 12:05:51
Licensees: Awaya Inc.

Comment: SMALL license for wuse by AIEIS B4l team in
Production enwvironment

MNode Ids: Demo License

License Serial MNumber: IDE-995399

| Install... | | Export &ll KRS Licenses.., | | Delete | | Copy to Clipboard |

After you install the license, an SSO node appears under Site Configuration.

Next steps

After you install the Ignition Aura® SSO license, you can configure the various SAML parameters
required to support SSO on the Ignition Server.
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Related Links
Configuring SSO on page 19

Configuring SAML service

The Ignition Server SAML service handles user authentication requests from Avaya Aura Unified
Communications (UC) soft clients. The first client supporting the Identity Engines (IDE) Single-Sign-
On (SSO) Solution is Avaya Flare® Experience for iPad.

You can bind the Ignition Server SAML service to a physical Ethernet port on the Ignition Server (the
Admin port). Use the SAML tab to enable SAML service, bind the SAML service, configure its port
numbers, and select the certificate that the SAML service will use.

About this task
Use the following procedure to configure SAML service.
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
2. In the Sites panel, click the Services tab and then click the SAML tab.

3. Click Edit.
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The Edit SAML Configuration dialog box displays.

4. Edit as necessary.

The following table describes the SAML service information.

Attribute

Description

SAML Enabled

Enables or disables SAML service. Ensure that
this check box is selected.

Bound Interface

Specifies the Ignition Server Ethernet interface
that handles the SAML authentication traffic.
From the drop down list, choose the Ignition
Server Ethernet interface that you want to handle
the SAML authentication traffic.

° Note:

You can bind SAML to any port on the
Ignition Server. If you are running an HA
pair of Ignition Servers, you can choose to
bind SAML to a Virtual IP (VIP) interface.
See “Managing Virtual Interfaces (VIPs)” in
the Avaya Identity Engines Ignition Server
Administration guide for information about
using VIPs.

Https Port

Specifies the secure HTTP port number that
should receive SAML authentication requests.
The default SAML authentication port is 443. If
you don’t want to use the default port, enter the
secure HTTP port number to receive SAML
authentication requests.

Realm Mapping Enabled

This specifies if the Realm Mapping Service is
enabled. For now, leave it disabled.

5. Click OK to apply your changes.

6. Click Modify to select the certificate that the SAML service will use.

The Modify Certificate dialog box displays.

7. You can upload your own certificate. For more information , see the “Managing certificates”
section in the Avaya Identity Engines Ignition Server Administration guide.

8. Select the certificate that the SAML service will use.

A default certificate (default-saml-cert) is used if you do not select a certificate.

9. Click OK.
Next steps
Creating a SAML Access Policy on page 30

Related Links
Configuring SSO on page 19
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Creating a SAML Access Policy

Your SAML Access Policy contains the rules that determine how a user must authenticate and,
based on the user’s identity, which applications the user is allowed to use. Each Service Provider
has one SAML Access Policy applied to it, meaning that all users trying to access an application
protected through that Service Provider are governed by the same associated SAML Access Policy.

A default SAML Access Policy (default-saml-user) exists that you can edit to specify the
authentication, identity routing, and authorization details.

© Note:
You cannot delete the default-saml-user policy.
About this task
Use the following procedure to create a SAML Access Policy.
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
2. Expand Site Configuration.
3. Expand Access Policy.
4. Expand SAML.
5. Perform one of the following actions:

* If you want to edit the default SAML Access Policy, click default-saml-user, and click
Edit.

* If you want to create a new SAML Access Policy, click New.
6. In the Access Policy Name field, enter a name for your SAML Access Policy.

The name typically offers a clue as to which Service Provider will use this policy. For
example, the name may indicate the location of the application server.

For now, we will create a SAML Access Policy to authorize the requests to the Realm
Mapper service.

° Note:

The Realm Mapper service is located on the Ignition Server.
7. Click OK.

Your SAML Access Policy is saved. For now, we will leave the policy empty. Later, you can
add rules to your SAML Access Policy, as shown in Configuring Authorization Policy
details on page 57.

Next steps
Setting up the Realm Mapper service on page 31
Related Links
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Setting up the Realm Mapper service

Setting up the Realm Mapper service

The Ignition Server Realm Mapper service handles the mapping of the Enterprise domain to the
Avaya Aura domain, essentially tying together the user information in both the domains. Configuring
the Realm Mapper service involves enabling the service and then associating your SAML Access
Policy to this Realm Mapper Service. Your SAML Access Policy governs the rules to access the

Realm Mapper service.
About this task

Use the following procedure to enable the Realm Mapper service on the Ignition Server.

Procedure

1. In the Dashboard Configuration tree, click the name of your site.
2. In the Sites panel, click the Services tab and then click the SAML tab.

3. Click Edit.

The Edit SAML Configuration dialog box displays.

4. Edit as necessary.

The following table describes the Realm Mapper service information.

Attribute

Description

Realm Mapping Enabled

Enables or disables realm mapping service.
Ensure that this check box is selected.

Access Policy

Specifies the SAML Access Policy that will
govern the rules to access. From the drop-down
list, select the SAML Access Policy that will
govern the rules to access the Realm Mapper
service.

5. Click OK to apply your changes.
Next steps

Setting up your connection to a directory service on page 32

Related Links
Configuring SSO on page 19
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Setting up your connection to a directory service

You can configure the Avaya Identity Engines Ignition Server to retrieve users from any combination
of internal and external data stores, including external Microsoft Active Directory (AD) and
Lightweight Directory Access Protocol (LDAP) stores, as well as the internal user store of the
Ignition Server virtual appliance.

The set of connection settings for a data store is called a directory service in Ignition Server. This
section shows you how to create a directory service. For each store you wish to use, you define one
directory service. After you define your directory services, you place them in Directory Sets that tell
the Ignition Server when to use which service.

A Warning:

To configure Single-Sign-On for Avaya Aura services, you must configure at least one directory
service to connect to an AD store. You also must configure another directory service to connect
to an Avaya Aura System Manager data store, which is required for Realm Mapping.

This section explains how to configure a directory service to connect to an AD data store that
contains your site’s user accounts and groups. Once the Ignition Server has connected to an AD
and joined the domain, it can authenticate users against the AD.

This section also explains how to configure a directory service to connect to an Avaya Aura System
Manager data store, which is required for Realm Mapping. The Avaya Aura System Manager
directory service is specifically used to map the Realm of two Domains: Enterprise Active Directory
and Avaya Aura. This service must not be used to authenticate any user.

This section consists of the following related topics.

Related Links
Configuring SSO on page 19
Gathering Active Directory connection settings on page 32
Preparing to connect to your Active Directory on page 34
Connecting Ignition Server to your Active Directory on page 37
Troubleshooting AD and LDAP connections on page 40
Creating a Directory Set on page 45
Connecting Ignition Server to your Avaya Aura® System Manager on page 46

Gathering Active Directory connection settings

Use the AD connection settings that you used, or talk to your AD administrator to obtain the
connection settings for your AD data store. Record them in the following table.

Setting name Description

AD Domain Name The AD Domain Name specifies the Active Directory domain that holds your
user accounts. Domain names typically carry a domain suffix like “.COM” as
in,for example, “COMPANY.COM”".
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Setting name

Description

Service Account Name

If you want to perform Kerberos-based Single Sign-On authentication, the
service account must have permission to create and delete user accounts (the
Create User object and Delete User Object permissions) in the Netlogon
account root in Active Directory. See “Netlogon account root DN,” in this table.

If you have not specified a Netlogon account root DN in Ignition Server, then
the service account must have these permissions in the Users container of
your AD service. Ignition Server uses the service account to join the Active
Directory domain. Joining the domain requires creating a user account in the
Netlogon account root and periodically resetting the password on that account
for security. The user account itself is necessary to perform Kerberos-based
SSO authentication.

The service account must also have permission to create and delete computer
accounts (the Create Computer Object and Delete Computer Object
permission) for RADIUS authentication. See “Netlogon account root DN,” in
this table.

If you have not specified a Netlogon account root DN in Ignition Server, then
the service account must have these permissions in the Computers container
of your AD service. Ignition Server uses the service account to join the Active
Directory domain. Joining the domain requires creating a machine account in
the Netlogon account root and periodically resetting the password on that
account for security. The machine account itself is necessary to perform
Netlogon authentication requests for MSCHAPV2 traffic to Active Directory.

Service Account Password

The Service Account Password is the password for the AD service account.
Do not record the password here.

Security Protocol: Simple
or SSL

The Security Protocol setting specifies whether Ignition Server should SSL-
encrypt traffic to the directory service. Avaya Identity Engines recommends
that you use an SSL connection.

IP Address (Primary)

The IP Address of the primary AD data store.

Port (Primary)

The LDAP Port of the primary AD data store. For SSL enter 636. If SSL is not
used, enter 389.

You cannot use the global catalog port (3268).

Name

The Name is a name you use in Ignition Server to identify this AD data store.
This can be any name.

NetBIOS Domain

The NetBIOS Domain name (pre-Windows 2000 domain name) of your AD
data store. This setting is typically written in all uppercase letters, for example
“COMPANY”. This setting applies only to Active Directory stores

NetBIOS Server Name

The NETBIOS Server Name is optional. It allows Ignition Server to find the
NETBIOS server where Ignition Server will perform the Netlogon (a
prerequisite to performing MSCHAPV2 authentication). If the NETBIOS Server
Name is not specified, then Ignition Server relies on DNS to find the NETBIOS
server.

Avaya strongly recommends that you specify a NETBIOS Server Name to
ensure that MSCHAPv2 authentication can continue when the DNS server is
unavailable. The directory service set-up wizard will help you determine the
NETBIOS server name by retrieving a list of domain controllers in the domain.
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Setting name Description

Directory Root DN The Directory Root DN is the root of the AD tree containing your groups and
schema, expressed using X.500 naming. For example, dc=company,dc=com.
When you connect the directory service, the Ignition Server Create Service
wizard attempts to choose a Directory Root DN for you.

User Root DN The User Root DN specifies the AD container that holds your user records,
expressed using X.500 naming. For example,
cn=users,dc=company,dc=comorou=uswest,ou=americas,dc=company,dc=co
m. When you connect the directory service, the Ignition Server Create Service
wizard attempts to choose a User Root DN for you.

Netlogon Account Root DN | The Netlogon Account Root DN is the container in AD where the Ignition
Server creates its own user account and machine account when joining the
AD domain. This setting is optional.

If specified, Ignition Server only attempts to create its user account and
machine account in the specified location. If left unspecified, Ignition Server
obtains the Netlogon account root DN from the domain controller. Specifically,
Ignition Server gets the DN of the well known computer root from the DC and
uses that as the Netlogon account root DN.

Related Links
Setting up your connection to a directory service on page 32

Preparing to connect to your Active Directory
About this task

Check and, if needed, address the following before you try to connect to your Active Directory (AD).
Procedure

1. Ensure that you have gathered your AD connection settings as explained in Gathering
Active Directory connection settings on page 32.

2. Check your clock settings. When the Ignition Server connects to an AD server, the Ignition
Server clock must be in sync with the clock on the AD Server. If the clocks are out of sync,
then the Ignition Server cannot connect to the AD store.

3. Check your firewall settings. If a firewall protects your AD server, ensure that it does not
block the ports required by Ignition Server. Ignition Server needs access to the following
ports: 88 (UDP), 389 (TCP), 445 (TCP), 464 (UDP), 636 (TCP).

4. Find or create your service account. Ensure that you have a user account in the AD that
can act as the Ignition Server Service Account. See Creating your service account in AD on
page 35.

5. Set AD permissions on your service account. If you want to perform Kerberos Ticket
validation, ensure that your Ignition Server Service Account has, at a minimum, permission
to create and delete computer and user accounts in the Netlogon account root of AD. See
Setting AD permissions on your service account on page 36.
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Next steps

Connecting Ignition Server to your Active Directory on page 37
Related Links

Setting up your connection to a directory service on page 32

Creating your service account in AD on page 35
Setting AD permissions on your service account on page 36

Creating your service account in AD

To connect to Active Directory, the Ignition Server virtual appliance requires a user account (which
we call a service account) in Active Directory. If you want to perform SSO authentication, then this
service account must have write and delete permissions in the Netlogon account root of your AD
service. The location of the service account in AD does not matter.

If you have a suitable account already, you can skip this section and go to Setting AD permissions
on your service account on page 36.

About this task
Use the following procedure to create your service account in AD.

Procedure

1. Log into your AD server machine as the Domain Administrator or as a user with sufficient
privileges to create users.

2. Open the Active Directory Users and Computers snap-in from the Administrative Tools or the
Windows Control Panel.

3. In the object tree on the left side, click on the container in which you will create the new user.
For this example we’ll use the Users container.

4. Select the Action > New > User command.
5. In the New Object - User window, create the Ignition Server service account.

Avaya recommends creating an account that will be used exclusively by the Ignition Server
virtual appliance. For this example, we use the account name, “ideadmin”. Click Next after
specifying the name.

6. Assign a secure password to the account.

Follow your organization’s password policies. If you wish to ensure the reliability of the
service account, select the User cannot change password and Password never expires
checkboxes.

7. Click Finish to save the new account.
Next steps
Setting AD permissions on your service account on page 36

Related Links
Preparing to connect to your Active Directory on page 34
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Setting AD permissions on your service account

If you want to perform Kerberos Ticket validation, ensure that your Ignition Server Service Account
has, at a minimum, permission to create and delete computer and user accounts in the Netlogon
account root of AD.

About this task
Use the following procedure to configure AD permissions on your service account.

Procedure

1.
2.

Log into your AD server machine as the Domain Administrator.

Open the Active Directory Users and Computers snap-in from the Administrative Tools or the
Windows Control Panel. Under View, enable Advanced Features.

In the object tree on the left side, click on the container that will serve as your Netlogon
account root. You can configure the location Ignition Server will use as the Netlogon account
root.

© Note:

If you want to create a new container to serve as the Netlogon account root, click on the
root domain in the tree and create the new OU there.

Right-click your Netlogon account root container, select the Security tab, and, under the
Permissions for Account Operators list, click Advanced .

In the Advanced Security Settings window, click the Permissions tab and:

a. Ensure that the Allow inheritable permissions from the parent to propagate... check
box is selected.

b. Click Add.

In the Enter the object name field, type the name or partial name of your Ignition Server
service account and click Check Names.

The window displays a list of names that match the name you typed.

7. Click the desired account name and click OK.

8. In the Permission Entry window, click the Object tab and:

a. In the Apply onto field, choose This object and all child objects.

b. In the Permissions table, scroll to find the rows Create User Objects and Delete User
Objects and Create Computer Objects and Delete Computer Objects, and select
the Allow check box for each.

c. Click OK.

Now that you have granted the Ignition Server service account the appropriate permissions,
the Ignition Server can authenticate users against the AD service.

Click OK to dismiss the Advanced Security Settings window and again to close the snap-in.
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Next steps
Connecting Ignition Server to your Active Directory on page 37

Related Links
Preparing to connect to your Active Directory on page 34

Connecting Ignition Server to your Active Directory

To connect Ignition Server to your Active Directory data store, you save the AD store as a directory
service in Ignition Server. The directory service specifies the connection settings that Ignition Server
uses to connect to the AD. You create one directory service for each AD domain you want to
connect to, and you can search across multiple directory services by grouping them into a Directory
Set. The following procedure assumes that your user data resides in the AD and that you have an
AD user account that you can use as the Ignition Server service account. If you need to create a
service account, see Creating your service account in AD on page 35.

About this task

Use the following procedure to connect Ignition Server to your Active Directory data store using
Ignition Server’s AD connection wizard in automatic connection mode.

Procedure

1. In the Dashboard Configuration tree, click Site Configuration.

2. In the main panel on the right, click 2. Directory Service.

3. Inthe Choose Service Type window, click Active Directory and click Next.

4. In the Configuration Options window, click Automatically configure and click Next.

The Connect to Active Directory window displays.

5. In the Connect to Active Directory window, perform the following actions:
a. In the AD Domain Name field, enter the AD Domain Name.
b. In the Service Account Name field, enter the AD service account name.
c. In the Service Account Password field, enter the AD service account password.
d. Click Next.

6. In the next window, perform the following actions:

a. Select the Security Protocol. From the Security Protocol drop-down list, select
Simple for unencrypted communication with AD, or select SSL for encrypted
communication.

b. In the IP Address field, type the address of your desired AD server.

c. Check the Port setting and edit if necessary.
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© Note:

You cannot use the global catalog port (3268).
d. Click Next.

Ignition Server binds to the store, reads the schema, generates default settings, and
displays the results in the Configure Active Directory window.

7. In the Configure Active Directory window, perform the following actions:
a. In the Settings section, type a Name for this directory service.

For this example, call it Enterprise-AD-1.

b. In the Joined Domain As section, the settings are already populated by the wizard. If
you need to change a setting, click the lock/unlock button and edit the field.

c. The Primary Server IP Address and Port fields are populated by the wizard. If
necessary, click to unlock and edit them.

d. (Optional) The Secondary Server IP Address and Port fields are optional. If you have
a backup AD server, enter its address here.

e. The DN Configuration fields are populated by the wizard. If necessary, edit the fields.

The Directory Root DN, User Root DN, and Netlogon Account Root DN fields are
explained in the Gathering Active Directory connection settings on page 32 section. You
can type the DN in the fields or click the Browse button to browse your directory to find
it.

Enabling the Accept all users in the forest check box allows Ignition Server to look up
users in the global catalog of your AD.

© Note:

The schema browser does not display auxiliary classes. You must type auxiliary
classes in the appropriate fields.

f. The Ignition Server maintains an internal cache of the group hierarchies and attribute
schemas of the directory services. If necessary, disable this caching by clearing the
Enable Group Caching check box.

By default, Ignition Server looks for groups starting at the Directory Root DN. You can
change this default behavior by specifying Group Search Base DNs. This is useful in
case of huge AD deployments, where starting at the root DN can take up a substantial
amount of time. In addition, you can restrict the types of groups that IDE caches by
specifying a custom Group Search Filter. The filter follows the LDAP query syntax.

Enter the sync interval between Ignition Server and Active Directory, in hours, in
Resync Duration.

The range is 1 to 168 hours. The cache is automatically refreshed based on this setting.
g. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays a confirmation page summarizing the connection settings of the service.
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8. If the settings on the confirmation page are correct, click Finish to create the directory

service.

Your directory service is saved in Ignition Server.

A KAWASAKI - Active Directory Details

l
CN=Users,DC~kawasaki,DC=ocal ____|[E

Win-TF7587055K || 47
—

=
R
kawasAKT
KAWASAKI
kawasaki.local
Browse...
389 |

|rr|.||-' i1 "_ HE i=E[LIE )

Related Links
Setting up your connection to a directory service on page 32
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Troubleshooting AD and LDAP connections

This section contains tips to troubleshoot AD and LDAP connections.

Related Links
Setting up your connection to a directory service on page 32
Checking a directory connection on page 40
Checking directory connections and cache status on page 40
Testing a directory in-depth on page 41
Looking up AD settings: Finding your Root DNs on page 42
Looking up AD settings: Finding Domain and NetBIOS names on page 43
Looking up AD settings: IP Address on page 44

Checking a directory connection
About this task

Use the following procedure to check that Ignition Server is connected to your directory service.
Procedure

1. In Dashboard’s Configuration tab, in the navigation tree, click the plus sign (+) next to
Directories.

2. Click the plus sign (+) next to Directory Services.
3. Click the name of your directory service.
4. Click Test Configuration.

Ignition Server tests the connection to the primary server and, if configured, the secondary
server. For each server, the connection test consists of an anonymous bind to the directory,
retrieval of the directory’s root DSE, a bind using the service account credentials, and a
search for the user root.

The Test Connection Results window displays the test outcome, displaying one success/
failure line for the primary server and one line for the secondary server, if configured.

Related Links
Troubleshooting AD and LDAP connections on page 40

Checking directory connections and cache status

About this task

Use the following procedure to the connection status and cache status (Ignition Server caches user
group memberships) of all of your directory services.

Procedure
1. Click on Dashboard’s Monitor tab.
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2. In the navigation tree, click the IP address of your node (your Ignition Server).
3. Click the Directory Services Status tab.

Ignition Dashboard
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e Configuration ||+ Monitor %Iroubleshoot

Monitor Current Site: Site 0

E‘% Site Log Wiewer r Statistics r Systern Health r Directory Services Status |
Les 10,177.229.163 i
MNamme | Directory Type | Connected | Group Cache | Realrn Mapper Cache 530 Kerberos Ready

Internal User Store Internal Database Y4

GSC Active Directory o w5 b 4

GSC Sys Magr Avvaya Systern Manager L L4

Tokugawa Active Directory s i i
Sunnyvale-40-1 Active Directory o b 4 b 4

4. Click the name of your directory service.
5. Click Recheck Service.

For each service, the Directory Services window displays a row indicating the connection
status to that service. A blue check mark indicates Ignition Server succeeded in connecting
to the server; a red x indicates it failed to connect.

A blue check mark under Group Cache means group cache information was successfully
retrieved. A red x means that group caching is disabled, it is still in progress, or there was an
error in this operation.

The Realm Mapper Cache column is only applicable for a Directory Service corresponding
to a System Manager. A blue check mark in this column indicates the Realm Mapping data
was successfully retrieved. A red x indicates that either caching is in progress or an error
has occurred in this operation. Refer to Troubleshooting Flare for IPad specific issues on
page 109 if the red x is due to an error condition.

The SSO Kerberos Ready column is applicable only to Directory Services corresponding to
an Active Directory. A blue check mark indicates Ignition Server succeeded in connecting to
the server and created a user account and Kerberos authentication can be performed
against that directory service. A red x indicates that the IDE failed to connect to AD or failed
to create a user account. Refer to Kerberos authentication fails on page 99 for hints on
fixing this issue.

Related Links
Troubleshooting AD and LDAP connections on page 40

Testing a directory in-depth
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About this task
Use the following procedure to test a directory in-depth.
Procedure

1. In Dashboard’s Troubleshoot tab, in the navigation tree, click the IP address of your Ignition
Server.

2. Click the Directory Service Debugger tab.

3. Click the Process Request, User Lookup, Device Lookup, Auth User , or Process
Kerberos tab to run your tests. For instructions, see “Advanced Troubleshooting for
Directory Services and Sets” in Avaya Identity Engines Ignition Server Administration,
NN47280-600.

For instructions for the Process Kerberos tab, see Kerberos authentication fails on
page 99.

Related Links
Troubleshooting AD and LDAP connections on page 40

Looking up AD settings: Finding your Root DNs

About this task
Use the following procedure to find your User Root DN and Directory Root DN.
Procedure
1. Enter the names of containers in your AD data store using X.500 naming.
* User Root DN points to the AD container that stores your user records.

+ Directory Root DN points to the root of your AD tree and is used to obtain schema and
group information.

2. To determine the X.500 names of your containers, open the Active Directory Users and
Computers snap-in and check the tree panel on the left.

At the root of the tree is the DNS name of your AD server. This provides the
“‘dc=company,dc=com” portion of the name in the following example. For User Root DN, you
must find the appropriate container (“CN”) or organizational unit (“OU”) and use its name as
the “cn=" or “ou=" portion of the name. Note that an OU name can contain spaces, but that
no space may directly follow a comma in the X.500 name.
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Example 2: User Root DN is

Example 1: User Root DN is
ou=uswest,ou=americas,de=company,dc=com

cn=users,de=company,dc=com
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Form the full User Root DN name by pre-pending the CN or OU portion of the name to the
root portion of the name as shown in the preceding two examples. In the text that follows, we
continue to use “cn=users,dc=company,dc=com” as our DN example.

Related Links
Troubleshooting AD and LDAP connections on page 40

Looking up AD settings: Finding Domain and NetBIOS names

About this task
Use the following procedure to find the AD Domain Name and NetBIOS Name.

Procedure
1. Open the Active Directory Users and Computers snap-in and find your root domain in the
tree panel on the left.

In this example, the root domain is “company.com”.
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2. Right-click the root domain name and select Properties to open the Properties window.

Configuring and Managing Avaya ldentity Engines Single-Sign-On 43

Comments? infodev@avaya.com

December 2014



mailto:infodev@avaya.com?subject=Configuring and Managing Avaya Identity Engines Single-Sign-On

Configuring SSO

3. In the General tab of the Properties window, use the uppermost name as the “AD Domain
Name” in Ignition Server, and use the Domain name (pre-Windows 2000) as the “NetBIOS
Name” in Ignition Server.
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Related Links
Troubleshooting AD and LDAP connections on page 40

Looking up AD settings: IP Address
About this task

Use the following procedure to find the IP address of your AD server.

Procedure

Log in to the machine that hosts your AD server and perform one of the following actions:

» Use the “ipconfig” tool from the command line.

* Open the Windows Control Panel and select Network Connections > Local Area Connection.
In the Local Area Connection Status window, click Properties.
In the Local Area Connection Properties window, click TCP/IP and then click Properties.
Read the IP address from the TCP/IP Properties window.

Related Links
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Troubleshooting AD and LDAP connections on page 40

Creating a Directory Set

A Directory Set is the mechanism Ignition Server uses to scan multiple directories for a user
account. You define each user data store (that is, each AD data store, LDAP data store, and the
embedded store) as a directory service in Ignition Server, and then you group those directory
services into a Directory Set. To authenticate a user, Ignition Server searches all of the services in
the set. For the purposes of this exercise, one Directory Set and one directory service will suffice.

About this task
Use the following procedure to create a Directory Set.

Procedure

1. In the Dashboard Configuration tree, click Site Configuration

2. In the main panel on the right, click 3. Directory Set.

3. In the Directory Set window, type a Name for your Directory Set.

The name should indicate that this set determines the search order for user lookups at your
site or organization. We will use the name Enterprise-Directory-Set.

4. Click Add to start adding directory services to the set.

5. In the Directory Set Entry window, specify the directory that will provide user account data
and group memberships (User Lookup Service) and the directory that will authenticate
users (Authentication Service).

o

a.
b.
c.

Note:

Usually the directory that provides user account data and group memberships and the
directory that authenticates users are the same directory. You can choose different
directories in cases where you want to split your authentication from your user lookup,
as you might when you couple RSA SecurlD authentication with authorization based on
AD group membership.

From the User Lookup Service drop-down list, select Enterprise-AD-1.
From the Authentication Service drop-down list, select Enterprise-AD-1.
Click OK.

6. If you want to fallback to internal user store, perform the following actions:

a.

December 2014
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In the Directory Set window, click Add.

From the User Lookup Service drop-down list, select Internal User Store.
From the Authentication Service drop-down list, select Internal User Store.
Click OK.

In the Directory Set window, select the Fallthrough check boxes in the top row of the
table to specify how you want Ignition Server to handle directory failover.
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By checking these boxes, you can, for example, specify that Ignition Server will attempt
authentication against internal user store if the user’s lookup in the Enterprise-AD-1
fails.

7. In the Directory Set window, click Save to save the set and close the window.

|A KAWASAKI - Directory Set [x]

Mame: |KAWASAKT |

Directory Set Entries

Iser Lookup guthentication Fallthrough if Fallthraugh if Fallthraugh if

Service Service Unable to Connect | User Mok Found Authentication Failed
kAW ASAKT KAWASAKT
LEAD LEAD -
Internal User Stare Internal User Stare F F -

| Add... |

Next steps
Connecting Ignition Server to your Avaya Aura® System Manager on page 46

Related Links
Setting up your connection to a directory service on page 32

Connecting Ignition Server to your Avaya Aura® System Manager

To connect Ignition Server to your Avaya Aura® System Manager store, you save the store as a
directory service in Ignition Server. The directory service specifies the connection settings that
Ignition Server uses to connect to Avaya Aura® System Manager. You create one directory service
for each Avaya Aura® System Manager server you want to connect to.

A Warning:

To configure Single-Sign-On for Avaya Aura® Services, you must set up a directory service to
connect to an Avaya Aura® System Manager data store, which is required for Realm Mapping.
The Avaya Aura® System Manager directory service is specifically used to map the Realm of
two Domains: Enterprise Active Directory and Avaya Aura®. This service must not be used to
authenticate any user.

About this task
Use the following procedure to connect Ignition Server to your Avaya Aura® System Manager store.
Procedure

1. In the Dashboard Configuration tree, click Site Configuration.

2. In the main panel on the right, click 2. Directory Service.
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3. In the Choose Service Type window, click your type of Avaya Aura® System Manager store
and click Next.

4. In the Configuration Options window, click Automatically configure and click Next.
The Connect to Directory Server window displays.
5. In the Connect to Directory Server window, perform the following actions:

a. In the Service Account DN field, enter the DN of the administrator account on Avaya
Aura System Manager.

Ignition Server will connect as this administrator. For example, uid=admin,
ou=administrators, ou=smgr.

b. In the Service Account Password field, enter the password of the administrator.

c. The Use SSL check box is selected by default. Ignition Server uses SSL to encrypt
traffic to the directory service. You cannot edit the Use SSL field.

d. In the IP Address field, enter the IP address of the primary Avaya Aura® System
Manager server.

e. The Port field is populated by default. The default port number where the service can
be reached when using SSL is 10636. You cannot edit the Port field.

f. Click Next.
The Configure Directory Server window displays.

6. In the Settings section, type a Name for this directory service. For this example, call it
Sunnyvale-SystemManager.

7. In the Settings section, in the Resync Duration field, enter the sync interval between
Ignition Server and System Manager in hours.

The Ignition Server maintains an internal cache of the group hierarchies and attribute
schemas of the directory services. The cache is automatically refreshed based on this
setting.

For System Manager, only the updated information on System Manager is retrieved by IDE
every sync interval, which is different from other directories for which all the information is
retrieved.

8. In the Settings section, the DN and Username fields are populated by the wizard. Edit them
if necessary, or click Browse to set them. The fields are:

* Directory Root DN: The DN where the schema containing your Aura users can be found.
You must select ou=smgr. When you connect the directory service, the Ignition Server
Create Service wizard attempts to choose a Directory Root DN for you.

* User Root DN: The DN of the Ignition Server container that holds the user records. You
must select ou=people,ou=smgr. When you connect the directory service, the Ignition
Server Create Service wizard attempts to choose a User Root DN for you.

+ Username Attribute: An LDAP attribute that stores the user name. Typically, this is uid.
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10.

11.

12.

© Note:

The schema browser does not display auxiliary classes. You must type auxiliary classes
in the appropriate fields.

In the Primary Server section, the IP Address and Port fields are populated by the wizard.
If necessary, click the padlock button to unlock and then click in the fields to edit them.

In the Secondary Server section, the IP Address and Port fields are populated by the
wizard. If necessary, click the padlock button to unlock and then click in the fields to edit
them.

Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays a confirmation page summarizing the connection settings.

If the settings on the confirmation page are correct, click Finish to create the directory
service.

Your Avaya Aura® System Manager directory service is saved in Ignition Server.
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:A  IDE-SMGR - Avaya System Manager Details

Settings
Namne: [DE-SMGR |
Setvice Type: Ayvava Syskem Manager
Security Proktocal; s 5501
Service Account DR; ||.|i|:| =admin,ou=administrators,ou=smagr |
Passward; |------------- |
Direckary Roak DM ||:u_|=smgr || Browse... |
User Rook DM \ou=people,ou=smar | Browse... |
(5) Username Attribute |uid | Browse... |
Resync Duration: |24 ||:1-1E-8]| Hours
Primary Server Secondary Server
IP Address: |10.177.211.35 | IP Address: |
Part: 10636 Part: 10636
Test Configuration |
Member of Directory Sets
[arne

| Cancel |

Related Links
Setting up your connection to a directory service on page 32

Creating Virtual Groups

Virtual Groups are Ignition Server’'s mechanism for abstracting, or standardizing, group names
across multiple user databases. You can map an Ignition Server Virtual Group to many groups in
many databases, allowing you to treat these groups as a single group in your policies.

For example, you might create an Ignition Server Virtual Group called, “Administrators” and map it to
the DN, “ou=admin,ou=Users,dc=company,dc=com” in the user database of your Fresno office, and
also map it to the nsRole value “AdminGroup” in the user database in your Irvine office. Your
Access Policies would refer to the group by the single name, “Administrators”.
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Virtual Groups are required if you wish to evaluate group membership in your policies. Ignition
Server looks up group membership only by means of a Virtual Group, so even if you have only one
data store, you must create a Virtual Group.

In this example, we create a Virtual Group that maps to the Domain Users group in the AD store.
About this task
Use the following procedure to create a Virtual Group.

Procedure

1.

2

10.

11.

In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.

Expand Directories.

Expand Virtual Mapping.

Click Virtual Groups.

In the Virtual Groups panel, click Actions and select the command, Add New Virtual
Group.

In the Add a New Virtual Group window, type the Virtual Group name and click OK.

In this example, we give the Virtual Group the name domainusers-vg. This group will contain
the members of the “Domain Users” group of the AD server.

In the Virtual Groups list, select the group name you just created. At the bottom of the
Virtual Group Details panel, click Add.

In the Map Groups window, click in the Directory Service drop-down list and select the
name of your Directory Service.

Use the tree list to find the group (AD container) that you want to map.

In this example, we will use the Active Directory group, “CN=Domain Users”. This allows us
to create an Ignition Server authorization rule that grants access to any user who is a
member of Domain Users.

© Note:

If you are using the Embedded Store instead, you can create an embedded group and
map your Virtual Group to that instead.

Click OK to close the Map Groups window.
The new mapping appears in the Mapped Groups list.
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Next steps
Setting up User Virtual Attributes on page 51

Related Links
Configuring SSO on page 19

Setting up User Virtual Attributes

User Virtual Attributes are the Ignition Server mechanism for abstracting, or standardizing, attribute
names across multiple directory services. You must define a User Virtual Attribute for each directory
service field whose value you want to use in:

* authorization rules or
» Outbound Values for sending return attributes to Service Providers

Group and attribute naming is often inconsistent across the various directories (directory services)
that store users in an organization. For example, your local LDAP store may keep employee id
numbers in the attribute, employeeId, while the LDAP store of your Atlanta office stores them in
employeeNumber.

Ignition Server’s User Virtual Attributes allow you to write authorization and policies that span users
stored in disparate data stores, and handle them consistently, even if attributes are named
inconsistently. To address the employeeId/ employeeNumber problem shown above, you would
use a User Virtual Attribute, “Employee-ID” and map it to employeeId in your local store and to
employeeNumber in the Atlanta store.
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The initial list of User Virtual Attributes includes mappings to the user fields in the internal data store
only. You can add to these mappings.

Related Links
Configuring SSO on page 19

Viewing the existing list of User Virtual Attributes on page 52
Adding a new User Virtual Attribute on page 52

Viewing the existing list of User Virtual Attributes

About this task
Use the following procedure to view the existing list of User Virtual Attributes.
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand Directories.
Expand Virtual Mapping.
Click User Virtual Attributes.
The User Virtual Attributes panel displays.

o &~ 0N

6. In the Attributes list on the left, scroll to find the desired attribute and click the attribute
name.

The User Virtual Attribute Details pane displays the following information:

* Name: The name of the attribute. This name is used in your authorization rules and
Outbound Attribute mapping rules.

» Data Type: The data type of the attribute. When you create the attribute, you set its data
type to a type that is compatible with the directory fields you plan to map to it.

» Mapped Attributes table: In this table, each row represents one mapping of this User
Virtual Attribute to a field in a data store. The Directory Service column shows the name
of the data store, and the Attribute DN column shows the mapped field in the data store.

7. To sort the Directory Service and Attribute DN lists in ascending or descending order, click
the title bar of the column.

Related Links
Setting up User Virtual Attributes on page 51

Adding a new User Virtual Attribute

Use the following procedure to add a new User Virtual Attribute, for example, email.
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Note: It is not necessary to create a virtual attribute, since all the virtual attributes needed for Avaya
Aura® SSO are already created for you. This task shows you how to create a new virtual attribute, if
needed.

Procedure
1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand Directories.
Expand Virtual Mapping.
Click User Virtual Attributes.

At the top of the Attributes column, click Actions > Add A New Virtual Attribute. Ignition
Server displays a dialog box requiring a name for the new User Virtual Attribute and its data
type.

7. In the dialog box, enter the unique name email for the new User Virtual Attribute.

o o~ w N

8. From the drop-down list, select the data type for the new User Virtual Attribute.

For email, we will use: String: LDAP-standard format

A Warning:

After you create the attribute you cannot change its data type. You must delete the
Virtual Attribute and then recreate it.

9. Click OK.
Ignition Server displays the new User Virtual Attribute in the list.

10. To map attributes (Distinguished Names) from a directory service object to a User Virtual
Attribute, perform the following actions:

a. From the Attributes list in the Attributes column, click email.

b. In the User Virtual Attributes Details panel, click Add.
The Map Attributes window displays.

c. From the drop-down list, select the Active Directory service Enterprise-AD-1.

d. Select Available attribute name to pick the directory attribute from a list.
Ignition Server displays the available attributes (distinguished names).

e. Click email.

f. Click OK to close the Map Attributes window.
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Related Links

Setting up User Virtual Attributes on page 51

Configuring Authentication Policy details

54

An Authentication Policy determines how Ignition Server verifies the identity of a user. Each Access
Policy has an Authentication Policy. Enforcement of the Authentication Policy is the first step in
Ignition Server’s handling of a user.

Ignition Server separates the Authentication Policy definition into two components: the
Authentication Protocol Policy and the Identity Routing Policy.

The Authentication Protocol Policy contains the Authentication Profile and the Login Handler. The
Authentication Profile specifies which type of SAML Profile to use when communicating SAML
messages. There are two types of SAML Profiles that Ignition Server supports:

» Web based Single-Sign-On (WebSSO)
* Enhanced Client Proxy (ECP)

The Login Handler Policy specifies which method to use to accept user’s credentials. There are two
types of Login Handlers that Ignition Server supports:

* Form-Based
» Kerberos-Basic

The Identity Routing Policy specifies where Ignition Server can find user records and how it
should handle user lookup failures.
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To support Single-Sign-On for Aura clients using Realm Mapper Service on Ignition Server, we will
select ECP as the Authentication Profile and Kerberos-Basic as the Login Handler.

About this task
Use the following procedure to configure an Authentication Policy for Realm Mapper.
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand Access Policies.
Expand SAML.
Click the name of your Access Policy.
Click the Authentication Policy tab.
Click Edit.

R S R

The Edit Authentication Policy dialog box displays.

‘A Edit Authentication Policy [ |

Authentication Profiles - Login Handlers

= Weh 550

: b [] Form Based Login
= ECP
f ] SPMEGOJHTTP Basic Authentication

4P

Authentication Profiles - Attributes

(P

Enable Response Signing : |Mever - |

Enable Assertion Signing | Bharaes - |

Enable Assertion Encryption : |Mever - |

|E| | Cancel |
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8. In the Edit Authentication Policy window, the Authentication Profile — Login Handlers
section allows you to establish the set of Authentication Profiles and Login Handlers that
your SAML Access Policy supports.

Next steps
Configuring Identity Routing Policy details on page 56

Related Links
Configuring SSO on page 19

Configuring Identity Routing Policy details

The next policy to configure in your Access Policy is the Identity Routing Policy. This is Ignition
Server’s prescribed sequence for searching a set of user stores to find a user account when
attempting authentication. This example creates a catch-all policy that uses a single Directory Set
for all users.

About this task

Procedure
1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand Access Policies.
Expand SAML.
Click the name of your Access Policy.
Click the Identity Routing tab.
Click Edit.

N o o bk w0 D

The Edit Identity Routing Policy window displays.
8. In the Edit Identity Routing Policy window, click New.
9. In the Realm-Directory Set Mapping window, perform the following actions:
a. From the Directory Set drop-down menu, select the Directory Set you created.
b. Select the Match All Realms check box.
c. Select the Disable Service Provider Container Matching check box.
d

. If this policy is to be associated with RealmMapper, you can specify a Domain Name
that the Ignition Server can use to look up Realm mapping data instead of using the
domain from the Active Directory or from the user request.

e. Click OK.
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Next steps

Configuring Authorization Policy details on page 57

Related Links
Configuring SSO on page 19

Configuring Authorization Policy details

The next policy to configure in your Access Policy is the Authorization Policy. This policy is a set of
rules that govern which users are granted access to which applications. You can configure Ignition
Server to evaluate user attributes and the context of the access request in order to decide whether
to authorize the user.

The following procedure shows you how to create a policy that authorizes access for any user who
has a user account on the AD domain (that is, if he or she has an account in the Domain Users
group). Upon authentication, the user is provisioned based on his or her Virtual Group name.

Q Note:

The Virtual Group may map to a single AD workgroup or multiple workgroups on one or more
domain controllers.

This is just an example of how to configure a rule. You can configure any kind of rule to meet your
objective. For example, you can create an authorization policy to authorize only the users who are
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supervisors. If supervisors in your organization are defined as being members of a particular group,
for example, “Supervisor group”, then in AD you can create a policy to check for "Supervisor group”
membership.

About this task

Use the following procedure to create a rule that checks AD domain membership. You can use this
procedure as a guide to create similar rules for other authorization checks

Procedure

1.

© o~ w N

In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.

Expand Access Policies.

Expand SAML.

Click the name of your Access Policy.

Click the Authorization Policy tab.

7. Click Edit to edit the policy.
8. The top half of the Authorization Policy tab contains your SAML Authorization Policy. In the

10.

top half of the panel, click Edit .

The Edit Authorization Policy window appears.

In the Rules section, in the lower left part of the window, click Add.

The application displays the New Rule dialog, where you hame the new rule.
Type CheckHasADAccount and click OK.

The New Rule dialog closes. In the Edit Authorization Policy screen, the rule you just
created appears in the Rules list that occupies the left side of the window.

The Rules list of the Edit Authorization Policy window shows the rule sequence that forms
your Authorization Policy. The right side of the window (the Selected Rule Details section)
allows you to edit the rule you selected in the list.

11. With CheckHasADAccount selected in the Rules list, go to the buttons to the right of the
Constraint list and click New.
12. In the Constraint Details window, perform the following actions to create your constraint:
a. From the drop-down menu at the top of Constraint Details window, select the Attribute
Category, User. The list just below this displays the names of attributes of type User.
b. In the list, select the attribute named group-member.
c. From the drop-down menu in the Phrase section, select Contains Any and select
Static Value .
d. Click Add.
e. In the Add Value window, select the Virtual Group you created. If you are following the
example, it is domainusers-vg.
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Click OK to close the window.

f. Click OK to close the Constraint Details window and return to the Edit Authorization
Policy window.

13. In the Action section of the Edit Authorization Policy window, click Allow . In the
Provisioning section, make no changes. At runtime, this rule will check whether the user is
a member of the AD group, “Domain Users.” If the user is a member, the rule records an
ALLOW action. During evaluation, if at least one ALLOW is recorded and if Ignition Server
finishes evaluating the rule sequence without triggering a REJECT, the user is authorized.

14. Click Save to close the Edit Authorization Policy window and return to the Policy
Management window

(A 1gnition Dashboard

Rules Selected Rule Details

Marne Enabled Action

Fule Name: |CheckHasADAcc0unt | Rule Enabled
] Constraint | 3 | ampror
¥ |Usergroup-rmember contains [Dormainllsers-wg] - -

(e

Next steps
Setting up your Outbound Attribute Policy details on page 59

Related Links
Configuring SSO on page 19

Setting up your Outbound Attribute Policy details

When a user authenticates, the Ignition Server policy engine provisions the user’s session by
sending return attributes to the Service Providers. Ignition Server sends these instructions in the
form of SAML attributes.

SAML attributes carry important information from the Service Providers to Ignition Server, and you
can configure Ignition Server to make authorization decisions based on that information. In addition,
you can configure Ignition Server to return attributes as data.

Outbound Attributes are the data fields Ignition Server uses to carry provisioning data to Service
Providers. In technical terms, Outbound Attributes are SAML attributes that Ignition Server can
include in messages to Service Providers and to Clients.
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The first task in setting up provisioning in Ignition Server is to ensure that you have an Outbound
Attribute to carry each provisioning message. To provide Realm Mapping data to the clients, we will
use pre-created global Outbound Attributes.

The second task in setting up provisioning in Ignition Server is to map the virtual attribute from a
directory server object to a User Virtual Attribute.

The third task in setting up provisioning in Ignition Server is to associate the Outbound Attributes
with the Authorization Policy.

Related Links
Configuring SSO on page 19
Mapping a Directory Attribute to a User Virtual Attribute on page 60
Associating Outbound Attributes with the Authorization Policy on page 62

Mapping a Directory Attribute to a User Virtual Attribute

Before you begin

Ensure that you have an appropriate directory service configured to map the virtual attribute that
represents the authenticating principal to an attribute in the directory service. See Setting up your
connection to a directory service on page 32 for more information.

We will use the following user Virtual Attribute:
* avaya-rm-principal-name

Note: There is no need to create a mapping for the avaya-rm-data attribute since it is automatically
populated by Ignition Server.

About this task

Use the following procedure to map the userPrincipalName attribute from a directory service object
to the User Virtual Attribute avaya-rm-principal-name.

Procedure
1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand Directories.
Click Virtual Mapping.
Click User Virtual Attributes.

The virtual attribute Values panel lists all the sets of virtual attributes that have been defined
in your Ignition Server.

o &~ w0 DN

6. Select the virtual attribute avaya-rm-principal-name.
7. Click Add in the User Virtual Attribute Details pane.

The Map Attributes window opens.
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8. Select the appropriate directory service from the drop down list.

9. Select Available Attribute Name. Choose the attribute you want from the directory whose
values should be populated in avaya-rm-principal-name. For an active directory, it is
normally userPrincipalName.

10. Click OK.
Next steps
Associating Outbound Attributes with the Authorization Policy on page 62

Related Links
Setting up your Outbound Attribute Policy details on page 59
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Associating Outbound Attributes with the Authorization Policy

Ignition Server policies support session provisioning by allowing the administrator to return
Outbound Values to Service Provider or Client. Your provisioning instructions are part of your user
authorization and/or MAC authorization rules, as configured via the Access Policy panel of
Dashboard. When a rule is triggered during user authorization, Ignition Server sends its provisioning
value (or values) as attributes in the SAML Assertions.

About this task
Use the following procedure to associate the Outbound Attributes with Authorization Policy.
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand the Access Policies > SAML folders.
Click the name of your Access Policy.

Click the Authorization policy tab, and click Edit.
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The top half of the Authorization Policy tab contains your SAML Authorization Policy. In the
top half of the panel, click Edit.

The Edit Authorization Policy window displays.
7. In the Action section of the Edit Authorization Policy window, select Allow.

8. In the Provisioning section, select the Avaya-RM-DATA Outbound Attribute.

I8 Edit Authorization Palicy (]
Rules Selected Rule Details
[ Name Enabled Action
Fusle Narme: |2ow-A11 | [+ Ruls Enzbled
el Constraint [ anoior |
| = True il = 7
e,
Action  Provishoning [(Outbound Valses)
f. Albaw Pravision With All Qutbound Values
- Deny 'rav:-nm-nm
Sum mary

add., | | Copy | | Rernove Sand Dulbound Valuss: Avaya-RM-Dats

1 o Rules Apply

IF True THEN Allow
) Bllow () Deny

Breniiz e Buzya-AN-Data

|W | Cancel |
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B3 Policy Summary For default-saml-user

Policy Summary

Access Policy: default-saml-user

Authentication Profiles

The following authentication profiles are active:

Authentication Profiles Login Types

Web 350 Form Based Login

ECP SPNEGO/HTTF Basic Authentication

The following authentication profile attributes are set:
Authentication Profiles Attributes

Enable Response Bighing Newer
WWeb 550 Enable Assertion Signing :Always
Enable Assertion Encryption Never

Enable Response Signing ‘Never
ECFP Enable Assertion Signing :Always
Enable Assertion Encryption Never

Identity Routing
Default Directory Set default set

Service Provider Container Realm Directory Set Realm Mapper Domain

tonbogiri. com || Sunnyvale-User-Lookup

Authorization Policy

Rule Name Rule Summary

IF True THEN Allow
Allowe-All
ow Send Outhound Values: Avaya-RivI-Data

If No Rules Apply, Deny

Unauthenticated Authorization Policy

Currently Disabled

Related Links
Setting up your Outbound Attribute Policy details on page 59

Viewing the SAML Access Policy summary

After you configure the SAML Access Policy, you can view a summary of the information.
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About this task
Use the following procedure to view the SAML Access Policy summary.
Procedure

1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand Access Policies.
Expand SAML.

Click the name of your Access Policy.

o 0 e N

Click Access Policy Summary.

The Policy Summary window displays.

Administration  Help Policy Summary For rm_policy
Monitor ¢ Troubleshoat Policy Sum mary m m
Configuration AT Access Policy: rm_policy
=2 Site 0 -
Lo % 10.177.229.42 Access Policy:  rm_policy | Access Policy Summary... | Authentication Profiles

B[ site Configuration The following authentication profiles are active:

E}g Access Policies ( Authentication Policy r Identity Routing Authentication Profiles Login Types
8% rapius SAML Authorization Policy
Web 850 SPNEGO/HTTP Basic Authentication
Rule Names Rule Sun
- ECP SPNEGO/HTTP Basic Authentication
Mame Enabled Action IF Trud

default-saml-use Send Ouf | The following authentication profile attributes are set:

rm_policy Authentication Profiles Attributes

[]---rfﬁ‘ Authenticators

=4 550 Enable Response Signing Never

[]...E Directories Web 550 Enable Assertion Signing -Always

- Provisioning Enable Assertion Encryption Never

D'"& Guest Manager [ (s ple Daiy Enable Response Signing Never

=@ Access Portal Authentication-Failed Policy (SAML] - Currently Disab| | je2 Enable Assertion Signing :Always
Enable Assertion Encryption Never

The SaML authorization policy (top half of this wind

when a user's authentication atternpt fails, Define a Identity RO'I.ltil]g

[ "] Enable Unauthenticated SAML Authorization Default Directory Set default set

Rule Names Rule Surl | Authorization Poliev
Mame Enabled Action Rule Name Rule Summary
f IF True THEN Allow
Send Cutbound Values: Avaya-RM-Data

If No Rules Apply: Deny

7. Click OK when you are finished viewing the SAML Access Policy summary.

Next steps
Creating a Service Provider on page 65

You do not need to add a Service Provider to perform SSO from Aura® clients for fetching Realm
Mapping data. You can add a new Service Provider if you want to enable SSO for a web application
such as Avaya Aura® Conferencing (AAC).

Related Links
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Configuring SSO on page 19

Configuring Service Providers

You can create and delete different Service Providers that can federate with the Identity Provider.

Note: You do not need to add a Service Provider to perform SSO from Aura® clients for fetching
Realm Mapping data. You can add a new Service Provider if you want to enable SSO for a web
application like Avaya Aura® Conferencing (AAC).

Related Links
Configuring SSO on page 19
Creating a Service Provider on page 65
Deleting a Service Provider on page 67

Creating a Service Provider
About this task

Use the following procedure to create a Service Provider (SP).
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
2. Expand Site Configuration.
3. Expand SSO.
4. Expand Service Providers.

The Service Provider node contains a default container. Previously-created Service
Providers are listed under this default container.

Fdanitor % Troubleshoot

Configuration Current Site: Site 0

E}% Site 0 Service Providers Sum mary
ek 1017722042

> ..... e [T Include descendants of selected container
=-[E Site Configuration Mame Hostrarne Contziner |  Enabled | SAMIL Access Policy
& Bl Access Policies keibo keibo,svavaya.com  default w default-saml-user
-4 Authenticators
=¥ sso
r

----- o |dentity Provider
EI'},'; Service Providers
E default
]E Directories
-G Provisioning
7@ Guest Manager
}& Access Portal

[ru s s |
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5. Click default.
6. Click New.

The Service Provider Details dialog box displays.

Service Provider Info

Marre; J: |

Hostrharme: J: |
Container: default

Service Provider Enabled:

Metadata Info

Where does the metadata file reside: J EiTeL

URL wwhere the metadata is located: J: |
SAML Access

Access Paolicys |default-sam|-user "’|

| Cancel |

7. Specify the Service Provider details.

The following table describes the Service Provider details.

Attribute Description
Name Specifies the name of the Service Provider.
Hostname This is the name of the host on which the

Service Provider is deployed. The hostname you
specify here must match the hostname specified
in the Service Provider metadata. If the
hostname you enter here does not match the
hostname specified in the Service Provider
metadata, the validation will fail and user will not
be able to create or edit the Service Provider.

Container Specifies the container hierarchy under which
this Service Provider should be created.
Service Provider Enabled Enables or disables a Service Provider.
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Configuring Service Providers

Attribute

Description

° Note:

If you disable a Service Provider, it does not
accept any incoming authentication
requests.

Metadata file location

Indicates where the Service Provider metadata is
located.

* If you select URL, you must enter the URL in
the URL where the metadata is located text
box.

+ If you select File, you must browse to the
location in the local file system where the
Service Provider metadata XML file resides.

Access Policy

Specifies the SAML Access Policy associated
with this Service Provider.

Click OK.

Related Links

Configuring Service Providers on page 65

Deleting a Service Provider

About this task
Use the following procedure to delete a Service Provider.

Procedure

1.

o & 0N

7.

In the Dashboard Configuration tree, click the name of your site.

Expand Site Configuration.

Expand SSO.

Click Service Providers.

In the Service Providers Summary panel, click the Service Provider that you want to

delete.
Click Delete.

A confirmation window displays.

Make sure you selected the appropriate Service Provider to delete, and click OK.

Related Links

Configuring Service Providers on page 65
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Chapter 5: Monitoring SSO

Related Links
Monitoring SAML requests on page 68
Viewing SAML provisioning information on page 73
Viewing Realm Mapper Cache entries on page 79
Viewing ldentity Provider Details on page 80
Monitoring Identity Provider logs on page 82

Monitoring SAML requests

You can use the SAML Access Summary tab to view a consolidated picture of the various SAML
requests (succeeded and failed). You can also use the Access tab under the Log Viewer tab to view
the various successful or failed SAML Authentication request and additional details.

Related Links
Monitoring SSO on page 68
Viewing SAML access summary information on page 68
Viewing SAML access logs on page 70

Viewing SAML access summary information

The SAML Access Summary information provides a consolidated picture of the various SAML
requests (Successful and Failed) processed by the Ignition Server. The separate tabs to view
Successful requests and Failed requests makes a clear distinction between how the SAML requests
were processed and list the end outcome of each SAML request processing.

About this task
Use the following procedure to view SAML access summary information.
Procedure

1. At the top of the main Dashboard window, click Monitor.

2. In the Monitor hierarchy tree, click your site name.

3. Click the SAML Access Summary tab.
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4. Click the Succeeded tab.

The Succeeded SAML access summary screen lists information about successful SAML
requests processed by the Ignition Server.

Administration  Help

{?t Lonfiguration % Troubleshoot

Monitor Current Site: Site 0
=& Site
Ligs 1017722942

r RADIUS AAA Summary r User Accounting I/ Learned Devices (via AD) ||
SAML Access Activity [last 200 records)

Tirnestarmp | User | Service Provider | Directory Auth Profile Palicy Rule
2013-08-12 10:20:18 8207004 127.00127 gsc.corm  WMfeb based Single-Sign-.. ¥

2013-08-12 10:20:17 5207004 12700127 qsc.corm  Web based Single-Sign-.. null

The following table describes the successful SAML request information.

Column name Description

Timestamp The time when the Ignition Server received the
SAML request.

User The user name of the logged in user making the
SAML request.

Service Provider The name of the Service Provider.

Directory The Directory Service against which this user
was authenticated.

Auth Profile The Authentication Profile used to validate this
SAML request. The value can be Web SSO or
ECP.

Policy Rule The SAML Access Policy Rule that was

evaluated to process this SAML request.

5. Click the Failed tab.

The Failed SAML access summary screen lists information about failed SAML requests
processed by the Ignition Server.

A 1gnition Dashboard

Administration  Help

{',"}, Configuration Eﬁ % Traubleshoaot

Monitor
=55 Site 0]
fE 10,177.229.32

SAML Access Activity (last 200 records)

Succeeded i

Titnestamp ‘ User | Service Provider Directory | Auth Profile | Access Status | Reason for Failure
2013-10-02 19%:27:51 test 127.0.0127 Internal User Store WWeb based Single-Sign-0.. L Deny
2013-10-0217:5%:39 test 127.0.0127 Internal User Store WWeb based Single-Sign-0.. L Deny
2013-10-0917:5%:20 test 127.0.0127 Wfeb based Single-Sign-0... b 4 Deny
2013-10-07 15:51:29 test 127.0.0127 Wfeb based Single-Sign-0... x Deny
2013-10-07 11:45:24 8207003 127.0.0127 Enhanced Client Praxy (E... x Deny
2013-10-01 11:01:08 8207002 127.0.0127 Enhanced Client Proxy (E... X Deny
2013-10-01 10:41:00 8207002 127.0.0127 Enhanced Client Prowy (E.. b4 Deny

The following table describes the failed SAML request information.
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Column name Description

Timestamp The time when the Ignition Server received the
SAML request.

User The user name of the user trying to log in.

Service Provider The name of the service provider. For a local
service provider, this column displays the local
IP address.

Directory The Directory Service against which this user

was authenticated. The value is empty if
Authentication fails. The value is non-empty only
if Authentication succeeds and Authorization
fails.

Auth Profile The Authentication Profile used to validate this
SAML request. The value can be Web SSO or
ECP.

Access Status This indicates whether Authentication
succeeded.

Reason for Failure This indicates the reason why the SAML request
was not processed.

Related Links
Monitoring SAML requests on page 68

Viewing SAML access logs

The Access Logs section lists the various successful or failed SAML Authentication requests and
provides details for each request.

About this task
Use the following procedure to view SAML access logs.
Procedure
1. At the top of the main Dashboard window, click Monitor.
In the Monitor hierarchy tree, click the IP address or name of your node.
Click the Log Viewer tab.
Click the Access tab.

To filter the view to only show SAML access logs, click the plus sign (+) near under the
Access tab.

o M 0N

The Filter panel displays.

The SAML access logs are classified as two types: SAML Authentication and SAML
Authorization.
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6. Tofilteron a

Monitoring SAML requests

specific type of SAML access log, perform the following actions:

a. Click Add Criterion.

. From the first drop-down list, select Record Type as the field you want to filter on.

b
c. From the second drop-down list, select Equals To.
d

. From the third drop-down list, select either SAML Authentication or SAML
Authorization.

7. Click Apply.

Only SAML authentication access logs or SAML Authorization access logs appear in the list.

8. For a more detailed description of each access request, double-click the access record or
click the Access Records Details link near the bottom of the window.

Access Record Details window displays.

Administration  Help

Monitor
=2 Site 0

------ a5 10.177.229.4

{'h LConfiguration % Troubleshoot

Current Site: Site 0 AuthenticationfAuthorization Request Details

B General Details |
Received: 2013-08-12 10:20:18

User [d: 8207004

Access Policy: rm_policy

Service Provider/default/local-default
Authentication Result: Authenticated
Directory Result: Success

Statistics r System Health r Directory Services Status |
Log Types

Audit rSeculi'ly rSyslem |

M Filte Use Saved Filter ~ l Clear Filter -

| Add Criterion | | Remowve Criterion | Match: If all criteria are met

| Filter Criteria Authorization Result: &llow

User Details

Date &Time v/ [Between | [2013-08-01 13:0640 |

.
= |Rec0rdT\.-'pe 'l |EquaITO '| |SAMLAuthentication - Inbound Attributes

El' Authentication Details

| Manage Saved Fitters...| | [l Save Filter | Authentication Brofiledeb based Single-Sign-On (Web3S0)
Login Handler:Basic

Authentication Result: Authenticated

Tirmestam Type

2013-08-12 10:20:17 SAML Authentication Accepted Userld=6207004, Servic = Directory Details
Authentication Directory Store Type: Active Directory Service

(20 ) DA i Directory Set: default set

Authentication Details Authentication Directory Store Narne: gsc.com
Access Policy: rm_policy Realrm: gsc.com
1D: 8207004 Lookup Directory Store Marme: gsc.com =
Service Provider: local-default (127.0.0.127) R - . -
Client IP Address: 10.177.229.55 B | Close |

Authentication Profile: Web based Single-Sign-Cn (WebS50)
Legin Handler: Basic

Lookup Service: gsc.com

Authentication Service: gsc.com

Last Authentication Error:

The following table describes the information in the Access Record Details window.

Attribute Description
General Details The General Details summarize the following
results of the login attempt:
* Received: Time of request
+ User Id: Submitted user name
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72

Attribute

Description

* Access Policy: Name of the Access Policy
used

 Service Provider: The name of the Service
Provider that the user connected through

« Authentication Result: Authenticated or
Authentication failed

+ Directory Result: Success or failure of user
lookup

 Authorization Result: Allow or Deny result
based on your authorization rules. Shown only
if the Access Record Type is SAML
Authorization.

User Details

The User Details show the values of the virtual
attributes that have been configured for the
directory service against which the user has
authenticated. Also shown are all the virtual
groups to which the user belongs for the
directory service against which the user has
authenticated.

Inbound Attributes

Inbound Attributes show the details of the user
and the client that are trying to authenticate. The
details include the following:

» Avaya-Saml-Principal-Name: User ID of the
user trying to authenticate

» Avaya-Saml-SP-Entity-ID: Identity of the
service provider that sent the authentication
request

» Avaya-Saml-SP-IP-Address: IP address of the
service provider

» Avaya-Saml-Client-IP-Address: IP address of
the client machine from which the user is trying
to authenticate

» Avaya-Saml-Client-User-Agent: The user
agent string from the browser or the application
that the user is using to authenticate

Authentication Details

The Authentication Details show what type of
authentication was attempted. The
Authentication Details include the following:

 Authentication Profile
* Login Handler

« Authentication Result
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Attribute

Description

Directory Details

The Directory Details show which user store/
authentication server was used to authenticate
the user, and which user store provided the
user’s account details. The Directory Details
include the following:

+ Authentication Directory Store Type

+ Directory Set

Authentication Directory Store Name
* Realm

» Lookup Directory Store Name

* Lookup Directory Store Type

+ Directory Result

Authorization Details

The Authorization Details show which rule in
your Ignition Server Authorization Policy was
used to make the Allow/Deny decision, and what
the result was. This section is displayed only if
the Access Record Type is SAML
Authorization. The Authorization Details include
the following:

+ Policy Rule Used

» Authorization Result

Outbound Attributes

This section shows the outbound attributes that
have been configured to be provisioned in the
Access Policy. Only outbound attributes with
non-empty values are displayed here. This
section is displayed only if the Access Record
Type is SAML Authorization.

Related Links
Monitoring SAML requests on page 68

Viewing SAML provisioning information

You can use the the SAML provisioning node to view the SAML Attribute definitions and the Inbound

and Outbound Attributes defined by default for SAML.

Related Links
Monitoring SSO on page 68
Viewing SAML Attribute Definitions on page 74
Viewing SAML Inbound Attributes on page 75
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Viewing SAML Outbound Attributes on page 76

Viewing SAML Outbound Values on page 77

Viewing SAML Attribute Definitions

About this task
Use the following procedure to view SAML Attribute Definitions.

74

Procedure

1.

N o ke N

In the Dashboard Configuration tree, click the name of your site.

Expand Site Configuration.

Expand Provisioning.

Expand SAML.
Click Attributes.

In the Attributes panel, expand SAML.
Click SAML Attribute Definitions.

The SAML Attributes panel displays.

The following figure shows the default SAML Attributes.

Configuration
- Site 0

@ Monitor % Troubleshoot

Current Site: Site 0

SAML Attributes

""" % 10177.22042 Marne Data Type Attribute Type | Default
’ """ & Auaya-Saml-Auth-Method-Type  Unsigrned - 32 bit & W
E||El Site Configuration Awaya-Saml-Client-Application-Url String a W
&l Access Policies Angya-Saml-Client-IP-Address String 7 W
s : Awaya-Saml-Client-User-Agent String g i
%Am:hentmators Ausayea-Saml-Principal-MName String 1 L
550 Asaya-Saml-Principal-Password — String 2 L
c@ Directories Avvaya-Saml-Profile-Type Unsigned - 32 bit 5 (v
-8 Provisioning Awaya-Saml-Ri-Data String 10 w
@ RADIUS Awaya-saml-5P-Entity-1D String 3 W
E@ SAML Awaya-saml-3P-IP-Address String 4 v
%Attributes
d:) Inbound Attribut
& Outbound Attrib
Outhound Yalue
[]---& Guest Manager | Mewv.., |
i@ Access Portal
The following table describes the SAML attribute information.
Column name Description
Name Indicates the name of the SAML attribute.
Data Type Indicates the data type of the SAML attribute.
Attribute Type Indicates the ID of the SAML attribute.
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Column name Description
Default Indicates whether the SAML attribute is a system
default.

Related Links
Viewing SAML provisioning information on page 73

Viewing SAML Inbound Attributes

A piece of data that Ignition Server receives from the Service Provider is called an inbound value,
and is carried in an inbound afttribute.

About this task
Use the following procedure to view SAML Inbound Attributes.

Procedure

1.

o M DN

In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.

Expand Provisioning.

Expand SAML.

Click Inbound Attributes.

The Inbound Attributes panel displays. The following figure shows the default SAML Inbound
Attributes.
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Adrinistration  Help

bdonitar % Troubleshoot

Configuration Current Site: Site 0

=2 Site 0 Inbound Attributes

: Marre Attribute Mapping
E‘E‘ Jite Configuration Inbound-Svaya-Saml-Auth-Method-Type Areaya-Sarml-Auth-Method-Type
E, Access Policies Inbound-fvaya-Saml-Client-Application-Url Losaya-Saml-Client-Application-Url
r@‘ﬁ.uthenticatars Inbound-Seaya-Saml-Client-1P-Sddress Areaya-Saml-Client-1P-Ad dress
$ S50 Inbound-&vaya-Saml-Client-User-Agent Losaya-Saml-Client-User-Agent
. . Inbound-S&eaya-Saml-Principal-Mame Areaya-Sarml-Principal-Marme
E Directories Inbound-&vaya-Saml-Profile-Type Losaya-Saml-Profile-Type
E@ Provisioning Inb oun d-fwaya-Sarml- 5P -Entity-1D Sysaya-Saml- SP-Entity-10
El RADIUS Inbound-&vaya-Saml-5P-IP-Address Losaya-Saml-5P-IP-Address
=S samL
- B Attributes

- Qutbound Yalue
[E}---& Guest Manager
@ & Access Portal

The following table describes the default SAML Inbound Attributes.

Column name Description

Name The name used to uniquely identify this attribute.
When you create a new attribute, you can assign
any name to identify it. The default inbound
attributes that are already created for you begin
with the prefix Inbound-Avaya-Saml.

Attribute mapping The SAML attribute name.

Related Links
Viewing SAML provisioning information on page 73

Viewing SAML Outbound Attributes

Outbound Attributes are the data fields Ignition Server uses to carry provisioning data to Service
Providers.

About this task
Use the following procedure to view SAML Outbound Attributes.
Procedure

1. In the Dashboard Configuration tree, click the name of your site.

2. Expand Site Configuration.
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3. Expand Provisioning.
4. Expand SAML.
5. Click Outbound Attributes.
The Outbound Attributes panel displays.
The following figure shows the default SAML Outbound Attributes.

& Ignition Dashboard

Sdrministration  Help

@ bdonitor % Troubleshoot

Configuration Current Site: Site 0

=2 Site 0 Outbound Attributes

""" s 10.177.229.32 MName Attribute Mapping
E}E Site Configuration Outhound-Avaya-Saml-Principal-Mame Loszya-Zaml-Principal-Marme
E} Access Policies Dutbound-Aveaya-Saml-Rh-Data Lovzya-Saml-RM-Data
rf“_ﬁ Authenticators
Bt 550

E Directories
=& Provisioning
i RADIUS
=0 samL
> ----- % Attributes
----- rﬂ;‘) Inbound Attribut
% Outbound Attrib
- Dutbound Value
#-d Guest Manager
- Access Portal

The following table describes the default SAML Outbound Attributes.

Column name Description

Name The name used to uniquely identify this attribute.
When you create a new attribute, you can assign
any name to identify it. The default outbound
attributes that are already created for you begin
with the prefix Outbound-Avaya-Saml.

Attribute mapping The SAML attribute name.

Related Links
Viewing SAML provisioning information on page 73

Viewing SAML Outbound Values

Outbound Values are the provisioning data that Ignition Server sends to Service Providers.
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About this task
Use the following procedure to view SAML Outbound Values.
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
Expand Site Configuration.
Expand Provisioning.
Expand SAML.
Click Outbound Values.

The Outbound Values panel appears. The following figure shows the default SAML
Outbound Values.

_| @ bonitar %{ Troubleshoot

Configuration Current Site: Site 0

o & DN

E% Site 0 Qutbound Yalues
-l 10.177.220.42
- fosarya-RM-Data

E}E: Site Configuration
E, Access Policies
@: Authenticators
= 550
a@ Directories

E}@ Provisioning

-8 RADIUS

B ok SAML
----- BR Attributes
> ----- rEE) Inbound Mttribut
-8 Quthound Attrib
(- Dutbound Yalue

EE}---& Guest Manager

#-@ Access Portal

BAosaya-Principal

| Hew.. | | Edit.. | | Delete |

Related Links
Viewing SAML provisioning information on page 73
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Viewing Realm Mapper Cache entries

You can use the Realm Mapper cache node under Internal Store, to view read-only Realm Mapper
cache entries obtained when the sync occurs with the Avaya Aura System Manager. You can
specify filter criteria to narrow down the entries displayed.

About this task
Use the following procedure to view Realm Mapper Cache entries.

Procedure

1.

In the Dashboard Configuration tree, click the name of your site.

2. Expand Site Configuration.
3. Expand Directories.
4. Expand Internal Store.
5. Click Realm Mapper Cache.
The following figure shows a sample view of the Realm Mapper Cache entries.
Mnmtm ¢ Troubleshoot
Configuration Current Site: Site 0
&2 Site Realm Mapper Cache
10.177.220.169
Site Configuration (5) Get All
> Access Policies () Specify Criteria: UserMarne Starts With
Authenticators
E;?n:ctories ‘M‘
g::ztz: z:z‘ces Viewing recardsi 1 - 23 of 37919 [ net
& Internal Store Username | AAC AccountID CM Extn COM Profile Narme | Directory Service | Mg Mailbox Num | Svaya SIP Handle £yvaya E164 Handle
IR S T e — Friman 35 e e sonn .
@ Internal Users ﬂzuuuuz@gs::mm 8200002 Prlma: 55C S;smgr 8200002
B Internal Deviees 3200003@gsc.com 5200003 Primary G3C Sys Mar 3200003
“ Realm Mapper C| 8200004@gsc.com 2200004 Primary G3C Sys Mgr 8200004
Virtual Mapping 3200005@gsc.com 6200005 Prirnary GSC Sys Mgr 8200005
o Perovisioning - s Frmn 25 e br saonin
© & Guest Manager aznnnna@gs::mm 3200008 Prima: 5SC s;smgr 8200008
= @ Access Portal 8200009@gsc.com 3200009 Primary GSC Sys Mar 8200009
® & adminizuzdion om0z o szt Prinry 5L 37 Mar w20ty
The following table describes the Realm Mapper Cache entry information.
Column name Description
Username Login ID which represents the user in the
customer’s Directory Server (Enterprise ID)
AAC Account ID Avaya Audio Conferencing Account Id
CM Extn H.323 extension associated with this user
COM Profile Name Name of the Communication Profile of the user
in SMGR
Directory Service Name of the SMGR Directory Service this user is
associated with
Msg Mailbox Num Messaging mailbox number of the user
Avaya SIP Handle SIP handle associated with this user
Avaya E164 Handle E.164 handle associated with this user
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Column name Description

Avaya MSO Handle Microsoft OCS handle associated with this user

Avaya Other Handle Any other handle associated with this user

SMTP Handle SMTP Handle associated with this user

XMPP GTalk XMPP Google Talk handle associated with this
user

XMPP Jabber XMPP Jabber handle associated with this user

XMPP Other Any other XMPP handle associated with this
user

6. (Optional) To filter the cache entries, in the Realm Mapper Cache window, select the
Specify Criteria radio button.

7. Two drop-down lists are shown to the right of the Specify Criteria radio button. In the first
drop-down list, select UserName.

8. In the next drop-down list, select the comparison to be performed. Choose Starts With or
Equals.

9. In the text field, type the comparison value.
10. Click Apply Filter.
Dashboard filters the list.
To view all cache entries again, select Get All and click Apply Filter.

Related Links
Monitoring SSO on page 68

Viewing Identity Provider Details

About this task
Use the following procedure to view Identity Provider information.
Procedure
1. In the Dashboard Configuration tree, click the name of your site.
2. Expand Site Configuration.
3. Expand SSO.
4. Click Identity Provider.

The default Identity Provider that is hosted on the Ignition Server appears in the Identity
Provider Summary list.
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Sdministration  Help

Manitar % Troubleshoot

Configuration Current Site: Site 0
&2 Site 0
= % 10.177.22042
EIEl Site Configuration
i Bl Access Policies
w4 Authenticators
=¥ sso
----- }'.'.' Identity Provider
"sl; Service Providers
Bl Directories
#-& Provisioning
£
E

Identity Provider Sum mary

HostMame
aha, Carm,fi

7 Guest Manager
o @ Access Portal

| Wiew,,, | | Refresh |

The Name corresponds to the entityld specified for this Identity Provider in the metadata.
The HostName corresponds to the machine on which this IDP is hosted.

© Important:

You cannot add a new Identity Provider or delete the existing one.
5. Click View.

The Identity Provider Details dialog box displays.

Identity Provider Attributes

Marme: hitpsffkeibo, s avayva. comfidpfshibboleth

Hostname: keibo.sw.avaya.com

IP Address: 1017722935

Metadata Info

hetadata LIRL: bttps:ffkeibo.sv.avaya.comfidpfshibboleth | Export...

Certificate

Encryption/Zigning Cert: default_idp_cert | kadify,., |

¥Web Page Customization

Web Page Template: Reset to Default Meb Page Template || Impart Custam.., | | Export..,

6. Edit as necessary.

December 2014 Configuring and Managing Avaya ldentity Engines Single-Sign-On 81

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Configuring and Managing Avaya Identity Engines Single-Sign-On

Monitoring SSO

The following table describes the Identity Provider information.

Attribute Description

Name Specifies the name of the Identity Provider.

Hostname Specifies the Host Name of the host on which
the Identity Provider is deployed.

IP Address Specifies the IP address of the interface over
which communication happens with the Identity
Provider.

Metadata URL Specifies the location at which the Identity

Provider metadata is located.

Encryption/Signing Cert Specifies the Encryption/Signing certificate used
by the Identity Provider for securing the
communication with the Service Provider.

Web Page Template Specifies the Web page template to use when
the authentication request is redirected to the
Identity Provider for authentication. The following
options are supported:

* Reset to Default Web Page Template button:
Click this button to specify that the default
Identity Provider Web page template that is
bundled with the Ignition Server will be used.

* Import Custom: Allows you to import a
custom Web page template to be used by the
Identity Provider.

» Export: Allows you to export the current Web
page template present on the Identity Provider.

7. Click OK.

Related Links
Monitoring SSO on page 68

Monitoring Identity Provider logs
About this task

Use the following procedure to monitor Identity Provider (IdP) logs.
Procedure
1. At the top of the main Dashboard window, click Monitor
2. In the Monitor hierarchy tree, click the IP address or name of your node.

3. Click the Log Viewer tab. The default level for IdP loggers is set to Warning.
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4. To change the logging level for IdP loggers, perform the following actions:

a. In the Dashboard Configuration tree, click the IP address or name of your node.

b. Click the Logging tab.

c. Click the Advanced Levels tab. The Configure Advanced Log Levels window appears.

Configuration
-2 Site 0

lm 10177.229.97 1

E}lE: Site Configuration
2B Access Policies

Current Site: Site 0

Nodes

Name: 10.177.229.97

Reset To

53 RADILUS Status | Porks | Syskem
- B2 mac auth
-AF Tacacs+ Levels | -
: A Confi ad d Log Level
5 i oot Low oves
[]---rfﬁ‘ Authenticators Logget Marme Level ks ¢ Log
D...gi sso 0 |- [ Debug Warning S ow Logger Name Lewvel
...... il -
& Al Directories Debug Warming
- Provisioning
IZ]---& Guest Manager Add Logger [ %]
G- Access Portal
-2 Management pebug] 3
Debug. Ca -
Debug.SOAP T
Debug.Platform
__|Debug.vIP
Debug.Licmgr
Dl —|
ebug, IdP B
Debug. IdPExtn -

| Add Logger... |

| Cancel |

d. Edit the logging levels as required. The loggers for the IdP are Debug. IdP and
Debug.ldPExtn. Debug.IdP is used to configure the IdP framework logs and
Debug.IdPExtn is used to debug the IdP framework extensions.

e.
Related Links

Note: Avaya recommends that administrators lower the log level from Warning to Info
or Debug for IdpExtn logger first and, if required, update the log level for Debug.IdP.
Lowering the log level of IdP framework logger can greatly increase the volume of log
messages captured.

Click OK.

Monitoring SSO on page 68
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Chapter 6: Use cases

Beginning in Release 9.0, Avaya Identity Engines supports Single Sign On (SSO) for the following
use cases:

* Flare for iPad from within the Enterprise on page 84

* Flare for iPad from outside the Enterprise using a VPN on page 88

» Flare for iPad from outside the Enterprise using SBC (VPN-less mode) on page 88

Refer to the preceding sections for design and configuration information.

Flare for iPad from within the Enterprise

The following diagram shows how the major components interact when using Flare for iPad from
within the Enterprise.
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with Aura Credentia
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Figure 1: Component diagram of Flare for iPad within the Enterprise

You can either provision System Manager with user accounts or synchronize it with the user
information from an Active Directory instance. IDE maintains a cache of Aura credentials for users in
System Manager using LDAP sync with System Manager. IDE then uses the following process to
authenticate users:

* Flare user requests IDE for authentication by providing enterprise credentials.
+ IDE verifies the user identity against the directory.

» After a successful authentication, IDE returns an assertion to Flare, which it can use to
authenticate other Aura services like SIP server, Presence and CM.

The result is that the end user is authenticated for all Aura services simply by providing their
Enterprise credentials once. The user does not have to remember multiple sets of credentials for
logging into different Aura Services such as phone number and password to log into the SIP server,
Enterprise credentials for logging into Enterprise Search, and the credentials for Avaya Aura
Conferencing to login to Conferencing.

Configuring Flare for iPad using Discover Services

Use this procedure to configure Unified Login.

You can select either Discover Services or Manually Configure Services. It is always easier to
discover services if your deployment supports it rather than manually configuring them.

December 2014 Configuring and Managing Avaya ldentity Engines Single-Sign-On 85

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Configuring and Managing Avaya Identity Engines Single-Sign-On

Use cases

Before you begin
Install Flare 1.2 for iPad.

Note: Flare for iPad must be Release 1.2 build #50 or above.

Procedure

1.
2.
3.

Click Discover Services.

Specify a URL for the profile file, for example, http://sand.sv.avaya.com:8080/SSO.txt.

Enter your email address.

The rest of the fields are automatically populated and no other configuration is required.
Flare is ready for use.

Note: For more information on how to use Discover Services to provision your deployment,
refer to Flare for iPad documentation.

Configuring Flare for iPad using Manually Configure Services

Use this procedure to configure Unified Login. You can select either Discover Services or
Manually Configure Services. It is always easier to discover services if your deployment supports
it rather than manually configuring them.

Before you begin
Install Flare 1.2 for iPad.

Note: Flare for iPad must be Release 1.2 build #50 or above.

Procedure

1.

2
3.
4

o

-~ o0 © ®» N o

—_—

Click on the Settings icon to configure Unified Log In.

. Click Accounts and Services

In the Unified Log In field, select ON.

. In the Identity Server field, enter the URL for your specific environment such as

ide.avaya.com/RealmMapper/getCredentials.

In the User Name field, enter your corporate handle or email address such as
user@avaya.com.

In the Password field, enter your corporate password.

In the Phone Service Address field, enter the IP address for your specific environment.

In the Phone Service Port field, enter 5061 unless your environment uses a different port.
In the Phone Service Domain field, enter the URL for your environment.

In the TLS field, enter the setting for your environment.

In the Use Unified Log In field, select ON.
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12.
13.

14.
15.

16.
17.
18.

Flare for iPad from within the Enterprise

In the Enterprise Directory field, select ON.

In the Directory Server Address field, enter the address of the directory server in your
environment.

In the Use SSL field, select ON.

In the Search Root field, enter the root for your environment such as 0U=Global Users,
DC=global, DC=avaya, DC=com.

In the Use Unified Log In field, select ON.
In the Presence Service field, select ON.

In the Presence Server Address field, enter the IP address of your Presence Server.

Configuring System Manager

The IDE Ignition Server requires an Administrative User Account on Avaya Aura System Manager to
read the comm profiles for the users. Use either step in this procedure to configure an
Administrative User Account.

Procedure

Use the existing Administrative Account on Avaya Aura System Manager or create a new account.
To create a new account, use either the User Management screen or the Administrators’ screen on
the Avaya Aura System Manager.

Note: For information on creating a new Administrative Account, see Configuring the Avaya Aura
System Manager on page 21.

Configuring Ildentity Engines

This procedure outlines the basic steps to configure IDE for SSO. For information on configuring
each step, see Configuring SSO on page 19.

Procedure

1.

® N o o bk WD

Install the Avaya Aura SSO license.

Configure the SAML service.

Create a SAML Access Policy.

Configure the Realm Mapper service.

Create a Directory service to your enterprise directory service.
Create a Directory Set.

Connect Ignition Server to your Avaya Aura System Manager.

Configure User Virtual Attributes.
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9. Configure Authentication Policy details.
10. Configure Identity Routing Policy details.
11. Configure Authorization Policy details.
12. Configure your Outbound Attribute Policy details.

13. Associate Outbound Attributes with the Authorization Policy.

Flare for iPad from outside the Enterprise using a VPN

This use case works exactly like the use case within the Enterprise. For information, see Flare for
iPad from within the Enterprise on page 84.

The only additional step required on the iPad is to connect to the Enterprise VPN. No other
configuration changes are needed on IDE, Flare, System Manage, or any other component.

Flare for iPad from outside the Enterprise using SBC
(VPN-less mode)

This use case shows how to use Flare for iPad from outside the Enterprise such as when an
employee works from home.

To support remote access, a Split DNS infrastructure is essential to enable the Identity Engines
Ignition Server name resolution for external clients.

» The SBC masks as the Ignition Server for the external clients so the host name of Ignition
Server resolves to SBC’s external facing IP address from outside the Enterprise.

» Within the Enterprise, the Ignition Server host name resolves to the IP address of the Ignition
Server.

Note: You must configure the TCP relay on the SBC to forward traffic associated with Ignition Server
to the actual IP address on the internal network. For information, see Configuring SBC on
page 91.

The following diagram shows the deployment in this scenario.
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P o & EnNgines. corp.com
{In24 ) (,, (,_.
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Intaernal Aura Services
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Figure 2: Architectural diagram of Flare for iPad using SBC

The following high-level diagram shows the interaction among the major components.

December 2014 Configuring and Managing Avaya ldentity Engines Single-Sign-On 89

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Configuring and Managing Avaya Identity Engines Single-Sign-On

Use cases

]

]

I E
]

i Public Netwark

I

|

]

i

SBC TCP Relay for IDE traffic
DMZ r Split DNS is essential
-------- - e e o -
]
Policy Decision &Mmennuunn request LDAR Sync! Flowsthrough Provisioning
' L Intranet Zone Er-:uwsu::nnmg '
Auth responsswith Aura credentials @ anagement
' SMGR
'ﬁ (el Adoptr Els)

d

Tk

- @

SM/PAM DRt

LDAP Sync

Figure 3: Component diagram of Flare for iPad using SBC

Configuring Flare for iPad using SBC

The procedure for configuring Flare for iPad using SBC is the same as it is within the Enterprise. For
configuration information, see Configuring Flare for iPad on page 85.

Configuring System Manager using SBC

The procedure for configuring System Manager using SBC is the same as it is within the Enterprise.
For configuration information, see Configuring System Manager on page 87.

Configuring ldentity Engines using SBC

The procedure for configuring Identity Engines using SBC is the same as it is within the Enterprise.
For configuration information, see Configuring Identity Engines on page 87.
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Configuring SBC

You must configure the TCP relay on the SBC to forward traffic associated with Ignition Server to
the actual IP address on the internal network.

Procedure

1.

In the Remote Domain field, enter the Domain name of the Ignition Server interface hosting
the SAML service.

2. In the Remote IP field, enter the IP address of the Ignition Server hosting the SAML service.

In the Remote Port field, enter the port on which the Ignition Server is listening for SAML.
The default port is 443.

4. In the Remote Transport field, enter the Relay type. (This example uses TCP relay.)

5. In the Published Domain field, enter the domain name of the Ignition Server exposed on the

external network. It must be the same as the domain name in the internal network.

In the Listen IP field, enter the IP address on the SBC exposed to the external network for
SSO.

In the Listen Port field, enter the port on which the SBC listens for SSO traffic. (This port
must be the same as the Remote Port.)

In the Connect IP field, enter the IP address on the internal side of SBC that will be used to
proxy SSO traffic to the Ignition Server.

9. In the Listen Transport field, enter the same relay type as Remote Transport (TCP).
Example
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Remote Configuration

Remote Domain ide-rr1_sv.avaya.com
Remote IP 10177 233.44
Remote Port 443

Remote Transport TCP |w

Fublished Domain ide-rr1.sv.avaya.com
Listen IP 10177 233.35 |+
Listen FPort 443

Connect IF 10177.233.36 | w
Listen Transport TCP | v

Figure 4: Example of an SBC remote configuration
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Chapter 7: Troubleshooting

This section lists troubleshooting techniques and solutions for common Identity Engines (IDE) Single
Sign-On (SSO) issues.

Related Links
General troubleshooting technigues on page 93
Troubleshooting specific issues on page 98
Troubleshooting Flare for IPad specific issues on page 109

General troubleshooting techniques

Single-Sign-On support in Identity Engines (IDE) is provided by several services and applications
working together on Ignition Server. IDE comes with an extensive complement of diagnostics tools.
To troubleshoot any kind of SSO issue, it is a good idea to first use these tools to verify that the
basic services related to SAML are working correctly before attempting to debug any specific issue
you have.

About this task
Use the following troubleshooting steps to verify the following on the server.
Procedure

1. Verify SAML is enabled by going to Configuration > Site > Services tab > SAML tab.
Ensure that SAML is bound to the correct port as per your network configuration. Make a
note of the Https port if using anything other than the standard (443) port.
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Configuration

=3 Site]

s 10177.22042

=% ss0

@ Monitor % Troubleshoot

E}@_e Site Configuration
=B Access Policies
'@ Authenticators

&) Directories
@ Provisioning
& Guest Manager
w-@ Access Portal

Current Site: Site 0

Sites

Mame: Site D

i/ Licenses r Certificates r Legging rScheduIed Backups

| RaDIUS | TACACS+ | soaP |(SAMLY

| Edit...

SAML Properties

SamL Enabled: es

Bound interface: Admin Port
Https Port: 443

Realm Mapping

Realm Mapping Enabled: “es

Access Folicy rm_policy
Certificate

okl Certificate: default_saml_cert

| Modify..

2. Perform a System Health Check. Go to Monitor > IP address or name of your node >
System Health tab > Processes tab. Ensure that Apache, Tomcat, IdP, Protocol Engine,
(and Realm Mapper if you will be using that) are up and running.

Administration  Help

{?."3, Configuration

Monitor

% Troubleshoot

Current Site: Site 0

=483 Site 0

Log Viewer r Statistics ﬁ Directory Services Status |

...... a5 10.177.22042

94

Comments? infodev@avaya.com

Process Name Healthy | Last Restart Restart Count|  Details
Cettificate Manager @ Healthy since 2013-08-11 21:20:29 2013-08-11 21:20:29 1/ Online
Wifeb Serser @ Healthy since 2013-08-11 21:20:31 2013-08-11 21:20:31 1/ 0nline
|dentity Provider @ Healthy since 2013-08-12 101414 2013-08-12 1001414 1/ 0nline
Application Logic Server @ Healthy since 2013-08-11 21:20:29 2013-08-11 21:20:29 1/ Online
Protocol Engine @ Healthy since 2013-08-11 21:20:35 | 2013-08-11 21:20:35 1/ Online
Realmtapper @ Healthy since 2013-08-12 101414 [ 2013-08-12 101414 1/Online
RealmMapper Service Provider | @ Healthy since 2013-08-11 21:20:32 2013-08-171 21:20:32 1 Online
Application Sercer @ Healthy since 2013-08-11 21:20:31 2013-08-11 21:20:1 1 Online
Database Sercer @ Healthy since 2013-08-11 21:20:26 2013-08-11 21:20026 1/ Online
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3. Verify that DNS configuration is correct and Identity Provider (IdP) is running properly.

a. Go to Configuration > Site > Site Configuration > SSO > Identity Provider. The
Name of the Identity Provider contains the host name instead of the IP address if DNS
configuration has been correctly applied.

Administration  Help

i\f] Manitar % Troubleshoot

Configuration Current Site: Site

E}% site 0 Identity Provider Sum mary
% 10177.220.42 Hastharme

EIlEl Site Configuration
& Aeccess Policies
{ﬂ‘ Authenticators
= ¥ s50
: ----- '.‘"..’ ldentity Provider
i ‘s"ﬁ' Service Providers
q@ Directories
ﬂ Provisioning
& Guest Manager
& Access Portal

|‘u"ieu1r... | |Eefresh |

b. Next, select the IdP and click Edit.

c. Click the Metadata URL to verify that IdP metadata is correctly generated. Verify if the
entity id in the metadata matches what is shown as the Name of the IdP.

'A Ignition Dashboard

Identity Provider Attributes

Marme: https:ffkeibo,swavaya. comfidndshibhaoleth

Haostharne: keibo swavaya.com

IP Address: 10177.229.35

Metadata Info

Metadata LIRL: https:ffkeibo.sw avawas com/fidnshibholeth | Export..,
Certificate
Encryption/Signing Cert: default_idp_cert | kodify... |

¥eb Page Customization

Web Page Template: Reset to Default Web Page Template || Import Custom,., | | Export..,

Ok

d. In your browser, goto https://<FQDN of IDE>:port/idp/profile/Status.
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96

For the URL, the port is only needed if the SAML service has been configured with a
port other than the default value of 443.
For example:
* https://ide.exampleA.com/idp/profile/Status if the SAML service is
configured with the default port

* https://ide.exampleB.com:5778/idp/profile/Status if the SAML service
is configured on a non-default port, 5778 in this example

4. If you are using an external Service Provider, verify that the Service Provider was added

successfully, is enabled, and has the correct Access Policy associated with it by going to
Configuration > Site > Site Configuration > SSO > Service Providers > <Container
Name or default>. This step is not necessary if you are just accessing the Realm Mapping

URL.
E honitor % Troubleshoot

Configuration Current Site: Site 0

B% Site 0 Service Providers Sum mary
s 10.177,220.42
..... & [ TInclude descendants of selected container
E||El Site Configuration Marme R Cantainer | Enabled | SAML Access Policy
Bl Access Policies keibo keibo.svavaya.com  default [V default-saml-user
= Authenticators
=¥ sso

----- }E |dentity Provider
EI"S'; Service Providers
IE default
[}---E Directories
- Provisioning
- @ Guest Manager
E}---& Access Portal

. If you added an Active Directory, verify the configuration. Go to Configuration > Site > Site

Configuration > Directories > Directory Services > <Your Active Directory > and click
Test Configuration. Any issues are reported here.
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Administration  Help

@ Meonitor % Troubleshoot

Current Site: Site 0

gk 10.177.220.42 Settings
E}El Site Configuration

L. MNarme: Tokugawa
[}-"E> Access Policies ) L
et . Service Type: Active Directory
B Authenticators .
Security Protocal: Mo
=¥ ss0 :
. . Resvnc Duration: 24
[—}---@ Directories : .
Director Sets Service Account Mame: Administrator
ée-lc_ Dkry ErLES AD Dormain MName: tokugawa.local = Ignition Dashboar
R Directory Roat D: DC=tokugawa,DC=I
i E gsc-smgr Test Results:
User Root DIM: DC=tokugawa,DC=|
gsc.com Netlogon Account Root DM DC=tokugawa,DC=I & Server[10.177.220.51:380]; Success
Q Internal Store

: ) ) Accept all users in the forest; No
=457 Virtual Mapping

@ Wirtual Groups Primary Server i
User Wirtual Attribute 1P Address: 10.177.229.51 IP Address:
@' = [-)E\.-'I-CE Wirtual Attribu Port: 380 B 280
B4 Provisioning METEIOS Server Mame: KMHAIKEN METBIOS Server Name:

[}---& Guest Manager |
#-@ Access Portal

Test Configuration |

4 | K

| }]

6. Go to Monitor > IP address or name of your node > Directory Service Status tab, and
verify that a check mark is shown for AD under the SSO Kerberos Ready column.

e Configuration

% Troubleshoot

Monitor Current Site: Site 0
= Site 0 Log Viewer | Statistics | System Health | Directory Services Status |
el 10177.22942 i
Mame | Directory Type | Connected | Group Cache | Realm Mapper Cache | S50 Kerberos Ready I
Internal User Store Internal Database EY 4
gsc-stmgr Ausaya Bystemn Manager L4 [V
Tokugawa Active Directory EY 4 Y4 Y4
Ping | | Recheck Service | | Refresh Cache
4 [ »

7. Go to Troubleshoot > IP address or name of your node > Directory Service Debugger
tab > Process Kerberos tab. You can simulate Kerberos authentication for any user by
providing user’s credentials here.
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Administration  Help

(?L LConfiguration @ Monitor

Troubleshoot Current Site: Site 0

Process Request r User Lockup r Device Lockup rAuth User | Process Kerberos

IC

Active Directories: |gsc.c0m '|

Usernarme: | |

Password: | |

[ Test Join

Send Request

Result
Wirtual Attributes:

al

8. Verify that the client browser supports the setting of cookies. Cookies play a central role in
SSO and must be enabled for SSO to succeed. Refer to the following links for more
information on enabling the setting of cookies:

* Internet Explorer: http://windows.microsoft.com/en-us/windows-vista/block-or-allow-
cookies
* Firefox: http://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-

preferences
» Safari: http://support.apple.com/kb/ph5042

+ Chrome: https://support.google.com/chrome/answer/95647?hl=en

Related Links
Troubleshooting on page 93

Troubleshooting specific issues

This section lists troubleshooting techniques and solutions for specific Identity Engines (IDE) Single-
Sign-On (SSO) issues.
Related Links
Troubleshooting on page 93
Kerberos authentication fails on page 99
SSO authentication fails with external SP on page 104
Realm Mapping URL does not work on page 105
Accessing Realm Mapping URL prompts for a file download, but the file is empty on page 105

Accessing Realm Mapper URL from Internet Explorer prompts for a file download. However, instead
of containing the JSON credentials, the file contains HTML error page on page 106
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With Kerberos-Basic authentication turned on, accessing the protected URL from a computer not
joined to any domain, user is prompted twice for credentials on page 106

My SSO was working fine, until | changed the bound interface / host name, now it no longer
works on page 107
SSO works fine in a single node scenario, but fails in an HA scenario on page 108

Kerberos authentication fails

For Kerberos-based Single-Sign-On (SSO) authentication, Ignition Server must have necessary
permissions to create a user account and an associated Service Principal Name (SPN) on the
Active Directory. The user and SPN records are required to validate the Service tokens presented
by the clients who are trying to log in using the Kerberos Tokens.

When configuring the Active Directory, administrators must provide a service account with
necessary permissions to create and delete computer and user accounts. The machine account is
required to perform MSCHAPV2 based network authentication using RADIUS service. The user
account is required to perform Kerberos-based SSO and is created only if the administrator installs
the Ignition Aura SSO license and enables SAML Service. The user account is created irrespective
of whether you are using ‘Form Based Login’ or ‘SPNEGO/HTTP Basic Authentication Policies.

If there are any issues while creating the records on Active Directory, such as clock skew between
Active Directory and Ignition Server, you can detect them by using the Test Configuration button in
the Active Directory create/edit wizard.

The status field, SSO Kerberos Ready, allows you to determine if the Ignition Server is able to
create the user account and SPN on the Active Directory and if it is ready to perform Kerberos-
based SSO authentication. To access the SSO Kerberos Ready field, from the Dashboard, log in to
the Ignition Server, go to Monitor > IP address or name of your node > Directory Service Status
tab > SSO Kerberos Ready.

An additional test utility to check if the Ignition Server is able to create the user record and SPN for
Kerberos is provided on the Dashboard. This utility is only applicable for the Active Directory type of
Directory Services. From the Dashboard, log in to Ignition Server, go to Troubleshoot > IP address
or name of your node > Directory Service Debugger > Process Kerberos. From the drop-down
list, select the appropriate Active Directory, provide user details for which you are trying to perform
Kerberos Authentication, and click Send Request. The utility tests if SAML is enabled, checks if the
Ignition Server is able to communicate with the Active Directory, that a user record and an
associated SPN are created on the Active Directory and, performs the Kerberos authentication
using the supplied credentials. If any of the preceding conditions fail, an appropriate error message
is displayed in the Results section.

If the failure occurs because the user record or the associated SPN has not been created, repeat
the above test after selecting the Test Join check box. This ensures that a forced join is performed
to create the user record and associated SPN. The rest of the test is performed as before.

Related Links
Troubleshooting specific issues on page 98
Client configuration issues on page 100
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Client configuration issues

100

If you are using Internet Explorer (IE) or Firefox browsers, you must perform browser-specific
configuration.

Fix: Perform browser-specific configuration as specified in the following section Browser-specific
configurations on page 100. After performing the browser configuration, close all instances of the
browser and restart it to ensure that the configuration changes are applied to the browser.

Fix: Restart browser.

Kerberos authentication may also fail if the client fails to get a service ticket. That could happen if
the user password is changed from AD. If that is the case, logging out of the client and logging back
in with the new password will fix this issue.

Fix: Logout off the client machine and log in again.
Browser-specific configurations
Internet Explorer:

You must add the Fully Qualified Domain Name (FQDN) of the Identity Provider (IdP) server. You
must also ensure that Automatic Authentication Handling is enabled in the browser.

1. From the Internet Explorer menu, select Tools > Internet Options.
2. Click the Security tab, click Local intranet, and click Sites.

The Local Intranet window displays.
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2l x|

izeneral  SECuriby |F‘ri\.fa|:§.f I Content I Conneckions I Frograms I .ﬁ.dvancedl

Select a zone to wview or change security setkings.

¢ N

Local inkranet

Internet

.

Local intranet

Custom

This zone is For all websites that are
found an your inkranet,

" Q
f.l’

Trusted sites Restricked
sites

—Security level For this zone

Cuskom settings.
- To change the settings, click Custom lesvel,
- To use the recammended settings, click Defaulk lewvel,

Cuskom level, ., Default level |

Reset all zones ko default level

nﬂn Some settings are managed by vour swsbem adminiskrator,

Cancel | Ampy

|

3. In the Local Intranet window, click Advanced.

A dialog box displays.

Troubleshooting specific issues

4. |In the Add this website to the zone field, enter the FQDN of IdP server and click Add.

Wildcards are supported; for example: *.host_b.com.

0 Tip:

You can find the FQDN of the IdP server on the login page.
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e e Nl Nl e N o

Adresse ktps: ffaai-logo ? 22 nain-a. comidp AuthnfUserPasswiord

Emailadresse:

Passwort:

Hidde Kerivens

[ Use system logon credentials

7] Do not show this page for future logins

Local intranet x|

..‘; IUse the settings below bo define which websites are included in
"o the local intranet zone.

W aukomatically detect intranet network: Local intranet

[T Incude all local (intranet) sites mot

1 x|

You can add and remove websites From this zone, All websites in

I Include all sites that bypass the oh ‘k—} this zone will use the zone's security settings.

¥ | Include &l mebwork paths (LUMCsT

&dd this website to the zone:
What are intranet settinus@ https:,l',l'aai-lu:ugu:u??? 'nain-a.u:u:uml
\\\_\_ el

Wiebsites:

fdd

Custom
Cuskomn setkings.
- To change the setkings, click Custom
- To use the recommended settings, cl

ﬂ Remove |

F

[™ Require server verification (htkps:) Far all sites in this zone

Zuskom level. ., |

Reset all zones

Close |

fl:u Some sektings are managed by wour swstem administrakor,

5. To ensure that Automatic Authentication Handling is enabled in the browser, go to the

Security tab and click Custom level.

6. In the Settings section, scroll down to the bottom and ensure that Logon is set to Automatic

logon only in Intranet zone.
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Firefox:
You must add the FQDN of the IdP server.

1. To access the Firefox settings, enter about:config in the Address bar and press [Enter].
A list of customizable preferences for the current installation of the browser displays.

2. Add the FQDN of the IdP server into the list of trusted URIs: network.negotiate-
auth.trusted-uris - FQDN of the IdP Server (for example: https://idengines.sv.avaya.com).
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¥2) about:config - Mozilla Firefox

Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hife

@_ : c b ST ||__']|about:conﬁg

@ Deaktivieren L Cookies~ # Keine C55-Fehlerr .§, Formularer [ Grafiken~ ﬁ InfaormationenT ﬂ Yerschiedenes~ ,} Hervorheben- 18 Grofbe- 3
J |_1'] about:config I =

Filter: I network, nego

Eirnstellungsname - | Status | Tvp | Wiert
network.neaotiate-auth, alow-oroxies Standard boolean  true

rietwork . negotiate-auth.gsslib Standard  string
network.negotiate-auth.trusted-uris vom B... string  |https:/jaai-logo??? nain-a, com|
retwork . negotiate-auth. using-native-gssit Standard boolean  true

Safari:

The Safari browser does not require any special configuration.
Chrome:

The Chrome browser does not require any special configuration.

Related Links
Kerberos authentication fails on page 99

SSO authentication fails with external SP

Use the following troubleshooting techniques to resolve this issue.
The clocks on Service Provider and Ignition Server must be in sync.

Fix: Adjust the clocks on Ignition Server and Service Provider to the same time or sync them to the
same NTP server.

Make sure the Identity Provider (IdP) meta data file on the Service Provider is the latest. Also
ensure that the SP meta data file on the IdP is the latest. Be sure to update the corresponding
metadata files if any configuration changes have been made since the metadata files were last
exchanged.

Fix: Update Identity Provider configuration with the latest Service Provider metadata and update
Service Provider configuration with the latest Identity Provider metadata.

Confirm if the Authorization Policy allows the release of at least one Outbound Value. This will
usually be user principal.

Fix: Configure release of at least one Outbound Value as explained in the following sections:
Mapping a Directory Attribute to a User Virtual Attribute on page 60 and Associating Outbound
Attributes with the Authorization Policy on page 62.
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If SSO succeeds for a user in the local store, but fails for a user in the AD, ensure that the user
principal Outbound Value is mapped to some attribute value of the AD like user id. You can perform
this configuration in Dashboard under Configuration > Site > Site Configuration > Directories
>Virtual Mapping > User Virtual Attributes.

Fix: Create mapping for the Outbound Value representing user principal to an attribute value of AD
as explained in Mapping a Directory Attribute to a User Virtual Attribute on page 60.

Related Links
Troubleshooting specific issues on page 98

Realm Mapping URL does not work

If using a non-standard port for SAML (the default is 443), ensure when you are accessing the
Realm Mapper URL, either through a browser or through a thick client like Avaya Flare, that the
correct port number is being used. For example, if the SAML port is configured to be 5778, the
Realm Mapper URL would be https://<FQDN of Ignition Server>>:5778/RealmMapper/
getCredentials.

Fix: Use the correct Realm Mapper URL.

Related Links
Troubleshooting specific issues on page 98

Accessing Realm Mapping URL prompts for a file download, but
the file is empty

This condition could occur if there is no Realm Mapping data available for the user attempting to log
in. Use the following troubleshooting techniques to resolve this issue.

There is no System Manager added to Ignition Server.

Fix: Add a System Manager to Ignition Server as explained in Connecting Ignition Server to your
Avaya Aura® System Manager on page 46 .

System Manager is not syncing to AD that has been added to IDE.

Fix: Do the following:

Go to the Monitor tab.

Select the node under Site 0.

Select the Directory Services status tab.

Select the directory service corresponding to the System Manager.
Click Refresh Cache.

o A 0N~
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The user was added to AD after the System Manager was added to Ignition Server. (Hint: If this is
the case, it is possible that the System Manager cache has not been refreshed since the user was
added to AD. By default, this refresh interval is 24 hours.)

Fix: Perform a manual refresh of the System Manager cache to fetch fresh data. To perform a
manual refresh, go to Monitor > IP address or name of your node > Directory Services Status.
Select the System Manager and click Refresh Cache. Verify that the realm mapping data for the
user is present by going to Configuration > Site > Site Configuration >Directories > Internal
Store > Realm Mapper Cache and search for the user.

Note: It could take up to a couple of minutes to fetch all of the data from System Manager.

Related Links
Troubleshooting specific issues on page 98

Accessing Realm Mapper URL from Internet Explorer prompts for
a file download. However, instead of containing the JSON
credentials, the file contains HTML error page

This problem is caused because the download files automatically option is disabled in Internet
Explorer.

Fix: Enable the download files automatically option. To enable this option, from the Internet
Explorer menu, select Tools > Internet Options >Security >Local Intranet > Custom level.

Related Links
Troubleshooting specific issues on page 98

With Kerberos-Basic authentication turned on, accessing the
protected URL from a computer not joined to any domain, user is
prompted twice for credentials

This problem occurs when using Internet Explorer (IE) and Chrome and from a non-domain joined
PC. However, this problem does not occur when using Firefox as the browser. This problem occurs
because the browser cannot find any Kerberos tickets when the Identity Provider (IdP) sends a
SPNEGO challenge, so it prompts the user for the credentials. This first dialog for credentials is
coming from the browser. This authentication fails (irrespective of the credentials used) as the
browser is sending a password and not a Kerberos ticket. So the IdP challenges again, this time just
for BASIC authentication. Then the browser prompts again (this time because IdP is asking for it.
You can confirm that this time the dialog is because of IdP challenge by looking at the prompt string.
The prompt string will contain the words “IDE realm”). When the user enters the correct credentials,
the authentication succeeds.

Fix: To avoid getting prompted twice, perform the following browser-specific configuration.
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Internet Explorer

To avoid getting prompted twice, perform the following browser configuration on Internet Explorer.
1. From the Internet Explorer menu, select Tools > Internet Options.
2. Click the Security tab, click Local intranet, and click Custom level.

3. Scroll all the way down to User Authentication > Logon and select Automatic logon with
current user name and password and click OK. This ensures that you will get prompted
only once when the IdP asks for it.

Firefox

Firefox does not need any configuration as it is intelligent enough to prompt only once on the |dP
challenge.

Safari

Safari does not need any configuration as it is intelligent enough to prompt only once on the IdP
challenge.

Chrome
To avoid getting prompted twice, perform the following browser configuration on Chrome.

1. From the Chrome menu, select Settings.

Click Show advanced settings.

Under Network, click Change proxy settings.

Click the Security tab, followed by Local intranet, Sites, and Advanced.
Add the URL to the zone and click Close.

Click OK and then click OK again.

R

This ensures that you will get prompted only once when the |dP asks for it.

Related Links
Troubleshooting specific issues on page 98

My SSO was working fine, until | changed the bound interface /
host name, now it no longer works
Use the following troubleshooting techniques to resolve this issue.

This issue could be caused because you forgot to update your Service Provider with the new
Identity Provider (IdP) metadata file. Whenever there is a host name change or the bound interface
for SAML service changes, Ignition Server regenerates the metadata file.

Fix: Update your Service Provider configuration with the most recent IdP metadata file.

Sometimes this regeneration of metadata on IdP can fail for some reason or can take a long time to
happen. You can verify if the new metadata file has been generated after the configuration change
by examining the name of the Identity Provider under Configuration > Site > Site Configuration >
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SSO > Identity Provider. This name should correspond to the new name. If it has not been
updated, restarting Ignition server should solve this issue.

Fix: Restart Ignition server.

Related Links
Troubleshooting specific issues on page 98

SSO works fine in a single node scenario, but fails in an HA
scenario
Use the following troubleshooting techniques to resolve this issue.

First verify if the Identity Provider (IdP) is active on both the nodes by going to Configuration > Site
> Site Configuration > SSO > Identity Provider. It should list two IdPs if it is a HA in a non-VIP
mode. If it is HA in a VIP mode, there will be only one IdP listed here.

Verify by looking at the details of the IdPs to make sure that the entity ids are correct for them.
This issue could be caused because there is no route between your HA ports.
Fix:

1. Repair the network connection between the HA port on your first Ignition Server and the HA
port your second Ignition Server.

2. Launch a new session of Dashboard and log in to the first Ignition Server. (Leave the
existing Dashboard session running, but ignore it for now.)

3. In the new session of Dashboard, ping the HA port of the second Ignition Server. To do this,
click the Troubleshoot button at the top of the Dashboard window; click on the first Ignition
Server’'s node name or IP address in the hierarchy tree; click Network and go to Ping Test;
type the IP address of the second Ignition Server’'s HA port, set the number of packets to
send, and click Start. If the test fails, fix your network connection. If it succeeds, continue to
the next step.

4. In the new session of Dashboard, log out from the first Ignition Server and log in to the
second Ignition Server. Perform another ping test: Click the Troubleshoot button at the top
of the Dashboard window; click on the second Ignition Server's node name or IP address in
the hierarchy tree; click Network and go to Ping Test; type the IP address of the first Ignition
Server’'s HA port, and click Start. If the test fails, fix your network connection. If it succeeds,
continue to the next step.

5. Close the new session of Dashboard.

Related Links
Troubleshooting specific issues on page 98
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Troubleshooting Flare for IPad specific issues

This section lists troubleshooting techniques and solutions for specific Flare for IPad Single-Sign-On
(SSO) issues.

Related Links
Troubleshooting on page 93
User provided correct user credentials but failed to perform unified login on iPad Flare on page 109
IM not working with Single-Sign-On on page 116

User provided correct user credentials but failed to perform
unified login on iPad Flare

Condition
This condition can occur for one of two reasons:
+ authentication or authorization failure
+ authentication and authorization success, but Realm Mapping data is missing or incorrect

Look at the iPad to see which error message Flare displays:

iPad T 140 PM

Mot logged in |

Unified Log In

A Incorrect User Name or Password

(VLT VLTGG sunil@subasa.com

“Login

Pad = 1:54 PM

Not logged in l

A\ Unitied/log in emor

(UEEYREY Bl sunil@subasa.com

—

f cogin

If Flare displays the message “Incorrect User Name or Password”, an authentication or authorization
failure has occurred. If Flare displays the message “Untitled log in error”, the Realm Mapping data is
missing or incorrect.
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Solution

Fix authentication or authorization failure

1. Check the Dashboard access logs. Click the Monitor tab and select the site name. Click the
Access tab under Log Types.

Each successful login request results in two operations: SAML authentication and SAML
authorization. Each of these operations generate a log. If the SAML authentication fails,
SAML authorization is not attempted, resulting in only one log corresponding to SAML

authentication.

. Double-click the authentication log and check the contents. The authentication log provides

failure information. Take corrective action as necessary.

Confirm missing or incorrect Realm Mapping data

To confirm that the Realm Mapping data is missing or incorrect, double-click the authorization log
and check the contents. If the authorization result is successful, the authorization log lists
Outbound-Avaya-Saml-RM-Data under outbound attributes. If you do not see any outbound

attributes, the user’s corresponding Realm Mapping data is missing or incorrect.

Obtain missing Realm Mapping data

1. Ensure that the Ignition Server is able to connect to SMGR and to read Realm Mapping data.

110

From the Ignition Dashboard, click the Monitor tab, select the node, and click the Directory
Services Status tab. The SMGR listed should have a blue check mark under Connected
and Realm Mapper Cache.

If you do not see the check mark under Realm Mapper Cache, caching loading may be in
progress. Wait for the cache load to complete, or, to retry the load, select the SMGR entry
and click Refresh Cache. The refresh time depends on the size of the SMGR data; it takes
approximately three to five minutes for 20,000 records.

. Once the cache load is complete, check the user records. In the Dashboard Configuration

tree, expand the Site Configuration > Directories > Internal Store > Realm Mapper
Cache folders.

You should see data that is similar to the following example. If the user records or Realm
Mapping data are not present, there is likely a mismatch of attributes between System
Manager and Active Directory (AD).

A Ignilinn Dashhoard

5 Realm Mapper Cache
g 10.077.210,209 S
=1 [ ste Cordiguration () Gek AL —

®-B Access Policies () Spocfy Ciitorins|  |Usaufiowe /| [Stauts With =) [ |

w44 Aulhenticators .2

=M sso | _apoiyrrer |

=] Directories
i1 (3l brrestory Sats Wiswing recordss L = 22 of 72 1;@1;
- ) Ciretteey Services
& &Y irkermad stere | Uzeinsne [ | CH Extn | COtA Prefie hame Ciectory Service | MegMubaxtum | A
I b1 e n Pranary EECEMGR |
B U r:x_aﬂmr@\qs( Gom | Pranary FICIGR |
| > L5 L e coin Pranary GICSMGR ey
| = Inermal Devices | Lo figse.com Pranary GECSMGR laptest
| D reanbigoerta | Ltessggsc.oon frmary GECSIER lapests
1 - vietal Mepprg parmasEeTEls.com | Tranary MR | |
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- il rantus HhishsiiDaubasa coen 20018 Pranary SR 20018 |
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3. See the following example for the correct mapping between AD and System Manager
attributes. Note that, in most cases, the userPrincipalName attribute of AD is mapped to the
loginName attribute of System Manager. However, in some cases, the userPrincipalName in
AD may not be populated. In these cases, the mail attribute of AD is used for mapping to the
loginName attribute of System Manager.

[EieiEs

),". Edit User Synchrenization Datasou. \.\‘I'
€ P @ e/ 104 211.25/5MGRS ¢ || - Geogte Alen 4+ & =

2 Mot Visited || Getting Started B Free Hotmail || ‘Web Slice Gallery

* Base Distingulshed -~ = = e
Name QU =sAunz de=subasa, do
* LDAP User Schema ||'net0rgperson
Search Filter Icn-"
Use 551
Allow Deletlons ||
Attribute Parametears T
[ add Mapping |
[ objectauin =] (=17 [sourcetsserkey
|userPrmapa1Name ’v| - loginName |
[sn =] k| | surname
[ givenName [=] N | givenName
| displaytiame =] = - | displayName
r I
L&aueh Carvcu.-ﬂ |

< | T, ¥

Define correct Realm Mapping data

While replying to an authorization request, Ignition Server uses the incoming client user ID and finds
the corresponding Realm Mapper entry. If the user record realm does not match the realm as
configured on SMGR, the mapping fails.

This situation can happen when the users in System Manager are not synchronized up from AD but
instead have been created manually in System Manager.

For example, consider a scenario where the users in System Manager have been created manually
with a realm “domain.com” and the users in AD have the realm “global.domain.com”. Now there are
two possibilities:

+ the user logs in as <user>@domain.com

* the user logs in with userid <user>

In both the cases, Ignition Server is able to authenticate the user against the AD as follows:

* If the user has logged in as user@domain.com, Ignition Server finds a matching record in
Realm Mapper cache, as the domain in System Manager is domain.com.

* If however, the user logs in with userid <user>, ldentity Engines behaves as follows:
- The system first searches for a match in the Realm Mapper cache for "<user>@<AD

domain>" (in this example, "<user>@global.domain.com"). In this example, the AD domain
and SMGR domains are not the same, so no match is found.
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- The system then searches for "<user>@<user domain>". In this example, since there is no
domain in the request, it cannot find a matching entry.

- If both conditions 1 and 2 are not met, then the system uses the domain name as defined in
the identity routing. You must therefore configure the correct domain in the identity routing.

1. In the Dashboard Configuration tree, expand the Site Configuration > Access Policies >
SAML folders, and select the Access Policy.

2. Click the Identity Routing tab.
3. Click Edit.
The Edit Identity Routing Policy window displays.
4. Select an existing entry and click Edit to edit it, or click New to create a new entry.

5. Select the Realm-Directory Set Mapping, and click Edit to edit an existing entry, or click
New to enter a new entry.
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6. In the Realm Mapper Domain section, enter the domain as defined on SMGR in the
Domain Name field. In the following example, the domain is “avaya.com”.

Realm-Directory Set Map @

Directory Set
‘default set |

Matching Rules
Match Realm
(5) Match All Realms

(") Realm Mot Specified
(") Match Realm:

Match Service Provider Container
Disable Service Provider Container Matching

¥

Realm Mapper Domain

Domain MName: tavaya‘com

The domain name used to lookup Realm Mapping data.
Only applicable for policy associated with Realm Mapper.

| ok || cancl

Verify Realm Mapping data

After defining the correct Realm Mapping data, if the login through Flare still does not work, check if
the correct Realm Mapping data is being returned for the user who is logging in. Use a browser to
perform a WebSSO to the Realm Mapper URL. If the configuration is correct, either the browser will
directly show the data (Firefox, Chrome) or prompt to download a file containing Realm Mapping
data. This Realm Mapping data is in the JSON format.

1. In the Dashboard, select the site, click the Services tab, and then click the SAML tab. Make
note of the Access Policy in place under the Realm Mapping section.
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2. In the Configuration tree, expand the Access Policies > SAML folders, and select the
Access Policy.

3. Click the Authentication Policy tab, click Edit, and check if Web SSO is enabled. The
default is enabled. If necessary, select either SPNEGO/HTTP Basic Authentication or
Form Based Login to enable Web SSO.

4. Type the following URL into a browser: https://<IDE hostname>:<port number (if not default
port)>/RealmMapper/getCredentials

For example:
* running default port: https://ide.domain.com/RealmMapper/getCredentials
* running port 4444: https://ide.domain.com:4444/RealmMapper/getCredentials

If the configuration is correct, you will see a JSON type string returned as the response,
similar to the following example:

{
"Credentials"

{

"Primary" :
{
"h.323"
[
{
"algorithm" : "nons",
"aor" : "20010",
Ilpinfl . " ";
nEype" : "Cm"
}
1,
Ilsipll
[
{
"algorithm" : "mdSsum",
] r
"XmppR"
[
1
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Alternatively, you can see the response on the Ignition Server in the Access logs for SAML
Authorization, under Outbound Values:
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Further troubleshoot Active Directory and System Manager mismatch

If the expected JSON response was not returned, there is still a mismatch between Active Directory
and System Manager attributes. Confirm all of the following information.

1. Confirm that outbound value Avaya-RM-Data is present and is being returned in the allow
response in the policy.

2. Confirm the presence and mapping of two outbound attributes for outbound value Avaya-
RM-Data. In the Dashboard Configuration tree, expand the Provisioning > SAML >
Outbound Values folders. Select Avaya-RM-Data and click Edit. Confirm that the following
two attributes are present:

* Outbound-Avaya-Saml-RM-Data mapped to User Attributes.avaya-rm-data

* Outbound-Avaya-Saml-Principal-Name mapped to User Attributes.avaya-
rm-principal-name

3. Confirm the mapping of two outbound attributes. In the Dashboard Configuration tree,
expand the Provisioning > SAML > Outbound Attributes folders. Confirm that the
following two attributes are present:

* Outbound-Avaya-Saml-Principal-Name mapped to Avaya-Saml-Principal-
Name

* Outbound-Avaya-Saml-RM-Data mapped to Avaya-Saml-RM-Data
Note that these two attribute names are populated in the logs for successful logins.

4. Confirm that the following user virtual attribute is not mapped to anything. In the Dashboard
Configuration tree, expand the Directories > Virtual Mapping > User Virtual Attributes
folders. Click the ayaya-rm-data attribute and confirm that it is not mapped to anything.
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Ignition Server automatically populates this attribute with the value of SAMI, Attribute
Avaya-Saml-RM-Data

Click the avaya-rm-principle-name attribute and check the mapping. For internal store
it should be mapped to the attribute username and for an AD it should be mapped to the AD
attribute userPrincipalName. Note that there are cases when this attribute in AD could be
different. For example, in some AD deployments the userPrincipalName attribute is not
populated. In those cases, the mail attribute can be used..

If after confirming all settings, the problem persists, locate the debug logs, which may provide further
useful information.

Debug if Realm Mapping data verification fails

1. Enable debug logging. In the Dashboard, click the Troubleshoot tab. On the right side of the
tab, click Actions and select Enable Debug Logs and Enable Advanced Log Levels.

2. Select the node and click the Logging tab, and then click the Advanced Levels tab.

3. Click Edit, then click Add Logger and select Debug.Protocol, click OK, and then on right
column select Trace from the drop-down menu.

4. Check the Dashboard debug logs. Click the Monitor tab and select the site name. Click the
Debug tab under Log Types. Look for a log called Skipping Outbound Attribute
Outbound-Avaya-Saml-RM-Data because...

5. Look for the logs in that region to see the value of the attribute Outbound-Avata-Saml-
Principal-Name thatis being looked up in the Realm Mapper cache. This would be the
<username>@<domainname> that was entered in Flare or the browser and was
authenticated against the AD.

Note that you can enter a username either with or without the domain (<username> or
<username>@<domain>.com) to log in through Flare. Ignition Server accepts the login in
both forms.

6. Check if there is a username attribute mismatch.

Search for a record for the expected username in Saml-Principal-Name. If a record for
that username is not present, check the Realm Mapper cache for a record of the user. Look
at the record to see what username is specified.

Related Links
Troubleshooting Flare for IPad specific issues on page 109

IM not working with Single-Sign-On
For IM on Flare to work in Single-Sign-On mode, ensure that the Digest-MD5 mechanism for SASL

authentication is enabled on the Presence Server.

Related Links
Troubleshooting Flare for IPad specific issues on page 109
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