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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating
instructions and performance specifications that Avaya may generally
make available to users of its products and Hosted Services.
Documentation does not include marketing materials. Avaya shall not
be responsible for any modifications, additions, or deletions to the
original published version of documentation unless such
modifications, additions, or deletions were performed by Avaya. End
User agrees to indemnify and hold harmless Avaya, Avaya's agents,
servants and employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: http://support.avaya.com or such successor site as
designated by Avaya. Please note that if You acquired the product(s)
from an authorized Avaya Channel Partner outside of the United
States and Canada, the warranty is provided to You by said Avaya
Channel Partner and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO OR
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS
OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The

applicable number of licenses and units of capacity for which the
license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other
materials available to You. “Software” means computer programs in
object code, provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hardware products,
and any upgrades, updates, patches, bug fixes, or modified versions
thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that
hosts a software application to be accessed by multiple users.
“Instance” means a single copy of the Software executing at a
particular time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.

License types

Designated System(s) License (DS). End User may install and use
each copy or an Instance of the Software only on a number of
Designated Processors up to the number indicated in the order.
Avaya may require the Designated Processor(s) to be identified in
the order by type, serial number, feature key, Instance, location or
other specific designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifically for this
purpose.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the
list of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products” or such
successor site as designated by Avaya. For Heritage Nortel
Software, Avaya grants You a license to use Heritage Nortel
Software provided hereunder solely to the extent of the authorized
activation or authorized usage level, solely for the purpose specified
in the Documentation, and solely as embedded in, for execution on,
or for communication with Avaya equipment. Charges for Heritage
Nortel Software may be based on extent of activation or use
authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

Each product has its own ordering code and license types. Note that
each Instance of a product must be separately licensed and ordered.
For example, if the end user customer or Avaya Channel Partner
would like to install two Instances of the same type of products, then
two products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: http:/
support.avaya.com/Copyright or such successor site as designated
by Avaya. You agree to the Third Party Terms for any such Third
Party Components.
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Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: http://support.avaya.com or such
successor site as designated by Avaya. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
or Hosted Service notices and articles, or to report a problem with
your Avaya product or Hosted Service. For a list of support telephone
numbers and contact addresses, go to the Avaya Support website:
http://support.avaya.com (or such successor site as designated by
Avaya), scroll to the bottom of the page, and select Contact Avaya
Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, or other third parties. Users are not permitted to use such
Marks without prior written consent from Avaya or such third party
which may own the Mark. Nothing contained in this site, the
Documentation, Hosted Service(s) and product(s) should be
construed as granting, by implication, estoppel, or otherwise, any
license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.
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Chapter 1: Introduction

Purpose

The Avaya Identity Engines Ignition Server Getting Started guide explains how to install and
configure the Avaya Identity Engines Ignition Server. This guide is written for network administrators
who want to quickly install and configure the Ignition Server.

The Avaya Identity Engines Ignition Server Getting Started guide explains a simple configuration,
and the Avaya Identity Engines Ignition Server Administration guide provides a complete reference
showing other configuration options.

Related resources

Documentation

See the following related documents.

Title

Purpose

Document number

Avaya Identity Engines Ignition
Server Administration

All configuration options

NN47280-600

Configuring and Managing Identity
Engines Single-Sign-On

Configuration, management, and
deployment

NN47280-502

Avaya Identity Engines Ignition
Guest Manager Configuration

Installation, configuration, and
management

NN47280-501

Avaya Ildentity Engines Ignition
CASE Administration

Installation, configuration, and
deployment

NN47280-603

Avaya Identity Engines Ignition
Access Portal Administration

Installation, configuration, and
deployment

NN47280-604

Avaya ldentity Engines Ignition
Analytics

Installation, configuration, and
maintenance

NN47280-601

Avaya Identity Engines Ignition
Server Release Notes

Reference

NN47280-400

Avaya ldentity Engines Ignition Server Getting Started Configuration
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Related resources

Training

Ongoing product training is available. For more information or to register, you can access the Web
site at http://avaya-learning.com/.

Viewing Avaya Mentor videos

Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot Avaya
products.

About this task

Videos are available on the Avaya Support website, listed under the video document type, and on
the Avaya-run channel on YouTube.

Procedure

* To find videos on the Avaya Support website, go to http://support.avaya.com and perform one
of the following actions:

- In Search, type Avaya Mentor Videos to see a list of the available videos.

- In Search, type the product name. On the Search Results page, select Video in the
Content Type column on the left.

* To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and
perform one of the following actions:

- Enter a key word or key words in the Search Channel to search for a specific product or
topic.

- Scroll down Playlists, and click the name of a topic to see the available list of videos posted
on the website.

© Note:

Videos are not available for all products.

Subscribing to e-notifications

Subscribe to e-notifications to receive an email notification when documents are added to or
changed on the Avaya Support website.

About this task

You can subscribe to different types of general notifications, for example, Product Correction
Notices (PCN), which apply to any product or a specific product. You can also subscribe to specific
types of documentation for a specific product, for example, Application & Technical Notes for
Ethernet Routing Switch 8800.
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Introduction

Procedure

1. In an Internet browser, go to https://support.avaya.com.

Type your username and password, and then click Login.
Under My Information, select SSO login Profile.
Click E-NOTIFICATIONS.

In the GENERAL NOTIFICATIONS area, select the required documentation types, and then
click UPDATE.

o & w0 N

GENERAL NOTIFICATIONS

1/5 Notifications Selected

End of Sale and /or Manufacturer Support Notices
Product Correction Notices [PCHN) o
Product Support Notices

Security Advisories

Services Support Notices

UPDATE »

6. Click OK.
7. In the PRODUCT NOTIFICATIONS area, click Add More Products.

PRODUCT NOTIFICATIONS Add More Products

Show Details 1 Notices

8. Scroll through the list, and then select the product name.
9. Select a release version.

10. Select the check box next to the required documentation types.

8 Avaya ldentity Engines Ignition Server Getting Started Configuration August 2015
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Searching a documentation collection

PRODUCTS My Notifications
A o o s ° | VIRTUAL SERVICES PLATFORM 7000

Select a Release Version
Virtualization Provisioning Service All and Future ¥
Visual Messenger™ for OCTEL® 250/350 Administration and System Programming

"

Visual Vectors Application Daveloper Information
Visualization Paerformance and Fault Manager Application Notes
Voice Portal Application and Technical Notes o
Veice over IP Monitering Declarations of Conformity
W310 Wireless LAN Gateway Documentation Library o

WLAN 2200 Series
' SUBMIT »»

WLAN Handset 2200 Series

11. Click Submit.

Searching a documentation collection

On the Avaya Support website, you can download the documentation library for a specific product
and software release to perform searches across an entire document collection. For example, you
can perform a single, simultaneous search across the collection to quickly find all occurrences of a
particular feature. Use this procedure to perform an index search of your documentation collection.

Before you begin
* Download the documentation collection zip file to your local computer.
* You must have Adobe Acrobat or Adobe Reader installed on your computer.

Procedure
1. Extract the document collection zip file into a folder.

2. Navigate to the folder that contains the extracted files and open the file named
<product_name_release>.pdx.

3. In the Search dialog box, select the option In the index named
<product_name_release>.pdx.

4. Enter a search word or phrase.

5. Select any of the following to narrow your search:
* Whole Words Only
+ Case-Sensitive

* Include Bookmarks

August 2015 Avaya ldentity Engines Ignition Server Getting Started Configuration 9
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* Include Comments
6. Click Search.

The search results show the number of documents and instances found. You can sort the
search results by Relevance Ranking, Date Modified, Filename, or Location. The default is
Relevance Ranking.

Support

Go to the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.
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Chapter 2: New in this release

The following sections details what is new in Avaya Identity Engines Ignition Server Getting Started
for Release 9.2.

Features

See the following section for information about feature changes.

Guest Manager Enhancements

Following are the Guest Manager enhancement features for release 9.2.
Guest Manager Localization

In this release Guest Manager supports Localization for Provisioner and Self-Provisioning
templates.

Sponsor Approval Workflow

Sponsor Approval Workflow allows Guest Users to select sponsor details from pre-populated list in
Guest User Self-Provisioning Portal. Admin can configure the Active Directory Group from which the
sponsors list is populated.

Avaya idEngines IDR Android App

Ignition Guest Manager introduces an Android Smartphone Application which simplifies the device
registration for the provisioner.

Additional Guest Manager Enhancements
Guest Manager usability enhancements include the following:
 Allow admin to set schedule for automated configuration export.

» Added drop-down list for Device Types and Sub Types in Device Self-Provisioning Portal and
Create or Edit Device page in Provisioner Application. The Device Types and Sub Types are
populated from Ignition Server.

» Added a link in Provisioning Groups > Actions and click View Provisioning Group to view
provisioning group summary.

For more information about the above features, see Configuring Avaya Identity Engines Ignition
Guest Manager, NN47280-501.
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New in this release

Guest Manager REST API

Guest Manager REST API allows third party developers (Customers and Business Partners) who
want to integrate Guest Manager with other standalone or web applications to GET Guest Users
and Devices from Ignition Guest Manager.

For more information, see Avaya Identity Engines Ignition Guest Manager REST APIs,
NN47280-505.

Avaya Unified Access Enhancements
Following are the Unified Access enhancement features for release 9.2.

Fabric Attach Client Devices

The Ignition Server allows you to differentiate Fabric Attach Client devices from other devices. The
Fabric Attach Client devices node is added to list all the FA devices under Internal Store > FA
Client Devices.

Change of Authorization

Ignition Server Release 9.2 introduces Change of Authorization (CoA) for Avaya ERS switches and
WLAN 9100 APs. IDE supports Dynamic Authorization Extensions to Remote Authentication Dial In
User Service (RADIUS).

With this feature support, an administrator will be able to send the Disconnect messages that
terminate a particular session. Administrator can also change the attributes of an authenticated User
or Device dynamically by triggering Change of Authorization (CoA) Messages from Ignition
Dashboard.

For more information about the above features, see Avaya Identity Engines for Avaya Unified
Access, NN47280-503.

Ignition Server Administration Enhancements
Following are the Ignition Server Administration enhancement features for release 9.2.

Access Policy Templates

Ignition Server Release 9.2 introduces Access Policy Templates. Dashboard is the comprehensive
GUI for configuring IDE. Policy configuration is the most important configuration in Dashboard. It
affects the authentication and authorizations of users and devices. Certain policies like RADIUS
authentication for Avaya switches require standard configuration. It will help customers if these
configurations are provided as templates. These templates can be copied directly into policies by
administrators.

Usability Enhancements
Usability Enhancements includes the following:
* In Nodes > Status tab, Copy button is added to copy the Serial Number.

* In Access Policy > Authorization Policy tab, line break for outbound values and vertical
scroll bar is added to the Rules Summary.
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Features

+ All the files that user desire to save are saved in My Document by default.

* In Directories > Internal Stores > Device Types, admin can define Device Types and Sub
Types for a Device.

* In Configuration > Provisioning > Vendor VSAs, option is added to view the vendor Id.

» The option to remove the older version of Dashboard while installing the new version is
removed. The older version should be removed manually if required.

» Dashboard version and build number is displayed on the windows bar to differentiate the
versions of Dashboard.

* In Directory Services the supported directory servers are grouped in to different service types.
AirWatch Mobile Device Management

IDE 9.2 release extends the support for mobile device management (MDM) by integrating AirWatch
MDM services. This new MDM feature provides more control and secure access to BYOD
deployment in a corporate network.

For more information about the above features, see Administering Avaya Identity Engines Ignition
Server, NN47280-600.
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Chapter 3: Getting started

Use this chapter to perform these Avaya |dentity Engines Ignition Server installation and
configuration tasks. Perform your set-up in the following phases:

1. Installing the Ignition Server virtualization appliance on page 15

Preventing automatic VMware tools updates on page 20

Configuring the Ignition Server virtualization appliance on page 22

Installing the Ignition Dashboard desktop application on page 23

Running the Dashboard on page 29

Obtaining the Ignition Server Serial Number on page 30

Obtaining PLDS licenses on page 32 or Obtaining KRS licenses on page 33

Installing the license on page 33

© ©®© N o gk~ 0D

Setting up the Service Port (Optional) on page 37 and Setting the admin password and
user, site, and node names on page 38

—
e

Further configuration on page 39

VMware ESXi server

14

Hardware platforms supported by VMware's ESXi Servers versions 5.1 and up are supported. The
VM requires an x86_64 capable environment, a minimum of 4 GB of memory, a minimum of 250 GB
of available disk storage (thin provisioning is allowed), a minimum of four CPUs, at least one
physical NIC card (preferably three NICs), and three Logical NIC cards. VMware lists on its site
supported hardware platforms for ESXi.(http://www.vmware.com)

Installation on a VMware ESXi server is done using an OVA file, which already incorporates the OS
Red Hat Enterprise Linux.

Reminder: Avaya provides the Identity Engines Ignition Server, Ignition Guest Manager, and
Ignition Access Portal as Virtual Appliances. Do not install or uninstall any software components
unless Avaya specifically provides the software and/or instructs you to do so. Also, do not modify
the configuration or the properties of any software components of the VMs (including VMware Tools)
unless Avaya documentation and/or personnel specifically instructs you to do so. Avaya does not
support any deviation from these guidelines.

Avaya ldentity Engines Ignition Server Getting Started Configuration August 2015
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Installing the Ignition Server virtualization appliance

A Warning:
Do not install or configure VMware Tools or any other software on the VM shipped by Avaya:

» Avaya does not support manual or automated VMware Tools installation and configuration
on Avaya supplied VMs.

* Turn off automatic VMware Tools updates if you have enabled them. Refer to the
instructions in Preventing automatic VMware tools updates on page 20 to disable
automatic updates and to check if you have accidentally installed VMware tools.

» Avaya determines which VMware Tools to install and configure. When required, Avaya
provides these tools as part of the installation or package upgrade procedures. Avaya
provides these tools because VMware Tools configures the kernel and network settings
and unless Avaya tests and approves these tools, Avaya cannot guarantee the VM will
work after the tool is installed and configured.

» Avaya does not support the installation of any VMware specific, RHEL specific, or any third
party vendor package or RPM on its VM other than what Avaya ships as a package,
image, or OVF.

Installing the Ignition Server virtualization appliance

Use the VMware vSphere Client to import the VM into your system. Start the VMware vSphere
Client and log in to the ESXi Server on which you want to install the Avaya Ignition Server. You
need to use the Virtual Appliance Deploy OVF Template option.

Procedure
1. From the VSphere Client, select File > Deploy OVF Template.
@

File | Edit View Inwentory Administration Plug-ins Help

MNew 3

ntory P Eﬂ Inventory
[ Dep,oy OVF Template...

Exp it » R = B & &
Repart » -
52

Browse VA& Marketplace.., Etem _complete_trunk Getting
Prilt Maps : Elt:em _comp!ette_trunk_bad

stem_curren Wha
Exit term_trunk
£l AccessPortal_UZ_0U_00_Blasystem_v3_heartbleed_bad

Avil

(a1

= AcressPortal 02 00 _00_DevSystemMaster

2. The Source screen displays. Select the location from which you want to import the Ignition
Server virtual appliance.
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"

(&) Deploy OVF Template

Source

Select the source location,

Source
OVF Template Details

End User License Agreement
Mame and Location

Storage

Disk Format

Metwork Mapping

Ready to Complete

Deploy from a file or URL

[C:\IDESoftwares\AIEIS_RHEL_6_S_LINUX-¥M_09_01_00_02 | | ERE e o |

Enter a URL to download and install the OWF package from the Internet, or
specify a location accessible from vour computer, such as a local hard drive, a
network share, or a COfOVD drive.

Help |

< Back Mext = Cancel

V.

3. Click Next.

In the OVF Template Details screen, review your settings. You can click Back to make
changes, or click Next to continue.

4. The End User License Agreement screen displays. Click Accept to accept the license and

click Next.
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(< Deploy O¥F Template =101

End User License Agreement
Accept the end user license agreements,

Source
OVF Template Details
End User License Agreemse 7 |
L AVAYA GLOBAL SOFTWARE LICENSE TERMS j
REVISED: October 2013

THIS END USER LICENSE AGREEMENT ("SOFTWARE LICENSE TERMS") GOVERNS THE USE OF
AVAYA'S PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE, READ THESE
SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR ENTIRETY, BEFORE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN SECTION A BELOW). BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO
50, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING 50O
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS "YOU" AND "END USER"), AGREE TO
THESE SOFTWARE LICENSE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT
BETWEEN YOU AND AYAYA INC, OR THE APPLICABLE AVAYA AFFILIATE ("AVAYA"),

IF YOU ARE ACCEPTING THESE SOFTWARE LICENSE TERMS ON BEHALF OF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT THAT YOL HAVE THE AUTHORITY TO BIND SUCH
ENTITY TO THESE SOFTWARE LICENSE TERMS. IF YOU DO NOT HAVE SUCH AUTHORITY

OR DO NOT WISH TO BE BOUND BY THESE SOFTWARE LICENSE TERMS, YOU MUST RETURN
OR. DELETE THE SOFTWARE WITHIN TEN (10) DAYS OF DELIVERY FOR A REFUND OF

THE FEE, IF ANY, ¥OU PAID FOR THE LICENSE OR IF SOFTWARE 15 ACCESSED
ELECTROMICALLY, SELECT THE "DECLINE" BUTTON AT THE END OF THESE SOFTWARE
LICENSE TERMS OR THE EQUIYALENT OPTION.

&, Definitions

(i) "Affiliate” means any entity that is directly or indirectly controlling,
controlled by, or under common control with Avaya Inc, or End User, For
purposes of this definition, "control” means the power to direct the
management and policies of such party, directly or indirectly, whether through
ownership of voting securities, by contract or otherwise; and the terms
"controlling” and "controlled” have meanings correlative to the foregoing.

{ii) "Documentation” means information published by Avaya in varying mediums
which may include product information, operating instructions and performance
specifications that Avaya generally makes available to users of its products. __v_]

d | 2l
Help I < Back | Next > | Cancel |

5. The Name and Location screen displays. You can either accept the default name or choose
to rename the virtual machine. Click Next.

6. The Datastore screen displays. Select the location where you want to store the files for the
virtual appliance and click Next.
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) Deploy OVE Termplte = -8~

Storage
Where do vou wank ko store the virtual maching files?

Source Select a destination storage for the virtual machine files:

CVF Template Details — - — i —
End User License Agresment yrySre Capacity | | Typs ['TRIRPF
Mame and Lacation i3 BUILD_OUTPUT  Unknown 12,6278 8.55TB 4.08TB NFS Suppoarl
Storage 8 busildvms01 Mon-550 545TB 64478 2.27TE VMRS Suppor!
Disk Farmat @ QWAP_NAS_W.. Unknown 12,6278 8.5578 4.08TB NFS Supparl
MNetwark Mapping i@ RDAIEIS Unknawn 12,6276 85578 4.08TE NFS Suppor!
Ready ko Complete
« 1 b
I= i
ame | Drive Type |  Capacity | Provisioned | Free | Type | Thin Pray
<[ T N b

Help | < Back || Mext = I Cancel |

4

7. The Disk Format screen displays. Select a format in which to store the virtual machine’s
virtual disks and click Next.
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{5 Deploy OVF Template E=B|ESE &

Disk Format
In which Farmat do you want to store the virtual disks?

Source ) Datastore: BUILD_OUTPUT

OVF Templ
End User space (GB): 4174.5

4 11

Storage

Disk Format
Metwark b
Read,

Help | = Back | Mext = | Cancel I

P

8. The Network Mapping screen displays. Associate the Avaya Ignition Server NICs to the
correct VM Network based on your site configuration. Then click on Next.

9. The Ready to Complete screen displays. Review your settings. Use the Back button to
make any changes or click Finish to start the import.

The Import now starts. Once the import completes you should see a Summary window
display.

10. After the import completes, you must verify and adjust some of the VM settings. Open the
VM setting dialog and select the Options tab. Do the following:

August 2015

a. Click the Synchronize guest time with host option.
b. Change the System Default Power Off from Power off to Shutdown Guest. Click OK.

c. Open the VM setting dialog and select the Hardware tab. Adjust the Network Adapter
(1/2/3) settings and configure the right NIC for each interface. You are now ready to
boot the Avaya Ignition Server for the first time. A splash screen displays as the boot up
starts.

d. Avaya does not support manual or automated VMware Tools installation and
configuration on Avaya supplied VMs. Refer to Preventing automatic VMware tools
updates on page 20 for information on how to prevent automatic updates for VMWare
Tools.
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11. Once the Ignition Server Console login prompt displays, you are ready to enter the
administration IP address. Login using admin for the user name and admin for the password.
You should change the password after you login.

Preventing automatic VMware tools updates

Use this procedure to prevent automatic VMware Tools updates.

Procedure
1. Use the Vmware vSphere Client to log in to the ESXi Server hosting the Ignition VM.
2. Select the VM corresponding to the Ignition Server.

3. Go to Getting Started > Edit Virtual Machine Settings > Options > VMware Tools >
Advanced, and ensure the Check and upgrade Tools during power cycling check box is
not selected. This is the supported setting.

4. Click OK.
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[ bl

&) Avaya Ignition Server 9.1.0 DocTeam02 - Virtual Machine Properties = !
Hardware Options |Resources ] Virtual Machine Version: 7
Settings Summary Power Controls
General Options Avaya Ignition Ser... I'.Shut T J
VMware Tools Shut Down |
Power Management Standby [l iSusperld _J
advanced b
General Mormal
CPUID Mask Expose Nx flagto ... & IRrast-art Guest ;I
MemoryCPU Hotplug Disabled{Disabled
Boot Options Normal Boot Rurn YMware Tools Scripts
Fibre Channel NPIV MNone 17
CPUMMU Yirtualization Automatic
Swapfile Location Use default settings IV &
v
—Advanced
I Check and upgrade Todls during power cycling
IV Synchronize guest time with host

Help | OF, Cancel

A
Checking the VMware Tools status (ESXi 5.1 and up)
The Summary tab of the VM describes the VMware Tools status.
To check the VMware Tools status on an ESXi (5.1 and up) server:
Procedure
1. Use the vSphere client to log in to the ESXi Server.
2. Go to the Summary tab.
After a fresh install, the VMware Tools status displays as “VMware Tools: Running
(Current)”.
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= @ 10.133.133.10 Sambhram_IS_Prod_29059_99
(3 AlElgnitionServer . P H— - _—
G AIEIS 92 Getting Started. [EMURIENY Resource Allocation .| Performan
{51 AIEIS_&_Sambhram_99
() AIEIS_Sambhram_Dev_18 | | General RESUGICES
J; :\_m:_a clgjl,:c, g-lws- Mana | | GuestOS: Other 2.6 Linux (64-bit) Consumad Host CPU: 25 MHz
&l "'I d’-- e d ¥M Yersion; 8 - Consumed Hast Memory: 4136.00 MB
@) paul_dev.ide || e 4vCPU Active Guest Memory: 40.00 MB
(5 Sambhram_IS_Prod_29055 | | Memary: 4096 MB P b s e:
B e St v . e fresh Storage Us.
(3 [Sambhram_IS Prod_29055 | | Memory Cverhea 2] Provisioned Storage: 248.27 GB
Whware Tools: & Running (Current) Not-shared Storage: 26,20 GB
QL addresces: 10.133.133.99 Used Storage: 26,20 GB
Storage Drive Type Capacity
DNS Name: 000C2911A344 i datastore1(13) Non-550 9.09 TB
State: Powered On
Host: ot lcisakciootn
Active Tasks: i Type
viphere HA Protection: @ N4 2 » VMNeiwok Standard port goup
Commands

© Note:

VMware Tools may show as not installed. This is a known VMware issue where VMware
Tools may not be detected correctly on certain hardware. However, this does not
interfere with the functioning of the tools—it is a display issue only.

Configuring the Ignition Server virtualization appliance

22

About this task
Use this procedure to configure the Ignition Server virtualization appliance.
Procedure

1. Boot the Avaya Ignition Server for the first time.

2. Once the Ignition Server Console login prompt displays, you are ready to enter the
administration IP address. Login using admin for the user name and admin for the password.

You should change the password after you login.

vaya Ignition Server 89.081.80.827778

ost: UMware ESX Serwver

ode: BBBCZ29876347

.inux Server using Kernel 2.6.32-431.el6.x86_64 for x86_64

Build From: UASONA trunk

pdated: Sync With Hyperviser is enabled.
ypervisor time sync is: Enabled
HEAC29876347 login:

3. Use the interface commands as shown in the next screen to configure the admin interface.
» Only Static IP configuration is supported.

» Configure your admin interface with an IP address.
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CLI command example: “interface admin ipaddr x.y.z.x/netmask”
* If needed, configure your default route.

CLI command example: “route add 0.0.0.0/0 <gw-ip> *

Ignition Server> interface admin ipaddr 192.168.220. 1
System Interface: ethB IP Address now set to: 192.1 8.2
Success: in ace admin’s ipaddrs/netmask is set to 192.168.228.2-/24.

Ignition Server> show interface admin

Description for admin interface: ethB@

Link State Up.

Interf is Enabled.

IP Addr: 192.168.228.2 Netmask: £55.255.255.8 Broadcast: 192.168.228.255
Gateway: t As ed

Physical Addr: 88:8c:29:084:46:de MTU: 15088

Ignition Server> _

Installing the Ignition Dashboard desktop application

The Avaya Ignition Dashboard is a desktop application that enables you to manage the Ignition
Server appliance. The Avaya Ignition Dashboard enables you to create, view, or alter configuration
information for authenticators, service categories, and the policies that apply to authentication and
authorization.

Before you begin
To proceed with the Ignition Dashboard installation, have the following tools and information ready:
» The Identity Engines product software shipped with your Ignition Server appliance.

» A computer running Windows 7 (32 bit or 64 bit), Windows 8 (32 bit or 64 bit), or Windows
Server 2008 (32 bit or 64 bit).

* A minimum of 2 GB of RAM memory.
* The default System administrator name (admin) and password (admin).

Procedure

1. If any version of the Avaya Ignition Dashboard exists on the computer, ensure the Ignition
Dashboard application is not currently running. If the Ignition Dashboard is running, shut it
down now.

2. Place the Ignition Server CD into the CD drive of your computer. On Windows, the Windows
AutoRun feature runs the Installer immediately.

Note: If the AutoRun feature is disabled on your computer, navigate to your CD drive and
double-click the installer file. It has a name like DashboardInstaller-9.1.0<Build
Number>.exe.
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-

InstallAnywhere

Installrmywhere is preparing to install...

- =
29%
(C) 2013 Flexera Software LLC
L #
e = h
[ Avaya Ignition Dashboard 9.2028874 [E=NEE—

Please Wait

O License Agreement

O Choose Install Folder

O Choose Shortcut Folder
O Pre-Installation Summary
@ Installing

Q) Install Complete

AVAYA

idEngines®

Please wait, Avaya lgnition Dashboard 9.2.0.28874 is being
configured for your system. This may take a moment...

Ignition®
Dashboard

& 2009 — 2015 Avaya Inc. All rights ressrved

Installanywhere

Cancel revious

w

© Note:

Older version of Ignition Dashboard will not be deleted installing the new version.

3. In the License Agreement screen, scroll down to read the entire license. Select the radio

button to accept the license and click Next.
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-
Avaya Ignition Dashboard 9.2.0.28874

.

& License Agreement

(O Choose Install Folder

(O Choose Shortcut Folder
© Pre-Installation Summary
@ Installing.

Q) Install Complete

AVAYA

idEngines®

Ignition®
Dashboard

& 2008 — 2015 Avaya Inc. Al

rights reserve

License Agreement

Installation and Use of Avaya Ignition Dashboard 9.2.0.28874
Requires Acceptance of the Following License Agreement.
AVAYA GLOBAL SOFTWARE LICENSE TEERMS

BEVISED: October 2013

THIS END USER. LICENSE AGREEMENT ("SOFTWARE LICENSE
TEFMS") GOVERNS THE USE OF

AVAYA'S PROFRIETARY SOFTWARE AND THIRD-PARTY
PROPRIETARY SOFTWARE. READ THESE

SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR
ENTIRETY, EEFORE INSTALLING,

DOWNLOADING OF USING THE SOFTWARE (A5 DEFINED IN
SECTION A BELOW). BY

INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AITTHORTZTNG OTHERS T0 DA

(@ 1accept the terms of the License Agreement

) 1 do NOT accept the terms of the License Agresment

Installanywhere

Cancel

o

revious

4

4. In the Choose Install Folder screen, choose your destination folder and click Next.

-

Avaya Ignition Dashboard 9.2.0.28874

@ License Agreement

& Choose Install Folder

(© Choose Shortcut Folder
© Pre-Installation Summary
@ Installing.

Q) Install Complete

AVAYA

idEngines®

Ignition®
Dashboard

B 2005 — 2015 Avaya Inc. A

rights ressrved

Choose Install Folder

Please choose a destination folder for this installation.

Where Would You Like to Install?
C:\Program Files\Avaya\Ignition Dashboard 9.2.0.28874

Restor Default Folder | [ Choose.. |

Installanywhere

Cancel

| Previous | [ et |

w

4

5. In the Choose Shortcut Folder screen, indicate where you want the Dashboard shortcut to
appear, and click Next.
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—
ﬂ Avaya Ignition Dashboard 9.2.0.28874

& License Agreement

@ Choose Install Folder

& Choose Shortcut Folder
© Pre-Installation Summary
@ Installing

Q) Install Complete

AVAYA

idEngines®

Ignition®
Dashboard

& 2008 — 2015 Avaya Inc. Al

rights reserve

Choose Shortcut Folder

Where would you like to create product icons?
() In a new Program Group: Avaya Ignition Dashboard 9.2.0.28874
") In an existing Program Group! | Accessories
() Inthe Start Menu
@ On the Desktop
) In the Quick Launch Bar
~) Other:

") Don't create icons

|| Create Icons for All Users

Installanywhere

Cancel

l Previous |

W

4

6. In the Pre-Installation Summary screen, review your installation settings. If you want to
make changes, click Previous to edit the details of the locations of the installation. When
you finish your configuration, click Install. The installer displays a pre-install confirmation

window.

-
[ Avaya Ignition Dashboard 9.2.0.28874

@ License Agreement

@ Choose Install Folder

@ Choose Shortcut Folder
& Pre-Installation Summary
© Installing

Q) Install Complete

AVAYA

idEngines®

Ignition®
Dashboard

B 2005 — 2015 Avaya Inc. A

rights reserved

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
Avaya Ignition Dashboard 9.2.0.28874

Install Folder:
C:\Program Files\Avaya\lgnition Dashboard 9.2.0.28874

Shortcut Folder:
C:\Users\Public\Desktop

Disk Space Information (for Installation
Target):

Required: 155,63 MegaBytes

Available: 78,638.86 MegaBytes

Installanywhere

Cancel

l Previous | | Install '|

w

.
[P

J

7. In the Pre-Installation Summary confirmation window, click OK to confirm the installation.
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© Important:

Ignition Dashboard requires JRE 1.8.0_45 to operate correctly. For this reason, during
the Dashboard installation, JRE 1.8.0_45 is installed in static mode. For information on
JRE static installation, see the “Static Configuration” section of the JRE installation at
http://docs.oracle.com/javase/7/docs/webnotes/install/windows/jre-installer-options.html.

Installing the Ignition Dashboard desktop application

You can upgrade the system JRE that is installed on your machine by default, but do not

delete the JRE 1.8.0_45 version from your machine either manually or as part of the
JRE upgrade. If you delete JRE 1.8.0_45, the Ignition Dashboard application will not

function as expected and results in unpredictable behavior.

Cancel

o [
[} Avaya Ignition Dashboard 9.2.0.28874 = =l
’ Please Wait
Pre install confirmation ﬁ T
@ License A
@ Choose If j, Confirm installation.
@ Choose d| 422 , .
The following taols are necessany for Ignition Dashboard:
& Pre-Install * Java JRE 1.8.0_45.
O Installing
The JRE 1.8.0_45 will be installed in a STATIC mode as perthe
O Install Cdl applications requirements.
‘'}is being
Hote : If JRE 1.8.0_45 iz installed as part of the installation process, dment
the user has to remove it explicitly if needed. Unsuccessful
| completion of the dashboard installation will not automatically
Il remove the installed JRE 1.8.0_45.
idEngines
Cancel | [ ok |
lgnltLIL
Dashboard
B 2008 — 2015 Avaya Inc. All rights reserve
Installanywhere
Cance Previou Next

J

The installation starts. The installer displays a dialog box that displays the progress of the

installation.
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Avaya Ignition Dashboard 9.2.0.28874

Installing Avaya Ignition Dashboard 9.2.0.28874

& License Agreement

@ Choose Install Folder
@ Choose Shortcut Folder
@ Pre-Installation Summary
& Installing...

Q) Install Complete

AVAYA

AVAYA

Cancel

idEngines®
Ignition®
Das h boa rd_ Extracting duplicates...
E 2008 — 2015 Avaya Inc. All rights reserveq
InstallAnpwhere
| — 7%

W

A

8. If the appropriate Java Runtime Environment (JRE) is already installed, a window appears to

allow you to skip re-installing JRE. Click OK to skip the re-installation of JRE.

Avaya Ignition Dashboard 9.2.0.28874

= %

Installing Avaya Ignition Dashboard 9.2.0.28874

@ License Agreement

@ choose Ifl syipping JRE 1.8.0_45 installation.

e

@ choose §
@ Pre-Instal
& Installing
O Install Ca

JRE 1.8.0_45 is already installed. Skipping installation

Static JRE 1.8.0_45 is already installed. Skipping JRE installation.

AV

idEngines®

Ignition®
Dashboard

B 2009 — 2015 Avaya Inc. Al rights reserve

Installing... Message Dialog: Skipping JRE 1.8.0_45 installation.

InstallAnywhers

Cancel

4%

The installation continues. The installer displays a dialog box showing the progress of the

installation.
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9. When the installation is complete, the installer displays the Install Complete screen. In the
Install Complete screen, click Done. An icon for Ignition Dashboard appears in the location
you designated.

e | ™
3 Avaya Ignition Dashboard 9.2.0.28874 El_‘ﬁ

Install Complete

@ License Agreement Congratulations! Avaya Ignition Dashboard 9.2.0.28874 has been
O Choose Install Folder successfully installed in:

O Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing... Press "Done” to quit the installer.
& Install Complete

AVAYA

idEngines®

C:\Program Files\Avayalgnition Dashboard 9.2.0.28874

Ignition®
Dashboard

B 2008 - 2015 Avaya Inc. All rights reserve

Installanywhere

- J

Installing multiple versions of the Ignition Dashboard: You can install multiple versions
of Ignition Dashboard on a single workstation. When you run the installer, it installs the new
version in its own folder. The new installation does not interfere with existing Ignition
Dashboard installations and creates a new icon to launch the new version of Ignition
Dashboard. The installer leaves the existing Ignition Dashboard installation and icon intact.

Running the Dashboard

If your Ignition Server appliance is connected only via its Admin Port, skip this section and go to
Further configuration on page 39. If your installation will use Service Port A, follow these steps:

Procedure

1. On your administration computer, start Ignition Dashboard by doubleclicking its icon on the
desktop.

2. In the login screen, type the default User Name: admin. Type the default Password:
admin.

3. Inthe Connect To: field, type the fully-qualified domain name or the IP address you
assigned to the Ignition Server appliance Admin Port.
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4. A dialog box appears saying Base License Required. You can install the license later as
described in Installing the license on page 33. Be sure to first read Obtaining the Ignition
Server Serial Number on page 30. For now, dismiss the popup by clicking OK.

n Ignition Dashboard

Administration  Help

1] Monitor “ Troubleshoot

-2 Site )
& 135.07.110.251

Base License Required i

This Ignition Server does not have the "Base License",
You must install this license in order to configure Ignition server,

Enter License Now |

ok |

5. A warning dialog appears reminding you to replace the default certificate shipped with the
Ignition Server appliance. Ignore the warning. (For instructions on replacing the certificate,
see the Avaya Identity Engines Ignition Server Administration Guide.)

Default Certificate

You are presently using the default admin certificate that was shipped with the appliance.
We strongly recommend acquiring and installing one specifically issued for your organization,

|| Don't show this warning anymore

oK

After you dismiss the warning dialog, the Ignition Dashboard appears.
Next steps

If you already have your Ignition Server license, go to Installing the license on page 33.

Obtaining the Ignition Server Serial Number

The Avaya Identity Engines Ignition Server software ships without any licenses. There are seven
different software licenses that can be installed on Ignition Server: Base License, Guest Manager
License, NAP Posture License, TACACS+ License, Ignition Reports License, Access Portal
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License, and Avaya Aura® Single-Sign-On (SSO) License. At a minimum, you must obtain the Base
License to be able to configure and run the server.

If you are applying a NAP Posture License or an Access Portal License, select the Access Portal
License that matches the Ignition Server Base License (LITE, SMALL, or LARGE).

© Note:

Beginning with Identity Engines Release 9.0, Identity Engines starts to transition from DVD
delivery to electronic software delivery. Depending on how you place your order, you may
receive DVDs with paper LACs, or electronic software delivery and electronic LACs. With each
method you will receive instructions on how to obtain your licenses.

Once you have purchased Identity Engines, depending on how you placed your order you
receive either a set of DVDs accompanied with paper LACs (License Authorization Codes), or
else you receive electronic delivery of your LAC by email and you then download the software
from Avaya support site via PLDS.

Avaya provides a telephone number for you to use to report problems or to ask questions about
your product. The support telephone number is 1-800-242-2121 in the United States. For additional
support telephone numbers, see the Avaya Web site: http://www.avaya.com/.

Once you have installed both the Ignition Server Virtual Appliance and the Ignition Dashboard, you
must obtain the Ignition Server node Serial Number (also known as the Host-ID) from the
Dashboard. The Ignition Server Serial Number is required in order to generate licenses regardless
of whether they are KRS licenses or PLDS licenses. Beginning with Release 9.0, the Ignition Server
Serial Number is always a string of 12 digits.

If you have a paired server High Availability (HA) deployment, you need to obtain the Serial
Numbers of both Ignition Servers that make up the HA-pair.

Procedure
Do one of the following:

a. In the VMWare vSphere Client, launch the Ignition Server CLI and enter the command show
version.

b. From the Dashboard Configuration tree, click the name or IP address of your node, click the
Status tab.

Click Copy to save the Serial Number to the clipboard.
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Current Site: Site 0
Nodes

Name: 10.133.133.106

Ports | System | Logging |

Status Info
State: Active
Date and Time: 2015-07-15 16:28:13 {Local Tirme: GMT +05:
2015-07-15 10:58:13 (GMT)
Disk Usage
Auwvailable Space: 95% Used Space:

Current Confiquration

Software Version: LINUX-Vhi_09_02_00_028906
Model: LINUX-VM

Installation Date: 2015-07-10 10:51:19

Last Boot Date: 2015-07-10 11:59:57

Image Creation Date: 2015-07-10 10:48:07

Serial Number: 621881697140 | Copy... |

Obtaining PLDS licenses

32

If you have received your LAC by electronic delivery (email), your licenses are PLDS licenses.

Using the Avaya Product Licensing and Delivery System (PLDS), you can activate the license
entitlements and download the products.

Upon your purchase of Identity Engines, you receive an electronic LAC with which you, as a
customer or Avaya Business Partner who has permissions in PLDS for your site or sales order, can
access PLDS and generate license entitlements for you. You must provide the Serial Number, also
known as the host ID, of the Identity Engines Ignition Server and your LAC in order to generate a
license. The LAC helps you to identity the product among other Avaya products you hold licenses
for and to keep track of the number downloads, while keeping the required groups and coordinators
informed through e-mail messages. The LAC e-mail recipients must be identified during the order
placement process by providing their e-mail addresses.

With the LACs in hand, you can use the Quick Activation screen to activate the LACs and download
the product.
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Obtaining KRS licenses

If you received paper LACs with your purchase, follow the instructions on the paper LACs regarding
how to obtain your licenses. These will be KRS licenses.

Send an email to datalicensing@avaya.com to request your KRS licenses and include the following
information:

End user company name and full mailing address (no mailboxes).
End user company URL.

End user contact name.

End user corporate email address.

End user phone number.

License Authorization Code (LAC) that shows in the box at the bottom right of the LAC
certificate.

S T

7. Serial Number or Serial Numbers if you have an HA deployment.

After the information is verified, licenses are sent to you by email.

Installing the license

Avaya ldentity Engines currently supports the KeyCode Retrieval System (KRS) and Avaya Product
Licensing and Delivery System (PLDS) licensing models. The Avaya PLDS model provides
customers, Business Partners, distributors and Avaya Associates with easy-to-use tools for
managing asset entitlements and electronic delivery of software related licenses. Using PLDS, you
can perform activities such as license activation, license de-activation, license re-host, and software
downloads.

There are a few key differences between the two types of licenses which are important to
understand especially if you will be using both types of licenses.

0 Important:
Note the following:

* Ignition Server supports both KRS and PLDS licenses to accommodate customers who do
not yet have access to Avaya PLDS. Over time, Identity Engines will transition to support a
single licensing system—PLDS.

» An important difference between KRS licenses and PLDS licenses is that KRS licenses are
individual licenses while a PLDS license file always includes all PLDS licenses within a
single PLDS license file, which is in XML format.

* A PLDS license file ALWAYS has at a minimum a Base license.

* KRS licenses can be exported from the Dashboard and saved on your desktop.
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» PLDS licenses cannot be exported from the Dashboard. Therefore, it is very important to
ALWAYS safeguard the PLDS license file you have received from PLDS. You may be able
to log back in to PLDS and regenerate the license file again.

« Installing PLDS licenses deletes any PLDS and KRS licenses that are already installed .
Therefore, it is important to export all KRS licenses before installing PLDS licenses in order
to safeguard your KRS licenses.

+ Since KRS licenses are deleted when installing PLDS license, before installing PLDS
license you MUST export and save the KRS licenses if any already exists.

* Installing KRS licenses overwrites any installed PLDS licenses.

You install the license on the Ignition Server using Dashboard. The procedure for installing PLDS
and KRS license is the same.

Procedure
1. In the Dashboard’s Configuration tree, click the name of your site and click the Licenses tab.

2. Click Install.
3. Browse to the license file location, select, and click OK.

The following example shows a PLDS license installation.
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A Ignition Dashboard

Administration  Help

L1 Monitor ¢ Troubleshoot

Current Site: Site 0

Sites
@‘_‘; Site Configuration Name: Site O
( Services |(Licenses | Certificates | Logging | Scheduled Backups |
Licenses: License Details:

Ignitian Access Portal LARGE

Feature: Ignition Server Base LARGE
Tgrition Analytics

License Type: EBLDS

Versiom: S.0
Authenticator Limit: TUnlimited

Ignition Guest Manager LARGE
Ignition Posture LARGE

— o
-33:14
m:33:14
Clara CR 95054
<2xml wversion="1_0" encoding="UIF-2" standalone="no"?> -‘\: -33:14
<!DOCTYPE LAR SYSTEM "lar. dtd™s> " =]
<LAR platformlype="IDENTITY ENGINES" sid="48" version="1_0"> ENT 1 RUE D ASTO
<License wversion="1.0">
<HostID»c2l871473571</HostID> |
<Notes>License generzted by the WeblM PLDS Plug-in (version ME2
1.3.3) on: license file is
Tue Sep 10 07:28:20 MDT 2012
ESID: 1
SID: 48 E-55595%
MID:
Licenselwner: SUEZ ENVIRONMEMENT 1 RUE D ASTORE PRRIS 75008
France T Paste
Grous: "5 [Growen]
Tip: jcense bext into bhe above kext area or use the Bro ~Hrkkon
to read in & licenseTHE: v to Clipboard
L
The following example shows an installed PDFS license.
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The following example shows an installed KRS license.
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Mame: SiteD

Services |(Licen

Certificates rl.uggi_n_g r

Scheduled Backups ]

Setting up the Service Port (Optional)

Current Site: Site D
Sites

Licenses:

License Details:

Iqnition Access Portal ShaALL
Ignition Aura S30

Iqnition Guest Manager ShALL
Ignition Posture ShASLL
Ignition Server Base SMALL

gnition TACACS+

Feature:
License Type:
Valid From:
Valid Until:
Issuer:

KRS

Issue Date:
Licensee:
Comment :

Awvaya Inc.

Ignition TACACS+

2013-12-19 le:00:00
2014-12-30 16:00:00
Avaya Inc., Santa Clara, CA
Z013-12-20 1l2:05:51

SMALL license for use by AIEIS R&D team in

Production enwvironment

Node Ids:

Demo License
License Serial Number:

IDE-8999353

I]nstall...J [ Export All KR.SLicenses...J | DeleteJ

l Copy to Clipboard J

Setting up the Service Port (Optional)

Follow this procedure to configure the Service Port.

Procedure

1. In Dashboard’s Configuration tree, click the name or IP address of your node.
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Ignition Dashboard
Administration  Help

ion| /| Monitor ¢ Troubleshoot

Current Site: Site 0
Nodes

Name: 192.168.220.150

[ Status | Ports rSystem rLogging I

Status Info
State: Active
Date and Time: 2014-11-24 10:03:20 (Lo

2014-11-24 18:03:20

2. Click the Ports tab, and click the Service Port entry.
3. Click Edit .
4. In the Edit Port Configuration window, do the following:

Edit Port Configuration @
Enable Port
IP Address: |172.16.220.2 1|24 |

I OK IlQancel_J

» Select the Enable Port checkbox.

 Enter the port address in the IP Address field, and enter the subnet mask in the field to
the right. You must enter the subnet using network prefix notation (an integer between 0
and 32 representing the number of bits in the address that will be used in the comparison).

Setting the admin password and user, site, and node
names

Follow this procedure to configure the administration password, user, site, and node names.

38 Avaya ldentity Engines Ignition Server Getting Started Configuration August 2015

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Identity Engines Ignition Server Getting Started Configuration

Procedure

1. In Dashboard’s Configuration tree, click the name of your site.

Ignition Dashboard
Administration  Help

Configuration

& Site 17>

e 192.168.220,150

- Site Configuration
@E Access Policies
@4 Authenticators
#- sso
E}@ Directories
3}@ Provisioning
3}& Guest Manager
#- @ Access Portal

=
+ » Admiinietratian

_ MMonitnr %Irnuhleshnot

Current Site: Site 0

Name: Site0

== - = ¥ 3
ces | Licenses | Certif

 RADIUS

TACACS+ | &

Protocol is Enable

Bound Interface:

2. From the Actions menu (at the upper right), select

* Change User Name to change the administrator login name

* Change Password to change the administrator password

Further configuration

* Rename Site to rename the site. A site is typically a pair of Ignition Servers, but it may

consist of just one server.

3. To rename your node (your Ignition Server appliance), in Dashboard’s main navigation tree,
right-click on the IP address or name of your node and select Rename Node.

Next steps

Your basic set-up is complete. See Further configuration on page 39 for your next steps.

Further configuration

To prepare the Ignition Server appliance for testing or production use, your next step is to connect it
to your switches, wireless access points, and user data stores, as explained in the next chapter,
Configuration on page 40. For more detailed information about Ignition Server features, see
Administering Avaya Identity Engines Ignition Server, NN47280—-600.
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Chapter 4: Configuration

The chapter assumes you are familiar with network terminology, have experience setting up and
maintaining networks and network security, and have installed your Ignition Server appliance as
shown in the previous chapter, Getting started on page 14.

The following steps describe how to configure Ignition Server for providing Network Access Control:

 Creating a RADIUS access policy on page 45

* Creating a user in the internal user store on page 47

» Setting up your connection to a user store on page 48

- Connecting to Active Directory on page 49

- Connecting to LDAP on page 64

» Setting up a RADIUS proxy server on page 73

» Creating a directory set on page 79

» Creating virtual groups on page 81

» Creating authenticators on page 85

 Setting your authentication policy on page 88

 Setting your identity routing policy on page 90

+ Setting your authorization policy on page 93

» Testing your configuration on page 99

Make sure you have a copy of Administering Avaya Identity Engines Ignition Server, NN47280-600
available. Avaya Identity Engines Ignition Server Getting Started Configuration explains a simple
configuration, whereas Administering Avaya Identity Engines Ignition Server provides a complete
reference showing other configuration options.

See Configuring And Managing Avaya Identity Engines Single-Sign-On (NN47280-502) for help
configuring Ignition Server to provide Single-Sign-On for applications.
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Before you begin

Before you begin

Make sure you have completed the following set-up tasks before you start configuring the Ignition
Server appliance.

1. Network settings: Complete the steps shown in the previous chapter, Getting started on
page 14

+ Set up the Ignition Server appliance and set its network settings.
* Install Ignition Dashboard on your Windows OS.

2. Switch settings: Configure each authenticator (network switch or wireless access point) to
recognize the Ignition Server appliance as its RADIUS server. To do this, use the
management tools of each switch to set the switch’s RADIUS server address to the Ignition
Server ADMIN or SVC interface IP address. (By default, Ignition Server handles RADIUS
requests on its ADMIN interface, but you can change this to the SVC interface as shown in
Step 5 on page 43.) Use UDP port 1812 as the RADIUS server port.

3. 802.1X settings: If you will use 802.1X authentication:

» Use the management tools of each switch or access point to enable 802.1X authentication
on that device.

« On client machines that will connect to the network, make sure a wireless/wired, 802.1X-
capable supplicant is installed and configured for 802.1X authentication.

* If you wish to follow the example configuration in this document, make sure the supplicant
is set up for PEAP/MSCHAPV2 authentication.

4. RADIUS accounting settings: If you will use RADIUS accounting, configure your switch or
access point to send its accounting packets to the Ignition Server appliance. To do this, use
the management tools of your device, setting the appropriate Ignition Server IP address as
the RADIUS server address and port 1813 as the RADIUS accounting port.

5. VPN client settings: If you will use IPSec for VPN access, make sure that client machines
(those that will VPN into the network) have an installed VPN client that speaks PAP or
MSCHAPV2.

Next Steps: Proceed to the next section to set up the Ignition Server appliance.

Configuring the Ignition Server appliance

You use Ignition Dashboard to set the Ignition Server appliance, perform network configurations,
and specify the network parameters for the RADIUS Service.

Procedure

1. Start Ignition Dashboard: Double-click Ignition Dashboard icon on your Start > Programs >
Ignition Dashboard > Ignition Dashboard. The application displays its login window.
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Configuration

2. Type the System administrator User Name and Password. The default login credentials are
admin/admin. In the Connect To field, enter the IP address of your Ignition Server
appliance, and click OK.

L 1

Default Certificate

You are presently using the default admin cerkificate that was shipped with the appliance,
‘e skrongly recammend acquiring and installing one specifically issued Far your arganization.

[ | Dan't show this warning aryrmare

oK |

Initially, the Default Certificate window appears alerting you that you are using the default
Ignition Dashboard-to-Ignition Server certificate (“admin certificate”) that was shipped with
Ignition Dashboard. Click OK to dismiss the window. (Avaya recommends that you later
consult the “Certificates” chapter of the Avaya ldentity Engines Ignition Server Administration
Guide and replace the certificate as explained there.)

Dashboard displays its main window, which consists of three tabs, a navigation tree, and a
reading and editing panel.

Configuration,
Monitor, and

Troubleshooting tabs Navigation tree Reading and editing panel

"

Igni bn Dashboard
Admingtration Help

ﬂ Monitor - Troubleshoot

Configuration Current Site: Sunnyvale Ca mpus

=2 Sunnyvale Campus
-8y 192.168.220.150
&[4 Site Configuration

=B Access Policies =
# 4 Authenticators Once the various cc

¥ sso individually by selec
i &) Directories
& Provisioning

1 6 Guest Manager
| @ Access Portal

' & Administration g,‘ 1. Access Po|icyj

A protocol-specific collection of policies

&

# [+ [+

-+

2. Directory Service

3. In the Configuration tree, click on Site 0, then right-click on Site 0 and select the Rename
Site command. In the Rename Site dialog, type a name for your site. Your site is your
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Ignition Server or your HA pair of Ignition Servers. In this example, we use the name
Sunnyvale Campus. Click OK to accept the new name.

Ignition Dashboard

Administration  Help

«| Monitor > Troubleshoot J

Current Site: Site 0

o Rename Site...

Change Username..,

Change Password..,

- Licer

4. In the navigation tree, click on the machine name or IP address of the Ignition Server
appliance you wish to configure. The application displays the Nodes panel, which allows you
to manage network settings on the appliance, and check its current status.

Hint: The Actions menu allows you to manage the appliance hardware (actions such as
rebooting and shutting down). To use the Actions menu, right-click the IP address of your
Ignition Server in the navigation tree, or, with the IP address selected, click the Actions menu
at the upper right.

A lgnition Dashboard
fdverstration  Hafp

[FIGRREEE - onter ¢ Tioueshast

Conliguration
-

Current Sites  Sunnyvale Campus
Nades

i 10,05
B -

Right click here, or... ...click here

5. Optional: If you intend to separate your authentication network from your network
management network, do the following. For most installations, this is not necessary.

a. Do this only if your authentication network is separate from your management network.
Activate the Service Port (“SVC”): In Dashboard’s navigation tree, click the IP
address/name of your node. Click the Ports tab, click the Service Port row, and click
Edit. Click the Enable check box and, in the IP Address field assign an address to the
port. In the adjacent field type the net mask. Click OK.

b. Do this only if your authentication network is separate from your management network.
Bind Ignition Server's RADIUS service to the service port (“SVC”): In Dashboard’s
navigation tree, click the name of your site (for example, Site 0 or Sunnyvale Campus).
Click the Services tab, click the RADIUS tab, and click Edit.
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Current Site: Sunnyvale Campus

Sites

Name: Sunnyvale Campus

s | Licenses rCertiﬁcates ’ Logging rScheduled Backups

W TACACS+ | 50AP | samL |

Protocol is Enabled: Yes

Bound Interface: Admin Port

Authentication Port: 1812 I Edit [
Accounting Port: 1813 =

Accept Requests From &ny Authenticator: No
User Access Policy:

In the Edit RADIUS Configuration window, set the Bound Interface to Service Port. In
the Authentication Port and Accounting Port fields, use the default values of 1812 and
1813 unless your authenticators require a different RADIUS server port. Click OK.

A Edit RADIUS Configuration

Protocal is Enabled;:

Bound Interface: c Service Pork & - )

Authentication Pork; 15812
Accounting Park: 1813

|:| Accept Requests From Any Authenticator:

Bccess Policy:

R&DIUS Shared Secret:

| K | |§ancelj

c. Do this only if you authentication network is separate from your management network:
Make sure you have plugged in the cable connecting the Ignition Server’s SVC interface
to the network that contains your switches, access points, and other authenticators.

6. Reboot your Ignition Server by right-clicking its IP address in the navigation tree and
selecting the Reboot command.
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Creating a RADIUS access policy

Next steps

Proceed to the next section to create a basic access policy.

Creating a RADIUS access policy

Your RADIUS access policy contains the rules that determine how a user must authenticate and,
based on the user’s identity, what network the user will be allowed to use.

Each authenticator has one RADIUS access policy applied to it, meaning that all users connecting
through that authenticator are governed by that RADIUS access policy.

Ignition Dashboard
Administration  Help

Current Site: Sunnyvale Campus

2 The recommended s
6-4 Authenticators Once the various co
=t 550 individually by selec
#-B) Directories

Bt Provisioning

# @ Guest Manager
# @ Access Portal
% @ Administration

Select an icon below

Bl 1. Access Policy

A protocorspecmic collection of polic

L i F

Procedure

1. If Dashboard is not connected to your Ignition Server, select Administration > Login, and
provide the necessary credentials.

2. In the Dashboard’s Configuration tree, click Site Configuration, and click Access Policy in
the main window.

3. In the New Access Policy window, type a name for your policy and click the RADIUS check
box. The name typically offers a clue as to which authenticators will use this policy. For
example, the name may indicate the location of the authenticators.
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4. Click OK.

Your access policy has been saved. For now, leave the policy empty. (Later, you can add
rules to it in the Dashboard Configuration tree by expanding Site Configuration > Access
Policies > RADIUS , selecting your policy and using the tabs and Edit buttons in the main
panel to edit the policy.)

Current Site: Sunnyvale Campus

SR Sunnyvale Campus

- @B 192.168.220.150 ny US-policy /.
E“-' Site Configuration
=B Access Policies

_.n RADIUS Authentication Policy

defan Bl

lﬁ demo-multilM-Palicy

w-BE pac Auth

You will add rules to your access policy later, as shown in the section Setting your
authentication policy on page 88.

Next steps
Create a user account as shown in Creating a user in the internal user store on page 47.
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Creating a user in the internal user store

Creating a user in the internal user store

This section is optional. If you do not plan to use the Ignition Server internal user store, skip this
section and go to Setting up your connection to a user store on page 48.

Ignition Server typically authenticates users against your corporate user store (for example an
Active Directory or LDAP store), but the Ignition Server appliance also contains a local store, called
the internal user store. You can use the embedded store to complement your corporate AD or LDAP
store. For example, you may wish to create temporary guest user accounts in the embedded store,
rather than placing them in the corporate user store where employee accounts reside.

Ignition Dashboard

Administration Help

] Monitor S Troubleshoot

Configuration Current Site: Sunnyvale Campus
- Sunnyvale Campus Internal Users
------ & 192.168.220,150
=124 Site Configuration () Get All
S,Er Access Policies () Specify Criteria: User Name
-7 Authenticators
w2 §S0 | ApplyFilter |

=- &) Directories

= Directary Sets
------ @ Sunnywvale-User-
) [3 default set Internal User Name I First

- ) Directory Semvices .sciemens Sarmuel

’E‘@ Internal Store ide
------ é Internal Groups
------ @ Internal Ustl’-&j
------ B Internal Devices
B0 MDM Enrolled D
¥ @ Realm Mapper C

sl BA=svmmimm

This section creates a user account in the internal user store. Later, we will build the access policy
to determine this user’s access rights.

Procedure

1. In the Dashboard’s Configuration tree, expand Site Configuration > Directories > Internal
Store and click Internal Users. At the bottom of the window, click New.
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2. In the User Name field, enter sclemens, in First Name enter Samuel, in Last Name enter
Clemens, in Password enter secret12 (or any password you like), in Confirm Password
enter the password again. Click OK to save the user.

Mew Internal User

Info
User MNarne: |s:lemens ! || Account Locked
First Name: |Samue| | Last Marne: |
Password: Iuouon | Confirm Password: lesassses l
[] Start Time: [2015-01-30 01:56:09 @ ] Password Expires: (2016-01-30 01:56:09 &
[¥] Ma Retries: [3 | || Delete on Expire

Custom Attributes
Title: | | Orq, Role: |
Metwork Usage: | i Office Location: :Su nt'ulg:n:aale |
Ernail Address: |s:iemem@:amp any.com | Comments: |
ot Address: | |

MeraberOf Groups | Devices |

Internal Group Name |

E_. 0K ] |§anctl.i

Next steps

Connect to your enterprise user store as shown in Setting up your connection to a user store on
page 48.

Setting up your connection to a user store

The Avaya Identity Engines’ Ignition Server appliance can be configured to retrieve users from any
combination of internal and external data stores, including external Active Directory (AD) and LDAP
stores, as well as the internal user store of the Ignition Server appliance.

The set of connection settings for a data store is called a directory service in Ignition Server. This
section shows you how to create a directory service. For each store you wish to use, you will define
one directory service. After you define your directory services, you will place them in directory sets
that tell Ignition Server when to use which service.

48  Avaya ldentity Engines Ignition Server Getting Started Configuration August 2015

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Identity Engines Ignition Server Getting Started Configuration

Setting up your connection to a user store

© Note:

If you are using only the Ignition Server embedded store to store user accounts, you do not
need to create a directory service. Instead, proceed to Creating a directory set on page 79.

To connect to your used data store, use one of the following procedures:

» Preparing to connect to Active Directory on page 51

» Connecting to LDAP on page 64

Connecting to Active Directory

The rest of this section explains how to connect to an Active Directory data store that contains your
site’s user accounts and groups. Once the Ignition Server has connected to AD and joined the
domain, it can authenticate users against Active Directory.

Gather Active Directory connection settings

Use the AD connection settings that you used and created, or talk to your AD administrator to find
the connection settings for your AD data store. Record them in the table that follows. Gather this
information for each store that will authenticate users.

Setting name Setting value

AD Domain Name The Active Directory domain that holds your user accounts. Domain
names typically carry a domain suffix like “*.COM” as in, for example,
“‘“COMPANY.COM”.

Service Account Name The name of the AD administrator account that the Ignition Server

will use to connect to the AD server. In the documentation, we refer
to this account as the Ignition Server service account. If you wish to
perform MSCHAPv2 authentication, the service account must have
permission to create and delete computer accounts (the Create
Computer Object and Delete Computer Object permissions) in the
Netlogon account root in Active Directory. See “Netlogon account
root DN,” below. If you have not specified a Netlogon account root
DN in Ignition Server, then the service account must have these
permissions in the Computers container of your AD service.

Ignition Server uses the service account to join the Active Directory
domain. Joining the domain requires creating a machine account in
the Netlogon account root and periodically resetting the password on
that account for security. The machine account itself is necessary to
perform Netlogon authentication requests for MSCHAPV2 traffic to
Active Directory.

° Note:

Make sure that the name you enter here is the
sAMAccountName of the administrator. The sAMAccountName
is usually the user id of the user without the domain prefix. For

Table continues...
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Setting name

Setting value

example, the sAMAccountName for the user COMPANY.COM/
Administrator will usually be Administrator.

For help creating the service account, see Creating the Service
Account in AD on page 53. For help setting its permissions, see
Setting the AD permissions of the service account on page 55.

Service Account Password

The password for the AD service account. Do not record the
password here.

Security Protocol

Specifies whether Ignition Server should SSL-encrypt traffic to the
directory service. Avaya ldentity Engines recommends that you use
an SSL connection.

IP Address (Primary)

The IP Address of the primary AD data store.

Port (Primary)

The LDAP Port of the primary AD data store. For SSL enter 636. If
SSL is not used, enter 389. You cannot use the global catalog port
(3268). Use the LDAP ports (389 and 636) only!

Name

The Name you will use in Ignition Server to identify this AD data
store. This can be any name.

NetBIOS Domain

The NetBIOS Domain name (pre-Windows 2000 domain name) of
your AD data store. This setting is typically written in all uppercase
letters, as in, “COMPANY”. This setting applies only to Active
Directory stores. For instructions on using Microsoft tools to find this
name, see Looking up AD settings to find Domain and NetBIOS
names on page 71.

NETBIOS Server Name

Optional. Allows Ignition Server to find the NETBIOS server where
Ignition Server will perform the Netlogon (a prerequisite to performing
MSCHAPV2 authentication). If the NETBIOS Server Name is not
specified, then Ignition Server relies on DNS to find the NETBIOS
server. Avaya strongly recommends that you specify a NETBIOS
Server Name to ensure that MSCHAPV2 authentication can continue
when the DNS server is unavailable. The directory service set-up
wizard will help you determine the NETBIOS server name by
retrieving a list of domain controllers in the domain.

Directory Root DN

The root of the AD tree containing your groups and schema,
expressed using X.500 naming. For example, dc=company,dc=com.
When you connect the directory service, the Ignition Server Create
Service wizard will attempt to choose a Directory Root DN for you.
See Looking up AD settings to find Root DNs on page 70 for
information on finding this DN.

User Root DN

The User Root DN specified the AD container that holds your user
records, expressed using X.500 naming. For example,
ch=users,dc=company,dc=com or
ou=uswest,ou=americas,dc=company,dc=com. When you connect
the directory service, the Ignition Server Create Service wizard will
attempt to choose a User Root DN for you. See Looking up AD

Table continues...
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Setting name Setting value
settings to find Root DNs on page 70 for information on finding this
DN.

Netlogon Account Root DN The container in AD where the Ignition Server will create its own

machine account when joining the AD domain. This setting is
optional. If specified, Ignition Server will only attempt to create its
machine account in the specified location. If left unspecified, Ignition
Server obtains the Netlogon account root DN from the domain
controller. Specifically, Ignition Server gets the DN of the well known
computer root from the DC and uses that as the Netlogon account
root DN.The Netlogon account root DN is typically the Active
Directory Computers container (by default, this has a DN similar to
cn=computers,dc=company,dc=com). The machine account is
required so that Ignition Server can perform Netlogon authentication
requests for MSCHAPV2 traffic to AD. If you wish to perform
MSCHAPV2 authentication, then your service account must have
appropriate permissions in this DN. For help setting account
permissions, see Setting the AD permissions of the service

account on page 55.

Preparing to connect to Active Directory

Check and, if needed, address the following before you try to connect.

A Warning:
If you plan to use MSCHAPvV2 authentication, you must perform the checks listed here.

Procedure

1.

Make sure you have gathered your AD connection settings as explained in Gather
Active Directory connection settings on page 49.

Check your clock settings. When the Ignition Server connects to an Active Directory
server, the Ignition Server clock must be in sync with the clock on the Active Directory
Server. If the clocks are out of sync, then the Ignition Server cannot connect to the Active
Directory store.

. Check your firewall settings. If a firewall protects your Active Directory server, make sure it

does not block the ports required by Ignition Server. Ignition Server needs access to the
following ports: 88 (UDP), 389 (TCP), 445 (TCP), 464 (UDP), 636 (TCP).

Check your Active Directory security settings. Ignition Server works with all default
installations of AD, but if you have adjusted your AD installation to prohibit NTLMv1
authentication, then Ignition Server cannot perform MSCHAPV2 authentication.

To make sure NTMLv1 authentication is enabled in your AD installation, check the following
two settings in the Windows registry of your Windows domain controller (DC). Use the
Windows regedit tool to do this.

* Make sure that the following key is not set on the DC:

HKIM\System\CurrentControlSet\LSA\DisallowMsvChapv
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» Make sure that the following key is set to a value of 1, 2, 3, or 4. A setting of 5 will cause
Ignition Server’s support for MSCHAPV2 authentication to fail in all cases. The key name
is:

HKLM\System\CurrentControlSet\Control\LSA\LMCompatibilityLevel

5. Find or create your service account. Make sure you have a user account in AD that can
act as the Ignition Server Service Account. If you need to create a new account, follow the
instructions in Creating the Service Account in AD on page 53.

6. Set permissions on your service account. If you wish to perform MSCHAPv2
authentication, make sure your Ignition Server Service Account has, at a minimum,
permission to create and delete computer accounts in the Netlogon account root of AD. If
you need set this up, follow the instructions in Setting the AD permissions of the service
account on page 55.

7. Optional: Check your machine authentication settings. If your organization’s security
policy requires a script to run on each client before that client may connect, then do the
following:

« Make sure all client machine names are saved in the correct location in AD, which is
typically under “cn=computers, ...”.

» Make sure this location is set in Ignition Server as the User Root DN or any container
above that in the directory tree.

8. Recommended: Make DNS settings on Ignition Server. If your site uses MSCHAPv2
authentication, Avaya strongly recommends that you configure your Ignition Server
appliance’s DNS settings so that Ignition Server can resolve the address of your AD server.

To check and edit your DNS settings, click Configuration in the Dashboard main window,
click the name of your node in the navigation tree, then click the System Tab, and click the
DNS tab. Click Edit. You can check and edit the addresses of your DNS servers in the Edit
DNS Configuration window.

Current Site: Sunnyvale Campus
Nodes

Name: 192.168.220.150

" Date andTime | Static Routing | SNMP | SSH | SMTP | OSInformation |

Primary IP Address:  10.177.229.244 )
Secondary IP Address: I Edit.,, |
Search Domain: sv.avaya.com

Next steps
Connect to AD as explained in Connecting Ignition Server to AD on page 59.
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To connect to Active Directory, the Ignition Server appliance requires a user account (which we call
a service account) in Active Directory. If you wish to perform MSCHAPv2 authentication, then this
service account must have write and delete permissions in the Netlogon account root of your AD
service. The location of the service account in AD does not matter.

If you have a suitable account already, you may skip this section and go to Setting the AD
permissions of the service account on page 55. To create an account, follow the steps below.

Procedure

Setting up your connection to a user store

1. Log into your AD server machine as the Domain Administrator or as a user with sufficient

privileges to create users.

2. Open the Active Directory Users and Computers snap-in from the Administrative Tools or the

Windows Control Panel.

3. In the object tree on the left side, click on the container in which you will create the new user.

For this example we’ll use the Users container.

-.? Active Directory Users and Computers

:@ File  Action  Mew Window  Help

« = |EBm 4 BX S

@ Active Directory Users and Compuber:
B (L3 saved Queries
= Eﬁ_j COMPany , Com

r’r]@ americas

r’r]@ asiapac

-2 Builtin

r+]:::] Compukers

r’r]@ Dornain Controllers

r’r]@ emea

r+]::| ForeignaecurityPrincipals

4. Select Action > New > User.

Users  2:

Marne

ﬁ Adminis
ﬁCert P
ﬁDns.ﬁ.dr
ﬁDnsUpL
ﬁDDmain
ﬁDDmain
ﬁDDmair:

ﬁDDmain

ﬁDDmair

5. In the New Object - User window, create the Ignition Server service account. Avaya
recommends creating an account that will be used exclusively by the Ignition Server
appliance. For this example, we use the account name, “ideadmin”. Click Next after

specifying the name.
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Mew Object - User N

g Create in:  comparny.comdUzers

Eirst name: I Imitials: I

Last name: I

Full narme: Iideadmin

Uzer logon name:

Iideadmin | (ECarnparny. com j

Ilzer logon name [pre-Windows 2000];

|EDMF‘.&NYH |ideadmin

Cancel |

6. Assign a secure password to the account. Follow your organization’s password policies. If
you wish to ensure the reliability of the service account, select the User cannot change

password and Password never expires check boxes.

e

Mew Object - User n
g Create in:  comparny.comdamencasz/zerviceaccounts
Pazzword; I----------
Confirm pazsword; I--uuun

[T Uszer must change password at nest logon
¥ User cannot change pazsword

¥ Pazsword never expires

[T Account is dizabled

Cancel |
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7. Click Finish to save the new account.

New Dbject - User i x|

g Create in:  company. comdU zers

When pou click Finizh, the following object will be created:

Full name: ideadmin ‘-_l

|lzer logon name: ideadminf@company. com

Iz

Cancel |

Setting the AD permissions of the service account

< Back

If you plan to support MSCHAPV2 authentication, the Ignition Server service account must have
permission to create and delete computer accounts (the Create Computer Object and Delete
Computer Object permissions) in the Netlogon account root of your Active Directory service. For a
description of this container, see Netlogin Account Root DN in Settings for connecting to an AD
Store on page 49.

This section shows you how to grant the minimal required permissions to your service account. If
your service account already has the right permissions, proceed to Gather Active Directory
connection settings on page 49 instead.

Procedure
1. Log into your AD server machine as the Domain Administrator.

2. Open the Active Directory Users and Computers snap-in from the Administrative Tools or the
Windows Control Panel. Under View, enable Advanced Features.

3. In the object tree on the left side, click on the container that will serve as your Netlogon
account root. You may configure the location Ignition Server will use as the Netlogon
account root. See Netlogin Account Root DN in Settings for connecting to an AD Store on
page 49 for information on setting or finding this DN.

If you want to create a new container that will serve as the Netlogon account root, click on
the root domain in the tree and create the new OU there.
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4. Right-click your Netlogon account root container, select the Security tab, and, under the

Permissions for Account Operators list, click Advanced.

idengines-accts Properties E E I

Generall b anaged B}II Object  Security | I:EIM+| [Eroup F'u:uliu:yl

Group or uzer hames:

coount Operators (MEWCORPYAccount Operators)
m Adririgtrators [MEWCORP  Admirizstrators)
ﬁ Authenticated Users
ﬁ Damain Adming [MEWCORPYDomain Admins]

ﬁ Enterprize Adming [MEWCORPAEnterpnze Adminz]
et i ]
Add... | Bemove |
Permizzionz for Account Operators Biflone Drermy
Full Conbral O 0O &
Read O O
Write O O
Create All Child Objects O M|
Delete Al Child Objects O O
Generate Resultant Set of PolicylLogging] O O LI

For zpecial permizzions or for advanced settings,
click Advanced. — '

Ok I Cancel | Smply

5. In the Advanced Security Settings window, click the Permissions tab and:

» Make sure the Allow inheritable permissions from the parent to propagate... check

box is selected.

+ Click Add.
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Advanced Security Settings for idengines-accts HE I

Pemissiors | Audiieg | Dwnar | Effective Perrissiors |
To wiew monz infarmation about specid permizsions, seled a permizsion enty. and thes cick EdE.

Permission enjries:

Perrizzian Irhentad Fram
¥ G R Y s
Dramain &dmire [ME...  Ful Cargrol <nak inneried:

Account Operatorz [, Create/Delete . <nat inbericds Thiz abject criy
Slow  Account Operatorz [ Create/Delete . <not irherted> This abject b
Aloa  Account Dperatorz (. CreaefDelete .. <nat inhericed: T hiz abject oy
Al Prrt Operators [ME .. Creae/Delete .. <natinherked:- Thiz abject anl
Sloa Authenlicated Uzers Cpacial £nat inheried: Thiz abject chiy

=t (2] ENTERFRISE DOM... Special < nat irkeriied: T hiz object onp :l

2 ( hdd. ) Edi. Remove

1 ( Alaw inhentable parmizsicns from the parert bo propagale ko thiz object and all child objscts. |hehlide

these wilh enfries explicily defined hare.

Toieplace all pernssion enries with the delauk settmos. chck Default Defal |

_earn more about acoess cortrol.

ITI [zncel l £l |

6. In the Enter the object name field, type the name or partial name of your Ignition Server
service account and click Check Names.

Select User, Computer, or Group ﬂ

Select thiz object bppe:

|L|ser, Group, or Built-in security principal Object Tupesz... |

FEramm thig location;

|newu:u:urp.|u:u:al Locations. . |

Enter the abject hame to zelect [examples]:
sedwards Check Mamez

Advanced... | | aF. I Cancel

7. The window displays a list of names that match the name you typed. Click the desired
account name and click OK.

A
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Select User, Computer, or Group E

Select thiz object lupe:

|L|ser, Group, or Built-in zecurity principal Object Types. ..

FErarm thiz location;

|newu:u:urp.|u:u:al Locationsz...

Enter the abject hame to zelect [examples]:

5 aul E dwards [sedwardsi@newcorp. local] Check Mamesz

Advanced... | @} Cancel
v

8. In the Permission Entry window, click the Object tab and:

Fi6

* In the Apply onto field, choose This object and all child objects.

Permission Entry for idengines-accts E I

Object | Froperties |

Farne:; iaul E dwards [zedwards@newcorp.local] Change:...

@I Thiz ohject and all child objects

Permiszions: Al Diery
LT IR R L

Al alidated ‘Wiites
All Extended Rights
Create All Child Objects
Delete All Child Objects
Create account Objects

i

Delete account Objects
| oo oplegigiosion i
elete applicationterzion Objects
< Create Computer Objects
& Computer Objects

Create Contact Ubjectz

Ll
Delete Contact Objects O

™ Apply theze permizsions to objects andar Clear All |

cohtainers within thiz container only

k. I Cancel

* In the permissions table, scroll to find the rows, Create Computer Objects and Delete
Computer Objects, and select the Allow check box for each.

BEOQ00O0O0O00C

O0O0O00O00O00O00000cC
| 3

.........

O
&
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* Click OK.

9. Click OK again to dismiss the Advanced Security Settings window and again to close the
shap-in.

Advanced Security Settings for idengines-accts

Fermiszions |.-’-'-.uu:|iting! Dwnerl Effective Permizsions

T o view mare infarmation about special permizsiong, select a permiszion entry, and then click Edit,

Fermizzion entries:

Type | [ ame | Permizsion | |nherted From | Apply T:I
Al Aocount Operatars [, Create/Delete User Objects <ot inkherited: Thiz ob
Al Account Operatarz [, Create/Delete Group Objects <not inkherited: Thiz oh
Allons Account Operatorz [ Create/Delete InetOrgPerzon Ob...  <not inherted: Thig |:||:|_|
Al Print Operatars [ME... Create/Delete Printer Ohjects <hiat inherited: Thiz oh

" Saul Edwards | ... LreatesDelete Computer Objects <not inhented: Thiz ob
Al Administrators [MEYW ... Special DC=newcorp,D...  Thiz ob
Allons Enterprize Adming [M...  Full Contral DC=rewcorpD... Thiz obw
4| | 3

Add... Edit... Bemove

™ Al inheritable permiszions from the parent to propagate to thiz object and all child objects. Include
theze with entries explicitly defined here.

Toreplace all permizzion entries with the default zettingz, click Default, D efault |

Learn more about access control.

' Cancel | Apply |

Now that you have granted the Ignition Server service account the appropriate permissions,
the Ignition Server can authenticate users against the AD service.

Next steps
Gather Active Directory connection settings on page 49

Connecting Ignition Server to AD

To connect Ignition Server to your Active Directory data store, save the AD store as a directory
service in Ignition Server. The directory service specifies the connection settings that Ignition Server
uses to connect to AD. Create one directory service for each AD domain you wish to connect to.
You can search across multiple directory services by grouping them into a directory set as explained
in Creating a directory set on page 79.
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The sections that follow assume that your user data resides in Active Directory and that you have an
AD user account that you can use as the Ignition Server service account. If you need to create a
service account, go to Creating the Service Account in AD on page 53.

Connect using Ignition Server's AD connection wizard in automatic connection mode.

Procedure
1. In Dashboard’s Configuration tree, click Site Configuration.

2. Click the Directory Service link in the main panel.

K A ALCESS FOIICY

A protocol-specific collection of policie

@ 2. Directory Service

de =Wser credentia
are amongq the supported stores. This i

3. Inthe Choose Service Type window, click Active Directory and click Next.
4. In the Configuration Options window, click Automatically configure and click Next.

If your AD connection attempt fails while you are carrying out the following steps, see
Troubleshooting AD and LDAP connections on page 69.

5. In the Connect to Active Directory window, enter the connection settings you gathered in
Gather Active Directory connection settings on page 49, or use the login you created in
Creating the Service Account in AD on page 53 and click Next.

Create Service Wizard 5

Connect To Active Directory
" Choose Sarvice Type i Please provide the following information needed to connect to the active directory.
¥ Service Confiquration Options
| Connect To Active Directory
Connect To Active Directory g
Confiqure Active Directory ADDomainName: 1 |
Created Active Directory Summary Service Account Name: |

KA.

Service Account Fasmnrd:l |

6. In the next Connect to Active Directory window, do the following:

a. Enter the AD service account credentials in the Service Account Name and Password
fields.

b. Select the Security Protocol: choose Simple for unencrypted communication with AD,
or choose SSL for encrypted communication.
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c. In the IP Address field, type the address of your desired AD server.

d. Check the Port setting and edit it if needed. Ignition Server defaults to the port number
used by most AD servers.

e. Click Next.
3 Create Service Wizard =
Connect To Active Directory ;
v Choose Service Type i NolIP addresses were found in the specified domnain. |
v Senvice Confiquration Options Please provide the following information needed to connect to the Sctive Directony.
v Connect To Active Directory
| Connect To Active Directony : . :
Earr S Ure Res Directany Service Account Narne: !sr\.radmm
Created Active Directory Summary SAnn e fcourt Fasrords [......
Security Protocol: |-Simpie -
IP Address: |
Part: B |

7. In the Configure Active Directory window, do the following:

a. In the Settings section, type a Name for this directory service. For this example, enter
Sunnyvale-AD-1.

b. In the Joined Domain As section, the settings are already populated by the wizard. If
you need to change a setting, click the lock/unlock button and edit the field. For an
explanation of each field, see the table in Gather Active Directory connection

settings on page 49.

Configure Active Directory
Successfully joined the dornain,
Please provide the required information needed to configure the active directory.

Settings
Name: [Sunnyvale—AD—]l
Security Protocol: |Simp|e ']

Joined Domain As

MNetBIOS Domain: TONBOGIRI ‘E|
AD Domain Name: tonbogiri.com |E|
Service Account Mame: stvadmin |E|
Service Account Password: al

c. The Primary Server IP Address and Port fields are populated by the wizard; if
necessary, click to unlock and edit them.
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d. The Secondary Server IP Address and Port fields are optional. If you have a backup
AD server, enter its address here.

Primary Server Secondary Server
IP Address: 10.177.211.152 8] IP Address: | |
Port: % |G Port: 10 |
NETBIOS Server Name: E B NETBIOS Server Name; | &2
| Test Configuration |

e. The DN Configuration fields are populated by the wizard; if necessary, edit them. The
Directory Root, User Root, and Netlogon Account Root are explained in Settings for
connecting to an AD Store on page 49. You can type the DN directly or click Browse to
browse your directory to find it. Note that the schema browser does not display auxiliary
classes; those you must type directly.

Selecting the Accept all users in the forest check box allows Ignition Server to look up
users in the global catalog of your AD.

DN Configuration

Directory Root DN: iDC:tonhogiri,DC:com ‘ | Browwse... |
User Root DIN: \DC=tonbogiri,DC=cam ‘ | Browse... ]
Username Attribute; .EISAMAccountName | |-_Brl:lwse... ]I
Metlogon Account Root DIN: ‘ | Browse.., ]

| | Accept all users in the forest

f. The Ignition Server maintains an internal cache of the group hierarchies and attribute
schemas of the directory services. If necessary, in the Group Caching section, disable
this caching by clearing the Enable Group Caching check box.

g. By default, Ignition Server looks for groups starting at the Directory Root DN. You can
change this default behavior by specifying Group Search Base DNs. This is useful in
case of huge AD deployments, where starting at the root DN can take up a substantial
amount of time. In addition, you can restrict the types of groups that IDE caches by
specifying a custom Group Search Filter. The filter follows the LDAP query syntax.

h. Enter the sync interval between Ignition Server and Active Directory, in hours, in
Resync Duration.

The range is 1 to 168 hours. The cache is automatically refreshed based on this setting.
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8. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays the confirmation page.

Created Active Directory Summary
The Active Directory has been successfully created,
The details of the created Active Directory are shown below,

‘Resync Duration:

9. If the settings are correct, click Finish to create the directory service.
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Next steps
Do one of the following:
* If the connection attempt succeeded, continue with Creating a directory set on page 79.

* If your connection attempt failed, see Troubleshooting AD and LDAP connections on
page 69.

Editing a directory service
Use this procedure to edit your directory service.
Procedure

1. In the Dashboard Configuration tree, expand Site Configuration > Directories >
Directory Services, and click the name of your directory service.

Ignition Dashboard

Administration  Help

B - i 5 oot

Configuration

Current Site: Su

SR~ Sunnyvale Campus
@ 192.168.220.150 Settings —
E||I_‘e_rl Site Configuration
: . MName:
+ & Access Policies :
s : Senvice Typ:
2 Authenticators 5
: Security Pro
= o4 §SO .
. . Service Acc
= &) Directories ; i
: ) Directary R
[+ @ Directary Sets
) , User Root D
E@ Directory Services .
- @ Sunmyvale-AD-1 seehame A
- 2 ~ User Search
- Sunnwale-LDAF‘
[+ @ Internal Store MSCHAP2
B-£22 Virtual Mapping Strip Realm

=

2. The main panel displays the connection details of the service. To test the connection, click
the Test Configuration button. To edit the connection, click Edit.

Connecting to LDAP

To connect Ignition Server to your LDAP store, you will save the store as a directory service in
Ignition Server. The directory service specifies the connection settings that Ignition Server uses to
connect to LDAP. You will create one directory service for each LDAP server you wish to connect to,
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and you can search across multiple directory services by grouping them into a directory set as
explained in Creating a directory set on page 79.

The sections that follow assume that your user data resides in LDAP and that you have an LDAP
administrator account that you can use as the Ignition Server service account.

You will connect using Ignition Server's LDAP connection wizard in automatic connection mode.

Procedure

1.
2.
3.

In Dashboard’s Configuration tree, click Site Configuration.
Click the Directory Service link in the main panel.

In the Choose Service Type window, click your type of LDAP store (for example, Generic
LDAP) and click Next.

In the Service Configuration Options window, click Automatically configure and click Next.

If your LDAP connection attempt fails while you are carrying out the steps below, see
Troubleshooting AD and LDAP connections on page 69.

In the Connect to LDAP window (specific to the type of LDAP store that you selected), do the
following:

Connect To Generic LDAP
i Please provide the following information needed to connect to the Generic LDAP,

Service Account DN: L l
Service Account Password:L l

Use SSL: | Use SSL

IP Address:

|
Port:

a. In the Service Account DN field, enter the DN of the LDAP administrator account.
Ignition Server will connect as this administrator. For example, cn=Directory Manager.

b. In the Service Account Password field, enter the password of the LDAP administrator.

c. Use SSL: If Use SSL is turned on, Ignition Server uses SSL to encrypt traffic to the
directory service. Warning: If you choose to connect to LDAP using a non-SSL
connection, your service account credentials will travel over the network in unencrypted
form. Avaya strongly recommends using an SSL connection to connect to your directory
server.

d. In the IP Address field, enter the IP address of the primary LDAP server.

e. In the Port field, enter the Port number at which the LDAP service can be reached.
When Use SSL is selected, the Port Entry is typically 636. When Use SSL is not
selected, the Port Entry is typically 389.
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6. Click Next.
The Configure LADP window appears.

7. In the Settings section, type a Name for this directory service. For this example,
Sunnyvale-LDAP-1.

3 sunnyvale-LDAP-1 - LDAP Service Details (23]
Settings - =
Name: ‘Sunnwale—LDAF‘-l ‘
Service Type: Generic LDAP
Security Protocol: | | Use SSL
Service Account DN: !cn:manager,dc=genetics,dc:wustl,dc:edu ‘
Password: (esesscse ‘
Directory Root DM: idc:exampie,dc:com “ Browse.., |
User Root DN: [dc:exam.ple,dc:com “ B_rowse...__l
5) Username Attribute l_cn “ Browse...li
() Use User Search Filter
[ | MSCHAPw2 Authentication
|| Strip Realm

The DN and Username fields are populated by the wizard; if necessary, edit them or click
the Browse button to set them. Note that the schema browser will not display auxiliary
classes; those you must type directly. The fields are:

* Directory Root DN: DN where the LDAP schema containing your users and groups may
be found. For example, dc=company,dc=com. When you connect the directory service,
the Ignition Server Create Service wizard will attempt to choose a Directory Root DN for
you.

* User Root DN: DN of the LDAP container Ignition Server from where will load user
records. For example, cn=users,dc=starironinc,dc=com. When you connect the directory
service, the Ignition Server Create Service wizard will attempt to choose a User Root DN
for you.

« Username Attribute: An LDAP attribute that stores the user name.

Optional: If you wish to have Ignition Server strip the realm name from the username
before submitting it for authentication, click the Strip Realm check box. If this box is
checked, then, for example, the user name jsmith@company.com would be submitted to
LDAP as jsmith.

Optional: If this LDAP store will support MSCHAPv2 authentication, check the
MSCHAPV2 authentication check box and, in the LDAP Password Attribute field, set
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the name of LDAP attribute that stores the hash of the user's MSCHAPv2 password. See
“Setting up MSCHAPV2 Authentication on LDAP” in Avaya Identity Engines Ignition Server
Administration, NN47280-600 for details.

8. The Primary Server IP Address and Port fields are populated by the wizard; if necessary,
click the padlock button to unlock and then click in the fields to edit them.

The Secondary Server IP Address and Port fields are optional. If you have a backup
server, enter its address here.

Primary Server Secondary Server
IP Address: |10.177.211.128 \ IP Address: |
Port:  |389 ‘ Portt 389

| Test Configuration ‘

9. In the Group Caching section

a. The Ignition Server maintains an internal cache of the group hierarchies and attribute
schemas of the directory services. If necessary, disable this caching by clearing the
Enable Group Caching check box.

b. By default, Ignition Server looks for groups starting at the Directory Root DN. You can
change this default behavior by specifying Group Search Base DNs. This is useful in
case of huge deployments, where starting at the root DN can take up a substantial
amount of time. In addition, you can restrict the types of groups that IDE caches by
specifying a custom Group Search Filter. The filter follows the LDAP query syntax.

c. Enter the sync interval between Ignition Server and the LDAP service, in hours, in
Resync Duration.

The range is 1 to 168 hours. The cache is automatically refreshed based on this setting.

Group Caching

| Enable Group Caching
|| Use Custom Group Search Filter

Group Search Base DN{(s};  dc=genetics,dc=wust],dc=edu

Custom Group Search Filter:

OHIECIEIEBS=araUN))

Resync Duration: i24 (1-168) Hours

Duration after which an auto resync is triggered.

10. Click Next.
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The wizard applies your settings to create the directory service in Ignition Server and
displays the confirmation page.

11. Review the settings. If the settings are correct, click Finish to create the directory service.
Your directory service has been saved in Ignition Server.
Next steps
Do one of the following:

* If the connection attempt succeeded, continue with Creating a directory set on page 79.

* If your connection attempt failed, see Troubleshooting AD and LDAP connections on
page 69.

Editing a directory service
Use this procedure to edit your directory service.
Procedure

1. In the Dashboard Configuration tree, expand Site Configuration > Directories >
Directory Services, and click the name of your directory service.

Ignition Dashboard

Administration  Help

: @Monitor f\,‘flmubleshoo’c

Configuration Current Site: Su

SR~ Sunnyvale Campus
@ 192.168.220.150 Settings —
E||I_‘e_rl Site Configuration
: . MName:
+ & Access Policies :
prved - Senvice Typ:
2 Authenticators 5
] Security Pro
= o4 §SO .
. . Service Acc
Er@ Directories .
; ) Directary Ro
[+ @ Directary Sets
) , User Root D
E@ Directory Services .
- @ Sunmyvale-AD-1 seehame A
- 2 ~ User Search
- Sunnwale-LDAF‘
[+ @ Internal Store MSCHAP2
B-£22 Virtual Mapping Strip Realm

=

2. The main panel displays the connection details of the service. To test the connection, click
the Test Configuration button. To edit the connection, click Edit.
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Troubleshooting AD and LDAP connections

This section contains tips to troubleshoot AD and LDAP connections.

Checking a directory connection
About this task

Follow this procedure to check that Ignition Server is connected to your directory service.
Procedure

1. In Dashboard’s Configuration tree, expand Site Configuration > Directories > Directory
Services, and click the name of your directory service.

2. Click Test Configuration.

Ignition Server tests the connection to the primary server and, if configured, the secondary
server. For each server, the connection test consists of an anonymous bind to the directory,
retrieval of the directory’s root DSE, a bind using the service account credentials, and a
search for the user root.

The Test Connection Results window displays the test outcome, displaying one success/
failure line for the primary server and one line for the secondary server, if configured.

Checking directory connections and cache status

About this task

Use the following procedure to check the connection status and cache status (Ignition Server
caches user group memberships) of all of your directory services.

Procedure
1. Click on Dashboard’s Monitor tab.
2. In the navigation tree, click the IP address of your node (your Ignition Server).

3. Click the Directory Services Status tab.
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Current Site: Sunnyvale Campus

| Log Wiewer | Statistics i Systern Health ?I@ﬁﬁdﬁn tvices Sts

tatis

|_i_l

| Name Directory Type | Connected |p Cache /... Realm Mapper Cache 330 Kerberos Ready l
Internal User Store Internal Database o
Sunnyvale-AD-1 Active Directory o o ®
Sunnywvale-LDAP-1  Generic LDAP o &

4. Click the name of your directory service.
5. Click Recheck Service.

For each service, the Directory Services window displays a row indicating the connection
status to that service. A blue check mark indicates Ignition Server succeeded in connecting
to the server; a red x indicates it failed to connect.

The Group Cache column is applicable only to a Directory Service of type Active Directory.

The Realm Mapper Cache column is applicable only to a Directory Service of type System
manager.

The SSO Kerberos Ready column is relevant only for troubleshooting SSO configuration. It
is not applicable to NAC (Network Access Control) configuration.
Testing a directory in-depth
About this task
Use the following procedure to test a directory in-depth.
Procedure

1. In Dashboard’s Troubleshoot tab, in the navigation tree, click the IP address of your Ignition
Server.

2. Click the Directory Service Debugger tab.

3. Click the Process Request, User Lookup, Device Lookup, Auth User , or Process
Kerberos tab to run your tests. For instructions, see “Advanced Troubleshooting for
Directory Services and Sets” in the Avaya Identity Engines Ignition Server Administration
guide.

Looking up AD settings to find Root DNs

About this task
Use the following procedure to find your User Root DN and Directory Root DN.
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Procedure

1. Enter the names of containers in your AD data store using X.500 naming.
* User Root DN points to the AD container that stores your user records.

* Directory Root DN points to the root of your AD tree and is used to obtain schema and
group information.

2. To determine the X.500 names of your containers, open the Active Directory Users and
Computers snap-in and check the tree panel on the left.

At the root of the tree is the DNS name of your AD server. This provides the
“‘dc=company,dc=com” portion of the name in the following example. For User Root DN, you
must find the appropriate container (“CN”) or organizational unit (“OU”) and use its name as
the “cn=" or “ou=" portion of the name. Note that an OU name can contain spaces, but that
no space may directly follow a comma in the X.500 name.

Example 1: User Root DN is Example 2: User Root DN is

cn=users,de=company,dc=com au=uswest,ou=americas,dc=company,dc=com

;?. AvLive Direclury Users and Compulers

{ﬁ Active Directory Users and Computers

@ Fle  Aclion fiew  Wodoe  Felp @ Eie  Artinn  Mew  Wirdow  HAn

ev|m@E|iBXERE s @@ LBXEEDR
@ Active Directory Users and Computer: | Users
&[] Saved Oueries

de=company,dc=com —1=3

ompube 5
omain Controllers
ignSecurityPrircipals

s’,jj Adive Directary Lsers and Computers uswest
-] Saued Queries
G

de=company,dc=com =

[EX R g
[ Computers e
Domain Controlers

L4}

ForeignSe-urityPrindpals

CH=UHSERS

OULSLEWESE, OU=aMEricas —

Form the full User Root DN name by pre-pending the CN or OU portion of the name to the
root portion of the name as shown in the preceding two examples. In the text that follows, we
continue to use “cn=users,dc=company,dc=com” as our DN example.

Looking up AD settings to find Domain and NetBIOS names
About this task
Use the following procedure to find the AD Domain Name and NetBIOS Name.
Procedure

1. Open the Active Directory Users and Computers snap-in and find your root domain in the
tree panel on the left.

In this example, the root domain is “company.com”.
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£# Active Directory Users and Computers

@ File  &ction  “iew Window  Help
= 2@ B EFNE 2|
|@ Active Direckory Users and Computer: | compan:y
D Saved Queries e
5@ ;i (Buitir
1] Builtin Blcom
ED Computers @0 F
Ef-_-@ Domain Contrallers 0 oI
EEI ForeignaecurityPrincipals P Fore
L2 Users B user

2. Right-click the root domain name and select Properties to open the Properties window.

3. In the General tab of the Properties window, use the uppermost name as the “AD Domain
Name” in Ignition Server, and use the Domain name (pre-Windows 2000) as the “NetBIOS

Name” in Ignition Server.

company.com Propetties d S

General I tanaged By I Group Policy I

@ @ “AD Domain Name” in Ienition

Diomain name (pre-windows 2000)  {JCOMPANY ) “NetBIOS Name” [n Igrition

Deseription:

Domain functional level:
Windows 2000 mixed

Eorest functional level:

Windows 2000

Dk I Cancel | Bpph |

Looking up AD settings to find AD server IP address
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About this task
Use the following procedure to find the IP address of your AD server.
Procedure
Log in to the machine that hosts your AD server and perform one of the following actions:
» Use the “ipconfig” tool from the command line.
* Open the Windows Control Panel and select Network Connections > Local Area Connection.
In the Local Area Connection Status window, click Properties.
In the Local Area Connection Properties window, click TCP/IP and then click Properties.
Read the IP address from the TCP/IP Properties window.

Setting up a RADIUS proxy server

A RADIUS proxy server forwards RADIUS requests to a remote server for authentication. The
Ignition Server can act as the RADIUS proxy server that forwards the authentication requests, or as
the remote server that receives the authentication requests.

The forwarding server performs local authorization after receiving a response from the remote
server to suit the local network deployment. After the forwarding server completes authentication,
the information is logged for both success and failure.

If you are using a RADIUS proxy server, you must configure an authentication service in Ignition
Server. In Ignition Server, you manage authentication services in the Directory Services panel, in
the same way you manage directory services.
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Server | J
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Authentication and @ |- T Qh.sewer
Authorization | Internet =

Authentication and
Authorization

v

Ignition Server @ Add or Override
Radius ForwardingSQ—==' Authorization Data
Server

Wireless é
Clients WLAN AP

e ; k&@ i

Access

Clients ‘ i'l".

Adding the RADIUS proxy server to a directory set

After you create a RADIUS proxy authentication service, create a directory set. See Creating a
directory set on page 79. You add the RADIUS proxy server to a directory set to specify that the
RADIUS proxy server is the authentication service that verifies user credentials. You can add
multiple remote servers to a directory set. Each remote server can handle different realms, or
multiple remote servers can support the same realm to handle a fail-over scenario. When you add a
RADIUS proxy server to a directory set, ensure that the User Lookup Service field is set to none.

Note that you cannot add another type of directory service to a Directory set that contains a proxy
service.

Creating a RADIUS Access Policy for RADIUS Proxy Server

The next step is to create an Access Policy that includes the RADIUS proxy server. When you
create your Identity routing policy, use the directory set that includes the RADIUS proxy server. In
the Realm-Directory Set Map window, configure the realm for which the user wants to proxy the
request. See Setting your identity routing policy on page 90.
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Creating a new RADIUS Proxy Policy

Use this procedure to create a new RADIUS Proxy Policy and add authorization policy rules.

Each rule consists of one or more constraints. Each constraint tests the value of an attribute. If there
are multiple constraints, you can join them into separate logical statements to ensure the proper
order of authorization as required.

The rule action determines whether the user is denied or granted access based on the defined
constraints.

Procedure

1.

In Dashboard’s Configuration hierarchy tree, expand Access Policies and click PROXY.
Click New.

2. Enter the Access Policy Name and click OK.

Highlight the new access policy name, and click Edit.
The Edit Authorization Policy window displays.
Do one of the following:

* To add a new rule, click Add in the Rules panel, enter a Name for the new rule and click
OK.

» To copy an existing rule, click Copy in the Rules panel, select the desired rule, and click
OK.

To set up rule details, highlight the rule name in the Rules list.

The rule details are shown in the Selected Rule Details pane. Any existing constraints for
the selected rule are listed in the Constraints list.

Do one of the following:

« To add new constraints, click New.
* To edit existing constraints, highlight the constraint and click Edit.

From the Attribute Category drop-down list, select the category.
All of the valid attributes for the category are listed.

Select the desired attribute.

The configurable details for the selected attribute are displayed.
Configure the attribute details as applicable:

* Select the comparison operator.

* Select the format.

» To compare the attribute value with a fixed value, select the Static Value radio button and
type or choose the comparison value in the field below.

» To compare the attribute value with a value retrieved from another attribute, select the
Dynamic Value of Attribute radio button. In the drop-down list below, choose the
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10.
11.
12.

13.

14.

15.

Attribute Category. In the second drop-down list, choose the attribute that should provide
the comparison value. The list of comparison attributes contains only those attributes
whose data type matches the data type of the constraint attribute.

Click OK.
Repeat Steps 6 through 10 for each constraint.

To logically group multiple constraints, in the Constraint list, highlight the first and last
constraints to be grouped and use the opening and closing parentheses drop-down lists to
group the constraints. Use the AND/OR drop-down list to form a logical condition statement.

Do one of the following:

 Select Deny for the Action and go to Step 15.

+ Select Allow for the Action.

If you chose Allow for the Action, do the following:

* In the Send Attributes row, click the Edit icon, and use the left and right arrows to add or
delete attribute values from the Attribute List.

The forwarding server updates (if present) or adds (if not present) these attributes to the
remote server response before sending to the authenticator.

* In the Delete Attributes row, click the Edit icon, and use the left and right arrows to add
or delete attribute values from the Attribute List.

The forwarding server deletes these attributes from the remote server response before
sending to the authenticator.

Note that, when a forwarding server receives a response from a remote server, the first
Delete Attribute is applied, and then the second, and so on. All of the attributes defined in the
Delete Attribute List on the forwarding server are deleted first. After that, the first Send
Attribute will either add the attribute or update an existing attribute value that may be present
in the remote server response. Then the second, and so on. After applying Delete, Send (in
that order), the forwarding server sends a response back.

Check the Summary section to confirm the rule details, and click OK.

The policy and associated rules is saved.

Creating a RADIUS proxy authentication service

Use this procedure to create a RADIUS proxy authentication service. The Create Service Wizard
guides you through the steps.

Procedure

1.

2.

In the Dashboard Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, and click Directory Services. Click New.

Select the radio button for RADIUS Proxy Service and click Next.
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3. In the Configure RADIUS Proxy Service window, assign the authentication service a name in
the Name field. This is the name you will use in your Ignition Server policy to specify that this
RADIUS proxy server should be used.

4. Enter the Shared Secret for the RADIUS proxy server.

5. Select the Proxy Policy from the drop-down list.

This policy determines how to update the RADIUS response from the remote server and
change the authorization attributes to suit the local network deployment. This policy can only
be associated with the Radius Proxy type of directory services and include only
authorization.

The list contains the proxy policies configured on the system. By default, it is associated with
a default policy that has no local authorization.

For more information about configuring the proxy policies, see Creating a new RADIUS
Proxy Policy on page 75.
6. To send a regular “keepalive” ping, check the Enable Keepalive checkbox. Optionally, you

can specify a Keepalive User Name and a Keepalive Password. These are the user name
and password of a test account in your authentication server.

The user credentials you enter to test keepalive do not have to be valid credentials. A reject
message from the remote server for looking up invalid credentials is sufficient to determine
reachability.

With Keepalive turned on, Ignition Server periodically looks up the supplied username/
password on the remote server to determine reachability, and if successful, marks the
service as Connected in the Directory Services Status tab. By default, Ignition Server uses
a predefined username and password (idengines/idengines) to run the keepalive. If you
entered a Keepalive User Name and a Keepalive Password, Ignition Server uses these
credentials to run the keepalive.

With Keepalive turned off, the Ignition Server assumes that the remote server is always
reachable and marks it as Connected. You can test the connection at any time using the
Test Keepalive button in this window, or using the Directory Service Debugger tab of the
Dashboard’s Troubleshoot view.

© Note:

Avaya recommends that you enable keepalive if you have multiple remote servers that
receive requests. If one server is reported down, the requests can be proxied to the next
available proxy server as defined in the directory set. If you do not enable keepalive, the
Ignition Server assumes that the remote server is always connected and the requests
may get dropped if the remote server health status is not determined.

7. Specify the IP Address and Port for the primary RADIUS proxy server and optionally for the
secondary RADIUS proxy server.

If both the primary and secondary servers are configured and the Keepalive is not enabled,
RADIUS proxy authentication attempts will occur with the primary server only. To ensure that
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authentication with the secondary server occurs following a failed authentication attempt with
the primary server you must enable the Keepalive mechanism.

8. Click the Test Keepalive button.

Testing the connection may take a few minutes. If a configuration setting is incorrect, Ignition
Server warns you.

9. Click Next.
The next window summarizes the connection settings of the service.
10. Click Finish.

Your new service appears in the Directory Services list. A blue check mark in the Connected
column indicates a successful connection.

Configuring the remote RADIUS server

After you set up the RADIUS proxy server, you must perform some configuration tasks on the
remote RADIUS server.

Creating an Authenticator

For the remote RADIUS server, the proxy (forwarding) server acts as an authenticator. Create an
authenticator similar to creating a regular authenticator, that points to the proxy server. From the
Dashboard, go to Configuration > Site Configuration > Authenticators and click New.

Creating an Access Policy

Assign an Access Policy that is capable of handling authentication requests from the proxy server.
Create a regular Access Policy as you would for any regular authenticator and configure the
necessary authentication and authorization policies. Make sure that the shared secret configured
here matches the shared secret as configured at the forwarding server’s proxy service.

Proxying of MAC authentication requests

MAC authentication is typically used for devices that are incapable of performing 802.1X
authentication. MAC authentication requests are also RADIUS requests. MAC authentication verifies
that the MAC address submitted by a connecting client device matches an entry on your list of
known MAC addresses. Using RADIUS proxy service, Ignition Server can also proxy the MAC
authentication requests to a remote server. To proxy MAC authentication requests, enable RADIUS
authentication for the authenticator and assign the access policy that is configured to use a proxy
directory set. Do not enable MAC authentication for the authenticator which would otherwise do a
local MAC authentication. On the remote server, enable MAC auth for this authenticator (proxy
server) and configure the necessary MAC authentication policy.
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Creating a directory set

A directory set is the mechanism Ignition Server uses to scan multiple directories for a user account.
You will define each user data store (that is, each AD data store, LDAP data store, and the
embedded store) as a directory service in Ignition Server, and you will group those directory
services into a directory set. In order to authenticate a user, Ignition Server searches all the services
in the set. For the purposes of this exercise, one directory set and one directory service will suffice.

Procedure

1. In the Dashboard’s Configuration tree, click Site Configuration , and click Directory Set in
the main panel.

Ignition Dashboard

Administration Help

/| Monitor

= Troubleshoot

onfiguration Current Site: Sunnyvale Campus

=}

3 Sunnywvale Campus
@B 192.168.220.150
&5 Site Conﬁguratipn_'f
[ Q Access Policies

The recommended sequ

-8 Authenticators Once the various comp«
= 550 individually by selectinc
#- &) Directories

& Provisioning
@ Guest Manager
@ Access Portal

4§ Administration | ﬂg 1. Access Polich

A protocol-specific collection of policies 1

&

Select an icon below to

&

@ 2. Directory Service J

Identifies a store where user credentials
are amongq the supported stores. This is n

3. Directory Set

2. In the Directory Set window, type a Name for your directory set. The name should indicate
that this set determines the search order for user lookups at your site or organization.

3. Click Add to start adding directory services to the set.
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a Directory Set

MName: !Sunnwale-User-Lonkup

Directory Set Entries -

User Lookup Authentication
Service Service

4. In the Directory Set Entry window, specify the directory that will provide user account data
and group memberships (User Lookup Service) and the directory that will authenticate
users (Authentication Service).

Usually these are one and the same directory. You may choose different directories in cases
where you wish to split your authentication from your user lookup, as you might when you
couple RSA SecurlD authentication with authorization based on AD group membership.

For this example, we use the internal user store so that we can later demonstrate an
authentication of the user account we created earlier. If you have an LDAP or AD user you
can test with, you may use your AD or LDAP store instead.

* In the User Lookup Service drop-down list, select Internal User Store.

* In the Authentication Service drop-down list, select Internal User Store.

* Click OK.

Directory Set Entry

i Please select a directory service and an authentication server for the directory set entry,

User Lookup Service: iInternaI User Store ¥

Authentication Service: iInternaI User Store 'i'

L QK I ‘Qancel}

5. If you are using an AD or LDAP user store, do the following:

* In the Directory Set window, click Add again.

* In the User Lookup Service drop-down list, select the directory service you created
earlier. In the example, we use the name Sunnyvale-AD-1.

* In the Authentication Service drop-down list, select your directory service again.

* Click OK.

* In the directory Set window, click the Fallthrough checkboxes in the top row of the table
to specify how you want Ignition Server to handle directory failover. By checking these

80 Avaya ldentity Engines Ignition Server Getting Started Configuration August 2015

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Identity Engines Ignition Server Getting Started Configuration

Creating virtual groups

boxes, you can, for example, specify that Ignition Server will attempt authentication
against ActiveDirectory1 if the user’s lookup in the Internal User Store fails.

Mame: | Sunnyvale-User-Lookup ‘

Directory Set Entries

User Lookup [ Authentication Fallthrough if Fallthrough if Fallthrough if

Service | Service Unable ta Connect User Mot Found Authentication Failed
Internal User Store Internal User Store [v] ¥ O |
Surinyvale-A0-1 Sunnyvale-AD-1 ] V] L] !

6. Click OK to save the set.
Next steps

Map user groups as shown in Creating virtual groups on page 81.

Creating virtual groups

Virtual groups are Ignition Server's mechanism for abstracting, or standardizing, group names
across multiple user databases. You can map an Ignition Server virtual group to many groups in
many databases, allowing you to treat these groups as a single group in your policies.

For example, you might create an Ignition Server virtual group called, “Administrators” and map it to
the DN, “ou=admin,ou=Users,dc=company,dc=com” in the user database of your Fresno office, and
also map it to the nsRole value “AdminGroup” in the user database in your Irvine office. Your access
policies would refer to the group by the single name, “Administrators”.

Virtual groups are required if you wish to evaluate group membership in your policies. Ignition
Server looks up group membership only by means of a virtual group, so even if you have only one
data store, you must create a virtual group.

This example shows a virtual group that maps to the Domain Users group in the AD store.
Procedure

1. In the Dashboard’s Configuration tree, expand Site Configuration > Directories > Virtual
Mapping, and click Virtual Groups.

2. In the Virtual Groups panel, click Actions > Add A New Virtual Group.
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Ignition Dashboard
Administration  Help

Configuration

SR Sunnyvale Campus
@ 192.168.220.150
E}E Site Configuration
E- Access Policies
%4 Authenticators
= ¥ 550
B @ Directories
l @ Directory Sets
[f:} @ Directory Services
E‘@ Internal Store
R ('"}'\flrtual Mapping
.'.?{5 Virtual Groups o

Add A New Virtual Group...

3. Type the virtual group name and click OK. In this example, the virtual group name is
domain-users-vg. This group will contain the members of the “Domain Users” group of
the AD server.

Add Virtual Group

Virtual Group Name: ]domain-useﬁ-vg] I

Lok J [goncel

4. In the Virtual Groups list, select the group name you just created. At the bottom of the Virtual
Group Details panel, click Add.

5. In the Map Groups window, click in the Directory Service drop down list and select the name
of your Directory Service.
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IMap Groups

Directory Service: |Internal User Store

Sunnywvale-LDAP-1
1@ Internal User Store

6. Use the tree list to find the group (AD container) you wish to map. In this example, the Active
Directory group is “CN=Domain Users”. This will enable us to create an Ignition Server
authorization rule that grants access to any user who is a member of Domain Users.

If you are using the Embedded Store, you can create an embedded group and map your
virtual group to that instead.
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84

Sunnywvale-AD-1
EI* DC=com
EI& DC=tonbogiri
Eli CN=Users
----- @ CN=RAS and IAS Servers

----- * CMN=Cert Publishers
..... & CN=Schema Admins

CH=Dormain Users
----- & CN=DnsUpdateProxy
* CMN=Enterprise Admins

----- s CN=Domain Controllers
CN=Dns&dmins
..... & CN=Domain Computers

@ CN=Denied RODC Password Replicatiq
----- * CN=Group Policy Creator Owners

----- .ﬁ CN=Read-only Dornain Controllers
----- & CN=Allowed RODC Password Replicat

i CN=Enterprise Read-only Domain Car]

7. Click OK.

The new mapping appears in the Mapped Groups list.

Virtual Group Details

Name: domain-use

Directory Service

Group DN

Avaya Identity Engines Ignition Server Getting Started Configuration
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Now that you have created a virtual group, you can use membership in the group as a

criterion for authorization and provisioning.

Next steps

Create a record in Ignition Server for your switch or access point, as shown in Creating

authenticators on page 85.

Creating authenticators

The network devices (switches, wireless access points, and VPN concentrators) that you secure
with Ignition Server are called authenticators. Once you have created an authenticator, you apply
your authentication, authorization, and provisioning policies to it.

Create an authenticator for each switch and/or access point that will authenticate against Ignition

Server.

Procedure

1. Gather the IP addresses and other settings of each authenticator you will connect. Ignition
Server can handle a large number of authenticators; we provide space to capture the
settings of two authenticators here. You will use these connection details in Step 4.

Authenticator 1

Authenticator 2

Authenticator 3

Authenticator Name

Choose a name to
identify the
authenticator. This
name will be used to
refer to the
authenticator within
Ignition Server.

IP Address

IP address of
authenticator.

Subnet Mask

Optional: If you wish to
create one record (a
“bundle”) to represent a
number of
authenticators, this
field holds the mask
describing the subnet
in which all
authenticators will be
treated as one
authenticator.

Container

Optional: If you are
grouping your
authenticators using
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Authenticator 1 Authenticator 2 Authenticator 3
Ignition Server’s
“Container”
mechanism, select this
authenticator’s
container.

Authenticator Type One of the following:
wired switch, wireless
access point, or VPN

concentrator.
Vendor Manufacturer of the
switch or access point.
Device Template Ignition Server

template to be used to
specify formats
(attribute names and
types) for
communicating with
this authenticator.

RADIUS Shared Secret | To connect, you must have the shared secret of each device. Do not
record the shared secret here. In your switch documentation, the shared
secret may also be referred to as a “specific key string” or an “encryption
string.”

Access Policy Name of the Ignition
Server RADIUS policy
that contains your
access rules for users
connecting through this
authenticator.

2. In Dashboard’s Configuration tree, click Site Configuration.
3. Click the Authenticator link in the main panel.

The Authenticator Details window displays.
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Aironet L2 Arbin Hall

172.16.100.185

FEEEss RO e

4. Do the following:
« Fill in the fields using the information you collected in Step 1.
* Make sure the Enable RADIUS Access checkbox is checked.
» For Access Policy, choose the name of the policy you created in Step 3 on page 45.

For an explanation of the rest of the fields, see Avaya Identity Engines Ignition Server
Administration, NN47280-600.

5. Click Save to save the settings.

Next steps
Set your credential verification rules as shown in Setting your authentication policy on page 88.

Editing authenticators

Follow this procedure to edit authenticators.

Procedure

1. In Dashboard’s Configuration tree, expand Authenticators.
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Ignition Dashboard

Administration  Help

| Monitor I ‘< Troubleshoot "

Configuration Current Site: Sunnyvale Campus
SR Sunnywvale Campus

> Authenticator Sum mary
- \am 192.168.220.151

=% Site Configuration [_JInclude descendants of selected cont
E} ﬂ Access Policies Name
r:}fﬁ'&' Authenticators Forwarding-Senver

@ = default Guest Access Switch
jradius-161

F} @ Directories
: Provisioning
CE 6 Guest Manager

Fﬂ a Access Portal

=
+ % Administration

{i.}

Each name listed under the Authenticators node in the tree (for example, default) is an
authenticator container. Authenticator containers are used to group authenticators so that
you can apply a common treatment to them in your access rules. Many sites do not use this
feature, and leaving all your authenticators in the default container is a common practice.

2. Click on the node that contains your authenticator. For example, click on the default node to
open the authenticator you created earlier.

Setting your authentication policy

88

You created an empty access policy in the section Creating a RADIUS access policy on page 45. In
this section and the ones that follow, you will use the Access Policy panel to add an authentication
policy and add the various rules that make up your access policy.

An access policy is a set of rules that govern user authentication, secure communications for
authentication, search order for user lookups (called “identity routing” in Ignition Server),
authorization, and provisioning. The access policy controls whether and how that user will be
permitted to use the network, as well as how the authentication transaction is to be done.

In your Ignition Server system you may define many access policies for the many different segments
of your organization, but you will assign only one RADIUS access policy to each authenticator. This
means that all users connecting through that authenticator are governed by that RADIUS access
policy. You may use a single RADIUS access policy for any number of authenticators.

First you must set up your tunnel protocol policy. This policy specifies how to encrypt
communications among the supplicant, authentication server (the Ignition Server appliance) and the
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user store during an authentication attempt. The outer tunnel secures the connection between the

supplicant and the Ignition Se

rver appliance, and the inner tunnel secures the connection from the

supplicant to the user store if an external user store (like AD) is used.

Procedure
1. In the Dashboard Con

figuration tree, expand Site Configuration > Access Policies >

RADIUS, and click the policy name.

Ignition Dashboard

Administration  Help

E’_{i Monitor | % Troubleshoot lu

R Sunnyvale Campus
-\l 192.168.220.150
= @ Site Configuration

=@ raows
@-43] Po;

i

= ﬂ Access Policies

(i Sunnyvale-RADIUS-policy

ae?b derna-multilN-Policy

Current Site: Sunnyvale Campus
Access Policy: Sunnyvale-RADIUS-policy

| Identity Routing

Authentication Policy

2. Click the Authentication Policy tab and click the Edit button.

3. In the Edit Authentication Policy window, the Authentication Protocols section lets you
establish the set of outer tunnel types and inner authentication protocols that your access

policy supports. In the

Authentication Protocols section, choose each authentication type

as follows. The top-level headings (PEAP, TTLS, and NONE) represent the outer tunnel
types. Click the +/- toggles to view the authentication types available for each tunnel type.

Then:

* In the PEAP section, click the EAP-MSCHAPV2 check box.

* In the NONE sectio
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-

Edit Authentication Policy [

Authentication Protocols (Outer/Inner) [ | Select all Inner Protocols
- [V] EAP-MSCHAPYZ
[T EAP-GTC
- [T] EAP-TLS 2ol
= NONE | &y
[C] EAP-MSCHAP2 R i
o [T] MSCHAPY2
: PAP
] EAP-MDS -

Certificate: ‘default_soap_cert v

Ciphers

TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
[¥] TLS_RS& WITH_3DES_EDE_CBC_SHA,

[¥] TLS_RSA_WITH_RC4_128_MDS

[¥] TLS_RS&_WITH_RC4_128_SHA

V] TLS_RS& WTH_AES_128_CBC_SHA

[»

</

\E‘ ‘ Cancel |

If you want to verify that an authentication protocol is compatible with your data store, see

the section, “Supported Authentication Types” in Avaya Identity Engines Ignition Server
Administration, NN47280-600.

You can sort the order in which Ignition Server will attempt to apply the authentication types

to an authentication request by clicking the name of the authentication type or tunnel type
and clicking the up/down arrows to sort the list.

If your users are stored in Active Directory and the embedded store, then your policy will
typically include at least the PEAP/EAPMSCHAPvV2 and NONE/PAP authentication types.

4. Click Save.

Setting your identity routing policy

The next policy to be set in your access policy is the identity routing policy. This is Ignition Server’s
prescribed sequence for searching a set of user stores to find a user account when attempting
authentication. This example sets a catch-all policy that will use a single directory set for all users.
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Ignition Dashboard
Administration  Help
) @ Monitor % Troubleshoot

| Current Site: Sunnyvale Campus

Configuration
SR~ Sunnywvale Campus

Access Policy:  Chapel-Hill-Guest-Access [A.ccess Policy Summary... |

E}El Site Configuration
]/Authenticatian Palicy 1[ Id thorization Policy |

= B Access Policies
- =A% rapius Identity Routing
PoloB- #2) Posture Profiles || Default Directory Set:  <Not Specified>

Chapel-Hill-
| I Authenticator Container Realm

All

A%, Demo-Multiln-p

Procedure
1. In the Access Policy panel, click the Identity Routing tab and click Edit.

2. In the Edit Identity Routing Policy window, click New.

3. In the Realm-Directory Set Map window:
a. In the Directory Set drop down menu, select the directory set you created in Step 3 on
page 79. If you are using the example names, this will be the set called Sunnyvale-

User-Lookup.
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) Mz
) Matc

----- ﬂ Chapel-Hill-Building-1
H vah
.e Chapel-Hill-Building-2

b. Click the Match All Realms check box.
c. Click the Disable Authenticator Container Matching check box.
d. Click OK.

In a production system, you can add more realm-directory set mappings in order to look
up various groups of users in various directory sets. When you do this, if you have an
entry that is set to Match All Realms, use the down arrow control to move that entry to
the bottom of the list.

4. In the Edit Identity Routing Policy window, click Enable Default Directory Set and, in the
Directory Set drop down list, choose Sunnyvale-User-Lookup.

The Edit Identity Routing Policy window now looks like the one shown below. Your directory
set name may differ.
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Edit Identity Routing Policy

Realm-Directory Set Mapping

[v¥] Enable Default Directary Set

Directory Set: |Sunnwale-User-Lookup '[

Authenticator Container - . - Directory Set

Match All Realns Sunriyvale-User-Loo..,

5. Click OK to save your routing and close the window.

Setting your authorization policy

The next policy to be set in your access policy is the authorization policy. This policy is a set of rules
that govern which users are granted access to which networks. Ignition Server can be set to
evaluate user attributes, device attributes, and the context of the access request in order to decide
whether to authorize the user.

The authorization policy can also prescribe provisioning for users as explained in the “Provisioning”
chapter of the Avaya Identity Engines Ignition Server Administration, NN47280-600.

This guide provides separate examples, depending on where you store your user accounts:

* If your user accounts reside in the Ignition Server internal user store, see Creating an
authorization policy—Example for embedded store users on page 93.

* If your user accounts reside in an AD user store, see Creating an authorization policy—
Example for AD users on page 96.

Note that you may store users in the embedded store, AD store, and additional stores at the same
time, and handle them all in the same access policy (See Setting your identity routing policy on
page 90).

Creating an authorization policy—Example for embedded store
users

If your user accounts are stored in the Ignition Server internal user store, set up your authorization
policy as shown below.

This section shows you how to create an authentication-only policy. Ignition Server always performs
both authentication and authorization before it grants a user access, but in some installations, you
may decide that authentication alone—checking the user’s credentials—is sufficient to grant the
user access. This example creates such a rule.
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Procedure

1. In the Dashboard Configuration tree, expand Site Configuration > Access Policies >
RADIUS, click the policy name, and click the Authorization Policy tab.

& lgnition Dashboard

Help

Adrminiskration

&1 PMonitar % Troubleshook

Configuration Current Site: Sunnyvale Campus

EI% Sunnywale Campus
i % 10.0.1.37 Access Policy:  Sunnyvale-RADIUS-palicy | Access Policy Summary.. .

B E’Jl Sike Configuration
E]E> Access Policies
- 28 rap1us

[ Authentication Policy | Idenkity Rouking yuthorization
Authenticated RADIUS Authorization Fulizy

Posture Profiles Rule Names Rule Sumim:

Parmie | Enabled | Action

Has Sunnwale-R.ﬁ.DIL.E-ﬁ@
B cuperting-R AL pelier—|
AC Auth

:?EAHE.'M

2. The top half of the Authorization Policy tab contains your RADIUS authorization policy.
Click the top Edit button to edit it.

The Edit Authorization Policy window displays.
3. In the Rules section, click Add.

The system displays the New Rule dialog, where you name the new rule.

Mew Rule

Marme:

|Example-.ﬁ.lluw-Rule |

| (4 | | Cancel J

4. Type Example-Allow-Rule and click OK.

The New Rule dialog closes. In the Edit Authorization Policy screen, the rule you just created
appears in the Rules list that occupies the left side of the window.

The Rules list shows the rule sequence that forms your authorization policy. The right side of
the window allows you to edit the rule you have selected in the list.

5. In the Rules list, click the rule you just created.

The Selected Rule Details section displays the Constraints that form the rule. Right now
there are none.

6. With your rule selected, go to the buttons to the right of the Constraint list and click New.
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Selected Rule Details
Rule Mame: .Example-Allow-Ruh | || Rule Enabled
= Constraint | ) | anpsor

New... |

In the Constraint Details window, do the following. The steps below create a rule that always
evaluates to true. Such a rule is not practical in a production system, but it demonstrates rule
setting in this exercise. Bear in mind that, even if you have an always-allow rule like this, the
authenticating user must still authenticate successfully and pass all DENY rules before
triggering an ALLOW rule.

* In the Attribute Category drop-down list, select the attribute category, System. In
response, the list shows all the attributes for System.

* In the list, select the attribute True.

Match The Following Rule:

Attribute Categary: |S';.fstem v| Attribute: True

Data tvpe: boolean
EZE: and Time Description: Always evaluates o true
False

Ticous,
i

(M

|E| | Cancel |

+ Click OK to close the Constraint Details window and return to the Edit Authorization Policy
window.

n the Action section, select the Allow radio button.
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Action Provisioning (Qutbound Values)
© Allow Provision With All Outbound Yalues
() Deny drmin-fccess
() Check Posture A MNAS-Prompt
Session-Timeout
MNAP o 3

9. In the Provisioning section, make no changes.

10. Click OK to close the Edit Authorization Policy window and return to the Access Policy
window.

You have finished setting policies in your access policy.

Creating an authorization policy—Example for AD users

96

The steps below show you how to create a policy that authorizes access for any user who has a
user account on the AD domain (that is, if the user has an account in the Domain Users group).
Upon authentication, the user is provisioned based on their virtual group name. Note that the virtual
group may map to a single AD workgroup or multiple workgroups on one or more domain

controllers.
Use the following procedure to create a rule that checks AD domain membership.

Procedure

1. In the Dashboard Configuration tree, expand Site Configuration > Access Policies >
RADIUS, click the policy name, and click the Authorization Policy tab. Click Edit to edit the

policy.

A lgnition Dashboard

Help

Adrminiskr ation

@ Ponitor %{ Troubleshook

Configuration Current Site: Sunnywvale Campus

182 Sunmyvale Campus
H % 10.0.1.37 Access Policy:  Sunnywale-RADIUS-palicy | Access Policy Summaty.. .

= @ Site Configuration
E}E, Access Policies
- 28 rap1us

: Er])ﬂ] Posture Profiles

| Authentication Palicy | Identity Routing

Authenticated RADIUS Authorization Fuiicy

Rule Summ:

Rule Names

Marne | Erahbled | Ackion

ol Sunnwale-RADIU&;ﬁ@

w-BE mac auth
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2. The top half of the Authorization Policy tab contains your RADIUS authorization policy.
Click the top Edit button to edit it.

The Edit Authorization Policy window displays.
3. In the Rules section, in the lower left part of the window, click Add.
The system displays the New Rule dialog, where you name the new rule.

4. Type CheckHasADAccount and click OK.

The New Rule dialog closes. In the Edit Authorization Policy screen, the rule you just created
appears in the Rules list that occupies the left side of the window.

The Rules list shows the rule sequence that forms your authorization policy. The Selected
Rule Details section allows you to edit the rule you have selected in the list.

5. With CheckHasADAccount selected in the Rules list, go to the buttons to the right of the
Constraint list and click New.

To learn how Ignition Server evaluates sets of rules and constraints, see Avaya Identity
Engines Ignition Server Administration, NN47280-600.

6. In the Constraint Details window, create your constraint as follows:

a. In the drop down menu at the top of Constraint Details window, select the Attribute
Category, User. The list just below this displays the names of attributes of type User.

b. In the list, select the attribute named group-member.

c. In the drop down menu of the Phrase section, select Contains Any and click the Static
Value radio button.

d. Click the Add button.

e. In the Add Value window, select the virtual group you created Step 3. If you are
following the example, it is domain-users-vg. Click OK to close the window.

"Add Value ==
Add Group:
idomain-users-vg v‘
0K I Cancel |

f. Click OK to close the Constraint Details window and return to the Edit Authorization
Policy window.
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|Autherntication Service

futhentication Service Name
Authentication Service Type
Lookup Service

Lookup Service Mame
Lookup Service Type
account-locked

|avaya-rm-data

avaya-rm-principal-name
email-address
enable-max-retries
enable-password-expiration

max-retries
network-usage

|office-location

password-expiration

[domain-users-vg

7. In the Action section of the Edit Authorization Policy window, click the Allow button. In the

Provisioning section, make no changes.

At runtime, this rule will check whether the user is a member of the AD group, “Domain
Users.” If the user is a member, the rule records an ALLOW action. During evaluation, if at
least one ALLOW is recorded and if Ignition Server finishes evaluating the rule sequence
without triggering a REJECT, the user is authorized.
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| Constraint
User.group-member contains [dormain-users-vg]

Admin-Access
NAS-Prompt
Session-Timeout

IF User.group-member contains [domain-users-vg] THEN Allow

8. Click OK to close the Edit Authorization Policy window and return to the Policy Management
window.

Testing your configuration

Checking user lookup and authentication

Use Dashboard’s Directory Service Debugger to perform a test login with a user account from your
directory service.

Procedure
1. Click Dashboard’s Troubleshoot tab.
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2. In the navigation tree, click the IP address of your Ignition Server.

3. Click the Directory Service Debugger tab.

A lgnition Dashboard

Administration  Help

|{§2 Configuration @ Monito

Troubleshoot Current Site: Sunnyvyale Campus
E}% Sunmywale Campus
l& 100157 |.

Metworlk

User Lookup r Device Lookup r Auth User |

Directary Sek: lSunnwaIe-User-Lm... vJ

Inmer Tunnel Prokocol: IE.C\P-MSCHP.PQ v‘

Username: |jadams |
Password: |uuuu |
[ "] Test Jain

| Send Request.

Result

4. Click the Process Request tab.

5. Choose the Directory Set, Sunnyvale-User-Lookup.

6. Set the Inner Tunnel Protocol (authentication type) to one of:
« EAP-MSCHAPV2 for AD-stored users, or
» PAP for users stores in the internal user store.

7. Type atest Username and Password.

8. Click Send Request. The test results and retrieved user attributes appear in the Results
panel.

Using NTRadPing as a test authenticator

For testing, you can use a test tool such as Novell’s NTRadPing to send authentication requests
directly from your computer to the Ignition Server.

Procedure

1. Download the free NTRadPing tool from Novell and install it on your computer.
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2. Define your NTRadPing installation in Dashboard as an Authenticator:

* In the Dashboard’s Configuration tree, click Site Configuration. Click the Authenticator
link in the main panel.

* In the Authenticator Details window, type a Name for your test authenticator. Enter the IP
Address of the computer on which you installed NTRadPing. In RADIUS Shared Secret
enter any string of characters to use as the shared secret. Make sure the Enable RADIUS
Access checkbox is ticked and choose your Access Policy in the drop down list. In this
example, we used the name Sunnyvale-RADIUS-policy. Click OK to save.

3. Run NTRadPing and perform these steps in the NTRadPing window:

* In the RADIUS Server field, type the Ignition Server IP address that hosts the Ignition
Server RADIUS service is running. You can find this IP address in Dashboard. Click your
server’s IP address in the navigation tree. If you are using only one Ethernet interface on
your Ignition Server, then this is your RADIUS server IP address. Otherwise, click the
Ports tab to see the other IP addresses of your Ignition Server. If you use multiple
interfaces and need to determine which of them hosts the RADIUS service, click the top
node in Dashboard’s navigation tree, click the Services tab, click the RADIUS tab. The
Bound Interface field shows which interface hosts the service.

* In the RADIUS port field, type the port number of the Ignition Server RADIUS service,
which defaults to 1812. To find out the port number, click the Services tab and click the
RADIUS tab, as shown above. The Authentication Port field shows the port.

* In the RADIUS Secret Key field, type the shared secret you specified earlier in
Dashboard.

» Type your test credentials in the User-Name and Password fields.

* Click Send. The field in the lower part of the NTRadPing window indicates success or
failure and shows the details of the transaction.

4. Check Dashboard’s Log Viewer for details on your test authentication attempt.

* For a quick list of successful and failed authentication attempts, use the RADIUS AAA
Summary. To do this: In Dashboard, click Monitor, click the name of your Ignition Server
site (“Sunnyvale-Campus” in this example), click RADIUS AAA Summary, and click either
Succeeded of Failed.
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* For a detailed look at an authentication attempt, use the Log Viewer. To do this: In
Dashboard, click Monitor, click the IP address of your Ignition Server, click the Log
Viewer tab, and click the Access tab. Search through the list of log entries to find the
message that describes your authentication request. For more details, click the record and
click the Access Record Details link near the bottom of the page.
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