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Enterasys Intrusion Prevention System 
Software Version 8.0  

November 2012 

INTRODUCTION:    

The Enterasys Intrusion Prevention System Version 8.0 release includes several new features and 
enhancements. Refer to the “Software Enhancements and Changes” section for specific details. Version 8.0 also 
includes bug fixes for many components, including Network Sensor, Host Sensor, Enterprise Management Server 
(EMS), EMS Client, Agents, Reporting Tools, and the installation/upgrade module. 

The Enterasys Intrusion Prevention System was previously referred to as Dragon Intrusion Defense System. 

Enterasys recommends that you review this document prior to installing or upgrading this product. 
 

 

To view the latest version of the Customer Release Notes, go to the Enterasys Extranet.   

https://extranet.enterasys.com/downloads/pages/IPS.aspx?tab=docs  

The v8.0 release notes are posted under IPS Documents and Release Notes.  

RECENT PRODUCT SOFTWARE RELEASE HISTORY:    

Status Firmware Version Type Release Date 
Current Version 8.0 Feature Release 11/02/12 

 
  

https://extranet.enterasys.com/downloads/pages/IPS.aspx?tab=docs
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INSTALLATION / UPGRADE INFORMATION:   

IMPORTANT NOTES ABOUT UPGRADING FROM v7.5 TO v8.0 
• During the upgrade, you can select how many days of event data you require to move forward into the 8.0 

database. The default is 30 days.  

• You can upgrade the EMS to v8.0 only from v7.5. 

IMPORTANT NOTES ABOUT UPGRADING FROM v7.4.1 or v7.4.2 TO v8.0 
• The recommended method of upgrading your Network Sensors from v7.4.1, v7.4.2, or v7.5 is to install the 

new v8.0 .iso from a flash drive or DVD.  
• You can also use Binary Upgrade to upgrade your Network Sensors from v7.4.1, v7.4.2, or v7.5 to v8.0. 

Installing v8.0 on Your Own Hardware (64-bit Ubuntu OS) 
If you are installing v8.0 on your own hardware (running 64-bit Ubuntu), you must also install the 32-bit Ubuntu 
compatibility libraries. 

In the console, use the apt-get command to install the 32-bit libraries from the Ubuntu repositories. 

apt-get install ia32-libs 

NOTE: The 64-bit Ubuntu appliance image includes the 32-bit libraries.  

Host Sensor Upgrade Note 
If you are manually upgrading the Host Sensor on Windows Vista, it is recommended that you use the setup.exe 
instead of the msi. Both will work, but using the msi will require reconfiguring the settings used by the 
Configuration Channel when you upgrade.  

This issue does not affect Binary Upgrade.  
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SOFTWARE ENHANCEMENTS AND CHANGES IN RELEASE 8.0:  

Sensor Discovery and Auto Configuration and Deployment 

Identify new sensors when they are put online and collect pertinent information about them to use for automatic or 
manual sensor configuration. Using a combination of discovered information about a sensor and user-specified 
configuration preferences, Enterasys IPS assigns a basic configuration to the sensors and, if configured to do so, 
deploys the sensor. By default, Enterasys IPS automatically configures and deploys all discovered sensors that 
have a valid license.  

Integrated Dashboard 

The new, web-based dashboard centrally integrates IPS management and reporting functionality. The dashboard 
reflects two important ease-of-use enhancements: 

• Security Zone: A zone contains a group of virtual sensors with similar configurations. Any setting can be 
scoped to an individual sensor as well, but the most reuse is achieved by migrating settings to the zone or 
global scope. This reduces the chance of configuration errors, and simplifies configuration effort. 

• Configuration Scope (global, zone, or sensor): Any setting, whether it’s a signature, an event/traffic filter, 
probe detection sensitivity, VLAN or network configuration, can be set globally, for a security zone, or for a 
specific sensor. Sensors inherit global settings and the settings from the zone to which they belong. 

Tuning Wizard 

You can launch the new Tuning Wizard, which steps through the tuning process, from any reported event. As you 
define the filter, the rule’s description is automatically updated.  You can apply the rule to a single sensor, the 
sensor’s zone, or globally across the entire sensor infrastructure.  

64-Bit Operating System 

In version 8.0, Enterasys IPS is available on a 64-bit Linux distribution based on Ubuntu. This change allows 
Enterasys IPS to make better use of available system memory on larger capacity EMS and sensor systems and 
will have an immediate impact on various performance and usability characteristics. 

Event Reporting Enhancements 

• Event Details window—Now has additional drill-down screens for further information including description, 
definition, packet data, pattern highlighting of one or more signatures, and reference links. 

• Event Analysis window—Launched from an event, this window provides details of occurrences of the event 
for the last seven days.  

• Address Analysis window—Launched from an event, this window provides details of activity on the selected 
source or destination address for the last seven days.  

Signature Match Highlighting 

A common activity of security analysts is to customize Enterasys IPS signatures for the local network specifics. In 
this process, when examining a particular signature match, analysts frequently need to refer to the specific 
patterns that are being searched for by Enterasys IPS in network traffic. It can be difficult to cross reference the 
patterns against the raw packet data associated with an event to find the offending payload bytes. This process 
can be particularly difficult for complex signatures with multiple patterns and PCREs. The new signature match 
highlighting feature highlights the specific bytes that matched a signature with the event view itself. 
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Flexfire Signature Technology 

Version 8.0 includes Flexfire binary signature technology. Signatures can be written in C/C++ code, which will 
have access to all the searching functions available to the Extended Signature Language and can also encode 
much more complex logic for detecting threats within packets and streams. The Flexfire signatures are compiled 
into shared objects that can be placed in a directory on the network sensor. Flexfire signatures are referenced by 
a regular signature in the XML configuration and in the EMS database so that it can be enabled/disabled and, in 
some cases, modified by users. Flexfire signatures will have descriptions and references like any other signature. 
Flexfire signature object files are updated on the EMS via the Live Update process, and the EMS deploys the 
object files to the network sensors as appropriate. 

Credit Card Detection/Prevention 

The Flexfire signature technology is implemented for credit card detection. It provides a highly accurate detection 
capability for valid credit card numbers including credit card numbers that are split across multiple packets. 

Inspection of Gzip Compressed Data 

In the modern attacks landscape, many exploits take advantage of application layer encodings to evade intrusion 
detection technologies. For HTTP, this means that attacks may be delivered over HTTP connections that are 
compressed with gzip. In version 8.0, Enterasys IPS can inspect gzip compressed HTTP connections. This allows 
any HTTP signature to trigger properly on malicious traffic that is hidden underneath gzip. 

Snort Compatible HTTP Header Analysis 

Many customers are accustomed to converting Snort signatures into Enterasys IPS signatures, and for this 
reason the Enterasys IPS inspection engine continues to maintain compatibility with the Snort signature format 
(after a conversion process). In version 8.0, Enterasys IPS signature language has been extended to 
accommodate Snort signatures that inspect certain HTTP header fields. For instance, it is possible to trigger 
Enterasys IPS signature matches on specific HTTP cookies, URIs, HTTP methods, and more. 

KNOWN ISSUES ADDRESSED IN RELEASE 8.0: 

Agent Issues Addressed I.D. 
[8220] The value for unknown protocol was changed to 0 from -1 to prevent problems with SIEM 
integration. 

N/A 

[8930] Alarmtool has been enhanced to allow packet data to be included with the alert message 
when using LEEF or CEF formats. Previously, packet data could only be included in the 
DragonEvent format. 

N/A 

[8941] LEEF format message can encode event guid (globally unique id) with the addition of 
"guid" in the LEEF message format. 

DragonEvent message can encode event guid with the addition of %GUID% in the DragonEvent 
message format 

These features can be included using the GUI; however, they are available only in the 
DragonEventAdvanced choice of message formats. That choice allows the format to be 
customized. 

N/A 
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EMS Issues Addressed I.D. 
[7890] The Hostpolicy_linux_linux and HostPolicy_windows_windows policies, which were useful 
as templates for new policies but were not intended to be applied to sensors, are no longer 
displayed for selection. 

701620 

[8280] The password hash function has been updated to be more robust and to correct an issue 
that caused passwords to not be accepted after a restart of jboss. As a side effect of this change, 
user passwords are reset to “” during an upgrade from 7.5 to 8.0. 

739587 
818022 
834259 

[8426] Policy settings and signature libraries are now associated with Security Zones and applied 
to all sensors within the zone. This satisfies a common user request to be able to administer 
settings for groups of sensors. 

706826 

[8605] To mitigate a vulnerability on the EMS host, file access for unauthenticated remote users 
has been restricted. 

779133 

[8751] Multiple event filters can now be defined per signature. 795311 

[8990] Binary upgrade used to fail on a Linux system. This has been corrected. 828052 

[9503] The signature algorithm for the key in the dragon.keystore has been updated to 2048 bit 
RSA key using SHA1withRSA. It had been MD5, which is now considered insecure. 

858293 

 

EMS Client Issues Addressed I.D. 
[5814] A description field is now available for each traffic filter statement. 527028 

[8418] Policy settings and signature libraries are now associated with Security Zones and applied 
to all sensors within the zone. This satisfies a common user request to be able to administer 
settings for groups of sensors. 

676076 

 

General Issues Addressed I.D. 
[8752] The following optional parameters were added to the snort rule conversion utility: 

- verbose: to display conversion errors 

- base-ref-urls: to not include the http:// prefix for HTTP references 

- msg-to-sig-name: to generate a Dragon sig name from the Snort msg field 

799421 
799610 
799612 

 

Host Sensor Issues Addressed I.D. 
[8472] Credit card number parsing and social security number parsing have been added to the 
Log Detection Module. 

N/A 

[9619] A defect that caused deploy failures after a binary upgrade for host sensors that use a 
server-to-sensor config channel connection was corrected. 

870309 
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Installation and Configuration Issues Addressed I.D. 
[7976] The libxml2 library on the Enterasys IPS appliance image has been upgraded to eliminate 
certain known vulnerabilities. 

714373 

[8423] The installer will configure Enterasys IPS to autostart on supported Linux systems. 702471 

[8427] RADIUS and LDAP authentication to Enterasys IPS appliances is now supported. 710778 
712457 

[8467] The Enterasys IPS install bundle now includes a script, InstallDragon.sh, in the base 
directory that launches the installer.  

N/A 

[8476] SWEEP or SCAN event information is no longer truncated at 100 characters. 755742 

[8837] IPMI tools have been added to the Enterasys IPS appliance image. 800158 

[8919] The default installation directory has been changed to /opt/dragon N/A 

[9275] When the event-action 'Firewall block: yes' is used, the IP to block is now determined from 
signature metadata.  This prevents blocking of a source IP when the attacker is actually at the 
destination IP. 

843124 

[9306] The v8.0 EMS upgrade process will not run on any version except v7.5. V8.0 sensor 
installs may still be performed on versions 7.4.1 and 7.4.2. 

N/A 

[9479] The Blowfish encryption option has been removed from the event channel and config 
channel. 

N/A 

 

Middleware Issues Addressed I.D. 
[8514] An issue in Session Rebuild which caused payload data from some packets to be shown 
multiple times in the output has been corrected. 

N/A 

[8801] The EMS configuration channel can now be configured to listen for and connect to sensors 
on both IPv4 and IPv6 addresses. 

812598 

[9556] After a power loss or hard down of the EMS host, some status files could be left behind 
leading to incorrect sensor status being displayed on EMS restart. These files are now removed 
on start-up to ensure no stale status information is displayed. 

N/A 

[9731] A defect that caused the Export Log agent to output the text "ERROR: Got a null event 
from RingBuffer!" to the export log files has been corrected. 

885212 

 

Network Sensor Issues Addressed I.D. 
[7948] An SSL preprocessor was added to ignore encrypted SSL traffic.  This makes inspection 
more efficient and eliminates some false positives. 

N/A 

[7997] The Network Sensor was enhanced to operate on packets that contain MPLS tags. N/A 

[8250] The "Match Specific" flags option in the Transport Layer module was corrected to work as 
intended. 

N/A 
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Network Sensor Issues Addressed I.D. 
[8412] It is now possible to create a single signature that will trigger on multiple source or 
destination IP addresses or networks. 

632081 

[8582] The event threshold feature of Enterasys IPS has been made to function like Snort. N/A 

[8749] Event prevention settings can now be configured for internal (i.e., non-signature based) 
events. 

781586 

[9415] Traffic shaping rules (or inclusive virtual sensor traffic filters) are now respected by sensors 
with a single virtual sensor defined. 

N/A 

[9458] The order in which virtual sensors traffic shaping rules were evaluated was changed to 
match the intuition one would get by looking at the user interface or reading the documentation. 

N/A 

[9537] A defect that caused the IDS to crash when listening on more than twenty interfaces has 
been corrected. 

N/A 

[9790] Memory growth on both 32 and 64-bit network sensors has been corrected. Memory 
growth could still occur, however, if Fast Analyze is disabled in the HTTP Analysis module.  

N/A 

 

Reporting Issues Addressed I.D. 
[5663] When using a saved query with Start Time or End Time set, these times will be used to 
filter the data.  While this sounds obvious, it may not be desirable.  The user is advised that saved 
queries with a set time period may have limited reuse. 

N/A 

[7227] Duplex mode has been added to the interface information in the dashboard. N/A 

[8432] A description field is now available for each traffic filter statement. 746038 

[8630] Fixed an issue that would prevent sensors from appearing on the scheduled top sensor 
reports. 

766321 

[8750] It is now possible to filter out IP addresses and networks from the Find Events view by 
using an IP Variable with a "Not IP" clause (e.g. "Not IP 10.20.112.0 mask=24") 

794710 

 

Signature and Policy Issues Addressed I.D. 
[9304] The following optional parameter has been added to the Snort rule conversion utility to 
create a file that is ready to import to Enterasys IPS without further editing: 

- skip-xml-header: creates a signature file without default policy data 

844894 

 

Web UI Issues Addressed I.D. 
[8819] The EMS/Reporting tab of the Dashboard now contains an indication of how many floating 
HIDS licenses are available and how many are used. 

N/A 
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Web UI Issues Addressed I.D. 
[9068] When a user attempts to remove a signature library that has a scope that is inherited (from 
Global or a Zone) it display a warning that states: 

     "Removing library STANDARD-IPS will affect scopes above Sensor.  Remove anyway?" 

This message does not convey the real action:  the Signature Library is removed from either all 
sensors in a particular zone or all (if Global scoped) zones and sensors. 

N/A 

[9417] When doing a session rebuild on a system that records just the flow (not the entire packet), 
rebuilding a session will always yield no results. 

N/A 

[9485] Blowfish has been removed as an encryption option for event channel and config channel 
communication. 

N/A 

[9576] The Pie charts in TopN reports use "Events by score" color scheme. Refer to snapshot. N/A 

 

KNOWN RESTRICTIONS AND LIMITATIONS IN RELEASE 8.0: 

General 
[8197] A Reporting server proxy failure occurs when switching from the primary EMS to secondary EMS.  
 
Workaround: Restart the jboss server on the Reporting server.  
[8731] After upgrading the EMS, if you delete and recreate a system, the interfaces are not visible in the 
Dashboard. 
 
Workaround: Restart the D2M. 
[9254] In a High Availability configuration, sensors that you deleted may reappear on the Dashboard’s Sensor 
tab after failing over to the secondary EMS.  
 
Workaround: Delete the sensors again from the Dashboard’s Sensor tab.  
[9595] Our support website has changed.  Please use the following URL for your support needs:  
 
https://extranet.enterasys.com/downloads/pages/IPS.aspx 
Charting data labels have the potential of overlapping when the chart has a large amount of data points or 
when the chart’s dimension is reduced in size. 
On occasion, scrollbars in Chrome fail to provide enough of a scrollbar to be able to access the entire scrolled 
area. 
Launching the EMS Utilities, Signature Editor, Host Policy Editor, or Alarmtool Policy Editor initially might 
launch an additional login prompt. 

 

Installation and Configuration 
[9519] If you manually create a dragon user, ensure that the user belongs to the dragon group. If necessary, 
create the dragon group. 
[9714] On Solaris, the SNMP alerting module does not function.  

 

https://extranet.enterasys.com/downloads/pages/IPS.aspx
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Middleware 
[9160] On rare occasions the net-event-channel process on version 7.5 (and earlier) sensors go to 100% CPU 
usage when managed by a version 8.0 EMS.   
 
Workaround: Restart the process with the following command: 
 
./scripts/event-channel restart   
[9565] When binary upgrading an AIX sensor to 8.0, Binary Upgrade Manager sometimes reports that the 
upgrade "Failed before upgrade" even though the upgrade actually succeeded.  The version of the sensor will 
be reported correctly as 8.0.0 in the Dashboard. 
[9571] After a power failure or other hard failure, the lock file .net-cfg-server.lock will be left behind in the file 
system in the <installdir>/bin directory.  The existence of this file can prevent net-cfg-server from starting on the 
EMS.   

Workaround: Remove the file .net-cfg-server.lock before starting net-cfg-server. 
 

Performance 
Increasing table page size can lead to slower browser performance. 
Internet Explorer browser performance is, in general, much slower.  We recommend using Chrome or FireFox. 

 

Security Zone 
When editing a table row’s combobox field it will not show what the current value if in focus (Internet Explorer 
only). 

 

Sensors 
A “Timed out” error may occur when you deploy a sensor running an earlier version of Enterasys IPS. 

Workaround: Restart the config channel client on the sensor. Use the following command: 

 ./scripts/config-channel-client restart  

Deploy the sensor again.  

 

Web UI 
[9805] Report templates that include multiple event groups, event names, or sensor names will result in 
generated reports that show no data. 

Workaround: A patch for this KA is available upon request through the Enterasys Global Assistance Center. 
 

For the most up-to-date information concerning known issues, go to the Global Knowledgebase section at 
http://www.enterasys.com/support/. To report an issue not listed in this document or in the Global 
Knowledgebase, contact our Technical Support Staff. 

http://www.enterasys.com/support/
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KNOWN ISSUES ADDRESSED IN PREVIOUS RELEASES: 

For information about known issues addressed in previous releases, see the v7.5 Customer Release Notes.  

APPLIANCE INSTALLATION DOCUMENTATION:  

Enterasys IPS Current Generation Appliances  
The Enterasys IPS v8.0 installation documentation includes an Appliance Hardware Installation Guide for current 
generation appliances (rev 5x, 6a, and above). Refer to Table 1 below to identify your appliances. 

Table 1: Current Generation Enterasys IPS Appliances by Part Number  
 

Enterasys IPS Current Generation Appliance Part 
Numbers 

IDS Appliances 
DNSA-FE-TX 

DNSA-GE250-TX 

DNSA-GE250-SX 

DNSA-GE500-TX 

DNSA-GE500-SX 

DNSA-GIG-TX (2U) 

DNSA-GIG-SX (2U) 

DNSA-GIG-6P-TX (1U) 

DNSA-GIG-6P-SX (1U) 

DNSA-MG (2U) 

IPS Appliances 
DIPA-FE-TX 

DIPA-GE250-TX 

DIPA-GE250-SX 

DIPA-GE500-TX 

DIPA-GE500-SX 

DIPA-GIG-TX 

DIPA-GIG-SX 

DIPA-MG 

Enterprise Management Server Appliances 
DEPA 

DEMA-ME 

DEMA-LE 

DEMA-U 

DEMA-RED-U 

DEMA-6RED-U 
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Enterasys IPS Current Generation Appliance Part 
Numbers 

Integrated Network Sensor/Management Server 
DISA-TX 

DISA-SX 
 
SYSTEM REQUIREMENTS: 

Supported Platforms 

Network Sensor 
The IPS Network Sensor is supported only on Enterasys IPS appliances.  

The IDS Network Sensor is supported on Enterasys IPS appliances and also can be installed on the following 
platforms, whether installed as a host OS or as a guest OS on VMware ESX Server version 4.x:  

Operating System Architecture Version 
Red Hat Enterprise Linux  IA-32, 64  5, 6  

CentOS IA-32, 64 5, 6 

Host Sensor 
Enterasys IPS Host Sensor is now supported when installed on any supported OS that is itself running on a virtual 
machine of a VMware ESX Server (version 3.0 or 4.0) host. Host Sensor is also supported on AIX 5.3 and 6.1 
running in logical partitions (LPARS), and on Solaris 10 running in logical domains (LDOMS) on supported 
platforms. 

The Host Sensor can be installed on the following platforms: 

Operating System Architecture Version 
AIX Power PC 32 5.2, 5.3, 6.1 
AIX Power PC 64 5.2, 5.3, 6.1 

SUSE IA-32, 64 9, 10 
CentOS IA-32, 64 5, 6 
HP-UX PA-RISC 32 11 
HP-UX PA-RISC 64 11 with patch PHSS_33033 applied 

Red Hat Enterprise Linux IA-32, 64 4, 5, 6 
Solaris Sparc 9, 10 with latest jumbo patch applied 
Solaris Sparc 64-bit 10 

Windows IA-32, X86-64 XP Pro 
Windows IA-32, X86-64 2003 Server 
Windows IA-32, X86-64 Vista 
Windows IA-32, X86-64 2008 Server 
Windows IA-32, X86-64 Windows 7 
Windows X86-64 2008 Server R2 

Enterasys IPS ISO All Enterasys IPS 
appliances 

Ubuntu with 2.6.x.x kernel 

WebIPS operates with the following Web Servers:  
• Apache 1.3.29/2.0.48 on Linux  
• IIS 6 on Windows 2003, IIS 7.5 on Windows 2008 R2 
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EMS/Reporting Server and Integrated Sensor/Server 
The Enterasys IPS EMS Server is supported on Enterasys IPS appliances. The Enterasys IPS EMS Server is 
also supported when installed on any supported OS that is itself running on a virtual machine of a VMware ESX 
Server 3.0 or 4.0 host. 

You can also install the EMS on the following platforms: 

Operating System Architecture Version 
Red Hat Enterprise Linux  IA-32, 64  5, 6 

CentOS IA-32, 64 5, 6 

EMS Client 
The EMS client can be installed on the following platforms: 

Operating System Architecture Version 
Fedora Core 1 IA-32 3, 4, 5, 6 

Red Hat Enterprise Linux 1 IA-32, 64 4, 5 
Windows IA-32, X86-64 XP Pro 
Windows IA-32, X86-64 2003 Server 
Windows IA-32, X86-64 Windows 7 
Windows X86-64 2008 Server R2 

1 The EMS client on Linux platforms requires that the libcairo library be installed. 

Minimum Hardware Requirements 
The minimum hardware requirements have been updated with this release. Please ensure that your hardware 
supports these minimum requirements prior to installation or upgrade. 
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Network Sensor 
Intel (Linux): 

• 2.66 GHz Xeon 3070 Processor 
• 20 GB Disk Space 
• 2 GB RAM 
• Intel-based network interface card 

EMS / Reporting Server and Integrated Sensor/Server: 
Intel (Linux): 

• 2.66 GHz Xeon 3070 Processor 
• 60 GB Disk Space – dependent on data retention requirements 
• 4 GB RAM 
• Intel-based network interface card 

Virtual Sensor Memory Requirements 
• 1 GB RAM for one virtual sensor 
• Add 512 MB for each additional virtual sensor, up to a maximum of 32 virtual sensors. 

Software Requirements 

Minimum Required 3rd Party Software Versions 
NOTE: This section does not apply to Enterasys IPS Appliances, which come with all required software pre-
installed. 

The following 3rd party software products are required to be installed on machines running the EMS/Reporting 
Server or the Integrated Sensor/Server: 

gzip/gunzip 1.2.4 
Perl   5.12 or higher 
Perl-dbd-mysql 4.014 or higher 
Perl-dbi  1.609 or higher 
OpenSSL  0.9.7d (For SSL Certificate Generation) 
Sendmail 8.12.10 (Alarmtool MTA) 

IPS Web GUI Requirements 
The IPS Web GUI must be viewed through a supported Web browser. The supported Web browsers are: 

• Chrome 20 
• Firefox  14.x 
• Internet Explorer 9  

Additional EMS Client Requirements 
The EMS client on a Linux platform requires the libcairo and dependent libraries, including libdirect, to be 
installed.  
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GLOBAL SUPPORT: 

By Phone: 978-684-1000 
 1-800-872-8440 (toll-free in U.S. and Canada) 

 For the Enterasys Networks Support toll-free number in your country:  

 http://www.enterasys.com/support/ 

By Email: support@enterasys.com 

By Web:  http://www.enterasys.com/support/ 

By Mail: Enterasys Networks, Inc. 

50 Minuteman Road 
Andover, MA 01810 (USA) 

For information regarding the latest software available, recent release note revisions, or if you require additional 
assistance, please visit the Enterasys Networks Support web site.  

ENTERASYS NETWORKS, ENTERASYS DRAGON, and any logos associated therewith, are trademarks or registered 
trademarks of Enterasys Networks, Inc. in the United States and other countries. FireWall-1, OPSEC and Check Point are 
trademarks or registered trademarks of Check Point Software Technologies Ltd.}|Celeron, Intel, and Pentium II are trademarks 
or registered trademarks of Intel Corporation.  Cisco is a registered trademark of Cisco Systems, Inc.  IPX/SPX, Novell and 
NetWare are trademarks or registered trademarks of Novell, Inc.  Linux is a trademark of Linus Torvalds.   Netscape is a 
registered trademark of Netscape Communications Corporation.  Red Hat is a registered trademark of Red Hat, Inc.  Solaris is 
a trademark of Sun MicroSystems, Inc.  SPARC is a registered trademark of SPARC International, Inc.   Sun and Java are 
trademarks or registered trademarks of Sun Microsystems, Inc.   UNIX is a registered trademark of The Open Group. 

Enterasys IPS includes software whose copyright is licensed from MySQL AB. 

All other product names mentioned in this document may be trademarks or registered trademarks of their respective 
companies. 

http://www.enterasys.com/support/
mailto:support@enterasys.com
http://www.enterasys.com/support/
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