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145 Rio Robles 
San Jose, CA 95134 

+1 877-801-7082   

Extreme Networks Intrusion Prevention System 
Software Version 8.3  

July 2014 

INTRODUCTION:    

The Extreme Networks Intrusion Prevention System Version 8.3 release includes several new features and 
enhancements. Refer to the “Software Enhancements and Changes” section for specific details. Version 8.3 also 
includes bug fixes for many components. 

The Extreme Networks Intrusion Prevention System was previously referred to as Dragon Intrusion Defense 
System. 

Extreme Networks recommends that you review this document prior to installing or upgrading this 
product. 

 

 

To view the latest version of the Customer Release Notes, go to the Enterasys Extranet.   

https://extranet.enterasys.com/downloads/pages/IPS.aspx?tab=docs  

The v8.3 release notes are posted under IPS Documents and Release Notes.  

RECENT PRODUCT SOFTWARE RELEASE HISTORY:    

Status Firmware Version Type Release Date 

Current Version 8.3 Feature Release 7/18/14 

Previous Version 8.2 Feature Release 11/22/13 

Previous Version 8.1 Feature Release 5/8/13 

Previous Version 8.0 Feature Release 11/02/12 

  

https://extranet.enterasys.com/downloads/pages/IPS.aspx?tab=docs
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INSTALLATION / UPGRADE INFORMATION:   

IMPORTANT NOTES ABOUT UPGRADING FROM v8.0, v8.1, or v8.2 TO v8.3 

 You can upgrade the EMS directly from v8.0, v8.1, or v8.2 to v8.3. 

 The recommended method of upgrading your Network Sensors from v8.0, v8.1, or v8.2 is to install the new 
v8.3 ISO from a flash drive or DVD. You can also use Binary Upgrade to upgrade your Network Sensors from 
v8.0, v8.1, or v8.2 to v8.3. 

 To upgrade v8.0, v8.1, and v8.2 Ubuntu installations with the latest security patches while upgrading to the 
v8.3 ISO, download and run the upgrade script in the file DAR5.0-8.3_64bit_333_1_Upgrade.tar.gz, which is 
available on the Enterasys Extranet.  

Note: To untar and run the upgrade script you must be logged in as root.  

1. Download the script file, DAR5.0-8.3_64bit_333_1_Upgrade.tar.gz, from the Enterasys Extranet. 

https://extranet.enterasys.com/downloads/pages/IPS.aspx 

2. Untar the file. 

Untarring the file creates the /upgrade_iso directory.  

3. In the /upgrade_iso directory, run the upgrade_iso.sh script. 

The upgrade process indicates when it has finished upgrading and updating your files. 

Note: The script file only upgrades the ISO. You must still upgrade the EMS.  

IMPORTANT NOTES ABOUT UPGRADING FROM v7.5 TO v8.3 

 You can upgrade the EMS directly from v7.5 to v8.3. 

 During the upgrade of a v7.5 EMS to v8.3, you can select how many days of event data you require to move 
forward into the 8.2 database. The default is 30 days. 

 Prior to upgrading a v7.5 EMS to v8.3, you must first upgrade all managed sensors to v7.4.2 or higher, with 
the exception of HP-UX sensors, which you must upgrade to v7.5 or higher. 

 The recommended method of upgrading your Network Sensors from v7.5 is to install the new v8.3 ISO from a 
flash drive or DVD. You can also use Binary Upgrade to upgrade your Network Sensors from v7.5 to v8.3. 

IMPORTANT NOTES ABOUT UPGRADING FROM v7.4.1 or v7.4.2 TO v8.3 

 The recommended method of upgrading your Network Sensors from v7.4.1 or v7.4.2 is to install the new v8.3 
ISO from a flash drive or DVD.  

 You can also use Binary Upgrade to upgrade your Network Sensors from v7.4.2 to v8.3. 

https://extranet.enterasys.com/downloads/pages/IPS.aspx
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Installing v8.3 on Your Own Hardware (64-bit Ubuntu OS) 

If you install v8.3 on your own hardware (running 64-bit Ubuntu), you must also install the 32-bit Ubuntu 
compatibility libraries. 

In the console, use the apt-get command to install the 32-bit libraries from the Ubuntu repositories. 

apt-get install ia32-libs 

NOTE: The 64-bit Ubuntu appliance image includes the 32-bit libraries.  

Using Binary Upgrade to Upgrade Host Sensors 

You can use binary upgrade to upgrade host sensors from v7.4.2, v7.5, v8.0, v8.1, and v8.2 to v8.3, with the 
exception of HP-UX sensors running 7.4.2, which must be running v7.5, v8.0, v8.1, or v8.3 to be upgraded.  
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SOFTWARE ENHANCEMENTS AND CHANGES IN RELEASE 8.3:  

EMS Client functionality ported to the IPS web UI 

The following EMS Client functions have been moved to the web UI and enhanced for greater usability: 

 Host sensor policies 

 Alarmtool policies 

The EMS Client has been obsoleted and is no longer shipped. 

Event Last Occurrence report 

The Event Last Occurrence report lists details for the last occurrence of each reported event.  

Enhanced Event Summary report 

The Event Summary report can now display results for previous days and archived events. 

Snort rule import wizard 

It is now possible to import Snort rules into custom signature libraries via the web UI. 

Web UI performance 

The speed and responsiveness of table views is much improved (maximum table size has increased from 1000 to 
50,000) 

Removal of Web IPS module for HIDS 

The Web IPS module has been removed from the host sensor product.  

KNOWN ISSUES ADDRESSED IN RELEASE 8.3:      

Agent Issues Addressed I.D. 

[9982] Corrected a defect in Alarmtool that caused the log file to be rotated incorrectly. N/A 

[10722] It was possible for systems to have duplicate entries in the System table if they reported 
their host name with a fully qualified domain name (FDQN) and the system was added to the EMS 
manually with just the host name. A change was made to make this occurrence much less likely. 

1015413 

 

EMS Issues Addressed I.D. 

[8595] It was possible, under rare circumstances, for the dragonctl process to fail to start on 
reboot of an appliance. This is now much less likely. 

777320 

[9918] When assigning a HIDS policy to a group of systems, individual systems that already had 
that policy assigned are no longer marked as "deploy needed". 

914825 
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EMS Issues Addressed I.D. 

[10640] VULN: Nessus Java Debug Wire Protocol Detection CVSS=7.5 N/A 

 

Host Sensor Issues Addressed I.D. 

[10724] In the file detection module, the Directory Depth setting would not be honored correctly if 
a file within the directory had the same name as the directory itself. This defect has been 
corrected. 

N/A 

 
 

Installation and Configuration Issues Addressed I.D. 

[10035] When upgrading from version 7.x to version 8.x, if the event retention period had not been 
set in 7.x, it will not be set in 8.x to potentially disastrous consequence. This has been corrected. 

N/A 

Mitigated the following vulnerabilities:  

[10426] VULN: Nessus USN:1910-1 bind9 CVE-2013-4854 CVSS=7.8 sev=high 

[10598] VULN: Nessus Java multiple vulnerabilities 02/13-01/14 Updates CVSS=10 

[10641] VULN: Nessus USN-2099-1 perl CVE-2012-6329 CVSS=7.5 severity=high 

[10642] VULN Nessus USN-2127-1 gnutls26 CVE-2014-0092  

[10643] VULN: Nessus USN-2125-1 python CVE-2014-1912 CVSS=7.5 

N/A 

 

 

Middleware Issues Addressed I.D. 

[10007] Removed unnecessary debug output messages that were being sent to the 
netcfgserver.log file. 

N/A 

[101119] 64-bit NIDS systems would not report interface details, such as bypass mode and type, 
correctly. This has been corrected.    

N/A 

 

Network Sensor Issues Addressed I.D. 

[10626] Running the network sensor in debug mode while inspecting IPv6 traffic could cause the 
sensor to restart. This has been corrected. 

1009206 

 

Signature and Policy Signature Issues Addressed I.D. 

[10527] In previous releases, the “match negative” flag for source IP address was actually applied 
to both source and destination addresses.  Also, the “match negative” flag for destination IP 
address was ignored. This two-part defect has been corrected. 

998029 

 

UI Issues Addressed I.D. 

[10539] The web UI now works with IE v.11 999315 

[10636] A new report, Event Last Occurrence, showing the most recent occurrence of every seen 
event type has been added to the Reports toolbar.  

N/A 
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UI Issues Addressed I.D. 

[10648] Sorting network signatures on the Score column will now sort based on severity rather 
than alphabetically by Score label. 

N/A 

[10660] A defect that prevented users from editing or adding port and IP variables has been 
corrected. 

1013288 

[10668] It is now possible to view the Event Summary Report from a previous day (instead of just 
the last 24 hours). 

N/A 

[10684] The Address Lookup window has been changed to eliminate HTML frames, which are 
typically blocked by modern browsers. 

N/A 

[10691] When adding an Alarmtool agent to a system, the user is now prompted to assign the 
desired policy. This makes the process easier. 

N/A 

[10705] You could not override a global variable at the zone or sensor scope. This has been 
corrected. 

N/A 

[10706] Corrected a defect that would allow a user to create an IPS (or in-line) sensor with only 
one interface. 

N/A 

[10740] The “depth” attribute has been added to the match settings for extended pattern match 
elements 

1019743 

[10741] Database synchronization between the primary and secondary EMS will now occur at the 
scheduled interval rather than just daily. 

1019744 

[10742] It is now possible to create a copy of a NIDS signature. 1019748 

[10755] A defect that prevented signatures from being disabled/enabled from the right-mouse 
menu option has been corrected. 

1020462 

[10773] When a sensor was deleted from the EMS and then re-added, the dashboard would 
incorrectly display the sensor’s status as “unavailable.” This no longer happens. 

N/A 

[10781] A defect that prevented a large number of signatures (20+) from being removed from a 
custom library has been corrected. 

N/A 

[10782] Corrected a defect that caused dynamic signatures libraries using a “classification” 
criterion to not contain all matching signatures 

N/A 

[10783] A defect in the network signature editor that prevented a user from changing the source 
port has been corrected. 

N/A 

[10790] The speed of rendering large tables has been improved. The capacity of paging tables 
has increased to 50,000 rows. 

N/A 

[10791] A search text box has been added in the System, Sensor, and Interface dashboard tabs 
to expedite filtering on the name column. 

N/A 

[10792] A defect in the Event Tuning Wizard that caused the CIDR mask, if entered, to be ignored 
was corrected. 

N/A 

[10795] The Group combo box in the System table on the dashboard can now be resized to 
display long group names. 

N/A 

[10801] System group names may now include spaces. N/A 
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KNOWN RESTRICTIONS AND LIMITATIONS IN RELEASE 8.3: 

EMS 

[10025] When upgrading from version 7.x to version 8.x, scheduled database backup jobs will not function.  
 
Workaround: Disable the scheduled backup, save the change, and then enable the scheduled backup.   

 

 

General 

[8197] If, in a high availability environment, a separate reporting-only server fails over from the primary to the 
secondary EMS (or back), you must restart JBoss on the reporting-only server to get the EMS proxy to properly 
connect to the now running EMS.    
 
Workaround: To restart JBoss from the Linux prompt on the reporting-only server, enter the following command 
in the /opt/dragon directory: 
 

./scripts/dragon-jboss restart 

[9254] In a High Availability configuration, sensors that you deleted may reappear on the Dashboard’s Sensor 
tab after failing over to the secondary EMS.  
 
Workaround: Delete the sensors from the primary EMS Dashboard once the primary EMS is again operational.  

 

Installation and Configuration 

[9074] Port 9112 is no longer configurable as the listening port on a server side event channel.   

Workaround: Before upgrading to IPS v8.1, configure your event channels to use port 9112. 

[9688] When installing the IPS v8.1 ISO on an IPS appliance, the installation process produces an error 
message about NICs not being found during the Ubuntu setup. 

Workaround: Ignore the message and continue the installation. The installation will reboot the appliance and it 
will start up normally. 

[9698] Changes to a user’s role or password can take several minutes to be applied. 

Workaround: Restart the EMS to have the user changes take effect immediately. 

The upgrade process will overwrite changes made to the dragon-jboss files (e.g., changes that are necessary 
to configure the EMS for access from behind a NAT gateway). 
 
Workaround: Before you start the upgrade process, save a copy of your changes. After the upgrade process is 
complete, modify the dragon-jboss files with your changes.  

 

Reporting 

The Sensor Uptime report will show an incorrect percentage on the first day a sensor is commissioned. 
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Web UI 

[10067] Some fonts required to create Generated/Scheduled Reports may not be present on older appliance 
images or on the host OS for software installs of the EMS. This could result in an error message stating “Could 
not initiate class sun.awt.X11FontManager.”  
 
Workaround: Either upgrade the appliance OS to a more recent appliance image or install the libfont-afm-perl 
package and the 32-bit gcc libraries on the host OS. 

 

For the most up-to-date information concerning known issues, go to the Global Knowledgebase section at 
http://www.enterasys.com/support/. To report an issue not listed in this document or in the Global 
Knowledgebase, contact our Technical Support Staff. 

KNOWN ISSUES ADDRESSED IN PREVIOUS RELEASES: 

For information about known issues addressed in previous releases, see the v8.2, v8.1, and v8.0 Customer 
Release Notes.  

APPLIANCE INSTALLATION DOCUMENTATION:  

Extreme Networks IPS Current Generation Appliances  

The Extreme Networks IPS v8.3 installation documentation includes an Appliance Hardware Installation Guide for 
current generation appliances (rev 5x, 6a, and above).  

SYSTEM REQUIREMENTS: 

Supported Platforms 

Network Sensor 

The IPS Network Sensor is supported only on Extreme Networks IPS appliances.  

The IDS Network Sensor is supported on Extreme Networks IPS appliances and also can be installed on the 
following platforms, whether installed as a host OS or as a guest OS on VMware ESX Server version 5.x:  

Operating System Architecture Version 

Red Hat Enterprise Linux  IA-32, 64  5, 6  

CentOS IA-32, 64 5, 6 

Host Sensor 

Extreme Networks IPS Host Sensor is now supported when installed on any supported OS that is itself running on 
a virtual machine of a VMware ESX Server (version 4.x or 5.x) host. Host Sensor is also supported on AIX 5.3 
and 6.1 running in logical partitions (LPARS), and on Solaris 10 running in logical domains (LDOMS) on 
supported platforms. 

The Host Sensor can be installed on the following platforms: 

Operating System Architecture Version 

AIX Power PC 32 5.2, 5.3, 6.1 

AIX Power PC 64 5.2, 5.3, 6.1 

http://www.enterasys.com/support/
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SUSE IA-32, 64 9, 10 

CentOS IA-32, 64 5, 6 

HP-UX PA-RISC 32 11 

HP-UX PA-RISC 64 11 with patch PHSS_33033 applied 

Red Hat Enterprise Linux IA-32, 64 5, 6 

Solaris Sparc 9, 10 with latest jumbo patch applied 

Solaris Sparc 64-bit 10 

Windows IA-32, X86-64 2003 Server 

Windows IA-32, X86-64 2008 Server 

Windows IA-32, X86-64 Windows 7 

Windows X86-64 2008 Server R2 

Windows X86-64 2012 Server 

Extreme Networks IPS ISO All Extreme Networks 
IPS appliances 

Ubuntu with 3.3.x kernel 

 

EMS/Reporting Server and Integrated Sensor/Server 

The Extreme Networks IPS EMS Server is supported on Extreme Networks IPS appliances. The EMS Server is 
also supported when installed on any supported OS that is itself running on a virtual machine of a VMware ESX 
Server 4.x or 5.x host. 

You can also install the EMS on the following platforms: 

Operating System Architecture Version 

Red Hat Enterprise Linux  IA-32, 64  5, 6 

CentOS IA-32, 64 5, 6 
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Minimum Hardware Requirements 
The minimum hardware requirements have been updated with this release. Please ensure that your hardware 
supports these minimum requirements prior to installation or upgrade. 

Network Sensor 

Intel (Linux): 

 2.66 GHz Xeon 3070 Processor 

 20 GB Disk Space 

 2 GB RAM 

 Intel-based network interface card 

EMS / Reporting Server and Integrated Sensor/Server: 

Intel (Linux): 

 2.66 GHz Xeon 3070 Processor 

 60 GB Disk Space – dependent on data retention requirements 

 4 GB RAM 

 Intel-based network interface card 

Virtual Sensor Memory Requirements 

 1 GB RAM for one virtual sensor 

 Add 512 MB for each additional virtual sensor, up to a maximum of 32 virtual sensors. 

Software Requirements 

Minimum Required 3rd Party Software Versions 

NOTE: This section does not apply to Extreme Networks IPS Appliances, which come with all required software 
pre-installed. 

The following 3rd party software products are required to be installed on machines running the EMS/Reporting 
Server or the Integrated Sensor/Server: 

gzip/gunzip 1.2.4 
Perl   5.12 or higher 
Perl-dbd-mysql 4.014 or higher 
Perl-dbi  1.609 or higher 
OpenSSL  0.9.7d or higher (For SSL Certificate Generation) 
Sendmail 8.12.10 (Alarmtool MTA) 

IPS GUI Requirements 

The IPS GUI is supported by the following Web browsers: 

 Chrome 35 

 Firefox  30 

 Internet Explorer 11  

The IPS GUI requires 2 GB RAM (4 GB RAM recommended). 
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GLOBAL SUPPORT: 

By Phone: +1 877-801-7082 (toll-free in U.S. and Canada) 

 

For the toll-free support number in your country:  
www.extremenetworks.com/support/ 

By Email: support@enterasys.com 

By Web: www.extremenetworks.com/support/ 

By Mail:  Extreme Networks, Inc. 

145 Rio Robles 

San Jose, CA 95134 

Extreme Networks, Inc., on behalf of or through its wholly-owned subsidiary, Enterasys Networks, Inc., reserves 
the right to make changes in specifications and other information contained in this document and its website 
without prior notice. The reader should in all cases consult representatives of Extreme Networks to determine 
whether any such changes have been made. 

The hardware, firmware, software or any specifications described or referred to in this document are subject to 
change without notice. 

Extreme Networks and the Extreme Networks logo are trademarks or registered trademarks of Extreme 
Networks, Inc. in the United States and/or other countries.  

All other names (including any product names) mentioned in this document are the property of their respective 
owners and may be trademarks or registered trademarks of their respective companies/owners. 

For additional information on Extreme Networks trademarks, please see: 
www.extremenetworks.com/company/legal/trademarks/ 

For product support, including documentation, visit: www.extremenetworks.com/support/ 

Extreme Networks IPS includes software whose copyright is licensed from MySQL AB. 

mailto:support@extremenetworks.com
www.extremenetworks.com/company/legal/trademarks/
www.extremenetworks.com/support/

