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.

New in this release
The following sections detail what’s new in Nortel Unified Communications
Management (NN48014-100) , which supports NRM 2.1, EPM 5.1, and
VPFM 2.0:

Features
See the following sections for information about feature changes:

• "Security" (page 7)

• "Device and Server credentials editor" (page 7)

• "License administration" (page 7)

Security
You can manage users and roles, establish password policies, distribute
and maintain Web SSL and SIP TLS security certificates, manage the
private certificate authority, and manage sessions of logged on users using
Security. For more information, see "Security" (page 35).

Device and Server credentials editor
You can import a credential set to the UCM and export credential set
from the UCM to a local XML file using Device and Server Credentials
Editor. For more information, see "Device and Server Credentials Editor
configuration" (page 54).

License administration
You can add a license file, export a license file, generate a license report,
and refresh the license information using Licensing Administration. For
more information, see "License administration" (page 59).

Nortel Unified Communications Management
Common Services Fundamentals
NN48014-100 02.01 Standard

8 June 2009
Copyright © 2008-2009 Nortel Networks

.



8 New in this release

Nortel Unified Communications Management
Common Services Fundamentals
NN48014-100 02.01 Standard

8 June 2009
Copyright © 2008-2009 Nortel Networks

.



9
.

Introduction
Nortel Unified Communications Management (UCM) provides the
common platform for integrating network management products, such as
Network Resource Manager (NRM), Enterprise Policy Manager (EPM),
Visualization Performance and Fault Manager (VPFM), and VPFM-Lite.
UCM contains administrative services for all of these products through
Unified Communications Management Common Services (UCM-CS),
which includes Security Administration and Device and Server Credentials
Editor. It also provides a home page from which to access any of these
installed products.

Navigation
• "UCM overview" (page 11)

• "UCM login" (page 17)

• "Elements management" (page 19)

• "User services" (page 23)

• "Security" (page 35)

• "Roles" (page 35)

• "Tools" (page 53)

• "Backup and Restore" (page 63)

• "IP addresses and ranges reference" (page 67)
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.

UCM overview
This chapter provides an overview of the Nortel Unified Communications
Management (UCM) Common Services for the following applications:
Network Resource Manager (NRM 2.1), Enterprise Policy Manager (EPM)
5.1, and Visualization Performance and Fault Manager (VPFM) and
VPFM-Lite 2.0.

Navigation
• "Introduction" (page 11)

• "UCM navigation tree " (page 12)

• "Network" (page 13)

• "User services" (page 14)

• "Security" (page 15)

• "Tools" (page 16)

Introduction
The Unified Communications Management (UCM) solution provides you
with an intuitive, common interface to manage and run managed elements.
UCM is a container that stores several system management elements in
a single repository. You have access to all network system management
elements under the UCM solution. You need to sign in only once to access
the elements. A single sign-in eliminates the need for you to reauthenticate
when a system management application starts.

UCM Security Services simplifies security control for managed elements
and system management applications. UCM Security Services manages
secure access to Web applications and provides authentication and
authorization with a single unified common service. UCM secures the
delivery of essential identity and application information.

With UCM Common Services, administrators can control which users have
access to specific managed elements. They can assign users to roles
and map the permissions to those roles to control which operations a user
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12 UCM overview

can perform on an assigned managed element. Users can access only
assigned elements and perform only the tasks specific to their assigned
role and permissions for an element.

With UCM Common Services, the integration of managed elements within
a single container provides users with centralized security, user access
control, simplified management tasks, and improved workflow efficiency.

UCM Common Services is supported on the following platforms:

• Windows Server 2003 (all version)

• Windows Server 2008 (all versions)

• RedHat Enterprise Linux 5.2

UCM navigation tree
The UCM navigation tree is located on the left side of the Web page. The
root level items are:

• Network: The elements that are within the scope of the UCM security
framework. You can define and browse to systems and servers within
this secure network.

• Applications: The applications that are installed. For example, Network
Resource Manager (NRM), Visualization Performance and Fault
Manager (VPFM), and other Nortel NMOS applications.

• User Services: User-related objects and identity management.

• Security: UCM Security Services objects and security policy
management.

• Tools: Logging services, device credentials, and licensing
administration.

The following figure depicts the UCM main navigation page.
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Network
The Network— Elements page is the default Web page that appears
when Unified Communications Management (UCM) Common Services
starts. The Elements section contains links to the managed elements
(application plug-ins and bookmarks). The elements table lists all the
nodes (primary/member/backup servers) installed in the network.

Attention: Users see only the elements that are enabled based on the
assigned role permissions.

You can use the information on the Elements page by following methods:

• Table view: the default view. From the table view, you can add, edit,
or delete elements. In this view, you see a list of UCM Common
Services elements that are based on your role permissions. A network
administrator can see all the elements. From the table view, you
can Add, Edit, or Delete elements. Secured elements in Security
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14 UCM overview

Services may be subject to authentication because single sign-on is not
available for elements outside UCM Security Services.

• Tree view: a hierarchical view. From the tree view, you can create
groups of elements according to your business needs. The Network
group is the root level of the tree view. To browse, click an element
name, and the Web browser is redirected to the management
application of that element. If the element is a secured element in
Security Services, you do not require sign-on. If the element is a
third-party element (such as a Hyperlink element), the administrator
is subject to administrator authentication, as single sign-on is not
available. In some instances, groups appear as links in the tree,
and this indicates that an element is associated with the group. For
example, a group representing a node can be associated with the node
master element. Click the group name to browse to the associated
element. When the tree appears in the navigation mode, only the
elements that the administrator is authorized to access appear. The
tree expands to the second level by default.

The System Groups contains two member groups: All Elements and
System Types. The All Elements group contains all the elements
visible in the list view sorted alphabetically by element name. The
System Types group contains groups of elements by system type, such
as NRM or VPFM. Elements in each folder are sorted alphabetically by
element name. Click an element in a system group to browse to the
management application running on that element.

Use the following icons on the UCM main navigation page to change your
view. To update the list, click the refresh icon.

User services
In the User Services branch of the UCM navigation tree, you can select the
following items:

• Administrative Users: You can view administrative users, add a new
administrative user, or disable or delete an existing administrative user.

• External Authentication: The External Identity Repositories Web page
contains a summary page for authentication scheme and authentication
servers. In the Authentication Servers page you can configure an
LDAP server, Radius server, or a Kerberos server.

• Password: Use this link to view the status for a password or to change
the password.
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Security
In the Security branch of the UCM navigation tree, you can select the
following items:

• Roles: View user role assignments or to add or delete a role name.
Users can also view the element permissions and description assigned
to a role.

• Policies: Configure the authentication scheme and authentication
servers, establish password policies, and edit security settings.

• Certificates: Configure the information for certificate configuration
status.

• Active Sessions: Display all users who are currently logged on and the
session time for each user.

Default roles
The UCM is configured with default roles. Network administrators use
built-in roles to provide default access control policies for assigned users.
You can edit built-in roles but cannot delete them. Users can create
custom roles to provide additional options for access control to managed
elements. If the administrator is assigned multiple roles, permission is
granted based on the most privileged algorithm. The role with the highest
privilege is assigned to the user. Built-in roles are assigned to default
permissions when a new element is added.

The following table is a list of the built-in role permission assignments.

Role name Description

MemberRegistrar Provides limited access. It allows
you to register new members to the
primary server.

NetworkAdministrator Provides full privileges on the
system. Provides emergency account
access to any system, including
situations where the primary server is
out-of-service.

Patcher Provides access to software
maintenance functions.

UCMOperator Provides application specific
permissions

UCMSystemAdministrator Provides application specific
permissions
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16 UCM overview

Tools
The UCM provides several tools, including Logs, Device and Server
Credentials, and Licensing Administration.

• Logs: Use the log viewer tool to view system logs, or to export the logs
to a comma-separated value (.CSV) file. No restrictions exist to the
number of users who can simultaneously access the log viewer tool
when they log on with the network administrator role. Log files must
be less than 5 megabytes (MB) to be viewed using the log viewer
tool. If the log file size exceeds 5 MB, a link is available to export and
download the file.

• Device and Server Credentials: You can use the Device and Server
Credential Editors to set passwords, SNMP options, and other
credentials for network devices. These configurations are common to
all installed UCM applications, including VPFM (or VPFM Lite), EPM,
and NRM.

• Licensing Administration: You can use the Licensing Administration
page to add licenses, export licenses, or generate license reports.
You can add a license during the installation of the application
or using the Licensing Administration. If you have not provided
license information during the installation of the UCM, the Licensing
Administration provides the functionality of adding license after the
installation of the UCM.
During the installation of the application, it provides option to select
only one license file. If you want to add more than one licenses for the
application, the Licensing Administration lets you to add the licenses.
You can export the license and keep it for future reference. For
example, you can refer it when the application is reinstalled.
The license report provides details about the licenses applied to the
applications in the tabular format. You can save it for further use.
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UCM login
The following section describes how to launch and log on to Unified
Communications Management.

Navigation
• "Logging onto UCM" (page 17)

Logging onto UCM
Use the following procedure to log onto UCM.

Prerequisites

• You must install UCM.

• You require Internet Explorer 7, or Firefox 2 if logging in with a client
PC.

Procedure Steps

Step Action

1 On the server where UCM is installed, choose Start>Programs>
Nortel>UCM>Unified Communications Management.

Or

On a client PC, point an internet browser to the FQDN of the
server where UCM is installed.

If you use localhost or IP address in the address bar of the
browser, in the UCM login screen, click ‘Go to central login for
Single Sign-on’ link to get to FQDN.

2 Click OK if a message appears telling you to select a security
certificate.

This certificate is pre-installed and cannot be changed.

3 When the dialog box appears, select the option to accept the
certificate. This will differ depending on the browser you are
using.
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18 UCM login

The UCM login screen appears.

4 Enter the User ID.
The default is admin.

5 Enter the password.
This is set during the installation of NRM, EPM, VPFM, or
VPFM-Lite.

6 Click Log in.

The Unified Communications Management home page appears.

--End--

Nortel Unified Communications Management
Common Services Fundamentals
NN48014-100 02.01 Standard

8 June 2009
Copyright © 2008-2009 Nortel Networks

.



19
.

Elements management
This chapter provides information about managing the elements in the
UCM network.

Navigation
• "Launching a managed element" (page 19)

• "Adding an element" (page 20)

• "Editing element properties" (page 21)

• "Deleting selected elements" (page 22)

Launching a managed element
Perform this procedure to launch the management application for a
selected element in the current or a new Web browser.

Prerequisites

• You must have logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Network, click Elements.

The Elements page appears.

The Elements page is the default Web page that appears when
the UCM is opened.

2 In the Element Name column, click an item. The management
application for the element appears in the same Web browser
window.

To launch an element in a new browser window, right-click the
element, and then select Open in new window.

3 To bookmark management applications for an element in a new
Web browser window, right-click the element item, and then
select Add to favorites.
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20 Elements management

Attention: If the element you attempt to view is a secured
element in the security framework, you require no authentication.
If the element is an unsecured element, the administrator is
subject to its authentication method, as single sign-on is not
available for elements outside of the UCM security framework.

--End--

Adding an element
Perform this procedure to add or register an element into the UCM
network. Using the UCM, you can launch the added element and manage
it from one place.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Network, click Elements.

The Elements page appears.

2 On the Elements page, click ADD

The Add New Element page appears

3 In the Name field, enter the network element name.

4 In the Description field, enter the description of the network
element.

This field is optional.

5 In the Type list, select the element type.

The default type is Hyperlink.

6 Click Next to go to the next page.

7 In the Server Address field, enter the URL for the bookmark
element.

8 Click Save.

The new element appears in the Elements pane.

--End--
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Editing element properties 21

Variable definitions

Variable Value

Name Name of the element. The maximum
length of this field is 256 characters.

Description A brief description of the element that
you are adding to the UCM.

Type Bookmark for the element.

Server Address URL for the bookmark element.

Editing element properties
Perform this procedure to edit the properties of a element installed in the
UCM network.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Network, click Elements.

The Elements page appears.

2 Select the Element name check box for which you want to edit
the details, and then click Edit.

The Elements Details page appears.

3 Make changes to the Elements fields as required.

4 In the Release field, click Edit. The Release page appears.

5 In the Release list, select the release number as required and
then click Save to go back to Elements Details page.

6 Click Save.

--End--

Variable definitions

Variable Value

Name Name of the element. The maximum
length of this field is 256 characters.

Description A brief description of the element that
you are adding to the UCM.

Type Bookmark for the element.
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22 Elements management

Variable Value

Release Release number for the element.

Server Address URL for the bookmark element.

Deleting selected elements
Perform this procedure to delete elements in the UCM network.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Network, click Elements.

The Elements page appears.

2 Select the Element name check box that you want to delete, and
then click Delete.

The Delete Elements page appears.

3 After you are prompted to confirm the deletion of the element,
click Delete.

--End--
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User services
This chapter provides information about managing users using network
services as subscribers or as administrators.

Navigation
• "Users administration" (page 23)

• "External authentication scheme and authentication server
configuration" (page 28)

• "Password management" (page 33)

Users administration
This section provides information about managing users, and creating and
managing the capabilities of users by assigning roles.

The administrator can perform the user management tasks required to
manage users within the UCM.

Navigation

• "Viewing existing users" (page 23)

• "Adding a new local or external user" (page 24)

• "Disabling an user" (page 25)

• "Deleting an user" (page 26)

• "Configuring user properties" (page 26)

• "Editing user role mapping" (page 28)

Viewing existing users
Perform this procedure to view the users who are configured for UCM
access.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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24 User services

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click
Administrative Users.

The Administrative Users page appears.

The Administrative Users page lists users configured for access
to UCM.

2 View the information for existing users.

--End--

Adding a new local or external user
Perform this procedure to create a new user of UCM and to assign roles
to the new user.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click
Administrative Users.

The Administrative Users page appears.

2 Click Add. The Add New Administrative User page appears.

3 In the User ID field, enter the user ID.

4 In the Authentication Type option, select the user type.

5 In the Full Name field, enter the full name of the user.

6 In the Temporary password field, enter the temporary
password.

Attention: The password that you enter for the new local user
is temporary. After the new user logs on to the UCM for the first
time, they are required to change this password. Therefore,
Nortel recommends that users record the new password in a
secure place.
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7 In the Re-enter password field, reenter the temporary
password, and then click Save and Continue.

The Add New Administrative User Step 2 page appears.

8 In the Role Name column, select the Role Name check boxes
that you want to assign to the user, and then click Finish.

The new user appears in the users list.

--End--

Variable definitions

Variable Value

User ID ID of the user. This field can accept up
to 31 characters and allows characters
such as lowercase letters (a-z),
uppercase letters (A-Z), numbers
(0-9), and special characters (- and _).

Authentication type Type of user: Local user or External
user.

Full Name Full name of the user.

Temporary password New password for the user. This field
allows characters such as lowercase
letters (a-z), uppercase letters (A-Z),
numbers (0-9) and special characters
({}|()<>,/.=[]_@!$%-+":?‘\; ). The
minimum length of the password is 8
characters.

Re-enter password Reenter the new password for the
user.

Role Name Roles that a new user can perform.

Disabling an user
Perform this procedure to disable the user in the UCM network.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click
Administrative Users.

The Administrative Users page appears.
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26 User services

2 Under User ID, select the User ID check box that you want to
disable and then click Disable.

The Account Status for the selected user changes to Disabled.

--End--

Deleting an user
Perform this procedure to delete a user in the UCM network.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click
Administrative Users.

The Administrative Users page appears.

2 Under User ID, select the User ID check box that you want to
delete, and then click Delete.

The Delete Users page appears.

3 After you are prompted to confirm the deletion of user, click
Delete.

Attention: Users cannot delete their own account.

--End--

Configuring user properties
Perform this procedure to change the password and full name for a user,
to disable and enable a user account.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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Procedure Steps

Step Action

1 In the navigation pane, under User Services, click
Administrative Users.

The Administrative Users page appears.

2 Under User ID, click the User ID to which you want to set
properties and assign roles.

The Users Details (admin) page appears.

3 To disable or enable the user, select the disabled or enabled
option button.

4 In the Password Reset section, in the Password field, enter a
new password.

5 In the Re-enter password field, type the new password again.

6 (Optional.) In theFull Name field, edit the name of the user.

7 Click Save.

--End--

Variable definitions

Variable Value

Enabled Enables the user ID.

Disabled Disables the user ID.

User ID ID of the user. This field can accept up
to 31 characters and allows characters
such as lowercase letters (a-z),
uppercase letters (A-Z), numbers
(0-9), and special characters (- and _).

Password New password of the user. This field
allows characters such as lowercase
letters (a-z), uppercase letters (A-Z),
numbers (0-9), and special characters
({}|()<>,/.=[_@]!$%-+":?‘\; ). The
minimum length of the password is 8
characters.

Re-enter password Reenter the new password for the
user.

Full Name Full name of the user.
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28 User services

Editing user role mapping
Perform this procedure to select roles to authorize a user for associated
features and element permissions.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click
Administrative Users.

The Administrative Users page appears.

2 Under User ID, click the User ID to which you want to set
properties and assign roles.

The Users Details (admin) page appears.

3 In the Roles section, click Select Roles.

The User Roles page appears for the selected user.

4 In the Roles section, select or deselect the Role Name check
box, and then click Save. The User Details page appears.

5 Click Save.

--End--

External authentication scheme and authentication server
configuration

This chapter provides information about configuring external authentication
scheme and authentication server for UCM.

The Unified Communications Management supports up to four
authentication authorities:

• local servers

• external RADIUS servers

• external LDAP servers (including Sun ONE or Microsoft active directory
server)

• KERBEROS servers

The authentication servers policy controls the settings for the external
LDAP, RADIUS, and KERBEROS servers.
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External authentication scheme and authentication server configuration 29

Navigation

• "Editing the authentication scheme" (page 29)

• "Configuring authentication servers" (page 29)

Editing the authentication scheme
Perform this procedure to edit the authentication scheme.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click External
Authentication.

The External Identity Repositories page appears.

2 In the Authentication Scheme section, click Edit.

The Authentication Scheme page appears.

3 Select the required authentication scheme, and then click Save.

--End--

Configuring authentication servers
Perform this procedure to configure authentication servers.

When the target LDAP server is not the Microsoft Active Directory, the
external user must have the UID attribute mapped to their logon name.
When the LDAP server is the Microsoft Active Directory, the full name of
the external user must be the same as the logon name that makes the CN
attribute of the external users the same as the login name.

The TCP port that is used for the external LDAP server and the UDP port
used for the external RADIUS server must be open in the Linux iptables
firewall on both the primary security service and backup primary security
service. To check the status of the iptables rules, use service iptables
status.

In the Authentication Servers page, the administrator has the option of
provisioning a LDAP, RADIUS, or KERBEROS server.
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Navigation

• "Provisioning the LDAP server" (page 30)

• "Provisioning the RADIUS server" (page 31)

• "Provisioning the KERBEROS server" (page 32)

Provisioning the LDAP server
Perform this procedure to complete the required information for the LDAP
authentication server.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

• Ensure the Linux iptable firewall setting on both the primary and backup
security service allows the TCP port as source port.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click External
Authentication.

The External Identity Repositories page appears.

2 In Authentication Servers section, click Configure.

The Authentication Servers page appears.

3 Select the Provision LDAP Server check box.

4 In the IP (or DNS) field, enter the IP address or DNS name of
the LDAP server.

5 In the TCP Port field, enter the TC port number of the LDAP
server.

6 In the Base Distinguished Name field, enter the base DN of the
LDAP server.

7 Select the SSL/TLS Mode option button if the LDAP server
supports SSL/TLS connections.

8 Select the Is Active Directory option button if the active
directory does not support anonymous binding.

9 In the Distinguished Name for Root Binding field, enter the
distinguished name for the root binding.

10 In the Password field, enter the password for the root binding.

11 Click Save.

--End--
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Variable definitions

Variable Value

IP (or DNS) IP address or DNS name of the LDAP
server.

TCP Port TC port number of the LDAP server.
For example, 389.

Base Distinguished Name Base DN of the LDAP server. For
example, dc=nortel, dc=com.

SSL/TLS Mode SSL/TLS connections. Select it if
LDAP server supports them.

Is Active Directory Select this option button if the active
directory does not support anonymous
binding.

Distinguished Name for Root Binding Distinguished Name for Root Binding.
For example, cn=Bob, cn=Users,
dc=nortel, dc=com.

Password Password for root binding.

Provisioning the RADIUS server
Perform this procedure to complete the required information for the
RADIUS authentication server.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

• Ensure the Linux iptable firewall setting on both the primary and backup
security service allows the UDP port as source port.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click External
Authentication.

The External Identity Repositories page appears.

2 In the Authentication Servers section, click Configure.

The Authentication Servers page appears.

3 Select the Provision Radius Server check box.

4 In the IP (or DNS) field, enter the IP address or DNS name of
the primary RADIUS server.

5 In the UDP Port field, enter the UDP port number of the primary
RADIUS server.
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6 In the Shared Secret field, enter the shared secret of the
RADIUS server

7 Click Save.

--End--

Variable definitions

Variable Value

IP (or DNS) IP address or DNS name of the
primary RADIUS server.

UDP Port UDP port number of the primary
RADIUS server.

Shared Secret Shared secret of the RADIUS serve.

Provisioning the KERBEROS server
Perform this procedure to complete the required information for the
KERBEROS server.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click External
Authentication.

The External Identity Repositories page appears.

2 In Authentication Servers section, click Configure.

The Authentication Servers page appears.

3 Select the Provision Kerberos Server check box.

4 In the DC Host Name (FQDN) field, enter FQDN in the following
format: machineName.domainName.com/net/.

5 In the DC Computer Domain field, enter the domain name of
the Kerberos server.

6 In the Keytab File field, enter the encrypted Kerberos server
key.

7 Click Save.

--End--
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Variable definitions

Variable Value

DC Host Name (FQDN) Enter FQDN in the following format:
machineName.domainName.com/net.

DC Computer Domain Domain name of the Kerberos server.

Keytab File Encrypted Kerberos server key.

Password management
This chapter provides information about viewing password information and
changing the password of an administrator.

Navigation

• "Viewing password information" (page 33)

• "Changing password" (page 33)

Viewing password information
Perform this procedure to determine when the password was changed and
when it expires.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator. An
external user cannot review or change the password.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click Password.

The Password Status page appears.

--End--

Changing password
Perform this procedure to change the administrator password.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under User Services, click Password.
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The Password Status page appears.

2 Click Change Password.

The Change Password page appears.

3 In the Current password field, enter the current password.

4 In the New password field, enter the new password.

5 In the Confirm new password field, enter the new password.

6 Click Save.

--End--

Variable definitions

Variable Value

Current password Existing password of the administrator.

New password New password of the administrator.
Your new password must contain a
minimum of eight characters with

• at least one number from zero to
nine

• one special character such as an
exclamation mark (!)

• one uppercase and lowercase
character

Allowed characters in the password
are: a-zA-Z0-9{}|(),/.=[]^~_@!‘;
You cannot use your previous six
passwords.
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Security
This chapter provides information about managing users and roles,
establishing password policies, distributing and maintaining Web SSL and
SIP TLS security certificates, managing the private certificate authority,
and managing sessions of logged on users.

Navigation
• "Roles" (page 35)

• "Policies" (page 39)

• "Certificate management" (page 45)

• "Active sessions" (page 50)

Roles
This chapter provides information about performing the various role
management tasks required to manage roles within the UCM. This feature
provides group-level authentication functions and element permissions.

Navigation

• "Viewing existing roles" (page 35)

• "Adding roles" (page 36)

• "Role mapping to a role assignment or edition." (page 37)

• "Editing a role" (page 38)

• "Deleting roles" (page 39)

Viewing existing roles
Perform this procedure to view the existing roles in the UCM.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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Procedure Steps

Step Action

1 In the navigation pane, under Security, click Roles. The Roles
page appears with a list of available roles.

2 Scroll down through the list of role names to get to the end.

--End--

Adding roles
Perform this procedure to add new role for specific access control policies
in the UCM.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Roles.

The Roles page appears with a list of available roles.

2 Click Add.

The Add New Role Step 1 page appears.

3 In the Role Name field, enter the unique role name.

4 In the Role Description field, enter a brief description for the
new role.

5 Click Save and Continue.

The Role Details (Role Name) page appears.

6 Click the Element/Service Permission mapping tab.

7 Click Add Mapping.

The Select Element to Map to Role (Role Name) page appears.

8 Select an element to map to a role, and then click Next.

The Permission Mapping page appears.

9 Assign permissions for this role by selecting one or more
check boxes. If there is a list beside the permission name, the
administrator has the option to deny, modify, or view the option
for the permission associated with the role.

10 Click Save.
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The Role Details (Role Name) page appears.

--End--

Variable definitions

Variable Value

Role Name Name of the role that you are adding
for specific access control policies
in the UCM. The role name must be
between 1-26 characters in length.
Allowed characters are: a-z, A-Z, 0-9,
-, and _.

Role Description A brief description of the role that you
are adding.

Element Name Name of the element to be mapped to
role.

Role mapping to a role assignment or edition.
Perform this procedure to assign or edit permission mapping to a role.

There are two options for assigning permission mapping to a role. You can
select an element to add to a role by clicking Select Users or by copying
the mapping from another role by selecting Copy all From.

Navigation

• "Selecting users" (page 37)

• "Copying user assignment" (page 38)

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Selecting users
Perform this procedure to assign or edit a role to individual users.

Procedure Steps

Step Action

1 Click the Assigned Users tab.

2 Click Select Users to assign or edit a role to individual users.
The Assigned Users (Role Name) page appears.

3 Select one or more check boxes beside the user name to grant
permissions associated with this role.
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4 Click Save. The Role Details (Role Name) page appears.

--End--

Copying user assignment
Perform this procedure to copy user assignments from another role to the
new role.

Procedure Steps

Step Action

1 In the Assigned Users tab, click Copy All From.

The Permission Mapping (all Permissions for Role Name) page
appears.

2 Select a role from the Copy from Role list.

The Role Details (Role Name) page appears.

3 Click Save.

The Role page appears. You can use this page to view the new
permissions for that role.

--End--

Editing a role
Perform this procedure to edit the role description, Element/Service
Mapping, and Assigned Users. You cannot change role name from the
Role Details page

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Roles. The Roles
page appears.

2 In the Role Name column, click a role name item to edit the
description.

The Role Details (Role Name) page appears.

3 In the Description field, edit the information as required.
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4 Click Save. The Role page appears.

--End--

Deleting roles
Perform this procedure to delete roles.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Roles. The Roles
page appears.

2 Select the Role Name check box that you want to delete, and
then click Delete.

3 After you are prompted to confirm the deletion of the Role Name,
click Delete.

--End--

Policies
This chapter provides information about configuring password policies for
locally authenticated users, managing session settings, security settings,
and the single sign-on cookie domain.

Navigation

• "Viewing security policies" (page 39)

• "Editing password policies" (page 40)

• "Editing session properties" (page 43)

• "Security settings" (page 44)

• "Editing the Single Sign-on Cookie Domain" (page 44)

Viewing security policies
Perform this procedure to view the security policies.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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Procedure Steps

Step Action

1 In the navigation pane, under Security, click Policies. The
Policies page appears.

2 View the policy settings currently in the UCM.

--End--

Editing password policies
Perform this procedure to edit password policies including aging, history,
strength, and lockout password policies in the UCM.

An invalid logon message appears for the following scenarios:

• A logon attempt is made on a disabled account.

• The password is invalid.

• The maximum number of log on attempts has been reached.

• The password is expired.

For each scenario, the system responds with a message that invalid logon
credentials were used. The user must contact the security administrator for
additional information.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Policies. The
Policies page appears.

2 In the Password Policy (for locally authenticated users)
section, click Edit. The Password Policy page appears.

3 In the Aging section, select the Aging check box.

4 In the Expiration period field, enter the number of days for the
password to expire.

5 In the Expiration warning field, enter the number of days to
send a warning message to a user that the password is about to
expire.

6 In the Minimum age field, enter the number for the minimum
allowable days for password age.
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Attention: Ensure that the number for the expiration period is
higher than the minimum password age number.

7 In the History section, select the History check box

8 In the Previous passwords blocked field, enter the number for
the number of passwords to remember in history.

9 In the Strength section, in the Minimum Total Length field,
enter a number for the minimum number of total characters for
the password.

10 In the Minimum by character Type fields, in the Lower case
field, enter the minimum number of lowercase characters for the
password from 6 to 25.

Attention: The sum of the total characters for the password
cannot exceed minimum total length.

11 In the Upper case field, enter the minimum number of
uppercase characters for the password.

12 In the Numeric case field, enter the minimum number of
numeric characters for the password.

13 In the Special case field, enter the minimum number of special
characters for the password.

14 In the Lockout section, select the Lockout check box.

15 In the Consecutive Invalid Login Attempts field, enter a
number for failed attempts from 1 to x.

16 In the Interval for Consecutive Invalid Login Attempts
field, enter the interval in number of minutes from 0 to x for
consecutive invalid logon attempts.

17 In the Lockout Time field, enter the number of minutes from 0 to
x until the account is unlocked.

18 Click Save.

Attention: A user can log on successfully with a valid user
name and password when the required time for a failed logon
attempt is reached.The system sends a warning message when
a password is about to expire. You must change the password.
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--End--

Variable definitions

Variable Value

Expiration period The maximum allowable days for the
password to be active. Accepts a
number from 1 to 365. The default
value is 90.

Expiration warning Number of days to send a warning
message to a user that password is
about to expire. Accepts a number
from 1 to 15. The default value is 7.

Minimum age The minimum allowable days for
password age. Accepts a number
between 0 to 7. The default value is 3.

Previous passwords blocked Number from 1 to 99 for the number
of passwords to remember in history.
The default value is 6.

Minimum Total Length The minimum number of total
characters for the password. The
minimum range is 6 to 25. The default
value is 8.

Lower case The minimum number of lowercase
characters for the password 1 to x.
The default value is 1.

Upper case The minimum number of uppercase
characters for the password from 1 to
x. The default value is 1.

Numeric case The minimum number of numeric
characters for the password from 1 to
x. The default value is 1.

Special case The minimum number of special
characters for the password from 1 to
x. The default value is 1.

Consecutive Invalid Login Attempts The number for failed attempts from 1
to 20. The default value is 5.
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Variable Value

Interval for Consecutive Invalid Login
Attempts

The interval in number of minutes from
0 to 120 for consecutive invalid logon
attempts. The default is 10 minutes.

Lockout Time The number of minutes from 0 to 120
until the account is unlocked. The
default is two minutes.

Editing session properties
Perform this procedure to manage the properties of user sessions
including maximum session time and maximum idle time.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Policies. The
Policies page appears.

2 In the Session Properties section, click Edit.

The Session Properties page appears.

3 In the Maximum Session Time field, enter a number for the
maximum session time in minutes from 10 to 1440.

4 In the Maximum Idle Time field, enter a number for the
maximum idle time in minutes from 10 to 1440.

Attention: The maximum idle time must not exceed the
maximum session time.

5 Click Save.

--End--
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Variable definitions

Variable Value

Maximum Session Time Number for maximum session time in
minutes from 10 to 1440. The default
value is 120.

Maximum Idle Time Number for the maximum idle time in
minutes from 10 to 1440. The default
value is 30.

Security settings
The Unified Communication Management provides a customizable logon
banner that appears after a user logs on to the system. The customizable
banner is intended for use by customers that have security policies that
require network equipment to display a specific message to users when
they log on.

Navigation

• "Editing login warning banner" (page 44)

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Editing login warning banner
Perform this procedure to customize the message for the login warning
banner in UCM.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Policies. The
Policies page appears.

2 In the Security Settings section, click Edit.

The Security Settings page appears.

3 In the Login Warning Banner text area, edit the text as
required.

The maximum number of characters allowed is 2500.

4 Click Save.

--End--

Editing the Single Sign-on Cookie Domain
Perform this procedure to change the Single Sign-on Cookie Domain.
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When you configure the primary and backup security servers in different
domains, Single Sign-on (SSO) requires authentication to switch from the
primary to backup security server. For authentication, the primary and
backup security server domain names must match.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Policies. The
Policies page appears.

2 In the Single Sign-on Cookie Domain section, click Edit.

The Edit Domain Name page appears.

3 From the Single Sign-On Cookie Domain list, select a URL to
change the Single Sign-on Cookie Domain.

4 Click Save.

Attention: After you change the SSO Cookie Domain, users
must clear the existing UCM related cookies from the cache in
the Internet browser for all users.

--End--

Certificate management
This chapter provides information about distributing and maintaining SSL
and SIP TLS security certificates, and managing the Private Certificate
Authority.

There are two tabs in this window, Certificate Endpoints and Private
Certificate Authority. The Certificate Endpoints tab is the default window.

Use the Certificate Endpoints tab to view details of certificates or update
the Certificate Revocation List (CRL).

Use the Private Certificate Authority tab to display a list of all the issued
and revoked certificates.
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Navigation

• "Adding a certificate" (page 46)

• "Enabling trust for a certificate" (page 46)

• "Disabling trust for an element" (page 47)

• "Deleting a certificate" (page 47)

• "Updating the Certificate Revocation List" (page 48)

• "Downloading Private Certificate Authority details" (page 48)

• "Revoking a certificate" (page 49)

• "Downloading the Certificate Revocation List details" (page 49)

Adding a certificate
Perform this procedure to add a certificate.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 In the Certificate Authorities section, click ADD.

The Add a CA to the Service window appears.

3 In the Friendly name field, enter a unique friendly name.

4 Copy the content of the certificate authority X.509 certificate, and
then paste that in to the text area below.

5 Click Submit.

--End--

Variable definitions

Variable Value

Friendly name Type a string used to identify the
certificate, such as UCM Primary
Security Server.

Enabling trust for a certificate
Perform this procedure to enable trust for a certificate.
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Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 In the Certificate Authorities section, select the friendly name
option button that you want to enable the trust.

3 Click Enable Trust. The Trusted status for the selected
certificate changes to "Yes".

--End--

Disabling trust for an element
Perform this procedure to disable trust for a certificate.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 In the Certificate Authorities section, select the friendly name
option button that you want to disable the trust.

3 Click Disable Trust. The Trusted status for the selected
certificate changes to "No".

--End--

Deleting a certificate
Perform this procedure to delete a certificate.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 In the Certificate Authorities section, select the friendly name
option button that you want to delete.

3 Click Delete.

4 After you are prompted to confirm the deletion of the selected
certificate, click OK.

--End--

Updating the Certificate Revocation List
Perform this procedure to update a Certificate Revocation List for an
endpoint.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 In the Certificate Authorities section, click Update CRL.

The Update CRL window appears.

3 Paste the CRL in to the text area, and then click Submit.

--End--

Downloading Private Certificate Authority details
Perform this procedure to download the Private Certificate Authority
details.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 Click the Private Certificate Authority tab. The Private
Certificate Authority page appears.

3 In the Private Certificate Authority Details section, click
Download to download the certificate contents.

The File Download - Security Warning window appears.

4 Click Save. The Certificate Details window appears showing the
details of the certificate.

5 Click OK.

--End--

Revoking a certificate
Perform this procedure to revoke a certificate.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 Click the Private Certificate Authority tab. The Private
Certificate Authority page appears.

3 In the Certificates section, select one or more of the check
boxes beside the Serial Number, and then click Revoke to
revoke the selected certificates.

--End--

Downloading the Certificate Revocation List details
Perform this procedure to download the Certificate Revocation List (CRL)
details.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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Procedure Steps

Step Action

1 In the navigation pane, under Security, click Certificates. The
Certificate Management page appears.

2 Click the Private Certificate Authority tab. The Private
Certificate Authority page appears.

3 Click the Private Certificate Authority tab.

4 In the Certificate Revocation List (CRL) details section, click Get
CRL.

The File Download window appears.

5 Click Save.

--End--

Active sessions
This chapter provides information about viewing the session information for
any user who is currently logged on.

Navigation

• "Viewing active sessions" (page 50)

• "Terminating active sessions" (page 51)

Viewing active sessions
Perform this procedure to view active sessions in the UCM and session
time for the user.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Active Sessions.
The Active Sessions page appears.

The sessions are sorted in the User ID column.

2 View the active sessions currently in the UCM.

--End--
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Terminating active sessions
Perform this procedure to terminate the active sessions in the UCM.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Security, click Active Sessions.
The Active Sessions page appears.

2 Select the check box beside the sessions that you want to
terminate.

3 Click Terminate.

The selected sessions are deleted from the current sessions
table.

The administrators with terminated sessions are required to log
on again.

--End--
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Tools
This chapter provides information about logs, device and server
credentials, and license administration.

Navigation
• "Logs" (page 53)

• "Device and Server Credentials Editor configuration" (page 54)

• "License administration" (page 59)

Logs
This chapter provides information about viewing management activity logs
for all servers in your Common Manager framework. You can open log
files directly or download them for offline.

Navigation

• "Viewing log files" (page 53)

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Viewing log files
Perform this procedure to view log files in the UCM.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Logs.

The Logs page appears. This page contains the directory list for
recorded logs.

2 Click a Filename to view the file information.

3 To open a log file in a new browser window, right-click the name
of a log file, and then select Open in new window.
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4 To download a log file, right-click the name of a log file, and then
select Save target as. Select a location on the computer to save
the log file.

--End--

Device and Server Credentials Editor configuration
This section provides information about configuring device credentials
using the Device and Server Credentials Editor.

Nortel Unified Communication Management (UCM) applications use
SNMP v1/v2/v3, Telnet, CIM/XML, SSH, FTP, RLogin, or SSH protocols
for communication with network infrastructure devices such as routers.
The protocol required depends on the type of device. It uses the WMI
protocol to communicate to a windows server. Each set of credential
information is referred to as a credential set. These credential sets allow
UCM applications to retrieve information from the network elements and
devices. The Device and Server Credentials Editor service maintains a list
of credential sets for the devices that make up a network. You can enter
credentials for every device (IP address) or for a range of IP addresses.
See the documentation for your network devices to determine which
protocols they use for authentication.

When using Network Discovery in VPFM, the application uses these
credentials to discover network devices and servers. For more information
about network discovery, see Nortel Visualization Performance and Fault
Manager—Configuration (NN48014-500).

The following table lists the categories of credential information that can be
managed in the Device and Server Credentials Editor.

Table 1
Device and Server Credentials Editor fields

Credential information Attributes

Name Credential set name

IP Address or Range Device/Server IP Address or Address Range

SNMPv1/v2 Read Community
Write Community

SNMPv3 SNMPv3 User
Authorization Protocol (MD5, SHA1, None)
Authorization Key Privacy Protocol (AES128,
DES, 3DES, None) Privacy Key

Telnet Telnet User name
Telnet Password
Telnet Port
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Table 1
Device and Server Credentials Editor fields (cont’d.)

FTP FTP User name
FTP Password
FTP Port

SSH SSH User name
SSH Password
SSH Port

CIM-XML CIM User name
CIM Password

RLogin RLogin User name
RLogin Password

Windows Server Windows User name
Windows Password
Windows Domain

Navigation
• "Adding a credential set" (page 55)

• "Deleting a credential set" (page 56)

• "Editing a credential set" (page 57)

• "Importing a credential set" (page 58)

• "Exporting a credential set" (page 58)

• "Refreshing the credential set list" (page 59)

Click here to view a multimedia presentation about setting device credentials
http://www31.nortel.com/webcast.cgi?id=8006

Adding a credential set
Perform this procedure to add a new credential set to Unified
Communications Management (UCM). You must add a credential set for
each device you want to manage.

The set name accepts printable ASCII characters, but not special
characters (%(/!\)). You can enter the space ( ), dash (-), and underscore
(_) characters.

The set name must be unique. If you add a new entry or rename an
existing one with a set name already used in another entry, a warning
message appears.
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Prerequisites

• You must have installed the UCM. The Unified Communications
Management is installed when you install a UCM application (VPFM,
VPFM Lite, EPM, or NRM). For more information, see the installation
guide for UCM application.

• Ensure that you are logged on to UCM as administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Device and Server
Credentials.

The Device and Server Credentials Editor page appears.

2 Click Add Credential Set.

The Add Credential Set dialog box appears.

3 In the Set Name field, enter the Set Name.

4 In the IP Address/Range field, specify the IP address
information for the credential.

For a list of valid IP addresses and ranges, see "IP addresses
and ranges reference" (page 67).

5 Add device credential information on the appropriate tab. For
more information about the available tabs, see Table 1 " Device
and Server Credentials Editor fields" (page 54) .

Each tab corresponds to an authentication protocol. The
information you enter depends on the type of authentication your
device uses.

6 Click Save.

The credential set appears in the panel.

--End--

Deleting a credential set
Perform this procedure to remove a credential set from the Device and
Server Credentials Editor.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.
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Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Device and Server
Credentials.

The Device and Server Credentials Editor page appears.

2 Click the credential set that you want to remove.

You can select several credential sets at once by holding down
the CTRL key, and then clicking the credential sets.

3 Click Delete Credential Set(s).

After you are prompted to confirm the deletion of credential set,
click Delete.

--End--

Editing a credential set
Perform this procedure to edit a credential set to change the set name, IP
address, and device credential information for a credential set.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Device and Server
Credentials.

The Device and Server Credentials Editor page appears.

2 Click the credential set that you want to change.

3 Click Edit Credential Set.

The Edit Credential Set dialog box appears.

4 Make changes to the credential set as required.

5 If you want to specify a different type of device credential
information, click the Show All tab, and then type the new
device credential information in the appropriate tab.

6 Click Save.

Nortel Unified Communications Management
Common Services Fundamentals
NN48014-100 02.01 Standard

8 June 2009
Copyright © 2008-2009 Nortel Networks

.



58 Tools

All specified IP addresses are validated after saving the
changes.

--End--

Importing a credential set
Perform this procedure to import the credential set to the UCM.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Device and Server
Credentials.

The Device and Server Credentials Editor page appears.

2 Click Import Credentials button.

The Import Credential Set(s) window appears.

3 Click Browse, and then choose the credentials XML file to
import.

4 (Optional.) To overwrite the existing entries of credential set,
select the Overwrite existing entries check box.

5 Click Import.

--End--

Exporting a credential set
Perform this procedure to export credential set from the UCM to a local
XML file.

Prerequisites

• Ensure that you are logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Device and Server
Credentials.

The Device and Server Credentials Editor page appears.

2 Click Export Credentials.
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The Export Credential Set(s) window appears.

3 Click Export.

The Credential Sets exports to a local XML file. The name of the
XML file is autogenerated.

The File Download window appears.

4 Click Save.

--End--

Refreshing the credential set list
Perform this procedure to refresh the credential set list.

Use the manual refresh command to ensure that the information that
appears in the Device and Server Credentials Editor is up-to-date.
Updates to the credential sets list cannot immediately be reflected in the
Device and Server Credentials Editor until it is refreshed. Credential sets
update automatically every 10 seconds.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Device and Server
Credentials.

The Device and Server Credentials Editor page appears.

2 Click Refresh located at the bottom of the page.

The list of available credential sets is refreshed from the UCM
database.

--End--

License administration
This chapter provides information about adding a license file, exporting a
license file, generating a license report, and refreshing license information.

Navigation

• "Adding license file" (page 59)

• "Exporting license file" (page 60)

• "Refreshing license information" (page 60)

Adding license file
Perform this procedure to add a license to an application.
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Prerequisites

• Ensure that you must have logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Licensing
Administration.

The Licensing Administration page appears.

2 Click Add License. The Add License dialog box appears.

3 In the License field, browse to locate the license file.

4 Click Add.

--End--

Exporting license file
Perform this procedure to export a license from the product name table
to the local machine.

Selection of one license file from an application exports all licenses for that
application.

Prerequisites

• Ensure that you must have logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Licensing
Administration.

The Licensing Administration page appears.

2 In the product name table, select the product license to be
exported.

3 Click Export License. The File Download window appears.

4 Click Save.

--End--

Refreshing license information
Perform this procedure to refresh the license information.
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Prerequisites

• Ensure that you must have logged on to the UCM as an administrator.

Procedure Steps

Step Action

1 In the navigation pane, under Tools, click Licensing
Administration.

The Licensing Administration page appears.

2 Click Refresh. The license information in the product name table
refreshes.

--End--
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Backup and Restore
You can back up and restore, on demand, all data within Unified
Communications Management applications. Backup and Restore
functionality is accessed from the command line.

All backup files are stored in a folder named backups under the
UCM_HOME/bin directory. Backup files are stored in JAR format.
The application writes debug information of its operations into log files
located in common services installation folder: UCM_HOME. Backup
archives are stored in [YY]-[MM]-[DD]_[HH].[mm].jar format (for example,
2008-06-09_15.33.jar).

Within common services, you can backup the following data:

• jbossdb database in MySQL (for Device and Server Credentials data)

• users and roles data (only on primary with the same FQDN)

• license files

• profiles/device attributes xml file (located in [UCM_JBOSS_HOME]/
server/default/conf)

You do not have to stop services (JBoss, MySQL, and license server) to
run the backup process.

The following sections describe backup and restore procedures:

• "Backing up UCM files" (page 63)

• "Restoring UCM files" (page 64)

Click here to view a multimedia presentation about backup and restore
operations http://www31.nortel.com/webcast.cgi?id=8007

Backing up UCM files
Use the following procedure to backup UCM files.
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Prerequisites

• You must be logged on to the UCM server as and "Administrator" (in a
Windows environment), or as "root" (in Linux).

• You can only backup and restore the same major application version.
Differences between minor versions are supported. For example, you
can backup and restore from version 1.0 to 1.1, but not from 1.0 to 2.0.

Attention: Do not abort the backup or restore in the middle of the
process (for example by pressing Ctrl+C). Doing so may compromise
system stability.

Procedure Steps

Step Action

1 From the command prompt, run the following script:C:\Program
Files\Nortel\UCM\backupAllData.bat

OR

If using Linux, run the following script from the command shell:
/opt/nortel/ucm/backupAllData.sh

2 Enter the database administrator password when prompted.

The system backs up all UCM data.

--End--

Restoring UCM files
Use the following procedure to restore a previously backed up archive.

Prerequisites

• Ensure that you must have logged on to the UCM server as and
"Administrator" (in a Windows environment), or as "root" (in Linux).

• You can only backup and restore the same major application version.
Differences between minor versions are supported. For example, you
can backup and restore from version 1.0 to 1.1, but not from 1.0 to 2.0.

Attention: Do not abort the backup or restore in the middle of the
process (for example by pressing Ctrl+C). Doing so may compromise
system stability.
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Procedure Steps

Step Action

1 From the command prompt, run the following script:C:\Program
Files\Nortel\UCM\restoreAllData.bat

OR

If using Linux, run the following script from the command shell:
/opt/nortel/ucm/restoreAllData.sh

2 Enter the database administrator password when prompted.

3 Enter the name of the archive you wish to restore.

The system restores the selected archive. You may be required
to restart services after the restore is complete.

--End--
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.

IP addresses and ranges reference
This section provides details about the valid IP addresses and IP ranges
used by the Device and Server Credentials Editor.

Valid IP addresses and ranges
The following section describes the valid IP addresses and ranges used
for device credentials.

Navigation
• "Valid IP addresses" (page 67)

• "Valid IP address ranges" (page 67)

• "IP address format limitations" (page 68)

Valid IP addresses
IPv4 addresses must conform to the following format: [1-255].[0-255].[0-2
55].[0.255].

IPv6 addresses must conform to IPv6 rules:

• IPv6 addresses must contain eight groups of four hexadecimal digits.

• Each group must be separated by a colon (:).

• If one or more four-digit group or groups appears as 0000, the zeros
may be omitted and replaced with two colons (::). For example, the
following are valid IPv6 addresses:

— 2001:0db8:85a3:08d3:1319:8a2e:0370:7334

— 2001:0db8::1428:57ab

Valid IP address ranges
When specifying IP address ranges, only consecutive wild cards starting
from the last octet of an address are supported. This guarantees one
continuous range. For example, only the following combinations are valid:

• IPv4:

— 17.0.9.* (same as 17.0.9.0-17.0.9.255)
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— 17.0.*.* (same as 17.0.0.0-17.0.255.255)

— 17.*.*.* (same as 17.0.0.0-17.255.255.255)

— *.*.*.* (same as 0.0.0.0-255.255.255.255)

— 17.*.9.9 is invalid

— 0.0.0.0 and 255.255.255.255 are considered to be valid IPs only if
they are given within a range. For example, 0.0.0.0 as single IP is
invalid, but 0.0.0.0-2.3.4.5 is a valid range.

• IPv6:

— 2001:0db8:85a3:08d3:1319:8a2e:0370:* (same as 2001:0db8:85a
3:08d3:1319:8a2e:0370:0000-2001:0db8:85a3:08d3:1319:8a2e:03
70:ffff)

— 2001:0db8:85a3:08d3:1319:8a2e:*:*

— 2001::8a2e:0370:*

• IPs contained in a range cannot have wild cards. For example,
192.168.4.*-192.168.5.245 is an invalid range.

IP address format limitations
The following formats are not supported by Device and Server Credentials
Editor:

• An address/subnet mask pair (for example, 10.127.100.0/255.255.25
5.0)

• Network prefix (CIDR) notation (for example, 10.127.100.0/24)
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