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Chapter 1: New in this release

The following section details what’s new in Avaya Visualization Performance and Fault Manager Discovery
Best Practices (NN48014–105) for release 2.2.

Features
See the following sections for information about features.

• Avaya VPFM discovery philosoply on page 5

• Plan your discovery  on page 6

• Discover your network on page 6

• MIB tables required to discover a device on page 6

• Device clusters on page 6

• Discovery of the Switched Firewall on page 6

• Query of the private ARP cache on page 7

• Discovery of the Wireless Security Switch on page 7

• Discovery of links on page 7

• Device circuits on page 7

• Discovery of the Avaya VPN Gateway on page 7

• Discovery of voice application on page 8

• Discovery of third party devices on page 8

• Analysis of Avaya VPFM logs on page 8

Avaya VPFM discovery philosoply
Review the best practices philosophy for Avaya Visualization Performance and Fault Manager
(Avaya VPFM) discovery, including an overview of the standards that Avaya VPFM offers for
a best-in-class discovery and monitoring solution for your network. For more information, see
Avaya VPFM discovery philosophy on page 11.
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Plan your discovery
Before you start your discovery, it is important to plan your discovery with Avaya VPFM. For
more information, see Plan your discovery on page 13.

Discover your network
To accurately discover your network with Avaya VPFM, there is a sequence of procedures to
follow. For more information, see Supplying credentials for a discovery on page 15, 
Configuring a seed for a discovery on page 17, and Excluding a device from discovery on
page 18.

MIB tables required to discover a device
To discover a device, Avaya VPFM requires three standard Management Information Bases
(MIB) tables. For more information, see MIB tables for a device discovery on page 19 .

Device clusters
Avaya VPFM can discover more than one hardware unit that make up a device cluster, which
is managed with a single Management IP. For more information, see Discovery of clusters on
page 20.

Discovery of the Switched Firewall
For Avaya VPFM to discover the Switched Firewall, Simple Network Management Protocol
(SNMP) configurations are required. For more information, see Switched Firewall discovery on
page 21.

New in this release
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Query of the private ARP cache
Avaya VPFM can discover devices behind the Switched Firewall by performing a query of the
private Address Resolution Protocol (ARP) cache of the Switched Firewall device. For more
information, see Discovering devices behind the Switched Firewall  on page 22.

Discovery of the Wireless Security Switch
Avaya VPFM can discover multiple Internet Protocol (IP) addresses belonging to a device to
create one element for the device. For more information, see Wireless Security Switch
discovery on page 23.

Discovery of links
Avaya VPFM uses three protocols to discover links. For more information, see Discovery of
links on page 23.

Device circuits
Avaya VPFM creates device circuits, that contain other devices and end notes, to complete
your network topology map. For more information, see Device circuits in Avaya VPFM on
page 24.

Discovery of the Avaya VPN Gateway
After the management station IP address is provided as an SNMP manager to the device,
Avaya VPFM can discover Virtual Private Network (VPN) routers. For more information, see 
Avaya VPN Gateway discovery on page 24.

Query of the private ARP cache
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Discovery of voice application
Avaya VPFM discovers IP deskphones by querying the open ports on the required devices
after an IP address does not respond to SNMP. For more information, see Voice application
discovery on page 25.

Discovery of third party devices
Avaya VPFM discovers and manages any device that responds to ping and SNMP if the device
implements standard MIBs. For more information, see Discovery of third party devices on
page 26.

Analysis of Avaya VPFM logs
You can view logs related to a discovery on the Discovery Problem Reports page. For more
information, see Analyzing Avaya VPFM logs on page 26.

New in this release
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Chapter 2: Introduction

Avaya Visualization Performance and Fault Manager Discovery Best Practices (NN48014–105) is a new
document. This document describes the best practices guidelines for discovery using Avaya Visualization
Performance and Fault Manager (Avaya VPFM) to discover your network.

Avaya Visualization Performance and Fault Manager Discovery Best Practices (NN48014–105) contains
information on the following topics:

• Avaya VPFM discovery philosophy on page 11

• Plan your discovery on page 13

• Discover your network on page 15
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Chapter 3: Avaya VPFM discovery
philosophy

This chapter describes the philosophy of Avaya Visualization Performance and Fault Manager (Avaya
VPFM) discovery.

Heterogeneous
Avaya VPFM is a best-in-class discovery and monitoring solution for networks consisting of Avaya devices,
and devices from various vendors.

Standards based
To achieve heterogeneity, Avaya VPFM is completely standards based in its approach to discovery. That
is, VPFM uses MIB-2 Management Information Bases (MIB) as opposed to enterprise specific MIBs
whenever possible. For more information, see MIB tables for a device discovery on page 19.

Easy segregation and management
Avaya VPFM uses domains to contain the topology and monitoring data for a discovery. You can create
multiple domains in VPFM, which permits you to discover and manage portions of your network
independent of other portions.

Adapting to your network
If devices do not implement standard link discovery protocols, Avaya VPFM uses a weighted algorithm
for inferring links. The more traffic that is present between these devices, which equates to more entries
in the neighboring switches Forwarding database (FDB) tables, the better the accuracy with which VPFM
performs the inference.
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Chapter 4: Plan your discovery

To achieve the best results from Avaya Visualization Performance and Fault Manager (Avaya VPFM), it
is important to plan your discovery before starting a discovery with Avaya VPFM.

The following is a list of points to consider when planning a discovery.

• Decide on the parts of the network you want to discover.

• Choose a seed router, any layer-3 device, from which all parts of your network are reachable either
directly or indirectly.

• If a subnet does not have any layer-3 device, provide the subnet itself as a seed.

• Avaya VPFM can perform WAN crawls across the supported devices; for example, Contivity devices
and Avaya Secure Routers. But, if the connectivity is across a service provider network, then you
must provide a seed device from the remote networks, in addition to the seed you have already
specified.

• Specify how far you want the discovery to reach out to by providing subnet limits.

• If there are any device types or specific devices you want to exclude from discovery, specify these
in the exclusions criteria.

• Make sure that autotopology, such as SynOptics Network Management Protocol (SONMP) and Cisco
Discovery Protocol (CDP), is enabled on all the devices that support these protocols.

• If you have an out-of-band network setup for management, ensure that the devices Address
Resolution Protocol (ARP) cache reflects the out-of-band addresses. Otherwise, VPFM tries to
access the devices using the in-band addresses, if these are present in the ARP cache.
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Chapter 5: Discover your network

To accurately discover your network with Avaya Visualization and Fault Manager (Avaya VPFM) at a high
level, perform the following procedures in the order they appear.

• Provide the Simple Network Management Protocol (SNMP) and Telnet device credentials in Avaya
Unified Communications Management (Avaya UCM). For more information, see Supplying
credentials for a discovery on page 15.

• Create a discovery domain and provide the discovery seed. For more information, see Configuring
a seed for a discovery on page 17.

• Configure the subnet limits and any exclusions. For more information, see Excluding a device from
discovery on page 18.

For other information relevant to discovering your network, see the following sections.

• MIB tables for a device discovery on page 19

• Discovery of clusters on page 20

• Switched Firewall discovery on page 21

• Discovering devices behind the Switched Firewall  on page 22

• Wireless Security Switch discovery on page 23

• Discovery of links on page 23

• Device circuits in Avaya VPFM on page 24

• Avaya VPN Gateway discovery on page 24

• Voice application discovery on page 25

• Discovery of third party devices on page 26

• Analyzing Avaya VPFM logs on page 26

Supplying credentials for a discovery
Before starting a discovery, you must supply SNMP, and in some cases, Telnet credentials for
all the devices that you are required to discover and manage using Avaya VPFM.

To supply credentials for a discovery, navigate to the Avaya UCM Device Credentials page, as
shown in the following figure.
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 Note:
Avaya VPFM uses a seed to begin the search for devices within your network, using an
Address Resolution Protocol (ARP) cache, and communicates with all these devices to
discover their properties and connectivity. Therefore you must supply credentials for your
discovery seed, and for all devices within your network that you are required to discover and
manage with VPFM.

No credentials are provided by default (for example, SNMP v1/v2c credentials of public/
private for *.*.*.* must be entered).

To enable an SNMP v3 based discovery, make sure that you provide only the SNMP v3
credentials for the device. If you provide SNMP v1 credentials, VPFM uses only the v1
credentials during discovery.

Avaya VPFM requires SNMP (v1, v2c, and v3) credentials to discover most devices in your
network. In some cases, VPFM goes beyond SNMP and uses other protocols such as, Telnet,
Common Information Model (CIM), Port Scanning, and Windows logon credentials for a more
accurate discovery.

Avaya VPFM uses Telnet for discovering and associating Internet Protocol (IP) deskphones to
their registered Avaya Communication Server 1000 (Avaya CS 1000) Signaling Servers. Avaya
VPFM uses the CIM for associating IP deskphones to their registered Avaya Business
Communications Manager (Avaya BCM) systems. For discovery of Wireless Local Area
Network (WLAN) access points and IP deskphones, VPFM scans for open ports on those
devices. For more information, see Voice application discovery on page 25.

For discovering Windows servers, VPFM uses the Windows logon credentials provided.

Discover your network
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Configuring a seed for a discovery
To discover your network with Avaya VPFM, provide the seed routers or seed subnets that
VPFM uses to contact the devices requiring discovery. The discovery seeds can accompany
any exclusions that are provided in the Discovery Configuration page as shown in the following
figure.

 Note:
Avaya recommends that you do not use overly large subnet seeds for discovery.

Avaya recommends that you use router seeds, and only use subnet seeds in situations when
they are the actual LAN in the network or when a layer-3 device is not present in the network
to be discovered.

If you specify more than one subnet-based seed, some of subnet-based seeds are ignored if
one of the seeds results in the discovery of a router which has routing interfaces in the other
subnets.

For example: The subnet seeds specified are 10.127.1.0/24, 10.127.2.0/24 and 10.127.3.0/24.
If the first seed results in the discovery of a router, such as 10.127.1.1 which also has an
interface 10.127.3.1, then the 10.127.3.0/24 is ignored. Avaya VPFM discovers the network
using the routing interface ARP entries.

You must specify a subnet-based seed or provide other router seeds for the subnets you want
discovered.

Configuring a seed for a discovery
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The following table outlines the recommended seeds based on the network topology.

Topology Recommended seed
Layered topology containing Core,
Distribution and Access Switches

One of the core or distribution switches (must
be a layer-3 switch or a router)

Pure Layer-2 network (no layer-3 device) Provide the entire subnet as the seed; for
example, 10.127.22.0/24

Remote networks without supported WAN
routers (like Avaya Secure Router or Avaya
VPN Gateway)

In addition to the seed for the main office,
provide a seed in the remote site as well.

Excluding a device from discovery
In some situations, certain devices may need to be excluded from discovery. Reasons to
exclude a device from discover include, bad SNMP agents that cause loops during discovery,
devices that send incomplete traps that cause issues with the Avaya VPFM trap browser, and
multiple Virtual Router Redundancy Protocol (VRRP) addresses showing up as unmanaged
causing clutter on the Network Browser.

To exclude devices from discovery, in the Discovery Configuration page, provide the IP
addresses of the devices, as shown in the following figure.

Discover your network
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To exclude a device from discover, all the IP interfaces of the device must be in the exclusion
list. If you do not enter all the interfaces in the exclusion list, a device intended for exclusion
may be discovered if any of the other interfaces fall in the discovery range.

To prevent device circuits, containing VRRP IP addresses and other unmanaged devices, from
appearing in the topology, specify Unmanaged Devices as an exclusion criteria for
discovery.

MIB tables for a device discovery
For Avaya VPFM to discover a device completely and reach out to other devices within the
subnet, VPFM requires the following Management Information Bases (MIB) tables to be
implemented on each device.

Avaya VPFM requires the following standard (MIB-2) MIB tables for a device discovery.

Interfaces Table (ifTable)
Avaya VPFM uses the Interfaces Table (ifTable) for discovering physical interfaces (ports) of
a device.

The following figure is an example of an Interfaces Table.

IP Addresses Table (ipAddrTable)
Avaya VPFM uses the IP Addresses Table (ipAddrTable) for discovering all the IP interfaces
of a device. In conjunction with the ifTable, VPFM uses the ipAddrTable to map IP addresses
to actual physical interfaces (by using an index value in both tables).

Any mismatches or inability to associate an IP interface with a physical interface could result
in inconsistent discoveries.

The following figure is an example of an IP Addresses Table.

MIB tables for a device discovery
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ARP Cache (ipNetToMediaTable)
The ARP Cache (ipNetToMediaTable), is queried on all routing interfaces to find all IP
addresses within a routing interface subnet (Layer-2). Avaya VPFM then tries to discover this
set of IP addresses.

Address Resolution Protocol (ARP) cache entries are dynamic in nature and expire routinely
if certain elements (mostly end nodes) are not discovered consistently.

The following figure is an example of an ARP Cache Table.

Discovery of clusters
Avaya VPFM 2.3 discovers device clusters as single devices. Device clusters are typically
comprised of more than one hardware unit, managed with a single Management IP. Traps from
device clusters are handled correctly, as long as they are received from the same management
IP that was discovered. This is true even if a failover happens after discovery.

Because clusters are not discovered as separate components, links to the multiple
components may not be fully and correctly discovered.

Some examples of such clusters are the Switched Firewall cluster (comprised of director and
accelerator appliances) and Secure Network Access clusters. In the case of the Switched
Firewall cluster, only links to the Master accelerator component are discovered.

In the following figure, the firewall device 10.19.75.5 is connected to 10.255.81.10 and
10.255.81.26. In the network, the firewall device is connected to 10.255.81.25 and 10.255.81.9
as well, but VPFM shows the connectivity only to the switches connected to the master
accelerator.

Discover your network
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Switched Firewall discovery
To discover the Switched Firewall discovery device successfully, you must configure the
following SNMP configuration options on the device:

• /cfg/sys/adm/snmp/adv/allinf y

Ensures that the Switched Firewall can respond to SNMP requests sent to any of its IP
addresses.

• /cfg/sys/adm/snmp/adv/getsrcip auto

Sets the source IP of the SNMP response to that of the outgoing interface. You must
ensure that the IP address of the Switched Firewall that Avaya VPFM sends the SNMP
request to, is the outgoing interface through which the SNMP response is sent. For this
purpose, Avaya recommends that you place the server hosting the VPFM service
appropriately with respect to the Switched Firewall device.

The following diagram demonstrates an Switched Firewall discovery.

Switched Firewall discovery
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In the preceding diagram, the VPFM Server is placed in Virtual Local Area Network (VLAN) X
with the Switched Firewall interface (the VPFM Server default gateway). After VPFM learns
the IP address of the firewall in VLAN Y from the routers in the Distribution (Core or Service
Aggregation layer–one of these was selected as the seed route), VPFM attempts to send
SNMP requests to the VLAN Y interface of the firewall. The firewall responds to the VPFM
server through the VPFM outgoing interface in VLAN X. A mismatch in the destination and
source IP addresses in the SNMP request and response occurs, and VPFM ignores the
responses from the Switched Firewall and does not discover the device.

To correct the mismatch in the destination and source IP addresses in the SNMP request and
response, choose one of the following options:

• Place the VPFM server in VLAN Y.

• Provide a seed router from VLAN X (if available) so that VPFM learns about the Switched
Firewall VLAN X interface.

Discovering devices behind the Switched Firewall
To discover the devices behind the firewall, Avaya VPFM queries the private ARP cache of the
Switched Firewall device. To ensure that the SNMP query does not time out (causing the non-
discovery of some of the devices), the Switched Firewall device must operate software 4.2.6.0
or later. You can obtain the latest Switched Firewall image from the Avaya Support Web Site:
http://www.avaya.com/support.

Discover your network
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Wireless Security Switch discovery
Avaya VPFM discovers each of the IP addresses of the Wireless Security Switch (WSS) device
as a separate element, because the WSS device does not implement the ipAddrTable MIB (IP
Address Table). Avaya VPFM requires the ipAddrTable MIB to identify multiple IP addresses
belonging to a device and to create only one element for the device. In the absence of the
ipAddrTable MIB, VPFM is unable to identify the IP addresses as belonging to a single device
and ends up creating multiple elements.

Avaya VPFM may not discover the links between the WSS and the switch that WSS is
connected to, because the WSS device does not provide forwarding database (FDB)
information through SNMP. Avaya VPFM attempts to use only the FDB information from the
connected switch to draw the link, but the operational state of the WSS interfaces may prevent
VPFM from drawing the link.

Avaya VPFM can still manage and monitor the device.

Discovery of links
Avaya VPFM discovers links using the following three protocols:

• Avaya SONMP (s5EnMsTopNmmEosTable MIB)

• LLDP (802.1ab)

• FDB inference (dot1dTpFdbTable MIB)

The following table outlines the Avaya devices that support SNOMP and LLDP (802.1ab).

Device type SONMP LLDP (802.1ab)
ERS 25xx Yes Yes

ERS 45xx Yes Yes

ERS 55xx Yes Yes

ERS 56xx Yes Yes

ERS 16xx Yes No

ERS 83xx Yes Yes

ERS 86xx Yes No

Wireless LAN Security
Switch

No No

Wireless Security Switch discovery
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Device type SONMP LLDP (802.1ab)
Secure Network Access
Switch (SNAS)

Yes No

For devices that do not implement SynOptics Network Management Protocol (SONMP) or Link
Layer Discovery Protocol (LLDP), VPFM uses the FDB table to infer the links. For switches,
both the devices FDB tables must have an entry for each other. For links between a switch
and an end-node, the switch FDB entries are sufficient.

To accurately discover links with the FDB table inference algorithm, VPFM depends on the
presence of traffic on the links, and uses a weighted algorithm; the more traffic that is present
(which equates to more entries in the neighboring switches FDB tables), the better the accuracy
with which VPFM can perform the inference.

Device circuits in Avaya VPFM
On a regular basis, Avaya VPFM creates device circuits; objects that contain other devices
and end-nodes.

Device circuits complete your network topology map. Avaya VPFM uses device circuits to
ensure that all discovered devices are available in the topology map, and places the device
circuits in the correct network.

Device circuits are created when there is no logical information (SONMP, LLDP, or FDB entries)
to connect a device or end-node to a switch. Device circuits are created based on routing
interface ARP information, which is why device circuits are always attached to a layer-3 device
and never to a layer-2 switch.

If there is more than one routing interface for the subnet, there is no definite way to know which
routing interface the device circuits are attached to.

 Note:
If devices have multiple VRRP addresses, VPFM discovers some of the addresses
separately as unmanaged devices that end up in device circuits. To remove unwanted device
circuits, add Unmanaged devices to the exclusion list in your discovery seed
configuration.

Avaya VPN Gateway discovery
For discovery of Virtual Private Network (VPN) routers, ensure that the management station
IP address is provided as an SNMP manager to the device (by using the Business Element

Discover your network
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Manager), and that SNMP MIBs (specifically the Tunnel MIB) are enabled in the Business
Element Manager.

The following figure is an example of the Avaya VPN Gateway Business Element Manager
page.

Voice application discovery
Avaya VPFM discovers Avaya IP deskphones by querying open ports on the IP deskphones,
not SNMP.

After an IP address does not respond to SNMP, VPFM queries the device to check if certain
ports are open.

You can identify Avaya IP deskphones by the following open ports: 5000, and 5001.

The Avaya Secure Router 4134 (Avaya SR 4134) can include a VoIP module. To ensure that
VPFM discovers and lists the VoIP module as a Voice Application in VPFM, enter telnet

Voice application discovery
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credentials for the Avaya SR 4134 on the Avaya Unified Communications Manager (Avaya
UCM) credentials page.

To associate the discovered IP deskphones with their respective Avaya Communication Server
1000 (Avaya CS 1000) systems, ensure that you enter the telnet credentials for the Signaling
Server in the Avaya UCM credentials page.

To associate the discovered IP deskphones with their respective Avaya Business
Communications Manager (Avaya BCM) systems, make sure that the CIM credentials are
entered for the Avaya BCM in the Avaya UCM credentials page.

Discovery of third party devices
Avaya VPFM discovers and manages any device that responds to ping and SNMP. The only
requirement is that third party devices implement standard MIBs (also called MIB-2 MIBs) to
ensure that VPFM accurately discovers and connects the third party devices in the topology.

Because of various differences in the way certain configurations, such as clustering, are
implemented in different devices, the devices are exposed through enterprise MIBs (non-
standard MIBs). There is no guarantee that VPFM can accurately discover and visualize these
configurations in the VPFM topology maps.

Analyzing Avaya VPFM logs
To view logs related to a discovery, on the toolbar of the Network Discovery page, click on the

 button. A Discovery Problem Reports page appears.

The following is an example of a Discover Problem Reports page.

Discover your network
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The left hand navigation pane on the Discovery Problem Reports page organizes log
messages based on category, severity, and IP address.

To troubleshoot why a particular IP address is not discovered or is discovered as unmanaged,
locate the IP address in the left navigation pane.

One common reason for not discovering a device is the lack of response from the device from
ping or SNMP requests sent from Avaya VPFM. In this case, check the UCM device credentials
to make sure they are correct.

If the credentials are correct, then check for SNMP access using the SNMP MIB browser.

Some of the common messages that you encounter in the logs are as follows:

• Device did not respond to SNMP or ICMP

If the device does not respond to SNMP or ICMP, then perform the following procedures:

- Check if the device responds to ping.
- Check if the device responds to SNMP from the VPFM MIB browser.
- Check with Wireshark to determine if the device is sending back a response.
- If all of the above is occuring, check UCM credentials and rerun the discovery

• Potential managed device was excluded from discovery

Analyzing Avaya VPFM logs

Discovery Best Practices June 2011     27



If the potential managed device is excluded from discovery, then perform the following
procedures:

- Check discovery constraints to ensure that the device IP is not excluded by subnet
limits or other constraints

- You may also see this message, or a similar message, if the topology table of one
device includes this device, but this device is not found in the ARP table of any of
the routers in that subnet. In this case, check the ARP table of the routers and fix
any related issues. Avaya VPFM discovers a device only if the device is found in the
ARP table.

• There is no log entry for an undiscovered device

- Make sure that UCM credentials exist for that IP and that they are correct
- Make sure that the device’s IP address in present in the ARP tables of one or more

discovered layer-3 devices in your network.

Discover your network
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