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About This Document

In this chapter

Audience

Disclaimer

O AU ENCE. o it ittt e Xiii
® DiSClaimer . e Xiii
® Supported hardware and software. . .......... ... ... Xiv
® DOCUMENT CONVENTIONS . . o o vttt et e e e e s XV
® Related publications . ...t i e e XV
® Getting technical help . ... .. .. XVi
® Documentfeedback . ....... ... i XVi

This manual describes troubleshooting and diagnostic commands available in the [ronWare
command line interface (CLI) for Brocade Netlron XMR series and Brocade MLX series devices.

NOTE

Some troubleshooting commands report information about internal hardware settings and registers
that is relevant primarily to the Brocade engineering staff. Consequently, this information is not
described in this document.

This document is designed for system administrators with a working knowledge of Layer 2 and
Layer 3 switching and routing.

If you are using a Brocade device, you should be familiar with the following protocols if applicable to
your network - IP, RIP, OSPF, BGP, ISIS, IGMP, PIM, MPLS, and VRRP.

This manual is provided without any warranty of any kind, expressed or implied. When using this
manual to troubleshoot Brocade products, you assume all risk as to the quality and performance of
the diagnostic procedures. Brocade assumes no liability for any damages, including general,
special, incidental, or consequential damages arising from the use of the diagnostic procedures in
this manual (including, but not limited to any loss of profit or savings, loss of data, or failure to
successfully troubleshoot network problems).

Diagnostic information may be changed or updated without notice. You are responsible for
obtaining newer versions of this manual when they are made available. The procedures in this
document are not intended as a substitute for the expertise of qualified technicians.
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Enabling diagnostic commands can seriously degrade system performance. Diagnostic commands
are generally intended for use when troubleshooting specific problems while working with qualified
service technicians, or in conjunction with calls to Brocade Technical Support. Whenever possible,
troubleshoot your system during periods of low network traffic and user activity to preserve system

performance.

If you have any questions regarding this Disclaimer please contact us at support@brocade.com.

Supported hardware and software

The following hardware platforms are supported by this release of this guide:

TABLE 1 Supported devices

Brocade Netlron XMR Series

Brocade MLX Series

Netlron CES 2000 and Netiron CER
2000 Series

Brocade Netlron XMR 4000
Brocade Netlron XMR 8000
Brocade Netlron XMR 16000
Brocade Netlron XMR 32000

Brocade MLX-4
Brocade MLX-8
Brocade MLX-16
Brocade MLX-32
Brocade MLXe-4
Brocade MLXe-8
Brocade MLXe-16
Brocade MLXe-32

Brocade Netlron CER-RT 2024C
Brocade Netlron CER-RT 2024F
Brocade Netlron CER-RT 2024F
Brocade Netlron CES 2048C
Brocade Netlron CER-RT 2048C
Brocade Netlron CES 2048CX
Brocade Netlron CER-RT 2048CX
Brocade Netlron CES 2048F
Brocade Netlron CES 2048FX
Brocade Netlron CER 2024C
Brocade Netlron CER 2024F
Brocade Netlron CER 2048C
Brocade Netlron CER 2048CX
Brocade Netlron CER 2048F
Brocade Netlron CER-RT 2048F
Brocade Netlron CER 2048FX
Brocade Netlron CER-RT 2048FX

Supported software

For the complete list of supported features and the summary of enhancements and configuration
notes for this release, refer to the Multi-Service IronWare R05.5.00c Release Notes.

Xiv
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Document conventions

This section describes text formatting conventions and important notice formats used in this
document.

Text formatting

The narrative-text formatting conventions that are used are as follows:

bold text Identifies command names
Identifies the names of user-manipulated GUI elements
Identifies keywords
Identifies text to enter at the GUI or CLI
italic text Provides emphasis
Identifies variables
Identifies document titles

code text Identifies CLI output

Notes and cautions

The following notices and statements are used in this manual. They are listed below in order of
increasing severity of potential hazards.

NOTE
A note provides a tip, guidance, or advice, emphasizes important information, or provides a
reference to related information.

ATTENTION
An Attention statement indicates potential damage to hardware or data.

/!\ CAUTION

A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

Related publications

For the latest edition of these documents, which contain the most up-to-date information, see
Documentation at http;//www.brocade.com/ethernetproducts

®  Multi-Service IronWare Administration Guide
®*  Multi-Service IronWare Security Configuration Guide
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53-1002828-03



*  Multi-Service IronWare Switching Configuration Guide

®*  Multi-Service IronWare Routing Configuration Guide

®*  Multi-Service IronWare Traffic Management Configuration Guide

®*  Multi-Service IronWare Multicast Configuration Guide

®*  Multi-Service IronWare Multiprotocol Label Switch (MPLS) Configuration Guide
®*  Multi-Service IronWare Software Defined Networking (SDN) Guide

® Brocade MLX Series and Netlron Family YANG Guide

® Brocade MLX Series and Netlron XMR Series Diagnostic Reference

® Unified IP MIB Reference

® Multi-Service IronWare Software Upgrade Procedures for Brocade MLX Series and Netlron
Family devices

® Brocade MLXe Series Installation Guide
® Brocade MLX Series and Brocade Netlron XMR Installation Guide

®  Brocade Netlron CES 2000 Series and Brocade Netlron CER 2000 Series Hardware
Installation Guide

Getting technical help

To contact Technical Support, go to http://www.brocade.com/services-support/index.page for the
latest e-mail and telephone contact information.

Document feedback

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and
completeness of this document. However, if you find an error or an omission, or you think that a
topic needs further development, we want to hear from you. Forward your feedback to:

documentation@brocade.com

Provide the title and version number of the document and as much detail as possible about your
comment, including the topic heading and page number and your suggestions for improvement.

XVi Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03


http://www.brocade.com/services-support/index.page

Chapter

Using Diagnostic Commands 1

In this chapter

® ShOW COMMANAS . ottt e sttt ettt e e e e 1
® Generic debug commands ... ..ottt e e 2

This chapter describes how to use Brocade diagnostic debug commands to monitor and
troubleshoot the Brocade Netlron XMR and Brocade MLX series device configurations. Debug
commands are accessible from the Privileged EXEC mode in the Multi-Service IronWare command
line interface (CLI). Most debug commands can be configured to send output to a destination that
you specify.

When enabled, debug commands can noticeably affect system performance. Many debug
commands are specifically designed to be used in conjunction with calls to Brocade Technical
Support. If you report a problem, the support engineer may ask you to execute one or more of the
debug commands described in this guide.

ATTENTION

Some debug commands report information about internal hardware settings and registers that are
relevant primarily to the Brocade engineering staff. These commands are not described in this
document.

Show commands

Show commands provide information that is extremely helpful for troubleshooting. For most of the
environments discussed in this document, related show commands, show command output, and
output descriptions are included.

Many debug commands work in conjunction with show commands to generate output for a specific
configuration.

show log

Syntax: show log

The show log command allows you to view the system log or traps logged on an SNMP trap receiver.
Command output similar to the following is displayed. This output indicates that one switchover
from standby to active has occurred.

Brocade# show | og

Sysl og | oggi ng: enabl ed (0 nmessages dropped, O flushes, 0 overruns)
Buf fer 1ogging: |evel ACDMEINW 24 nessages | ogged

| evel code: A=alert C=critical D=debuggi ng Mcenergency E=error

I =informati onal N=notification Wwarning

Static Log Buffer:

Sep 28 11:31:25: A: Power Supply 1, 1st left, not installed

Sep 28 11:31:25: A: Power Supply 3, middle left, not installed

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 1
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1 Generic debug commands

Sep 28 11:31:25: A: Power Supply 4, middle right, failed

Sep 28 11:31:25: A: Power Supply 5, 2nd right, not installed

Dynam ¢ Log Buffer (50 |ines)

Sep 27 18:06:58:1:Interface ethernet6/2, state up

Sep 27 18:06:57:1:Interface ethernet3/2, state up

Sep 27 15:39:42:1:Interface ethernet3/2, state up

Sep 27 15:39:42:1:Interface ethernet6/2, state up

Sep 27 14:23:45:N:. Module up in slot 6

Sep 27 14:23:45: N Module up in slot 3

Sep 27 14:23:27: A: Managenent nodul e at slot 9 state changed fromstandby to active

Generic debug commands

The following generic debug commands perform functions related to all debugging actions:

® debug ? - Generates a list of debug options.

® [no] debug all - Enables or disables all debug functions.

® show debug - Shows all enabled debug settings.

* debug destination - Allows you to select an output destination: Telnet, SSH, console, or logging
(default).

debug ?

Syntax: debug ?

The debug ? command generates a list of available debug variables.

ATTENTION

Many first-level variables have their own variable subsets. When you enter a debug command, the
system will indicate that there are additional variables by telling you that you have entered an
incomplete command. Add a space and a question mark to your original command to view the
additional variables.

Brocade# debug ip
I nconpl ete conmand.
Brocade# debug ip?

access-1|i st Enabl e ACL debuggi ng

al | Enabl e al |l debuggi ng

bf d Enabl e BFD debuggi ng

destination Redi rect debug nessage

dot 1x Debug 802.1X and Events

filters Enabl e Filters debuggi ng

gvrp Enabl e gvrp debuggi ng

ip Debug trace IP

i pvb Debug trace | Pv6

isis Debug isis

mac Enabl e MAC dat abase debuggi ng
2 Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
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show debug

Syntax: show debug

The show debug command displays all enabled debug functions. Command output resembles the
following example, which shows that RSTP and IS-IS debugging are enabled, with the console as
the output destination.

Br ocade# show debug
RSTP

RSTP:  debugging is on
Debug nessage destination: Console
| NTEGRATED | S-1S

IS-1S: isis debugging is on | NTEGRATED I S-1S
IS-1S: isis debugging is on

debug all

Syntax: [no] debug all

This command enables all debug functions, and must only be used during troubleshooting. To
cancel this setting, enter the no debug all command.

Brocade# debug al

Warning! This may severely inpact network performance!
Al'l possi bl e debuggi ngs have been turned on

CAUTION

This command generates extensive output and can significantly slow device operation. Use this
command with caution. Never use this command during periods of peak network activity. Enter
no debug all to stop the output.

NOTE

You may not be able to see the no debug all command as you type it. However, if you have typed the

command correctly, output will stop as soon as you press the Enter key.

debug destination

Syntax: [no] debug destination [console | logging | telnet num | ssh num]

This command allows you to specify a destination for debugging output. The default is the system
console, but you can redirect output to a syslog buffer, or a Telnet or SSH session. The following
parameters are available for this command:

® console - Directs output to the system console.

* logging - Directs output to the syslog buffer and to the syslog server (default).

* telnet num - Directs debugging output to a specified Telnet session (a number from 1 through

5).

® ssh num - Directs debugging output to a specified SSH session (a number from 1 through 5).
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To send debug output to a Telnet session, first determine your session number using the show who
command.

Br ocade# show who
You must see output similar to the following example. For purpose of this example, the relevant
Telnet session has been highlighted.

Consol e connecti ons:
est abl i shed, nonitor enabl ed
1 minutes 57 seconds in idle

Tel net connections (inbound):

1 cl osedn

2 established, client ip address 10.55.1.128, user is <your |ogin>
you are connecting to this session
15 seconds in idle

3 cl osed

4 cl osed

5 cl osed
Tel net connection (outbound):
6 cl osed

SSH connecti ons:

1 cl osed

2 cl osed

3 cl osed

4 cl osed

This example indicates that you are connected through Telnet session 2. Redirect the debug output
to your Telnet session by entering the following command.

Brocade# debug destination telnet 2

Brief and detail debug options

When enabled, many debug commands can significantly impact system performance. Many debug
commands provide options for brief or detailed reporting. Generating detailed output places an
additional burden on system performance, and in many cases the results may be more difficult to
interpret than output generated using the brief option. To conserve performance and prevent
system disruption, use the brief option whenever possible.

Disabling debug commands

When activated, most debug commands instruct the system to collect specific information about
router configurations and activity. In all cases, adding no in front of the command disables the
debug function.
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System and System Management Diagnostics

Chapter

In this chapter

® Basic system information . .......... .. . e

® TCAM partitioning and USage . . . . .ottt it ittt et e e
® Managing memory and CPU USaEE .. ... .ot
® Management module diagnostics ......... ...
® Interface module diagnostics. . .. ..ottt e
® |PC di@agnoStiCS ..o vttt e
® TC diagnOSTiCS. v v vttt e e e e
® Switch fabricmodules. . .. ... .. e
® Power supplies, fans, andtemperature. .. ......... . . i,
® Fiberopticmodules. . ... e e

® Testing network connectivity. .. ... oo i e e

This chapter describes many of the common system and system management diagnostic

processes for Brocade Netlron XMR series and Brocade MLX series devices.

Basic system information

Basic system troubleshooting includes the verification of software images and their locations, and
monitoring hardware components such as fans and power supplies. The following sections
describe how to display information, and what to look for when troubleshooting your hardware and

system software.

System hardware show commands

This section describes the show command that displays system hardware information.

show chassis

Syntax: show chassis

The show chassis command displays information about the Brocade Netlron XMR and Brocade
MLX series chassis, including power supplies, fan status and operating speeds, and temperature
readings for all installed modules (temperatures are, by default, polled every 60 seconds). The

following example shows output for the show chassis command.

Br ocade# show chassi s
*** Netlron XMR 8000 CHASS| S ***

-- - POERS - - -
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Power 1: Installed (Failed or D sconnected)

Power 2: Installed (Failed or D sconnected)

Power 3 (30351200 - AC 1200W: Installed (OK)

Power 4 (30351200 - AC 1200W: Installed (OK)

Total power budget for chassis = 2400W

Total power budget for LPs = 2049W

Sl ot Power-On Priority and Power Usage:

Slot2 pri=1 nodul e type=Nl-X-0C48x4 4-port OC48/ 12 STML6/ STM4 Modul e power usage
=132W

Sl ot3 pri=1 nodul e type=N - XMR- 1Gx20- GC 20- port 10/100/ 1000 Copper Mdul e power
usage=156W

Slot4 pri=1 nodule type=N -XMR-10&x2 2-port 10GbE Modul e power usage=165W

--- FANS ---

Right fan tray (fan 1): Status = OK, Speed = MED (75%
Right fan tray (fan 2): Status = OK, Speed = MED (75%
Right fan tray (fan 3): Status = OK, Speed = MED (75%
Right fan tray (fan 4): Status = OK, Speed = MED (75%

--- TEMPERATURE READI NGS - - -

Active Mgnt Modul e: 38.0C 52. 375C

St andby Mgnt Mbdul e: 35. 250C

SNML: 30.0C

SNMVR: 27.5C

SNVB: 30.0C

LP2 Sensor1l: 38.0C

LP2 Sensor2: 53.0C

LP3 Sensorl: 33.5C

LP3 Sensor2:. 40.750C

LP4 Sensorl: 38.5C

LP4 Sensor2: 46.500C

LP4 Sensor3: UNUSED

Tenperature Mnitoring Poll Period is 60 seconds
For more information about how to troubleshoot hardware issues, refer to “Power supplies, fans,

and temperature” on page 48.

System software show commands

This section describes the show command that displays system software information.

show version

Syntax: show version

Most boot issues occur because incorrect or incompatible images have been downloaded. The
show version command displays all versions that are currently loaded, as shown in the following
example.

Brocade# show version

HW Netlron XVR Router

Backpl ane (Serial #: Not Exist, Part #: Not Exist)

Nl -X-SF Switch Fabric Mbdule 1 (Serial #: PR29050242, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

Nl - X-SF Switch Fabric Mbdule 2 (Serial #: PR29050246, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

Nl - X-SF Switch Fabric Mdule 3 (Serial #: PR30050270, Part #: 31523-100A)
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FE 1: Type 00000, Version O
FE 3: Type 00000, Version O

SL ML: NI - XMR- MR Managenent Modul e Active (Serial #: SA12061726, Part #:

31524- 100A) :

Boot : Version 3.5.0T165 Copyright (c) 1996-2009 Brocade Communications, Inc.
Compil ed on Jul 10 2009 at 19:13:56 | abel ed as xmprnD3500

(424484 bytes) from boot flash

Monitor : Version 3.5.0aT165 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Conpi l ed on Jul 30 2009 at 17:35:22 | abel ed as xnmb03500a

(424748 bytes) from code flash

IronWare : Version 3.5.0cT163 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Conpi l ed on Sep 17 2009 at 01:00:12 | abel ed as xnr 03500c

(5840562 bytes) from Primary

Board ID : 00 MBRIDGE Revision : 18

916 MHz Power PC processor (version 8003/0101) 166 MHz bus

512 KB Boot Flash (AM29LV040B), 32 MB Code Flash (Mr28rF128J3)

1024 MB DRAM

Active Managerment uptime is 21 days 10 hours 44 m nutes 44 seconds

SL M2: NI - XMR- MR Managenent Modul e Standby (Serial #: SA11060307, Part #:

31524- 100A) :

Boot : Version 3.5.0T165 Copyright (c) 1996-2009 Brocade Conmmunications, Inc.
Conpi l ed on Jul 10 2009 at 19:13:56 | abel ed as xnprnD3500

(424484 bytes) from boot flash

Monitor : Version 3.5.0aT165 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Compil ed on Jul 30 2009 at 17:35:22 | abel ed as xnb03500a

(424748 bytes) from code flash

IronWare : Version 3.5.0cT163 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Conpi l ed on Sep 17 2009 at 01:00:12 | abel ed as xnr03500c

(5840562 bytes) from Primary

Board ID : 00 MBRIDGE Revision : 18

916 MHz Power PC processor (version 8003/0101) 166 MHz bus

512 KB Boot Flash (AMR29LV040B), 32 MB Code Fl ash (Mr28r128J3)

1024 VB DRAM

St andby Managenent uptinme is 19 days 14 hours 4 m nutes 45 seconds

SL 3: NI - XMR- 1Gx20- SFP 20-port 1GoE/ 100FX Mobdul e (Serial #: SA23060375, Part #:
31570- 103A)

Boot : Version 3.3.09T175 Copyright (c) 1996-2009 Brocade Conmunications, |nc.
Conpi | ed on Aug 29 2009 at 12:12:02 | abel ed as xm prnm03300g

(336122 bytes) from boot flash

Monitor : Version 3.3.0gT175 Copyright (c) 1996-2009 Brocade Conmmuni cations, Inc.
Conpi l ed on Aug 29 2009 at 12:12:46 | abel ed as xm b03300g

(659473 bytes) from code flash

IronWare : Version 3.3.0gT177 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Conpi | ed on Aug 29 2009 at 18:37:36 | abel ed as xnl p03300g

(2410342 bytes) from Primary

FPGA ver si ons:

Valid PBIF Version = 2.18, Build Tine = 7/21/2009 12:21:0

Valid XPP Version = 2.25, Build Tinme = 8/2/2009 10:33:0

BCMB695GVAC 0

BCMB695GVAC 1

BCM6695GVAC 2

BCM6695GVAC 3

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (AM29LV040B), 16 MB Code Fl ash (Mr28rF640J3)
1024 MB DRAM 8 KB SRAM 0 Bytes BRAM

PPCRO: 1024K entries CAM 16384K PRAM 2048K AGE RAM
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LP Slot 3 uptine is 3 hours 11 minutes 50 seconds

SL 5: NI -XMR-10Gx4 4-port 10GHE Modul e (Serial #: pr32050022, Part #: 31546- 100A)
Boot : Version 3.3.09T175 Copyright (c) 1996-2009 Brocade Conmunications, I|nc.
Conpi | ed on Aug 29 2009 at 12:12:02 | abel ed as xm prnm03300g

(336122 bytes) from boot flash

Monitor : Version 3.3.09T175 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Compil ed on Aug 29 2009 at 12:12:46 | abel ed as xm b03300g

(659473 bytes) from code flash

IronWare : Version 3.3.0gT177 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Conpi | ed on Aug 29 2009 at 18:37:36 | abel ed as xnl p03300g

(2410342 bytes) from Primary

FPGA ver si ons:

Valid PBIF Version = 2.18, Build Tine = 7/21/2009 12:21:0

Valid XPP Version = 2.25, Build Tine = 8/2/2009 10:33:0
Valid XGWAC Version = 0.11, Build Tinme = 10/11/2009 12:45:0

BCM6673X10GVAC 0

BCMb673X10GVAC 1

BCMb673X10GVAC 2

BCM6673X10GVAC 3

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (AM2OLV0O40B), 16 MB Code Flash (MI28F640J3)
1024 MB DRAM 8 KB SRAM 0 Bytes BRAM

PPCRO: 1024K entries CAM 16384K PRAM 2048K AGE RAM

PPCR1: 1024K entries CAM 16384K PRAM 2048K AGE RAM

LP Slot 5 uptine is 3 hours 11 minutes 50 seconds

show flash
Syntax: show flash

The show flash command displays the images that have been copied onto flash memory.

Br ocade# show fl ash

Active Managenent Mdul e (Ri ght Slot)
Code Flash - Type MI28F128J3, Size 32 MB
o lronWare I nage (Primary)
Version 3.5.0T163, Size 5819609 bytes, Check Sum ecl?
Compil ed on Jun 18 2009 at 07:15:12 | abel ed as xnr 035000201
o LP Kernel Image (Monitor for LP I nage Type 0)
Version 3.5.0T175, Size 386693 bytes, Check Sum 5ff6
Conpi l ed on May 31 2009 at 14:42:56 | abel ed as xm b03500b155
o LP Ironvare Image (Primary for LP I nmage Type 0)
Version 3.5.0T177, Size 3128223 bytes, Check Sum f07b
Conpi | ed on Jun 18 2009 at 07:49:48 | abel ed as xm p03500b201
o Monitor |nage
Version 3.5.0T165, Size 424045 bytes, Check Sum 66f0
Conpi l ed on May 31 2009 at 14:41:14 | abel ed as xnb03500b155
o Startup Configuration
Si ze 12466 bytes, Check Sum 1bb2
Modi fied on 14:01: 37 Pacific Mon Jun 18 2009
Boot Flash - Type AM29LV040B, Size 512 KB
o Boot | mage
Version 3.5.0T165, Size 424038 bytes, Check Sum f1e9
Compil ed on May 31 2009 at 14:42:00 | abel ed as xnprnm03500b155
St andby Managenent Modul e (Left Slot)
Code Fl ash: Type MI28F128J3, Size 32 MB
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o lronWare I nage (Primary)
Version 3.5.0T163, Size 5819609 bytes, Check Sum ecl?
Conpil ed on Jun 18 2009 at 07:15:12 | abel ed as xnr 035000201
o LP Kernel Image (Monitor for LP I nage Type 0)
Version 3.5.0T175, Size 386693 bytes, Check Sum 5ff6
Conpi l ed on May 31 2009 at 14:42:56 | abel ed as xm b03500b155
o LP Ironvare Image (Primary for LP I nage Type 0)
Version 3.5.0T177, Size 3128223 bytes, Check Sum f07b
Conpi l ed on Jun 18 2009 at 07:49:48 | abel ed as xm p03500b201
o Monitor | nage
Version 3.5.0T165, Size 424045 bytes, Check Sum 66f0
Conpi l ed on May 31 2009 at 14:41:14 | abel ed as xnb03500b155
o Startup Configuration
Si ze 12466 bytes, Check Sum 1bb2
Modi fied on 14:01:38 Pacific Mon Jun 18 2009
Boot Flash: Type AM29LV040B, Size 512 KB
o Boot | mage
Version 3.5.0T165, Size 424038 bytes, Check Sum f1e9

show who

Syntax: show who

The show who command displays information about users who are logged in to a Telnet
connection, including privilege levels, as shown in the following example.

Br ocade# show who
Consol e connecti ons
est abl i shed
3 days 17 hours 31 minutes 27 seconds in idle
Tel net server status: Enabled
Tel net connections (inbound):
1 established, client ip address 10.53.1.65, privilege super-user
you are connecting to this session
cl osed
cl osed
cl osed
cl osed
Tel net connections (outbound):

a s wnN

6 establ i shed, server ip address 10.47.2.200, from Tel net session 1
4 seconds in idle

7 cl osed

8 cl osed

9 cl osed

10 cl osed

SSH server status: Enabl ed
SSH connecti ons
1 cl osed

show save

Syntax: show save [active-mp | Ip | standby-mp]

® active-mp - Displays active Management Processor (MP) crash dump information.
®* |p- Displays Line Processor (LP) crash dump information.

® standby-mp - Displays standby MP crash dump information.
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The show save command displays saved crash information. Command output resembles the
following example.

Brocade# show save

Boot : 05.03.00T165 xnprnD5300 built on Cct 24 2011 16:08: 02 PDT
Moni tor : 05.03.00T165 xnb05300b1l built on Nov 22 2011 22:58: 34 PST
System : 05.03.00T163 xnr05300b1 built on Nov 22 2011 05:01: 48 PST
Task . consol e

Created : 08:36:21 11-23-2011

System had been up for 5 minutes

EXCEPTI ON 0000, Soft Check - Tineout (30s)

Task . consol e

GP Regi sters

ro : 200535d4 26ed90f 0 21cd62c0 00000000
r4 : 21d0Oelfc 00331f40 26ed9198 6c2022f 4
r8 : 6c000000 00000001 0000000c 00000020
ri2 : 00000000 22063740 00000000 00000000
ri6 : 00000015 00150001 00000000 26edb72c
r20 : 00000069 00000000 1000c100 00000000

System debug commands
This section describes the system-related debug commands.

debug system trace

Syntax: [no] debug system trace

This command performs a system debugging trace. Command output resembles the following
example.

Brocade# debug systemtrace
SYSLOG <13>Dec 10 20: 48: 43 Edge4 System Module 5 powered off
Slot 5 is powered off.

WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
WARN | PC. Slot for dest FID 53252 is not UP
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WARN | PC:
WARN | PC:
WARN | PC:
WARN | PC:
WARN | PC:

Sl ot for dest
Sl ot for dest
Sl ot for dest
Sl ot for dest
Sl ot for dest

debug system upgrade

FI D 53252
FI D 53252
FI D 53252
FI D 53252
FI D 53252

Syntax: [no] debug system upgrade

This command enables and displays the debugging traces. Command output resembles the

following example.

Brocade# debug system upgrade
*** Package upgrade CB parsed data ***

Mani f est
Sour ce
MP MON
MP APP
MP BOOT
VBRI DGE
MBRI DGE32
SBRI DGE
HSBRI DGE
LP MON
LP APP
LP BOOT

LP FPGA Al | :

PBI F SP2
PBI F VRJ
PBI F OC
PBI F 8x10
XPP SP2
XPP MRJ
XPP CC
XPP 8x10
XPP 2x100
STATS MRJ
STATS OC
XGVWAC SP2
CE

CEB

path :

PBI F Metro :
num downl oads :

4

is
is
is
is
is

not
not
not
not
not

UP
UP
uP
UP
UP

Basic system information

/ Moni t or / Managenent Modul e/ xnb05300. bi n
/ Appl i cat i on/ Managenent Mbdul e/ xnmr 05300b270. bi n

/ Boot / Managenent Modul e/ xnmpr n05200. bi n

/ FPGA/ Managenent Modul e/ nbri dge_05300b270. xsvf

/ FPGA/ Managenent Modul e/ nbri dge32_05300b270. xsvf
/ FPGA/ Managenent Modul e/ sbri dge_05300b270. nts

/ FPGA/ Managenent Modul e/ hsbri dge_05300b270. nts

/ Moni tor/ | nterfaceMdul e/ xm b05300. bi n

/ Appl i cation/InterfaceMdul e/ xm p05300b270. bi n

/ Boot /I nt er f aceModul e/ xm prn05200. bi n
/ Combi ned/ FPGA/ | pf pga05300b270. bi n

/ FPGA/ | nt er f aceModul e/ pbi f sp2_05300b270. bi n
/ FPGA/ | nt er f aceModul e/ pbi fnrj _05300b270. bin
/| FPGA/ | nt er f aceModul e/ pbi f oc_05300b270. bi n

/ FPGA/ | nt er f aceMobdul e/ pbi f 8x10_05300b270. bi n
/ FPGA/ | nt er f aceModul e/ xppsp2_05300b270. bi n

/ FPGA/ | nt er f aceModul e/ xppnrj _05300b270. bi n

/ FPGA/ | nt er f aceModul e/ xppoc_05300b270. bi n

/ FPGA/ | nt er f aceModul e/ xpp8x10_05300b270. bi n
/ FPGA/ | nt er f aceMbdul e/ xpp2x100_05300b270. bi n
/ FPGA/ | nt er f aceModul e/ st at sntj _05300b270. bin
/| FPGA/ | nt er f aceModul e/ st at soc_05300b270. bi n
/ FPGA/ | nt er f aceMbdul e/ xgnmacsp2_05300b270. bin

0

*** Package upgrade CB data ***

Mani f est path

Sour ce

num downl oads
num downl oad_recs : 7

error count

4
7

debug trace-12 events

Syntax: [no] debug trace-12 events

This command displays information about Layer 2 trace protocol events. Command output

resembles the following example.

Brocade# debug trace-12 events

Brocade# trace-12 vlan 3

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03

2

11



2

TCAM partitioning and usage

Dec 10 17:21:38 L2 Trace: trace_route_|l2(): Entering

Dec 10 17:21:39 L2 Trace: trace_|l2_tiner(): Entering

Dec 10 17:21:39 L2 Trace: trace_|l2_tinmer(): Stage 1

Dec 10 17:21:39 L2 Trace: trace_| 2_append_payl oad(): mani pul ate_i nput _port = 0,
in_port = 65535

Dec 10 17:21:39 L2 Trace: trace_|l 2_append_payl oad(): Unnodified hop->i nput_port =
4095

Dec 10 17:21:39 L2 Trace: trace_| 2_append_payload(): Exit 2

Dec 10 17:21:39 L2 Trace: trace_|2 tiner(): Exit 2

Dec 10 17:21:39 L2 Trace: trace_l2_receive_reply(): Entering

Dec 10 17:21:39 L2 Trace: trace_| 2_find_el apse_mi cro_seconds(): timel = 425976272
Dec 10 17:21:39 L2 Trace: trace_|2 receive_reply(): Exit 4: Processed Hop

Dec 10 17:21:39 L2 Trace: trace_| 2 receive_reply(): Entering

Dec 10 17:21:39 L2 Trace: trace_|l2_find_el apse_m cro_seconds(): timel = 425976272
Dec 10 17:21:39 L2 Trace: trace_|l2_receive_reply(): Exit 4: Processed Hop

Dec 10 17:21:39 L2 Trace: trace_| 2 receive_reply(): Entering

Dec 10 17:21:39 L2 Trace: trace_|2_find_el apse_m cro_seconds(): tinmel = 425976272
Dec 10 17:21:39 L2 Trace: trace_|l2_receive_reply(): Exit 4: Processed Hop

Dec 10 17:21:39 L2 Trace: trace_|l2_receive_reply(): Entering

Dec 10 17:21:39 L2 Trace: trace_| 2 find_el apse_micro_seconds(): tinmel = 425976272
Dec 10 17:21:39 L2 Trace: trace_| 2 receive_reply(): Exit 4: Processed Hop

Dec 10 17:21:39 L2 Trace: trace_|l2_receive_reply(): Entering

Dec 10 17:21:39 L2 Trace: trace_|l2_find_el apse_m cro_seconds(): timel = 425976272
Dec 10 17:21:39 L2 Trace: trace_|2 receive_reply(): Exit 4: Processed Hop

Dec 10 17:21:39 L2 Trace: trace_| 2 receive_reply(): Entering

Dec 10 17:21:39 L2 Trace: trace_|l2_find_el apse_m cro_seconds(): timel = 425976272
Dec 10 17:21:39 L2 Trace: trace_|l2_receive_reply(): Exit 4: Processed Hop

Dec 10 17:21:39 L2 Trace: trace_|2 tiner(): Entering

Dec 10 17:21:39 L2 Trace: trace_|2_ tiner(): Exit 3 (Stage 2)

Dec 10 17:21:40 L2 Trace: trace_|l2_tiner(): Entering

Dec 10 17:21:40 L2 Trace: trace_|l2_tiner(): Have no address

VIlan 3 L2 topol ogy probed, use "trace-12 show' to display

Dec 10 17:21:40 L2 Trace: trace_|2 tiner(): Exit 4: End of function

Common diagnostic scenarios

System issues are rare. However, some problem sources can include:

® Software versions are not compatible.
® Line modules or switch fabric modules are not functioning properly.

® Environmental conditions, such as temperatures that are above or below operating thresholds,
are affecting operation of hardware components.

If you are experiencing system issues, contact Brocade Technical Support for help in
troubleshooting your system.

TCAM partitioning and usage

12

Ternary Content Addressable Memory (TCAM) is a component of Brocade devices that facilitates
hardware-forwarding. As packets flow through the Brocade device from a given source to a given
destination, the management processor records forwarding information about the flow in TCAM
entries. A TCAM entry generally contains next-hop information, such as the outgoing port, the MAC
address of the next-hop router, a VLAN tag, and so on. Once the Brocade device has this
information in TCAM, packets with the same source and destination can be forwarded by hardware,
bypassing the management processor, and speeding up forwarding time.
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TCAM entries can contain Layer 2, Layer 3, or Layer 4 information. Each type of TCAM entry has its
own format:

®* Layer 2 TCAM entries contain destination MAC information and deal with 802.1p (priority) and
VLAN information.

® Layer 3 TCAM entries contain destination IP information.

® Layer 4 TCAM entries contain destination IP, destination TCP/UDP port, source IP, and source
TCP/UDP port information.

When a Brocade device is initialized, the software partitions the available TCAM into segments for
Layer 2, Layer 3, or Layer 4 information. The percentage of TCAM devoted to each type of TCAM
entry is determined by the profile.

Table 2 shows the TCAM sizes and functions for Brocade Netlron XMR and Brocade MLX series
devices.

TABLE 2 TCAM sizes and support
TCAM Brocade Netiron XMR  Brocade MLX series  Supports

TCAM O/TCAM 1  Cascaded 2x18 Mb 18 Mb IPv4, IPv6, MAC DA, MAC SA, Layer 3 VPN routes
(uplink and endpoints), IPv4 for RPF

TCAM 2 18 Mb 9 Mb Inbound IPv4 ACL, inbound IPv6 ACL, inbound
Layer 2 ACL, MAC SA, MAC DA, Layer 3 VPN
routes (uplinks and endpoints), VPLS DA, VPLS
SA (uplinks and endpoints), multicast

TCAM 3 9 Mb 9 Mb Outbound IPv4 ACL, outbound IPv6 ACL,
outbound Layer 2 ACL only

TCAM show commands
This section describes the show commands that display TCAM information.

show cam ifl

Syntax: show cam ifl slotnum/portnum

This command displays Content Addressable Memory (CAM) Internal Forwarding Lookup (IFL)
information for a specified slot and port.

Brocade# show camifl 7/7
Sl ot Index Port CQuter VLANInner VLANPRAM | FL I DI PV4/ V6| (Hex)
( Hex) Rout i ng

7 0081fe9 7/ 4 4000 0 181fe9 131071 1/1
7 0081fea 7/3 4000 0 181fea 131071 1/1
7 0081feb 7/2 4000 0 181feb 131071 1/1
7 0081fec 7/1 4000 0 181fec 131071 1/1
7 0081fed 7/8 607 0 181fed 131071 1/1
7 0081fee 7/7 607 0 181fee 131071 1/1
7 0081fef 7/8 606 0 181fef 131071 1/1
7 0081ffo 7/7 606 0 181ff0 131071 1/1
7 0081ff1 7/8 605 0 181ff1 131071 1/1
7 0081ff2 7/7 605 0 181ff2 131071 1/1
7 0081ff3 7/8 604 0 181ff3 131071 1/1
7 0081ff4 7/7 604 0 181ff4 131071 1/1
7 0081ff5 7/8 603 0 181ff5 131071 1/1
7 0081ff6 7/7 603 0 181ff6 131071 1/1
Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 13
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181ff7 131070 1/1
181ff8 131070 1/1
181ff9 131071 1/1

7 0081ff7 7/8 602
7 0081ff8 7/7 602
7 0081ff9 7/8 601
7 0081ffa 7/7 601 181ffa 131071 1/1

Sl ot | ndex Port CQuter VLAN Inner VLAN PRAM | FL ID | PV4/ V6
( Hex) (Hex) Rout i ng

— O O0OoOoOo

7 0081ffb 7/8 6 0 181ffb 131071 1/1
7 0081ffc 7/7 6 0 181ffc 131071 1/1
7 0081ffd 7/19 4000 0 181ffd 131071 1/1
7 0081ffe 7/14 100 0 181ffe 131071 1/1
7 0081fff 7/18 4000 0 181fff 131071 1/1
show cam 14

Syntax: show cam 14 slot/port

This command displays TCAM partition information on a specific layer 4 interface, as shown in the
following example.

Brocade# show cam |4 1/2

LP Index Src |IP SPort Pro Age | FL/ Qut I F G oup PRAM

(Hex) (Dest 1P DPort) VLAN Action ( Hex)

1 a4000 0.0.0.0 0 17 Dis O Protoc 31 00084
(127.0.0.0 3784 )

1 a4800 10.1.1.2 0 0 Dis O Pass 16 00097
(10.1.1.255 0 )

1 a4802 10.1.1.2 0 0 Dis O Pass 16 00098
(10.1.1.255 0 )

1 a4804 0.0.0.0 0 0 Dis O Dr op 16 00099
(10.1.1.255 0 )

1 a4806 0.0.0.0 0 0 Dis O Dr op 16 0009a
(10.1.1.255 0 )

show cam-partition

Syntax: show cam-partition [brief | slot slothum| usage]
The following parameters are available for this command:

® brief - Displays a brief summary of partition information.
® slot slotnum - Displays partition information for a specific slot.
® usage - Displays brief partition usage information.

The following examples show output for this command using these parameters.

The show cam-partition brief command displays TCAM information per partition and sub-partition
in three formats: raw size, user size, and reserved size, as shown in the following example.

Brocade# show cam partition brief

CAM partitioning profile: default

Slot 1 XPP20SP 0:

# of CAM devi ce 4

Total CAM Size 917504 entries (63Miits)

I P: Raw Size 524288, User Size 524288(0 reserved)
Subpartition O0: Raw Size 12288, User Size 12288, (0 reserved)
Subpartition 1: Raw Size 468107, User Size 468107, (O reserved)
Subpartition 2: Raw Size 37335, User Size 37335, (0 reserved)
Subpartition 3: Raw Size 5140, User Size 5140, (O reserved)
Subpartition 4: Raw Size 778, User Size 778, (0 reserved)

| Pv6: Raw Size 131072, User Size 65536(0 reserved)

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
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Subpartition Raw Si ze 12288, User Size 6144, (0 reserved)
Subpartition Raw Si ze 107496, User Size 53748, (0 reserved)
Subpartition Raw Si ze 9332, User Size 4666, (0O reserved)
Subpartition Raw Si ze 1284, User Size 642, (0 reserved)

Subpartition Size 384, User Size 192, (0 reserved)
I P VPN Raw Size 131072, User Size 131072(0 reserved)
Subpartition Raw Si ze 2048, User Size 2048, (0 reserved)

whkrobBERWONMRO
=

Subpartition Raw Si ze 116886, User Size 116886, (0 reserved)
Subpartition Raw Si ze 9333, User Size 9333, (0 reserved)
Subpartition Raw Si ze 1285, User Size 1285, (0 reserved)

Subpartition 4: Raw Size 384, User

Si ze 384,

(0 reserved)

MAC. Raw Si ze 131072, User Size 131072(0 reserved)

Subpartition
Subpartition 1:
Subpartition 2: Raw Size 131030, User
Session: Raw Size 98304,
Subpartition 0: Raw Size 79872, User
Subpartition 1:
Subpartition 2:
| Pv6 Session:
Subpartition
Subpartition 1:
Subpartition 2:
Qut Sessi on:
Qut | Pv6 Session:

0: Raw Size 10, User

Raw Si ze 16384, User
0: Raw Size 15872, User

Raw Si ze 16384, User

Sl ot 1 XPP20SP O:
Sl ot 3 XPP20SP O0:
# of CAM device
Total CAM Si ze

4

Si ze 10,
Raw Si ze 32, User Size 32,

Si ze 2048,
Raw Si ze 196608, User Size 98304(49152 reserved)
Raw Si ze 65536, User Size 8192(4096 reserved)

(0 reserved)
(0 reserved)
Si ze 131030,
User Size 49152(0 reserved)
Si ze 39936,
Raw Si ze 2048, User Size 1024,
Si ze 8192,
Raw Si ze 32768, User Size 4096(0 reserved)
Si ze 1984,
Raw Si ze 512, User Size 64,

(0 reserved)

(0 reserved)
(0 reserved)
(0 reserved)

(0 reserved)
(0 reserved)
(0 reserved)

917504 entries (63Miits)

2

The show cam-partition usage command displays the amount of TCAM being used and how much

is available, as shown in the following example.

NOTE
The display has been shortened for brevity.

Brocade# show cam partition usage
CAM partitioning profile: default
Slot 1 XPP20SP O0:
Sl ot 1 XPP20SP O:

[1 P]524288(si ze),

:SNet 0: 12288(size), 12269(free),
:SNet 1:468107(size), 462099(free),
:SNet 2: 37335(size), 37332(free),
:SNet 3: 5140(si ze), 5140(free),
: SNet  4: 778(si ze), 778(free),

[1PV6] 65536(size),

:SNet 0: 6144(size), 6144(free),
:SNet 1: 53748(size), 53748(free),
:SNet 2: 4666(size), 4666(free),
: SNet  3: 642(si ze), 642(free),
:SNet 4 192(si ze), 192(free),

[P VPN 131072(si ze),

:SNet 0: 2048(size), 2048(free),
:SNet 1:116886(size), 116886(free),
:SNet 2: 9333(size), 9333(free),
:SNet 3: 1285(size), 1285(free),
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518257(free),

65534(free),

131072(free),

01.
00.
01.
00.
00.
00.

00.
00.
00.
00.
00.
00.

00.
00.
00.
00.
00.

15% used)
15% used)
28% used)
00% used)
00% used)
00% used)

00% used)
00% used)
00% used)
00% used)
00% used)
00% used)

00% used)
00% used)
00% used)
00% used)
00% used)
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: SNet  4: 384(si ze), 384(free), 00.00% used)

[ MAC] 131072(si ze), 131067(free), 00.00% used)

: Forwar di ng: 131030( si ze), 131025(free), 00.00% used)

: Protocol : 32(size), 32(free), 00.00% used)

: Fl oodi ng: 10(si ze), 10(free), 00.00% used)

[ Sessi on] 49152(size), 49152(free), 00.00% used)

1P Miulticast: 8192(size), 8192(free), 00.00% used)
. Receive ACL: 1024(size), 1024(free), 00.00% used)
Rul e ACL: 39936(size), 39936(free), 00.00% used)
[1PV6 Session] 4096(size), 4096(free), 00.00% used)
1P Miulticast: 2048(size), 2048(free), 00.00% used)
: Recei ve ACL: 64(si ze), 64(free), 00.00% used)
Rule ACL: 1984(size), 1984(free), 00.00% used)
[Qut Session] 49152(size), 49152(free), 00.00% used)
[Qut V6 Session] 4096(size), 4096(free), 00.00% used)

The show cam-partition slot slotnum command displays the TCAM information for a specific slot, as
shown in the following example.

NOTE
The display has been shortened for brevity.

Brocade# show campartition slot 1
Session Section : 655360 (0a0000) - 753663 (O0b7fff)

| P Source Guard Deni al: 0 (000000) - -1 (ffffff)
| P Source Guard Pernmit: 0 (000000) - -1 (ffffff)
Rul e- based ACL : 675840 (0a5000) - 753663 (Ob7fff)
Broadcast ACL : 673792 (0a4800) - 675839 (0Oa4fff)
Recei ve ACL : 671744 (0a4000) - 673791 (0a47ff)
IP Multicast : 655360 (0a0000) - 671743 (0a3fff)
IP Multicast 1G : 655360 (0a0000) - 655359 (09ffff)
IP Multicast 2GM : 655360 (0a0000) - 655359 (09ffff)

Configuration notes

Keep the following information in mind when you are resetting TCAM partitioning:

® Partition TCAMs to best fit the applications that are running on your device.
* |f you do not select a non-default profile, the default profile will be in effect.

®* The system must be rebooted for TCAM changes to take effect. Always remember to write to
memory before you reboot your system.

® Choose a TCAM profile based on all of the application requirements, not on the maximum
available TCAM entries for any specific application. The maximum number of entries will vary
for different applications.

Maximum TCAM address dependencies

The Brocade Netlron XMR and Brocade MLX series router can have up to 16,000 static and
dynamic MAC address entries stored in the TCAM. The ability of the TCAM to store large numbers of
addresses depends on the following factors:

® The number of source MAC addresses being learned by the TCAM.
® The number of destination MAC addresses being forwarded by the TCAM.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
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®* The distribution of the MAC address entries across ports. For example, if one port is learning all
the source MAC addresses, the available TCAM for that port will be used up. In addition, a large
number of MAC address entries in the MAC table could increase CPU use.

Supermet TCAM partition sharing

In Multi-Service IronWare software versions prior to 03.2.00, TCAM resources could not be shared
between the 32 levels of the IP Forwarding Information Base (FIB). Beginning with 03.2.00, TCAM
allocation is optimized for dynamic allocation of resources to each level. If one level runs out of
TCAM resources, it can obtain resources that have been allocated to another level but are unused.
This feature applies to IPv4 and Layer 3 VPN routes.

Configuring adequate TCAM resources for VPLS CPU protection

There must be adequate TCAM resources available to use Virtual Private LAN Service (VPLS) CPU
protection. Each endpoint and each uplink port requires a single TCAM entry. In addition, if an
endpoint is a trunk port, one entry is required for each port in the trunk. To determine the number
of entries required for your system, add the number of VPLS endpoints, ports within a trunk port
used as an endpoint, and uplink ports. Use this number with the system-max hw-flooding
command to configure adequate TCAM resources.

Common diagnostic scenarios

When troubleshooting TCAM issues, it is helpful to understand how to determine the most
appropriate TCAM settings for your system and to know when a device is running out of TCAM. The
following sections describe how to work with TCAM settings.

Determining appropriate TCAM settings

When a Brocade device boots, the system automatically sets default TCAM partitions. You can
customize TCAM settings to best fit the specific tasks your devices are performing. The default
TCAM settings are the same as the default partition percentage settings.

Changing TCAM partition profiles

TCAM is partitioned on the Brocade Netlron XMR and Brocade MLX series routers using a variety of
profiles that you can select depending on your application. To implement TCAM patrtition profiles,
enter the cam-partition profile command.

cam-partition profile

Syntax: cam-partition profile [ipv4 | ipv4-ipv6 | ipv4-vpls | ipv4-vpn | ipv6 | 12-metro | I2-metro-2
| mpls-I3vpn | mpls-I3vpn-2 | mpls-vpls | mpls-vpls-2 | mpls-vpn-vpls | multi-service]

You can change the default settings based on your specific needs. Brocade provides the following
TCAM partitioning profiles for the Brocade Netlron XMR and Brocade MLX series routers:

® ipv4 - Optimized for IPv4 applications.

® ipv4-ipv6 - Optimized for IPv4 and IPv6 dual-stack applications.

® ipv4-vpls - Optimized for IPv4 and MPLS VPLS applications.

® ipv4-vpn - Optimized for IPv4 and MPLS Layer 3 VPN applications.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 17
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* ipv6 - Optimized for IPv6 applications.

® [2-metro and I12-metro-2 - Optimized for Layer 2 Metro applications.

*  mpls-I3vpn and mpls-I3vpn-2 - Optimized for MPLS Layer 3 VPN applications.
*  mpls-vpls and mpls-vpls-2 - Optimized for MPLS VPLS applications.

®*  mpls-vpn-vpls - Optimized for MPLS Layer 3 and Layer 2 VPN applications.

®* multi-service - Optimized for Multi-Service applications.

To display the TCAM settings on your router, use the show cam-partition command, as described in
“show cam-partition” on page 14.

Determining if a device is running out of TCAM

The show cam-partition usage command will tell you if the Brocade Netlron XMR and Brocade MLX
series device is running out of TCAM.

Managing memory and CPU usage

18

To achieve maximum performance, it is important to understand CPU usage and memory issues in
the Brocade Netlron XMR and Brocade MLX series router. The following sections discuss how to
manage memory and CPU usage.

NOTE
The following commands are available only on MP OS mode. Brocade recommends TAC guidance to
execute MP OS mode commands.

® set sample-task task name
* set sample-rate value

®* show sample

®* show bm-dump-mode

®* show bm-dump-mode hold
* show bm-overflow

Memory and CPU usage show commands

The first step in determining how your device is using memory and CPU is to get a view of the
activity. Several show commands display information about CPU usage and CPU task activity. This
section lists these commands and provides output examples.

show tasks
Syntax: show tasks

This command displays CPU usage statistics for tasks, as shown in the following example.

Br ocade# show t asks

Task Name Pri State PC St ack Size CPU Usage(% task vid
idle 0 ready 0000448c 0404dfa0 4096 100 0
noni t or 20 wait 0001493c 0404bel0 16384 0 0

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
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wd
flash
dbg
boot
mai n
itc

tnr
ip_rx
scp
consol e
vl an
nmac_ngr
nrp
VSrp
snns
rtm
ip_tx
rip

show cpu

Wk W
W~NO NP

g1 o1 o1 oo ool oo oo oo

wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
r eady
wai t

0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c
0001493c

Syntax: show cpu [average | detail | Ip]

Managing memory and CPU usage

0452df 48
04535f 48
04532ef 0
0462ee08
20819f 38
2081eb30
20854670
20859f 78
20882670
2088d660
20895660
2089c670
20ca3670
20caab668
20caf 670
20ch8670
20f 33670
27629668

8192
8192
16384
65536
131072
16384
16384
16384
16384
32768
16384
16384
16384
16384
16384
16384
16384
16384

® average - Displays average CPU utilization information.

® detail - Displays detailed information about the CPU utilization.

® |p- Displays CPU utilization information for the line card.

This command displays detailed information about the CPU utilization. Command output

resembles the following example.

Brocade# show cpu det ai
Act Wit

Nane
$(idle)
$con
$non
$f | ash
$dbg
$boot
mai n
itc

tnr
ip_rx
scp

| pagent
consol e
vl an
mac_ngr
nrp
vsrp
erp
snns
rtm
rtmd
ip_tx
rip

| 2vpn
mpl s
nht

mpl s_gl ue

State
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
r eady
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t
wai t

>>>2>>2>2>2>>>>>>>>>>>>>>>>>>>>

139
140
140
140
141
1524
2058
2651
2653
2654
2657
2658
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324
135

31
1382
564
592

71
135

Ti e
257961164
12372
13461
11668
5980
11986
4417
17
432901
144816
86138
4511
11181
19180
8971
25373
0
25594
57475
104725
77327
529010
2
18055
105867
5

1985

3
c

99.2

©

COOCOLOO0OLOLOO00O00000O000O0000L0

[eNelelolNeol VNeolNoNeoNoNoNoNoNoNoNoNeoNeol lleolNeolNoNoNoNoNe

eNeoNoNeoNeolNeoNoNoNololNolNoelNolNolNolNolNolNo]

PRRPRRPRRRPRRPRREPRPRRRPRREPRPLOOOO
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bgp wai t A 2659 14 86948 0.0
bgp_io wai t A 2662 0 486 0.0
ospf wai t A 2663 49 205871 0.0
ospf_r_calc wai t A 2667 0 29 0.0
isis wai t A 2667 42 7640 0.0
i sis_spf wai t A 2668 0 0 0.0
ntast wai t A 2668 21 21896 0.0
nmsdp wai t A 2674 0 2621 0.0
vrrp wai t A 2674 16 17 0.0
ripng wai t A 2674 0 0 0.0
ospf 6 wai t A 2675 39 33244 0.0
ospf6_rt wai t A 2675 0 13 0.0
ncast 6 wai t A 2675 4 21356 0.0
vrrpé wai t A 2680 16 16 0.0
bf d wai t A 2680 6 9 0.0
i psec wai t A 2686 0 1 0.0
I 4 wai t A 2687 53 16137 0.0
stp wai t A 2708 1 2 0.0
gvrp_ngr wai t A 2710 0 0 0.0
snnp wai t A 2710 0 71 0.0
r non wai t A 2711 1 2677 0.0
web wai t A 2711 3 22285 0.0
|l acp wai t A 2712 1 11803 0.0
dot 1x wai t A 2712 0 0 0.0
dot 1ag wai t A 2713 0 1322 0.0
| oop_det ect wai t A 2713 0 7695 0.0
ccp wai t A 2713 13 1335 0.0
cluster_ngr wai t A 2713 0 7582 0.0
statistcs wai t A 2713 0 0 0.0
hw_access wai t A 2713 3 834977 0.3
sf m non wai t A 32 1 646545 0.2
ntp wai t A 2714 0 4913 0.0
ospf_msg_task wait A 1 0 2019 0.0

Sampling CPU usage

There are three commands that will show you how much CPU is being used for each task. The first
two commands, issued from the management module monitor, identify a task to be sampled, and a
rate at which to sample the task:

* set sample-task task name
®* set sample-rate value
® show sample

When set sample-task and set sample-rate are configured, the show sample command samples
the CPU for a period of time, and displays stack traces. The resulting information shows you what
the CPU is doing, which can be especially helpful during periods of high CPU usage. The maximum
number of traces that can be stored is 100. To display the stack traces during the sampling period,
enter the show sample command.

To stop the sampling, enter the set sample-rate O command.
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CPU memory show commands

The CPU uses memory buffers to handle interprocess communication (IPC) and external packets
sent and received by the management processor. Buffer pools can consist of 256 bytes, 512 bytes,
1024 bytes, 1040 bytes, and 2048 bytes. All buffers are allocated from these pools on a best-fit
basis. The pBuf table maintains start and end addresses, size, stack trace, and number of
references for each allocated buffer.

show bm

Syntax: show bm

The show bm command determines if a task is suffering from a buffer leak and displays a general
overview of the CPU buffer health, as shown in the following example.

Br ocade# show bm
S| ZE TOTAL FREE INUSE QUT- OF- BUF BAD- FREE BAD- REF BAD- SI G

256 1023 1022 1 0 0 0 0
512 1024 1024 0 0 0 0 0
1024 1024 1024 0 0 0 0 0
2048 6144 128 6016 3446 0 0 0
10240 512 512 0 0 0 0 0

Pool id = 0 Application Buffer Usage:

Total buf used by appl =1

| oop_detect (0x7 ) owns 1 buf fers
Pool id = 1 Application Buffer Usage:

Total buf used by appl =0

Pool id = 2 Application Buffer Usage:

Total buf used by appl =0

Pool id = 3 Application Buffer Usage:

Total buf used by appl = 5632

mac_ngr (0x3 ) owns 3 buf fers

ip_tx (0xb ) owns 2 buf fers

rtm (Oxc ) owns 4 buf fers

ncast (0x11 ) owns 11 buffers

consol e (0x15 ) owns 1 buf fers

ip_rx (Oxle ) owns 7 buf fers

rtmd (0x22 ) owns 2 buf fers

ncast 6 (0x25 ) owns 5 buffers

mpl s (0x29 ) owns 1 buf fers

nht (0x2a ) owns 2 buf fers

ntp (0x37 ) owns 5593 buf fers

i sis_spf (0x5d ) owns 1 buffers

BM Free App Id Invalid = 4974 BM Free App |d Not Omner = 15374
BM Get App Ref Error = 4974 BM Inc App Ref Error =0

BM Transfer App Ref Error = 1102

An overview of system activity can be helpful in troubleshooting issues. Too many IN-USE buffers
must be justified or there may be memory leaks. BAD-SIG readings may indicate memory
corruptions. BAD-REF readings may indicate improper freeing when buffers are shared.

show bm appid

Syntax: show bm appid num

The num variable specifies the application ID.
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This command displays buffer usage information for the specified application ID. Command output
resembles the following example.

Br ocade# show bm appid 6

Pool id = 0 Application Buffer Usage

Total buf used by appl =1

VSsrp (0x6 ) owns O buf fers
Pool id = 1 Application Buffer Usage

Total buf used by appl =0

vsrp (0x6 ) owns O buffers
Pool id = 2 Application Buffer Usage

Total buf used by appl =0

vVsrp (0x6 ) owns O buf fers
Pool id = 3 Application Buffer Usage

Total buf used by appl = 39

VSsrp (0x6 ) owns O buf fers

show bm-dump-mode

Syntax: show bm-dump-mode

Use the show bm-dump-mode command to pinpoint offending code that may be responsible for
double fees and memory leaks. Command output resembles the following example.

MP-1 OS> show bm dunp- node
Buf fer dunp node is enabl ed

NOTE
A track state of O means that the buffer was allocated before the show bm-dump-mode command
was executed.

show bm-dump-mode hold

Syntax: show bm-dump-mode hold

If a buffer leak is suspected, use the show bm-dump-mode hold command to help locate the
source of the leak, as shown in the following example.

MP-1 OS> show bm dunp- node hol d

Buffer-1D Second Dir Hold Application
43636ac 60602 rx 1 0
4362ecc 60585 t x 1 1
436298c 60585 t x 1 1
435f cec 60585 tx 1 1
436f 10c 60585 t x 1 1
436¢18c 60585 t x 1 1
436adec 60394  tx 1 1
436bc8c 60387 tx 1 1
43769cc 60369 t x 1 1
43747ac 110 rXx 1 0

show bm hold

Syntax: show bm hold

This command displays hold buffer usage information. Command output resembles the following
example.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
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Brocade# show bm hol d
Buffer-1D Second Dir Hold Application

43636ac 60602 rx 1 0
4362ecc 60585 tx 1 1
436298c 60585 tx 1 1
435f cec 60585 t X 1 1
436f 10c 60585 t X 1 1
436d18c 60585 t x 1 1
436ad4ec 60394 tx 1 1
436bc8c 60387 t X 1 1
43769cc 60369 t X 1 1
43747ac 110 rx 1 0

show bm-overflow

Syntax: show bm-overflow [start | stop]
The command stops or starts buffer overflow monitoring.

This command displays buffer overruns, and is enabled by default. Output from this command
resembles the following example, where non-cpu overflow indicates that the corruption was due to
the monitor code and not the application code

MP-1 OS> show bm overfl ow

DABR WAt ch di sabl ed, DABR di sabl ed because no overfl ow detected yet.
Info for first overflow

buf ptr = 0x29558800 payl oad = 0x2955810 sig_ptr
pid =3 len = 1500 ref =1 appl_ref =1 pri
Buf Alloc Stack:

0x2955ffc sig = Ox1234eeee
0 flags = 0x0

Call Stack

<-372cc<-371d4<- 36df c<- 357d0<- 358d4<- 4074, - 80e9040<- 8024d58<- 80257cc<- 80251f 0<- 8
025a94<-80241d4<- 80200e8<- 801f f 7c<- 8473d70<- 84086ac<- 84088h4<- 8474474<-43f0

Buf Dat a:

00 00 00 00 00 04 00 00-00 00 00 11 81 00 00 Oa

Oa 00 6e 82 ff ff ff ff-ff ff 00 2a ff ff ff ff

ff ff ff ff ff ff ff ff-ff ff ff ff ff ff ff ff

b3 fa 00 00 00 00 00 04-00 00 00 00 00 11 81 00

Prev Buf Data

prev_buf ptr = 0x2955000 prev_payl oad = 0x2955030 prev_sig_ptr = 0x29557fc prev_sig
= 0Ox1234eeee prev_pid = 3 len = 1968

Prev Buf Alloc Stack:

Prev Buf Data:

00 00 00 00 OO 04 00 00-00 00 00 11 81 00O 00 Oa

Oa 00 73 6e ff ff ff ff-ff ff 00 29 ff ff ff ff

ff ff ff ff ff ff ff ff-ff ff ff ff ff ff ff ff

ad 4c Of 16 00 00 4b 16-00 00 00 00 00 04 81 00

00 Oa Oa 00 36 ba 00 00-00 00 00 00 00O OO0 00 00

next _bufptr = 0x29560000 next_payl oad = -x2956032 next_sig _ptr = -x29567fc
next _sig = 0x1234eeee next_pid =3 len = 88

Next Buf Alloc Stack:

Next Buf Data:

00 00 00 00 00 04 00 00-00 00 00 11 81 00 00 Oa

Oa 00 d9 d6 ff ff ff ff-ff ff 00 33 ff ff ff ff

ff ff ff ff ff ff ff ff-ff ff ff ff ff ff ff ff

35 95 00 00 00 00 00 04-00 00 00 00 00 11 81 00
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Info for non-cpu overflow
Buf ptr = NULL

pre_bufptr = NULL

next _bufptr = NULL

Info for DABR hit:
buf ptr = 0x2955800 payl oad = 0x2955810 sig_ptr = 0x2955ffc sig = 0x123 pid = 3
len = 1500 ref =0 appl_ref =0 pri =0 flags = 0x0

Configuration notes

Several things can affect the memory in the Brocade Netlron XMR and Brocade MLX series device:

®* When you change the table size for a parameter, device memory is reconfigured. When
memory is reconfigured, you must save the change to the startup configuration file, and then
reload the software for the change to take effect.

® Because Border Gateway Protocol version 4 (BGP4) can handle a very large number of routes,
it requires a great deal of memory. In a typical configuration with a single BGP4 neighbor, a
BGP4 router may need to hold up to 150,000 routes. Many configurations, especially those
involving more than one neighbor, can require the router to hold even more routes. Brocade
Netlron XMR and Brocade MLX series devices provide dynamic memory allocation for BGP4
data by automatically allocating memory when needed to support BGP4 neighbors, routes, and
route attribute entries. Dynamic memory allocation is performed automatically by the software
and does not require a reload.

® As a guideline, the Brocade Netlron XMR and Brocade MLX series devices with a 2-GB
management module can accommodate 150 to 200 neighbors, with the assumption that the
device receives a total of about one million routes from all neighbors and sends a total of about
eight million routes to neighbors. For each additional one million incoming routes, the capacity
for outgoing routes decreases by about two million.

® You can allocate memory for more VLANSs or virtual routing interfaces. By default, you can
configure up to 512 VLANs and virtual routing interfaces on the router. Although this is the
default maximum, the Brocade Netlron XMR and Brocade MLX series devices can support up
to 4094 VLANs and 4095 virtual routing interfaces. (VLAN IDs O and 4095 are reserved.) If
many of your VLANSs will have an identical configuration, you might want to configure VLAN
groups.

Management module diagnostics

24

The management modules control Brocade Netlron XMR and Brocade MLX series hardware
components, run networking protocols, and provide the Real Time Operating System (RTOS).

Each chassis requires one management module, and can accept a second module for redundancy
that works in conjunction with the active management module. If the active management module
becomes unavailable, the redundant management module automatically takes over the system
operation, minimizing system downtime.
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Running management module diagnostics

You can run diagnostics on the management modules to check if the devices needed for proper
operation are accessible and in working order. The diagnostics for the Line Processor (LP) modules
begin after the completion of diagnostics for the management processor (MP) modules, if the LP
modules are present in the chassis.

MP module is considered to have passed the diagnostics if the result of all the checks is "Passed".
If an MP or an LP does not pass the diag burn-in command, contact Brocade Technical Support for
further assistance.

NOTE
Remove the standby management module from the chassis before running the diagnostics. If the
standby management module is present, running the diagnostics on the interface module fails.

To run diagnostics on management modules, perform the following steps.

1. Reload the system and immediately press the B key repeatedly until the system boots into
monitor mode.

2. Type boot os flash primary to enter the OS.
The prompt will change from MP Monitor> to MP 0S>.
3. From the MP OS> prompt, enter diag burn-in, as shown in the following example.

MP-1 OS>diag burn-in

PCl access - Passed
88E1145 PHY - Passed
Storage Card - Passed
MA1T11 RTC - Passed

FE (slot 0; FE 0; 0x11fe6000) access passed;
FE (slot 0; FE 1; 0x11fe6000) access passed;
FE (slot 0; FE 2; 0x11fe6000) access passed;

FE (slot 1, FE 0; 0x11fe6000) access passed;
FE (slot 1; FE 1; 0x11fe6000) access passed;
FE (slot 1; FE 2; 0x11fe6000) access passed;

SAND access - Passed
Val ere power Supply 0 Passed
Val ere power Supply 1 Passed

Power Supply access - Passed
Port 0 passed
Port 1 passed
Port 2 passed
Port 3 passed
Port 4 passed
Port 5 passed
Port 6 passed
Port 7 passed
Port 8 passed

Port 9 passed
Port 10 passed
Port 11 passed
Port 12 passed
Port 13 passed
Port 14 passed
Port 15 passed
Port 16 passed
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Port 17 passed
Port 18 passed
Port 19 passed
Port 23 passed
Dx246 Switch Port Loopback

##t#- PASS - ###

MP-1 OS>

LP (6) [MX-X 1&x24 Copper]
LP (6) PING test passed

LP (7) [MX-X 1Gx24 Copper]
LP (7) PING test passed

LP (6) (MX-X 1Gx24 Copper)
LP (7) (M.X-X 1Gx24 Copper)

###- PASS - ###

- Passed

burn-in started

burn-in started

di agnosti ¢ Passed
di agnosti ¢ Passed

NOTE

After the completion of diagnostics for the MP modules, the system displays the MP-1 OS>
prompt and then starts the diagnostics for the LP modules.

NOTE

Brocade requires that you remove physical connections to all ports on the module, and all
optics to all ports on the module, so the module does not receive traffic while the diagnostics

are running.

4. Enter the reset command to return the system to normal operation (system reboot).

MP-1 OS>reset

REBOOT S1: N - XMR-1Gx20- SFP 20-port 1GbE/ 100FX Mbdul e CARD _STATE_REBCOT 20  0000. 003d. 8500
BOOT S1: N -XWMR-1Gx20-SFP 20-port 1CGbE/ 100FX Mbdul e CARD _STATE BOOT 20  0000. 003d. 8500

CARD_STATE_UP S1: N -XVR-1(Gx20- SFP 20-

0000. 003d. 8500

port 1GDE/ 100FX Mbdul e CARD STATE SW LOADED 20

uP S1: N - XWR-1Gx20- SFP 20-port 1GbE/ 100FX Mddul e CARD _STATE UP 20  0000. 003d. 8500

After the system reboots, you can display the status of the module using the show module

command, as shown in the following

Br ocade# show nodul e

ML
M

F1:
F2:
F3:
F4.
S1:
S2:
S3:

26

Modul e
(upper): N -XMR-MR Managenent Mbdul e
(1 owner):
NI - X- SF Switch Fabric Mdul e
NI - X- SF Swit ch Fabric Modul e
NI - X- SF Swi t ch Fabric Mdul e
NI - X- SF Swit ch Fabric Mdul e
NI - XMR- 1Gx20- SFP 20- port 1GbE/ 100FX Mbdul e

NI - XMR- 1Gx20- SFP 20- port 1CGbE/ 100FX Mbdul e

example.

St at us Ports Starting MAC
Active

Active
Active
Active
Acti ve
CARD_STATE_SW LOADED 20 0000. 003d. 8500

CARD_STATE_UP 20 0000. 003d. 8550
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Management modules

Table 3 lists the management modules that are available for the Brocade Netlron XMR and
Brocade MLX series routers.

TABLE 3 Management modules

Part number Description

NI-MLX-MR Brocade MLXe and Netlron MLX management module, 1 GB SDRAM, dual PCMCIA
slots, EIA or TIA-232 and 10/100/1000 Ethernet ports for out-of-band management.

NI-MLX-32-MR Brocade MLXe-32 and Netlron MLX-32 management module, 1 GB SDRAM, dual
PCMCIA slots, EIA or TIA-232 and 10/100/1000 Ethernet ports for out-of-band
management.

NI-XMR-MR Netlron XMR management module, 2 GB SDRAM, dual PCMCIA slots, EIA or TIA-232
and 10/100/1000 Ethernet ports for out-of-band management.

NI-XMR-32-MR Netlron XMR 32000 management module, 2 GB SDRAM, dual PCMCIA slots, EIA or
TIA-232 and 10/100/1000 Ethernet ports for out-of-band management.

Management module show commands

This section describes the show commands that display information about management modules.

show version

Syntax: show version
This command displays information about your management modules.

Brocade# show version

HW Netlron XMR Router

Backpl ane (Serial #: Not Exist, Part # Not EXist)

Nl -X-SF Switch Fabric Mbdule 1 (Serial #: PR29050242, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

NI - X-SF Switch Fabric Mddule 2 (Serial #: PR29050246, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

NI - X-SF Switch Fabric Mddule 3 (Serial #: PR30050270, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

SL ML: NI - XMR- MR Managenment Modul e Active (Serial #: PR30050511, Part #: 31524-0
00A) :

Boot : Version 3.5.0T165 Copyright (c) 1996-2009 Brocade Communications, Inc.
Conpi l ed on May 31 2009 at 14:42:00 | abel ed as xnprn03500b155

(424038 bytes) from boot flash

Monitor : Version 3.5.0T165 Copyright (c) 1996-2009 Brocade Comuni cations, |nc.
Conpi l ed on May 31 2009 at 14:41:14 | abel ed as xnb03500b155

(424045 bytes) from code flash

IronWare : Version 3.5.0T163 Copyright (c) 1996-2009 Brocade Comuni cations, |nc.
Compil ed on Jun 11 2009 at 07:15:58 | abel ed as xnr 03500b181

(5816681 bytes) fromPrimary

Board ID: 00 MBRIDGE Revision : 18

--More--, next page: Space, next line: Return key, quit: Control-c”"C
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show module

Syntax: show module

This command displays the status of the management modules. Enter this command at any CLI
level. Command output resembles the following example.

Brocade# show nodul e

Modul e Status Ports Starting MAC

ML (left): N -MX-MR Managenent Mdul e Active

M2 (right): N -MX-MR Managenent Modul e Standby (Ready)

Management module status is either active or standby. Standby modules can be in one of the
following modes:

® |nit - The module is currently initializing as the standby module.
®* Ready - The module is ready to take over as the active module, if necessary.
® Wait - The module is awaiting boot information from the active management module.

® Sync - The active module is currently synchronizing files with the standby module.

show redundancy

Syntax: show redundancy
This command displays module switchover activity, as shown in the following example.

Br ocade# show redundancy

=== MP Redundancy Settings ===

Default Active Slot = 17

Runni ng- Config Sync Period = 7 seconds
=== MP Redundancy Statistics ===

Current Active Session:
Active Slot = 9, Standby Slot = 10 (Ready State), Sw tchover Cause = No Switchover
Start Tine = 0-0-17 19:47:39 (Wednesday)

Previ ous Active Session #1:
Active Slot = 10, Standby Slot = 9, Switchover Cause = Active Rebooted
Start Time = 0-0-17 19:46:9 (Wednesday), End Tinme = 0-0-17 19:47:39 (Wdnesday)

Previ ous Active Session #2:
Active Slot = 9, Standby Slot = 10, Switchover Cause = Active Rebooted
Start Tinme = 0-0-17 19:44:14 (\Wednesday), End Tinme = 0-0-17 19:46:9 (Vednesday)

show log

Syntax: show log

This command allows you to view the system log or the traps logged on an SNMP trap receiver, as
shown in the following example, which indicates that one switchover occurred on the management
module in slot 9.
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Brocade# show | og

Sysl og | oggi ng: enabl ed (0 nessages dropped, O flushes, 0 overruns)
Buf fer 1ogging: |evel ACDMEINW 24 nessages | ogged

| evel code: A=alert C=critical D=debuggi ng Mcenergency E=error
I =i nformational N=notification Wwarning

Static Log Buffer:

Sep 28 11:31:25: A: Power Supply 1, 1st left, not installed

Sep 28 11:31:25: A:Power Supply 3, mddle left, not installed
Sep 28 11:31:25: A Power Supply 4, middle right, failed

Sep 28 11:31:25: A: Power Supply 5, 2nd right, not installed
Dynam ¢ Log Buffer (50 lines):

Sep 27 18:06:58:1:Interface ethernet6/2, state up

Sep 27 18:06:57:1:Interface ethernet3/2, state up

Sep 27 15:39:42:1:Interface ethernet3/2, state up

Sep 27 15:39:42:1:Interface ethernet6/2, state up

Sep 27 14:23:45:N:. Module up in slot 6

Sep 27 14:23:45: N. Module up in slot 3

Sep 27 14:23:27: A Managenent nodule at slot 9 state changed from standby to
active

Management module debug commands

There are no debug commands that are specific to management modules.

Configuration notes

Management sessions can be established through the management port on the active
management module. If a switchover occurs, the management port on the original active module
shuts down and all open CLI, Web management interface, and Brocade Network Advisor (BNA)
sessions close. You can open new sessions with the new active module after the switchover, if the
new module has a management port.

For example, if you were accessing the Web management interface using a PC connected to the
original active management port, you can open a new session if a PC is connected to the
management port on the new active module. Open a new session using the same IP address you
used before the switchover. (If a switchover occurs, the IP address you configured on the original
active module is automatically assumed by the new active module.)

Common diagnostic scenarios

Management module switchover events

In a redundant management module configuration, whenever the standby management module
assumes the role of active module a switchover event has occurred. This happens when the active
module becomes unavailable (for example, power is lost or a component fails), you perform a
manual switchover, or you remove or replace the active management module. When a switchover
occurs between the active and standby modules, management sessions, syslog, and SNMP traps
may be affected.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 29

53-1002828-03



30

2

Management module diagnostics

When an active module becomes unavailable

The following events will cause an active module to become unavailable and trigger a switchover:

®* An active module experiences a problem significant enough to cause a reset of the module. If
this is a software problem, capture the output from the show tech command. If the output
contains a crash dump, contact Brocade Technical Support.

®* The active module loses power. This may happen if a power supply fails, or because of a
general disruption in power.

Before a switchover occurs, the active module resets itself and sends an interrupt signal to the
standby module. The standby module then becomes the active module, allowing the modules to
continue forwarding traffic.

The new active module also begins to manage the system. When the original active module again
becomes available or is replaced, the new active module resumes in the role of standby.

Management module error messages

The following messages are displayed in the event of a switchover event, if there is a problem with
the standby management module in a redundant configuration.

Warning: Active MP running inmage is not inits flash or PCMCI A card, inmage
synchroni zation is not possible:

War ni ng: Standby Mddule is not allowed - put standby MP in reset.

Switchover syslog and SNMP traps

When a switchover occurs, the system sends a syslog message to the local syslog buffer and to the
syslog server, if one is configured. The system also sends an SNMP trap to the receiver, if one is
configured.

If the system is reset as the result of a switchover to the standby management module, the system
sends a warm start message and trap.

Monitoring management module redundancy

You can monitor the following aspects of management module redundancy:

®* The status of the management modules (if a module is the active or standby module).

® The switchover history for the management modules.

Management module LEDs

Management modules contain six LEDs that indicate operational status. Once you have installed a
management module and powered on the system, you can read the LED indicators on the module
faceplate. Table 4 lists these LEDs and describes what to do if an LED shows that the module is not
operating properly.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



Interface module diagnostics 2

TABLE 4 Management module LED indicators
LED Position State Meaning
Slot 1 Adjacent to the On or blinking  The software is currently accessing the flash card.
and PCMCIA slot it - -
Off The software is not accessing a PCMCIA flash card
Slot 2 represents . . A
inserted in a slot. If this occurs, you must:
®  Make sure the flash card is fully seated in the
connector.
®  From a command prompt, type dir/slotl or dir/slot 2
to see if either slot is readable.
Active Lower left On The module is functioning as the active management
module.
Off The module is functioning as the standby management
module.
Pwr Upper left On The module is receiving power.
Off The module is not receiving power. If this occurs, you must:
®  Make sure the module is seated properly.
®  Make sure the power supply is operating properly. The
Power LED must be green.
® Try the module in another slot or chassis.
10/100/1000 Above andtoright On (green) A link is established with the remote port.
Ethernet port of RJ-45 . - - :
connector Off No link is established with the remote port. If this occurs,
you must use a straight-through cable to the switch to
verify that interface management is enabled and the link is
good.
10/100/1000 Above and to left  On or blinking  The port is transmitting and receiving packets.
Ethernet Port of RJ-45 (yellow)
connector - — — :
Off for The port is not transmitting or receiving packets. If this
extended occurs, you must do the following tasks:
period ® Verify that the port is enabled and configured properly

for auto-negotiation.
® Try another port to identify a hardware failure.

Interface module diagnostics

NOTE

Brocade requires that you remove physical connections to all ports on the module, and all optics to
all ports on the module, so the module does not receive traffic while the diagnostics are running.

NOTE

Brocade recommends that you run diagnostics on the module running with factory default
configuration, so that the module does not work any protocol process while the diagnostics are
running. If you need to configure some commands such as snmp-server max-ifindex-per-module
num to recognize the modules, the minimum configuration to recognize would be approved.
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To run diagnostics on an interface module, perform the following steps.

1. Boot the module into interactive mode by entering the following commands.
Brocade# | p boot sys in 1
Brocade# Reset slot 1
Slot 1: booted to Interactive Mde.
2. With the module in interactive mode, remote console to the module by entering the following
command.
Brocade# rcon 1
Renote connection to LP slot 1 established
Press CTRL-X or type 'exit' to disconnect it
LP-1 Monitor>
3. Boot the module in the OS mode.
LP-1 Monitor>boot os flash primary
LP-1 Cs>
4. Run the diagnostic using the diag burn command. You must see output similar to the following
example.
LP-1 Os>di ag burn
PRAM O -- TM DDRII support disabled
XPP PLL Status Register at 0 micro-sec 0x0000f f Of
XPP PLL Status Register at 2 micro-sec 0x0000f f Of
XPP PLL Status Register at 4 nicro-sec 0x0000f f Of
XPP PLL Status Register at 6 nicro-sec 0x0000f f Of
XPP PLL Status Register at 8 micro-sec 0x0000f f Of

cro-sec = 0x0000f f Of
cro-sec = 0x0000f f Of
cro-sec = 0x0000f f Of
cro-sec = 0x0000f f Of
cro-sec = 0x0000f f Of
cro-sec = 0x0000f f Of
cro-sec = 0x0000f f Of
cro-sec = 0x0000f f Of

XPP PLL Status Register at 10
XPP PLL Status Register at 12
XPP PLL Status Register at 14
XPP PLL Status Register at 16
XPP PLL Status Register at 18
XPP PLL Status Register at 20
XPP PLL Status Register at 22
XPP PLL Status Register at 24
XPP PLL Status Register at 26 cro-sec = 0x0000f f Of

XPP PLL Status Register at 28 cro-sec = 0x0000f f Of

XPP Reset Sequence Done - PLL Status Register = 0x0000f f Of
XPP Reset Sequence Done - PLL Status Register 0x0000f f Of
XPP Reset Sequence Done - PLL Status Register 0x00cOf fff
XPP: Pl board or higher detected

PASSED

Dev 0 PRAM passed

STATSRAM 0 -- PASSED

Dev 0 STATSRAM passed

TXVLAN Table 0 -- PASSED

Dev 0 TXVLANRAM passed

CAM2PRAM 0 -- PASSED

Dev 0 CAMIOPRAMRAM passed

AGERAM 0 -- Pass 1

Pass 2

3333333333

AGERAM nenory tested for 2097152 entries
PASSED

Dev 0 ACGERAM passed

ServTypeTabl e 0 -- PASSED

Dev 0 SERVTYPETABLERAM passed

TXNEXTHOP TABLE O -- PASSED
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Dev
XPP
Dev
XPP
Dev
XPP
Dev

XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP
XPP

XPP:

5. Once the diagnostics are complete, return the interface module to operational status by

Interface module diagnostics

TXNEXTHOPTABLERAM passed
TCS TABLE -- PASSED
TOSTABLERAM passed

MCASTSTARTTABLERAM passed
MULTI CAST REPLACEMENT TABLE -- PASSED

0
0
0
0 MUILTI CAST START COFFSET TABLE -- PASSED
0
0
0

MCASTREPLTABLERAM passed
PRAM 1 -- TM DDRI| support disabl ed

PLL Status Register at O mcro-sec = 0x0000f f Of
PLL Status Register at 2 mcro-sec = 0x0000f f Of
PLL Status Register at 4 micro-sec = 0x0000ff Of
PLL Status Register at 6 mcro-sec = 0x0000f f Of
PLL Status Register at 8 mcro-sec = 0x0000f f Of
PLL Status Register at 10 mcro-sec = 0x0000f f Of
PLL Status Register at 12 micro-sec = 0x0000f f Of
PLL Status Register at 14 mcro-sec = 0x0000f f Of
PLL Status Register at 16 mcro-sec = 0x0000f f Of
PLL Status Register at 18 mcro-sec = 0x0000f f Of
PLL Status Register at 20 mcro-sec = 0x0000f f Of
PLL Status Register at 22 mcro-sec = 0x0000f f Of
PLL Status Register at 24 mcro-sec = 0x0000f f Of
PLL Status Register at 26 mcro-sec = 0x0000f f Of
PLL Status Register at 28 mcro-sec = 0x0000f f Of
Reset Sequence Done - PLL Status Register = 0x0000ff Of
Reset Sequence Done - PLL Status Register = 0x0000ff Of
Reset Sequence Done - PLL Status Register = 0x00cOffff

P1

board or higher detected

entering the following commands.

Brocade# | p boot sys flash pri 1
Brocade# reset slot 1

6. Reconnect the ports you disconnected prior to running the tests.

Interface modules

2

Table 5 lists the interface modules that are available for the Brocade Netlron XMR and Brocade
MLX series routers.

TABLE 5 Interface modules
Part number Description
NI-MLX-10Gx2 2-port 10 GbE module with IPv4, IPv6, and MPLS hardware support-Requires XFP

optics.

NI-MLX-1Gx20-SFP  20-port FE or GE (100/1000) module with IPv4, IPv6, and MPLS hardware

support-Requires SFP optics.

NI-MLX-1Gx20-GC 20-port 10/100/1000 copper module with IPv4, IPv6, and MPLS hardware support.

NI-X-0C192x2 2-port Packet over SONET (SDH) OC-192 (STM-64) interface module.
NI-X-0C192x1 1-port Packet over SONET (SDH) OC-192 (STM-64) interface module.
NI-X-0C48x8 8-port Packet over SONET (SDH) 0C-12/48 (STM-4/16) interface module.
NI-X-0C48x4 4-port Packet over SONET (SDH) 0C-12/48 (STM-4/16) interface module.
NI-X-0C48x2 2-port Packet over SONET (SDH) OC-12/48 (STM-4/16) interface module.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03

33
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TABLE 5 Interface modules (Continued)
Part number Description

NI-MLX-1Gx48-T-A 48-port 10/100/1000BASE-T mini-RJ-21 interface module with IPv4, IPv6, and MPLS
hardware support.

NI-MLX-10Gx8-M 8-port 10 Gbps Ethernet (M) module with IPv4, IPv6, and MPLS hardware support -
Requires SFP+ optics, high-speed fabric modules, and high-speed fans
(NIBI-16-FAN-EXH-A) on 16-slot routers. Supported for Brocade MLX series devices only.

NI-MLX-10Gx8-D 8-port 10 Gbps Ethernet (D) module with IPv4 and IPv6 hardware support - Requires
SFP+ optics, high-speed fabric modules, and high-speed fans (NIBI-16-FAN-EXH-A) on
16-slot routers. Supported for Brocade MLX series devices only.

NI-MLX-10Gx4 4-port 10 Gbps Ethernet module with XFP optical interfaces for wire-speed
performance.

NI-MLX-1Gx24-GC 24-port 1 Gbps Ethernet copper module with RJ-45 interfaces for wire-speed
performance.

NI-MLX-1Gx24-GF 24-port 1 Gbps fiber module for wire-speed performance.

24x1G-SFP 24-port 1 Gbps Ethernet module with SFP optical interfaces.

NI-XMR-10Gx4 4-port 10 Gbps Ethernet module with IPv4, IPv6, and MPLS hardware
support-Requires XFP optics.

NI-XMR-10Gx2 2-port 10 Gbps Ethernet module with IPv4, IPv6, and MPLS hardware
support-Requires XFP optics.

NI-XMR-1Gx20-SFP  20-port FE/GE (100/1000) module with IPv4, IPv6, and MPLS hardware
support-Requires SFP optics.

NI-XMR-1Gx20-GC 20-port 10/100/1000 copper module with IPv4, IPv6, and MPLS hardware support.

Interface module show commands

This section describes the show commands that display information about interface modules.

show media

Syntax: show media

This command displays information about the media installed in ports, as shown in the following
example, which provides the type, vendor, part number, version, and serial number of the SFP or
XFP device installed in a port. If no SFP or XFP device is installed in a port, the Type field displays
“N/A”, the Vendor field is empty, and the other fields display “Unknown”.
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Br ocade# show nedi a

Interface module diagnostics

Port 1/1:
Type : OC48 SR-1 (12km 1310nm
Vendor : oCcP Ver si on: 0000
Part# : TRPA48S1XBAM Seri al #: 4274425
Port 1/2:
Type : OC-48 SR-1 (2km 1310nm
Vendor : WaveSplitter Ver si on:
Part# : WBT- S3CDCS Seri al #: SC0704150067
Port 1/3:
Type : NA
Vendor : , Version: Unknown
Part# : Unknown, Seri al #: Unknown
Port 1/4:
Type : NA
Vendor : Ver si on: Unknown
Part# : Unknown, Seri al #: Unknown
Port 3/1:
Type : OC-48 SR-1 (2km 1310nm
Vendor : JDS UNI PHASE Ver si on: D25
Part# : CT2- M51LBTD33C5 Seri al #: 6331003584
Port 3/2:
Type : OC48 IR 1 (15km 1310nm
Vendor : Br ocade Conmuni cations, Version: A

show optics

Syntax: show optics slot number

This command displays optics information for XFP and SFP ports, including temperature, transmit
power, receive power, transmit bias, and current.

Brocade# show optics 4

Port Tenperature Tx Power Rx Power Tx Bias Current

4/1 30.8242 C -001.8822 dBm -002. 5908 dBm 41. 790 mA

Nor mal Norrmal Nornmal Nor nal

4/2 31.7070 C -001.4116 dBm - 006. 4092 dBm 41. 976 mA

Nor mal Normal Nor mal Nor mal

4/ 3 30.1835 C -000.5794 dBm 0. 000 mA

Nor mal Low Al arm Nornal Low Al arm

4/ 4 0.0000 C 0.000 mA
Nor mal Normal Nor mal Nor mal

show tm-vog-stat

Syntax: show tm-vog-stat [src_port [pos slotnum/portnum | ethernet slotnum/portnum] [dst_port
[pos slotnum/portnum| ethernet slotnum/portnum]] priority]

This command displays traffic management statistics for interface modules, as shown in the

following example.
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Brocade# show tmvog-stat src_port pos 1/1 dst_port pos 3/1 0
EnQue Pkt Count 0
EnQue Bytes Count
DeQue Pkt Count
DeQue Bytes Count
Total Discard Pkt Count
Total Discard Bytes Count
O dest Discard Pkt Count
O dest Discard Bytes Count
WRED Dr opped Pkt Count
WRED Dr opped Bytes Count
Current Queue Depth
Maxi mum Queue Depth since Last read

[eNeoNeoNeoNoNoNololNoNolNel

show tm statistics

Syntax: show tm statistics slot slot number

You can monitor traffic manager statistics to ensure that traffic load balancing is working properly.
The following example shows traffic statistics for an interface module identified by its slot number.

Brocade# show tm statistics slot 4
--------- Ports 4/1 - 4/20 ---------
I ngress Counters:

Total Ingress Pkt Count: 22

EnQue Pkt Count: O

EnQue Byte Count: O

DeQue Pkt Count: O

DeQue Byte Count: O

Tot al Que Discard Pkt Count: O

Tot al Que Discard Byte Count: O

O dest Discard Pkt Count: O

O dest Discard Byte Count: O
Egress Counters:

EnQue Pkt Count: O

EnQue Byte Count: O

Di scard Pkt Count: O

Di scard Byte Count: O

show version

Syntax: show version

This command displays information about your system, including all installed interface modules, as
shown in the following example.

Brocade# show version

Monitor : Version 3.5.0B6T165 Copyright (c) 1996-2009 Brocade Conmuni cati ons,
I nc.

Compiled on Jul 9 2009 at 18:46:18 | abel ed as xmb03500B6

(424489 bytes) from code flash

IronWare : Version 3.5.0T163 Copyright (c) 1996-2009 Brocade Comuni cations, |nc.
Conpi l ed on Jul 19 2009 at 07:17:58 | abel ed as xnr 03500b279

(5836796 bytes) from Primary

Board ID : 00 MBRIDGE Revision : 18

916 MHz Power PC processor (version 8003/0101) 166 MHz bus

512 KB Boot Fl ash (AM29LV040B), 32 MB Code Flash (Mr28F128J3)

2048 MB DRAM

St andby Managenent uptinme is 1 days 52 minutes 24 seconds
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SL 2: NI -X-0C48x4 4-port OCA8/12 STML6/ STMA Modul e (Serial #: PR50060005, Part #:
35650- 00BA)

Boot : Version 3.5.0B6T175 Copyright (c) 1996-2009 Brocade Conmuni cations, Inc.
Conpil ed on Jul 9 2009 at 18:47:52 | abel ed as xnl prn03500B6

(387074 bytes) from boot flash

Monitor : Version 3.5.0B6T175 Copyright (c) 1996-2009 Brocade Conmuni cati ons,
I nc.

Conpi l ed on Jul 9 2009 at 18:48:28 | abel ed as xm b03500B6

(387059 bytes) from code flash

Compil ed on Jul 19 2009 at 07:50:18 | abel ed as xm p03500b279

(3163145 bytes) fromPrimary

IronWare : Version 3.5.0T177 Copyright (c) 1996-2009 Brocade Comuni cations, Inc.
Conpi l ed on Jul 19 2009 at 07:50:18 | abel ed as xm p03500b279

(3163145 bytes) from Primary

FPGA ver si ons:

Valid PBIF Version = 2.11, Build Tine = 4/3/2009 13:0: 00

Valid XPP Version = 3.11, Build Tine = 5/14/2009 14:22:00

Valid STATS Version = 2.04, Build Tine = 4/26/2009 12:12: 00

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (AM29LV040B), 16 MB Code Flash (Mr28rF640J3)

1024 MB DRAM 8 KB SRAM 0 Bytes BRAM

PPCRO: 1024K entries CAM 16384K PRAM 2048K AGE RAM

LP Slot 2 uptine is 1 days 52 m nutes 24 seconds

(3163145 bytes) fromPrimary

SL 3: NI -XMR-1Gx20- GC 20-port 10/100/1000 Copper Mdule (Serial #: SA33061518,
Part #: 35555-200A)

Boot : Version 3.5.0B6T175 Copyright (c) 1996-2009 Brocade Conmuni cati ons,
I nc.

Compil ed on Jul 9 2009 at 18:48:28 | abel ed as xm b03500B6

(387059 bytes) from code flash

Conpil ed on Jul 9 2009 at 18:47:52 | abel ed as xnl prnm03500B6

(387074 bytes) from boot flash

Monitor : Version 3.5.0B6T175 Copyright (c) 1996-2009 Brocade Conmuni cati ons,
I nc.

Conpi l ed on Jul 9 2009 at 18:48:28 | abel ed as xm b03500B6

(387059 bytes) from code flash

IronWare : Version 3.5.0T177 Copyright (c) 1996-2009 Brocade Comuni cations, Inc.
Conpi l ed on Jul 19 2009 at 07:50:18 | abel ed as xm p03500b279

FPGA ver si ons:

Valid PBIF Version = 2.13, Build Time = 2/14/2009 11:55:00

Valid XPP Version = 3.05, Build Time = 5/14/2009 11:12:00

BCV6695GVAC 0

BCVb695GVAC 1

BCVb695GVAC 2

BCM6695GVAC 3

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (AM29LV040B), 16 MB Code Flash (Mr28rF640J3)

1024 MB DRAM 8 KB SRAM 0 Bytes BRAM

PPCRO: 1024K entries CAM 16384K PRAM 2048K AGE RAM

LP Slot 3 uptine is 1 days 52 m nutes 23 seconds

SL 4: NI -XMR-10Gx2 2-port 10GHE Modul e (Serial #: PR34050032, Part #: 31546-100A
)

Boot : Version 3.5.0B6T175 Copyright (c) 1996-2009 Brocade Conmuni cati ons,

I nc.

Conpil ed on Jul 9 2009 at 18:47:52 | abel ed as xnl prnm03500B6

(387074 bytes) from boot flash

Monitor @ Version 3.5.0B6T175 Copyright (c) 1996-2009 Brocade Conmuni cati ons,
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I nc.
Conpil ed on Jul 9 2009 at 18:48:28 | abel ed as xm b03500B6
(387059 bytes) from code flash
IronWare : Version 3.5.0T177 Copyright (c) 1996-2009 Brocade Communi cations, Inc.
Conpi l ed on Jul 19 2009 at 07:50:18 | abel ed as xm p03500b279
(3163145 bytes) from Primary
FPGA versions:
Valid PBIF Version = 2.13, Build Tine = 2/14/2009 11:55:00

Valid XPP Version = 3.05, Build Time = 5/14/2009 11:12:00

Valid XGVAC Version = 0.11, Build Tinme = 10/11/2009 12:45:00

Clearing traffic management statistics

To clear traffic management statistics, enter the clear tm-vog-stat src_port dst_port command.

The following commands can be useful for displaying and clearing information about interface
modules:

® clear tm-vog-stat src_port dst_port [priority]
®* show tm-vog-stat src_port multicast

® clear tm-vog-stat src_port multicast

* show tm-vog-stat src_port cpu-queue

® clear tm-vog-stat src_port cpu-queue

Interface module debug commands

There are no debug commands specific to interface modules.

Common diagnostic scenarios

Common diagnostic situations involving interface modules can include the following situations:

® The module is not receiving power.
® Alink has not been successfully established.
® Aportis not transmitting or receiving packets.

® Packets fail to enter an ingress queue on the traffic manager. This can happen because the
queue has reached its maximum length, or Weighted Random Early Detection (WRED) is
enabled to prevent an output queue from ever filling to capacity.

Interface modules continue to send traffic when a switchover occurs between management
modules. After a switchover event, interface modules send updates to the new active management
module, which verifies that the interface modules are synchronized.

If the new active management module becomes out of sync with an interface module, information
on the interface module may be overwritten, which can cause an interruption of traffic forwarding.
This must only occur if there is a Layer 3 topology change elsewhere in the network during the
management module switchover. Brocade Netlron XMR and Brocade MLX series routers support
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Layer 3 hitless failover with graceful restart for high availability routing in protocols such as BGP
and OSPF. With these high availability features enabled, when a router experiences a failover or
restart, forwarding disruptions are minimized, and route flapping is diminished to provide
continuous service during a switchover or restart event.

IPC diagnostics
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Interprocess communication (IPC) is a set of techniques that manage the exchange of data
between two or more processors running on one or more computers connected by a network. IPC
methods include message passing, synchronization, shared memory, and remote procedure calls
(RPCs).

IPC show commands

This section describes the show commands that display IPC information.
ipc show dy-sync

Syntax: ipc show dy-sync

This command displays dynamic IPC sync statistics. Command output resembles the following
example.

Brocade# i pc show dy-sync

ARP table sync_type=2, enabl ed=1

b_cast: serial # 000004DA, packets 1242, nmsg 1242, hell 0=160454
b_cast buf=02962862, index=20, nsg_i =0

u_cast 1, msg # 1, dropped (alloc failure)=0

u_specific reply 0, u_specific mss O

10/ 1:1

The above is slot/cpu u_cast pkt#

DAl table sync_type=30, enabl ed=1

b_cast: serial # 00000001, packets 1, msg 2, hell 0=160454
b_cast buf=0298B862, index=20, nsg_i =0

u_cast 1, msg # 2, dropped (alloc failure)=0

u_specific reply 0, u_specific mss O

10/1:1

The above is slot/cpu u_cast pkt#

Label to VRF ta sync_type=25, enabl ed=1

b_cast: serial # 00000000, packets 0, msg O, hell 0=160454
b_cast buf=0296A862, index=20, nsg_i =0

u_cast 1, msg # 0, dropped (alloc failure)=0

u_specific reply 0, u_specific nmss 0

10/1:1

The above is slot/cpu u_cast pkt#

ND6 nei ghbor ta sync_type=12, enabl ed=1

b_cast: serial # 000005D5, packets 1493, nsg 1493, hel |l 0=160454
b_cast buf=0299E862, index=20, nsg_i =0

u_cast 2, nmsg # 1, dropped (alloc failure)=0

u_specific reply 0, u_specific nmss O

10/ 1: 2

The above is slot/cpu u_cast pkt#

NHT sync_type=23, enabl ed=1

b_cast: serial # 00000000, packets O, msg O, hell 0=160454
b_cast buf=02969862, index=20, nsg_i =0
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u_cast 118, nsg # 4096, dropped (alloc failure)=0
u_specific reply 0, u_specific mss O

10/ 1:118
The above is slot/cpu u_cast pkt#

ipc show heartbeat history-log

Syntax: ipc show heartbeat history-log

This command displays the IPC heartbeat error log from standby MP and LP based on the
Color-coded Heartbeat (CCHB) received on the active MP.

The following is the sample output from the ipc show heartbeat history-log command.

Brocade# i pc show heartbeat history-Iog
May 8 06:19:44: Stand By MP : CPU Rate (above 80%, Low Buffer (Y), IPC Tx
Qrull (N, I1PC Rx Qrull (Y)
IPC Unrel Tx Error (N), IPCRel Tx Error (Y), IPC Send Buffer Error (N)
| PC Send Buffer-retransmt Error (Y), IPC Qrull Delay (Y), IPC Rel Tx
Delay Error (N

May 8 06:19:42: Slot 8 : CPU Rate (above 80%, Low Buffer (Y), IPC Tx QFull
(N), IPC Rx QrRull (Y)
I PC Unrel Tx Error (N), IPC Rel Tx Error (Y), IPC Send Buffer Error (N)
| PC Send Buffer-retransmt Error (Y), IPC Qrull Delay (Y), IPC Rel Tx
Delay Error (N)

ipc show names

Syntax: ipc show names

This command displays IPC message type names, with numbers that correspond to the ipc show
statistics output.

Brocade# i pc show names
Nanmes of registered | PC message types:
2 | PC reset nessage

3 I PC startup nessage

5 I PC Test nessage

8 File Tx End

12 File Tx Request

13 LP Card Boot

14 LP Card SW Loaded

15 LP Card Oper Info

16 LP Ports Oper Info

17 LP Port Qper Info

18 LP Stripe Sync Send Done
19 LP Stripe Sync Status

31 LP Stripe Sync Loss

32 Slot Info

33 Modul e Reboot

40 MP Red Standby Boot Info
41 MP Red Standby SW Loaded
45 MP Red Cmd

49 MP Red Standby Info

50 MP SW Upgrade Info

72 HAL Set Port Val ue

74 HAL Set Port Val ues
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76 HAL Set Ports Val ue

78 HAL Set Port Active Mac Address
80 HAL Set Port Active Mac Addresses
82 HAL Set Port Data

84 HAL Set Modul e Val ue

86 SET LP PROM

93 HAL Add Fid Portmask

95 HAL Del ete Card

97 HAL Add Card

104 ACL Mrror Status fromLP
106 Trunk query response

110 LP MAC tabl e sync

113 LP MAC free

115 LP MAC SA learn

116 LP MAC DA | earn

120 Port security

143 VLAN LP ACK

161 VSRP Update Session

180 AS_PATH REQ

182 | PV6 NEI GHBOR REQUEST

190 LP Mcast Main

191 L2 Mcast nsg

192 L2 Mast6 nsg

202 ARP LP REQ

208 AuthReq from LP

209 LP dot lag Mai n210 L4 STATUS FROM LP
211 PCOS Status Update

214 LP CLI show stat Val ue
215 MP LP show CLI

216 SYNC RTC req

217 SysLog LP nessage

219 LP Tenperature Res

232 VPLS MAC SYNC

233 I PC Text Msg

235 Port Stat Req

236 Port Stat Sanpling

237 | PC_MSGTYPE_MP_SYNC_REQ 0
238 | PC_MSGTYPE_MP_SYNC_REQ 1
242 1 PC_MSGTYPE_MP_SYNC REQ 5
243 Snnp np sync nessage

246 | PC_MSGTYPE_MP_SYNC_REQ 9
278 | PC_MSGTYPE_MP_SYNC_ACK
279 BGP STATUS FROM MP

280 OSPF STATE FROM WP

284 10g wan phy al arm st at
287 BFD

288 BFD

289 TM | ogs

ipc show statistics

Syntax: ipc show statistics
This command displays IPC statistics, as shown in the following example.

Brocade# ipc show statistics
----------- CPU and Reliable IPC Status (Slot/Cpu) ----------

9/0 ALIVE Expected rx seq: 914 Next tx seq: 507 In tx seq: 0
----------------------- Message count -----------------------

Unr el RxPkt =494902 Rel RxPkt =20371 Unr el TxPkt =394404 Rel TxPkt =1531
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Unr el RxMsg=767517

----MsgType: Count
Rel i abl e RX

Unreliable RX :

Reliable TX

Unreliable TX :

Buf Al | ocFail =

TxTooBi gPkt =0
RxTooBi gPkt =0
TxBadContent =0
TxRel SenLock =0
Del ayTxRel Err =0
Del yTxRel Qrul =0
RxBadAckAddr =0
SendBuf Error =0

Yi el dSendBuf =0

QCount M nusErr=0
Last Rel RxMsgFr =9
Rel RxQFul | =0
Rel RxAl r dyVal d=0
Last AckTxSeq
RxAckNot | NnW n =0
RxAckNot | nRang=0
Last BadTxQ dxQ=0
Current RetranQ=0
Fi r st Ret r anBuf =0

Rel RxMsg=20371

(* inst
16: 1
202: 125

1:812
14: 1
33:1
80: 2

198: 813
289:1
24:1

100: 1
109: 8
117:1
125: 2
144: 1
163: 1
170: 1
178:1
186: 3
201: 7
229:1

3
0

1: 9075

30: 2

77:2
196: 133
216: 46

-- 1PC

=914

ead of
17: 17
1 217:1
61 2:1
15: 2
72:1
113: 3
199: 405828
28:9
103: 2
110: 3027
118:1
126:
147:
164:
171:
179:
187:
203:
286:

PR oR RN

[oe]

7 2:1
34:1
79:2
952 198: 162291
218: 4058

Unr el TxMsg=394405

182: 2
236:1

3.1
16:1
76: 2
115: 3
215: 8

29:
107:
112:
122:
129:
155:
165:
173:
183:
189:
205:
290:

RPRRRPRRPRRPRPRUORWER

21:1
71: 1
110: 2
199:1
243: 3

nmeans unregi stered type)---

871 201:
6227 287:
13:
17:
78: 2

PR R R

741 116: 271709

7 219: 4058

1 98: 1
108: 4
114: 4
124: 1
134:1
162:1
167: 1
177: 1
185:1
194:1
227:2

1

22:10
75:2
195: 2773
32 215: 63
09

Debug counters ---------------------

Buf Fr eeFai | =0
TxBadMsgType =0
RxBadMsgType =0
TxBadFi d =0
TxUnr el SemLock=0
Del ayTi mer Err =0
RxBadFi d =0
TxUnrel Err =0
Buf Al r eadyFr ee=0
Yi el dGet Buf =0

RxQ dxErr =0

Last Rel RxQ dx =913

Last Rel RxQFul =0
Rel RxFr ags =0
Last AckRxSeq
RxAckAl r dyAckd=0
Ret r ansBadQ dx=0
Last BadTxQ dxWt0
Fi r st Ret ranW n=0
RxAckFor NAct Q =0

IPC debug commands

This section describes the debug command that generates information about IPC.

=507

BadChecksum =0
| t cSendFai | =0
Car dDownEvent =0
TxEmpt yFi dMask=0
TxRel QFul | Err =0
Del ayFl ushErr =0
RxNoCal | back =0
TxRel Err =0
Retransmts =0
RxBadContent =0

Last BadRxQ dx =0

Rel TxMsg=3205

Last Rel RxBl kAd=15990396

Rel RxQut OFWn =1
Last AckTxSl ot =9
Last AckRxSl ot =9
RxAckl nvdBl k =0
Last BadTxQ dx =0
Last BadTxQ dxA=0
Fi r st Ret ranBl k=0
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debug ip ipc

Syntax: [no] debug ip ipc

This command generates information about interprocess communication (IPC) activity in IP
modules. The output generally includes a record of IPC messages sent and received, and any errors
or warnings related to IP IPC. Several examples follow.

The following example indicates that the system is unable to obtain enough buffer space to send
IPC messages to line cards.

Br ocade# debug ip ipc

error - ip_ipc_icnp_config info. systemout of buffer
error - ip_ipc_ve_mac_addr system out of buffer
error - ip_ipc_vport_mask_info system out of buffer
error - ip_ipc_clear_cache_nsg system out of buffer
error - ip_ipc_config_ info. systemout of buffer
error - ip_ipc_ntast_info. systemout of buffer

The following message indicates that the routing table manager (RTM) is sending initialize data to
line card 1, CPU 1.

RTM ipc sync init data to (1,1), max routes 100

In the following example, Layer 3 port configuration information (state, MTU, redirect, encap, and
S0 on) is being set for the specified port.

| P/IPC. set port data, port 1/10, type:2 value 1

In the following example, an IP address for a given port (1/10) is being sent to the line cards.

I P/IPC. set port address, port 1/10, addl, addr 10.10.10.1
In the following example, forwarding information is being sent to the line cards.
I P/IPC. send port table, FID ID 10

In the following example, tunnel forwarding information is being sent to the line cards.

I P/IPC. send tunnel table, FID ID 10
I P/IPC. send tunnel config, size 56

In the following example, DHCP configuration information is being sent to the line cards.

| P/ PC. send port dhcp index, FID ID 10

In the following example, a DHCP list with 200 entries is being sent to the line cards.

I P/IPC. send dhcp list, size 200

Common diagnostic scenarios

If the error counts are continuously incrementing at a fast pace, or if the “In tx seq:” value
continues to increase, contact Brocade Technical Support.

ITC diagnostics

An inter-task communication (ITC) is a data transfer between processes in two different tasks. ITC
methods include message passing, synchronization, shared memory, and RPCs.
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ITC show commands

This section describes the show commands that display ITC information.

itc show error list

Syntax: itc show error list

This command displays error information about the ITC messages. Command output resembles the

following example.

Brocade# itc show error |ist

first 32 itc errors

dest app id = 0x00000021 : src app id = 0x0000000b : msg type = 0x00130011 : error
= | TC_ERR_DEST_QUEUE_FULL
dest app id = 0x00000021 : src app id = 0x0000000b : nmsg type = 0x00130011 : error

= | TC_ERR DEST_QUEUE_FULL

megtype
0x0130011 -

show emac

itc errors per nsgtype
req failed

resp failed
2 - 0

Syntax: show emac [IF num | detail | name | phy_reg]

® |F num - Displays information about the Ethernet MAC Management Processor (MP) packet by
interface number. IF num variable can take values from 1 through 3.

® detail - Displays detailed information about the Ethernet MAC MP packet.
® name - Displays information about the Ethernet MAC MP packet by name.

®* phy_reg - Displays dump information about the ten physical registers.

Command output resembles the following example.

Br ocade# show emac detail

intf drx[ 0] drx[ 1] dt x nT X mt x nbad
1 : 477416 0 13928 1364593 13928 0
2 : 1101925 35540 5592842 1137465 5592842 0
3: 0 0 0 0 0 0
X PO/ Pri O PO/ Pri 1 P1/PriO P1/Pril
Dept h 0 0 0 0
H wn 1 0 85 1
QDrops : O 0 0 0
QPkts 13928 0 1037316 4557264
TX QPkts: MpPkt Type :
Port 0/ Pri O: MP_PKT_I P: 1182 MP_PKT_ARP: 8703
Port 1/ PriO: 1MP_PKT_I P: 1038560
Port 1/ Pril: MP_PKT_I P: 4557269
RX PO P1 P2 RX PO P1 P2
Depth : 0 0 0 H Wn: 19 84 20
Qrops: 0 0 0 QPkts : 809485 191978 613629
RX QPkts: MpPkt Type :
Port 0/ Pri O: MP_PKT_I P: 808741 MP_PKT_ARP: 649 MP_PKT_RARP: 21

MP_PKT_CDP: 16
MP_PKT_| PC: 10
MP_PKT_STP: 5
MP_PKT_SU_STP: 3
MP_PKT_VSRP: 2

MP_PKT_FDP: 11

MP_PKT |ISI'S HELLO: 9 MP_PKT LA: 8

MP_PKT_GARP: 3

MP_PKT_PVST: 3 MP_PKT_MRP: 2

MP_PKT_L2MCAST: 2

MP_PKT_L2MCAST6: 1
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Port O/ Pri 1:
Port O/ Pri 2:

MP_PKT_CDP: 13

show mq

Syntax: show mq

MP_PKT I P: 190284
MP_PKT | P: 613291
MP_PKT_FDP: 4

Switch fabric modules

MP_PKT_ARP: 1658
MP_PKT_ARP: 407

MP_PKT | PC: 1

MP_PKT_RARP: 37
MP_PKT_RARP: 42

This command displays information such as maximum depth, maximum messages and the
number of failed messages.

2

NOTE
This command is available only on MP OS mode. Brocade recommends TAC guidance to execute 0S
mode commands.

The show mg command output resembles the following example.

MP-1 OS> show nqg

Name
<.»
itc

<.»
scp

consol e

vl an

nmac_ngr

PRI

0

-

RPORORORO

Length Depth RPt r WPt r MDept h sMDepth NMsgs MVsgs sMvsgs Failed sFailed
4096 0 000ab0 000ab0 112 112 0 1 1 0 0
4096 0 000000 000000 O 0 0 0 0 0 0
102400 O 004430 004430 3488 3488 0 5 5 0 0
102400 O 015078 015078 17440 17440 0 482 482 0 0
16384 0 003f44 003f44 372 372 0 13 13 0 0
16384 O 001810 001810 36 36 0 1 1 0 0
102400 O 014954 014954 2640 2640 0 66 66 0 0
102400 O 0090cO0 0090cO0 1840 1840 0 2 2 0 0
204800 O 0045a8 0045a8 40 191332 0 1 1506 0 0
204800 O 004bb0 004bb0 36 735996 O 1 466 0 0

Switch fabric modules

Switch fabric modules switch user packets from one interface module in a chassis to another.
Switch fabric modules are hot-swappable.

Switch fabric fault monitoring

The Switch Fabric Fault Monitoring feature allows to display information about the current status of
links between the switch fabric modules (SFMs) and interface modules and sends log messages to
the console regarding the “UP” or “DOWN?” status of the switch fabric modules.

Switch fabric show commands
This section describes the show commands that display information about switch fabrics.

show sfm-links

Syntax: show sfm-links [sfm-number | all]

®* sfm-number - Specifies an SFM for which you want to display link information.

® all - Displays link information for all SFMs in the chassis.
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Switch fabric modules

NOTE

If the number of non-operational links fall below the minimum threshold, the following warning
message is displayed:

WARN: LP 3 has 8 links up, less than mnimumto guarantee line rate traffic

f orwar di ng

This warning is displayed to inform users that the line rate traffic will not be maintained.

The show sfm-links all command displays information about the current status of links between the
SFMs and interface modules in the Brocade Netlron XMR and Brocade MLX series devices. Each
line in the output represents a link between an SFM and an interface module.

Br ocade# show sfm|inks all

SFM#/ FE# | FE link# | LP# TM¢ | TMIink# | link state
---------- T T T L g

2/ 1 | 32 | 3/ 1 | 13 | UP

2/ 1 | 31 | 3/ 2 | 01 | UP

21/ 1 | 11 | 3/ 1 | o1 | UP

2/ 1 | 12 | 3/ 2 | 13 | UP

2/ 3 | 32 | 3/ 1 | 19 | UP

2/ 3 | 31 | 3/ 2 | 07 | UP

2/ 3 | 11 | 3/ 1 | 07 | UP

2/ 3 | 12 | 3/ 2 | 19 | UP

3/ 1 | 32 | 3/ 1 | 16 | UP

3/ 1 | 31 | 3/ 2 | 04 | UP

3/ 3 | 12 | 37 2 | 22 | UP

WARN: LP 3 has 8 links up, less than mininumto guarantee line rate traffic

f orwar di ng

show version

Syntax: show version

This command displays information about the SFMs installed in your router chassis, as shown in
the following example.

Br ocade# show version

HW Netlron XVR Router

Backpl ane (Serial #: Not Exist, Part # Not Exist)

NI - X-SF Switch Fabric Mddule 1 (Serial #: PR29050242, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

Nl -X-SF Switch Fabric Mddule 2 (Serial #: PR29050246, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

Nl - X-SF Switch Fabric Mdule 3 (Serial #: PR30050270, Part #: 31523-100A)
FE 1: Type 00000, Version O

FE 3: Type 00000, Version O

show sfm-utilization

Syntax: show sfm-utilization [sfm-number | all]
®* sfm-number - Specifies the SFM for which to display the utilization information.
® all - Displays utilization information for all SFMs in the chassis.

The show sfm-utilization all command displays bandwidth usage on all SFMs on the device, as
shown in the following example.
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Brocade# show sfmutilization all
SFM#2

last 1 second utilization = 0.4%
last 5 seconds utilization = 0.3%
last 1 minute utilization = 0.1%
last 5 minutes utilization = 0.0%

1 second utilization = 0.4%
5 seconds utilization = 0.4%
last 1 minute utilization = 0.1%
5 mnutes utilization 0. 0%
5 mnutes utilization 0. 0%

To display bandwidth usage for a single SFM, enter the show sfm-utilization sfm-number command.

Br ocade# show sfmutilization 2
SFM#2

1 second utilization = 0.4%
last 5 seconds utilization = 0.3%

1 mnute utilization = 0.1%

5 mnutes utilization = 0.0%

Switch fabric debug commands

There are no switch fabric-specific debug commands.

Common diagnostic scenarios

The following common scenarios may occur with switch fabric modules:

® The switch fabric module is not receiving power.

® [f the switch fabric module is inactive (not switching packets), the links are down. Use the show
sfm-links all command to identify which links are down.

Switch fabric module not receiving power

The switch fabric module front panel includes two LEDs, one labeled Pwr (power) and one labeled
Active.

® |f the Pwr LED is off for an extended period of time, the switch fabric module is not receiving
power. Check the power connection and the power supply. Make sure the module is seated
properly in the backplane.

® |fthe Pwr LED is on, but the Active LED is off, the module is not in active mode and cannot
switch packets. In this case, refer to “Switch fabric module unable to switch packets”.

Switch fabric module unable to switch packets

If the switch fabric module is receiving power, but is still unable to switch packets, disable it and
then re-enable it to determine if the problem re-occurs. You may need to perform these steps on
each switch fabric module in your device to determine which one is faulty. If the problem continues,
contact Brocade Technical Support for further assistance.
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Hot-swapping a switch fabric module

You can remove and install switch fabric modules while the Brocade Netlron XMR and Brocade MLX
series device is powered on and running. For more information, refer to the Brocade MLX Series
and Brocade Netlron XMR Installation Guide.

Power supplies, fans, and temperature

48

Information about power supplies, fans, and temperature readings are sent to the static buffer log.
New messages replace older ones, so only the most recent message is displayed. For example,
only the most recent temperature warning message is shown in the log. The static buffer is not
configurable, and static buffer messages do not appear in dynamic buffer logs.

NOTE
Always cover empty chassis slots with the slot panels that shipped with your device. Operating the
device with exposed empty slots can cause the system to overheat.

Power supply, fan, and temperature show commands

This section describes the show commands that display power supply, fan, and temperature
information.

show log

Syntax: show log

You can view power supply, fan, and temperature information using the show log command.
Command output resembles the following example.

Brocade# show | og
Sysl og | oggi ng: enabl ed (0 nessages dropped, O flushes, 0 overruns)
Buf fer 1ogging: |level ACDMEINW 82 nessages | ogged
| evel code: A=alert C=critical D=debuggi ng Mcenergency E=error
I =informati onal N=notification Wwarning

Static Log Buffer:
Jun 4 09:43:01: A System AC Power Supply 4 , 1st fromleft, Installed (O
Jun 4 09:43:01: A System AC Power Supply 4, 2nd fromleft, Installed (O

Dynami ¢ Log Buffer (1000 lines):

Jun 4 17:25:30:1:Security: telnet login by debra fromsrc |P 10.55.1.103 to PRI
VI LEGED EXEC node

Jun 4 17:20:54:1:Security: ssh login fromsrc IP 10.47.6.8 to USER EXEC node
Jun 4 17:20:34:1:Security: ssh logout fromsrc IP 10.47.6.8 from USER EXEC npnde
Jun 4 17:20:31:1:Security: ssh login fromsrc IP 10.47.6.8 to USER EXEC node
Jun 4 14:20:42:1:Security: telnet |ogout by debra fromsrc IP 10.55.1.103 from
USER EXEC node

Jun 4 14:05:06:1:Security: telnet login by debra fromsrc IP 10.55.1.103 to PRI
VI LEGED EXEC node

Jun 4 12:29:14:W Latched | ow RX Power warning, port 4/1

Jun 4 12:29:14: A Latched | ow RX Power alarm port 4/1

Jun 4 12:24:15:1:System Interface ethernet 4/1, state up

Jun 4 12:24:14:W Lat ched | ow RX Power warning, port 4/1
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Jun 4 12:24:14: A Latched | ow RX Power alarm port 4/1
Jun 4 12:24:05:1:System Interface ethernet 4/1, state down - |ink down
Jun 4 12:24:02:1:System Interface ethernet 4/1, state up
Jun 4 12:23:54:1:System Interface ethernet 4/1, state down - |ink down

show fan-threshold

Syntax: show fan-threshold

This command displays the current settings of temperature thresholds and fan speeds, as shown
in the following example.

Brocade# show fan-threshol d

=== Thermal Sensor Control Bl ock (THERVAL_SENSOR TEST_RULE _MP) ===
Fan Speed Low. -1 - 60

Fan Speed Med: 57 - 70

Fan Speed Med-Hi: 67 - 80

Fan Speed Hi: 77 - 85

state = 0 (FAN_STATE_LOW

max_ts_shut_off_count = 3

shut _off_count =0000000000000O0O00O

=== Thermal Sensor Control Bl ock (THERVAL_SENSOR TEST_RULE_ SNV ===
Fan Speed Low. -1 - 30

Fan Speed Med: 27 - 40

Fan Speed Med-Hi: 37 - 50

Fan Speed Hi: 47 - 75

state = 1 (FAN_STATE_MED)

max_ts_shut_off_count = 3

shut _off _count =00000000000000O00O

=== Thermal Sensor Control Bl ock (THERVAL_SENSOR TEST_RULE LP) ===
Fan Speed Low. -1 - 50

Fan Speed Med: 46 - 55

Fan Speed Med-Hi: 51 - 60

Fan Speed Hi: 56 - 95

state = 0 (FAN_STATE_LOW

max_ts_shut _off_count = 3

shut _off_count =0000000000000O0O00O

=== Thernmal Sensor Control Block ( THERVAL SENSOR TEST RULE LP XPP) ===
Fan Speed Low. -1 - 50

Fan Speed Med: 45 - 65

Fan Speed Med-Hi: 60 - 75

Fan Speed Hi: 70 - 113

state = 1 (FAN_STATE_MED)

max_ts_shut _off_count = 3

shut _off _count =0000000000000O0O00O

=== Thermal Sensor Control Block ( THERVAL SENSOR TEST RULE STANDBY MP) ===
Fan Speed Low. -1 - 60

Fan Speed Med: 57 - 70

Fan Speed Med-Hi: 67 - 80

Fan Speed Hi: 77 - 85

state = 0 (FAN_STATE_LOW

max_ts_shut_off_count = 3

shut _off _count =0000000000000O0O00O

=== Thermal Sensor Control Bl ock (THERVAL_SENSOR TEST_RULE_MP_CPU) ===
Fan Speed Low. -1 - 60

Fan Speed Med: 57 - 70

Fan Speed Med-Hi: 67 - 80

Fan Speed Hi: 77 - 95

state = 0 (FAN_STATE_LOW

max_ts_shut_off_count = 3
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shut _off _ count =00000000000000O00O

=== Thermal Sensor Control Bl ock ( THERMAL_SENSOR TEST_RULE_STANDBY_MP_CPU) ===
Fan Speed Low. -1 - 60

Fan Speed Med: 57 - 70

Fan Speed Med-Hi: 67 - 80

Fan Speed Hi: 77 - 95

state = 0 (FAN_STATE LOW

show chassis

Syntax: show chassis

The show chassis command displays power supply and fan information, as well as temperature
readings for the chassis.

Br ocade# show chassi s
*** Netlron XMR 8000 CHASS| S ***

- - - PONERS - - -

Power 1: Installed (Failed or Disconnected)

Power 2: Installed (Failed or Disconnected)

Power 3 (30351200 - AC 1200W: Installed (OK)

Power 4 (30351200 - AC 1200W: Installed (OK)

Total power budget for chassis = 2400W

Total power budget for LPs = 2049W

Sl ot Power-On Priority and Power Usage:

Slot2 pri=1 nodul e type=Nl-X-0C48x4 4-port OC48/ 12 STML6/ STM4 Modul e power usage

=132W
Sl ot3 pri=1 nodul e type=N - XMR- 1Gx20- GC 20-port 10/100/1000 Copper Mdul e power
usage=156W

Slot4 pri=1 nodule type=N -XMR-10&x2 2-port 10GbE Modul e power usage=165W

--- FANS ---

Right fan tray (fan 1): Status = OK, Speed = MED (75%
Right fan tray (fan 2): Status = OK, Speed = MED (75%
Right fan tray (fan 3): Status = OK, Speed = MED (75%
Right fan tray (fan 4): Status = OK, Speed = MED (75%

--- TEMPERATURE READI NGS - - -

Active Mgnt Modul e: 30.250C 44.125C
SNML: 25.5C

SNwVR: 23.0C

SNMB: 25.5C

LP2 Sensorl: 35.0C

LP2 Sensor2: 50.375C

LP3 Sensor1: 30.5C

LP3 Sensor2: 38.500C

LP4 Sensorl: 35.0C

LP4 Sensor?2: 43.875C

LP4 Sensor 3: UNUSED

Tenperature Mnitoring Poll Period is 60 seconds

--- MSC INFO - --
Backpl ane EEPROM MAC Address:  0000. 00e2. ca00

show temperature

Syntax: show temperature

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



Power supplies, fans, and temperature 2

The show temperature command displays temperature readings for each interface module. The
temperature is polled every 60 seconds.

Brocade# show tenperature

SLOT #: CARD TYPE: SENSCR # TEMPERATURE (O):
17 ACTI VE MG 1 27.500C
17 ACTI VE MG 2 48.125C
1 LP 1 33.0C
1 LP 2 47.625C
3 LP 1 35.0C
3 LP 2 60. 250C
5 LP 1 41.5C
5 LP 2 57.0C
5 LP 3 UNUSED
5 LP 4 41.0C
5 LP 5 57.250C
5 LP 6 UNUSED
SNM #: TEMPERATURE (O):
1 28.0C
2 23.5C
3 31.5C
4 22.5C

Common diagnostic scenarios

®* The power supply is not providing power. Check all power connections, and replace a faulty
power supply if necessary. For more information, refer to the Brocade MLX Series and Brocade
Netlron XMR Installation Guide.

®* The fans are not receiving power. Check all power connections, and replace a faulty power
supply if necessary. For more information, refer to the Brocade MLX Series and Brocade
Netlron XMR Installation Guide.

®* The temperature is outside the normal operating range. Refer to “Temperature outside normal
operating range”.

Temperature outside normal operating range

If the device detects temperatures outside the normal range, it will automatically perform one of
the following functions depending on the severity of the reading:

® |Leave the fan speed as is.

® Increase the fan speed.

® Decrease the fan speed.

® Shut down a module to prevent damage after the first warning.

®* (Generate a syslog message and an SNMP trap.

If none of these measures resolves the problem, you must perform the following steps.

1. Shut down the device immediately.

2. Inspect all fans for damage or failure.

3. Inspect electrical connections to the fans.
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4. Replace any component that has been damaged by excessive temperature.

The following are the normal operating temperature, humidity, and altitude specifications for
Brocade Netlron XMR and Brocade MLX series routers:

® QOperating temperature: 0° to 40°C (32° to 104 °F)
® Relative humidity: 5 to 90%, at 40°C (104 °F), noncondensing
® QOperating altitude: 0 to 3048 meters (0 to 10,000 ft)

Fiber optic modules

52

The most common problems with fiber optic modules are caused by dirty connectors. Optical
cables that are contaminated in any way (with dust, hand oil, and so on) can degrade the optic eye
pattern. Some of the following symptoms may be experienced:

® Port appears to not function (either no link or unstable link)
® Cyclic redundancy check (CRC) errors

® Port flapping

® Packet loss

Before inserting the fiber cable into the fiber optic transceiver, ensure that it is free of dust by
cleaning the end. A “Fiber Swiper” cleaner is provided by Brocade for this purpose with each optic
shipment (reference instructions provided with the Fiber Swiper).

It is very important that the end of an optical cable is clean when using any data rate. However, it is
critical that cable ends are clean when using 10 Gigabit data rates. This must be the first step in
troubleshooting symptoms such as those stated above. Always ensure that the optical cables are
cleaned.

NOTE
When not using a fiber optic module port connector, replace the protective cover to prevent dust or
dirt from contaminating the connector.

Fiber optic show commands
This section describes the show command that displays optics information.

show version

Syntax: show version

This command displays information about optic modules installed in the Brocade Netlron XMR and
Brocade MLX series routers. Optics information resembles the output segment in the following
example.

Br ocade# show version

Syst em Mbde: M.X

Chassis: Netlron 8-slot (Serial #: GOLD, Part #: 35549-0000)

NI -X-SF Switch Fabric Module 1 (Serial #: PR23050271, Part #: 31523-100A)
FE 1: Type fe200, Version 2

FE 3: Type fe200, Version 2

Nl -X-SF Switch Fabric Module 2 (Serial #: SA21091164, Part #: 35523-302A)
FE 1: Type fe200, Version 2
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FE 3: Type fe200, Version 2
NI -X-SF Switch Fabric Mddule 3 (Serial #: SA21091204, Part #: 35523-302A)
FE 1: Type fe200, Version 2
FE 3: Type fe200, Version 2

SL M2: NI -MX-MR Managenent Modul e Active (Serial #: SA21091472, Part #:
35524-1030):

Boot : Version 5.1.0T165 Copyright (c) 1996-2009 Brocade Communi cations
Systens, Inc.

Conpi l ed on Aug 11 2010 at 14:06:58 | abel ed as xnprn05100

(524038 bytes) from boot flash

Monitor : Version 5.1.0T165 Copyright (c) 1996-2009 Brocade Communi cations
Systems, Inc.

Conpi l ed on Aug 11 2010 at 14:06: 30 | abel ed as xnb05100

(524053 bytes) from code flash

IronWare : Version 5.1.0T163 Copyright (c) 1996-2009 Brocade Conmmuni cations
Systems, Inc.

Conpi | ed on Aug 28 2010 at 04:23:16 | abel ed as xnr05100b312

(6985918 bytes) from Primary

Board ID : 00 MBRIDGE Revision : 32

916 Mz Power PC processor 7447A (version 8003/0101) 166 MHz bus

512 KB Boot Flash (AMR29LV040B), 32 MB Code Fl ash (Mr28r128J3)

1024 VB DRAM

Active Managenent uptinme is 6 mnutes 21 seconds

SL ML: NI -MX-MR Managenent Modul e Standby (Serial #: SA21091421, Part #:
35524-1030):

Boot : Version 5.1.0T165 Copyright (c) 1996-2009 Brocade Conmmuni cations
Systens, Inc.

Conpi l ed on Aug 11 2010 at 14:06:58 | abel ed as xnprn05100

(524038 bytes) from boot flash

Monitor : Version 5.1.0T165 Copyright (c) 1996-2009 Brocade Communi cations
Systems, Inc.

Conpi l ed on Aug 11 2010 at 14:06: 30 | abel ed as xnb05100

(524053 bytes) fromcode flash

IronWare : Version 5.1.0T163 Copyright (c) 1996-2009 Brocade Conmuni cations
Systens, Inc.

Conpi | ed on Aug 28 2010 at 04:23:16 | abel ed as xnr05100b312

(6985918 bytes) from Primary

Board ID : 00 MBRIDGE Revision : 32

916 Mz Power PC processor 7447A (version 8003/0101) 166 MHz bus

512 KB Boot Flash (AM29LV040B), 32 MB Code Fl ash (Mr28r128J3)

1024 VB DRAM

St andby Managenent uptinme is 5 mnutes 33 seconds

SL 1: BR-M.X-1GCx24- X 24-port 10/100/1000Base-T Copper Mdul e (Serial #:
Exist, Part #. Not Exist)

License: MLX (LID: yyyyyyyyyyy)

Boot : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Communi cations
Systens, Inc.

Conpi l ed on Aug 11 2010 at 14:07:20 | abel ed as xm prn05100

(492544 bytes) from boot flash

Monitor : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Conmuni cations
Systens, Inc.

Compil ed on Aug 11 2010 at 14:07:42 | abel ed as xm b05100

(493244 bytes) from code flash

IronWare : Version 5.1.0T177 Copyright (c) 1996-2009 Brocade Conmmuni cations
Systens, Inc.

Conpi | ed on Aug 28 2010 at 04:28:44 | abel ed as xm p05100b312
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(4949977 bytes) fromPrimary
FPGA versi ons:
Valid PBIF Version = 3.24, Build Tine = 8/4/2010 14:57:00

Valid XPP Version = 6.03, Build Tine = 2/18/ 2010 16: 38:00
Val id STATS Version = 0.08, Build Tine = 2/18/2010 16: 30: 00

BCV66512GVAC 0

BCVB6512GVAC 1

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (MX29LV040C), 16 MB Code Fl ash (Mr28rF128J3)
1024 MB DRAM 8 KB SRAM 286331153 Bytes BRAM

PPCRO: 1024K entries CAM 16384K PRAM 2048K AGE RAM

LP Slot 1 uptine is 5 mnutes 36 seconds

SL 3: BR-M.X-10Gx4- X 4-port 10GHE Modul e (Serial #: BMY0319F00J, Part #:
60-1001875-07)
Li cense: M.X (LID: doaFl GOhFFI)
Boot : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Communi cations
Systens, Inc.
Conpi l ed on Aug 11 2010 at 14:07:20 | abel ed as xm prn05100
(492544 bytes) from boot flash
Monitor : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Communi cations
Systens, Inc.
Conpi | ed on Aug 11 2010 at 14:07:42 | abel ed as xm b05100
(493244 bytes) from code flash
IronWare : Version 5.1.0T177 Copyright (c) 1996-2009 Brocade Communi cations
Systems, Inc.
Conpi | ed on Aug 28 2010 at 04:28:44 | abel ed as xm p05100b312
(4949977 bytes) from Primary
FPGA ver si ons:
Valid PBIF Version = 3.22, Build Tine = 2/5/2010 14:43: 00

Valid XPP Version = 6.04, Build Tinme = 2/3/2010 14:39:00
Valid XGWAC Version = 0.13, Build Tine = 2/3/2010 14:42:00

X10G2MAC 0

X10&2NMAC 1

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (MX29LV040C), 16 MB Code Flash (Mr28F128J3)
1024 VB DRAM 8 KB SRAM 286331153 Bytes BRAM

PPCRO: 1024K entries CAM 16384K PRAM 2048K AGE RAM

PPCR1: 1024K entries CAM 16384K PRAM 2048K AGE RAM

LP Slot 3 uptine is 5 mnutes 38 seconds

SL 4: NI -MX-1Gx48-T 48-port 10/ 100/ 1000Base-T MRI21 Modul e (Serial #: SA05091472,
Part #: 35663- 20EA)

Boot : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Communi cations
Systens, Inc.

Conpi l ed on Aug 11 2010 at 14:07:20 | abel ed as xm prn05100

(492544 bytes) from boot flash

Monitor : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Communi cations
Systens, Inc.

Compil ed on Aug 11 2010 at 14:07:42 | abel ed as xm b05100

(493244 bytes) from code flash

IronWare : Version 5.1.0T177 Copyright (c) 1996-2009 Brocade Communi cations
Systems, Inc.

Conpi | ed on Aug 28 2010 at 04:28:44 | abel ed as xm p05100b312
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(4949977 bytes) fromPrimary
FPGA versi ons:
Valid PBIF Version = 3.24, Build Tine = 8/4/2010 14:57:00

Valid XPP Version = 6.03, Build Tine = 2/18/ 2010 16: 38:00
Val id STATS Version = 0.08, Build Tine = 2/18/2010 16: 30: 00

BCM66502GVAC 0

BCM66502GVAC 1

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (AM2OLV0O40B), 16 MB Code Flash (MI28F640J3)
1024 MB DRAM 8 KB SRAM 0 Bytes BRAM

PPCRO: 768K entries CAM 8192K PRAM 2048K AGE RAM

PPCR1: 768K entries CAM 8192K PRAM 2048K ACGE RAM

LP Slot 4 uptine is 5 mnutes 42 seconds

2

SL 6: NI -MX-10Gx4 4-port 10GbE Mddul e (Serial #: SA12090950, Part #: 35600-202D)

Boot : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Conmuni cations

Systens, Inc.
Conpi l ed on Aug 11 2010 at 14:07:20 | abel ed as xm prn05100
(492544 bytes) from boot flash

Monitor : Version 5.1.0T175 Copyright (c) 1996-2009 Brocade Communi cations

Systens, Inc.
Conpi l ed on Aug 11 2010 at 14:07:42 | abel ed as xm b05100
(493244 bytes) from code flash

IronWare : Version 5.1.0T177 Copyright (c) 1996-2009 Brocade Communi cations

Systens, Inc.

Conpi | ed on Aug 28 2010 at 04:28: 44 | abel ed as xm p05100b312
(4949977 bytes) fromPrimary

FPGA versions:

Valid PBIF Version = 3.22, Build Tine = 2/5/2010 14:43: 00

Valid XPP Version = 6.04, Build Time = 2/3/2010 14:39: 00
Valid XGVAC Version = 0.13, Build Tinme = 2/3/2010 14:42:00

X10&NMAC 0

X10&ZMAC 1

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (AM29LV040B), 16 MB Code Flash (Mr28rF640J3)
512 MB DRAM 8 KB SRAM 286331153 Bytes BRAM

PPCRO: 768K entries CAM 8192K PRAM 2048K AGE RAM

PPCR1: 768K entries CAM 8192K PRAM 2048K AGE RAM

LP Slot 6 uptine is 5 mnutes 44 seconds

Al l show version done

Fiber optic debug commands

There are no fiber optic-specific debug commands.

Testing network connectivity

You can test connectivity to other network devices by pinging those devices. You also can trace

routes.
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Pinging an IP address

To verify that a Brocade Netlron XMR and Brocade MLX series router can reach another device
through the network, enter the ping command at any level of the CLI.

ping

Syntax: ping [ip addr | hostname | vrf instance-name] [source ip addr] [count num] [timeout
msec] [ttl num] [size byte] [quiet] [numeric] [no-fragment] [verify] [data 1-to-4 byte hex]
[brief]

® jp addr - Specifies the IP address of the device.

® hostname - Specifies the host name.

* vrf instance-name - Specifies a VPN routing or forwarding instance as the origin of the ping
packets.

® source ip addr - Specifies an IP address to be used as the origin of the ping packets.
® count num - Specifies how many ping packets the device sends.

* timeout msec - Specifies how many milliseconds the device waits for a reply from the pinged
device.

® ttl num - Specifies the maximum number of hops.
® size byte - Specifies the size of the ICMP data portion of the packet.

® quiet - Hides informational messages such as a summary of the ping parameters sent to the
device and displays only messages indicating the success or failure of the ping.

®* numeric - Allows the display to list devices by IP address instead of by name.
* no-fragment - Turns on the “do not fragment” bit in the IP header of the ping packet.

* verify - Verifies that the data in the echo packet (the reply packet) is the same as the data in
the echo request (the ping).

* data 1-to-4 byte hex - Specifies a specific data pattern for the payload instead of the default
data pattern.

NOTE
If you address the ping to the IP broadcast address, the device lists the first four responses to the

ping.

Tracing a route

To determine the path through which the router can reach another network device, enter the
traceroute command at any level of the CLI.

traceroute

Syntax: traceroute destination_IPv4 address [maxttl value] [minttl value] [numeric] [timeout
seconds]

® (destination_IPv4 address - Specifies the IPv4 address of the remote device.

®* maxttl value - Specifies the maximum Time-to-Live (TTL) value. This value equals the maximum
number of hops traversed by the traceroute command. Valid values are from 1 through 255.
The default value is 1, incremented by 1 with each successive hop.
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* minttl value - Specifies the minimum TTL value. This value equals the minimum number of
hops traversed by the traceroute command. Valid values are from 1 through 255. The default
value is 1, incremented by 1 with each successive hop.

® numeric - Allows the listing of devices by IP address rather than by name.

® timeout seconds - Specifies the time in seconds that traceroute can take to reach the next hop
before the command times out. Valid values are from 1 through 120 seconds. The default
time-out value is 2 seconds.

Each line of output represents a hop along the IP network path. For each packet sent, traceroute
records the round-trip time (RTT) in milliseconds and the IP address of the router that returned the
ICMP TTL-exceeded message. An asterisk (*) indicates that no information could be obtained for
the specified hop or traceroute timed out.

Brocade# traceroute 10.157.22.199
Type Control-c to abort
Tracing the route to I P node (10.157.22.199) from1l to 30 hops

1 * 20 nme<1 ns 10.20.96.1
2 4 ns <l s <1l nms 10. 31.20.25
3 <1l ns <1l ns <1 nms 10.16.200. 121
4 <1l ns <1l ns <1 ns 10.110.111.102
5 <1l s <1l s <1l nms 10.49.131.1
6 <l s <l s <1l nms 10.49.130.18
7 <1l ns <1l ns 1 ms 10.125.199.61
8 1 s 3 s 2 ms 10.125.31.70
9 3 s 1 ns 1 ms 10. 125. 26. 202
10 1 s 1 s 1 ms 10.125.30.178
11 3 s 3 ns 3 ns 10.125.13.118
12 3 ns 3 ns 3 ns 10. 250. 5. 56
13 * * * ’)
14 * * * ’)
15 * * * ’)
16 * * * ’)
17 * * * ’)
18 * * * ’)
19 * * * ’)
20 * * * ’)
21 * * * ’)
22 * * * ’)
23 * * * ’)
24 * * * ’)
25 * * * ’)
26 * * * ’)
27 * * * ’)
28 * * * ’)
29 * * * ’)
30 * * * ’)
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This chapter describes common Layer 1 diagnostic procedures for the Brocade Netlron XMR and
Brocade MLX series routers. In general, Layer 1 issues are related to hardware, the most common
being the following physical connectivity problems:

®* Faulty ports

®* Faulty cables

® Faulty hardware

® |nput and output errors

® Cyclic redundancy check (CRC) errors
® Excessive or late collisions

® Overruns

® Qutput buffer failures

Ethernet diagnostics

The following sections describe how to troubleshoot Layer 1 issues for Ethernet interfaces.

Ethernet autonegotiation

10BASE-T, 100BASE-TX, and 1000BASE-T all use an RJ-45 connector, which creates the potential
for connecting electrically-incompatible components to each other, and which can cause network
disruption. The IEEE developed autonegotiation to eliminate the possibility of dissimilar
technologijes interfering with one other.

Autonegotiation uses electrical pulses generated by a device over a 10 Mbps, 100 Mbps, or 1000
Mbps link (when the link is not sending or receiving data) to detect the presence of a connection to
another device. These unipolar, positive-only pulses have a duration of 100 ns, and are generated
in trains of a maximum of 33 pulses. These pulse trains are referred to as fast link pulse (FLP)
bursts. The time interval between the start of each burst is 16 ms, with a tolerance of 8 ms.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 59

53-1002828-03



60

3

Ethernet diagnostics

Autonegotiation and 10BASE-T

An FLP burst is not recognized as valid by a 10BASE-T device receiving it from an autonegotiation
device. The 10BASE-T device will detect a failure of the link. To avoid this, when the autonegotiation
device receives the 10BASE-T pulses, it automatically switches to 10BASE-T half-duplex mode. If
the 10BASE-T device is operating in full-duplex mode, a duplex mismatch can occur.

Duplex mismatches
A duplex mismatch can occur between devices in the following situations:

® One device is manually set to half duplex and one device is manually set to full duplex.
®* One device is set to autonegotiation and one device is manually set to full duplex.

Duplex mismatches are difficult to diagnose because the network still appears to be working.
Simple tests, such as ping, report a valid connection even though network performance can be
much slower than normal.

When one device operates in full duplex while the other one operates in half duplex, the connection
works at a very low speed if both devices attempt to send frames at the same time. This is because
a full-duplex device may transmit data while it is receiving, but if the other device is working in half
duplex, it cannot receive data while it is sending. The half-duplex device senses a collision and
attempts to resend the frame it was sending. Depending on timing, the half-duplex device may
sense a late collision, which it will interpret as a hard error, and will not attempt to resend the
frame. At the other end, the full-duplex device does not detect a collision and does not resend the
frame, even if the half-duplex device has already discarded it as corrupted by collision.

The packet loss happens when both devices are transmitting at the same time, and may happen
even when the link is used, from the user's perspective, in one direction only. A Transmission
Control Protocol (TCP) stream requires that all packets sent be acknowledged by the receiving
device, even if actual data is sent in one direction only. Packet collisions may occur with
acknowledgement packets traveling in the other direction.

Because the full-duplex device does not expect incoming frames to be truncated by collision
detection, the device reports Frame Check Sequence (FCS) errors. The combination of late
collisions reported at the half-duplex end, and FCS errors reported by the full duplex end, can
indicate a duplex mismatch.

Priority
When one device receives the technology abilities of the other device, both devices decide the best

possible mode of operation supported (each device chooses the mode that is topmost on the
following list). The priority among modes specified in the 2002 edition of IEEE 802.3 is as follows:

® 1000BASE-T full duplex

® 1000BASE-T half duplex
® 100BASE-T2 full duplex

® 100BASE-TX full duplex

® 100BASE-T2 half duplex
* 100BASE-T4

®* 100BASE-TX half duplex
®  10BASE-T full duplex

® 10BASE-T half duplex
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Currently, all network equipment manufacturers recommend using autonegotiation on all access
ports. On rare occasions where autonegotiation may fail, you may still need to force settings.

Unidirectional Link Detection

Unidirectional Link Detection (UDLD) monitors a link between two Brocade devices and brings the
ports on each side of the link down if the link fails at any point between the two devices. This
feature is useful for links that are individual ports and for trunk links.

Ports with UDLD enabled exchange proprietary health-check packets once every second (the
keepalive interval). If a port does not receive a health-check packet from the port at the other end
of the link within the keepalive interval, the port waits for two more intervals. If the port still does
not receive a health-check packet after waiting for three intervals, the port concludes that the link
has failed and takes the port down.

NOTE
UDLD is supported only on Ethernet ports.

Configuring a UDLD holddown threshold

You can configure a UDLD holddown threshold to prevent network flapping that affects ring
topologies. If a port fails after a specified number of times, UDLD brings the port down. A port is
considered to have failed if it consistently loses UDLD packets during the specified duration. The
port would then be considered as a blocked port and UDLD considers the port state as down. A
syslog message is generated to indicate a UDLD holddown is in effect on that port. The port
remains disabled until it is manually restored. To display UDLD holddown information, refer to“show
link-keepalive ethernet” on page 62.

Ethernet show commands

This section describes the show commands that display information about Ethernet interfaces and
UDLD.

show interface brief

Syntax: show interface brief

This command displays a summary of the information provided in the show interface command.
Command output resembles the following example.

Brocade# show interface brief
Por t Li nk Port - St at e Dupl Speed Trunk Tag Priori MAC Nane Type
1/1 Up For war d Ful | 100G  None Yes | evel 0 0000. 0004. 0000 def aul t - port

show interface ethernet

Syntax: show interface ethernet siotnum/portnum

This command displays information about a specific Ethernet interface, as shown in the following
example.

Brocade# show interface ethernet 1/1

G gabitEthernet2/1 is disabled, line protocol is down, |ink keepalive is enabl ed
Hardware is G gabitEthernet, address is 0000.00e2.5900 (bia 0000.00e2.5900)
Configured speed 1Ghit, actual unknown, configured duplex fdx, actual unknown
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Configured ndi node AUTO actual unknown

Menber of 2 L2 VLANs, port is tagged, port state is Disabled

STP configured to ON, Priority is level7, flow control enabled

For ce- DSCP di sabl ed

m rror disabled, nonitor disabled

Not nenber of any active trunks

Not menber of any configured trunks

No port name

MIU 1522 bytes, encapsul ati on et hernet

300 second input rate: 0 bits/sec, O packets/sec, 0.00% utilization
300 second output rate: O bits/sec, 0 packets/sec, 0.00%utilization
0 packets input, O bytes, 0 no buffer

Recei ved 0 broadcasts, 0 mnulticasts, 0 unicasts

O input errors, 0 CRC, 0 frame, O ignored

O runts, O giants, DVA received 0 packets

0 packets output, 0 bytes, 0 underruns

Transmitted O broadcasts, O nulticasts, 0 unicasts

O output errors, O collisions, DVA transmtted O packets

show link-keepalive ethernet

Syntax: show link-keepalive ethernet slot/port

To display link keepalive information for Ethernet ports, enter the show link-keepalive ethernet
command.

Brocade# show |ink-keepalive ethernet 4/1

Current State: up Renpte MAC Addr: 0000.00d2. 5100
Local Port: 4/1 Renote Port: 2/1

Local System |ID: e0927400 Renote System ID: e0d25100
Packets sent: 254 Packets received: 255

Transitions: 1

show statistics

Syntax: show statistics ethernet slot/port
The slot/port variable specifies the port that you want to display statistics for.

To display statistical information about the traffic passing through a specified Ethernet port, enter
the following command at any CLI level.

Brocade# show statistics ethernet 9/1
PORT 9/1 Counters:

InCctets 210753498112 Qut Cctets 210753550720
I nPkts 1646511726 Qut Pkt s 1646512119
| nBr oadcast Pkt s 0 Qut Br oadcast Pkt s 0
I nMul ti cast Pkts 0 Qut Mul ti cast Pkt s 0
I nUni cast Pkt s 1646511726 Qut Uni cast Pkt s 1646512142
I nDi scards 0 Qut Di scards 0
InErrors 0 QutErrors 0
I nCol | i sions 0 CQut Col | i si ons 0
Cut Lat eCol | i si ons 0
Al i gnnent 0 FCS 0
InFlowCtrl Pkts 0 Qut Fl owCt r | Pkt s 0
G ant Pkt s 0 Short Pkt s 0
I nBi t sPer Sec 3440829770 CQut Bi t sPer Sec 3440686411
| nPkt sPer Sec 3360185 Qut Pkt sPer Sec 3360085
InUtilization 39. 78% QutUtilization 39. 78%

Table 6 describes the output parameters of the show statistics ethernet command.
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TABLE 6 Output parameters of the show statistics ethernet command

Field Description

InOctets The total number of good octets and bad octets received.

OutOctets The total number of good octets and bad octets transmitted.

InPkts The total number of packets received. The count includes rejected and local
packets that are not transmitted to the switching core for transmission.

OutPkts The number of good packets received. The count includes unicast, multicast,
and broadcasts packets.

InBroadcastPkts The total number of good broadcast packets received.

OutBroadcastPkts The total number of good broadcast packets transmitted.

InMulticastPkts The total number of good multicast packets received.

OutMulticastPkts The total number of good multicast packets transmitted.

InUnicastPkts

The total number of good unicast packets received.

OutUnicastPkts

The total number of good unicast packets transmitted.

InDiscards

The total number of packets that were received and then dropped due to a lack
of receive buffers.

OutDiscards

The total number of packets that were transmitted and then dropped due to a
lack of transmit buffers.

InErrors The total number of packets received that had Alignment errors or phy errors.

OutErrors The total number of packets transmitted that had Alignment errors or phy
errors.

InCollisions The total number of packets received in which a Collision event was detected.

OutCollisions The total number of packets transmitted in which a Collision event was

detected.

OutLateCollisions

The total number of packets transmitted in which a Collision event was
detected, but for which a receive error (Rx Error) event was not detected.

Alignment The total number of packets received that were from 64 - 1518 octets long,
but had either a bad FCS with an integral number of octets (FCS Error) or a bad
FCS with a non-integral number of octets (Alignment Error).

FCS The Frame Checksum error.

InFlowCtrIPkts The total number of ingress flow control packets. “N/A” indicates that the
interface module does not support flow control statistics.

OutFlowCtrIPkts The total number of egress flow control packets. “N/A” indicates that interface
module does not support flow control statistics.

GiantPkts The total number of packets for which all of the following was true:
® The data length was longer than the maximum allowable frame size.
®  No Rx Error was detected.
This counter is only for 10GbE interfaces.

ShortPkts The total number of packets received for which all of the following was true:
® The data length was less than 64 bytes.
®  No Rx Error was detected.
®  No Collision or late Collision was detected.

InBitsPerSec The number of bits received per second.
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TABLE 6 Output parameters of the show statistics ethernet command
Field Description
OutBitsPerSec The number of bits transmitted per second.
InPktsPerSec The number of packets received per second.
OutPktsPerSec The number of packets transmitted per second.
InUtilization The percentage of the port’s bandwidth used by received traffic.
OutUtilization The percentage of the port’s bandwidth used by transmitted traffic.

Ethernet interface debug commands

There are no specific Ethernet interface debug commands.

Common diagnostic scenarios

The following issues can occur with Ethernet interfaces:

Faulty hardware

Whenever you encounter a connection problem, check for a faulty hardware. Replace cables,
try another port, and check all cable connections. If you find a faulty port, contact Brocade
Technical Support for assistance.

Link failures

Link failures can be due either to a failure of the transmission medium or of the devices at
each end of a connection. Be sure to check all of the hardware involved in the link, including
cables and ports.

CSMA/CD

The Carrier Sense Multiple Access (CSMA) with Collision Detection (CD) protocol controls
access to shared Ethernet media. A switched network (for example, Fast Ethernet) may use a
full-duplex mode with access to the full link speed between directly connected network
interface cards (NICs), switch-to-NIC cables, or switch-to-switch cables.

CRC errors

The Cyclic Redundancy Check (CRC) length specifies whether the CRC portion of each frame
transmitted on the interface is 16 bits or 32 bits long. The default is 32 bits.

A CRC alignment error is generated when the total number of packets received is from 64
through 1518 octets, but contains either a bad FCS with an integral number of octets (FCS
Error) or a bad FCS with a non-integral number of octets (Alignment Error).

Runts

Any received packet that is less than 64 bytes is illegal, and is called a runt. In most cases,
runts arise from a collision, and although they indicate an illegal reception, they may occur on
correctly functioning networks. The receiving Brocade device discards all runt frames.

Giants

Any received packet that is greater than the maximum frame size is called a giant. In theory,
the jabber control circuit in the transceiver must prevent any node from generating such a
frame, but certain failures in the physical layer may also give rise to oversized Ethernet frames.
Like runts, giants are discarded by the receiving Brocade device.
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®* Misaligned frames

Any frame that does not contain an integral number of received octets (bytes) is also illegal. A
receiver has no way of knowing which bits are legal, and how to compute the CRC-32 of the
frame. Such frames are therefore also discarded by the Ethernet receiver.

® QOld software versions

Feature issues are often caused because the device is running an old version of the software.
Brocade recommends that you always update software to reflect the latest patches and
versions. If you have questions about your software version, contact Brocade Technical
Support for assistance.

Link fault signaling

Link fault signaling (LFS) is a physical layer protocol that enables communication on a link between
two 10 Gigabit Ethernet devices. When LFS is configured on a Brocade 10 Gigabit Ethernet port,
the port can detect and report fault conditions on transmit and receive ports. Brocade IronWare
software supports LFS among all 10 Gigabit Ethernet devices, including LFS support between First
and Second generation devices. LFS is disabled by default on 10 Gbps interfaces.

When LFS is enabled on an interface, the following syslog messages are generated whenever the
interface goes up or down, or when the TX or RX fiber is removed from both sides of a link where
LFS is configured.

interface ethernetl/1, state down - |ink down
interface ethernetl/1, state up

After the fiber is installed, the Link and Activity LEDs on the module light up when traffic is flowing
across the link.

NOTE
LFS is disabled by default on 10 Gbps interfaces. It is enabled by default (and cannot be disabled)
on 1 Gpbs interfaces.

LFS show commands

This section describes the show command that displays LFS information.

show link-fault-signaling

Syntax: show link-fault-signaling

This command displays the LFS state configured on ports.
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Br ocade# show |ink-fault-signaling
d obal Renote Fault : OFF
PORT #: REMOTE FAULT:
PORT 1/1: OFF

PORT 1/2: OFF

PORT 1/3: OFF

PORT 1/4: ON

PORT 1/5: OFF

PORT 1/6: OFF

PORT 1/7: OFF

PORT 1/8: OFF

PORT 1/9: OFF

LFS debug commands

There are no specific link fault signaling debug commands.

Packet over SONET modules

66

Packet over SONET (POS) is a transport technology that encapsulates packet data such as an IP
datagram directly into Synchronous Optical Network (SONET) using Point-to-Point Protocol (PPP) or
High-level Data Link Control (HDLC). POS modules allow direct connection to interfaces within
SONET.

MIBs for POS modules

Several MIB objects allow you to collect errors for POS links. SONET equipment detects alarms and
error conditions from the three layers of the SONET protocol: section, line, and path. Other devices
on the network are notified of these events. For more information about these MIBs, refer to the
Unified IP MIB Reference.

Automatic protection switching

You can manually force a protect interface to take over as a working interface by entering the aps
force command on the protect interface. This command is useful when you want to bring down a
working interface for maintenance purposes.

Path Trace (J1 byte) field

The Path Trace (J1 byte) field in the SONET payload envelope (SPE) transmits a 64-byte,
fixed-length string that the receiving Path Terminating Equipment uses to verify the connection to
the sending device. You can configure the string that a POS interface transmits in the Path Trace
field, and you can display Path Trace strings received and configured on the POS interface.

Cable specifications

Table 7 lists the cable specifications for POS modules.
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TABLE 7 POS interface specifications
Transceiver Power Launch Transmit power Receive power Maximum
budget window distance

OC-3c POS interfaces

Single-mode short-reach 13 dB 1270 to -28t0 -8 dBm -31to-8 dBm 9.75 miles
1380 nm (15 Km)

Single-mode intermediate-reach 29 dB 1280 to -5to 0 dBm -34 to -8 dBm 26 miles
1335 nm (40 Km)

Multimode 11.5dB 1270 to -18 to -14 dBm -30 to -14 dBm 1.3 miles
1380 nm (2 Km)

0C-12c¢ POS interfaces

Single-mode long-reach 25 dBm 1280 to -3to 2 dBm -28t0 -8 dBm 65 miles
1335 nm (100 Km)

Single-mode intermediate-reach 13 dBm 1274 to -15t0 -8 dBm -28 t0 -7 dBm 9.32 miles
1356 nm (40 Km)*

Multimode short-reach 6 dBm 1270 to -20 to -14 dBm -26 to -14 dBm 1640 ft.
1380 nm (500 m)

0C-48c POS interfaces

Single-mode short-reach 8 dB 1260 to -10 to -3 dBm -18 to -3 dBm 9.75 miles
1580 nm (15 Km)

Single-mode intermediate-reach 13 dB 1260 to -5t0 0 dBm -18 to 0 dBm 26 miles
1360 nm (40 Km)

1. If the transceiver part number for the OC-12c POS module is HFCT-5208B (before May 2000), the maximum

distance is 15 Km, not 40 Km.

NOTE

It is recommended that you do not use Network Processor Architecture (NPA) POS modules and
non-NPA POS modules in the same circuit. For example, if you have an NPA module on one end of a
POS link, do not use a non-NPA module on the other end of the link.

POS show commands

Use the following commands to display information about POS modules.

show pos next-hop

Syntax: show pos next-hop

This command shows the next hop that was learned through POS interface. Command output
resembles the following example.

Brocade# show pos next-hop

Total nunber of POS next-hop entries: 1

Entries in default routing instance:

| P Address
1 10.1.0.1

Type
O her
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show interface brief

Syntax: show interface brief [pos slotnum/portnum | slot slotnum]

This command displays brief interface information about the specified POS port or all the ports in
the specified slot. The following example shows information for the module in slot 2.

Brocade# show interface brief slot 2

Port Link L2 State Dupl Speed Trunk Tag Priori MAC

1/1 Up Forward Full 622M None No level(O 0000.00a0.4400
1/2 Up Forward Full 622M None No levelO 0000.00a0.4401
1/3 Up Forward Full 622M None No level0 0000.00a0.4402

show interface pos

Syntax: show interface pos slotnum/portnum

This command displays detailed information about the configured (as opposed to transmitted) and
received Path Trace strings. The following example shows that POS is enabled for port 1/1.

Brocade# show interface pos 1/1
Packet Over Sonet 1/1 is up, line protocol is down (PPP down)
Hardware i s Packet Over Sonet , address is 0000.00f 3.5500 (bia 0000.00f 3. 5500)
Configured speed 2488Moit, actual 2488Mit
Crc: 32, Keep Alive: 10 sec, C2 Byte: 16, Scranbling: On, SSM = STU
m rror disabled, nonitor disabled
Not nenber of any active trunks
Not nenber of any configured trunks
No port nanme
MIU 4474 bytes, encapsul ation PPP
LCP FSM state CLOSED(2)
| PCP FSM state | NI TIAL(O)
| PV6CP FSM state | N TIAL(O)
OSINLCP FSM state | NI TIAL(0)
MPLSCP FSM state | N TI AL(0)
300 second input rate: 0O bits/sec, 0 packets/sec, 0.00%utilization
300 second output rate: O bits/sec, 0 packets/sec, 0.00%utilization
218181 packets input, 125408099181 total bytes, 13090860 good bytes
I nput 7282 short pkts, 28169 | ong pkts, 0 abort pkts
I nput 3035 fcs err pkts, O drop pkts, O drop abort pkts, 124565265788 invalid
pkts
NP received 218183 packets, Sent to TM 218182 packets
NP I ngress dropped 1 packets
219582 packets output, 14060380 total bytes, 13174920 good bytes
Qut put O short pkts, O long pkts, O abort pkts, O drop abort pkts
NP transmtted 219584 packets, Received from TM 219584 packets

The following example shows that POS is disabled for port 4/1.

Brocade# show interface pos 4/1
Packet Over Sonet 4/1 is disabled, Iine protocol is down
Hardware i s Packet Over Sonet , address is 0000.00f3.a778 (bia 0000.00f 3.a778)
Configured speed 2488Mit, actual unknown
Crc: 32, Keep Alive: 10 sec, C2 Byte: 16, Scranmbling: On, SSM = STU
mrror disabled, nonitor disabled
Not nenber of any active trunks
Not nenber of any configured trunks
No port name
MIU 4474 bytes, encapsul ati on PPP
LCP FSM state | NI TIAL(O)
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| PCP FSM state | NI TIAL(O)

| PV6CP FSM state | N TIAL(O)

OSINLCP FSM state | NI TIAL(0)

MPLSCP FSM state | N TI AL(0)

300 second input rate: O bits/sec, 0 packets/sec, 0.00%utilization
300 second output rate: O bits/sec, 0 packets/sec, 0.00%utilization
0 packets input, O total bytes, 0 good bytes

I nput 0 short pkts, O long pkts, O abort pkts

Input O fcs err pkts, O drop pkts, O drop abort pkts, O invalid pkts
NP received 11 packets, Sent to TM O packets

NP I ngress dropped 11 packets

0 packets output, O total bytes, 0 good bytes

Qut put 0 short pkts, O long pkts, O abort pkts, O drop abort pkts
NP transmtted O packets, Received from TM O packets

show controller

Syntax: show controller [currl5min | day | previ5min] [ethernet slotnum/portnum| pos
portnum| slot slotnum]

® currl5min - Shows statistics for the current 15-minute interval.

® day - Shows statistics for the day.

® prevl5min - Shows statistics for the previous 15-minute interval.

® ethernet slotnum/portnum - Shows statistics for the specified interval for an Ethernet port.
® pos portnum - Shows statistics for the specified interval for a POS port.

® slot slotnum - Shows statistics for all the ports in the slot specified.

This command displays the alarm statistics for the specified port for the specified interval, as
shown in the following example.

Brocade# show controller currl5mn pos 4/1

ACTI VE ALARMS @ None
ACTI VE DEFECTS : None

El apsed time [7 min 3 secs]
FM PARAMS
Section
LOS=0 LOF=0 TIMS =0
Li ne
Al S-L
Pat h
AISSP=0 RFI-P=0 LOP=0 PLMP =0

0

1
o

RFI-L =0 SDL =0 SFL

AlS-PFE = 0 PLMPFE = 0 UNEQP =0 TIMP =0
PM PARANS
Section
CV=0 ES=0 SES=0 SEFS =0
Li ne
CV=0 ES=0 SES=0 UAS =0
CV-FE =0 ESFE=0 SES-FE=0 UAS-FE=0
Pat h
CV=0 ES=0 SES=0 UAS =0
CV-FE =0 ESFE=0 SES-FE=0 UAS-FE=0 PJ =0
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show statistics pos

Syntax: show statistics pos [slotnum/portnum]

This command shows statistical information for a specified port, as shown in the following example.

Brocade# show statistics pos 1/1

PORT 1/1 Counters:

In Good Pkts 218181 Qut Good Pkts 219582
In Bytes 125409302971 Qut Bytes 14060380
In Good Bytes 13090860 Qut CGood Bytes 13174920
In Short Pkts 7282 Qut Short Pkts 0
In Long Pkts 28169 Qut Long Pkts 0
In Abort Pkts 0 Qut Abort Pkts 0
In FCS Error 3035
In Discrd Pkt 0 Qut Discrd Pkt 0
In Drop Pkt 0
In Invalid Pkt 124566469576
I nBi t sPer Sec 0 Qut Bi t sPer Sec 0
| nPkt sPer Sec 0 Qut Pkt sPer Sec 0
InUtilization 0. 0% QutUtilization 0. 0%

show statistics brief pos

Syntax: show statistics brief pos [slotnum/portnum]

This command displays a brief summary of statistics for all POS modules. You can also display the

statistics for a single module using the slotnum and portnum variables.

Brocade# show statistics pos brief

PCS Packet s Errors
Por t [Receive Transmit] [Align FCS Gant Short]
2/1 1475 12301 0 1378 3 0

show pos-timing

Syntax: show pos-timing

This command displays POS timing information, as shown in the following example.

Br ocade# show pos-tim ng

Line card 1 Timing Info:

cur_state = Wait For Configuration

Driving daisy chainl = Fal se dai sy chain2 = Fal se
Clock Lock State: Freerun

Curr Selected Clock: Invalid C ock

Hi ghest Priority C ock: Invalid C ock

Second Hi ghest Priority Cock: Invalid dock
Third Hi ghest Priority COock: Invalid dock

POS APS show command

This section describes the show command that displays information about a POS APS

configuration.
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show aps

Syntax: show aps
This command displays information about a POS APS configuration.

Br ocade# show aps

POS2/ 1 working group 1 channel 1 Enabl ed Sel ected

This output indicates that POS interface 2/1 is the working interface for channel 1 in APS group 1,
and the interface is active. A tilde next to Selected (for example, ~Selected) indicates that the
interface is not active.

Clearing POS queue level statistics

You can clear POS queue level statistics from the following queues:

® Per-queue or all queues

® Multicast queue

® CPU queue

® CPU copy queue

Clearing all POS queue level statistics

The following command clears all POS queue level statistics.

clear tm-vog-stat src_port pos dst_port pos

Syntax: clear tm-vog-stat src_port pos source-port dst_port pos | ethernet destination-port priority

You must specify the source-port and the destination-port for this command. Optionally, you can
specify a priority to clear only queue level statistics for a single priority.

Clearing multicast POS queue level statistics
The following command clears multicast POS queue level statistics.

clear tm-vog-stat src_port pos multicast

Syntax: clear tm-vog-stat src_port pos source-port multicast priority | all

Brocade# clear tmvog-stat src_port pos 1/1 nulticast O

You must specify the source-port for this command. Optionally, you can specify a priority to clear
queue level statistics for a single priority or use the all parameter to clear all queue level statistics.

Clearing CPU POS queue level statistics
The following command clears CPU POS queue level statistics.

clear tm-vog-stat src_port pos cpu-queue

Syntax: clear tm-vog-stat src_port pos source-port cpu-queue priority | all

Brocade# clear tmvog-stat src_port 1/1 cpu-queue 0O
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You must specify the source-port for this command. Optionally, you can specify a priority to clear
queue level statistics for a single priority or use the all parameter to clear all queue level statistics.

Clearing CPU copy queue level statistics
The following command clears the CPU copy queue level statistics.

clear tm-vog-stat src_port pos cpu-copy-queue

Syntax: clear tm-vog-stat src_port pos source-port cpu-copy-queue priority | all

Brocade# clear tmvog-stat src_port 1/1 cpu-copy-queue all

You must specify the source-port for this command. Optionally, you can specify a priority to clear
queue level statistics for a single priority or use the all parameter to clear all queue level statistics.

Configuration notes

®* When you change the maximum frame size setting for a POS module, you must write to
memory and reboot for the change to take effect.

® Both sides of a POS link must use the same encapsulation type.

®* The setting for POS keepalive messages must be the same on both ends of the link. Keepalive
messages are enabled by default for POS interfaces.

®* The Data-Link Connection Identifier (DLCI) is the circuit ID for the link and can be a number in
the range from 1 through 1023. The circuit ID must be the same on both ends of the link.

®* POS modules use their own field-programmable gate arrays (FPGASs).
® Bandwidth - You can change a 2488 Mbps port to run at 622 Mbps if needed.

® SPE scrambling is enabled by default. Both ends of a link must use the same scrambling
algorithm.

® Cyclic Redundancy Check (CRC) - You can specify the length of the CRC field in each packet
sent by the POS interface. The default length is 32 bits. You can change the length to 16 bits.

® POS overhead flags - You can change the following values in the POS frame header:

- ¢2 - Payload content type. The default is 0x16, which specifies PPP with scrambling
enabled.

- j1 - Path trace byte. Default is OxO.
- jO - Section trace byte. Default is Ox1.

Common diagnostic scenarios

Issues with POS modules are usually hardware-related. The following problems may occur:

® Memory defects are in the module hardware.
® The module is not sending bridge protocol data units (BPDUSs).
®* Free queue depth levels are rising and falling.

® Modules in a particular chassis slot are showing similar errors. In this case, the chassis slot
connector may be faulty. Contact Brocade Technical Support if you suspect a faulty chassis
slot.
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802.1ag CFM

Connectivity Fault Management (CFM) is a standard protocol defined in IEEE 802.1ag that provides
fault localization functionalities and monitors the health of a link in an end-to-end Ethernet
framework. The CFM protocol which supports over Virtual Local Area Network (VLAN), Virtual
Private LAN Service (VPLS), Virtual Lease Line (VLL), and Provider Backbone Bridging (PBB)
networks monitors the connectivity of the ports in the network and gives appropriate scope to
customers, providers, and operators.

CFM show commands
This section describes the CFM-related show commands.

show c¢fm

Syntax: show cfm [domain name] [ma name] brief
® domain name - Displays CFM information for the specified domain name.
®* ma name - Displays CFM information for the specified maintenance association (MA) name.

This command displays the current configuration and status of CFM. Command output resembles
the following example.

Br ocade# show cfm

Domai n: D1

I ndex: 1

Level : 3
Mai nt enance associ ation: MA
Ma | ndex: 1

CCMinterval: 3.3 ns

PBB- VPLS I D: 100

Priority: 3

ETH AI'S TX: DI SABLED

ETH Al'S RX: DI SABLED

ETH AIS Interval: 10 sec

MEP Directi on MAC PORT PORT- STATUS- TLV

7900 DOMN 0000. 002a. 6234 ethe 2/5 N

M P VLAN VC Port Level MAC

300 2/5 3 0000.002a. 6234

show c¢fm brief

Syntax: show cfm brief

This command displays a summary of the configured Maintenance End Points (MEPs) and Remote
MEPs (RMEPs). Command output resembles the following example.
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Br ocade# show cfm bri ef

Domai n: D1
I ndex: 1
Level : 3 Numof MAI 1
Mai nt enance associ ation: MA
MA | ndex: 1
CCM interval: 3.3 ns
PBB- VPLS I D: 100
Priority: 3

ETH AI'S TX: DI SABLED

ETH Al S RX: DI SABLED

ETH AIS Interval: 10 sec

Num of MEP: 1 Num of RMEP: 1
rmepstart: O rmepfail: O rnepok 1

show cfm connectivity

Syntax: show cfm connectivity [domain name] [ma name] [rmep-id num]

®* domain name - Displays CFM information for the specified domain name.

®* ma name - Displays CFM information for the specified MA name.

®* rmep-id num - Displays CFM information for the specified Remote MEP (RMEP) ID.

This command displays connectivity statistics for the remote database. Command output
resembles the following examples.

Br ocade# show cfm connectivity

Domain: D1 Index: 1
Level : 3
Mai nt enance associ ation: MA
MA | ndex: 1
CCMinterval: 3.3 ns
PBB- VPLS | D: 100
Priority: 3

ETH Al S TX: ENABLED
ETH Al S RX: ENABLED

ETH AIS Interval: 60 sec
RMVEP NMAC VLAN/ | SI D AGE PORT SLOTS STATE Al S_STATE
11 0000. 002a. cf 94 11000 1523 2/ 6 2 (04 Al'S recvd

This command displays connectivity statistics for the specified domain name. Command output
resembles the following examples.

Brocade# show cfm connectivity domain custonmer ma custoner rnep-id 11
Domai n: D1 Level: 3
Mai nt enance associ ati on: MA PBB- VPLS VLAN VPLS/VLL ID: 100 Priority: 3
CCMinterval: 3.3 ns
RVEP MAC PORT Oper Age CCM  RDI Por t Intf I ntvl Seq core
State Val Cnt Status Status Error Error Fault |evel

11 0000. 002a.cf94 2/6 (014 1532 16483 N 0 0 N N 1

CFM debug commands

This section describes the CFM-related debug commands.
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Syntax: [no] debug cfm level

802.1ag CFM

This command enables 802.1ag debugging. The level variable is a value from O through 7. Setting

the level to 7 enables debugging of all CFM packets.
Command output resembles the following example.

Brocade# debug cfm 1
CFM  debug level is 1

Dec 10 17:36:35 CFM receive packet
Dec 10 17:36:35 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet
Dec 10 17:36:36 CFM receive packet

crx_l 2_bpdu 12
crx_| 2_bpdu 12
crx_|l 2_bpdu 12
crx_l 2_bpdu 17
crx_l 2_bpdu 12
crx_|12_bpdu 12
crx_|l 2_bpdu 12
crx_|l 2_bpdu 17
crx_l 2_bpdu 12
crx_|12_bpdu 12
crx_|1 2_bpdu 12
crx_l 2_bpdu 12
crx_l 2_bpdu 12
crx_|12_bpdu 12
crx_|1 2_bpdu 12
crx_|l 2_bpdu 17
crx_l 2_bpdu 12
crx_|12_bpdu 12

debug cfm ipc

Syntax: [no] debug cfm ipc

This command enables debugging and displays information for CFM IPC events. Command output

resembles the following example.

Brocade# debug cfmi pc
Brocade(config-cfmmd-test)# show vlan-group 1
Brocade(config-cfmmd-test)# vlan-group 1
SYSLOG <14>Dec 10 19:59:12 Distl VLAN G oup 1:
sessi on.

Brocade(confi g-vl an-group-1)# add 3001 to 3010
SYSLOG <14>Dec 10 19:59:19 Distl1 VLAN Group 1: VLAN
added to by unknown from consol e session
Brocade(config-vl an-group-1)# exit

Brocade( confi g) #cf m enabl e

Brocade(config-cfm# domai n-nane test id 1 level 7
Brocade(config-cfmnd-test)# nmm-nane 3001 id 1 vlan-
Dec 10 19:59:26 Send MA COto LP: nd test na 3001 Add
Brocade(config-cfm md-test-na-3001)# ma-nane 3002 id
Dec 10 19:59:27 Send MA COto LP: nmd test na 3002 Add
Brocade(confi g-cf m md-test-nma-3002)# nma-nane 3003 id
Dec 10 19:59:28 Send MA COto LP: nd test na 3003 Add
Brocade(confi g-cf m nd-test-nm-3003)# nma-nanme 3004 id
Dec 10 19:59:28 Send MA COto LP: nmd test na 3004 Add
Brocade(confi g-cf m md-t est-nma-3004)# na-nane 3005 id
Dec 10 19:59:29 Send MA COto LP: nd test na 3005 Add
Brocade(confi g-cf m md-t est-nma-3005)# ma-nanme 3006 id
Dec 10 19:59:30 Send MA COto LP: nd test na 3006 Add

added
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Brocade(confi g-cf mnd-test-nma-3006)# ma-name 3007 id 7 vlian-id 3007 priority 6
Dec 10 19:59:30 Send MA COto LP: nd test na 3007 Add 1
Brocade(confi g-cf mnd-test-nma-3007)# ma-name 3008 id 8 vian-id 3008 priority 7
Dec 10 19:59:35 Send MA COto LP: nd test na 3008 Add 1
Brocade(confi g- cf m md- t est - ma- 3008) #end

Brocade(confi g)#vl an-group 1

Brocade(confi g-vl an-group-1)#tag ethernet 3/1

Dec 10 20:00:55 CFM configuration for VIlan 3001 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag_clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test nma 3001 Add O

Dec 10 20:00:55 CFM configuration for VIlan 3002 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag _clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test nma 3002 Add O

Dec 10 20:00:55 CFM configuration for VIlan 3003 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag_clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test nma 3003 Add O

Dec 10 20:00:55 CFM configuration for VIlan 3004 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag _clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test ma 3004 Add O

Dec 10 20:00:55 CFM configuration for VIlan 3005 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag _clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test nma 3005 Add O

Dec 10 20:00:55 CFM configuration for VIlan 3006 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag_clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test nma 3006 Add O

Dec 10 20:00:55 CFM configuration for VIlan 3007 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag _clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test nma 3007 Add O

Dec 10 20:00:55 CFM configuration for VIlan 3008 del eted due to vlan configuration
changes

Dec 10 20:00:55 dotlag _clean_cfmport for_ma:1l

Dec 10 20:00:55 Send MA COto LP: nd test nma 3008 Add O

Brocade( confi g- vl an- gr oup- 1) #end

SYSLOG <14>Dec 10 20:01: 06 Distl Security: running-config was changed from
consol e

debug cfm md

Syntax: [no] debug cfm md mdName ma maName [mep-id mepld | rmep-id rmepld]

* md mdName - Enables debugging traces for the specified Maintenance Domain (MD).

®* ma maName - Enables debugging traces for the specified Maintenance Association (MA).
®* mep-id mepld - Enables debugging traces for the specified Maintenance End Point (MEP).
®* rmep-id rmepld - Enables debugging traces for the specified Remote MEP (RMEP).

This command enables and displays debugging information at the MA, MEP, and RMEP level.

The debug cfm md mdName ma maName command displays debug logs for the specified MD at
the MA level. Command output resembles the following example.

Brocade# debug cfm nmd ndl na nmal
CFM  MA debugging is on
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Mar 21 05:24:43 CFM TX CCMwith MEP id 4 Seq num 759 on MD ndl MA nal

Mar 21 05:24:53 CFM TX CCMwith MEP id 4 Seq num 760 on MD ndl MA nal

The debug cfm md mdName ma maName mep-id mepld command displays debug logs for the
specified MD at the MA and MEP level. Command output resembles the following example.

Brocade# debug cfmmd ndl na mal nmep-id 4

CFM  MEP debugging is on

Mar 21 05:25:13 CFM TX CCMwith MEP id 4 Seq num 762 on MD ndl MA nal

Mar 21 05:25:23 CFM TX CCMwith MEP id 4 Seq num 763 on MD ndl MA nal

Mar 21 05:25:33 CFM TX CCMwi th MEP id 4 Seq num 764 on MD mdl MA nal

The debug cfm md mdName ma maName rmep-id rmepld command displays debug logs for the
specified MD at the MA and RMEP level. Command output resembles the following example.

Brocade# debug cfmnd ndl ma mal rnep-id 6
CFM  RMEP debugging is on
Mar 21 05:29:02 dot lagl p_process_equal _ccm RMEP 6 in Domain nmdl MA nal

Mar 21 05:29:02 Seq number OK, received 7, ours 7
Mar 21 05:29:12 dotlagl p_process_equal _ccm RVEP 6 in Domain ndl MA mal
Mar 21 05:29:12 Seq nunmber OK, received 8, ours 8

debug cfm packet

Syntax: [no] debug cfm packet

This command enables debugging and displays information about CFM packets. This command is
used to monitor the receipt of the ETH-DM packet on the LP.

NOTE
This is a generic debug command and displays the information for all CFM packets as well.

debug cfm detail

Syntax: [no] debug cfm detail

This command is used to dump the contents (time stamps) of the ETH-DM packet.

NOTE
This is a generic debug command and displays the information for all CFM packets as well.

The debug cfm packet and debug cfm detail command output resembles the following example.

Brocade# debug cfm

Brocade(config-cfm# cfmenable

Brocade(config-cfm# domain-nanme test id 1 level 7

Brocade(config-cfmnd-test)# ma-name 3001 id 1 vlian-id 3001 priority O

Dec 10 20:38:03 Send MA COto LP: nd test na 3001 Add 1

Dec 10 20:38:03 dotlag default_create_mp

Dec 10 20:38:03 dotlag create_cfmport vlian_id 3001 port_id 3/1 is_nep Ois_np 1
Dec 10 20:38:03 Send CFM port to LP: vlan 3001 port 3/1

Dec 10 20: 38:03 level 7 is valid, is MEP O, mep-id 0, is MP 1
Brocade(confi g-cf m md-test-nma-3001)# ma-name 3002 id 2 vlian-id 3002 priority 1
Dec 10 20:38:03 Send MA COto LP: nd test na 3002 Add 1

Dec 10 20:38:03 dotlag _default_create_mp

Dec 10 20:38:03 dotlag create cfmport vlian_id 3002 port_id 3/1 is_nep Ois_np 1
Dec 10 20:38:03 Send CFM port to LP: vlan 3002 port 3/1

Dec 10 20:38:03 level 7 is valid, is MEP O, mep-id 0, is MP 1
Brocade(confi g-cf m md-test-nma-3002)# ma-name 3003 id 3 vlian-id 3003 priority 2
Dec 10 20:38:04 Send MA COto LP: nd test na 3003 Add 1

Dec 10 20:38:04 dotlag default_create_mp
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Dec 10 20:38:04 dotlag create_cfmport vlian_id 3003 port_id 3/1 is_nep Ois_np 1
Dec 10 20:38:04 Send CFM port to LP: vlan 3003 port 3/1

Dec 10 20:38: 04

level 7 is valid, is MEP O, mep-id O, is MP 1

Brocade(confi g-cf m md-t est - ma- 3003) # ma-nanme 3004 id 4 vlian-id 3004 priority 3

Dec
Dec
Dec
Dec
Dec

10 20: 38:
10 20: 38:
10 20: 38:
10 20: 38:
10 20: 38:

Brocade(confi

Dec
Dec
Dec
Dec
Dec

10 20: 38:
10 20: 38:
10 20: 38:
10 20: 38:
10 20: 38:

Brocade(confi

Dec
Dec
Dec
Dec
Dec

10 20: 38:
10 20: 38:
10 20: 38:
10 20: 38:
10 20: 38:

05 Send MA COto LP: nd test ma 3004 Add 1
05 dotlag_default_create_mp

05 dotlag_create_cfmport vlian_id 3004 port_id 3/1 is_nmep Ois_nmp 1

05 Send CFM port to LP: vlan 3004 port 3/1
05 level 7 is valid, is MEP O, mep-id O, is MP 1

g-cfmnd-test-nma-3004)# ma-nanme 3005 id 5 vlian-id 3005 priority 4

06 Send VA COto LP: nd test ma 3005 Add 1
06 dotlag default _create mp

06 dotlag create_cfmport vlian_id 3005 port_id 3/1is nmep Ois_nmp 1

06 Send CFM port to LP: vlan 3005 port 3/1
06 level 7 is valid, is MEP O, nep-id O, is MP 1

g-cf m nd-test-nma-3005)# ma-nanme 3006 id 6 vlian-id 3006 priority 5

06 Send MA COto LP: nd test nma 3006 Add 1
06 dotlag_default_create_mp

06 dotlag_create_cfmport vlian_id 3006 port_id 3/1is_nmep Ois_nmp 1

06 Send CFM port to LP: vlan 3006 port 3/1
06 level 7 is valid, is MEP O, mep-id 0, is MP 1
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This chapter describes Layer 2 troubleshooting and diagnostic processes for the Brocade Netlron
XMR and Brocade MLX series routers.

/!\ CAUTION

Enabling diagnostic commands may degrade system performance. These commands are best
used to troubleshoot specific problems while working with qualified Brocade service technicians.
Whenever possible, troubleshoot your system during periods of low network traffic and user
activity to preserve system performance.

MAC address learning

In MAC address learning, the source MAC address of each received packet is stored so that future
packets destined for that address can be forwarded only to the interface where that address is
located. (Packets destined for unrecognized addresses are forwarded out every bridge interface.)
MAC address learning, defined in the IEEE 802.1 standard, helps minimize traffic on the attached
LANSs.
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Address Resolution Protocol

Routers use Address Resolution Protocol (ARP) to learn the MAC addresses of devices on the

network. The router sends an ARP request that contains the IP address of a device, and receives
the MAC address for that device in an ARP reply. These dynamically learned entries are stored in
the ARP cache. You can also manually configure MAC addresses, which are called static entries.

A static ARP entry in the ARP cache resembles the following example.

I ndex | P Address MAC Address Port
1 10. 95.6. 111 0000. 003b. d2101/ 1

A dynamic entry in the ARP cache resembles the following example.

| P Addr essMAC Addr essTypeAgePor t
1 10.95.6.1020000. 00f c. ea21 Dynami c06

ARP age

The ARP age is the amount of time the device keeps a learned MAC address in the ARP cache. The
device resets the timer to zero each time the ARP entry is refreshed and removes the entry if the
timer reaches the ARP age. The default ARP age is 10 minutes.

Changing the ARP aging period

When the switch places an entry in the ARP cache, it also starts an aging timer for the entry. The
aging timer ensures that the ARP cache does not retain learned entries that are no longer valid. An
entry can become invalid when the device with the MAC address of the entry is no longer on the
network.

ARP age affects dynamic entries only. You cannot change the ARP age on Layer 2 switches. If you
set the ARP age to zero, aging is disabled and entries do not age out.

Proxy ARP

Routers use Proxy ARP to answer ARP requests for a host by replying with the router MAC address
instead of the host address.

MAC address learning show commands
The following commands display information about the MAC address table.
show mac-address

Syntax: show mac-address

This command displays the MAC address table, which contains MAC addresses learned from other
devices or added using the static-mac-address command. This table does not contain the MAC
addresses of the Brocade device ports.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



Br ocade# show mac- addr ess

Total entries fromall

MAC

0000. 0000
0000. 009f .
0000. 0009
0000. 009a
0000. 009d
0000. 00c5
0000. 009d
0000. 0059
0000. 0059
0000. 008f .
0600. 0059
0000. 00c5

0000
8086
914b
0163
41a5
01d1
41df
4226
4235
725b
4264
02a1

ports = 75
Por t Age CanfF
10 17293 OOH
1 12 ObH
16 2130 00H
16 130 O00H
11 475 00H
11 0 OcH
11 570 00H
16 240 O00H
16 130 00H
2 135 00H
16 0 OaH
16 15 09H

MAC address learning 4

CIDX0O CIDX1 CIDX2 CIDX3 CIDx4 CIDX5
0 0
23 15

o
o
o

o
o

0
0
0
0
0
2
0
0
0
0
0
0

L NeNeNeNeNoNoNoNe
OrOoOO0OO0OOOOO
WNOOOORrROOOO®
W =
[cNcNeNeNeNeoNoNoNeoNeNe
[cNcNoNeNeNecNoNoNeoNeNe

NOTE

The information displayed in the columns with headings, CamF, and CIDXO through CIDX5, is not
relevant for day-to-day management of the device. This information is used by the technical support
staff for debug purposes. Contact Brocade Technical Support for more information.

show mac vpls

Syntax: show mac vpls vpls-id mac-address starting-entry number-of-entries

® vpls-id - Specifies the Virtual Private LAN Service (VPLS) ID for which database entries are
displayed.

®* mac-address - Specifies the MAC address for which database entries are displayed.

® starting-entry - Specifies the point in the database from which the entries are displayed.
Entering O causes entries to be displayed from the start; entering 200 causes the first 200

entries to be skipped; and so on.

®* number-of-entries - Specifies the number of database entries to be displayed from the

starting-entry.

This command displays the contents of the VPLS MAC database, which stores entries associating
MAC addresses with VC Label Switched Paths (LSPs). The following example displays the VPLS MAC
database on the management processor.

Br ocade# show mac vpls
Total VPLS nmac entries in the table:

VPLS

1
1

following command.

MAC Addr ess

L/'R'IB Port

0000. 0004. 0000 1B
0000. 0003. 0000 L

To display a specific entry in the VPLS MAC database on the management processor, enter the

1/2
171

2 (Local: 2, Renpote: 0)

VI an(1 n-Tag)/ Peer 1SID Age
300 30000 0
200 NA 0

Br ocade# show mac vpls 1 0000.0004. 0000
0000. 0004. 0000

VPLS: 1

Local

MAC

MAC:

Port: 1/2

Associ ated B-MAC: 0000. 0000. 0201

Trunk sl ot nmask: 0x00000000
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MAC address learning debug commands

This section describes the debug commands that generate information about Address Resolution

Protocol (ARP).

debug ip arp

Syntax: [no] debug ip arp [event | ipc | itc | packet]

® event - Displays information about ARP events.

® ipc - Displays information about ARP IPC messages.

® jtc - Displays information about ARP ITC messages.

® packet - Displays information about ARP packets.

This command displays information about ARP transactions.The debug ip arp command enables
debugging for all ARP variables, or you can enable the options individually. Command output
resembles the following example.

Brocade# debug ip arp

ARP:
ARP;
ARP;
ARP:
Dec 10 14:49:
Dec 10 14: 49:

10.47.13. 254

Dec 10 14:49:

1536

Dec 10 14: 49:
Dec 10 14:49:

10. 20. 185. 70

Dec 10 14:49:
Dec 10 14:49:
000000000000:
Dec 10 14:49:
Dec 10 14:49:

10. 20. 68. 129

event debugging is on
packets debugging is on
i pc debugging is on
itc debugging is on
53 I P/ARP: Pkt rcvd on port ngntl, src IP = 10.47.13. 205
53 I P/ ARP: rcvd packet src 10.47.13.205 000000b4f 775: dst
000000000000: Port ngnt1
53 I P/ ARP: src 10.47.13.205 fwd route does not natch ingress port

53 I P/ARP: Pkt rcvd on port nmgntl, src IP = 10.20.179.11

53 I P/ ARP: rcvd packet src 10.20.179.11 000000adec00: dst
000000000000: Port ngnt1

54 | P/ ARP: Pkt rcvd on port ngntl, src IP = 10.20.176.3

54 | P/ ARP: rcvd packet src 10.20.176.3 0000000f b600: dst 10.20.185.4
Port mgnt1

54 | P/ ARP: Pkt rcvd on port mgntl, src |IP = 10.20.68. 133

54 | P/ ARP: rcvd packet src 10.20.68.133 000000d5d07a: dst
000000000000: Port mgnt 1

debug ip arp event

Syntax: [no] debug ip arp event

This command displays information about ARP events, and is useful in determining whether the
router is sending and receiving ARP requests. Command output is similar to the following example,
which shows send and receive activity for ARP packets.

Brocade# debug ip arp event

| P/ ARP: sent
| P/ ARP: sent

000000000000:

| P/ ARP: sent
| P/ ARP: sent

000000000000:

| P/ ARP: sent
| P/ ARP: sent

000000000000:

request for 10.223.143.22

packet src 10.223.143.16 000000e2b000: dst 10.223.143. 22
Port 1062

request for 10.223.143.3

packet src 10.223.143.16 000000e2b000: dst 10.223.143.3
Port 1062

request for 10.28.144.206

packet src 10.28.144.205 000000e2b000: dst 10.28. 144.206
Port 843
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| P/ ARP: Received arp request fromLp for dest 10.28.144.206 Port: 843 Router: 1
| P/ ARP: sent request for 10.28.181.171

| P/ ARP: sent packet src 10.28.181.161 000000e2b000: dst 10.28.181.171
000000000000: Port 753

debugip arp ipc

Syntax: [no] debug ip arp ipc

This command generates information about ARP interprocess communication (IPC) activity.
Command output resembles the following example.

Brocade# debug ip arp ipc

| P/ ARP: Received arp request fromLp for dest 10.142.108.94 Port: 1049 Router: 1
| P/ ARP: Received arp request fromLp for dest 10.142.106.82 Port: 848 Router: 1
| P/ ARP: Received arp request fromLp for dest 10.142.108.94 Port: 1049 Router: 1
| P/ ARP: Received arp request fromLp for dest 10.142.106.82 Port: 848 Router: 1
| P/ ARP: Received arp request fromLp for dest 10.142.108.94 Port: 1049 Router: 1
| P/ ARP: Received arp request fromLp for dest 10.28.144.206 Port: 843 Router: 1
| P/ ARP: Received arp request fromLp for dest 10.142.78.18 Port:846 Router: 1

| P/ ARP: Received arp request fromLp for dest 10.28.144.206Port: 843 Router: 1

| P/ ARP: Received arp request fromLp for dest 10.142.78.18 Port: 846 Router: 1

debug ip arp itc

Syntax: [no] debug ip arp itc

This command generates information about ARP inter-task communications (ITC) activity, which
communicates between the processing tasks concerning activity or configuration changes.
Command output resembles the following example, which indicates that a static IP address was
added.

Brocade# debug ip arp itc

ARP: itc debugging is on

| P/ ARP: Add static arp for Addr: 10.1.1.19 Mac: 100120013019 Port: 1
Vrf_index: 0 Add: 1

debug ip arp packet

Syntax: [no] debug ip arp packet

This command displays information about ARP packet activity. Command output resembles the
following example, which indicates that the source router is polling routers 10.142.106.98,
10.28.181.122, 10.223.143.27, and 10.142.108.94 to learn their MAC addresses and add them
to the source router ARP table.
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Brocade# debug i p arp packet

| P/ ARP: sent request for 10.142.106. 98

| P/ ARP: sent packet src 10.142.106.97 000000e2b000: dst 10.142.106.98
000000000000: Port 114

| P/ ARP: sent request for 10.28.181.122

| P/ ARP: sent packet src 10.28.181.121 000000e2b000: dst 10.28.181.122
000000000000: Port 1045

| P/ ARP: sent request for 10.28.181.172

| P/ ARP: sent packet src 10.28.181.161 000000e2b000: dst 10.28.181.172
000000000000: Port 753

| P/ ARP: sent request for 10.223.143.27

| P/ ARP: sent packet src 10.223.143.16 000000e2b000: dst 10.223.143.27
000000000000: Port 1062

| P/ ARP: sent request for 10.142.106.82

| P/ ARP: sent packet src 10.142.106.81 000000e2b000: dst 10.142.106. 82
000000000000: Port 848

| P/ ARP: sent request for 10.142.108.94

debug mac

Syntax: [no] debug mac [action | cam | error | info | learning | mport | port security]

® action - Displays information about the MAC database.

® cam - Displays Layer 2 CAM settings.

® error - Displays MAC table management error messages.

* info - Displays MAC table management information.

® learning - Displays MAC database learning information.

®* mport - Displays Multiport MAC event messages.

® port security - Displays MAC table management port security messages.

The debug mac command generates information about MAC address databases, actions, settings,

MAC table management, and MAC learning,

debug mac action

Syntax: [no] debug mac action [vlan vian_id] [mac_address]
® vlan vian_id - Displays all MAC address-related actions for the specified VLAN.

® mac_address - Displays specified MAC address-related actions for all VLANSs.

To display a specific MAC address-related action for a specific VLAN, you must specify both the
VLAN ID and MAC address options.

Use the debug mac action command to display actions-related information for the MAC database.

Brocade# debug mac action

info - mac_static_flush() - execution
info - mac_pns_flush() - execution
info - mac_static_flush() - execution

MAC ACTI ON - Nornal SPECI FI C FLUSH
Ports: ethe 2/2 to 2/3

Vlans: 1

MAC ACTION - Premature ALL_SYSTEM FLUSH
MAC ACTI ON - Nornal SPECI FI C FLUSH
Ports: Al Ports

VI ans: Al VLANs
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If both the VLAN ID and MAC address options are specified, output such as the following is
displayed.

Brocade# debug mac action vlian 100 0000. 0052. 0000
info - mac_static_flush() - execution

info - mac_pns_flush() - execution

info - mac_static_flush() - execution

MAC ACTI ON - Normal SPECI FI C FLUSH

MAC ACTION - Premature ALL_SYSTEM FLUSH

MAC ACTI ON - Normal SPECI FI C FLUSH

debug mac error

Syntax: [no] debug mac error

Use the debug mac error command to display major errors related to MAC learning. The output in
the following example indicates an insufficient amount of buffer space and results in a queue
overflow.

Brocade# debug mac error

error - macngr_ipc_distribute table. systemout of ipc buffers info -

macngr _i pc_l earn_sa_entry. Not learning. port not in forwarding state info -
macngr _i pc_free_sa_entry. Queue overflowi ng error - macngr_i pc_sync_change_age.
system out of buffer

debug mac info

Syntax: [no] debug mac info

Use the debug mac info command to generate information about MAC database activity, such as
flushing and table distribution.

Brocade# debug mac info
info - macngr _i pc_flush_entry. Send flush.
info - macngr _ipc_distribute_table. Distributing. mac table to slot 4

debug mac learning

Syntax: [no] debug mac learning [vlan vian_id] [mac_address]

® vlan vian_id - Displays all MAC addresses for the specified VLAN.
® mac_address - Displays specified MAC addresses for all VLANSs.

To display a specific MAC address for a specific VLAN, you must specify both the VLAN ID and MAC
address options.

Use the debug mac learning command to track a specific MAC address or set of MAC addresses
based on the VLAN ID, MAC address, or both, and display debug information about the MAC
addresses learned.

/!\ CAUTION

The debug mac learning command may generate large amounts of output and degrade system
performance. Use this command with caution.
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If you specify only the MAC address, the debug mac learning command output resembles the
following example.

Brocade# debug mac | earni ng 0000. 0052. 0000

| earni ng: debugging is on

info - nmacngr _ipc_|learn_da_entry. Learn DA 0000. 0052. 0000 | PC received

info - macngr _ipc_learn_sa_entry. Learn SA I PC received Mar 20 23:58: 30

mac address 0000. 0052. 0000. Port 42 vlan 100 Mar 20 23:58:30 info -

macngr _i pc_sync_add_entry. Send add entry for 0000.0052. 0000 port 42 vlan 512

If you specify only the VLAN ID, the debug mac learning command output resembles the following
example.

Brocade# debug mac | earning vlan 200

| earni ng: debugging is on

info - macngr _i pc_learn_da_entry. Learn DA 0000. 0052. 0000 I PC received

info - macngr _ipc_learn_sa_entry. Learn SA I PC received Mar 20 23:58: 30

mac address 0000. 00bl.a030. Port 42 vlan 200 Mar 20 23:58:30 info -

macngr _i pc_sync_add_entry. Send add entry for 0000.00bl.a030 port 42 vlan 200
info - macngr _i pc_learn_da_entry. Learn DA 0000.0078.9123 | PC recei ved

info - macngr _i pc_learn_da_entry. Learn DA 0000.0078.9123 | PC recei ved

If you specify both the VLAN ID and MAC address, the debug mac learning command output
resembles the following example.

Brocade# debug mac | earning vlan 300 0000.0052. 0000

| earni ng: debugging is on

info - nmacngr _ipc_|learn_da_entry. Learn DA 0000. 0052. 0000 | PC received

info - macngr _ipc_learn_sa_entry. Learn SA I PC received Mar 20 23:58: 30

mac address 0000. 0052. 0000. Port 42 vlan 300 Mar 20 23:58:30 info -

macngr _i pc_sync_add_entry. Send add entry for 0000.0052. 0000 port 42 vlan 300

debug ip icmp

Syntax: [no] debug ip icmp [events | external_loop | internal_loop | packets | port_loop]

® events - Displays information about ICMP events.

® external_loop - Displays ICMP external loop activity.
® internal_loop - Displays ICMP internal loop activity.
® packets - Displays information about ICMP packets.
® port_loop - Displays port loop activity.

The debug ip icmp command displays information about IPv4 Internet Control Message Protocol
(ICMP) transactions. This command is useful in determining if a router is sending or receiving ICMP
messages, and for troubleshooting end-to-end connections.

debug ip icmp events

Syntax: [no] debug ip icmp events

This command generates information about ICMP events, such as sent and received echo (ping)
requests, destination-unreachable messages, and redirect messages. Command output resembles
the following example.

Brocade# debug ip icnp events
I CVMP: rcvd echo request packet of length 40 from 10. 1.

1.2
| CMP: send echo request packet of length 60 to 10.1.1.2
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debug ip icmp packets

Syntax: [no] debug ip icmp packets

This command generates information about ICMP packets. Command output resembles the
following example.

Brocade# debug ip icnp packets

| CMP: dst (10.2.3.4), src (0.0.0.0) echo request type

| CMP: Recei ved nessage from 10. 102. 50. 254 to 10.47.16.33 port ngntl type 11 size
36

| CVMP: rxed error nessage from 10. 102. 50. 254: May 23 16: 11: 32 original destination
10.47.16.33 I CVWP Time Exceeded

| P/ 1 CWP: rxed nessage: size: 36

| CMP: Recei ved nessage from 10.98.68.129 to 10.47.16.33 port ngntl type 11 size

36
| CMP: rxed error message from 10.98. 68.129: May 23 16:11: 33 origi nal destination
10. 47. 16. 33

| CVMP Ti me Exceeded
debug ipv6 icmp

Syntax: [no] debug ipv6 icmp

This command generates information about IPv6 Internet Control Message Protocol (ICMP) activity,
such as sending or receiving ICMP requests, responses, ICMP error messages, and redirected
ICMP packets. Command output resembles the following example.

Br ocade# debug ipv6 icnp
| CMPv6: Sending Echo Request to 2001:DB8:1::6, |length 24
| CMPv6: Recei ved Echo Request from 2001:DB8:1::6, length 24

Configuration notes

® Enabling port-priority changes the source MAC address of all ARP packets to a virtual MAC
address.

®* The location of the static-mac-address command in the CLI depends on whether you configure
port-based VLANs on the device. If the device does not have more than one port-based VLAN
(VLAN 1, which is the default VLAN that contains all the ports), the static-mac-address
command is at the global CONFIG level of the CLI. If the device has more than one port-based
VLAN, then the static-mac-address command is not available at the global CONFIG level. In
this case, the command is available at the configuration level for each port-based VLAN.

®* ARP is enabled by default and cannot be disabled.

®* The ARP request broadcast is a MAC broadcast, which means it goes only to devices that are
directly attached to the switch. A MAC broadcast is not routed to other networks. However,
some routers, including Brocade Layer 3 switches, can be configured to reply to ARP requests
from one network on behalf of devices on another network.

® [f the router receives an ARP request packet it cannot deliver to the final destination because
of the ARP time-out, and no ARP response is received, the router sends an ICMP Host
Unreachable message to the source.
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A Super Aggregated VLAN (SAV) contains multiple VLANs. This feature allows you to construct Layer
2 paths and channels. A path contains multiple channels, each of which is a dedicated circuit
between two endpoints. The two devices at the endpoints of the channel appear to each other to
be directly attached, yet the network that connects them remains transparent.

You can aggregate up to 4090 VLANSs inside a SAV, for a total VLAN capacity on one router of
16,728,100 channels (4090 * 4090). Because devices connected through the channel are not
visible to devices in other channels, each client has a private link to the other side of the channel.
SAVs are useful for applications such as Virtual Private Network (VPN) or Transparent LAN Services
(TLS) where clients need a private, dedicated Ethernet connection that can reach its subnet
transparently across multiple networks. A SAV allows point-to-point and point-to-multipoint
connections.

SAV show commands
This section describes the show commands that display VLAN information.

show vlan

Syntax: show vlan

This command displays information about configured VLANSs, as shown in the following example.

Br ocade# show vl an

Configured PORT-VLAN entries: 3

Maxi mum PORT- VLAN entries: 4090

Default PORT-VLAN id: 1

PORT- VLAN 1, Nane DEFAULT-VLAN, Priority LevelO

L2 protocols: NONE

Unt agged Ports: ethernet 2/1 to 2/20 ethernet 3/1 to 3/20 ethernet
PORT- VLAN 2, Nanme [None], Priority LevelO

L2 protocols: NONE

i p-protocol VLAN, Dynamic port disabled

Nane: basic

PORT- VLAN 1001, Nane [None], Priority LevelO

L2 protocols: MP

Tagged Ports: ethernet 3/1 ethernet 3/12 to 3/13 ethernet 3/20
Byt es received: 6000

show vlan ethernet

Syntax: show vlan ethernet slot/port

This command, with a slot/port entry, displays VLAN information for the specified port, as shown in
the following example.

Br ocade# show vl an ethernet 4/1
Port 4/1 is a nmenber of 2 VLANs
VLANs 1 100

show vlan detail

Syntax: show vlan detail [vlan-id]
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vlan-id variable displays information about a specific VLAN.

command displays detailed information about VLAN states, port types, and port modes, as
as control protocols configured on the VLAN, as shown in the following example.

Brocade# show vl an detail
Unt agged Ports: ethernet 2/1 to 2/20 ethernet 4/4
Tagged Ports: None

Dual

-nmode Ports: ethernet 3/1 to 3/20jjj ethernet 4/1 to 4/3

Default VLAN. 1

Control VLAN: 4095

VLAN Tag-type: 0x8100
AVP Count 1 24
EVP Count : 28

PORT-VLAN 1, Name DEFAULT-VLAN, Priority Level O

Type Tag- Mode  Prot ocol State

PHYSI CAL  UNTAGGED NON DI SABLED
PHYSI CAL  UNTAGGED NONE DI SABLED
PHYSI CAL  UNTAGGED NONE DI SABLED
PHYSI CAL  UNTAGGED NONE DI SABLED
PHYSI CAL  UNTAGGED NONE DI SABLED

(output edited for brevity)

4/1
4/ 2
4/ 3
4/ 4

PHYSI CAL  UNTAGGED NONE FORWARDI NG
PHYSI CAL  UNTAGGED NONE FORWARDI NG
PHYSI CAL  UNTAGGED NONE FORWARDI NG
PHYSI CAL  UNTAGGED NONE DI SABLED

PORT- VLAN 100, Nanme [None], Priority LevelO

Por t
4/ 1
This

Type Tag- Mode  Prot ocol State
PHYSI CAL  TAGGED STP FORWARDI NG

command displays detailed information for a specific VLAN ID, as shown in the following

example.

Brocade(config-vl an-10)# show vl an detail 10
PORT- VLAN 10, Nane [None], Priority LevelO

Port Type Tag- Mode Protocol State
1/1  PHYSI CAL TAGGED STP DI SABLED
1/2 PHYSI CAL TAGGED STP DI SABLED
SAV debug commands

There are no debug commands specific to SAV.

Configuration notes

Brocade MLX Series and Broc
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A maximum of 1544 bytes is supported on ports where SAVs are configured. An additional 8
bytes over the untagged port maximum allows for support of two VLAN tags.

For core devices, you must configure a VLAN tag-type (tag ID) that is different than the tag-type
used on edge devices. If you use the default tag-type (8100) on the edge devices, set the
tag-type on the core devices to another value, such as 9100.
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Common diagnostic scenarios

In an environment that includes a Brocade Netlron XMR and Brocade MLX series device with both
VPLS and SAV configured, one VPLS endpoint port is connected to a carrier and will be receiving
dual tags, with both tags using tag-type 8100. The outer tag is the carrier's VLAN and the inner tag
is from the end user.

The frame structure is DA | SA | 8100 tag=1000 | 8100 tag=100 | Data from the carrier side. The
port must support multiple VLANs coming in from the carrier.

The other VPLS endpoint goes to the end user with a single tag, and the frame structure is DA | SA
| 8100 tag=100 | Data.

Use the following configuration on the two endpoints to support dual tags on one side of the VPLS
and a single tag on the other side:

Carrier side endpoint configuration
Router MPLS

vpls vpls1000 1000
vpls-peer 10.2.2.2
vlan 1000

tagged ethe 3/1

End user side endpoint configuration
[Global config]

tag-type 9100 eth 3/1
Router MPLS
vpls vpls1000 1000
vpls-peer 10.1.1.1
vlan 100
untagged ethe 3/1
This configuration works in the following way:

Packets will ingress the carrier endpoint with dual tags, both with tag-type 8100. The VLAN ID 1000
will be stripped off the outer tag, and the inner tag customer VLAN ID 100 will be sent over the
VPLS as payload. The packet will then egress the end user endpoint with a single tag-type 8100
VLAN ID of 100.

Packets will ingress the end user endpoint with a single VLAN tag, tag-type 8100, VLAN ID 100. The
port is configured with SAV tag-type 9100 and is also configured as untagged, so the packets will
be accepted and the VLAN ID 100 will be sent over the VPLS as payload. The packet will then
egress the carrier endpoint tagged interface, where it will add the outer tag with tag-type 8100
VLAN ID 1000.
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Ethernet Ring Protection (ERP) is a non-proprietary protocol that integrates an Automatic Protection
Switching (APS) protocol and protection switching mechanisms to provide Layer 2 loop avoidance
and fast reconvergence in Layer 2 ring topologies. ERP supports multi-ring and ladder topologies.
ERP can also function with IEEE 802.1ag to support link monitoring when non-participating devices
exist within the Ethernet ring.

ERP show commands
This section describes the show commands that display ERP information.

show erp

Syntax: show erp [enter | erp_id]

® enter - Specifies that you must press the Enter key (carriage return) after the show erp
command to view ERP information for all links.

® erp_id - Displays ERP information for the specified ERP ID.
This command displays ERP statistics. Command output resembles the following example.

Brocade# show erp 7
ERP 7(version 2)- VLAN 504

Erp ID Status Oper Node Topo
state role group

1 enabled Idle rpl -owner -

Ring type WR Wr'B Guard Hol dof f Msg
time(mn) time(ns) tinme(ns) tinme(ns) intv(mns)

Major-ring 5 7000 2000 0 1000
I/F Port ERP port state Interface status Interface type
L 1/ 12 bl ocki ng nor nal rpl
R 1/11 forwarding nor nal non-r pl
RAPS sent RAPS rcvd RAPS dropped RAPS ignored Oper state changes
3 3 0 0 0

show erp history-log

Syntax: show erp history-log [brief | erp_id]
® brief - Displays only the last 30 debug logs stored for ERP.
® erp_id - Specifies the ERP ID for which you want to display debug logs.

This command displays the debug logs for all the ERP instances. Command output resembles the
following example.

Brocade# show erp history-Iog

ti mestanp instance slot/port prot_state port _state trigger

Aug 25 09:18:51 5 1/5 protection DI SABLED  ERP_PL_REMOTE_FS

Aug 25 09:20:11 5 1/5 manual switch BLOCKING ERP_PL_LOCAL_CLEAR S

Aug 25 09:21:01 4 1/3 manual switch BLOCKING ERP_PL_LOCAL_CLEAR S
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MRP

Metro Ring Protocol (MRP) is a proprietary protocol that prevents Layer 2 loops and provides fast
reconvergence in Layer 2 ring topologies. MRP is especially useful in Metropolitan Area Networks
(MANSs), which typically require more flexibility than Spanning Tree Protocol (STP) can deliver.

This section describes how to use debug commands to monitor MRP environments for the Brocade
Netlron XMR and Brocade MLX series routers.

Using MRP diagnostics

When you enable MRP diagnostics, the software tracks Ring Health Packets (RHPs) according to
their sequence numbers, and calculates how long it takes an RHP to travel once through the entire
ring. When you display the diagnostics, the CLI shows the average round-trip time for the RHPs sent
since you enabled diagnostics. The calculated results have a granularity of 1 microsecond.

Enabling MRP diagnostics

To enable MRP diagnostics for a ring, enter the following command on the master node, at the
configuration level for the ring (this command is valid only on the master node).

diagnostics

Syntax: diagnostics

MRP show commands

This section describes the show command that displays MRP information.

show metro-ring

Syntax: show metro-ring ring id diagnostics

This command displays MRP diagnostics results. In the following example, the results are for metro
ring 1.

Brocade# show netro-ring 1 diagnostics
Metro Ring 1

di agnostics results

Ri ng Di ag RHP aver age Recommended Recommended

id state time(mcrosec) hello tine(ms) Prefwing time(ns)
1 enabl ed < 126 100 300

Diag frane sent Diag frane | ost

6 0

show metro-ring history-log

Syntax: show metro-ring history-log [brief | mrp_id]
® brief - Displays only the last 30 debug logs stored for MRP.
®*  mrp_id - Specifies the MRP ID for which you want to display debug logs.
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This command displays the debug logs for all the MRP instances. Command output resembles the
following example.

Brocade# show netro-ring history-1Iog

ti mestanp instance slot/port prot_state port_state trigger

Aug 25 09:18:51 5 1/5 - DI SABLED MRP_TRUNK_DON

Aug 25 09:20:11 5 1/5 - BLOCKI NG MRP_REDUNDANT _PORT_UP
Aug 25 09:21:01 4 1/3 - FRWDI NG EMRP_TRUNK_PRI MARY_CHANGE
MRP debug commands

This section describes the MRP-related debug commands.
debug mrp bpdu

Syntax: [no] debug mrp bpdu

When this command is enabled, you will see an error message whenever a bridge protocol data
unit (BPDU) is lost on the master node (not shown for member nodes).

Command output resembles the following example.

Brocade# debug nrp bpdu
bpdu: debugging is on

Dec 10 17:24:35 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN. 22 for unconfigured ring 151 to add session

Dec 10 17:24:35 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN: 22 for unconfigured ring 151 to add session

Dec 10 17:24:35 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN. 22 for unconfigured ring 151 to add session

Dec 10 17:24:35 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN: 22 for unconfigured ring 151 to add session

Dec 10 17:24:35 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN. 22 for unconfigured ring 151 to add session

Dec 10 17:24:35 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN: 22 for unconfigured ring 151 to add session

Dec 10 17:24:36 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN. 22 for unconfigured ring 151 to add session

Dec 10 17:24:36 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN: 22 for unconfigured ring 151 to add session

Dec 10 17:24:36 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN. 22 for unconfigured ring 151 to add session

Dec 10 17:24:36 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN: 22 for unconfigured ring 151 to add session

Dec 10 17:24:36 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN. 22 for unconfigured ring 151 to add session

Dec 10 17:24:36 nrprhp_receive: receiving packet on port 6/2 old input port 6/2,
vlan VLAN: 22 for unconfigured ring 151 to add session

debug mrp diagnostics

Syntax: [no] debug mrp diagnostics

This command displays MRP diagnostic information. To activate diagnostic reporting, first enable
MRP diagnostics debugging, then display the diagnostic information using the show debug
command.

Command output resembles the following example.
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Brocade# debug nrp di agnostics

di ags: debugging is on
Dec 10 17:29:40 nrp-debug: nrpdiags_recei ve_packet. rpdu with sequence nunber
53102 has been |l ost. Reseting tiners

debug mrp event

Syntax: [no] debug mrp event

This command displays information about MRP events, as shown in the following example.

Br ocade# debug nrp event
event: debugging is on

Apr 13 19:05: 22 nrp-debug: **state PREFORWARDI NG for port 2/1 in ring 1 **
Apr 13 19:05:22 nrp-debug: ** state FORWARDI NG for port 2/1 in ring 1 **
Apr 13 19:05:22 nrpinfo - port 2/1, up O

Apr 13 19:05:22 nrp-debug: ** state DI SABLED for port 2/1 inring 1 **

Apr 13 19:05:28 nrpinfo - port 2/1, up 1

Apr 13 19:05:28 nrp-debug: ** state BLOCKING for port 2/1 inring 1 **

Apr 13 19: 05: 29 nrp-debug: nrpdi ags_recei ve_packet. rpdu with sequence nunber
18

184 has been lost. Resetting tiners

Configuration notes

MRP can be enabled on port-based VLANSs, but cannot be enabled or disabled on protocol-based
VLANS.
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The following sections describe diagnostic procedures for Spanning Tree Protocol (STP) and STP
derivatives, including SSTP, MSTP, RSTP, and SuperSpan.

NOTE
Layer 2 protocols such as STP, RSTP, MRP, and VSRP can be enabled on port-based VLANSs, but

cannot be enabled or disabled on protocol-based VLANSs.

STP

A control protocol, such as Spanning Tree Protocol (STP), can block one or more ports in a
protocol-based VLAN that uses a virtual routing interface to route to other VLANSs. For IP VLANs and
IP subnet VLANS, even though some of the physical ports of the virtual routing interface are
blocked, the virtual routing interface can still route as long as at least one port in the
protocol-based VLAN is not blocked by STP.
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SSTP

For VLANs where Single Spanning Tree Protocol (SSTP) is enabled, the ports become members of a
single spanning tree. For VLANs where SSTP is disabled, ports are excluded from the single
spanning tree. VLANSs can be selectively added or removed from the single spanning tree domain
as well.

RSTP

Rapid Spanning Tree Protocol (RSTP) provides rapid traffic reconvergence for point-to-point links
within a few milliseconds (less than 500 milliseconds) following the failure of a bridge or bridge
port. This reconvergence occurs more rapidly than that provided by STP because convergence in
RSTP bridges is based on the explicit handshakes between designated ports and their connected
root ports rather than on timer values.

MSTP

With Multiple Spanning Tree Protocol (MSTP), the entire network runs a common instance of RSTP.
Within the common instance, one or more VLANs can be individually configured into distinct
regions. The entire network runs the Common Spanning Tree (CST) instance and the regions run a
local instance, or Internal Spanning Tree (IST). Because the CST treats each IST as a single bridge,
ports are blocked to prevent loops that might occur within an IST and also throughout the CST. In
addition, MSTP can co-exist with individual devices running STP or RSTP in the Common and
Internal Spanning Tree instance (CIST). With the exception of the provisions for multiple instances,
MSTP operates exactly like RSTP.

SuperSpan

SuperSpan is an STP enhancement that allows service providers (SPs) to use STP in both SP
networks and customer networks. The Brocade Netlron XMR and Brocade MLX series devices are
configured to tunnel each customer’s STP BPDUs through the SP. From the customer's perspective,
the SP network is a loop-free non-blocking device or network. The SP network behaves like a hub in
the sense that the necessary blocking occurs in the customer network, not in the SP network.

STP show commands
This section describes the show command that displays STP information.

show spanning-tree

Syntax: show spanning-tree [detail [vlan vian-id [ethernet slot/port]]| protect | pvst-mode |
root-protect | vlan vian id]

® (detail - Displays detailed STP information.

® vlan vian-id - Specifies a VLAN for detailed STP information.

* ethernet slot/port - Specifies an Ethernet port within the VLAN for detailed STP information.
® protect - Displays STP BPDU guard information.

® pvst-mode - Displays PVST information.

® root-protect - Displays STP root guard information.
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® vlan vian id - Displays STP information for the specified VLAN.

This command displays STP information, as shown in the following example (in this instance, for
VLAN 10).

Brocade# show spanning-tree vlan 10
VLAN 10 - STP instance 1

STP Bridge Paraneters:

Bri dge Bridge Bridge Bridge Hold Last Topol ogy Topol ogy
I dentifier MaxAge Hello FwdDly Time Change Change
hex sec sec sec sec sec cnt
8000000000a04000 20 2 15 1 0 0

Root Bri dge Root Pat h Desi gnat edBri dge Root Max Hel Fwd
Identifier Cost I dentifier Port Age lo Dy

hex hex sec sec sec
8000000000a04000 0O 8000000000a04000 Root 20 2 15

STP Port Paraneters:

Port Prio Path State Designat- Designated Desi gnat ed

Num rity Cost ed Cost Root Bri dge

1/3 128 4 DI SABLED 0 0000000000000000 0000000000000000
1/13 128 4 DI SABLED 0 0000000000000000 0000000000000000

show spanning-tree history-log

Syntax: show spanning-tree history-log [brief | vlan vian-id]
* brief - Displays only the last 30 debug logs stored for STP.
® vlan vian-id - Specifies the VLAN ID for which you want to display STP debug logs.

This command displays the STP debug logs for all the VLANs. Command output resembles the
following example.

Brocade# show spanni ng-tree history-I|og

ti mestanp PORT VLAN ID Event Triggered starting API
Sept 20 09: 20: 11 1/2 100 Superior BPDU recvd stputil_process_bpdu
Sept 20 09: 20: 11 1/1 4095 MAX_ageTi nmer expiry stptimer_update

Sept 20 11:18:40 1/3 4095 Superior BPDU recvd stputil_process_bpdu
Sept 20 11:18:42 1/1 100 MAX_ageTi ner expiry stptimer_update

STP debug commands

This section describes the debug commands for STP, MSTP, and RSTP environments.

CAUTION

Enabling diagnostic commands may degrade system performance. These commands are best
used to troubleshoot specific problems while working with qualified Brocade service technicians.
Whenever possible, troubleshoot your system during periods of low network traffic and user
activity to preserve system performance.

NOTE
Because STP and RSTP debug commands are virtually identical, only STP commands are described
in detail in this chapter.
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debug spanning-tree

Syntax: [no] debug spanning-tree [config-bpdu | event | port [ethernet slot/port | pos slot/port] |

reset | show | tcn-bpdu | verbose | vlan vian id]

This command generates information about all BPDUs and spanning tree events (by default) or
specific events as defined by the variables shown in the syntax line. In many cases, generic
debugging is not useful. If multiple STP instances are configured, it can be difficult to identify
content for a specific instance from the extensive output that may be generated. Use the debug
spanning-tree port and debug spanning-tree vilan commands to define specific instances for
debugging.

config-bpdu - Generates information about STP configuration bridge protocol data units
(BPDUs).

event - Generates information about STP non-BPDU events (timer, configuration, and so on).
port - Restricts STP debugging to specific ports.

ethernet slot/port - Restricts STP debugging to a specific Ethernet interface.

pos slot/port - Restricts STP debugging to a specific POS interface.

reset - Resets all STP debugging parameters to the default.

show - Displays current STP debug settings.

tcn-bpdu - Enables or disables STP TCN BPDU debugging.

verbose - Enables or disables STP verbose debugging mode.

vlan vian id - Restricts STP debugging to specific VLAN.

This command generates information about all STP activity and events. Command output
resembles the following example.

Brocade# debug spanning-tree

STP: debugging is on

STP: Sendi ng Config BPDU - VLAN 3 Port 2/3

0000 00 00 00 800000000001c042 00000000
800000000001c042 8043 0000 0000 0000 0000
STP: Sending Config BPDU - VLAN 3 Port 2/4

0000 00 00 00 800000000001c042 00000000
800000000001c042 8044 0000 0000 0000 0000
STP: Sending Config BPDU - VLAN 2 Port 2/1

debug spanning-tree config-bpdu

Syntax: [no] debug spanning-tree config-bpdu

This command generates information about STP BPDUs. Command output resembles the following
example.

Brocade# debug spanni ng-tree confi g-bpdu
STP: Received Config BPDU - VLAN 10 Port 3/20

0000 00 00 01 80000000003d8500 00000000
80000000003d8500 8050 0000 1400 0200 Of 00

STP: Received Config BPDU - VLAN 10 Port 3/20

0000 00 00 01 80000000003d8500 00000000
80000000003d8500 8050 0000 1400 0200 Of 00

STP: Received Config BPDU - VLAN 10 Port 3/20

0000 00 00 01 80000000003d8500 00000000
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80000000003d8500 8050 0000 1400 0200 Of 00
STP: Received Config BPDU - VLAN 10 Port 3/20
0000 00 00 01 80000000003d8500 00000000
80000000003d8500 8050 0000 1400 0200 Of 00

debug spanning-tree event

Syntax: [no] debug spanning-tree event

This command displays information about non-BPDU events, such as timer, configuration, and so

on. Command output resembles the following example.

Brocade# debug spanni ng-tree event

STP:
STP:
STP:
STP:
STP:

LI STENI NG - VLAN 10 Port 3/20

LEARNI NG - VLAN 10 Port 3/20

Sendi ng TCN BPDU - VLAN 10 Port 3/20
FORWARDI NG - VLAN 10 Port 3/20

TCN ACK Received - VLAN 10 Port 3/20

debug spanning-tree port

Syntax: [no] debug spanning-tree port [ethernet slot/port | pos slot/port]

This command displays spanning tree information about a port for a specific interface. Command
output resembles the following example.

Brocade# debug spanning-tree port ethernet 2/2

STP debuggi ng turned on for ports ethe 2/2

55 STP: Sending Config BPDU - VLAN 2 Port 2/2

55 0000 00 00 00 800000000001c040 00000000
800000000001c040 8042 0000 0000 0000 0000
STP: Sending Config BPDU - VLAN 2 Port 2/2
0000 00 00 00 800000000001c040 00000000

800000000001c040 8042 0000 0000 0000 0000
STP: Sending Config BPDU - VLAN 2 Port 2/2
0000 00 00 00 800000000001c040 00000000

800000000001c040 8042 0000 0000 0000 0000
STP: Sendi ng Config BPDU - VLAN 2 Port 2/2
0000 00 00 00 800000000001c040 00000000

800000000001c040 8042 0000 0000 0000 0000

debug spanning-tree reset

Syntax: [no] debug spanning-tree reset

This command resets all STP debugging parameters to the default. The default mode disables all
STP debugs. The show debug command will no longer show STP debug as enabled. This command

works in the same way as the no debug spanning-tree command.

debug spanning-tree show

Syntax: [no] debug spanning-tree show

This command generates information about the STP debug configuration. The following command
output shows the default configuration.

98
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Brocade# debug spanni ng-tree show
STP Debug Par aneters

STP debugging is ON [ Mbde: Brief]

NonBpduEvent s Confi gBpduEvents TcnBpdusEvents are being tracked
Ports: Al

VLANs: All

debug spanning-tree tcn-bpdu

Syntax: [no] debug spanning-tree tcn-bpdu

This command displays information about TCN BPDU events. Command output resembles the
following example.

Brocade# debug spanni ng-tree tcn-bpdu
STP: Sending TCN BPDU - VLAN 10 Port 3/20
STP: TCN ACK Received - VLAN 10 Port 3/20

debug spanning-tree verbose

Syntax: [no] debug spanning-tree verbose

In verbose mode, STP BPDU information is translated into BPDU fields and values, which are easier
to read than the default hex output. Command output resembles the following example.

Brocade# debug spanni ng-tree verbose

STP: Sending Config BPDU - VLAN 2 Port 2/2
protocol -id: 0000

protocol -version: 00

type: 00

flags: 00

root-id: 800000000001c040

pat h-cost: 00000000

bridge-id: 800000000001c040

port-id: 8042

message- age: 0000

max- age: 0000

hell o-time: 0000

hell o-time: 0000

debug spanning-tree vlan

Syntax: [no] debug spanning-tree vian vian id

This command restricts debug output to a specific VLAN. Command output resembles the following
example.

Br ocade# debug spanning-tree vlan 2
STP: Sending Config BPDU - VLAN 2 Port 2/1
0000 00 00 00 800000000001c040 00000000

MSTP show commands

This section describes the show command that displays MSTP information.
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show mstp

Syntax: show mstp instance-id [config | detail | region region-id]
® jnstance-id - Specifies the ID of the MSTP instance.

® config - Displays MSTP configuration information.

® detail - Displays detailed MSTP information.

® region region-id - Displays information related to a particular MSTP Provider Bridge (PB) or
Provider Backbone Bridging (PBB) region.

This command displays general MSTP information. Command output resembles the following
example for MSTP over PBB operation.

Brocade# show nstp
Regi on 1:

MSTP I nstance 0 (ClI ST) - VLAN Scope: None

Bri dge Bridge Bridge Bridge Bridge Root Root Root Root
Identifier MaxAge Hello FwdDy Hop MaxAge Hell o FwdDy Hop

hex sec sec sec cnt sec sec sec cnt
8000000000af 7800 20 2 15 20 20 2 15 20

Root Ext Pat h Regi onal Root I nt Pat h Desi gnat ed Root
Bri dge Cost Bri dge Cost Bri dge Por t
hex hex hex

8000000000af 7800 0O 8000000000af 7800 0 8000000000af 7800 Root
Port Pri PortPath P2P Edge Rol e State Desi gna- Designated

Num Cost Mac Port ted cost bridge

2/ 5 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000af 7800
3/5 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000af 7800

MSTP Instance 1 - VLANs: VPLS 1 VLAN 100

Bri dge Max Regi onal Root I nt Pat h Desi gnat ed Root  Root
Identifier Hop Bridge Cost Bri dge Port Hop
hex cnt hex hex cnt
8001001bedaf 7800 20 8001001lbedaf 7800 O 8001001bedaf 7800 Root 20
Port Pri PortPath P2P Edge Rol e State Desi gna- Designated

Num Cost Mac Port ted cost bridge

2/5 128 20000 F F DESI GNATED FORWARDI NG 0 8001001bedaf 7800
3/5 128 20000 F F DESI GNATED FORWARDI NG 0 8001001bedaf 7800
Regi on 2:

MSTP I nstance 0 (CI ST) - VLAN Scope: None

Bri dge Bridge Bridge Bridge Bridge Root Root Root Root
Identifier MaxAge Hello FwdDy Hop MaxAge Hell o FwdD 'y Hop

hex sec sec sec cnt sec sec sec cnt
8000000000af 7800 20 2 15 20 20 2 15 20

Root Ext Pat h Regi onal Root I nt Pat h Desi gnat ed Root
Bri dge Cost Bri dge Cost Bri dge Por t
hex hex hex
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8000000000af 7800 0 8000000000af 7800 0 8000000000af 7800 Root
Port Pri PortPath P2P Edge Rol e State Desi gna- Designated

Num Cost Mac Port ted cost bridge

2/5 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000af 7800
3/5 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000af 7800

MSTP Instance 1 - VLANs: VPLS 1 VLAN 200

Bri dge Max Regi onal Root I nt Pat h Desi gnat ed Root  Root
Identifier Hop Bridge Cost Bri dge Port Hop
hex cnt hex hex cnt
8001001bedaf 7800 20 8001001bedaf 7800 0 8001001bedaf 7800 Root 20
Port Pri PortPath P2P Edge Rol e State Desi gna- Designated

Num Cost Mac Port ted cost bridge

2/5 128 20000 F F DESI GNATED FORWARDI NG 0 8001001bedaf 7800
3/5 128 20000 F F DESI GNATED FORWARDI NG 0 8001001bedaf 7800

show mstp config

Syntax: show mstp config

This command displays MSTP configuration information. Command output resembles the following
example for MSTP over PBB operation.

Brocade# show nstp config

Mst p-region 1

Mst p-regi on nane PBB- Donai n

Mst p-region revision 1

Mst p-region instance 1 vpls 1 vlan 100
Mst p-regi on start

Mst p-region 2

Mst p-regi on nane PB- Domai nl

Mst p-region revision 1

Mst p-region instance 1 vpls 1 vlan 200
Mst p-regi on start

show mstp detail

Syntax: show mstp detail

This command displays detailed MSTP information. Command output resembles the following
example for MSTP over PBB operation.

Brocade# show nstp detail
Regi on 10

MSTP I nstance 0 (CIST) - VLAN Scope: None
Bri dge: 8000000000198800 [Priority 32768, Sysld 0, Mac 001bed198800]
FwdDel ay 15, Hell oTinme 2, MaxHops 20, TxHol dCount 6

Port 1/11 - Rol e: DESIGNATED - State: FORWARDI NG
Pat hCost 20000, Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Desi gnat ed - Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0, I|ntCost 2000
ActiveTinmers - hell oWen 2
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Machi neSt at e -

BPDUs -

Port 1/12 - Role:

Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt ate -

BPDUs -

Port 1/13 - Role:

Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt at e -

BPDUs -

Port 1/14 - Role:

Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt ate -

BPDUs -

Port 1/15 - Role:

Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt at e -

BPDUs -

Port 1/16 - Role:

Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt ate -

BPDUs -

Port 1/17 - Role:

Pat hCost 20000,
Desi gnat ed -

ActiveTiners -

Spanning Tree Protocol and derivatives

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG, TCM ACTI VE

Rcvd MST 132, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000001bed034400,
Bri dge 8000000000198800, Ext Cost 0, |ntCost 2000

hel | oWhen 2

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 132, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - St ate: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0O, IntCost 2000

hel | oWwhen 1

PRX- RECEIl VE, PTX-|DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 132, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0, |ntCost 2000

hel | oWwhen 1

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 132, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config O, TCN O

DESI GNATED - St ate: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0O, IntCost 2000

hel | oWhen 1

PRX- RECEIl VE, PTX-|DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 132, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0, |ntCost 2000

hel | oWwhen 1

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 133, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, ExtCost 0, I|ntCost 2000

hel | owhen 1
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Machi neSt at e -
BPDUs -
Port 1/18 - Role:
Pat hCost 20000,

Desi gnat ed -

ActiveTiners -
Machi neSt ate -

BPDUs -
Port 1/19 - Role:
Pat hCost 20000,

Desi gnat ed -

ActiveTiners -
Machi neSt at e -

BPDUs -
Port 1/20 - Role:
Pat hCost 20000,

Desi gnat ed -

ActiveTiners -
Machi neSt ate -

BPDUs -
Port 3/1 - Role:
Pat hCost 2000,

Desi gnat ed -

ActiveTiners -
Machi neSt at e -

BPDUs -
Port 3/2 - Role:
Pat hCost 2000,

Desi gnat ed -

ActiveTiners -
Machi neSt ate -

BPDUs -
Port 3/5 - Role:
Pat hCost 2000,

Desi gnat ed -

ActiveTiners -

Spanning Tree Protocol and derivatives

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG, TCM ACTI VE

Rcvd MST 133, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0, |ntCost 2000

hel | oWwhen 1

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 133, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - St ate: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0O, IntCost 2000

hel | oWwhen 1

PRX- RECEIl VE, PTX-|DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 133, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config 0, TCN O

DESI GNATED - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary T
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0, |ntCost 2000

hel | oWwhen 1

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 133, RST 0, Config O, TCN O

Sent MST 3262, RST 0, Config O, TCN O

ROOT - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary F
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000034400, ExtCost 0, IntCost O

hel |l ovwhen 1 rrWiile 15 rcvdlinfowhile 5

PRX- RECEl VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 1723, RST 0, Config O, TCN O

Sent MST 1952, RST 0, Config O, TCN O

ROCT - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary F
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000034400, ExtCost 0, IntCost O

hel |l owhen 1 rrWiile 15 rcvdlinfoWile 5

PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

Rcvd MST 1723, RST 0, Config O, TCN O

Sent MST 1952, RST 0, Config 0, TCN O

ROOT - State: FORWARDI NG

Priority 128, OperEdge F, OperPt2PtMac F, Boundary F
Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000034400, ExtCost 0, IntCost O

hel | owhen 1 rrWile 15 rcvdinfoWile 5
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Machi neState - PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG, TCM ACTI VE

BPDUs - Revd MST 1723, RST 0, Config O, TCN O
Sent MST 1952, RST 0, Config O, TCN O

Port 3/6 - Role: ROOT - State: FORWARDI NG

Pat hCost 2000, Priority 128, OperEdge F, OperPt2PtMac F, Boundary F

Desi gnat ed - Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000034400, ExtCost 0, IntCost O

ActiveTiners - helloWwen 1 rrWhile 15 rcvdlnfowiile 5

Machi neSt at e - PRX- RECElI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG, TCM ACTI VE

BPDUs - Rcvd MST 1723, RST 0, Config O, TCN O
Sent MST 1952, RST 0, Config 0, TCN O

Port 5/1 - Role: DESIGNATED - State: FORWARDI NG

Pat hCost 2000, Priority 128, OperEdge F, OperPt2PtMac F, Boundary F

Desi gnat ed - Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, ExtCost 0, I|ntCost 2000

ActiveTinmers - hellowWen 1

Machi neState - PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG, TCM ACTI VE

BPDUs - Rcvd MST 10024, RST 0, Config O, TCN O
Sent MST 9871, RST 0, Config O, TCN O

Port 5/2 - Role: DESIGNATED - State: FORWARDI NG

Pat hCost 2000, Priority 128, OperEdge F, OperPt2PtMac F, Boundary F

Desi gnat ed - Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0, I|ntCost 2000

ActiveTiners hel | owhen 1

Machi neSt ate - PRX- RECElI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

BPDUs - Rcvd MST 10024, RST 0, Config O, TCN O
Sent MST 9871, RST 0, Config 0, TCN O

Port 5/3 - Role: DESIGNATED - State: FORWARDI NG

Pat hCost 2000, Priority 128, OperEdge F, OperPt2PtMac F, Boundary F

Desi gnat ed - Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, ExtCost 0, I|ntCost 2000

ActiveTinmers - hellowWen 1

Machi neSt ate - PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG, TCM ACTI VE

BPDUs - Rcvd MST 10024, RST 0, Config O, TCN O
Sent MST 9871, RST 0, Config O, TCN O

Port 5/4 - Role: DESIGNATED - State: FORWARDI NG

Pat hCost 2000, Priority 128, OperEdge F, OperPt2PtMac F, Boundary F

Desi gnat ed - Root 8000000000034400, Regi onal Root 8000000000034400,
Bri dge 8000000000198800, Ext Cost 0, I|ntCost 2000

ActiveTiners - helloWen 1

Machi neSt at e PRX- RECEI VE, PTX-1DLE, PPM SENDI NG RSTP, PI M CURRENT
PRT- ACTI VE_PORT, PST- FORWARDI NG TCM ACTI VE

BPDUs - Rcvd MST 10024, RST 0, Config O, TCN O
Sent MST 9871, RST 0, Config 0, TCN O

MSTP Instance 1 - VLANs: 801

Bridge: 8001001bed198800 [Priority 32768, Sysld 1, Mac 001bed198800]
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Port 1/11 - Role:
Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt ate -

Port 1/12 - Role:
Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt ate -

Port 1/13 - Role:
Pat hCost 20000,
Desi gnat ed -

ActiveTiners -
Machi neSt at e -

show mstp region

Spanning Tree Protocol and derivatives

DESI GNATED -

Priority 128
Regi onal Root 8001001bed034400,
Bri dge 8001001bed198800

State: FORWARDI NG

I nt Cost 2000

Pl M CURRENT, PRT-ACTI VE_PORT, PST-FORWARDI NG, TCM ACTI VE

DESI GNATED - St ate: FORWARDI NG
Priority 128
Regi onal Root 8001001bed034400,

Bri dge 8001001bed198800

I nt Cost 2000

Pl M CURRENT, PRT- ACTI VE_PORT, PST-FORWARDI NG, TCM ACTI VE

DESI GNATED -

Priority 128
Regi onal Root 8001001bed034400,
Bri dge 8001001bed198800

State: FORWARDI NG

I nt Cost 2000

Pl M CURRENT, PRT- ACTI VE_PCRT, PST- FORWARDI NG, TCM ACTI VE

Syntax: show mstp region region-id

The region-id variable specifies the ID of the configured MSTP region.

This command displays information related to a particular MSTP PB or PBB region. Command
output resembles the following example for MSTP over PBB operation.

Brocade# show nstp region 10

Regi on 10

MSTP I nstance 0 (CI ST) - VLAN Scope:

None

Bri dge Bridge Bridge Bridge Bridge Root Root Root Root
Identifier MaxAge Hello FwdDy Hop MaxAge Hell o FwdD 'y Hop

hex sec sec sec cnt sec sec sec cnt
8000000000198800 20 2 15 20 20 2 15 19

Root Ext Pat h Regi onal Root I nt Pat h Desi gnat ed Root
Bri dge Cost Bri dge Cost Bri dge Por t
hex hex hex

8000000000034400 0 8000000000034400 2000 8000000000034400 3/1
Port Pri PortPath P2P Edge Rol e State Desi gna- Designated

Num Cost Mac Port ted cost bridge

1/11 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/12 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/13 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/14 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/15 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/16 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/17 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/18 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/19 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
1/20 128 20000 F F DESI GNATED FORWARDI NG 0 8000000000198800
3/1 128 2000 F F ROOT FORWARDI NG 0 8000000000034400
3/2 128 2000 F F ROOT FORWARDI NG 0 8000000000034400
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3/5 128 2000 F F ROOT FORWARDI NG 0 8000000000034400
3/6 128 2000 F F ROOT FORWARDI NG 0 8000000000034400
5/1 128 2000 F F DESI GNATED FORWARDI NG 0 8000000000198800
5/2 128 2000 F F DESI GNATED FORWARDI NG 0 8000000000198800
5/3 128 2000 F F DESI GNATED FORWARDI NG 0 8000000000198800
5/ 4 128 2000 F F DESI GNATED FORWARDI NG 0 8000000000198800
MSTP Instance 1 - VLANs: 801

Bri dge Max Regi onal Root I nt Pat h Desi gnat ed Root  Root
Identifier Hop Bridge Cost Bri dge Port Hop
hex cnt hex hex cnt
8001001bed198800 20 8001001bed034400 2000 8001001bed034400 3/1 19
Port Pri PortPath P2P Edge Rol e State Desi gna- Designated

Num Cost Mac Port ted cost bridge

1/11 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/12 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/13 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/14 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/15 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/16 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/17 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/18 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/19 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
1/20 128 20000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
3/1 128 2000 F F ROOT FORWARDI NG 0 8001001bed034400
3/2 128 2000 F F ROOT FORWARDI NG 0 8001001bed034400
3/5 128 2000 F F ROOT FORWARDI NG 0 8001001bed034400
3/6 128 2000 F F ROOT FORWARDI NG 0 8001001bed034400
5/1 128 2000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
5/2 128 2000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
5/3 128 2000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800
5/ 4 128 2000 F F DESI GNATED FORWARDI NG 2000 8001001bed198800

show mstp history-log

Syntax: show mstp history-log [brief | region region-id]
* brief - Displays only the last 30 debug logs stored for MSTP.
® region region-id - Displays the MSTP debug logs for the specified region ID.

The show mstp history-log brief command displays only the last 30 debug logs stored for MSTP.
Command output resembles the following example.

Brocade# show nstp history-log brief

Ti nest anp Regld Port MSTID Event Triggered API

Jun 7 00:29:24 10 5/1 1 tcwhile Xprd nmst pti mer _updat e
Jun 7 00:29:24 10 5/1 0 tcwiile Xprd nst pti mer _updat e
Jun 7 00:29:24 10 1/11 1 tcwhile Xprd nst pti mer _updat e
Jun 7 00:29:24 10 1/11 O tcwhile Xprd nst pti mer _updat e
Jun 7 00:28:48 10 5/1 1 tcwhile Xprd nmst pti mer _updat e
Jun 7 00:28:48 10 5/1 0 tcwhile Xprd nst pti mer _updat e
Jun 7 00:28:48 10 1/11 1 tcwile Xprd nst pti mer _updat e
Jun 7 00:28:48 10 1/11 O tcwhile Xprd nst pti mer _updat e
Jun 7 00:28:25 10 5/1 0 Rx Pkt Del ay- MP nstpngr_rx_bpdu()
Jun 7 00:28:13 10 5/1 1 tcwhile Xprd nmst pti mer _updat e
Jun 7 00:28:13 10 5/1 0 tcwiile Xprd nst pti mer _updat e
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Jun
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Jun
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00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

28:
28:
28:
28:
28:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:

13
13
13
13
12
39
39
39
39
39
39
39
39
39
39
39
39
39
39

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

3/1
3/1
1/11
1/ 11
3/1
3/1
3/1
3/1
5/1
5/1
5/1
5/1
3/1
3/1
3/1
3/1
1/11
1/11
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tcwhile Xprd
tcwhile Xprd
tcwiile Xprd
tcwile Xprd

Rx Pkt Del ay- MP
Root Rol e sel ect
Superior PDU rx
Superior PDU rx
Rx Pkt Del ay- MP

TCM Det ect ed
Moved to FWD
TCM Det ect ed
Moved to FWD
TCM Det ect ed
Moved to FWD
TCM Det ect ed
Moved to FWD
TCM Det ect ed
Moved to FWD

PRPOORRPROORROORROOROLR

nst pti mer _updat e

nst pti mer _updat e

nmst pti mer _updat e

nst pti mer _updat e

nst pngr _r x_bpdu()

nst p_updt Rol esMst i

nmst p_pi m action

nst p_pi m action

nst pngr _r x_bpdu()

nst p_tcm action

nst p_enabl eFor war di ng
nstp_tcm action

nst p_enabl eFor war di ng
nmst p_tcm action

nst p_enabl eFor war di ng
nstp_tcm action

nst p_enabl eFor war di ng
nst p_tcm action

nst p_enabl eFor war di ng

4

The show mstp history-log region command displays the MSTP debug logs for the specified region
ID. Command output resembles the following example.

Brocade# show nstp history-log region 10

MSTI D Event

Tri ggered API

Ti nest anp
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00
Jun 7 00

Regl d Port
10 5/1
10 5/1
10 1/11
10 1/11
10 5/1
10 5/1
10 1/11
10 1/11
10 5/1
10 5/1
10 5/1
10 3/1
10 3/1
10 1/11
10 1/11
10 3/1
10 -

10 3/1
10 3/1
10 3/1
10 5/1
10 5/1
10 5/1
10 5/1
10 3/1
10 31
10 3/1
10 3/1
10 1/ 11
10 1/11
10 1/11
10 1/11
10 5/1
10 -

tcwhile Xprd
tcwiile Xprd
tcwile Xprd
tcwhile Xprd
tcwhile Xprd
tcwiile Xprd
tcwile Xprd
tcwhile Xprd

Rx Pkt Del ay- MP
tcwhile Xprd
tcwiile Xprd
tcwhile Xprd
tcwhile Xprd
tcwile Xprd
tcwile Xprd

Rx Pkt Del ay- MP
Root Rol e sel ect
Superior PDU rx
Superior PDU rx
Rx Pkt Del ay- MP
TCM Det ect ed
Moved to FWD
TCM Det ect ed
Moved to FVWD
TCM Det ect ed
Moved to FWD
TCM Det ect ed
Moved to FVWD
TCM Det ect ed
Moved to FWD
TCM Det ect ed
Moved to FVWD

Rx Pkt Del ay- MP
MSTP Ti mer Del ay

OO0 O0OrRrRRFRPOOFRPRFRPOORPRPFPOOFRPRFPOOFRPRORFRPROFRPOORFRPORPORPOLPR

nst pti mer _
nmst pti mer _
nst pti mer _
nst pti mer _
nst pti mer _updat e

nmst pti mer _updat e

nst pti mer _updat e

nst pti mer _updat e

nst pngr _r x_bpdu()

nmst pti mer _updat e

nst pti mer _updat e

nst pti mer _updat e

nst pti mer _updat e

nmst pti mer _updat e

nst pti mer _updat e

nst pngr _r x_bpdu()

nst p_updt Rol esMst i

nmst p_pi m action

nst p_pi m action

nst pngr _r x_bpdu()
nstp_tcm action

nst p_enabl eFor war di ng
nstp_tcm action

nst p_enabl eFor war di ng
nst p_tcm action

nst p_enabl eFor war di ng
nstp_tcm action

nst p_enabl eFor war di ng
nstp_tcm action

nst p_enabl eFor war di ng
nstp_tcm action

nst p_enabl eFor war di ng
nmst pngr _r x_bpdu()

mst ptimer_tick
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Jun 7 00:27:11 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:27:11 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:27:11 10 1/11 0 Rx Pkt Delay- MP nmstprgr_rx_bpdu()

Jun 7 00:26:53 10 1/11 O Rx Pkt Del ay- MP nstpngr_rx_bpdu()

Jun 7 00:26:45 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:45 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:45 10 - 0 MSTP Tinmer Delay mstptimer_tick

Jun 7 00:26:30 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:30 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:30 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:07 10 - 0 MSTP Tinmer Delay mstptimer_tick

Jun 7 00:26:07 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:07 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:02 10 - 0 MSTP Timer Delay nstptimer_tick

Jun 7 00:26:00 10 3/1 8 rr\while Xprd nmst pti mer _updat e

Jun 7 00:26:00 10 3/1 7 rr\wile Xprd nst pti mer _updat e

Jun 7 00:26:00 10 3/1 6 rr\while Xprd nst pti mer _updat e

Jun 7 00:26:00 10 3/1 5 rr\while Xprd nst pti mer _updat e

Jun 7 00:26:00 10 3/1 4 rr\wile Xprd nmst pti mer _updat e

Jun 7 00:26:00 10 3/1 3 rr\wile Xprd nst pti mer _updat e

Jun 7 00:26:00 10 3/1 2 rr\while Xprd nst pti mer _updat e

Jun 7 00:26:00 10 3/1 1 rr\while Xprd nst pti mer _updat e

Jun 7 00:26:00 10 3/1 0 recvinfWhil Xprd nstptinmer_update

Jun 7 00:26:00 10 5/1 8 Moved to BLK nst p_di sabl eForwar di ng
Jun 7 00:26:00 10 1/11 8 Moved to BLK nst p_di sabl eForwar di ng
Jun 7 00:26:00 10 - 8 Root Rol e sel ect nstp_updt Rol esMsti

Jun 7 00:26:00 10 5/1 7 MWoved to BLK nst p_di sabl eFor war di ng
Jun 7 00:26:00 10 1/11 7 Moved to BLK nst p_di sabl eForwar di ng
Jun 7 00:26:00 10 - 7 Root Rol e sel ect nstp_updt Rol esMsti

Jun 7 00:26:00 10 5/1 6 Moved to BLK nst p_di sabl eForwar di ng
Jun 7 00:26:00 10 1/11 6 Woved to BLK nst p_di sabl eFor war di ng
Jun 7 00:26:00 10 - 6 Root Rol e sel ect nstp_updt Rol esMsti

Jun 7 00:26:00 10 5/1 5 Moved to BLK nst p_di sabl eForwar di ng
Jun 7 00:26:00 10 1/11 5 Moved to BLK nst p_di sabl eForwar di ng
MSTP debug commands

This section describes the MSTP-related debug commands.
debug mstp

Syntax: [no] debug mstp [bpdu | event | mstid num | port [ethernet slot/port | pos slot/port] |
region region-id | show | state | verbose]

®* bpdu - Displays MSTP bridge protocol data units (BPDUSs).

® event - Displays MSTP state machine events.

®* mstid num - Displays debugging information for a specific MSTP instance.
® port- Displays debugging information for a specific MSTP port.

* ethernet slot/port - Specifies the Ethernet interface.

® pos slot/port - Specifies the POS interface.

® region region-id - Displays debugging information related to a particular MSTP PB or PBB
region.

® show - Displays the current MSTP debug parameters.
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® state - Displays debugging information about the MSTP port state events.
* verbose - Displays MSTP debugging information in the verbose mode.

The debug mstp command generates debugging information for the configured MSTP debugging
parameters. Command output resembles the following example.

Brocade# debug nstp
Aug 12 17:41:14 Region 1, MSTP: PTX IDLE->TRANSM T_PERIODIC - Port 2/5
Aug 12 17:41:14 Region 1, MSTP: PTX | DLE->TRANSM T_RSTP - Port 2/5
Aug 12 17:41:14 Region 1, MST 0, Port 2/5 - sent MST BPDU
0000 03 02 54 8000000000af 7800 00000000
8000000000af 7800 8035 0000 1400 0200 Of 00
Aug 12 17:41:14 Region 1, MST 1, Port 2/5 - sent MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 17:41:14 Region 1, MSTP: PTX IDLE->TRANSM T_PERIODI C - Port 3/5
Aug 12 17:41:14 Region 1, MSTP: PTX | DLE->TRANSM T_RSTP - Port 3/5
Aug 12 17:41:14 Region 1, MST O, Port 3/5 - sent MST BPDU
0000 03 02 54 8000000000af 7800 00000000
8000000000af 7800 8065 0000 1400 0200 Of 00
Aug 12 17:41:14 Region 1, MST 1, Port 3/5 - sent MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 17:41: 14 Region 2, MSTP: PRX RECEl VE- >RECEI VE - Port 3/5
Aug 12 17:41:14 Region 2, MST O, Port 3/5 - received BPDU
0000 03 02 14 8000000000af 7800 00000000
8000000000af 7800 8035 0000 0014 0002 000f
Aug 12 17:41:14 Region 2, MST 1, Port 3/5 - received MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 17:41:14 Region 2, MSTP: PIM CURRENT->RECEIVE - MST O, Port 3/5
Aug 12 17:41:14 Region 2, MSTP: PIM RECElI VE->OTHER - MST 0, Port 3/5
Aug 12 17:41: 14 Region 2, MSTP: Pl M CURRENT->RECEI VE - MST 1, Port 3/5
Aug 12 17:41:14 Region 2, MSTP: PIM RECEl VE->OTHER - MST 1, Port 3/5
Aug 12 17:41:14 Region 2, MSTP: PRX RECEIl VE- >RECEI VE - Port 2/5

debug mstp bpdu

Syntax: [no] debug mstp bpdu

This command displays MSTP BPDUs. Command output resembles the following example for MSTP
PBB configurations.

Brocade# debug nmstp bpdu

MSTP:  debugging is on

Aug 12 17:59:32 Region 1, MST O, Port 2/5 - sent MST BPDU
0000 03 02 54 8000000000af 7800 00000000
8000000000af 7800 8035 0000 1400 0200 Of 00

Aug 12 17:59:32 Region 1, MST 1, Port 2/5 - sent MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14

Aug 12 17:59:32 Region 1, MST 0, Port 3/5 - sent MST BPDU
0000 03 02 54 8000000000af 7800 00000000
8000000000af 7800 8065 0000 1400 0200 Of 00

Aug 12 17:59:32 Region 1, MST 1, Port 3/5 - sent MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14

debug mstp event

Syntax: [no] debug mstp event

This command displays MSTP state events. Command output resembles the following example for
MSTP PBB configurations.
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Brocade# debug nstp event

Aug 12 18:02:30 Region 1, MSTP: PTX | DLE->TRANSM T_PERI CDIC - Port 2/5
Aug 12 18:02: 30 Region MSTP: PTX | DLE->TRANSM T_RSTP - Port 2/5

Aug 12 18:02: 30 Region MSTP: PTX | DLE->TRANSM T_PERI ODI C - Port 3/5
Aug 12 18:02: 30 Region MSTP: PTX | DLE- >TRANSM T_RSTP - Port 3/5

Aug 12 18:02: 30 Region MSTP: PRX RECEl VE- >RECEI VE - Port 3/5

Aug 12 18:02: 30 Region MSTP: PI M CURRENT- >RECEI VE - MST 0, Port 3/5
Aug 12 18:02: 30 Region MSTP: Pl M RECEI VE- >OTHER - MST 0, Port 3/5
Aug 12 18:02: 30 Region MSTP: Pl M CURRENT- >RECEI VE - MST 1, Port 3/5

PRPRPRPRPPR

debug mstp mstid

Syntax: [no] debug mstp mstid num region region-id
® num - Specifies the ID of the MSTP instance in the configured regions.
® region region-id - Specifies the ID of the MSTP PB or PBB region.

This command displays debugging information for a specific MSTP instance in the configured
regions. Command output resembles the following example for MSTP PBB configurations.

Brocade# debug nmstp nstid 1
Aug 12 18:49:26 Region 1, MSTP: PTX IDLE->TRANSM T_PERIODI C - Port 2/5
Aug 12 18:49:26 Region 1, MSTP: PTX | DLE->TRANSM T_RSTP - Port 2/5
Aug 12 18:49:26 Region 1, MST 1, Port 2/5 - sent MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 18:49:26 Region 1, MSTP: PTX I DLE->TRANSM T_PERIODI C - Port 3/5
Aug 12 18:49:26 Region 1, MSTP: PTX | DLE->TRANSM T_RSTP - Port 3/5
Aug 12 18:49:26 Region 1, MST 1, Port 3/5 - sent MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 18:49:26 Region 2, MSTP: PRX RECEl VE- >RECEI VE - Port 3/5
Aug 12 18:49:26 Region 2, MST 1, Port 3/5 - received MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 18:49:26 Region 2, MSTP: Pl M CURRENT->RECEI VE - MST 1, Port 3/5
Aug 12 18:49:26 Region 2, MSTP: PIM RECEl VE->OTHER - MST 1, Port 3/5
Aug 12 18:49:26 Region 2, MSTP: PRX RECEIl VE- >RECEI VE - Port 2/5
Aug 12 18:49:26 Region 2, MST 1, Port 2/5 - received MSTI config nessage

debug mstp port

Syntax: [no] debug mstp port [ethernet slot/port | pos slot/port]

® ethernet slot/port - Specifies the Ethernet interface.
® pos slot/port - Specifies the Packet over SONET (POS) interface.

This command displays debugging information for a specific MSTP port in the configured regions.
Command output resembles the following example for MSTP PBB configurations.

Brocade# debug nmstp port ethernet 1/15
MSTP debuggi ng turned on for ports ethernet 1/15

debug mstp region

Syntax: [no] debug mstp region region-id
The region-id variable specifies the ID of the configured MSTP region.

This command displays debugging information related to a particular MSTP PB or PBB region.
Command output resembles the following example for MSTP PBB configurations.

Brocade# debug nmstp region 1
Aug 12 17:41:14 Region 1, MSTP: PTX | DLE->TRANSM T_PERI CDIC - Port 2/5
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Aug 12 17:41:14 Region 1, MSTP: PTX | DLE->TRANSM T_RSTP - Port 2/5
Aug 12 17:41:14 Region 1, MST 0, Port 2/5 - sent MST BPDU
0000 03 02 54 8000000000af 7800 00000000
8000000000af 7800 8035 0000 1400 0200 Of 00
Aug 12 17:41:14 Region 1, MST 1, Port 2/5 - sent MSTlI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 17:41:14 Region 1, MSTP: PTX IDLE->TRANSM T_PERIODIC - Port 3/5
Aug 12 17:41:14 Region 1, MSTP: PTX | DLE->TRANSM T_RSTP - Port 3/5
Aug 12 17:41:14 Region 1, MST O, Port 3/5 - sent MST BPDU
0000 03 02 54 8000000000af 7800 00000000
8000000000af 7800 8065 0000 1400 0200 Of 00
Aug 12 17:41:14 Region 1, MST 1, Port 3/5 - sent MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 17:41:14 Region 1, MSTP: PRX RECEl VE- >RECEI VE - Port 3/5
Aug 12 17:41:14 Region 1, MST O, Port 3/5 - received BPDU
0000 03 02 14 8000000000af 7800 00000000
8000000000af 7800 8035 0000 0014 0002 000f
Aug 12 17:41:14 Region 1, MST 1, Port 3/5 - received MSTI config nessage
7e 8001000000af 7800 00000000 8000 80 14
Aug 12 17:41:14 Region 1, MSTP: PIM CURRENT->RECEIVE - MST O, Port 3/5
Aug 12 17:41:14 Region 1, MSTP: PI M RECEl VE->OTHER - MST 0, Port 3/5
Aug 12 17:41:14 Region 1, MSTP: PIM CURRENT->RECEI VE - MST 1, Port 3/5
Aug 12 17:41:14 Region 1, MSTP: PIM RECEl VE->OTHER - MST 1, Port 3/5
Aug 12 17:41:14 Region 1, MSTP: PRX RECEIl VE- >RECEI VE - Port 2/5

debug mstp show

Syntax: [no] debug mstp show

This command displays the current MSTP debug parameters. Command output resembles the
following example for MSTP PBB configurations.

Brocade# debug nstp show
MSTP debug Par aneters

MSTP debugging is OFF [ Mbde: Brief]

St at eMachi neEvent s BpduEvents Port StateEvents are being tracked
Ports: Al

MSTP i nstances: (indices) Al

Regi ons: All

debug mstp state

Syntax: [no] debug mstp state

This command displays debugging information related to MSTP port state events. Command output
resembles the following example for MSTP PBB configurations.

Brocade# debug nmstp state

Aug 12 19:14:08 Region 1, MSTP: MST O, Port 2/5 - State: LEARN NG
Aug 12 19:14:08 Region 1, MSTP: MST 1, Port 2/5 - State: LEARN NG
Aug 12 19:14:23 Region 1, MSTP: MST O, Port 2/5 - State: FORWARDI NG
Aug 12 19:14:23 Region 1, MSTP: MST 1, Port 2/5 - State: FORWARDI NG

debug mstp verbose

Syntax: [no] debug mstp verbose

This command displays debugging information for the configured MSTP debug parameters in the
verbose mode. Command output resembles the following example for MSTP PBB configurations.
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Brocade# debug nstp verbose
Aug 12 19:20: 34 Region 1, MST O, Port 2/5 - received BPDU
protocol -id: 0000
protocol -version: 03
type: 02
flags: agree forward | earn designated propose
root-id: 8000000000af 7800
pat h-cost: 00000000
bridge-id: 8000000000af 7800
port-id: 8065
nessage- age: 0000
max- age: 0014
hell o-time: 0002
f orwar d- del ay: 000f
Aug 12 19:20:34 Region 1, MST 1, Port 2/5 - received MSTI config nmessage
flags: agree forward | earn designated propose
regi onal _root: 8001000000af 7800
int_path_cost: 00000000
bridge_priority: 8000
port _priority: 80
renmmi ni ng_hops: 14
Aug 12 19:20: 34 Region 1, MSTP: PI M CURRENT->RECEI VE - MST 0, Port 2/5
Aug 12 19: 20: 34 Region 1, MSTP: PIM RECEl VE->OTHER - MST 0, Port 2/5
Aug 12 19:20: 34 Region 1, MSTP: PIM CURRENT->RECEI VE - MST 1, Port 2/5

RSTP show commands

This section describes the show command that displays RSTP information.
show rstp

Syntax: show rstp [detail | vlan vian-id | vpls-id vpls-id]

® (detail - Displays detailed RSTP information.
® vlan vian-id - Displays RSTP information for the specified VLAN.

® vpls-id vpls-id - Displays RSTP information for the specified Provider Backbone Bridging (PBB)

VPLS instance.

This command displays RSTP information. Command output resembles the following example for

RSTP PBB configurations.

Brocade# show rstp vpls-id 1
VPLS Instance ID1 - RSTP instance O

RSTP (| EEE 802. 1w) Bridge Paraneters:

Bri dge Bri dge Bridge Bridge Force tx

Identifier MaxAge Hello FwdDly Version Hold

hex sec sec sec cnt

0001000480a04000 20 2 15 Default 3

Root Bri dge Root Pat h Desi gnat edBri dge Root Max Hel Fwd

Identifier Cost I dentifier Port Age 1o Dy

hex hex sec sec secC

0001000480a04000 0 0001000480a04000 Root 20 2 15

RSTP (| EEE 802.1w) Port Paraneters

<--- Config Parans -->|<-------------- Current state ----------------- >
Port Pri  PortPath P2P Edge Rol e State Desi gna- Desi gnat ed

Num Cost Mac Port tedcost bridge

1/3 128 20000 T F DI SABLED DI SABLED 0 0000000000000000
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1/13 128 20000 T F DI SABLED DI SABLED 0 0000000000000000

show rstp detail

Syntax: show rstp detail [vpls-id vpls-id]

The vpls-id vpls-id parameter specifies the ID of the VPLS instance for which you want to display the
detailed RSTP information.

This command displays detailed RSTP information. Command output resembles the following
example for RSTP PBB configurations.

Brocade# show rstp detail vpls-id 1
VPLS Instance ID - 1 - RSTP instance O

RSTP (| EEE 802. 1w) Bridge Paraneters:

Bri dgel d 0001000480a04000, Root Bri dgeld 0001000480a04000
Control ports - ethernet 1/3 ethernet 1/13

ForceVersion 2, MgrateTinme 3, TxHol dCount 3

RSTP (| EEE 802. 1w) Port Paraneters:
Port 1/3 - Role: DI SABLED - State: DI SABLED
Port 1/13 - Role: DI SABLED - State: DI SABLED

show rstp history-log

Syntax: show rstp history-log [brief | vlan vian-id]
® brief - Displays the last 30 RSTP debug logs.
® vlan vian-id - Displays the RSTP debug logs related to the specified VLAN.

This command displays the RSTP debug logs for all the VLANs. Command output resembles the
following example.

Brocade# show rstp history-Iog

ti mestanp PORT VLAN ID Event Triggered starting API
Sept 20 09:20:11 1/1 100 PRT due to rrwhile timer expiry rstputil_port_timer_update
Sept 20 09:21:11 1/3 4095 PRT due to rbwhile expiry rstputil _port _timer_update
Sept 20 09:22:11 1/2 200 PRT due to rbwhile expiry rstputil _port_timer_update
Sept 20 11:18:40 1/1 4095 Superior BPDU recvd rstputil _process_bpdu
Sept 20 11:18:42 1/1 100 rcvdl nfowiile Timer Expiry rstputil _port _timer_update
Sept 20 11:19:40 1/1 200 Superior BPDU recvd rstputil _process_bpdu
RSTP debug commands
The debug rstp commands are similar in form and function to the debug spanning-tree commands
in a non-PBB environment. To support RSTP over PBB networks, the existing RSTP-related debug
commands are enhanced to enable debugging on a VPLS VLAN instance.
This section describes the debug commands for the RSTP over PBB environment.
debug rstp
Syntax: debug rstp [bpdu | event | mct | port [ethernet slot/port | pos slot/port] | reset | show |
verbose | vlan vian-id | vpls-id vpls-id]
®* bpdu - Enables or disables RSTP BPDU debugging.
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event - Enables or disables RSTP non-BPDU events debugging.
mct - Enables or disables RSTP MCT debugging.

port - Displays debugging information for a specific RSTP instance on the ports.

ethernet slot/port - Specifies the Ethernet interface.
pos slot/port - Specifies the Packet over SONET (POS) interface

reset - Resets all the RSTP debugging parameters to default.

show - Displays the current RSTP debugging parameters.

verbose - Enables or disables the RSTP verbose debugging mode.

vlan vian-id - Displays debugging information for a specific RSTP VLAN instance.

vpls-id vpls-id - Displays debugging information for a specific RSTP VPLS instance.

The debug rstp command generates debugging information for the configured RSTP debugging
parameters. Command output resembles the following example.

Brocade# debug rstp

RSTP:

Apr

Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr

Apr

Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr

Apr

Apr
Apr
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16
16
16

16
16
16
16
16
16

16
16
16
16
16
16

16

16
16
16

16
16
16
16
16
16

16
16
16

debugging is on
16 09:02: 32. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/2
0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8092 0000 0014 0002 000f

09: 02: 32. 865 RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/2
09: 02: 32. 865 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/2
09: 02: 32. 866 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/3
0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8093 0000 0014 0002 000f

09:
09:
09:
09:
09:
09:

02:
02:
02:
02:
02:
02:

32.
32.
34.
34.
34.
34.

866
866
148
148
148
148

RSTP:
RSTP:
RSTP:
RSTP:
RSTP:

Pl M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/3

Pl M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/3

PTX | DLE- >TRANSM T_PERI CDI C - VPLS Instance 1, Port 1/1
PTX | DLE- >5TRANSM T_RSTP - VPLS Instance 1, Port 1/1
Sendi ng RST BPDU - VPLS Instance 1 Port 1/1

0000 02 02 7c 80000000008ffc20 000007dO

8000000000903a20 8001 0001 0014 0002 00Of

09:
09:
09:
09:
09:
09:

02:
02:
02:
02:
02:
02:

34.
34.
34.
34.
34.
34.

148
148
148
148
148
148

RSTP:
RSTP:
RSTP:
RSTP:
RSTP:

PTX |1 DLE- >TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/2
PTX | DLE- >5TRANSM T_PERI CDI C - VPLS Instance 1, Port 1/3
PTX | DLE- >TRANSM T_PERI CDI C - VPLS Instance 1, Port 1/4
PTX | DLE- >TRANSM T_RSTP - VPLS Instance 1, Port 1/4
Sendi ng RST BPDU - VPLS Instance 1 Port 1/4

0000 02 02 7c 80000000008ffc20 000007dO

8000000000903a20 8004 0001 0014 0002 000f

09: 02: 34. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/2
0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8092 0000 0014 0002 000f

09: 02: 34. 865 RSTP: PI M CURRENT->RECEI VE - VPLS Instance 1, Port 1/2
09: 02: 34. 865 RSTP: PI M RECEIl VE- >REPEAT - VPLS Instance 1, Port 1/2
09: 02: 34. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/3
0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8093 0000 0014 0002 000f

09:
09:
09:
09:
09:
09:

02:
02:
02:
02:
02:
02:

34.
34.
36.
36.
36.
36.

866
866
148
148
148
148

RSTP:
RSTP:
RSTP:
RSTP:
RSTP:

Pl M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/3

Pl M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/3

PTX I DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/1
PTX | DLE- >TRANSM T_RSTP - VPLS Instance 1, Port 1/1
Sendi ng RST BPDU - VPLS Instance 1 Port 1/1

0000 02 02 7c 80000000008ffc20 000007d0

8000000000903a20 8001 0001 0014 0002 00Of
09: 02: 36. 148 RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/2
09: 02: 36. 148 RSTP: PTX | DLE->TRANSM T_PERI QDI C - VPLS Instance 1, Port 1/3
09: 02: 36. 148 RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/4
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Apr 16 09:02: 36.148 RSTP: PTX | DLE- >TRANSM T_RSTP - VPLS Instance 1, Port 1/4
Apr 16 09: 02: 36. 148 RSTP: Sending RST BPDU - VPLS Instance 1 Port 1/4
Apr 16 09: 02: 36. 148 0000 02 02 7c 80000000008ffc20 000007dO
8000000000903a20 8004 0001 0014 0002 000f
Apr 16 09:02: 36.865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/2
0000 02 02 7e 80000000008ffc20 00000000
80000000008f f c20 8092 0000 0014 0002 000f
Apr 16 09:02: 36.865 RSTP: PI M CURRENT->RECEI VE - VPLS Instance 1, Port 1/2
Apr 16 09: 02: 36. 865 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/2
Apr 16 09: 02: 36. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/3
0000 02 02 7e 80000000008ffc20 00000000
80000000008f f c20 8093 0000 0014 0002 000f
Apr 16 09: 02: 36. 866 RSTP: PI M CURRENT->RECEI VE - VPLS Instance 1, Port 1/3
Apr 16 09: 02: 36. 866 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/3

Apr 16 09: 02: 38. 148 RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/1

Apr 16 09:02: 38.148 RSTP: PTX | DLE->TRANSM T_RSTP - VPLS Instance 1, Port 1/1

Apr 16 09:02: 38.148 RSTP: Sending RST BPDU - VPLS Instance 1 Port 1/1

Apr 16 09: 02: 38. 148 0000 02 02 7c 80000000008ffc20 000007dO
8000000000903a20 8001 0001 0014 0002 000f

Apr 16 09:02: 38.148 RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/2
Apr 16 09: 02: 38. 148 RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/3
Apr 16 09: 02: 38. 148 RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/4

Apr 16 09: 02: 38. 148 RSTP: PTX | DLE- >TRANSM T_RSTP - VPLS Instance 1, Port 1/4
Apr 16 09:02: 38.148 RSTP: Sending RST BPDU - VPLS Instance 1 Port 1/4
Apr 16 09: 02: 38. 148 0000 02 02 7c 80000000008ffc20 000007dO
8000000000903a20 8004 0001 0014 0002 000f
Apr 16 09:02: 38.865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/2
0000 02 02 7e 80000000008ffc20 00000000
80000000008f f c20 8092 0000 0014 0002 000f
Apr 16 09: 02: 38. 865 RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/2
Apr 16 09: 02: 38. 865 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/2
Apr 16 09:02: 38.865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/3
0000 02 02 7e 80000000008ffc20 00000000
80000000008f f c20 8093 0000 0014 0002 000f
Apr 16 09: 02: 38. 866 RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/3
Apr 16 09:02: 38.866 RSTP: PI M RECEl VE- >REPEAT - VPLS Instance 1, Port 1/3

debug rstp bpdu

Syntax: [no] debug rstp bpdu

This command enables or disables debugging of RSTP BPDUs. Command output resembles the
following example.

Brocade# debug rstp bpdu
RSTP Bpdu debuggi ng ON

debug rstp event

Syntax: [no] debug rstp event

This command enables or disables debugging of RSTP non-BPDU events. Command output
resembles the following example.

Brocade# debug rstp event
RSTP Event debuggi ng ON

debug rstp mct

Syntax: [no] debug rstp mct
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This command enables or disables debugging of RSTP MCT events. Command output resembles
the following example.

Brocade# debug rstp nct
RSTP MCT debuggi ng ON

debug rstp port

Syntax: [no] debug rstp port [ethernet slot/port | pos slot/port]
® ethernet slot/port - Specifies the Ethernet interface.
® pos slot/port - Specifies the POS interface.

This command displays debugging information for a specific RSTP instance on the ports. Command
output resembles the following example.

Brocade# debug rstp port ethernet 1/2
RSTP debuggi ng turned on for ports ethernet 1/2

debug rstp reset

Syntax: [no] debug rstp reset

This command resets all the RSTP debugging parameters to default.

debug rstp show

Syntax: [no] debug rstp show

This command displays the current RSTP debugging parameters. Command output resembles the
following example.

Brocade# debug rstp show

RSTP Debug Par aneters

RSTP debugging is OFF [ Mbde: Brief]
NonBpduEvents BpduEvents are being tracked

Ports: All
VLANs: All
VPLS ID: Al
VPLS : Al

debug rstp verbose

Syntax: [no] debug rstp verbose

This command displays debugging information for the configured RSTP debugging parameters in
the verbose mode. Command output resembles the following example.

Brocade# debug rstp verbose

RSTP debuggi ng set to VERBOSE npde
Brocade# debug rstp show

RSTP Debug Par aneters

RSTP debugging i s OFF [ Mbde: Verbose]
BpduEvents are being tracked

Ports: All
VLANSs:
VPLSs: 1
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Brocade# debug rstp
RSTP:  debugging is on
Apr 16 09: 04:56.148 RSTP: Sending RST BPDU - VPLS Instance 1 Port 1/1

Apr 16 09:04:56. 148 protocol -i d: 0000
protocol -version: 02
type: 02
flags: 7c

root-id: 80000000008ffc20
pat h-cost: 000007d0
bridge-id: 8000000000903a20
port-id: 8001
message- age: 0001
max- age: 0014
hell o-time: 0002
f orwar d- del ay: 000f
Apr 16 09:04:56.148 RSTP: Sending RST BPDU - VPLS Instance 1 Port 1/4

Apr 16 09:04:56. 148 protocol -i d: 0000
protocol -version: 02
type: 02
flags: 7c

root-id: 80000000008ffc20
pat h-cost: 000007d0
bri dge-i d: 8000000000903a20
port-id: 8004
message- age: 0001
max- age: 0014
hel  o-tinme: 0002
f orwar d- del ay: 000f

Apr 16 09:04:56.867 RSTP. Received RSTP BPDU - VPLS Instance 1 Port 1/2
protocol -id: 0000
protocol -version: 02
type: 02
flags: 7e - agree fwd |Irn designated propose
root-id: 80000000008ffc20
pat h-cost: 00000000
bridge-id: 80000000008f f c20
port-id: 8092
message- age: 0000
max-age: 0014
hell o-time: 0002
f orwar d- del ay: 000f

debug rstp vlan

Syntax: [no] debug rstp vlan vian-id

The vlan-id variable specifies the ID of the configured VLAN.

This command enables or disables RSTP debugging for a specific VLAN and displays debugging

information for that VLAN. Command output resembles the following example.

Brocade# debug rstp vlian 2
RSTP debuggi ng turned on for VLAN instance 2

debug rstp vpls-id

Syntax: [no] debug rstp vpls-id vpls-id
The vpls-id variable specifies the ID of the configured PBB VPLS instance.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03

117



4 Spanning Tree Protocol and derivatives

This command enables or disables RSTP debugging for a specific VPLS instance and displays
debugging information for that VPLS instance. Command output resembles the following example.

Brocade# debug rstp vpls-id 1
RSTP debuggi ng turned on for vpls instance 1
Brocade# debug rstp

RSTP:

Apr
Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr

Apr

Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr

Apr

Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr
Apr
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16
16
16
16

16
16
16
16
16
16

16

16
16
16

16
16
16
16
16
16

16
16
16
16
16
16

16

16
16
16

16
16
16
16
16
16

16
16
16
16

debugging is on
09: 03: 16. 148 RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/1
09: 03: 16. 148 RSTP: PTX | DLE->TRANSM T_RSTP - VPLS Instance 1, Port 1/1

09: 03: 16. 148 RSTP: Sending RST BPDU - VPLS Instance 1 Port 1/1

09: 03: 16. 148

8000000000903a20 8001 0001 0014 0002 000f

RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/2
RSTP: PTX | DLE- >TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/3
RSTP: PTX | DLE- >TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/4
RSTP: PTX | DLE- >TRANSM T_RSTP - VPLS Instance 1, Port 1/4
RSTP: Sendi ng RST BPDU - VPLS Instance 1 Port 1/4

09:
09:
09:
09:
09:
09:

03:
03:
03:
03:
03:
03:

16.
16.
16.
16.
16.
16.

148
148
148
148
148
148

0000 02 02 7c 80000000008ffc20 000007d0

0000 02 02 7c 80000000008ffc20 000007d0

8000000000903a20 8004 0001 0014 0002 000f

09: 03: 16. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/2

0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8092 0000 0014 0002 000f

09: 03: 16. 865 RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/2
09: 03: 16. 865 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/2

09: 03: 16. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/3

0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8093 0000 0014 0002 000f

RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/3
RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/3
RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/1
RSTP: PTX | DLE->TRANSM T_RSTP - VPLS Instance 1, Port 1/1
RSTP: Sendi ng RST BPDU - VPLS Instance 1 Port 1/1

09:
09:
09:
09:
09:
09:

03:
03:
03:
03:
03:
03:

16.
16.
18.
18.
18.
18.

865
865
148
148
148
148

0000 02 02 7c 80000000008ffc20 000007d0

8000000000903a20 8001 0001 0014 0002 000f

RSTP: PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/2
RSTP: PTX | DLE- >TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/3
RSTP: PTX | DLE- >TRANSM T_PERI CDI C - VPLS Instance 1, Port 1/4
RSTP: PTX | DLE- >TRANSM T_RSTP - VPLS Instance 1, Port 1/4
RSTP: Sendi ng RST BPDU - VPLS Instance 1 Port 1/4

09:
09:
09:
09:
09:
09:

03:
03:
03:
03:
03:
03:

18.
18.
18.
18.
18.
18.

148
148
148
148
148
148

0000 02 02 7c 80000000008ffc20 000007d0

8000000000903a20 8004 0001 0014 0002 00Of

09: 03: 18. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/2
0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8092 0000 0014 0002 000f

09: 03: 18. 865 RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/2
09: 03: 18. 865 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/2
09: 03: 18. 865 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/3
0000 02 02 7e 80000000008ffc20 00000000

80000000008f f c20 8093 0000 0014 0002 000f

09:
09:
09:
09:
09:
09:

03:
03:
03:
03:
03:
03:

18.
18.
20.
20.
20.
20.

865
865
148
148
148
148

RSTP:
RSTP:
RSTP:
RSTP:
RSTP:

Pl M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/3

Pl M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/3

PTX | DLE- >TRANSM T_PERI CDI C - VPLS Instance 1, Port 1/1
PTX | DLE- >TRANSM T_RSTP - VPLS Instance 1, Port 1/1
Sendi ng RST BPDU - VPLS Instance 1 Port 1/1

0000 02 02 7c 80000000008ffc20 000007dO

8000000000903a20 8001 0001 0014 0002 00Of

09: 03: 20. 148 RSTP:
09: 03: 20. 148 RSTP:
09: 03: 20. 148 RSTP:
09: 03: 20. 148 RSTP:

PTX | DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/2
PTX |1 DLE- >TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/3
PTX I DLE->TRANSM T_PERI ODI C - VPLS Instance 1, Port 1/4
PTX | DLE->TRANSM T_RSTP - VPLS Instance 1, Port 1/4
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16 09:03:20.148 RSTP: Sending RST BPDU - VPLS Instance 1 Port 1/4

16 09:03:20.148 0000 02 02 7c 80000000008ffc20 000007d0O
8000000000903a20 8004 0001 0014 0002 000f

16 09:03:20.867 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/2
0000 02 02 7e 80000000008ffc20 00000000
80000000008f f c20 8092 0000 0014 0002 000f

16 09: 03: 20. 867 RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/2

16 09: 03: 20. 867 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/2

16 09:03:20.867 RSTP: Received RSTP BPDU - VPLS Instance 1 Port 1/3
0000 02 02 7e 80000000008ffc20 00000000
80000000008f f c20 8093 0000 0014 0002 000f

16 09: 03: 20. 867 RSTP: PI M CURRENT- >RECEI VE - VPLS Instance 1, Port 1/3

16 09:03:20. 867 RSTP: PI M RECEI VE- >REPEAT - VPLS Instance 1, Port 1/3

Configuration notes

Changing the STP state of the primary port in a trunk group affects all ports in the trunk group.

With RSTP, rapid convergence will not occur on ports connected to shared media devices, such
as hubs. To take advantage of the rapid convergence provided by RSTP, make sure to explicitly
configure all point-to-point links in a topology.

When you enable SuperSpan globally, and then create a new VLAN, the new VLAN inherits the
global SuperSpan state.

In many cases, generic debugging is not useful. If multiple STP instances are configured, it can
be difficult to identify content for a specific instance from the extensive output that may be
generated. Use the debug spanning-tree port and debug spanning-tree vilan commands to
define specific instances for debugging.

Common diagnostic scenarios

LACP trunking

The

Spanning Tree loops.
Spanning Tree reacts to topology changes and port flapping.

Port flapping can trigger a new Spanning Tree learning process.

Link Aggregation Control Protocol (LACP) allows ports on both sides of a redundant link to

automatically configure themselves into a trunk link (aggregate link), eliminating the need for
manual configuration. LACP has two modes:

Active mode - When active link aggregation is enabled, the Brocade port can exchange
standard LACP Data Unit (LACPDU) messages to negotiate trunk group configuration with the
port on the other side of the link. In addition, the Brocade port actively sends LACPDU
messages on the link to search for a link aggregation partner at the other end of the link, and
can initiate an LACPDU exchange to negotiate link aggregation parameters with an
appropriately configured remote port.

Passive mode - In passive link aggregation, the Brocade port can exchange LACPDU messages
with the port at the remote end of the link, but this port cannot search for a link aggregation
port or initiate negotiation of an aggregate link. In passive mode, the port at the remote end of
the link must initiate the LACPDU exchange.
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LACP trunking

When you enable link aggregation on a group of Brocade ports, the Brocade ports can negotiate
with the ports at the remote ends of the links to establish trunk groups.

Trunk show commands

The following show commands display information about trunking configurations.

show lag

Syntax: show lag

This command displays trunk information for the ports managed by the CPU. The CPU assigns the
hash values evenly to the trunk ports managed by the CPU.

Brocade# show | ag
Max number of trunks: 128
Avai | abl e: 127

Confi gured nunber of server trunks:

Configured trunks:

Trunk ID: 1

Type: Server
Ports_Configured: 2
Base FI D: 0x0400

FI D count: 16

Ports 14/ 6 14/ 8
Port Nanes ve4012 TestCa*
Port _Status di sabl e di sable

Operational trunks:

Trunk 1D 1
Type: Server
Dupl ex: None
Speed: None
Tag: Dual
Priority: levelO
Active Ports: O

Ports 14/ 6 14/ 8
Li nk_St at us down down
Trunk debug commands

1

There are no debug commands specific to LACP trunking.

Configuration notes

®* You cannot use 802.3ad link aggregation on a port configured as a member of a static trunk

group.

®* When LACP dynamically adds or changes a trunk group, the show lag command displays the
trunk as both configured and active. However, the show running-config or write terminal
commands do not contain a trunk command defining the new or changed trunk group.
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You can enable link aggregation on 802.1q tagged ports (ports that belong to more than one
port-based VLAN).

LACP cannot be configured on a VPLS endpoint port, and a VPLS endpoint cannot be
configured on a physical port that has LACP enabled. This restriction is enforced by the CLI. If a
VPLS endpoint receives any LACP traffic, this traffic will be dropped by the router at ingress.
However, if the VPLS has CPU protection enabled, this traffic will be hardware flooded.

Brocade recommends that you disable or remove the cables from the ports you plan to enable
for dynamic link aggregation. Doing so prevents the possibility that LACP will use a partial
configuration to talk to the other side of a link. A partial configuration does not cause errors,
but sometimes requires LACP to be disabled and re-enabled on both sides of the link to ensure
that a full configuration is used. It is easier to disable a port or remove its cable first. This
applies both for active link aggregation and passive link aggregation.

Trunk formation rules

When troubleshooting trunks, make sure the following rules for trunk formation have been
considered:

Any number of ports between 2 and 20 within the same chassis can be used to configure a
trunk port.

Use the server trunk option when configuring a trunk group that connects to VPLS or Virtual
Lease Line (VLL) endpoints.

Ports in a trunk must have the same speed, negotiation mode, and Quality of Service (QoS)
priority or the trunk is rejected.

All ports configured in a trunk must be configured with the same port attributes.
Primary port policy applies to all secondary ports. No trunk is rejected.
The trunk is rejected if any trunk port has mirroring or monitoring configured.

The trunk is rejected if any trunk port has VLAN or inner-VLAN translation configured.

Layer2 requirements

The trunk is rejected if the trunk ports:

Do not have the same untagged VLAN component.
Do not share the same SuperSpan Customer ID (CID).
Do not share the same VLAN membership.

Do not share the same uplink VLAN membership.

Do not share the same protocol-VLAN configuration.

Are configured as primary and secondary interfaces.

Layer 3 requirements

The trunk is rejected if any secondary trunk port has any Layer 3 configurations, such as IPv4 or
IPv6 addresses, OSPF, RIP, RIPng, IS-IS, and so on.
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Layer 4 (ACL) requirements

All trunk ports must have the same ACL configurations or the trunk is rejected. You can have a
maximum of 128 server trunks and 80 switch trunks.

NOTE
These trunking rules are applicable for statically configured trunks as well as dynamic trunks

created using LACP.

Common diagnostic scenarios

®* When adding a new port to a 4-port LACP trunk, the existing ports go down and come back up
in order to establish the fifth port. For existing 5-port trunks, when one port flaps, the other
ports in the trunk will not flap.

® LACP trunk links may not operate properly between Brocade devices and third-party devices
because of a mismatch between the link configurations. If the link is fixed on the third-party
side, the link on the Brocade side must be a trunk. If it is link-aggregated on the third-party
side, then it needs to be the same on the Brocade side.

®* When adding new ports to a static or dynamic (LACP) trunk, you must reconfigure the Link
Aggregation Group (LAG).

® LACP links may not operate properly due to misconfigurations. Contact Brocade Technical
Support for help with configuration issues.

Unidirectional Link Detection (UDLD) monitors a link between two routers to quickly detect link
failures. UDLD brings the ports on both ends of the link down if the link goes down at any point
between the two devices. This feature is useful for individual port links and for trunk links.

UDLD show commands

This section describes the show commands that display UDLD information.
show link-keepalive

Syntax: show link-keepalive

This command displays UDLD information for all ports.

Br ocade# show | i nk-keepalive

Total |ink-keepalive enabled ports: 4

Keepal ive Retries: 5 Keepalive Interval: 1 Sec.

Por t Physi cal Link Li nk- keepal i ve Logi cal Link
4/ 1 up up up

4]/ 2 up up up

4/ 3 down down down

4/ 4 up down down
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show interface brief

Syntax: show interface brief

This command displays concise information if a port is disabled by UDLD, as shown in the following
example.

Br ocade#tshow i nterface brief

Port Link State Dupl Speed Trunk Tag Priori MAC Nanme

/1 Up LK- DI SABLE None None None No | evel O 0000. 00a9. bb00
1/2 Down None None None None No | evel O 0000. 00a9. bb01
1/3 Down None None None None No | evel O 0000. 00a9. bb02
1/4 Down None None None None No | evel O 0000. 00a9. bb03

show link-keepalive ethernet

Syntax: show link-keepalive ethernet slot/portnum

This command displays detailed UDLD information for a specific port, as shown in the following
example.

Brocade# show |ink-keepalive ethernet 4/1

Current State: up Renpte MAC Addr: 0000.00d2. 5100
Local Port: 4/1 Renote Port: 2/1

Local System ID: e0927400 Renpte System ID: e0d25100
Packets sent: 254 Packets received: 255

Transitions: 1

UDLD debug commands

There are no debug commands specific to UDLD.

Clearing UDLD statistics
To clear UDLD statistics, enter the following command.

clear link-keepalive statistics

Syntax: clear link-keepalive statistics

This command clears the packets sent, packets received, and transitions counters in the show link-
keepalive ethernet siot/portnum display.

Configuration notes

® UDLD is supported only on Ethernet ports.

®* To configure UDLD on a trunk group, you must configure the feature on each port of the group
individually.

® Configuring UDLD on the primary port of a trunk group enables the feature on that port only.

® Dynamic trunking is not supported. If you want to configure a trunk group that contains ports
where UDLD is enabled, you must remove the UDLD configuration from the ports. After you
create the trunk group, you can add the UDLD configuration again.
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®* When a specified number of port failures occurs, UDLD can bring the port down. Syslog
messages are generated when this occurs.

® Once the UDLD holddown threshold for a port is reached, a warning message is generated and
written to the system log. The message means that UDLD is blocked on the specified port until
the holddown counter is cleared for the port.

Common diagnostic scenarios

® Port flapping occurs when UDLD is configured.

Port flapping can occur because of a problem with a dirty optic module connection or other
hardware issue.

® UDLD may bring a port down (port blocked) because of a malformed.
®* UDLD packets may be sent from a port, but not received on a port.

This may be a hardware issue with the port or the module.

®* UDLD links may not operate properly between Brocade devices and third-party devices.

UDLD is proprietary and not compatible between vendors. Contact Brocade Technical Support
for assistance.

® UDLD interfaces may flap during a write memory exercise.
CPU usage may be too high. Contact Brocade Technical Support for assistance.

® UDLD port numbers on remote devices may be reported incorrectly (wrong ID number) by the
Brocade device.

The remote port number reflects the port ID sent by the remote router or switch and
interpreted by the local router. In cases where the local router interprets the port ID differently
than the remote, the port ID shown may be incorrect.

VLAN Translation

124

VLAN Translation allows traffic from one VLAN to be transported across a different VLAN. Packet
VLAN IDs from the original VLAN are changed at the ingress port of the translating VLAN. When the
packets reach the egress point on the translating VLAN, the VLAN ID is translated back to the
original ID.

This feature is useful for service providers who must carry traffic from different customers across
their network while preserving the VLAN ID and priority information of the customer network.

VLAN Translation show commands
This section describes the show command that displays VLAN translation information.

show vlan

Syntax: show vlan vian-id

This command displays global VLAN translation information, as shown in the following example.
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Brocade# show vlan

Configured PORT-VLAN entries: 3

Maximum PORT-VLAN entries: 4090

Default PORT-VLAN id: 1

PORT-VLAN 1, Name DEFAULT-VLAN, Priority LevelO

L2 protocols: NONE

Untagged Ports: ethernet 2/1 to 2/20 ethernet 3/1 to 3/20 ethernet
PORT-VLAN 2, Name [Nonel], Priority LevelO

L2 protocols: NONE

ip-protocol VLAN, Dynamic port disabled

Name: basic

PORT-VLAN 1001, Name [None], Priority LevelO

L2 protocols: MRP

Tagged Ports: ethernet 3/1 ethernet 3/12 to 3/13 ethernet 3/20
Bytes received: 6000

To display information for a specific VLAN, enter a VLAN ID.

VLAN Translation debug commands
The debug commands described here apply to the management module processor.

debug vlan-translation

Syntax: [no] debug vlan-translation [aging | cam | error | generic | packet]

®* aging - Displays aging information for a translation session entry.

® cam - Displays information about Content Addressable Memory (CAM) or Parameter Random
Access Memory (PRAM) programming.

® error - Displays VLAN Translation errors.
® generic - Displays generic VLAN Translation information.
® packet - Displays information about VLAN Translation packet processing.

This command generates information about VLAN Translation activity.

debug vlan-translation cam

Syntax: [no] debug vlan-translation cam

This command generates information about VLAN CAM activity. Command output resembles the
following example.

Brocade# debug vl an-transl ati on cam
VLAN- | D- TRANS: Check for CAM optim zation

This example indicates that a CAM optimization check has been done for a one-to-one VLAN
Translation tunnel.

debug vlan-translation generic

Syntax: [no] debug vlan-translation generic

This command generates generic VLAN Translation information. Command output resembles the
following example.

Brocade# debug vl an-transl ation generic
VLAN- | D- TRANS: send | PC nessage VLAN TRANS GRP_UPDATE: vtg id 1, entry index 10,
vlan id 100, vtg fid 0x0002, port mask O, no O
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This example indicates that a configuration update change for a VLAN Translation group (vtg 1) has
been sent to the line cards.

Virtual Switch Redundancy Protocol (VSRP) is a proprietary protocol that provides redundancy and
sub-second failover in Layer 2 mesh topologies. Based on the Virtual Router Redundancy Protocol
Extended (VRRP-E), VSRP provides one or more backups for the Brocade Netlron XMR and Brocade
MLX series routers. If the active Brocade Netlron XMR and Brocade MLX series routers become
unavailable, one of the backups takes over as the active device and continues forwarding traffic for
the network.

VSRP provides Layer 2 redundancy, meaning that Layer 2 links are backed up. You can configure
VSRP to provide redundancy for Layer 2 only or also for Layer 3.

® Layer 2 only - The Layer 2 links are backed up, but specific IP addresses are not backed up.

® Layer 2 and Layer 3 - The Layer 2 links are backed up and a specific IP address is also backed
up. Layer 3 VSRP is the same as VRRP-E. However, using VSRP provides redundancy at both
layers at the same time.

VSRP show commands

This section describes the show commands that display VSRP information.

show log

Syntax: show log

This command displays log messages, as shown in the following example.

Br ocade#show | og
Sysl og | oggi ng: enabl ed (0O messages dropped, 1 flushes, 0 overruns)
Buf fer 1ogging: |evel ACDMEINW 5 nessages | ogged
| evel code: A=alert C=critical D=debuggi ng M=energency E=error
I =i nformati onal N=notification Wwarning

Dynami ¢ Log Buffer (50 lines):

I1:VSRP: VLAN5 VRID 5 - transition to Backup

1:VSRP: VLAN5 VRID5 - transition to Master

I1:VSRP: VLAN5 VRID5 - transition to Master-Confirm
I1:VSRP: VLAN5 VRID 5 - transition to Backup
|:System Interface ethernet 1/6, state up

This log output shows all of the events that have taken place.

show vsrp

Syntax: show vsrp
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This command displays VSRP diagnostic information, as shown in the following example.

Brocade# show vsrp

VLAN 5
Aut h-type no authentication
VRID 5
State Adm ni strative-status Advertise-backup Preenpt-node
Initialize Enabl ed Di sabl ed True
Par anet er Configured Current Uni t/ Fornul a
Priority 150 1 (150-0)*(0.0/1.0)
Hel | o-interval 1 1 sec/ 10
Dead- i nterval 3 3 sec/ 10
Hol d-i nt erval 3 3 sec/ 10
Initial-ttl 2 2 hops
Menber ports: ethe 1/6
Operational ports: None
info - vsrp_set_init() - init for vrid 5
info - vsrp_set_backup() - instance 5 set to backup state

info - vsrp_set_master_confirm() - vrid 5 set to master confirm

In this example, VRID 5 is in the initialization state, with a priority of 150. Because the current
master’s priority is lower than 150, VRID 5 changes from backup to master.

In the following section of output, the new master receives a Hello message with a higher priority
(200) and reverts to backup. In the output, several VSRP PDUs are received, but none with a
priority higher than 200, so the new master remains the master.

VSRP PDU received - vlan 5 - port 1/6

ver:2 type:1 vrid:5 pri:200 #ip:0 aut:0
adv:1 dea:3 hld:3 ttl:2 scl:10 chksum Ox1lecApr 26 16:09: 13

info - vsrp_set_backup() - instance 5 set to backup state
VSRP PDU received - vlan 5 - port 1/6

ver:2 type:3 vrid:5 pri:200 #ip:0 aut:0
adv:1 dea:3 hld:3 ttl:2 scl:10 chksum OxOf ecApr 26

16: 09: 14

VSRP debug commands

This section describes how to use debug commands to monitor VSRP environments.

debug vsrp

Syntax: [no] debugvsrp [all | aware | error | events | packets | show | state | verbose | vlan vian
id]

® all - Displays information about all VSRP events.

® aware - Displays information about VSRP aware.

® error - Displays VSRP errors.

® events - Displays VSRP events.
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® packets - Displays information about VSRP packets.

® show - Displays VSRP debug parameters.

® state - Displays VSRP state changes.

® verbose - Displays VSRP information in verbose mode.

® vlan vian id - Displays VSRP debug information for a specific VLAN.

This command generates information about VSRP activity. All VSRP routers go to the backup state
when they are first reloaded. Command output is similar to the following, where router 1 goes to
the master-confirm and master states. For Layer 3 VSRP, the master sends out the gratuitous ARP
for the virtual router IP address, and then sends out the Hello packet as Layer 2 VSRP.

Brocade# debug vsrp all
VSRP debugging is setup for all attributes
Brocade# debug vsrp

VSRP: debugging is on

May 17 11:06: 18 VSRP: VLAN VLAN: 100, VRID 1, State BACKUP
May 17 11:06:25 VSRP: Packet received on port 1/6, vlan VLAN. 100
ver:2 type:1 vrid:1 pri:111 #1p:1 aut:0
adv:1 dea:3 hld:3 ttl:2 scl:10 chksum 0xa93c 10.53.5.1
May 17 11:06: 35 VSRP: Packet received on port 1/6, vlan VLAN. 100
ver:2 type:1 vrid:1 pri:111 #ip:1 aut:0
adv: 1 dea:3 hld:3 ttl:2 scl:10 chksum 0xa93c 10.53.5.1
May 17 11:06:42 VSRP: VLAN VLAN: 100, VRID 1, State MASTER- CONFI RM
May 17 11:06:42 VSRP: vlan VLAN 10, VRID 10, state MASTER
ver:2 type:1 vrid:10 pri:110 #ip:1 aut:0
adv:1 dea:3 hld:3 ttl:2 scl:10 chksum Oxaa3c 10.53.5.1
ver:2 type:1 vrid:10 pri:110 #ip:1 aut:0
adv: 1 dea:3 hld:3 ttl:3 scl:10 chksum Oxaa3c 10.52.5.1
May 17 11:07:04 VSRP: vlan VLAN 100, VRID 1 - send ARP requrest for ip 10.53.5.1
ver:2 type:1 vrid:10 pri:110 #ip aut:0

Configuration notes

® The delay-link-event command delays the sending of port up or down events to Layer 2
protocols. If VSRP is enabled on the port, the ownership will not change until the port status
has remained up or down for the configured amount of time to ensure that minor transient
states of a link do not unintentionally cause a disruptive topology change in the network.

® To provide Layer 3 redundancy only, disable VSRP and use VRRP-E.

®* When you configure VSRP, make sure each non-VSRP Brocade device has a separate link to
each of the VSRP devices.

Common diagnostic scenarios

® Layer 2 VSRP packets may be mislabeled and have incorrect checksums.

This occurs because Brocade uses the same packet format for Layer 2 VSRP and Layer 3 VSRP
for consistency. The Layer 3 and Layer 4 fields in the packet are not used as they do not have
any relevance in Layer 2 forwarding and processing. When a Layer 2 VSRP packet is received
by the Brocade switch, it is parsed, interpreted as a VSRP packet, and processed. The Layer 2
VSRP packet is not a routed IP packet. It is a Layer 2 switched packet using an ether-type of
0x800 (IP). No router can route this packet, as the destination MAC of Layer 2 VSRP does not
belong to any router's MAC address. So this packet only has relevance within the VLAN.
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®* VSRP may not work correctly if the host route table is not pointing to the correct default
gateway.

®* When VSRP is configured on a Brocade Netlron XMR router, it does not advertise the virtual
MAC to the attached Layer 2 switch, and the default gateway (VSRP VRID IP-Address) is not
reachable.

® A layer 2 hitless upgrade causes MRP and VSRP ports to flap.

VSRP was formerly not supported for hitless software upgrades. The MRP port state change log
messages are normal and are generated by the new active management module, which now
defines the roles of each port. This issue occurs because of old software.

VPORT Scaling

Virtual Ports (VPORTSs) are port-VLAN abstractions as well as trunk port abstractions. VPORTs allow
independent port states for VLANs of the same physical port and allow multiple ports to appear as
a single port in the case of trunking. VPORTSs control Layer 2 protocols associated with the VLAN
port. To improve VPORT scalability up to 32k, optimization of ITC, IPC, and hardware updates are
done, based on the effective VPORT (EVP) count. The EVP count is the number of VLAN and port
combination in the system.

VPORT Scaling show commands
This section describes the show command that displays detailed information about the VLAN.

show vlan detail

Syntax: show vian detail

This command displays detailed information about VLAN states, port types, port modes, actual
VPORT (AVP) count, EVP count, and control protocols configured on the VLAN, as shown in the
following example.

The AVP count is the number of VPORTs configured in the system, whereas the EVP count is the
number of VLAN and port combination in the system.
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Brocade# show vl an detai l

Unt agged Ports: ethernet 2/1 to 2/20 ethernet 4/4

Tagged Ports: None

Dual - nbde Ports: ethernet 3/1 to 3/20jjj ethernet 4/1 to 4/3
Default VLAN. 1

Control VLAN: 4095

VLAN Tag-type: 0x8100

AVP Count T 24

EVP Count . 28

PORT- VLAN 1, Name DEFAULT-VLAN, Priority LevelO

Por t Type Tag- Mode  Prot ocol State

2/1 PHYSI CAL  UNTAGGED NON DI SABLED
2/ 2 PHYSI CAL  UNTAGGED NONE DI SABLED
2/ 3 PHYSI CAL  UNTAGGED NONE DI SABLED
2/ 4 PHYSI CAL  UNTAGGED NONE DI SABLED
2/5 PHYSI CAL  UNTAGGED NONE DI SABLED

(output edited for brevity)

4/1 PHYSI CAL  UNTAGGED NONE FORWARDI NG

4/ 2 PHYSI CAL  UNTAGGED NONE FORWARDI NG
4/ 3 PHYSI CAL  UNTAGGED NONE FORWARDI NG
4/ 4 PHYSI CAL  UNTAGGED NONE DI SABLED

PORT- VLAN 100, Nanme [None], Priority LevelO

Por t Type Tag- Mode  Protocol State

Link Layer Discovery Protocol (LLDP) enables a station to advertise its capabilities and to discover
other LLDP-enabled stations in the same 802 LAN. An LLDP agent can transmit and receive
information to and from another LLDP agent located on an adjacent device, but it cannot solicit
information from another LLDP agent, nor can it acknowledge information received from another
LLDP agent.

LLDP debug commands

This section describes the LLDP-related debug commands.

debug lidp

Syntax: debug lldp

This command displays information about LLDP port state changes. Command output resembles
the following example.

Brocade# debug |1 dp
LLDP: Al Ports: debugging is on
Nov 17 19:29:37 LLDP port 1/1 : Tx INIT -> INT ; Rx WAIT_PORT_OPER ->
VAI T_PORT_OPER
Nov 17 19:29:37 LLDP: Ethernet: 1/1 tx_enabled = 1 rx_enabled = 1
Nov 17 19:29:37 LLDP port 1/2 : Tx INIT -> INIT ; Rx WAI T_PORT_OPER - >
WAI T_PORT_OPER
Nov 17 19:29:37 LLDP: Ethernet: 1/2 tx_enabled = 1 rx_enabled = 1
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Nov 17 19:29:37 LLDP port 1/3 : Tx INIT -> IDLE ; RXx INIT -> WAl T_FOR_FRAME
Nov 17 19:29:37 LLDP: Ethernet: 1/3 tx_enabled = 1 rx_enabled = 1

Nov 17 19:29:44 LLDP event : Packet recieved on port: 1/1

Nov 17 19:29:44 LLDP event : Packet recieved on port: 1/2

Nov 17 19:29:44 LLDP event : Packet recieved on port: 1/3

Nov 17 19:30: 08 LLDP event : poll tiner triggered

Nov 17 19:30: 08 LLDP event : poll tiner triggered, calling timer handler
Nov 17 19:30: 08 LLDP event : Packet sent fromport: 1/1

Nov 17 19:30:08 LLDP event : called transmit PDU on port 1/1

Nov 17 19:30: 08 LLDP event : poll tiner triggered

Nov 17 19:30: 08 LLDP event : poll tiner triggered, calling timer handler
Nov 17 19:30: 08 LLDP event : Packet sent fromport: 1/2

Nov 17 19:30: 08 LLDP event : called transmit PDU on port 1/2

Nov 17 19:30: 08 LLDP event : poll tiner triggered

Nov 17 19:30: 08 LLDP event : poll tiner triggered, calling timer handler
Nov 17 19:30: 08 LLDP event : Packet sent fromport: 1/3

Nov 17 19:30:08 LLDP event : called transmit PDU on port 1/3

debug lldp port

Syntax: debug lldp port ethernet siot/port

The ethernet slot/port parameter limits the display of LLDP port state change information to the
specific Ethernet port. Command output resembles the following example.

Brocade# debug |1 dp port ethernet 1/1

LLDP debug port set to 1/1.

Nov 17 19:29:37 LLDP port 1/1 : Tx INIT -> INIT ; Rx WAI T_PORT_OPER - >
WAI T_PORT_OPER

Nov 17 19:29:37 LLDP: Ethernet: 1/1 tx_enabled = 1 rx_enabled = 1

Nov 17 19:29:44 LLDP event : Packet recieved on port: 1/1

Nov 17 19:30:08 LLDP event : poll tiner triggered

Nov 17 19:30: 08 LLDP event : poll tiner triggered, calling timer handler
Nov 17 19:30:08 LLDP event : Packet sent fromport: 1/1

Nov 17 19:30:08 LLDP event : called transmt PDU on port 1/1

MMRP

Multiple MAC Registration Protocol (MMRP) allows dynamic registration of group MAC address or
individual MAC addresses among the end stations and bridges in the same Local Area Network
(LAN). MAC address registration information controls transfer of frames destined for the group MAC
address to be forwarded only to the registered group members.

MMRP debug commands
This section describes the MMRP-related debug commands.

debug mmrp

Syntax: [no] debug mmrp [cli | config | db-event | error-event | ethernet | event | itc | pdu | reset
| rx-event | show | sm-event | timer | tx-event | verbose]

® cli- Enables or disables MMRP CLI debugging.
® config - Enables or disables MMRP configuration debugging.
* db-event - Enables or disables MMRP database event debugging.
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® error-event - Enables or disables MMRP error event debugging.

® ethernet - Enables or disables MMRP port debugging.

® event - Enables or disables MMRP event debugging.

® jtc - Enables or disables MMRP inter-task communication (ITC) debugging.

®* pdu- Enables or disables Multiple MAC Registration Protocol data unit (MMRPDU) message
debugging.

® reset - Resets all the MMRP debugging parameters to default.

® rx-event - Enables or disables MMRP receive event debugging.

® sm-event - Enables or disables MMRP state machine event debugging.

® timer- Enables or disables MMRP timer debugging.

* tx-event- Enables or disables MMRP transmit event debugging.

® verbose - Enables or disables the MMRP verbose debugging mode.

® show - Displays the current MMRP debugging parameters.

debug mmrp show

Syntax: debug mmrp show

This command displays the current MMRP debugging parameters. Command output resembles the
following example.

Br ocade# debug mmrp show
MVRP Debug Par aneters
MVRP debugging is OFF [ Mode: Brief]
Event: OFF

PDU Tx: OFF

PDU Rx: OFF

PDU Error: OFF

Timer: OFF

CLI: OFF

Config: OFF

I TC. OFF

Rx- Event: OFF

Tx- Event: OFF

Db- Event: OFF
Error-Event: OFF

St at e- machi ne Event: OFF

Multiple VLAN Registration Protocol (MVRP) allows the propagation of VLAN configuration
information from one MVRP-aware switch to other MVRP-aware switches. With MVRP, an access
switch is manually configured with all the desired VLANs for the network, and all the other switches
on the network learn the VLAN configuration information dynamically. This avoids unnecessary
flooding and provides a solution for better resource utilization and bandwidth conservation.

MVRP debug commands

This section describes the MVRP-related debug commands.
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Syntax: [no] debug mvrp [cli | config | db-event | error-event | ethernet | event | itc | pdu | reset

| rx-event | show | sm-event | timer | tx-event | verbose]

cli - Enables or disables MVRP CLI debugging.

config - Enables or disables MVRP configuration debugging.

db-event - Enables or disables MVRP database event debugging.
error-event - Enables or disables MVRP error event debugging.

ethernet - Enables or disables MVRP port debugging.

event - Enables or disables MVRP event debugging.

itc - Enables or disables MVRP inter-task communication (ITC) debugging.

pdu - Enables or disables Multiple VLAN Registration Protocol data unit (MVRPDU) message
debugging.

reset - Resets all the MVRP debugging parameters to default.

rx-event - Enables or disables MVRP receive event debugging.

show - Displays the current MVRP debugging parameters.

sm-event - Enables or disables MVRP state machine event debugging.
timer - Enables or disables MVRP timer debugging.

tx-event - Enables or disables MVRP transmit event debugging.
verbose - Enables or disables the MVRP verbose debugging mode.

The debug MVRP command enables or disables MVRP-related debugging events.

debug mvrp show

Syntax: debug mvrp show

This command displays the current MVRP debugging parameters. Command output resembles the
following example.

Brocade# debug mvrp show
MVRP Debug Paraneters

MVRP ethe 1/1 to 1/2 debugging is OFF [ Mbde:
Event:
PDU Tx:

Brief]
OFF
OFF

PDU Rx: OFF

PDU Error:
Ti mer:
CLI:

OFF
OFF
OFF

Config: OFF
ITC. OFF

Rx- Event :
Tx- Event :
Db- Event :
Error-Event:
St at e- machi ne Event:

OFF

OFF

OFF

OFF

OFF
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Multiple MAC Registration Protocol (MMRP) allows dynamic registration of group MAC address or
individual MAC addresses among the end stations and bridges in the same Local Area Network
(LAN). MAC address registration information controls transfer of frames destined for the group MAC
address to be forwarded only to the registered group members.

MMRP debug commands

This section describes the MMRP-related debug commands.

debug mmrp

Syntax: [no] debug mmrp [cli | config | db-event | error-event | ethernet | event | itc | pdu | reset
| rx-event | show | sm-event | timer | tx-event | verbose]

® cli- Enables or disables MMRP CLI debugging.

® config - Enables or disables MMRP configuration debugging.

* db-event - Enables or disables MMRP database event debugging.

® error-event - Enables or disables MMRP error event debugging.

® ethernet - Enables or disables MMRP port debugging.

® event - Enables or disables MMRP event debugging.

® itc- Enables or disables MMRP inter-task communication (ITC) debugging.

®* pdu- Enables or disables Multiple MAC Registration Protocol data unit (MMRPDU) message
debugging.

® reset - Resets all the MMRP debugging parameters to default.

®* rx-event - Enables or disables MMRP receive event debugging.

® sm-event - Enables or disables MMRP state machine event debugging.
® timer- Enables or disables MMRP timer debugging.

®* ix-event- Enables or disables MMRP transmit event debugging.

* verbose - Enables or disables the MMRP verbose debugging mode.

® show - Displays the current MMRP debugging parameters.

debug mmrp show

Syntax: debug mmrp show

This command displays the current MMRP debugging parameters. Command output resembles the
following example.

Brocade# debug mmrp show

MVRP Debug Par aneters

MVRP debugging is OFF [ Mode: Brief]
Event: OFF

PDU Tx: OFF

PDU Rx: OFF

PDU Error: OFF

Timer: OFF

CLlI: OFF
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Config: OFF

I TC. OFF

Rx- Event: OFF
Tx- Event: OFF
Db- Event: OFF
Error-Event: OFF

St at e- machi ne Event:

MMRP
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This chapter contains diagnostic information for the MPLS configurations.

MPLS

Multiprotocol Label Switching (MPLS) debug and show commands help the users to diagnose and
determine the cause of faults for MPLS-related features.

The following sections describe show and debug commands that can be used to obtain information
about MPLS activity.

MPLS show commands
This section describes the show commands that display MPLS information.

show mpls bypass-Isp

Syntax: show mpls bypass-Isp [detail]

This command displays detailed information about the MPLS bypass LSP, as shown in the following
example.

Brocade# show npls bypass-|sp detail
LSP bl, to 10.2.2.2
From 10.1.1.1, admin: UP, status: UP, tunnel interface(primary path): tnl1l
Times primary LSP goes up since enabled: 1
Metric: O, nunber of installed aliases: O
Maxi mumretries: 0, no. of retries: O
Pri. path: NONE, up: yes, active: yes
Setup priority: 7, hold priority: O
Max rate: O kbps, nean rate: 0 kbps, max burst: 0 bytes
Constraint - based routing enabl ed: yes
Ti e breaking: random hop limt: O
LDP tunnel i ng enabl ed: no
Active Path attributes:
Tunnel interface: tnl1l, outbound interface: el/4
Tunnel index: 2, Tunnel instance: 1 outbound |abel: 3
Pat h cal cul ated using constrai nt-based routing: yes
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Path cal cul ated using interface constraint: no
Recor ded routes:
Protection codes: P: Local N Node B: Bandwidth 1: InUse
10.30.30.1
exclude interface(s): el/l
Tunnel bandw dt h
Maxi mum BW 0 kbps
Reservable BW [ priority] kbps:
[0] O [1] O [2] O [3] O
[4] © [5] O [6] O [71 ©

Ri di ng i ngress backup Isps: 1

State LSPnane

uP t o_DUT2

Nurmber of active riding ingress backup Isps: O
Nunber of inactive riding ingress backup Isps: 1

show mpls interface

Syntax: show mpls interface [brief | ethernet slothum/portnum | pos slotnum/portnum | tunnel
tunnel-id | ve num]

® brief - Displays information about the MPLS interface in brief.

® ethernet slotnum/portnum - Displays MPLS interface information for the specified Ethernet
interface.

®* pos slotnum/portnum - Displays MPLS interface information for the specified POS interface.
® tunnel tunnel-id - Displays MPLS interface information for the specified tunnel interface.
®* ve num - Displays MPLS interface information for the specified virtual interface.

This command displays information about the MPLS interface. For an Ethernet interface, the
command output resembles the following example.

Brocade# show npls interface ethernet 1/1
Admn: Up Oper: Up
Maxi mum BW 10000000 kbps, maxi mum reservable BW 10000000 kbps
Admi n group: 0x00000000
Reservable BW [ priority] kbps:
[0] 10000000 [1] 10000000 [2] 10000000 [3] 10000000
[4] 10000000 [5] 10000000 [6] 10000000 [7] 10000000
Last sent reservable BW][priority] kbps:
[0] 10000000 [1] 10000000 [2] 10000000 [3] 10000000
[4] 10000000 [5] 10000000 [6] 10000000 [7] 10000000
Configured Protecting bypass Isps: 1
b1(UP)
The following example shows information in brief, such as the interface name, maximum
bandwidth on the interface, administration group, administration status, operational status, and so
on.

Brocade# show npls interface brief

Interface AdnminGp Admn Oper MaxBW MaxResvBW BypsLSPcnt
el/1 0x00000000 Up Up 10000000 95000000 O
el/ 2 0x00000000 Up Up 10000000 10000000 O
el/ 3 0x00000000 Up Up 10000000 10000000 O

show mpls memory

Syntax: show mpls memory
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This command displays information about MPLS memory usage, as shown in the following
example.

Brocade# show npls nenory
Id Subld GenSize Bl ockSi ze GenBl ocks Curr Gens CurrBl ocks FreeBl ocks

1 0 10820 108 100 1 100 96
1 1 33900 308 110 1 110 103
1 2 10060 1004 10 1 10 5
1 3 9032 3004 3 2 6 5

Total Allocated = 72844 bytes
Total Available = 62132 bytes
Id Subld GenSize Bl ockSi ze GenBl ocks Curr Gens CurrBl ocks FreeBl ocks

2 0 8340 20 416 1 416 378
2 1 9276 52 178 3 534 83
2 2 9512 84 113 2 226 112
2 3 9656 132 73 2 146 43
2 4 9796 188 52 3 156 13
2 5 9780 244 40 1 40 35
2 6 9632 356 27 2 54 21
2 7 9880 580 17 2 34 8
2 8 9980 996 10 1 10 2
2 9 10000 1996 5 9 45 5

Total Allocated = 252676 bytes

Total Available = 62032 bytes

Total non-pool nenory: 529514 bytes

Mem Type Alloc BytesAlloc Total Alloc Total Free AllocPeak AllocFail FreeFail

M sc 11 1413432 11 0 11 0 0
Dbg- Cntr 102 3264 102 0 102 0 0
IF-Entry O 0 1 1 1 0 0
RLDF- | f 0 0 1 1 1 0 0
TNNL- Vi f 1 884736 1 0 1 0 0
CORE- MPLS 122 11097734 129 7 122 0 0

Total nenory allocated by MPLS: 13399166 bytes

show mpls rsvp interface

Syntax: show mpils rsvp interface [brief | detail | ethernet slothum/portnum | pos
slothum/portnum | ve num]

® brief - Displays a brief summary of the RSVP interface.
® detail - Displays detailed information about the RSVP interface.

* ethernet slotnum/portnum - Displays RSVP interface information for the specified Ethernet
interface.

® pos slotnum/portnum - Displays RSVP interface information for the specified POS interface.
® ve num - Displays RSVP interface information for the specified virtual routing interface.
This command displays debug messages related to the RSVP interface, as shown in the following

example.
Brocade# show npls rsvp interface
# of Qut Segs # of
Interface State MD5 Auth Reliabl eMsg Bundl e SRefresh Act/I|nact/ Resv Preenpts
el/1l Up OFF OFF OFF OFF 1/0/0 0
el/ 3 Up OFF OFF OFF OFF 0/0/0 0
el/ 4 Up OFF OFF OFF OFF 1/0/0 0
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For an Ethernet interface, the command output resembles the following example.

B
|

rocade# show npls rsvp interface ethernet 1/1
nterface State MD5 Auth Reliabl eMsg Bundl e SRefresh
el/1 Up OFF OFF OFF OFF

Tot al Since | ast clear

Packet Type Sent Recei ved Sent Recei ved
Pat h 2
Resv 3
Pat hEr r 0
ResvErr 0
Pat hTear 0
ResvTear 0
ResvConf 0
Bundl e 0
Ack 0
SunRefresh 0

[eNeoNeNeoNeNolNolNoRNJ RN
[ecNeoNeoNeoNoNoNolNoRNI N \N]
[eNeoNeNeoNeNoNolNoRNJ RN

Errors Tot al Since | ast clear
Rcv MD5 Auth Errors 0 0

show mpls rsvp session

Syntax: show mpls rsvp session [backup | brief | bypass | [destination destination_ip_address

[source source_ip_address [tunnel-id tunnel_id]]] | detail | detour | down | egress |
extensive | in-interface interface | ingress | name | out-interface interface | transit | up |
wide]

backup - Displays information about backup RSVP sessions.

brief - Displays brief information about RSVP sessions.

bypass - Displays information about bypass RSVP sessions.

destination destination_ip_address - Displays information about RSVP sessions for the
specified destination IP address.

source source_ip_address - Displays information about RSVP sessions for the specified source
IP address.

tunnel-id tunnel_id - Displays information about RSVP sessions for the specified tunnel ID.

N

OTE

The source source_ip_address option must be used along with the destination
destination_ip_address option. The tunnel-id tunnel_id option must be used along with the source
source_ip_address option.

detail - Displays detailed information about RSVP sessions.
detour - Displays information about detour RSVP sessions.
down - Displays information about inactive RSVP sessions.
egress - Displays information about egress RSVP sessions.
extensive - Displays extensive information about RSVP sessions.

in-interface interface - Displays information about RSVP sessions that are coming into an
interface. The interface parameter can be an Ethernet, POS, or virtual interface.

ingress - Displays information about ingress RSVP sessions.

name - Displays RSVP session information for the specified session name.
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* out-interface interface - Displays information about RSVP sessions that are going out of an
interface. The interface can be an Ethernet, POS, or virtual interface.

® transit - Displays information about transit RSVP sessions.
® up - Displays information about active RSVP sessions.

* wide - Displays the full LSP name in a single line when used with other RSVP session options,
such as backup, detour, ingress, and so on.

This command displays RSVP session information. Command output resembles the following
example.

Brocade# show npls rsvp session destination 10.2.2.2 source 10.1.1.1 tunnel-id 2
Codes: Dl:Ingress Detour DT:Transit Detour DM Merged Detour
DE: Egress Detour Bl:Ingress Backup BM Merged Backup BE: Egress Backup
RP: Repai red Session BYl: Bypass |ngress
To From St Style Lbl _In Lbl_Qut Qut_If LSPnane
10.2.2.2 10.1.1.1 Up SE - 3 el/1l to_DUT2
Tunnel ID: 2, LSP ID: 1
Time left in seconds (PATH refresh: 0, ttd: 26
RESV refresh: 3, ttd: 123)
Tspec: peak O kbps rate O kbps size 0 bytes m 20 M 65535
Set-up priority: 6Holding Priority: 3
Fast Reroute: Facility backup desired
Setup priority: 7, hold priority: O
Session attribute flags: Ox17
(Label recording, SE Style, Protection: Local, Node)
Bandwi dth: 0 kbps, hop limt: 255
Backup LSP: UP. Nexthop (link) protection avail able.
Up/ Down times: 1, numretries: O
Explicit path hop count: 1
10.10.10.2 (9)
Recei ved RRO count: 1

Protection codes/Rtr Id flag: P: Local N Node B: Bandwidth 1[|: InUse R Rt
rid
10. 10.10.2
PATH sentto: 10.10.10.10 (el/1 ) (MD5 OFF)
RESV rcvfrom 10.10.10.10 (el/1 ) (MD5 OFF)
To From St Style Lbl _In Lbl_Qut Qut_If LSPnane
10.2.2.2 10. 10. 10. 10( BI) Dn - - - el/4 to_DUT2

Tunnel ID: 2, LSPID 1
Time left in seconds (PATH refresh: 0, ttd: 4294835)
Tspec: peak O kbps rate 0 kbps size 0 bytes m20 M 65535
Explicit path hop count: 1
10.30.30.1 (9)
PATH rcvfrom None (downstream only)
PATH sentto: 10.30.30. 30 (el/4 ) (MD5 OFF)
Ri di ng bypass |Isp: bl
The following example shows RSVP sessions that are going out of Ethernet interface 1/1.

Brocade# show npls rsvp session destination 10.2.2.2 out-interface ethernet 1/1
Codes: Dl:Ingress Detour DT:Transit Detour DM Merged Detour
DE: Egress Detour Bl:Ingress Backup BM Merged Backup BE: Egress Backup
RP: Repai red Session BYl: Bypass |ngress

To From St Style Lbl _In Lbl_Qut Qut_If LSPname

10.2.2.2 10.1.1.1 Up SE - 3 el/ 1l t o_DUT2

10.2.2.2 10. 10. 10. 10(BI) Dn - - - el/ 4 t o_DUT2
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show mpls ted database

Syntax: show mpls ted database [brief | detail]

® brief - Displays brief information about Traffic Engineering Database (TED).
® (detail - Displays detailed information about TED.

This command displays information about TED that contains topology information about nodes in
an MPLS domain and the links that connect them. Command output resembles the following
example.

Brocade# show npls ted database detail
Nodel D: 10. 20. 20. 20, Type: Router
info fromapplied |local policies:
cspf-group nenber information (name/penalty):
groupl/ 100
Type: P2P, To: 10.1.1.1, Local: 10.1.1.2, Renpte: 10.1.1.1, Gen 16

info fromapplied |local policies:

cspf-group nenber information (nanme/penalty):

group2/ 10

show mpls ted path

Syntax: show mpls ted path ip address [path-name path_name]

This command displays information related to the TED path for the specified destination IP address
and path name, as shown in the following example.

Brocade# show npls ted path 10.2.2.2 path-nanme to2
Path to 10.2.2.2 found! Tine taken to conpute: 0 nsec
Hop-count: 1 Cost: 1 OSPF Area Id: O
Hop 1: 10.10.10.2, Rir 10.2.2.2
If the specified path name does not exist, the show mpls ted path command displays the following
error message.

Brocade# show npls ted path 10.2.2.2 path-nanme to_DUT8
No path found for destination 10.2.2.2 with path name to_DUT8

show interfaces tunnel

Syntax: show interfaces tunnel tunnel_id

This command displays the port status and configuration information for the tunnel interface. The
following example shows GRE tunnel statistics such as the number of MPLS packets forwarded to
and from the GRE tunnels, and so on.

Brocade# show i nterfaces tunnel 2
Tunnel 1 is up, line protocol is up
Har dware i s Tunnel
Tunnel source 10.2.2.2
Tunnel destination is 10.4.4.4
Tunnel node gre ip
Port nane is LDP-GRE-1
Internet address is: 10.1.1.1/24
Tunnel TGOS 0, Tunnel TTL 10, Tunnel MIU 600 bytes
Keepal i ve i s not Enabl ed

Tunnel Packet Statistics:

Uni cast Packets Mul ti cast Packets
In-Port(s) [Rev-fromtnnl Xmt-to-tnnl] [Rev-fromtnnl  Xmit-to-tnnl]
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e5/ 25 - eb/ 48 63329 0
e6/1 - e6/2 0 10789735539 0 0

o
o

show ip-tunnels

Syntax: show ip-tunnels tunnel_id

This command displays tunnel interface information such as the status of the tunnel interface,
tunnel source, tunnel destination, and so on. The following example shows information for a GRE
tunnel interface.

Brocade# show ip-tunnels 2
GRE tnnl 2 UP : src_ip 10.2.2.2, dst_ip 10.3.3.3
TTL 255, TOS O, NHT 1, MU 1476

show mpils forwarding

Syntax: show mpils forwarding [A.B.C.D or A.B.C.D/L | in-label num]

® A.B.C.DorA.B.C.D/L - Displays MPLS forwarding information for a specific IP address.
* inlabel num - Displays MPLS forwarding information for a specific incoming label.
This command displays MPLS forwarding information, as shown in the following example.

Brocade# show npl s forwarding
Total nunber of MPLS forwarding entries: 1

Dest - prefi x In-1bl  Qut-lbl Qut-intf Sig Next-hop
1 10. 44. 44. 44] 32 - 3 e2/ 15 R 10.1.1.4
2 10. 44. 44. 44/ 32 1024 3 e2/ 15 L 10.1.1. 4
3 0.0.0.0/0 100 101 e3/ 14 S 10.1.1.2
4 0.0.0.0/0 101 102 el/9 S 10.1.1.41

show mpls Isp

Syntax: show mpls Isp [[brief | wide| debug | detail | extensive] | [up | down [wide | detail |
extensive]] | [name Isp-name [extensive | debug ]]

® prief - Displays status information about signalled Label Switched Path (LSPs).
® wide - Displays the full LSP name in a single line.

® debug - Displays debug information about the LSP.

® detail - Displays detailed information about the LSP.

* extensive - Displays extensive information about the LSP.

® up - Displays information about active LSPs.

®* down - Displays information about inactive LSPs.

® name Isp-name - Displays LSP information for the specified LSP name.

The show mpls Isp brief command output resembles the following example.

Brocade# show npls Isp brief
*: The LSP is taking a Secondary Path

Nane To Adm n Oper Tunnel Up/Dn Retry Active
State State Intf Times No. Pat h
tl1 10.3.3.3 WP UP* tnll 1 5 v2

The show mpls Isp wide command output resembles the following example.

Brocade# show npls |sp wi de
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Nane To Adm n Oper Tunnel Up/Dn Retry Active
State State Intf Times No. Pat h

tunnel 1 10.3.3.3 UP UP tnlO 1 0

tunnel 2 10.3.3.3 UP uP tnl 2 1 0 ppat hl

tunnel fronsanfranci scot onewyork 10.3.3.3 UP uP tnl 3 1 0

The show mpls Isp detail command output resembles the following example.

Brocade# show npls |sp detail

LSP t1, to 10.3.3.3

Path sel ected: pathsecondaryb, node: manual revert-tinmer:

Path selected is up for 3 seconds for the latest instance, traffic will be
sw t ched

it in 7 seconds.

From 10.2.3.4, admin: UP, status: UP, tunnel interface: tnl1
Tines primary LSP goes up since enabled: 1

Metric: 1, nunber of installed aliases: 0

Maxi mumretries: O, no. of retries: 3

Pri. path: dir, active: no

Setup priority: 7, hold priority: O, ipntu 1400

Max rate: O kbps, nean rate: 0 kbps, nmax burst: 0 bytes
Constrai nt-based routing enabl ed: yes

Tie breaking: random hop limt: O

Sec. path: v2, active: active

Hot - st andby: no, status: up

Setup priority: 7, hold priority: 0

Max rate: O kbps, nean rate: 0 kbps, max burst: 0 bytes
Constrai nt-based routing enabl ed: yes

hop limt: O

Active Path attributes:

Tunnel interface: tnl1l, outbound interface: el/1l

Tunnel index: 5, outbound |abel: 1966

Pat h cal cul ated using constraint-based routing: no

Explicit path hop count: 1

10.10.10.2 (S) -> 10.20.20.2 (S)

Recor ded routes:

Protection codes: P: Local N Node B: Bandwidth |: InUse
10.10.10.2 -> 10.20.20.2

BFD session status: UP

Config param global, mn-tx: 1000, mn-rx: 1000, nultiplier: 3
Negotiated tx-interval: 1000, rx-interval: 3000, multiplier: 3
Local discrimnator: 1, renote discrimnator: 1

The show mpls Isp extensive command displays extensive information such as hop type, hop
address, protection flags, label flags, and label about the Label Switched Path (LSP). Command

output resembles the following example for a regular LSP.

Brocade# show npls | sp extensive
LSP regul ar, to 10.80.80. 80
From 10.40.40.40, admin: UP, status: UP, tunnel interface(prinmary path): tnl2
Times primary LSP goes up since enabled: 2
Metric: O, nunber of installed aliases: 0
Maxi mum retries: NONE, no. of retries: O
Pri. path: 4578, up: yes, active: yes
Setup priority: 7, hold priority: O
Max rate: O kbps, nean rate: 50 kbps, max burst: 0 bytes
Constraint-based routing enabl ed: yes
Pat h cal cul ated using constraint-based routing: yes
Path cal cul ated using interface constraint: no
Path cost: 3
Ti e breaking: random hop limt: O
LDP tunneling enabl ed: no
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Soft preenption enabl ed: no

Active Path attributes:

Tunnel interface: tnl2, outbound interface: el/l

Tunnel index: 9, Tunnel instance: 1 outbound |abel: 1025
Explicit path hop count: 3
10.1.1.5 (S) -> 10.11.11.7 (S) -> 10.7.7.8 (9

Recorded routes:

Protection codes: P: Local N Node B: Bandwidth 1|: |nUse
10.1.1.5 -> 10.11.11.7 -> 10.7.7.8
Hi story

O Feb 6 08:47:26 : LSP tunnel is Enabled
1 Feb 6 08:47:26 : CSPF-Conputation successful for Primary path 4578. Route:
->10.1.1.5->10.11.11.7->10.7.7.8
2 Feb 6 08:47:26 : Primary Path 4578. RRO received:
->10.1.1.5 -> 10.11.11.7 -> 10.7.7.8
3 Feb 6 08:47:26 : Primary path 4578 setup successful . Instance id 1
4 Feb 6 08:47:26 : LSP tunnel is UP with Primary path 4578 as Active
5 Feb 6 08:47:26 : Tunnel added or updated, out-interface: el/1, out-I|abel
1024
6 Feb 6 08:50:22 : Path 4578 received path-error from10.7.7.7. Error code
24, Error value: 8:MPLS Service Break
7 Feb 6 08:50:22 : Primary path 4578 torn down. Instance id 1.
8 Feb 6 08:50:22 : LSP tunnel is DOMWN
9 Feb 6 08:50:22 : Tunnel deleted
10 Feb 6 08:50:22 : CSPF-Conputation failed for Primary path 4578. Error
3:Strict node error
11 Feb 6 08:51:47 : CSPF-Conputation failed for Primary path 4578. Error 1:No
mappi ng[ 9 tines]
12 Feb 6 08:52:10 : CSPF-Conputation successful for Primary path 4578. Route:
->10.1.1.5->10.11.11.7->10.7.7.8
13 Feb 6 08:52:10 : Primary Path 4578. RRO received:
->10.1.1.5 -> 10.11.11.7 -> 10.7.7.8
14 Feb 6 08:52:10 : Prinmary path 4578 setup successful . Instance id 1
15 Feb 6 08:52:10 : LSP tunnel is UP with Primary path 4578 as Active

16 Feb 6 08:52:10 : Tunnel added or updated, out-interface: el/1, out-I|abel
1025

The show mpls Isp up command output resembles the following example.

Brocade# show npls |sp up detail
LSP to DUT2, to 10.2.2.2
From 10.1.1.1, admn: UP, status: UP, tunnel interface(primary path): tnl0
Times primary LSP goes up since enabled: 1
Metric: O, nunber of installed aliases: O
Maxi mumretries: 0, no. of retries: O
Pri. path: to2, up: yes, active: yes
Setup priority: 7, hold priority: O
Max rate: O kbps, nean rate: 0 kbps, max burst: 0 bytes
Constrai nt-based routing enabl ed: yes
Ti e breaking: random hop limt: O
LDP tunneling enabl ed: no
Active Path attributes:
Tunnel interface: tnl 0, outbound interface: el/1l
Tunnel index: 1, Tunnel instance: 1 outbound |abel: 3
Pat h cal cul ated using constraint-based routing: yes
Path cal cul ated using interface constraint: no
Explicit path hop count: 1
10.10.10.2 (9)
Recor ded routes:
Protection codes: P: Local N Node B: Bandwidth |[|: InUse
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10. 10. 10. 2
Fast Reroute: facility backup desired
Backup LSP: UP, out-label: 3, outbound interface: el/4 bypass_|sp: bl
FRR Forwardi ng State: Pri(active), Backup(up)

show mpls Isp name

Syntax: show mpils Isp name Isp-name [extensive | debug]

®* The name Isp-name parameter specifies the name of the LSP for which you want to display
information.

® extensive - Displays extensive information about the specified LSP.
® debug - Displays debug information about the specified LSP.

This command displays global revertiveness configuration and Fast Reroute (FRR) adaptive
configuration information for the specified LSP name.

Brocade# show npls | sp nanme tunnel 1
LSP tunnel 1, to 10.3.3.3
From 10.2.2.2, admn: UP, status: UP, tunnel interface(primary path): tnl0
Times primary LSP goes up since enabled: 1
Metric: O, nunber of installed aliases: 0 Adaptive
Maxi mum retries: NONE, no. of retries: O
Pri. path: pl, up: yes, active: yes
Setup priority: 7, hold priority: O
Max rate: O kbps, nean rate: 0 kbps, max burst: 0 bytes
Constrai nt-based routing enabl ed: yes
Pat h cal cul ated using constrai nt-based routing: yes
Path cal cul ated using interface constraint: yes
Tie breaking: random hop limt: O
LDP tunneling enabl ed: no
Active Path attributes:
Tunnel interface: tnl0, outbound interface: el/l
Tunnel index: 1, Tunnel instance: 2 outbound |abel: 3
Explicit path hop count: 1
10.10.10.6 (9)
Recor ded routes
Protection codes: P: Local N Node B: Bandwidth |[|: InUse
10.10.10.6
Fast Reroute: facility backup desired
Setup priority: 0, hold priority: O
Hop Limt: 3
Excl ude any of adm n groups: 2
I ncl ude any of admn groups: 5 6
Include all of adm n groups: 5
Backup LSP: UP, out-label: 3, outbound interface: el/3 bypass_|lsp: byl
Pat h cspf-group conputation-node: disabled
G obal revertiveness enabled with hold time 20 secs
FRR Forwardi ng State: Pri(active), Backup(up)

show mpls statistics label

Syntax: show mpls statistics label [Label_num | slot/port]

This command displays the MPLS statistics for the specified interface, as shown in the following
example.

Brocade# show npls statistics |abel 6/1
I n-1 abel I n-Port (s) I n- Packet Count
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1024 e6/1 - e6/2 0
1025 e6/1 - e6/2 21652924531

The following is the sample output if the Label_num variable is specified.

Brocade# show npls statistics |abel 2047

I n-1 abel In-Port(s) I n- Packet Count I n-Byte Count Rat e(i n kbps)
2047 el/1l - ell24 131 11004 1000
2047 e2/1 - e2/24 0 -- --
2047 e3/1 - e3/24 0 -- --

show mpls debug flooding-thresholds

Syntax: show mpls debug flooding-thresholds

This command displays the current bandwidth in percentage and thresholds in use, as shown in
the following example.

Brocade# show npls debug fl oodi ng-threshol ds
Interface : e4/3

New Reserved BW percent age : 40

O d Reserved BW percentage(Advertised) : 35

UP threshold Config in use . Default
DOWN t hreshol d Config in use . Defaul t

Last up threshold trigger ;30

Last down threshold trigger : None

Last threshold trigger was from : UP threshold

show mpls debug counter

Syntax: show mpls debug counter [aall | ai3 | amb | ambl | amh | ase | asel | bfd | i3 | ipl | ipr
| nbase-root | ntl | recp | res | ridf | rim | rri | rric | rrt | rsip | rspx | rstc | sck | yads]

® aall - Displays counters for the ACL library.

® ai3 - Displays counters for the I3 library.

®* amb - Displays counters for the MIB manager.

® ambl - Displays counters for the MIB library.

®* amh - Displays counters for the MIB handler.

® ase - Displays counters for the system manager.

® asel - Displays counters for the system manager lite.
® pfd - Displays counters for the BFD stub.

® i3 - Displays counters for the 13 stub.

® ipl - Displays counters for the IP library.

® ipr- Displays counters for the Route (RSIR) stub.
® nbase-root - Displays counters for NBASE-ROOT.

® ntl- Displays counters for the NTL library.

® rcp - Displays counters for LDP Path Manager.

® rcs - Displays counters for LDP Session Controller.
® rldf - Displays counters for the RLDF stub.

® rlm - Displays counters for the label manager.

® rri - Displays counters for RSVP.
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® rric - Displays counters for the RRIC stub.

* rrt- Displays counters for TE-MIB.

® rsip - Displays counters for the IP stub.

® rspx - Displays counters for the proxy stub.
® rstc - Displays counters for CPCS LDT.

® sck - Displays counters for the socket stub.
® yads - Displays counters for CAM DS.

This command displays the debug counters. The debug counter keeps track of each debug
statement access regardless of the match condition.

Brocade# show npls debug counter

Count er - menoni ¢ Severity Hi t Count
PCTIPR]| 2, 0 Audi t 1
PCT_IPR| 16, O Dev 12
PCT_IPR]| 16, 1 Dev 4
PCT_IPR | 16, 20 Dev 1
PCT_ASE| 2, 0 Dev 122
PCT_ASE | 6, O Dev 32
PCT_ASE | 24, 0 Audi t 13
PCT_ASE | 26, O Dev 44
PCT_RLM| 10, 0O Audi t 1
PCT_RLM | 54, 0 Audi t 1
PCT_RLM| 88, 1 Dev 311
PCT_RLM | 90, 1 Dev 311
PCT_RLM| 91, 1 Dev 311
PCT_RLDF | 33, 8 Dev 1
PCT_RLDF | 48, 0 Dev 311
PCT_RLDF | 49, 75 Dev 304
PCT_RSIP | 13, O Audi t 2
PCT_RSIP | 23, 0 Dev 26
PCT_RRI | 177, 2 Exception 25
PCT_RRI | 291, 1 Dev 1587
PCT_RRI | 292, 1 Dev 1587
PCT_RRI | 293, 1 Dev 1472
PCT_RRI | 294, 1 Dev 1472

show np extended-counters usage slot

Syntax: show np extended-counters usage slot slotnum [detail]
This command displays information about the Network Processor (NP) usage of extended counters.

® slotnum - Specifies the slot for which you want to display information about the extended
counters.

® detail - Displays detailed information about the extended counters.
Command output resembles the following example.

Brocade# show np extended-counters usage slot 5
Sl ot 5:
Ext ended- Count ers Mdde:
Rout ed- Swi t ched: Seperate
Per Priority: Enabled
Nurmber of Unique Statstics ID (port-vlian's) allowed per NP. 1023
Nurmber of Unique Statstics ID (port-vlan's) allocated:
NP 1: 29
NP 2: 42
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show mpls debug rsvp igp-sync

Syntax: show mpls debug rsvp igp-sync [brief|link |Isp |stats]

This command displays debug information related to the RSVP Interior Gateway protocol (IGP)
synchronization.

® brief - Displays all the RSVP IGP synchronization summary.

® link - Displays the RSVP IGP synchronization link information.

® |[sp - Displays the RSVP IGP synchronization details of one or more LSPs.
® stats - Displays the RSVP IGP synchronization debug statistics.

show mpls debug rsvp igp-sync brief

Syntax: show mpls debug rsvp igp-sync brief

This command displays all the RSVP IGP synchronization summary. The following is a sample
output from this command.

Brocade# show npls debug rsvp igp-sync bri ef
Rsvp I GP Sync sunmary

RSVP- OSPF Sync: Disabl ed

RSVP-1SI' S Sync: Enabl ed

show mpls debug rsvp igp-sync link

Syntax: show mpls debug rsvp igp-sync link [A.B.C.D| detail | down-ind]

® A.B.C.D - Specifies the link IP address.
® detail - Displays detailed RSVP IGP synchronization information for all link entries.

® down-ind - Initiates a link down event for OSPF or ISIS link taking the neighbor IP address, link

IP address, and area ID as the input parameters.
The following is a sample output from the show mpls debug rsvp igp-sync link command.

Brocade# show npl s debug rsvp igp-sync |ink

Li nk Address Renot e Rout er LSP Count
10.1.1.1 10.11.11.11 1
10.1.1.2 10.11.11.11 4
10.2.2.2 10.11.11.11 3
10.1.1.4 10.11.11.11 2
10.1.1.3 10. 22. 22. 22 2
10.1.1.4 10. 22. 22. 22 4
10.1.1. 4 10. 33. 33.33 2

The following is a sample output from the show mpls debug rsvp igp-sync link detail command.

Brocade# show npls debug rsvp igp-sync link detail
Link Address: 10.1.1.1
Nei ghbor router Id: 10.11.11.11
LSP paths using this IGP link: 1
LSP List:
| spO4-1:path_1 to_4,
Link Address: 10.1.1.2
Nei ghbor router Id: 10.11.11.11
LSP paths using this IGP link: 4
LSP List:
| spO4-1:path_1 to_ 4, |sp04-63:path_1 to 4 6, |1sp04-63:path_1 to 4 6
| sp04-28:path_1 to_4 strict,
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Link Address: 10.2.2.2
Nei ghbor router Id: 10.11.11.11
LSP paths using this IGP link: 3
LSP List:
dbyp-12.1.1.1-1:, |sp04-28:sec_path_1 to 4 1, |1sp04-29:sec_path_1 to 4 1
Link Address: 10.1.1.4
Nei ghbor router Id: 10.11.11.11
LSP paths using this IGP link: 2
LSP List:
| sp04-29:, |sp04-11:
Li nk Address: 10.1.1.3
Nei ghbor router Id: 10.22.22.22
LSP paths using this IGP link: 2
LSP List:
| sp04-1:path_1 to_4, [|sp04-28:path_1 to_4 strict,
Link Address: 10.1.1.4
Nei ghbor router Id: 10.22.22.22
LSP paths using this IGP link: 4
LSP List:
| sp04-63:path_1 to 4 6, |sp04-63:path_1 to 4 6, |sp04-28:sec_path_1 to 4 1
| sp04-29:sec_path_1 to 4 1,
Link Address: 10.1.1.4
Nei ghbor router 1d: 10.33.33.33
LSP paths using this IGP link: 2
LSP List:
| sp04-1:path_1 to_4, [sp04-28:path_1 to_4 strict,

The following is a sample output from the show mpls debug rsvp igp-sync down-ind command.

Brocade# show npls debug rsvp igp-sync down-ind ospf 10.1.1.3 10.1.1.4
255. 255. 255. 255
Generating Rsvp IGP Sync |ink down event for

IGP: ISIS

Nei ghbor | P: 10.1.1.3

Link IP: 10.1.1.4

Area | d: 255.255. 255, 255

show mpls debug rsvp igp-sync Isp

Syntax: show mpls debug rsvp igp-sync Isp [Isp_name| detail]

® |sp_name - Specifies the LSP name.
® detail - Displays RSVP IGP synchronization details of all LSPs.

This command displays RSVP IGP synchronization details of one or more LSPs. The following is a
sample output from the show mpls debug rsvp igp-sync Isp command when an LSP name is
specified.

Brocade# show npls debug rsvp igp-sync |sp | sp04-28
LSP: |sp04-28, Path: path_1 to_4 strict
CSPF: enabl ed, Record Route: enabled, Frr: disabled
CSPF hops: 3, Record route hops: 3
RSVP | GP Sync Li nks:
10.11.11.11->10.1.1.2, 10.22.22.22->10.1.1.3
10. 33. 33.33->10. 1. 1. 4,
RRO hops: 3 hops
10.1.1.2, 10.1.1.3, 10.1.1.4,
CSPF hops: 3 hops
10.1.1.2, 10.1.1.3, 10.1.1.4,
LSP: |sp04-28, Path: sec_path_ 1 to 4 2
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CSPF: enabl ed, Record Route: enabled, Frr: disabled
CSPF hops: 2, Record route hops: 2
RSVP | GP Sync Li nks:
10.11.11.11->10.1.1. 3, 10.33.33.33->10.1.1. 4
RRO hops: 2 hops
10.1.1.3, 10.1.1.4,
CSPF hops: 2 hops
10.1.1.3, 10.1.1. 4,

The following is a sample output from the show mpls debug rsvp igp-sync Isp detail command.

Brocade# show npls debug rsvp igp-sync |sp detai
LSP: dbyp-10.1.1.1-1, Path:
CSPF: enabl ed, Record Route: enabled, Frr: disabled
CSPF hops: 1, Record route hops: 1
RSVP | GP Sync Li nks:
10.11.11.11->10.1.1.3
RRO hops: 1 hops
10.1.1.3,
CSPF hops: 1 hops
10.1.1.3
LSP: Isp04-1, Path: path_1_to_4
CSPF: enabl ed, Record Route: enabled, Frr: enabled
CSPF hops: 3, Record route hops: 4
RSVP | GP Sync Li nks:
10.11.11.11->10.1.1.1, 10.11.11.11->10.1.1.2
20.22.22.22->20.1.1.3, 30.33.33.33->30.1.1.4
RRO hops: 4 hops
10.1.1.1, 10.1.1.2, 20.1.1.3, 30.1.1.4
CSPF hops: 3 hops
10.1.1.2, 20.1.1.3, 30.1.1.4,
LSP: 1sp04-11, Path
CSPF: enabl ed, Record Route: enabled, Frr: disabled
CSPF hops: 1, Record route hops: 1
RSVP | GP Sync Li nks:
10.11.11.11->10.1.1. 4,
RRO hops: 1 hops
10.1.1. 4,
CSPF hops: 1 hops
10.1. 1. 4,

show mpls debug rsvp igp-sync stats

Syntax: show mpls debug rsvp igp-sync stats

This command displays the RSVP IGP synchronization debug statistics. The following is a sample
output from the show mpls debug rsvp igp-sync stats command.

Brocade# show npls debug rsvp igp-sync stats

Rsvp | GP Sync debug statistics:

Debug trace: Disabled

Debug print: Disabled
ospf_enable = 0
ospf_disable = 0
isis_enable = 1
isis_disable = 0
ospf_rm _Iink_down
isis_rm_Iink_down
total _rnt_|ink_dowmn = 3

Inn
o

ospf_lcl_link_down =0
isis_lcl_link_down =3
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total _Icl_link_down =
| sp_down_ind = 0
alloc_fail =0

duplicate_entry = 0
error =0

show mpls debug rsvp igp-sync stats reset

0

Syntax: show mpls debug rsvp igp-sync stats reset

This command resets the RSVP IGP synchronization debug statistics. The following is a sample
output from the show mpls debug rsvp igp-sync stats reset command.

Brocade# show npls debug rsvp igp-sync stats reset

Rsvp | GP Sync sunmary
RSVP- OSPF Sync: Enabl ed
RSVP-1SI'S Sync: Disable

Rsvp | GP Sync debug statistics:

Debug trace: Disabled
Debug print: Disabled
ospf_enable = 0
ospf_disable = 0
isis_enable = 0
isis_disable = 0
igp_notify = 14
igp_notify _noactn = 0
invalid_link_addr = 0

ospf_rnt _link _down = 8
isis_rm_link_down =0
total _rmt_Ilink_down =
ospf_lcl_link down = 6
isis_lcl_link_down =0
total _Icl_link_down =

| sp_down_ind = 0
i sync_lsp_down =0
Isp_up_ind =0
link_db_built =
rro_updt_rbld =
igp_itc_send =
igp_itc_rcvd =
itc_send_failed =0
rtr_id failed = 0

0
0

8
8

no_rrt_tnnl_cb =0
link_db_failed = 0
alloc_fail =0

duplicate_entry =0
error =0

Resetting RSVP | GP Sync debug stats

d
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MPLS debug commands

This section describes the debug commands used for monitoring the MPLS environment.
debug mpls?

Syntax: debug mpls?

This command displays all the module types of MPLS.
Brocade# debug npls ?

al | turns on/off all MPLS debugs
api MPLS APl debug

cspf MPLS cspf debug

dynami c- bypass MPLS dynami ¢ bypass debug
error MPLS error nsgs

f orwar di ng MPLS forwardi ng debug

I dp MPLS | dp debug

| mgr MPLS | abel nanager debug
oam MPLS OAM debug

routing MPLS routing (rsir) debug
rsir MPLS RSI R debug

rsvp MPLS rsvp debug

debug mpls

Syntax: [no] debug mpls

This command is used to turn on the debugging output, while preserving the debugging
configuration.

Brocade# debug npls
Br ocade# show debug
MPLS Debug Settings
MPLS Debug is ON
Forwar di ng
All

debug mpls all

Syntax: [no] debug mpls all

This command is used to turn on debugging for all MPLS configurations.

debug mpls error

Syntax: [no] debug mpls error
This command is used to turn on error debugging for all the modules.

Brocade# debug npls error
Br ocade# show debug
MPLS Debug Settings
MPLS Debug is OFF
Error
All

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 153
53-1002828-03



5 MPLS API

debug mpls routing error

Syntax: [no] debug mpls routing error

This command displays debugging information related to Interior Gateway Protocol (IGP) neighbor
down events. Command output resembles the following example.

Brocade# debug npls routing error

Sep 15 00:23:09 MPLS: 1SIS |evel -2 neighbor 10.32.174.54 on interface eth 4/7 is
dead

MPLS clear command

Use the following clear command to clear MPLS counter information.

clear mpls debug counters

Syntax: clear mpls debug counters [aall | ai3 | amb | ambl | amh | ase | asel | bfd | i3 | ipl | ipr
| nbase-root | ntl | rcp | rcs | ridf | rim | rri | rric | rrt | rsip | rspx | rstc | sck | yads]

This command clears the debug counters.

NOTE
The show mpls debug counter and clear mpls debug counters commands are hidden CLI
commands.

MPLS API

The Multiprotocol Label Switching (MPLS) Application Programming Interface (API) is the MPLS
interface to applications, such as L2VPN (for VLL and VPLS), BGP, IPSTATIC, IS-IS, OSPF, and PBR.
The applications must register for the events with the MPLS when they need to use the MPLS
tunnels. The MPLS API generates events when the tunnels and pseudowires are established and
released, and sends the events only to the applications that have been registered.

MPLS API show commands

This section describes the show commands that display MPLS API information.
show mpls debug api aggrhist

Syntax: show mpls debug api aggrhist application_type

This command displays detailed information about the aggregation history for a specific
application.

show mpls debug api apihist

Syntax: show mpls debug api apihist application_type

This command displays information about the history of each event queued for the specified
application. Command output resembles the following example.

Brocade# show npls debug api apihist bgp
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MPLS MPLS _APP_BGP APl APPDQ history lifo

time type state peer - addr i ndex tnnl-vif vc_id
Aug 18 10: 07: 27 tnnl up 10.2.2.1 1 0 --
Aug 18 10:07:22 tnnl up 10.2.2.1 2 1 --
Aug 18 10:07:21 tnnl up 10.2.2.1 3 2 --
Aug 18 09:51:59 tnnl down 10.2.2.1 3 2 --
Aug 18 09:51:59 tnnl down 10.2.2.1 2 1 --
Aug 18 09:51:59 tnnl down 10.2.2.1 1 0 --
Aug 18 08:39:57 tnnl up 10.2.2.1 1 0 --
Aug 18 08:39:56 tnnl up 10.5.5.1 8 8 --
Aug 18 08:39:54 tnnl up 10.5.5.1 6 6 --
Aug 18 08:39:53 tnnl up 10.5.5.1 7 7 --
Aug 18 08:39:52 tnnl up 10.2.2.1 2 1 --
Aug 18 08:39:51 tnnl up 10.2.2.1 3 2 --

show mpls debug api queue

Syntax: show mpls debug api queue application_type

This command displays an MPLS API queue summary for the specified application, as shown in the
following example.

Brocade# show npls debug api queue pbr
MPLS_APP_PBR queue
Num events processed 1

show mpls debug api registration

Syntax: show mpls debug api registration application_type

This command displays MPLS API registration-related information for the specified application.
Command output resembles the following example.

Brocade# show npls debug api registration ipstatic
DEST ADDR APl reg det ai
DEST ADDR 10.1.1.1
snapshot _sent Y
nunmsnapshots 1
| ongest netrmask Oxffffffff

show mpls debug 12vpn tunnels

Syntax: show mpls debug 12vpn tunnels peer ip address

This command displays information about the Layer 2 Virtual Private Network (L2VPN) tunnels.

MPLS APl debug commands

This section describes the debug commands that generate debugging information about MPLS API.
debug mpls api

Syntax: [no] debug mpls api
This command displays debugging information about MPLS API, as shown in the following example.

Brocade# debug npls ap
Brocade# router isis
Aug 18 21:32:18 npls_app_register_tnnl_nane app_type MPLS APP_I SIS is registered
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Aug 18 21:32:18 sending event queued itc to app_type MPLS APP_| SIS dest_app_id 15

Brocade# no router isis
Aug 18 21:32:10 npls_app_deregister_igp_shortcut app_type MPLS APP ISIS is
de-registered

Brocade# ip route next-hop-enable-npls

Jan 11 04:53:38 npls_api dest addr registering MPLS APP | P_STATIC value 10.1.1.1
Jan 11 04:53: 38 npls_app_| ookup_dest _i paddr MPLS_APP_I| P_STATIC app_type init
renmote addr 10.1.1.1

Jan 11 04:53: 38 npl s_app_| ookup_dest _i paddr MPLS_APP_| P_STATI C app_type
registered for renpte addr 10.1.1.1

Jan 11 04:53: 38 send dest addr snapshot

Jan 11 04:53: 38 sending event queued itc to app_type MPLS_APP_| P_STATIC

dest _app_id 12

Jan 11 04:53:38 npls_app_tunnel _deregister

Jan 11 04:53: 38 npl s_app_deregi ster_dest_addr app_type MPLS APP_| P_STATIC
dest _addr 10.20.160.1

Jan 11 04:53:40 npl s_app_tunnel _deregister

Jan 11 04:53:40 npls_app_deregi ster_dest_addr app_type MPLS APP_| P_STATIC
dest _addr 10.20.160.1

Brocade# no ip route next-hop-enabl e-npls
Jan 11 04:53:31 npls_app_deregister_all app_type MPLS APP_IP _STATIC is
de-registered

Brocade# set next-hop-lsp to-m xE-1

Jan 11 04:55:59 npls_app_regi ster_tnnl _nanme app_type MPLS APP_PBR tnnl nane
to-m xE-1 registered

Jan 11 04:55:59 npls_app_send_t nnl _name_snapshot app_type MPLS_APP_PBR tnnl nane
to-m xE-1 sendi ng snapshot

Jan 11 04:55:59 npls_app_regi ster_tnnl _nanme app_type MPLS APP_PBR tnnl nane
to-m xE-1 sendi ng snapshot

Jan 11 04:55:59 sending event queued itc to app_type MPLS_APP_PBR dest_app_id 27

Brocade# no set next-hop-lsp to-m xE-1
Jan 11 04:55:52 npls_app_deregi ster_nane app_type MPLS APP_PBR t nnl _nane
to-m xE-1 is deregistered

Brocade# next-hop-npls

Jan 11 05:05:42 npls_api dest addr registering MPLS_APP_BGP value 10.1.1.1

Jan 11 05: 05:42 npl s_app_| ookup_dest _i paddr MPLS_APP_BGP app_type init renote
addr 10.1.1.1

Jan 11 05:05:42 npls_app_| ookup_dest i paddr MPLS _APP_BGP app_type regi stered for
renmote addr 10.1.1.1

Jan 11 05: 05:42 send dest addr snapshot

Jan 11 05: 05:42 sending event queued itc to app_type MPLS_APP_BGP dest_app_id 13
Jan 11 05:05:42 npls_api dest addr registering MPLS APP_BGP value 10.1.1.2

Jan 11 05:05:42 npls_app_| ookup_dest _i paddr MPLS_APP_BGP app_type init renote
addr 10.1.1.2

Jan 11 05: 05:42 npl s_app_| ookup_dest _i paddr MPLS_APP_BGP app_type registered for
renote addr 10.1.1.2

Jan 11 05:05:42 send dest addr snapshot

Jan 11 05:05:43 npls_api dest addr registering MPLS_APP_BGP val ue 10.10.1.10
Jan 11 05: 05: 43 npl s_app_| ookup_dest _i paddr MPLS_APP_BGP app_type init renote
addr 10.10.1.10

Jan 11 05:05:43 npls_app_| ookup_dest _i paddr MPLS_APP_BGP app_type regi stered for
renote addr 10.10.1.10

Jan 11 05: 05:43 send dest addr snapshot

Jan 11 05: 05: 43 send dest addr snapshot no route
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Jan 11 05:05:43 npls_api dest addr registering MPLS_APP_BGP val ue 10.5.5.1

Jan 11 05: 05:43 npl s_app_| ookup_dest _i paddr MPLS_APP_BGP app_type init renote
addr 10.5.5.1

Jan 11 05:05:43 npls_app_| ookup_dest _i paddr MPLS _APP_BGP app_type regi stered for
renote addr 10.5.5.1

Jan 11 05: 05:43 send dest addr snapshot

Jan 11 05: 05:43 sending event queued itc to app_type MPLS_APP_BGP dest_app_id 13
Brocade# no next-hop-npls

Jan 11 05:06: 22 npls_app_tunnel _deregister

Jan 11 05:06: 22 npls_app_deregi ster_dest_addr deregi stered app_type MPLS_APP_BGP
dest _addr 10.1.1.1

Jan 11 05:06:22 npls_app_tunnel _deregister

Jan 11 05:06: 22 npls_app_deregi ster_dest_addr deregi stered app_type MPLS_APP_BGP
dest _addr 10.1.1.2

Jan 11 05:06: 22 npls_app_tunnel _deregister

Jan 11 05:06: 22 npls_app_deregi ster_dest_addr deregi stered app_type MPLS _APP_BGP
dest _addr 10.5.5.1

Jan 11 05:06: 22 npls_app_tunnel _deregister

Jan 11 05:06: 22 npl s_app_deregi ster_dest_addr deregi stered app_type MPLS_APP_BGP
dest _addr 10.10.1.10

debug mpls [2vpn events

Syntax: [no] debug mpls 12vpn events

This command displays debugging information about the events processing in MPLS Layer 2 VPN.

MPLS CSPF debug commands

Constrained Shortest Path First (CSPF) computes the shortest path that fulfills a set of constraints.
This means that CSPF runs a shortest path algorithm after pruning any links that violate a given set
of constraints, such as minimum bandwidth required per link (also known as bandwidth
guaranteed constraint).

debug mpls cspf

Syntax: [no] debug mpls cspf [computation |mapping | ted | error | all]

This debug command displays information about CSPF computations, mapping, TE databases, and
errors.

® computation - Displays CSPF computation information.

®* mapping - Displays information about address mappings in the CSPF module.
® ted - Displays information about the TE database.

® error - Displays CSPF error messages.

® all - Displays all debug error messages related to the CSPF module.

debug mpls cspf computation

Syntax: [no] debug mpls cspf computation [all | detail | Isp]

* all - Displays all debug messages related to CSPF computation.

® detail - Displays more detailed information about CSPF computation.
® |Isp - Displays CSPF computation messages for specific LSPs.
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This command displays CSPF computation information filtered by more specific criteria. If an LSP
does not come up with error code “No path found”, it means that CSPF could not calculate a path
for the destination with the specified set of constraints. Enable this debug tracing to know why the
path computation failed. Route query-related events for LSP, including Detour path and Facility
path, are traced by enabling this debugging module.

Command output resembles the following example.

Brocade# debug npls cspf conputation
MPLS: CSPF: Unable to find router ID corresponding to destination |IP
10. 100. 100. 100 in area 0. LSP not created
MPLS: CSPF: Strict Hop - Locate Link from SrcRtr 10.20.20.20 to DstRtr
10. 100. 100. 100, DstIntfAddr 10.1.1.1
MPLS: CSPF:. Strict Hop processing matching link to 10.2100.100. 100
[O0]:10.1.2.2:10.1.2.1:10. 20. 20. 20: 10. 100. 100. 100]
MPLS: CSPF: Link Constraints - Satisfied:
[d0]:10.1.2.2:10.1.2.1:10. 20. 20. 20: 10. 100. 100. 100]
CSPF:. Strict Hop processing matching link to 10.100.100. 100
[O0]:10.1.1.2:10.1.1.1:10. 20. 20. 20: 10. 100. 100. 100]
MPLS: CSPF: Link Constraints - Satisfied: [J0]:10.1.1.2:10.1.1.1:
10. 20. 20. 20: 10. 100. 100. 100]
MPLS: CSPF: Strict Hop - Found Link from SrcRtr 10.20.20.20 to DstRtr
10. 100. 100. 100, DstlIntfAddr 10.1.1.1
[d0]:10.1.1.2:10.1.1.1:10.20. 20. 20: 10. 100. 100. 100]
MPLS: CSPF: Final CSPF route in area O

Hop 1: 10.1.1.1, Rtr 10.100.100.100
RSIR route query for 10.1.1.1/32
RSIR: Route Query success, NH 10.1.1.0 Egressif el/1 Ingr 0 Egr O
RSIR: Route Query success, NH 10.1.1.0 Egressif el/1 Ingr 0 Egr O
MPLS: CSPF: Strict Hop - Locate Link from SrcRtr 10.20.20.20 to DstRtr
10. 100. 100. 100, DstlIntfAddr 10.1.2.1
MPLS: CSPF: Strict Hop processing matching link to 10.100.100.1
00 [ 0]:10.1.2.2:10.1.2.1:10.20.20. 20: 10. 100. 100. 100]
MPLS: CSPF: Link Constraints - Satisfied: [ 0]:10.1.2.2:10.1.2.1:
10. 20. 20. 20: 10. 100. 100. 100]
MPLS: CSPF: Strict Hop - Found Link from SrcRtr 10.20.20.20 to DstRtr
10. 100. 100. 100, DstlIntfAddr 10.1.2.1 [ 0]:10.1.2.2:10.1.2.1:10.20.20.20:10
. 100. 100. 100]
MPLS: CSPF: Final CSPF route in area O

Hop 1: 10.1.2.1, Rtr 10.100.100. 100
RSIR: route query for 10.1.2.1/32
RSIR: Route Query success, NH 10.1.2.0 Egressif el1/2 Ingr 0 Egr O
RSIR: Route Query success, NH 10.1.2.0 Egressif el/2 Ingr 0 Egr O
MPLS: CSPF: Processing TE Link: From Node: [O 0:10.100.100.100] Link
[d0]:10.1.3.1:10.1.3.2:10. 100. 100. 100: 10. 20. 20. 20]
MPLS: CSPF: match cspf-group groupl, penalty 65000, node: add-penalty
RSI R CSPF Begi n FRR BACKUP_CSPF route cal cul ation
MPLS: CSPF: match cspf-group groupl, penalty 65000, node: add-penalty
MPLS: CSPF: bypass | sp[bypassl] usable with cost 65001 and O LSP riding on it
MPLS: CSPF: bypass | sp[bypassl] is selected with cost 65001 and 1 LSP riding on
it

debug mpls cspf computation Isp

Syntax: [no] debug mpls cspf computation Isp [name name| sess_obj source_ip_address
destination_ip_address tunnel_id]

This command displays CSPF computation information for specific LSPs.
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®* name name - Limits the display of information to debug messages for the LSP that matches
with the specified LSP name.

® sess_obj source_ip_address destination_ip_address tunnel_id - Limits the display of
information to debug messages for the LSP that matches with the specified session object,
which includes source IP address, destination IP address, and tunnel ID.

Command output resembles the following example.

Brocade# debug npls cspf conputation Isp sess_obj 10.7.7.1 10.7.7.2 100

Dec 10 00:51:04 MPLS: CSPF: Begin Constrained Dijkstra from10.7.7.2 to 10.7.7.1,
dstintf 10.7.7.1

Dec 10 00:51: 04 MPLS: CSPF: Node Constraints - Satisfied [|:2:PE2.00]

Dec 10 00:51: 04 MPLS:. CSPF. Traversing TE Links node_from 10.7.7. 2,

node_from >di st 0X00000000, node_from 0X36C6B072

Dec 10 00:51: 04 MPLS: CSPF: Processing TE Li nk: From Node: [I:2: PE2.00]
Link [1[2]:10.1.1.2:10.1.1.1: PE2. 00: PE4. 00]

Dec 10 00:51: 04 MPLS: CSPF: node_to [|:2:PE2.00], node_to->di st

0X80000000, te_ link->te netric O0XO0000000A, node_to 0X36C6B63C
Dec 10 00:51:04 MPLS: CSPF:. Link Constraints - Satisfied:
[1[2]:1210.1.1.2:10.1.1.1: PE2. 00: PE4. 00]

Dec 10 00:51: 04 MPLS: CSPF: Processing TE Li nk: From Node: [I:2: PE2.00]
Link [1[2]:10.1.2.3:10.1. 2. 4: PE2. 00: PE3. 00]
Dec 10 00:51: 04 MPLS: CSPF: node_to [I:2:PE2.00], node_to->di st

0X80000000, te_link->te_netric O0XO000000A, node_to O0X36C6B5CA
Dec 10 00:51: 04 MPLS: CSPF. Link Constraints - Satisfied:
[1[2]:10.1.2.3:10. 1. 2. 4: PE2. 00: PE3. 00]

Dec 10 00:51: 04 MPLS: CSPF: Processing TE Li nk: From Node: [I:2: PE2.00]
Link [I1[2]:10.1.17.2:10.1.17. 1: PE2. 00: PE1. 00]
Dec 10 00:51: 04 MPLS: CSPF: node_to [|:2:PE2.00], node_to->di st

0X80000000, te link->te nmetric 0XO000000A, node_to 0X36C6B720

Dec 10 00:51:04 MPLS: CSPF:. Link Constraints - Satisfied:
[1[2]:20.1.17.2:10.1.17.1: PE2. 00: PEL1. 00]

Dec 10 00:51: 04 MPLS: CSPF: Node Constraints - Satisfied [|:2:PEL. 00]

Dec 10 00:51: 04 MPLS: CSPF: Traversing TE Links node_from 10.7.7.1,

node_from >di st 0X0000000A, node_from 0X36C6B720

Dec 10 00:51:04 MPLS: CSPF: Processing TE Link: From Node: [1:2: PE1. 00]
Link [1[2]:10.3.11.2:10. 3. 11. 1: PE1. 00: PE4. 00]

Dec 10 00:51: 04 MPLS: CSPF: node_to [I:2:PE1.00], node_to->di st

0X0000000A, te_link->te_metric 0X00000064, node_to 0X36C6B63C

Dec 10 00:51: 04 MPLS: CSPF: Processing TE Li nk: From Node: [I:2: PELl. 00]
Link [1[2]:10.8.3.2:10.8. 3. 1: PE1. 00: PE3. 00]

Dec 10 00:51: 04 MPLS: CSPF: node_to [I:2:PEL1.00], node_to->di st

0X0000000A, te_link->te_metric 0X0000000A, node_to OX36C6B5CA

Dec 10 00:51: 04 MPLS: CSPF: Processing TE Li nk: From Node: [I:2: PELl. 00]
Link [1[2]:10.6.7.2:10.6.7.1: PE1. 00: PE3. 00]

Dec 10 00:51: 04 MPLS: CSPF: node_to [I:2:PE1.00], node_to->di st

0X0000000A, te_link->te_nmetric 0X00000064, node_to O0X36C6B5CA

Dec 10 00:51: 04 MPLS: CSPF: Processing TE Li nk: From Node: [I:2: PEL. 00]
Link [1[2]:10.2.3.4:10. 2. 3. 3: PE1. 00: PE4. 00]

Dec 10 00:51: 04 MPLS: CSPF: node_to [I:2:PEL1.00], node_to->di st

0X0000000A, te_link->te_nmetric 0X00000064, node_to 0X36C6B63C

Dec 10 00:51: 04 MPLS: CSPF: Processing TE Li nk: From Node: [I:2: PELl. 00]
Link [1[2]:10.1.17.1:10.1. 17. 2: PE1. 00: PE2. 00]

Dec 10 00:51: 04 MPLS: CSPF: node_to [I:2:PEL.00], node_to->di st

0X00000000, te_link->te_metric 0X00000064, node_to 0X36C6B072
Dec 10 00:51: 04 MPLS: CSPF: begin equal cost paths, dst_node = 10.7.7.1

Dec 10 00:51: 04 MPLS: CSPF: Processi ng TE Li nk:
Link [1[2]:10.3.11.2:10.3.11. 1: PE1. 00: PE4. 00]
Dec 10 00:51: 04 MPLS: CSPF: Renpt e node 0X36C6B63C was not
scanned - |gnored
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Dec 10 00:51: 04 MPLS: CSPF: Processi ng TE Li nk:

Link [I1[2]:10.8.3.2:10.8.3.1: PE1. 00: PE3. 00]
Dec 10 00:51:04 MPLS: CSPF: Rermpt e node 0X36C6B5CA was not
scanned - |gnored
Dec 10 00:51: 04 MPLS: CSPF: Processi ng TE Li nk:

Link [I1[2]:10.6.7.2:10.6.7.1: PE1. 00: PE3. 00]
Dec 10 00:51:04 MPLS: CSPF: Rermpt e node 0X36C6B5CA was not
scanned - |gnored
Dec 10 00:51: 04 MPLS: CSPF: Processi ng TE Li nk:

Link [1[2]:10.2.3.4:10.2.3.3: PE1. 00: PE4. 00]
Dec 10 00:51:04 MPLS: CSPF: Rermpt e node 0X36C6B63C was not
scanned - |gnored
Dec 10 00:51: 04 MPLS: CSPF: Processi ng TE Li nk:

Link [I1[2]:10.1.17.1:10.1.17. 2: PE1. 00: PE2. 00]
Dec 10 00:51:04 MPLS: CSPF: Renot e node 0X36C6B072 is a parent
- lgnored

Dec 10 00:51: 04 MPLS: CSPF: Node Constraints - Satisfied [|:2:PEL 00]

Dec 10 00:51: 04 MPLS: CSPF: Node Constraints - Satisfied [|:2:PE2.00]

Dec 10 00:51: 04 CSPF: Equal (cost and hop) paths found 1:

Dec 10 00:51: 04 Path 1:

Dec 10 00:51: 04 [ 1] 10.1.17.1

Dec 10 00:51: 04 MPLS: CSPF: Tie-breaking selected path: 1

Dec 10 00:51: 04 MPLS: CSPF: Final CSPF route in area 2

Dec 10 00: 51: 04 Hop 1: 10.1.17.1, Rtr 10.7.7.1

Dec 10 00:51:04 MPLS: CSPF: Unable to find router ID corresponding to hop 10.1.1.2
in area 2. LSP not created

MPLS forwarding debug commands
This section describes the debug commands that generate MPLS forwarding information.

debug mpls forwarding

Syntax: [no] debug mpls forwarding [all | Idp | rsvp | resource | error]

® all - Displays all debug messages related to MPLS forwarding.

® |dp - Displays LDP-related forwarding information.

® rsvp - Displays RSVP-related forwarding information.

® resource - Displays information about available MPLS resources.
® error - Displays MPLS forwarding-related error messages.

The MPLS control plane interacts with the data forwarding plane through the forwarding interface.
This debugging command displays RSVP, LDP, and resource usage-related information.

Command output resembles the following example.

Brocade# debug npls forwarding
RLDF: ADD out _ch(0X14319B54), out-s-idx=3, out-int=2, out-I|bl=0
| sp_cb=0X1431A220
RLDF: ADD xc_cb(0X14319910), in_ch=0X1308137C, out_ch=0X14319B54,
| sp_ch=0X1431A220
RLDF : Check BW
Pat h_TSpec valid: BW= 0 Kb/sec
Resv_TSpec valid: BW= 0 Kb/sec
Al'loc BWoutseg idx: 3]: setup/hold priority 3/7:
Pat h_TSpec valid: BW= 0 Kb/sec
Resv_TSpec valid: BW= 0 Kb/sec
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All ocated BWO kbps for priority O

RLDF: Update XC: |sp_cbh 0X00000000, in_cb 0X00000000, out_cb 0X14319B54, xc_ch
0X14319910

RLDF: Update XC. Isp_xc_id 3, in-Ibl O, in-if port_id 65535, out-seg idx 3, out-if
el/ 2

RLDF: update_tnnl _vif_nht_index: Od 65535, new 1

RLDF - tnl 6 goes up

RLDF - tnnl add - For an UP tunnel, the out_seg are the sane

RLDF - tnnl add - For an UP tunnel, the out_seg are the sane

RLDF - rx'ed DI SASSOCI ATE_FEC_XC for fec 10.100.100. 100

RLDF - tnl 5 goes down

RLDF - tnl 5 deleted fromnpls route table and indicated to application

RLDF - LDP Tnnl 5 for fec 10.100.100.100 del eted

RLDF: DEL xc_cb (0X1306BFOC) |sp_cb (0X1306C394)

RLDF: DEL out_cbh(0X1306C150), out-s-idx=1, out-int=1, out-Ibl=0

| sp_cbh=0X1306C394

RLDF: DEL in_cbh(0X13081D38), |sp_cbh 0X1306C394

RLDF: free | sp_ch=0X1306C394 | sp_xc_i ndex=0X00000001

RLDF: ADD | sp_cb(0X1306C5D8), |sp_xc_i dx=0X00000004

RLDF: ADD out _ch(0X1306BF0OC), out-s-idx=4, out-int=1, out-I|bl=0

| sp_cb=0X1306C5D8

RLDF: Add i n_cb(0X13081E9C), | bl sp-idx=0, in-if=0,in-1bl=0 |sp_cbh 0X1306C5D8
RLDF: ADD xc_cb(0X1306C81C), in_ch=0X13081E9C, out_ch=0X1306BFOC,

| sp_cb=0X1306C5D8

RLDF: Update XC. |sp_cb 0X00000000, in_cbh 0X00000000, out_cb 0X1306BFOC, xc_cb
0X1306C81C

RLDF: Update XC. Isp_xc_id 4, in-Ibl O, in-if port_id 65535, out-seg_idx 4, out-if
el/1l

RLDF - rx'ed ASSOCI ATE_FEC XC for fec 10.100.100.100

RLDF - tnl 5 goes up

RLDF - tnl 5 added to npls route table and indicated to application

RLDF - LDP tnnl 0X00000005 installed for fec 10.100.100.100, outgoing port el/1l

debug mpls forwarding Idp

Syntax: [no] debug mpls forwarding Idp [fec-key [all | prefix [all | prefix_ip] | vec [all | vc_id]]]

® fec-key all - Enables or disables all Label Distribution Protocol (LDP) forwarding debugging for
all the Forwarding Equivalence Classes (FECs).

* prefix all - Enables or disables all LDP forwarding prefix FEC debugging.

* prefix prefix_ip - Enables or disables LDP forwarding prefix FEC debugging for the specified
prefix IP address and subnet mask.

® vcall- Enables or disables all LDP forwarding VC FEC debugging.
® vcvc_id - Enables or disables LDP forwarding VC FEC debugging for the speciifed VC ID.

This command displays LDP-related forwarding debugging information based on the specified filter
options. Command output resembles the following example.

Brocade# debug npls forwarding |dp fec-key prefix 10.130.130.3/32
Brocade(config-vif-15)# enabl e

Feb 22 14:12:06.274 RLDF: inplicit xc, update_flags: 0X00000015, |spxc_fl ags:
0X00000000, Isp_ref_type: 2, in_seg ref_type: 0, out_seg_ref_type: 2,

| sp_xc_index: 803

Feb 22 14:12:06.274 RLDF: inplicit xc, add transit out_seg, out_if: 1553

Feb 22 14:12:06.274 RLDF: Attenpt to recover fec_type: 2, fec_addr: 10.130.130. 3,
fec_prefix_len: 32
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Feb 22 14:12:06.274 RLDF: rldf_check_recovery_cbs: not recover |sp_cb 0X00000000,
recovery state O0XO00000FF

Feb 22 14:12:06.274 RLDF: In attenpt to recover |sp_ch, DI DNOT Recover

Feb 22 14:12:06.274 RLDF: ADD | sp_ch(0X2D9B9F70), |sp_xc_i dx=0X00000323,

| sp_sync_i ndex=0X00000004, sync_i nfo: 0X2F597810

Feb 22 14:12:06.274 RLDF: ADD out_ch(0X2D98A598), out-s-idx=1473, out-int=1553,
out -1 bl =0 | sp_cb=0X2D9B9F70

Feb 22 14:12:06.274 RLDF: inplicit xc, create | dp tunnel

Feb 22 14:12:06.275 RLDF: Updating sync node OX2F597810 in sync library

Feb 22 14:12:06.275 RLDF: update_tnnl _vif_nht_index: Od 65535, new 1

Feb 22 14:12:06.275 RLDF: ADD tnnl _vif_index=7 allocate accounting_| abel =1048580
Feb 22 14:12:06.275 RLDF - tnl 7 goes up

Feb 22 14:12:06.275 RLDF - tnl 7 added to npls route table and indicated to
appl ication

Feb 22 14:12:06.275 RLDF: Updating sync node OX2F597810 in sync library

Feb 22 14:12:06.318 RLDF: slib pack Isp cb with size 186, buffer avail able was
1838, action 3

Feb 22 14:12:06.318 RLDF: npls_sync_pack_|sp: fec_type: 2, fec_addr:
10.130.130. 3, fec_prefix_len: 32, Idp_flags: 0X00000005, Idp_in_seg_label: O

debug mpls forwarding rsvp

Syntax: [no] debug mpls forwarding rsvp [all | Isp session-obj [all | source_ip_address
destination_ip_address tunnel_id]]

® all- Enables or disables all RSVP forwarding debugging.
® [sp session-obj all - Enables or disables all RSVP session object debugging.

® |[sp session-0obj source_ip_address destination_ip_address tunnel_id - Enables or disables
RSVP session object debugging for the specified RSVP session object.

The debug mpls forwarding rsvp all command output resembles the following example.

Brocade# debug nmpls forwarding rsvp all
Num_hops downstream 1, upstream 1, exclude 1
Dec 10 00:59:58 MPLS: CSPF: RSI R BYPASS_CSPF: Finding Bypass path to: 10.1.17.1
Dec 10 00:59:58 RSIR BYPASS_CSPF: Constraints: BW 0 kbps Setup Prio: 4
Hop-Limt: 255

exc-any: 0x0X00000000 inc-any: 0x0X00000000 inc-all: 0x0X00000000
Dec 10 00:59:58 RSIR BYPASS_CSPF: Renpved link local IP: 10.1.17.2
Dec 10 00:59:58 RSI R BYPASS_CSPF: Exclude_hops[0]: 0.0.0.0
Dec 10 00:59:58 RSIR CSPF Begi n FRR BYPASS CSPF route cal cul ation
Dec 10 00:59:58 RSI R CSPF End FRR BYPASS_CSPF route cal cul ati on. Route not found,
error_code: 1
Dec 10 00:59:58 CSPF failed to cal cul ate bypass route to 10.1.17.1

Dec 10 00:59:58 MPLS: CSPF: RSIR. BYPASS CSPF. My | P address fromupstreamentry:
10.1.17.2

Num_hops downstream 1, upstream 1, exclude 1

Dec 10 00:59:58 MPLS: CSPF: RSIR BYPASS_CSPF: Finding Bypass path to: 10.1.17.1
Dec 10 00:59:58 RSIR BYPASS CSPF: Constraints: BW 0 kbps Setup Prio: 4
Hop-Limt: 255

exc-any: 0x0X00000000 i nc-any: 0x0X00000000 inc-all: 0x0X00000000

Dec 10 00:59:58 RSIR BYPASS CSPF: Renoved |ink local IP: 10.1.17.2

Dec 10 00:59:58 RSIR CSPF Begi n FRR BYPASS CSPF route cal cul ation

Dec 10 00:59:58 RSI R CSPF End FRR BYPASS_CSPF route cal cul ati on. Route not found,
error_code: 1
The debug mpls forwarding rsvp Isp session-obj command output resembles the following example.
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Brocade# debug npls forwarding rsvp | sp sess-obj 10.110.110.1 10.130.130.1 13
Brocade (config)# router npls

Brocade(config-nmpls)# Isp t-2

Brocade(config-npls-1sp-t-2)# to 10.130.130.3

Brocade(confi g-npl s-1sp-t-2)# enabl e

Connecting signaled LSP t-2

Feb 22 13:49:56.767 RLDF: ADD | sp_ch(0X2D9B9000), | sp_xc_i dx=0X0000031E,
| sp_sync_i ndex=0X00000004, sync_i nfo: 0X00000000

Feb 22 13:49:56.767 RLDF: Add in_cbh(0X2D95D2D0), | bl sp-idx=0, in-if=0,in-1bl=0
| sp_cb 0X2D9B9000

Feb 22 13:49:56.767 RLDF : Check BW

Feb 22 13:49:56. 767 Path_TSpec valid: BW= 0 Kb/sec

DUT1(confi g-npl s) #Feb 22 13:49:56. 771 RLDF: ADD out _cb(0X2D98A598),

out -s-idx=1468, out-int=1553, out-Ibl=0 | sp_cbh=0X2D9B9000

Feb 22 13:49:56.772 RLDF: ADD xc_ch(0X2D998618), i n_ch=0X2D95D2D0,

out _cb=0X2D98A598, | sp_cb=0X2D9B9000

Feb 22 13:49:56.772 RLDF : Check BW

Feb 22 13:49:56. 772 Pat h_TSpec valid: BW= 0 Kb/sec

Feb 22 13:49:56.772 Resv_TSpec valid: BW= 0 Kb/sec

Feb 22 13:49:56.772 Al loc BWoutseg idx: 1468]: setup/hold priority 7/0:
Feb 22 13:49:56.772 Pat h_TSpec valid: BW= 0 Kb/sec

Feb 22 13:49:56. 772 Resv_TSpec valid: BW= 0 Kb/sec

debug mpls forwarding resource

Syntax: [no] debug mpls forwarding resource

This command displays information about available MPLS resources. Command output resembles
the following example.

Brocade# debug npls forwarding resource
Check BW
Pat h_TSpec valid: BW= 50 Kb/sec
Resv_TSpec valid: BW= 50 Kb/sec
Al'loc BWoutseg idx: 7]: setup/hold priority 7/0:
Pat h_TSpec valid: BW= 50 Kb/sec
Resv_TSpec valid: BW= 50 Kb/sec
Al'l ocated BW50 kbps for priority O

MPLS routing debug commands

This section describes the debug commands that generate MPLS routing information.

debug mpls routing

Syntax: [no] debug mpls routing [all | error | interface | prefix]
This command displays MPLS routing-related information.
® all - Displays all debug messages related to MPLS routing.

® error - Displays MPLS routing-related error messages.

® interface - Limits the messages to specific interfaces. This filter captures the event of a
particular IP interface indication (or polling) by routing stub module to MPLS.

® prefix - Limits the messages to specific prefixes. The purpose of this filter is to trace a
particular IP route notification by routing module to MPLS.

Command output resembles the following example.
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Br ocade# debug npls routing
RSI R skip route add: 10.1.1.0/24, ingr(0),

el/ 1:

egr (0)
Adm n:

uP

RSIR port state
RSIR | P address
RSIR | P address
RSIR | P address

RSI R rout e add(RSVP)

0x0X00000000 nh
RSI R skip route
RSIR port state
RSIR | P address
RSIR | P address
RSIR | P address

RSI R route add( RSVP)

0x0X00000000 nh
RSI R skip route
RSIR port state
RSI R | P address
RSIR | P address
RSIR | P address

change indication for
indication to RRl for
indication to RCP for
indication to RCS for
i ndi cation:
10.1.2.0, intf el/?2,
add: 10.1. 2.0/ 24,
change indication for
indication to RRI for
indication to RCP for
indication to RCS for
i ndi cation:
10.1.3.0, intf el/3,
add: 10. 1. 3.0/ 24,
change indication for
indication to RRl for
indication to RCP for
indication to RCS for

10. 1.

10. 1.

el/ 1:
el/ 1:
el/ 1:
2.0/ 24,
ingr O,

i ngr(0),

el/ 2:
el/ 2:
el/ 2:
el/ 2:
3.0/ 24,
ingr 0, egr O,
ingr(0), egr(0)
el/ 3:
el/ 3:
el/ 3:
el/ 3:

UP Oper:
addr add 10.1.1.2/24
addr add 10.1.1.2/24
addr add 10.1.1.2/24

i dx Ox0X0A3682E6, sh_cut
egr 0, r_flag 0x0X00000000

egr (0)

Adm n: UP Oper: UP

addr add 10.1.2.2/24

addr add 10.1.2.2/24

addr add 10.1.2.2/24

i dx OxO0X0A3682F6, sh_cut
r_flag 0x0X00000000

Adm n: UP Oper: UP

addr add 10.1.3.2/24
addr add 10.1.3.2/24
addr add 10.1.3.2/24

RSI R port state change indication for el/4: Admin: UP

debug mpls routing interface

Oper:

uP

Syntax: [no] debug mpls routing interface [all | ethernet slot/port | pos slot/port | ve index]

This command displays MPLS routing-related information to the specific interfaces.

* all- Displays all debug messages related to MPLS routing for all the interfaces.

* ethernet slot/port - Limits the messages to specific Ethernet interfaces.

® pos slot/port - Limits the messages to specific POS interfaces.

® ve index - Limits the messages to specific virtual Ethernet interfaces.

Command output resembles the following example.

Brocade# debug npls routing interface all

Dec 10 01:02:29 RSIR port state change indication for
Dec 10 01:02:29 RSIR I P address indication to RRI for
Dec 10 01:02:29 RSIR port state change indication for
Dec 10 01:02:29 RSIR I P address indication to RCP for
Dec 10 01:02:29 RSIR I P address indication to RCS for
Dec 10 01:02:29 RSIR port state change indication for
Dec 10 01:02:29 RSIR I P address indication to RRI for
Dec 10 01:02:29 RSIR port state change indication for
Dec 10 01:02:29 RSIR I P address indication to RCP for
Dec 10 01:02:29 RSIR | P address indication to RCS for

nDec 10 01: 02: 30 RSIR port state change indication for
Dec 10 01:02:30 RSIR I P address indication to RRl for
Dec 10 01:02:30 RSIR port state change indication for
Dec 10 01:02:30 RSIR I P address indication to RCP for
Dec 10 01:02:30 RSIR I P address indication to RCS for

debug mpls routing prefix

Syntax: [no] debug mpls routing prefix ip-address prefix-length

® jp-address - Specifies the IP address.

® prefix-length - Specifies the prefix length.

el/ 14:
el/ 14:
el/ 14:
el/ 14:
el/ 14:
el/ 14:
el/ 14:
el/ 14:
el/ 14:
el/ 14:

el/ 14:

el/ 14:
el/ 14:
el/ 14:
el/ 14:

Adm n: UP Oper:
addr add 10. 1. 2.
Admin: UP Oper:
addr add 10. 1. 2.
addr add 10. 1. 2.
Adm n: UP Oper:
addr add 10. 1. 2.
Adm n: UP Oper:
addr add 10. 1. 2.
addr add 10.1. 2.
Admin: UP Oper:
addr add 10. 1. 2.
Adm n: UP Oper:
addr add 10. 1. 2.
addr add 10. 1. 2.

uP
3/ 24
urP
3/ 24
3/ 24
uP
3/ 24
urP
3/ 24
3/ 24
uP
3/ 24
uP
3/ 24
3/ 24
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This command limits the display of MPLS routing-related information to specific prefixes.

MPLS RSVP debug commands

This section describes the debug commands that generate MPLS RSVP information.

debug mpls rsvp

Syntax: [no] debug mpls rsvp [all | error |event | packets | session | tunnel]

® all- Displays all messages related to the MPLS RSVP module.

® error - Displays debug messages related to MPLS RSVP errors.

® event - Displays debug messages related to MPLS RSVP events. This includes those events

that are not session-specific, for example, interface up or down, IP route indication, and so on.

® packets - Displays debug messages related to MPLS RSVP packets.
® session - Displays debug messages related to a specific MPLS RSVP session.

® tunnel - Displays debug messages related to MPLS RSVP LSP interaction with other modules

as virtual interfaces.

debug mpls rsvp event

Syntax: [no] debug mpls rsvp event

This command displays information about MPLS RSVP events, as shown in the following example.

Brocade# debug npls rsvp event

RSVP: kill _tc DEL_I N_SEG Sess 0x0da02020 10. 33.33.1(2)<-10.11.11.
RSVP: ki ll _sessi on 0x0da02020 10.33.33.1(2)<-10.11.11.11

RSVP: nmake_sessi on 0x0da022f0 10.4.1.2(1)<-10.11.11.11

RSVP: make_PSB 0x0dal0Of c8 Sess 0x0da022f0 10.4.1.2(1)<-10.11.11.1
RSVP: make_PSB 0x0dal07f8 Sess 0x0da022f0 10.4.1.2(1)<-10.11.11.1
RSVP: new_tc QUERY_ROUTE Sess 0x0da022f0 10.4.1.2(1)<-10.11.11.11
RSVP: kill _tc QUERY_ROUTE Sess 0x0da022f0 10.4.1.2(1)<-10.11.11.1
rrr_query_route_rsp: inserting PSB 0x0dalOfc8 in unrouted |ist
RSVP_FRR: rrr_frr_nerge_point: Merging PSB not found.

RSVP_FRR: Path Tear on non-nerging protected LSP, PSB 0dalOf c8.
RSVP_FRR: Tear down PLR detour 0dalO7f8

RSVP: kill _PSB 0x0dal0f c8 Sess 0x0da022f0 10.4.1.2(1)<-10.11.11.1
RSVP_FRR: rrr_frr_nerge_point: Merging PSB not found.

RSVP: new_ tc DEL_I N _SEG Sess 0x0da022f0 10.4.1.2(1)<-10.11.11.11
RSVP: kill _tc DEL_I N SEG Sess 0x0da022f0 10.4.1.2(1)<-10.11.11.11
RSVP: kill _sessi on 0x0da022f0 10.4.1.2(1)<-10.11.11.11

RSVP: new_tc TI MER _POP Sess 0x0da03ad8 10.1.1.2(4)<-10.11.11.11
RSVP: kill _tc TI MER POP Sess 0x0da03ad8 10.1.1.2(4)<-10.11.11.11
RSVP: new tc Tl MER POP Sess 0x0da02e30 10.3.3.2(5)<-10.11.11.11
RSVP: kill _tc TI MER _POP Sess 0x0da02e30 10. 3.3.2(5)<-10.11.11.11
RSVP: new_tc TI MER _POP Sess 0x0da03ad8 10.1.1.2(4)<-10.11.11.11
RSVP: kill _tc TI MER POP Sess 0x0da03ad8 10.1.1.2(4)<-10.11.11.11
RSVP: new_ tc TIMER POP Sess 0x0da041e0 10.22.22.1(3)<-10.11.11.11
RSVP: kill _tc TI MER _POP Sess 0x0da041e0 10.22.22.1(3)<-10.11.11.1
RCPF RE: fec type 2(1/0) dest 10.4.1.0 nexthop 10.1.1.2: prefix len 24
dest _inet_pl 4, rt_idx 0, event 2, fec_cb 0x0d902138

RCPF RE: fec cb: ing/egress = (1/0), rt_index 0, lib_ ret 0, state 1 pend_not O

RCPF RE: fec type 2(1/0) dest 10.44.44.0 nexthop 10.1.1.2: prefix len 24
dest _inet_pl 4, rt_idx 0, event 2, fec_cb 0x0d90f5b8
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debug mpls rsvp packets

Syntax: [no] debug mpls rsvp packets [all | detail | count number| direction [send | receive] |
pkt_type [ack | all | bundle | path | patherr | resv | resverr | resvtear | summary-fresh] |
interface | sess_obj source_ip_address [destination_ip_address | p2mp-Id] tunnel_id]

This command displays MPLS RSVP packets-related information, which is further filtered by
direction, packet type, interface, and session object.

® all - Displays all messages related to MPLS RSVP packets.

® detail - Displays detailed information about MPLS RSVP packets.

® count number - Limits the display of MPLS RSVP packets to the specified number.

® direction - Displays information about MPLS RSVP packets for the specified direction.
® send - Displays information about sent MPLS RSVP packets.

® receive - Displays information about received MPLS RSVP packets.

® pkt_type - Displays information about MPLS RSVP packet types (similar to the debug rsvp
packets detail command).

® ack - Displays information about MPLS RSVP reservation request acknowledgement
messages.

® all - Turns on or off debugging of all MPLS RSVP packet types.

® bundle - Displays information about MPLS RSVP bundle messages.

® path - Displays information about MPLS RSVP path messages.

® patherr - Displays information about MPLS RSVP path error messages.

® pathtear - Displays information about MPLS RSVP path tear messages.

® resv - Displays information about MPLS RSVP reservation request messages.

® resverr - Displays information about MPLS RSVP reservation request error messages.

® resvtear - Displays information about MPLS RSVP reservation tear messages.

* summary-refresh - Displays information about MPLS RSVP summary refresh messages.
® interface - Displays RSVP packets transmitted or received on an interface.

* sess_obj source_ip_address [destination_ip_address | p2mp-Id] tunnel_id - Displays
information about the MPLS RSVP packets for the specified RSVP session object or Point to
Multipoint (P2MP) session object. RSVP session object includes source IP address, destination
IP address, and tunnel ID. P2MP session object incudes source IP address, P2MP ID, and
tunnel ID.

The debug mpls rsvp packets command output resembles the following example.

Brocade# debug npls rsvp packets

Send Path nessage: src 10.20.20.20, dst 10.100.100.100 on port 1/1
Dest 10.100.100.100, tunnelld 1, ext tunnelld 10.20.20.20

Recei ve Resv nessage: src 10.1.2.1, dst 10.1.2.2 on port 1/2

Dest 10.100.100.100, tunnelld 2, ext tunnelld 10.20.20.20

debug mpls rsvp packets detail

Syntax: [no] debug mpls rsvp packets detail

This command displays detailed information about MPLS RSVP packets. Command output
resembles the following example.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



MPLS API

Brocade# debug npls rsvp packets detai
Pat h nmessage

5

Sep 5 04:15:45 Send Path nessage: src 10.66.66. 20, dst 10. 66. 66. 40 on port

Sep 5 04:15:45 Type 1(Path) ver 1 flags 0x00 cksum Oxe9b8 ttl 254 len 196

Sep 5 04:15:45 Obj_class 1 (SESSION) ctype 7 length 16

Sep 5 04:15:45 Dest 10.40.40.40, tunnelid 1, ext tunnelid (source) 10.10.10.10
Sep 5 04:15:45 nj_class 3 (RSVP_HOP) ctype 1 length 12

Sep 5 04:15:45 Addr ess: 10.66.66.20 LI H 00000004

Sep 5 04:15:45 Obj_class 5 (TIME) ctype 1 length 8

Sep 5 04:15:45  Val ue: 30000

Sep 5 04:15:45 bj_class 20 (EXPLICIT_ROUTE) ctype 1 length 12

Sep 5 04:15:45 (#1) strict ipvd prefix, 8 bytes, 10.66.66.40/ 32

Sep 5 04:15:45 Obj_class 19 (LABEL_REQ ctype 1 length 8:

Sep 5 04:15:45 Label _request: 00000800

Sep 5 04:15:45 vj_class 207 (SESSI ON_ATTR) ctype 7 length 16

Sep 5 04:15:45 Setup_pri: O hold_pri: 0 flags: 00000044

Sep 5 04:15:45 Sessi on nane: sundeep

Sep 5 04:15:45 voj_class 11 (SENDER TEMPLATE) ctype 7 length 12:

Sep 5 04:15:45 Source 10.10.10.10, Isp_id 1

Sep 5 04:15:45 Obj_class 12 (SENDER TSPEC) ctype 2 length 36

Sep 5 04:15:45 Max rate: 1000, nmean rate: 1000, max burst: O

Path Error

Sep 5 04:28:28 Send PathErr message: src 10.11.11.20, dst 10.11.11.10 on port 1/5
Sep 5 04:28:28 Type 3(PathErr) ver 1 flags 0x00 cksum Oxa5c3 ttl 63 len 84

Sep 5 04:28:28 Obj_class 1 (SESSION) ctype 7 length 16

Sep 5 04:28:28 Dest 10.40.40.40, tunnelid 2, ext tunnelid (source) 10.10.10.10
Sep 5 04:28:28 Obj_class 6 (ERROR) ctype 1 length 12

Sep 5 04:28:28 Node: 10.11.11.20 Flags: 0x00 code: 34 value 1

Sep 5 04:28:28 nbj_class 11 (SENDER TEMPLATE) ctype 7 length 12:

Sep 5 04:28:28 Source 10.10.10.10, Isp_id 1

Sep 5 04:28:28 Obj_class 12 (SENDER TSPEC) ctype 2 length 36

Sep 5 04:28:28 Max rate: 1000, mean rate: 1000, max burst: O

debug mpls rsvp packets interface

Syntax: [no] debug mpls rsvp packets interface [all | ethernet siot/port | pos slot/port | ve index]

This command limits the display of MPLS RSVP packets to the specific interfaces.

® all- Displays all MPLS RSVP packets on all interfaces.

* ethernet slot/port - Limits the display of packets to specific Ethernet interfaces.
® pos slot/port - Limits the display of packets to specific POS interfaces.

® ve index - Limits the display of packets to specific virtual Ethernet interfaces.
Command output resembles the following example.

Brocade# debug npls rsvp packets interface al
Dec 10 01:03:26 Send Path nessage: src 10.7.7.2, dst 10.7.7.1 on port 3/1

Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 2974, ext tunnelld 10.7.7.2, Ispld 1

Dec 10 01:03:26 Send Path nmessage: src 10.7.7.2, dst 10.7.7.1 on port 2/1

Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 3634, ext tunnelld 10.7.7.2, Ispld 1

Dec 10 01:03:26 Send Path nessage: src 10.7.7.2, dst 10.7.7.1 on port 3/1

Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 2791, ext tunnelld 10.7.7.2, Ispld 1
Dec 10 01: 03:26 Receive Resv nessage: src 10.1.17.1, dst 10.1.17.2 on port 3/1
Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 1058, ext tunnelld 10.7.7.2, Ispld 1

Dec 10 01:03:26 Send Path nessage: src 10.7.7.2, dst 10.7.7.1 on port 3/1

Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 625, ext tunnelld 10.7.7.2, Ispld 1

Dec 10 01:03:26 Send Path message: src 10.7.7.2, dst 10.7.7.1 on port 3/1
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Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 775, ext tunnelld 10.7.7.2, Ispld 1
Dec 10 01:03: 26 Receive Resv nmessage: src 10.1.17.1, dst 10.1.17.2 on port 3/1
Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 825, ext tunnelld 10.7.7.2, Ispld 1
Dec 10 01:03: 26 Receive Resv nessage: src 10.1.17.1, dst 10.1.17.2 on port 3/1
Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 1554, ext tunnelld 10.7.7.2, Ispld 1
Dec 10 01:03: 26 Receive Resv nmessage: src 10.1.17.1, dst 10.1.17.2 on port 3/1
Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 939, ext tunnelld 10.7.7.2, Ispld 1
Dec 10 01:03: 26 Receive Resv nessage: src 10.1.17.1, dst 10.1.17.2 on port 3/1
Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 2646, ext tunnelld 10.7.7.2, Ispld 1
Dec 10 01:03: 26 Receive Resv nmessage: src 10.1.17.1, dst 10.1.17.2 on port 3/1
Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 3183, ext tunnelld 10.7.7.2, Ispld 1
Dec 10 01:03: 26 Receive Resv nessage: src 10.1.17.1, dst 10.1.17.2 on port 3/1
Dec 10 01:03:26 Dest 10.7.7.1, tunnelld 3297, ext tunnelld 10.7.7.2, Ispld 1

debug mpls rsvp packets sess_obj

Syntax: [no] debug mpls rsvp packets sess_obj source_ip_address [destination_ip_address |
p2mp-Id] tunnel_id

® source_ip_address - Specifies the source IP address.
® (destination_ip_address - Specifies the destination IP address.

®* p2mp-Id - Specifies the P2MP ID in decimal or IP address format. This variable is applicable to
P2MP LSPs only and can be used to filter the debug tracing based on P2MP session object.

® tunnel_id - Specifies the tunnel ID.

This command displays information about the MPLS RSVP packets for the specified RSVP session
object or Point to Multipoint (P2MP) session object. RSVP session object includes source IP
address, destination IP address, and tunnel ID. P2MP session object incudes source IP address,
P2MP ID, and tunnel ID. A command output such as the following is displayed when a RSVP packet
matching the session object filter is received.

Brocade# debug npls rsvp packets sess_obj 10.0.0.1 10.1.1.1 1
Jun 1 10:30:36.008 Send Path nessage: src 10.0.0.1, dst 10.0.0.2 on port 4/12

Jun 1 10:30:36.008 Type 1(Path) ver 1 flags 0x00 cksum OxbOc8 ttl 63 len 220
Jun 1 10:30:36.008 Obj_class 1 (SESSION) ctype 13 |ength 16:
Jun 1 10:30:36.008 p2npld 10.1.1.1, tunnelid 1, ext tunnelid (source) 10.0.0.2
Jun 1 10:30:36.008 Obj_class 3 (RSVP_HOP) ctype 1 length 12:
Jun 1 10:30:36.008 Address: 10.0.0.1 LIH 0000009c
Jun 1 10:30:36.008 OCbj_class 5 (TIME) ctype 1 length 8
Jun 1 10:30: 36. 008 Val ue: 30000
Jun 1 10:30:36.008 Obj_class 19 (LABEL_REQ ctype 1 length 8:
Jun 1 10:30:36.008 Label _request: 00000800
Jun 1 10:30:36.008 Cbj_class 207 (SESSION ATTR) ctype 7 length 20
Jun 1 10:30:36.008 Setup_pri: 7 hold_pri: 7 flags: 00000000
Jun 1 10:30:36.008 Sessi on nane: Sundeep-p2nmp
Jun 1 10:30:36.008 Obj_class 11 (SENDER _TEMPLATE) ctype 12 length 20:
Jun 1 10:30:36.008 Source 20.0.0.2, Isp_id 1
Jun 1 10:30:36.008 subgrpOrigld 10.0.0.2, subgrpld 1
Jun 1 10:30:36.008 Obj_class 12 (SENDER _TSPEC) ctype 2 length 36
Jun 1 10:30: 36. 008 Max rate: O, nean rate: 800, max burst: O
Jun 1 10:30: 36. 008 0x00 0x00 0x00 0x07
Jun 1 10:30: 36. 008 0x01 0x00 0x00 0x06
Jun 1 10:30: 36.008 0x7f 0x00 0x00 0x05
Jun 1 10:30:36.008 0x47 0xc3 0x50 0x00
Jun 1 10:30: 36. 008 0x00 0x00 0x00 0x00
Jun 1 10:30: 36. 008 0x00 0x00 0x00 0x00
Jun 1 10:30: 36.008 0x00 0x00 0x00 0x00
Jun 1 10:30: 36.008 0x00 0x00 0x00 0x00
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Obj _class 13

0x00
0x01
0x04
0x00
0x06
0x00
0x08
Oxf f
0Ox0a
0x00
0x02
0x85
0x00
0x86
0x00
0x87
0x00
0x88
0x00
0x05

0x00
0x80
0x00
0x00
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Oxf f
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0x80
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Obj _class 50 _
S2L dest addr 10.0.0.2

MPLS API 5

(ADSPEC) ctype 2 length 84

0x00
0x00
0x00
0x00
0x00
0x00
0x00
Oxff
0x00
0x05
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00
(s2L

Send Resv nessage:
Type 2(Resv) ver

Addr ess:

0x13
0x08
0x01
0x01
0x01
0x00
0x01
Oxf f
0x01
Oxdc
0x08
0x01
0x00
0x01
0x00
0x01
0x00
0x01
0x00
0x00

SUB LSP) ctype 1 length 8

src 10.0.0.1, dst 10.0.0.2 on port 4/11
1 flags 0x00 cksum Oxcf8a ttl 63 len 144
Ooj _class 1 (SESSION) ctype 13 |l ength 16:

p2npld 10.1.1.1,
Obj _class 3 (RSVP_HOP) ctype 1 length 12

tunnelid 1,

ext tunnelid (source) 10.0.0.2

10.0.0.1 LIH 00000000

oj _class 5 (TIME) ctype 1 length 8

Val ue

30000

Obj _class 8 (STYLE) ctype 1 length 8:

Style

SE

oj _class 9 (FLOASPEC) ctype 2 |ength 36:

Max rate:

0x00
0x05
Ox7f
0x47
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0xc3
0x00
0x00
0x00
0x00

Obj _class 10

Sour ce

subgrpOrigld 10.0.0.2

10. 0.

0x00
0x00
0x00
0x50
0x00
0x00
0x00
0x00

0, nean rate: 800,

0x07
0x06
0x05
0x00
0x00
0x00
0x00
0x00

max burst: 0

(FILTER_SPEC) ctype 12 | ength 20:

0.2,

Isp_id 1

subgrpld 1

Obj _class 16 (LABEL) ctype 1 length 8:

Label

1024

Obj _class 21 (RECORDED ROUTE) ctype 1 length 20

(#1) ipvd prefix, 8 bytes, 10.0.0.1/32, flags: 0x00000000
(#2) ipva prefix, 8 bytes, 10.0.0.2/32, flags: 0x00000000
Obj _class 50 (S2L_SUB LSP) ctype 1 length 8

S2L dest addr 10

Send ResvTear nessage
Type 6(ResvTear) ver

.0.0.2

src 10.0.0.1, dst 10.0.0.2 on port 4/11
1 flags 0x00 cksum Oxee22 ttl 63 len 80

Obj _class 1 (SESSION) ctype 13 length 16:
p2npld 10.1.1.1,
Obj _class 3 (RSVP_HOP) ctype 1 length 12
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Address: 10.0.0.1 LIH: 00000000

Ooj _class 8 (STYLE) ctype 1 length 8:

Style: SE

Obj _class 10 (FILTER_SPEC) ctype 12 |ength 20:
Source 10.0.0.2, Isp_id 1

subgrpOrigld 10.0.0.2, subgrpld 2

Obj _class 16 (LABEL) ctype 1 length 8:

Label : 1025

Obj _class 50 (S2L_SUB LSP) ctype 1 length 8
S2L dest addr 10.0.1.2

Send Pat hTear nessage: src 10.0.2.1, dst 10.0.2.2 on port 4/12

Type 5(PathTear) ver 1 flags 0x00 cksum Ox7a5f ttl 63 | en 100
Ooj _class 1 (SESSION) ctype 13 length 16:
p2npld 10.1.1.1, tunnelid 1, ext tunnelid (source) 10.0.0.2
Obj _class 3 (RSVP_HOP) ctype 1 length 12
Address: 10.0.0.1 LI H 0000009c
Obj _class 11 ( SENDER_TEMPLATE) ctype 12 | ength 20:
Source 10.0.0.2, Isp_id 1
subgrpOrigld 10.0.0.2, subgrpld 3
Obj _class 12 (SENDER_TSPEC) ctype 2 length 36
Max rate: O, nean rate: O, nax burst: O
0x00 0x00 0x00 0xO07
0x01 0x00 Ox00 0x06
0x7f 0x00 0x00 0x05
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
Obj _class 50 (S2L_SUB_LSP) ctype 1 length 8
S2L dest addr 10.0.2.2

Send Pat hErr nessage: src 10.0.0.1, dst 10.0.0.2 on port 4/11
Type 3(PathErr) ver 1 flags O0x00 cksum O0x24a0 ttl 63 len 184
Obj _class 1 (SESSION) ctype 13 |l ength 16:

p2npld 10.1.1.1, tunnelid 1, ext tunnelid (source) 10.0.0.2
Obj _class 6 (ERROR) ctype 1 length 12:
Node: 10.11.11.10 Flags: 0x00 code: 23 value O
Obj _class 11 (SENDER_TEMPLATE) ctype 12 |length 20:
Source 10.0.0.2, Isp_id 1
subgrpOrigld 10.0.0.2, subgrpld 2
Obj _class 12 (SENDER_TSPEC) ctype 2 length 36
Max rate: O, nean rate: 0, max burst: O
0x00 0x00 0x00 0x07
0x01 0x00 0x00 0x06
0x7f 0x00 Ox00 0x05
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00
Obj _class 13 (ADSPEC) ctype 2 length 84
0x00 0x00 0x00 0x13
0x01 0x80 0x00 0x08
0x04 0x00 0x00 0x01
0x00 0x00 0x00 0x00
0x06 0x00 0x00 0OxO01
0x00 0x00 0x00 0x00
0x08 0x00 0x00 0x01
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Jun 12 06:23:01. 463 0x00 0x00 0x00 0x00
Jun 12 06:23:01. 463 Ox0a 0x00 0x00 0x01
Jun 12 06:23:01. 463 0x00 0x00 0x05 Oxdc
Jun 12 06:23:01. 463 0x02 0x80 0x00 0x08
Jun 12 06:23:01. 463 0x85 0x00 0x00 0x01
Jun 12 06:23:01. 463 0x00 0x00 0x00 0x00
Jun 12 06:23:01. 463 0x86 0x00 0x00 0x01
Jun 12 06:23:01. 463 0x00 0x00 0x00 0x00
Jun 12 06:23:01. 463 0x87 0x00 0x00 0x01
Jun 12 06:23:01. 463 0x00 0x00 0x00 0x00
Jun 12 06:23:01. 463 0x88 0x00 0x00 0x01
Jun 12 06:23:01. 463 0x00 0x00 0x00 0x00
Jun 12 06:23:01. 463 0x05 0x80 0x00 0x00

MPLS API

Jun 12 06:23:01.463 Obj class 50 (S2L_SUB LSP) ctype 1 length 8

Jun 12 06: 23: 01. 463 S2L dest addr 10.0. 1.2

debug mpls rsvp session

Syntax: [no] debug mpls rsvp session [all | detail | Isp]

This command displays MPLS RSVP session-related information.

® all - Displays all messages related to a MPLS RSVP session.

® (detail - Displays messages related to a MPLS RSVP session in a detailed version.

® |[sp - Limits the display of a MPLS RSVP session to specific LSPs.

Command output resembles the following example.

Brocade# debug npls rsvp session

Processi ng i nput queue event "RSVP_pkt" for SESS(10.100.

/ 1/ 10. 20. 20. 20) Destp 0X142ED82C

Processing i nput queue event "Path_refresh_tnr_exp" for

.100. 100. 100/ 1/ 10. 20. 20. 20) Destp 0X142ED82C

Processing i nput queue event "Path_refresh_tnr_exp" for

. 100. 100. 100/ 2/ 10. 20. 20. 20) Destp 0X142ECC80

Processing i nput queue event "Resv_refresh_tnr_exp" for

. 100. 100. 100/ 2/ 10. 20. 20. 20) Destp 0X142ECC80

Processi ng i nput queue event "RSVP_pkt" for SESS(10.100.

/ 1/ 10. 20. 20. 20) Destp 0X142ED82C

Processing i nput queue event "Resv_refresh_tnr_exp" for

.100. 100. 100/ 1/ 10. 20. 20. 20) Destp 0X142ED82C

Processi ng i nput queue event "RSVP_pkt" for SESS(10.100.

/2/10. 20. 20. 20) Destp 0X142ECC80

Processing i nput queue event "Path_refresh_tnr_exp" for

.100. 100. 100/ 1/ 10. 20. 20. 20) Destp 0X142ED82C

Processing i nput queue event "Resv_refresh_tnr_exp" for

. 100. 100. 100/ 2/ 10. 20. 20. 20) Destp 0X142ECC80

Processi ng i nput queue event "RSVP_pkt" for SESS(10.100.

/1/10. 20. 20. 20) Destp 0X142ED82C

Processing i nput queue event "Path_refresh_tnr_exp" for

. 100. 100. 100/ 2/ 10. 20. 20. 20) Destp 0X142ECC80

Processing i nput queue event "Path_refresh_tnr_exp" for

.100. 100. 100/ 1/ 10. 20. 20. 20) Destp 0X142ED82C

Processing i nput queue event "Resv_refresh_tnr_exp" for

. 100. 100. 100/ 2/ 10. 20. 20. 20) Destp 0X142ECC80

Processi ng i nput queue event "RSVP_pkt" for SESS(10.100.

/1/10. 20. 20. 20) Destp 0X142ED82C

Processing i nput queue event "Resv_refresh_tnr_exp" for

. 100. 100. 100/ 1/ 10. 20. 20. 20) Destp 0X142ED82C

Processi ng i nput queue event "RSVP_pkt" for SESS(10.100.
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/2/10. 20. 20. 20) Destp 0X142ECC80
Processi ng i nput queue event "Path_refresh_tm _exp" for SESS(10
. 100. 100. 100/ 2/ 10. 20. 20. 20) Destp 0X142ECC80

debug mpls rsvp session Isp

Syntax: [no] debug mpls rsvp session Isp [name name| sess_obj source_ip_address
[destination_ip_address | p2mp-Id] tunnel_id]

®* name name - Displays RSVP session information for the specified LSP name.

® sess_obj - Displays RSVP session information for the specified RSVP session object or P2MP
session object. RSVP session object includes source IP address, destination IP address, and
tunnel ID. P2MP session object incudes source IP address, P2MP ID, and tunnel ID.

- source_ip_address - Specifies the source IP address.
- destination_ip_address - Specifies the destination IP address.

- p2mp-Id - Specifies the P2MP ID in decimal or IP address format. This variable is
applicable to P2MP LSPs only and can be used to filter the debug tracing based on P2MP
session object.

- tunnel_id - Specifies the tunnel ID.

This command displays RSVP session information for specific LSPs. Command output resembles
the following example.

Brocade# debug npls rsvp session Isp sess_obj 10.0.0.0 10.0.0.1 100

Dec 11 20: 01:32.344 SESS(10.0.0.1/29433/10.0.0.1): Add PSB(0x0X31183BC4)
Dec 11 20:01: 32. 344 SESS(10.0.0.1/29433/10.0.0.1): path for PSB(0x0X31183BC4)
received, new ttd: 597811550, ps_tc_flags: 0X0000001C

Dec 11 20:01:32.345 RSVP: New TC action QUERY_ROUTE for
Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20:01: 32. 345 SESS(10.0.0.1/29433/10.0.0.1): Merge not possible for
protected path (in-if 148)

Dec 11 20:01:32.345 SESS(10.0.0.1/29433/10.0.0.1): Found route to dest, nhop
31.31.31.16

Dec 11 20:01: 32. 345 SESS(10.0.0.1/29433/10.0.0.1): Merge not possible for
protected path (in-if 148)

Dec 11 20:01:32.345 SESS(10.0.0.1/29433/10.0.0.1): TC acti on( QUJERY_RCQUTE)
finished

Dec 11 20:01: 32.345 RSVP: Free TC action QUERY_ROUTE for
Sess(10.0.0.1/29433/10.0.0.1), destp 0xOX2E779B14

Dec 11 20:01:32.345 RSVP: New TC action LDB_RESERVE for
Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20:01:32.345 SESS(10.0.0.1/29433/10.0.0.1): refresh PSB(0x0X31183BC4)
Dec 11 20:01:32.345 SESS(10.0.0.1/29433/10.0.0.1): Tx PATH to 10.31.31.16
Dec 11 20:01:32.345 SESS(10.0.0.1/29433/10.0.0.1): RSVP->LMGR(Reserve) sent,
PSB( 0x0X31183BC4)

Dec 11 20:01: 32. 345 Lsp/ Grp 0x0X00000000( 2) / 0x0X00000000(2), Csg/ Gp
0x0X00000000( 0) / 0x0X00000000( 0)

Dec 11 20:01: 32. 345 | sg/ G p 0x0X00000000( 2) / 0x0X00000000(2), XC
0x0X00000000(0), TCSBP 0x0X00000000

Dec 11 20:01:32.345 SESS(10.0.0.1/29433/10.0.0.1): TC action(LDB_RESERVE)
deferred

Dec 11 20: 01:32.346 SESS(10.0.0.1/29433/10.0.0.1), LMER->RSVP(Reserve) finished:
PSB 0x0X31183BC4

Dec 11 20:01: 32. 346 Lsp/ Grp 0x0X00998001(2)/0x0X00990001(2), Csg/ Gp
0x0X00000000( 0) / 0x0X00000000( 0)

Dec 11 20:01: 32. 346 | sg/ G p 0x0X008B4001(2)/0x0X008AC001(2), XC
0x0X00000000(0), TCSBP 0x0X00000000
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Dec 11 20:01:32.346 RSVP: Free TC action LDB_RESERVE for
Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20: 01:32.346 Processing input queue event "RSVP_pkt" for

SESS(10. 0. 0. 1/29433/10.0.0.1) Destp OX2E779B14

Dec 11 20:01:32.347 SESS(10.0.0.1/29433/10.0.0.1): Add PSB(0x0X311833C8)
Dec 11 20: 01:32.347 SESS(10.0.0.1/29433/10.0.0.1): path for PSB(0x0X311833C8)
received, new ttd: 597811550, ps_tc_flags: 0X0000001C

Dec 11 20:01:32.347 RSVP: New TC action QUERY_ROUTE for
Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20: 01:32.347 SESS(10.0.0.1/29433/10.0.0.1): Merge not possible for
protected path (in-if 148)

Dec 11 20:01:32.347 SESS(10.0.0.1/29433/10.0.0.1): Found route to dest, nhop
31.31.31.16

Dec 11 20: 01:32.347 SESS(10.0.0.1/29433/10.0.0.1): Merge not possible for
protected path (in-if 148)

Dec 11 20:01:32.347 SESS(10.0.0.1/29433/10.0.0.1): TC acti on( QJERY_ROUTE)
finished

Dec 11 20: 01:32.347 RSVP: Free TC acti on QUERY_ROUTE f or

Sess(10. 0. 0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20:01:32.347 RSVP: New TC action LDB_RESERVE for
Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20: 01:32.347 SESS(10.0.0.1/29433/10.0.0.1): refresh PSB(0x0X311833C8)
Dec 11 20:01:32. 347 SESS(10.0.0.1/29433/10.0.0.1): Tx PATH to 10.31.31.16
Dec 11 20:01:32.347 SESS(10.0.0.1/29433/10.0.0.1): RSVP->LMGR(Reserve) sent,
PSB(0x0X311833C8)

Dec 11 20:01: 32. 347 Lsp/ G p 0x0X00998001(1)/0x0X00990001(1), Osg/ G p

0x0X00000000( 0) / 0x0X00000000( 0)

Dec 11 20:

01:32.347 1sg/ Grp 0x0X00000000(2)/ 0x0X00000000(2), XC

0x0X00000000( 0), TCSBP 0x0X00000000

Dec 11 20:
deferred
Dec 11 20:

01: 32. 347 SESS(10.0.0.1/29433/10.0.0.1): TC-action(LDB_RESERVE)

01: 32. 348 SESS(10.0.0.1/29433/10.0.0.1), LMSR >RSVP(Reserve) finished:

PSB 0x0X311833C8

Dec 11 20:

01:32.348 Lsp/ Grp 0x0X00998001( 1)/ 0x0X00990001(1), Osg/ G p

0x0X00000000( 0) / 0x0X00000000( 0)

Dec 11 20:

01:32.348 1sg/ Grp 0xOX008B0O001(2)/0x0OX008ACO01(1), XC

0x0X00000000( 0), TCSBP 0x0X00000000

Dec 11 20: 01:32.348 RSVP: Free TC action LDB_RESERVE f or

Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20:01: 32.348 Processing i nput queue event "RSVP_pkt" for

SESS(10. 0. 0.1/29433/10.0.0.1) Destp OX2E779B14

Dec 11 20: 01:32.348 SESS(10.0.0.1/29433/10.0.0.1): Add PSB(0x0X31182BCC)

Dec 11 20: 01:32.348 SESS(10.0.0.1/29433/10.0.0.1): path for PSB(0x0X31182BCC)

received, new ttd: 597811550, ps_tc_flags: 0X0000001C

Dec 11 20:01:32.348 RSVP: New TC action QUERY_ROUTE for

Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20:01: 32. 348 SESS(10.0.0.1/29433/10.0.0.1): Merge not possible for

protected path (in-if 148)

Dec 11 20:01:32.348 SESS(10.0.0.1/29433/10.0.0.1): Found route to dest, nhop

31.31.31.16

Dec 11 20:01: 32. 348 SESS(10.0.0.1/29433/10.0.0.1): Merge not possible for

protected path (in-if 148)

Dec 11 20: 01:32.348 SESS(10.0.0.1/29433/10.0.0.1): TC acti on( QUERY_RQUTE)

finished

Dec 11 20:01: 32.348 RSVP: Free TC action QUERY_ROUTE for

Sess(10. 0. 0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20:01:32.348 RSVP: New TC action LDB _RESERVE for

Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20:01:32.349 SESS(10.0.0.1/29433/10.0.0.1): refresh PSB(0x0X31182BCC)

Dec 11 20:01:32.349 SESS(10.0.0.1/29433/10.0.0.1): Tx PATH to 10.31.31.16
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Dec 11 20:01:32.349 SESS(10.0.0.1/29433/10.0.0.1): RSVP->LMGR(Reserve) sent,
PSB( 0x0X31182BCC)

Dec 11 20:01:32.349 Lsp/ Grp 0x0X00998001( 1)/ 0x0X00990001(1), Csg/ G p
0x0X00000000( 0) / 0x0X00000000( 0)

Dec 11 20:01:32. 349 | sg/ G p 0x0X00000000( 2) / 0x0X00000000(2), XC
0x0X00000000(0), TCSBP 0x0X00000000

Dec 11 20:01:32.349 SESS(10.0.0.1/29433/10.0.0.1): TC- action(LDB_RESERVE)
deferred

Dec 11 20: 01:32.349 SESS(10.0.0.1/29433/10.0.0.1), LMER->RSVP(Reserve) finished:
PSB 0x0X31182BCC

Dec 11 20:01:32.349 Lsp/ Grp 0x0X00998001( 1)/ 0x0X00990001(1), Csg/Gp
0x0X00000000( 0) / 0x0X00000000( 0)

Dec 11 20:01:32. 349 | sg/ G p 0x0X008BC001(2)/0x0X008AC001(1), XC
0x0X00000000(0), TCSBP 0x0X00000000

Dec 11 20:01:32.349 RSVP: Free TC action LDB_RESERVE f or
Sess(10.0.0.1/29433/10.0.0.1), destp 0xOX2E779B14

Dec 11 20:01:32.479 Processing i nput queue event "RSVP_pkt" for

SESS(10. 0.0.1/29433/10.0.0.1) Destp OX2E779B14

Dec 11 20:01:32.479 SESS(10.0.0.1/29433/10.0.0.1): Rx RESV, |bl 0X00000000
Dec 11 20:01:32.479 RSVP: New TC action LDB_CONNECT for
Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20: 01:32.479 SESS(10.0.0.1/29433/10.0.0.1): RSVP->LM3R(Connect) sent,
PSB( 0x0X31183BC4)

Dec 11 20:01:32.479 Lsp/ Grp 0x0X00998001(1)/0x0X00990001(1), Osg/ G p
0x0X00000000( 2) / 0x0X00000000( 2)

Dec 11 20:01:32.479 | sg/ G p 0x0X008B4001( 1)/ 0x0X008AC001(1), XC
0x0X00000000(2), TCSBP 0Ox0X2E6CA908

Dec 11 20:01:32.479 SESS(10.0.0.1/29433/10.0.0.1): TC acti on(LDB_CONNECT)
deferred

Dec 11 20: 01:32.480 SESS(10.0.0.1/29433/10.0.0.1), LMER->RSVP(Connect) finished:
PSB 0x0X31183BC4

Dec 11 20:01: 32.480 Lsp/ Grp 0x0X00998001(1)/0x0X00990001(1), Osg/ G p
0x0X00874001( 2) / 0x0X008B8001( 2)

Dec 11 20:01:32.480 | sg/ G p 0x0X008B4001( 1)/ 0x0X008AC001(1), XC
0x0X0087C001(2), TCSBP Ox0X2E6CA908

Dec 11 20:01:32.480 RSVP: Free TC action LDB_CONNECT for
Sess(10.0.0.1/29433/10.0.0.1), destp OxOX2E779B14

Dec 11 20: 01:32.480 SESS(10.0.0.1/29433/10.0.0.1): Tx RESV, out_if 149 |bl 2356
Dec 11 20: 01:32.684 Processing input queue event "RSVP_pkt" for

SESS(10. 0. 0. 1/29433/10.0.0.1) Destp OX2E779B14

Dec 11 20:01:32.684 Processing i nput queue event "RSVP_pkt" for

SESS(10. 0.0.1/29433/10.0.0.1) Destp OX2E779B14

Dec 11 20:01:32.684 RSVP: New TC action LDB_CONNECT for
Sess(10.0.0.1/29433/10.0.0.1), destp 0xOX2E779B14

Dec 11 20: 01:32.684 SESS(10.0.0.1/29433/10.0.0.1): RSVP->LM3R(Connect) sent,
PSB( 0x0X31182BCC)

Dec 11 20:01:32.684 Lsp/ Grp 0x0X00998001( 1)/ 0x0X00990001(1), Csg/Gp
0x0X00000000( 2) / 0x0X008B8001( 1)

Dec 11 20:01: 32. 684 | sg/ G p 0x0X008BC001(1)/0x0X008AC001(1), XC
0x0X00000000(2), TCSBP 0x0X2E6CA908

Dec 11 20:01:32.684 SESS(10.0.0.1/29433/10.0.0.1): TC-acti on(LDB_CONNECT)
deferred

Dec 11 20: 01:32.685 SESS(10.0.0.1/29433/10.0.0.1), LMER->RSVP(Connect) finished:
PSB 0x0X31182BCC

Dec 11 20:01:32.685 Lsp/ Grp 0x0X00998001( 1)/ 0x0X00990001(1), Csg/ G p
0x0X009EC001( 2) / 0x0X008B8001( 1)

Dec 11 20:01: 32. 685 I sg/ G p 0x0X008BCO01( 1)/ 0x0X008AC001(1), XC
0x0X00A08001(2), TCSBP 0x0X2E6CA908

Dec 11 20:01:32.685 RSVP: Free TC action LDB_CONNECT f or

Sess(10. 0. 0.1/29433/10.0.0.1), destp OxOX2E779B14
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Dec 11 20:01:32.685 SESS(10.0.0.1/29433/10.0.0.1): Tx RESV, out_if 149 | bl 2356
Dec 11 20:01:35.281 Processing i nput queue event "RSVP_pkt" for

SESS(10. 0. 0. 1/ 29433/ 10. 0. 0. 1) Destp 0X2E779B14

Dec 11 20:01:35.281 SESS(10.0.0.1/29433/10.0.0.1): path for PSB(0x0X31183BC4)
received, new ttd: 597814450, ps_tc_flags: 0X00000020

Dec 11 20:01:35.281 Processing i nput queue event "RSVP_pkt" for

SESS(10. 0. 0. 1/ 29433/ 10. 0. 0. 1) Destp 0X2E779B14

Dec 11 20:01:35.281 SESS(10.0.0.1/29433/10.0.0.1): path for PSB(0x0X311833C8)
received, new ttd: 597814450, ps_tc_flags: 0X00000020

Dec 11 20:01:35.282 Processing i nput queue event "RSVP_pkt" for

SESS(10. 0. 0. 1/ 29433/ 10. 0. 0. 1) Destp 0X2E779B14

Dec 11 20:01:35.282 SESS(10.0.0.1/29433/10.0.0.1): path for PSB(0x0X31182BCC)
received, new ttd: 597814450, ps_tc_flags: 0X00000020

Dec 11 20:01:36.483 SESS(10.0.0.1/29433/10.0.0.1): PSB(0x0X31183BC4), srefresh

send path
Dec 11 20:01: 36.483 SESS(10.0.0.1/29433/10.0.0.1): PSB(0x0X311833C8), srefresh
send path
Dec 11 20:01: 36.483 SESS(10.0.0.1/29433/10.0.0.1): PSB(0x0X31182BCC), srefresh
send path

Dec 11 20:01: 36.483 Processing i nput queue event "C ean_path_state_tnr_exp" for
SESS(10. 0. 0. 1/ 29433/ 10. 0. 0. 1) Destp 0X2E779B14

Dec 11 20:01: 36.483 Processing i nput queue event "C ean_path_state_tnr_exp" for
SESS(10. 0. 0. 1/ 29433/ 10. 0. 0. 1) Destp 0X2E779B14

Dec 11 20:01: 36.483 Processing i nput queue event "C ean_path_state_tnr_exp" for
SESS(10. 0. 0. 1/ 29433/ 10. 0. 0. 1) Destp 0X2E779B14

Dec 11 20:01:38.278 SESS(10.0.0.1/29433/10.0.0.1): srefresh receive resv,

RSB( 0xOX2E70D0C0), new ttd: 151, fsh_idx: O

debug mpls rsvp tunnel

Syntax: [no] debug mpls rsvp tunnel [all | detail | Isp]
This command displays MPLS RSVP LSP tunnel interface-related information.

® all - Displays all messages related to a MPLS RSVP tunnel.

® (detail - Displays detailed information about RSVP tunnel state transitions for all tunnels and
their retries whenever the retry timer is expired.

® |[sp - Displays RSVP tunnel information to specific LSPs.
Command output resembles the following example.

Brocade# debug npls rsvp tunnel

MPLS: TNNL(test1): try signal LSP

MPLS: TNNL(test1): event = 2(ENABLE CSPF_CK), change from state 3(PATH_SENT) to
2( ROUTE_FOUND)

MPLS: TNNL(test1): event = 31(SENT_PATH), change from state 2(ROUTE_FOUND) to
3( PATH_SENT)

RSVP_TNNL(test1): Update tunnel _vif_index 2

RSVP_TNNL(test1l): Update tunnel oper old 0, new 1

MPLS: TNNL(testl1): tnl 2 goes up

MPLS: TNNL(testl1): prinmary(current instance), path pathl up

MPLS: TNNL(test1): activate primary

MPLS: TNNL(test1): tnl 2 added to npls route table and indicated to application
MPLS: TNNL(testl1): notify IPwith vif 2 UP notification

debug mpls rsvp tunnel Isp

Syntax: [no] debug mpls rsvp tunnel Isp [name name| sess_obj source_ip_address
destination_ip_address tunnel_id]
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This command displays RSVP tunnel information for specific LSPs.

®* name name - Limits the display of information to debug messages for the specified LSP name.

® sess_obj source_ip_address destination_ip_address tunnel_id - Limits the display of
information to debug messages for the specified LSP session object, which includes source IP
address, destination IP address, and tunnel ID.

Command output resembles the following example.

Brocade# debug nmpls rsvp tunnel |sp name PE3
Br ocade# debug npls
Brocade# clear npls |Isp PE3
Di sconnecting signal ed LSP PE3
Dec 10 01:17:49 MPLS: TNNL(PE3): tnl 1 deleted fromnpls route table and indicated
to application
Dec 10 01:17:49 MPLS: TNNL(PE3): possible delete LP with tunnel vif 1 using vif
i ndex 1
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM
old_st Pri(active), Sec(down), Det(up)
evt FRR_FWD_EVT_PRI _DE_ACT
new st Pri(up), Sec(down), Det(up)
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM action_none
Dec 10 01:17:49 RSVP_TNNL(PE3): delete fromLP with tunnel vif 1 using vif index 1
Dec 10 01:17:49 RSVP TNNL(PE3): Update tunnel _vif_index 1
Dec 10 01:17:49 RSVP_TNNL(PE3): Update tunnel oper old 1, new O
Dec 10 01:17:49 MPLS: TNNL: tnl 1 goes down
Dec 10 01:17:49 MPLS: TNNL(PE3): prinmary down
Dec 10 01:17:49 MPLS: TNNL(PE3): event = 21( DOM_REROUTE_OR NO CSPF), change from
state 3(PATH_SENT) to 2( ROUTE_FOUND)
Dec 10 01:17:49 MPLS: TNNL(PE3): tnl 1 deleted fromnpls route table and indicated
to application
Dec 10 01:17:49 MPLS: TNNL(PE3): suppress vif 1 DOM notification
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM
old_st Pri(up), Sec(down), Det(up)
evt FRR_FWD EVT_FAULT_ON_FRR
new st Pri(down), Sec(down), Det(down)
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM action_none
Dec 10 01:17:49 MPLS: TNNL(PE3, detour): event = 41( RX_PATHERR), change fromstate
3( PATH_SENT) to 4(PATH_ERROR)
Dec 10 01:17:49 MPLS: TNNL(PE3, detour): change fromstate 3(ENABLE CSPF_FAIL) to
O(INI'T)
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM
old_st Pri(down), Sec(down), Det(down)
evt FRR_FWD_EVT_FAULT_DET
new_ st Pri(down), Sec(down), Det(down)
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM action_none
Dec 10 01:17:49 MPLS: TNNL(PE3, detour): change from state O(UNKNOM_EVT) to
O(INI'T)
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM
old_st Pri(down), Sec(down), Det(down)
evt FRR_FWD _EVT_FAULT_DET
new st Pri(down), Sec(down), Det(down)
Dec 10 01:17:49 MPLS: TNNL(PE3): FRR_FWD_FSM action_none
Connecting signal ed LSP PE3
Dec 10 01:17:49 MPLS: TNNL(PE3): try signal LSP
Dec 10 01:17:49 MPLS: TNNL(PE3): event = 31(SENT_PATH), change from state
2( ROUTE_FOUND) to 3(PATH_SENT)
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MPLS label manager debug commands

This section describes the debug commands that generate MPLS label manager information.
debug mpls Imgr

Syntax: [no] debug mpls Imgr [all | error | Idp | rsvp]
This command displays label manager-related information.

® all- Displays all the debug messages related to label manager.
® error - Displays label manager-related error messages.

® |dp - Displays label manager information for LDP.

® rsvp - Displays label manager information for RSVP.

Command output resembles the following example.

Brocade# debug npls | ngr

LMGR 1 sent LSI_COMMON LSP_XC SESSI ON (10.100.100.100, 0X0007, 10.20.20.20) LSP
(0X0001, 10.20.20.20), ref_flags (2,4,0,0,2,0,0), update_flags 0X00000011

| spxc_fl ags 0X00000000, rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags
0X00000000, in_seg_index 0, xc_index 5, out_seg_index O

LMGR 1 rcvd LSI_COMMON LSP_XC SESSI ON (10. 100.100. 100, 0X0007, 10.20.20.20) LSP
(0X0001, 10.20.20.20), ref_flags (2,4,0,0,2,0,0), update_flags 0X00000011

| spxc_fl ags 0X00000000, rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags
0X00000000, rc 1, in_seg_index 0, xc_index 5, out_seg_index O.

LMGR 1 sent LSI_COMMON LSP_XC SESSI ON (10.100.100.100, 0X0007, 10.20.20.20) LSP
(0X0001, 10.20.20.20), ref_flags (1,4,2,2,1,0,2), update_flags 0X0000004C,

| spxc_fl ags 0X00000000, rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags
0X00000000, in_seg_index 0, xc_index 5, out_seg_index 4.

LMEGR 1 rcvd LSI_COMMON LSP_XC SESSI ON (10. 100.100. 100, 0X0007, 10.20.20.20) LSP
(0X0001, 10.20.20.20), ref_flags (1,4,2,2,1,0,2), update_flags 0X0000004C,

| spxc_fl ags 0X00000000, rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags
0X00000000, rc 1, in_seg_index 0, xc_index 5, out_seg_index 4.

debug mpls Imgr rsvp

Syntax: [no] debug mpls Imgr rsvp [all | Isp [name name | sess_obj source_ip_address
destination_ip_address tunnel_id]]

This command displays label manager information for RSVP.

* all - Displays all debug messages related to label manager for RSVP.
® |Isp - Displays label manager information for RSVP for specific LSPs.
® name name - Limits the display of information to debug messages for the specified LSP name.

® sess_obj source_ip_address destination_ip_address tunnel_id - Limits the display of
information to debug messages for the specified LSP session object, which includes source IP
address, destination IP address, and tunnel ID.

Command output resembles the following example.

Brocade# debug nmpls Inmgr rsvp all

Brocade# clear npls |sp PE3

Di sconnecti ng signal ed LSP PE3

Connecting signal ed LSP PE3

Dec 10 01:20: 04 LMGR 1 sent LSI_COMMON _LSP_XC SESSI ON (10.7.7.3, 0X1E24, 10.7.7.2)
LSP (0X0001, 10.7.7.2),

ref flags (2,4,0,0,2,0,0), update_flags 0X00000011, |spxc_flags 0X00000000,
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rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags 0X00000000,

in_seg_index 0, xc_index 4251, out_seg_index O.

Dec 10 01:20: 04 LMER 1 rcvd LSI _COMMON_LSP_XC SESSI ON (10.7.7.3, 0X1E24, 10.7.7.2)
LSP (0X0001, 10.7.7.2),

ref _flags (2,4,0,0,2,0,0), update_flags 0X00000011, |spxc_flags 0X00000000,
rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags 0X00000000, rc 1

in_seg_index 0, xc_index 4251, out_seg_i ndex O.

Dec 10 01:20: 04 LM3R 1 sent LS| _COMMON LSP_XC SESSI ON (10.7.7.3, O0X1E24, 10.7.7.2)
LSP (0X0001, 10.7.7.2),

ref _flags (1,4,2,2,1,0,2), update_flags 0X0000004C, |spxc_flags 0X00000000,
rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags 0X00000000,

in_seg_index 0, xc_index 4251, out_seg_index 4071.

Dec 10 01:20:04 LMGR 1 rcvd LSI_COMMON_LSP_XC SESSI ON (10.7.7.3, 0X1E24, 10.7.7.2)
LSP (0X0001, 10.7.7.2),

ref_flags (1,4,2,2,1,0,2), update_flags 0X0000004C, |spxc_flags 0X00000000,
rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags 0X00000000, rc 1

in_seg_index 0, xc_index 4251, out_seg_i ndex 4071.

Dec 10 01:20: 04 LMGR 1 sent LSI_COVMON _LSP_XC SESSI ON (10.7.7.3, 0X1E24, 10.7.7.2)
LSP (0X0001, 10.7.7.2),

ref flags (1,4,2,2,1,0,2), update_flags 0X0000004C, |spxc_flags 0X0000000C,
rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags 0X00000000,

in_seg_index 0, xc_index 4251, out_seg_i ndex 4072.

Dec 10 01:20: 04 LMER 1 rcvd LSI _COMMON_LSP_XC SESSI ON (10.7.7.3, 0X1E24, 10.7.7.2)
LSP (0X0001, 10.7.7.2),

ref _flags (1,4,2,2,1,0,2), update_flags 0X0000004C, |spxc_flags 0X0000000C,
rvs_ref flags (0,0,0,0,0,0,0), rvs_update_flags 0X00000000, rc 1

in_seg_index 0, xc_index 4251, out_seg_i ndex 4072.

VLL debug commands
This section describes the debug commands that generate VLL information.

debug vll

Syntax: [no] debug vil [events | fsm | ipc]

® events - Displays debugging information related to VLL events such as tunnel change, and
bitmap change for syslogs.

* fsm - Displays debugging information related to all VLL Finite State Machines (FSMs).

® ipc - Displays debugging information related to Interprocess Communication (IPC) messages
sent to the LP.

Command output resembles the following example.

Brocade# debug vll fsm
MPLS: VLL FSMFinite State Machi ne) debugging is on
Brocade# debug vl events
MPLS: VLL Events debugging is on
Brocade# debug vll ipc
MPLS: VLL | PC debugging is on
Brocade(config)# router npls
Brocade(config-mpls)# no vlil nct-vil-11
Nov 21 02:42:51 VLL EVENTS: Unconfigured VLL 1 in Tagged-node(defaul t - node)
Nov 21 02:42:51 VLL_MCT_SYNC MSG VG ID: 1 Send sync nessage (Type: [VLL
deletion]) is Success (err = 0)
Nov 21 02:42:51 VLL EVENTS: Sending VC withdrawal for VLL 1, vll-index 0, pwindex
0x00000003
Nov 21 02:42:51 VLL EVENTS: Bitmap Event vll-index 0, mn-index 0, max-index O
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Nov 21 02:42:51 VLL EVENTS: Bitnmap event is DOW, m n-index 0, nmax-index O

Nov 21 02:42:51 VLL EVENTS: Final |ndex min_index O, max-index O

Nov 21 02:42:51 VLL IPC. Sending IPCto LP as VLL 1 changed to non-operationa
with config-deletion

Nov 21 02:42:51 VLL DY-SYNC. Trunk Qutbound - vll_name = nct-vll-1, vll_id =1,
vlil_port = 96, vlian_id = 401

Nov 21 02:42:51 VLL DY-SYNC. Peer 10.0.0.3, renote_vc = 798761, tunnel _| abel = 0,
nmode TAGGED- MODE, action DELETE, PWrole Active, MCT_role Active, MCT_ID = 1,
MCT_Client _ID =3

Nov 21 02:42:51 VLL DY-SYNC: vIl_id = 1, vclabel = 798761, Peer 10.0.0.3, action
DELETE, PWrol e Spoke, Forward_type PE to_DROP, MCT_ID =1, MCT_Cient_ID = 3
Nov 21 02:42:51 VLL DY-SYNC. vll| _id = 1, vclabel = 798773, Peer 10.0.0.1, action
ADD, PWrole Standby, Forward_type PE to DROP, MCT_ID =1, MCT_Cient_ID = 3

Nov 21 02:42:51 VLL DY-SYNC: vIl_id = 1, vclabel = 798774, Peer 10.0.0.2, action
ADD, PWrole Active, Forward_type PE_ to EP, MCT_ID =1, MCT_Cient_ID = 3

Nov 21 02:42:51 VLL _Peer FSM VC-ID: 1, Peer: 10.0.0.3

[Operational] -> [Waiting for VC Wthdraw] (Event: [Peer delete])

Nov 21 02:42:51 VLL EVENTS: Bitnap event is DOMW, nmin-index 0, nmax-index O

Nov 21 02:42:51 VLL EVENTS: Final |ndex min_index O, max-index O

Nov 21 02:42:51 VLL_MCT_FSM VC-ID: 1

[Active] -> [None] (Event: [None])

Nov 21 02:42:51 VLL EVENTS: Sending VC withdrawal for VLL 1, vll-index O, pw i ndex
0x00000001

Nov 21 02:42:51 VLL EVENTS: Bitmap Event vll-index 0, mn-index 0, max-index O
Nov 21 02:42:51 VLL EVENTS: Bitnmap event is DOW, m n-index 0, nax-index O

Nov 21 02:42:51 VLL EVENTS: Final |ndex min_index 0, max-index O

Nov 21 02:42:51 VLL IPC. Sending IPCto LP as VLL 1 changed to non-operationa
state

Nov 21 02:42:51 VLL DY-SYNC: Trunk Qutbound - vll_name = nct-vll-1, vll_id =1,
vll_port = 96, vlan_id = 401

(output edited for brevity)

Nov 21 02:42:51 VLL EVENTS: VLL VC ID 5 for Peer 10.0.0.3: current tnnl

2160, new tnnl = 2157
Nov 21 02:42:51 VLL EVENTS: VLL VC ID 4 for Peer 10.0.0.3: current tnnl =
2160, new tnnl = 2157
Nov 21 02:42:51 VLL EVENTS: VLL VC ID 20 for Peer 10.0.0.3: <current tnnl =
2160, new tnnl = 2157
Nov 21 02:42:51 VLL EVENTS: VLL VC ID 19 for Peer 10.0.0.3: «current tnnl =

2157, new tnnl = 2157
Nov 21 02:42:51 VLL EVENTS : ** End peer 10.0.0.3

Brocade(config-nmpls)# vlil nct-vlil-1 1

Nov 21 02:43:16 VLL EVENTS: VLL ID 1 has allocated vll-index O

Nov 21 02:43:16 VLL EVENTS: Configured VLL 1 in Tagged- node(def aul t - node)
Brocade(config-nmpls-vll-nct-vll-1)# vll-peer 10.0.0.1 10.0.0.2
Brocade(config-nmpls-vll-nct-vll-1)# vlan 401
Brocade(config-nmpls-vll-nct-vll-1-vlan-401)# tagged e 3/1

Nov 21 02:43:27 VLL IPC. Sending IPCto LP for VLL 1 to programthe drop cam
Nov 21 02:43:27 VLL DY-SYNC. Trunk Qutbound - vll_name = nct-vll-1, vll_id = 1,
vll_port = 96, vlan_id = 401

Nov 21 02:43:27 VLL DY-SYNC. Peer 0.0.0.0, renpte_vc = 0, tunnel _|abel = 0, node
TAGGED- MODE, action UPDATE, PWrole Active, MCT_role None, MCT_ID = O,

MCT _Client _ID =0

(output edited for brevity)
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Nov 21 02:43:27 VLL_MCT_SYNC MSG VC-ID: 1 Received sync nessage (Type: [MCT
status])

Nov 21 02:43:27 VLL_MCT_SYNC MsG VC-I1D: 1 Send sync nessage (Type: [MCT status])
is Success (err = 0)

Nov 21 02:43:27 VLL_MCT_SYNC MSG VC-ID: 5 Send sync nessage (Type: [MCT status])
is Success (err = 0)

Nov 21 02:43:27 VLL_MCT_SYNC MSG VC-I1D: 5 Received sync nessage (Type: [MCT
status])

Nov 21 02:43:27 VLL_MCT_SYNC MSG VC-ID: 1 Received sync nessage (Type: [MCT
status])

Nov 21 02:43:27 VLL_MCT_SYNC MSG VC-I1D: 5 Received sync nessage (Type: [MCT
status])

Nov 21 02:43:27 VLL_MCT_SYNC MSG VC-ID: 1 Received sync nessage (Type: [MCT
status])

debug vli-local

Syntax: [no] debug vll-local

This command displays information about activity in local Virtual Lease Line (VLL-Local)
configurations. In the following example, VLL-local 10 is turned off, and then turned on again. With
debug vll-local enabled, the activity around this event is displayed.

Brocade# debug vl -1l ocal
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC: nane = 10, vl
portl = 65535, vlian_idl =1 cosl =0
tport2 = 23, vlan_id2 = 501, cos2 = 0 state = 0
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC: 0x029a6862 1 102
DEBUG VLL LOCAL : state change: name = 10, vll _local _id = 10, state = 0 ol dState
=1
DEBUG VLL LOCAL : MP_VLL LOCAL_DY SYNC: name = 10, vll local id = 10
:portl = 65535, vlian_idl =1 cosl =0
:port2 = 65535, vlan_id2 = 501, cos2 = 0 state = 0
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC: 0x029a6862 2 184
DEBUG VLL LOCAL : state change: name = 10, vll _local _id = 10, state = 0 ol dState
=0
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC: nanme = 10, vll _local _id = 10
cportl = 65535, vlian_idl =1 cosl =0
rport2 = 65535, vlan_id2 = 501, cos2 = 0 state = 0
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC: 0x029a6862 3 266

| local_id = 10

Brocade(config-npl s)#vll-1ocal 10
DEBUG VLL LOCAL : MP_VLL LOCAL DY SYNC: name = 10, vll local id = 1
:portl = 65535, vlian_idl =1 cosl =0
;port2 = 65535, vlan_id2 =1, cos2 = 0 state = 0
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC: 0x0299f862 1 102
DEBUG VLL LOCAL : state change: name = 10, vll _local _id =1, state = 0 oldState
0

Brocade(config-nmpls-vll-10-10)# vlan 501
Brocade(config-npls-vll-1o-10-vlan)#tag e 1/4
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC. nane = 10, vll _local id =1

cportl 3, vlan_idl = 501 cosl =0

iport2 65535, vlan_id2 =1, cos2 = 0 state =0
DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC:. 0x0299f862 2 184
DEBUG VLL LOCAL : state change: name = 10, vll local _id =1, state = 0 oldState
0
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Brocade(config-nmpls-vll-10-10-if-e-1/4)#tag e 2/4

DEBUG VLL LOCAL : MP_VLL_LOCAL DY SYNC: name = 10, vll local id = 1
:portl = 3, vlian_idl = 501 cosl =0

cport2 = 23, vlan_id2 = 501, cos2 = 0 state = 0

DEBUG VLL LOCAL : MP_VLL_LOCAL_DY_SYNC: 0x0298d062 1 102

5

DEBUG VLL LOCAL : state change: name = 10, vll _local _id = 1, state = 1 oldState =

0

MPLS dynamic bypass LSP

The dynamic bypass Label Switched Path (LSP) behavior is used to provide Fast Reroute (FRR) link
or node protection to a facility-protected LSP at the Point of Local Repair (PLR). PLR tunnels the
traffic on the protected LSP to the bypass LSP in case of failure. Multiple protected LSPs can use

the same bypass LSP in case of protected LSP link or node failures.

MPLS dynamic bypass show commands

This section describes the show commands that display information about the MPLS dynamic

bypass LSPs.

show mpls debug dynamic-bypass

Syntax: show mpls debug dynamic-bypass [Isp | reset]

® |[sp - Displays information about all the dynamic bypass LSPs.
® reset - Resets the dynamic bypass debug counters.

This command enables debugging of MPLS dynamic bypass LSPs. Command output resembles the

following example.

Brocade# show npls debug dynam c-bypass
Dynam ¢ Bypass: Enabl ed

Enable on all interfaces: No

Reoptim zation tine: 0 seconds

Maxi mum bypasses per merge point: 1000
Maxi mum al | owed dynami ¢ bypasses: 1000
Current nunber of dynam c bypasses 998
Debug Print enabled = 0

cspf_get _dbyp _fail =0
cspf_get _telink_fail =0
cspf_get _router_id fail =0
cspf_dbyp_add_check_fail =0
cspf_cspf_fail =0
cspf_gen_nane_fail =0
cspf_dbyp _create = 998
cspf_set_new Isp_fail =0

bsearch_not_static = 47296
bsearch_not _dynami c = 5322

bsearch_area_fail =0
bsearch_rid_fail =0
bsearch_no_bypif =0
bsearch_rldf _cac_fail = 1182
bsearch_cac_hprio_fail =0
bsearch_cac_sprio_fail = 1230771
bsearch_use_bypass_fail =1

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03

181



5 MPLS dynamic bypass LSP

bsear ch_f ound_dbyp 1473
bsear ch_f ound_sbyp 2
bsearch_no_bypass = 3849
tmr_down_wait = 0

tnr _nobkp_wait =0
tnr_dec_bkp_wait = 4
tnr_up_renove = 998
tnmr_expired = 0
tnmr _dind_wait =0

tnr_insert_list 0
tnr_exp_delete = 0
reop_del ete_async 0

reop_not _ropble =0
reop_inmp_cmt =0
reop_start_reop = 0
rrt_no_reroute =0
cl sp_updt_new = 0
clsp_gbl _dflt =2

cl sp_dbyif_dflt = 1007
cl sp_bref_add = 1000
clsp_bref_delete = 1473
cadd_no_dbyp = 0

cadd_mex_|sp_fail =0
cadd_tot_byp fail =1
cadd_mex_byp_fail =0

cadd_mex_dbyp_fail =0
cadd_i f _nodbyp = 0
cadd_reqbw nore = 0
cadd_hpri _less =0

cadd_nore_hop = 0
cadd_mex_np = 0

updt _np_add = 998

updt _nmp_del =0
frr_info_alloc = 2471
frr_info_free = 1473
frr_info_copy = 2471
frr_info_find = 2471
frr_info_qrt_add = 2471
frr_info_qrt_del = 1473
frr_info_ | sp_add = 2278
frr_info_lsp_inc = 193
frr_info_l sp_del = 1280

The show mpls debug dynamic-bypass Isp command displays information about all the dynamic
bypass LSPs. Command output resembles the following example.

Brocade# show npls debug dynam c-bypass |sp

LSP dbyp-10.1.1.1-1 Backup: 1/0, Delete Wait: 0 Reop: 0/0
LSP dbyp-10.1.1.1-10 Backup: 1/0, Delete Wait: 0 Reop: 0/0
LSP dbyp-10.1.1.1-100 Backup: 1/0, Delete Wait: O Reop: 0/0
LSP dbyp-10.1.1.1-101 Backup: 1/0, Delete Wait: 0 Reop: 0/0
LSP dbyp-10.1.1.1-102 Backup: 1/0, Delete Wait: 0O Reop: 0/0
LSP dbyp-10.1.1.1-103 Backup: 1/0, Delete Wait: 0 Reop: 0/0
LSP dbyp-10.1.1.1-104 Backup: 1/0, Delete Wait: O Reop: 0/0
LSP dbyp-10.1.1.1-105 Backup: 1/0, Delete Wait: 0 Reop: 0/0
LSP dbyp-10.1.1.1-106 Backup: 1/0, Delete Wait: O Reop: 0/0
LSP dbyp-10.1.1.1-107 Backup: 1/0, Delete Wait: 0O Reop: 0/0
LSP dbyp-10.1.1.1-108 Backup: 1/0, Delete Wait: 0 Reop: 0/0
LSP dbyp-10.1.1.1-109 Backup: 1/0, Delete Wait: O Reop: 0/0
LSP dbyp-10.1.1.1-11 Backup: 1/0, Delete Wait: O Reop: 0/0
LSP dbyp-10.1.1.1-110 Backup: 1/0, Delete Wait: O Reop: 0/0
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5

The show mpls debug dynamic-bypass reset command resets the dynamic bypass debug counters.
Command output resembles the following example.

Brocade# show npls debug dynam c-bypass reset

Dynanmi ¢ Bypass: Enabl ed
Enable on all interfaces: No
Reoptim zation tine: 0 seconds
Maxi mum bypasses per merge point: 1000
Maxi mum al | oned dynam ¢ bypasses: 1000
Current nunber of dynam c bypasses 998
Debug Print enabled = 0
cspf_get _dbyp fail =0
cspf_get _telink_fail =0
cspf_get _router_id_fail =0
cspf _dbyp_add_check_fail =0
cspf_cspf_fail =0
cspf_gen_nane_fail =0
cspf_dbyp_create = 998
cspf_set _new Isp fail =0

bsearch_not _static
bsear ch_not _dynami c
bsearch_area_fail =
bsearch_rid_fail
bsear ch_no_bypi f
bsearch_rl df _cac_fa
bsearch_cac_hprio_f
bsearch_cac_sprio_f
bsearch_use_bypass
bsear ch_f ound_dbyp
bsear ch_f ound_sbyp
bsearch_no_bypass
tnmr _down_wait = 0
tnr _nobkp_wait = 0
tnr_dec_bkp_wait =
tnr_up_renove = 998
tnr_expired =0

tnmr _dind_wait =0
tnr_insert_list
tnr_exp_delete = 0
reop_del ete_async =
reop_not _ropble =0
reop_inmp_cmt =0
reop_start_reop = 0
rrt_no_reroute =0
cl sp_updt_new = 0
clsp_gbl _dflt =2
clsp_dbyif_dflt =1
cl sp_bref_add = 100

0
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clsp_bref_delete = 1473
cadd_no_dbyp = 0

cadd_mex_|sp_fail =0
cadd_tot_byp fail =1
cadd_mex_byp_fail =0

cadd_mex_dbyp_fail =0
cadd_i f _nodbyp = 0
cadd_reqbw nore = 0
cadd_hpri _less =0

cadd_nore_hop = 0
cadd_mex_np = 0
updt _np_add = 998
updt _nmp_del =0

frr_info_alloc = 2471

frr_info_free = 1473
frr_info_copy = 2471
frr_info_find = 2471
frr_info_qgrt_add = 2471
frr_info_qrt_del = 1473
frr_info_| sp_add = 2278
frr_info_lsp_inc = 193

frr_info_l sp_del = 1280
Resetting Mdls dynam c bypass debug counters

MPLS dynamic bypass debug commands
This section describes the debug command that enables dynamic bypass console logs.
debug mpls dynamic-bypass all

Syntax: [no] debug mpls dynamic-bypass all

This command enables and displays the dynamic bypass-related logs on the console. Command
output resembles the following example.

Brocade# debug npls dynam c- bypass al
MPLS: dynami c-bypass debugging is on

NOTE

The debug mpls all or debug all command do not enable dynamic bypass debugs; however, the no
debug mpls all or no debug all commands disable the dynamic bypass debugs if dynamic bypass
debugging is already enabled.

Brocade devices support the Label Distribution Protocol (LDP) for setting up non-traffic-engineered
tunnel LSPs in an MPLS network.

When used to create tunnel LSPs, LDP allows a set of destination IP prefixes (known as a
Forwarding Equivalence Class (FEC)) to be associated with an LSP. Each label switch router (LSR)
establishes a peer relationship with its neighboring LDP-enabled routers and exchanges label
mapping information, which is stored in an LDP database.

The result of an LDP configuration is a full mesh of LSPs in an MPLS network, with each
LDP-enabled router a potential ingress, transit, or egress LSR, depending on the destination.
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MPLS LDP show commands

You can display the following information about LDP:

®* The LDP version number, as well as the LSR’s LDP identifier and loopback number
® Information about active LDP-created LSPs on the device

® |nformation about LDP-created tunnel LSPs for which this device is the ingress LER
® The contents of the LDP database

® |nformation about the LDP session between this LSR and its LDP peers

®* Information about the connection between this LSR and its LDP peers

* Information about LDP-enabled interfaces on the LSR

show mpls ldp

Syntax: show mpls Idp

To display the LDP version number, the LSR’s LDP identifier and loopback number, and the LDP
hello interval and hold time, enter the show mpls Idp command.

Brocade# show npls |dp

Label Distribution Protocol version 1
LSR I D: 10.15.1.15, using Loopback 1 (deleting it will stop LDP)
Hello interval: Link 5 sec, Targeted 15 sec
Hold tinme value sent in Hellos: Link 15 sec, Targeted 45 sec
Keepalive interval: 6 sec, Hold time nmultiple: 6 intervals
Keepal i ve tineout: 36 sec
Load sharing: 1
Tunnel netric: O
FEC used for auto discovered peers: current 129, configured 129
Label Wt hdrawal Delay: 30s

show mpls Idp database

Syntax: show mpls Idp database

This command displays the LSR LDP Label Information Base, which contains all the labels that
have been learned from each LSR peer, as well as all of the labels that has been sent to its LDP
peers. Command output resembles the following example.

Brocade# show npls | dp database
Session 10.1.1.1:0 - 10.2.2.2:0
Downst ream | abel dat abase:

Label Prefix State

3 10.2.2.2/32 Install ed

1104 10.3.3.3/32 Ret ai ned

1106 10. 14. 14. 14/ 32 Ret ai ned

1107 10. 44. 44. 44/ 32 Ret ai ned

800005 VC- FEC Installed
Upstream | abel dat abase:

Label Prefix

3 10.1.1.1/32

1024 10.2.2.2/32

1026 10.3.3.3/32

1028 10. 14. 14. 14/ 32

1029 10. 44. 44. 44/ 32

800005 VC- FEC
800006 VC- FEC
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show mpils Idp fec prefix

Syntax: show mpils Idp fec prefix [ip_address]

This command displays the host address and prefix FECs from the LDP FEC database. Command
output resembles the following example.

Brocade# show npls Idp fec prefix
Total nunber of prefix FECs: 31
Total nunber of prefix FECs with LWD tinmer running: 10

Desti nation State Qut-intf Next - hop I ngress Egress
10.11.11.11/32 current -- -- No No
10. 42. 42. 29/ 32 ret ai ned -- -- No No

The following is the sample output from the show mpls Idp fec prefix command if IP address is
specified.

Brocade# show npls Idp fec prefix 10.16.16. 16

FEC CB: 0x2d9029d4, idx: 6, type: 2, pend_notif: None
State: current, Ingr: Yes, Egr: No, UM Dist. done: No
Prefix: 10.16.16.16/32

Label W thdrawal Delay: Active: Time Reraining: 10s
next _hop: 10.56.1.16, out_if: el/1

Downst r eam nmappi ngs:

(*) indicates del ayed processing for this DM
Local LDP ID Peer LDP ID Label State cB
10.15.1.15:0 10. 16. 16. 16: 0 3 I nstal | ed* 0x2d8ba878

Upst ream mappi ngs:
Local LDP ID Peer LDP ID Label CcB
10.15.1.15:0 10. 14.14.14:0 100 0x2d8ba878

show mpls Idp fec summary

Syntax: show mpls Idp fec summary

This command displays LDP FEC summary information. Command output resembles the following
example.

Brocade# show npls | dp fec summary

LDP FEC summary:
Total nunber of prefix FECs: 1
Total nunber of prefix FECs installed: O
Total nunber of prefix FECs filtered: O
Total nunber of VG FEC type 128: 0
Total nunber of VC FEC type 129: 0
Total nunmber of VC FECs installed: O

LDP error statistics:
Total nunber of route update processing errors: 0O
Total nunber of VC FEC processing errors: 0

show mpls Idp fec vc

Syntax: show mpls Idp fec vc vc-id

The vc-id variable specifies the ID of the Virtual Circuit (VC).
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This command displays a list of VC FECs from the LDP FEC database. Command output resembles
the following example.

Brocade# show npls Idp fec vc
Total nunber of VC FECs: 2
Total number of VC FECs Installed: 2

Peer LDP ID State VC-ID VC Type FEC Type Ingress Egress
10.125.125.1:0 current 100 4 128 Yes Yes
10.125.125.1: 0 current 1000 5 128 Yes Yes

To display detailed information about a specific VC, enter the show mpls Idp fec vc command with a
VC ID, as shown in the following example.

Brocade# show npls Idp fec vc 100

FEC CB: 0x29391510, idx: 6, type: 128, pend_notif: None
State: current, Ingr: Yes, Egr: Yes, UM Dist. done: Yes
VC-1d: 100, vc-type: 4, grp-id: O

Local -ntu: 1500, rempte-ntu: 1500, MIU enforcenent: enabl ed

Downst r eam mappi ngs:
Local LDP ID Peer LDP ID Label State CB
10. 128.128.28:0 10.125.125.1: 0 800000 Install ed 0x29391328(-1)

Upst r eam mappi ngs:
Local LDP ID Peer LDP ID Label CB
10.128.128.28:0 10.125.125.1: 0 800003 0x2939141c(-1)

show mpils Idp interface

Syntax: show mpils Idp interface

This command displays information about LDP-enabled interfaces on the LSR. Command output
resembles the following example.

Brocade# show npls I dp interface

Label - space Nor Hel l o Next
Interface ID Count Interval Hel | o
el/1 0 1 5 0 sec
gre_tnl 200 0 1 5 2 sec
(targeted) 0 0 0 --

show mpls Idp neighbor

Syntax: show mpls Idp neighbor [detail | peer ip-addr [label space id]]

® (detail - Displays detailed information about the connection between the LSR and its
LDP-enabled neighbors.

® peer ip-addr - Specifies the LDP ID of the neighbor.
® J|abel space id - Specifies the label space ID of the peer.

This command displays information about the connection between the LSR and its LDP-enabled
neighbors. Command output resembles the following example.

Brocade# show npls | dp nei ghbor

Nbr Transport Interface Nor LDP ID Max Hold Tinme Left
10.1.1.1 ell1l 10.1.1.1:0 15 12
10.3.3.3 gre-tnl 200 10.3.3.3:0 15 12

To display detailed information about the connection between the LSR and its LDP-enabled
neighbors, enter the show mpls Idp neighbor detail command.
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Brocade# show npls | dp nei ghbor detail

Nunber of 1ink neighbors: 2

Nunber of targeted neighbors: 1

Nor Transport Addr: 10.42.42.42, Interface: el/5, Nbr LDP ID: 10.42.42.42:0
MaxHol d: 13 sec, Time Left: 9 sec, Up Tinme: 9 hr 22 mn 50 sec

Configured Hold time: 13 sec, Nei ghbor Proposed Hold Tinme: 15 sec

show mpls Idp path

Syntax: show mpls Idp path

Use the show mpls Idp path command to display information about active LDP-created LSPs for
which the device is an ingress, transit, or egress LSR. Command output resembles the following

example.

Brocade# show npls | dp path

Destination route Upstr-session(l abel) Downst r - sessi on(l abel, intf)

10.2.2.2/32 10.1.1.1:0(3)

10.1.1.1/32 10.1.1.12:0(3, el/1)
10.1.1.12:0(3, el/2)

10.3.3.3/32 10. 3. 3. 3: 0(5050) 10. 4. 4. 4: 0( 2057, gr e-t nl 200)

NOTE

In this context, “upstream” and “downstream” refer to the direction that data traffic flows in an LSP.
This is the opposite of the direction that labels are distributed using LDP.

show mpils Idp peer

Syntax: show mpls Idp peer [detail]
This command displays LDP peer information. Command output resembles the following example.

Brocade# show npls | dp peer

Peer LDP ID State
10.2.2.2:0 Oper ati onal
10.3.3.3:0 Oper at i onal
10.8.8.8:0 Oper ati onal
10.9.9.9:0 Unknown
10.14.14.14:0 Oper ati onal

To display more detailed information about the LDP peers, enter the show mpls Idp peer detail
command, as shown in the following example.

Brocade# show npls | dp peer detail

Peer LDP ID: 10.2.2.2:0, Local LDP ID: 10.1.1.1:0, State: Operational
Session Status UP, Entity ldx: 4, Targeted: No, Target Adj Added: Yes
Num VLL: 2, Num VPLS: O

Rcvd VC- FECs:

From 10.2.2.2: Label: 800001, VC Id: 120, Gp_ld: 0, VC Type: 4

Peer LDP ID: 10.8.8.8:0, Local LDP ID: 10.1.1.1:0, State: Operational
Session Status UP, Entity ldx: 2, Targeted: Yes, Target Adj Added: Yes
Num VLL: 2, Num VPLS:. 0

Rcvd VC- FECs:

From 10.8.8.8: Label: 16, VC Id: 19, Gp_ld: 0, VC Type: 32773

From 10.8.8.8: Label: 18, VvCIld: 18, Gp_ld: 0, VC Type: 32772

show mpls Idp session

Syntax: show mpls Idp session [detail | a.b.c.d filtered [in | out]]
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® detail - Displays detailed information about the LDP sessions.

* filtered - Displays a list of filtered upstream and downstream mappings for the session. You
can use the in and out options with the filtered option to display only the filtered downstream
or filtered upstream mappings, respectively.

To display detailed information about the LDP sessions, enter the show mpls Idp session detail
command.

Brocade# show npls I dp session detail

Nunber of |ink LDP sessions: 1

Nunber of Operational |ink LDP sessions: 1
Nurmber of targeted LDP sessions: O

Nurmber of Operational targeted LDP sessions: O

Peer LDP ID: 10.12.12.12:0, Local LDP ID: 10.14.14.14:0, State: Operational
Adj: Link, Role: Active, Next keepalive: 4 sec, Hold time left: 39 sec
Keepal ive interval: 5 sec, Max hold time: 40 sec
Configured keepalive tinmeout: 40 sec
Peer proposed keepalive tineout: 49 sec
Up time: 17 hr 21 mn 23 sec
Nei ghboring interfaces: e2/1
TCP connection: 10.14.14.14:9005--10.12.12.12: 646, State: ESTABLI SHED
Nurmber of FECs installed from peer: 7
Nurmber of FECs filtered for peer (in/out): 0/0
Next - hop addresses received fromthe peer:
10.12.12.12 10.21.21.12 10.23.23.12 10.29.29.12 192.168.1.1
192.168.1.2 192.168.1.3 192.168.1.4 192.168.1.5

| GP Sync:
Unr ecogni zed Notification Capability: Local: Of, Renote: Of
Local State: In-sync, RenpteState: -
Recei ve | abel silence time: 1000 ms, Tinmer not running

G aceful restart: disabled

Nunmber of FECs Received from peer: 7

Nurmber of FECs installed from peer: 7

Nurmber of FECs filtered for peer(in/out): 0/3

Qut bound FEC filtering prefix-list: |ist-out

The following is the sample output from the show mpls Idp session a.b.c.d filtered command.

Brocade# show npls | dp session 10.12.12.12 filtered
Nurmber of |ink LDP sessions: 1

Nunber of Operational |ink LDP sessions: 1

Nunber of targeted LDP sessions: 0O

Nurmber of Operational targeted LDP sessions: O

Peer LDP ID: 10.12.12.12:0, Local LDP ID: 10.14.14.14:0, State: Operational
Adj: Link, Role: Active, Next keepalive: 4 sec, Hold tine left: 39 sec
Keepal ive interval: 5 sec, Max hold tinme: 40 sec
Configured keepalive tineout: 40 sec
Peer proposed keepalive tineout: 49 sec
Up time: 17 hr 21 min 23 sec
Nei ghboring interfaces: e2/1
TCP connection: 10.14.14.14:9005--10.12.12.12: 646, State: ESTABLI SHED
Next - hop addresses received fromthe peer:
10.12.12.12 10.21.21.12 10.23.23.12 10.29.29.12 192.168.1.1
192.168.1.2 192.168.1.3 192.168.1.4 192.168.1.5

| GP Sync:
Unr ecogni zed Notification Capability: Local: Of, Renote: Of
Local State: In-sync, RenpteState: -
Recei ve | abel silence time: 1000 nms, Timer not running
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Graceful restart: disabled

Nurmber of FECs Received from peer: 7

Nunmber of FECs installed frompeer: 2

Nurmber of FECs filtered for peer(in/out): 5/3

Qut bound FEC filtering prefix-list: list-out
FECs received frompeer and filtered inbound
3 192.168. 1. 6/ 32
3 192.168. 1.7/ 32
3 192.168. 1. 8/ 32
3 192.168. 1.9/ 32
3 192. 168. 1. 10/ 32

FECs not advertised to peer because of outbound filter
192.168. 1. 3/ 32
192.168. 1. 4/ 32
192.168. 1.5/ 32

show mpls Idp tunnel

Syntax: show mpils Idp tunnel [detail | [out-interface interface-name]]

® detail - Displays detailed information about LDP-created LSPs.

® out-interface interface-name - Filters and displays the output to include only the LDP LSP
tunnels whose out-interfaces match the out-interface specified using the interface-name
variable.

This command filters and displays information about LDP-created LSPs based on the out-interface.
Command output resembles the following example.

Brocade# show npls I dp tunnel out-interface ve 15
Total LDP tunnels on interface: 3

Oper Tunnel Qut bound
To State I ntf I ntf
10. 130. 130. 3 UP tnl 7 vel5
10. 130. 130. 4 uP tnl 11 vel5
10. 130. 130.5 uP tnl 12 vel5
MPLS LDP debug commands

This section describes the debug commands that generate MPLS LDP information.

debug mpls Idp

Syntax: [no] debug mpls Idp [all | adjacency | error | event | fec | gr | packets | socket | state |
tcpdump | tunnel]

® all - Displays all messages related to a MPLS LDP module.

® adjacency - Displays debug messages related to MPLS LDP adjacency messages.
® error - Displays debug messages related to MPLS LDP errors.

® event - Displays debug messages related to MPLS LDP events.

* fec - Displays MPLS LDP FEC information.

® gr-Displays debug messages related to MPLS LDP Graceful Restart (GR).

® packets - Displays debug messages related to MPLS LDP packets.

® socket - Displays debug messages related to MPLS LDP sockets.

® state - Displays debug messages related to MPLS LDP states.
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® tcpdump - Displays MPLS LDP packets as raw data.

® tunnel - Displays debug messages related to MPLS LDP LSP interaction with other modules as
virtual interfaces.

This command displays MPLS LDP-related information, as shown in the following example.

Brocade# debug npls Idp all

Dec 10 01:26:34 LDP_PKT: send targeted Hello to <10.7.7.3, 646>

Dec 10 01:26:34 LDP_PKT: send targeted Hello to <10.7.7.1, 646>

Warni ng: LDP session 10.7.7.1 doesn't exist!

tel net @E2#Dec 10 01:26:36 LDP_PKT: receive link Hello from10.1.1.1 on e2/1

Dec 10 01:26:37 LDP_TCPDUMP: rx from 10.7.7.3, TCP length 18

0001000e 07070703 00000201 00040000 142e

Dec 10 01:26: 37 LDP_PKT: receive targeted Hello from10.7.7.1 on e2/1

Dec 10 01:26: 37 LDP_ADJ: Targeted adajacency to 10.7.7.1:0, entity idx 4 is added
Dec 10 01:26: 37 LDP_EVT: LDP session to 10.7.7.1 is initiated, targeted adjacency
Yes

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 0, old state
0, new state 1, action 1.

Dec 10 01:26:37 LDP SC 1 SM Socket FSM CB 124/9, input O, old state 0, new state
1, action 1, Session CB 159/13,

local LDP ID 10.7.7.2:0, peer LDP ID 10.7.7.1:0.

Dec 10 01:26: 37 LDP_SCK: receive TCP socket request

Dec 10 01:26:37 LDP_SCK: try connecting 10.7.7.1, local port 9003

Dec 10 01:26: 37 LDP_SCK: start connecting 10.7.7.1 local port 9003, TCB OX117EFO3E
Dec 10 01:26: 37 LDP_SCK: connection accepted by peer 10.7.7.1, ready to send TCB
0X117EFO3E

Dec 10 01:26:37 LDP SC 1 SM Socket FSM CB 124/9, input 1, old state 1, new state
2, action 2, Session CB 159/13,

local LDP ID 10.7.7.2:0, peer LDP ID 10.7.7.1:0.

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 1, old state
1, new state 2, action 2.

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 4, old state
2, new state 3, action 4.

Dec 10 01:26:37 LDP_GR: PMadd session to 10.7.7.1:2, gr O, reconnect 0O, recovery
0

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 5, old state
3, new state 4, action 5.

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 7, old state
4, new state 5, action 6.

Dec 10 01:26:37 LDP_PKT: Rcvd PDU <- 10.7.7.1, ver 1, pdu len 32, id 10.7.7.2:0
(tcb a00014a9)

Dec 10 01:26:37 Msg: Initialize(0x0200) len 22, id 0x00000001

Dec 10 01:26:37 LDP_TCPDUWP: tx to 10.7.7.1, TCP length 36

00010020 07070702 00000200 00160000 00010500 000e0001 00240000 10000707
07010000

Dec 10 01:26: 37 LDP_TCPDUMP: rx from 10.7.7.1, TCP length 36

00010020 07070701 00000200 00160000 00010500 000e0001 00240000 05a00707
07020000

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 9, old state
5, new state 6, action 8.

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 10, old
state 6, new state 8, action 9.

Dec 10 01:26:37 LDP_PKT: Rcvd PDU <- 10.7.7.1, ver 1, pdu len 14, id 10.7.7.2:0
(tcb a00014a9)

Dec 10 01:26:37 Msg: Keepalive(0x0201) len 4, id 0x00000003

Dec 10 01:26:37 LDP_TCPDUMP: tx to 10.7.7.1, TCP length 18

0001000e 07070702 00000201 00040000 0003

Dec 10 01:26: 37 LDP_TCPDUMP: rx from 10.7.7.1, TCP length 18

0001000e 07070701 00000201 00040000 0002
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Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 11, old
state 8, new state 9, action 11.

Dec 10 01:26:37 LDP_EVT: LDP session to 10.7.7.1, entity idx 4, type targeted goes
UP, use TCB 0XA00014A9: 0X117EFO3E

Dec 10 01:26:37 LDP_PKT: Rcvd PDU <- 10.7.7.1, ver 1, pdu len 40, id 10.7.7.2:0
(tcb a00014a9)

Dec 10 01:26:37 Msg: Address(0x0300) len 30, id 0x80000000

Dec 10 01:26:37 LDP_TCPDUMP: tx to 10.7.7.1, TCP length 44

00010028 07070702 00000300 001e8000 00000101 00160001 07070702 0e010203
11010101 11011102 16010102

Dec 10 01:26:37 LDP SC 1 Initialization FSM Session CB 159/13, input 16, old
state 9, new state 10, action 24.

Dec 10 01:26:37 LDP SC 1 Adjacency FSM CB 1/41, input 1, old state 1, new state
2, action 1, Session CB 159/13.

Dec 10 01:26: 37 LDP SC 1 Adjacency FSM CB 1/41, input 3, old state 2, new state
4, action 0, Session CB 159/13.

Dec 10 01:26:37 LDP_TCPDUMP: rx from 10.7.7.1, TCP length 56

00010034 07070701 00000300 002a8000 00000101 00220001 01020304 03030b02
03060702 03080302 07070701 100c0301 11011101 c0a81502

Dec 10 01:26:37 LDP PM 1 Egress FSM CB 52/5, input 0, old state 0, new state O,
action 1, FEC CB 159/ 1,

FEC Prefix: 10.3.11.0, len 24.

Dec 10 01:26:37 LDP PM 1 Egress FSM CB 52/5, input 3, old state O, new state O,
action 0, FEC CB 159/1,

FEC Prefix: 10.3.11.0, len 24.

Dec 10 01:26:37 LDP PM1 Egress FSM CB 139/17, input O, old state O, new state O,
action 1, FEC CB 175/9,

FEC Prefix: 10.6.7.0, |en 24.

Dec 10 01:26:37 LDP PM 1 Egress FSM CB 139/17, input 3, old state O, new state O,
action 0, FEC CB 175/9,

FEC Prefix: 10.6.7.0, len 24.

Dec 10 01:26:37 LDP PM 1 Egress FSM CB 133/5, input 0, old state 0, new state O,
action 1, FEC CB 183/13,

FEC Prefix: 10.8.3.0, len 24.

Dec 10 01:26:37 LDP PM1 Egress FSM CB 133/5, input 3, old state O, new state O,
action 0, FEC CB 183/13,

FEC Prefix: 10.8.3.0, len 24.

Dec 10 01:26:37 LDP PM 1 Egress FSM CB 126/41, input O, old state O, new state O,
action 1, FEC CB 207/ 25,

FEC Prefix: 10.7.7.1, len 32.

Dec 10 01:26:37 LDP PM 1 Egress FSM CB 126/41, input 3, old state O, new state O,
action 0, FEC CB 207/ 25,

FEC Prefix: 10.7.7.1, len 32.

Dec 10 01:26:37 LDP PM 1 Egress FSM CB 114/17, input O, old state O, new state O,
action 1, FEC CB 215/ 29,

FEC Prefix: 10.12.3.0, len 24.

Dec 10 01:26:37 LDP PM1 Egress FSM CB 114/17, input 3, old state 0, new state O,
action 0, FEC CB 215/ 29,

FEC Prefix: 10.12.3.0, len 24.

Dec 10 01:26:37 LDP_PKT: Rcvd PDU <- 10.7.7.3, ver 1, pdu len 14, id 10.7.7.2:0
(tcb a0000028)

Dec 10 01:26:37 Msg: Keepalive(0x0201) len 4, id 0x0000142d

Dec 10 01:26: 37 LDP_TCPDUMP: tx to 10.7.7.3, TCP length 18

0001000e 07070702 00000201 00040000 142d

Dec 10 01:26: 37 LDP_TCPDUMP: rx from 10.7.7.6, TCP length 18

0001000e 07070706 00000201 00040000 142f
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debug mpls Idp adjacency

Syntax: [no] debug mpls Idp adjacency
This command displays information about MPLS LDP adjacencies.

Brocade# debug npls | dp adj acency
LDP_ADJ: Link adjacency to 10.140.140.4:0 on interface el/2 is deleted, reason 4
LDP_ADJ: Link adjacency to 10.140.140.4:0 on interface el/2 is added

debug mpls Idp error

Syntax: [no] debug mpls Idp error

This command displays the errors detected by LDP components such as LDP session keepalive
timer expiration, hello adjacency timeout, and so on.

Brocade# debug npls Idp error
LDP_ERR Session KeepAlive timer to peer 10.120.120.2 has expired

debug mpls Idp event

Syntax: [no] debug mpils Idp event
This command displays session up and down events, similar to the following example.

Brocade# debug npls | dp event

LDP_EVT: LDP session to 10.140.140.4, entity idx 1, type non-targeted goes DO,
use TCB 0XA0000010: 0X12BF2B70

LDP_EVT: renove session to 10.140.140.4. Session is deleted

LDP_EVT: initiate LDP session to peer 10.140.140.4. Session is not found

LDP_EVT: initiate session block 0X344BF140, entity idx 1 and insert to tree
LDP_EVT: LDP session to 10.140.140.4 is initiated, targeted adjacency No

LDP_EVT: LDP session to 10.140.140.4, entity idx 1, type non-targeted goes UP, use
TCB 0XA0000012: 0X12BF244A

debug mpls Idp fec

Syntax: [no] debug mpls Idp fec [all | Isr-id ip_address label_space | key [prefix ip-address
prefix-length | ve ve_id]]

This command displays MPLS LDP FEC information.

® all- Displays all MPLS LDP FEC-related information.

® |[sr-id ip_address label_space - Limits the MPLS LDP FEC information displayed to a specific
LSR ID.

® Kkey - Limits the information displayed to a specific FEC key value.

® prefix ip-address prefix-length - Limits the display of MPLS LDP FEC-related information to
specific prefixes.

® vcvc_id - Displays MPLS LDP FEC-related information for a specific VC ID.

Command output resembles the following example.

Brocade# debug npls Idp fec

LDP PM1 Ingress FSM CB 171/33, input 0, old state 0, new state 0, action 1, FEC
CB 169/ 33,

FEC Prefix: 10.100.100.100, |en 32.

LDP PM 1 Egress FSM CB 205/45, input 0, old state 0, new state

0, action 1, FEC CB 184/ 45,
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FEC Prefix: 10.20.20.20, len 32.

LDP PM1 UM FSM CB 164/29, input 0, old state 0, new state 1, a
ction 1, UT CB 101/5, session CB 117/25, FEC CB 184/ 45.

FEC Prefix: 10.20.20.20, len 32.

LDP PM1 UM FSM CB 164/29, input 3, old state 1, new state 2, a
ction 23, UT CB 101/5, session CB 117/25, FEC CB 184/ 45.

FEC Prefix: 10.20.20.20, len 32.

LDP PM1 UM FSM CB 164/29, input 1, old state 2, new state 2, a
ction 2, UT CB 101/5, session CB 117/25, FEC CB 184/ 45.

FEC Prefix: 10.20.20.20, len 32.

debug mpls Idp gr

Syntax: [no] debug mpls Idp gr

This command displays debug messages related to MPLS LDP Graceful Restart (GR), including the
internal GR FSM transitions.

Command output resembles the following example.

Brocade# debug npls I dp gr

Oct 25 14:06:15 LDP_CGR wait for peer 10.210.210.21:0 to restart

Oct 25 14:06:30 LDP_GR PMadd session to 10.210.210.21:0, gr 1, reconnect 120000,
recovery 120000

Oct 25 14:06:30 LDP_CR: GR begins for peer 10.210.210.21:0

Oct 25 14:08:30 LDP_CGR GCR conpl etes successfully for peer 10.210.210.21:0

debug mpls Idp packets

Syntax: [no] debug mpls Idp packets [all | detail | direction | Isr_id | pkt_type]

This command displays MPLS LDP packet information, which is further filtered by direction, packet
types, and LSR ID.

® all - Displays all MPLS LDP packets.

® detail - Displays messages about MPLS LDP packets in a detailed version.

® direction - Limits the display of MPLS LDP packets to specific directions (send and receive).
® |[sr_id - Limits the display of MPLS LDP packets to a specific LSR ID.

* pkt_type - Limits the display of MPLS LDP packets to specific packet types.

Command output resembles the following example.

Brocade# debug npls | dp packets

Msg: Keepal i ve(0x0201) len 4, id 0x00000131

LDP_PKT: send link Hello to el/1

LDP_PKT: receive link Hello from10.1.1.2 on el/1

LDP_PKT: send link Hello to el/1

LDP_PKT: Rcvd PDU <- 10.20.20.20, ver 1, pdu len 14, id 10.100.100.100:0 (tch
0df a0328)

Msg: Keepal i ve(0x0201) len 4, id 0x00000132

LDP_PKT: receive link Hello from10.1.1.2 on el/1

LDP_PKT: send link Hello to el/1

LDP_PKT: receive link Hello from10.1.1.2 on el/1

LDP_PKT: Rcvd PDU <- 10.20.20.20, ver 1, pdu len 14, id 10.100.100.100:0 (tch
0df a0328)

Msg: Keepalive(0x0201) len 4, id 0x00000133

LDP_PKT: receive UDP packet for invalid destination address 10.1.1.1
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Syntax: [no] debug mpls Idp packets pkt_type [all | address | initialization | label | notification |
hello | keepalive]

This command displays MPLS LDP packets with specific LDP packet types.

® all - Displays MPLS LDP packets of all types.

® address - Displays information about MPLS LDP addresses, including address withdraw

messages.

® jnitialization -

Displays LDP Initialization messages.

® label - Displays LDP label mapping, withdraw, request, release, and abort messages.

® notification - Displays LDP notification information.

* hello - Displays information about the periodic link Hello messages sent and received.

* keepalive - Displays LDP Keepalive messages after the session comes up.

Command output resembles the following example.

Br ocade# debug

Dec 10 01:28:01
Dec 10 01:28:01
(tcb a00014a9)

Dec 10 01:28:01
Dec 10 01:28:01
(tcb a0000028)

Dec 10 01:28:01
Dec 10 01:28:03
(tcb a0000025)

Dec 10 01:28:03
Dec 10 01:28:04
Dec 10 01:28: 04
Dec 10 01: 28: 04
Dec 10 01:28:06
Dec 10 01:28:07
(tcb a00014a9)

Dec 10 01: 28: 07
Dec 10 01:28: 07
Dec 10 01:28:07
(tcb a0000028)

Dec 10 01: 28: 07
Dec 10 01:28:09
Dec 10 01:28:09
(tcb a0000025)

Dec 10 01:28: 09
no Dec 10 01: 28
debug Dec 10 01

mpl s | dp packets pkt_type all
LDP_PKT: receive link Hello
LDP_PKT: Rcvd PDU <- 10.7.7.1, ver 1,
Msg: Keepal i ve(0x0201) | en

LDP_PKT: Rcvd PDU <- 10.7.7.

4,
ver 1,
Msg: Keepal i ve(0x0201) I|en

LDP_PKT: Rcvd PDU <- 10.7.7. ver 1,
4,

e2/1

Msg: Keepal i ve(0x0201) | en
LDP_PKT: send link Hello to
LDP_PKT:
LDP_PKT:
LDP_PKT:
LDP_PKT: Rcvd PDU <- 10.7.7.1, ver 1,

Msg: Keepal i ve(0x0201)
LDP_PKT:
LDP_PKT: Rcvd PDU <-

len 4,

10.7.7.3, ver 1,
Msg: Keepal i ve(0x0201) |en 4,
LDP_PKT: send link Hello to e2/1
LDP_PKT: Rcvd PDU <- 10.7.7.6, ver 1,
Msg: Keepal i ve(0x0201)
:10 LDP_PKT:
:28: 11 LDP_PKT:

len 4,

debug mpls Idp packets pkt_type address

Syntax: [no] debug mpls Idp packets pkt_type address

from10.1.1.1 on e2/1

pdu len 14, id 10.7.7.2:0

id 0x00000011

pdu len 14, id 10.7.7.2:0

id 0x0000143b

pdu len 14, id 10.7.7.2:0

id 0x0000143c

send targeted Hello to <10.7.7.3, 646>
send targeted Hello to <10.7.7.1, 646>
receive link Hello from10.1.1.1 on e2/1

pdu len 14, id 10.7.7.2:0

id 0x00000012
receive targeted Hello from10.7.7.1 on e2/1

pdu len 14, id 10.7.7.2:0

id 0x0000143c

pdu len 14, id 10.7.7.2:0

id 0x0000143d
receive targeted Hello from10.7.7.6 on e2/2
receive link Hello from10.1.1.1 on e2/1

This command displays information about MPLS LDP addresses, including address withdraw

messages.

Br ocade# debug

LDP um 0d9098c8
LDP um 0d9098c8
LDP um 0d9098c8

mpl s | dp pkt_type address

fec 10.11.11.0 ses 10.22.22.1: inp O,
fec 10.11.11.0 ses 10.22.22.1: inp 3,
fec 10.11.11.0 ses 10.22.22.1: inp 1,
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LDP um 0d9098c8 fec 10.11.11.0 ses 10.22.22.1: inp 13, st 2 -> 5, act G gen O
LDP um 0d9098c8 fec 10.11.11.0 ses 10.22.22.1: inp 1, st 5 ->6, act I, gen O
LDP: Send PDU -> 10.22.22.1, ver 1, pdu len 32, id 10.11.11.1:0 (tcb 0000002f)
Msg: Address(0x0300) len 22, id 0x80000000

Tlv: Addr_|st(0x0101) len 14, fam 256

Addrs: 10.1.1.1 10.5.1.1 10.11.11.1

debug mpls Idp packets pkt_type initialization

Syntax: [no] debug mpls Idp packets pkt_type initialization
This command displays LDP Initialization messages, as shown in the following example.

Brocade# debug npls | dp packets pkt_type initialization

Msg: Initialize(0x0200) len 22, id 0x00000001

LDP: Send PDU -> 10.5.1.1, ver 1, pdu len 32, id 10.4.1.1:0 (tcbh f0020000)
Msg: Keepalive(0x0201) len 4, id 0x00000002

LDP: Send PDU -> 10.5.1.1, ver 1, pdu len 32, id 10.4.1.1.0 (tcbf00s0000)
Msg: Address(0x0300)1en 22, id 0x80000000

LDP: Send PDU -> 10.5.1.1, ver 1, pdu len 33, id 10.4.1.1:0 (tchf0020000)
Msg: Label Map(0x0400) |en 23, id 0x80000001

LDP: Send PDU -> 10.5.1.1, ver 1, pdu len 33, id 10.4.1.1:0 (tcbf0020000)
Msg: Label Map(0x0400) |len 23, id 0x80000004

debug mpls Idp packets pkt_type notification

Syntax: [no] debug mpls Idp packets pkt_type notification

This command displays LDP notification information, which is generated when an unexpected
event occurs. In the following example, an MPLS interface has gone down and come back up.

Brocade# debug npls | dp packets pkt_type notification

Msg: Notification(0x0001) len 18, id 0x00000056

LDP: Send PDU -> 10.5.1.1, ver 1, pdu len 28, id 10.4.1.1:0 (tcb f0030000)
Msg: Notification(0x0001) Ien 18, id 0x00000001

debug mpls Idp packets pkt_type hello

Syntax: [no] debug mpls Idp packets pkt_type hello
This command displays information about the periodic link Hello messages sent and received.

Brocade# debug npls | dp packets pkt_type hello
LDP: Send link Hello to el/1

LDP: Send link Hello to el/2

LDP: Rcvd link Hello from10.1.1.2 on el/1
LDP: Rcvd link Hello from10.5.1.2 on el/2

debug mpls Idp packets direction

Syntax: [no] debug mpls Idp packets direction [send | receive]

® send - Displays information about the sent LDP packets.
® receive - Displays information about the received LDP packets.
This command limits the display of MPLS LDP packets to the specified direction.

debug mpls Idp packets Isr_id

Syntax: [no] debug mpls Idp packets Isr-id ip_address label_space_id
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® jp_address - Specifies the IP address.
® Jabel_space_id - Specifies the label ID.
This command displays MPLS LDP packets for the specified LDP LSR ID.

debug mpls Idp socket

Syntax: [no] debug mpils Idp socket

5

This command displays information about LDP sockets. Command output resembles the following

example.

Brocade# debug npls | dp socket
LDP_SCK: close UDP link tx socket on interface el/2

LDP_SCK: close UDP link rx socket on el/2, ucb OXFF010000#1, appl_sock 0X34B8A280

LDP_SCK: start closing TCP session<10.130. 130. 3, 646-10. 140. 140. 4, 9006>, TCB
0X12BF244A

LDP_SCK: start closing TCP |listen socket TCB 0X230015D5

LDP_SCK: TCP start listen for <10.130.130.3, 646>, TCB 0X12BF2726

LDP_SCK: open link hello tx socket on interface el/2

LDP_SCK: conplete link hello tx socket open ucb OXFF010000, countl1, appl_sock
0X34B8A380

LDP_SCK: open link hello rx socket on interface el/2

LDP_SCK: conplete link hello tx socket open ucb OXFF010000, countl1, appl_sock
0X34B8A380

LDP_SCK: open link hello rx socket on interface el/2

LDP_SCK: receive incom ng connection from <10. 140. 140. 4, 9007>, listen TCB
0X12BF2726, TCB 0X12BF2B70

LDP_SCK: accept incom ng connection from <10.140.140.4, 9007>, TCP handl e
0X12BF2B70, pendi ng_data No

LDP_SCK: connection established with <10.140.140.4, 9007>, TCB 0X12BF2B70

debug mpls Idp state

Syntax: [no] debug mpls Idp state

This command displays the MPLS LDP states. The following states are possible:
®* 0-Unknown

* 1-Noroute

® 2-Route found

® 3-Pathsent

® 4-Patherror

Command output resembles the following example.

Brocade# debug npls Idp state

LDP SC 1 Initialization FSM Session CB 207/33, input 3, old state 0, new state 2,

action 3.
LDP SC 1 Initialization FSM Session CB 207/33, input 4, old state 2, new state 3,
action 4.
LDP SC 1 Initialization FSM Session CB 207/33, input 5 old state 3, new state 4,
action 5.
LDP SC 1 Initialization FSM Session CB 207/33, input 8, old state 4, new state 8,
action 7.
LDP SC 1 Initialization FSM Session CB 207/33, input 11, old state 8, new state

9, action 11.

LDP SC 1 Initialization FSM Session CB 207/33, input 16, old state 9, new state

10, action 24.
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debug mpls Idp tcpdump

Syntax: [no] debug mpls Idp tcpdump

This command displays information about LDP dumps. Command output resembles the following
example.

Brocade# debug npls | dp tcpdunp

LDP_TCPDUMP: tx to 10.140.140.4, TCP length 18 0001000e 82828203 00000201 00040000
000a

LDP_TCPDUMP: rx from 10.140. 140.4, TCP length 18 0001000e 8c8c8c04 00000201
00040000 000b

debug mpls Idp tunnel

Syntax: [no] debug mpls Idp tunnel [all | prefix ip-address prefix-length]
This command displays MPLS LDP tunnel-related information.

® all - Displays all MPLS LDP tunnel up and down events.
* prefix ip-address prefix-length - Limits the display of information to specific prefixes.
Command output resembles the following example.

Brocade# debug npls |dp tunnel
LDP_TUNNEL: tunnel (5) to 10.100.100.100 is up

Virtual Private LAN Service (VPLS) is a method for carrying Layer 2 frames between Customer Edge
(CE) devices across an MPLS domain. The Brocade implementation supports VPLS as described in
the IETF Internet Draft, “draft-ietf-I2vpn-vpls-ldp-05.txt”.

VPLS CPU protection shields the management module CPU from being overwhelmed by VPLS
traffic that requires CPU processing, such as source-MAC learning, or forwarding of
unknown-unicast or broadcast traffic.

MPLS VPLS show commands

This section describes the show commands that display MPLS VPLS information.

show mpls vpls

Syntax: show mpls vpls

This command displays information about VPLS instances configured on the device.

Brocade# show npls vpls

Num Num Ports Num Peers Num
Nane Id VI ans Ports Up Peers Up VC- | abel
t est 100 2 3 0 2 0 32

show mpls vpls summary

Syntax: show mpls vpls summary

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



MPLS VPLS 5

This command displays a summary of VPLS statistics, including the number of VPLS instances,
number of VPLS peers, label range size, and maximum size of the VPLS MAC database.

Brocade# show npls vpls sumary

Total VPLS configured: 3, maxi mum nunber of VPLS allowed: 4096
Total VPLS peers configured: 1, total peers operational: 1
Maxi mum VPLS macentries allowed: 8192, currently installed: 3
VPLS gl obal raw npde VC-Type is Ethernet (0x5)

VPLS gl obal MU is 1500, MruU enforcenment is OFF

G obal CPU protection: OFF

M/IDs in use: 1 of 1 total allocated

show mpls vpls detail

Syntax: show mpils vpls detail
This command displays more detailed information about each VPLS instance.

Brocade# show npls vpls detail
VPLS 1, Id 1, Max nac entries: 8192
PBB
Total vlans: 2, Tagged ports: 2 (2 Up), Untagged ports 0 (0 Up)
| FL- 1 D: 4096
Vl an 300
Tagged: ethe 1/5
VIl an 3000 isid 40000
Tagged: ethe 4/1
CPU-Protection: ON, MWID: 0x001, VPLS FID: 0x0000a00c
Local Switching: Enabled
Ext ended Counter: ON

show mpls vpls id

Syntax: show mpls vpls id vpls id

The vpls id variable specifies the ID of the VPLS instance for which you want to display debugging
information.

This command shows the tunnel LSPs being used to forward VPLS traffic from a device to a peer. If
VPLS traffic to the peer is being load balanced across multiple tunnel LSPs, then the command
lists the tunnel LSPs used for load balancing, as shown in the following example.

Brocade# show npls vpls id 2
VPLS b, Id 2, Max mac entries: 100000
Routing Interface Id 3
Total vlans: 1, Tagged ports: 1 (1 Up), Untagged ports 0 (0 Up)
IFL-ID: n/a
Vlan 444
Tagged: ethe 4/5 ethe 4/5
VC-Mode: Raw
CPU-Protection: ON, MVID: 0x005, VPLS FIDs: 0x0000a00a, 0x0000a00a
Local Switching: Enabled
Extended Counter: ON
Mutlicast Snooping: Disabled

show mpls vpls down

Syntax: show mpils vpls down
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This command displays information about VPLS instances that are not fully operational, as shown
in the following example.

Brocade# show npls vpls down
The following VPLS es are not conpletely operational:

Num  Num Ports Num Peers CPU
Nane Id VI ans Ports Up Peers Up Pr ot
vpl sl 1003 1 1 1 1 0 ON
vpl s2 1004 0 0 0 1 0 ON

show mac vpls

Syntax: show mac vpls vpis id mac address

® vpls id - Specifies the VPLS ID.
® mac address - Specifies the MAC address.

The VPLS MAC database stores entries associating remote MAC addresses with the VC LSPs, and
local MAC addresses with the CE devices. Each VPLS instance has a separate VPLS MAC database.
Command output resembles the following example.

Brocade# show mac vpls
Total VPLS nac entries in the table: 10 (Local: 5, Renpte: 5)

VPLS MAC Address L/'R Port WM an/ Peer Age
1 0000. 0000. 1601 R 5/1 10.3.3.3 0
1 0000. 0000. 1003 L 5/3 2 0
1 0000. 0000. 1603 R 5/1 10.3.3.3 0
1 0000. 0000. 1005 L 5/3 2 0
1 0000. 0000. 1002 L 5/3 2 0
1 0000. 0000. 1605 R 5/1 10.3.3.3 0
1 0000. 0000. 1602 R 5/1 10.3.3.3 0
1 0000. 0000. 1004 L 5/3 2 0
1 0000. 0000. 1001 L 5/3 2 0
1 0000. 0000. 1604 R 5/1 10.3.3.3 0

This command displays the VPLS MAC database on the management processor for a VPLS
instance specified by its VPLS ID.

Brocade# show nmac vpls 1
Total MAC entries for VPLS 1. 10 (Local: 5, Renote: 5)

VPLS MAC Address L/ R Port VI an/ Peer Age
1 0000. 0000.1601 R 5/1 10.3.3.3 0
1 0000. 0000.1003 L  5/3 2 0
1 0000. 0000.1603 R 5/1 10.3.3.3 0
1 0000. 0000.1005 L  5/3 2 0
1 0000. 0000.1002 L  5/3 2 0
1 0000. 0000.1605 R 5/1 10.3.3.3 0
1 0000. 0000.1602 R 5/1 10.3.3.3 0
1 0000. 0000.1004 L 5/3 2 0
1 0000. 0000.1001 L 5/3 2 0
1 0000. 0000.1604 R 5/1 10.3.3.3 0

This command displays a specific entry in the MAC database on the management processor.

Brocade# show nac vpls 1 0000.0000. 1601

VPLS: 1 MAC: 0000. 0000. 1601 Age: O

Renot e MAC Port: ethe 5/1 Peer: 10.3.3.3
Trunk sl ot mask: 00000000
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show mpls statistics vpls

Syntax: show mpls statistics vpls [vpls-name | vpls-id]

® vpls-name - Indicates the configured name for a VPLS instance.

®* vpls-id - Indicates the ID of a VPLS instance.

5

This command displays traffic statistics for all VPLS instances, or a specific instance. The following
example shows statistics for all VPLS traffic.

Brocade# show npls statistics

VPLS- Nane

test2

test3

test3

test4

test4

test4

I n- Por

e2/1 -
e2/ 11
e2/ 21
e2/ 31
el/l
el/ 2
el/3
el/ 4
e2/1 -
e2/ 11
e2/ 21
e2/ 31
el/l
el/ 2
el/3
el/ 4
e2/1 -
e2/ 11
e2/ 21
e2/ 31
e5/ 1
e5/ 2
e5/ 3
e5/ 4

t(s)

e2/ 10
- e2/20
e2/ 30
- e2/40

e2/ 10
e2/ 20

- e2/30

- e2/40

e2/ 10
e2/ 20

- e2/30

e2/ 40

\

Endpt - Qut - Pkt s

[cNeoNeol _NeoNoNoNoNoNoNoNoNoNoNoNoNeoNoNolNoNoNoNoNoNoNoNoNoe)

pls

0354120822

Tnl - Qut - Pkt s

el ‘NeloNoNoNoNoNoNoNoNoNoNoNoNoNeoNoNoloNoNoNoNoNoNoNoNe)

992416134

NOTE

The VPLS name is repeated for each module from which the statistics are collected, to be displayed
on the Management console.

show mpls debug vpls

Syntax: show mpls debug vpls vpls id

This command displays generic VPLS debug information. Enter a VPLS ID to display information

about a specific VPLS instance, as shown in the following example.
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Brocade# show npls debug vpls 1

| D 1 Nane: test 1
CPU-Prot: OFF MWI D: I NVD FI D: 0x00002002
MAC | nf o:

Total MACs: 2 Local: 2 Renote: O
Max Exceed: O Table Full: 0

show mpls debug vpls local

Syntax: show mpls debug vpls local num

The num variable specifies the ID of the VPLS instance for which you want to display the debugging
information.

This command displays information about all the VPLS local entries. Command output resembles
the following example.

Brocade# show npls debug vpls | ocal

VPLS 1:
VLAN | n-Tag Por t Valid Blocked Pending CCEP R-CCEP-ST WPORT
500 nl/a 4/ 1 1 No 0 No DOWN 1

Local Broadcast Fids:

VI an 500 -- Fid: 00008007, Ports: 1
Port 4/1 -- Fid: 00000000
VPLS 45:
VLAN | n-Tag Por t Valid Blocked Pending CCEP R-CCEP-ST WPORT
600 n/a 4/ 1 1 No 0 No DOWN n/ a

Local Broadcast Fids:

VI an 600 -- Fid: 00008007, Ports: 1
Port 4/1 -- Fid: 00000000

show mpls debug vpls remote

Syntax: show mpls debug vpls remote vpls id

The vpls id variable specifies the ID of the VPLS instance for which you want to display debugging
information.

This command displays the state of all the configured VPLS peers for the specified VPLS ID.
Command output resembles the following example.

Brocade# show npls debug vpls renonte 1
VPLS 1:
numyvalid renote_entries: 1

* - Single Hop LSP

Peer: 10.8.8.8 Val i d: Yes Pending Delete: O
Label : 983040 Tagged: No Load Bal ance: No
MCT- SPK:  No F-Port: 2/1 Num LSP Tnnls: 1
VWPort: 2
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VC Tunnel Byp/ Det NHT Use Tunnel
Port Label Label Label I ndex COs COs VIF Idx
2/ 1 983040 1 * oo 0 0 0 0

Internally, a maximum of four LSP tunnels is maintained to reach the peer. If load balancing is
disabled, information for only one tunnel is displayed in the output.

show mpls debug vpls fsm-trace

Syntax: show mpls debug vpls fsm-trace vpls id

This command displays the VPLS peer FSM history trace that includes FSM state, the events that it
received, and also the time stamp as to when the transition happened.

Brocade# show npls debug vpls fsmtrace 1

Ti e FSM St at e Rcvd Event Acti on
Cct 16 02:07:34 WAIT_PT PORT_UP A
Cct 16 02:17:34  WAI T_TNNL TNNL_UP B
Cct 16 02:17:34 WAI T_PW UP PW UP E
Cct 16 03:04: 24 OPER PW DN |
Cct 16 03:05:34 WA T_PWUP PW UP E

Clearing VPLS traffic statistics
To clear the entries stored for all VPLS statistics, enter the following command.

clear mpls statistics vpls

Syntax: clear mpls statistics vpls [vpls-name | vpls-id]
To clear entries for a specific VPLS instance, enter the VPLS name or ID number.

®* vpls-name - The configured name for a VPLS instance.
® vpls-id - The ID of a VPLS instance.

MPLS VPLS debug commands

This section describes the debug commands that generate MPLS VPLS information.

debug vpls

Syntax: [no] debug vpls [cam | count | dy-sync | events | failover | filter | forwarding | generic |
mac | statistics | topology]

® cam - Displays information about VPLS CAM or PRAM programming.
® count - Displays information about the VPLS debug print counter.

® dy-sync - Displays information about VPLS table synchronization between management and
CPU cards.

® events - Displays information about VPLS control-plane events.

* failover - Displays information about VPLS failover events.

* filter - Displays VPLS filtering options.

¢ forwarding - Displays information about VPLS CPU packet forwarding.
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® generic - Enables generic VPLS debugging.

® mac - Displays VPLS MAC learning, aging, deletion, and movement.
® statistics - Displays information about VPLS statistics.

® topology - Displays information about VPLS topology group events.

debug vpls cam

Syntax: [no] debug vpls cam [additions |deletions |updates]

This command displays information about VPLS CAM or PRAM programming.

NOTE
This command is available only on the Line Processor.

® additions - Displays information about VPLS CAM or PRAM additions.
® deletions - Displays information about VPLS CAM or PRAM deletions.
® updates - Displays information about VPLS CAM or PRAM updates.

Brocade# debug vpls cam
VPLS CAM all debugging is on
VPLS CAM DEL: | p_camdel _vpls_nmac_camall() - Delete all CAMs for MAC
0000. 0004. 0000
VPLS CAM DEL: |p_camdel vpls_nmac_cam single() - MAC 0000. 0004. 0000
(VPLS_SA VC ENTRY): del eted single CAM 0001800a and PRAM
del eting camindex 98314 for PPCR 1:1, CAM TYPE: 13
cam i ndex chain:
VPLS CAM ADD: | p_cam add_vpls_nmac_egress_one_ppcr() - Add CAMentry for MAC
0000. 0004. 0000, port 1/1, vc-label 000f0000, type VPLS_SA VC ENTRY.
VPLS CAM ADD: | p_cam add_vpls_nac_egress_one_ppcr() - SA-VC CAM add success. CAM
0001800a, new PRAM 000000c7.
addi ng camindex 98314 for PPCR 1:1 CAM TYPE: 13

debug vpls cam additions

Syntax: [no] debug vpls cam additions

This command generates debug output when a VPLS CAM or PRAM addition operation is
performed by VPLS due to the addition of MAC CAM or PRAM entry to the hardware.

debug vpls cam deletions

Syntax: [no] debug vpls cam deletions

This command generates debug output when a VPLS CAM or PRAM deletion operation is
performed by VPLS due to the deletion of MAC CAM or PRAM entry from the hardware.

debug vpls cam updates

Syntax: [no] debug vpls cam updates

This command generates debug output when a VPLS CAM or PRAM entry is being updated due to a
change in the PRAM information in regard to a forwarding decision.

debug vpls count

Syntax: [no] debug vpls count
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This command specifies the number of debug prints generated by the debug vpls command. Use
this command to limit high-volume displays such as MAC learning activity and certain dy-sync
activity.

debug vpls dy-sync

Syntax: [no] debug vpls dy-sync [local | mac | remote | tlv]

® Jocal - Displays information about VPLS local entry dy-sync.

®* mac - Displays information about VPLS MAC table dy-sync.

* remote - Displays information about VPLS remote entry dy-sync.
® tlv- Displays information about VPLS TLV dy-sync.

This command monitors all VPLS dy-sync activity. Dy-sync is a method of synchronizing internal
VPLS data between management and CPU cards. This includes VPLS configuration (TLV), local
entry or endpoint status (local), remote entry or VPLS peer status (remote), and VPLS MAC table
activity. This data is used generally for internal debugging.

debug vpls dy-sync local

Syntax: [no] debug vpls dy-sync local

This command generates information about local VPLS dy-sync activity. Command output
resembles the following example for a specified VLAN (VLAN ID 2).

Brocade# debug vpls dy-sync | ocal

Brocade(config-npl s-vpls-testl)# vlian 2

Brocade(confi g-npl s-vpls-testl-vlan-2)# no tag e 2/19

VPLS MAC- GROUP: vpls_nmac_del ete_local _entry() - VPLS 1, port 2/19, vlan 2: HWCAMs
flushed 620.

VPLS DY- SYNC-LOC. npl s_vpl s_pack_one_vpls_local _entry() - VPLS 1, action 2, vlan
2, port 2/19,

repl ace-vl an 0.

VPLS DY- SYNC- TLV: npls_vpls_pack_one_ipc_tlv_vpls_vlan_port() - VPLS 1, vlan 2,
port 2/19.

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_ipc_tlv_port_config() - VPLS 1, port 2/19,
vlan 2, node 1.

VPLS DY-SYNC-TLV: npls_vpls_sync_timer() - Flush TLV packet

VPLS DY- SYNC-LOC. npls_vpls_sync_tinmer() - Flush LOCAL packet

R4(config-npl s-vpl s-test1l-vlan-2)#

R4(config-npl s-vpls-testl-vlan-2)#tag e 2/19

VPLS DY- SYNC- TLV: npls_vpls_pack_one_ipc_tlv_port_config() - VPLS 1, port 2/19,
vlan 2, node 1.

VPLS DY- SYNC-LOC: vpl s_mac_add_| ocal _entry() - Add: VPLS 1, vlan 2, port 2/19.
VPLS DY- SYNC-LOC: npl s_vpl s_pack_one_vpls_local _entry() - VPLS 1, action 1, vlan
2, port 2/19,

repl ace-vlan 1.

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_ipc_tlv_vpls_vlan_port() - VPLS 1, vlan 2,
port 2/19.

VPLS DY-SYNC-TLV: npls_vpls_sync_timer() - Flush TLV packet

VPLS DY- SYNC-LOC. npl s_vpls_sync_tinmer() - Flush LOCAL packet

debug vpls dy-sync mac

Syntax: [no] debug vpls dy-sync mac
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The following output was generated with debug vpls dy-sync mac enabled and indicates that an
existing VPLS MAC has been deleted and then reinstalled.

Brocade# debug vpls dy-sync mac

Brocade# clear mac vpls e 2/19

VPLS MAC. npls_vpls_delete mac_entry_fromtable() - VPLS 1, MAC 0000. 0000. 0601
1 mac entries flushed

VPLS MAC-LOCAL: npls_vpls_mac_sync_itc_cal |l back() - VPLS_MAC_SYNC LOCAL_ENTRY:
MAC

0000. 0000. 0601, port 2/19, vlan 2

VPLS MAC- LOCAL: vpls_local _sa_learning() - MAC 0000.0000.0601, port 2/19, vlan 2.
VPLS MAC. npls_vpls_insert_mac_entry_in_table() - VPLS 1, MAC 0000.0000. 0601
VPLS DY- SYNC- MAC. npl s_vpl s_np_send_create_del ete_one_mac_entry() - VPLS 1,
action 1, mac 0000.0000. 0601

VPLS DY- SYNC- MAC: npl s_vpl s_pack_nac_t abl e_change() - VPLS 1, action 1, nmc
0000. 0000. 0601, | ocal 1.

VPLS MAC- LOCAL: npls_vpls_mac_sync_itc_call back() - VPLS_MAC SYNC LOCAL_ENTRY:
MAC

0000. 0000. 0601, port 2/19, vlian 2

VPLS MAC-LOCAL: vpls_local _sa_learning() - MAC 0000.0000.0601, port 2/19, vlan 2.
VPLS MAC. npls_vpls_insert_nac_entry_in_table() - VPLS 1, MAC 0000. 0000. 0601
VPLS MAC-LOCAL: vpls_local _sa_learning() - Existing entry.

VPLS DY- SYNC- MAC:. npl s_vpls_np_send_create_del ete_one_mac_entry() - VPLS 1,
action 1, mac 0000.0000. 0601

VPLS DY- SYNC- MAC. npl s_vpl s_pack_nac_t abl e_change() - VPLS 1, action 1, nac
0000. 0000. 0601, |ocal 1.

VPLS DY- SYNC- MAC:. npl s_vpls_np_send_create_del ete_one_mac_entry() - VPLS 1,
action 3, mac 0000.0000. 0601

VPLS DY- SYNC- MAC. npl s_vpl s_pack_nac_t abl e_change() - VPLS 1, action 3, nac
0000. 0000. 0601, |ocal 1.

VPLS DY- SYNC- MAC:. npl s_vpls_np_send_create_del ete_one_mac_entry() - VPLS 1,
action 3, mac 0000.0000. 0601

VPLS DY- SYNC- MAC. npl s_vpl s_pack_nac_t abl e_change() - VPLS 1, action 3, nmc
0000. 0000. 0601, |ocal 1.

VPLS DY- SYNC- MAC:. npl s_vpls_np_send_create_del ete_one_mac_entry() - VPLS 1,
action 3, mac 0000.0000. 0601

VPLS DY- SYNC- MAC. npl s_vpl s_pack_nac_t abl e_change() - VPLS 1, action 3, nac

debug vpls dy-sync remote

Syntax: [no] debug vpls dy-sync remote

This command generates information about VPLS remote entry dy-sync activity. The following
output was generated with this command enabled, and indicates that an existing peer was deleted
and then reinstalled.

Brocade# debug vpls dy-sync renote

Brocade(confi g-npl s-vpl s-test1-vlan2)#no vpls-peer 10.5.5.5

VPLS MAC- GROUP: vpls_mac_del ete_renote_entry () - VPLS 1, VC-|abel 000f0000: HW
CAMs flushed 4.

VPLS DY- SYNC-REM npls_vpls_send_renote_entry_info () - called

VPLS DY- SYNC-REM npls_vpls_sync_timer () - Flush REMOTE packet
(config-npls-vpls-testl-vlan-2)# vpls-peer 10.5.5.5

VPLS DY- SYNC-REM npl s_vpl s_pack_one_vpls_renote_entry_tnns () - called
VPLS DY- SYNC-REM npl s_vpls_pack_one_vpls_renote_entry tnnl () - called
VPLS DY- SYNC-REM npl s_vpl s_pack_one_vpls_remte_entry () - called

VPLS DY- SYNC-REM npl s_vpls_send_renote_entry_info () - called

VPLS DY- SYNC-REM npl s_vpls_sync_tinmer () - Flush REMOTE packet
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debug vpls dy-sync tiv

Syntax: [no] debug vpls dy-sync tiv

This command generates information about the VPLS configuration that is being synchronized
(dy-sync) between management and CPU cards. The following output results when a VPLS instance
is deleted and then reinstalled.

Brocade# debug vpls dy-sync tlv

Brocade(config-nmpls)# no vpls 1 1

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_ipc_tlv_vpls_vlan_port() - VPLS 1, vlan 2,
port 1/2.

VPLS DY- SYNC- TLV: npls_vpls_pack_one_ipc_tlv_port_config() - VPLS 1, port 1/2,
vlan 2, node O.

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_ipc_tlv_vpls_vlan() - VPLS 1, vlan 2,

vl an-fid 65535.

VPLS DY- SYNC-TLV: npls_vpls_send_ipc_delete_vpls_table() - VPLS 1.

Brocade(config-npls)# vpls 1 1

Brocade(confi g-npl s-vpl s-1)# vpl s-peer 10.200. 200. 1

Brocade(confi g-npl s-vpls-1)# vlan 2

Brocade(confi g-npl s-vpl s-1-vl an-2)# untagged ethe 1/2

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_i pc_tlv_vpls_nane() - VPLS 1, action 1, nane
1.

VPLS 1, action 1, value O.

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_ipc_tlv_vpls_fid() - VPLS 1, action 1, Fid
0x0000a002.

VPLS DY- SYNC-TLV: npls_vpls_pack_one_ipc_tlv_vpls_mvid() - VPLS 1, action 1,

val ue 2048.

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_ipc_tlv_vlan_id() - VPLS 1, vlan 2.

VPLS DY- SYNC- TLV: npl s_vpl s_pack_one_ipc_tlv_vpls_vlan() - VPLS 1, vlan 2,
vlan-fid 32772.

debug vpls events

Syntax: [no] debug vpls events

This command displays information about VPLS label-range allocation, LDP session status (up or
down), LSP tunnel switchovers, VPLS endpoint port transitions, VPLS peer state machine
transitions, label exchanges, VC bindings, and VC withdrawals. The following example shows an
MPLS uplink being disabled and then re-enabled.

Brocade# debug vpls events

Brocade(config-if-el000-2/9)# disable

VPLS EVENT-LSP: npls_vpls_process_tnnl _down()- VPLS testl: Peer 10.5.5.5, tunnel
1 is down.

VPLS EVENT-LSP: npls_vpls_del _vpls_peer_in_tnnl _list()- VPLS testl: Del ete peer
10.5.5.5 fromtunnel -1ist of 1.

VPLS EVENT-FSM npls_vpls_peer_fsmstep()- VPLS fsm vpls testl peer 10.5.5.5
event

TNNL_DN st OPER->WAI T_TNNL act F.

VPLS EVENT-FSM npls_vpls_peer_fsmstep()- VPLS: vpls testl peer 10.5.5.5 is now
DOMAN, num up peer->0.

VPLS MAC- GROUP: vpls_mac_del ete_rennte_entry()- VPLS 1, VC-1label 000f0000: HW
CAMs flush 4.

VPLS EVENT- PEER npl s_vpls_send_vc_wi thdrawal ()- VPLS 1, group 0, peer 10.5.5.5,
Send | abel withdraw for 983040.

(config-if-el000-2/9)#enabl e

VPLS EVENT-LDP: npls_| dp_peer_session_ind()- VPLS testl, peer 10.5.5.5 LDP
session is down.
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VPLS EVENT-FSM npls_vpls_peer _fsmste ()- VPLS fsm vpls testl peer 10.5.5.5
event LDP_DN

st WAI T_TNNL->WAI T_TNNL act -.

VPLS EVENT-LSP: npls_vpl _process_tnnl_up()- VPLS testl: Peer 10.5.5.5, tunnel 1is
up.

VPLS EVENT-LSP: nplc_vpls_add_vpls_peer_in_tnnl _list() = VPLS testl: Add peer
10.5.5.5 to tunnel -1ist of 1.

VPLS EVENT-FSM npls_vpls_peer_fsmstep()- VPLS fsm vpls testl peer 10.5.5.5,
send | ocal -1 abel 983040.

VPLS EVENT-FSM npls_vpls_peer_fsmstep()- VPLSfsm vpls test 1 peer 10.5.5.5
event

RCV_LBL st WAI T_VC >OPER act D.

VPLS EVENT-FSM npls_vpls_peer_fsmstep()- VPLS: vpls testl peer 10.5.5.5 is now
UP, num up peer->1.

debug vpls failover

Syntax: [no] debug vpls failover

This command enables debugging of VPLS failover-related events, as shown in the following
example.

Brocade# debug vpls failover

VPLS Fail over: debugging is on
Oct 8 18:36:36 VPLS DY-SYNC-TLV: npls_vpls_pack_one_tlv_tsl_to_stdby() -
Oct 8 18:36:36 VPLS FAILOVER: npls_vpls_send_to_stdby tlv_peer_tsl() - called
SYSLOG <14>Cct 8 18:36: 37 FWD2( XMR12) System Interface ethernet 1/19, state
down - link down
SYSLOG <14>Cct 8 18:36: 53 FWD2( XMR12) System Interface ethernet 1/20, state
down - |ink down
Oct 8 18:36:53 VPLS DY-SYNC-TLV: npls_vpls_pack _one tlv_tsl _to_stdby() -
Oct 8 18:36:53 VPLS FAILOVER: npls_vpls_send_to_stdby tlv_peer_tsl() - called
SYSLOG <13>Cct 8 18:36:53 FWD2( XMR12) MPLS: VPLS 1 peer 10.6.6.6 (VCID 1) is
down
SYSLOG <14>Cct 8 18:37:10 FWD2( XMR12) System Interface ethernet 1/20, state up
rl df _conplete_lsi_rsv_conn_xc: update sync node
rl df _conplete_lsi_rsv_conn_xc: update sync node for VC FEC
rl df _conplete_|lsi_rsv_conn_xc: update sync node for VC FEC
Oct 8 18:37:23 VPLS DY-SYNC-TLV: npls_vpls_pack _one tlv_tsl _to_stdby() -
Oct 8 18:37:23 VPLS FAILOVER: npls_vpls_send_to_stdby tlv_peer_tsl() - called
SYSLOG <13>Cct 8 18:37:23 FWD2( XMR12) MPLS: VPLS 1 peer 10.6.6.6 (VCID 1) is up

debug vpls filter

Syntax: [no] debug vpls filter [b-src-mac | b-dst-mac | dst-mac-address | id | inner-tag | outer-vian
| src-mac-address | src-port | topo-id | topo-hw-idx | vc-label | vpls-peer-ip-address]

This command displays VPLS filtering options.

® b-src-mac - Filter to include outer source MAC address.

® b-dst-mac - Filter to include outer destination MAC address.

® dst-mac-address - Filter to include destination MAC address (LP only).
® id - Filter to include VPLS ID.

® inner-tag - Filter to include inner-tag ID (VLAN or ISID).

® outer-vlan - Filter to include VPLS outer VLAN.

® src-mac-address - Filter to include source MAC address.
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® src-port - Filter to include source port.

® topo-id - Filter to include topology group ID (MP only).

® topo-hw-idx - Filter to include topology group hardware index (LP only).
® vc-label - Filter to include local VC label.

® vpls-peer-ip-address - Filter to include this VPLS peer IP address.

NOTE
To clear a specific filter, enter the no debug vpls filter id num command from the MP or LP console.
To clear all VPLS filters, enter the no debug vpls filter command from the MP or LP console.

debug vpls forwarding

Syntax: [no] debug vpls forwarding

This command is used to generate some CPU packet forwarding in regard to VPLS traffic. On the LP,
it generates how the packet was received and how it was software forwarded. On the MP, it
generates the packet handling of those applications such as Multicast or 802.1ag to send out
control packets through VPLS to a remote peer.

Brocade# debug vpls forwarding

VPLS Forwardi ng: debugging is on
VPLS EGRESS FWD: | p_I 2_vpl s_out bound_process_packet () - RX pkt from MPLS uplink
src-port:1/1. VC | abel : 983040
VPLS EGRESS FWD: | p_I 2_vpl s_out bound_process_packet() - DA missed in CAM
VPLS EGRESS FWD: | p_I 2_vpl s_out bound_f orward_packet () - Payl oad Tag 0x81000008
exisits.
VPLS EGRESS FWD: | p_I 2_vpls_out bound_forward_packet () - Unknown VPLS MAC
0000. 0003. 0000, VPLS 1.
VPLS EGRESS FWD: | p_I 2_vpl s_out bound_forward_packet () - UNKNOMWN: send pkt to all
end- poi nts.
VPLS EGRESS FWD: | p_| 2 _vpls_broadcast |ocal () - Bcast pkt to VPLS VLAN 300,
inner_vid_valid:0 inner_vlan_id 0x00000000, FID 0x800b, Egress:1,
priority:0x00000000, inner_vlan_priority:0x00000000
VPLS EGRESS FWD: | p_| 2_vpls_broadcast | ocal () - Bcast pkt to VPLS VLAN 3000,
inner_vid_valid:0 inner_vlan_id 0x00000000, FID 0x800c, Egress:1,
priority:0x00000000, inner_vlan_priority:0x00000000

debug vpls generic

Syntax: [no] debug vpls generic

This command generates generic information about VPLS events such as VPLS MAC table
allocation failures, and VPLS MAC table deletions.

debug vpls mac

Syntax: [no] debug vpls mac [errors | group | local | remote]

® errors - Displays information about VPLS MAC errors.

® group - Displays information about a VPLS MAC group.

® |ocal - Displays information about VPLS local MAC learning.

®* remote - Displays information about VPLS remote MAC learning.

This command generates information about VPLS MAC learning, aging, deletions, and topology
changes. This command can be enabled for either local or remote MAC monitoring (or both).
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NOTE
Use of this command can generate a large number of debug prints. To limit debug prints, use the
debug vpls count command.

debug vpls mac local

Syntax: [no] debug vpls mac local

This command generates information about local MAC activity, as shown in the following example.

Br ocade# debug vpls mac | ocal

VPLS MAC. npls_vpls_delete_nmac_entry fromtable() - VPLS 1, MAC 0000. 0000. 0601
VPLS MAC- GROUP: nmac_group_del ete_nac_entry_fromlist()- 26d9f025: pt/lbl 58, vpls
1,

updat e_head 0, p 00000000, n 00000000.

VPLS MAC- GROUP: np_vpls_mac_send_group_flush_nsg()- Send IPCto LPs: Flush MACs for
VPLS

4294967295, port/label 0000003a, is-vlan O, hwonly O.

VPLS MAC- GROUP: nmac_flush_by group() - VPLS 4294967295, port/|abel 0000003a,
hwonly O:

Entries processed 1.

1 mac entries flushed

debug vpls statistics

Syntax: [no] debug vpls statistics

This command can be used to monitor statistics collection activity for VPLS instances. The following
output was generated with debug vpls statistics enabled, and as a result of the show mpls
statistics vpls command.

Brocade# debug vpls statistics

debug vpls statistics is enabl ed

Brocade# show npls statistics vpls

VPLS STATS: get _npls_vpls_stat _fromlp () - VPLS 1.
VPLS STATS: get_npls_vpls_stat_fromlp () - VPLS 1
VPLS- Nane I n-Port(s) Endpt - Qut-Pkts  Tnl - Qut-Pkts

testl e2/1 - e2/20 1252 0
testl e4/1 - ed4l2 1260 0
testl e4/3 - ed4ld4 O 0
debug vpls topology

Syntax: [no] debug vpls topology

This command is used to debug the topology group-related handling in the VPLS area. If there are
any VPLS VLANs configured in a topology group, this command allows you to see what is taking
place when topology group events occurred, such as topology group master VLAN changes,
forwarding state changes, and so on.

NOTE
This command is available only on the Management Processor.

Brocade# debug vpls topol ogy
VPLS TOPO. npls_vpls_topo_itc_nenbershi p_update() - Send | TC update: Topo 2 VPLS
VLANs exi st =1.
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VPLS TOPO npls_vpls_topo_inherit_control_state() - Inherit control state for
Topo 2.

VPLS TOPO npl s_vpl s_topo_add_vpls_vlan() - Add VPLS 1 VLAN 300: Oxffffffff to topo
(2) menber list. Menber count 1

VPLS TOPO npls_vpls_topo_update_end_points() - Topo 1 VLAN 300:0xffffffff old
topo_hw_i ndex 0x0000ffff new topo_hw_i ndex 0x00000000

VPLS TOPG npl s_vpl s_topo_update_end_poi nts() - Update VPLS end-point state: VPLS
1 VLAN 300:0xffffffff Port 1/5 Block 0. topo_hw i ndex: 0x00000000

VPLS TOPO npls_vpls_topo_add_nenber_vlan() - Set VPLS 1 VLAN 300: Oxffffffff as
menber of topo ID 2. with topo_hw_ i ndex 0x00000000

debug vpls fsm-trace

Syntax: [no] debug vpls fsm-trace vpls_id vpls_peer_ IP_ address

This command shows VPLS peer FSM trace history. Command output resembles the following

example.

Brocade# debug vpls fsmtrace 1 10.11.11.11

Ti me FSM St at e Rcvd Event Action
Nov 16 22:52:51 0 WAIT_PT PARAM_UPDT -
Nov 16 22:53:24 0 WAIT_PT PORT_UP A
Nov 16 22:53:38 1 WAI T_TNNL TNNL_UP B
Nov 16 22:56:41 2 WAI T_PW. UP PW UP E
Nov 16 22:57:10 3 OPER PW DN |
Nov 16 22:57:22 2 WAl T_PW UP PW UP E
Nov 16 22:58:02 3 OPER PORT_DN G
Nov 16 22:58:02 0 WAIT_PT W THD_SENT -
Nov 16 22:58:02 7 WAD( WAI T_PT) W THD_DONE -
Nov 16 22:58:43 0 WAIT_PT PORT_UP A
Nov 16 22:58:43 1 WAI T_TNNL TNNL_UP B
Nov 16 22:58:43 2 WAI T_PW. UP PW UP E
Nov 16 22:59:18 3 OPER TNNL_DN G
Nov 16 22:59:18 1 WAI T_TNNL W THD_SENT -
Nov 16 22:59:18 5 WAD( TNNL_DWN) W THD_DONE -

Common diagnostic scenarios

® You cannot configure MPLS on a port that is part of a dynamic link aggregation.

Where MPLS is enabled globally on the device, a port that is configured in a trunk can be
enabled as an MPLS interface port to create an MPLS trunk. You can either include a primary
trunk port that has already been MPLS-enabled in a new trunk or MPLS-enable a primary trunk
port of an already configured trunk. This feature was introduced in version 03.5.00 of the
Multi-Service IronWare software. The following considerations must be considered when
configuring MPLS on a trunk:

- Only static server trunks and per-packet server trunks are supported.
- Switch and LACP trunks are not supported.

- MPLS is enabled on the primary port of the trunk and this enables MPLS on the entire
trunk. Secondary ports of the trunk cannot be individually configured for MPLS.

®* MPLS interfaces are not forwarding traffic.
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S

MPLS VPLS

This may be caused because the customer is running software codes that do not match. It is
recommended that customers always update software so that all interface modules are

running the same code. If you have questions about your software version, contact Brocade
Technical Support for assistance.

For a VPLS VLAN that is configured as multicast active, VPLS does not accept a receiver report.
This issue is resolved by upgrading the software version to include the latest patches.
MPLS traffic is lost.

This issue is resolved by upgrading the software version to include the latest patches.
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This chapter describes the diagnostic commands for Brocade Netlron XMR and Brocade MLX series
Layer 3 protocol environments.

Bidirectional Forwarding Detection (BFD) quickly detects the failure of a forwarding path by
confirming that the next-hop router is alive. Without BFD, failure detection can take from 3 to 30
seconds and may cause unacceptable levels of packet loss.

BFD show commands

This section describes the show commands that display BFD information.

show bfd

Syntax: show bfd
This command displays information about BFD activity, as shown in the following example.

Br ocade# show bfd

BFD State: ENABLED Version: 1 Use PBIF Assist: Y

Current Registered Protocols: bgp/1 ospf/0 ospf6/0 bgp/0

Al'l Sessions: Current: 4 Maxi mum Al |l owed: 100 Maxi mum Exceeded Count: 0

LP Sessions: Maxi mum Al l owed on LP: 40 Maxi mum Exceeded Count for LPs: O
LP Sessions LP Sessions LP Sessions LP Sessions

1 0 2 2 3 2 4 0
5 0 6 0 7 0 8 0
9 0 10 O 11 0 12 0
13 0 14 0 15 0 16 0
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BFD Enabl ed ports count: 2
Por t M nTx M nRx Miul't Sessi ons
eth 2/1 100 100 3 2

show bfd application

Syntax: show bfd application

This command displays information about BFD applications, as shown in the following example.
Brocade# show bfd application

Regi stered Protocols Count: 3
Protocol VRFID Paraneter

ospf 0 1
ospf 6 0 0
isis task O 0
bgp 0 0

show bfd neighbor

Syntax: show bfd neighbor [interface ethernet slotnum/port-num | interface pos
slotnum/port-num | interface ve port-num]

® interface ethernet slotnum/port-num - Displays BFD neighbor information for the specified
Ethernet interface.

* interface pos slotnum/port-num - Displays POS information for a specific interface, slot, and
port.

® interface ve port-num - Displays BFD neighbor information for the specified virtual interface.

When the show bfd application command is enabled, the show bfd neighbor command displays
output similar to the following example.

Br ocade# show bfd nei ghbor
Total Entries:7 R RXRenote(Y:Yes/N: No)H: Hop(S:Single/MMilti)
Nei ghbor Address state Interface Holddown |[Interval R'H

10.3.0.1 UP ve 30 600000 200000 Y/'S
10.31.31.14 UP ve 30 25000000 5000000 YI'M
10.4.0.1 UP ve 40 600000 200000 YIS
10.1.0.1 UP ve 10 300000 100000 YIS
10.11.11.14 UP ve 10 25000000 5000000 YI'M

show bfd neighbor detail

Syntax: show bfd neighbor detail [IP-address | IPv6-address]

® |P-address - Displays BFD neighbor information for the specified IPv4 address.
® |Pv6-address - Displays BFD neighbor information for the specified IPv6 address.
This command displays BFD neighbor information in the detailed format.

Brocade# show bfd nei ghbor detail
Total nunber of Nei ghbor entries: 2
Nei ghbor Addr ess State Interface Hol ddown Interval RH
10.1.1.1 UP eth 4/1 1800000 600000 1
Regi stered Protocol s(Protocol /VRFID): isis_task/0 ospf/0
Local: Disc: 1, Diag: 0, Denand: O Poll: O
M nTxl nterval : 500000, M nRxlnterval: 500000, Multiplier: 3
Rernote: Disc: 684, Diag: 0, Demand: O Poll: O
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M nTxl nterval : 600000, M nRxlnterval: 600000, Multiplier: 3
Stats: RX: 4617 TX: 5189 SessionUpCount: 1 at SysUpTine: 0:0:41:49.325
Session Uptine: 0:0:40:54.400, LastSessionDownTi mestanp: 0:0:0:0.0
Nei ghbor Addr ess State I nterface Hol ddown Interval
fe80::202: 17ff: febe: c41d DOWN eth 4/1 0 1000000
Regi stered Protocol s(Protocol/VRFID): ospf6/0
Local: Disc: 2, Diag: 0, Demand: O Poll: O
M nTxl nterval : 500000, M nRxlnterval: 500000, Multiplier: 3
Rermote: Disc: 0, Diag: 0, Demand: O Poll: O
M nTxlnterval: 0, MnRxInterval: 0, Miltiplier: O
Stats: RX: 0 TX: 3278 SessionUpCount: O at SysUpTine: 0:0:41:49. 325
Session Uptine: 0:0:0:0.0, LastSessionDownTi nestanp: 0:0:0:0.0
Using PBIF Assist: Y

Clearing BFD neighbor sessions

RH
0

You can clear all BFD neighbor sessions or a specified BFD neighbor session using the following

command.

clear bfd neighbor

Syntax: clear bfd neighbor [IP-address | IPv6-address]

® |P-address - Specifies the IPv4 address of a neighbor whose BFD session you want to clear.

® |Pv6-address - Specifies the IPv6 address of a neighbor whose BFD session you want to clear.

Executing this command without specifying an IPv4 or IPv6 address clears the sessions of all BFD

neighbors.

BFD debug commands

This section describes how to use diagnostic debug commands to monitor BFD environments.

debug bfd

Syntax: [no] debug bfd [application | hitless-upgrade | ipc-error | ipc-event | itc | pbif | timer]

® application - Displays information about BFD applications.

® hitless-upgrade - Displays information about hitless upgrade events.

® ipc-error - Displays information about interprocess communication (IPC) errors.

® ipc-event - Displays information about IPC events.

* jtc - Displays information about BFD inter-task communication (ITC) activity.

* pbif - Enables debugging of BFD use of Peripheral Bus Interface FPGA (PBIF) Assist.
® timer - Enables debugging of BFD timer operation on LP.

debug bfd application

Syntax: [no] debug bfd application

This command generates information about BFD application activity. When this command is

enabled, output resembles the following example, which shows that the OSPF application was

disabled, and then enabled.
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Br ocade# debug bfd application

application: debugging is on
BFD/ APP: Application: Appld: ospf App Subid: O DeRegistered with BFD
BFD/ APP: Application: Appld: ospf App Subid: O Registered with BFD

debug bfd hitless-upgrade

Syntax: [no] debug bfd hitless-upgrade

This command displays information about BFD hitless upgrade events, as shown in the following
example.

Br ocade# debug bfd hitl ess-upgrade

MP swi t chover done, clearing all session w thout graceful restart app.
bf d_np_del ete_al | _app_sessions_wi th_no_graceful _restart() called

BFD: LP Hitless Upgrade started

Resetting LP 1...

Resetting LP 2...

Resetting LP 3...

Resetting LP 4...

BFD/ | PC. saving of | PC nmessage during LP Upgrade started
BFD/ | PC. Savi ng of | PC nmessage during LP Upgrade finished.
BFD/ | PC. sending saved ipc to LP

bf d_np_add_al | _app_sessions_with_no_graceful _restart called
BFD: LP Hitless Upgrade finished

debug bfd ipc-error

Syntax: [no] debug bfd ipc-error

This command generates information about BFD interprocess communication (IPC) errors. The
following example shows output from a session with debug ip ospf bfd, debug bfd ipc-event, and
debug bfd ipc-error enabled.

Brocadel# debug ip ospf bfd
OSPF: BFD events debugging is on
Brocade# debug bfd ipc-error
ipc-error: debugging is on
Brocade# debug bfd ipc-event
i pc-event: debugging is on
Brocade# show bfd nei ghbor
Dec 19 14:51:37 BFD/ | PC:. Sendi ng MP Request for all sessions information to LP 2.
Dec 19 14:51: 37 BFD/| PC. Recei ved LP Response for all sessions information fromLP
2.
Total nunber of Neighbor entries: 2

Nei ghbor Addr ess State Interface Hol ddown Interval RH
10.2.2.2 upP eth 2/2 300000 100000 1
fe80::20c: dbff: fee2: b529 UP eth 2/2 300000 100000 1

SYSLOG Dec 19 14:51:58:<13>R1, OSPF:. nbr state changed, rid 10.1.1.1, nbr addr
10.2.2.2, nbr rid 10.2.2.2, state down

SYSLOG Dec 19 14:51:58:<13>Rl, OSPF: interface state changed, rid 10.1.1.1, intf
addr 10.2.2.1, state designated router

BFD/ | TC. Received Del ete Sessi on Request from App: ospf for Port:eth

2/ 2 Neighbor:10.2.2.2

BFD: ipc set session adm n down(0->2), for session 22

BFD/ | PC. Recei ved session paraneter change for session=22

BFD: ipc delete session (0->2), for session 22

BFD/ | TC. Received Create Session Request from App:ospf for Port:eth 2/2

Nei ghbor: 10.2.2. 2
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BFD: ipc create session (0->2), for session 76

SYSLOG Dec 19 14:52:01:<13>Rl, OSPF: interface state changed, rid 10.1.1.1, intf
addr 10.2.2.1, state backup designated router

BFD/ | PC. Recei ved session paraneter change for session=76

BFD/ | PC. Recei ved session state change notification for session=76

OSPF: | TC Session State Change Notification rxd for nbr 10.2.2.2

SYSLOG Dec 19 14:52:01:<13>R1, OSPF: nbr state changed, rid 10.1.1.1, nbr addr
10.2.2.2, nbr rid 10.2.2.2, state full

Br ocade#show bfd nei ghbor

BFD/ | PC. Sending MP Request for all sessions information to LP 2.

BFD/ | PC. Received LP Response for all sessions information fromLP 2.

Total nunber of Neighbor entries: 2

Nei ghbor Addr ess State Interface Hol ddown Interval RH
fe80:: 20c: dbff: fee2: b529 UP eth 2/2 300000 100000 1
10.2.2.2 UP eth 2/2 300000 100000 1

debug bfd ipc-event

Syntax: [no] debug bfd ipc-event

These commands generate information about IPC and ITC errors. The previous example shows
output from a session with these two commands enabled.

debug bfd itc

Syntax: [no] debug bfd itc

This command displays information about BFD ITC activity. Command output resembles the
following example.

Brocade# debug bfd itc
itc: debugging is on
Br ocade# show bfd nei ghbor
BFD/ | TC. Recei ved Del ete Session Request from App:ospf for Port:eth 2/2
Nei ghbor:10.2.2.2
BFD/ | TC. Received Create Session Request from App:ospf for Port:eth 2/2
Nei ghbor:10.2.2.2
OSPF: | TC Session State Change Notification rxd for nbr 10.2.2.2

debug bfd pbif

Syntax: [no] debug bfd pbif

This command enables debugging of PBIF Assist feature that is used in the transmission of BFD
packets. The following example shows output from a session with debug bfd pbif and debug bfd
ipc-event enabled.

Brocade# debug bfd pbif
BFD: pbif debugging is on
Brocade# debug bfd ipc-event
BFD: i pc-event debugging is on
Feb 11 07:49:28 BFD/ | PC. Received set use pbif assist to FALSE
Feb 11 07:49:28 BFD: Use of PBIF TX Assist Disabled, Disabling Use of PBIF TX A
ssist for all sessions
Feb 11 07:49:28 BFD: Tx PBIF Assist disabled for session 1
Feb 11 07:49:28 BFD: send IPCto MP for Use PBIF Assist change to N for sessi
on 1
Feb 11 07:49:56 BFD/ I PC. Received set use pbif assist to TRUE
Feb 11 07:49:56 BFD: Use of PBIF TX Assist enabled, Enabling PBIF TX Assist fo
r all qualified sessions
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Feb 11 07:49:56 BFD: PBIF TX Assist Request successful for session 1 with inter
val 925 ms handl e 1a480140

Feb 11 07:49:56 BFD: send IPC to MP for Use PBIF Assist change to Y for sessi
on 1

debug bfd timer

Syntax: [no] debug bfd timer
This command enables debugging of BFD timer operation.

The following example shows the output from a session with debug bfd timer, debug bfd ipc-event,
and debug bfd pbif enabled.

Brocade# debug bfd timer
BFD: timer debugging is on
Brocade# debug bfd pbif
BFD: pbif debugging is on
Brocade# debug bfd ipc-event
BFD: ipc-event debugging is on
Feb 11 07:52:41 BFD: Tinmer called at interval of 46 ns
Feb 11 07:52:41 BFD: Timer called at interval of 17 ns
Feb 11 07:52:41 BFD: Negotiated TX Interval 1000000 microsec, Jittered Transm
t Interval 822 ms, random num 1572
Feb 11 07:52:41 BFD: Tx PBIF Assist disabled for session 1
Feb 11 07:52:41 BFD: send IPCto MP for Use PBIF Assist change to N for sessi
on 1
Feb 11 07:52:41 BFD: ipc session state change to MP, for session 1
Feb 11 07:52:41 BFD: ipc session paraneters change to MP, for session 1
Feb 11 07:52:42 BFD: Timer called at interval of 56 ns
Feb 11 07:52:42 BFD/ | PC. Received set session adm n down for session=1
Feb 11 07:52:42 BFD: ipc session paranmeters change to MP, for session 1
Feb 11 07:52:42 BFD/ I PC. Received del ete session for session=1
Feb 11 07:52:42 BFD: Timer called at interval of 19 ns
Feb 11 07:52:50 BFD/ | PC. Received create session for session=4
Feb 11 07:52:50 BFD: Negotiated TX Interval 1000000 microsec, Jittered Transm
t Interval 827 ns, random num 3827
Feb 11 07:52:50 BFD: ipc session paraneters change to MP, for session 4
Feb 11 07:52:50 BFD: ipc session state change to MP, for session 4
Feb 11 07:52:50 BFD: ipc session paranmeters change to MP, for session 4
Feb 11 07:52:50 BFD: PBIF TX Assist Request successful for session 4 with inter
val 20675 ns handl e 1a480140
Feb 11 07:52:50 BFD: send IPC to MP for Use PBIF Assist change to Y for sessi
on 4
Feb 11 07:52:50 BFD: Negotiated TX Interval 50000 nicrosec, Jittered Transmt
Interval 40 ms, random num 10731
Feb 11 07:52:50 BFD: Tx PBIF Assist disabled for session 4
Feb 11 07:52:50 BFD: send IPC to MP for Use PBIF Assist change to N for sessi
on 4
Feb 11 07:52:50 BFD: PBIF TX Assist Request successful for session 4 with inter
val 1000 ms handl e 1a480140
Feb 11 07:52:50 BFD: send IPC to MP for Use PBIF Assist change to Y for sessi
on 4
Feb 11 07:52:50 BFD: ipc session paraneters change to MP, for session 4
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Configuration notes

® BFD session establishment on an interface does not start until 90 seconds after the interface
comes up. The reason for this delay is to ensure that the link is not affected by unstable link
conditions which could cause BFD to flap. This delay time is not user-configurable.

® BFD supports multi-slot trunks in cases where all BFD packets are transmitted only on a single
path, which does not change unless the trunk active membership changes. BFD is not
supported on multi-slot trunks where per-packet switching is used (where the path taken by
the BFD packets varies).

®* The BFD Control Message is a UDP message with destination port 3784.
®* When you configure BFD, you must set timing and interval parameters.

Common diagnostic scenarios

* |t takes a few minutes for BFD to come up after a partner link comes up over Layer 2.

This is an expected behavior. The Brocade device waits for 90 seconds after a port state
changes from down to up before sending the BFD packet out.

®* When configuring BFD, one end detects a session but the other end does not.

The ip ospf bfd command must be enabled at the interface level or the bfd all-interfaces
command must be enabled at the router OSPF level.

BGP

Border Gateway Protocol version 4 (BGP4) is the standard Exterior Gateway Protocol (EGP) used on
the Internet to route traffic between Autonomous Systems. BGP maintains a routing table (separate
from the main router routing table) of the accessible routes and addresses of Autonomous System
neighbors.

BGP show commands
This section describes the show commands that display BGP information.

show debug

Syntax: show debug

This command can be used at any time to display debug settings for a device. The following
example shows debug settings for a device that has only BGP debug settings enabled.

Br ocade# show debug
Debug nmessage destination: console
I P Routing
BGP: bgp debugging is on
BGP: event s debugging is on
BGP: keepal i ves debugging is on
BGP( RED) : bgp debugging is on
BGP( RED) : event s debugging is on
BGP( RED) : keepal i ves debugging is on
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show ip bgp debug

Syntax: show ip bgp debug [memory | network | profiling | reset-profiling | route-table | variables
| out-policy]

This command displays information about BGP network configurations, including next hops,
available memory, profile data, and internal variables.

®* memory - Displays BGP memory pool information.

® network - Displays information about BGP networks.

® profiling - Displays profile data on BGP functions.

* reset-profiling - Resets the profile data collection setting.

* route-table - Displays routing table information.

® variables - Displays BGP internal variables.

® out-policy - Displays outbound peer policies.

Command output from the show ip bgp debug command resembles the following example.

Brocade# show i p bgp debug
BGP Debug | nformation

Pid Size Address Tot al Used Free NoMem Errors #_pools p_unit
0 8 021da799 O 0 0 0 0 0 2000
1 16 021da7c5 O 0 0 0 0 0 2000
2 24 021da7f1 O 0 0 0 0 0 2000
3 32 021da81d 910 2 908 0 0 1 800
4 48 021da849 630 1 629 0 0 1 400
5 64 021da875 O 0 0 0 0 0 200
6 96 021da8al O 0 0 0 0 0 80
7 128 021da8cd O 0 0 0 0 0 40
8 256  021da8f9 31 2 29 0 0 1 20
9 48 021da925 5041 5 5036 0 0 1 4000
10 44 021da951 10666 5 10661 O 0 1 8000
11 86 021da97d 5688 7 5681 0 0 1 4000
12 92 021da9a9 5333 4 5329 0 0 1 4000
Total Menory Use for Route and Attributes Tabl es . 1871568

Mermory Bl ock Not Avail abl e Count 0

Bad Menory Pool | D Count 0

TCP buffers : 2048 000

BGP Tx Paraneters : 5303

BGP route update time counter . sched: N O (100)

BGP route update count 0 (0) last:

event : (1:1) 0.0.0.0/0

BGP i o semaphore take 5, yield 1, O

Max timer process: |1-0 s-0 (0), io: 0 O us

io_rx_yield_tinm 0x021d9480, 2

1 sec tinmer value: 0, 0 TB

MP active: 1, standby up O

Graceful _restart: enable 0, restart time 120, stale-routes 360, purge 600
Restarted 0, fwd O, restart_up_time_count[0] O

BGP i nbound/ out bound policy caching Enabl ed

BGP internal debug trace fl ags:
bgp class data structure is clean
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show ip bgp debug memory

Syntax: show ip bgp debug memory [check-as-path | check-free | dump-used]

® check-as-path - Checks AS paths.
® check-free - Checks free pool entry.
® dump-used - Dumps used pool entry.

This command displays information about the internal sizes of various BGP entities. It shows a
summary of how many chunks were allocated and freed for each pool, as the example that follows
illustrates.

Brocade# show i p bgp debug nenory

BGP_CLASS_VRF: 26367, BGP_PEER CLASS: 179124, BGP_CONFI GURATI ON_CLASS: 4135
BGP_AS_PATH_ENTRY: 94, BGP_| PV6_AS_PATH ENTRY: 106, BGP_AS_PATH SEGVENTS: 18
BGP_NLRI _ENTRY: 86, BGP_PATRI Cl A_ KEY_ADDRESS: 16, BGP_PATRI Cl A NODE: 48

BGP_RI B_OUT_NLRI _ENTRY: 44, BGP_RI B _OUT_HOLDER 28, BGP_W THDRAWN ROUTE_ENTRY: 42
BGP_NEXTHOP_ADDRESS: 16, BGP_NEXTHOP_ENTRY: 199, BGP_DAMPI NG _NLRI _ENTRY: 36
BGP_ROUTE_DAMPI NG_REUSE_LI ST: 2052, BGP_ROUTE_DAMPI NG BLOCK: 3522

BGP_DAMPENI NG 37374

BGP pool 0 allocated 1 chunk freed 0 chunk
BGP pool 1 allocated O chunk freed 0 chunk
BGP pool 2 allocated 0 chunk freed 0 chunk
BGP pool 3 allocated 1 chunk freed O chunk
BGP pool 4 allocated 1 chunk freed 0 chunk
BGP pool 5 allocated 1 chunk freed 0 chunk
BGP pool 6 allocated 0 chunk freed 0 chunk
BGP pool 7 allocated 0 chunk freed 0 chunk
BGP pool 8 allocated 0 chunk freed 0 chunk
BGP pool 9 allocated 1 chunk freed 0 chunk
BGP pool 10 allocated 1 chunk freed O chunk
BGP pool 11 allocated 1 chunk freed 0 chunk
BGP pool 12 allocated 1 chunk freed O chunk
BGP pool 13 allocated O chunk freed O chunk
BGP pool 14 allocated O chunk freed O chunk
BGP pool 15 allocated 1 chunk freed 0 chunk
BGP pool 16 allocated O chunk freed O chunk
BGP pool 17 allocated O chunk freed O chunk

show ip bgp debug memory check-free

Syntax: show ip bgp debug memory check-free pool-id

This command shows the number of free entries in the memory pool. Command output is similar to
the following example (in this case, memory pool 1).

Brocade# show i p bgp debug nenory check-free 1
Nunber of free entry in the pool (1) = 0, expected O

show ip bgp debug memory dump-used

Syntax: show ip bgp debug memory dump-used pool-id

This command displays (in page mode) all memory chunks that are held by a pool (either fully used
or still with free entries), as the following example illustrates.
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Brocade# show i p bgp debug nenory dunp-used 10
Pool 10: nenory chunk that had free entry:

chunk addr: 2827c000, total entry 2520, free 2405, used 115
Pool 10: nenory chunk that had all entries in use:

show ip bgp debug network

Syntax: show ip bgp debug network [X:X::X:X | A.B.C.D or A.B.C.D/L]
®  X:X:X:X-IPv6 network address.
® A.B.C.DorA.B.C.D/L - IP network address.

This command displays internal BGP information about network command-related data structures.
Command output resembles the following example (shown for an IP network address).

Brocade# show i p bgp debug network 10.2.2.2/32
BGP: network 10.2.2.2/32 found
(x05236ebc, 00000000, 00000000) 10.2.2.2/32
wei ght : 32768 back_door: 0 i nported: 0
rout e-map: <> sptr:x00000000
next _hop:0.0.0.0 ned: 0 type: 0

show ip bgp debug profiling

Syntax: show ip bgp debug profiling
This command displays BGP profiling information, as shown in the following example.

Brocade# show i p bgp debug profiling
BGP Profiling Data:

Send TOTAL=0 FREQ=0 AVG=0
SendRi bQut TOTAL=0 FREQ=0 AVG=0
SendRi bCQut AddAS TOTAL=0 FREQ=0 AVG=0
SendRi bCQut AddNLRI TOTAL=0 FREQ=0 AVG=0
Recv TOTAL=0 FREQ=0 AVG=0
RecvASAl | oc TOTAL=0 FREQ=0 AVG=0
RecvUpd TOTAL=0 FREQ=0 AVG=0
RecvAschk TOTAL=0 FREQ=0 AVG=0
RecvAsl| oop TOTAL=0 FREQ=0 AVG=0
RecvAsaddl TOTAL=0 FREQ=0 AVG=0
RecvAsadd2 TOTAL=0 FREQ=0 AVG=0
RecvUpdnl ri TOTAL=0 FREQ=0 AVG=0
RecvUpdvpnv4nl ri TOTAL=0 FREQ=0 AVG=0
RecvVpnv4copy TOTAL=0 FREQ=0 AVG=0
RecvVpnv4al | oc TOTAL=0 FREQ=0 AVG=0
RecvVpnv4ri bin TOTAL=0 FREQ=0 AVG=0
RecvVpnv4pr ocess TOTAL=0 FREQ=0 AVG=0
RecvVpnv4processl np TOTAL=0 FREQ=0 AVG=0
RecvVpnv4pr ocessnewas TOTAL=0 FREQ=0 AVG=0
RecvVpnv4pr ocessasadd TOTAL=0 FREQ=0 AVG=0
RecvRi bi nTree2 TOTAL=0 FREQ=0 AVG=0
RecvRi bi nTree3 TOTAL=0 FREQ=0 AVG=0
RecVvRi bi nTr ee4 TOTAL=0 FREQ=0 AVG=0
Al | ocAPool 1 TOTAL=0 FREQ=0 AVG=0
Al | ocAPool 2 TOTAL=0 FREQ=0 AVG=0
Al | ocPool Dymal | oc TOTAL=219 FREQ=3 AVG=73
Al | ocAPool Chai n TOTAL=5592 FREQ=3 AVG=1864
vpnv4_ribout_add_nlri TOTAL=0 FREQ=0 AVG=0
vpnv4_ribout _al |l ocate_| abel TOTAL=0 FREQ=0 AVG=0
vpnv4_ribout _run_policy TOTAL=0 FREQ=0 AVG=0
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vpnv4_ribout_remwthd_rt TOTAL=0 FREQ=0 AVG=0
rp_natch_t ot al TOTAL=0 FREQ=0 AVG=0
rp_set_total TOTAL=0 FREQ=0 AVG=0
rp_match_access TOTAL=0 FREQ=0 AVG=0
bgp_check_updat e TOTAL=0 FREQ=0 AVG=0
Updat e_Chk_Next hop TOTAL=0 FREQ=0 AVG=0
Updat e_Add_Rout es TOTAL=0 FREQ=0 AVG=0
Updat e_Tai | TOTAL=0 FREQ=0 AVG=0
Chk_Next Hop_Change_Def TOTAL=0 FREQ=0 AVG=0
Chk_Next Hop_Change_Hash TOTAL=0 FREQ=0 AVG=0
Chk_Next Hop_Change_Hash TOTAL=0 FREQ=0 AVG=0
Chk_Next Hop_Change_Lookup TOTAL=0 FREQ=0 AVG=0
Chk_Next Hop_Change_Pr ocess TOTAL=0 FREQ=0 AVG=0
Revert_ldl e_State_Del ete_All TOTAL=0 FREQ=0 AVG=0
Revert | dle_State_Tail TOTAL=0 FREQ=0 AVG=0
RIB in_delete_all _nlris _fromp TOTAL=0 FREQ=0 AVG=0
Ti mer _Add_Rout es TOTAL=0 FREQ=0 AVG=0
Timer_Delete_All _Nri TOTAL=0 FREQ=0 AVG=0
Add_rout es TOTAL=0 FREQ=0 AVG=0
Add_routes_cbk_nlri _Iist TOTAL=0 FREQ=0 AVG=0
Add_routes_cbk_update_ip TOTAL=0 FREQ=0 AVG=0
check_and_updat e_bgp_route TOTAL=0 FREQ=0 AVG=0

show ip bgp debug route-table

Syntax: show ip bgp debug route-table

This command displays the Network Layer Reachability Information (NLRI) count in the BGP route

table, as shown in the following example.

Brocade# show i p bgp debug route-table
There are 7 NLRIs in BGP Route Table, time O nms

show ip bgp debug variables

Syntax: show ip bgp debug variables

This command displays detailed BGP information about internal flags, statistics, and states.
Command output resembles the following example.

Brocade# show i p bgp debug vari abl es

safi: 0, &bgp: 04d2dfdc, enabled:1, operational:1, dbg_nem&021da72e/0, curr_af
i o_process_running:0, io_process_next_peer_nunber=1

in_long_loops 0, clear_all 0, timer 00000000, count O

timer_enabled: 1, tiner_next_peer_nunber:0, 1s timer 1, short timer 1
scheduler id:1:1, ip:0.0.0.0/0, tine=16977

bgp_tch: 021cae08 (0x0001001f, 0), tick_cnt=17, seconds=691

bgp_t cb6: 0001002f (0x00000000, 0x04d2e0c4)

*peer: 021d9546, *peer_group: 021da4f2, RIB_in_root_node: 0bb373b4

Maxi mum Peer | ndex Nunber:2, check_nexthops:0 0O

router_id:10.3.3.3, configured:0, cluster_id:0.0.0.0, configured:0
route_is_router_reflector:0, client_to_client_reflection:1

net wor ks: x021cdbe9, aggregate: x021cdc0d

defaul t _metric: 4294967294, |ocal _preference: 100, keep_alive: 60, hold_tine: 180
originate_default:0, originated:0

di stance: 20 200 200, fast_external _fallover=0

next hop recur0, en_def:0, readvertise:1, auto_sumO, synch:0

al ways_conpare_ned: 0, conpare_ned_wi th_enpty_aspath: 0, redistribute_ibgp:0,
| ocal _network_check_time_count:1
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next hop_cache_hit _count: 6, nexthop_cache_m ss_count: 2

system nmenory: 536870912, total _all ocated: 1964468, bgp_defined_quota: 2147483648
inport map:"", export map:""

next hop_I b_i nterface: <no-such-port>, nexthop_|Ib_addr:0.0.0.0

show ip bgp debug out-policy

Syntax: show ip bgp debug out-policy

This command displays outbound peer policies. Command output resembles the following
example.

Brocade# show i p bgp debug out-policy

BGP(vrf 0O/safi 0) outbound policy entries: 13

Qut bound Policy G oup: 0x34731a00 (Hash 0), ID: 1, Drop 1, Use Count: 0, Staring:
0, Update: O

Ri bout Group: 0x34831000, ID: 1, Type: -1, Peer Count: 0, Mask: 0x00000000 (0),
ribout: 0, withdrawn: O

Qut bound Policy G oup: 0x347a5600 (Hash 0), ID: 9, Drop 0, Use Count: 1, Staring:
42, Update: O

Ri bout Group: 0x35563000, ID: 2, Type: 1, Peer Count: 1, Mask: 0x00000004 (2),
ribout: 2102, withdrawn: O

Qut bound Pol i cy Group: 0x355e9e00 (Hash 31), ID: 5, Drop 0, Use Count: 6, Staring:
18, Update: O

Ri bout Group: 0x35615000, ID: 6, Type: 2, Peer Count: 6, Mask: 0x0000003f (5),
ribout: 175020, withdrawn: O

rout emap: maplo

Qut bound Pol i cy G oup: 0x355e9200 (Hash 110), ID: 2, Drop 0, Use Count: 6,
Staring: 0, Update: O

Ri bout Group: 0x355f1000, ID: 3, Type: 2, Peer Count: 6, Mask: 0x0000003f (5),
ribout: 175020, withdrawn: O

rout emap: map0

Qut bound Pol icy G oup: 0x347a5400 (Hash 111), ID: 8, Drop O, Use Count: 6,
Staring: 36, Update: O

Ri bout Group: 0x35627000, ID: 9, Type: 2, Peer Count: 6, Mask: 0x0000003f (5),
ribout: 175020, w thdrawn: O

routemap: napl

show ip bgp debug out-policy peer-list

Syntax: show ip bgp debug out-policy peer-list

This command displays the peer grouping. The Brocade device groups BGP peers together based
on their outbound policies. To reduce RIB-out memory usage, the device then groups the peers
within an outbound policy group according to their RIB-out routes. Peers in a group have the same
Policy-ID and Group-ID.

RIB-out peer grouping is not shared among different VRFs or address families, and is not supported
for VPNv4 or Layer 2 VPN peers.

Brocade# show i p bgp debug out-policy peer-list
BGP sorted peers on outbound policy (safi=0)
I ndex -> Peerldx Peer Address Policy-ID Goup-I1D Vrf-idx

0 0 10.0.100. 2 2 3 0
1 1 10.0.101.2 2 3 0
2 2 10.0.102. 2 2 3 0
3 3 10.0.103.2 2 3 0
4 4 10.0.104.2 2 3 0
5 5 10.0.105.2 2 3 0
6 18 10.0.100. 2 3 4 0
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o

7 19 10.0.101.2 3 4
8 20 10.0.102. 2 3 4 0

show ip bgp nexthop

Syntax: show ip bgp nexthop [ip-address | unreachable]

® jp-address - Displays the next hop with the specified IP address.
® unreachable - Displays only the unreachable next hops.

This command displays information about IPv4 next hops. The information includes next hops,
route type, cost, resolve schema, next hop router IP address, and outgoing interface. Command
output resembles the following example.

Brocade# show i p bgp nexthop
safi : BGP UNI CAST SAFI
Type Codes - B:BGP D: Connected |:1SIS O OSPF RRIP S:Static

OSPF Codes - i:lInternal 1:External Type 1 2:External Type 2

Next Hop Rout eType Cost Resol veSchenma Router |IP Por t

10.122.122. 122 (0] 2 | Pv4/ 6 10.32.32.2 eth 1/3
10.42.42.2 eth 1/4

10. 132. 10. 10 0] 2 | Pv4/ 6 10. 22. 22. 10 eth 1/2

show ipv6 bgp nexthop

Syntax: show ipv6 bgp nexthop [ipv6-address | unreachable]

® jpv6-address - Displays the next hop with the specified IPv6 address.
® unreachable - Displays only the unreachable next hops.

This command displays information about IPv6 next hops. The information includes next hops,
route type, cost, resolve schema, next hop router IPv6 address, and outgoing interface. Command
output resembles the following example.

Brocade# show i pv6 bgp next hop
safi : BGP | PV6 UNI CAST SAFI
Type Codes - B:BGP D: Connected |1:1SIS O OSPF R R P S:Static

OSPF Codes - i:lnternal 1:External Type 1 2:External Type 2

Next Hop Rout eType Cost Resol veSchenma Router |IP Por t

2001:DB8::9 O 2 | Pv4/ 6 fe80::224:38ff:fe43:6d41 eth 1/1
fe80::224:38ff:fed43:6d42 eth 1/2

2001: DB8:: 20 G 2 | Pv4/ 6 fe80::224:38ff:fe43:6d41 eth 1/1

fe80::224:38ff:fed43:6d42 eth 1/2

show ip rtm

Syntax: show ip rtm [vrf vrf name] | include bgp

* vrf vrf name - Specifies that you want to display the RTM information for the specified VRF.
® include bgp - Includes the matching lines from BGP output.

This command displays information about the Routing Table Manager (RTM) BGP rib count, as
shown in the following example.

Brocade# show ip rtmvrf vpnl | include bgp
client bgp (0x105b1104):
bgp route limt O, current O
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BGP debug commands

This section describes the debug commands used for monitoring the BGP environment.
debug ip bgp

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] [dampening | events | general | graceful-restart |
keepalives | updates [rx | tx] | route-selection]

® all-vrfs - Displays information for all virtual routing and forwarding events.

® vrf-name - Displays information for a specific VRF event.

®* dampening - Displays BGP dampening activity.

® events - Displays BGP event information.

® general - Displays BGP common debugs.

® graceful-restart - Displays information about graceful-restart events.

®* keepalives - Displays keepalive activity.

® updates [rx | tx] - Displays BGP receive, transmit, or receive and transmit update messages
about debug processing.

* route-selection - Displays BGP route selection debug information.

This command enables common BGP debugs to be displayed for all VRFs or for a specific VRF.
Command output resembles the following example.

Brocade# debug i p bgp
/**** ] ocal -as of peer has changed ****/
BGP: 10.1.1.2 Rcv TCP connection closed renotely. handl e 00000005: 0a0132d4, key O

BGP: 10.1.1.2 renote peer closed TCP connection

BGP: 10.1.1.2 rcv notification: CEASE Message

BGP: 10.1.1.2 BGP connection closed

BGP: 10.1.1.2 start peer

BGP: 10.1.1.2 Init TCP Connection to peer, local IP 10.1.1.1

BGP: 10.1.1.2 Rcv TCP connection closed renotely. handl e 0000000 6: 0a0132d4, key O
BGP: 10.1.1.2 TCP connection failed

BGP: Rcv incom ng TCP connection check. handl e 00000007: 0a0123d4, key O

BGP: Incom ng TCP connection. peer 10.1.1.2 OKed

BGP: Rcv inconming TCP connection UP. handl e 00000007: 0a0123d4, key O

BGP: 10.1.1.2 New incomng TCP connection is open, local IP 10.1.1.1

BGP: 10.1.1.2 sending MiultiProcotol cap, afi/safi=1/1, length 4

BGP: 10.1.1.2 sending | PEN, hol dTi nre=180 route_refresh=1 cooperative= 1, restart
0/0

BGP: 10.1.1.2 rcv OPEN w Option paranmeter length 16, as 2. hold_tinme 180

BGP: 10.1.1.2 rcv capability 2, len O

BGP: 10.1.1.2 rcv capability 128, len O

debug ip bgp route-selection

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] route-selection

This command enables debugging of BGP route selection for all VRFs or for a specified VRF.
Command output resembles the following example.

Brocade# debug i p bgp route-selection
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BGP: Clearing install flags for 2001:DB8:0:61::/64

BGP: 2001: DB8::20 Myve path to front for 2001: DB8:0:51::/64

BGP: sel ect best route 2001: DB8:0:61::/64 |oad_share (ibgp 1, ip 1), (ebgp 1, ip
1

BGP: eligible route 1

BGP: 2001: DB8::20 Best path up 2001: DB8: 0: 61::/64, install

BGP: 2001: DB8::20 Move path to front for 2001: DB8: 0: 61: :/ 64

BGP: add bgp routes to I Pv6 table 2001: DB8: 0: 61::/64

BGP: Addi ng 2001: DB8: 0:61::/64 to ipv6 route table, next_hop=2001: DBS8:: 20

BGP: Clearing install flags for 2001: DB8:0:61::/64

BGP: 2001: DB8::20 Move path to front for 2001: DB8: 0: 51: :/ 64

BGP: sel ect best route 2001:DB8:0:61::/64 |oad_share (ibgp 1, ip 1), (ebgp 1, ip
1)

BGP: eligible route 1

BGP: 2001: DB8::20 Best path up 2001: DB8:0:61::/64, install

BGP: 2001: DB8::20 Move path to front for 2001: DB8:0:61::/64

BGP: add bgp routes to I Pv6 table 2001: DB8: 0: 61::/64

BGP: Addi ng 2001: DB8: 0:61::/64 to ipv6 route table, next_hop=2001: DB8:: 20

debug ip bgp dampening

Syntax: [no] debug ip bgp [all-vrfs | vr-name] dampening

This command displays information about dampening process configurations, route penalties,
durations, restraint, and release. Command output resembles the following example.

Brocade# debug i p bgp danpeni ng

BGP: danpeni ng debugging is on

BGP: 2001: DB8:: 20 danpeni ng 2001: DB8: :/ 64 down, penal ty=9154 fl aps=572
BGP: 2001: DB8:: 20 danpeni ng 2001: DB8: :/ 64 up, penal ty=8640 suppressed

In this example, dampening is enforced on route 2001:DB8::/64 due to flap activity, and lifted after
a period of time.

debug ip bgp events

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] events

This command generates information about BGP events, such as connection attempts and
keepalive timer activity, as shown in the following example.

Brocade# debug i p bgp events
BGP: events debugging is on
BGP: From Peer 192.168.1.2 received Long AS_PATH=
AS_CONFED SET(4) 1 2 3 AS_CONFED SEQUENCE(3) 4 AS_SET(1)
56 7 AS SEQQ2) 8 9 attribute length (9) Mre than configured MAXASLIMT 7
The following line of output indicates a four-byte ASN.

Sep 9 18:36:42 BGP: 192.168.1.1 rcv capability 65, len 4

debug ip bgp graceful-restart

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] graceful-restart

Enable this command to receive information about BGP graceful restarts. The graceful restart
feature minimizes disruptions in forwarding and route flapping when a router experiences a restart.
Command output resembles the following example.

Brocade# debug i p bgp graceful -restart
BGP: graceful -restart debugging is on
SYSLOG <13>Dec 10 22:46:50 R3 BGP: Peer 10.1.1.2 DOMN (User Reset Peer Session)
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Dec 10 22:46:50 BGP: 10.1.1.2 delete NLRI #RIB out 6, (safi 0)
Dec 10 22:46:50 BGP: 10.1.1.2 RIB_out peer reset #RIB out 6 (safi 0)

SYSLOG <13>Dec 10 22:46:59 R3 BGP: Peer 10.1.1.2 UP (ESTABLI SHED)
Dec 10 22:47:01 BGP: 10.1.1.2 rcv UPDATE EOR (0), waiting EOR O
Dec 10 22:47:01 BGP: 10.1.1.2 sending EOR (safi 0)...

Dec 10 22:47:01 BGP: 10.1.1.2 sending UPDATE EOR[ 0]

debug ip bgp keepalives

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] keepalives

Brocade devices use keepalives to collect information about applications and services. For
example, you can configure a keepalive to continually monitor and report on the online status of a
resource, such as BGP. Command output resembles the following example.

Brocade# debug i p bgp keepalives

BGP: keepal i ves debugging is on

BGP: 10. 28. 156. 234 KEEPALI VE recei ved
BGP: 10.142.72.222 KEEPALI VE recei ved
BGP: 10. 28. 148. 234 KEEPALI VE recei ved
BGP: 10. 142.72.222 sendi ng KEEPALI VE
BGP: 10. 28. 156. 234 sendi ng KEEPALI VE

debug ip bgp neighbor

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] neighbor [ipv4-address | ipv6-address]

This command specifies the IPv4 or IPv6 neighbor filter for BGP debugging for all VRFs or for a
specified VRF. Only one IPv4 neighbor filter and one IPv6 neighbor filter can be configured on each
VRF.

The neighbor filter acts exclusively, which means that wherever an IPv4 neighbor filter is
configured, the corresponding IPv6 debugs are not shown. The neighbor filter functions with the
updates [rx|tx], keepalives, events, and graceful-restart keywords of the debug ip bgp command.
For example, when debug ip bgp updates and debug ip bgp neighbor 2001:DB8::20 are
configured, BGP update debugs are displayed only for neighbor 2001:DB8::20.

Command output resembles the following example.
Brocade# debug i p bgp nei ghbor 2001: DBS8: : 20
BGP: nei ghbor 2001: DB8::20 debugging is on
Brocade# debug i p bgp updates rx
BGP: updates RX debugging is on
BGP: 2001: DB8::20 rcv UPDATE 2001:DB8::/64 -- wi thdrawn
BGP: rcv UPDATE w attr: Origin=IlGP AS_PATH= AS SEQ(2) 65400 65181 209 7018
Next Hop=2001: DBS8: : 20
debug ip bgp ip-prefix
Syntax: [no] debug ip bgp [all-vrfs | vrf-name] ip-prefix ip prefix/mask
debug ip bgp ipv6-prefix
Syntax: [no] debug ip bgp [all-vrfs | vrf-name] ipvB-prefix ipv6 prefix/mask
debug ip bgp ip-prefix-list

Syntax: [no]debug ip bgp [all-vrfs |vrf-name] ip-prefix-list name
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debug ip bgp ipv6-prefix-list

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] ipv6-prefix-list name

These commands specify the IPv4 or IPv6 prefix filter for BGP debugging information for all VRFs or
for a specified VRF. Only one IPv4 prefix filter or prefix list and one IPv6 prefix filter or prefix list can
be configured on a VRF. Prefix filters and prefix lists cannot be configured simultaneously. IPv6 and
IPv4 filters are applied separately. Configuring an IPv4 prefix list or prefix filter does not
automatically block IPv6 debugging, unlike the neighbor filter. To block IPv6 debugging, AFl/SAFI
must be configured along with the prefix filter.

NOTE

Prefix filtering is not functional during update receive processing for VPNv4. Prefix filtering is
functional with the updates [rx/tx], route-selection, and dampening keywords of the debug ip bgp
command.

NOTE
Removing the configured ip-prefix-list name or ipv6-prefix-list name also automatically removes the
associated filter.

Output from any of these commands resembles the following example, where the first example
reflects an IPv4 prefix filter, or a similar IPv4 prefix list along with AFI/SAFI as IPv4 and unicast.

Brocade# debug ip bgp ip-prefix 10.1.1.1/24
BGP: ip-prefix debugging is on
permit 10.1.1.0/24

/**** Route-Addition ****/

Sep 9 18:38:13 BGP: BGP rcv UPDATE w attr: Origin=lGP AS PATH= AS SEQ(2) 2
Next Hop=10. 1. 1. 2 MED=0

Sep 9 18:38:13 BGP: (0): 10.1.1.2 rcv UPDATE 10.1.1.0/24

/**** Route-Deletion ****/
Sep 9 18:38:24 BGP: 10.1.1.2 rcv UPDATE 10.1.1.0/24 - withdrawn

The next example reflects an IPv6 prefix filter, or a similar IPv6 prefix list along with AFI/SAFI as
IPv6 and unicast.

Brocade# debug i p bgp ipv6-prefix 2001: DB8:: 1/ 64
BGP: ipv6-prefix debugging is on
permt 2001:DB8::/64
[**** Route-Addition ****/
Sep 9 24:01:32 BGP: rcv UPDATE w attr: Oigin=lGP AS PATH= AS_SEQ(2) 65400 65181
209 7018 Next Hop=21:1::20
Sep 9 24:01:32 BGP: (2): 2001:DB8::20 rcv UPDATE 2001: DBS8: :/ 64

/**** Route-Deletion ****/
Sep 9 24:01:40 BGP: 2001:DB8::20 rcv UPDATE 2001:DB8::/64 -- withdrawn

debug ip bgp route-map

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] route-map map-name

This command associates an existing route map filter with BGP debugging. The route map filter is
functional with the route-selection and dampening keywords of the debug ip bgp command.
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/!\ CAUTION

This command may degrade performance.

NOTE
Removing the configured route map automatically removes the associated filter.

NOTE

To debug the entire update receive process until route selection and route updates correspond to
the update, you must enable the debug ip bgp updates rx, and debug ip bgp route-selection
commands along with the appropriate filters. In this case, all of the filters
(NBR+AFI/SAFI+PREFIX+ROUTE_MAP) are applied if they are configured.

debug ip bgp route-updates

Syntax: [no] debug ip bgp route-updates

This command shows the routes that have been shared with a neighbor. The route information
includes the four-byte AS4_PATH attribute and the AS_PATH attribute.

Command output resembles the following example.

Brocade# debug i p bgp route-updates

Sep 9 18:41:59 BGP: BGP: 192.168.1.1 rcv UPDATE w attr: Origi n=I NCOWP AS_PATH=
AS_SEQ(2) 90000 70001 70002 70003 75000 NextHop=192.168.1.5

Sep 9 18:41:59 BGP: BGP: 192.168.1.1 rcv UPDATE w attr: Origi n=I NCOWP AS4_PATH=
AS_SEQ(2) 90000 70001 70002 70003 75000 NextHop=192.168.1.5

debug ip bgp updates

Syntax: [no] debug ip bgp [all-vrfs | vrf-name] updates [rx | tx]

This command enables debugging of BGP update message processing for all VRFs or for a specific
VRF. Update debugging is supported in both IPv4 and IPv6 update message processing. If you do
not specify either all VRFs or a specific VRF, the debug ip bgp updates command enables
debugging for both receive and transmit update message processing.

Command output resembles the following example.

Brocade# debug i p bgp updates

Sep 9 18:38:13 BGP: BGP rcv UPDATE wattr: Origin=lGP AS PATH= AS SEQ2) 2
Next Hop=10. 1. 1. 2 MED=0

BGP: (0): 10.1.1.2 rcv UPDATE 10.1.1.0/24

BGP: 10.1.1.2 rcv UPDATE 10.1.1.0/24 - w thdrawn

BGP: rcv UPDATE w attr: Oigin=lGP AS PATH= AS SEQ 2) 65400 65181 209 7018
Next Hop=21: 1:: 20

BGP: (2): 2001:DB8::20 rcv UPDATE 2001: DB8::/64

BGP: 2001: DB8::20 rcv UPDATE 2001: DB8::/64 -- withdrawn

BFD for BGP4 debug commands

To debug Bidirectional Forwarding Detection (BFD) for BGP4, use the following debugging
commands:

® debug ip bgp [all-vrfs | vrf vrf-name] bfd
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* debug bfd application (Refer to this command on page 214.)
* debug bfd itc (Refer to this command on page 217.)

debug ip bgp bfd

Syntax: debug ip bgp [all-vrfs | vrf vrf-name] bfd

® all-vrfs - Displays information for all BGP BFD events.
¢ vrf vrf-name - Displays information for a specific VRF event.
Command output resembles the following example.

Brocade# debug ip bgp bfd

Sep 9 18:37:07 BFD: | TC, Received BFD MHOP | TC Create S

essi on Request from bgp(0)

Sep 9 18:37:07 BFD: BFD MHOP | TC Create Session Response Sent to bgp(0)

Sep 9 18:37:07 BGP: 10.1.1.2 Peer Received BFD MHOP Create Session Respo

nse | TC nessage

Sep 9 18:37:07 BFD: BFD MHOP | TC Update Session Negotiated Paraneters Request S
ent to bgp(0)

Sep 9 18:37:07 BGP: 10.1.1.2 Peer Received BFD MHOP BFD Session State Ch

ange Notify | TC nessage

Sep 9 18:37:07 BGP: 10.1.1.2 Peer Received BFD session UP state notification
Sep 9 18:37:07 BGP: 10.1.1.2 Peer BGP-BFD state changed to UP

Sep 9 18:37:07 BGP: 10.1.1.2 Peer Received BFD MHOP Update Session Negot

Sep 9 18:37:14 BFD: | TC, Received BFD MHOP | TC Rout e Change | ndication from bgp(0)

IPv6 ND debug commands

This section describes the IPv6 ND-related debug commands.
debug ipv6 nd

Syntax: [no] debug ipv6 nd

This command enables debugging for all neighbors. To enable debugging for a specific neighbor,
enter the debug ipv6 nd command followed by the debug ipv6 address X.X::X.X command.

Command output resembles the following example.

Brocade# debug i pv6 nd
| Pv6 Generic:
| Pv6: nd debugging is on
Debug nmessage destination: Console
Dec 10 15:04: 10 | CWPv6-ND: Received NS for fe80::21b:edff:fel9:692 on 4/3 (4/3)
fromfe80::21b:edff:fel7: 6632
Dec 10 15:04: 10 | CvPv6-ND: New nei ghbor entry fe80::21b: edff:fel7: 6632 on port
4/ 3, Link-Addr 0000.0017.6632
Dec 10 15:04: 10 | CWPv6- ND: | NCOWP- >STALE: fe80::21b: edff:fel7:6632 on 4/3
Dec 10 15:04:10 I CWPv6-ND: Sending NA for fe80::21b:edff:fel7:6632 on 4/3
Dec 10 15:04: 10 | CVPv6- ND: STALE- >DELAY: fe80::21b: edff:fel7: 6632 on 4/3 (Resol ve
Nbr )
Dec 10 15:04: 10 | CWPv6- ND: addi ng nei ghbor to request |ist
fe80::21b: edff:fel7: 6632
Dec 10 15:04: 15 | CWPv6-ND: Sending NS for fe80::21b:edff:fel7:6632 on port 4/3,
dest fe80::21b:edff:fel7: 6632
Dec 10 15: 04: 15 | CWPv6- ND: DELAY->PROBE: fe80::21b: edff:fel7:6632 on 4/3
Dec 10 15:04: 15 | CWPv6- ND: Received NA for fe80::21b:edff:fel7:6632 on port 4/3
fromfe80::21b:edff:fel7: 6632
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Dec 10 15:04: 15 | CVPv6- ND: PROBE- >REACH: fe80::21b: edff:fel7:6632 on 4/3
Dec 10 15:04: 15 | CWPv6- ND: renovi ng nei ghbor fromrequest |ist
fe80::21b:edff:fel7: 6632 (#6)

Configuration notes

If you configure the Brocade Netlron XMR and Brocade MLX series router to use a loopback
interface to communicate with a BGP4 neighbor, you must also configure a loopback interface
on the neighbor, and configure the neighbor to use that loopback interface to communicate
with the router.

Brocade Netlron XMR and Brocade MLX series routers use the same router ID for both OSPF
and BGPA4. If the router is already configured for OSPF, you may want to use the router ID that is
already in use rather than set a new one. To display the router ID, enter the show ip command
at any CLI level.

The command to set the router ID for a specified VRF is the same as the command for the
default VRF. The only difference is that when setting it for a specific VRF, the ip router-id
command is configured within the VRF.

When setting the router ID, you can specify an IP address that is being used for an interface,
but do not specify an IP address that is in use by another device.

The OSPF Stub Router Advertisement feature is helpful for preventing a loss of traffic during
short periods when adjacency failures are detected and traffic is rerouted. With this feature,
traffic can be rerouted before an adjacency failure occurs (due to common service
interruptions such as a router being shut down for maintenance). This feature is also useful
during router startup because it gives the router enough time to build up the routing table
before forwarding traffic. This is helpful where BGP is enabled because it takes time for the
BGP routing table to converge.

Under normal operation, restarting a BGP router reconfigures the network. In this situation,
routes available through the restarting router are deleted when the router goes down and are
then rediscovered and added back to the routing tables when the router comes back up. In a
network where routers are regularly restarted, performance may be significantly degraded,
limiting the availability of network resources. The BGP Graceful Restart feature dampens the
network response and limits route flapping by allowing routes to remain available during a
restart. BGP graceful restart operates between a router and its peers and must be configured
on all devices.

When you enable BGP4, you do not need to reset the system. The protocol is activated as soon
as it is enabled. The router also begins a BGP4 session with a BGP4 neighbor as soon as you
add the neighbor.

The router attempts to establish a BGP4 session with a neighbor as soon as you enter a
command specifying the neighbor IP address. To completely configure neighbor parameters
before the router can establish a session, you can administratively shut down the neighbor.

Disabling BGP4

If you disable BGP4, the router removes all configuration information for the disabled protocol from
the running configuration. To restore the BGP4 configuration, you must reload the software, which
loads the configuration from the startup configuration. When you save the configuration to the
startup configuration file after disabling the protocol, all configuration information for the disabled
protocol is removed from the startup configuration file. You will see a CLI error message similar to
the following example.
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Brocade(config)# no router bgp
router bgp nobde now di sabl ed. Al bgp configuration data will be | ost when witing
to flash?

When you test a BGP4 configuration, and are likely to disable and re-enable the protocol, you might
want to make a backup of the startup configuration file that contains the BGP4 configuration
information. If you remove the configuration information by saving the configuration after you
disable the protocol, you can then restore the configuration by copying the backup to the flash
memory.

To disable BGP4 without losing the BGP4 configuration information, remove the local AS (for
example, by entering the no local-as num command). In this case, BGP4 retains the other
configuration information but is not operational until you again set the local AS.

Forwarding disruptions and port flapping

The BGP Graceful Restart feature supports high-availability routing. With this feature enabled,
disruptions in forwarding are minimized and route flapping diminished to provide continuous
service during times when a router experiences a restart. For more information about BGP Graceful
Restart, refer to the Brocade Netlron Routing Configuration Guide.

Performance degrades during restarts

BGP Graceful Restart also helps minimize performance degradation during restarts. For more
information about BGP Graceful Restart, refer to the Brocade Netlron Routing Configuration Guide.

Reducing the complexity of BGP configurations

The following information can help to simplify your BGP configurations.

Confederations

A confederation is a BGP4 Autonomous System (AS) that has been subdivided into multiple,
smaller autonomous systems. Subdividing an autonomous system into smaller autonomous
systems simplifies administration and reduces BGP-related traffic, thus reducing the complexity of
the Interior Border Gateway Protocol (IBGP) mesh among the BGP routers in the AS.

Router reflection

Another way to reduce the complexity of an IBGP mesh is to use route reflection. However, if you
want to run different Interior Gateway Protocols (IGPs) within an AS, configure a confederation. You
can run a separate IGP within each sub-AS.

For more information on how to configure these features, refer to the Brocade Netlron Routing
Configuration Guide.

BGP memory considerations

BGP4 handles a very large number of routes and therefore requires a substantial amount of
memory. For example, in a typical configuration with a single BGP4 neighbor, a BGP4 router may
need to manage as many as 250,000 routes. Many configurations, especially those involving more
than one neighbor may require the router to retain even more routes. The Brocade devices provide
dynamic memory allocation for BGP4 data, automatically allocating memory when needed to
support BGP4 neighbors, routes, and route attribute entries. Dynamic memory allocation is
performed automatically by the software and does not require a reload.
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Common diagnostic scenarios

MD5 Authentication is incorrect between two BGP peers when a BGP session remains connected.
Because MD5 authentication occurs at the TCP layer, the debug ip bgp command will not help in
this situation. To determine the exact error, issue the debug ip tcp transactions command.

The Open Shortest Path First (OSPF) protocol uses link state advertisements (LSAs) to update
neighboring routers about interfaces and information on those interfaces. OSPF routers maintain
identical databases that describe their area topology, helping any individual router to determine the
shortest path between itself and any neighboring router.

OSPF show commands

This section describes the show commands that display OSPF information.

show ip ospf

Syntax: show ip ospf

This command displays information related to an OSPF router advertisement configuration.
Command output resembles the following example.

Brocade# show i p ospf

OSPF Version Version 2

Router Id 10.1.1.1

ASBR St at us Yes

ABR St at us Yes (1)

Redi stribute Ext Routes from Static BGP

Initial SPF schedul e del ay 0 (msecs)

M ni mum hol d time for SPFs 0 (msecs)
Maxi mum hol d time for SPFs 0 (msecs)
Ext ernal LSA Counter 10001

Ext ernal LSA Checksum Sum 13albaba

Originate New LSA Counter 662043

Rx New LSA Counter 93400

External LSA Limt 14447047

Dat abase Overflow Interval 0

Dat abase Overflow State : NOT OVERFLOWED

RFC 1583 Conpatibility : Enabl ed

Sl ow nei ghbor Fl ap-Action : Enabl ed, timer 300
Nonst op Routi ng: Di sabl ed

Graceful Restart: Di sabl ed, timer 120
Graceful Restart Hel per: Enabl ed

show ip ospf config

Syntax: show ip ospf config

This command displays general OSPF configuration information.

Brocade# show i p ospf config
Rout er OSPF: Enabl ed

Redi stri bution: Disabl ed
Default OSPF Metric: 10
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OSPF Redi stribution Metric: Type2

OSPF External LSA Limit: 1447047

OSPF Dat abase Overflow Interval: 0O

RFC 1583 Conpatibility: Enabled

Router id: 192.168.100.1

Interface State Change Trap

Virtual Interface State Change Trap

Nei ghbor State Change Trap

Virtual Neighbor State Change Trap
Interface Configuration Error Trap

Virtual Interface Configuration Error Trap
Interface Authentication Failure Trap
Virtual Interface Authentication Failure Trap
Interface Receive Bad Packet Trap

Virtual Interface Receive Bad Packet Trap
Interface Retransmt Packet Trap

Virtual Interface Retransnmit Packet Trap
Oiginate LSA Trap:

Originate MaxAge LSA Trap:

Li nk State Database Overflow Trap

Li nk State Database Approaching Overflow Trap
OSPF Area currently defined

Area-1D Ar ea- Type Cost

0 nor nal 0

OSPF Interfaces currently defined:

Et hernet Interface: 3/1-3/2

Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed

i p ospf nd5-authentication-key-activation-wait-tinme 300

ip ospf cost O
ip ospf area O
Et hernet Interface: vl

i p ospf nd5-authentication-key-activation-wait-tinme 300

ip ospf cost O
ip ospf area O

show tasks

Syntax: show tasks

This command displays CPU usage statistics and other OSPF tasks.

Br ocade# show t asks
Task Name Pri State PC Stack Size

OSPF

CPU Usage(% task id

idle 0 ready 00001904 04058fa0 4096

9

nonitor 20 wait 0000d89c 0404bd80 8192 0
int 16 wait 0000d89c 04053f90 16384 0
timer 15 wait 0000d89c 04057f90 16384 0
dbg 30 wait 0000d89c 0404ff08 8192 0
flash 17 wait 0000d89c 0409ff90 8192 0
wd 31 wait 0000d89c 0409df80 8192 0

boot 17 wait 0000d89c 04203e28 65536 0
main 3 wait 0000d89c 2060cf38 65536 0
itc 6 wait 0000d89c 20612ae8 16384 0

tnr 5 wait 0000d89c 20627628 16384 0
ip_rx 5 wait 0000d89c 2062ff48 16384 0
scp 5 wait 0000d89c 20635628 16384 0
console 5 wait 0000d89c 2063e618 32768 0
vlan 5 wait 0000d89c 20648618 16384 0
mac_ngr 5 wait 0000d89c 20657628 16384 0
nrp_ngr 5 wait 0000d89c 2065c628 16384 0
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vsrp 5 wait 0000d89c 20663620 16384 O 0 1

snnms 5 wait 0000d89c 20667628 16384 0 0 1
rtm5s wait 0000d89c 20674628 16384 O 0 1

rtmé 5 wait 0000d89c 2068a628 16384 0 0 1
ip_tx 5 ready 0000d89c 206a9628 16384 0 0 1
rip5s wait 0000d89c 20762628 16384 0 0 1

bgp 5 wait 0000d89c 207e6628 16384 O 0 1
bgp_io 5 wait 0000d89c 2082ef00 16384 0 0 1
ospf 5 wait 0000d89c 20832628 16384 1 0 1
ospf_r_calc 5 wait 0000d89c 2089ff10 16384 O 0 1
isis_task 5 wait 0000d89c 208a3628 16384 0 0 1
isis_spf 5 wait 0000d89c 208a8f10 16384 0 0 1
ncast 5 wait 0000d89c 208ac628 16384 0 0 1
vrrp 5 wait 0000d89c 208b4628 16384 0 0 1
ripng 5 wait 0000d89c 208b9628 16384 O 0 1
ospf6 5 wait 0000d89c 208c3628 16384 0 0 1
ospf6_rt 5 wait 0000d89c 208c7f08 16384 0 0 1
ncast6 5 wait 0000d89c 208ch628 16384 0 0 1
145 wait 0000d89c 208cf620 16384 O 0 1

stp 5 wait 0000d89c 209a7620 16384 0 0 1

snnp 5 wait 0000d89c 209c3628 32768 O 0 1

rmon 5 wait 0000d89c 209cc628 32768 0 0 1

web 5 wait 0000d89c 209d6628 32768 O 0 1

lacp 5 wait 0000d89c 209da628 16384 0 0 1
dot1x 5 wait 0000d89c 209e0620 16384 O 0 1
hw_access 5 wait 0000d89c 209e6628 16384 0 0 1

show ip ospf area

Syntax: show ip ospf area [area-id | num]
® area-id - Shows information for the specified area.

®* num - Corresponds to the entry number you enter. The entry number identifies the position of
the entry in the area table.

This command displays OSPF area information.

Brocade# show i p ospf area

Indx Area Type Cost SPFR ABR ASBR LSA Chksun(Hex)
1 0.0.0.0 normal 0 1 0 0 1 0000781f
2 10.147.60.0 norrmal O 1 0 0 1 0000f ee6
3 10. 147.80.0 stub 1 1 0 0 2 000181cd

show ip ospf neighbor

Syntax: show ip ospf neighbor [extensive |num | router-id ip-addr]

® extensive - Displays detailed information about the neighbor.

® num - Specifies the index position in the neighbor table for which you want to display neighbor
information. For example, if you enter “1”, only the first entry in the table is displayed.

® router-id ip-addr - Displays only the neighbor entries for the specified router.

The show ip ospf neighbor extensive command displays detailed information about the neighbor.
Command output resembles the following example.

Brocade# show i p ospf nei ghbor extensive
Nunber of Neighbors is 2, in FULL state 2

Por t Addr ess Pri State Nei gh Address Nei gh 1D Ev Opt Cnt
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1/7 10.1.1.1 1 FULL/BDR 10.1.1.2 10.1.1.36 5 66 0
Nei ghbor is known for 8d:16h:17m 33s and up for 8d: 16h: 16m 50s
1/5 10.1.1.1 1 FULL/ BDR 10.1. 1.5 10.4.4. 4 4 72 8276

Nei ghbor is marked SLOW and is known for 8d: 16h: 16m 34s and up for 8d: 16h: 15m 50s
The show ip ospf neighbor 1 command output resembles the following example.

Brocade# show i p ospf nei ghbor 1

Por t Addr ess Pri State Nei gh Address Nei gh 1D Ev Opt Cnt
1/7 10.1.1.1 1 FULL/ BDR 10.1.1.2 10.1.1. 36 5 66 0
address 10.1.1.2, priority 1, id 10.1.1.36

desi gnated_router 10.1.1.1, backup_designated_router 10.1.1.2, interface state DR
state 8, event 5, node 2, flags 00000001, option 00000042

| s_request_queue_count 0, |Is_request_list_has_changed 0, |s_req_can_be_sent O
retransmt_queue_count 0, database_summary_queue_count 0

pkt _rx_count O

inactivity_tinmer_enabled 1, periodic_inactivity_ time_counter 1

md5_sequence 0, sequence 1762200, nei ghbor_sequence 0

| ast _dd_sequence 1762199, |ast_exchange 0

| ast _dd_flags 26e44b29, |ast_dd_options 26e44b28

periodi c_slave_hol d_tine_counter 165

sl ow_nei ghbor _wai t _timer 10

flag_ret_Q full _slow neighbor 1

sptr_retransmt 00000000, sptr_retransmt_tail 00000000

sptr_dat abase_sunmary 00000000

sptr_|ls_request[1-5, 9] 00000000 00000000 00000000 00000000 00000000 00000000
interface 1/7, address 10.1.1.1, subnet/nexthop 10.1.1.0

show ip ospf interface

Syntax: show ip ospf interface [ip-addr]
The ip-addr variable specifies the IP address.

This command displays OSPF interface information, including the IP address, the OSPF state, link
ID, and cost, as shown in the following example.

Brocade# show i p ospf interface 192.168.1.1

Et hernet 2/1, OSPF enabl ed
| P Address 192.168.1.1, Area O
OSPF state ptr2ptr, Pri 1, Cost 1, Options 2, Type pt-2-pt Events 1
Timers(sec): Transit 1, Retrans 5, Hello 10, Dead 40
DR Router ID 0.0.0.0 Interface Address 0.0.
BDR: Router 1D 0.0.0.0 I nterface Address 0.0.
Nei ghbor Count = 0, Adjacent Neighbor Count= 1
Nei ghbor: 10.2.2.2
Aut hent i cati on- Key: None
MD5 Aut hentication: Key None, Key-ld None, Auth-change-wait-tine 300

0.0
0.0

show ip ospf interface brief

Syntax: show ip ospf interface brief

This command displays the OSPF database information in brief format, as shown in the following
example.

Brocade# show i p ospf interface brief

Nurmber of Interfaces is 1

Interface Area | P Addr/ Mask Cost State Nors(F/ C)
eth 1/2 0 10.1.1.2/24 1 down 0/0
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show ip ospf routes

Syntax: show ip ospf routes [ip-addr]
® jp-addr - Specifies a destination IP address for which to display route entries.
This command displays OSPF route information, as shown in the following example.

Brocade# show i p ospf routes
OSPF Area 0x00000000 ASBR Routes 1:

Destination Mask Pat h_Cost Type2_Cost Path_Type
10.65.12.1 10. 255.255.255 1 0 Intra
Adv_Rout er Link_State Dest _Type State Tag FI ags
10.65.12. 1 10.65.12.1 Asbr Valid 0 6000
Pat hs Qut _Port Next_Hop Type State
1 v49 10.1.49.2 OSPF 21 01
2 v12 10.1.12.2 OSPF 21 01
3 vil 10.1.11.2 OSPF 21 01
4 v10 10.1.10.2 OSPF 00 00

OSPF Area 0x00000041 ASBR Routes 1:
Destination Mask Pat h_Cost Type2_Cost Pat h_Type
10.65.12.1 10. 255.255.255 1 0 Intra
Adv_Rout er Link_State Dest _Type State Tag FlI ags
10.65.12.1 10.65.12.1 Asbr Valid 0 6000
Pat hs Qut _Port Next_Hop Type State
1 v204 10. 65. 5. 251 OSPF 21 01
2 v201 10. 65. 2. 251 OSPF 20 d1
3 v202 10. 65. 3. 251 OSPF 20 cd
4 v205 10. 65. 6. 251 OSPF 00 00

OCSPF Area Summary Routes 1:
Destination Mask Pat h_Cost Type2_ Cost Path_Type
10.65.0.0 10.255.0.0 0 0 Inter
Adv_Rout er Link_State Dest _Type State Tag FI ags
10.1.10.1 0.0.0.0 Net wor k Valid 0 0000
Pat hs Qut _Port Next_Hop Type State
1 1/1 0.0.0.0 DI RECT 00 00

OSPF Regul ar Routes 208:
Destination Mask Pat h_Cost Type2_Cost Pat h_Type
10.1.10.0 10. 255.255.252 1 0 Intra
Adv_Rout er Link_State Dest _Type State Tag FI ags
10.1.10.1 10.1.10.2 Network  Valid 0 0000
Pat hs Qut _Port Next_Hop Type State
1 v10 0.0.0.0 OSPF 00 00
Destination Mask Pat h_Cost Type2_Cost Pat h_Type
10.1.11.0 10. 255. 255.252 1 0 Intra
Adv_Rout er Link_State Dest _Type State Tag FI ags
10.1.10.1 10.1.11.2 Net wor k Valid 0 0000
Pat hs Qut _Port Next_Hop Type State
1 v1l 0.0.0.0 OSPF 00 00

show ip ospf redistribute route

Syntax: show ip ospf redistribute route [ip-addr ip-mask]
® jp-addr - Specifies a destination IP address for which to display route entries.
® ip-mask - Specifies the route mask.

This command displays routes that have been redistributed into OSPF.
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Brocade# show i p ospf redistribute route
10.3.0.0 10.255.0.0 static

10.1.0.0 10.255.0.0 static

10. 11. 61. 0 10. 255. 255. 0 connected
10.1.0.0 10.255.0.0 static

In this example, four routes have been redistributed. Three of the routes were redistributed from
static IP routes and one was redistributed from a directly-connected IP route.

To display route redistribution for a specific IP address and mask, enter the following command as
shown in the following example.

Brocade# show i p ospf redistribute route 10.1.0.0 10.255.0.0
10.1.0.0 10.255.0.0 static

show ip ospf database

Syntax: show ip ospf database
This command displays the OSPF database, as shown in the following example.

Brocade# show i p ospf database

Graceful Link States

Area Interface Adv Rtr Age Seq(Hex) Prd Rsn Nor Intf IP
0 eth 1/2 10.2.2.2 7 80000001 60 SwW 10.1.1.2

Router Link States

I ndex Areal D Type LS ID Adv Rtr Seq( Hex) Age Cksum
SyncSt at e

1 0 Rr 10.2.2.2 10.2.2.2 80000003 93  Oxac6c
Done

2 0 Rtr 10.1.1.1 10.1.1.1 80000005 92 0x699e
Done

3 0 Net 10.1.1.2 10.2.2.2 80000002 93  0xbd73
Done

4 0 OpAr 10.0.0.3 10.1.1.1 80000005 83 0x48e7
Done

5 0 OpAr 10.0.0.2 10.2.2.2 80000006 80 0x50da
Done

6 10.111.111. 111 Rtr 10.1.1.1 10.1.1.1 80000004 142 0x0a38
Done

7 10.111.111.111 Summ 10.1.1.1 10.1.1.1 80000001 147 0x292b
Done

8 10.111.111. 111 OpAr 10.0.0.2 10.1.1.1 80000002 179 0x063f
Done

Type-5 AS External Link States

Index Age LS ID Rout er Net mask Metric Flag Fwd Address

1 147 10.9.1.13 10.1.1.1 ffffffff 0000000a 0000 0.0.0.0

2 147 10.9.1.26 10.1.1.1 ffffffff 0000000a 0000 O0.0.0.0

show ip ospf database external-link-state

Syntax: show ip ospf database external-link-state [advertise num | extensive | link-state-id ip-addr
| router-id ip-addr | sequence-number num(Hex)]

® advertise num - Displays the hexadecimal data in the specified LSA packet. The num variable
identifies the LSA packet by its position in the router’s External LSA table. Enter the show ip
ospf database external-link-state command to display the table.

® extensive - Displays the LSAs in decrypted format.
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NOTE
The extensive option displays the entire database and cannot be used in combination with

other display options.

® link-state-id ip-addr - Displays the External LSAs for the LSA source for the specified IP address.
® router-id ip-addr - Shows the External LSAs for the specified OSPF router.

®* sequence-number num(Hex) - Displays the External LSA entries for the specified hexadecimal
LSA sequence number.

This command displays external link state information, as shown in the following example.

Brocade# show i p ospf database external -link-state

Index Aging LS ID Rout er Net mask Metric Flag Fwd Address
SyncSt ate

1 591 10.65.13.0 10.65.12.1 ffffffo00 8000000a 0000 0.0.0.0
Done

2 591 10.65.16.0 10.65.12.1 ffffffo0 8000000a 0000 0.0.0.0
Done

3 591 10.65.14.0 10.65.12.1 ffffff00 8000000a 0000 0.0.0.0
Done

4 591 10.65.17.0 10.65.12.1 ffffffo0 8000000a 0000 0.0.0.0
Done

5 592 10.65.12.0 10.65.12.1 ffffffo00 8000000a 0000 0.0.0.0
Done

6 592 10.65.15.0 10.65.12.1 ffffffo0 8000000a 0000 0.0.0.0
Done

7 592 10.65.18.0 10.65.12.1 ffffffo00 8000000a 0000 0.0.0.0
Done

show ip ospf database database-summary

Syntax: show ip ospf database database-summary

This command displays database summary information, as shown in the following example.

Brocade# show i p ospf database dat abase-sunmary

Area ID Router Network Sum Net Sum ASBR NSSA-Ext Opg-Area Subtotal
0.0.0.0 104 184 19 42 0 0 349
AS Ext er nal 308
Tot al 104 184 19 42 0 0 657

show ip ospf database link-state

Syntax: show ip ospf database link-state [advertise num | asbr [ip-addr] [adv-router ip-addr] |
extensive | link-state-id ip-addr | network [ip-addr] [adv-router ip-addr] | nssa ip-addr
[adv-router ip-addr] | router [ip-addr] [adv-router ip-addr] | router-id ip-addr | self-originate
| sequence-number num(Hex) | summary [ip-addr] [adv-router ip-addr]]

® advertise num - Displays the hexadecimal data in the specified LSA packet. The num variable
identifies the LSA packet by its position in the router LSA table. To determine an LSA packet’s
position in the table, enter the show ip ospf database link-state command to display the table.

® asbr - Displays the link state by ASBR link.

® jp-addr - Displays the link state ID.

® [adv-router ip-addr] - Displays the link state by advertising router.
® extensive - Displays the LSAs in decrypted format.
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NOTE
The extensive option displays the entire database and cannot be used in combination with

other display options.

link-state-id ip-addr - Displays the LSAs for the LSA source for the specified IP address.
network - Shows network LSAs.

nssa - Shows NSSA LSAs.

router - Displays LSAs by router link.

router-id ip-addr - Shows the LSAs for the specified OSPF router.

self-originate - Shows self-originated LSAs.

sequence-number num(Hex) - Displays the LSA entries for the specified hexadecimal LSA
sequence number.

summary - Shows summary information.

This command displays database link state information, as shown in the following example.

Brocade# show i p ospf database |ink-state

Index Area ID Type LS ID Adv Rtr Seq( Hex) Age Cksum
1 0 Rtr 10.1.10.1 10.1.10.1 800060ef 3 0x4be2
2 0 Rtr 10.65.12.1 10.65.12.1 80005264 6 0xc870
3 0 Net 10.1.64.2 10.65.12.1 8000008c 1088 0x06b7
4 0 Net 10.1.167.2 10.65.12.1 80000093 1809 0x86¢c8
5 0 Net 10.1.14.2 10.65.12.1 8000008c 1088 0x2ecl
6 0 Net 10.1.117.2 10.65.12.1 8000008c 1087 Oxbccb
7 0 Net 10.1.67.2 10.65.12.1 8000008c 1088 0xe4d5
8 0 Net 10.1.170.2 10.65.12.1 80000073 604 0Oxa5c6
9 0 Net 10.1.17.2 10.65.12.1 8000008c 1088 0x0ddf
10 0 Net 10.1.120.2 10.65.12.1 8000008c 1087 0x9be9
11 0 Net 10.1.70.2 10.65.12.1 8000008c 1088 0xc3f3
12 0 Net 10.1.173.2 10.65.12.1 80000017 1087 0x3d88
13 0 Net 10.1.20.2 10.65.12.1 8000008c 1088 Oxebfd
14 0 Net 10.1.123.2 10.65.12.1 8000008c 1087 0x7a08
15 0 Net 10.1.73.2 10.65.12.1 8000008c 1088 0xa212
16 0 Net 10.1.176.2 10.65.12.1 80000025 1087 Oxffb4
17 0 Net 10.1.23.2 10.65.12.1 8000008c 1088 Oxcalc
18 0 Net 10.1.126.2 10.65.12.1 8000008c 1087 0x5926

show ip ospf border-routers

Syntax: show ip ospf border-routers [ip-addr]

ip-addr - Displays the ABR and ASBR entries for the specified IP address.

This command displays OSPF ABR and ASBR information, as shown in the following example.

Brocade# show i p ospf border-routers

[ =Y

router 1D router type next hop router outgoing interface Area
10.65.12.1 ABR 10.1.49.2 v49 0
10.65.12.1 ASBR 10.1.49.2 v49 0
10.65.12. 1 ABR 10. 65. 2. 251 v201 65
10.65.12.1 ASBR 10. 65. 2. 251 v201 65
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show ip ospf trap

Syntax: show ip ospf trap

All traps are enabled by default when you enable OSPF. This command displays the state of each

OSPF trap.

Brocade# show ip ospf trap

Interface State Change Trap:

Virtual Interface State Change Trap:

Nei ghbor State Change Trap:

Virtual Neighbor State Change Trap:
Interface Configuration Error Trap:

Virtual Interface Configuration Error Trap:
Interface Authentication Failure Trap:

Virtual Interface Authentication Failure Trap:

Interface Receive Bad Packet Trap:

Virtual Interface Receive Bad Packet Trap:
Interface Retransmt Packet Trap:

Virtual Interface Retransmt Packet Trap:
Originate LSA Trap:

Oigi nate MaxAge LSA Trap:

Li nk State Database Overfl ow Trap:

Li nk State Database Approaching Overflow Trap:

show run

Syntax: show run

Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Enabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed

This command displays OSPF virtual neighbor and virtual link information, as shown in the

following example.

Br ocade# show run
Current configuration:

ver V2.2.1T143

nmodul e 1 rx-bi-1g9-24-port-fiber
nmodul e 2 rx-bi-10g-4- port

nmodul e 6 rx-bi-10g-4- port

nmodul e 7 rx-bi-1g-24-port-copper

!

no spanni ng-tree

!

vlan 1 nanme DEFAULT-VLAN
1

clock sumer-tine

clock timezone us Pacific
host nane R11- RX8

router ospf

area 2

area 1

area 1 virtual-link 10.1.1.10

show ip ospf virtual neighbor

Syntax: show ip ospf virtual neighbor [num]

The num variable specifies the index entry of the neighbors.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03



OSPF

This command displays OSPF virtual neighbor information, as shown in the following example.

Brocade# show i p ospf virtual neighbor

Indx Transit Area Router ID Nei ghbor address options
1 1 10.1.1.10 135.14.1.10 2

Por t Addr ess state event s count
\ 6/ 2 10.11.1. 27 FULL 5 0

show ip ospf virtual link

Syntax: show ip ospf virtual link [num]

®* num - Displays the table beginning at the specified entry number.

This command displays OSPF virtual link information, as shown in the following example.

Brocade# show i p ospf virtual |ink
Indx Transit Area Router ID Transit(sec) Retrans(sec) Hell o(sec)
1 1 10.1.1.10 1 5 10

Dead( sec) events state Aut hent i cat i on- Key

40 1 ptr2ptr None

MD5 Aut henti cati on-Key: None

MD5 Aut henti cati on-Key-1d: None

MD5 Aut henti cati on-Key-Activation-Wit-Tine: 300

show ip ospf database grace-link-state

Syntax: show ip ospf database grace-link-state

This command displays Type 9 graceful LSAs, as shown in the following example.
Br ocade#show i p ospf database grace-link-state
Gaceful Link States

Area Interface Adv Rtr Age Seq(Hex) Prd Rsn Nor Intf IP
0 eth 1/2 10.2.2.2 7 80000001 60 Sw 10.1.1.2

show ip ospf debug

Syntax: show ip ospf debug

This command generates descriptive information about OSPF activity, as shown in the following

example.

Brocade# show i p ospf debug

Ext ernal LSA Counter 1

Timer enable 1, 1s counter 5, ticks/sec 10, currtime 1167, nd5_seq O
sptr_area_|ist 0x0b10002c, inport_routes 1

build_routing table 0, is pending O, ospf_spf_pending list_fwd O
route_cal culation_in_progress 0O

ospf->ospf _schedul e_build_wait_tine 0

SPF build tiners: |ast end 896, scheduled 821, init 863, run 821
route_cal c_process_t ake_senmaphore 6

process_redis_events 0, ospf_flush_cache_for_new route 0
originate_ext_|sa_counts 2, ospfOriginateNewLsas 20

*ospf - >of _max_one_second_ti ner _val ue 0, ospf->of one_second_tiner_value 0
*ospf->of _nmax_redis_tinmer_value 0, ospf->of _redis_tiner_value 0
ospf->of _max_r_cal _time_value 0 0000000

of _max_change_ext _route_fwd_addr_time_val ue

ospf->of _max_originate_external |Isa tinme_value 0
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ospf->of _max_retransmt_|sa tiner_value 0, ospf->of _retransmt _|sa_tinmer_value 0
ospf->of _max_retransmt_db_tiner_value 0, ospf->of _retransmt_db_tiner_value O
*of _max_nei ghbor _retransnit_queue_count 0, ospf->ospf_retransnit_queue_count O
*of _max_retransmt_queue_count _exceed O

ospf->set_one_shot _tiner 0, ospf->ospf_one_shot_tiner_token 0

*ospf - >of _max_one_shot _ti mer_val ue 0, ospf->of _one_shot_tinmer_value 0

*ospf - >of _nmax_one_shot _ti ner_count _| ong O,

ospf->of _max_one_shot _timer_count_short 0O

ospf->of _max_flood_refresh_l|sa_tinmer_value 0, ospf-

>of _flood_refresh_Isa_tinmer_value O

total ospf->of _flood_refresh_|Isa_func_count 0, current flood_|lsa_count 20
ospf->ospf _out_of _nmenory_for_send_packet 0

ospf->of _rtmadd_redis_count 1,ospf->of _rtmadd_redis_added_count 1
invalid_count O

ospf->of _rtmdel _redis_count 0, ospf->of_rtmdel _redis_deleted_count 0

of rtmclear_count 0, of rtmclear_all_count 0, of _rtmdefault_count O
nunber_of routes_inported 1, ospf->of _rtmnodify_redis_count 0

*of _max_process_adver _tine_value 0, of_process_adver_tinme_value 0

*ospf->of _max_find_| sa_tine_value 0, ospf->of _find_|lsa_tine_value O

*ospf - >of _max_cl eaup_dat abase_ti me_val ue 0, ospf->of nmax_find_dat abase_ti ne_val ue
0

*ospf->of _max_find_|l s_request_tinme_value 0, ospf->of_max_count_on_finding_lsa O
msg_qg_l ength = 0 msg_q_high_mark = 1

show ip ospf debug memory

Syntax: show ip ospf debug memory

This command displays information about OSPF memory pools. Command output resembles the
following example.

Brocade# show i p ospf debug nmenory
OSPF Menory Use 1302832
Pid SBl ock TBl ocks UBl ocks FBI ocks EBI ocks SAddress CAddress

0 0 0 0 0 0 00000000 00000000
1 40 2000 30 1970 0 09207010 09207470
2 56 4000 25 3975 0 0921a8a0 0921ael8
3 132 32 10 22 0 07ab7b48 07ab8070
4 260 16 2 14 0 07ab8bd8 07ab8bd8
5 516 32 4 28 0 07ab9c28 07aba438
6 1504 32 0 32 0 092513b0 092513b0
7 4290 16 1 15 0 0925cfc0 0925e082
8 53571 16 3 13 0 0b100028 0b1273f1
9 0 0 0 0 0 00000000 00000000

Total Menory bl ocks allocated 75
Mega Menory Li st

Pool Id = 1, Total Mega blocks = 1 Errors = 0
Pool 1d = 2, Total Mega blocks = 1 Errors = 0
Pool 1d = 3, Total Mega blocks = 1 Errors = 0
Pool 1d = 4, Total Mega blocks = 1 Errors = 0
Pool 1d = 5, Total Mega blocks = 1 Errors = 0
Pool 1d = 6, Total Mega blocks = 1 Errors = 0
Pool 1d = 7, Total Mega blocks = 1 Errors = 0
Pool 1d = 8, Total Mega blocks = 1 Errors = 0

OSPF Main Routing Table: 078dd44

node_count 6, top 0x078dd5b4, default_valid O, default_route Oxffffffff

Tabl e private pool

i ni t#=4096 unit_s=36 total =4096 i n_use=5 fail=0 upper=no-linmt m n_nem0
UBl ocks EBI ocks Tot al PType

0 0 0 0 OSPF_MEMORY_POOL_ANY
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Id =

1 3

2 1

3 15
4 1

5 0

6 5

7 0

8 0

9 0
Tot al
Pool 1d
Pool 1d
Pool 1d
Pool Id
Pool 1d
Pool 1d
Pool
Pool Id

cNeoleolNolNoNoNolNe)

0

1,
2,

0 ~NO U AW

Tot al
Tot al
Tot al
Tot al
Tot al
Tot al
Tot al
Tot al

10
30

Mega
Mega
Mega
Mega
Mega
Mega
Mega
Mega

OSPF

OSPF_MEMORY_POOL_ROUTER_LI NK_ADVERTI SEMENT
OSPF_MEMORY_POOL_NETWORK_LI NK_ADVERTI SEMENT
OSPF_MEMORY_POOL_SUMVARY_LI NK_ADVERTI SEMENT
OSPF_MEMORY_POOL_EXTERNAL_LI NK_ADVERTI SEMENT
OSPF_MEMORY_POOL_GRACE_LI NK_ADVERTI SEMENT
OSPF_MEMORY_POOL_ OPAQUE_AREA_ADVERTI SEMENT
OSPF_MEMORY_POOL LS DATABASE SUMMVARY
OSPF_MEMORY_POOL_LS DATABASE NODE
OSPF_MEMORY_POOL_ SHORTEST_PATH_NODE

Mernory bl ocks all ocated 75
Mega Menory Li st

bl ocks
bl ocks
bl ocks
bl ocks
bl ocks
bl ocks
bl ocks

bl ocks =

OSPF Main Routing Table: 078dd44
node_count 6, top 0x078dd5b4, default_valid

i ni t#=4096 unit_s=36 total =4096 i n_use=5 fai

Mega Menory Li st

Pool 1d = 1, Total Mega bl ocks =
Pool 1d = 2, Total Mega bl ocks =
Pool 1d = 3, Total Mega bl ocks =
Pool 1d = 4, Total Mega bl ocks =
Pool 1d = 5, Total Mega bl ocks =
Pool 1d = 6, Total Mega bl ocks =
Pool 1d = 7, Total Mega bl ocks =
Pool 1d = 7, Total Mega bl ocks =
Pool 1d = 8, Total Mega bl ocks =
OSPF Main Routing Table: 078dd44

node_count 6,

oO~NO O~ WNEO

NNNNRRRRPRRRRERERO
WNPFPOWOWONOOUAWNLERO

0

w

QO O0OO0OONORRFPFPOOOODOWMOOOUIORRERE

[¢)]

[6)]

0

[eNeoNeoNoNeoNoNoNoNoloNoNoNoNoNoNoNoNoNoNoNolNoNo]

PR RPRRRRRER

RPRRPRRRRLRRRR

Errors
Errors
Errors
Errors
Errors
Errors
Errors
Errors

Errors
Errors
Errors
Errors
Errors
Errors
Errors
Errors
Errors

top 0x078dd5b4, default_valid
i ni t#=4096 unit_s=36 total =4096 i n_use=5 fail=0 upper=no-linmt m n_nem0
UBI ocks

EBl ocks Tot al

0
14
2
17
2
0
9
1
10

w
o

NOOBRANWORPFPPFPOOOOO®

PType

[eNeoNeoNoNeoNoNolNo]

0, default_route Oxffffffff
| =0 upper=no-limt mn_menm0

[eNeolNeoNoNoNoNoNoNe)

0, default_route Oxffffffff

OSPF_MENMORY_POOL_ANY
OSPF_MEMORY_POOL_ROUTER LI NK_ADVERTI SEVENT
OSPF_MEMORY_POOL_NETWORK_LI NK_ADVERTI SEMENT
OSPF_MEMORY_POOL_SUMVARY_LI NK_ADVERTI SEMENT
OSPF_MENMORY_POOL_EXTERNAL_LI NK_ADVERTI SEVENT
OSPF_MEMORY_POOL_GRACE_LI NK_ADVERTI SEVENT
OSPF_MEMORY_POOL_OPAQUE_AREA_ADVERTI SEMENT
OSPF_MENMORY_POOL_LS DATABASE_SUMVARY
OSPF_MENMORY_POOL_LS_DATABASE_NODE
OSPF_MENMORY_POOL_SHORTEST _PATH_NODE
OSPF_MENMORY_POOL_CSPF_ROUTE_| NFO
OSPF_MEMORY_POOL_OSPF_MAI N_ROUTE_ENTRY
OSPF_MEMORY_POOL_COSPF_SUMVARY_ROUTE_ENTRY
OSPF_MEMORY_POOL_OSPF_EXT_SUMVARY_ROUTE_ENTRY
OSPF_MEMORY_POOL_CSPF_ABR _ROUTE_ENTRY
OSPF_MEMORY_POOL_OSPF_ASBR_ROUTE_ENTRY
OSPF_MENMORY_POOL_EXTERNAL_ROUTE
OSPF_MEMORY_POOL_ADVERTI SEMENT _NCDE
OSPF_MENMORY_POOL_LS_DATABASE_ENTRY
OSPF_MENMORY_POOL_LS_REQUEST
OSPF_MEMORY_POOL_LS HEADER QUEUE
OSPF_MEMORY_POOL_NEI GHBOR LI ST
OSPF_MEMORY_POOL_TRANSI T_AREA_ENTRY
OSPF_MEMORY_POOL_NEXT_HOP_BLOCK
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24 0 0 0 OSPF_MEMORY_POOL_HOSTS

25 0 0 0 OSPF_MEMORY_POOL_ADDRESS_RANGE_LI ST
26 1 0 1 OSPF_MEMORY_POOL_NEI GHBOR

27 4 0 4 OSPF_MEMORY_POOL_| NTERFACE

28 0 0 1 OSPF_MEMORY_POOL_ OSPF_HEADER

29 3 0 3 OSPF_MEMORY_POOL_AREA

Total Menory bl ocks allocated 75

show ip ospf debug misc

Syntax: show ip ospf debug misc

This command displays miscellaneous OSPF information, including router counts and SPF
calculations, as shown in the following example.

Brocade# show i p ospf debug m sc

Type-5 Forwardi ng Addr Count :0

I nported Route Count

Ext ernal Route Flap Count

NSSA Route Flap Count

Ext ernal Lsa Count

NSSA Lsa Count

OSPF Recal ¢ Statistics:
phase_nunber: 0, area_id: Oxffffffff, next_chunk: 0x00000000
duration(50nms): O

MAX_AGE EXT |sa count 0O, total EXT Isa count 1

OFr OO0OPR

show ip ospf debug graceful-restart

Syntax: show ip ospf debug graceful-restart

This command displays information about OSPF graceful restart events, as shown in the following
example.

Brocade# show i p ospf debug graceful -restart

MP active: 1, standby up 0, nbr (1 0), vi (0, 0)

OSPF graceful -restart: enable O, helper 1, timer 120/0, count O, restarting O
OSPF graceful -restart hel per:

Nei ghbor I D Area Interface State Grace Hel per Tine
10.1.1.1 10.1.1.1 0 1/1 8 0 00
OSPF graceful -restart LSA:
Area Interface I D Type Age Max Seq Interface Option

show ip ospf debug filtered-Isa area

Syntax: show ip ospf debug filtered-Isa area [area_ID | area_IP] [in | out]

® area_ID - Specifies the area ID.

® area_lP - Specifies the area IP address.

® in- Displays filtered LSAs in an area in IN direction.

® out- Displays filtered LSAs in an area in OUT direction.

This command displays the type-3 filtered LSAs for an area either in IN direction or OUT driection.
The command output resembles the following example

Brocade# show i p ospf debug filtered-Isa area 0 in
Prefix List Nane: 233deny

Direction : IN

Area : O
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Filtered LSA list:
Prefix Mask
10.3.0.0 10. 255. 252.0

Clearing OSPF neighbors
You can clear all OSPF neighbors or a specified OSPF neighbor using the following command.

clear ip ospf neighbor

Syntax: clear ip ospf neighbor [all | ip-address]

® all - Clears all of the OSPF neighbors on the router.
® jp-address - Clears a specific OSPF neighbor.

OSPF debug commands

The following section describes the OSPF debug commands and shows examples of output from
these commands.

debug ip ospf

Syntax: [no] debug ip ospf [A.B.C.D | adj | all-vrfs | bfd | error | events | flood | graceful-restart |
log-debug-message | log-empty-Isa | Isa-filtering | Isa-generation | max-metric | packet |
retransmission | route ip-addr| sham-link | shortcuts | spf | vrf]

® A.B.C.D - Displays OSPF information for a specific IP address.

® adj - Displays information about IP OSPF adjacencies.

® all-vrfs - Displays OSPF information specific to all VRFs.

® bfd - Displays information about OSPF BFD events.

® error - Displays IP OSPF errors.

® events - Displays IP OSPF events.

* flood - Displays IP OSPF flood information.

® graceful-restart - Displays information about graceful restarts.

* |og-debug-message - Displays log-debug messages.

* |og-empty-Isa - Displays information about empty link state advertisements (LSAs).
* |[sa-filtering - Displays type-3 LSAs as and when a router generates and filters these LSAs.
® |[sa-generation - Displays information about LSAs.

®* max-metric - Displays information about a max-metric configuration.

® packet - Displays IP OSPF packet information.

® retransmission - Displays IP OSPF retransmission information.

® route ip-addr - Displays information about IP OSPF routes.

* sham-link - Displays information about a sham-link configuration.

® shortcuts - Displays information about OSPF shortcuts for IP over MPLS.

® gpf- Displays IP OSPF SPF information.

® vrf- Displays OSPF information for the specified VRF.
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debug ip ospf

Syntax: [no] debug ip ospf A.B.C.D

This command generates OSPF debugging information about a specific neighbor. Output indicates
state transitions, hello packets received, LSA acknowledgements received, LSA processing and
flooding information, and database descriptions, similar to the following example.

Brocade# debug ip ospf 10.1.1.1

OSPF: rvcd

10.1.1.1

OSPF: Neighbor 10.1.1.1, int 1/1, state FULL processing event HELLO RECElI VED
hello from10.1.1.1 area 0 on interface 10.1.1.2, state DR, DR 10.1.1.2, BDR
OSPF: Neighbor 10.1.1.1, int 1/1, state FULL processing event ADJACENCY_OK

OSPF: rcv Isa ack from neighbor 10.1.1.1, state FULL

OSPF: rcv LSA ack from10.1.1.1, type 10, id 10.0.0.7, seq 0x80000009, adv 10. 2. 2. 2,
age 1

debug ip ospf adj

Syntax: [no] debug ip ospf adj

This command displays information about OSPF adjacencies and authentication, including
designated router (DR) and backup designated router (BDR) elections, sent and received hello
packets, neighbor state transitions, and database description information. Command output
resembles the following example.

Brocade# debug i p ospf adj

OSPF: adj acency events debugging is on

OSPF: rvcd hello from10.1.1.1 area 0 on interface 10.1.1.2, state DR, DR 0.0.0.0,
BDR 0.0.0.0

OSPF: Nei ghbor 10.1.1.1, int 1/1, state DOAN processing event HELLO RECEI VED
OSPF: Nei ghbor 10.1.1.1 state changed fromDown to Initializing - event

HELLO RECEI VED, intf-type 1

OSPF: Neighbor 10.1.1.1, int 1/1, state |IN TIALIZI NG processing event ONE_WAY
OSPF: send hello on area O interface 10.2.2.2

OSPF: send hello on area O interface 10.1.1.2

OSPF: Neighbor 10.1.1.1, int 1/1, state IN TIALIZI NG processing event
TWO_WAY_RECEI VED

OSPF: establish_adjacency with 10.1.1.1

OSPF: DR/ BDR el ection for 10.1.1.2 on 1/1

OSPF: Run interface 10.1.1.2 DR elect, state changed to DR from DR

OSPF: interface (10.1.1.2) state = | NTERFACE_DESI GNATED ROUTER

OSPF: Nei ghbor 10.1.1.1, int 1/1, state EXCHANGE_START processing event
ADJACENCY_OK

OSPF: 10.1.1.2 Flushing Network LSA if needed as we are not DR anynore, state old
5, new 5

OSPF: el ect BDR(backup designated router): Router ID 10.1.1.1 IP interface
10.1. 1.1

OSPF: el ect DR(designated router): Router ID 10.2.2.2, IPinterface 10.1.1.2
OSPF: Nei ghbor 10.1.1.1 state changed fromlInitializing to ExStart - event
TWD WAY RECEI VED, intf-type 1

debug ip ospf all-vrfs

Syntax: [no] debug ip ospf all-vrfs

This command enables OSPF debugging for all VPN routing and forwarding activity. Output is
similar to that of the debug ip ospf command.
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debug ip ospf bfd

Syntax: [no] debug ip ospf bfd

6

OSPF

This command displays information about OSPF BFD events.

debug ip ospf error

Syntax: [no] debug ip ospf error

This command reports the receipt of OSPF packets with errors, or mismatches between hello

packet options.

/!\ CAUTION

If the router receives too many packets with errors, substantial output may be generated and
severely affect system performance. To prevent a disruption of system activity, use this command

only when network traffic levels are low.

debug ip ospf events

Syntax: [no] debug ip ospf events

This command displays information about internal OSPF events related to configuration or
interaction with the standby management processor and interface state transitions. Command

output resembles the following example.

Brocade# debug i p ospf events
OSPF:

OSPF: interface 10.1.1.2 up,
OSPF: Interface 1/1 (10.1.1.2) state Wiiting processing event
OSPF: Interface 1/1 (10.1.1.2) state Wiiting processing event

debug ip ospf flood

Syntax: [no] debug ip ospf flood

Interface 1/1 (10.1.1.2) state Down processing event
state changed to WAI TI NG from Down

Interface Up

Nei ghbor Change
Backup Seen

This command displays information about LSA flooding activity. Command output resembles the

following example.

Brocade# debug i p ospf flood

OSPF: fl oodi ng debugging is on

OSPF: flood LSA Type:1 AdvRtr:10.2.2.2
OSPF: fl ood advertisenent throughout a
OSPF: flood LSA Type:3 AdvRtr:10.2.2.2
OSPF: flood advertisenent throughout a
OSPF: flood LSA Type:3 AdvRir:10.2.2.2
OSPF: fl ood advertisenent throughout a
OSPF: flood LSA Type:3 AdvRtr:10.2.2.2

debug ip ospf graceful-restart

Syntax: [no] debug ip ospf graceful-restart

Age: 0 Lsld:10.2.2.2
speci fic area = 00000001
Age: 0 Lsld:0.0.0.0

speci fic area = 00000001
Age: 0 Lsld:0.0.0.0
specific area = 00000003
Age: 0 Lsld:10.2.2.2
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Brocade# debug i p ospf graceful -restart

Rest art

rw_nbridge_isr

Foundry Seri a

RMVA Nunber
PCB Revi sion :

MG Test

Rout er :

is called (cause = 00ff0002)
rw_isr_active_np_lost() called

MP Manufacture Info

=== Manufacturing Information ====

Board Cl ass
Foundry Assenbly Part Number : 31524-000A
Chassi s Type:

01 (Mgnt)

NI - XMR (ac)

Nunber : PR30050521
Date of Manufacture : 255-255-2225
Bench Test Status : UNKNOWN
Burn-in Test Status : UNKNOMW
Manuf acturing Deviation : yyyyyy
yyyyyyyyyy
yyyy

yyyyyyyyy

g_sl ot _presence_nask = 00000189, g_snm presence_nask = 00000007
End Time: ny_slot = 18, active_np_slot = 18, standby_np_slot = 17
rw_nbridge_isr
rw_i sr_present
OLD: prw = 000000fc, fan = 00000000, |p = 0000fe76, snm = 00080000, nmm = 00000000
NEW prw = 000000fc, fan = 00000000, |p = 0000fe76, snm = 00080000, nmm = 00000000
rw_i sr_power is called (snapshot = 000000fc)

RW MBRI DGE_CARD_PRESENT_REG = 0008f e76

RW MBRI DGE_CARD_POWNER_OFF_REG = 00070189

detected, powering it on

SNML presence
SNM2 presence
SNMB presence
Power on SNML
on SNW2
on SNMVB
MGMI board tenp

Power
Power

Power
Power
Power
Power
Power
Power
Power
Power
Wite

SYSLOG
SYSLOG
SYSLOG

Suppl y
Suppl y
Suppl y
Suppl y
Suppl y
Suppl y
Suppl y
Suppl y

~NOoO Ok WN PP

8

00070189
Module is up in
Module is up in
Module is up in
Module is up in
Al'l Mdules Are

SYSLOG Feb
SYSLOG Feb
SYSLOG Feb
SYSLOG Feb
SYSLOG Feb
SYSLOG Feb
from standby to active

OSPF:
OSPF:

swi t chover

PR R RR

s call ed (cause = 00fc0005)
s call ed:

detected, powering it on
detected, powering it on
Witing 00070189 to RW MBRI DGE_CARD POWER_OFF_REG
Witing 00070189 to RW MBRI DGE_CARD POWER OFF REG
Witing 00070189 to RW MBRI DGE_CARD POWER OFF REG

i
i
i
i
i
i
i
i
t

is: 35.500C 52.625C

s Installed (OK)
Installed (OK)

Not Installed (FAILED)
Not Installed (FAILED)
Not Installed (FAILED)
Not Installed (FAI LED)
Not Installed (FAILED)
Not Installed (FAILED)
RW MBRI DGE_CARD_POWER_OFF_REG
slot 1

slot 4

slot 8

slot 9

Up (4 total)

o mwwmwuwuununown

Feb 1 23:59:19:<13>XMR1, System Mddule up in slot 4
Feb 1 23:59:19:<13>XMR1l, System Mddule up in slot 8
Febl 23:59:19: <13>XMR1, System Mdule up in slot 9

23:59:19: <13>XMR1, System Mddule up in slot 1

23:59:19: <14>XMR1, System Interface ethernetl/1, state up
23:59:19: <14>XMR1, System Interface ethernetl/9, state up
23:59:19: <14>XMR1, System Interface ethernetl/12, state up
23:59:19: <14>XMR1, System Interface ethernet9/1, state up

1 23:59:19: <9>XMR1, System Managenent nodul e at sl ot 18 state changed

handof f done

send_grace_|s to 224.0.0.5, intf addr 10.1.1.1, age O, auth O
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OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

SYSLOG Feb 1 23:59:20: <14>XMR1, System
i pc_send_np_red_active_boot _info:

send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace |s to 224.0.0.5, intf addr 10.1.1.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace |s to 224.0.0.5, intf addr 10.1.1.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
send_grace_|s to 224.0.0.5, intf addr 10.0.0.1, age O,
Graceful Restart setup, waiting for 2 (0) peers

Start code flash synchronization to standby M.
Code flash synchronization to standby MP i s done.

Interface ethernetngntl,
reboot _needed = 0

OSPF 6

aut h
aut h
aut h
aut h
aut h
aut h
aut h
aut h
aut h
aut h
aut h

[eNeoNeoNoNolNoNolNolNolNolNe)

state up

OSPF: GR no waiting from nei ghbor 10.0.0.2, interface state Waiting, DR 10.0.0.2

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 116 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 115 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 115 sec

OSPF: GR no waiting from nei ghbor 10.0.0.2, interface state Waiting, DR 10.0.0.2

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 115 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 115 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 114 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 114 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 113 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 112 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 112 sec

Start running config synchronization to standby M.

Runni ng config synchroni zation to standby MP is done.

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 112 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 112 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 111 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 111 sec

OSPF: Graceful Restart (1) SPF waiting for 1 (0) neighbors, 110 sec

OSPF: Graceful Restart all none-VI neighbors back to FULL state

OSPF: CR restart phase nei ghbor connect Done, neighbor 0 (0), abort O

OSPF: Graceful Restart phase neighbor full Done

OSPF: Graceful Restart phase VI neighbor full done

OSPF: restart_detected = OSPF_RESTART _STATE _SPF_ORI Gl NATE_LSA

OSPF: Graceful Restart reoriginate router LSA restart_detected =

OSPF_RESTART_STATE_SPF_ORI G NATE_LSA

OSPF: restart_detected = OSPF_RESTART_STATE_SPF_ORI G NATE_LSA

OSPF: restart_detected = OSPF_RESTART STATE _SPF_ORl Gl NATE LSA

OSPF: Graceful Restart originated router/network LSAs

OSPF: Graceful restart: start SPF

RTM sw tch over done for protocol ospf

RTM swi tch over done for ALL protocol

OSPF: Graceful Restart phase originate | sa DONE

OSPF: originate grace LSA, interface 10.1.1.1

OSPF: send_grace_|Is to 224.0.0.5,intf addr 10.1.1.1, age 3600, auth O

OSPF: originate grace LSA, interface 10.0.0.1

OSPF: send_grace_|s to 224.0.0.5,intf addr 10.0.0.1, age 3600, auth O

OSPF: originate grace LSA, interface 10.0.0.1

OSPF: send_grace_|Is to 224.0.0.5,intf addr 10.0.0.1, age 3600, auth O

OSPF: originate grace LSA, interface 10.0.0.1

OSPF: send_grace_|Is to 224.0.0.5,intf addr 10.0.0.1, age 3600, auth O
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OSPF: Graceful Restart phase flush | sa DONE

Standby MP is ready

OSPF: CR restart phase nei ghbor connect Done, neighbor 0 (0), abort O
OSPF: Graceful Restart phase nei ghbor full Done

OSPF: Graceful Restart phase VI neighbor full done

OSPF: restart_detected = OSPF_RESTART_STATE_SPF_ORI G NATE_LSA

OSPF: Graceful Restart reoriginate router LSA restart_detected =
OSPF_RESTART_STATE_SPF_ORI Gl NATE_LSA

OSPF: restart_detected = OSPF_RESTART_STATE_SPF_ORI G NATE_LSA

OSPF: restart_detected = OSPF_RESTART_STATE_SPF_ORI G NATE_LSA

OSPF: Graceful Restart originated router/network LSAs

OSPF: Graceful restart: start SPF

RTM sw tch over done for protocol ospf

RTM sw tch over done for ALL protocol

OSPF: Graceful Restart phase originate | sa DONE

OSPF: originate grace LSA, interface 10.1.1.1

OSPF: send_grace_|Is to 224.0.0.5,intf addr 10.1.1.1, age 3600, auth O
OSPF: originate grace LSA, interface 10.0.0.1

OSPF: send_grace_|Is to 224.0.0.5,intf addr 10.0.0.1, age 3600, auth O
OSPF: originate grace LSA, interface 10.0.0.1

OSPF: send_grace_|Is to 224.0.0.5,intf addr 10.0.0.1, age 3600, auth O
OSPF: originate grace LSA, interface 10.0.0.1

OSPF: send_grace_|s to 224.0.0.5,intf addr 10.0.0.1, age 3600, auth O
OSPF: Graceful Restart phase flush | sa DONE

Standby MP is ready

The following example shows output from a graceful restart on a helper router.

OSPF: rcv GRACE LSA from 10.0.0.1, age 0, Adv 10.1.1.1

OSPF: install new GraceLSA, int 0, neighbor 10.0.0.1, age O

OSPF: rcv Grace_LSA from 10.0.0.1, area O

OSPF: neighbor 10.0.0.1 entering graceful restart state, timer 120, |sa age O,
max 120, helping O

OSPF: flood grace LSA, AdvRtr:10.1.1.1, Age:0

OSPF: rcv GRACE LSA from 10.0.0.1, age 0, Adv 10.1.1.1

SYSLOG Dec 15 17:29:43:<13>XMR2, OSPF. nbr state changed, rid 10.2.2.2, nbr addr
10.0.0.1, nbr rid 10.1.1.1, state full

OSPF: rcv GRACE LSA from 10.0.0.1, age 3600, Adv 10.1.1.1

OSPF: LSA flush rcvd Type:9 AdvRtr:10.1.1.1 Lsld:10.0.0.0

OSPF: install new GraceLSA, int 0, neighbor 10.0.0.1, age 3600

OSPF: rcv Grace_LSA from 10.0.0.1, area O

OSPF: neighbor 10.0.0.1 exiting graceful restart state, tiner 120, |sa age 3600,
max 3600,

hel ping 0

OSPF: flood grace LSA, AdvRtr:10.1.1.1, Age: 3600

OSPF: age out GraceLSA, from 10.1.1.1, age 3600

OSPF: renove grace LSA, age 3600

debug ip ospf log-debug-message

Syntax: [no] debug ip ospf log-debug-message

This command logs instances when large (greater than MTU) LSA update messages are sent or
received. Command output resembles the following example.

Brocade# debug i p ospf |og-debug-nmessage

OSPF: debug- message | oggi ng debugging is on
SYSLOG <13>Dec 10 23:55:28 R3 OSPF: nbr state changed, rid 10.13.13.13, nbr addr
10.1.1.2, nbr rid 10.15.15.15, state down
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SYSLOG <13>Dec 10 23:55:28 R3 OSPF: interface state changed, rid 10.13.13.13,
intf addr 10.1.1.1, state designated router

SYSLOG <13>Dec 10 23:55:28 R3 OSPF: nbr state changed, rid 10.13.13.13, nbr addr
10.101.1.2, nbr rid 10.15.15.15, state down

SYSLOG <13>Dec 10 23:55:28 R3 CSPF: interface state changed, rid 10.13.13.13,
intf addr 10.101.1.1, state designated router

debug ip ospf log-empty-lsa

Syntax: [no] debug ip ospf log-empty-Isa

This command logs instances when empty or truncated LSA update messages are sent or received.
Command output resembles the following example.

Brocade# debug i p ospf |og-enpty-Isa

OSPF:  enpty-LSA | oggi ng debugging is on
SYSLOG <13>Dec 10 23:56:45 R3 OSPF: nbr state changed, rid 10.13.13.13, nbr addr
10.1.1.2, nbr rid 10.15.15.15, state down
SYSLOG <13>Dec 10 23:56:45 R3 OSPF: interface state changed, rid 10.13.13.13,
intf addr 10.1.1.1, state designated router
SYSLOG <13>Dec 10 23:56:45 R3 OSPF: nbr state changed, rid 10.13.13.13, nbr addr
10.101.1.2, nbr rid 10.15.15.15, state down
SYSLOG <13>Dec 10 23:56:45 R3 OSPF: interface state changed, rid 10.13.13.13,
intf addr 10.101.1.1, state designated router
SYSLOG <13>Dec 10 23:56:47 R3 CSPF: interface state changed, rid 10.13.13. 13,
intf addr 10.1.1.1, state backup designated router
SYSLOG <13>Dec 10 23:56:47 R3 OSPF. nbr state changed, rid 10.13.13.13, nbr addr
10.1.1.2, nbr rid 10.15.15.15, state full
SYSLOG <13>Dec 10 23:56:47 R3 OSPF: intf rcvd bad pkt: Cannot associ ate nei ghbor,
rid 10.13.13.13, intf addr 10.101.1.1, pkt size 120, checksum 41856, pkt src addr
10.101.1.2, pkt type link state update
SYSLOG <13>Dec 10 23:56:48 R3 OSPF: intf rcvd bad pkt: Cannot associ ate nei ghbor,
rid 10.13.13.13, intf addr 10.101.1.1, pkt size 60, checksum 48577, pkt src addr
10.101.1. 2, pkt type link state update
SYSLOG <13>Dec 10 23:56:52 R3 OSPF: intf rcvd bad pkt: Cannot associ ate nei ghbor,
rid 10.13.13.13, intf addr 10.101.1.1, pkt size 88, checksum 50589, pkt src addr
10.101.1.2, pkt type link state update

debug ip ospf Isa-filtering

Syntax: [no] debug ip ospf Isa-filtering

This command displays type-3 LSAs as and when a router generates and filters these LSAs as
shown in the following example.

Brocade# debug ip ospf Isa-filtering

Jan 18 17:14:39 Prefix Fitering IN Prefix = 10.0.10.0, Msk = 255.255.255.0, Area
=0

Jan 18 17:14:39 Action: DENY

Jan 18 17:14:39 Prefix Fitering I N Prefix
=0

Jan 18 17:14:39 Action: DENY

Jan 18 17:14:39 Prefix Fitering IN Prefix = 10.30.31.0, Mask
=0

Jan 18 17:14:39 Action: PERMT

10. 30. 30. 0, Mask = 255.255. 255.0, Area

255.255.255.0, Area

debug ip ospf Isa-generation

Syntax: [no] debug ip ospf Isa-generation
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This command generates information about LSAs in output similar to the following example.

Brocade# debug i p ospf |sa-generation

Jan 15 16:35:25 OSPF: install a newlsa, type 3, Is_id 0.0.0.0, age 0, seq
80000003 area-id 10

Jan 15 16:35:25 OSPF: NSR : Sync node add, type 3, Is_id 0.0.0.0, age 0, seq
80000003

Jan 15 16:35:25 OSPF: originate router LSA, area O

Jan 15 16:35:25 OSPF: install a newlsa, type 1, Is_id 10.2.2.2, age 0, seq
80000004 area-id O

Jan 15 16:35:25 OSPF: NSR : Sync node add, type 1, Is_id 10.2.2.2, age 0, seq
80000004

Jan 15 16:35:25 OSPF: NSR Sync ACK received for LSA

Jan 15 16:35:25 OSPF:1s_header.id 0.0.0.0 type 3 ToBesyncedState 2

Jan 15 16:35: 25 OSPF: NSR Sync ACK received for LSA

Jan 15 16:35:25 OSPF:|1s_header.id 10.2.2.2 type 1 ToBesyncedState 2

Jan 15 16:35:25 OSPF: install a newlsa, type 3, Is_id 10.0.0.0, age 0, seq
80000001 area-id 1

Jan 15 16:35:25 OSPF: NSR : Sync node add, type 3, Is_id 10.0.0.0, age 0, seq
80000001

Jan 15 16:35:25 OSPF: NSR Sync ACK received for LSA

Jan 15 16:35:25 OSPF:|ls_header.id 10.0.0.0 type 3 ToBesyncedState 2

Jan 15 16:35:28 OSPF: redistribute into ospf 10.0.0.0 with ffffff00 forwarding
address 0.0.0.0

Jan 15 16:35:28 OSPF: originate external Isa 10.0.0.0 with ffffffO0O0

Jan 15 16:35:28 OSPF: install a newlsa, type 5, Is_id 10.0.0.0, age 0, seq
80000001 area-id O

Jan 15 16:35:28 OSPF: NSR : Sync node add, type 5, |Is_id 10.0.0.0, age O,
seq80000001

Jan 15 16: 35:29 OSPF: NSR Sync ACK received for LSA

Jan 15 16:35:29 OSPF:|1s_header.id 10.0.0.0 type 5 ToBesyncedSt at e2

This output indicates that the sequence number (seq) is a unique identifier for each LSA. When a
router initiates an LSA, it includes a sequence number, which is recorded in the link state database
of every receiving router. If a router receives an LSA that is already in the database and has the
same sequence number, the received LSA is discarded. If the information is the same but the
sequence number is greater, the LSA information and new sequence number are entered into the
database and the LSA is flooded. Sequence numbers allow LSA flooding to stop when all routers
have received the most recent LSA.

NOTE
This command can be enabled on the standby MP as well.

debug ip ospf packet

Syntax: [no] debug ip ospf packet

This command generates information about OSPF packets. Command output resembles the
following example.

Brocade# debug i p ospf packet

OSPF: recv from 10.28.172.17 Intf:eth 2/1 Hello L:44 A 2 Rid:10.28.156.234
DR 10.28.172.17 BDR 0.0.0.0

This output describes an OSPF packet received from Ethernet interface 2/1 on router
10.28.172.17. Descriptors include: L = packet length, A = authentication, Rid = router ID, DR =
designated router ID, and BDR= backup designated router ID.
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debug ip ospf retransmission

Syntax: [no] debug ip ospf retransmission

This command generates internal information about OSPF retransmission of LSAs. Command
output resembles the following example.

Brocade# debug i p ospf retransm ssion

OSPF: retransmi ssion debugging is on

OSPF: exam ne each nei ghbor and add advertisenment to the retransmssion list if
necessary

OSPF: renpve current database copy fromall neighbors retransm ssion |lists

debug ip ospf route

Syntax: [no] debug ip ospf route ip-addr

This command generates network-specific information during Dijkstra computation, routing table
calculation, and LSA origination. This command is useful for tracking a specific OSPF prefix.
Command output resembles the following example.

Brocade# debug ip ospf route 10.1.1.1

OSPF: debug ospf route 10.1.1.1

OSPF: Orig sunmary LSA to area 0, route 10.1.1.1, type 1, preml1...
OSPF: Originating type 4 summary LSA to area 0, route 10.1.1.1
OSPF: Orig sunmary LSA to area 1, route 10.1.1.1, type 1, prem1...
OSPF: Orig sunmary LSA to area 3, route 10.1.1.1, type 1, prem1l...
OSPF: delete route 10.1.1.1 fromrtm 0x053742b0, not_in_nain O

debug ip ospf sham-link

Syntax: [no] debug ip ospf sham-link

This command generates information about OSPF sham-links. A sham-link is required between any
two VPN sites that belong to the same OSPF area and share an OSPF backdoor link. If no backdoor
link exists between the sites, no sham-link is required.

debug ip ospf shortcuts

Syntax: [no] debug ip ospf shortcuts

This command generates information about OSPF shortcuts for IP over MPLS. Command output
resembles the following example.

Brocade# debug i p ospf shortcuts
OSPF: O earing OSPF DSPT Route Table, num of entries 5
OSPF: O earing OSPF DSPT Route Tabl e conpl eted, num of entries 5

debug ip ospf spf

Syntax: [no] debug ip ospf spf

This command generates information about OSPF SPF activity including SPF runs and calculations.
Command output resembles the following example.

Brocade# debug ip ospf spf
OSPF:  spf-short debugging is on
Dec 10 20:20: 50 OSPF: Schedul e SPF(12001), in prog 0, ospf build_routing_table O
phase 1
Dec 10 20:20:50 OSPF: schedul e spf, init spf delay 0, next hold O (ticks)
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Dec 10 20:20:50 OSPF: Add to spf pending list, current tinme 2983323, schedul ed
2983323, next run 2983323

Dec 10 20:20:50 OSPF: timer: give semaphore, start spf phase 1, time 2983323,
schedul ed 2983323, run tine 2983323

Dec 10 20:20: 50 OSPF: begin intra SPF run, chunk-id 00000000/-1 just_becone_abr O,
is_abr O

Dec 10 20:20:50 OSPF: invalidate whole routing table, recal _just_becone_abr O,

j ust _becone_abr 0

Dec 10 20:20:50 OSPF:. conpleted SPF for all areas

Dec 10 20:20: 50 OSPF: ROUTE CALC PHASE | NTRA end at 2983323, is_abr 0O

Dec 10 20:20:50 OSPF: ROUTE CALC PHASE_TRANSIT end at 2983323

Dec 10 20:20: 50 OSPF: ROUTE CALC PHASE_TYPE5 end at 2983323

Dec 10 20:20: 50 OSPF: ROUTE CALC PHASE_TYPE7 end at 2983323

Dec 10 20:20:50 OSPF: summary phase, is_abr 0

Dec 10 20:20:50 OSPF: ROUTE CALC PHASE_SUMVARY end at 2983323

Dec 10 20:20:50 OSPF: No tunnel phase

Dec 10 20:20: 50 OSPF: ROUTE CALC PHASE_NO TNNL end at 2983323

Dec 10 20:20:50 OSPF: translation phase, is_abr 0

Dec 10 20:20:50 OSPF: ROUTE CALC PHASE TRANSLATI ON end at 2983323

Dec 10 20:20:50 OSPF: SPF_cl eanup: current 2983323, set next run tinme 2983323,
current hold 0, next hold O

Dec 10 20:20:50 OSPF: ROUTE CALC end at 2983323, pending O

Dec 10 20:20: 53 OSPF: Schedul e SPF(12001), in prog 0, ospf build_routing_table O
phase 1

Dec 10 20:20:53 OSPF: schedule spf, init spf delay 0, next hold O (ticks)

Dec 10 20:20:53 OSPF: Add to spf pending list, current tinme 2983393, schedul ed
2983393, next run 2983393

Dec 10 20:20:53 OSPF:. Schedul e SPF(12002), in prog 0, ospf build routing_table O
phase 1

Dec 10 20:20:54 OSPF: timer: give senmaphore, start spf phase 1, tinme 2983395,
schedul ed 2983393, run tinme 2983393

Dec 10 20:20: 54 OSPF: begin intra SPF run, chunk-id 00000000/-1 just_becone_abr O,
is_abr 0

Dec 10 20:20:54 OSPF: invalidate whole routing table, recal _just_becone_abr O,

j ust _becone_abr 0

Dec 10 20:20:54 OSPF:. conpleted SPF for all areas

IPv6 OSPF debug commands

This section describes the debug commands used for monitoring the IPv6 OSPF environment.
debug ipv6 ospf

Syntax: [no] debug ipv6 ospf [bfd | gr-helper | ism | ism-events | ism-status | Isa | Isa-flooding |
Isa-generation | Isa-install | Isa-maxage | Isa-refresh | nsm | nsm-events | nsm-status |
packet | packet-dd | packet-hello | packet-lsa-ack | packet-lsa-req | packet-lsa-update |
route | route-calc-external | route-calc-inter-area | route-calc-intra-area | route-calc-spf |
route-calc-transit | route-install | virtual-link]

® Dbfd - Displays information about OSPFv3 BFD events.

* gr-helper - Displays information about graceful restart (GR) helper operation.
® ism - Displays debug information about the ISM.

®* ism-events - Displays events on the ISM.

® ism-status - Displays status of the ISM.

® |sa- Displays LSAs.
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Isa-flooding - Displays LSA-flooding activity.

Isa-generation - Displays information about LSA generation.

Isa-install - Displays installed LSAs.

Isa-maxage - Displays the maximum aging information for LSAs.
Isa-refresh - Displays LSA refresh information.

nsm - Displays information about the NSM.

nsm-events - Displays event information for the NSM.

nsm-status - Displays NSM status information.

packet - Displays all OSPFv3 packets in rx or tx mode.

packet-dd - Displays all OSPFv3 data description packets in rx or tx mode.
packet-hello - Displays all OSPFv3 hello packets in rx or tx mode.
packet-lsa-ack - Displays all OSPFv3 LSA ACK packets in rx or tx mode.
packet-Isa-req - Displays all OSPFv3 LSA request packets in rx or tx mode.
packet-lsa-update - Displays all OSPFv3 LSA update packets in rx or tx mode.
route - Displays all OSPFv3 routes.

route-calc-external - Displays external route calculations.
route-calc-inter-area - Displays inter-area route calculations.
route-calc-intra-area - Displays intra-area route calculations.
route-calc-spf - Displays SPF route calculations.

route-calc-transit - Displays transit route calculations.

route-install - Displays all OSPFv3 routes installed.

virtual-link - Displays all OSPFv3 virtual links.

The debug ipv6 ospf command displays information about OSPF activity, including interface state
machine (ISM), neighbor state machine (NSM), and link state advertisement (LSA) data, packets,
routes, and virtual links.

debug ipv6 ospf gr-helper

Syntax: [no] debug ipv6 ospf gr-helper

This command displays information about graceful restart (GR) helper operation. Command output
resembles the following example.

Brocade# debug i pv6 ospf gr-hel per

May 10 15:33:48.860 OSPFv3: GR HELPER: Received type: Grace Lsa 1d:10.0.0.2 Adv

Router:10.0.0.7

May 10 15:33:48.860 OSPFv3: GR HELPER: Entering gr helper for nbr 10.0.0.7 on

interface eth 21/19

May 10 15:34:14.535 OSPFv3: GR HELPER: Received type: Grace Lsa 1d:10.0.0.2 Adv

Rout er:10.0.0.7
May 10 15:34:14.535 OSPFv3: CGR HELPER Successfully exiting gr hel per for the nbr
10.0.0.7 on interface eth 21/19

debug ipv6 ospf ism

Syntax: [no] debug ipv6 ospf ism
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This command generates comprehensive information about OSPF ISM status changes. Command
output resembles the following example.

Brocade# debug i pv6 ospf ism

OSPFv3 | SM 137]: I ntefaceUp

OSPFv3 | SM 137]: Status change Down -> Waiting (Priority > 0)

OSPFv3 | SM 137]: BackupSeen

OSPFv3 | SM 137]: Status change Waiting -> BDR (BackupSeen: DR El ecti on)

OSPFv3 1SM 137]: (dr:0.0.0.0,bdr:0.0.0.0) -> (dr:10.2.2.2, bdr:10.2.3.4)

This output indicates a status change for ISM 137, from up to down to waiting. A switch from the
designated router (DR) to the backup designated router (BDR) has also occurred.

debug ipv6 ospf ism-events

Syntax: [no] debug ipv6 ospf ism-events

This command displays IPv6 OSPF interface state machine (ISM) activity, such as an interface
coming up or going down. Command output resembles the following example.

Brocade# debug i pv6 ospf ismevents
OSPFv3 | SM 137]: Interfaces
OSPFv3 | SM 137]: BackupSeen goes up

debug ipv6 ospf ism-status

Syntax: [no] debug ipv6 ospf ism-status

This command displays IPv6 OSPF ISM status information. Command output resembles the
following example.

Brocade# debug i pv6é ospf ismstatus

OSPFv3 | SM 137]: Status change Down -> Waiting (Priority > 0)

OSPFv3 | SM 137]: Status change WAiting -> BDR (BackupSeen, DR El ection)

OSPFv3 ISM 137]: (dr:0.0.0.0,bdr:0.0.0.0) -> (dr:10.2.2.2,bdr 10.2.3.4)

This output indicates that ISM 137 has gone down and is waiting for a switch from the designated
router (DR) to the backup designated router (BDR).

debug ipv6 ospf Isa

Syntax: [no] debug ipv6 ospf Isa

This command displays information about OSPF LSAs. Command output resembles the following
example.

Brocade# debug i pv6 ospf |sa

OSPFv3 LSA Update Intra-Area-Prefix (Stub): Checking Interface 137
OSPFv3 LSA Update Intra-Area-Prefix (Stub): Interface 137 is down
OSPFv3 LSA Update Intra-Area-Prefix (Stub): No prefix to advertise for Area
0.0.0.0

OSPFv3 LSA Update Intra-Area-Prefix (Stub): Area 0.0.0.0

OSPFv3 | SM (137): Status change Down -> Waiting (Priority > 0)
OSPFv3 LSA: Create LSA Type :Router id: O Advrouter:10.2.3.4

OSPFv3 LSA Update Intra-Area-Prefix (Stub): Checking Interface 137
OSPFv3 LSA Update Intra-Area-Prefix (Stub): Include 2001: DB8: 1::2/64
OSPFv3 LSA: Create LSA Type :Router Id: O Advrouter: 10.2.3.4

OSPFv3 : LSA Update Intra-Area Prefix (Stub): Area 0.0.0.0

OSPFv3 : LSA Update Link: Interface 137

OSPFv3 LSA: Create LSA Type :Link id: 137 Advrouter: 10.2.3.4
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debug ipv6 ospf Isa-flooding

Syntax: [no] debug ipv6 ospf Isa-flooding

This command displays IPv6 OSPF LSA flooding activity. Command output resembles the following
example.

Brocade# debug i pv6 ospf |sa-flooding

OSPFV3: LSA: schedul e flooding 10.2.2.2
OSPFV3: LSA: schedul e fl ooding 10.2.2.2
OSPFV3: LSA: schedul e flooding 10.2.2.2
OSPFV3: LSA: schedul e flooding 10.2.2.2

debug ipv6 ospf Isa-generation

Syntax: [no] debug ipv6 ospf Isa-generation

This command shows additions or deletions of LSAs from the link state database. Command
output resembles the following example.

Brocade# debug i pv6 ospf |sa-generation

OSPFV3 LSA: Create LSA Type :Router 1d: O Advrouter:10.2.3.4
OSPFV3 LSA: Create LSA Type :IntraPrefix Id: O Advrouter: 10.2.3.4
OSPFV3 LSA: Delete LSA Type: Link Id: 137 Advrouter 10.2.3.4

OSPFV3 LSA: Create LSA Header Type: Router Id: O Advrouter: 10.2.3.4
OSPFV3 LSA: Create LSA Header Type: Router Id: O Advrouter: 10.2.2.2
OSPFV3 LSA: Create LSA Header Type: Router Id: O Advrouter: 10.2.3.4

debug ipv6 ospf Isa-install

Syntax: [no] debug ipv6 ospf Isa-install

This command generates information about new LSAs that are installed in the link state database.
Command output resembles the following example.

Brocade# debug i pv6 ospf |sa-instal

OSPFv3 LSA: Turnover type: IntraPrefix Lsa Id: 0.0.0.0 Advrouter:10.2. 3. 4:
contents not changed

OSPFv3 LSA: Turnover type: Router Lsa Id: 0.0.0.0 AdvRouter:10.2.3.4: contents not
changed

OSPFv3 LSA: Turnover type: Router Lsa 1d:0.0.0.0 AdvRouer: 10.2.3.4: contents
changed

OSPFv3 LSA: Turnover type: IntraPrefix Lsa Id: 0.0.0.0 AdvRouter: 10.2.2.2:
contents changed

debug ipv6 ospf Isa-maxage

Syntax: [no] debug ipv6 ospf Isa-maxage

This command identifies LSAs that are removed from the link state database because the router
has not received any updates about the LSA in a specified amount of time. Command output
resembles the following example.

Brocade# debug i pv6 ospf | sa-nmaxage

OSPFv3 LSA: Premature aging: Type: Interface, ID: 0, AdvRouter 10.2.3.4
OSPFv3 LSA : Prenmature aging: Type: IntraPrefix, ID: 0, AdvRouter 1.
debug ip rtm

Syntax: [no] debug ip rtm [A.B.C.D | all | errors| nexthop]
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® A.B.C.D - Displays RTM information for a specified IPv4 address.
® all- Displays all RTM information.

® errors - Displays RTM errors.

® nexthop - Logs various next hop-related events to the console.

This command displays information about the routing table manager (RTM), including changes in
the routing table. With debug ip rtm enabled, and using the show ip route command, output
resembles the following examples for specific routing table activity.

Brocade# debug ip rtm

IP: rtmdebugging is on

Brocade# show ip route

Total nunber of IP routes: 9

Type Codes - B:BGP D: Connected |:1SIS S:Static RRIP O OSPF;, Cost - Dist/Mtric
Destination Gateway Port Cost Type

7 10.11.11.0/24 10.10.10.2 eth 1/1 110/10 @2
10.11.11.0/24 10.10.11.2 eth 1/1 110/10 &2

RTM Renove 10.11.11.0/24 (ospf) fromrtm
RTM wun-install 10.11.11.0/24 (ospf) in rtm

This example indicates that OSPF route 10.11.11.0/24 has been deleted from the route table.

RTM Add 10.11.11.0/24 (ospf) to rtm path 2
RTM install 10.11.11.0/24 (ospf) inrtm

Configuration notes

® [f arouter is to operate as an Autonomous System Boundary Router (ASBR), you must enable
the ASBR capability at the system level.

® All router ports must be assigned to one of the defined areas on an OSPF router. When a port is
assigned to an area, all corresponding subnets on that port are automatically included in the
assignment.

® For Netlron MLX-32 or XMR 32000 systems running application image version 03.6.00 or
later, configured for OSPF graceful restart, and intended for use in switchover or hitless
upgrades, the OSPF dead interval must be changed to 60 seconds on OSPF interfaces. This
ensures that the graceful restart process succeeds without a timeout. For instructions on
changing the OSPF dead interval, refer to the Brocade Netlron Routing Configuration Guide.

® |fa Brocade Netlron XMR and Brocade MLX series router is to function as a graceful restart
router, a secondary management module must be installed. If the router functions as a
graceful restart helper router only, a second management module is not necessary.

® [fyou disable OSPF, the Brocade Netlron XMR and Brocade MLX series router removes all OSPF
configuration information from the running configuration. In addition, after disabling OSPF,
when you save the configuration to the startup configuration file, all configuration information
for OSPF is removed from the startup configuration file.

The CLI displays a warning message similar to the following example.

Brocade(confi g-ospf-router)# no router ospf
router ospf node now di sabled. Al ospf config data will be |ost when witing
to flash!
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If you have disabled OSPF but have not yet saved the startup configuration file and reloaded
the software, you can restore the configuration information by re-entering the router ospf
command to enable the protocol. If you have already saved the startup configuration file and
reloaded the software, the information is gone.

If you are testing an OSPF configuration and are likely to disable and re-enable OSPF, you may
want to make a backup copy of the startup configuration file before you begin. Then, if you
remove the configuration information by saving the configuration after disabling the protocol,
you can restore the configuration by saving the backup copy of the startup configuration file
onto the flash memory.

Common diagnostic scenarios

® Athird-party router and a Brocade router are both receiving bad OSPF packets.

This indicates that the carrier may be the source of the corruption.

® The graceful restart process times out on a Brocade MLX-32 or Netlron XMR 32000 system.

For routers that are configured for graceful restart and intended for use in hitless upgrades,
you must change the OSPF dead interval to 60 seconds to prevent timeouts.

®* There are frequent OSPF link flapping events.
This issue is resolved by upgrading the software version to include the latest patches.

RPF

Reverse Path Forwarding (RPF) prevents malicious users from spoofing a source IP address. It does
this by checking that the source address specified for a packet is received from a network to which
the router has access. Packets with invalid source addresses are not forwarded. Packets that fail
the RPF test can be logged.

RPF show commands
This section describes the show commands that display RPF information.

show ip interface

Syntax: show ip interface ethernet slothum/portnum
The slotnum/portnum variable specifies the slot and port number of the Ethernet interface.

This command displays information about RPF configurations and packets that have been dropped
because they failed the RPF check, as shown in the following example in bold.

Brocade# show ip interface ethernet 7/1
Interface Ethernet 7/1 (384)

port enabl ed

port state: UP

ip address: 10.2.3.4/8

Port belongs to VRF: defaul t

encapsul ation: Ethernet, ntu: 1500

MAC Addr ess 0000. 0024. a6cO

di rect ed- broadcast - f orwar di ng: di sabl ed

No i nbound ip access-list is set
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No out bound ip access-list is set

No Hel per Addresses are configured

RPF node: strict RFP Log: Disabled

376720 uni cast RPF drop 36068 uni cast RPF suppressed drop

NOTE
RPF accounting information is always available through the physical interface, even if the physical
port belongs to one or more VEs.

show ip rpf

Syntax: show ip rpf
This command displays information about the RPF statistics check.

Brocade# show ip rpf
d obal RPF check enabl ed
RPF- Excl ude- Def aul t di sabl ed
Al'l Unicast RPF nmetro information.
Current operating node: LOCSE; |oose node count: 3
Current urpf fail count |og node: DI SABLED, |og nbde count: O
Current Hardware URPF fail node:
PPCRO: soft drop
PPCR1: soft drop
PPCR2: soft drop

show ip next-hop

Syntax: show ip next-hop ip-addr
The ip-addr variable specifies the next-hop IP address.

This command displays forwarding information for the specified IP address.

Brocade# show i p next-hop 10.2.2.2

Forwarding route entry: 10.2.2.2

Software forwarding for matching Prefix: 10.0.0.0/8
No of paths: 2; CAMindex: 0x0002802e (163886);
HWvirtual Next-Hop index in shadow. 0x0200001b (33554459)
HW r eal Next - Hop i ndex in shadow. 0x0000001b (27)

Har dwar e Forwardi ng entry as prograned:
No of paths: 2; Type of route entry: ECW
Next - Hop i ndex as prograned in hw. 0x0000001b (27)

Sof tware Next Hop Entry for address: 0x250532e8
action: fwd
Pat hs: (control plane): 2, (forwarding plane): 2
Buckets: (as paths seen by Ipm: 2, (max allocated): 2
bucket assignnent: (0, 1, 0, 1, 0, 1, 0, 1)
Virtual HWnext-hop id: 0x0200001b (33554459)
ref count: 1, set id: O0x2c7dbb40

Har dware Next Hop Entry for virtual id: 0x0200001b

PPCR id real id cmd port tx index vlan id urpf node
0 27 route 2/ 1 0 20 vl an node
0 28 route 1/29 1 1 port nobde
1 27 route 2/ 1 0 20 vl an node
1 28 route 1/29 1 1 port node
2 27 route 2/ 1 0 20 vl an node
262 Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03



2 28 route 1/29 1

Software ECMP SIP Entry at: 0x2506b000

Virtual Hardware id: 0x0200001le, Real Hardware id: 30;

SIP filter: disable, SIP Access: 0

Path Interface If no Por t FID no
0 ve 20 149 2/1 64
1 eth 1/ 29 28 1/ 29 28

d: 0x0200001
ECMP no

Har dware ECMP SIP Entry for virtual
PPCR URPF Mbde SIP_EN. SIP Acc.
0 port node FALSE O

1 port node FALSE O

2 port node FALSE O

O, WNPFPONOOODMWNPO~NOOMAWNEO

e; Real

Valid
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE

[l 7 TRUE 4

show logging

Syntax: show logging

RPF

port node

urpf action: port

hardware id: 30
Val ue Software
Trunk Pri:
eth 1/5
Trunk Pri:
eth 1/5
Trunk Pri:

Trunk Pri:
eth 1/5
Trunk Pri:
eth 1/5
Trunk Pri:
eth 1/5
Trunk Pri:

Trunk Pri:
eth 1/5
Trunk Pri:
eth 1/5
Trunk Pri:
eth 1/5
Trunk Pri:

RPORDMRPARDMRPRORLPRARDMRPRARORDERELNR

Trunk Pri:
eth 1/5

node,

2/1

2/1

2/1

2/1

2/1

2/1

2/1

2/1

2/1

2/1

2/1

2/1

If you have enabled the log option of the rpf-mode command, packet information is saved to the
system log. To display the log, enter the show logging command, as shown in the following example.

Brocade# show | oggi ng

Sysl og | oggi ng: enabled (0 nessages dropped, O flushes,
Buf fer |ogging: |evel ACDMEINW 50 nmessages | ogged
| evel code: A=alert C=critical D=debuggi ng M=energency E=error

I =i nformational N=notification Wwarning

Dynami ¢ Log Buffer (50 lines):

May 11 12:12:54:1:RPF: Denied 1 packets on port 7/5 tcp 10.4.4.1(0)

1305 overruns)

-> 10.6.7.8(0)

NOTE
A maximum of 256 RPF messages are logged per minute.
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Clearing RPF statistics

To clear RPF statistics on a specific physical interface, use the following command.

clear ip interface ethernet

Syntax: clear ip interface ethernet siot/port

RPF debug commands

There are no debug commands specific to RPF.

Configuration notes

IP packets with the source IP address of 0.0.0.0 will always fail the RPF check.

If you attempt to enable the global RPF command on a system with incompatible CAM settings,
the command will be rejected and you will receive a console message.

Because the RPF feature requires that the entire IP route table be available in hardware, the
feature must work in conjunction with Foundry Direct Routing (FDR). FDR is the default mode
of operation for the Brocade Netlron XMR series and Brocade MLX series routers.

You cannot configure RPF on a physical port that has VRF configured on it, or if the physical
port belongs to a virtual interface with a VRF configuration.

Only RPF loose mode is supported for GRE routes.
If a default route is present on the router, loose mode will permit all traffic.

RPF can only be configured at the physical port level. It must not be configured on virtual
interfaces.

The following considerations must be taken into account when configuring Reverse Path
Forwarding (RPF) with ECMP routes:

- For asource IP address matching an ECMP route, RPF will permit the packet if it arrives on
any of the next-hop interfaces for that route. For example, if there are two best next hops
for a network route 10.11.11.0/24, one pointing to 10.10.10.1 (Gigabit Ethernet 7/1) and
the other to 10.10.30.1 (Gigabit Ethernet 7/12), then incoming packets with source
address matching 10.11.11.0/24 will be permitted on either Gigabit Ethernet 7/1 or
Gigabit Ethernet 7/12.

- Adisadvantage of this configuration is that if some other route shares any of these next
hops, the packets with a source IP address matching that route will also be permitted from
any of the interfaces associated with those next hops. For example, if 10.12.12.0/24 has
the next hop 10.10.10.1, then packets from 10.12.12.0/24 will also be permitted on either
Gigabit Ethernet 7/1 or Gigabit Ethernet 7/12.

Common diagnostic scenarios

The RPF check fails.
The OSPF best route back to the BSR is different from the interface where PIM is enabled.

RPF packet drop occurs.
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Rate limiting is configured on the port where the drops occurred. The problem is resolved when
the configuration is changed.

Routing Information Protocol (RIP) is an IP route exchange protocol that uses a distance vector (a
number representing distance) to measure the cost of a given route. The cost is a distance vector
because the cost often is equivalent to the number of router hops between the Brocade device and
the destination network. A Brocade device supports the following RIP versions:

®* Version 1
® Version 1 compatible with Version 2
® \Version 2 (the default)

IPv6 RIP, known as Routing Information Protocol Next Generation (RIPng), functions similarly to
IPv4 RIP version 2. RIPng supports IPv6 addresses and prefixes.

RIP debug commands

This section describes the debug commands that display RIP information.
debug ip rip

Syntax: debug ip rip [all-vrfs | database | events | packet | trigger | vrf]

® all-vrfs - Displays information about all VRFs of the RIP.

* database - Displays RIP database related events.

® events - Displays RIP events.

® packet - Displays RIP packet information.

® trigger - Displays information about triggered updates and periodic updates.
® vrf- Displays information about a specific VRF of the RIP.

debug ip rip all-vrfs

Syntax: debug ip rip all-vrfs [database | events | packet | trigger]

This command displays information about all VRFs of the RIP based on the options specified. The
following is the sample output from the debug ip rip all-vrfs database command.

Brocade# debug ip rip all-vrfs database
Feb 7 09:26:23.825 RIP(default-vrf): Sending update on interface 1/5

Feb 7 09:26:23.825 RIP(defaul t-vrf): src 10.4.15.3, port 520
Feb 7 09:26:23.825 RIP(defaul t-vrf): dest 224.0.0.9 (1/5), port 520
Feb 7 09:26:23.825 comand response version 2 packet size 52
Feb 7 09: 26: 23. 825 prefix 10.3.3.3/32 nmetric 1 tag O NextHopl0. 4.15.3
Feb 7 09:26:23.825 RIP(default-vrf): Sending update on interface |bl
Feb 7 09:26:23.825 RIP(defaul t-vrf): src 10.3.3.3, port 520
Feb 7 09:26:23.825 RIP(defaul t-vrf): dest 224.0.0.9 (Ibl), port 520
Feb 7 09:26:23.825 comand response version 2 packet size 72
Feb 7 09: 26: 23. 825 prefix 10.4.15.0/24 metric 1 tag O NextHopl10.3.3.3
Feb 7 09:26:23.825 prefix 10.4.4.4/32 nmetric 2 tag 0 NextHopl0. 4. 15.4
Feb 7 09:26:23.825 RIP(red): Sending update on interface v22
Feb 7 09:26:23.825 RIP(red): src 10.1.1.1, port 520
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Feb 7 09:26:23.825 RIP(red): dest 224.0.0.9 (v22), port 520

Feb 7 09:26:23.825 command response version 2 packet size 52

Feb 7 09:26:23.825 prefix 10.3.3.33/32 nmetric 1 tag O NextHopl10.1.1.1
Feb 7 09:26:23.825 RIP(red): Sending update on interface |b3

Feb 7 09:26:23.825 RIP(red): src 10.3.3.33, port 520

Feb 7 09:26:23.825 RIP(red): dest 224.0.0.9 (I1b3), port 520

Feb 7 09:26: 23. 825 comrand response version 2 packet size 52

Feb 7 09:26:23.825 prefix 10.1.1.0/24 nmetric 1 tag O NextHopl10.3.3.3

debug ip rip database

Syntax: debug ip rip database

This command displays information about RIP database events. The following is the sample output
from the debug ip rip database command.

Brocade# debug ip rip database

Feb 7 08:48:54.462 RI P(default-vrf): Adding |ocal connected route 10.3.3.3/32 on
interface | bl

Feb 7 08:48:54.462 RIP(default-vrf): new 10.3.3.3/32 netric 1 fromO0.0.0.0
1793

Feb 7 08:49:22.363 RIP(default-vrf): Adding |ocal connected route 10.4.15.0/24
on interface 1/5

Feb 7 08:49:22.363 RIP(default-vrf): new 10.4.15.0/24 netric 1 from0.0.0.0 4
Feb 7 08:49:22.363 RIP(default-vrf): (v2) process response packet

Feb 7 08:49:22. 363 header: type: RESPONSE PACKET, version:2

Feb 7 08:49:22.363 RIP(default-vrf): new 10.4.4.4/32 netric 2 from10.4.15.4 4
Feb 7 08:49:22.363 RIP(default-vrf): Sending update on interface |bl

Feb 7 08:49:22.364 RIP(default-vrf): src 10.3.3.3, port 520

Feb 7 08:49:22.364 RIP(defaul t-vrf): dest 224.0.0.9 (Ibl), port 520

Feb 7 08:49:22.364 comand response version 2 packet size 72

Feb 7 08:49:22.364 prefix 10.4.15.0/24 nmetric 1 tag O NextHopl0.3.3.3

Feb 7 08:49:22. 364 prefix 10.4.4.4/32 nmetric 2 tag O NextHopl0.4.15.4

Feb 7 08:49:34.973 RIP(default-vrf): (v2) process response packet

Feb 7 08:49:34.973 header: type: RESPONSE PACKET, version:2

Feb 7 08:49:34.973 RIP(defaul t-vrf): refresh 10.4.4.4/32 nmetric 2 from
10.4.15.4 eth 1/5

Feb 7 08:49:34.973 RIP(defaul t-vrf): existing route metric 2 from

10.4.15.4 eth 1/5

Feb 7 08:49:44.661 RIP(default-vrf): Sending update on interface 1/5

Feb 7 08:49:44.661 Rl P(defaul t-vrf): src 10.4.15.3, port 520

Feb 7 08:49:44.661 RIP(defaul t-vrf): dest 224.0.0.9 (1/5), port 520
Feb 7 08:49:44.661 comand response version 2 packet size 52

Feb 7 08:49:44.661 prefix 10.3.3.3/32 nmetric 1 tag O NextHopl0.4.15.3

debug ip rip events

Syntax: debug ip rip events

This command displays information about RIP events. The following is the sample output from the
debug ip rip events command.

Brocade# debug ip rip events

Feb 7 08:57:14.060 RIP(default-vrf): stop running on interface 1/5

Feb 7 08:57:14.060 RIP(default-vrf): update tinmer expired
Brocade(config-if-el000-1/5)# ip rip v2-only

Feb 7 08:57:16.910 RIP(default-vrf): start running on interface 1/5
Brocade(config-if-el000-1/5)# Feb 7 08:57:16.911 RIP(default-vrf): wupdate tinmer
expired

Feb 7 08:57:17.409 RIP(default-vrf): update tinmer expired
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debug ip rip packet

Syntax: debug ip rip packet

This command displays information about RIP packets sent and received. The following is the
sample output from the debug ip rip packet command.

Brocade# debug ip rip packet

Feb 7 09:05:14.412 RIP(default-vrf): send updates(periodic) to 224.0.0.9 via eth

1/5 (10. 4.15. 4)

Feb 7 09:05:14.412 RIP: build route

Feb 7 09:05:14.412 header: type: RESPONSE PACKET, version:2

Feb 7 09:05:14.412 RIP(default-vrf): build one route

Feb 7 09:05:14.412 RIP: route entry: family:2, target:10.4.4.4,

subnet _mask: 255. 255. 255. 255, netric:1, next_hop: 10.4.15.4, route_tag: 0

Feb 7 09:05:14.412 RIP(default-vrf): send updates(periodic) to 224.0.0.9 via
| oopback 1 (10.4.4.4)

Feb 7 09:05:14.412 RIP: build route

Feb 7 09:05: 14.412 header: type: RESPONSE PACKET, version:2

Feb 7 09:05:14.412 RIP(default-vrf): build one route

Feb 7 09:05:14.412 RIP. route entry: famly:2, target:10.3.3.3

subnet _mask: 255. 255. 255. 255, netric: 2, next_hop: 10.4.15.3, route_tag:0

Feb 7 09:05:14.412 RIP(default-vrf): build one route

Feb 7 09:05:14.412 RIP. route entry: famly:2, target:10.4.15.0,

subnet _mask: 255. 255. 255. 0, netric: 1, next_hop:10.4.4.4, route_tag:0

Feb 7 09:05:35.131 RIP(default-vrf): rcvd updates from 10.4.15.3 on eth 1/5

Feb 7 09:05:35.131 RIP(default-vrf): received response from10.4.15.3: 24 bytes

Feb 7 09:05:35.131 RIP: route entry: famly:2, target:10.3.3.3
subnet _mask: 255. 255. 255. 255, netric:1, next_hop: 10.4.15.3, route_tag:0

Feb 7 09:05:41.412 RIP(default-vrf): send updates(periodic) to 224.0.0.9 via eth

1/5 (10. 4. 15. 4)
Feb 7 09:05:41.412 RIP: build route

debug ip rip trigger

Syntax: debug ip rip trigger

This command displays information about triggered updates which is being sent, and periodic
updates. The following is the sample output from the debug ip rip trigger command.

Brocade# debug ip rip trigger

Feb 7 09:10:35.964 RIP(default-vrf): triggered update sent on port 1793
Brocade(config-if-el000-1/5)# ip rip v2-only

Brocade(config-if-el000-1/5)# Feb 7 09:10:39.413 RIP(default-vrf): triggered
update sent on port 4

Feb 7 09:10:39.414 RIP(default-vrf): triggered update sent on port 1793

Feb 7 09:10:49.413 RIP(default-vrf): periodic update sent on port 4

Feb 7 09:10:49.414 RIP(default-vrf): periodic update sent on port 1793

debug ip rip vrf

Syntax: debug ip rip vrf vrf_name [database | events | packet | trigger]

This command displays information about a particular VRF of the RIP for the specified option. The
following is the sample output from the debug ip rip vrf command when packet option is specified.

Brocade# debug ip rip vrf red packet

Feb 7 09:18:53.822 RIP(red): send updates(periodic) to 224.0.0.9 via ve 22
(10.1.1.1)

Feb 7 09:18:53.822 RIP(red): build one route
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Feb 7 09:18:53.822 RIP. route entry: famly:2, target:10. 3. 3. 33,

subnet _mask: 255. 255. 255. 255, netric:1, next_hop:10.1.1.1, route_tag:0

Feb 7 09:18:53.822 RIP(red): send updates(periodic) to 224.0.0.9 via | oopback 3
(10.3.3.33)

Feb 7 09:18:53.822 RIP(red): build one route

Feb 7 09:18:53.822 RIP. route entry: famly:2, target:10.1.1.0

subnet _mask: 255. 255. 255. 0, netric: 1, next_hop:10.3.3.33, route_tag:0

RIPng debug commands
This section describes the debug commands that display RIPng information.
debug ipv6 rip

Syntax: debug ipv6 rip [all-vrfs | events | receive | transmit | vrf]
* all-vrfs - Displays information about all VRFs of the RIPng.

® events - Displays RIPng events.

® receive - Displays received update packets in RIPng.

® transmit - Displays transmitted update packets in RIPng.

* vrf - Displays information about a specific VRF of the RIPng.

debug ipv6 rip all-vrfs

Syntax: debug ipv6 rip all-vrfs [events | receive | transmit]

This command displays information about all VRFs of the RIPng based on the options specified.
The following is the sample output from the debug ipv6 rip all-vrfs transmit command.

Brocade# debug ipv6 rip all-vrfs transmt
Feb 7 09:48:59.133 RIPng(red): RIPng: update tiner expired

Feb 7 09:48:59.133 RIPng(red): RIPng: Sending update on interface v22

Feb 7 09:48:59.133 RIPng(red): src fe80::21b: edff:fedf:6f00, port 521
Feb 7 09:48:59.133 RIPng(red): dest ff02::9 (v22), port 521

Feb 7 09:48:59.133 comand response version 1 packet size 24

Feb 7 09:48:59.133 prefix 2001: DB8: 3::33/128 netric 1 tag O

Feb 7 09:49:05.133 RIPng(default-vrf): RIPng: update timer expired

Feb 7 09:49:05.133 RIPng(default-vrf): RIPng: Sending update on interface 1/5
Feb 7 09:49:05.133 RIPng(defaul t-vrf): src fe80::21b: edff:fe9f:6f04, port
521

Feb 7 09:49:05.133 RIPng(defaul t-vrf): dest ff02::9 (1/5), port 521
Feb 7 09:49:05. 133 command response version 1 packet size 24

Feb 7 09:49:05. 133 prefix 2001: DB8: 3::3/128 nmetric 1 tag O

Feb 7 09:49:18.999 RIPng(default-vrf): RIPng: received packet from
fe80::224:38ff:fe2d: 1e04 port 521 on interface 1/5

Feb 7 09:49:18.999 command response version 1 packet size 24

Feb 7 09:49:18.999 prefix 2001: DB8: 4::4/128 nmetric 1 tag O

Feb 7 09:49:30.133 RIPng(red): RIPng: update tiner expired

Feb 7 09:49:30.133 RIPng(red): RIPng: Sending update on interface v22

Feb 7 09:49:30.133 RIPng(red): src fe80::21b: edff:fe9f:6f00, port 521
Feb 7 09:49:30.133 RIPng(red): dest ff02::9 (v22), port 521

Feb 7 09:49:30.133 comand response version 1 packet size 24

Feb 7 09:49:30. 133 prefix 2001: DB8: 3::33/128 netric 1 tag O
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debug ipv6 rip events

Syntax: debug ipv6 rip events

This command displays information about RIPng events.
the debug ipv6 rip events command.

Brocade# debug i pv6 rip events

Feb 7 09:31:25.029 RIPng(default-vrf): RIPng
Feb 7 09:31:25.029 RIPng(default-vrf): RIPng
disable 0

Feb 7 09:31:25.029 RIPng(default-vrf): RIPng
2001: DB8: 15::3/64 on interface 1/5

Feb 7 09:31:25.029 RIPng(default-vrf): RIPng
timer 16, netric 0, tag 674353720

Feb 7 09:31:25.029 RIPng(defaul t-vrf):

Feb 7 09:31:25.029 RIPng(default-vrf): RIPng
Brocade(config-if-el000-1/5)# ipv6 rip enable
Feb 7 09:31:29.378 RIPng(default-vrf): RIPng
Feb 7 09:31:29.378 RIPng(default-vrf): RIPng
Feb 7 09:31:29.378 RIPng(default-vrf): RIPng
2001: DB8: 15::3/64 on interface 1/5

Feb 7 09:31:30.076 RIPng(default-vrf): RIPng

debug ipv6 rip receive

Syntax: debug ipv6 rip receive

RIP 6

The following is the sample output from

di sable on interface 1/5
stop running on interface 1/5,

Rerovi ng | ocal connected route
garbage prefix 2001: DB8: 15::/64

from:: on interface Ethernet 1/5
update timer expired

enable on interface 1/5
start running on interface 1/5
Addi ng | ocal connected route

triggered update

This command displays information about RIPng received update packets. The following is the
sample output from the debug ipv6 rip receive command.

Brocade# debug ipv6 rip receive
Feb 7 09:36:15.015 RIPng(default-vrf): RIPng

recei ved packet from

fe80::224:38ff:fe2d: 1e04 port 521 on interface 1/5
Feb 7 09:36:15.015 comand response version 1 packet size 24
Feb 7 09:36:15.015 prefix 2001: DB8:4::4/128 metric 1 tag O

Feb 7 09:36:45.014 RIPng(default-vrf): RIPng

recei ved packet from

fe80::224:38ff:fe2d: 1e04 port 521 on interface 1/5
Feb 7 09:36:45.014 comand response version 1 packet size 24
Feb 7 09:36:45.014 prefix 2001: DB8:4::4/128 metric 1 tag O

debug ipv6 rip transmit

Syntax: debug ipv6 rip transmit

This command displays information about RIPng transmitted update packets. The following is the
sample output from the debug ipv6 rip transmit command.

Brocade# debug ipv6 rip transmt

Feb 7 09:39:28.079 RIPng(default-vrf): RIPng
Feb 7 09:39:28.079 RIPng(default-vrf):

521

Sendi ng update on interface 1/5

src fe80::21b: edf f:fe9f:6f04, port

Feb 7 09:39:28.079 RIPng(default-vrf): dest ff02::9 (1/5), port 521

Feb 7 09:39:28.079 command response version 1 packet size 24

Feb 7 09:39:28.079 prefix 2001:DB8:3::3/128 netric 1 tag O

Feb 7 09:39:58.079 RIPng(default-vrf): R Png: Sending update on interface 1/5
Feb 7 09:39:58.079 RIPng(default-vrf): src fe80::21b: edf f:fe9f: 6f04, port
521

Feb 7 09:39:58.079 RIPng(default-vrf): dest ff02::9 (1/5), port 521

Feb 7 09:39:58.079 comrand response version 1 packet size 24
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Feb 7 09:39:58.079 prefix 2001: DB8: 3::3/128 netric 1 tag O

debug ipv6 rip vrf

Syntax: debug ipv6 rip vrf vrf_name [events | receive | transmit]

This command displays information about a particular VRF of the RIPng for the specified option.
The following is the sample output from the debug ipv6 rip vrf command when events option is
specified.

Brocade# debug ipv6 rip vrf red events

Feb 7 09:43:11.733 RIPng(red): RIPng: state up on interface |b3

Feb 7 09:43:11.733 RIPng(red): RIPng: start running on interface |b3
Feb 7 09:43:11.733 RIPng(red): RIPng: Adding |ocal connected route
2001: DB8: 3:: 33/ 128 on interface | b3

Feb 7 09:43:11.733 RIPng(red): RIPng: Adding |ocal connected route
2001: DB8: 3:: 33/ 128 on interface | b3

Feb 7 09:43:13.131 RIPng(red): RIPng: triggered update

Feb 7 09:43:13.131 RIPng(red): RIPng: Sending update on interface v22

Feb 7 09:43:13.131 RIPng(red): src fe80::21b: edff:fe9f:6f00, port 521
Feb 7 09:43:13.131 RIPng(red): dest ff02::9 (v22), port 521

Feb 7 09:43:13.131 command response version 1 packet size 24

Feb 7 09:43:13.131 prefix 2001: DB8:3::33/128 netric 1 tag O

Intermediate System to Intermediate System (IS-IS) is a link-state interior gateway protocol. IS-IS
designates an intermediate system (router) as either a Level 1 or Level 2 router. A Level 1 router
routes traffic only within the area where it resides. A Level 2 router routes traffic between areas
within a routing domain.

NOTE
The Brocade device does not support routing of Connectionless-Mode Network Protocol (CLNP)
packets. The Brocade device uses IS-IS for TCP/IP only.

Detailed IS-IS configuration instructions can be found in the Brocade Netlron Routing Configuration
Guide.

IS-IS show commands

This section describes the show commands that display information about IS-IS activity and
configurations. Some of these are regular user commands, and some are debug commands.

show isis

Syntax: show isis
This command displays general IPv4 IS-IS information, as shown in the following example.

Brocade# show isis
IS-1S Routing Protocol COperation State: Enabled
| S-Type: Level -1-2
System I D: 0000.0011. 1111
Manual area address(es): 47
Level -1-2 Dat abase State: On
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Adm nistrative Distance: 115
Maxi mum Pat hs: 4
Default redistribution netric: O
Protocol Routes redistributed into IS-1S: Static
Nunber of Routes redistributed into IS-1S: 11
Level -1 Aut h-npode: None
Level -2 Aut h-npde: None
Metric Style Supported for Level-1: Wde
Metric Style Supported for Level -2: Wde
IS-1S Partial SPF Optimzations: Enabled
Timers:
L1 SPF: Max-wait 120s Init-wait 100ms Second-wait 120000ns
L2 SPF: Max-wait 100s Init-wait 100ms Second-wait 100000ns
L1 SPF is not schedul ed
L2 SPF is not schedul ed
PSPF: Max-wait 120000nms I nit-wait 120000ns Second-wait 120000ns
PSPF is not schedul ed
LSP: max-lifetime 1200s, refresh-interval 900s, gen-interval 10s
retransmt-interval 5s, |sp-interval 33ns
SNP: csnp-interval 10s, psnp-interval 2s
A obal Hell o Padding : Enabl ed
G obal Hell o Padding For Point to Point Circuits: Enabled
Pt pt Three Way HandShake Mechani sm Enabl ed
IS-1S Traffic Engineering Support: Disabled
BFD: Di sabl ed
Interfaces with IPv4 IS-1S configured:
eth 1/1

show isis interface

Syntax: show isis interface

This command displays information about IS-IS interfaces, as shown in the following example.

Brocade# show isis interface
Total nunber of IS IS Interfaces: 2
Interface : gre_tnl 1
Circuit State: UP Circuit Mde: LEVEL-1-2
Circuit Type : PTP Passive State: FALSE
Circuit Nunber: 0x02, MIU. 1497
Level -1 Metric: 10, Level-1 Priority: 64
Level -1 Aut h-node: None
Level -2 Aut h-node: None
Level -1 Metric: 10, Level-1 Priority: 50
Level -1 Hello Interval: 10 Level-1 Hello Multiplier: 3
Level -1 Designated IS: XMR1-02 Level -1 DI S Changes: 0
Level -2 Metric: 10, Level-2 Priority: 50
Level -2 Hello Interval: 10 Level-2 Hello Multiplier: 3
Level -2 Designated |S: M.X2-02 Level -2 DI S Changes: 0
Circuit State Changes: 1 Circuit Adjacencies State Changes: 1
Rej ect ed Adj acencies: 0
Circuit Authentication L1 failures: O
Circuit Authentication L2 failures: 0O
Bad LSPs 0O
Control Messages Sent: 318 Control Messages Received: 229
| P Enabl ed: TRUE
| P Address and Subnet Mask:
10. 50. 50. 20 10. 255.255.0
| Pv6 Enabl ed: FALSE
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show isis neighbor

Syntax: show isis neighbor

This command displays information about IS-IS neighbors, as shown in the following example.

Brocade# show isis nei ghbor

Total nunber of IS 1S Neighbors: 2

System Id Interface SNPA State Hol dtine Type Pri StateChgeTi ne Protocol
R3 eth 1/1 0000. 0002. c000 UP 9 ISL2 64 0 :0 :21:47 MISIS
R3 eth 1/1 0000. 0002. c000 UP 9 ISL1 64 0 :0 :21:47 MISIS
R4 eth 1/1 0000. 0004. c000 UP 9 ISL2 64 0 :0 :21:47 1SIS

R4 eth 1/1 0000. 0004. c000 UP 9 ISL1 64 0 :0 :21:47 1SIS

show isis debug

Syntax: show isis debug [adj-options-order | adj-timer | child-link-info | ip-nexthop-set |
ipv6-nexthop-set | ipv6-pent-level-info | link-info | Isp-list | Isp-timer | memory | nexthops
| parent-link-info |pent | pent-level-info | pspf-lsp-list | redis | route-info | summary |
vB-nexthops | v6route-info]

* adj-options-order - Displays IS-IS adjacency options in a label switched path (LSP).

® adj-timer - Displays IS-IS adjacency hold timers.

¢ child-link-info - Displays IS-IS child link debugging information.

® ip-nexthop-set - Displays IS-IS IP next-hop information.

® jpv6-nexthop-set - Displays IS-IS IPv6 next-hop information.

* ipv6-pent-level-info - Displays an integrated IS-IS IPv6 level information list associated with
path entries.

® link-info - Displays IS-IS link debugging information.

® |sp-list - Displays IS-IS LSP list debugging information.

® |[sp-timer - Displays IS-IS LSP hold timers.

®* memory - Displays IS-IS memory debugging information.

® nexthops - Displays IS-IS next-hop lists debugging information.

* parentlink-info - Displays IS-IS parent link debugging information.

® pent- Displays IS-IS SPD path entries.

® pent-level-info - Displays an integrated IS-IS level information list associated with path entries.
* pspf-lsp-ist - Displays integrated IS-IS PSPF LSP list.

® redis - Displays IS-IS redistribution debugging information.

® route-info - Displays integrated IS-IS route information list.

® summary - Displays a summary of IS-IS debugging information.

® v6-nexthops - Displays debugging information for IS-IS next-hop lists.
® v6route-info - Displays the IS-IS route information list.

The command output resembles the following example.

Brocade# show isis debug

Router-id: 10.140.140.4

Tics: 168833

[ SPF: Act:NOT RUNNING Bl d: N Run[N, N
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Code assertions are ON

Pt pt 3way HandShake Enabl ed

Manual Area Addresses: 57(1) 00.0057(3) 00.0001(3)

Uni on Area Addresses: 00.0001(3) 00.0057(3) 57(1)

isis.run_pspf=N, Ir_pspf_levell=N, Ir_pspf_Ievel 2=Y

PSPF bucket count: Reached Maxi mum

L1 SPF bucket count: O

L2 SPF bucket count: 0

ISI'S | Pv4 Default Entry 00000000

ISIS | Pv6 Default Entry 00000000

PSPF Newevent =Y, Maskl evel =0, Ti nerstate=R, Remai ni ngTi ne=400

L1- SPF Newevent =N, Maskl evel =0, Ti ner st ate=S, Renmi ni ngTi nre=0, Fai | Count =0
L2- SPF Newevent =N, Maskl evel =0, Ti ner st ate=S, Renmi ni ngTi mre=0, Fai | Count =0
isis.lldefault: O isis_ip6.ip6_I1ldefault: O

I Pv4 L1 SPF Uses: Native Topol ogy, L2 SPF Uses: Native Topol ogy

I Pv6 L1 SPF Uses: Native Topol ogy, L2 SPF Uses: Nati ve Topol ogy

NSR State: Nornal

i sis.sync_instance.sync_enabl ed: TRUE

i sis.sync_instance. asi . peer_devi ce_status 2/ Ready

show isis debug adj-options-order

Syntax: show isis debug adj-options-order
This command displays IS-IS adjacency options in a label switched path (LSP).

Br ocade# show i sis debug adj-options-order
Level -1 List
LSP-1D Dut 2. 00- 00

Metric: 10 IS Dut2.01
LSP-1D Dut 2. 01-00
Metric: O I'S Dut2.00

Level -2 List
LSP-1 D Dut 2. 00-00

Metric: 10 I'S Dut2.01
LSP-1D Dut 2. 01-00

Metric: O I'S Dut2.00

Metric: O I'S Dut4.00

show isis debug adj-timer

Syntax: show isis debug adj-timer

This command displays information about IS-IS adjacency hold timers.

Brocade# show isis debug adj-tiner

Sunmmary:

Wheel Timer: cur_time 371080, cur_slot 280, numslots 400, active_slots 11
Cal | backs[ Tnb=0x08acb064, Pri nt =0x08acbl1a0]
Buckets Cal | backs[ | ns=0x0849f 108, Renr0x0849f 178, Get Rdy=0x0849f 1d0]
Ready Queue: Enpty
Tot al (Rdy+Sl ot s): BuckNodes 11, El enNodes 14
Avg/ Active Slot: BuckNodes 1, El emNodes 1
Sl ot Hi ghWater Mark: BuckNodes 1, El enmNodes 2

show isis debug child-link-info

Syntax: show isis debug child-link-info system-id
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This command displays all the child link information for a specific router. The system-id variable
specifies the router name or system ID.

Command output resembles the following example.

Brocade# show isis debug child-link-info Rl
Link-1

Parent: Rl, Child: R2

Link Metric: 10, Total Metric: 10, Link State: Active
Li nk-2

Parent: Rl, Child: R3

Link Metric: 10, Total Metric: 10, Link State: Active

show isis debug ip-nexthop-set

Syntax: show isis debug ip-nexthop-set

This command displays the IP address of each set of next hops in all sets of next hops. The
maximum number of hops in a set is eight.

Command output resembles the following example.

Br ocade# show i sis debug i p-nexthop-set

Set 1 with No OF Nexthops 1 Address 277acla4 up since O :0 :0 :6
Next hop | PAddr 10.1.1.3, Circ-id O(eth 1/1)

Pent List Pointing to this Nexthop Set
Pent-1d XMR16.00-00 | evel -1
Pent-1d XVR16.01-00 | evel -1

show isis debug ipv6-nexthop-set

Syntax: show isis debug ipv6-nexthop-set

This command displays the IPv6 next-hop set, as the following example illustrates.

Brocade# show i sis debug ipv6-nexthop-set
Set 1 with No O Nexthops 1 Address 277acleO up since 0 :0 :0 :43
Next hop | PAddr fe80::20c: dbff:fef6:3300, Circ-id O(eth 1/1)
Pent List Pointing to this Nexthop Set
Pent-1d XMR16. 00-00 |evel -1
Pent-1d XVR16.01-00 | evel -1

show isis debug ipv6-pent-level-info

Syntax: show isis debug ipv6-pent-level-info

This command displays an integrated IS-IS IPv6 level information list associated with path entries,
when IS-IS multi-topology is enabled.

Command output resembles the following example, when IS-IS multi-topology is enabled.

Brocade# show isis debug ipv6-pent-1|evel-info
Pent-1d | evel nmetric pref Chg(N D MC-PC-| PVANC- | PV6NC- PSPFC)

XMR44. 00-00 L1 10 1 (0-0-0-0-0-0-0)
2001:DB8::/32 cost: 10, Pre:1, Up/Down:0, Credit: 0, flags:Act Ena | Pv6
2001:DB8::/32 cost: 10, Pre:1, Up/Down:0, Credit: 0, flags:Act Ena | Pv6
2001:DB8::/32 cost:10, Pre:1, Up/Down:0, Credit: 0, flags:Act Ena | Pv6

Pent is not found 0000. 0000. 0000. 00-00 |evel 2
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XMR43. 00-00 L2 0 1 (0-0-0-0-0-0-0)
show isis debug link-info

Syntax: show isis debug link-info

This command displays all the link information that exists in the IS-IS domain, as shown in the
following example.

Brocade# show isis debug |ink-info
Li nk-1

Parent: Rl, Child: R2

Link Metric: 10, Total Metric: 10, Link State: Active
Li nk-2

Parent: Rl, Child: R3

Link Metric: 10, Total Metric: 10, Link State: Active
Li nk-3

Parent: R2, Child: R4

Link Metric: 10, Total Metric: 20, Link State: Active
Li nk-4

Parent: R3, Child: R4

Link Metric: 15, Total Metric: 25, Link State: In-Active

show isis debug Isp-list

Syntax: show isis debug Isp-list

This command displays the number of instances of certain IS-IS items, such as the number of LSPs
in each hash table, the number of partial sequence numbers (PSNPs), and so on.

Brocade# show isis debug |sp-1list

sizeof (LSPI') = 124, LSPI_SIZE = 382, nd_srmsize = 129
LSP Hash L1 Count: 1

LSP Hash L2 Count: 39

LSP Sort L1 Count: 1

LSP Sort L2 Count: 39

LSP PSNP List Count: O

LSP Tx List Count: O

LSP Fl ood Count: 25

show isis debug Isp-timer

Syntax: show isis debug Isp-timer

This command displays information about the LSP timer, as shown in the following example.

Brocade# show isis debug |sp-tiner

Sunmmary:

Wheel Timer: cur_time 371574, cur_slot 374, numslots 400, active_slots 19
Cal | backs[ Tnp=0x08ad8438, Pri nt =0x08ad8498]
Buckets Cal | backs[ | ns=0x0849f 108, Renr0x0849f 178, Get Rdy=0x0849f 1d0]
Ready Queue: Enpty
Tot al (Rdy+Sl ot s): BuckNodes 19, El enNodes 32
Avg/ Active Slot: BuckNodes 1, El emNodes 1
Sl ot Hi ghWater Mark: BuckNodes 1, El enmNodes 3

show isis debug memory

Syntax: show isis debug memory
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This command displays various dimensions of memory (in bytes). Primarily, you would note any
indication of a failure or error. If you notice errors, then the other items in the display might lead to
a part of memory related to the problem.

Brocade# show isis debug nmenory

Total 1S-1S Menory In Use: 3050881

Total P2 Route Menory In Use: 464928
Total P2 Cther Menory In Use: O

Total Menory Allocated: 10569

Total Menory Allocation Failed: 0O

Total Packet Buffer Allocated: O

Total Packet Buffer Allocation Failed: O
Errors in freeing nenory (bad addr): O
Errors in freeing nenory (bad pool-id): O
Maxi mum Mermory 1S-1S allowed to use: 104857600

show isis debug memory pool

Syntax: show isis debug memory pool
This command displays information about the memory pool, as shown in the following example.

Brocade# show isis debug nenory pool

Pool # 0 @ 0x0928ef 4c

bl k_size: 292, initial_blk _cnt: 60, exp_blk_cnt: 20

curr_# _of _blks 60, # of _sub_pools: 1

# of _blks_in_use: 3, #_of _blks_free: 57, # of _memalloc_failed: O
total _menory_al |l ocated_for_this_pool: 17524

sptr_menory_|ist: 0x28ca6370, &0x0928ef 70

sptr_sub_pool |ist: 0x28ca6000 &0x0928ef 74

Pool # 1 @ 0x0928ef 78

bl k_size: 68, initial_blk_cnt: 60, exp_blk_cnt: 20

curr_#_of _blks 60, #_ of_sub_pools: 1

# of _blks_in_use: 0, # of _blks free: 60, # of _nmemalloc failed: O
total _nmenory_all ocated_for_this_pool: 4084

sptr_menory_|ist: 0x28cab004, &0x0928ef9c

sptr_sub_pool _list: 0x28cab000 &0x0928ef al

Pool # 2 @ 0x0928ef a4

bl k_size: 44, initial_blk _cnt: 1000, exp_blk _cnt: 250

curr_#_of _bl ks 1000, #_of_sub_pools: 1

#_of _bl ks_in_use: 1, #_of_blks_free: 1000, #_of_nemalloc_failed: O
total _menory_all ocated_for_this_pool: 44004

sptr_menory_|ist: 0x28cac004, &0x0928efc8

sptr_sub_pool _list: 0x28cac000 &0x0928efcc

Pool # 3 @ 0x0928ef dO

bl k_size: 285, initial_blk cnt: 60, exp_blk cnt: 20

curr_#_of _blks 60, # of_sub_pools: 1

# of _blks_in_use: 1, #_of_blks_free: 59, # of _memalloc_failed: O
total _menory_all ocated_for_this_pool: 17104

sptr_menory_|ist: 0x28cb7121, &0x0928eff4

sptr_sub_pool _list: 0x28cbh7000 &0x0928eff8

Pool # 4 @ 0x0928effc

bl k_size: 471, initial_blk_cnt: 256, exp_blk_cnt: 20

curr_# _of _blks 256, # of _sub_pools: 1

# of _blks_in_use: 4, #_of _blks_free: 252, # of _nmemalloc_failed: O
total _menory_all ocated_for_this_pool: 120580

sptr_menory_|ist: 0x28chc760, &0x0928f 020

sptr_sub_pool _|ist: 0x28cbc000 &0x0928f 024

Pool # 5 @ 0x0928f 028

bl k_size: 121, initial_blk_cnt: 1024, exp_blk_cnt: 20
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curr_#_of bl ks 1024, #_of _sub_pools: 1

# of _blks_in_use: 0, #_of_blks_free: 1024, # of_nemalloc_failed: O
total _menory_al |l ocated_for_this_pool: 123908

sptr_nmenory_|ist: 0x28cda004, &0x0928f 04c

sptr_sub_pool _list: 0x28cda000 &0x0928f 050

show isis debug nexthops

Syntax: show isis debug nexthops

This command displays all of the next hops available on the system, as shown in the following
example.

Brocade# show isis debug nexthops

IS-1S I P Nexthops List:
Node (2185b00c) -> Next hop (29124050) ref
Node (2185b030) -> Next hop (291240c0) ref
Node (2185b0b4) -> Nexthop (291240e0) ref
Node (2185b06c) -> Nexthop (29124090) ref
Node (2185b060) -> Next hop (291240a0) ref
Node (2185b03c) -> Nexthop (291240b0) ref
Node (2185b0e4) -> Nexthop (29124100) ref
Node (2185blbc) -> Nexthop (29124240) ref
Node (2185b1d4) -> Nexthop (29124250) ref
Node (2185blec) -> Nexthop (29124260) ref
Node (2185hb3e4) -> Nexthop (29124410) ref
Node (2185b288) -> Nexthop (29124480) ref
Node (2185b1b0) -> Next hop (291243e0) ref

I'f 158(eth 4/15) Addr 10.0.0.38
I'f 146(eth 4/3) Addr 10.0.0.14
I'f 42(eth 1/43) Addr 10.1.6.2
If 14(eth 1/15) Addr 10.1.1.2
I'f 150(eth 4/7) Addr 10.0.0.30
I'f 154(eth 4/11) Addr 10.0.0.18
I'f 157(eth 4/14) Addr 10.0.0.34
If 17(eth 1/18) Addr 10.1.2.2
If 152(eth 4/9) Addr 10.0.0.25
I'f 155(eth 4/12) Addr 10.0.0. 46
I'f 144(eth 4/1) Addr 10.0.0.21
If 147(eth 4/4) Addr 10.0.0.6
I'f 49(eth 2/2) Addr 10.0.0.10

WkRPrPNMMNORPRPRPPOO®

show isis debug parent-link-info

Syntax: show isis debug parent-link-info system-id

This command displays all the parent link information for a specific router. The system-id variable
specifies the router name or system ID.

Command output resembles the following example.

Brocade# show isis debug parent-link-info R4
Li nk-1
Parent: R2, Child: R4
Link Metric: 10, Total Metric: 20, Link State: Active
Li nk-2
Parent: R3, Child: R4
Link Metric: 15, Total Metric: 25, Link State: In-Active

show isis debug pent

Syntax: show isis debug pent

This command displays path entries. It displays all the nodes in the topology and the cost to each
node from the root node, the preference, flags, and the IPv4 and IPv6 next-hop associations, as the
following example illustrates.
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Brocade# show isis debug pent
Path Table for Level 1:
Pent 2aa8e008
Hash-1dx 34 PENT_IS R2-0-0 cost O pref 1 flags O
No | P Next hops associated with this Pent entry
No | Pv6 Nexthops associated with this Pent entry
Path Table for Level 2:
Pent 2aa8e2b0
Hash-1dx O PENT_IS R4-3-0 cost 61 pref 2 flags O
Pent | Pv4 Nexthop Set 2c2e1020
10.3.1.4 eth 3/1
No | Pv6 Nexthops associated with this Pent entry
Pent 2aa8ell8
Hash-1dx O PENT_IS R4-0-0 cost 1 pref 2 flags O
Pent | Pv4 Nexthop Set 2c2e1020
10.3.1.4 eth 3/1
No | Pv6 Nexthops associated with this Pent entry
Pent 2aa8e448
Hash-1dx O PENT_IS R1-3-0 cost 120 pref 2 flags O
Pent | Pv4 Nexthop Set 2c2e1030
10.37.1.1 eth 3/7
No | Pv6 Nexthops associated with this Pent entry

show isis debug pent-level-info

Syntax: show isis debug pentlevel-info

When IS-IS multi-topology is enabled, this command displays an integrated IS-IS IPv4 level
information list associated with path entries.

Command output resembles the following example, when IS-IS multi-topology is enabled.

Brocade# show isis debug pent-level-info
Pent-1d | evel metric pref Chg(N D MC-PC-| PVANC- | PV6NC- PSPFC)
XMR44. 00- 00 L1 10 1 (0-0-0-0-0-0-0)

10.0.0.0/10. 255.255.0 cost: 10, Pre:1, Up/Down:0, Credit: 0, flags:Act Ena | Pv4
10.0.0.0/10. 255.255. 0 cost: 10, Pre:1, Up/Down:0, Credit: 0, flags:Act Ena | Pv4
10. 4. 4.0/ 10. 255. 255.0 cost: 10, Pre:1, Up/Down:0, Credit: 0, flags:Act Ena | Pv4
10. 0. 0.0/ 10. 255. 255.0 cost: 10, Pre:1, Up/Down:0, Credit: 0, flags:Act Ena | Pv4

Pent is not found 0000. 0000. 0000. 00-00 | evel 2

XMR43. 00-00 L2 0 1 (0-0-0-0-0-0-0)
Command output resembles the following example, when IS-IS multi-topology is not enabled.
Brocade# show isis debug pent-1level-info

Pent-1d level metric pref Chg(N D-MC-PC- | PVANC- | PVBNC- PSPFC)
XMR2. 00- 00 L2 10 2 (0-0-0-0-0- 0- 0)

10. 0. 0. 0/ 10. 255. 255. 252 cost: 306, Pre: 2, Up/Down: 0 flags: Act Ena | Pv4
10. 0. 0. 4/ 10. 255. 255. 252 cost: 10, Pre: 2, Up/Down: O flags: Act Ena | Pv4
10. 0. 0. 36/ 10. 255. 255. 252 cost: 1000, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10.0. 0.0/ 10. 255. 255. 0 cost: 10, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10. 0. 0. 0/ 10. 255. 255. 0 cost: 10, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10. 1. 6.0/ 10. 255. 255. 0 cost: 10, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10. 0. 0. 8/ 10. 255. 255. 252 cost: 10, Pre: 2, Up/Down: O flags: Act Ena | Pv4
10. 0. 0.12/10. 255. 255. 252 cost: 10, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10. 0. 0. 12/ 10. 255. 255. 252 cost: 10, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10. 0. 0. 0/ 10. 255. 255. 0 cost: 10, Pre:2, Up/Down: 0 flags: Act Ena | Pv4

2

10. 22. 22. 22/ 10. 255. 255. 255 cost: 10, Pre:2, Up/Down: 0 fl ags: Act Ena | Pv4
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GSR. 00- 00 L2 20 2 (0-0-0-0-0-0-0)
10.0.1.0/10. 255. 255. 0 cost: 10, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10.1.1.0/10.255.255.0 cost: 10, Pre:2, Up/Down:0 flags: Act Ena | Pv4
10. 9. 9. 9/10. 255. 255. 255 cost: 10, Pre:2, Up/Down: 0 flags: Act Ena | Pv4
10. 25. 25. 0/ 10. 255. 255. 0 cost: 10, Pre: 2, Up/Down: O flags: NoAct Ena | Pv4

show isis debug pspf-sp-list

Syntax: show isis debug pspf-Isp-list level

® Jevel - Displays information for a specific list level.
This command displays the LSPs in the partial SPF list. The argument “level” is optional. If you do
not mention the argument level, the LSPs in both the Level-1 and Level-2 lists are displayed.

Brocade # show isis debug pspf-Isp-1list
ISI'S Level -1 PSPF LSP Li st

LSP-1D State Ti me- St anp( Ti cs) Last - Trans- Ti ne(Ti cs)
mu2. 00- 00 Updat e OonDs (1202772185) 1h10nBs (0)

nmu2. 00- 01 New OonDs (1202772185) 1h10n®s (0)

I SIS Level -2 PSPF LSP Li st

LSP-1D State Ti me- St anp( Ti cs) Last-Trans-Ti me(Tics)
nmu2. 00- 00 Updat e OonDs (1202772185) 1h10n®s (0)

nmu2. 00- 01 New onDs (1202772185) 1h10n®s (0)

show isis debug redis

Syntax: show isis debug redis
This command shows all routes that have been added, deleted, and so on, from other protocols.

Brocade# show isis debug redis

I SIS Redistribution Stats:
Add 20, Modify 0, Del 0, Clear 0, Clear-Al 0, Invalid O
I nvalid-Add O, Invalid-Md O

Prefix Mask |level rt_type cost net_type

10.1.10.0/24 3 01 1

10.1.2.0/24 301 1
10.1.5.0/24 3011
10.1.2.0/24 301 1
10.1.5.0/24 301 1
10.1.8.0/24 3 01 1
10.1.8.0/24 3 011
10.1.11.0/24 3 01 1
10.1.3.0/24 301 1
10.1.3.0/24 301 1
10.1.6.0/24 3 011
10.1.9.0/24 3011
10.1.6.0/24 3011
10.1.9.0/24 301 1
10.1.1.0/24 3011
10.1.4.0/24 3011
10.1.7.0/24 301 1
10.1.4.0/24 301 1
10.1.7.0/24 3 011
10.1.10.0/24 3 01 1
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show isis debug route-info

Syntax: show isis debug route-info [A.B.C.D |A.B.C.D/L]
® A.B.C.D | A.B.C.D/L - Specifies the IP network address.

This command displays the routes in the IS-IS route table. For each route, it displays the next hops,
the cost from the root node, flags, and its parent path entries, as shown in the following example.

Brocade# show isis debug route-info 10.0.0.1/32
10.0.0.1 255. 255. 255. 255 30 L2 00000000 00000008 000
Path: 1 Next Hop | P: 192.168.1.125 Interface: 4/16
Rout e 3741d938
Level -1 Info List is enpty
Level -2 Info List
PENT- V4: AR1. 00- 00 cost: 10, Pre:2, Up/Down: 0 flags: Act Ena | Pv4

show isis debug summary

Syntax: show isis debug summary

This command displays summary information about redistributed routes, such as whether a route
is active (UP=yes or no), the metric (cost), the level (L column), and so on.

Br ocade# show i sis debug sunmary
Sunmary uP Met L
10.1.0.0 /16 Y 1 3 (el=11,e2=11,i1=0,i2=0) (11=12e0fc34/1 |2=12e0f b14/1)

show isis debug v6-nexthops

Syntax: show isis debug v6-nexthops
This command displays information about IS-IS IPv6 next hops, as shown in the following example.

Brocade# show isis debug v6-nexthops

IS-1S | Pv6 Nexthops List:

IS-1S 1 Pv6 Null O Nexthops List:

Node 2185b000 -> Nexthop 2809f000 ref 0, If 65534(drop) Addr
IS-1S | Pv6 Nexthops Set List:

show isis debug v6route-info

Syntax: show isis debug v6route-info

This command displays the routes in the IS-IS IPv6 route table. For each route, it displays the next
hops, the cost from the root node, flags, and its parent path entries, as shown in the following
example.

Brocade# show isis debug véroute-info

ISI'S I Pv6 Routing Table

Total Routes: 1 Levell: O Level2: 1 Equal-cost nulti-path: 1

Type | Pv6 Prefix Next Hop Router Interface Cost

L2 2001:DB8::/64 fe80::202: 17ff: f e6e: c4lc eth 1/11 0
PENT: Ci sco. 00-00 cost: 10, Pre:2, Up/Down:0 fl ags: Act Ena | Pv6

show ip route isis

Syntax: show ip route isis
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This command displays information about IS-IS routes, as shown in the following example.

Brocade# show ip route isis
Type Codes - B:BGP D: Connected |:1SIS S:Static RR P O OSPF;, Cost - Dist/Mtric

Destination Gat eway Por t Cost Type
1 10. 30. 30. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1
2 10. 100. 100. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1
3 10. 100. 101. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1
4 10. 100. 102. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1
5 10. 100. 103. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1
6 10. 100. 104. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1
7 10. 100. 105. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1
8 10. 100. 106. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 IL1
9 10. 100. 107. 0/ 24 10. 50. 50. 10 gre_tnl 1 115/ 20 L1

show isis hostname

Syntax: show isis hostname

This command displays IS-IS name mappings, as shown in the following example.

Brocade# show i si s host nane
Total nunber of entries in IS-1S Hostnane Table: 1
System | D Host nane * = local IS
* 0000. 00cc. dddd I MR

IS-IS debug commands
This section describes the debug commands used for monitoring the IS-IS environment.
debug isis

Syntax: [no] debug isis [adj | bfd | error | interface | I1-csnp | |1-hello | I1-sp | 11-psnp | [2-cshp
| 12-hello | 12-Isp | 12-psnp | Isp-flood | Isp-dump | memory | nsr | pp-hello | ppp | pspf |
pspf-detail | redistribution | route-table | spf | spf-log | te | trace]

® adj - Displays information about IS-IS adjacencies.

® bdf - Displays IS-IS BFD information.

® error - Displays IS-IS errors.

® interface - Limits the display of IS-IS information to a specific interface.

® |1-csnp - Displays level 1 CSNP PDU information.

® [1-hello - Displays level 1 hello PDU information.

® |1-Isp - Displays level 1 LSP PDU information.

® |1-psnp - Displays level 1 PSNP PDU information.

® |2-csnp - Displays level 2 CSNP PDU information.

® |2-hello - Displays level 2 hello PDU information.

® |2-sp - Displays level 2 LSP PDU information.

® |2-psnp - Displays level 2 PSNP PDU information.

® |[sp-flood - Displays information about LSP flooding.

® Isp-dump - Displays a dump of context-specific LSP contents.

®* memory - Displays memory information.
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® nsr- Displays IS-IS nonstop routing information.

® pp-hello - Displays PP hello PDU information.

® ppp - Displays OSI Point-to-Point Protocol (PPP) information.
® pspf - Displays IS-IS partial SPF information.

® pspf-detail - Displays IS-IS partial SPF information details.

® redistribution - Displays IS-IS route redistribution information.
® route-table - Displays IS-IS route table information.

® gpf- Displays IS-IS SPF information.

* gpf-log - Displays information about the SPF log.

® te - Displays information about IS-IS traffic engineering.

® trace - Displays trace information for the IS-IS code path.

debug isis adj

Syntax: [no] debug isis adj

This command generates information about IS-IS adjacencies. Command output resembles the
following example.

Brocade# debug isis adj

ISIS: Clearing all adjacencies on 1/1

I1SIS: Deleting PTPT Adj to rtrl on 1/1 fromHT Timer for HT 30 Index 1]
ISIS: L1 DS change on 1/4 to rtr2-3

ISIS: L2 DIS change on 1/4 to rtr2-3

I1SIS: Deleting PTPT Adj to rtrl on 1/1 [Hol dTi ner expiry]

ISIS: Deleting PTPT Adj to rtrl on 1/1 fromHT Tinmer for HT 30 [Index 0]
ISIS: Deleting PTPT Adj to rtrl1 on 1/2 [Hol dTi ner expiry]

ISIS: Deleting PTPT Adj to rtrl on 1/2 fromHT Timer for HT 30 [l ndex 1]

I SI'S: Addi ng PTPT Adj 0000.0000.0001 on 1/1 to HT Tinmer for HT 30 [Index 0]
I SI'S: Addi ng PTPT Adj 0000. 0000.0000 on 1/2 to HT Timer for HT 7680 [Index 1]
ISIS: L1 DS change on 1/4 to rtr2-3

ISIS: L2 DIS change on 1/4 to rtr2-3

ISIS: L1 DS change on 1/4 to rtr2-3

ISI'S: Adding PTPT Adj rtrl on 1/1 to HT Timer for HT 30 [Index O]

ISI'S: Adding PTPT Adj rtrl on 1/2 to HT Timer for HT 30 [Index 1]

debug isis I1-csnp

Syntax: [no] debug isis 11-csnp

This command displays information about level 1 complete sequence number PDUs (CSNPs) sent
and received on the device. Command output resembles the following example.

Brocade# debug isis |1-csnp
ISI'S: Sending L1 CSNP on 2/24, |ength 1497
ISI'S: Received L1 CSNP on 2/24, length 256 from 0000.0026. b337

debug isis 11-hello

Syntax: [no] debug isis I1-hello

This command generates information about level 1 hello PDUs sent and received. Command
output resembles the following example.
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Brocade# debug isis |I1-hello

ISI'S: Received L1 LAN IIH on 2/24, length 256 from 0000. 0026. b337
ISI'S: Sending L1 LAN IIH on 2/24, length 1497

I1SIS: Received L1 LAN IIH on 2/24, length 256 from 0000. 0026. b337

debug isis |1-Isp

Syntax: [no] debug isis I1-sp

This command generates information about level 1 link state PDUs (LSPs) sent and received.
Command output resembles the following example.

Brocade# debug isis |1-1sp
ISI'S: Sending L1 LSP on 2/24, length 27
1SI'S: Received L1 LSP on 2/24, length 256 from 0000. 0026. b337

debug isis |1-psnp

Syntax: [no] debug isis I1-psnp

This command generates information about level 1 partial sequence number PDUs (PSNPs) sent
and received. Command output resembles the following example.

Brocade# debug isis |1-psnp
ISI'S: Received L1 PSNP on 2/24, length 256
1SI'S: Received L1 PSNP on 2/24, length 35

debug isis [2-csnp

Syntax: [no] debug isis 12-csnp

This command generates information about level 2 CSN PDUs sent and received. Command output
resembles the following example (source MAC addresses are shown).

Brocade# debug isis |2-csnp

I1SIS: Rcvd L2 CSNP on 2/1, length 906 fromfrl.iad. QA Tes [ MAC 0000. 00e3. 0c02]
ISIS: Revd L2 CSNP on 1/1, length 906

ISIS: Rcvd L2 CSNP on 1/2, length 906 fromfrl.sjc. QA Tes [ MAC 0000. 00e3. b629]
ISIS: Rcvd L2 CSNP on v510, Iength 906

I1SIS: Rcvd L2 CSNP on v510, length 906 fromfrl.sjc. QA Tes [ MAC 0000. 00e3. b600]
ISIS: Revd L2 CSNP on 2/1, length 906

ISIS: Rcvd L2 CSNP on 2/1, length 906 fromfrl.iad. QA Tes [ MAC 0000. 00e3. 0c02]
ISIS: Rcvd L2 CSNP on 1/1, length 906

debug isis 12-hello

Syntax: [no] debug isis I2-hello

This command generates information about level 2 hello PDUs sent and received. Command
output resembles the following example.

Brocade# debug isis |2-hello

ISI'S: Received L2 LAN I IH on 2/24, length 256 from 0000.0026. b337
ISI'S: Sending L2 LAN IIH on 2/24, length 1497

1SIS: Received L2 LAN II1H on 2/24, length 256 from 0000. 0026. b337

debug isis 12-Isp

Syntax: [no] debug isis 12-Isp
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This command generates information about level 2 link state PDUs sent and received. Command
output resembles the following example.

Brocade# debug isis |2-1sp
ISI'S: Sending L2 LSP on 2/24, length 27
ISI'S: Received L2 LSP on 2/24, |ength 256 from 0000.0026. b337

debug isis 12-psnp

Syntax: [no] debug isis I12-psnp

This command generates information about level 2 PSN PDUs (PSNPs) sent and received.
Command output resembles the following example.

Brocade# debug isis |2-psnp
I SI'S: Received L2 PSNP on 2/24, length 256
ISI'S: Received L2 PSNP on 2/24, length 35

debug isis memory

Syntax: [no] debug isis memory

This command generates information about IS-IS memory allocations and releases. Command
output resembles the following example.

Brocade# debug isis nmenory

ISIS: Menory Allocated for buffer description at 2la54ad8
ISIS: Menory Allocated for packet-buffer at 211e1680
I1SI'S: Menory Rel eased for buffer descriptor at 2la54ad
ISIS: Menory Allocation for circuit |IP address failed

debug isis nsr

Syntax: [no] debug isis nsr

This command displays information related to LSP, neighbor syncing, and NSR state-related
information. Command output resembles the following example.

Brocade# debug isis nsr

ISI'S: Sending L1-LSP XMR36.01-00 Seqg-No 6173 Flags Lsp Update Length 53 to standby
ISIS: Ack recv for L1 Lsp XMR36.01-00 Addition from Standby

ISI'S: Sending L1 Nbr CES Fl ags Nei ghbor Delete to standby

1SI'S: Ack recv for L2 Nei ghbor CES Del etion from Standby

I SI'S: Sending L2 Nbr CES Fl ags Nei ghbor Update to standby

ISI'S: Ack recv for L2 Nei ghbor CES Addition from Standby

debug isis pp-hello

Syntax: [no] debug isis pp-hello

This command displays information about point-to-point hello PDUs sent and received. Command
output resembles the following example.

Brocade# debug isis pp-hello

ISIS: Sending PTP I1H on 9/1, length 1492
ISIS: Received PTP IIH on 9/1, length 256
debug isis ppp

Syntax: [no] debug isis ppp
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This command generates information about OSI PPP packets sent and received. Command output
resembles the following example.

Brocade# debug isis ppp

I SIS PPP: sending isis packet on pos port 512

I SI'S: osicp datainput rx pkt length 1492 on unit 32
I1SI'S: Received PTP IIH on 9/1, length 256

ISIS: Sending PTP I1H on 9/1, length 1492

I SIS PPP: sending isis packet on pos port 512

debug isis pspf

Syntax: [no] debug isis pspf

This command generates information about IS-IS PSPF activity. Command output resembles the
following example.

Brocade# debug isis pspf

I SI'S: Conparing old options against new to detect routes that may have been
renmoved

I SI'S: Checking | SOC_ElI PREACH,

I SI'S: Checking | SOC_ElI PREACH

I SI'S: Conparing new options against old to detect routes that may have been added
ISIS: isis_check_if_partial _spf_needed called

ISIS: isis_identify_and_process_changed_ip_information_in_|lsp called

I SI'S: Checking | SOC_EREACH

I SI'S: Checking | SOC_| REACH

debug isis pspf-detail

Syntax: [no] debug isis pspf-detail

This command generates detailed information about IS-IS PSPF activity. Command output
resembles the following example.

Brocade# debug isis pspf-detai

I1SIS: Total Route Calculation Tinme is O mlliseconds

ISIS: PSPF Started for level 2

PENT_IP found id = 10.0.6.0 10.255.255.0 cost 41 pref 2 up=0

0
PENT_IP found id = 10.0.170.0 10.255.255.0 cost 20 pref 2 up=0
PENT I P found id = 10.0.12.0 10.255.255.0 cost 50 pref 2 up=0
PENT_I P found id = 10.0.18.0 10.255.255.0 cost 50 pref 2 up=0
PENT_IP found id = 10.0.4.0 10.255.255.0 cost 41 pref 2 up=0
PENT_IP found id = 10.0.10.0 10.255.255.0 cost 50 pref 2 up=0
PENT_IP found id 10.0.16.0 10. 255.255.0 cost 50 pref 2 up=0

1

PENT_IP found id 10. 131. 243. 16 10. 255. 255. 252 cost 40 pref 2 up=0

debug isis redistribution

Syntax: [no] debug isis redistribution

This command displays route redistribution information into or out of IS-IS routes. Command output
resembles the following example.

Brocade# debug isis redistribution

1SI'S: I nported CONNECTED route 10.10.0.3 10.255.0.0

ISI'S: I nmported CONNECTED route 10.10.0.3 10.255.0.0

I SI'S: Added external route 10.10.0.3 10.255.0.0 to L12 LSP
I SI'S: Added external route 10.10.0.0 10.255.0.0 to L12 LSP
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I SI'S: Uni nported CONNECTED route 10.10.0.0 10.255 0.0

I'SI'S: Uni nported CONNECTED route 10.10.0.0. 10.255.0.0

ISI'S: Deleted external route 10.10.0.0. 10.255.0.0 fromL12 LSP

I1SIS: Deleted external route 10.10.0.0 10.255.0.0. fromL12 LSP

This output indicates several redistribution activities, including importing and unimporting
connected routes, and adding and deleting external routes.

debug isis route-table

Syntax: [no] debug isis route-table

This command reports changes to the IS-IS route table. Command output resembles the following
example.

Brocade# debug isis route-table

ISIS: Deleting route 10.10.0.0. 10.255.0.0 level 2

I1SIS: Deleting route 10.10.0.0 10.255.0.0 level 2

ISIS: Creating new route for 10.10.0.0 10.255.0.0. level 2 type 1
I SI'S: Adding path Next hop = 10.147.201.200 Interface 2/4

ISIS: Creating new route for 10.10.0.0 10.255.0.0 level 2 type 1

debug isis spf

Syntax: [no] debug isis spf

This command generates information about SPF calculations made for IS-IS. Command output
resembles the following example.

Brocade# debug isis spf

I SIS6: MI | Pv6 SPF start. ..

ISIS: Building SPF tree for Level:1, |SPF:No, SPF_|ndex: Native Table,
isis.ipv4d_rtmupdate_index[|level 1]: Native Tabl e,
isis.ipvb_rtmupdate_index[level 1]: Native Table

ISIS: Tent-id R3.00-00 type 2 Opt Type O Added with cost O Pref 1 Updown bit O
I SI'S: Adding Pent-id R3.00-00 type 2 Opt Type O Added with cost O Pref 1 Updown bit
0 to Path List

ISI'S: The Pent Already exists in Path

ISI'S: The Pent Entry Flags for Native Table 0

ISI'S: Updating the Active Info for 2001:DB8::/64 Previous active Level 2, safi
| Pv6

ISIS: L1 Level Info List is enpty

ISI'S: Updating the Active Info for 2001:DB8::/64 Previous active Level 2, safi
| Pv6

I1SIS: L1 Level Info List is enpty

ISI'S: Updating the Active Info for 2001:DB8::/64 Previous active Level 2, safi
| Pv6

ISIS: L1 Level Info List is enpty

ISIS: Building SPF tree for Level:2, |ISPF:No, SPF_Index: Native Table,
isis.ipvd_rtmupdate_index[|level 2]: Native Table,
isis.ipvb_rtmupdate_index[level 2]: Native Table

ISIS: Tent-id R3.00-00 type 2 Opt Type O Added with cost O Pref 1 Updown bit O
1 SI'S: Adding Pent-id R3.00-00 type 2 Opt Type O Added with cost O Pref 1 Updown bit
0 to Path List

ISI'S: The Pent Already exists in Path

ISI'S: The Pent Entry Flags for Native Table O

ISIS: Tent-id R2.00-00 type 2 Opt Type O Added with cost 14 Pref 2 Updown bit O
ISI'S: Adding Pent-id R2.00-00 type 2 OptType O Added with cost 10 Pref 2 Updown
bit Oto Path List

ISI'S: The Pent Already exists in Path

I1SIS: The Pent Entry Flags for Native Table 0
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ISI'S: The Pent |Pv6 Nexthop is not Changed in this SPF run

ISIS: Trying to Add Level Info 2001:DB8::/64 cost 10 Pref 2 Opttype 236 UpDown O
ISIS: level info element exists for this Pent Entry with cost 10 Pref 2 Updown Bit
0

ISIS: Level info flags after update 33

ISIS:Trying to del ete Disabled Route Level Info for 2001:DB8::/64 Level -2 safi

| Pv6 Tabl e_l ndex Native

I1SI'S: Updating the Active Info for 2001: DB8::/64 Previous active Level 2, saf

| Pv6

ISIS: L1 Level Info List is enpty

ISIS6: MI I Pv6 SPF end!

debug isis spf-stct

Syntax: [no] debug isis spf-stct

This command displays debug information related to incremental shortcut LSP SPF optimizations,
as shown in the following example.

Brocade# debug isis spf-stct

ISI'S: Fixing SPF type for Tunnel-0 with Status: UP

ISIS: ISIS: Triggering | STCT SPF

ISIS: | STCT_SPF triggered for LSP Tunnel -0 Up Ir_istct_spf_level 1:0
Ir_istct_spf_level2 1

ISIS: Level-2 isis.ipv4_rtmupdate_index: STCT, isis.prev_ipv4_rtmupdate_index:
STCT

ISI'S: | STCT_SPF Schedul ed, Ir_istct_spf_level1:0 Ir_istct_spf_level2:1
ISI'S: | STCT_SPF Schedul ed for |evel-2

I SI'S: Processing Changed LSP Shortcut List

ISI'S: Processing tunnel0 Up State

1 SI'S: Adding shortcut link to XMRL7.00-00 with Tnnl _i ndex: O

ISIS: Newly added Stct link from XMRL6.00-00 to XMRL7.00-00 is Active
ISIS: Pent Adj count: 1, MAX_MSPLIT: 8, iso_tno->rt_nsplit: 4

I SI'S: Adding Pent XWMR17.00-00 to begining of Change Adj List

I SI'S: Processing of Changed LSP Shortcut List took O nsec

I SI'S: Processing Pent Changed Adj List

I'SI'S: Updating Pent XMRL7.00-00 Nexthop Set

I SI'S: Adding Pent XMR17.00-00 to Level -2 nd_pspf_pe_list

I SI'S: Adding Pent XMR17.00-00 Active Child to Pent Change Adj List

I SI'S: Processing of Pent Change Adj List took O nsec

debug isis trace

Syntax: [no] debug isis trace

This command generates information about internal 1S-IS functions. Command output resembles
the following example.

Brocade# debug isis trace
I SI'S: proc_SNPE

ISI'S: build_csnp

I'SI'S: build_csnp

I'SI'S: sig_description

Configuration notes

None of the IS-IS parameters require a software reload for changes to take effect, and most
parameter changes take effect immediately. However, changes for the following parameters take
effect only after you disable and then re-enable redistribution:
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Changing the default metric.
Adding, changing, or negating route redistribution parameters.

Common diagnostic scenarios

Packets are dropped during authentication mode change.

Changing the authentication mode can cause packets to drop during the transition period
because not all of the routers are reconfigured simultaneously. During such a transition, it can
be useful to disable IS-IS authentication checking temporarily until all routers are reconfigured
and the network is stable.

Use the no isis auth-check command to disable IS-IS authentication checking on a specified
interface.

Brocade(config)# interface ethernet 3/1
Brocade(i f-e10000-3/1)# no isis auth-check level-1

Syntax: [no] isis auth-check [level-1 | level-2]

This command enables and disables IS-IS authentication checking. The default is enabled and
the no parameter disables authentication checking.

The level-1 parameter specifies that authentication checking is enabled or disabled for Level 1
Hello packets.

The level-2 parameter specifies that authentication checking is enabled or disabled for Level 2
Hello packets.

NOTE
If either Level 1 or Level 2 are not specified, the configuration is applied to both Level 1 and

Level 2.

Netlron LSPs are timed-out by its neighbors.

The maximum LSP lifetime interval and the LSP refresh interval must be set so that the LSPs
are refreshed before the maximum LSP lifetime interval expires; otherwise, the Brocade
device's originated LSPs may be timed-out by its neighbors.

To prevent a neighbor from timing-out LSPs, give the LSP refresh interval a shorter setting than
that of the maximum LSP lifetime interval. The LSP refresh interval is the maximum number of
seconds the Brocade device waits between sending updated LSPs to its IS-IS neighbors. The
interval can be from 1 through 65535 seconds. The default is 900 seconds.

For example, to change the LSP refresh interval to 20000 seconds, enter a command similar
to the following example.

Brocade(config-isis-router)#l sp-refresh-interval 20000
Syntax: [no] Isp-refresh-interval secs

The secs variable specifies the maximum refresh interval and can be from 1 through 65535
seconds. The default is 900 seconds (15 minutes).

An IS-IS link is experiencing low performance rates.
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If an IS-IS link is performing poorly, it may be due to padding that is added to the end of a hello
packet to make the packet the same size as the maximum length of a PDU supported by the
Brocade device.The Brocade device adds this padding by default to the following types of hello
packets:

- ES hello (ESH PDU)
- IS hello (ISH PDU)
- IS-IS hello (IIH PDU)

When padding is enabled, the maximum length of a hello PDU sent by the Brocade device is
1514 bytes.

If you suspect that padding is affecting the performance of the link, you can disable padding
globally or on individual interfaces. If you enable or disable padding on an interface, the
interface setting overrides the global setting.

To globally disable padding of IS-IS hello PDUs, enter the following command.

Brocade(config-isis-router)# no hello padding
This command disables all hello PDU padding on the Brocade device. To re-enable padding,
enter the following command.

Brocade(config-isis-router)# hello padding
Syntax: [no] hello padding
By default, hello padding is enabled. Enter the no form of the command to disable hello
padding.
® |S-IS adjacent ports are flapping.

Check for any high CPU condition or evidence of packet loss. Do a ping test to see if packet loss
occurs.

® Summary addresses are used to enhance performance.

Summary addresses can enhance performance by reducing the size of the Link State
database, reducing the amount of data the Brocade device needs to send to its neighbors, and
reducing the CPU cycles used for IS-IS.

When you configure a summary address, the address applies only to Level-2 routes by default.
You can specify Level-1 only, Level-2 only, or Level-1 and Level-2 when you configure the
address.

To configure a summary address, enter a command similar to the following example.

Brocade(config-isis-router-ipv4u)# sunmary-address 192.168.0.0 10.255.0.0
This command configures a summary address for all Level-2 IS-IS route destinations between
192.168.1.0 and 192.168.255.255.

Syntax: [no] summary-address ip-addr subnet-mask [level-1 | level-1-2 | level-2]

The ip-addr subnet-mask variables specify the aggregate address. The mask indicates the
significant bits in the address. Ones are significant, and zeros allow any value. In the example,
the mask 10.255.0.0 matches on all addresses that begin with 192.168 and contain any
values for the final two octets.

The level-1 | level-1-2 | level-2 parameter specifies the route types to which the aggregate
route applies. The default is level-2.
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VRRP and VRRP-E

This section describes how to troubleshoot the IP VRRP and VRRP-E environments for the Brocade
Netlron XMR and Brocade MLX series routers.

Virtual Router Redundancy Protocol (VRRP) is an election protocol that provides alternate router
paths for a host without changing the IP address or MAC address by which the host knows its
gateway.

Virtual Router Redundancy Protocol Extended (VRRP-E) is a proprietary version of VRRP that
overcomes limitations in the standard protocol.

VRRP show commands

This section describes the show commands that display VRRP information.
show ip vrrp

Syntax: show ip vrrp [brief | ethernet slotnum/portnum | ve num | vrid num | statistics]

® brief - Displays IPv4 VRRP summary information. If you do not use this parameter, detailed
information is displayed instead.

* ethernet slotnum/portnum - Specifies an Ethernet port. If you use this parameter, the
command displays IPv4 VRRP information only for the specified port.

® ve num - Specifies a virtual interface. If you use this parameter, the command displays IPv4
VRRP information only for the specified virtual interface.

® vrid num- Displays IPv4 VRRP information only for the specified virtual router ID.

* statistics - Displays statistics.

show ip vrrp brief

Syntax: show ip vrrp brief

This command displays IPv4 VRRP summary information, as shown in the following example.

Brocade# show ip vrrp brief
Total nunber of VRRP-Extended routers defined: 4

Inte- VRID Current P State Master |P Backup I P Virtual IP
rface Priority Addr ess Addr ess Addr ess

v10 1 100 I nit Unknown Unknown 192.168.1.1
v20 1 100 Init Unknown Unknown 10.10.20.1
v30 1 100 Init Unknown Unknown 10.10.30.1
v1i00 1 100 Init Unknown Unknown 10. 10.100. 1

show ip vrrp-extended

Syntax: show ip vrrp-extended [brief | ethernet slotnum/portnum | ve num | vrid num| statistics]

® brief - Displays IPv4 VRRP-E summary information.

* ethernet slotnum/portnum - Specifies an Ethernet port. If you use this parameter, the
command displays IPv4 VRRP-E information only for the specified port.
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® ve num - Specifies a virtual interface. If you use this parameter, the command displays IPv4

VRRP-E information only for the specified virtual interface.
® vrid num - Displays IPv4 VRRP-E information only for the specified virtual router ID.

® statistics - Displays statistics.

The following example shows the output from the show ip vrrp-extended ethernet sliotnum/portnum

command.

Brocade# show i p vrrp-extended ethernet 1/1
Interface ethernet 1/1

aut h-type nd5-aut hentication key $$$$$
VRID 1

state nmaster

admi nistrative-status enabl ed

version v2

node owner

priority 255

current priority 255

hel l o-interval 1000 nsec

i p-address 10.0.0.3

virtual mac address 0000.0000. 0101
advertise backup: disabled

next hello sent in 00:00:00.1

The following example shows output from the show ip vrrp-extended statistics command.

Brocade# show i p vrrp-extended statistics
Interface ethernet 1/1

rxed vrrp header error count = 0

rxed vrrp auth error count = 0

rxed vrrp auth passwd mismatch error count = 0
rxed vrrp vrid not found error count =0
VRID 1

rxed arp packet drop count = 0

rxed ip packet drop count = 0

rxed vrrp port msmatch count = 0

rxed vrrp ip address m smatch count = 0
rxed vrrp hello interval mismatch count = 0
rxed vrrp priority zero frommaster count =
rxed vrrp higher priority count =0
transitioned to naster state count
transitioned to backup state count

0

1
1

show ipv6 vrrp

Syntax: show ipv6 vrrp [brief | ethernet slotnum/portnum| statistics | ve num | vrid num]

® Dbrief - Displays IPv6 VRRP summary information.

® ethernet slotnum/portnum - Limits the display of IPv6 VRRP information only to the specific

Ethernet interface.
® statistics - Displays virtual router statistics.
®* ve num - Displays IPv6 VRRP information only for the specified virtual interface.
® vrid num - Displays IPv6 VRRP information only for the specified virtual router ID.

show ipv6 vrrp brief

Syntax: show ipv6 vrrp brief
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This command displays IPv6 VRRP summary information.

Brocade# show ip vrrp brief

Total nunber of VRRP routers defined: 1

Fl ags Codes - P:Preempt 2:V2 3:V3

I ntf VRID CurrPrio Flags State Mast er - | Pv6- Backup-1Pv6- Virtual -1 Pv6-
Addr ess Addr ess Addr ess

1/3 13 100 P3 Mast er Local 2001: DB8:: 2 fe80::3013:2

show ipv6 vrrp vrid

Syntax: show ipv6 vrrp vrid num
This command displays IPv6 VRRP information only for the specified virtual router ID.

Brocade# show i pv6 vrrp vrid 13
Interface 1/3

aut h-type no authentication VRID 13 (index 1)
interface 1/3

state nmaster

adm ni strative-status enabl ed
version v3

nmode non- owner (backup)

virtual mac 0000. 0000. 020d
priority 100

current priority 100
track-priority 1

hel l o-interval 200 ns

backup hello-interval 60000 ns
advertise backup di sabl ed
dead-interval 700 mns
preenpt - nnde true

i pv6- address fe80::3011:9

i pv6-address 2001: DB8: : 9

next hello sent in 200 ns

show ipv6 vrrp statistics

Syntax: show ipv6 vrrp statistics
This command displays router statistics information.

Brocade# show i pv6 vrrp statistics

d obal IPv6 VRRP statistics

- received vrrp packets with checksumerrors = 0

- received vrrp packets with invalid version nunber =
- received vrrp packets with unknown or inactive vrid
Interface 1/3

0
=0

VRI D 13

- nunber of transitions to backup state = 1
- nunber of transitions to master state = 1
- total nunber of vrrp packets received = 0

recei ved backup advertisenments = 19
. received packets with zero priority =0
received packets with invalid type =0
recei ved packets with invalid authentication type =0
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recei ved packets with authentication failures =
recei ved packets dropped by owner = 0
received packets with ttl errors =0
recei ved packets with ipv6é address mismatch = 0

VRRP and VRRP-E 6

=0

recei ved packets with advertisenent interval msmatch = 0

. received packets with invalid length =0
- total nunber of vrrp packets sent = 1175
sent backup advertisenents = 0
sent packets with zero priority =0

- recei ved neighbor solicitation packets dropped =

- recei ved proxy nei ghbor solicitation packets dropped = 0

- received i pv6 packets dropped = 0

show ipv6 vrrp-extended

Syntax: show ipv6 vrrp-extended [brief | ethernet slotnum/portnum | statistics | ve num | vrid

num]

® brief - Displays IPv6 VRRP-E summary information.

® ethernet slotnum/portnum - Limits the display of IPv6 VRRP-E information only to the specific

Ethernet interface.
® statistics - Displays virtual router statistics.

®* ve num - Displays IPv6 VRRP-E information only for the specified virtual interface.

* vrid num - Displays IPv6 VRRP-E information only for the specified virtual router ID.

show ipv6 vrrp-extended brief

Syntax: show ipv6 vrrp-extended brief
This command displays IPv6 VRRP-E summary information.

Brocade# show i pv6 vrrp-extended brief

Total number of VRRP routers defined: 1

Fl ags Codes - P:Preempt 2:V2 3:V3

Intf VRID CurrPrio Flags State Master-IPv6
- Addr ess

1/3 13 100 P3 Master Local

show ipv6 vrrp-extended vrid

Syntax: show ipv6 vrrp-extended vrid num

Backup- | Pv6
- Addr ess
2001: DB8:: 2

Virtual -1 Pv6
- Addr ess

2001: DB8: : 99

This command displays IPv6 VRRP-E information only for the specified virtual router ID.

Brocade# show i pv6 vrrp-extended vrid 13
Interface 1/3

aut h-type no authentication VRID 13 (index 1)
interface 1/3

state naster

adm nistrative-status enabl ed

nmode non-owner (backup)

virtual mac 0000.001d. 000d

priority 100

current priority 100

track-priority 5
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hello-interval 1 sec

backup hello-interval 60 sec

advertise backup enabl ed

dead-interval 3.1 sec

preenpt - nnde true

virtual ipv6 address 2001: DBS8:: 99

next hello sent in 0.1 sec

backup router 2001:DB8::2 expires in 175.0 sec

show ipv6 vrrp-extended statistics

Syntax: show ipv6 vrrp-extended statistics
This command displays virtual router statistics information.

Brocade# show i pv6 vrrp-extended statistics
d obal | Pv6 VRRP-Extended statistics
- received vrrp-extended packets with checksumerrors = 0
- received vrrp-extended packets with invalid version nunber =
- received vrrp-extended packets with unknown or inactive vrid
Interface 1/3
VRID 13
- nunber of transitions to backup state 1
- nunber of transitions to naster state =1
- total nunber of vrrp-extended packets received = 0
recei ved backup advertisenents = 19
received packets with zero priority =0
received packets with invalid type = 0
recei ved packets with invalid authentication type =0
recei ved packets with authentication type msmatch = 0
received packets with authentication failures =0
recei ved packets dropped by owner = 0
received packets with ttl errors =0
recei ved packets with ipv6é address mismatch = 0
recei ved packets with advertisenent interval msmatch = 0
. received packets with invalid length =0
- total nunber of vrrp-extended packets sent = 1175
sent backup advertisenents = 0
. sent packets with zero priority =0
- recei ved nei ghbor solicitation packets dropped = 0
- received proxy nei ghbor solicitation packets dropped = 0
- received i pv6 packets dropped = 0

0
=0

Clearing VRRP statistics

clear ip vrrp statistics

Syntax: clear ip vrrp statistics

This command clears IPv4 VRRP statistics.

clear ipv6 vrrp statistics

Syntax: clear ipv6 vrrp statistics

This command clears IPv6 VRRP statistics.
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Clearing VRRP-E statistics

clear ip vrrp-extended statistics

Syntax: clear ip vrrp-extended statistics

This command clears IPv4 VRRP-E statistics.

clear ipv6 vrrp-extended statistics

Syntax: clear ipv6 vrrp-extended statistics

This command clears IPv6 VRRP-E statistics.

VRRP debug commands

This section describes the debug commands used for monitoring the VRRP environment.
debug ip vrrp

Syntax: [no] debug ip vrrp [all | error | ethernet slotnum/portnum | events | packets | show |
state | ve num | verbose | vrid num]

® all - Displays information about all IPv4 VRRP instances (default).
® error - Displays error conditions where a packet is not being processed.

® ethernet slotnum/portnum - Displays information about IPv4 VRRP instances on a specific
physical interface.

® events - Displays information about activate and shutdown, port up and port down, timer
events, backup VRRP router events, and so on.

® packets - Displays information about IPv4 VRRP transmitted and received packets, including
ARP packets.

® show - Shows the current IPv4 VRRP debug settings.

® state - Displays information about IPv4 VRRP state changes, such as monitor transitions from
master to backup, or vice versa.

®* ve num - Displays information about a specific virtual interface.
* verbose - Decodes hex output into more easily understood fields and values.
® vrid num - Displays information about a specific virtual router ID.

This command displays information about IPv4 VRRP instances. The default is all instances.
Several parameters are available to help isolate a specific IPv4 VRRP instance.

VRRP-E controls protocol authentication using the message digest 5 (MD5) authentication
algorithm.

If debugging is enabled and MD5 authentication is configured on an interface, the debug ip vrrp
command output resembles the following example.

Brocade# debug ip vrrp
Aug 10 18:17:39 VRRP6: Configuration VRRP_CONFI G_MD5_AUTHENTI CATI ON r equest
recei ved
Aug 10 18:17:39 VRRP6: Port 2/6, VRID 2 - send advertisenent
Ver:3 Type:1 Vrid:2 Pri:240 #1P:1 AuthType:2 Adv:1 Chksum 0x0000
HVAC- MD5 CODE: [ 000000000000000000400010]
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| pAddr: 2001: DB8O: : 40: 10
If debugging is enabled and MD5 authentication is valid with its VRRP-E peer, the debug ip vrrp
command output resembles the following example.

Brocade# debug ip vrrp
Aug 10 18:48:51 VRRP6: Port 2/6, VRID 2 - rcvd advertisenent from 2001: DB8::40: 1
Ver:3 Type:1 Vrid:2 Pri:255 #IP:1 AuthType: 2 Adv:1 Chksum 0x0000
HVAC- MD5 CODE: [ 000000000000000000400010]
| pAddr: 2001: DBS8: : 40: 10
If debugging is enabled and MD5 authentication fails, the debug ip vrrp command output

resembles the following example.

Brocade# debug ip vrrp
Aug 10 18:32:32 VRRP6: Dropping pkt on port 2/6, vrid 2 - nmd5 authentication
failed
debAug 10 18:32:33 VRRP6: Port 2/6, VRID 2 - send advertisenent
Ver:3 Type:1 Vrid:2 Pri:240 #IP:1 AuthType: 2 Adv:1 Chksum 0x0000
HVAC- MD5 CCDE: [ 000000000000000000400010]
| pAddr: 2001: DB8: : 40: 10

debug ipv6 vrrp

Syntax: [no] debug ipv6 vrrp [all | error | ethernet slotnum/portnum | events | packets | show |
state | ve num| verbose | vrid num]

® all - Displays information about all IPv6 VRRP instances.
® error - Displays error conditions where a packet is not being processed.

® ethernet slotnum/portnum - Displays information about IPv6 VRRP instances on a specific
physical interface.

® events - Displays information about activate and shutdown, port up and port down, timer
events, backup VRRP router events, and so on.

® packets - Displays information about IPv6 VRRP transmitted and received packets, including
ARP packets.

® show - Displays the current IPv6 VRRP debug settings.

® state - Displays information about IPv6 VRRP state changes, such as monitor transitions from
master to backup, or vice versa.

®* ve num - Displays information about a specific virtual interface.
* verbose - Decodes hex output into more easily understood fields and values.
® vrid num - Displays information about a specific virtual router ID.

This command displays information about IPv6 VRRP instances. The default is all instances.
Several parameters are available to help isolate a specific IPv6 VRRP instance.

The command output resembles the following example.

Brocade# debug ipv6 vrrp

| PV6 VRRP: debugging is on

VRRP6: Port 1/3, VRID 23 - send advertisement

Ver:3 Type:1 Vrid:23 Pri:100 # P:2 AuthType: 0 Adv: 100 Chksum 0xd37c
| pAddr: fe80::3013:2 2001: DBS8:: 2

VRRP6: Port 1/3, VRID 23 - send advertisenent

Ver:3 Type:1 Vrid:23 Pri:100 #l P:2 Aut hType: 0 Adv: 100 Chksum 0xd37c
| pAddr: fe80::3013:2 2001: DB8:: 2
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Configuration notes

The following rules apply to VRRP-E configurations:

®* The interfaces of all routers in a virtual router must be in the same IP subnet.

®* The IP address assigned to the virtual router cannot be configured on any of the Brocade
devices.

®* The address you enter with the ip-address command cannot be the same as a real IP address
configured on the interface.

®* The hello interval must be set to the same value on all the Brocade devices.
® The dead interval must be set to the same value on all the Brocade devices.
® The track priority for a virtual router must be lower than the VRRP-E priority.

®* When you configure the Master (Owner), the address you enter with the ip-address command
must already be configured on the interface.

®* When you configure a Backup router, the router interface on which you are configuring the
virtual router must have a real IP address that is in the same subnet (but is not the same
address) as the address associated with the virtual router by the Owner.

* [f you disable VRRP-E, the router removes all information for the disabled protocol from the
running configuration. When you save to the startup configuration after disabling the protocol,
all information for the disabled protocol is removed from the startup configuration.

/!\ CAUTION

DHCPv6

You must configure a VRF on an interface before configuring a Virtual Router (VRRP-E) on it. If you
enable the Virtual Router before you enable the VRF, the Virtual Router configuration will be
deleted.

Dynamic Host Configuration Protocol for IPv6 (DHCPv6) enables DHCP servers to pass
configuration parameters such as IPv6 network addresses to IPv6 nodes, and controls automatic
allocation of reusable network addresses.

DHCPv6 allows a DHCPv6 server to dynamically delegate IPv6 prefixes to a DHCPv6 client using the
DHCPv6 Prefix Delegation (PD) option. Using the DHCPv6 relay agent PD notification feature,
service providers automatically delegate IPv6 prefixes to a customer-premises equipment (CPE)
which acts as a DHCPv6 client. The CPE then assigns IPv6 subnets from the delegated IPv6 prefix
to its downstream customer interfaces.

DHCPv6 debug commands

This section describes the DHCPv6-related debug commands.

debug ipv6 dhcp

Syntax: [no] debug ipv6 dhcp [pd all | pd flash | pd pd-option | pd static | sync]
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* pdall-Enables all IPv6 PD debugging.

* pd flash - Enables PD debugging for read and write to a flash file.

® pd pd-option - Enables debugging for processing of PD options in DHCPv6 messages.
® pd static - Enables debugging of DHCPv6 interface with IPv6 static route module.

® sync - Enables debugging of DHCPv6 synchronization between active and standby
Management Processors (MPs).

debug ipv6 dhcp pd all

Syntax: [no] debug ipv6 dhcp pd all
This command enables all IPv6 PD debugging. Command output resembles the following example.

Brocade# debug i pv6 dhcp pd all

DHCP6 PD: all debugging is on

Oct 27 22:16:44.845 DHCP6 PD: witing data to file dhcp6_del egat ed_prefi xes_data
Oct 27 22:16:46.773 DHCP6 PD: Renpving route fromDHCP DP table, lifetime expired,
2001: DB8: 100::/48 wi th nexthop 2001:DB8:1::1 interface ve 1

Oct 27 22:16:46.773 DHCP6 PD: Renpving route fromDHCP DP table, lifetime expired,
2001: DB8: 100::/48 with nexthop 2001:DB8:1::1 interface ve 1

Cct 27 22:16:48.786 DHCP6 PD: Adding route to DHCP DP table, 2001: DB8: 100::/48
with nexthop 2001:DB8:1::1 interface ve 1

Oct 27 22:16:48.786 DHCP6 PD: Adding route to DHCP DP table, 2001: DB8: 100::/48
with nexthop 2001:DB8:1::1 interface ve 1

debug ipv6 dhcp pd flash

Syntax: [no] debug ipv6 dhcp pd flash

This command enables PD debugging for read and write to a flash file. Command output resembles
the following example.

Brocade# debug i pv6é dhcp pd flash

Nov 7 19:14:02 DHCP6 PD: witing data to file dhcp6_del egated_prefi xes_data

Nov 7 19:14:02 DHCP6 PD. 2 entries saved to flash file

Nov 7 19:12:26 DHCP6, PD: Cal endar Tine when file |ast updated was : 18:47:37
Nov 7 19:12:26 DHCP6, PD. Current Cal ander Tine: 19:12:26 GMI+00 Mon Nov 07 2011

Nov 7 19:12:26 DHCP6 PD: reading file dhcp6_del egated_prefixes_data. Tinme
difference is 1489
Nov 7 19:12:26 DHCP6 PD:. Parsing line

Nov 7 19:12:26 DHCP6 PD:. Parsing |ine #VRF Nane | Pv6_Prefix
dient Interface LeaseTi ne Checksum

Nov 7 19:12:26 DHCP6 PD. Parsing line default-vrf 2001: DB8:100::/48
2001:DB8: 1::1 eth 1/9 3600 00001230

Nov 7 19:12:26 DHCP6 PD:. Parsing successful for default-vrf 2001: DB8: 100::/48
2001:DB8: 1:: 1 eth 1/9 3600 00001230

debug ipv6 dhcp pd pd-option

Syntax: [no] debug ipv6 dhcp pd pd-option

This command enables debugging for processing of PD options in DHCPv6 messages. Command
output resembles the following example.
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Brocade# debug i pv6 dhcp pd pd-option

Oct 27 22:16:46.773 DHCP6 PD: Renobving route fromDHCP DP table, lifetime expired,
2001: DB8: 100::/48 wi th nexthop 2001:DB8:1::1 interface ve 1

Oct 27 22:16:48.786 DHCP6 PD: Adding route to DHCP DP table, 2001: DB8: 100::/48
with nexthop 2001:DB8:1::1 interface ve 1

Nov 7 19:14:26 DHCP6: | A PD PREFI X Option length is not correct.

Nov 7 19:15:26 DHCP6: | A PD Option has STATUS OPTION set to FAIL.

debug ipv6 dhcp pd static

Syntax: [no] debug ipv6 dhcp pd static

This command enables debugging of DHCPVG6 interface with IPv6 static route module. Command
output resembles the following example.

Brocade# debug i pv6é dhcp pd static
Nov 7 19:12:26 DHCP6 PD: Adding static route 2001: DB8: 100::/48 wi th nexthop
2001:DB8:1::1 interface eth 1/9

debug ipv6 dhcp sync

Syntax: [no] debug ipv6 dhcp sync

This command enables debugging of DHCPv6 synchronization between active and standby MPs.
Command output resembles the following example.

Brocade# debug i pv6é dhcp sync

Nov 7 19:14: 02 DHCP6: dhcp6_sync_dhcp6_nsg_with_standby call ed

Nov 7 19:14: 02 DHCP6: dhcp6_sync_node_pack_dhcp6_nsg_t o_standby cal |l ed
Nov 7 19:14: 02 DHCP6: dhcp6_sync_node_ack_dhcp6_nsg from standby cal |l ed

IPv6 neighbor discovery debug commands

This section describes the debug commands that are helpful in debugging neighbor discovery for
IPv6 (ND®) feature.

debug ipv6 ra

Syntax: debug ipv6 ra

This command displays debugging information related to ND6 Router Advertisement (RA)
messages.

Brocade# debug ipv6 ra

Jun 28 10:27:13.147 1 CVMPv6-RA: DNS server list with lifetinme 800

Jun 28 10:27:13.147 DNS address 1::2

Jun 28 10:27:13.147 DNS address 1::1

Jun 28 10:27:13.147 1 CVWPv6-RA: Donmain nane list with lifetine 800

Jun 28 10:27:13. 147 dnssl _confi g->domai n_nane abc.com dns_nane 3abc3com
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Inter-VRF routing allows leaking of specific route prefixes from one Virtual Routing and Forwarding
(VRF) instance to another VRF on the same router, thereby eliminating the need for external routing
or loopback interfaces to selectively access the network. This feature is useful in cases where all
VRFs share the same path to reach an external domain, while maintaining their internal routing
information limited to their own VRF.

Inter-VRF routing show commands
This section describes the show commands that display information related to inter-VRF routing.

show ip rtm inter-vrf-list

Syntax: show ip rtm inter-vrf-list

This command displays a global list of IPv4 VRF nodes processed by the Routing Table Manager
(RTM) every 100 ms. The elements in the list are either importing routes from other VRFs or
exporting routes to other VRFS. Command output resembles the following example.

Brocade# show ip rtminter-vrf-1list

Li st of vrf nodes which are processed for every 100nsec
VRF :vpnl

VRF :vpn5

VRF :vpn7

VRF :vpn8

VRF :vpn4

show ipv6 rtm inter-vrf-list

Syntax: show ipv6 rtm inter-vrf-list

This command displays a global list of IPv6 VRF nodes processed by the RTM every 100 ms.
Command output resembles the following example.

Brocade# show i pv6 rtminter-vrf-Ilist

Li st of ipv6e vrf nodes which are processed for every 100msec
VRF :default-vrf

VRF :vpn4

show ip rtm

Syntax: show ip rtm [vrf vrf-name] [inter-vrf-route-change-list | inter-vrf-imported-vrf-list |
inter-vrf-export-list]
* vrf vrf-name - Specifies the name of the VRF instance.

* inter-vrf-route-change-list - Displays a list of changed IP route entries for a specific VRF, which is
yet to be leaked to another VRF.

* inter-vrf-imported-vrf-list - Displays a list of imported route entries for a specific VRF.
* inter-vrf-export-list - Displays a list of exported route entries for a specific VRF.

The show ip rtm vrf vrf-name inter-vrf-route-change-list command displays a list of changed IP route
entries for a specified VRF, which is yet to be leaked to another VRF. Command output resembles
the following example.

Brocade# show ip rtmvrf vpnl inter-vrf-route-change-list
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Leaked route list count: 208 for VRF:vpnl

| P address: 10.13.34.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.35.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.36.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.37.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.38.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.39.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.40.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.41.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.42.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.43.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.44.0, prefix_length:24, type:4, sub_type: 3, action:
ti me_stanp: 18nB3s

| P address: 10.13.45.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.46.0, prefix_length:24, type:4, sub_type: 3, action:
ti me_stanp: 18nB3s

| P address: 10.13.47.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.48.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

| P address: 10.13.49.0, prefix_length:24, type:4, sub_type: 3, action:
time_stanp: 18nB3s

6

The show ip rtm vrf vrf-name inter-vrf-imported-vrf-list command displays a list of source VRFs with

configuration changes, the last VRF index, and the route index processed in the last 100 ms.
Command output resembles the following example.

Brocade# show ip rtmvrf vpn8 inter-vrf-inported-vrf-list
Imported list for VRF:vpn8
VRF: vpn7, index: 5, route_map:m

The show ip rtm vrf vrf-name inter-vrf-export-list command displays a list of exported route entries

for the specified VRF. Command output resembles the following example.

Brocade# show ip rtmvrf vpn7 inter-vrf-export-Iist
exported list for VRF:vpn7
VRF: vpn8, index: 6

show ipv6 rtm

Syntax: show ipv6 rtm [vrf vrf-name] [inter-vrf-route-change-list | inter-vrf-imported-vrf-list |
inter-vrf-export-list]
* vrf vrf-name - Specifies the name of the VRF instance.

* inter-vrf-route-change-list - Displays a list of changed IPv6 route entries for a specific VRF,
which is yet to be leaked to another VRF.

* inter-vrf-imported-vrf-list - Displays a list of imported route entries for a specific VRF.
* inter-vrf-export-list - Displays a list of exported route entries for a specific VRF.
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The show ipv6 rtm vrf vrf-name inter-vrf-route-change-list command displays a list of changed IPv6
route entries for a specific VRF, which is yet to be leaked to another VRF. Command output
resembles the following example.

Brocade# show i pv6 rtmvrf vpnl inter-vrf-route-change-Ii st
Leaked route list count: 208 for VRF:vpnl

| Pv6 address: 2001:DB8: 73::73, prefix_|length:24, type:4, sub_type: 3,
action: 2, tinme_stanp: 18nB3s

| Pv6 address: 2001:DB8: 83::83, prefix_|length:24, type:4, sub_type: 3,
action: 2, time_stanp: 18nB3s

| Pv6 address: 2001: DB8:93::93, prefix_|length:24, type:4, sub_type: 3,
action: 2, tinme_stanp: 18nB3s

The show ipv6 rtm vrf vrf-name inter-vrf-imported-vrf-list command displays a list of imported route
entries for a specific VRF. Command output resembles the following example.

Brocade# show i pv6 rtmvrf vpn8 inter-vrf-inported-vrf-Ilist
Imported list for VRF:vpn8
VRF: vpn7, index: 5, route_map:m

The show ipv6 rtm vrf vrf-name inter-vrf-export-list command displays a list of exported route
entries for a specific VRF. Command output resembles the following example.

Brocade# show i pv6 rtmvrf vpn7 inter-vrf-export-I|ist
exported list for VRF:vpn7
VRF: vpn8, index: 6

Inter-VRF routing debug commands
This section describes the debug commands related to inter-VRF routing.

debug ip rtm inter-vrf-routing

Syntax: [no] debug ip rtm inter-vrf-routing

This command enables inter-VRF routing debugging for IPv4 routes. Command output resembles
the following example.

Brocade# debug ip rtminter-vrf-routing

Mar 26 11:11:24.436 VRF:vpnl is added to inported list of VRF:vpnd4 with

rout e_map: ospfnetric

Mar 26 11:11:24.436 inport route-map is changed for vrf vpn4 for src-vrf vpnl
Mar 26 11:11:24.436 VRF:vpnl is added to changed list of VRF:vpn4 with flags :1
Mar 26 11:11:24.436 VRF:vpn4 is added to export list of VRF vpnl

Mar 26 11:11:24.517 Processing the changed node list for VRF:.vpn4

Mar 26 11:11:24.517 Processing the VRF:vpnl operation:1,clear_ip_route:O0,
cleaning_stale_entries:0, clear_ip_route_op_pending:0

Mar 26 11:11:24.614 Processing the changed node |ist for VRF:vpn4

Mar 26 11:11:24.614 Processing the VRF:vpnl operation:1,clear_ip_route:O0,
cleaning_stale_entries: 0, clear_ip_route_op_pending:0

debug ipv6 rtm inter-vrf-routing

Syntax: [no] debug ipv6 rtm inter-vrf-routing

This command enables inter-VRF routing debugging for IPv6 routes. Command output resembles
the following example.

Brocade# debug ipv6 rtminter-vrf-routing
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Processi ng route-map: ospfretric change for VRF: defaul t-vrf
Processing route-map: ospfretric change for VRF: defaul t-vrf
Processi ng route-map: ospfnetric change for VRF: vpnl | Pv4
Processi ng route-map: ospfretric change for VRF: vpn5 | Pv4
Processi ng route-map: ospfnetric change for VRF: vpn7 | Pv4
Processing route-map: ospfretric change for VRF: vpn8 | Pv4
Processi ng route-map: ospfretric change for VRF: vpn4 | Pv4

VRF:vpnl is added to changed list of VRF:vpn4 with flags :3
Processi ng route-map: ospfnetric change for VRF: vpn4 | Pv6

Processing the changed node list for VRF:vpn4
Processing the VRF:vpnl operation:3,clear_ip_route:0
es: 0, clear_ip_route_op_pending:0

Processi ng the changed node list for VRF:vpn4
Processing the VRF:vpnl operation:3,clear_ip_route:0,
es: 0, clear_ip_route_op_pending:0

Processi ng the changed node list for VRF:.vpn4

Processing the changed route list for VRF:vpnl
Leaki ng Changed route: 10.100. 100. 0/ 24 to VRF:vpn4
Leaki ng Changed route: 10.100. 100.0/24 to VRF:vpn5
Processing the changed route list for VRF:vpnl
Leaki ng Changed route: 10.10. 10. 0/ 24 to VRF:vpn4
Leaki ng Changed route: 10.10. 10. 0/ 24 to VRF:vpn5
Leaki ng Changed route: 10.10. 11.0/ 24 to VRF:vpn4
Leaki ng Changed route: 10.10.11.0/24 to VRF:vpn5
Leaki ng Changed route: 10.10.12. 0/ 24 to VRF:vpn4
Leaki ng Changed route: 10.10. 12. 0/ 24 to VRF:vpn5
Leaki ng Changed route: 10.10. 13.0/ 24 to VRF:vpn4
Leaki ng Changed route: 10.10. 13.0/ 24 to VRF:vpn5
Leaki ng Changed route: 10.10. 14. 0/ 24 to VRF:vpn4

Routing Table Manager (RTM) failure counters store information about the number of failed
operations along with the number of routes added, modified, and deleted in the routing table on a

per-protocol basis.

RTM API show commands

This section describes the show commands that display information about RTM counters.

show ip rtm api

Syntax: show ip rtm api

This command displays information about RTM failure statistics along with the number of IP routes
added, modified, and deleted in the routing table on a per-protocol basis. Command output
resembles the following example.
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Brocade# show i p rtm api
RTM APl Call Stats for vrf default-vrf safi O:

Total Local Connect Static RIP OSPF 1SIS BGP

RTM_ADD : 10 0 5 2 1 1 1 0

RTM_MOD : 8 0 5 2 1 0 0 0

RTM_DEL : 4 0 2 2 0 0 0 0
Tot al

RTM ADD_LABEL : 0
RTM DEL_LABEL : 0
RTM RE_ENTRY : 0

RTM_ADD_FAI L Total Local Connect Static RIP OSPF ISIS BGP
RTM RESET : 4 0 2 0 0 1
I NVALI D_COST:
| NVALI D_PATH:
MALLOC FAIL :
FI LTER_DENY :

NO MW
cooo
N R NN
oroopr
or oo
or oo
ococoooo

NOTN P

RTM MOD_FAI L
RTM _RESET
I NVALI D_COST :
MALLOC_FAI L
| NVALI D_ROUTE:

» O WER
[eNeoNeNe)
N WEF O
NNDN P
O OO
[eNeoNeNe)
[eNeoNeNe]
[eNeoNeoNe)

RTM DEL_FAI L
I N\VALI D_ROUTE : 1 0 0 1 0 0 0 0

RTM APl Call Stats for vrf default-vrf safi 1:

Tot al Connect Static BGP
RTM_ADD : 1 1 0
RTM_MOD : 0 0 0
RTM _DEL : 0 0 0

Tot al

RTM ADD LABEL : 0
RTM DEL_LABEL : O
RTM_RE_ENTRY : O

o O o

RTM_ADD_FAI L Total Connect Static BGP
RTM_RESET 2 1 0
I NVALI D_COST: 4 1 1
PATH_FAI L : 5 1 2
MALLOC FAIL : 10 1 5

FI LTER_DENY : 5 1 2 2

P NN P

RTM_MOD_FAI L
RTM RESET
I NVALI D_COST:
MALLOC FAIL :
I NVALI D_ROUTE :

a~NB~DN

PR R e
N Wk o
NN RN R

RTM DEL_FAI L
I NVALI D_ROUTE : 2 1 0 1

show ipv6 rtm api

Syntax: show ipv6 rtm api
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This command displays information about RTM failure statistics along with the number of IPv6
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6

routes added, modified, and deleted in the routing table on a per-protocol basis. Command output
resembles the following example.

Brocade# show i pv6 rtm api

RTM APl Cal |

Tot al
RTM_ADD : 10
RTM_MOD : 8
RTM DEL : 4

Tot al
RTM RE_ENTRY : 0

RTM ADD FAIL  Tota
RTM RESET : 4
| NVALI D_COST:
| NVALI D_PATH;
MALLOC FAIL :
FI LTER DENY :

NO MW

RTM_MOD_FAI L
RTM RESET : 1
| NVALI D_COST: 3
MALLOC FAIL : 6
| NVALI D_ROUTE: 4

RTM DEL_FAI L
I NVALI D_ROUTE : 1

RTM APl Cal |

Tot al
RTM_ADD : 1
RTM_MOD : 0
RTM DEL : 0
Tot
RTM RE_ENTRY : O

RTM_ADD_FAI L
RTM_RESET
I NVALI D_COST:
PATH_FAI L
MALLOC FAIL :
FI LTER _DENY :

RTM_MOD_FAI L
RTM RESET
I NVALI D_COST:
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RTM next-hop debug commands

This section describes the debug command that displays information about the RTM next hop and
route update.

debug ipv6 rtm nexthop

Syntax: debug ipv6 rtm nexthop

This command enables debugging for the IPv6 nexthop table and displays information about
various next-hop related events. Command output resembles the following example.

Brocade# debug i pv6 rtm nexthop

Aug 9 16:56: 30. 200 RTM5(default-vrf/0): allocate_nh id 1597, got id 1597, path 1
(::, ve 60)

Aug 9 16:56:30.200

RTM6: pack ipv6 nh entry: length of packet 55

Aug 9 16:56:30.200 RTM5(default-vrf/0): pack ipvé nh entry, node 4, id 1597, path
1 (::, ve 60)

Aug 9 16:56:30.200

RTM6: pack ipv6 route entry: |ength of packet 89 and each route size is 34

Aug 9 16:56: 30. 200 RTMB(default-vrf/0): pack ipv6é route 2001: DB8::/64

Aug 9 16:56: 30. 200RTM5(defaul t-vrf/0): pack ipv6 nh entry to standby MP, node 4,
i d65536, path 1

debug ip rtm nexthop

Syntax: debug ip rtm nexthop

This command enables debugging for the IPv4 nexthop table and displays information about
various next-hop related events. Command output resembles the following example.

Brocade# debug ip rtm nexthop

Aug 29 16:24:51. 740 RTM defaul t-vrf/0): allocate_nh id 65535, got id 65537, path 1
(30.1.1.43, eth 2/1)

Aug 29 16:24:51.740 RTM default-vrf/0): pack ip nh entry, node 4, id 65537, path 1
(30.1.1.43, eth 2/1)

Aug 29 16:24:51.840 RTM default-vrf/0): pack ip nh entry to standby MP, node 4, id
65537, path 1
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ACL and QoS Diagnostics

Chapter

In this chapter

ACLs

® Traffic management . ... e
O ROULE M & vttt e e e e e

® Telemetry SOIULIONS . . .ottt e e e e e

This chapter provides diagnostic information for Access Control List (ACL) and Quality of Service

(QoS) environments, including traffic management.

Access Control List (ACL) debug and show commands help users to diagnose and determine the
cause of faults for ACL-related features. For details on Layer 2 ACLs, refer to the Layer 2 ACL

chapter in the Brocade MLX Series and Netlron Family Configuration Guide.

ACL show commands
This section describes the show commands that display ACL information.

show access-list

Syntax: show access-list number | all

This command displays the IPv4 ACLs configured on a Brocade device.
Enter the ACL number for the number variable:

® 1 through 99 for standard ACLs

® 100 through 199 for extended ACLs
Enter all to display information for all ACLs configured on the device.

For a numbered ACL, enter a command similar to the following example.

Brocade# show access-list 99

ACL configuration:

!

Standard | P access list 10
access-list 99 deny host 10.10.10.1
access-list 99 permt any
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show access-list name

Syntax: show access-list name acl-name
The acl-name variable specifies the name of the ACL.

This command displays the named IPv4 ACLs configured on a Brocade device. Command output
resembles the following example.

Brocade# show access-list nane xGWFilter2

Extended I P access list xGWFilter2

0: permt ip host 10.33.44.55 any

1. permt ip any any
When the display-config-format option is configured, the show access-list name command output
resembles the following example

Brocade# show access-list name xGWFilter2

ip access-list extended xGWFilter2
permt vlan 2405 ip host 10.33.44.55 any
permt vlan 3000 ip any any

show access-list accounting brief

Syntax: show access-list accounting brief [I12 | policy-based-routing | rate-limit]

® |2 - Limits the display to Layer 2 ACL accounting information.

® policy-based-routing - Limits the display to policy-based routing accounting information.
® rate-limit - Limits the display to rate limiting ACL accounting information.

If no option is specified, IPv4 ACL accounting statistics are displayed.

To display a brief summary of the number of hits in all ACLs on a device, enter the following

command.

Br ocade# show access-list accounting brief

Col I ecting ACL accounting sumary for VE 1 ... Conpleted successfully.
ACL Accounting Sunmary: (ac = accunul ated since accounting started)
I nt In ACL Total In Hit Qut ACL Total Qut Hit
VE 1 111 473963( 1s)
25540391(1m)
87014178(5m
112554569( ac)

show access-list accounting

Syntax: show access-list accounting [ethernet slotnum/portnum | pos slotnum/portnum | ve
ve-number] [in | out] [I2 | policy-based-routing | rate-limit]

® ethernet slotnum/portnum - Displays a report for an Ethernet interface.

® pos slotnum/portnum - Displays a report for a POS port.

® ve ve-number - Displays a report for the ports that are included in a virtual routing interface.
For example, if ports 1/2, 1/4, and 1/6 are all members of ve 2, the report includes
information for all three ports.

® in - Displays statistics for incoming traffic.

® out - Displays statistics for outgoing traffic.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
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® policy-based-routing - Limits the display to policy-based routing accounting information. This

option is only available for incoming traffic.

® rate-limit - Limits the display to rate limiting ACL accounting information.

This command displays statistics for an interface, as shown in the following example.

Brocade# show access-list accounting ve 1 in
Col l ecting ACL accounting for VE 1
ACL Accounting Information:

I nbound: ACL 111

Conpl et ed successfully.

(1 nin) 12502822

1. deny tcp any any
Hit count: (1 sec) 237000
(5 mn) 87014178  (accum
3: permt ip any any
Hit count: (1 sec) 236961 (1 mn)
(5 min) 0 (accum
0: deny tcp 10.1.1.0 10.0.0.255 10.2.2.0 10.0.0. 255
Hit count: (1 sec) 0 (1 mn)
(5 mn) 0 (accum
2: deny udp any any
Hit count: (1 sec) 0 (1 mn)
(5 mn) 0 (accum

show access-list subnet-broadcast accounting

Syntax: show access-list subnet-broadcast accounting [ethernet slotnum/portnum | pos

slothum/portnum | ve ve-number]

99517000

13037569
13037569

0
0

® ethernet slotnum/portnum - Specifies the Ethernet interface for which you want to display the

accounting information.

® pos slotnum/portnum - Specifies the POS interface for which you want to display the

accounting information.

® ve ve-number - Specifies the VE interface for which you want to display the accounting

information.

This command displays the accounting information for an IP broadcast ACL at the IP interface level,

as shown in the following example.

Brocade# show access-1ist subnet-broadcast accounting ethernet 4/1

Subnet broadcast ACL 120

0: permt udp host 10.10.10.1 host 10.20.20. 255

Hit count: (1 sec) 0 (1 mn)
(5 min) 0 (accum
1: permt tcp host 10.10.10.1 host 10.20.20.255
Hit count: (1 sec) 10 (1 mn)
(5 mn) 0 (accum
2: deny ip any any
Hit count: (1 sec) 0 (1 mn)
(5 mn) 0 (accum

show access-list subnet-broadcast accounting global

Syntax: show access-list subnet-broadcast accounting global

67
67

This command displays the accounting information for an IP broadcast ACL at the global level, as

shown in the following example.

Brocade# show access-1ist subnet-broadcast accounting gl obal
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Subnet broadcast ACL 1

0: permt enabl e-accounting host 10.1.1.2
Hit count: (1 sec) 2 (1 min) 150
(5 mn) 0 (accum 384

show ipv6 access-list

Syntax: show ipv6 access-list

This command displays the IPv6 ACLs configured on a Brocade device. Command output
resembles the following example.

Brocade# show i pv6 access-list Test_v6

i pv6 access-list Test_v6: 2 entries

10: permt ipv6é 2001: DB8::/64 any

20: deny ipv6 any any

When the display-config-format option is configured, the show ipv6 access-ist command output
resembles the following example

Brocade# show i pv6 access-list Test_v6

ip access-list extended Test filterl
permt vlian 112 ip host 10.100.50.1 any
permt vlan 114 udp any eq 2075 any

Clearing ACL statistics

Statistics on the ACL account report can be cleared in the following situations:

®* When a software reload occurs
®*  When the ACL is bound to or unbound from an interface
®* When you enter the clear access-list command

clear access-list

Syntax: clear access-list [all | ethernet slotnum/portnum | pos slotnum/portnum | ve ve-num]

® all - Clears all statistics for all ACLs.
® ethernet slotnum/portnum - Clears statistics for ACLs on an Ethernet port.
® pos slotnum/portnum - Clears statistics for ACLs on a POS port.

® ve ve-num - Clears statistics for all ACLs bound to ports that are members of a virtual routing
interface.

clear access-list subnet-broadcast accounting global

Syntax: clear access-list subnet-broadcast accounting global

This command clears the accounting information for an IP broadcast ACL at the global level.

clear access-list subnet-broadcast accounting

Syntax: clear access-list subnet-broadcast accounting [ethernet slothum/portnum | pos
slothum/portnum | ve ve-number]

This command clears the accounting information for an IP broadcast ACL at the IP interface level.
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The ethernet, pos, and ve keywords specify the interfaces for which you want to clear the
accounting information.

ACL debug commands

This section describes how to use diagnostic debug commands to monitor Layer 2 and Layer 4
ACLs for Brocade Netlron XMR series and Brocade MLX series routers.

NOTE
To save space, date and time stamps have been removed from all output examples.

In most Layer 4 instances, a debug command must be accompanied by a user activity, such as
binding or unbinding an ACL. In a few instances, background activity for Layer 4 ACLs is displayed
simply by enabling the debug function. Many of the debug ACL commands work in conjunction with
related show commands, as described in the examples in this chapter.

debug access-list

Syntax: [no] debug access-list [accounting | ipv4 | ipv6 | 12 | mirror | policy-based-routing |
rate-limit | receive | Isp-out-acl]

® accounting - Displays ACL accounting statistics.

* ipv4 - Displays information about IPv4 ACLs.

® ipv6 - Displays information about IPv6 ACLs.

® |2 - Displays information about Layer 2 ACLs.

® mirror - Displays ACL-based mirroring.

® policy-based-routing - Displays information about policy-based routing activity.
® rate-limit - Displays information about ACL-based rate limiting.

® receive - Displays information about IP receive ACLs.

* Isp-out-acl - Displays information about Label Switched Path (LSP) accounting.

debug access-list accounting

Syntax: [no] debug access-list accounting

This command displays information about inbound or outbound ACL accounting activity. The
following example shows inbound rate limit accounting for port 4/2.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 311
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Brocade# debug access-list accounting

Brocade# show access-list accounting ethernet 4/2 in rate-linmt
RL ACL accounting: retrieve for one interface

RL ACL accounting: retrieve for port 4/2, acl 101, outbound O
RL ACL accounting: retrieve for port 4/2, acl 102, outbound O
RL ACL Accounting Information:

I nbound: ACL 101

0: permit tcp any any

Hit count: (1 sec) 70 (1 min) O (5 mn) O (accum O

1: deny ip any any

Hit count: (1 sec) O (1 min) O(5 mn) O (accum O

ACL 102

0: permit ip 192.168.2.0 10.0.0.255 10.1.1.0 10.0.0. 255

Hit count: (1 sec) O (1 min) O (5 mn) O (accum) O

1: deny ip 192.168.2.0 10.0.0.255 10.1.1.0 10.0.0.255

Ht count: (1 sec) O (1 mn) O (5 mn) O (accum O

2: deny ip any any

Hit count: (1 sec) O (1 min) O (5 mn) O (accum O

debug access-list ipv4

Syntax: [no] debug access-list ipv4

This command generates information about IPv4 access list activity. The following example displays
information about inbound activity for access group 101.

Brocade# debug access-list ipvé

Brocade# ip access-gr 101 in

Bi nd/ Unbi nd ACL: ACL 101, port 4/2, add 1, outbound O

Send | TC ACL bi nd/unbind nessage: ACL_I D=101, nane=, port=121, add=1, dir=in,
mask=

Recei ved | TC ACL bi nd/ unbi nd nessage: ACL type 0, ACL 101, add 1, outbound 0O
COWAND << ip access-group 101 in>>

Generated ACL bi nding command for LP: ip access-group 101 in

debug access-list 12

Syntax: [no] debug accesslist 12

This command generates information about Layer 2 ACL activity, as shown in the following
example, which shows Layer 2 inbound accounting information for interface 4/2.

Brocade# debug access-list 2

Brocade# show access-list accounting ethernet 4/2 in |2

L2 ACL accounting: retrieve for one interface

L2 ACL accounting: retrieve for port 4/2, acl 410, outbound O
Col l ecting L2 ACL accounting for 410 on port 4/2 ... Conpleted successfully.
L2 ACL Accounting |Information:

I nbound: ACL 410

0: permit 0000.0000.0001 0000.00ff.ffff any any

Hit count: (1 sec) 70 (1 min) O (5 mn) O (accum O

1: deny any any any

Ht count: (1 sec) O (1 mn) O (5 mn) O (accun) O

debug access-list policy-based-routing

Syntax: [no] debug access-list policy-based-routing
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This command generates information about access list policy-based routing, as shown in the
following example.

Brocade# debug access-list policy-based-routing

Pol i cy-Based Routing: debugging is on

PBR Routemap refresh timer call back

I Pv6 PBR. next _hop 2001:DB8::1 is resolved to port 1/6(5), VLAN 50, DA
0000. 008c. f f 00

| Pv6 PBR. Routemap i pv6_pbr_map: ipv6 nexthop 2001:DB8::1 - resol ved

| PV6 PBR: Routemap i pv6_pbr_map instance 10 - nunber of nexthops 1

I Pv6 PBR. PPCR 3:1: Update nexthop entries for ipv6_pbr_map

I Pv6 PBR. PPCR 3:1: 3/1: Update nexthop entries for ipv6_pbr_map

| Pv6 PBR. PPCR 3:2: Update nexthop entries for ipv6_pbr_map

debug access-list rate-limit

Syntax: [no] debug access-list rate-limit

This command generates information about rate limiting for IPv4 access lists. To establish a rate
limit for the access group you want to observe, enter commands similar to the following example.

Brocade# debug access-list rate-limt

Brocade# rate-limt in access-group 101 500000000 750000000

Brocade# i p access-gr 101 in

Bi nd/ Unbi nd ACL: ACL 101, port 4/2, add 1, outbound O

Send | TC ACL bi nd/ unbi nd nessage: ACL_ID=101, nane=, port=121, add=1, dir=in, mask=
Recei ved | TC ACL bi nd/ unbi nd nessage: ACL type 0, ACL 101, add 1, outbound O
COWAND << ip access-group 101 in>>

Generated ACL binding command for LP: ip access-group 101 in

ACL-based Rate-Limting: debugging is ON

debug access-list receive generic

Syntax: [no] debug access-list receive generic

This command generates information about generic access list receive activity, as shown in the
following example for access-list 101, sequence 10, which shows an ACL bind/unbind message
being sent and received.

Brocade# debug access-list receive generic
Brocade# ip receive access-list 101 sequence 10
Send | TC Recei ve ACL bi nd/ unbi nd nessage:

ACL ID 101

Sequence num 10

Pol i cy nane

strict acl enabl ed FALSE

add 1
Recei ved | TC Recei ve- ACL bi nd/ unbi nd nessage:
ACL ID 101

Sequence num 10
Pol i cy nane
strict acl enabl ed FALSE
add 1
| P Receive ACL: Set global ACL 101 sequence 10 add 1
| P Receive ACL: Create/update ACL 101
Generated | P Receive ACL binding conmand for LP: ip receive access-Iist
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debug access-list Isp-out-acl

Syntax: [no] debug access-list Isp-out-acl [cam | generic]

® cam - Displays information about LSP CAM programming for IPv4 access lists.
® generic - Displays generic LSP accounting information for IPv4 access lists.
The debug access-list Isp-out-acl cam command output resembles the following example.

Brocade# debug access-list |sp-out-acl cam

LSP out bound ACL CAM PRAM programmi ng: debugging is on

May 02 15:22:15 LSP-QUT-ACL: PPCR 4:1: init CAMentry - ppcr hw port index
0x00000000 outer |abel id 0x00100001

May 02 15:22:15 LSP-OUT-ACL: PPCR 4:1: tunnel vif index 1 egress port id 4/1

May 02 15:22:15 CAM SW CAM i ndex: 0x00017f9d HW CAM i ndex: 0x000c40c4) :

May 02 15:22:15 Dest MAC 0000. 00f 5. de30 (MASK: 0000. 00ff.ffff )
May 02 15:22:15 PTYPE[ 4: 0] 0x00000000 (MASK: 0x00000000)

May 02 15:22:15 PPCR port index 0x00000000 (MASK: 0x0000001f)

May 02 15:22:15 Quter Label ID 0x00100001 (MASK: Ox001fffff)

May 02 15:22:15 I nner Label 1D 0x00000000 (MASK: 0x00000000)

May 02 15:22:15 PRAM 0x001840c4) :

00000001- 00000000- 00000000- 00000000
00000000- 00000000- 00000000- 00000000

May 02 15:22:15 FORWARD PACKET TRUE
USE QOS ID FALSE
Qs ID 0x00000000

May 02 15:22:15 LSP-QUT-ACL: PPCR 4:1: init CAMentry - ppcr hw port index
0x00000000 outer |abel id 0x00100001
May 02 15:22:15 LSP-QUT-ACL: PPCR 4:1: tunnel vif index 1 egress port id 4/1

May 02 15:22:15 CAM SW CAM i ndex: 0x00017f9d HW CAM i ndex: 0x000c40c4) :

May 02 15:22:15 Dest MAC 0000. 00f 5. de30 (MASK: 0000.00ff.ffff )
May 02 15:22:15 PTYPE[ 4: 0] 0x00000000 (MASK: 0x00000000)

May 02 15:22:15 PPCR port index 0x00000000 (MASK: 0x0000001f)

May 02 15:22:15 Quter Label ID 0x00100001 (MASK: Ox001fffff)

May 02 15:22:15 I nner Label ID 0x00000000 (MASK: 0x00000000)

May 02 15:22:15 LSP-QUT-ACL: PPCR 4:1: init CAMentry - ppcr hw port index
0x00000000 outer |abel id 0x00100001
May 02 15:22:15 LSP-OUT-ACL: PPCR 4:1: tunnel vif index 1 egress port id 4/1

May 02 15:22:15 CAM SW CAM i ndex: 0x00017f9d HW CAM i ndex: 0x000c40c4) :

May 02 15:22:15 Dest MAC 0000. 00f 5. de30 (MASK: 0000.00ff.ffff )
May 02 15:22:15 PTYPE[ 4: 0] 0x00000000 (MASK: 0x00000000)

May 02 15:22:15 PPCR port index 0x00000000 (MASK: 0x0000001f)

May 02 15:22:15 Quter Label ID 0x00100001 (MASK: Ox001fffff)

May 02 15:22:15 I nner Label 1D 0x00000000 (MASK: 0x00000000)

May 02 15:22:45 LSP-QUT-ACL: PPCR 4:1: init CAMentry - ppcr hw port index
0x00000000 outer |abel id 0x00100001
May 02 15:22:45 LSP-QUT-ACL: PPCR 4:1: tunnel vif index 1 egress port id 4/1

May 02 15:22:45 CAM SW CAM i ndex: 0x00017f 9e HW CAM i ndex: 0x000c40c?2) :

May 02 15:22:45 Dest MAC 0000. 00f 5. de30 (MASK: 0000.00ff.ffff )
May 02 15:22:45 PTYPE[ 4: 0] 0x00000000 (MASK:  0x00000000)

May 02 15:22:45 PPCR port i ndex 0x00000000 (MASK: 0x0000001f)

May 02 15:22:45 Quter Label 1D 0x00100001 (MASK: 0x001fffff)

May 02 15:22:45 I nner Label 1D 0x00000000 (MASK: 0x00000000)

May 02 15:22:45 PRAM 0x001840c2) :

00000001- 00000000- 00000000- 00000000
00000000- 00000000- 00000000- 00000000

May 02 15:22:45 FORWARD PACKET TRUE
USE QCS I D FALSE
Qs ID 0x00000000
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hw port i ndex

ppcr

index 1 egress port id 4/1
HW CAM i ndex: 0x000c40c?2) :

May 02 15:22:45 LSP-QUT- ACL: PPCR 4:1:
0x00000000 outer |abel id 0x00100001

May 02 15:22:45 LSP-OUT-ACL: PPCR 4:1:

May 02 15:22:45 CAM SW CAM i ndex: 0x00017f 9e
May 02 15:22:45 Dest MAC

May 02 15:22:45 PTYPE[ 4: 0]

May 02 15:22:45 PPCR port index

May 02 15:22:45 Quter Label ID

May 02 15:22:45 I nner Label ID

May 02 15:22:45 LSP-OUT-ACL: PPCR 4:1:
0x00000000 outer |abel id 0x00100001
May 02 15:22:45 LSP-QUT-ACL: PPCR 4: 1:

0000. 00f 5. de30 (MASK: 0000. 0Off.ffff )

0x00000000 (MASK: 0x00000000)
0x00000000 (MASK: 0x0000001f)
0x00100001 (MASK: 0x001fffff)
0x00000000 (MASK: 0x00000000)
init CAMentry - ppcr hw port index
tunnel vif index 1 egress port id 4/1

May 02 15:22:45 CAM SW CAM i ndex: 0x00017f 9e HW CAM i ndex: 0x000c40c?2) :

May 02 15:22:45 Dest MAC 0000. 00f 5. de30 (MASK: 0000.00ff.ffff )
May 02 15:22:45 PTYPE[ 4: 0] 0x00000000 (MASK: 0x00000000)

May 02 15:22:45 PPCR port i ndex 0x00000000 (MASK: 0x0000001f)

May 02 15:22:45 Quter Label 1D 0x00100001 (MASK: 0x001fffff)

May 02 15:22:45 I nner Label 1D 0x00000000 (MASK: 0x00000000)

The debug accessHist Isp-out-acl generic command output resembles the following example.

Brocade# debug access-|i st

| sp-out-acl generic

LSP out bound ACL Ceneric: debugging is on

May 02 15:26:35 LSP-QUT-ACL: delete ACL CAM PRAM entry - tunnel vif index 1
May 02 15:26:35 LSP-QUT-ACL: PPCR 4:1: tnnl vif index 1. delete CAMentry
0x00017f of

May 02 15:26:35 LSP-QUT-ACL: PPCR 4:1: reset accounting entry at index O
May 02 15:26:35 LSP-OUT-ACL: PPCR 4:1: updated hi ghest possible valid accounting
index to O

May 02 15:26:35 LSP-OQUT-ACL: delete ACL CAM PRAM entry - tunnel vif index 1
May 02 15:26:38 LSP-QUT-ACL: nht entry index O change notification

May 02 15:26:38 LSP-QUT-ACL: Schedul ed tiner to update CAM PRAM entri es.

May 02 15:26:38 LSP-QUT-ACL: update |oad-interval to 300

May 02 15:26:38 LSP-QOUT- ACL: add/update ACL CAM PRAM entry for tunnel vif

May 02 15:26: 38 LSP-QUT- ACL:
4294967295 NHT valid index O

i s_bypass_tnnl _pkt 0

index 1
setting BYPASS TUNNEL PKT FLAG TO FALSE bypass_| abel

May 02 15:26:38 LSP-QUT- ACL:
avai | able = 100

May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1:
May 02 15:26:38 LSP-OUT- ACL: PPCR 4:1:
egress port 4/1 => create new entry
May 02 15:26:38 LSP-QUT-ACL: PPCR 4: 1:
May 02 15:26: 38 LSP- QUT- ACL:
to accounting entry O

PPCR 4: 1:

PPCR 4: 1: added tunnel

CAM entries reqd =1 CAMentries

program CAM entries for egress port 4/1
no entry found for tunnel vif index 1

index 0
vif index 1 egres port id 4/1

found free accounting entry at

May 02 15:26:38 LSP-OUT-ACL: PPCR 4:1: updated hi ghest possible valid accounting
index to O

May 02 15:26:38 LSP-QUT-ACL: allocate 60 rate buckets for LSP tunnel vif index 1
May 02 15:26:38 LSP-QUT-ACL: reset HWcounters for tunnel vif index 1

May 02 15:26:38 Created new LSP tunnel vif index 1 entry - add/update outbound

| abel ACL entry

vif index 1

May 02 15:26: 38 LSP-OUT- ACL:
May 02 15:26: 38 LSP-OUT- ACL:
4294967295 NHT valid index O

add/ update ACL CAM PRAM entry for tunnel

setting BYPASS TUNNEL PKT FLAG TO FALSE bypass_| abel

i s_bypass_tnnl _pkt 0

May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: CAMentries reqd =1 CAMentries
avail able = 99
May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: program CAM entries for egress port 4/1
May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: found existing accounting entry 0 for
tunnel vif index 1 egress port 4/1
May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: updated ACL CAM PRAM entry - tunnel vif
i ndex 1
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May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: tunnel vif index 1: update accounting
entry index O

May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: updated hi ghest possible valid accounting
index to O

May 02 15:26:38 LSP-QUT-ACL: Update LSP CAM entries

May 02 15:26:38 LSP-QUT-ACL: tnnl vif index 1 is already progranmed

May 02 15:26:38 LSP-QUT- ACL: add/update ACL CAM PRAM entry for tunnel vif index 1
May 02 15:26:38 LSP-OUT- ACL: setting BYPASS TUNNEL PKT FLAG TO FALSE bypass_| abel
4294967295 NHT valid index 0 is_bypass_tnnl_pkt O

May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: CAMentries reqd =1 CAMentries

avail able = 99

May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: program CAM entries for egress port 4/1
May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: found existing accounting entry 0 for
tunnel vif index 1 egress port 4/1

May 02 15:26:38 LSP-OQUT-ACL: PPCR 4:1: updated ACL CAM PRAM entry - tunnel vif

i ndex 1

May 02 15:26:38 LSP-QUT-ACL: PPCR 4:1: tunnel vif index 1: update accounting
entry index O

May 02 15:26:38 LSP-QOUT- ACL: PPCR 4:1: updated hi ghest possible valid accounting
index to O

May 02 15:26:38 LSP-QUT-ACL: Finished searching for all LSPs to be updated or
pr ogr amed.

debug ipv6 access-list

Syntax: [no] debug ipv6 access-list [error | ipv6 | ipv6-cam | rate-limit | receive | stats]
® error - Displays error information about the IPv6 access list.

* ipv6 - Displays information about the IPv6 access list activity.

® ipv6-cam - Displays CAM information about the IPv6 access list.

® rate-limit - Enables debugging traces for the IPv6 ACL-based rate limiting.

® receive - Enables debugging traces for the IPv6 receive ACLs.

® stats - Displays statistical information about the IPv6 access list.

debug ipv6 access-list error

Syntax: [no] debug ipv6 access-list error
This command generates error information about the IPv6 access list.
Command output resembles the following example.

Brocade# debug i pv6 access-list error

Nov 02 17:01:10: PPCR 2:1: L4_CU ERRNO QUT_COF RESOURCE:

actual _i pv6_in_acl _rule_camsz 3072, MAX | PV6_I N ACL_RULE _CAM SZ 3072

Nov 02 17:05:10: Send L4 status to MP: port id 2/3, acl id 10, acl nanme ipv6-pbr,
msg type 6

debug ipv6 access-list ipv6

Syntax: [no] debug ipv6 access-list ipv6

This command generates information about the IPv6 access list activity. The following example
assumes an IPv6 traffic filter on incoming traffic to a virtual interface abc10.

Command output resembles the following example.
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Brocade# debug i pv6 access-list ipv6

Brocade# ipv6 traffic-filter abclO in

Send | TC ACL bi nd/ unbi nd nessage: ACL_I D=0, nanme=abcl10, port=651, add=1, dir=in,
mask=

Received | TC | Pv6 ACL bi nd/ unbi nd nmessage: ACL type 2, ACL abcl10, add 1, outbound
0

Set I Pv6 ACL abcl0 in internal: port nunber 651, enable 1

COWAND( b) <<ipv6 traffic-filter abclO in>>

debug ipv6 access-list ipv6-cam

Syntax: [no] debug ipv6 access-list ipv6-cam
This command generates CAM information about the IPv6 access list.
Command output resembles the following example.

Brocade# debug i pv6 access-list ipv6-cam

I Pv6: ACL CAM entry debugging is on

Nov 02 17:01:10

PPCR 2:1: port 2/3: |1 Pv6 ACL CAM sharing disabled, hence group id not allocated
Nov 02 17:01:10 PPCR 2:1: |IPv6 inbound ACL CAM entry type 7: ACL v6acl (10) vid
4096 port id 2/3

Nov 02 17:01:10 Src 2001:DBS8::/ffff:ffff:ffff:ffff::

Src port 0x0000/ 0x0000

Dst Y

Dst port 0x0000/ 0x0000

Next Header 0x00/ 0x00

Est 0x0/ 0x0

SYN 0x0/ 0x0

Traffic Cass 0x00/0x00

Goup id 0x00000002/ 0x0000001f

Default VRF 0x00000000/ 0x00000000

VLAN 0x00000000/ 0x00000000
Nov 02 17:01:10 PRAM 0x000000aa) :

001b0200- 04000004- 00000000- 40000003
edb50104- 0000001b- 00000000- 00000000

Nov 02 17:01:10 OUTER_LABEL 0

Nov 02 17:01:10 PUSH_OUTER _LABEL 0
I NNER_LABEL 0
DROP_PRECEDENCE[ 2: 0] O Bit[2]:If 1, force PRAMdrp into packet
PRAM_HVALI D 0x000 HPORT[ 11: 0] Per-port entry valid
DA H GH 0x0104
DA LOW 0x001bedb5
SUPPRESS RPF DRCP 0
REPLACE_DA 1
ENFORCE_TNNL_MTU_CHK O
NEXT_HOP_I NDEX 0
MULTI CAST_VLAN 0
PRAM SFLOW 0

Nov 02 17:01:10 VLAN_I D 0001
REPLACE_VLAN 1
PRAM_ENTRY_TYPE 0
USE_ALT_SRC_PORT 0
MONI TOR 0
CPU 0
DI SCARD | NVLD 0
DI SCARD PACKET 0
USE FI D 1
USE QCS ID 0
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PRAM LVALI D 0x0 LPORT[ 11: 10] Per-port entry valid
Qs 1D 0x000

PRAM LVALI D 0x004 LPORT[ 9: 0] Per-port entry valid
FI D 0x001b

TRUNK ADJUST 0

DI SABLE_QOS_OVERRI DE 0
PRI ORI TY_FORCE 0
PRI ORI TY 0
FORCE_FASTPATH 1
| GNORE_TTL_CHK 0

PBR_VLAN_ PRESERVE 0
USE TGS I D 0
TGS I D 0x000
Nov 02 17:01:10
PPCR 2:1: |Pv6 inbound ACL CAMentry type 7: ACL v6acl (20) vid 4096 port id 2/3
Nov 02 17:01:10 Src 2001:DB8: :/ffff:ffff:ffff . ffff::
Src port 0x0000/ 0x0000
Dst A
Dst port 0x0000/ 0x0000
Next Header 0x00/ 0x00
Est 0x0/ 0x0
SYN 0x0/ 0x0
Traffic Class 0x00/0x00
Goup id 0x00000002/ 0x0000001f
Def aul t VRF 0x00000000/ 0x00000000
VLAN 0x00000000/ 0x00000000
Nov 02 17:01:10 PRAM 0x000000ab) :
001b0200- 04000004- 00000000- 40000003
edb50104- 0000001b- 00000000- 00000000
Nov 02 17:01:10 OUTER_LABEL 0
Nov 02 17:01:10 PUSH_OUTER_LABEL 0
| NNER_LABEL 0
DROP_PRECEDENCE[ 2: 0] O Bit[2]:If 1, force PRAMdrp into packet
PRAM_HVALI D 0x000 HPORT[ 11: 0] Per-port entry valid
DA H GH 0x0104
DA LOW 0x001bedb5
SUPPRESS RPF DROP 0
REPLACE_DA 1
ENFORCE_TNNL_MTU CHK 0
NEXT_HOP_| NDEX 0
MULTI CAST_VLAN 0
PRAM SFLOW 0
Nov 02 17:01:10 VLAN_I D 0001
REPLACE_VLAN 1

PRAM_ENTRY_TYPE 0

USE_ALT_SRC_PORT 0

MONI TOR 0

CPU 0

DI SCARD | NVLD 0

DI SCARD PACKET 0

USE FID 1

USE QCS I D 0

PRAM LVALI D 0x0 LPORT[ 11: 10] Per-port entry valid
Qs ID 0x000

PRAM _LVALI D 0x004 LPORT[9: 0] Per-port entry valid
FID 0x001b

TRUNK ADJUST 0

Dl SABLE_QOS_OVERRI DE 0

PRI ORI TY_FORCE 0

PRI ORI TY 0
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FORCE_FASTPATH 1

| GNORE_TTL_CHK 0
PBR_VLAN_PRESERVE 0

USE TOS I D 0

TOS 1D 0x000

53-1002828-03

Nov 02 17:01:10 PPCR 2:1: port 2/3:
not all ocated

| Pv6 ACL CAM sharing di sabl ed, hence group id

Nov 02 17:01:10
PPCR 2:1: |1Pv6 i nbound ACL CAMentry type 7: ACL v6acl-1(10) vid 4096 port id 2/3
Nov 02 17:01:10 Src 2001:DB8: :/ffff:ffff:ffff:ffff::
Src port 0x0000/ 0x0000
Dst A
Dst port 0x0000/ 0x0000
Next Header 0x00/ 0x00
Est 0x0/ 0x0
SYN 0x0/ 0x0
Traffic Class 0x00/0x00
Goup id 0x00000002/ 0x0000001f
Default VRF 0x00000000/ 0x00000000
VLAN 0x00000000/ 0x00000000
Nov 02 17:01:10 PRAM 0x000000ac) :
06f 00000- 00000004- 00000000- 00000000
00000000- 00000000- 00000000- 00000000
Nov 02 17:01:10 OUTER_LABEL 0
Nov 02 17:01:10 PUSH_QUTER_LABEL 0
| NNER_LABEL 0
DROP_PRECEDENCE[ 2: 0] O Bit[2]:1f 1, force PRAMdrp into packet
PRAM HVALI D 0x000 HPORT[ 11: 0] Per-port entry valid
DA H GH 0x0000
DA LOW 0x00000000
SUPPRESS RPF DROP 0
REPLACE_DA 0
ENFORCE_TNNL_MTU_CHK 0
NEXT_HOP_I| NDEX 0
MULTI CAST_VLAN 0
PRAM SFLOW 0
Nov 02 17:01:10 VLAN_I D 0000
REPLACE_VLAN 0
PRAM _ENTRY_TYPE 0
USE_ALT_SRC_PORT 0
MONI TOR 0
CPU 0
DI SCARD | NVLD 0
DI SCARD PACKET 0
USE FI D 0
USE QOS I D 0
PRAM _LVALI D 0x0 LPORT[ 11: 10] Per-port entry valid
Qs ID 0x000
PRAM LVALI D 0x004 LPORT[9: 0] Per-port entry valid
FI D 0x06f 0
TRUNK ADJUST 0
Dl SABLE_QOS_OVERRIDE 0
PRI ORI TY_FORCE 0
PRI ORI TY 0
FORCE_FASTPATH 0
I GNORE_TTL_CHK 0
PBR_VLAN_PRESERVE 0
USE TGOS ID 0
TGS ID 0x000
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debug ipv6 access-list rate-limit

Syntax: [no] debug ipv6 access-list rate-limit

This command enables debugging for the IPv6 ACL-based rate limiting. Command output
resembles the following example for a configuration flow when the rate limiting feature is enabled.

Brocade# debug i pv6 access-list rate-limt
| Pv6: ACL-based Rate-Limting debugging is on

Dec 17 12:17:22.250 RL: port 4/8: allocate tenp_rl_config
Dec 17 12:17:22.250 RL-ACL: port 4/8: init class_id[0] to RL_INVALI D CLASS
Dec 17 12:17:22.250 rl _| p_xpp_add: rate 195456, mxa_burst 10000
Dec 17 12:17:22.250 rl_| p_xpp_add: cir 20, cbs 1250
Dec 17 12:17:22.250 RL-ACL: port 4/8: set rx acl hw config
Dec 17 12:17:22.250 RL-ACL: port 4/8: ACL rl-perm new class needed = TRUE
Dec 17 12:17:22.250 RL-ACL: port 4/8: MAX | N UNI QUE CLASSES 1024, Use priority for
in RL 1
in_class_pool[3] 35, pri_flag O
rl_config->class_id[0] 4096, next_avail_class 35
Dec 17 12:17:22.275 RL-ACL: port 4/8: ACL rl-permpriority 0x00
init rx class index 35
cir 20
eir 0
mark_val ue 0
Dec 17 12:17:22.275 RL-ACL: , cbs 1250, ebs 0O
Dec 17 12:17:22.275
rl_Ip_set_rx_hwconfig : ppcr =9 class_index = 35 mar_value =0
Dec 17 12:17:22.275 rl _Ip_set_rx_hw config: , cir 20, eir O
Dec 17 12:17:22.275 rl _Ip_set_rx_hw config: , chbs 9240, ebs 9240
Dec 17 12:17:22.275 RL-ACL: port 4/8: rl_config->class_id[] = {35, 1059, 2083,
3107}
Dec 17 12:17:22.275 RL-ACL: port 4/8: Schedul e cal |l back function to update inbound
rule ACL entries
PPCR 4:1: C eaning inbound |Pv6 rule CAM count. ..
Dec 17 12:17:24.275 RL-ACL: PPCR 4:1: add ACL policy in CAM
Dec 17 12:17:24.275 RL-ACL: port 4/1: construct list of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/2: construct |ist of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/3: construct list of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/4: construct list of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/5: construct list of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/5: add ACL policy rl-permin CAM
Dec 17 12:17:24.275 RL-ACL: port 4/5: ACL rl-perm not defined
Dec 17 12:17:24.275 RL-ACL: port 4/6: construct list of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/6: add ACL policy rl-permin CAM
Dec 17 12:17:24.275 RL-ACL: port 4/6: ACL rl-perm not defined
Dec 17 12:17:24.275 RL-ACL: port 4/7: construct list of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/7: add ACL policy rl-permin CAM
Dec 17 12:17:24.275 RL-ACL: port 4/7: ACL rl-perm not defined
Dec 17 12:17:24.275 RL-ACL: port 4/8: construct |ist of unique ACLs
Dec 17 12:17:24.275 added ACL rl-perm VRF 0, count =1
Dec 17 12:17:24.275 RL-ACL: port 4/8: add ACL policy rl-permin CAM
Dec 17 12:17:24.275 RL-ACL: port 4/8: ACL rl-perm not defined
Dec 17 12:17:24.275 RL-ACL: port 4/9: construct |ist of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/10: construct |ist of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/11: construct |ist of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/12: construct |ist of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/13: construct |ist of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/14: construct |ist of unique ACLs
Dec 17 12:17:24.275 RL-ACL: port 4/15: construct |ist of unique ACLs
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Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

17
17
17
17
17
17
17
17
17

12:
12:
12:
12:
12:
12:
12:
12:
12:

17:
17:
17:
17:
17:
17:
17:
17:
17:

24.
24.
24,
24,
24.
24,
24,
24.
24.

275
275
275
275
275
275
275
275
275

RL- ACL
RL- ACL
RL- ACL
RL- ACL
RL- ACL
RL- ACL
RL- ACL
RL- ACL
RL- ACL

debug ipv6 access-list receive

port
port
port
port
port
port
port
port
port

4/ 16:
4/ 17:
4/ 18:
4/ 19:
4/ 20:
4/ 21:
4]/ 22:
4/ 23:
4/ 24:

construct
construct
construct
construct
construct
construct
construct
construct
construct

uni que
uni que
uni que
uni que
uni que
uni que
uni que
uni que
uni que

Syntax: [no] debug ipv6 access-list receive [time | cam | generic | packet]

The following is the sample output from the debug ipv6 access-list receive generic command.

Brocade# debug i pv6 access-|i st

receive generic
Brocade(config)# i pv6 receive access-|ist

bl sequence 10

time - Enables debugging traces for the IPv6 receive ACL binding time.
cam - Enables debugging traces for the IPv6 receive ACL CAM and PRAM programming.

Dec 18 11:51:42.021 Send | TC Recei ve ACL bi nd/ unbi nd nmessage
ACL b1l
Sequence num 10

Pol i cy nane

strict acl

add 1

enabl ed FALSE

ACLs

ACLs
ACLs
ACLs
ACLs
ACLs
ACLs
ACLs
ACLs
ACLs

generic - Enables debugging traces for the IPv6 receive ACL generic events

packet - Enables debugging traces for the IPv6 receive ACL related packet.

Dec 18 11:51:42.021 Received | TC Recei ve- ACL bi nd/ unbi nd nessage
ACL bl
Sequence num 10

Pol i cy nane

strict acl

add 1

enabl ed FALSE

Dec 18 11:51:42.021 | Pv6 Receive ACL: Set gl oba
Dec 18 11:51:42.021 | Pv6 Receive ACL: Create/update ACL bl

Dec 18 11:51:42.021 Generated | Pv6 Receive ACL binding command for LP: ipv6
node 14

receive access-list bl sequence 10

debug ipv6 access-list stats

Syntax: [no] debug ipv6 access-list stats

This command generates statistical information about the IPv6 access lists. In the following
example, with this command enabled, the show ipv6 access-list accounting brief command
generates a brief accounting summary.

7

| Pv6 ACL bl sequence 10 add 1
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Brocade# debug i pv6 access-list stats
Brocade# show i pv6 access-list accouting ethernet 4/2
I Pv6 ACL accounting: interface 122, port id 121
IPv6 ACL accounting: retrieve for port 4/2, acl abcl0, outbound 0O
I Pv6 i nbound ACL accounting: abclO filter fromO, num1l
Col l ecting I Pv6 ACL accounting for 4/2 ... Conpleted successfully.
I Pv6 ACL Accounting |nformation:
I nbound: 1Pv6 ACL abcl0
10: permt tcp any any
Hit count: (1 sec) 99 (1 mn) 1515
(5 min) 0 (accum 1515
Brocade# show i pv6 access-list accounting brief
I Pv6 in/out ACL accounting: retrieve brief information: Max | Pv6 interfaces 1193

Col l ecting I Pv6 ACL accounting summary for 4/2 ... Conpleted successfully.
| Pv6 ACL Accounting Summary: (ac = accunul ated since accounting started)
I nt I'n ACL Total In Hit Qut ACL Total Qut Hit
4/ 2 abc10 99( 1s)
1515(1m
0(5m
1515(ac)

Configuration notes

Do not apply an empty ACL (an ACL ID without any corresponding entries) to an interface. If you
accidentally do this, the software applies the default ACL action (deny all) to the interface and
denies all traffic.

Considerations when implementing ACL CAM sharing

The following considerations apply when implementing the ACL CAM sharing feature:

® [f you enable ACL CAM sharing, ACL statistics will be generated per-packet processor (PPCR)
instead of per-port. If you require per-port granularity statistics for your application, you cannot
use this feature.

® This feature is only applicable for inbound IPv4 ACLs, IPv6 ACLs, VPNv4 ACLs, Layer 2 ACLs,
and global Policy Based Routing (PBR) policies.

® This feature is not applicable for ACL-based rate limiting and interface-level PBR policies.
® This feature cannot be applied to a virtual interface.
®* CAM entry matching within this feature is based on the ACL group ID.

ACL deny logging

Carefully consider the following guidelines before configuring the ACL deny logging feature on your
router:

®* The ACL deny logging feature cannot be used in conjunction with the deny traffic redirection
feature (the ip access-group redirect-deny-to-interf command). If you configure both features
on the same interface, the ACL deny logging feature will take precedence and the deny traffic
redirection will be disabled. Although disabled, deny traffic redirection will still be shown in the
running configuration.

® ACL deny logging is a CPU-based feature. Consequently, to maintain maximum performance,
Brocade recommends that you selectively enable the logging option only on the deny filters
where you are interested in seeing the logs.
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® ACL deny logging generates syslog entries only. No SNMP traps are issued.
®* The ACL deny logging feature is supported for inbound ACLs only.

®*  You can configure the maximum number of ACL session entries using the system-max
session-limit command as described in the Brocade MLX Series and Netlron Family
Configuration Guide.

®* ACL deny logging is applicable only for traffic matching ACL deny clauses. It is not applicable for
traffic matching ACL permit clauses.

Common diagnostic scenarios

® Interrupted policy routing causes severe network problems.

This issue is resolved by upgrading the software version to include the latest patches. It is
recommended that customers always update software to reflect the latest patches and
versions. If you have questions about your software version, contact Brocade Technical
Support for assistance.

®* You need to enable ACL filtering based on VLAN membership or VE port.

Before you can bind an ACL to specific VLAN members on a port, you must first enable support
for the ACL per-port per-VLAN feature. If this feature is not already enabled on your device,
enable it using the following commands.

Brocade(confi g)# enabl e acl -per-port-per-vlan
Brocade(config)# wite nenory
Brocade(config)# exit

®* When an ACL is removed from a port with port mapping (ACL-based rate-limiting) configured,
the Brocade MLX series device stops all traffic on this port.

If you make an ACL configuration change, you must reapply the ACLs to their interfaces for the
change to take effect. An ACL configuration change includes any of the following actions:

- Adding, changing, or removing an ACL or an entry in an ACL
- Changing a PBR policy
- Changing ToS-based QoS mappings

To reapply ACLs following an ACL configuration change, enter the following command at the
global CONFIG level of the CLI:

Brocade(config)# ip rebind-acl all

QoS

Quality of Service (QoS) features prioritize the use of bandwidth in a router. When QoS features are
enabled, traffic is classified as it arrives at the router, and processed on the basis of configured
priorities. Traffic can be dropped, prioritized for guaranteed delivery, or subject to limited delivery
options, depending on how you configure QoS features.

QoS show commands

This section describes the show commands that display QoS information.
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show qos-tos

Syntax: show qos-tos

This command displays QoS and Type of Service (ToS) configuration information, as shown in the
following example.

ospf_r_calc 5 wait 0000d89c 2089ff10 16384 0 0 1
isis_task 5 wait 0000d89c 208a3628 16384 0 0 1
isis_spf 5 wait 0000d89c 208a8f10 16384 0 0 1
ntast 5 wait 0000d89c 208ac628 16384 0 0 1
vrrp 5 wait 0000d89c 208b4628 16384 0 0 1
ripng 5 wait 0000d89c 208b9628 16384 0 0 1
ospf6 5 wait 0000d89c 208c3628 16384 0 0 1
ospf6_rt 5 wait 0000d89c 208c7f08 16384 0 0 1
ncast6 5 wait 0000d89c 208ch628 16384 O 0 1
145 wait 0000d89c 208cf620 16384 O 0 1

stp 5 wait 0000d89c 209a7620 16384 O 0 1

snnp 5 wait 0000d89c 209c3628 32768 O 0 1

rmon 5 wait 0000d89c 209cc628 32768 O 0 1

web 5 wait 0000d89c 209d6628 32768 0 0 1

lacp 5 wait 0000d89c 209da628 16384 0 0 1
dot1x 5 wait 0000d89c 209e0620 16384 0 0 1
hw_access 5 wait 0000d89c 209e6628 16384 0 0 1

DSCP- DSCP map: (dscp =
d2] 0123456789

0] 0123456789

1| 10 11 12 13 14 15 16 17 18 19
2| 20 21 22 23 24 25 26 27 28 29
3] 30 31 32 33 34 35 36 37 38 39
4 | 40 41 42 43 44 45 46 47 48 49
5] 50 51 52 53 54 55 56 57 58 59
6 |

show qos wred

Syntax: show qos wred

This command displays information about Weighted Random Early Detection (WRED), as shown in
the following example.

Brocade# show qos w ed
Qlype Enabl e Aver W MaxQSz DropPrec M nAvgQSz MaxAvgQSz MaxDropProb MaxPkt Sz

0 Yes 9(0.19% 16384 O 5696 16384 2% 16384
1 4864 16384 4% 16384
2 4096 16384 9% 16384
3 3264 16384 10% 16384

1 No

2 No

3 Yes 9(0.19% 16384 O 6528 16384 2% 16384
1 5696 16384 4% 16384
2 4864 16384 9% 16384
3 4096 16384 9% 16384

4 No

5 No

6 No

7 No
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show qos-map binding

Syntax: show qos-map binding slot/port
This command displays the QoS policy maps that are bounded to the specified port.

Brocade# show qos-nmap binding 4/1
gqos pcp encode-policy off
gos exp encode-policy off
gos dscp encode-policy off

show gqos-map binding global

Syntax: show gos-map binding global
This command displays the QoS policy maps that are bind ed globally on the device, as shown in
the following example.

Br ocade# show qos-nmap bi ndi ng gl obal
qos pcp decode-policy default-map
gos pcp encode-policy default-nmap
gos exp decode-policy default-nmap
gos exp encode-policy defaul t-map
gqos dscp decode-policy default-map
gos dscp encode-policy defaul t-map

show qos-map

Syntax: show qos-map [dscp | exp | pcp] decode-map [map-name | all-zero-map | default-map]
This command displays information about the QoS ingress decode policy map configuration.

® dscp - Displays configuration information for the Differentiated Services Code Point (DSCP)
policy map.

® exp - Displays configuration information for the Experimental (EXP) policy map.
® pcp - Displays configuration information for the Priority Code Point (PCP) policy map.
® map-name - Specifies the name of the policy map whose configuration you want to display.

® all-zero-map - Displays the all-zero-map configuration information for the specified ingress
policy map.

* default-map - Displays the default configuration information for the specified ingress policy
map.

The following example displays information about the default PCP decode policy map.

Brocade# show qos-nmap pcp decode-nmap defaul t-map
PCP decode defaul t-map

PCP 0 to priority O drop-precedence O
PCP 1 to priority 1 drop-precedence O
PCP 2 to priority 2 drop-precedence O
PCP 3 to priority 3 drop-precedence O
PCP 4 to priority 4 drop-precedence O
PCP 5 to priority 5 drop-precedence O
PCP 6 to priority 6 drop-precedence O
PCP 7 to priority 7 drop-precedence O

show qos-map

Syntax: show qos-map [dscp | exp | pcp] encode-map [map-name | all-zero-map | default-map]
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This command displays information about the QoS egress encode policy map configuration.

dscp - Displays configuration information for the DSCP policy map.

exp - Displays configuration information for the EXP policy map.

pcp - Displays configuration information for the PCP policy map.

map-name - Specifies the name of the policy map whose configuration you want to display.

all-zero-map - Displays the all-zero-map configuration information for the specified egress
policy map.

default-map - Displays the default configuration information for the specified egress policy
map.

Command output resembles the following example.

Brocade# show qos-nmap dscp encode-nmap test?2
DSCP encode map test2

Priority O drop-precedence O to DSCP 0
Priority O drop-precedence 1 to DSCP 2
Priority O drop-precedence 2 to DSCP 4
Priority O drop-precedence 3 to DSCP 6
Priority 1 drop-precedence O to DSCP 44
Priority 1 drop-precedence 1 to DSCP 44
Priority 1 drop-precedence 2 to DSCP 44
Priority 1 drop-precedence 3 to DSCP 44
Priority 2 drop-precedence 0 to DSCP 20
Priority 2 drop-precedence 1 to DSCP 25
Priority 2 drop-precedence 2 to DSCP 20
Priority 2 drop-precedence 3 to DSCP 20
Priority 3 drop-precedence 0 to DSCP 55
Priority 3 drop-precedence 1 to DSCP 55
Priority 3 drop-precedence 2 to DSCP 55
Priority 3 drop-precedence 3 to DSCP 55
Priority 4 drop-precedence 0 to DSCP 32
Priority 4 drop-precedence 1 to DSCP 34
Priority 4 drop-precedence 2 to DSCP 36
Priority 4 drop-precedence 3 to DSCP 38
Priority 5 drop-precedence 0 to DSCP 54
Priority 5 drop-precedence 1 to DSCP 54
Priority 5 drop-precedence 2 to DSCP 54
Priority 5 drop-precedence 3 to DSCP 54
Priority 6 drop-precedence O to DSCP 48
Priority 6 drop-precedence 1 to DSCP 50
Priority 6 drop-precedence 2 to DSCP 52
Priority 6 drop-precedence 3 to DSCP 54
Priority 7 drop-precedence O to DSCP 27
Priority 7 drop-precedence 1 to DSCP 27
Priority 7 drop-precedence 2 to DSCP 27
Priority 7 drop-precedence 3 to DSCP 27

PCP decode defaul t-map

PCP 0 to priority O drop-precedence O
PCP 1 to priority 1 drop-precedence O
PCP 2 to priority 2 drop-precedence O
PCP 3 to priority 3 drop-precedence O
PCP 4 to priority 4 drop-precedence O
PCP 5 to priority 5 drop-precedence O
PCP 6 to priority 6 drop-precedence O
PCP 7 to priority 7 drop-precedence O
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show qos scheduler

Syntax: show qos scheduler

This command displays the type of QoS scheduler applied at each port. By default strict scheduler

is applied at all the physical ports of the device.

Br ocade# show qos schedul er

Por t | Scheme Type Pri7 Pri6 Pri5 Pri4
------- e T e e -
1/1 strict
1/ 2 wei ght ed Wi ght 100 10 10 10
3/1 strict
3/2 strict
3/3 strict
3/4 strict
4/ 1 wei ght ed Wei ght 100 100 100 1

|
I
I
I
|
I
I
4/2 | weighted Wight 100 100 100 1
|
I
I
I
|
I

4/ 3 strict
4/ 4 strict
4/ 5 strict
4/ 6 strict
a/7 strict
4/ 8 strict

show tm port-mapping

Syntax: show tm port-mapping

This command displays information about the Traffic Manager (TM) port to queue mapping, as

shown in the following example.

Brocade# show t m port - nmappi ng

Maxi mum total TM ports: 1008
Currently used TM ports: 16
Currently available TM ports: 992

show np statistics

Syntax: show np statistics

This command displays the Network Processor (NP) statistics for all the interface modules within a

device.

NOTE
The display has been shortened for brevity.

Brocade# show np statistics
Port 1/1 RX

NP Rx Raw Good Packet = (667856409355)
NP Rx Forward Packet = (667823373386)
NP Rx Di scard Packet = (33035969)

NP Rx M sc Packet = (0)

NP Rx Uni cast Packet = (0)

NP Rx Broadcast Packet = (2)

NP Rx Milticast Packet = (667856409353)
NP Rx Send to TM Packet = (667823373386)
NP Rx Bad Packet = (0)

NP Rx Lookup Unavail abl e = (0)

NP Rx ACL Drop = (0)
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NP Rx Priority 0/1 Drop = (33035968)
NP Rx Priority 2/3 Drop = (1)
NP Rx Priority 4/5 Drop = (0)
NP Rx Priority 6/7 Drop = (0)
NP Rx Suppress RPF Drop = (0)
NP Rx RPF Drop = (0)
NP Rx | Pv4 Packet = (667856409353)
NP Rx | Pv6 Packet = (0)
NP Rx Route-only Drop = (0)
NP Rx | Pv6 Suppress RPF Drop = (0)
NP Rx | Pv6 RPF Drop Count = (0)
NP Rx | Pv4 Byte = (184327873143207)
NP Rx | Pv6 Byte = (0)
NP Rx Rout ed Packet Drop = (0)
Port 1/1 TX
NP Tx Sent to MAC Packet = (10548)
NP Tx Raw Good Packet = (10568)
NP Tx Source Port Supress Drop = (20)
NP Tx Bad Packet Count = (0)
NP Tx Uni cast Packet = (1)
NP Tx Broadcast Packet = (1)
NP Tx Multicast Packet = (10546)
NP Tx Receive fromTM = (10568)
NP Tx ACL Drop = (0)
NP Tx | Pv6 HW Forwarded Packet = (0)
NP Tx | Pv4 Packet = (10546)
NP Tx | Pv6 Packet = (0)
NP Tx | Pv4 Byte = (953896)
NP Tx | Pv6 Byte = (0)
Port 1/2 RX
NP Rx Raw Good Packet = (119)
NP Rx Forward Packet = (119)
NP Rx Di scard Packet = (0)
NP Rx M sc Packet = (0)
NP Rx Uni cast Packet = (0)
NP Rx Broadcast Packet = (4)
NP Rx Multicast Packet = (115)
NP Rx Send to TM Packet = (119)
NP Rx Bad Packet = (0)
NP Rx Lookup Unavai l abl e = (0)
NP Rx ACL Drop = (0)
NP Rx Priority 0/1 Drop = (0)
NP Rx Priority 2/3 Drop = (0)
NP Rx Priority 4/5 Drop = (0)
NP Rx Priority 6/7 Drop = (0)
NP Rx Suppress RPF Drop = (0)
NP Rx RPF Drop = (0)
NP Rx | Pv4 Packet = (115)
NP Rx | Pv6 Packet = (0)
NP Rx Route-only Drop = (0)
NP Rx | Pv6 Suppress RPF Drop = (0)
NP Rx | Pv6 RPF Drop Count = (0)
NP Rx | Pv4 Byte = (9660)
NP Rx | Pv6 Byte = (0)
NP Rx Rout ed Packet Drop = (0)
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show np statistics slot

Syntax: show np statistics slot slotnum
This command displays the NP statistics for a specified slot, as shown in the following example.

Brocade# show np statistics slot 1
Port 1/1 RX

NP Rx Raw Good Packet = (667856409355)
NP Rx Forward Packet = (667823373386)
NP Rx Di scard Packet = (33035969)

NP Rx M sc Packet = (0)

NP Rx Uni cast Packet = (0)

NP Rx Broadcast Packet = (2)

NP Rx Miulticast Packet = (667856409353)
NP Rx Send to TM Packet = (667823373386)
NP Rx Bad Packet = (0)

NP Rx Lookup Unavail abl e = (0)

NP Rx ACL Drop = (0)

NP Rx Priority 0/1 Drop = (33035968)

NP Rx Priority 2/3 Drop = (1)

NP Rx Priority 4/5 Drop = (0)

NP Rx Priority 6/7 Drop = (0)

NP Rx Suppress RPF Drop = (0)

NP Rx RPF Drop = (0)

NP Rx | Pv4 Packet = (667856409353)
NP Rx | Pv6 Packet = (0)

NP Rx Route-only Drop = (0)

NP Rx | Pv6 Suppress RPF Drop = (0)

NP Rx | Pv6 RPF Drop Count = (0)

NP Rx | Pv4 Byte = (184327873143207)
NP Rx | Pv6 Byte = (0)

NP Rx Rout ed Packet Drop = (0)

Port 1/1 TX

NP Tx Sent to MAC Packet = (10548)

NP Tx Raw Good Packet = (10568)

NP Tx Source Port Supress Drop = (20)

NP Tx Bad Packet Count = (0)

NP Tx Uni cast Packet = (1)

NP Tx Broadcast Packet = (1)

NP Tx Multicast Packet = (10546)

NP Tx Receive fromTM = (10568)

NP Tx ACL Drop = (0)

NP Tx | Pv6 HW Forwarded Packet = (0)

NP Tx | Pv4 Packet = (10546)

NP Tx | Pv6 Packet = (0)

NP Tx | Pv4 Byte = (953896)

NP Tx |Pv6 Byte = (0)

Port 1/2 RX

NP Rx Raw Good Packet = (119)

NP Rx Forward Packet = (119)

NP Rx Di scard Packet = (0)

NP Rx M sc Packet = (0)

NP Rx Uni cast Packet = (0)

NP Rx Broadcast Packet = (4)

NP Rx Multicast Packet = (115)

NP Rx Send to TM Packet = (119)

NP Rx Bad Packet = (0)
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NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP

PIXIIIIIIRIRIRIR

Por t

NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP

T
T
Tx
Tx
T
T
Tx
Tx
T
TX
Tx
Tx
T
TX

Lookup Unavai l abl e
ACL Drop

Priority 0/1 Drop
Priority 2/3 Drop
Priority 4/5 Drop
Priority 6/7 Drop
Suppress RPF Drop
RPF Drop

| Pv4 Packet

| Pv6 Packet

Rout e-only Drop

| Pv6 Suppress RPF Drop

| Pv6 RPF Drop Count
| Pv4 Byte
| Pv6 Byte
Rout ed Packet Drop

1/2 TX

Sent to MAC Packet
Raw Good Packet

Source Port Supress Drop

Bad Packet Count
Uni cast Packet
Br oadcast Packet
Mul ti cast Packet
Receive from T™M
ACL Drop

| Pv6 HW Forwar ded Packet

| Pv4 Packet
| Pv6 Packet
| Pv4 Byte
| Pv6 Byte

show np statistics ethernet

(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(115)
(0)
(0)
(0)
(0)
(9660)
(0)
(0)

(644213434074)
(644215594740)
(0)

(0)

(4)

(3)
(644213434067)
(644215594740)
(0)

(0)
(644213434067)
(0)
(177802905908772)

(0)

Syntax: show np statistics ethernet slot/port

This command displays the NP statistics for the specified Ethernet interface.

Brocade# show np statistics ethernet 1/1

Port 1/1 RX

NP Rx Raw Good Packet
NP Rx Forward Packet

NP Rx Di scard Packet

NP Rx M sc Packet

NP Rx Uni cast Packet

NP Rx Broadcast Packet
NP Rx Multicast Packet
NP Rx Send to TM Packet
NP Rx Bad Packet

NP Rx Lookup Unavail abl e
NP Rx ACL Drop

NP Rx Priority 0/1 Drop
NP Rx Priority 2/3 Drop
NP Rx Priority 4/5 Drop
NP Rx Priority 6/7 Drop
NP Rx Suppress RPF Drop
NP Rx RPF Drop

NP Rx | Pv4 Packet

NP Rx | Pv6 Packet

(667856409355)
(667823373386)
(33035969)

(0)

(0)

(2)
(667856409353)
(667823373386)
(0)

(0)

(0)

(33035968)

(1)

(0)

(0)

(0)

(0)
(667856409353)
(0)
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NP
NP
NP
NP
NP
NP

FIIPIR

Por t

NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP

Traffic management 7

Rout e-only Drop

| Pv6 Suppress RPF Drop
| Pv6 RPF Drop Count

| Pv4 Byte

| Pv6 Byte

Rout ed Packet Drop

(0)
(0)
(0)
(184327873143207)
(0)
(0)

1/1 TX

Sent to MAC Packet

Raw Good Packet

Source Port Supress Drop
Bad Packet Count

Uni cast Packet

Br oadcast Packet

Mul ti cast Packet

Receive from T™M

ACL Drop

| Pv6 HW Forwar ded Packet
| Pv4 Packet

| Pv6 Packet

| Pv4 Byte

| Pv6 Byte

(10548)
(10568)
(20)
(0)

(1)

(1)
(10546)
(10568)
(0)

(0)
(10546)
(0)
(953896)
(0)

QoS debug commands

There are no debug commands specific to QoS.

Configuration notes

You cannot use advanced ToS-based QoS and other Layer 4 features, such as the following
features:

IPv4 ACLs and IPv4 ACL-based rate limiting

Layer 2 ACLs and Layer 2 ACL-based rate limiting

PBR

VLAN ID and Inner VLAN ID translation on the same interface

QoS mappings are globally configurable and apply to all interfaces.

To place a QoS mapping change into effect, you must enter the ip rebind-acl all command at
the global CONFIG level of the CLI after making the mapping change. This applies to mappings
that are configured using the qos-tos map command.

Because excess traffic is buffered, rate shaping must be used with caution. In general, it is not
advisable to rate shape delay-sensitive traffic.

Traffic management

Traffic management show commands

The following sections describe the show commands you can use to display traffic management
information.
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show tm statistics

Syntax: show tm statistics

This command displays all traffic manager statistics for the port groups that belong to each traffic
manager, as shown in the following example.

Brocade# show tm statistics
--------- Ports 2/1 - 2/20 ---------
I ngress Counters:

Total Ingress Pkt Count: 464418
EnQue Pkt Count: 464418
EnQue Byte Count: 51904240
DeQue Pkt Count: 464418
DeQue Byte Count: 51904240
Tot al Que Di scard Pkt Count: 0

Total Que Discard Byte Count: 0

O dest Discard Pkt Count: 0

O dest Discard Byte Count: 0

Egress Counters:

EnQue Pkt Count: 701812
EnQue Byte Count: 78785888
Di scard Pkt Count: 0

Di scard Byte Count: 0

--------- Ports 4/1 - 4/20 ---------
I ngress Counters:

Total Ingress Pkt Count:

EnQue Pkt Count:

EnQue Byte Count:

DeQue Pkt Count:

DeQue Byte Count:

Tot al Que Di scard Pkt Count:

Tot al Que Discard Byte Count:

O dest Discard Pkt Count:

O dest Discard Byte Count:
Egress Counters:

EnQue Pkt Count:

EnQue Byte Count:

Di scard Pkt Count:

Di scard Byte Count:

[eNeoNolNoNoNoNoNoNo)

[eNeoNeoNo]

NOTE
The byte counts displayed from the show tm statistics command incorporate proprietary internal
headers of various lengths.

show tm statistics ethernet

Syntax: show tm statistics ethernet slotnum/portnum

This command displays traffic manager statistics for a specified Ethernet port group (identified by a
slot and port within the group), as shown in the following example.
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Brocade# show tm statistics ethernet 2/1
--------- Ports 2/1 - 2/20 ---------
I ngress Counters:

Total Ingress Pkt Count:

EnQue Pkt Count:

EnQue Byte Count:

DeQue Pkt Count:

DeQue Byte Count:

Tot al Que Di scard Pkt Count:

Total Que Di scard Byte Count:

O dest Discard Pkt Count:

O dest Discard Byte Count:
Egress Counters:

EnQue Pkt Count:

EnQue Byte Count:

Di scard Pkt Count:

Di scard Byte Count:

show tm statistics slot

Syntax: show tm statistics slot slotnum

This command displays all traffic manager statistics for an interface module identified by slot

number, as shown in the following example.

Brocade# show tm statistics slot 4
--------- Ports 4/1 - 4/20 ---------
I ngress Counters:

Total |ngress Pkt Count:

EnQue Pkt Count:

EnQue Byte Count:

DeQue Pkt Count:

DeQue Byte Count:

Tot al Que Di scard Pkt Count:

Total Que Discard Byte Count:

O dest Discard Pkt Count:

O dest Discard Byte Count:
Egress Counters:

EnQue Pkt Count:

EnQue Byte Count:

Di scard Pkt Count:

Di scard Byte Count:

Clearing traffic management statistics

You can clear traffic management statistics selectively for a specified port group, an interface

Traffic management

464454
464454
51907696
464454
51907696
0

0
0
0

701866
78791072
0

0

[eNeoNolNoNoNoNoNoNo)

[eNeoNeNo]

7

module, or for an entire Brocade Netlron XMR series and Brocade MLX series router using the clear

tm statistics command.

clear tm statistics

Syntax: clear tm statistics [ethernet slotnum/portnum | slot slotnum]

* ethernet slotnum/portnum - Clears traffic manager statistics for a specific Ethernet interface.

® slot slothum - Clears traffic manager statistics for a specific interface module.
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Route map

334

Configuration notes

* Atraffic manager contains a specific number of ports depending on the interface module.
Specifying a particular port and slot gathers statistics for all ports that belong to the same port
group.

®* The Brocade device classifies packets into one of eight internal priorities. Traffic scheduling
allows you to selectively forward traffic according to the forwarding queue that is mapped to
one of the following schemes:

- Strict priority-based scheduling - This scheme guarantees that higher-priority traffic is
always serviced before lower-priority traffic. The disadvantage of strict priority-based
scheduling is that lower-priority traffic can be starved of any access.

- WFQ weight-based traffic scheduling - With Weighted Fair Queuing (WFQ)
destination-based scheduling enabled, some weight-based bandwidth is allocated to all
queues. With this scheme, the configured weight distribution is guaranteed across all
traffic leaving an egress port, and an input port is guaranteed allocation in relationship to
the configured weight distribution.

- Mixed strict priority and weight-based scheduling - This scheme provides a mixture of
strict priority for the three highest-priority queues and WFQ for the remaining priority
queues.

A route map is a named set of match conditions and parameter settings that the Brocade device
can use to modify route attributes and control redistribution of the routes. Route maps contain
match statements and set statements. Each route map contains a permit or deny action for routes
that match the match statements.

You can use the PBR route map feature to match the IP information based on the ACLs and set
routing information in the IP traffic.

Route map show commands
This section describes the show commands that display route map information.

show pbr route-map

Syntax: show pbr route-map map-name
The map-name parameter specifies the name of the route map.

This command checks and displays whether the route map definitions are properly synchronized to
the LP. Command output resembles the following example.

Brocade# show pbr route-map ipv6-pbr

Rout emap i pv6-pbr: (next-hop-1sp defined = 0, next-hop-ip-tunnel defined = 0)
route-map i pv6-pbr pernmt 10

mat ch i pv6 address v6acl

set ipv6 next-hop 2001:DB8::1

set ipv6 next-hop 2001:DBS8::1

route-map i pv6-pbr pernmit 20

match i pv6 address v6acl-1

set ipv6 next-hop 2001:DBS8::1
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show route-map

Syntax: show route-map [map-name | binding map-name]
® map-name - Specifies the name of the route map.
® binding - Specifies the interface binding definitions.

This command checks and displays whether the route map and interface binding are properly
synchronized to the LP.

Command output resembles the following example.

Brocade# show route-map binding ipv6-pbr
I Pv6 Bi ndings of ipv6-pbr : 2/3

Telemetry solutions

Telemetry solutions provides for logical grouping of related route map instances and information
related to them, such as interface to which the route maps are bound to, current output port or
VLAN, and ACLs bound to the route map instances.

Telemetry solutions show commands

This section describes the show commands that display information related to route map
instances.

show telemetry rule-name

Syntax: show telemetry [detail] rule-name name
[detail] - Displays detailed information about each rule name.
name - Specifies the rule name for which you want to display the route map information.

This command displays information related to route map instances that are either bound or not
bound to an interface.

If a rule name is not bound to an interface, the command output resembles the following example.

Brocade# show tel enetry rul e-nane
Paths with leading * are configured but disabled, entries with + are for |Pv6

Rout e- map ACL CQut put Qut put
Nane | nput Pol i cy Mat ch VLAN Port(s)/IP
*exanpl e N A testl test2 N A N A
*defaul t-rul enane N A exanpl e test2 N A N A

If a rule name configured on a route map is bound to an interface, the command output resembles
the following example.

Brocade# show tel enetry rul e-nane
Paths with leading * are configured but disabled, entries with + are for |Pv6

Rout e- map ACL CQut put Qut put
Nane | nput Pol i cy Mat ch VLAN Port(s)/IP
exanpl e 2/1 testl test2 9/9
defaul t-rul enamre 2/2 exanpl e test2

The show telemetry detail rule-name command displays detailed information about all the
configured rule names, as shown in the following example.
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Brocade# show tel enetry detail rul e-nanme
Rul e nanme: exanple

Input: IPv4 - 2/1

Route-map Policy: testl

I Pv4 ACL match: test2

Qutput: IPv4 - 9/9 9/17 10/1 10/9

Rul e nane: default-rul enane

Input: IPv4 - 2/2

Rout e-map Pol icy: exanple

I Pv4 ACL match: test2

Qut put :

The show telemetry rule-name name command displays information about the specified rule
name, as shown in the following example.

Brocade# show tel enetry rul e-nane exanpl e
Paths with leading * are configured but disabled, entries with + are for |Pv6

Rout e- map ACL Cut put Qut put
Nane | nput Pol i cy Mat ch VLAN Port(s)/IP
exanpl e 2/1 testl test?2 9/9

The show telemetry detail rule-name name command displays detailed information about the
specified rule name, as shown in the following example.

Brocade# show tel enetry detail rule-name exanple
Rul e nane: exanple

Input: IPv4 - 2/1

Route-map Policy: testl

IPv4 ACL match: test2

Qutput: IPv4 - 9/9 9/17 10/1 10/9
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Multicast Diagnostics 8

In this chapter

® P mMuUlticasting . . ..ot e 337
® VMR . e 337
®IGMP V2 and V3. . o 342
O MURICASTE. o vttt e e 348
O MDD . e 353
®*PIMDM and PIM SM . . ..o e 357
O MDD . e 369

This chapter provides diagnostic information about IP multicast environments on Brocade Netlron
XMR series and Brocade MLX series routers.

IP multicasting

Multicast protocols allow a group or channel to be accessed over different networks by multiple
stations (clients) for the receipt and transmission of multicast data.

Brocade devices support two multicast routing protocols—Distance Vector Multicast Routing
Protocol (DVMRP) and Protocol-Independent Multicast (PIM) protocol along with the Internet Group
Management Protocol (IGMP).

PIM and DVMRP are broadcast and pruning multicast protocols that deliver IP multicast datagrams.
DVMRP and PIM build a different multicast tree for each source and destination host group.

DVMRP

Brocade devices provide multicast routing with the Distance Vector Multicast Routing Protocol
(DVMRP). DVMRP uses IGMP to manage the IP multicast groups.

DVMRP is a broadcast and pruning multicast protocol that delivers IP multicast datagrams to
intended receivers. The receiver registers the interested groups using IGMP. DVMRP builds a
multicast delivery tree with the sender forming the root. Initially, multicast datagrams are delivered
to all nodes on the tree. Those leaves that do not have any group members send prune messages
to the upstream router, noting the absence of a group. The upstream router maintains a prune
state for this group for the given sender. A prune state is aged out after a given configurable
interval, allowing multicasts to resume.
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DVMRP show commands

You can use show commands to display the following DVMRP information:

®* DVMRP group information

®* DVMRP interface information

®* DVMRP multicast cache information
®* DVMRP neighbor information

® DVMRP active prune information

® Available multicast resources

® |P multicast route information

® Active multicast traffic information

show ip mcache

Syntax: show ip mcache

This command displays information about the DVMRP multicast cache, as shown in the following
example.

Brocade# show i p ntache

Total 2 entries

1 (10.2.1.2, 226.1.1.1) in v20 (e2/2)
L3 (HW 1: e2/4(VL40)
fast=1 sl ow=0 | eaf =0 prun=0 frag=0 tag=0 tnnl =0 swL.2=0 hwiL2=0 swRepl =0
age=0 fid: 8012,

2 (10.1.1.2, 225.1.1.1) in v10 (e2/1)
L3 (HW 1: e2/3(VL30)
fast=1 sl ow=0 | eaf =0 prun=0 frag=0 tag=0 tnnl =0 swL.2=0 hwiL2=0 swRepl =0
age=0 fid: 8011,

Total nunber of ntache entries 2

show ip dvmrp group
Syntax: show ip dvmrp group
This command displays information about DVMRP groups, as shown in the following example.

Brocade# show i p dvnrp group
Total nunber of groups: 2

1 Goup 225.1.1.1 Ports
G oup nenber at e2/3: v30
2 Goup 226.1.1.1 Ports

Group nenber at e2/4: v40

show ip dvmrp interface

Syntax: show ip dvmrp interface
This command displays DVMRP interface information, as shown in the following example.

Brocade# show i p dvnrp interface
Interface e5/2

TTL Threshol d: 1, Enabled, Querier
Local Address: 10.5.1.1
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DR itself
Nei ghbor :

10.5.1.2
Interface e8/1
TTL Threshol d: 1, Enabled, Querier
Local Address: 10.8.1.1
DR itself
Interface v10
TTL Threshol d: 1, Enabled, Querier
Local Address: 10.1.1.1 logical Vid=1
DR itself
Interface v20
TTL Threshol d: 1, Enabled, Querier
Local Address: 10.2.1.1 logical Vid=2
DR itself
Interface v30
TTL Threshol d: 1, Enabled, Querier
Local Address: 10.3.1.1 |ogical Vid=3
DR itself
Interface v40
TTL Threshol d: 1, Enabled, Querier
Local Address: 10.4.1.1 |ogical Vid=4
DR itself

show ip dvmrp nbr

Syntax: show ip dvmrp nbr

This command displays information about DVMRP neighbors, as shown in the following example.

Br ocade# show i p dvnrp nbr
Por t Phy_p Nei ghbor Genld Age UpTi ne
e5/2 eb/2 10.5.1.2 00000000 170 440

show ip dvmrp prune

Syntax: show ip dvmrp prune

This command displays DVMRP prune information, as shown in the following example.

Brocade# show i p dvnrp prune

Port Sour ceNet G oup Nobr Age
sec

e5/2 10.2.1.2 226.1.1.1 10.5.1.1 60

e5/2 10.1.1.2 225.1.1.1 10.5.1.1 60

show ip dvmrp resource

Syntax: show ip dvmrp resource

This command displays information about available multicast resources, as shown in the following
example.
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Brocade# show i p dvnrp resource
al | ocat ed in-use available allo-fail wup-limta
DVVRP rout e 2048 13 2035 0 2048
route interface 2048 13 2035 0 8192
NBR |i st 128 1 127 0 1874
prune |ist 64 2 62 0 256
graft list 64 0 64 0 256
ncache 128 2 126 0 4096
ntache hash |ink 547 2 545 0 no-limt
graft if no ntache 197 0 197 0 no-limt
| GWP group 256 2 254 0 2048
pimdvmintf. group 256 2 254 0 no-limt
pi m dvm gl obal group 256 2 254 0 4096
HWreplic vlan 2000 4 1996 0 no-limt
HWreplic port 1024 2 1022 0 no-limt
show ip dvmrp route
Syntax: show ip dvmrp route
This command displays IP multicast route information, as shown in the following example.
Brocade# show ip dvnrp route
P: Parent M Metric
Total Routes=1
Sour ceNet Mask Gat eway P M
10.1.0.0 10.255.0.0 * v153 1
Int v153 phy_p el1/36 nbr 10.1. 1.2 age=0 NOT downstream
show ip dvmrp traffic
Syntax: show ip dvmrp traffic
This command displays active multicast traffic information, as shown in the following example.
Brocade# show ip dvnrp traffic
Por t Pr obe G aft Prune
[ Rx Tx Dscrd] [Rx Tx Dscrd] [Rx Tx Dscrd]
eb/ 2 111 112 0 0 0 0 9 0 1
e8/ 1 0 220 0 0 0 0 0 0 0
v10 0 211 0 0 0 0 0 0 0
v20 0 210 0 0 0 0 0 0 0
Total 111 1718 0 0 0 0 9 0 1
| GWP Statistics:
Total Discard/ chksum 0/0
DVMRP debug commands
This section describes the debug commands used for monitoring the DVMRP environment.
debug ip pim-dvmrp
Syntax: [no] debug ip pim-dvmrp [add-del-oif | bootstrap | clear | event | group | ipc | join-prune
| level | nbr-change | route-change | show | source | vlan-id | vpls-id]
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* add-del-oif - Displays multicast cache (mcache) additions or deletions.

® bootstrap - Displays bootstrap messages in detail.

® clear - Clears PIM-DVMRP debug settings.

® event - Displays information about infrastructure events and callback handling.
® group - Displays activity for a specific group.

® ipc - Displays information about IPC messages between the management processor and a line
processor.

® join-prune - Displays information about join or prune messages.

® level - Sets the level of debug information from 1 through 3 (3 generates the most detailed
information).

®* nbr-change - Displays information about neighbor port changes.

® route-change - Displays information about route change events.

® show - Shows PIM-DVMRP debug settings.

® source - Displays information about multicast traffic from a specific source.
® vlan-id - Displays information about a specified VLAN.

® vpls-id - Displays information about a specific VPLS ID.

debug ip pim-dvmrp add-del-oif

Syntax: [no] debug ip pim-dvmrp add-del-oif [stack]

This command monitors and displays instances of multicast cache activity, such as outbound
interface (OIF) additions or deletions. When the stack option is selected, this command also
generates a stack trace of the add or delete event. Command output is similar to the following
example.

Brocade# debug ip pi mdvnrp add-del -oif
Added oif v10, e2/1 to (10.10.10.2, 224.225.0.1) entry
This example indicates that VLAN 10 on port €2/1 has been added to the OIF table for the

multicast stream (10.10.10.2, 224.225.0.1).
debug ip pim-dvmrp clear

Syntax: [no] debug ip pim-dvmrp clear

This command clears all PIM-DVMRP debug settings.
debug ip pim-dvmrp ipc

Syntax: [no] debug ip pim-dvmrp ipc

This command displays IPC messages between the management processor and a line processor.
Output is similar to the following example, which Indicates a line processor notification has been
enabled for the stream (10.10.10.1, 224.255.0.1). This stream originates from port e2/1 on VLAN
10.

Brocade# debug ip pi mdvnrp ipc
receive slave nessages S G CREAT_NOTIF, entry (10.10.10.1, 224.255.0.1)intf v10,
e2/1
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debug ip pim-dvmrp join-prune

Syntax: [no] debug ip pim-dvmrp join-prune

This command displays information about join or prune activity. Command output resembles the
following example.

Brocade# debug i p pi mdvnrp join-prune

PI MDM Rx Joi n/ Prune from 10.30.30.1, on intf v10, e2/1. RPF Addr 10.20.20.1. ToME 1
This example indicates that a join or prune message has been received from 10.30.30.1, on
Ethernet port 2/1, VLAN 10 for RPF Address 10.20.20.1. TOME means this message must be
processed.

debug ip pim-dvmrp level

Syntax: [no] debug ip pim-dvmrp level num

This command sets the level of detail for debug output. Levels range from O through 3, with 3 being
the most detailed. The following levels are currently supported:

®* O-Receive input or send output messages

® 1 -Process control message
debug ip pim-dvmrp nbr-change

Syntax: [no] debug ip pim-dvmrp nbr-change

This command displays information about neighbor port changes. Command output resembles the
following example.

Brocade# debug i p pi mdvnrp nbr-change
nbr 10.30.30.1 phy change frome2/1 to e3/1

This output indicates that neighbor 10.30.30.1 has changed from port e2/1 to port €3/1.

debug ip pim-dvmrp show

Syntax: [no] debug ip pim-dvmrp show
This command displays current debug settings for PIM-DVMRP.

Brocade# debug i p pi mdvnrp show
debug ip pimis enabl ed

IGMP V2 and V3

342

The Internet Group Management Protocol (IGMP) allows an IPv4 system to communicate IP
multicast group membership information to its neighboring routers. The routers in turn limit the
multicast of IP packets with multicast destination addresses to only those interfaces on the router
that are identified as IP multicast group members.

In IGMP V2, when a router sends a query to the interfaces, the clients on the interfaces respond
with a membership report of multicast groups to the router. The router can then send traffic to
these groups, regardless of the traffic source. When an interface no longer needs to receive traffic
from a group, it sends a leave message to the router, which in turn sends a group-specific query to
that interface to see if any other clients on the same interface are still active.
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IGMP V3 provides selective filtering of traffic based on traffic source. A router running IGMP V3
sends queries to every multicast-enabled interface at the specified interval. These general queries
determine if any interface wants to receive traffic from the router.

IGMP show commands

This section describes the show commands that display IGMP information.
show ip igmp group

Syntax: show ip igmp [vrf vrf-name] group [group-address [detail] [tracking]]

* vrf vrf-name - Specifies that you want to display IGMP group information for the VRF specified.

® group-address - Displays a report for a specific multicast group. Omit the group-address
parameter for a report for all multicast groups.

® detail - Displays the source list of the multicast group.
® tracking - Displays information on interfaces that have tracking enabled.

This command displays the status of all IGMP multicast groups on a device, as shown in the
following example.

Br ocade# show i p ignp group
Total 2 entries

| dx Group Address Por t I ntf Mbde Timer Srcs
R I TN RSy Homm - Ho-mm o - S Ho-ma - +- - - -
1 232.0.0.1 e6/ 2 v30 i nclude 0 7
2 226.0.0.1 e6/2 v30 exclude 240 2
e6/ 3 e6/ 3 i nclude 0 3

Total nunber of groups 2
show ip igmp group detail

Syntax: show ip igmp group group-address detail

This command displays the status of a specific IGMP multicast group, as shown in the following
example.

Brocade# show ip ignp group 239.0.0.1 detail
Total 2 entries

1 226.0.0.1 e6/ 2 v30 excl ude 218 2
S: 10.40.40.12
S: 10.40.40.11

S: 10. 40. 40. 10

S: 10.40.40.2 (Age: 218)
S: 10. 40.40.3 (Age: 218)

226.0.0.1 e6/ 3 e6/ 3 i ncl ude 0 3
S: 10.30.30.3 (Age: 165)
S: 10.30.30.2 (Age: 165)
S: 10.30.30.1 (Age: 165)
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show ip igmp group tracking

Syntax: show ip igmp group group-address tracking

If tracking and fast leave are enabled, you can display the list of clients that belong to a particular

group by entering a command similar to the one in the following example.

Brocade# show ip ignp group 224.1.10.1 tracking

Total 2 entries

110.0.0.1 e6/2 v30
S: 10. 40. 40. 12
S: 10.40.40.11
S: 10.40.40.10

excl ude 253 3

S: 10.40.40.2 (Age: 253)

C. 10.10.10.1 (Age: 253)
S: 10.40.40.3 (Age: 253)

C. 10.10.10.1 (Age: 253)
10.0.0.1 e6/3 e6/ 3 i ncl ude 0 3
S: 10.30.30.3 (Age: 196)

C 10.2.0.1 (Age: 196)
S: 10.30.30.2 (Age: 196)

C 10.2.0.1 (Age: 196)
S: 10.30.30.1 (Age: 196)

C 10.2.0.1 (Age: 196)

show ip igmp static

Syntax: show ip igmp [vrf vrf-name] static
This command displays information about IGMP static memberships.

The vrf parameter with the vrf-name variable displays IGMP static information for a specified VRF.

Brocade# show ip ignp static

Group Address Interface Port List
________________ e
229.1.0.12 4/ 1 ethe 4/1
229.1.0.13 4/1 ethe 4/1
229.1.0.14 4/1 ethe 4/1
229.1.0.92 4/ 1 ethe 4/1

show ip igmp interface

Syntax: show ip igmp [vrf vrf-name] interface [ethernet slotnum/portnum | pos slotnum/portnum
| ve num]

* vrf vrf-name - Displays IGMP interface information for the VRF specified by the vrf-name
variable.

® ethernet slotnum/portnum - Displays information for a specific Ethernet interface.
® pos slotnum/portnum - Displays information for a specific POS interface.

® ve num - Displays information for a specific virtual routing interface.
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This command displays the status of a multicast enabled port, as shown in the following example.

Brocade# show ip ignp interface

--------- S T T T T IR TSy
Intf/Port| Goups| Version |Querier |  Timer |VIRtr|V2Rtr| Tracking
| | Cper  Cfg| [OQr GenQ | |
--------- S
v200 2 2 - Di sabl ed
e2/ 15 2 - Self 0 59 No No
e2/1 2 - Sel f 0 59 No Yes
el/5 2 - Self (MCT-BI k) 0 40 No No

show ip igmp traffic

Syntax: show ip igmp [vrf vrf-name] traffic
The vrf parameter with the vrf-name variable displays IGMP traffic information for a specific VRF.

This command displays the traffic status on each virtual routing interface, as shown in the
following example.

Brocade# show ip ignp traffic
Recv QyV2 QyV3 GQy GSQy MrV2 MorV3 Leave IsIN |IsgEX TolN ToEX ALLOW BLK

v5 29 0 0 0 0 0 0 0 0 0 0 0 0
v18 15 0 0 0 0 30 0 60 0 0 0 0 0
v110 0 0 0 0 0 97 0 142 37 2 2 3 2
Send QyVl QyV2 QyV3 GQy GSQvy
v5 0 2 0 0 0
v18 0 0 30 30 0
v110 0 0 30 44 11

show ip igmp settings

Syntax: show ip igmp [vrf vrf-name] settings

The vrf parameter with the vrf-name variable displays IGMP setting information for a specific VRF.
This command displays global IGMP settings or IGMP settings for a specific VRF. Global IGMP
settings are shown in the following example.

Brocade# show ip ignp settings
| GW d obal Configuration

Query Interval : 125s
Configured Query Interval : 125s
Max Response Ti nme : 10s
G oup Menmbership Tinme . 260s
Configured Version 2
Qperating Version 2

Clearing the IGMP group membership table
To clear the IGMP group membership table, enter the following command.
clear ip igmp cache

Syntax: clear ip igmp [vrf vrf-name] cache
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This command clears the IGMP membership for the default router instance or for a specified VRF.
Use the vrf option with the vrf-name variable to clear the traffic information for a specific VRF
instance.

Clearing IGMP traffic statistics

To clear statistics for IGMP traffic, enter the following command.
clear ip igmp traffic

Syntax: clear ip igmp [vrf vrf-name] traffic

This command clears all the multicast traffic information on all interfaces on the device.

Use the vrf option to clear the traffic information for a VRF instance specified by the vrf-name
variable. This option became available in version 03.5.00 of the Multi-Service IronWare software.

Clearing IGMP group flows
To clear all the IGMP flows, enter the following command at the Privileged EXEC level of the CLI.

clear ip multicast all

Syntax: clear ip multicast all

IGMP debug commands
This section describes the debug commands used for monitoring the IGMP environment.
debug ip igmp

Syntax: [no] debug ip igmp

This command generates information about IGMP activity, including IGMP membership queries,
membership responses, and the conversion of IGMP V2 to IGMP V3 through DNS lookup.
Command output resembles the following example.

Brocade# debug ip ignp
| GW. RCV: Type Query Port 0/0 PktlLen 8. G pAddr
| GWP. RCV: Type Query Port 1/1 PktlLen 8. G pAddr

10. 28.172. 53

0.0.0.0 Src
0.0.0.0 Src: 10.28.172.110

debug ip igmp protocol query

Syntax: debug ip igmp protocol query

This command displays information about the Internet Group Management Protocol (IGMP) query
suppression state on the Cluster Client Edge Ports (CCEPs). Command output resembles the
following example.

Brocade# debug ip ignmp protocol query

Jul 2 04:55:37.273 IGW.VRFO: [ Port 2/15,v200 ] Sent General Query version 2
using src 10.2.2.1

Jul 2 04:56:03.273 IGW. VRFO: [ Port 1/5,v200 ] Ski pped General Query on CCEP
port
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debug ip vrf

Syntax: [no] debug ip vrf

This command generates information about synchronization of VRF routing information to line
cards, similar to the following example, which shows a download request from the line card to start
the tree download for VRF 1.

Brocade# debug ip vrf
RTM (vrf): Processing tree download for vrf 1

Configuration notes

® Each of the multicast protocols uses IGMP. IGMP is automatically enabled on an interface
when you configure PIM or DVMRP on an interface, and is disabled on the interface if you
disable PIM or DVMRP on the interface.

®* |GMP V3 does not support static IGMP group members.
® Static IGMP groups are supported only in Layer 3 mode.

® Because VLANs are not VRF-aware, any changes to the default VLAN or tagged port moves is
counted by all VRFs in existence at the time, including the default VRF.

Common diagnostic scenarios

* With flow-control and IGMP enabled, performance is considerably slower than expected.

This issue is resolved by upgrading the software version to include the latest patches. It is
recommended that customers always update software to reflect the latest patches and
versions. If you have questions about your software version, contact Brocade Technical
Support for assistance.

® Sporadic difficulty in accessing the Web management console.

This issue is resolved by upgrading the software version to reflect the latest patches and
versions, and disabling the following IGMP settings:

no ip i gnp snoopi ng
no ip ignp snoopi ng querier

® Even though multicast function is not configured, LP and MP CPU usage is high when the
Brocade Netlron XMR device receives a large number of invalid IGMP packets.

The following solutions are proposed to avoid this issue:

-  Enter the following commands to deny IGMP packets:

Brocade# ip receive access-list 100 sequence 5

Brocade# access-list 100 deny ignp any any

Brocade# access-list 100 permt ip any any

Control packets can be flooded to the router and cause high CPU because the CPU must
process these packets. Brocade Netlron XMR series and Brocade MLX series devices use
IP receive ACL (firewall) to filter these packets.

- Enter the following commands to deny any IP fragment packets and prevent excessive LP
and MP CPU usage:

Brocade# ip receive access-list 100 sequence 5
Brocade# access-list 100 deny ip any any fragnent
Brocade# access-list 100 permt ip any any
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The router will bind this ACL to all interfaces.

When you enable IP multicast traffic reduction, you also can configure the following features:

* |GMP mode - When you enable IP multicast traffic reduction, the device passively listens for
IGMP Group Membership reports by default. If the multicast domain does not have a router to
send IGMP queries to elicit these Group Membership reports, you can enable the device to
actively send the IGMP queries.

®* Query interval - The query interval specifies how often the device sends Group Membership
queries. This query interval applies only to the active IGMP mode. The default is 60 seconds.
You can change the interval to a value from 10 through 600 seconds.

® Ageinterval - The age interval specifies how long an IGMP group can remain in the IGMP group
table without the device receiving a Group Membership report for the group. If the age interval
expires before the device receives another Group Membership report for the group, the device
removes the entry from the table. The default is 140 seconds. You can change the interval to a
value from 10 through 1220 seconds.

Furthermore, when you enable IP multicast traffic reduction, the device forwards all IP multicast
traffic by default, but you can enable the device to do the following:

®* Forward IP multicast traffic only for groups for which the device has received a Group
Membership report.

® Drop traffic for all other groups.

NOTE
If the “route-only” feature is enabled on the Brocade device, then IP multicast traffic reduction

will not be supported. This feature is also not supported on the default VLAN of the Brocade
device.

To verify that IP multicast traffic reduction is enabled, enter the show ip multicast command at any
level of the CLI.

Multicast show commands

This section describes the show commands that display multicast information.

show ip multicast

Syntax: show ip multicast

This command displays IP multicast traffic reduction information, as shown in the following
example.
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Brocade# show i p nulticast
IP multicast is enabled - Passive
| P pi mem snooping i s enabl ed

VLAN | D 23

Active 10.10.10.10 Report ports: 1/1 7/1
Report FI D 0X0400

Nurmber of Multicast Goups: 2

1 Group: 225.1.0.291
| GW report ports
Mapped mac address : 0100. 5e01. 001d Fi d: 0x041b
PIM2*G join ports : 1/1

2 Group: 225.1.0.24
| GWP report ports : 4/48
Mapped nmac address : 0100. 5e01. 0018 Fi d: O0x041a
PIM/2*G join ports : 1/1

show ip multicast pimsm-snooping

Syntax: show ip multicast pimsm-snooping
This command displays PIM SM information, as shown in the following example.

Brocade# show i p nmulticast pimsm snooping
Pl MSM snoopi ng i s enabl ed
VLAN I D 100
Pl MSM nei ghbor i st:
10.31.31.4 : 12/2 expires 142 s
10.31.31.13 : 10/7 expires 136 s
10.31.31.2 : 3/1 expires 172 s
Nunber of Multicast Goups: 2
1 G oup: 239.255.162.4 Num SG 4
Forwarding ports : 3/1 12/2
PIM/2 *Gjoin ports : 3/1 12/2

1 Source: (10.165.165.165, 10/7) FI D 0x0bb3
SGjoin ports: 12/2 10/7

2 Source: (10.161.161.161, 10/7) FID 0x0bb2
SGjoin ports: 12/2 3/1

3 Source: (10.158.158.158, 10/7) FID 0x0Obbl
SGjoin ports: 12/2 3/1

4 Source: (10.170.170.170, 10/7) FID OxObaf

SGjoin ports: 3/1 10/7
(S, G age 0 s
2 G oup: 239.255.163.2 Num SG 1
Forwardi ng ports : 10/7 12/2
PIM/2 *Gjoin ports : 10/7 12/2
1 Source: (10.165.165.165, 3/1) FID 0xObb5
SGjoin ports: 12/2 10/7

show ip multicast statistics

Syntax: show ip multicast statistics

8

This command displays IP multicast statistics, as shown in the following example, which shows

statistics for two port-based VLANSs.
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Brocade# show ip nulticast statistics
IP multicast is enabled - Passive

VLAN ID 1

Reports Recei ved: 34
Leaves Recei ved: 21
General Queries Received: 60
Group Specific Queries Received: 2
O hers Recei ved: 0
CGeneral Queries Sent: 0
Group Specific Queries Sent: 0
VLAN I D 2

Reports Recei ved: 0
Leaves Recei ved: 0
Ceneral Queries Received: 60
Group Specific Queries Received: 2
O hers Recei ved: 0
General Queries Sent: 0
Group Specific Queries Sent: 0

Multicast debug commands

This section describes the debug commands that generate multicast information.

debug [ip | ipv6] multicast add-del-oif

Syntax: debug [ip | ipv6] multicast add-del-oif
®* ip- Displays debug information for IPv4 multicast.
® ipv6 - Displays debug information for IPv6 multicast.

This command displays information about addition or deletion of the outgoing interfaces (OIFs) to
or from the mcache entry.

Brocade# debug i pv6 nulticast add-del-oif
L2MCASTV6. MLD. ADD_DEL: | 2ntast_| 2mdb_process_port_down

debug [ip | ipv6] multicast error

Syntax: debug [ip | ipv6] multicast error

®* ip - Displays debug information for IPv4 multicast.
® ipv6 - Displays debug information for IPv6 multicast.
This command displays information about any kind of unexpected error.

Brocade# debug ip nulticast error
L2MCASTV4. | GW. ERR: Rx packet has invalid checksum Dropping packet

debug [ip | ipv6] multicast events

Syntax: debug [ip | ipv6] multicast events

®* ip- Displays debug information for IPv4 multicast.
® ipv6 - Displays debug information for IPv6 multicast.
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This command displays information about system events such as VRF changes, interface changes,
and so on.

Brocade# debug ip nulticast events

L2MCAST | GWV4: | 2ntast _ntt_itc_process_ndup_nessage - Received ndup with dest-ip
10.0.0.1 from peer

L2MCASTV4: | 2ntast _ntt_recei ve_i gnp_m d_packet - Received packet from
MDUP_MSG_FROM CCEP for dest-ip 10.0.0.1 on VLAN 21

debug [ip | ipv6] multicast ipc

Syntax: debug [ip | ipv6] multicast ipc
®* ip - Displays debug information for IPv4 multicast.
® ipv6 - Displays debug information for IPv6 multicast.

This command displays debug information about the IPC messages communicated between the
MP and the LP.

Brocade# debug ipv6 nulticast ipc
L2MCASTV6. MLD. | PC: ngnt _send_enabl e_di sabl e

debug [ip | ipv6] multicast protocol

Syntax: debug [ip | ipv6] multicast protocol
®* ip- Displays debug information for IPv4 multicast.
® ipv6 - Displays debug information for IPv6 multicast.

This command displays information related to the processing and handling of multicast query or
reports.

Brocade# debug i p nmulticast protocol
L2MCASTV4. | GWP: | 2ntast _process_i gnpv3_m dv2_report
L2MCASTV4. | GW: Received | GWV2 report for group 10.0.0.1 from 8/ 4 on vlan 21

Clearing IP multicast statistics

To clear IP multicast statistics on a device, enter the following command at the Privileged EXEC
level of the CLI.

clear ip multicast

Syntax: clear ip multicast [all | group group-id]

® all - Clears the learned flows for all groups.

® group group-id - Clears the flows for the specified group, but does not clear the flows for other
groups.

This command resets statistics counters to zero for all the statistics displayed by the show ip
multicast statistics command.

The following example shows IGMP flows information listed by the show ip multicast command,
followed by removal of the information by the clear ip multicast all command.
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Brocade# show ip multicast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13

Miul ti cast Group: 239.255.162.5, Port: 4/4 4/13
Miul ti cast Group: 239.255.162.4, Port: 4/10 4/13

Brocade# clear ip nulticast all

Brocade# show ip multicast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13

To clear the learned IGMP flows for a specific IP multicast group, use the clear ip multicast group

command.

The following example shows how to clear the IGMP flows for a specific group and retain reports for

other groups.

Brocade# show i p nulticast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13

Mul ticast Group: 239.255.162.5, Port: 4/4 4/13
Mul ticast Group: 239.255.162.4, Port: 4/10 4/13

Brocade# clear ip nulticast group 239.255.162.5
Brocade# show i p nmulticast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13

Mul ticast Goup: 239.255.162.4, Port: 4/10 4/13

Configuration notes

You must enter the ip multicast-routing command before changing the global IP multicast
parameters. Otherwise, the changes do not take effect and the software uses the default values.

Also, entering no ip multicast-routing will reset all parameters to their default values.

Common diagnostic scenarios

® Multicast is not working.

VLANs and route-only will not work together. Removing the route-only setting eliminates the

problem.

®* Multicast packets are not being transferred between two Brocade MLX series devices.

The two Brocade MLX series devices have network address overlap. The problem is resolved

when the network address of one of the devices is changed.
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MSDP

The Multicast Source Discovery Protocol (MSDP) is used by Protocol-Independent Multicast (PIM)
Sparse routers to exchange routing information for PIM Sparse multicast groups across PIM Sparse
domains. Routers running MSDP can discover PIM Sparse sources that are in other PIM Sparse
domains.

MSDP show commands

You can display the following MSDP information using show commands:

® Summary information - The IP addresses of the peers, the state of the Brocade device’s MSDP
session with each peer, and statistics for Keepalive, Source Active, and Notification messages
sent to and received from each of the peers.

® Peer information - The IP address of the peer, along with detailed MSDP and TCP statistics.
® Source Active cache entries - The Source Active messages cached by the router.

show ip msdp summary

Syntax: show ip msdp summary
This command displays summary MSDP information, as shown in the following example.
Brocade# show i p nsdp summary

MSDP Peer Status Summary
KA: Keepal i ve SA: Source-Active NOT: Notification

Peer Address State KA SA NOT
I'n Qut I'n Qut I'n Qut
10. 251. 17. 30 ESTABLI SH 3 3 0 640 0 0
10. 251. 17. 41 ESTABLI SH 0 3 651 0 0 0

show ip msdp peer

Syntax: show ip msdp peer
This command displays MSDP peer information, as shown in the following example.

Brocade# show i p nmsdp peer

Total nunmber of MSDP Peers: 2

| P Address State
1 10. 251.17. 30 ESTABLI SHED
Keep Alive Tine Hold Tine
60 90
Message Sent Message Recei ved
Keep Alive 2 3
Noti fications 0 0
Sour ce- Acti ve 0 640

Last Connection Reset Reason: Reason Unknown

Noti fication Message Error Code Received: Unspecified

Noti fication Message Error SubCode Received: Not Applicable
Noti fication Message Error Code Transm tted: Unspecified

Noti fication Message Error SubCode Transmitted: Not Applicable
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TCP Connection state: ESTABLI SHED
Local host: 10.251.17.29, Local Port: 8270
Renote host: 10.251.17.30, Renote Port: 639

| Sent Seq: 16927 SendNext: 685654 Tot UnAck: 0
SendWhd: 16384 Tot Sent : 668727 ReTrans: 1
| RevSeq: 45252428 RcvNext: 45252438 RcvWhd: 16384
Tot al Rev: 10 RecvQue: 0 SendQue: 0

show ip msdp sa-cache

Syntax: show ip msdp sa-cache

This command displays multiple copies of the same Source Active (SA) entries originating from
different Rendezvous Points (RPs) in a sorted order. Command output resembles the following
example.

Brocade# show i p nsdp sa-cache
Total of 10 SA cache entries

I ndex RP address ( Sour ce, G oup) Oig Peer Age/ Upt i me

1 10.4.4.4 (10. 200. 200. 100, 227.1.1.1) 10.4.4. 4 32 /00: 14: 07
2 10.5.5.5 (10. 200. 200. 100, 227.1.1.1) 172.168. 2.2 39 /00: 14: 07
3 10.6.6.6 (10. 200. 200. 100, 227.1.1.1) 172.168. 2.2 39 /00: 14: 05
4 10.7.7.7 (10. 200. 200. 100, 227.1.1.1) 172.168. 2. 2 39 /00: 13: 39
5 10.4.4.4 (10. 200. 200. 100, 227.1.1. 2) 10.4.4. 4 32 /00: 14: 07
6 10.5.5.5 (10. 200. 200. 100, 227. 1. 1. 2) 172.168.2.2 39 /00: 14: 07
7 10.6.6.6 (10. 200. 200. 100, 227. 1. 1. 2) 172.168. 2.2 39 /00: 14: 05
8 10.7.7.7 (10. 200. 200. 100, 227.1.1.2) 172.168. 2. 2 39 /00: 13: 39
9 10.4.4.4 (10. 200. 200. 100, 227. 1. 1. 3) 10.4.4. 4 32 /00: 14: 07
10 10.5.5.5 (10. 200. 200. 100, 227. 1. 1. 3) 172.168.2.2 39 /00: 14: 07

Total nunber of matching entries: 10

show ip msdp debug

Syntax: show ip msdp debug

This command displays information about internal MSDP activity, such as the number of peers,
timer settings, internal clock ticks, and Source Active (SA) cache memory pool data. Command
output resembles the following example.

Br ocade# show i p nsdp debug

[BEG N] MSDP Debug Info

Oper is On

Max # of peers 1, # of peers 1

Srvr P 0.0.0.0, socklnit Yes

Oig-id 0/1/0/0.0.0.0, SAfilter-orig No, orig-rmap ""/00000000

entry-per-ticks 3200, adv-int 60, adv-entry-per-tick 35, state-ticks 533, start-

of fset 10

SA agetine 6, Holddown 75, KA 60, hold-tinmer 90, conn-rety 30

SA Cache nmenory Pool |nformation:

pool : 25da9600, unit_size: 24, initial_nunber: 256, upper_limt:32000
total _nunber: 256, allocated_nunber: 10, alloc_failure O
flag: 0, pool _index:1, avail _data: 25ef60f0

[ END] MSDP Debug Info

MSDP debug commands

This section describes the debug commands that generate MSDP information.
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debug ip msdp

Syntax: [no] debug ip msdp [alarms | events | message]

® alarms - Displays information about MSDP alarms.

® events - Displays information about MSDP events.

®* message - Displays information about MSDP messages.

The debug ip msdp command generates information about Multicast Source Discovery Protocol
(MSDP) alarms, events, and messages.

debug ip msdp alarms

Syntax: [no] debug ip msdp alarms

This command generates information about MSDP RX processing errors, such as invalid headers or
incomplete or truncated information, errors during transmission of SA advertisement transmission,
(for example, buffer unavailability), and peer connection socket errors and notification messages.
Command output resembles the following example.

Brocade# debug ip nsdp al arns
MSDP:  al arns debugging is on
MBDP: S=xxxxxxXx P=0 I nitiate Transport Connection to MSDP peer

debug ip msdp events

Syntax: [no] debug ip msdp events

This command tracks originating SA advertisements, major peer events, and peer keepalive timer
events. Command output resembles the following example.

Brocade# debug i p nsdp events
MSDP: events debugging is on
MSDP: 192.1.1.2: Process START event, local = 10.1.1.2

MSDP: 10.1.1.2: TCP Connection to Renpte Peer is Open

MSDP: 10.1.1.2: MSDP-TCP Connection opened

MSDP: 10.1.1.2: TCP_OPEN DONE, State 4

MSDP: 10.1.1.2: Oiginating SA

MSDP: 10.1.1.2: TX Keep Alive tiner expired, send keep alive to peer
MSDP: 10.1.1.2: Originating SA

MSDP: 10.1.1.2: TX Keep Alive tiner expired, send keep alive to peer

debug ip msdp message

Syntax: [no] debug ip msdp message

This command generates information (including message contents) about MSDP messages
received, transmitted, and forwarded, and flag errors in MSDP messages. Command output
resembles the following example.
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Brocade# debug i p nsdp nessage
MSDP: 192.1.1.2: Xmt SA
RP 10.1.1.1, SA count 10

(10.1.2.10,226.1.1.1) (10.1.2.10,226.1.1.2)
(10.1.2.10,226.1.1.3) (10.1.2.10,226.1.1.4)
(10.1.2.10,226.1.1.5) (10.1.2.10,226.1.1.6)
(10.1.2.10,226.1.1.7) (10.1.2.10,226.1.1.8)
MSDP: 10.1.1.2: State=4, Rcv SA

RP 2.2.2.2, SA count 10
(10.2.2.10,225.1.1.1) (10.2.2.10,225.1.1.2)
(10.2.2.10,225.1.1.3) (10.2.2.10,225.1.1.4)
(10.2.2.10,225.1.1.5) (10.2.2.10,225.1.1.6)
(10.2.2.10,225.1.1.7) (10.2.2.10,225.1.1.8)

MSDP: 10.1.1.2: State=4, Rcv KA

Clearing MSDP information

You can clear the following MSDP information:

® Peer information
® Source Active cache entries
® MSDP statistics

To clear MSDP peer information, enter the clear ip msdp peer command at the Privileged EXEC
level of the CLI.

clear ip msdp peer

Syntax: clear ip msdp peer ip-addr

This command displays a message to indicate when the connection has been successfully closed.
To clear all the peers, omit the ip-addr variable from the command.

To clear the Source Active cache, enter the clear ip msdp sa-cache command at the Privileged
EXEC level of the CLI.

clear ip msdp sa-cache

Syntax: clear ip msdp sa-cache ip-addr

This command clears all of the cache entries. Use the ip-addr variable to clear only the entries
matching either a source or a group.

To clear MSDP statistics, enter the clear ip msdp statistics command at the Privileged EXEC level of
the CLI.

clear ip msdp statistics

Syntax: clear ip msdp statistics ip-addr

This command clears statistics for all the peers. To clear statistics for a specific peer, enter the
peer’s IP address using the ip-addr variable.

Configuration notes

® MSDP depends on BGP and Multiprotocol BGP (MBGP) for inter-domain operations.
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®* Routers that run MSDP usually also run BGP. The source address used by the MSDP router is
normally configured to be the same source address used by BGP.

® For MSDP mesh groups, on each device that will be part of the mesh group, there must be a
mesh group definition for all the peers in the mesh group.

® [|tisrecommended that you use the connect-source loopback num parameter when issuing the
msdp-peer command. If you do not use this parameter, the Brocade device uses the outgoing
interface’s IP address. You must also make sure the IP address of the connect-source
loopback parameter is the source IP address used by the PIM-RP, and the BGP router.

Common diagnostic scenarios

® High CPU usage with MSDP traffic between two peers.
This issue can be resolved by resetting both peers.

®* PIM SM Multicast packets are not being successfully transmitted.

A device downstream has multicast passive and PIM snooping enabled. Once PIM snooping is
disabled on the downstream device, and added on MBGP links, the problem is resolved.

®* Unable to remove an MSDP peer.

This issue is resolved by upgrading the software version to reflect the latest patches and
versions.

PIM DM and PIM SM

Protocol-Independent Multicast (PIM) helps to simplify the complexity of the routing protocol. PIM is
similar to DVMRP in that PIM builds source-routed multicast delivery trees and employs reverse
path check when forwarding multicast packets.

There are two PIM modes: Dense and Sparse. The Dense Mode (DM) is suitable for densely
populated multicast groups, primarily in the LAN environment. The Sparse Mode (SM) is suitable for
sparsely populated multicast groups with the focus on WAN.

The Brocade device supports PIM DM V1 and V2. The default is V2. You can specify the version on
an individual interface basis.

The primary difference between PIM DM V1 and V2 is the methods the protocols use for
messaging:
® PIM DM V1 - Uses the IGMP to send messages.

* PIM DM V2 - Sends messages to the multicast address 224.0.0.13 (ALL-PIM-ROUTERS) with
protocol number 103.

The CLI commands for configuring and managing PIM DM are the same for V1 and V2. The only
difference is the command you use to enable the protocol on an interface.

NOTE

If you want to continue to use PIM DM V1 on an interface, you must change the version, and then
save the configuration. However, this does not mean you can run different PIM versions on devices
that are connected to each other. The devices must run the same version of PIM. To connect a
Brocade device running PIM to a device that is running PIM V1, you must change the PIM version on
the Brocade device to V1 (or change the version on the device to V2, if supported).
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PIM DM and PIM SM show commands

The following section describes show commands you can use to display PIM DM and PIM SM
information.

show ip pim counter mct

Syntax: show ip pim counter mct

This command displays statistics and error counters for the Multicast MAC Database Update
Protocol (MDUP) channel between the Multi-Chassis Trunking (MCT) Peers. Command output
resembles the following example.

Brocade# show i p pi mcounter ntt
Mul ticast MCT Statistics for |Pv4 (DN):
Messages assenbled into the send buffer 0
Messages processed out of the recv buffer: 0
Segnents sent successfully to TCP 0
Segnents failed to be accepted by TCP 0
Segnents assenbed into the receive buffer: 0
Messages dropped because (size > 1500) 0
Messages dropped because it won't fit into available space in send buffer
Segnents dropped because it won't fit into avail able space in receive buffer:
Recei ved nessages dropped because of cluster-id m smatch :
Recei ved nessages dropped because the peer was not recogni zed
Recei ved nessages dropped because cluster not active
Recei ved nessages dropped because MCT VLAN unrecogni zed
Recei ved nessages dropped because of bad nessage type
Recei ved nessages dropped because of bad checksum
Recei ved bytes ski pped because of sync or checksumerrors

[eNeoNeoNololoNoNoNe)

show ip pim counter nsr

Syntax: show ip pim counter nsr

This command displays Multicast NSR-related status counters from the management processor.
Command output resembles the following example.

Brocade# show i p pi mcounter nsr
Mcache sync (entity id: 203)
pack: 1078
unpack: O
ack: 1078
RPset sync (entity id: 201)
pack: 3
unpack: O
ack: 3
BSR status (entity id: 202)
pack: 3
unpack: O
ack: 3

show ip pim counter

Syntax: show ip pim counter

This command displays the PIM counters from the line processor, as shown in the following
example.

Brocade# show i p pi mcounter
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For war d:
Packets : 41649 Regsters: O

Dr ops:
RPF-Fail: 0 No-RP 0 IfMsntch: O
O FEmpty: O Invldlf 0 TTLXpire: O
NoFwEntr: O TrkMove : 0 Port Move: 0O
NoCause : O FwentrFl: O ResFai | 0
SSMNoEnt: 0

| PC.
MCCreate: O MCFirDta: 8000 SGAgeCut: 4000
Regi ster: 0 WeFirDta: O SGAbvThr: 4000
W ongl f 0
NoSGFDta: O

| SSU.

MWI D Save: BufferFull (0); Num Travrse(4000); Num Savd(4000); Num MVI D( 1)
MI D Restore: Num Travrse(4000); Num Rest (4000) ; Num MI D( 1)

MI D Restore: Invalid MID(O); InvalidNunO f(0); WID Resrv Fail (0)

CAM Restore: Total CAMs(4000); Uni que CAMs(4000); I nv. VRF(O0);

I nv. fwd. entry(0); Dup. CAM 0)

show ip pim neighbor
Syntax: show ip pim neighbor

This command displays PIM neighbor states, as shown in the following example.

Brocade# show i p pi m nei ghbor

-------- T T Jyuppupup S
Por t PhyPort Nei ghbor Hol dtinme Age  UpTine VRF Prio
sec sec
-------- S
el/ 22 el/ 22 10.5.1.1 105 0 00: 04: 40 defaul t-vrf 1
v46 e3/ 4 10.5.1.1 105 10 00: 04: 30 defaul t-vrf 1
v59 el/1l 10.10.10.1 105 0 00: 04: 40 default-vrf 1
v67 el/l 10.3. 1.1 105 0 00: 04: 40 default-vrf 1
v420 el/l 10. 100. 100. 1 105 0 00: 04: 40 defaul t-vrf 1

show ip pim sparse

Syntax: show ip pim sparse

This command displays global PIM SM configuration information, as shown in the following
example.

Brocade# show i p pi m sparse
A obal PI'M Sparse Mode Settings

Hel l o interval . 30 Nei ghbor ti meout . 105
Bootstrap Msg interval: 60 Candi dat e- RP Advertisenent interval: 60
Joi n/ Prune interval : 60 SPT Threshol d 1

I nactivity interval . 180

SSM Enabl ed: Yes
SSM Group Range: 226.0.0.0/8

--------- Ty T
I nterface| Local | Mode| Ver| Desi gnat ed Router | TTL
| Addr ess | | | Address Port | Thresh
--------- T TSy T
e6/3 10.2.0.10 SM V2 Itself 1
e6/4 10.3.0.10 SM V2 Itself 1
v30 10.10. 10. 10 SM V2 Itself 1
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show ip pim group

Syntax: show ip pim group

This command displays PIM group configuration information, as shown in the following example.

Brocade# show i p pi m group

Total nunber of Groups: 2
I ndex 1 Group 239.255.162.1 Ports e3/11

show ip pim bsr

Syntax: show ip pim bsr

This command displays PIM bootstrap router (BSR) information, as shown in the following example.

Brocade# show ip pim bsr

Pl M2 Bootstrap information

This systemis the el ected Bootstrap Router (BSR)
BSR address: 10.95.7.1
Uptinme: 00:33:52, BSR priority: 5, Hash nmask length: 32
Next bootstrap message in 00:00: 20

Next Candi dat e- RP-advertisenent in 00:00: 10
RP: 10.95.7.1
group prefixes:
224.0.0.0/ 4
Candi dat e- RP- adverti senent period: 60
This example shows information for a router that has been elected as the BSR. The following

example shows information for a router that is not the BSR. Note that some fields shown in the first
example do not appear in the second example.

Brocade# show i p pim bsr

BSR addr ess 10.95.7.1

Pl M2 Bootstrap information
BSR priority =5

show ip pim rp-candidate

Syntax: show ip pim rp-candidate

This command displays candidate RP information, as shown in the following example.
Brocade# show i p pi mrp-candidate

Next Candi dat e- RP-advertisenent in 00:00: 10
RP: 10.95.7.1
group prefixes:
224.0.0.0 / 4

Candi dat e- RP- adverti senment period: 60
This example shows information displayed on a candidate RP router. The following example shows
the message displayed for a non-candidate RP router.

Brocade# show i p pi mrp-candidate
This systemis not a Candi date-RP.
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show ip pim rp-map

Syntax: show ip pim rp-map

This command displays RP-to-group mappings, as shown in the following example.

Brocade# show i p pi mrp-mp
Nunber of group-to-RP nmappings: 6

Group address RP address
1 239.255.163.1 10.99.99.5
2 239.255.163.2 10.99.99.5
3 239.255.163.3 10.99.99.5
4 239.255.162.1 10.99.99.5
5 239.255.162.2 10.43.43.1
6 239.255.162.3 10.99.99.5

show ip pim rp-hash

Syntax: show ip pim rp-hash group-address

The group-address parameter is the address of a PIM Sparse IP multicast group.

This command displays RP hash information for a PIM Sparse group (identified by the
group-address variable), as shown in the following example.

Brocade# show i p pi mrp-hash 239.255.162.1

RP: 10.95.7.1, v2
Info source: 10.95.7.1, via bootstrap

show ip pim rp-set

Syntax: show ip pim rp-set

To display the RP set list, enter this command at any CLI level.

Br ocade# show i p pi mrp-set

Group address Static-RP-address Override
Access-List 44 10.99.99.5 On

Nunber of group prefixes Learnt fromBSR 1
Group prefix = 239.255.162.0/24 # RPs expected: 1
# RPs received: 1

RP 1: 10.43.43.1 priority=0 age=0

show ip pim nbr

Syntax: show ip pim nbr

This command displays information about PIM neighbors, as shown in the following example.
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Brocade# show i p pi m nbr

Por t Nei ghbor Hol dti e Age UpTi ne
sec sec sec

e3/8 10.95.8.10 180 60 900

Por t Nei ghbor Hol dti me Age UpTi ne
sec sec sec

vl 10.95.6.2 180 60 900

show ip pim mcache

Syntax: show ip pim mcache A.B.C.D A.B.C.D
The A.B.C.D variable specifies the IPv4 source or group address.

This command displays information about the IPv4 PIM multicast cache. Command output
resembles the following example.

Brocade# show i p pi m ncache 10.198.198.111 232. 26.26.8
IP Milticast Mcache Tabl e
Entry Fl ags : SM - Sparse Mdde, SSM - Source Specific Miutlicast, DM - Dense
Mode
RPT - RPT Bit, SPT - SPT Bit, LSRC - Local Source, LRCV - Local
Receiver, JON - Join Upstream
HW - HW Forwar di ng Enabl ed, FAST - Resource Al located, TAG - Need
For Replication Entry
REGPROB - Register In Progress, REGSUPP - Regi ster Suppression
Ti mer
MSDPADV - Advertise MSDP, NEEDRTE - Route Required for Src/RP,
PRUN - DM Prune Upstream
Interface Flags: IM- Imediate, IH - Inherited, WA - Wn Assert
M) - Menbership Join, M - Menbership Include, ME - Menbership
Excl ude
BR - Bl ocked RPT, BA - Bl ocked Assert, BF - Blocked Filter, Bl -
Bl ocked IIF,
BM - Bl ocked MCT
Total entries in ntache: 1

1 (10.2.2.101, 239.0.1.3) in v200 (e2/15), Uptine 00:01:08, Rate 42229 (SM
Source is directly connected. RP 10.2.2.1
Fl ags (0x3046cecl) SM SPT L2REG LSRC LRCV JO N HW FAST MSDPADV
fast ports: ethe 2/1
AgeSl t Msk: 00000002, FID: 0x8006, MVID: Not Req, RegPkt: 0, AvgRate: 41688,
profile: none
Forwarding oif: 1, Imediate_oif: 1, Blocked oif: 1
L2 (HW 1:
TR(e2/1,e2/1), 00:01:08/181, Flags: IMIH
Bl ocked O F 1:
TR(el/ 5, el/5)(VL200), 00:01:08/0, Flags: Ml BM
Nunber of matching entries: 1

show ipv6 pim mcache

Syntax: show ipv6 pim mcache

This command displays information about the IPv6 PIM multicast cache. Command output
resembles the following example.

Brocade# show i pv6 pi m ntache
IP Milticast Mcache Tabl e
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Entry Fl ags : SM - Sparse Mdde, SSM - Source Specific Miutlicast, DM - Dense
Mode
RPT - RPT Bit, SPT - SPT Bit, LSRC - Local Source, LRCV - Local
Receiver, JON - Join Upstream
HW - HW For war di ng Enabl ed, FAST - Resource Allocated, TAG - Need
For Replication Entry
REGPROB - Register In Progress, REGSUPP - Regi ster Suppression
Ti mer
MSDPADV - Advertise MSDP, NEEDRTE - Route Required for Src/RP,
PRUN - DM Prune Upstream
Interface Flags: IM- Imediate, IH - Inherited, WA - Wn Assert
M) - Menbership Join, M - Menbership Include, ME - Menbership
Excl ude
BR - Bl ocked RPT, BA - Bl ocked Assert, BF - Blocked Filter, Bl -
Bl ocked IIF,
BM - Bl ocked MCT
Total entries in ntache: 1
1 (2001: DB8: 62: 62::11, 2001:DB8::2) in v62 (tag el/1), Uptine 00:00: 58

(SM upstream nei ghbor is L2 fe80::21b: edff: fea4: a44l1l. RP
2001:DB8:2:3:4::b Fl ags (0x304680c1l) SM SPT LSRC LRCV HW FAST f ast
ports: AgeSl t Msk: 00000003, FID: Oxffff (D), D T: NotReq, profile: none,
KAT Ti mer val ue: 240 Forwarding_oif: 0O, Inmrediate_oif: 0, Blocked_oif:

1 Bl ocked O F 1:

TR(el/ 39, el/ 39) (VL62), 00:00:01/0, Flags: MJ BM

Nunber of matching entries: 1
show ip pim traffic
Syntax: show ip pim traffic

This command displays PIM traffic statistics, as shown in the following example.

Brocade# show ip pimtraffic

Por t Hel l o J/ P Regi st er RegSt op Assert
[ Rx TX] [ Rx Tx] [ Rx TX] [ Rx TX] [ Rx TX]
e3/8 19 19 32 0 0 0 37 0 0 0
vl 18 19 0 20 0 0 0 0 0 0
v2 0 19 0 0 0 16 0 0 0 0
Total 37 57 32 0 0 0 0 0 0 0

| GW Statistics:
Total Recv/Xmt 85/110
Total Discard/chksum 0/0

NOTE
If you have configured interfaces for standard PIM (Dense Mode) on your router, statistics for these
interfaces are listed first in the display.

Clearing the PIM forwarding cache
You can clear the PIM forwarding cache by using the following command.

clear pim-cache

Syntax: clear pim-cache
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PIM debug commands

The following section describes the debug commands used to display PIM DM and PIM SM related
debug information. For debug commands for PIM-DVMRP, refer to “DVMRP debug commands” on
page 340.

debug ip pim oif

Syntax: [no] debug [ip | ipv6] pim oif [add-del | fsm| timer]

® add-del - Displays debugs related to the addition and deletion of outbound interfaces (OIFs) for
a forwarding entry.

* fsm - Displays debugs related to OIF FSM related information.

® timer - Displays debugs related to the periodic OIF timers.

The following is the sample output from the debug ip pim oif command.

Brocade# debug ip pimoif
PIM O F FSM debugging is on
PIM  OF tiner debugging is on
PIM OF External add-del debugging is on

debug ip pim bootstrap

Syntax: [no] debug [ip | ipv6] pim bootstrap
This command displays bootstrap messages in detail as shown in the following example.

Brocade# debug i p pi m bootstrap

PIM bootstrap debugging is on

Brocade# May 14 14:05:21.640 Pl M BSR. VRFO: Prefer BSR 10.11.11.11(Pr 1) over
current BSR 10.11.11.11(Pr 1)

May 14 14:05:21.640 PIMBSR VRFO: Intf 2/4 - accept BSM from BSR 10. 11.11. 11(Pr
1), local state AccPref, curr BSR 10.11.11.11 (Pr 1)

May 14 14:05:21.640 Pl Mv4-BSR. VRFO: Intf 2/16 - lgnoring BSRMsg from 10.11.11. 11
due to RPF-failure. RPFIfld e2/4

May 14 14:05:21.640 Pl M4-BSR VRFO: Intf tn2 - lgnoring BSRMsg from 10.11.11. 11
due to RPF-failure. RPFIfld e2/4

May 14 14:05:21.641 Pl Mv4-BSR. VRFO: Intf 2/12 - lgnoring BSRMsg from 10.11.11. 11
due to RPF-failure. RPFIfld e2/4

debug ip pim clear

Syntax: [no] debug [ip | ipv6] pim clear

This command clears all PIM related debug settings.

debug ip pim entry

Syntax: [no] debug [ip | ipv6] pim entry [add-del | hw | kat]
® add-del - Displays debugs related to the addition and deletion of software forwarding entries.
®* hw - Displays debugs related to programming of forwarding entries in harwdare.

® kat - Displays debugs related to programming of the KAT timer that is used to age out
forwarding entries (for PIMSM only).
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The following is the sample output from the debug ip pim entry command.

Brocade# debug ip pimentry
PIM  KAT timer debugging is on
PIM  Entry Hw progranmm ng debugging is on
PIM Entry creation/del etion debugging is on

debug ip pim event

Syntax: [no] debug [ip | ipv6] pim event
This command displays debugging information about infrastructure events and callback handling.
The following is the sample output from the debug ip pim event command.

Brocade# debug i p pi mevent

Aug 17 03:53:42.646 MCAST_MCT: ntast_ntt_send_nessage_to_peer: nsg_type 2,
msg_len 32, client 300, vlan 200

Aug 17 03:53:42. 653 MCAST_MCT: ntast_ntt_send_nessage_on_ndup: app_id 64,
seg_size 44, seg_base O returned O

Aug 17 03:53:48.149 MCAST_MCT: ntast_ntt_send_nessage_to_peer: nsg_type 2,
msg_len 32, client 300, vlan 200

Aug 17 03:53:48.153 MCAST_MCT: ntast_ntt_send_nessage_on_ndup: app_id 64,
seg_size 44, seg_base O returned O

debug ip pim filter

Syntax: [no] debug [ip | ipv6] pim filter [group-prefix | level | source-prefix | stack | vrf-index]

* group-prefix - Filters and displays debugs relevant to groups that are within the group prefix
range.
® level - Displays additional information including data structure logs.

® source-prefix - Filters and displays debugs relevant to sources that are within the source prefix
range.

® stack - Displays function call stack information along with other debugging information.
* vrf-index - Filters and displays debugs relevant to the particular VRF index.
The following is the sample output from the debug ip pim filter group-prefix command.

Brocade# debug ip pimfilter group-prefix 225.0.0.1/32
PIM Filter Goup prefix debugging is on, value = 225.0.0.1

The following is the sample output from the debug ip pim filter level command.

Brocade# debug ip pimfilter level 2
PIM  Debug Level debugging is on, value = 2

debug ip pim ipc

Syntax: [no] debug [ip | ipv6] pim ipc

This command displays information about the IPC messages that are exchanged between the MP
and the LP.

Brocade# debug ip pimipc
PIM ipc debugging is on

debug ip pim join-prune

Syntax: [no] debug [ip | ipv6] pim join-prune
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This command displays information about the PIM joins and prunes that received and sent by the
router.

Brocade# debug i p pi mjoin-prune
PIM join-prune debugging is on

Brocade# May 14 14:15:16.117 Pl MSM VRFO: BEG N J/ P proc: rpf_nbr 10.1.1.4, to_ne=1
from10.1.1.2, intf tn2 ----

May 14 14:15:16.117 Group=225.0.0.1. Join list: 1 srcs

May 14 14:15:16. 117 J-Src=10. 15. 15. 100, wc=0, rpt=0, SM=1

May 14 14:15:16. 117 PI M VRFO: Processing (S, G Join (10.15.15.100 225.0.0.1)
from10.1.1.2, intf tn2,2/16

May 14 14:15:16.117 Group=225.0.0.1. Prune list: O srcs

May 14 14:15:16. 117 G oup=225.0.0.2. Join list: 1 srcs

May 14 14:15:16. 117 J- Src=10. 15. 15. 100, wc=0, rpt=0, SM=1

May 14 14:15:16. 117 PI' M VRFO: Processing (S,G Join (10.15.15.100 225.0.0. 2)
from10.1.1.2, intf tn2,2/16

May 14 14:15:16. 117 Group=225.0.0.2. Prune list: O srcs

May 14 14:15:16.117 Group=225.0.0.3. Join list: 1 srcs

May 14 14:15:16. 117 J- Src=10. 15. 15. 100, we=0, rpt=0, SM1

May 14 14:15:16.117 PI M VRFO: Processing (S,G Join (10.15.15.100 225.0.0. 3)
from10.1.1.2, intf tn2,2/16

May 14 14:15:16.117 Group=225.0.0.3. Prune list: 0 srcs

May 14 14:15:16.117 Group=225.0.0.4. Join list: 1 srcs

May 14 14:15:16. 117 J- Src=10. 15. 15. 100, we=0, rpt=0, SM1

May 14 14:15:16.117 PI' M VRFO: Processing (S, QG Join (10.15.15.100 225.0.0.4)
from10.1.1.2, intf tn2,2/16

May 14 14:15:16.117 Group=225.0.0.4. Prune list: O srcs

May 14 14:15:16.117 PIMSM END J/P proc. ---------------------

May 14 14:15:16.634 PIMSM VRFO: BEG N J/ P proc: rpf_nbr 192.168.4.4, to_me=1 from
192.168.4.1, intf e2/4

debug ip pim nbr-change

Syntax: [no] debug [ip | ipv6] pim nbr-change

This command displays information about preventing PIM IPv4 neighbors on Cluster Client Edge
Ports (CCEPs). Command output resembles the following example.

Brocade# debug i p pi m nbr-change
PIM  nbr-change debugging is on

Apr 9 17:20:02.668 PIMVRFO: Rx Hello msg from 10.2.2.101 on intf v62, 1/1Apr 9
17:20:02.938 PIM VRFO: Rx Hello nsg from 10.2.2.103 on intf v62, 1/3Apr 9
17:20:02.938 PIM VRFO: Rx Hello nsg from 10.2.2.103 on intf v62, 1/3 is dropped:
Nei ghbors not all owed on CCEPs

debug ip pim optimization

Syntax: [no] debug [ip | ipv6] pim optimization

This command displays information about the hardware forwarding resources used by all multicast
flows in the system.

Brocade# debug ip pi moptimzation
PIM optim zation debugging is on

debug ip pim rate-update

Syntax: [no] debug [ip | ipv6] pim rate-update
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This command displays the IPC messages exchanged between the LP and the MP to communicate
rates of PIM streams.

Brocade# debug i p pi mrate-update
PIMINFQ HWrate update). VRF 0: (10.1.1.1, 225.0.0.1) Total pkts: 100

debug ip pim reg-proc

Syntax: [no] debug [ip | ipv6] pim reg-proc

This command displays information about the sending and processing of PIM register messages at
the first hop and the Rendezvouz Point (RP). Also displays information about the periodic
null-registers.

Br ocade# debug i p pi mreg-proc
PIM regproc debugging is on

RegSupp expires. RegSupp 1 RegProbe 0, send null reg to RP: 10.11.11.11

May 14 14:21:42.076 Pl MSM REG VRFO: (10.15.15.100 225.0.0.2) RegSupp expires.
RegSupp 1 RegProbe 0, send null reg to RP: 10.11.11.11

May 14 14:21:42.076 Pl MSM REG VRFO: (10.15.15.100 225.0.0.3) RegSupp expires.
RegSupp 1 RegProbe 0, send null reg to RP: 10.11.11.11

May 14 14:21:42.076 Pl MSM REG VRFO: (10.15.15.100 225.0.0.4) RegSupp expires.
RegSupp 1 RegProbe 0, send null reg to RP: 10.11.11.11

May 14 14:21:42.078 PIMO: rcvd reg stop (10.15.15.100 225.0.0.1) from 10.11.11. 11
May 14 14:21:42.078 PIMvrf O rx RegStop. Reg Suppr Timer restarted for

(10.15. 15. 100 225.0.0. 1)

May 14 14:21:42.078 PIMO: rcvd reg stop (10.15.15.100 225.0.0.2) from10.11.11.11
May 14 14:21:42.078 PIMvrf O rx RegStop. Reg Suppr Tiner restarted for
(10.15.15.100 225.0.0.2)

May 14 14:21:42.078 PIMO: rcvd reg stop (10.15.15.100 225.0.0.3) from10.11.11.11
May 14 14:21:42.078 PIMvrf O rx RegStop. Reg Suppr Tiner restarted for
(10.15.15.100 225.0.0. 3)

May 14 14:21:42.078 PIMO: rcvd reg stop (10.15.15.100 225.0.0.4) from10.11.11.11
May 14 14:21:42.078 PIMvrf O rx RegStop. Reg Suppr Tiner

debug ip pim route-change

Syntax: [no] debug [ip | ipv6] pim route-change
This command displays information about route change events.

Brocade# debug i p pi mroute-change

PIM  route-change debugging is on

Brocade# May 14 14:24:41.077 Pl M Rt Chg- VRFO: RPF Lookup for Dest:10.11.11.11 safi
URTM Mcast ECWMP Paths 1

debug ip pim rp

Syntax: [no] debug [ip | ipv6] pim rp

This command displays information about the impact on the multicast flows when the RP address
changes for a particular group prefix.

Brocade# debug ip pimrp
PIM rp debugging is on

debug ip pim show

Syntax: [no] debug [ip | ipv6] pim show
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This command displays PIM related debug settings.

Brocade# debug i p pi m show

PI M debuggi ng i s enabl ed

PIM O F FSM debugging is on

PIM OF timer debugging is on

PIM  bootstrap debugging is on

PIM rp debugging is on

PIM  KAT tiner debugging is on

PIM  Entry Hw progranmm ng debugging is on
PIM Entry creation/del etion debugging is on

debug ip pim sync-ib

Syntax: [no] debug [ip | ipv6] pim sync-lib

This command displays information about the impact that hitless upgrade and MP switchover have
on multicast flows.

Brocade# debug ip pimsync-lib
PIM sync-lib debugging is on
debug ip pim timer-type

Syntax: [no] debug [ip | ipv6] pim timer-type decimal
The decimal variable specifies the type of timer to be enabled.

This command displays information regarding the events associated with the multicast protocol
and hardware timers in the system. Note that only one of the timer types can be enabled at the
same time.

Brocade# debug ip pimtinmer-type 5
PIM  tinmer-type PI MTMR_HELLO debugging is on

Configuration notes

The following limitations apply to implementation of PIM SM:

* PIM Border Routers (PMBRs) are not supported. You cannot configure a routing interface as a
PMBR interface for PIM SM.

®* PIM SM and regular PIM (Dense Mode) cannot be used on the same interface.

®*  You cannot configure or display PIM SM information using the Web management interface.
(You can display some general PIM information, but not specific PIM SM information.)

* [f you want to continue to use PIM DM V1 on an interface, you must change the version, and
then save the configuration. This does not mean you can run different PIM versions on devices
that are connected to each other. The devices must run the same version of PIM. If you want to
connect a device running PIM to a device that is running PIM V1, you must change the PIM
version on the device to V1 (or change the version on the device to V2, if supported).

* When PIM routing is enabled, the line rate for receive traffic is reduced by about 5 percent. The
reduction occurs due to overhead from the VLAN multicasting feature, which PIM routing uses.
This behavior is normal and does not indicate a problem with the device.

®* You do not need to enable IP multicast routing globally when configuring PIM SM.

® [tis recommended that you configure the same device as both the BSR and the RP.
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® |tis possible to configure the device as only a candidate BSR or RP, but it is recommended that
you configure the same interface on the same device as both a BSR and an RP.

® Specify the same IP address as the RP on all PIM SM routers within the PIM SM domain. Make
sure the router is on the backbone or is otherwise well connected to the rest of the network.

® Use the same join or prune message interval on all the PIM SM routers in the PIM SM domain.
If the routers do not all use the same timer interval, the performance of PIM SM can be
adversely affected.

Common diagnostic scenarios

® The following PIM SM error appears:

ERRCOR - cannot enabl e PIM sparse or DVMRP on an interface.
This issue is resolved by upgrading the software version to reflect the latest patches and
versions.

® Specific multicast sources are not being forwarded properly.

The dmzo router was directed to an incorrect rpf. After modifying the configuration, the
problem is resolved.

®* Enabling IP PIM-SPARSE caused high CPU usage.

This can occur when the device runs out of CAM due to large amounts of multicast traffic
flooding the CAM. Make sure the device is using the most current patch of the software, and
contact Brocade Technical Support for assistance.

Multicast Listener Discovery (MLD) discovers multicast listeners, or nodes that want to receive
multicast packets on directly attached links. MLDv2 supports source filtering, the ability of a node
to send reports on traffic that is from a specific address source or from all multicast addresses
except the specified address sources. The information is then provided to the source-specific
multicast (SSM) routing protocols such as PIM-SSM.

MLD show commands

The following section describes show commands you can use to display MLD information.

show ipv6 mld interface

Syntax: show ipv6 mld interface

This command displays the MLD definitions for an interface. Command output resembles the
following example.

Brocade# show i pv6 md interface

- Fommm - Fommm o R T Fomm o +----
.
Intf/Port| G oups| Version |Querier | Tinmer
| VIRt r| Tr acki ng
I | Qper  Cf g | OQr GenQ I

cemeeeaas S TR T T S R L TE ey
B

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 369

53-1002828-03



370

MLD

v62 0 2 2
Di sabl ed
e2/1 2 - Self (MCT-Blk) 0 79 No
el/ 37 2 - Self 0 108 No
el/ 33 2 - Self 0 108 No
MLD debug commands

This section describes the debug commands that generate MLD information.

debug ipv6 mld protocol query

Syntax: debug ipv6 mid protocol query

This command displays information about MLD query suppression state on the CCEPs. Command
output resembles the following example.

Brocade# debug i pv6é m d protocol query

Apr 9 18:11:56.102 M.D. VRFO: [ Port 1/37,v62 ] Sent General Query version 2 using
src fe80::211:ff:fe04: 1001

Apr 9 18:11:56.102 M.D. VRFO: [ Port 1/33,v62 ] Sent General Query version 2 using
src fe80::211:ff:fe04:1001

Apr 9 18:11:27.103 M.D.VRFO: [ Port 2/1,v62 ] Skipped General Query on CCEP port

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



Chapter

Security Diagnostics 9

In this chapter

@ B0 2. X vttt 371
® Denialof Service attacks . ... iii it e e e 382
® Portloop detection ... ... i e e 383
® Port mirroring and Monitoring ...... ...t e e 385
® RADIUS . .o e e e 386
L= 10 388
SN L e e e e 390
® TACACS and TACACASH . ..ot e e e e e 392
® Telnetand SSH conNnecCtions. . ... ..ot e 395
O N TP e e e e e 397
O P S CUNTY. « ottt e e 402

This chapter describes diagnostic information for security environments on Brocade Netlron XMR
series and Brocade MLX series routers.

802.1x

802.1x port security allows you to configure a Brocade device to grant access to a port based on
information supplied by a client to an authentication server.

This section describes how to use show commands and debug commands to monitor 802.1x
configurations and activity on Brocade Netlron XMR series and Brocade MLX series routers.

/!\ CAUTION

Enabling diagnostic commands may degrade system performance. These commands are best
used to troubleshoot specific problems while working with qualified Brocade service technicians.
Whenever possible, troubleshoot your system during periods of low network traffic and user
activity to preserve system performance.

NOTE
To save space, date and time stamps have been removed from all output examples.
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802.1x show commands

You can display the following 802.1x-related information:

* [nformation about the 802.1x configuration on the device and on individual ports
® Statistics about the EAPOL frames passing through the device

® |nformation about 802.1x-enabled ports dynamically assigned to a VLAN

® |nformation about the user-defined and dynamically applied MAC address and IP ACLs
currently active on the device

® Information about the 802.1x multiple client configuration

show dot1x

Syntax: show dotix

This command displays information about the 802.1x configuration, as shown in the following
example.

Brocade# show dot 1x

PAE Capability : Authenticator Only
syst em aut h-control . Enable

Nunber of ports enabl ed . 25
re-authentication . Disable
global -filter-strict-security: Enable

qui et - peri od : 60 Seconds

t x- peri od : 30 Seconds
suppt i neout . 30 Seconds
serverti neout : 30 Seconds
maxr eq 3

re- aut hperi od . 3600 Seconds
Prot ocol Version 1
auth-fail-action : Block Traffic
MAC Sessi on Agi ng A

MAC Sessi on Max Age : 120 Seconds
Maxi mum Fai l ed Attenpts 3

show dot1x configuration

Syntax: show dotlx configuration [all | ethernet slotnum/portnum]

This command displays information about the 802.1x configuration on all ports, or on a specified
port. The following example shows the output from this command when issued for a specific port.

Br ocade# show dot 1x configuration ethernet 1/3

Port 1/3 Configuration:

Aut hCont r ol | edPort Cont r ol : Auto
max-clients . 32

nmul tiple-clients . Enabl e
filter-strict-security . Enabl e

show dot1x statistics

Syntax: show dotix statistics [all | ethernet slotnum/portnum]

This command displays 802.1x statistics for all ports, or for a specified port. The following example
shows the output from this command when issued for a specific port.
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Br ocade# show dot 1x statistics ethernet 3/3
Port 1/3 Statistics:

RX EAPOL Start:

RX EAPOL Logof f:

RX EAPCL | nvalid:

RX EAPOL Tot al :

RX EAP Resp/ | d:

RX EAP Resp ot her than Resp/ld:
RX EAP Length Error:

Last EAPOL Versi on:

Last EAPCL Source:

TX EAPOL Tot al :

TX EAP Req/1d:

TX EAP Req other than Req/ld:
Num Sessi ons:

Num Restricted Sessions:

Num Aut hori zed Sessi ons:

000. 000b. 8bef

PORPFRPPFPWOFRPROFRPREFEPNOORO

show interfaces

Syntax: show interfaces ethernet slotnum/portnum

The show interface command displays the VLAN to which an 802.1x-enabled port has been
dynamically assigned, as well as the port from which it was moved (that is, the port’s default VLAN).

The following example indicates the port’s dynamically assigned VLAN. Information about the
dynamically assigned VLAN is shown in bold type. In this example, the 802.1x-enabled port has
been moved from VLAN 1 to VLAN 4094. When the client disconnects, the port will be moved back
to VLAN 1.

Brocade# show interfaces ethernet 12/2
G gabitEthernet1/3 is up, line protocol is up
Hardware is G gabitEthernet, address is 0000.00e2.5800 (bia 0000.00e2.5800)
Configured speed auto, actual 100Moit, configured duplex fdx, actual fdx
Configured ndi node AUTO, actual MDI X
Menmber of L2 VLAN | D 4094 (dot1x-RADIUS assigned), original L2 VLANID is 1,
port is untagged, port state is Forwarding
STP configured to ON, Priority is levelO, flow control enabled
For ce- DSCP di sabl ed
m rror disabled, nonitor disabled
Not nmenber of any active trunks
Not nenber of any configured trunks
No port nane
Internet address is 10.12.12.250/24, MIU 1522 bytes, encapsul ati on et hernet
300 second input rate: 810 bits/sec, 0 packets/sec, 0.00%utilization
300 second output rate: 1253 bits/sec, 1 packets/sec, 0.00%utilization
70178 packets input, 7148796 bytes, 0 no buffer
Recei ved 0 broadcasts, O nulticasts, 70178 unicasts
0 input errors, 0 CRC, O frame, O ignored
0 runts, O giants, DMA received 70178 packets
91892 packets output, 10081165 bytes, O underruns
Transmi tted 9853 broadcasts, 13330 nulticasts, 68709 unicasts
0 output errors, O collisions, DVA transnmitted 91892 packets

show dotlx mac-address-filter

Syntax: show dotix mac-address-filter [all | ethernet slothum/portnum]
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* The all keyword displays all dynamically applied MAC address filters active on the device.
® Use the ethernet slotnum/portnum parameter to display information for one port.

This command displays information about MAC filters. If you specify a specific port, and if the MAC
address filter is dynamically assigned by 802.1x, the command output resembles the following
example.

Brocade# show dot 1x nmac-address-filter ethernet 1/1
Port 1/1 MAC Address Filter information:
802. 1x dynamic MAC Filter (user defined)
mac access-list 401 in
Port default MAC Filter
mac access-list 400 in

“Port default MAC Filter” appears if a default MAC filter has been configured on the port. This is the
filter that will be applied to the port once the dynamically assighed MAC filter is removed. If a
default MAC filter has not been configured, the message "No Port default MAC” is displayed.

When the dynamically assigned MAC address filter is removed, output resembles the following
example.

Br ocade# show dot 1x mac-address-filter ethernet 1/1
Port 1/1 MAC Address Filter information:
Port default MAC Filter
mac access-list 400 in

show dot1x ip-acl

Syntax: show dot1x ip-acl [all | ethernet slotnum/portnum]

® all - Displays all dynamically applied IP ACLs active on the device.
® ethernet slotnum/portnum - Displays information for one port.

This command displays information about what IP ACLs have been applied to an 802.1x-enabled
port. If an IP ACL was dynamically applied by 802.1x, output from this command resembles the
following example.

Brocade# show dot1x ip-acl ethernet 1/1
Port 1/1 IP ACL information:
802. 1x dynamic | P ACL (user defined) in:
ip access-list extended Port_1/1 EINin
Port default IP ACL in:
ip access-list 100 in
No out bound ip access-list is set

“Port default IP ACL” appears if a default IP ACL has been configured on the port. This is the IP ACL
that will be applied to the port once the dynamically assigned IP ACL is removed. If a default IP ACL
has not been configured, the message “No Port default IP ACL” is displayed.

When the dynamically assigned IP ACL is removed from the port, the command output shows the
following information.

Br ocade# show dot1x ip-acl ethernet 1/1
Port 1/1 I P ACL information:
Port default IP ACL in:
ip access-list 100 in
No out bound ip access-list is set
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show dot1x mac-sessions

Syntax: show dot1x mac-sessions

This command displays information about the 802.1x MAC sessions on all ports, as shown in the
following example.

Brocade# show dot 1x mac- sessi ons

Port MAC User nane VLAN Auth State ACL| MAC Age
ilo|f

1/1  0000.000b. 8cd7 Mary M 1 DENIED n|n|n 0

1/2  0000.000b. 8cb3 admi nnorn 4094 PERM TTED y|n|n 0

1/3  0000.000b. 8bef reports 4094 PERM TTED y|n|n 0

1/4  0000. 001f.6a63 testgroup 4094 PERM TTED y|n|n 0

1/5 0000.00la.ff7e adm neve 4094 PERM TTED y|n|n 0

show doti1x mac-sessions brief

Syntax: show dotlix mac-sessions brief

This command displays information about the 802.1x MAC sessions in brief, as shown in the
following example.

Br ocade# show dot 1x mac-sessions bri ef

Por t Nunber of users Dynam ¢ Dynami c Dynanmi c
Restricted Authorized Total VLAN ACL (In/Qut)MAC-Filt

--------- T T T T T g S,

1/1 0 0 1 no no/ no no

1/2 0 1 1 yes yes/ no no

1/3 0 1 1 yes yes/ no no

1/ 4 0 1 1 yes yes/ no no

1/5 0 1 1 yes yes/ no no

Clearing 802.1x statistics

You can clear the 802.1x statistics counters on all interfaces at once, on individual interfaces, or
on a range of interfaces.

To clear the 802.1x statistics counters on all interfaces on the device, enter the following
command.

clear dotlx statistics all

Syntax: clear dotlx statistics all

Use the following command to clear 802.1x statistics for a specific Ethernet port.

clear dotix statistics ethernet

Syntax: clear dotix statistics ethernet slotnum/portnum

802.1x debug commands

This section describes the 802.1x-related debug commands.
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debug dotix

Syntax: [no] debug dotix [all | dumpclass | events | fault | packets | port | state | timers]

This command displays information about 802.1x authentication events, activity, and settings.

all - Displays general information about 802.1x activity for all ports.

dumpclass - Displays the internal data structure.

events - Displays significant events for all ports.

fault - Displays any internal errors for all ports.

packets - Displays information about 802.1x packets.

port - Displays information about 802.1x events and timers for specified ports.

state - Displays 802.1x port state information.

timers - Displays 802.1x timer information.

debug dot1x all

Syntax: [no] debug dot1x all

This command provides a complete profile of the authentication process, including events, faults,
timers, and packets. This command works globally across all ports. Command output resembles

the following example.

Brocade# debug dot 1x al

802. 1X Al l

Dec 21 17:11:48
802.1X 3/16 Tx EAPOL on vlan_id 1 for dst 0000.0000. 0003, len 8:

EAP PACKET -

debuggi ng ON
802.1X: Timer tick expired

EAPCode: FAI LURE

dunp TX 802.1X: 8 bytes
01000004 04000004
802.1X: port 3/16 Tx (OK) EAPOL-FAIL Pkt (EAPId: 0)

802.1X: Port 3/16 txEAP timer expired. Transmitting an EAP Reqld
802.1X 3/16 Tx EAPOL on vlan_id 1 for dst 0000.0000. 0003, len 9:

EAP PACKET -

EAPCode: REQUEST EAPType: |DENTITY

dunp TX 802.1X: 9 bytes

01000005 010000fc ...,

port 3/16 Tx (OK) EAPOL- EAP- REQUEST-1D Pkt (EAPId: 0)

Timer tick expired

Timer tick expired

Timer tick expired

Timer tick expired

port 4/1 Rx EAPOL Pkt SA=0000.00aa. 0001, DA=0000.0000.0003, |en=0
Dec 21 17:12:02 dump RX 802.1X: 18 bytes

0180c200 00030000 00aa0001 888e0101  ................

0071ae

01

00

000005

802.
802.
802.
802.
802.
: 802.

EAP START

802.
802.
802.
802.
802.
802.
802.

EAP PA

1X:
X
X
1X:
1X:
X

X
X
1X:
1X:
X
X

port
port
port
port
port
port

4/ 1
4/ 1
4/ 1
4/ 1
4/ 1
4/ 1

Rx EAPOL_START

BKkEnd BKEND_| NVALID --> BKEND_INI T

BkEnd BKEND_INIT --> BKEND_|I DLE

Aut hPAE AUTH_ I NVALID --> AUTH INIT

Aut hPAE AUTH INIT --> AUTH_DI SCONCTED

Aut hPAE AUTH_DI SCONCTED - - > AUTH_CONNTI NG

1X 4/1 Tx EAPOL on vlan_id 1 for dst 0000.00Oaa. 0001, len 9

CKET -

EAPCode: REQUEST EAPType: |DENTITY

dunp TX 802.1X: 9 bytes
01000005 01010005 01011607 .........
802.1X: port 4/1 Tx (OK) EAPOL- EAP- REQUEST-ID Pkt (EAPId: 1)
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802.1X 4/1 Tx EAPOL on vlan_id 1 for dst 0000.00Oaa. 0001,

EAP PACKET -

EAPCode:

dump TX 802.1X: 9 bytes
01000005 01010005 01011607
802.1X: port 4/1 Tx (OK) EAPOL- EAP- REQUEST-1D Pkt (EAPId: 1)

802. 1X: port 4/1 Rx EAPCL Pkt SA=0000.00aa. 0001, DA=0000.0000. 0003,

REQUEST EAPType: |DENTITY

802.1x

len 9:

2) Len 22
| en 26:

2) Len 22
| en 26:

| en=6

| en=6

| en=24

9

EAP PACKET - EAPCode: RESPONSE EAPType: |DENTITY
dunp RX 802.1X: 24 bytes
0180c200 00030000 00aa0001 888e0100  ................
00060201 oooe0162 ... a
802. 1X: port 4/1 Rx EAPOL- EAP- RESPONSE- I D Pkt (EAPId: 1)
802. 1X: port 4/1 Aut hPAE AUTH CONNTI NG - -> AUTH_ENTCATI NG
802.1X: port 4/1 BKEnd BKEND_| DLE --> BKEND_RESPONSE
802.1X: port 4/1 aWiile tinmer (AuthServer) started for 30 secs
802.1X: port 4/1 Tx EAP PDU (EAPId: 1) to AuthServer
802.1X: port 4/1 Rx EAPOL Pkt SA=0000.00aa. 0001, DA=0000.0000.0003
EAP PACKET - EAPCode: RESPONSE EAPType: |DENTITY
dunp RX 802.1X: 24 bytes
0180c200 00030000 00aa0001 888e0100  ................
00060201 00060162 ..., a
802. 1X: port 4/1 Rx EAPOL- EAP- RESPONSE-|1D Pkt (EAPId: 1)
802. 1X: port 4/1 Rx AAA | NTERACTI VE from Aut hServer
802.1X: port 4/1 Rx from Server: EAP- REQUEST-MD5 ( EAPId:
802.1X 4/1 Tx EAPOL on vlan_id 1 for dst 0000.00Oaa. 0001,
EAP PACKET - EAPCode: REQUEST EAPType: MD5
dunp TX 802.1X: 26 bytes
01000016 01020016 04102fb9 32b79134  .......... /.2..4
17b5ea71 89b9eb79 b42b0b04 SO ..y
802. 1X: port 4/1 BKEnd BKEND_ RESPCNSE --> BKEND ) REQUEST
802. 1X: port 4/1 Rx AAA | NTERACTI VE from Aut hServer
802.1X: port 4/1 Rx from Server: EAP- REQUEST-MD5 ( EAPI d:
802.1X 4/1 Tx EAPOL on vlan_id 1 for dst 0000.00Oaa. 0001,
EAP PACKET - EAPCode: REQUEST EAPType: MD5
dump TX 802.1X: 26 bytes
01000016 01020016 04102fb9 32b79134  .......... /.2..4
17b5ea71 89b9eb79 b42b0b04 gLy
802. 1X: port 4/1 BKEnd BKEND_ RESPCNSE --> BKEND ) REQUEST
802. 1X: port 4/1 Fwd (OK) EAPOL- EAP Pkt (EAPId: 2) from Aut hServer to Supplicant
802.1X: port 4/1 aWiile timer (Supplicant) started for 30 secs
802.1X: port 4/1 Rx EAPOL Pkt SA=0000.00aa. 0001, DA=0000.0000.0003
EAP PACKET - EAPCode: RESPONSE EAPType: MD5
dump RX 802.1X: 42 bytes
0180c200 00030000 00aa0001 888e0100  ................
00180202 00180410 0462366a 6chbl8eda  ......... b6j1..J
e739af16 80a64756 61000000 .9....06va
802. 1X: port 4/1 Rx EAP- RESPONSE- MD5 Pkt (EAPId: 2) Len 24
802. 1X: port 4/1 BkEnd BKEND_REQUEST --> BKEND RESPONSE
802.1X: port 4/1 aWiile tinmer (AuthServer) started for 30 secs
802.1X: port 4/1 Tx EAP PDU (EAPId: 2) to AuthServer
802. 1X: port 4/1 Rx AAA ACCEPT from Aut hServer
802.1X: Port 4/1 Created user-defined nmac filter 400
802.1X: Port 4/1 Binding with the RADI US assigned MAC ACL I D: 400
802.1X: port 4/1 Rx Tunnel Data (Type=0, Medium Type=0, Pvt G pld=NULL)
802.1X 4/1 Tx EAPOL on vlan_id 1 for dst 0000.00Oaa. 0001

EAP PACKET -

EAPCode:

dump TX 802.1X: 8 bytes

01000004 03020004
802.1X: port 4/1 Tx (OK) EAPOL- SUCCESS Pkt (EAPId: 2)
802. 1X: port 4/1 BkEnd BKEND_ RESPONSE - - >

BKEND_SUCCESS

SUCCESS

len 8
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802.1x

802.1X: port 4/1 BKEnd BKEND_SUCCESS --> BKEND_ | DLE

802. 1X: port 4/1 Aut hPAE AUTH ENTCATI NG - -> AUTH_ENTCATED

802.1X: Port 4/1 Progranming Permtted MAC 0000. 00aa. 0001 on VLAN 1
802.1X: Tinmer tick expired

802.1X: Timer tick expired

debug dotlx dumpclass

Syntax: [no] debug dotix dumpclass

This command displays the internal data structure. Command output resembles the following
example.

Brocade# debug dot 1x dunpcl ass
DOT1X Cl ass: 0x2085e280
Fl ags: EnabAll: 0 ReAut hEnab/ ReAut hMax: 0/3 MaxReq: 3 SysAut hEnab: 0
Aut hFai | Action/Vl anid: Restricted/ 99 Aging/ Age: A /120
Tiners: SecHold: 60 Quiet: 60 TxWen: 30 ReAuth: 3600 SuppTnO 30 SrvrTnO 30

debug dot1x events

Syntax: [no] debug dotlx events

This command displays authentications that have failed or succeeded, the application of VLAN and
ACLs requested by RADIUS, and so on. This command works globally across all ports. Command
output resembles the following example.

Brocade# debug dot 1x events
events: debugging is on
802. 1X: port 4/1 Rx EAPOL_START
802. 1X: port 4/1 BKEnd BKEND | NVALID --> BKEND INI T
802.1X: port 4/1 BKEnd BKEND_INI'T --> BKEND_ | DLE
802. 1X: port 4/1 Aut hPAE AUTH INVALID --> AUTH INIT
802.1X: port 4/1 AuthPAE AUTH INIT --> AUTH DI SCONCTED
802. 1X: port 4/1 Aut hPAE AUTH DI SCONCTED - -> AUTH_CONNTI NG
802.1X: port 4/1 Tx (OK) EAPOL- EAP- REQUEST-ID Pkt (EAPId: 1)
802.1X: port 4/1 Tx (OK) EAPOL- EAP- REQUEST-1D Pkt (EAPId: 1)
802. 1X: port 4/1 Rx EAPOL- EAP- RESPONSE-|D Pkt (EAPId: 1)
802. 1X: port 4/1 Aut hPAE AUTH CONNTI NG --> AUTH_ENTCATI NG
802. 1X: port 4/1 BKkEnd BKEND_ | DLE --> BKEND_RESPONSE
802.1X: port 4/1 Tx EAP PDU (EAPId: 1) to AuthServer
802. 1X: port 4/1 Rx EAPOL- EAP- RESPONSE-|1D Pkt (EAPId: 1)
802. 1X: port 4/1 Rx AAA | NTERACTI VE from Aut hServer
802.1X: port 4/1 Rx from Server: EAP-REQUEST-MD5 (EAPId: 2) Len 22
802. 1X: port 4/1 BkEnd BKEND RESPONSE --> BKEND REQUEST
802. 1X: port 4/1 Fwd (OK) EAPOL- EAP Pkt (EAPId: 2) from Aut hServer to Supplicant
802. 1X: port 4/1 Rx EAP- RESPONSE- MD5 Pkt (EAPId: 2) Len 24
802. 1X: port 4/1 BKkEnd BKEND_REQUEST --> BKEND_ RESPONSE
802.1X: port 4/1 Tx EAP PDU (EAPId: 2) to AuthServer
802.1X: port 4/1 Rx AAA ACCEPT from Aut hServer
802.1X: Port 4/1 Created user-defined mac filter 400.
802.1X: Port 4/1 Binding with the RADI US assi gned MAC ACL | D: 400
802.1X: port 4/1 Rx Tunnel Data (Type=0, Medi um Type=0, Pvt G pld=NULL)
802.1X: port 4/1 Tx (OK) EAPOL- SUCCESS Pkt (EAPId: 2)
802. 1X: port 4/1 BKEnd BKEND RESPONSE --> BKEND_SUCCESS
802. 1X: port 4/1 BkEnd BKEND_SUCCESS --> BKEND_ | DLE
802. 1X: port 4/1 Aut hPAE AUTH_ENTCATI NG - - > AUTH_ENTCATED
802.1X: Port 4/1 Progranming Permtted MAC 0000. 00aa. 0001 on VLAN 1
802. 1X: port 4/1 Rx EAPOL_LOGOFF
802. 1X: port 4/1 Aut hPAE AUTH_ENTCATED --> AUTH_DI SCONCTED
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802. 1X: Port
802. 1X: Port
802. 1X: Port
802. 1X: port
802. 1X: port

debug dotix fault

Syntax: [no] debu

802.1x

4/ 1 Del eting Perm tted MAC 0000. OOaa. 0001 on VLAN 1
4/ 1 Unbinding with the dynam c assigned L2 ACL: 400
4/ 1 Del eting the user defined L2 ACL: 400

4/1 Tx (OK) EAPOL-FAIL Pkt (EAPId: 3)

4/ 1 Tx (OK) EAPOL- EAP- REQUEST-I D Pkt (EAPId: 0)

g dotdx fault

This command reports any kind of internal errors, such as out-of-memory, invalid RADIUS-response,
and so on. This command works globally across all ports. Command output resembles the following

example.

Br ocade# debug

fault: debuggi
802. 1X: Port

failed due to i
802. 1X: Port
802. 1X: Port
802. 1X: Port
802. 1X: Port

dot 1x fault

ng is on

4/ 1 Preprocess
nvalid ACL

4/ 1 Preprocess
4/ 1 Preprocess
4/ 1 Preprocess
4/ 1 Preprocess

debug dot1x packets

Syntax: [no] debug dotix packets

user - def i ned

user - def i ned
user - def i ned
user - def i ned
user - def i ned

L2- ACL

L2-ACL failed due
L2-ACL failed due
L2-ACL failed due
L2-ACL failed due

to
to
to
to

invalid ACL
invalid ACL
invalid ACL
invalid ACL

This command displays information about 802.1x packets. Command output resembles the

following example.

Br ocade# debug

dot 1x packets

packets: debugging is on
802. 1X: port 4/1 Rx EAPOL Pkt SA=0000. 00aa. 0001, DA=0000.0000.0003, |en=0

EAP START Dec

00004ef 5

21 17:26:04

dunp RX 802.1X: 18 bytes
0180c200 00030000 00aa0001 888e0101

802.1X 4/1 Tx EAPOL on vlan_id 1 for dst 0000.00Oaa. 0001, len 9:

EAP PACKET - EAPCode: REQUEST EAPType:

dunp TX 802. 1X:

9 bytes

01000005 01010005 01000000

802.1X 4/1 Tx EAPOL on vlan_id 1 for
EAP PACKET - EAPCode: REQUEST EAPType:

dunp TX 802. 1X:

9 bytes

01000005 01010005 01000000
802. 1X: port 4/1 Rx EAPOL Pkt SA=0000. 00aa. 0001, DA=0000.0000.0003, |en=6

EAP PACKET - EAPCode: RESPONSE EAPType:

dunp RX 802. 1X:

0180c200 00030000 00aa0001 888e0100

24 bytes

dst 0000. 0Oaa. 0001, len 9:
I DENTI TY

I DENTI TY

I DENTI TY

802. 1X: port 4/1 Rx EAPOL Pkt SA=0000. 00aa. 0001, DA=0000.0000.0003, |en=6

debug dotix port

Syntax: [no] debug dotix port [all | event | timer] slotnum/portnum

® all slothum/portnum - Displays 802.1x event and timer information for a specified port.

® event slotnum/portnum - Displays 802.1x event information for a specified port.

® timer slotnum/portnum - Displays 802.1x timer settings for a specified port.
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This command displays event and timer information for a specified port, as shown in the following
example.

Brocade# debug dot1x port all 3/15
802. 1X Events debuggi ng on port 94 ON
802. 1X Ti mers debuggi ng on port 94 ON

SYSLOG Nov 7 17:39:22:<12>M.X_4K, DOT1X: Port 3/15, MAC Address 0000.00cd. 5f 4e
Access unaut henti cat ed

802. 1X: port 3/15 Rx EAPCL- EAP- RESPONSE-1 D Pkt (EAPId: 1)

802. 1X: port 3/15 Aut hPAE AUTH CONNTI NG - -> AUTH_ENTCATI NG

802. 1X: port 3/15 BKEnd BKEND_ | DLE --> BKEND_ RESPONSE

802.1X: port 3/15 aWiile timer (AuthServer) started for 35 secs

802.1X: port 3/15 Tx EAP PDU (EAPId: 1) to AuthServer

802. 1X: port 3/15 Rx AAA | NTERACTI VE from Aut hServer

802.1X: port 3/15 Rx from Server: EAP- REQUEST- PEAP(EAPI d: 237)Len 6

802. 1X: port 3/15 BKEnd BKEND RESPONSE --> BKEND_REQUEST

802. 1X: port 3/15 Fwd(OK) EAPOL- EAP Pkt (EAPId:237) from AuthServer to
Suppl i cant

802.1X: port 3/15 awWiile tinmer (Supplicant) started for 30 secs

802. 1X: port 3/15 Rx EAP- RESPONSE- NAK Pkt (EAPId: 237) Len 6

802. 1X: port 3/15 BKEnd BKEND_REQUEST --> BKEND_RESPONSE

802.1X: port 3/15 awiile tinmer (AuthServer) started for 35 secs

802.1X: port 3/15 Tx EAP PDU (EAPId: 237) to AuthServer

802. 1X: port 3/15 Rx AAA_| NTERACTI VE from Aut hServer

802. 1X: port 3/15 Rx from Server: EAP-REQUEST-MD5 (EAPId: 238) Len 30

802. 1X: port 3/15 BKEnd BKEND RESPONSE --> BKEND REQUEST

802.1X: port 3/15 FPwd(OK) EAPOL- EAP Pkt (EAPId: 238) from AuthServer to
Suppl i cant

802.1X: port 3/15 aWhile timer (Supplicant) started for 30 secs

802. 1X: port 3/15 Rx EAP- RESPONSE- MD5 Pkt (EAPId: 238) Len 23

802. 1X: port 3/15 BKEnd BKEND REQUEST --> BKEND_RESPONSE

802.1X: port 3/15 aWiile timer (AuthServer) started for 35 secs

802.1X: port 3/15 Tx EAP PDU (EAPId: 238) to AuthServer

802. 1X: port 3/15 Rx AAA ACCEPT from Aut hServer

802.1X: port 3/15 Tx (OK) EAPOL- SUCCESS Pkt (EAPId: 238)

802. 1X: port 3/15 BKEnd BKEND RESPONSE - -> BKEND_SUCCESS

802. 1X: port 3/15 BkEnd BKEND_SUCCESS --> BKEND_ | DLE

802. 1X: port 3/15 Aut hPAE AUTH ENTCATI NG - -> AUTH_ENTCATED

SYSLOG Nov 7 17:39:22: <14>M.X_4K, DOT1X: Port 3/15, MAC Address 0000.00cd. 5f 4e
802 1X: Port 3/15 Programm ng Permtted MAC 0000. 00cd. 5f4e on VLAN 1
Access: authorized

debug dotix state

Syntax: [no] debug dotix state slotnum/portnum

This command displays information about the 802.1x state of a specified port. Command output
resembles the following example.

Brocade# debug dot1x state 4/1

Port 4/1. #Sess 0 #RestSess 0 #AuthSess 0. #Deni edSess 0

Df ACLIn O DfFACLOut O DfL2ACL 0. Df VLAN 4096 | nVLAN 4096( User Cf g)

Fl ags pEnab pCtrl reAut ACLSS MJnt | X| Aging RvtVlI DynVI OvRst DoSPr
1 AUTO O 1 1 None 0 1 1 0

Timers TXEAP 23. EAPTries: 0

debug dot1x timers

Syntax: [no] debug dotl1x timers

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
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This command enables debugging and displays information about 802.1x timers. Command output
resembles the following example.

Brocade# debug dot1x tiners

tiners:
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.

1X
X
X
1X
1X
X
X
X
1X:
X
X
X
X
X
X
X
X
X
X
X
1X:
X
X
X
1X:
X
X
X

debugging is on
Tinmer tick expired
Tinmer tick expired
Tinmer tick expired
Tinmer tick expired

Port 4/1 txEAP tiner expired. Transmitting

Tinmer tick expired
Tinmer tick expired
Tinmer tick expired
port 4/1 aWiile tinmer
port 4/1 awiile tiner
port 4/1 awiile tinmer
Tinmer tick expired
port 4/1 aWiile timer
port 4/1 awiile tinmer
Tinmer tick expired
Port 3/15 txEAP ti ner
Port 3/17 txEAP tiner
Port 3/18 txEAP tiner
Port 3/19 txEAP tiner
Port 3/20 txEAP tinmer
port 4/1 aWiile tinmer
port 4/1 awiile tiner
port 4/1 awiile tinmer
Tinmer tick expired
port 4/1 aWiile tinmer
port 4/1 awiile tinmer
port 4/1 awiile tinmer
Tinmer tick expired

Configuration notes

(Supplicant) started
(Aut hServer) started
(Aut hServer) started

(Supplicant) started
(Aut hServer) started

expired. Transmtting
expired. Transmtting
expired. Transmtting
expired. Transmtting
expired. Transmtting

(Aut hServer) started
(Supplicant) started
(Aut hServer) started

(Aut hServer) started
(Supplicant) started
(Aut hServer) started

an EAP Reqld

for
for
for

for
for

an
an
an

for
for
for

for
for
for

30 secs
30 secs
30 secs

30 secs
30 secs

EAP Reql d
EAP Reql d
EAP Reql d
EAP Reql d
EAP Reql d
30 secs
30 secs
30 secs

30 secs
30 secs
30 secs

The client’s 802.1x MAC session establishes a relationship between the user name and the
MAC address used for authentication. If a user attempts to gain access from different clients

(with different MAC addresses), the user must be authenticated from each client.

If a client has been denied access to the network (that is, the client’s 802.1x MAC session is

set to “access-denied”), then you can cause the client to be re-authenticated by manually
disconnecting the client from the network, or by using the clear dot1x mac-session

mac-address command.

When a client has been denied access to the network, the 802.1x MAC session is aged out if

no traffic is received from the client’'s MAC address over a fixed hardware aging period (70

seconds), plus a configurable software aging period. You can optionally change the software

aging period for 802.1x MAC sessions or disable aging altogether. After the denied client’s

802.1x MAC session is aged out, traffic from that client is no longer blocked, and the client can
be re-authenticated.

To implement 802.1x port security, at least one of the RADIUS servers identified to the Brocade
device must support the 802.1x standard.
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Denial of Service attacks

Denial of Service attacks

382

In a Denial of Service (DoS) attack, a router is flooded with useless packets, hindering normal
operation. Brocade devices include measures for defending against two types of DoS attacks:
Smurf attacks and TCP SYN attacks.

A Smurf attack is a kind of DoS attack where an attacker causes a victim to be flooded with ICMP
echo (Ping) replies sent from another (intermediary) network. For detailed information about how to
prevent Smurf attacks, refer to the Brocade MLX Series and Netlron Family Configuration Guide.

In a TCP SYN attack, an attacker floods a host with TCP SYN packets that have random source IP
addresses. For each of these TCP SYN packets, the destination host responds with a SYN ACK
packet and adds information to the connection queue. However, because the source host does not
exist, no ACK packet is sent back to the destination host, and an entry remains in the connection
queue until it ages out (after about a minute). If the attacker sends enough TCP SYN packets, the
connection queue can fill up, and service can be denied to legitimate TCP connections.

DoS show commands

This section describes the DoS-related show commands.

show statistics dos-attack

Syntax: show statistics dos-attack

This command displays information about ICMP and TCP SYN packets dropped, passed, and
blocked because burst thresholds were exceeded. Command output resembles the following
example.

Brocade# show statistics dos-attack
------ Local Attack Statistics ------
| CVP Drop Count Port Bl ock Count SYN Drop Count SYN Bl ock Count

Clearing DoS attack statistics

To clear statistics about ICMP and TCP SYN packets dropped because burst thresholds were
exceeded, enter the following command.

clear statistics dos-attack

Syntax: clear statistics dos-attack

DoS debug commands

There are no debug commands specific to DoS attacks.
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Port loop detection

Brocade port loop detection allows the Brocade device to detect loops and disable a port that is on
the receiving end of a loop. A loop is detected by sending test packet BPDUs. There are two modes
of loop detection: Loose mode and Strict mode.

Port loop detection show commands
This section describes the show command that displays loop detection information.

show loop-detection

Syntax: show loop-detection

This command displays the loop detection configuration and current status, as shown in the
following example.

Brocade# show | oop-detection

| oop detection packets interval: 10 (unit 100 nsec)

| oop detection disable duration: 10 (In mnutes, O nmeans permanently di sabl ed)
Ports node | oop detection

port-num di sabl e- count
1/12 0

1/11 0

VI an node | oop detection

vl an-id disabl e-count

100 2

10 0

200 0

Ports disabled by | oop detection

port age(m nutes) disable cause
1/11 1 Disabled by VLAN:. 100 | oopdetect 1/11
1/12 1 Disabled by VLAN: 100 | oopdetect 1/12

Port loop detection debug commands
This section describes the debug command that generates loop detection information.

debug loopdetect

Syntax: [no] debug loopdetect [detail | error | info]
This command enables loop detect debugging.

® detail - Displays loop detect detail messages.

® error - Displays loop detect error messages.

® info - Displays loop detect information messages.

The following command example displays loop detect information messages.

Brocade# debug | oopdetect info
| oop_detect _cu_enabl e: sending itc nessage for Inv VLAN: 13
| TC | oop_detect _itc_enabl e rxd

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide 383

53-1002828-03



9

384

Port loop detection

set _port_or_vlan_|l oop_detection(port Inv VLAN. 13 , del =0)

[l oop_det ect _send_i pc_request]: sending ipc nsg 1 for port Inv VLAN. 13 to fid
53283 enable 0 strict vian VLAN: O

| oop_detect_clear_| oop_detection: for port_id Inv VLAN. 13

Dec 1 01:21:00 | oop_detect_port_event_handl er - port 2/5 up event

Dec 1 01:21:00 | oop_detect_port_event_handl er - port 2/7 up event

| oop

| oop_detect _cu_enabl e: sending itc nessage for Inv VLAN: 13

| TC | oop_detect _itc_enabl e rxd

set _port_or_vlan_|l oop_detection(port Inv VLAN: 13 , del =1)

[l oop_detect _send_i pc_request]: sending ipc nsg O for port Inv VLAN. 13 to fid
53283 enable 1 strict vlian VLAN. O

[l oop_detect | p_ipc_control] rx opcode=3

| oop_det ect _process_| oop_detected: (2/5 VLAN. 13 ) sending_port lnv type 2

Dec 1 01:21:08 | oop_detect_process_| oop_detected: |oop detect is shutting port
2/5 VLAN: 13

[l oop_detect | p_ipc_control] rx opcode=3

| oop_det ect _process_| oop_detected: (2/7 VLAN. 13 ) sending_port Inv type 2

Dec 1 01:21:08 | oop_detect_process_| oop_detected: |oop detect is shutting port
2/ 7 VLAN. 13

The following command example displays loop detect detail messages.

Brocade# debug | oopdet ect detai

| oop_detect _send_bpdu: i/f 2/5 stp state is blocking, do not send | oop-detect
| oop_det ect _send_bpdu: send | oop-detect to port Inv VLAN. 13

| oop_detect_send_bpdu: i/f 2/5 stp state is blocking, do not send | oop-detect
| oop_det ect _send_bpdu: send | oop-detect to port Inv VLAN. 13

| oop_det ect _send_bpdu: i/f 2/5 stp state is blocking, do not send | oop-detect
| oop_det ect _send_bpdu: send | oop-detect to port Inv VLAN. 13

| oop_det ect _send_bpdu: i/f 2/5 stp state is blocking, do not send | oop-detect
| oop_det ect _send_bpdu: send | oop-detect to port Inv VLAN. 13

| oop_detect _send_bpdu: i/f 2/5 stp state is blocking, do not send | oop-detect
| oop_det ect _send_bpdu: send | oop-detect to port Inv VLAN. 13

| oop_detect _send_bpdu: i/f 2/5 stp state is blocking, do not send | oop-det

Configuration notes

The following information applies to Loose mode loop detection:

® Loop detection is configured on the VLAN. Different VLANs may disable different ports.
®* Loose mode can disable multiple ports of a loop. A disabled port affects every VLAN using it.

®* Loose mode disables the receiving port if packets originate from any port or member port of a
VLAN on the same device.

®* The VLAN of the receiving port must be configured for loop detection in order to disable the
port.

®* Loose mode floods test packets to the entire VLAN. This can impact system performance if too
many VLANs are configured for Loose mode loop detection.

The following information applies to Strict mode loop detection:

® Aportis disabled only if a packet is looped back to that same port. Loop detection must be
configured on the physical port.

® Strict mode overcomes specific hardware issues where packets are echoed back to the input
port.
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Port mirroring and monitoring

You can monitor the traffic on the Brocade ports by configuring another port to mirror the traffic on
the ports you want to monitor. The port thus configured is called a mirror port. By attaching a
protocol analyzer to the mirror port, you can observe the traffic on the monitored ports.

Port mirroring show commands
This section describes the show commands that display port mirroring information.

show monitor config

Syntax: show monitor config

This command displays the inbound and outbound traffic that is being mirrored to each mirror port,
as shown in the following example.

Brocade# show nonitor config
Moni tored Port 3/1
Input traffic mrrored to: 2/1
Qutput traffic mrrored to: 1/1
Moni tored Port 4/1
Input traffic mrrored to: 1/2
Qutput traffic mrrored to: 2/1

show monitor actual

Syntax: show monitor actual
This command displays the actual traffic being mirrored to each mirror port, as shown in the
following example.

Br ocade# show nonitor actual
Monitored Port 3/1

Qutput traffic mrrored to: 1/1
Moni tored Port 4/1

Input traffic mirrored to: 1/2

This command output displays the output traffic mirrored to mirror port 1/1 from port 3/1 and
input traffic mirrored to mirror port 1/2 from port 4/1, which are explicitly configured.

Port mirroring debug commands

This section describes the debug command that generates port mirroring information.

debug access-list mirror generic

Syntax: [no] debug access-list mirror generic

This command displays information about generic access list mirroring activity. Command output
resembles the following example.

Brocade# debug access-list mrror generic
ACL based Mrroring-Generic: debugging is on

Port 24 7212413945 0 0 0 0 0
Port 47 0 6559006109 0 0 0 0
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Port 48 0 1363150585 0 0 0 0

Nov 30 18:28:14 trying port 1/10 for out ACL, ptr=24dd2112
Nov 30 18:28:14 trying port 1/10 for out ACL, ptr=24dd2112

PPCR 2:1: Reset |Pv4/L2 outbound Rul e ACL CAM count
PPCR 2:1: Free |Pv4/L2 outbound Rule ACL CAM Partition
PPCR 1:1: Reset |1Pv4/L2 outbound Rul e ACL CAM count
PPCR 1:1: Free |Pv4/L2 outbound Rule ACL CAM Partition
PPCR 1:2: Reset |Pv4/L2 outbound Rul e ACL CAM count
PPCR 1:2: Free |Pv4/L2 outbound Rule ACL CAM Partition
PPCR 2:1: Free |IPv4/L2 inbound Rule ACL CAM Partition
PPCR 1:1: Reset |Pv4/L2 inbound Rule ACL CAM count
PPCR 1:1: Free |Pv4/L2 inbound Rule ACL CAM Partition
PPCR 1:2: Free |Pv4/L2 inbound Rule ACL CAM Partition

Ext ended | P access list 100

0: permt enabl e-accounting ip any any mirror
!
interface ethernet 1/24
enabl e
ip access-group 100 in
acl-mrror-port ethernet 1/48

Configuration notes

The following information must be considered when configuring ACL-based inbound mirroring:

® All ports using the same PPCR must have a common destination ACL mirror port when
configuring ACL-based inbound mirroring.

® ACL-based inbound mirroring and port-based inbound mirroring are mutually exclusive on a
per-port basis.

For ACL CAM sharing to function, either of the following conditions must be operative:

® All ports that belong to a PPCR must have the acl-mirror-port command configured to direct
mirrored traffic to the same port.

®* None of the ports that belong to the PPCR can have the acl-mirror-port command configured.

RADIUS

You can use a Remote Authentication Dial In User Service (RADIUS) server to secure the following
types of access to the Brocade devices:

® Telnet access

® SSH access

* Web management access

® Access to the Privileged EXEC level and CONFIG level of the CLI

NOTE
Brocade devices do not support RADIUS security for SNMP (Brocade Network Advisor) access.
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RADIUS show commands
This section describes the RADIUS-specific show commands.

show aaa

Syntax: show aaa

This command displays information about all RADIUS servers configured on the device. Command
output resembles the following example.

Brocade# show aaa

Radi us key: networks

Radi us retries: 3

Radi us tineout: 3 seconds

Radi us dead-tine: 3 mnutes

Radi us Server: 10.95.6.90 Auth Port=1645 Acct Port=1646:
opens=2 cl oses=1 timeouts=1 errors=0

packets in=1 packets out=4

heal t h- check=enabl ed| di sabl ed dead-ti me-interval =45m
aut o- aut henti cate-ti ne-i nterval =30m avai | abl e| dead

show web

Syntax: show web

This command displays the privilege level of Web management interface users.

Brocade# show web
User Privil ege | P address
set 0 192.168. 1. 234

RADIUS debug commands

This section describes the debug command used for monitoring the RADIUS servers identified on
the device.

debug ip aaa

Syntax: [no] debug ip aaa

This command enables authentication, authorization, and accounting (AAA) debugging and
displays debug information about AAA or RADIUS authentication. Command output resembles the
following example.

Brocade# debug i p aaa
I P: aaa debugging is on
**Radi us StartTiner cu_radius_start_health_check call ed

**Radi us StartTi mer Success

Sep 30 06: 26: 38 RADI US HCSM r ecei ved event eHeal t hCheckPol | Ti mer Expired for server
2001: DB8: : 7ae7: d1ff: fe8d: 1b82: 1 when in state sHeal t hChecklnit

Sep 30 06:26: 38 AAA: Reuse RADIUS UDP port by health check

Sep 30 06:26:38 Traci ng the outgoi ng Radius Authentication packet..
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Sep 30 06:26: 38 UDP packet source |P=2001: DB8:: 7ae7: d1ff:fe8d: 1b81, port=1052,
destination | P=2001: DB8: : 7ae7: d1f f : f e8d: 1b82, port=1646

Sep 30 06: 26: 38 RADI US HCSMr ecei ved event eHeal t hCheckPol | Ti mer Expi red for server
2001: DB8: : 7ae7: d1ff: fe8d: 1b82: 0 when in state sHeal t hCheckl nit

Configuration notes

® You must deploy at least one RADIUS server in your network.

® Brocade devices support authentication using up to eight RADIUS servers. The device tries to
use the servers in the order you add them to the device’s configuration. If one RADIUS server is
not responding, the Brocade device tries the next one in the list.

® You can select only one primary authentication method for each type of access to a device (CLI
through Telnet, CLI Privileged EXEC and CONFIG levels). For example, you can select RADIUS
as the primary authentication method for Telnet CLI access, but you cannot also select
TACACS+ authentication as the primary method for the same type of access. However, you can
configure backup authentication methods for each access type.

sFlow is a system for observing traffic flow patterns and quantities within and among a set of
Brocade devices. sFlow performs the following tasks:

® Samples packet flows

® Collects the packet headers from sampled packets and collects ingress and egress
information on these packets

® Composes the collected information into flow sample messages
® Relays these messages to an external device known as a collector

Participating devices also relay byte and packet counter data (counter samples) for ports to the
collector.

Displaying sFlow statistics

When traffic is received in the sFlow enabled interface, packets are sent to the LP CPU. The
packets are processed by sFlow module by adding sFlow header along with the packet header and
thereafter sent to the sFlow collector. The statistics of sFlow samples are maintained in the sFlow
collector.

This section describes the show command that displays sFlow information.

show sflow

Syntax: show sflow

This command displays sFlow configuration information and statistics, as shown in the following
example.

Br ocade# show sfl ow

sFl ow servi ces are enabl ed.

sFl ow agent | P address: 10.30.30.2
Col l ector I P 10.10.10.1, UDP 6343
Polling interval is 20 seconds.
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Configured default sanpling rate: 1 per 2048 packets.

0 UDP packets exported

0 sFl ow sanpl es col | ect ed.

sFl ow ports d obal Sanple Rate Port Sanpl e Rate Har dwar e Sanpl e Rate

3/1 2048 2048 2048

3/2 2048 2048 2048

3/3 2048 2048 2048

3/4 2048 2048 2048
show sflow statistics

Syntax: show sflow statistics

This command displays the total count per interface for both sFlow and ACL based samples in all
the slots where sFlow is configured.

Brocade# show sflow statistics
Sflow Ports Fl ow Sanpl es count Acl Sanples Count

1/1 800 0
1/5 0 900
2/1 600 0

Brocade# show sflow statistics ethernet 1/1
Sflow Ports Fl ow Sanpl es count Acl Sanples Count
1/1 800 0

Clearing sFlow statistics

To clear the UDP packet and sFlow sample counters in the show sflow display, enter the following
command.

clear statistics

Syntax: clear statistics

This command clears the values in the following fields of the show sflow display:

® UDP packets exported

®* sFlow samples collected

Use the clear statistics sflow command to clear all the statistics collected per interface.

Brocade# clear statistics sflow

Br ocade# show sflow statistics ethernet 1/1
Sflow Ports Fl ow Sanpl es count Acl Sanples Count
1/1 0 0

sFlow debug commands

There are no debug commands specific to sFlow.
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Configuration notes

* Before you enable sFlow, make sure the device has an IP address that sFlow can use as its
source address.

® |tis recommended that you do not change the denominator to a value lower than the default.
Sampling requires CPU resources. Using a low denominator for the sampling rate can cause
high CPU utilization.

® sFlow uses CPU resources to send sFlow samples to the collector. If you set a low sampling
value on a high rate interface (for example, 10 GE), the interface module CPU utilization can
become high.

* If you change the router ID or other IP address value that sFlow uses for its agent address, you
must disable and then re-enable sFlow to cause the feature to use the new source address.

® Sample data is collected from inbound traffic on ports enabled for sFlow. However, both traffic
directions are counted for byte and packet counter statistics sent to the collector.

® Port mirroring and sFlow cannot be enabled simultaneously on the same port.

The Simple Network Management Protocol (SNMP) forms part of the Internet Protocol (IP) suite as
defined by the Internet Engineering Task Force (IETF). SNMP is used in network management
systems to monitor network-attached devices administration and management.

SNMP is disabled by default on Brocade devices. SNMP must be enabled in order to manage a
Brocade device using Brocade Network Advisor.

SNMP show commands

This section describes the show commands that display SNMP information.

show snmp server

Syntax: show snmp server

This command displays both the read-only and read-write community strings.

NOTE
If display of the strings is encrypted, the strings are not displayed. Encryption is enabled by default.

To display the SNMP community string, enter the following commands.

Brocade(confi g)# enabl e password-di spl ay

Brocade(confi g)# show snnp server

The enable password-display command allows the community string to be displayed, but only in the
output of the show snmp server command. Display of the string is still encrypted in the startup
configuration file and running configuration file. Enter the enable password-display command at
the global CONFIG level of the CLI.

show snmp engineid

Syntax: show snmp engineid
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This command displays the engine ID of a management module, as shown in the following
example.

Br ocade# show snnp engi neid

Local SNWP Engine |ID: 800007c70300e05290ab60
Engi ne Boots: 3

Engine tine: 5

show snmp group

Syntax: show snmp group
This command displays the definition of an SNMP group, as shown in the following example.

Br ocade# show snnp group
groupnane = exceptifgrp
security nodel v3
security |evel aut hNoPri v
ACL id = 2

readvi ew = exceptif
witeview = <none>

show snmp user

Syntax: show snmp user

This command displays the definition of an SNMP user account, as shown in the following example.

Br ocade# show snnp user
user name = bob

acl id =2
group = admn
security nmodel = v3

group acl id =0

aut htype = nd5

aut hkey = 3acal8d90b8d172760e2dd2e8f 59b7f e

privtype = des, privkey = 1088359af b3701730173a6332d406eec
engi ne | D= 800007c70300e052ab0000

SNMP debug commands

There are no debug commands specific to SNMP.

Configuration notes

® SNMP read-only or read-write community strings are always required for SNMP access to the
device.

® SNMP access is disabled by default.

®* The syntax for using ACLs for SNMP access is different from the syntax for controlling Telnet,
SSH, and Web management access using ACLs.

®*  When snmp-server community is configured, all incoming SNMP packets are validated first by
their community strings and then by their bound ACLs. Packets are permitted if no filters are
configured for an ACL.
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® [f you do not enable Telnet access, you can access the CLI using a serial connection to the
management module. If you do not enable SNMP access, you will not be able to use Brocade
Network Advisor or third-party SNMP management applications.

®* You cannot authenticate Simple Network Management Protocol (SNMP) access to a Brocade
device using TACACS or TACACS+.

® Brocade devices do not support RADIUS security for SNMP access.

®* The TACACS or TACACS+, RADIUS, and Telnet login password authentication methods are not
supported for SNMP access.

® For CLI access, you must configure authentication-method lists if you want the device to
authenticate access using local user accounts or a RADIUS server. Otherwise, the device will
authenticate using only the locally based password for the Super User privilege level.

®* When no authentication-method list is configured specifically for Web management access,
the device performs authentication using the SNMP community strings:

- For read-only access, use the user name “get” and the password “public”. The default
read-only community string is “public”.

- There is no default read-write community string, which means you cannot open a
read-write management session using the Web management interface. You first must
configure a read-write community string using the CLI. Then you can log on using “set” as
the user name and the read-write community string you configure as the password.

® [fyou configure an authentication-method list for Web management access and specify “local”
as the primary authentication method, users who attempt to access the device using the Web
management interface must supply a user name and password configured in one of the local
user accounts on the device. You cannot access the device by entering “set” or “get” and the
corresponding SNMP community string.

® For devices that can be managed using Brocade Network Advisor, the default authentication
method (if no authentication-method list is configured for SNMP) is the CLI Super User level
password. If no Super User level password is configured, then access through Brocade
Network Advisor is not authenticated. To use local user accounts to authenticate access
through Brocade Network Advisor, configure an authentication-method list for SNMP access
and specify “local” as the primary authentication method.

TACACS and TACACAS+

392

TACACS+ is an enhancement to the TACACS security protocol. TACACS+ improves on TACACS by
separating the functions of authentication, authorization, and accounting (AAA) and by encrypting
all the traffic between the Brocade device and the TACACS+ server.

TACACS show commands

This section describes the show commands that display information about the TACACS servers.

show aaa

Syntax: show aaa

This command displays information about all the TACACS+ and RADIUS servers identified on the
device.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



TACACS and TACACAS+

Br ocade# show aaa

Tacacs+ key: foundry

Tacacs+ retries: 1

Tacacs+ tineout: 15 seconds

Tacacs+ dead-tinme: 3 mnutes

Tacacs+ Server: 10.95.6.90 Port: 49
opens=6 cl oses=3 timeouts=3 errors=0
packets i n=4 packets out=4

no connection

Radi us key: networks

Radi us retries: 3

Radi us tinmeout: 3 seconds

Radi us dead-tine: 3 mnutes

Radi us Server: 10.95.6.90 Auth Port=1645 Acct Port=1646
opens=2 cl oses=1 timeouts=1 errors=0
packets in=1 packets out=4

no connection

show web
Syntax: show web

The show web command displays the privilege level of Web management interface users.

Br ocade# show web

User Privil ege | P address
set 0 192. 168. 1. 234
TACACS debug commands

This section describes the debug command used for monitoring the TACACS servers.
debug ip aaa

Syntax: [no] debug ip aaa [event | ipc | itc | packet]
¢ event - Displays information about ARP events.

* ipc - Displays information about ARP IPC messages.
* jtc - Displays information about ARP ITC messages.
¢ packet - Displays information about ARP packets.

This command displays information about AAA or TACACS+ authentication, as the following
example illustrates.

Brocade# debug i p aaa

COMVAND ACCOUNTI NG STARTS. . .

RADI US accounting for context 2

Reseting RADIUS Cient structure

RADI US: Reset client O, Total nunber of active clients=1

AAA: Open RADI US UDP port

Traci ng the outgoi ng Radi us Accounting packet..

UDP packet source |P=172.20.1.2, port=1061, destination |P=172.2
0.1.1, port=1813

**Radius timer - 0 kicks in

RADI US retransm ssion for user |ab, context=2, client=0
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Traci ng the outgoi ng Radi us Accounting packet..

UDP packet source |P=172.20.1.2, port=1061, destination |P=172.20.1.1, port=1813
**Radius tinmer - 0 kicks in.

RADI US retransm ssion for user |ab, context=2, client=0

Traci ng the outgoi ng Radi us Accounting packet..

UDP packet source |P=172.20.1.2, port=1061, destination |P=172.20.1.1, port=1813
**Radius tinmer - 0 kicks in.

RADI US tineout for user |ab, context=2, client=0

RADI US Ti ner cancelled for client O.

Cl osi ng RADI US UDP port

RADI US: radius_authenticate_stop for client Idx 0. Actv Clients left O

Reseting RADIUS Cient structure

Accounting status - tinmeout.

Accounting status - reject.

aaa_send_aaa_r esponse()..session 2, err_code=3

Unsuccessful accounting for session 2, code 3.

Configuration notes

®*  You must deploy at least one TACACS or TACACS+ server in your network.

®* The Brocade device supports authentication using up to eight TACACS or TACACS+ servers. The
device tries to use the servers in the order you add them to the device’s configuration.

®* You can select one primary authentication method for each type of access to a device (CLI
through Telnet, CLI Privileged EXEC and CONFIG levels). For example, you can select TACACS+
as the primary authentication method for Telnet CLI access. You cannot also select RADIUS as
a primary method for the same type of access, but you can configure backup authentication
methods for each access application.

® You can configure the device to authenticate using a TACACS or TACACS+ server, but not both.

® TACACS+ provides for authentication, authorization, and accounting, but an implementation or
configuration is not required to employ all three.

® |f you erase a tacacs-server command (by entering the no form of the command), make sure
you also erase the aaa commands that specify TACACS or TACACS+ as an authentication
method. Otherwise, when you exit from the CONFIG mode or from a Telnet session, the system
continues to believe it is TACACS or TACACS+ enabled and you will not be able to access the
system.

® TACACS+ command authorization can be performed only for commands entered from Telnet or
SSH sessions, or from the console. No authorization is performed for commands entered at
the Web management interface or Brocade Network Advisor.

Common diagnostic scenarios

® During enable authentication with the login password, the password checked is the login
password and not the enable password configured on the TACACS+ server.

This problem is resolved when the “implicit-user” option is configured. The enable password
then correctly checks against the enable password configured on the TACACS+ server.

®* TACACS does not work after reboot. The key is still in configuration, but authentication does not
work until the key is removed and added back to the configuration.

This issue is resolved by upgrading the software version to reflect the latest patches and
versions.
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Telnet and SSH connections

The first time you log on to the console port, you must use a serial connection in order to assign an
IP address to the port. Once an IP address is assigned, you can access the CLI through a local
Telnet, SSH, or SNMP connection through the management port. When accessing the CLI through
Telnet, you maybe prompted for a password. By default, the password required is the one you enter
for general access at initial setup.

NOTE
Telnet, SSH, Web, and SNMP servers are disabled by default, and can be enabled selectively.

Telnet and SSH show commands
This section describes the show command that displays Telnet information.

show telnet

Syntax: show telnet

This command shows you the number of open Telnet sessions at any given time, including
information about each session. Command output resembles the following example.

Br ocade# show t el net
Consol e connecti ons
est abl i shed
3 days 17 hours 31 minutes 27 seconds in idle
Tel net server status: Enabled
Tel net connections (inbound):

1 established, client ip address 10.53.1.65, privilege super-user
you are connecting to this session

2 cl osed

3 cl osed

4 cl osed

5 cl osed

Tel net connections (outbound):

6 establ i shed, server ip address 10.47.2.200, from Tel net session 1
4 seconds in idle

7 cl osed

8 cl osed

9 cl osed

10 cl osed

SSH server status: Enabl ed
SSH connecti ons
1 cl osed

Telnet and SSH debug commands

This section describes the debug commands that generate information about Telnet and SSH
connections.

debug ip telnet

Syntax: [no] debug ip telnet
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This command generates information about incoming Telnet connections, as shown in the following
example.

Brocade# debug ip telnet
TELNET: Data is ready to receive
TELNET: Data is ready to receive

debug ip ssh

Syntax: [no] debug ip ssh
This command generates information about SSH connections.
The following example shows information about SSH connections for a user logging in.

Brocade# debug ip ssh

Nov 30 22:54:01 SSH 0]: ssh_is_connection_all owed.. NEW CONNECTI ON

Nov 30 22:54:01 SSH 0]: ssh_socket _control: new connection

Nov 30 22:54:01 SSH 0]: Sht cpConnecti onSt atus: pendi ng

Nov 30 22:54:01 SSH O]: Awaiting child task init conplete

Nov 30 22:54:01 SSH 0]:ssh_socket _control:Ilncom ng connection ready

Nov 30 22:54:01 SSH:tcp inconming tcb 0x117ee46e, handl e 0xa0000007

Nov 30 22:54:01 SSH 0]: ShtcpConnecti onStatus: connecti on established

Nov 30 22:54:02 SSH 0] : ShtcpRecei veStatus: string length 47

Nov 30 22:54:02 SSH 0]: ShtcpSend: eSendConpl ete: sent 24/24

Nov 30 22:54:02 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl ete,
resul t =0

Nov 30 22:54:02 SSH 0] : ShtcpSend: eSendConpl ete: sent 240/ 240

Nov 30 22:54:02 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl ete,
resul t =0

Nov 30 22:54:02 SSH 0] : ShtcpRecei veStatus: string |ength 456

Nov 30 22:54:02 SSH 0]: ShtcpRecei veStatus: string length 272

Nov 30 22:54:04 SSH 0]: ShtcpSend: eSendConpl ete: sent 768/ 768

Nov 30 22:54:04 SSH 0]: ProcessPendi ngSend: send conpl etion status=Conpl ete,
resul t =0

Nov 30 22:54:05 SSH 0] : Sht cpRecei veStatus: string length 16

Nov 30 22:54: 05 SSH 0] : ShtcpSend: eSendConpl ete: sent 16/16

Nov 30 22:54: 05 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl ete,
resul t =0

Nov 30 22:54:08 SSH 0]: ShtcpRecei veStatus: string length 52

Nov 30 22:54:08 SSH 0]: ShtcpSend: eSendConpl ete: sent 52/52

Nov 30 22:54:08 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl ete,
resul t =0

Nov 30 22:54:10 SSH 0] : ShtcpRecei veStatus: string length 68

Nov 30 22:54:10 SSH 0]: ShtcpSend: eSendConpl ete: sent 84/84

Nov 30 22:54:10 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl ete,
resul t =0

Nov 30 22:54:11 SSH 0]: ShtcpRecei veStatus: string length 116

Nov 30 22:54:11 SSH 0]: ShtcpSend: eSendConpl ete: sent 36/36

Nov 30 22:54:11 SSH 0] : Sht cpRecei veStatus: string length 68

Nov 30 22:54:11 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl et e,
resul t =0

Nov 30 22:54:11 SSH 0] : ShtcpSend: eSendConpl ete: sent 52/52

Nov 30 22:54:11 SSH 0] : Sht cpRecei veStatus: string |ength 148

Nov 30 22:54:11 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl et e,
resul t =0

Nov 30 22:54:11 SSH 0]: ShtcpSend: eSendConpl ete: sent 36/36

Nov 30 22:54:11 SSH 0] : Sht cpRecei veStatus: string length 68

Nov 30 22:54:11 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl et e,
resul t =0

Nov 30 22:54:11 SSH 0]: ShtcpSend: eSendConpl ete: sent 36/36
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Nov 30 22:54:11 SSH 0] : ShtcpRecei veStatus: string length 52

Nov 30 22:54:11 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl et e,
resul t=0

Nov 30 22:54:11 SSH 0]:ssh_event _handler: listen event.

Nov 30 22:54:11 SSH 0]: ***ssh_connection_task busy..return

Nov 30 22:54:11 SSH 0] :ssh_event _handl er: sent banner and pronpt

Nov 30 22:54:11 SSH[ 0] : Sht cpSend: eSendConpl ete: sent 36/ 36

Nov 30 22:54:11 SSH 0]: ProcessPendi ngSend: send conpl etion status=Conpl et e,
resul t =0

Nov 30 22:54:11 SSH 0]: ShtcpSend: eSendConpl ete: sent 68/68

Nov 30 22:54:11 SSH 0] : ShSendChannel Dat a: eRpNoErr or

Nov 30 22:54:11 SSH 0] : ProcessPendi ngSend: send conpl etion status=Conpl et e,
resul t =0

Nov 30 22:54:11 SSH 0]:ssh_event _handl er: Send event.

Configuration notes

® By default, a user logging in to the device through Telnet or SSH must first enter the User EXEC
level. The user can enter the enable command to get to the Privileged EXEC level.

®* You can select only one primary authentication method for each type of access to a device (CLI
through Telnet, CLI Privileged EXEC and CONFIG levels). For example, you can select TACACS+
as the primary authentication method for Telnet CLI access, but you cannot also select RADIUS
authentication as a primary method for the same type of access. However, you can configure
backup authentication methods for each access type.

NTP

The Network Time Protocol (NTP) allows synchronization of system clocks among a set of
distributed time servers and clients. The NTP transmits timekeeping information from the primary
time servers to the secondary time servers and clients using both private networks and the public
Internet.

NTP show commands
This section describes the show commands that display NTP information.

show ntp status

Syntax: show ntp status

This command displays information about the NTP status. The following is the command example,
when the NTP panic mode is enabled.

Brocade# show ntp status

Clock is unsynchroni zed, no reference clock

NTP server node is enabled, NTP client node is enabl ed

NTP nmaster node is disabled, NTP master stratumis 8

NTP is in panic node

You can disable the NTP panic mode by performing the following steps:

1. Remove the clock time zone and clock summer time configurations from the device by entering
the following commands.

Brocade(config)# no clock summer-tine
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Brocade(config)# no clock tinezone us pacific
Syntax: [no] clock summer-time
Syntax: [no] clock timezone us time-zone

The time-zone variable specifies the timezone and can be any one of the following: alaska,
aleutian, arizona, central, east-indiana, eastern, hawaii, michigan, mountain, pacific, samoa.

2. Exit the configuration mode by entering the following command.
Brocade(config)# exit
Syntax: exit

3. Set the clock using the current Coordinated Universal Time (UTC) time, by entering the
following command.

Brocade# cl ock set 17:40:00 04-11-12
Syntax: [no] clock set hh:mm:ss mm-dd-yy
The hh:mm:ss mm-dd-yy variables specify the time to be set in timestamp format.
4. Wait for NTP to synchronize and then the syslog messages such as the following are displayed.

SYSLOG <14>Apr 11 17:41:09 Brocade NTP: System clock is synchronized to
10. 20. 99.174. SYSLOG <14>Apr 11 17:41:09 Brocade NTP: Stratumis changed to
4.

5. Reconfigure the clock time zone and clock summer time configurations that are removed in
step 1.

Brocade# config term nal

Brocade(config)# clock timezone us pacific
Brocade(config)# show cl ock

09:41:27.182 Pacific Wed Apr 11 2012
Brocade(config)# clock sumer-tine
Brocade(confi g)# show cl ock

10: 41: 35.632 Pacific Wed Apr 11 2012

show ntp associations

Syntax: show ntp associations

This command displays information about NTP servers and peers associations, as shown in the
following example.

Brocade# show ntp associations
addr ess ref clock st when poll reach delay offset disp
*~172.19.69.1 172.24.114.33 3 25 64 3 2.89 0.234 39377
~2001: DB8: : 234
INIT 16 - 64 O 0.00 0.000 15937

* synced, # selected, + candidate, - outlayer, x falseticker, ~ configured
show ntp associations detail

Syntax: show ntp associations detail

This command displays detailed association information of all the NTP servers and peers, as
shown in the following example.

Brocade# show ntp association detail
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10.216.1. 101 configured server, sys peer, stratum?2

ref ID 10.123.2.5, tinme d21da706.1ed27000 (16: 14:22.517107712 GMI+05:30 Fri Sep 16 2011)

our nmode client, peer node server, our poll intvl 6, peer poll intvl 6,

root delay 0.02256774 nsec, root disp 0.01150512, reach 377, root dist 0.36969603

del ay 290.94232711 nsec, offset -1.08355772 nsec, dispersion 4.58729275

precision 2**-16, version 4

org tinme d21da713. f 8f 25000 (16: 14: 35. 4176629760 GMI+05: 30 Fri Sep 16 2011)

rcv time d2lda714.2602742a (16: 14: 36. 637695018 GMI+05: 30 Fri Sep 16 2011)

xmt tinme d21da713. d31f 723f (16: 14: 35. 3542053439 GMT+05: 30 Fri Sep 16 2011)

filter delay 296.5594 322.7792 323.5571 297.6697 290.9942 303.5554 305.9971 295.0019

filter offset 0.4430 -13.4441 -14.2241 -4.0003 -1.0083 -1.4414 -3.0034 1.9941
filter disp 1.9984 1.0025 0. 0035 6. 8889 5. 8899 4.8895 3.9920 2.9944
filter epoch 5779 5843 5909 5452 5518 5585 5650 5715

Syntax: show ntp associations detail IPv4 address | IPv6 address

* |Pv4 address - Specifies the IPv4 address of the NTP peer.
® |Pv6 address - Specifies the IPv6 address of the NTP peer.

This command displays all the NTP servers and peers association information for a specific IP
address, as shown in the following example.

Brocade# show ntp association detail 10.99.40.1

10.99.40.1 configured server, candidate, stratum3

ref ID 10.45.57.38, tinme d288de7d. 690ca5c7 (10: 33: 33. 1762436551 Pacific Tue Dec 06 2011)
our node client, peer node server, our poll intvl 10, peer poll intvl 10

root delay 0.02618408 nsec, root disp 0.10108947, reach 3, root dist 0.23610585

del ay 0.92163588 nsec, offset 60.77749188 nsec, dispersion 70.33842156

precision 2**-16, version 4

org tinme d288defa. b260a71f (10:35:38.2992678687 Pacific Tue Dec 06 2011)

rcv time d288def a. a2ef bd41 (10: 35: 38. 2733620545 Pacific Tue Dec 06 2011)

xnt tinme d288defa. a2ae54f8 (10: 35:38.2729334008 Pacific Tue Dec 06 2011)

filter delay 0. 000 6.7770 6.7773 6.7711 6.7720 6. 7736 6. 7700 0.9921
filter offset 0. 000 19. 0047 19. 1145 19. 2245 19. 3313 17. 4410 15. 4463 60. 7777
filter disp 16000. 000 16. 0005 15. 9975 15. 9945 15. 9915 15. 8885 15. 8855 0. 0030
filter epoch 55683 55683 55685 55687 55689 55691 55693 56748

show ntp statistics

Syntax: show ntp statistics
This command displays NTP statistics, as shown in the following example.

Brocade# show ntp statistics
NTP statistics:

Nunber of NTP packets recieved = 139
Nunber of NTP packets sent = 239
Nurmber of NTP packets processed = 130
Nunber of NTP packets with bad format = 0
Nunber of NTPv3 packets recieved =0
Nunber of NTP packets with bad auth =0
Nurmber of NTP packets restricted =0
Nunber of NTP KoD packets sent =0
Nunber of NTP packets declined =0

show ntp statistics peer

Syntax: show ntp statistics peer

This command displays NTP server and peer statistics, as shown in the following example.
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Brocade# show ntp statistics peer
Peer: 10.216.1.101

Nurmber of NTP packets received = 32
Nunber of NTP packets sent = 32
Nunber of NTP packets processed = 32
Nunber of NTP packets failed tests =0
Nurber of duplicate NTP packets =0
Nunber of bogus NTP packets =0
Nunber of bad | ength NTP packets =0
Nunber of RATE KoD NTP packets =0

The | ast packet received 77 seconds ago
The | ast peer association struct updated 71 seconds ago

NTP debug commands

This section describes the debug commands that generate NTP information.
debug ip ntp

Syntax: [no] debug ip ntp [algorithms | association | broadcast | clockadjust | errors | packet |
server]

® algorithms - Displays information about the NTP system algorithms.

® association - Displays information about the NTP server and peer association.
® broadcast - Displays information about the NTP broadcast server and client.

* clockadjust - Displays information about the NTP clock-adjust process.

® errors - Displays information about the NTP error events.

® packet - Displays information about the NTP input and output packets.

® server - Displays information about the NTP server.
debug ip ntp algorithms

Syntax: [no] debug ip ntp algorithms

This command displays information about the NTP system algorithms. Command output resembles
the following example.

Brocade# debug ip ntp algorithms

Oct 19 18:18:08 NTP: ntp_clock_select: final survivor 10.45.57.38

Oct 19 18:18:08 NTP: ntp_clock_select: final survivor 10.167.160.102

Oct 19 18:18:08 NTP: ntp_clock_select: final survivor 10.164.222.108

Oct 19 18:18:08 NTP: ntp_clock_select: final survivor 10.189.94.4

Oct 19 18:18:08 NTP: ntp_clock_select: final survivor 10.20.99.139

Oct 19 18:18:08 NTP: ntp_clock_sel ect: nunmber of final survivors 5 and |l eap vote O
Oct 19 18:18:08 NTP: ntp_clock_sel ect: combine of fset -0.00029317 jitter
0.01741329

Oct 19 18:18:11 NTP: ntp_clock_filter: Adding offset -0.00693410, del ay
0. 05996580, disp 0.00001627 to filter[4] for peer 10.167.160.102

debug ip ntp association

Syntax: [no] debug ip ntp association

This command displays information about the NTP server and peer association. Command output
resembles the following example.
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Brocade# debug i p ntp association

Oct 19 18:24:41 NTP: peer_clear: peer 10.167.160.102 next 1179 refid INT

Cct 19 18:24:41 NTP: newpeer: 10.167.160.102 npde client vers 4 poll 6 10 key
00000000

debug ip ntp broadcast

Syntax: [no] debug ip ntp broadcast

This command displays information about the NTP broadcast server and client. Command output
resembles the following example.

Brocade# debug i p ntp broadcast

Oct 19 18:32:46 NTP: ntp_timer: interface nmgntl is up, we nmay send broadcast
packet

Oct 19 18:32:49 NTP: Sendi ng NTP broadcast packet to subnet 10.20.111.255 via port
mgnt 1

Oct 19 18:33:56 NTP: Sendi ng NTP broadcast packet to subnet 10.20.111.255 via port
mgnt 1

debug ip ntp clockadjust

Syntax: [no] debug ip ntp clockadjust

This command displays information about the NTP clock-adjust process. Command output
resembles the following example.

Brocade# debug i p ntp clockadj ust

Oct 19 18:34:33 NTP: ntp_clock_update: at 1767 sanple 1571 associd 5

Oct 19 18:34:33 NTP: ntp_local _clock: hufbuf - ptr 2 mindly 0.00291813 huff puff
correction 0.00419663

Oct 19 18:34:33 NTP: ntp_local _clock: clk offset -0.00287231 clk jit 0.01699589
clk stab 0.13831413 sys_poll 7

Oct 19 18:34:34 NTP: ntp_set freq: drift 0.00000047, old freq 24999934

Oct 19 18:34:34 NTP: ntp_set_freq: new freq 24999923

Oct 19 18:34:34 NTP: ntp_adj_host_clock: new offset -0.00287231, freq 24999923

Cct 19 18:34:34 NTP: Adjusting the clock. offset -0.00287231, calib used 63564

debug ip ntp errors

Syntax: [no] debug ip ntp errors

This command displays information about the NTP error events.

debug ip ntp packet

Syntax: [no] debug ip ntp packet

This command displays information about the NTP input and output packets. Command output
resembles the following example.

Brocade# debug i p ntp packet
Oct 19 18:37:49 NTP: Sending the NTP client packet to 10.167.160.102 port 123 via
port id Inv
Oct 19 18:37:49 Leap 0, Version 4, Mde client, Startum 3, Poll 7,
Precision 2**-16, Root delay 1654, Root disp 4452, Ref |d 10.45.57. 38,
Ref time 3528038073. 300212530 (18:34:33.300212530 GMIT+00 Wed Cct 19 2011)
Org 3528038138. 260935663 (18: 35: 38. 260935663 GMI+00 Wed Cct 19 2011)
Rec 3528038138. 497315593 (18: 35: 38. 497315593 GMI+00 Wed Cct 19 2011)
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Xmt 3528038269. 241951685 (18: 37:49.241951685 GMI+00 Wed Cct 19 2011) pkt
len = 48 key O

Oct 19 18:37:49 NTP: Received NTP server packet from 10.167.160.102 on port 123
via port id ngntl at 18:37:49.500184983 GMI+00 Wed Cct 19 2011
Oct 19 18:37:49 Leap 0, Version 4, Mde server, Startum?2, Poll 7,
Preci sion 2**-23, Root delay 533, Root disp 2382, Ref |d 10.9.54.119,
Ref time 3528037311.842989044 (18:21:51.842989044 GVI+00 Wed Cct 19 2011)
Org 3528038269. 241951685 (18: 37: 49. 241951685 GMI+00 Wed Cct 19 2011)
Rec 3528038269. 260440083 (18: 37: 49. 260440083 GMI+00 Wed Cct 19 2011)
Xm 3528038269. 260707651 (18: 37: 49. 260707651 GMI+00 Wed Cct 19 2011) pkt
len = 48 key 0

debug ip ntp server

Syntax: [no] debug ip ntp server

This command displays information about the NTP server. Command output resembles the
following example.

Brocade# debug ip ntp server
Oct 19 18:42:09 NTP: poll _update: for peer 10.167.160.102 hpoll 7 burst O retry O
throttle 62 next poll 135
Oct 19 18:42:09 NTP: Received NTP server packet from 10.167.160.102 on port 123
via port id ngntl at 18:42:09.503013486 GMI+00 Wed Cct 19 2011
Oct 19 18:42:09 Leap 0, Version 4, Mde server, Startum?2, Poll 7,
Preci sion 2**-23, Root delay 533, Root disp 2638, Ref I|d 10.9.54.119,
Ref time 3528037311. 842989044 (18:21:51.842989044 GVIT+00 Wed Cct 19 2011)
Org 3528038529. 245415329 (18:42:09. 245415329 GMT+00 Wed Cct 19 2011)
Rec 3528038529. 259664500 (18: 42: 09. 259664500 GMI+00 Wed Cct 19 2011)
Xmt 3528038529. 260145073 (18: 42: 09. 260145073 GMr+00 Wed Cct 19 2011) pkt
len = 48 key 0O

The debug commands in this section apply to Internet Protocol security (IPsec) operation for
OSPFv3. You must use them only if you suspect that something is not working correctly.

IPsec debug commands

This section describes the IPsec-related debug commands.

debug ipsec esp

Syntax: [no] debug ipsec esp

This command turns on debugging of Encapsulating Security Payload (ESP). After key roll-over
finishes (if it is in process), the ESP debugging facility can show error data (if it exists). Note that the
first row of information shows the SPI in hexadecimal format (0x1d97c), and this value is the
equivalent of decimal 121212.
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Brocade# debug i psec esp
| PSec: esp debugging is on
Brocade# show i psec esp
Dec 12 11:37:39 | PSEC, ESP: decrypt ok, seq=0 (SA: ESP in spi=0x1d97c

dst =FE80: :)
psec sa

| PSEC Security Associ ation Database(Entries: 2)
SPDID Dir Encap SPI Destination Aut hAlg EncryptAlg
8 out ESP 121212 i shal Nul
8 in ESP 121212 FE8O0: : shal Nul |
Dec 12 11:37:49 | PSEC, ESP: decrypt ok, seq=0 (SA: ESP in spi=0x1d97c
dst =FE80: :)
Dec 12 11:37:59 | PSEC, ESP: decrypt ok, seq=0 (SA: ESP in spi=0x1d97c
dst =FE80: :)
Dec 12 11:38:08 | PSEC, ESP: decrypt ok, seq=0 (SA: ESP in spi=0x1d97c
dst =FE80: :)
Dec 12 11:38:18 | PSEC, ESP: decrypt ok, seq=0 (SA: ESP in spi=0x1d97c
dst =FE80: :)
Dec 12 11:38:30 | PSEC, ESP: decrypt ok, seq=0 (SA: ESP in spi=0x1d97c
dst =FE80: :)
Dec 12 11:38:40 | PSEC, ESP: decrypt ok, seq=0 (SA: ESP in spi=0x1d97c
dst =FE80: :)

debug ipsec sa

Syntax: [no] debug ipsec sa

This command enables the display of debugging information related to the security associations
used by IPsec for OSPFv3 packets.

Br ocade# debug i psec sa
| PSec: sa debugging is on

Brocade(config)# interface ethernet 1/8
Brocade(config-if-e1000-1/8) # i pv6 ospf authentication ipsec spi 121212 esp shal
no- encrypt 1234567890123456789012345678901234567890
Brocade(config-if-el000-1/8) #Dec 12 11:45:37 | PSEC, SA: i pi psec_pfkeyv2_input ()

receiving ' ADD command
Dec 12 11:45:37 I PSEC, SA: Adding SA: ESP in spi=0x1d97c dst=FE80::, replay=0
Dec 12 11:45:37 | PSEC, SA: ipi psec_pfkeyv2_ input() :: succeeded
Dec 12 11:45:37 | PSEC, SA: ipipsec_pfkeyv2_ input() :: receiving ' X ADDFLOW
command
Dec 12 11:45:37 | PSEC, SA: ipipsec_pfkeyv2 input() :: succeeded
Dec 12 11:45:47 | PSEC, SA: ipipsec_pfkeyv2 input() :: receiving 'ADD command
Dec 12 11:45:47 | PSEC, SA: Adding SA: ESP out spi=0x1d97c dst=::, replay=0
Dec 12 11:45:47 | PSEC, SA: ipipsec_pfkeyv2_ input() :: succeeded
Dec 12 11:45:47 | PSEC, SA: ipipsec_pfkeyv2 input() :: receiving ' X ADDFLOW
command
Dec 12 11:45:47 | PSEC, SA: ipi psec_pfkeyv2_ input() :: succeeded

debug ipsec policy

Syntax: [no] debug ipsec policy
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This command enables the display of debugging information for IPsec policy.

Brocade# debug i psec policy

| PSec: policy debugging is on
Brocade(config)# interface ethernet 1/8
Brocade(config-if-e1000-1/8)# i pv6 ospf authentication ipsec spi 121212 esp shal
no-encrypt 1234567890123456789012345678901234567890
Brocade(config-if-e1000-1/8)# Dec 12 11:47:45 | PSEC, Policy: Creating flow [input
use ' prot =0SPF src=FE80::/10:0 dst=::/0:0" -> SA: ESP in spi=0x1d97c dst=FE80: :]
: ok
Brocade(config-if-el000-1/8)#Dec 12 11:47:55 | PSEC, Policy: Creating flow [ out put
use 'prot =OSPF src=FE80::/10:0 dst=::/0:0" -> SA: ESP out spi=0x1d97c dst=::]
ok

debug ipsec in

Syntax: [no] debug ipsec in

This command enables the display of debugging information related to inbound OSPFv3 packets
with IPsec.

Brocade# debug ipsec in

| PSec: in debugging is on
Dec 12 11:39:49 IPSEC IN. ESP spi=121212 (pkt 'ESP FE80:: -> FE80::')
payl oadl engt h =64
Dec 12 11:39:49 IPSEC, IN: Incom ng packet matches Policy : input use 'prot=0SPF
src=FE80::/10:0 dst=::/0:0" -> SA: ESP in spi=0x1d97c dst=FE80::
12 11:39:59 I PSEC, IN. ESP spi=121212 (pkt 'ESP FE80:: -> FE80::') payl oadl ength
=64
Dec 12 11:39:59 IPSEC, IN: Incom ng packet matches Policy : input use 'prot=0SPF
src=FE80::/10:0 dst=::/0:0" -> SA: ESP in spi=0x1d97c dst=FE80::
sec po

| PSEC Security Policy Database(Entries:2)

PType Dir Proto Source(Prefix: TCP/ UDP Port) Destination(Prefix: TCP/ UDPPort)
SA: SPDID Dir Encap SPI Destination

use in OSPF FE80::/10:any 11/ 0:any
SA: 8 in ESP 121212 FE8O: :

use out OSPF FE80::/10: any 11/ 0:any
SA: 8 out ESP 121212

debug ipsec out

Syntax: [no] debug ipsec out

This command enables the display of debugging information related to outbound OSPFv3 packets
with IPsec.

Br ocade# debug i psec out

| PSEC, QUT: Mat chi ng Fl ow. output use 'prot=0SPF src=FE80::/1
0:0 dst=::/0:0" -> SA: ESP out spi=0x258 dst=:

| PSEC, QUT: SA ESP out spi=0x258 dst=:: payl oadl ength =60

| PSEC, QUT: Mat chi ng Fl ow. output use 'prot=0SPF src=FE80::/1
0:0 dst=::/0:0" -> SA: ESP out spi=0x1l4a dst=:

| PSEC, QUT: SA ESP out spi=0x1l4a dst=:: payl oadl ength =60

| PSEC, QUT: OSPF FE80::1 -> FE80::1, payl oadl ength =40
debug ipv6 ospf ipsec

Syntax: [no] debug ipv6 ospf ipsec
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This command displays information about IPsec events. This command can show if IPsec is actually
providing its services to IPv6 OSPFv3. The example output shows success in the attempts to
provide various IPsec services to OSPFv3.

Brocade# debug i pv6 ospf ipsec

Brocade(config-if-el000-1/8)# ipv6 ospf authentication ipsec spi 121212 esp shal
no- encrypt 1234567890123456789012345678901234567890
Brocade(config-if-el000-1/8)# Dec 12 11:53:24 OSPFv3: | TC _AUTHENTI CATI ON_CONFI G
nmessage received

Dec 12 11:53:24 OSPF6: Sending request to | PSEC to ADD I nbound SA for SAwith
SPI =121212 SPDI D=8

Dec 12 11:53: 24 OSPFv3: | PSEC ADD | nbound SA SUCCESS for SA with SPI=121212,

SPDI D=8!

Dec 12 11:53:24 OSPF6: Sending request to | PSEC to ADD Inbound Policy with

SPI =121212

Dec 12 11:53:24 OSPFv3: | PSEC ADD | nbound Policy SUCCESS for SA with SPl =121212,
SPDI D=8!

Dec 12 11:53:24 OSPF6: Auth tiner started

Dec 12 11:53:24 OSPFv3: Key Rollover, for 1/8, state change NOT_ACTI VE- >STARTED
Dec 12 11:53:34 OSPFv3: Key Rollover, for 1/8, state change STARTED- >| N- PROGRESS
Dec 12 11:53:34 OSPF6: Sending request to | PSEC to ADD Qutbound SA for SA with
SPI =121212 SPDI D=8

Dec 12 11:53:34 OSPFv3: | PSEC ADD Qut bound SA SUCCESS for SA with SPI=121212,
SPDI D=8!

Dec 12 11:53:34 OSPF6: Sending request to | PSEC to ADD Qutbound Policy with

SPI =121212

Dec 12 11:53: 34 OSPFv3: | PSEC ADD Qut bound Policy SUCCESS for SA with SPI=121212,
SPDI D=8!

Dec 12 11:53:44 OSPFv3: Key Rollover, for 1/8, state change

I N- PROGRESS- >NOT_ACTI VE

Dec 12 11:53:44 OSPF6: Auth timer stopped
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This chapter describes diagnostics for forwarding protocols and environments on Brocade Netlron
XMR series and Brocade MLX series routers.

Address Resolution Protocol (ARP) is a standard protocol that enables a router to obtain the MAC
address of an interface on another device when the router knows the IP address of the interface.
ARP is enabled by default and cannot be disabled.

ARP show commands
This section describes the show commands that display ARP information.
show ip arp-inspection

Syntax: show ip arp-inspection [vlan vian_id]

This command displays the ARP inspection status and the trusted and untrusted ports in a VLAN.
Command output resembles the following example.

Brocade# show i p arp-inspection
ARP i nspected VLANs:
1000

ARP i nspection trusted ports:
ethe 2/1

show ip static-arp

Syntax: show ip static-arp
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This command displays the ARP inspection table. Command output resembles the following
example.

Brocade# show ip static-arp
Total no. of entries: 2

| ndex | P Address MAC Addr ess Por t/ VLAN ESI
Vpl s- VI an: Port/
Vpl s- Peer
1 10. 10. 10. 10 0000. 0033. 4444 100
2 10.11.11. 11 0000. 0066. 7777 4/ 1
3 10.12.12.12 0000. 0023. 4343 *:10. 2. 3.105
ARP debug commands

For ARP debug commands, refer to “debug ip arp” on page 82.

Configuration notes

To delete the static MAC entry, you must delete the static ARP entry first.

Equal-Cost MultiPath (ECMP) supports traffic that is forwarded in software. ECMP applies only to
traffic forwarded by software, not to traffic forwarded by hardware. Normally, traffic is forwarded in
software when you configure a CPU-based feature such as ACLs, rate limiting, or NetFlow
Switching. Traffic also is forwarded by software if the CAM (used for hardware-forwarding) becomes
full.

ECMP show commands

This section describes the show commands that display ECMP information.

show ipv6

Syntax: show ipv6

This command displays the status of ECMP load sharing for IPv6, as shown in the following
example.

Brocade# show i pv6
A obal Settings

uni cast-routing enabl ed, hop-limt 64

No I nbound Access List Set

No Qut bound Access List Set

Prefi x-based | Pv6 Load-sharing is Enabled, Nunber of |oad share paths: 4

show ipv6 cache

Syntax: show ipv6 cache [index-number | ipv6-prefix/prefix-length |ipv6-address | ethernet
slot/port | pos slot/port | tunnel number | ve number]
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This command displays all the entries in the IPv6 forwarding cache, or those specified using the
syntax variables.

®* jndex-number - Displays the IPv6 cache for the specific entry index.

® jpv6-prefix/prefix-length - Displays the IPv6 cache for the specific IPv6 prefix.
® jpv6-address - Displays the IPv6 cache for the specific IPv6 address.

* ethernet slot/port - Displays the IPv6 cache for the specific Ethernet interface.
® pos slot/port - Displays the IPv6 cache for the specific POS interface.

* tunnel number -Displays the IPv6 cache for the specific tunnel interface.

®* ve number - Displays the IPv6 cache for the specific virtual Ethernet interface.

Brocade# show i pv6 cache
Total nunmber of cache entries: 10

| Pv6 Address Next Hop Por t
1 2001: DB8: 2:: 2 LOCAL tunnel 2
2 2000: 4: : 106 LOCAL ethe 2
3 2001: DB8: 4:: 110 DI RECT ethe 2
4 2001: DB8: c0a8: 46a:: 1 LOCAL ethe 2
5 fe80::2e0: 52ff: fe99: 9737 LOCAL ethe 2
6 fe80::ffff.ffff.feff.ffff LOCAL | oopback 2
7 f e80: : c0a8: 46a LOCAL tunnel 2
8 f e80: : c0a8: 46a LOCAL tunnel 6
9 2001:DBS8::1 LOCAL | oopback 2
10 fe80::2e0:52ff:fe99: 9700 LOCAL ethe 1
ECMP debug commands

There are no debug commands specific to ECMP.

Multicast VRF

The provider edge (PE) router maintains a Virtual Routing and Forwarding table (VRF) for each
customer that is attached to it through a customer edge (CE) router. The VRF contains routes
between the PE and the CE and Label Switched Paths (LSPs) across the MPLS domain for each PE
that is a member of the customer’s VPN. VRFs are defined on interfaces of the PE.

Multicast VRF show commands
This section describes the show commands that display multicast VRF information.

show ip bgp vpnv4 neighbor flap-statistics

Syntax: show ip bgp vpnv4 vrf-name neighbor ip-addr flap-statistics
* vrf-name - Specifies the VPNv4 neighbor for which you want to display flap statistics.
® jp-addr - Specifies a particular route.

This command displays flap statistics for routes learned from the specified VRF neighbor, as shown
in the following example.

Brocade# show i p bgp vpnv4 nei ghbor 10.2.2.2 flap-statistics
Total nunber of flapping routes: 0O
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This output shows the total number of routes in the Layer 3 switch BGP4 route table that have
changed state and have been marked as flapping routes.

show ip pim prune

Syntax: show ip pim [vrf vrf-name] prune

* vrf vrf-name - Specifies the VRF name for which you want to display multicast cache entries.

This command displays all multicast cache entries that are currently in a pruned state and have not
yet aged out, as shown in the following example.

Brocade# show ip pimvrf med prune

I ndex Port PhyPort Sour ceNet Group Nbr Age

sec
1 vl2 1/1 10.47.2.10 228.172.0.77 0.0.0.0 40
2 v12 1/1 10.47.2.10 228.172.0.73 0.0.0.0 40
3 vi12 1/1 10.47.2.10 228.172.0.69 0.0.0.0 40
4 v12 1/1 10.47.2.10 228.172.0.65 0.0.0.0 40
5 v12 1/1 10.47.2.10 228.172.0.61 0.0.0.0 40
6 v12 1/1 10.47.2.10 228.172.0.57 0.0.0.0 40
7 v12 1/1 10.47.2.10 228.172.0.53 0.0.0.0 40
8 v12 1/1 10.47.2.10 228.172.0. 49 0.0.0.0 40
9 v12 1/1 10.47.2.10 228.172.0.45 0.0.0.0 40

Total Prune entries: 9

show ip pim group

Syntax: show ip pim vrf vrf-name] group

This command displays PIM group information for an entire PIM group, or for the VRF instance
identified by the vrf vrf-name option. Command output resembles the following example.

Brocade# show i p pi m group

Total nunber of Groups: 2
I ndex 1 G oup 239.255.162.1 Ports e3/11

Multicast VRF debug commands
This section describes the multicast VRF-related debug commands.
debug ip vrf

Syntax: [no] debug ip vrf

This command generates information about synchronization of VRF routing information to line
cards, as shown in the following example.

Brocade# debug ip vrf
RTM (vrf): Processing tree download for vrf 1

This is a download request from the line card to start the tree download for VRF 1.
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debug ip bgp all-vrfs

Syntax: [no] debug ip bgp all-vrfs [A.B.C.D | dampening | events | graceful-restart | keepalives |
updates]

®* A.B.C.D - Displays information about a BGP neighbor address.

® dampening - Displays information about BGP dampening.

® events - Displays information about BGP events.

* graceful-restart - Displays information about graceful restart events.

® Kkeepalives - Displays information about BGP keepalives.

® updates - Displays information about BGP updates.

This command displays information about BGP activity, with output that is limited to VRF events.

debug ip ospf all-vrfs

Syntax: [no] debug ip ospf all-vrfs [A.B.C.D | adj | bfd | error | events | flood | graceful-restart |
log-debug-message | log-empty-Isa | Isa-generation | max-metric | packet |
retransmission | route | sham-link | shortcuts | spf]

® A.B.C.D - Display OSPF information for a specific IP address.

® adj- Displays OSPF adjacency events.

® bfd - Displays OSPF BFD events.

® error - Displays possible OSPF error in run time.

® events - Displays OSPF events.

* flood - Displays OSPF flooding information.

* graceful-restart - Displays OSPF graceful restart events.

* |og-debug-message - Enables OSPF debug message logging.

* |og-empty-Isa - Enables OSPF empty LSA logging.

® Isa-generation - Enables OSPF LSA generation.

® max-metric - Displays information about OSPF Stub Router Advertisement.

® packet - Displays information about OSPF packets.

® retransmission - Displays OSPF retransmission events.

® route - Displays information about OSPF routes.

® sham-link - Displays OSPF sham-link traces.

® shortcuts - Displays OSPF shortcuts.

® gpf- Displays OSPF SPF traces.

This command displays OSPF information for all VRF activity. Command output resembles the
following example.

Brocade# debug ip ospf all-vrfs adj

OSPF: adj acency events debugging is on
Dec 10 20:41:09 OSPF: rcvd hello from 10.101.1.2 area 0 on interface 10.101.1.1,
state BackupDR, DR 10.101.1.2, BDR 10.101.1.1
Dec 10 20:41:09 OSPF: Nei ghbor 10.101.1.2, int v501, state FULL processing event
HELLO RECEI VED
Dec 10 20:41: 14 OSPF: send hello on area O interface 10.13.13.13
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Dec 10 20:41:15 OSPF: rcvd hello from10.1.1.2 area 0 on interface 10.1.1.1, state
BackupDR, DR 10.1.1.2, BDR 10.1.1.1

Dec 10 20:41:15 OSPF: Nei ghbor 10.1.1.2, int 1/1, state FULL processing event
HELLO_RECEI VED

Dec 10 20:41:15 OSPF: send hello on area O interface 10.1.1.1

Dec 10 20:41:17 OSPF:. send hello on area O interface 10.101.1.1

Dec 10 20:41:20 OSPF: rcvd hello from 10.101.1.2 area 0 on interface 10.101.1.1,
state BackupDR, DR 10.101.1.2, BDR 10.101.1.1

Dec 10 20:41:20 OSPF: Nei ghbor 10.101.1.2, int v501, state FULL processing event
HELLO_RECEI VED

Configuration notes

You must configure a VRF on an interface before configuring a Virtual Router (VRRP-E) on it. If you
enable the Virtual Router before you enable the VRF, the Virtual Router configuration will be
deleted.

Trunk groups are manually-configured aggregate links containing multiple ports. Trunk groups
enable load sharing of traffic, and they also provide redundant, alternate paths for traffic if any of
the segments fail.

Trunking show commands

Trunk group configuration information can be displayed using the same command for either a
server or switch trunk. The information is displayed in two sections: configured trunks and
operational trunks.

show lag error counters id

Syntax: show lag error counters id LAG-id

This command displays error counters for the configured Link Aggregation Group (LAG). Command
output resembles the following example.

Brocade# show | ag error counters id 2
LAG 1d: 2

LAG I TC Error Count =
LAG | PC Error Count =
LAG FID Error Count =
LAG All ports down Err

show lag error debug id

Syntax: show lag error debug id LAG-id

This command displays the reason code for why a LAG or some of the ports within a LAG are in
down states. Command output resembles the following example.

Brocade# show |l ag error debug id 1
LAG | d: 1

Type: Dynamic

LAG Ports Down and Reason:

e2/ 1: Physi cal |y down
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e2/2: Adm ni stratively Down
e2/ 3: Threshol d reached

e2/ 11: Ti meout

e2/ 12: Peer is out of sync

show lag ethernet

Syntax: show lag ethernet slotnum/portnum to slotnum/portnum

This command displays information about trunk groups, and is divided into sections for configured
trunks and operational trunks. A configured trunk group is one that has not yet been activated.

To display server trunk group information for a range of ports, enter a command similar to the
following example.

Brocade# show | ag ethernet 12/1 to 12/3
Max number of trunks: 128

avail abl e: 127

Confi gured nunber of server trunks: 1
Configured trunks:

Trunk ID 1

Type: Server

Ports_Configured: 3

Base FI D: 0x0400

FI D count: 16

Ports 12/1 12/2 12/ 3
Port Nanes none none none
Port _Status enabl e enable enabl e
Operational trunks:

Trunk 1D 1

Type: Server

Dupl ex: Full

Speed: 1G

Tag: No

Priority: levelO

Active Ports: 3

Ports 12/1 12/ 2 12/ 3
Li nk_St at us active active active

To display switch trunk group information for specific ports, enter a command similar to the
following example.

Brocade# show | ag ethernet 9/1 to 9/2

Max nunber 206 (128 server trunks, 78 sw tch trunks)
Nunber of hash buckets per server trunk: 256
Configured nunber of server trunks: O
Configured trunks:

Trunk ID: 66

Type: Switch

Ports_Configured: 2

Ports 9/1 9/2

Port Nanes none none

Port _Status enabl e enable

Operational trunks:
Trunk ID: 66
Type: Switch

Dupl ex: Full
Speed: 10G
Tag: No

Priority: levelO
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Active Ports: 1

Ports 9/1 9/ 2
Li nk_St at us active down
Load Shari ng
Mac Address 0 0
1P 0 0
Mul ti cast 0 0
PBR 0 0
show trunk

Syntax: show trunk

This command displays trunk or LAG information on LP such as the type of trunk, trunk FID,
number of maximum ports per trunk, configured ports and its status, and so on.

Command output resembles the following example.

Brocade# show trunk

Trunk ID 1

Type: Server(base_fid=0780, base_oar_fid=0780, 100G LAG shadow fid = 07Q0)
Nunber of FIDs = 4

3/1 3/2

active active

Active primary: 3/1

Active Port Count: Sw 2, Hwm ppcr, val): (3:1, 2) (3:2, 2)

Trunking debug commands

There are no debug commands specific to trunking.

Configuration notes

There are several trunk group rules. For a full description of these trunk rules, refer to the Brocade
MLX Series and Netlron Family Configuration Guide.

The following items must be considered when configuring trunk groups:

®* You can use both static trunk groups and 802.3ad trunking on the same device. However, you
can use only one type of trunking for a given port. For example, you can configure port 1/1 as
a member of a static trunk group or you can enable 802.3ad link aggregation on the port, but
you cannot do both.

®* The ports in a trunk group make a single logical link. Therefore, all the ports in a trunk group
must be connected to the same device at the other end.

® Atrunk threshold must be configured on only one end of the trunk. If a threshold is set on both
sides, link failures will result in race-conditions and the trunk will not function properly.

® [f you connect physical cables before configuring the trunk groups and then reboot, traffic on
the ports can create a spanning tree loop.

Common diagnostic scenarios

Trunk transaction failed; ports overlap with other trunks.

With a static trunk, you must first remove the existing trunk and reconfigure a new one. If you are
using dynamic trunk configuration, you would be able to add a port dynamically in the trunk.
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Multi-Chassis Trunking (MCT) provides switch-level redundancy. If one of the switches goes down,
then the LAG is still up and the traffic flows without any disruption.

MCT show commands
This section describes the show command that displays MCT information.

show cluster

Syntax: show cluster

This command displays the complete cluster information on the ICL peer and clients, as shown in
the following example.

Br ocade# show cl uster
Cluster abc 1

Rbridge Id: 100, Session MV an: 4090

Cluster State: Depl oy

Clients State: Al client ports are administratively disabled [Optional]
Client Isolation Mdde: Strict [Optional]

Configured Menber Vlan Range: 20 to 30

Active Menber VIan Range: 20

ICL Info:

Nane Port Trunk

icll 1/1 -

Peer | nfo:

Peer 1 P: 10.10.10.2, Peer Rbridge Id: 200, ICL: icll

KeepAlive Interval: 20 , Hold Tine: 60, Fast Failover

Active Ml an Range: 20

Peer State: CCP Up (Up Tinme: 0 days: O hr:15 min: 44 sec)

Client Info:

Nanme Rbridge-id Config Port Trunk FSM State

cl 300 Deployed 1/13 - Up

The following command output displays the complete cluster information on the ICL peer and
clients for Layer 2 Virtual Private Network (L2VPN) MCT.

Br ocade# show cl uster
Cluster clu 1

Roridge Id: 4, Session Vlan: O
Cluster State: Depl oy

Client Isolation Mbde: Loose
Configured Menber VI an Range:
Active Menber VI an Range:

L2VPN Peer | nfo:

Peer IP: 10.5.5.5, Peer Roridge I1d: 5

KeepAlive Interval: 300 , Hold Tinme: 900

Node KeepAlive Interval: 2000 , Hold Tinme: 6000

| 2vpn-revertible-timer 300

Peer State: CCP Up (Up Tine: 0 days: 0 hr:21 min:52 sec)
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Client Info:

Nane Rbri dge-id Config Port Trunk FSM State
cl 101 Depl oyed 1/4 2 Adm n Up
c2 102 Depl oyed 1/2 1 Up

MCT debug commands

This section describes the MCT-related debug commands.

debug cluster forwarding

Syntax: [no] debug cluster forwarding

This command displays all the MCT forwarding-related events or messages in the MP that can
affect traffic forwarding. Some examples include remote CCEP status changes, MCT FID creation,
FID updates, and so on.

Command output resembles the following example.

Brocade# debug cluster forwarding

CLUSTER FORWARDI NG: MCT CCEP control FID 0xa006 for vlan 101 - REMOVE CCEP port
1/1

CLUSTER FORWARDI NG. Processing renote CCEP UP event for port eth 1/1

CLUSTER FORWARDI NG Processed remote CCEP event for port 1/1 for 100 vl ans
CLUSTER FORWARDI NG MCT CCEP control FID 0xa006 for vlian 101 - ADD CCEP port 1/1
CLUSTER FORWARDI NG. Processing renote CCEP DOMWN event for port eth 1/1

debug cluster actions

Syntax: [no] debug cluster actions

This command displays the debug messages for MCT-related events, such as MCT FID port
changes, and so on.

Command output resembles the following example.

Brocade# debug cluster actions

CLUSTER ACTI ONS: Mac | earning disabled for MAC 0000. 0022. 0001 on ICL 4/2, vlan
101

CLUSTER ACTI ONS: Received renpte CCEP UP | PC

debug cluster active-passive

Syntax: [no] debug cluster active-passive
This command displays the MCT active-passive messages for the cluster.
Command output resembles the following example.

Brocade# debug cluster active-passive
CLUSTER MODE - Update Client Role, Cient:client-1 My Cient role: 1, Peer Cient
Role: O

CLUSTER MODE - Cdient: client-1, Cient old role: Passive, New el ected role:
Acti ve"

Cluster Mode: For Client client-1 Revert Mode timer expired, nove to Active
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Cluster Mode: For Client client-1 CCEP is UP, Role Revert Mde is ON

debug cluster cam

Syntax: [no] debug cluster cam
This command displays all the CAM- or PRAM-related activities for MCT-related events in the LP.
Command output resembles the following example.

Brocade# debug cl uster cam
CLUSTER CAM Added peer interface cam mac 0000. 003b. a200, ppcr O
CLUSTER CAM Del et ed peer interface cam nac 0000. 003b. a200, ppcr O

debug cluster ipc

Syntax: [no] debug cluster ipc
This command is helpful to debug IPC to LP to sync forwarding information in the LP.
Command output resembles the following example.

Brocade# debug cluster ipc
CLUSTER | PC: MCT FI D 0xa005 received for vlan 101
CLUSTER I PC. cluster 1, vlan mask change

debug cluster config

Syntax: [no] debug cluster config

This command displays information about the Layer 2 Virtual Private Network (L2VPN) cluster
configurations.

Command output resembles the following example.

Brocade# debug cluster config

Brocade(config)#cluster cl

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G_ADD CLUSTER | TC nessage received
Brocade(config-cluster-c)# rbridge-id 4

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G CLUSTER RBRIDGE | D | TC nessage
recei ved

Brocade(config-cluster-c)# session-vlan 31

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER CONFI G_CLUSTER MGMI_VLAN | TC nessage
recei ved

Brocade(config-cluster-c)# icl icll ethernet 1/3

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G_ ADD CLUSTER ICL | TC nmessage
recei ved

Brocade(config-cluster-c)# peer 10.31.31.5 rbridge-id 5 icl icll

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G_ADD CLUSTER PEER | TC nessage
recei ved

Brocade(config-cluster-c)# | 2vpn-peer 10.5.5.5 rbridge-id 5

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER CONFI G L2VPN_PEER TI MERS | TC message
recei ved

Brocade(config-cluster-c)# depl oy

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER CONFI G _CLUSTER DEPLOY | TC nessage
recei ved

Nov 23 08:39: 03 CLUSTER CONFI G sending EVENT_I D CLUSTER DEPLOY event cluster 1
Brocade(config-cluster-c)# client cl

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G_ADD CLUSTER CLI ENT | TC nmessage
recei ved

Brocade(config-cluster-c-client-cl)# rbridge-id 101
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Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G _CLI ENT_RBRIDGE_I D | TC nmessage
recei ved

Brocade(config-cluster-c-client-cl)# client-interface ethernet 1/4

Nov 23 08: 39: 03 CLUSTER CONFI G CLUSTER_CONFI G_ADD CLI ENT_PORTS | TC nessage
recei ved

Nov 23 08:39: 03 CLUSTER CONFIG LACP port id for ccep 1/4 is 2051
Brocade(config-cluster-c-client-cl)# deploy

Nov 23 08: 39: 03 CLUSTER CONFI G

CLUSTER_CONFI G_CLI ENT_DEPLOYCLUSTER_CONFI G_ADD CLUSTER L2VPN_PEER | TC nessage
recei ved

Nov 23 08:39: 03 CLUSTER CONFI G sending EVENT_I D CLUSTER CLI ENT_DEPLOY event
cluster 1, client port 3

Brocade(config-cluster-c-client-cl)# client c2

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G_ADD CLUSTER CLI ENT | TC nmessage
recei ved

Brocade(config-cluster-c-client-c2)# rbridge-id 102

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G _CLI ENT_RBRIDGE_I D | TC nmessage
recei ved

Brocade(config-cluster-c-client-c2)# client-interface ethernet 1/2

Nov 23 08:39: 03 CLUSTER CONFI G CLUSTER_CONFI G_ADD CLI ENT_PORTS | TC nessage
recei ved

Nov 23 08:39: 03 CLUSTER CONFIG LACP port id for ccep 1/2 is 2049

debug cluster ccp fsm

Syntax: [no] debug cluster ccp fsm
This command displays information related to Finite State Machine (FSM) transactions.
Command output resembles the following example.

Brocade# debug cluster ccp fsm

Cct 19 14:36:27 CCP: Fsn? entry 10.5.5.5

Cct 19 14:36:27 CLUSTER CCP: sent an init msg to = 10.5.5.5

Oct 19 14:36: 27 CLUSTER CCP: Fsnm¥4 sendi ng keepalive to 10.5.5.5 in state recv

Cct 19 14:36:27 CLUSTER CCP: Fsnb 10.5.5.5 goi ng operationa

debug cluster ccp packet

Syntax: [no] debug cluster ccp packet
This command displays information specific to L2VPN timer packet exchange operation.
Command output resembles the following example.

Brocade# debug cluster ccp packet

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - cluster id 00000001
cluster_rbridge_id 00000005 magi c_no 000014ef

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - matching cluster rbridge id
f ound

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive -Received CCP Keepalive
packet to be sent on VE interface - using source nmac address 00lbed3b 0000a200
Nov 23 08:42:42 CLUSTER CCP PACKET: Tx L2VPN CCP Keepalive IP 10.5.5.5, vlan 31
port 1/3

Nov 23 08:42:42 Couldn't get the Area ID for patherr from 10.13.13.5

Nov 23 08:42:42 Couldn't get the Area ID for patherr from 10.13.13.5

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - cluster id 00000001
cluster_rbridge_id 00000005 magi c_no 000014ef

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - matching cluster rbridge id
f ound
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Nov 23 08:42: 42 CLUSTER CCP PACKET: Rx Keepalive -Received CCP Keepalive

packet to be sent on VE interface - using source nac address 00lbed3b 0000a200
Nov 23 08:42:42 CLUSTER CCP PACKET: Tx L2VPN CCP Keepalive |IP 10.5.5.5, vlan 31,
port 1/3

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - cluster id 00000001
cluster_rbridge_id 00000005 magi c_no 000014ef

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - matching cluster rbridge id

f ound

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive -Received CCP Keepalive

packet to be sent on VE interface - using source nac address 00lbed3b 0000a200
Nov 23 08:42:42 CLUSTER CCP PACKET: Tx L2VPN CCP Keepalive IP 10.5.5.5, vlan 31,
port 1/3

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - cluster id 00000001
cluster_rbridge_id 00000005 magi c_no 000014ef

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive - matching cluster rbridge id

f ound

Nov 23 08:42:42 CLUSTER CCP PACKET: Rx Keepalive -Received CCP Keepalive

debug cluster fsm

Syntax: [no] debug cluster fsm
This command displays FSM information for the cluster.
Command output resembles the following example.

Brocade# debug cluster fsm

Nov 23 08:40: 27 CLUSTER CONFI G CLUSTER_CONFI G_CLUSTER DEPLOY | TC nessage

recei ved

Nov 23 08:40: 27 CLUSTER CONFI G sending EVENT_| D CLUSTER DEPLOY event cluster 1
Nov 23 08:40: 27 CLUSTER CONFI G sending EVENT_I D CLUSTER CLI ENT_DEPLOY event
cluster 1, client port 3

Nov 23 08:40: 27 CLUSTER CONFI G sending EVENT_I D CLUSTER CLI ENT_DEPLOY event
cluster 1, client port 1

Nov 23 08:40:29 CLUSTER FSM cluster id 1, peer rbridge id 5, old state: Init,
event: CCP Up

Nov 23 08:40:29 CLUSTER FSM CCRR nessage sent for client for nmultiple clients
Nov 23 08:40:29 CLUSTER FSM new state: Loading

Nov 23 08:40: 29 CLUSTER FSM Received CCRR nmessage from peer when CCP is up

Nov 23 08:40: 29 CLUSTER FSM cluster id 1, client id 101, old state: Init, event:
CCP Up

Nov 23 08:40: 29 CLUSTER FSM sendi ng EVENT_I D MCT_REMOTE_DEPLOY event

Nov 23 08:40:29 CLUSTER FSM new state: Admin Up, master: TRUE

Nov 23 08:40:29 CLUSTER FSM cluster id 1, client id 102, old state: Init, event:
CCP Up

Nov 23 08:40: 29 CLUSTER FSM sendi ng EVENT_I D MCT_REMOTE_DEPLOY event

Nov 23 08:40:29 CLUSTER FSM new state: Admin Up, master: TRUE

Nov 23 08:40:29 CLUSTER FSM cluster id 1, client id 102, old state: Admn Up
event: Renote Up

Nov 23 08:40: 29 CLUSTER FSM sending EVENT_I D MCT_REMOTE_CCEP_UP event

Nov 23 08:40:29 CLUSTER FSM CCRR nmessage sent for client 102 (return code : O,
val ue = 00660018)

Nov 23 08:40: 29 CLUSTER FSM new state: Renote Up, master: FALSE

Nov 23 08:40:29 CLUSTER FSM Recei ved Loadi ng- Done nessage from peer

Nov 23 08:40:29 CLUSTER FSM cluster id 1, peer rbridge id 5 old state: Loading
event: Loadi ng Done

Nov 23 08:40:29 CLUSTER FSM sendi ng EVENT_| D MCT_CCP_UP event

Nov 23 08:40:29 CLUSTER FSM new state: CCP Up

Nov 23 08:40:29 CLUSTER FSM cluster id 1, client id 102, old state: Remote Up,
event: Spoke Down
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Nov 23 08:40:29 CLUSTER FSM Sending client fsmstate to LP, state 1

Nov 23 08:40:29 CLUSTER FSM CCRR nessage sent for client 102 (return code : O,
val ue = 00660018)

Nov 23 08:40: 29 CLUSTER FSM new state: Renote Up, master: FALSE

Nov 23 08:40: 29 CLUSTER L2VPN:. Spoke PWevent - Master/ Sl ave selection for client
rbridge 102 Successful (event = 2)

Nov 23 08:40:29 CLUSTER FSM cluster id 1, client id 102, old state: Remote Up,
event: Spoke Up

Nov 23 08:40: 29 CLUSTER FSM new state: Renote Up, master: FALSE

Nov 23 08:40: 29 CLUSTER L2VPN:. Spoke PWevent - Master/ Sl ave selection for client
rbridge 102 Successful (event = 1)

Nov 23 08:40:29 CLUSTER FSM Received CCRR nessage from peer when CCP is up

Nov 23 08:40:29 CLUSTER FSM Received CCRR nessage from peer when CCP is up

debug cluster fsm client

Syntax: [no] debug cluster fsm client
This command displays cluster FSM information for the client.
Command output resembles the following example.

Brocade# debug cluster fsmclient 400

CLUSTER fsm debuggi ng is now ON for client rbridge 400
Brocade(config)#interface ethernet 3/13
Brocade(config-if-el000-3/13)#di sabl e

SYSLOG <46>Dec 5 15:55:50 Brocade System Interface ethernet 3/13, state down -
di sabl ed

SYSLOG <46>Dec 5 15:55:50 Brocade PORT: 3/13 disabled by operator from consol e
sessi on.

Brocade(config-if-el000-3/13)#

SYSLOG <44>Dec 5 15:55:50 Brocade LACP: ethernet 3/13 state changes from FORWARD
to LACP_BLOCKED

SYSLOG <46>Dec 5 15:55:50 Brocade LACP:. Port 3/13 mux state transition:
aggregate -> not aggregate (reason: peer is out of sync)

SYSLOG <44>Dec 5 15:55:50 Brocade LACP: ethernet 3/13 state changes from
LACP_BLOCKED t o DOMN
Dec 5 15:55:50 CLUSTER FSM sendi ng EVENT_| D_MCT_LOCAL_CCEP_DOMN event

SYSLOG <46>Dec 5 15:55:50 Brocade CLUSTER FSM d uster MCT-VPLS (1d: 1), client
R4 (RBridge Id: 400) - Local client CCEP down

Dec 5 15:55:50 CLUSTER FSM cluster id 1, client id 400, old state: Up, event:
Local Down

Dec 5 15:55:50 CLUSTER FSM Sending client fsmstate to LP, state 1

Dec 5 15:55:50 CLUSTER FSM new state: Renote Up, master: FALSE

Dec 5 15:55:51 CLUSTER FSM Recei ved CCRR nessage from peer when CCP is up (val ue
= 01900016)

SYSLOG <46>Dec 5 15:55:53 Brocade LACP: Port 3/13 rx state transition: current
-> expired (reason: tineout)
Brocade(config-if-el000-3/13)#enabl e

SYSLOG <46>Dec 5 15:55:55 Brocade PORT: 3/13 enabl ed by operator from consol e
sessi on.
Brocade(config-if-el000-3/13)#

420 Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



mer 10

SYSLOG <44>Dec 5 15:55:58 Brocade LACP: ethernet 3/13 state changes fromDOM to
LACP_BLOCKED

SYSLOG <46>Dec 5 15:55:58 Brocade LACP: Port 3/13 rx state transition: defaulted
-> current

SYSLOG <46>Dec 5 15:55:58 Brocade LACP: Port 3/13 partner port state transition:
not aggregate -> aggregate

SYSLOG <46>Dec 5 15:56:00 Brocade LACP: Port 3/13 nux state transition: not
aggregate -> aggregate

SYSLOG <44>Dec 5 15:56: 00 Brocade LACP. ethernet 3/13 state changes from
LACP_BLOCKED t o FORWARD

SYSLOG <46>Dec 5 15:56: 00 Brocade System Interface ethernet 3/13, state up
Dec 5 15:56:00 CLUSTER FSM sending EVENT_I D_MCT_LOCAL_CCEP_UP event

SYSLOG <46>Dec 5 15:56:00 Brocade CLUSTER FSM Cl uster MCT-VPLS (I1d: 1), client
R4 (RBridge Id: 400) - Local client CCEP up

Dec 5 15:56:00 CLUSTER FSM cluster id 1, client id 400, old state: Renote Up,
event: Local Up

Dec 5 15:56:00 CLUSTER FSM sendi ng EVENT_I D_MCT_LOCAL_CCEP_UP event

Dec 5 15:56:00 CLUSTER FSM new state: Preforwarding Renmbte Up, master: FALSE
Dec 5 15:56:00 CLUSTER FSM Recei ved CCRR nessage from peer when CCP is up (val ue
= 0190001e)

Dec 5 15:56:00 CLUSTER FSM cluster id 1, client id 400, old state: Preforwarding
Renpote Up, event: CCRR Ack Rcvd

Dec 5 15:56:00 CLUSTER FSM Sending client fsmstate to LP, state 2

Dec 5 15:56:00 CLUSTER FSM new state: Up, master: FALSE

debug cluster 12vpn

Syntax: [no] debug cluster 12vpn
This command displays the events specific to L2VPN operation.
Command output resembles the following example.

Brocade# debug cluster |2vpn

Oct 19 14:32:40 CLUSTER L2VPN:. clusterngr_cl uster_depl oy Done for L2VPN cl uster
Oct 19 14:32:40 CLUSTER L2VPN: L2VPN task received O uster Deploy event

Oct 19 14:32:40 CLUSTER L2VPN: L2VPN task received Cient Deploy event

Oct 19 14:32:40 CLUSTER L2VPN. L2VPN ading client information for port 1/2

Oct 19 14:32:40 CLUSTER L2VPN: L2VPN task received Cient Deploy event

Oct 19 14:32:40 CLUSTER L2VPN: L2VPN ading client information for port 1/4

Oct 19 14:32:40 CLUSTER L2VPN: L2VPN task received Renpte CCEP 1/2 is up

Oct 19 14:32:40 CLUSTER L2VPN. L2VPN task received CCP is up

debug cluster mdup

Syntax: [no] debug cluster mdup
This command displays information related to MAC Database Update Protocol (MDUP) operation.
Command output resembles the following example.

Brocade# debug cluster ndup
CLUSTER ndup debugging is now ON
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Brocade# Dec 5 16:04:35 CLUSTER MDUP: Recei ved MAC FLUSH nessage, option: Flush
Client Rbridge, cluster_id: 1, Peer Rbridge: 1, Flush Rbridge: 400, vlan: ,
port _id: 65535

Dec 5 16:04: 35 CLUSTER MDUP: Recei ved MAC FLUSH nessage, option: Flush Rbridge,
cluster_id: 1, Peer Rbridge: 1, Flush Rbridge: 1, vlan: , port_id: 12

Dec 5 16:04: 35 CLUSTER MDUP: Received MAC | NFO nessage, Type: Rbridge, cluster:
1, vlan: , Rbridge id: 400

Dec 5 16:04: 35 CLUSTER FSM Recei ved CCRR nessage from peer when CCP is up (val ue
= 0190001a)

Dec 5 16:04:35 CLUSTER FSM cluster id 1, client id 400, old state: Up, event:
Rernot e Down

Dec 5 16:04:35 CLUSTER FSM sendi ng EVENT_| D MCT_REMOTE_CCEP_DOWM event

SYSLOG <46>Dec 5 16:04:35 Brocade CLUSTER FSM C uster MCT-VPLS (1d: 1), client
R4 (RBridge Id: 400) - Renote client CCEP down

Dec 5 16:04:35 CLUSTER FSM Sending client fsmstate to LP, state 3

Dec 5 16:04:35 CLUSTER FSM new state: Local Up, nmaster: FALSE

Dec 5 16:04: 35 CLUSTER FSM Recei ved CCRR nessage from peer when CCP is up (val ue
= 0190001a)

Dec 5 16:04:35 CLUSTER MDUP: Convert CCRto CCL for cluster_id: 1, client rbridge
id = 400

SYSLOG <41>Dec 5 16:04: 37 Brocade DOT1AG Renote MEP 4000 in Domain VPLS_SP, MA
vpl s_420 aged out

SYSLOG <41>Dec 5 16:04:39 Brocade DOT1AG Renote MEP 4000 in Domain VPLS_SP, MA
vpl s_420 beconme UP state

Dec 5 16:04:39 CLUSTER FSM Recei ved CCRR nessage from peer when CCP is up (val ue
= 0190001e)

Dec 5 16:04:39 CLUSTER FSM cluster id 1, client id 400, old state: Local Up,
event: Renote Up

Dec 5 16:04:39 CLUSTER FSM sendi ng EVENT_| D MCT_REMOTE_CCEP_UP event

SYSLOG <46>Dec 5 16:04:39 Brocade CLUSTER FSM C uster MCT-VPLS (1d: 1), client
R4 (RBridge Id: 400) - Rermote client CCEP up

Dec 5 16:04:39 CLUSTER FSM Sending client fsmstate to LP, state 2

Dec 5 16:04:39 CLUSTER FSM new state: Up, master: FALSE

Dec 5 16:04:39 CLUSTER FSM Received CCRR nessage f

Configuration notes

® |CL ports must not be untagged members of any VLAN. An ICL is preferably a LAG that provides
port level redundancy and higher bandwidth for cluster communication.

® |CL ports can be part of MCT VLANs as well as regular VLANSs.
®* The ICL VLAN mask must be a superset of the client VLAN mask.
® MAC learning is disabled on ICL ports for the MCT VLANSs.

®* MAC Database Update Protocol (MDUP) will synchronize all MAC entries for VLANs served by an
ICL link.

® On CCEP ports, MCT does not support MPLS, VLL, VPLS, 802.1ah, 802.1ad, and routing
protocols.
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VPLS unicast forwarding

VPLS enhances the point-to-point connectivity defined in the Draft-Martini IETF documents by
specifying a method for Virtual Circuits (VCs) to provide point-to-multipoint connectivity across the
MPLS domain, allowing traffic to flow between remotely connected sites as if the sites were
connected by a Layer 2 switch.

VPLS can be used to transport Ethernet frames to and from multiple, geographically dispersed
sites belonging to a customer VPN. The provider edge (PE) devices connecting the customer sites
provide functions similar to a Layer 2 switch. The PE devices learn the MAC addresses of locally
connected customer devices, flood broadcast and unknown-unicast frames to other PE devices in
the VPN, and create associations between remote MAC addresses and the VC LSPs used to reach
them.

For more information about MPLS VPLS diagnostics, refer to Chapter 5, “MPLS Diagnostics”.

VPLS unicast forwarding show commands

This section describes the show commands that display VPLS unicast forwarding information.
show mpls debug vpls

Syntax: show mpls debug vpls vpls id

This command displays generic VPLS debug information, as shown in the following example.

Brocade# show npls debug vpls 1

1 D 1 Nane: test 1
CPU-Prot: OFF MWI D: I NVD FI D 0x00002002
MAC | nf o:

Total MACs: 2 Local: 2 Renote: 0
Max Exceed: 0 Table Full: 0

show mpls debug vpls local

Syntax: show mpls debug vpls local num

This command displays the state of a VPLS. Specify the VPLS ID to see the local entries for a
specific VPLS. Command output resembles the following example (specified for VPLS 2).

Brocade# show npls debug vpls local 2
VPLS 2:
VLAN Port Valid Pending

4 2/ 19 1 0
Local Broadcast Fids:

VLAN 4 -- Fid: 00008fa6, Ports: 1
Port 2/19 -- Fid: 0000003a

show mpls debug vpls remote

Syntax: show mpls debug vpls remote num

This command displays the state of all VPLS peers configured in the system. To display information
for a specific VPLS, enter a VPLS ID number. Command output resembles the following example
(specified for remote VPLS 1).
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Brocade# show npls debug vpls renonte 1

VPLS 1:
Peer: 10.5.5.5 Valid: Yes Pending Delete: 0O
Label : 983040 Tagged: No Load Bal ance: No
Num LSP Tnnls: 1
VvC Tunnel NHT Use

Port Label I ndex Cos COs

2/9 983040 3 0 0 0

2/9 983040 3 0 0 0

2/9 983040 3 0 0 0

2/9 983040 3 0 0 0

Active Trunk Index: O

Internally, a maximum of four LSP tunnels are maintained to reach the peer. If load balancing is
disabled, information for only one tunnel is displayed in the output.

Common diagnostic scenarios
® VPLS does not accept a receiver report where VPLS VLAN 1002 is configured with multicast
active.

This issue is resolved by upgrading the software version to reflect the latest patches and
versions.

® VPLS drops multicast traffic with multicast addresses that have not been reported to the
Brocade MLX series routers (through IGMP Report).

This issue is resolved by upgrading the software version to reflect the latest patches and
versions.

GRE and IPv6 tunnels

424

The following commands provide information about Generic Routing Encapsulation (GRE) and IPv6
tunnels. Because both tunnel types are used by various applications (Multicast, PBR, and so on),
the following commands display specific debugging messages with detailed information. These
commands help to isolate events for a specific tunnel, a range of tunnels, or all tunnels.

debug iptunnel

Syntax: [no] debug iptunnel [errors | events | ipc | keepalives | packets | statistics | tunnel-type
[gre | ipvB]] [range tunnel-id low - tunnel-id high]

® errors - Displays IP tunnel errors.

® events - Displays IP tunnel events.

® ipc - Displays IP tunnel IPC messages.

* keepalives - Displays keepalive information (for GRE tunnels only).
® packets - Displays IP tunnel packets information.

® gstatistics - Displays tunnel statistics.

* tunneltype - Displays information for a specific tunnel type.

® gre - Displays information for a specific GRE tunnel.

® ipv6 - Displays information for a specific IPv6 tunnel.
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® range tunnel-id low - tunnel-id high - Displays information for a range of tunnels (specify lower
and higher tunnel ID values).

debug iptunnel errors

Syntax: [no] debug iptunnel errors [range tunnel-id low - tunnel-id high]

This command displays any error messages for the specified range of tunnels, including
unexpected events as part of the packet flow, IPC flow, or configuration of IP tunnels.

Command output resembles the following example.

Brocade# debug i ptunnel errors

Apr 28 11:54:24 TNNL_GRE: ERRORS: tnnl 2- IP tunnel is invalid

Apr 28 11:54:24 TNNL_GRE: ERRORS: tnnl 2- L3 encapsul ate and send - Dropping as
Tnnl is Down

debug iptunnel events

Syntax: [no] debug iptunnel events [range tunnel-id low - tunnel-id high]

This command displays any tunnel events for the specified range of tunnels, including.route
changes, IPv4 or IPv6 port state notifications, tunnel status changes because of destination route
changes or source interface changes, and any events that cause the tunnel status and operational
information to be changed that can affect the routes.

Command output resembles the following example.

Brocade# debug i ptunnel events

// Di sabl e the tunnel on local side

TNNL_GRE: EVENTS: tnnl 1-1P notify - Renoving Tunnel IP - tnnl, state DOMN
TNNL_GRE: EVENTS: tnnl 1-1P notify-Tnnl state DOMN:. Notifying all routing protocols
TNNL_GRE: EVENTS: tnnl 1-Del eting NHT for tnnl, nht O

TNNL_GRE: EVENTS: t nnl 1- Active MP Sending NHT for tnl,nht_idx O, action Delete
TNNL_GRE: EVENTS: t nnl 1-Update NHT Entry as Tnnl Dest route change for Tunnel

// Enabl e the tunnel on |ocal side

TNNL_GRE: EVENTS: tnnl 1-1P notify - Adding Tunnel IP - tnnl, state UP

TNNL_GRE: EVENTS: tnnl 1-1P notify-Tnnl state UP: Notifying all routing protocols
TNNL_GRE: EVENTS: tnnl 1-NHT entry Created for tnnl, nht 0, IP 10.11.11.21
TNNL_GRE: EVENTS: tnnl 1-Creating NHT and sending info to LP for tnnl

TNNL_GRE: EVENTS: t nnl 1- Active MP Sending NHT for tnl,nht_idx O, action Add
TNNL_GRE: EVENTS: t nnl 1- Addi ng NHT index for tnnl, nht 0, outport 2/12

debug iptunnel ipc

Syntax: [no] debug iptunnel ipc [range tunnel-id low - tunnel-id high]

This command displays IPC messages related to debugging information for the specified range of
tunnels. Command output resembles the following example.

Brocade# debug i ptunnel ipc
TNNL_GRE: | PC: t nnl 1- Sendi ng GRE Tunnel Update for tnnl
TNNL_GRE: | PC: tnnl 1- One Tunnel update - src-ip 10.11.11.1, dst-ip 10.11.11.21

Wth tunnel enabled manual ly

TNNL_GRE: | PC: t nnl 1- Sendi ng GRE Tunnel Update for tnnl

TNNL_GRE: | PC: tnnl 1-Tnnl is UP

TNNL_GRE: | PC: tnnl 1-One Tunnel update - src-ip 10.11.11.1, dst-ip 10.11.11.21
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debug iptunnel keepalives

Syntax: [no] debug iptunnel keepalives [range tunnel-id low - tunnel-id high]

This command displays keepalive events for the specified range of tunnels.The output displays
messages about the receiving and transmitting of keepalive packets, keepalive timer actions, and
bringing the tunnel up or down based on keepalive actions.

NOTE
This command only applies to GRE tunnels and does not work for IPv6 tunnels.

Normal keepalive messages:

Brocade# debug i ptunnel keepalives

TNNL_GRE: KALI VE: t nnl 1- Keepalive Tinmer- For Tunnel, remaining time 10
TNNL_GRE: KALI VE: t nnl 1-TX Keepal i ve packet on tnnl, src 10.11.11.1, dst
10.11.11. 21

TNNL_GRE: KALI VE: t nnl 1- Keepal i ve packet received at MP for tunnel

TNNL_GRE: KALI VE: tnnl 1- Rx Keepal i ve packet, src 10.11.11.21, dst 10.11.11.1
TNNL_GRE: KALI VE: t nnl 1- Reset the keepalives in the Keepalive List for tunnel
With tunnel disabled on the remote side so that keepalives bring down the tunnel:

TNNL_GRE: KALI VE: tnnl 1-Bring DOMN GRE Tunnel due to keepalive tinmeout

TNNL_GRE: EVENTS: tnnl 1-1P notify - Renoving Tunnel IP - tnnl, state DOMN
TNNL_GRE: EVENTS: tnnl 1-1P notify-Tnnl state DOMN: Notifying all routing protocols
TNNL_GRE: KALI VE: t nnl 1-TX Keepal i ve packet on tnnl, src 10.11.11.1, dst

10.11.11. 21

With tunnel enabled on the remote side so that the tunnel comes back up on the local side:

TNNL_GRE: KALI VE: tnnl 1-TX Keepal i ve packet on tnnl, src 10.11.11.1, dst
10.11.11. 21

TNNL_GRE: KALI VE: t nnl 1-Keepal i ve packet received at MP for tunnel

TNNL_GRE: KALI VE: t nnl 1- Rx Keepal i ve packet, src 10.11.11.21, dst 10.11.11.1
TNNL_GRE: KALI VE: tnnl 1- Reset the keepalives in the Keepalive List for tunnel
TNNL_GRE: KALI VE: tnnl 1-Bring UP GRE Tunnel as keepalive response is received
TNNL_GRE: EVENTS: tnnl 1-1P notify - Adding Tunnel IP - tnnl, state UP

TNNL_GRE: EVENTS: tnnl 1-1P notify-Tnnl state UP: Notifying all routing protocols

debug iptunnel packets

Syntax: [no] debug iptunnel packets [range tunnel-id low - tunnel-id high]

This command displays packet processing details for the specified range of tunnels. Output shows
the packets received and transmitted on any particular tunnel including control packets, keepalive
packets, and so on.

Command output resembles the following example.

Brocade# debug i ptunnel packets
TNNL_GRE: PKTS: t nnl 1- Sendi ng packets to tunnel, dest 10.111.111.21
TNNL_GRE: PKTS: t nnl 1- Sendi ng packets to tunnel, dest 10.111.111.21

debug iptunnel statistics

Syntax: [no] debug iptunnel statistics [range tunnel-id low - tunnel-id high]

This command displays tunnel statistics for the specified range of tunnels, including messages
about statistics collection, statistics IPC actions, background polling of statistics information, and
sSo on.
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Command output resembles the following example.

Brocade# debug i ptunnel statistics

TNNL_GRE: STATS: tnnl 1-Statistics sync processed for |P tunnel

TNNL_GRE: STATS: tnnl 1-Statistics sync processed for |P tunnel

TNNL_GRE: STATS: tnnl 1-Statistics sync processed for |P tunnel

TNNL_GRE: STATS: tnnl 1-LP to MP | PC. PPCRO: recv_ucast 2, recv_ntast 0, xmit_ucast
0, xmit_nctast O

debug iptunnel tunnel-type

Syntax: [no] debug iptunnel tunnel-type [gre | ipv6] [range tunnel-id low - tunnel-id high]

You can specify the type of tunnel to debug. The valid options are gre for GRE tunnels and ipv6 for
IPv6 tunnels. Within a specified range of tunnels, information is filtered for the tunnel type if it is
configured. If a tunnel type is not configured, debug messages are printed based on range only.

The no debug iptunnel tunnel-type command resets the previously configured tunnel type (if any),
and prints messages for tunnels within the specified range.

LP CPU packet statistics

Protocol control packets and data packets are forwarded to the Line Processor Central Processing
Unit (LP CPU) for packet processing. The LP CPU forwards the packets to a destination port or the
Forwarding ID (FID), and the packet is either sent to the Management Processor (MP) module for
processing, or the packet is dropped based on the forwarding decision. At various stages of the LP
CPU packet processing, packet counters are maintained to assist with debugging.

NOTE
LP CPU packet statistics are maintained after MP switchover.

NOTE
LP CPU packet statistics are reset to zero after hitless upgrade and LP reboot.

LP CPU packet statistics show command
This section describes the show commands that display LP CPU packet information.

show Ip-cpu packet statistics

Syntax: show Ip-cpu packet statistics

This command displays the total number of packets that are received, dropped, forwarded, or
flooded by the LP CPU during packet processing. For packets that are dropped, packet drop causes
are indicated in the output display. This command also displays the number of packets processed
by the LP CPU received from Layer 2, Layer 3, MPLS uplinks, VPLS, and other data packets. The LP
counters are text-wrapped to zero on the CLI. The LP CPU counters are not cleared after you display
packet statistics using the show Ip-cpu packet statistics command. The LP CPU counters are
displayed on both the MP and the LP.

The following counters are not displayed on the CLI using the show Ip-cpu packet statistics
command:

®* PBIF RX or TX packet counters
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®* XPP and TM packet counters
® MPor LP IPC packet counters
® Packets originated by the MP or LP.

NOTE
The show Ip-cpu packet statistics command displays statistics for packets that are received by

the LP CPU from hardware only.

This command can be used on both the MP and LP modules. On the LP module, the show Ip-cpu
packet statistics command displays LP CPU counters only for a specific LP module. The following
example output displays the total number of packets received by the LP CPU from MPLS, VPLS, VLL,
ARP, and other data packets on module 4.

Brocade# show | p-cpu packet statistics
MODULE 4
Total Packets Received: 1000
MPLS uplink packets received: 0
VPLS packets received: 0
VLL packets received: 0
L3 VPN packets received: 0
O her MPLS packets received: 0
ARP packets received: 0
ARP response packets received: 0
ARP request packets received: 0
| PV4 packets received: 0
| Pv4 uni cast packets routed: O
| Pv4 protocol packets received:0
GRE tunnel packets received: 0
6t 04 tunnel packets received: 0
| PV6 packets received: 0
| Pv6 uni cast packets routed: O
| pv6 protocol packets received:0
I Pv4 nul ticast packets routed: 0
I Pv6 nmul ticast packets routed:0
L2VPN endpoi nt packets received: 0
VPLS endpoi nt packets received: 0
VLL endpoi nt packets received: 0
Local - VLL endpoi nt packets received: 0
L2 packets received: 1000
L2 known uni cast packets forwarded: 600
L2 unknown uni cast packets flooded: 100
L2 broadcast Packets fl ooded: 100
L2 multicast Packets fl ooded:0
Packets received for SA |learning:0
O her packets received: 0
Total Packets dropped: 200
Packet drop causes:
[PP — Post Processing Drops; CV — Configuration Violation Drops;
PE - Packet Error Drops; PFE - Potential Forwarding Error Drops
OD - O her Drops]

3-L2 packet forwarded in hardware(PP): 100
20-L2 port state is blocking(CV):100

ARP packets captured for DAI: 0
ARP packets failed DAI:O
Table 8 displays the descriptions of the fields from the show Ip-cpu packet statistics command.
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TABLE 8 Output from the show Ip-cpu packet statistics command
Field Description
Module The interface module number that is currently connected to the chassis.

Total packets Received

The total number of packets received by the LP CPU. For example, when a
packet is received by the LP CPU from a local port, the Total packets Received
counter is incremented. The LP CPU performs various checks on the received
packet. For example, the Total packet Received counter is incremented when
a packet is received on a trunk that has no active local ports, or when a
packet is received with an invalid VLAN ID.

MPLS uplink packets received

VPLS packets received

VLL packets received

L3 VPN packets received

Other MPLS packets received

ARP packets received

The number of MPLS labeled packets (VPLS, VLL, L3 VPN, and other MPLS
packets) received on MPLS uplinks by the LP CPU.

The total number of ARP packets received by the LP CPU.

ARP response packets received

The number of ARP response packets received by the LP CPU.

ARP request packets received

The number of ARP request packets received by the LP CPU.

IPv4 packets received

The total number of IPv4 routed packets received by the LP CPU.

IPv4 unicast packets routed

The number of IPv4 unicast packets routed by the LP CPU.

IPv4 protocol packets received

The number of IPv4 protocol packets received by the router or the switch.

GRE tunnel packets received

The number of IPv4 or GRE packets received by the LP CPU.

6to4 tunnel packets received

The number of IPv4 6to4 tunnel packets received by the LP CPU.

IPv6 packets received

The total number of IPv6 packets received by the LP CPU.

IPv6 unicast packets routed

The number of IPv6 unicast packets routes by the LP CPU.

IPv6 protocol packets received

The number of IPv6 protocol packets destined to the router or the switch.

IPv4 multicast packets routed

The number of IPv4 multicast packets (including multicast snooping packets),
received by the LP CPU.

IPv6 multicast packets routed

The number of IPv6 multicast packets routed by the LP CPU.

L2VPN endpoint packets
received

The total number of L2VPN endpoint packets received by the LP CPU.

VPLS endpoint packets received

The number of VPLS packets received on the VPLS endpoints.

VLL endpoint packets received

The number of VLL packets received on the VLL endpoints.

Local-VLL Endpoint packets
received

The number of local-VLL endpoint packets received by the LP CPU.

L2 packets received

The number of packets received for Layer 2 processing by the LP CPU. The
Layer 2 packets received counter is incremented when Layer 2 forwarding
receives a packet.

L2 known unicast packets
forwarded

The number of known Layer 2 unicast packets forwarded by the LP CPU. The
L2 known unicast packets forwarded counter is incremented when a packet
received with a known unicast MAC address is forwarded to the destination
port.

L2 unknown unicast packets
flooded

The number of Layer 2 unknown-unicast packets flooded by the LP CPU.
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TABLE 8 Output from the show Ip-cpu packet statistics command (Continued)

Field Description

L2 broadcast packets flooded The number of Layer 2 broadcast packets flooded by the LP CPU.

L2 multicast packets flooded The number of Layer 2 multicast packet (including packets forwarded by IGMP
snooping and multi-port MAC packets) received by the LP CPU.

Packets received for SA learning  The number of packets received for source MAC address learning.

Other packets received The number of miscellaneous packets received by the LP CPU. The Other
packets received counter is incremented when a packet is not processed by
any of the forwarding counters displayed previously (for example, MPLS
uplinks packets received counter, ARP packets received counter, and so on).

Total packets dropped The total number of packets dropped by the LP CPU.

Packet drop causes The reasons for dropping a packet, and the number of packets that are
dropped for a given reason. The LP CPU forwards the packet to a destination
port or destination FID, drops the packet based on the forwarding decision, or
drops the packet due to errors in packet processing by the LP CPU. Packets
can be dropped based on following reasons:
®  Post Processing (PP) Drops - The packets are dropped because the
packets were forwarded in hardware by the LP CPU and copied to the
CPU to learn SA or DA MAC addresses, or for sFlow logging. The PP drops
are to be expected and are not harmful to the LP CPU packet processing.
For a complete list of all PP drop causes, refer to Table 9 on page 431.

® Configuration Violation (CV) Drops- The packets are dropped because of
configuration violations, such as Layer 2 packets received on a route-only
switch. A route-only switch implies that Layer 2 packets are only routed,
not switched. Layer 2 packets are usually forwarded within the same
VLAN and are not routed to a different VLAN. If packets are configured to
route only, then Layer 2 packets are dropped. A CV drop can also occur
when the number of broadcast packets has exceeded the configured
limit set by the user. A port in a blocking state constitutes a CV drop. For
a complete list of all CV drop causes, refer to Table 9 on page 431.

Packet drop causes Packets can be dropped based on following reasons (continued):

(continued) ®  Packet Error (PE) Drop - A packet is dropped because it is received with
errors because the packet is corrupted, or the packet contains incorrect
information such as an invalid SA or DA MAC address. For a complete list
of all PE drop causes, refer to Table 9 on page 431.

®  Potential Forwarding Error (PFE) Drops - A PFE drop occurs when the
information required to forward a packet to its destination is not
available in the LP software. For example, the destination FID is invalid,
or ARP is not resolved. For a complete list of all PFE drop causes, refer to
Table 9 on page 431.

®  Other Drops (OD) - OD drops are drops that cannot be classified into any
of the preceding drop causes. For a complete list of all OD drop causes,
refer to Table 9 on page 431.

For example, the following is displayed in the output:

3-L2 packet forwarded in hardware(PP):9619

® 3 refers to the drop code.

® |2 packet forwarded in hardware refers to the type of packet drop cause.
For a list of all packet drop causes, refer to Table 2.

® 9619 refers to the number of packets that are dropped.

ARP packets captured for DAI The number of ARP packets captured for Dynamic ARP Inspection (DAI).
ARP packets failed DAl The number of DAl-failed ARP Packets.
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TABLE9 Packet drop causes for LP CPU counters
Drop Category Drop Drop message Drop description
code

Post Processing (PP) 1
Drops

Layer 2 packet forwarded in hardware (PP)

A Layer 2 packet is forwarded in
hardware, and a copy of the packet
is sent to the CPU for source MAC
learning.

Layer 3 packet forwarded in hardware (PP)

A Layer 3 packet is forwarded in
hardware, and a copy of the packet
is sent to the CPU for source MAC
learning.

IPv4 RPF logging packet (PP)

An IPv4 packet is dropped because
of the RPF check failure, and the
packet is sent to the CPU for logging.

IPv6 RPF logging packet (PP)

A n IPv6 packet is dropped because
of the RPF check failure, and the
packet is sent to the CPU for logging.

IPv4 multicast filtering drop (PP)

An IPv4 multicast packet is received
for a group with no receivers. IPv4
multicast filtering is enabled.

IPv6 multicast filtering drop (PP)

An IPv6 multicast packet is received
for a group with no receivers. IPv6
multicast filtering is enabled.

ACL logging packet (PP)

A packet is dropped because of ACL
filtering, and the packet is sent to the
CPU for logging.

Packet received for sFlow sampling (PP)

A packet is forwarded in hardware,
and a copy of the packet is sent to
the CPU for sFlow sampling.

IP packet forwarded as fragments and
dropped the original (PP)

The IP packet is sent as fragments,
and the original packet is dropped.

10

L3 multicast drop

A packet is dropped in multicast
processing.

11

Reserved UDLD packet (PP)

A Brocade UDLD packet is processed
and dropped.

12

PBB Packet for source MAC learning (PP)

A PBB packet is sent to software for
software MAC learning.

13

PBB Packet for software s-flooding (PP)

The original packet is dropped in
software, and copies of the packet
are sent to the provider edge ports.

Configuration Violation 14
(CV) Drops

Route-only enabled (CV)

A switch is configured in route-only
mode, and the Layer 2 packet
received is dropped.

15 Invalid VLAN ID (CV) A packet is received with a VLAN ID
that is not configured in the switch.
16 Layer 2 Trace - L2 Switching not enabled Layer 2 switching is not enabled on

(V)
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TABLE9 Packet drop causes for LP CPU counters (Continued)
Drop Category Drop Drop message Drop description
code
17 Layer 2 Trace - unknown VLAN (CV) The Layer 2 trace route packet is

received with a VLAN ID that is not
configured in the switch.

18 Port security violation (CV) A packet with an unauthorized MAC
address is received on a port.

19 Logical port state is down (CV) The link level protocol state is not
enabled.

20 Layer 2 port state is blocking (CV) The port on which the packet is
received is not in the forwarding
state.

21 Layer 2 Trace - STP port state is blocking The port on which the Layer 2 trace

(cv) packet is received is not in the
forwarding state.

22 STP/PVST protected port drop (CV) The port is configured to drop
BPDUs.

23 STP packet dropped on STP boundary port A BPDU is received on a configured

(cv) SuperSpan boundary port.
24 STP packet dropped on layer 2 free port A Layer 2 protocol packet is received
(cv) on a port with all Layer 2 protocols
disabled.
25 STP packet dropped while cluster VLAN An STP BPDU is received on a port
processing (CV) when the cluster-12protocol-forward
command is not enabled.

26 Broadcast packet limit reached (CV) The number of received Layer 2
broadcast packets that have
exceeded the configured limitin a
given time interval.

27 Multicast packet limit reached (CV) The number of received Layer 2
multicast packets that have
exceeded the configured limitin a
given time interval.

28 Unknown unicast packet limit reached (CV) The number of received Layer 2
unknown-unicast packets that have
exceeded the configured limitin a
given time interval.

29 IP port is down (CV) The port on which the packet is
received is down.

30 ARP inspection failed A packet is dropped because of an
ARP inspection failure.

31 Port disabled for IPv4 multicast (CV) An IPv4 multicast packet is received
on a disabled multicast port.

32 Port disabled for IPv6 multicast (CV) An IPv6 multicast packet is received
on a disabled multicast port.

33 IP receive ACL deny (CV) Packets are dropped in software by

the IP receive ACL configuration.
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TABLE9 Packet drop causes for LP CPU counters (Continued)
Drop Category Drop Drop message Drop description

code

34 DOS attack drop exceeded configuration Packets are dropped in software by

limit (CV) the DOS attack configuration.

35 MPLS unknown VC label (CV) An MPLS packet is received with an
unknown VC label.

36 VPLS ISID Configuration Mismatch (CV) The ISID value received in a packet is
not the same as the configured ISID
value in the VPLS instance.

37 VPLS Local Switching disabled drop (CV) VPLS local switching is disabled in
the VPLS instance.

38 VPLS CPU Broadcast packet limit reached  The number of received VPLS

(CV) broadcast packets that have
exceeded the configured limitin a
given time interval.

39 VPLS CPU Multicast packet limit reached The number of received VPLS

(CV) multicast packets that have
exceeded the configured limitin a
given time interval.

40 VPLS CPU Unknown unicast packet limit The number of received VPLS

reached (CV) unknown-unicast packets that have
exceeded the configured limitin a
given time interval.

41 ARP not resolved (CV) Packets are dropped because ARP is
not resolved for a destination IP
address. Packets that are dropped
when ARP is not resolved are known
as IP drop pending packets. IP drop
pending packets are configured.

Packet Error (PE) 42 Invalid destination MAC (PE) Packets received with flow control

Drops destination MAC addresses, and
other invalid destination MAC
addresses.

43 Layer 2 Trace - BAD packet (PE) A Layer 2 trace route packet is
received with an incorrect packet
length or type information.

44 IP TTL too small (PE) An IP packet is received with an
expired TTL.

45 IP header length error (PE) A malformed IPv4 packet with an
incorrect header length.

46 IP Header error (PE) An IPv4 packet is dropped because
of an invalid IPv4 header.

47 Multicast packet received with unicast A Layer 3 IP multicast packet is

address (PE) received with a unicast destination
MAC address.
48 Packet received with error bit set (PE) A packet is sent to the CPU as an
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TABLE9 Packet drop causes for LP CPU counters (Continued)
Drop Category Drop Drop message Drop description
code
49 Invalid source MAC (PE) Packets received with all zero source

MAC addresses.

Potential Forwarding 50
Error (PFE) drops

Layer 2 Trace - next Hop information failed

(PFE)

A packet is dropped because it was
unable to send a Layer 2 trace
packet to the next hop.

51 MAC table uninitialized (PFE) The MAC address database is not
initialized in the software.

52 IPv4 protocol drop (PFE) A packet is dropped during Layer 3
processing.

53 IP no route (PFE) A packet is dropped because there is
no route to its destination.

54 Layer 3 invalid CAM entry type (PFE) A Layer 3 packet is dropped because
of an invalid CAM entry type.

55 Layer 3 invalid FID (PFE) The forwarding information for a
Layer 3 packet is invalid in software.

56 IPv6 protocol drop (PFE) A packet is dropped during IPv6
processing.

57 MPLS LSP XC drop (PFE) A packet is dropped because of
MPLS transit processing.

58 VLL Local processing drop (PFE) A packet is dropped by local VLL
processing.

59 VLL processing drop (PFE) A packet is dropped by VLL
processing.

60 VPLS processing drop (PFE) A packet is dropped by VPLS
processing.

61 Layer 2 invalid FID (PFE) The forwarding information for a
Layer 2 packet is invalid in software.

62 Invalid Flooding domain (PFE) The flooding information required to
flood the packet is invalid.

63 Invalid trunk drops (PFE) Trunk information is incorrect in

software.

Other Drop (OD) Drops 64

No Active Ports in Trunk (OD)

A packet is received on a trunk port
with no active trunk ports in the local
line card.

65

Invalid source port (OD)

A packet is received with an invalid
port ID, or the port information is
missing in software.

66

DA learned on source port (OD)

The destination MAC address is
learned on the port on which the
packet is received.

67

434

PPP control packet drop (OD)

A packet is dropped because of an
unsupported Point-to-Point Protocol
(PPP) control packet.

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03



LP CPU packet statistics 10

TABLE9 Packet drop causes for LP CPU counters (Continued)

Drop Category Drop Drop message Drop description
code
68 NON ISIS OSI packet (OD) A packet is dropped because a non-

IS-IS OSI packet is received.

69 Loop detection BPDU drop (OD) A packet is dropped because of an
invalid loop detect BPDU.

show Ip-cpu packet statistics brief

Syntax: show Ip-cpu packet statistics brief

This command displays the total number of packets processed and dropped on all LPs by the LP
CPU. This command can be used on both the MP and the LP modules. On the LP module, this
command displays brief counters only for a specific LP module. The following example output

displays the total number of packet statistics that are processed and dropped on module 4 and
module 7 on the MP.

Brocade# show | p-cpu packet statistics brief

Packets processed: 1000
Packets dropped: 200

Packets processed: 236076
Packets dropped: 194163

show Ip-cpu packet statistics protocol

Syntax: show Ip-cpu packet statistics protocol [I12 | 13] [slotnum/portnum | slotnum]

® |2 - Displays Layer 2 protocol packet counters received by the LP CPU.
* |3 - Displays Layer 3 protocol packet counters received by the LP CPU.

® slotnum/portnum - Displays protocol packet statistics for an individual port.

® slotnum - Displays protocol packet statistics for all ports on the LP.

This command displays Layer 2 or Layer 3 protocol packets received on a specific slot port, or for all
ports on the LP. This command can be used on both the MP and the LP, and the output display is
the same for both types of modules when Layer 2 or Layer 3 protocol counters are displayed.

The following example output displays Layer 2 protocol packet counters received by the LP CPU on
port 4/1 on the MP.
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Brocade# show | p-cpu packet statistics protocol 12 4/1
LACP packets received: 421

STP packets received: 200

PVST packets received: 0

VSRP packets received: 0

ERP packets received: 0

MRP packets received: 0

L2 Trace Packets received: 0
Loop detect packets received: O
FDP packets received: 0

CDP packets received: 0

Dot 1x packet received: 0

UDLD packets received: 0

Table 10 displays the output from the show Ip-cpu packet statistics protocol 12 slotnum/portnum

command.

TABLE 10 Output from the show Ip-cpu packet statistics protocol [2 command

Field

Description

LACP packets received

The number of LACP packets received by the LP CPU.

STP packets received

The number of STP packets received by the LP CPU.

PVST packets received

The number of PVST packets received by the LP CPU.

VSRP packets received

The number of VSRP packets received by the LP CPU.

ERP packets received

The number of ERP packets received by the LP CPU.

MRP packets received

The number of MRP packets received by the LP CPU.

L2 Trace Packets received

The number of Layer 2 trace packets received by the LP CPU.

Loop detect packets received

The number of loop detect packets received by the LP CPU. Loop detect
packets refers to a protocol used to detect loops in the network.

FDP packets received

The number of FDP packets received by the LP CPU.

CDP packets received

The number of CDP packets received by the LP CPU.

Dot1x packet received

The number of Dot1x packets received by the LP CPU. Dot1x packets refer to
the 802.1 authentication protocol.

UDLD packets received

The number of UDLD packets received by the LP CPU.
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The following example output displays Layer 3 protocol packet counters received by the LP CPU on
port 4/1 on the MP.

Brocade# show | p-cpu packet statistics protocol 13 4/1

| Pva
| Pva
| Pva
| Pva
| Pva
| Pva
| Pv4
| Pva
| Pva
| Pva
| Pva
| Pva
| Pv6

| Pv6
| Pv6
| Pv6
| Pv6
| Pv6
| Pv6
| Pv6
| Pv6

Pr ot ocol packets:

| GWP packets received: 0
| CMP packets received: 0
UDP packets received: 0
TCP packets received: 0
RSVP packets received: 0
| GP packets received: 0
OSPF packets received: 0
VRRP packets received: 0
Pl M packets received: 0
GRE packets received: 0
BFD packets received: 0
over | Pv4 packets received: 0

Prot ocol packets:

BFD packets received: 0
Pl M packets received: 0
| CMP packets received: 0
UDP packets received: 0
TCP packets received: 0
OSPF packets received: 0
VRRP packets received: 0

Table 11 displays the output from the show Ip-cpu packet statistics protocol I3 slotnum/portnum

command.
TABLE 11 Output from the show Ip-cpu packet statistics protocol I3 command
Field Description

IPv4 Protocol packets received

The number of IPv4 protocol packets received by the LP CPU.

IPv4 IGMP packets received

The number of IPv4 IGMP packets received by the LP CPU.

IPv4 ICMP packets received

The number of IPv4 ICMP packets received by the LP CPU.

IPv4 UDP packets received

The number of IPv4 UDP packets received by the LP CPU.

IPv4 TCP packets received

The number of IPv4 TCP packets received by the LP CPU.

IPv4 RSVP packets received

The number of IPv4 RSVP packets received by the LP CPU.

IPv4 IGP packets received

The number of IPv4 IGP packets received by the LP CPU.

IPv4 OSPF packets received

The number of IPv4 OSPF packets received by the LP CPU.

IPv4 VRRP packets received

The number of IPv4 VRRP packets received by the LP CPU.

IPv4 PIM packets received

The number of IPv4 PIM packets received by the LP CPU.

IPv4 GRE packets received

The number of IPv4 GRE packets received by the LP CPU.

IPv4 BFD packets received

The number of IPv4 BFD packets received by the LP CPU.

IPv6 over IPv4 packets received

The number of IPv6 over IPv4 packets received by the LP CPU. IPv6 over IPv4
packets refers to IPv6 packets encapsulated in the IPv4 header.

IPv6 Protocol packets

The number of IPv6 protocol packets received by the LP CPU.

IPv6 BFD packets received

The number of IPv6 BFD packets received by the LP CPU.

IPv6 PIM packets received

The number of IPv6 PIM packets received by the LP CPU.
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TABLE 11 Output from the show Ip-cpu packet statistics protocol I3 command (Continued)

Field

Description

IPv6 ICMP packets received

The number of IPv6 ICMP packets received by the LP CPU.

IPv6 UDP packets received

The number of IPv6 UDP packets received by the LP CPU.

IPv6 TCP packets received

The number of IPv6 TCP packets received by the LP CPU.

IPv6 OSPF packets received

The number of IPv6 OSPF packets received by the LP CPU.

IPv6 VRRP packets received

The number of IPv6 VRRP packets received by the LP CPU.

show Ip-cpu packet statistics slot

Syntax: show Ip-cpu packet statistics slot slot-number

The slot-number variable specifies the slot number for which you want to display packet statistics.

This command displays a detailed view of packet statistics processed on a specified LP module,
and the total number of packets received on each slot number. Since the packet statistics for each
of the LP modules are polled from the MP module, the show Ip-cpu packet statistics slot command
is supported only on the MP module. The following example output displays the total number of
packets received by the LP CPU from MPLS, ARP, IPv4, IPv6, and other data packets on module 4.

Brocade# show | p-cpu packet statistics slot 4

MODULE 4

Total Packets Received:

1000

MPLS uplink packets received: 0
VPLS packets received: 0
VLL packets received: 0
L3 VPN packets received: 0
O her MPLS packets received: 0

ARP packets received: 0

ARP response packets received: 0
ARP request packets received: 0

| PV4 packets received: 0

| Pv4 unicats packets routed: 0

I Pv4 protocol packets received:0
GRE tunnel packets received: 0

6t 04 tunnel packets received: 0

| PV6 packets received: 0

| Pv6 uni cast packets routed: O
| pv6 protocol packets received:0
I Pv4 nulticast packets routed: 0
I Pv6 nul ticast packets routed: 0
L2VPN endpoi nt packets received: 0
VPLS endpoi nt packets received: 0
VLL endpoi nt packets received: 0

Local - VLL endpoi nt packets received: 0

L2 packets received: 1000
L2 known uni cast packets forwarded: 600
L2 unknown uni cast packets flooded: 100
L2 broadcast Packets fl ooded: 100
L2 multicast Packets flooded:0
Packets received for SA learning:0

O her packets received: 0

Tot al Packets dropped: 200
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Packet drop causes:
[PP — Post Processing Drops; CV — Configuration Violation Drops;
PE - Packet Error Drops; PFE - Potential Forwarding Error Drops;
0D - Ot her Drops]

3-L2 packet forwarded in hardware(PP): 100
20-L2 port state is blocking(CV):100

ARP packets captured for DAI:O0
ARP packets failed DAI:O

packets processed by port:
port 4/1:1000
port 4/2:0
port 4/3:0
port 4/4:0

LP CPU packet statistics clear command

NOTE
LP CPU packet statistics can only be cleared using the clear Ip-cpu packet statistics command.

clear Ip-cpu packet statistics

Syntax: clear Ip-cpu packet statistics slot-number

This command clears all packet statistics processed on a specific LP, or for all LPs. This command
is used on both the MP and the LP. On the MP module, the clear Ip-cpu packet statistics command
clears all packet statistics for a specific slot, or clears packet statistics on all LPs. On the LP
module, the clear Ip-cpu packet statistics command clears packet statistics on all ports of the LP.

The slot-number variable specifies the slot number for which you want to clear packet statistics.
To clear all LP CPU packet statistics processed on all LPs, enter the following command.

Brocade# clear |p-cpu packet statistics
To clear all LP CPU packet statistics processed on slot 1 on the MP, enter the following command.

Brocade# clear |p-cpu packet statistics 1

CPU aggregate counter statistics

This section describes the commands that display the aggregate statistics for all the CPU queues.
To display CPU aggregate statistics per priority from the Multicast queue on a module, enter a
command such as the following.

Brocade(config)# show tmvog-stat src_port eth 2/1 cpu-queue-all 2
EnQue Pkt Count 100

EnQue Bytes Count 22400

DeQue Pkt Count 100

DeQue Bytes Count 22400

Total Discard Pkt Count 0O

Total Discard Bytes Count O

O dest Discard Pkt Count O

O dest Discard Bytes Count O

WRED Dr opped Pkt Count O
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WRED Dr opped Bytes Count O

Syntax: show tm-vog-stat src_port source-port cpu-queue-all [priority | all]

You must specify a source-port.

You can optionally specify a priority to limit the display to a single priority or use the all parameter to

display all priorities.

You can still configure statistics for each of the CPU queue like cpu-copy-queue, cpu-mgmt-queue,

cpu-proto-queue or cpu-queue.

Brocade(config)# show tmvoqg-stat src_port eth x/y cpu-copy-queue 1
Brocade(config)# show tmvoqg-stat src_port eth x/y cpu-ngnt-queue 1

Brocade(config)# show tmvog-stat src_port eth x/y cpu-proto-queue 1

Brocade(config)# show tmvoqg-stat src_port eth x/y cpu-queue 1

Syntax: show tm-vog-stat src_port source-port cpu-queue | cpu-copy-queue | cpu-mgmt-queue |

cpu-proto-queue [priority | all]
The range for the priority is from O through 7 and all is for all priority.
The following example is the sample output from the cpu-copy-queue command.

Brocade(config)# show tmvoqg-stat src_port eth 2/2 cpu-copy-queue 1
EnQue Pkt Count O
EnQue Bytes Count O
DeQue Pkt Count O
DeQue Bytes Count O
Total Discard Pkt Count O
Total Discard Bytes Count O
O dest Discard Pkt Count 0O
O dest Discard Bytes Count O
WRED Dr opped Pkt Count O
WRED Dr opped Bytes Count O
Current Queue Depth O
Maxi mum Queue Depth since Last read O

The following example is the sample output from the cpu-proto-queue command.

Brocade(config)# show tmvog-stat src_port eth 2/2 cpu-proto-queue 1

EnQue Pkt Count O

EnQue Bytes Count O

DeQue Pkt Count O

DeQue Bytes Count O

Total Discard Pkt Count O
Total Discard Bytes Count O
O dest Discard Pkt Count O
O dest Discard Bytes Count O
WRED Dr opped Pkt Count O
WRED Dr opped Bytes Count O
Current Queue Depth O

Maxi mum Queue Depth since Last read O

The clear tm-vog-stat src_port source-port cpu-queue-all command clears all the statistics

collected per priority.

Brocade(config)# clear tmvog-stat src_port eth 2/1 cpu-queue-all 2
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This chapter contains diagnostic information for software licensing.

Software licensing

Software licensing enables premium features in the software. Software licensing uses the same
command parsing control that is used in the EEPROM version of packaging, so it is built on an
already proven infrastructure. Software licenses can be pre-installed in the factory or ordered and
installed on demand by the customer.

Software licensing show command
This section describes the show command that displays software licensing information.

show license

Syntax: show license

This command displays the licenses in the system, as shown in the following example.

Brocade# show |icense
Total no. of entries: 6

| ndex Package Nane Lid Valid Type Peri od

1 NI - CES- 2024- L3U  egut - cdQJ yes trial 2 hours

2 NI - CES- 2024- L3U  egut - cdQJ yes trial 48 hours
3 NI - CER- 2048- ADV  ucHJFOFGOH no trial 1 days

4 NI - CER- 2048- ADV  ucHIFOFGCH no normal unlinited
5 NI - CES- 2024- L3U  egut - cdQJ yes normal unlimted

For Brocade MLX series devices, the command output resembles the following example.

Brocade# show |icense

I ndex Package Nane Lid Sl ot Li cense St at us Li cense
Type Peri od

1 BR- MLX- 10Gx4- M_Upg doaFl GFhFGG 4 nor nal active unlimted

2 BR- MLX- 10Gx4- M_Upg doaFl GFhFGG  S4 trial not used 3 hours

3 BR- MLX- 1Gx24- M_.Upg ONMLKJ | HG S3 nor mal active unlimted

4 BR- MLX- 1Gx24- M_.Upg ONMLKJ | HG S3 trial not used 3 hours

Software licensing debug command

This section describes the debug command that generates software licensing information.
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debug license

Syntax: [no] debug license

This command is used to display the package information on which the license has been loaded. It
is encoded as a Hex value. This information can be displayed only when the show command is used
with the license index; for example, show license 1.

Before enabling debugging:

Brocade# show |icense

| ndex Package Nane Lid Li cense Type St at us Li cense
Peri od

1 NI - CES- 2048- L3U UCGNFOGHGO  nor nal active unlimted

Br ocade#show | i cense 1

License information for |icense <1>:

+package nane: NI - CES- 2048- L3U
+lid: uc GNFOGHGO

+l i cense type: nor nal

+st at us: active

+l i cense period: unlimted

After enabling debugging:

Br ocade# debug license

Li cense all debuggi ng ON

Brocade# show license 1

License information for |icense <1>:

+package nane: NI - CES- 2048- L3U
+lid: uc GNFOGHGO
+l i cense type: nor mal
+st at us: active
+l i cense period: unlimted
Brocade |icense information:
+pkg info: 0X00000003
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Chapter

12

In this chapter

* NETCONF

This chapter contains diagnostic information for the Netconf protocol environments.

NETCONF

Network Configuration (NETCONF) is a XML-based protocol that deals with automated configuration
management. The NETCONF protocol runs on top of a secure transport, such as Simple Object
Access Protocol (SOAP) or Secure Shell (SSH).

NETCONF debug commands

This section describes the NETCONF-related debug commands.

debug ip netconf content

Syntax: [no] debug ip netconf content

This command enables NETCONF application data debugging and displays debug messages
related to the configuration and state data manipulated by the NETCONF protocol, NETCONF
remote procedure calls, and NETCONF notifications. Command output resembles the following
example.

Brocade# debug i p netconf content

NETCONF:

content debugging is on

debug ip netconf engine

Syntax: [no] debug ip netconf engine

This command enables NETCONF engine debugging, as shown in the following example.

Brocade# debug i p netconf engine

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide

53-1002828-03

22
22
22
22
22
22
22
22
22
22
22

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

NETCONF:
02:
02:
03:
03:
03:
03:
03:
03:
03:
03:
03:

45
45
11
11
11
11
31
31
31
31
31

NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :
NETCONF [ 0] :

engi ne debugging is on
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
FSM st at e:
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Dec 22 19:03: 31 NETCONF [0]: FSM state:
Dec 22 19:03:31 NETCONF [0]: FSM state:
Dec 22 19:03:31 NETCONF [0]: FSM state:
Dec 22 19:03: 31 NETCONF [0]: FSM state:
Dec 22 19:03: 31 NETCONF [0]: FSM state:
Dec 22 19:03:31 NETCONF [0]: FSM state:
Dec 22 19:03:31 NETCONF [0]: FSM state:
Dec 22 19:03: 31 NETCONF [0]: FSM state:
Dec 22 19:03: 31 NETCONF [0]: FSM state:
Dec 22 19:03:31 NETCONF [0]: FSM state:
Dec 22 19:03:31 NETCONF [0]: FSM state:
Dec 22 19:03: 31 NETCONF [0]: FSM state:
Dec 22 19:03: 31 NETCONF [0]: FSM state:
Dec 22 19:03:31 NETCONF [0]: FSM state:

WWWWWWWwwWwwwwwww

debug ip netconf framer

Syntax: [no] debug ip netconf framer

This command displays the NETCONF XML framer level debugging information, as shown in the
following example.

Brocade# debug i p netconf franer

NETCONF: franer debugging is on
Dec 22 19:12:25 NETCONF[O]: Fram ng Rpc Reply
Dec 22 19:12:25 NETCONF[ 0] : RxFrame(24271e96, 238a05d4, 33536)
Dec 22 19:12:25 NETCONF[O0]: Framing Netiron Config
Dec 22 19:12:25 NETCONF[ O] : RxFrame(24274bd0, 238a0675, 33375)
Dec 22 19:12:25 NETCONF[O]: Frami ng Ml an Config
Dec 22 19:12:25 NETCONF[ 0] : RxFrame(2427790a, 238a068c, 33352)
Dec 22 19:12:25 NETCONF[0]: Fetching VLAN. Config. VLANID O
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Swi tch. Config. PORT
I D 65535
Dec 22 19:12:25 NETCONF[O]: Fetching Tagged/ Untagged/ Uplink Switch. Config. PORT
I D 65535
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Switch. Config. PORT
I D 47
Dec 22 19:12:25 NETCONF[O]: Fetching Tagged/ Untagged/ Uplink Switch. Config. PORT
I D 55
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Swi tch. Config. PORT
I D 65535
Dec 22 19:12:25 NETCONF[O]: Fetching VLAN. Config. VLAN ID 1
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Swi tch. Config. PORT
I D 65535
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Switch. Config. PORT
1D 47
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Swi tch. Config. PORT
I D 55
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Switch. Config. PORT
I D 65535
Dec 22 19:12:25 NETCONF[ 0] : Fetchi ng Tagged/ Unt agged/ Upli nk Swi tch. Config. PORT
I D 65535
Dec 22 19:12:25 NETCONF[O]: Fetching VLAN. Config. VLAN ID 4095
Dec 22 19:12:25 NETCONF[O]: RxFrame() returns 0, used 515
Dec 22 19:12:25 NETCONF[O0]: RxFrame() returns 0, used 562
Dec 22 19:12:25 NETCONF[O]: RxFrame() returns 0, used 753

debug ip netconf operation

Syntax: [no] debug ip netconf operation

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



NETCONF 12

This command displays information about NETCONF operations, such as retrieve, configure, copy,
delete, and so on, as shown in the following example.

Brocade# debug i p netconf operation

NETCONF:  operation debugging is on
Dec 22 19:27:55 NETCONF[ O] : Recei ved NETCONF <get-config> operation
Dec 22 19:28:32 NETCONF[0]: Recei ved NETCONF <cl ose-sessi on> operation

debug ip netconf parser

Syntax: [no] debug ip netconf parser
This command enables NETCONF XML parser level debugging, as shown in the following example.

Brocade# debug i p netconf parser

NETCONF:  parser debugging is on
Dec 22 19:33:58 NETCONF: netconf_error_reset() cdb session 11
Dec 22 19:34:41 nject rpc, Context = 0x2426f15c and Cooki e = 0x24271e96
Dec 22 19:34:41 bject get-config, Context = 0x24271e96 and Cooki e = 0x24271e96
Dec 22 19:34:41 Object rpc, Context = 0x2426f15c and Cookie = 0x24271e96
Dec 22 19:34:41 nject get-config, Context = 0x24271e96 and Cooki e = 0x24274bd0
Dec 22 19:34:41 nject filter, Context = 0x24274bd0 and Cooki e = 0x24274bd0
Dec 22 19:34:41 NETCONF[O]: FILTER(filter): 24271e96
Dec 22 19:34:41 Object rpc, Context = 0x2426f15c and Cookie = 0x24271e96
Dec 22 19:34:41 nject get-config, Context = 0x24271e96 and Cooki e = 0x24274bd0
Dec 22 19:34:41 nject filter, Context = 0x24274bd0 and Cooki e = 0x2427790a
Dec 22 19:34:41 pject netiron-config, Context = 0x2427790a and Cookie =
0x2427790a
Dec 22 19:34:41 nject
Dec 22 19:34:41 nject
Dec 22 19:34:41 Object
Dec 22 19:34:41 pject
0x2427a644
Dec 22 19:34:41 Object = vlan-config, Context = 0x2427a644 and Cooki e = 0x2427a644
Dec 22 19:34:41 14 contexts available after releasing context for vlan-config
Dec 22 19:34:41 15 contexts avail able after releasing context for netiron-config
Dec 22 19:34:41 (filterDec 22 19:34:41 (netiron-configDec 22 19: 34: 41
(vl an-configDec 22 19:34:41 )Dec 22 19:34:41 )Dec 22 19:34:41 )Dec 22 19:34:41
Dec 22 19:34:41 16 contexts available after releasing context for filter
Dec 22 19:34:41 17 contexts avail able after releasing context for get-config
Dec 22 19:34:41 NETCONF: netconf_error_reset() cdb session 11

rpc, Context = 0x2426f15c and Cookie = 0x24271e96
get-config, Context = 0x24271e96 and Cooki e = 0x24274bd0
filter, Context = 0x24274bd0 and Cookie = 0x2427790a
netiron-config, Context = 0x2427790a and Cookie =

debug ip netconf rpc

Syntax: [no] debug ip netconf rpc

This command displays debug messages related to the NETCONF Remote Procedure Call (RPC)
layer. NETCONF uses RPC-based mechanisms to ease the communication between the NETCONF
client and NETCONF server.

Command output resembles the following example.

Brocade# debug i p netconf rpc
NETCONF: rpc debugging is on

Dec 22 19:57:26 NETCONF [0]: Rpc request length (16845 )
Dec 22 19:57:26 NETCONF [0]: Rpc request length (16926 )
Dec 22 19:57:26 NETCONF [0]: Rpc request length (16944 )
Dec 22 19:57:26 NETCONF [0]: Rpc request length (16959 )
Dec 22 19:57:26 NETCONF [0]: Rpc request length (16979 )
Dec 22 19:57:26 NETCONF [0]: Rpc request length (16995 )
Dec 22 19:57:26 NETCONF [0]: Rpc request length (17012 )

s too-big : 16768
s too-big : 16768
s too-big : 16768
s too-big : 16768
s too-big : 16768
s too-big : 16768
s too-big : 16768
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Dec 22 19:57:26 NETCONF [0]: Rpc request length (17022 ) is too-big : 16768
Dec 22 19:57:26 NETCONF [0]: Rpc request length (17029 ) is too-big : 16768

debug ip netconf transport

Syntax: [no] debug ip netconf transport
This command displays debug messages related to the NETCONF transport layer.

The following example output is generated when the NETCONF server is enabled or disabled, and
NETCONF transport layer debugging is enabled.

Brocade# debug i p netconf transport

NETCONF: transport debugging is on
Brocade# config t
Brocade(config)# netconf server
Oct 26 13:11:16 NETCONF: Enabling the Netconf Server port
Cct 26 13:11:16 NETCONF: Received TCP listen call back
Brocade(config)# no netconf server
Cct 26 13:11:23 NETCONF: Disabling the Netconf server port
Brocade# no debug ip netconf transport

NETCONF: transport debugging is off
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This chapter contains diagnostic information for the OpenFlow protocol environments.

OpenFlow

OpenFlow is a programmable network protocol that manages and directs traffic among Ethernet
switches, routers, and wireless access points over the network in support of Software-Defined
Networking (SDN) applications. OpenFlow can be used for traffic flow management in metro, WAN,
and data center networks, and also security management in enterprise and campus data center
applications, and other applications with the appropriate use of OpenFlow controllers.

OpenFlow debug commands
This section describes the OpenFlow-related debug commands.

debug openflow

Syntax: [no] debug openflow [all-stack | config | errorstack | flow-all | forwarding | hardware |
info-stack | ipc | show | socket | warn-stack]

* all-stack - Displays all the OpenFlow stack debug messages.
* config - Displays OpenFlow configuration debug messages.

® error-stack - Displays OpenFlow stack error messages.

* flow-all - Displays all the OpenFlow flow debug messages.

¢ forwarding - Displays OpenFlow forwarding debug messages.
® hardware - Displays OpenFlow hardware debug messages.

® info-stack - Displays OpenFlow stack information messages.
® ipc - Displays OpenFlow Interprocess Communication (IPC) debug messages.
® show - Displays OpenFlow debug flags.

® socket - Displays OpenFlow socket interface messages.

® warn-stack - Displays OpenFlow stack warning messages.

The debug openflow command enables logging of OpenFlow-related messages.
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debug openflow all-stack

Syntax: [no] debug openflow all-stack

This command displays all the OpenFlow stack debug messages. Command output resembles the
following example.

Brocade# debug openflow all-stack

SO _SOCKI F: task so.36.372 - sent 8 bytes

Mar 27 00:09:52. 974 SO SOCKI F: task so.36.372, read 8 bytes on sockfd 36

Mar 27 00:09: 53.224 SO SOCKI F: task so.36.372, read 8 bytes on sockfd 36

Mar 27 00:09: 53.224 SO SOCKI F: task so.36.372, read 72 bytes on sockfd 36

Mar 27 00:09: 53. 224 01583| vl ogshim INFQ rul e_all oc: called

Mar 27 00: 09: 53. 224 01584| vl ogshi m{ INFQ i nsert rule: rule validation succeeded
Mar 27 00: 09: 53. 224 01585| vl ogshi n{ | NFQ add rul e: rul e_id=4, table_id=4,

flow type=11

Mar 27 00:09: 53. 224 01586]| vl ogshi m{ INFOQ add rule: returns O

Mar 27 00:09: 53. 224 01587| vl ogshi m I NFQ rul e_update_state: rule 4, success 1

Mar 27 00:09: 53.224 SO SOCKI F: task so.36.372, read 8 bytes on sockfd 36

Mar 27 00:09: 53. 225 01589| vl ogshi n| ERR| of conn- >bl ocked = 2e8d31c0, ofconn->retry
= 0, count = O,renpte_ip:0,renote_port:0

Mar 27 00:09: 53. 225 01590| vl ogshi m ERR| of conn- >bl ocked = 2e8d31c0, ofconn->retry
=0, count = O,renpte_ip:0,renote_port:0

Mar 27 00:09: 53. 308 01591| vl ogshi m{ I NFQ rul e_update_state: rule 4, success 1

Mar 27 00:09: 53. 308 01592| vl ogshi m ERRrul e state of 4 shouldn't receive an state
updat e

Mar 27 00: 09: 53. 473 01593| vl ogshi n{ | NFQ reap_conpl et ed_operations: rule 4, state
4

Mar 27 00: 09: 53. 474

SO SOCKI F: task so.36.372 - sent 8 bytes

Mar 27 00:09:53.476 SO SOCKIF: !l Connect closed by rempte for task:(so.36.372)
Mar 27 00:09:53.476 SO _SOCKI F: ending task so.36.372 with sockfd: 36

Mar 27 00:09: 53. 724 SO SOCKI F: session closed for sockfd: 36

debug openflow config

Syntax: [no] debug openflow config

This command displays OpenFlow configuration debug messages. Command output resembles the
following example.

Br ocade# debug openfl ow config

Mar 27 00:30:28.135 OPENFLOW CONFI G Flow type for port 1/12 is set to L2
Mar 27 00: 30: 28. 203 OPENFLOW CONFI G Flow type for port 1/13 is set to L2
Mar 27 00: 30: 28. 351 OPENFLOW CONFI G Fl ow type for port 1/14 is set to L2
Mar 27 00:30: 28.479 OPENFLOW CONFI G Flow type for port 1/15 is set to L2
Mar 27 00: 35:23.382 OPENFLOW CONFI G All L2 rules matched, Flow Validation
Successf ul

Mar 27 00:35:23.472 Updating the programed status of the flow

Mar 27 00:35:23.472 Update the ADD status for flowid = 1

debug openflow error-stack

Syntax: [no] debug openflow error-stack

This command displays OpenFlow stack error messages. Command output resembles the following
example.

Brocade# debug openfl ow error-stack
OpenFl ow Stack Error debugging is now ON
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4P- 06- 31- 14- 1#Mar 26 23:40:13. 715 01076] vl ogshi m ERR| of conn- >bl ocked = 2e8d31cO,
of conn->retry = 0, count = O,renote_ip:0,renpte_port:0

Mar 26 23:40: 13. 715 01077| vl ogshi m ERR| of conn- >bl ocked = 2e8d31c0, ofconn->retry
=0, count = O,renpte_ip:0,renote_port:0

Mar 26 23:40:13.805 01079| vl ogshim ERR|rul e state of 4 shouldn't receive an state
updat e

debug openflow flow-all

Syntax: [no] debug openflow flow-all

This command displays all the OpenFlow flow debug messages. Command output resembles the
following example.

Brocade# debug openflow flowall
Mar 27 00:41:54.134 Received DELETE fl ow nessage flowid = 4
Mar 27 00: 41:54.134 OPENFLOW CONFIG Al L2 rules matched, Flow Validation
Successf ul
Mar 27 00:41:54. 134 OPENFLOW FORWARD: L2 RULE: Flow ld: 4, In Port: 1/6, In Vlan:
0, Tagged O
VI an Upbit: 0, Priority:32768, Ether Type: O
Source Mac: 0000.0000. 0000, Dest Mac: 0000.0000.0000 , Src Mac Mask:
0000. OOf f.ffff, Dest Mac Mask: 0000.00ff.ffff
Mar 27 00:41:54. 134 OPENFLOW FORWARDI NG: openf | ow copy flow - menmber count 1
Mar 27 00: 41: 54. 134 OPENFLOW FORWARDI NG Actions - out port 1/8,vlan 4096, t agged
O,prio 15,tos 3
src-mac 0000. 0000. 0000, dst-nmac 0000. 0000. 0000
Mar 27 00:41:54.134 OPENFLOW - Programming flow with 1 output nmenber only
Mar 27 00:41:54.134 SO SOCKI F: task so.30.77, read 8 bytes on sockfd 30
Mar 27 00:41:54.168 Openfl ow. Received an | PC fromfrom LP
Mar 27 00:41:54.168 Updating the programed status of the flow
Mar 27 00:41:54.168 Update the ADD status for flowid = 4

debug openflow forwarding

Syntax: [no] debug openflow forwarding

This command displays OpenFlow forwarding debug messages. Command output resembles the
following example.

Brocade# debug openfl ow forwardi ng
OpenFl ow Forwar di ng debugging is now ON
4P- 06- 31- 14- 1#Mar 27 00: 23: 56. 229 OPENFLOW FWD: Adding a flow in the Openfl ow
CGeneric Mode.
Mar 27 00: 23: 56. 229 OPENFLOW FORWARD: L2 RULE: Flow Id: 6, In Port: 1/3, In Vlan:
0, Tagged O
VI an Upbit: 0, Priority:32768, Ether Type: O
Source Mac: 0000.0000. 0000, Dest Mac: 0000.0000.0000 , Src Mac Mask:
0000. 00ff.ffff, Dest Mac Mask: 0000.00ff.ffff
Mar 27 00: 23:56.229 OPENFLOW FORWARDI NG: openf | ow copy flow - nmenmber count 1
Mar 27 00:23:56.229 OPENFLOW FORWARDI NG Actions - out port 1/4,vlan 4096, tagged
O,prio 15,tos 3
src-nmac 0000. 0000. 0000, dst-nmac 0000. 0000. 0000
Mar 27 00:23:56.229 OPENFLOW - Progranming flow with 1 output nmenber only
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debug openflow hardware

Syntax: [no] debug openflow hardware

This command displays OpenFlow hardware debug messages. Command output resembles the
following example.

Brocade# debug openfl ow hardware

Openf |l ow Hardwar e debuggi ng i s now ON

LP- 1#Mar 27 00: 38: 34 OPENFLOW HARDWARE: generic flow add - FI D 0x0000ffff, mvid
2048

Mar 27 00: 38: 34 OPENFLOW HARDWARE: Openflow L2 flow - nenber count O

Mar 27 00: 38: 34 OPENFLOW HARDWARE: pram fid 0x00000005

Mar 27 00: 38: 34 OPENFLOW HARDWARE: Created CAM i ndex 0x0002801b, PRAM i ndex
0x000000b5 for flow 3 on port 1/5

Command output such as the following will be displayed, when protected VLANs are configured.

Brocade# debug openfl ow hardware

Jan 25 03:13:01. 875 OPENFLOW HARDWARE: Addi ng Hybrid M ans

Jan 25 03:13:01.875 L3 Vlan id 10

Jan 25 03:13:01. 875 OPENFLOW HARDWARE: Created CAM i ndex 0x0001473f, PRAM i ndex
0x000000bd on port 1/1 for Hybrid Vlan 10

Command output such as the following will be displayed, when protected VLANSs are deleted.

Br ocade# debug openfl ow hardware

Jan 25 03:17:59. 925 OPENFLOW HARDWARE: Del eting Hybrid W ans

Jan 25 03:17:59.925 L3 Camentry found for vlian 10

Jan 25 03:17:59. 925 OPENFLOW HARDWARE: Del et ed CAM i ndex 0x0001474a on port 1/1
for Hybrid Van 10

debug openflow info-stack

Syntax: [no] debug openflow info-stack

This command displays OpenFlow stack information messages. Command output resembles the
following example.

Brocade# debug openfl ow i nfo-stack

OpenFl ow Stack I nfo debugging is now ON

4P- 06- 31- 14- 1#Mar 26 23:25:11.210 00783| vl ogshim INFQ rul e_al | oc: called

Mar 26 23:25:11.210 00784| vlogshim INFQ insert rule: rule validation failed
Mar 26 23:25:11.210 00785| vl ogshi m I NFQ rul e_deal l oc: rule O

Mar 26 23:25:40.459 00802| vl ogshim{ INFQ rul e_alloc: called

Mar 26 23:25:40.459 00803| vl ogshinm INFQ insert rule: rule validation succeeded
Mar 26 23:25:40.460 00804| vl ogshim INFQ add rule: rule_id=1, table_id=4,

flow type=11

Mar 26 23:25:40.460 00805| vl ogshi m{ I NFQ add rule: returns O

Mar 26 23:25:40.460 00806| vl ogshi m I NFQ rul e_update_state: rule 1, success 1
Mar 26 23:25:40.550 00810| vl ogshi m I NFQ rul e_update_state: rule 1, success 1
Mar 26 23:25:40.710 00812| vl ogshi m I NFQ reap_conpl eted_operations: rule 1, state
4

debug openflow ipc

Syntax: [no] debug openflow ipc

This command displays OpenFlow IPC debug messages. Command output resembles the following
example.

Brocade# debug openflow i pc
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Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

27
27
27
27
27
27
27
27
27
27

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

48.
48.
48.
50.
50.
50.
50.
50.
50.
52.

460
460
460
085
085
085
085
085
085
085

debug openflow show

OpenFlow 13

Openfl ow. Received an IPC fromfromLP

Updating the programmed status of the flow
Update the ADD status for flowid = 4

Recei ved flow stats sync ipc formlp

Nunber flows in the ipc are = 4

Synced flow stats with flow.id= 1 and flow stats
Synced flow stats with flow.id= 2 and flow stats
Synced flow stats with flow.id= 3 and flow stats
Synced flow stats with flow.id= 4 and flow stats
Recei ved flow stats sync ipc formlp

I
O o oo

Syntax: [no] debug openflow show

This command displays OpenFlow debug flags. Command output resembles the following example.

Brocade# debug openfl ow show

Openfl ow debugging is : ENABLED
Openfl ow ALL debugging is . OFF
Openfl ow Stack ALL debugging is 1 OFF
Openfl ow Stack ERR debugging is :ON
Openfl ow Stack WARN debugging is :ON
Openfl ow Stack | NFO debugging is . OFF
Openfl ow | PC debugging is : OFF
Openf |l ow Hardwar e debugging is . OFF
Openfl ow Config debugging is . OFF
Openf |l ow Forwar di ng debugging is . OFF
debug openflow socket

Syntax: [no] debug openflow socket

This command displays OpenFlow socket interface messages. Command output resembles the

following example.

Br ocade# debug openfl ow socket

Mar
Mar
Mar
Mar
Mar
Mar
Mar

27
27
27
27
27
27
27

00:
00:
00:
00:
00:
00:
00:

13:
13:
13:
13:
13:
13:
13:

26.
26.
26.
27.
30.
30.
30.

976
977
977
225
795
795
796

ces_socket _session_in_active_task: tcp_connect |ITC error: O
SO SOCKIF: I'l'!'l Connect closed by rempte for task:(so.14.399)
SO SOCKI F: socket task so.14.399 with sockfd:14 is closing
SO SOCKI F: socket already closed for sockfd: 14

SO _SOCKI F: all oc new sockfd: 16

SO _SOCKI F: duplicate sock parentfd: 15, childfd: 16

SO SOCKI F: starting child

t ask: (so. 16. 400), sockfd: 16: | ocal : 0. 0. 0. 0: 6633

Mar 27 00:13:30.974 SO SOCKI F: accept renpote connection 10.25.128.243:35891 ->
10. 25. 128. 246: 6633: sockfd: 16: parent fd: 15: t ask: so. 16. 400
Mar 27 00: 13:31. 225
SO SOCKI F: task so.16.400 - sent 8 bytes
Mar 27 00:13:31.225 SO SOCKI F: task so.16.400, read 8 bytes on sockfd 16
Mar 27 00:13:31.474 SO SOCKI F: task so.16.400, read 8 bytes on sockfd 16
Mar 27 00:13:31.474 SO SOCKI F: task so.16.400, read 64 bytes on sockfd 16
Mar 27 00:13:31.475 SO SOCKI F: task so.16.400, read 8 bytes on sockfd 16
Mar 27 00:13:31.725
SO SOCKI F: task so.16.400 - sent 8 bytes
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debug openflow warn-stack

Syntax: [no] debug openflow warn-stack

This command displays OpenFlow stack warning messages. Command output resembles the
following example.

Brocade# debug openfl ow war n- st ack

Mar 26 23:41:18.819 01077| vl ogshi m WARN| r ecei ved vendor message for unknown
vendor 1234

Mar 26 23:43:15.516 01077| vl ogshi mf WARN| r ecei ved OFPST_FLOW request of unknown
type 2

debug ip ssl

Syntax: [no] debug ip ssl

This command enables debugging of a Secure Socket Layer (SSL) connection. Command output
resembles the following example.

Brocade# debug ip ssli

Dec 6 22:11:28 SSL: ssl _open request to open SSL connecti on:

ssl :10. 25. 105. 201: 444

Dec 6 22:11:28 SSL[0]: set_ssl_client_session_free: Marking the session free

Dec 6 22:11:28 SSL[0]: ssl_open to ssl:10.25.105. 201: 444: successful

Dec 6 22:11:28 SSL: TCP connection has been established (sock fd: 2)

Dec 6 22:11:28 SSL[O0]: Initiating SSL SSL Handshake for sockfd 2

Dec 6 22:11:28 SSL[0]: ssl_conplete_handler: for comrand 6, Status 2

Dec 6 22:11:28 SSL[O0]: Connection is open. Starting SSL Handshake

Dec 6 22:11:29 SSL[0]: ssl_conplete_handler: for command 3, Status 2

Dec 6 22:11:29 SSL[0]: SSL Handshake successful, Encryption has started

Dec 6 22:11:29 SSL[0]: ssl_connect for stream ssl:10.25.105. 201: 444 successful

Dec 6 22:11:29 SSL[0]: send request initiated for 8 bytes

Dec 6 22:11:29 SSL[0]: receive request initiated for 8 bytes

Dec 6 22:11:29 SSL[0]: ssl_conplete_handler: for command 1, Status 2

Dec 6 22:11:29 SSL[O0]: Send Success 8/8

Dec 6 22:11:29 SSL[0]: ssl_conplete_handler: for comrand 2, Status 2

Dec 6 22:11:29 SSL[0]: receive success 8 bytes

Dec 6 22:14:52 SSL[0]: ssl_close request for ssl:10.25.105.201: 444

Dec 6 22:14:52 SSL[0]: Cosing the SSL connection

Dec 6 22:14:52 SSL[0]: TP C ose request initiated

Dec 6 22:14:52 SSL[0]: Renote close connection called for socket 2

Dec 6 22:14:52 SSL[0]: Cosing the SSL connection

Dec 6 22:14:53 SSL[0]: ssltcpd oseConnection: C osing

Dec 6 22:14:53 SSL[0]: ssltcpCd oseStatus: Pending

Dec 6 22:15:52 SSL[0]: ssl_conplete_handler: for command 4, Status 2

Dec 6 22:15:52 SSL[0]: Conmand: eTpAbort/eTpd ose cal |l ed!

Dec 6 22:15:52 SSL[0]: set_ssl_client_session_free: Marking the session free
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Technical Support Diagnostics 14
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@ SUPPO AV . . ittt e e 474

This chapter describes the show tech-support commands used for troubleshooting purposes.

show tech-support

The show tech-support command is useful when collecting a large amount of information about the
Brocade Netlron XMR series and Brocade MLX series routers for troubleshooting purposes. The
output of this command is used by technical support representatives when reporting a problem.

show tech-support

Syntax: show tech-support [bfd | bgp| cluster | fib | ip | ipv6 | isis | 12 | mpls | oam | openflow
| rtm | rtm6 | sfm | system | tm]

* bfd - Generates system and debugging information specific to Bidirectional Forwarding
Detection (BFD) configurations.

®* bgp - Generates system and debugging information specific to Border Gateway Protocol (BGP)
configurations.

® cluster - Generates system and debugging information specific to cluster configurations.

* fib - Generates system and debugging information specific to Forwarding Information Base
(FIB) configurations.

®* ip- Generates system and debugging information specific to IPv4 configurations.
® ipv6 - Generates system and debugging information specific to IPv6 configurations.

® isis - Generates system and debugging information specific to Intermediate System to
Intermediate System (IS-IS) configurations.

® |2 - Generates system and debugging information specific to Layer 2 protocols: RSTP,MSTP,
STP, LACP, ERP, MRP, VLAN and VSRP.

®* mpls - Generates system and debugging information specific to Multiprotocol Label Switching
(MPLS) configurations.

® oam - Generates system and debugging information specific to Operations, Administration, and
Maintenance (OAM) configurations.

* openflow - Generates system and debugging information specific to OpenFlow configurations.

®* rtm - Generates system and debugging information specific to IPv4 routing table manager
(RTM) configurations.
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rtm6 - Generates system and debugging information specific to IPv6 RTM configurations.

sfm - Generates system and debugging information specific to Switch Fabric Module (SFM)
configurations.

system - Generates system related debugging information.

tm - Generates system and debugging information specific to Traffic Manager (TM)
configurations.

The show tech-support command displays the output of several show commands at once. The
output from this command varies depending on the router configuration. The format of the show
tech-support * command output is modified to include a header for each of the sub-commands
which gets called from the CLI to help in automated parsing and lookup of the output.

The header contains the following keywords:

BEGIN - Used to indicate a sub-command which will begin execution next. If the command is an
internal command, a textual description of the command is displayed.

CONTEXT - Used to indicate where the sub-commands are executed such as INTERNAL, MP,
MP-0S, LP, and LP-0S.

TIME-STAMP - A time stamp, with millisecond granularity, helps in determining time difference
between separate runs of the same command.

In addition to the header, the show clock command is run at the beginning and the end of the show
tech-support * command for elapsed time calculation.

The default output of the show tech-support command includes the output of the following
commands:

show version
show running-config
dm save

show interfaces
show statistics
show logging
show save

show clock

show bm-overflow
show memory
show memory pool
show cpu

show bm

show emac

dx O mib

dx 1 mib

show mq

show cpu Ip

ipc show stat
show flash
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e dir

® show media

* show redundancy

* show module

¢ show chassis

* show power

®* show temperature

® show fan

®* showipssh

* show ip ssh config

® show snmp

* show mac statistics

® show ip route summary

® show ipv6 route summary
* show mpls summary

The following example shows the truncated output of show tech-support default command.

Brocade# show tech-support

BEG N. show cl ock
CONTEXT: ©MP
TI ME- STAMP: 3753400

07:23:12.928 GMr+00 Thu Nov 29 2012

BEA N. show version
CONTEXT: ©MP
TI ME- STAMP: 3754300

System Mbde: MX

Chassis: Netlron 4-slot (Serial #: A32752FBOG, Part #: 35550-000C)

NI -X-SF Switch Fabric Module 1 (Serial #: S62643FOCW Part #: 35548-102F)
FE 1: Type fe200, Version 2

Switch Fabric Module 1 Up Tinme is 1 hours 2 minutes 34 seconds

NI - X-SF Switch Fabric Mbdule 2 (Serial #: S62646F0ODY, Part #: 35548-102F)
FE 1: Type fe200, Version 2

Switch Fabric Module 2 Up Tinme is 1 hours 2 minutes 34 seconds

NI - X-SF Switch Fabric Mddule 3 (Serial #: S62641F0BZ, Part #. 35548-102E)
FE 1: Type fe200, Version 2

Switch Fabric Module 3 Up Tinme is 1 hours 2 minutes 34 seconds

SL ML: NI -MX-MR Managenent Modul e Active (Serial #: NO2642F1FH, Part #:

35524- 103K):

Boot : Version 5.4.0T165 Copyright (c) 1996-2012 Brocade Communi cati ons Systens,
I nc.

Conpi l ed on Jun 15 2012 at 11:09: 28 | abel ed as xnprn05400

(521694 bytes) from boot flash

Monitor : Version 5.4.0T165 Copyright (c) 1996-2012 Brocade Communi cati ons
Systens, Inc.

Conpi l ed on Jun 15 2012 at 11:08:50 | abel ed as xnb05400

(528223 bytes) from code flash
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IronWare : Version 5.5.0T163 Copyright (c) 1996-2012 Brocade Conmmuni cations
Systens, Inc.

Conpi | ed on Nov 28 2012 at 18:07:18 | abel ed as xnr 05500b280
(9087307 bytes) fromPrimary

Board ID : 00 MBRIDGE Revision : 36

Warning: Invalid MBRIDGE FPGA, expected revision 37

916 M1z Power PC processor 7447A (version 8003/0101) 166 MHz bus
512 KB Boot Flash (MX29LV040C), 32 MB Code Fl ash (Mr28F128J3)
1024 MB DRAM | NSTALLED

1024 MB DRAM ADDRESSABLE

Active Management uptinme is 1 hours 2 minutes 34 seconds

SL M2: NI -MX-MR Managenent Modul e Standby (Serial #: N00414G00B, Part #:
35524- 104A) :

Boot : Version 5.4.0T165 Copyright (c) 1996-2012 Brocade Communi cati ons Systens,
I nc.

Conpi l ed on Jun 15 2012 at 11:09: 28 | abel ed as xnprn05400

(521694 bytes) from boot flash

Monitor : Version 5.4.0T165 Copyright (c) 1996-2012 Brocade Communi cati ons
Systens, Inc.

Conpi l ed on Jun 15 2012 at 11:08:50 | abel ed as xnb05400

(528223 bytes) from code flash

IronWare : Version 5.5.0T163 Copyright (c) 1996-2012 Brocade Communi cations
Systems, Inc.

Conpi | ed on Nov 28 2012 at 18:07:18 | abel ed as xnr 05500b280

(9087307 bytes) from Primary

Board ID : 00 MBRIDGE Revision : 36

916 MHz Power PC processor 7447A (version 8003/0101) 166 MHz bus

512 KB Boot Fl ash (MX29LV040C), 32 MB Code Flash (Mr28rF128J3)

1024 MB DRAM | NSTALLED

1024 VB DRAM ADDRESSABLE

St andby Managenent uptime is 1 hours 1 minutes 59 seconds

SL 2: BR MLX-1GFx24- X 24-port 1GbE SFP Modul e (Serial #: BND0417G038, Part #:
60- 1001892- 08)
Li cense: M.X- 1Gx24- X- Upgrade (LID: dpf FIGM FI N)
Boot : Version 5.1.0T175 Copyright (c) 1996-2012 Brocade Conmmuni cati ons Systens,
I nc.
Conpi l ed on Aug 11 2010 at 14:07:20 | abel ed as xm prn05100
(492544 bytes) from boot flash
Monitor : Version 5.4.0T175 Copyright (c) 1996-2012 Brocade Communi cations
Systens, |nc.
Compil ed on Jun 15 2012 at 11:10:18 | abel ed as xm b05400
(526710 bytes) from code flash
IronWare : Version 5.5.0T177 Copyright (c) 1996-2012 Brocade Conmmuni cations
Systens, |nc.
Conpi | ed on Nov 28 2012 at 18:13:56 | abel ed as xm p05500b280
(7293242 bytes) fromPrimary
FPGA ver si ons:
WARN: Invalid PBIF Version = 3.30, Build Tinme = 6/1/2012 11: 09: 00

Valid XPP Version = 7.23, Build Tine = 6/7/2012 10: 37: 00
Valid STATS Version = 0.09, Build Time = 11/21/2010 14:52:00

BCVb6512GVAC 0

BCVb6512GVAC 1

666 MHz MPC 8541 (version 8020/0020) 333 MHz bus

512 KB Boot Flash (MX29LV040C), 16 MB Code Flash (Mr28F128J3)
1024 MB DRAM 8 KB SRAM 286331153 Bytes BRAM
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PPCRO: 1024K entries CAM 16384K PRAM 2048K AGE RAM
LP Slot 2 uptine is 1 hours 22 seconds

show tech-support 14

Al'l show version done

BEG N: show runni ng-config
CONTEXT: MP
TI ME- STAMP: 3754800

Current configuration:
|

ver V5.5.0T163

modul e 2 br-nm x-24-port-1gf-x
!

!

!

!

!

no spanning-tree

show tech-support bfd

Syntax: show tech-support bfd [session session-id]

The session session-id parameter specifies the BFD session ID.

This command generates system and debugging information specific to BFD configurations.

The default output of the show tech-support bfd command includes the output of the following

commands:

® show bfd

* show bfd neighbor detail
* show bfd application

* show bfd mpls detail

®* show bfd debug

For the specified session ID, the output of the show tech-support bfd command includes the output

of the show bfd debug session session-id command.

show tech-support bgp

Syntax: show tech-support bgp [[vrf vif-name | 12vpn vpls | vpnv4 | ipv4 unicast | ipv4 multicast]
[route ip-prefix] | [[ipv6 unicast | ipv6 multicast] [route ipv6-prefix]]

* vrf vrf-name - Specifies the name of the Virtual Routing and Forwarding (VRF) instance for

which you want to display the configuration information.

® |2vpn vpls - Displays information related to all the BGP Layer 2 Virtual Private Network (L2VPN)

Virtual Private LAN Services (VPLS) routes.

* vpnv4 - Displays information related to all the BGP Virtual Private Network Version 4 (VPNv4)

routes.
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* ipv4 unicast - Displays the IPv4 unicast route information for BGP routes.

® ipv4 multicast - Displays the IPv4 multicast route information for BGP routes.

® route ip-prefix - Specifies the IPv4 destination prefix and mask length for the BGP route.

® ipv6 unicast - Displays the IPv6 unicast route information for BGP routes.

® ipv6 multicast - Displays the IPv6 multicast route information for BGP routes.

® route ipv6-prefix - Specifies the IPv6 destination prefix and mask length for the BGP route.
This command generates system and debugging information specific to BGP configurations.

The default output of the show tech-support bgp command includes the output of the following
commands:

* show ip bgp config

* show ip bgp peer-group

* show ip bgp summary

® show ip bgp neighbors

®* show ip bgp nexthop

®* show ip bgp debug

® show ip bgp debug memory

®* show ip bgp debug out-policy

* show ip bgp debug out-policy peer-list
* show ip tcp connections all-vrfs
* show ipv6 tcp connections

* show ip tcp debug

For a particular route, the output of the show tech-support bgp command includes the output of
the following commands:

* show ip bgp route detail ip-prefix
® show ip bgp nexthop nexthop-addr
* show ip route nexthop-addr

show tech-support fib

Syntax: show tech-support fib ipv4 ip-address/prefix
The ip-address/prefix variable specifies the destination IPv4 address and IP subnet mask length.

This command generates system and debugging information specific to FIB configurations. The
command displays route details of an ipv4 address or prefix including information such as
Management Processor (MP) route information, MP data structure information, Line Processor (LP)
cache information, Programmable Random Access Memory (PRAM) information, and LP data
structure information.

For a static or dynamically learned route, the output of the show tech-support fib command
includes the output of the following commands:

® show ip route ip-address/prefix debug
®* show arp nexthop ip
® dm pram port index ip
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For a Generic Routing Encapsulation (GRE) tunnel route, the output of the show tech-support fib
command includes the output of the following commands:

* show ip route ip-address/prefix debug
® show ip-tunnels tunnel-id

* show nht-table

® dm pram port ingress-pram-index ip

For a IP over MPLS (IPOMPLS) tunnel route, the output of the show tech-support fib command
includes the output of the following commands:

® show ip route ip-address/prefix debug
* show mpls Isp name name
* show nht-table

® dm pram port ingress-pram-index ip
show tech-support ip ospf

Syntax: show tech-support ip ospf [route ip-address | vrf vrf-name | vrf-all]

® route ip-address - Specifies the destination IP address for the OSPF route.

* vrf vrf-name - Specifies the name of the VRF instance for which you want to display the
configuration information.

* vrf-all - Displays the configuration information for all the VRF instances.

This command generates system and debugging information specific to IPv4 OSPF configurations.

The default output of the show tech-support ip ospf command includes the output of the following
commands:

® show ip ospf summary

® show ip ospf

* show ip ospf interface

* show ip ospf neighbor extensive

* show ip ospf border-routers

* show ip ospf database database-summary
® show ip ospf traffic

* show ip ospf debug

* show ip ospf debug memory

* show ip ospf debug appendix-e

* show ip ospf debug summary-routes
® show ip ospf debug misc

® show ip ospf config

* show ip ospf area

® show ip ospf sham-links

® show ip ospf virtual link

* show ip ospf virtual neighbor

* show ip ospf debug interface
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* show ip ospf debug graceful-restart
* show ip ospf debug hello-timer

* show ip ospf debug opaque-link

* show ip ospf debug dspt

* show ip ospf debug Isp-shortcuts

For a particular route, the output of the show tech-support ip ospf command includes the output of
the following commands:

* show ip ospf route ip-address
* show ip ospf database link-state link-state-id ip-address

show tech-support ip vrrp

Syntax: show tech-support ip vrrp
This command generates system and debugging information specific to IPv4 VRRP configurations.

The default output of the show tech-support ip vrrp command includes the output of the following
commands:

® show ip vrrp brief
® show ip vrrp statistics

show tech-support ip vrrp-extended

Syntax: show tech-support ip vrrp-extended

This command generates system and debugging information specific to IPv4 VRRP-extended
(VRRP-E) configurations.

The default output of the show tech-support ip vrrp-extended command includes the output of the
following commands:

* show ip vrrp-extended brief
® show ip vrrp-extended statistics

show tech-support ipv6 ospf

Syntax: show tech-support ipv6 ospf [route ipv6-address | vrf vrf-name | vrf-all]

® route ipv6-address - Specifies the destination IPv6 address for an OSPF route.

* vrf vrf-name - Specifies the name of the VRF instance for which you want to display the
configuration information.

¢ vrf-all - Displays the configuration information for all VRF instances.

This command generates system and debugging information specific to IPv6 OSPF configurations.

The default output of the show tech-support ipv6 ospf command includes the output of the
following commands:

® show ipv6 ospf summary
* show ipv6 ospf

®* show ipv6 ospf area

® show ipv6 ospf spf tree
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* show ipv6 ospf interface

® show ipv6 ospf neighbor

® show ipv6 ospf mem

® show ipv6 ospf virtual-links

® show ipv6 ospf virtual-neighbor

For a particular route, the output of the show tech-support ipv6 ospf command includes the output
of the following commands:

® show ipv6 ospf route ipv6-prefix
* show ipv6 ospf database prefix ipv6-prefix

show tech-support ipv6 vrrp

Syntax: show tech-support ipv6 vrrp
This command generates system and debugging information specific to IPv6 VRRP configurations.

The default output of the show tech-support ipv6 vrrp command includes the output of the
following commands:

® show ipv6 vrrp brief
® show ipv6 vrrp statistics

show tech-support ipv6 vrrp-extended

Syntax: show tech-support ipv6 vrrp-extended

This command generates system and debugging information specific to IPv6 VRRP-E
configurations.

The default output of the show tech-support ipv6 vrrp-extended command includes the output of
the following commands:

* show ipv6 vrrp-extended brief
* show ipv6 vrrp-extended statistics

show tech-support isis

Syntax: show tech-support isis [route [ip-prefix | ipv6-prefix]

® route ip-prefix - Specifies the IPv4 destination prefix and mask length for the IS-IS route.

® route ipv6-prefix - Specifies the IPv6 destination prefix and mask length for the IS-IS route.
This command generates system and debugging information specific to IS-IS configurations.

The default output of the show tech-support isis command includes the output of the following
commands:

* show isis configuration

* show isis interface

® show isis neighbor detail
® show isis hostname

* show isis spf-log detail

® show isis counts
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* show isis traffic

® show isis shortcut detail

® show isis debug

* show isis debug counters

® show isis debug memory

® show isis debug memory pool

* show isis debug pent

®* show isis debug ip-nexthop-set

* show isis debug ipv6-pent

* show isis debug ipv6-nexthop-set
® show isis debug link-info

* show isis debug redis

® show isis debug adj-timer

® show isis debug Isp-timer

* show isis debug adj-options-order

For a particular route, the output of the show tech-support isis command includes the output of the
following commands:

* show isis debug route-info ip-prefix
® show isis debug vBroute-info ipv6-prefix

show tech-support mpls

Syntax: show tech-support mpls [brief | detail | debug |Idp | rsvp | static-sp]

® brief - Collects brief technical support information for the MPLS configurations.

® detail - Collects detailed technical support information for the MPLS configurations.
® debug - Collects debugging information for the MPLS configurations.

® |dp - Collects Label Distribution Protocol (LDP) related debug information.

® rsvp - Collects Resource ReSerVation Protocol (RSVP) related debug information.

® static-Isp - Collects static Label Switched Path (LSP) related debug information.

The show tech-support mpls command generates system and debugging information specific to
MPLS configurations. Instead of collecting output of all show mpls * and show mpls debug *
using the show tech-support mpls command, you can collect information based on protocol and
the level of detail you require. You can further use the brief | detail | debug options with Idp | rsvp
| static-lsp options to specify the level of debugging information to be displayed for the specified
protocol. For example, execute the show tech-support mpls Idp detail command to collect detailed
technical support information for the MPLS LDP configurations.

The default output of the show tech-support mpls command includes the output of the following
commands:

* show mpls autobw-template

* show mpls bfd

®* show mpls bypass-Isp extensive
® show mpls config
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* show mpls dynamic-bypass

* show mpls dynamic-bypass interface detail
* show mpls forwarding

* show mpls interfaces

®* show mpls Idp

* show mpls Idp database

* show mpls Idp fec prefix

* show mpils Idp fec vc

* show mpls Idp interface

* show mpls Idp neighbor detail
®* show mpls Idp path

* show mpls Idp peer detail

* show mpls Idp session detail

* show mpls Idp statistics

* show mpls Idp targeted-peer

* show mpls Idp tunnel detail

®* show mpls Isp extensive

* show mpls memory

* show mpls path detail

®* show mpls policy

* show mpls route

®* show mpls rsvp

* show mpls rsvp interface detail
* show mpls rsvp neighbor

® show mpls rsvp session debug
®* show mpls rsvp statistics

* show mpls statistics 6pe

* show mpls statistics label

* show mpls statistics Idp transit
* show mpls statistics Isp

* show mpls statistics oam

* show mpls statistics tunnel

* show mpls summary

¢ show mpls ted database detail
®* show mpls debug counters

* show mpls debug cspf map

* show mpls debug cspf tables

®* show mpls debug dynamic-bypass
* show mpls debug flooding-thresholds
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* show mpls debug Idp Isp

* show mpls debug Idp peer

* show mpls debug Idp session

* show mpls debug lib

® show mpls debug Imgr

* show mpls debug Isp

* show mpls debug next-hop

®* show mpls debug oam

* show mpls debug oam session all

* show mpls debug perf

®* show mpls debug pw

* show mpls debug pw pw-status-tree
* show mpls debug rcp fec-history

®* show mpls debug rcp Isp-cb

* show mpls debug rcp session

* show mpls debug rcp summary

®* show mpls debug rcse

* show mpls debug rldf

* show mpls debug ridf-hist

®* show mpls debug rri addr

* show mpls debug rri interface

* show mpls debug rri route

®* show mpls debug rsir

* show mpls debug rsir del-pending-fec-tree
* show mpls debug rsir egress-fec-tree
® show mpls debug rsir query-fec-tree
* show mpls debug rsir unresolved-fec-tree
* show mpls debug rsvp

®* show mpls debug secondary-Isp

* show mpls debug settings

* show mpls debug tunnel-interface

The output of the show tech-support mpls brief command includes the output of the following
commands:

® show mpls config brief

* show mpls forwarding

* show mpls interfaces brief
®* show mpls memory

® show mpls route

* show mpls statistics oam
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show mpls statistics tunnel
show mpls summary

show mpls autobw-template wide
show mpls bfd

show mpls bypass-Isp wide
show mpls dynamic-bypass
show mpls dynamic-bypass interface brief
show mpls Isp wide

show mpls path wide

show mpils policy

show mpls rsvp

show mpls rsvp interface brief
show mpls rsvp neighbor
show mpls rsvp session wide
show mpls rsvp session p2mp s2|
show mpils forwarding p2mp
show mpls rsvp statistics
show mpls statistics Isp

show mpls rsvp igp-sync

show mpls rsvp igp-sync link
show mpls rsvp igp-sync Isp
show mpls ted database

show mpls ldp

show mpls Idp database

show mpils Idp fec prefix

show mpls Idp fec vc

show mpls Idp interface

show mpils Idp neighbor

show mpls Idp path

show mpls Idp peer brief

show mpls Idp session brief
show mpls statistics Idp tunnel
show mpls Idp statistics

show mpls Idp targeted-peer
show mpls Idp tunnel brief
show mpls static-Isp

show tech-support

14

The output of the show tech-support mpls Idp brief command includes the output of the following
commands:

show mpls Idp
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show mpls Idp database
show mpls Idp fec prefix
show mpls Idp fec vc

show mpils Idp interface
show mpls Idp neighbor
show mpls Idp path

show mpils Idp peer brief
show mpls Idp session brief
show mpls statistics Idp tunnel
show mpls Idp statistics
show mpls Idp targeted-peer
show mpls Idp tunnel brief

The output of the show tech-support mpls rsvp detail command includes the output of the following
commands:

show mpls autobw-template detail
show mpls bfd

show mpls bypass-Isp detail

show mpls dynamic-bypass

show mpls dynamic-bypass interface detail

show mpls Isp detail

show mpls path detail

show mpls policy

show mpls rsvp

show mpls rsvp interface detail
show mpls rsvp neighbor

show mpls rsvp session detail
show mpls rsvp session p2mp detail
show mpls forwarding p2mp detail
show mpls rsvp statistics

show mpls statistics Isp

show mpls rsvp igp-sync

show mpls rsvp igp-sync link detail
show mpls rsvp igp-sync Isp detail
show mpls ted database detail

The output of the show tech-support mpls static-lsp debug command includes the output of the
following commands:

show mpls label-range
show mpls static-Isp debug

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



show tech-support 14

show tech-support openflow

Syntax: show tech-support openflow
This command generates system and debugging information specific to OpenFlow configurations.

The output of the show tech-support openflow command includes the output of the following
commands:

* show openflow datapath-id
* show openflow controller

* show openflow interface

* show openflow flows

¢ show versions

* show interfaces

* show statistics

® show running-config

* show logging

* show save

show tech-support rtm

Syntax: show tech-support rtm [vrf vrf-name [route ip-prefix]]

* vrf vrf-name - Specifies the name of the VRF instance for which you want to display the
configuration information.

® route ip-prefix - Specifies the IPv4 destination prefix and mask length for the RTM route.
This command generates system and debugging information specific to IPv4 RTM configurations.

The default output of the show tech-support tm command includes the output of the following
commands:

®* showiprtm

® show ip route summary
® show ip route nexthop
® show ip rtm api

For a particular route, the output of the show tech-support rtm command includes the output of the
following commands:

® show ip route ip-prefix debug
* show ip static route ip-prefix

* show ip ospf routes ip-address
® show isis routes ip-prefix

* show ip bgp routes ip-prefix

® show ip rip route ip-prefix

® show ip network ip-prefix
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show tech-support rtmé

Syntax: show tech-support rtm6 [vrf vrf-name [route ipv6-prefix]]

* vrf vrf-name - Specifies the name of the VRF instance for which you want to display the
configuration information.

® route ipv6-prefix - Specifies the IPv6 destination prefix and mask length for the RTM route.
This command generates system and debugging information specific to IPv6 RTM configurations.

The default output of the show tech-support rtm6 command includes the output of the following
commands:

®* show ipv6 rtm
* show ipv6 route summary
®* show ipv6 rtm api

For a particular route, the output of the show tech-support tm6 command includes the output of
the following commands:

® show ipv6 route ipv6-prefix debug
* show ipv6 static route ipv6-prefix

® show ipv6 ospf routes ipv6-address
* show ipv6 isis routes ipv6-prefix

* show ipv6 bgp routes ipv6-prefix

® show ipv6 rip route ipv6-prefix

® show ipv6 network ipv6-prefix

show tech-support sfm

Syntax: show tech-support sfm

This command generates system and debugging information specific to SFM and High-speed SFM
(hSFM) configurations.

The output of the show tech-support sfm command includes the output of the following
commands:

* show sfm-mode

® show sfm-serdes-mode

* show sfm utilization

* show sfm logs

* show sfm table-sync statistics

* show sfm-links all detail

* show sfm all all queue-occupancy
* show sfm all all statistics drop

* show sfm critical registers

* show sfm all all link-status brief

* show internal fe queue occupancy
® show internal fe link status
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show internal fe serdes status
show internal fe critical registers

show tech-support system

Syntax: show tech-support system

This command is available on both the MP and the LP separately to fetch the system related
information for debugging purpose.

show tech-support

14

The output of the show tech-support system command executed from the MP includes the output
of the following commands:

show clock

show version

show flash

dir

show redundancy
show module

show sfm-mode

show sfm-utilization all
show sfm-link all error
show sfm-links all

dm rw-snm all all get-link-stats brief

show sfm logging
show tm log

show interface brief
show lag brief
show lag

show stat brief
show memory
show task

show cpu

show cpu Ip

show np stat

show tm stat all
show tm non

Ipc show stats

ipc show dy-sync master
dm pstat

show temp

show chassis

show memory pool
show memory
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® show emac
* show bm

The output of the show tech-support system command executed from the LP includes the output of
the following commands:

* show tm stats all

® show tm link serdes-error
® dm status rx me/x

®* dm status tx me/x

®* dm debug -stat me/x
* show packet pbif

®* dm packet xpp

* dm tm nif-stats

®* show memory pool

* show memory

* tsec O show

¢ show bm

show tech-support tm

Syntax: show tech-support tm [slot slot_number] [critical-registers]

® slot slot_number - Collects technical support information related to the TM for a specific slot.
* critical-registers - Collects critical registers information for the TM.

This command generates system and debugging information specific to TM configurations.

The output of the show tech-support tm command includes the output of the following commands:
* show tm statistics

® show tm non-empty queues

®* show tm interrupts

¢ show tm link serdes errors

® show tm critical registers

® show tm logging

Tracing routing history

The IP Forwarding Information Base (FIB) trace feature records the history of routing events on line
processor (LP) along with the allocated and de-allocated Content Addressable Memory (CAM) and

Parameter Random Access Memory (PRAM) indexes. The trace information is used for debugging

purpose.

NOTE
The debug tracing is supported only on LP.

470 Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



Tracing routing history

trace-util ip

14

Syntax: trace-util ip [change-size | clear-trace | dump | show-trace-ctrl | start-trace | stop-trace |

stop-when-full | time-stamp]
change-size - Reinitializes trace and changes trace buffer size.
clear-trace - Clears trace buffer entries.
dump - Dumps trace buffer entries.
show-trace-ctrl - Displays trace control information.
start-trace - Starts tracing of routing events.
stop-trace - Stops tracing of routing events.
stop-when-full - Stops tracing of routing events if trace buffer is full.

time-stamp - Allows to either skip or capture time stamp.

The trace-util ip command records the history of routing events.

trace-util ip dump

Syntax: trace-util ip dump [ all | grp-by-ip | ip-prefix]

all - Displays all trace buffer entries.
grp-by-ip - Displays all trace buffer entries grouped by the IP address.
ip-prefix - Displays all trace buffer entries for the specified IP prefix and mask.

The trace-util ip dump all command displays all trace buffer entries. Command output resembles
the following example.

Brocade# trace-util ip dunp al
Trace Contro |nfo:

70

69

68

67

66

65

64

63

62

61

start_tag_i d: 0x0000
stop_tag_id :0x0000
numentries : 16384
next_entry :71
p_l og_buf : 0x25575000
flag : 0x00000aa0
Trace Control Block Initialized (0x00000020)
Trace Control Start Tracing is SET (0x00000080)
Mar 27 16:27:14 (tag_id: 0x0403) LP_IP_CAM ADD | P_ROUTE_CAM2PRAM ENTRY:
i paddr. 10.0.0.0/8, ppcr:7 cam.index: 0x0004549e, pram i ndex: 0x000000a4
Mar 27 16:27:14 (tag_id: 0x0403) LP_I P_CAM ADD_| P_ROUTE_CAM2PRAM ENTRY
i paddr. 10.0.0.0/8, ppcr:6 cam.index: 0x0004549e, pram i ndex: 0x000000a4
Mar 27 16:27:14 (tag_id: 0x0006) |P_ADD NETWORK ROUTE TO L3 _CAM
i paddr: 10. 0. 0.0/ 8)
Mar 27 16:27:14 (tag_id: 0x0403) LP_I P_CAM ADD_| P_ROUTE_CAM2PRAM ENTRY
i paddr.10.1.1.1/32, ppcr:7 cam.index: 0x0004549d, pram i ndex: 0x000000a4
Mar 27 16:27:14 (tag_id: 0x0403) LP_IP_CAM ADD | P_ROUTE_CAM2PRAM ENTRY:
i paddr.10.1.1.1/32, ppcr:6 cam.index: 0x0004549d, pram i ndex: 0x000000a4
Mar 27 16:27:14 (tag_id: 0x0006) | P_ADD NETWORK_ROUTE _TO L3_CAM
i paddr:10.1.1.1/32)
Mar 27 16:27:08 (tag_id: 0x0406) LP_|P_CAM DEL_| P_ROUTE:
i paddr. 10.1.1.1/32, ppcr:6 cam.index: 0x0004549b
Mar 27 16:27:08 (tag_id: 0x0406) LP_|I P_CAM DEL_I|I P_ROUTE
i paddr.10.1.1.1/32, ppcr:7 cam.index: 0x0004549b
Mar 27 16:27:08 (tag_id: 0x0406) LP_I P_CAM DEL_I P_ROUTE
i paddr. 10.0.0.0/8, ppcr:6 cam.index: 0x0004549c
Mar 27 16:27:08 (tag_id: 0x0406) LP_| P_CAM DEL_|I P_ROUTE
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i paddr. 10.0.0.0/8, ppcr:7 cam.i ndex: 0x0004549c

The trace-util ip dump grp-by-ip command displays all trace buffer entries grouped by the IP
address. Command output resembles the following example.

Brocade# trace-util ip dunp grp-by-ip

Trace for I P address 0:0:0:0/0 count[2] start of list[20]

20 Jan 1 00:00:00 (tag_id:0x0403) LP_IP_CAM ADD | P_ROUTE_CAM2PRAM ENTRY:
i paddr.0.0.0.0/0, ppcr:6 cam.index: 0x00040800, pram.i ndex: 0x0000008a

21 Jan 1 00:00:00 (tag_id: 0x0403) LP_I P_CAM ADD_| P_ROUTE_CAM2PRAM ENTRY:
i paddr.0.0.0.0/0, ppcr:7 cam.index: 0x00040800, pram.i ndex: 0x0000008a

Trace for IP address 1:0:0:0/24 count[3] start of list[42]
42 Mar 27 16:18:03 (tag_i d: 0x0006) | P_ADD_NETWORK_ROUTE_TO L3_CAM
i paddr: 10. 0. 0. 0/ 24)
43 Mar 27 16:18:03 (tag_id: 0x0403) LP_| P_CAM ADD_| P_ROUTE_CAMRPRAM ENTRY:
i paddr. 10.0. 0.0/ 24, ppcr:6 cam.index: 0x00045498, pram i ndex: 0x000000a0
44 Mar 27 16:18:03 (tag_id: 0x0403) LP_I P_CAM ADD | P_ROUTE_CAM2PRAM ENTRY:
i paddr. 10. 0. 0.0/ 24, ppcr:7 cam.index: 0x00045498, pram i ndex: 0x000000a0

Trace for IP address 1:0:0:0/0 count[2] start of |ist[40]

40 Mar 27 16:18:03 (tag_id: 0x0402) LP_I P_CAM ADD | P_ROUTE_CAM ENTRY:
i paddr: 10.0.0.0/0, ppcr:6, camlevel:0, cam.i ndex: 0x00075810,

pram_i ndex: 0x0000009f

The trace-util ip dump ip-prefix command displays all trace buffer entries for the specified IP prefix
and mask. Command output resembles the following example.

Brocade# trace-util ip dunp ip-prefix 10.0.0.0/24
display trace for | P address 1:0:0:0/24 [T=N|

Trace for IP address 1:0:0:0/24 count[3] start of list[42]

42 Mar 27 16:18:03 (tag_i d: 0x0006) | P_ADD_NETWORK_ROUTE_TO L3_CAM
i paddr: 10. 0. 0. 0/ 24)
43 Mar 27 16:18:03 (tag_id: 0x0403) LP_| P_CAM ADD_| P_ROUTE_CAMRPRAM ENTRY:
i paddr. 10.0. 0.0/ 24, ppcr:6 cam.index: 0x00045498, pram i ndex: 0x000000a0
44 Mar 27 16:18:03 (tag_id: 0x0403) LP_I P_CAM ADD | P_ROUTE_CAM2PRAM ENTRY:
i paddr. 10. 0. 0.0/ 24, ppcr:7 cam.index: 0x00045498, pram i ndex: 0x000000a0

trace-util ip change-size

Syntax: trace-util ip change-size size

The size variable specifies the size of trace buffer. The buffer size can take a value from 256
through 307200.

This LP command allows configuring trace buffer size. Command output resembles the following
example.

Brocade# trace-util ip change-size 5000
successful reinit of trace

You can change the trace buffer size from Management Processor (MP) by entering a command
such as the following.

Brocade# ip fib-trace-size 256 all

Syntax: ip fib-trace-size size [all | slot]
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® size - Specifies the size of trace buffer. The buffer size can take a value from 256 through
307200.

® all - Configures the specified trace buffer size for all slots.
® slot - Configures the specified trace buffer size for a specific slot.

trace-util nexthop

Syntax: trace-util nexthop [clear-trace | dump-trace | remove-filter | set-filter | set-start-tag |
set-stop-tag | show-trace-ctrl | start-trace | stop-trace | stop-when-full | time-stamp |
translate-tag]

® cleartrace - Clears trace buffer entries.

® dump-trace - Dumps trace buffer entries.

* remove-filter - Removes filter key.

* setfilter - Sets filter key.

® set-start-tag - Allows to set up start trace tag ID.

* setstop-tag - Allows to set up stop trace tag ID.

* show-trace-ctrl - Displays trace control information.

® start-trace - Starts tracing of routing events.

® stop-trace - Stops tracing of routing events.

* stop-when-full - Stops tracing of routing events if trace buffer is full.
* time-stamp - Allows to either skip or capture timestamp.
* translate-tag - Translates tag ID to string.

The trace-util nexthop dump-trace command displays the associated next-hop traces. Command
output resembles the following example.

Brocade# trace-util nexthop dunp-trace lifo
Trace Contro |nfo:
start_tag_i d: 0x0000
stop_tag_id :0x0000
numentries : 4096
next _entry :6
p_l og_buf 1 0x254f 3000
flag : 0x00000ca0
Trace Control Block Initialized (0x00000020)
Trace Control Start Tracing is SET (0x00000080)

0 Apr 23 11:04:25 (tag_id: 0x0507) LP_I P_NEXTHOP_UPD PRAM VALI D: updat e pram for
0x2ba8b810, PPCR 7 out intf ve 10, pram.i ndex 0x0000009a

1 Apr 23 11:04:25 (tag_id: 0x0507) LP_I P_NEXTHOP_UPD_PRAM VALI D: updat e pram for
0x2ba8b810, PPCR 6 out intf ve 10, pram.i ndex 0x0000009a

2 Apr 23 11:04:25 (tag_id: 0x0502) LP_I P_NEXTHOP_PRAM ALLCC REC: started 0x2ba8b810
3 Jan 1 00:00:00 (tag_id: 0x0507) LP_I P_NEXTHOP_UPD PRAM VALI D: update pram for
0x2ba8b210, nh 10.31.166.172 PPCR 7 out intf drop,out port 1/2 pram.i ndex
0x0000008a

4 Jan 1 00:00:00 (tag_id:0x0507) LP_I P_NEXTHOP_UPD PRAM VALI D: updat e pram for
0x2ba8b210, nh 10.31.166.172 PPCR 6 out intf drop,out port 1/2 pram.i ndex
0x0000008a

5 Jan 1 00:00: 00 (tag_id: 0x0502) LP_I P_NEXTHOP_PRAM ALLOC REC: started 0x2ba8b210
Done!
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The trace-util nexthop time-stamp command allows to either skip or capture timestamp in the
next-hop traces. Command output resembles the following example when you specify skip-capture
option.

Brocade# trace-util nexthop time-stanp skip-capture
Done!
Brocade# trace nexthop dunp fifo
Trace Contro Info:
start_tag_i d: 0x0000
stop_tag_id :0x0000
numentries : 16384
next _entry :5
p_l og_buf : 0x25836000
flag : 0x00000ch0
Trace Control Block Initialized (0x00000020)
Trace Control Skip Tinme Stanp capture (0x00000010)
Trace Control Start Tracing is SET (0x00000080)

0 (tag_id: 0x0506) LP_I P_NEXTHOP_REL_REC: started 0x2e7ac410

1 (tag_id: 0x0502) LP_I P_NEXTHOP_PRAM ALLCC REC: started 0x2e7ac410

2 (tag_i d: 0x0507) LP_I P_NEXTHOP_UPD_PRAM VALI D: update pramfor Ox2e7ac410, PPCR 9
out intf eth 4/17, pram.index 0x0003001d

3 (tag_id: 0x0507) LP_I P_NEXTHOP_UPD PRAM VALI D: update pram for 0x2e7ac410, PPCR
10 out intf eth 4/17, pram.index 0x0003001d

4 (tag_id: 0x0507) LP_I P_NEXTHOP_UPD PRAM VALI D: update pram for 0x2e7ac410, PPCR
11 out intf eth 4/17, pram.index 0x0003001d

The supportsave command is useful when collecting a large amount of debug information for
troubleshooting purposes. The output of this command is used by technical support
representatives when reporting a problem.

The supportsave command has the following advantages over the show tech-support command:

® Allows you to add additional commands to collect more data.

* Allows to transfer the collected data to an external server such as Trivial File Transfer Protocol
(TFTP) server.
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supportsave

Collects all relevant support information to a remote TFTP server location.

Syntax supportsave tftp_IPaddress [custom]
supportsave show

supportsave [add-cmd index cmd_string | del-cmd index [to index] | show]

Parameters tftp_IPaddress Specifies the IPv4 address of a TFTP server.

custom Executes all commands present in the default and custom commands list
and sends the output to the specified TFTP server address. This is an optional
parameter and is supported only in the privileged EXEC mode.

If you do not specify the custom option, the supportsave command executes
all commands present only in the default command list and sends the output
to the specified TFTP server address.

show Displays all commands present in the default and custom commands list.
This option is supported in both the privileged EXEC mode and global
configuration mode.

add-cmd Allows to add a command to the custom commands list. You can add up to
eight commands to the custom command list. This option is supported only in
the global configuration mode.

index Specifies the index in the custom commands list where an additional
command need to be added.
The valid range is from 1 through 8.

cmd_string Specifies the privileged EXEC mode commands to be added to the custom
commands list.

del-cmd Allows to remove a command present at the given index or index range from
the custom commands list. This option is supported only in the global
configuration mode.

index Specifies the index of a command in the custom commands list that needs to
be removed. The valid range is from 1 through 8.

to index To specify a range, you can use this option to specify the end index in the
custom commands list. This is an optional parameter.
Modes Privileged EXEC mode
Global configuration mode
Usage Parallel execution of the supportsave command from two different sessions is not allowed.
Guidelines Parallel execution of the supportsave command and the copy tftp/scp commands is not allowed.
Only IPv4 is supported for the TFTP destination.
Commands added to the custom command list must be privileged EXEC mode MP commands.
Commands are not expanded while adding a command to the custom commands list.

Brocade recommends not to add any filters with the commands.
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Modifying the custom commands list using the supportsave add-cmd or supportsave del-cmd
commands is not allowed while the supportsave data collection is in progress.

The abort operation of the supportsave [custom] command using CTRL+c will only happen after
execution of the current command in the list.

The supportsave command cannot be added to the custom commands list. Also, the commands
which change the CLI mode (exit, quit, end) and commands which restart the router (switchover,
reload, reload-yes) must not be added.

When the supportsave data collection is in progres, if a command produces more than 5 MB of
output then the output will be chunked into 5 MB files and the chunk files are sent to the TFTP
server.

During supportsave data collection, if the total output of all the commands exceeds 100 MB then
the supportsave operation is terminated.

The filename format of the generated file is as follows:

"ss_<4randomchars>_<date_time_stamp>_<c or d>_<command_index_in_the_list>_
<current_chunk_number>.txt"

<c¢> stands for custom command and <d> stands for default command.

Examples The following is the sample output from the supportsave show command.

Brocade# supportsave show
DEFAULT COMVANDS

1: show tech-support

CUSTOM COMVANDS

show run

show ip interface
<EMPTY>

show i nterface

show cam partition usage
show run

show ip interface

show i p tcp connection

NN R

The following is the sample output from the supportsave command when the TFTP IP address is
specified.

Brocade# supportsave 10.1.1.1
........................................................................................................ Suppor t save conpl et ed

The content of the generated file includes the hostname, command name, and the corresponding
output as shown in the following example. Also, an indication of whether the collected data is
complete or partial is included at the end.

Br ocade

===========show ver si on
Started at 04:49:09.405 GMr+00 Tue Feb 14 2012

Ended at 04:49:09. 405 GMr+00 Tue Feb 14 2012

===========show ver si on [ END] ===

The following syslog message is generated at the beginning of the supportsave data collection.
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History

Related
Commands

supportsave

SUPPORTSAVE: Data collection has been initiated

Either one of the following syslog messages is generated at the end of the supportsave data
collection.

SUPPORTSAVE: Data col | ection has been conpl eted successfully
SUPPORTSAVE: Partial Data collection has been conpleted successfully

The following syslog message is generated when the TFTP connection fails.

SUPPORTSAVE: TFTP connection failed with server ip address 10.0.0.1

Release Command History

Release 05.5.00 The command was introduced.

show tech-support
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Diagnostic Command Index

C

cam-partition profile, 17

clear access-list, 310

clear access-list subnet-broadcast accounting, 310
clear access-list subnet-broadcast accounting global, 310
clear bfd neighbor, 215

clear dotlx statistics all, 375

clear dotlx statistics ethernet, 375

clear ip igmp cache, 345

clear ip igmp traffic, 346

clear ip interface ethernet, 264

clear ip msdp peer, 356

clear ip msdp sa-cache, 356

clear ip msdp statistics, 356

clear ip multicast, 351

clear ip multicast all, 346

clear ip ospf neighbor, 247

clear ip vrrp statistics, 294

clear ip vrrp-extended statistics, 295

clear ipv6 vrrp statistics, 294

clear ipv6 vrrp-extended statistics, 295

clear link-keepalive statistics, 123

clear Ip-cpu packet statistics, 439

clear mpls debug counters, 154

clear mpls statistics vpls, 203

clear pim-cache, 363

clear statistics, 389

clear statistics dos-attack, 382

clear tm statistics, 333

clear tm-vog-stat src_port cpu-queue, 38

clear tm-vog-stat src_port dst_port, 38

clear tm-vog-stat src_port multicast, 38

clear tm-vog-stat src_port pos cpu-copy-queue, 72
clear tm-vog-stat src_port pos cpu-queue, 71
clear tm-vog-stat src_port pos dst_port pos, 71
clear tm-vog-stat src_port pos multicast, 71
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D

debug?, 2

debug access-list, 311

debug access-list accounting, 311
debug access-list ipv4, 312
debug access-list 12, 312

debug access-list Isp-out-acl, 314
debug access-list mirror generic, 385
debug access-list policy-based-routing, 312
debug access-list rate-limit, 313
debug access-list receive generic, 313
debug all, 3

debug bfd, 215

debug bfd application, 215, 231
debug bfd hitless-upgrade, 216
debug bfd ipc-error, 216

debug bfd ipc-event, 217

debug bfd itc, 217, 231

debug bfd pbif, 217

debug bfd timer, 218

debug cfm, 75

debug cfm detail, 77

debug cfmipc, 75

debug cfm md, 76

debug cfm packet, 77

debug cluster actions, 416

debug cluster active-passive, 416
debug cluster cam, 417

debug cluster ccp fsm, 418
debug cluster ccp packet, 418
debug cluster config, 417

debug cluster forwarding, 416
debug cluster fsm, 419

debug cluster fsm client, 420
debug cluster ipc, 417

debug cluster 12vpn, 421

debug cluster mdup, 421

debug destination, 3

debug dotlx, 376

debug dotlx all, 376
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debug dotlx dumpclass, 378
debug dotlx events, 378

debug dotlx fault, 379

debug dotlx packets, 379

debug dotlx port, 379

debug dotlx state, 380

debug dotlx timers, 380

debug ip aaa, 387, 393

debug ip arp, 82

debug ip arp event, 82

debug ip arp ipc, 83

debug ip arp itc, 83

debug ip arp packet, 83

debug ip bgp, 226, 230

debug ip bgp all-vrfs, 411

debug ip bgp bfd, 231

debug ip bgp dampening, 227
debug ip bgp events, 227

debug ip bgp graceful-restart, 227
debug ip bgp ip-prefix, 228
debug ip bgp ip-prefix-list, 228
debug ip bgp ipv6-prefix, 228
debug ip bgp ipv6-prefix-list, 229
debug ip bgp keepalives, 228
debug ip bgp neighbor, 228
debug ip bgp route-map, 229
debug ip bgp route-selection, 226
debug ip bgp route-updates, 230
debug ip bgp updates, 230
debug ip icmp, 86

debug ip icmp events, 86

debug ip icmp packets, 87

debug ip igmp, 346

debug ip igmp protocol query, 346
debug ip igmp protocol report, 346
debug ip ipc, 43

debug ip msdp, 355

debug ip msdp alarms, 355
debug ip msdp events, 355
debug ip msdp message, 355
debug ip multicast add-del-oif, 350
debug ip multicast error, 350
debug ip multicast events, 350
debug ip multicast ipc, 351
debug ip multicast protocol, 351
debug ip netconf content, 443
debug ip netconf engine, 443
debug ip netconf frame, 444
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debug ip netconf operation, 444
debug ip netconf parser, 445
debug ip netconf rpc, 445
debug ip netconf transport, 446
debug ip ntp, 400

debug ip ntp algorithms, 400
debug ip ntp association, 400
debug ip ntp broadcast, 401
debug ip ntp clockadjust, 401
debug ip ntp errors, 401

debug ip ntp packet, 401

debug ip ntp server, 402

debug ip ospf, 247

debug ip ospf adj, 248

debug ip ospf all-vrfs, 248, 411
debug ip ospf bfd, 249

debug ip ospf error, 249

debug ip ospf events, 249
debug ip ospf flood, 249

debug ip ospf graceful-restart, 249
debug ip ospf log-debug-message, 252
debug ip ospf log-empty-Isa, 253
debug ip ospf Isa-filtering, 253
debug ip ospf Isa-generation, 253
debug ip ospf packet, 254
debug ip ospf retransmission, 255
debug ip ospf route, 255

debug ip ospf sham-link, 255
debug ip ospf shortcuts, 255
debug ip ospf spf, 255

debug ip pim bootstrap, 364
debug ip pim clear, 364

debug ip pim entry, 364

debug ip pim event, 365

debug ip pim filter, 365

debug ip pim ipc, 365

debug ip pim join-prune, 365
debug ip pim nbr-change, 366
debug ip pim oif, 364

debug ip pim optimization, 366
debug ip pim rate-update, 366
debug ip pim reg-proc, 367
debug ip pim route-change, 367
debug ip pim rp, 367

debug ip pim show, 367

debug ip pim sync-lib, 368
debug ip pim timer-type, 368
debug ip pim-dvmrp, 340

Brocade MLX Series and Brocade Netlron XMR Diagnostic Guide
53-1002828-03



debug ip pim-dvmrp add-del-oif, 341
debug ip pim-dvmrp clear, 341
debug ip pim-dvmrp ipc, 341

debug ip pim-dvmrp join-prune, 342
debug ip pim-dvmrp level, 342
debug ip pim-dvmrp nbr-change, 342
debug ip pim-dvmrp show, 342
debug ip rip, 265

debug ip rip all-vrfs, 265

debug ip rip database, 266, 267, 269
debug ip rip events, 266

debug ip rip packet, 267

debug ip rip trigger, 267

debug ip rip vrf, 267

debug ip rtm, 259

debug ip rtm inter-vrf-routing, 302
debug ip rtm nexthop, 306

debug ip ssh, 396

debug ip ssl, 452

debug ip telnet, 395

debug ip vrf, 347, 410

debug ip vrrp, 295

debug ipsec esp, 402

debug ipsec in, 404

debug ipsec out, 404

debug ipsec policy, 403

debug ipsec sa, 403

debug iptunnel, 424

debug iptunnel errors, 425

debug iptunnel events, 425

debug iptunnel ipc, 425

debug iptunnel keepalives, 426
debug iptunnel packets, 426

debug iptunnel statistics, 426
debug iptunnel tunnel-type, 427
debug ipv6 access-list, 316

debug ipv6 access-list error, 316
debug ipv6 access-list ipv6, 316
debug ipv6 access-list ipv6-cam, 317
debug ipv6 access-list rate-limit, 320
debug ipv6 access-list receive, 321
debug ipv6 access-list stats, 321
debug ipv6 dhcp, 297

debug ipv6 dhcp pd all, 298

debug ipv6 dhcp pd flash, 298
debug ipv6 dhcp pd pd-option, 298
debug ipv6 dhcp pd static, 299
debug ipv6 dhcp sync, 299
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debug ipv6 icmp, 87

debug ipv6 mld protocol query, 370
debug ipv6 multicast add-del-oif, 350
debug ipv6 multicast error, 350
debug ipv6 multicast event, 350
debug ipv6 multicast ipc, 351
debug ipv6 multicast protocol, 351
debug ipv6 nd, 231

debug ipv6 ospf, 256

debug ipv6 ospf gr-helper, 257
debug ipv6 ospf ipsec, 404

debug ipv6 ospf ism, 257

debug ipv6 ospf ism-events, 258
debug ipv6 ospf ism-status, 258
debug ipv6 ospf Isa, 258

debug ipv6 ospf Isa-flooding, 259
debug ipv6 ospf Isa-generation, 259
debug ipv6 ospf Isa-install, 259
debug ipv6 ospf Isa-maxage, 259
debug ipv6 ra, 299

debug ipv6 rip, 268

debug ipv6 rip all-vrfs, 268

debug ipv6 rip events, 269

debug ipv6 rip receive, 269

debug ipv6 rip transmit, 269
debug ipv6 rip vrf, 270

debug ipv6 rtm inter-vrf-routing, 302
debug ipv6 rtm nexthop, 306
debug ipv6 vrrp, 296

debug isis, 281

debug isis adj, 282

debug isis I1-csnp, 282

debug isis 11-hello, 282

debug isis 11-Isp, 283

debug isis 11-psnp, 283

debug isis 12-csnp, 283

debug isis 12-hello, 283

debug isis 12-Isp, 283

debug isis 12-psnp, 284

debug isis memory, 284

debug isis nsr, 284

debug isis pp-hello, 284

debug isis ppp, 284

debug isis pspf, 285

debug isis pspf-detail, 285

debug isis redistribution, 285
debug isis route-table, 286

debug isis spf, 286
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debug isis trace, 287

debug license, 442

debug lldp, 130

debug lldp port, 131

debug loopdetect, 383

debug mac, 84

debug mac action, 84

debug mac error, 85

debug mac info, 85

debug mac learning, 85

debug mmrp, 131, 134

debug mmrp show, 132, 134

debug mpls, 153

debug mpls all, 153

debug mpls api, 155

debug mpls cspf, 157

debug mpls cspf computation, 157
debug mpls cspf computation Isp, 158
debug mpls dynamic-bypass all, 184
debug mpls error, 153

debug mpls forwarding, 160

debug mpls forwarding resource, 163
debug mpls forwarding rsvp, 162
debug mpls I2vpn events, 157

debug mpls Idp, 190

debug mpls Idp adjacency, 193

debug mpls Idp error, 193

debug mpls Idp event, 193

debug mpls Idp fec, 193

debug mpls Idp gr, 194

debug mpls Idp packets, 194

debug mpls Idp packets direction, 196
debug mpls Idp packets Isr_id, 196
debug mpls Idp packets pkt_type, 195
debug mpls Idp packets pkt_type address, 195
debug mpls Idp packets pkt_type hello, 196
debug mpls Idp packets pkt_type initialization, 196
debug mpls Idp packets pkt_type notification, 196
debug mpls Idp socket, 197

debug mpls Idp state, 197

debug mpls Idp tcpdump, 198

debug mpls Idp tunnel, 198

debug mpls Imgr, 177

debug mpls Imgr rsvp, 177

debug mpls routing, 163

debug mpls routing error, 154

debug mpls routing interface, 164
debug mpls routing prefix, 164
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debug mpls rsvp, 165

debug mpls rsvp event, 165
debug mpls rsvp packets, 166
debug mpls rsvp packets detail, 166
debug mpls rsvp packets interface, 167
debug mpls rsvp packets sess_obj, 168
debug mpls rsvp session, 171
debug mpls rsvp session Isp, 172
debug mpls rsvp tunnel, 175
debug mpls rsvp tunnel Isp, 175
debug mpls?, 153

debug mrp bpdu, 93

debug mrp diagnostics, 93
debug mrp event, 94

debug mstp, 108

debug mstp bpdu, 109

debug mstp event, 109

debug mstp mstid, 110

debug mstp port, 110

debug mstp region, 110

debug mstp show, 111

debug mstp state, 111

debug mstp verbose, 111

debug mvrp, 133

debug mvrp show, 133

debug openflow, 447

debug openflow all-stack, 448
debug openflow config, 448
debug openflow error-stack, 448
debug openflow flow-all, 449
debug openflow forwarding, 449
debug openflow hardware, 450
debug openflow info-stack, 450
debug openflow ipc, 450

debug openflow show, 451
debug openflow socket, 451
debug openflow warn-stack, 452
debug rstp, 113

debug rstp bpdu, 115

debug rstp event, 115

debug rstp mct, 115

debug rstp port, 116

debug rstp reset, 116

debug rstp show, 116

debug rstp verbose, 116

debug rstp vlan, 117

debug rstp vpls-id, 117

debug spanning-tree, 97
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debug spanning-tree config-bpdu, 97
debug spanning-tree event, 98
debug spanning-tree port, 98
debug spanning-tree reset, 98
debug spanning-tree show, 98
debug spanning-tree tcn-bpdu, 99
debug spanning-tree verbose, 99
debug spanning-tree vlan, 99
debug system trace, 10

debug system upgrade, 11
debug trace-12 events, 11

debug vlan-translation, 125
debug vlan-translation cam, 125
debug vlan-translation generic, 125
debug vll, 178

debug vll-local, 180

debug vpls, 203

debug vpls cam, 204

debug vpls cam additions, 204
debug vpls cam deletions, 204
debug vpls cam updates, 204
debug vpls count, 204

debug vpls dy-sync, 205

debug vpls dy-sync local, 205
debug vpls dy-sync mac, 205
debug vpls dy-sync remote, 206
debug vpls dy-sync tlv, 207
debug vpls events, 207

debug vpls failover, 208

debug vpls filter, 208

debug vpls forwarding, 209
debug vpls fsm-trace, 211
debug vpls generic, 209

debug vpls mac, 209

debug vpls mac local, 210
debug vpls statistics, 210

debug vpls topology, 210

debug vsrp, 127

diagnostics, 92

H

hello padding, 289
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ipc show dy-sync, 39

ipc show heartbeat err-log, 40

ipc show heartbeat history-log, 40
ipc show names, 40

ipc show statistics, 41

isis auth-check, 288

itc show error list, 44

L

Isp-refresh-interval, 288

P

ping, 56

S

set sample-rate, 20

set sample-task, 20

show, 149, 150, 151, 152, 389

show aaa, 387, 392

show access-list, 307

show access-list accounting, 308

show access-list accounting brief, 308

show access-list name, 308

show access-list subnet-broadcast accounting, 309

show access-list subnet-broadcast accounting global, 309

show aps, 71

show bfd, 213

show bfd application, 214
show bfd neighbor, 214

show bfd neighbor detail, 214
show bm, 21

show bm appid, 21

show bm hold, 22

show bm-dump-mode, 22
show bm-dump-mode hold, 22
show bm-overflow, 23

show cam ifl, 13

show cam-partition brief, 14
show cam-partition usage, 15
show cfm, 73
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show cfm brief, 73

show cfm connectivity, 74

show chassis, 5, 50

show cluster, 415

show controller, 69

show cpu, 19

show debug, 3, 219

show dot1, 372

show dot1x configuration, 372
show dotlx ip-acl, 374

show dotlx mac-address-filter, 373
show dotlx mac-sessions, 375
show dot1x mac-sessions brief, 375
show dot1x statistics, 372

show emac, 44

show erp, 91

show erp history-log, 91

show fan-threshold, 49

show flash, 8

show interface brief, 61, 68, 123
show interface ethernet, 61

show interface pos, 68

show interfaces, 373

show interfaces ethernet, 373
show interfaces tunnel, 142

show ip arp-inspection, 407

show ip bgp debug, 220

show ip bgp debug memory, 221
show ip bgp debug memory check-free, 221
show ip bgp debug memory dump-used, 221
show ip bgp debug network, 222
show ip bgp debug out-policy, 224
show ip bgp debug out-policy peer-list, 224
show ip bgp debug profiling, 222
show ip bgp debug route-table, 223
show ip bgp debug variable, 223
show ip bgp nexthop, 225

show ip bgp vpnv4 neighbor flap-statistics, 409
show ip dvmrp group, 338

show ip dvmrp interface, 338

show ip dvmrp nbr, 339

show ip dvmrp prune, 339

show ip dvmrp resource, 339

show ip dvmrp rout, 340

show ip dvmrp traffic, 340

show ip igmp group, 343

show ip igmp group detail, 343
show ip igmp group tracking, 344
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show ip igmp interface, 344

show ip igmp settings, 345

show ip igmp static, 344

show ip igmp traffic, 345

show ip interface, 261

show ip mcache, 338

show ip msdp debug, 354

show ip msdp peer, 353

show ip msdp sa-cache, 354

show ip msdp summary, 353

show ip multicast, 348

show ip multicast pimsm-snooping, 349
show ip multicast statistics, 349

show ip next-hop, 262

show ip ospf, 234

show ip ospf area, 236

show ip ospf border-routers, 241

show ip ospf config, 234

show ip ospf database, 239

show ip ospf database database-summary, 240
show ip ospf database external-link-state, 239
show ip ospf database grace-link-state, 243
show ip ospf database link-state, 240
show ip ospf debug, 243

show ip ospf debug filtered-Isa area, 246
show ip ospf debug graceful-restart, 246
show ip ospf debug memory, 244

show ip ospf debug misc, 246

show ip ospf interface, 237, 242

show ip ospf interface brief, 237

show ip ospf neighbor, 236

show ip ospf redistribute route, 238
show ip ospf routes, 238

show ip ospf trap, 242

show ip ospf virtual link, 243

show ip ospf virtual neighbor, 242

show ip pim bsr, 360

show ip pim counter, 358

show ip pim counter mct, 358

show ip pim counter nsr, 358

show ip pim group, 360, 410

show ip pim mcache, 362

show ip pim nbr, 361

show ip pim neighbor, 359

show ip pim prune, 410

show ip pim rp-candidate, 360

show ip pim rp-hash, 361

show ip pim rp-map, 361
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show ip pim rp-set, 361

show ip pim sparse, 359

show ip pim traffic, 363

show ip route isis, 280

show ip rpf, 262

show ip rtm, 225, 300

show ip rtm api, 303

show ip rtm inter-vrf-list, 300

show ip static-arp, 407

show ip vrrp, 290

show ip vrrp brief, 290

show ip vrrp-extended, 290

show ip-tunnels, 143

show ipv6, 408

show ipv6 access-list, 310

show ipv6 bgp nexthop, 225

show ipv6 cache, 408

show ipv6 mld interface, 369

show ipv6 pim mcache, 362

show ipv6 rtm, 301

show ipv6 rtm api, 304

show ipv6 rtm inter-vrf-list, 300
show ipv6 vrrp, 291

show ipv6 vrrp brief, 291

show ipv6 vrrp statistics, 292

show ipv6 vrrp vrid, 292

show ipv6 vrrp-extended, 293

show ipv6 vrrp-extended brief, 293
show ipv6 vrrp-extended statistics, 294
show ipv6 vrrp-extended vrid, 293
show isis, 270

show isis debug, 272

show isis debug adj-options-order, 273
show isis debug adj-timer, 273

show isis debug child-link-info, 273
show isis debug ip-nexthop-set, 274
show isis debug ipv6-nexthop-set, 274
show isis debug ipv6-pent-level-info, 274
show isis debug link-info, 275

show isis debug Isp-list, 275

show isis debug Isp-timer, 275

show isis debug memory, 275

show isis debug memory pool, 276
show isis debug nexthops, 277

show isis debug parent-link-info, 277
show isis debug pent, 277

show isis debug pent-level-info, 278
show isis debug pspf-Isp-list, 279
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show isis debug redis, 279

show isis debug route-info, 280

show isis debug summary, 280

show isis debug v6-nexthops, 280

show isis debug v6route-info, 280

show isis hostname, 281

show isis interface, 271

show isis neighbor, 272

show lag, 120

show lag error counters id, 412

show lag error debug id, 412

show lag ethernet, 413

show license, 441

show link-fault-signaling, 65

show link-keepalive, 122

show link-keepalive ethernet, 62, 123
show log, 1, 28, 48, 126

show logging, 263

show loop-detection, 383

show Ip-cpu packet statistics, 427

show Ip-cpu packet statistics brief, 435
show Ip-cpu packet statistics protocol, 435
show Ip-cpu packet statistics slot, 438
show mac vpls, 81, 200

show mac-address, 80

show media, 34

show metro-ring, 92

show metro-ring history-log, 92

show module, 28

show monitor actual, 385

show monitor config, 385

show mpls bypass-Isp, 137

show mpls debug api aggrhist, 154
show mpls debug api apihist, 154

show mpls debug api queue, 155

show mpls debug api registration, 155
show mpls debug counter, 147

show mpls debug dynamic-bypass, 181
show mpls debug flooding-thresholds, 147
show mpls debug 12vpn tunnels, 155
show mpls debug rsvp igp-sync, 149
show mpls debug rsvp igp-sync brief, 149
show mpls debug rsvp igp-sync link, 149
show mpls debug rsvp igp-sync Isp, 150
show mpls debug rsvp igp-sync stats, 151, 152
show mpls debug vpls, 201, 423

show mpls debug vpls fsm-trace, 203
show mpls debug vpls local, 202, 423
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show mpls debug vpls remote, 202, 423
show mpls forwarding, 143
show mpls interface, 138

show mpls Idp, 185

show mpls Idp fec prefix, 186
show mpls Idp fec summary, 186
show mpls Idp fec vc, 186

show mpls Idp interface, 187
show mpls Idp neighbor, 187
show mpls Idp peer, 188

show mpls Idp session, 188
show mpls Idp tunnel, 190
show mpls Isp, 143

show mpls Isp name, 146

show mpls memory, 138

show mpls rsvp interface, 139
show mpls rsvp session, 140
show mpls statistics label, 146
show mpls statistics vpls, 201
show mpls ted database, 142
show mpls ted path, 142

show mpls vpls, 198

show mpls vpls detail, 199
show mpls vpls down, 199
show mpls vpls id, 199

show mpls vpls summary, 198
show mq, 45

show mstp, 100

show mstp config, 101

show mstp detail, 101

show mstp history-log, 106
show mstp region, 105

show np extended-counters usage slot, 148
show np statistics, 327

show np statistics ethernet, 330
show np statistics slot, 329
show ntp associations, 398
show ntp sassociations detail, 398
show ntp statistics, 399

show ntp statistics peer, 399
show ntp status, 397

show optics, 35

show pbr route-map, 334

show pos next-hop, 67

show pos-timing, 70

show qos scheduler, 327

show qos wred, 324

show gos-map, 325
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show gos-map binding, 325
show gos-map binding global, 325
show qos-tos, 324

show redundancy, 28

show route-map, 335

show rstp, 112

show rstp detail, 113

show rstp history-log, 113

show run, 242

show sample, 20

show save, 9

show sflow, 388

show sflow statistics, 389

show sfm-links, 45

show sfm-links all, 46

show sfm-utilization, 46

show snmp engineid, 390

show snmp group, 391

show snmp server, 390

show snmp user, 391

show spanning-tree, 95

show statistics, 62

show statistics brief pos, 70
show statistics dos-attack, 382
show statistics pos, 70

show tasks, 18, 235

show tech-support, 453

show tech-support bfd, 457
show tech-support bgp, 457
show tech-support fib, 458

show tech-support ip ospf, 459
show tech-support ip vrrp, 460
show tech-support ip vrrp-extended, 460
show tech-support ipv6 ospf, 460
show tech-support ipv6 vrrp, 461
show tech-support ipv6 vrrp-extended, 461
show tech-support isis, 461
show tech-support mpls, 462
show tech-support openflow, 467
show tech-support rtm, 467
show tech-support rtm6, 468
show tech-support sfm, 468
show tech-support system, 469
show tech-support tm, 470

show telemetry rule-name, 335
show telnet, 395

show temperature, 50

show tm port-mapping, 327
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show tm statistics, 36, 332

show tm statistics ethernet, 332

show tm statistics slot, 333

show tm-vog-stat, 35

show tm-vog-stat src_port cpu-queue, 38
show tm-vog-stat src_port multicast, 38
show trunk, 414

show version, 6, 27, 36, 46, 52

show vlan, 88, 124

show vlan detail, 88, 129

show vlan ethernet, 88

show vsrp, 126

show web, 387, 393

show who, 9

summary-address, 289

supportsave, 475

T

traceroute, 56

trace-util ip, 471

trace-util ip change-size, 472
trace-util ip dump, 471
trace-util nexthop, 473
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