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Show MPpIs rsvp StatiStics ........ooviiiiiiiiii e 579
ShOW MPIS SALIC-ISP..ceieeiiiiieii e 581
Show MPIs StatiStiCS BPE.......cooiuiiiiiiiiiie e 584
show mpls statistics bypass-ISP.........ccccvriieiiiiiii e 585
show mpls statistics 1abel............cooeeiiiiiii 586
show mpls statistics Idp transit.............coceiiiiii 588
show mpls statistics Idp tunNel ... 589
Show MPpIs StatiStiCS ISP......viiiiiiie i 590
show mpls statiStics 0aM........cccuiiiiiiii e 591
Show MPIS StatiStICS VIl......coeeiiiiiiiiii e 592
show mpls statistics VIFIOCal...........cceiiiiiiii e 593
Show MPIs StatiStICS VPIS......eeiiiiiiiiiii e 595
Show mpls StatiStics VIT.........ooiiiiiii e 597
ShOW MPIS SUMMANY......oiiiiiiiiiiie ittt 598
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show mpls ted database............cceiiiiiiiiiie e 599

Show mMPpIs ted path.........cocciiii 600
SNOW MPIS Vil ..o 603
ShOW MPIS VI-IOCAL. ......oiiiiiiiiiii e 607
SNOW MPIS VPIS. ..ot 609
SNOW MISTP .o 615
SNOW IMVID ..ttt e e e et 616
ShOW MVIP @ttriDULES. ... 617
SNOW MVIP CONTIG. ettt 618
ShOW MVIP STAtISHICS...ceiiiiiiiii e 619
show nht-table ipsec-based...........ccoceeiiiiiiiii e 620
SNOW OPENFIOW. ...ttt 621
Show openflow CONLIOIIET..........ooiiiiiiiii e 623
Show 0OpeNnflow fIOWS........ccuuiiiiiiiiiic e 624
ShOW OPENFIOW GrOUPS. ....ciiiiiiiiiiiie i 626
show openflow iNterface. ...........cooiiiiiiiiii e 627
ShOW OPENflOW MELETS. .....coiuiiiiiiiii e 628
ShOW OPENFlOW QUEUES........coiiiiiiiiii i 630
ShOW PIM INEEITACE ......veiiiiii e 632
Show pim MUItICAST-fItEr.........oooiii e 633
ShOW PKi CEMtIfICAteS. .. .ccviiiiiiiii e 634
SNOW PKi COUNTETS......eiiiiiiiiiice e 636
SNOW PKI CIIS ..t 637
show pki enrollment-profile............cooceiiiiiiii e 638
SNOW PRI @NEIY. ..ot 639
Show pki key MYPUDKEY........cooiiiiiiii e 640
ShOW PKi trUSTPOINT. ... 641
show rate-limit counters bum-drop...........ccocueiiiiiiiiiiee e 643
show rate-limit detail............cooiiiiii e
show rate-limit interface
show rate-limit ipv6 hoplimit-expired-to-Cpu.........cccceveriiiiiniieiiiee e 647
show rate-limit option-pkt-t0-CPU.........eiiriiiiiiiiii e 648
show rate-limit ttl-expired-to-CpuU..........cooiiiiiiiiii e 649
SNOW IMON @IAIMN.....oiiiiii e 650
ShOW rmMON SEAtISTICS. ... ..eeiiiiii i 651
SNOW FOUTE-MAP ...ttt 654
SNOW ISED it 655
SNOW FUNNING=CONTIG....ceiiiiiiiiiie e 657
ShOW STIOW SEaLISTICS ....eeviiiiiiiiiie e 659
SNOW SPANNING-IIEE ......eeiiiiiii it 660
SNOW SEALISTICS ....eeiiiiieiiiie e 661
SNOW SYSMON CONMIG ...t 665
ShOW SYSMON results Brief...... ..o 666
show sysmon results detail............cooooiiiiiici 668
ShOW SYSMON SChEAUIE......cc.ueiiiiiiiiiiii e 670
SNOW tEIEMEINY.....eiiiiiii e 672
SNOW tEIMINGL.....eiiiie e 673
show tm-vog-stat QUEUE-ArOPS..........oocuiiiiiiiiiiiie e 674
SNOW VIBN ... 675
ShOw VIan tvf-1ag-1b ........ooiiiiii e 677
................................................................................................................... 679
SIOW-STAN. ... s 679
SNMP-SEIVEr COMMUNITY.....euiiiiiiiiiiiee ettt ee e 680
SNMP-SEIVEL CONEEXLE ...eviiiiiiiiiiiiiee e e e e e e e e e e e e e e 682
snmp-server enable MiID............oooii i 683
snMpP-server enable traps. ... 684
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snmp-server enable traps bum-rl-traps...........cccocoiii 685

SNMP-SEIVET NOST......oiiiiiiiiiiiiie et 686
snmp-server mib COMMUNITY-MEAP........cuoiiiiiiiiie e 688
SPaNNING-tree PVSt-ProteCt..........ooiiiiiiiiiiiiiiii e 689
STAIE-NAME......eeieie e 691
SEATIC-ISP . ¢t e 692
Static-MAC-AdAreSS. ... 693
statistics-load-iNterval.............ccooiiiiii e 694
SUDJECE-Alt-NAME......ciiiii e 695
summary-address (OSPFV3)......ccooiiiiiiiiiie e 696
0] o] o] (=TS Rr= o] Y=o PP 697
Sysmon fe liNk auto-tuNe ..........ccoouiiiiiiiii e 698
sysmon Ip-high-cpu enable ..o 699
sysmon Ip-high-cpu threshold .............cccccoiiiiiiii e 700
SYSMON NP MEMOTY-EITOIS ......uutiiieeiiiiiiteeeeantreeeesaeerrreeessennrreeeeeannreeeeeeas 701
SYSMON POrt POrt-Cre-teSt ......uuiiiiiiiiieieie e 703
SySMON SfM WalK @UEO.........oiiiiiiiiiii e 705
sysmon sfm walk polling-period.............ccoiueviiiieiiiiie e 706
sysmon sfm walk redundancy-check............cccooiiiiiiiiiiiiii e 707
SysMON SfM Walk Start............ooooiiiiiiii e 708
SysmMon SfM Walk Status..........ocuiiiiiiii e 709
SYSMON SfM WalK STOP.....coiiiiiiiiiie e 710
sysmon sfm walk threshold..............ccccoiiiiiii e, 711
sysmon tM liNK @ULO-tUNE ...........ooiiiiiiiii e 712
system np control-ram-threshold...........c..coociiiiii i, 713
system np Ipm-ram-threshold..............ccccoiiiiii e, 715
SYSTEMINIE. .. 717
system-max ecmp-pram-block-Size...........cccooeiiiiiiiiiiii 719
SYSTEM-MAX IP=8IP ettt 720
System-max ipVB-reCeiVe-Cam ...........cooociiiiiieiiiiiiie e 721
SYsStemM-Max iPVB-VIT-rOUte...........coooiiiiiiiieiiie e 722
SYStEM-MAaX iP-VIT-TOULE.......eoiiiiiiiiiiii e e 723
SYSTEM-MEAX ISPttt 724
SYStEM-MaX trUNK-NUML.....coiiiiiiie e e e 725
system-max tvf-lag-1b-fid-group..........cccoiieiiiiiiii e 726
system-max tvf-lag-1b-fid-pool.........cccoiiiiiiiiiii 727
10 1015 (4 oS RSP 728
terminal enable timestamp..........ccccoiiiiii 729
tIMErS (OSPFV3)..ciiiiiiit ittt 731
TFACEIOULE ...ttt 732
traceroute MPIS 1P ....oeiiiiiiii 734
BrACK=POIT et a e 736
transparent-hw-flooding lag-load-balancing ...........cccccceviieiiiiiiniiee e, 737
tunnel destination............ooii i 738
tUNNEl MOAE IPSEC IPVA ... 739
tUNNEl MOAE IPSEC IPVB. ....coomeeiiiiiiieeiiie et 740
tunnel override-pkt-toS-ttl.........cooouiiiiiiii 741
tunnel protection ipSeC Profile...........cciiiiiiiiiiiii 742
EUNNEL SOUCE..... ittt e e e e e e e e e snnaeeeeeaaas 743
TUNNEI-INEEITACE. ...ci e 744
U@ @CCESS-GIOUP. .. .eeeiuureeeririeeatteeaaiteeesbeeeaasbeeesbeeesaseeeesbeeesasbe e e sareeesneeeeas 746
UA@-OFfSEES. ... e 748
UNAerflow-lmit ... 749
UPAAte-lag-NaAME. .......ooiiiiiiiiiii et e e e et e e e e e 750
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Preface

e Document conventions
e Brocade resources
e Contacting Brocade Technical Support
e Document feedback

Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and
important notice formats used in Brocade technical documentation.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text
to highlight specific words or phrases.

Format

bold text

italic text

Courier font

Description

Identifies command names
Identifies keywords and operands
Identifies the names of user-manipulated GUI elements

Identifies text to enter at the GUI

Identifies emphasis
Identifies variables

Identifies document titles

Identifies CLI output

Identifies command syntax examples

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of
parameters and their logical relationships.

Convention
bold text
italic text

value

Brocade Netlron Command Reference
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Description
Identifies command names, keywords, and command options.
Identifies a variable.

In Fibre Channel products, a fixed value provided as input to a command
option is printed in plain text, for example, --show WWN.
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Notes, cautions, and warnings

Convention Description

[] Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square brackets.
{x|yl|z} A choice of required parameters is enclosed in curly brackets separated by
vertical bars. You must select one of the options.

In Fibre Channel products, square brackets may be used instead for this

purpose.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle
brackets.

Repeat the previous element, for example, memberimember...].

\ Indicates a “soft” line break in command examples. If a backslash separates
two lines of a command input, enter the entire command at the prompt without
the backslash.

Notes, cautions, and wamings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of
increasing severity of potential hazards.

NOTE
A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference

to related information.

ATTENTION
An Attention statement indicates a stronger note, for example, to alert you when traffic might be

interrupted or the device might reboot.

CAUTION
A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

DANGER

A Danger statement indicates conditions or situations that can be potentially lethal or
extremely hazardous to you. Safety labels are also attached directly to products to warn of
these conditions or situations.
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Brocade resources

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade
resources.

You can download additional publications supporting your product at www.brocade.com. Select the
Brocade Products tab to locate your product, then click the Brocade product name or image to open the
individual product page. The user manuals are available in the resources module at the bottom of the
page under the Documentation category.

To get up-to-the-minute information on Brocade products and resources, go to MyBrocade. You can
register at no cost to obtain a user ID and password.

Release notes are available on MyBrocade under Product Downloads.

White papers, online demonstrations, and data sheets are available through the Brocade website.

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online, by telephone, or by e-
mail. Brocade OEM customers contact their OEM/Solutions provider.

Brocade customers

For product support information and the latest information on contacting the Technical Assistance
Center, go to http://www.brocade.com/services-support/index.html.

If you have purchased Brocade product support directly from Brocade, use one of the following methods
to contact the Brocade Technical Assistance Center 24x7.

Online Telephone E-mail

Preferred method of contact for non- Required for Sev 1-Critical and Sev  support@brocade.com

urgent issues: 2-High issues:
9 g Please include:

* My Cases through MyBrocade « Continental US: 1-800-752-8061
» Software downloads and licensing * Europe, Middle East, Africa, and
tools Asia Pacific: +800-AT FIBREE

. Knowledge Base (+800 28 34 27 33) * Installation details
» Environment description

* Problem summary
» Serial number

« For areas unable to access toll
free number: +1-408-333-6061

* Toll-free numbers are available in
many countries.

Brocade OEM customers

If you have purchased Brocade product support from a Brocade OEM/Solution Provider, contact your
OEM/Solution Provider for all of your product support needs.

+ OEM/Solution Providers are trained and certified by Brocade to support Brocade® products.
» Brocade provides backline support for issues that cannot be resolved by the OEM/Solution Provider.
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Document feedback

» Brocade Supplemental Support augments your existing OEM support contract, providing direct
access to Brocade expertise. For more information, contact Brocade or your OEM.

» For questions regarding service levels and response times, contact your OEM/Solution Provider.

Document feedback

To send feedback and report errors in the documentation you can use the feedback form posted with
the document or you can e-mail the documentation team.

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and
completeness of this document. However, if you find an error or an omission, or you think that a topic
needs further development, we want to hear from you. You can provide feedback in two ways:

» Through the online feedback form in the HTML documents posted on www.brocade.com.
» By sending your feedback to documentation@brocade.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading
and page number if applicable, as well as your suggestions for improvement.
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About This Document

e What's new in this document
e Supported hardware and software

What's new in this document

This document is the first release of the Netlron Command Reference.

In this initial release of the Netlron command reference, not all commands supported on the Netlron

devices are represented. All new commands supported in the Netlron Release 05.6.00 are included.

For new commands introduced since Release 5.6.00, the history table is shown. For legacy commands

the history table is not shown unless an update has been added in recent releases.

The following are lists of the new, modified, and deprecated commands in Release 05.9.00:

New commands

The following commands have been added (new for this release).

auto-enroll

clear mpls rsvp statistics session
clear pki counters

clear pki crl
cluster-client-static-mac-move
crl-query

crl-update-time

egress-truncate
egress-truncate-size

enrollment

ext-stats-mode slot

ip allow-src-multicast

ip allow-src-multicast switched-traffic
ipv6 dhcp-relay include-options

ipv6 nd proxy

ipv6 nd local-proxy

ip http client connection timeout connect
ip http client connection timeout idle
ip http client source-interface
load-balance mask ip

load-balance mask ipv6
local-certificate

ocsp-url

pki enroll

pki export

pki export crl

Brocade Netlron Command Reference
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pki export key
revocation-check

show cam-detail-eth

show cam-detail-ip

show cam uda

show egress-truncate

show ip-tunnels

show ipv6 interface tunnels
show load-balance mask-options
show ip allow-src-multicast
show ip http-client

show pki counters

show pki crls

show pki enroliment-profile
show route-map

show telemetry

show vlan tvf-lag-lb
snmp-server context
snmp-server enable mib
snmp-server mib community-map
sysmon Ip-high-cpu enable
sysmon Ip-high-cpu threshold
system-max rstp

system-max trunk-num
system-max tvf-lag-lb-fid-pool
tunnel mode ipsec ipv6
terminal enable timestamp
tunnel destination

tunnel source
tunnel-interface

uda access-group

uda-offsets

update-lag-name

Modified commands

The following commands have been modified in this release.

access-list

access-list accounting
access-list sequence
copy

clear ikev2 sa

clear ipsec sa

clear mpls rsvp statistics
ipv6-address

ipv6 route

logging enable
rate-limit input

show access-list count
show ikev2 sa
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show interface ethernet

show interfaces tunnel

show ipsec egress-spi-table
show ipsec ingress-spi-table
show ipsec sa

show ipv6 dhcp-relay interface
show ipv6 dhcp-relay options
show ipv6 vrrp

show mpls bypass-Isp

show mpls config

show mpils Idp tunnel

show mpils Isp

show mpls summary

show terminal

snmp-server host

traceroute

tunnel protection ipsec profile

Deprecated commands

There are no deprecated commands in this release.

Supported hardware and software

The following hardware platforms are supported by this release of this guide:

Brocade Netlron Command Reference
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TABLE 1 Supported devices

Brocade Netiron XMR Brocade Netlron MLX Series Netlron CES 2000 and Netlron CER 2000 Series
Series
Brocade Netlron XMR 4000 Brocade MLX-4 Brocade Netlron CES 2024C
Brocade Netlron XMR 8000 Brocade MLX-8 Brocade Netlron CES 2024F
Brocade Netlron XMR 16000 Brocade MLX-16 Brocade Netlron CES 2048C
Brocade Netlron XMR 32000 Brocade MLX-32 Brocade Netlron CES 2048CX
Brocade MLXe-4 Brocade Netlron CES 2048F
Brocade MLXe-8 Brocade Netlron CES 2048FX
Brocade MLXe-16 Brocade Netlron CER 2024C
Brocade MLXe-32 Brocade Netlron CER-RT 2024C

Brocade Netlron CER 2024F
Brocade Netlron CER-RT 2024F
Brocade Netlron CER 2048C
Brocade Netlron CER-RT 2048C
Brocade Netlron CER 2048CX
Brocade Netlron CER-RT 2048CX
Brocade Netlron CER 2048F
Brocade Netlron CER-RT 2048F
Brocade Netlron CER 2048FX
Brocade Netlron CER-RT 2048FX
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Using the Netlron Command-Line Interface

® L.0gging on through the CLI.........ooiiiii e 23
o Command configuration MOGES. .........ciiiiiiiiiiie it 25
® CLI COMMANA STTUCKUIE.....coeiiiiiiiie ettt e e snaeeen 30
e Searching and filtering OUIPUL..........coiuiiii e 31
o Allowable characters for LAG NAMES .........cocouiiiiiiiiiiiiicec e 35
o CLI parsing €nNhanCement............ueiiiiiiie et 36
® SYNTAX SNOMCULS ...ttt e e e et e e e e et e e e e e enbeeeaaeeanes 36
® Saving configuration CRANGES. .........uiiiiiiii e 36

Logging on through the CLI

After an IP address is assigned to the Brocade device’s management port, you can access the CLI
through a PC or terminal attached to the management module’s serial (Console) port or 10BaseT/
100BaseTX Ethernet (management) port, or from a Telnet or SSH connection to the PC or terminal.

You can initiate a local Telnet, SSH or SNMP connection by specifying the management port’s IP
address.

The commands in the CLI are organized into the following modes:

» User EXEC mode - Lets you display information and perform basic tasks such as pings and
traceroutes.

» Privileged EXEC mode - Lets you use the same commands as those at the User EXEC level plus
configuration commands that do not require saving the changes to the system-config file.

+ Global configuration mode - Lets you make configuration changes to the device. To save the
changes across software reloads and system resets, you need to save them to the system-config file.
The global configuration mode contains sub-configuration modes for individual ports, for VLANS, for
routing protocols, and other configuration areas.

NOTE

By default, the Brocade devices have all management access disabled, except for console port
management. To create access, you must configure Enable passwords or local user accounts, or you
can configure the device to use a RADIUS or TACACS or TACACS+ server for authentication.

On-line help

To display a list of available commands or command options, enter "?" or press Tab. If you have not
entered part of a command at the command prompt, all the commands supported at the current CLI
level are listed. If you enter part of a command, then enter "?" or press Tab, the CLI lists the options you
can enter at this point in the command string.

If you enter an invalid command, a message appears indicating the command was unrecognized.
device (config) # rooter ip

Unrecognized command
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Command completion

The CLI supports command completion, so you do not need to enter the entire name of a command or
option. As long as you enter enough characters of the command or option name to avoid ambiguity
with other commands or options, the CLI understands what you are typing.

Scroll control

By default, the CLI uses a page mode to paginate displays that are longer than the number of rows in
your terminal emulation window. For example, if you display a list of all the commands at the global
CONFIG level but your terminal emulation window does not have enough rows to display them all at
once, the page mode stops the display and lists your choices for continuing the display.

aaa
access-list
all-client
arp
banner
base-mac-addr
boot
some lines omitted for brevity...
default-vlan-id
enable
enable-acl-counter
end
exit
--More--, next page: Space, next line: Return key, quit: Control-c

The software provides the following scrolling options:

» Press the Space bar to display the next page (one screen at time).
» Press the Return or Enter key to display the next line (one line at a time).
» Press Ctrl-C cancel the display.

Line editing commands

The CLI supports the following line editing commands. To enter a line-editing command, use the CTRL
+key combination for the command by pressing and holding the CTRL key, then pressing the letter
associated with the command.

TABLE 2 CLI line editing commands

Ctrl+Key combination Description

Ctri+A Moves to the first character on the command line.
Ctrl+B Moves the cursor back one character.
Ctrl+C Escapes and terminates command prompts and ongoing tasks (such as lengthy

displays), and displays a fresh command prompt.

Ctrl+D Deletes the character at the cursor.
Ctri+E Moves to the end of the current command line.
Ctrl+F Moves the cursor forward one character.
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TABLE 2 CLI line editing commands (Continued)

Ctrl+Key combination Description

Ctrl+K Deletes all characters from the cursor to the end of the command line.

Ctrl+L; Ctrl+R Repeats the current command line on a new line.

Ctrl+N Enters the next command line in the history buffer.

Ctrl+P Enters the previous command line in the history buffer.

Ctrl+U; Ctrl+X Deletes all characters from the cursor to the beginning of the command line.

Ctrl+W Deletes the last word you typed.

Ctrl+zZ Moves from any CONFIG level of the CLI to the Privileged EXEC level; at the Privileged

EXEC level, moves to the User EXEC level.

Command configuration modes

The Brocade CLI uses an industry-standard hierarchical shell familiar to Ethernet/IP networking
administrators. You can use one of three major command modes to enter commands and access sub-
configuration modes on the device.

User EXEC mode

User EXEC mode is the default mode for the device; it supports the lowest level of user permissions. In
this mode, you can execute basic commands such as ping and traceroute, but only a subset of clear,
show, and debug commands can be entered in this mode. The following example shows the User
EXEC prompt after login. The enable command enters privileged EXEC mode.

device> enable
device#

Privileged EXEC mode

Privileged EXEC mode supports all clear, show, and debug commands. In addition, you can enter some
configuration commands that do not make changes to the system configuration. The following example
shows the privileged EXEC prompt. At this prompt, you issue the configure terminal command to enter
global configuration mode.

device# configure terminal
device (config) #

Global configuration mode

Global configuration mode supports commands that can change the device configuration. For any
changes to be persistent, you must save the system configuration before rebooting the device. The
global configuration mode provides access to sub-configuration modes for individual interfaces, VLANS,
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routing protocols, and other configuration areas. The following example shows how you access the
interface sub-configuration mode by issuing the interface command with a specified interface.

device (config)# interface ethernet 1/1
device (config-if-el1000-1/1)#

Configuration modes

Configuration command-line interface (CLI) commands are entered in various modes to configure a
Brocade device. The initial configuration mode is named global configuration mode and all other
configuration modes are accessed through this mode.

The following table displays a list of the most commonly-used sub-configuration modes, but this list is
not exhaustive and new sub-configuration modes can be introduced with new features. Refer to the
command pages for details of the configuration modes applicable to the CLI command and examples
of how to access the required mode.

TABLE 3 Sub-configuration modes

Configuration mode Description

802.1X port security The 802.1X port security mode allows you to configure the 802.1X port security. You
access this mode by entering the dot1x-enable command from global configuration
mode.

BGP The BGP mode allows you to configure Border Gateway Protocol version 4 (BGP4)

features. You access this mode by entering the router bgp command from global
configuration mode.

BGP4 unicast address The BGP4 unicast address family mode allows you to configure a BGP4 unicast
family route. You access this mode by entering the address-family ipv4 unicast command
from BGP configuration mode.

BGP4 multicast address  The BGP4 multicast address family mode allows you to configure BGP4 multicast

family routes. You access this mode by entering the address-family ipv4 multicast
command from BGP configuration mode, BGP unicast address configuration mode, or
IPv6 BGP unicast configuration mode.

Ethernet service instance Ethernet Service Instance (ESI) mode allows you to assign an ESI to a protocol, or
port.

Interface The interface mode allows you to assign or modify specific port parameters on a
specific port. You access this mode by entering the interface command followed by
an appropriate keyword and variables from global configuration mode. Available
keywords are: ethernet, loopback, management, ve, tunnel, or group-ve.

LAG The LAG mode allows you to change parameters for statically-configured LAG
groups. You access this mode by entering the lag command with appropriate port
parameters from global configuration mode.

MAC port security The MAC port security mode allows you to configure the port security feature. You
reach this level by entering the port security command at the global or interface
configuration mode.

Metro ring The Metro ring mode allows you to configure Layer 2 connectivity and fast failover in
ring topologies. You access this mode by entering the metro-ring command with a
ring-id variable from VLAN configuration mode..
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TABLE 3 Sub-configuration modes (Continued)

Configuration mode

Description

OSPF

The OSPF mode allows you to configure parameters for the OSPF routing protocol.
You access this mode by entering the router ospf command from global
configuration mode.

PIM

The PIM mode allows you to configure parameters for the Protocol Independent
Multicast (PIM) routing protocol. You access this mode by entering the router pim
command from global configuration mode.

Redundancy

The redundancy mode allows you to configure redundancy parameters for redundant
management modules. You access this mode by entering the redundancy command
from global configuration mode.

RIP

The RIP mode allows you to configure parameters for the RIP routing protocol. You
access this mode by entering the router rip command from global configuration
mode.

Route map

The route map mode allows you to configure parameters for a BGP4 route map. You
access this mode by entering the route-map command with a name variable from
global configuration mode.

Topology group

The topology group mode allows you to control the Layer 2 protocol configuration and
Layer 2 state of a set of ports in multiple VLANs based on the configuration and states
of those ports in a single master VLAN. One instance of the Layer 2 protocol controls
all the VLANSs. You access this mode by entering the topology-group command with
a group-id variable from global configuration mode.

VLAN

Policy-based virtual Local Area Networks (VLANs) mode allow you to assign VLANs
to a protocol, port, or 802.1q tags. You access this mode by entering the vlan
command with a vlan-id variable from global configuration mode.

VSRP

The VSRP mode allows you to configure parameters for the Virtual Switch
Redundancy Protocol (VSRP). You access this mode by entering the vsrp vrid
command with a num variable from VLAN configuration mode.

VRRP

The VRRP mode allows you to configure parameters for the Virtual Router
Redundancy Protocol (VRRP). You access this mode by entering the router vrrp
command from global configuration mode and then entering the ip vrrp vrid
command from interface configuration mode.

VRRP-E

The VRRP-E mode allows you to configure parameters for the VRRP Extended
(VRRP-E) protocol. You access this mode by entering the router vrrp-extended
command from global configuration mode and then entering the ip vrrp-extended
vrid command from interface configuration mode.

Accessing the CLI

The CLI can be accessed through both serial and Telnet connections. For initial log on, you must use a
serial connection. Once an IP address is assigned, you can access the CLI through Telnet.

Once connectivity to the device is established, you will see the a prompt.

device>

When accessing the CLI through Telnet, you maybe prompted for a password. By default, the password
required is the password you enter for general access at initial setup. You also have the option of
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assigning a separate password for Telnet access with the enable telnet password password
command, found at the Global Level.

At initial log on, all you need to do is type enable at the prompt, then press Return. You only need to
enter a password after a permanent password is entered at the Global CONFIG Level of the CLI.

To reach the Global CONFIG Level, the uppermost level of the CONFIG commands, enter the
following commands

device > enable User Level commands
device # configure terminal Privileged Level-EXEC commands
device (config) # Global Level-CONFIG commands

You can then reach all other levels of the CONFIG command structure from this point.

The CLI prompt will change at each level of the CONFIG command structure, to easily identify the
current level.

device> User Level EXEC Command

device# Privileged Level EXEC Command

device (config) # Global Level CONFIG Command

device (config-1if-el10000-5/1)# Interface Level CONFIG Command

device (config-1lbif-1)# Loopback Interface CONFIG Command

device (config-ve-1)# Virtual Interface CONFIG Command

device (config-trunk-4/1-4/8)# trunk group CONFIG Command

device (config-if-el10000-tunnel)# IP Tunnel Level CONFIG Command
device (config-bgp-router)# BGP Level CONFIG Command

device (config-ospf-router)# OSPF Level CONFIG Command

device (config-isis-router)# IS-IS Level CONFIG Command

device (config-pim-router)# PIM Level CONFIG Command

device (config-redundancy)# Redundant Management Module CONFIG Command
device (config-rip-router)# RIP Level CONFIG Command

device (config-port-80)# Application Port CONFIG Command

device (config-bgp-routemap Map Name)# Route Map Level CONFIG Command
device (config-vlan-1)# VLAN Port-based Level CONFIG Command

device (config-vlan-atalk-proto)# VLAN Protocol Level CONFIG Command

NOTE

The CLI prompt at the interface level includes the port speed. The speed is one of the
following:device (config-if-e100-5/1) # - The interface is a 10/100 port.device (config-if-
e1000-5/1) # - The interface is a Gigabit port.For simplicity, the port speeds sometimes are not
shown in example Interface level prompts in this manual.

Single user in global configuration mode

By default, more than one user can enter the global configuration mode of a device CLI, which is
accessed through the configure terminal command. While in global configuration mode, users can
override another user’s configuration changes.

You can configure a device to allow only one user to be in global configuration mode at any one time.
Other users who try to enter that mode in will be denied. To allow only one user to enter global
configuration mode, enter the following command.

device#configure terminal
device (config)# single-config-user
device (config)# write memory

Syntax: [no] single-config-user
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After the single-config-user command is issued, the device will not allow more than one user to enter
global configuration mode. However, if you run the command while more than one user is in global
configuration mode, the other users continue to be in global configuration mode and can potentially
override each other’s configuration changes. Only users who try to enter the global configuration mode
after the command is issued are prevented from entering global configuration mode. If a user is already
in that mode and another user tries to enter global configuration mode after the single-config-user
command is issued, the following error is displayed.

device#configure terminal
Single user config mode is being enforced. Config mode is being used by <session-
type> session.

where session-type can be one of the following:

* console
* telnet number
e SSH number

Multi-user conflict during deletion of group configuration (or stanza)

By default, a user may delete a group configuration, even if another user is simultaneously in that mode.
You can disable this feature by issuing the enable multi-user-mode-deletion command.

To allow only one user to delete group configurations, enter the following command.

device#configure terminal
device (config) # enable multi-user-mode-deletion
device (config)# write memory

When a user attempts to delete a group configuration from the CLI, and another user is already within
that group configuration, the user who tries to delete a group configuration in that mode will be denied
and will receive the following error message.

Session 1:
device (config)# vlan 10
device (config-vlan-10) #
Session 2:

device (config)# no vlan 10
"Error: Cannot undo the configuration as {console|telnet|SSH} session is using
this mode."

Syntax: [no] enable multi-user-mode-deletion

Use the no form of this command will allow multiple users the ability to delete group configurations.

NOTE
This feature will not work on commands that are issued from the WEB management and the SNMP
management.

Navigating among command levels

To reach other CLI command levels, you need to enter certain commands. At each level there is a
launch command that allows you to move either up or down to the next level.
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CLI command structure
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Many CLI commands may require textual or numeral input as part of the command.

Required or optional fields
These fields are either required or optional depending on how the information is bracketed. For clarity,
a few CLI command examples are explained below.

Syntax: [no] deny redistribute value { all | bgp | rip | static address ip-addr ijp-mask [ match-
metric value | set-metric value ]}

When an item is in italics, the information requested is a variable and required.

When an item is not bracketed with "{ }" symbols, the item is a required keyword or variable.

When an item is bracketed with "{ }" symbols, one of the items separated by a vertical bar “|” must be
chosen.

When an item is bracketed with "[ ]" symbols, the information requested is optional.

Optional fields

When two or more options are separated by a vertical bar, " | ", you must enter one of the options as

part of the command.

Syntax: priority normal | high

For example, the "normal | high" entry in the Syntax above means that priority can be either priority
normal or priority high. The command in the syntax above requires that you enter either normal or high
as part of the command.

List of available options

To get a quick display of available options at a CLI level or for the next option in a command string,
enter a question mark (?) at the prompt or press TAB.

To view all available commands at the user EXEC level, enter the following or press TAB at the User
EXEC CLI level.

device> ?

enable

exit

fastboot

ping

show
stop-trace-route
traceroute

You also can use the question mark (?) with an individual command, to see all available options or to
check context.

Enter the following to view possible copy command options.

device# copy ?
flash
running-config
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startup-config
tftp

device# copy flash ?
tftp

Searching and filtering output

You can filter CLI output from show commands and at the --More-- prompt. You can search for
individual characters, strings, or construct complex regular expressions to filter the output.

Searching and filtering output from show commands

You can filter output from show commands to display lines containing a specified string, lines that do
not contain a specified string, or output starting with a line containing a specified string. The search
string is a regular expression consisting of a single character or string of characters. You can use
special characters to construct complex regular expressions. Refer to the “Using special characters in
regular expressions” section for information on special characters used with regular expressions.

Displaying lines containing a specified string

The following command filters the output of the show interface command for port 3/11 so it displays
only lines containing the word "Internet". This command can be used to display the IP address of the
interface.

device# show interface e 3/11 | include Internet
Internet address is 192.168.1.11/24, MTU 1518 bytes, encapsulation ethernet

Syntax: show-command include | regular-expression

NOTE
The vertical bar ( | ) is part of the command.

Note that the regular expression specified as the search string is case sensitive. In the example above,
a search string of "Internet" would match the line containing the IP address, but a search string of
"internet" would not.

Displaying lines that do not contain a specified string

The following command filters the output of the show who command so it displays only lines that do not
contain the word "closed". This command can be used to display open connections to the device.

device# show who | exclude closed

Console connections:
established
you are connecting to this session
2 seconds in idle

Telnet connections (inbound) :

1 established, client ip address 192.168.9.37

27 seconds in idle

Telnet connection (outbound) :

SSH connections:

Syntax: show-command exclude | regular-expression
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Displaying lines starting with a specified string

The following command filters the output of the show who command so it displays output starting with
the first line that contains the word "SSH". This command can be used to display information about
SSH connections to the Brocade device.

device# show who | begin SSH
SSH connections:
1 established, client ip address 192.168.9.210
7 seconds in idle
closed
closed
closed
closed

ard W N

Syntax: show-command begin | regular-expression

Searching and filtering output at the --More-- prompt

The --More-- prompt is displayed when output extends beyond a single page. From this prompt, you
can press the Space bar to display the next page, the Return or Enter key to display the next line, or
Ctrl-C or Q to cancel the display. You can also search and filter output from this prompt.

device# ?

append Append one file to another

attrib Change file attribute

boot Boot system from bootp/tftp server/flash image

cd Change current working directory

chdir Change current working directory

clear Clear table/statistics/keys

clock Set clock

configure Enter configuration mode

copy Copy between flash, tftp, config/code

cp Copy file commands

debug Enable debugging functions (see also 'undebug')

delete Delete file on flash

dir List files

dm test commands

dotlx 802.1X

erase Erase image/configuration files from flash

exit Exit Privileged mode

fastboot Select fast-reload option

force-sync-standby Sync active flash (pri/sec/mon/startup config/lp images)
to standby

format Format Auxiliary Flash card

hd Hex dump

ipc IPC commands

--More--, next page: Space, next line: Return key, quit: Control-c

At the --More-- prompt, you can press the forward slash key (/) and then enter a search string. The
device displays output starting from the first line that contains the search string, similar to the begin
option for show commands.

--More--, next page: Space, next line: Return key, quit: Control-c
/telnet

The results of the search are displayed.

searching...

telnet Telnet by name or IP address

terminal Change terminal settings

traceroute TraceRoute to IP node

undelete Recover deleted file

whois WHOIS lookup

write Write running configuration to flash or terminal
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To display lines containing only a specified search string (similar to the include option for show
commands) press the plus sign key ( + ) at the --More-- prompt and then enter the search string.

--More--, next page: Space, next line: Return key, quit: Control-c
+telnet

The filtered results are displayed.

filtering...

telnet Telnet by name or IP address

To display lines that do not contain a specified search string (similar to the exclude option for show
commands) press the minus sign key ( - ) at the --More-- prompt and then enter the search string.

--More--, next page: Space, next line: Return key, quit: Control-c
-telnet

The filtered results are displayed.

filtering...

sync-standby Sync active flash (pri/sec/mon/startup config/lp images)
to standby if different

terminal Change terminal settings

traceroute TraceRoute to IP node

undelete Recover deleted file

whois WHOIS lookup

write Write running configuration to flash or terminal

As with the commands for filtering output from show commands, the search string is a regular
expression consisting of a single character or string of characters. You can use special characters to
construct complex regular expressions. Refer to the next section for information on special characters
used with regular expressions.

Using special characters in regular expressions

You can use special characters to construct complex regular expressions to filter output from show
commands. You can use a regular expression to specify a single character or multiple characters as a
search string. In addition, you can include special characters that influence the way the software

matches the output against the search string. These special characters are listed in the following table.

TABLE 4 Special characters for regular expressions

Character Operation

The period matches on any single character, including a blank space.

For example, the following regular expression matches "aaz", "abz", "acz", and so on, but not just "az":

a.z

The asterisk matches on zero or more sequential instances of a pattern.

For example, the following regular expression matches output that contains the string "abc", followed
by zero or more Xs:

abcX*

+ The plus sign matches on one or more sequential instances of a pattern.

For example, the following regular expression matches output that contains "de", followed by a

sequence of "g"s, such as "deg", "degg", "deggg", and so on:

deg+
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TABLE 4 Special characters for regular expressions (Continued)

Character Operation

? The question mark matches on zero occurrences or one occurrence of a pattern.
For example, the following regular expression matches output that contains "dg" or "deg":
de?g
NOTE
Normally when you type a question mark, the CLI lists the commands or options at that CLI level that
begin with the character or string you entered. However, if you enter Ctrl+V and then type a question
mark, the question mark is inserted into the command line, allowing you to use it as part of a regular
expression.

A A caret (when not used within brackets) matches on the beginning of an input string.
For example, the following regular expression matches output that begins with "deg":
deg

$ A dollar sign matches on the end of an input string.

For example, the following regular expression matches output that ends with "deg":

deg$

An underscore matches on one or more of the following:

* , (comma)

* {(left curly brace)

« }(right curly brace)

* ( (left parenthesis)

* ) (right parenthesis)

* The beginning of the input string
* The end of the input string

* A blank space

For example, the following regular expression matches on "100" but not on "1002", "2100", and so on.

100_

(]

Square brackets enclose a range of single-character patterns.
For example, the following regular expression matches output that contains "1", "2", "3", "4", or "5":
[1-5]

You can use the following expression symbols within the brackets. These symbols are allowed only
inside the brackets.

» M -The caret matches on any characters except the ones in the brackets. For example, the following
regular expression matches output that does not contain "1", "2", "3", "4", or "5":[*1-5]

* - The hyphen separates the beginning and ending of a range of characters. A match occurs if any of
the characters within the range is present. See the example above.

A vertical bar separates two alternative values or sets of values. The output can match one or the other
value.

For example, the following regular expression matches output that contains either "abc" or "defg":

abc|defg
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TABLE 4 Special characters for regular expressions (Continued)

Character Operation

() Parentheses allow you to create complex expressions.
For example, the following complex expression matches on "abc", "abcabc", or "defg”, but not on
"abcdefgdefg":

((abc)+)|((defg)?)

If you want to filter for a special character instead of using the special character as described in the
table above, enter "\" (backslash) in front of the character. For example, to filter on output containing an
asterisk, enter the asterisk portion of the regular expression as "\*".

device#show ip route bgp | include \*

Allowable characters for LAG names

When creating a LAG name, you can use spaces in a file or subdirectory name if you enclose the name
in double quotes. For example, to specify a subdirectory name that contains spaces, enter a string such
as the following: "a long subdirectory name". The maximum length for a string is 64 characters.

The following characters are valid in file names:

« All upper and lowercase letters
« All digits

Any of the following special characters are valid:
+$
* %

Q H > s =~ =
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CLI parsing enhancement

The response to an invalid keyword, the command returns to the cursor will include all valid content up
to where the error was made. The prompt will only delete the invalid keyword "proc" and return to a
prompt with the command "device# show ". This will allow the user to continue typing from the point
of failure, rather than having to type out the entire command again.

device# show proc
Unrecognized command
device# show

Syntax shortcuts

A command or parameter can be abbreviated as long as enough text is entered to distinguish it from
other commands at that level. For example, given the possible commands copy tftp ... and config
tftp ..., possible shortcuts are cop tftp and con tftp respectively. In this case, co does not properly
distinguish the two commands.

Saving configuration changes

36

You can make configuration changes while the device is running. The type of configuration change
determines whether or not it becomes effective immediately or requires a save to flash (write
memory ) and reset of the system (reload ), before it becomes active.

This approach in adopting configuration changes:

» Allows you to make configuration changes to the operating or running configuration of the device to
address a short-term requirement or validate a configuration without overwriting the permanent
configuration file, the startup configuration, that is saved in the system flash, and;

» Ensures that dependent or related configuration changes are all cut in at the same time.

In all cases, if you want to make the changes permanent, you need to save the changes to flash using
the write memory command. When you save the configuration changes to flash, this will become the
configuration that is initiated and run at system boot.

NOTE
Most configuration changes are dynamic and thus do not require a software reload. If a command
requires a software reload to take effect, the documentation states this.

Modifying startup and running configuration file manually

When you manually modify a startup-config or running-config file, ensure that you do not delete
the ! (exclamation mark) from any of the lines in the configuration file.
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NOTE
For configuration files which are copied to device running, or startup config via TFTP/SCP, entering a

blank comment line or ! (exclamation mark denotes a comment line) followed only by blank spaces, in
any of the global config sublevels, resets the mode to global config level.
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access-list

Syntax

Command Default

Parameters
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Defines a numbered access control list (ACL), specifies ACL parameters, and creates the ACL permit
and deny rules.

access-list num [ permit | deny] [ vlan vian-id ] ipv6-source-prefixiprefix-length | ipv6-source-prefix
wildcard-mask | any | host source-ipv6-address ipv6-destination-prefix/prefix-length | ipv6-destination-
prefix wildcard-mask | any | host ipv6-destination-address [ ipv6-operator [ value ] ] [ copy-sflow ] | [
drop-precedence dp-value ] | [ drop-precedence-force dp-value ] | [ dscp dscp-value ] | [ dscp-
marking dscp-value ] [ mirror ] | [ priority-force number] | [ regenerate-seq-num dec ] | [ sequence
number ]

no access-list num [ permit | deny] [vlan vian-id ] protocol ipv6-source-prefix/prefix-length ipv6-
source-prefix wildcard-mask | any | host source-ipv6-address ipv6-destination-prefix/prefix-length |
ipv6-destination-prefix wildcard-mask | any | host ipv6-destination-address [ ipv6-operator [ value 1] [
copy-sflow ] | [ drop-precedence dp-value ] | [ drop-precedence-force dp-value ] | [ dscp
dscp_value ] | [ desp-marking dscp-value ] [ mirror ] | [ priority-force number] | [ regenerate-seq-
num dec ] | [ sequence number ]

No access list is created.

num
Indicates the selected ACL. 1 - 99 are standard IP access list; 100 - 199 are
extended IP access lists; 400 -1399 are Level 2 MAC address lists; 2000 - 2999
are UDA access lists.
permit
Indicates that the ACL permits (forwards) packets that match a policy in the
ACL.
deny
Indicates that the ACL denies (drops) packets that match a policy in the ACL.
vlan vian-id

Indicates the selected VLAN.
protocol ipv6-source-prefix/prefix-length

Specifies a source or destination prefix and prefix length that a packet must

match for the specified deny or permit action to occur. The user must specify

the ipv6-source-prefix and ipv6-destination-prefix parameters in hexadecimal

using 16-bit values between colons, as documented in RFC 2373. You must

specify the prefix-length parameter as a decimal value. A slash (/) must follow

the ipv6-prefix parameter and precede the prefix-length parameter.
ipv6-source-prefix wildcard-mask

Lets the user specify a group of source destination IPv6 addresses. When you
use this parameter, you do not need to specify the prefix length. A prefix length
of all 128 is implied.

any
Specifies instead of the ipv6-source-prefix/prefix-length or ipv6-destination-
prefix/prefix-length parameters matches any IPv6 prefix and is equivalent to the
IPv6 prefix ::/0.

host
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The host ipv6-source-address and host ipv6-destination-address parameter
lets you specify a host IPv6 address. When you use this parameter, you do not
need to specify the prefix length. A prefix length of all 128 is implied.

source-ipv6-address ipv6-destination-prefix/prefix_length

Specifies a source or destination prefix and prefix length that a packet must
match for the specified deny or permit action to occur. The user must
specify the ipv6-source-prefix and ipv6-destination-prefix parameters in
hexadecimal using 16-bit values between colons, as documented in RFC
2373. Th user must specify the prefix-length parameter as a decimal value.
A slash (/) must follow the ipv6-prefix parameter and precede the prefix-
length parameter.

ipv6-destination-prefix wildcard-mask

Lets you specify a group of host destination IPv6 addresses. When you
use this parameter, you do not need to specify the prefix length. A prefix
length of all 128 is implied.

any
Specifies instead of the ipv6-source-prefix/prefix-length or ipv6-destination-
prefix/prefix-length parameters matches any IPv6 prefix and is equivalent to the
IPv6 prefix ::/0.

host

The host ipv6-source-address and host ipv6-destination-address parameter
lets you specify a host IPv6 address. When you use this parameter, you do not
need to specify the prefix length. A prefix length of all 128 is implied.

ipv6-destination-address

Lets you specify a host destination IPv6 address. When you use this
parameter, you do not need to specify the prefix length. A prefix length of
all 128 is implied.
ipv6-operator value
If a port has an ACL applied, the user must remove ACL bindings prior to
creating or adding that port to a VLAN or a VE interface.
copy-sflow
Sends packets matching the ACL permit clause to the sFlow collector.
drop-precedence dp-value
Sets the drop precedence by the selected value.
drop-precedence-force dp-value
Sets the force drop precedence by the selected value.
dscp dscp-value
Differentiated Services Code Point (DSCP). Enter a value from 0 - 63 for the
dscp dscp-value parameter if you want to filter packets based on their DSCP
value.
dscp-marking dscp-value
Enter a value from 0 - 64 for the dscp dscp-value parameter if you want to filter
packets based on their DSCP value.
mirror
Mirrors packets matching to the ACL permit clause.
priority-force number
Sets the force packet outgoing priority according to the selected number value.
regenerate-seq-num dec
Regenerates the filter sequence numbers based on the specified initial
resequence number for the access list.

Modes  Global configuration mode

40 Brocade Netlron Command Reference
53-1003824-01



CommandsA-E

Usage Guidelines  The following related commands follow this protocol:

* ip access-list
* ipv6 access-list
* mac access-list

The no form of the command removes any definitions to the Access Control List (ACL).

Examples  The following example shows how the keyword to specify a mask is added to all the places in the ACL
configuration template where the IPv6 address prefix is present.

device configure terminal
device (config)# ipv6 access-list temp
device (config-ipvé6-access-1list temp)# permit ipve
device (config-ipv6-access-1list temp)# permit ipvé6
(
(

) 1::1
device (config-ipv6-access-list temp)# permit ipvée 1::1 f::f
device (config-ipv6-access-1list temp)# permit ipv6 1::1 f::f 2::2
Release version Command history

5.4.00 This command was modified to include the dscp-marking dscp-value
parameter.

5.9.00 This command was modified to include the ipv6_destination_prefix wildcard-
mask and pv6-source-prefix wildcard-mask format to represent a group of
addresses.

This command was modified to support the UDA ACLs.
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access-list sequence

Defines the Access Control List (ACL).

Syntax  access-list num [ sequence number ] [ permit | deny ] [ vlan vian-id ] protocol ipv6-source-prefix/
prefix-length | ipv6-source-prefix wildcard-mask | any hostsource-ipv6_address ipv6-destination-prefix/
prefix-length | ipv6-destination-prefix wildcard-mask | any | host jpv6-destination-address [ ipv6-
operator [ value ] ] [ copy-sflow ] | [ drop-precedence dp-value ] | [ drop-precedence-force dp-
value ] | [ dscp dscp-value ] | [ dscp-marking dscp-value ] [ mirror ] | [ priorityforce number ]

no access-list num sequence number] [ permit | deny ] [ vlan vian-id ] protocol ipv6-source-prefix/
prefix-length | ipv6-source-prefix wildcard-mask | any hostsource-ipv6_address ipv6-destination-prefix/
prefix-length | ipv6-destination-prefix wildcard-mask | any | host ipv6-destination-address [ ipv6-
operator [ value ] ] [ copy-sflow ] | [ drop-precedence dp-value ] | [ drop-precedence-force dp-
value ] | [ dscp dscp-value ] | [ dscp-marking dscp-value ] [ mirror ] | [ priorityforce number ]

Parameters sequence number

The sequence parameter takes a mandatory decimal integer ranging from 1 to
214748364. When the user tries to use a sequence number that is more than
the limit (214748364), it causes the system to generate a sequence number
that is greater than the limit. The system generates an error and does not allow
the provisioning of the ACL filter.

permit
Indicates that the ACL permits (forwards) packets that match a policy in the
ACL.
deny
Indicates that the ACL denies (drops) packets that match a policy in the ACL.
vlan vian-id

Indicates the selected VLAN.
protocol ipv6-source-prefix/prefix-length

Specifies a source or destination prefix and prefix length that a packet must
match for the specified deny or permit action to occur. The user must specify
the ipv6-source-prefix and ipv6-destination-prefix parameters in hexadecimal
using 16-bit values between colons, as documented in RFC 2373. You must
specify the prefix-length parameter as a decimal value. A slash (/) must follow
the ipv6-prefix parameter and precede the prefix-length parameter.
ipv6-source-prefix wildcard-mask
Lets the user specify a group source destination IPv6 addresses. When you
use this parameter, you do not need to specify the prefix length. A prefix length
of all 128 is implied.

any
Specifies instead of the ipv6-source-prefix/prefix-length or ipv6-destination-
prefix/prefix-length parameters it matches any IPv6 prefix and is equivalent to
the IPv6 prefix ::/0.

host

The host ipv6-source-address and host ipv6-destination-address parameter
lets you specify a host IPv6 address. When you use this parameter, you do not
need to specify the prefix length. A prefix length of all 128 is implied.

source-ipv6-address ipv6-destination-prefix/prefix-length

Specifies a source or destination prefix and prefix length that a packet must
match for the specified deny or permit action to occur. The user must
specify the ipv6-source-prefix and ipv6-destination-prefix parameters in
hexadecimal using 16-bit values between colons, as documented in RFC
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2373. The user must specify the prefix-length parameter as a decimal
value. A slash (/) must follow the ipv6-prefix parameter and precede the
prefix-length parameter.

ipv6-destination-prefix wildcard-mask

Lets you specify a group of host destination IPv6 addresses. When you
use this parameter, you do not need to specify the prefix length. A prefix
length of all 128 is implied.

any
Specifies instead of the ipv6-source-prefix/prefix-length or ipv6-destination-
prefix/prefix-length parameters it matches any IPv6 prefix and is equivalent to
the IPv6 prefix ::/0.

host

The host ipv6-source-address and host ipv6-destination-address parameter
lets you specify a host IPv6 address. When you use this parameter, you do not
need to specify the prefix length. A prefix length of all 128 is implied.

ipv6-destination-address

Lets you specify a host destination IPv6 address. When you use this
parameter, you do not need to specify the prefix length. A prefix length of
all 128 is implied.

ipv6-operator value

If a port has an ACL applied, the user must remove ACL bindings prior to
creating or adding that port to a VLAN or a VE interface.
copy-sflow
Sends packets matching the ACL permit clause to the sFlow collector.
drop-precedence dp-value
Sets the drop precedence by the selected value.
drop-precedence-force dp-value
Sets the force drop precedence by the selected value.
dscp dscp-value

Enter a value from 0 - 64 for the dscp dscp-value parameter if you want to filter
packets based on their DSCP value.
dscp-marking dscp-value

The traffic class bits on all IPv6 packets going to real servers bound to this
virtual server are set to the configured value. The dscp-marking value ranges
from O - 64.

mirror

Mirror packets matching the ACL permit clause.
priorityforce number

Sets the force packet outgoing priority according to the selected number value.
Modes  Global configuration mode.

Usage Guidelines  The following related commands follow this protocol:

* ip access-list
* ipv6 access-list
* mac access-list

The no form of the command removed the definitions from the Access Control List (ACL).
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Examples

History

The following example shows the IPv6 wildcard match configuration.

device configure terminal
device (config)# ipv6 access-list wildcard
device (config-ipvé-access-1list wildcard)# permit ipvé ?

X:X::X:X/M
X:X::X:X
any

IPv6 source prefix
IPv6 source address
Any source host

device (config-ipvé6-access-list wildcard)# permit ipvé 1000::1 ?

IPv6 source wildcard mask

device (config-ipv6-access-list wildcard)# permit ipv6 1000::1 ::FFFF:0 2

X:X::X:X
X:X::X:X/M
X:X::X:X
any

host

IPv6 destination prefix
IPv6 destination address
Any destination host

A single destination host

device (config-ipvé6-access-1list wildcard) # permit ipvé 1000::1 ::FFFF:0 2000::1 ?

X:X::X:X

IPv6 destination wildcard mask

device (config-ipvé6-access-list wildcard) #permit ipvé 1000::1 ::FFFF:0 2000::1 ::FFFF:

0:0

Release version

Command history

5.9.00

This command was modified to include the ipv6-source-prefix wildcard-mask
and ipv6-destination-prefix wildcard-mask format to represent a group of
addresses.
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activate

Activates the configured Virtual Router Redundancy Protocol (VRRP) virtual routing instance.
Syntax  activate
no activate
Command Default A VRRP virtual routing instance is not activated.
Modes  Virtual routing ID interface configuration mode.

Usage Guidelines  Before issuing this command, complete the configuration of the VRRP virtual router. The interface
assigned to the VRID does not provide backup service for the virtual IP address until you activate the
VRRP configuration.

The no form of this command disables the VRRP VRID.

Examples  The following example configures and activates the VRRP virtual routing ID 1.

device# configure terminal

device (config) # router vrrp

device (config) # interface ethernet 1/6

device (conf-if-el1000-1/6)# ip address 10.53.5.1/24
device (conf-if-el1000-1/6)# ip vrrp vrid 1

device (conf-if-el000-1/6-vrid-1) # owner

device (conf-if-el1000-1/6-vrid-1)# ip address 10.53.5.1
device (conf-if-e1000-1/6-vrid-1)# activate

VRRP router 1 for this interface is activating
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adjustment-threshold

Specifies the sensitivity of the automatic bandwidth adjustment of a label-switched path (LSP) to
changes in bandwidth utilization.

Syntax  adjustment-threshold [ num | use-threshold-table ]
no adjustment-threshold [ num | use-threshold-table ]

Parameters num

Defines the adjustment threshold in percent. The range is 0 - 100. The default
is 0.

use-threshold-table
Indicates that the template has to use the autobw-threshold table to determine
the threshold.

Modes  MPLS auto-bandwidth template configuration mode.

MPLS LSP auto-bandwidth configuration mode.

Usage Guidelines  Under the MPLS auto-template configuration mode, the command sets the threshold for when to trigger
automatic bandwidth adjustments. When the automatic bandwidth adjustment is configured, bandwidth
demand for the current interval is determined and compared to the LSPs current bandwidth allocation.

Under the MPLS LSP autobw configuration mode, the command configures the LSP path to use
adjustment-threshold from the autobw-threshold table instead of a percentage.

Under both configuration modes, the no form of the command sets the adjustment threshold to the
default value.

Examples  The following example under the MPLS autobw-template config mode configures the automatic
bandwidth adjustment template to use the autobw-threshold table to determine the threshold.

deviceconfig terminal

device (config) # router mpls

device (config-mpls)# autobw-template templatel

device (config-mpls-autobw-template-templatel)# adjustment-interval 1200

device (config-mpls-autobw-template-templatel)# adjustment-threshold use-threshold-
table

device (config-mpls-autobw-template-templatel)# overflow-limit 10

device (config-mpls-autobw-template-templatel)# underflow-limit 20

device (config-mpls-autobw-template-templatel)# sample-recording enable

The following example under the MPLS Isp autobw config mode defines the automatic bandwidth
adjustment threshold as 40 percent.

deviceconfig terminal

device (config) # router mpls

device (config-mpls)# lsp lspl

device (config-mpls-1sp-1lspl)# adaptive

device (config-mpls-1sp-1spl) # auto-bandwidth

device (config-mpls-1lsp-lspl-autobw)# template templatel

device (config-mpls-lsp-lspl-autobw-template-templatel)# overflow-limit O

device (config-mpls-lsp-lspl-autobw-template-templatel)# underflow-limit 20
device (config-mpls-lsp-lspl-autobw-template-templatel)# mode monitor-only

device (config-mpls-lsp-lspl-autobw-template-templatel)# sample-recording disable

History  Release Command history

5.6.00 The command was introduced.
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advertise backup

Advertises a Virtual Router Redundancy Protocol (VRRP) backup router to a VRRP master router.
Syntax  advertise backup
no advertise backup
Command Default A VRRP backup router does not advertise itself to a VRRP master router.
Modes  Virtual routing ID interface configuration mode.

Usage Guidelines  Hello messages are used to advertise a backup router to a master router. To configure the interval at
which the messages are sent, use the backup-hello-interval command.

The advertise-backup command is configured only on VRRP backup routers and supported by VRRP
and VRRP-E.

The no form of the command disables the advertisement of a VRRP backup router to a VRRP master
router.

Examples  The following example enables advertisements from the VRRP backup router and configures the hello
message interval to 10 seconds.

device# configure terminal

device (config)# router vrrp

device (config) # interface ethernet 1/6

device (conf-if-e1000-1/6)# ip address 10.53.5.1/24

device (conf-if-e1000-1/6)# ip vrrp vrid 1

device (conf-if-el1000-1/6-vrid-1) # advertise backup

device (conf-if-el1000-1/6-vrid-1) # backup-hello-interval 10
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advertise-fec

48

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

Configures the prefix-list to inject the routes learned by routing into the LDP and advertises the FEC to
other LDP peers.

advertise-fec prefix-list
no advertise-fec prefix-list

prefix-list
The prefix-list specifies the prefixes. The range is an ASCII string, which is the
Prefix List Name.

MPLS LDP configuration mode.

Use to configure the prefix-list to inject the routes learned by routing into the LDP and advertises the
FEC to other LDP peers. This command is similar to the filter-fec command used for inbound and
outbound FEC filtering in LDP. This command is mutually exclusive with the ACL based command
(advertise-labels), and only one of the two configurations can be present at any given time. When the
ACL based configuration is already present, an error message displays to the operator to un-configure
the ACL in LDP and the prefix-list command is rejected.

The command syntax is similar to the filter-fec command used for inbound and outbound FEC filtering
in LDP.

The no form of the command removes the prefix listing.

The following example displays the prefix-list when no ACL configuration is in the LDP:

device (config)# ip prefix-1list list-abc deny 44.44.44.44/32
device (config) # ip prefix-list list-abc permit 0.0.0.0/0 ge 32

device (config) # router mpls
device (config-mpls)# 1ldp
device (config-mpls-1dp) # advertise-fec list-abc

Release version Command history

5.7.00 This command was introduced.
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area authentication

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables authentication for an OSPF Version 3 (OSPFv3) area.
area { A.B.C.D | decimal } authentication ipsec spi value esp sha1 key [ no-encrypt ] key
no area { A.B.C.D | decimal } authentication ipsec spi value

Authentication is not enabled on an area.

If the no-encrypt keyword is not used, the key is stored in encrypted format by default.

A.B.C.D
Area address in dotted decimal format.
decimal
Area address in decimal format.
ipsec
Specifies that IP security (IPsec) is the protocol that authenticates the packets.
spi
Specifies the Security Policy Index (SPI).
value
Specifies the SPI value. Valid values range from decimal numbers 256
through 4294967295. The near-end and far-end values must be the same.
esp
Specifies Encapsulating Security Payload (ESP) as the protocol to provide
packet-level security. This is the only option currently available.
sha1
Enables Hashed Message Authentication Code (HMAC) Secure Hash
Algorithm 1 (SHA-1) authentication on the OSPFv3 area.
key
Number used in the calculation of the message digest. The 40 hexadecimal
character key is stored in encrypted format by default.
no-encrypt
The 40-character key is not encrypted upon either its entry or its display.
key

The 40 hexadecimal character key.

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

The 40 hexadecimal character key is encrypted by default. The system adds the following in the
configuration to indicate that the key is encrypted:

» encrypt = the key string uses proprietary simple cryptographic 2-way algorithm (only for Brocade
Netlron CES and Brocade Netlron CER devices)

* encryptb64 = the key string uses proprietary base64 cryptographic 2-way algorithm (only for Brocade

Netlron XMR and Brocade MLX series devices)
Use the no-encrypt parameter to disable encryption.

Enter no area authentication spi to remove an authentication specification for an area from the
configuration.
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This example enables esp and SHA-1 authentication for an OSPFv3 area, setting a SPI value of 900.

device# configure terminal

device (config)# ip router-id 10.1.2.3

device (config)# ipv6 router ospf

device (config-ospfé-router)# area 0 authentication ipsec spi 750 esp shal
abcef12345678901234fedcbal098765432109876
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area nssa (OSPFv3)

Creates a not-so-stubby area (NSSA) or modifies its parameters.

Syntax area { A.B.C.D | decimal } nssa [ metric ] [ default-information-originate [ metric num ] [ metric-type
{type-1 | type-2 } ] ] [ no-redsitribution ] [ no-summary ] [ translator-always ] [ translator-interval
interval ]

no area nssa
Command Default  No areas are created.

Parameters A.B.C.D

Area address in dotted decimal format.
decimal

Area address in decimal format.
metric

Additional cost for using a route to or from this area. Valid values range from 1
through 1048575.
default-information-originate

When configured on the ABR, this parameter injects a Type 7 default route into
the NSSA area. As a result, the other NSSA routers install the default route
through the advertising NSSA ABR. By default the NSSA ABR does not
originate a default route to the NSSA.

metric-type
Specifies how the cost of a neighbor metric is determined. The default is type-1.
type-1
The metric of a neighbor is the cost between itself and the router plus the
cost of using this router for routing to the rest of the world.
type-2

The metric of a neighbor is the total cost from the redistributing routing to
the rest of the world.
no-redistribution

The no-redistribution parameter prevents an NSSA ABR from generating

external (type-7) LSA into a NSSA area. This is used in the case where an

ASBR should generate type-5 LSA into normal areas and should not generate

type-7 LSA into a NSSA area. By default, redistribution is enabled in a NSSA.
no-summary

When configured on the NSSA area border router (ABR), this parameter
prevents any Type 3 and Type 4 summary link-state advertisement (LSA) from
being injected into the area. The only exception is that a default route is injected
into the NSSA by the ABR, and strictly as a Type 3 LSA (not a Type 7, because
that could cause intra-AS traffic to get routed out the AS). This makes the
NSSA a NSSA totally stubby area, which can only have Type 1, 2 and 7 LSAs.
Note: This parameter is disabled by default, which means the default route
must use a Type 7 LSA.

translator-always

Configures the translator-role. When configured on an ABR, this causes the

router to unconditionally assume the role of a NSSA translator. By default,

translator-always is not set, the translator role by default is candidate.
translator-interval interval
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Configures the time interval for which an elected NSSA translator continues to
perform its duties even after its NSSA translator role has been disposed by
another router. By default the stability-interval is 40 seconds and its range is 10
to 60 seconds.

Modes  OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines  NSSAs are typically needed when one-way transmission of Type-5 LSAs (out of the area) is desired but
injection of the same LSAs into the area is not acceptable.

Once created, the type of the area cannot be changed. The only exception to this rule is that a NSSA or
stub area can be changed to a totally NSSA or a totally stub area, respectively.

Enter no area nssa to delete a NSSA.

Examples  This example sets an additional cost of 4 on a NSAA identified as 8 (in decimal format), and prevents
any Type 3 or Type 4 summary LSAs from being injected into the area.

device# configure terminal
device (config) #ipv6 router ospf
device (config-ospfé-router)# area 8 nssa 4 no-summary
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area range (OSPFv2)

Specifies area range parameters on an area border router (ABR).
Syntax area { A.B.C.D | decimal } range E.F.G.H |.J.K.L [ advertise | not-advertise ] [ cost cost_value ]
no area range

Parameters A.B.C.D
Area address in dotted decimal format.

decimal
Area address in decimal format.

E.F.G.HIJKL
Specifies the IP address and mask portion of the range. All network addresses
that match this network are summarized in a single route and advertised by the
ABR.

advertise

Sets the address range status to advertise and generates a Type 3 summary
LSA.
cost cost_value

Sets the cost value for the area range. This value is used as the generated
summary LSA cost. The range for cost_value is 1 to 6777214. If this value is
not specified, the cost value is the default range metric calculation for the
generated summary LSA cost.

not-advertise

Sets the address range status to DoNotAdvertise; the Type 3 LSA is
suppressed, and the component networks remain hidden from other networks.
This setting is used to temporarily pause route summarization from the area.

Modes  OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines  Use this command only on ABRs to specify route summarization for an existing area. The result is that
a single summary route is advertised to other areas by the ABR, in the form of a Type 3 LSA. Routing
information is condensed at area boundaries and external to the area, and only a single route is
advertised for each address range.

An example of when you might want to use this command is if you have many small networks
advertised from area 0 to any other area, or from any non-backbone area into the backbone. This
command gives you a summary route instead of many smaller routes. In an area, the OSPF database
on each router must be an exact copy of the databases of the other routers. This means that no
summarization is allowed within the area.

Enter no area range to disable the specification of range parameters on an ABR.

Examples  This example advertises to Area 3 all the addresses on the network 1.1.1.0 255.255.255.0 in the ABR
you are signed into.

device# configure terminal
device (config)# router ospf
device (config-ospf-router)# area 3 range 1.1.1.0 255.255.255.0 advertise
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area range (OSPFv3)

Syntax

Parameters

Modes

Usage Guidelines

Examples

54

Specifies area range parameters on an area border router (ABR).
area { A.B.C.D | decimal } range ipv6 address/mask [ advertise | not-advertise ] [ cost cost_value ]
no area range

A.B.C.D

Area address in dotted decimal format.
decimal

Area address in decimal format.
ipv6 address/mask

Specifies the IPv6 address in dotted-decimal notation and the IPv6 mask in
CIDR notation. All network addresses that match this network are summarized
in a single route and advertised by the ABR.

advertise

Sets the address range status to advertise and generates a Type 3 summary
LSA.
cost cost _value

Sets the cost value for the area range. This value is used as the generated
summary LSA cost. The range for cost_value is 1 to 6777214. If this value is
not specified, the cost value is the default range metric calculation for the
generated summary LSA cost.

not-advertise

Sets the address range status to DoNotAdvertise; the Type 3 LSA is
suppressed, and the component networks remain hidden from other networks.
This setting is used to temporarily pause route summarization from the area.

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Use this command only on ABRs to specify route summarization for an existing area. The result is that
a single summary route is advertised to other areas by the ABR, in the form of a Type 3 LSA. Routing
information is condensed at area boundaries and external to the area, and only a single route is
advertised for each address range.

An example of when you might want to use this command is if you have many small networks
advertised from area 0 to any other area, or from any non-backbone area into the backbone. This
command gives you a summary route instead of many smaller routes. In an area, the OSPF database
on each router must be an exact copy of the databases of the other routers. This means that no
summarization is allowed within the area.

Enter no area range to disable the specification of range parameters on an ABR.

This example advertises to Area 3 all the addresses on the network 2001:db8:8::/45 in the ABR you are
signed into.

device# configure terminal
device (config)# ipv6é router ospf
device (config-ospfé-router)# area 3 range 2001:db8:8::/45 advertise
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area stub

Creates or deletes a stub area or modifies its parameters.
Syntax area { A.B.C.D | decimal } stub metric [ no-summary ]
no area stub
Command Default  No areas are created.

Parameters A.B.C.D
Area address in dotted decimal format.
decimal
Area address In decimal format.
metric

Additional cost for using a route to or from this area. Valid values range from 3
through 1048575 in OSPFv3 router and OSPFv3 router VRF configuration
mode. Valid values range from 1 through 677215 in OSPF router and OSPF
router VRF configuration mode.

no-summary
When configured on the ABR, this parameter prevents any Type 3 and Type 4
summary LSAs from being injected into the area. The only exception is that a
default route is injected into the stub/totally stubby area by the ABR as a Type 3
LSA. Enabling this parameter makes the area a so-called totally stubby area,
which can only have Types 1 and 2. This parameter is disabled by default.

Modes  OSPF router configuration mode
OSPF router VRF configuration mode
OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines  Once created, the type of the area cannot be changed. The only exception to this rule is that a NSSA or
stub area can be changed to a totally NSSA or a totally stub area, respectively.

Enter no area stub to delete a stub area.

Examples  This example sets an additional cost of 5 on a stub area called 2 (in decimal format).

device# configure terminal
device (config) # router ospf
device (config-ospf-router) # area 2 stub 5
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area virtual-link (OSPFv3)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

56

Creates or modifies virtual links for an area.

area { A.B.C.D | decimal } virtual-link E.F.G.H [ dead-interval time | hello-interval time | hello-jitter
interval | retransmit-interval time | transmit-delay time ]

no area virtual-link

No virtual links are created.

A.B.C.D

Area address in dotted decimal format.
decimal

Area address in decimal format.
E.F.G.H

ID of the OSPFv3 device at the remote end of the virtual link.
dead-interval time

How long a neighbor device waits for a hello packet from the current device
before declaring the device down. This value must be the same for all devices
and access servers that are attached to a common network. Valid values range
from 1 through 65535 seconds. The default is 40 seconds.

hello-interval

Time between hello packets that the device sends on an interface. The value
must be the same for all devices and access servers that are attached to a
common network. Valid values range from 1 through 65535 seconds. The
default is 10 seconds.

hello-jitter

Sets the allowed jitter between hello packets. Valid values range from 1 through
50 percent (%). The default value is 10%.
retransmit-interval time

Time between Link State Advertisement (LSA) retransmissions for adjacencies
belonging to the interface. Set this interval to a value larger than the expected
round-trip delay between any two devices on the attached network. Valid values
range from 0 through 3600 seconds. The default is 5 seconds.

transmit-delay time

Estimated time required to send an LSA on the interface. This value must be an
integer greater than zero. The age of each LSA in the update packet is
incremented by the value of this parameter before transmission occurs. Valid
values range from 0 through 3600 seconds. The default is 1 second.

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Enter no area virtual-link to remove a virtual link.

The values of the dead-interval and hello-interval parameters must be the same at both ends of a
virtual link. Therefore, if you modify the values of these parameters at one end of a virtual link, you must
make the same modifications on the other end of the link. The values of the other virtual link parameters
do not require synchronization.
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Examples  This example creates a virtual link for an area whose decimal address is 1, and where the ID of the
OSPFv3 device at the remote end of the virtual link is 209.157.22.1.

device# configure terminal
device (config)# ipv6 router ospf
device (config-ospf6-router)# area 1 virtual-link 209.157.22.1
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area virtual-link authentication (OSPFv3)

Enables authentication for virtual links in an OSPFv3 area.

Syntax  area { A.B.C.D | decimal } virtual-link E.F.G.H authentication ipsec spi value esp sha1 key [ no-
encrypt | key

no area { A.B.C.D | decimal } virtual-link E.F.G.H authentication ipsec spi spi

Command Default  Authentication is not enabled on a virtual-link.

The 40 hexadecimal character key is encrypted by default. Use the no-encrypt parameter to disable
encryption.

Parameters A.B.C.D
Area address in dotted decimal format.

decimal
Area address in decimal format.
EF.GH
ID of the OSPFv3 device at the remote end of the virtual link.
ipsec
Specifies that IP security (IPsec) is the protocol that authenticates the packets.
spi
Specifies the Security Policy Index (SPI).
value
Specifies the SPI value. Valid values range from decimal numbers 256
through 4294967295. The near-end and far-end values must be the same.
esp
Specifies Encapsulating Security Payload (ESP) as the protocol to provide
packet-level security. This is the only option currently available.
sha1
Enables Hashed Message Authentication Code (HMAC) Secure Hash
Algorithm 1 (SHA-1) authentication on the OSPFv3 area.
key
Number used in the calculation of the message digest. The 40 hexadecimal
character key is stored in encrypted format by default.
no-encrypt
The 40-character key is not encrypted upon either its entry or its display.
key

The 40 hexadecimal character key.

Modes = OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines  Enter no area { A.B.C.D | decimal } virtual-link E.F.G.H authentication ipsec spi spi to remove
authentication from the virtual-links in the area.
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Examples  This example configures IPsec on a virtual link in an OSPFv3 area, and encryption is disabled.

device# configure terminal

device (config)# ip router-id 10.1.2.2

device (config)# ipv6 router ospf

device (config-ospfé-router)# area 2 virtual-link 10.1.2.2 authentication ipsec spi
600 esp shal no-encrypt 1134567890223456789012345678901234567890
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arp
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Syntax

Parameters

Modes

Usage Guidelines

Examples

Configures an IP mechanism that the routers use to learn the Media Access Control (MAC) address of
a device on the network.

arp ip_addr mac_addr [ ethernet slot/port ] | [ multi-ports [ ethernet | pos ] ] vlan vian_id [ vpls [ peer
| vian]]

no arp ip_addr mac_addr [ ethernet slot/port ] | [ multi-ports [ ethernet | pos ] ] vlan vian_id [ vpls [
peer | vlian]]

ip_addr
Specifies the IPv4 address of the host.
mac_addr

Specifies the MAC address of the host. The MAC address must be entered in
the hexadecimal format.
ethernet slot/port

Specifies the selected Ethernet port.

multi-ports
Configures multi-ports static ARP.
ethernet
Configures the static ARP entry on the Ethernet port.
pos
Configures the static ARP entry on the POS port.
vlan vian_id
Configures static ARP entry for a VLAN. The VLAN ID range is from 1 to 4090.
vpls
Configures static ARP entry for a VPLS instance.
peer
Configures the VPLS-peer IP address.
vian

Configures the VLAN ID.
VRF sub-configuration mode.

If the VLAN ID is not configured when IP source guard is turned on, the IP address is assumed to be
valid on all the VLANS on the port.

If both the VLAN ID and the port are not configured when IP source guard is turned on, the IP address
is assumed to be valid for all VLANSs.

Use the no form of the command to remove a static mapping address.

The following example shows an ARP configuration command for VRF that is extended to support
VPLS instances.

device config t

device (config) # vrf red

device (config-vrf-red# rd 55:55

device (config-vrf-red) #address-family ipv4

device (config-vrf-red-ipv4)# arp 1.1.1.1 000.111.222

device (config-vrf-red-ipv4d)# arp 1.1.1.1 000.111.222 wvpls vlan 10 ethernet 1/1
<cr>

device (config-vrf-red-ipv4)# arp 1.1.1.1 000.111.222 wvpls vlan 10 ethernet 1/1
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History  Release version Command history
5.8.00 This command was modified to enable VRF for VPLS VE.
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arp-guard

Discards all gratuitous ARP and ARP replies for IP addresses not permitted by the specified ARP-
guard standard IP access control list (ACL).

Syntax  arp-guard arp-guard-access-list-name
no arp-guard arp-guard-access-list-name
Command Default  All gratuitous ARP and ARP replies for IP addresses are software forwarded.

Parameters  arp-guard-access-list-name

ARP packets that do not match the specified ARP guard ACL are dropped by
the LP and those which match will be software forwarded.

Modes Interface configuration mode

Usage Guidelines  The no form of this command removes the ARP-guard filtering of ARP packets.

This command is used in conjunction with the arp-guard-access-list command to build a table of
allowed IP addresses on the link on which the ARP-guard feature is enabled.

Examples  The following example configures the ARP-guard feature to discard all gratuitous ARP and ARP replies
for IP addresses that do not match the IP address and MAC address listed in the ACL named arpacl10.

device# configure terminal

device (config)# interface ethernet 1/6

device (conf-if-el1000-1/6) # arp-guard-access-list AS201
device (conf-if-el1000-1/6)# permit 10.0.0.2 0001.0002.0003
device (conf-if-e1000-1/6)# arp-guard arpacllO

History  Release version Command history

5.7.00 This command was introduced.
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arp-guard-access-list

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

History

Creates the ARP guard access list.
arp-guard-access-list arp-guard-access-list-name

no arp-guard-access-list arp-guard-access-list-name
No ARP guard access list is created.

arp-qguard-access-list-name

The name of the ARP guard access-list, which contains the list of rules and
filters for a specific ARP ACL.

Global configuration mode.
The no form of the command removes the ARP guard group.

The following example creates an ARP guard access list named AS201.

device# configure terminal
device (config) # arp-guard-access-list AS201

Release version Command history

5.7.00 This command is introduced.
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arp-guard-syslog-timer
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

History

Sets the system log timer duration for an ARP guard.
arp-guard-syslog-timer dec
no arp-guard-syslog-timer dec

By default, ARP guard syslog messages for the dropped packets are displayed on the active console for
every 60 seconds.

dec
The syslog timer duration that is configurable in seconds. The default value is 60 seconds.

Global configuration mode.
The no form of the command removes the syslog timer value.

The following command example is used to set the system log timer value at 240 seconds.

Brocade (config) # arp-guard-syslog-timer 240
Brocade (config) # show arp-guard-access-list all
Arp-guard configuration:

I

arp-guard-access-list AS200

!

arp-guard-access-1list AS201

permit any 1.1.1.1 any

permit any 1.1.1.1 0001.0001.0001
!

arp-guard-syslog-timer 240
!

Release version Command history

5.7.00 This command is introduced.
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authentication

Configures the authentication proposal used with the IKEv2 profile.

Syntax  authentication authentication-proposal-name
Parameters  authentication-proposal-name
Specifies authentication proposal name.
Modes IKEv2 profile configuration mode.
Examples  The following example configures the authentication proposal used with the IKEv2 profile.

device (config)# ikev2 profile brocade
device (config-ikev2-profile-brocade)# authentication testl

History Release version Command history
5.8.00 This command was introduced.
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auto-bandwidth
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Syntax

Parameters

Modes

Usage Guidelines

Examples

History

Allows an MPLS tunnel to automatically adjust its bandwidth allocation based on the volume of traffic
flowing through the tunnel.

auto-bandwidth sample-interval sec
no auto-bandwidth sample-interval sec

sample-interval sec

The sample-interval parameter is the time after which the traffic rate is
sampled. The sec variable sets the sample interval in seconds. Range is 60 -
604,800 (7 days). Default is 300 seconds.

Global configuration mode.

MPLS configuration mode (config-mpls-policy).

The no function disables the auto-bandwidth globally. Auto-bandwidth suspends functionality like the
adjustment of bandwidth, rate-calculation, and timers. The rates for the auto-bandwidth LSP revert to
traffic-engineering configured mean-rate.

The auto-bandwidth sample-interval sec command enables global auto-bandwidth and sets sample-
interval to the entered value.

The no auto-bandwidth command disables global auto-bandwidth without changing the sample-
interval.

NOTE
Disabling auto-bandwidth globally does not revert to the configured sample-interval value.

The following example displays the auto-bandwidth command that enables auto-bandwidth globally:

device (config) # router mpls

device (config-mpls)# policy

device (config-mpls-policy) # auto-bandwidth sample-interval 30

The following example displays the command to enter the auto-bandwidth mode of the CLI for the
primary/secondary path.

device (config-mpls-1lsp-xyz)# auto-bandwidth (for primary path)

device (config-mpls-1lsp-xyz-secpath-xyz2)# auto-bandwidth (for secondary path)
Release version Command history

5.3.00 This command was introduced.
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autobw-threshold-table

Syntax

Modes

Usage Guidelines

Examples

History

Configures the MPLS auto-bandwidth threshold table.
autobw-threshold-table
no autobw-threshold table

MPLS configuration mode.
MPLS auto-bandwidth threshold table configuration mode.
MPLS LSP configuration mode.

The no form of the command clears all the entries in the adjustment-threshold table.

The following example shows when the user wants to set the adjustment-threshold table.

device (config) # router mpls

device (config-mpls)# autobw-threshold-table

device (config-mpls-autobw-threshold-table) # bandwidth-ceiling 10 threshold 2000
device (config-mpls-autobw-threshold-table)# bandwidth-ceiling 1000 threshold 3000
device (config-mpls-autobw-threshold-table)# bandwidth-ceiling 10000 threshold 5000

The following example shows when the user wants to remove one of the threshold entries.

device (config) # router mpls
device (config-mpls)# autobw-threshold-table
device (config-mpls-autobw-threshold-table)# no bandwidth-ceiling 1000 threshold 3000

The following example shows when the user wants to clear the threshold table.

device (config) # router mpls
device (config-mpls)# no autobw-threshold-table

The following example shows when the user wants to configure an LSP to use the global table for
adjustment threshold.

device (config)# router mpls

device (config-mpls)# lsp lspl

device (config-mpls-1lsp-1lspl)# auto

device (config-mpls-1lsp-lspl-autobw)# adjustment-threshold use-threshold-table

Release Command history

5.6.00 This command was introduced.
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auto-cost reference-bandwidth (OSPFv2)
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Configures reference bandwidth.

auto-cost reference-bandwidth { value | use-active-ports }
no auto-cost reference-bandwidth

Reference bandwidth is 100 Mbps.

value
Reference bandwidth in Mbps. Valid values range from 1 through 4294967 .
use-active-ports

Specifies that any dynamic change in bandwidth immediately affects the cost of
OSPF routes. This parameter enables cost calculation for currently active ports
only.

OSPF router configuration mode

OSPF router VRF configuration mode

Use this command to configure the cost of an interface that a device advertises to it's OSPF neighbors.
OSPF calculates the cost of a route as the ratio of the reference bandwidth to the bandwidth of the
egress interface. An increase in the reference bandwidth results in an increased cost. If the resulting
cost is less than 1, the software rounds the cost up to 1.

The bandwidth for interfaces that consist of more than one physical port is calculated as follows:

* LAG group — The combined bandwidth of all the ports.

 Virtual interface — The combined bandwidth of all the ports in the port-based VLAN that contains the
virtual interface.

If a change to the reference bandwidth results in a cost change to an interface, the device sends a link-
state update to update the costs of interfaces advertised by the device.

NOTE
If you specify the cost for an individual interface (by using the ip ospf cost command), the cost you
specify overrides the cost calculated by the software.

Enter no auto-cost reference-bandwidth to disable bandwidth configuration.

This example configures a reference bandwidth of 500.

device# configure terminal
device (config) # router ospf
device (config-ospf-router)# auto-cost reference-bandwidth 500

The reference bandwidth specified in this example results in the following costs:
* 10 Mbps port’s cost = 500/10 = 50.

* 100 Mbps port’s cost = 500/100 = 5.
* 1000 Mbps port’s cost = 500/1000 = 0.5, which is rounded up to 1.

The costs for 10 Mbps and 100 Mbps ports change as a result of the changed reference bandwidth.
Costs for higher-speed interfaces remain the same.
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auto-cost reference-bandwidth (OSPFv3)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Configures reference bandwidth.
auto-cost reference-bandwidth value
no auto-cost reference-bandwidth
Reference bandwidth is 100 Mbps.

value

Reference bandwidth in Mbps. Valid values range from 1 through 4294967. The
default is 100 Mbps.

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Use this command to configure the cost of an interface that a device advertises to it's OSPF neighbors.
OSPFv3 calculates the cost of a route as the ratio of the reference bandwidth to the bandwidth of the
egress interface. An increase in the reference bandwidth results in an increased cost. If the resulting
cost is less than 1, the software rounds the cost up to 1.

The bandwidth for interfaces that consist of more than one physical port is calculated as follows:

* LAG group — The combined bandwidth of all the ports.

« Virtual (Ethernet) interface — The combined bandwidth of all the ports in the port-based VLAN that
contains the virtual interface.

If a change to the reference bandwidth results in a cost change to an interface, the device sends a link-
state update to update the costs of interfaces advertised by the device.

NOTE
If you specify the cost for an individual interface using the ipv6 ospf cost command, the cost you
specify overrides the cost calculated by the software.

Some interface types are not affected by the reference bandwidth and always have the same cost
regardless of the reference bandwidth in use:

* The cost of a loopback interface is always 1.

» The cost of a virtual link is calculated using the Shortest Path First (SPF) algorithm and is not
affected by the auto-cost feature.

« The bandwidth for tunnel interfaces is 9 Kbps and is subject to the auto-cost feature.

Enter no auto-cost reference-bandwidth to restore the reference bandwidth to its default value and
thus restore the default costs of the interfaces to their default values.

Examples  This example configures a reference bandwidth of 500.
device# configure terminal
device (config)# ipv6 router ospf
device (config-ospf6-router)# auto-cost reference-bandwidth 500
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The reference bandwidth specified in this example results in the following costs:

* 10 Mbps port’s cost = 500/10 = 50.

* 100 Mbps port’s cost = 500/100 = 5.

* 1000 Mbps port’s cost = 500/1000 = 0.5, which is rounded up to 1.
* 155 Mbps port cost = 500/155 = 3.23, which is rounded up to 4

* 622 Mbps port cost = 500/622 = 0.80, which is rounded up to 1

» 2488 Mbps port cost = 500/2488 = 0.20, which is rounded up to 1

The costs for 10 Mbps, 100 Mbps, and 155 Mbps ports change as a result of the changed reference
bandwidth. Costs for higher-speed interfaces remain the same.
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Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

History

auto-enroll

Sends enroliment messages to the certificate authority (CA) and local certificates to either generate new

key pair for a certificate or renew an expired certificate.
auto-enroll [ regenerate | percent |

no auto-enroll [ regenerate | percent |

The option to send enrollment messages is disabled.

regenerate

Generates a new key pair for the certificate even if the key pair already exists.
percent

Specifies the renewal percentage value to request a new certificate. Valid

percentage values range from 10 through 90 percent. The default is 80 percent.

PKI trustpoint configuration mode.
The no form of the command disables the device from sending enroliment messages.
The following example specifies the percentage value as 20.

device (config)# pki trustpoint brocadel
device (config-pki-trustpoint-brocadel)# auto-enroll 20
The following example specifies the option of regenerating a new key pair for a certificate.

device (config) # pki trustpoint brocadel
device (config-pki-trustpoint-brocadel)# auto-enroll regenerate

Release version Command history

5.9.00 This command was introduced.
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backup
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Designates a virtual router as a Virtual Router Redundancy Protocol (VRRP) or VRRP extended
(VRRP-E) backup device and configures track and priority values.

backup [ priority value ] [ track-priority value ]
no backup [ priority value ] [ track-priority value ]
No virtual routers are designated as a VRRP or VRRP-E backup device.

priority value

Sets a priority value for a backup device. Values are from 8 to 254. In VRRP,
the default backup device priority is 100, the owner device has a default priority
of 255. In VRRP-E, the default backup device priority is 100.

track-priority value

Sets the new priority value if the interface goes down.
Virtual routing ID interface configuration mode

The no form of this command removes the virtual router configuration.

In VRRP, the backup device with the highest priority assumes the role of VRRP master device if the
owner device fails. The interface on which the VRID is configured must be in the same subnet (but not
be the same address) as the |IP address associated with the VRID by the owner device.

In VRRP-E, all devices are configured as backup devices and the backup device with the highest
priority becomes the master device. If the master device fails, the backup device with the highest priority
at that time assumes the role of VRRP master device. The IP address assigned to the interface of any
device in the same virtual router must be in the same IP subnet. The IP address assigned to the VRID
must not be configured on any of the Brocade devices.

This command must be entered before the ip-address command can be configured for a VRRP or
VRRP-E virtual routing ID.

The following example configures the device as a VRRP backup and assigns a priority of 100.

device# configure terminal

device (config) # router vrrp

device (config)# interface ethernet 1/5

device (conf-if-el1000-1/5)# ip address 10.53.5.3/24
device (conf-if-el1000-1/5)# ip vrrp vrid 1

device (conf-1f-el1000-1/5-vrid-1)# backup priority 100
device (conf-if-el1000-1/5-vrid-1) # advertise backup
device (conf-if-el1000-1/5-vrid-1)# ip-address 10.53.5.254
device (conf-if-el1000-1/5-vrid-1)# activate

The following example configures the device as a VRRP-E backup, assigns a priority of 50 and a track
priority of 10.

device# configure terminal

device (config) # router vrrp-extended

device (config-vrrpe-router)# interface ethernet 1/5

device (conf-if-el1000-1/5)# ip address 10.53.10.4/24

device (conf-if-el1000-1/5)# ip vrrp vrid 2

device (conf-i1f-e1000-1/5-vrid-2)# backup priority 50 track-priority 10
device (conf-if-el1000-1/5-vrid-2)# ip-address 10.53.10.254

device (conf-if-e1000-1/5-vrid-2) # activate
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backup-bw-best-effort

Syntax

Command Default

Modes

Usage Guidelines

Configures bandwidth requirement's interpretation as 'best effort' for backup of all FRR LSPs initiated on
this router.

backup-bw-best-effort
no backup-bw-best-effort

By default, this is not turned on (‘Guarantee' mode). The bandwidth requested on the backup for FRR
LSPs is a strict requirement that needs to be guaranteed by the router.

MPLS RSVP configuration mode.

Configuring this command dictates this router to consider the bandwidth requested by FRR LSPs on
their backup as a 'best-effort' requirement. So, if a backup with the requested bandwidth could not be
setup as per the process described in previous sections, then a backup without any bandwidth is tried to
setup instead.

This configuration is only available on a global level, and affects all the FRR LSPs passing through this
router for which this router is acting as a PLR.

The no form of the command brings the router functionality back to default ("Guarantee" mode) and
removes the configuration statement. Consider the bandwidth requested on the backup for FRR LSPs
as a strict requirement.

Examples  The following example shows the backup-bw-best-effort command.
device (config-mpls-rsvp) # backup-bw-best-effort
History Release version Command history
5.8.00 This command was introduced.
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backup-hello-interval
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Configures the interval at which backup Virtual Router Redundancy Protocol (VRRP) routers advertise
their existence to the master router.

backup-hello-interval seconds
no backup-hello-interval seconds
The default backup hello interval is 60 seconds.

seconds

Interval at which a backup VRRP router advertises its existence to the master
router. Valid values range from 60 through 3600 seconds.

Virtual-router-group configuration mode

The interval is the length of time, in seconds, between each advertisement sent from the backup routers
to the master router. The advertisement notifies the master router that the backup is still active. If the
master router does not receive an advertisement from the backup in a designated amount of time, the
backup with the highest priority can assume the role of master.

The backup-hello-interval command is configured only on VRRP backup routers and supported by
VRRP and VRRP-E.

The no form disables the advertisement of a VRRP backup router to a VRRP master router.

The following example enables advertisements from the VRRP backup router and sets the hello
message interval to 10 seconds.

device# configure terminal

device (config) # router vrrp

device (config) # interface ethernet 1/6

device (conf-if-el1000-1/6)# ip address 10.53.5.1/24

device (conf-if-el1000-1/6)# ip vrrp vrid 1

device (conf-if-el1000-1/6-vrid-1) # advertise backup

device (conf-1f-e1000-1/6-vrid-1)# backup-hello-interval 10
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples
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bandwidth

Configures the LSP to inherit bandwidth from its protected LSP configuration.
bandwidth { inherit | dec }
no bandwidth { inherit | dec }

By default, this is not configured. The backup of the FRR LSP does not inherit bandwidth information
from protected LSP.

inherit dec
Inherits bandwidth for detour/backup LSP from the protected LSP.

MPLS configuration mode (config-mpls-Isp-frr).

The no form of the command stops inheriting the bandwidth information from the protected LSP path
and removes the configuration statement.

Configuring this command dictates the backup LSP path to inherit the same amount of bandwidth as
that of the signaled protected LSP.

For adaptive LSPs, this configuration can be changed on the fly without disabling the LSP first.
Committing the configuration changes triggers a make-before-break.

Display output of the bandwidth command:

device# show mpls config lsp to NY
lsp to_NY
to 28.28.28.28
primary to-10-3_hop
traffic-eng mean-rate 2000

frr
bandwidth inherit
enable
Release version Command history
5.8.00 This command is introduced.
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bandwidth-ceiling

Adds a new threshold change point to the autobw-threshold table.
Syntax  bandwidth-ceiling [ bw_in_kbps | max ] threshold threshold_in_kbps
no bandwidth-ceiling [ bw_in_kbps | | max ] threshold threshold_in_kbps

Parameters  bw_in_kbps

Defines the bandwidth ceiling in kilobytes per second. The range is 0 - 2, 147,
483, 647 kilobytes per second.
max

Defines the threshold for any traffic-rate as infinity.
threshold threshold_in_kbps

Sets the threshold to be used up to this defined ceiling.
Modes  MPLS auto-bandwidth threshold table configuration mode.
Usage Guidelines  This command adds a new threshold change point to the autobw-threshold table. If the change point is
already there, the value of the threshold is updated.

The no form of the command removes the bandwidth ceiling entry from the table.

Examples  The following example shows how to set the adjustment=threshold table.

device (config) # router mpls

device (config-mpls)# autobw-threshold-table

device (config-mpls-autobw-threshold-table)# bandwidth-ceiling 10 threshold 2000
device (config-mpls-autobw-threshold-table) # bandwidth-ceiling 1000 threshold 3000
device (config-mpls-autobw-threshold-table) # bandwidth-ceiling 10000 threshold 5000

The following example shows how to remove one of the threshold entries.

device (config)# router mpls
device (config-mpls)# autobw-threshold-table
device (config-mpls-autobw-threshold-table)# no bandwidth-ceiling 1000 threshold 3000

The following example shows how to clear the threshold table.

device (config) # router mpls
device (config-mpls)# no autobw-threshold-table

History  Release Command history

5.6.00 This command was introduced.
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bandwidth-ceiling max threshold percentage

Sets the threshold for any traffic-rate above the maximum bandwidth-ceiling configured in the table as a
percentage.

Syntax  bandwidth-ceiling max threshold [ dec | percentagedec ]
no bandwidth-ceiling max threshold [ dec | percentagedec ]

Parameters  max
Any rate above the maximum ceiling configured. By default, the last ceiling is used.

dec
Sets the threshold value. Range 0 - 2, 147, 483, 647 kilobits per second.
threshold
Sets the threshold to be used up to this ceiling.
percentagedec

Sets the specified threshold value in percentage. Range is 0 - 100%.

Modes  MPLS auto-bandwidth threshold table configuration mode.
Usage Guidelines  The no function of this command removes the entry.

Examples  The following example shows how to set the maximum bandwidth percentage to 10.

device (config) # router mpls

device (config-mpls)# autobw-threshold-table

device (config-mpls—-autobw-threshold-table)# bandwidth-ceiling max threshold
percentage 10

device (config-mpls-autobw-threshold-table) # bandwidth-ceiling max threshold 10000

History Release Command history
05.6.00 The command was introduced.
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base vrf

Configures the VRF to which the tunnel source and destination belongs.
Syntax  base vrf base-vrf-name
no base vrf base-vrf-name
Command Default By default, the base VRF is not configured. The default VRF is considered the base VRF.

Parameters  base-vrf-name
Specifies the VRF name of the base network.

Modes  Tunnel interface configuration mode

Usage Guidelines  The no form of the command disables the base VRF configuration for the tunnel interface.

When the tunnel source interface is configured, the base VRF is checked and if the source interface
does not belong to the configured base VRF, a configuration error message is displayed.

Examples  The following example configures the base VRF for the tunnel interface.

device (config)# interface ethernet 3/1

device (config-int-e10000-3/1)# ip address 36.0.8.108/32
device (config-int-e10000-3/1)# exit

device (config)# interface tunnel 1

device (config-tnif-1)# base vrf vrfl

History  Release version Command history

05.8.00 This command was introduced.
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bfd

Configures Bidirectional Forwarding Detection (BFD) session parameters on BGP-enabled interfaces.
Syntax  bfd min-tx transmit-time min-rx receive-time multiplier number
no bfd min-tx transmit-time min-rx receive-time multiplier number
Command Default  Default parameters are used.

Parameters  min-tx transmit-time

Specifies the interval, in milliseconds, a device waits to send a control packet to
BFD peers. Valid values range from 50 through 30000. The default is 1000
unless changed using the bfd interval command in interface sub-type
configuration mode.

min-rx receive-time
Specifies the interval, in milliseconds, a device waits to receive a control packet
from BFD peers. Valid values range from 50 through 30000. The default is 1000
unless changed using the bfd interval command in interface sub-type
configuration mode.

multiplier number

Specifies the number of consecutive BFD control packets that must be missed
by the BFD peer before the BFD peer determines that the connection is not
operational. Valid values range from 3 through 50. The default is 3.

Modes  BGP configuration mode

BGP address-family IPv4 unicast VRF configuration mode

Usage Guidelines  When using BFD for BGP, you must configure BFD globally at the router BGP level. You can also use
this configuration to set new default values for the transmit interval, receive interval, and for the
detection time multiplier.

For a single-hop EBGP session, the BFD parameters configured under interface subtype configuration
mode are used because the BFD session for a single hop is also shared with other applications. To
create a BFD session for a single-hop BGP session, you must first enable BFD and configure the timers
for the interface on which single-hop BGP peering is established using the bfd intervalcommand in
interface subtype configuration mode.

For multihop BFD sessions, BFD does not need to be enabled for any of the interfaces, and the BFD
timers need not be configured, because the default values can be used.

The min-tx, min-rx, and multiplier keywords can also be configured for each peer and peer group and
will override the global configuration.

When Brocade Netlron CER Series or Brocade Netlron CES Series devices are heavily loaded or under
stress, BFD sessions may flap if the configured BFD interval is less than 500 milliseconds with a
multiplier value of 3.

The transmit-time and receive-time variables are the intervals desired by the local device. The actual
values in use will be the negotiated values.

The no form of the command globally removes BFD for BGP parameters from the device.

Examples  The following example sets the BFD session parameters globally for BGP.

device# configure terminal
device (config) # router bgp
device (config-bgp) # bfd min-tx 120 min-rx 150 multiplier 8
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The following example sets the BFD session parameters globally for BGP for VRF “red” in BGP
address-family IPv4 unicast VRF configuration mode.

device# configure terminal

device (config) # router bgp

device (config-bgp) # address-family ipv4 unicast vrf red

device (config-bgp-ipv4u-vrf) # bfd min-tx 120 min-rx 150 multiplier 8
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bfd all-interfaces

Enables Bidirectional Forwarding Detection (BFD) for all interfaces participating in the routing process.
Syntax  bfd all-interfaces all-vrfs
bfd all-interfaces
no bfd all-interfaces all-vrfs
no bfd all-interfaces
Command Default  BFD is disabled by default.

Parameters  all-vrfs
Specifies all VRFs.

Modes  IS-IS router configuration mode
OSPF router configuration mode
OSPFv3 router configuration mode

OSPF router VRF configuration mode

Usage Guidelines  Although this command configures BFD for OSPFv2 on all OSPFv2-enabled interfaces for a device, it is
not required if you use the ip ospf bfd command to configure specific interfaces. It can be used
independently or together with the ip ospf bfd command.

Although this command configures BFD for OSPFv3 on all OSPFv3-enabled interfaces for a device, it is
not required if you use the ipv6 ospf bfd command to configure specific interfaces. It can be used
independently or together with the ipv6é ospf bfd command.

Although this command configures BFD for IS-IS on all IS-IS-enabled interfaces for a device, it is not
required if you use the isis bfd command to configure specific interfaces. It can be used independently
or together with the isis bfd command.

The all-vrfs keyword is only available in OSPF router configuration mode and OSPF router VRF
configuration mode.

The no form of the command in OSPF router configuration mode disables BFD on all OSPFv2-enabled
interfaces. The no form of the command in OSPFv3 router configuration mode disables BFD on all
OSPFv3-enabled interfaces. The no form of the command in IS-IS router configuration mode disables
BFD on all IS-IS-enabled interfaces.

Examples  The following example enables BFD globally for all VRFs on all OSPFv2-enabled interfaces.

device# configure terminal
device (config) # router ospf
device (config-ospf-router)# bfd all-interfaces all-vrfs

The following example enables BFD globally on all OSPFv2-enabled interfaces for VRF instance “red”.
device# configure terminal

device (config)# router ospf vrf red
device (config-ospf-router-vrf-red)# bfd all-interfaces
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The following example disables BFD globally on all OSPFv3-enabled interfaces.

device# configure terminal
device (config)# ipv6é router ospf
device (config-ospf6-router)# no bfd all-interfaces

The following example enables BFD on all IS-1S-enabled interfaces.
device# configure terminal

device (config) # router isis
device (config-isis-router)# bfd all-interfaces
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bfd holdover-interval

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Sets the time interval for which BFD session down notifications are delayed before a routing protocol is
notified that a BFD session is down.

bfd holdover-interval time
no bfd holdover-interval time
The BFD holdover interval is set to 0 by default.

time
Specifies the BFD holdover interval in seconds. In the BGP and BGP address-
family IPv4 unicast VRF configuration modes, valid values range from 1 through
30, and the default is 0. In the 1S-IS router, OSPF router, OSPFv3 router, and
OSPF router VRF configuration modes, valid values range from 1 through 20,
and the default is 0.

BGP configuration mode

BGP address-family IPv4 unicast VRF configuration mode

IS-IS router configuration mode

OSPF router configuration mode

OSPFv3 router configuration mode

OSPF router VRF configuration mode

For BGP, the BFD holdover interval is supported for both single-hop and multihop sessions. For OSPF
and IS-IS, the BFD holdover interval is supported for single-hop sessions only.

In BGP configuration mode, use this command to set the BFD holdover-time interval globally for BGP.
In IS-IS router configuration mode, use this command to set the BFD holdover-time interval globally for
IS-1S. In OSPF router configuration mode, use this command to set the BFD holdover-time interval
globally for OSPFv2. In OSPFv3 router configuration mode, use this command to set the BFD holdover-
time interval globally for OSPFv3.

The holdover interval on BGP-enabled interfaces can be configured globally, on each peer, or peer-
group.

The no form of the command removes the configured BFD holdover interval from the configuration, and
reverts to the default value of 0.

The following example sets the BFD holdover interval globally to 15 in BGP configuration mode.

device# configure terminal
device (config) # router bgp
device (config-bgp) # bfd holdover-interval 15

The following example sets the BFD holdover interval globally to 15 for VRF instance “red” in BGP
address-family IPv4 unicast VRF configuration mode.

device# configure terminal

device (config) # router bgp

device (config-bgp) # address-family ipv4 unicast vrf red
device (config-bgp-ipv4u-vrf) # bfd holdover-interval 15

Brocade Netlron Command Reference 83

53-1003824-01



CommandsA-E

84

The following example sets the BFD holdover interval globally to 12 in OSPF router configuration mode.

device# configure terminal
device (config)# router ospf
device (config-ospf-router)# bfd holdover-interval 12

The following example sets the BFD holdover interval globally 12 for VRF instance “red” in OSPF router
VRF configuration mode.

device# configure terminal
device (config)# router ospf vrf red
device (config-ospf-router-vrf-red)# bfd holdover-interval 12

The following example sets the BFD holdover interval globally to 20 in OSPFv3 router configuration
mode.

device# configure terminal
device (config)# ipvé router ospf
device (config-ospf6-router)# bfd holdover-interval 20

The following example sets the BFD holdover interval globally to 20 in IS-IS router configuration mode.
device# configure terminal

device (config) # router isis
device (config-isis-router)# bfd holdover-interval 20
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bfd interval

Configures Bidirectional Forwarding Detection (BFD) session parameters on an interface.
Syntax  bfd interval transmit-time min-rx receive-time multiplier number
no bfd interval fransmit-time min-rx receive-time multiplier number
Command Default  Default parameters are used.

Parameters interval transmit-time

Specifies the interval, in milliseconds, a device waits to send a control packet to
BFD peers. Valid values range from 50 through 30000.
min-rx receive-time

Specifies the interval, in milliseconds, a device waits to receive a control packet
from BFD peers. Valid values range from 50 through 30000.
multiplier number

Specifies the number of consecutive BFD control packets that must be missed
by a BFD peer before the peer determines that the connection is not
operational. Valid values range from 3 through 50.

Modes Interface subtype configuration mode

Usage Guidelines  The interval fransmit-time and min-rx receive-time variables are the intervals desired by the local
device. The actual values in use will be the negotiated values.

When Brocade Netlron CER Series or Brocade Netlron CES Series devices are heavily loaded or under
stress, BFD sessions may flap if the configured BFD interval is less than 500 milliseconds with a
multiplier value of 3.

The no form of the command reverts to the default parameters.

Examples  The following example sets the BFD session parameters globally for an Ethernet interface.

device# configure terminal
device (config) # interface ethernet 1/1
device (config-if-el1000-1/1)# bfd interval 100 min-rx 100 multiplier 4
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bfd-enable

Enables Bidirectional Forwarding Detection (BFD) globally on BGP-enabled interfaces.
Syntax  bfd-enable
no bfd-enable
Command Default  BFD is disabled by default.

Modes  BGP configuration mode

BGP address-family IPv4 unicast VRF configuration mode

Usage Guidelines  If BFD for BGP is globally disabled and then enabled, the original BFD sessions for BGP may not be
available, depending on whether the maximum BFD sessions limit has been reached. When a BFD
session for BGP is disabled, the session is removed but BGP peering does not go down. The remote
BFD peer is informed that BFD use is disabled.

This command overrides all other BGP BFD configurations.

The no form of this command disables BFD globally and terminates all BFD sessions used by BGP.

Examples  The following example enables BFD globally for BGP.

device# configure terminal
device (config) # router bgp
device (config-bgp) # bfd-enable

The following example enables BFD globally for BGP4 for VRF “red” in BGP address-family IPv4
unicast VRF configuration mode.

device# configure terminal
device (config-bgp) # address-family ipv4 unicast vrf red
device (config-bgp-ipv4u-vrf)# bfd-enable
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bfd mh-session-setup-delay

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

History

Provides a time delay before establishing the multihop BFD session after the system initializes.
bfd mh-session-setup-delay seconds

no bfd mh-session-setup-delay seconds

By default, the time delay to establish the multihop session is set to 0 seconds.

seconds

The time delay in seconds. You can specify a value between 0 and 600
seconds. The default value is 0 seconds.

Global configuration mode

The no form of the command removes the time delay for the multihop session.

The following example sets a delay time of 90 seconds before establishing the multihop session.

device (config) #bfd mh-session-setup-delay 90

Release version Command history

05.7.00 This command was introduced.
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bfd sh-session-setup-delay

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

History

88

Provides a time delay before establishing the single hop BFD session after the port is enabled.
bfd sh-session-setup-delay seconds

no bfd sh-session-setup-delay seconds

By default, the time delay to establish the single hop session is set to 180 seconds.

seconds

The time delay in seconds. You can specify a value between 0 and 600
seconds. The default value is 180 seconds.

Global configuration mode
The no form of the command removes the time delay for the session.
The following example sets a delay time of 40 seconds before establishing the single hop session.

device (config)# bfd sh-session-setup-delay 40

Release version Command history

5.7.00 This command was introduced.
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Syntax

Parameters

Modes

Usage Guidelines

Examples

History

cam ifsr

Disables or enables In-Field Soft Repair (IFSR) for TCAM hardware errors for a specified host name.
cam ifsr { disable | enable }

disable

Disables IFSR for TCAM hardware errors for a specified host name.
enable

Enables IFSR for TCAM hardware errors for a specified host name.
Global configuration mode

Use this to command to disable or enable persistent hardware errors from displaying on the console as
syslog messages as a result of hardware errors. Some hardware errors cannot be repaired. Continuous
syslog messages will appear on the console displaying the system KBP errors. The command allows
you to disable the feature, and stop the monitoring of hardware errors. After replacing the hardware,
enable the feature. By default, the command is enabled.

The IFSR feature is supported only on the following interface modules for Brocade MLX Series devices.

* BR-MLX-100Gx2-CFP2-X2
* BR-MLX-10Gx20-M (1G/10G combo) and BR-MLX-10Gx20-X2 (1G/10G combo)
* BR-MLX-10Gx4-IPSEC-M

The following example enables IFSR.

device (config)# cam ifsr enable

The following example disables IFSR on slot 3 of the LP module.

device (config)# cam ifsr disable
IFSR is disabled on slot 3

Release version Command history

05.8.00a This command was introduced.
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cam-mode amod

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

History

90

Enables Algorithmic mode which optimizes the CAM space and power utilization and achieves -X2
CAM profile numbers.

cam-mode amod slot number
no cam-mode amod slot number
The TCAM mode (non-Algorithmic mode) is enabled by default.

slot

Specifies the line processor (LP) slot on which Algorithmic mode must be
enabled.
number

Specifies the slot number.
Global configuration mode

The line card must be reloaded for Algorithmic mode to take effect.

By default, BR-MLX-100Gx2-CFP2-X2, BR-MLX-10Gx20-X2, and BR-MLX-1GX20-U10G-X2 cards boot
up with -M CAM profile numbers and if uRPF is enabled, the number of routes are reduced by half. You
must enable Algorithmic mode to achieve -X2 CAM profile numbers. Algorithmic mode also supports
uRPF mode to work without reducing the route scale.

The configuration will be ignored at the LP if the command is applied on a slot other than BR-
MLX-100Gx2-CFP2-X2, BR-MLX-10Gx20-X2, and BR-MLX-1GX20-U10G-X2.

If Algorithmic mode is enabled on an empty slot, the line card inserted at a later stage will be initialized
to Algorithmic mode.

The no form of the command disables Algorithmic mode.

NOTE
Algorithmic mode is supported on MR2-X management modules only.

The following example configures Algorithmic mode on slot 2.

device# configure terminal
device (config) # cam-mode amod slot 2

Release version Command history

05.8.00a This command was introduced.
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clear access-list receive accounting

Syntax

Parameters

Modes

Usage Guidelines

Clears IPv4 receive access-control list (rACL) accounting statistics.
clear access-list receive accounting { all | name acl-name }

all

Specifies clearing accounting statistics for all configured IPv4 rACLs.
name acl-name

Clears accounting statistics for the specified IPv4 rACL.
Privileged EXEC mode.

This command is also available in global configuration mode.

Examples  The following example clears accounting statistics for an IPv4 rACL named acl_ext1.
device (config)# clear access-list receive accounting name act-extl
History Release Command History
5.6.00 This command was introduced.
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clear arp-guard-statistics

92

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Examples

Clears the different statistical information of the ARP guard.
clear arp-guard statistics ethernet { all | [ ethernet slot/port [ vlan vian-id]} | all ]
Clears all statistics related to the ARP guard.

all

Clears all ARP guard statistics.
ethernet slot/port

Specifies the defined Ethernet port to clear.

vlanvian_id

Specifies the defined VLAN information to clear. The VLAN ID range is

between 1 and 4090.

EXEC mode.

Use the show arp-guard statistics command to verify changes after executing the clear arp-guard

statistics command.

The following example indicates clearing statistics information for all the ports.
Brocade# clear arp-guard-statistics all
Brocade# show arp-guard statistics ethernet all

Port Vlan-id Total Arp pkts captured Total Arp pkts forwarded
Total Arp pkts dropped LAG : Prim

1/1 (Def/Untag)l 0 0
1/1 3 0 0
1/1 2 0 0
2/1 (Def/Untag)l 0 0
2/1 2 0 0
2/1 4 0 0
2/1 5 0 0

The following example indicates clearing statistics information for any individual ports.

Brocade# clear arp-guard-statistics ethernet 1/1
Brocade# show arp-guard statistics ethernet 1/1

Port Vlan-id Total Arp pkts captured Total Arp pkts forwarded
Total Arp pkts dropped LAG : Prim

1/1 (Def/Untag)l 0

0 0

1/1 3 0

0 0

1/1 2 0

0 0

jolololololoNe)

The following example indicates clearing statistics information for VLAN ID 2 from port 1/1.

Brocade# clear arp-guard-statistics ethernet 1/1 vlan 2
Brocade# show arp-guard statistics ethernet 1/1 vlan 2

Port Vlan-id Total Arp pkts captured Total Arp pkts forwarded
Total Arp pkts dropped LAG : Prim
1/1 2 0 0
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History  Release version Command history
5.7.00 This command was introduced.
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clear bm histogram

Clears buffer histogram data.
Syntax  clear bm histogram
Modes  Privileged EXEC mode

Usage Guidelines  The histogram information is collected and maintained internally, in a cyclical buffer. It can be reviewed
to determine if resource allocation failures or task CPU usage may have contributed to an application
failure.

The main objective of the buffer histogram is to see if there was any buffer exhaustion in the last few
seconds (10-60sec). Buffer usage is collected when available buffers in the 2K buffer size pool fall
below the reserved limit. Before starting another collection cycle, it may be useful to clear the histogram
buffers using the clear bm histogram command. This command can also be entered in global
configuration mode.

Examples  The following example clears buffer histogram data.

device# clear bm histogram

Histo
v Release Command History

5.5.00 This command was introduced.
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clear cpu histogram sequence

Clears CPU histogram sequential execution of task data.
Syntax  clear cpu histogram sequence
no clear cpu histogram sequence

Modes  Privileged EXEC mode.

Global configuration mode.

Usage Guidelines  The CPU histogram provides information about task CPU usage. The histogram information is collected
and maintained internally, in a cyclical buffer. It can be reviewed to determine if resource allocation
failures or task CPU usage may have contributed to an application failure.

Before starting another collection cycle of task CPU usage, it may be useful to clear the existing CPU
histogram information using the clear cpu histogram sequence command. This command can also be
entered in global configuration mode.

To view the CPU histogram information, use the show cpu histogram command.

Examples The following example clears the CPU histogram sequential execution of task information.

device (config)# clear cpu histogram sequence

History .
Release Command History
5.5.00 This command was introduced.
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clear dot1x-mka statistics

Syntax

Parameters

Modes

Examples

History

96

Clears the 802.1x (dot1x) MACsec Key Agreement (MKA) traffic statistics for the specified interface.
clear dot1x-mka statistics ethernet slot/port

ethernet slot port

Specifies an Ethernet interface and its slot on the device, and interface on the
slot.

Privileged EXEC mode

In the following example, dot1x-MKA traffic statistics are cleared for interface 3/2.

device (config) # clear dotlx-mka statistics ethernet 3/2
dotlx-MKA statistics cleared

Release version Command history

5.8.00 This command was introduced.
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clear ikev2 statistics

Syntax

Modes

Examples

History

Clears the IKEV2 statistics from the device. This resets the various IKEv2 counters to zero. This
command supports IPsec IPv4 and IPv6.

clear ikev2 statistics

User EXEC mode.
Privileged EXEC mode.

The following example clears IKEv2 statistics from the device.

device# clear ike statistics

Release version Command history
5.8.00 This command was introduced.
5.9.00 This command was modified to add support for IPsec IPv6.
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clear ikev2 sa

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

98

Clears the current IKEv2 Security Associations (SAs) on the device or on the specified local or remote
interface. During the clearing process, the current SAs (including child SAs) are deleted and re-
established. The SAs remain unchanged. This command supports IPsec IPv4 and IPv6.

clear ikev2 sa{ fvrf vif-name } [ local ip-address | ipv6-address ] [ remote ip-address | ipv6-address ]

fvrf vif-name

Specifies the foward VRF (FVRF) name.
local ip-address

(Optional) Specifies the IPv4 address for the local interface.
local ipv6-address

(Optional) Specifies the IPv6 address for the local interface.
remote ip-address

(Optional) Specifies the IPv4 address for the remote interface.
remote ipv6-address

(Optional) Specifies the IPv6 address for the remote interface.
Privileged EXEC mode.
User EXEC mode.

When you use this command, the IKE SAs are deleted and re-established (including all child SAs).

If you do not specify any local or remote interfaces using the optional parameters, all IPsec SA on the
device are cleared.

The following example clears the IKE SAs on the device.
device# clear ikev2 sa

The following example clears the IKE SAs on the specified local interface (10.10.20.1).

This example is for IPv4.

device# clear ikev2 sa local 10.10.20.1
The following example clears the IKE SAs on the specified remote interface (192.0.10.1).

This example is for IPv4.

device# clear ikev2 sa remote 192.0.10.1

Release version Command history
5.8.00 This command was introduced.
5.9.00 This command was modified to add support for IPsec IPv6.
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clear ip virp statistics

Syntax
Modes

Usage Guidelines

Examples

Clears IPv4 Virtual Router Redundancy Protocol (VRRP) statistics.
clear ip vrrp statistics
Privileged EXEC mode.

This command can be entered in privileged EXEC mode and in any configuration mode. Entering the
command in another configuration mode can be useful if you are configuring VRRP options, for
example, and want to clear existing statistics.

The following example clears IPv4 VRRP statistics when entered in privileged EXEC mode.

device# clear ip vrrp statistics

The following example clears IPv4 VRRP statistics when entered in virtual router interface configuration
mode.

device (config) # router vrrp

device (config) # interface ethernet 1/6

device (config-if-el1000-1/6)# ip address 10.53.5.1/24

device (config-1if-el1000-1/6)# ip vrrp vrid 1

device (config-if-el000-1/6-vrid-1)# clear ip vrrp statistics

Brocade Netlron Command Reference 99

53-1003824-01



clear ip vrrp-extended statistics

clear ip virp-extended statistics

Clears IPv4 Virtual Router Redundancy Protocol (VRRP) Extended (VRRP-E) statistics.
Syntax clear ip vrrp-extended statistics
Modes  Privileged EXEC mode

Usage Guidelines  This command can be entered in privileged EXEC mode and in any configuration mode. Entering the
command in another configuration mode can be useful if you are configuring VRRP-E options, for
example, and want to clear existing statistics.

Examples  The following example clears IPv4 VRRP-E statistics when entered in privileged EXEC mode.

device# clear ip vrrp-extended statistics

The following example clears IPv4 VRRP-E statistics when entered in virtual router interface
configuration mode.

device (config) # router vrrp-extended

device (config-vrrpe-router)# interface ethernet 1/5

device (config-if-el1000-1/5)# ip address 10.53.4.1/24

device (config-1if-el1000-1/5)# ip vrrp-extended vrid 2

device (config-if-el1000-1/5-vrid-2)# clear ip vrrp-extended statistics
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Syntax
Modes

Examples

History

Clears the error counters for the IPsec errors.
clear ipsec error-count

Privileged EXEC mode.

The following example clears the error counters for the IPsec errors.

device# clear ipsec error-count

clear ipsec error-count

Release version Command history

5.8.00 This command was introduced.
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clearipsec sa

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

102

Clears the current IPsec Security Associations (SAs) on the device or on the specified peer interface.
During the clearing process, the current SAs (including child SAs) are deleted and re-established. The
SAs remain unchanged. This command supports IPsec IPv4 and IPv6.

clear ipsec sa [ fvrf vif-name ] [ peer ip-address lipv6-address]

fvrf vif-name

Specifies the front VRF (FVRF) name.
peer ip-address

Specifies the IPv4 address for the peer interface.
peer ipv6-address

Specifies the IPv6 address for the peer interface.
Privileged EXEC mode.

When you use this command, the IKE SAs are deleted and re-established (including all child SAs).

If you do not specify any peers using the optional parameters, all IPsec SAs on the device are cleared.

The following example clears the IPsec SAs on the device.

device# clear ipsec sa

Release version Command history
5.8.00 This command was introduced.
5.9.00 This command was modified to add support for IPsec IPv6.
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clear ipsec statistics

Syntax

Parameters

Modes

Usage Guidelines

Clears IPsec system counters (such as ESP packet counts and IPsec error counts), and IPsec tunnel
packet and byte counts (such as transmitted and received packets). This command supports IPsec IPv4
and IPv6.

clear ipsec statistics [ all ]

all

(Optional) Specifies that all IPsec statistics should be cleared (this includes
system counters and IPsec tunnel packet counts and byte counts).

User EXEC mode .
Privileged EXEC mode.
If you do not include the optional all parameter, only the system counters (such as ESP packet counts

and IPsec error counts) are cleared. If you include the all parameter, the system counters and IPsec
tunnel packet and byte counts are also cleared.

Examples  The following example clears the IPSec system counters.
device# clear ipsec statistics
The following example clears all of the IPsec statistics, including system counters and IPsec tunnel
packet and byte counts.
device# clear ipsec statistics all
History Release version Command history
5.8.00 This command was modified to add the all keyword.
5.9.00 This command was modified to add support for IPsec IPv6.
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clear ipsec statistics tunnel

clear ipsec statistics tunnel

Clears the IPsec tunnel packet and bytes counters.
Syntax  clear ipsec statistics tunnel dec | all

Parameters dec

Clears the IPsec counter for the tunnel specified by its ID number.
all

Clears the IPsec counters for all tunnels.

Modes User EXEC mode.
Privileged EXEC mode.

Examples  The following example clears the IPsec tunnel packet and bytes counters.

device# clear ipsec statistics tunnel

History  Release version Command history

5.8.00 This command was introduced.
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clear ipv6 vrrp statistics

clear ipv6 vrrp statistics

Syntax
Modes

Usage Guidelines

Examples

Clears IPv6 Virtual Router Redundancy Protocol (VRRP) statistics.
clear ip vrrp statistics
Privileged EXEC mode.

This command can be entered in privileged EXEC mode and in any configuration mode. Entering the
command in another configuration mode can be useful if you are configuring IPv6 VRRP options, for
example, and want to clear existing VRRP statistics.

The following example clears IPv6 VRRP statistics when entered in privileged EXEC mode.

device# clear ipv6 vrrp statistics

The following example clears IPv6 VRRP statistics when entered in virtual router interface configuration
mode.

device (config)# interface ethernet 1/6
device (config-if-e1000-1/6)# ipv6 vrrp vrid 1
device (config-if-el1000-1/6-vrid-1)# clear ipv6 vrrp statistics
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clear ipv6 vrrp-extended statistics

clear ipv6 vrrp-extended statistics

Syntax

Modes

Usage Guidelines

106

Examples

Clears IPv6 Virtual Router Redundancy Protocol (VRRP) Extended VRRP-E statistics.
clear ip vrrp-extended statistics
Privileged EXEC mode.

This command can be entered in privileged EXEC mode and in any configuration mode. Entering the
command in another configuration mode can be useful if you are configuring IPv6 VRRP-E options, for
example, and want to clear existing VRRP-E statistics.

The following example clears IPv6 VRRP-E statistics when entered in privileged EXEC mode.

device# clear ipv6 vrrp-extended statistics

The following example clears IPv6 VRRP-E statistics when entered in virtual router interface
configuration mode.

device (config) # interface ethernet 1/5

device (config-if-e1000-1/5)# ipv6 3003::2:2\24

device (config-if-el1000-1/5)# ipvé vrrp-extended vrid 2

device (config-if-e1000-1/5-vrid-2)# clear ipv6 vrrp-extended statistics
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clear macsec statistics

clear macsec statistics

Syntax

Parameters

Modes
Usage Guidelines

Examples

History

Clears the MACsec traffic statistics for the specified interface.
clear macsec statistics ethernet ethernet slot/port

ethernet slot/port

Specifies an Ethernet interface by slot on the device, and interface on the slot.

Privileged EXEC mode.
This command operates in all modes.

In the following example, MACsec traffic statistics are cleared for interface 3/2.

device (config) # clear macsec statistics ethernet 3/2
MACsec statistics cleared

Release version Command history

5.8.00 This command was introduced.
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clear memory histogram

clear memory histogram

Clears memory histogram data.
Syntax  clear memory histogram
Modes  Privileged EXEC mode.

Usage Guidelines  This command operates in all modes.

The memory histogram keeps track of each memory allocation/deallocation request from an application.
It helps to identify memory leak and memory usage across the task. It also monitors the under usage
condition and reports to the system. The memory histogram is recorded when available memory goes
below the threshold limit on each memory pool.

Before starting another collection cycle, it may be useful to clear the existing memory histogram
information using the clear memory histogram sequence command. This command can also be
entered in global configuration mode.

To view the memory histogram information, use the show memory histogram command.

Examples  The following example clears memory histogram data.
device (config)# clear memory histogram

Histo
o Release Command History

5.5.00 This command was introduced
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clear metro mp-vip-queue

clear metro mp-vip-queue

Resets the management processor virtual line card (MP-VLP) queue statistics on Brocade Netlron CER
Series devices.

Syntax  clear metro mp-vilp-queue
Modes  Privileged EXEC mode.
Usage Guidelines  this command operates in all modes.

Examples  This example clears all the counters in the MP-VLP queue statistics.

device# clear metro mp-vlp-queue

History Release version Command history
5.8.00a This command was introduced.
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clear mpls auto-bandwidth-samples

clear mpls auto-bandwidth-samples

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

110

Deletes the sample-history from the auto-bandwidth LSPs.
clear mpls auto-bandwidth-samples [ all | Isp /sp_name ]

all

Clear all of the auto-bandwidth sample history.
Isp Isp_name

Clears the auto-bandwidth sample history for the specified LSP.
Privileged EXEC mode.

Samples are not deleted or deallocated when the LSP is disabled or when auto-bandwidth is disabled at
the global or LSP level.

The following example shows the command used to clear all of the auto-bandwidth sample history.

device# clear mpls auto-bandwidth-samples all

Release Command history

5.6.00 This command was introduced.
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clear mpls rsvp statistics session

clear mpls rsvp statistics session

Syntax

Parameters

Modes
Usage Guidelines

Examples

History

Clears RSVP session statistics.

clear mpls rsvp statistics session { [ [ destination ijp_addr]} [ source source_ip ] [ tunnel-id
tunnel_id Isp-id Isp_id 1] | { name session_name ]} | { p2mp p2mp-id [ ip_addr | dec]} [ source
source_ip ] [ tunnel-id funnel_id Isp_id ]

destination ip_addr
Defines the destination IP address.
source source_ip
Defines the source IP address.
tunnel tunnel _id
Defines the tunnel by decimal number 1 - 65535.
Isp-id Isp_id
Defines the LSP by decimal number 1 - 65535.
name session_name
Clears the session by name.

p2mp p2mp-id
Clears the point to multipoint sessions.
ip_addr
Specifies the P2MP identifier as an IP address
dec

Specifies the P2MP identifier as a decimal.
Privileged EXEC mode.
This command operates in all modes.

The following example clears the RSVP session statistics for the Isp_test session.

device (config) # clear mpls rsvp statistics session

device (config)# clear mpls rsvp statistics session destination 11.11.11.11

device (config) # clear mpls rsvp statistics session destination 11.11.11.11 source
14.14.14.14

device (config) # clear mpls rsvp statistics session destination 11.11.11.11 source
14.14.14.14 tunnel-id 10

device (config)# clear mpls rsvp statistics session name lsp test

device (config)# clear mpls rsvp statistics session p2mp p2mp-id 1.1.1.1 source
1.1.1.1 tunnel-id 1

Release version Command history

5.9.00 This command was modified to provide the same statistics that are available
at the global and interface level at the per-session level.
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clear mpls statistics

clear mpls statistics

112

Parameters

Clears MPLS statistics.

clear mpls statistics 6pe [ slot/port | vrf ]

clear mpls statistics bypass-Isp Isp_name

clear mpls statistics label [ num | slotlport ]

clear mpls statistics Idp [ transit | tunnel ]

clear mpls statistics Isp /sp_name

clear mpls statistics oam

clear mpls statistics rsvp [ neighbor | session ]

clear mpls statistics tunnel num

clear mpls statistics vll [ vil_id | vil_name ]

clear mpls statistics vll-local [ vil_local_id | vll_local_name ]

clear mpls statistics vpls [ vpls_id | vpls_name ]

clear mpls statistics vrf vif_name

6pe

slot Iport

vrf

bypass-Isp

Isp_name

label

Idp

num

slot/port

transit

tunnel

Clears 6pe statistics.

Interface slot and port number.

Clears IPv6 VRF statistics.

Clears statistics for bypass LSPs.

Name of targeted LSP.

Clears in-label statistics.

In-label.

Interface number.

Clears ingress tunnel accounting for LDP signaled LSP.

Clears transit traffic statistics for LDP.

Clears ingress tunnel accounting for LDP created tunnels.
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Isp

Isp_name
oam

rsvp

neighbor

session

tunnel

num

vil

vil_id

vil_name

vil-local

local_vil_id

Clears ingress tunnel accounting for RSVP signaled LSP.

Name of targeted LSP.

Clears OAM statistics.

Clears transit statistics for RSVP signaled LSP.

Clears statistics for RSVP neighbor.

Clears transit statistics for RSVP sessions.

Clears MPLS tunnel statistics.

Tunnel interface index.

Clears VLL statistics.

VLL identifier.

Name of VLL.

Clears VLL local statistics.

Local VLL identifier.

local_vil_name

vpls

vpls_id

vpls_name

vrf

vif_name

Name of local VLL.

Clears VPLS statistics.

VPLS identifier.

Name of VPLS.

Clears VREF statistics.

Name of VRF.

Modes  Privileged EXEC mode.

Examples  The following example clears bypass LSPs statistics:

device# clear mpls statistics bypass-1lsp
Cleared statistics of bypass LSPs
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Commands A-E

History  Release version Command history

5.7.00 This command was modified to include the bypass-Isp keyword.
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clear openflow

clear openflow

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

Clears flows from the flow table.
clear openflow { flowid flow-id | all }

flowid flow-id

Clears the given flow ID that you want to delete from the flow table.
all

Deletes all flows from the flow table.

User EXEC mode

Privileged EXEC mode

Global configuration mode

When an OpenFlow rule or all flows in the flow table need to be deleted you can use the clear
openflow command with the all option. To delete a single OpenFlow rule based on a flow-id, use the
clear openflow command with the flowid flow-id options.

The following example clears the flow with an ID of 6.

device# clear openflow flowid 6

The following example clears all flows in the flow table.

device# clear openflow all

Release Command History

NI05.5.00c This command was modified to delete a single flow on a specified flow-id or all flow deletion in the flow
table.
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clear pki counters

clear pki counters

Clears the Public Key Infrastructure (PKI) counters for a certificate authority (CA).
Syntax  clear pki counters
Modes  PKI trustpoint configuration mode.

Examples  The following example clears the PKI counters for the CA.

device (config)# pki trustpoint brocadel
device (config-pki-trustpoint-brocadel) # clear pki counters

History  Release version Command history

5.9.00 This command was introduced.
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clear pki crl

Syntax

Parameters

Modes

Examples

History

Removes the certificate revocation list (CRL) database for a specific trustpoint name.
clear pki crl frustpoint name

trustpoint name

Specifies the trustpoint name whose CRL database has to be removed.

PKI trustpoint configuration mode.

The following example removes the CRL database for the specified trustpoint name.

device (config) # pki trustpoint brocadel
device (config-pki-trustpoint-brocadel)# clear pki crl Trustpointl

clear pki crl

Release version Command history

5.9.00 This command was introduced.
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clear rate-limit counters bum-drop

clear rate-limit counters bum-drop

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

118

Clears the accounting information for the Broadcast, Unicast, Multicast (BUM) traffic rate limit.
clear rate-limit counters bum-drop [portid ] [ vianid ]
clear rate-limit counters bum-drop [ shutdown ] [portid ] slot/port [ all ] [vlan-id ] [ vlan ]]

portid
Optionally clears the accounting information for BUM rate-limiting for the
specified port.

vianid

Optionally clears the accounting information for BUM rate-limiting for the
specified VLAN.

Privileged EXEC configuration mode

This command is used to clear rate-limiting accounting information for BUM traffic and, optionally, for
specified interfaces or VLANS.

The following example clears the BUM rate-limiting information for VLAN 2.

device# clear rate-limit counters bum-drop vlan2

Release version Command history

5.7.00 This command was introduced.
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clear rate-limit counters ip-option-pkt-to-cpu

clear rate-limit counters ip-option-pkt-to-cpu

Syntax
Modes

Examples

History

Clears the rate-limit counters for IPv4 option packets.
clear rate-limit counters ip-option-pkt-to-cpu

This command operates in all mode.

The following example shows how to clear the rate-limit counters for IPv4 option packets.

Brocade# clear rate-limit counters ip-option-pkt-to-cpu

Release version Command history
Multi-Service IronWare Release This command was introduced.
5.8.00
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clear rate-limit counters ipv6-hoplimit-expired-to-cpu

clear rate-limit counters ipv6-hoplimit-expired-to-cpu

Syntax
Modes

Examples

History

120

Clears the rate-limit counters for IPv6 hoplimit-expired-to-cpu packets.
clear rate-limit counters ipv6-hoplimit-expired-to-cpu
This command operates in all mode.

The following example shows how to clear the rate-limit counters for hoplimit-expired-to-cpu packets.

Brocade# clear rate-limit counters ipvé-hoplimit-expired-to-cpu

Release version Command history
Multi-Service IronWare Release This command was introduced.
5.8.00
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clear rate-limit counters ip-ttl-expired-to-cpu

clear rate-limit counters ip-ttl-expired-to-cpu

Clears the rate-limit counters for IPv4 ttl-expired-to-cpu packets.

Syntax  clear rate-limit counters ip-ttl-expired-to-cpu
Modes  This command operates in all mode.
Examples  The following example shows how to clear the rate-limit counters for ip-ttl-expired-to-cpu.

Brocade# clear rate-limit counters ip-ttl-expired-to-cpu

History Release version Command history
Multi-Service IronWare Release This command was introduced.
5.8.00
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clear statistics openflow

clear statistics openflow

Clears OpenFlow statistics.
Syntax clear statistics openflow { group | meter | controller }

Parameters  group

Clears statistics for all groups.
meter

Clears statistics for all meters.
controller

Clears statistics for all controllers.

Modes EXEC and Privileged EXEC mode
Global configuration mode
Usage Guidelines  This command can be entered in three configuration modes as shown in the examples below.
Examples  The following example, entered in User EXEC mode, clears statistics for all groups in User EXEC

mode.

device> clear statistics openflow group

The following example, entered in Privileged EXEC mode, clears statistics for all meters in Privileged
EXEC mode.

device> enable
device# clear statistics openflow meter
The following examples, entered in global configuration mode, clears statistics for all controllers.

device# configure terminal
device (config) # clear statistics openflow controller

Histo
o Release Command History

NI05.7.00 This command was introduced.
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cluster-client-static-mac-move

cluster-client-static-mac-move

Syntax

Modes

Usage Guidelines

Examples

History

Enables the static MAC address movement from the local Cluster Client Edge Port (CCEP) to the Inter-
Chassis Link (ICL) port in the MAC cluster and vice versa.

cluster-client-static-mac-move
no cluster-client-static-mac-move
MCT cluster configuration mode

This command must be configured in both the MCT peers but the static MAC address under the VLAN
must be configured on any one of the MCT peers.

The no form of the command disables the static MAC address movement from the local CCEP to the
ICL port.

The following example enables the static MAC address movement from the local CCEP to the ICL port
(and vice versa) in the MAC cluster named "brocade" with the cluster ID set as 1.

device (config)# cluster brocade 1
device (config-cluster-brocade)# cluster-client-static-mac-move

Release version Command history

5.9.00 This command was introduced.
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copy

copy

Syntax

Parameters

Modes

Usage Guidelines

124

Copies a file from a source device to a destination server (usually remote) or from a server (source) to
a Brocade device (destination). This command can also be used to upload or download a
configuration file. Each syntax instance is slightly different for the various operations.

copy source protocol { ipv4-address | ipv6-address } [ public-key { dsa | rsa } ] [ remote-port ] remote-
filename device-filename
copy protocol destination { ipv4-address | ipv6-address } [ public-key { dsa | rsa } ] [ remote-port ]
remote-filename device-filename
copy config-file protocol { ipv4-address | ipv6-address } [ public-key { dsa | rsa } ] [ remote-port ]
remote-filename
copy protocol config-file { ipv4-address | ipv6-address } [ public-key { dsa | rsa } ] [ remote-port ]
remote-filename
source
Specifies the location of the file on the source device to be copied to the server.
Can be one of the following: flash, scp, slot1, or slot2 depending on the
device. CES and CER devices support only the flash option.
protocol
Specifies the protocol to be used. Can be one of the following: flash, http,
https, or scp.
destination
Specifies the location on the destination device where the file is to be copied
from the server. Can be one of the following: flash, scp, slot1, slot2,
depending on the device. CES and CER devices support only the flash option.
ipv4-address
Specifies the IPv4 address of the server.
ipv6-address
Specifies the IPv6 address of the server.
remote-filename
Specifies the name of the file to be used on the remote server. You can specify
up to 127 characters for the file name.
device-filename
Specifies the name of the file to be used on the local device. Certain filenames
are reserved and the system will not allow you to use them.
config-file
Specifies the configuration file to be used. Can be either running-config or
startup-config.
Privileged EXEC mode

You are prompted for username and password when you execute this command. The maximum length
is 48 characters for each.

Please note that each syntax instance is different and is used to perform the following actions:

» Upload a copy of a file from a Brocade device (source) using a specified protocol to a server
(destination) using the first syntax

» Download a copy of a file from a server (destination) using a specified protocol to a Brocade device
(source) using the second syntax
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Examples

CommandsA-E

» Upload a configuration file using the third syntax
» Download a configuration file using the fourth syntax

NOTE

When downloading a file to flash, the destination filename cannot be same as any of the reserved file
names in flash. CLI will throw the following error when destination filename is any of the reserved file
name: Error: Destination file name(%s) cannot be same as any of the reserved file names in flash.

The following example uploads a copy of an OS image file from the primary flash memory on a device
to an SCP server with the IP address of 172.26.51.180:

device# copy scp slotl 172.26.51.180 public-key dsa image-filename primary

The following example downloads a copy of an file from an SCP server to a Brocade device with the IP
address of 10.20.99.146

device# copy flash scp 10.20.99.146 ~/xmr05800.bin primary

The following example uploads a copy of the image file “startup-config” from the primary flash memory
on a device to a file named “startup-config-srv.txt” on an HTTP server with the IP address of
172.26.51.180:

device# copy flash http 172.26.51.180 startup-config-srv.txt startup-config

The following example downloads a copy of the image file “startup-config-srv.txt” from the HTTP server
with the IP address of 172.26.51.180 to a “startup-config” file on slot2 of the device.

NOTE
When downloading, the system will not allow you to use certain filenames as a destination (target)
filename.

device# copy http slot2 172.26.51.180 startup-config-srv.txt startup-config-dev.txt
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copy-received-cos

copy-received-cos

126

Syntax

Parameters

History

Classifies and prioritizes the management traffic for QoS.

copy-received-cos protocol

SSH
Specifies the SSH protocol.
Telnet
Specifies the Telnet protocol.
Release version Command history
5.7.00 This command was introduced.
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common-name

Syntax

Parameters

Modes

Examples

History

Specifies the common name parameter for the Public Key Infrastructure (PKI) entity.
common-name name

name
Specifies the common name parameter for the PKI entity.

PKI entity configuration mode

The following example specifies the common name parameter for the PKI entity.

device (config)# pki entity brocade entity
device (config-pki-entity-brocade entity)# common-name brocade e

common-name

Release version Command history

05.8.00 This command was introduced.
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country-name

country-name

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

128

Configures the country code for the Public Key Infrastructure (PKI) entity.

country-name name

name

Specifies the country code for the PKI entity.

PKI entity configuration mode

The country code is specified as a standard two-character code for a country. For example, IN can be

the country code for India and US for United States of America.

The following example configures the India country code for the PKI entity.

device (config)# pki entity brocade entity

device (config-pki-entity-brocade entity)# country-name IN

Release version

Command history

5.8.00

This command was introduced.
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crl-query

cri-query
Sets the certificate revocation list (CRL) URL name if the revocation check is configured as CRL in the
device.
Syntax  crl-query URL name
no crl-query URL name

Parameters  URL name
The CRL URL name.

Modes  PKI trustpoint configuration mode.
Usage Guidelines = The no form of the command removes the specified CRL URL name.

Examples  The following example specifies the CRL URL name as provided.

device (config) # pki trustpoint brocadel
device (config-pki-trustpoint-brocadel)# crl-query http://WIN-
HJ98AK136A0.englab.brocade.com/CertEnroll/englab-WIN-HJ98AK136A0-CA-7.crl

History  Release version Command history
5.9.00 This command was introduced.
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crl-update-time

crl-update-time

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

History

130

Sets the certificate revocation list (CRL) update period for a certificate.

crl-update-time hours

no crl-update-time hours

The CRL update period depends on the next update field in the CRL file.

hours

The CRL update period value in hours. Valid values range from 1 through 1000

hours.

PKI trustpoint configuration mode.

The no form of the command removes the specified CRL update time.

The following example specifies the CRL update time as 10 hours.

device (config)# pki trustpoint brocadel
device (config-pki-trustpoint-brocadel) # crl-update-time 10

Release version

Command history

5.9.00

This command was introduced.
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cspf-computation-mode

cspf-computation-mode

Configures the I1S-IS ignore overload bit.

Syntax  cspf-computation-mode [ ignore-overload-bit | use-bypass-liberal | use-bypass-metric | use-igp-
metric | use-te-metric ]

no cspf-computation-mode [ ignore-overload-bit | use-bypass-liberal | use-bypass-metric | use-
igp-metric | use-te-metric ]

Command Default By default, this command is disabled.

Parameters  ignore-overload-bit

Ignores the overload bit during CSPF computation.
use-bypass-liberal

Uses the liberal mode for CSPF facility backup computation.
use-bypass-metric

Uses the bypass LSPs path for cost for selection between bypass LSPs.
use-igp-metric

Uses the IGP metric of the link for CSPF computation.
use-te-metric

Uses the TE metric of the link for CSPF computation.
Modes  MPLS policy configuration mode

Usage Guidelines  The no form of the command allows CSPF to reject the path transiting through and overloaded router
from the ingress.

Configuring this command will indicate that all the future CSPF calculations through an overloaded
transit router are not rejected.

Because the command is at the global level, it will affect all the LSPs.

Examples  The following example configures the software to ignore the overload bit during CSPF computation. The
output of the show mpls config command verifies the configuration.

device (config-mpls-policy) # cspf-computation-mode ignore-overload-bit
device (config-mpls-policy) #show mpls config
router mpls
policy
traffic-eng isis level-1
handle-isis-neighbor-down
cspf-computation-mode ignore-overload-bit

History

Release version Command history
5.8.00 This command was introduced.
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cspf-computation-mode (LSP level)

cspf-computation-mode (LSP level)

Configures the CSPF computation mode for RSVP LSPs.
Syntax  cspf-computation-mode [ use-igp-metric | use-te-metric ]
no cspf-computation-mode [ use-igp-metric | use-te-metric |
Command Default By default, LSP uses the CSPF computation mode from the global configuration at MPLS policy level.

Parameters  use-igp-metric

Uses the IGP metric of the link for CSPF computation.
use-te-metric

Uses the TE metric of the link for CSPF computation
Modes Primary, secondary, and at static bypass LSP context level under the router MPLS mode.

Usage Guidelines  The cspf-computation-mode command configures the computation mode for CSPF to use TE-metric
or IGP-metric at primary, secondary, and static bypass LSP levels by overriding global LSP
configuration.

The no version of this command will set the CSPF computation to use the global configuration from
router MPLS policy level.

Examples  The following example explains configuration of CSPF computation mode to use TE-metric or IGP-
metric at LSP level.

device (config) # router mpls

device (config-mpls)# lsp test

device (config-mpls-lsp-test)# cspf-computation-mode ?
use-igp-metric use IGP metric of the link for CSPF computation
use-te-metric use TE metric of the link for CSPF computation

device (config-mpls-lsp-test)# cspf-computation-mode use-igp-metric
device (config-mpls-policy) # no cspf-computation-mode use-te-metric
Error:CSPF computation is configured to use igp-metric

device (config-mpls-policy)# no cspf-computation-mode use-igp-metric

History  Release version Command history

5.6.00 This command was introduced.
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database-overflow-interval (OSPFv3)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Configures frequency for monitoring database overflow.

database-overflow-interval interval

no database-overflow-interval

10 seconds. If the router enters OverflowState, you must reboot before the router leaves this state.

interval

Time interval at which the device checks to see if the overflow condition has
been eliminated. Valid values range from 0 through 86400 seconds (24 hours).

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

This command specifies how long after a router that has entered the OverflowState before it can
resume normal operation of external LSAs. However, if the external link state database (LSDB) is still
full, the router lapses back into OverflowState.

When the maximum size of the LSDB is reached (this is a configurable value in the external-Isdb-limit
CLlI), the router enters OverflowState. In this state, the router flushes all non-default AS-external-LSAs
that the router had originated. The router also stops originating any non-default external LSAs. Non-
default external LSAs are still accepted if there is space in the database after flushing. If no space
exists, the Non-default external LSAs are dropped and not acknowledged.

If the configured value of the database overflow interval is 0, then the device never leaves the database
overflow condition.

Enter no database-overflow-interval to disable the overflow interval configuration.

Examples  This example configures a database-overflow interval of 120 seconds.
device# configure terminal
device (config)# ipv6 router ospf
device (config-ospfé6-router)# database-overflow-interval 120
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dead-interval

dead-interval

Syntax

Command Default

Parameters

Modes

Usage Guidelines

134

Configures the interval that a Virtual Router Redundancy Protocol (VRRP) backup router waits for a
hello message from the VRRP master router before determining that the master is offline. When
backup routers determine that the master is offline, the backup with the highest priority becomes the
new VRRP master router.

dead-interval [ msec ] interval
no dead-interval [ msec ] interval

The default dead interval is internally derived from the hello interval. It is equal to 3 times the hello
interval + skew time, where skew time is equal to (256 - priority) divided by 256.

msec interval

Sets the interval, in milliseconds, that a VRRP backup router waits for a hello
message from the VRRP master router before determining that the master is
offline. Valid values range from 100 through 84000 milliseconds. The default
value is 1000 milliseconds. VRRP-E does not support the dead interval in
milliseconds.

interval

Sets the interval, in seconds, that a VRRP backup router waits for a hello
message from the VRRP master router before determining that the master is
offline. Valid values range from 1 through 84 seconds. The default value is 1
second.

Virtual-router-group configuration mode

The no form disables the advertisement of a VRRP backup router to a VRRP master router.

The dead interval is internally derived from the hello interval, by default. It is equal to 3 times the hello
interval + skew time, where skew time is equal to (256 - priority) divided by 256. Generally, if you
change the hello interval on the VRRP master device using the hello-interval command, you also
should change the dead interval using the dead-interval command on the VRRP backup devices.

A VRRP master router periodically sends hello messages to the backup routers. The backups use the
hello messages as verification that the master is still online. If the backup routers stop receiving the
hello messages for the period of time specified by the dead interval, the backup routers determine that
the master router is offline. At this point, the backup router with the highest priority becomes the new
master router.

The dead-interval command is configured only on VRRP backup routers and supported by VRRP and
VRRP-E.

NOTE
VRRP-E does not support the hello message interval in milliseconds.
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CommandsA-E

The following example sets the waiting period before a VRRP backup router determines a VRRP
master router is offline to 25000 milliseconds.

device# configure terminal

device (config) # router vrrp

device (config) # interface ethernet 1/6

device (conf-if-el1000-1/6)# ip address 10.53.5.1/24

device (conf-if-e1000-1/6)# ip vrrp vrid 1

device (conf-if-e1000-1/6-vrid-1)# backup priority 40 track-priority 10
device (conf-if-el1000-1/6-vrid-1)# ip-address 10.53.5.99

device (conf-if-e1000-1/6-vrid-1) # dead-interval msec 25000

device (conf-if-e1000-1/6-vrid-1) # activate

The following example sets the waiting period before a VRRP-E backup router determines a VRRP
master router is offline to 25 seconds.

device# configure terminal

device (config) # router vrrp-extended

device (config-vrrpe-router)# interface ethernet 1/5

device (conf-if-el1000-1/5)# ip address 10.53.5.3/24

device (conf-if-e1000-1/5)# ip vrrp-extended vrid 2

device (conf-if-e1000-1/5-vrid-2)# backup priority 50 track-priority 10
device (conf-if-el1000-1/5-vrid-2) # ip-address 10.53.5.1

device (conf-if-e1000-1/5-vrid-2) # dead-interval 25

device (conf-if-e1000-1/5-vrid-2) # activate
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default-link-metric

default-link-metric

Syntax

Command Default

Parameters

Modes

Usage Guidelines

136

Configures the metric value globally on all active IPv4 I1S-IS interfaces.
default-link-metric value [ level-1 | level-2 ]

no default-link-metric value [ level-1 | level-2 ]

The default-link-metric command is disabled by default.

default-link-metric
Specifies the global default-link-metric parameter for an IPv4 1S-IS unicast address family
configuration.

value
Specifies the default-link-metric value in metric style and configurable range. The metric
style consists of narrow or wide style. The narrow metric range is from 1 - 63. The wide
metric range is from 1 - 16777215. If you change the metric style configuration, the default-
link-metric value will also change. The new default-link-metric value is equal to the minimum
of the configured value, and the maximum value supported by the new metric style. For
example, if the metric style changes from a wide metric to a narrow metric, and the default-
link-metric value is greater than 63, the default-link-metric value changes to 63 because it is
the maximum value supported in the narrow metric style. When the metric style changes
from a narrow metric to a wide metric, there is no change to the default-link-metric value.

level-1 | level-2
Specifies the 1S-IS routing parameter as level-1 or level-2. You can choose to configure the
default-link-metric parameter as either level-1 or level-2. If the IS-IS routing parameter is not
configured, the default-link-metric value is applied to both level-1 and level-2.

IPv4 IS-IS unicast address family configuration level.

Use the default-link metric value command to change the metric value globally on all active IPv4 IS-IS
interfaces. The default-link metric value command is useful when you have a common IS-IS metric
value on all I1S-IS interfaces, other than the default metric value of 10. The command enables the metric
value for IPv4 routes per address family configuration. Use the no form of the command to reset the
metric value to the default value 10. The default-link metric value command is not applicable to MPLS
IS-IS shortcuts and tunnel interfaces.

You can change the metric value for a specific interface using the isis metric command or the isis ipv6
command. The isis metric command configuration takes precedence over the default-link metric
value command configuration.

During switchover or hitless upgrade, the 1S-IS default link metric configuration is not affected.
Backward compatibility is not supported.

NOTE
The default-link metric value command is supported on the Brocade Netlron XMR Series, the Brocade
MLX Series, and the Brocade Netlron CER Series and Brocade Netlron CES Series platforms.
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The following example configures the 1S-IS default link metric value to 30 for an IPv4 address family.
The default-link-metric value of 30 is applied to both level-1 and level-2.

device (config) # router isis

device (config-isis-router)# address-family-ipv4 unicast
device (config-isis-router-ipvdu) # default-link-metric 30
device (config-isis-router-ipvdu) #

The following example configures the 1S-IS default link metric value to 30 for level-1, and the IS-IS
default link metric value of 40 to level-2.

device (config) # router isis

device (config-isis-router)# address-family-ipv4 unicast

device (config-isis-router-ipvdu) # default-link-metric 30 level-1
device (config-isis-router-ipvdu) # default-link-metric 40 level-2

Use the show isis command to display the configuration for the IS-IS default link metric value.

device (config) # show isis

Default redistribution metric: 0

Default link metric for level-1: 33 (conf)/ 33 (adv)
Default link metric for level-2: 5 (conf)/ 5 (adv)
Protocol Routes redistributed into IS-IS:

Release version Command history

\5.7.00 This command was introduced.
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default-metric (OSPF)

default-metric (OSPF)

Sets the default metric value for the OSPFv2 or OSPFv3 routing protocol.
Syntax  default-metric metric
no default-metric
Command Default ~ The default metric value for the OSPFv2 or OSPFv3 routing protocol is 10.

Parameters  metric
OSPF routing protocol metric value. Valid values range from 1 through 65535.
Modes  OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode
OSPFv3 router VRF configuration mode

Usage Guidelines  This command overwrites any incompatible metrics that may exist when OSPFv2 or OSPFv3
redistributes routes. Therefore, setting the default metric ensures that neighbors will use correct cost
and router computation.

Enter no default-metric to return to the default setting.

Examples  This example sets the default metric to 20.

device# configure terminal
device (config) # router ospf
device (config-ospf6-router)# default-metric 20
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default-passive-interface

Syntax

Modes

Usage Guidelines

Marks all OSPFv2 and OSPFv3 interfaces passive by default.
default-passive-interface
no default-passive-interface

OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode
OSPFv3 router VRF configuration mode

When you configure the interfaces as passive, the interfaces drop all the OSPFv2 and OSPFv3 control
packets.

You can use the ip ospf active and ip ospf passive commands in interface subconfiguration mode to
change active/passive state on specific OSPFv2 interfaces. You can use the ipv6 ospf active and ipv6
ospf passive commands in interface subconfiguration mode to change the active and passive state on
specific OSPFv3 interfaces.

Use the no form of this command to disable it.

Examples  This example marks all OSPFVv2 interfaces as passive.

device# configure terminal
device (config)# router ospf
device (config-ospf-router) # default-passive-interface
This example marks all OSPFv3 interfaces as passive for VRF “red”.
device# configure terminal
device (config) # ipv6 router ospf vrf red
device (config-ospfé-router-vrf-red) # default-passive-interface
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delete-certificate

Deletes all the trustpoint certificates or a specific certificate associated with a trustpoint.
Syntax  delete-certificate [ certificate-serial-number ]

Parameters certificate-serial-number
Specifies the serial number of the certificate.

Modes  PKI trustpoint configuration mode.

Usage Guidelines  When the local certificate is deleted, the existing established IKEv2 SA are not affected but any new
IKEv2 SA establishment is not allowed if xX509v3 certificate is needed for authentication.

NOTE
This command is applicable only for certificates downloaded from CA server.

Examples  The following example deletes a specific trustpoint certificate.

device (config) # pki-trustpoint test
device (config-pki-trustpoint-test) # delete-certificate fe:75:dl:a3:bc:56:28:8e

History  Release version Command history

5.8.00 This command was introduced.
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disable authenticate md5

Syntax

Command Default

Modes

Usage Guidelines

Disables the MD5 authentication scheme for Network Time Protocol (NTP).
disable authenticate md5
no disable authenticate md5

If JITC is enabled, the MD5 authentication scheme is disabled. In the standard mode, the MD5
authentication scheme is enabled.

NTP configuration mode.

In the standard mode, both SHA1 and MD5 authentication schemes are supported. If JITC is enabled
using the jitc enable command, the MD5 authentication for Network Time Protocol (NTP) is disabled by
default and the disable authenticate md5 command can be seen in the running configuration. In the
JITC mode, only the SHA1 authentication option is available. The SHA1 authentication scheme must be
enabled manually by configuring the authentication key for NTP using the authentication-key
command and an example of configuring this command is shown below.

The no form of the command enables the MD5 authentication scheme.

Examples  The following example disables the MD5 authentication scheme.
device# configure terminal
device (config) # ntp
device (config-ntp)# disable authenticate mdb
The following example enables SHA1 authentication for NTP.
device# configure terminal
device (config) # ntp
device (config-ntp) # authentication-key key-id 20 shal keystring
History  Release version Command history
5.8.00 This command was introduced.
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distance (OSPF)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

142

Examples

Configures an administrative distance value for OSPFv2 and OSPFv3 routes.
distance { external | inter-area | intra-area } distance
no distance

The administrative distance value for OSPFv2 and OSPFv3 routes is 110.

external
Sets the distance for routes learned by redistribution from other routing
domains.
inter-area
Sets the distance for all routes from one area to another area.
intra-area
Sets the distance for all routes within an area.
distance

Administrative distance value assigned to OSPF routes. Valid values range
from 1 through 255. The default is 110.

OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode
OSPFv3 router VRF configuration mode

You can configure a unique administrative distance for each type of OSPF route.

The distances you specify influence the choice of routes when the device has multiple routes from
different protocols for the same network. The device prefers the route with the lower administrative
distance. However, an OSPFv2 or OSPFv3 intra-area route is always preferred over an OSPFv2 or
OSPFv3 inter-area route, even if the intra-area route’s distance is greater than the inter-area route’s
distance.

Enter no distance to return to the default setting.

This example sets the distance value for all external routes to 125.

device# configure terminal
device (config) # router ospf
device (config-ospf-router) # distance external 125

This example sets the distance value for intra-area routes to 80.

device# configure terminal
device (config)# ipvé router ospf
device (config-ospf6-router)# distance intra-area 80

This example sets the distance value for inter-area routes to 90.

device# configure terminal
device (config)# ipv6é router ospf
device (config-ospfé-router)# distance inter-area 90
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display-pkt-bit-rate

Displays the Packet and Bit rate statistics for the policy based routing.
Syntax  display-pkt-bit-rate
no display-pkt-bit-rate
Command Default  None.
Modes  ACL policy sub-configuration mode (config-acl-policy).

Usage Guidelines  When deploying this command, a new display format displays the PBR statistics. Otherwise, the old or
existing CLI display format is used (only packet rate statistics are displayed).

This configuration stores in the configuration file.

Examples  The following example shows how the new format can be enabled using the CLI command:

device (config-acl-policy) #display-pkt-bit-rate

Release version Command history
5.8.00 This command is introduced.
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dotlag-transparent

dotlag-transparent

Syntax

Command Default

Modes

Usage Guidelines

144

Examples

History

Forwards non-CCM packets without altering the packet prioritization at the ingress.
dot1ag-transparent

no dot1ag-transparent

The command is not enabled by default.

Global configuration mode.

When IEE 802.1ag CFM is not configured for the device, the priority of non-CCM packets can change
due to Protocol Packet Prioritization (PPP) at the ingress. Since the node needs to forward the packet
without altering the packet priority, Brocade recommends using this command when forwarding non-
CCM packets.

Theno form of the command reverts the command behavior back to default; non-CCM packets are
forwarded with altered packet prioritization.

The command is saved upon reload.

NOTE
The command is supported on Brocade Netlron XMR Seriesand Brocade Netlron MLX Series devices.

The following example forwards the non-CCM packet without altering the packet priority.

device (config)# dotlag-transparent

Release version Command history

5.7.00 This command was introduced.
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dotlx-key

Syntax

Command Default
Modes

Usage Guidelines

Examples

History

dotlx-key

Configures switch port to dynamically obtain MKA keys from RADIUS server.
dot1x-key

no dot1x-key

By default, this command is disabled.

Macsec ethernet and group configuration mode

The dot1x-key command is effective only if the interface is dot1x-enabled using the dot1x-enable
command.

NOTE
An MKA configuration group should be attached to the interface before applying dot1x-key configuration
on the interface.

The no form of the command disables dot1x-key configuration from the port.

The following example configures dot1x-key on Ethernet interface 1/1.

device# configure terminal

device (config) # dotlx-mka-enable

device (config-dotlx-mka) # enable-mka ethernet 1/1
device (config-dotlx-mka-eth-1/1)# dotlx-key

Release version Command history

5.8.00 This command was introduced.
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dotlx-mka-enable

Syntax

Command Default

Modes

Usage Guidelines

146

Examples

History

Enables MACsec Key Agreement (MKA) capabilities on a Brocade device and enters dot1x-mka
configuration mode.

dot1x-mka-enable

no dot1x-mka-enable

By default, MACsec MKA capabilities are not enabled.

Global configuration mode

When the dot1-mka-enable command is disabled, all the configurations under that mode are deleted. If

MKA is disabled, all the ports go into a down state. To bring the ports back to online, you must manually
enable each port.

The no form of this command disables the MKA and MACsec functionality on all ports.

The following example enables MACsec MKA capabilities is enabled on the device.

device# configure terminal
device (config) # dotlx-mka-enable
Brocade (config-dotlx-mka) #

Release version Command history

5.8.00 This command was introduced.
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eckeypair

Syntax

Parameters

Modes
Usage Guidelines

Examples

History

eckeypair

Specifies which Elliptic Curve key pair to use during enroliment.
eckeypair { key-label /abel | encryption-key-size encryption key-size | key-size key-size }

key-label /abel

Specifies the name of the key pair generated during enroliment. The name is
specified if it is not already existing or if the auto-enroll regenerate command
is configured.

encryption-key-size encryption key-size
Specifies the size of the second key that is generated to request separate
encryption, signature keys, and certificates.

key-sizekey-size
Specifies the size of the desired EC key pair. If the key size is not specified, the
existing key size is used. The supported values are 256 and 384.

PKI trustpoint configuration mode

The key pair is obtained by importing from the key file that has a specific label.

The following example specifies which EC key pair to use during enroliment.

device (config) # pki-trustpoint test

device (config-pki-trustpoint-test)# eckeypair key-label brocade

The following example specifies the encryption key size.

device (config) # pki-trustpoint test

device (config-pki-trustpoint-test)# eckeypair encryption-key-size 100

The following example specifies the desired EC key size of 256.

device (config) # pki-trustpoint test
device (config-pki-trustpoint-test) # eckeypair key-size 256

Release version Command history

05.8.00 This command was introduced.

05.8.00b This command was modified to add the encryption-key-size and key-size
keywords.
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egress-truncate

Syntax

Command Default

Modes

Usage Guidelines
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Examples

History

Enables the truncation of egress packets for a port.
egress-truncate
no egress-truncate

The command is not enabled by default. The specified size of the truncated packet is set globally using
the egress-truncate-size command.

This command is used at the config level.

The no form of the command disables truncation on the specific port. The egress-truncate command is
supported for LAG ports.

The egress-truncate-size command enables truncation on all ports that are members of the LAG. The
following example shows both LAG configuration and enabling truncate

device (config)# lag lagl static id 1

device (config-lag-lagl)# ports Ethernet 1/1 to 1/4

device (condfig-lag-lagl)# primary Ethernet 1/1
device (config-lag-lagl)# deploy

device (config-if-1/1)# egress-truncate

Release version Command history

5.9.00 This command was introduced.
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egress-truncate-size

egress-truncate-size

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Sets the size of the truncated egress packets globally.
egress-truncate-size value slot [all |slot_no [ <device_id>]]
no egress-truncate-size

The command disabled by default. When enabled, the default setting is 64 bytes.

value

The packet size in bytes after being truncated.
slot_no

An optional value for the slot number.
device_id

An optional value for the device ID.

Global configuration mode.

The no form of this command disables truncating globally. Use the egress-truncate command to
enable truncation. The egress-truncate-size command is supported globally for LAG ports.

Examples  The command must be enabled on a port or LAG using the egress-truncate command. The following
example sets the size of the truncated egress packets to 200 bytes on all slots.
Brocade (config) #egress-truncate-size 200 slot all
History Release version Command history
5.9.00 This command was introduced.
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email

Configures the email ID for the Public Key Infrastructure (PKI) entity.

Syntax  email string
no email string

Parameters  string
Specifies the email ID for the PKI entity.

Modes  PKIl entity configuration mode.
Usage Guidelines  The no form of the command removes the configured email ID.

Examples  The following example configures the email ID (user@brocade.com) for the PKI entity.

device (config)# pki entity test
device (config-pki-entity-test)# email user@brocade.com

History  Release version Command history

5.8.00 This command was introduced.
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enable-mka

Syntax

Command Default

Parameters

Modes

Usage Guidelines

enable-mka

Enables MACsec Key Agreement (MKA) on a specified interface and changes the mode to dot1x-mka-
interface mode to enable related parameters to be configured.

enable-mka ethernet s/ot/port [ to slotiport ]
no enable-mka ethernet s/ot/port [ to slotlport ]|
MKA is not enabled on an interface.

ethernet slot port

Specifies an Ethernet interface and the slot on the device, and the port on that
slot.

dot1x-mka-interface mode

For a MACsec channel to be created between two ports, both ports and devices designated must have
MACsec enabled and configured.

The no form of the command removes MACsec from the port.

NOTE
Primary port configuration will not be applied to all secondary ports in a LAG. LAG member ports should
have individual configurations to enable MACsec.

Examples  The following example enables MACsec on Ethernet interface 1/1.

device (config-dotlx-mka) # enable-mka ethernet 1/1
device (config-dotlx-mka-eth-1/1)#
The following example configures MKA on multiple ports and enters the multiple interface configuration
mode.
device (config-dotlx-mka) # enable-mka ethernet 1/1 to 1/10
device (config-dotlx-mka-mif-eth-1/1-1/10)#

History Release version Command history
5.8.00 This command was introduced.
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encryption

Syntax

Parameters

Modes
Usage Guidelines

Examples

History

152

Configures the encryption algorithm used to protect IKEv2 data.
encryption { aes-cbc-128 | aes-cbc-256}
no encryption { aes-cbc-128 | aes-cbc-256}

aes-cbc-128

Specifies the 128-bit advanced encryption standard cipher block chaining
algorithm.
aes-cbc-256

Specifies 256-bit advanced encryption standard cipher block chaining
algorithm.

IKEv2 proposal configuration mode
The no form of the command removes the encryption algorithm.

The following example configures the encryption algorithm used to protect IKEv2 data.

device (config) # ikev2 proposal brocade
device (config-ikev2-proposal-brocade) # encryption aes-cbc-256

Release version Command history

05.8.00 This command was introduced.
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enroliment

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

enroliment

Configures the enrollment information such as retry count, retry period, or profile for the polling interval
for the certificate authority (CA).

enrollment { retry-count count | retry-period period | profile profile name }

no enrollment { retry-count count | retry-period period | profile profile name }

retry-count
Specifies the retry count value to get the CA.

count
The retry count value in numbers. Valid numbers range from 1 through 100.
The default is 10.

retry-period
Specifies the time period to keep trying to get the CA.

period
The time period value in minutes. Valid numbers range from 1 through 60
minutes. The default is 1 minute.

profile

Specifies the profile name to get the CA.
profile name

The profile name specified to get the CA.
PKI trustpoint configuration mode.

The no form of the command disables the device from configuring enrollment options.

When the device configures the enrollment command for a second time to request the CA, the retry
period between requests increases exponentially, with an additional 1 minute interval added at every
increment.

The following example specifies the retry count value as 11.

device (config) # pki trustpoint brocadel

device (config-pki-trustpoint-brocadel)# enrollment retry-count 11
The following example specifies the retry period of 2 minutes to get the CA.
device (config) # pki trustpoint brocadel

device (config-pki-trustpoint-brocadel)# enrollment retry-period 2
The following example specifies the profile name as "Jane".

device (config) # pki trustpoint brocadel
device (config-pki-trustpoint-brocadel) # enrollment Jane

Release version Command history

5.9.00 This command was introduced.
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esn-enable

esn-enable

Configures the Extended Sequence Number (ESN) for IPsec.

Syntax  esn-enable

no esn-enable
Modes IPsec proposal configuration mode.
Usage Guidelines  The no form of the command disables the ESN.

Examples  The following example configures the ESN for IPsec.

device (config) # ipsec proposal brocade
device (config-ipsec-proposal-brocade)# esn-enable

History  Release version Command history

5.8.00 This command was introduced.
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exclude-interface

The user can create a bypass LSP by using the bypass-Isp command. The bypass LSP is the
specification of excluded interfaces, which can be embodied as individual interfaces, ranges of
interfaces, groups, or LAGs. Using this command the user can choose the interface to avoid as well as
protect.

Syntax  exclude-interface { ethernet slot/port [ ethernet slot/port | to slot/port] | pos slot/port [ pos slot/port |
to slot/port ] | ve inteface_id }

no exclude-interface { ethernet slot/port [ ethernet slot/port | to slot/port] | pos slot/port [ pos slot/
port | to slot/port ] | ve inteface_id }

Command Default By default, an interface is not protected.

Parameters  ethernet slot/port
Specifies Ethernet port.

to slot/port

Specifies the receiving port.
pos slot/port

Specifies the selected individual POS interface port.

to slot/port

Specifies the receiving port.
ve interface_id

Specifies the selected Virtual Ethernet (VE) interface.
Modes  MPLS bypass LSP sub-configuration mode

Usage Guidelines  This is used for facility backup FRR. In the context of bypass LSP, the user can configure an MPLS
interface as an exclude (protected) interface against resource failures using a bypass LSP. The user
can specify a VE interface as exclude-interface. When a protected LSP egress interface is a VE
interface, then any fault on a VE interface could trigger FastReroute. The following example configures
protection for MPLS interface ve 100 using facility backup FRR.

The no form of the command removes the bypass LSP.

Examples  The following example displays the command.

device# configure terminal

device (config) # router-mpls

device (config-mpls)# bypass-1lsp 123

device (config-mpls-bypasslsp-123)# exclude-interface ethernet 1/1 ethernet 1/3

device (config-mpls-bypasslsp-123)# exclude-interface ethernet 1/1 ethernet 1/3 to 1/4

Brocade Netlron Command Reference 155
53-1003824-01



external-Isdb-limit (OSPFv3)

external-Isdb-limit (OSPFv3)

Configures the maximum size of the external link state database (LSDB).
Syntax  external-Isdb-limit value
no external-Isdb-limit
Command Default 250000

Parameters  value

Maximum size of the external LSDB. Valid values range from 1 through
250000.

Modes  OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines  If you change the value, you must save the running-config file and reload the software. The change
does not take effect until you reload or reboot the software.

Enter no external-Isdb-limit to return to the default setting.

Examples  This example sets the limit of the external LSDB to 15000.

device# configure terminal
device (config)# ipvé router ospf
device (config-ospf6-router)# external-lsdb-limit 15000
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ext-stats-mode slot

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables the extended statistics mode to display QinQ VLAN statistics.
ext-stats-mode slot { number}

no ext-stats-mode slot { number}

The extended statistics mode is not enabled.

number

Specifies the interface module slot number for a 32-slot chassis (1-32), a 16-
slot chassis (1-16), an 8-slot chassis (1-8), and a 4-slot chassis (1-4).

Global configuration mode

Use this command to enable egress QinQ statistics when the extended counters are configured for a
particular VPLS, VLL, or VLL-local instance. Extended statistics is enabled for ingress QinQ statistics by
default. This CLI is added to support egress QinQ statistics. The QinQ statistics support is enabled only
for QinQ VLANSs configured under VPLS, VLL, and VLL-local.

This command configuration is supported on the Brocade MLX Series and Brocade Netlron XMR Series
devices. On the BR-MLX-10Gx24 interface module, only the ingress QinQ statistics extended counters
are supported. Gen1.1 modules are not supported.

When the command is enabled, the number of counters supported for egress port VLAN statistics per
NP is reduced to 8191. There is no change to the number of counters for ingress. When the command
is not enabled for QinQ statistics, the number of counters supported for ingress and egress does not
change. The following table details the number of egress port VLAN counters supported on both ingress
and egress counters, before and after enabling the ext-stats-mode slot command.

Number of unique egress Number of unique egress
port-VLAN counters after

Account based on
internal priority of packet port-VLAN that have

Switched and routed
packets

counters (pre-5.9)

enabling QinQ statistics
mode

Switch and Route No 32767 on ingress and 32767 on ingress and 8191

combined 32767 on egress; each set on egress; each set having
having 8 counters. 1 counter.

Switch and Route Yes 4095 on ingress and 4095 4095 on ingress and 4095

combined on egress; each set having on egress; each set having
8 counters. 8 counters.

Switch or Route separately No 16383 on ingress and 16383 on ingress and 8191
16383 on egress; each set on egress; each set having
having 2 counters. 2 counters.

Switch or Route separately Yes 2047 on ingress and 2047 2047 on ingress and 2047

on egress; each set having
16 counters.

on egress; each set having
16 counters.

You must reload the interface module for the command to go into effect. A warning message of the
required reload is displayed when the command is executed.

A syslog and warning message is generated if all 8191 egress statistics are utilized on a specific LP. A
warning message similar to the following is displayed:
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Examples

History

"Warning: Extended-Counter Egress Stats ID allocation failed for VPLS Eth 2/1 Vlan Id 200, Inner Vian
Id 500 "

There is a set number of counters supported per NP from hardware. If you receive this message, you
can move the ports to the other NP. Each vport (port-VLAN combination) utilizes one statistics ID.

The show mpls statistics vpls and clear mpls statistics vpls commands are modified to include the
parameter inner-vlan vian-id. The parameter specifies the ID of the configured inner VLAN. If the
inner-vlanv/an-id parameter is not specified, the output displays vlan statistics only. To display specific
tx/egress statistics, the ext-stats-mode command must be enabled for the LP module. If the command
is not enabled for a specific slot, the QinQ statistics displays an NA value for ports of that slot.

The no form of the command disables the extended statistics mode to display QinQ VLAN statistics.

The following example enables the extended statistics mode to display QinQ VLAN statistics on
interface module slot 4.

device (config) # ext-stats-mode slot ?

DECIMAL LP slot (32-slot: 1-32, 1l6-slot: 1-16; 8-slot: 1-8; 4-slot: 1-4)

device (config) # ext-stats-mode slot 4

Please write memory. LP-2 reload is required for ext-stats-mode enable/disable to
take effect.

Use the show running-config command to display the configuration for the ext-stats-mode command.

device (config)# show running-config | inc ext-stats-mode
ext-stats-mode slot 1
ext-stats-mode slot 2
ext-stats-mode slot 3
ext-stats-mode slot 4

Release version Command history

5.9.00 This command was introduced.
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fingerprint

Configures the fingerprint for the Certificate Authority (CA).
Syntax  fingerprint hex-data

Parameters  hex-data
Specifies the hex data for the fingerprint in the xx:xx:xx:xx format.

Modes  PKI trustpoint configuration mode.

Usage Guidelines  When the CA sends the certificate, it should match the fingerprint configured for the certificate to be
accepted.

Examples  The following example configures the fingerprint for the CA.

device (config) # pki-trustpoint test
device (config-pki-trustpoint-test)# fingerprint 81:b7:d4:ab:05:53:fd:
64:05:18:09:36:94:82:03:56:bc:93:74:c3

History Release version Command history
5.8.00 This command was introduced.
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fqdn

Syntax

Parameters

Modes

Examples

History

160

Configures the fully qualified domain name (FQDN) for the PKI entity.
fqdn string

string
Specifies the FQDN for PKI entity.

PKI entity configuration mode.

The following example configures the FQDN for the PKI entity.

device (config)# pki entity brocade entity
device (config-pki-entity-brocade entity)# fqdn red

Release version Command history

5.8.00 This command was introduced.
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garp-ra-interval

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Sets the interval between gratuitous ARP (GARP) router advertisements when Virtual Router
Redundancy Protocol Extended (VRRP-E) scaling is configured.

garp-ra-interval interval
no garp-ra-interval interval
Gratuitous ARP router advertisements are sent every 30 seconds.

interval

Sets the gratuitous ARP router advertisements interval timer, in seconds.
Values range from 30 to 120 seconds. Default is 30 seconds.

Global configuration mode

This command is used with the VRRP-E scaling feature where VRRP-E instances are grouped and
hello messages between group members are stopped to reduce the CPU load and allow more VRRP-E
instances to be configured. Gratuitous ARP messages are still sent by the group master on behalf of its
members to advertise the virtual MAC address to devices on the network, but at a longer intervals.

The no form of this command resets the default value of 30 seconds between gratuitous ARP router
advertisements.

Examples  The following example sets the gratuitous ARP router advertisement interval to 90 seconds.
device# configure terminal
device (config) # router vrrp-extended
device (config-vrrpe-router)# garp-ra-interval 90
History Release version Command history
5.8.00 This command was introduced.
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gig-default

Enables auto-negotiation support for 1G ports.
Syntax  gig-default { auto-gig | neg-off | auto-full | neg-full-auto }
no gig-default { auto-gig | neg-off | auto-full | neg-full-auto }
Command Default  The default value is auto.

Parameters  auto-gig

The port tries to performs a negotiation with its peer port to exchange capability
information. This is the default state.
neg-off

The port does not try to perform a negotiation with its peer port.
auto-full

The port tries to perform a negotiation with its peer port to exchange capability
information. If it is unable to reach an agreed upon speed, the port goes into a
fixed speed and keeps the link up.

neg-full-auto

The port is only for copper-SFP and to support 10/100/1000M tri-speed auto
negotiation.

Modes EXEC mode.

Usage Guidelines  Unless the ports at both ends of a Gigabit Ethernet link use the same mode (either auto-gig or neg-off),
the ports cannot establish a link. An administrator must intervene to manually configure one or both
sides of the link to enable the ports to establish the link.

The no form of the command disables Remote Fault Notification (RFN) after enabling.
Supports the following modules:

+ 20x10GE

+ 4x10GE-IPSEC

Examples  The following example displays how to change the negotiation mode for individual port.

device (config)# interface ethernet 4/1 to 4/4
device (config-mif-4/1-4/4)# gig-default neg-off

History  Release version Command history

5.8.00a This command was modified include the parameters neg-off and auto.
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graceful-restart (OSPFv2)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Enables the OSPF Graceful Restart (GR) capability.
graceful-restart [ helper-disable | restart-time seconds ]

no graceful-restart

Graceful restart and graceful restart helper capabilities are enabled.

helper-disable

Disables the GR helper capability.
restart-time

Specifies the maximum restart wait time, in seconds, advertised to neighbors.
The default value is 120 seconds. The configurable range of values is from 10
through 1800 seconds.

OSPF router configuration mode

OSPF router VRF configuration mode

The no form of the graceful-restartcommand disables the graceful restart capability.

Use no graceful-restart helper-disable to re-enable the GR helper capability.
The following example disables the GR capability.

device# configure terminal
device (config) # router ospf
device (config-ospf-router)# no graceful-restart

The following example disables the GR helper capability.

device# configure terminal
device (config)# router ospf
device (config-ospf-router) # graceful-restart helper-disable

The following example re-enables the GR helper capability.

device# configure terminal
device (config)# router ospf
device (config-ospf-router)# no graceful-restart helper-disable

The following example re-enables the GR capability.

device# configure terminal
device (config)# router ospf
device (config-ospf-router)# graceful-restart

The following example re-enables the GR capability and changes the maximum restart wait time from
the default value to 240 seconds.

device# configure terminal
device (config)# router ospf
device (config-ospf-router)# graceful-restart restart-time 240
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graceful-restart helper (OSPFv3)

Enables the OSPFv3 graceful restart (GR) helper capability.
Syntax  graceful-restart helper { disable | strict-lsa-checking }
no graceful-restart helper
Command Default  GR helper is enabled.

Parameters disable

Disables the OSPFv3 GR helper capability.
strict-Isa-checking

Enables the OSPFv3 GR helper mode with strict link-state advertisement (LSA)
checking.

Modes  OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode
Usage Guidelines  Enter no graceful-restart helper to disable the GR helper capability on a device.

Examples  This example enables GR helper and set strict LSA checking.

device# configure terminal
device (config)# ipv6 router ospf
device (config-ospfé-router-ospf) # graceful-restart helper strict-lsa-checking

This example enables GR helper and set strict LSA checking.
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group-master interface

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Configures a Virtual Router Redundancy Protocol Extended (VRRP-E) device in interface configuration
mode as the VRRP-E group master of a logical grouping of VRRP-E instances.

group-master interface { ethernet slot/port | ve vrid } vrid id
no group-master interface { ethernet slot/port | ve vrid } vrid id
No group master is configured.

ethernet slot/port

Configures the VRRP-E group master for the specified port.
ve vrid

Configures the VRRP-E group master for the specified virtual Ethernet port.
vrid id
Assigns the VRID of the group master for the specified port.

Virtual router interface configuration mode.

This command is used as a grouping mechanism to allow the scaling of the number of VRRP extended
(VRRP-E) instances up to 4000 instances. VRRP-E instances are configured into logical groups
consistently across all the VRRP-E master and backup devices.

The no form of this command removes the grouping configuration.

Examples  The following examples configures virtual router 1 on interface ve 1 as the VRRP-E group master of the
virtual router 2 on interface ve 2.
device# configure terminal
device (config)# router vrrp-extended
device (config-vrrpe-router)# interface ve 2
device (conf-vif-2)# ip address 10.53.5.1/24
device (conf-vif-2)# ip vrrp vrid 2
device (conf-vif-2-vrid-2)# group-master interface ve 1 vrid 1
History Release version Command history
5.8.00 This command was introduced.
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hello-interval (VRRP)

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Examples

166

Configures the interval at which master Virtual Router Redundancy Protocol (VRRP) routers advertise
their existence to the backup VRRP routers.

hello-interval [ msec ] interval
Hello messages from VRRP master routers are sent every second to backup routers.

msec interval

Interval, in milliseconds, at which a master VRRP router advertises its existence
to the backup routers. Valid values range from 100 through 84000 milliseconds.
Default is 1000 milliseconds. VRRP-E does not support the hello message
interval in milliseconds.

Virtual-router-group configuration mode.

A VRRP master router periodically sends hello messages to the backup routers. The backups use the
hello messages as verification that the master is still online. If the backup routers stop receiving the
hello messages for the period of time specified by the dead interval, the backup routers determine that
the master router is dead. At this point, the backup router with the highest priority becomes the new
master router.

The dead interval is internally derived from the hello interval, by default. It is equal to 3 times the hello
interval + skew time, where skew time is equal to (256 - priority) divided by 256. Generally, if you
change the hello interval using the hello-interval command, you also should change the dead interval
using the dead-interval command on the VRRP backup routers.

The hello-interval command is configured only on VRRP master routers and supported by VRRP and
VRRP-E.

The no form resets the hello message interval to its default value.

NOTE
VRRP-E does not support the hello message interval in milliseconds.

The following example enables advertisements from the VRRP master router and sets the hello
message interval to 10000 milliseconds.

device# configure terminal

device (config)# router vrrp

device (config)# interface ethernet 1/6

device (conf-1f-el10000-1/6)# ip address 10.53.5.1/24

device (conf-1f-e10000-1/6)# ip vrrp vrid 1

device (conf-if-e10000-1/6-vrid-1)# owner

device (conf-1f-el10000-1/6-vrid-1)# ip-address 10.53.5.1
device (conf-if-e10000-1/6-vrid-1)# hello-interval msec 10000
device (conf-if-e10000-1/6-vrid-1)# activate
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The following example enables advertisements from the VRRP-E master router and sets the hello
message interval to 15 seconds.

device# configure terminal

device (config) # router vrrp-extended

device (config) # interface ethernet 1/5

device (conf-1f-e10000-1/5)# ip address 10.53.5.3/24

device (conf-if-e10000-1/5)# ip vrrp-extended vrid 2

device (conf-if-e10000-1/5-vrid-2)# backup priority 50 track-priority 10
device (conf-1if-e10000-1/5-vrid-2)# ip-address 10.53.5.1

device (conf-if-e10000-1/5-vrid-2)# hello-interval 15

device (conf-if-e10000-1/5-vrid-2) # activate
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ike-profile

Configures the IKE profile attached with the IPsec profile.

Syntax ike-profile ike-profile-name

no ike-profile ike-profile-name

Parameters  ike-profile-name
Specifies the IKE profile name attached with the IPsec profile.

Modes IPsec profile configuration mode
Usage Guidelines

Examples  The following example configures the IKE profile attached with IPsec profile.

device (config)# ipsec profile brocade
device (config-ipsec-profile-brocade)# ike-profile red

History  Release version Command history

05.8.00 This command was introduced.
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ikev2 auth-proposal

Configures the IKEv2 authentication name and enters the authentication configuration mode.

Syntax ikev2 auth-proposal auth-name

no ikev2 auth-proposal auth-name

Parameters  auth-name
Specifies the IKEv2 authentication name for the IKEv2 profile.

Modes  Global configuration mode.
Usage Guidelines  The no form of the command removes the configured IKEv2 authentication name.

Examples  The following example configures the IKEv2 authentication.

device (config) # ikev2 auth-proposal secure

History

Release version Command history
5.8.00 This command was introduced.
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ikev2 cookie-challenge

Enables the Internet Key Exchange version 2 (IKEv2) cookie challenge option.

Syntax  cookie-challenge number

no cookie-challenge number
Command Default By default, this command is disabled.

Parameters  number

Specifies the maximum number of Security Associations (SA) supported. The
maximum number of SAs supported are from 1 through 2000.

Modes  Global configuration mode.

Usage Guidelines  The command is enabled only when the maximum number of half-open IKE SAs go beyond the
configured cookie challenge number.

The no form of the command disables the cookie challenge number.

Examples  The following example configures an IKEv2 cookie challenge.

device (config)# ikev2 cookie-c