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ShOW MPIS 1AP FEC... it 547
Show mMpIs 1dp iNterface. ..........ooiiiiiiiii e 551
show mpls 1dp NEIGDOT ..o 552
Show MPIS 1AdP Path........eiiii e 554
ShOW MPIS AP PEET.....eeiiiiii it 555
ShOW MPIS AP SESSION ... 557
Show mMpIs 1dp StatiStiCS......cooueiiiiii e 559
Show MPIS AP TUNNEL ... 561
SNOW MIPIS ISPt 563
ShOW MPIS ISP_P2IMP_XC ..ttt 571
ShOW MPIS PAth.....eeiii 572
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SNOW MPIS PONCY .t 574

SNOW MPIS FOULE ...t 577
ShOW MPIS rSVP iNTEIfaCE. ......viiiiiiiii e 579
Show MPIS rsVP NEIGDOT ......ooiiiiiii e 581
SNOW MPIS FSVP SESSION......eiiiiiiieiiiee ettt 583
Show MPpIS rsvp SESSION DACKUP........cccuviiiiiiiiiie e 588
ShOW MPIS rSVP SESSION DIiEf......ccouiiiiiiii e 590
ShOW MPIS rSVP SESSION DYPASS......ueiiiiiiiiiiiiiiiieee et 592
show mpls rsvp session destination.............ccccoviiiiiiie i 594
show mpls rsvp session detail..........oooeviiiiiiii 596
Show MPIS rsVP SESSION AELOU......cccviiiiiiiiiiiee e 598
ShOW MPIS rSVP SESSION AOWN....c..viiiiiiiiiiiiee et 600
ShOw MPIS rsvp SESSION EXIENSIVE........cooueiiiiiiiiiiiie e 602
Show mpIs rsvp Session (iNGreSS/Egress)........uuuuriiiiieeiiieeriiee e 605
show mpls rsvp session (iNterface)..........cccovveeriiiiiiiiei e 606
ShOW MPIS rSVP SESSION NAME........uiiiiiiiiiiiiee ittt 607
ShOW MPIS rSVP SESSION P2MP...ciiiiiiiiiiieiieee ittt 611
ShOW MPIS ISVP SESSION P2P....eeeieiiiiieeiiie ettt 614
ShOW MPIS rSVP SESSION PPENG.......ueiiiiiiiiiiiiie et 615
ShOW MPIS rSVP SESSION tranSit........c.ceviiiieiiiiiii e 616
SNOW MPIS ISVP SESSION UP...cuviiiiiiiiieiiiie ettt 618
ShOW MPIS rSVP SESSION WIdE......coiiuiiiiiiiiiiiiie e 620
Show MPIS rsvp STatiStICS .....ooviviiiiiii 622
ShOW MPIS STALIC-ISP...ceiiiiiiiiei e 624
Show MPIS StatiStiCs BPE........cooiiiiiiiiii e 627
show mpls statistics bypass-ISP.........ccccerriiiiiiiii e 628
show mpls statistics label............ooouiiiiiiii 629
show mpls statistics Idp transit..............ccocoiiii 631
show mpls statistics Idp tunnel ...........ccooiiiii 632
Show MPIS StatiStiCS ISP......viiiiiiiiiiee e 633
show mpls statistics 0aM..........cceiiiiiiii e 634
Show MPIS StatiStiCs Vil.........ceeiiiiiiiii e 635
show mpls statistics VII-IOCal............cccoiiiiiiiii e 636
Show MPIs StatistiCs VPIS........eeiiiiiiiiiie e 638
Show MPIS StatiStiCs VIf..........oiiiiiii e 640
SNOW MPIS SUMMAIY ....uiiiiiiiiieiiee ettt 641
show mpls ted database............cceeiiiiiiiiiiii e 642
Show mMpIs ted path.........cocuiiii 643
SNOW MPIS Vil ..o 646
ShOW MPIS VI-IOCAL. ......eiiiiiiiiiii e 650
SNOW MPIS VPIS...ceiiiiiiie ettt 652
SNOW MISTP .o 658
SNOW IMVID ..ttt e e e et 659
ShOW MVIP @ttriDULES. ... 660
SNOW MVIP CONTIG. ettt 661
ShOW MVIP STAtISHICS...ceiiiiiiiiiie e 662
show nht-table ipsec-based...........cocceviiiiiiiiiii e 663
SNOW OPENFIOW. ...ttt 664
Show 0peNnflow CONLIOIIET..........coiiiiiiiiie e 666
Show 0OpeNnflow fIOWS.......cccuuiiiiiiiii e 667
ShOW OPENFIOW GrOUPS. ....ciiiiiiiiiiiie it 669
show openflow iNterface. ...........oooiiiiiiiiii e 670
ShOW OPENflOW MELETS. .....coouiiiiiiiii e 671
ShOW OPENFlOW QUEUES........coiiiiiiiiiiiii e 673
ShOW PIM INEEITACE ......veeiiiii e 675
Show pim MUItICAST-fItEr.........ooiiiii 676
ShOW PKi CEtIfICateS. .. ..cviiiiiiii e 677
SNOW PKi COUNTETS......oiiiiiiiiiiie e 679
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SNOW PKIi CFIS...ciiiii ittt 680

show pki enrollment-profile.............ccccooiiiiiiiiiii e 681
ShOW PKi €NTILY.....eeiiiiiieiiee e 682
Show pki K€Y MYPUDKEY.......cccueiiiiiiiiiiiie i 683
ShOW PKi TrUSTPOINT. ... e 684
show rate-limit counters bum-drop.........cccocceeiiiiiiiii 686
show rate-limit detail............ccooiiiiii 688
show rate-limit interface............ccoouiiiiiiii 689
show rate-limit ipv6 hoplimit-expired-to-Cpu............coceevcviiiiieiiiiieeeiee e 690
show rate-limit option-pkt-to-CPU..........cocueeeiiiiiiiiii e 691
show rate-limit ttl-expired-to-CpuU............ceeeiiiiiiiiii e 692
SNOW FMON @lAIML....iiiiiiiei e 693
ShOW rmoN StatiSTICS......cooiiiiiiiiie e 694
SNOW FOUTE-MAP. ...t 697
SNOW FSED ettt e 698
ShOW FUNNING-CONFIG. ...ttt e 700
Show STIOW StatiSTICS .....cooiviiiiiiie i 702
ShOW SPANNING-TrEE ......coiiiiiiiiiii e 703
ShOW STAtISTICS ....eiiiieiiiii e 704
ShOW SYSMON CONTIG ...eeeiiiiiiiiiiie et 708
Show Sysmon results brief...........coii 709
show sysmon results detail.............ccoooviiiiiiiiiiie 71
ShOW SYySmMON SChEAUIE..........ccoiuiiiiiiiiiiiie e 713
ShOW TEIEMETIY ..ot e 715
ShOW TEIMINALL.....coiiiiiii e e 716
show tm-vog-stat QUEUE-ArOPS..........cceiiiiiiiiiiie e 717
SNOW VIBN......eiiiiii e 718
Show vIan tvf-lag-1D ........ooomiiiii 720
.............................................................................................................. 721
SIOW-STAN. ... 721
SNMP-SEIVEr COMMUNILY.......uiiiiiiiiiiiiee e 722
SNMP-SEIVET CONEEXE ...vvieiiiiiiiiieiii e e e e e e e e e e 724
snmp-server enable MID..........ooviiiii i 725
snMp-server enable traps........cccccciiiiiiiii e 726
snmp-server enable traps bum-rl-traps.........ccccccvvvivi 727
SNMP-SEIVEL NOSL.....cccii i e e enaaeees 728
snmp-server mib COMMUNItY-MaP........cooiuiiiiiiiiie e 730
spanning-tree PVSt-protect............ooouiiiiiiii e 731
SEAtE-NAME. ... 733
SEALICISP .ttt ————— 734
StAtiC-MAC-AAAIESS. ....eei i 735
statistics-load-interval............cooouiii 736
SUDJECE-aIt-NAME. ..o 737
summary-address (OSPFV3)........ooiiiiiiiiieeie e 738
LT 0 o] o] =SS = Tor Y= o SO 740
sysmon fe liNk auto-tuNe ...........cooooiiiiiii e 741
sysmon Ip-high-cpu enable ... 742
sysmon Ip-high-cpu threshold ..., 743
SYSMON NP MEMOTY-EITOFS ...ceeiiiuutiieieeiairteeeaeaaatteeeeeeaabreeeeesaanereeeesaanreeeas 744
SYSMON POrt POM-Cre-teSt .......oiiiiiiiiiiie e 746
SysSmMON SFM WalK @ULO...........oiiiiiiiie e 748
sysmon sfm walk polling-period.............ccceiiiiiiiieieeeee e 749
sysmon sfm walk redundancy-CheckK.............cceeeiiiiiiiiiiiieee e 750
SysmOoN SfM Walk Start............ooooiiiiiii e 751
sysmon sfm walk Status...........ccoooiiiiiiie 752
SYSMON SFM WalK StOP.......ciiiiiieiie e 753
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sysmon sfm walk threshold...............cccooiiiiiiii e 754

sysmon tmM lINK @ULO-tUNE .........ccuiiiiiii e 755
system np control-ram-threshold............cccooiiiiiiiiiiii e 756
system np Ipm-ram-threshold................cccoiiiiiiiii e 758
SYSTEMI-INIT. e e e e e e e 760
system-max ecmp-pram-blIOCK-SIZE..........ccoeouiiiriiiiiiiie e 762
SYSTEM-MAX IP-AIP. ettt 763
SYsStemM-mMax iPVB-reCEeIVE-CAM ........cceeiiiiiiiiiiie it 764
SYSteM-Max IPVB-VIT-TOULE.........cccoiiiiiiii e 765
SYSTEM-MAX IP-VIT-TOULE.........eiiiiiiii i 766
SYSEM-MAX ISPt 767
SYSteM-Max trUNK-NUM.........ooiiiiii e e 768
system-max tvf-lag-1b-fid-group...........ccccriiiiiiii 769
system-max tvf-lag-1b-fid-pool...........ccoiriiiiiiiii e 770
BE-MELTIC. ..o 771
terminal enable timestamp..........cccoiiiiii e 772
tIMErS (OSPFV3)...iiiiiiiiiiee e 774
ErACEIOULE .. 775
traceroute MPIS 1P ....oooiiiiiiie e 777
LE= T 1 o To o SO SUPPRRNE 779
transparent-hw-flooding lag-load-balancing ............cccccceiiiiniiiiiiceiiee 780
tUNNEl deStiNAtION........ooiiiii i 781
tUNNEl MOAE IPSEC IPVA ... 782
tUNNEl MOAE IPSEC IPVB....ceiiiiiiiiiie e 783
tunnel override-pkt-tos-ttl..........ocoiiiiiiiii e 784
tunnel protection ipSec Profile..........ccci i 785
BUNNEI SOUICE.......iiiiiii e 786
EUNNEIINEEITACE. ... 787
U@ BCCESS-GIOUD....ueeeiiueieeitiee ettt e st e e sttt e e st e sbe e e stb e e e abe e e snteeesabeeeabaeeean 789
UA@-OFFSEES. ..o s 791
UNAErTIOW-IIMIL ... 792
UPAAtE-lag-NamME........coiiiiiiiiii e 793
USE-V2-ChECKSUM.....eeiiiiiiiiiiii et e 794
USE-VITP-PAIN ... 795
(=145 o] T PP OO PP 796
VIFEUI-MEC. .. et 797
VLt 798
VI EPEET .. 799
VI FOrWARAING . ..o 801
WITEE MBIMOIY ...ttt nee s 802
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Preface

e Document conventions
e Brocade resources
e Contacting Brocade Technical Support
e Document feedback

Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and
important notice formats used in Brocade technical documentation.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text
to highlight specific words or phrases.

Format

bold text

italic text

Courier font

Description

Identifies command names
Identifies keywords and operands
Identifies the names of user-manipulated GUI elements

Identifies text to enter at the GUI

Identifies emphasis
Identifies variables

Identifies document titles

Identifies CLI output

Identifies command syntax examples

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of
parameters and their logical relationships.

Convention
bold text
italic text

value

Brocade Netlron Command Reference
53-1003824-03

Description
Identifies command names, keywords, and command options.
Identifies a variable.

In Fibre Channel products, a fixed value provided as input to a command
option is printed in plain text, for example, --show WWN.
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Notes, cautions, and warnings

Convention Description

[] Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square brackets.
{x|yl|z} A choice of required parameters is enclosed in curly brackets separated by
vertical bars. You must select one of the options.

In Fibre Channel products, square brackets may be used instead for this

purpose.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle
brackets.

Repeat the previous element, for example, memberimember...].

\ Indicates a “soft” line break in command examples. If a backslash separates
two lines of a command input, enter the entire command at the prompt without
the backslash.

Notes, cautions, and wamings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of
increasing severity of potential hazards.

NOTE
A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference

to related information.

ATTENTION
An Attention statement indicates a stronger note, for example, to alert you when traffic might be

interrupted or the device might reboot.

CAUTION
A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

DANGER

A Danger statement indicates conditions or situations that can be potentially lethal or
extremely hazardous to you. Safety labels are also attached directly to products to warn of
these conditions or situations.

16 Brocade Netlron Command Reference
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Brocade resources

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade
resources.

You can download additional publications supporting your product at www.brocade.com. Select the
Brocade Products tab to locate your product, then click the Brocade product name or image to open the
individual product page. The user manuals are available in the resources module at the bottom of the
page under the Documentation category.

To get up-to-the-minute information on Brocade products and resources, go to MyBrocade. You can
register at no cost to obtain a user ID and password.

Release notes are available on MyBrocade under Product Downloads.

White papers, online demonstrations, and data sheets are available through the Brocade website.

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online, by telephone, or by e-
mail. Brocade OEM customers contact their OEM/Solutions provider.

Brocade customers

For product support information and the latest information on contacting the Technical Assistance
Center, go to http://www.brocade.com/services-support/index.html.

If you have purchased Brocade product support directly from Brocade, use one of the following methods
to contact the Brocade Technical Assistance Center 24x7.

Online Telephone E-mail

Preferred method of contact for non- Required for Sev 1-Critical and Sev  support@brocade.com

urgent issues: 2-High issues:
9 g Please include:

* My Cases through MyBrocade « Continental US: 1-800-752-8061
» Software downloads and licensing * Europe, Middle East, Africa, and
tools Asia Pacific: +800-AT FIBREE

. Knowledge Base (+800 28 34 27 33) * Installation details
» Environment description

* Problem summary
» Serial number

« For areas unable to access toll
free number: +1-408-333-6061

* Toll-free numbers are available in
many countries.

Brocade OEM customers

If you have purchased Brocade product support from a Brocade OEM/Solution Provider, contact your
OEM/Solution Provider for all of your product support needs.

+ OEM/Solution Providers are trained and certified by Brocade to support Brocade® products.
» Brocade provides backline support for issues that cannot be resolved by the OEM/Solution Provider.
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Document feedback

» Brocade Supplemental Support augments your existing OEM support contract, providing direct
access to Brocade expertise. For more information, contact Brocade or your OEM.

» For questions regarding service levels and response times, contact your OEM/Solution Provider.

Document feedback

To send feedback and report errors in the documentation you can use the feedback form posted with
the document or you can e-mail the documentation team.

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and
completeness of this document. However, if you find an error or an omission, or you think that a topic
needs further development, we want to hear from you. You can provide feedback in two ways:

» Through the online feedback form in the HTML documents posted on www.brocade.com.
» By sending your feedback to documentation@brocade.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading
and page number if applicable, as well as your suggestions for improvement.
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About This Document

e What's new in this dOCUMENT.........oooiiiiiiii e 19
e Supported hardware and SOftWaArE.........c..uiiiiiiiiiiiie e 19

What's new in this document

This document is the first release of the Netlron Command Reference.

In this initial release of the Netlron command reference, not all commands supported on the Netlron
devices are represented. All new commands supported in the Netlron Release 05.6.00 are included.

For new commands introduced since Release 5.6.00, the history table is shown. For legacy commands
the history table is not shown unless an update has been added in recent releases.

The following are lists of the new, modified, and deprecated commands in Release 05.9.00a:

New commands

The following commands have been added (new for this release).

+ ikev2 nat-enable

+ ikev2 nat-keepalive

» ipv6 receive access-list enable-deny-logging

» ipv6 receive access-list enable-deny-logging hw-drop
+ ipv6 traffic-filter enable-deny-logging

+ ipv6 traffic-filter enable-deny-logging hw-drop

* logging enable ikev2 extended [on MP]

* logging enable pki

+ show ikev2 stat [on LP]

Modified commands

The following commands have been modified in this release.

* snmp-server group groupname v1 | v2 | v3 auth | noauth | priv [ access standard-ACL-id | ipv6
ipv6acl_name ] [ read viewstring | write viewstring | notify viewstring]

Deprecated commands

There are no deprecated commands in this release.

Supported hardware and software

The following hardware platforms are supported by this release of this guide:
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TABLE 1 Supported devices

Brocade Netlron XMR
Series

Brocade Netlron MLX Series Netlron CES 2000 and Netlron CER 2000 Series

Brocade Netlron XMR 4000
Brocade Netlron XMR 8000
Brocade Netlron XMR 16000
Brocade Netlron XMR 32000

Brocade MLX-4
Brocade MLX-8
Brocade MLX-16
Brocade MLX-32
Brocade MLXe-4
Brocade MLXe-8
Brocade MLXe-16
Brocade MLXe-32

Brocade Netlron CES 2024C
Brocade Netlron CES 2024F
Brocade Netlron CES 2048C
Brocade Netlron CES 2048CX
Brocade Netlron CES 2048F
Brocade Netlron CES 2048FX
Brocade Netlron CER 2024C
Brocade Netlron CER-RT 2024C
Brocade Netlron CER 2024F
Brocade Netlron CER-RT 2024F
Brocade Netlron CER 2048C
Brocade Netlron CER-RT 2048C
Brocade Netlron CER 2048CX
Brocade Netlron CER-RT 2048CX
Brocade Netlron CER 2048F
Brocade Netlron CER-RT 2048F
Brocade Netlron CER 2048FX
Brocade Netlron CER-RT 2048FX
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Using the Netlron Command-Line Interface
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® CLI COMMANA STTUCKUIE.....coeiiiiiiiie ettt e e snaeeen 28
e Searching and filtering OUIPUL..........coiuiiii e 29
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o CLI parsing €nNhanCement............ueiiiiiiie et 34
® SYNtAX SNOMCULS. ..ot 34
® Saving configuration CRANGES. .........uiiiiiiii e 34

Logging on through the CLI

After an IP address is assigned to the Brocade device’s management port, you can access the CLI
through a PC or terminal attached to the management module’s serial (Console) port or 10BaseT/
100BaseTX Ethernet (management) port, or from a Telnet or SSH connection to the PC or terminal.

You can initiate a local Telnet, SSH or SNMP connection by specifying the management port’s IP
address.

The commands in the CLI are organized into the following modes:

» User EXEC mode - Lets you display information and perform basic tasks such as pings and
traceroutes.

» Privileged EXEC mode - Lets you use the same commands as those at the User EXEC level plus
configuration commands that do not require saving the changes to the system-config file.

+ Global configuration mode - Lets you make configuration changes to the device. To save the
changes across software reloads and system resets, you need to save them to the system-config file.
The global configuration mode contains sub-configuration modes for individual ports, for VLANS, for
routing protocols, and other configuration areas.

NOTE

By default, the Brocade devices have all management access disabled, except for console port
management. To create access, you must configure Enable passwords or local user accounts, or you
can configure the device to use a RADIUS or TACACS or TACACS+ server for authentication.

On-line help

To display a list of available commands or command options, enter "?" or press Tab. If you have not
entered part of a command at the command prompt, all the commands supported at the current CLI
level are listed. If you enter part of a command, then enter "?" or press Tab, the CLI lists the options you
can enter at this point in the command string.

If you enter an invalid command, a message appears indicating the command was unrecognized.
device (config) # rooter ip

Unrecognized command
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Command completion

The CLI supports command completion, so you do not need to enter the entire name of a command or
option. As long as you enter enough characters of the command or option name to avoid ambiguity
with other commands or options, the CLI understands what you are typing.

Scroll control

By default, the CLI uses a page mode to paginate displays that are longer than the number of rows in
your terminal emulation window. For example, if you display a list of all the commands at the global
CONFIG level but your terminal emulation window does not have enough rows to display them all at
once, the page mode stops the display and lists your choices for continuing the display.

aaa
access-list
all-client
arp
banner
base-mac-addr
boot
some lines omitted for brevity...
default-vlan-id
enable
enable-acl-counter
end
exit
--More--, next page: Space, next line: Return key, quit: Control-c

The software provides the following scrolling options:

» Press the Space bar to display the next page (one screen at time).
» Press the Return or Enter key to display the next line (one line at a time).
» Press Ctrl-C cancel the display.

Line editing commands

The CLI supports the following line editing commands. To enter a line-editing command, use the CTRL
+key combination for the command by pressing and holding the CTRL key, then pressing the letter
associated with the command.

TABLE 2 CLI line editing commands

Ctrl+Key combination Description

Ctri+A Moves to the first character on the command line.
Ctrl+B Moves the cursor back one character.
Ctrl+C Escapes and terminates command prompts and ongoing tasks (such as lengthy

displays), and displays a fresh command prompt.

Ctrl+D Deletes the character at the cursor.
Ctri+E Moves to the end of the current command line.
Ctrl+F Moves the cursor forward one character.
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TABLE 2 CLI line editing commands (Continued)

Ctrl+Key combination Description

Ctrl+K Deletes all characters from the cursor to the end of the command line.

Ctrl+L; Ctrl+R Repeats the current command line on a new line.

Ctrl+N Enters the next command line in the history buffer.

Ctrl+P Enters the previous command line in the history buffer.

Ctrl+U; Ctrl+X Deletes all characters from the cursor to the beginning of the command line.

Ctrl+W Deletes the last word you typed.

Ctrl+zZ Moves from any CONFIG level of the CLI to the Privileged EXEC level; at the Privileged

EXEC level, moves to the User EXEC level.

Command configuration modes

The Brocade CLI uses an industry-standard hierarchical shell familiar to Ethernet/IP networking
administrators. You can use one of three major command modes to enter commands and access sub-
configuration modes on the device.

User EXEC mode

User EXEC mode is the default mode for the device; it supports the lowest level of user permissions. In
this mode, you can execute basic commands such as ping and traceroute, but only a subset of clear,
show, and debug commands can be entered in this mode. The following example shows the User
EXEC prompt after login. The enable command enters privileged EXEC mode.

device> enable
device#

Privileged EXEC mode

Privileged EXEC mode supports all clear, show, and debug commands. In addition, you can enter some
configuration commands that do not make changes to the system configuration. The following example
shows the privileged EXEC prompt. At this prompt, you issue the configure terminal command to enter
global configuration mode.

device# configure terminal
device (config) #

Global configuration mode

Global configuration mode supports commands that can change the device configuration. For any
changes to be persistent, you must save the system configuration before rebooting the device. The
global configuration mode provides access to sub-configuration modes for individual interfaces, VLANS,
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routing protocols, and other configuration areas. The following example shows how you access the
interface sub-configuration mode by issuing the interface command with a specified interface.

device (config)# interface ethernet 1/1
device (config-if-el1000-1/1)#

Configuration modes

Configuration command-line interface (CLI) commands are entered in various modes to configure a
Brocade device. The initial configuration mode is named global configuration mode and all other
configuration modes are accessed through this mode.

The following table displays a list of the most commonly-used sub-configuration modes, but this list is
not exhaustive and new sub-configuration modes can be introduced with new features. Refer to the
command pages for details of the configuration modes applicable to the CLI command and examples
of how to access the required mode.

TABLE 3 Sub-configuration modes

Configuration mode Description

802.1X port security The 802.1X port security mode allows you to configure the 802.1X port security. You
access this mode by entering the dot1x-enable command from global configuration
mode.

BGP The BGP mode allows you to configure Border Gateway Protocol version 4 (BGP4)

features. You access this mode by entering the router bgp command from global
configuration mode.

BGP4 unicast address The BGP4 unicast address family mode allows you to configure a BGP4 unicast
family route. You access this mode by entering the address-family ipv4 unicast command
from BGP configuration mode.

BGP4 multicast address  The BGP4 multicast address family mode allows you to configure BGP4 multicast

family routes. You access this mode by entering the address-family ipv4 multicast
command from BGP configuration mode, BGP unicast address configuration mode, or
IPv6 BGP unicast configuration mode.

Ethernet service instance Ethernet Service Instance (ESI) mode allows you to assign an ESI to a protocol, or
port.

Interface The interface mode allows you to assign or modify specific port parameters on a
specific port. You access this mode by entering the interface command followed by
an appropriate keyword and variables from global configuration mode. Available
keywords are: ethernet, loopback, management, ve, tunnel, or group-ve.

LAG The LAG mode allows you to change parameters for statically-configured LAG
groups. You access this mode by entering the lag command with appropriate port
parameters from global configuration mode.

MAC port security The MAC port security mode allows you to configure the port security feature. You
reach this level by entering the port security command at the global or interface
configuration mode.

Metro ring The Metro ring mode allows you to configure Layer 2 connectivity and fast failover in
ring topologies. You access this mode by entering the metro-ring command with a
ring-id variable from VLAN configuration mode..
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TABLE 3 Sub-configuration modes (Continued)

Configuration mode

Description

OSPF

The OSPF mode allows you to configure parameters for the OSPF routing protocol.
You access this mode by entering the router 