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Copyright Statement

© 2014, Brocade Communications Systems, Inc. All Rights Reserved.

Brocade, the B-wing symbol, Brocade Assurance, ADX, AnylO, DCX, Fabric OS, Fastlron, HyperEdge, ICX, MLX, MyBrocade, Netlron,
OpenScript, VCS, VDX, and Vyatta are registered trademarks, and The Effortless Network and the On-Demand Data Center are
trademarks of Brocade Communications Systems, Inc., in the United States and in other countries. Other brands and product names
mentioned may be trademarks of others.

Notice: This document is for informational purposes only and does not set forth any warranty, expressed or implied, concerning any
equipment, equipment feature, or service offered or to be offered by Brocade. Brocade reserves the right to make changes to this
document at any time, without notice, and assumes no responsibility for its use. This informational document describes features that may
not be currently available. Contact a Brocade sales office for information on feature and product availability. Export of technical data
contained in this document may require an export license from the United States government.

The authors and Brocade Communications Systems, Inc. assume no liability or responsibility to any person or entity with respect to the
accuracy of this document or any loss, cost, liability, or damages arising from the information contained herein or the computer programs
that accompany it.

The product described by this document may contain open source software covered by the GNU General Public License or other open
source license agreements. To find out which open source software is included in Brocade products, view the licensing terms applicable
to the open source software, and obtain a copy of the programming source code, please visit http:/www.brocade.com/support/oscd.
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Introduction

DOCUMIENT NISTOIY ...ttt 7
ODJECTIVE .8 7
The document history indicates changes made with each revision.
Document title Release Summary of changes Publication date Document number
Network OS Feature and 411 Initial release 14 March 2014 53-1003229-01
RFC Support Matrix

Objective

The Network OS Feature and RFC Support Matrix provides a consolidated view of features and RFCs supported on Brocade VDX
platform. Use the tables to determine if a feature is supported on your product.
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Features Supported in Network OS
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Management
TABLE 1 Management features supported by product
Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740 6740T,and 8770
6740T-1G
Authentication, authorization, and 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
accounting (AAA)
DHCP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Firmware upload and download 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
ICMP (IPv4) 300 3.00 3.00 4.0.0 3.0.0
Licensing 3.0.0 3.00 3.0.0 4.0.0 3.0.0
LLDP & LLDP-Med 3.00 3.0.0 3.00 4.0.0 3.0.0
Managing user accounts 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
NetCONF 3.00 3.0.0 3.00 4.0.0 3.0.0
Network time protocol (NTP) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Secure Copy (SCP) 3.00 3.0.0 3.0.0 4.0.0 3.0.0
sFlow 3.0.0 3.0.0 3.00 4.0.0 3.0.0
SNMPv2, SNMPv3 and MIBs 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Secure shell (SSH) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
SSH2 and SCP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Switch management 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Telnet 3.0.0 3.0.0 3.0.0 3.0.0 3.0.0
VMware 300 3.0.0 3.0.0 4.0.0 3.0.0
Monitoring/RAS
TABLE 2 Monitoring and RAS features supported by product
Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T,and 8770
6740T-1G
Copy support 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
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IP Multicast

TABLE 2 Monitoring and RAS features supported by product (continued)

Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T,and 8770
6740T-1G
High Availability 3.0.0 3.00 3.0.0 4.0.0 3.00
Packet Capture (PCAP) 4.1.0 4.0.0 4.0.0 4.0.0 4.0.0
Port Mirroring and Monitoring 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Remote Network Monitoring (RMON) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Syslog 3.0.0 3.0.0 3.00 4.0.0 3.0.0
Ssytem monitoring (SYSMON) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
IP Multicast
TABLE 3 IP Multicast features supported by product
Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740T, 6740T, 8770
and 6740T-1G
Internet Group Management Protocol 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
(IGMP)
IPv4 Multicast Routing 3.0.0 3.00 3.0.0 4.0.0 3.0.0
IPv4 Multicast Switching No No No 4.0.0 4.0.0
Protocol Independent Multicast (PIM) No No No 4.0.0 4.0.0
Layer 2
TABLE 4 Layer 2 features supported by product
Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740T, 6740T, 8770
and 6740T-1G
ARP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Edge Loop Detection 3.0.0 3.00 3.0.0 4.0.0 3.00
FCoE 3.00 3.0.0 3.00 4.0.0 3.0.0
Fibre Channel Ports No No 3.0.0 No No
IEEE 801.2w RSTP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
IEEE 802.1d STP 3.0.0 3.0.0 3.0.0 4.0.0 4.0.0
IEEE 802.1s MSTP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Link Aggregation 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
MAC ACLs 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Uni-Directional Link Detection (UDLD) 4.0.0 4.0.0 4.0.0 4.0.0 4.0.0
VLAG 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
VLAN 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
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Layer 3

TABLE 5 Layer 3 features supported by product

Security

Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T,and 8770
6740T-1G
ACLs (IPv4) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
BGP4 (IPv4) 4.0.0 4.0.0 4.0.0 4.0.0 4.0.0
In-Band Management 3.0.0 3.0.0 3.0.0 No No
IP Route Management 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
IP Route Policy 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
OSPF (IPv4) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Prefix Lists (IPv4) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
SFP Breakout Mode No No No 4.0.0 4.0.0
Static Routing (IPv4) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
VRF Lite (IPv4) 4.0.0 4.0.0 4.0.0 4.0.0 4.0.0
VRRP & VRRP-E (IPv4) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Virtual Cluster Switching (VCS)
TABLE 6 VCS features supported by product
Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T,and 8770
6740T-1G
Automatic Migration of Port Profiles 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
(AMPP)
Fabric Build 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Logical Chassis (not "LC mode”) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Metro VCS No 4.0.0 4.0.0 4.0.0 4.0.0
TRILL 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Security
TABLE 7 Security features supported by product
Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T,and 8770
6740T-1G
802.1x Port Security 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Fabric Authentication 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
FIPS 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
IP Source Guard No No No No No
MAC Authentication 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Port Security No No No No No
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Traffic Management

TABLE 7 Security features supported by product (continued)

Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T,and 8770
6740T-1G
RA Guard (IPv6) No No No No No
Receive ACLs 3.0.0 3.0.0 3.00 4.0.0 3.0.0
Zoning 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Traffic Management
TABLE 8 Traffic Management features supported by product
Feature Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T,and 8770
6740T-1G
Buffer Queue Management No No No No No
BUM Storm Control No No No No 3.0.0
Policy-Based Routing (PBR) (IPv4) No No No 4.1.0 4.1.0
Quality of Service (QoS) 3.00 3.0.0 3.0.0 4.0.0 3.0.0
Rate Limiting/Shaping 3.0.0 3.0.0 3.0.0 4.0.0 No
Routing 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Traffic Policies 3.0.0 3.0.0 3.00 4.0.01 3.00
Trunking 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0

1 Supported only on the Brocade VDX 6740
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RFC Compliance

RFCs sUpported in NEIWOIK OS.........iiriieees st 13
TABLE 9 RFCs supported by product
RFC number RFC Name Brocade VDX Brocade VDX Brocade VDX Brocade VDX Brocade VDX
6710 6720 6730 6740, 6740T, 8770
and 6740T-1G
RFC768 User Datagram Protocol (UDP) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC783 TFTP Protocol (revision 2) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC791 Internet Protocol (IP) 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC792 Internet Control Message Protocol 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
(ICMP)
RFC793 Transmission Control Protocol 3.0.0 3.0.0 3.00 4.0.0 3.0.0
(TCP)
RFC826 ARP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC854 Telnet Protocol Specification 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC894 A Standard for the Transmission of | 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
IP Datagram over Ethernet
Networks
RFC959 FTP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC1027 Using ARP to Implement 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Transparent Subnet Gateways
(Proxy ARP)
RFC1112 IGMP v1 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC1157 SNMPv1/v2c 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC1213 MIB I 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC1492 TACACS+ 3.0.0 3.00 3.0.0 4.0.0 3.00
RFC1519 Classless Interdomain Routing 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
(CIDR)
RFC1584 Multicast Extensions to OSPF 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC1587 OSPF NSSA Option 3.0.0 3.0.0 3.0.0 4.0.0 3.00
RFC1765 OSPF Database Overflow 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC1812 Requirements for IP Version 4 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
Routers
RFC1997 BGP Communities Attribute No No No 4.0.0 4.0.0
RFC2068 HTTP Server 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC2131 DHCP 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC2154 OSPF with Digital Signatures 3.00 3.00 3.0.0 4.0.0 3.00
(MD-5 Support)
RFC2236 IGMPv2 3.00 3.00 3.0.0 4.0.0 3.00
RFC2267 Network Ingress Filtering 3.0.0 3.0.0 3.0.0 4.0.0 3.0.0
RFC2328 OSPF Version 2 3.00 3.00 3.0.0 4.0.0 3.00
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RFCs supported in Network OS

TABLE 9 RFCs supported by product (continued)

RFC number

RFC2370

RFC2385

RFC2439

RFC2460

RFC2464

RFC2474

RFC2571

RFC2865

RFC3101

RFC3137
RFC3176
RFC3392

RFC3411

RFC3412

RFC3413

RFC3768

RFC4115
RFC4271
RFC4292
RFC4293

RFC4456
RFC4510

RFC4601
RFC4893
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RFC Name

OSPF Opaque Link-State
Advertisement (LSA) Option-Partial
Support

Protection of BGP Sessions with
the TCP MDS5 Signature Option

BGP Route Flap Damping

Internet Protocol, Version 6 (v6)
Specification (on management
interface )

Transmission of IPv6 Packets over
Ethernet Networks (on
management interface)

Definition of the Differentiated
Services Field in the IPv4 and IPv6
Headers (only for IPv4)

Architecture for Describing SNMP
Framework

Remote Authentication Dial In User
Service (RADIUS)

OSPF Not-So-Stubby-Area
(NSSA) Option

OSPF Stub Router Advertisement
sFlow

Capabilities Advertisement with
BGPv4

An Architecture for Describing
SNMP Frameworks

Message Processing and
Dispatching for the SNMP

Simple Network Management
Protocol (SNMP) Applications

Virtual Router Redundancy Protocol
(VRRP)

Port-based Policer
BGP
IP Forwarding MIB

Management Information Base for
the Internet Protocol (IP)

BGP Route Reflection

Lightweight Directory Access
Protocol (LDAP)

PIM/SM Protocol Specification

BGP Support for Four-Octet AS
Number Space

Brocade VDX
6710

3.0.0

No

No

3.00

3.0.0

3.0.0

3.0.0

3.00

3.0.0

3.0.0
3.00
No

3.0.0

3.0.0

3.0.0

3.0.0

No

40.1
3.0.0
3.0.0

No
3.0.0

No
No

Brocade VDX
6720

3.0.0

No

No

3.00

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0
3.00
No

3.0.0

3.0.0

3.0.0

3.0.0

No

401
3.0.0
3.0.0

No
3.0.0

No
No

Brocade VDX Brocade VDX

6730

3.00

3.00

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0
3.0.0
No

3.0.0

3.0.0

3.0.0

3.0.0

No

4.0.1
3.0.0
3.0.0

No
3.0.0

6740, 6740T,
and 6740T-1G

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0
4.0.0
4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0
40.1
4.0.0
4.0.0

4.0.0
4.0.0

4.0.1
4.0.0

Brocade VDX
8770

3.0.0

4.0.0

4.0.0

3.00

3.0.0

3.0.0

3.0.0

3.00

3.0.0

3.0.0
3.00
4.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.00
40.1
3.0.0
3.00

4.0.0
3.0.0

4.0.1
4.0.0
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