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ipv6 nd reachable-time ............ccoiiiiiiii e 527
IPVB N retranS-tiMer ........cooiiiiiiie s 528
IPVO NA SUPPIESS-TA ..civeieiiiieeiiiie ettt et nre e 529
IPVB NEIGNDOT ... 530
IPVB OSPF @CHIVE ... 531
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IPVO OSPF @rEa ....eiiiiiiii it 532

ipv6 ospf authentication IPSEC .........ccoiiiiiiiiiii i 533
ipv6 ospf authentication ipsec disable ..o 534
ipv6 ospf authentication SPi...........cueiiiiiiiiiiii e 535
IPVB OSPF COST ..ttt 537
ipvB ospf dead-interval ... 538
ipvB ospf hello-interval ... 539
IPVB OSPf NellO-JItter ....ooiiiiiiee e 540
IPVB OSPF INSTANCE ..ot 541
IPVB OSPF MEU-IGNOTE ..o 542
IPVB OSPF NEIWOTK ... 543
IPVO OSPF PASSIVE ...ttt 544
IPVB OSPF PRIOTILY ot 545
ipvB ospf retransmit-interval ... 546
ipV6 OSPf SUPPress-linkISa .........c.oooiiiiiiiii e 547
ipv6 ospPf transmit-delay ..........ccooiiiiiiiiii 548
IPVB PrefiX-list.... ..o 549
IPVO PrOtOCOI VITD et 551
ipv6 protocol virp-extended ..........ooouiiiiiiiii 552
TPV TOULE ...ttt 553
IPVB rOULEr OSPF ... 555
IPVB UNFEACh@DIE ... 556
IPVO VITP-eXtENAEA-GrOUD .....oiiiiiiiiiiiie ittt 557
(1Y Yy o RTe | (o 18] o T OSSP PRPUTPR 558
DV VITD-SUPPIESS-TA ..ecuiviiiiiieeitite ettt e st e sttt et sne ettt e st e snee e sanee s 559
[5e1S o]y T ] 1 Y PP T PTPRPPPRPR 560
(5] | PSPPSRSO 561
keep-alive timeout (fabric-map).........ccccoiiiiiiii e 562
key-add-remove-interval.............ccooceiiiiiiiiiii e 563
Key-rollover-interval..............ooouiiiiiiiiii e 564
[2ErACEIOULE ...t 565
18CP AEFAUIT-UD .. 567
12CP POM-PLIOTILY et 568
12CP SYSLEM-PIIONILY ....eeiiiiiiiiiii et 569
18CP HIMEOUL ... e 570
1dAP-SEIVEr NOST .....eiiiii s 571
1dap-SErvVer MAPIOIE .....cocueiiiieie e 573
ICENSE @AQ .. 574
lICENSE FEMOVE ...t e 575
line vty @XeC-IMEOUL ......coiiiiiiiiie e 576
[T aT=Tor= (o PO UP PP PPOTPR 577
1P ACOX-VEISION ..ot 579
AP dISADIE ... s 580
AP ISCSI=PIOTILY ..eeeeeeieiiee et 581
AP PrOFIlE .o 582
10ad-DAIANCE ... 583
102d-balaNCING. ... .eoiiii 584
load-balancing-disable..............ccooiiiiiii 585
10CAI-AS (BGP).....eeeiiieiieeee e e s 586
10g-dampening-debUQG .........c.cueiiiiiiiiii e 587
10g-status-Change ............cooiiiii e 588
10gging auditlog Class ...........ccciiiiiiiiiii e 589
10gging raslog CoNSOIE ............ccoiiiiiiiiii e 590
logging syslog-facility 10Cal ...........cccooiiiiiiiiii 591
10gQGING SYSIOG-SEIVET ......eiiiiiiiieiiiee et 592
logical-chassis prinCipal-priority ...........cccceiiiiiiieiiiee e 593
logical-chassis principal-sSwitChOVer ... 594
1ONG-AISTANCE-ISI ..ot 595
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MAC ACCESS-GIOUD ....uuvrreieeeaiutreeeesarireteeeesatreeeeessannreeeesasnreeeeeesenneeeeeeaaans 599
mac access-list extended ...........coviiiiii 600
mac access-list standard ... 601
MAac-addreSS-redUCHION ..........ccuiiiiuiiiiiiie e 602
Mac-address-table ..o 603
(gaF= (oo o 18| o TP PP PP PPPPRPPOP 605
mac-learning disable VIan...........cocciiiiiiiii 606
MAC-TEDAIANCE ......oiiiiiiiiie e 608
MAC-TEITESN. ... 609
MANAGEMENT ...ttt e e e s e e e e st e e e e eens 610
map fport interface fCOe .........ccviiiiiiiii 611
MNP GOS .eetteteeeeiitetete e e ettt e e e st e e e e e e st et e e e e e e e et e e e e ban e e e e e e et r e et e e e ntrereeeens 612
MAP STIOW . 613
MAP VIBN e 614
MATCK L 616
MAtCh (FOULE MAP).....eeiiiiiiie e 617
MAatCh aCCESS-liSt ......ooiiiiii e 619
MAtCh @s-path .........ooiiii 620
MAatCh COMMIUNILY ...oooiiiiiiie e 621
Match eXtCOMMUNITY.......eiiiiii i 622
MAtCh INTEITACE ..o 623
MAtCh iP AArESS ..o 624
MAtCh iP NEXI-NOP ...eeiiiiiii e 625
MAtCh IPVE adAreSS .......ooiiiiiiiiiiii e 626
MALCh MEIMIC e 627
Match ProtoCol DP ....oocueeiiiiii e 628
MALCh FOULE-TYPE ..o 629
MALCH T8 .eeiieieee e 630
(40T V=T [ PP PP P PP PPPPOPPPPPPN 631
MAX-NOPS ettt 632
MAX-MCACNE .. .eiiiiiie et 633
MaX-MELrIC FOULEI-ISA .......coiiuiiiiiiii i 634
MAX-TOULE ....teiieee ittt e e e e e e e e e e e e e e e e e 636
MAXAS-TIMIT . 637
Maximum-paths (BGP)........c.coiiiiiii e 638
maximum-paths ebgp ibgp (BGP)........coiviiiiiiiiiiiieeeee e 639
MEd-MISSING-8S-WOTST .......eeiiiiiiiiiii e 640
MESSAGE-INTEIVAL ...t 641
MELTICEYPE ..ttt 642
MINIMUM-TINKS oo 643
L aToTo [T PRSPPI 644
mode (27x40 GDE liN€ Card).........oovuiiiiiiiiieiiiee e 645
L aToTo [ S TP PP TSP PPR 646
MONILOT SESSION ...vtiiiiiii ettt 647
MONItOr SESSION (VXLAN). ...ttt 648
101 (0 T PO PP PP PP PPPPOPPPPPTN 650
MUIIPATH (BGP)...eiieiee e 651
MUIIPHET (LLDP)...eeieeee e 652
MUIIPHEN (UDLD).....ceiiieiee ettt 653
name (VLAN iNterfaces)........ccccoiiiiiiiiiiiiie e 654
NAS AUEO-OS....eetieiiee ittt e ettt e e et e et e e e s e e e s e e e e e e e e as 655
E SRR T= V=T o T PP ORI 656
NDI=tIMEOUL ... e 657
NEIGNDOT (BGP)....ciiiiiiieii e 658
NEIGNDOT (OSPF).....eiiiiiiie e 661
NEIGhDOr @CtiVate.........cooiiiiii e 662
neighbor advertisement-interval ..............ccocooiiiii e 663
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NEIGhDOr @llOWAS-IN .....oiiiiiiiiiii e 664

NEIGNDOr @S-OVEITIAE ....coueiiiiiiiii e 665
neighbor capability @S4 ... 666
neighbor capability orf prefixlist............cccoii 667
neighbor default-originate ...........ooceiiiiiiii 668
NEeIghbor deSCrPHION .....cooouiiiiiii e 669
neighbor ebgp-MUItINOP .......ooiiiiiiii e 670
neighbor enforce-first-as (BGP).........cccviruiiiiiiii e 671
NEeIghbOor fIREr-lISt .........oooiiiii e 672
NEIGNDOT [OCAI-AS ..ot 673
neighbor maxas-limit iN ..o 674
neighbor MaximumM-PrefiX ... 675
NEeighbor NEXt-NOP-SEIF .......uiiiiiii s 676
NEIGNDOr PASSWOIT ......oiiiiiiiiiiii e 677
NEIGNDOT PEEI-GIOUD ...cueiiiiiiiie ittt 678
NEIGhbOr PrefiX-liSt ........ooiiiiii e 679
NEIGNDOT FEMOLE-AS ...t 680
NEeighbor remMOVE-pPrivate-as. ...........cooiiiiiiiiie e 681
NEIGNDOT FOULE-MAD .....eeiiiiii i 682
neighbor route-reflector-client ............cccooiiiiiiiiii e 683
Neighbor SENd-COMMUNITY .....c.eeiiiiiiiiiiie e 684
NEIghbor SHUtAOWN ......coiiiiiiii e 685
neighbor soft-reconfiguration inbound .............cccocoiiiiiiii e 686
NEIGNDOT IMETS ... e 687
NEIGNDOr UNSUPPIESS-MEAP ..eeiiiiiiiiiiieiiiee ettt 688
NEIghbOr UPAAte-SOUICE .........eeiiiiiiiiiiiie e 689
NEIGhDOr WEIGHT .....coiiiiii e 690
NEIWOTK (BGP).. .t e 691
next-hop-enable-default ... 692
NEXE-NOP-TECUISION .....oiiiiiii s 693
NONSEOP-TOULING ....eeeitiie ittt 694
9] o1 ] A OO PSSO PP PP PP RPPP PRI 695
nport interface Fibrechannel .............ccoii i 696
NSSA-rANSIATON ... 697
NSX-CONtroller ClIENt-Cert ...........coiiiiiiiie e 698
NSX-CONIOIIEI NAME ..ottt 699
NsSX-controller NAame reCONNECT .........oocviiiiiiiiiiee e 700
NP authentiCation-KeY ..........cccooiiiiiiiiie e 701
NP SEIVET .ot e e e e e e e e e e e 702
Lo ETo71 T U PP P TP 703
OVETIAY-gAEWAY ....c.uviiiiiiiiiiiie ettt 705
Commands P through short-path-forwarding..............cooeooeeeee e 707
PASSWOrd-attriDULES .....ceveiiieiiiiiiiec e 707
password-attributes admin-lockout enable ..........ccccccoeeeiiiiiiiiiiics 709
PAU-IX-IIMIL e aeaaaaaaeaas 710
7 PP URPTPTUPPPRN 71
11T TP RPP 712
o] [T o3 | PRI 714
JoZo] [[et=R o] o] 1V 1 = |« NP RPN 715
[Z0] 1032 o 4 =1 o PP 717
oo Ty e o= T o 1= SRR 718
port-channel-redundanCy-group ..........ccueeeieeiiiiiiier e 719
port-channel path-CoSt ... 720
[Zo] e {oTU ] o ST PRRTP 721
port-profile (global configuration mode).............cccoviiiiiiiinii 722
port-profile (port-profile-domain configuration mode)............cccccceeviveennenn. 723
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POrt-profile-dOmMain .........ccuiiiiieii e 724

POIt-Profil@-POrt .. ... e 725
POWET-OFF ...ttt 727
POWET-Off INECAIA .....cciiiiiiiiii e 728
101V =T o] o OO U PP PP PPPPOPPPPPTN 729
POWET-0N INECAIT .....ooiiiiiiiiiii ettt 730
[S1CCTeTTo =T o Lo TSP PP PSPPI 731
PreEMPE-MOAE .....oiiiiiiiiiiie ettt 732
o1 0] 1132 P TP SPPPR 733
Priority-group-table ..o 734
o]0 4147 = To [ PRSPPI 736
PRVALE-VIAN ..ottt 737
private-vian assoCiation ............ccoiiiiiiiiie i 738
PIOFIE s 739
Prom-access diSable ..........occoiiiiiiiiiiii 740
protect-mode enable ..o 741
protocol edge-loop-deteCtion ............cccoieiiiiiiiiiiic e 742
PrOTOCOI TIAP i 743
Protocol SPANNING-IIrEE ........cooiiiiiiiiiii e 744
ProtoCOl UId ... ..oiiiiiii e 745
PrOTOCOI VITP ittt et 746
ProtoCol VITP-eXIENAEd ........c.eoiiiiiiiiiii e 747
PW ittt ettt e et e e et et e e nae e e eare e e abeeeeanreeeeraaeanreaaas 748
[0 o 1= PR P PP PPRTR PRI 749
(oo 1S3 oo L TSP PPPPP 750
QOS COS-MULALION ... e a e e e 751
QOS COS-raffiC-ClasS ......coiiiiiiiiiiei e 752
o ToTsJo F-To7 o Rl oto 1= TSRO URPUPURRPN 753
QOS ASCP-MULALION ....eeiiiiiiiiiiee e e e e e 754
OS ASCP-raffic-Class .........oocuiiiiiiiiiiie e 755
QOS FIOWCONTIOl ... 756
OS fIOWCONTIOl PFC ...t 757
QOS MAP COS-MUEALION ..ot 758
q0s Map COS-raffic-Class .........coeoiiiiiiiii e 760
OS MAP ASCP-COS .cnuvviiieeeeiiiiieaeeaanteeteaesataeeeaeesaneeeeaesaanteeeaeeaasneeeaaeaanes 762
q0S Map dSCP-MUEALION .......oiiiiiiiiiiiiiee e 763
q0s Map dsCP-traffic-Class .........ccoeouiiiiiiiiiii e 765
qos queue multicast scheduler ... 766
QOS QUEUE SChEAUIET ..o 768
qos random-detect traffic-Class ...........cccoviiiiiiiiiiici 770
qos rcv-queue cos-threshold ...........oooiiiiiiiii e 771
QOS FCV-QUEUE lIMit. ..t 773
qos rcv-queue multicast rate-limit ... 774
qos rcv-queue multicast threshold ..., 775
QOS 1EA PrOfile ..eeiiiieiieie e 777
QOS SEIVICE-PONCY ...ttt e 778
QOS TTUST COS e e 779
QOS TTUST ASCP .vveeiiiiie it 780
QOS tX-QUEUE NMIt. ..o 782
QOS-Profile (AMPP).....ceieiiie e 783
FAAIUS-SEIVET ....eeiiieiiiiieie ettt e e ettt e e e e et e e e e s etb e e e e s annteeeaeesntaeeeaeaanes 784
7= 151 1 =T o PP PTPTR TR SPRPIN 786
rate-limit-delay get NetCoNf ... 788
rate-limit-delay set NetCoNf ..........c.c.ooiiiiiii e, 789
o4 T (o= o [ RSO PRRR 790
rd (route distinQUISNEr).........ceoiiiiiiii e 791
reCONNECH-INTEIVAL .......ooiiiiiiii e 792
redistribute (BGP)........coi i 793
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redistribute (OSPF)......coo e 795

[=To o] o O PSP PTP PRI 796
(=1 (o= Lo PSP TPPPTI 797
remap fabriC-Priority ........ccooiiiiiii e 799
remap [0SSIESS-PrIOTILY ......coiiiiiiiiiie e 800
FENAIME .ottt et e e et e e e e et e e e e et et e e e st e e e e e e e aentr e e e e e e nereneas 801
rename (Access Gateway MOdE)........c.eevruueiiiiiiiiiiiie e 802
resequence acCeSS-liSt .......ociii i 803
FESEIVEA-VIAN ..ottt 805
FESrC-FIOOAING ...eiiiiii i 806
V15T o PSP R UPPRT 807
rfc1583-compatibility (OSPF)......cooiiiiiiieii e 808
rfc1587-compatibility (OSPF)......cooiiiiiiieii e 809
rib-route-limit (BGP)........c.uiiiiiieiie e 810
FIMON @IAIMN L. et 811
rmon COlECtion NISTOTY ........coiiiiiiiii e 812
rmon COIECHION STALS .......ooviiiiiiii s 813
FMON EVENT Lot e e e e e e e e e e e e e e e nanee 814
FOIE NAIME ...ttt ettt ettt e e et e s e e e e e eas 815
FOOt @CCESS CONSOIE.... ettt 816
FOOT ENADIE......eiiiii et 817
[0 (= o 1 F=1 o PO ST P TP PRPPRPPPTPRP 818
[ T01 (=T i o o | o PSPPSR OPPRT 819
router fabric-virtual-gateway ..............cceiiiiiiiiii e 820
o101 ] g ] o) O ST R PR PTPR 821
o101 (=] g o] o ¢ I OSSP RP PP PR 822
FOULE-EAIGEL ... . 823
TP=AAAIESS ..ottt sttt 824
(5] o= T RV F= o O PP ORI RO 825
UL T PSP PP PRI 826
SCREAUIBT .. et 827
SCHPL TEIOAM. ...t 828
SECPONICY ACHVALE ......oeiiiiiiiiiii e 829
SeCpOolicy defined-POlICY ........cccueiiiimiiiiiiii e 830
SeCurity-profile (AMPP)........ooiiii e 832
seq (IPv4 extended ACLS).......c.ouiiiiiiiiiii et 833
seq (IPV6 extended ACLS).........ooiiiiiiiiiiiiiiee et 837
Sseq (IPVv4 Standard ACLS).......ccoiiiiiiiiieiiee et 841
seq (IPV6 Standard ACLS).......ccoiiiiiiiiiiiiee it 843
seq (MAC extended ACLS).......ccuiiiiiiiiiieciiee e 845
seq (MAC standard ACLS).........ouiiuiiiiiiieeieee et 848
Service passWord-NCIryPLON .......cueiiiiiiiiiiee et 850
SEIVICE-POLICY ...eveeiiitiee ettt ettt e e 851
SEE AS-PALN ..o 852
set as-path Prepend ... 853
Set aUIOMALIC-TAG ..eeioeeieieeee e 856
SEE COMMIIIST .. 857
SEE COMMUINILY ...ttt e e e 858
Set COS traffiC-Class .........ccociiiiiiii 859
St AAMPENING ... 860
SEEAISTANCE ..o 861
SEE ASCP ettt 862
Set @XICOMMIUNILY....ooiiiiiiiiii e 863
setipinterface NUIIO ........ocoiiiii 864
SELIP NEXE-NOP vt 865
SELIPVO NEXI-NOP ... s 866
S€t [0CAl-PrefEreNCe ......cocueiiiiiiie e 867
SEEMEITIC ..o 868
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Show commands

SEEMEITIC-TYPE ..o 869

ET=] 0o 4T 1o E PSPPSR 870
SEI-PIIOTILY ..ottt 871
SEEFOULE-TYPE ... 872
7= 0 =T OO PSP O PR PEPP PP 873
SEEWEIGNT ..o 874
STIOW COIBCION ... 875
sflow enable (global Version)...........cocueiiiiiiiiii e 876
sflow enable (interface Version)...........occueviiiiiiiiieiiiie e 877
sflow polling-interval (global Version)...........cccoceeviiiiiiniicciiee e 878
sflow polling-interval (interface version)..........ccccccvivieiiiec e 879
sflow sample-rate (global VErsion)...........ccoocvviiiiiiiiieniie e 880
sflow sample-rate (interface version)..........ccccocevvviiiiiiii e 881
STIOW-PIOFIlE ... e 882
STIOW Profile-mMap.......cooiiiiiiie e 883
STIOW (VXLAN). ...ttt et st 884
STP Dreakout ......oooiiiii 885
SNAPE .o 886
short-path-forwarding ..o 887
............................................................................................................... 889
SNOW ACCESS-ISt ... 889
show access-list-log BUfer ..o 892
show access-list-log buffer config..........ccoeiiiiiiiii 893
SPOW @Q it 894
£ g Lo Y= To I 1 0 =1 o PP 895
show ag nport-Utilization..............coo e 897
£<] g o 1TV To 1 o PP URP 898
£ 101V 1 o SRS 899
£=1 L0117 o] o Yo 11t [ o] o R RS PSPIN 900
show capture packet interface ...........cccooeiiieiii i, 901
SNOW CEE MAPS ...t e e e e e e e eaeas 902
show cert-util I[dapCa ..........ccoo e 903
ShOW cert-Util SSNKEY .....ooiiiiiiii e 904
Show cert-uUtil SYSIOQCA ......coouuiiiiiiii e 905
SNOW CRESSIS ....eeeiiiiieiiiee e e 906
SNOW CIPREISEL ... e e e e 910
SNOW ClaSS-MaPS ....vvviiiiiiiiiiiiiieeee e a e e e e e e e e 911
SNOW Cli e 912
SHOW Cli NISTOTY e 913
SNOW CIOCK ... e 914
Show config SNAPSNOL ........ooiiiiieieee e 915
Show COPY-SUPPOIt STALUS ........coiiiiiiiiiiie e 916
ShOW dadStatus .........ccooviiiiiei e 917
show debug dhcp PacKet ... 918
show debug dhcp packet buffer ... 919
show debug ip bgp all .....coooiiii e 922
SHOW debUG P IGMP eeeeeiiiiiiee e 923
SHOW debUG IP PIM .. 924
show debug ipv6 PaCKet.........ccuiiiiiii 925
SHOW debUG [ACP ... 926
SHOW debug AP ... 927
show debug SpanNiNg-tree ... 928
ShOW debug UdId ... 929
SNOW dEDUG VITP ..ottt 930
show defaults threshold ..o 931
Show default-vIan ............ccooiiiiiii e 933
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SNOW APOT ..t e 934

show diag bUrniNerrSNOW ............cociiiiiiiiiiiie e 936
show diag burninerrshowerrLog ............ccoeiiiiiriiiiiiiee e 937
show diag burniNSTatUS ..........coooiiiiiiiiiii e 938
Show diag POST FESUIES ......eeiiiiiiiiie e 939
ShOW diag SEICYCIE ....oooiuiiiiiiiii e 940
ShOW diag StAtUS .....veeiieiii e 941
SNOW OTTX ittt 942
SNOW dOtTX @l ... 943
show dot1x diagnostics interface ...........ccoocveiiiieiiiiiiie e 944
ShOW dOtTX INTEITACE .....ooiiiiiiiee e 945
show dot1x session-info INterface ............cccoveeiiiiiiiie e 946
show dot1x statistics interface ...........cccoueeeiiiiiiiii e 947
SNOW APOT .ottt 948
show edge-loop-detection detail ............ceeeiiiiiiiiiiii e 949
show edge-loop-detection globals ..........cocceviiiiiiiiii e 950
show edge-loop-detection interface ...........ccccoveeeiiiiiiiiii e 951
show edge-loop-detection rbridge-id ...........ccccoviiiiiiiiiii 953
ShOW enVIrONMENTt faN ......ooiiiiiiiie e 954
Show environment NISTOTY .........c.uiiiiiiiiiiie e 955
ShOW €NVIFONMENT POWET .....couiiiiiiiieiiiie e 957
ShOW €NVIFONMENT SENSOT ....couiiiiiiiii ittt 958
ShOW €NVIrONMENT tEMP ...coiiiiiiiiiie e 959
ShOW fabIIC @ll ....ooiiiiii e 960
ShOW fabriC €CMP GrOUP.....coiuiiiiiiiie it 961
show fabric ecmp load-balance .............ccoceiiiiiiiiiii 963
SNOW FADIIC S| ..t 964
ShOW fabriC iSIPOS ......oiiiiii e 968
show fabric port-Channel ..o 972
show fabric route liNKINFO ..........cooiiiiii 973
show fabric route multicast ... 977
show fabric route neighbor-state .............ccccccciiiiii 979
show fabric route pathinfo ... 982
show fabric route topoIOgY .........coiiuiiiiiiiiiiii e 990
ShOW FaDIIC TTUNK ... 992
Show fCOE fabriC-MaP ......oviiiii e 994
ShOW fCOE fCOB-ENOAES. .......oiiiiiiiiiiii e 995
ShOW fCOE INEITACE ......ooiiiiiiiie e 996
SNOW FCOE TOGIN .o 997
SNOW OB MAP ...eiiiiiiei i 998
show fesp auth-secret dh-chap ..., 999
show fibrechannel 10gin ...........ccooiiiiiiiii e 1000
SNOW Il <. 1001
SNOW FIPS et 1002
show firmwaredownloadhiStory ...........ccocceiiiiiiiiiiie e 1003
show firmwaredownloadstatus ............ccocceeeiiieiiiiii e 1004
show global-running-Config ..........ccccoiiiiiiiiiiii e 1006
SNOW N@ . e 1009
show hardware CoONNECtOr-group..........eueiiuiiiiiieiiiie e 1011
show hardware-profile............coouuiiiiiiii e 1012
SNOW NISTOTY ... 1014
SNOW INTEITACE ....eeiiiiiie e 1015
show interface desCription ...........cooiiiiiiiiii i 1018
show interface FibreChannel ... 1019
show interface management ..........cocciiiiiiiiiiii e 1025
ShOow interface Stats ..........ooceiiiiiii 1027
Show interface Status ..........ceeiiiiiiiii e 1029
Show interface trunk ...........oociiiiiiiei e 1030
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SNOW INVENTOTY ...t 1031

SNOW 1D DD ettt 1032
show ip bgp attribute-entries ...........cccooiiiiiii 1033
show ip bgp dampened-paths ...........cccooiiiiiiiiiii e 1034
show ip bgp filtered-routes ... 1035
show ip bgp flap-statiStics ..........cccviriiiiiii 1036
Show ip bgp NEIGhDOrS ......cooiiiii e 1037
show ip bgp neighbors advertised-routes ............cccoccceiiiiiiiiiiiniiee e, 1038
show ip bgp neighbors flap-statistics ...........ccccoviiiniieiii e, 1039
show ip bgp neighbors received ..........cocuvviiiiiiiiiii e 1040
show ip bgp neighbors received-routes ............cccccoveeiiiieiiiiicneee e 1041
show ip bgp Neighbors routes ... 1042
show ip bgp neighbors routes-summary ...........cccoceeiiiiiniieeiiee e 1043
ShOW ip DGP PEEM-GrOUD ....eeeiiiiiiie ettt 1044
ShOW iD DGP FOULES ..o s 1045
ShOW ip DGP FOULES @Q€ ...ooiuiiiiiiiiiecie s 1046
show ip bgp routes as-path-access-list ...........ccooeciiiiiiiiiiiii s 1047
show ip bgp routes COMMUNILY .........ceeeiiiiiiiiiiii e 1048
show ip bgp routes community-access-list ..........ccccooveiiriiiiiinie, 1049
show ip bgp routes community-reg-expression .............cccccccevveviencnene. 1050
show ip bgp routes longer-prefixes ... 1051
show ip bgp routes neighbor nexthop local unreachable ........................ 1052
show ip bgp routes prefix-list regular-expression route-map ................... 1053
show ip bgp routes summary detail ..o 1054
show ip dhcp relay address interface .........ccccooceeiiiieeiiiiiini e 1055
show ip dhcp relay address rbridge-id ..........coooviiiiiiiiiiie e 1057
show ip dhep relay statistics .........ooivviviiiiii 1059
show ip fabric-virtual-gateway............c.ceeeiiiiiiiiiiii e 1061
SNOW D IGIMP GrOUDPS ...eiiiiiiiitie ettt 1062
Show ip igmp iNtErface .......cccooiiiiiiiii e 1064
ShOW ip igMP SNOOPING ....eeiiiiiiiiiiee ittt 1066
Show ip igmp StatiStiCS .....oceeiiiiiiiii 1067
ShOW P INTEITACE ...ooiiiiiiie e 1068
show ip interface 100pbaCK ...........cceeiiiiiiii e 1071
ShOW ip INTEITACE VO .....eeiiieiiii e 1072
SNOW D OSPF - 1073
ShOW iP OSPF @r€a ....eeeiiiiii e 1074
show ip ospf border-routers ... 1076
ShOW ip OSPF CONFIG ..eeeiiiiiiiiiiie s 1077
show ip ospf database ... 1078
Show ip OSPfiNtErface .......cceeiiiiiiiii e 1081
Show ip 0Spf NEIGDOT .......ooiiiiii 1083
show ip ospf redistribute route ............ccooiiiiiiii 1085
ShOW ip OSPF FOULES ... 1086
ShOW ip OSPF SUMMANY ..ot 1087
Show ip OSPFraffic ......c.eviiiiii 1088
ShOW ip OSPF VIrtual ....cooviiiiii e 1089
ShOW P PIM DST . 1090
SNOW iD PIM GrOUD ..eeeiiiiiie ittt 1091
ShOW ip PIM MCACKNE ...t 1092
Show ip PimM NEIGhDOT .......ooiiiiiii e 1093
SNOW D PIM TPT Lo e 1094
ShOW ip PIM rP-hash ........oooiiii e 1095
SNOW iD PIM FP-IMAP ettt 1096
SNOW P PIM FP=SEL ....eiiiiiie e 1097
SNOW D PIM=SPAISE ....eiiiiiiiiiiiieiiie et 1098
ShOW ip PIM traffic .......ccooiiiiii 1099
SNOW 0P TOULE ..o 1100
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ShOW ip FOULE IMPOTT......eiiiiiiii e 1104

Show ip route SyStem-SUMMArY ........ccoociiiiiiii i 1105
show ipv6 bgp attribute-entries............cooiiiiiii 1106
show ipv6 bgp dampened-paths............cccooiiiiiiiiiiiiiii e 1107
show ipv6 bgp filtered-routes. ..........cooveviiiiiii e 1108
show ipv6 bgp flap-statistics..........cooveiiiiiii 1111
Show ipv6 bgp NEIGhDOrS........coiiiiiiii e 1113
show ipv6 bgp neighbors advertised-routes.............ccocceeiiieiiiiiiiiiiecinen, 1115
show ipv6 bgp neighbors flap-statistiCs...........ccccvviiiiiiiiiie e 1118
show ipv6 bgp neighbors last-packet-with-error.............cccccceeviiniciinnen. 1119
show ipv6 bgp neighbors received...........coooviiiiiiiiiii e 1120
show ipv6 bgp neighbors received-routes.............ccocciieeiiniiiiie e 1121
show ipv6 bgp neighbors rib-out-routes..............coccoviiiiiiiii s 1123
show ipv6 bgp Neighbors routes...........cocueviiiiiiiiic e 1125
show ipv6 bgp neighbors routes-summary...........cccccooiiiiiiieieiiceeeee 1126
ShOW iDVB DGP PEEI-GrOUP. .....eiiiiiiiieiitie ettt 1129
ShOW iPVB DGP FOULES. ...t 1130
ShOW iPVB DGP SUMMATY....cuiiiiiiiieiiei et 1134
show ipv6 counters iNterface .........ccocuvviiiiiiiiii e 1137
show ipv6 dhcp relay address interface ..........cccocceveiiiiiiieeiieeecce 1138
show ipv6 dhcp relay address rbridge-id ..........ccooovveriiiiiiiieii e 1140
show ipv6 dhcp relay statistics ..........oooiviiiiiii e 1142
show ipv6 fabric-virtual-gateway............cccceeriiiiiiiiii 1144
ShOW ipVB INTEITACE ...oooiiiiiiiiie e 1145
ShOW iPVB MIA GrOUPS ....eeiiiiiiiiiiie et 1147
show ipv6 mid interface...........ccocooiiiiiiiiii e 1148
ShOW ipVB MId SNOOPING .....veeiiiiiiiiiiie et 1149
Show ipv6 mId StatiStICS ....cooviuviiiiiii e 1150
Show ipv6 Nd INterface ... 1151
ShOW ipVB NEIGNDOT ... 1153
ShOW IPVB OSPF @rea ....ooiieiiiiiiiie e 1155
show ipv6 ospf database ...........c.cooeeeiiiiiii 1156
Show ipv6 OSPF iNterface ..........cooeiiiiiiiii 1162
ShOW iPVB OSPF MEMOTY ..t 1164
Show ipv6 OSPf NEIGDOT .......eiiiiiiii 1165
show ipv6 ospf redistribute route ...........oocoiiiiiiii 1167
ShOW iV OSPF FOULES ... 1168
ShOW iPVB OSPF SPF . 1169
ShOW ipV6B OSPF SUMMATY ...ooiiiiiiiiii it 1171
show ipv6 oSpf Virtual-links ...........ooooiiiiiii e 1172
show ipv6 ospf virtual-neighbor ... 1174
ShOW ipVB PrefiX-liSt .......oviiiiiiiii e 1175
SNOW IPVB FOULE ..o 1176
ShOW ipV6 route IMPOTt.......cooiiiiiiiee e 1178
Show ipv6 route SyStem-SUMMATY ........ccoceiiiiieeiniie e 1179
ShOW ipV6 STAtiC FOULE .......eeiiiiiiiiie e 1180
SNOW IPVB VITPD ittt 1181
SNOW JACP ettt 1183
SNOW 18CP SYS-I0 .. 1184
SNOW TICENSE ..o 1185
SNOW lICENSE I ..o 1186
SNOW lINECAN ... e 1187
ShOW IIdP INTEITACE ....cooiiiiiieie e 1188
Show IIdp NEIGDOTS ... 1189
ShOW I1dP StAtiSTICS ...eeeiiiiiiiieie e 1191
Show 109ging @UAItIOg .......coeiiuiiiiiiie e 1192
ShOW 10gGING FaSI0Q ...couuviiiiiiiii it 1193
show mac-address-table ... 1195
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SHOW MEAIA ... 1197

show media iNterface ........coocveeiiiiiii e 1198
Show media lINECArd ..........ceiiiiiiiiii e 1200
SNOW MIM L.ttt e s e e e 1202
SNOW MIONILOT ...ttt 1203
Show name-server brief ... 1204
show name-server detail ..o 1205
show name-server NOAefind ..o 1207
show name-server ZoNemMEMDET ..........occiiiiiiiiiiii e 1208
ShOW NAS StAtIStICS. ... ..eiiiiiiiiiie e 1210
show netconf client-capabilities ..........cccocceriiiiii 1211
show netconf-state capabilities ............cccociriiii 1212
show netconf-state datastores ...........ccccoviviiiii 1213
show netconf-state SChemas ...........cooiiiiiii 1214
show netconf-state SESSIONS .......coovviiiiiiiiiiie e 1215
show netconf-state statistics ..........ccooeeviiiii 1216
show notification Stream ..o 1217
ShOW NSX CONMTOIIET ... 1218
ShOW NEP STATUS ...eeeiiiie e 1220
show overlapping-vIan-resource USage ..........ccccverueeeiiieeiiienenieee e 1221
Show overlay-gateway ...........ccooieiiiiiiiiii e 1222
SNOW PONICYME@P ..ttt et 1224
show port port-channel ... 1226
ShOW POrt-Channel ..........cocueeiiiiiii e 1227
show port-channel-redundancCy-group ...........ccoccevereee e 1228
ShOW POIt-Profile ........coiiiiiiiiiiie e 1229
show port-profile domain ..o 1230
show port-profile interface ... 1231
Show port-profile NAME ........c.eoiiiiiii 1232
SNOW POI-SECUNLY ....eeiiiiiiiiiiie e 1233
show port-security addreSSEes .........ceoirueiiiiiiiiiriii e 1234
show port-security iNterface ...........ccocveiiiiiiic e 1235
show port-security oui interface ............ccccvieiiiii i 1236
show port-security sticky interface ...........ccccoeviiiii 1237
SNOW PrOCESS CPU ..veiiiiiiiiiiiee it ettt ettt sttt e e s 1238
SNOW ProCESS INFO ...eeiiiiiiiiiii i 1239
SNOW PrOCESS MEMOTY ....eeiiiiiiiiiiiiie ittt 1240
SNOW PrOM=GCCESS .....eiiiuiiiiiiiiieiiit ettt 1242
show qos flowcontrol interface ...........ccocceviiieiiiiiiii e 1243
ShOW QOS INTEITACE ......oiiiiiiiiiii e 1244
SNOW OS MAPS ...eeiiiiiieiiiie ettt et 1246
ShOW QOS MAPS ASCP-COS ...eeeruvrieiiiiieiiiieeeiiee ettt ettt e e e 1247
show qos maps dSCP-MULALION .........c.ceoiiiiiiiiiiiiie e 1248
show qos maps dscp-traffic-Class ..o 1249
ShOw qOS qQUEUE INEIfACE .......oeviiiiiiiiii e 1250
Show qOS rev-queue iNterface ..........oceeveiieiiiiiicie e 1251
Show QoS rev-queue MUItICASE ..........coiviiiiiiiiii e 1252
ShOW qOS red Profiles ........cooiiiiiiiiiiie e 1253
show qos red statistics interface ..........cccocovrviiii 1254
show qos tx-queue INterface ..........cccveviiiiiiiiiii e 1255
ShOW FDFIAGE-IT ...eeiiieeiie s 1256
show rbridge-running CONfig ........ccceeiiiiiiiiiii e 1257
show rbridge-local-running-Config ..........ccccoriiiiiiiiiiiei e 1258
ShOW redUNAANCY .....ooiiiiiiiiiiic e 1261
SNOW FITION ...ttt 1262
ShOW rMON NISTOTY ....coiiiiiiiiiiii e 1264
SNOW FOULE-MAP ... 1265
show route-map iNterface ...........ccccovueiiiiiie i 1267
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ShOW running reserved-vIan ... 1269

SNOW FUNNING-CONTIG ...eiiiiiiiiiii e 1270
ShOW running-Config @aa .........coiiuiiiiiiiiiie e 1271
show running-config @aaa acCouNnting ........ccccovueeeiiiieiiiee e 1272
show running-config access-list ..........cccciiiiiiiiii 1273
ShOW ruNNING-CONTIG @0 ..veeeiiiiiiiiee e 1274
show running-config banner ... 1276
ShOw running-config CEE-MAP .......ccovviiiiiiiiiiiee e 1277
show running-config Class-mMap ..........cccovviiiiiiiiiiie e 1278
show running-config diag POSt .......ccceiiriiiiiiii e 1279
show running-config dOtTX .......eeiiiiiiiiiieee e 1280
show running-config dpod ..........c.eeiiiiiiiiiie e 1281
show running-config fabric route mcast ..........cccocoviiiiiiiiii e 1282
Show running-config fCOE ........uviiiiiiiiiie i 1283
show running-config feSp auth ... 1284
show running-config hardware.............ccoceeiiiiiini e 1285
show running-config hardware CONNECHOr ..........c.ccceeviiiiiiiiiiee e 1286
show running-config interface fCoe ..........cccviiiiiiiiii e 1287
show running-config interface FibreChannel ............cccccoiiiiiiiiiieiinen, 1288
show running-config interface fortygigabitethernet .............cccccoiiiiee 1290
show running-config interface fortygigabitethernet bpdu-drop .................. 1291
show running-config interface fortygigabitethernet cee ...............coccceeenie. 1292
show running-config interface fortygigabitethernet channel-group ............ 1293
show running-config interface fortygigabitethernet description .................. 1294
show running-config interface fortygigabitethernet dot1x ............cccceeeniee. 1295
show running-config interface fortygigabitethernet fabric ........................... 1297
show running-config interface fortygigabitethernet fcoeport ..................... 1298
show running-config interface fortygigabitethernet lacp ..........ccccccevieeis 1299
show running-config interface fortygigabitethernet lldp ..........ccccocceeiiiiie 1300
show running-config interface fortygigabitethernet mac ..............coccceeie. 1301
show running-config interface fortygigabitethernet mtu ................ccccee 1302
show running-config interface fortygigabitethernet port-profile-port ........... 1303
show running-config interface fortygigabitethernet priority-tag .................. 1304
show running-config interface fortygigabitethernet qos ...........cccccoceeiiee. 1305
show running-config interface fortygigabitethernet rmon ........................... 1306
show running-config interface fortygigabitethernet sflow ........................... 1307
show running-config interface fortygigabitethernet shutdown .................... 1308
show running-config interface fortygigabitethernet switchport ................... 1309
show running-config interface fortygigabitethernet udid ...................c.ec. 1310
show running-config interface fortygigabitethernet vian ................cc..c.c... 1311
show running-config interface gigabitethernet .............cccocoviie 1312
show running-config interface gigabitethernet bpdu-drop .........ccccccceevneee. 1313
show running-config interface gigabitethernet channel-group ................... 1314
show running-config interface gigabitethernet description ...............c......... 1315
show running-config interface gigabitethernet dot1X .........ccccoecviiiiieinnien. 1316
show running-config interface gigabitethernetlacp .........ccccocceiiiiiics 1318
show running-config interface gigabitethernet lldp ............cccoceiiiinins 1319
show running-config interface gigabitethernet mac .............cccocoviieinie. 1320
show running-config interface gigabitethernet mtu ............cccocoiiie. 1321
show running-config interface gigabitethernet port-profile-port .................. 1322
show running-config interface gigabitethernet priority-tag ...........ccccccovee. 1323
show running-config interface gigabitethernet qos ............ccccovoiiiiiiinnne, 1324
show running-config interface gigabitethernet rmon .............cccocciiie 1325
show running-config interface gigabitethernet sflow .............ccociiiinnne. 1326
show running-config interface gigabitethernet shutdown .......................c... 1327
show running-config interface gigabitethernet switchport .......................... 1328
show running-config interface gigabitethernet udld ..............c.ccooeriiinien. 1329
show running-config interface gigabitethernet vlan ...............cccccois 1330
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show running-config interface management ...........cccccccviiiiiiie e, 1331

show running-config interface port-channel ............cccocccniiiiiine 1332
show running-config interface tengigabitethernet ..............c.cccccoie, 1333
show running-config interface tengigabitethernet bpdu-drop ................... 1334
show running-config interface tengigabitethernet cee ..............cccoceen 1335
show running-config interface tengigabitethernet channel-group ............ 1336
show running-config interface tengigabitethernet description .................. 1337
show running-config interface tengigabitethernet dot1x ...........cceceeene 1338
show running-config interface tengigabitethernet fabric .......................... 1340
show running-config interface tengigabitethernet fcoeport ...................... 1341
show running-config interface tengigabitethernet lacp ...........ccooceeiiee 1342
show running-config interface tengigabitethernet lldp ............cccoccceeiiee 1343
show running-config interface tengigabitethernet mac ..............cc.cc.o..... 1344
show running-config interface tengigabitethernet mtu ..............cccccoie. 1345
show running-config interface tengigabitethernet port-profile-port ........... 1346
show running-config interface tengigabitethernet priority-tag .................. 1347
show running-config interface tengigabitethernet qos ............ccccociienne 1348
show running-config interface tengigabitethernet rmon ........................... 1349
show running-config interface tengigabitethernet sflow .......................... 1350
show running-config interface tengigabitethernet shutdown .................... 1351
show running-config interface tengigabitethernet switchport ................... 1352
show running-config interface tengigabitethernet udid ............................ 1353
show running-config interface tengigabitethernet vian .................c........... 1354
show running-config interface vlan ............cccoccciiiiiii 1355
show running-config interface vian ip .........ccccooiiiiii e 1356
show running-config ip access-list ..........cccooeeiiiiiiiniiei i 1358
Show running-config ip ANS ........eviiiiiiiiiiec e 1359
show running-config ip IGMP .....veeiiiiiiiie e 1360
show running-config ip roULE .........ccceiiiiiiiiiiii e 1361
show running-config Idap-Server ...........cccccovieiiiiiii i 1362
show running-config liNe ..........cooiiiiiiiiiiei e 1363
show running-config logging ........ccccueiiriieiiiiie e 1364
show running-config logging auditlog Class ...........cccoccviiiiiiiiiieeiiicc e 1365
show running-config 10gging raslog .........cccceueeiiiiiiiiiii e 1366
show running-config logging syslog-facility ............ccccconiiiiiiniennnneen, 1367
show running-config 1ogging Sysl0g-SErver ...........ccccccviiieeeniieeniiee e 1368
show running-config mac-address-table ... 1369
show running-config MONITOr .........ccceiiiiiiiii e 1370
show running-config Nas SErVer-ip .........ccccceviiieiiieeiniee e 1371
Show runninNg-Config NP .......coviiiiiiiii e 1372
show running-config overlay-gateway...........cccoceveiiieeiiiie i 1373
show running-config password-attributes ..............cccccoeiiiiiiii e 1375
show running-config police-priority-map ........cccccceevieeeiiieeeniee e 1376
show running-config POlICY-Map .......c.eeeiiiiiiiiiiiiiee e 1377
show running-config port-profile ............ccooeiiiiiiiii e 1378
show running-config port-profile activate .............cccoccee i, 1379
show running-config port-profile fcoe-profile ............ccccoovieiniiininnen. 1380
show running-config port-profile qos-profile ...........cccccoviiiiiiiininen, 1381
show running-config port-profile security-profile ...............ccoooviinieennnnn. 1382
show running-config port-profile static ...........ccccoivii e 1383
show running-config port-profile vian-profile ...........cccocccniiiiiiiine 1384
show running-config port-profile-domain ............ccccoiiiiiiiiee 1386
show running-config protocol CApP .........cceeeiiiiiiiiiiiree e 1387
show running-config protocol €dge ..........ccccovveeiiiieiiiiii e 1388
show running-config protocol AP .........ccccuveriieiiiiiiiii e 1389
show running-config protocol spanning-tree mstp ..........ccccovcviriieninnen. 1390
show running-config protocol spanning-tree pvst ..........cccccccvieeniieennee. 1391
show running-config protocol spanning-tree rpvst ............ccooviniieeinnen. 1392
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show running-config protocol spanning-tree rstp .........ccccovveviiieeiiinenee. 1393

show running-config protocol spanning-tree stp ..........cccoceeeviiiiiencineen, 1394
show running-config protocol udld ...........cccooiiiiiiiiiiiii e 1395
show running-config radiuS-SErVer ...........ccccocieiiiiiiiniie e 1396
show running-config rbridge-id ..........ccoouiiiriiiiiiiee e 1397
show running-config rbridge-id hardware-profile.............ccccovviiiiiiincns 1398
show running-config rbridge-id linecard ...........ccccooieiiiiiiiii e 1400
show running-config rbridge-id SSh ..o 1401
ShOW running-Config MMON ..........oiiiiiiiiie e 1402
ShOw running-Config role ............ceeoiiiiiiiiiie e 1403
show running-config route-Map ...........ccoecviiiiiie i 1404
ShOW running-Config rUI ..........cocueiiiiiiiiie e 1405
show running-config SECPOIICY ........ceoruiiiiiiiiiiiie e 1407
show running-config SFIOW ........c.cooiiiiiii e 1409
show running-config SFIOW-POlICY .........cocceiiiiiiiiii e 1410
show running-config SFlow-profile ...........cccoiiii e 1411
Show running-config SNMP-SEIVET ..........cccceiiiiiiiiiiiiiee e 1412
show running-config snmp-server engineid ...........ccoccceviieeiniieciiien e 1413
Show running-Config SSh ........coiiiiiii e 1414
show running-config SSh SErVer ..........ccoceiiiiiiiii e 1415
show running-config ssh server key-exchange ............ccccocviiiiiniccinne. 1416
Show running-config SUPPOIT .........coiiiiiiiiiie i 1417
show running-config support autoupload-param ............ccccevveeiiieeeiiieenne 1418
show running-config Support SUPPOrt-param...........ccceceeeinieeerieeerieee e 1419
show running-config switch-attributes .............ccoooviii 1420
show running-config System-monitor ..o 1421
show running-config system-monitor-mail ............ccccoeeiiiiine 1422
show running-config taCacs-SErVer ..........cccooieiiiiiiiiiiee e 1423
show running-config telnet Server ..........cccovviiiini 1424
show running-config threshold-monitor ............ccccvviiii 1425
show running-config threshold-monitor interface ............cccccooeoeeeeinneenn. 1426
show running-config threshold-monitor security ...........ccccooevieeiiiiiciene.n. 1427
show running-config threshold-monitor SfP ... 1428
Show running-config USErNamE ...........cooiiiiiiiiiieiiie e 1429
ShOW runNinNg-CONfig VCS ....coouiiiiiiiiiiiiie e 1430
ShOw running-Config ZONING .........eooiiiiiiiiii e 1431
show running-config zoning defined-configuration ............cccccciiieiiieens 1432
show running-config zoning enabled-configuration ............c.cccccoeiiieens 1433
SNOW SECPONICY ...ttt 1434
SNOW STIOW ... 1435
ShOW STIOW-PrOfile ......eeeiiiiiiiiiiie e 1437
SNOW STM e 1438
SNOW ST e 1439
SNOW SIOS ...t 1440
ShOW SPAN PALN ...oiiiiiiii e 1442
SNOW SPANNING-IrEE ......eeiiiiiii it 1443
sShow spanning-tree brief ... 1444
show spanning-tree iNterface ... 1446
show spanning-tree mst brief ... 1447
show spanning-tree mst detail ............coceeeiiiiiiiii 1448
show spanning-tree mst iNStance ... 1451
show spanning-tree mst interface ...........ccocoviiiiiii 1452
ShOW SSh SErver Status ..........ccooiiiiiiiiii e 1453
show ssh server rekey-interval status ...........ccccooiiiiiii 1454
ShOW Startup-CONTIG ....cooviiiiiiie e 1455
SNOW SEATUP-AD ..o 1456
Show statistics acCeSS-liSt ........ooiviiiiiiiii 1457
SNOW StOFM-CONTION ...t 1460
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SNOW SUPPOIT ...ttt 1462

SNOW SYSTEM ...t 1463
Show System iNternal Nas ..........ccooveiiiiiiiiii e 1464
ShOW SYSEEM MONILOT ..ot 1465
show telnet server Status ...........coocieiiii i 1466
show threshold MONItOr ...........oooiiiiiii e 1467
SNOW TUNNEI ...t 1468
SNOW UAIA ... s 1470
Show UdId INtErface .........oooiiiiie e 1471
Show UdId SEatiSTICS .....oooiveiiiiiii i 1473
SNOW USEIS ...ttt e e e ettt e e e e e st e e e e e s enbeeeaaeeanes 1474
SNOW VCS ...ttt e e et e e e et e e e e e et e e e e e e aneeas 1475
SNOW VEISION ...ttt e e e ea s 1478
show virtual-fabric status ...........ccccciiiii 1480
SNOW VIAN ..o 1481
ShOW VIAN DIET.....ooiiii e 1483
ShOW VIan ClasSIfier ..o 1484
Show vlan private-vlan ............cccciiiiiiiii 1485
ShOW VIaN rSPan-vlan ...........ccoouiiiiiiiiie e 1486
SNOW VNEIWOTK ...ttt e e e e e 1487
SNOW VI et 1491
SNOW VITPD ..ttt ettt 1492
show zoning enabled-configuration ............cccccccoiiiiiii 1494
show zoning operation-info ..o 1495
Commands Shutdown thrOUBN Z......... ... 1497
SRULAOWN ...t 1497
SHULAOWN (STP)..eiiiiiiieee e e 1498
ShULAOWN (UDLD)....iiiiiiee et 1499
ShULAOWN (VXLAN ...ttt e e e e e e 1500
SHULAOWN-HIME .o 1501
L] L= PP 1502
SIOT e 1503
SNMP-SErVEr COMMUNILY .....viiiiiiiiiiiiie e 1504
SNMP-SEIVET CONLACE ....eeiiiiiiiiiiiiieiee e 1505
SNMP-SEIVET CONEEXE ...vviiiiiiiiiiieie e e e e e e e e e 1506
snMp-server enable trap............eeeeeiiiie e 1507
snmp-server engineid 10Cal ...........eoiiiiiiiiiii 1508
SNMP-SEIVET GIOUD ..uueeteeeeeeiitieeeeeeaastreeaesaastseeeeesasneeeeeeaanereeeeeesanbneeeeess 1509
SNMP-SEIVEL NOSL ... 1511
SNMP-SEIVEr 0CALION ... 1513
SNMP-SEIVET SYS-AESCE ....ueeiiiiieiiiiiiie e ettt et e e e e eaneees 1514
SNMP=SEIVET USEI ....uuuueieiuinieriiererereeerreteaaaaaaaaeaessasasaaasasassssssssssssssneneeeeeeeens 1515
SNMP-SEIVET V3NOST ...eiiiiiiiiiiiiieieeee e e e e e e 1517
SNMP=SEIVET VIEW ...ceiiiiiieieeeeeeeieieieseseeeetereeeeeeeeeeseaaaeaaaeaessessesaanasnsnsnsnes 1519
LT (o= PP URTUR PSR 1520
L= oF= T T =T=TT] (o o S 1521
SPaNNINg-tree autoEAJE .......coiiiiiiiiieiiiee e 1522
SPanNNINg-tre€ BPAU-MAC .......ccooiuiiiiiiiiiii e 1523
SPANNING-TrEE COSE ..coiiiiiiii i 1524
SPaNNINg-tree €dgePOrt .......ocuiiiiii i 1525
SpanNiNg-tree guard FOOL ..........oooiuiiiiii i 1526
spanning-tree hello-time ... 1527
SPaNNINg-tree INSTANCE .........coiiiiiiie e 1528
spanning-tree INK-1yPpe .........oooi e 1529
SpaNNiNg-tree POrtfast .........ccoooeeeiiiiiiie e 1530
SPANNING-tree PriOFitY ....ocoiiiiiiieii i 1531
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spanning-tree restricted-role ..o 1532

spanning-tree restricted-tCn ..o 1533
spanning-tree ShutdOWN ..o 1534
SPANNING-ree VIAN ......ooiiiiiiiii e 1535
speed (EthErNet)........cooiiiiiiiiii e 1536
speed (Fibre Channel).........cc.ooiiiiiiiiii e 1537
SPEEA (FIEXPOIT)....ei it 1538
SPEEA (LAG).. ettt 1539
speed (POrt-Channel).........coooiiiiiiiii e 1540
SPE-threShOId ......coiiiiie s 1541
L] O PSP UPRRTPPRPP 1542
ssh client Cipher NON-CHC..........oooiiiiiii e 1544
ssh server CIpher NON-COC...........cuiiiiiiiiii e 1545
SSN SEIVET KEY ...t 1546
ssh server key-exchange dh-group-14 .........ccccceeiiiinieiiniee e 1547
Ssh server reKey-interval ..........ooeiiiiiiiiiii e 1548
SSh Server SNULAOWN .......c.uiiiiiiiii e 1549
ssh server standby enable............ccccoiiiiiiiii 1550
SSh SEIVEr STAtUS ......eeiiiiiiie e 1551
SEALIC-NEIWOTK ... 1552
StOrM-CONIIOl INGIESS ...covviiiiiiie et 1553
summary-address (OSPF)........ooiiiiiiiii e 1555
summary-address (OSPFV3)........oooiiiiiiiieiiee e 1556
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Preface

e Document conventions
e Brocade resources
e Contacting Brocade Technical Support
e Document feedback

Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and
important notice formats used in Brocade technical documentation.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text
to highlight specific words or phrases.

Format

bold text

italic text

Courier font

Description

Identifies command names
Identifies keywords and operands
Identifies the names of user-manipulated GUI elements

Identifies text to enter at the GUI

Identifies emphasis
Identifies variables and modifiers
Identifies paths and Internet addresses

Identifies document titles

Identifies CLI output

Identifies command syntax examples

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of
parameters and their logical relationships.

Convention
bold text

italic text
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Identifies command names, keywords, and command options.

Identifies a variable.
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Notes, cautions, and warnings
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Convention

value

{xlylz}

Description

In Fibre Channel products, a fixed value provided as input to a command
option is printed in plain text, for example, --show WWN.

Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

A choice of required parameters is enclosed in curly brackets separated by
vertical bars. You must select one of the options.

In Fibre Channel products, square brackets may be used instead for this
purpose.

A vertical bar separates mutually exclusive elements.

Nonprinting characters, for example, passwords, are enclosed in angle
brackets.

Repeat the previous element, for example, memberimember...].

Indicates a “soft” line break in command examples. If a backslash separates
two lines of a command input, enter the entire command at the prompt without
the backslash.

Notes, cautions, and wamings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of
increasing severity of potential hazards.

NOTE
A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference
to related information.

ATTENTION
An Attention statement indicates a stronger note, for example, to alert you when traffic might be
interrupted or the device might reboot.

CAUTION

DANGER

A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

A Danger statement indicates conditions or situations that can be potentially lethal or

extremely hazardous to you. Safety labels are also attached directly to products to warn of
these conditions or situations.
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Brocade resources

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade
resources.

You can download additional publications supporting your product at www.brocade.com. Select the
Brocade Products tab to locate your product, then click the Brocade product name or image to open the
individual product page. The user manuals are available in the resources module at the bottom of the
page under the Documentation category.

To get up-to-the-minute information on Brocade products and resources, go to MyBrocade. You can
register at no cost to obtain a user ID and password.

Release notes are available on MyBrocade under Product Downloads.

White papers, online demonstrations, and data sheets are available through the Brocade website.

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online, by telephone, or by e-
mail. Brocade OEM customers contact their OEM/Solutions provider.

Brocade customers

For product support information and the latest information on contacting the Technical Assistance
Center, go to http://www.brocade.com/services-support/index.html.

If you have purchased Brocade product support directly from Brocade, use one of the following methods
to contact the Brocade Technical Assistance Center 24x7.

Online Telephone E-mail

Preferred method of contact for non- Required for Sev 1-Critical and Sev  support@brocade.com

urgent issues: 2-High issues:
9 g Please include:

* My Cases through MyBrocade « Continental US: 1-800-752-8061
» Software downloads and licensing * Europe, Middle East, Africa, and
tools Asia Pacific: +800-AT FIBREE

. Knowledge Base (+800 28 34 27 33) * Installation details
» Environment description

* Problem summary
» Serial number

« For areas unable to access toll
free number: +1-408-333-6061

* Toll-free numbers are available in
many countries.

Brocade OEM customers

If you have purchased Brocade product support from a Brocade OEM/Solution Provider, contact your
OEM/Solution Provider for all of your product support needs.

+ OEM/Solution Providers are trained and certified by Brocade to support Brocade® products.
» Brocade provides backline support for issues that cannot be resolved by the OEM/Solution Provider.
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Document feedback

» Brocade Supplemental Support augments your existing OEM support contract, providing direct
access to Brocade expertise. For more information, contact Brocade or your OEM.

» For questions regarding service levels and response times, contact your OEM/Solution Provider.

Document feedback

To send feedback and report errors in the documentation you can use the feedback form posted with
the document or you can e-mail the documentation team.

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and
completeness of this document. However, if you find an error or an omission, or you think that a topic
needs further development, we want to hear from you. You can provide feedback in two ways:

» Through the online feedback form in the HTML documents posted on www.brocade.com.
» By sending your feedback to documentation@brocade.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading
and page number if applicable, as well as your suggestions for improvement.
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About This Document

e Supported hardware and SOftWaAre.........c..uiiiiiiii e 33
o What's Nnew in this dOCUMENT...........coviiiiiiiiieee e 33

Supported hardware and software

In those instances in which procedures or parts of procedures documented here apply to some switches

but not to others, this guide identifies exactly which switches are supported and which are not.

Although many different software and hardware configurations are tested and supported by Brocade
Communications Systems, Inc. for Network OS 5.0.1, documenting all possible configurations and
scenarios is beyond the scope of this document.

The following hardware platforms are supported by this release of Network OS:

» Brocade VDX 2740 embedded switch
* Brocade VDX 6740

Brocade VDX 6740-48
Brocade VDX 6740-64
* Brocade VDX 6740T

Brocade VDX 6740T-48
Brocade VDX 6740T-64
- Brocade VDX 6740T-1G
* Brocade VDX 8770

Brocade VDX 8770-4
Brocade VDX 8770-8

To obtain information about an OS version other than Network OS v5.0.1, refer to the documentation
specific to that OS version.

What's new in this document

A listing of changes made since the Network OS Command Reference was last released.

New and modified commands

New and modified commands in Network OS v5.0.0 include commands from the following areas:

+ BGP4+

* FlexPort

+ FIPS

+ |Pv6 support (dual stack)
* Management VRF

Network OS Command Reference
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« OSPFv3
» sFlow for VXLAN
« VRRPv3

New and modified commands

New and modified commands in Network OS v5.0.1 include commands from the following areas:

* DHCPV6 relay
» Fabric-Virtual-Gateway
* VLAN support

Deprecated commands

The following commands have been removed in Network OS v5.0.1:

* ip route next-hop bgp

* ip route next-hop ospf

* ip route next-hop-enable-default
* ip route next-hop-recursion

New and modified commands

New and modified commands in Network OS v5.0.1a include commands from the following areas:

+ |Psec for OSPFv3
* SNMP enhancements for Joint Interoperability Test Command (JITC) certification

Heading changes

Headings used in command pages have changed in an effort toward standardization. The changes
are:

* The Parameters heading replaces Operands.
* The Command Default heading replaces Defaults.
* The Modes heading replaces Command Modes.
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e Using Network OS CLI command output modifiers.............ccooiiiiiiiiiiiiii e 43
e Considerations for show command OUPUL .........ccoiiiiiiiiiiiiii e 44
o User-configurable VLAN IDS.......coouiiiiiiiiiiii et 44

DCB command line interface

The Brocade Data Center Bridging (DCB) CLI is designed to support the management of DCB and
Layer 2 Ethernet switching functionality. The Network OS CLI uses an industry-standard hierarchical

shell familiar to Ethernet/IP networking administrators.

The system starts up with the default Network OS configuration and the DCB startup configuration. After
logging in, you are in the Network OS shell. For information on accessing the DCB commands from the

Network OS shell, refer to Network OS CLI command modes on page 36.

Saving your configuration changes

Any configuration changes made to the switch are written into the running-config file. This is a dynamic

file that is lost when the switch reboots. During the boot sequence, the switch resets all configuration

settings to the values in the startup-config file.

To make your changes permanent, use the copy command to commit the running-config file to the

startup-config file, as shown below.

The following example illustrates the use of the copy running-config in privieged EXEC mode to save

configuration changes:

switch# copy running-config startup-config
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RBAC permissions

RBAC permissions

Role-Based Access Control (RBAC) defines the capabilities that a user account has based on the role
the account has been assigned.

A role is an entity that defines the access privileges of the user accounts on the switch. A user is
associated with one role. Refer to the Network OS Administration Guide for more information about
RBAC.

Default roles

Attributes of default roles cannot be modified; however, the default roles can be assigned to non-
default user accounts. The following roles are default roles:

» The admin role has the highest privileges. All CLIs are accessible to the user associated with the
admin role. By default, the admin role has read and write access.

» The user role has limited privileges that are mostly restricted to show commands in privileged EXEC
mode. User accounts associated with the user role cannot access configuration CLIs that are in
global configuration mode. By default, the user role has read-only access.

Accessing the Network OS CLI through Telnet

NOTE

While this example uses the admin role to log in to the switch, both the admin and the user role can be
used.

The procedure to access the Network OS CLI is the same through either the console interface or
through a Telnet session; both access methods bring you to the login prompt.
switch login: admin

Password:**********
switch#

NOTE
Multiple users can open Telnet sessions and issue commands by using privileged EXEC mode.
Network OS supports up to 32 Telnet sessions with the admin login.

Network OS CLI command modes

36

The following lists the major Network OS CLI command modes and describes how to access them.

NOTE
Use the pwd command to view the mode of the current working directory. This command function sin
global configuration mode and the modes accessed from global configuration mode.
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Using the Network OS CLI

NOTE

Pressing Ctrl+Z or entering the end command in any mode returns you to privileged EXEC mode.
Entering exit in any mode returns you to the previous mode.

TABLE 1 Network OS CLI command modes

Command Prompt How to access the command Description
mode mode
Privileged EXEC switch# This is the default mode for the Display and change system

switch.

parameters. Note that this is the
administrative mode and includes
the basic configuration commands.

Global switch(config) # From privileged EXEC mode, enter  Configure features that affect the
configuration the configure terminal command.  entire switch.
line vty i?ézggécggfig) #line vty exec- From global configuration mode, Specify the amount of time a CLI
switch (config-line-vty) # enter the line vty command. session can be idle before it logs
you out.
RBridge ID RBridge ID: From global configuration mode, Configure features and issue show
configuration : : : . specify a node by entering the commands specific to an individual
mode zﬁigﬁ Eggﬁig)_ﬁbﬁgéigidi?) i rbridge-ic_i rbridge__id command, node in a \_/irtual Cluste_r S_witching
where rbridge_id is the RBridge ID  (VCS) environment. This includes
of the selected node. both fabric cluster and management
cluster scenarios.
Interface Port-channel: From global configuration mode, Access and configure individual
subtype switch (config-Port-channel-63)# specify an interface by entering one interface subtypes.
Lo of the following commands:
10-Gigabit Ethernet (DCB port): 9 Enter ? at a command prompt to
switch(conf-if-te-0/1)# « interface fcoe see what interface subtypes are
VLAN: : « interface fortygigabitethernet  available for that command.
switch (config-Vlan-1)# - interface gigabitethernet
VE: » interface
switch (config)# rbridge-id 11 hundredgigabitethernet
switch(config-rbridge-id-11)# int . jnterface loopback
ve 56 .
switch (config-ve-56) # * interface management
M " * interface port-channel
anagemen . Lo
switch (config)# interface !nterface tengigabitethernet
management 3/1 * interface ve
switch (config-Management-3/1) « interface vlan
Protocol LLDP: From global configuration mode, Access and configure protocols.
configuration switch(conf-11dp) # specify a protocol by entering one

Spanning-tree:

switch (config-mstp) #
switch (config-rstp) #
switch (config-stp) #
switch (config-pvst) #
switch (config-rpvst) #
switch (conf-udld) #

of the following commands:

» protocol lidp

« protocol spanning-tree mstp
« protocol spanning-tree rstp

» protocol spanning-tree stp

» protocol spanning-tree pvst

« protocol spanning-tree rapid-
pvst

« protocol udid
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Using the Network OS CLI

TABLE 1 Network OS CLI command modes (Continued)

Command Prompt How to access the command Description

mode mode

FCoE FCoE: From global configuration mode, Access and configure FCoE
configuration switch (config-fcoe) # use the fcoe command to enter features.

FCoE fabric-map sub-mode:
switch (config-fcoe-fabric-map) #

FCoE map sub-mode:
switch (config-fcoe-map) #

FCoE configuration mode.

From FCoE configuration mode,
specify an FCoE sub-mode by
entering one of the following
commands:

« fabric-map default
* map default

Access Gateway AG configuration mode:

From RBridge-ID configuration Access and configure Access

(AG) switch (config-rbridge-12-ag) # mode, enter the ag command. Gateway features.
configuration N_Port configuration mode: From AG configuration mode, enter
switch(config-rbridge-12-ag-nport- the nport port command where port
if-fi- port )# is an N_Port number supported by
Port Grouping configuration mode: the hardware platform.
switch (config-rbridge-12-ag-pg- . X
pgid )# From AG configuration mode, enter
pg pgid where pgid is the port
group identification number.
AMPP port- AMPP port-profile: From the global configuration mode, Access and configure AMPP
profile mode switch (config-port-profile-name)# enter the port-profile commandto features.

VLAN-profile sub-mode:
switch (config-vlan-profile) #

QoS-profile sub-mode:
switch (config-qos-profile) #

FCoE-profile sub-mode:
switch (config-fcoe-profile) #

Security-profile sub-mode:
switch (config-security-profile) #

enter port-profile configuration
mode.

From port-profile configuration
mode, specify an AMPP sub-mode
by entering one of the following
commands:

« vlan-profile
* qos-profile
* fcoe-profile
» security-profile

Routing protocol BGP: From global configuration mode, Configure Border Gateway Protocol
configuration switch (config)# specify an RBridge ID to enter routing protocol
switch(config-rbridge-id-1)# RBridge ID configuration mode.
switch (config-bgp-router) #
BGP route-map configuration mode: From RBridge ID configuration
switch (config-rbridge-id-1)# mode, use the router bgp
switch (config-route-map- command to enter BGP
myroutemap/permit/1) # configuration mode.
BGP address-family IPv4-unicast mode: From RBridge ID configuration
switch (config-bgp-router) # mode, use the route-map
switch (config-bgp-ipv4du) # command with a permit or deny
statement and an instance number
to enter BGP route-map
configuration mode,.
From BGP configuration mode, use
the address-family ipv4 unicast
command to enter BGP address-
family IPv4 unicast configuration
mode.
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TABLE 1 Network OS CLI command modes (Continued)

Using the Network OS CLI

Command Prompt How to access the command Description
mode mode
OSPF VRF: From RBridge ID configuration Configure Open Short Path First

switch(config)# rbridge-id 5
switch (config-rbridge-id-5) #
router ospf

switch (config-router-ospf-vrf-
default-vrf) #

mode, use the router ospf
command to enter OSPF VRF
configuration mode.

routing protocol

PIM:

switch (config)# rbridge-id 5
switch (config-rbridge-id-5) #
router pim

switch (conf-pim-router) #

From Bridge ID configuration mode,
use the router pim command to
enter PIM configuration mode.

Configure Protocol Independent
Multicast routing protocol

Virtual-router-

switch (config)# rbridge-id 101
switch (config-rbridge-id-101) #

From RBridge ID configuration

group int ve 25 mode, use the int ve command to
configuration switch (config-ve-25)# vrrp- enter VE configuration mode. Then
mode extended-group 1 use the vrrp-extended-group

SWltc}_ll(Cinflg“’rrp‘eXtended‘ command to enter virtual-router-

group-1) group configuration mode.
ACL Standard ACL: From global configuration mode, Access ACL configuration mode to
configuration switch (config-macl-std) # enter one of the following manage access control lists
mode switch(config-ipacl-std) # commands: (ACLs) .

switch (config-ip6acl-std) #

Extended ACL: * mac access-I!st standard

switch (config-macl-ext) # * mac access-list extended

switch (config-ipacl-ext) # * ip access-list standard

switch (config-ip6acl-ext) # - ip access-list extended

* ipv6 access-list standard
» ipv6 access-list extended

CEE map CEE map: From global configuration mode, Access and configure CEE map
configuration switch(config-cee-map-default) # enter the cee-map default features.
mode command.
ELD switch (config)# protocol edge- From global configuration mode, Configure edge loop detection.
configuration lo‘?ft’_ie(tec?or_l 1a)4 enter the protocol edge-loop-
mode switchicontigre detection command.
Hardware switch(config)# hardware From global configuration mode, This mode is a prerequisite for
configuration specify the hardware mode by entering connector and port-group

entering the hardware command.

mode.

Connector mode

switch# hardware connector
switch (config-connector

[n]/n/n)#

From hardware mode, specify the
connector node and [ rbridge-id 1/
slot/port information.

Connector mode is used to enable
breakout on ports. When breakout
is enabled, ports are appended in

the output with a colon(:) followed

by values 1-4.

DSCP mutation
mapping

DSCP Mutation Map:
switch (dscp-mutation-mapname) #

From global configuration mode,
remap incoming DSCP values by
entering the qos map dscp-
mutation mapnamecommand:

Network OS Command Reference

53-1003456-02

39



Using the Network OS CLI

TABLE 1 Network OS CLI command modes (Continued)

Command Prompt How to access the command Description
mode mode
DSCP to CoS DSCP to CoS Map: From global configuration mode,

priority mapping

switch (dscp-cos-mapname) #

create a DSCP to CoS priority map
by entering the qos map dscp-cos
mapname command.

DSCP to traffic
class mapping

DSCP to Traffic Class Map:
switch (dscp-traffic-class-
mapname) #

From global configuration mode,
create a DSCP to traffic class map
by entering the qos map dscp-
traffic-class mapname command:

Port-group switch (config-port-group-1/3/9)#  From hardware configuration mode, This mode allows you to enable
configuration enter the port-group command Performance or Density operating
followed by a port group modes on a specific port group on
identification: the 27x40 GbE line card only.
port-group rbridge-id/slot/port-
group-id
The port-group-id is specific to the
Brocade VDX 8770 switch 27x40
GbE line card.
QoS Policer Police Priority Map From global configuration mode,
configuration switch (config-policemap) # specify a Policer configuration
Class Map: mode by entering one of these
switch (config-classmap) # command
Policy Map: « police-priority-map mapname
switch (config-policymap) # « class-map mapname
Policy-class-map submode: * policy-map mapname
switch (config-policymap-class)# To enter the policy-class-map sub-
Policy-class-map-policer attributes submode: Mode from policy-map mode, enter
switch (config-policymap-class— class classmapname
police) # .
To enter the policy-class-map-
policer attributes sub-mode from
policy-map-class mode, enter
police followed by the policing
attributes.
Alias switch (config-alias-configq) # From global configuration mode, Access configure alias features.
configuration enter the alias-config command.
Use the alias string expansion
command to create aliases.
User alias switch(config-alias-config-user)# From alias configuration mode, Access configure user alias
configuration enter the user namecommand. features.
Policymap switch (config-policymap) # From global configuration mode,
configuration enter the policy-map name

command.

Policymap class

switch (config-policymap-class) #

From policymap configuration

map mode, enter the class
configuration namecommand.
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TABLE 1 Network OS CLI command modes (Continued)

Command
mode

Prompt

How to access the command
mode

Description

Policymap class

switch (config-policymap-class-

From policymap class configuration

police police)# mode, enter the police cir value
configuration command.

VCS switch (config-vcs) # From privileged EXEC mode, enter
configuration the ves vesid id-number logical-
mode chassis enable command

VRF (config-rbridge-12-vrf-vrf name)# From RBridge ID configuration
configuration mode, enter the vrf name

mode command.

Network OS CLI keyboard shortcuts

The following lists Network OS CLI| keyboard shortcuts.

TABLE 2 Network OS CLI keyboard shortcuts

Keystroke

Description

Ctri+B (or the left arrow key)

Moves the cursor back one character.

Ctrl+F (or the right arrow key)

Moves the cursor forward one character.

Ctrl+A Moves the cursor to the beginning of the command line.
Ctri+E Moves the cursor to the end of the command line.

Esc B Moves the cursor back one word.

EscF Moves the cursor forward one word.

Ctri+Z Returns to privileged EXEC mode.

Ctri+P (or the up arrow key)

Displays commands in the history buffer with the most recent command displayed
first.

Ctrl+N (or the down arrow key)

Displays commands in the history buffer with the most recent command displayed
last.

NOTE

In privileged EXEC mode, use the show history command to list the commands most recently entered.
The switch retains the history of the last 1000 commands entered for the current session.
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Using the do command as a shortcut

Using the do command as a shortcut

You can use the do command to save time when you are working in any configuration mode and you
want to run a command in privileged EXEC mode.

For example, if you are configuring LLDP and you want to execute a privileged EXEC mode
command, such as the dir command, you would first have to exit the LLDP configuration mode. By
using the do command with the dir command, you can ignore the need to change configuration
modes, as shown in the following example.

switch (conf-11dp)# do dir
Contents of flash://

—rW-r-—-—--- 1276 Wed Feb 4 07:08:49 2009 startup_rmon_config
—rw-r----- 1276 Wed Feb 4 07:10:30 2009 rmon_config
-rw-r----- 1276 Wed Feb 4 07:12:33 2009 rmon configuration
—IrW-r——-——-— 1276 Wed Feb 4 10:48:59 2009 startup-config

Displaying Network OS CLI commands and command syntax

42

Enter a question mark (?) in any command mode to display the list of commands available in that
mode.

switch (conf-11dp)# ?
Possible completions:

advertise The Advertise TLV configuration.

description The User description

disable Disable LLDP

do Run an operational-mode command

exit Exit from current mode

hello The Hello Transmit interval.

help Provide help information

iscsi-priority Configure the Ethernet priority to advertise for 1iSCSI
mode The LLDP mode.

multiplier The Timeout Multiplier

no Negate a command or set its defaults

profile The LLDP Profile table.

pwd Display current mode path

system-description The System Description.

system-name The System Name

top Exit to top level and optionally run command

To display a list of commands that start with the same characters, type the characters followed by the
question mark (? ).
switch# e?

Possible completions:
exit Exit the management session

To display the keywords and arguments associated with a command, enter the keyword followed by
the question mark (?).

switch# terminal ?
Possible completions:

length Sets Terminal Length for this session

monitor Enables terminal monitoring for this session

no Sets Terminal Length for this session to default :24.

timeout Sets the interval that the EXEC command interpreter wait for user input.

If the question mark (?) is typed within an incomplete keyword, and the keyword is the only keyword
starting with those characters, the CLI displays help for that keyword only.

switch# show d?

Possible completions:

debug Debug

diag Show diag related information
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dotlx 802.1x configuration
dpod Provides DPOD license information.

If the question mark (?) is typed within an incomplete keyword but the keyword matches several
keywords, the CLI displays help for all the matching keywords.
switch# show 1?2

interface Interface status and configuration
ip Internet Protocol (IP)

The Network OS CLI accepts abbreviations for commands. This example is the abbreviation for the
show qos interface all command.

switch# sh g 1 a
If the switch does not recognize a command after Enter is pressed, an error message displays.
switch# hookup

syntax error: unknown argument.

If an incomplete command is entered, an error message displays.
switch# show

syntax error: unknown argument.

Completing Network OS CLI commands

To complete the spelling of commands or keywords automatically, begin typing the command or
keyword and then press Tab. For example, at the CLI command prompt, type te and press Tab:

switch# te
The CLI displays the following command.

switch# terminal

If there is more than one command or keyword associated with the characters typed, the Network OS
CLI displays all choices. For example, at the CLI command prompt, type show 1 and press Tab.

switch# show 1
The CLI displays the following command.

Possible completions:

lacp LACP commands
license Display license keys installed on the switch.
11ldp Link Layer Discovery Protocol (LLDP).

logging Show logging

Using Network OS CLI command output modifiers

You can filter the output of the Network OS CLI show commands by using the output modifiers
described below.

TABLE 3 Network OS CLI command output modifiers

Output modifier Description
append Appends the output to a file.
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Considerations for show command output

TABLE 3 Network OS CLI command output modifiers (Continued)

Output modifier

Description

redirect Redirects the command output to the specified file.

include Displays the command output that includes the specified expression.

exclude Displays the command output that excludes the specified expression.

begin Displays the command output that begins with the specified expression.

last Displays only the last few lines of the command output.

tee Redirects the command output to the specified file. Notice that this modifier also
displays the command output.

until string Ends the output when the output text matches the string.

count Counts the number of lines in the output.

linnum Enumerates the lines in the output.

more Paginates the output.

nomore Suppresses the pagination of the output.

FLASH Redirects the output to flash memory.

Considerations for show command output

User-configurable VLAN IDs

44

Network OS contains many versions of the show command. The output of the show command
changes depending on your configuration and situation. However, in general terms the show
command falls into one of two categories:

» Any show commands that are fabric (global configuration) in nature, such as VLAN, MAC Address
table, AMPP, Zoning, and so on, should display or clear the information for all nodes in a logical

chassis.

» Any show commands that are local to a switch, such as Layer 3 or Layer 2 functionality (for
example, sFlow, SPAN, and so on), should display the local information by default, and display
different switch information specific to an RBridge ID.

On the Brocade VDX family of switches, VLANSs are treated as interfaces from a configuration point of
view. By default, all the DCB ports are assigned to VLAN 1 (VLAN ID equals 1). VLAN 1002 is
reserved for FCoE VLAN functionality on all VDX switches. Valid VLAN IDs (those configurable by the
user), as well as VLAN IDs reserved for system functionality, are shown in the following table.
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TABLE 4 User-configurable and reserved VLAN IDs for Brocade VDX 8770 series, VDX 6740 series,
and VDX 2740 switches

802.1Q VLANs Classified VLANs (for Virtual Fabrics)
VLAN IDs 1 through 4086 (VLAN IDs 4087 through 4095 VLAN IDs 4096 through 8191 for service or transport
are reserved on these switches) VFs in a Virtual Fabrics context
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Commands A through E

aaa authentication

Configures the AAA login sequence.

Syntax  aaa authentication login { default | Idap | local | radius { local | local-auth-failback } | tacacs+ {
local | local-auth-failback } }

no aaa authentication login
Command Default  The default server is Local.

Parameters  login
Specifies the type of server that will be used for authentication, authorization,
and accounting (AAA) on the switch. The local server is the default. Specify one
of the following options:

default
Specifies the default mode (local server). Authenticates the user against
the local database only. If the password does not match or the user is not
defined, the login fails.
Idap
Specifies the Lightweight Directory Access Protocol (LDAP) servers.
local

Specifies to use the local switch database if prior authentication methods
are inactive.

local-auth-failback
Specifies to use the local switch database if prior authentication methods
are not active or if authentication fails.

local
Specifies the local switch database.
radius
Specifies the RADIUS servers.
local
Specifies to use the local switch database if prior authentication methods
are inactive.
local-auth-failback
Specifies to use the local switch database if prior authentication methods
are not active or if authentication fails.
tacacs+

Specifies the TACACS+ servers.

local

Specifies to use the local switch database if prior authentication methods
are inactive.
local-auth-failback
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48

Modes

Usage Guidelines

Examples

Specifies to use the local switch database if prior authentication methods
are not active or if authentication fails.

Global configuration mode

This command selects the order of authentication sources to be used for user authentication during the
login process. Two sources are supported: primary and secondary. The secondary source of
authentication is optional and will be used if the primary source fails or is not available.

The authentication mode can only be set and cannot be added or deleted. For example, to change a
configuration from "radius local" to radius only, execute the no aaa authentication login command to
resets the configuration to the default mode, and then reconfigure the AAA mode with the desired
setting.

In a configuration with primary and secondary sources of authentication, the primary mode cannot be
modified alone. For example, you cannot change from “radius local" or "radius local-auth-fallback” to
“tacacs+ local" or "tacacs+ local-auth-fallback” respectively. First remove the existing configuration and
then configure it to the required configuration.

Beginning with Network OS v4.0.0, when the local option is specified as a secondary authentication
service, local authentication is tried only when the primary AAA authentication service (TACACS+/
Radius/LDAP) is either unreachable or not available. Local authentication will not be attempted if the
authentication with the primary service fails.

To change the AAA server to TACACS+ using the local switch database as a secondary source of
authentication:

switch (config)# aaa authentication login tacacs+ local
Broadcast message from root (pts/0) Tue Apr 5 16:34:12 2011...

To change the AAA server from TACACS+ and local to TACACS+ only (no secondary source):

switch (config)# no aaa authentication login tacacs+ local
switch (config)# aaa authentication login tacacs+
switch(config)# do show running-config aaa

aaa authentication login tacacs+
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accept-unicast-arp-request

accept-unicast-arp-request

Configures the IPv4 fabric-virtual-gateway active sessions to respond to unicast ARP requests.
Syntax  accept-unicast-arp-request

no accept-unicast-arp-request
Modes  IPv4 address-family configuration mode

Usage Guidelines = The no accept-unicast-arp-request command configures the active sessions to ignore ARP requests.

This command functions for IPv4 traffic only.

Examples  The following example shows how to configure the gateway MAC address for an IPv4 Fabric-Virtual-
Gateway session to respond to unicast ARP requests.
switch (config)# router fabric-virtual-gateway

switch (conf-router-fabric-virtual-gateway)# address-family ipv4
switch (conf-address-family-ipv4)# accept-unicast-arp-request

History  Release version Command history

5.0.1 This command was introduced.

Related address-family (Fabric-Virtual-Gateway), router fabric-virtual-gateway
Commands
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access-group

Applies rules specified in an access control list (ACL) to traffic entering or exiting an interface. You can

use the no form of this command to remove an ACL from an interface.
Syntax {ip| ipv6 | mac } access-group ACLname {in | out }

no {ip| ipv6 | mac } access-group ACLname { in | out }

Parameters ip

Specifies the Layer 2 or Layer 3 ACL to bind to an interface.

ipv6

Specifies the Layer 2 or Layer 3 ACL to bind to an interface.

mac

in

Specifies the Layer 2 or Layer 3 ACL to bind to an interface.

Specifies the ACL binding direction as ingress.

out

Specifies the ACL binding direction as egress.

ACLname

Modes Interface subtype configuration mode

Usage Guidelines  You can apply a maximum of six ACLs to a user interface, as follows:

Specifies the ACL name.

One ingress MAC ACL
One egress MAC ACL
One ingress IPv4 ACL
One egress IPv4 ACL
One ingress IPv6 ACL
One egress IPv6 ACL

NOTE
You can apply an ACL to multiple interfaces. And you can apply an extended ACL twice—ingress and

egress—to a given user interface.

To remove an IPv4 ACL from an interface, enter the no form of this command.

Examples

switch# configure

Entering configuration mode terminal
switch (config)# int ten 122/5/34
switch (conf-if-te-122/5/34)# ip access-group agl in

Related access-list, interface, ip access-group, ipv6 access-group, mac access-group, show access-list

Commands

50
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access-list

Syntax

Parameters

Modes

Usage Guidelines

access-list

Creates a standard or extended access control list (ACL). In ACLs, you can define rules that permit or
deny network traffic based on criteria that you specify.

{iip| ipv6 | mac } access-list { standard | extended } ACLname

no {ip| ipv6 | mac } access-list { standard | extended } ACLname

ip
Specifies the Layer 2 or Layer 3 ACL type.
ipv6
Specifies the Layer 2 or Layer 3 ACL type.
mac
Specifies the Layer 2 or Layer 3 ACL type.
standard
Contains rules that permit or deny traffic based on source addresses that you
specify. The rules are applicable to all ports of the specified addresses.
extended
Contains rules that permit or deny traffic according to source and destination
addresses, as well as other parameters.
ACLname

Specifies a unique ACL name. The name can be up to 63 characters in length,
and must begin with an alphanumeric character. No special characters are
allowed, except for the underscore and hyphen.

Global configuration mode

An ACL name can be up to 63 characters long, and must begin with a—z, A—Z or 0-9. You can also use
underscore (_) or hyphen (-) in an ACL name, but not as the first character.

On any given switch, an ACL name must be unique among all ACL types (MAC/IPv4/IPv6; standard or
extended).

After you create an ACL, use the seq command to create filtering rules for that ACL.
An ACL starts functioning only after if is applied to an interface, using the access-group command.

To delete an ACL, use the no access-list command. You can delete an ACL only after you first remove
it from all interfaces to which it is applied, using the no access-group command.

Examples  The following example creates a standard IPv6 ACL:

switch # configure
switch (config)# ipv6 access-list standard stdV6ACL1
The following example creates an extended IPv6 ACL:
switch # configure
switch (config)# ipv6 access-1list extended extdACLS5

Related access-group, interface, ip access-list, ipv6é access-list, mac access-list extended, mac access-

Commands list standard, seq (IPv4 extended ACLs), seq (IPv4 standard ACLs), seq (IPv6 extended ACLs),
seq (IPv6 standard ACLs), seq (MAC extended ACLs), seq (MAC standard ACLs), show access-
list, show running-config access-list
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activate (NSX Controller connection profile)

activate (NSX Controller connection profile)

52

Syntax

Command Default

Modes

Usage Guidelines

Examples

Activates an NSX controller connection profile, thereby initiating the connection between the NSX
controller and the VCS fabric.

activate

no activate

Profile is inactive.

NSX Controller configuration mode

This command is allowed for a switch that is in logical chassis cluster mode only.
You must configure the NSX Controller IP address before executing this command.
You must configure the VCS virtual IP address of the cluster before executing this command.

Use the no form of the command to mark the connection profile inactive. Any existing connection is
closed. However, all tunnels already created by the NSX controller remain open.

To activate an NSX controller connection profile that you have created and named profile1:

switch# configuration
switch (config)# nsx-controller profilel
switch (config-nsx-controller-profilel)# activate
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activate (protected VLAG)

activate (protected VLAG)

Syntax

Modes

Usage Guidelines

Activates the port-channel redundancy group.
activate

no activate

Global configuration mode

Use this command to activate the port-channel redundancy group to activate the protected VLAG. Once
activated, no configuration changes are allowed on the protected VLAG and members.

The no activate command deactivates the protected VLAG.

Examples  Typical command execution example:
switch (config-port-channel-redundancy-group-32)# activate
Related port-channel, port-channel-redundancy-group
Commands
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activate (VXLAN gateway)

activate (VXLAN gateway)

54

Syntax

Command Default

Modes

Usage Guidelines

Examples

Related
Commands

Activates a VXLAN overlay gateway instance.

activate

no activate

By default, a gateway is not activated during initial configuration.
VXLAN overlay gateway configuration mode

It is recommended that you configure all gateway parameters before activating the gateway. This
operation enables all tunnels that are associated with this gateway. VXLAN tunnels are not user
configurable.

The following conditions that must be in place before you can execute the activate command:

» Loopback interfaces must be configured on all RBridges that have been attached by means of the
attach command. Refer to the interface loopback command,

» All loopback interfaces must be configured with the same IPv4 address and the same VRF instance.
* The IP address of the VXLAN gateway must be configured. Refer to the ip interface command.

« If attached RBridges are configured for a VXLAN gateway, the VE, VRID and VRF configurations
must match on all attached RBridges.

Draft comment:
This does not belong here. It is part of the interface loopback command. Be sure to include all
referenced commands in the relationship table..

Use the no activate command in VXLAN overlay gateway configuration mode to deactivate the
gateway. All associated tunnels are also deactivated.

Draft comment:
Should the overlay gateway command be mentioned under the pre-requisites?

The following example activates a VXLAN gateway named "gateway1" . The gateway was previously
configuredby means of the overlay-gateway command:

switch# configure terminal
switch (config)# overlay-gateway gatewayl
switch (config-overlay-gw-gatewayl)# activate

attach vlan, interface loopback, ip interface, overlay-gateway
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address-family (BGP)

address-family (BGP)

Syntax

Modes

Usage Guidelines

Examples

History

Enables the IPv4 or IPv6 address-family configuration mode to configure a variety of BGP4 unicast
routing options.

address-family { ipv4 | ipv6 } unicast

no address-family { ipv4 | ipv6 } unicast

BGP configuration mode

Use the no form of this command to remove IPv4 or IPv6 address-family configurations from the device.

To enable BGP IPv4 address-family configuration mode:

device# configure terminal

device (config) # rbridge-id 10

device (config-rbridge-id-10) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipviu) #

To enable BGP IPv6 address-family configuration mode:

device# configure terminal

device (config)# rbridge-id 122

device (config-rbridge-id-122) # router bgp

device (config-bgp-router)# address-family ipv6 unicast
device (config-bgp-ipvéu) #

Release version Command history

5.0.0 This command was modified to add support for the IPv6 address family.
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address-family (Fabric-Virtual-Gateway)

address-family (Fabric-Virtual-Gateway)

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

History

56

Enables IPv4 or IPv6 address family for the Fabric-Virtual-Gateway at VCS global level.
address-family { ipv4 | ipv6 }
no address-family { ipv4 | ipv6 }

Both IPv4 and IPv6 address families are enabled when global router Fabric-Virtual-Gateway
configuration is created.

ipv4

Enables IPv4 address family.
ipv6

Enables IPv6 address family.

Router Fabric-Virtual-Gateway configuration mode
Use the no form of the command to disable the specific IPv4 or IPv6 address family.

The following example shows how to configure the IPv4 address family for the Fabric-Virtual-Gateway.

switch (config)# router fabric-virtual-gateway
switch (conf-router-fabric-virtual-gateway)# address-family ipv4

The following example shows how to configure the IPv6 address family for the Fabric-Virtual-Gateway.

switch (config)# router fabric-virtual-gateway
switch (conf-router-fabric-virtual-gateway) # address-family ipvé

Release version Command history

5.0.1 This command was introduced.
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address-family (VRF)

address-family (VRF)

Syntax

Modes
Usage Guidelines

Examples

Enables the IPv4 or IPv6 address-family configuration mode to configure a variety of VRF unicast
routing options.

address-family { ipv4 | ipv6 } unicast

no address-family { ipv4 | ipv6 } unicast

VRF configuration mode

Use the no form of this command to remove IPv4 or IPv6 address-family configurations from the device.

To enable IPv4 address-family configuration mode for VRF routing:

switch
switch
switch
switch

config)# rbridge-id 10

config-rbridge-id-10)# vrf orange
config-vrf-orange)# address-family ipv4 unicast
config-ipv4-unicast) #

To enable IPv6 address-family configuration mode for VRF routing:

switch
switch
switch
switch

config)# rbridge-id 10
config-rbridge-id-10)# vrf red
config-vrf-red)# address-family ipvé unicast
config-ipvé6-unicast) #
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advertise dcbx-fcoe-app-tlv

advertise dcbx-fcoe-app-tiv

Advertises application Type, Length, Values (TLVs) to ensure interoperability of traffic over the Data
Center Bridging eXchange protocol (DCBX), which runs over LLDP to negotiate an FCoE application
TLV.
Syntax  advertise dcbx-fcoe-app-tlv
no advertise dcbx-fcoe-app-tlv
Command Default ~ Advertisement is disabled.
Modes  Protocol LLDP configuration mode
Usage Guidelines = Converged Enhanced Ethernet (CEE) parameters related to FCoE must be negotiated before FCoE

traffic can begin on a CEE link. An FCoE application TLV is exchanged over LLDP, which negotiates
information such as FCoE priority, and Priority Flow Control (PFC) pause.

Enter no advertise dcbx-fcoe-app-tlv to return to the default setting.

Related advertise dot1-tlv, advertise dot3-tlv, advertise optional-tlv
Commands
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advertise dcbx-fcoe-logical-link-tlv

advertise dchx-fcoe-logical-link-tlv

Advertises to any attached device the FCoE status of the logical link.
Syntax  advertise dcbx-fcoe-logical-link-tlv
no advertise dcbx-fcoe-logical-link-tlv
Command Default ~ Advertisement is disabled.
Modes  Protocol LLDP configuration mode

Usage Guidelines  Enter no advertise dcbx-fcoe-logical-link-tlv to return to the default setting.

Related advertise dcbx-fcoe-app-tlv
Commands
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advertise dcbx-iscsi-app-tlv

advertise dcbx-iscsi-app-tiv

Syntax

Command Default

Modes

Usage Guidelines

Related
Commands

60

Advertises the iSCSI traffic configuration parameters for Type, Length, Values (TLV) values.

advertise dcbx-iscsi-app-tlv
no advertise dcbx-iscsi-app-tlv
Advertisement is enabled.

Protocol LLDP configuration mode

No verification or enforcement of the usage of the advertised parameters by the iSCSI server or target

is done by the switch.

Enter no advertise dcbx-iscsi-app-tlv to return to the default setting.

advertise dcbx-fcoe-app-tlv
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advertise dcbx-tlv

advertise dcbx-tlv

Advertises to any attached device mandatory Data Center Bridging eXchange protocol (DCBX) Type,
Length, Values (TLV) values.

Syntax  advertise dcbx-tlv
no advertise dcbx-tlv
Command Default ~ Advertisement is enabled.
Modes  Protocol LLDP configuration mode

Usage Guidelines  Enter no advertise dcbx-tlv to return to the default setting.

Related advertise dot1-tlv, advertise dot3-tlv, advertise optional-tlv
Commands
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advertise dot1-tlv

advertise dot1-tlv

Syntax

Command Default
Modes

Usage Guidelines

Related
Commands

62

Advertises to any attached device IEEE 802.1 organizationally specific Type, Length, Values (TLV)

values.

advertise dot1-tlv

no advertise dot1-tlv
Advertisement is disabled.
Protocol LLDP configuration mode

Enter no advertise dot1-tlv to return to the default setting.

advertise dcbx-tlv, advertise dot3-tlv, advertise optional-tlv

Network OS Command Reference
53-1003456-02



advertise dot3-tlv

advertise dot3-tlv

Syntax

Command Default
Modes

Usage Guidelines

Related
Commands

Advertises to any attached device IEEE 802.3 organizationally specific Type, Length, Values (TLV)
values.

advertise dot3-tlv

no advertise dot3-tlv
Advertisement is disabled.
Protocol LLDP configuration mode

Enter no advertise dot3-tlv to return to the default setting.

advertise dcbx-tlv, advertise dot1-tlv, advertise optional-tlv
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advertise optional-tlv

advertise optional-tlv

Advertises the optional Type, Length, and Values (TLV) values.

Syntax  advertise optional-tlv { management-address | port-description | system-capabilities | system-
description | system-name }

no advertise optional-tlv
Command Default  Advertisement is disabled.

Parameters management-address

Advertises the management address of the system.
port-description

Advertises the user-configured port.
system-capabilities

Advertises the capabilities of the system.
system-description

Advertises the system firmware version and the current image running on the
system.
system-name

Advertises the name of the system.
Modes  Protocol LLDP configuration mode

Usage Guidelines  Enter no advertise optional-tlv to return to the default setting.

Related advertise dcbx-tlv, advertise dot1-tlv, advertise dot3-tlv
Commands
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advertise-backup

Syntax

Command Default
Modes

Usage Guidelines

Enables a backup VRRP router to send advertisement frames to the master VRRP router.
advertise-backup

no advertise backup

Advertisement is disabled.

Virtual-router-group configuration mode

If a backup router is enabled to send advertisement frames, the frames are sent every 60 seconds.
This command can be used for VRRP-E, but not for VRRP.

Enter no advertise backup to return to the default setting (no periodic transmission).

Examples  To enable the backup VRRP routers to send advertisement frames to the master VRRP router:
switch(config)# rbridge-id 101
switch (config-rbridge-id-101)# int ve 25
switch (config-ve-25)# vrrp-extended-group 1
switch (config-vrrp-extended-group-1) # advertise-backup

Related advertisement-interval (VRRP), backup-advertisement-interval, vrrp-extended-group

Commands
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advertisement interval (fabric-map)

Configures the FIP advertisement interval for the FCoE fabric-map mode.
Syntax  advertisement interval milliseconds
no advertisement interval
Command Default 8000 milliseconds

Parameters  milliseconds

The interval value in milliseconds. Valid values range from 250 through 90000
milliseconds.

Modes  FCoE fabric-map configuration mode

Usage Guidelines  You must be in the feature configuration mode for FCoE fabric-map for this command to function.

Enter no advertisement interval return to the default setting.

Examples i i
switch (config)# fcoe

switch(config-fcoe)# fabric-map default

switch (config-fcoe-fabric-map) # advertisement interval 8000

Related fcoe
Commands

66 Network OS Command Reference
53-1003456-02



advertisement-interval (VRRP)

advertisement-interval (VRRP)

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Configures the interval at which the master VRRP router advertises its existence to the backup routers.
advertisement-interval range
1 second for version 2, 1000 milliseconds for version 3.

range

Interval at which the master VRRP router advertises its existence to the backup
routers. Valid values range from 1 through 255 seconds for VRRPv2 and from
100 through 40900 milliseconds for VRRPV3.

Virtual-router-group configuration mode

This interval is the length of time, in seconds, between each advertisement sent from the master to its
backup VRRP routers. The advertisement notifies the backup routers that the master is still active. If the
backup routers do not receive an advertisement from the master in a designated amount of time, the
backup with the highest priority can assume the role of master.

This command can be used for either VRRP or VRRP-E and for VRRPv3 and VRRP-Ev3.

To set the advertisement interval to 30 seconds for VRRP-E group 10:

switch
switch
switch
switch

config)# rbridge-id 101

config-rbridge-id-101)# int ve 25

config-ve-25)# vrrp-extended-group 10
config-vrrp-extended-group-10) # advertisement-interval 30

To set the advertisement interval to 3000 milliseconds for VRRP-Ev3 group 19:

switch
switch
switch
switch

config)# rbridge-id 122

config-rbridge-id-122) # interface ve 2019

config-ve-2019)# ipv6 vrrp-extended-group 19
config-vrrp-extended-group-19) # advertisement-interval 3000

backup-advertisement-interval, vrrp-extended-group, vrrp-group
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advertisement-interval-scale

68

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Configures subsecond intervals at which the master VRRP-Ev3 device advertises its existence to the
backup routers.

advertisement-interval-scale scale
1

scale

Number representing the scale of the division of a configured interval at which
the master VRRP-Ev3 device advertises its existence to the backup devices.
Valid values are 1, 2, 5 and 10.

Virtual-router-group configuration mode

This command scales the advertisement interval of the master VRRP-Ev3 device as configured by the
advertisement-interval command. A value of 1, 2, 5, or 10 can be set and the existing advertisement
interval value is divided by the scaling value, for example, if the advertisement interval is set to 1
second and the scaling value is set to 10, the new advertisement interval is 100 milliseconds. When all
the advertisement intervals in a VRRP-Ev3 session are scaled, subsecond VRRP-Ev3 convergence is
possible if a master fails. The advertisement notifies the backup devices that the master is still active. If
the backup devices do not receive an advertisement from the master in a designated amount of time,
the backup device with the highest priority can assume the role of master. Using subsecond advertising
intervals, subsecond device redundancy can be achieved.

This command is only supported by VRRP-Ev3.

To set the scaling of the advertisement interval to 500 milliseconds for VRRP-Ev3 group 19:

switch (config)# rbridge-id 122

switch (config-rbridge-id-122)# interface ve 2019

switch (config-ve-25)# ipvé vrrp-extended-group 19

switch (config-vrrp-extended-group-10)# advertisement-interval 1
switch (config-vrrp-extended-group-10) # advertisement-interval-scale 2

advertisement-interval (VRRP)
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ag

Syntax
Modes

Usage Guidelines

ag

Enables Access Gateway (AG) configuration mode.

ag
RBridge ID configuration mode

Use this command while in RBridge ID configuration mode for a specific RBridge ID. This command
enables Access Gateway (AG) configuration mode on a specific switch. In this mode, you can configure
Access Gateway features such as Access Gateway policies, VF_Port to N_Port mapping, Port
Grouping, N_Port Monitoring reliability counters, and Modified Managed Fabric Name Monitoring (N-
MFNM) mode timeout values.

Examples  Enabling AG configuration mode while in RBridge ID configuration mode.
sw0 (config-rbridge-id-2) # ag
sw0 (config-rbridge-id-2-aqg) #
Related show ag, clear ag nport-utilization
Commands
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ag enable

ag enable

Syntax

Modes

Usage Guidelines

Examples

History

Related
Commands

70

Enables Access Gateway mode on a switch as follows: Enables FC ports, configures them as
N_Ports, and then maps them to VF_Ports.

ag enable
no ag enable
Privileged EXEC mode

Enabling Access Gateway mode reboots the switch.
The initial mapping of N_Ports to VF_Ports implements the current default mapping configuration.

To disable Access Gateway mode, enter the no ag enable command.

The following example enables AG mode on a local switch:
switch# ag enable

The following example disables AG mode on a local switch:
switch# no ag enable

Release version Command history
5.0.0 The rbridge-id and vcs-id parameters are no longer supported for this
command.

show ag, show ag map, show ag nport-utilization, show ag pg
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aggregate-address (BGP)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Configures the device to aggregate routes from a range of networks into a single network prefix.

aggregate-address { ip-addr ip-mask | ipv6-addr ipv6-mask } [ as-set ] [ summary-only ] [ suppress-
map map-name ] [ advertise-map map-name [ attribute-map map-name ]

no aggregate-address

The address aggregation feature is disabled. By default, the device advertises individual routes for all
networks.

ip-addr

IPv4 address.
ip-mask

IPv4 mask.
ipv6-addr

IPv6 address.
ipv6-mask

IPv6 mask.
as-set

Causes the device to aggregate AS-path information for all routes in the
aggregate routes from a range of networks into a single network prefix.
summary-only

Prevents the device from advertising more-specific routes contained within the
aggregate route.
suppress-map

Prevents the more-specific routes contained in the specified route map from
being advertised.
advertise-map

Causes the device to advertise the more-specific routes in the specified route
map.
attribute-map

Causes the device to set attributes for the aggregate routes according to the
specified route map.
map-name

Specifies a route map to be consulted.

BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode

Use the no form of this command to restore the defaults.

Examples  To aggregate routes from a range of networks into a single network prefix and prevent the device from

advertising more-specific routes:
device# configure terminal
device (config)# rbridge-id 10
device (config-rbridge-id-10)# router bgp
device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipv4u) # aggregate-address 10.11.12.0 summary-only
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To aggregate routes from a range of networks into a single network prefix under the IPv6 address family
and advertise the paths for this route as AS_SET:

device# configure terminal

device (config)# rbridge-id 122

device (config-rbridge-id-122) # router bgp

device (config-bgp-router)# address-family ipv6 unicast

device (config-bgp-ipv6u) # aggregate-address 2001:DB8:12D:1300::/64 as-set

History  Release version Command history

5.0.0 This command was modified to add support for the IPv6 address family.

Related route-map
Commands
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alias

Syntax

Parameters

Modes

Usage Guidelines

alias

Configures the global or user-level alias for switch commands.
alias string expansion
no alias string expansion

string

Alias name string. The number of characters can be from 1 through 64.
expansion

Commands for the alias name. Multiple commands can be separated with a
semicolon ( ;).

Alias configuration mode

User-alias configuration mode

The global alias is visible to all users. When the global alias name is called, the configured alias
expansion commands are executed on the prompt.

The user-level alias is accessible only when the respective user logs in.

Use the no form of his command to remove the alias. You must be in the correct configuration mode in
order to remove the global or user alias.

Examples  The following example sets both a switch alias and a user alias.
switch (config)# alias-config
switch(config-alias-config)# alias user-alias "show clock"
switch (config-alias-config)# alias company Brocade
switch (config-alias-config)# alias redwood engineering
switch(config-alias-config)# user john smith
switch(config-alias-config-user)# alias manager engineering

Related alias-config, user (alias configuration)

Commands
Network OS Command Reference 73

53-1003456-02



alias-config

alias-config

74

Syntax
Modes

Examples

Related
Commands

Launches the alias configuration mode, allowing you to configure the switch alias.

alias-config
Global configuration mode

Example of setting a switch alias and a user alias.

switch (config)# alias-config

switch (config-alias-config)# alias user-alias "show clock"
switch (config-alias-config)# alias company Brocade

switch (config-alias-config)# alias redwood engineering
switch (config-alias-config)# user john smith
switch(config-alias-config-user)# alias manager engineering

alias, user (alias configuration)
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allow non-profiled-macs

allow non-profiled-macs

Specifies whether non-profiled MAC addresses on the profiled port are dropped.
Syntax  allow non-profiled-macs
no allow non-profiled-macs
Command Default  Non-profiled MAC addresses are not dropped.
Modes  Port-profile mode

Usage Guidelines  This configuration is allowed on the default profile only.

Enter no allow non-profiled-macs to return to the default setting.

Examples ) ) .
switch (config) # port-profile default
switch (config-port-profile-default)# allow non-profiled-macs
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always-compare-med

always-compare-med

Syntax

Command Default
Modes
Usage Guidelines

Examples

76

Configures the device always to compare the Multi-Exit Discriminators (MEDs), regardless of the

autonomous system (AS) information in the paths.
always-compare-med

no always-compare-med

This feature is disabled.

BGP configuration mode

Use the no form of this command to restore the default.

To configure the device always to compare the MEDs:

switch (config)# rbridge-id 10
switch (config-rbridge-id-10)# router bgp
switch (config-bgp-router) # always-compare-med
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always-propagate (BGP)

always-propagate (BGP)

Syntax

Command Default

Modes

Usage Guidelines

Examples

History

Enables the device to reflect routes even though they are not installed in the Routing Table Manager

(RTM).
always-propagate

no always-propagate
This feature is disabled.

BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode
Use the no form of this command to restore the default.

To configure the device to reflect routes that are not installed in the RTM:

device# configure terminal

device (config) # rbridge-id 10

device (config-rbridge-id-10) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipv4u) # always-propagate

Release version Command history

5.0.0 This command was modified to add support for the IPv6 address family.
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area authentication (OSPFv3)

78

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables authentication for an Open Shortest Path First (OSPF) area.

area { A.B.C.D | decimal } authentication spi spi { ah | esp null } { hmac-md5 | hmac-sha1l } key [ no-

encrypt | key

no area { A.B.C.D | decimal } authentication spi spi

Authentication is not enabled on an area.

If the no-encrypt keyword is not used, the key is stored in encrypted format by default.

A.B.C.D

decimal

spi

ah

esp

null

hmac-md5

hmac-sha1

key

no-encrypt

key

Area address in dotted decimal format.

Area address in decimal format.

Specifies the Security Policy Index (SPI) value. Valid values range from decimal
numbers 512 through 4294967295

Specifies authentication header (ah) as the protocol to provide packet-level
security.

Specifies Encapsulating Security Payload (ESP) as the protocol to provide
packet-level security.

Specifies that the ESP payload is not encrypted.

Enables Hashed Message Authentication Code (HMAC) Message Digest 5
(MD5) authentication on the OSPF area.

Enables HMAC Secure Hash Algorithm 1 (SHA-1) authentication on the OSPF
area.

Number used in the calculation of the message digest. The 40 hexadecimal
character key is stored in encrypted format by default.

The 40-character key is not encrypted upon either its entry or its display.

The 40 hexadecimal character key.

OSPFv3 VRF router configuration mode

Enter no area authentication spi to remove an authentication specification for an area from the

configuration.

The 40 hexadecimal character key is encrypted by default. Use the no-encrypt parameter to disable

encryption.
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Examples  To enable ah and MD5 authentication for an OSPF area, setting a SPI value of 750:

device# configure

device (config) # rbridge-id 122

device (config-rbridge-id-122)# ip router-id 10.1.2.3

device (config-rbridge-id-122)# ipv6é router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# area 0 authentication spi 750 ah
hmac-md5 key abcefl2345678901234fedcba098765432109876

To enable esp and SHA-1 authentication for an OSPF area, setting a SPI value of 900:

device# configure

device (config) # rbridge-id 122

device (config-rbridge-id-122)# ip router-id 10.1.2.3

device (config-rbridge-id-122)# ipv6 router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# area 0 authentication spi 750 esp
null hmac-md5 shal abcefl12345678901234fedcba098765432109876

History

Release version Command history
5.0.1a This command was introduced.
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area nssa (OSPF)

80

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Creates a not-so-stubby area (NSSA) or modifies its parameters.
area { A.B.C.D | decimal } nssa { metric [ no-summary ] | default-information-originate }
no area nssa

No areas are created.

A.B.C.D

Area address in dotted decimal format.
decimal

Area address In decimal format.
metric

Additional cost for using a route to or from this area.
no-summary

When configured on the NSSA area border router (ABR), this parameter
prevents any Type 3 and Type 4 summary link-state advertisement (LSA) from
being injected into the area. The only exception is that a default route is injected
into the NSSA by the ABR, and strictly as a Type 3 LSA (not a Type 7, because
that could cause intra-AS traffic to get routed out the AS). This makes the
NSSA an NSSA totally stubby area, which can only have Type 1, 2 and 7 LSAs.
Note: This parameter is disabled by default, which means the default route
must use a Type 7 LSA.

default-information-originate

When configured on the ABR, this parameter injects a Type 7 default route into
the NSSA area. As a result, the other NSSA routers install the default route
through the advertising NSSA ABR. By default the NSSA ABR does not
originate a default route to the NSSA.

OSPF VREF router configuration mode

NSSAs are typically needed when one-way transmission of Type-5 LSAs (out of the area) is desired but
injection of the same LSAs into the area is not acceptable.

Once created, the type of the area cannot be changed. The only exception to this rule is that an NSSA
or stub area can be changed to a totally NSSA or a totally stub area, respectively.

Enter no area nssa to delete an NSSA.

To set an additional cost of 5 on an NSAA identified as 2 (in decimal format), and include the no-
summary parameter:

device# configure terminal

device (config)# rbridge-id 5

device (config-rbridge-id-5) #router ospf

device (config-router-ospf-vrf-default-vrf)# area 2 nssa 5 no-summary

Network OS Command Reference
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area nssa (OSPFv3)

Creates a not-so-stubby area (NSSA) or modifies its parameters.

Syntax area { A.B.C.D | decimal } nssa [ metric ] [ default-information-originate [ metric num | metric-type {
type-1 | type-2 } ] 1 [ no-redsitribution ] [ no-summary ] [ translator-always ] [ translator-interval
interval ]

no area nssa
Command Default  No areas are created.

Parameters A.B.C.D

Area address in dotted decimal format.
decimal

Area address in decimal format.
metric

Additional cost for using a route to or from this area. Valid values range from 1
through 1048575.
default-information-originate

When configured on the ABR, this parameter injects a Type 7 default route into
the NSSA area. As a result, the other NSSA routers install the default route
through the advertising NSSA ABR. By default the NSSA ABR does not
originate a default route to the NSSA.

metric-type
Specifies how the cost of a neighbor metric is determined. The default is type-1.
type-1
The metric of a neighbor is the cost between itself and the router plus the
cost of using this router for routing to the rest of the world.
type-2

The metric of a neighbor is the total cost from the redistributing routing to
the rest of the world.
no-redistribution

The no-redistribution parameter prevents an NSSA ABR from generating

external (type-7) LSA into an NSSA area. This is used in the case where an

ASBR should generate type-5 LSA into normal areas and should not generate

type-7 LSA into NSSA area. By default, redistribution is enabled in a NSSA.
no-summary

When configured on the NSSA area border router (ABR), this parameter
prevents any Type 3 and Type 4 summary link-state advertisement (LSA) from
being injected into the area. The only exception is that a default route is injected
into the NSSA by the ABR, and strictly as a Type 3 LSA (not a Type 7, because
that could cause intra-AS traffic to get routed out the AS). This makes the
NSSA an NSSA totally stubby area, which can only have Type 1, 2 and 7 LSAs.
Note: This parameter is disabled by default, which means the default route
must use a Type 7 LSA.

translator-always

Configures the translator-role. When configured on an ABR, this causes the

router to unconditionally assume the role of an NSSA translator. By default,

translator-always is not set, the translator role by default is candidate.
translator-interval interval
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82

Modes

Usage Guidelines

Examples

History

Configures the time interval for which an elected NSSA translator continues to
perform its duties even after its NSSA translator role has been disposed by
another router. By default the stability-interval is 40 seconds and its range is 10
to 60 seconds.

OSPFv3 VRF router configuration mode

NSSAs are typically needed when one-way transmission of Type-5 LSAs (out of the area) is desired but
injection of the same LSAs into the area is not acceptable.

Once created, the type of the area cannot be changed. The only exception to this rule is that an NSSA
or stub area can be changed to a totally NSSA or a totally stub area, respectively.

Enter no area nssa to delete an NSSA.

To set an additional cost of 4 on an NSAA identified as 8 (in decimal format), and prevent any Type 3 or
Type 4 summary LSAs from being injected into the area:

device# configure terminal

device (config) # rbridge-id 122

device (config-rbridge-1d-122) #ipv6 router ospf

device (config-ipvé6-router-ospf-vrf-default-vrf)# area 8 nssa 4 no-summary

Release version Command history

5.0.0 This command was introduced.
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area range (OSPF)

Specifies area range parameters on an Area Border Router (ABR).
Syntax area { A.B.C.D | decimal } range E.F.G.H |.J.K.L { advertise | not-advertise } [ cost cost value ]
no area range

Parameters A.B.C.D
Area address in dotted decimal format.

decimal
Area address in decimal format.

E.F.G.HIJ.K.L
Specifies the IPv6 address and mask portion of the range. All network
addresses that match this network are summarized in a single route and
advertised by the ABR.

advertise

Sets the address range status to advertise and generates a Type 3 summary
LSA.
cost cost_value

Sets the cost value for the area range. This value is used as the generated
summary LSA cost. The range for cost_value is 1 to 6777214. If this value is
not specified, the cost value is the default range metric calculation for the
generated summary LSA cost.

not-advertise

Sets the address range status to DoNotAdvertise; the Type 3 LSA is
suppressed, and the component networks remain hidden from other networks.
This setting is used to temporarily pause route summarization from the area.

Modes = OSPF/OSPFv3 VRF router configuration mode

Usage Guidelines  Use this command only on ABRs to specify route summarization for an existing area. The result is that
a single summary route is advertised to other areas by the ABR, in the form of a Type 3 LSA. Routing
information is condensed at area boundaries and external to the area, and only a single route is
advertised for each address range.

An example of when you might want to use this command is if you have many small networks
advertised from area 0 to any other area, or from any non-backbone area into the backbone. This
command gives you a summary route instead of many smaller routes. In an area, the OSPF database
on each router must be an exact copy of the databases of the other routers. This means that no
summarization is allowed within the area.

Enter no area range to disable the specification of range parameters on an ABR

Examples  To advertise to Area 3 all the addresses on the network 1.1.1.0 255.255.255.0 in the ABR you are
signed into:

device# configure terminal

device (config) # rbridge-id 5

device (config-rbridge-id-5)# router ospf

device (config-router-ospf-vrf-default-vrf)# area 3 range 1.1.1.0 255.255.255.0
advertise
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History  Release version Command history

5.0.0 Support was added for OSPFv3.
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area stub (OSPF)

Creates or deletes a stub area or modifies its parameters.
Syntax area { A.B.C.D | decimal } stub metric [ no-summary ]
no area stub
Command Default  No areas are created.

Parameters A.B.C.D

Area address in dotted decimal format.
decimal

Area address In decimal format.
metric

Additional cost for using a route to or from this area. Valid values range from 3
through 1048575.
no-summary

When configured on the ABR, prevents any Type 3 and Type 4 summary LSAs
from being injected into the area. The only exception is that a default route is
injected into the stub/totally stubby area by the ABR as a Type 3 LSA. Enabling
this parameter makes the area a so-called totally stubby area, which can only
have Types 1 and 2. This parameter is disabled by default.

Modes = OSPF/OSPFv3 VRF router configuration mode

Usage Guidelines  Once created, the type of the area cannot be changed. The only exception to this rule is that an NSSA
or stub area can be changed to a totally NSSA or a totally stub area, respectively.

Enter no area stub to delete a stub area.

Examples  To set an additional cost of 5 on a stub area called 2 (in decimal format):

device# configure terminal

device (config)# rbridge-id 5

device (config-rbridge-id-5)# router ospf

device (config-router-ospf-vrf-default-vrf)# area 2 stub 5

History

Release version Command history
5.0.0 Support was added for OSPFv3.
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area virtual-link (OSPF)

86

Syntax

Command Default

Parameters

Creates or modifies virtual links for an area.

area { A.B.C.D | decimal } virtual-link E.F.G.H [ authentication-key { 0 | 2 | 255 } password ] [ dead-
interval time ] [ hello-interval time ] [ md5-authentication { key-activation-wait-time fime | key-id
num key } ] [ retransmit-interval time ] [ transmit-delay time ]

no area virtual-link

No virtual links are created.

A.B.C.D

Area address in dotted decimal format.
decimal

Area address in decimal format.
E.F.G.H

ID of the OSPF router at the remote end of the virtual link.
authentication-key

Sets the password and encryption method. Only one encryption method can be
active on an interface at a time. All OSPF packets transmitted on the interface
contain this password. All OSPF packets received on the interface are checked
for this password. If the password is not present, then the packet is dropped.

0
Does not encrypt the password you enter.
2
Encrypts the password you enter.
255
Encrypts a plain-text password that you enter.
password

OSPF password. The password can be up to eight alphanumeric
characters.
dead-interval time

How long a neighbor router waits for a hello packet from the current router
before declaring the router down. This value must be the same for all routers
and access servers that are attached to a common network. Valid values range
from 3 through 65535 seconds. The default is 40 seconds.

hello-interval

Time between hello packets that the router sends on an interface. The value
must be the same for all routers and access servers that are attached to a
common network. Valid values range from 1 through 65535 seconds. The
default is 10 seconds.

md5-authentication

Sets either MD5 key-activation wait time or key identifier.

key-activation-wait-time time
Time before a newly configured MD5 authentication key is valid. This
parameter provides a graceful transition from one MD5 key to another
without disturbing the network. All new packets transmitted after the wait
time ends will use the newly configured MD5 Key. OSPF packets that
contain the old MD5 key are accepted for up to five minutes (300 seconds)
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Commands A through E

after the new MD5 key is in operation. Valid values range from 0 through
14400 seconds. The default is 300 seconds.

The num is a number between 1 and 255 which identifies the MD5 key
being used. This parameter is required to differentiate among multiple keys
defined on a router. When MD5 is enabled, the key is an alphanumeric
password of up to 16 characters that is later encrypted and included in
each OSPF packet transmitted. You must enter a password in this field
when the system is configured to operate with either simple or MD5
authentication. By default, the MD5 authentication key is encrypted.

retransmit-interval time

Time between Link State Advertisement (LSA) retransmissions for
adjacencies belonging to the interface. Set this interval to a value larger
than the expected round-trip delay between any two routers on the
attached network. Valid values range from 0 through 3600 seconds. The
default is 5 seconds.

transmit-delay time

Estimated time required to send an LSA on the interface. This value must
be an integer greater than zero. The age of each LSA in the update packet
is incremented by the value of this parameter before transmission occurs.
Valid values range from 0 through 3600 seconds. The default is 1 second.

Modes  OSPF VRF router configuration mode

Usage Guidelines  Enter no area virtual-link to remove a virtual link.

Examples To create a virtual link for an area whose decimal address is 1, and where the ID of the OSPF router at
the remote end of the virtual link is 10.1.2.3:

device# configure terminal

device (config)# rbridge-id 5

device (config-rbridge-id-5) # router ospf

device (config-router-ospf-vrf-default-vrf)# area 1 virtual-link 10.1.2.3
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88

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

Creates or modifies virtual links for an area.

area { A.B.C.D | decimal } virtual-link E.F.G.H [ dead-interval time ] [ hello-interval time ] [ hello-jitter
interval ] [ retransmit-interval time ] [ transmit-delay time ]

no area virtual-link

No virtual links are created.

A.B.C.D

Area address in dotted decimal format.
decimal

Area address in decimal format.
E.F.G.H

ID of the OSPFv3 router at the remote end of the virtual link.
dead-interval time

How long a neighbor router waits for a hello packet from the current router
before declaring the router down. This value must be the same for all routers
and access servers that are attached to a common network. Valid values range
from 3 through 65535 seconds. The default is 40 seconds.

hello-interval

Time between hello packets that the router sends on an interface. The value
must be the same for all routers and access servers that are attached to a
common network. Valid values range from 1 through 65535 seconds. The
default is 10 seconds.

hello+jitter

Sets the allowed jitter between hello packets. Valid values range from 1 through
50 percent (%). The default value is 10%.
retransmit-interval time

Time between Link State Advertisement (LSA) retransmissions for adjacencies
belonging to the interface. Set this interval to a value larger than the expected
round-trip delay between any two routers on the attached network. Valid values
range from 0 through 3600 seconds. The default is 5 seconds.

transmit-delay time

Estimated time required to send an LSA on the interface. This value must be an
integer greater than zero. The age of each LSA in the update packet is
incremented by the value of this parameter before transmission occurs. Valid
values range from 0 through 3600 seconds. The default is 1 second..

OSPFv3 VRF router configuration mode
Enter no area virtual-link to remove a virtual link.

To create a virtual link for an area whose decimal address is 1, and where the ID of the OSPFv3 router
at the remote end of the virtual link is 209.157.22.1:

device# configure terminal

device (config) # rbridge-id 122

device (config-rbridge-id-122)# ipvé router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# area 1 virtual-link 209.157.22.1
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History  Release version Command history
5.0.0 This command was introduced.
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area virtual-link authentication (OSPFv3)
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables authentication for virtual links in an OSPF area.

area { A.B.C.D | decimal } virtual-link authentication spi spi { ah | esp null } { hmac-md5 | hmac-
sha1l } key [ no-encrypt ] key

no area { A.B.C.D | decimal } virtual-link authentication spi spi

Authentication is not enabled on a virtual-link.

The 40 hexadecimal character key is encrypted by default. Use the no-encrypt parameter to disable
encryption.

A.B.C.D
Area address in dotted decimal format.

decimal
Area address in decimal format.

spi
Specifies the security policy index (SPI) value. Valid values range from decimal
numbers 512 through 4294967295

ah
Specifies authentication header (ah) as the protocol to provide packet-level
security.

esp
Specifies Encapsulating Security Payload (ESP) as the protocol to provide
packet-level security.

null
Specifies that the ESP payload is not encrypted.

hmac-md5
Enables Hashed Message Authentication Code (HMAC) Message Digest 5
(MD5) authentication on the OSPF area.

hmac-sha1
Enables HMAC Secure Hash Algorithm 1 (SHA-1) authentication on the OSPF
area.

key
Number used in the calculation of the message digest. The 40 hexadecimal
character key is stored in encrypted format by default.

no-encrypt
The 40-character key is not encrypted upon either its entry or its display.

key

The 40 hexadecimal character key.
OSPFv3 VRF router configuration mode

Enter no area { A.B.C.D | decimal } virtual-link authentication spi spi to remove authentication from
the virtual-links in the area.
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Examples  To configure IPsec on a virtual link in an OSPF area:

device# configure terminal

device (config) # rbridge-id 122

device (config-rbridge-id-122)# ip router-id 10.1.2.2

device (config-rbridge-id-122)# ipv6é router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# area 2 virtual-link 10.1.2.2
authentication spi 600 ah hmac-shal no-encrypt key
1134567890223456789012345678901234567890

History Release version Command history
5.0.1a This command was introduced.
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arp

Enables specification of an IPv4 address for an Address Resolution Protocol (ARP) entry.
Syntax arp A.B.C.D mac_address [ ve vian_id | <N>gigabitethernet rbridge-id/slot/port |

Parameters A.B.C.D

A valid IP address.
mac_address

A valid MAC address.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
ve vlan_id

Specifies the corresponding VLAN interface that must already be configured
before the VE interface can be created. Refer to the Usage Guidelines.

Modes  RBridge ID configuration mode

Usage Guidelines  Before you can configure a VE interface, you must configure a VLAN interface. The corresponding VE
interface must use the same VLAN ID you used to configure the VLAN.

Enter no interface ve vian_id to remove the VE interface. This will not remove the corresponding VLAN
interface.

ijf CAUTION

If no RBridge ID is configured on the switch, deleting the VE interface will cause a spike in CPU
usage. To prevent this, configure an RBridge ID before deleting the VE interface.
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as-path-ignore

Disables the comparison of the autonomous system (AS) path lengths of otherwise equal paths.
Syntax  as-path-ignore
no as-path-ignore
Command Default  This feature is disabled.
Modes  BGP configuration mode
Usage Guidelines  Use the no form of this command to restore the default.

Examples  To configure the device always to disable the comparison of AS path lengths:

switch (config)# rbridge-id 10
switch(config-rbridge-id-10)# router bgp
switch (config-bgp-router)# as-path-ignore
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attach rbridge-id

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

94

Assigns a range of RBridge IDs to a VXLAN gateway instance.

attach rbridge-id { add | remove } rb-range

add

Attaches a specified range of RBridge IDs to a VXLAN gateway.
remove

Un-attaches a specified range of RBridge IDs from a VXLAN gateway.
rb-range

Specifies a range of RBridge IDs to attach to the VXLAN gateway, up to a
maximum of four RBridge IDs. (You can also specify just one RBridge ID.)
Ranges can be specified by hyphens, separated by commas, or contain a
mixture of both.

VXLAN overlay gateway configuration mode

This command is allowed for a switch that is in logical chassis cluster mode only.

Use the add form of the command to attach RBridge IDs to the VXLAN gateway, and use the remove
form of the command to unattach RBridge IDs from the VXLAN gateway. The maximum number of
RBridge IDs that can be attached is four.

When unattaching RBridge IDs, gateway and tunnel configurations on the specified RBridge IDs are
deleted.

You can configure other properties for the gateway instance while in VXLAN overlay gateway
configuration mode, but the gateway instance is not created until you enter the attach rbridge-id
command. Do not use a space after a comma when specifying a range of RBridge IDs. For example, to
specify RBridges 5 through 7 and RBridge 9, enter the following: 5-7,9.

The RBridge IDs that you specify must already be known to the cluster. (RBridge IDs that have been
removed from the cluster by means of the no vcs enable rbridge-id command cannot be used to
attach to the VXLAN gateway.)

The RBridge IDs that you specify must be on a VXLAN-capable gateway (either the Brocade VDX 6740
or VDX 6740-T).

To add an RBridge ID range of 10 through 12 on a VXLAN overlay gateway instance named
"gateway1":

switch# configure
switch (config)# overlay-gateway gatewayl
switch (config-overlay-gw-gatewayl)# attach rbridge-id add 10-12

overlay-gateway, rbridge-id
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attach rbridge-id (Fabric-Virtual-Gateway)

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Assigns a range of RBridge IDs to the global VE interface.

attach rbridge-id { add | remove } rb-range

None
add

Attaches a specified range of RBridge IDs to the VE interface.
remove

Removes a specified range of RBridge IDs from the VE interface.
rb-range

Specifies a range of RBridge IDs to attach to the VE interface, up to a
maximum of four RBridge IDs. (You can also specify a single RBridge ID.)
Ranges can be specified by hyphens, separated by commas, or contain a
mixture of both.

Fabric-Virtual-Gateway global VE interface configuration mode
Use the add form of the command to attach RBridge IDs to the VE interface, and use the remove form

of the command to unattach RBridge IDs from the VE interface. The maximum number of RBridge IDs
that can be attached is four.

Examples  The following example shows how to attach an RBridge-ID to the VE interface.
switch(config)# interface ve 2000
switch (config-Ve-2000)# attach rbridge-id add 54,55
History Release version Command history
5.0.1 This command was introduced.
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attach vlian
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Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Identifies exported VLANs in VXLAN gateway configurations.
attach vlan vian_ID [ mac mac_address ]
no attach vlan vian_ID

vlan vian_ID
Specifies the VLAN ID of the VXLAN gateway. This can be a range, such as 5,
10, 20-25.

mac mac_address

Specifies the MAC address of a VXLAN gateway, in HHHH.HHHH.HHHH
format.

VXLAN overlay gateway configuration mode

Exported VLANs are VLANSs than can be mapped to VXLAN domains. All the MAC addresses that the
VXLAN gateway learns on these VLANs are shared with the NSX controller.

This command is applicable only when the gateway type is nsx, as configured by means of the
overlay-gateway command.

This command can optionally accept specific MAC addresses, which can be shared with the NSX
Controller. If the user specifies MAC addresses, only the specified MAC addresses are shared with the
NSX Controller for the specified VLAN. The specified VLAN must already be configured.

You cannot run two forms of this command that use the same VLAN IDs. For example, the commands
attach vlan x and attach vlan xmac y cannot coexist. If one form of the configuration exists, the other
form of the configuration that uses the same VLAN ID is rejected.

Also, you cannot specify a VLAN range and a MAC address on the same command line. You can,
however, specify a single VLAN ID and a MAC address on the same command line.

The no form of this command stops the MAC addresses behind the specified VLANs from being shared
with the NSX Controller.

The deletion of a VLAN specified by this command is not allowed. For example, if you enter the attach
vlan x command, you cannot delete the exported VLAN called x by running the no interface vlan x
command.

To specify an exported VLAN ID and a MAC address for a VXLAN gateway named "gateway1" that is
already configured:

switch# configure
switch (config)# overlay-gateway gatewayl
switch (config-overlay-gw-gatewayl)# attach vlan 5 mac 00:05:1le:c5:96:a4

overlay-gateway
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auto-cost reference-bandwidth (OSPF)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Configures reference bandwidth.

auto-cost reference-bandwidth { ref-bw | use-active-ports }
no auto-cost reference-bandwidth

Reference bandwidth is 100 Mbps.

ref-bw

Reference bandwidth in Mbps. Valid values range from 1 through 4294967 .
use-active-ports

When set, any dynamic change in bandwidth immediately affects the cost of
OSPF routes. This parameter enables cost calculation for currently active ports
only.

OSPF VREF router configuration mode

OSPF calculates the cost of a route as the ratio of the reference bandwidth to the bandwidth of the
egress interface. An increase in the reference bandwidth results in an increased cost. If the resulting
cost is less than 1, the software rounds the cost up to 1.

The bandwidth for interfaces that consist of more than one physical port is calculated as follows:

* LAG group — The combined bandwidth of all the ports.

» Virtual interface — The combined bandwidth of all the ports in the port-based VLAN that contains the
virtual interface.

If a change to the reference bandwidth results in a cost change to an interface, the device sends a link-
state update to update the costs of interfaces advertised by the device.

NOTE
If you specify the cost for an individual interface (by using the ip ospf cost command), the cost you
specify overrides the cost calculated by the software.

Enter no auto-cost reference-bandwidth to disable bandwidth configuration.

To change a reference bandwidth of 500:

switch# configure

switch (config)# rbridge-id 5

switch(config-rbridge-id-5) #router ospf

switch (config-router-ospf-vrf-default-vrf)# auto-cost reference-bandwidth 500

The reference bandwidth specified in this example results in the following costs:

* 10 Mbps port’s cost = 500/10 = 50.
* 100 Mbps port’s cost = 500/100 = 5.
* 1000 Mbps port’s cost = 500/1000 = 0.5, which is rounded up to 1.

The costs for 10 Mbps and 100 Mbps ports change as a result of the changed reference bandwidth.
Costs for higher-speed interfaces remain the same.

ip ospf cost
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auto-cost reference-bandwidth (OSPFv3)
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

History

Configures reference bandwidth.
auto-cost reference-bandwidth { ref-bw }
no auto-cost reference-bandwidth
Reference bandwidth is 100 Mbps.

ref-bw
Reference bandwidth in Mbps. Valid values range from 1 through 4294967 .

OSPFv3 VRF router configuration mode

OSPFv3 calculates the cost of a route as the ratio of the reference bandwidth to the bandwidth of the
egress interface. An increase in the reference bandwidth results in an increased cost. If the resulting
cost is less than 1, the software rounds the cost up to 1.

The bandwidth for interfaces that consist of more than one physical port is calculated as follows:

* LAG group — The combined bandwidth of all the ports.

 Virtual interface — The combined bandwidth of all the ports in the port-based VLAN that contains the
virtual interface.

If a change to the reference bandwidth results in a cost change to an interface, the device sends a link-
state update to update the costs of interfaces advertised by the device.

NOTE
If you specify the cost for an individual interface (by using the ipv6 ospf cost command), the cost you
specify overrides the cost calculated by the software.

Enter no auto-cost reference-bandwidth to disable bandwidth configuration.

To change a reference bandwidth to 500:

device# configure terminal

device (config) # rbridge-id 122

device (config-rbridge-id-5)# ipv6é router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# auto-cost reference-bandwidth 500

» The reference bandwidth specified in this example results in the following costs:10 Mbps port’s cost =
500/10 = 50.

* 100 Mbps port’s cost = 500/100 = 5.

* 1000 Mbps port’s cost = 500/1000 = 0.5, which is rounded up to 1.
* 155 Mbps port cost = 500/155 = 3.23, which is rounded up to 4

* 622 Mbps port cost = 500/622 = 0.80, which is rounded up to 1

» 2488 Mbps port cost = 500/2488 = 0.20, which is rounded up to 1

The costs for 10 Mbps, 100 Mbps, and 155 Mbps ports change as a result of the changed reference
bandwidth. Costs for higher-speed interfaces remain the same.

Release version Command history

5.0.0 This command was introduced.
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Related ipv6 ospf cost
Commands
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backup-advertisement-interval

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

100

Configures the interval at which backup VRRP routers advertise their existence to the master router.
backup-advertisement-interval inferval
60 seconds

interval

Interval at which a backup VRRP router advertises its existence to the master
router. Valid values range from 60 through 3600 seconds.

Virtual-router-group configuration mode

The interval is the length of time, in seconds, between each advertisement sent from the backup routers
to the master router. The advertisement notifies the master router that the backup is still active. If the
master router does not receive an advertisement from the backup in a designated amount of time, the
backup with the highest priority can assume the role of master.

This command can be used for either VRRP or VRRP-E.

To set the backup advertisement interval to 120 seconds for VRRP-E group 10:

switch (config)# rbridge-id 101

switch (config-rbridge-id-101)# int ve 25

switch (config-ve-25)# vrrp-extended-group 10

switch (config-vrrp-extended-group-10) # backup-advertisement-interval 120

vrrp-extended-group, vrrp-group
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banner incoming

Syntax

Parameters

Modes

Usage Guidelines

Sets the incoming banner message.
banner incoming message
no banner incoming

message
The message string to be displayed on the switch console.

Global configuration mode

A banner is a text message that displays on the console. The banner can include information about the
switch for a user to know when accessing the switch.

The banner must be from 1 through 2048 characters in length. The banner can appear on multiple lines
if you enter multiline mode using ESC+M and using CTRL+D to exit.
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banner login

Sets the switch banner.
Syntax  banner login message
no banner login

Parameters message
The message string to be displayed on the switch console.

Modes  Global configuration mode

Usage Guidelines A banner is a text message that displays on the console. The banner can include information about the
switch that a user wants another user to know when accessing the switch.

The banner must be from 1 through 2048 characters in length.

The banner can appear on multiple lines if you enter multiline mode using ESC-M and using CTRL-D to
exit.

Examples  To create a banner with multiple lines:

switch (config)# banner login [Esc-m]

[Entering multiline mode, exit with ctrl-D.]
> banner login Hello

> and

> welcome

> to

> the

> switch

[Ctrl-D]

switch (config)# do show running-config banner

banner login "Hello\and\welcome\to\the\switch"
switch (config)# exit

Network OS (switch)

NOS Version 3.0.0

switch login: admin

Password: ***x*x*xx*

Hello and welcome to the switch

To create a banner with a single line:

switch (config)# banner login "Please do not disturb the setup on this switch"
switch (config)# exit

Login: user

Password: ****xx*

The cluster contains 5 switches

Welcome to NOS CLI
user connected from ::FFFF:10.103.8.61 using ssh on abc.com
switch#

Related = show running-config banner
Commands
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banner motd

Syntax

Parameters

Modes

Usage Guidelines

Sets the message of the day (MOTD) banner.
banner motd message
no banner motd

message
The message string to be displayed on the switch console.

Global configuration mode

A banner is a text message that displays on the console. The banner can include information about the
switch for a user to know when accessing the switch.

The banner must be from 1 through 2048 characters in length. The banner can appear on multiple lines
if you enter multiline mode by using ESC+M and exit by using CTRL+D .
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bgp-redistribute-internal

Syntax

Command Default

Modes

Usage Guidelines

104

Examples

History

Causes the device to allow the redistribution of IBGP routes from BGP4 and BGP4+ into RIP, OSPF,
or IS-IS.

bgp-redistribute-internal
no bgp-redistribute-internal
This feature is disabled.

BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode

By default, with default VRF instances, the device does not allow the redistribution of IBGP routes from
BGP4 and BGP4+ into RIP, OSPF, or IS-IS. This helps to eliminate routing loops. In non-default VRF
instances, the device does allow the redistribution of IBGP routes from BGP4 and BGP4+ into RIP and
OSPF.

Use the no form of the command to restore the defaults.

To configure a static network and change the administrative distance:

device# configure terminal

device (config)# rbridge-id 10

device (config-rbridge-id-10)# router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipv4u) # bgp-redistribute-internal

Release version Command history

5.0.0 This command was modified to add support for the IPv6 address family.
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Syntax

Parameters

Modes

Usage Guidelines

bind

Creates a persistent binding between the logical FCoE port and the ten/forty gigabit or LAG port.
bind { <N>gigabitethernet rbridge-id/slot/port | port-channel number | mac-address address }

<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
port-channel number

Specifies a port-channel interface.
mac-address address

Specifies a MAC address. The valid format is HH:HH:HH:HH:HH:HH.
Interface subtype configuration mode

The configuration will be stored in the configuration and retained across reboots.

When the FCoE logical port is automatically bound to a TE/FO LAG port, it is referred as dynamic
binding. This binding is valid only till the FLOGI session is valid. The binding is automatically removed
when CNA logs out.

ATTENTION

Only one type of binding can be used for each physical port, so the ten/forty gigabit Ethernet or LAG
(MAC) binding configurations overwrite each other.

Examples ) . .
switch (config)# interface fcoe 1/1/55
switch (config-Fcoe-1/1/55)# bind tengigabitethernet 1/0/1
switch (config)# interface fcoe 1/1/56
switch (config-Fcoe-1/1/56)# bind mac-address 00:05:1e:c5:96:a4
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bpdu-drop enable

Syntax

Command Default

106

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Drops STP, RSTP, MSTP, and PVST and RPVST bridge protocol data units (BPDUs), disabling the
tunneling of those protocols on an interface.

bpdu-drop enable [ rx | tx | all ]
no bpdu-drop enable [ rx | tx | all ]

BPDU-drop is disabled.

tx

Disables tunneling in the transmit direction.
rx

Disables tunneling in the receive direction.
all

Disables tunneling in both the transmit and receive directions.
Interface subtype configuration mode

This command prevent reception of any STP or PVST BPDUs on a interface. If such a BPDU is
received on a interface that is BPDU-drop enabled, the interface drops the BPDU frames, but does not
shut down.

Enter bpdu-drop enable with the tx, rx, or all options. Without an optional keyword, the action applies
to the ingress direction only.

Enter no bpdu-drop enable with the tx, rx, or all options to disable BPDU drop in one or more
directions.

Enter no bpdu-drop enable to disable BPDU-drop completely.
To enable BPDU-drop on a specific 10-gigabit Ethernet interface:

switch (config)# interface tengigabitethernetl178/0/9
switch (conf-if-te-178/0/9)# bpdu-drop enable

To disable BPDU-drop on a specific port-channel interface:

switch (config)# interface port-channel 62
switch (conf-port-channel-62)# no bpdu-drop enable

To disable BPDU-drop on a specific port-channel interface in the transmit direction:

switch (config)# interface port-channel 62
switch (conf-port-channel-62)# no bpdu-drop enable tx

interface
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Specifies the bridge priority for the common instance.

bridge-priority priority
no bridge-priority
Priority is 32768.

priority

bridge-priority

Specifies the bridge priority. Valid values range from 0 through 61440 in

increments of 4096.

Protocol Spanning Tree mode

The priority values can be set only in increments of 4096.
Using a lower priority value indicates that the bridge might become root.
If xXSTP is enabled over VCS, this command must be executed on all RBridge nodes.

Enter no bridge-priority to return to the default priority.

To specify the bridge priority:

switch# configure terminal

switch (config)# protocol spanning-tree stp
switch (conf-stp)# bridge-priority 8192
switch# configure terminal

switch (config)# protocol spanning-tree rstp
switch (conf-rstp)# bridge-priority 8192
switch# configure terminal

switch (config)# protocol spanning-tree mstp

switch (conf-mstp)# bridge-priority 8192

protocol spanning-tree
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capability as4

capability as4

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

108

Enables 4-byte autonomous system number (ASN) capability at the BGP
capability as4 enable

no capability as4

This feature is disabled.

enable
Enables 4-byte ASN capability at the BGP global level.

BGP configuration mode
Use the no form of this command to disable this functionality.

To enable 4-byte ASN capability:

device (config) # rbridge-id 10
device (config-rbridge-id-10)# router bgp
device (config-bgp-router)# capability as4 enable

global level.
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capture packet interface

capture packet interface

Syntax

Parameters

Modes

Usage Guidelines

Enables the capture of packet information on an interface, for display on the switch itself or for storage
in an automatically generated file.

capture packet { interface } { all | <N>gigabitethernet rbridge-id/slot/port } { direction { both | rx |
tx }} {filter {12 | I3 | all }

interface
Selects an interface (required).

all
Selects all interfaces.

<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
Ngigabitethernet with the desired operand (for example, tengigabitethernet
specifies a 10-Gb Ethernet port). The use of gigabitethernet without a speed
value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
direction

Selects a direction (required).

both

Selects traffic in both transmit and receive directions.
rx

Selects received traffic.
tx

Selects transmitted traffic.

filter
Selects the packet types to be filtered (required).

12

Filters only Layer 2 packets to the CPU.
13

Filters only Layer 3 packets to the CPU.
all

Filters all packets to the CPU, including transit packets if an access control
list (ACL) is enabled (Refer to the Usage Guidelines.)

Privileged EXEC mode

Capturing packet information on an interface can provide significant help in debugging, especially for
Layer 2 TRILL and Layer 3 packets. Captured packets are stored in a circular buffer, and they are also
written to an automatically generated "pktcapture.pcap" file, which can store up to 1500 K of data in
flash memory (the equivalent of approximately 10k packets, each having an average size of 100 bytes).
Once this file is full, it is saved at *_old.pcap and data are written to a new pktcapture.pcap file. These
files can be exported and viewed through a packet analyzer such as Wireshark.
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NOTE
Up to 100 packets per interface can be captured. Once the buffer is filled, the oldest packets are
replaced with the most recent.

This command can be entered on any RBridge in a Brocade VCS Fabric.

To disable packet capture globally, use the no capture packet all command.

NOTE
The all option is not supported for enabling packet capture.

To view the captured information on the switch, use the show capture packet interface command.

Note the following limitations:

» Support is provided only on physical (Ethernet) interfaces, not on logical interfaces. To see packets
on logical interfaces, first enable the capture on the corresponding physical interfaces.

* In the initial release, support for capturing transit traffic requires ACL logging.
» Packets that are dropped in the ASIC cannot be captured.

ijf CAUTION

Capturing packets over multiple sessions and over long durations can affect system
performance.

Examples
P switch# capture packet interface tengigabitethernet 166/0/1 direction both filter all

Related show capture packet interface
Commands
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cbs

Syntax

Parameters

Modes

Usage Guidelines

cbs

Mandatory command for configuring the controlled burst size for a class-map.
cbs cbs-size
no cbs cbs-size

cbs-size

Controlled burst size. Valid values range from 1250 through 5000000000 bytes
in increments of 1 byte. This is a mandatory parameter for configuring a class-
map.

Policymap class police configuration mode

Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Examples  This example configures a class-map called "default" within a policy-map.
switch# configure terminal
switch (config)# policy-map policymapl
switch (config-policymap)# class default
switch (config-policymap-class)# police cir 40000
switch (config-policymap-class-police)# cbs 50000
Related conform-set-dscp, conform-set-prec, conform-set-tc, ebs, eir, exceed-set-dscp, exceed-set-prec,
Commands exceed-set-tc, police cir, police-priority-map, policy-map, qos cos, service-policy, set-priority
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cee

Syntax

Command Default
Modes

Usage Guidelines

Examples

Related
Commands

112

Applies a Converged Enhanced Ethernet (CEE) provisioning map on an interface.

cee default

no cee

There is no CEE provisioning applied on an interface. The only map name allowed is "default.”

Interface subtype configuration mode

The CEE map applied on an interface should already exist on the switch.

Enter no cee to remove the CEE provisioning map.

To apply a CEE map to a specific 10-gigabit Ethernet interface:

switch(config)# interface tengigabitethernet 178/0/9

switch (conf-if-te-178/0/9)# cee default

interface, cee-map (configuration), channel-group, dot1x authentication, dot1x port-control,
dot1x quiet-period, dot1x reauthentication, dot1x reauthMax, dot1x timeout re-authperiod, dot1x
timeout server-timeout, dot1x timeout supp-timeout, dot1x timeout tx-period, edge-loop-
detection vlan, edge-loop-detection port-priority
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cee-map (configuration)

Syntax
Command Default
Modes

Usage Guidelines

Related
Commands

Enters the CEE map configuration mode.

cee-map default

The only map name allowed is "default."

Global configuration mode

cee-map (configuration)

Only a single CEE map is allowed, named "default." It is created when system starts up. The initial

configuration of the default CEE map is:

Precedence 1
Priority Group Table

1:
2:

15.
15.
15.
15.
15.
15.
15.
15.

Uk WN PO

Weight 40,
ight 60,

We

7:
Priority Table
CoS:

PGID:
Enabled on the following interfaces

cee, fcoeport, priority-group-table
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PFC
PFC
PFC
PFC
PFC
PFC
PFC
PFC

2

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

2

2

1

PFC Enabled, BWS
PFC Disabled, BW%

2

40
60
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cee-map (FCoE)

Assigns a CEE map to the FCoE Fabric-Map.
Syntax cee-map default
no cee-map default
Command Default  The only map name allowed is "default."
Modes  FCoE map configuration mode

Usage Guidelines  You must be in the feature configuration mode for FCoE map for this command to function.

Enter no cee-map to revert to the default values for the map.

Examples ) :
switch (config)# fcoe

switch (config-fcoe)# map default

switch (config-fcoe-map)# cee-map default

Related fabric-map, fcoe
Commands
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certutil import Idapca

certutil import Idapca

Syntax

Parameters

Modes

Usage Guidelines

Examples

Imports a Lightweight Directory Access Protocol (LDAP) Certification Authority (CA) certificate from a
remote server

certutil import Idapca directory path file filename protocol { FTP | SCP } host remote_ip user
user_acct password password ssh

certutil import Idapca | syslogca directory ca certificatepath protocol { FTP | SCP } host remote_ip
user user_acct password password [ rbridge-id { rbridge_id | all } ]

no certutil Idapca [ rbridge-id { rbridge-id | all } ]

directory path

Specifies the path to the certificate.
file filename

Specifies the filename for the certificate.
host remote_ip

Specifies the IP address of the remote host.
password password

Specifies the password to access the remote host.
protocol FTP | SCP

Specifies the protocol used to access the remote server.
rbridge-id rbridge-id

Specifies an RBridge ID.
all

Specifies all RBridges.
user user_acct

Specifies the user name to access the remote host.
Privileged EXEC mode

This command supports FTP and SCP.
Enter no certutil Idapca to delete the LDAP CA certificates of all Active Directory (AD) servers.

To import the SSH public key for user "admin" from the remote host:

switch# certutil import sshkey user admin host 10.70.4.106 directory /users/home4d0/
bmeenaks/.ssh file id rsa.pub login fvt

Password: KAXXKKXKKAK KKK K

switch# 2012/11/14-10:28:58, [SEC-3050], 75,, INFO, VDX6720-60, Event: sshutil,
Status: success, Info: Imported SSH public key from 10.70.4.106 for user 'admin'.
switch#

To delete all LDAP CA certificates:

switch# no certutil ldapca
In VCS mode
To import a certificate for LDAP:

switch# certutil import ldapca directory /usr/ldapcacert/ file cacert.pem protocol
SCP host 10.23.24.56 user admin password rbridge-id 3

password:

switch#
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To delete LDAP certificates on rbridge-id 3:

switch# no certutil syslogca rbridge-id 3

Do you want to delete syslogca certificate? [y/n]:y
Warning: All the syslog CA certificates are deleted.
switch

Related Idap-server host, Idap-server maprole, show cert-util Idapca, show running-config ldap-server,
Commands username
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certutil import sshkey

Syntax

Parameters

Modes
Usage Guidelines

Examples

Imports the SSH public key for an SSH user from the remote host using the mentioned login credentials

and path name.

certutil import sshkey host remote_ip_address directory ssh_public_key path user user_acct
password password login login_id [ rbridge-id { rbridge-id | all } ]

no certutil sshkey [ rbridge-id { rbridge-id | all } ]

directory path

Specifies the path to the certificate.
file filename

Specifies the SSH public key with a .pub extension.
host remote_ip

Specifies the IP address of the remote host.
login login_id

Specifies the login name in the remote host.
password password

Specifies the password to access the remote host.

rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges.
user user_acct

Specifies the user name to access the remote host.
Privileged EXEC mode
Enter no certutil sshkey user to delete the SSH public key a specified user.

The following command deletes the SSH public key for "testuser.”

switch# no certutil sshkey user testuser

Do you want to delete the SSH public key file? [y/n]:y

switch# 2012/11/11-13:46:05, [SEC-3050], 3295,, INFO, VDX6720-24, Event: sshutil,
Status: success, Info: Deleted SSH public keys associated to user 'testuser'.

In VCS mode

The following command imports a public CA certificate:

switch# certutil import sshkey user admin host 10.70.4.106 directory /users/home4d0/
bmeenaks/.ssh file id rsa.pub login fvt rbridge-id 3

Password: ***kkkkkkkx

switch# 2012/11/14-10:28:58, [SEC-3050], 75,, INFO, VDX6720-60, Event: sshutil,
Status: success, Info: Imported SSH public key from 10.70.4.106 for user 'admin'.

The following command deletes the SSH public key for "testuser."

switch# no certutil sshkey user testuser rbridge-id 3

Do you want to delete the SSH public key file? [y/n]:y

switch# 2012/11/11-13:46:05, [SEC-3050], 3295,, INFO, VDX6720-24, Event: sshutil,
Status: success, Info: Deleted SSH public keys associated to user 'testuser'.
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Related show cert-util sshkey
Commands
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certutil import syslogca

Syntax

Parameters

Modes
Usage Guidelines

Examples

Imports a syslog CA certificate.

certutil import syslogca directory path file filename protocol { FTP | SCP } host remote_ip user
user_acct password password [ rbridge-id { rbridge-id | all } ]

no certutil syslogca

directory path

Specifies the path to the certificate.
file filename

Specifies the filename for the certificate.
host remote_ip

Specifies the IP address of the remote host.c
password password

Specifies the password to access the remote host.
protocol FTP | SCP

Specifies the protocol used to access the remote server.

rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges.
user user_acct

Specifies the user name to access the remote host.
Privileged EXEC mode
Enter no certutil syslogca to delete the syslog CA certificates of all Active Directory servers.

The following command deletes a syslog CA certificate:
switch# no certutil syslogca
Do you want to delete syslog CA certificate? [y/n]:

In VCS mode

The following command imports a syslog CA certificate:

switch# certutil import syslogca directory /usr/ldapcacert/ file cacert.pem protocol
SCP host 10.23.24.56 user admin password rbridge-id 3

password:

switch#

The following command deletes a syslog CA certificate:

switch# no certutil syslogca rbridge-id 5
Do you want to delete syslog CA certificate? [y/n]:
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channel-group

Syntax

Command Default

Parameters

Modes

Usage Guidelines

120

Enables Link Aggregation on an interface.
channel-group number mode { active | passive | on } [ type { standard | brocade } ]
no channel-group

The value for type is set to standard.

number
Specifies a Link Aggregation Group (LAG) port channel-group number to which
this link should administratively belong to. Valid values range from 1 through
6144.
mode
Specifies the mode of Link Aggregation.
active
Enables the initiation of LACP negotiation on an interface.
passive
Disables LACP on an interface.
on
Enables static link aggregation on an interface.
type
Specifies the type of LAG.
standard
Specifies the 802.3ad standard-based LAG.
brocade

Specifies the Brocade proprietary hardware-based trunking.
Interface subtype configuration mode

This command adds an interface to a port-channel specified by the channel-group number. This
command enables link aggregation on an interface, so that it may be selected for aggregation by the
local system.

Only a maximum of 24 LAGs can be created. Be aware of the following:

« A maximum of four link aggregation groups can be created per switch when the type is set to
brocade.

* A maximum of four links can become part of a single aggregation group when the type is set to
brocade and they must be on the same port-channel.

» Links 0 through 7 belong to port-channel 1; links 8 through 15 belong to port-channel 2, and links 16
through 23 belong to port-channel 3.

» For the standard type, a maximum of 16 links can be aggregated per aggregation group and they
can be members of any port-channel.

* Enter no channel-group to remove the port-channel members.

NOTE
For additional discussion of using the channel-group command,
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Examples  To set the channel-group number to 4 and the mode to active on a specific 10-gigabit Ethernet
interface:
switch(config)# interface tengigabitethernet 178/0/9
switch (conf-if-te-178/0/9)# channel-group 4 mode active
To set the channel-group number to 10, the mode to passive , and the type to brocade on a specific 1-
gigabit Ethernet interface:
switch (config)# interface gigabitethernet 170/0/1
switch (conf-if-gi-170/0/1)# channel-group 10 mode passive brocade
History Release version Command history
5.0.1 This command was updated with a reference to the Network OS Layer 2
Switching Configuration Guide.
Related interface
Commands
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chassis

122

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Sets the IPv4 or IPv6 address of a switch chassis.
chassis { virtual-ip | virtual-ipv6 }
no chassis { virtual-ip | virtual-ipv6 }

virtual-ip

Sets an IPv4 address in dotted-decimal notation with a CIDR prefix (mask).
virtual-ipv6

Sets an IPv6 address in colon-separated hexadecimal notation with a CIDR
prefix.

RBridge ID configuration mode

This command changes the default chassis IPv4 or IPv6 address. The default is the initial address of
the switch chassis.

This is the address that is used to access devices through their RBridge ID. Use this command to
change the IP address to facilitate management, for example, if a switch is moved to a different subnet.
The IP address of the management platform should be in the same subnet as the devices it manages.

This command applies only to chassis switches, for example, the Brocade VDX 8770.

Use the no form of this command to revert to the default address.

IPv4:
switch (config)# rbridge-id 4
switch (config-rbridge-id-4)# chassis virtual-ip 10.11.12.13/20

IPv6:

switch (config)# rbridge-id 4
switch (config-rbridge-id-4)# chassis virtual-ipv6 2001:db8:8086:6502/64

show rbridge-id, show running-config
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chassis beacon

Syntax

Parameters

Modes

Examples

chassis beacon

Controls the flashing LED beacon on the switch which makes finding the desired switch easier in large

data centers.
chassis beacon { enable | disable }

enable

Enables the chassis beacon LED.
disable

Disables the chassis beacon LED.

Privileged EXEC mode

To enable the chassis beacon:

switch# chassis beacon enable
Chassis Beacon has been enabled
To disable the chassis beacon:

switch# chassis beacon disable
Chassis Beacon has been disabled
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chassis disable

chassis disable

Syntax
Modes

Usage Guidelines

Examples

Related
Commands

124

Disables all interfaces in the chassis.
chassis disable
Privileged EXEC mode

All interfaces will be taken offline

This command is supported only on the local switch.

Enter chassis disable before making configuration changes or running offline diagnostics.

You must execute the chassis enable command after running offline diagnostics, or the switch will not

boot correctly.

To disable all interfaces on the local switch:

switch# chassis disable

chassis enable
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chassis enable

Enables all interfaces in the chassis.
Syntax  chassis enable
Modes  Privileged EXEC mode

Usage Guidelines  All interfaces that passed the power-on self-test (POST) are enabled. They may come online if
connected to a device, or remain offline if disconnected. Enter chassis enable to re-enable the chassis
after making configuration changes or running offline diagnostics.

This command is supported only on the local switch.

You must execute the chassis enable command after running offline diagnostics, or the switch will not
boot correctly.

Examples  To enable all interfaces on the local switch:

switch# chassis enable

Related chassis disable
Commands
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chassis fan airflow-direction

Syntax

Parameters

Modes

Usage Guidelines

126

Examples

Specifies the direction of airflow through the chassis based on physical PSU and fans.
chassis fan airflow-direction [ port-side-intake | port-side-exhaust ]

port-side-intake

Specifies the airflow to enter the switch.
port-side-exhaust

Specifies the airflow to exit the switch.

Global configuration mode

This command must only be used after you purchase and install the appropriate fan/power supply that
provides the desired airflow direction in the switch. Please contact your Brocade Sales Representative
to obtain the correct part numbers and pricing.

When the chassis fan airflow-direction command is issued, the switch will not recognize the
configuration change until the switch is rebooted.

Only one (1) configuration change is accepted per reboot. This means that even if this command is
entered multiple times, only the first configuration change entered will be effective after rebooting.

The switch serial number is registered with Brocade and the information recorded in the Brocade
database about that switch includes the airflow orientation at the time of shipment. Any subsequent
change in airflow direction is not recorded in the Brocade database. This means that if you request a
Return Merchandise Authentication (RMA) for the switch, the replacement switch will be sent with the
original orientation.

To specify the fan airflow-direction:

switch# chassis fan airflow-direction port-side-exhaust

Previous configuration : port-side-intake
Current configuration : port-side-exhaust
System fan airflow-direction changes will be effective after reboot!!
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cidrecov

Recovers data from Chassis ID cards if possible.
Syntax  cidrecov
Modes  Privileged EXEC mode
Usage Guidelines  Use this command if you receive an error or warning RASLog message that instructs you to run this

command.

Two chassis ID (CID) cards contain data necessary for system operation. Each CID contains two Serial
Electronically Erasable Programmable Read Only Memory (SEEPROM) devices. If data on either card
becomes corrupt or mismatched, a regularly run CID audit writes messages to the RASLog. Follow the
instructions in the messages. Mismatched data can be reset, and corrupt data can sometimes be
recovered if the corrupt data is on the non-critical SEEPROM.

This command is supported only on Brocade VDX 8770-4 and Brocade VDX 8770-8 switches.
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Examples

128

Example 1: Noncritical SEEPROM is inaccessible or corrupt, but recovery becomes possible:
switch# cidrecov

CID 1 Non-Critical Seeprom 1is Inaccessible or Corrupted.
CID Non-Critical Seeprom Problem Details
CID 1 Non-Critical Seeprom IP address Control Data Checksum Bad !!!!
CID 1 IP address Control Data:
Version: Oxa
Checksum: 0x0
Size: 0x3
CID 2 IP address Control Data:
Version: Oxa
Checksum: 0x7
Size: 0x3
***WARNING: Recovering IP Data May Affect Both IP Control and IP Records ***
Backup Current Data Displayed Below If Needed.
CID 1 Chassis Name: VDX8770-4
CID 2 Chassis Name: VDX8770-4
CID 1 IP address Control Data:
Version: Oxa
Checksum: 0x0
Size: 0x3
CID 2 IP address Control Data:
Version: Oxa
Checksum: 0x7
Size: 0x3
IP address Record 1 on CID 1
l1st IP Address: 10.17.19.53
1st IP Mask: 255.255.240.0
2nd IP Address: 10.17.19.54
2nd IP Mask: 255.255.240.0
Gateway Address: 10.17.16.1
IP address Record 1 on CID 2
l1st IP Address: 10.17.19.53
1st IP Mask: 255.255.240.0
2nd IP Address: 10.17.19.54
2nd IP Mask: 255.255.240.0
Gateway Address: 10.17.16.1
IP address Record 2 on CID 1
l1st IP Address: 10.17.19.52
1st IP Mask: 255.255.240.0
2nd IP Address: 0.0.0.0
2nd IP Mask: 0.0.0.0
Gateway Address: 0.0.0.0
IP address Record 2 on CID 2
l1st IP Address: 10.17.19.52
1st IP Mask: 255.255.240.0
2nd IP Address: 0.0.0.0
2nd IP Mask: 0.0.0.0
Gateway Address: 0.0.0.0
CID Recovery Options
0. Exit
1. Recover with default values
2. Recover BAD from GOOD
Enter Selection > 2
Copy IP Data table...
Copy 384 bytes from CID 2 to CID 1, num blks 1 resid 128
Read block 1 from CID 2 succeeded
Write block 1 to CID 1 succeeded
Read last block from CID 2 succeeded
Write last block to CID 1 succeeded
copy successful
Copy succeeded for all data types attempted
IP Address CID Recovery completed.

Example 2: Non-critical SEEPROM is inaccessible or corrupt, but recovery is not possible:
switch# cidrecov

CID 1 Non-Critical Seeprom 1is Inaccessible or Corrupted.
CID Non-Critical Seeprom Problem Details
CID 1 Non-Critical Seeprom Read Failed.
Recovery is not possible. Please contact Brocade Technical Support for replacement of
the inaccessible CID(s).
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Example 3: Critical SEEPROM data is mismatched, recovery is not possible:

switch# cidrecov

CID 1 and CID 2 Critical Seeprom Data is Mismatched.
CID Seeprom Problem Details

CID Seeprom Chassis Serial Number Mismatch.

CID 1 Serial Number: BYP3G15G0ON

CID 2 Serial Number: BYP3G17HOOP

Commands A through E

Recovery is not possible. Please contact Brocade Technical Support for replacement of

the corrupted CID(s).
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cipherset

Configures FIPS-compliant ciphers for the Lightweight Directory Access Protocol (LDAP) and Secure
Shell (SSH) for LDAP and SSH protocols.

Syntax  cipherset { Idap | ssh | radius}
Command Default  There are no restrictions on LDAP and SSH ciphers.

Parameters  radius

Specifies secure RADIUS ciphers.
Idap

Specifies secure LDAP ciphers.
ssh

Specifies secure SSH ciphers.
Modes  Privileged EXEC mode

Usage Guidelines A switch must be configured with secure ciphers for SSH before that switch can be FIPS compliant. If
LDAP authentication is to be used, the LDAP ciphers are also required before a switch can be FIPS
compliant.

The secure LDAP ciphers are AES256-SHA, EAS128-SHA, and DES-CBC3-SHA. The secure SSH
ciphers are HMAC-SHA1 (mac), 3DES-CBC, AES128-CBC, AES192-CBC, and AES256-CBC.

This command can be entered only from a user account with the admin role assigned.

Examples  To configure secure RADIUS ciphers:

switch# cipherset radius
RADIUS cipher list configured successfully

To configure secure LDAP ciphers:

switch# cipherset ldap
ldap cipher list configured successfully

To configure secure SSH ciphers:

switch# cipherset ssh

ssh cipher list configured successfully

Related fips selftests, fips zeroize, prom-access disable, show prom-access
Commands
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cisco-interoperability

Configures the switch to interoperate with some legacy Cisco switches.
Syntax  cisco-interoperability { disable | enable }
Command Default  Cisco interoperability is disabled.

Parameters  disable

Disables Cisco interoperability for the Multiple Spanning Tree Protocol (MSTP)
switch.
enable

Enables Cisco interoperability for the MSTP switch.
Modes  Protocol Spanning Tree MSTP mode

Usage Guidelines  For some switches, the MSTP field, Version 3 Length, does not adhere to the current standards.

If Cisco interoperability is required on any switch in the network, then all switches in the network must
be compatible, and therefore enabled using this command for interoperability with a Cisco switch.

If xSTP is enabled over VCS, this command must be executed on all RBridge nodes.

Examples  To enable Cisco interoperability on a switch:

switch# configure terminal
switch (config)# protocol spanning-tree mstp

switch (conf-mstp)# cisco-interoperability enable
To disable Cisco interoperability on a switch:

switch# configure terminal
switch (config)# protocol spanning-tree mstp

switch (conf-mstp)# cisco-interoperability disable

Network OS Command Reference 131
53-1003456-02



class

class

Syntax

Command Default

Parameters

Modes

Usage Guidelines

132

Creates a class-map in a policy-map and enters the class-map configuration mode.
class class-mapname

no class class-mapname

A policy-map is not created.

class-mapname
The designated name for the class-map.

Global configuration mode

Use this command to configure a class-map for a police policy-map with QoS and policing parameters
for inbound or outbound traffic. The class-map must have been created and associated with match
criteria using the class-map command. (Refer to the qos cos command.) When you launch the class
command while in config-policymap mode (refer to policy-map) for a policy, the system is placed in
"configure policy-map classification" (config-policymap-class) mode. Once this is done you can
configure QoS and policing parameters for the class-map using the commands for the specific
parameters. The commands that set the parameters for a class-map are:

* cbs

o eir

* ebs

» conform-set-dscp

» conform-set-prec

» conform-set-tc

» exceed-set-dscp

» exceed-set-prec

* exceed-set-dscp

* police cir

» set-priority

The QoS and policing parameters define the cir, cbs, ebr, and eir rates and the actions that must occur
when traffic conforms or exceeds designated rates. For more details on these parameters, refer to the

"Port-based Policer" section in the “QoS Configuration” chapter of the Network OS Administrator’s
Guide. Each policy-map can contain one class-map.

Enter the no policy-mapname command to remove the policy-map. Associate the policy-map to the
interface for inbound or outbound direction with the service-policy command (refer to service-policy ).

Enter no police while in config-policymap-class mode to remove all policing parameters for the class-
map.

Enter no police command followed by a policing parameter name to remove a specific parameter.

NOTE

The cir and cbs parameters are the mandatory for configuring a class-map. Other parameters are
optional. If optional parameters are not set then they will be treated as disabled. To delete the
mandatory cir or cbs parameters, you must delete all Policer parameters while in the policy-map class
configuration mode using the no police command.
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NOTE
This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Examples  This example configures a class-map called "default” within a policy-map.

switch# configure terminal

switch(config)# policy-map policymapl

switch (config-policymap) # class default

switch (config-policymap-class)# police cir 40000
switch (config-policymap-class-police)# cbs 50000

switch (config-policymap-class-police)# eir 800000
switch (config-policymap-class-police)# ebs 400000
switch (config-policymap-class-police)# conform-set-tc 3

switch (config-policymap-class-police)# exceed-set-prec 4

Related cbs, conform-set-dscp, conform-set-prec, conform-set-tc, ebs, eir, exceed-set-dscp, exceed-set-
Commands prec, exceed-set-tc, police cir, police-priority-map, policy-map, qos cos, service-policy, set-
priority
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class-map

Syntax

Command Default

Parameters

Modes

Usage Guidelines

134

Examples

Related
Commands

Enters class-map configuration mode.

class-map class-map-name

no class-map class-map-name

The class-name "class-default” is reserved and cannot be created by users.

class-map-name
Name of classification map. The map name is restricted to 64 characters.

Global configuration mode

Enter no map class-mapclass-map-name while in global configuration mode to remove the
classification map.

Only 128 class maps are allowed.

NOTE
This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

To create a classification map and place system into config-classmap mode:

switch (config)# class-map default

switch (config-classmap) #

NOTE
The class map created using class map becomes the default class-map and cannot be removed using
the no class-map command. You can remove a class-map from a policy map however.

show running-config class-map, match interface, police-priority-map, policy-map, qos cos,
service-policy
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clear ag nport-utilization

Clears Access Gateway N_Port utilization information.
Syntax  clear ag nport-utilization [ rbridge-id { rbridge-id | all } ]

Parameters  rbridge-id
You can clear N_Port utilization information either for a specific RBridge or for
all.
rbridge-id
Specify an RBridge ID.
all
Clear N_Port utilization information for N_Ports on all RBridges.

Modes  Privileged EXEC mode

Usage Guidelines  Enabling a port also clears the information
There is a show form of this command, which shows Access Gateway N_Port utilization information.
Examples  The following command clears utilization information for Access Gateway N_Ports on RBridge 1:
switch# clear ag nport-utilization rbridge-ID 1

The following command clears Access Gateway utilization information for all N_Ports on the switch:
switch# clear ag nport-utilization rbridge-ID all

History  Release version Command history

5.0.0 This command was introduced.

Related ag, ag enable, show ag, show ag nport-utilization
Commands
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clear arp

Clears the ARP statistics cache on the host.

Syntax  clear arp [ <N>gigabitethernet rbridge-id/slot/port [ no-refresh ] | [ ip ip-address [ no-refresh ] [ vrf
{vrf-name | all } ] | [ rbridge-id { rbridge-id | all } ] | [ no-refresh [ vrf { vif-name | all } ] [ rbridge-id {
rbridge-id | all } ]| [ rbridge-id { rbridge-id | all } ] | [ vrf {vif_name | all } ] [ rbridge-id { rbridge-id | all } ]

Parameters  <N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
no-refresh
Deletes the ARP entries.
p
Clears the statistics on all interfaces.
ip-address
Clears the ARP for this next-hop IP address.
no-refresh
Deletes the ARP entries.
vrf
Specifies a VRF instance or all instances.
vrf_name
Specifies a VRF instance.
all

Specifies all VRF instances.

Modes  Privileged EXEC mode
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clear counters

Clears the IP counter statistics on the switch.

Syntax  clear counters [ access-list { ip | ipv6 | mac } [ all | interface { fcoe [ vn-number | all ] | port-channel
number | fibrechannel rbridge-id/slot/port |<N>gigabitethernet rbridge-id/slot/port } | slot-id number |
vlan vian_id } | storm-control ]

Parameters  access-list
Clears the IP counter statistics on all interfaces on the switch.
all
Clears all IP counter statistics on the switch or selected interface.
interface
Specifies an interface.
port-channel number
Specifies a port-channel. The number of available channels range from 1
through 6144.
<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.
rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
vlan vian_id
Specifies the VLAN interface to which the ACL is bound.
slot-id
Clears the IP counter statistics on a specified slot in the chassis.
storm-control
Clears counters about traffic controlled by configured rate limits.
Modes  Privileged EXEC mode
Related clear counters access-list, clear counters storm-control, clear counters interface, clear counters
Commands slot-id, clear counters (IP), clear counters (MAC), clear counters interface
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clear counters (IP)

Clears the IP counter statistics on all interfaces on the switch.

Syntax clear counters { all | access-list ip access_list_name | interface { port-channel number |
fibrechannel { rbridge-id/slot/port } | <N>gigabitethernet { rbridge-id/slot/port } | slot-id number | ve
vian_id }{in | out }

Parameters  all

Clears statistics on all interfaces.
access-list ip access_list_name

Specifies the name of the IP access list.
in | out
Specifies the binding direction (ingress or egress). In and out parameters

are used for access-list ip only.
interface

Specifies n interface.

port-channel number

Specifies the interface is a port-channel. The number of available channels
range from 1 through 6144.
fibrechannel rbridge-id/slot/port

Specifies a valid Fibre Channel interface.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.

<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

slot-id number
Specifies the slot number of the linecard.

ve vian_id
Specifies the virtual Ethernet (VE) interface to which the ACL is bound. (Refer
to the Usage Guidelines.)

rbridge-id
Specifies RBridge ID for node-specific ACL interface details.

rbridge-id | all
Specifies the unique identifier for a switch. All refers to all rbridge-ids in the
cluster.

Modes  Privileged EXEC mode

Usage Guidelines  The clear counters all command does not clear counters for any of the protocol daemon stats like
LLDP, LACP, MSTP, and so on.
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Commands

For Brocade VDX switches, the slot number is always 0 (zero).

To clear the statistics for the 10-gigabit Ethernet interface 5/0/1:

switch# clear counters interface tengigabitethernet 5/0/1

To clear the statistics for all the interfaces on the linecard in slot 0 (zero):

switch# clear counters slot-id 0

show ip igmp groups
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clear counters (MAC)

Clears the MAC counter statistics on all interfaces on the switch.

Syntax  clear counters { all | access-list mac access_list_name | interface { port-channel number} |
fibrechannel { rbridge-id/slot/port } | <N>gigabitethernet { rbridge-id/slot/port } | slot-id number | vian
vlan_id }

Parameters  all

Clears statistics on all interfaces.
access-list mac access_list_name

Specifies the name of the MAC access list.
injout
Specifies the binding direction (ingress or egress). In and out parameters

are used for access-list ip only.
interface

Specifies the use of the port-channel , fibrechannel , gigabitethernet or
tengigabitethernet keyword.
port-channel number

Specifies the interface is a port-channel. The number of available channels
range from 1 through 6144.
fibrechannel rbridge-id/slot/port

Specifies a valid Fibre Channel interface.

rbridge-id

Specifies the RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.

<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

vlan vian_id
Specifies the VLAN interface to which the ACL is bound. (Refer to the Usage
Guidelines.)

slot-id number

Specifies the slot number of the linecard.
Modes  Privileged EXEC mode

Usage Guidelines  The clear counters all command does not clear counters for any of the protocol daemon stats like
LLDP, LACP, MSTP, and so on.

For Brocade VDX switches, the slot number is always 0 (zero).

Examples  To clear the statistics for the 10-gigabit Ethernet interface 5/0/1:

switch# clear counters interface tengigabitethernet 5/0/1
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To clear the statistics for all the interfaces on the linecard in slot 0 zero):

switch# clear counters slot-id 0

Related show ip igmp groups
Commands

Network OS Command Reference 141
53-1003456-02



clear counters access-list

clear counters access-list

142

Syntax

Parameters

Modes

Examples

For a given network protocol and inbound/outbound direction, clears ACL statistical information. You
can clear all statistics for a specified ACL or only for that ACL on a specified interface. You can also
clear statistical information for all ACLs bound to a specified switch interface, VLAN, VE, or VXLAN
overlay gateway.

clear counters access-list [{ip | ipv6 | mac name} {interface <N>gigabitethernet rbridge_id/slot/port
| port-channel index | vlan vian_id | all} {in | out }]

ip | ipv6 | mac
Specifies the network protocol.
name

Specifies the ACL name. To clear statistics on all counters of an ACL-type, do
not specify name.
interface

Filter by interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge_id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
port-channel number

Specifies a port-channel. Available channels range from 1 through 6144.
vlan vian_id

(Available only on Layer 2) Specifies a VLAN.

ve vlan_id
(Available only on Layer 3) Specifies a virtual Ethernet (VE) interface.
rbridge-id
(for a VE interface) To display ACLs beyond the local node, include this
keyword and the relevant of the following:
rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges.
overlay-gateway overlay_gateway_name

Specifies a VXLAN overlay-gateway.
in | out
Specifies the binding direction (incoming or outgoing).

Privileged EXEC mode

The following example clears ACL statistics for the 10-gigabit Ethernet interface 5/0/1:

switch# clear counters access-list interface tengigabitethernet 5/0/1
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The following example clears counters for the configured MAC access list named test on an interface:
switch# clear counters access-list mac test interface tengigabitethernet 5/0/1

The following example clears counters for the configured MAC access list named test on all interfaces
on which this ACL is applied:

switch# clear counters access-list mac test

The following example clears counters for the configured IPv4 access list named test on an interface:
switch# clear counters access-list ip test interface tengigabitethernet 6/0/1

The following example clears counters for the configured IPv4 access list named test on all interfaces
on which this ACL is applied:

switch# clear counters access-list ip test

The following example clears the incoming statistics for an IPv6 ACL on RBridge 122 on a virtual
Ethernet (VE) interface:

switch# clear counters access-list ipv6 ip acl 3 interface ve 10 in rbridge-id 122

The following example clears the (incoming) statistics for all ACLs applied to a specified overlay
gateway:
switch# clear counters access-list overlay-gateway gwl2l in

Related access-list, seq (IPv4 extended ACLs), seq (IPv4 standard ACLs), seq (IPv6 extended ACLs), seq
Commands (IPv6 standard ACLs), seq (MAC extended ACLs), seq (MAC standard ACLs), show statistics
access-list
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clear counters interface

Syntax

Parameters

Modes

Usage Guidelines

144

Clears the IP counter statistics on a specified interface on the switch.

clear counters interface { fcoe { vn-number/rbridge-id/port | all } | fibrechannel { rbridge-id/slot/port } |
port-channel number | [ <N>gigabitethernet { rbridge-id/slot/port | all } } | vlan { vian_id } }

interface
Specifies the use of the fcoe, port-channel , fibrechannel , fortygigabitethernet ,
gigabitethernet, tengigabitethernet, or vlan keyword.
Specifies the FCOE interface name.
vn-number
Specifies the VN number for FCoE.
rbridge-id
Specifies the RBridge ID.
port
Specifies a valid port number.
all
Clears counters for all FCoE interfaces.
Specifies a valid Fibre Channel interface.
rbridge-id
Specifies the RBridge ID.
slot
Specifies a valid slot number.
port

Specifies a valid port number.

<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.

port-channel number
Specifies the interface is a port-channel. The number of available channels

range from 1 through 6144.

vlan vian_id

Privilege

Specifies a VLAN interface. (Refer to the Usage Guidelines.)

d EXEC mode

The clear counters all command does not clear counters for any of the protocol daemon stats such as
LLDP, LACP, MSTP, and so on.
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For Brocade VDX switches, the slot number is always 0 (zero).
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clear counters slot-id

Clears the IP counter statistics on a specified slot in the chassis.
Syntax  clear counters slot-id num

Parameters num
Specifies a valid integer.

Modes  Privileged EXEC mode

Usage Guidelines  The clear counters all command does not clear counters for any of the protocol daemon statistics such
as LLDP, LACP, MSTP, and so on.

For Brocade VDX switches, the slot number is always 0 (zero).
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clear counters storm-control

Syntax

Parameters

Modes

Usage Guidelines

Examples

Clears counters related to traffic controlled by configured rate limits.

clear counters storm-control

clear counters storm-control broadcast [ interface { <N>gigabitethernet rbridge-id/slot/port ]
clear counters storm-control interface { <N>gigabitethernet rbridge-id/slot/port }

clear counters storm-control multicast [ interface { <N>gigabitethernet rbridge-id/slot/port }

clear counters storm-control unknown-unicast [ interface { <N>gigabitethernet rbridge-id/slot/
port }

clear counters storm-control

Clears all BUM (Broadcast, Unknown unicast and Multicast)-related counters in
the system.
clear counters storm-control broadcast

Clears all BUM-related counters in the system for the broadcast traffic type.
clear counters storm-control interface type rbridge-id/slot/port

Clears all BUM-related counters in the system for the specified interface. You
must specify an interface type, followed by the RBridge ID/slot/port.
show storm-control multicast

Clears all BUM-related counters in the system for the multicast traffic type.
clear counters storm-control unknown-unicast
Clears all BUM-related counters in the system for the unknown-unicast traffic
type.
interface <N>giga{)?tethernet rbridge-id/slot/port
Specifies an interface type, followed by the RBridge I1D/slot/port, for which to
clear all BUM-related counters in the system for the specified traffic type. Use
this parameter to clear counters on a per-port basis.

<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet
speeds. Enter ? to see which interface subtypes are available. Replace N
gigabitethernet <N>gigabitethernet with the desired operand (for
example, tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

Privileged EXEC mode

This command clears the counters for Broadcast, Unicast, and unknown-Multicast (BUM) traffic for the
entire system, for specified traffic types, for specified interfaces, or for specified traffic types on specified

interfaces.

To clear counters for broadcast traffic on the 10-gigabit Ethernet interface 102/4/1:

switch# clear counters storm-control broadcast interface tengigabitethernet 102/4/1

To clear counters for all traffic types enabled on the 10-gigabit Ethernet interface 102/4/1:

switch# clear counters storm-control interface tengigabitethernet 102/4/1
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To clear counters for all multicast traffic in the system:

switch# clear counters storm-control multicast

To clears all BUM-related counters in the system:

switch# clear counters storm-control
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clear dot1x statistics

Clears all accumulated dot1x port authentication statistics on all ports.
Syntax  clear dot1x statistics
Modes  Privileged EXEC mode
Examples  To clear dot1x statistics:
switch# clear dotlx statistics

Related clear dot1x statistics interface
Commands
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clear dot1x statistics interface

Clears all dot1x statistics for a specified interface port.
Syntax  clear dot1x statistics interface [ <N>gigabitethernet rbridge-id/slot/port ]

Parameters  <N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
Ngigabitethernet with the desired operand (for example, tengigabitethernet
specifies a 10-Gb Ethernet port). The use of gigabitethernet without a speed
value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Modes  Privileged EXEC mode
Examples  To clear dot1x statistics on a port:

switch# clear dotlx statistics interface tengigabitethernet 0/16

Related clear dot1x statistics
Commands
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clear edge-loop-detection

Syntax

Parameters

Modes

Usage Guidelines

Re-enables all ports disabled by ELD and clears all ELD statistics.
clear edge-loop-detection [ rbridge-id rbridge-id ]
clear edge-loop-detection interface { <N>gigabitethernet { rbridge-id/slot/port } | port-channel num}

rbridge-id
A unique identifier for the switch. Values are from 1 through 239.
<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
Ngigabitethernet with the desired operand (for example, tengigabitethernet
specifies a 10-Gb Ethernet port). The use of gigabitethernet without a speed
value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
port-channel num

Specifies the interface is a port-channel. The number of available channels
range from 1 through 6144.

ELD configuration mode

This operation is typically performed after correcting a configuration error that caused ELD to disable
ports.
This command applies to Brocade VCS Fabric mode only.

This functionality detects Layer 2 loops only.

If the rbridge-id is specified, it clears edge-loop-detection from the specific node. Otherwise, it clears
edge-loop-detection from all nodes in the VCS cluster.

Related protocol edge-loop-detection, show edge-loop-detection rbridge-id, show edge-loop-detection
Commands interface
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clear fcoe login

152

Syntax

Parameters

Modes

Examples

Clears the FCoE login for a given FCoE interface, VLAN, virtual fabric ID, or device World Wide Name
(WWN).

clear fcoe login [ interface fcoe vn-number/rbridge-id/front-port-number] | [ interface {
<N>gigabitethernet rbridge-id/slot/port ] | [ port-channel port-channel-num ][ vlan vian_id ] | [ vfid
vfid ]| [ device device-wwn ]

interface fcoe vn-number/rbridge-id/front-port-number

Specifies a virtual network number, as well as an RBridge ID and front port
number for the virtual fabric. The value for vn-number is 1. The front-port-
number is a logical FCoE port number in the RBridge ID.

vlan vian_id

Specifies a VLAN ID for the device.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
port-channel number

Specifies a port-channel.
vfid vfid

Specifies the virtual fabric ID for the device.
device device-wwn

Specifies the WWN of the device.

Privileged EXEC mode

switch# clear fcoe login interface fcoe 1/1/1

switch# clear fcoe login device 10:00:00:05:1e:8e:be:40
switch# clear fcoe login interface tengigabitethernet 1/0/1
switch# clear fcoe login vlan 1002

switch# clear fcoe login vfid 1
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clearip bgp dampening

Reactivates all suppressed BGP4 routes.
Syntax clear ip bgp dampening [ ip-addr{/ mask} ]

Parameters  ip-addr

IPv4 address of a specified route in dotted-decimal notation.
mask

(Optional) IPv4 mask of a specified route in CIDR notation.
Modes  Privileged EXEC mode

Examples  To unsuppress all suppressed BGP4 routes:

switch# clear ip bgp dampening
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clear ip bgp flap-statistics

Clears the dampening statistics for a BGP4 route without changing the dampening status of the route.
Syntax clear ip bgp flap-statistics [ ip-addr { | mask } | neighbor ip-addr | regular-expression string ]

Parameters  ip-addr
IPv4 address of a specified route in dotted-decimal notation.

mask
(Optional) IPv4 mask of a specified route in CIDR notation.
neighbor
Clears dampening statistics only for routes learned from the specified neighbor.
ip-addr

IPv4 address of the neighbor.
regular-expression

Specifies a regular expression.
string
Regular expression.

Modes  Privileged EXEC mode

Examples  To clear the dampening statistics for a BGP4 route:

switch# clear ip bgp flap-statistics 10.0.0.0/16
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clearip bgp local routes

Clears all BGP4 local routes from the IP route table and resets the routes.
Syntax clear ip bgp local routes
Modes  Privileged EXEC mode

Examples  To clear all BGP4 local routes:

switch# clear ip bgp local routes
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clearip bgp neighbor

Requests a dynamic refresh of BGP4 connections or routes from a neighbor, with a variety of options.

Syntax clear ip bgp neighbor [ all | as-num | peer-group-name | ip-addr ] [ last-packet-with-error |
notification-errors | soft [ in | out ] | soft-outbound | traffic ] [ rbridge-id rbridge-id ]

Parameters  all

Resets and clears all BGP4 connections to all neighbors.
as-num
Clears all BGP4 connections within this autonomous system. Range is from 1
through 4294967295.
peer-group-name
Clears all BGP4 connections in this peer group. Range is from 1 through 63
characters.
ip-addr
Clears all BGP4 connections with this IPv4 address, in dotted-decimal notation.
last-packet-with-error
Clears all BGP4 connections identified as having the last packet received with
an error.
notification-errors
Clears all BGP4 connections identified as having notification errors.
soft

Refreshes routes received from or sent to the neighbor.
in
Refreshes received routes.
out

Refreshes sent routes.
soft-outbound
Refreshes all outbound routes by applying new or changed filters, but sends
only the existing routes affected by the new or changed filters to the neighbor.

NOTE

Use soft-outbound only if the outbound policy is changed. This operand
updates all outbound routes by applying the new or changed filters. However,
the device sends to the neighbor only the existing routes that are affected by
the new or changed filters. The soft out operand updates all outbound routes
and then sends the entire BGP4 route table on the device to the neighbor after
the device changes or excludes the routes affected by the filters.

traffic

Clears the counters (resets them to 0) for BGP4 messages.
rbridge-id rbridge-id
Specifies an RBridge ID.

Modes  Privileged EXEC mode

Examples  To refresh all BGP4 neighbor connections:

switch# clear ip bgp neighbor all
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clear ip bgp routes

clearip bgp routes

Clears BGP4 routes from the IP route table and resets the routes.
Syntax clear ip bgp routes [ ip-addr {| mask } ]

Parameters  ip-addr

IPv4 address of a specified route in dotted-decimal notation.
mask

(Optional) IPv4 mask of a specified route in CIDR notation.
Modes  Privileged EXEC mode

Examples To clear BGP4 routes:

switch# clear ip bgp routes 10.0.0.0/16
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clear ip bgp traffic

Clears the BGP4 message counter for all neighbors.
Syntax  clear ip bgp traffic
Modes  Privileged EXEC mode

Examples  To clear the BGP4 message counters:

switch# clear ip bgp traffic
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clear ip dhcp relay statistics

Clears IP DHCP Relay statistics
Syntax clear ip dhcp relay statistics
clear ip dhcp relay statistics ip-address ip-address
clear ip dhcp relay statistics [ip-address ip-address] rbridge-id { rbridge-id | all | range }
Command Default DHCP Relay statistics are present on the DHCP server.

Parameters ip-address ip-address
IPv4 address of DHCP server where client requests are to be forwarded.

rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all
Specifies all RBridges.
range

Specifies multiple RBridge IDs. You can specify a range (for example, 3-5), a
comma-separated list (for example, 1, 3, 5. 6), or you can combine a range with
a list (for example, 1-5, 6, 8).

Modes  Privileged EXEC mode

Usage Guidelines  Use this command to clears IP DHCP Relay statistics for a specific IP DHCP Relay address or all
addresses on a local switch, specific switches, or all nodes in a logical chassis cluster.

If the rbridge-id parameter is omitted, statistics are cleared for the local switch. If the ip_address
parameter is omitted, statistics cleared for all configured addresses on defined switches.

No spaces are allowed in the range string. The range does not need to be contiguous (for example,
1-2,5). You can also specify all for all RBridge IDs in a logical chassis cluster.

Examples The following example clears statistics for IP DHCP Relay addresses on RBridge IDs 1, 3, and 5.

switch# clear ip dhcp relay statistics rbridge-id 1,3,5

The following example clears statistics for IP DHCP Relay address 10.1.0.1 configured on RBridge IDs
1, 3, and 5.

switch# clear ip dhcp relay statistics ip-address 10.1.0.1 rbridge-id 1,3,5

Related show ip dhcp relay statistics
Commands
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clear ip fabric-virtual-gateway

Syntax
Command Default

Parameters

Modes
Usage Guidelines

Examples

History

160

Clears IP Fabric-Virtual-Gateway protocol statistics globally or for a Virtual Ethernet (VE) interface.
clear ip fabric-virtual-gateway { all | interface ve vian-id }
None

all
Retriggers the election of ARP responders for all sessions.

interface ve vian-id
Clears IP Fabric-Virtual-Gateway configurations for the specified VE interface.
The range is from 1 through 8191.

Privileged EXEC mode

A clear command must be issued to retrigger the election of a new ARP responder.

The following example clears the IP Fabric-Virtual-Gateway protocol globally.

switch# clear ip fabric-virtual-gateway all

The following example clears the IP Fabric-Virtual-Gateway protocol for a specific VE interface.

switch# clear ip fabric-virtual-gateway interface ve 2000

Release version Command history

5.0.1 This command was introduced.
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clear ip igmp groups

Clears information related to learned groups in the IGMP module.

Syntax clear ip igmp groups [ A.B.C.D ] [ interface { port-channel number | vlan vian_id } |
<N>gigabitethernet rbridge-id/slot/port | port-channel number | vlan vian_id | ve vlan_id } ] [ rbridge

rbridge-id ]

Parameters A.B.C.D

interface

Specifies the group address, as a subnet number in dotted decimal format (for
example, 10.0.0.1), as the allowable range of addresses included in the
multicast group.

Specifies an interface.

<N> gigabitethernet

rbridge-id
slot

port

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

Specifies an RBridge ID.
Specifies a valid slot number.

Specifies a valid port number.

port-channel number

vlan vian_id

ve vlan_id

Specifies a port-channel. The number of available channels range from 1
through 6144.

Specifies a VLAN. Refer to "Usage Guidelines" below.

Specifies groups on the specified virtual Ethernet (VE) interface. (Refer to the
Usage Guidelines.)

rbridge rbridge-id

Specifies an RBridge ID.

Modes  Privileged EXEC mode

Examples  To clear information for all groups in the IGMP protocol:

switch# clear ip igmp groups
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clear ip igmp statistics interface

Clears statistical information related to the IGMP database.

Syntax clear ip igmp statistics interface { <N>gigabitethernet rbridge-id/slot/port | port-channel number |
ve vian_id | vlan vian_id [ rbridge rbridge-id ] | rbridge rbridge-id }

Parameters  <N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
port-channel number

Specifies the interface is a port-channel. The number of available channels
range from 1 through 6144.

rbridge-id
Specifies the RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
ve vlan_id

Specifies a virtual Ethernet (VE) interface. (Refer to the Usage Guidelines.)
vlan vian_id

Specifies a VLAN interface. (Refer to the Usage Guidelines.)
rbridge rbridge-id
Specifies an RBridge ID.

Modes  Privileged EXEC mode

Usage Guidelines  This command can be used with User-configurable VLAN IDs.
In logical chassis mode:

» When the rbridge-id option is specified, details for the ve interface on that particular rbridge are
cleared.

+ If rbridge-id is not specified, details for the ve interface on the node on which the command is
executed are cleared.

* When rbridge-idall is specified, all ve interfaces with that rbridge-id from all the nodes in the cluster
are cleared.

Examples  To clear statistics information for a VLAN in the IGMP protocol:

switch# clear ip igmp statistics interface vlan 11
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clear ip ospf

Clears OSPF process, counters, neighbors, or routes.

Syntax  clear ip ospf all
clear ip ospf counters { all | <N>gigabitethernet rbridge-id/slot/port | loopback number | port-
channel number | ve vian_id } } [ vrf name [ rbridge rbridge-id ] ] | [ rbridge-id rbridge-id ]
clear ip ospf neighbor { A.B.C.D | all }
clear ip ospf routes { A.B.C.D | all }
Parameters  all
Clears all counters.
counters
Clears all counters or clears the counters of an interface that you specify.
<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.
rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
loopback number
Specifies a loopback port number in the range of 1 to 255.
port-channel number
Specifies the interface is a port-channel. The number of available channels
range from 1 through 6144.
ve vlan_id
Specifies a virtual Ethernet (VE) interface. (Refer to the Usage Guidelines.)
rbridge rbridge-id
Specifies an RBridge ID.
vrf name
Clears the specified VRF.
neighbor
Clears the specified neighbor, or clears all neighbors.
A.B.C.D
Specifies the IP address of the neighbor to clear.
all
Clears all neighbors.
routes
Clears matching routes or clears all routes.
A.B.C.D
Clears all routes that match the prefix and mask that you specify.
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all
Clears all routes.

Modes Privileged EXEC mode
Usage Guidelines  If the physical interface type and name are specified, the rbridge-idrbridge-id option is not available.

Examples  To restart the OSPF processes:

switch# clear ip ospf all
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clear ip pim mcache

Clears the Protocol Independent Multicast forwarding cache.
Syntax  clear ip pim mcache [ /P-addr [ IP-addr] ]

Parameters  IP-addr

Group or source IPv4 address. One or two IP addresses (unicast or multicast)
can be specified.

Modes  Privileged EXEC mode

Related clear ip pim rp-map, clear ip pim traffic
Commands
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clearip pim rp-map

Clears the static multicast forwarding table.
Syntax  clear ip pim rp-map
Modes  Privileged EXEC mode
Usage Guidelines  This command should be used after the static Rendezvous Point configuration has been changed. This

allows Protocol Independent Multicast to immediately start using the new Rendezvous Point, rather than
waiting for the old information to expire.

Related clear ip pim mcache, clear ip pim traffic
Commands

166 Network OS Command Reference
53-1003456-02



clear ip pim traffic

clear ip pim traffic

Clears the Protocol Independent Multicast (PIM) traffic counters.
Syntax  clear ip pim traffic

Modes  Privileged EXEC mode

Related clear ip pim rp-map, clear ip pim mcache
Commands
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clear ip route

clearip route

168

Syntax

Parameters

Modes

Examples

Clears a specified route or all IP routes in the IP routing tables.
clear ip route { A.B.C.D/M | all | slot line_card_number | vrf name }

A.B.C.D/M

Clears the route specified by this IPv4 address/length.
all

Clears all routes from the routing table in IP route management.

slot line_card_number

Clears the route specified by this line card number.
vrf name

Clears the specified VRF.
Privileged EXEC mode

To clear the IP route specified by the prefix 192.158.1.1/24:

switch# clear ip route 192.158.1.1/24
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clear ipv6 bgp dampening

clear ipvé bgp dampening

Syntax

Parameters

Modes

Examples

History

Reactivates all suppressed BGP4+ routes.
clear ipv6 bgp dampening [ ipv6-addr { | mask } ]

ipv6-addr
IPv6 address of a specified route in dotted-decimal notation.
mask

(Optional) IPv6 mask of a specified route in CIDR notation.
Privileged EXEC mode

To unsuppress all suppressed BGP4+ routes:

device# clear ipv6 bgp dampening

Release version Command history

5.0.0 This command was introduced.
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clear ipv6 bgp flap-statistics

Syntax

Parameters

Modes

Examples

History

170

Reactivates all suppressed BGP4+ routes.

clear ipv6 bgp flap-statistics [ ipv6-addr { | mask } | neighbor ipv6-addr | regular-expression string ]

ipv6-addr
IPv6 address of a specified route in dotted-decimal notation.
mask
(Optional) IPv6 mask of a specified route in CIDR notation.
neighbor
Clears dampening statistics only for routes learned from the specified neighbor.
ipv6-addr

IPv6 address of the neighbor.
regular-expression

Specifies a regular expression.

string
Regular expression.

Privileged EXEC mode
To clear the dampening statistics for a BGP4+ route:

device# clear ipv6 bgp flap-statistics

Release version Command history

5.0.0 This command was introduced.
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clear ipv6 bgp local routes

Clears all BGP4+ local routes from the IP route table and resets the routes.
Syntax clear ipv6 bgp local routes
Modes  Privileged EXEC mode

Examples  To clear all BGP4+ |ocal routes:

device# clear ipv6 bgp local routes

History Release version Command history
5.0.0 This command was introduced.
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clear ipv6 bgp neighbor

172

Syntax

Parameters

Modes

Examples

Requests a dynamic refresh of BGP4+ connections or routes from a neighbor, with a variety of
options.

clear ipv6 bgp neighbor [ all | as-num | peer-group-name | ipv6-addr ] [ last-packet-with-error |
notification-errors | soft [ in | out ] | soft-outbound | traffic ] [ rbridge-id rbridge-id ]

all

Resets and clears all BGP4+ connections to all neighbors.

as-num
Clears all BGP4+ connections within this autonomous system. Range is from 1
through 4294967295.

peer-group-name
Clears all BGP4+ connections in this peer group. Range is from 1 through 63
characters.

ipv6-addr
Clears all BGP4+ connections with this IPv6 address, in dotted-decimal
notation.

last-packet-with-error
Clears all BGP4+ connections identified as having the last packet received with
an error.

notification-errors
Clears all BGP4+ connections identified as having notification errors.

soft

Refreshes routes received from or sent to the neighbor.
in
Refreshes received routes.
out

Refreshes sent routes.
soft-outbound

Refreshes all outbound routes by applying new or changed filters, but sends
only the existing routes affected by the new or changed filters to the neighbor.

NOTE

Use soft-outbound only if the outbound policy is changed. This operand
updates all outbound routes by applying the new or changed filters. However,
the device sends to the neighbor only the existing routes that are affected by
the new or changed filters. The soft out operand updates all outbound routes
and then sends the entire BGP4+ route table on the device to the neighbor after
the device changes or excludes the routes affected by the filters.

traffic

Clears the counters (resets them to 0) for BGP4+ messages.
rbridge-id rbridge-id
Specifies an RBridge ID.

Privileged EXEC mode

To refresh all BGP4 neighbor connections:

device# clear ipv6 bgp neighbor all
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History

To reset the counters for BGP4+ messages:

device# clear ipv6 bgp neighbor all traffic

To clear all BGP4+ connections with a specified IPv6 address:

device# clear ipv6 bgp neighbor 2001::1

To clear all BGP4+ connections with a specified peer group:

device# clear ipv6 bgp neighbor P1

Commands A through E

Release version Command history

5.0.0 This command was introduced.
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clear ipv6 bgp routes

clear ipv6 bgp routes

Syntax

Parameters

Modes

Examples

History

174

Clears BGP4+ routes from the IP route table and resets the routes.
clear ipv6 bgp routes [ ipv6-addr { | mask} ]

ipv6-addr

IPv6 address of a specified route in dotted-decimal notation.

mask
(Optional) IPv6 mask of a specified route in CIDR notation.

Privileged EXEC mode

To clear BGP4+ routes:

device# clear ipv6 bgp routes 2000::/64

Release version Command history

5.0.0 This command was introduced.
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clear ipv6 bgp traffic

Syntax
Modes

Examples

History

Clears the BGP4+ message counter for all neighbors.
clear ipv6 bgp traffic
Privileged EXEC mode

To clear the BGP4+ message counters:

device# clear ipv6 bgp traffic

clear ipv6 bgp traffic

Release version Command history

5.0.0 This command was introduced.
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clear ipv6 counters

clear ipv6 counters

Syntax

Parameters

Modes

176

Clears IPv6 counters on on all interfaces or on a specified interface.

clear ipv6 counters [ all | interface { <N>gigabitethernet rbridge-id/slot/port | loopback port_number
| ve vian_id [ rbridge-id [ all | rbridge-id ]} ]

all

Specifies all interfaces.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
loopback

Specifies a loopback interface.

port_number
Port number of the loopback interface.The range is from 1 through 255.

ve

Specifies a virtual Ethernet (VE) interface.
vian_id
VLAN ID of the VE interface.
rbridge-id rbridge-id
Specifies an RBridge ID.
all
Specifies all RBridges in the cluster.

Privileged EXEC mode
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clear ipv6 dhcp relay statistics

clear ipv6 dhcp relay statistics

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Clears IPv6 DHCP Relay statistics
clear ipv6 dhcp relay statistics [ ipv6-address ipv6-address ] [ rbridge-id { rbridge-id | all } | range ]

If the rbridge-id parameter is omitted, statistics clear for the local switch. If the ip_address parameter
is omitted, statistics clear for all configured addresses on defined switches.

ip-address ip-addr
IPv6 address of DHCP server where client requests are to be forwarded.

rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all
Specifies all RBridges.
range

A range of RBridge IDs separated by a dash or commas, for example:

1-3 - RBridge ID 1 through 3 1-3, 5 - RBridge ID 1 through 3 and RBridge
ID51,3,5,6-RBridgeID 1, 3,5,and 6

Privileged EXEC mode

Clears IPv6 DHCP Relay statistics for a specific IP DHCP Relay address or all addresses on a local
switch, specific switches, or all nodes in a logical chassis cluster.

No spaces are allowed in the range string. The range does not need to be contiguous (for example,
1-2,5). You can also specify all for all RBridge IDs in a logical chassis cluster.

Examples  Clear statistics for IPv6é DHCP Relay addresses on RBridge IDs 1, 3, and 5.
switch# clear ipv6 dhcp relay statistics rbridge-id 1,3,5
History Release version Command history
5.0.1 This command was introduced.
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clear ipv6 fabric-virtual-gateway

Clears IPv6 Fabric-Virtual-Gateway protocol statistics globally or for a Virtual Ethernet (VE) interface.
Syntax clear ipv6 fabric-virtual-gateway { all | interface ve v/an-id }
Command Default  None

Parameters  all
Specifies all statistics.

interface ve vian-id
Clears IPv6 Fabric-Virtual-Gateway configurations for the specified VE interface. The range
is from 1 through 4090 if Virtual Fabrics is disabled, and from 1 through 8191 if Virtual
Fabrics is enabled.

Modes  Privileged EXEC mode
Usage Guidelines  None

Examples  Clears the IPv6 Fabric-Virtual-Gateway protocol statistics on VE 2000.

switch# clear ipvé fabric-virtual-gateway interface ve 2000

History  Release version Command history

5.0.1 This command was introduced.
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clear ipv6 mld groups

clear ipvé mld groups

Clears IPv6 MLDv1 group cache entries for a multicast group address or a VLAN.
Syntax  clear ipv6 mld groups [ ipv6address ] [ interface vlan vian_id ]

Parameters  ipv6address
Specifies the IPv6 address for the group.

interface vian
Specifies a VLAN ID.

vlan_id

A VLAN ID. Range is from 1 through 4090 if Virtual Fabrics is disabled, and
from 1 through 8191 if Virtual Fabrics is enabled.

Modes  Privileged EXEC mode

Examples  To clear all IPv6é MLDv1 group cache entries:

switch# clear ipvé6 mld groups

To clear IPv6 MLDv1 group cache entries on a sp[ecific VLAN:

switch# clear ipv6 mld groups interface vlan 2000
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clear ipv6 mld statistics

clear ipv6 mld statistics

Clears IPv6 MLDv1 snooping statistics for a VLAN.
Syntax  clear ipv6 mld statistics [ interface vlan vian_id ]

Parameters interface vian
Specifies a VLAN ID.
vian_id

A VLAN ID. Range is from 1 through 4090 if Virtual Fabrics is disabled, and
from 1 through 8191 if Virtual Fabrics is enabled.

Modes  Privileged EXEC mode

Examples  To clear IPv6 MLDv1 snooping statistics for a specific VLAN:

switch# clear ipvé mld statistics interface vlan 2000
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clear ipv6 neighbor

Clears the IPv6 Neighbor Discovery cache on an interface.

Syntax  clear ipv6 neighbor [ ipv6address | [ force-delete [ rbridge-id rbridge-id ] | interface [
<N>gigabitethernet rbridge-id/slot/port | ve vian_id ] | no-refresh [ rbridge-id rbridge-id ] | slot slot |
ve vian_id | vrf [ vif-name | all | default-vrf ] [ force-delete | no-refresh ] [ rbridge-id rbridge-id ] ]

Parameters  ipv6address
IPv6 address of a neighbor in A:B::C:D format.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
force-delete

Forcibly clears the cache.

no-refresh
Prevents the cache from being refreshed.
slot
Specifies a slot.
slot
Line card number.
ve
Specifies a virtual Ethernet (VE) interface.
vian_id

VLAN ID of the VE interface. Range is from 1 through 4090 if Virtual
Fabrics is disabled, and from 1 through 8191 if Virtual Fabrics is enabled.
vrf vrf-name

Specifies a VRF instance.

Modes  Privileged EXEC mode
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clear ipv6 ospf

Syntax

Command Default

182

Parameters

Clears OSPFv3 data processes, counts, force-spf, neighbors, redistribution, routes, and traffic.

clear ipv6 ospf { all | force-spf | redistribution | traffic } [ all-vrfs ] [ rbridge-id rbridge-id ] [ vrf
vrfname ]

clear ipv6 ospf counts neighbor { A.B.C.D [ all-vrfs ] [ rbridge-id rbridge-id ] [ vrf vifname ]} |
interface { <N>gigabitethernet rbridge-id/slot/port]} | [ loopback number | ve vlan_id number [
A.B.C.D | rbridge-id rbridge-id 1]}

clear ipv6 ospf neighbor { all [ all-vrfs ] [ rbridge-id rbridge-id ] [ vrf vifname ]} | { interface {
<N>gigabitethernet rbridge-id/slot/port } } | [ loopback number | ve vlan_id number[ A.B.C.D |
rbridge-id rbridge-id 1] }

clear ipv6 ospf routes { /Pv6addr | all } | [ all-vrfs ] [ rbridge-id rbridge-id ] [ vrf vifname ]
OSPFv3 properties are cleared for the default VRF if the VRF is not specified.

all
Clears all OSPFv3 data.
force-spf

Performs the shortest path first (SPF) calculation without clearing the OSPFv3
database.
redistribution

Clears OSPFv3 redistributed routes.

traffic

Clears OSPFv3 traffic statistics.
all-vrfs

Specifies all VRFs.
vrf vifname

Specifies the name of the VRF instance. If this option is not used, details for the
default VRF are shown in the output.

rbridge-id rbridge-id
Displays the information for the physical, loopback, and SVI interfaces specific
to the selected RBridge. Applicable only in case of loopback and ve interfaces.

counts
Clears OSPFv3 counters.
neighbor
Clears all OSPF counters for a specified neighbor.
A.B.C.D
Specifies a destination IPv6 address.
interface

Specifies an interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
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Specifies an RBridge ID.
slot

Specifies a valid slot number.
port
Specifies a valid port number.
loopback number

Specifies a loopback port number in the range from1 through 255.

ve vian_id

Specifies a virtual Ethernet (VE) interface. Refer to the Usage Guidelines.
neighbor

Clears OSPFv3 neighbors.
routes

Clears OSPFv3 routes.
Modes  Privileged EXEC mode

Usage Guidelines  Use the force-spf keyword to perform the shortest path first (SPF) calculation without clearing the
OSPFv3 database.
If the physical interface type and name are specified, the rbridge-idrbridge-id option is not available.

On the Brocade VDX family of switches, VLANSs are treated as interfaces from a configuration point of
view. By default, all the DCB ports are assigned to VLAN 1 (VLAN ID equals 1). Valid VLAN IDs are as
follows:

On Brocade VDX 8770 switches: 1 through 4086 for 802.1Q VLANs (VLAN IDs 4087 through 4095 are
reserved on these switches), and 4096 through 8191 for service or transport VFs in a Virtual Fabrics
context.

On all other Brocade VDX switches: 1 through 3962 for 802.1Q VLANs (VLAN IDs 3963 through 4095
are reserved on these switches), and 4096 through 8191 for service or transport VFs in a Virtual Fabrics
context.

Examples  To restart the OSPFv3 processes:
device# clear ipv6 ospf all
The following example clears all OSPFv3 counters for a specified neighbor:

device# clear ipv6 ospf counts neighbor 10.10.10.1

History Release version Command history
5.0.0 This command was introduced.
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clear ipv6 route

clearipv6 route

Clears IPv6 routing tables on an interface or line card and reloads the current information.

Syntax  clear ipv6 route [ all | slot slot [ ipv6address | ipvbprefix ] [ rbridge-id { all | rbridge-id } | vrf vrf-
name]]]

Parameters  all
Clears all IPv6 routes.

slot
Clears IPv6 routes on the specified line card.
slot
Slot number.
ipv6address
IPv6 address.
ipv6prefix

IPv6 prefix in A:B::C:D/length format.
rbridge-id rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges in the cluster.
vrf vrf-name

Specifies a VRF instance.

Modes  Privileged EXEC mode

184 Network OS Command Reference
53-1003456-02



clear ipv6 vrrp statistics

clear ipv6 vrrp statistics

Syntax

Parameters

Modes
Usage Guidelines

Examples

Clears IPv6 VRRPv3 session statistics for all virtual groups, for a specified interface or RBridge ID, or

for a specified virtual group.
clear ipv6 vrrp statistics [ all ] [ session VRID | all ] [ rbridge { rbridge-id | all } ]
clear ipv6 vrrp statistics [ interface { <N>gigabitethernet [ rbridge-id 1/slot/port | ve vian_id} ]

all

Clears all IPv6 VRRP statistics.
session VRID

Specifies the virtual group ID on which to clear statistics. Valid values range
from 1 through 128.

rbridge-id { rbridge-id | all }
Clears all IPv6 VRRP statistics for the specified RBridge ID. If all is specified for
the rbridge-id variable, information for all RBridge IDs is displayed.

interface

Specifies an interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an optional RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
ve vlan_id

Specifies the VE VLAN number.
Privileged EXEC mode
This command is supported in IPv6 VRRPv3 and VRRP-E-v3.

To clear all IPv6 VRRPv3 statistics for all virtual groups:

switch# clear ipv6 vrrp statistics all

To clear statistics for an IPv6 VRRPv3 session of a virtual group named 25.

switch# clear ipv6 vrrp statistics session 25
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clear lacp

clear lacp

Syntax

Parameters

Modes

Examples

Related
Commands

186

Clears the Link Aggregation Group Control Protocol (LACP) counters on a specific port-channel.

clear lacp number counters

number

Specifies the port channel-group number. Valid values range from 1 through

6144.
counters

Clears traffic counters.
Privileged EXEC mode

To clear the LACP counters for a specific port-channel:

switch# clear lacp 10 counters

show lacp
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clear lacp counters

clear lacp counters

Clears the Link Aggregation Group Control Protocol (LACP) counters on all port-channels.
Syntax clear lacp counters
Modes  Privileged EXEC mode
Examples  To clear the counters for all port-channels:
switch# clear lacp counters

Related show lacp
Commands
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clear lldp neighbors

clear lldp neighbors

Clears the Link Layer Discovery Protocol (LLDP) neighbor information on all or specified interfaces.
Syntax clear lidp neighbors interface [ <N>gigabitethernet rbridge-id/slot/port ]

Parameters interface

Use this parameter followed by the slot or port number to identify the interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
Ngigabitethernet with the desired operand (for example, tengigabitethernet
specifies a 10-Gb Ethernet port). The use of gigabitethernet without a speed
value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Modes  Privileged EXEC mode

Usage Guidelines  If the interface parameter is not specified, this command clears the LLDP neighbor information
received on all the interfaces.

Examples  To clear the LLDP neighbor information for all interfaces:

switch# clear 11ldp neighbors

Related show lldp neighbors
Commands
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clear lldp statistics

clear lldp statistics

Syntax

Parameters

Modes

Usage Guidelines

Clears LLDP statistics for all interfaces or a specified interface.
clear lldp statistics interface [ <N>gigabitethernet rbridge-id/slot/port ]

interface
Use this parameter followed by the slot or port number to identify the interface.
<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
Ngigabitethernet with the desired operand (for example, tengigabitethernet
specifies a 10-Gb Ethernet port). The use of gigabitethernet without a speed
value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Privileged EXEC mode

If the interface parameter is not specified, this command clears all the LLDP statistics on all interfaces.

Examples To clear all the LLDP statistics for all interfaces:
switch# clear 1ldp statistics
Related show lldp statistics
Commands
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clear logging auditlog

clear logging auditlog

Syntax
Command Default

Parameters

Modes
Usage Guidelines

Examples

Related
Commands

190

Clears the audit log system messages.
clear logging auditlog [ rbridge-id { rbridge-id | all } ]

This command is executed on the local switch.

rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges.
Privileged EXEC mode
This command is supported only on the local switch.

To clear the audit log messages on the local switch:

switch# clear logging auditlog

clear logging raslog, log-dampening-debug, show logging auditlog
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clear logging raslog

clear logging raslog

Clears RASLog messages from the switch.
Syntax clear logging raslog [ message-type { DCE | SYSTEM } ] [ rbridge-id { rbridge-id | all } ]
Command Default ~ Clear all RASLog messages on the local switch.

Parameters message-type
Clears RASLog messages of the specified type.

SYSTEM

Clears system messages.
DCE

Clears DCE application messages.

rbridge-id
Specifies an RBridge or all RBridges.

rbridge-id

Specifies an RBridge ID.
all

Specifies all RBridges.
Modes  Privileged EXEC mode

Usage Guidelines  This command is supported only on the local switch.
The rbridge-id operand is supported in VCS mode only.

This command is not supported on the standby management module.

Examples  To clear all RASLog messages on the local switch:

switch# clear logging raslog

DCE Raslogs are cleared
SYSTEM Raslogs are cleared

To clear all DCE messages on the local switch:

switch# clear logging raslog message-type DCE
DCE Raslogs are cleared

To clear all SYSTEM messages on the local switch:

switch# clear logging raslog message-type SYSTEM

SYSTEM Raslogs are cleared

Related logging raslog console, show logging raslog, show running-config logging
Commands
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clear mac-address-table conversational

clear mac-address-table conversational

Clears the conversational MAC interface status and configuration information.

Syntax  clear mac-address-table conversational [ address mac_address | interface <N>gigabitethernet
rbridge-id/slot/port | linecard linecard_number [rbridge-id rbridge-id ] | vlan vian_id ]

Parameters address mac_address

interface

Specifies a MAC address in HHHH.HHHH.HHHH format.

Specifies an interface.

<N>gigabitethernet

rbridge-id
slot

port

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

Specifies an RBridge ID.
Specifies a valid slot number.

Specifies a valid port number.

linecard linecard_number

Specifies a line card on the local RBridge.

rbridge-id rbridge-id

vlan vian_id

Specifies an RBridge ID.

Specifies a VLAN interface.

Modes  Privileged EXEC mode

History

Release version

Command history

5.0.0

This command was introduced.
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clear mac-address-table dynamic

clear mac-address-table dynamic

Clears the dynamic MAC interface status and configuration information.

Syntax  clear mac-address-table dynamic [ address mac_address | interface <N>gigabitethernet rbridge-id/

slot/port | vlan vian_id ]

Parameters address mac_address

Specifies a MAC address in HHHH.HHHH.HHHH format.
interface

Specifies an interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
vlan vian_id

Specifies a VLAN interface.

Modes  Privileged EXEC mode

History  Release version Command history

5.0.0 This command description was modified to distinguish it from the form with
the conversational keyword, and new keywords were added.
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clear nas statistics

clear nas statistics

Clears automatic network attached storage (NAS) statistics.

Syntax clear nas statistics all | server-ip ip_addr/prefix [ vlan vian_id | vrf VRF_name ] [ rbridge-id rbridge-
id]
Parameters  all
Shows all gathered statistics.
server-ip
IP address for which to clear Auto-NAS statistics.

ip_addr/prefix
IPv4 address/prefix of a specified Auto- NAS port.
vlan vian_id

Specifies a VLAN interface for which to clear the statistics.
vrf VRF_name

Specifies an OSPF VREF interface for which to clear the statistics.
rbridge-id rbridge-id

Specifies an RBridge ID for which to clear the statistics.

Modes  Privileged EXEC mode

Examples ) o )
switch# clear nas statistics all server-ip 1.1.1.0/24

Related nas auto-qos, nas server-ip, show cee maps, show nas statistics, show running-config nas
Commands server-ip, show system internal nas
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clear overlay-gateway

clear overlay-gateway

Syntax

Parameters

Modes

Usage Guidelines

Clear counters for the specified gateway.
clear overlay-gateway name { statistics | vlan statistics }

name

Specifies the name of the VXLAN gateway profile.
statistics

Clears all statistics for the VXLAN gateway.
vlan statistics

Clears per-VLAN statistics for the VXLAN gateway.
Privileged EXEC mode

This command is available only for a switch that is in logical chassis cluster mode.
If you specify the VXLAN gateway name, the gateway must already be configured.

If you specify VLAN IDs, these VLANS must already be configured as exported VLANs for the gateway.

Examples  To clear all counters for the already configured VXLAN gateway named gateway1:
switch# clear overlay-gateway gatewayl statistics
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clear policy-map-counters

clear policy-map-counters

Provides a mechanism for clearing the policy map counters.

Syntax clear policy-map-counters [ interface <N>gigabitethernet rbridge-id/slot/port | port-channel
number ]

Parameters interface

Specifies an interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
port-channel number

Specifies the interface is a port-channel. The number of available channels
range from 1 through 6144.

Modes  Privileged EXEC mode
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clear sessions

clear sessions

Logs out the user sessions connected to the switch.
Syntax clear sessions [ rbridge-id { rbridge-id | all } ]
Parameters  rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id

Specifies an RBridge ID.
all

Specifies all RBridges.
Modes  Privileged EXEC mode

Usage Guidelines  This command is not distributed across the cluster. The RBridge ID of the node should be used to log
out users connected to the individual nodes.

The rbridge-id operand is supported in VCS mode only.

Examples ) , . .
switch# clear sessions rbridge-id 3
This operation will logout all the user sessions. Do you want to continue (yes/no)?: y
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clear sflow statistics

clear sflow statistics

Clears sFlow statistics from all ports or from a specified port..
Syntax  clear sflow statistics interface [ <N>gigabitethernet rbridge-id/slot/port | tunnel ]

Parameters interface

Specifies an interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
tunnel

Specifies the tunnel interface.
Modes  Privileged EXEC mode

Examples  To clear sFlow statistics:

switch# clear sflow statistics
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clear spanning-tree counter

clear spanning-tree counter

Syntax

Parameters

Modes

Usage Guidelines

Clears all spanning-tree counters on the interface.

clear spanning-tree counter [ interface | port-channel number | <N>gigabitethernet rbridge-id/slot/
port]

interface

Specifies an interface.
port-channel number

Specifies the interface is a port-channel. The number of available channels
ranges from 1 through 6144.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace \
Ngigabitethernet with the desired operand (for example, tengigabitethernet
specifies a 10-Gb Ethernet port). The use of gigabitethernet without a speed
value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Privileged EXEC mode

If the interface parameter is not specified, spanning-tree counters are cleared for all interfaces.

If xXSTP is enabled over VCS, this command must be executed on all RBridge nodes.

Examples  To clear spanning-tree counters for all interfaces:
switch# clear spanning-tree counter
To clear spanning-tree counters for a 10-gigabit Ethernet interface:
switch# clear spanning-tree counter interface tengigabitethernet 0/1
To clear spanning-tree counters for port-channel 23:
switch# clear spanning-tree counter interface port-channel 23
Related show spanning-tree
Commands
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clear spanning-tree detected-protocols

clear spanning-tree detected-protocols

Clears all spanning-tree detected protocols on the interface.

Syntax  clear spanning-tree detected-protocols [ interface | port-channel number | <N>gigabitethernet
rbridge-id/slot/port ]

Parameters interface

Specifies an interface.
port-channel number

Specifies the interface is a port-channel. The number of available channels
ranges from 1 through 6144.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
Ngigabitethernet with the desired operand (for example, tengigabitethernet
specifies a 10-Gb Ethernet port). The use of gigabitethernet without a speed
value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Modes  Privileged EXEC mode

Usage Guidelines  If the interface parameter is not specified, spanning-tree detected protocols are cleared for all
interfaces.

Examples  To clear detected protocols for all interfaces:

switch# clear spanning-tree detected-protocols

To clear detected protocols for a 10-gigabit Ethernet interface:

switch# clear spanning-tree detected-protocols interface tengigabitethernet 0/1
To clear detected protocols for port-channel 23:

switch# clear spanning-tree detected-protocols interface port-channel 23

Related show spanning-tree
Commands
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clear support

clear support

Removes support data such as core files and RAS FFDC files from the switch.
Syntax  clear support [ rbridge-id { rbridge-id | all } ]
Command Default  This command is executed on the local switch.

Parameters  rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id

Specifies an RBridge ID.
all

Specifies all RBridges.
Modes  Privileged EXEC mode

Usage Guidelines  This command is supported only on the local switch.

The rbridge-id operand is supported in VCS mode only.

Examples  To remove core files from the local switch:

switch# clear support

Related copy support, show support
Commands
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clear udld statistics

clear udld statistics

Clears UDLD statistics.
Syntax clear udld statistics [ interface { <N>gigabitethernet rbridge-id/slot/port } ]

Parameters interface

Specifies an interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Modes  Privileged EXEC mode

Usage Guidelines  Clears either all unidirectional link detection (UDLD) protocol statistics or clears the statistics on a
specified port.

Examples  To clear UDLD statistics on a specific tengigabitethernet interface:

switch# clear udld statistics interface te 5/0/1

Related protocol udid, show udid, udld enable
Commands
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clear vrrp statistics

clear virp statistics

Syntax

Parameters

Modes

Usage Guidelines

Examples

Clears VRRP statistics.

clear vrrp statistics

clear vrrp statistics [ interface { <N>gigabitethernet [ rbridge-id]/ slot/ port} | ve vian_id ]
clear vrrp statistics [ session VRID ]

interface

Specifies an interface.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an optional RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
ve vlan_id

Specifies the VE VLAN number.
session VRID

Specifies the virtual group ID on which to clear statistics. Valid values
range from 1 through 128.

Privileged EXEC mode

This command clears VRRP session statistics for all virtual groups, for a specified interface or for a
specified virtual group.

This command is for VRRP and VRRP-E. VRRP-E supports only the vevian_id type.

To clear all statistics, use the clear vrrp statistics command with no operands.

To clear all VRRP statistics for all virtual groups:

switch# clear vrrp statistics

To clear statistics for a 10-gigabit Ethernet interface that has an rbridge-id/slot/port of 121/0/50:

switch# clear vrrp stastistics interface tengigabitethernet 121/0/50

To clear statistics for a session for a VRRP virtual group called "vrrp-group-25":

switch# clear vrrp session 25
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client-to-client-reflection

client-to-client-reflection

Enables routes from one client to be reflected to other clients by the host device on which it is
configured.

Syntax  client-to-client-reflection
no client-to-client-reflection
Command Default  This feature is enabled.

Modes  BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode

Usage Guidelines  The host device on which it is configured becomes the route-reflector server.

Use the no form of this command to restore the default.

Examples  To configure client-to-client reflection on the host device:

device (config) # rbridge-id 10

device (config-rbridge-id-10)# router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipv4u) # client-to-client-reflection

To disable client-to-client reflection on the host device:

device (config)# rbridge-id 122

device (config-rbridge-id-122) # router bgp

device (config-bgp-router)# address-family ipv6 unicast
device (config-bgp-ipvéu) # no client-to-client-reflection

History  Release version Command history

5.0.0 This command was modified to add support for the IPv6 address family.

204 Network OS Command Reference
53-1003456-02



clock set

Syntax

Parameters

Modes

Usage Guidelines

clock set

Sets the local clock date and time.
clock set CCYY-MM-DDTHH:MM:SS [ rbridge-id { rbridge-id | all } ]

CCYY-MM-DDTHH:MM:SS

Specifies the local clock date and time in year, month, day, hours, minutes, and
seconds. Valid date and time settings range from January 1, 1970 to January

19, 2038.
rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges.
Privileged EXEC mode

An active NTP server, if configured, automatically updates and overrides the local clock time. The
RBridge ID of the node should be used to set the clock.

The rbridge-id parameter is supported in Logical chassis cluster mode only.

Examples To set the date and time to March 17, 2010, 15 minutes past noon in Logical chassis cluster mode for
all switches in the cluster:
switch# clock set rbridge-id all 2010-03-17T12:15:00
Related clock timezone (Privileged EXEC mode), ntp server, show clock
Commands
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clock timezone (Privileged EXEC mode)

clock timezone (Privileged EXEC mode)

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

206

Sets the time zone based on region and longitudinal city.
clock timezone region/city [ rbridge-id { rbridge-Id | all } ]

no clock timezone [ rbridge-id rbridge-id ]

region
Specifies the region’s time zone.
city
Specifies the city’s time zone.
rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges.
Privileged EXEC mode

Sets the local clock time zone.

Regions include the following countries: Africa, America, Pacific, Europe, Antarctica, Asia, Australia,
Atlantic, Indian, and longitudinal city. For a complete listing of supported regions and cities, refer to time
zone appendix in the Network OS Administrator’s Guide .

By default, all switches are in the Greenwich Mean Time (GMT) time zone. The no operand removes
the time zone setting for the local clock. When using the no operand, you do not need to reference a
time zone setting.

The no operand is not distributed across the cluster. The RBridge ID of the node should be used.
Network Time Protocol (NTP) commands must be configured on each individual switch.
The region name and city name must be separated by a slash (/).

After upgrading your switch to a new Network OS version, you might need to reset the time zone
information.

This command can also be run in RBridge ID configuration mode.

To set the time zone to Pacific Standard Time in North America on all nodes in the cluster:

switch# clock timezone America/Los Angeles rbridge-id all

To remove the time zone setting:

switch# no clock timezone rbridge-id 5

clock set, ntp server, show clock
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clock timezone (RBridge ID configuration mode)

clock timezone (RBridge ID configuration mode)

Sets the time zone based on region and longitudinal city.
Syntax  clock timezone region/city
no clock timezone

Parameters  region

Specifies the region’s time zone.
city
Specifies the city’s time zone.

Modes  RBridge ID configuration mode

Usage Guidelines  Sets the local clock time zone.

Regions include the following countries: Africa, America, Pacific, Europe, Antarctica, Asia, Australia,
Atlantic, Indian, and longitudinal city. For a complete listing of supported regions and cities, refer to
Appendix C in the Network OS Administrator’s Guide .

By default, all switches are in the Greenwich Mean Time (GMT) time zone. The no operand removes
the timezone setting for the local clock. When using the no operand, you do not need to reference a
timezone setting.

The no operand is not distributed across the cluster.
Network Time Protocol (NTP) commands must be configured on each individual switch.
The region name and city name must be separated by a slash (/).

Upgrade considerations: Existing timezone of system is retained after firmware upgrade, and it will be
updated in configuration settings.

Downgrade considerations: Existing timezone of system will be retained after firmware downgrade and
the respective entry will be removed from configuration settings.

This command can also be run in Privileged EXEC configuration mode.

Examples  To set the time zone to Pacific Standard Time in North America on all nodes in the cluster:

switch# configure
switch (config)# rbridge-10
switch (config-rbridge-id-10# clock timezone America/Los_Angeles

To remove the timezone setting:
switch# configure

switch (config)# rbridge-10
switch (config-rbridge-id-10# no clock timezone
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cluster-id

cluster-id

Configures a cluster ID for the route reflector.
Syntax  cluster-id [ num | ipv4-address ip-addr ]
no cluster-id
Command Default  The default cluster ID is the device ID.

Parameters num

Integer value for cluster ID. Range is from 1 through 65535.
ip-addr
IPv4 address in dotted-decimal notation.

Modes BGP configuration mode

Usage Guidelines  When configuring multiple route reflectors in a cluster, use the same cluster ID to avoid loops within the
cluster.

Use the no form of this command to restore the default.

Examples  To configure a cluster ID for the route reflector:

switch (config)# rbridge-id 10
switch (config-rbridge-id-10)# router bgp
switch (config-bgp-router)# cluster-id 1234
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compare-med-empty-aspath

Syntax

Modes
Usage Guidelines

Examples

compare-med-empty-aspath

Enables comparison of Multi-Exit Discriminators (MEDs) for internal routes that originate within the local

autonomous system (AS) or confederation.
compare-med-empty-aspath

no compare-med-empty-aspath

BGP configuration mode

Use the no form of this command to restore the default.

To configure the device to compare MEDs:

device# configure terminal

device (config) # rbridge-id 10

device (config-rbridge-id-10) # router bgp

device (config-bgp-router)# compare-med-empty-aspath
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compare-routerid

compare-routerid

Syntax

Modes

Usage Guidelines

210

Examples

Enables comparison of device IDs, so that the path-comparison algorithm compares the device IDs of

neighbors that sent otherwise equal-length paths.
compare-routerid
no compare-routerid

BGP configuration mode

Use the no form of this command to restore the default.

To configure the device always to compare device IDs:

device# configure terminal

device (config) # rbridge-id 10

device (config-rbridge-id-10) # router bgp
device (config-bgp-router)# compare-routerid
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confederation identifier

Configures a BGP confederation identifier.
Syntax  confederation identifier autonomous-system number
no confederation identifier autonomous-system number
Command Default  No BGP confederation identifier is identified.

Parameters  autonomous-system number

Specifies an autonomous system (AS) number. The configurable range of
values is from 1 to 4294967295.

Modes  BGP configuration mode

Usage Guidelines  Use the no form of this command to remove a BGP confederation identifier.

Use this command to configure a single AS number to identify a group of smaller ASs as a single
confederation.

Examples  To specify that confederation 65220 belongs to autonomous system 100.

device# configure terminal

device (config)# rbridge-id 10

device (config-rbridge-id-10)# router bgp

device (config-bgp-router)# local-as 65220

device (config-bgp-router)# confederation identifier 100

History

Release version Command history
5.0.0 This command was introduced.
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confederation peers

Configures subautonomous systems (sub-ASs) to belong to a single confederation.
Syntax  confederation peers autonomous-system number [ ...autonomous-system number ]
no confederation peers autonomous-system number [ ...autonomous-system number ]
Command Default No BGP peers are configured to be members of a BGP confederation.

Parameters  autonomous-system number

Autonomous system (AS) numbers for BGP peers that will belong to the
confederation. The configurable range of values is from 1 to 4294967295.

Modes  BGP configuration mode.
Usage Guidelines  Use the no form of this command to remove an autonomous system from the confederation.

Examples  To configure autonomous systems 65520, 65521, and 65522 to belong to a single confederation under
the identifier 100.

device# configure terminal

device (config) # rbridge-id 10

device (config-rbridge-i1d-10)# router bgp

device (config-bgp-router)# local-as 65020

device (config-bgp-router)# confederation identifier 100

device (config-bgp-router)# confederation peers 65520 65521 65522

History  Release version Command history

5.0.0 This command was introduced.
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configure terminal

Enters global configuration mode.

Syntax  configure terminal

Modes  Privileged EXEC mode

Related exit
Commands
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conform-set-dscp

Configures the packet DSCP priority of a class-map.
Syntax  conform-set-dscp dscp-num
no conform-set-dscp dscp-num

Parameters  dscp-num

Specifies that traffic with bandwidth requirements within the rate configured for
CIR that has the packet DSCP priority set to the value specified by the dscp-
num variable. Valid values are 0 through 63.

Modes  Policy-map class police configuration mode

Usage Guidelines  Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Examples  Example of setting this parameter.

switch (config-policymap) # class default
switch (config-policymap-class)# police cir 40000
switch (config-policymap-class-police)# conform-set-dscp 3

Related cbs, conform-set-prec, conform-set-tc, ebs, eir, exceed-set-dscp, exceed-set-prec, exceed-set-tc,
Commands police cir, policy-map, police-priority-map, qos cos, service-policy, set-priority
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conform-set-prec

Configures the packet IP precedence value of a class-map.
Syntax  conform-set-prec prec-num

Parameters  prec-num

Specifies that traffic with bandwidth requirements within the rate configured for
CIR will have packet IP precedence value (first 3 bits of DSCP) set to the value
in the prec-num variable. Valid values are 0 through 7.

Modes  Policy-map class police configuration mode

Usage Guidelines  Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Examples  Example of setting this parameter.

switch (config-policymap)# class default
switch (config-policymap-class)# police cir 40000

switch (config-policymap-class-police)# conform-set-prec 3

Related cbs, conform-set-dscp, conform-set-tc, ebs, eir, exceed-set-dscp, exceed-set-prec, exceed-set-
Commands tc, police cir, police-priority-map, policy-map, qos cos, set-priority, service-policy
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conform-set-tc

conform-set-tc

Configures the CIR internal queue assignment of a class-map.
Syntax  conform-set-tc trafficclass
no conform-set-tc frafficclass

Parameters trafficclass

Specifies that traffic with bandwidth requirements within the rate configured for
CIR will have traffic class (internal queue assignment) set to the value in the
trafficclass variable. Valid values are 0 through 7.

Modes  Policy-map class police configuration mode

Usage Guidelines  Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Examples  Example of setting this parameter.

switch (config-policymap)# class default
switch (config-policymap-class)# police cir 40000

switch (config-policymap-class-police)# conform-set-tc 3

Related cbs, conform-set-dscp, conform-set-prec, ebs, eir, exceed-set-dscp, exceed-set-prec, exceed-
Commands set-tc, police cir, police-priority-map, policy-map, qos cos, service-policy, set-priority
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connector-group

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Designates which connector group that FlexPort is allowed to access on the switch.
connector-group rbridge-id/slot/group
The default connector group is undefined.

rbridge-id/slot/port
Specifies a valid Fibre Channel port interface

rbridge-id

Specifies the RBridge ID.
slot

Specifies a valid slot number.
group

Specifies a connector group on the switch. The connector-group numbers
range from 1 through 8.

Hardware configuration mode

This command is supported only on the Brocade VDX 6740 and VDX 2740.

The connector-group numbers are related directly to the ports as numbered on each platform. The
connector-group numbers that are allowed to be changed and their associated port numbers are shown
in the table below. For example, on a Brocade VDX 6740, ports 1 through 8 belong to connector group
1. Not every connector group is supported on a switch.

TABLE 5 Flexport supported hardware

Platform Port number range Connector group

Brocade VDX 6740 1-8 1
17-24 3
33-40 5
41-48 6

Brocade VDX 2740T 43.50 1
51-56 (6 ports only) 2

Examples  This example sets the connector group for Rbridge-ID 1 to group 1.

switch# configure terminal

switch (config)# hardware

switch (config-hw) # connector-group 1/0/1

History Release version Command history
5.0.0 This command was introduced.
Related flexport, hardware, speed (FlexPort)
Commands
Network OS Command Reference 217

53-1003456-02



connector

connector

Syntax

Parameters

Modes

Examples

Related
Commands

218

Executes connector mode for the purpose of configuring breakout mode on Quad SFPs (QSFPs).

connector [ rbridge-id rbridge-id ] slot/port
no connector [ rbridge-id rbridge-id ] slot/port
rbridge-id rbridge-id

Specifies an RBridge ID.

slot

Specifies a valid slot number.
port

Specifies a valid port number.

Hardware configuration mode

switch (config-hardware)# connector 2/0/1
switch (config-connector-2/0/1) #

sfp breakout, power-off linecard, power-on linecard, show running-config hardware connector

Network OS Command Reference
53-1003456-02



continue

continue

Configures a route-map instance number that goes in a continue statement in a route-map instance.
Syntax  continue number
no continue number

Parameters  number
Route-map instance number. Range is from 1 through 4294967295.

Modes  Route map configuration mode

Related route-map
Commands
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copy

copy

220

Syntax

Parameters

Copies configuration data.
copy source_file destination_file

source_file

The source file to be copied. Specify one of the following parameters:

default-config

The default configuration.
global-running-config
Global data of the running configuration. (Available in both fabric cluster
mode and logical chassis cluster mode.)
local-running-configuration
Local data of the running configuration. (Available in fabric cluster mode
only.)
rbridge-running-configuration rbridge-id
Running configuration of a specified RBridge. (Available in logical chassis
cluster mode only.)
running-config
The running configuration.
startup-config
The startup configuration.
flash:/lfilename
A file in the local flash memory.
ftp:/lusername:password@host_ip_address/path
A file on a remote host. Transfer protocol is FTP.
scp:/lusername:password@host_ip_address/path
A file on a remote host. Transfer protocol is SCP.
sftp://lusername:password@host_ip_address/path
A file on a remote host. Transfer protocol is SFTP.
tftp://lusername:password@host_ip_address/path
A file on a remote host. Transfer protocol is TFTP.
usb:/Ipath
A file on an attached USB device.

destination_file

The destination file. Specify one of the following parameters:

default-config

The default configuration.

global-running-config
Global data of the running configuration. (Available in both fabric cluster
mode and logical chassis cluster mode.)

local-running-configuration
Local data of the running configuration. (Available in fabric cluster mode
only.)

rbridge-running-configuration rbridge-id
Running configuration of a specified RBridge. (Available in logical chassis
cluster mode only.)

running-config
The running configuration.
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startup-config

The startup configuration.
flash://filename

A file in the local flash memory.
ftp:/lusername:password@host_ip_address//path

A file on a remote host. Transfer protocol is FTP.
scp:/lusername:password@host_ip_address//path

A file on a remote host. Transfer protocol is SCP.
sftp:/lusername:password@host_ip_address/path

A file on a remote host. Transfer protocol is SFTP.
tftp://lusername:password@host_ip_address/path

A file on a remote host. Transfer protocol is TFTP.
usb:/Ipath

A file on an attached USB device.
Modes  Privileged EXEC mode

Usage Guidelines  Use this command to back up and restore configuration files with various protocols.
This command is supported only on the local switch.

IPv4 and IPv6 addresses are supported.

Examples  To save the running configuration to a file:

switch# copy running-config flash://myconfig

To overwrite the startup configuration with a locally saved configuration file:
switch# copy flash://myconfig running-config
To overwrite the startup configuration with a remotely archived configuration file:

switch# copy scp://user:password@10.10.10.10//myconfig startup-config

To overwrite the startup configuration with a configuration file saved on an attached USB device:

switch# copy usb://myconfig startup-config

Related copy default-config startup-config, copy running-config startup-config, delete, dir, rename, show
Commands file, show running-config, show startup-config
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copy default-config startup-config

copy default-config startup-config

Syntax

Modes

Usage Guidelines

222

Examples

Related
Commands

Restores the startup configuration to the default configuration.
copy default-config startup-config
Privileged EXEC mode

This command is supported only on the local switch.

This command copies the default configuration to the current startup configuration. The copy operation
effectively resets the startup configuration to factory defaults. It prompts for confirmation because it
overwrites the saved startup configuration.

In VCS Fabric mode, all interfaces remain online. The restored default configuration is applied with the
exception of the following parameters:

* Interface management IP address

» Software feature licenses installed on the switch
» VCS mode configuration

* Virtual IP address

To restore the default configuration:

switch# copy default-config startup-config

This operation will modify your startup configuration. Do you want to continue? [Y/
N]: Y

copy, copy running-config startup-config, delete, dir, rename, show file, show running-config,
show startup-config

Network OS Command Reference
53-1003456-02



copy running-config startup-config

copy running-config startup-config

Syntax

Parameters

Modes

Usage Guidelines

Copies the running configuration to the startup configuration.
copy running-config startup-config [ display-command ]

display-command
Displays the configuration commands during the copy operation

Privileged EXEC mode

This command effectively saves the configuration changes you made to be applied after the switch
reboots.

This command prompts for confirmation because it overwrites the startup configuration with the
currently active running configuration. When the switch reboots and comes back up, the modified
configuration is used.

This command is supported only on the local switch.
Use this command after you have made changes to the configuration.

The running configuration is nonpersistent across reboots.

Examples  To save configuration changes:
switch# copy running-config startup-config
This operation will modify your startup configuration. Do you want to continue? [Y/
N]: Y
Related copy, copy default-config startup-config, delete, dir, rename, show file, show running-config
Commands
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copy snapshot (logical chassis cluster mode)

Uploads and downloads configuration snapshot files to and from an FTP or SCP server.
Syntax  copy snapshot rbridge-id rbridge-id snapshot-id snapshot-id ftp:/ldirectory_path
copy snapshot rbridge-id rbridge-id snapshot-id snapshot-id scp:/ldirectory path
copy snapshot ftp:// directory_path rbridge-id rbridge-id snapshot-id snapshot-id
copy snapshot scp:// directory_path rbridge-id rbridge-id snapshot-id snapshot-id

Parameters  rbridge-id rbridge-id
Specifies the RBridge ID whose configuration snapshot has been captured.
snapshot-id snapshot-id
Specifies the name of the snapshot that has been captured.
directory_path

Specifies the FTP or SCP directory path to which you are uploading the
snapshot or from which you are downloading the snapshot.

Modes  Privileged EXEC mode

Usage Guidelines  This command applies only to nodes that are members of a logical chassis cluster, not a fabric cluster.

If a snapshot was taken on a node that had been disconnected from the cluster, the cluster will not have
the snapshot. Therefore, you can use these commands to upload the snapshot from the disconnected
RBridge ID to an ftp or scp server, then download it to an RBridge ID on the cluster.

NOTE
The uploaded snapshot configuration file is stored as a tar file (of the form rbridgeld-snapshotID) on the
FTP or SCP server.

Examples  To upload a snapshot configuration file called node4configuration to an FTP server:

switch# copy snapshot rbridge-id 11 snapshot-id nodedconfiguration ftp://
backupdir path

Related vcs config snapshot (logical chassis cluster mode)
Commands
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copy support

Syntax

Parameters

Modes

Usage Guidelines

Copies support data to a remote host or a USB device.

copy support { ftp | scp | support-param | usb } user user_name group group_name password
password host ip_addresslinecard linecard_string directory dir [ sub-directory dir] [ timeout
multiplier ] [ rbridge-id { rbridge-id | all } ]

ftp | scp | usb
Specifies the File Transfer Protocol (ftp), the Secure Copy Protocol (scp), or the
USB directory.

support-param
Enables specification of an optional subdirectory for uploading copy support
files.

user user_name
Specifies the user login name for the server.

group group_name
Specifies the group login name for the server. As many as four group names,
separated by commas, can be specified.

password password

Specifies the account password.
host host_ip

Specifies the host IP address in IPv4 or IPv6 format.
linecard linecard_string

Specifies the line card to upload support data. Lx <x=1-4 on M4 platforms,
x=1-8 on M8 platforms>.

directory dir
Specifies a fully qualified path to the directory where the support data will be
stored.

subdirectory dir
Specifies a fully qualified path to the subdirectory where the support data will be
stored. (Refer to the Usage Guidelines.)

timeout multiplier
Specifies a timeout multiplier. Valid multipliers are 1 through 5. When a timeout
multiplier is specified, the default timeout value for each module is multiplied by
the specified timeout value.

rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all
Specifies all RBridges.
all

Specifies all switches in the fabric.
Privileged EXEC mode

The support data is saved in the following format:

switchname-IPaddress-slotnumber-cputype-timestamp.modulename.txt.ss.qgz

Example: sw0-10.123.10.5-S5cp-201204081630.0S.txt.ss.gz
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Pagination is not supported with this command. Use the "more" parameter to display the output one
page at a time.

The subdirectory is appended to the copy support main directory, which is stored as a Distributed
Configuration Manager (DCM) configuration item. DCM supports the configuration management of
multinode cluster applications and clustering for VCS.

Examples  To save support data on an attached USB device:
switch# usb on

USB storage enabled
switch# copy support usb directory support

To copy support data to a subdirectory:

switch# copy support support-param sub-directory M8 timeout 3

Related clear logging raslog, copy support-interactive, show support
Commands
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copy support-interactive

Syntax
Modes

Usage Guidelines

Examples

Related
Commands

Copies support data interactively.
copy support-interactive
Privileged EXEC mode

This command is functionally equivalent to the copy support command.

copy support-interactive

Answering Y to the Brocade VCS Fabric support prompt indicates that your switch is in Brocade VCS

Fabric mode. Support data will be copied from all nodes in the fabric.
The interactive command interface prompts you for the following information:

» Server Name or IP Address (IPv4 only)
» Protocol (FTP or SCP)

* User login name

+ Password

+ Directory

* Rbridge ID

* Module timeout multiplier

To upload support data interactively:

switch# copy support-interactive

Save to USB device [y/n]: n

Server Name or IP Address: 10.30.33.131
Protocol (ftp, scp): ftp

User: admin

Password: **x*kxkkxx

Directory: /home/admin/support

Enter 'all' for all nodes or specify the rbridgeId(s) of the node(s) [Default:

Node]: all
Module timeout multiplier[Range:1 to 5.Default:1]: 2

Rbridge-id 195: Saving support information for chassis:sw0O, module:RAS...

(output truncated)

clear support, show copy-support status
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cos-mutation

cos-mutation

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

228

Specifies the mutation-map to be used on the port.
cos-mutation map_name

map_name
The user-defined map-name.

Policy-map configuration mode

This command is allowed only for the Ingress direction.

This command can only be configured in for the class class-default command.

This command can lead to a possible contradiction if there are other user-defined classes used in the
same policy-map which has a set CoS action configured. In this case, the defined CoS takes priority

over the mutation map.
Typical command example:

switch (config) #policy-map mutation
switch (config-policymap) #class class-default
switch (config-policyclass)# cos-mutation plsmap

class, policy-map
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counter reliability

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Sets and displays the reliability counter for the Access Gateway N_Port Monitoring feature.
counter reliability value
25 SCNs per 5-minute period.

value

A value from 10 through 100 static change notifications (SCNs) per 5-minute
period.

Access Gateway (AG) configuration

Use this command while in Access Gateway (AG) mode for a specific RBridge ID. Entering the counter
reliability command without a value displays the current counter setting. You can set a value from 10
through 100 SCNs per 5-minute period.

The command sets and displays the reliability count of online and offline SCNs counted during a 5-
minute period before the link between an N_Port on a VDX switch in Access mode and an F_Port on an
FC fabric is considered unreliable.

Examples  Set the reliability counter value.
sw0 (config-rbridge-id-3-ag) # counter reliability 50
Displays the current reliability counter value.
sw0 (config-rbridge-id-3-ag)# counter reliability
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dampening

Sets dampening parameters for the route in BGP address-family mode.
Syntax dampening { half-life reuse suppressmax-suppress-time | route-map route-map }
no dampening

Parameters  half-life

Number of minutes after which the route penalty becomes half its value. Range
is from 1 through 45. Default is 15.
reuse

Minimum penalty below which the route becomes usable again. Range is from
1 through 20000. Default is 750.
suppress

Maximum penalty above which the route is suppressed by the device. Range is
from 1 through 20000. Default is 2000.
max-suppress-time

Maximum number of minutes a route can be suppressed by the device.
route-map

Enables selection of dampening values established in a route map by means of
the route-map command.

route-map
Name of the configured route map.
Modes  BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode

Usage Guidelines  Use dampening without operands to set default values for all dampening parameters.

To use the dampening values established in a route map, configure the route map first, and then enter
route-map followed by the name of the configured route map.

A full range of dampening values (half-life, reuse, suppress, max-suppress-time) can also be set by
means of the set as-path prepend command.

Use the no form of this command to disable dampening.

Examples To enable default dampening as an address-family function:

device (config) # rbridge-id 10

device (config-rbridge-id-10) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipv4u) # dampening

To change the all dampening values as an IPv6 address-family function:

device (config) # rbridge-id 10

device (config-rbridge-id-10)# router bgp

device (config-bgp-router)# address-family ipv6 unicast
device (config-bgp-ipv6u)# dampening 20 200 2500 40
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To apply the dampening half-life established in a route map, configure the route map and then use the
set dampening command:

device (config)# rbridge-id 10
device (config-rbridge-id-10) # route-map myroutemap permit 1
device (config-route-map-myroutemap/permit/1) # set dampening 20

History  Release version Command history

5.0.0 This command was modified to add support for the IPv6 address family.

Related route-map, set as-path, set dampening
Commands
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database-overflow-interval (OSPF)

database-overflow-interval (OSPF)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

232

Examples

Related
Commands

Configures frequency for monitoring database overflow.

database-overflow-interval interval

no database-overflow-interval

0 seconds. If the router enters OverflowState, you must reboot before the router leaves this state.

interval

Time interval at which the device checks to see if the overflow condition has
been eliminated. Valid values range from 0 through 86400 seconds.

OSPF VREF router configuration mode

This command specifies how long after a router that has entered the OverflowState before it can
resume normal operation of external LSAs. However, if the external link state database (LSDB) is still
full, the router lapses back into OverflowState.

When the maximum size of the LSDB is reached (this is a configurable value in the external-Isdb-limit
CLlI), the router enters OverflowState. In this state, the router flushes all non-default AS-external-LSAs
that the router had originated. The router also stops originating any non-default external LSAs. Non-
default external LSAs are still accepted if there is space in the database after flushing. If no space
exists, the Non-default external LSAs are dropped and not acknowledged.

For more information, refer to RFC 1765.

Enter no database-overflow-interval to disable the overflow interval configuration.

To configure a database-overflow interval of 60 seconds:

switch# configure

switch (config)# rbridge-id 5

switch (config-rbridge-id-5) # router ospf

switch (config-router-ospf-vrf-default-vrf) # database-overflow-interval 60

external-Isdb-limit (OSPF)
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database-overflow-interval (OSPFv3)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Configures frequency for monitoring database overflow.

database-overflow-interval interval

no database-overflow-interval

10 seconds. If the router enters OverflowState, you must reboot before the router leaves this state.

interval

Time interval at which the device checks to see if the overflow condition has
been eliminated. Valid values range from 0 through 86400 seconds (24 hours).

OSPFv3 VRF router configuration mode

This command specifies how long after a router that has entered the OverflowState before it can
resume normal operation of external LSAs. However, if the external link state database (LSDB) is still
full, the router lapses back into OverflowState.

When the maximum size of the LSDB is reached (this is a configurable value in the external-Isdb-limit
CLlI), the router enters OverflowState. In this state, the router flushes all non-default AS-external-LSAs
that the router had originated. The router also stops originating any non-default external LSAs. Non-
default external LSAs are still accepted if there is space in the database after flushing. If no space
exists, the Non-default external LSAs are dropped and not acknowledged.

Enter no database-overflow-interval to disable the overflow interval configuration.

Examples  To configure a database-overflow interval of 120 seconds:
device# configure terminal
device (config)# rbridge-id 122
device (config-rbridge-id-122)# ipv6é router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# database-overflow-interval 120

History Release version Command history

5.0.0 This command was introduced.

Related external-Isdb-limit (OSPFv3)

Commands
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debug access-list-log buffer

Configures ACL buffer characteristics.

Syntax  Configure the ACL buffer:

debug access-list-log buffer { circular | linear } packet-count count_value

Clear the ACL buffer:

debug access-list-log buffer clear

Parameters  circular | linear

Specifies the buffer type.
packet-count count_value

Specifies a value from 64 through 2056.
clear

Clears the buffer contents.

Modes  Privileged EXEC mode

Related access-list, seq (IPv4 extended ACLs), seq (IPv4 standard ACLs), seq (IPv6 extended ACLs), seq
Commands (IPv6 standard ACLs), seq (MAC extended ACLs), seq (MAC standard ACLs), show access-list-
log buffer config
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debug dhcp packet buffer clear

Syntax

Parameters

Modes

Usage Guidelines

Clears buffer content from DHCP packet capture.
debug dhcp packet buffer clear [ vrf vif-name ]

vrf vrf-name

VRF name mapped to the VRF ID for which the buffer will be cleared. If this
operand is not specified, the buffer for the default VRF ID is cleared.

Privileged EXEC mode

Clears buffer content created from use of the debug dhcp packet buffer interface command to enable
DHCP packet capture. If the DHCP packet capture is currently enabled, the buffer may fill again.

Examples  The following example clears the buffer content of DHCP packets for the VREF titled "blue".
switch# debug dhcp packet buffer clear blue
Related debug dhcp packet buffer interface
Commands
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debug dhcp packet buffer

Configures a buffer to capture DHCP packets.

Syntax  debug dhcp packet buffer [ circular | linear ] [ packet-count 64-2056 ] [ vrf vrf-name ] [ interface
<N> gigabitethernet rbridge-id/slot/port ]

Command Default  The buffer wraps around to overwrite earlier captures (circular).

Parameters  circular

Buffer wraps around to overwrite earlier captures.
linear

Buffer stops capture when the packet-count value is reached.
clear

Clears the packet buffer.
all

Captures DHCP packets on all interfaces.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Modes  Privileged EXEC mode

Usage Guidelines  This command configures the capturing buffer behavior by allowing captures to wrap and overwrite
earlier captures or stop capturing when a packet-count limit is reached. The current buffer content is
cleared when the configuration changes.

Examples  The following example configures a buffer to capture 510 maximum packets in a circular fashion.

switch# debug dhcp packet buffer circular packet-count 510

Related debug dhcp packet buffer interface, debug dhcp packet buffer clear, show debug dhcp packet
Commands buffer
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debug dhcp packet buffer interface

Syntax

Parameters

Modes

Usage Guidelines

Enables and disables DHCP packet capture on a specific interface.

debug dhcp packet buffer interface [ <N>gigabitethernet rbridge-id/slot/port ] [ rx | tx ]
no debug dhcp packet buffer interface [ <N>gigabitethernet rbridge-id/slot/port [ rx | tx ]
debug dhcp packet buffer all

no debug dhcp packet buffer all

all

Enables DHCP packet capture on all switch interfaces.

<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
rx | tx

Specifies whether to capture transmitted or received packets. If not specified,
both are captured.

Privileged EXEC mode

The all operand replaces the interface operand.

Use the no form of this command to disable DHCP packet capture on a specific switch interface when
used with debug dhcp packet buffer interface [interface specifications]

Use the no form of this command to disable the DHCP packet capture on all switch interfaces when
used with debug dhcp packet buffer all .

You can specify a VLAN or physical port for capturing packets. If an interface is not specified, packets
are captured on all interfaces.

Examples  The following command enables DHCP packet capture for transmitting data on forty-gigabit Ethernet

interface 1/0/1.
switch# debug dhcp packet buffer interface te 1/0/1 tx
The following command enables DHCP packet capture for receiving data on10-gigabit Ethernet
interface 1/0/1.
switch# no debug dhcp packet buffer interface te 1/0/1 rx
The following command enables DHCP packet capture on all switch interfaces of switch 0.
switch# debug dhcp packet buffer all
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The following command disables DHCP packet capture on all switch interfaces of switch 0.

switch# no debug dhcp packet buffer all

Related debug dhcp packet buffer clear, debug dhcp packet buffer, debug fcoe show swcfg, show debug
Commands dhcp packet
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debug fcoe show swcfg

Syntax
Modes

Examples

debug fcoe show swcfg

Displays information related to FCoE classified VLAN configuration in a Vlirtual Fabrics context, as well

as other parameters.

debug fcoe show swcfg

Privileged EXEC mode

The following example shows typical output of this command.

switch# debug fcoe show swcfg

sw# vlan ivid ctag Dom fcmap Pri Intvl Tout
0 1002 Ox3ea 0x0 10 0x0efc00 3 8000 O
0 0 0x0 0x0 10 0x000000 O 0 0
0 0 0x0 0x0 10 0x000000 O 0 0
0 0 0x0 0x0 10 0x000000 O 0 0
0 0 0x0 0x0 10 0x000000 O 0 0
0 0 0x0 0x0 10 0x000000 O 0 0
0 0 0x0 0x0 10 0x000000 O 0 0
0 0 0x0 0x0 10 0x000000 O 0 0
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debug ip

debug ip

Syntax

Parameters

Modes

Usage Guidelines

240

Enables debugging for the IGMP and ICMP traffic on the switch.

debug ip packet [ interface interface-type interface-number [ vlan vian_id ] | count { tx | rx } | icmp [
interface interface-type interface-number] | count value | tx | rx | igmp [ interface interface-type
interface-number ] | all | group multicast-grp-address ]

no debug ip packet

packet

Enables IP packet debugging.
interface

Displays the IP traffic for the specified interface only.

interface-type

Network interface type (external Ethernet interface, port-channel, or
VLAN).
interface-number

Layer 2 or Layer 3 interface number.
vlan vian_id
Specifies a VLAN.
count value

Stops display after display count packets. Valid values range from 1 through

32256.
tx
Counts only transmitted packets.
rx
Counts only received packets.
icmp
Displays the ICMP packets.
igmp
Displays the IGMP packets.
all
Enables all IGMP debugging.
group

Enables IGMP debugging for multicast group.
multicast-grp-address
Multicast group address.

Privileged EXEC mode

When this feature is enabled, all IGMP or ICMP packets received or transmitted are displayed.
Debugging can be enabled globally, per interface, or on a multicast group.Use the no form of this
command to disable debugging.
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debug ip bgp

Displays information related to the processing of BGP4, with a variety of options.

Syntax  debug ip bgp [ cli | dampening | events | general | graceful-restart | ip-prefix ip-addr/mask-len | ip-
prefix-list name | keepalives | neighbor | route-map route-selection | traces | updates [ rx | tx ] ]
no debug ip bgp

Parameters  address-family
Displays information about address-family mode.
cli
Displays information about BGP CLI
dampening
Displays BGP4 dampening.
events
Displays all BGP4 events.
general
Displays BGP4 common events.
graceful-restart
Displays BGP graceful restart events.
ip-prefix
Displays information filtered by IP prefix.
ip-addr
IPv4 address in dotted-decimal notation.
mask-len
IPv4 mask length in CIDR notation.
ip-prefix-list
Displays information filtered by IP prefix list.
name
Name of IP prefix list.
keepalives
Displays BGP4 keepalives.
neighbor
Displays BGP information for specified neighbor router.
packet
Displays information about BGP packets.
route-map
Displays configured route map tags.
route-selection
Displays BGP4 route selection.
traces
Displays BGP traces.
updates
Displays BGP4 updates.
rx
Displays BGP4 received updates.
tx
Displays BGP4 transmitted updates
Network OS Command Reference 241

53-1003456-02



Commands A through E

242

Modes
Usage Guidelines

Examples

Privileged EXEC mode

Use the no form of this command to disable debugging.

To view all BGP4 events:

switch# debug ip bgp events

To view all BGP4 Graceful restart events:

switch# debug ip bgp graceful-restart
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debug ip bgp address-family ipv4 unicast

Syntax

Modes
Usage Guidelines

Examples

Displays information related to the processing of IPv4 address-family support in BGP4.
debug ip bgp address-family ipv4 unicast

no debug ip bgp address-family ipv4 unicast

Privileged EXEC mode

Use the no form of this command to disable debugging.

Example of typical command.

switch# debug ip bgp address-family ipv4 unicast
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debug ip bgp neighbor

debug ip bgp neighbor

Syntax

Parameters

Modes
Usage Guidelines

Examples

244

Displays information related to the processing of BGP4 for a specific neighbor.

debug ip bgp neighbor ip-addr
no debug ip bgp neighbor ip-addr

ip-addr
IPv4 address in dotted-decimal notation.

Privileged EXEC mode
Use the no form of this command to disable debugging.

Typical command structure.

switch# debug ip bgp neighbor 10.11.12.13
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debug ip fabric-virtual-gateway

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables debugging of the Fabric-Virtual-Gateway protocol.
debug ip fabric-virtual-gateway { all | fabric | nsm | cli | garp | interface ve vian-id | ipv4 | ipv6 }

no debug ip fabric-virtual-gateway {all | fabric | nsm | cli | garp | interface ve vian-id | ipv4 | ipv6 }

None
all
Debugs all that follows the debug option.
fabric
Debugs fabric related events like fabric up or down.
nsm
Debug NSM related events line interface up or down or add or delete.
cli
Debugs CLI related executions or arguments.
garp

Debugs sent gratuitous ARP.

interface ve vian-id
Debugs session level events specified by VLAN ID.

ipv4

Debugs all IPv4 session events.
ipv6

Debugs all IPv6 session events.

Privileged EXEC mode

Enter the no form of the command to disable debugging for the Fabric-Virtual-Gateway protocol.

Examples  The following example enables debugging for all Fabric-Virtual-Gateway protocols.
debug ip fabric-virtual-gateway all
The following example enables debugging of the fabric for the Fabric-Virtual-Gateway protocol.
debug ip fabric-virtual-gateway fabric
The following example enables debugging of interface VE 2000 for the Fabric-Virtual-Gateway protocol.
debug ip fabric-virtual-gateway interface ve 2000
History Release version Command history

5.0.1 This command was introduced.
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debug ip igmp

Enables or disables debugging for IGMP information.

Syntax debug ip igmp { all | group A.B.C.D | interface { <N>gigabitethernet rbridge-id/slot/port | port-
channel number | vlan vian_id } }

no debug ip igmp

Parameters  all

Displays all values.
group A.B.C.D

Specifies the group address, as a subnet number in dotted decimal format (for
example, 10.0.0.1), as the allowable range of addresses included in the
multicast group.

interface

Specifies the interface to be monitored.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
port-channel number

Specifies the interface is a port-channel. The number of available channels
range from 1 through 6144.
vlan vian_id

Specifies which VLAN interface to display the snooping configuration
related information. Refer to the Usage Guidelines.

Modes  Privileged EXEC mode

Usage Guidelines  When debugging is enabled all of the IGMP packets received and sent, and IGMP-host related events
are displayed.

Use the no form of this command to disable debugging.
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Enables debugging for the IP Open Shortest Path First (OSPF) protocol.

debug ip ospf

Syntax  debug ip ospf { adj | all-vrfs | dev | error | events | flood | log-debug-message | log-empty-Isa | Is-
id A.B.C.D | Isa-generation | max-metric | neighbor A.B.C.D | packet | retransmission | route
A.B.C.D | spf | vrf name }

no debug ip ospf

Command Default IP OPSF debugging is disabled.

Parameters  adj

all-vrfs

dev

error

events

flood

Adjacency related debugs.

Information for all VRFs instances in a cluster.
Developer debug options.

Displays possible errors encountered during time.
Events-related debugs.

Flooding-related debugs.

log-debug-message

log-empty-Isa
Is-id A.B.C.D
Isa-generation

max-metric

Debugs message logging.

Empties LSA logging.

Link state ID (LSID) debugging for the link-state ID that you specify.

LSA generation-related debugging.

Stub Router Advertisement.

neighbor A.B.C.D

packet
retransmission
route A.B.C.D
spf

vrf name

Neighbor debugging for the neighbor that you specify.
Packet debugs.

Retransmission events.

Route debugs for the router that you specify.

SPF trace.

Debug information for VRF.

Modes  Privileged EXEC mode

Usage Guidelines  Enter no debug ip ospf to disable IP OPSF debugging.
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Examples  To enable adjacency-related debugs:

switch# debug ip ospf adj
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debug ip pim

Syntax

Command Default

Parameters

Modes

Usage Guidelines

debug ip pim

Enables debugging for IP Protocol Independent Multicast.

debug ip pim { add-del-oif | bootstrap | group | join-prune | nbr-change | packets | parent |
regproc | route-change | rp | source | state | all }

no debug ip pim all

All flags are disabled.

add-del-oif
bootstrap
group
join-prune
nbr-change
packets
parent
regproc
route-change
P

source
state

all

Controls the OIF change flag.

Controls the bootstrap processing flag.
Controls the processing for a group flag.
Controls the Join/Prune processing flag.
Controls the neighbor changes flag.
Controls the packet processing flag.
Controls the parent change processing flag.
Controls the register processing flag.
Controls the route changes flag.

Controls the Rendezvous Point (RP) processing flag.
Controls the processing for a source flag.
Controls the state processing flag.

Controls all of the states.

Privileged EXEC mode

Use the no debug ip pim all command to disable debugging.
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debug ip rtm

debug ip tm

Syntax

Command Default

250

Parameters

Modes

Examples

Enables debugging for IP RTM.

debug ip rtm { A.B.C.D | all | counters { clear | show } dump | errors | fib-comm | nexthop | port |
vrf }

IP RTM debugging is disabled.

A.B.C.D

Debugs the route specified by this IP address.
all

Enables all debugs.
counters

Enables debug counters.

clear
Clears debug counters.
show
Shows debug counters.

dump

Shows database dump.
errors

Enables internal error debugs.
fib-comm

Debugs communications between the forwarding information base and the

routing table manager.
nexthop

Enables next-hop debugs.
port

Enables port database debugs.
vrf

Enables VRF debugs.
Privileged EXEC mode

To debug the route specified by the IP address 192.145.12.1:

switch# debug ip rtm 192.145.12.1
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To show a database dump:

switch# debug ip rtm dump

Interface IP-Address OK? Method Status Protocol VRF

Gi 190/0/1 Oxbe2a640c YES manual up up default-vrf
Ve 128 0xab52a800c YES manual admin/down up default-vrf
Ve 1001 0x0a010101 YES manual admin/down up default-vrf
Ve 1001 0x65010101 YES manual admin/down up default-vrf
Lo 1 0xa02a0c0Oc YES manual up up default-vrf
mgmt 1 0x0al4deabe YES manual up up default-vrf

IP Static Routing Table - 1 entries:
addr: 0x1021f4b8, top 0x1021£590, count 1, default 0 ffffffff
Type 2
Route pool:
pool: 101e3bd0, unit size: 32, initial number:128, upper 1imit:2000000000
total number:128, allocated number:1, alloc_failure 0
flag: 0, pool index:1, avail data:102207b8
Route Entry Pool:
pool: 101e3c80, unit size: 432, initial number:128, upper 1imit:2000000000
total number:128, allocated number:1, alloc failure 0
flag: 0, pool index:1, avail data:10221950
Nexthop Settings
Update: no, Update-always no, Update-Timer 0 Check-Nexthops no
Recur: yes, Levels 3, Default-enable no
vrf-count 0, vrf-resolved yes
Protocols: < connected>
Nexthops List
[7] 0xald4e801 hash 7 paths 1 upd last-update-time 0 -> 0xald4e801 mgmt 1
Nexthop List End

Network OS Command Reference 251

53-1003456-02
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debug ip vrf

Syntax

Parameters

Modes
Usage Guidelines

Examples

252

Displays information related to VRF.
debug ip vrf ip-addr
no debug ip vrf

ip-addr

IPv4 address in dotted-decimal notation.

Privileged EXEC mode
Use the no form of this command to disable debugging.

Typical command structure.

switch# debug ip vrf
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debug ipv6 dhcpv6 packet buffer

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

History

Enables IPv6 DHCPv6 packet capture on an interface or all interfaces.

debug ipv6 dhcpv6 packet buffer { all | [ interface [<N> gigabitethernet rbridge-id/slot/port| ve
vian_id][rx | tx]}

no debug ipv6 dhcpv6 packet buffer { all | interface [<N> gigabitethernet rbridge-id/slot/port| ve
vian_id ] [rx | tx]}

None

all

Specifies all buffer packets.
<N> gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
rx

Specifies the receive direction.
tx

Specifies the receive direction.

vevilan_id

Specifies a virtual Ethernet interface.
Privileged EXEC mode
Use the no form of this command with the appropriate keywords to disable packet capture.

To enable ICMPv6 packet capture on all interfaces:

switch# debug ipv6 dhcpvé packet buffer all

To disable Neighbor Discovery packet capture on an interface in the transmit direction:
switch# no debug ipv6 dhcpvé packet buffer int te 54/0/22 tx

Release version Command history

5.0.1 This command was introduced.
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debug ipvé mid

debug ipv6 mid

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

254

Displays information related to IPv6 Multicast Listener Discovery (MLD), with a variety of options.

debug ipv6 mid { all | errors } | group | interface [ vlanvian_id ] 12-port [ <N> gigabitethernet | port-
channel ] | packet [ query | report] | rx | tx }

no debug ipv6 mid { all | errors } | group | interface [ vlanvian_id ] 12-port [ <N> gigabitethernet |
port-channel ] | packet [ query | report] | rx | tx }

None
all
Displays all information.
errors
Displays error conditions.
group
Displays information for a match group.
interface
Displays information for a specified interface.
vlanvian_id
Specifies a VLAN. Range is from 1 through 4090 if Virtual Fabrics is
disabled, and from 1 through 8191 if Virtual Fabrics is enabled.
12-port

Displays information for a physical or LAG port.

N gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet
speeds. Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port).

port-channel
Specifies a port-channel interface.

packet
Displays information related to MLD packets.
query
Displays information for MLD query packets.
report
Displays information for MLD report packets.
rx
Displays information for incoming MLD packets.
tx

Displays information for outgoing MLD packets.
Privileged EXEC mode
Use the no form of this command to disable debugging.

To view all IPv6 MLD information:

switch# debug ipvé mld all
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History  Release version Command history
5.0.0 This command was introduced.
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debug ipv6 nd

debug ipv6 nd

Syntax

Command Default
Modes
Usage Guidelines

Examples

History

256

Displays information related to IPv6 Neighbor Discovery (ND)
debug ipv6 nd

no debug ipv6 nd

None

Privileged EXEC mode

Use the no form of this command to disable debugging.

To display information related to IPv6 ND:
switch# debug ipvé nd

Release version Command history

5.0.0 This command was introduced.

Network OS Command Reference
53-1003456-02



debug ipv6 ospf

debug ipv6 ospf

Enables debugging for the IPv6 Open Shortest Path First (OSPF) protocol.

Syntax  debug ipv6 ospf { ism | ism-events | ism-status | Isa | Isa-flooding | Isa-generation | Isa-install |
Isa-inter-area | Isa-maxage | Isa-refresh | nsm | nsm-events | nsm-status | packet | packet-dd |
packet-hello | packet-Isa-ack | packet-lsa-req | packet-lsa-update | route | route-calc-external |
route-calc-inter-area | route-calc-intra-area | route-calc-spf | route-calc-transit | route-install |
virtual-link [ all-vrfs | rbridge-id { rbridge-id } | vrf vrfname ] }

debug ipv6 ospf { match-prefix { ipv6-addr | all [ all-vrfs | rbridge-id { rbridge-id } | vrf vifname ]}
no debug ip ospf
Command Default  IPv6 OPSF debugging is disabled.

Parameters  ism
Interface State Machine.

ism-events

Interface State Machine events.
ism-status

Interface State Machine status.
Isa

Link State Advertisements.
Isa-flooding

Link State Advertisements flooding.
Isa-generation

Link State Advertisements generation.
Isa-install

Link State Advertisements install.
Isa-inter-area

Inter-area Link State Advertisements.

Isa-maxage

Link State Advertisements max aging.
Isa-refresh

Link State Advertisements refreshing.
nsm

Neighbor state machine.
nsm-events

Neighbor state machine events.
nsm-status

Neighbor state machine status.
packet

OSPFv3 packets.
packet-dd

OSPFv3 data description packets.
packet-hello

OSPFv3 hello packets.
packet-Isa-ack

OSPFv3 LSA ack packets.
packet-Isa-req
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OSPFv3 LSA Request packets.
packet-Isa-update

OSPFv3 LSA Update packets.
route

OSPFv3 routes.
route-calc-external

OSPFv3 external route calculation.
route-calc-inter-area

OSPFvV3 inter area route calculation.
route-calc-intra-area

OSPFV3 intra area route calculation.
route-calc-spf

OSPFv3 spf route calculation.
route-calc-transit

OSPFv3 transit route calculation.

route-install
OSPFv3 route install.
virtual-link
OSPFv3 virtual links.
all-vrfs
Information for all VRFs instances in a cluster.
vrf name

Debug information for VRF.
rbridge-id rbridge-id

The physical, loopback, and SVI interfaces specific to the selected RBridge.
match-prefix

Enables match prefix in debug output.
Modes  Privileged EXEC mode
Usage Guidelines  Enter no debug ip ospf to disable IP OPSF debugging.

Examples  To enable OSPFv3 graceful restart helper debugs:

device# debug ipv6 ospf gr-helper
OSPFv3: gr-helper debugging is on

History  Release version Command history

5.0.0 This command was introduced.
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debug ipv6 packet buffer

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables IPv6 packet capture on an interface or all interfaces.

debug ipv6 packet buffer { all | circular packet-count count| clear | interface [<N> gigabitethernet
rbridge-id/slot/port| ve vian_id ] [ rx | tx ] | linear packet-count count }

no debug ipv6 packet buffer { all | circular packet-countcount| clear | interface [<N>
gigabitethernet rbridge-id/slot/port| ve vian_id ] [ rx | tx ] | linear packet-countcount }

None

all

Specifies all buffer packets.
circular packet-count

Specifies the number of packets in a circular buffer. Range is from 64 through
2056.
clear

Clears contents of the buffer.
<N> gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
rx

Specifies the receive direction.
tx

Specifies the receive direction.

vevlan_id

Specifies a virtual Ethernet interface.
linear packet-count

Specifies the number of packets in a linear buffer. Range is from 64 through
2056.

Privileged EXEC mode

Use the no form of this command with the appropriate keywords to disable packet capture.

Examples  To enable ICMPv6 packet capture on all interfaces:
switch# debug ipvé6 packet buffer all
To disable Neighbor Discovery packet capture on an interface in the transmit direction:
switch# no debug ipv6 packet buffer int te 54/0/22 tx
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History  Release version Command history

5.0.0 This command was introduced.
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Syntax

Command Default

debug lacp

Enables or disables debugging for the Link Aggregation Control Protocol (LACP).

debug lacp { all | cli | event | ha | pdu [ rx { all | interface <N>gigabitethernet rbridge-id/slot/port | tx
{all | sync | timer | trace level number}

no debug lacp

LACP debugging is disabled.

Parameters  all
Turns on all debugging.
cli
Turns on command line interface debugging.
event
Turns on event debugging.
ha
Echo HA events to the console.
pdu
Echo PDU content to the console.
rx all
Turns on debugging for received LACP packets on all interfaces.
rx interface
Turns on debugging for received LACP packets on the specified interface.
interface
Specifies the interface to be monitored.
<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.
rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
tx all
Turns on debugging for transmitted LACP packets on all interfaces.
tx interface
Turns on debugging for transmitted LACP packets on the specified
interface.
sync
Echo synchronization to consoles.
timer
Echo timer expiration to console.
trace level number
Specifies the trace level number. Valid values range from 1 through 7.
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Modes  Privileged EXEC mode

Usage Guidelines  Enter terminal monitor to display debugging outputs on a particular cmsh session.

Enter no debug lacp to disable LACP debugging.

Examples  To enable debugging of LACP PDUs for transmitted and received packets on all interfaces:

switch# debug lacp pdu tx all

switch# debug lacp pdu rx all
switch# show debug lacp
LACP rx debugging is on
LACP tx debugging is on

Related show debug lacp
Commands
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debug lidp dump

Dumps debugging information for the Link Layer Discovery Protocol (LLDP) to the console.
Syntax  debug lidp dump { all | [ <N> gigabitethernet rbridge-id/slot/port] [ both ]] | [ detail [ both | rx | tx ]}
Command Default  LLDP debugging is disabled.

Parameters  all

Dumps all information to the console.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
both
Turns on debugging for both transmit and receive packets.
detail
Turns on debugging with detailed information.
both
Turns on detailed debugging for both transmit and receive packets.
rx
Turns on detailed debugging for only received LLDP packets.
tx

Turns on detailed debugging for only transmitted LLDP packets.
Modes  Privileged EXEC mode

Examples  Typical use of this command.

switch# debug 1ldp dump all
LLDP Interface Debug Information for Fo 2/0/49
Admin Status: RX_TX
Associated Profile:
Link-level FCoE Priority: 0x08 (Configured: No)
Link-level iSCSI Priority: 0x10 (Configured: No)
Link Properties:

CEE Incapable

FCoE LLS not Ready

FCF-Forward Disabled
Sending TLVs:

CHASSIS ID: 0x50eblal73ffl (MAC)

PORT ID: Fo 2/0/49 (IF Name)

TTL: Hold (4) x Interval (30)

SYSTEM NAME

IEEE_DCBX

DCBX FCOE APP

DCBX FCOE LOGICAL LINK

Configured FCoE App

Configured FCoE Link

DCBX CTRL
<truncated>
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Related show debug lidp
Commands
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debug lldp packet

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables or disables debugging for the Link Layer Discovery Protocol (LLDP).

debug lidp packet { all | [ <N>gigabitethernet rbridge-id/slot/port ] [ both ] ] | [ detail [ both | rx | tx ]}
no debug lidp packet { all | interface <N>gigabitethernet rbridge-id/slot/port }

LLDP debugging is disabled.

all

Turns on LLDP packet debugging on all interfaces.

<N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
both
Turns on debugging for both transmit and receive packets.
detail
Turns on debugging with detailed information.
both
Turns on detailed debugging for both transmit and receive packets.
rx
Turns on detailed debugging for only received LLDP packets.
tx

Turns on detailed debugging for only transmitted LLDP packets.
Privileged EXEC mode

Enter terminal monitor to display debugging outputs on a particular cmsh session.

Enter no debug lldp packet to disable LLDP debugging.

Examples  To enable debugging of LLDP for both received and transmitted packets on the 10-gigabit Ethernet
interface 0/1:
switch# debug lldp packet interface tengigabitethernet 0/1 both
switch# show debug 1lldp
LLDP debugging status:
Interface te0/1 : Transmit Receive
Related show debug lidp
Commands
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debug show qos drop-reason

Displays the QoS drop reason for one or all interfaces.
Syntax debug show qos drop-reason interface { [ <N>gigabitethernet rbridge-id/slot/port ][ all ] }

Parameters  all
Displays drop-reason information for all interfaces. This option includes all
interfaces in a logical chassis that span multiple Rbridges.

<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Modes  Privileged EXEC mode

Usage Guidelines  None
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Examples  This example displays information the TenGigabitEthernet Interface 1/0/2:

switch# debug show gos drop-reason interface tengigabitethernet 1/0/2
Drop Reason Statistics for Interface Te 1/0/2

Lookup indicates drop: 0000000000
Lookup not enabled: 0000000000
pause or pfc frame: 0000000000
non-TRILL port gets all-rbr MAC DA: 0000000000
MAC SA is bcast/mcast/chassis address: 0000000000
type or len err after SNAP: 0000000000
non-TRILL frame w/o ctrl MAC DA at TRILL: 0000000000
TRILL outer DA/SA/VLAN mismatch: 0000000000
TRILL version/mc flag/header error: 0000000000
TRILL hop count error: 0000000000
TRILL SA matches TRILL address of chip: 0000000000
Source filtered: 0000000000
pre mature EOF: 0000000000
IPv4/IPv6 error: 0000000000
TTL is less than or equal to 1: 0000000000
IP DA mcast addr mismatches MAC DA: 0000000000
IP SA is mcast address: 0000000000
IP PIM error: 0000000000
IPv4/PIM checksum error: 0000000000
IPv4 IHL is greater than 5: 0000000000
IP Routing not enabled: 0000000000
Reserved: 0000000000
FCoE header error: 0000000000
FCoE VSAN hop count error: 0000000000
FCoE routing not enabled: 0000000000
Tail Drop: 0000000000
Drop due to local MAC bit set: 0000000000
Reserved: 0000000000
TRILL RPF drops: 0000000000
Reserved: 0000000000
Parity error: 0000000000
IPv6 max len error: 0000000000
Forward enable error: 0000000000
Policer drops: 0000000000
IPv4/IPv6 RPF check fail: 0000000000
Unknown: 0000000000
Unknown: 0000000000
(output truncated)

History Release version Command history
5.0.0 This command was introduced.
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debug spanning-tree

Syntax

Command Default

Parameters

Modes

Usage Guidelines

268

Enables debugging for the Spanning Tree Protocol (STP).

debug spanning-tree { all | bpdu [ rx | tx [ all | interface port-channel number | <N>gigabitethernet
slot/port ]}

no debug spanning-tree { all | bpdu [ rx | tx [ all | interface port-channel number |
<N>gigabitethernet slot/portport ] }

STP debugging is disabled.

all
Turns on spanning tree packet debugging on all interfaces.
bpdu
Turns on Bridge Protocol Data Unit debugging.
rx
Turns on debugging for only received spanning-tree packets.
tx
Turns on debugging for only transmitted spanning-tree packets.
interface

Specifies the interface to be monitored.

port-channel number

Specifies the port-channel interface. Valid values range from 1 through
6144.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Privileged EXEC mode

Enter terminal monitor to display debugging outputs.

Enter no debug spanning-tree to disable debugging.
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Examples  To enable debugging of spanning-tree for both Rx and Tx on the 10-gigabit Ethernet interface 0/1:

switch# debug spanning-tree bpdu rx interface tengigabitethernet 0/1
switch# debug spanning-tree bpdu tx interface tengigabitethernet 0/1
switch# show debug spanning-tree

MSTP debugging status:
Spanning-tree rx debugging is off
Te 0/1 rx is on

Spanning-tree tx debugging is off
Te 0/1 tx is on

Related show debug spanning-tree
Commands
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debug udld packet

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

270

Enables debugging for the UniDirectional Link Detection (UDLD) protocol.

debug udld packet [ all | { interface [ <N>gigabitethernet rbridge-id/slot/port]} { both | rx | tx }
no debug udld packet

UDLD debugging is disabled.

all

Activates UDLD debugging on all ports on the switch.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port
Specifies a valid port number.
both
Sets debugging for both received and transmitted packets.
rx
Sets debugging for received packets only.
tx

Sets debugging for transmitted packets only.
Privileged EXEC mode

When debugging is enabled UDLD PDUs are written to the console as they are transmitted and/or
received on one or all ports.

Use the show debug udld command to view your current debug settings.

Use the no form of this command to turn off either all dumping of UDLD PDUs or dumping on a specific
port.

To turn on debugging of transmitted packets on a specific tengigabitethernet interface:

switch# debug udld packet interface te 5/0/1 tx

show debug udld
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debug vrrp

Enables debugging for the Virtual Router Redundancy Protocol (VRRP).
Syntax  debug vrrp all
debug vrrp events
debug vrrp packets { interface { <N>gigabitethernet rbridge-id/slot/port | ve vian_id } | recv | sent }
debug vrrp session VRID
no debug vrrp all
no debug vrrp events

no debug vrrp packets { interface { <N>gigabitethernet rbridge-id/slot/port | ve vian_id } | recv |
sent}

no debug vrrp session VRID

Parameters  all

Debugs all VRRP events, packets, and sessions.
events

Debugs all VRRP events.
packets interface

Debugs packets for an interface that you specify. Also enables the recv and
sent parameters.
<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
ve vlan_id

Specifies the VLAN number for a virtual Ethernet (VE) interface.
packets recv

Debugs packets received.
packets sent

Debugs packets sent.
session VRID

Specifies the virtual group ID to debug. Valid values range from 1 through
128.

Modes  Privileged EXEC mode
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Usage Guidelines

272

Examples

Related
Commands

When debugging is enabled, event and packet information for all virtual groups or for a specific interface
are captured..

This command is for VRRP and VRRP-E. VRRP-E supports only the VE interface type.
Enter no debug vrrp all with to disable all VRRP debugging.

Enter no debug vrrp followed by specific events or packet parameters to remove a specific VRRP
debugging configuration.

To set debugging on sent and received packets for a 10-gigabit Ethernet interface that has an rbridge-
id/slot/port of 121/0/50:

switch# debug vrrp packets interface tengigabitethernet 121/0/50

To set debugging for a session for a VRRP virtual group called vrrp-group-25 :

switch# debug vrrp session 25

show debug vrrp
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default-information-originate (BGP)

Syntax

Modes

Usage Guidelines

Examples

History

Configures the device to originate and advertise a default BGP4 or BGP4+ route.

default-information-originate
no default-information-originate

BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode
Use the no form of this command to restore the default.

To originate and advertise a default BGP4 route:

switch (config)# rbridge-id 10
switch(config-rbridge-id-10)# router bgp

switch (config-bgp-router)# address-family ipv4 unicast
switch (config-bgp-ipv4u)# default-information-originate

Release version Command history

NOS v5.0.0 This command was modified to add support for the IPv6 address family.
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default-information-originate (OSPF)

Controls distribution of default information to an OSPF router.
Syntax  default-information-originate [ always ] [ metric mefric ] [ metric-type { type-1 | type-2 } ]
no default-information-originate
Command Default  The default values vary depending on the Operands settings.

Parameters  always

Always advertises the default route. If the route table manager does not have a
default route, the router advertises the route as pointing to itself.
metric metric

Used for generating the default route, this parameter specifies the cost for

reaching the rest of the world through this route. If you omit this parameter and
do not specify a value using the default-metric router configuration command, a
default metric value of 1 is used. Valid values range from 1 through 65535. The

default is 10.
metric-type
Specifies how the cost of a neighbor metric is determined. The default is
type-1. However, this default can be changed with the metric-type command.
type-1
The metric of a neighbor is the cost between itself and the router plus the
cost of using this router for routing to the rest of the world.
type-2

The metric of a neighbor is the total cost from the redistributing routing to
the rest of the world.

Modes = OSPF/OSPFv3 VRF router configuration mode

Usage Guidelines  This configuration provides criteria for the redistribution of any default routes found in the route table
manager (whether static or learned from another protocol) to its neighbors.

Enter no default-information-originate to disable this command.

Examples  To always advertise the default route using a metric value of 20:

device# configure terminal

device (config) # rbridge-id 5

device (config-rbridge-id-5) #router ospf

device (config-router-ospf-vrf-default-vrf)# default-information-originate always
metric 20

History  Release version Command history

5.0.0 Support was added for OSPFv3.

Related default-metric (OSPF), metric-type
Commands

274 Network OS Command Reference
53-1003456-02



default-local-preference

default-local-preference

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Enables setting of a local preference value to indicate a degree of preference for a route relative to that
of other routes.

default-local-preference num
no default-local-preference num
The default local preference is 100.

num
Local preference value. Range is from O through 65535.

BGP configuration mode

Use this command to change the local preference value.

Local preference indicates a degree of preference for a route relative to that of other routes. BGP4
neighbors can send the local preference value as an attribute of a route in an UPDATE message.

Use the no form of this command to restore the default.

Examples . . . ,
device (config) # rbridge-id 10
device (config-rbridge-id-10)# router bgp
device (config-bgp-router)# default-local-preference 200
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default-metric (BGP)

Changes the default metric used for redistribution.
Syntax  default-metric value
no default-metric
Command Default ~ The default metric value is 1.

Parameters  value
Metric value. Range is from 0 through 65535.
Modes BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode

Usage Guidelines  When routes are selected, lower metric values are preferred over higher ones. The default, the BGP4
Multi-Exit Discriminator (MED) value, is not assigned. .

Use the no form of this command to restore the default.

Examples  To configure the device to compare MEDs:

device (config)# rbridge-id 10

device (config-rbridge-id-10)# router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipvdu) # default-metric 100

History  Release version Command history

5.0.0 This command was modified to add support for the IPv6 address family.
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default-metric (OSPF)

Sets the default metric value for the OSPF or OSPFv3 routing protocol.
Syntax  default-metric metric
no default-metric
Command Default  The default metric value for the OSPF or OSPFv3 routing protocol is 10.

Parameters  metric
OSPF routing protocol metric value. Valid values range from 1 through 65535.

Modes = OSPF/OSPFv3 VRF router configuration mode

Usage Guidelines  This command overwrites any incompatible metrics that may exist when OSPF or OSPFv3 redistributes
routes. Therefore, setting the default metric ensures that neighbors will use correct cost and router
computation.

Enter no default-metric to return to the default setting.

Examples  To set the default metric to 20:

device# configure terminal

device (config)# rbridge-id 5

device (config-rbridge-id-5)# router ospf

device (config-router-ospf-vrf-default-vrf)# default-metric 20

History  Release version Command history

5.0.0 Support was added for OSPFv3.

Related default-information-originate (OSPF)
Commands
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default-passive-interface

Syntax

Modes

Usage Guidelines

278

Examples

History

Marks all OSPF and OSPFv3 interfaces passive by default.
default-passive-interface

no default-passive-interface

OSPF/OSPFv3 VRF router configuration mode

When you configure the interfaces as passive, the interfaces drop all the OSPF and OSPFv3 control
packets.

You can use the ip ospf active and ip ospf passive commands in interface subconfiguration mode to
change active/passive state on specific OSPF interfaces. You can use the ipv6 ospf active and ipv6
ospf passive commands in interface subconfiguration mode to change the active and passive state on
specific OSPFv3 interfaces.Use the no form of this command to disable it.

To mark all OSPF interfaces as passive for a specified RBridge:

device# configure terminal

device (config)# rbridge-id 1

device (config-rbridge-id-1)# router ospf

device (config-router-ospf-vrf-default-vrf)# default-passive-interface

Release version Command history

5.0.0 Support was added for OSPFv3.
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Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Deletes a user-generated file from the flash memory.

delete file

file

The name of the file to be deleted.

Privileged EXEC mode

delete

The delete oeration is final; there is no mechanism to restore the fileThis command is supported only on

the local switch.

System configuration files cannot be deleted. If you try to delete a system configuration file, an
appropriate message is displayed.

To delete a user-generated copy of a configuration file:

switch# dir

total 24
drwxr-xr-x 2
drwxr-xr-x 3
“ITWXY—Xr-X 1
—IrWXYr—Xr-x 1
“IrWXr—Xr-x 1
-rw-r—--r--
switch# delete

% Warning: File will be deleted
Continue? (y/n):

root
root
root
root
root
root
myconfig

y

sys
root
sys
sys
sys
root

copy, dir, rename, show file
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4096
4096
417
417
697
6800

(from flash:)!

Feb
Jan
Oct
Oct
Oct
Feb

13

12
12
12
13

00:39
1970
2010
2010
2010

00:37

myconfig
defaultconfig.novcs
defaultconfig.vcs
startup-config
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description (interfaces)

Syntax

Parameters

Modes
Usage Guidelines

Examples

Related
Commands

280

Specify a string that contains the description of a specified interface..
description line
no description

line

Specifies characters describing the interface. The string must be between 1 and

63 ASCII characters in length.
Interface subtype configuration mode
Enter no description to remove the interface description.

To set the string describing internal 10-gigabit Ethernet interface 101/0/1:

switch (config)# interface tengigabitethernet 101/0/1

switch(conf-if-te-101/0/1)# description converged 101

interface, interface ve, name (VLAN interfaces), show vilan brief
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description (LLDP)

Specifies a string that contains the LLDP description.
Syntax  description line
no description

Parameters  line

Characters describing LLDP. The string must be between 1 and 50 ASCII
characters in length.

Modes  Protocol LLDP configuration mode
Usage Guidelines  Enter no description to remove the LLDP description.

Examples  To set the strings describing LLDP:

switch (conf-11dp)# description Brocade-LLDP
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description (Port Mirroring)

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

282

Specifies a string that contains the description of the Port Mirroring session.

description line
no description

line

Specifies string that contains the description of the Port Mirroring session. The
string must be between 1 and 64 ASCII characters in length.

Monitor session configuration mode

The string displayed in the running-config file to describe the Port Mirroring session.

Enter no description to remove the port mirroring description.

To set the string describing monitor session 1:

switch (config)# monitor session 1

switch(config-mon-sess-1)# description server group 1 switch-cmsh

monitor session
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description (VRRP)

Describes a VRRP-E interface.
Syntax  description description
no description

Parameters  description

Characters describing the VRRP-E interface. The string must be between 1 and
64 ASCII characters in length.

Modes Virtual-router-group configuration mode
Usage Guidelines  Enter no description to remove the description.

Examples  To describe VRRP-E group 10 interface:

switch (config)# rbridge-id 101
switch(config-rbridge-id-101)# int ve 25
switch (config-ve-25)# vrrp-extended-group 10

switch (config-vrrp-extended-group-10)# description vrrpe group 10

Related  vrrp-group, vrrp-extended-group
Commands
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destination

Designates the destination interface for the snooping data for flow-based SPAN.
Syntax  destination dest_ifname
no destination dest_ifname

Parameters  dest_ifname
The name of the destination interface.

Modes  Monitor session mode

Usage Guidelines  Use the no destination dest_ifname command to delete the destination interface.

Related span session
Commands
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dhcp auto-deployment enable

Syntax
Command Default
Modes

Usage Guidelines

Enables DHCP auto-deployment on the switch.
dhcp auto-deployment enable

Disabled

Privileged EXEC mode

This command will cause a cold/disruptive reboot and will require that Telnet, secure Telnet, or SSH
sessions be restarted.

Scenario 1: When you enable DHCP auto-deployment and the system starts to reboot, the DAD
process is triggered after configuration replay is complete.

In the case of dual Management Moddule (MM) chassis, the DAD process waits for the dual MMs to be
in sync before starting the requested firmware download. However, if you manually issue
firmwaredownload -sb during this period (after DAD is triggered and before the MM is in sync), DHCP
auto-deployment will fail because the previous firmware download takes precedence. If you manually
issue firmwaredownload -sb before DAD is triggered, DHCP auto-deployment will fail for the same
reason.

Scenario 2: You issue the command to enable DAD (answer "Yes" when prompted), but before the
system reboot, there is an HA failover. DAD will be cancelled. You must enable DHCP auto-deployment
from the new active switch.

Scenario 3: You issue the command to enable DAD, but after the system reboot is invoked, takeover
occurs (the previous standby switch becomes the new active switch), DHCP auto-deployment will
proceed.

Scenario 4: You manually issue the firmwaredownload command, but before the firmware download is
completed, you enable DAD from the CLI and answer "Yes" when prompted to reboot the switch. When
the switch boots up, even if the DAD process detects that the firmware download is needed, it will fail
during the sanity check because the previous incomplete firmware download takes precedence. DHCP
auto-deployment will fail.

Related show dadstatus
Commands
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diag burninerrclear

286

Syntax
Modes

Examples

Related
Commands

Clears the error logs that are stored in the nonvolatile memory. These error logs are stored during
POST and systemVerification failures. Error logs are automatically cleared during system verification.

diag burninerrclear

Privileged EXEC mode

Typical output for this command.

switch# diag burninerrclear

Clearing errLog
Clearing errlLog
Clearing errlLog
Clearing errLog
Clearing errlLog

diag clearerror, show diag burninerrshow, show diag burninstatus

for
for
for
for
for

slot
slot
slot
slot
slot

M2
s1
S2
s3
L4

Network OS Command Reference
53-1003456-02



diag clearerror

diag clearerror

Clears the diagnostic errors encountered during offline diagnostic tests.
Syntax  diag clearerror
Modes  Privileged EXEC mode
Usage Guidelines = This command is valid only on fixed-configuration switches.
Examples  To clear the diagnostic failure status:
switch# diag clearerror

Related diag burninerrclear, show diag burninerrshow, show diag burninstatus
Commands
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diag portledtest

Syntax

Command Default

Parameters

288

Runs various action modes on the port LED tests and validates the functionality on a given slot-based
switch or fixed-configuration switch.

diag portledtest [ action pattern ] [ ethernet rbridgeid/slot/port ] [ fibrechannel rbridgeid/slot/port ] [
npass count ] [ slot slot_id ]

All the ports are tested in a switch.

The default number of times to perform the test is 1.

The default action is cycle_all

action pattern

Specifies the LED pattern. Action choices are as follows:

blink-amber
blink-green
cycle-all
status-amber
status-green
turn-off

ethernet

Blink Port status LED amber
Blink Port status LED green

Cycle all Port LEDs

Turn Port status LED amber
Turn Port status LED green

Turn Port status LED off

The logical Ethernet interface name, which is mutually exclusive from the Fibre

Channel parameter. By default, all ports are tested.

rbridge-id
slot
port

fibrechannel

Specifies an RBridge ID.

Specifies a valid slot number.

Specifies a valid port number

The logical Fibre Channel interface name, which is mutually exclusive from the

Ethernet parameter. By default, all ports are tested.

rbridge-id
slot
port

npass count

Specifies an RBridge ID.

Specifies a valid slot number.

Specifies a valid port number.

Specifies the number of times to perform this test. Valid values range from 1

through 10. The default value is 1.

slot slot_id

Specifies the slot identifiers for slot-based systems only.
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Modes

Usage Guidelines

Examples

Related
Commands

Commands A through E

Privileged EXEC mode (with the chassis disabled in offline mode)

This test can be run on a single port or on all ports in the blade (slot-based switches) or the switch
(fixed-configuration switches).

During abnormal termination, the system might be in unusable state. Perform reload to reboot the
chassis or switch to recover.

In slot-based systems, the blade under test undergoes a reset and/or a reinitialization sequence as part
of cleanup.

The rbridge-id is an optional parameter. If the rbridge-id is not specified, the test is assigned to the local
RBridge ID.

CAUTION

This is a disruptive command. You must disable the switch and chassis before running the test.
In addition, you must reload or fastboot the switch or chassis after the test has completed
running.

The following commands allow you to run various action modes on the LEDs and validate the
functionality.

In slot-based switches:

switch# diag portledtest action cycle-all slot L1

% Info: This test should be run to completion. Please do not abort while it is
executing.

Running portledtest...

Turning Port Status LEDs OFF...

Turning Port Status LEDs AMBER...

Turning Port Status LEDs GREEN...

Turning Port Status LEDs BLINK GREEN...

Turning Port Status LEDs BLINK AMBER...

portLedTest on slot L1 PASSED

% Info: Resetting the blade. Please wait till it gets initialized...
switch#

In fixed-configuration switches:

switch# diag portledtest
% Info: This test should be run to completion. Please do not abort while it is
executing.

Running portledtest

Testing Ethernet ports..

STATUS LED OFF test

STATUS LED GREEN test

STATUS LED AMBER test

STATUS LED BLINK GREEN test

STATUS LED BLINK AMBER test

Testing FC ports..

STATUS LED OFF tes

STATUS LED GREEN test

STATUS LED AMBER test

STATUS LED BLINK GREEN test

STATUS LED BLINK AMBER test

PASSED.

diag portloopbacktest, diag post enable, diag turboramtest
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diag portloopbacktest

diag portloopbacktest

Syntax

Command Default

Parameters

Modes

Usage Guidelines

290

Runs the port loopback test on a given slot-based switch or fixed-configuration switch. You can run
this test on a single port or on all ports in the blade (slot-based switches) or switch (fixed-configuration
switches). This functional test verifies the ability of each port to transmit and receive frames by setting
up the loopback at various levels and speed modes.

diag portloopbacktest [ ethernet rbridgeid/siot/port ] [ fibrechannel rbridgeid/slot/port ] [ lbmode
loopback_mode ] [ nframes count] [ slot slot_id ] [ spdmode mode ]

Number of frames (nframes) is 16.
Loopback mode (Ibmode) is 2.
Speed mode (spdmode) depends on the platform. On a 10 Gbps port, the default speed mode is 10.

ethernet
The logical Ethernet interface name, which is mutually exclusive from the Fibre
Channel parameter. By default, all ports are tested.
rbridge-id
Specifies an RBridge ID.
slot
Specifies a valid slot number.
port

Specifies a valid port number
fibrechannel
The logical Fibre Channel interface name, which is mutually exclusive from the
Ethernet parameter. By default, all ports are tested.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.

Ibmode mode
Specifies the loopback point for the test. Valid values are 1 (external) or 2
(internal). The default is 2.

nframes count
Specifies the number of frames to send. Valid values range from 1 through 16.
The default is 16.

slot slot_id
Specifies the slot identifiers for slot-based systems only.

spdmode mode
Specifies the speed mode for the test. This parameter controls the speed at
which each port operates during the test. Valid parameters are as follows: 1
Gbps 2 Gbps 4 Gbps 8 Gbps 10 Gbps 16 Gbps 40 Gbps100 Gbps

Privileged EXEC mode (with the chassis disabled, in offline mode)

During abnormal termination, the system might be in unusable state. Perform reload to reboot the
chassis or switch to recover.
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Commands A through E

In slot-based systems, the blade under test undergoes a reset or a reinitialization sequence as part of
cleanup.

The rbridge-id is an optional parameter. If the rbridge-id is not specified, the test is assigned to the local
RBridge ID.

CAUTION

This is a disruptive command. You must disable the chassis and switch before running the test.
In addition, you must reload or fastboot the switch or chassis after the test has completed
running.

Examples  In slot-based switches:
switch# diag portloopbacktest slot S1
% Info: This test should be run to completion. Please do not abort while it is
executing.
Running portloopbacktest...
<..cut..>
portLoopbackTest on ports 0-143 PASSED
portLoopbackTest on slot S1 PASSED
% Info: Resetting the blade. Please wait till it gets initialized...
In fixed-configuration switches:
switch# diag portloopbacktest
% Info: This test should be run to completion. Please do not abort while it is
executing.
Running portloopbacktest ..............
PASSED.

Related diag portledtest, diag post enable, diag turboramtest

Commands
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diag post enable

Enables and disables the power-on self-test (POST).
Syntax  diag post [ rbridge-id ] enable
no diag post [ rbridge-id ] enable
Command Default  POST is enabled.

Parameters  rbridge-id

Specifies an RBridge ID on which POST s run.
enable

Enables the power-on self-test on the specified switch.
Modes  Global configuration mode
Usage Guidelines  Following the diag post enable command, update the startup-config by copying the running-config to
the start-up config, which takes effect during reboot or a power cycle.

Enter no diag post [rbridge-id] enable to disable the POST for that RBridge.

Examples To enable the POST for a RBridge:

switch# config

Entering configuration mode terminal
switch(config)# diag post rbridge-id 1 enable

switch (config)# exit
switch# copy running-config startup-config

This operation will modify your startup configuration. Do you want to continue? [y/
nl: y

1970/01/01-09:09:49, [DCM-1101], 2086, M2, INFO, VDX8770-4, Copy running-config to
startup-config operation successful on this node.

To disable the POST for an RBridge ID:

switch(config)# no diag post rbridge-id 1 enable

Related show running-config diag post
Commands
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Syntax

Command Default

Parameters

Modes

Usage Guidelines

A\
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diag prbstest

diag prbstest

Runs the Pseudo Random Bit Sequence (PRBS) test on a given slot to verify the back end connections
between the line card (LC) and switch fabric module (SFM).

This command also verifies the internal blade connections when executed in LC.
diag prbstest slot { L1 | L2 | S1 | S2 ... } pattern { pattern }
The default PRBS pattern is PRBS7.

slot slot

Specifies the slot ID, from 1 through 6. This test is applicable for slot-based
systems only.
pattern pattern

Specifies the PRBS pattern, from 1 through 8. Valid values are PRBS7 ,
PRBS23 , and PRBS31 . The default is PRBS7, which is the least stressful
pattern, whereas PRBS31 is the most stressful pattern.

Privileged EXEC mode (with the chassis disabled, in offline mode)

This test is not supported on fixed-configuration switches, nor can it be run on a per-port basis

During abnormal termination, the system might be in unusable state. Perform reload to reboot the
chassis or switch to recover.

In slot-based systems, the blade under test undergoes a reset and/or a reinitialization sequence as part
of the cleanup process.

CAUTION

This is a disruptive command. You must disable the chassis and switch before running the test.
In addition, you must reload or fastboot the switch or chassis after the test has completed
running.

Examples In slot-based switches:
switch# diag prbstest slot L6 pattern PRBS7
% Info: This test should be run to completion. Please do not abort while it is
executing.
Running prbstest...
Initializing ASICs & Ports...
Performing Link Training from L6 to S1
Performing Link Training from L6 to S2
Performing Link Training from L6 to S3
Performing Link Training from L6 to S4
Performing Link Training from L6 to S5
<..cut..>
slot S6 ASIC 1 Port 15 TapO: 0x08 Tapl: 0x33 Tap2: 0x20
Performing Link Testing from L6 to S1
Performing Link Testing from L6 to S2
Performing Link Testing from L6 to S3
Performing Link Testing from L6 to S4
Performing Link Testing from L6 to S5
Performing Link Testing from L6 to S6
prbsTest on slot L6 PASSED
Related diag portledtest, diag portloopbacktest, diag turboramtest
Commands
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diag setcycle

g setcycle

Syntax

Command Default

294

Modes

Usage Guidelines

Examples

Configures the user-defined parameters required for the system verification test.

diag setcycle

Referto the Usage Guidelines.

Privileged EXEC mode

If, after you enter the diag setcycle command, you respond with yes , the following settings are the
default values:

num_of_runs : 1. Valid values for number of runs are 1 through 25.

min_Ib_mode : 2. Valid values for minimum loopback mode are 1 (external) or 2 (internal). If set to 1,
all the external user ports must be connected with small form-factor pluggable devices (SFPs) and
loopback plugs.

pled_passes : 1. Valid values for the number of portLedTest loops are 1 through 10.

tbr_passes : 1. Valid values for the number of turboRamTest loops are 1 through 10. This parameter
is not supported on fixed configuration switches.

plb_nframes :16. Valid values for the number of portLoopbackTests are 4 through 16.

If you respond with no , the system prompts you for these values.

To change the value of num_of_runs parameter to 3:

switch# diag setcycle num_of runs 3

Setting number of runs to 3.
Committing changes to configuration
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In slot-based switches:

0 is not a valid number of passes. See sample below.
ronteel28# diag setcycle num of runs 0

syntax error: "O" is out of range.
switch# diag setcycle
Do you want use default values [Y/N]? Ly
DEFAULT - KEYWORD : COMMENT
replacing 2 with default 1
1 - number of runs : number of passes of verify
2 - min_ 1lb mode : Limits -1b mode of tests
VERIFY - label : Label for run start and stop messages
1 - tbr_passes : turboramtest number of passes
replacing 8 with default 16
16 - plb nframes : portloopbacktest number of frames default speed
1 - pled passes : portledtest number of passes
1 - prbs_p7 : LC Backplane test with pattern PRBS7+
16 - cplb nframes : portloopbacktest in Core Blade number of frames

Committing changes to configuration
switch# diag setcycle

Do you want use default values [Y/N]? Ty
DEFAULT - KEYWORD : COMMENT

1 - number of runs : number of passes of verify (0=infinite)

2 - min_1lb mode : Limits -1lb mode of tests

0 - sof : Enable stop testing on first fail

VERIFY - label : Label for run start and stop messages

1 - tbr_passes : turboramtest number of passes

16 - plbinframes : portloopbacktest number of frames default speed

0 - plb5 nframes : portloopbacktest (lb mode 5) number of frames default speed
0 - plb7 nframes : portloopbacktest (lb mode 7) number of frames

0 - pled action : portledtest action for glowing all led's

1 - pled passes : portledtest number of passes

1 - prbs _p7 : LC Backplane test with pattern PRBS7+

0 - prbs p23 : LC Backplane test with pattern PRBS23+

0 - prbs p3l : LC Backplane test with pattern PRBS31+

0 - cprbs_p7 : SFM Backplane test with pattern PRBS7+

0 - cprbs p23 : SFM Backplane test with pattern PRBS23+

0 - cprbs p31l : SFM Backplane test with pattern PRBS31+

16 - cplb nframes : portloopbacktest in Core Blade number of frames

0 - cplb7 nframes : portloopbacktest in Core Blades (lb _mode 7) number of

frames

In fixed-configuration switches:

switch# diag setcycle
Do you want use default values [Y/N]? : y

DEFAULT - KEYWORD : COMMENT
replacing 3 with default 1

1 - number of runs : number of passes of verify (O=infinite)
2 - min_lb mode : Limits -1b mode of tests
1 - tbr_passes : turboramtest number of passes

16 - plb nframes : portloopbacktest number of frames default speed
Committing changes to configuration

Related show diag setcycle
Commands
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diag systemverification

diag systemverification

Runs a combination of various hardware diagnostic tests based on the parameters set using the diag
setcycle command.

Syntax  diag systemverification [ short ] [ stop ]
Command Default  If short is not specified, all the burn-in parameters that control the number of frames are run.

Parameters  short

Sets the burn-in parameters that control the number of frames to one for a
quick run.
stop

Stops the current systemVerification run.
Modes  Privileged EXEC mode (with the chassis disabled in offline mode)

Usage Guidelines  The primary use for this command is software regression testing, or a quick validation that all hardware
is operational.

ijf CAUTION

This is a disruptive command. You must disable the chassis and switch before running the test.
In addition, you must reload or fastboot the switch or chassis after the test has completed
running.

Error logs are cleared automatically during system verification.
To check the current run status, enter the show diag burninstatus command.

All errors are stored in the non-volatile memory. You can check the error status using the show diag
burninerrshow command.

During abnormal termination or when terminated by using the stop parameter, the system might be in
unusable state. Perform a reload to reboot the chassis or switch to recover.

In slot-based systems, the blade under test undergoes a reset and/or a reinitialization sequence as part
of the cleanup process.

Examples  To run various tests, such as the memory and portloopback tests, with various combinations:

switch# diag systemverification

% Info: This test should be run to completion. Please do not abort while it is
executing.

systemverification: burnin parameters.

CURRENT - KEYWORD : DEFAULT

1 - number of runs : 1
2 - min 1b mode : 2
1 - tbr passes : 1
16 - plb nframes : 16

<..cut..>
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diag turboramtest

diag turboramtest

Syntax
Command Default

Parameters

Modes

Usage Guidelines

Examples

This test performs a series of low-level structural tests to determine the basic health of the PCI or PCle
bus and the memories inside the switch ASIC.

diag turboramtest [ passcnt count ] [ slot slot_id }
The pass count (passcnt) is 1.

passcnt count

Specifies the number of test repetitions. By default, the test runs once. Valid
values range from 1 through 10.
slot slot_id

Specifies the slot ID. This is mandatory for slot-based systems only.
Privileged EXEC mode (with the chassis disabled in offline mode).

During abnormal termination, the system might be in unusable state. Perform reload to reboot the
chassis or switch to recover.

In slot-based systems, the blade under test undergoes a reset and/or a reinitialization sequence as part
of the cleanup process.

CAUTION

This is a disruptive command. You must disable the chassis and switch before running the test.
In addition, you must reload or fastboot the switch or chassis after the test has completed
running.

In slot-based switches:

switch# diag turboramtest slot S2

% Info: This test should be run to completion. Please do not abort while it is
executing.

Running turboramtest...

Initializing ASIC 0 for BIST

Initializing ASIC 1 for BIST

Initializing ASIC 2 for BIST

turboRamTest on ASIC 0 PASSED

turboRamTest on ASIC 1 PASSED

turboRamTest on ASIC 2 PASSED

turboRamTest on slot S2 PASSED

% Info: Resetting the blade. Please wait till it gets initialized...
completed.

In fixed-configuration switches:

switch# diag turboramtest

% Info: This test should be run to completion. Please do not abort while it is
executing.

Running turboramtest ..............

PASSED.
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dir

dir

Syntax

Modes

Usage Guidelines

298

Examples

Related
Commands

Lists the contents of the switch flash memory.

dir

Privileged EXEC mode

This command is supported only on the local switch.

To list the contents of the flash memory:

switch# dir

total 24

drwxr-xr-x 2 root Sys 4096 Feb 13 00:39

drwxr-xr-x 3 root root 4096 Jan 1 1970

“ITWXY—XIr-X 1 root sys 417 Oct 12 2010 myconfig.vcs
“IWXI—XI—X 1 root sys 417 Oct 12 2010 defaultconfig.novcs
—“rWXIr—XI-X 1 root sys 697 Oct 12 2010 defaultconfig.vcs
“rw-r--r-- 1 root root 6800 Feb 13 00:37 startup-config

copy, delete, rename, show file

Network OS Command Reference

53-1003456-02



disable (Fabric-Virtual-Gateway)

disable (Fabric-Virtual-Gateway)

Syntax

Command Default
Modes

Usage Guidelines

Examples

History

Disables the Fabric-Virtual-Gateway session on the VE interface.

disable

no disable

None

Fabric-Virtual-Gateway on an RBridge VE interface IPv4 or IPv6 configuration mode

The no form of the command inherits the interface VE state from the global configuration.

The session can be disabled at the RBridge level even if it is enabled at the global level.

The following example shows how to disable a session on a VE interface.

switch
switch
switch
switch

config)# rbridge-id 55

config-rbridge-id-55)# interface ve 2000
config-rbridge-ve-2000)# ipvé fabric-virtual-gateway
config-ipvée-fabric-virtual-gw) # disable

Release version Command history

5.0.1 This command was introduced.
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distance (BGP)

distance (BGP)

Syntax

Parameters

Modes

Usage Guidelines

300

Examples

Changes the default administrative distances for EBGP, IBGP, and local BGP4 and BGP4+.
distance external-distance internal-distance local-distance
no distance external-distance internal-distance local-distance

external-distance

EBGP distance. Range is from 1 through 255.
internal-distance

IBGP distance. Range is from 1 through 255.
local-distance

Local BGP4 and BGP4+ distance. Range is from 1 through 255.

BGP configuration mode

Enter values in the order corresponding to the values in Parameters.

To select one route over another according to the source of the route information, the device can use
the administrative distances assigned to the sources. The administrative distance is a protocol-
independent metric that IP devices use to compare routes from different sources. Lower administrative
distances are preferred over higher ones.

Use the no form of this command to restore the defaults.

To configure the device to change the administrative distance:

device# configure terminal

device (config)# rbridge-id 10

device (config-rbridge-i1d-10)# router bgp

device (config-bgp-router)# distance 100 150 200
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distance (OSPF)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Configures an administrative distance value for OSPF and OSPFv3 routes.
distance { external | inter-area | intra-area } distance
no distance

The administrative distance value for OSPF and OSPFv3 routes is 110.

external
Sets the distance for routes learned by redistribution from other routing
domains.
inter-area
Sets the distance for all routes from one area to another area.
intra-area
Sets the distance for all routes within an area.
distance

Administrative distance value assigned to OSPF routes. Valid values range
from 1 through 255. The default is 110.

OSPF/OSPFv3 VRF router configuration mode

You can configure a unique administrative distance for each type of OSPF route.

The distances you specify influence the choice of routes when the device has multiple routes from
different protocols for the same network. The device prefers the route with the lower administrative
distance. However, an OSPF or OSPFv3 intra-area route is always preferred over an OSPF or OSPFv3
inter-area route, even if the intra-area route’s distance is greater than the inter-area route’s distance.

Enter no distance to return to the default setting.

Examples  To set the distance value for all external routes to 125:
device# configure terminal
device (config)# rbridge-id 5
device (config-rbridge-id-5)# router ospf
device (config-router-ospf-vrf-default-vrf)# distance external 125
History Release version Command history
5.0.0 Support was added for OSPFv3.
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distribute-list route-map

distribute-list route-map

Syntax

Parameters

Modes

Usage Guidelines

Examples

History

302

Creates a route-map distribution list.
distribute-list route-map map in
no distribute-list route-map

map
Name of a route map.

in
Creates a distribution list for an inbound route map.

OSPF/OSPFv3 VRF router configuration mode

The distribution list can filter Link State Advertisements (LSAs) received from other OSPF routers and
OSPFv3 before adding the corresponding routes to the routing table.

Enter no distribute-list route-map to remove the distribution list.

To create a distribution list using a route map named filter1 that has already been configured:

device# configure terminal

device (config) # rbridge-id 5

device (config-rbridge-id-5)# router ospf

device (config-router-ospf-vrf-default-vrf)# distribute-list route-map filterl in

Release version Command history

5.0.0 Support was added for OSPFv3.
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distribute-list prefix-list (OSPFv3)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Applies a prefix list to OSPF for IPv6 routing updates. Only routes permitted by the prefix-list can go into
the routing table

distribute-list prefix-list /ist-name in
no distribute-list prefix-list
Prefix lists are not applied to OSPFv3 for IPv6 routing updates.

list-name

Name of a prefix-list. The list defines which OSPFv3 networks are to be
accepted in incoming routing updates.

Applies the prefix list to incoming routing updates on the specified interface.
OSPFv3 VRF router configuration mode

Enter no distribute-list prefix-list to remove the prefix list.

Examples  To configure a distribution list that applies the filterOspfRoutes prefix list globally:
device# configure terminal
device (config)# rbridge-id 5
device (config-rbridge-id-5)# router ospf
device (config-router-ospf-vrf-default-vrf)# distribute-list prefix-list
filterOspfRoutes in
History  Release version Command history
5.0.0 This command was introduced.
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dotlx authentication

dotlx authentication

Enables 802.1Xauthentication on a port.
Syntax  dot1x authentication
no dot1x authentication
Command Default ~ 802.1Xauthentication is disabled for ports.
Modes Interface subtype configuration mode

Usage Guidelines  Enter no dot1x authentication to disable dot1x on the port and remove the configuration from 802.1X
management.

Examples  To enable 802.1Xauthentication on a specific 10-gigabit Ethernet interface port:

switch(config)# interface tengigabitethernet 178/0/9

switch (conf-if-te-178/0/9)# dotlx authentication

To disable 802.1Xauthentication on a specific 40-gigabit Ethernet interface port and remove the
configuration from 802.1X management:

switch(config)# interface fortygigabitethernet 180/0/6

switch (conf-if-fo-180/0/6)# no dotlx authentication

Related dot1x port-control, dot1x quiet-period, dot1x reauthentication, dot1x reauthMax, dot1x timeout
Commands re-authperiod, dot1x timeout server-timeout, dot1x timeout supp-timeout, dot1x timeout tx-
period, interface
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dotlx enable

dotlx enable

Enables 802.1X authentication globally.
Syntax  dot1x enable
no dot1x enable
Command Default ~ Authentication is disabled globally.
Modes  Global configuration mode
Usage Guidelines  Enter no dot1x enable to disable 802.1X authentication globally.

Examples  To enable 802.1X authentication globally:

switch (config)# dotlx enable
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dot1x port-control

Syntax

Command Default

Parameters

Modes

Usage Guidelines

306

Examples

Related
Commands

Controls port-state authorization.

dot1x port-control { auto | force-authorized | force-unauthorized }
no dot1x port-control

The default port state is auto.

auto

Enables authentication on a port. The controlled port is unauthorized until

authentication takes place between the client and authentication server. Once

the client passes authentication, the port becomes authorized. This has the

effect of activating authentication on an 802.1x-enabled interface.
force-authorized

Forces a port to remain in an authorized state. This also allows connection from
multiple clients.
force-unauthorized

Forces a port to remain in an unauthorized state.
Interface subtype configuration mode
Enter no dot1x port-control to return to the default setting.

To enable the port state to auto on a specific 10-gigabit Ethernet interface port:

switch(config)# interface tengigabitethernet 178/0/9

switch (conf-if-te-178/0/9)# dotlx port-control auto

To enable the port state to force-authorized on a specific 40-gigabit Ethernet interface port:

switch(config)# interface fortygigabitethernet 180/0/1

switch (conf-if-fo-180/0/1)# dotlx port-control force-authorized

dot1x authentication, dot1x quiet-period, dot1x reauthentication, dot1x reauthMax, dot1x timeout
re-authperiod, dot1x timeout server-timeout, dot1x timeout supp-timeout, dot1x timeout tx-
period, interface
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dotlx quiet-period

Sets the number of seconds that a switch remains quiet between a failed authentication and an attempt
to retry authentication.

Syntax  dot1x quiet-period seconds
no dot1x quiet-period
Command Default 60 seconds

Parameters  seconds

Specifies the time between attempts at authentication. Valid values range from
1 through 65535 seconds.

Modes Interface subtype configuration mode

Usage Guidelines  When a switch cannot authenticate a client, the switch remains idle for the quiet-period interval of time,
then attempts the operation again.

Changing the quiet-period interval time to a number lower than the default can result in a faster
response time.

Enter no dot1x quiet-period to return to the default setting.

Examples  To change the interval time to 200 seconds on a specific 10-gigabit Ethernet interface:

switch(config)# interface tengigabitethernet 178/0/9

switch (conf-if-te-178/9)# dotlx quiet-period 200
To set the interval time to the default value on a specific 40-gigabit Ethernet interface:

switch (config)# interface fortygigabitethernet 180/0/6

switch (conf-if-fo-180/0/6)# no dotlx quiet-period

Related dot1x authentication, dot1x port-control, dot1x reauthentication, dot1x reauthMax, dot1x timeout
Commands re-authperiod, dot1x timeout server-timeout, dot1x timeout supp-timeout, dot1x timeout tx-
period, interface
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dotlx reauthenticate interface

dot1x reauthenticate interface

Initiates 802.1X reauthentication on a specified interface.
Syntax  dot1x reauthenticate interface [ <N>gigabitethernet rbridge-id/slot/port |

Parameters = <N>gigabitethernet
Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Modes  Privileged EXEC mode
Examples  To initiate reauthentication on 10-gigabit Ethernet interface 0/16:

switch# dotlx reauthenticate interface tengigabitethernet 0/16
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dotlx reauthentication

dotlx reauthentication

Enables 802.1X port reauthentication.
Syntax  dot1x reauthentication
no dot1x reauthentication
Command Default ~ Reauthentication is disabled.
Modes Interface subtype configuration mode
Usage Guidelines  Enter no dot1x reauthentication to return to the default setting.

Examples  To enable 802.1X reauthentication on a specific 10-gigabit Ethernet interface port:

switch (config)# interface tengigabitethernet 178/0/9

switch (conf-if-te-178/0/9)# dotlx reauthentication
To disable 802.1X reauthentication on a specific 1-gigabit Ethernet interface port:

switch(config)# interface gigabitethernet 178/2/9

switch (conf-if-gi-178/2/9)# no dotlx reauthentication

Related dot1x authentication, dot1x port-control, dot1x quiet-period, dot1x reauthMax, dot1x timeout re-
Commands authperiod, dot1x timeout server-timeout, dot1x timeout supp-timeout, dot1x timeout tx-period,
interface
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dotlx reauthMax

Sets the maximum number of times that a port attempts 802.1Xreauthentication before the port
changes to the unauthorized state..

Syntax  dot1x reauthMax number
no dot1x reauthMax
Command Default  The number of times that a port attempts 802.1X authentication is 2.

Parameters number

Specifies the maximum number of reauthentication attempts before the port
goes to the unauthorized state. Valid values range from 1 through 10.

Modes Interface subtype configuration mode
Usage Guidelines  Enter no dot1x reauthMax to return to the default setting.

Examples  To set the maximum number of reauthentication attempts to 5 on a specific 10-gigabit Ethernet interface
port:
switch (config)# interface tengigabitethernet 178/0/9

switch (conf-if-te-178/0/9)# dotlx reauthMax 5

To set the reauthentication maximum to the default value on a specific 40-gigabit Ethernet interface
port:

switch (config)# interface fortygigabitethernet 180/1/9

switch(conf-if-fo-180/1/9)# no dotlx reauthMax

Related dot1x authentication, dot1x port-control, dot1x quiet-period, dot1x reauthentication, dot1x
Commands timeout re-authperiod, dot1x timeout server-timeout, dot1x timeout supp-timeout, dot1x timeout
tx-period, interface
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dotlx test eapol-capable

dotlx test eapol-capable

Syntax

Parameters

Modes

Usage Guidelines

Executes the 802.1x readiness check on the switch.
dot1x test eapol-capable interface [ <N>gigabitethernet rbridge-id/slot/port ]

<N>gigabitethernet

Represents a valid, physical Ethernet subtype for all available Ethernet speeds.
Enter ? to see which interface subtypes are available. Replace
<N>gigabitethernet with the desired operand (for example,
tengigabitethernet specifies a 10-Gb Ethernet port). The use of
gigabitethernet without a speed value specifies a 1-Gb Ethernet port.

rbridge-id

Specifies an RBridge ID.
slot

Specifies a valid slot number.
port

Specifies a valid port number.
Privileged EXEC mode

This comand monitors 802.1x activity on all the switch ports and displays information about the devices
connected to the ports that support 802.1x. You can use this feature to determine if the devices
connected to the switch ports are 802.1x-capable. When you configure the dot1x test eapol-capable
command on an 802.1x-enabled port, and the link comes up, the port queries the connected client
about its 802.1x capability. When the client responds with a notification packet, it is designated as
802.1x-capable.

If you omit the optional interface keyword, all interfaces on the switch are tested. The readiness check
can be sent on a port that handles multiple hosts (for example, a PC that is connected to an IP
phone)The readiness check is not available on a port that is configured with the command dot1x force-
unauthorized .

Examples  An example of configuring the readiness check:
switch# dotlx test eapol-capable interface tengigabitethernet 1/0/13
DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on Ten Gigabit Ethernetl/0/13
is EAPOL capable.
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dotlx test timeout

Syntax
Command Default

Parameters

Modes

Examples

Related
Commands

312

Sets the 802.1X readiness test timeout.
dot1x test timeout timeout
10 seconds

timeout

Specifies the interval value in seconds. Valid values range from 1 through

65535.
Global configuration mode

To set the test timeout to 30 seconds:

switch (config)# dotlx test timeout 30

dot1x test eapol-capable
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dotlx timeout re-authperiod

dot1x timeout re-authperiod

Sets the number of seconds between reauthorization attempts on a specified interface.
Syntax  dot1x timeout re-authperiod seconds
no dot1x timeout re-authperiod
Command Default 3600 seconds

Parameters  seconds

Specifies the seconds between reauthorization attempts. Valid values range
from 1 through 4294967295 seconds.

Modes Interface subtype configuration mode
Usage Guidelines  Enter no dot1x timeout re-authperiod to return to the default setting.

Examples  To set 25 seconds as the amount of time between reauthorization attempts on a specific 1-gigabit
Ethernet interface:

switch (config)# interface gigabitethernet 190/0/9

switch (conf-if-gi-190/0/9)# dotlx timeout re-authperiod 25

To set the time between reauthorization attempts to the default value on a specific 40-gigabit Ethernet
interface:

switch (config)# interface fortygigabitethernet 180/0/5

switch (conf-if-fo-180/0/5)# no dotlx timeout re-authperiod

Related dot1x timeout server-timeout, dot1x timeout supp-timeout, dot1x timeout tx-period, interface
Commands
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dotlx timeout server-timeout

dotlx timeout server-timeout

Syntax

Command Default

Parameters

Modes
Usage Guidelines

Examples

Related
Commands

314

Sets the 802.1X authentication-sever response timeout for a specified interface.
dot1x timeout server-timeout seconds

no dot1x timeout server-timeout

30 seconds

seconds

Specifies the number of seconds that a switch waits for the response from the
802.1X authentication server. Valid values range from 1 through 65535.

Interface subtype configuration mode
Enter no dot1x timeout server-timeout to return to the default setting.

To set 40 seconds as the switch-to-authentication server transmission time on a specific 10-gigabit
Ethernet interface:

switch (config)# interface tengigabitethernet 178/0/9

switch (conf-if-te-178/0/9)# dotlx timeout server-timeout 40

To set the switch-to-authentication server transmission time to the default value on a specific 1-gigabit
Ethernet interface:

switch(config)# interface gigabitethernet 170/4/2

switch(conf-if-gi-170/4/2)# no dotlx timeout server-timeout

dot1x timeout re-authperiod, dot1x timeout supp-timeout, dot1x timeout tx-period, interface
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dot1x timeout supp-timeout

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Specifies the EAP response timeout for 802.1X authentication.
dot1x timeout supp-timeout seconds

no dot1x timeout supp-timeout

30 seconds

seconds

Specifies the number of seconds that the switch waits for a response to the
EAP frame. Valid values range from 1 through 65535.

Interface subtype configuration mode

This command sets the time in seconds that a switch waits for a response to an Extensible
Authentication Protocol (EAP) request frame from the client before resending the request.

Enter no dot1x timeout supp-timeout to return to the default setting.

To set 45 seconds as the switch-to-client retransmission time for the EAP request frame on a specific
10-gigabit Ethernet interface:

switch(config)# interface tengigabitethernet 178/0/8

switch (conf-if-te-178/0/8)# dotlx timeout supp-timeout 45

To set the switch-to-client retransmission time for the EAP request frame to the default value on a
specific 40-gigabit Ethernet interface:

switch(config)# interface fortygigabitethernet 190/0/16

switch (conf-if-fo-190/0/16)# no dotlx timeout supp-timeout

dot1x timeout re-authperiod, dot1x timeout server-timeout, dot1x timeout tx-period, interface
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dotlx timeout tx-period

Syntax

Command Default

Parameters

Modes

Usage Guidelines

316

Examples

Related
Commands

Sets the time the switch waits for a response to an Extensible Authentication Protocol (EAP) request
or identity frame.

dot1x timeout tx-period seconds
no dot1x timeout tx-period
30 seconds

seconds

Specifies the time between successive request ID attempts. Valid values range
from 1 through 65535 seconds.

Interface subtype configuration mode

This command sets the interval between successive attempts to request an ID (EAP ID Req) or identity
frame from the client.

Enter no dot1x timeout tx-period to return to the default settings.

To set 34 as the number of seconds to wait for a response to an EAP-request or identity frame from the
client before retransmitting the request on a specific 10-gigabit Ethernet interface:

switch (config)# interface tengigabitethernet 190/0/16

switch (conf-if-te-190/0/16)# dotlx timeout tx-period 34

To set the interval between successive attempts to request an ID (EAP ID Req) to the default value on a
specific 40-gigabit Ethernet interface:

switch (config)# interface fortygigabitethernet 180/0/8

switch (conf-if-fo-180/0/8)# no dotlx timeout tx-period

dot1x timeout re-authperiod, dot1x timeout server-timeout, dot1x timeout supp-timeout,
interface
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dpod

Manages Dynamic Ports on Demand (POD) assignments.
Syntax  dpod rbridge-id/slot/port { reserve | release }

Parameters  rbridge-id
Specifies an RBridge ID.

slot
Specifies a slot number.

port
Specifies a port number.

reserve
Reserves a POD assignment for a port that is currently not able to come online
but is expected to be viable in the future. A port license assignment that is
reserved will be associated with the first port set that has a vacancy.

release

Removes a port from the port set to which it is currently assigned.
Modes  Global configuration mode

Usage Guidelines A port POD assignment can only be released if the port is currently offline. Enter shutdown to take the
port offline.

Do not release a port unless you plan to disconnect the optical link or disable the port persistently. If the
link (server or optical) is left in a state where the port could be brought online, the Dynamic POD
mechanism will detect this unassigned port and attempt to reassign it to a port set.

This command has no effect on Brocade VDX 8770 switches.

In the Network OS v3.0.0 release this command is supported only on the local switch.

Examples  To reserve a POD assignment:

switch (config)# dpod 0/10 reserve
switch (config-dpod-0/10)# exit
switch (config)# dpod 0/11 reserve

switchO (config-dpod-0/11)# exit
To remove a port from a POD port set:

switch (config)# dpod 5/0/10 release
switch (config-dpod-5/0/10) # exit
switch (config)# dpod 5/0/11 release

switch (config-dpod-5/0/11) # exit

Related show dpod, show running-config dpod
Commands

Network OS Command Reference 317
53-1003456-02



dscp-cos

dscp-cos

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

318

Specifies a user-defined mutation-map to be used on the port.

dscp-cos map_name

map_name
The user-defined map-name.

Policy-map configuration mode

This command is allowed only for the Ingress direction.

This command can only be configured in for the class class-default command.

This command can lead to a possible contradiction if there are other user-defined classes used in the
same policy-map which has a set CoS action configured. In this case, defined CoS takes priority over

the mutation map.
Typical command example:

switch (config)# policy-map mutation
switch (config-policymap)# class class-default
switch (config-policyclass)# dscp-cos plsmap

class, policy-map
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dscp-mutation

dscp-mutation

Specifies the dscp-mutation mutation-map to be used on the port.
Syntax  dscp-mutation map_name

Parameters map_name
The user-defined map-name.

Modes  Policy-map configuration mode-

Usage Guidelines  This command is allowed only for the ingress direction.
This command can only be configured in for the class class-default command.

This command can lead to a possible contradiction if there are other user-defined classes used in the
same policy-map which has a set cos action configured. In this case-defined cos takes priority over the
mutation map.

Examples  Typical command example:

switch (config) #policy-map mutation
switch (config-policymap) #class class-default
switch (config-policyclass)# dscp-mutation plsmap

Related class, policy-map
Commands
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dscp-traffic-class

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

320

Specifies the traffic-class mutation-map to be used on the port.
dscp-traffic-class map_name

map_name
The user-defined map-name.

Policy-map configuration mode

This command is allowed only for the ingress direction.
This command can only be configured in for the class class-default command.

This command can lead to a possible contradiction if there are other user-defined classes used in the
same policy-map which has a set cos action configured. In this case-defined cos takes priority over the
mutation map.

Typical command example:

switch (config) #policy-map mutation
switch (config-policymap) #class class-default
switch (config-policyclass)# dscp-traffic-class plsmap

class, policy-map
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ebs

Syntax

Parameters

Modes

Usage Guidelines

ebs

Configures the excess burst size of a class-map.
ebs ebs-size
no ebs ebs-size

ebs-size

Excess burst size. Valid values range from 1250 through 5000000000 bytes in
increments of 1 byte.

Policy-map class police configuration mode

Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Examples  This example configures a class-map called "default" within a policy-map.
switch# configure terminal
switch (config)# policy-map policymapl
switch (config-policymap)# class default
switch (config-policymap-class)# police cir 40000
switch (config-policymap-class-police)# ebs 400000
Related cbs, conform-set-dscp, conform-set-prec, conform-set-tc, eir, exceed-set-dscp, exceed-set-prec,
Commands exceed-set-tc, police cir, police-priority-map, policy-map, qos cos, service-policy, set-priority
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edge-loop-detection port-priority

Syntax

Command Default

Parameters

Modes

Usage Guidelines

322

Examples

Related
Commands

Sets the ELD priority for a port.
edge-loop-detection port-priority eld-priority
no edge-loop-detection port-priority

ELD priority is 128.

eld-priority
Specifies the port priority. Valid values range from 0 through 256; a higher
number indicates a lower priority.

Interface subtype configuration mode
The ELD priorityo determines which of the ports involved in a loop will be disabled when the pdu-rx-limit

for the Brocade VCS Fabric cluster is reached. The port with the lower priority (higher ELD-priority
setting) is the port that is selected to be disabled.

NOTE
If ELD must select between two ports with the same priority, ELD selects the port with the higher port ID
to be disabled.

This command applies only in Brocade VCS Fabric mode.

You must use edge-loop-detection to enable edge-loop detection separately on the port for the ELD
priority to be effective.

Enter no edge-loop-detection port-priority to return to the default setting.

To set the ELD priority of a specific 10-gigabit Ethernet interface port:

switch(config)# interface tengigabitethernet 5/0/10

switch(cfg-if-te-5/0/10)# edge-loop-detection port-priority 5
To restore the default ELD priority of 128 to a specific 40-gigabit Ethernet interface port:

switch(config)# interface fortygigabitethernet 8/1/12

switch(cfg-if-fo-8/1/12)# no edge-loop-detection port-priority

clear edge-loop-detection, edge-loop-detection vlan, hello-interval, interface, pdu-rx-limit, show
edge-loop-detection globals, show edge-loop-detection interface, show edge-loop-detection
rbridge-id, shutdown-time
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edge-loop-detection vian

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

Enables edge-loop detection (ELD) on a port and VLAN.
edge-loop-detection vilan vian-ID

no edge-loop-detection vlan vian-ID

Edge-loop detection is disabled.

vlan vian-ID
Specifies a VLAN. (Refer to the Usage Guidelines.)t.

Interface subtype configuration mode

Use the VLAN parameter to specify a VLAN and port on which to enable edge-loop detection. The port
must be a member of the specified VLAN or the command returns an error.

This command applies to Brocade VCS Fabric mode only.
This functionality detects Layer 2 loops only.

Enter no edge-loop-detectionvlan vian_id to disable edge-loop detection on the specified VLAN.

To enable edge-loop detection on VLAN 10 for a specific 10-gigabit Ethernet interface port:

switch (config)# interface tengigabitethernet 1/0/7
switch (conf-if-te-1/0/7)# edge-loop-detection vlan 10

To disable edge-loop detection on a specific 1-gigabit Ethernet interface port and a VLAN whose ID is
20:

switch (config)# interface gigabitethernet 170/1/9
switch (conf-if-gi-170/1/9)# no edge-loop-detection vlan 20

clear edge-loop-detection, edge-loop-detection port-priority, hello-interval, interface, show edge-
loop-detection globals, shutdown-time
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eir

elr

Configures the excess information rate for a class-map.
Syntax eir eir-rate
no eir eir-rate

Parameters  eir-rate

Excess information rate. Valid values range from 0 through 40000000000 bps
in multiples of 40000.

Modes  Policy-map class police configuration mode

Usage Guidelines  Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Examples  This example configures a class-map called "default" within a policy-map.

switch# configure terminal

switch (config)# policy-map policymapl

switch (config-policymap)# class default

switch (config-policymap-class)# police cir 40000

switch (config-policymap-class-police)# eir 800000

Related cbs, conform-set-dscp, conform-set-prec, conform-set-tc, ebs, exceed-set-dscp, exceed-set-
Commands dscp, exceed-set-tc, police cir, police-priority-map, policy-map, qos cos, service-policy, set-
priority
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enable

Syntax

Modes
Usage Guidelines

Examples

Related
Commands

Enables a VRRP-E session.

enable

no enable

Virtual-router-group configuration mode

Use the no form of this command to disable a VRRP-E session.

To enable a VRRP-E sesson on VRRP-E group 10 on interfacxe Ve 25:

switch(config)# rbridge-id 101
switch (config-rbridge-id-101)# int ve 25
switch (config-ve-25)# vrrp-extended-group 10

switch (config-vrrp-extended-group-10)# enable

vrrp-extended-group, vrrp-group
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enable (Fabric-Virtual-Gateway)

enable (Fabric-Virtual-Gateway)

Enables IPv4 or IPv6 Fabric-Virtual-Gateway sessions in VCS.
Syntax  enable
no enable
Command Default A session under the global VE interface is enabled.

Modes  Fabric-Virtual-Gateway address-family configuration mode
Fabric-Virtual-Gateway under VE interface IPv4 or IPv6 configuration mode

Fabric-Virtual-Gateway on an RBridge VE interface IPv4 or IPv6 configuration mode

Usage Guidelines  Enter the no form of the command to disable a specific IPv4 or IPv6 Fabric-Virtual-Gateway session.

The session can be enabled at the RBridge-level even if it is disabled at global level.

Examples  The following example shows how to enable a Fabric-Virtual-Gateway session in Fabric-Virtual-
Gateway address-family configuration mode.
switch (config)# router fabric-virtual-gateway

switch (conf-router-fabric-virtual-gateway)# address-family ipv4
switch (conf-address-family-ipv4)# enable

The following example shows how to enable a Fabric-Virtual-Gateway session in Fabric-Virtual-
Gateway in VE interface IPv4 configuration mode.
switch (config)# interface ve 2000

switch (config-ve-2000)# ip fabric-virtual-gateway
switch (config-ip-fabric-virtual-gw)# enable

The following example shows how to enable a Fabric-Virtual-Gateway session in Fabric-Virtual-
Gateway on an RBridge VE interface IPv6 configuration mode.

switch (config)# rbridge-id 55

switch (config-rbridge-id-55)# interface ve 2000

switch (config-rbridge-ve-2000) # ipv6 fabric-virtual-gateway
switch (config-ipvé-fabric-virtual-gw)# enable

History  Release version Command history

5.0.1 This command was introduced.
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enable statistics direction

Enables the collection of per-VLAN statistics for VXLAN overlay gateway tunnels.
Syntax  enable statistics direction { both | tx | rx } vlan [ add | remove ] vian_id
no enable statistics

Parameters  both
Specifies the collection of statistics for both the receive and transmit directions.

Specifies the collection of statistics for the receive direction.
tx

Specifies the collection of statistics for the transmit direction.
vian

Specifies a VLAN or range of VLANSs to be added or removed for statistics
collection.
add

Enables statistics collection on a VLAN ID or range of VLAN IDs. You can
use this option if you have disabled specific VLAN IDs and now want to re-
enable them.

remove

Disables statistics collection on a VLAN ID or range of VLAN IDs.
vlan_id

A VLAN ID or range of VLAN IDs. The range is from 1 through 4090. See
the Usage Guidelines.

Modes  VXLAN overlay gateway configuration mode

Usage Guidelines  This configuration enables per-VLAN statistics collection for the packets sent and received over the
tunnels associated with this gateway instance.

The specified VLAN IDs must already be configured.

If you remove all VLAN IDs from statistics collection, statistics collection becomes disabled and the
remove option does not appear in the command line interface of the running configuration.

The only way to change the direction once you have executed this command is to enter the no enable
statistics command, then re-enter the enable statistics direction command

The no form of this command disables per-VLAN statistics collection for this gateway.

You cannot delete an attached VLAN if statistics collection is enabled on that VLAN.

Examples  To enable statistics collection for all VXLAN tunnels in both directions for VLAN IDs 10and 20 through
30:

switch# configure
switch (config)# overlay-gateway gatewayl
switch (config-overlay-gw-gatewayl)# enable statistics direction both vlan 10, 20-30

Related overlay-gateway
Commands
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end

end

Syntax
Modes

Examples

Related
Commands

328

Returns to the Privileged EXEC command mode from all configuration modes.

end

All configuration modes

To return to the Privileged EXEC mode from interface configuration mode:

switch(config)# interface tengigabitethernet 0/0

switch (conf-if-te-0/0)# end

exit, interface
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enforce-first-as

enforce-first-as

Enforces the use of the first autonomous system (AS) path for external BGP (EBGP) routes.
Syntax  enforce-first-as
no enforce-first-as
Command Default  This option is disabled.
Modes  BGP configuration mode

Usage Guidelines = This command causes the router to discard updates received from EGBP peers that do not list their AS
number as the first AS path segment in the AS_PATH attribute of the incoming route.

Use the no form of this command to restore the default.

Examples  To configure the device to enforce the use of the first AS path:

device# configure terminal

device (config) # rbridge-id 10

device (config-rbridge-id-10)# router bgp
device (config-bgp-router)# enforce-first-as
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error-disable-timeout enable

error-disable-timeout enable

Enables the timer to bring the interface out of the error-disabled state.
Syntax  error-disable-timeout enable
Modes  Protocol Spanning Tree configuration mode
Usage Guidelines  When the Spanning Tree Protocol (STP) Bridge Protocol Data Unit (BPDU) guard disables a port, the

port remains in the disabled state unless the port is enabled manually. This command allows you to
enable the interface from the disabled state.

If xSTP is enabled over VCS, this command must be executed on all the RBridge nodes.

Examples  To bring the interface out of the disabled state:

switch (conf-rstp)# error-disable-timeout enable

Related error-disable-timeout interval
Commands
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error-disable-timeout interval

error-disable-timeout interval

Sets the timeout for errors on an interface.
Syntax  error-disable-timeout interval seconds
no error-disable-timeout interval

Command Default 300 seconds

The timeout feature is disabled.

Parameters  seconds

Specifies the time for the interface to time out. Valid values range from 10
through 1000000 seconds.

Modes  Protocol Spanning Tree configuration mode

Usage Guidelines  If xSTP is enabled over VCS, this command must be executed on all the RBridge nodes.

Enter no error-disable-timeout interval to return to the default setting.

Examples  To set the timeout value to 10 seconds:

switch (conf-rstp)# error-disable-timeout interval 10

Related error-disable-timeout enable
Commands
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exceed-set-dscp

exceed-set-dscp

Syntax

Parameters

Modes

Usage Guidelines

Examples

Related
Commands

332

Configures the CIR packet IP precedence of a class-map.
exceed-set-dscp dscp-num
no exceed-set-dscp dscp-num

dscp-num

Specifies that traffic with bandwidth requirements that exceed the rate
configured for CIR and sent to the EIR bucket will have packet IP precedence
set to the value in the dscp-num variable. Valid values are 0 through 7.

Policy-map class police configuration mode

Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Example of setting this parameter.

switch (config-policymap)# class default
switch (config-policymap-class)# police cir 40000

switch (config-policymap-class-police)# exceed-set-dscpc 4

cbs, conform-set-dscp, conform-set-prec, conform-set-tc, ebs, eir, exceed-set-prec, exceed-set-
tc, police cir, police-priority-map, policy-map, qos cos, service-policy, set-priority
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exceed-set-prec

exceed-set-prec

Syntax

Parameters

Modes

Usage Guidelines

Configures the CIR packet IP precedence of a class-map.
exceed-set-prec prec-num
no exceed-set-prec prec-num

prec-num

Specifies that traffic with bandwidth requirements that exceed the rate
configured for CIR and sent to the EIR bucket will have packet IP precedence
set to the value in the prec-num variable. Valid values are 0 through 7.

Policy-map class police configuration mode

Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.

Examples  Example of setting this parameter.
switch (config-policymap)# class default
switch (config-policymap-class)# police cir 40000
switch (config-policymap-class-police) # exceed-set-prec 4
Related cbs, conform-set-dscp, conform-set-prec, conform-set-tc, ebs, eir, exceed-set-dscp, exceed-set-
Commands tc, police cir, police-priority-map, policy-map, qos cos, service-policy, set-priority
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exceed-set-tc

exceed-set-tc

Syntax

Parameters

Modes

Usage Guidelines

334

Examples

Related
Commands

Configures the queue assignment of the frafficclass variable for a class-map.
exceed-set-tc trafficclass
no exceed-set-tc trafficclass

trafficclass

Specifies that traffic with bandwidth requirements that exceed the rate
configured for CIR and is in the limit of what is configured for EIR will have its
traffic class (internal queue assignment) set to the value in the trafficclass
variable. Valid values are 0 through 7.

Policy-map class police configuration mode

Only the police cir and cbs commands are mandatory for configuring a class-map.

If the optional parameters for a class-map are not set, they are treated as disabled. To delete
parameters for a class-map, you must delete all policer parameters while in the policy-map class
configuration mode using the no police cir command.

This command is only supported on Brocade VDX 8770-4, VDX 8770-8, and later switches.

Use the no version of this command to remove the parameter from the class-map.
Example of setting this parameter.

switch (config-policymap)# class default
switch (config-policymap-class)# police cir 40000

switch (config-policymap-class-police)# exceed-set-tc 4

cbs, conform-set-dscp, conform-set-prec, conform-set-tc, ebs, eir, exceed-set-dscp, exceed-set-
prec, police cir, police-priority-map, policy-map, qos cos, service-policy, set-priority
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exit

exit

Exits the current mode and returns to the previous mode.
Syntax  exit
Modes  All command modes
Usage Guidelines  When used in EXEC and Privileged EXEC modes, the exit command terminates the session.

Examples  To exit the Interface configuration mode, and return to the global configuration mode:
switch (config)# interface tengigabitethernet 0/1

switch (conf-if-te-0/1)# exit

switch (config)# exit

Related enable, interface
Commands
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extend vlan

extend vian

Syntax

Parameters

Modes

Usage Guidelines

336

Examples

Related
Commands

Configures switchport VLANS for the tunnels to the containing site in VXLAN overlay gateway
configurations.

extend vlan { add | remove } vian_id

no extend vlan

add

Specifies a VLAN ID or range of VLAN IDs to be added to a tunnel.
remove

Specifies a VLAN ID or range of VLAN IDs to be removed from a tunnel.
vlan_id

A VLAN ID or range of VLAN IDs. See the Usage Guidelines.
VXLAN overlay gateway site configuration mode

The VXLAN Network Identifier (VNI) classification is derived from the "map vlan" configuration of the
parent overlay gateway. This command results in the provisioning or unprovisioning of the VLANs. Use
the no extend vlan vi/an_id command to unprovision a VLAN.

All of the VLAN IDs that are specified must be VLANSs that have been mapped by means of the map
vlan vian_id vni vni command on the parent overlay gateway, unless automatic VNI mapping has been
enabled by means of the map vlan vni auto command.

Use the no attach vlan vian_id command to remove all switchport configurations from the tunnels to
the containing site.
Use the no attach vlan v/an_id command to remove all switchport configurations from the tunnels to

the containing

To configure a switchport VLAN and range of VLANSs:
switch(config)# overlay-gateway gatewayl

switch (config-overlay-gw-gatewayl)# site mysite
switch (config-overlay-gw-gatewayl-site-mysite)# extend vlan add 10,20-30

interface vlan, map vlan, overlay-gateway, site
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external-lsdb-limit (OSPF)

external-Isdb-limit (OSPF)

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Configures the maximum size of the external link state database (LSDB).
external-Isdb-limit value

no external-lsdb-limit

14913080

value
Maximum size of the external LSDB. The maximum allowed value is 14913080.

OSPF VREF router configuration mode

If you change the value, make sure to save the running-config file and reload the software. The change
does not take effect until you reload or reboot the software.

Enter no external-Isdb-limit to return to the default setting.

Examples  To set the limit of the LSDB to 20000:
switch# configure
switch(config)# rbridge-id 5
switch (config-rbridge-id-5) #router ospf
switch (config-router-ospf-vrf-default-vrf)# external-lsdb-limit 20000

Related database-overflow-interval (OSPF)

Commands
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external-Isdb-limit (OSPFv3)

external-Isdb-limit (OSPFv3)

Configures the maximum size of the external link state database (LSDB).
Syntax  external-Isdb-limit value
no external-Isdb-limit
Command Default 250000

Parameters value
Maximum size of the external LSDB. The maximum allowed value is 250000.

Modes  OSPFv3 VRF router configuration mode

Usage Guidelines  If you change the value, you must save the running-config file and reload the software. The change
does not take effect until you reload or reboot the software.

Enter no external-Isdb-limit to return to the default setting.

Examples  To set the limit of the LSDB to 15000:

device# configure terminal

device (config) # rbridge-id 122

device (config-rbridge-id-122)# ipvé router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# external-lsdb-limit 15000

History  Release version Command history

5.0.0 This command was introduced.

Related database-overflow-interval (OSPFv3)
Commands
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Commands F through O

fabric ecmp load-balance

Configures the list of hashing fields.

Syntax  fabric ecmp load-balance [ dst-mac-vid | src-dst-ip | src-dst-ip-mac-vid | src-dst-ip-mac-vid-port |
src-dst-ip-port | src-dst-mac-vid | src-mac-vid ]

Parameters  dst-mac-vid

Configures the command to use destination MAC address and VID-based load
balancing.

src-dst-ip
Configures the command to use source and destination IP address-based load
balancing.

src-dst-ip-mac-vid
Configures the command to use source and destination IP and MAC address
and VID-based load balancing.

src-dst-ip-mac-vid-port
Configures the command to use source and destination IP, MAC address, VID
and TCP/UDP port-based load balancing.

src-dst-ip-port
Configures the command to use source and destination IP and TCP/UDP port-
based load balancing.

src-dst-mac-vid
Configures the command to use source and destination MAC address and VID-
based load balancing.

src-mac-vid
Configures the command to use source MAC address and VID-based load
balancing.

Modes  RBridge ID configuration mode
Usage Guidelines  Use this command to configure the list of fields (in the incoming packets), used for hashing.

Examples To set the ECMP load balance to use source and destination IP address-based load balancing:
switch (config)# rbridge-id 2

switch (config-rbridge-id-2)# fabric ecmp load-balance src-dst-ip
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fabric ecmp load-balance-hash-swap

fabric ecmp load-balance-hash-swap

Syntax

Parameters

Modes

Usage Guidelines

Related
Commands

340

Configures how to swap the input fields for load balancing.
fabric ecmp load-balance-hash-swap value

value
The control value. Valid values range from 0x0 through OxFFFFFFFF.

RBridge ID configuration mode

Use this command to swap the input fields before feeding them to the hash function.

The variable value for this command is interpreted as the bitwise control of the 212-bit key. Each bit
controls whether 2 adjacent bits of the key are to be swapped. This 32-bit control value is written to all
four hash swap control registers. This means that this value is replicated in a 32-bit block to form a 106-
bit value. A value of 0x0 does not swap any input fields, while a value of Oxffffffff swaps all 106 input bit-
pairs.

fabric ecmp load-balance
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fabric isl enable

fabric isl enable

Syntax

Command Default
Modes

Usage Guidelines

Enables and disables the administration and operational state of an Inter-Switch Link (ISL).
fabric isl enable

no fabric isl enable

ISL ports are enabled persistently.

Interface subtype configuration mode

This command functions in Brocade VCS Fabric mode only.

No edge port configuration is allowed on an ISL. If the port is connected to another switch when this
command is issued, the fabric may reconfigure.

Enter no fabric isl enable command to disable the administration and operational state of an inter-
switch link (ISL).

When an RBridge is rejoining the logical chassis cluster, the interface-level configuration is reset to the
default values.

Examples  To enable the administration and operational state of an ISL on a specific 10-gigabit Ethernet interface:
switch(config)# interface tengigabitethernet 1/0/18
switch (config-if-te-1/0/18)# fabric isl enable
To disable the administration and operational state of an ISL on a specific 40-gigabit Ethernet interface:
switch(config)# interface fortygigabitethernet 1/1/15
switch (config-if-fo-1/1/15)# no fabric isl enable
Related interface, diag setcycle, show diag burninstatus
Commands
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fabric neighbor-discovery disable

fabric neighbor-discovery disable

Syntax

Command Default
Modes

Usage Guidelines

Examples

342

Disables neighbor discovery for Brocade devices on a per-interface basis.
fabric neighbor-discovery disable

no fabric neighbor-discovery

Neighbor discovery is enabled by default.

Interface subtype configuration mode

This command functions in Brocade VCS Fabric mode only.

Use the no form of this command to reenable neighbor discovery on this interface.

To disable neighbor discovery on a specified tengigabitethernet interface:

switch# configure
switch(config)# interface tengigabitethernet 1/0/18

switch(config-if-te-1/0/18)# fabric neighbor-discovery disable
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fabric port-channel

fabric port-channel

Configures the list of hashing fields for balancing the data load on port-channels.

Syntax  fabric port-channel port_channel_value load-balance [ dst-mac-vid | src-dst-ip | src-dst-ip-mac-vid
| src-dst-ip-mac-vid-port | src-dst-ip-port | src-dst-mac-vid | src-mac-vid ]

Parameters  port_channel_value

Configures the command to use destination MAC address and VID-based load
balancing.
load-balance

Configures the command to use destination MAC address and VID-based load

balancing.

dst-mac-vid
Configures the command to use destination MAC address and VID-based load
balancing.

src-dst-ip

Configures the command to use source and destination IP address-based load
balancing.

src-dst-ip-mac-vid
Configures the command to use source and destination IP and MAC address
and VID-based load balancing.

src-dst-ip-mac-vid-port
Configures the command to use source and destination IP, MAC address, VID
and TCP/UDP port-based load balancing.

src-dst-ip-port
Configures the command to use source and destination IP and TCP/UDP port-
based load balancing.

src-dst-mac-vid
Configures the command to use source and destination MAC address and VID-
based load balancing.

src-mac-vid
Configures the command to use source MAC address and VID-based load
balancing.

Modes  RBridge ID configuration mode

Usage Guidelines  Use this command to configure the list of fields (in the incoming packets), used for balancing the load
on port-channels.

Examples  To set the port-channel load balance to use both source and destination IP address-based load

balancing:

switch(config)# rbridge-id 2
switch (config-rbridge-id-2)# fabric port-channel 10 load-balance src-dst-ip

History Release version Command history
4.0.0 This command was introduced.
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fabric route mcast

fabric route mcast

Sets the multicast priority for the local RBridge in the fabric.
Syntax  fabric route mcast rbridge-id rbridge-id priority priority
Command Default  Priority is 1.

Parameters  rbridge-id rbridge-id
Specifies an RBridge ID.
priority
Sets a priority. The highest priority overrides the lowest RBridge ID and
becomes the root.
priority
Specifies the priority number of the RBridge.

Modes  Global configuration mode

Usage Guidelines  The multicast routing information indicates all ports that are members of the multicast distribution tree:
ports that are able to send and receive multicast frames. The root of the tree is auto-selected as the
switch with the lowest RBridge ID.

Examples  To change an RBridge multicast priority:

switch (config)# fabric route mcast rbridge-id 45 priority 5

switch (config) # exit

switch# show running-config fabric route mcast rbridge-id 45 priority
fabric route mcast rbridge-id 45 priority 5

Related show fabric route multicast, show fabric route topology, show running-config fabric route mcast
Commands
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fabric trunk enable

fabric trunk enable

Syntax

Command Default
Modes

Usage Guidelines

Enables and disables trunking on a port.
fabric trunk enable

no fabric trunk enable

Fabric trunking is enabled.

Interface subtype configuration mode

Enabling trunking requires an ISL trunking license. You can disable trunking without a license.
This command functions in Brocade VCS Fabric mode only.
ISLs are not allowed on breakout ports.

When the command is executed to update the trunking configuration, the port to which the configuration
applies is disabled and subsequently re-enabled with the new trunking configuration. Traffic through the
ports may be temporarily disrupted. Enter no fabric trunk enable command to disable trunking on a
port.

When an RBridge is rejoining the logical chassis cluster, the interface-level configuration is reset to the
default values.

NOTE
Trunks are not supported between Brocade 8000 and Brocade VDX 8770 switches.

Examples  To enable a port for trunking on a specific 10-gigabit Ethernet interface port:
switch (config)# interface tengigabitethernet 1/0/18
switch (config-if-te-1/0/18)# fabric trunk enable
To disable a port for trunking on a specific 40-gigabit Ethernet interface port:
switch (config)# interface fortygigabitethernet 8/10/15
switch (config-if-fo-8/10/15)# no fabric trunk enable

Related interface, show fabric trunk

Commands
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fabric-map

fabric-map

Enables FCoE fabric-map configuration mode. An FCOE fabric-map is equivalent to an FC Virtual-
Fabric.

Syntax  fabric-map default
Modes  FCoE configuration mode

Usage Guidelines  The only map name allowed is "default."

You must be in the feature configuration mode for FCoE for this command to function.

Examples ) :
switch (config)# fcoe

switch (config-fcoe)# fabric-map default

switch (config-fcoe-fabric-map) #

Related fcoe
Commands
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fast-external-fallover

fast-external-fallover

Resets the session if a link to an EBGP peer goes down.
Syntax fast-external-fallover
no fast-external-fallover
Command Default  This option is disabled.
Modes  BGP configuration mode
Usage Guidelines  Use this command to terminate and reset external BGP sessions of an directly adjacent peer if the link
to the peer goes down, without waiting for the timer, set by the BGP timers command, to expire. This

can improve BGP conversion time, but can also lead to instability in the BGP routing table as a result of
a flapping interface.

Use the no form of this command to restore the default.

Examples  To configure the device to reset the session if a link to an EBGP peer goes down:

device# configure terminal

device (config) # rbridge-id 10

device (config-rbridge-id-10) # router bgp

device (config-bgp-router)# fast-external-fallover

Related timers (BGP)
Commands
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fastboot

fastboot

Syntax

Modes

Usage Guidelines

348

Examples

Related
Commands

Reboots the control processor (CP), bypassing the power-on self-tests (POST).
fastboot
Privileged EXEC mode

This command performs a "cold reboot" (power off and restart) of the control processor, bypassing
POST when the system comes back up. Bypassing POST can reduce boot time significantly.

The fastboot operation is disruptive, and the command prompts for confirmation before executing.
When you reboot a switch connected to a fabric, all traffic to and from that switch stops. All ports on that
switch remain inactive until the switch comes back online.

On a modular chassis, the fastboot commands only reboots the management module on which the
command is executed. If you log in to the switch IP address and execute the fastboot command, only
the active management module reboots and POST is bypassed.

To perform a cold reboot on the switch:

switch# fastboot
Are you sure you want to fastboot the switch [y/n]?: y

reload
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fcmap

fcmap

Configures the FPMA FCMAP value for an FCoE fabric-map.
Syntax  fcmap hh:hh:hh
Command Default  The FPMA FCMAP value is OE:FC:00.

Parameters  hh:hh:hh

A valid FPMA FCMAP value. Valid values range from OE:FC:00 through
OE:FC:FF.

Modes  FCoE fabric-map configuration mode
Usage Guidelines  You must be in the feature configuration mode for FCoE fabric-map for this command to function.

Examples . . . )
switch# configuration terminal

switch (config)# fcoe
switch(config-fcoe)# fabric-map default

switch (config-fcoe-fabric-map)# fcmap OE:FC:00

Related fcoe, fabric-map
Commands
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fcoe

fcoe

Syntax
Modes

Examples

Related
Commands

350

Enables the FCoE configuration mode.
fcoe

Global configuration mode

switch (config)# fcoe

switch (config-fcoe) #

fabric-map
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fcoe-enodes

fcoe-enodes

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Sets the number of FCoE ENodes that are to be created on a switch.
fcoe-enodes number

no fcoe-enodes

The default value is 64.

number
The number of FCoE interfaces. The range is from 0 through 1000.
RBridge ID configuration mode
FCoE configuration mode
This feature requires an FCoE license. If that license is not present, the number of FCoE ENodes

created is 0. When that license is removed, it is recommended that the switch be rebooted. The number
of FCoE ENodes created is set to 0 and all interfaces are deleted.

Examples  To set the number of FCoE ENodes to be created to 67:

switch (config)# rbridge-id 10
sw0 (config-rbridge-id-10) # fcoe
sw0 (config-rbridge-fcoe)# fcoe-enodes 67
2013/08/16-09:59:11, [FCOE-1035], 9267, DCE, INFO, sw0, Virtual FCoE port 1/19/65 is
online.
2013/08/16-09:59:11, [FCOE-1035], 9268, DCE, INFO, sw0, Virtual FCoE port 1/19/66 is
online.
2013/08/16-09:59:11, [FCOE-1035], 9269, DCE, INFO, swQO, Virtual FCoE port 1/19/67 is
online.
sw0 (config-rbridge-fcoe) #
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fcoe-profile (AMPP)

fcoe-profile (AMPP)

Activates the FCoE profile configuration mode for AMPP.
Syntax  fcoe-profile
Modes  Port-profile configuration mode

Usage Guidelines  The only fcoe-profile name allowed is "default".

The FCoE profile configuration mode for AMPP allows configuration of the FCoE attributes of a port-

profile.
Examples ) ) ,
switch (config)# port-profile default
switch (config-port-profile-default)# fcoe-profile
switch (config-fcoe-profile)# fcoeport default
352 Network OS Command Reference

53-1003456-02



fcoeport

fcoeport

Provisions a port with the default FCoE map.
Syntax  fcoeport map
no fcoeport

Parameters map
This must be default .

Modes Interface subtype configuration mode

Usage Guidelines  Use this command to configure a specific port to be an FCoE port with the assigned map name default.
The only map name allowed is default.

Enter no fcoeport to remove the FCoE port configuration from the applicable port.

Examples  To provision a specific 10-gigabit Ethernet interface port with the default FCoE map:

switch(config)# interface tengigabitethernet 101/0/1

switch (conf-if-te-101/0/1)# fcoeport default

Related interface
Commands
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fcsp auth

fcsp auth

Syntax

Parameters

Modes

Usage Guidelines

354

Configures the protocol specific parameters.

fcsp auth auth-type dh-chap group {0|1|2|3|4|*} hash { shal | md5 | all } policy switch { on |
off | active | passive }

auth-type dh-chap
Authentication type is DH-CHAP.

group
Specifies the DH group value. This parameter sets the strength of the secret.
Values are 0, 1, 2, 3, 4 or *. The asterisk (*) indicates all values (0 through 4).
The default value is *.

hash

Specifies the hash type used for authentication. Possible values are sha1,
md5, or all (sha1 and md5). The default option is all.

policy switch
Configures the switch authentication policy attribute. Values are on, off,
passive, or active. The default switch policy is passive.

Global configuration mode

RBridge ID configuration mode

This command configures the authentication policy attributes and controls the policy behavior. The
policy configuration includes protocol specific parameters such as authentication type, DH-group value,
and hash type. It also defines whether the policy is enabled or disabled and how strictly it is enforced.

The authentication policy can be set to any of these values:

* ON — Strict authentication is enforced on all E-ports. The ISL goes down (port disable) if the
connecting switch does not support the authentication or the policy is OFF. During switch
initialization, authentication is initiated on all E-ports automatically. The authentication is initiated
automatically during the E-port bring-up by fabric module. The authentication handshaking is
completed before the switches exchange the fabric parameters (EFP) for E-port bring-up.

» ACTIVE — In this policy, the switch is more tolerant and can be connected to a switch with any type
of policy. During switch initialization, authentication is initiated on all E-ports, but the port is not
disabled if the connecting switch does not support authentication or the authentication policy is OFF.
The authentication is initiated automatically during the E_Port bring-up.

* PASSIVE (default) — The switch does not initiate authentication, but participates in authentication if
the connecting switch initiates authentication. The switch does not start authentication on E_Ports,
but accepts the incoming authentication requests, and will not disable if the connecting switch does
not support authentication or the policy is OFF.

* OFF — The switch does not support authentication and rejects any authentication negotiation
request from neighbor switch. A switch with the policy OFF should not be connected to a switch with
policy ON, since the ON policy is strict and disables the port if any switch rejects the authentication.
DH-CHAP shared secrets should be configured before switching on the policy from OFF state.

After the authentication negotiation succeeds, the DH-CHAP authentication is initiated. If DH-CHAP
authentication fails, the port is disabled. This behavior applies to all modes of the policy.

Authentication policy configuration is not distributed across the cluster. The rbridge-id of the node
should be used to configure protocol and policy configurations.
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Examples

Related
Commands

Commands F through O

NOTE
This command is not distributed across the cluster. The RBridge ID of the node should be used to
configure protocol and policy configurations.

To set only the authentication type:

switch (config)# rbridge-id 3

switch (config-rbridge-id-3)# fcsp auth auth-type dh-chap
To set only the hash type:

switch(config)# rbridge-id 2

switch (config-rbridge-id-2)# fcsp authhashshal

To activate the device authentication policy:

switch(config)# rbridge-id 2
switch (config-rbridge-id-2)# fcsp authpolicy switch active

fcsp auth-secret dhchap, show fcsp auth-secret dh-chap, show running-config fcsp auth
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fcsp auth-secret dhchap

fcsp auth-secret dhchap

Sets the shared secret for DH CHAP authentication.
Syntax  fcsp auth-secret dhchap node switch_wwn peer-secret secret_key local-secret secret_key
no fcsp auth-secret dhchap node switch_ wwn

Parameters node switch_wwn

Specifies the world wide name (WWN) of the peer.
peer-secret secret_key

Specifies the secret of the peer that authenticates the peer to the local switch.
local-secret secret_key

Specifies the local secret that authenticates the local switch to the peer.
Modes  Privileged EXEC mode

Usage Guidelines  The local and peer secret keys must be between 8 and 40 characters long.
Only the following non-alphanumeric characters are valid for the secret key:
@$%"&™()_+-<>{}[1;":

This command is supported on the Brocade VDX 6740 and Brocade VDX 2740.

Enter no fcsp auth-secret dhchap nodeswitch_wwnn to remove the DHCHAP authentication secrets
from the data base, so that the switch with the given WWN cannot connect to the local switch.

Examples  To set the shared secret for DH-CHAP authentication:

switch# fcsp auth-secret dhchap node 50:00:51:ed:2d:c0:1e:64 \peer-secret 12345678
local-secret 87654321

To remove the DH-CHAP authentication secrets from the database:

switch# no fcsp auth-secret dh-chap node 50:00:51:ed:2d:c0:1le:64

Shared secret successfully removed

Related fcsp auth, show fcsp auth-secret dh-chap, show running-config fcsp auth
Commands
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fec-enable

Syntax
Modes

Usage Guidelines

Examples

History

Configures the state of the Forward Error Correction (FEC) on an interface port.
fec-enable

no fec-enable

Interface configuration mode

Use the no form of the command to disable FEC.

To configure FEC for an interface port.

switch (config)# interface fibre-channel 1/0/1
switch(conf-if-fi-1/0/1)# fec-enable

fec-enable

Release version Command history

5.0.0 This command was introduced.
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fill-word

fill-word

Syntax

Command Default

Parameters

Modes

Usage Guidelines

358

Examples

Related
Commands

Configures the link initialization and fill word primitives for an 8-Gbps Fibre Channel port.
fill-word { idle-idle | arbff-arbff | idle-arbff | aa-then-ia }

The fill-word value is idle-idle.

idle-idle

Sets IDLE mode for the link initialization and IDLE as the fill word.
arbff-arbff

Sets ARB(ff) for the link initialization and ARB(ff) as the fill word,
idle-arbff

Sets IDLE mode for the link initialization and ARB(ff) as the fill word,
aa-then-ia

Attempts arbff-arbff first. If the attempt fails, goes into idle-arbff mode. The aa-
then-ia mode is preferable as it captures more cases.

Interface Fibre Channel configuration mode

By default, this command disables and re-enables the port and the port comes online with the new fill
word setting.

This command can be used only on Network OS platforms with Fibre Channel ports (Brocade VDX
6740), in Brocade VCS Fabric mode, and with the FCoE license installed.

This command should be left at the default setting unless the remote port requires a specific setting for
fill word.

To set the fill word Fibre Channel port attribute:

switch (config)# interface FibreChannel 7/0/2
switch (config-FibreChannel-7/0/2)# fill-word arbff-arbff

interface, isl-r_rdy, show running-config interface FibreChannel, shutdown, speed (Fibre
Channel), trunk-enable, vc-link-init
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filter-change-update-delay

Sets a delay to change the delay in the filter-change status prompt from the default.
Syntax filter-change-update-delay delay_time
no filter-change-update-delay
Command Default  The default value is 10.

Parameters  delay_time

The delay, in seconds, in the filter-change status prompt. Range is from 0
through 600.

Modes  RBridge ID configuration mode

Usage Guidelines  Enter O (zero) or use the no form of this command to disable the timer.
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fips root disable

Permanently disables root access to a switch for compliance with Federal Information Processing
Standards (FIPS).

Syntax fips root disable
Command Default  Root access is enabled.
Modes Privileged EXEC mode

Usage Guidelines  Use this command to disable root access to a switch permanently when preparing the switch for FIPS
compliance. Refer to the Network OS Administrator’s Guide for details about preparing a switch for
FIPS compliance.

Under normal operation, this command is hidden to prevent accidental use. Enter the unhide fips
command with password "fibranne" to make the command available.

This command applies only in fabric cluster mode. It can be issued only from a user account with the
admin role assigned.

ijf CAUTION

Once root access is disabled, it cannot be re-enabled.

Examples To disable root access to a switch:

switch# unhide fips
Password: ****x
switch# fips root disable

This operation disables root account. Do you want to continue? [yes,NO] yes

360 Network OS Command Reference
53-1003456-02



fips selftests

fips selftests

Syntax
Command Default
Modes

Usage Guidelines

A\

Enables Federal Information Processing Standards (FIPS) self tests which will be performed when the
switch boots. If the tests run successfully, the switch comes up in the FIPS compliant state.

fips selftests
The switch operates in the non-FIPS compliant state.
Privileged EXEC mode

The FIPS self tests include known answer tests (KATs) that exercise various features of FIPS
algorithms and conditional tests that test the randomness of random number generators and check for
signed firmware. These tests run when the switch boots. Successful completion of these tests places
the switch into the FIPS-compliant state. If any test returns an error, the switch reboots and runs the
tests again. Whether tests succeed or fail, you cannot return the switch to the non-FIPS compliant state.

Under normal operation, this command is hidden to prevent accidental use. Enter the unhide fips
command with password "fibranne" to make the command available.

You typically use this command after disabling non-FIPS compliant features on the switch and
configuring secure ciphers, but before zeroizing the switch with the fips zeroize command. These non-
FIPS compliant features that must be disabled include Brocade VCS Fabric mode, the Boot PROM, root
access, TACACS+ authentication, and the dot1x feature. Secure ciphers that must be configured are for
the SSH protocol and (optionally) for the Lightweight Directory Access Protocol (LDAP) protocol. The
fips zeroize command erases all critical security parameters and reboots the switch. Refer to Network
OS Administrator’s Guide for details about preparing a switch for FIPS compliance.

This command applies only in fabric cluster mode. It can be entered only from a user account with the
admin role assigned.

CAUTION

This command should be used only by qualified personnel. Once a switch is in the FIPS-
compliant state, you cannot return it to the non-FIPS compliant state.

Examples  To enable the FIPS self tests:
switch# unhide fips
Password: *****
switch# fips selftests
Self tests enabled

Related fips zeroize, prom-access disable, show prom-access, unhide fips

Commands
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fips zeroize

Syntax
Command Default
Modes

Usage Guidelines

A\

Examples

Related
Commands

362

Removes all critical security parameters from a switch in readiness for compliance with Federal
Information Processing Standards (FIPS) and reboots the switch.

fips zeroize
The switch operates in the non-FIPS compliant state.
Privileged EXEC mode

This command erases all critical security parameters from the switch in readiness for FIPS compliance
including passwords, shared secrets, and private keys. This command also reboots the switch. If FIPS
self tests are enabled and they run successfully during reboot, then the switch comes up in the FIPS-
compliant mode. If the FIPS self tests return errors, the switch reboots and runs the tests again.

Under normal operation, this command is hidden to prevent accidental use. Enter the unhide fips
command with password "fibranne" to make the command available.

Typical use of this command is after disabling non-FIPs compliant features, configuring secure ciphers,
and enabling FIPS self tests with the fips selftests command. These non-FIPS compliant features that
must be disabled include Brocade VCS Fabric mode, the Boot PROM, root access, TACACS+
authentication, and the dot1x feature. Secure ciphers that must be configured are for the SSH protocol
and (optionally) for the Lightweight Directory Access Protocol (LDAP) protocol. Refer to the Network OS
Administrator’s Guide for details about preparing a switch for FIPS compliance.

This command applies only in fabric cluster mode. This command can be entered only from a user
account with the admin role assigned.

CAUTION

This command should be used only by qualified personnel. Once a switch is in the FIPS-
compliant state, you cannot return it to the non-FIPS compliant state.

To erase all critical security parameters from a switch:

switch# unhide fips
Password: ****x*
switch (config)# fips zeroize

This operation erases all passwords, shared secrets, private keys etc. on the switch.
Do you want to continue? [yes,NO] yes

fips selftests, prom-access disable, show prom-access, unhide fips
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firmware activate

Activates the firmware in the local or remote nodes after installing the firmware that was downloaded
with firmware download noactivate command.

Syntax firmware activate [ rbridge-id { rbridge-id } | all } ]
Command Default  Activation of the firmware is performed manually by default after a download.

Parameters  rbridge-id
Specifies an RBridge or all RBridges.

rbridge-id

Specifies an RBridge ID.
all

Specifies all RBridges.
noactivate

Downloads the firmware without activating it.
Modes  Privileged EXEC mode
Usage Guidelines By default, the firmware download command downloads the firmware to the system, reboots the
system, and commits the firmware automatically. You can specify the noactivate parameter to

download the firmware to the system without activating it (the node is not rebooted). The user can run
the firmware activate command later to activate the firmware.

Examples  To activate firmware on switch nodes 1, 2, 3, and 5:

switch# firmware activate rbridge-id ridl-rid3,rid5

Related firmware download, firmware restore, show version, show firmwaredownloadstatus
Commands
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firmware commit

Commits a firmware upgrade.
Syntax  firmware commit
Modes  Privileged EXEC mode

Usage Guidelines  The firmware download command updates the secondary partitions only. When the firmware
download command completes successfully and the switch reboots, the system swaps partitions. The
primary partition (with the previous firmware) becomes the secondary partition, and the secondary
partition (with the new firmware) becomes the primary partition.

By default, firmware download automatically commits the firmware after the switch reboots. If you
disable auto-commit mode when running firmware download, you must execute firmware commit to
commit the new firmware to the secondary partition.

This command is supported only on the local management modules.

You must run the firmware download command with the nocommit parameter set for the following
firmware commit operation to succeed.

Examples = To commit the firmware:

switch# firmware commit

Validating primary partition...
Doing firmwarecommit now.
Please wait ...

Replicating kernel image

FirmwareCommit completes successfully.

Related firmware download, show versionshow version
Commands
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firmware download

Syntax

Command Default

Downloads the firmware on the local switch.

firmware download { default-config | ftp | scp | sftp | usb | interactive } [ manual ] [ nocommit ] [
noreboot | [ noactivate ] [ coldboot ] host { hostname | host_ip_address } user username password
password directory directory [ file file_name ] [ ves-mode vcsmode ] [ ves-id ves/D ] [ rbridge-id
rbridge-id 1]

By default, firmware download downloads the firmware to the system, reboots the system, and
commits the firmware automatically. The user can specify noactivate to download the firmware to the
system without activating it (the node is not rebooted). The user can run firmware activate later to
activate the firmware.

Parameters  default-config

Sets the configuration back to default except for the following parameters: VCS
mode, VCS ID, and RBridge ID. These three parameters are retained except
when the options to change their values are specified.

ftp | scp | sftp | usb
Valid protocols are ftp (File Transfer Protocol) or scp (Secure Copy), sftp (SSH
File Transfer Protocol), usb (universal serial bus). The values are not case-
sensitive.

interactive
Runs firmware download in interactive mode. You are prompted for input.

manual
Updates a single management module in a chassis with two management
modules. You must log in to the management module through its dedicated
management |IP address. This parameter is ignored when issued on a Top-of-
Rack (ToR) switch or in a chassis with only one management module.

nocommit
Disables auto-commit mode. When auto-commit mode is disabled, firmware is
downloaded only to the primary partition. You must execute the firmware
commit command manually to propagate the new image to the secondary
partition.

noreboot
Disables auto-reboot mode. When auto-reboot mode is disabled, you must
reboot the switch manually.

noactivate
Downloads the firmware to the system without activating it.

coldboot
Downloads the firmware to the system and reboots both the active and standby
MMs. Caution: Do not use this option unless instructed to do so by Brocade
Technical Support.

host
Specifies the host by DNS name or IP address.

hostname
Specifies an IPv4 DNS host name.
host_ip_address
Specifies the host IP address. IPv4 and IPv6 addresses are supported.

directory directory

Specifies a fully qualified path to the directory where the firmware is located.
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Modes

Usage Guidelines

366

Examples

file file_name

Specifies the firmware .plist file. This parameter is optional; if unspecified, the
default file, release.plist, is used.
user username

Specifies the user login name for the host.
password password

Specifies the account password.
vcs-mode vesmode

Specifies the new VCS mode. If not set, the existing VCS mode is used. Itis
only available in local firmware download.
ves-id vesiD

Specifies the new VCS ID. If not set, the existing VCS ID is used. It is only
available in local firmware download.

rbridge-id rbridge-id
Specifies the new RBridge ID. If not set, the existing RBridge ID is used. It is
only available in local firmware download. ,

Privileged EXEC mode

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

The device components supported by this command have two partitions of nonvolatile storage (primary
and secondary) to store two firmware images. This command always downloads the new image to the
secondary partition and then swaps partitions, so the secondary partition becomes the primary partition.

By default, the firmware download process reboots the system and activates the new image. Finally,
the process performs a firmware commit operation to copy the new image to the other partition. This
command supports firmware upgrades on the local switch only.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

In a dual-MM system, if you specify the manual option with the default-config option, make sure you
execute the same command on both MMs. After firmware download is completed on both MMs, you
must reboot them at the same time. Otherwise, the MMs may run into configuration mismatch issues.

In logical chassis cluster mode, you have the option to download firmware to multiple nodes:

switch# firmware download interactive

Do you want to download to multiple nodes in the cluster? [y/n]: y
Server name or IP address:
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To perform a manual firmware download to a single management module:

switch# firmware download interactive
Server name or IP address: 10.31.2.25
File name: /users/home50/dist/NOSv5.0.0
Protocol (ftp, scp): ftp

User: admin

Password: *kkkkkkkkx

Do manual download [y/n]: y

Reboot system after download? [y/n]: y
Do Auto-Commit after Reboot? [y/n]: y

System sanity check passed.

You are running a firmware download on dual MM system with 'manual' option. This will
upgrade the firmware only on the local MM.

This command will cause a cold/disruptive reboot and will require that existing
telnet, secure telnet or SSH sessions be restarted.

Do you want to continue? [y/n]: y

(Output truncated)

To download firmware to a local node:

switch# firmware download protocol ftp host 10.1.2.30 user fvt password prayé4green
path /dist file release.plist

This command will download the firmware to the local node. You will need to run
firmware activate to activate the firmware after this command completes.

Do you want to continue? [y/n]: y

2010/01/29-23:48:35, [HAM-1004], 226, switchid 1, CHASSIS | VCS, INFO,

Brocade switch,

Firmwaredownload has started on the switch.

To download firmware using the default-config option with VCS mode 1, VCS ID 7, and RBridge 10,
use the following command:

swO# firmware download default-config ftp host 10.20.1.3 user fvt password pray4dgreen
directory dist file release.plist vcs-mode 1 vcs-id 7 rbridge-id 10

Performing system sanity check...

This command will set the configuration to default and set the following parameters:
vcs-mode, vcs-id and rbridge-id.

This command will cause Cold reboot on both MMs at the same time and will require
that existing telnet, secure telnet or SSH sessions be restarted.

Do you want to continue? [y/n]: y

host 10.20.1.3 user fvt password pray4green directory dist file release.plist
Performing system sanity check...

This command will set the configuration to default and set the following parameters:
vcs-mode, vcs-id and rbridge-id.

This command will cause Cold reboot on both MMs at the same time and will require
that existing telnet, secure telnet or SSH sessions be restarted.

Do you want to continue? [y/n]: y

Related firmware commit, firmware restore, show firmwaredownloadstatus, show versionshow version
Commands
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firmware download ftp

Specifies FTP as the protocol used to perform a firmware download.

Syntax  firmware download ftp [ coldboot ] [ manual ] [ nocommit ] [ noreboot ] host { hostname |
host_ip_address } user username password password directory directory [ file file_name ]

Command Default By default, downloads the firmware to the system, reboots the system, and commits the firmware
automatically. The user can specify noactivatefirmware download to download the firmware to the
system without activating it (the node is not rebooted). The user can run firmware activate later to
activate the firmware.

Parameters coldboot

Downloads the firmware to the system and reboots both the active and standby
MMs. Caution: Do not use this option unless instructed to do so by Brocade
Technical Support.

directory directory

Specifies a fully qualified path to the directory where the firmware is located.
file file_name

Specifies the firmware .plist file. This parameter is optional; if unspecified, the
default file, release.plist, is used.
host

Specifies the host by DNS name or IP address.

hostname

Specifies an IPv4 DNS host name.
host_ip_address

Specifies the host IP address. IPv4 and IPv6 addresses are supported.
manual

Updates a single management module in a chassis with two management
modules. You must log in to the management module through its dedicated
management IP address. This parameter is ignored when issued on a compact
switch or in a chassis with only one management module.

noactivate

Performs a firmware download without activation on the local switch.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is
downloaded only to the primary partition. You must execute the firmware
commit command manually to propagate the new image to the secondary
partition.
noreboot
Disables auto-reboot mode. When auto-reboot mode is disabled, you must
reboot the switch manually. If auto-commit mode was disabled, you must
perform a manual firmware commit operation after the switch comes back up.
password password

Specifies the account password.
user username

Specifies the user login name for the host.
Modes Privileged EXEC mode

Usage Guidelines  Use this command to download firmware from an external host.
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The device components supported by this command have two partitions of nonvolatile storage (primary
and secondary) to store two firmware images. This command always downloads the new image to the
secondary partition and then swaps partitions, so the secondary partition becomes the primary partition.

By default, the firmware download process reboots the system and activates the new image. Finally,
the process performs a firmware commit operation to copy the new image to the other partitionThis
command supports firmware upgrades on the local switch only.

This command does not support pagination.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

Related firmware commit, firmware restore, firmware download, show firmwaredownloadstatus, show
Commands version
Network OS Command Reference 369

53-1003456-02



firmware download interactive

firmware download interactive

Allows the user to select firmware download parameters interactively before starting a firmware
download.

Syntax  firmware download interactive

Command Default By default, firmware download downloads the firmware to the system, reboots the system, and
commits the firmware automatically.

Modes  Privileged EXEC mode
Usage Guidelines  Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

The device components supported by this command have two partitions of nonvolatile storage (primary
and secondary) to store two firmware images. This command always downloads the new image to the
secondary partition and then swaps partitions, so the secondary partition becomes the primary partition.

By default, the firmware download process reboots the system and activates the new image. Finally,
the process performs a firmware commit operation to copy the new image to the other partition.This
command does not support pagination.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

Examples  To perform a firmware download in interactive mode using default parameters:

switch# firmware download interactive

firmware download interactive
Server name or IP address: 10.31.2.25

File name: /users/home40/Builds/NOS v5.0.0
Protocol (ftp, scp, sftp): ftp

User: fvt

Password: KKK KKK KK KKk

Do manual download [y/n]l: n

System sanity check passed.
Do you want to continue? [y/n]l: y

Related firmware commit, firmware restore, firmware download, show firmwaredownloadstatus, show
Commands version
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firmware download logical-chassis

Downloads the firmware onto the switches.

Syntax  firmware download logical-chassis default-config { ftp | scp | sftp } host host_ip user username
password password path path [ rbridge-id { rbridge-id | all } ] [ auto-activate ]

Command Default ~ After firmware is downloaded to the nodes, the command returns without rebooting the nodes. You will
need to run firmware activate to active the new firmware on the nodes.

Parameters  default-config

Sets the configuration back to default except the following parameters: VCS
mode, VCS ID, and RBridge ID. These three parameters are retained.

ftp

Specifies FTP as the protocol used to download the firmware.
scp

Specifies SCP as the protocol used to download the firmware.
sftp

Specifies SFTP as the protocol used to download the firmware.
host host_ip

Specifies the host IP address.
user username

Specifies the username.
password password
Specifies the password.
path path
Specifies the filename path where the firmware is located.
auto-activate
Specifies to automatically activate the firmware on the switches after installing
the firmware.

coldboot
Downloads the firmware to the system and reboots both the active and standby
MMs. Caution: Do not use this option unless instructed to do so by Brocade
Technical Support.
rbridge-id
Specifies an RBridge or all RBridges.
rbridge-id
Specifies an RBridge ID.
all

Specifies all RBridges.
Modes  Privileged EXEC mode
Usage Guidelines = This command is controlled by a principal node (coordinator) and executed on individual nodes in the
VCS cluster. All sanity check error and warning messages are displayed on the coordinator user

session. If an error results during the Installation, the firmware download request is aborted.

Examples  To activate firmware on switch nodes 1, 2, 3, and 5:

switch# firmware activate rbridge-id ridl-rid3,rid5
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To perform a firmware recovery on all switch nodes:

switch# firmware recover rbridge-id all

To automatically activate firmware on switch nodes rbridge-id 161 and 62 when in logical chassis
cluster mode:

switch# firmware download logical-chassis scp host 10.31.2.25 user release user
password releaseuser directory /pub/sre/SQA/nos/nos5.0.0/nos5.0.0 bld42 auto-activate
rbridge-id 161,62

To reboot switches in a specific order, which can be done from any node:

switch# firmware download logical-chassis rbridge-id all
path

path.

firmware activate rbridge-id 2

firmware activate rbridge-id 3

firmware activate rbridge-id 4
firmware activate rbridge-id 1

To download firmware using the default-config option, use the following command:

swO0# firmware download logical-chassis default-config ftp host 10.1.2.30 user fvt
password brocade directory /dist/nos/5.0.0b1d26 file release.plist rbridge-id 1,2-3

Rbridge-id Sanity Result Current Version
1 Disruptive 5.0.0
2 Disruptive 5.0.0
3 Disruptive 5.0.0

You are invoking firmware download with the provision option. This command will
download the new firmware to the specified nodes, default their configuration, and
reboot them automatically.

Do you want to continue? [y/n]: y

Related firmware activate, firmware recover, show firmwaredownloadstatus, show version
Commands
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firmware download scp

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Specifies SCP as the protocol used to perform a firmware download.

firmware download scp [ coldboot ] [ manual ] [ nocommit ] [ noreboot ] host { hostname |
host_ip_address } user username password password directory directory [ file file_name ] [
noactivate ]

A filename is optional. If no filename is specified, release.plist, is used.

coldboot

Downloads the firmware to the system and reboots both the active and standby
MMs. Caution: Do not use this option unless instructed to do so by Brocade
Technical Support.

manual

Performs a firmware download on the local switch.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is
downloaded only to the primary partition. You must execute the firmware
commit command manually to propagate the new image to the secondary
partition. (Skips auto-commit after firmware download.)

noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must

reboot the switch manually. If auto-commit mode was disabled, you must

perform a manual firmware commit operation after the switch comes back up.
host

Specifies the host by DNS name or IP address.

hostname

Specifies an IPv4 DNS host name.
host_ip_address

Specifies the host IP address. IPv4 and IPv6 addresses are supported.
user username

Specifies the user login name for the host.
password password

Specifies the account password.
directory directory

Specifies a fully qualified path to the directory where the firmware is located.
file file_name

Specifies the firmware .plist file. This parameter is optional.
noactivate

Performs a firmware download without activation on the local switch.
Privileged EXEC mode.

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

The device components supported by this command have two partitions of nonvolatile storage (primary
and secondary) to store two firmware images. This command always downloads the new image to the
secondary partition and then swaps partitions, so the secondary partition becomes the primary partition.
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By default, the firmware download process reboots the system and activates the new image. Finally,
the process performs a firmware commit operation to copy the new image to the other partitionThis
command supports firmware upgrades on the local switch only.

This command does not support pagination.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

Related firmware commit, firmware restore, show firmwaredownloadstatus, show version
Commands
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firmware download sftp

Syntax

Parameters

Modes

Usage Guidelines

Specifies SFTP as the protocol used to perform a firmware download.

firmware download sftp [ coldboot ] directory directory [ manual ] [ nocommit ] [ noreboot ] host {
hostname | host_ip_address } user username password password directory directory [ file file_name ]
[ noactivate ]

coldboot

Downloads the firmware to the system and reboots both the active and standby
MMs. Caution: Do not use this option unless instructed to do so by Brocade
Technical Support.
directory directory
Specifies a fully qualified path to the directory where the firmware is located.
file filename
Specifies the firmware .plist file. This parameter is optional; if unspecified, the
default file, release.plist, is used.
host

Specifies the host by DNS name or IP address.

hostname

Specifies an IPv4 DNS host name.
host_ip_address

Specifies the host IP address. IPv4 and IPv6 addresses are supported.

manual
Performs a firmware download on the local switch.
no activate
Performs a firmware download without activation on the local switch.
nocommit
Disables auto-commit mode. When auto-commit mode is disabled, firmware is
downloaded only to the primary partition. You must execute the firmware
commit command manually to propagate the new image to the secondary
partition. (Skips auto-commit after firmware download.)
noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must

reboot the switch manually. If auto-commit mode was disabled, you must

perform a manual firmware commit operation after the switch comes back up.
password password

Specifies the account password.
user username

Specifies the user login name for the host.
Privileged EXEC mode

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

The device components supported by this command have two partitions of nonvolatile storage (primary
and secondary) to store two firmware images. This command always downloads the new image to the
secondary partition and then swaps partitions, so the secondary partition becomes the primary partition.

By default, the firmware download process reboots the system and activates the new image. Finally,
the process performs a firmware commit operation to copy the new image to the other partitionThis
command supports firmware upgrades on the local switch only.
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This command does not support pagination.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

Related firmware commit, firmware restore, show firmwaredownloadstatus, show version
Commands
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firmware download usb

Syntax

Command Default

Parameters

Modes

Usage Guidelines

Specifies USB as the protocol used to perform a firmware download.

firmware download usb [ coldboot ] [ noactivate ] [ nocommit ] [ noreboot ] [ manual ] directory
directory

By default, the firmware download process reboots the system and activates the new image. Finally,
the process performs a firmware commit operation to copy the new image to the other partition.

coldboot

Downloads the firmware to the system and reboots both the active and standby
MMs. Caution: Do not use this option unless instructed to do so by Brocade
Technical Support.

directory directory

Specifies a fully qualified path to the directory where the firmware is located.
manual

Updates a single management module in a chassis with two management

modules. You must log in to the management module through its dedicated

management IP address. This parameter is ignored when issued on a Top-of-

Rack (ToR) switch or in a chassis with only one management module.
noactivate

Performs a firmware download without activation on the local switch.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is
downloaded only to the primary partition. You must execute the firmware
commit command manua