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Introduction

This guides describes the Avaya Command Line Interface (ACLI) commands for the configuration of various features in Avaya
ERS3500 for the 5.2 release.

This document provides two different ways of navigating ACLI command documentation.

« alphabetically Each command is listed corresponding to the first letter of the command.
» command mode Each command mode page has a list of commands that are available in that mode. Each page is organized
alphabetically for those commands in that mode.

Use the 'find-in-page' function of the browser to search for a command based on the page you are viewing. Most browsers launch
'find' using CTRL+F.

Notice

While reasonable efforts have been made to ensure that the information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the right to make changes and corrections to the information in
this document without the obligation to notify any person or organization of such changes.

Documentation disclaimer

Avaya shall not be responsible for any modifications, additions, or deletions to the original published version of this documentation
unless such modifications, additions, or deletions were performed by Avaya. End User agree to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web sites referenced within this site or documentation(s)
provided by Avaya. Avaya is not responsible for the accuracy of any information, statement or content provided on these sites and
does not necessarily endorse the products, services, or information described or offered within them. Avaya does not guarantee
that these links will work all the time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on this product. Refer to your sales agreement to establish the terms of the limited warranty. In
addition, Avaya's standard warranty language, as well as information regarding support for this product, while under warranty, is
available to Avaya customers and other parties through the Avaya Support Web site: http://www.avaya.com/support. Please note
that if you acquired the product from an authorized Avaya reseller outside of the United States and Canada, the warranty is
provided to you by said Avaya reseller and not by Avaya.

License types

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC., ANY
AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER (AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH AVAYA
OR AN AUTHORIZED AVAYA RESELLER. UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES NOT EXTEND
THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA
AUTHORIZED RESELLER, AND AVAYA RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE USING
OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER REFERRED TO INTERCHANGEABLY AS "YOU" AND "END USER"),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE


http://support.avaya.com/LICENSEINFO/

APPLICABLE AVAYA AFFILIATE ("AVAYA").
Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the Documentation(s) and Product(s)
provided by Avaya. All content on this site, the documentation(s) and the product(s) provided by Avaya including the selection,
arrangement and design of the content is owned either by Avaya or its licensors and is protected by copyright and other
intellectual property laws including the sui generis rights relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way any content, in whole or in part, including any code and
software. Unauthorized reproduction, transmission, dissemination, storage, and or use without the express written consent of
Avaya can be a criminal, as well as a civil, offense under the applicable law.

Third-party components

Certain software programs or portions thereof included in the Product may contain software distributed under third party
agreements ("Third Party Components"), which may contain terms that expand or limit rights to use certain portions of the
Product ("Third Party Terms"). Information regarding distributed Linux OS source code (for those Products that have distributed
the Linux OS source code), and identifying the copyright holders of the Third Party Components and the Third Party Terms that

apply to them is available on the Avaya Support Web site: avaya.com/support/Copyright/.
Trademarks

The trademarks, logos and service marks (“"Marks”) displayed in this site, the documentation(s) and product(s) provided by Avaya
are the registered or unregistered Marks of Avaya, its affiliates, or other third parties. Users are not permitted to use such Marks
without prior written consent from Avaya or such third party which may own the Mark. Nothing contained in this site, the
documentation(s) and product(s) should be construed as granting, by implication, estoppel, or otherwise, any license or right in
and to the Marks without the express written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All other trademarks are the property of their respective owners.

Technical support

Avaya provides a telephone number for you to use to report problems or to ask questions about your product. The support
telephone number is 1-800-242-2121 in the United States. For additional support telephone numbers, see the Avaya Web site:

avaya.com/support.

If you purchased a service contract for your Avaya product from a distributor or authorized reseller, contact the technical support
staff for that distributor or reseller for assistance.

Documentation support

For the most current versions of documentation, see the Avaya Support Web site: avaya.com/support.
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AVAYA Alphabetical command listing

Home | Command modes | Alphabetical listing

Alphabetized list of commands
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- 14 commands
- 3 commands
- 23 commands
- 8 commands
- 23 commands
- 1 commands
- 2 commands
- 46 commands
- 20 commands
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P - 8 commands
Q - 25 commands
R - 16 commands
S - 236 commands
T - 10 commands
U - 1 commands
V - 11 commands
W - 2 commands
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AVAYA Command mode index

Home | Command modes | Alphabetical listing

Command mode index

The following command modes are available. Select the command mode to see a list of commands available in that mode.

Application configuration mode
FastEthernet configuration mode
Global configuration mode
Privileged EXEC mode

User Exec mode

VLAN Interface configuration mode

Back to top
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AVAYA Commands starting with A

Home | Command modes | Alphabetical listing

Commands starting with A organized alphabetically
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adac

adac call-server-port
adac detection

adac enable

adac mac-range-table
adac op-mode

adac uplink-port
adac voice-vlan

arp

asset-id
auto-negotiation-advertisements
auto-pvid

autosave
autotopology
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AVAYA Commands starting with B

Home | Command modes | Alphabetical listing

Commands starting with B organized alphabetically
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AVAYA Commands starting with C

Home | Command modes | Alphabetical listing

Commands starting with C organized alphabetically
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clear arp-cache

clear ip-blocking

clear ip forward-protocol

clear ip forward-protocol udp counters
clear license

clear loggin
clear mac-address-table

clear stack port-statistics
clear-stats

clear system last-exception
cli

clock summer-time

clock time-zone

configure network address
configure network filename
configure network | -on-boot
configure terminal

configure usb

copy config

copy running-config tftp

copy running-config usb

copy sftp

copy tftp
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AVAYA Commands starting with D

Home | Command modes | Alphabetical listing

Commands starting with D organized alphabetically
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default http-port

default slamon oper-mode
disable

download address
download diag
download image
download no-reset

duplex
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AVAYA Commands starting with E

Home | Command modes | Alphabetical listing

Commands starting with E organized alphabetically
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eapol (FastEthernet configuration mode)

eapol guest-vlan

eapol guest-vlan (FastEthernet configuration mode)
eapol multihost

eapol multihost dummy-adac-radius-requests
eapol multihost fail-open-vlan

eapol multihost (FastEthernet configuration mode)
eapol multihost multivlan

eapol multihost hon-eap-mac

eapol multihost non-eap-pwd-fmt

eapol multihost non-eap-user-based-policies
eapol multihost voip-vlan

edm help-file-path

enable

end

end (VLAN Interface configuration mode)

energy-saver (FastEthernet configuration mode

energy-saver (Global configuration mode)

energy-saver (Privileged EXEC mode

energy-saver schedule
exit

exit (VLAN Interface configuration mode)
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AVAYA Commands starting with F

Home | Command modes | Alphabetical listing
Commands starting with F organized alphabetically

IBICIDIEIEIHILIILIMIBPIQIRISITIUIVIW

>

« flowcontrol

AIBICIDIEIEIHILIILIMIBIQIRISITIUIVIW

Avaya ERS 3500 Release 5.2
NN47203-103 Avaya Command Line Interface Commands Reference
Version 01.01 March 2014
©Avaya Inc. 2014 All Rights Reserved.
Avaya.com/support


http://www.avaya.com/support

AVAYA Commands starting with H

Home | Command modes | Alphabetical listing

Commands starting with H organized alphabetically
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AVAYA Commands starting with |

Home | Command modes | Alphabetical listing

Commands starting with | organized alphabetically
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igmp last-member-query-interval
igmp guery-interval

igmp guery-max-response
igmp send-query

install

interface FastEthernet
interface vlan

i ress

ip address (VLAN Interface configuration mode)
ip_arp-inspection
ip_arp-inspection

ip arp-inspection (FastEthernet configuration mode

ip blocking mode

ip bootp

ip default-gateway

ip dhcp client lease

ip dhcp-relay

ip dhcp-relay (FastEthernet configuration mode)

ip dhcp-relay (VLAN Interface configuration mode)
ip_dhcp-snooping

ip_dhcp-snooping

ip_dhcp-snooping vian

ip directed-broadcast

ip domain-name

ip forward-protocol

ip forward-protocol udp (VLAN Interface configuration mode)
ip igmp

ip_igmp filter

ip_igmp flush vlan

ip igmp mrouter

ip name-server

ip route

ip routing

ip routing (VLAN Interface configuration mode)
ipv6

ipv6 address

ipv6 default-gateway

ipv6 neighbor
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AVAYA Commands starting with L

Home | Command modes | Alphabetical listing

Commands starting with L organized alphabetically
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lacp aggregation

lacp clear-stats

lacp key

lacp key (FastEthernet configuration mode
lacp mode

lacp priority

lacp system-priority

lacp timeout-time

lidp

lldp (FastEthernet configuration mode

lidp location-identification (FastEthernet configuration mode
lIdp med-network-policies

lidp tx-tlv

lidp tx-tlv dotl

lidp tx-tlv dot3
lldp tx-tlv me

lldp tx-tlv vendor-specific avaya (FastEthernet configuration mode
lldp vendor-specific avaya (FastEthernet configuration mode
logging

logout
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AVAYA Commands starting with M

Home | Command modes | Alphabetical listing

Commands starting with M organized alphabetically
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e mac-address-table
e mac-security
* mac-security (FastEthernet configuration mode)
e mit
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AVAYA Commands starting with P

Home | Command modes | Alphabetical listing

Commands starting with P organized alphabetically
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e poe poe-limit (for POE+ units)
e poe poe-limit (for POE units)

e poe poe-priority
e poe poe-shutdown
e port-mirroring
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AVAYA Commands starting with Q

Home | Command modes | Alphabetical listing

Commands starting with Q organized alphabetically
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gos acl-assign

gos action

gos agent ag-mode

gos agent nvram-delay
gos agent reset-default
gos agent statistics-tracking
qos classifier

qos classifier-block

qos clear-stats

gos egressmap

gos if-action-extension
gos if-assign

gos if-assign (FastEthernet configuration mode)
gos if-group

gos if-queue-shaper

qos if-shaper

gos ingressmap

qos ip-acl

qos ip-element

gos 12-acl

gos [2-element

qgos meter

qos policy

gos gqueue-set-assignment
qgos system-element
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AVAYA Commands starting with R

Home | Command modes | Alphabetical listing

Commands starting with R organized alphabetically
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radius accounting
radius dynamic-server
radius reachability
radius-server

radius use-management-ip
rate-limit

rear-ports mode
reload

renew

renumber

restore

rmon alarm

rmon event

rmon history

rmon stats

run_ipoffice
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AVAYA Commands starting with S

Home | Command modes | Alphabetical listing

Commands starting with S organized alphabetically
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save
show adac

show adac detection
show adac interface

show adac mac-range-table

show application slamon agent
show arp (Privileged EXEC mode)
show arp-table

show arp (User Exec mode)

show auto-negotiation-advertisements
show auto-negotiation-capabilities
show auto-pvid

show autosave

show autotopology

show banner

show boot

show cli

show clock

show config-network

show cpu-utilization

show eapol

show edm help-file-path
show energy-saver

show energy-saver savings
show energy-saver schedule
show environmental

show http-port

show interfaces

show ip arp-inspection interface
show ip arp-inspection (Privileged EXEC mode)
show ip arp-inspection (User Exec mode)
show ip arp-proxy

show ip default-ttl

show ip dhcp

show ip dhcp-relay

show ip dhcp-relay counters
show ip dhcp-relay fwd-path
show ip dhcp-relay interface
show ip dhcp-snooping

show ip dhcp-snooping bindin
show ip dhcp-snooping interface
show ip dhcp-snooping vilan
show ip directed-broadcast
show ip dns

show ip forward-protocol

show ip igmp cache

show ip igmp group

show ip igmp group-ext

show ip igmp interface



show ip igmp router-alert
show ip igmp snooping

show ip mgmt

show ipmgr

show ip netstat

show ip (Privileged EXEC mode)
show ip route

show ip routing

show ip source

show ip (User Exec mode)

show ipv ress

show ipv6 address interface
show ipv6 default-gateway
show ipv6 global

show ipv6 interface

show ipv6 interface icmpstatistics
show ipv6 interface statistics
show ipv6 interface (User Exec mode)
show ipv6 neighbor

show ipv6 neighbor interface
show ipv6 neighbor summary
show ipv6 neighbor type

show ipv6 tcp

show ipv6 tcp connections
show ipv6 tcp listener

show ipv6 udp

show ip verify

show lacp aggr

show lacp debug

show lacp key

show lacp port

show lacp stats

show lacp system

show lldp local-sys-data

show lldp med-network-policies
show lldp mgmt-sys-data

show lldp neighbor

show lldp neighbor-mgmt-addr
show lldp pdu-tlv-size

show lldp port

show lldp rx-stats

show lldp stats

show lldp tx-stats

show lidp tx-tlv

show lldp vendor-specific

show logging

show mac-address-table address

show mac-address-table aging-time
show mac-address-table mlt

show mac-address-table port
show mac-address-table vi
show mac-security

show memory-utilization
show mlt

show password

show poe-main-status

show poe-port-status

show poe-power-measurement
show port-mirroring

show port-statistics

show gos acl-assign

show gos action
show gos agent

show gos capability

show gos classifier



show gos classifier-block
show gos diag

show gos egressmap

show gos if-action-extension
show gos if-assign

show qos if-group

show qos if-shaper

show qos ingressmap

show gos ip-acl

show gos ip-element

show gos 12-acl

show gos 12-element

show gos meter

show gos policy

show gos port

show gos gueue-set

show gos queue-set-assignment
show gos statistics

show gos system-element
show radius

show radius accounting
show radius dynamic-server
show radius reachability
show radius-server

show radius use-management-ip
show rate-limit

show rmon alarm

show rmon ethernet history

show rmon ethernet packets
show rmon ethernet statistics

show rmon event

show rmon history

show rmon stats

show running-config

show slpp-guard

show snmp-server

show sntp

show spanning-tree

show spanning-tree bpdu-filtering
show spanning-tree rstp
show spanning-tree rstp port
show ssh

show stack

show stack-info

show stack-monitor

show storm-control

show sys-info
show system
show tacacs

show tech

show telnet

show telnet-access
show terminal

show tftp-server

show vlacp

show vlan configcontrol
show vlan dhcp-relay
show vlan id

show vlan igmp
show vlan interface
show vlan ip

show vlan mgmt
show vlan multicast
show vlan summary
show vlan type



e show vlan voice-vilan

e show web-server

e shutdown

« shutdown (FastEthernet configuration mode)
» slamon agent

» slamon agent-comm-port

» slamon agent ip address

* slamon agent port
» slamon cli

e slamon cli enable

e slamon cli-timeout

e slamon cli-timeout-mode

e slamon cli-timeout-mode enable
e slamon ntr

» slamon oper-mode
« slamon oper-mode enable
¢ slamon refuse-server-tests

* slamon rtp

e slamon server- SsS

« slamon server ip address
» slamon server port

e slpp-guard

» slpp-guard ethertype

e snmp-server bootstrap
e snmp-server community
e snmp-server contact

e snmp-server disable

e snmp-server enable

e snmp-server host

» snmp-server location

e sSnMmp-server name

e snmp-server notification-control

e snmp-server notify-filter

e snmp-server user

e snmp-server view

e sntp enable

e sntp server primary

» sntp server secondary

» sntp sync-interval

e sntp sync-now

* spanning-tree bpdu-filtering

e spanning-tree bpdu-filtering (FastEthernet configuration mode

¢ spanning-tree mode

e spanning-tree rstp

e speed

» stack auto-unit-replacement

» stack auto-unit-replacement config

» stack auto-unit-replacement-image

« stack auto-unit-replacement remove-mac-address

o stack forced-mode

e stack-monitor

e stack reboot-on-failure

 stack retry-count

o storm-control all

o storm-control broadcast

o storm-control multicast

o storm-control unicast
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AVAYA Commands starting with T

Home | Command modes | Alphabetical listing

Commands starting with T organized alphabetically
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tacacs accounting
tacacs authorization

tacacs server
tacacs switch
telnet
telnet-access
terminal
tftp-server
trace
traceroute
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Home | Command modes | Alphabetical listing
Commands starting with U organized alphabetically
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>

e username
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Home | Command modes | Alphabetical listing

Commands starting with V organized alphabetically
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vlacp
vlacp (FastEthernet configuration mode

vlan configcontrol
vlan create
vlan delete

vlan igmp
vlan members

vlan mgmt
vlan name

vlan ports
vlan voice-vlan
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Commands starting with W

Home | Command modes | Alphabetical listing

Commands starting with W organized alphabetically
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e web-server
o write
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AVAYA Application configuration mode

Home | Command modes | Alphabetical listing

Application configuration mode

D

default slamon oper-mode

slamon agent-comm-port
slamon agent ip address

slamon agent port
slamon cli enable

slamon cli-timeout

slamon cli-timeout-mode enable
slamon ntr

slamon oper-mode enable
slamon refuse-server-tests
slamon rtp

slamon server-bypass

slamon server i ress

slamon server port
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AVAYA FastEthernet configuration mode

Home | Command modes | Alphabetical listing

FastEthernet configuration mode

A

e adac
e adac detection
* auto-negotiation-advertisements

clear ip-blockin
clear ip forward-protocol counters

clear stack port-statistics
clear-stats

clear system last-exception

o duplex

eapol (FastEthernet configuration mode)

eapol guest-vlan (FastEthernet configuration mode
eapol multihost (FastEthernet configuration mode)
eapol multihost hon-eap-mac

energy-saver (FastEthernet configuration mode)

« flowcontrol

« ip arp-inspection (FastEthernet configuration mode)

e ip dhcp-rel FastEthernet configuration mode
e ip igmp filter

lacp aggregation

lacp clear-stats

lacp key (FastEthernet configuration mode

lacp mode

lacp priority

lacp timeout-time

lldp (FastEthernet configuration mode

lidp location-identification (FastEthernet configuration mode
lldp med-network-policies

lldp tx-tlv

lidp tx-tlv dotl

lidp tx-tlv dot3

lidp tx-tlv med

lidp tx-tlv vendor-specific avaya (FastEthernet configuration mode)



lldp vendor-specific avaya (FastEthernet configuration mode)

mac-security (FastEthernet configuration mode)

poe poe-limit (for POE+ units)
poe poe-limit (for PoE units)
poe poe-priority

poe poe-shutdown

gos if-assign (FastEthernet configuration mode)
gos if-queue-shaper
qos if-shaper

show slpp-guard
shutdown (FastEthernet configuration mode)

slamon agent
slamon cli

slamon cli-timeout-mode
slamon oper-mode

slpp-guard
spanning-tree bpdu-filtering (FastEthernet configuration mode

speed

vlacp (FastEthernet configuration mode)
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-]
AVAYA Global configuration mode

Home | Command modes | Alphabetical listing

Global configuration mode

A

adac call-server-port
c enable

adac mac-range-table

adac op-mode

adac uplink-port

adac voice-vlan

arp

asset-id

auto-pvid

autosave

autotopology

e banner

o cli
e clock summer-time
e clock time-zone

o default http-port

eapol

eapol guest-vlan

eapol multihost

eapol multihost dummy-adac-radius-requests
eapol multihost fail-open-vlan

eapol multihost multivlan

eapol multihost non-eap-pwd-fmt

eapol multihost non-eap-user-based-policies

eapol multihost voip-vlan
enable

end
energy-saver (Global configuration mode
energy-saver schedule

o http-port

o interface FastEthernet
¢ interface vlan



ip address
ip_arp-inspection
ip_arp-inspection

ip blocking mode

ip bootp

ip default-gateway
ip dhcp client lease
ip dhcp-relay
ip_dhcp-snooping

ip dhcp-snooping
ip_dhcp-snooping vlan
ip directed-broadcast
ip domain-name

ip forward-protocol
ip igmp

ip mgmt

ipmagr

ip_ name-server

ip route

ip routing

ipv6

ipv6 address

ipv6 default-gateway
ipv6 neighbor

lacp key
lacp system-priority

lidp
loggin

mac-address-table

mac-securi
mit

password
poe
port-mirroring

gos acl-assign

gos action

gos agent ag-mode
gos agent nvram-delay
qgos agent reset-default
qgos agent statistics-tracking
qos classifier

gos classifier-block
gos clear-stats

gos egressmap

gos if-action-extension
gos if-assign

qos if-group

gos ingressmap

qos ip-acl

qos ip-element

gos 12-acl

gos [2-element

qgos meter

qos policy



gos queue-set-assignment
gos system-element

radius accounting
radius dynamic-server
radius reachability
radius-server

radius use-management-ip
rate-limit

rear-ports mode
renumber

rmon alarm

rmon event

rmon history

rmon stats

slpp-guard ethertype
snmp-server bootstrap
snmp-server community
snmp-server contact
snmp-server disable
shmp-server enable
snmp-server host
snmp-server location
snmp-server name

snmp-server notification-control
snmp-server notify-filter
shmp-server user
snmp-server view

sntp enable

sntp server primary

sntp server secondary

sntp sync-interval

sntp sync-now
spanning-tree u-filterin
spanning-tree mode
spanning-tree rstp

stack auto-unit-replacement

stack auto-unit-replacement-image
stack forced-mode

stack-monitor

stack reboot-on-failure
stack retry-count
storm-control all
storm-control broadcast
storm-control multicast
storm-control unicast

tacacs accounting
tacacs authorization

tacacs server
tacacs switch
telnet-access

tftp-server

username



vlacp

vlan configcontrol
vlan create

vlan delete

vlan igmp
vlan members

vlan mgmt
vlan name

vlan ports
vlan voice-vlan

web-server
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-]
AVAYA Privileged EXEC mode

Home | Command modes | Alphabetical listing

Privileged EXEC mode

B

e blink-leds
¢ boot

clear arp-cache

clear ip forward-protocol
clear license

clear logging

clear mac-address-table
configure network address
configure network filename
configure network load-on-boot
configure terminal
configure usb

copy config

copy running-config tftp
copy running-config usb
copy sftp

copy tftp

disable
download address
download dia

download image
download no-reset

e energy-saver (Privileged EXEC mode

e install
e ip igmp flush vlan

restore
run ipoffice

e o o o
—
(D
>
(D
=

e save
e show adac
« show adac detection



show adac interface

show adac mac-range-table
show application slamon agent
show arp (Privileged EXEC mode)
show auto-negotiation-advertisements
show auto-negotiation-capabilities
show autosave

show autotopology

show banner

show cli

show clock

show config-network

show eapol

show edm help-file-path

show environmental

show http-port

show ip arp-inspection (Privileged EXEC mode)
show ip dhcp-relay

show ip igmp cache

show ip igmp group

show ip igmp group-ext

show ip igmp interface

show ip igmp router-alert

show ip igmp snooping

show ipmgr

show ip (Privileged EXEC mode)
show ip source

show ipv6 interface

show ipv6 neighbor

show ip verify

show lacp aggr

show lacp debug

show lacp key

show lacp port

show lacp stats

show lacp system

show logging

show mac-address-table address

show mac-address-table aging-time
show mac-address-table mlt

show mac-address-table port
show mac-address-table vid

show mac-security

show mlt

show poe-main-status
show poe-port-status
show poe-power-measurement
show port-mirroring
show port-statistics
show gos acl-assign
show gos action

show gos agent

show gos capability
show qos classifier

show qos classifier-block
show gos diag

show gos egressmap
show gos if-action-extension
show gos if-assign

show gos if-group

show gos if-shaper
show gos ingressmap
show gos ip-acl

show gos ip-element
show gos 12-acl



show gos 12-element

show gos meter

show gos policy

show gos port

show gos gueue-set

show gos queue-set-assignment
show qos statistics

show gos system-element
show radius

show radius-server

show rate-limit

show rmon alarm

show rmon ethernet history

show rmon ethernet packets
show rmon ethernet statistics

show rmon event

show rmon history

show rmon stats

show running-config

show snmp-server

show sntp

show spanning-tree bpdu-filtering
show spanning-tree rstp

show spanning-tree rstp port
show ssh

show stack

show stack-info
show stack-monitor
show storm-control

show sys-info

show system
show tacacs

show tech

show telnet

show telnet-access
show terminal

show tftp-server
show vlacp

show vlan configcontrol
show vlan dhcp-relay
show vlan id

show vlan igmp
show vlan interface
show vlan ip

show vlan mgmt
show vlan multicast
show vlan summary

show vlan type
show vlan voice-vilan

show web-server

shutdown

stack auto-unit-replacement config

stack auto-unit-replacement remove-mac-address

trace
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AVAYA User Exec mode

Home | Command modes | Alphabetical listing

User Exec mode

E
* edm help-file-path
o exit
H
* help
L
* logout
P
* ping
S

show arp-table

show arp (User Exec mode)
show auto-pvid

show boot

show cpu-utilization

show energy-saver

show energy-saver savings
show energy-saver schedule
show interfaces

show ip arp-inspection interface
show ip arp-inspection (User Exec mode)
show ip arp-proxy

show ip default-ttl

show ip dhcp

show ip dhcp-relay counters
show ip dhcp-relay fwd-path
show ip dhcp-relay interface
show ip dhcp-snooping

show ip dhcp-snooping binding
show ip dhcp-snooping interface
show ip dhcp-snooping vlan
show ip directed-broadcast
show ip dns

show ip forward-protocol

show ip mgmt

show ip netstat

show ip route

show ip routing

show ip (User Exec mode)
show ipv6 address

show ipv6 address interface

show ipv6 default-gateway
show ipv6 gl [



show ipv6 interface icmpstatistics
show ipv6 interface statistics
show ipv6 interface (User Exec mode
show ipv6 neighbor interface
show ipv6 neighbor summary
show ipv6 neighbor type

show ipv6 tcp

show ipv6 tcp connections

show ipv6 tcp listener

show ipv6 udp

show lldp local-sys-dat

show lldp med-network-policies
show lldp mgmt-sys-data

show lldp neighbor

show lldp neighbor-mgmt-addr
show lldp pdu-tlv-size

show lldp port

show lldp rx-stats

show lldp stats

show lldp tx-stats

show lidp tx-tlv

show lldp vendor-specific

show memory-utilization

show password

show radius accounting

show radius dynamic-server

show radius reachabili

show radius use-management-ip
show spanning-tree

telnet
terminal
traceroute
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AVAYA VLAN Interface configuration mode

Home | Command modes | Alphabetical listing

VLAN Interface configuration mode

E

« end (VLAN Interface configuration mode)
o exit (VLAN Interface configuration mode)

igmp last-member-query-interval

igmp guery-interval

igm ery-max-response

igmp send-query

ip address (VLAN Interface configuration mode)

ip dhcp-relay (VLAN Interface configuration mode)

ip forward-protocol udp (VLAN Interface configuration mode)
ip igmp mrouter

ip igmp proxy

ip igmp robust-value

ip igmp router-alert

ip igmp snooping

ip_igmp version

ip igmp (VLAN Interface configuration mode)
ip routing (VLAN Interface configuration mode)
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-]
AVAYA Command: adac

Home | Command modes | Alphabetical listing

adac

Modifies ADAC port settings.

Syntax

e adac [port <LINE>] {[enable] [tagged-frames-pvid (<1-4094>] no-change)] [tagged-frames-
tagging (tag-all]tag-pvid-only]untag-pvid-only]no-change)]}

e no adac [enable] [port <LINE> enable]

o default adac [enable] [port <LINE> tagged-frames-pvid enable] [port <LINE> tagged-frames-
tagging enable]

Default

None

Command mode
FastEthernet configuration mode

Command parameters

Parameter Description

enable Enable auto-detection on ports.

port <LINE> Ports to which to apply the ADAC configuration.
tagged-frames-pvid {<1-4094>] [no- Sets Tagged-Frames PVID on the port or ports
change]} listed. Use no-change to keep the current setting.
ta? ed-frames-tagging {no-change|tag- Set the tagging to be configured for telephony
al ?tag—pwd—only untag-pvid-only} ports in Tagged Frames operating mode.
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AVAYA Command: adac call-server-port

Home | Command modes | Alphabetical listing

adac call-server-port

Set call server port(s) range
Syntax
e adac call -server-port <LINE>
e no adac call -server-port
o default adac call -server-port
Default
None
Command mode
Global configuration mode

Command parameters

Parameter Description
<Ll NE> Set call server port(s) range
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AVAYA Command: adac detection

Home | Command modes | Alphabetical listing

adac detection

Enables detection mechanisms on ports.
Syntax
e adac detection [port <LINE>] {[rmac][!|!dp]}
e no adac detection [port <LINE>] {[mac][IIdp]}
o default adac detection [port <LINE>] {[nac][lldp]}
Default
None
Command mode
FastEthernet configuration mode

Command parameters

Parameter Description
[1dp Enable 802.1ab-based detection on ports.
mac Enable MAC-based detection on ports.

port <LINE> Port number(s) for which to change settings.
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AVAYA Command: adac enable

Home | Command modes | Alphabetical listing

adac enable

Enable adac on the port or ports listed.

Syntax
» adac enabl e [op-npde] [voice-vlan <1-4094>] [uplink-port <LINE>] [call-server-port <LINE>]
e no adac enable [voice-vlan] [uplink-port] [call-server-port]
o default adac enable [voice-vlian] [uplink-port] [call-server-port]

Default

None

Command mode

Global configuration mode

Command parameters

Parameter Description

cal | -server-port <LINE> Set call server port(s) range
op- node Set ADAC operation mode
upl i nk- port <LI NE> Set uplink port(s) range

voi ce-vl an <1-4094> Set Voice-VLAN
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AVAYA Command: adac mac-range-table

Home | Command modes | Alphabetical listing

adac mac-range-table

Add new supported MAC address range

Syntax
e adac nmac-range-table | ow-end <H H H> high-end <H H H>
e no adac nmac-range-table |ow-end <H H H> high-end <H H H>

o default adac mac-range-table

Default
None

Command mode

Global configuration mode
Command parameters

Parameter Description
<H H. H> MAC Address to add (i.e. H.H.H or XX:XX:XX:XX:XX:XX OF XX.XX.XX.XX.XX.XX OF XX-XX-XX-XX-
o XX-XX)
hi gh-end High end of the MAC address range to add
| ow end Low end of the MAC address range to add
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AVAYA Command: adac op-mode

Home | Command modes | Alphabetical listing

adac op-mode

Set ADAC operation mode

Syntax

e adac op-node {tagged-frames | untagged-franes-advanced | untagged-franes-basic} [voice-vlan
<1-4094>] [uplink-port <LINE>] [call-server-port <LINE>]

e default adac op-node [voice-vlan] [uplink-port] [call-server-port]
Default
None
Command mode

Global configuration mode

Command parameters

Parameter Description

cal |l -server-port <LINE> Set call server port(s) range

t agged- f ranes IP phones send tagged frames

unt agged- f ranes- advanced IP phones send untagged frames and Voice-VLAN is created
unt agged- f r anes- basi c IP phones send untagged frames and Voice-VLAN is not created
upl i nk- port <LI NE> Set uplink port(s) range

voi ce-vl an <1-4094> Set Voice-VLAN
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AVAYA Command: adac uplink-port

Home | Command modes | Alphabetical listing

adac uplink-port

Set uplink port(s) range
Syntax
e adac uplink-port <LINE> [call-server-port <LINE>]
e no adac uplink-port [call -server-port]
o default adac uplink-port [call-server-port]
Default
None
Command mode

Global configuration mode
Command parameters

Parameter Description
<Ll NE> Uplink port(s) range
cal | -server-port <LINE> Call server port(s) range

Avaya ERS 3500 Release 5.2
NN47203-103 Avaya Command Line Interface Commands Reference
Version 01.01 March 2014
©Avaya Inc. 2014 All Rights Reserved.
Avaya.com/support


http://www.avaya.com/support

AVAYA

Command: adac voice-vian

Home | Command modes | Alphabetical listing

adac voice-vilan

Set Voice-VLAN ID

Syntax

e adac voice-vlan <1-4094> [uplink-port <LINE>] [call-server-port <LINE>]

e no adac voice-vlan [uplink-port] [call-server-port]

e default adac voice-vlan [uplink-port] [call-server-port]

Default
None

Command mode

Global configuration mode

Command parameters

Parameter Description

<1-4094> Voice-VLAN ID

cal | -server-port <LINE> Set call server port(s) range
upl i nk- port <LI NE> Set uplink port(s) range
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AVAYA Command: arp

Home | Command modes | Alphabetical listing

arp

Configure a static ARP entry

Syntax
e arp {<A.B.C.D> <H. H. H> <WORD> i d <1-4094> | timeout <5-360>}
e no arp {A B.C D}
o default arp tinmeout

Default
None

Command mode
Global configuration mode

Command parameters

Parameter Description
<A B.C D> IP addr of ARP entry
<H H H> MAC addr of ARP entry (i.e. H.H.H or XX:XX:XX:XX:XX:XX OF XX.XX.XX.XX.XX.XX OF XX-

XX-XX-XX-XX-XX)
<WORD> unit/port
id <1-4094> VLAN ID to apply ARP entry for

5'6830“ <5- time for the entry to exist
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AVAYA Command: asset-id

Home | Command modes | Alphabetical listing

asset-id

Configure the Asset-ID

Syntax
e asset-id {stack <WORD> | unit <1-8> <WORD>| <WORD>}
e no asset-id {stack | unit <1-8>}
o default asset-id {stack | unit <1-8>}

Default

None

Command mode

Global configuration mode

Command parameters

Parameter Description
<WORD> Asset-ID of this unit
stack <WORD> Asset-ID for the Stack
unit <1-8> Asset-ID for specific unit in the Stack
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AV/-\YA Commgnd: auto-negotiation-
advertisements

Home | Command modes | Alphabetical listing

auto-negotiation-advertisements

Configures auto-negotiation advertisement settings.
Syntax

e auto-negotiation-advertisenments [[10-full] [10-half] [100-full] [2100-half] [1000-full]
[ asymm pause-franme] [pause-frane]]

* no auto-negotiation-advertisenments [port <LINE>]

o default auto-negotiation-advertisenments [port <LINE>]
Default
None
Command mode

FastEthernet configuration mode

Command parameters

Parameter Description

1000- f ul | Advertise 1000Mbps full-duplex.

100- ful | Advertise 100Mbps half-duplex.

100- hal f Advertise 100Mbps full-duplex.

10-full Advertise 10Mbps half-duplex.

10- hal f Advertise 10Mbps full-duplex.

asymm pause-frame Advertise use of asymmetric pause frames half-duplex.
none Do not advertise anything during auto-negotiation.
port <LI NE> Select port for operation.
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AVAYA Command: auto-pvid

Home | Command modes | Alphabetical listing

auto-pvid
Enable Auto-PVID (for all ports)
Syntax

e auto-pvid

e no auto-pvid
Default
None

Command mode

Global configuration mode
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AVAYA Command: autosave

Home | Command modes | Alphabetical listing

autosave

Change autosave settings

Syntax
e autosave enable
e no autosave enable
e default autosave enable
Default
None
Command mode

Global configuration mode
Command parameters

Parameter Description
enabl e Enable autosave

Avaya ERS 3500 Release 5.2
NN47203-103 Avaya Command Line Interface Commands Reference
Version 01.01 March 2014
©Avaya Inc. 2014 All Rights Reserved.

Avaya.com/support


http://www.avaya.com/support

]
AVAYA Command: autotopology

Home | Command modes | Alphabetical listing

autotopology

Enable the autotopology protocol
Syntax

* aut ot opol ogy

e no aut ot opol ogy

o« default autotopol ogy
Default
None
Command mode

Global configuration mode

Avaya ERS 3500 Release 5.2
NN47203-103 Avaya Command Line Interface Commands Reference
Version 01.01 March 2014
©Avaya Inc. 2014 All Rights Reserved.
Avaya.com/support


http://www.avaya.com/support

-]
AVAYA Command: banner

Home | Command modes | Alphabetical listing

banner

Set custom banner info
Syntax
e banner {<1-19> <LINE> | custom | disabled | static}

e no banner

Default
None

Command mode
Global configuration mode

Command parameters

Parameter Description

<1-19> <LI NE> Custom banner line number
cust om Use custom banner

di sabl ed Skip banner display
static Use static banner
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AVAVA Command: blink-leds

Home | Command modes | Alphabetical listing

blink-leds

Blink the LEDs on the display panel to identify the unit

Syntax
e blink-leds [unit <1-8>] { time <1-10> | off}

Default
None

Command mode

Privileged EXEC mode
Command parameters

Parameter Description
of f Stop blinking the LEDs
time <1-10> How long to blink the LEDs
unit <1-8>  Unit number
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-]
AVAYA Command: boot

Home | Command modes | Alphabetical listing

boot

Reset the switch/stack
Syntax
e boot [default unit <1-8> | unit <1-8>]
Default
None
Command mode
Privileged EXEC mode

Command parameters

Parameter Description
def aul t Reboot the stack/switch and use the factory default configurations
unit <1-8> Specifies the unit number to be rebooted on the switch/stack
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AVAYA Command: clear arp-cache

Home | Command modes | Alphabetical listing

clear arp-cache

Clear the Layer 3 ARP cache
Syntax

e clear arp-cache
Default
None
Command mode
Privileged EXEC mode
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AVAYA Command: clear ip-blocking

Home | Command modes | Alphabetical listing

clear ip-blocking

Clears the Layer 3 IP blocking state.

Syntax

e clear ip-blocking

Default
None

Command mode

FastEthernet configuration mode
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AVAYA Command: clear ip forward-protocol

Home | Command modes | Alphabetical listing

clear ip forward-protocol

Clear broadcast protocols counters

Syntax

e clear ip forward-protocol udp counters <LINE>

Default
None

Command mode

Privileged EXEC mode
Command parameters

Parameter Description
<LI NE> Clear counters for specific VLAN
udp counters Clear UDP broadcast counters
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AVAYA Command: clear ip forward-protocol
udp counters

Home | Command modes | Alphabetical listing

clear ip forward-protocol udp counters

Clears UDP broadcast counters.
Syntax
e clear ip forward-protocol udp counters [port <LINE>]
Default
None
Command mode

FastEthernet configuration mode
Command parameters

Parameter Description
<LI NE> Clear counters for specific VLAN.
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-]
AVAYA Command: clear license

Home | Command modes | Alphabetical listing

clear license

Clear licenses

Syntax

e clear license {<1-10>|all}

Default
None

Command mode

Privileged EXEC mode
Command parameters

Parameter Description
<1-10> Specify an individual license with the designated number.
al | Delete all installed licenses.
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AV/-\VA Command: clear logging

Home | Command modes | Alphabetical listing

clear logging

Clear log messages (with no parameters, from DRAM only)

Syntax
e clear logging [non-volatile <critical> <serious>|nv|volatile <critical> <informational >
<seri ous>]
Default
None

Command mode

Privileged EXEC mode
Command parameters

Parameter Description

critical Clear critical log messages.

i nformati onal Clear informational log messages.
non-vol atile  Clear log messages from NVRAM.

nv Clear log messages from NVRAM and DRAM.
seri ous Clear serious log messages.
vol atile Clear log messages from DRAM.
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AVAYA Command: clear mac-address-table

Home | Command modes | Alphabetical listing

clear mac-address-table

Flush addresses from Mac Address Table

Syntax

e clear nmac-address-table [address <H H H>|dynamic|static] [interface {Ethernet |mt <1-32>|
vl an <1-4094>}]

e clear mac-address-table interface mt <1-32>
e clear mac-address-table address <H H H>
Default
None
Command mode

Privileged EXEC mode

Command parameters

Parameter Description

<1-4094> Vlan to be flushed out.

address <H. H. H> Flush a single MAC Address.

dynani ¢ Flush only dynamically learned
addresses.

interface {Ethernet | mt <1-32> | vlan 1- Flush MAC Addresses of a specific

4094>} interface.

mt <1-32> Trunk to be flushed out.

static Flush only statically inserted addresses.
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AVAYA Command: clear stack port-statistics

Home | Command modes | Alphabetical listing

clear stack port-statistics

Clears the stack port counters.
Syntax
e clear stack port-statistics [unit <1-8>]
Default
None
Command mode

FastEthernet configuration mode
Command parameters

Parameter Description
unit <1-8> Specifies the unit in the stack.
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AVAYA Command: clear-stats

Home | Command modes | Alphabetical listing

clear-stats

Clears the port counter
Syntax
e clear-stats port <LINE>
Default
None
Command mode

FastEthernet configuration mode
Command parameters

Parameter Description
port <port-list> Selects a portto clear the port counter
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]
AVAYA Command: clear system last-exception

Home | Command modes | Alphabetical listing

clear system last-exception

Clears last software exception information.

Syntax

e clear systemlast-exception [ unit ]{ <1-8> all ]

Default
None

Command mode

FastEthernet configuration mode
Command parameters

Parameter Description
<1-8> Clear last software exception for a specified unit.
al | All units.
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I
AVAYA Command: cli

Home | Command modes | Alphabetical listing

cli
Modify session settings
Syntax
e cli { [ tinestanp enable ] | [ password [{read-only | read-wite} <WORD>] | [{serial |
telnet} {local | none | radius | tacacs }]] }

e no cli timestanp enabl e

o default cli tinmestanp enable

Default
None

Command mode
Global configuration mode
Command parameters

Parameter Description

<WORD> password

| ocal Use local password.

none Disable password.

passwor d Modify CLI passwords

radi us Use RADIUS password authentication.

read-only  Modify read-only password
read-wite Modify read-write password

seri al Enable/disable serial port password
tacacs Use TACACS+ AAA services
t el net Enable/disable telnet, ssh and web password

ti mestanp Enable show timestamp
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AVAYA Command: clock summer-time

Home | Command modes | Alphabetical listing

clock summer-time

Configure the system to automatically switch to summer time (daylight saving time)

Syntax

e clock sumrer-time {[recurring <1-5 | Last > <Day> <Mont h> <hh:m® <1-5 | Last > <Day>
<Mont h> <hh: m® <1-1440>] | [<WPRD> date <1-31> <Month> <1999-2099> hh: nm <1-31> <Mbont h>
<1999-2099> hh: mm <-840 - 840>]}

e no clock sumrer-tinme recurring

e default clock sumrer-tinme recurring

Default
None

Command mode

Global configuration mode

Command parameters

Parameter
<1-1440>
<1-31>
<]1-5>
<1990-
2099>
<-840 -
840>

<WCORD>

dat e

day
hh: mm
| ast
nmont h

Description

Number of minutes to add/substract during summer-time recurring
Day of the month, when summer time starts/ends

Week of the month when the summer-time recurring starts/ends

Year when summer time starts/ends

Number of minutes to add/substract during summer time

Set time zone acronym containing at most 4 chars (for example 'PDT' for Pacific Daylight
Time) to be displayed when summer time is in effect.

Indicates that summer time should start on the first specific date listed in the command
and end the second specific date in the command

Day of the week when summer-time recurring starts/ends (Monday, Tuesday etc)
Time in hours and minutes when summer-time recurring starts

Select the last day which will be specified of the month for summer-time starts/ends
Month when summer-time recurring starts/ends (January, February etc)

recurring Specify the summer-time dates which recur every year.
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AVAYA Command: clock time-zone

Home | Command modes | Alphabetical listing

clock time-zone

Set local time zone

Syntax
e clock time-zone <WORD> <-12 - 13> <0-59>
e no clock tine-zone

Default

None

Command mode

Global configuration mode

Command parameters

Parameter Description

<0- 59> Minutes difference from UTC (0, 15, 30 or 45)
<-12 - 13> Hours difference from UTC
<WORD> Set time zone acronym containing at most 4 chars
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AVAYA Command: configure network address

Home | Command modes | Alphabetical listing

configure network address

Specify address of TFTP server
Syntax
e configure network address {A.B.C.D | <WORD>} fil enane <word>
Default
None
Command mode
Privileged EXEC mode

Command parameters

Parameter Description
{A B.C D} TFTP Server IP address
<WORD> TFTP Server IPv6 address

filename <word> Specify filename of config file
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I
AVAYA Command: configure network filename

Home | Command modes | Alphabetical listing

configure network filename

Specify filename of config file
Syntax
e configure network filename <WORD> address {<A.B.C. D> | word}
Default
None
Command mode
Privileged EXEC mode

Command parameters

Parameter Description

{<A.B.C.D> | word} TFTP Server IP address or TFTP Server IPv6 address
<WORD> Config file name

addr ess Specify address of TFTP server
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AV/-\YA Cblcc:cr;\[mand: configure network load-on-

Home | Command modes | Alphabetical listing

configure network load-on-boot

Specify settings for loading config file at boot time
Syntax

o configure network | oad-on-boot {[disable] [use-config] [filename <word>] address {A B.C. D |
<WORD>} filenane <word>} | use-bootp

Default

None
Command mode
Privileged EXEC mode

Command parameters

Parameter Description

{A B.C. D} TFTP Server IP address

<WORD> TFTP Server IPv6 address

address {A.B.C.D | <WORD>} Specify address of TFTP server

di sabl e Disable loading of config file at boot time

filename <word> Specify filename of config file

use- bootp Load config file at boot time using BOOTP

use-config Load config file at boot time using configured parameters
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I
AVAYA Command: configure terminal

Home | Command modes | Alphabetical listing

configure terminal

Configure from the terminal
Syntax

e configure term nal
Default
None
Command mode
Privileged EXEC mode
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AVAYA Command: configure usb

Home | Command modes | Alphabetical listing

configure usb

Configure from USB
Syntax
e configure usb filenane <WORD> unit <1-8>
Default
None
Command mode
Privileged EXEC mode

Command parameters

Parameter Description
filename <WORD> Specify filename of config file
unit <1-8> Configure from USB of another unit in a stack
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AVAYA Command: copy config

Home | Command modes | Alphabetical listing

copy config

Copy to local NV storage
Syntax
e copy config [nvram sftp|tftp]

Default
None

Command mode
Privileged EXEC mode

Command parameters

Parameter Description

nvram Copy to local NV storage

tf_tP address <ipv4 or ipv6> filenane Specify the IP or IPv6 address to be copied on
<filename> the TFTP server
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AVAYA

Command: copy running-config tftp

Home | Command modes | Alphabetical listing

copy running-config tftp

Copy to TFTP server

Syntax
e copy running-config tftp [verbose] [nodule [802.1lab] [aaur] [adac] [arp- |nspect|on] [ asset -

idl [aur] [banner]] [[brouter] [cfm [core dhcp-relay] [dhcp- snoopl ng] [ eap] [energy-saver]
ig n‘E] [Tnterface 1 [ip-source-guard ipfix] [ipngr] [ipv6] [13- protocols [1acp]
I tate] [Iogglnﬁ) [ mac- secuntyl [mt poe] [port-mnirroring gos] [rate-limt]
rmon] [rtc sl amon] [ sl pp] Hsnnp] spbm [stack] [stknon] [stp] [vlacp] [vlan]] fllenan"e
<file-name> address {A.B.C.D D>}

Default

None

Command mode

Privileged EXEC mode

Command parameters

Parameter
<fil e- nane>
802. 1ab
A.B.C.D

aaur

adac

addr ess

ar p-inspection
asset-id

aur

banner

br out er

cfm

core
dhcp-rel ay
dhcp- snoopi ng
eap
ener gy- saver
filenanme

i gnp

i nterface

ip

i pfix

i pngr

I p- source-guard

Description

Config file name on TFTP server
Copy 802.1ab configuration

TFTP server IP address

Copy AAUR configuration

Copy ADAC configuration

Specify address of the TFTP server
Copy ARP Inspection configuration
Copy Asset ID configuration

Copy AUR configuration

Copy Custom Banner configuration
Copy Brouter configuration

Copy CFM configuration

Copy Core configuration

Copy DHCP Relay configuration
Copy DHCP Snooping configuration
Copy EAP configuration

Copy Energy Saver configuration
Specify filename in which to store configuration on TFTP server
Copy IGMP configuration

Copy Interface configuration

Copy IP configuration

Copy IPFIX configuration

Copy IP Manager configuration
Copy IP Source Guard configuration



i pv6

I3

| 3-protocols
| acp
link-state

| oggi ng

mac- security
m t

nodul e

poe
port-mrroring
gos
rate-limt

r non

rtc

sl anon

sl pp
snnp
spbm

st ack
st knon
stp

ver bose
vl acp
vl an
WORD

Copy IPV6 configuration

Copy L3 configuration

Copy L3 Protocols configuration
Copy LACP configuration

Copy Link State Tracking configuration
Copy System Logging configuration
Copy MAC Security configuration
Copy MLT configuration

Copy configuration of an application
Copy PoE configuration

Copy Port Mirroring configuration
Copy QoS configuration

Copy Rate Limiting configuration
Copy RMON configuration

Copy RTC configuration

Copy SLAMon configuration

Copy SLPP configuration

Copy SNMP configuration

Copy SPBM configuration

Copy Stack configuration

Copy Stack Monitor configuration
Copy STP configuration

Copy entire configuration (defaults and non-defaults)

Copy VLACP configuration
Copy VLAN configuration
TFTP server IPv6 address
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AVAYA

Command: copy running-config usb

Home | Command modes | Alphabetical listing

copy running-config usb

Copy to USB
Syntax
e copy running-config usb [verbose] [nodule [802.1ab] [aaur] [adac] [arp-inspection] [asset-

idl [aur] [banner]] [[brout er] [cfnm [correj 5[dhcp rel ay] [dhcp- snoopl ng] [eap] [energy-saver]
ignp] [interface 1 [ip-source-guard ipfix] [ipngr] [ipv6] [13- protocols [1acp]
Ilmz state Iogglnﬁ) [mac-security] [ [poe]] [port-mrroring Hq os] [rate-limt]
rno ] [rtc] [sl armn [sI pp] [snnp] lspbnj [stack] [stknon] [stp] [vlacp] [vlan]] filenane
<file-pname> unit <1

Default

None

Command mode

Privileged EXEC mode

Command parameters

Parameter Description

<fil e-nanme> Config file name on USB server

802. lab Copy 802.1ab configuration

aaur Copy AAUR configuration

adac Copy ADAC configuration

ar p-i nspection Copy ARP Inspection configuration

asset-id Copy Asset ID configuration

aur Copy AUR configuration

banner Copy Custom Banner configuration

br out er Copy Brouter configuration

cfm Copy CFM configuration

core Copy Core configuration

dhcp-rel ay Copy DHCP Relay configuration

dhcp- snoopi ng Copy DHCP Snooping configuration

eap Copy EAP configuration

ener gy- saver Copy Energy Saver configuration

fil ename Specify filename in which to store configuration on USB

i gnp Copy IGMP configuration

interface Copy Interface configuration

ip Copy IP configuration

i pfix Copy IPFIX configuration

i prgr Copy IP Manager configuration

i p-source-guard Copy IP Source Guard configuration

i pv6 Copy IPV6 configuration

I3 Copy L3 configuration



| 3- protocol s
| acp
link-state

| oggi ng

mac- security
m t

nodul e

poe
port-mrroring
gos
rate-limt

r mon

rtc

sl anon

sl pp

snnp

spbm

st ack

st knon

stp

unit <1-8>
ver bose

vl acp

vl an

Copy L3 Protocols configuration
Copy LACP configuration

Copy Link State Tracking configuration
Copy System Logging configuration
Copy MAC Security configuration
Copy MLT configuration

Copy configuration of an application
Copy PoE configuration

Copy Port Mirroring configuration
Copy QoS configuration

Copy Rate Limiting configuration
Copy RMON configuration

Copy RTC configuration

Copy SLAMon configuration

Copy SLPP configuration

Copy SNMP configuration

Copy SPBM configuration

Copy Stack configuration

Copy Stack Monitor configuration
Copy STP configuration

Copy to USB of another unit in a stack

Copy entire configuration (defaults and non-defaults)

Copy VLACP configuration
Copy VLAN configuration

Avaya ERS 3500 Release 5.2

NN47203-103 Avaya Command Line Interface Commands Reference

Version 01.01 March 2014

©Avaya Inc. 2014 All Rights Reserved.

Avaya.com/support


http://www.avaya.com/support

]
AVAYA Command: copy sftp

Home | Command modes | Alphabetical listing

copy sftp

Copy configuration from SFTP server
Syntax
e copy sftp
Default
None
Command mode

Privileged EXEC mode
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]
AVAYA Command: copy tftp

Home | Command modes | Alphabetical listing

copy tftp

Copy license from TFTP server
Syntax
e copy tftp config [address <A. B.C. D> <WORD>]
Default
None
Command mode
Privileged EXEC mode

Command parameters

Parameter Description
config <ipv4 or ipv6e> filenane Specify address of the TFTP server to copy to local
<fil enanme> configuration
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]
AVAYA Command: default http-port

Home | Command modes | Alphabetical listing

default http-port

Restore to default the TCP port on which web server will listen

Syntax

o default http-port

Default
None

Command mode

Global configuration mode
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AVAYA Command: default slamon oper-mode

Home | Command modes | Alphabetical listing

default slamon oper-mode

Disables the SLA Monitor agent. If you disable the agent, it does not respond to discover packets from a server. If you disable the
agent because of resource concerns, consider changing the server configuration instead, to alter the test frequency or duration, or
the number of targets.

Syntax

e default slanmon oper-node

Default
D sabl ed

Command mode

Application configuration mode
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-]
AVAYA Command: disable

Home | Command modes | Alphabetical listing

disable

Turn off privileged commands
Syntax
 disable
Default
None
Command mode

Privileged EXEC mode
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AVAYA Command: download address

Home | Command modes | Alphabetical listing

download address

Specify IP address of TFTP server
Syntax
« downl oad address [<A B.C. D> <WORD>]

Default
None
Command mode

Privileged EXEC mode

Command parameters

Parameter Description

<ipv4 or ipv6> Specify IP address of TFTP server

<ipv4 or ipve> diag <filenane> Specifies the diagnostics image file name to be
_ _ _ downloaded

<ipva or |pv6> i mage Specifies the software image to be downloaded

<f1l ename>
<i pv4 or ipv6> inage-if-newer The image name to be donloaded if it is newer version of
<f1 | ename> the software image
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AVAYA Command: download diag

Home | Command modes | Alphabetical listing

download diag

Specify diagnostics image file name
Syntax
e downl oad diag [ <WORD> no-reset]
Default
None
Command mode

Privileged EXEC mode
Command parameters

Parameter Description
<fil enanme> Specifies the diagnostics image file name to be downloaded
<fil ename> no-reset Does not reset the switch after downloading the specified image file
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AVAYA Command: download image

Home | Command modes | Alphabetical listing

download image

Specify software image
Syntax
e downl oad i mage [<WORD> no-reset]
Default
None
Command mode

Privileged EXEC mode
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AVAYA Command: download no-reset

Home | Command modes | Alphabetical listing

download no-reset

Do not reset the switch after downloading

Syntax
* downl oad no-reset
Default
None
Command mode

Privileged EXEC mode
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I
AVAYA Command: duplex

Home | Command modes | Alphabetical listing

duplex

Configure duplex mode of a port
Syntax
e duplex[auto|full]|half|port <port-list>]
Default
None
Command mode
FastEthernet configuration mode

Command parameters

Parameter Description

aut o Automatically detect duplex mode
hal f Configures Full-duplex mode
full Configures Half-duplex mode
port Select port for operation
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AVAYA Command: eapol

Home | Command modes | Alphabetical listing

eapol

Enable/Disable EAPOL protocol
Syntax
e eapol disable | enable
e no eapol
o default eapol
Default
None
Command mode
Global configuration mode

Command parameters

Parameter Description

di sabl e| enabl e Disable/enable EAPOL protocol

init Reinitiates EAP authentication.

port <LI NE> Specifies the ports to configure for EAPOL.
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AVAYA

Command: eapol (FastEthernet
configuration mode)

Home | Command modes | Alphabetical listing

eapol (FastEthernet configuration mode)

Modifies EAPOL-based security parameters.

Syntax

e eapol

[port <portlist>] [init] [status {authorized|unauthorized|

auto}] [traffic-control

in-out|in}] [re-authentication {enable| disable}] [re-authentication-period <1-604800>]

re-aut henti cat e]

[qui et-interval

<0- 65535>] [supplicant-tinmeout <1-65535>] [server-tineout

<1- 65535>] [nmax-request <1-10>]

Default
None

Command mode

FastEthernet configuration mode

Command parameters

Parameter
max- request <1-
10>

qui et -i nterval
<0- 65535>

re-aut henticate

reaut henti cation
enabl e| di sabl e

r eaut henti cati on-

period <1-
604800>

server-ti meout
<1- 65535>

st at us

{aut hori zed |
unaut hori zed
| aut o}
suppl i cant -
ti meout <1-

65535>
traffic-control
{in-out | in}

Description
Enter the number of times to retry sending packets to supplicant.

Enter the desired number of seconds between an authentication failure and
the start of a new authentication attempt.

Specifies an immediate reauthentication. NonEAP clients are not
reauthenticated even if reauthentication is enabled on the port.

Enables or disables reauthentication for EAPOL clients.

Enter the desired number of seconds between reauthentication attempts.

Specifies a waiting period for response from the server. Enter the number of
seconds to wait; range is 1 to 65535.

Specifies the EAP status of the port (authorized — port is always authorized;
unauthorized — port is always unauthorized; auto — port authorization status
depends on the result of the EAP authentication).

Specifies a waiting period for response from supplicant for all EAP packets
except EAP Request/Identity packets. Enter the number of seconds to wait.

Sets the level of traffic control (in-out — if EAP authentication fails, both
ingressing and egressing traffic are blocked; in — if EAP authentication fails,
only ingressing traffic is blocked).
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AVAYA Command: eapol guest-vlan

Home | Command modes | Alphabetical listing

eapol guest-vian

Set guest-vlan
Syntax
» eapol guest-vlan [enable] vid <1-4094>
e no eapol guest-vlan enable
o default eapol guest-vlan [enable] vid <1-4094>
Default
None
Command mode

Global configuration mode
Command parameters

Parameter Description
enabl e Enable guest-vian
vid <1-4094> guest-vlan ID
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Command: eapol guest-vian
AVAY/—\ (FastEthernet configuration mode)

Home | Command modes | Alphabetical listing

eapol guest-vlan (FastEthernet configuration mode)

Sets guest-vlan.
Syntax
e eapol guest-vlan [port <LINE>] {enable|vid {<l1-4094>| gl obal}}
e no eapol [port<LINE>] enable
o default eapol guest-vlian [port <LINE>] [enable] [vid]
Default
None
Command mode
FastEthernet configuration mode

Command parameters

Parameter Description
enabl e Enable guest-vlan.
port <LI NE> Port number on which to enable EAPOL.

vid { <1-4094> | global } Guest-vlan ID.
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AVAYA

Home | Command modes | Alphabetical listing

eapol multihost

Set EAPOL multihost settings of port

Syntax

e eapol nmultihost
[ non- eap- phone-enabl e
use-radi us- assi gned- vl an]

[ non- eap-reaut henti cati on-enabl e]
enabl e]

e no eapol multihost [allow non-eap-enable]
enabl e] [ non-eap- phone-enabl e]

non- eap- use-radi us- assi gned- vl an]

bl ock- di f f erent -radi us- assi gned- vl an]

o default eapol nultihost
enabl e] [ non-eap-phone-enabl e]
[ non- eap- use-radi us- assi gned- vl an]
reaut henti cati on- enabl €]

Default
None

Command mode

Global configuration mode
Command parameters

Parameter

adac- non- eap- enabl e

al | ow- non- eap- enabl e

aut o- non- eap- nhsa- enabl e

bl ock-di fferent-radi us-
assi gned- vl an

eap- packet - node

eap- pr ot ocol - enabl e

non- eap- phone- enabl e

non- eap- r eaut henti cati on- enabl e
non- eap- use-radi us- assi gned-

vl an

radi us- non- eap- enabl e

use- nost - recent - radi us- vl an
use-radi us- assi gned- vl an

[ al | ow non- eap- enabl e]
[use-radi us-assi gned- vl an]
[eag-packet-nnde_{ ) )

I [ bl ock-different-radi us-assi gned- vl an]

[use-radius-assiPned—vIan]

[ al | ow- non- eap- enabl e]
[ use-radi us-assi gned- vl an]

[ bl ock-different-radi us-assi gne

Command: eapol multihost

[ radi us- non- eap-enabl e] [auto-non-eap-nhsa-enabl e]
[ use-nost -recent - radi us- vl an] {non-eap-
uni cast [ eap- pr ot ocol - enabl €]

nmul ticast |
[ adac- non- eap-

[ radi us- non- eap- enabl e] [auto-non-eap-nsa-

[ use-nost -recent -radi us-vl an

[ eap- protocol - enabl €] Fnon-eap-reauthentication-ena | e]
[ adac- non- eap- enabl e]

[ radi us- non- eap- enabl e] [auto-non-eap-nmsa-
[ use-nost -recent -radi us- vl an]
[ eap- packet - node] [eif—protocol-enable] [ non- eap-

-vl an] [adac-non-eap-enabl e]

Description

Allow authentication of Non-EAP Phones using ADAC
Control of non-EAP clients (MAC addresses)

Allow auto-auth of non-EAP clients

Block clients with different RADIUS Assigned VLAN

Select type of packet used for initial eap request for ids
Enable EAP protocol on port

Allow non-eap phone clients

Enable re-authentication for non-EAP clients

Allow the use of VLAN IDs assigned by RADIUS for non-
EAP clients

Enable RADIUS authentication of non-eap clients

Allow the use of most recent RADIUS vlan

Allow the use of VLAN IDs assigned by RADIUS
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AVAYA Comman_d: eapol multihost dummy-
adac-radius-requests

Home | Command modes | Alphabetical listing

eapol multihost dummy-adac-radius-requests

Set dummy radius request status

Syntax
e eapol multihost dummy-adac-radi us-requests enable
e no eapol multihost dummy-adac-radi us-requests enable
o default eapol multihost dumry-adac-radius-requests enable
Default
None
Command mode

Global configuration mode
Command parameters

Parameter Description
enabl e Enable dummy request for ADAC non-eap clients
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AVAYA \C;Ic;rrr]\mand: eapol multihost fail-open-

Home | Command modes | Alphabetical listing

eapol multihost fail-open-vlan

Set fail-open-vlan
Syntax
e eapol multihost fail-open-vlan [enable] [vid <1-4094>] continuity-node enable
e no eapol multihost fail -open-vlan [enable] continuity-nbde enable
o default eapol multihost fail-open-vlian [enable] [vid <1-4094>] continuity-nmode enable
Default
None
Command mode
Global configuration mode

Command parameters

Parameter Description

continuity-node Enable fail-open-vlan continuity-mode
enabl e Enable fail-open-vlan

vid <1-4094> fail-open-vian ID
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Command: eapol multihost
AVAyA (FastEthernet configuration mode)

Home | Command modes | Alphabetical listing

eapol multihost (FastEthernet configuration mode)

Sets EAPOL multihost settings.

Syntax

e eapol nultihost [port <LINE>] {[adac-non-eap-enable] [allow non-eap-enable] [auto-non-eap-
mhsa- enabl e] [ bl ock-different-radius-assi gned-vlan [eap— mac- max <1-32>] [eap-packet-node

{mul ti cast

uni cast}] [eap-protocol -enable] [enable

[ mac- max <1-64>][ nhon-eap- mac- max <l1-

32>] [non-eap-phone-enabl e non- eap-use-radi us- assi gned- vl an] [ radi us- non- eap- enabl e] [ use-
nost -recent -radi us-vl an] [use-radi us-assi gned-vlan]}

e no eapol multihost [port <LINE>][enable][allow non-eap-enable] [radi us-non-eap-enabl e]
[ aut o- non- eap- mhsa- enabl e] [non-eap-phone-enable] [use-radius-assigned-vlan] [non-eap-use-
radi us- assi gned- vl an] [use-nost -recent-radius-vl an]

e default eapol multihost [port <LINE>] [enable] [mac-nmax] [eap-nac-nax] [non-eap-nmac- nax]
[ al | ow-non-eap-enabl e] [radius-non-eap-enable] [auto-non-eap-nhsa-enable] [non-eap-phone-

enabl e] [ use-radi us assi gned- vl an]

use-radi us-assi gned- vl an]

Default
None

Command mode

FastEthernet configuration mode
Command parameters

Parameter

radi us- non- eap- enabl e
adac- non- eap- enabl e

al | ow- non- eap- enabl e

aut o- non- eap- mhsa- enabl e
bl ock-di fferent-radius-

assi gned- vl an
eap- mac- max <1- 32>

eap- packet - node {nulticast |
uni cast}

eap- pr ot ocol - enabl e
enabl e
mac- max <1-64>

non- eap- mac- max <1- 32>

non- eap- phone- enabl e

non- eap- use-radi us- assi gned-
vl an

port <LI NE>

use- nost - recent - radi us- vl an

[ eap- packet - node] [use-npst-recent-radi us-vlan] [non-eap-

Description

Enable RADIUS authentication of non-eap clients.
Allow authentication of Non-EAP Phones using ADAC.
Control of non-EAP clients (MAC addresses).

Allow auto-auth of non-EAP clients.

Block clients with different RADIUS Assigned VLAN.

Maximum number of EAP-authentication MAC addresses
allowed.

Send initial EAP requests multicast or unicast.

Enable EAP protocol on port.
Enables multihost support for EAPOL.
Maximum clients per port.

Maximum number of non-EAP-authentication MAC
addresses allowed.

Allow non-eap phone clients.

Allow the use of VLAN IDs assigned by RADIUS for non-
EAP clients.

Port number on which to apply EAPOL settings.
Allow the use of most recent RADIUS vlan.



use-radi us- assi gned- vl an Allow the use of VLAN IDs assigned by RADIUS.
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-]
AVAVA Command: eapol multihost multivian

Home | Command modes | Alphabetical listing

eapol multihost multivlan

Set EAPOL multihost multiVian

Syntax
e eapol multihost nultivlan enable
e no eapol multihost multivlan enable
o default eapol multihost nultivlan enable
Default
None
Command mode

Global configuration mode
Command parameters

Parameter Description
enabl e Enable multiVLAN functionality with MHMA mode
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AV/-\YA Snoar(r:\mand: eapol multihost non-eap-

Home | Command modes | Alphabetical listing

eapol multihost non-eap-mac

Sets the maximum number of non-EAP-authentication MAC addresses allowed.
Syntax
e eapol multihost non-eap-mac [port <portlist>] <H H H>
e no eapol nultihost non-eap-mac [port <portlist>] <H H H>
o default eapol nultihost non-eap-mac [port <portlist>] <H H H>
Default
None
Command mode
FastEthernet configuration mode

Command parameters

Parameter Description

<H H H> The MAC address of the allowed non EAPOL host.

port <portlist> The list of ports on which you want to allow the specified nhon EAPOL
<H H H> hosts.
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AV/-\YA Command: eapol multihost non-eap-

pwd-fmt

Home | Command modes | Alphabetical listing

eapol multihost non-eap-pwd-fmt

Set bits in RADIUS non-EAPOL password format

Syntax

eapol multihost non-eap-pwd-fm {[[ padding | no-padding ] [ip-addr] [mac-addr] [port -
nunber] key] | key-string <LINE> }

no eapol nultihost non-eap-pwd-fnt { [padding ] [ip-addr] [mac-addr] [port-nunber] key] |
key-string }

o default eapol nultihost non-eap-pwd-fm { [padding ] [ip-addr] [nmac-addr] [port-nunber]
key] | key-string }
Default
None

Command mode

Global configuration mode

Command parameters

Parameter Description

<Ll NE> Non-EAP Password key

i p- addr Set IP Address bit

key Use the key for Non-EAP Password
key-string Enter Non-EAP Password Key

mac- addr Set MAC Address bit

no- paddi ng  Use dots only to separate fields in password
paddi ng Use dots for every missing parameters

port - nunber Set Port Number bit
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AVAYA Command: eap_ol_ multihost non-eap-
user-based-policies

Home | Command modes | Alphabetical listing

eapol multihost non-eap-user-based-policies

Enable non-EAPOL user-based policies
Syntax
e eapol multihost non-eap-user-based-policies [enable] filter-on-nac enable
e no eapol multihost non-eap-user-based-policies [enable] filter-on-mac enabl e
o default eapol nultihost non-eap-user-based-policies [enable] filter-on-nmac enable
Default
None
Command mode
Global configuration mode

Command parameters

Parameter Description
enabl e Enable non-EAPOL user-based policies
filter-on-mac enabl e Enable UBP filtering based on non-EAPOL MAC address
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AVAVA Command: eapol multihost voip-vian

Home | Command modes | Alphabetical listing

eapol multihost voip-vian

Set voip-vlan
Syntax
e eapol multihost voip-vlan <1-5> [enable] vid <1-4094>
e no eapol multihost voip-vlan <1-5> enable
o default eapol nultihost voip-vlan <1-5> [enable] vid
Default
None
Command mode
Global configuration mode

Command parameters

Parameter Description
<1-5> Number of voip vlan
enabl e Enable voip-vlan

vid <1-4094> voip-vlan ID
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AVAYA Command: edm help-file-path

Home | Command modes | Alphabetical listing

edm help-file-path

Set the EDM help file path

Syntax
e edm hel p-file-path
Default
None
Command mode

User Exec mode
Command parameters

Parameter Description
WORD Specifies the EDM help file path
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-]
AVAYA Command: enable

Home | Command modes | Alphabetical listing

enable

Turn on privileged commands

Syntax

e enabl e

Default
None

Command mode

Global configuration mode
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-]
AVAYA Command: end

Home | Command modes | Alphabetical listing

end

Exit from configure mode

Syntax

e end

Default
None

Command mode

Global configuration mode
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AVAYA Com_mand_: end (VLAN Interface
configuration mode)

Home | Command modes | Alphabetical listing

end (VLAN Interface configuration mode)

Exit from interface configure mode.

Syntax

e end

Default
None

Command mode

VLAN Interface configuration mode
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