[= Extreme

networks

ADVANCE WITH US

Ethernet Routing Switch
4800, 5900, 8800

Virtual Services Platform
4000, 7000, 7200, 8000, 9000

Engineering

> Shortest Path Bridging (802.1aq)
Technical Configuration Guide

Extreme Networks
Document Date: March 2020
Part Number: 9036665-00
Revision: AA



F= Extreme

networks

ADVANCE WITH US

© 2020, Extreme Networks, Inc.
All Rights Reserved.
Notice

While reasonable efforts have been made to ensure that the information in this document is complete and
accurate at the time of printing, Extreme Networks, Inc. assumes no liability for any errors. Extreme
Networks, Inc. reserves the right to make changes and corrections to the information in this document
without the obligation to notify any person or organization of such changes.

Documentation disclaimer

“Documentation” means information published in varying mediums which may include product
information, operating instructions and performance specifications that are generally made available to
users of products. Documentation does not include marketing materials. Extreme Networks shall not be
responsible for any modifications, additions, or deletions to the original published version of
Documentation unless such modifications, additions, or deletions were performed by or on the express
behalf of Extreme Networks. End User agrees to indemnify and hold harmless Extreme Networks,
Extreme Networks’ agents, servants and employees against all claims, lawsuits, demands and judgments
arising out of, or in connection with, subsequent modifications, additions or deletions to this
documentation, to the extent made by End User.

Link disclaimer

Extreme Networks is not responsible for the contents or reliability of any linked websites referenced within
this site or Documentation provided by Extreme Networks. Extreme Networks is not responsible for the
accuracy of any information, statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered within them. Extreme Networks does
not guarantee that these links will work all the time and has no control over the availability of the linked
pages.

Warranty

Extreme Networks provides a limited warranty on Extreme Networks hardware and software. Refer to
your sales agreement to establish the terms of the limited warranty. In addition, Extreme Networks’
standard warranty language, as well as information regarding support for this product while under
warranty is available to Extreme Networks customers and other parties through the Extreme Networks
Support website: http://www.extremenetworks.com/support under the link ““Policies” or such successor
site as designated by Extreme Networks. Please note that if You acquired the product(s) from an
authorized Extreme Networks Channel Partner outside of the United States and Canada, the warranty is
provided to You by said Extreme Networks Channel Partner and not by Extreme Networks.

“Hosted Service” means an Extreme Networks hosted service subscription that You acquire from either
Extreme Networks or an authorized Extreme Networks Channel Partner (as applicable) and which is
described further in Hosted SAS or other service description documentation regarding the applicable
hosted service. If You purchase a Hosted Service subscription, the foregoing limited warranty may not
apply but You may be entitled to support services in connection with the Hosted Service as described
further in your service description documents for the applicable Hosted Service. Contact Extreme
Networks or Extreme Networks Channel Partner (as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN EXTREME NETWORKS HOSTED
SERVICE SUBSCRIPTION FROM EXTREME NETWORKS OR AN EXTREME NETWORKS CHANNEL
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PARTNER (AS APPLICABLE), THE TERMS OF USE FOR HOSTED SERVICES ARE AVAILABLE ON
THE EXTREME NETWORKS WEBSITE, https://extremeportal.force.com OR SUCH SUCCESSOR SITE
AS DESIGNATED BY EXTREME NETWORKS, AND ARE APPLICABLE TO ANYONE WHO
ACCESSES OR USES THE HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED SERVICE,
OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR
WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND
“END USER"), AGREE TO THE TERMS OF USE. IF YOU ARE ACCEPTING THE TERMS OF USE ON
BEHALF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE
AUTHORITY TO BIND SUCH ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH
AUTHORITY, OR IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU MUST NOT
ACCESS OR USE THE HOSTED SERVICE OR AUTHORIZE ANYONE TO ACCESS OR USE THE
HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE EXTREME NETWORKS WEBSITE,
https://extremeportal.force.com OR SUCH SUCCESSOR SITE AS DESIGNATED BY EXTREME
NETWORKS, ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR INSTALLS
EXTREME NETWORKS SOFTWARE, PURCHASED FROM EXTREME NETWORKS, INC., ANY
EXTREME NETWORKS AFFILIATE, OR AN EXTREME NETWORKS CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH EXTREME NETWORKS OR AN
EXTREME NETWORKS CHANNEL PARTNER. UNLESS OTHERWISE AGREED TO BY EXTREME
NETWORKS IN WRITING, EXTREME NETWORKS DOES NOT EXTEND THIS LICENSE IF THE
SOFTWARE WAS OBTAINED FROM ANYONE OTHER THAN EXTREME NETWORKS, AN EXTREME
NETWORKS AFFILIATE OR AN EXTREME NETWORKS CHANNEL PARTNER; EXTREME
NETWORKS RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF
AND THE ENTITY FOR WHOM YOU ARE INSTALLING, DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND
EXTREME NETWORKS, INC. OR THE APPLICABLE EXTREME NETWORKS AFFILIATE (“EXTREME
NETWORKS?”).

Extreme Networks grants You a license within the scope of the license types described below. Where the
order documentation does not expressly identify a license type, the applicable license will be a
Designated System License as set forth below in the Designated System(s) License (DS) section as
applicable. The applicable number of licenses and units of capacity for which the license is granted will be
one (1), unless a different number of licenses or units of capacity is specified in the documentation or
other materials available to You. “Software” means computer programs in object code, provided by
Extreme Networks or an Extreme Networks Channel Partner, whether as stand-alone products, pre-
installed on hardware products, and any upgrades, updates, patches, bug fixes, or modified versions
thereto. “Designated Processor’” means a single stand-alone computing device. “Server” means a set of
Designated Processors that hosts (physically or virtually) a software application to be accessed by
multiple users. “Instance” means a single copy of the Software executing at a particular time: (i) on one
physical machine; or (ii) on one deployed software virtual machine (“VM”) or similar deployment.

License type(s)

Designated System(s) License (DS). End User may install and use each copy or an Instance of the
Software only: 1) on a number of Designated Processors up to the number indicated in the order; or 2) up
to the number of Instances of the Software as indicated in the order, Documentation, or as authorized by
Extreme Networks in writing. Extreme Networks may require the Designated Processor(s) to be identified
in the order by type, serial number, feature key, Instance, location or other specific designation, or to be
provided by End User to Extreme Networks through electronic means established by Extreme Networks
specifically for this purpose.
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Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the
Documentation, Software, Hosted Service, or hardware provided by Extreme Networks. All content on this
site, the documentation, Hosted Service, and the product provided by Extreme Networks including the
selection, arrangement and design of the content is owned either by Extreme Networks or its licensors
and is protected by copyright and other intellectual property laws including the sui generis rights relating
to the protection of databases. You may not modify, copy, reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part, including any code and software unless expressly
authorized by Extreme Networks. Unauthorized reproduction, transmission, dissemination, storage, and
or use without the express written consent of Extreme Networks can be a criminal, as well as a civil
offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine. Each product has its own ordering
code and license types. Note, unless otherwise stated, that each Instance of a product must be
separately licensed and ordered. For example, if the end user customer or Extreme Networks Channel
Partner would like to install two Instances of the same type of products, then two products of that type
must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or portions thereof included in the Software or
Hosted Service may contain software (including open source software) distributed under third party
agreements (“Third Party Components”), which contain terms regarding the rights to use certain portions
of the Software (“Third Party Terms”). As required, information regarding distributed Linux OS source
code (for those products that have distributed Linux OS source code) and identifying the copyright
holders of the Third Party Components and the Third Party Terms that apply is available in the products,
Documentation or on Extreme Networks’ website
at:http://www.extremenetworks.com/support/policies/softwarelicensing or such successor site as
designated by Extreme Networks. The open source software license terms provided as Third Party Terms
are consistent with the license rights granted in these Software License Terms, and may contain
additional rights benefiting You, such as modification and distribution of the open source software. The
Third Party Terms shall take precedence over these Software License Terms, solely with respect to the
applicable Third Party Components to the extent that these Software License Terms impose greater
restrictions on You than the applicable Third Party Terms.

The following applies only if the H.264 (AVC) codec is distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO (i) ENCODE
VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEQO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR
WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO EXTREME NETWORKS CHANNEL PARTNER'S HOSTING OF
EXTREME NETWORKS PRODUCTS OR SERVICES. THE PRODUCT OR HOSTED SERVICE MAY
USE THIRD PARTY COMPONENTS SUBJECT TO THIRD PARTY TERMS AND REQUIRE A SERVICE
PROVIDER TO BE INDEPENDENTLY LICENSED DIRECTLY FROM THE THIRD PARTY SUPPLIER.
AN EXTREME NETWORKS CHANNEL PARTNER'S HOSTING OF EXTREME NETWORKS
PRODUCTS MUST BE AUTHORIZED IN WRITING BY EXTREME NETWORKS AND IF THOSE
HOSTED PRODUCTS USE OR EMBED CERTAIN THIRD PARTY SOFTWARE, INCLUDING BUT NOT
LIMITED TO MICROSOFT SOFTWARE OR CODECS, THE EXTREME NETWORKS CHANNEL
PARTNER IS REQUIRED TO INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE AGREEMENTS,
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AT THE EXTREME NETWORKS CHANNEL PARTNER'S EXPENSE, DIRECTLY FROM THE
APPLICABLE THIRD PARTY SUPPLIER. WITH RESPECT TO CODECS, IF THE EXTREME
NETWORKS CHANNEL PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED THE G.729
CODEC, H.264 CODEC, OR H.265 CODEC, THE EXTREME NETWORKS CHANNEL PARTNER
ACKNOWLEDGES AND AGREES THE EXTREME NETWORKS CHANNEL PARTNER IS
RESPONSIBLE FOR ANY AND ALL RELATED FEES AND/OR ROYALTIES. THE G.729 CODEC IS
LICENSED BY SIPRO LAB TELECOM INC. SEE WWW.SIPRO.COM/CONTACT.HTML. THE H.264
(AVC) CODEC IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE PERSONAL
USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO:
() ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (Il)
DECODE AVC VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC
VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP:// WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibility for complying with any applicable laws and
regulations, including, but not limited to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance rights, in the country or territory where
the Extreme Networks product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party (for
example, a person who is not a corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud associated with your system and that,
if Toll Fraud occurs, it can result in substantial additional charges for your telecommunications services.

Security Vulnerabilities

Information about Extreme Networks’ security support policies can be found in the Global Technical
Assistance Center Knowledgebase at https://gtacknowledge.extremenetworks.com/.

Downloading Documentation

For the most current versions of Documentation, see the Extreme Networks Support website: http:/
documentation.extremenetworks.com, or such successor site as designated by Extreme Networks.

Contact Extreme Networks Support

See the Extreme Networks Support website:http:// www.extremenetworks.com/support for product or
Hosted Service notices and articles, or to report a problem with your Extreme Networks product or Hosted
Service. For a list of support telephone numbers and contact addresses, go to the Extreme Networks
Support website:http://www.extremenetworks.com/support/contact/ (or such successor site as designated
by Extreme Networks), scroll to the bottom of the page, and select Contact Extreme Networks Support.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for product or Hosted Service notices and
articles, or to report a problem with your Avaya product or Hosted Service. For a list of support telephone
numbers and contact addresses, go to the Avaya Support website: https://support.avaya.com (or such
successor site as designated by Avaya), scroll to the bottom of the page, and select Contact Avaya
Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this site, the Documentation, Hosted
Service(s), and product(s) provided by Extreme Networks are the registered or unregistered Marks of
Extreme Networks, Inc., its affiliates, its licensors, its suppliers, or other third parties. Users are not
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permitted to use such Marks without prior written consent from Extreme Networks or such third party
which may own the Mark. Nothing contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel, or otherwise, any license or right in
and to the Marks without the express written permission of Extreme Networks or the applicable third
party. Extreme Networks is a registered trademark of Extreme Networks, Inc.

All non-Extreme Networks trademarks are the property of their respective owners. Linux® is the
registered trademark of Linus Torvalds in the U.S. and other countries. For additional information on
Extreme Networks trademarks, please see: http://www.extremenetworks.com/company/legal/

Abstract

This Technical Configuration Guide provides an overview and examples on configuring various items
related to Shortest Path Bridging (SPB) support on the VSP 4000, VSP 7000, VSP 7200, VSP 9000, ERS
4800, ERS 5900, and ERS 8800.

Acronym Key

Throughout this guide the following acronyms will be used:

e AS : Autonomous System

e B-MAC : Backbone MAC

e B-VID : Backbone VLAN identifier

e BCB : Backbone Core Bridge

e BEB : Backbone Edge Bridge

e C-MAC : Customer MAC

e CFM : Connectivity Fault Management

e FA : Fabric Attach

e FC : Fabric Connect (SPBM)

e FE : Fabric Extend (SPBM over IP)

e GRT : Global Route Table

e ISID : Backbone Service Instance Identifier; IEEE 802.1ah
e IPVPN . IP Virtual Private Network

e IS-IS . Intermediate System to Intermediate System
e IST . Inter Switch Trunk (Extreme SMLT Clustering)
e L2VSN : Layer 2 Virtual Services Network

e L3VSN : Layer 3 Virtual Services Network

e LLDP : Link Layer Discovery Protocol; IEEE 802.1AB
e LSDB : Link State Data Base

e MAC : Media Access Control

e MLT : Multi Link Trunk

e BCB : Backbone Core Bridge

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 6
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SDN Fx
SMLT
SPB
SPBM
TLV
VID
VLACP
VLAN
VPN

. Software Defined Networking with FA, FC, FE
: Split MLT (Extreme Clustering)

: Shortest Path Bridging

: Shortest Path Bridging MAC

: Type Length Value

: VLAN identifier

: Virtual LACP

: Virtual LAN

: Virtual Private Network

Revision Control

N[o] Date Version Revised By Remarks

1 12/21/2010 1.0 PRMGT Modifications to Software Baseline section

2 2/28/2011 11 PRMGT Remove reference to BEB to BCB.
Remove reference to InterISID Routing and

3 3/15/2011 1.2 PRMGT Native IP shortcuts. Changed to InterVSN
routing and GRT Shortcuts
Added SPBM IP enabled for configuration

4 4/14/2011 13 PRMGT example SPB L3 VSN in reference to ERS-1

5 8/25/2011 1.4 PRMGT Changes to SPBM NNI SMLT diagrams
Changed name from GRT shortcuts to IP
Shortcuts. Added changes to CFM provisioning

6 11/21/2011 L5 John Vant Erve made in release 7.1.1.0. Note regarding SPB
sys-name.
Added SPB multicast related information and

7 6/27/2012 1.6 John Vant Erve | configuration examples. Added addition
information pertaining to the VSP 9000.

8 4/8/2013 20 John Vant Erve Addt_ed VS_P 4000 and VSP 7000. Updated the
configuration examples
Adding configuration changes regarding

9 8/8/2013 2.1 John Vant Erve | Spanning Tree on SPB NNI ports in configuration
examples

10 4/7/2014 2.2 John Vant Erve | Added ERS 4800 and VSP 8000.

11 12/5/2014 3.0 John Vant Erve | Add vIST, IPv6 Shortcuts, and ISIS accept policy.

12 412212015 31 John Vant Erve | added note regarding multiple port NNI MLT
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Conventions

This section describes the text, image, and command conventions used in this document.

Symbols

&) Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Warning — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text
Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button or
command:

ERS5520-48T# show running-config

Output examples from Extreme devices are displayed in a Lucida Console font:
ERS5520-48T# show sys-info

Operation Mode: Switch

MAC Address: 00-12-83-93-B0-00

PoE Module FW: 6370.4

Reset Count: 83

Last Reset Type: Management Factory Reset

Power Status: Primary Power

Autotopology: Enabled

Pluggable Port 45: None

Pluggable Port 46: None

Pluggable Port 47: None

Pluggable Port 48: None

Base Unit Selection: Non-base unit using rear-panel switch

sysDescr: Ethernet Routing Switch 5520-48T-PWR
HW:02 FW:6.0.0.10 SW:v6.2.0.009

Mfg Date:12042004 HW Dev:H/W rev.02
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1. Overview
1.1 Evolution of Ethernet Bridging

The evolution of Ethernet technologies continues with the IEEE 802.1aq standard of Shortest Path
Bridging. This next generation virtualization technology will revolutionize the design, deployment and
operations of the Enterprise Campus core networks along with the Enterprise Data Centre. The benefits
of the technology will be clearly evident in its ability to provide massive scalability while at the same time
reducing the complexity of the network. This will make network virtualization a much easier paradigm to
deploy within the Enterprise environment.

Shortest Path Bridging brings the features and benefits required by Carrier grade deployments to the
Enterprise market without the complexity of alternative technologies traditionally used in Carrier
deployments (typically MPLS).

The IEEE has been working on Layer 2 virtualization techniques over the last decade. It had standardized
a set of solutions that built on each other and continuously addressed the predecessor’s disadvantages.

In 1998, IEEE 802.1Q provided a simple way to virtualize Layer 2 broadcast domains by using VLAN
tagging to form Virtual LANs. The 12 bits that are available in the 802.1Q defined header provided the
ability to separately transport 4096 individual virtual LANS.

The loop free topology had been provided through IEEE 802.1D spanning tree and later rapid spanning
tree (RSTP) and multiple spanning tree (MSTP) extensions. However, spanning tree is not the technology
of choice for large network deployments.

Carrier deployments wanted to leverage the cost points of Ethernet and wanted to use the virtual LAN
technology. In order to improve scalability, the IEEE introduced the QinQ approach, where the header
had been extended to provide a carrier tag attached to a customer tag (QinQ). This allowed the carrier to
transport customer tagged traffic over its Ethernet based 802.1ad backbone. However in large
deployments this technology did not scale well, because the carrier's backbone still “saw”, and thus
learned, all the end-customer MAC addresses (C-MAC).

In order to overcome this scaling limitation, the IEEE standardized 802.1ah (also known as Provider
Backbone Bridging — BCB) in 2008 which introduced a new header encapsulation to hide the customer
MAC addresses inside an additional backbone MAC header (MACInMAC encapsulation).

In addition to this, the new header also includes a service instance identifier (ISID) with a length of 24
bits. This ISID can be used to identify any virtualized traffic across an 802.1ah encapsulated frame. In
802.1ah, these ISIDs are used to virtualize VLANs across a BCB network. The “hiding/encapsulating” of
customer MAC addresses in backbone MAC addresses greatly improves network scalability (no end-user
C-MAC learning required in the core) and also significantly improves network robustness (loops have no
effect on the backbone infrastructure).

So BCB addressed the scaling issues of virtualizing and transporting VLANs across a provider backbone.
Yet, within that backbone, even with BCB, the loop free topology still had to be provided by 802.1D
Spanning Tree (or RSTP or MSTP).

With the latest 802.1aq Shortest Path Bridging MacInMac (SPBM) standard this final limitation is being
lifted via the development of a new link-stated based technology.

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 17



F= Extreme

networks
ADVANCE WITH US
Standard Year Name Loop free Service Provisioning Virtualization
Topology IDs of
by:
IEEE 1998 Virtual Spanning 4096 Edge and Layer 2
802.1Q LANs Tree Core
(VLAN SMLT
Tagging)
IEEE 2005 Provider Spanning 4096x4096 Edge and Layer 2
802.1lad Bridging Tree Core
(QInQ) SMLT
IEEE 2008 Provider Spanning 16 Million Edge and Layer 2
802.1ah Backbone Tree Core
Bridging
(MacIlnMac) Sl
IEEE 2012 Shortest Link- 16 Million Only Service  |IEEE: Layer 2
802.1aq Path State- Access .
Bridging Protocol Points [=T7- et
(1S-1S) Layer 3
(SPBM) Unicast &
Multicast

Table 1: IEEE Standards culminating with SPBM

SPBM is based on the 802.1ah encapsulation schema but does not depend on spanning tree to provide a
loop free Layer 2 domain, instead it uses the nodal based IS-IS topology protocol. The IEEE is reworking
the spanning tree specification 802.1D to include the new SPB solution. The intention is that once the
standard is implemented in network products, the network operator will be able to choose a shortest path
bridging topology protocol or the legacy root tree based option.

In addition to the Layer 2 virtualization support that SPBM provides, the model is being extended to also
support Layer 3 virtualization via the IETF Draft IP/SPB-Unbehagen. Where L2 virtualization associates
an ISID to an edge VLAN in such a way as to extend that VLAN across the backbone, with the L3
extension a VRF can also be associated to an ISID in such a way as to extend a virtualized L3 routing
instance across the backbone.

Extreme also enhanced the SPBM capability by adding multicast support which greatly simplify the
multicast deployment and provide resiliency to multicast at the same time.

In summary, SPBM brings to the Enterprise network the features, functionalities and scalability demanded
by carriers via the use of a single simple and dynamic link state routing protocol which is IS-IS.
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1.2 SPB Benefits

The benefits that SPB brings to the Enterprise network can be listed as follows.
» Backbone provisioning simplicity

Provisioning an SPB core is as simple as enabling SPB and IS-IS globally on all the nodes and on the
core facing links. The 1S-IS protocol operates at layer 2, it does not need IP addresses configured on the
links to form IS-IS adjacencies with neighboring switches (like OSPF does). Hence there is no need to
configure any IP addresses on any of the core links.

» Natively provides virtualized Layer 2 services

Layer 2 virtualization is handled by the Backbone Edge Bridges (BEBs) where the end-user VLAN is
mapped into a Backbone Service Instance Identifier (ISID) by local provisioning. Any BEB that has the
same ISID configured can participate in the same L2 virtual services network (VSN). IS-IS within the SPB
backbone is used as the Layer 2 routing protocol to forward traffic between the BEB and Provider
Backbone Core Bridges (BCBs). Only the BEB has knowledge of the L2 VSN and corresponding MAC
addresses. The BCB only has knowledge of each Backbone MAC address (B-MAC) used to send traffic
across an SPB network.

» Natively provides virtualized routing services

Layer 3 virtualized routing is handled by the Backbone Edge Bridges (BEBs) where the end-user IPv4
enabled VLAN or VLANs are mapped to a Virtualized Routing and Forwarding (VRF) instance. The VRF
in turn is mapped into a Backbone Service Instance Identifier (ISID) by local provisioning. Any BEB that
has the same ISID configured can participate in the same L3 virtual service network (VSN). IS-IS within
the SPB backbone is used as the Layer 2 routing protocol to forward traffic between the BEB and
Backbone Core Bridges (BCB). Only the BEB has knowledge of the L3 VSN and corresponding
IP/ARP/MAC addresses. The BCB only has knowledge of each Backbone MAC address (B-MAC) used
send traffic across an SPB network.

» Adapts to any physical layer / fibre plant

IS-IS is a link-state protocol which will compute the shortest open path just like OSPF does. It can
therefore be deployed on any regular (e.g. square or fully meshed core-to-distribution topologies) or
irregular (e.g. ring topologies) fibre plants.

Whereas OSPF computes the shortest path to destination subnets and then populates the IP routing
table with the results, IS-IS (as used with SPB) computes the shortest path to backbone node MAC
addresses (B-MACs) and then populates the backbone MAC tables.

» Robust/Scalable link-state routing applied to MAC tables

With SPB, the MAC table is now only populated by the 1S-IS control plane. The conventional Ethernet
bridging behavior which consisted of (a) “learning” the MAC tables with the source MAC address of
packets seen arriving on local ports and (b) flooding unknown and broadcast traffic to all ports no longer
apply in an SPB backbone.

Furthermore, with SPB, IS-IS is leveraged to build source based forwarding trees for the delivery of
multicast and broadcast traffic across the SPB backbone in such a way that the replication of
broadcast/multicast traffic within the core is optimized to follow the shortest path from source to leaf
nodes.

» Separation between Services and Backbone

Since SPB leverages the MACInMAC encapsulation of 802.1ah (BCB) only the nodes at the edge of the
SPB backbone (the Backbone Edge Bridges - BEBs) need to learn the MAC addresses (C-MACSs) used
within the transported Customer VLANs (L2VSNs). These same nodes, when forwarding traffic into the
SPB core will always re-encapsulate the service traffic in a Backbone MAC header with a destination B-
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MAC corresponding to the destination SPB node across the backbone where the service traffic will get
de-capsulated. The encapsulation used is shown in Figure 1. As such, the nodes within the SPB
backbone will have no knowledge of the addresses used within the service VSNs (C-MACs or IP
addresses) transported across and only need to provide reachability to the B-MAC addresses within the

backbone.
Services
IP Shortcuts
L2VSN
DGR C-MAC B-MAC
L3VPN [ “C-MAC IEBH B-VAC |JERCRYINCEINNIN
is NULL
Edge —» « SPB >

Figure 1. SPBM Service Type Encapsulations
e Connectivity Fault Management

Connectivity Fault Management (CFM) offers loopbacks and link trace for troubleshooting, and continuity
checks for fast fault detection. Presently only the loopback and link trace features of CFM are supported.
These commands allow operators, service providers and customers to verify the connectivity that they
provide or utilize and to debug systems. This is accomplished through:

» Loopback messaging to an intermediate or endpoint within a domain for the purpose of fault
verification. (LBM)

» Linktrace messaging to a maintenance endpoint with intermediate points responding to indicate
the path of the traffic within a domain for the purpose of fault isolation. (LTM)

» End-point provisioning

The boundary between the MACINMAC SPB domain and 802.1Q domain is handled by the Backbone
Edge Bridges (BEBs). At the BEBs, VLANs or VRFs are mapped into ISIDs based on the local service
provisioning.

Services (whether L2 or L3 VSNSs) only need to be configured at the edge of the SPB backbone (on the
BEBSs). There is no provisioning needed on the core SPB nodes. This provides a robust carrier grade
architecture where configuration on the core nodes never needs to be touched when adding new
services.

» Service provisioning simplicity

The same simplicity extends to provisioning the services to run above the SPB backbone. Creating an
L2VSN is as simple as associating an I1SID number with an edge VLAN; creating an L3VSN is as simple
as associating an ISID number with a VRF and configuring the desired IS-IS IP route redistribution within
the newly created L3VSN.

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 20



F= Extreme

networks
ADVANCE WITH US
» Multicast

Multicast over SPB L2 VSNSs, L3 VSNs, or IP Shortcuts is supported on the ERS 8800 beginning in the
7.2 release, on the VSP 4000 in the 3.1 release, the VSP 7200 in the 4.2.1 release, the VSP 9000 in the
3.4 release and the VSP 8000 in the 4.1 release. The ERS 4800 in release 5.9 and the ERS 5900 in
release 7.0 support multicast over L2 VSNs only; please note multicast is constrained to within the VSN
only. Multicast is supported over SPB by globally enabling the feature and just enabling IGMP at the SPB
edge. There is no need for any multicast routing protocols such as PIM, hence, multicast over SPB
greatly simplifies multicast deployment. A multicast stream can be forwarded anywhere in a SPB network
where IS-IS is used to advertise the stream to the rest of the fabric. Note that the stream is not forwarded
until a receiver requests to join a specific multicast group and it is only forwarded to those receivers who
requested it.
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2. SPB Terminology
2.1 SPB

Shortest Path Bridging (SPB) is being standardized by the IEEE as the next evolution step. It provides
shortest path forwarding using layer 2 to provide shortest path forwarding. SPB uses the IS-IS protocol
operating at layer 2 allowing for large networks with fast convergence, equal cost paths, and easy
provisioning without having to add complex addition protocols in the core to support virtualization of
VLAN'’s or VRF's. In summary, all that is needed is to enable SPB and IS-IS in the core and all the
virtualization is done on the edge.

2.2 SPBM

The 802.1aq standard supports two modes, SPB VID (SPBV) and SPB MAC (SPBM). Only SPBM
supports true virtualization via the use of the 802.1ah MAC-in-MAC encapsulation. SPBV offers shortest
path forwarding but with reduced functionality using 802.1ad Q-in-Q tagging for devices which cannot
support the 802.1ah MAC-in-MAC encapsulation. All Extreme SPB capable switches support exclusively
SPBM. SPBM virtualized services are delineated by ISIDs where the ISID is simply assigned at the BEB
to either a VLAN for virtualized layer 2 services, a multicast group for virtualized multicast services, or to a
VRF for virtualized layer 3 services.

In a SPBM network, each bridge advertises its own unique MAC address using I1S-1S which is known as
the system-id. The system-id can also be manually provisioned to ease in trouble shooting when looking
at the layer 2 forwarding table.

2.3 IS-IS

Provisioning an SPB core is as simple as enabling SPB and IS-IS globally on all the nodes and
configuring SPB 1S-1S interfaces on the core facing links (NNI links). The I1S-1S protocol operates at layer
2, it does not need IP addresses configured on the links to form 1S-1S adjacencies with neighboring
switches (like OSPF does). Hence, there is no need to configure any IP addresses on any of the core
links.

IS-IS is a link-state protocol which will compute the shortest open path just like OSPF does. It can
therefore be deployed on any regular (e.g. square or fully meshed core-to-distribution topologies) or
irregular (e.g. ring topologies) fibre plants.

2.4 B-VLAN

Each SPBM network instance is associated with at least one backbone VLAN (B-VLAN) in the core
SPBM network.

This VLAN is used for both control plane traffic and dataplane traffic.

Extreme recommends to always configuring two B-VLANs in the core to allow load
distribution over both B-VLANS.

SPBM alters the behavior of the VLAN. When a B-VLAN is associated with an SPBM network the
following VLAN attributes and behaviors are modified for the B-VLAN:
e Flooding is disabled

e Broadcasting is disabled
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e Source address learning is disabled
e Unknown mac discard is disabled
Essentially the VLAN becomes a header indicating the SPBM network to use.

Modification of the VLAN behavior is necessary to ensure proper control over the SPBM traffic.

Although it is recommended to use BVIDs that are in the upper range, using a BVID less than

&’ 4000 may have to be used if tunneling SPB across an MPLS or IP network via a router GRE
tunnel. For example, the Ayava Secure Router supports VLAN tunneling via GRE with a
restriction of allowing only VLAN ID’s of less than 4000.

2.5 B-MAC (System ID)

Whereas OSPF computes the shortest path to destination subnets and then populates the IP routing
table with the results, I1S-IS (as used with SPB) computes the shortest path to backbone node MAC
addresses (B-MACs) and then populates the backbone MAC tables. The B-MAC addresses are
advertised in IS-IS via one or more backbone VLAN IDs (B-VIDs). In summary, frames are forwarded
using the System-ld as the Backbone Source Access (B-SA) to a specific node using the Backbone
Destination Address (B-DA). Note that the backbone nodes will know how to reach all the B-MACs (I1S-I1S
will have programmed the B-VID MAC tables according) while the Customer MACs (C-MACSs) will only be
learned on the appropriate BEB nodes which terminate the virtual services.

The SPB forwarding database (FDB) will contain a combination of unicast and multicast MAC addresses.

SPB uses source specific multicast trees. There has to be a unique multicast tree for every BEB across
all B-VIDs provisioned and for every Service Instance (ISID) which requires delivery of
multicast/broadcast (L2VSNs and only L3VSNs if enabled for IP Multicast). In terms of I1S-IS computation
there will be as many multicast SPT trees as there are SPB nodes across each B-VID. These trees will
then be further pruned into Service (ISID) specific multicast SPTs based on which BEBs are configured
with the corresponding ISID. In the data plane every individual Service Specific multicast SPT will have a
unique Multicast MAC address defined which is obtained by combining the ingress BEB Nick-name
(referred to as the SP SourcelD; 20 bits) with the ISID service identifier (24 bits).

SPB Unicast FDB

CLI1

ERS-8800:5# show isis spbm unicast-fib

ERS-8800:5# show isis spbm unicast-fib vlan <vlan-id>
ACL1

ERS-8800:5#show isis spbm unicast-fib

ERS-8800:5#show isis spbm unicast-fib vlan <vlan-id>

SPBM UNICAST FIB ENTRY INFO

DESTINATION BVLAN SYSID HOST-NAME OUTGOING COST

ADDRESS INTERFACE
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02:be:b0:00:00:02 40 00be.b000.0002  ERS-2 2/2 10
02:be:b0:00:00:02 41 00be.b000.0002  ERS-2 2/2 10
02:be:b0:00:00:30 40 00be.b000.0030 ERS-3 2/2 20
02:be:b1:00:03:04 40 00be.b000.0030 ERS-3 2/2 20
02:be:b0:00:00:30 41 00be.b000.0030 ERS-3 2/2 20
02:be:b0:00:00:40 40 00be.b000.0040 ERS-4 2/2 20
02:be:b0:00:00:40 41 00be.b000.0040 ERS-4 2/2 20
02:be:b1:00:03:04 41 00be.b000.0040 ERS-4 2/2 20

SPB Multicast FDB

CLI1

ERS-8800:5# show isis spbm multicast-fib

ERS-8800:5# show isis spbm multicast-fib vlan <vlan-id>
ACL1

ERS-8800:5#show isis spbm multicast-fib
ERS-8800:5#show isis spbm multicast-fib vlan <vlan-id>

SPBM MULTICAST FIB ENTRY INFO

MCAST DA ISID BVLAN SYSID HOST-NAME OUTGOING

- INTERFACES

03:00:01:00:03:e8 1000 40 0001.8128.87df ERS-1 2/2,3/11
03:00:01:00:03:e9 1001 40 0001.8128.87df ERS-1 2/2,3/12,3/13
03:00:04:00:03:e8 1000 40 0001.8129.1fdf ERS-4 3711
03:00:04:00:03:e9 1001 40 0001.8129.1fdf ERS-4 3/12,3/13
03:00:03:00:03:e8 1000 40 0080.2dbe.23df ERS-3 3/11
03:00:03:00:03:e9 1001 40 0080.2dbe.23df ERS-3 3/12,3/13

2.6 System ID Value

The default switch behavior regarding System-Id is to use a MAC address within the MAC address range
reserved for the switch. This ensures that there will be no de-stabilizing System-ld conflicts in the
network. Extreme recommends the use of default System-ld values for this reason. To allow greater
flexibility to customers, the use of configured System-Id values is also supported. When using configured
System-Id values it is very critical to ensure that each SPB enabled switch in the network uses a unique
ISIS System-Id value.

If you do decide to change the System ID, it is recommended to set the locally administered bit. The
second least significant bit of the most significant byte of the MAC address should be set to 1 to indicate
the MAC address as locally administered. For more details, please go to
http://en.wikipedia.org/wiki’/MAC_address.
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2.7 Backbone Edge Bridges (BEB) and Backbone
Core Bridges (BCB)

The BEB provides the boundary between the MACInMAC SPBM domain and virtualized service domain.
At the BEBs, VLANs or VRFs are mapped into ISIDs based on the local service provisioning. As such, all
nodes within the SPBM backbone will have no knowledge of the addresses within the virtualized services
VSNs (C-MAC or IP addresses). Only the BEB nodes will contain a C-MAC table (or FDB), and if
configured, a VRF IP forwarding table. All backbone nodes will have no knowledge of the virtualized
service VSNs, C-MAC and VRF addresses.

In the SPBM core, the bridges are referred to as Backbone Core Bridges (BCBs). BCBs forward
encapsulated traffic based on the BMAC-DA.

2.8 Connectivity Fault Management (CFM)

Modular OS VSP OS (VOSS) Stackable OS (BOSS)
Platform

VSP 8000

(current Rel.) ERS 8800 | VSP 9000 VSP 7200 VSP 4000| VSP7000 | ERS4800 | ERS5900
Feature (5.0) (5.9 (7.0)
CFM for SPB ° ° ° P P ° °
BVLAN

CFM for CVLAN ®(7.1.1) @(3.4) tbd ) - - -
Simplified CFM ° ® (3.4) ° ® (3.1 ° ° °
configuration

Full EDM support ® (7.1.1) { ( ( ( () ()

Table 2: CFM Support

Connectivity Fault Management (CFM) offers loopbacks and link trace for troubleshooting and continuity
checks for fast fault detection - loopback and link trace features of CFM are supported. These commands
allow operators, service providers and customers to verify the connectivity that they provide or utilize and
to debug systems. This is accomplished through:

» Loopback messaging to an intermediate or endpoint within a domain for the purpose of fault
verification. (LBM)

» Linktrace messaging to a maintenance endpoint with intermediate points responding to indicate
the path of the traffic within a domain for the purpose of fault isolation. (LTM)

IEEE 802.1ag — Connectivity Fault Management (Per Service/VLAN OAM)
» Maintenance Domain — MD

— MD is management domain on a network, typically owned and operated by a single
entity MD are configured with Names and Levels, where the eight levels range from 0 to
7.
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— Hierarchal relationship exists between domains based on levels.
— Recommended values of levels are as follows
» Customers — Largest (e.g., 7)
» Providers — In between (e.g., 3)
» Operators — Smallest (e.g., 1)
» Maintenance Association

— Maintenance Association (MA) is a set of MEPs, all of which are configured with the
same MAID (Maintenance Association Identifier) and MD Level, each of which is
configured with a MEPID unique within that MAID and MD Level, and all of which are
configured with the complete list of MEPIDs”

» Maintenance End Point

— Maintenance End Point (MEP), are Points at the edge of the domain, define the boundary
for the domain A MEP sends and receives CFM frames through the relay function, drops
all CFM frames of its level or lower that come from the wire side

» Maintenance Intermediate Point

— Maintenance Intermediate Point (MIP), are Points internal to a domain, not at the
boundary. MIPs are Passive points, respond only when triggered by CFM trace route and
loop-back messages

» There are 5 message types for CFM
— Continuity Check Message (CCM) — Not implemented.
— Loopback Message (LBM)
— Loopback Reply (LBR)
— Linktrace Message (LTM)
— Linktrace Reply (LTR)
» Raw loopback and linktrace messages can be generated using the following ACLI commands:
— loopback <mdName> <maName> <mepld> <rmepMac>
— linktrace <mdName> <maName> <mepld> <rmepMac>

» However, a set of L2 OAM commands which leverage the underlying CFM loopback and linktrace
messages but provide a more user friendly interface and a simplified summary of the information
which is carried in the CFM messages. These commands can also be executed against a target
system name or IP address instead of a MAC address of MD.MA.MEP-id.

— 12 ping <vlan> mac <SystemldMac>
— 12 ping <vlan> routernodename <RouterNodeName >
— |2 traceroute vlan <vlan> mac <SystemldMac>
— |2 traceroute vlan <vlan> routernodename <RouterNodeName >
— |2 traceroute ip-address < ipaddress> ?
priority  Priority <0-7>
source-mode Source mode<nodal|noVlanMac|smitVirtual>
ttl-value Ttl value <1-255>
vrf Vrf
<Cr>
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» Starting in software release 7.1.1 for the ERS 8800, release 3.4 for the VSP 9000, release 3.0 for
the VSP 4000, 5.7 for the ERS 4800, and 10.2 for the VSP 7000, CFM commands will now
automatically create a MEP and a MIP at a specific level for every SPB B-VLAN provisioned on
the switch. Hence, you no longer have to configure explicit MEPs and MIPs and associated
VLANs with MEPs and MIPs. Previously configured MIPs and MEPs will still continue to work if
you upgrade from either 7.0 or 7.1 to release 7.1.1.x. In summary:

— Auto-generated CFM commands create a MEP and a MIP at a specified level for every
SPBM B-VLAN on the chassis

— No more having to configure explicit MEPs and MIPs and associate multiple VLANs with
MEPs and MIPs

» Previously configured MEPs and MIPS will continue to work

— Auto-generated MEPs and MIPs respond to 12ping, 2traceroute, and |2tracetree in the
same manner as in 7.1

— CFM extended to support C-VLANS in addition to existing support for B-VLANS.

» This enables you to isolate a connectivity fault in either the SPBM cloud or in a
customer domain.
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3. SPB Support Topologies
3.1 SPB L2 VSN
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BEB
- i
\...55: cvans | | HSID 10 .
= ] i ‘g ]
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Services —
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Figure 2: SPB L2 VSN

A SPB L2 VSN topology is simply made up of a number of Backbone Edge Bridges (BEB) used to
terminate Layer 2 VSNs. The control plane uses IS-IS for forwarding at a Layer 2 level. Only the BEB
bridges are aware of any VSN and associated MAC addresses while the backbone bridges simply
forward traffic at the Backbone MAC (B-MAC) level. The backbone switches will know how to reach every
B-MACs using the shortest path determined by 1S-IS. Note that the backbone System ID or B-MAC can
be manually provisioned to help ease trouble-shooting when looking at the B-MAC unicast forwarding
table. In summary, all switches in the backbone will only learn B-MAC addresses to make forwarding
decisions while the BEB will learn both the B-MACs and Customer MACs (C-MAC) for each VSN. A
Backbone Service Instance Identifier (ISID) will be assigned on the BEB to each VLAN. All VLANSs in the
network that share the same ISID will be able to participate in the same VSN. If SMLT clusters are used,
two backbone VLANs (B-VLAN) are required with a primary B-VLAN and a secondary B-VLAN. . In
general two backbone VLANSs should always be used (even if no SMLT cluster is in use) since the use of
2 backbone VLANs allows IS-IS to compute equal cost trees where if 2 shortest equal cost paths exist,
SPB will load balance VSN traffic across both paths.

In summary:
e At minimum, one B-VLAN must be assigned to each SPB switch
o For SMLT, two B-VLANSs are required

e TLVs and sub-TLVs are used to identify SPB instance, link metric’s, B-VLAN, B-MAC, and
number of ISID’s
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3.2 SPB L3 VSN
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Figure 3: SPB L3 VSN

A SPB L3 VSN topology is very similar to a SPB L2 VSN topology with the exception that a Backbone
Service Instance Identifier (ISID) will be assigned at a Virtual Router (VRF) level instead of at a VLAN
level. All VRFs in the network that share the same ISID will be able to participate in the same VSN.

In summary:
e One or more VRFs are created on the BEB switches with an assigned ISID
0 All VRFs that share the same ISID can participate in the same VSN

e Route distribution of direct interfaces on VRF instances must be enabled to distribute VRF
networks into 1S-IS between BEB switches

e |S-IS IP routing must be enabled
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3.3 Inter VSN Routing
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Figure 4: Inter VSN Routing

Inter VSN allows routing between IP networks on Layer 2 VLANs with different ISIDs. As illustrated in the
diagram above, routing between VLANs 10 and 20 occurs on one of the SPB core switches shown in the
middle of the diagram. End users from the BEB switches as shown on the right and left of the diagram are
able to forward traffic between the yellow and green VLANs (VLANs 10 & 20) via the VRF instance
configured on the switch shown. Although the diagram illustrates a VRF configured on a BCB switch, Inter
VSN can also be performed via GRT. Also, for redundancy, Inter VSN can also be configured on another
switch with VRRP to eliminate a single point of failure.

Please note Inter VSN routing is only typically used when you have to extend a VLAN as L2VSNs for
applications such as vMotion. Normally, is it recommended to route when you can by using either IP
shortcuts or L3VSNSs. As one of the requirements for vMotion is a shared network for the ESX hosts, we
have no choice but to bridge traffic between the ESX hosts. In order to forward the server traffic to the
clients and vise-versa, it is necessary to IP route the traffic either via IP shortcuts or via a VRF L3VSN.
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3.4 SPB IP Shortcuts
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Figure 5: SPB IP Shortcuts

IP shortcuts allow routing between VLANs in the global routing table/network routing engine
(GRT/NRE/VRF-0). No ISID configuration is used. IP is enabled on the B-VLAN IS-IS instance on the
BEB switches. This provides normal IP forwarding between BEB sites over an IS-IS backbone.

In summary:

e |P must be enabled on IS-IS where the IS-IS source address, which must be configured, is a
circuitless/loopback IP address

0 The IS-IS source address is automatically injected into 1S-IS

e |S-IS redistribution of direct (or OSPF, RIP, Static, BGP...) IP routes may be enabled as a simple
mechanism to forward those networks between BEB neighbors

o This will inject all direct (or OSPF, RIP, Static, BGP...) IP routes into IS-I1S

0 In a SMLT cluster, in the case of direct IP route redistribution, a route policy (CLI) or
route-map (ACLI) must be configured to match the IST IP subnet to prevent it from being
advertised

e The Extended IP Reachability TLV 135 is used to distribute IP reachability between 1S-IS peers
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4. UNI Types
4.1 L2VSN — C-VLAN UNI

Port Type VSP3000
VSPT000
VSPT200

ERS58000

VSP8000
- - SPB Fabrlc Single Port v v
’ BEB node : MLT/DMLT F E
atag VLAN id 10 U 4 LACP LAG % v
] Pf!?[g‘:} 4 L2 VSNI-SID1000 SMLT/SLT v *
v SMLT/SLT v *
LACP LAG

| S s
L2VSNI-SID 3000

Untagged
Port 2
PVID=12

untagged traffic

|vlan i-sid vlan <vlan-id> <i-sid>

-

e UNIis a VLAN (Customer VLAN = C-VLAN)
¢ VLAN has global significance on the BEB

e VLAN performs L2 switching on local VLAN port members & transports over L2VSN for remote
end-points

e Untagged traffic is assigned to VLAN corresponding to PVID configured on port

o On tagged port, use UntagPVIDOnly mode to force PVID traffic to also go out untagged
e Supported on all SPBM capable platforms
e Switched UNIs and CVLAN UNIs can be assigned to the same ISID

e ETREE UNI and CVLAN UNI can be assigned to the same ISID
e You cannot mix Transparent UNI with C-VLAN UNI
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4.2 L2VSN — Switched UNI

Port Type VSPT000

ERS4800
ERS5900
Single Port v
. MLT/DMLT v
SPB Fabric
LACP LAG v
BEB node SMLT/SLT -
tag VLAN id 10 3 ) SMLT/SLT
q tag I UL?QPQE:L “~ L2 VSNI-SID 1000 } il x
O -

tag VLAN id 11 =

(aiag VLAN id 10} UntagPVIDonly ) W
: UNI Port 2 0
|unta§§ed trafﬁc: PVID=12 2V H

i-sid <i-sid> vlan <vlan-id> port <port>

e UNIis a VLAN-id on an Ethernet port / MLT
¢ VLAN id has local significance on the Ethernet port / MLT
e Same VLAN-id can be re-used on different ports and belong to a different ISID
o Different VLAN-id on same or different ports can be assigned to same ISID
0 can do VLAN Mapping on local switch

e Untagged traffic can be picked up by setting the port to UntagPVIDonly and setting the PVID on
the port

e Switched UNIs and CVLAN UNIs can be assigned to the same ISID
e Supported in VSP 7000 release 10.2, ERS 4800 release 5.7, and ERS 5900 in release 7.0
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4.3 L2VSN — Transparent UNI

VSPT000 (10.3) VSP4000
VSPT200
VSP&000
VSPT000 (10.4)
Single Port v v
MLT/DMLT v v
S P B LACP LAG x v
SMLT/SLT x v
BEB node
’ SMLT/SLT x v
m—ta ed traffic Transparent : LACP LAG
Iuntagaed trafﬁc: Ui Port
VSP7000:
i-sid <i-sid> port <port>
-tagged {raffic Transparent | SRt \/ SP4000, VSP7200, VSPB000:
Iunmaaedtmﬁm! UNI Port 2 i-sid <i-sid>» elan-transparent
port <port> | mlt <mlt-id>

exit

e UNIis an Ethernet port / MLT

e Ethernet UNI port/ MLT is not VLAN tag aware

e Packets with or without a VLAN g-tag are transported into the L2VSN

e Untagged control traffic (STP, VLACP, LACP, LLDP, etc) is transparently forwarded

0 VLACP/LACP PDUs are forwarded (VSP 4000/7200/8000: unless configured on UNI port
/ MLT)

o0 Flow Control Pause frames remain link local and are not transported
e Reverse MAC learning is still used, so can be used with 3 or more end-points

e Supported in VSP 7000 release 10.3 with support for SMLT in release 10.4, VSP 4000 release
3.1, VSP 8000 in release 4.2, and VSP 7200 in release 4.2.1

e MLT Transparent UNI ports are supported (on VSP 4000/7200/8000 even with LACP)
e Transparent UNIs should not be assigned to the same ISID as Switched UNI or CVLAN UNIs
e Beginning in the 4.1 release for the VSP 4000, Transparent UNI over SMLT is supported

e Transparent UNI cannot be mixed with any other type of UNI

0 You cannot use an ISID assigned to a Transparent UNI with either an C-VLAN UNI or an
Switch UNI

0 Only Transparent UNIs can be assigned to the same ISID
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4.4 Flex UNI - Switched

Port Type VSPT200

VSP4000
VSP3000
Same VID on different ports = -
and different ISIDs : S PB Fabrlc Single Part v
MLT/DMLT 4
BEB node s 7
3 5 VLAN 1d 70 _ L2 VSNI-SID 1000 P
tag NLAN id 11 el vt ' SMLT/SLT v
1 - LACP LAG

Eta VA0 UntagPVIDonly _l_.CVLAN__ VRF 0 Wi
: UNI Port 2 '
|uma§§ed traffic } PVID=12 S 000

V3P4000,VSP7200, VSP8000:
vlan member remove 1 <slot/port>

interface gigabitEthernet <slot/port>
flex—uni enable

exit

interface mlt <1-512>
flex—unit enable

lexit

i-sid <i-sid> elan
c—vid <vid> port <port>
c—vid <vid> mlt <mlt-id>
untagged-traffic port <port>
untagged-traffic port <port> [bpdu enable]
untagged-traffic mlt <mlt-id>
untagged-traffic mlt <mlt-id> [bpdu enable]

exit

e AVLAN ID (c-vid) and a given port or MLT is mapped to a L2VSN ISID

e The c-vid is not a platform VLAN, it is simply just a VLAN ID on a Flex UNI port or MLT

0 A platform VLAN is a VLAN created using the vlan create <2-4059> type port-mstprstp
<instance> ACLI command

o0 VLAN ID only have local significance on the Ethernet port or MLT
e The same VLAN ID can re-used on different ports and belong to different ISID’s
e Switched UNIs and one CVLAN can be assigned to the same ISID
0 This allows you to add an IP address to the CVLAN to enable routing of the Flex UNI

o0 To receive untagged traffic, the untagged-traffic option must be enabled plus Spanning
Tree BPDU’s are either dropped or flooded depending on if the bpdu enable option is
enabled

= Enabling the untagged-traffic option will forward control traffic such as LACP and
VLACP

To enable the BPDU option, one must enable the untagged-traffic setting without the BPDU
enable option as shown in the configuration above.
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4.5 Private VLAN — ETREE

P Private-vlan Promiscuous port
PC.D PC.B PC-C | Private-dan Isolated port D (Q-tagged port
C  Regular CVLAN port l:, A
T Regular Trunk port gged p
C
1/0/115 E’ 81 at6500-Top . .
- i 4/1-2 30-31 MLT1
T /
0/21 11/30.31 “;, 114475 VM;(H
S A g P7000 ]
Cat3750- TO 8/ ERSBBIJIJ ﬁ
| VSP3000 i i)
1/ v— Iy
msTP X | N> VSP4000-4 -
=
T =
Cat3750-Bo 2‘;0; VM-

e

0/22

2/0M15 EI 8.*’1503':5500 Bot
PCE PC-121 PC-M PC-122 PC-105
PCD PC-A PCL
ol
- 2
100015 [E] 8/15 Cat6500-Top %4 ]
j 412 30-31 MLTH PVLAN
S DRRIE @ o gt il S e
s 2 114 ¥ & CVLAN & “509 =
Cat3750- CVLAN MLT1
2 ~ 200, paieer VSSTO00  VSPA000A. i
ww, VSP000 , =
PVLAN P . L2.VSNI- SID 200 r,;':g‘éﬁg'ﬁ
2001201 5 — -
VSP40004  \/sp.1000.2
VSP400D, VSP7200, and VSPBOOO ;\\

vlan create 200 type pvlan-mstprstp 0 secondary 201
vlan i-sid 200 2000
Interface gigabitEthernet <port>
private-vlan promiscuous|isolated]|trunk
exit
vlan members add 200 1/4

s

PC-122

PC-121 PC-M

=
I

Wiiware ESX

M-

PC-E
e Private VLAN type of requirement for Layer 2 services only
e Devices connected to Isolated ports (red PCs/VMs) cannot talk to each other
e UNIis a Private VLAN (PVLAN) which allocates 2 VLAN-ids
o0 Compatible with Private VLAN as supported by Cisco, VmWare ESX, and many other
vendors
e VSP 4000, VSP 8000, and VSP 7200 can associate a PVLAN to an ISID (ETREE L2VSN / like
CVLAN UNI type)
e CVLAN devices assigned to same ISID have Promiscuous connectivity within the segment
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4.6 UNI Type — Example

UNI Type Port VLAN ISID
1 10 1000
1 12 2000 Each endpoint is uniquely identified by (Port, VLAN). The same
port can send traffic to different ISIDs from different VLANS.
The same VLAN can map to one ISID on one port and to
Switched 2 11 1000 | another ISID on another.
2 12 3000
C-VLAN All 14 4000 | Map entire VLAN to an ISID. All member ports can send and
receive traffic to / from ISID.
All 15 1000
Transparent | 5 All 5000 | All traffic from the port that creates the transparent UNI goes to
a single ISID, regardless of VLAN.
10 All 5000
ETREE P PVLAN | 6000 | P — Promiscuous Ports will see all traffic on PVLAN
I PVLAN | 6000 | | —Isolated ports will only see traffic from Promiscuous port on

PVLAN

Table 3: UNI Type

e |ISID 1000 will receive traffic from: Port 1 on VLAN 10, port 2 on VLAN 11 and from all port
members of VLAN 15.

e ISID 2000 will receive traffic from: Port 1 on VLAN 12
e |SID 3000 will receive traffic from: Port 2 on VLAN 12
e |SID 4000 will receive traffic from: All member ports for VLAN 14.

e |SID 5000 will receive traffic from: All traffic from ports port 5 & Port 10

e |SID 6000 will receive traffic from all ports, but Isolated ports in private VLAN will not
communicate with each other; same ISID could be attached to regular VLAN as well and all port
within that regular VLAN would behave like promiscuous ports on PVLAN

March 2020
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5. Summary of SPB Features and Product
Release Matrix

Modular OS VSP OS (VOSS) Stackable OS (BOSS)

Capability VSP 8000
Feature Matrix ERS 8800 | VSP 9000 VSP 7200 VSP 4000| VSP7000 | ERS4800 | ERS5900
(5.0) (5.9) (7.0)

L2 VSN Y Y Y Y Y Y Y
L2 VSN with Y Y Y Y N Y Y
Multicast (IGMP)

Y Y Y Y N N N
L3 VSN
L3 VSN with Y Y Y Y N N N
Multicast (IGMP)
IP Shortcut Y Y Y Y N N N
Routing
IPv6 Shortcut N N Y Y N N N
Routing
IP Shortcut Y Y Y Y N N N
Routing with
Multicast

Y Y Y Y N N N
Inter-VSN Routing
IPV6 Inter-VSN N N Y Y N N N
Routing
IPVPN-Lite over Y N N N N N N
SPB
Enterprise Fabric Y Y Y Y Y N N
& Switch Cluster
Interoperability
Enterprise Fabric N/A N/A N/A N Y Y Y
& Stackable
Chassis

Interoperability
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Modular OS VSP OS (VOSS) Stackable OS (BOSS)

Capability VSP 8000
Feature Matrix ERS 8800 | VSP 9000 VSP 7200 VSP 4000| VSP7000 | ERS4800 | ERS5900
(7.2) (4.1) (5.0) (5.9) 40))
Y Y

Enterprise Fabric Y Y Y Y Y
Connectivity
Management
(802.1ag)
CFM, L2 Ping, Y Y Y Y Y Y Y
Traceroute, and
Tracetree
BCB Mode (NNI- Y Y Y Y Y N N
NNI)
L2 Ping for Y Y N Y N N N
Access VLAN
(CVLAN)

N tbd Y Y Y Y Y
Switched UNI

N N Y Y Y N N
Transparent UNI

N N Y Y N N N
ETREE

N N Y Y N N N
VIST
Fabric Attach N N Y Y N N N
Server
Fabric Attach N N N N N Y Y
Proxy Standalone
Fabric Attach N N N N N Y Y
Proxy

N N Y Y2 N N N

Fabric Extend

Table 4: SPB Features and Product Release Matrix
1Fabric Attach Server with standalone and SMLT support
2Reguires Open Network Adapter (ONA)
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6. SPB Feature and License Matrix

Modular OS VSP OS (VOSS) Stackable OS (BOSS)

Feature Matrix ERS 8800 | VSP 9000 VSP 4000| VSP7000 | ERS4800 | ERS5900
@.1) VSP 7200 (5.9) (7.0)
‘ (X)) ‘ ;
L2 VSN Premier Base Base Base Base Base Base
L3 VSN Premier Premier Premier Premier N/A N/A N/A
IPv4 Shortcuts Premier Base Base Base N/A N/A N/A
Multicast L2 VSN Premier Premier Base Base Base Base (5.9) Base
Multicast L3 VSN Premier Premier Premier Premier TBD TBD TBD
Multicast IP Premier Base Base Base TBD TBD TBD
Shortcuts
Elﬁ% Mode (NNI- Premier Base Base Base Base N/A N/A
Inter-ISID Routing Premier Premier Base Base N/A N/A N/A
ETREE TBD TBD Base Base TBD TBD TBD
Switched UNI N/A TBD Base Base Base Base Base
Transparent UNI TBD TBD N/A Base Base TBD TBD
VRF support Premier Base Base Base N/A N/A N/A
Dual homing into
a Fabric (SMLT Premier Base Base Base Base TBD TBD
Edge)
IPv6 Shortcuts TBD TBD Base Base N/A N/A N/A
IPV6 Inter-ISID TBD TBD Base Base N/A N/A N/A
Routing
Fabric Extend N/A N/A Premier Premier N/A N/A N/A
Fabric Attach N/A N/A Base Base N/A Base Base

Table 5: SPB Feature and License Matrix

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 40



F= Extreme

networks

ADVANCE WITH US

7. Scaling

Modular OS VSP OS (VOSS) Stackable OS (BOSS)

SPB Capabilities

ERS | vsp
00> | gy | VSP8000 [VSP7200/vVSP4000| VSP7000 | ERS4800 |ERS5900
- ) ) (10.4)
SPBM . . . . . .
Operational Mode Chassis Chassis Unit Unit Unit Stack Stack Unit
1
SPBM Nodes 500 1000 2000 2000 2000 1000 450 450
per region
ISIS adjacencies 64 128 250 250 250/242 24 4 4
Logical ISIS ] ] 250 250  250/245 - ; -
adjacencies
2000 / ,
SPBML2vsNs 2200 4000 4059 4059 1000 500/800 500 500
SPBM L3VSNs 255 511 24 24 24 N/A N/A N/A
el N/A N/A N/A N/A 48 5005 N/A N/A
Transparent-UNI
E-ree (private | |y, N/A 4059 4059 1000 N/A N/A N/A

VLANS)

Table 6: Scaling

1 The total number of nodes per region is reduced by 1 for each SMLT cluster; an additional virtual B-
MAC is created for each time a SMLT cluster is created. For the VSP 4000, the maximum scaling to
remote BEB nodes for ISIDs is 2,000 while for the VSP 8000 it is 512 nodes

2Up to 250 logical ISIS adjacencies for the VSP 4850 and 24 for the VSP 4850

32000 L2VSNs without SMLT, 1700 with SMLT

4500 for stacks with or without SMLT and standalone with SMLT. 800 for standalone without SMLT.
5 SMLT/SLT with Transparent UNI is supported in release 10.4
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On VSP 4000, 7200 and 8000 the following table should be used to determine the number of ISIDs
supported per BEB. I-SIDs are used for Layer 2 VSN, Layer 3 VSN, Transparent-UNI, E-Tree, and
Multicast.

VSP 4000 (5.0) VSP 7200 (5.0) VSP 8000 (5.0)
Number of ISIS

interfaces

NN

( ) VIST used s e VIST used el e VIST used s e
used used used

4 1000 1000 4000 4000 4000 4000

6 1000 1000 3500 4000 4000 4000
10 650 1000 2900 4000 4000 4000
20 350 700 2000 4000 2450 4000
48 150 300 1000 2000 1100 2200
72 750 1500 800 1600
100 600 1200
128 475 950

Table 7: ISIDs per BEB for VSP 4000/7200/8000
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8. Migration & Upgrades

This section describes the procedures and restrictions that apply when upgrading the software load from
a prior ERS/VSP software release not supporting SPB. Also described are the procedures to follow when
services are being migrated to a configuration that exercises the SPB features. These should be
interpreted as additional and NOT as a replacement for procedures and restrictions that may be imposed
by prior releases.

8.1 Common Upgrade instructions

o Verify that the hardware requirements are met.

e |If the switch is an ERS 8800 and uses 2 CPU cards — both CPU cards need to be rebooted.
Using 2 CPU cards with each CPU running a different release of the software is not supported.

8.2 Upgrade from Pre-5.1 releases for the ERS 8800

If the switch being upgraded is not an IST switch - SPB does not impose any additional upgrade
procedures. If the switch being upgraded is an IST switch — then both IST peers need to up-graded
simultaneously. Standard SMLT resiliency for services is not available until both the IST switches are up
and running with the new version of software.

8.3 Upgrade and SMLT Cluster

If the switch being upgraded is not an IST switch - SPB does not impose any additional upgrade
procedures. If the switch being upgraded is an IST switch — then it is possible to upgrade one IST peer at
a time while providing SMLT based resiliency to services configured on the IST peer switches. While
SMLT resiliency is provided during the upgrade — it is recommended that the both the IST peers should
be upgraded in a single maintenance window.
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8.4 VSP 7000

The core of the Extreme VSP 7000 is a fifth generation Layer 3 Switching ASIC rated at 1,280Gbps. This
provides the Extreme VSP 7000 with incredible capacity to support wire speed I/O and Extreme FI (Fabric
Interconnect) Stacking concurrently.

The VSP 7000 delivers a new take on the traditional Top-of-Rack Switch requirement. For modest
scenarios, switches can be horizontally interconnected, creating a single logical system spanning eight
units/racks, or hundreds of VSP 7000s can be flexibly meshed for massive scale-out that uniquely
delivers multi-hop and low-latency. Forming a single-tier, Extreme’s Distributed ToR is a connectivity
solution for the Data Center’s primary requirement: high-performance, low- latency, Layer 2 east-west
traffic. Utilizing the high-speed virtual backplane capacity, and invoking Ethernet’s plug & play advantage,
the VSP 7000 empowers simplified, one-touch, edge-only provisioning.

Fabric Interconnect can be used in two mutually exclusive modes:

e Fabric Interconnect Stacking where the rear ports are set as Fabric Interconnect Stack-mode.
Up to 8 units create a vToR (virtual Top of Rack) or 16 units in a dToR (distributed Top of Rack)
delivering up to 10Tbps using two SMLT clusters of 8 switches. For Fabric Interconnect Stack,
the stack operates in the same manner as other Extreme stackable products and features many
of the associated benefits of stacking (single IP address for FI stack, hot swap unit replacement,
and distributed uplinks with distributed MLT and LAGS). By default, Fabric Interconnect (FI) ports
on the rear of the VSP 7000 are configured for Stack-mode.

e Fabric Interconnect Mesh where the rear ports are configured as “rear-port” in either Standard
(Raw) or SPB modes in which the Fabric Interconnect ports operate as multiple high-speed
interconnects, allowing the creation of a fully flexible and scalable network mesh. Depending on
the software release, SPB and/or SMLT is supported on the rear-ports as highlighted in the chart
below. Standard is a Raw-mode that can support various port configurations and protocols, such
as Inter-Switch Trunking (IST) for Switch Clustering and SMLT. Please note that rear-port
Standard Mode does not support SPB on the rear ports.
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Desired Needed SMLT SPB Virtual Servers Server NIC Minimum
Deployment  Rear-port (IST) enabled (e.g. ESX) NIC teaming Required
Model Mode Needed teaming (LACP) Software
vToR Disabled No Can be Yes — Vport Yes —On 10.1.0
FlI Stacking | (= Stacking hashing on non- DMLT ports (10.3.0 if need
enabled) SLT ports (with or to run SPB on
without LACP) uplinks)
dToR Disabled Yes Can be Yes — Vport Yes —On SLT 10.2.0
FI Stacking | (= Stacking hashing on non- ports (with or | (10.3.0 if need
with SMLT enabled) SLT ports without LACP) | to run SPB on
-OR - uplinks & IST)
IP hashing on
SLT ports
FI Mesh Enabled in Yes No Yes — Vport Yes —On SLT 10.2.0
with SMLT raw mode hashing on non- ports (with or
SLT ports without LACP)
-0OR -
IP hashing on
SLT ports
SPB Mesh | Enabled in No Yes Yes — Vport No — Use 10.2.0
SPBM hashing on non- | Active Standby
mode SLT ports NICs
SPB Mesh | Enabled in Yes Yes Yes — Vport Yes —On SLT 10.3.0
with SMLT SPBM hashing on non- ports (with or
mode SLT ports without LACP)
-OR -
IP hashing on
SLT ports

Table 8: VSP 7000 Rear Port Mode

In Fabric Interconnecting Stacking, with SPB enabled, 10.2.1 supports a maximum stack of 2; in
the 10.3 release, a stack of 8 is supported. SMLT or IST over rear port Raw-mode is supported
starting in release 10.2.1, however, SPB is not supported in rear port Raw-mode. LACP must be
disabled on the rear ports prior to enabling an IST on them. In rear port SPB mode, IP routing
cannot be enabled and the total number of rear ports is reduced by one - the switch uses port 40
as loopback when rear port SPB is enabled; please see section 9 for rear port numbering.
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8.5 Activating SPB

Once the network is upgraded the following minimum steps must be followed before any services can be
provisioned. SPB leverages the usage of default parameters and link metrics, system-id values etc., to
minimize the number of configurations steps. Customers that desire to use non default parameters should
do so in accordance with the configuration and engineering guidelines.

e ERS 8800

(0]

Activating SPB infrastructure reserves 600 multicast group ID (MGIDs) for SPB operation
on the ERS 8800. This is in addition to any MGIDs that may be used for VLANs and IP
multicast services. The “show sys mgid-usage” command should be used to check if the
MGIDs required for SPB are available.

o If the ERS 8800 is running in STG mode, verify that STG-63 is not current in use. SPB
will use this STG.
o If running in MSTP mode - verify that MSTI-62 is not currently in use. SPB will use this
MSTI.
e VSP 9000
0 Activating SPB infrastructure reserves 100 multicast group ID (MGIDs) for SPB operation

on the VSP 9000.

e All models

(0]

SPB is not supported if the switch is in RSTP mode. Note that there is no reason to use
the RSTP mode since it provides a sub-set of the functionality of MSTP mode and MSTP
mode is able to operate in RSTP mode if it sees adjacent switches sending RSTP
BPDUs.

e Identify two VLAN-ids to be used as B-VLANs by SPB, primary and secondary B-VLAN

(0]

(0]

Note, the same primary and secondary VLAN IDs must be provisioned on all SPB
enabled switches so that all SPB bridges will load balance traffic accordingly

The IS-IS adjacencies will not come up if there is a discrepancy in the B-VLAN ids
configuration between 2 nodes.

The Primary VLAN IDs is also used on all IS-IS messages

e Enable SPB globally.

e Assign a unigue nickname to each switch.

(0]

An alarm will be logged if a duplicate nickname is provisioned in the network

e Assign a common Area ID

(0]

Note, the same Area ID must be provisioned on all SPB enabled switches in the same
domain

e Assign a unique IS-IS system-name to each switch. While this is not strictly required — it will
greatly aid in validating connectivity and when troubleshooting.

(0]

If the 1S-1S sys-name is not provisioned, by default, the global system name is used as
the IS-IS sys-name. If you do wish to set the IS-IS sys-name, it must be set to a value
different than global system name.

e If configuring an IST switch, configure the system-id of the IST peer.

¢ Identify all the intended NNIs and configure and enable 1S-IS on these ports (or MLTSs).
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0 Please note that only one adjacency is supported between a pair of SPB bridges (one
physical port or one MLT instance)

Enable IS-IS globally.

Configure IEEE 802.1ag (a.k.a CFM) in order to enable network connectivity troubleshooting
tools.

Verify basic SPB connectivity by checking the SBPM unicast-fib and the FDB entries for the B-
VLANS.

Verify basic SPB unicast connectivity using the 12ping and I2traceroute commands between all
the switches in the network for both the B-VLANS.

Verify that the path reported by the 12traceroute command is the same as the one calculated by
IS-IS (use the show isis spbm unicast-fib command).

SMLT Operation

ERS 8800 & VSP 7000 VSP 9000

Does not require you to configure C-VLANS on | Requires the inclusion of IST MLT in the C-

the IST MLT. VLAN.

Traffic can pass between single-homed Traffic cannot pass between single-homed
VLANSs attached to IST peers if the IST is VLANSs attached to IST peers if the IST is
down. down.

Decapsulates MAC-in-MAC traffic at the Decapsulates MAC-in-MAC traffic at the

primary BEB or secondary BEB irrespective of | primary BEB from the primary B-VLAN and
whether the traffic is from the primary BVLAN traffic at the secondary BEB from the
or secondary B-VLAN. secondary B-VLAN.

Requires the IST to be up to pass traffic
between both IST switches for single-homed
VLANS.

VIST Operation
0 The vIST uses an SPBM tunnel to virtually connect two nodes that can be anywhere in
the SPBM network
0 A L2VSN is required for the vIST VLAN
= An IP address is added to the VLAN as you would do with a normal IST VLAN
and you need to peer with the IP address to the neighboring IST switch
0 All C-VLANs must have an ISID
=  Before you add the SMLT MLT instance or SMLT port members to a C-VLAN, an ISID
must be assigned to the C-VLAN
e Ifyou try to add a C-VLAN to an SMLT MLT instance or port members that
become to an SMLT instance prior to adding an ISID to the VLAN, you will be
prompted with the following error message: Error: SMLT VLAN must have ISID
association.
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8.6 Migrating traffic to SPB

Pre migration checks for configuration migration to SPB should include an audit to determine if the
desired configuration and traffic is something that is supported by SPB. The following kinds of traffic are
supported by SPB.

e Layer-2 bridged traffic.

IPv4 unicast routed traffic on the Global Router.
e |Pv4 unicast routed traffic using a VRF.
e |Pv4 Unicast routed traffic using an IPVPN (ERS 8800 only).

e |Pv4 multicast routed traffic. ERS8000 software release 7.2, VSP 4000 software release 3.1, VSP
9000 release 3.4 and VSP 72000/8000 release 4.1 add support for L2VSN, L3VSN and IP
Shortcut.

o If a PIM router is connected to an SPB bridge, either use IGMP or static IGMP entries
The following traffic is supported on selected platforms — please refer to chapter 6.
e |IPv6 unicast routed traffic

Traffic which is not yet supported by SPB can continue to exist in parallel to SPB. Please note that only
the ERS 8800 and VSP 9000 can support SPBM in addition to a classical SMLT deployment.
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8.7 Multicast

Sender switch sends either TLV 185 ( IP Shortcuts) or TLV 186 (L2 and
L3 VSN) with Tx bit set and TLV 144 with Tx bit set

Source starts sending Receiver send_s IGMP
Multicast traffic fora host Membership report

particular group

for group G (Join)

(8,8) T
& [l

. MC [ » ~  MC
RS kS ; Receiver -~

dender " BOOH BCB 8001 .

e <
8007 allocates a Data ISID (16 000 001 ...) 8001 queries the 1315 DB to find all
for (8,G) steam and sends sources for Group G1 and associated

1

.4

Either ISIS IPMC or SIS IPVPN R A ML S S,

TLV with Transmit Bit Set 1. 18IS Service Identifier and Unicast
Address sub-TLV (where Unicast
Address has multicast bit set,
nickname = 8007 [stream
transmitter BEB]; ISID = Data ISID;

1818 Service Identifier and
Unicast Address sub-TLV
(where Unicast Address has
multicast bit set; ISID = Data
I1SID

Receiver switch sends TLV 144 with Rx bit set

Multicast over SPB for L2 VSN, IP Shortcuts, and L3 VSN is supported in the 7.2 release for the ERS
8800, 3.1 for the VSP 4000, 4.1 for the VSP8000, 4.2.1 for the VSP 7200, and the 3.4 release for the
VSP 9000. Multicast over SPB for L2 VSN is supported in release 5.9 for the ERS4800 and release 7.0
for the ERS 5900. If the VSP 9000 is used in the network, ensure that it is operating at release 3.3.x or

higher.

e SPB multicast supported over L2VSN

(0]

Simple provision by enabling SPB multicast globally and IGMP snooping at L2VSN
VLAN level

Traffic does not cross L2VSN service boundary

By default, on a BEB UNI port, an IGMP querier address of 0.0.0.0 will be used. If the L2
edge switch does not support a 0.0.0.0 query address, any IP address can be
provisioned the L2VSN VLAN as the query address

Any device in a L2VSN boundary can start a multicast stream

= Note that you can still use any of the various IGMP features on the L2VSN
VLAN such as allow or deny certain IGMP group addresses

Single-Homed BEB hashes between the two BVLAN's based on the ISID; odd ISID
transmitted on Primary BVLAN, even ISID transmitted on Secondary BVLAN

SMLT BEB transmit on a single BVLAN; Primary SMLT BEB on primary BVLAN and
Secondary SMLT BEB on Secondary BVLAN

e SPB multicast supported over L3VSN

(0]

March 2020

All or a subset of VLANs within a L3VSN can exchange IP multicast traffic between
themselves
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(0]

Simply provision by enabling SPB multicast globally, enable MVPN on the VRF, and
enable IP SPB Multicast on some or all of the VLANs within the L3VSN

= Only those VLANS that have IP SPB Multicast enabled can pass multicast traffic

It is not a requirement to enable IP Shortcuts in order to support IP Multicast in the
L3VSN

IPVPN creation and ISID assignment for the IPVPN is required — but the IPVPN does not
need to be enabled

Any device in the L3VSN can start a multicast stream

= Note that you can still use any of the various IGMP features on the VRF VLAN
such as allow or deny certain IGMP group addresses

SMLT operation — does not apply to the ERS 4800 or ERS 5900
=  Onthe Primary IST BEB

e Primary BVLAN traffic is forwarded to the SMLT and Single Homed
UNIs

e Secondary BVLAN traffic is forwarded only to Single Homed UNIs

e With SMLT Down on the Primary IST BEB, the primary IST BEB does
not forward any primary BVLAN traffic to the SMLT

e With SMLT Down on the Primary IST BEB, the Secondary IST BEB
forwards both primary and secondary BVLAN traffic to the SMLT

= Onthe Secondary IST BEB
e Primary BVLAN traffic is forwarded only to Single Homed UNIs

e Secondary BVLAN traffic is forwarded to the SMLT and Single Homed
UNIs

e |P Shortcuts (GRT) with IP Multicast

(0}

March 2020

All or a subset of VLANSs within GRT can exchange IP multicast traffic between
themselves

Simple provision by enabling SPB multicast globally and enabling IP SPB Multicast on
some or all of the GRT VLANs

= Only those VLANSs that have IP SPB Multicast enabled can pass multicast traffic

It is not a requirement to enable IP Shortcuts in order to support IP multicast in the GRT
using SPB

Any device in the GRT can start a multicast stream

= Note that you can still use any of the various IGMP features on the GRT VLAN
such as allow or deny certain IGMP group addresses
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8.8 Migrating a VLAN to an L2 VSN

The following procedure can be used to provide L2 connectivity for a VLAN across the SPB core.

e Follow the pre-migration procedures checks described in the section “Common Procedures and
Exclusions on Migration”

o |dentify the UNI and NNI ports that are currently port members of the VLAN on all the switches in
the network.

e On all the switches in the network which are currently connected by the VLAN — remove the NNI
ports from the membership list of the VLAN. This step will cause service interruption.

e Make the VLAN an L2VSN using the “vlan <vlan id> ISID <isid value>" ACLI command. Use the
same value of ISID on all the switches. This step should restore service.

e SMLT deployment

o For the ERS 8800 & VSP 7000, the L2VSN VLAN cannot be a member of the IST. An
error message will be recorded and logged if you try to add VLAN to the IST MLT
instance

o For the VSP 9000, the L2VSN VLAN must be a member of the IST. A warning message
to this effect will always be displayed when an ISID is assigned to a VLAN.

0 For aVvIST, for the L2ZVSN C-VLAN, only the local SMLT ports are added. There is no
physical IST as the vIST is virtualized.

8.8.1 Migrating to Inter VSN Routing

Inter VSN provides the ability to route traffic between extended VLANs where the VLANs have different
ISIDs. All of the traditional IPv4 unicast routing and gateway redundancy protocols (OSPF, RIP, BGP,
VRRP, RSMLT etc) are supported on top of any VLAN that is mapped to an ISID. Please note that
RSMLT will only work if the switches acting as redundant gateways are IST connected together.

Currently the only protocols which will not work on an IP interface assigned to a L2VSN VLAN are the
following:

e VSP 4000, VSP 7200, VSP 8000
o IPv6 multicast routing (MLD)
0 IPv4 multicast routing (IGMP, PIM-SM, PIM-SSM)
e VSP 9000, ERS 8800
e |Pv6 unicast & multicast routing (OSPFv3, MLD)
e |Pv4 multicast routing (IGMP, PIM-SM, PIM-SSM)

Please note that RSMLT will only work if the switches acting as redundant gateways are IST connected
together.

The high level procedure to migrate a configuration to use Inter-1SID routing is described below.

e Follow the pre-migration procedures checks described in the section “Common Procedures and
Exclusions on Migration”

e For each VLAN in the SPB core
0 On all the switches where the VLAN is configured - remove all NNI ports

=  This will cause service interruption.
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(0]

On all the switches where the VLAN is configured — map the VLAN to an ISID. This will
restore L2 connectivity (the 12tracetree command can be used to validate L2 connectivity
within the VLAN at this point). L3 will be restored once the routing protocols configured
on top of the VLAN converge.

Once all the VLANSs identified for migration have been assigned an ISID — the
configuration part of the migration is completed. At this point all the traffic flows should be
back to normal.

8.9 VSP 9000 Notes

e VSP 9000 supports SPB NNI Interfaces on the 9024XL, 9048XS-2, and 9012QQ-2 cards.

e For L2VSN services on an IST switch

(0]

If a L2VSN is configured on one IST switch, it must be configured on the peer IST switch
as well (even if the IST peer has no UNI ports using the L2VSN).

The IST ports must be configured as member ports of the VLAN which is using the
L2VSN; on the ERS 8800, the opposite is true, the IST ports must be removed from the
VLAN using a L2VSN

You will see the messages below during configuration.

= CAUTION: Adding ISID to a VLAN on an IST switch requires configuring this
ISID-VLAN pair on both IST peers and the IST MLT must be a member of the
VLAN.

= CAUTION: All VLANSs with ISIDs MUST be configured on both IST peers and IST
MLT MUST be a member of all these VLANS.

e CFM simplified configuration is supported starting in release 3.4
e |PVPN-Lite over SPB is not supported in VSP 9000
e Multicast support for L2VSN, L3VSN, and IP Shortcuts is supported in the VSP 9000 3.4 release
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9. Field Introduction & Support Specifications

9.1 Hardware and Deployment Specifications

Product Specifications

e Line Cards — R, RS, and 88xx modules
e 8692SF with Supermezz or 8895SF

ERS 8800

e Only the 10G & 40G capable modules support SPB NNI Interfaces;

VSP 9000 any of the other line card modules can be used as UNI ports.

e usage of conversion kit (EoS Sep 2015) with models that have HW
VSP 4850GTS(-PWR+) rev 10 or higher

¢ Not stackable

e not convertable to ERS
VSP 4450GSX-PWR+
e not stackable

e not limited to Rev 10 hardware (and higher)
e can be used in stack configuration

e J|oses all L3 features, when SPB is enabled

ERS 4800
¢ NoBCB
e L2 VSN w/ IGMP in Rel. 5.9 (sacrifice one SFP+ or both stacking
ports)
e the CVLAN cannot be configured on any NNI interface
VSP 7000 e |oses all L3 features, when SPB is enabled
e do not configure VLACP and ,filter untagged frames" on IST
e Stackable
e L2 VSN w/IGMP (sacrifice two SFP+ or stacking ports)
ERS 5900
e |oses all L3 features, when SPB is enabled
¢ NoBCB
VSP 7200 e All ports can be used as NNI or UNI
VSP 8000 e All ports can be used as NNI or UNI
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9.2 Installation and Commissioning Specifications

Please check the section on upgrades and migration for information on impact on existing features when
SPB features are enabled.

9.3 Interoperability and Backwards / Forward
Compatibility Specifications

For the ERS 8800 only, new SPBM 802.1ag TLVs have been defined by IANA after the 7.1.0.0 release.
Release 7.1.0.x and 7.1.1.x both used pre-standard (draft) TLVs. In release 7.1.3.0, both the pre-standard
(draft) and new 802.1aq standard TLVs are supported. Since release 7.2 for the ERS 8800, only the new
802.1aq standard TLVs are supported.
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10. VSP 7000 — Fabric Interconnect

The VSP 7000 by default operates in Fabric Interconnect stacking mode. The VSP 7000 can be
provisioned in rear-port mode where the rear Fabric Interconnect ports will be treated as multiple virtual
ports over the 4 physical Fabric Interconnect Ports. When in rear-port mode, the VSP 7000 operates in a
standalone mode.

Two modes of operation are available in rear-port mode, standard or Shortest Path Bridging (SPB).
Standard mode allows all the switch standard features minus SPB across the rear ports, i.e. Spanning
Tree, OSPF, RIP, etc. In SPB mode, in the 10.2 release Shortest Path Bridging is supported while in the
10.3 both SPB and SMLT are supported. Hence, when FI Mesh is required, rear-port mode with
operational state of SPB needs to be provisioned. The diagram shows the FI port speeds available
depending if Standard or SPB operational state is enabled.

To provide greater plug n 'play capability over the virtual ports when rear-port mode is enabled, LACP link
aggregation and VLAN tagging are automatically enabled. This ensures that multiple virtual ports which
may run within a single cable or if multiple FI cables are run in parallel that all virtual ports are
automatically treated as one link. This simplifies any protocol adjacency such as IS-IS or OSPF. When
you issue rear-ports mode all virtual ports will have their LACP state set to true, the LACP Admin Key to
4095 and LACP hashing mode be set to advance.

Physical Fabric Interconnect Port Rear Port Mode Throughput

Black FI Up (right) Top Standard 240Gbps (x3 40GbE)
SPB 240Gbps (x3 40GbE) 34,35, 36
Red FI Down (left) Top Standard 240Gbps (x3 40GbE) | 38, 39, 40
SPB 160Gbps (x2 40GbE) | 38, 39
Blue FI Up (right) Bottom Standard 80Gbps (x1 40GbE)
SPB 80Gbps (x1 40GbE) 33
Blue FI Down (left) Bottom Standard 80Gbps (x1 40GbE)
SPB 80Gbps (x1 40GbE) 37

Figure 7 — Fl Rear Port Details

In FI mesh, it is recommended to connect “like” color fabrics interconnect ports together, i.e. red
port to an adjacent switch red port to get maximum possible throughput. You can connect any

@ color ports together, i.e. a red port to a blue port, however, the port throughput will drop to the
lower of two ports.

Rear-port interfaces 33-40 are regular Ethernet 40 GbE interfaces. For some of the rear-ports
multiple such 40 GbE interfaces are bundled together. As the rear-ports constitute a backplane
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connection their throughput is shown in the table above for both transmit & receive (Full Duplex).

In rear-port SPB operational state, virtual port 40 is not available. Hence, the red port is reduced
to 160Gbps.

In rear port mode, the front panel Up and Down LEDs blink in a quick pattern (125ms) to
indicate rear-port mode is operational.

In the 10.2 release, SPBM is officially only supported in rear port SPB mode.
In the 10.2.1 release, SPB is supported in rear port SPB mode or in Fabric Connect Stacking
mode (in a stack of two).

For more details, please refer to Resilient Data Center Solutions Technical Configuration Guide,
publication number NN48500-645.
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11. ISIS Metrics - Optional

You can configure the link metric to overwrite the default metric value. By configuring the metric, you can
specify a preferred path. Low cost reflects high-speed media, and high cost reflects slower media. For the
wide metric, the value ranges from 1 to 16,777,215.

e SPBM uses the L1-SPB metric defined in a new SPB sub-TLV
e The total cost of a path equals the sum of the cost of each link

o If a link has different metric values configured at each end of the link, SPBM will use the highest
metric value

e The default value for wide metrics is 10

As an option, you can change the wide metric to the suggested values as shown in the table below to
allow the switch to prefer the higher speed NNI links over the lower speed links.

Link Speed (Gbps) Interface Type ISIS L1-metric
1 Native Ethernet 2000

2 MLT bundle 1000

10 Native Ethernet 200

20 MLT bundle 100

40 Native Ethernet 50

80 MLT bundle / FI 25

100 Native Ethernet 20

120 MLT bundle / FI 17

160 MLT bundle 13

Table 9: ISIS Metric Option

By default, all Fabric Interconnect ports operating in rear-port mode use the same LACP key

@ (4095) on the VSP 7000. If you modify a rear-port metric, such as the SPBM-L1-Metric, the
modification applies to all ports which have the same LACP key. If different metrics are to be
used on specific rear-ports, you will need to set different LACP keys on those ports.
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12. ISIS Accept Policy

Beginning in software release 4.1 for the VSP 4000/8000, 4.2.1 for the VSP 7200, and release 4.0 for the
VSP 9000, IS-IS accept policies for IPv4 is introduced. Prior to this release, the ISIS IPv4 routes received
over the SPB cloud are installed directly into the routing table. There is no ability to filter those routes and
apply incoming route policies to them. Hence, networks that are being migrated from other routing
protocols to ISIS/SPB are vulnerable to routing loops. ISIS accept policy functionality provides a way to
avoid such loops.

You can create an IS-IS accept policy for the Global Routing Table (GRT) or a Virtual Routing and
Forwarding (VRF) instance. You can create an IS-IS accept policy on a switch that operates at a global
default level or for a specific advertising BEB. You can also use the filter mechanism for ISIS accept
policies to redistribute routes between different VRFs, or between a VRF and the GRT.

ISIS policies can also use either a service instance identifier (ISID) or an ISID list to filter incoming traffic.
For inter-VRF route redistribution, an ISID value of O represents the GRT. For inter-VRF route
redistribution between VRFs, the ISID is the source VRF (or remote VRF).

You can filter traffic with ISIS accept policies by:
e advertising BEB
e ISID or ISID list (ISID take precedence over an ISID list)
e route-map

You can use IS-IS accept policies to apply at a global default level for all advertising Backbone Edge
Bridges (BEBSs) or for a specific advertising BEB.

IS-1S accept policies also allow you to use either a service instance identifier (ISID) or an ISID list to filter
routes. The switch uses ISIDs to define Virtual Services Networks (VSNs). ISIDs identify and transmit
virtualized traffic in an encapsulated SPBM frame. 1S-IS accept policies can use ISIDs or ISID lists to filter
the incoming virtualized traffic.

IS-1S accept policies can also apply route policies to determine what incoming traffic to accept into the
routing table. With route policies the device can determine which routes to accept into the routing table
based on the criteria you configure, which can give precedence to advertised routes from a particular
protocol, route-source, route-type, or through other criteria.
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13. ISIS External Metric

Beginning in the software release 5.0 for the VSP 4000/7200/8000, ISIS external metrics is introduced.
By default, internal metric is always preferred over external metrics. Hence, when advertising external
networks, it is recommended to advertise these routes as external similar to what OSPF does with
external typel and type 2. Hence, when an SPBM ISIS router decides what route to install in the route
table, it will always prefer ISIS routes with the shortest internal metric path to the SPBM node advertising
them.

With this feature you can use IS-IS to:

e Change the external metric-type of a route when redistributing it from another protocol to 1S-IS
through route redistribution using a route-map.

e Change the external metric-type of a route when accepting a remote ISIS route with the help of
ISIS accept policies using a route-map.

e Match the external metric-type when redistributing ISIS routes into other protocols using the
match option in the route-map.

e Match the external metric-type when accepting a remote ISIS route with the help of ISIS accept
policies by using a route-map

e Process the external metric-type in the route selection process.
The IS-IS metric type can also be set using the base redistribute command without using the route map.

For configuration examples, please see the section titled “IP Shortcuts — redistribution of ISIS and OSPF".
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14. SPB over L2/L3 networks
14.1Supported Networks

Without Fabric Extend With Fabric Extend

Ethernet Direct Cable 4“MPLS / Pseudo-Wire / E-Line (L2)
1Point-to-Point Ethernet L2 service 4“MPLS VPLS or PBB ELAN (L3 over L2)
2Q-in-Q Tagged Management Services 4“MPLS IP-VPN

CWDM/DWDM Optical Networks 4Campus L3 network

IMPLS VPLS

IMPLS Pseudo-Wire

SMPLS IP-VPN via a GRE router

1At minimum, 1544 byte packets must be supported for the additional 22 byte packet overhead for SPB frame

°The customer payload must support 1544 byte packets

3Where an SPB NNl interface is connected to a router that can encapsulate the two B-VLANSs into GRE tunnel

4At minimum, 1594 bytes packets must be supported for the additional SPB and VXLAN overhead if the VSP8000 is
used as it does not support fragmentation. The VSP4000 with ONA is required for fragmentation for networks that do
not support jumbo frames

Without Fabric Extend

The current IEEE 802.1aq SPBM implementations require that all SPBM nodes to form adjacencies over
point-to-point links. Point-to-multipoint and broadcast networks cannot be used to establish SPBM
adjacencies. Any network to be used for an SPBM transport must be capable of transparently supporting
SPBM point-to-point adjacencies with multiple 802.1Q VLANSs for each adjacency. Note that Extreme
presently supports two VLANSs referred to as Backbone VLANSs, hence, the backbone network needs to
support 2 VLANs to natively transport SPBM across the network in addition to forward an untagged
default VLAN for ISIS traffic. Any point-to-point link used to transport SPBM must be capable of
supporting at minimum 1544 byte packets as SPBM adds an additional 22 bytes overhead.

If SPBM is to be transported across an IP network such as a private campus network or MPLS IP-VPN
service, this can be accomplished in a couple of methods. A router can be used between an SPBM node
and the IP network using GRE encapsulation providing end-to-end SPBM support. The router must have
the capability of GRE encapsulating the two SPBM backbone VLANs and supporting fragmentation. The
limitation here is a separate router is required for each SPBM point-to-point link unless it has the
capability of supporting the same two B-VLAN ID’s on multiple ports. Another method could be if the
router supported Pseudowire Switching, but, typically this is supported across an MPLS access network.

Another method is to redistribute ISIS into another protocol such as OSPF, BGP, Static, or RIP
depending on the protocol used in the external network. The disadvantage of this method is you lose end-
to-end SPBM plus you need to route policies to avoid routing loops if there are multiple redistribution
points.

With Fabric Extend

Extreme’s Fabric Extend solution allows extension of Fabric Connect (SPBm) over third party transport
networks. It tunnels SPBM traffic over a VXLAN header allowing for end-to-end SPBM networking over
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either layer 2 or layer 3 networks. Hub and spoke plus mesh topologies are supported. Fabric extend is
supported natively as of release 5.0 for the VSP 8000 and VSP 7200 and with the ONA for the VSP 4000.

Please note the following with using Fabric extend:
e Premier license is required on the VSP 4000, VSP 7200, and VSP 8000 for Fabric Extend
e VSP 7200 and VSP 8000 support VXLAN Tunneling in hardware, no ONA is required

e VSP 4000 does not support VXLAN Tunneling in hardware, hence an ONA is required to do the
tunneling

0 One ONA required per VSP 4000 where FE tunnels need to be terminated
e Logical Interface Count per device or port:

o0 VSP 4450, VSP 7200, VSP 8000: 250

o VSP 4850: 24
e Fragmentation and reassembly is required if IP MTU <1594 bytes

0 SPB over IP session headers and encapsulation results in an Ethernet MTU size of 1594
bytes

o VSP 4000 + ONA combination is required for fragmentation and reassembly wherever FE
tunnels need to be terminated

o Fragmentation and reassembly is done by the ONA
o VSP 7200 and VSP 8000 do not support fragmentation and reassembly
e Combining VSP 7200 and VSP 8000 with ONA is not supported

e Tunnels can originate and terminate on any of the hardware combinations below if fragmentation
and reassembly is not a requirement:

o (VSP 4000 + ONA), VSP 7200, and VSP 8000

e Optional Fabric Extend Manager with Extreme Fabric Orchestrator can be used to manage tunnel
configuration in an FE-domain

Latency

Fabric Connect itself does not pose any stringent latency requirements on an NNI link. NNI links can
stretch thousands of miles across the globe, as long as the physical Ethernet or emulated Ethernet
integrity is guaranteed. 1S-IS timers are typically very long (multi-seconds) thus, a link won'’t time-out due
to extended distance between the NNI ports. If packet loss occurs on the Ethernet links, then application
layers will have to retransmit packets. If excessive packet loss occurs, then links might drop due to
missed 1S-IS hello packets. The effect of latency on upper layers protocol and applications should be
borne in mind.
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14.2 Fabric Extend Solutions

Fabric Extend enables Enterprises to extend Extreme Fabric Connect technology over Layer 2 or Layer 3
core networks. With the introduction of logical 1S-1S interfaces, new WAN solution deployment options will
be available that allow SPB Fabric to run over IP MPLS VPNs, or to aggregate VLAN tunnels
(Pseudowire-MPLS or PBB E-Lines) to be leveraged as wide area hub-and-spoke connectivity/topology
models.

Components

Fabric Extend is supported on the VSP 8000, VSP 7200, and VSP 4000 platforms. For the VSP 4000, it
will require an Open Network Adapter (ONA) depending on whether Layer 3 tunnels are required or not.

The number of logical interfaces supported on the VSP 8000, VSP 7200, and VSP 4450 is 250 while the
VSP 4850 support 24.

Open Network Adapter (ONA-1101GT)

The ONA-1101GT provides IP tunneling Data Path capabilities for the VSP 4000. It is required for the
VSP 4000 as it has not IP tunneling capabilities.

The VSP 4000 manages the ONA in the following ways:
e  Controls and provisions the ONA.

e If POE capable, the VSP 4000 supplies power to the ONA. (The ONA also supports an optional
wall unit power adapter.)

e Transports traffic to and from the ONA over 1GbE ports and sets QoS appropriately to the
ONA'’s.

e The ONA 1101GT can support basic Extreme Fabric Extend at line rate 1G traffic from the VSP
4000 at 1500 byte packet sizes.

e Oversubscription of the ONA’s packet engine may result if packets are smaller than 1500 bytes or
if you enable enhanced features such as fragmentation and reassembly of packets. This results
in packet drop starting with lower QoS queued packets consistent with PCP and DSCP markings
on packets received from the VSP 4000.

The ONA can operate in two different modes. SDN controller is Operational Mode 0 and is the default
mode. Fabric Extend is Operational Mode 1 which is configured via the web configuration menu. The web
configuration menu can be accessed by holding down the reset button during powering on the ONA; the
ONA also provide an IP address in the 192.168.100.x/24 via DHCP to the local attached PC on the
device side.

In regards to IP addressing for the ONA, this can be accomplished via DHCP or adding a static IP
address. If using DHCP, the ONA requires access to a local DHCP server to automatically configure IP
addresses.

Please see the ONA configuration section below for more details regarding configuration.
Fabric Extend over Layer 3 Networks

Over a Layer 3 core network, Fabric Connect can be extended by IP tunneling using VXLAN
encapsulation. The VSP 4000 will require an ONA as it does not support native IP tunneling.

For IP tunneling, a VXLAN header is added to the SPBM packets. Fabric Extend in this case is supported
over third party IPv4 transport networks such as MPLS IP-VPN or Campus IP backbones. Or Fabric
Extend can be transported over a Layer 2 MPLS VPLS or PBB ELAN service by creating layer 3 tunnels
over a L2 third party network. An Open Network Adapter (ONA) is required when using the VSP 4000
while the VSP 8000 or VSP 7200 supports Fabric Extend natively.
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MTU Configuration

The VSP 8000 and VSP 7200 default MTU size is 1950 and cannot be changed. When using the VSP
4000 with the ONA, an MTU size from 750 to 1950 is supported with a default setting of 1950. For the
VSP 4000 to work with a VSP 8000 or VSP 7200, the MTU size must be left at the default setting of 1950.

If the core network does not support jumbo frames, the VSP 4000 with ONA must be used on all sites. A
suitable MTU size must be provisioned else an ISIS adjacency over the Fabric Extend tunnel cannot be
established; please note a log message will be recorded in this case. Also note that fragmentation with
the ONA is only supported over layer 3 networks and not supported over layer 2 networks.

Fabric Extend over Layer 2 Networks

Over a Layer 2 core network, Fabric Connect can be extended either by Fabric Extend by either IP
tunneling or VID-tunneling.

VID-tunneling is simply encapsulating the Backbone VLANSs into provider VLANs. VXLAN is not used in
this scenario. As Extreme supports two B-VLANs presently, for each point-to-point connection, i.e. hub
site to a spoke site, two provider VLANs will be required. Hence, for two branch sites, four provider
VLANSs will be required at the hub site, two each for each spoke site. For VID-tunneling, an ONA is not
required for the VSP 4000.

Instead of VID-tunneling, IP tunneling can be used where only one provider VLAN is required. For the
VSP 4000, an ONA will be required. Please note that if using the VSP 8000 or VSP7200, it requires a
single next hop for all tunnels as explained below.

VSP8000 and VSP7200 Fabric Extend Tunnel Next Hop Limitation

The VSP8000 and VSP7200 require a single next hop (default gateway) for all tunnels. Over a L3 core
network, there is no issue as there is one router next hop over which we can support multiple VXLAN
tunnels to one or more remote sites. However, for example, if we wish to support L3 tunneling over a L2
core, the VSP7000 or VSP8200 without any specific configuration will only be able to support one Fabric
Extend tunnel to one remote site via a given port. To get around this issue, we can create an additional
VRF, VLAN and loopback interface, to get around the single next hop issue for all tunnels through a
single port.

QoS over Fabric Extend

On the logical NNI interface used by Fabric Extend, QoS is maintained over both the 801.1p bit and outer
IP Header DSCP value.

Failover behavior

Tunnel status & failure detection are monitored by ISIS link hello timers of 27s (hello interval 9s and hello

multiplier 3). VLACP cannot be used on logical interface connections. BFD (Bidirectional Forwarding
Detection) is planned for tunnel status monitoring.

Default Metrics

The default metrics for all FE logical interfaces is kept higher than port based ISIS interfaces. If there are
two connections between a pair of BEB nodes, the port based ISIS interface is preferred and will be used
to bring up the ISIS adjacency. The logical ISIS interface will then be used as a backup in the case the
port based ISIS should go down.

The default ISIS metric for FE logical interfaces are as follows:
e For IP core, the default metric is 20,000 that can be manually changed

e For Layer 2 core, the default metric is 1,000 that can be manually changed
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Fabric Extend (FE) considerations

VIST session over Fabric Extend logical interface is not supported in software release 5.0 release.
However Logical interface tunnels can be terminated/originated to other BEBs from VIST peers.

FE ISIS logical interface over IP and ISIS logical interface over VLANs will not be supported on
the same node simultaneously.

Egress shaping over Logical interface is not supported in this release.

Do not fragment (DF) bit will not be set in the IP header of VXLAN encapsulation for data
packets.

MTU will not be auto-discovered over IP tunnel and tunnel MTU will not be automatically set to
the auto-discovered value.

Encryption
0 Switch based MACSEC encryption cannot be used with Fabric Extend IP.

FE Logical interface Tunnel IP addresses, i.e. local and loopback interfaces used for the FE
tunneling, cannot be reachable via ISIS IP shortcuts route and it has to be prevented by user by
applying appropriate ISIS accept policies or using separate VRF for reachability to tunnel
destination IPs.

In FE solution using VSP 4000 with ONA, the ONA management VLAN always has to be in the
GRT

Fragmentation/re-assembly is supported on FE tunnels only between VSP 4000’s with ONA's.

Dynamic change of MTU on ONA resulting in mismatch of MTU config between VSP 4000 and
VSP 8000/7200 will lead to traffic loss while adjacency remains operational

No fragmentation/re-assembly support in L2 core or VID tunneling solution. Minimum MTU of
1544 bytes should be supported by underlying L2 core.

In FE solution using VSP 4000 with ONA, MTU can be updated while logical interface is admin
up. There will be a minimal transient loss of traffic while the MTU is updated.

FE configuration will not be allowed if User has only configured Single B-VLAN in the SPBM. Both
primary and secondary B-VLAN are mandatory for the Fabric extend feature to work.

In Fabric extend L2 core solution ISIS logical interface vids cannot be same value as that of
SPBm B-VLANS.

In Fabric extend L2 core solution ISIS logical interfaces cannot be configured on Brouter
interface.

User created IP based filters (ACL/ACE) will not work on the physical interface with the FE
VXLAN tunnels terminate
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SPB Fabric over MPLS Pseudo-wire/E-Line Provider Network

Hub-and-Spoke over provider point to point VLAN Tunnels

Branch/Spoke Sites

.

i VSP4000

R e

—————————————————————————————

MPLS-PWE3 g E - :
or o T T T
PBB E-Line

e A e

Physical ISIS 3 i
interface interface

With eriginal (BVID Trans : i
BVIDs Switched NNI) . Site 4!

Two dedicated VLAN IDs (VIDs) are mapped from Hub to Spoke sites. Logical ISIS
Interfaces translate BVIDs to map them to the per branch providerVIDs.
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SPB Fabric over MPLS VPLS/ELAN/VLAN Provider Network

Hub-and-Spoke IP Tunnels over L2 segment

Branchp’Spoke S!tES

VSP4000
: 192.168.10.1 7 I
SPB Fabric ; = Site 1!
s . e i VSP4000
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192.148.10.254 — ¥ Site

; VSP4000

e N
W: Site 3

VSP8000

Ethernet Port FE Manager MPLS Router

Controller 192. 1'5IB 104 > .
(AFO) | ﬂ\@‘ |
D’ —— _Stte 4,

Please note the VSP 8000 and VSP 7200 only supports a single next hop IP address. If the core
network is a flat layer 2 network from the main site to multiple spoke sites, a VSP 4000 with
@ ONA can be used instead of the VSP 8000 as it does not have this restriction. However, a VSP

8000 or VSP 7200 can still be used at the main site by adding a loopback interface to a second
VRF and using this interface as the tunnel source IP address. Please see the configuration
example shown below under the section titled “Fabric Extend over E-LAN/VPLS (L2) network
using Layer 3 over Layer 2 tunneling with VSP8000 or VSP7200".
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SPB Fabric over MPLS IP-VPN Wide Area Provider Network (WAN)

Hub-and-Spoke over IP VPN
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SPB Fabric over IP-Campus Network

IP Tunnel Mesh between Fabric nodes

FE Manager
Controller (SON}
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Multi-Hub Site Topology

Hub-and-Spoke over IP VPN
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Extreme Fabric Orchestrator - EFO

Fabric Extend — Tunnel Creation Full Mesh
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Extreme Fabric Orchestrator - EFO

Fabric Extend — Tunnel Creation Hub and Spoke
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15. Fabric Attach
15.1Fabric Attach Solution Overview

Fabric Attach (FA) is a feature that provides the service provisioning benefits of Fabric Connect to
networking stub attached devices that do not support SPBM and where it makes little sense to 1S-IS
computing shortest paths. These devices can include WLAN Access Points, wiring closet access
switches, servers, virtual machines, IP cameras, and Internet of Things (I0T). Devices supporting FA can
dynamically request the network to create and provision VLAN and SPB virtual service mappings from the
access layer of the network. By including Extreme Identity Engines policy engine in an FA solution,
access layer provisioning can be fully automated by leveraging authentication of end users and devices,
and then signaling to the access switch the VLAN and SPB service to create and assign to the
user/device.

In summary, FA provides the ability to attach users and applications directly to the correct SPB virtual
service (I-SID) by automatically adding the necessary VLANs on the FA components and tying those
VLANSs with the appropriate I-SID on the SPBM (FC) boundary nodes (BEBs enabled with FA Server).

Components of Fabric Attach solution
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Fabric Attach element model

End devices/users

. ONA Wired loT device
V'SP - Fabric edge ERS - Access

(switch cluster) (wiring closet)

Laptop/tablet/Smar
Non-FA
') device
IP Phone/PC/Printer/Camera

Non-FA
device

tphone

FA Server

SPB
Fabric’

FA Server

PC/Server

Non-FA
device

Switch (ERS3510)

Non-FA
device

FA Server

When a switch is enabled as an FA Server, it receives IEEE 802.1AB Logical Link Discovery Protocol
(LLDP) messages from FA Proxy switches and/or FA Client devices requesting the creation of Switched
UNI service identifiers (I-SIDs). An FA Server can receive requests and consequently attach to multiple
FA Proxy switches and/or FA Client devices. The I-SIDs thus created is required to join a Shortest Path
Bridging (SPB) network.

The service created on the FA Server is an ELAN Switch UNI service with a FA I-SID to VLAN mapping.
For Layer 2 or Layer 3 participation, you can create a platform VLAN with the same I-SID value as that of
the ELAN I-SID value; this can be on the local FA Server node or another SPBM node in the network.

& A platform VLAN is a VLAN created using the vlan create <2-4059> type port-mstprstp
<instance> ACLI command

FA Proxy & Proxy Standalone

A FA proxy switch supports the ability to define ISID to VLAN assignments and relay this information to
the FA server. This assignment can be accomplished, for example, by the local CLI or using Enterprise
Device Manger. It also has the ability add I-SID to VLAN assignments after a FA client, i.e. WLAN 9100
AP, has successfully authenticated using EAP device authentication against Extreme’s Identity Engines
RADIUS server. In this case, after the FA Client has successfully authenticated, the policy used on
Identity Engines RADIUS will contain all the various VLAN and I-SID assignments required. This
information is sent via the outbound values provisioned in the Identity Engines Policy server. The I-SID
assignment binding request in turn will be relayed from the FA Proxy to the FA Server where the FA
Server will automatically create an ELAN (Switched UNI with c-vid and I-SID mappings).

A FA Proxy switch can be deployed in Standalone Proxy mode for scenarios where a FA Server is not
available, i.e. a legacy network. In this case, in Standalone Proxy mode, the switch simply connects to a
core/distribution switch or cluster via a tagged VLAN uplink port or MLT. Identity Engines is used in this
case to authenticate the attached FA Clients and push down the necessary VLANSs required. In this case,
the policy created on Identity Engines must use a VLAN and I-SID combination where the I-SID must be a
null ISID value of 0.

FA Client

A FA Client is a network attached end device supporting the Fabric Attach or (IEEE Auto Attach) agent in
Client mode. FA Clients can initiate I-SID / VLAN binding requests for service creation to a FA Proxy or a
FA Server. A FA Client will use FA signaling to automatically attach to fabric services that are always
terminated on a FA Server. An FA Proxy switch will simply relay these requests from FA clients to the FA
Server.

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 74



F= Extreme

networks

ADVANCE WITH US

Please note if the FA Client is a WLAN 9100 AP, presently it is not ISID aware. It will always

@ generate VLAN bindings with a null ISID. Hence, it can only be deployed in conjunction with FA
Client NEAP(MHSA) authentication on the FA Proxy via IDE where the FA Proxy is required to
relay the VLAN and ISID values, it obtained from Radius attributes, to the FA Server.

FA Policy Server

Identity Engines Policy server can be added to the solution to authenticate the FA Client WLAN 9100 AP
using device authentication and push VLAN and [-SID assignments to the FA Proxy switch.
Authentication of the WLAN 9100 is performed using Non-EAP Multiple Host Single Authentication.

Devices that support Fabric Attach and minimum software required

Product Distribution Layer / TOR Wiring Closet (SMLT TOR) End Devices
FA Server FA Server FA Proxy FA Standalone FA Client
In SPBM mode  In VLAN mode Proxy
VSP9000, N N N/A N/A N/A
ERS8000
VSP4000 / 7200 Y! N N/A N/A N/A
/8000 (5.0)
VSP7000 (10.4) N N Y Y N/A
ERS5900 (7.0.1) Y Y Y Y N/A
ERS5600 (6.6.3) N N Y \% N/A
ERS4800 (5.9.2) Y \% Y \% N/A
ERS4500 (5.7.3) N N Y \% N/A
ERS3500 (5.3) N N N Y N/A
WLAN9100 (7.2) N/A N/A N/A N/A Y
ONA 1.0 N/A N/A N/A N/A Y

Table 10: Devices that support Fabric Attach
With or without SMLT
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Fabric Attach Discovery and Signaling

identiby
FA FA FA Engines
Client Proxy SEnver
===
N Y —t.
O — g — g =

TLV Type TLV Extreme Subtype Element State Mgmt System
[127] Length OUl [00- [11] Type VLAN ID

[50 04-0D]
octets]

7 bits 9 bits 3 octets 1 octet 32 octets 6 bits 6 bits 12 bits 1 octet 10 octets

IEEE 802.1AB Logical Link Discovery Protocol (LLDP) is exchanged between Fabric Attach Client, Proxy,
and Server components as part of an FA solution. The FA Client or Proxy will send LLDP PDUs to the FA
Server switch, i.e. a Discovery Element TLV is used as the initial handshake between FA Server and FA
Proxy or FA Client. LLDP is used to relay the I-SID and VLAN Mapping to the FA Server to allow the FA
Server to create a Switched UNI ELAN.

The LLDP PDUs are received per port or all ports in an MLT where FA has been enabled. The LLDP
Type field will indicate whether the FA element is a FA Client or FA Proxy. The Management VLAN is the
value advertised by the FA Client and FA Proxy in the Discovery TLV. If the Management VLAN is
configured on the FA Server, this will in return be relayed to the FA Proxy where it will automatically
create the management VLAN and use DHCP to get an IP address. LLDP message authentication is
enabled by default and uses a default 32 bit Extreme key. Please note that FA authentication is only
available with the Secure Image if the Proxy switch is an ERS 4800 switch; the ERS 4800 supports both a
secure and a non-secure image where only the secure image supports FA authentication. Please note FA
message authentication can be disabled and the authentication key can also be changed if you do not
wish to use the default Extreme 32 bit key.

FA Client is enabled on the WLAN 9100, FA Proxy is enabled on the ERS 4800 and ERS 5900,
and FA Server is enabled on the VSP 4000/7200/8000 by default. FA is also enabled on all

@ ports on the WLAN 9100, ERS 4800, and ERS 5900. FA needs to be enabled on a port or MLT
level on the VSP 4000/7200/8000.

FA Auto Attach / Zero Touch

On an FA Server, an FA port can be configured with the management VLAN using an I-SID and VLAN ID
value (c-vid). The c-vid is optional and if not specified, then the management traffic will be untagged. The
I-SID is mandatory and is required for a network wide L2VSN. The FA server will announce this
information in FA LLDP messages where only the management VLAN ID is announced as the ISID is not
required. For untagged management, a VLAN ID of 4095 is announced.

On the FA Proxy, upon receiving the FA Message via LLDP, will create the corresponding management
VLAN, set the uplink port to TagAll, add the management VLAN to the uplink port, and set QoS of trusted
on the uplink port. It will also use DHCP to get an IP address if one has not already been configured — this
is assuming a platform VLAN has been provisioned on the FA server with DHCP relay enabled. If you do
not wish to use DHCP, this can be disabled by removing the default zero touch option ip-addr-dhcp on the
FA Proxy switch.
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Please note, in regards to the FA Proxy, FA Auto Attach does not at this time automate the following
items:

e Disabling of Spanning Tree on the uplink ports to the FA Server

e MLT configuration of the uplink, i.e. if connected to an SMLT cluster of FA Servers
e VLACP configuration on the FA uplink ports if configured on the FA Server

e Removal of the default VLAN 1 from the FA uplink
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16. SPB SMLT BEB Design Best Practices
16.1SMLT BEB — C-VLAN Guidelines for L2VSN

» Customer VLAN (CVLAN) has ISID assigned and is thus L2 extended with L2VSN

» Onthe ERS 8800 and VSP 7000 the CVLAN cannot be configured on any NNI interface
(including the IST)

» Onthe VSP 9000 the CVLAN cannot be configured on any NNI interface (except on the IST
where it MUST be configured)

» Onthe VSP 4000, VSP 7200, and VSP 8000 the CVLAN cannot be configured on any NNI
interface

» VSP 4000, VSP 7000, VSP 7200, and VSP 8000 do not support multiple-port NNI MLTs. I1S-IS
cannot be enabled on an interface within the MLT.
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16.2SMLT BEB — Virtual Inter-Switch Trunk (vIST)

ECB BEE

——
WSF 4000
WSP 7200
WSF BO0O

A traditional IST uses direct physical links configured as an MLT between a pair of cluster switches.
Unlike a traditional IST, a vIST instead uses a virtual IST channel between a pair of cluster switches. This
IST virtual channel is supported across the SPBM cloud and is not dependent on local physical ports.
Hence, this eliminates the single point of failure with a dedicated MLT. The vIST is always up as long as
there is SPBM connectivity between the vIST peers. Also, the vIST devices do not have to be the same

type.

For the vIST, an IST VLAN must be provisioned as would be required with a normal IST with an IPv4
address. In addition, an SPBM ISID must be assigned to the vIST VLAN on both cluster switches. This
ISID value must be unique and cannot be assigned to other VLANSs in the network.

With vIST, any VLAN to be assigned to an SMLT interface must have an I-SID configured and thus
becomes a C-VLAN. For each C-VLAN provisioned (C-VLAN = VLAN with ISID) on a vIST cluster/SMLT-
pair, an SPBM ISID must be assigned on both cluster switches regardless of the additional services used
on this VLAN (L2VSN, IP Shortcuts, or L3VSN). For an L2VSN service, this ISID can be used on other
BEB switches in the network to form an L2VSN service. For an IP L3VSN service, a separate ISID value
is used to identify the L3VSN service.
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16.3SMLT BEB - ISIS Hello Timer Guidelines for ERS
8800

NNI(ISIS)

e | :_1 e

IST

SMLT(UNI)

NNI(ISIS)

BCB BEB @ Shortened Hello Timer

@ Default 1515 Timers

Connection Type 11-hello-interval I1-hello-multiplier
@ IST-NNIISIS 1 sec 27
@ NNIISIS 9 sec (default) 3 (default)

» Please note that this recommended ISIS hello timer guideline only applies to the ERS 8800
» Onthe IST, ISIS is enabled on the MLT bundle

» Upon node restart, we need the ISIS adjacency over the IST MLT to come up before the IST
comes up, therefore the ISIS Hello timer is reduced to 1 sec

» The hello multiplier is increased by the same factor to ensure the same time delay for an ISIS
adjacency to transition in the down state

- 1x27 =9x3 = 27
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16.4SMLT BEB — RSMLT

/ RSMLT — Routed Layer 3 EdQE\ /R‘SMLT Edge — Routed Split Multil.in}
Trunking Replacement for VRRP with

Layer 2 Edge

Routec_i p—
Connection r—
Between Edge :
and Core

** Need to enable route redistribution between Scales beyond maximum number of VRRP
ISIS and protocol used on edge router, i.e.

OSPFto ISIS andvi e
° andvise versa. Do not run VRRP and RSMLT on the same edge
VLAN simultaneously

» Both RSMLT and RSMLT Edge is supported providing the SMLT cluster is either a VSP 9000 or
ERS 8800 SMLT cluster or a VSP 4000/7200/8000 vIST SMLT cluster

» For RSMLT, if the OSPF network has multiple entry points via multiple SPB nodes, OSPF route
policies must be configured on the SPB BEB switches to deny OSPF routes from each remote
BEB entry point to prevent routing loops.
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16.5SMLT BEB — VLACP Guidelines

For the V5P 7000, VLACP should not
be used on the IST port members

BCB

1 NNI(ISIS)

BEB @ Long Timeout

@ Fast Timeout

@ Fast Timeout

Connection Timeout | Timeout ERS 8800 VSP 7200
e Scale \spgoo0  VSP 8000

VSP 4000
ERS 4800
ERS 5900

@ sT-nNNIISIS | N/A | 10000 | Long N/A
@ svLt (uNi) 500ms | N/A Short N
@ NN (SIS) 500ms | N/A Short N

» Enable VLACP on all NNI ISIS enabled interfaces
» IST (which is now also an NNI connection) uses same VLACP slow timers

— This does not apply to the VSP 7000 where VLACP should not be enabled on the IST
port members

» Core facing NNI interfaces use same VLACP timers as SMLT UNI connections
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16.6SMLT BEB — VSP 7000 Guidelines

For the VSP 7000, it is important to not enable the filter-untagged-frame option on the IST port members.

Prior to releases to 10.4.0, the default PVID of all IST ports must be the primary B-VLAN ID. This will
happen automatically providing SPB is enabled first prior to enabling the IST. You can check the default
PVID by entering the ACLI command show vlan interface info <port list>. To manually set the default
PVID on the IST ports, use the ACLI command vlan ports <port list> pvid <1-4096>.

Starting with release 10.4.0, the PVID will automatically be set with the secondary BVLAN ID on the
primary SMLT node and with the primary BLAN ID on the secondary SMLT node. This will also occur
automatically when upgrading from release 10.3.x to 10.4.0. The output from the CLI show vlan interface
<port> command will display either the primary or secondary PVID depending on which switch you are
connected to.

Also, it is recommended to not enable VLACP on the IST and layer 3 routing is not supported with SPBM.

16.7SLPP Guard

SLPP Guard

ERS 4800 \\J@ !:i‘f

Do not enable
SLPP Packet Rx
on SPB MNNI ports

slpp enable
slpp vid <van id=

@ Enable SLPP on C-VLAN
@ SLPPGuard

» SLPP Guard is supported on the ERS 3500, ERS 4000, ERS 5000, ERS 5900, and VSP 7000

» SLPP can enabled on the core bridges and in turn SLPP Guard can be enabled on the switch for
local port loop detection

» Because of this feature, SLPP can be enabled on the core SPB bridges and in turn
allowing SLPP Guard to be enabled on the ERS 4800

e Only enable SLPP on the C-VLAN on the core SPB bridges
» Do not enable SLPP Packet Rx on core NNI ports

» Never want to take these ports down
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17. SPB NNI SMLT — migrating existing SMLT

network to SPB

When migrating from a legacy SMLT network to SPBM, under certain circumstances, you may have to
change the MLT configuration as only one adjacency (port or MLT) is allowed between a pair of SPB

switches. Please see the drawings shown below illustrating the various options. Please note this section

does not apply to the ERS 4800 or ERS 5900 as SMLT is not supported on these products.

Please note the green links shown illustrate active links with 1S-IS enabled where the link is

@ either a physical port or MLT bundle. Most of the topologies only really apply when migrating to

SPB with a SMLT cluster.

15-15
B-VLAM

r!'»:n

£

o /

SMLT
Cluster

Figure 8: NNI - Triangle

15-15
B-VLAM

G

Cluster

Figure 9: NNI - SMLT Triangle A
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In reference to switch C, it meets the
requirement of only one link between a pair
of SPB switches as it only has IS-IS enabled
on the port to switch A and on the MLT
bundle to switch B.

In reference to switch C, even though it has
an MLT provisioned, IS-IS is provisioned on
the physical ports to switch A and switch B.
This type of configuration may show up when
migrating to SPB where you may wish to not
remove the MLT configuration. Please note
that switch C can only be an ERS 8000 or
VSP 9000.
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Figure 13: NNI - SLT Square
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In reference to switch C, IS-IS cannot be
enabled on the MLT bundle. If you wish to
keep the MLT bundle, from switch C's
perspective, enable I1S-IS on the physical port
to switch A and one of the physical ports to
switch B. This applies when migrating from
SMLT to SPB. If green field, then one should
configure what is shown in figure 2. Please
note that switch C can only be an ERS 8800
or VSP 9000

e

&

Cluster

Figure 12: NNI — Square B

This diagram illustrates a likely scenario
migrating from SMLT to SPB. The SMLT links
could be made using regular MLT (with only
one Ethernet port) or using SLT. In both
cases, IS-IS should be enabled on the
Ethernet port directly. You cannot enable IS-
IS on the MLT (single port) if it has an SMLT
ID. Please note that the switches can only be
ERS 8800 or VSP 9000.
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Figure 15: NNI — Full Mesh A
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IS-IS is enabled on the link between nodes A
and C. Between B and D, you cannot
configure SPB on the MLT if it assighed with
an SMLT ID. Once the SMLT ID is removed,
then SPB can be enabled on the MLT.

1S-1S
B-VLAN

< )

SMLT SMLT
Cluster | Cluster

Figure 16: NNI — Full Mesh B

This diagram illustrates a common SMLT Full
Mesh topology. Each switch has a local
SMLT MLT defined with two Ethernet port
members. When migrating this topology to
SPB, IS-IS must not be enabled on the MLT
instance, but, on the individual Ethernet
ports which constitute it. Please note that the
switches can only be ERS 8800 or VSP 9000.
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Figure 18: NNI — SMLT Full Mesh B
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IS-1S should only be configured on one of the
links between nodes B and D. Please note
that the switches can only be ERS 8800 or
VSP 9000.
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18. IS-IS TLV

SPB uses IS-IS TLV (Type Length Value) and sub TLVs parameters to carry information in Link State
Advertisements to other SPB enabled bridges including SPB services as shown in the table below

1 Area Addresses IS-IS area
3 End System Neighbors B-MAC & SysName of itsself
22 Extended IS Reachability IS-1S adjacencies

Sub-TLV 29: Link Metric for SPBM alone

129 Protocol Supported SPBM

135 TE IP Reachability IP Reachability for IP Shortcuts in GRT
137 Host Name ISIS router name

236 IPv6 Reachability IP Reachability for IPv6 shortcuts in GRT

SPBM Instance & BVIDs Sub-TLV 6: BVIDs to ECT algorithm
Used in IS-IS Hellos only

SPBM Instance, Nick-name, Sub-TLV 1: SPBM Instance & Nick-name
BVLANSs & ISIDs Sub-TLV 3: B-VLANSs & L2VSN ISIDs

184 SPBM IPVPN Reachability IP Reachability for L3 VSNs

SPBM ISID Constrained IP Multicast stream availability for
Source-Groups L2VSNs & L3VSNs

SPBM VRF-Opera/GRT IP Multicast stream availability for GRT/VRF-0
Source-Groups

236 IPv6 Reachability IP Reachability for IPv6 Shortcuts in GRT

Table 11: ISIS TLV's

TLVs 1,3,22,129 & 135 are well known IS-IS TLVs which exited even before SPB was
defined

TLVs 143 & 144 are new IS-IS TLVs defined for use by SPB

TLVs 184, 185 & 186 are new IS-IS TLVs defined in Extreme’s IETF draft for SPB IP
extensions

©
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19.

SPB Best Practices

The following are best practices when setting up SPB.

IS-1S

SPB

IST

Recommended to leave the IS-IS SYS-ID (B-MAC) with its default value to ensure no duplication
in the network

o If you do change manually the SYS-ID, please take the necessary steps to ensure there
is no duplication in the network

= In release 5.0 for the VSP 4000/7200/8000, duplicate SYS-ID detection is
supported

Create two B-VLANSs to allow load distribution over both B-VLANs. Even if SMLT is not used, this
is still good practice as adding a new B-VLAN to an existing configuration requires that I1S-IS to be
disabled therefore disrupting the network

Use a different 1S-IS Nick Name on each switch that is easily recognizable

If IP is enabled, i.e. IP shortcuts, it is required that an 1S-1S IP source address be added

If the nodes are to form an SMLT Cluster, the IST must be already up and running before
enabling IS-1S on it on the VSP 9000 and ERS 8000

On the VSP 7000, SPB should be first configured prior to enabling the IST

Each switch in the cluster must be configured to peer with its neighbor.
A virtual B-MAC will be automatically created based on the lowest SYS-ID in the cluster plus one

0 The virtual B-MAC is used as the source B-MAC when forwarding traffic received from an
SMLT/SLT UNI port into the SPB fabric. This allows reverse MAC learning on the remote
BEBs to map the SMLT learnt customer MAC address to an SMLT cluster rather than to
an individual BEB switch forming that cluster

o If you choose to use the automatic created virtual B-MAC, careful consideration must be
taken to ensure that the SYS-ID if configured on of the cluster switches is greater than
one compared to its peer

o If you have chosen to manually change the I1S-IS SYS-ID (B-MAC), then you should do
the same for the virtual B-MAC.

Please note, the virtual B-MAC or any System ID created should not conflict with any
other System ID or virtual B-MAC in the network. In other words, please ensure there is
no duplication anywhere in your network of System ID’s and virtual B-MACs.

A safe practice, which is also future proof, would be to leave the lowest byte in the SYS-
ID as all zeroes.

There is a consistency check in place to ensure that L2 VSN VLANs cannot be added to the IST
or to any IS-IS enabled interface on the ERS 8800; does not apply for the IST MLT on a VSP
9000

L3 VSN VLANs must still be added to the IST
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e AL3VSN VLAN can also be a L2 VSN VLAN

o For example, an ISID can be assigned to a VRF for L3 VSN. This does not restrict
another ISID using a different value from the one assigned to the VRF to be assigned to
VLANSs within the VRF

ISIS Adjacency
Physical or MLT links between IS-IS switches
e Only a single point to point IS-IS adjacency is supported between a pair of IS-IS switches

o For example, if there are two ports between a pair of 1S-IS switches, I1S-IS should only be
configured on one of the two ports (if configured on both, only one of those links will form
an IS-1S adjacency)

o If a single MLT is configured between a pair of IS-IS switches, all ports (1-8) in the MLT
will be utilized — note that the MLT must be configured first and then IS-1S can be enabled
on the MLT

CFM
e If not using the simplified CFM configuration commands:
0 The Domain name must be same on all switches in a IS-IS area
0 The Maintenance Association must the same on all switches in a IS-IS area

= Two Maintenance Associations should be created, one for each B-VLAN to allow
CFM testing over both B-VLANs

0 The MIP can be configured the same on all switches in a IS-IS area or uniquely defined
per switch

e The MEP id should be unique to every switch in the SPB network

@ The MIP must be configured at the same level as the MEP on all switches in the SPB
network.
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20. SPB Configuration

On the ERS 4800, ERS 8800, and VSP 7000, it is recommended to change the Spanning Tree mode to
MSTP. By default, the VSP 4000, VSP 7200, VSP 8000, VSP 9000, and ERS 5900 support MSTP. This
helps when using tools such as VLAN Manager in COM where the VLAN provisioned is broken down by
Spanning Tree instance. To change the Spanning Tree mode to MSTP, please enter the following
command:

ERS 8800

e 8800:5(config)#boot config flags spanning-tree-mode mstp
VSP 7000 & ERS 4800

o 7024XLS(config)#spanning-tree mode mst

Changing the Spanning Tree mode flag from default to MSTP on the ERS 8800 will result in a
loss of configuration following the necessary reboot to activate the MSTP flag. This is because

@ the syntax of certain commands in config.cfg (vlan creation & Spanning Tree port settings)
changes in the two modes. It is therefore necessary to do a manual conversion of the config.cfg
file (for example in a text editor using find & replace) in order to re-load the existing configuration
file in MSTP mode.
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20.1SPB Configuration
20.1.1 ERS 8800 — Converting from CLI to ACLI

As the ERS 8000 supports CLI and ACLI, it is highly recommended to use ACLI as all other switches from
Extreme only support ACLI. If you are presently using CLI, you can convert to ACLI using the following
configuration.

ERS8800-1:5# copy /flash/config.cfg /flash/backup.cfg

ERS8800-1:5# save config file /flash/config_acli.cfg backup /flash/config.cfg mode
acli

ERS8800-1:5# config boot flags acli true

ERS8800-1:5 config boot choice primary config-file /flash/config_acli.cfg
ERS8800-1:5# save boot

ERS8800-1:5# boot -y

20.1.2 SPB and IS-IS Core Configuration

SPB and IS-IS core configuration

1515
Zut 2003 Area 49.0001 4001 2
p— e 33 . e s 120 \f
B-VLAN 4051
B-WLAN 4052
configure terminal configure terminal
spbm spbm
prompt 9001 prompt 4001
router isis router isis
spbm 1 spbm 1
spbm nick-name 0.90.01 spbm nick-name 0.40.01
spbm b-vid 4051-4052 primary 4051 spbm b-vid 4051-4052 primary 4051
manual-area 49.0001 manual-area 49.0001
exit exit
vlan create 4051 name BVLAN-1 type spbm-bvlan vlan create 4051 name BVLAN-1 type spbm-bvlan
vlan create 4052 name BVLAN-2 type spbm-bvlan vlan create 4052 name BVLAN-2 type spbm-bvlan
router isis enable router isis enable

config terminal
spbm
prompt <word 0-255> **By default, becomes SPB System Name
router isis
sys-name **Please see note above
spbm 1

system-1d <XXxXX.XXXX.xxxx — Optional, by default the base MAC is used>
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spbm 1 nick-name <x.xx.xx - 2.5 bytes>
spbm 1 b-vid <prim vlan id,sec vlan id> primary <prim vlan id>
manual-area <xXX.XXXX.XXXX...XXXX - 1...13 bytes>
exit
vlan create <primary vlan-id> name "BVLAN-1" type spbm-bvlan
vlan create <secondary vlan-id> name "BVLAN-2" type spbm-bvlan
router isis enable
VSP 7000, ERS 4800, & ERS 5900
config terminal
snmp-server name <word 0-31> **By default, becomes SPB System Name
vlan create <primary vlan-id> name "BVLAN-1" type spbm-bvlan
vlan create <secondary vlan-id> name "BVLAN-2" type spbm-bvlan
spbm
router isis
sys-name **Please see note above
spbm 1
system-id <XXxXX.XXXX.Xxxx — Optional, by default the base MAC is used>
spbm 1 nick-name <x.xx.xx - 2.5 bytes>
spbm 1 b-vid <prim vlan id,sec vlan id> primary <prim vlan id>
manual-area <XX.XXXX.XXXX...XXxXX - 1...13 bytes>
exit

router isis enable

Please note, if the IS-IS sys-name is not provisioned, by default, the global system
name is used as the IS-IS sys-name. If you do wish to set the IS-IS sys-name, it can be
set to a value different than global system name.

The primary and secondary VLAN provisioning must be the same on all SPB bridges,
i.e. if VLAN 4051 is provisioned as the primary B-VLAN and VLAN 4052 is provisioned
as the secondary B-VLAN, then this must be repeated on all SPB bridges.

On the VSP 7000, ERS 4800, and ERS 5900, the B-VLANs must be configured first
prior to enabling SPB and ISIS.

@ By default, the SPB EtherType is set to 0x8100 on all Extreme switches when SPB is

enabled. Please note this value is set on purpose to allow SPB to be transported across

non-SPB networks, i.e. transparent VLAN service or a traditional Ethernet network. For

SPB interoperability between different vendors, this value will have to be changed to the

STP standard EtherType value of 0x88a8 unless this vendor also supports a SPB
EtherType value of 0x8100.

The default switch behavior regarding System-Id is to use a MAC address within the
MAC address range reserved for the switch. This ensures that there will be no de-
stabilizing System-1d conflicts in the network. Extreme recommends the use of default
System-Id values for this reason. To allow greater flexibility to customers, the use of
configured System-Id values is also supported. When using configured System-Id
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values it is very critical to ensure that each SPB enabled switch in the network uses a

unigue ISIS System-Id value.

If you do decide to change the System ID, it is recommended to set the locally
administered bit. The second least significant bit of the most significant byte of the MAC
address should be set to 1 to indicate the MAC address as locally administered. For
more details, please go to http://en.wikipedia.org/wiki/MAC address.

Please note that if you change the System ID after ISIS has already been enabled, you
must also change the nickname. If you do not wish to change the nickname, you will still
need to temporary change the nickname. After you change the System ID and
temporarily change the nickname, enable ISIS, disable ISIS, change the nickname back

to the original value, and then enable ISIS again.

Verify Operations:

show
show
show
show
show
show
show
show
show
show
show
show

show

running-config module isis

running-config module spbm

isis
isis
isis
isis
isis
isis
isis
isis
isis
isis

isis

spbm

system-id

nick-

name

manual-area

spbm
spbm
spbm
Spbm
spbm
Isdb
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nick-name

unicast-fib

unicast-fib vlan <BVLAN ID>
unicast-tree <BVLAN ID>
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20.1.3 SPB NNI Interface Configuration

SPB and IS-IS core interface configuration

515
9001
i Area 490001 4001 sW 2
E ' v, . < e T S
g— 29 3= il 1z 120 s
B-VLAN 4051
B-VLAN 4052

configure terminal
interface gigabitethernet 3/3
no shutdown
no spanning-tree mstp force-port-state enable
isi
isis spbm 1
isis enable
exit

]

configure terminal
interface gigabitethernet 1/3
no shutdown
no spanning-tree mstp force-port-state enable
isis
isis spbm 1
isis enable
exit

interface gigabitethernet <slot/port>
isis
isis spbm 1
isis enable
exit
interface mlt <mlt id>
isis
isis spbm 1
isis enable
exit

VSP 7000, ERS 4800, & ERS 5900:

interface ethernet <slot/port>
isis
isis spbm 1
isis enable

exit

Please note that Spanning Tree should be disabled on all SPB NNI ports including all
single ports or ports that are part of an MLT when the SBI NNI links are directly attached
to another Extreme SPB switch. This does not apply to SMLT port members since

®

SMLT disables Spanning Tree automatically.
As of release 10.3 for the VSP 7000 and 5.8 for the ERS 4800, the interface

configuration changed from interface fastEthernet <ports> to interface ethernet <ports>
On the VSP 9000, VSP 4000, VSP 7200, and VSP 8000, by default all ports are

administratively disabled.

March 2020

©2020 Extreme Networks, Inc. All rights reserved 95




F= Extreme

networks

ADVANCE WITH US

On the ERS 4800 and VSP 7000, for all MLT'’s, ISIS is enabled at the port level, i.e. on
each port that is a member of the MLT.

Verify Operations:
show isis interface

show isis adjacencies
show isis Isdb tlv 22 detail
show isis int-11-cntl-pkts
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20.1.4 CFM Configuration

CFM configuration

MEP ID= 901 MEP ID = 4001
configure terminal configure terminal
cfm spbm mepid 901 cfm spbm mepid 4001
cfm spbm enable cfm spbm enable

config terminal
cfm spbm mepid <1-8191>

cfm spbm enable

By default, the CFM a Maintenance Domain name of spbm is used while two Maintenance
Associations are created using the two B-VLAN IDs.

Verify Operations:

show cfm <maintenance-domain|maintenance-association]|maintenance-endpoint>
12 ping vlan <BVLAN ID> routernodename <system-name>

12 ping vlan <BVLAN ID> mac <system-id>

12 traceroute vlan <BVLAN ID> routernodename <system-name>

12 traceroute vlan <BVLAN ID> mac <system-id>
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20.1.5 VSP 7000 — Fabric Interconnect Mesh

20.1.5.1 Rear Port Mode

In the 10.2 release, the VSP 7000 can be configured in Fabric Interconnect Mesh (FI) mode by setting the
rear-port mode to SPB. This allows the VSP 7000 to run SPB via the rear ports using stacking cables to
connect to other VSP 7000s. In the 10.2.1 release, SMLT is supported allowing for either SPB or SMLT to
operate via the rear port. In the 10.3 release, both SPB and SMLT are supported via the rear ports.

Please refer to the Resilient Data Center Solutions Technical Configuration Guide publication number
NN48500-645 for more details.

ACLI-L2 VSN

config terminal

rear-port mode enable spb

Enabling rear port mode will disable Fabric Interconnect Stack operation.
Switch configuration will be reset to partial-defaults. Continue(yes/no)?yes

show rear-port mode

20.1.5.2 Rear Port Mode LACP Provisioning

By default when rear port mode is enabled, LACP is automatically enabled across all rear ports using a
default LACP key of 4095. If you wish, you can change this value on one or more of the four rear ports. In
SPB rear port mode, the port numbers for each rear port is as follows:

e Fl Up (right) Bottom: Port 33

e Fl Up (right) Top: Ports 34, 35, 36

e FI Down (left) Bottom: Port 37

o FI Down (left) Top: Ports 38, 39 (SPB) or ports 38, 39, 40 (Standard)

For example, to change the LACP on the FI Up (right) Top ports:

interface ethernet 34-36
lacp key 4094
exit
show lacp aggr
show lacp port aggr <aggr id>
show lacp debug member 34-36
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20.1.6 SMLT — Normal IST

Enabling IST

BEB
BCB Sys-id = 0001.8129.1fdf

NN (I515)

SMLT (UN1)

Sys-id = 0001.8128.87df

config terminal config terminal
vlan create 2 type port-mstprstp 0 vlan create 2 type port-mstprstp 0
interface vlan 2 interface vlan 2

ip address 10.1.2.1 255.255.255.252 ip address 10.1.2.2 255.255.255.252
exit exit
mit 1 enable name IST mlt 1 enable name IST
mlt 1 member 3/1,4/1 mlt 1 member 3/1,4/1
mlt 1 vlan 2 mit 1 vlian 2
interface mit 1 interface mit 1

ist peer-ip 10.1.2.2 vlan 2 ist peer-ip 10.1.2.1 vlan 2

ist enable ist enable
exit exit
router isis router isis

spbm 1 smlt-peer-system-id 0001.8128.87df spbm 1 smlt-peer-system-id 0001.8129.1fdf

exit exit

Enter the ALCI show isis system-id on each peer switch to get the System ID value for the spbm
& 1 smit-peer-system-id xXxxx.xxxx.xxxx command. Each switch in the cluster must peer with its
peer’'s System ID value.

config terminal
vlan create x type port-mstprstp O
interface vlan x
ip address <ip address> <ip mask>
exit
mlt y enable name IST
mlt y member slot/port,slot/port
mlt y vlan x
interface mlt y
ist peer-ip <ip address of peer> vlan x
ist enable
exit
router isis
spbm 1 smlt-virtual-bmac <xx:xx:xX:xXx:xx:xx — Optional, by default the lowest B-MAC

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 99



F= Extreme

networks

ADVANCE WITH US

in the cluster is used plus one>
spbm 1 smlt-peer-system-id <XXXX.XXXX.XXXX - system id of peer>
exit

Verify Operations:

show mlt
show ist mlt
show isis spbm

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 100



F= Extreme

networks

ADVANCE WITH US

20.1.7 SMLT - Virtual IST (VIST)

The following shows how to provision the virtual IST. This feature will allow a SMLT cluster to have an IST
between two cluster switches that does not require a physical connection between the cluster switches,
i.e. an MLT with two or more ports. In practice it usually makes sense to use a direct connection between
the vIST peers where this connection is now a regular NNI link and need not be a MLT.

Enabling vIST

BEB
BCE Sys-id = b0ad.aad7.0884

config terminal
router isis
spbm 1 smlt-peer-system-id e45d.523c.4884
exit
vlan create 2 type port-mstprstp O
vlan ISID 2 2002
interface vlan 2
ip address 10.1.82.1 255.255.255.252
exit
virtual-ist peer-ip 10.1.82.2 vlan 2

config terminal
router isis
spbm 1 smlt-peer-system-id bOad.aa47.0884
exit
vlan create 2 type port-mstprstp 0
vlan ISID 2 2002
interface vlan 2
ip address 10.1.82.2 255.255.255.252
exit
virtual-ist peer-ip 10.1.82.1 vlan 2

Enter the ACLI show isis system-id on each peer switch to get the System ID value for the spbm
é) 1 smilt-peer-system-id xxxx.xxxx.xxxx command. Each switch in the cluster must peer with its

peer’'s System ID value.

config terminal
router isis

spbm 1 smlt-peer-system-id <XXXX.XXXX.XXXX - system id of peer>
spbm 1 smlt-virtual-bmac <xx:xX:xx:xx:xx:xx - Optional, by default the lowest B-MAC

in the cluster is used plus one>
exit
vlan create x type port-mstprstp O
vlan 1SID x <i-isid number>
interface vlan x

ip address <ip address>/<mask>
exit

virtual-ist peer-ip <ip address of peer> vlan x

March 2020

©2020 Extreme Networks, Inc. All rights reserved 101




F= Extreme

networks

ADVANCE WITH US

Verify Operations:
show virtual-ist
show isis spbm

Only C-VLANSs (VLAN to which an ISID is assigned) can be assigned to SMLT ports with vIST. For each
C-VLAN added, an ISID must be assigned to both SMLT cluster switches to allow learning between the
two cluster switches including IP Shortcuts and L3VSN CVLANS.

BEB-1 BEB-2

IP Shortcuts Example — CVLAN Configuration

vlan create 1000 type port-mstprstp O
vlan i-sid 1000 4001000
vlan mlt 1000 1
interface vlan 1000
ip address 192.168.100.1 255.255.255.0

vlan create 1000 type port-mstprstp O
vlan i-sid 1000 4001000
vlian mlt 1000 1
interface vlan 1000
ip address 192.168.100.2 255.255.255.0

vlan create 2255 type port-mstprstp 0O
vlan i-sid 2255 5002255
vlan mlt 2255 1
interface Vlan 2255
vrf blue
ip address 192.168.100.1 255.255.255.0
ip rsmit
ip rsmlt holdup-timer 9999
exit
router vrf blue
ipvpn
i-sid 3002255
ipvpn enable
exit

ip rsmit ip rsmit

ip rsmlt holdup-timer 9999 ip rsmlt holdup-timer 9999
exit exit
L3VSN Example — CVLAN Configuration
ip vrf blue ip vrf blue

vlan create 2255 type port-mstprstp 0
vlan i-sid 2255 5002255
vlan mlt 2255 1
interface Vlan 2255
vrf blue
ip address 192.168.100.1 255.255.255.0
ip rsmit
ip rsmlt holdup-timer 9999
exit
router vrf blue
ipvpn
i-sid 3002255
ipvpn enable
exit
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20.1.8 L2VSN Configuration

L2 VSN

configure terminal configure terminal
interface gigabitethernet 3/29 interface gigabitethernet 1/3
no shutdown no shutdown
encapsulation dotlq encapsulation dotlq
exit exit
vlan create 150 type port-mstprstp 0 vlan create 150 type port-mstprstp 0
vlan member 150 3/29 vlan member 150 1/20
vlan i-sid 150 100150 vlan i-sid 150 100150
vlan member remove 1 3/29 vlan member remove 1 1/20

config terminal

vlan create <vlan id> type port-mstprstp 0O
vlan members <vlan id> <slot/port>

vlan i-sid <vlan-id> <ISID: 0..16000000>

Although you can use any number from 1 to 16,777,215 as an ISID value, it is recommended
not to use a value from 16,000,001 to 16,777,215. This range is used for Multicast over SPB.

Verify Operations:

show isis spbm i-sid all

show isis spbm i-sid all id <ISID value>

show isis spbm multicast-fib i-sid <ISID value>
show vlan i-sid

show isis Isdb tlv 144 detail

show isis Isdb sysid <system-id> tlv 144

All switches except VSP7000, ERS4800, and ERS 5900:
show vlan mac-address-entry <C-VLAN id>

show vlan remote-mac-table <C-VLAN id>

VSP7000, ERS4800, and ERS 5900:
show mac-address-table spbm <ISID value>
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20.1.9 SwitchedUNI Configuration

Switched UNI

7001 W2

I-SI0 10018

configure terminal configure terminal

vlan ports 1/15 tagging tagall vlan ports 1/15 tagging tagall

vlan create 18 type spbm-switchedUni vlan create 18 type spbm-switchedUni
vlan create 20 type spbm-switchedUni i-sid 10018 vlan 18 port 1/15

i-sid 10018 vlan 18 port 1/15 vlan members remove 1 1/15

i-sid 10018 vlan 20 port 1/15

vlan members remove 1 1/15

Please note that switches 7001 and 7002 are VSP7000 switches

config terminal
vlan create <vlan id> type spbm-switcheduni

i-sid <ISID: 0..16000000> vlan <vlan-id> port <port member>

Although you can use any number from 1 to 16,777,215 as an ISID value, it is recommended
not to use a value from 16,000,001 to 16,777,215. This range is used for Multicast over SPB.
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20.1.10Flex UNI Switched Configuration

Assuming we wish to forward tagged VLANs 10 and 11 plus untagged traffic between nodes 4002 and a
vIST SMTL cluster made up of 8201 and 8202.

Switched UNI

cvid 1{1 1-5ID 70010
u ‘ | -
(4.

‘Wd1“|nﬂDfHHm

Untagged Traffic, 1-SID 70012

configure terminal
mlt 9
mlt 9 encapsulation dotlqg
mlt 9 member 2/2
interface mlt 9
smlt
exit
vlan members remove 1 2/2
interface mlt 9
flex-uni enable
exit
i-sid 70010 elan
c-vid 10 mlt 9
exit
i-sid 70011 elan
c-vid 11 mlt 9
exit
i-sid 70012 elan
untagged-traffic mlt 9

exit

configure terminal
vlan ports 1/5 tagging tagAll
vlan members remove 1 1/5
interface gigabitEthernet 1/5
flex-uni enable
exit
i-sid 70010 elan
c-vid 10 port 1/5
exit
i-sid 70011 elan
c-vid 11 port 1/5
exit
i-sid 70012 elan
untagged-traffic port 1/5
exit

Please note that switches 8201 and 8202 are VSP 8000 switches while 4002 is a VSP 4000 switch.

Verify Operations

show mlt i-sid <mlt I1D>

show interfaces gigabitEthernet i-sid <slot/port>
show isis spbm i-sid all id <i-sid id>

show isis spbm multicast-fib detail

show i-sid mac-address-entry <i-sid id>

untagged traffic BPDU enable option cannot be enabled on the SMLT cluster; Spanning Tree is

@ Please note that MAC learning is done at an ISID level and not at a VLAN level. Also, the
not supported.

& To flush the MAC table, use the i-sid mac-address-entry <i-sid id> flush ACLI command.
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20.1.11Transparent UNI Configuration

Transparent UNI

o it R
T UNI Port 1115

configure terminal configure terminal
vlan member remove 1 1/15 i-sid 10088 elan-transparent
i-sid 10088 port 1/15 port 1/15

Adding Ports to Transparent UNI ISID
removes it from all VLANS.

Do you wish to continue (y/n) ? vy
exit

Please note that 7001 is a VSP7000 switch while 4001 is a VSP4000 switch.

VSP_7000:

config terminal
i-sid <ISID: 0..16000000> port <port member>

VSP 4000, VSP 7200, and VSP 8000:

i-sid <ISID: 0..16000000> elan-transparent
port <slot/port> | mlt <mlt-id>
exit

Although you can use any number from 1 to 16,777,215 as an ISID value, it is recommended
not to use a value from 16,000,001 to 16,777,215. This range is used for Multicast over SPB.
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Transparent UNI - SMLT

configure terminal
vlan member remove 1 1/28
i-sid 100888 port 1/28

configure terminal

mlt 6

mlt 6 member 1/18

interface mlt 6
smlt

exit

i-sid 100888 elan-transparent
mlt 6

Adding MLT to Transparent UNI ISID removes
it from all VLANS.

Do you wish to continue (y/n)? vy
exit

Please note that 7001 is a VSP7000 switch while 4001 and 4002 are VSP4000 switches using vIST.

VSP 7000:

config terminal
i-sid <ISID: 0..16000000> port <port member>

VSP 4000, VSP 7200, and VSP 8000:

mlt <mlt-id>

mlt <mlt-id> member <port members>

interface mlt <mlt-id>
smit

exit

i-sid <ISID: 0..16000000> elan-transparent
mlt <mlt-id>

exit
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20.1.12Private VLAN (ETREE) Configuration

The Etree feature allows private VLANS to traverse the SPBM network for Layer 2 services.

Global Private VLAN Configuration
PC-D

e

1/0/15 IE’ 8/15 Cat6500-Top

W1/0/21
%Hﬂﬂ 22
Cat3?50 Top rﬂ

PVLAN
200/201

Cat3750-B t/zm_lrz-|

PVLAN
2002201 4/6.117

o
i

MLT1
1/4-1/5
MLT1
VSi'4000-1 /4115

_ L2-VSNI-SID 2000\}%

Whiware ESX

VSP:.000-2

=
—
MLT1 G A mMLT2

/4176 PVLAN 5y o)
1/4-1, 2001201 1/6-1/7

vian 200
private-vlan primary
private-vlan association 201

exit

vlan 201
private-vlan isolated

exit

configure terminal
vlan create 200 type pvlan-mstprstp O secondary 201

vlan i-sid 200 2000

VSP 4000, VSP 7200 & VSP 8000:

vlan create <vlan-id> type pvlan-mstprstp 0 secondary <secondary vlan-id>

vlan i-sid <vlan-id> <ISID: 0..16000000>
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VMWare ESX Private VLAN Configuration

rF dvSwitch eTree Settings ZI

Properties I Network Adapters  Private VLAN INetFIow I Port Mirroring I

Entet or edit primary private YLAN 1D, Entet or edit a secondary private YLAN ID and Type.
Primary private YLAN ID | Secondary private YLAN ID | Type |
200 200 Fromiscuous
[Enter a private YLAM ID here] 201 Isolated |
[Enter a private YLAN ID here] Seleck
(=] Create Distributed Port Group o ] 4]
Properties
How doywou want boidentify this network?
Properties [~ Propertiss
Ready to Complete Mame: IvaDrtGrDup
[¥] YCENTREYEN - vSphere C
Mumber of Ports: 178 =
File Edit Wiew Inwentory
WLAM byvpe: ;
E E £y Home | P IF‘rlvate YLAN ﬂ
Priwate YLAMN Entry:
& B £ & [
5 (g VCENTREVEN IP"DIF“ESCdU(U;SU@ggi )200) |
B [fy vabonne-DC =0aLe L |
B Access
B avays-135
8 avaya-47 Help | = Bark | Mext = I Cancel
B avaya—47 i
& HaLink
B internal ; :
O mm [dvEwitch Tres B Primary YLAN 200 @F ] eTree-DiUplinks-567 o

B eTree-DYUplinks-S67

n@m Primary YLAM 200

£, Secondary WLAN 201
dv3witchO

Private WLAN: Promiscuous (200, 2.
Wirtual Machines (1)

1§ Secondary WLAN 201 o

T8 dwllplink? (1 MIC Adapter)
T4 dvUplinkz (1 NIC Adapter)
T8 dvlplinks (0 MIC Adapters)

T8 dvllplinks (0 MIC Adapters)

Private VLAN: Isolated (200, 201)
Wirkual Machines (1)

ESX PVLAN Config:

e Create new vSphere Distributed Switch...

e Set Private VLAN instances in tab shown

e Create two new Port Groups
0 one Primary using Promiscuous PVLAN
0 other Secondary using Isolated PVLAN id

o |f the Extreme ethernet switch has an MLT configured for the ESX connections, remember to
change the default ESX NIC Teaming mode

o From: “Route based on originating virtual port”

o To: “Route based on IP hash”
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Private VLAN Trunk Configuration

PC-D

e

1/0/15 E’

PC-A PCL

- 4/1-2 30-31 PVLAN
=6 1/0/21 ” [E, 11/30-31 ‘!‘“-. -\%‘cvmu 1";"4'—_:}5 200201 -T2
i T e ; S e ==y
Cat3750-Top e sl V4 ovan 200 Ll \ ’A MLT4
7] 200 ) g2t VSST000 S W/SPA0004.. 1415
§= PVLAN

[

interface gigabitEthernet <port>

exit

a\_\‘ VSP9000

VSP40004  ysp,000.2

o
MLT1 G 4 MLTZ 1/6
1441/ PVLAN
2001201 -

\_ L2-VSNI-SID 2000"(
e P4000-3

1/6-1/7

2001201

<
=
!,

VWiviware ESX

enable name ESX-Trunk
members 1/1-1/5
encapsulation dotlq
private-vlan trunk
vlan 200

switchport
switchport trunk encapsulation dotlq
switchport mode trunk

interface gigabitEthernet 1/47,1/48
private-vlan trunk

exit

vlan members add 200 1/47,1/48

VSP 4000, VSP 7200 & VSP 8000:

Interface

interface gigabitEthernet <slot/port>
private-vlan trunk

exit

vlan members add <vlan-id> <slot/port>

MLT

mlt <id> enable name <optional name>
mlt <id> member <slot/port>

mlt <id> encapsulation dotlq

mlt <id> private-vlan trunk

mlt <id> vlan <vlan-id>
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Promiscuous Interface Configuration

PC-D

e

1/0/15 E’

E 1/0/21 Ei
-...._______‘__‘L
Cat3750 Top

PC-B

P4000-4

\_ L2-VSNI-SID 2000

PC-A enable name ESX-Trunk
members 1/1-1/5
encapsulation dotlq
private-vlan promiscuous

vlan 200

mit 1
mit 1
mit 1
mit 1
mlt 1

PVLAN
200/201

=
!,

MLT1
1/4-1/5

VSi'4000-1

VSP:.000-2

- VSP4000-3

1/6

VWiviware ESX

\ (\
-.-__;j <

VM-I

mlt 2 enable name "LAG2-UnPr*
interface mlt 2
lacp enable key 1

interface gigabitEthernet <port>
switchport
switchport private-vlan mapping 200 201
switchport mode private-vlan promiscuous
exit

private-vlan promiscuous

exit
interface gigabitEthernet
1/6,1/7

interface gigabitEthernet 1/4 eXizrlvate—vlan promrscuous

vlan members add 200 1/6,1/7

VSP 4000, VSP 7200 & VSP8000:

Interface
interface gigabitEthernet <slot/port>

private-vlan promiscuous

exit

vlan members add <vlan-id> <slot/port>
MLT
mlt
mlt
mlt
mlt
mlt

<id> enable name <optional name>

<id> member <slot/port>
encapsulation dotlq

private-vlan promiscuous

<id>
<id>

<id> vlan <vlan-id>
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exit interface gigabitEthernet
vlan member add 200 1/4 1/6,1/7
lacp key 1

lacp aggregation enable
lacp timeout-time short
lacp enable

exit

LACP
mlt 2 enable name <optional name>
interface mlt 2
lacp enable key <key #>
exit
interface gigabitEthernet <slot/port>
private-vlan promiscuous
exit
vlan members add <vlan-id> <slot/port>
interface gigabitEthernet <slot/port>
lacp key <key 3>
lacp aggregation enable
lacp timeout-time short
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VMWare ESX Promiscuous VM Configuration

() Server-1 - ¥irtual Machine Properties

lacp enable

exit

Hardware |0ptinns I Resources I Profiles I waErvices I

™ Show All Devices add... | Remave |
Hardware | Summary |
Bl Memary 2048 ME

i crus z

|;| Video card Yideo card

= YMCI device Restricted

@ 33l contraller 0 L3I Logic Parallel

= Hard disk 1 virtual Disk,

2y CofovD drive 1 Client Device

B Mebwork adapter 1 Avaya--47

B Metwork adapter 2 Primary YLAM 200 (dv. .. |

Wirkual Machine Yersion: 7

=101 x|

—Device Status
v Connected
v Conmect at poer

an

—hAdapter Type

Zurrent adapter:

E1000

—MAC Address

1 automatic

IDD:SD:SE:SE:DS:ES

¥ Manual

—DirectPath /i

Skatus:

Mot supported €0

—Metwork Connection

Metwork label:

[Primary vLaN 200 (dv
Primiary YLAN 200 (du

DC-90 (dvSwitch)

Guest {dvSwitchO)

Server-51 {dvawitchl)
Server-52 (dvawitch)
Server-53 (dvSwitchd)
YPS-Demo (dvawitchD)

Suitch eTree)

Secondary YLAN 201 {dvSwitch eTree)

Help |

o]3

Cancel |

4

ESX Promiscuous VM Confiq:

e Assign Primary Port Group to VM
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Isolated Interface Configuration

PC-D PC-B PC-C PC-A interface gigabitEthernet 1/6
private-vlan isolated
exit
[:] vlan members add 200 1/6
110715 8/15 Cat6500-Top oANTT
= 4/1-2 30-31 PVLAN
=t 1/0/21 11/30-31 ‘.lha . e 1“}14":}5 200/201 7
| ”m 212 174 g%‘i CVLAN\ CYLAN - \/}UE-IT
Cat3750-TopX M fowan’ o0 ) 200 '
7] 200 oo V87000 VSP4000-1

a_\‘ VSP9000

" VSP4000-4

[

interface gigabitEthernet <port>
switchport
switchport private-vlan host-association 200 201
switchport mode private-vlan host

exit

VSP 4000, VSP 7200 & VSP 8000:
Interface

interface gigabitEthernet <slot/port>
private-vlan isolated

exit

vlan members add <vlan-id> <slot/port>

MLT

mlt <id> enable name <optional name>

mlt <id> member <slot/port>

mlt <id> encapsulation dotlq

mlt <id> private-vlan isolated

mlt <id> vlan <vlan-id>
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\_ L2-VSNI-SID 2000

‘VSP4000-3

VSP:000-2

o
MLT1 gmu 4 mLT2
4115 16-17
WA oy 61T

!

PC-105

mlt 1 enable name "MLT1-Unls"
mlt 1 member 1/4-1/5

mlt 1 private-vlan isolated
mlt 1 vlan 200

mlt 2 enable name "MLT2-Tgls"
mlt 2 member 1/6-1/7

mlt 2 encapsulation dotlqg

mlt 2 private-vlan isolated
mlt 2 vlan 200
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VMWare ESX Isolated VM Configuration

rF Server-2 - ¥irtual Machine Properties

Hardware |O|:utions I Resources I Prifiles I wSErvices I

™ Show &l Devices Add... | Remove |
Hardware | Surmnmary |
Bl Memoary 2048 MB

i cPus 2

Q Wideo card Wideo card

= YMII device Restricted

9 351 controller 0 LSI Logic Parallel

&= Harddisk 1 Wirkual Disk

€y coiovD drive 1 Client Device

BB Mebwork adapter 1 Avaya--47

BB Mebwork adapter 2 Secondary WLAN 201 (d... |

=181 x]

‘Wirkual Machine Yersion: 7

— Device Skatus
¥ Connected

v Connect at potEr on

—Adapter Tvpe
Current adapter: E1000

—MaC Address

IDD:SD:SE:EE:DS:G&

1 Automatic * Manual

—DirectPath L[

Shakus: Mot supported &9

—Metwork Cannection

MNetwork label:

Secondary YLAM 201 {dwSwitch eTree)

Frimary YLAM 200 {dvSwitch eTree

DC-90 {dvSwitch)
| Guest (dwSwitchia)
Server-51 {dvawitchi)
Server-52 (dySwitchid)
Server-53 {dvawitchl)
WPS-Demo (dvSwikchil)

Help |

oK

ESX Promiscuous VM Confiq:

® Assign Secondary Port Group to VM
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20.1.13L3VSN Configuration

L3 VSN with direct interface redistribution

SW1 9001 4001 SW 2

P’ vLAN 2255
 192,168.55.0/24

configure terminal configure terminal
interface loopback 1 interface loopback 1
ip address 1 10.1.90.1/255.255.255.255 ip address 1 10.1.40.1/255.255.255.255
exit exit
router isis router isis
ip-source-address 10.1.90.1 ip-source-address 10.1.40.1
spbm 1 ip enable spbm 1 ip enable
exit exit
ip vrf blue ip vrf blue
interface gigabitethernet 3/29 interface gigabitethernet 1/20
no shutdown no shutdown
encapsulation dotlq encapsulation dotlqg
exit exit
vlan create 2255 type port-mstprstp O vlan create 2255 name type port-mstprstp O
vlan member 2255 3/29 vlan members 2255 1/20
interface vlan 2255 interface vlan 2255
vrf blue vrf blue
ip address 10.198.55.1 255.255.255.0 ip address 10.198.33.1 255.255.255.0
exit exit
router vrf blue router vrf blue
ipvpn ipvpn
i-sid 2002255 i-sid 2002255
ipvpn enable ipvpn enable
isis redistribute direct isis redistribute direct
isis redistribute direct enable isis redistribute direct enable
exit exit
isis apply redistribute direct vrf blue isis apply redistribute direct vrf blue
vlan member remove 1 3/29 vlan member remove 1 1/20

config terminal
interface loopback <Interface id value; 1-256>
ip address <Interface id value; 1-256> <lIpv4address/mask>
exit
router 1isis
ip-source-address <loopback ip>
spbm 1 ip enable
exit
ip vrf <vrf-name>
vlan create <vlan id> type port-mstprstp O
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vlan members <vlan id> <slot/port>
interface vlan <vlan id>

vrf <vrf-name>

ip address <a.b.c.b mask>
exit
router vrf <vrf-name>

ipvpn

ISID <ISID: 0..16000000>

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit
isis apply redistribute direct vrf <vrf-name>

Although you can use any number from 1 to 16,777,215 as an ISID value, it is recommended
@ not to use a value from 16,000,001 to 16,777,215. This range is used for Multicast over SPB.

Although the above example only show direct interface redistribution into ISIS, other protocols
such as BGP, OSPF, RIP, and Static can also be enabled.

Verify Operations:

show isis spbm (verify SPB IP is enabled globally)

show ip ipvpn

show ip interface vrf <vrf name>

show ip route vrf <vrf name>

ping <ip address> vrf <vrf name> source <local source ip address>
12 ping ip-address <ip address> vrf <vrf name>

12 traceroute ip-address <ip address> vrf <vrf name>

show isis Isdb tlv 184 detail

show isis Isdb sysid <system id> tlv 184 detail
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20.1.14L3VSN - leaking routes between VRF's

L3 VSN with two separate VRF's (red and blue) with one common shared VRF (shared).
Allows routing from the red or blue VRF to the shared VRF and vise-versa, but, no routing

between the red and blue VRF's. For all VRFs (red, blue, and shared), please see
configuration step in the previous example titled L3VSN Configuration.

9001 W3

’-———\?;.. VLAN 2256

1592.1638.34.0

1,',[ };ﬂ?ﬁﬁ!ﬁﬂﬁﬁ

I-5ID 2002256

1-510 2002250

Shared Server

configure terminal configure terminal
router vrf blue router vrf blue
isis accept i-sid 2002290 enable

isis accept i-sid 2002290 enable
exit
isis apply accept vrf blue
configure terminal

exit
isis apply accept vrf blue
router vrf red
isis accept i-sid 2002290 enable

exit router vrf red
isis apply accept vrf red isis accept i-sid 2002290 enable
router vrf shared exit

ip isid-list users list isis apply accept vrf red

2002255,2002256

isis accept isid-list users enable
exit
isis apply accept vrf shared

Single 1SID:
config terminal
router vrf <vrf-name>
isis accept i-sid < ISID: 0..16000000> enable
exit
isis apply accept vrf <vrf-name>
ISID List:

config terminal

router vrf <vrf-name>
ip isid-list <isid-list name> list <List of ISID values>
isis accept isid-list <isid-list name> enable

exit

isis apply accept vrf <vrf-name>
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20.1.15IP Shortcuts

IP Shortcuts with direct interface redistribution

W1 2001

4001 SN2

: S N

N @D

configure terminal
interface loopback 1
ip address 1 10.1.90.1/255.255.255.255
exit
router isis
ip-source-address 10.1.90.1
spbm 1 ip enable
exit
interface gigabitethernet 3/29
no shutdown
encapsulation dotlq
exit
vlan create 55 type port-mstprstp O
vlan member 55 3/29
interface vlan 55
ip address 10.198.55.1 255.255.255.0
exit
router isis
redistribute direct
redistribute direct enable
exit
isis apply redistribute direct
vlan member remove 1 3/29

configure terminal
interface loopback 1
ip address 1 10.1.40.1/255.255.255.255
exit
router isis
ip-source-address 10.1.40.1
spbm 1 ip enable
exit
interface gigabitethernet 1/20
no shutdown
encapsulation dotlq
exit
vlan create 33 name type port-mstprstp O
vlan members 33 1/20
interface vlan 33
ip address 10.198.33.1 255.255.255.0
exit
router isis
redistribute direct
redistribute direct enable
exit
isis apply redistribute direct
vlan member remove 1 1/20

config terminal

interface loopback < Interface id value; 1-256>

ip address <Interface id value; 1-256>

exit

router isis
ip-source-address <loopback ip>
spbm 1 ip enable

exit

router isis
redistribute direct
redistribute direct enable

exit

isis apply redistribute direct

<lpv4address/mask>
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Although the above example only shows direct interface redistribution into ISIS, other protocols
such as BGP, OSPF, RIP, and Static can also be redistributed.

Verify Operations:

show isis spbm (verify SPB IP is enabled globally)
show ip interface

show ip route

show isis spbm ip-unicast-fib

ping <ip address>

12 ping <ip address>

12 traceroute ip-address <ip address>

show isis Isdb tlv 135 detail

show isis Isdb sysid <system id> tlv 135 detail

20.1.16IP Shortcut— Suppress IST Network

When IP Shortcuts is enabled with the option of redistribution of direct interfaces into ISIS, all local
networks will be advertised including the IST or vIST network used for the IST VLAN. If you wish, you can
suppress the IST network by simply adding a route map matching the IP subnet used for the IST or vIST.

Route-map to suppress the IST from being advertised if ISIS direct interface is enabled

SMLT (UNI)

ip prefix-list "IST" 10.1.2.0/30
route-map '‘suppressIiST" 1
no permit
enable
match network "IST"
exit
route-map "‘suppressIST" 2
enable
exit
router isis
redistribute direct
redistribute direct route-map ''suppressIST"
redistribute direct enable
exit
isis apply redistribute direct
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20.1.171P Shortcuts — leaking routes between GRT and VRF

IP Shortcuts and L3 VSN (VRF blue) where we wish to share the IP Shortcuts
192.168.55.0/24 subnet to the blue VRF.

Shared Servers

configure terminal
router vrf blue
ip prefix-list "shared" 192.168.55.0/24
route-map "‘shared_map" 1
match network "'shared™
enable
exit
route-map '‘shared_map" 2
no permit
enable
exit
isis accept ISID O route-map ''shared_map"
isis accept ISID O enable
exit
isis apply accept vrf blue
router isis
accept ISID 2002255 enable
exit
isis apply accept

& For the blue VRF used in this example, to accept GRT IP Shortcut routes, we need to specify an
ISID of 0 for the ISIS accept policy.
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20.1.18IP Shortcuts —redistribution of ISIS and OSPF

This section goes over several methods on how to redistribute ISIS into OSPF and vise-versa.

ERS 8000 — redistribution of ISIS into OSPF and vise-versa

BEB-1
Router4d 10.1.1.1
SPB Nick-name 0.50.01

BEB-2
outer-d 10.1.1.2

SPB MNick-name 0.90.02 \

configure terminal configure terminal
no ip alternative-route no ip alternative-route
ip route preference protocol spbm-levell 130 ip route preference protocol spbm-levell 130
route-map "'reject” 1 route-map "reject” 1
no permit no permit
enable enable
exit exit
router ospf router ospf
as-boundary-router enable as-boundary-router enable
accept adv-rtr 10.1.1.2 enable route-policy accept adv-rtr 10.1.1.1 enable route-policy
"reject” "reject”
redistribute isis redistribute isis
redistribute isis enable redistribute isis enable
exit exit
ip ospf apply accept adv-rtr 10.1.1.2 ip ospf apply accept adv-rtr 10.1.1.1
router isis router isis
redistribute ospf redistribute ospf
redistribute ospf enable redistribute ospf enable
exit exit
isis apply redistribute ospf isis apply redistribute ospf
ip ospf apply redistribute isis ip ospf apply redistribute isis

Please note the following:

e The ERS 8800 does not support ISIS accept policies

0 There is no way to prevent one border router from accepting ISIS routes from the other
border router

0 The solution is to make OSPF preferred over ISIS by assigning ISIS a higher route
preference over OSPF

= We can now use OSPF accept policies to prevent one border router from
accepting OSPF external routes from another
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VSP 9000 or 4000/7200/8000 prior to release 5.0 — redistribution of ISIS into OSPF and vise-

versa

BEB-1
Routerid 10.1.1.1
SPB Nick-name 0.90.01

configure terminal
no ip alternative-route
route-map "reject” 1
no permit
enable
exit
router ospf
as-boundary-router enable
redistribute isis
redistribute isis enable
exit
router isis
accept adv-rtr 0.90.02

accept adv-rtr 0.90.02 route-map "reject”

accept adv-rtr 0.90.02 enable
redistribute ospf
redistribute ospf enable

exit

isis apply accept

isis apply redistribute ospf

ip ospf apply redistribute isis

configure terminal
no ip alternative-route
route-map "‘reject” 1
no permit
enable
exit
router ospf
as-boundary-router enable
redistribute isis
redistribute isis enable
exit
router isis
accept adv-rtr 0.90.01

accept adv-rtr 0.90.01 enable
redistribute ospf
redistribute ospf enable

exit

isis apply accept

isis apply redistribute ospf

ip ospf apply redistribute isis

Please note the following:

e By default, when redistributing OSPF routes into ISIS, all ISIS switches with IP Shortcuts enabled

will always use the internal metric with the SPBM cost
o lower cost preferred, to the BEB nodes advertising the redistributed routes

accept adv-rtr 0.90.01 route-map "reject”

o If equal, use the prefix cost (external metric) with lower cost preferred and if prefix cost is
the same, the routes are considered ECMP routes
e Instead of using the default internal metric, the ISIS metric type of external can be used as per
the next example and is the preferred method for the VSP 4000/7200/8000 as of release 5.0
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VSP 4000/7200/8000 release 5.0 or higher — redistribution of ISIS into OSPF and vise-

versa using External Metrics

BEB-1
Routerid 10.1.1.1
SPB Nick-name 0.90.01

BEB-2
outerdd 10.1.1.2

SPB Nick-name 0.90.02 S~

configure terminal

no ip alternative-route

route-map "reject” 1
no permit
match metric-type-isis external
enable

exit

router ospf
as-boundary-router enable
redistribute isis
redistribute isis enable

exit

router isis
accept adv-rtr 0.90.02
accept adv-rtr 0.90.02 route-map "reject”
accept adv-rtr 0.90.02 enable
redistribute ospf
redistribute ospf metric-type external
redistribute ospf enable

exit

isis apply accept

isis apply redistribute ospf

ip ospf apply redistribute isis

configure terminal

no ip alternative-route

route-map "‘reject” 1
no permit
match metric-type-isis external
enable

exit

router ospf
as-boundary-router enable
redistribute isis
redistribute isis enable

exit

router isis
accept adv-rtr 0.90.01
accept adv-rtr 0.90.01 route-map "reject”
accept adv-rtr 0.90.01 enable
redistribute ospf
redistribute ospf metric-type external
redistribute ospf enable

exit

isis apply accept

isis apply redistribute ospf

ip ospf apply redistribute isis

Please note the following:

e The ISIS metric type of external can be used instead of internal type
o Prefix cost (external metric) with lowest cost will be preferred and if prefix cost is the
same, the routes are considered ECMP routes
e Aroute-map can be used to specify metric type of none, internal or external; for example, a route-
map can be used to selectively set specific routes as external
e When deciding which routes to add to the route table, a SPB router

o Internal type routes

= Always preferred over External type routes
=  Will always prefer the routes with the shortest path internal metric to the BEB

node advertising them

=  Will only use the route external cost (prefix-cost) as a tie breaker
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= Forroute to go into ECMP, both the internal and external metric must be the
same
0 External type routes
=  Will only consider the external route metric (prefix-cost)
= For route to go into ECMP, only the external metric must be the same
e External metrics is supported as of release 5.0 for the VSP 4000, VSP 8000, and VSP 7200
0 Only IPv4 routes are supported in this release

VSP 4000/7200/8000 — Using a Route-Map to deny routes with External Metrics

BEB-1
configure terminal BER-2 Rumenm 10.:1.1.1
route-map deny_ext 1 SF' Mick-name 0.90.01
no permit BEBS i o
match metric-type-isis external
enable

exit

/\

router isis

accept route-map deny_ext
exit
isis apply accept

#* EEB2
; Router-d 10.1.1.2
555-4/ SPB Nick-name 0.90.02

configure terminal

no ip alternative-route
route-map "reject” 1 configure terminal
no permit no ip alternative-route
enable route-map "‘reject” 1
exit no permit
router ospf ?nable
as-boundary-router enable exit
redistribute isis router ospf
redistribute isis enable as-boundary-router enable
exit redistribute isis
router isis redistribute isis enable
accept adv-rtr 0.90.02 exit o
accept adv-rtr 0.90.02 route-map '‘reject" router Isis
accept adv-rtr 0.90.02 enable accept adv-rtr 0.90.01
redistribute ospf accept adv-rtr 0.90.01 route-map "reject”
redistribute ospf metric-type external accept adv-rtr 0.90.01 enable
redistribute ospf enable redistribute ospf
exit redistribute ospf metric-type external
isis apply accept redistribute ospf enable
isis apply redistribute ospf exit
ip ospf apply redistribute isis isis apply accept
isis apply redistribute ospf
ip ospf apply redistribute isis

Please note the following:

e BEB-1 and BEB-2 are configured to redistribute OSPF with external metric type

e Only for BEB-5 and BEB-6, an accept policy is created to simply deny all external routes (OSPF
routes) advertised from BEB-1 and BEB-2

o End result, no external OSPF networks will be added to BEB-5 and BEB-6 route table
e BEB-3 and BEB-4 will add the OSPF networks into their respective route tables as ISIS routes
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VSP 4000/7200/8000 — Change metric on BEB-1 to a higher value (worst metric) to use

BEB-2 as default switch for all OSPF external routes

BEB-3

Router4d 10.1.1.2

SPB Nick-name 0.80.02 \

BEB-1

Router4d 10.1.1.1
SPB Nick-name 0.90.01

configure terminal
no ip alternative-route
route-map "reject” 1
no permit
enable
exit
router ospf
as-boundary-router enable
redistribute isis
redistribute isis metric 200
redistribute isis enable
exit
router isis
accept adv-rtr 0.90.02

accept adv-rtr 0.90.02 route-map "reject”

accept adv-rtr 0.90.02 enable
redistribute ospf
redistribute ospf metric-type external
redistribute ospf metric 200
redistribute ospf enable

exit

isis apply accept

isis apply redistribute ospf

ip ospf apply redistribute isis

configure terminal

no ip alternative-route

route-map "‘reject” 1
no permit
enable

exit

router ospf
as-boundary-router enable
redistribute isis
redistribute isis enable

exit

router isis
accept adv-rtr 0.90.01
accept adv-rtr 0.90.01 route-map "reject”
accept adv-rtr 0.90.01 enable
redistribute ospf
redistribute ospf metric-type external
redistribute ospf enable

exit

isis apply accept

isis apply redistribute ospf

ip ospf apply redistribute isis

Please note the following:

e The lowest external metric wins

0 As BEB-1 is setting the external metric for all OSPF routes redistributed into I1SIS with a
metric of 200 added, BEB-2 will be selected as it will have the best cost to all OSPF
networks

0 As BEB-1 is advertising all ISIS routes into OSPF with a Type 2 metric of 200, all OSPF
routers will select the router connected to BEB-2 as the preferred router

= As alternative to setting the OSPF redistribution metric to 200 on BEB-1, we
could have configured BEB-2 to redistribute ISIS using Type 1 external metric;
OSPF External Type 1 is preferred over Type 2
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20.1.19Inter-VSN Routing

Inter-VSN Routing

configure terminal
interface gigabitethernet 3/29
no shutdown
encapsulation dotlq
exit
vlan create 500 type port-mstprstp O
vlan member 500 3/29
vlan i-sid 500 100500
vlan member remove 1 3/29

configure terminal

interface gigabitethernet 1/3
no shutdown
encapsulation dotlq

exit

vlan create 600 type port-mstprstp O

vlan member 600 1/20
vlan i-sid 600 100600
vlan member remove 1 1/20

configure terminal
vlan create 500 type port-mstprstp O
vlan create 600 type port-mstprstp 0O
vlan i-sid 500 100500
vlan i-sid 600 100600
ip vrf intervlan
interface vlan 500

vrf intervlan

ip address 192.168.50.1 255.255.255.0
exit
interface vlan 600

vrf intervlan

ip address 192.168.60.1 255.255.255.0
exit

config terminal

vlan create <vlan id> type port-mstprstp O
vlan i-sid <vlan-id> <ISID: 0..16000000>

ip vrf <vrf-name>

interface vlan <vlan id>

vrf <vrf-name>

ip address <a.b.c.b mask>

exit
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Although you can use any number from 1 to 16,777,215 as an ISID value, it is recommended
not to use a value from 16,000,001 to 16,777,215. This range is used for Multicast over SPB.

@ The VRF portion of the configuration can be added on any SPB switch in the network. For
redundancy, the VRF portion of the configuration should be added on another SPB switch with
VRRP Backup Master enabled.

For redundancy, it is recommended to enable Inter-ISID on another SPB switch in the network and
enable VRRP with Backup Master.
config terminal
vlan create <vlan id> type port-mstprstp O
vlan i-sid <vlan-id> <ISID: 0..16000000>
ip vrf <vrf-name>
interface vlan <vlan id>
vrf <vrf-name>
ip address <a.b.c.b mask>
ip vrrp address <Vrid> <a.b.c.d>
ip vrrp <1-255 - Vrid> backup-master enable
ip vrrp <1-255 - Vrid> priority <1-255>
ip vrrp <Vrid> enable
exit
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20.1.20IPv6 Shortcuts

IPv6 Shortcuts with direct interface redistribution

i

4002 2

SW i1 4001
F _-;‘j-h
. 13 W17 =

configure terminal
interface loopback 1
ip address 1 10.4.4.1.1/255.255.255_255
ipv6 interface address fd40::4:4:1/128
exit
router isis
ip-source-address 10.1.90.1
ipv6-source-address fd40::4:4:1
spbm 1 ip enable
spbm 1 ipv6 enable
exit
interface gigabitethernet 1/3
no shutdown
encapsulation dotlq
exit
vlan create 500 type port-mstprstp O
vlan member 500 1/3
interface vlan 500
ipv6 interface enable
ipv6 interface address fd40:0:0:1201::1/64
exit
ipv6 forwarding
router isis
ipv6 redistribute direct enable
exit
isis apply redistribute direct
vlan member remove 1 1/3

®

address.

- \
1/47 “__,_-- 13

configure terminal
interface loopback 1
ip address 1 10.4.4.2/255.255.255.255
ipv6 interface address ¥d40::4:4:2/128
exit
router isis
ip-source-address 10.1.40.1
ipv6-source-address fd40::4:4:2
spbm 1 ip enable
spbm 1 ipv6 enable
exit
interface gigabitethernet 1/3
no shutdown
encapsulation dotlqg
exit
vlan create 500 name type port-mstprstp 0
vlan members 500 1/3
interface vlan 500
ipv6 interface enable
ipv6 interface address fd40:0:0:1202::1/64
exit
ipv6forwarding
router isis
ipv6 isis redistribute direct enable
exit
isis apply redistribute direct
vlan member remove 1 1/3

For IPv6 Shortcuts, IPv4 Shortcuts must be enabled with the addition of an IPv6 loopback

config terminal

interface loopback <Interface id value; 1-256>
<lpv4address/mask>

ip address <Interface id value; 1-256>

ipv6 interface address <lpv6address/prefix-len>

exit

router isis
ip-source-address <loopback ip>
ipv6-source-address <ipv6 loopback ip>
spbm 1 ip enable
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spbm 1 ipv6 enable
exit

ipve forwarding
router isis
redistribute direct
redistribute direct enable
exit
isis apply redistribute direct

Although the above example only show direct interface redistribution into ISIS, other protocols
such as OSPFv3 and Static can also be enabled.

Verify Operations:

show ipv6 interface

show ipv6 route

show isis spbm ipv6-unicast-fib

ping <ipv6 address>

12 ping ip-address <ipv6 address>

12 traceroute ip-address <ipv6 address>

show isis Isdb tlv 236 detail

show isis Isdb sysid <system id> tlv 236 detail
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20.1.21SPB Multicast Configuration

20.1

21.1 L2VSN Multicast

Enabling SPM Multicast

config terminal
router isis
spbm 1 multicast enable

exit

interface vlan <vlan id>

ip
ip
ip
ip
exit

igmp shoop

igmp snoop-querier-addr <ip addr>

igmp ssm-snoop **If IGMPv3 is required
igmp version 3 **If IGMPv3 is required

ERS 4800 & ERS 5900:

config terminal
router isis
spbm 1 multicast enable

exit

interface vlan <vlan id>

ip

ip

ip
exit

®

igmp shooping
igmp snoop-querier-addr <ip addr>
igmp version 3 **If IGMPv3 is required

For multicast over L2VSN'’s, please note if the SPB bridge is connected to an edge switch, it
may be necessary to add an IGMP query address. If you omit adding a query address, the SPB
bridge will send IGMP queries with a source address of 0.0.0.0. Depending on the edge switch
model, it may not accept a query with a source address of 0.0.0.0. This is the case if using an
Extreme stackable edge switch that supports IGMPv3.

Verify

show
show
show
show
show
show
show

Operations:

isis spbm (verify multicast is enabled)

ip igmp interface

isis spbm ip-multicast-route all

isis spbm ip-multicast-route vsn-isid <ISID value>
isis Isdb tlv 185 detail

isis Isdb sysid <system id> tlv 185 detail

ip igmp sender

The following commands can be performed on receiving BEB nodes:

show
show

ip igmp cache
ip igmp group

The following commands can be performed on sending BEB node:

12 tracemroute source <ip addr of source> group <group ip address> vlan <C-VLAN id>
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20.1.21.2 L3VSN Multicast

Enabling SPM Multicast

config terminal
router isis
spbm 1 multicast enable
exit
router vrf <vrf name>
mvpn enable
exit
interface vlan <vlan id>
ip spb-multicast enable
ip igmp version 3 **If IGMPv3 is required
exit

Verify Operations:

show isis spbm (verify multicast is enabled)

show ip igmp interface vrf <vrf name>

show isis spbm ip-multicast-route vrf <vrf name>

show isis spbm ip-multicast-route vrf <vrf name> group <group ip address>
show isis Isdb tlv 185 detail

show isis Isdb sysid <system id> tlv 185 detail

The following commands can be performed on the sending BEB node:

show ip igmp sender vrf <vrf name>

The following commands can be performed on receiving BEB nodes:

show ip igmp cache vrf <vrf name>
show ip igmp group vrf <vrf name>

20.1.21.3 IP Shortcuts Multicast

Enabling SPM Multicast

config terminal
router isis
spbm 1 multicast enable
exit
interface vlan <vlan id>
ip spb-multicast enable
ip igmp version 3 **If IGMPv3 is required
exit

Verify Operations:

show isis spbm (verify multicast is enabled)
show ip igmp interface

show isis spbm ip-multicast-route

show isis spbm ip-multicast-route all
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show isis spbm ip-multicast-route group <group ip address> source <source ip>
show isis Isdb tlv 186 detail

show isis Isdb sysid <system id> tlv 186 detail

The following commands can be performed on the sending BEB node:

show ip igmp sender
12 tracemroute source <ip addr of source> group <group ip address>

The following commands can be performed on receiving BEB nodes:

show ip igmp cache
show ip igmp group
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20.1.22Multicast 239.255.255/24 — UPnP Filtering

Please be aware that if protocols such as Microsoft Universal Play and Play (UPnP) are enabled,
multicast addresses in the 239.255.255/24 may be seen by SPB bridges depending if protocols such as
UPNP is enabled on a Microsoft host. If you wish to deny the 239.255.255/24 address space, either an
IGMP access list can be created at a VLAN level or an ACL can be created at a port level.

IGMP Access List — Assuming the local VLAN is using an IP subnet of 10.14.10.0/24.

VSP 9000 and ERS 8800:

ip prefix-list UPnP 239.255.255.0/24

interface vlan 10

ip igmp access-list "UPnP" 10.14.10.0/255.255.255.0 deny-both
exit

VSP 4000/7200/8000:
ip prefix-list UPnP 239.255.255.0/24
interface vlan 10

ip igmp access-list "UPnP" deny-both
exit

show ip igmp access

IGMP Access - GlobalRouter

INTERFACE GRP PREFIX HOSTADDR HOSTMASK ACCESSMODE

Vlanl10 UPnP 10.14.10.0 255.255.255.0 deny-both

ACL — VSP 4000/7200/8000/9000

filter acl 1 type inPort

filter acl 1 enable

filter acl port 1 <port list>

filter acl set 1 default-action permit

filter acl ace 1 1

filter acl ace action 1 1 deny

filter acl ace ethernet 1 1 ether-type eq 0x800
filter acl ace ip 1 1 dst-ip mask 239.255.255.0 8
filter acl ace 1 1 enable
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ACL — ERS 8000

filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter

March 2020

act 1
act 1 ip dstlp
act 1 ethernet etherType
apply act 1
1 type inPort act 1

port 1 <port list>

set 1 default-action permit

acl
acl
acl
acl
acl
acl
acl
acl

ace
ace
ace
ace
ace

11

action 1 1
ethernet 1
ip 1 1 dst
1 1 enable

deny
1 ether-type eq 0x800
-ip eq 239.255.255.0-239.255.255.255
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20.1.23Connectivity Fault Management (CFM) Configuration

20.1.23.1 Manual CFM Configuration: Software releases 7.0 and 7.1
for the ERS 8800 and 3.3 for the VSP 9000

A Maintenance Domain (MD) up to 22 characters must be defined. To simplify the configuration when
migrating to a future software release that support the simplified configuration for CFM, it is recommended
to use a MD name of spbm. As two B-BVLANSs are presently supported, a Maintenance Association (MA)
for each B-VLAN must be defined if you wish to use CFM for testing on both of these B-BLANS. Assuming
we have B-VLANs 4051 and 4052 defined, we will create two MA’s with names of 4051 and 4052. If a
Maintenance End Point (MEP) is defined, only a single value is supported for each MA.

CFM assuming MD = spbm, MA = 4051 & 4052, and MEP = 2

config terminal

cfm maintenance-domain spbm

cfm maintenance-association spbm 4051

cfm maintenance-association spbm 4052

cfm maintenance-endpoint spbm 4051 2 state enable
cfm maintenance-endpoint spbm 4052 2 state enable
vlan nodal-mep 4051 spbm 4051 2

vlan nodal-mep 4052 spbm 4052 2

20.1.23.2 Simplified CFM Configuration:

Starting in software release 7.1.1 for the ERS 8800, 3.4 for the VSP 9000, 10.2 for the VSP 7000, 5.7 for
the ERS 4800, and 3.0 for the VSP 4000, CFM commands will automatically create a MEP and a MIP at
a specific level for every SPB B-VLAN provisioned on the switch. Hence, you no longer have to configure
explicit MEPs and MIPs and associated VLANs with MEPs and MIPs.

CFM — simplified configuration

config terminal

cfm cmac mepid <1-8191>
cfm cmac level <0-7>
cfm cmac enable

cfm spbm mepid <1-8191>
cfm spbm level <0-7>
cfm spbm enable

supported at this time for the VSP 7000, VSP 8000, VSP 7200, ERS 5900, and ERS

@ CMAC provisioning is only required on BEB where C-VLANSs are terminated and is not
4800.
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Verify results using default values

ERS-8800:5# show cfm md info

Maintenance Domain

Domain Name Domain Index Level Domain Type
cmac 1 4 NODAL
spbm 2 4 NODAL

Total number of Maintenance Domain entries: 2.
ERS-8800:5# show cfm mep info

Maintenance Endpoint Config

DOMAIN ASSOCIATION MEP  ADMIN
NAME NAME 1D

cmac 1 1 enable
cmac 10 1 enable
spbm 4051 1 enable
spbm 4052 1 enable

Maintenance Endpoint Service

DOMAIN_NAME ASSN_NAME MEP_ID TYPE SERVICE_DESCRIPTION
cmac 1 1 nodal Vlan 1, Level 4
cmac 10 1 nodal Vlan 10, Level 4
spbm 4051 1 nodal Vlan 4051, Level 4
spbm 4052 1 nodal Vlan 4052, Level 4
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20.1.24CFM Configuration Example — 7.1.1.x or higher
node 801 node 901 node 802
8001 9001 8002

N .

BEB BCB

cfm cmac level 6 mepid 801 cfm spbm mepid 901 : Licfm cmac level 6 mepid BO2
cfm cmac enable cfm spbm enable cfm cmac enable

cfm spbm mepid 801 cfm spbm mepid BO2

cfm spbm enable cfm spbm enable

e This ensures that we get full OAM functionalities across:
0 SPB -> Backbone VLAN-ids (BVIDs) i.e. Infrastructure
0 CMAC -> Customer VLANs (CVLANS) i.e. Services
e Ifanode is acting as a BCB (i.e. it has no CVLANS) no point enabling CFM CMAC on it
e Use a higher level (6) on CMAC CFM
e Leave default level (4) on SPBM CFM
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20.1.25Fabric Extend Configuration

Fabric Extend Configuration in VRF

config terminal
router isis
ip-tunnel-source-address <tunnel IP source address> vrf <vrf name> ##see note below
exit
logical-intf isis <1-255> dest-ip <ISIS logical interface destination IP> name <word>
isis
isis spbm <1-100>
isis spbm 1 Il-metric <1-16777215; optional if you wish to set the metric>
isis enable

é) Please note that the IP Tunnel Source Address must either be a brouter or a loopback address.

Fabric Extend Configuration in GRT

When the tunnel source address interface is configured in the GRT, a route-map must be created to
match all the IP addresses used for the tunnel, i.e. any loopback, brouter, or VLAN addresses used for
the tunnel and WAN addressing. This is important to prevent these networks from being advertised by the
switch into ISIS for example when direct interface redistribution is enabled. For this reason, it is
recommended to use the VRF method.

config terminal
router isis
ip-tunnel-source-address <tunnel IP source address> ##see note below
exit
logical-intf isis <1-255> dest-ip <ISIS logical interface destination IP> name <word>
isis
isis spbm <1-100>
isis spbm 1 Il-metric <1-16777215; optional if you wish to set the metric>
isis enable

é) Please note that the IP Tunnel Source Address must either be a brouter or a loopback address.

Fabric Extend Configuration in VID Tunneling

VID tunneling is supported over either a port or MLT using the configuration shown below. Please note
that two VLAN Id’s are required, one for each B-VLAN where the primary VID must be provisioned the
same at both ends.

logical-intf isis <1-255> vid <vid 1,vid 2> primary <vid 1> port <slot|port>
logical-intf isis <1-255> vid <vid 1,vid 2> primary <vid 1> mlt <1-512>
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20.1.26 ONA: Assigning a Static IP address to the Open
Network Adapter

Assuming if we wish to add a static IP address to the ONA, please perform the following steps to factory
default the ONA:

e Place PC to device side
e Power down the ONA — remove PoE on network side or remove DC adapter

¢ Hold down the mode switch located on the device side of the ONA, i.e. with a paper clip

¢ While holding down the mode switch, power on the ONA via PoE on the WAN side of the ONA or
using the power adapter

e After 5 seconds or longer, let go of mode switch
o If you hold the mode switch for less than 5 seconds, it will simply reset the ONA

e PC should get an IP address in the 192.168.100.x/24 range from the supplied by the ONA
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File Edit View History Bookmarks Tools Help
E=R[EeR">=
| ONA Initial Configuration x |+ .
® € @ 1921681001 el @y B o » =

|20 Maost Visited Imported | | Google Bookmark m productRegistration.do

Avaya Open Network Adapter

Main Configuration Page

| » Edit Parameters |
o Lpload File
¢ Upgrade Software
* View Bootlo
* Reboot into Operational Mode

Copyright Avaya 2015

e Point browser to 192.168.100.1 and click on Edit Parameters

0 Set Operational Mode = 1 and at minimum, set the IP address, IP Mask, and Default
Gateway

= If using DHCP, only set the Operation Mode to 1

0 Click on Save when done and then click on Return to Main Configuration Page when the
Extreme Open Network Adapter page is displayed

o Either power off/on the ONA or click the Reboot into Operational Mode via the Main
Configuration Page
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_ _ o |[@][=
| OMAInitial Configuration ® G Gadwin Systems, Inc. - Softw... +
€ | @ 192.168.1001/cgi-kin/geneditpag < &~ | O printscreen 2 ﬁ 2 » =

Avaya Open Network Adapter

Update Static Configuration Data

Operational Mode : 1

Management IP Address : 10.8.106.10

Management IP Subnet Mask : 255.255.255.0

Default Gateway IP Address : 10.8.106.1

Primarv DNS Server IP Address :
Secondary DNS Server IP Address :
DNS Domain Name :

SDN Controller IP Address or Name :
Syvslog Server IP Address :

Password for FTP/SFTP :

Re-Enter Password for FTP/SFTP :

Save

| »

m
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20.1.27Fabric Extend over Routed Infrastructure using VRF
to interconnect to routed network

Please begin by enable IP Shortcuts on all switches — see section above titled IP Shortcuts. On the VSP
4000 switches (4001 and 4002), we will create loopback 10 to be used for both the OSPF router-id and
for the tunnel source IP address. On the VSP 8000 switch (8201), we will simple just use a brouter
interface and use this IP address as the tunnel source. Switch 8201 in this example will use the loopback
10 interface created on the 4001 and 4002, as the tunnel termination point while nodes 4001 and 4002
will use the brouter interface on 8201 as the tunnel termination point.

Configure Core Networking - VRF

OMA
VLAN 106 103 106.10 —
10.8.15.2 . 10.8.106. Df24 {Tunnel Src IP)
{Tunnel Src IP) 4001 45 1044 41
8201 OSPF b e 3;
)
18 274 = 4 110.8.3.12/30 "
10.8.15.0/30 & = &
— < / 4002
:5":, fab_ext 137
Lpbk 10 LS ‘i\
“Funnel Src 1P} Z,

ip vrf fab_ext 104442 1:;""1”0;0524 &
router vrf fab_ext o aNA

ip ospf 10.8.105.10

ip ospf admin-state
exit
interface GigabitEthernet 2/4

no shutdown ip vrf fab_ext

vrf fab_ext router vrf fab_ext

brouter vlan 15 subnet 10.8.15.2/30 ip ospf

no spanning-tree mstp force-port-state enable ip ospf admin-state

ip ospf enable exit

exit

ip vrf fab_ext
router vrf fab_ext
ip ospf
ip ospf admin-state
exit
interface GigabitEthernet 1/33
no shutdown
vrf fab_ext
brouter vlan 4 subnet 10.8.3.10/30
no spanning-tree mstp force-port-state enable
ip ospf enable
exit
interface loopback 10
ip address 10 10.4.4.42/32 vrf fab_ext
ip ospf 10 vrf fab_ext
exit
router vrf fab_ext
ip ospf router-id 10.4.4.42
ip ospf admin-state
exit
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vlan create 15 name "core_vlanl5" type port-mstprstp 0
vlan members 15 1/33
interface Vlan 15
vrf fab_ext
ip address 10.8.3.14 255.255.255.252
ip ospf enable
exit
interface GigabitEthernet 1/33
no shutdown
no spanning-tree mstp force-port-state enable
exit
interface loopback 10
ip address 10 10.4.4.41/32 vrf fab_ext
ip ospf 10 vrf fab_ext
exit
router vrf fab_ext
ip ospf router-id 10.4.4.41
ip ospf admin-state
exit
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Verify Core Operations

Before beginning the Fabric Extend configuration, please ensure that nodes 8201, 4001, and 4002 are
learning all the various remote networks via OSPF.

8201:1#show ip route -s 10.8.0.0/16 vrf fab_ext

IP Route - VRF fab_ext

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.8.1.8 255.255.255.255 10.8.15.1 fab_ext 21 2/4  OSPF O IB 20
|
10.8.3.8 255.255.255.252 10.8.15.1 fab_ext 21 2/4 OSPF O IB 20
10.8.3.12 255.255.255.252 10.8.15.1 fab_ext 11 2/4 OSPF O IB 20
|
10.8.15.0 255.255.255.252 10.8.15.2 - 1 2/4 LOC 0O DB O
10.8.100.0 255.255.255.0 10.8.15.1 fab_ext 11 2/4  OSPF O IB 20
8201:1#show ip route -s 10.4.4.0/24 vrf fab_ext

IP Route - VRF fab_ext

NH INTER
DST MASK NEXT VRF/1SID COST FACE  PROT AGE TYPE PRF
10.4.4.41 255.255.255.255 10.8.15.1  fab_ext 21 2/4 OSPF 0O IB 20
10.4.4.42 255.255.255.255 10.8.15.1 fab_ext 31 2/4 OSPF O IB 20
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Fabric Extend Configuration including ONA configuration for VSP 4000

ONA
1031%10
Bl VLAN 106 Lpbk 10
. 108152 10.8. 1060;"24 {Tunnel Src IP)
T | Src iP) PRy
(Tunnel Src IP) 4001 1‘,35 10.4.4.41
e OSPF
- - e Yz
] 3/18 . 24 e 10.8.3.12/30
: ' 108 150/30 w ) p 4
E: ,1L [
- w\; e
VRF's ___~T90838/3 -
o b et 137
[ == aiy_Ext
Lpbk 10 i ";;?\\\
- - T Isrm IR
I’OL_Jter' I1SIS uen;i J_.JCZ.PJ i i 1050,.*
ip-tunnel-source-address 10.8.15.2 vrf i 10.8.105.0/24 &
fab_ext ONA
exit 10.8.105.10

logical-intf isis 1 dest-ip 10.4.4.41 name
"tunnel_to_4001"

isis

isis

isis

isis
exit
logical-intf isis 2 dest-ip 10.4.4_.42 name
"tunnel_to_4002"

isis

isis

spbm 1
spbm 1 Il-metric 10000
enable

spbm 1
spbm 1 Il-metric 10000
enable

vlan create 1050 name "‘ona_v0lanl050" type port-
mstprstp O
vlan members 1050 1/35

interface Vlan 1050

ip address 10.8.105.1 255.255.255.0

exit

interface GigabitEthernet 1/35

no shutdown

exit

interface GigabitEthernet 1/37

vlan create 106 name "ona_vlanl06" type
port-mstprstp O
vlan members 106 1/35
interface Vlan 106
ip address 10.8.106.1 255.255.255.0
ip dhcp-relay
exit
interface GigabitEthernet 1/35
no shutdown
exit
interface GigabitEthernet 1/37
no shutdown
exit
router isis

ip-tunnel-source-address 10.4.4.41
port 1/37 vrf fab_ext

exit
logical-intf isis 1 dest-ip 10.8.15.2
name ‘"tunnel_to_8201"
isis
isis
isis
isis
exit

spbm 1
spbm 1 Il-metric 10000
enable

no shutdown
exit
router isis

ip-tunnel-source-address 10.4.4.42 port 1/37 vrf
fab_ext

exit

logical-intf isis 2 dest-ip 10.8.15.2 name
"tunnel_to_8201"
isis
isis spbm 1
spbm 1 Il-metric 10000

enable

isis
isis
exit
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Verify ISIS Interfaces

4002:1#show isis inter

I1SIS Interfaces

IFIDX TYPE LEVEL OP-STATE ADM-STATE ADJ UP-ADJ SPBM-L1-METRIC

tunnel_to_8201 pt-pt Level 1 up up 1 1 10000

1 out of 1 Total Num of ISIS interfaces

4002:1#show isis logical-interface

ISIS Logical Interfaces

IFIDX NAME ENCAP L2_INFO TUNNEL L3_TUNNEL_NEXT_HOP_INFO
TYPE  PORT/MLT VIDS(PRIMARY) DEST-IP PORT/MLT  VLAN VRF
2 tunnel_to 8201 IP - - 10.8.15.2 Portl/33 4 fab_ext

4002:1#show isis adj

ISIS Adjacencies

INTERFACE L STATE UPTIME PRI HOLDTIME SYSID HOST-NAME

tunnel_to_8201 1 UP 00:12:15 127 20 bOad.aa47.0884 8201
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Verify ONA Operations

4002:1#show khi fe-ona status

ONA STATUS

ONA Device Status : UP

Running Release Name : VEGA1101.1.0.0.0int007

Last Image Upgrade Status : UPGRADE_SUCCESS

Last Image File Used For Upgrade : VEGA1101.1.0.0.0int007.tgz

4002:1#show khi fe-ona detail

ONA RUNTIME INFORMATION

ONA Port Number : 1/37

ONA Management Address : 10.8.105.10
Tunnel Source IP Address : 10.4.4.42

ONA LLDP Port Status : Enabled

ONA Device Port Status : UP

ONA Device Status : UP

MTU : 1950

ONA Network Port Number : 1/35

ONA Mac(ARP) Address : 10:cd:ae:69:b9:00
ONA Source Vlanld : 1050

ONA Source Vlan IP : 10.8.105.1

ONA Gateway IP: 10.8.105.1

ONA Management IP Mask : 255.255.255.0
ONA Bootmode : 1

ONA Uptime : 93238 seconds
pbit-to-dscp-map p0=0 pl1=0 p2=10 p3=18 p4=26 p5=34 p6=46 p7=46

& Please note the ONA will not come up until the ip-tunnel-source-address has been added with
the corresponding device port and VRF name.
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20.1.28Fabric Extend over Routed Infrastructure using GRT
to interconnect to routed network

Please note that the preferred method is using a VRF for the core routing as shown in the previous
example. If you use the GRT method as shown below, please ensure you add a route policy to prevent all
the core IP interfaces, local and loopback, from being advertised into ISIS. Please begin by enable IP
Shortcuts on all switches — see section above titled IP Shortcuts.

Configure Core Networking - GRT

OMA
10.8.106.10
VLAN 106 Lpbk 10
[Tunnel SrcIP)
104441

10.8.106.0/24 5, 9
= &
001 5/ /9
ey

8201

4
10.8.150,30
(Tunnel Src__I_P]

interface GigabitEthernet 2/4
no shutdown
brouter vlan 15 subnet 10.8.15.2/30
no spanning-tree mstp force-port-state enable
ip ospf enable
exit
router ospf enable

Lpbk 10 1/35
(TunnelSrc IP) ‘ﬁ
VLAN 1050%~

OSPF

104.2.42
10.8.105.0/24

ONA
10.8.105.10

vlan create 15 name "core_vlanl5" type port-mstprstp O
vlan members 15 1/33
interface Vlan 15
ip address 10.8.3.14 255.255.255.252
ip ospf enable
exit
interface GigabitEthernet 1/33
no shutdown

interface GigabitEthernet 1/33
no shutdown
brouter vlan 4 subnet 10.8.3.10/30
no spanning-tree mstp force-port-state enable
ip ospf enable
exit
interface loopback 10
ip address 10 10.4.4.42/32
ip ospf 10
exit
router ospf enable
router ospf
router-id 10.4.4.42
exit

no spanning-tree mstp force-port-state enable
exit
interface loopback 10
ip address 10 10.4.4.41/32
ip ospf 10
exit
router ospf enable
router ospf
router-id 10.4.4.41
exit
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Core GRT — Route Map/Route Policy

If using the GRT method for Fabric Extend, you have to add a route-map or route policy to prevent the
local OSPF networks from also being advertised by ISIS. For this example, we will route a route-map for

nodes 8201, 4001, and 4002.

8201 O5PF
. 218 -
108.150/30
(TunnelSrc IP)
Lpbk 10

(Tunnel SrcIP)

104242

ip prefix-list "no_local_ospf" 10.8.15.0/30 ge 30 le 32
route-map "no_local™ 1

no permit

enable

match network '‘no_local_ospf"

exit
route-map ""no_loc" 65535

permit

enable
exit
router isis

redistribute direct route-map ‘“no_local”

exit
isis apply redistribute direct

: 1T

<

‘g& s

VLAM 1050~ '..

ip prefix-list "no_local_ospf" 10.4.4.42/32
ip prefix-list "no_local_ospf" 10.8.3.8/30 ge 30 le 32
route-map "‘no_local™ 1

no permit

enable

match network *""no_local_ospf"
exit
route-map "‘no_local" 65535

permit

enable
exit
router isis

redistribute direct route-map '"no_local”
exit
isis apply redistribute direct

March 2020

ONA
WLAN 106 10‘206'10 Lpbk 10
10.8.1‘35-04"24%:: . iTunnel SrcIP)
4001 5 / /::? 104441
;ﬁ#;JJE

10.8.105.0/24
OMA

10.8.105.10

ip prefix-list "no_local_ospf" 10.4.4.41/32

ip prefix-list "no_local_ospf" 10.8.3.12/30
ge 30 le 32

route-map "‘no_local™ 1
no permit
enable
match network ""no_local_ospf"
exit
route-map "'no_local"™ 65535
permit
enable
exit
router isis
redistribute direct route-map "no_local™
exit
isis apply redistribute direct
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Fabric Extend Configuration

8201

i r
10.8.150,30
(Tunnel Srcl_I_P]

router isis
ip-tunnel-source-address 10.8.15.2
exit
logical-intf isis 1 dest-ip 10.4.4.41 name
"tunnel_to_4001"
isis
isis spbm 1
isis spbm 1 I1l-metric 10000
isis enable
exit
logical-intf isis 2 dest-ip 10.4.4_.42 name
"tunnel_to_4002"
isis
isis spbm 1
isis spbm 1 I1l-metric 10000
isis enable
exit

OSPF

Lpbk 10
(TunnelSrciP)
104442

ONA
VLAN 106 1”‘206'10 Lpbk 10
10.8.106.Df24$:; . (Tunnel SrcIP)
4001 45 / /::»m 10.4.4.41

;d%;iﬂ?

A1/37
35
i <
); s
VLAN 1050°~ .

10.8.105.0/24
ONA

10.8.105.10

vlan create 1050 name "ona_vlanl1050" type port-mstprstp O

vlan members 1050 1/35
interface Vlan 1050
ip address 10.8.105.1 255.255.255.0
exit
interface GigabitEthernet 1/35
no shutdown
exit
interface GigabitEthernet 1/37
no shutdown
exit
router isis
ip-tunnel-source-address 10.4.4.42 port 1/37
exit
logical-intf isis 2 dest-ip 10.8.15.2 name
"tunnel_to_8201"
isis
isis spbm 1
isis spbm 1 I1l-metric 10000
isis enable
exit

vlan create 106 name "ona_vlanl06" type port-
mstprstp O
vlan members 106 1/35
interface Vlan 106
ip address 10.8.106.1 255.255.255.0
ip dhcp-relay
exit
interface GigabitEthernet 1/35
no shutdown
exit
interface GigabitEthernet 1/37
no shutdown
exit
router isis

ip-tunnel-source-address 10.4.4.41 port
1/37

exit
logical-intf isis 1 dest-ip 10.8.15.2 name
"tunnel_to_8201"
isis
isis spbm 1
isis spbm 1 I1-metric 10000
isis enable
exit
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Verify the route-map is working

Verify that the OSPF networks are only learned by OSPF and not ISIS. In this example only the ONA
networks (10.8.105.0/24 and 10.8.107.0/24) should be learned by ISIS.

8201:1#show ip route -s 10.8.0.0/16

IP Route - GlobalRouter

NH INTER
DST MASK NEXT VRF/1SID COST FACE PROT AGE TYPE PRF
10.8.1.8 255.255.255.255 10.8.15.1 GlobalRouter 21 2/4 OSPF O 1B 20
10.8.1.9 255.255.255.255 10.8.15.1 GlobalRouter 31 2/4 OSPF O 1B 20
10.8.2.0 255.255.255.252 10.8.15.1 GlobalRouter 11 2/4 OSPF O 1B 20
10.8.3.0 255.255.255.252 10.8.15.1 GlobalRouter 11 2/4 OSPF O 1B 20
10.8.3.4 255.255.255.252 10.8.15.1 GlobalRouter 21 2/4 OSPF O 1B 20
10.8.3.8 255.255.255.252 10.8.15.1 GlobalRouter 21 2/4 OSPF O 1B 20
10.8.3.16 255.255.255.252 10.8.15.1 GlobalRouter 31 2/4 OSPF O 1B 20
10.8.8.0 255.255.255.0 10.8.15.1 GlobalRouter 21 2/4 OSPF O 1B 20
10.8.15.0 255.255.255.252 10.8.15.2 - 1 2/4 LOC O DB 0
10.8.21.0 255.255.255.0 10.8.15.1 GlobalRouter 31 2/4 OSPF O 1B 20
10.8.100.0 255.255.255.0 10.8.15.1 GlobalRouter 11 2/4 OSPF O 1B 20
10.8.105.0 255.255.255.0 4002 GlobalRouter 10000 3051 ISIS O IBS 7
10.8.106.0 255.255.255.0 4001 GlobalRouter 10000 3051 ISIS O IBS 7
8201:1#show ip route -s 10.4.4.0/24
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/1SI1D COST FACE PROT AGE TYPE PRF
10.4.4.1 255.255.255.255 4001 GlobalRouter 10000 3051 ISIS O IBS 7
10.4.4.2 255.255.255.255 4002 GlobalRouter 10000 3051 ISIS O IBS 7
10.4.4.41 255.255.255.255 10.8.15.1 GlobalRouter 31 2/4 OSPF O 1B 20
10.4.4.42 255.255.255.255 10.8.15.1 GlobalRouter 41 2/4 OSPF O 1B 20
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Verify ISIS Interfaces

4002:1#show isis inter

I1SIS Interfaces

IFIDX TYPE LEVEL OP-STATE ADM-STATE ADJ UP-ADJ SPBM-L1-METRIC

tunnel_to_8201 pt-pt Level 1 up up 1 1 10000

1 out of 1 Total Num of ISIS interfaces

4002:1#show isis logical-interface

ISIS Logical Interfaces

IFIDX NAME ENCAP L2_INFO TUNNEL L3_TUNNEL_NEXT_HOP_INFO
TYPE  PORT/MLT VIDS(PRIMARY) DEST-IP PORT/MLT  VLAN VRF
2 tunnel_to 8201 IP - - 10.8.15.2 Portl/33 4 fab_ext

4002:1#show isis adj

ISIS Adjacencies

INTERFACE L STATE UPTIME PRI HOLDTIME SYSID HOST-NAME

tunnel_to_8201 1 UP 00:12:15 127 20 bOad.aa47.0884 8201
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Verify ONA Operations

4002:1#show khi fe-ona status

ONA STATUS

ONA Device Status : UP

Running Release Name : VEGA1101.1.0.0.0int007

Last Image Upgrade Status : UPGRADE_SUCCESS

Last Image File Used For Upgrade : VEGA1101.1.0.0.0int007.tgz

4002:1#show khi fe-ona detail

ONA RUNTIME INFORMATION

ONA Port Number : 1/37

ONA Management Address : 10.8.105.10
Tunnel Source IP Address : 10.4.4.42

ONA LLDP Port Status : Enabled

ONA Device Port Status : UP

ONA Device Status : UP

MTU : 1950

ONA Network Port Number : 1/35

ONA Mac(ARP) Address : 10:cd:ae:69:b9:00
ONA Source Vlanld : 1050

ONA Source Vlan IP : 10.8.105.1

ONA Gateway IP: 10.8.105.1

ONA Management IP Mask : 255.255.255.0
ONA Bootmode : 1

ONA Uptime : 93238 seconds
pbit-to-dscp-map p0=0 pl1=0 p2=10 p3=18 p4=26 p5=34 p6=46 p7=46

& Please note the ONA will not come up until the ip-tunnel-source-address has been added with
the corresponding device port.
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20.1.29Fabric Extend over E-LAN/VPLS (L2) network using
Layer 3 over Layer 2 tunneling using VSP 4000

Fabric Extend can be transported over a layer 2 core using VXLAN IP tunneling. For this example, we will
assume there is no VLAN tagging to the core L2 network. For this simple setup, we can simply use a
brouter port to the core and use the brouter IP address as the IP tunnel source address. If you require
VLAN tagging to the core, please see the next section. Before you start the configuration below, enable

IP Shortcuts as per the example above.

Configuration

VRF's
@ fab_ext

1}3?
@ & VLAN 106
10.8 106.0/24

3

H?5£TunnE|5rch]

OMA
10.8.106.10

S
108 3041 o™ VLAN 300

ip vrf fab_ext
interface GigabitEthernet 1/33
no shutdown
no spanning-tree mstp force-port-state enable
vrf fab_ext
brouter vlan 300 subnet 10.8.30.41/24
exit
vlan create 106 name "ona_vlanl06" type port-
mstprstp O
vlan members 106 1/35
interface Vlan 106
ip address 10.8.106.1 255.255.255.0
exit
interface GigabitEthernet 1/37
no shutdown
exit
router isis
ip-tunnel-source-address 10.8.30.41 port 1/37
vrf fab_ext
exit
logical-intf isis 1 dest-ip 10.8.30.42 name
"tunnel_to_4002"show
isis
isis spbm 1
isis enable
exit
logical-intf isis 1 dest-ip 10.8.30.45 name
"“tunnel_to_4005"
isis
isis spbm 1
isis enable
exit

March 2020
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VLAN 105 10.8.105.10

10.8.105.0/24 A

7

4002

1/35

{ flq"
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= i'T-Cl'nnE | Src P}
= i
& -
10'8'30.45

~ (Tunne! src IP] *‘"

1/35 \\\
VLAN 10?

10.8.107.0/24
ONA

10.8.107.10

ip vrf fab_ext
interface GigabitEthernet 1/33
no shutdown
no spanning-tree mstp force-port-state enable
vrf fab_ext
brouter vlan 300 subnet 10.8.30.42/24
exit
vlan create 105 name "ona_vlanl05" type port-
mstprstp O
vlan members 105 1/35
interface Vlan 105
ip address 10.8.105.1 255.255.255.0
exit
interface GigabitEthernet 1/37
no shutdown
exit
router isis
ip-tunnel-source-address 10.8.30.42 port 1/37
vrf fab_ext
exit
logical-intf isis 1 dest-ip 10.8.30.41 name
“tunnel_to_4001"
isis
isis spbm 1
isis enable
exit
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VRF's
ﬁ fab_ext
OSPF

143 § 3 .

ﬂ?5ETunnE|5rch]

& VLAN 106

10.8.106.0/24 gt

ONA
10.8.106.10

tTunne | Src IP]

ip vrf fab_ext
interface GigabitEthernet 1/33
no shutdown
no spanning-tree mstp force-port-state enable
vrf fab_ext
brouter vlan 300 subnet 10.8.30.45/24
exit
vlan create 107 name "ona_vlanl06" type port-
mstprstp O
vlan members 107 1/35
interface Vlan 107
ip address 10.8.107.1 255.255.255.0
exit
interface GigabitEthernet 1/37
no shutdown
exit
router isis

ip-tunnel-source-address 10.8.30.45 port 1/37
vrf fab_ext

exit
logical-intf isis 1 dest-ip 10.8.30.41 name
"tunnel_to_4002"
isis
isis spbm 1
isis enable
exit

March 2020
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10.8.105.0/24 »
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4002 135 /
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"*",/ 4005

VLAN 107 \

10.8.107.0/24

1DE?H145

ONA
10.8.107.10
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Verify VRF Operations

4001:1#show ip interface vrf fab_ext

IP Interface - VRF fab_ext

INTERFACE 1P NET BCASTADDR REASM VLAN BROUTER
ADDRESS MASK FORMAT MAXSIZE 1D PORT
Portl1/33 10.8.30.41 255.255.255.0 ones 1500 300 true

All 1 out of 1 Total Num of IP interfaces displayed

4001:1#ping 10.8.30.42 vrf fab_ext
10.8.30.42 is alive

4001:1#ping 10.8.30.45 vrf fab_ext
10.8.30.45 is alive

4001:1#show ip arp vrf fab_ext

IP Arp - VRF fab_ext

1P_ADDRESS MAC_ADDRESS VLAN PORT TYPE TTL(10 Sec)
TUNNEL

10.8.30.1 bO:ad:aa:47:09:02 300 1/33 DYNAMIC 827
10.8.30.41 d4:ea:0e:10:e4:81 300 1/33 LOCAL 2160
10.8.30.42 a0:12:90:d3:ec:83 300 1/33 DYNAMIC 2154
10.8.30.45 d4:ea:0e:e0:98:80 300 1/33 DYNAMIC 2154
10.8.30.255 fr.ff-fF-fF:fF:fFf 300 1/33 LOCAL 2160
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Verify ONA Operations

4001:1#show khi fe-ona status

ONA STATUS

ONA Device Status : UP

Running Release Name : VEGA1101_beta.1.0.0.0int014

Last Image Upgrade Status : UPGRADE_SUCCESS

Last Image File Used For Upgrade : VEGA1101l_beta.1.0.0.0int014.tgz

4001:1#show khi fe-ona detail

ONA RUNTIME INFORMATION

ONA Port Number : 1/37

ONA Management Address : 10.8.106.10
Tunnel Source IP Address : 10.8.30.41
ONA LLDP Port Status : Enabled

ONA Device Port Status : UP

ONA Device Status : UP

MTU : 1950

ONA Network Port Number : 1/35

ONA Mac(ARP) Address : 10:cd:ae:69:b8:30
ONA Source Vlanld : 106

ONA Source Vlan IP : 10.8.106.1

ONA Gateway IP: 10.8.106.1

ONA Management IP Mask : 255.255.255.0
ONA Bootmode : 1

ONA Uptime : 13365 seconds
pbit-to-dscp-map p0=0 pl1=0 p2=10 p3=18 p4=26 p5=34 p6=46 p7=46

Verify ISIS Interfaces

4001:1#show isis interface

I1SIS Interfaces

1FIDX TYPE LEVEL OP-STATE ADM-STATE ADJ UP-ADJ SPBM-L1-METRIC
tunnel_to_4002 pt-pt Level 1 UP UpP 1 1 20000
tunnel_to_4005 pt-pt Level 1 UP UpP 1 1 20000
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4001:1#show isis adjacencies

ISIS Adjacencies

INTERFACE L STATE UPTIME PRI HOLDTIME SYSID HOST-NAME
tunnel_to_4002 1 UP 03:42:50 127 23 a012.90d3.ec65 4002
tunnel_to_4005 1 UP 03:42:22 127 20 d4ea.0ee0.9865 4005

4001:1#show isis logical-interface

ISIS Logical Interfaces

IFIDX NAME ENCAP  L2_INFO TUNNEL 13_TUNNEL_NEXT_HOP_INFO
TYPE PORT/MLT  VIDS(PRIMARY) DEST-IP PORT/MLT  VLAN  VRF

1 tunnel_to_8201 1P - - 10.8.30.1 Portl/33 300 fab_ext

2 tunnel_to_4002 1P - - 10.8.30.42 Portl/33 300 fab_ext

3 tunnel_to_4005 1P - - 10.8.30.45 Portl/33 300 fab_ext

Verify Route Table

4001:1# show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST  FACE PROT AGE TYPE
PRF

10.4.4.1 255.255.255.255 10.4.4.1 - 1 o Lloc 0 DB O
10.4.4.2 255.255.255.255 4002 GlobalRouter 20000 4051 ISISO  IBS 7
10.4.4.5 255.255.255.255 4005 GlobalRouter 20000 4051 ISISO IBS 7
10.8.105.0 255.255.255.0 4002 GlobalRouter 20000 4051 ISISO  IBS 7
10.8.106.0 255.255.255.0  10.8.106.1 - 1 106 Lloc 0 DB O
10.8.107.0 255.255.255.0 4005 GlobalRouter 20000 4051 ISISO IBS 7
192.168.100.0  255.255.255.0 8201 GlobalRouter 20000 4051 ISISO IBS 7
192.168.140.0  255.255.255.0 192.168.140.1 - 1 1400 loc 0 DB O
192.168.144.0  255.255.255.0 4002 GlobalRouter 20000 4051 ISISO IBS 7
192.168.150.0  255.255.255.0 4005 GlobalRouter 20000 4051 ISISO IBS 7
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20.1.30Fabric Extend over E-LAN/VPLS (L2) network using
Layer 3 over Layer 2 tunneling with VSP8000 or
VSP7200

When using the VSP 8000 or VSP 7200, please note that they only support a single next hop IP address
for all tunnels going through a single port. The ONA on the VSP 4000 does not have this restriction and
as shown in the previous example, it can it used to provide tunnels to many remote sites over a flat layer
2 core. However, we can add a loopback interface to a second VRF and use this interface as the tunnel
source |IP address to overcome this limitation on the VSP 8000 or VSP 7200. To make this work, we need
to create a hairpin between the two VRF's via an addition interface added to both VRF's with the same IP
subnet in order for the core network to get to the tunnel network.

For this example, we will use a VSP 8000 at the main site with two VRFs named fab_ext and fab_Ipbk.
VRF fab_ext will be used in the core while vrf fab_Ipbk will be used with a loopback interface for the
tunnel source.
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Configure Core Networking

108311

WRF's

&

&= fab_lpbk

fab_ext

VLAN 300

Lpbk 10— TunnelSrcIP

& 102442
VLAN 105

10.8.105.0,1’24-/,3 .
& /
2 1/

ONA
10.8.105.10

ip vrf fab_ext
ip vrf fab_Ilpbk
vlan create 300 type port-mstprstp O
vlan members 300 2/4
interface Vlan 300
vrf fab_ext
ip address 10.8.30.1 255.255.255.0
exit
interface GigabitEthernet 1/37
no shutdown
vrf fab_lIpbk
brouter port 1/37 vlan 302 subnet 10.8.31.254/24
no spanning-tree mstp force-port-state enable
exit
interface GigabitEthernet 1/39
no shutdown
vrf fab_ext
brouter port 1/39 vlan 301 subnet 10.8.31.1/24
no spanning-tree mstp force-port-state enable
exit
interface loopback 10
ip address 10 10.8.4.81/32 vrf fab_Ipbk
exit
router vrf
ip route
ip route

ip route
10

exit
router vrf
ip route
ip route
ip route
exit

fab_ext

10.4.4.42
10.4.4.45
10.8.4.81

fab_Ipbk

10.4.4.42
10.4.4.45
10.8.30.0

M7
Lpbk 10 —Tunnel Src 1P Has,i\j
&= 10444 % S
w044 VLAN 107 = &

255.255.255.255 10.8.30.42 weight 10
255.255.255.255 10.8.30.45 weight 10
255.255.255.255 10.8.31.254 weight

255.255.255.255 10.8.31.1 weight 10
255.255.255.255 10.8.31.1 weight 10
255.255.255.0 10.8.31.1 weight 10

10.8.107.0/24
ONA

10.8.107.10

ip vrf fab_ext
vlan create 300 type port-mstprstp O
vlan members 300 1/33
interface Vlan 300

vrf fab_ext

ip address 10.8.30.42 255.255.255.0
exit
interface GigabitEthernet 1/33

no shutdown

no spanning-tree mstp force-port-state
enable

exit
interface loopback 10
ip address 10 10.4.4.42/32 vrf fab_ext
exit
router vrf fab_ext

ip route 10.8.4.81 255.255.255.255
10.8.30.1 weight 10

exit
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ip vrf fab_ext
vlan create 300 type port-mstprstp O
vlan members 300 1/33
interface Vlan 300

vrf fab_ext

ip address 10.8.30.45 255.255.255.0
exit
interface GigabitEthernet 1/33

no shutdown

no spanning-tree mstp force-port-state enable
exit
interface loopback 10

ip address 10 10.4.4.45/32 vrf fab_ext
exit
router vrf fab_ext

exit

ip route 10.8.4.81 255.255.255.255 10.8.30.1 weight 10

In reference to the above drawing, if ports 1/37 and 1/39 are brouter ports where port 1/37 is in

1/39 is in a VREF, this solution will work.
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GRT and 1/39 is in a VRF, this will not work. If port 1/37 and port 1/39 are brouter ports and if
port 1/37 is in one VRF and port 1/39 is in another VRF this solution will work. Also, if port 1/37
and port 1/39 are VLAN ports where the VLAN for port 1/37 is in GRT and the VLAN for port
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Verify Routing

Before beginning the Fabric Extend configuration, please ensure that nodes 8201, 4002, and 4005 are
able to route to each other, i.e. check the routing to the Ipbk addresses used for the Fabric Extend
tunnels.

4002:1#ping 10.8.30.1 vrf fab_ext
10.8.30.1 is alive

4002:1#ping 10.8.4.81 vrf fab_ext
10.8.4.81 is alive

8201:1#ping 10.8.30.42 vrf fab_ext
10.8.30.42 is alive

8201:1#ping 10.8.30.45 vrf fab_ext
10.8.30.45 is alive

8201:1#ping 10.8.30.42 vrf fab_lpbk source 10.8.4.81
10.8.30.42 is alive

8201:1#ping 10.8.30.45 vrf fab_lpbk source 10.8.4.81
10.8.30.45 is alive

8201:1#show ip arp vrf fab_ext

IP Arp - VRF fab_ext

1P_ADDRESS MAC_ADDRESS VLAN PORT TYPE TTL(10 Sec)
TUNNEL

10.8.30.1 bO:ad:aa:47:09:02 300 - LOCAL 2160
10.8.30.42 a0:12:90:d3:ec:83 300 2/4 DYNAMIC 2147
10.8.30.45 d4:ea:0e:e0:98:80 300 2/4 DYNAMIC 2148
10.8.30.255 fr-fr:-ff:FF-fF:FF 300 - LOCAL 2160
10.8.31.1 bO:ad:aa:47:09:03 301 1/39 LOCAL 2160
10.8.31.254 bO:ad:aa:47:09:04 301 1/39 DYNAMIC 1924
10.8.31.255 fF-fr.fF:.fF:FF:fF 301 1/39 LOCAL 2160

8201:1#show ip arp vrf fab_lpbk

IP Arp - VRF fab_Ipbk

I1P_ADDRESS MAC_ADDRESS VLAN PORT TYPE TTL(10 Sec)
TUNNEL

10.8.4.81 00:00:00:00:00:0a - - LOCAL 2160
10.8.31.1 bO:ad:aa:47:09:03 302 1/37 DYNAMIC 1915
10.8.31.254 bO:ad:aa:47:09:04 302 1/37 LOCAL 2160
10.8.31.255 fr-fr-fr:FF-fF:FF 302 1/37 LOCAL 2160
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Fabric Extend and ONA Configuration

Lpbk 10— TunnelSrcIP
& 10444 oNA
VLAN 105 10.8.105.10

10.8.105.0/24

108311

M7
Lpbk 10 —Tunnel Src 1P Has,i\j
&= 10444 % S
w044 VLAN 107 = &

10.8.107.0/24

router isis

ip-tunnel-source-address 10.8.4.81 vrf fab_lIpbk

exit

logical-intf isis 1 dest-ip 10.4.4.42 name "tunnel_to_4002"

isis

isis spbm 1

isis enable
exit

logical-intf isis 2 dest-ip 10.4.4.45 name "tunnel_to_4005"

isis

isis spbm 1

isis enable
exit

ONA
10.8.107.10
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vlan create 105 name "ona_vlanl05" type port-mstprstp 0O
vlan members 105 1/35
interface Vlan 105
ip address 10.8.105.1 255.255.255.0
exit
interface GigabitEthernet 1/35
no shutdown
exit
interface GigabitEthernet 1/37
no shutdown
exit
router isis
ip-tunnel-source-address 10.4.4.42 port 1/37 mtu 1950 vrf fab_ext
exit
logical-intf isis 1 dest-ip 10.8.4.81 name "tunnel_to_8201"
isis
isis spbm 1
isis enable
exit
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— &
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i T e
="\1/37

1
Lpbk 10 —Tunnel SrcIP 135 o
o 5 % %
VLAN 107

10.8.107.0/24
ONA

10.8.107.10

vlan members 107 1/35
interface Vlan 107

exit

no shutdown
exit

no shutdown
exit
router isis

exit

isis

isis spbm 1

isis enable
exit

vlan create 107 name "ona_vlanl07" type port-mstprstp 0O

ip address 10.8.105.1 255.255.255.0

interface GigabitEthernet 1/35

interface GigabitEthernet 1/37

ip-tunnel-source-address 10.4.4.45 port 1/37 mtu 1950 vrf fab_ext

logical-intf isis 1 dest-ip 10.8.4.81 name "tunnel_to_8201"

March 2020

©2020 Extreme Networks, Inc. All rights reserved

163



F= Extreme

networks

ADVANCE WITH US

Verify Operations

8201:1#show isis interface

I1SIS Interfaces

IFIDX TYPE LEVEL OP-STATE ADM-STATE ADJ UP-ADJ SPBM-L1-METRIC
Portl/17 pt-pt Level 1 up up 1 1 10
tunnel_to_4002 pt-pt Level 1 up up 1 1 20000
tunnel_to_4005 pt-pt Level 1 UP UpP 1 1 20000

3 out of 3 Total Num of ISIS interfaces

8201:1#show isis adjacencies

ISIS Adjacencies

INTERFACE L STATE UPTIME PRI HOLDTIME SYSID HOST-NAME
Portl/17 1 UP 1d 01:39:27 127 20 a012.9002.d3df 7005
tunnel_to_4002 1UP 01:00:40 127 24 a012.90d3.ec65 4002
tunnel_to_4005 1UP 01:00:34 127 24 d4ea.0ee0.9865 4005

8201:1#show isis logical-interface

ISIS Logical Interfaces

IFIDX NAME ENCAP L2_INFO TUNNEL L3_TUNNEL_NEXT_HOP_INFO
TYPE PORT/MLT  VIDS(PRIMARY) DEST-IP PORT/MLT  VLAN  VRF

1 tunnel_to_4002 1P - - 10.4.4.42 Portl/37 302 fab_Ipbk

2 tunnel_to_4005 1P - - 10.4.4.45 Portl/37 302 fab_Ipbk

2 out of 2 Total Num of Logical ISIS interfaces
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8201:1#show ip route

IP Route - GlobalRouter

DST MASK

10.1.1.81 255.255.255_.255
10.4.4.2 255.255.255.255
10.4.4.5 255.255.255.255

10.8.105.0 255.255.255.0
10.8.107.0 255.255.255.0
192.168.96.0 255.255.255.0
192.168.100.0 255.255.255.0
192.168.144_.0 255.255.255.0
192.168.150.0 255.255.255.0
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20.1.31Fabric Extend over E-LAN/VPLS (L2) network using
VLAN Tunnels

Fabric Extend can also be transported over a layer 2 core without using VXLAN IP tunneling. In this case,
logical ISIS interfaces are tunneling using B-VID translation where the two B-VLAN ID’s are mapped to
two different logical VLAN ID’s. Please note that two core VLAN ID’s are required for each point-to-point
NNI connection between two BEB nodes. In in case, the ONA is not required with the VSP 4000,
however, the third party core network must support jumbo frames.

Fabric Extend Configuration

isis

exit

exit

logical-intf isis 1 vid 300-301 primary-vid 300 port 1/33 name "fe_to_8201"
isis spbm 1

isis enable

interface GigabitEthernet 1/33
no shutdown

Lpbk 1
1001181

8201
4 - - WLAN 300, 301
! : VLAN 302, 303
BVLAN .
4051 & 4052 T

logical-intf isis 1 vid 300-301 primary-vid 300 port 2/4 name 'fe_to_4001"

isis

isis spbm 1

isis enable
exit

logical-intf isis 2 vid 302-303 primary-vid 302 port 2/4 name 'fe_to_4002"

isis

isis spbm 1

isis enable
exit

interface GigabitEthernet 2/4
no shutdown
exit
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logical-intf isis 1 vid 302-303 primary-vid 302 port 1/33 name "fe_to_8201"
isis
isis spbm 1
isis enable

exit

interface GigabitEthernet 1/33
no shutdown
exit
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Verify ISIS Interfaces

8201:1#show isis logical-interface

ISIS Logical Interfaces

IFIDX  NAME ENCAP L2_INFO TUNNEL  L3_TUNNEL_NEXT_HOP_INFO
TYPE PORT/MLT  VIDS(PRIMARY) DEST-IP  PORT/MLT  VLAN VRF

1 fe_to 4001 L2-P2P-VID Port2/4  300-301(300) - - - -

2 fe_to_4002 L2-P2P-VID Port2/4  302-303(302) - - - -

8201:1#show isis interface

I1SIS Interfaces

IFIDX TYPE LEVEL OP-STATE ADM-STATE ADJ UP-ADJ SPBM-L1-METRIC
fe_to_4001 pt-pt Level 1 up up 1 1 1000
fe_to_4002 pt-pt Level 1 UP UP 1 1 1000

8201:1#show isis adjacencies

ISIS Adjacencies

INTERFACE L STATE UPTIME PRI HOLDTIME SYSID HOST-NAME
fe_to_4001 1UP 17:54:30 127 23 d4ea.0el0.e465 4001
fe_to_4002 1UP 18:53:10 127 23 a012.90d3.ec65 4002
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Verify L2 Forwarding Table

8201:1#show isis spbm unicast-fib

SPBM UNICAST FIB ENTRY INFO

DESTINATION BVLAN SYSID HOST-NAME OUTGOING COST
ADDRESS INTERFACE
02:40:02:ffF:ff:ff 3051 a012.90d3.ec65 4002 fe_to_4002 1000
a0:12:90:d3:ec:65 3051 a012.90d3.ec65 4002 fe_to_4002 1000
02:40:02:fFfF:ffF:fFf 3052 a012.90d3.ec65 4002 fe_to_4002 1000
a0:12:90:d3:ec:65 3052 a012.90d3.ec65 4002 fe_to_4002 1000
02:82:01:ff:ff:fF 3051 bOad.aa47.0884 8201 cpp 0
bO:ad:aa:47:08:84 3051 bOad.aa47.0884 8201 cpp 0
02:82:01:ffF:ff:ff 3052 bOad.aa47.0884 8201 cpp 0]
bO:ad:aa:47:08:84 3052 bOad.aa47.0884 8201 cpp 0
02:40:01:ffF:fF:fFf 3051 d4ea.0el0.e465 4001 fe_to_4001 1000
d4:-ea:0e:10:e4:65 3051 d4ea.0el0.e465 4001 fe_to_4001 1000
02:40:01:fFfF:ffF:fFf 3052 d4ea.0el0.e465 4001 fe_to_4001 1000
d4:-ea:0e:10:e4:65 3052 d4ea.0el0.e465 4001 fe_to_4001 1000
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20.1.32Fabric Attach Configuration

Fabric Attach Server — VSP 4000, VSP 8000 or VSP 7200

Fabric Attach (FA) is globally enabled by default and must be enabled on a port or MLT interface. By
enable FA on a port or MLT, this will in turn enable LLDP on this interface and send out both FA TLVs
and standard LLDP TLVs. Also, authentication is enabled by default.

config terminal
interface gigabitEthernet <slot/port>
fa
fa enable
exit
interface mlt <1-512>
fa
fa enable
exit

Fabric Attach / Zero Touch — FA Server

On the FA server, a FA port can be configured with the management VLAN using an ISID and VLAN ID
value (c-vid). The c-vid is optional is and if not specified, then the management traffic will be untagged.
The ISID is mandatory and is required for a network wide L2VSN. The FA server will announce this
information in FA LLDP messages where only the management VLAN ID is announced as the ISID is not
required. For untagged management, a VLAN ID of 4095 is announced.

config terminal
interface gigabitEthernet <slot/port>

fa

fa enable

fa management i-sid <1-16777215> c-vid <1-4094>
exit
interface mlt <1-512>

fa

fa enable

fa management i-sid <1-16777215> c-vid <1-4094>
exit

Fabric Attach Proxy or Proxy Standalone — ERS 4800 or ERS 5900

By default, Fabric Attach (FA) Proxy is globally enabled and all ports are enabled with LLDP. In regards to
the ERS 4800, if it is running the standard image, you must disable FA message-authentication on the FA
Server. FA message-authentication is only possible with the secure image for the ERS 4800. VLAN 1
membership must also be removed from all ports or at least the ports used for FA as FA will not otherwise
remove it. If an MLT is used as the uplink to the FA server, then one must create the MLT and, only if the
desired mode is Standalone Proxy, assign the MLT number as the FA trunk.

If the management VLAN is provisioned on the FA Server, this will be learned by the FA Proxy switch
which in turn will attempt to get a management IP address via DHCP on it. The management VLAN ID will
also be passed on to the FA Client, i.e. a WLAN 9100, via FA LLDP messages if used in the solution.
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Fabric Attach— Using MLT Uplink

MLT configuration needs to be manually configured for example if using the FA Proxy switch to connect
to a SMLT cluster.

config terminal

mlt <1-32> name <MLT name> member <list of ports> learning <disable]enable>
mlt <1-32> enable

vlan members remove 1 <list of ports>

Fabric Attach — Proxy Standalone

As mentioned above, FA Proxy is enabled by default. To configure the switch for FA Proxy Standalone,
please enter the command shown below.

config terminal
fa standalone-proxy
fa uplink trunk <1-32>

In addition, we will also have to configure the management VLAN. The management IP address can be
entered manually entered or DHCP can be used if enabled (ip address source dhcp-when-needed).

If Identity Engines is used, the policy created for a FA Proxy Standalone switch must contains the
management VLAN ID and each VLAN all with an ISID value of 0. An actually ISID value is only required
for a FA Proxy and FA Server configuration.

Fabric Attach— Using IDE Authentication Policy for WLAN 9100 FA Client Authentication

If the WLAN 9100 is deployed as a FA Client in the FA Proxy and FA Server solution, the FA Client needs
to perform Non-EAP (NEAP) Multiple Host Single Authentication (MHSA) authentication using ldentity
Engines (IDE). A NEAP policy must be created on IDE which will push down all the required VLAN/ISID
combinations including the management VLAN. Once a FA Client is authenticated, all VLAN mappings on
this port will be cleared and the IDE policy VLAN/ISID and management VLAN settings will be used on
this particular port.

If Wireless LAN Orchestration System (WOS) is used, please ensure that WOS Management

@ VLAN setting in the profile used for the FA Client and the FA Management VLAN values using in
the FA Server are the same. A WLAN 9100 access point will always use the WOS assigned
management VLAN as the final setting.

Fabric Attach / Zero Touch — FA Proxy

FA Zero Touch eases the configuration process on FA-capable devices by automating specific
configuration tasks required for FA functionality. For situations when you prefer or require manual
configuration of the settings affected by Zero Touch, feature control is provided.

Fabric Attach must be enabled in order for Zero Touch to function.

When base Zero Touch functionality is enabled, FA Proxy and FA Client devices can acquire
management VLAN data from the connected FA Server or FA Proxy and use it to facilitate manageability
and network configuration. By default, base Zero Touch support is enabled. These options can be
controlled by setting the appropriate zero touch options.

You can configure the following Zero Touch options on a FA Proxy switch:
4850GTS-PWR+(config)#fa zero-touch-options ?

auto-port-mode-fa-client Enable automated EAP client port configuration
auto-pvid-mode-fa-client Enable automatic client PVID/Mgmt VLAN update
auto-trusted-mode-fa-client Enable automatic trusted client connection
ip-addr-dhcp Enable automated DHCP IP address acquisition
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Automated FA Client Port Mode

When this option is enabled and FA Clients are present, the EAP settings for the interface on which
the client is discovered, are automatically updated based on the FA Client type. If the FA Clients of
the appropriate type are deemed no longer valid (when element aging causes the FA Client to be
deleted from the discovered elements list), the EAP port settings revert to the previous state.

Automated configuration only applies to FA-enabled ports.
Two FA Client types are supported:
e Wireless Access Point Type 1 (direct network attachment)
e Wireless Access Point Type 2 (clients tunneled to controller)

If FA Standalone Proxy topology is in use, the EAP automated settings are updated only if the FA
Client is a Wireless Access Point Type 1.

Automated PVID FA Client Port Mode

When this option is enabled, automatic port PVID and management VLAN membership updates are
initiated based on the type of discovered FA Clients. This is applicable for FA Proxy, FA Server, and
FA Standalone Proxy devices. Automated configuration is only applied to FA-enabled ports. Please
note that VLAN 1 still have to be manually removed at this time.

QoS interface class data is updated based on the discovery and deletion (based on aging and port
events) of the following FA Client types:

e Wireless Access Point Type 1 (direct network attachment)
e Wireless Access Point Type 2 (clients tunneled to controller)
Automated trusted FA Client connection

This option enables automatic trusted FA Client connection. When this option is enabled and FA
Clients are present, the QoS settings for the interface on which the client is discovered are
automatically updated to QoS 'Trusted'. If the FA Clients of the appropriate type are deemed no
longer valid (when element aging causes the FA Client to be deleted from the discovered elements
list), the QoS port settings revert to the previous state.

QoS interface class data is updated based on the discovery and deletion (based on aging) of the
following FA Client types:

e Wireless Access Point Type 1 (direct network attachment)

e Wireless Access Point Type 2 (clients tunneled to controller)
Automated configuration only applies to FA-enabled ports.
IP Address DHCP

When this option is enabled, IP address source mode is updated on the FA Proxy device (receiver) to
DHCP-When-Needed and initiates DHCP-based IP address acquisition if an IP address is not
manually configured.

IP address source mode update only occurs during base Zero Touch processing when a new
management VLAN is processed if this option is enabled.
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20.1.33ldentity Engines — Attribute Details

Outbound Attributes from IDE to FA Switch

Fabric-Attach-VLAN-Create

This attribute behaves as Boolean
0 or not send = Switch will NOT create assigned VLAN if VLAN does not exist
1 = Switch will create assigned VLAN if the VLAN does not exit

Fabric-Attach-VLAN-ISID

— VLAN and ISID IDs are separated by “:"

Example: 20:20000 means VLAN=20 and ISID 20000
VLAN =1 to 4095 OR VLAN Name

— ISID >0 and < max ISID

Fabric-Attach-VLAN-PVID

- PVID VLAN ID
— VLAN =1 to 4095

Inbound Attributes from FA Switch to IDE

Fabric-Attach-Switch-Mode

0 or not send = Switch is assumed to have not concept of SPB/Fabric Attach (i.e.
switch is in neither mode — not 1, 2, 3, 4, nor 5)

1 = Switch is FA Server with SPB Disabled and FA Enabled (Network Type 2)
2 = Switch is FA Server with SPB Enabled (Network Type la & 1b)

3 = Switch is FA Proxy connected to FA Server with SPB Disabled and FA Enabled
(Network Type 2)

4 = Switch is FA Proxy connected to FA Server with SPB Enabled (Network Type 1a)
5 = Switch is FA Proxy Standalone (Network Type 3)

Fabric-Attach-Client-Id

MAC address of the FA Client taken from LLDP via FA Module:
FA Element TLV > FA Element ID > System MAC Address

Fabric-Attach-Client-Type

FA Client Type taken from LLDP via FA Module:

FA Element TLV > FA Element Type

1 = FA Element Type Other

2 = FA Server

3 = FA Proxy

4 = FA Server No Authentication

5 = FA Proxy No Authentication

6 = FA Client — Wireless AP Type 1 [clients direct network attachment] (e.g. AP 9100)
7 — FA Client — Wireless AP Type 2 [clients tunneled to controller]
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20.1.34Fabric Attach Base Configuration — Adding a FA
Proxy and FA Server

Fabric Attach Proxy Configuration — ERS 4800

V5P BO0O SM LT Cluster

ERS 4000 Switch

Mgmt VLAN = 1100
Switch IP= DHCP

FA Proxy
Uplink=MLT 1

configure terminal

snmp-server name 4801

mlt 1 name fa_mltl member 2,3 learning disable
mlt 1 enable

vlan configcontrol automatic

vlan members remove 1 2,3

fa extended-logging

configure terminal
mlt 7 enable name mlt7_4801
mlt 7 encapsulation dotlq
mlt 7 member 1/3
interface mit 7
smit
fa
fa enable
fa management i-sid 5001100 c-vid 1100
exit

Please note that at this stage, the FA Proxy will not get an IP address until a platform VLAN has
been added on the FA Server switches 8201 and 8202 — this will be the next step.

Please provision the FA Proxy switch 4801 first prior to connecting the uplink ports to the FA
@ Server as the MLT has to be manually provisioned at this time. If this is not done, the FA Proxy
will automatically learn the FA Server via one of the two ports and thereby adding the
management VLAN on this port. On an ERS 4800, an MLT cannot be created if there is a mis-

match in the VLAN ID’s.
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Verify Operations - LLDP
At this stage, as long as the FA Server has Fabric Attach enabled at a port or MLT level, the FA Proxy
switch 4801 should have discovered the FA Server switches 8201 and 8202.

8201 & 8202
8202:1#show 1ldp port 1/3

LLDP Admin Port Status

1/3 txAndRx disabled

8202:1#show 1ldp neighbor

LLDP Neighbor

Port: 1/3 Index -3 Time: 0 day(s), 02:53:49
Chassisld: MAC Address cc:f9:54:b4:ac:00
Portid : MAC Address cc:f9:54:b4:ac:03
SysName : 4801
SysCap : Br / Br

PortDescr: Port 3

SysDescr : Ethernet Routing Switch 4850GTS-PWR+ HW:00
FW:5.8.0.1 SW:v5.9.0.005

4801
4801 (config)#show 1ldp neighbor

Port: 2 Index: 1 Time: 0 days, 02:42:31
Chassisld: MAC address bO:ad:aa:47:08:00
Portld: MAC address bO:ad:aa:47:08:02
SysName: 8201
SysCap: rB /7 rB (Supported/Enabled)

PortDesc: Extreme Virtual Services Platform 8284XSQ - GbicOther Port 1/3
SysDescr: VSP-8284XSQ (5.0.0.0) (PRIVATE)

Port: 3 Index: 3 Time: O days, 02:42:58
Chassisld: MAC address e4:5d:52:3c:48:00
Portld: MAC address e4:5d:52:3c:48:02
SysName: 8202
SysCap: rB /7 rB (Supported/Enabled)

PortDesc: Extreme Virtual Services Platform 8284XSQ - GbicOther Port 1/3
SysDescr: VSP-8284XSQ (5.0.0.0) (PRIVATE)
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4801 (config)#show Ildp neighbor vendor-specific avaya fabric-attach

Port: 2
Fabric Attach Data:
Element Type: server
Management VLAN: 1100
System ID: bO:ad:aa:47:08:85:30:07:00:07
Element State Flags (0x90):
trafficTagged
provisionModeSpbm
Exported I-SID/VLAN Assignments:
No I-SID/VLAN Assignments.
Port: 3
Fabric Attach Data:
Element Type: server
Management VLAN: 1100
System ID: b0O:ad:aa:47:08:85:30:07:00:07
Element State Flags (0x90):
trafficTagged
provisionModeSpbm
Exported 1-SID/VLAN Assignments:
No I1-SID/VLAN Assignments.

Verify Operations - FA default Agent Status

8201 & 8202
8202:1#show fa agent

Fabric Attach Configuration

FA Service : enabled
FA Element Type : server

FA Assignment Timeout : 240
FA Discovery Timeout : 240
FA Provision Mode : spbm

4801
4801 (config)# show fa agent

Fabric Attach Service Status: Enabled

Fabric Attach Element Type: Proxy

Fabric Attach Zero Touch Status: Enabled

Fabric Attach Auto Provision Setting: Proxy
Fabric Attach Provision Mode: SPBM

Fabric Attach Client Proxy Status: Enabled
Fabric Attach Standalone Proxy Status: Disabled
Fabric Attach Agent Timeout: 75 seconds
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Fabric Attach Extended Logging Status: Enabled

Fabric Attach Primary Server ld: bO:ad:aa:47:08:85:30:07:00:07 (SPBM)
Fabric Attach Primary Server Descr:

VSP-8284XSQ (5.0.0.0) (PRIVATE)

Verify Operations - FA Interface

8201 & 8202
8202:1#show fa interface

Fabric Attach Interfaces

INTERFACE SERVER MGMT MGMT MSG AUTH MSG AUTH
STATUS 1SID CVID STATUS KEY

MIt7 enabled 5001100 1100 enabled ****

4801

4801 (config)#show fa port-enable 2,3

Unit Port Iflndex Trunk Service Advertisement Authentication

1 2 2 1 Enabled Enabled
1 3 3 1 Enabled Enabled

Verify Operations - ELAN and ISID

8201 & 8202
8202:1#show i-sid 5001100

Isid Info
1SID 1SID PORT MLT ORIGIN
1D TYPE VLANID INTERFACES INTERFACES
5001100 ELAN 1100 - c1100:7 MANAGEMENT
1100 - 8

Under the INTERFACES column, ¢1100:7 refers to C-VLAN 1100 and MLT 7 as used in this
é) configuration example. Under the ORIGIN column, MANAGEMENT indicates the FA
management VLAN has been provisioned on the FA Server switch.
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Verify Operations - FA Elements

8201 & 8202
8201:1#show fa elements

Fabric Attach Discovery Elements

MGMT ELEM ASGN
PORT  TYPE VLAN STATE SYSTEM ID AUTH AUTH
1/3 proxy 1100 T / S cc:f9:54:b4:ac:00:20:00:00:01 AP AP

Fabric Attach Authentication Detail

ELEM OPER ASGN OPER
PORT AUTH STATUS AUTH STATUS
1/3 successAuth successAuth

State Legend: (Tagging/AutoConfig)
T= Tagged, U= Untagged, D= Disabled, S= Spbm, V= Vlan, I= Invalid

Auth Legend:

AP= Authentication Pass, AF= Authentication Fail,
NA= Not Authenticated, N= None

4801:
4801 (config)#show fa elements

Unit/ Element Element Element

Port Type Subtype VLAN  Auth System ID

MLT1 Server Server (Auth) 1100 AP bO:ad:aa:47:08:85:30:07:00:07
Legend:

Auth - AP=Authentication Pass, AF=Authentication Fail, NA=Not Authenticated
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20.1.34.1 Fabric Attach — Adding a Platform VLAN on FA Server for

Management VLAN

In order for the FA Proxy switch to get an IP address via DHCP, we will need to add a platform VLAN and
add an IP address with DHCP. We will do this on the FA Server switches and enable the RSMLT Edge
option assuming IP Shortcuts has already been enabled — please see the IP Shortcuts section for

configuration details.

V5P BOMD SM LT Cluster

ERS 4000 Switch

4801
— 2
| —

=4

E

Mgmt VLAN = 1100
Switch IP= DHCP

FA Proxy
Uplink=MLT 1

viST

DHCP o

Server
192.168.100.5

config terminal
vlan create 1100 name 'fa_mgmt_vlan1100"
type port-mstprstp O
vlan i-sid 1100 5001100
interface Vlan 1100
ip address 10.12.110.1 255.255.255.0
ip dhcp-relay
ip rsmlt
ip rsmlt holdup-timer 9999
ip dhcp-relay fwd-path 192.168.100.5

ip dhcp-relay fwd-path 192.168.100.5
enable

ip dhcp-relay fwd-path 192.168.100.5 mode
dhcp

exit

interface GigabitEthernet 1/3
no shutdown

exit

ip rsmlt edge-support

configure terminal
vlan create 1100 name 'fa_mgmt_vlan1100"
type port-mstprstp O
vlan i-sid 1100 5001100
interface Vlan 1100
ip address 10.12.110.2 255.255.255.0
ip dhcp-relay
ip rsmlt
ip rsmlt holdup-timer 9999
ip dhcp-relay fwd-path 192.168.100.5

ip dhcp-relay fwd-path 192.168.100.5
enable

ip dhcp-relay fwd-path 192.168.100.5
mode dhcp

exit

interface GigabitEthernet 1/3
no shutdown

exit

ip rsmlt edge-support

@ The platform VLAN ISID must match the ELAN ISID used as per the previous step.
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Verify Operations - DHCP

At this stage, the Fabric Attach Proxy switch should get an IP address via DHCP plus all the Fabric Attach
elements should be discovered.

4801 (config)#show ip
Bootp/DHCP Mode: DHCP When Needed

Configured In Use Last BootP/DHCP
Stack IP Address: 192.168.1.2 0.0.0.0
Switch IP Address: 192.168.1.1 10.12.110.10 10.12.110.10
Switch Subnet Mask: 255.255.255.0 255.255.255.0 255.255.255.0
Default Gateway: 0.0.0.0 10.12.110.1 10.12.110.1
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20.1.34.2 Fabric Attach — Adding a L2VSN Service

Continuing from the base setup above, assuming we wish to add an L2VSN service from the FA Proxy
switch for a local user to a remote SPBM node. This can be easily accomplished by simply adding a
VLAN and ISID on the FA Proxy switch which in turn will be automatically added as an ELAN on the FA
Server switches. All we then need to do is create an L2VSN with the same ISID on terminating SPBM
switch.

For this example, SPBM node 7006 is a VSP 7000 switch

L2WVSN 151D 20050

A 4 -~

Mgmt VLAN = 1100
Switch IP= DHCP

FA Proxy
Upink=MLT 1 configure terminal

vlan create 50 type port
vlan members add 50 15

vlan i-sid 50 20050

configure terminal
i-sid 20050 vlan 50
vlan members add 50 15

Verify Operations - FA Proxy switch 4801
4801#show fa i-sid 20050

1-SID VLAN Source Status

20050 50 Proxy Active

Binding Count: 1

Verify the uplink MLT port members are added:

4801#show vlan id 50
1d Name Type Protocol PID Active IVL/SVL Mgmt

50 VLAN #50 Port None 0x0000 Yes 1VL No
Port Members: 2-3,15
Total VLANs: 1

A log entry should also have been recorded provided the fa extended-logging option has been enabled:
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4801#show logging sort-reverse

Type Time Idx Src Message

| 00:02:10:00 99 Fabric Attach: binding activation success (trunk 1 20050/50)

Verify Operations - FA Server switches 8201 and 8202

8201:1#show fa assignment

Fabric Attach Assignment Map

Interface 1-SID Vlan State Origin
1/3 20050 50 active proxy
1/3 5001100 1100 active proxy
1/3 5001110 1110 active proxy
1/3 5001120 1120 active proxy

8201:1#show i-sid 20050

Isid Info
1SID 1SID PORT MLT ORIGIN
1D TYPE VLANID INTERFACES INTERFACES
20050 ELAN N/A - c50:7 DISC_BOTH

To view MAC learning, use the show i-sid mac-address-entry 20050 ALCI command as this is a
é) ELAN service and not a platform VLAN where “20050” is the ISID used in this configuration
example.

Verify Operations - SPBM switch 7006

7006#show isis spbm i-sid all id 20050

SPBM 1SID INFO

1SID SOURCE NAME VLAN SYSID TYPE HOST-NAME
20050 0.70.06 3052 a012.9004.2fdf config 7006
20050 0.82.01 3051 bOad.aa47.0884 discover 8201
20050 0.82.02 3052 e45d.523c.4884 discover 8202
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20.1.34.3 Fabric Attach — Adding a L3VSN Service

Continuing from the base setup above, assuming we wish to add an L3VSN service. This can be easily
accomplished by simply adding a VLAN and ISID on the FA Proxy switch which in turn will be
automatically added as an ELAN on the FA Server switches. In this example, we will create a platform
VLAN on the FA Server switches with RSMLT Edge support.

Fabric Attach Proxy Configuration

configure terminal
i-sid 700140 vlan 140
vlan members add 140 20

Mgt VLAN =1100
Switch IP= DHCP

FA Proxy
Uplnk=MLT 1

Verify Operations - ISID creation and state

4801#show fa i-sid 700140

1-SID VLAN Source Status
700140 140 Proxy Active
Binding Count: 1

4801 (config)#show logging sort-reverse
Type Time Idx Src Message

| 03:19:30:54 130 Fabric Attach: binding activation success
(trunk 1 700140/140)
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8201:1#show i-sid 700140

Isid Info
1SID 1SID PORT MLT ORIGIN
1D TYPE VLANID INTERFACES INTERFACES
700140 ELAN N/A - cl140:7 DISC_BOTH

Verify Operations — LLDP bindings

4801#show 1ldp neighbor vendor-specific avaya fabric-attach

Port: 3
Fabric Attach Data:

Element Type: server

Management VLAN: 1100

System ID: bO:ad:aa:47:08:85:30:07:00:07

Element State Flags (0x90):
trafficTagged
provisionModeSpbm

Exported I-SID/VLAN Assignments:
1-SID: 20050 VLAN: 50 Status: Active
I-SID: 700140 VLAN: 140 Status: Active

Port: 2
Fabric Attach Data:

Element Type: server

Management VLAN: 1100

System ID: b0O:ad:aa:47:08:85:30:07:00:07

Element State Flags (0x90):
trafficTagged
provisionModeSpbm

Exported I-SID/VLAN Assignments:
1-SID: 20050 VLAN: 50 Status: Active
I-SID: 700140 VLAN: 140 Status: Active

Verify Operations — FA assignments

8201:1#show fa assignment

Fabric Attach Assignment Map

Interface 1-SID Vlan State Origin
1/3 20050 50 active proxy
1/3 700140 140 active proxy

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 183



F= Extreme

networks

ADVANCE WITH US

Fabric Attach Server Configuration — adding platform VLAN

configure terminal
ip vrf green
vlan create 145 type port-mstprstp 0

Mgmt VLAN=1100
Switch IP= DHCP

FA Proxy vlan member add 145 1/20
Uplink= MLT 1 interface vlan 145
vrf green
configure terminal ip address 10.1.145.1 255.255.255.0
ip vrf green exit
vlan create 140 type port-mstprstp O router vrf green
vlan i-sid 140 700140 ipvpn
interface vlan 140 i-sid 300140
vrf green ipvpn enable
ip address 10.1.140.1 255.255.255.0 isis redistribute direct
ip rsmit isis redistribute direct enable
ip rsmlt holdup-timer 9999 exit
exit isis apply redistribute direct vrf green
router vrf green interface gigabitEthernet 1/20
ipvpn no shutdown
i-sid 300140 exit
ipvpn enable
isis redistribute direct
isis redistribute direct enable configure terminal
exit ip vrf green
isis apply redistribute direct vrf green vlan create 140 type port-mstprstp 0

vlan i-sid 140 700140
interface vlan 140
vrf green
ip address 10.1.140.2 255.255.255.0
ip rsmlt
ip rsmlt holdup-timer 9999
exit
router vrf green
ipvpn
i-sid 300140
ipvpn enable
isis redistribute direct
isis redistribute direct enable
exit
isis apply redistribute direct vrf green
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Verify Operations — IP routing

VSP Cluster Switches

show ip route vrf green

show ip rsmlt vrf green

show ip arp vrf green

ping <remote IP> vrf green source <local IP>
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20.1.34.4 Fabric Attach - Adding a WLAN 9100 FA Client with EAP
Device authentication via ldentity Engines

Continuing from the base setup above, assuming we wish to add an FA client. For this example, we will
add a FA WLAN 9100 AP client and use Identity Engines to authenticate the AP and push down all the

VLAN and ISID combinations required.

Fabric Attach Proxy Configuration — ERS 4800

Lab_SSID —VLAN 1130 v

AP1
551D % —
Corp_S5ID —VLAN 1110 0 gl -
3

Mgt VLAN = 1100
AP2 Switch IP = DHCP

FA Prosy
Uplink= MLT 1

configure terminal
fa zero-touch-options auto-port-mode-fa-client
radius server host 10.12.120.220 key acct-enable
Enter key: ******
Confirm key: ******

.

DHCP
Server

——
—_——

192163 100.5

10.12.120220

WOos

10.12.170.10

The fa zero-touch-option setting of auto-port-mode-fa-client will automatically enable all the
& various EAP MHSA settings and enable EAP on the Fabric Attach (FA) client ports when Fabric
Attached discovers a FA client. Once the FA client is discovered and authenticated against
Identify Engines (IDE), IDE will overwrite the port VLAN port membership.

Once the FA WLAN 9100 AP Client is authenticated using EAP MAC authentication on the ERS
4800 FA Proxy switch, all VLAN information on the port will be lost. Hence, the policy used on
Identity Engines will need to provision the management VLAN PVID in addition to the
management VLAN and ISID combination. This is in addition to enabling FA VLAN create and
adding all the user VLANs and ISID combinations required by the WLAN 9100 AP. Please see
the Outbound Attributes chart in the section titled “Identity Engines — Attribute Details”.
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Verify Operations

At this point, we should be able to discover the FA Client assuming a WLAN 9100 AP is attached to port
11.

4801 (config)#show fa elements

Unit/ Element Element Element

Port Type Subtype VLAN  Auth System ID

MLT1 Server Server (Auth) 1100 AP b0:ad:aa:47:08:85:30:07:00:07
/11 Client Wireless AP (Type 1) O AP 64:a7:dd:03:39:03:00:00:00:01
Legend:

Auth - AP=Authentication Pass, AF=Authentication Fail, NA=Not Authenticated

4801#show 1ldp port 11 neighbor vendor-specific avaya fabric-attach

Neighbors LLDP info - Avaya FA TLVs

Port: 11
Fabric Attach Data:

Element Type: client

Management VLAN: O

System ID: 64:a7:dd:03:39:03:00:00:00:01

Element State Flags (0x60):
trafficTaggedAndUntagged
provisionModeDisabled

Exported 1-SID/VLAN Assignments:

4801 (config)#show vlan interface info 11
Filter Filter
Untagged Unregistered
Port Frames Frames PVID PRI Tagging Name

11 No Yes 1 0 UntagPvidOnly Port 11

the access port to the wireless AP will remain in the default VLAN. Also, if the WLAN 9100 AP is

@ Please note that if Identity Engines is not reachable or has not been provisioned, the PVID on
in Factory Default, it will have no VLANSs thus the management VLAN will be 0.

4801#show logging sort-reverse

Type Time Idx Src Message

| 03:20:34:08 151 Fabric Attach: device discovered (Authentication
Pass - port 11)

1 03:20:31:45 146 PoE Port Detection Status: Unit 1 / Port 11

Status: Delivering Power
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Adding Platform VLANSs

On the FA Server switches, assuming IP Shortcuts has been enabled, we will add the the C-VLAN’s used
by the FA Proxy and FA Client assuming the Management VLAN has already been configured - see
section titled “Fabric Attach — Adding a Platform VLAN on FA Server for Management VLAN".

AP1

Corp_SSID —VLAN 1110 10
Lab_S5ID — VLAN 1120

‘le.
AN

(‘T}),'_. o

Mgmt VLAN = 1100
AP2 Switch IF = DHCP

FA Prosxy
Uplink= MLT 1

IDE

10.12.120220

WOos

==
10.12.170.10
DHCP

Server

——
[S—

192.168.100.5

FA

vlan create 1110 name "Corp_vlanl1110" type
port-mstprstp O
vlan i-sid 1110 5001110
interface Vlan 1110
ip address 10.12.111.1 255.255.255.0
ip dhcp-relay
ip rsmlt
ip rsmlt holdup-timer 9999
ip dhcp-relay fwd-path 192.168.100.5
ip dhcp-relay fwd-path 192.168.100.5 enable

ip dhcp-relay fwd-path 192.168.100.5 mode
dhcp

exit
vlan create 1120 name "Lab_vlanl1120" type
port-mstprstp O
vlan i-sid 1120 5001120
interface Vlan 1120
ip address 10.12.112.1 255.255.255.0
ip dhcp-relay
ip rsmlt
ip rsmlt holdup-timer 9999
ip dhcp-relay fwd-path 192.168.100.5
ip dhcp-relay fwd-path 192.168.100.5 enable

ip dhcp-relay fwd-path 192.168.100.5 mode
dhcp

exit

vlan create 1110 name "Corp_vlanl110" type
port-mstprstp O
vlan i-sid 1110 5001110
interface Vlan 1110
ip address 10.12.111.2 255.255.255.0
ip dhcp-relay
ip rsmlt
ip rsmlt holdup-timer 9999
ip dhcp-relay fwd-path 192.168.100.5
ip dhcp-relay fwd-path 192.168.100.5 enable

ip dhcp-relay fwd-path 192.168.100.5 mode
dhcp

exit
vlan create 1120 name "Lab_vlanl1120" type
port-mstprstp 0
vlan i-sid 1120 5001120
interface Vlan 1120
ip address 10.12.112.2 255.255.255.0
ip dhcp-relay
ip rsmlt
ip rsmlt holdup-timer 9999
ip dhcp-relay fwd-path 192.168.100.5
ip dhcp-relay fwd-path 192.168.100.5 enable

ip dhcp-relay fwd-path 192.168.100.5 mode
dhcp

exit
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Identity Engines Setup — Add an internal group for the AP’s

We will create a new group to be used for the IDE policy as a container for all the AP MAC address that
will be authenticated when an AP connects to the Fabric Attach Proxy switch.

m @ Manikar | % Troubleshook

Configuration Current Site: Avaya Ottawa Lab
=} fveaya Otkawa Lab Internal Groups

fckions = I Internal Group Details

rom 1012120220 o 28 defaulk &dd o Wew Internal Group., ..
E}E; Sike Configuration

E Access Policies
‘ﬂf Authenticators
w550

= [l Directories

[3 Directory Sets
E Direckory Services
E}Q Internal Store

----- & Inkernal Grnupl
----- a Internal Users
----- g Internal Devices
----- g Device Types

. I —
/A Add A Mew Internal Group Ed [l

Parent internal group: FA-WLAN-AP-Group

Internal Group Mame: |FP.-WLP.N-P.F‘-GrDup |

Type: | =

----- % Fa Client Devices
----- MOM Enrolled Dewi
----- @ Realm Mapper Cag
=15 Yirkual Mapping

----- $ Wirtual Groups
----- ﬁ ser Wirkual Attrib
----- @ Device Yirtual Akkr

Aukomatically create a wirkual group For this inkernal group

K | Zance|
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Identity Engines Setup — Set the RADIUS outbound values to be used to provision all the VLANs

on the Fabric Attach Proxy switch

Please note we need to add the management VLAN, VLAN create, and all the necessary VLANs that will
be used on the wireless AP’s. For a Fabric Attach Proxy setup, the ISID value must be entered for all user
VLANSs including the management VLAN, i.e. 1100:5001100 for VLAN 1100 using ISID 5001100.

e @ Monikar % Troubleshoot

Current Site: Avaya Ottawa Lab

-8 Avaya Ottawa Lab Outbound Yalues
--lak 10.12.120,220 Mame
EIIE: Site Configuration Admin-Access " .
Brcomioiies o
'fﬁ‘ Authenticators
W esn [gnitionTemplate-ERS-ReadCnly Outbaund Value Mame: |F.°.—Server-4801
E Directories IgnitionTermplate-ERS-Readwite
: o IgnitionTermplate-FA-Standalone-vl Cutbound Attribute Walue
E@ Provisioning IgnitionTemplate-FA-Standalone-vl | |Outbound-Fabric-attach-VLAN-Create 1
E‘@ RADILS IgnitionTemplate-FA-Standalone-vl | [Outbound-Fabric-Attach-yYLAN-PYID 1100
B yendorsjvsas IgnitionTemplate-FA-YLAM-Create- | |[Outbound-Fabric-attach-YLaM-ISID 1100:5001100
‘B, Inbound Attribubes IgnitionTemplate-FA-YLAN-ISID-Er | |Outbound-Fabric-attach-vLAN-151D 1110:5001110
& cutbound Attributes | flanitionTemplate-FA-YLAN-ISID-GL | |[Outbound-Fabric-Attach-YLAM-ISID 1125001120
E cutbound Value’ IgnitionTemplate-FA-¥LAMN-ISID-Mc |
g SAML IgnitionTemplate-FA-¥LAN-PYID
MiS-Prompt =
E} s E_iUESt M_ane!gl_ar ISession—TiEﬂeout |CLCE|-]
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Identity Engines Setup — Set the RADIUS policy to be used to authenticate the MAC addresses

for the wireless AP’s

m @ tMonitor I %{ Troubleshoot

Configuration Current Site: Awvaya Ottawa Lab

=S Avaya Ottawa Lab Access Policies

E}@: Sike Configuration default-radius-device
E}E; Access Policies
- B raDIUS

E}E MAC AL

B samL
é-; PROY fccess Policy Mame: |F.ﬁ.-Server-.ﬁ.P-CIient| |
-f
[ Use Templates
Templates
| Concel|

_

These rules will be execubed For MAC Authentication Requests,

Rule Mames Rule Summary

Mame: Enabled Ackion

IF [ Device device-group-member containg [FA-WLAN-AP-Group]  AND
Inbiound Inbound-Fabric-Attach-Client-Type = 6 AND

Inbound Inkbound-Fabric-Attach-Client-ld = value:inbound Inbound-User-Mame ) THEN Allow
Send Outbound Values: FA-Server-4301

The FA Proxy switch zero touch option of auto-port-mode-fa-client must be enabled for the

é’ above policy to work. The policy as shown above is recommended to provide the most secure
method for authenticating the WLAN 9100 AP where we are checking for a FA Client Type = 6
(FA Client — Wireless AP Type 1) in addition to the device address.
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Identity Engines Setup — Add switch 4801 as an Fabric Attach Proxy authenticator

Monitor % Troubleshoot

Current Site: Avaya Dttawa Lab

85 10.12.120.220 —
“» Site: Configuration Marre: ||4801 | Enable suthenticatar
E Access Policies
548 Authenticators IP Address: |10.12.110.10 | [ ] Bundle
= E l:llgfault Container: default. FA-Server
=
'E Fa-5A-Proy Authenticator Type: |Wired VJ
IE Fa-Server R
foﬁ) 4801 Wendor: Avaya :] Device Template: | ers-switches-avaya-use-vlan-label-neap-enabled VJ
- rapIUS
- Tacacs+ [ RADIUS Settifigs || Cof Settings | TACACS+ Settings | Select Policy Name from
- 550 — Y
&) Directories RADILS Shared Secret: |esses | | show | previous step
[]---@ Provisioning
[ & Guest Manager Enable RADIUS Access
[]---& Access Portal
B 6 Administration Access Policy: defaulk-radius-user VJ
Enatle MAC Auth /
Access Policy: Fa-Server-AP-Clients V]
() Do Mot Use Password
() Use This Password
| Cancel ]
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Identity Engines Setup — Adding Fabric Attach Client AP to the FA-WLAN-AP-Group

The first time the Fabric Attach client AP is connected to the ERS 4800 switch, it will fail device
authentication and you will need to add the AP device MAC to the internal store. To do this, via Ignition
Dashboard, click on the site name and go to RADIUS AAA Summary -> Failed tab -> double-click the
MAC entry, and add the MAC to the group container created above

Monitor Current Site: Awvaya Ottawa Lab

SAML Access Summary r Administration Access Summaryy r Administration Sessions
Guesk Manager AA4 Su

User Accounting | Learned Devices (via AD)
""" TACACS+ ABA Summary

User Authentication;/Authorization Activity (last 200 records)

Succesded
Timestamp User/MAC | DeviceMame | Device Type | Device Sub Type | Authenticator | Directary | AuthProtocal [\uthentic...

2015-11-25 14:33:51 64A7DDO33, ., 4501 MOME/MAC_A... b 4

e A
A

2015-11-25 14128158 6470 SNt LS E3 |y

2015-11-25 14:28:57 644700 Authentication/Authorization Request Details A )

2015-11-25 14:27:56 644700 |5 General Details
2015-11-25 14:27:22 |64 A7D0 Received: 2015-11-25 14:33:51 Edit Internal Device Details
2015-11-25 14:26:39 644700 User Id: 644700033903 -
Access Policy: FA-Server-aP-Clients
Authenticatar: fdefault/Fa-Server/4801
MAC Address: 644700033903
Authentication Result: Authentication Failed

El Inbound Attributes
User-Mamne: 64a7dd033903
MAS-IP-Address: 10,12,110,10
MAS-Port: 11
Service-Type: 1
MAS-Port-Type: 15
Fabric-Atkach-Switch-Mode: 4
Fabric-attach-Client-Type: &
Fabtic-attach-Client-1d: 64a7dd033903
El' Authentication Details
Cuter Tunnel Type: NOMNE
Quker Tunnel User: 644700033903
Inner Tunnel Type: MAC_AUTH
Inner Tunnel User:
Authentication Result: Authentication Failed

=] | Close
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=
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: A Select Groups

B Fa-WLAN-AP-Group
o aeran

Internal Group Mame
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Verify Operations — FA Proxy VLAN

After IDE is configured with a policy and the AP is authenticated:

4801#show eapol multihost non-eap-mac status 11
Port Client MAC Address State Vid Pri

11 64:A7:DD:03:39:03 Authenticated By RADIUS N/A  N/A
Total number of authenticated clients: 1

Note the default PVID is now the management PVID of 1100 and the C-VLAN PVIDs of 1110 and 1120
have been added port 11 as per the policy on Identity Engines.

4801#show vlan interface info 11

Filter Filter

Untagged Unregistered
Port Frames Frames PVID PRI Tagging Name
11 No Yes 1100 O UntagPvidOnly Port 11

4801#show vlan interface vids 11
Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

As mentioned above, the first time an AP is connected to the FA Proxy switch, it's MAC address
needs to be added to the Identities Engines internal group and the AP will need to be
authenticated again. This can be accomplished by either clearing the MAC address or shutting
down and then bringing back up PoE power at a port level.

To clear the MAC address entries at a port level:

4801 (config)#interface ethernet 1/11
& 4801 (config-if)#clear mac-address-table

4801 (config-if)#exit

To shutdown and bring back PoE power:

4801 (config)#interface ethernet 1/11

4801 (config-if)#poe poe-shutdown

4801 (config-if)#no poe-shutdown

4801 (config-if)#exit
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Verify Operations — IDE Monitor

Via IDE, go to Monitor -> <Name of your IDE Server> -> Access to look at the record details.

:A | Access Record Details

Authentication/Authorization Request Details Actions =

[ »

El General Details
Received: 2015-12-16 14:41:19
User Id: 644700033903
Access Policy: Fa-Server-AP-Clients
Authenticakar: {defaulth.ﬂ.-ServerHBDl
MAC Address: 644700033903
Authentication Result: Authenticated

El Inbound Attributes
User-fame: 64a7dd033903
MAS-IP-Address: 10.12,110.10
MAS-Part: 11
Service-Type: 1
NaS-Port-Type: 15
Fabric-Attach-Switch-Mode: 4
Fabric-Attach-Client-Type: &
Fabric-Attach-Client-1d: 64a7dd033903
El Authentication Details

CQuter Tunnel Type: NOME

Cuter Tunnel User: 644700033903

Inmer Tunnel Type: MAC_ALUTH

Inner Tunnel User:

I Authentication Result: Authenticated I

=l Authorization Details

Palicy Rule Used: rulel
Authorization Result: Allow

El' Outbound Attributes

Cutbound-Fabric-attach-YLAM-Create (Fabric-attach-YLAN-Create): 1
Outbound-Fabric-attach-YLAN-PYID (Fabric-Attach-YLAN-PYID): 1100
Outbound-Fabric-Attach-YLAN-ISID (Fabric-Attach-YLAM-ISID): 1100:5001100
Outbound-Fabric-attach-YLAN-ISID (Fabric-attach-YLAMN-ISIDY: 1110:5001110
Outbound-Fabric-Attach-YLAN-ISID (Fabric-Attach-YLAM-ISID): 1120:5001120

E Device Details

account-locked: False
device-address: 64:47:00:03:39:03
device-name: 644700033903
device-os-tvpe: null
device-os-version:
device-sub-tvpe: wlan-2100
device-user-name: 644700033903
device-vlan: id; "0"
device-expiry-enabled: False
enable-start-time: True
device-expiration-time:

source: 4801

skart-kime: 2015-11-25 14:35:50
type: Fa client

]

E Groups

ﬁl It

| Close |
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Verify Operations — FA Server

After IDE configured with a policy and the AP being authenticated, the VLAN and ISID assignment should
be learned on the FA server.

8201:1(config)#show fa assignment

Fabric Attach Assignment Map

Interface 1-SID Vlan State Origin
1/3 20050 50 active proxy
1/3 700140 140 active proxy
1/3 5001100 1100 active proxy
1/3 5001110 1110 active proxy
1/3 5001120 1120 active proxy
1/3 5001150 1150 active proxy

Verify Operations — Verify EAP Configuration

The FA zero touch setting of auto-port-mode-fa-client will automatically enable the following EAP settings:
4801#show eapol port 11

EAP Administrative State : Enabled
Protocol Version 2
Port-mirroring on EAP ports : Disabled
EAP User Based Policies : Disabled
EAP User Based Policies Filter On MAC Addresses : Disabled
Port: 11

Admin Status : Auto

Authorized - Yes

Admin Directions - Both

Oper Directions : Both

ReAuth Enable : No

ReAuth Period 3600

Quiet Period - 60

Supplicant Timeout - 30

Server Timeout : 30

Max Requests 2

Dynamic RADIUS Server : No
4801#show eapol multihost
Allow Local Non-EAP Clients : Disabled
Non-EAP RADIUS Authentication : Enabled
Non-EAP AutolLearned After Single Authent (MHSA) : Enabled
Non-EAP DHCP Phone Authentication : Disabled
EAPoL Request Packet Generation Mode - Multicast
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EAP RADIUS Assigned VLANs : Disabled

Non-EAP RADIUS Assigned VLANs : Disabled

Non-EAP RADIUS Password Attribute Format - MACAddr

Non-EAP User Based Policies : Disabled

Non-EAP User Based Policies Filter On MAC Addresses : Disabled

EAP Protocol : Enabled

Use Most Recent RADIUS Assigned VLAN : Disabled

Non-EAP ReAuthentication : Disabled

Block Different RADIUS Assigned VLAN Authentication : Disabled

Dummy ADAC Radius Requests : Disabled

ADAC Non-EAP Phone Authentication : Disabled

Fail Open VLAN : Disabled

Fail Open VLAN ID 1

Fail Open VLAN Continuity Mode : Disabled

4801#show eapol multihost interface 11

Port: 11
MultiHost Status : Enabled
Total Maximum Number of Clients 1
Maximum Number of EAP Clients 1
Maximum Number of Non-EAP Clients 1
Allow Local Non-EAP Clients : Disabled
Non-EAP RADIUS Authentication : Enabled
Non-EAP AutolLearned After Single Auth (MHSA) : Enabled
Non-EAP DHCP Phone Authentication : Disabled
EAPoL Request Packet Generation Mode - Multicast
EAP RADIUS Assigned VLANs : Disabled
Non-EAP RADIUS Assigned VLANs : Disabled
EAP Protocol : Enabled
Use Most Recent RADIUS Assigned VLAN : Disabled
Block Different RADIUS Assigned VLAN Authentication : Disabled
ADAC Non-EAP Phone Authentication : Disabled
MHSA No limit Non-EAP Authentication : Enabled
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WAP 9132 Verify Operations - Assuming a WAP 9132 is connected to port 11 on the Proxy

switch and using SSH to connect the WAP 9132

A17142803390B# show fabric-attach status

Fabric Attach Status

State enabled

Element Type FA Client - Wireless Access Point Type 1
Element State untagged

Management VLAN 0

Element Gigl MAC Address 64:a7:dd:03:39:03

Element Gig2 MAC Address 64:a7:dd:03:39:04

Message Auth Key set

A17142803390B# show fabric-attach elements
Fabric Attach Elements
Interface Element IP Element Type Mgmt VLAN Element MAC Last Updated

gigl 10.12.110.10 FA Proxy 1100 cc:¥9:54:b3:d4:00 13

A17142803390B# show Ildp neighbors

LLDP List
Hostname IP Address Model Interface VLAN Capabilities
4801 10.12.110.10 Port 11 Bridge Router
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20.1.34.5 Fabric Attach — Changing the FA authentication key

By default, the FA WLAN 9100 client, FA proxy, and FA server all ship with a pre-defined secret FA key.
The only exception is with the non-secure image for an ERS 4800 switch.

To disable FA message authentication, enter the following command.
ERS 4800

interface ethernet <port>
no fa message-authentication
exit
VSP 4000/7200/8000
a) Port Level:
interface gigabitEthernet <slot/port>

no fa message-authentication
exit

b) MLT level:
interface mlt <1-512>>

no fa message-authentication
exit

To change the FA authentication key:

ERS 4800

a) At Port Level:
interface ethernet <port>
fa authentication-key
Enter authentication key (length - 1..32): <word>
Confirm authentication key (length - 1..32): <word>
exit

b) At Global Level (applied to all ports):

fa authentication-key

Enter authentication key (length - 1..32): <word>
Confirm authentication key (length - 1..32): <word>

VSP 4000/7200/8000

a) Port level:

interface gigabitEthernet <slot/port>
fa authentication-key <word>

exit

b) MLT level:

interface mlt <1-512>
fa authentication-key <word>

exit

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 200



F= Extreme

networks

ADVANCE WITH US
20.1.35Fabric Attach Proxy Standalone

Assuming we are using an ERS 4800 for the Fabric Attach Proxy Standalone switch connected to a ERS
8800 IST core. In regards to the core switches, we need to configure C-VLANs 1100, 1110, and 1120
with tagged trunk links to the ERS 4800. In regards to the Wireless Access Points, by default, LLDP and
Fabric attach is enabled.

Fabric Attach Proxy Standalone Configuration - ERS 4800

C-VLAN'=1100, 1110, and 1120
configured with IP DHCP enabled

APL
551D 'Gfa S~ 4802 ) 10.12.120.220
Corp_S5ID — VLAN 1110 B3] |
Lab 551D —VLAN 1120 _ b
e T~
GT'J o e Wos
2/1 'Pfffgﬂ
Mg-mt ne 1_15[? Ll 10.12.170.10
AP2 Switch IP = Static DHCE )
SMLT Server |
FA Proxy Cluster 192.165.1005

Uplink= MLT 1

configure terminal

snmp-server name 4802

vlan create 1100 name mgmt_vlanl1100 type port

vlan configcontrol automatic

vlan ports 49-50 tagging tagAll

vlan members 1100 49-50

vlan members remove 1 49-50

vlan mgmt 1100

mlt 1 member 49-50 learning disable

mlt 1 enable

ip address switch 10.12.110.254 netmask 255.255.255.0

ip default-gateway 10.12.110.1

radius server host 10.12.120.220 key acct-enable
Enter key: ******
Confirm key: ******

fa standalone-proxy

fa uplink trunk 1

fa extended-logging

fa zero-touch-option auto-port-mode-fa-client

The fa zero-touch-option setting of auto-port-mode-fa-client will automatically enable all the

& various EAP MHSA settings and enable EAP on the Fabric Attach (FA) client ports when Fabric
Attached discovers a FA client. Once the FA client is discovered and authenticated against
Identify Engines (IDE), IDE will overwrite the port VLAN port membership.

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 201



F= Extreme

networks

ADVANCE WITH US

Fabric Attach Proxy Standalone Configuration - ERS 8800 SMLT Cluster

Assuming IP Shortcuts has been enabled on the ERS 8800 cluster, we need to add the management
VLAN and all other C-VLANSs used by the FA Proxy Standalone switch and FA Client. The configuration
shown below simply shows the management VLAN configuration (VLAN 1100) with DHCP enabled. The
other two C-VLAN configuration will be similar.

C-VLAN'=1100, 1110, and 1120
configured with IP DHCP enabled

AP1 I
i GT? S fiss \ 10.12 120,220
-~ : \
Corp 551D — VLAN 1110 0™ 1
Lab_S5ID —VLAN 1120
o — 50 :
Pt
({T] N - wos
Mgt VLAN = 1100 =
AP2 el e B2 DHCP i
SMLT Sarver |§
FA Proxy Cluster 152 168.1005
Uplink=MLT 1
configure terminal configure terminal
vlan ports 2/1 tagging tagAll vlan ports 2/1 tagging tagAll
vlan create 1100 name "fa_mgmt_vlan1100" type vlan create 1100 name "fa_mgmt_vlan1100" type
port-mstprstp O port-mstprstp 0
vlian mlt 1100 1 vlan mlt 1100 1
vlan members 1100 2/1 vlan members 1100 2/1
vlan members remove 1 2/1 vlan members remove 1 2/1
interface GigabitEthernet 2/1 interface GigabitEthernet 2/1
smlt 132 smlt 132
exit exit
interface Vlan 1100 exit interface Vlan 1100
ip address 10.12.110.1 255.255.255.0 ip address 10.12.110.2 255.255.255.0
ip dhcp-relay ip dhcp-relay
ip rsmlt ip rsmlt
ip rsmlt holdup-timer 9999 ip rsmlt holdup-timer 9999
ip dhcp-relay fwd-path 192.168.100.5 ip dhcp-relay fwd-path 192.168.100.5
ip dhcp-relay fwd-path 192.168.100.5 enable ip dhcp-relay fwd-path 192.168.100.5 enable
ip dhcp-relay fwd-path 192.168.100.5 mode dhcp ip dhcp-relay fwd-path 192.168.100.5 mode dhcp
exit -
ip rsmlt edge-support ?Xlt
ip rsmlt edge-support
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Identity Engines Setup — Add an internal group for the AP’s

We will create a new group to be used for the IDE policy as a container for all the AP MAC address that
will be authenticated when an AP connects to the Fabric Attach Proxy Standalone switch.

m @ Manikar | % Troubleshook

Configuration Current Site: Avaya Ottawa Lab
=} fveaya Otkawa Lab Internal Groups

fckions = I Internal Group Details

rom 1012120220 o 28 defaulk &dd o Wew Internal Group., ..
E}E; Sike Configuration

E Access Policies
‘ﬂf Authenticators
w550

= [l Directories

[3 Directory Sets
E Direckory Services
E}Q Internal Store

----- & Inkernal Grnupl
----- a Internal Users
----- g Internal Devices
----- g Device Types

. I —
/A Add A Mew Internal Group Ed [l

Parent internal group: FA-WLAN-AP-Group

Internal Group Mame: |FP.-WLP.N-P.F‘-GrDup |

Type: | =

----- % Fa Client Devices
----- MOM Enrolled Dewi
----- @ Realm Mapper Cag
=15 Yirkual Mapping

----- $ Wirtual Groups
----- ﬁ ser Wirkual Attrib
----- @ Device Yirtual Akkr

Aukomatically create a wirkual group For this inkernal group

K | Zance|
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Identity Engines Setup — Set the RADIUS outbound values to be used to provision all the VLANs

on the Fabric Attach Proxy Standalone switch

Please note we need to add the management VLAN, VLAN create, and all the necessary VLANs that will
be used on the wireless AP’s. For a Fabric Attach Standalone Proxy setup, the VLAN-ISID value must be
entered with an ISID value of O for all user VLANS including the management VLAN, i.e. 1100:0 for VLAN

1100.

SR

=

Mar

Awaya Ottawa Lab
&5 10.12.120,220

@!} Sike Configuration Admin-Access [
[ g Access Policies Cutbound Yalue Name: |FA-SA-Pary\ —

i i IgnitianTemplate-ERS-ReadOnl
-4 Authenticators g P y -
m H{ 550 IgnitionTemplate-ERS-ReadWrite Outbound Attribute | Value
D"ﬁ Directories IgnitionTemplata-FA-Standalone-ywLAN-ISID-Emplovees Outbound-Fabric-Attach-YLAN-Creats !

ke IanitionTermplate-FA-Standalone-YLAN-ISID-Guests Qutbaund-Fabric-Attach-YLAN-PYID 1100

&8 Provisioning IgnitionTemplate-FA-Standalone-YLAN-TSID-Mgmt Outbound-Fabric-Attach-VLAN-1SID 1100:0

- rao1us IqnitionTemplate-FA-VLAN-Create-Yes Outbound-Fabric-Attach-YLAN-ISID 1110:0

B vendors/vsas Iqnition Template-FA-YLAN-ISID-Employees Qutbound-Fabric-Attach-YLAN-I1SID 1120:0

e, Inbound Attributes
¥ Duthound Attributes
Outhound Va\uesl
A sa

#- @ Guest Manager

B ‘ Access Portal

28 & Administration

ch 2020

Dutbound Yalues

IgnitionTemplate-FA-YLAN-ISID-Guests
IgnitionTemplate-FA-YLAN-ISID-Mgmt
IgnitionTemplate-FA-YLAN-PYID
MAS-Prompt

Session-Timeout

FA-Server-4801

:A Dutbound ¥alue Details

x

|New...|

4

i*]

| Cancel ]
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Identity Engines Setup — Set the RADIUS policy to be used to authenticate the MAC addresses

for the wireless AP’s

m @ tMonitor I %{ Troubleshoot

Configuration Current Site: Awvaya Ottawa Lab

=S Avaya Ottawa Lab Access Policies

= [ site Configuration default-radius-device
E}E; Access Policies
m- B raDIUS

- B mac A
: "'ET Ion Mev Access Policy. .,
: - E default-radius-de
- B TacaCs+
- B samL
A% pROWY

Access Policy Mame: |F.¢\-Policy-.¢\P-Clients |

[ use Templates

Templates

These rules will be executed For MAC Authentication Requests,

Rule Names Rule Summary

Mame Enabled Action

IF { Device device-group-member cortains [FAWWLAN-AP-Group]  AND
Irbound Inbound-Fakric-Attach-Cliernt-Type = 6 AND

Inbound Inbound-Fabric-Attach-Client-ld = value:Inbound Inbound-User-Mame } THEN Allow
Send Outbound Walues: FA-SA-Proxy

The FA Proxy switch zero touch option of auto-port-mode-fa-client must be enabled for the

é, above policy to work. The policy as shown above is recommended to provide the most secure
method for authenticating the WLAN 9100 AP where we are checking for a FA Client Type = 6
(FA Client — Wireless AP Type 1) in addition to the device address.
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Identity Engines Setup — Add switch 4802 as an Fabric Attach Proxy Standalone authenticator

@ Monitor % Troubleshoot

Avaya Otkawa Lab
&5 10.12.120.220

- Authenticators
= 'E default
BT oap
i T FA-SAProxy]
B 'E Fa-Server
-T2 RADIUS
: TACACS+

B
&4 550

[]---E Directories
[]---@ Provisioning
[]---& Guest Manager
[]---‘ Access Portal
[]---& Administration

March 2020

Current Site: Awaya Ottawa Lab

: A Authenticator Details

Yendor! Avaya :]
ﬁ’ oA Settings | TACACS+ Settings |

Name: ||4802 | Enable
1P Address: |10.12.110.254 | [ ] Bundie
Container: default, Fi-38-Prosy.

Authenticator Type: |W|red7V]

Authenticator

Device Template: |ers-switches-avaya-use-vlan-IabeI-neap-enabIed V]

Select Policy Name from

RADILIS Shared Secret: |.....

Enable RADIUS Access

| [sho | previous step

Access Policy: |deFauIt—radius-user

-,

V4

Enable MAC Auth

v

Access Policy: |FA-POIicy-AP—CIients

(5) Do Mot Use Passwaord

TR RO STIaT e SECTET e Passmury
() Use This Password

| Cancel I
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Identity Engines Setup — Adding Fabric Attach Client AP to the FA-WLAN-AP-Group

The first time the Fabric Attach client AP is connected to the ERS 4800 switch, it will fail device
authentication and you will need to add the AP device MAC to the internal store. To do this, via Ignition
Dashboard, click on the site name and go to RADIUS AAA Summary -> Failed tab -> double-click the
MAC entry, and add the MAC to the group container created above

% Troubleshook

Current Site: Avaya Ottawalab

User Accounting Learned Devices {via AD) SAML Access Summary r Administration Access Summary r Adminiskration Sessions
TACACS+ AA& Summary Guest Manager &A44 Summary

-5 10.12.120,220

User Authentication/Authorization Activity (last 200 records)

Succeeded
Tirnestarmp User/MAC | Dievice Mame | Device Type \ Device Sub Type | Authenticator | Direckory | Auth Protocol |luthent\c... | Reason for R

2015-11-25 15: 16:32 644700033, ., 4802 HOME/MAC_A, ., ¥ Deny
2015-11-25 15:16:32 64ATOD0I3. ., - 2ze2 Zonmas_o o Deny
20151125 15:16:18 644700033 . peny
2015-11-25 15:16: 18 64470003, ., Authentication, Authorization Request Details | actions + | Deny

2015-11-25 15:16:02 644700033, .
2015-11-25 14:33:51 A4A7DD033. .. 64470
2015-11-25 14:32:55 (44700033, .. 64470

= General Details
Received: 2015-11-25 15:16:32
User Id: 64A7D003390E

Edit Internal Device Details

2015-11-25 14: 28:58 64ATDD033. .. G4ATL o ot Deny
2015-11-25 14:28:57 644700033, .. 6447T Aci:ss t_°':”' d- F° 'c‘ty;:ﬂ 'SA“"; = 1602 Diery
2015-11-25 14:27:56 644700033, ., 64A7T dthenticator: Jdsfault FA-SA-Prosyf Dery

MAC Address: 646700033908 Deny

2015-11-25 14:27:22 644700033, . 64470 B e ergicetion Faled
2015-11-25 14:26:39 644700033, ., 64A7T HEnentication ResUL ALthentication Fale Dery
=l Inbound Attributes

User-Name: 64a7dd033900

MAS-IP-Address: 10,12,110,254

MAS-Pork; 11

Service-Type: 1

MAS-Port-Type: 15

Fabric-Attach-Switch-Mode: 5

Fabric-Attach-Client-Type: &

Fabric-Attach-Client-Id: 64a7dd033e00
= Authentication Details

Quter Tunnel Type: MOME

Quter Tunnel User: 644700033908

Inner Tunnel Type: MAC_AUTH

Inner Tunnel User:

Authentication Result: Authertication failed

| Close ]

i

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 207



F= Extreme

networks

ADVANCE WITH US

644700033906
644700033906

3
]

: & Select Groups

f Fa-WLAN-AP-Group
~Taetau

Internal Group Mame
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Verify Operations — FA Elements

4802#show fa elements

Unit/ Element Element Element

Port Type Subtype VLAN  Auth System ID

1711 Client Wireless AP (Type 1) O AP 64:a7:dd:03:39:0b:00:00:00:01
Legend:

Auth - AP=Authentication Pass, AF=Authentication Fail, NA=Not Authenticated

4802#show logging sort-reverse

Type Time Idx Src Message

| 00:04:15:44 168 Trap: [I1ldpRemTableChange Deletes = 8

|

| 00:04:14:44 163 Fabric Attach: binding activation success (ifc 11 0/1120)

| 00:04:14:44 162 Fabric Attach: binding activation success (trunk 1 0/1120)

| 00:04:14:44 161 Fabric Attach: binding activation success (ifc 11 0/1110)

| 00:04:14:44 160 Fabric Attach: binding activation success (trunk 1 0/1110)

| 00:04:14:44 159 Fabric Attach: binding activation success (ifc 11 0/1100)

| 00:04:14:44 158 Fabric Attach: binding activation success (trunk 1 0/1100)

| 00:04:14:44 38 Fabric Attach: device discovered (Authentication Pass - port
11)

|

1 00:04:06:06 153 Fabric Attach: device discovered (Auth Pass — port 11)

| 00:04:06:06 152 Trap: IldpXMedTopologyChangeDetected, Subtype = 7 Class = 1

4802#show Ildp port 11 neighbor detail

Port: 11 Index: 2 Time: 0 days, 00:32:22
Chassisld: Locally assigned A17142803390B
Portld: MAC address 64:a7:dd:03:39:03
SysName: A17142803390B
SysCap: rwB / rB (Supported/Enabled)
PortDesc: gigl
SysDescr:

Extreme WAP9132, 1.0GB (400MHz), Version: Extreme AOS 7.2.8 (Jul 17 2015), Build: 5
494

PVID: O

PPVID Supported: none
PPVID Enabled: none
VLAN Name List: none

Dot3-MAC/PHY Auto-neg: supported/enabled OperMAUtype: 100BaseTXFD
LinkAggr: aggregatable/not aggregated AggrPortliD: 0
PMD auto-neg: 10Base(T, TFD), 100Base(TX, TXFD), 1000Base(TFD)
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MED-Capabilities: CNLDI /7 C (Supported/Current)

MED-Device type: Endpoint Class 1
Sys capability: 0-Other; R-Repeater; B-Bridge; W-WLAN accesspoint; r-Router;
T-Telephone; D-DOCSIS cable device; S-Station only.
Total neighbors: 1
Med Capabilities-C: N-Network Policy; L-Location ldentification; I-Inventory;
S-Extended Power via MDlI - PSE; D-Extended Power via MDI - PD.

Verify Operations — FA Proxy Stanalone VLAN

After IDE is configured with a policy and the AP is authenticated:

4802#show eapol multihost non-eap-mac status 11
Port Client MAC Address State vVid Pri

11 64:A7:DD:03:39:03 Authenticated By RADIUS N/A  N/A
Total number of authenticated clients: 1

Note the default PVID is now the management PVID of 1100 and the C-VLAN PVIDs of 1110 and 1120
have been added port 11 as per the policy on Identity Engines.

4802#show vlan interface info 11

Filter Filter
Untagged Unregistered
Port Frames Frames PVID PRI Tagging Name
11 No Yes 1100 O UntagPvidOnly Port 11

4802#show vlan interface vids 11
Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

As mentioned above, the first time an AP is connected to the FA Proxy switch, it's MAC address
needs to be added to the Identities Engines internal group and the AP will need to be
authenticated again. This can be accomplished by either clearing the MAC address or shutting
down and then bringing back up PoE power at a port level.
To clear the MAC address entries at a port level:
4802(config)#interface ethernet 1/11
& 4802(config-if)#clear mac-address-table
4802(config-if)#exit
To shutdown and bring back PoE power:
4802(config)#interface ethernet 1/11
4802(config-if)#poe poe-shutdown
4802(config-if)#no poe-shutdown
4802(config-if)#exit
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Verify Operations — IDE Monitor

Via IDE, go to Monitor -> <Name of your IDE Server> -> Access to look at the record details.

:A (Access Record Details Ed

Actions -

El' General Details

Received: 2015-12-17 13:02:53
IUser Id: a4A7DOOZI903

Access Policy: FA-Policy-AP-Clients
aythenticator; defaul'Fa-38-Fro
MaC Address: 644700033903
Authentication Result: Authenticated

El Inbound Attributes

|ser-Mame; 64a7dd033903
MAS-IP-Address: 10.5,110.254
MAS-Paork: 11

Service-Tyvpe: 1

MAS-Port-Type: 15
Fabric-attach-Switch-Mode: 5
Fabric-attach-Client-Type; &
Fabric-attach-Client-Id: 64a7dd033903

=l Authentication Details

Quter Tunnel Type: MOMNE
Outer Tunnel User: 644700033903
Inrer Tunnel Tvpe: MAC_ATH
Inner TL_|nneI Lser:

I Authentication Result: Authenticated

El Authorization Details

Palicy Rule Used: rulel
Authorization Result: Allow

E outbound Attributes

J450)

Fe

Outbound-Fabric-attach-YLAN-Create (Fabric-Attach-YLAN-Create): 1
Outbound-Fabric-attach-wLAN-PYVID (Fabric-Attach-YLAN-PYID): 1100
Outbound-Fabric-attach-YLAN-ISID (Fabric-attach-wLAN-ISID): 1100:0
Outbound-Fabric-attach-YLAN-ISID (Fabric-attach-YLAN-ISID): 1110:0
Outbound-Fabric-Attach-YLAN-ISID (Fabric-attach-YLAN-ISID): 1120:0

El Device Details
account-ocked: False
device-address: 64:47:D0:03:39:03
dewvice-name: 64A7DDO3I3903
device-os-type: null
device-os-version:
device-sub-type: wlan-9100
device-user-name: 644700033903
dewvice-vlan: id: 0"
device-expiry-enabled: False
enable-start-time: True
device-expiration-time:
source: 4802
start-time: 2015-11-25 14:35:50
type: Fa client

El Groups

]

EI It

| Close |
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Verify Operations - EAP Setting on ERS 4800 assuming an AP has successfully

authenticated on port 11

The FA zero touch setting of auto-port-mode-fa-client will automatically enable the following EAP settings:

4802#show eapol multihost non-eap-mac status
Port Client MAC Address State Vid Pri

11 64:A7:DD:03:39:0B Authenticated By RADIUS N/A  N/A
Total number of authenticated clients: 1

4802#show eapol port 11

EAP Administrative State : Enabled
Protocol Version 2
Port-mirroring on EAP ports : Disabled
EAP User Based Policies : Disabled
EAP User Based Policies Filter On MAC Addresses : Disabled
Port: 11

Admin Status : Auto

Authorized - Yes

Admin Directions : Both

Oper Directions : Both

ReAuth Enable : No

ReAuth Period 3600

Quiet Period > 60

Supplicant Timeout : 30

Server Timeout : 30

Max Requests 2

Dynamic RADIUS Server : No
4802#show eapol multihost
Allow Local Non-EAP Clients : Disabled
Non-EAP RADIUS Authentication : Enabled
Non-EAP AutolLearned After Single Authent (MHSA) : Enabled
Non-EAP DHCP Phone Authentication : Disabled
EAPoL Request Packet Generation Mode . Multicast
EAP RADIUS Assigned VLANs : Disabled
Non-EAP RADIUS Assigned VLANs : Disabled
Non-EAP RADIUS Password Attribute Format - MACAddr
Non-EAP User Based Policies : Disabled
Non-EAP User Based Policies Filter On MAC Addresses : Disabled
EAP Protocol : Enabled
Use Most Recent RADIUS Assigned VLAN : Disabled
Non-EAP ReAuthentication : Disabled
Block Different RADIUS Assigned VLAN Authentication : Disabled
Dummy ADAC Radius Requests : Disabled
ADAC Non-EAP Phone Authentication : Disabled
Fail Open VLAN - Disabled
Fail Open VLAN ID 1
Fail Open VLAN Continuity Mode : Disabled
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4802#show eapol multihost interface 11

Port: 11
MultiHost Status : Enabled
Total Maximum Number of Clients 1
Maximum Number of EAP Clients 1
Maximum Number of Non-EAP Clients 1
Allow Local Non-EAP Clients : Disabled
Non-EAP RADIUS Authentication : Enabled
Non-EAP AutolLearned After Single Auth (MHSA) : Enabled
Non-EAP DHCP Phone Authentication : Disabled
EAPoL Request Packet Generation Mode - Multicast
EAP RADIUS Assigned VLANs : Disabled
Non-EAP RADIUS Assigned VLANs : Disabled
EAP Protocol : Enabled
Use Most Recent RADIUS Assigned VLAN : Disabled
Block Different RADIUS Assigned VLAN Authentication : Disabled
ADAC Non-EAP Phone Authentication : Disabled
MHSA No limit Non-EAP Authentication : Enabled

WAP 9132 Verify Operations - Assuming a WAP 9132 is connected to port 11 on the Proxy

Standalone switch and using SSH to connect the WAP 9132

A17142803390B# show fabric-attach status

Fabric Attach Status

State enabled

Element Type FA Client - Wireless Access Point Type 1
Element State untagged

Management VLAN 0

Element Gigl MAC Address 64:a7:dd:03:39:03

Element Gig2 MAC Address 64:a7:dd:03:39:04

Message Auth Key set

A17142803390B# show fabric-attach elements
Fabric Attach Elements
Interface Element IP Element Type Mgmt VLAN Element MAC Last Updated

gigl 10.5.110.254 FA Proxy 1100 cc:f9:54:b4:ac:00 15

A17142803390B# show Ildp neighbors

LLDP List
Hostname IP Address Model Interface VLAN Capabilities
4802 10.12.110.254 Port 11 Bridge Router
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20.2Using EDM
20.2.1 1S-1S and SPB Configuration

SPB and IS-IS core configuration

EDM
a) Configuration -> 1S-1S -> SPBM —> Globals -> GlobalEnable = enable -> Apply

ERS-1 {vrf O} % 'if'-—-'-:l:nﬁi'..c-x"-.!v-ﬂJ 7] 5Pl =
& | Configna ataon | Globals || st | Irbedeces sPEM || 5D E’l.ﬂamﬁ- TP Urscask FIE | Urscask FIS | Mukicast FIB
JWRF Conteod visw
] Gk Sart v s Refresh | g Help
| Exid |
JGraph | @ snadle dsakle
JYLAN :
y GlobalEther Typa: @] DxS100 Ow2Ras
a IEds
e
Exf=tt

b) Configuration -> VLAN -> VLANs -> Basic -> Insert -> add Id, provide a Name
if you wish and Type = spbm-bvlan -> Insert

8002 (vrf 0] || | Gl Device Physical view || EZ15PaM
B & 3ol é Baske | Advanced | Forwarding - T on || memote MAC | Logeal Ports
Search: x B2 —
+ [releste - Ch g
4 ] Configuratisn J bsert | & v ooy % o Copy L unde EdEpat S
") Davice [::i' Insert Basic *»
_ ) VRF Conted view
\ Eai Id: | 2051 1..4004
BETRRN Hame: | BVLAN-1
4 VLAN
T vLaNs Colorldentifier: | green w
_1Spanning Tres Type: |
S uLTrLace | 2 byPort bylpSubnet byProtocolld
T MALC Learning brySrcMac bylds @ spbrm-bvian
] suLT L —
] Giobal MAC Fitering Qoslevel | javeld @ levell kevelz
.:_—IELW levels level O bevels
] =S
e levels
TP
TIMRLS
] Securiy |
~jo0s [ et || X concet || Brep |7
| Serviceabity

c) Configuration -> IS-1S -> SPBM —> SPBM -> Insert -> add Id, Node Nick Name,
Primary VLAN (used with SMLT configurations), B-VLAN ID’s, and click on
Insert when done (configuration shown below is for an SMLT setup to B-VLANs
4051 and 4052)
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8007 vl 0) o || | i Device Physical View || [T] S
B3P do Gobals | SPBM | InterfacesPBM | [SID | MckMames | PUncastFIl || UricsstFIE | MulbcastFIE | DropStass | Ipdcsst?
Search: L : - =
S D trmert | 2 v % nefeth o C Bepst: St @nk
) Devica d  HodelickMame  FrmaryVian =~ Vians  LsdbTrap  pShordodl  SmESpHBER SeraBimac SmifeerSysid
] R Context view (-1 A8 AAA052  deabie Enatie primary D0 03008200180 10000000, 0000
] Edit
] Gragh
LAk
455
T
X sreu
= Sain
d) Configuration -> IS-IS -> IS-IS -> Interfaces -> Insert -> enter index

number,

select Port or MIt,

then AdminStatus off (enable once SPBM is

enabled in next step)

ERS-1 (vrf D) bl

& {5 ConSiparation
_IWRF Cofdaxt vitw
ok St
] Groph
—IVLAN

a4 155
s
Terem
stats

e) Configuration ->
previous set>
Insert

-> SPBM

“Le'ﬂ:e Physical Wiew || [iT] 1S-15 # | [T bnberfaces-5FB0, 1 & | [0 Interfaces-SP0M, 2 %

Interfoces | Dnberfaces Lovel | Manislarea | L1 Ares || LSP Suminary

v % [Rairesh| [ Export Data 7]
Type Adminciata CparSists BaghType  Audbiey  Keyd
pTeRt ot drem 0

Pt Syibemn ILeeesl Adincendy

A Iroet E| @ Help

LewaiType  Mumdd)  Numpid
L] o o

e
1 2

Hirsdee::
Filahs

1S-1S ->

->

1S-1S
Insert

index number from
id and state enable ->

-> Interfaces -> <select
-> enter SPBM

ERS-1 {wriD)
4 () Canfigurabon
_IWRF Condext view
) Cwick Start
(] Edit
|1 Graph
“IVLAN
41548
s
= Stats

) Configuration ->
previous set> ->

i Device Physical Wisw [iZ] Interfaces-SPBM, 1 *

N

v AD %% Refresh [ Export Data
State  Type L1ketric
enable plpt 10

& 1_"__] 15-I5 '*

Interfaces SPBM

oo Insert
Inicle:
1

Spbmid
1

1S-1S ->
AdminState

1S-1S

-> Interfaces -> <select index number from

on -> Apply

ERS-1 (vl D) et

A T o ation
CIWRF Contesd view
_JGaick Start
_|Edit
—JGraph
IVLAN
=11
Es ]
Dorem
EStals

g) Configuration ->

) Cevvice Physcal iew | [T]15-15 =

o Strtin ILass] Tnderlades [rdard aad Linved Fafi il A e Ll Aral LS9 Si ity Auliarirly

o Irset | D) Delste o Apply | %S Refresh | [ Expoct Dwta T)seem ] Graph @ Help

e Iindex  Typd  Admanciabe OperSiale  AuhTyps  Aufhiiey  Hendd Levellyps Mumdd Rl
1 202 PiToRt ﬂ _V =] =y ] 1] L] a =]

on

ot N
I1S-1S -> 1S-1S -> Manual Area -> Insert -> AreaAddr =
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<manual area id in format of xx.yyyy>

8007 (vrf 0)

Search:
4 = Configuration
+ | Device
] VRF Context view
(L] Edit
1 Graph
[ VLAN
4 (1515
Es
Tisrau
= Stats

B < 3 oul @
x 0

| | G Device Physical View | [ 15-15 '
Protoond Suremary Ghobals
© it | © Dokt | ¥ i

Areatddr
490001

System Level

“, Refresh

Interfaces Level

L paste | € Und

Interfaces

h) Configuration -> IS-1S -> 1S-1S -> Globals -> AdminState = on -> Apply

BOOT (wrd 0) || | Gl Device Physical View || [T 15-15 =
E -‘iq."' 7 Ed a Profocol Summary Globals System Level Interfaces Interfaces Level Manusl Ares L1Ares
Search: ® o
E
- Refrash
# (=5 Configuration v - W Help
+ () Drewice AdminStatel | @ on ) off
_JVRF Cotaxt view T
JEa LevelType: | @ levels O levelianc2
+ | Graph
_IVLAN Systemld: (0049.0001.0700
L= 1-2-1
- 0..590:0 (secs
Hes Mad SPGenint: | 900 (secs)
T sepu

March 2020

©2020 Extreme Networks, Inc. All rights reserved

Manual Area




F= Extreme

networks

ADVANCE WITH US
20.2.2 VSN Configuration

Extending a VLAN (L2VSN)

EDM

Configuration -> VLAN -> VLANs —> Advanced -> Select VLAN -> ISID = <0..16777215>
-> Apply

8007 (vrf 0) «}| | Gl Device Physical view || E)15-15 * | ) vLANS
B 2@ 3 ul @ Basic | Advanced | Forwarding-TP Bridges | NSNA | Remote MAC | Wireless®
md IF’ - .
Apply Refrech e | B Undo Export Pric
4 (=] Configuration * { = o oy L E IE:I
+ [ Device | ] Hame Ifirdhex Type +sid Protocolid
[+ [ WRF Context view ‘ 1500 wian_ap_viani500 3548 byPort 0 none
b (CJEdk (= || 2000 VLAN-2000 4043 byPort 0 none
> (3 Graph | 2255 Gvsnbiue-vian2255 4303 byPon 0 none
4 EJVLAN | 4
3 - 2758 Dvsn-me-2256 4304  byPort 100225 Mone
. (] Spenning Tree 3333 VLAN-3333 5381  byPort « [ii] » noy
=] MLTRLACP 3334 vian3334 5382 byPort 1] none
=] MAC Learning 4
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Extending a VLAN (L3VSN)

EDM

a) Configuration ->
options -> Insert

IP -> VRF —>

Insert

-> Enter

ID, VRF name,

ERS=1 [l 0}
i jCorfpreton
ZIVEF Contet vew
Gk Fiarl

WHF

o Iroert

Barert WRE

i ]

P X

ApTrigge:

2
T
el

Mafoutes:  1poon

% nefresh [ £xporn Data

M | ]

Traphnatis

0. 250000

L] crnf

L

¢ Maudosn e

[ e | [ o | [Cir |

b) Configuration -> IP -> IP-VPN —> VPN -> Insert -> Select VRF ID -> Insert

any other

ERS-1 {vrl D)
& ) Configuration
|__JYRF Context view
[l Ghuick Start
") Exit
[Jraph
[IvLaN
JIs-1s
4P
=0
T]IP-wPN
=
= TCPADP
=] OsPF
=]RP
] vRRP
=ece
ERSMLT
=] Millicast
sl
=] OVMRP
=l
P

c) Configuration ->

0..16777215> -> Enable

<«!| | G Device Physical View | =) vRF *

FOUE pnsert ¥PN

o 14' ¥rild:
Wrild

vrfid

0 GlobalRouter

L]

] IP-vPN

| @ nset || 3¢ concel || @ telp |

%!

[ ok

|| Refresh || cancel |

IP -> IP-VPN —> VPN

true -> Apply

-> <selec

t Vrdld> -> IsidNumber
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ERS-1 {vri 0) 5 | G Device Physical view | [Z]vRF = | [T 1P-weN =
4 i3 Configuration RouteTargst || WPN || RouteDistingushar
_IVRF Context view R —— -
) Guick Start i) Insert D) Delete o Apply <% Refresh [ ExportData @) Help
jGETmh Vrfid Enabis mmportRTList  ExportRTList  SvelblaocOpt | IsidMurmber
VLN 1 (g o 0 0 "
.= enzble
4 5P disable [%
EalA ]
=ie
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20.2.3 Connectivity Fault Management (CFM) Configuration —
release 7.0 or 7.1.1.

Add Maintenance Domain (string up to 22 characters), Maintenance Association (string up to
22 characters), and maintenance end point (id from 1 to 8191). There may only be one MEP
per SPB VLAN in the 7.1 release and CFM is only supported on SPB VLANs. When assigning
a Maintenance Intermediate Point (MIP) level to an SPB VLAN, the value may be 0 to 7; there is
only one MIP supported per SPB VLAN in the 7.1 release. It is recommended that MEP and
MIP use the same level. The MEP level is configured under the Maintenance Domain of a given
MEP

EDM

a) Configuration -> Edit -> Diagnostics —> CFM -> MD -> Insert -> enter Index
ID, Name, Level -> Insert

BOOT (vwrf 0) i %C-: ce Physical Viev i) 1S-IS | VLANS [Tl CFM '*
H 2 o @ Gobal | mp || e | L
Search: LR :
) Insert v  Refresh C [
Insert MD b
=] File System
4 {7 Diagnostics Index: 2 1..2147483647
=] General
ZJons Name: | spbm
= reap Lavel: 4 0..7
=] Ping/Trace Route |
=] L2PingA2Trace Rout ~—
=] CFM
5] System Log l 5! Insert H ¥ _cancel ” G melp ]
=] Topology
= NTP

b) Configuration -> Edit -> Diagnostics —> CFM -> MD -> select MD instance ->
MaintenanceAssociation -> Insert -> Enter MA index number and MA name ->
Insert. Repeat for each B-VLAN, i.e. Association Index = 1 for B-VLAN 4051,
and Association Index = 2 for B-VLAN 4052

[}

| | 8007 (wrfd) 4 % Device Physical View || [I=] IS-IS L] VLANS E=] oA 7] MD-Mainten:
B < F u e MA
Search: ® |2
| ) Insert v “Z5 Refresh L
| Serial Port Insert MA x| 01
=] File System
# /=] Diagnostics AssociationIndex: 1 1..2147483647
=] General m
TIons AssocabionName: 4051
' E]PCaP 4 m '
‘ =]Ping/Trace Route |
=] L2Ping/_2Trace Roul = 3 fnsert “ ¥ Cancel H @ Helo r
=) CFM
=] System Log
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BO0F (wrf 0) £ i[‘:e-;ce Physical View || [C115-15 * | (D wans *| [T o # || [Z] MD-MaintenanceAss:
<2 un @ HA
Search: e —— x1]
22| Serial Fort AssodationIndex: 2 1..2147483647
=] File System
# 55 Diagnostics AszocitionNamea: 4052
] General 14 Bl r h
Hows
I pCap
gF‘hWrnmelc l 2. ocert i[ X “ o ]
] L2PingA I Trace Roul =
] CFu

c) Configuration -> Edit -> Diagnostics —> CFM -> MD -> select MD instance ->

MaintenanceAssociation -> select MA

index -> MaintenanceEndPoint -> Insert -

> enter id, AdminState = enable -> Insert. Repeat for each B-VLAN. Please
keep note of MA Id used as this will be required for next step
8007 (vrf 0) «}| | Gl Device Physical view || (51515 * | R vans */| (Sl oM = | (E) M-
H < @l @ MEP
Search: ® B2 —
PR O Insert & v iooly | o Refresh | C
- erial Port Insert MEP x
=] File System
4 = Diagnostics Id: 7 1..8191
=] General ) =
=Jons . AdminState: [” enable @ disable
= prcar ‘ [}
=] Ping/Trace Route | |
=] L2Ping 2Trace Rout = | -
=crm [ © snsert || X cancel || @ Hep |
= Gwrabam 1| nn
d) Configuration -> VLAN -> VLANs -> Advanced -> select B-VLAN -> Nodal ->
NodalMepList = <md string>.<ma string>.<mep id>. Repeat for each B-VLAN.
BOO7 (vrf 0) «)| | 4B Device Physical View || [=]15-15 */|| ) vans *|| o *||
H <@ ul @ Nodal MEP/MIP
Search: x o
e Refresh
4 =5 Configuration - vk i 9 hep
] Device NodalMepList: | spbm.4051.7
i [ VRF Contexdt wiew :
~Edh NumOfNodalMep: 1
] Graph NodalMipLevellist: 4
# =5 WVLAN
=] VLANS 1 NumOfNodalMipLevel: 1
[ Spanning Tres 1
March 2020 ©2020 Extreme Networks, Inc. All rights reserved 221




F= Extreme

networks
ADVANCE WITH US
8007 (vrf0) «! | G Device Physical view || E211515 = | R wians || B2 o * || B2 MDMain
B < 72 ul @ Nodal MEP/MIP
Search: xlol |[
. -
4 ] Configuration * v ¢ “DRefresh | @ Hep
> [ Device NodaMepList: spbm.4052.7
» ) VRF Context vi
i jEdl S i NumOfodalMep: 1
& (] Graph NodaMipLevellist: 4
4 55 VLAN
=vLans | NurmCfiNodalMipLevel: 1
- [__] Spanning Tree 1
B wtace
[E] mAC Leaming
] SMLT
=] Global MAC Fitering [y
=] SLPP e
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21. VLAN and ISID Restrictions using TACACS+
via ldentity Engines

For security concerns, customers may wish to restrict users from only entering specific VLAN and ISID
combinations. For example, for building x, an administrator wishes to only allow a local user to add
VLANs 2000-2399 and only use I-SIDs 2002000-2002399. Regular expressions via ldentity Engines
TACACS+ Device Command Sets can be used to restrict specific ranges.

On a VSP 7000, ERS 5900, and ERS 4800 supports up 15 different TACACS+ levels are supported. For
each level, we can restrict what commands are allowed and or denied and also allow regular expressions
to restrict a command to a specific range. Please see the Management Access Security TCG, publication
number NN48500-594 for more details on how to configure TACACS+ and setting up IDE.

The VSP 4000/7200/8200 and VSP 9000 support up to 6 levels as per the table below. Please see the
Management Access Security TCG, publication number NN48500-650 for more details on how to
configure TACACS+ and setting up IDE.

VSP 4000/7200/8000/9000 TACACS+ Access Levels

Access Level Privilege Level

None Oand 7to 14
Read only 1
Layer 1 read write 2
Layer 2 read write 3
Layer 3 read write 4
Read write 5
Read write all 6
Read write all 15

VSP 4000/7200/8000 Enhanced Security TACACS+ Attributes

Access Level VSA Attribute 26 — Vendor Identifier 1584 Type 192 value

None-Access 0,4,5 7to 14

Auditor 1

Security 2

Operator 3

Privilege N/A — Not allowed by TACACS+
Admin 6

Admin 15
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21.1TACACS+ Switch Configuration

VSP 7000, ERS 4800/5900 TACACS+ Configuration

tacacs server host <primary TACACS+ ip address> key
Enter key: *****
Confirm key: *****

tacacs authorization enable

tacacs accounting enable

tacacs authorization level all

cli password telnet tacacs

cli password serial tacacs

@ Please note SNMP and WEB access will be disabled one TACACS+ is enabled. Both
options can be re-enabled again after initially enabled TACACS+.

VSP 4000/7200/8000/9000 TACACS+ Configuration

Option 1: without a source IP address defined:

tacacs server host <primary TACACS+ ip address> key <word, 0-128>
tacacs protocol enable

tacacs accounting enable cli

tacacs authorization enable

tacacs authorization level all

Option 2: without a source IP address defined, i.e. loopback interface:

interface loopback <1-256>
ip address <1-256> <ip address/mask>
exit

tacacs server host <primary TACACS+ ip address> key <word, 0-128> source <ip address>
source-ip-interface enable

tacacs protocol enable
tacacs accounting enable cli
tacacs authorization enable

tacacs authorization level all
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21.2TACACS+ Configuration — Identity Engines

Assuming we wish to restrict user123 to only allowing the following
e VLAN 2000-2399
e ISID’s 2002000-2002399
e Deny all other VLAN and ISID combinations

IDE - Add a new device command set by going to Configuration -> Site Configuration -> Access

Policies ->TACACS+ -> Device Command Sets and click on New

Via the New Device Command Set window, enter a name (level5_setl as used in this example) and click
on Add for each ACLI command set:

e For all the normal commands, via the Device Command window, select Simple Command using
Keywords and Arguments and Allow

e For the command with ranges, via the Device Command window, select Allow first via the Simple
Command using Keywords and Arguments tab and then click on the Advanced Command
Matching the Regular Expression tab to add the regular expression

—
S —re—

Name: levels_setl () Simple Command Using Keywords and Arguments
- I (#) Advanced Command Matching the Regular Expression I
Description:
Comrands In Set | Match Regular Expression: |~.-'Ian create 2[0-3][0-2][0-9]
enable Al
configure Allo
shiow Al :A Device Command
logout Allo '
ik Allow () Simple Command Using Keywards and Arguments
no Allo (%) Advanced Command Matching the Regular Expression
vlan create 2[0-3][0-9](0-9] Allo
:::: :.Zlfnt;efinz[ag-[g]?[il-[g]sg-g] 2::23 Match Regular Expression; |\flan delete 2[D-3][EI-9][EI-9]|
vlan mik 2[0-3][0-3][0-9] Allo
vlan members remove 2[0-3][0-9]00-3] Allo ¥ pevice Command
vlan i-sid 2[0-3][0-9][0-9] 2002[0-3][0-9[0-9]  Allow A
() Simple Command Using Keywords and Argumenkts
(#) Advanced Command Matching the Regular Expression
Edit... | | Delete © Match Regular Expression:  |wlan members 2[0-3][0-9][0-9]
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Current Site: Avaya Ottawa Lab

& Device Command

Mame: levels_setl
Description: () Simple Camrmand Using Keywards and Arguments
(#) Advanced Command Matching the Regular Expression
Comrnands In Set |
enable Allova
configure Allow Match Regular Expression: |vlan milt 2[0-3][0-2]00-9]
shiow Allova
ik Allova ]
no Allow () Simple Command Using Keywards and Arguments
wlan create 2[0-3][0-9][0-9] Allaw (3 Advanced Command Matching the Regular Expression
wvlan delete 2[0-3][0-9][0-9] Allova
wlan members Z[0-3][0-9][0-9] Allova
wlan mit 2[0-3][0-3][0-9] Al Match Reqular Expression:  |vlan members remove 2[0-3][0-9][0-2]
wlan members remove 2[0-3][0-9][0-9] Allova
vlan i-sid 2[0-3][0-9][0-9] 2002[0-3][0-9][0-9]  Allaw
:A \Device Command

Edt | | | - s g KEI:"I 0 ds =] d ArgUmE k
(L S
(-' ki Ed C':lmmarllj SEchi d the RE';IL”EII’ E.‘-'CI:'FESSiD

Match Regular Expression: | vlan i-sid 2[0-3][0-9][0-9] 2002[0-3][0-2][0-%]

IDE — For the TACACS+ Policy, make sure you select the above device command set for the

appropriate user via Configuration -> Site Configuration -> Access Policies ->TACACS+ ->
<policy name>

Configuration Current Site: Avaya Ottawa Lab
E}% Avaya Ottawa Lab
,% 10.12.120.220 Access Policy:  Policyl | Access Policy Summary. ..
EI|El Sike Configuration
EIE, Access Policies
-8 raoIUS

[ »

Identity Routing [

Authorization Policy

MAC Auth Rule Mames Rule Summary

=-A§ Tacacs+ | |

: . MNarme | Enables Ackion G =

i Device Command Sets IF_Useruserid = user123 THEN Allow

all-commands A :; i::sx | Fermit commans in Command Set: levels_sett
default-command-set

Administrator Session Values
levelS_setl

Privilege Level 5
ﬂs default-tacacs-admin
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22. Configuration Examples
22.1SPB — Core Setup

Switch-1 Switch-2
2005 .

SMLT

Switch-3 325 Cluster

=1

ESXvPort
Hasing

ESX IP Hashing

For this configuration example, we will show how to provision SPB on the following platforms:

e Common SBP Settings

All switches B-VLANs 4051, 4052 where 4051 is the
primary B-VLAN

VLAN Names BVLAN-1 and BVLAN-2
IS-IS Area 49.0001

IS-IS Enable

SPBM Enable, using instance 1

e Unique SPB Settings

VSP 4000 400x 0.40.0x

VSP 7000 700x 0.70.0x 700x
VSP 9000 900x 0.90.0x 90x
ERS 4800 480x 0.48.0x 480x
ERS 8000 800x 0.80.0x 80x
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e SMLT IST Settings

SMLT Cluster | VLAN VLAN Subnet VLACP
Members

9001 & 9002 3/1 & 3/2 10.5.2.0/30 Yes — Long timeout
8005 & 8006 2 2/1 & 2/2 10.2.1.0/30 Yes — Long timeout
7001 & 7002 2 38-39 10.70.2.0/30 No

e SMLT vIST Settings

4001 & 4002 2 10.4.2.0/30

For compatibility between the VSP 9000 and VSP 4000 with the ERS 8800 and VSP
7000, it is recommended to change the Spanning Tree mode to MSTP on the ERS 8800

& and VSP 7000. This allows, for example, COM’s VLAN Wizard to dynamically add
VLANSs between the ERS 8800 and VSP 9000 as the Wizard adds VLANs by Spanning
Tree instance.
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22.1.1 Configuration

For this configuration example, all switches are provisioned using ACLI which is the default setting on all
switches with the exception of the ERS 8000.

22.1.1.1 Configuration Mode

ACLI

config terminal

The ERS 8800 supports either CLI or ACLI. The VSP 4000, 7000, ERS 4800, and VSP 9000
only support ACLIL. On an ERS 8800 switch, to change from CLI to ACLI, enter the CLI
command config boot flags acli true and save boot. Prior to making the change, you should

@ convert the configuration file to ACLI by entering the command save config file
flash/config_acli.cfg backup /flash/config.cfg mode acli. To change from ACLI to CLI, enter the
ACLI command no boot config flags acli and save boot. Prior to making the change, you should
convert the configuration file to CLI by entering the command save config file
[flash/config_cli.cfg backup /flash/config.cfg mode cli.

22.1.1.2 Auto Save
On the VSP 7000, ERS 5900, and ERS 4000 platforms, auto-save the configuration is enabled by default.
If you wish, you can disable this feature and then manually save the configuration each time you make a

change.

ACLI

no autosave enable

To save the configuration, use either of these commands
write memory

save configuration

copy config nvram
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22.1.1.3VSP 7000 — Rear Port Mode

Rear Port
7001, 7002, 7003, 7004 Rear port mode Enabled & SPB

For this example, the VSP 7000 is configured in Fabric Interconnect (FI) mode. Hence, we will change the
rear-port mode to SPB.

Enable rear-port mode on switches 7001, 7002, 7003, and 7004

7001, 7002, 7003 & 7004:

rear-port mode enable spb

Enabling rear port mode will disable Fabric Interconnect Stack operation.
Switch configuration will be reset to partial-defaults. Continue(yes/no)?y
show rear-port mode

Rear Port Mode: Enabled SPB (Loopback Port Reserved)

Rear Port Operational State: Operational SPB (Loopback Port Reserved)

22.1.1.4 Option: Change Spanning Tree mode to MSTP

For the ERS 8800, ERS 4800, and VSP 7000, we will change the Spanning Tree mode to MSTP. This is
the default setting on the VSP 4000 and VSP 9000. When using tools such as VLAN Manager in COM, it
is recommended to change the Spanning Tree mode to MSTP.

VSP 7000 & ERS 4800 Option — change spanning mode to MSTP on ERS 8000, VSP 7000,

and ERS 4800 switches

4801, 7001, 7002, 7003 & 7004:

spanning-tree mode mst

New operational mode MSTP will take effect upon reset
7024XLS(config)#boot

Reboot the unit(s) (y/n) ? yRebooting .

show spanning-tree mode

Current STP Operation Mode: MSTP

ERS 8800 Option — change spanning mode to MSTP on switches 8003, 8004 ,8005 ,8006,

and 8007

8003, 8004, 8005, 8006 & 8007:

ERS-8606:5(config)# boot config flags spanning-tree-mode mstp

Warning: Please save boot configuration and reboot the switch
for this to take effect.
Warning: Please carefully save your configuration files before
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starting configuring the switch in RSTP or MSTP mode.
The syntax used to create VLANs in any of these new
modes is NOT COMPATIBLE with the default mode (STP)

ERS-8606:5(config)#save boot
ERS-8606:5(config)#boot -y

22.1.1.5 System Name

VSP 4000 Switches - Configure system name

prompt <4001]4002>

VSP 7000 Switches - Configure system name

snmp-server name <7001]7002]7003]7004>

ERS 8800 Switches - Configure system name

prompt <8003 ]8004]8005]8006]8007>
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VSP 9000 Switches - Configure system name

prompt <9001]9002>

ERS 4800 Switches - Configure system name

snmp-server name 4801

22.1.1.6 Option — Configure out-of-band management interface

As an option on the ERS 8000, VSP 7000, and VSP 9000, an out-of-band management interface can be
configured.

VSP 7000 Switches — Add out-of-band configuration

ip mgmt address <switch]stack> <ip address> netmask <subnet mask>
Either add a default gateway or static route(s)

ip mgmt default-gateway <gateway IP>

or

ip mgmt route <destination IP> <destination subnet mask> <gateway IP>

show mgmt-port status
show ip mgmt switch

show ip mgmt route

ERS 8000 Switches - Add out-of-band configuration

boot config net mgmt ip <ip address>/<subnet mask> cpu-slot <cpu slot number>
boot config net mgmt route add <ip address>/<subnet mask> <gateway IP>

save boot

show boot config net

@ Up to 5 static routes can be configured and no out-of-band default route is supported.
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VSP 9000 Switches — Add out-of-band configuration

interface mgmtEthernet <slot|port>
ip address <ip address> <subnet mask>
exit

As an option, a management virtual IP address can be configured valid for both CPU’s
when two are used

sys mgmt-virtual-ip <ip address>/<subnet mask>
router vrf MgmtRouter
ip route <destination IP> <destination subnet mask> <gateway IP> weight <1-65535>

exit

show interfaces mgmtEthernet

show interfaces mgmtEthernet <config-Ll|error|statistics>

show interfaces mgmtEthernet <config-Ll|error|statistics> <slot]|port>
show interfaces mgmtEthernet

show ip route vrf MgmtRouter

22.1.1.7 Enable VLACP Globally

VSP 4000, VSP 9000, and ERS 8000 Switches — Enable VLACP globally

vlacp enable

VSP 7000 & ERS 4800 Switches - Enable VLACP globally

vlacp enable

vlacp macaddress 180.c200.f
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22.1.1.8 IST Configuration — SMLT Cluster switch 4001 & 4002, 9001 &
9002 and 8005 & 8006

9001, 9002 MLT ID
8005, 8006 VLAN 5
VLACP (IST port Timers Long (slow)
members)
Time-out Scale 3
VLACP MAC 01:80:¢2:00:00:0f
Slow periodic time 10000
9001 IST VLAN IP address 10.5.2.1/30
Ports 3/1,3/2
9002 IST VLAN IP address 10.5.2.2/30
Ports 3/1,3/2
8005 IST VLAN IP address 10.2.1.1/30
Ports 2/1,2/2
8006 IST VLAN IP address 10.2.1.2/30
Ports 2/1,2/2
4001 IST VLAN VLAN ID 2
IP address 10.4.2.1/30
4002 IST VLAN VLAN ID 2
IP address 10.4.2.12/30

For vIST on the VSP 4000, we only need to create the IST VLAN and add an IP address for
now. For the VSP 7000, we will create the IST after we have provisioned SPBM.
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VSP

9001:

9001

9001:

9001

9001:

9001

9001:

9001

9001:

9001

9001:

9001

9001:

9001

9001:

9001

9001:

9001

9000 SMLT Cluster: Add IST MLT, VLAN 2 with IP address, and enable VLACP

1(config)#vlan create 2 name "IST_vlan2" type port-mstprstp 0O
:1(config)#mlt 1

1(config)#mlt 1 name IST

:1(config)#mlt 1 member 3/1,3/2

1(config)#mlt 1 encapsulation dotlq

:1(config)#vlan mlt 2 1

1(config)#interface vlan 2

:1(config-ifF)#ip address 10.5.2.1 255.255.255.252
1(config-if)#exit

:1(config)#interface mlt 1

1(config-mlt)#ist peer-ip 10.5.2.2 vlan 2

:1(config-mlt)#ist enable

1(config-mlt)#exit

:1(config)#interface gigabitEthernet 3/1,3/2
1(config-if)#vlacp slow-periodic-time 10000 funcmac-addr 01:80:c2:00:00:0Ff
:1(config-if)#vlacp enable

1(config-if)#exit

:1(config)#vlacp enable

:1(config)#interface vlan 2

:1(config-ifF)#ip address 10.5.2.2 255.255.255.252
:1(config-if)#exit

:1(config)#interface mlt 1

:1(config-mlt)#ist peer-ip 10.5.2.1 vlan 2
:1(config-mlt)#ist enable

:1(config-mlt)#exit
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ERS 8800 SMLT Cluster: Add IST MLT, VLAN 2 with IP address, and enable VLACP

8005:5(config)#vlan create 2 name "IST_VLAN" type port-mstprstp 0O
8005:5(config)#mit 1

8005:5(config)#mlt 1 name IST

8005:5(config)#mlt 1 member 2/1,2/2

8005:5(config)#mlt 1 encapsulation dotlq

8005:5(config)#vlan 2 mit 1

8005:5(config)#interface vlan 2

8005:5(config-if)#ip create 10.2.1.1 255.255.255.0
8005:5(config-if)#exit

8005:5(config)#interface mlt 1

8005:5(config-mlt)#ist peer-ip 10.2.1.2 vlan 2
8005:5(config-mlt)#ist enable

8005:5(config-mlt)#exit

8005:5(config)#interface gigabitEthernet 2/1,2/2
8005:5(config-if)#vlacp slow-periodic-time 10000 funcmac-addr 01:80:c2:00:00:0F
8005:5(config-if)#vlacp enable

8005:5(config-if)#exit

8005:5(config)#vlacp enable

8006:5(config)#interface vlan 2
8006:5(config-if)#ip create 10.2.1.2 255.255.255.0
8006:5(config-if)#exit

8006:5(config)#interface mit 1
8006:5(config-mlt)#ist peer-ip 10.2.1.1 vlan 2
8006:5(config-mlt)#ist enable
8006:5(config-mlt)#exit

VSP 4000 SMLT Cluster: Add IST VLAN 2 with IP address

4001:
4001:1(config)#interface vlan 2

4001:1(config-if)#interface ip address 10.4.2.1 255.255.255.252
4001:1(config-iF)#exit

4002:

4001:1(config)#interface vlan 2

4001:1(config-if)#interface ip address 10.4.2.2 255.255.255.252
4001:1(config-if)#exit
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22.1.1.91S-1S and SPB Global Configuration

SPB
All switches B-VLANs 4051, 4052 where 4051 is the
primary B-VLAN
VLAN Names BVLAN-1 and BVLAN-2
IS-IS Area 49.0001
IS-IS Enable
SPBM Enable, using instance 1
4001 SPB Nick Name 0.40.01
SPB System-Name 4001
VIST Configuration
SMLT Peer System ID a012.90d3.ec65 (System ID of
4002)
ISID 2002
VIST peer 10.4.2.2
4002 SPB Nick Name 0.40.02
SPB System-Name 4002
VIST Configuration
SMLT Peer System ID d4ea.0e10.e465 (System ID of
4001)
ISID 2002
VIST peer 10.4.2.1
4801 SPB Nick Name 0.48.01
SPB System-Name 4801
7001 SPB Nick Name 0.70.01
SPB System-Name 7001
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7002

7003
7004
8003
8004

8005

8006

8007

9001

March 2020

SMLT Peer System-1D

SPB Nick Name

SPB System-Name

SMLT Peer System-1D

SPB Nick Name

SPB System-Name

SPB Nick Name

SPB System-Name

SPB Nick Name

SPB System-Name

SPB Nick Name

SPB System-Name

SPB Nick Name

SPB System-Name

SMLT Peer System-1D

SPB Nick Name

SPB System-Name

SMLT Peer System-1D

SPB Nick Name

SPB System-Name

SPB Nick Name

SPB System-Name

SMLT Peer System-1D

3cb1.5bff.5fdf (System ID of 7002)

0.70.02
7002

fca8.4116.37df (System ID of
7001)

0.70.03
7003
0.70.04
7004
0.80.03
8003
0.80.04
8004
0.80.05
8005

001e.1f48.f3df (System ID of
8006)

0.80.06
8006

0024.43b4.e3df (System ID of
8005)

0.80.07
8007
0.90.01
9001

d4ea.Oefd.e4ac (System ID of
9002)
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9002 SPB Nick Name 0.90.01
SPB System-Name 9002
SMLT Peer System-ID gggi\jOefd.ewf (System ID of

The default PVID on all IST ports must be the primary B-VLAN ID. This will happen

@ Please note for the VSP7000, it is recommended to provision SPB first prior to enabling the IST.
automatically as long as SPB is enabled prior to enabling the IST.

For the SMLT cluster switches, use the ACLI show isis system-id command on the peer cluster
é’ switch to get the System ID value.
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SPBM Configuration — VSP 4000: Use the show isis system-id command on the peer

cluster switch to get the smlt-peer-system-id value

4001:1(config)#spbm

4001:1(config)#router isis

4001:1(config-isis)#spbm 1

4001:1(config-isis)#spbm 1 nick-name 0.40.01
4001:1(config-isis)#spbm 1 b-vid 4051-4052 primary 4051
4001:1(config-isis)#spbm 1 smlt-peer-system-id a012.90d3.ec65
4001:1(config-isis)#manual-area 49.0001
4001:1(config-isis)#exit

4001:1(config)#vlan create 4051 name BVLAN-1 type spbm-bvlan
4001:1(config)#vlan create 4052 name BVLAN-2 type spbm-bvlan
4001:1(config)#vlan create 2 name "vlan2_IST" type port-mstprstp 0
4001:1(config)#vlan 1SID 2 2002

4001:1(config)#virtual-ist peer-ip 10.4.2.2 vlan 2
4001:1(config)#router isis enable

4002:1(config)#router isis

4002:1(config-isis)#spbm 1 nick-name 0.40.02
4002:1(config-isis)#spbm 1 smlt-peer-system-id d4ea.0el0.e465
4002:1(config-isis)#exit

4002:1(config)#virtual-ist peer-ip 10.4.2.1 vlan 2
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SPBM Configuration — VSP 7000: Use the show isis system-id command on the peer

cluster switch to get the smlt-peer-system-id value for the SMLT cluster switches

7001 (config)#vlan configcontrol automatic
7001(config)#vlan create 4051 name BVLAN-1 type spbm-bvlan
7001 (config)#vlan create 4052 name BVLAN-2 type spbm-bvlan
7001 (config)#spbm

7001 (config)#router isis

7001 (config-isis)#spbm 1

7001 (config-isis)#spbm 1 b-vid 4051-4052 primary 4051
7001(config-isis)#spbm 1 smlt-peer-system-id 3cbl.5bff.5fdf
7001(config-isis)#spbm 1 nick-name 0.70.01

7001 (config-isis)#manual-area 49.0001
7001(config-isis)#sys-name 7001

7001 (config-isis)#exit

7001(config)#router isis enable

For switches 7002, 7003, and 7004, use the same configuration as above except for the
items shown below

7002(config-isis)#spbm 1 nick-name 0.70.02
7002(config-isis)#spbm 1 smlt-peer-system-id fca8.41f6.37df

7004 (config-isis)#spbm 1 nick-name 0.70.04
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SPBM Configuration — ERS 8800: Use the show isis system-id command on the peer

cluster switch to get the smlt-peer-system-id value for the SMLT cluster switches

8003:5(config)#spbm

8003:5(config)#router isis

8003:5(config-isis)#spbm 1

8003:5(config-isis)#spbm 1 nick-name 0.80.03
8003:5(config-isis)#spbm 1 b-vid 4051-4052 primary 4051
8003:5(config-isis)#manual-area 49.0001
8003:5(config-isis)#exit

8003:5(config)#vlan create 4051 name BVLAN-1 type spbm-bvlan
8003:5(config)#vlan create 4052 name BVLAN-2 type spbm-bvlan
8003:5(config)#router isis enable

For switches 8004, 8005, 8006, and 8007, use the same configuration as above except
for the items shown below. Note that bridges 8005 and 8006 also has the additional
configuration to support SPB over SMLT.

8005:5(config-isis)#spbm 1 nick-name 0.80.05
8005:5(config-isis)#spbm 1 smlt-peer-system-id 00le.1f48.f3df

8006:5(config-isis)#spbm 1 nick-name 0.80.06
8006:5(config-isis)#spbm 1 smlt-peer-system-id 0024.43b4.e3df

8007:5(config-isis)#spbm 1 nick-name 0.80.07
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SPBM Configuration — VSP 9000: Use the show isis system-id command on the peer

cluster switch to get the smlt-peer-system-id value

9001:1(config)#spbm

9001:1(config)#router isis

9001:1(config-isis)#spbm 1

9001:1(config-isis)#spbm 1 nick-name 0.90.01
9001:1(config-isis)#spbm 1 b-vid 4051-4052 primary 4051
9001:1(config-isis)#manual-area 49.0001
9001:1(config-isis)#spbm 1 smlt-peer-system-id d4ea.Oefd.edac
9001:1(config-isis)#exit

9001:1(config)#vlan create 4051 name BVLAN-1 type spbm-bvlan
9001:1(config)#vlan create 4052 name BVLAN-2 type spbm-bvlan spbm
9001:1(config)#router isis enable

9002:1(config-isis)#spbm 1 nick-name 0.90.02
9002:1(config-isis)#spbm 1 smlt-peer-system-id d4ea.Oefd.e3df

SPBM Configuration — ERS 4800

4801 (config)#vlan configcontrol automatic
4801 (config)#vlan create 4051 name BVLAN-1 type spbm-bvlan
4801 (config)#vlan create 4052 name BVLAN-2 type spbm-bvlan
4801 (config)#spbm
4801 (config)#router isis
4801 (config-isis)#spbm 1
4801 (config-isis)#spbm 1 b-vid 4051-4052 primary 4051
4801 (config-isis)#spbm 1 nick-name 0.48.01
4801 (config-isis)#manual-area 49.0001
4801 (config-isis)#sys-name 4801
4801 (config-isis)#exit
4801 (config)#router isis enable
SPB must be globally enabled first prior to adding SPB VLANS. If you create any SPB
@ VLANS prior to globally enabling SPB, all SPB VLAN must be deleted. Also note that for

the VSP 7000 as of release 10.2, the two B-VLANs must first be created prior to adding
the B-VLANS to the SPB configuration.

22.1.1.10 1S-IS SPB Interface Configuration

Please note that Spanning Tree should be disabled on all SPB NNI interfaces that are not configured as
SMLT ports. SMLT by default will disable Spanning Tree.
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VSP 4000 - SPB Interface Configuration

4001 & 4002: Same configuration on both switches
4001:1(config)#mlt 1 enable name 9001
4001:1(config)#mlt 1 member 1/45-1/46
4001:1(config)#mlt 1 encapsulation dotlq
4001:1(config)#interface mit 1
4001:1(config-mlt)#isis

4001:1(config-mlt)#isis spbm 1
4001:1(config-mlt)#isis enable
4001:1(config-mlt)#exit

4001:1(config)#interface gigabitEthernet 1/47
4001:1(config-if)#isis

4001:1(config-if)#isis spbm 1

4001:1(config-ifF)#isis enable

4001:1(config-if)#exit

4001:1(config)#interface gigabitEthernet 1/45-1/47
4001 :1(config-if)#no spanning-tree mstp force-port-state enable
Disabling CIST would also disable all other MST instances.
Are you sure you want to continue (y/n) ? y

4001 :1(config-ifH)#exit

VSP 7000 - SPB Interface Configuration

Rear ports — for this configuration example, we are provisioning only the FI Red (ports 38 & 39) and Black
FI (ports 34, 35, & 36) rear ports. We simply just need to select one of the rear ports and enable SPB as
all ports are using the same LACP LAG. On switches 7001 & 7002, we are also configuring the FI Red
ports as an SMLT IST interface, hence, we will need to disable LACP as an IST interface does not
Note if you select all ports,
i.e. 34-39, and enable SPBM, this will work, but, you will simply get an error message stating 1S-IS is

support LACP — we will perform this step latter in this configuration example.

already enabled on port 39, 35, and 36 — simply just ignore this error message.
7003 and 7004: Same configuration on both switches
7003(config)#interface ethernet 34,38

7003(config-ifP)#isis

7003(config-if)#isis spbm 1

7003(config-if)#isis enable

7003(config-if)#spanning-tree mstp learning disable

7001 & 7003: Front Ports — Same configuration on both switches
7001 (config)#interface ethernet 3,34

7001(config-ifF)#isis

7001 (config-if)#isis spbm 1
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7001 (config-if)#isis enable

7001 (config-if)#spanning-tree mstp learning disable
7001 (config-if)#exit

ERS 8800 - SPB Interface Configuration

8003 & 8004: Same configuration on both switches
8003:5(config)#mlt 1 enable name isis mit_1
8003:5(config)#mlt 1 member 4/1-4/2

8003:5(config)#mlt 1 encapsulation dotlq
8003:5(config)#interface mlt 1

8003:5(config-mlt)#isis

8003:5(config-mlt)#isis spbm 1

8003:5(config-mlt)#isis enable

8003:5(config-mlt)#exit

8003:5(config)#interface GigabitEthernet 4/1-4/2
8003:5(config-if)#no spanning-tree mstp force-port-state enable
Disabling CIST would also disable all other MST instances.
Are you sure you want to continue (y/n) ? y
8003:5(config-if)#exit

8003:5(config)#interface GigabitEthernet 4/7,4/20,4/30
8003:5(config-if)#isis

8003:5(config-if)#isis spbm 1

8003:5(config-if)#isis enable

8003:5(config-if)#no spanning-tree mstp force-port-state enable
Disabling CIST would also disable all other MST instances.
Are you sure you want to continue (y/n) ? y
8003:5(config-if)#exit

8005 & 8006: Same configuration on both switches. Also, as MLT 1 is used for the IST,
we will change the ISIS hello interval to 1 and hello multiplier to 27.

8005:5(config)#interface mit 1
8005:5(config-mlt)#isis

8005:5(config-mlt)#isis spbm 1
8005:5(config-mlt)#isis enable
8005:5(config-mlt)#isis ll1-hello-interval 1
8005:5(config-mlt)#isis 11-hello-multiplier 27
8005:5(config-mlt)#exit

8005:5(config)#interface GigabitEthernet 2/5,2/34
8005:5(config-if)#isis

8005:5(config-if)#isis spbm 1
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8005:5(config-if)#isis enable

8005:5(config-if)#no spanning-tree mstp force-port-state enable
Disabling CIST would also disable all other MST instances.
Are you sure you want to continue (y/n) ? y
8005:5(config-if)#exit

8007:

8007:5(config)#interface GigabitEthernet 3/27,3/28
8007:5(config-if)#isis

8007:5(config-if)#isis spbm 1

8007:5(config-if)#isis enable

8007:5(config-if)#no spanning-tree mstp force-port-state enable
Disabling CIST would also disable all other MST instances.

Are you sure you want to continue (y/n) ? vy
8007:5(config-if)#exit

VSP 9000 - SPB Interface Configuration

9001 & 9002: Same configuration on both switches.
9001:1(config)#interface mit 1
9001:1(config-mlt)#isis

9001:1(config-mlt)#isis spbm 1
9001:1(config-mlt)#isis enable
9001:1(config-mlt)#exit

9001:1(config)#interface gigabitEthernet 3/3,3/29
9001:1(config-if)#isis

9001:1(config-if)#isis spbm 1
9001:1(config-if)#isis enable

9001:1(config-if)#no spanning-tree mstp force-port-state enable
Disabling CIST would also disable all other MST instances.
Are you sure you want to continue (y/n) ? y
9001:1(config-if)#exit

9001:1(config)#mlt 8 enable

9001:5(config)#mlt 8 member 4/17,4/18
9001:5(config)#mlt 8 encapsulation dotlq
9001:5(config)#interface mlt 8
9001:5(config-mlt)#isis

9001:5(config-mlt)#isis spbm 1
9001:5(config-mlt)#isis enable
9001:5(config-mlt)#exit

9001:5(config)#interface gigabitEthernet 4/17,4/18
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9001:5(config-if)#no shutdown

9001:5(config-if)#no spanning-tree mstp force-port-state enable
Disabling CIST would also disable all other MST instances.

Are you sure you want to continue (y/n) ? y
9001:5(config-if)#exit

ERS 4800 - SPB Interface Configuration

4801 (config)#interface ethernet 45,46

4801 (config-if)#isis

4801(config-if)#isis spbm 1

4801 (config-if)#isis enable

4801 (config-if)#spanning-tree mstp learning disable

22.1.1.11 Remove default VLAN from all SPB ports
Note this section only applies to the ERS 4800 and VSP 7000.

ERS 4800 - Remove default VLAN from ISIS port members

4801 (config)#vlan members remove 1 45,46

VSP 7000 - Remove default VLAN from ISIS port members

7001 & 7003: Same configuration on both switches
7001 (config)#vlan members remove 1 3,34-39

22.1.1.12 Other best practice items — VLACP and discard untagged
frames

For added protection and faster link failure detection, it is recommended to also enable VLACP on all IS-

IS ports. VLACP is already enabled on the IST port member so the rest of this configuration covers the

IS-IS ports.

VSP 4000 - Interface Configuration

4001 & 4002: Same configuration on both switches
4001:1(config)#interface gigabitEthernet 1/45-1/47
4001:1(config-if)#untagged-frames-discard

4001:1(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5 funcmac-
addr 01:80:c2:00:00:0F

4001:1(config-if)#vlacp enable
4001:1(config-if)#exit

VSP 7000 - Interface Configuration

7001 & 7003: Same configuration on both switches
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7001 (config)#vlan ports 3 filter-untagged-frame enable
7001(config)#interface ethernet 3

7001 (config-if)#vlacp timeout short
7001(config-if)#vlacp timeout-scale 5

7001 (config-if)#vlacp enable

7001(config-if)#exit

ERS 8800 - Interface Configuration

8003 & 8004: Same configuration on both switches
8003:5(config)#interface gigabitEthernet 4/1,4/2,4/7,4/20,4/30
8003:5(config-if)#untagged-frames-discard

8003:5(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5 funcmac-
addr 01:80:c2:00:00:0F

8003:5(config-if)#vlacp enable
8003:5(config-if)#exit

8005 & 8006: Same configuration on both switches
8005:5(config)#interface gigabitEthernet 2/5,2/34
8005:5(config-if)#untagged-frames-discard

8005:5(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5 funcmac-
addr 01:80:c2:00:00:0F

8005:5(config-if)#vlacp enable
8005:5(config-if)#exit

8007:

8007:5(config)#interface gigabitEthernet 3/27,3/28

8007:5(config-if)#untagged-frames-discard

8007:5(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5 funcmac-
addr 01:80:c2:00:00:0F

8007:5(config-if)#vlacp enable
8007:5(config-if)#exit

VSP 9000 - Interface Configuration

9001 & 9002: Same configuration on both switches
9001:1(config)#interface GigabitEthernet 3/3,3/29,4/17,4/18
9001:1(config-if)#untagged-frames-discard

9001:1(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5 funcmac-
addr 01:80:c2:00:00:0F

9001:1(config-if)#vlacp enable
9001:1(config-if)#exit

ERS 4800 - Interface Configuration

4801 (config)#vlan ports 45,46 filter-untagged-frame enable
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4801 (config)#interface ethernet 3
4801 (config-if)#vlacp timeout short
4801 (config-if)#vlacp timeout-scale 5
4801 (config-if)#vlacp enable

4801 (config-if)#exit
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22.1.1.13 IST Configuration — SMLT Cluster switch 7001 & 7002

The following port based VLANs will be configured on the SMLT Switch cluster

7001 & 7002 MLT ID
VLAN 2
VLAN Port Members 38 & 39
7001 & 7002 LACP Aggregation Disable on ports 38-39
Mode Off on ports 38-39
7001 IST VLAN IP address 10.70.2.5/30
Ports 38,39
7002 IST VLAN IP address 10.70.2.6/30
Ports 38,39

For the VSP 7000, it is important to not enable the filter-untagged-frame option on the
IST port members. Also, the default PVID of all IST ports must be the primary B-VLAN

A ID; for this example, this will be B-VLAN ID 4051. This will happened automatically
providing SPB is enable first prior to enabling the IST.

Also, it is recommended to not enable VLACP on the IST.
Please note that Spanning Tree should be disabled on all SPB NNI interfaces that are not configured as
SMLT ports. SMLT by default will disable Spanning Tree.

Since we will be adding an IST interface via the red rear ports, ports 38 & 39, we will have to disable
LACP on these ports and add an MLT.

VSP 7000 — Disable LACP on ports 38 & 39

7001 & 7002: Same configuration on both switches
7001(config)#interface ethernet 38,39
7001(config-if)#no lacp aggregation enable
7001(config-if)#lacp mode off
7001(config-if)#exit

Prior to enabling the IST, LACP must be disabled on the rear port member that are
being used for the IST
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VSP 7000 — Create MLT to be used by IST

7001 & 7002: Same configuration on both switches

7001(config)#mlt 1 name IST enable member 38,39 learning disable

Verify MLT configuration

7001 (config)#show mit 1

Id Name Members Bpdu Mode Status Type

1 IST 38-39 All Basic Enabled Trunk

VSP 7000 — SPB Interface Configuration

7001 & 7002: Same configuration on both switches
7001 (config)#interface ethernet 38,39
7001(config-if)#isis

7001 (config-if)#isis spbm 1

7001 (config-if)#isis enable

7001 (config-if)#spanning-tree mstp learning disable
7001 (config-if)#exit

VSP 7000 — Remove default VLAN from SPB ports

7001 & 7002: Same configuration on both switches
7001 (config)#vlan members remove 1 38,39

VSP 7000 — Add IST VLAN 2 and IP address

7001 & 7002: Same configuration on both switches
7001(config)#vlan create 2 name ist type port

7001 (config)#vlan members 2 38,39

7001 (config)#vlan members remove 1 38,39

IP configuration on 7001

7001 (config)#interface vlan 2

7001 (config-if)#ip address 10.70.2.5 255.255.255.252
7001 (config-if)#exit

IP configuration on 7002

7002(config)#interface vlan 2

7002(config-if)#ip address 10.70.2.6 255.255.255.252
7002(config-if)#exit
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VSP 7000 — Create IST

7001 (config)#interface mit 1
7001(config-if)#ist peer-ip 10.70.2.6 vlan 2
7001 (config-if)#ist enable
7002(config-if)#exit

7002(config)#interface mlt 1
7002(config-if)#ist peer-ip 10.70.2.5 vlan 2
7002(config-if)#ist enable
7002(config-if)#exit

Verify IST Operation assuming the SMLT cluster peer is also configured

7001 (config)#show ist

MLT ID Enabled Running Master Peer 1P Address Vlan ID
1 YES YES NO 10.70.2.2 2

7001 (config)#show smit

MLT SMLT Info

MLT SMLT ADMIN CURRENT
1D 1D TYPE TYPE
1 ist ist

Verify the default VLAN is now the primary B-VLAN ID. Also, make sure the Filter

Untagged Frames option is disabled.

7001 (config)#show vlan interface info 38,39
Filter Filter
Untagged Unregistered

Port Frames Frames PVID PRI Tagging Name
38 No Yes 4051 0 TagAll Port 38
39 No Yes 4051 0 TagAll Port 39
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22.1.1.14 1SIS L1-metric — Optional

As an option, we can change the default metric on the Fl rear ports and SPB front ports to reflect the
actual port speeds.

VSP 7000 — ISIS L1 Metric

Switches 7001 and 7003: Same configuration on both switches
7001 (config)#interface ethernet 3

7001(config-ifF)#isis spbm 1 I1-metric 200

7001 (config-if)#exit

7001(config)#interface ethernet 34

7001(config-if)#isis spbm 1 Il-metric 17
7001(config-if)#exit

7001 (config)#interface ethernet 38

7001(config-ifF)#isis spbm 1 Il-metric 25

7001 (config-if)#exit

Switches 7002 and 7004: Same configuration on both switches
7002(config)#interface ethernet 34

7002(config-if)#isis spbm 1 Il-metric 17
7002(config-if)#exit

7002(config)#interface ethernet 38

7002(config-if)#isis spbm 1 Il-metric 25
7002(config-if)#exit
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22.1.1.15 Connectivity Fault Management (CFM) Configuration

CFM

All bridges

4001
4002
4801
7001
7002
7003
7004
8003
8004
8005
8006
8007
9001

9002

* Default values on all switches

March 2020

CFM

*Maintenance Domain Name
*Maintenance Association Name
*Maintenance Association Name
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID
Maintenance End Point (MEP) ID

Maintenance End Point (MEP) ID

Enabled
spbm
4051
4052
401
402
4801
7001
7002
7003
7004
803
804
805
806
807
901

902
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VSP 4000 - CFM Configuration

4001:
4001:1(config)#cfm
4001:1(config)#cfm
4002:
4002:1(config)#cfm
4002:1(config)#cfm

spbm
spbm

spbm
spbm

mepid 401

enable

mepid 402

enable

VSP 7000 — CFM Configuration

7001:

7001 (config)#cfm spbm
7001 (config)#cfm spbm

7002:

7002(config)#cfm spbm
7002(config)#cfm spbm

7003:

7003 (config)#cfm spbm
7003(config)#cfm spbm

7004 :

7004 (config)#cfm spbm
7004 (config)#cfm spbm

mepid 7001

enable

mepid 7002

enable

mepid 7003

enable

mepid 7004

enable

ERS 8800 - CFM Configuration

8003:
8003:5(config)#cfm
8003:5(config)#cfm
8004 :

8004 :5(config)#cfm
8004 :5(config)#cfm
8005:

8005:5(config)#cfm
8005:5(config)#cfm
8005:5(config)#cfm
8005:5(config)#cfm
8006:

8006 :5(config)#cfm
8006:5(config)#cfm
8006 :5(config)#cfm

March 2020

spbm
spbm

spbm
spbm

spbm
spbm
cmac

cmac

spbm
spbm

cmac

mepid 803

enable

mepid 804

enable

mepid 805
enable
mepid 805

enable
mepid 806

enable
mepid 806
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8006:5(config)#cfm
8007:
8006:5(config)#cfm
8006:5(config)#cfm
8006:5(config)#cfm
8006:5(config)#cfm

cmac

spbm
spbm
cmac

cmac

enable

mepid 807
enable
mepid 807

enable

VSP 9000 - CFM Configuration assuming 3.4 or higher is used

9001:

9001:1(config)#cfm spbm mepid 901
9001:1(config)#cfm spbm enable
9001:1(config)#cfm cmac mepid 901
9001:1(config)# cfm cmac enable

9002:

9002:1(config)# cfm spbm mepid 902
9002:1(config)#cfm spbm enable
9002:1(config)#cfm cmac mepid 902
9002:1(config)# cfm cmac enable
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22.1.1.16 QoS

QoS by default is enabled on all NNI interfaces. Depending on the switch, QoS may still have to be
enabled on the UNI interface or filters must be used to provide end-to-end QoS.

On the VSP 4000, VSP 8000, VSP 7200, and VSP 9000, the interface level parameters 802.1p-override
disable, enable-diffserv enable and no access-diffserv enable are the default settings. On an UNI
interface, this has the overall result of honoring p-bits for bridge traffic and DSCP values for routed traffic.
Note that on the ERS 8000, the diffserv settings are disabled by default; the enable-diffserv parameter
must be enabled for the ERS 8000 to behave the same as the VSP 9000 and VSP 4000. Note that with
these settings, on any untagged L2 port, i.e. a port member of a C-VLAN used for an L2VSN, as there is
no p-bit to determine the QoS level, either the port or VLAN QoS level determines the QoS classification.
To be safe, it is recommended to enable the 802.1p-override parameter. This has the net effect of
honoring the DSCP value for L2 traffic so it makes no difference if the ingress port is tagged or untagged.

VSP 4000, VSP 9000, and ERS 8800 — QoS Configuration

VSP 4000 & VSP 9000: All C-VLAN port members — L2 and L3

interface gigabitEthernet <slot/port>

gos 802.1p-override enable

ERS 8000: All C-VLAN port members — L2 and L3
interface gigabitEthernet <slot/port>
gos 802.1p-override enable

enable-diffserv enable

If you do not wish to trust the incoming traffic, i.e. remark all traffic to Best Effort and use ACL’s to remark
traffic, you need to enable the access-diffserv parameter

VSP 4000, VSP 8000, VSP 7200, VSP 9000, and ERS 8000:

interface gigabitEthernet <slot/port>

access-diffserv enable

On the VSP 7000, by default, all ports are members of the default interface group allQoSPolicylfcs has an
interface class of trusted resulting in all traffic being trusted. This results in honoring the DSCP value and
updating the 802.1 p-bit value based on the DSCP mapping table. If you wish to not trust the incoming
traffic and use Traffic Profiles to remark traffic, you need to create an interface group of untrusted.

gqos if-group name <word> class untrusted

qos if-assign port <port list> name <word>
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22.1.2 Configuration using EDM — Using 8005 as an example
If using EDM to config SPB, please follow the steps shown below. The following configuration is in

reference to 9002 and assumes the base configuration has been configured — i.e. VLAN and SMLT
configuration

22.1.2.1 SPB and B-VLAN Configuration

8005 - Step 1 — Via EDM, go to Configuration -> IS-IS -> SPBM -> Global and enable SPBM

globally

8005 (vrf D) «| | 4G Device Physical View 1515 SPBM '*
H & 5 ol @ Globals || sPBM || Interfacesspem | 1D | mickn
Search: x 2
4 =3 Configuration '/ "?:»' Refresh | &) Help
+ [ Device GlobalEnable: | g enable () disable
» [C]WRF Context view
- () Edit GlobalEtherType: | @ gxg100 () 0x88a8
> |- Graph
» [CIVLAN
451515
=His-s
=] SPBM
=] Stats
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8005: Step 2 — Via EDM, go to Configuration -> VLAN -> VLANSs -> Basic -> Insert to add

primary B-VLAN 4051 (make sure to select Type: spbm-bvlan)

8005 (wrf 0)

B22u06é
Seanch:
4 i Confaguraton
Deic
WRF Context view
Edit
Graph
@ ) VLAN
] VLANS

| Spanning Tree
S MLTALACP
T WAL Leamning
2 SuLT
Global MAC Fitering
LPP

w

s n
o

7
o

MPLS
| Securty
1005

) Serviceabilty
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Ho- V0LANs
Basic
! Ireert v "= Refrech E Export
 Insert Basic x
Id: 4051 1..40%4 '
Hame: BVLAN-1 |
Coloridentifier: green = '
Type: | ) byport © bylpSubnet ) byProtocolld '
) brySrcMac i) bylds @ spbm-bvian
Qosievel (o) leveld @ levell CleveR | '
) leveld O level (O levels
2 levela

i;&:rgti[}(cnu” Drep | |
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8005: Step 3 — Via EDM, go to Configuration -> VLAN -> VLANSs -> Basic -> Insert to add

secondary B-VLAN 4052 (make sure to select Type: spbm-bvlan)

8005 (vrf 0)
B2 2 n

Search: x| B

# 7 Configuration
) Device
1 VRF Contest vk
] Edit
] Graph
# I VLAN
=] VLANs
1 Spanning Tres
= MLTRLACP
S WAC Learning
O SMLT
= Global MAC Filtering
3 SLPP
-IS

kil faal Ead

m [

P

1 Pv6

J MPLS

] Securty
Qos
Sarviceabilty
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i'ﬁ aniem Bt ol VLANS
Baic
Insert v %, Refresh 2 Bl export
| Insert Basic x|
Id: 4052 1..4004
MName: | BVLAN-2 -
Colorldentifier:  green ot
TyPe: | ) byPort ©) bylpSubnet () byProtocolid
1) bySraMac ) bylds @ spbm-bvian
Qoslevek | =) javall @ levell () level2
D leweld O leveld (O levels
1 lavels

IJHE_HHWII Drep | |
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8005: Step 4 — Via EDM, go to Configuration -> IS-IS -> IS-IS -> Global, add the SPBM

System ID and set the Admin State to enable

8005 (vrf0)

H & G2 nll @

Search:

4 5 Configuration
> O] Device

> O] WRF Context view

» [CJ] Edit
» [~ Graph
> [T VLAN
4591518
=] I5-IS
=] sPeM
=| Stats
> C]IP
> [0 1Pv6
. CIMPLS
[0 Security
- 0] Q0s
|27 Serviceability
> O] Wireless
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ka)

4 Device Physical View SPEM 1515 %
Protocol Summary Globals System Level Interfaces Interfar
v Apply o Refresh | @) Help
AdminState: @on () off
LevelType: | =) levell @ leveliand2
Systemld: 0249.0080.0500
MaxLSPGenInt: ogg 0..900 (secs)
CsnpInt: 10 1..800 (secs)
RxmitlspInt: 5 1..300 (secs)
PSHPInterval: |z 1..120 (secs)
SpfDelay: 100 I 0..5000 (1/1000 secs)
HostName: 8005
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8005: Step 5 — Via EDM, go to Configuration -> IS-IS -> SPBM -> SPBM, add the SPBM node

nickname, primary VLAN, and both primary and secondary VLANs as ERS-3 is part of an
SMLT cluster

B0OS (vrf 0) || | G Device Physical Vie SPBM
B o 2 o & bais || SPBM berfacs 3 I 4 Name
Search: o

} Insert = Refresh
L ] Configuration
Device H  HodelickName PrimaryVian ‘Vians LsdbTrap IpShortcut SmikSpRBED )
1 VRF Contesxd view Insert SPEM -
Edit
| Graph Id: 1 1..100
sCIABE HodeNickName: (3.80.05
=] IS5-15
Zal imaryVian: 1..4004
= seem Prima N. 4051
=] Stats Vians: 40514052
IP
PV LsdbTrap: | ) enable @ disable
] MPLS :
] Security IpShorteut: | enable @ disable
| Q0S5 :

Serviceabiity

Wirehess

i;’i‘!@t || % cancel || & riep |

8005: Step 6 — Via EDM, go to Configuration -> IS-IS -> IS-IS -> Manual Area to add the IS-IS

area which in our example is area 49.0001

BO0S (v 0) | 9 : IS-15
D. | [ A | & 3 e Manual Area
Search: < S
Insert = Refresh Exgp
El Configuration e e Q ]
Device Insert Manual Area *
VRF Conbext view
Eoit Areanddr: 49,0001
Graph
4 =5 G5 :
i | ipsert || X concel |[ @ e |
== SPEM o

8005: Step 7 — Via EDM, go to Configuration -> IS-IS -> SPBM -> SPBM and change the and
SMLT peer B-MAC (001e.1f48.f3df) — use the ACLI show isis system-id command on the

peer cluster switch to get the System ID value
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% Device Physical View SPBM =

Globals SPBM Interfaces SPEM 1-5ID Mick Names IP Unicast FIB UUnicast FIB Multicast FIB Drop Stats IpMcast

@ Insert @ Delete 1/ “._'_—:':- Refresh _d Copy E = Undo E Export

id  NodeNickMame Primary’/lan

[Eﬂ Print | &) Help

Vians LsdbTrap  IpShortcut

SmitSpltBER SmitvirtualBmac SmitPeerSysid
1 0.80.05 3051 3051-3052  disable enable secondary 00:1e:11.48:13:e0 001e.1148. f3df
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22.1.2.21S-1S and SPB Configuration

8005: Step 1 — Via EDM, go to Configuration -> IS-IS -> IS-IS -> Interfaces to add IS-IS on all

appropriate interfaces; in regards to 8005, this will the IST interface, port 2/5 and 2/34. Do
not enable IS-IS (AdminState = off) until SPBM is enabled on the interface

Insert Interfaces

Ifindex: 3 1 18T 6144

5 4550_10 6148

AdminState: on off
© @

— 1. Select Port or MLT >

2-Donot-enableuntil

SPBM is enabled, next step E

Port Editor: IfIndex

1/1]2

214
2‘1'1 2134 |5| 6| T| 8| 9|10 1| 12| 13] 14| 15| 18] 17| 18| 19] 20| 21| 23

S|6|T|2]| 9|10 1) 12

[ Ok ” Refresh ” Cancel l

8005: Step 2 — Via EDM, go to Configuration -> IS-IS -> IS-IS -> Interfaces, select interface

and then click on SPBM

8005 (erf ) ] | G Device Physcal view | [0) 1515 =
E -:' j °_! a Probocol Summany {chals Syshem Leve Interfaces Irvter faces Lewel Manoal Ares L1Area LS Summany Aface
Seando x B i .
i rmert S Delete o nebesh  wiCooy D [Tl = [ leen | T
# =5 Configurascn &
| Drvica Index  Fimdex Type AdmanSiste OperSisie AuthType Auihiey REeyld Levelype Huméddj  Huml
| WRF Canhed wiew |_1 | =T Pt on up nane ] vt 1 1
—‘;"' 2 b1 TRt o up nane 0 e 1 1
—1Gragh
LAk 8 24 el en ug aane ] L] 1 1
=1~
Sl 1. Seloct interface, siad with Index 1 2. Click on SPEM
TSPl
T seats
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8005: Step 3 — Via SBPM windows, select SPBM Id of 1 and enable SPBM

BOOS (wrf D) L i D P % e 54 Interfaces-SPEM, 1
B < 2 d 0 Interfaces SPBH
Seardh: L _
o Insert v “% Refresh Hepet &
4 i Conliguralod
Dervice Insert Interfaces SPBM F
WARF Canbext vie E
R o Spbmid: : 1..100 €=——— 1. Enter SPBM id of 1
G.‘.&:f‘ - -
e State: | @ enable ) disable
VAN ; 2 2,
B € — 2. Click on "enable
o B-I5 3. Repeat for each interface
=] seou :
= [ 63 tnsert || % cancel || @ veip |

8005: Step 4 — Via EDM, go back to Configuration -> IS-IS -> IS-IS -> Interface and enable

IS-IS on each interface

BOOS (wri 0) & ‘iue.w-c: Physcal View || [T] 15-15 % || [T] Interfaces-5PBM, 1 &
Q -c." ‘:‘ d ﬂ Prodoco] Summery Gobals System Level Interfaces Initer Faces Level Marassl drea L1 kres LGP Saummary
Search: = B2
7 F. = £
trser Dedeate Apply fefresh Copy £ undo Esxpor Print I
4 1= Configuration et t @ v - = L n t | g j
] Device: Rdex  Endex  Type  AdminSiate™ OperSiate  AuthType  Actey Keyld Levellype Hesad Heslipad)
CIWEF Conbaet view 1 5T PTORt o0 nong -] Ll 1 1
ket 2 25 Pt on up none 0 el 1 1
| Geagh "
3 L] 2734 piToPt _E > up none -] Il 1 1
(555 Liid = 0l -
. Chck on ply”
nes off G Ap
] sPem

1. Select AdminState of “on”

T Simis
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22.1.3 Verify Operations

22.1.3.1 Global Settings
Step 1 — Verify IS-IS global settings:
8800:5#show isis

Results: Example from 8003. Admin state should show enabled and in our case the

configured B-MAC address of 0080.2dbe.23df should be displayed.

8003:

ISIS General Info

AdminState : enabled
RouterType : Level 1
System ID : 0080.2dbe.23df
Max LSP Gen Interval : 900
Metric : wide
Overload-on-startup : 20
Overload : false
Csnp Interval : 10
PSNP Interval : 2
Rxmt LSP Interval : 5
spf-delay : 100
Router Name : 8003
ip source-address :
Num of Interfaces : 4

Num of Area Addresses : 1

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 266



F= Extreme

networks

ADVANCE WITH US

Step 2 — Verify IS-IS network information

show iIsis net

Results: From all switches

4001:

ISIS Net Info

49.0001.d4ea.0e10.e465.00

4002:

ISIS Net Info

49.0001.a012.90d3.ec65.00

7001:

ISIS Net Info

49.0001.fca8.41f6.37df.00

7002:

ISIS Net Info
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49.0001.3cbl1.5bff.5Fdf.00

7003:

ISIS Net Info

49.0001.7030.1823.7fdf.00

7004 :

ISIS Net Info

49.0001.7030.1823.9bdf.00

9001:

ISIS Net Info

49.0001.d4ea.0Oefd.e3df.00

9002:
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ISIS Net Info

49.0001.d4ea.0efd.edac.00

8003:

ISIS Net Info

49.0001.0080.2dbe.23df.00

8004 :

ISIS Net Info

49.0001.00e0.7bbc.23df.00

8005:

ISIS Net Info

49.0001.0024.43b4.e3df.00

8006:
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ISIS Net Info

49.0001.001e.1f48.F3df.00

8007:

ISIS Net Info

49.0001.00e0.7bb3.07df.00

4801:

ISIS Net Info

49.0001.ccf9.54b4.ac21.00

On each switch, verify the following:

Option Verify

System ID This is the unique MAC address which will be used by SPB to build
adjacencies and forwarding.

NET Should be displayed as 49.0001.<system id>.00 where 49.0001 is the
IS-IS area ID
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22.1.3.2 Verify IS-1S Interface and Adjacencies

Step 1 — Verify IS-IS interfaces:

show isis interface

Results: From switch 4001 and 7002

4001:
ISIS Interfaces
IFIDX TYPE LEVEL OP-STATE ADM-STATE ADJ UP-ADJ SPBM-L1-METRIC
mMitl pt-pt Level 1  UP upP 1 1 10
Portl/47 pt-pt Level 1 up up 1 1 10
7001:
ISIS Interfaces
IFIDX TYPE LEVEL OP-STATE ADM-STATE ADJ UP-ADJ SPBM-L1-METRIC
Trunk: 64 pt-pt Level 1 up up 1 1 10
Port: 3 pt-pt Level 1 ] ] 1 1 10
Trunk: 63 pt-pt Level 1 up up 1 1 10

7001#show mlt

Id Name Members Bpdu Mode Status Type
63 Trunk #31 38-39 Single DynLag/Basic Enabled Trunk
64 Trunk #32 34-36 Single DynLag/Basic Enabled Trunk
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Step 2 — Verify IS-IS adjacencies

show isis adjacencies

Results: From switch 4001 and 7002

4001:

ISIS Adjacencies

INTERFACE L STATE UPTIME PRI HOLDTIME SYSID HOST-NAME
MItl 1 UP 21:01:51 127 22 d4ea.Oefd.e3df 9001
Portl/47 1 UP 1d 19:57:51 127 23 d4ea.Oefd.edac 9002
2 out of 2 interfaces have formed an adjacency
7001:

ISIS Adjacencies
INTERFACE L STATE UPTIME PRI HOLDTIME SYSID HOST-NAME
Trunk: 64 1 UP 28d 13:12:00 127 17 7030.1823.7fdf 7003
Port: 3 1 UP 20:25:01 127 18 0024.43b4.e3df 8005
Trunk: 63 1 UP 14d 19:15:40 127 18 fcaB8.41f6.37df 7001
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On each switch, verify the following:

Option Verify

IS-IS Interface

TYPE The value displayed should be pt-pt which indicates Point to Point

OP-STATE The value displayed should be UP which indicates that IS-IS have been
ADM-STATE configured and is operational for the interface index shown

IS-1S Adjacencies

STATE Should be displayed as UP indicating there is an adjacency with its
HOST-NAME neighbor as shown via HOST-NAME
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22.1.3.3 Verify I1S-IS SPB Information

Step 1 — Verify IS-IS interfaces

show isis spbm

Results: From switch 4001, 7002, 9001, 8003, 8005, and 8007

4001:
ISIS SPBM Info
SPBM B-VID PRIMARY NICK LSDB 1P MULTICAST
INSTANCE VLAN NAME TRAP
. i514052 4051 0.40.01 disable enable disable
7002:
ISIS SPBM Info
SPBM B-VID PRIMARY NICK LSDB
INSTANCE VLAN NAME TRAP
1 4051-4052 4051 0.70.02 FALSE
9001:
I1S1S SPBM Info
SPBM B-VID PRIMARY NICK LSDB 1P MULTICAST
INSTANCE VLAN NAME TRAP
. ws14052 4051 0.90.01 disable enable enable
1S1S SPBM SMLT Info
SPBM SMLT-SPLIT-BEB SMLT-VIRTUAL-BMAC SMLT-PEER-SYSTEM-1D
INSTANCE
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1 primary d4:-ea:0e:fd:e3:e0 d4ea.Oefd.edac
8003:

ISIS SPBM Info

SPBM B-VID PRIMARY NICK LSDB 1P MULTICAST
INSTANCE VLAN NAME TRAP
1 4051-4052 4051 0.80.03 disable enable disable

ISIS SPBM SMLT Info

SPBM SMLT-SPLIT-BEB SMLT-VIRTUAL-BMAC SMLT-PEER-SYSTEM-1D
INSTANCE
1 primary 00:00:00:00:00:00
8005:
ISIS SPBM Info

SPBM B-VID PRIMARY NICK LSDB 1P MULTICAST
INSTANCE VLAN NAME TRAP
1 4051-4052 4051 0.80.05 disable enable enable

ISIS SPBM SMLT Info
SPBM SMLT-SPLIT-BEB SMLT-VIRTUAL-BMAC SMLT-PEER-SYSTEM-1D
INSTANCE
1 primary 00:1e:1f:48:13:e0 00le.1f48._f3df
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8007:

1S1S SPBM Info
SPBM B-VID PRIMARY NICK LSDB 1P MULTICAST
INSTANCE VLAN NAME TRAP
1 4051-4052 4051 0.80.07 disable enable enable
I1SIS SPBM SMLT Info
SPBM SMLT-SPLIT-BEB SMLT-VIRTUAL-BMAC SMLT-PEER-SYSTEM-1D
INSTANCE
1 primary 00:00:00:00:00:00

Step 2 — show isis spbm unicast-fib

show isis spbm unicast-fib

Results: From switch 8007

8007:
SPBM UNICAST FIB ENTRY INFO
DESTINATION BVLAN SYSID HOST-NAME OUTGOING COST
ADDRESS INTERFACE
00:80:2d:be:23:df 4051 0080.2dbe.23df 8003 3/27 10
02:80:03:FF:FF:FF 4051 0080.2dbe.23df 8003 3/27 10
00:80:2d:be:23:df 4052 0080.2dbe.23df 8003 3/27 10
02:80:03:FF:Ff:FF 4052 0080.2dbe.23df 8003 3/27 10
00:e0:7b:b3:07:df 4051 00e0.7bb3.07df 8007 cpp 0
02:80:07:FF:FfF:FF 4051 00e0.7bb3.07df 8007 cpp 0
00:e0:7b:b3:07:df 4052 00e0.7bb3.07df 8007 cpp 0
02:80:07:FF:FF:FF 4052 00e0.7bb3.07df 8007 cpp 0
00:e0:7b:bc:23:df 4051 00e0.7bbc.23df 8004 3/28 10
02:80:04:FF:FfF:FF 4051 00e0.7bbc.23df 8004 3/28 10
00:e0:7b:bc:23:df 4052 00e0.7bbc.23df 8004 3/28 10
02:80:04:fFfF:ffF:fFf 4052 00e0.7bbc.23df 8004 3/28 10

March 2020

©2020 Extreme Networks, Inc. All rights reserved

276



F= Extreme

networks

ADVANCE WITH US
02:FF:FF:FF
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On each switch, verify the following:
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Option Verify
IS-IS SPB
B-VID The B-VLAN is displayed should be 4051 and 4052 where the primary
PRIMARY VLAN B-VLAN should be 4051
NICK The value displayed should be as follows per this configuration
NAME example:
e 4001:0.40.01
e 4001:0.40.02
e 7001:0.70.01
e 7002:0.70.02
e 7003:0.70.03
e 7004:0.70.04
e 9001:0.90.01
e 9002:0.90.02
e 8003:0.80.03
e 8004:0.80.04
e 8005: 0.80.05
e 8006: 0.80.06
e 8007:0.80.07
SPB Unicast FIB
FIB ENTRY For each host, there should be a destination forwarding entry via both
B-VLANSs. Note that the default metric is 10 for all links.

22.1.3.4 Verify IS-IS Link-State Database

Step 1 — Show IS-IS LSDB

show isis Isdb

Results: From switches 4001 and 9001

4001:
ISIS LSDB

LSP ID LEVEL LIFETIME SEQNUM CHKSWM HOST-NAME
0080. 2dbe . 23df.00-00 1 748 0x1545 Oxbc63 8003
00e0. 7bbc.23df.00-00 1 1068 0x1191 Oxbc2 8004
0024 .43b4 .e3df.00-00 1 978 Oxae9 0x8e34 8005
00le.1f48.¥3df.00-00 1 930 0x1555 0x90c3 8006
00e0. 7bb3.07df.00-00 1 1090 0x23c Ox1dcb 8007
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ddea.0e10.e465.00-00 1 1175 Ox144a Oxabc 4001
d4ea.0el10.e465.00-01 1 1175 0x11d9 0x7421 4001
d4ea.0e10.e465.00-02 1 1175 0x1085 0x9890 4001
d4ea.0e10.e465.00-03 1 1175 Oxafd Oxadl 4001
a012.90d3.ec65.00-00 1 355 0x11f8 Oxfhlc 4002
a012.90d3.ec65.00-01 1 355 Ox1icd Oxblec 4002
a012.90d3.ec65.00-02 1 355 0x1073 Oxb77f 4002
a012.90d3.ec65.00-03 1 355 Oxaf6 0x3619 4002
fca8.41f6.37dF.00-00 1 945 0Xx76c 0x68d7 7001
3cbl.5bff.5fdf.00-00 1 1072 Ox1d1f Oxfaff 7002
7030.1823.7fdf.00-00 1 1168 Oxl1dlc 0x89%ae 7003
7030.1823.9bdf.00-00 1 335 Ox1d1b 0xf8a3 7004
d4ea.0efd.e3df.00-00 1 647 Oxcl 0x3177 9001
ddea.0Oefd.edac.00-00 1 650 Oxbd Ox9ala 9002
Level-1 : 19 out of 19 Total Num of LSP Entries
Level-2 : O out of O Total Num of LSP Entries
9001:

ISIS LSDB
LSP ID LEVEL LIFETIME SEQNUM CHKSUM HOST-NAVE
0080.2dbe . 23df.00-00 1 832 0x1545 0xbc63 8003
00e0.7bbc.23df.00-00 1 1142 0x1191 Oxbc2 8004
0024 .43b4 .e3df.00-00 1 1056 Oxae9 0x8e34 8005
00le.1f48.¥3df.00-00 1 1009 0x1555 0x90c3 8006
00e0.7bb3.07df.00-00 1 1165 0x23c Ox1dch 8007
ddea.0e10.e465.00-00 1 371 0x1449 Oxchbb 4001
ddea.0e10.e465.00-01 1 371 0x11d8 0x7620 4001
d4ea.0e10.e465.00-02 1 371 0x1084 0x9a8f 4001
d4ea.0e10.e465.00-03 1 371 Oxafc 0xc40 4001
a012.90d3.ec65.00-00 1 451 0x11f8 Oxfhlc 4002
a012.90d3.ec65.00-01 1 451 Ox11cd Oxblec 4002
a012.90d3.ec65.00-02 1 451 0x1073 Oxb77F 4002
a012.90d3.ec65.00-03 1 451 Oxaf6 0x3619 4002
fca8.41F6.37dF.00-00 1 1024 0x76c 0Ox68d7 7001
3cbl.5bffF.5fdf.00-00 1 1147 Ox1d1f Oxfaff 7002
7030.1823.7fdf.00-00 1 357 Ox1d1b 0x8bad 7003
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7030.1823.9bdf.00-00 1 431 Ox1d1b 0xf8a3 7004
d4ea.Oefd.e3df.00-00 1 736 Oxcl 0x3177 9001
d4ea.Oefd.edac.00-00 1 737 Oxbd Ox9ala 9002

Level-1 : 19 out of 19 Total Num of LSP Entries
Level-2 : 0 out of O Total Num of LSP Entries

On each switch, verify the following:

LSP ID For each switch, the LSDB table should have a LSP ID entry for each
HOST-NAME neighbor including its own LSP ID for a total of seven entries
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22.1.3.5 Verify IS-IS LSP Details

Step 1 — Show IS-IS LSDB details

show isis Isdb ?

detail show isis Isdb detailed information
level show isis Isdb information by level
local show isis local Isdb information

Ispid show isis Isdb information by Ispid
sysid show isis Isdb information by system-id
tiv show isis Isdb by thv type

<cr>

show isis Isdb tlv ?

<1-186> Enter tlv type: 1(Area Addresses), 3(End System Neighbors), 5(Prefix

Neighbors), 22(TE Neighbors), 128(IP Addresses), 129(Protocol
Supported), 135(TE IP Reachability), 137(Host Name), 144(Multi

Topology), 180(SPBM Instance), 183(ISID), 184(IPVPN
Reachability),185(IPVPN Multicast), 186 (IPMC Multicast)

Results: From 4001

4001: Example showing SPB Host names

4001:1#show isis Isdb tlv 137 detail

ISIS LSDB (DETAIL)

Level-1 LsplD: 0080.2dbe.23d¥.00-00 SegNum: 0x00001546
Chksum: Oxba64 PDU Length: 225
Host_name: 8003
Attributes: 1S-Type 1

TLV:137 Host_name: 8003

Level-1 LsplD: 00e0.7bbc.23df.00-00 SegNum: 0x00001192
Chksum: 0x9c3 PDU Length: 173
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TLV:137

Level-1

TLV:137

Level-1

TLV:-137

Level-1

TLV:137

Level-1

TLV:-137

Level-1

TLV:137

Host_name: 8004
Attributes: 1S-Type 1
Host_name: 8004

LspID: 0024.43b4.e3df.00-00 SegNum: 0x00000aea Lifetime: 834
Chksum: 0x8c35 PDU Length: 841

Host_name: 8005

Attributes: I1S-Type 1

Host_name: 8005

LspID: 00le.1f48.f3dF.00-00 SegNum: 0x00001556 Lifetime: 788
Chksum: 0Ox8ec4 PDU Length: 818

Host_name: 8006

Attributes: 1S-Type 1

Host_name: 8006

LspID: 00e0.7bb3.07d¥.00-00 SegNum: 0x0000023d Lifetime: 949
Chksum: Oxlbcc PDU Length: 466

Host_name: 8007

Attributes: I1S-Type 1

Host_name: 8007

LspID: d4ea.0el0.e465.00-00 SegNum: 0x0000144b Lifetime: 1005
Chksum: 0x8bd PDU Length: 124

Host_name: 4001

Attributes: 1S-Type 1

Host_name: 4001

LspID: a012.90d3.ec65.00-00 SegNum: 0x000011fa Lifetime: 1085
Chksum: Oxf7le PDU Length: 124

Host_name: 4002

Attributes: 1S-Type 1

Host_name: 4002

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 282



F= Extreme

networks

ADVANCE WITH US

Level-1

TLV:137

Level-1

TLV:-137

Level-1

TLV:137

Level-1

TLV:-137

Level-1

TLV:137

Level-1

March 2020

LsplD: fca8.41f6.37dF.00-00 SegNum: 0x0000076d
Chksum: 0x66d8 PDU Length: 124

Host_name: 7001

Attributes: 1S-Type 1

Host_name: 7001

LspID: 3cbl.5bff.5FdF.00-00 SegNum: 0x00001d20
Chksum: 0Oxf801 PDU Length: 195

Host_name: 7002

Attributes: 1S-Type 1

Host_name: 7002

LspID: 7030.1823.7fdf.00-00 SegNum: 0x00001d1d
Chksum: 0x87af PDU Length: 179

Host_name: 7003

Attributes: I1S-Type 1

Host_name: 7003

LspID: 7030.1823.9bd¥.00-00 SegNum: 0x00001d1d
Chksum: Oxf4a5 PDU Length: 176

Host_name: 7004

Attributes: 1S-Type 1

Host_name: 7004

LspID: d4ea.Oefd.e3df.00-00 SegNum: 0x000000c2
Chksum: 0x2f78 PDU Length: 829

Host_name: 9001

Attributes: I1S-Type 1

Host_name: 9001

LspID: d4ea.Oefd.edac.00-00 SegNum: 0x000000be
Chksum: 0x981b PDU Length: 796
Host_name: 9002
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Attributes: 1S-Type 1
TLV:137 Host_name: 9002

4001: Example, to view ISIS adjacencies in reference to SPB bridge 9001

4001:1#show isis Isdb Ispid d4ea.Oefd.e3df.00-00 tlv 22 detail

ISIS LSDB (DETAIL)

Level-1 LsplD: d4ea.Oefd.e3df.00-00 SegNum: 0x000000c2 Lifetime: 773
Chksum: 0x2f78 PDU Length: 829
Host_name: 9001
Attributes: I1S-Type 1
TLV:22 Extended IS reachability:
Adjacencies: 4
TE Neighbors: 4
0080.2dbe .23df.00 (8003) Metric:10
SPBM Sub TLV:
port id: 194 num_port 1
Metric: 10
d4ea.Oefd.ed4ac.00 (9002) Metric:10
SPBM Sub TLV:
port id: 6144 num_port 1
Metric: 10
a012.90d3.ec65.00 (4002) Metric:10
SPBM Sub TLV:

port id: 220 num_port 1
Metric: 10
d4ea.0e10.e465.00 (4001) Metric:10
SPBM Sub TLV:
port id: 6151 num_port 1
Metric: 10
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22.1.3.6 Verify CFM Configuration

Step 1 — Verify CFM Maintenance Domain

show cfm maintenance-domain

Results: The following is shown from 8003 perspective which should be the same on all
switches

Maintenance Domain

Domain Name Domain Index Level Domain Type

Total number of Maintenance Domain entries: 1.
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Step 2 — Verify CFM Maintenance Association Configuration and Status

show cfm maintenance-association

Results: The following is shown from 4001 perspective which should be the same on all
switches

Maintenance Association Status

Domain Name Assn Name Domain ldx Assn ldx
Spbm 4051 1
spbm 4052 1 2

Total number of Maintenance Association entries: 2.

Maintenance Association config

Domain Name Assn Name
spbm 4051
spbm 4052

Total number of MA entries: 2.
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Step 3 — Verify CFM Maintenance Endpoint Configuration and Status

show cfm maintenance-endpoint

Results: The following is shown from 8003 perspective; the information should be the
same on all switches except for the MEP ID (1 for 9001, 2 for 9002, 3 for 8003, 4 for 8004, 5

for 8005, 6 for 8006, 7 for 8007)

Maintenance Endpoint Config

DOMAIN ASSOCIATION MEP  ADMIN
NAME NAME ID

spbm 4051 401 enable
spbm 4052 401 enable

Total number of MEP entries: 2.

Maintenance Endpoint Service

DOMAIN_NAVE ASSN_NAME MEP_ID TYPE SERVICE_DESCRIPTION
spbm 4051 401 nodal Vlan 4051, Level 4
spbm 4052 401 nodal Vlan 4052, Lewvel 4

Total number of MEP entries: 2.

On 4001 as used in this example, verify the following information:

Option Verify

ASSOCIATION NAME

DOMAIN NAME Should be displayed with a name of spbm as configured in this
example

Assn Name Should be displayed with a name of 4051 and 4052 as configured in
this example

level

SERVICE_DESCRIPTION | Should be displayed as Vlan 4051 & Vlan 4052, Level 4 if CFM is
operational and configured correctly where Level 4 is the default CFM
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22.1.3.7 Use CFM Command to verify operations

Step 1 — Use L2 ping command to verify network connectivity to neighbors. The neighbor

format is BVID.Remote Router Name for CLI

12 ping vlan <vlan id> routernodename <Router Node Name>

Results: The following is shown from 9001 perspective pinging switch 4001

4001:
4001:1#12 ping vlan 4051 routernodename 8007

Please wait for 12ping to complete or press any key to abort

-——-00:e0:7b:b3:07:df L2 PING Statistics———- 0(64) bytes of data
1 packets transmitted, 1 packets received, 0.00% packet loss
round-trip (us) min/max/ave/stdv = 4479/4479/4479.00/ 0.00

4001:1#12 ping vlan 4052 routernodename 8007

Please wait for I12ping to complete or press any key to abort

-——-00:e0:7b:b3:07:df L2 PING Statistics———- 0(64) bytes of data
1 packets transmitted, 1 packets received, 0.00% packet loss
round-trip (us) min/max/ave/stdv = 2996/2996/2996.00/ 0.00
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Step 2 — Use L2 traceroute command to verify network route to neighbors

12 traceroute vlan <vlan i1d> routernodename <Router Node Name>

Results: The following is shown from 4001 perspective to switch 7001

4001:
4001:1#12 traceroute vlan 4051 routernodename 7001

Please wait for I2traceroute to complete or press any key to abort

I12traceroute to 7001 (3c:bl:5b:ff:5F:e0), vlan 4051

0 4001 (d4:ea:0e:10:e4:65)
1 9001 (d4:ea:0e:fd:e3:df)
2 8003 (00:80:2d:be:23:df)
3 8005 (00:24:43:b4:e3:dF)
4 7001 (3c:bl:5b:FfF:5F:e0)

Step 3 — Use L2 traceroute command to verify network route to neighbors; for example,

diverse route to a SMLT virtual B-MAC

12 traceroute vlan <vlan i1d> mac <Mac>

Results: The following is shown from 4001 perspective to SMLT virtual B-MAC of SMLT

cluster 8005 & 8006

4001
4001:1#12 traceroute vlan 4051 mac 00:1e:1f:48:f3:e0

Please wait for I2traceroute to complete or press any key to abort
I12traceroute to (00:1e:1F:48:f3:e0), vlan 4051

0 4001 (d4:ea:0e:10:e4:65)
1 9001 (d4:ea:0e:fd:e3:df)
2 8003 (00:80:2d:be:23:df)
3 8005 (00:24:43:b4:e3:dF)

4001:1#12 traceroute vlan 4052 mac 00:1e:1f:48:f3:e0
Please wait for I2traceroute to complete or press any key to abort
12traceroute to (00:1e:1f:48:f3:e0), vlan 4052

0 4001 (d4:ea:0e:10:e4:65)
1 9002 (d4:ea:Oe:fd:ed4:ac )
2 8004 (00:e0:7b:bc:23:df)
3 8006 (00:1le:1f:48:Ff3:dF)
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Verify the following information:

Option Verify

L2 PING Statistics If everything has been configured correctly and during normal
operations, the packets received should display 0.00% packet loss

LBMs lost If everything has been configured correctly and during normal
operations, the LBMs loss should display 0.00%

22.1.3.8 Verify vIST

Step 1 — Verify the vIST is up and running

show virtual-ist

4001:

IST Info
PEER-1P VLAN ENABLE IST
ADDRESS 1D IST STATUS
10.4.2.2 2 true up
NEGOTIATED MASTER/
DIALECT IST STATE SLAVE
v4.0 Up Slave

Step 2 — Verify the vIST statistics

show virtual-ist stat

4001:
IST Message Statistics
PROTOCOL MESSAGE COUNT
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Ist Down

Hello Sent

Hello Recv

Learn MAC Address Sent
Learn MAC Address Recv
MAC Address AgeOut Sent
MAC Address AgeOut Recv
MAC Address Expired Sent
MAC Address Expired Recv
Delete Mac Address Sent
Delete Mac Address Recv
Smlt Down Sent

Smlt Down Recv

Smlt Up Sent

Smlt Up Recv

Send MAC Address Sent
Send MAC Address Recv
IGMP Sent

IGMP Recv

Port Down Sent

Port Down Recv

Request MAC Table Sent
Request MAC Table Recv
Unknown Msg Type Recv
MIt Table Sync Req Sent
MIt Table Sync Req Recv
MIt Table Sync Sent

MIt Table Sync Recv

Port Update Sent

Port Update Recv

Entry Update Sent

Entry Update Recv
Dialect Negotiate Sent
Dialect Negotiate Recv
Update Response Sent
Update Response Recv
Transaction Que HiWaterM
Poll Count Hi Water Mark
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22.2SMLT Configuration

Switch-1 Sw itF h-2

Assuming the edge switches are Extreme stackable switches, we will also enable VLACP, VLAN tagging,
SLPP, and untagged frames discard as per the SMLT best practices. For this example, we will create
SMLT id 2 on the SMLT cluster 9001 & 9002, SMLT id 2 on the SMLT cluster 4001 & 4001, SLT 129 on
the SMLT cluster 8005 & 8006, and SLT 65 on the SMLT cluster 7001 & 7002.

4001 & 4002 SMLT Cluster Switches — SMLT on port 1/3

4001 & 4002: Same configuration on both switches
4001:1(config)#mlt 2 enable

4001:1(config)#mlt 2 member 1/3
4001:1(config)#mlt 2 encapsulation dotlq
4001:1(config)#interface mlt
4001:1(config-mlt)#smlt

4001:1(config-mlt)#exit

4001:1(config)#vlan members remove 1 1/3
4001:1(config)#interface gigabitEthernet 1/3
4001:1(config-if)#no shutdown

As per SMLT best practices, we will also enable VLACP, untagged frames discard,
and SLPP. Note that VLACP will have to also be enabled on Switch-3.

4001:1(config)#interface GigabitEthernet 1/3
4001:1(config-if)#untagged-frames-discard

4001:1(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5
funcmac-addr 01:80:c2:00:00:0F

4001:1(config-if)#vlacp enable
4001:1(config-if)#slpp
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4001:1(config-if)#slpp packet-rx packet-rx-threshold 5
4001:1(config-ifF)#exit

4001:1(config)#slpp enable

4001:1(config)#slpp vid 1155

4002:1(config-if)#slpp packet-rx packet-rx-threshold 50

8005 & 8006 SMLT Cluster Switches — SLT on port 2/21 using SLT id 129

8005 & 8006: Same configuration on both switches
8005:5(config)#interface GigabitEthernet 2/21
8005:5(config-if)#encapsulation dotlq
8005:5(config-if)#smlt 129
8005:5(config-if)#exit

8005:5(config)#vlan members remove 1 2/21

As per SMLT best practices, we will also enable VLACP, untagged frames discard,
and SLPP. Note that VLACP will have to also be enabled on Switch-2.

8005:5(config)#interface GigabitEthernet 2/21
8005:5(config-if)#untagged-frames-discard

8005:5(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5
funcmac-addr 01:80:c2:00:00:0F

8005:5(config-if)#vlacp enable

8005:5(config-if)#slpp

8005:5(config-if)#slpp packet-rx packet-rx-threshold 5
8005:5(config-if)#exit

8005:5(config)#slpp enable

8005:5(config)#slpp vid 2256

8006:5(config-if)#slpp packet-rx packet-rx-threshold 50
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9001 & 9002 SMLT Cluster Switches — SMLT on port 3/25

9001 & 9002: Same configuration on both switches
9001:1(config)#mlt 2 enable

9001:1(config)#mlt 2 member 3/25
9001:1(config)#mlt 2 encapsulation dotlq
9001:1(config-mlt)#interface mlt 2
9001:1(config-mlt)#smlt

9001:1(config-mlt)#exit

9001:1(config)#vlan members remove 1 3/25
9001:1(config)#interface gigabitEthernet 3/25
9001:1(config-if)#no shutdown

As per SMLT best practices, we will also enable VLACP, untagged frames discard, and
SLPP. Note that VLACP will have to also be enabled on Switch-1.

9001:1(config)#interface gigabitEthernet 3/25
9001:1(config)#untagged-frames-discard
9001:1(config)#slpp packet-rx

9001:1(config-if)#vlacp fast-periodic-time 500 timeout short timeout-scale 5 funcmac-
addr 01:80:c2:00:00:0F

9001:1(config-if)#vlacp enable
9001:1(config-if)#exit
9001:1(config)#slpp enable
9001:1(config)#slpp vid 1155

9002:1(config-if)#slpp packet-rx packet-rx-threshold 50

7001 & 7002 SMLT Cluster Switches - SLT on port 25 using SLT id 65 assuming the server

uses an tagged port

7001 & 7002: Same configuration on both switches
7001(config)#vlan ports 25 tag tagall

7001 (config)#vlan configcontrol automatic
7001(config)#vlan members remove 1 25

7001 (config)#interface ethernet 25

7001 (config-ifF)#smlt 65

7001 (config-if)#exit
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22.2.1 Verify Operations
Assuming a local VLAN have been provisioned on the SMLT cluster switches and also on the edge

switch or server (next step for example via the L2VSN configuration), the SMLT state should be up and
operational.

22.2.1.1 Verify SMLT

Step 1 — Show SMLT state

show smlt mlt

show smlt gigabitethernet (on ERS 8000 to display SLT)
show smlt ethernet (on VSP 7000 to display SLT)

EDM

Configuration -> 1S-1S -> SPBM -> ISID

Results:

4001: (4002 will be the same)

MIt SMLT Info

MLT  ADMIN CURRENT
1D TYPE TYPE

9001: (9002 will be the same)

MIt SMLT Info

MLT  ADMIN CURRENT
1D TYPE TYPE

8005: (8006 will be the same)

SMLT Info

PORT SMLT ADMIN CURRENT
NUM 1D TYPE TYPE
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2/21 129

smlt

7001: (7002 will be the same)

SLT Info

PORT SMLT
NUM 1D
25 65

CURRENT
TYPE

slt

On each switch, verify the following:

Option Verify

CURRENT TYPE Depending on the switch, either SMLT or SLT should be displayed
indicating that the local VLAN, port members, and SMLT ID are
configured on both switches and the correct VLAN and ports are also
configured on the edge switch
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22.3SPB L2 VSN Configuration

Switch-1 Switch-2

-ht‘w'ﬁ" =T -.lr Im .

7003

B-VLAN 2052

For this example, we will configure the following:
e L2 VSN VLANs

0 VLAN ID = 1155 configured on SMLT cluster switches 4001 & 4002, 9001 & 9002, and 7001
& 7002 using ISID = 1001155

e The L2VSN is provisioned on SMLT cluster switches 9001 & 9002 for edge switch
Switch-1

e The L2VSN is provisioned on SMLT cluster switches 4001 & 4002 for edge switch
Switch-3

e The L2VSN is provisioned on SMLT cluster switches 7001 & 7002 for edge server
0 VLAN ID = 2256 configured on switches 8005, 8006 and 8007 using ISID = 1002256

e The L2VSN is provisioned on SMLT cluster switches 8005 & 8006 for edge switch
Switch-2

This example is a continuation from the base setup used in Section 22.1 and 22.2 for the SMLT
configuration.
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22.3.1 VLAN configuration

4001 & 4002 SMLT Cluster Switches

4001 & 4002: Same configuration on both switches
4001:1(config)#vlan create 1155 type port-mstprstp O
4001:1(config)#vlan mlt 1155 2

8005 & 8006 SMLT Cluster Switches

8005 & 8006: Same configuration on both switches
8005:5(config)#vlan create 2256 name VSN-Red type port-mstprstp O
8005:5(config)#vlan members add 2256 2/21

8007

8007:5(config)#vlan create 2256 name VSN-Red type port-mstprstp O
8007:5(config)#vlan ports 4/25 tagging tagall

8007:5(config)#vlan members add 2256 4/35

8007:5(config)#vlan members remove 1 4/35

9001 & 9002 SMLT Cluster Switches

9001 & 9002: Same configuration on both switches
9001:1(config)#vlan create 1155 name VSN-Blue type port-mstprstp O
9001:1(config)#vlan mlt 1155 2

9001:1(config)#vlan mlt 1155 1

7001 & 7002 SMLT Cluster Switches - SLT on port 25 using SLT id 65 assuming the server

uses an untagged port

7001 & 7002: Same configuration on both switches

7001 (config)#vlan create 1155 name VSN-Blue type port
7001 (config)#vlan configcontrol automatic

7001 (config)#vlan members add 1155 10
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22.3.2 Layer 2 VSN configuration

VSP 4000 Switches

4001 & 4002: Same configuration on both switches
4001:1(config)#vlan ISID 1155 1001155

VSP 7000 Switches

7001 & 7002: Same configuration on both switches
7001 (config)#vlan ISID 1155 1001155

SMLT Cluster Switches — 8005 & 8006

8005 & 8006: Same configuration on both switches
8005:5(config)#vlan 1SID 2256 1002256

ERS 8800 Switch - 8007

8007:5(config)#vlan 1SID 2256 1002256

VSP 9000 Switches

9001 & 9002: Same configuration on 9001 and 9002
9001:1(config)# vlan 1SID 1155 1001155
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22.3.2.1 Verify I1S-IS ISID

Step 1 — Show IS-IS ISID

show isis spbm ISID all

show isis spbm ISID all <id|nick-name]vlan>
EDM

Configuration -> 1S-1S -> SPBM -> ISID

Results:

4001: (4002 will be the same)

SPBM ISID INFO

1SID SOURCE NAME VLAN SYSID TYPE HOST_NAME
1001155 0.40.01 4051 d4ea.0el0.e465 config 4001
1001155 0.40.02 4052 a012.90d3.ec65 discover 4002
1001155 0.70.01 4051  fca8.41f6.37df discover 7001
1001155 0.70.02 4052 3cbl.5bff._5fdf discover 7002
1001155 0.90.01 4051  d4ea.Oefd.e3df discover 9001
1001155 0.90.02 4052 d4ea.Oefd.edac discover 9002

8005: (8006 will be the same)

SPBM ISID INFO

ISID  SOURCE NAME VLAN SYSID TYPE HOST_NAME
1002256 0.80.05 4051 0024 .43b4.e3df config 8005
1002256 0.80.06 4052 001e.1f48.13df discover 8006
1002256 0.80.07 4052 00e0.7bb3.07df discover 8007
8007:

SPBM ISID INFO

1SID SOURCE NAME VLAN SYSID TYPE HOST_NAME
1002256 0.80.05 4051 0024 .43b4 .e3df discover 8005
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1002256 0.80.06 4052 00le.1f48.f3df discover 8006
1002256 0.80.07 4052  00e0.7bb3.07df config 8007

On each switch, verify the following:

Option Verify

ISID For switches 4001, 4002, 7001, 7002, 9001, and 9002, for example, in
TYPE reference to ISID 1001155, TYPE should show config in reference its
own SYSID and discover to each neighbor. For switches 8005, 8006
and 8007, for example, in reference to ISID 1002256, TYPE should
show config in reference its own SYSID and discover to each
neighbor.

22.3.2.2 Show IS-IS LSP Details pertaining to ISIDs provisioned

In an 1S-IS network, each IS router advertises one or more IS-IS Link State Protocol Data Units (LSPs)
with routing information. Within each LSP, there is a fixed header and a number of TLVs with encoded
information. The following command is used to show details of a LSP in detail to a specific neighbor
displaying the encoded information in the TLVs.

Step 1 — Show IS-IS ISID

show isis Isdb Ispid <is-is system id>.00-00 detail
show isis Isdb Ispid <is-is system id>.00-00 tlv 144 sub-tlv 3 detail

Results: From 9001 for perspective for 7001

9001:

9001:1#show isis Isdb Ispid fca8.41f6.37df.00-00 tlv 144 sub-tlv 3 detail

I1SIS LSDB (DETAIL)

Level-1 LsplD: fca8.41f6.37df.00-00 SegNum: 0x000007d7 Lifetime: 406
Chksum: 0x986d PDU Length: 160
Host_name: 7001
Attributes: I1S-Type 1
TLV:144 SUB-TLV 3 1SID:
Instance: 0O
Metric: O
B-MAC: fc-a8-41-f6-37-df
BVID:4051
Number of ISID"s:1
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1001155(Both)

Instance: O

Metric: O

B-MAC: 00-e0-7b-b3-07-df
BVID:4052

Number of ISID"s:1
1001155(Rx)

In reference to 7001 as used in this example from 9001, verify the following:

Option Verify

Level 1 As this example is in reference 7001, I1S-IS LDP ID of
fca8.41f6.37df.00-00 should be displayed with its Host Name of 7001.

TLV:144 Sub-tlv 3 TLV 144 sub-tlv 3 is the SPBM ISID TLV. The SPBM instance is set to
0 indicating only one instance is supported today. The BMAC entry is
the advertising MAC address which for this example should be the
BMAC of 8005 displayed as fc-a8-41-f6-37-df. For BVID, VLAN IDs of
4051 and 4052 should be displayed as these are the two VLANs used
in this configuration with BVID 4051 being the primary. For each BVID,
ISID 1001155 should be displayed
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22.3.2.3 Unknown unicast or multicast/broadcast traffic

The multicast addresses are built out of two pieces. Each SPB node must be configured with a unique
Nick-name that is carried in the IS-IS link state database and is used to form the first portion of the
multicast MAC address (with the multicast bit set: multicast address is Nickname & “3"). The second
portion is the ISID id converted to hex forming the Multicast MAC address.

For example, in reference to 8005:
e Nickname = 0.80.05
e ISID = 1002256 (0x0f:4b:10)
e Multicast address = 03:08:05:0f:4b:10 for ISID 1002256

Step 1 — Display Multicast address used for unknown unicast or multicast/broadcast traffic

show isis spbm multicast-fib
EDM
Configuration -> 1S-1S -> SPBM -> Multicast FIB

Results: The following is shown from 8005

8005:3#show isis spbm multicast-fib ISID 1002256

SPBM MULTICAST FIB ENTRY INFO

MCAST DA ISID BVLAN SYSID HOST-NAVE OUTGOING-INTERFACES
03:08:05:0f:4b:10 1002256 4051 0024.43b4.e3df 8005 2/5,1ST,2/21
03:08:06:0f:4b:10 1002256 4052 001le.1f48.1F3df 8006

03:08:07:0f:4b:10 1002256 4052 00e0.7bb3.07dF 8007

On each switch, verify the following information:

Option Verify

MCAST DA Verify that the correct multicast address for each switch
ISID 10011155

4001: 03:04:01:0f:46:c3
9001: 03:09:01:0f:46:c3
9002: 03:09:02:0f:46:c3
7001: 03:07:01:0f:46:c3
7002: 03:07:02:0f:46:¢c3
ISID 1002256

e 8005: 03:08:05:0f:4b:10
e 8006: 03:08:06:0f:4b:10
e 8007:03:08:07:0f:4b:10
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22.3.2.4 MAC Address Table

Step 1 — Display MAC address table, local or remote

ERS 8800 & VSP 9000:

show vlan mac-address-entry <vlan id>

show vlan mac-address-entry 2256

EDM

Configuration -> VLAN -> VLANs -> Forwarding
VSP_7000:

show mac-address-table spbm

show mac-address-table spbm ISID <1-16777215>

Results: The following is shown from 4001 and 7001

4001:1#show vlan mac-address-entry 1155

Vlan Fdb
VLAN MAC SMLT
1D STATUS ADDRESS INTERFACE REMOTE TUNNEL
1155 learned 00:0c:29:35:62:a4 9001 false 7002
1155 learned 00:0c:29:9b:a8:31 9001 false 9001
1155 learned 00:0c:29:d6:81:e5 MLT-2 false -
1155 learned 00:18:71:ea:31:bb 9001 false 7001

4001:1#show vlan remote-mac-table 1155

Vlan Remote Mac Table

VLAN STATUS MAC-ADDRESS DEST-MAC BVLAN DEST-SYSNAME PORTS SMLTREMOTE
1155 learned 00:0c:29:35:62:a4 3c:bl:5b:ff:5F:df 4051 7002 9001 false
1155 learned 00:0c:29:9b:a8:31 d4:ea:0e:fd:e3:df 4051 9001 9001 false
1155 learned 00:18:71:ea:31:bb 3c:bl:5b:ff:5F:e0 4051 7001 9001 false

7001#show mac-address-table spbm ISID 1001155
Mac Address Table Aging Time: 300
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Learning Enabled Ports ALL

Number of addresses: 4

MAC Address I1SID Source Vid BVid Dest-MAC Dest-Sys-Name
00-0C-29-35-62-A4 1001155 Trunk 31 4051 3C-B1-5B-FF-5F-DF 7002
00-0C-29-9B-A8-31 1001155 Trunk 31 4051 D4-EA-OE-FD-E3-DF 9001
00-0C-29-D6-81-E5 1001155 Trunk 31 4051 D4-EA-OE-10-E4-65 4001

00-18-71-EA-31-BB 1001155 Port 10 1155

In reference to each switch, verify the following information:

Option Verify

The MAC address displayed will vary depending on the MAC address of
the end-user device. The interface should display ISID-1001155 for
INTERFACE MAC addressed from ISID 1001155 and ISID-1002256 for MAC
addressed from ISID 1002256

MAC Address

For remote entries, the remote B-MAC address of the SPB switch

DEST-MAC
should be shown as the remote destination MAC.
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22.4VSP 7000 & ERS 4800 — In-band Management via

L2VSN

An L2VLSN can be created to provide in-band management for the VSP 7000 and ERS 4800. For
example, let's assume we wish to use the 10.12.11/0/24 subnet to manage the VSP 7000 and ERS 4800.
On bridges 8005 and 8006, we will enable VRRP with backup-master to provide routing to the rest of the
network. We will also have to enable IP Shortcuts on both 8005 and 8006 — please see section 17.10.

L2VSN - for in-band management

8005, 8006 Mgmt VLAN
7001, 7002, 7003, 7004

ISID
4801
8005 IP Address
8006 IP Address
7001 IP address
7002 IP address
7003 IP address
7004 IP address
4801 IP address

IP Configuration — 8005 and 8006

8005
8006

8005

®

March 2020

VRRP ID
VRRP VIP
Backup Master

VRRP Priority

101

1000101

10.12.11.2/24

10.12.11.3/24

10.12.11.11/24

10.12.11.12/24

10.12.11.13/24

10.12.11.14/24

10.12.11.15/24

11

10.12.11.1

Enable

150

Please note, for the VSP 7000, if you also use the out-of-management management interface,
you cannot have two default gateways — that is one for the in-band and another for the out-of-
band management interfaces. If you also use the out-of-band management interface, please use
static routes and use a default route on the in-band interface.
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VSP 7000: Add in-band L2VSN and IP address

7001 (config)#vlan create 101 name mgmt-101 type port

7001(config)#vlan mgmt 101

7001 (config)#ip address 10.12.11.11 netmask 255.255.255.0 default-gateway 10.12.11.1
7001(config)#vlan ISID 101 1000101

For switches 7002, 7003, and 7004, use the same configuration as above except for the
items shown below

7004 (config)#show ip
Bootp/DHCP Mode: Disabled

Configured In Use Last BootP/DHCP
Stack IP Address: 0.0.0.0 0.0.0.0
Switch IP Address: 10.12.11.14 10.12.11.14 0.0.0.0
Switch Subnet Mask: 255.255.255.0 255.255.255.0 0.0.0.0
Mgmt Stack IP Address: 0.0.0.0
Mgmt Switch IP Address: 10.136.56.54 10.136.56.54
Mgmt Subnet Mask: 255.255.255.0 255.255.255.0
Mgmt Def Gateway: 0.0.0.0
Default Gateway: 10.12.11.1 10.12.11.1 0.0.0.0
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ERS 4800: Add in-band L2VSN and IP address

4801 (config)#vlan create 101 name mgmt-101 type port

4801 (config)#vlan mgmt 101

4801 (config)#ip address 10.12.11.15 netmask 255.255.255.0 default-gateway 10.12.11.1
4801 (config)#vlan ISID 101 1000101

4801 (config)#show ip
Bootp/DHCP Mode: Disabled

Configured In Use Last BootP/DHCP
Stack IP Address: 0.0.0.0 0.0.0.0
Switch 1P Address: 10.12.11.15 10.12.11.15 0.0.0.0
Switch Subnet Mask: 255.255.255.0 255.255.255.0 0.0.0.0
Default Gateway: 10.12.11.1 10.12.11.1 0.0.0.0

8005 & 8006: Add in-band L2VSN and IP address

8005:5(config)#vlan create 101 type port-mstprstp 0
8005:5(config)#vlan ISID 101 1000101

8005:5(config)#interface Vlan 101

8005:5(config-if)#ip address 10.12.11.2 255.255.255.0
8005:5(config-if)#ip vrrp address 11 10.12.11.1
8005:5(config-if)#ip vrrp 11 backup-master enable priority 150
8005:5(config-if)#ip vrrp 11 enable

8005:5(config-if)#exit

8005:5(config-if)#ip address 10.12.11.3 255.255.255.0
8005:5(config-if)#ip vrrp 11 backup-master enable
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22.5Multicast over L2VSN

Switch-1

Switch-3

IGMP Snoop/
- i . Proxy Enabled
1/45 e 3 | ; . / | s

1124 :' - /%

147

4001

1/47, /
U5

s | | - 7000 7003

12

MC
. Receivers

IGMP Snoop,
Proxy Enabled

Continuing from example used in Section 17.2, we will simple enable multicast support for L2ZVSN ISID
1002256.
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22.5.1 Enable SPB Multicast — Global

ERS 8800 Switches

8005, 8006 & 8007: Same configuration on all switches
8005:5(config)#router isis

8005:5(config-isis)#spbm 1 multicast enable
8005:5(config-isis)#exit

22.5.2 Enable IGMP
22.5.2.1 Enable IGMPv2 at VLAN level

ERS 8800 Switches

8005 & 8006: Same configuration on both switches
8005:5(config)#interface vlan 2256
8005:5(config-if)#ip igmp proxy
8005:5(config-if)#ip igmp snooping
8005:5(config-if)#ip igmp snoop-querier-addr 192.168.156.1
8005:5(config-if)#exit
## 1T IGMPV3 is used:
8005:5(config-if)#ip igmp ssm-snoop
8005:5(config-if)#ip igmp version 3
8007:
8007:5(config)#interface vlan 2256
8007:5(config-if)#ip igmp proxy
8007:5(config-if)#ip igmp snooping
8007:5(config-if)#ip igmp snoop-querier-addr 192.168.56.1
8007:5(config-if)#exit
## 1T IGMPV3 is used:
8007:5(config-if)#ip igmp ssm-snoop
8007:5(config-if)#ip igmp version 3
Please note, if the ERS 8800 is connected to an edge switch, it may be necessary to
@ add an IGMP query address. If you omit adding a query address, the ERS 8800 will

send IGMP queries with a source address of 0.0.0.0. Depending on the edge switch
model, it may not accept a query with a source address of 0.0.0.0.
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22.5.2.2 Edge Switch

Assuming the edge switch is an Extreme stackable switch with the latest firmware, enable IGMP snhoop
and proxy.

Extreme Stackable Switches

ACL1

ERS-Stackable(config)#interface vlan 2256
ERS-Stackable(config-if)#ip igmp snoop
ERS-Stackable(config-if)#ip igmp proxy

## 1T IGMPV3 is used:
ERS-Stackable(config-if)#ip igmp version 3
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22.5.3 Verify Operations

22.5.3.1 Global Settings

Step 1 — Verify SPB multicast is enabled

show isis spbm multicast

Results:

8007: (8005 and 8006 should be the same)

ISIS SPBM Info

SPBM B-VID PRIMARY NICK LSDB 1P MULTICAST
INSTANCE VLAN NAME TRAP
1 4051-4052 4051 0.80.07 disable enable enable

Step 2 — Verify IGMP interfaces

show ip igmp interface

Results:

8007: (results from 8005 and 8006 will be same except for the querier address)

IGMP Interface - GlobalRouter

QUERY OPER QUERY  WRONG LASTMEM
IF INTVL STATUS VERS. VERS QUERIER MAXRSPT QUERY JOINS ROBUST QUERY MODE
V2256 125 active 2 2 192.168.56.1 100 0 12 2 10 snoop-spb
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22.5.3.2 Verify IGMP cache/group and senders

Assuming the multicast sender is using IGMPv3 (source IP 10.5.41.20@232.2.2.2) connect to Switch-2
off SPB bridges 8005 & 8006 with a receiver (10.5.41.10) connected to Switch-3 off SPB bridges 8007.

Step 1 — Verify SPB multicast is enabled

show ip igmp cache

show ip igmp group

Results:

8007:
8007:3#show ip igmp cache

IGMP Cache - GlobalRouter

GRPADDR INTERFACE LASTREPORTER EXPIRYTIME VERSIONIHOSTTIMER TYPE

STATICP

ORTS

232.2.2.2 Vlan2256 10.7.30.5 Oday,00h:04m:08s 0Oday,00h:00m:00s  DYNAMIC NULL

8007:3#show ip igmp group

IGMP Group - GlobalRouter

GRPADDR INPORT MEMBER EXPIRATION TYPE

232.2.2.2 V2256-4/35 10.5.41.10 54 Dynamic

Step 2 — Verify IGMP sender

show ip igmp sender

Results:

8007:
8007:3#show ip igmp sender

IGMP Sender - GlobalRouter

PORT/
GRPADDR IFINDEX MEMBER MLT STATE
232.2.2.2 Vlan 2256 10.5.41.20 spb NOTFILTERED
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22.5.3.3 Verify SPB Multicast Routes

Step 1 — Verify all SPB multicast routes

show isis spbm ip-multicast-route all

Results:

8007:

8007:3#show isis spbm ip-multicast-route all

SPBM IP-MULTICAST ROUTE INFO ALL

Type VrfName Vlan Source Group VSN-ISID Data ISID
BEB

Id
snoop  GRT 2256 10.5.41.20 232.2.2.2 1002256 16000002
snhoop  GRT 2256 10.5.41.20 232.2.2.2 1002256 16000002

Step 2 — Verify SPB multicast routes pertaining to VLAN 2256 / ISID 1002256

BVLAN Source-

4051 8005
4052 8006

show isis spbm ip-multicast-route vlan 2256

show isis spbm ip-multicast-route vsn-isid 1002256

Results:

8007:
8007:3#show isis spbm ip-multicast-route vlan 2256

SPBM IP-MULTICAST ROUTE INFO - VLAN ID : 2256, VSN-ISID :

1002256

Source Group Data ISID BVLAN Source-BEB
10.5.41.20 232.2.2.2 16000002 4051 8005
10.5.41.20 232.2.2.2 16000002 4052 8006
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22.5.3.4 Verify multicast TLV’s

Assuming the multicast sender is using IGMPv3 (source IP 10.5.41.20@232.2.2.2) connect to Switch-2
off SPB bridges 8005 & 8006 with a receiver (10.5.41.10) connected to Switch-4 off SPB bridges 8007.
TLV 185 in relationship to bridges 8005 and 8006 should have the Tx bit set and also send TLV 144 with
the Tx bit set. Each multicast group should have its own unique data ISID with a value of 1600000x. The
receiver switches (8007) should have TLV 144 with the Rx bit set.

Step 1 — Verify IP multicast source, group addresses, and Tx bit set on the BEB bridge

where the multicast source is located via TLV 185

show isis Isdb tlv 185 detail

8005:
8005:3#show isis Isdb tlv 185 detail

ISIS LSDB (DETAIL)

Level-1 LsplD: 0024.43b4.e3df.00-00 SegNum: 0x00000bb5 Lifetime: 375
Chksum: 0xb302 PDU Length: 889
Host_name: 8005
Attributes: I1S-Type 1
TLV:185 SPBM IPVPN :
VSN 1SI1D:1002256

BVID 14051
Metric:0
IP Source Address: 10.5.41.20
Group Address 1 232.2.2.2
Data ISID : 16000002
TX -1
Level-1 LsplD: 00le.1f48.¥3df.00-00 SegNum: 0x00001621 Lifetime: 662

Chksum: Ox4cf8 PDU Length: 866
Host_name: 8006
Attributes: I1S-Type 1
TLV:185 SPBM IPVPN :
VSN 1SI1D:1002256
BVID 14052

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 315



F= Extreme

networks

ADVANCE WITH US

Metric:0

IP Source Address: 10.5.41.20
Group Address 1 232.2.2.2
Data ISID = 16000002
X -1

Step 2 — Verify on the BEB bridges where the multicast receivers are located via TLV 144,
the Rx bit is set with a B-MAC of 03-08-05-00-00-00 & 03-08-06-00-00-00 (03 indicated

multicast while 08-05 & 08-06 are the Nick Names of BEB bridges 8005 & 8006 with the
multicast source). On the BEB bridges where the source is located, the Tx bit should be

show isis Isdb tlv 144 detail

show isis Isdb Ispid tlv 144 sub-tlv 3 detail

show isis Isdb Ispid <Isp id> tlv 144 detail

show isis Isdb Ispid <Isp id> tlv 144 sub-tlv 3 detail

8005:3#show isis Isdb Ispid 00e0.7bb3.07df.00-00 tlv 144 sub-tlv 3 detail

I1SIS LSDB (DETAIL)

Level-1 LsplD: 00e0.7bb3.07df.00-00 SegNum: 0x00000311 Lifetime: 1032
Chksum: O0xf022 PDU Length: 502
Host_name: 8007
Attributes: 1S-Type 1
TLV:144 SUB-TLV 3 1SID:
Instance: 0O
Metric: O
B-MAC: 00-e0-7b-b3-07-df
BVID:4051
Number of ISID"s:1

1002256 (Rx)
Instance: 0O
Metric: O

B-MAC: 00-e0-7b-b3-07-df
BVID:4052
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Number of ISID"s:1

1002256 (Both)

Instance: 0O

Metric: O

B-MAC: 03-08-05-00-00-00

BVID:4051

Number of ISID"s:1
16000002 (Rx)

Instance: 0O

Metric: O

B-MAC: 03-08-06-00-00-00

BVI1D:4052

Number of 1SID"s:1
16000002 (Rx)
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22.5.3.5 Trace Multicast Routes

On the switch where the multicast sender is located, in our example this would be switch 8007, you can
trace the multicast route by specifying the source, group, and VLAN.

Step 1 — Verify all SPB multicast routes

12 tracemroute source <source address> group <group address> vlan <C-VLAN id>

Results: Since the multicast source is via bridges 8005 & 8006, we will use the following

command to view the multicast route for group address 232.2.2.2

8005:3#12 tracemroute source 10.5.41.20 group 232.2.2.2 vlan 2256
Please wait for I2tracemroute to complete or press any key to abort
Source : 10.5.41.20

Group = 232.2.2.2

VLAN : 2256

BMAC : 03:08:05:14:24:03

B-VLAN : 4051

ISID : 16000003

1 8005 00:24:43:b4:e3:df -> 8003 00:80:2d:be:23:df
2 8003 00:80:2d:be:23:df -> 8007 00:€0:7b:b3:07:df

8006:3#12 tracemroute source 10.5.41.20 group 232.2.2.2 vlan 2256
Please wait for I2tracemroute to complete or press any key to abort
Source : 10.5.41.20

Group = 232.2.2.2

VLAN : 2256

BMAC : 03:08:06:14:24:03

B-VLAN : 4052

ISID : 16000003

1 8006 00:1e:1f:48:f3:df -> 8004 00:€e0:7b:bc:23:df
2 8004 00:e0:7b:bc:23:df -> 8007 00:€0:7b:b3:07:df
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22.6Inter VSN Routing

Switch-1
: ) V5N Blue
I-SID = 1001155

7003

B-VLAN 2052 \

Continuing from configuration example 22.3 (L2VSN), assuming we wish to route between the Layer 2
Red and Blue Layer 2 VSNs. This can be accomplished by creating a VRF instance and adding the
appropriate VLANs. For redundancy purposes, we can also create a VRF between two SPB bridges and
run VRRP between for redundancy. We will enable Inter VSN routing by adding a VRF instance and then
adding the Blue VSN and Red VSN on 8005 and 8006 and run VRRP between them. The end result will
allow user or servers to forward traffic between Red and Blue VSNs.

In summary, we will configure the following:
e Use the base configuration from configuration example 22.1 and 22..2
¢ On SPB bridges 8005 and 8006, we will add the following:
0 A VRF instance named inter-isid with the following
= 8005

e Add an IP address of 10.5.40.2 to VLAN 1155 with a VRRP VIP of
10.5.40.1 and VRRP backup master enabled

e Add an IP address of 10.5.41.2/24 to VLAN 2256 with a VRRP VIP of
10.5.41.1 and VRRP backup master enabled

e Add an IP address of 10.5.40.3/24 to VLAN 1155 with a VRRP VIP of
10.5.40.1 and VRRP backup master enabled

e Add an IP address of 10.5.41.3/24 to VLAN 2256 with a VRRP VIP of
10.5.41.1 and VRRP backup master enabled
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22.7Inter-ISID Configuration

In addition to the configuration to the configuration used in 22.3, we will add the following configuration.

22.7.1 VRF configuration

8005 & 8006 — Create VRF and add IP addressing to VLANs 1155 and 2256, enable VRRP

with backup master, and make 8005 VRRP master for VLAN 1155

8005:
8005:5(config)#ip vrf inter-isid

8005:5(config)#interface vlan 1155

8005:5(config-if)#vrf inter-isid

8005:5(config-if)#ip address 10.5.40.2 255.255.255.0
8005:5(config-if)#ip vrrp address 10.5.40.1
8005:5(config-if)#ip vrrp 55 backup-master enable priority 150
8005:5(config-if)#ip vrrp 55 enable

8005:5(config-if)#exit

8005:5(config)#interface vlan 2256

8005:5(config-if)#vrf inter-isid

8005:5(config-if)#ip address 10.5.41.2 255.255.255.0
8005:5(config-if)#ip vrrp address 10.5.41.1
8005:5(config-if)#ip vrrp 56 backup-master enable
8005:5(config-if)#ip vrrp 56 enable

8005:5(config-if)#exit

8005:5(config)#interface vlan 1155
8005:5(config-if)#ip address 10.5.40.3 255.255.255.0
8005:5(config-if)#ip vrrp 55 backup-master enable

8005:5(config)#interface vlan 2256

8005:5(config-if)#ip address 10.5.41.3 255.255.255.0
8005:5(config-if)#ip vrrp 56 backup-master enable priority 150

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 320



F= Extreme

networks

ADVANCE WITH US
22.7.2 Verification

22.7.2.1 IP Route and ARP Table

Step 1 — Verify route table for VRF inter-isid

show ip route vrf inter-isid

Results:

8005 8006#show ip route vrf inter-isid
Response from 8005:

IP Route - VRF inter-isid

NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.5.40.0 255.255.255.0 10.5.40.2 - 1 1155 LOC O DB O
10.5.41.0 255.255.255.0 10.5.41.2 - 1 2256 LOC O DB O

2 out of 2 Total Num of Route Entries, 2 Total Num of Dest Networks displayed.
TYPE Legend:

I=Indirect Route, D=Direct Route, A=Alternative Route, B=Best Route, E=Ecmp Route,
U=Unresolved Route, N=Not in HW, F=Replaced by FTN, V=IPVPN Route, S=SPBM Route
PROTOCOL Legend:

v=Inter-VRF route redistributed

Response from 8006:

IP Route - VRF inter-isid

NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.5.40.0 255.255.255.0 10.5.40.3 - 1 1155 LOC O DB O
10.5.41.0 255.255.255.0 10.5.41.3 - 1 2256 LOC O DB O

2 out of 2 Total Num of Route Entries, 2 Total Num of Dest Networks displayed.

TYPE Legend:
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I=Indirect Route, D=Direct Route, A=Alternative Route, B=Best Route, E=Ecmp Route,
U=Unresolved Route, N=Not in HW, F=Replaced by FTN, V=IPVPN Route, S=SPBM Route
PROTOCOL Legend:

v=Inter-VRF route redistributed

Step 2 — Verify VRRP operations

show ip vrrp vrf inter-isid

Results:

8005 8006# show ip vrrp vrf inter-isid
Response from 8005:

VRRP Info - VRF inter-isid

VRID P/V 1P MAC STATE CONTROL PRIO ADV

55 1155 10.5.40.1 00:00:5e:00:01:37 Master Enabled 150 1

56 2256 10.5.41.1 00:00:5e:00:01:38 Back Up Enabled 100 1

VRID P/V MASTER UP TIME HLD DWN CRITICAL IP (ENABLED)
55 1155 10.5.40.2 0 day(s), 00:07:56 0 0.0.0.0 (No)
56 2256 10.5.41.3 0 day(s), 00:06:34 0 0.0.0.0 (No)

VRID P/V BACKUP MASTER BACKUP MASTER STATE FAST ADV (ENABLED)

55 1155 enable down 200 (NO)
56 2256 enable up 200 (NO)

Response from 8006:

VRRP Info - VRF inter-isid

VRID P/V 1P MAC STATE CONTROL PRIO ADV

55 1155 10.5.40.1 00:00:5e:00:01:37 Back Up Enabled 100 1
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56 2256 10.5.41.1

MASTER

10.5.40.2

10.5.41.3

00:00:5e:00:01:38 Master Enabled 150 1

UP TIME HLD DWN CRITICAL 1P (ENABLED)
0 day(s), 00:07:57 0 0.0.0.0 (No)
0 day(s), 00:06:35 0 0.0.0.0 (No)

BACKUP MASTER BACKUP MASTER STATE FAST ADV (ENABLED)

Step 3 — Verify ARP table

enable

enable

show ip arp vrf inter-isid

Results:

8005 8006#show ip arp vrf inter-isid

Response from 8005:

IP Arp - VRF inter-isid

I1P_ADDRESS
10.5.40.2
10.5.40.255
10.5.41.2
10.5.41.255
10.5.40.1
10.5.41.1
10.5.41.10
10.5.41.3
10.5.40.3
10.5.41.20
10.5.40.52
10.5.40.51
10.5.40.5

MAC_ADDRESS VLAN PORT TYPE TTL(10 Sec)
00:24:43:b4:e2:25 1155 - LOCAL 2160
fr-ff-ff:FF-fF:FF 1155 - LOCAL 2160
00:24:43:b4:e2:2d 2256 - LOCAL 2160
fr-fr-fr:FF-fF:FF 2256 - LOCAL 2160
00:00:5e:00:01:37 1155 - LOCAL 2160
00:00:5e:00:01:38 2256 - LOCAL 2160
00:0c:29:26:b5:af 2256 [1SI1D-1002256 DYNAMIC 2118
00:1e:1f:48:f2:2d 2256 1S1D-1002256 DYNAMIC 2118
00:1e:1f:48:f2:24 1155 1SID-1001155 DYNAMIC 2118
00:0c:29:d9:96:59 2256 2/21 DYNAMIC 2121
00:0c:29:9b:a8:31 1155 [1SID-1001155 DYNAMIC 2154
00:0c:29:35:62:a4 1155 1SI1D-1001155 DYNAMIC 2160
00:0c:29:d6:81:e5 1155 [1SID-1001155 DYNAMIC 2159

Response from 8006:

March 2020

IP Arp - VRF inter-isid

©2020 Extreme Networks, Inc. All rights reserved 323



F= Extreme

networks
ADVANCE WITH US
1P_ADDRESS MAC_ADDRESS VLAN PORT TYPE TTL(10 Sec)
10.5.40.3 00:1e:1f:48:f2:24 1155 - LOCAL 2160
10.5.40.255 frfr:-fr:-ff:ff:ff 1155 - LOCAL 2160
10.5.41.3 00:1e:1f:48:f2:2d 2256 - LOCAL 2160
10.5.41.255 fr:-fr:-fr:ff:ff:ff 2256 - LOCAL 2160
10.5.40.1 00:00:5e:00:01:37 1155 - LOCAL 2160
10.5.41.1 00:00:5e:00:01:38 2256 - LOCAL 2160
10.5.41.10 00:0c:29:26:b5:af 2256 [1SI1D-1002256 DYNAMIC 2160
10.5.41.20 00:0c:29:d9:96:59 2256 2/21 DYNAMIC 2160
10.5.40.52 00:0c:29:9b:a8:31 1155 [1SID-1001155 DYNAMIC 2124
10.5.40.51 00:0c:29:35:62:a4 1155 1SI1D-1001155 DYNAMIC 2143
10.5.40.5 00:0c:29:d6:81:e5 1155 [1SID-1001155 DYNAMIC 2159

22.7.2.2 MAC Address Table

Step 1 — Verify MAC table for VRF inter-isid

show vlan mac-address-entry <vlan id>

Results:

8005#show vlan mac-address-entry 1155

Vlan Fdb
VLAN MAC QoS SMLT
1D STATUS ADDRESS INTERFACE MONITOR LEVEL REMOTE
1155 self 00:00:5e:00:01:37 Port-cpp false 1 false
1155 learned 00:0c:29:35:62:a4 1SID-1001155 false 1 false
1155 learned 00:0c:29:9b:a8:31 1SID-1001155 false 1 false
1155 learned 00:0c:29:d6:81:e5 1SID-1001155 false 1 false
1155 learned 00:18:71:ea:31:bb 1S1D-1001155 false 1 false
1155 learned 00:1e:1F:48:f2:24 1SID-1001155 false 1 true
1155 self 00:24:43:b4:e2:25 Port-cpp false 1 false
8005#show vlan mac-address-entry 2256

Vlan Fdb
VLAN MAC QoS SMLT
1D STATUS ADDRESS INTERFACE MONITOR LEVEL REMOTE
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2256 self 00:00
2256 learned 00:0c
2256 learned 00:0c
2256 learned 00:1e
2256 self 00:24
March 2020

:5e:00:01:38 Port-cpp false 1
:29:26:b5:af 1SI1D-1002256 false 1
:29:d9:96:59 Port-2/21 false 1
t1f:48:F2:2d 1SI1D-1002256 false 1
:43:b4:e2:2d Port-cpp false 1
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22.8SPB L3 VSN — SMLT

VSN Blue
I-SID = 2002255
el 192.168.33.0/24 gy itch-z
. 9001 8005 —r

SMLT
3}'5 Cluster

JJ% ’%‘ s - . . N _Ti.xm

1.
5~ SID 2“0.?2
= 145

Switch-3

«-r-,.

4002

SMLT
Cluster

5002

V5N Red
I-51D = 2002254
192.168.15.0/24

VSN Blue
I-5ID = 2002255

VSN Red 4/35
192.168.5.0/24 %

I-SID = 2002254 =r—

192.168.133.0/28  switch-a

For this example, we will configure the SMLT switch cluster with the following:
e SPBIP

0 SPB IP parameter must be enabled BEB switches SMLT cluster switches 4001 & 4002, 8005
& 8006, and standalone switch 8007

0 AnIS-IS source IP address must be configured (loopback/curcuitless IP address)
e VRF's - BEB Nodes only
o VRFRed
= VLAN ID = 2254 configured on switches 4001, 4002 and 8007
= Assign ISID 2002254 to VRF Red

= On the vIST cluster 4001 and 4002, we will also need to assign an ISID to the VLAN
where we will use I1SID 3002254

0 VRF Blue
= VLAN ID = 2255 configured on switches 4001, 4002, 8005, and 8006
= Assign ISID 2002255 to VRF Blue

= On the VIST cluster 4001 and 4002, we will also need to assign an ISID to the VLAN
where we will use I1SID 3002255

This example is a continuation from the base setup used in Section 22.1 and 22.2 for the SMLT
configuration.
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22.8.1 SPB IP Enable

22.8.1.11S-1S Layer 3 configuration

4001

4001:1(config)#interface loopback 1
4001:1(config-iF)#ip address 1 10.4.4.1/255.255.255._255
4001:1(config-if)#exit

4001:1(config)#router isis
4001:1(config-isis)#ip-source-address 10.4.4.1
4001:1(config-isis)#spbm 1 ip enable
4001:1(config-isis)#exit

4002

4002:1(config)#interface loopback 1
4002:1(config-if)#ip address 1 10.4.4.2/255.255.255.255
4002:1(config-if)#exit

4002:1(config)#router isis
4002:1(config-isis)#ip-source-address 10.4.4.2
4002:1(config-isis)#spbm 1 ip enable
4002:1(config-isis)#exit

8005

8005:5(config)#interface loopback 1
8005:5(config-if)#ip address 1 10.1.1.5/255_.255.255.255
8005:5(config-if)#exit

8005:5(config)#router isis
8005:5(config-isis)#ip-source-address 10.1.1.5
8005:5(config-isis)#spbm 1 ip enable
8005:5(config-isis)#exit

8006

8006:5(config)#interface loopback 1
8006:5(config-if)#ip address 1 10.1.1.6/255.255.255.255
8006:5(config-if)#exit

8006:5(config)#router isis
8006:5(config-isis)#ip-source-address 10.1.1.6
8006:5(config-isis)#spbm 1 ip enable
8006:5(config-isis)#exit
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8007

8007:5(config)#interface loopback 1
8007:5(config-if)#ip address 1 10.1.1.7/255.255.255.255
8007:5(config-if)#exit

8007:5(config)#router isis
8007:5(config-isis)#ip-source-address 10.1.1.7
8007:5(config-isis)#spbm 1 ip enable
8007:5(config-isis)#exit

22.8.1.2 VRF Configuration

4001 and 4002

4001 & 4002: Same configuration on both switches
4001:1(config)#ip vrf blue
4001:1(config)#ip vrf red

8005 & 8006

8005 & 8006: Same configuration on both switches
8005:5(config)#ip vrf blue

8007

8007:5(config)#ip vrf red

22.8.2 VLAN Configuration

4001 and 4001 — Add VLAN and ISID identifier for the vIST

4001 & 4002: Same configuration on both switches assuming we are using the SMLT
configuration via MLT 2

4001:1(config)#vlan create 2254 name vsnred-2254 type port-mstprstp 0
4001:1(config)#vlan 1SID 2254 3002254

4001:1(config)#vlan create 2255 name vsnblue-2255 type port-mstprstp 0O
4001:1(config)#vlan 1SID 2255 3002255

4001:1(config)#vlan mlt 2254 2

4001:1(config)#vlan mlt 2255 2
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8005 and 8006

8005 & 8006: Same configuration on both switches assuming we are using SLT 129 via
port 2/21 and MLT 1 for the IST

8005:5(config)#vlan create 2255 name "vsnblue-2255" type port-mstprstp 0O
8005:5(config)# vlan members add 2255 2/21

8007

8007:5(config)#vlan create 2254 name "vsnred-2254" type port-mstprstp 0
8007:5(config)#vlan ports 4/35 tagging tagAll

8007:5(config)# vlan members add 2254 4/35

8007:5(config)# vlan members remove 1 4/35

22.8.3 IPVPN Configuration

4001 and 4002 - Add IP address and VRF to VLANs 2254 & 2255

4001:
4001:1(config)#interface vlan 2254
4001:1(config-iH)#vrf red

4001:1(config-iF)#ip address 192.168.15.1 255.255.255.0
4001:1(config-iH)#ip rsmlt

4001:1(config-iF)#ip rsmlt holdup-timer 9999
4001:1(config-if)#exit

4001:1(config)#interface vlan 2255
4001:1(config-iF)#vrf blue

4001:1(config-iF)#ip address 192.168.5.1 255.255.255.0
4001:1(config-iH)#ip rsmlt

4001:1(config-if)#ip rsmlt holdup-timer 9999
4001:1(config-iF)#exit

4001:1(config)#ip rsmlt edge-support

4002:1(config)#interface vlan 2254
4002:1(config-if)#ip address 192.168.15.2 255.255.255.0
4002:1(config)#interface vlan 2255
4002:1(config-iF)#ip address 192.168.5.2 255.255.255.0
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8005 and 8006 - Add IP address and VRF to VLANs 2254 and 2555, enable RSMLT Edge by

setting the holdup timer to infinity (9999), and enable RSMT edge support globally

8005:

8005:5(config)#interface vlan 2255
8005:5(config-if)#vrf blue

8005:5(config-if)#ip address 192.168.33.1 255.255.255.0
8005:5(config-if)#ip rsmlt

8005:5(config-if)#ip rsmlt holdup-timer 9999
8005:5(config-if)#exit

8005:5(config)#ip rsmlt edge-support

8006:5(config)#interface vlan 2255
8006:5(config-if)#ip address 192.168.33.2 255.255.255.0

8007 - Add IP address and VRF to VLAN 2254

8007:5(config)#interface vlan 2254
8007:5(config-if)#vrf red

8007:5(config-if)#ip address 192.168.133.1 255.255.255.0
8007:5(config-if)#exit
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22.8.4 Enable L3VSN Configuration

4001 and 4002 - Enable L3 IPVPN and ISID to VRF red and blue

4001 & 4002: Same configuration on both switches
4001:1(config)#router vrf red
4001:1(router-vrf)#ipvpn
4001:1(router-vr)#1SID 2002254
4001:1(router-vrH)#ipvpn enable
4001:1(router-vrf)#exit
4001:1(config)#router vrf blue
4001:1(router-vrf)#ipvpn
4001:1(router-vr)#1SID 2002255
4001:1(router-vrf)#ipvpn enable
4001:1(router-vrH)#exit

8005 and 8006 - Enable L3 IPVPN and ISID to VRF blue

8005 & 8006: Same configuration on both switches
8005:5(config)#router vrf blue
8005:5(router-vri)#ipvpn

8005:5(router-vrf)#I1SID 2002255
8005:5(router-vrf)#ipvpn enable
8005:5(router-vrf)#exit

8007 - Enable L3 IPVPN and ISID to VRF red

8007:5(config)#router vrf red
8007:5(router-vrf)#ipvpn
8007:5(router-vrf)#I1SID 2002254
8007:5(router-vrf)#ipvpn enable
8007:5(router-vrf)#exit

March 2020 ©2020 Extreme Networks, Inc. All rights reserved

331



F= Extreme

networks

ADVANCE WITH US
22.8.5 Enable direct interface redistribution

4001 and 4002 - Redistribute IP Networks via IS-I1S — Direct Interfaces

4001 & 4002: Same configuration on both switches
4001:1(config)#router vrf red
4001:1(router-vrf)#isis redistribute direct

WARNING: Routes will not be injected until apply command is issued after enable
command

4001:1(router-vrf)#isis redistribute direct enable
4001:1(router-vrH)#exit

4001:1(config)#router vrf blue
4001:1(router-vrf)#isis redistribute direct

WARNING: Routes will not be injected until apply command is issued after enable
command

4001:1(router-vrf)#isis redistribute direct enable
4001:1(router-vrf)#exit

4001:1(config)#isis apply redistribute direct vrf red
4001:1(config)#isis apply redistribute direct vrf blue

8005 and 8006 - Redistribute IP Networks via IS-IS — Direct Interfaces

8005 & 8006: Same configuration on both
8005:5(config)#router vrf blue
8005:5(router-vrf)#isis redistribute direct

WARNING: Routes will not be injected until apply command is issued after enable
command

8005:5(router-vrf)#isis redistribute direct enable
8005:5(router-vrf)#exit

8005:5(config)#isis apply redistribute direct vrf red
8005:5(config)#isis apply redistribute direct vrf blue

8007 - Redistribute IP Networks via IS-IS — Direct Interfaces

8007:5(config)#router vrf red
8007:5(router-vrf)#isis redistribute direct

WARNING: Routes will not be injected until apply command is issued after enable
command

8007:5(router-vrf)#isis redistribute direct enable
8007:5(router-vrf)#exit
8007:5(config)#isis apply redistribute direct vrf red
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22.8.6 Verify Operations

22.8.6.1 Verify RSMLT Information

4001 & 4002 and 8005 & 8006 - Verify RSMLT is up and operational for both VRF instances

show ip rsmlt vrf red

show ip rsmlt vrf blue

8005 8006#show ip rsmlt vrf blue
Response from 8005:

Ip Rsmlt Local Info - VRF blue

VID 1P MAC ADMIN OPER HDTMR HUTMR
2255 192.168.33.1 00:24:43:b4:e2:23 Enable Up 60 infinity
VID SMLT ID SLT ID

2255 5 129

VID 1PV6 MAC ADMIN OPER HDTMR HUTMR
VID SMLT ID SLT ID

Ip Rsmlt Peer Info - VRF blue

VID 1P MAC ADMIN  OPER HDTMR HUTMR

2255 192.168.33.2 00:1e:1f:48:12:22 Enable Up 60 infinity

VID HDT REMAIN HUT REMAIN SMLT 1D SLT ID
2255 60 infinity 5 129
VID 1Pv6 MAC ADMIN  OPER HDTMR HUTMR

VID HDT REMAIN HUT REMAIN SMLT 1D SLT ID

Response from 8006:

Ip Rsmlt Local Info - VRF blue
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VID 1P MAC ADMIN  OPER HDTMR HUTMR
2255 192.168.33.2 00:1e:1f:48:f2:22 Enable Up 60 infinity
VID  SMLT 1ID SLT ID
2255 5 129
VID 1Pv6 MAC ADMIN  OPER HDTMR HUTMR
VID SMLT ID SLT ID

Ip Rsmlt Peer Info - VRF blue

VID 1P MAC ADMIN OPER HDTMR HUTMR
2255 192.168.33.1 00:24:43:b4:e2:23 Enable Up 60 infinity
VID  HDT REMAIN HUT REMAIN SMLT ID SLT 1D
2255 60 infinity 5 129
VID 1PV6 MAC ADMIN OPER HDTMR HUTMR
VID HDT REMAIN HUT REMAIN SMLT 1D SLT ID

On each SMLT cluster switch, verify the following:

Option Verify

VID The value displayed should be 2254 for vrf red and 2255 for vrf blue as
per the VLAN ID used in this configuration example.

ADMIN The value displayed should be Enable which indicates that RSMLT has
been enabled for this interface

OPER Should be displayed as Up indicating that RSMLT is operational

HUTMR Should be displayed as infinity as we configured this interface as a
RSMLT Edge interface with a holdup-timer timer value of 9999

SLTID The value displayed should be 129 for SMLT cluster 8005 & 8005 as
per the SMLT ID’s used in this example
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22.8.6.2 Verify 1S-IS ISID

Show IS-IS ISID pertaining to the vIST

show isis spbm ISID all id <3002254]3002255>

Results:

4001 & 4002:
4001:1#show isis spbm ISID all id 3002254

SPBM ISID INFO

I1SID SOURCE NAME  VLAN  SYSID TYPE HOST_NAME
3002254 0.40.01 4051  d4ea.0el0.e465 config 4001
3002254 0.40.02 4052  a012.90d3.ec65 discover 4002

4001:1#show isis spbm ISID all id 3002255

SPBM 1SID INFO

1SID SOURCE NAME  VLAN  SYSID TYPE HOST_NAME
3002255 0.40.01 4051 d4ea.0el0.e465 config 4001
3002255 0.40.02 4052 a012.90d3.ec65 discover 4002

Show IS-IS ISID pertaining to each vrf instance

show ip ipvpn

Results:

4001 & 4002:
4001:1#show ip ipvpn

VRF Name > blue
Ipvpn-state : enabled
1SID : 2002255
VRF Name > red
Ipvpn-state : enabled
1SID : 2002254
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8005 & 8006:

8005:5#show ip vrf ipvpn
VRF Name > blue
Ipvpn-state : enabled
I1SID : 2002255

8007:

8007:5#show ip vrf ipvpn
VRF Name > red
Ipvpn-state : enabled
I1SID 1 2002254

On each switch, verify the following:

VRF Name For the VRF Name of blue, the Ipvpn-state should display enabled with
Ibvbn-state an ISID value of 2002255. For the VRF Name of red, the Ipvpn-state
pvp should display enabled with an ISID value of 2002254.

ISID
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22.8.6.3 Show IS-IS SPB IP Unicast Forwarding database

Show IS-IS SPB IP Unicast FIB using ISID 2002254 and 2002255 as used in this

configuration example

show isis spbm ip-unicast-fib id <ISID id>

Results: Example from 4002

4002:
4002:1(config)#show isis spbm ip-unicast-fib id 2002255

SPBM IP-UNICAST FIB ENTRY INFO

VRF DEST OUTGOING SPBM PREFIX 1P ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
blue 2002255 2002255 192.168.5.0/24 4001 4051 1747 20 1 7
blue 2002255 2002255 192.168.5.0/24 4001 4052 9001 20 1 7
blue 2002255 2002255 192.168.33.0/724 8005 4051 1/47 30 1 7
blue 2002255 2002255 192.168.33.0/24 8005 4052 1747 30 1 7
blue 2002255 2002255 192.168.33.0/24 8006 4051 9001 30 1 7
blue 2002255 2002255 192.168.33.0/24 8006 4052 9001 30 1 7

4002:1(config)#show isis spbm ip-unicast-fib id 2002254

SPBM IP-UNICAST FIB ENTRY INFO

VRF DEST OUTGOING SPBM PREFIX 1P ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
red 2002255 2002255 192.168.15.0/24 4001 4051 1747 20 1 7
red 2002255 2002255 192.168.15.0/24 4001 4052 9001 20 1 7
red 2002254 2002255 192.168.133.0/24 8007 4051 1747 30 1 7
red 2002254 2002255 192.168.133.0/24 8007 4052 9001 30 1 7
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22.8.6.4 Show 1S-IS LSP Details

In a IS-IS network, each IS router advertises one or more IS-IS Link State Protocol Data Units (LSPs) with
routing information. Within each LSP, there is a fixed header and a number of TLVs with encoded
information. The following command is used to show details of a LSP in detail to a specific neighbor
displaying the encoded information in the TLVs.

Show IS-IS LSP details

show isis Isdb tlv 184 detail
show isis Isdb Ispid <is-is system id>.00-00 tlv 184 detail

Results: Example from 4002

4002:
4002:1#show isis Isdb tlv 184 detail

ISIS LSDB (DETAIL)

Level-1 LsplID: d4ea.0el0.e465.00-03 SegNum: 0x00000009 Lifetime: 1027
Chksum: OxbdcO PDU Length: 89
Host_name: 4001
Attributes: I1S-Type 1
TLV:184 SPBM IPVPN Reachability:
Vrf 1S1D:2002255
Metric:1 Prefix Length:24
IP Address: 192.168.5.0

Vrf 1S1D:2002254
Metric:1 Prefix Length:24
IP Address: 192.168.15.0

Level-1 LsplID: a012.90d3.ec65.00-03 SegNum: 0x0000000a Lifetime: 1181
Chksum: 0xe990 PDU Length: 89
Host_name: 4002
Attributes: I1S-Type 1
TLV:184 SPBM IPVPN Reachability:
Vrf 1S1D:2002255
Metric:1 Prefix Length:24
IP Address: 192.168.5.0
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Vrf 1S1D:2002254
Metric:1 Prefix Length:24
IP Address: 192.168.15.0
Level-1 LsplID: 0024 .43b4.e3df.00-00 SegNum: 0x000023c1l Lifetime: 1182

Chksum: 0x56dd PDU Length: 772
Host_name: 8005
Attributes: I1S-Type 1
TLV:184 SPBM IPVPN Reachability:
Vrf 1S1D:2002255
Metric:1 Prefix Length:24
IP Address: 192.168.33.0

Level-1 LsplID: 00le.1f48.¥3df.00-00 SegNum: 0x000023b6 Lifetime: 1183
Chksum: Oxee6 PDU Length: 797
Host_name: 8006
Attributes: I1S-Type 1
TLV:184 SPBM IPVPN Reachability:
Vrf 1S1D:2002255
Metric:1 Prefix Length:24
IP Address: 192.168.33.0

Level-1 LsplID: 00e0.7bb3.07d¥.00-00 SegNum: 0x000000d4 Lifetime: 921
Chksum: 0x8c2d PDU Length: 395
Host_name: 8007
Attributes: I1S-Type 1
TLV:184 SPBM IPVPN Reachability:
Vrf 1S1D:2002254
Metric:1 Prefix Length:24
IP Address: 192.168.133.0

In reference to 4002, verify the following:

Level 1 As this example, in reference to 4002, for the blue vrf ISID 2002255, we

TLV-184 should learns routes192.168.33.0/24 from 4001 and 192.168.33.0/24
’ from 8005 and 8006 and for the red vrf ISID 2002254, we should learn

routes 192.168.15.0/24 from 4001 and 192.168.133.0/24 from 8007.
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22.8.6.5IP Route Table

Use the following command to display the routes for each VRF instance

Display IP route table for each VRF instance

show ip route vrf blue

show ip route vrf red

Results: Example from 4002

4002:
4002:1#show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE
PRF
192.168.15.0  255.255.255.0  192.168.15.2 - 1 2254 LOC O DB O
192.168.133.0  255.255.255.0 8007 red 30 4051 ISISO IBSV 7

2 out of 2 Total Num of Route Entries, 2 Total Num of Dest Networks displayed.
TYPE Legend:

I=Indirect Route, D=Direct Route, A=Alternative Route, B=Best Route, E=Ecmp Route,
U=Unresolved Route, N=Not in HW, F=Replaced by FTN, V=IPVPN Route, S=SPBM Route
PROTOCOL Legend:

v=Inter-VRF route redistributed

4002:1#show ip route vrf blue

IP Route - VRF blue

NH INTER
DST MASK NEXT VRF/1SID COST FACE PROT AGE TYPE
PRF
192.168.5.0 255.255.255.0  192.168.5.2 - 1 2255 LOC O DB O
192.168.33.0  255.255.255.0 8005 blue 30 4051 1SIS O IBSV 7

2 out of 2 Total Num of Route Entries, 2 Total Num of Dest Networks displayed.
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In reference to each switch, verify the following information:

All local interfaces should display LOC whereas all learned routes

Next

ex should display ISIS with the appropriate next-hop address and type of
PROT IBSV. The next hop ISIS System-name should be displayed for remote
TYPE networks

22.8.6.6 Verify VRF L3 operations

Step 1 - Use ping command to verify network connectivity to neighbors

ping <host> vrf <value> source <source ip>

Results: Example from 4002

4002:

4002:1#ping 192.168.133.1 vrf red source 192.168.15.2
192.168.133.1 is alive

4002:1#ping 192.168.33.1 vrf blue source 192.168.5.2
192.168.33.1 is alive

4002:1#ping 192.168.33.2 vrf blue source 192.168.5.2
192.168.33.2 is alive

Step 2 - Use traceroute command to verify network connectivity to neighbors

traceroute <host> vrf <value> source <source ip>

Results: Example from 4002

4002:

4002:1#traceroute 192.168.133.1 vrf red source 192.168.15.2
traceroute to 192.168.133.1, 30 hops max, 56 byte packets (vrf red)
1 192.168.133.1 1.997 ms 2.773 ms 1.808 ms

4002:1#traceroute 192.168.33.1 vrf blue source 192.168.5.2
traceroute to 192.168.33.1, 30 hops max, 56 byte packets (vrf blue)
1 192.168.33.1 1.847 ms 2.424 ms 1.706 ms
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Step 3 - Use |2 traceroute command to verify network connectivity to neighbors

L2 traceroute ip-address <host> vrf <value>

Results: Example from 4002

4002:
4002:1#12 traceroute ip-address 192.168.133.1 vrf red

Please wait for I2trace to complete or press any key to abort

L2 Trace Statistics : IP 192.168.133.1, paths found 1

8007 (00:e0:7b:b3:07:df), vlan 4051

0 4002 (a0:12:90:d3:ec:65)
1 9001 (d4:ea:0e:fd:e3:df)
2 8003 (00:80:2d:be:-23:df)
3 8007 (00:e0:7b:b3:07:dF)

4002:1#12 traceroute ip-address 192.168.33.1 vrf blue

Please wait for I2trace to complete or press any key to abort

L2 Trace Statistics : IP 192.168.33.1, paths found 1

8005 (00:24:43:b4:e3:df ), vlan 4051

0 4002 (a0:12:90:d3:ec:65)
1 9001 (d4:ea:0e:fd:e3:df)
2 8003 (00:80:2d:be:23:df)
3 8005 (00:24:43:b4:e3:df )
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Step 3 - Verify ARP and local MAC entry for local hosts

show ip arp vrf <vrf name>

show vlan mac-address-entry <vlan id>

Results: Example from 4002 for vrf blue

4002:
4002:1#show ip arp vrf blue

IP Arp - VRF blue

I1P_ADDRESS MAC_ADDRESS VLAN PORT TYPE TTL(10 Sec) TUNNEL
192.168.5.1 d4:ea:0e:10:e4:8b 2255 9001 DYNAMIC 1711 4001
192.168.5.2 d4:ea:0e:15:30:88 2255 - LOCAL 2160

192.168.5.255 fr-fr:ff-ff:ff:ff 2255 - LOCAL 2160

4002:1#show vlan mac-address-entry 2255

Vlan Fdb
VLAN MAC SMLT
1D STATUS ADDRESS INTERFACE REMOTE TUNNEL
2255 learned d4:ea:0e:10:e4:8b 9001 true 4001
2255 self d4:ea:0e:15:30:88 Port-cpp false -
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22.9Extending L3VSN to the VSP 7000 Cluster via
L2VSN

switch-1 Switch-2

Switch-3

g

SMLT 9002
Cluster

L3V5N I-51D= 2002255

k— ’ 0
"192.168.33.0/24
V5N Blue L2VSN I-51D = 1002258
I1-5ID = 2002255

192.168.58.0/24
192.168.5.0/24

Switch-4

Continuing from the L3VSN example in Section 22.8, we will extend the blue vrf to the VSP 7000 7001 &
7002 SMLT cluster by adding a L2VSN between SPB bridges 8005 & 8006 and 7001 & 7002 and then
adding the L2VSN VLAN provisioned on SPB bridges 8005 and 8006 to the blue vrf. For redundancy, we
will also enable VRRP with Backup Master on 8005 & 8006.

In summary, we will configure the following:
L2VSN
e Assign ISID 1002558 to local VLAN 2558 on SPB bridges 8005 & 8006, and 7001 & 7002
= On bridges 8005 and 8006
e Add VLAN 2258 to the blue vrf configured in Section 22.8

e For VLAN 2258, add IP subnet 192.168.58.0/24 with a VRRP virtual IP address
of 192.168.58.1 and VRRP Backup Master enabled
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22.9.1 L2VSN Configuration

8005 and 8006

8005 & 8006: Same configuration on both switches
8005:5(config)#vlan create 2258 type port-mstprstp 0
8005:5(config)#vlan 1SID 2258 1002258

7001 and 7002 — Assuming we are using local ports 11. Please see section 17.2 for the

SMLT configuration

7001 & 7002: Same configuration on both switches
7001 (config)#vlan create 2258 type port
7001(config)#vlan configcontrol automatic

7001 (config)#vlan members add 2258 25
7001(config)#vlan ISID 2258 1002258

22.9.2 VRF Configuration

8005 and 8006

8005:

8005:5(config)#interface vlan 2258
8005:5(config-if)#vrf blue

8005:5(config-if)#ip address 192.168.58.2 255.255.255.0
8005:5(config-if)#ip vrrp address 58 192.168.58.1

8005:5(config-if)#ip vrrp 58 backup-master enable
8005:5(config-if)#ip vrrp 58 enable
8005:5(config-if)#exit

8006 will have the same configuration except for the items shown below assuming also
that we wish to make 8006 the VRRP master

8006:5(config-if)#vrf blue
8006:5(config-if)#ip address 192.168.58.3 255.255.255.0
8006:5(config-if)#ip vrrp 58 backup-master enable priority 150
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22.9.3 Verify Operations

22.9.3.1 Verify L2VSN Operations

Verify L2VSN is configured and discovered

show isis spbm ISID all id 1002258

Results: Example from switch 7001

7001#show isis spbm ISID all id 1002258

SPBM ISID INFO

ISID SOURCE NAME  VLAN  SYSID TYPE HOST-NAME
1002258 0.70.01 4051  fca8.41f6.37df  config 7001
1002258 0.70.02 4052  3cbl.5bff.5fdf  discover 7002
1002258 0.80.05 4051 0024.43b4.e3df discover 8005
1002258 0.80.06 4052 00le.1f48.f3df discover 8006

22.9.3.2 Verify VRRP Operations

8005 & 8006 - Verify RSMLT is up and operational for both VRF instances

show ip vrrp address vrid <1-255> vrf <name>

Results:

8005 8006#show ip vrrp address vrid 58 vrf blue

Response from 8005:

VRRP Info - VRF blue

VRID P/V IP MAC STATE CONTROL PRIO ADV

58 2558 192.168.58.1 00:00:5e:00:01:3a Back Up Enabled 100 1
VRID P/V  MASTER UP TIME HLD DWN CRITICAL IP (ENABLED)

58 2558 192.168.58.3 0 day(s), 01:43:08 0 0.0.0.0 (No)

VRID P/V  BACKUP MASTER BACKUP MASTER STATE FAST ADV (ENABLED)
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58 2558 enable up 200 (NO)

Response from 8006:

VRRP Info - VRF blue

VRID P/V 1P MAC STATE CONTROL PRIO ADV

58 2558 192.168.58.1 00:00:5e:00:01:3a Master Enabled 150 1

VRID P/V  MASTER UP TIME HLD DWN CRITICAL IP (ENABLED)

58 2558 192.168.58.3 0 day(s), 01:43:23 0 0.0.0.0 (No)

VRID P/V  BACKUP MASTER BACKUP MASTER STATE FAST ADV (ENABLED)

58 2558 enable down 200 (NO)
On each 8005 and 8006, verify the following:

Option Verify

IP Under IP, the VRRP address of 192.168.58.1 should be shown.

Master As bridge 8005 has been configured with a VRRP priority of 150, it's
interface IP address of 192.168.58.3 should be shown as master.

State Bridge 8005 should have a state of Backup while 8006 should have a
state of Master as it has the higher VRRP priority under State.
Likewise, under Backup Master State, 8005 should display up while
8006 should display down.

Backup Master State

Backup Master Both 8005 and 8006 should display enable to indicate that VRRP
Backup Master has been enabled.
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22.9.3.3 IP Route Table

Use the following command to display the routes for each VRF instance

Display IP route table for each VRF instance

show ip route vrf blue

Results: Example from 4002 where the 192.168.58.0/24 should be populated

4002:
4002:1#show ip route vrf blue

IP Route - VRF blue

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE
PRF

192.168.5.0 255.255.255.0  192.168.5.2 - 1 2255 LOC O DB O
192.168.33.0  255.255.255.0 8005 blue 30 4051 ISIS O IBSV 7
192.168.58.0  255.255.255.0 8005 blue 30 4051 ISIS O IBSV 7
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22.10 Multicast over L3VSN

Switch-1

it

9001

SMLT

Fantcies 325 Cluster
7004
147
MC
Receivers a7
i

a6 ﬁ - i ' 7003

4002
SMLT

Cluster
VSN Red -
151D = 2002254 MC
192.168.15.0/24 VSN Red 45 Sender
151D = 2002254 -
192.168.133.0/24 switch-4 &
IGMP Snoop//Praxy
Enabled

Continuing form example used in Section 22.8, we will simple enable multicast support for L3VSN ISID
2002254 (red vrf) between SPB bridges 4001, 4002, and 8007.
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22.10.1Enable SPB Multicast — Global

22.10.1.1 1S-IS Layer 3 configuration

4001, 4002 and 8007: Enable SPB Multicast, global

4001, 4002, and 8007: Same configuration on all switches
4001:1(config)#router isis

4001:1(config)#spbm 1 multicast enable
4001:1(config)#exit

22.10.2Enable Multicast VPN

4001, 4002 and 8007: Enable multicast VPN

4001, 4002, and 8007: Same configuration on all switches
4001:1(config)#router vrf red

4001:1(router-vrf)#mvpn enable

4001:1(router-vrf)#exit

22.10.3Enable L3 SPB Multicast

4001, 4002, and 8007: Enable L3 SPB multicast at VLAN level

4001, 4002, and 8007: Same configuration on all switches
4001:1(config)#interface vlan 2254

4001:1(config-if)#ip spb-multicast enable
4001:1(config-if)#exit

22.10.4Enable IGMP
22.10.4.1 Enable IGMPv2 at VLAN level

Default setting, no configuration required

22.10.4.2 Enable IGMPv3 at VLAN level

4001, 4002, and 8007: Enable IGMPv3, i.e. on VLAN 2254

4001, 4002, and 8007: Same configuration on all switches
4001:1(config)#interface vlan 2254

4001:1(config-if)#ip igmp compatibility-mode
4001:1(config-if)#ip igmp version 3
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22.10.5Edge Switch

Assuming the edge switch is an Extreme stackable switch with the latest firmware, enable IGMP snoop
and proxy.

Switch-3 & Switch-4: Enable IGMPv3, i.e. on VLAN 2254

ERS-Stackable(config)#interface vlan 2254
ERS-Stackable(config-if)#ip igmp snoop
ERS-Stackable(config-if)#ip igmp proxy

## 1T IGMPV3 is used:
ERS-Stackable(config-if)#ip igmp version 3

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 351



F= Extreme

networks

ADVANCE WITH US
22.10.6Verify Operations

22.10.6.1 Global Settings

Verify SPB multicast is enabled

show isis spbm multicast

Results: From 4001 & 4002

4001 4002# show isis spbm multicast
Response from 4001:
multicast : enable

fwd-cache-timeout : 210

Response from 4002:
multicast : enable

fwd-cache-timeout : 210

22.10.6.2 Verify IGMP interfaces

Verify IGMP interfaces

show ip igmp interface vrf <vrf name>

Results: From 4001 & 4002

4001 4002# show ip igmp interface vrf red

Response from 4001:

Igmp Interface - VRF red

QUERY OPER QUERY  WRONG LASTMEM
IF INTVL STATUS VERS. VERS QUERIER MAXRSPT QUERY JOINS ROBUST QUERY MODE
V2254 125 active 2 2 192.168.15.1 100 0 0 2 10 routed-spb

1 out of 1 entries displayed

Response from 4002:
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Igmp Interface - VRF red
QUERY OPER QUERY  WRONG LASTMEM
IF INTVL STATUS VERS. VERS QUERIER MAXRSPT QUERY JOINS ROBUST QUERY MODE
V2254 125 active 2 2 192.168.15.2 100 0 0 10 routed-spb

1 out of 1 entries displayed

22.10.6.3 Verify IGMP cache/group and senders

Assuming the multicast sender connect to Switch-4 off SPB bridges 8007 is sending a multicast stream of
232.1.1.1 with a receiver connected to Switch-3 off SPB SMLT cluster bridges 4001 & 4002 .

Step 1 - Verify IGMP cache / group

show ip igmp cache vrf <vrf name>

show ip igmp group vrf <vrf name>

Results:

4001 4002# show ip igmp cache vrf red
Response from 4001:

IGMP Cache - VRF red

GRPADDR INTERFACE LASTREPORTER EXPIRATION

239.1.1.1 Vlan2254 192.168.15.100 O day(s), 00h:03m:46s

Response from 4002:

VIHOSTTIMER TYPE  STATICPORTS

0 DYNAMIC NULL

IGMP Cache - VRF red

GRPADDR INTERFACE LASTREPORTER EXPIRATION

March 2020

VIHOSTTIMER TYPE STATICPORTS

©2020 Extreme Networks, Inc. All rights reserved 353



F= Extreme

networks
ADVANCE WITH US
239.1.1.1 Vlan2254 192.168.15.100 O day(s), 00h:03m:47s 0 DYNAMIC NULL

4001 4002# show ip igmp group vrf red
Response from 4001:

Igmp Group - VRF red

GRPADDR INPORT MEMBER EXPIRATION TYPE

239.1.1.1 V2254-1/3 192.168.15.100 138 Dynamic

Response from 4002:

Igmp Group - VRF red

GRPADDR INPORT MEMBER EXPIRATION TYPE

239.1.1.1 V2254-1/3 192.168.15.100 139 Dynamic
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Step 2 - Verify IGMP sender

show ip igmp sender vrf <vrf name>

Results: From 8007

8007:5#show ip igmp sender vrf red

IGMP Sender - VRF red

PORT/
GRPADDR IFINDEX MEMBER MLT STATE
239.1.1.1 Vlan 2254 192.168.133.100 4/35 NOTFILTERED
March 2020 ©2020 Extreme Networks, Inc. All rights reserved 355



F= Extreme

networks

ADVANCE WITH US
22.10.6.4 Verify SPB Multicast Routes

Verify all SPB multicast routes

show isis spbm ip-multicast-route vrf <vrf name>

show isis spbm ip-multicast-route vrf <vrf name> detail

show isis spbm ip-multicast-route vrf <vrf name> group <IP addr>

show isis spbm ip-multicast-route vrf <vrf name> group <IP addr> detail

show isis spbm ip-multicast-route vrf <vrf name> group <IP addr> source <ip>

show isis spbm ip-multicast-route vrf <vrf name> group <IP addr> source <ip>
detail

Results: From 4001 & 4002

4001 4002# show isis spbm ip-multicast-route vrf red detail

Response from 4001:

SPBM IP-MULTICAST ROUTE INFO - VRF NAME : red, VSN-ISID : 2002254

Source Group Data ISID BVLAN NNI Rcv UNI Rcvrs Source-BEB

192.168.133.100 239.1.1.1 16000005 4051 - V2254:1/3 8007

Response from 4002i:

SPBM IP-MULTICAST ROUTE INFO - VRF NAME : red, VSN-ISID : 2002254

Source Group Data I1SID BVLAN NNI Rcv UNI Rcvrs Source-BEB

192.168.133.100 239.1.1.1 16000005 4051 - V2254:1/3 8007
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22.10.6.5 Verify multicast TLV’s

Assuming we have a sender via switch 8007 and receivers via the two SMLT clusters. TLV 185 in
relationship to switch 8007 should have the Tx bit set and also send TLV 144 with the Tx bit set. Each
multicast group should have its own unique data ISID with a value of 1600000x. The receiver switches
(9001, 9002, 8005, and 8006) should have TLV 144 with the Rx bit set.

Step 1 - Verify IP multicast source, group addresses, and Tx bit set on the BEB bridge

where the multicast source is located via TLV 185

show isis Isdb tlv 185 detail

Results: From 4001 perspective taken from 8007

4001:1#show isis Isdb sysid 00e0.7bb3.07df tlv 185 detail

ISIS LSDB (DETAIL)

Level-1 LsplID: 00e0.7bb3.07df.00-00 SegNum: 0x000002de Lifetime: 981
Chksum: 0x5251 PDU Length: 443
Host_name: 8007
Attributes: I1S-Type 1
TLV:185 SPBM IPVPN :
VSN 1S1D:2002254

BVID :4051
Metric:0 q
IP Source Address: 192.168.133.100
Group Address 1 239.1.1.1
Data ISID : 16000005
X o1

Step 2 - Verify on the BEB bridges where the multicast receivers are located via TLV 144,
the Rx bit is set with a B-MAC of 03-01-07-00-00-00 (03 indicated multicast while 01-07 is

the Nick Name of BEB bridge 8007 with the multicast source). On the BEB bridges where
the source is located, the Tx bit should be set

show isis Isdb tlv 144 detail

show isis Isdb Ispid tlv 144 sub-tlv 3 detail

show isis Isdb Ispid <lIsp id> tlv 144 detail

show isis Isdb Ispid <Isp id> tlv 144 sub-tlv 3 detail
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Results: Receiver is via SPB bridge 4001

4001:1#show isis Isdb sysid d4ea.0el0.e465 tlv 144 sub-tlv 3 detail

ISIS LSDB (DETAIL)

Level-1 LsplD: d4ea.0el0.e465.00-05 SegNum: 0x0000000a Lifetime: 1121
Chksum: Oxf575 PDU Length: 49
Host_name: 4001
Attributes: 1S-Type 1

TLV:144 SUB-TLV 3 1SID:

Instance: 0

Metric: O

B-MAC: 03-80-07-00-00-00

BVID:4051

Number of 1SID"s:1
16000005 (Rx)
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22.10.6.6 Trace Multicast Routes

On the switch where the multicast sender is located, in our example this would be switch 8007, you can
trace the multicast route by specifying the source, group, and VLAN.

Verify all SPB multicast routes

12 tracemroute source <source address> group <group address> vlan <C-VLAN id>
vrf <vrf name>

Results: Since the multicast source is via switch 8007, we will use the following command

to view the multicast route for group address 239.1.1.1

8007:5#12 tracemroute source 192.168.133.100 group 239.1.1.1 vrf red

Please wait for I2tracemroute to complete or press any key to abort

Source : 192.168.133.100
Group :© 239.1.1.1

VRF tred ID1

BMAC : 03:80:07:14:24:05
B-VLAN : 4051

ISID : 16000005

1 8007 00:e0:7b:b3:07:df -> 8003 00:80:2d:be:23:df
2 8003 00:80:2d:be:23:df -> 9001 00:01:81:29:1f:df
3 9001 00:01:81:29:1f:df -> 4001 d4:ea:0e:10:e4:65
3 9001 00:01:81:29:1f:df -> 4002 a0:12:90:d3:ec:65
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22.11 SPB IP Shortcuts

Lbbk=10.1.15/32
VLAN 1200

10.5.12000/24 Lbbk=10.1.1.1/32
Switch-1
~ 3001

SMLT

Switch-2
¥ '

Lbbk=1044.1/32

VLAN 1000
10.12 100.0,/24

Switch-3 325 Cluste
41 -
4 33 .
: ; 7004
329 et 4/20 )
3/
3.!"1 3}'2
£ e ;
:ﬁ; e 7003
9002
Lbbk=10.112/32
Lbbk=1044.2/32
s & G
Lbbk=10.1.17/32 — — 107.101.0/24
e SPBIP
0 SPB IP parameter must be enabled on BEB bridges 4001, 4002, 9001, 9002, 8005, 8006,
and 8007

0 AnIS-IS source IP address must be configured (loopback/curcuitless IP address)
e |P Configuration

0 CLIP/Loopback #1 as shown in the above diagram

0 Local VLAN and IP addressing as shown in the above diagram

0 Redistribution of direct interfaces to IS-IS (SPB) on each BEB bridge

= Please note, on the SMLT cluster, a route policy must be create to deny the IST subnet
as by default, all local interfaced will be redistributed into 1S-IS unless if you wish to
distribute the IST network

This example is a continuation from the base setup used in Section 22.1 and SMLT configuration in
Section 22.2.
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22.11.11S-1S Layer 3 configuration

VSP 4000 Switches - Create Loopback IP address for the I1S-IS source address and

enable SPB IP

4001:

4001:1(config)#interface loopback 1
4001:1(config-if)#ip address 10.4.4.1/32
4001:1(config-if)#exit

4001:1(config)#router isis
4001:1(config-isis)#ip-source-address 10.4.4.1
4001:1(config-isis)#spbm 1 ip enable
4001:1(config-isis)#exit

4002:

4002:1(config)#interface loopback 1
4002:1(config-if)#ip address 10.4.4.2/32
4002:1(config-if)#exit

4002:1(config)#router isis
4002:1(config-isis)#ip-source-address 10.4.4.2
4002:1(config-isis)#spbm 1 ip enable
4002:1(config-isis)#exit

VSP 9000 Switches - Create Loopback IP address for the I1S-IS source address and

enable SPB IP

9001:

9001:1(config)#interface loopback 1
9001:1(config-if)#ip address 10.1.1.1/32
9001:1(config-if)#exit

9001:1(config)#router isis
9001:1(config-isis)#ip-source-address 10.1.1.1
9001:1(config-isis)#spbm 1 ip enable
9001:1(config-isis)#exit

9002:

9002:1(config)#interface loopback 1
9002:1(config-if)#ip address 10.1.1.2/32
9002:1(config-if)#exit

9002:1(config)#router isis
9002:1(config-isis)#ip-source-address 10.1.1.2
9002:1(config-isis)#spbm 1 ip enable
9002:1(config-isis)#exit
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ERS 8800 Switches - Create Loopback IP address for the IS-IS source address and

enable SPB IP

8005:

8005:5(config)#interface loopback 1
8005:5(config-if)#ip address 10.1.1.5/32
8005:5(config-if)#exit

8005:5(config)#router isis
8005:5(config-isis)#ip-source-address 10.1.1.5
8005:5(config-isis)#spbm 1 ip enable
8005:5(config-isis)#exit

8006

8006:5(config)#interface loopback 1
8006:5(config-if)#ip address 10.1.1.6/32
8006:5(config-if)#exit

8006:5(config)#router isis
8006:5(config-isis)#ip-source-address 10.1.1.6
8006:5(config-isis)#spbm 1 ip enable
8006:5(config-isis)#exit

8007:

8007:5(config)#interface loopback 1
8007:5(config-if)#ip address 10.1.1.7/32
8007:5(config-if)#exit

8007:5(config)#router isis
8007:5(config-isis)#ip-source-address 10.1.1.7
8007:5(config-isis)#spbm 1 ip enable
8007:5(config-isis)#exit
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22.11.1.1 Redistribute direct interfaces

For the SMLT cluster switches, we will also add a policy to suppress the IST interface

VSP 4000 Switches - Create Loopback IP address for the IS-IS source address, enable

SPB IP, and create route-map to suppress the IST network

4001 and 4002: Same configuration on both switches
4001:1(config)#ip prefix-list IST 10.4.2.0/30
4001:1(config)#route-map suppressIST 1

4001:1(route-map)#no permit
4001:1(route-map)#enable
4001:1(route-map)#match network "IST"
4001:1(route-map)#exit
4001:1(config)#route-map suppressIST 2
4001:1(route-map)#enable
4001:1(route-map)#match protocol local
4001:1(route-map)#exit

4001:1(config)#router isis
4001:1(config-isis)#redistribute direct
4001:1(config-isis)#redistribute direct route-map suppressIST
4001:1(config-isis)#redistribute direct enable
4001:1(config-isis)#exit

4001:1(config)#isis apply redistribute direct

VSP 9000 Switches - Create Loopback IP address for the IS-IS source address, enable

SPB IP, and create route-map to suppress the IST network

9001 and 9002: Same configuration on both switches
9001:1(config)#ip prefix-list IST 10.5.2.0/30
9001:1(config)#route-map suppressiIST 1
9001:1(route-map)#enable

9001:1(route-map)#match network IST
9001:1(route-map)#exit

9001:1(config)#route-map suppressiIST 1 deny
9001:1(config)#route-map suppressiIST 2
9001:1(route-map)#enable

9001:1(route-map)#match protocol local

9001:1(route-map)#exit

9001:1(config)#router isis

9001:1(config-isis)#redistribute direct
9001:1(config-isis)#redistribute direct route-map suppressiST
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9001:1(config-isis)#redistribute direct enable
9001:1(config-isis)#exit

9001:1(config)#isis apply redistribute direct

8005 and 8006 - Create Loopback IP address for the IS-IS source address, enable SPB

IP, and create route policy to suppress the IST network

8005 and 8006: Same configuration on both switches
8005:5(config)#ip prefix-list IST 10.2.1.0/30
8005:5(config)#route-map suppressiIST 1

8005:5(route-map)#no permit
8005:5(route-map)#enable
8005:5(route-map)#match network IST
8005:5(route-map)#exit
8005:5(config)#route-map suppressIST 2
8005:5(route-map)#enable
8005:5(route-map)#match protocol local
8005:5(route-map)#exit

8005:5(config)#router isis
8005:5(config-isis)#redistribute direct
8005:5(config-isis)#redistribute direct route-map suppressiST
8005:5(config-isis)#redistribute direct enable
8005:5(config-isis)#exit

8005:5(config)#isis apply redistribute direct

8007 - Create Loopback IP address for the IS-IS source address and enable SPB IP

8007:

8007:5(config)#router isis
8007:5(config-isis)#redistribute direct
8007:5(config-isis)#redistribute direct
8007:5(config-isis)#redistribute direct enable
8007:5(config-isis)#exit

8007:5(config)#isis apply redistribute direct
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22.11.2ECMP

Enable ECMP using the following command

e ip ecmp
22.11.3 Local VLAN configuration

VSP 4000 Switches - Create local VLAN, add ISID for the vIST, add IP address to VLAN,

and ether enable RSMLT Edge or VRRP with Backup Master. For this example, we will
enable RSMLT Edge

4001:

4001:1(config)#vlan create 1000 type port-mstprstp O
4001:1(config)#vlan 1SID 1000 3001000
4001:1(config)#vlan mlt 1000 2
4001:1(config)#interface vlan 1000
4001:1(config-if)#ip address 10.41.100.1 255.255.255.0
4001:1(config-iF)#ip rsmlt

4001:1(config-if)#ip rsmlt holdup-timer 9999
4001:1(config-iF)#exit

4001:1(config)#ip rsmlt edge-support

4002: Same configuration as 4001 except for the IP address
4002:1(config-if)#ip address 10.41.100.2 255.255.255.0

8005 & 8006 SMLT Cluster Switches

8005:
8005:5(config)#vlan create 1000 type port-mstprstp 0
8005:5(config)#vlan members add 1000 2/21
8005:5(config)#interface vlan 1000
8005:5(config-if)#ip address 10.12.100.1 255.255.255.0
8005:5(config-if)#ip rsmlt

8005:5(config-if)#ip rsmlt holdup-timer 9999
8005:5(config-if)#exit

8005:5(config)#ip rsmlt edge-support

8006: Same configuration as 8005 except for the IP address
8005:5(config-if)#ip address 10.12.100.1 255.255.255.0
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9001 & 9002 SMLT Cluster Switches

9001

9001:
9001:
9001:
9001:
9001:
9001:
9001:
9001:
9001:

9002:
9001:

8007

& 9002: Same configuration on both switches
1(config)#vlan create 1200 type port-mstprstp O
1(config)#vlan mlt 1000 2

1(config)#vlan mlt 1000 1

1(config)#interface vlan 1000

1(config-if)#ip address 10.12.100.1 255.255.255.0
1(config-iH)#ip rsmlt

1(config-iF)#ip rsmlt holdup-timer 9999
1(config-if)#exit

1(config)#ip rsmlt edge-support

Same configuration as 9001 except for the IP address
1(config-if)#ip address 10.5.120.1 255.255.255.0

8007:
8007:
8005:
8005:
8005:

5(config)#vlan create 1001 type port-mstprstp O
5(config)#vlan members add 1001 4/35
5(config)#interface vlan 1001

5(config-if)#ip address 10.7.101.1 255.255.255.0
5(config-if)#exit
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22.11.4Verify Operations

22.11.4.1 Verify IP Route Table

Verify IP Routes

show ip route

Results: From bridge 4001

4001:
IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF  COST FACE PROT AGE TYPE PRF
10.1.1.1 255.255.255.255 9001 GlobalRouter 10 4051 ISIS O
10.1.1.1 255.255.255.255 9001 GlobalRouter 10 4052 ISIS O
10.1.1.2 255.255.255.255 9002 GlobalRouter 10 4051 1ISIS O
10.1.1.2 255.255.255.255 9002 GlobalRouter 10 4052 1ISIS O
10.1.1.5 255.255.255.255 8005 GlobalRouter 30 4051 1ISIS O
10.1.1.5 255.255.255.255 8005 GlobalRouter 30 4052 ISIS O
10.1.1.6 255.255.255.255 8006 GlobalRouter 30 4051 1ISIS O
10.1.1.6 255.255.255.255 8006 GlobalRouter 30 4052 ISIS O
10.1.1.7 255.255.255.255 8007 GlobalRouter 30 4051 1ISIS O
10.1.1.7 255.255.255.255 8007 GlobalRouter 30 4052 ISIS O
10.4.4.1 255.255.255.255 10.4.4.1 - 1 0 LOC O
10.4.4.2 255.255.255.255 4002 GlobalRouter 20 4051 ISIS O
10.4.4.2 255.255.255.255 4002 GlobalRouter 20 4052 ISIS O
10.5.120.0 255.255.255.0 9001 GlobalRouter 10 4051 1ISIS O
10.5.120.0 255.255.255.0 9002 GlobalRouter 10 4051 1ISIS O
10.5.120.0 255.255.255.0 9001 GlobalRouter 10 4052 1ISIS O
10.5.120.0 255.255.255.0 9002 GlobalRouter 10 4052 1ISIS O
10.7.101.0 255.255.255.0 8007 GlobalRouter 30 4051 1ISIS O
10.7.101.0 255.255.255.0 8007 GlobalRouter 30 4052 1ISIS O
10.12.100.0 255.255.255.0 8005 GlobalRouter 30 4051 1ISIS O
10.12.100.0 255.255.255.0 8006 GlobalRouter 30 4051 1ISIS O
10.12.100.0 255.255.255.0 8005 GlobalRouter 30 4052 ISIS O
10.12.100.0 255.255.255.0 8006 GlobalRouter 30 4052 ISIS O
10.41.100.0 255.255.255.0 10.41.100.1 - 1 1000 LOC O
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TYPE Legend:

I=Indirect Route, D=Direct Route, A=Alternative Route, B=Best Route, E=Ecmp Route,
U=Unresolved Route, N=Not in HW, F=Replaced by FTN, V=IPVPN Route, S=SPBM Route
PROTOCOL Legend:

v=Inter-VRF route redistributed

&) To display the B-MAC for the attribute “NEXT", enter the CLI command show ip route

info spbm-nh-as-mac or ACLI command show ip route spbm-nh-as-mac.

22.11.4.2 Verify 1S-IS SPB IP Unicast FIB

Verify IP Routes from remote BEBs

show isis spbm ip-unicast-fib

Results: From bridge 4001

4001:
SPBM IP-UNICAST FIB ENTRY
OUTGOING SPBM

VRF I1SID Destination NH BEB VLAN INTERFACE COST
GRT - 10.1.1.1/32 9001 4051 9001 10
GRT - 10.1.1.1/32 9001 4052 9001 10
GRT - 10.1.1.2/32 9002 4051 1/47 10
GRT - 10.1.1.2/32 9002 4052 1/47 10
GRT - 10.1.1.5/32 8005 4051 9001 30
GRT - 10.1.1.5/32 8005 4052 9001 30
GRT - 10.1.1.6/32 8006 4051 1/47 30
GRT - 10.1.1.6/32 8006 4052 1/47 30
GRT - 10.1.1.7/32 8007 4051 9001 30
GRT - 10.1.1.7/32 8007 4052 1/47 30
GRT - 10.4.4.2/32 4002 4051 9001 20
GRT - 10.4.4.2/32 4002 4052 1/47 20
GRT - 10.5.120.0/24 9001 4051 9001 10
GRT - 10.5.120.0/24 9001 4052 9001 10
GRT - 10.5.120.0/24 9002 4051 1/47 10
GRT - 10.5.120.0/24 9002 4052 1/47 10
GRT - 10.7.101.0/24 8007 4051 9001 30
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GRT - 10.7.101.0/24 8007
GRT - 10.12.100.0/24 8005
GRT - 10.12.100.0/24 8005
GRT - 10.12.100.0/24 8006
GRT - 10.12.100.0/24 8006
GRT - 10.41.100.0/24 4002
GRT - 10.41.100.0/24 4002
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22.11.4.3 Verify IS-I1S Extended IP Reachability TLV (135)

IS-1S uses TLV 135 for extended IP reachability. You can view TLV 135 details by issuing the command

shown below.

Verify TLV 135 details

show isis Isdb tlv 135 detail
show isis Isdb Ispid <isis system id>.00-00 tlv 135 detail

show isis Isdb sysid <isis system id> tlv 135 detail

Results: From bridge 8007

4001:
4001:1#show isis Isdb Ispid 00e0.7bb3.07df.00-00 tlv 135 detail

ISIS LSDB (DETAIL)

Level-1 LsplID: 00e0.7bb3.07df.00-00 SegNum: 0x00000419 Lifetime: 1123
Chksum: O0xa95b PDU Length: 425
Host_name: 8007

Attributes: 1S-Type 1
TLV:135 TE IP Reachability: 19
Metric: 1 Prefix Length: 32
UP/Down Bit: FALSE Sub TLV Bit: FALSE
IP Address: 10.1.1.7
Metric: 1 Prefix Length: 24
UP/Down Bit: FALSE Sub TLV Bit: FALSE

IP Address: 10.7.101.0
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22.12 Multicast over IP Shortcuts

Switch-1

Switch-3

4001
- 1=
v NE o s

- Receiver

10.12.100.10

Switch-4

Continuing form example used in Section 22.11, we will simple enable multicast support for IP Shortcuts
on all SPB bridges.
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22.12.11P Shortcuts Multicast configuration

Enable IP multicast globally

4001, 4002, 9001, 9002, 8005, 8006, and 8007: Same configuration on all switches
8005:5(config)#router isis

8005:5(config-isis)#spbm 1 multicast enable
8005:5(config-isis)#exit

22.12.2Enable IP Multicast at VLAN level

Enable IP multicast at VLAN level

4001, 4002, 9001, 9002, 8005, 8006, and 8007: Same configuration on all switches
8005:5(config)#interface vlan 1000

8005:5(config-isis)#ip spb-multicast enable
8005:5(config-isis)#exit

8005:5(config)#interface vlan 1000
8005:5(config-if)#ip igmp version 3

Enable IP multicast at VLAN level

4001, 4002, 9001, 9002, 8005, 8006, and 8007: Same configuration on both switches

8007:5(config)#interface vlan 1001
8007:5(config-isis)#ip spb-multicast enable
8007:5(config-isis)#exit

8007:5(config)#interface vlan 1001
8007:5(config-if)#ip igmp version 3
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22.13  Verify Operations
22.13.1Global Settings

Verify SPB multicast is enabled

show isis spbm multicast

Results: From bridge 8007

8007:
I1SIS SPBM Info
SPBM B-VID PRIMARY NICK LSDB 1P MULTICAST
INSTANCE VLAN NAME TRAP
. sosiaos> a5t 0.80.07 disable emable emable
ISIS SPBM SMLT Info
SPBM SMLT-SPLIT-BEB SMLT-VIRTUAL-BMAC SMLT-PEER-SYSTEM-1D
INSTANCE
. privary 00000000
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22.13.2Verify IGMP cache/group and senders

Assuming the multicast sender connect to Switch-2 (via 8005 and 8006) is sending a multicast stream
using a group address of 232.1.1.1 while a receivers off Switch-3 joins this group.

Step 1 - Verify IGMP cache / group

show ip igmp cache

show ip igmp group

Results: From bridge 8007

8007:
8007:5#show ip igmp cache

IGMP Cache - GlobalRouter

GRPADDR INTERFACE LASTREPORTER EXPIRYTIME VERSIONIHOSTTIMER TYPE
STATICPORTS
232.1.1.1 VIan1001 10.7.101.10 Oday,00h:03m:41s Oday,00h:00m:00s  DYNAMIC NULL

1 out of 1 entries displayed

8007 :5#show ip igmp group

IGMP Group - GlobalRouter

GRPADDR INPORT MEMBER EXPIRATION TYPE

232.1.1.1 V1001-4/35 10.7.101.10 217 Dynamic

1 out of 1 group Receivers displayed
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Step 2 - Verify IGMP sender

show ip sender

Results: From 8005 and 8006 — the SPB bridge where the sender is located

8005 8006> show ip igmp sender

Response from 8005:

IGMP Sender - GlobalRouter

PORT/
GRPADDR IFINDEX MEMBER MLT STATE
232.1.1.1 Vlan 1000 10.12.100.10 2721 NOTFILTERED

1 out of 1 entries displayed

Response from 8006:

IGMP Sender - GlobalRouter

PORT/
GRPADDR IFINDEX MEMBER MLT STATE
232.1.1.1 Vlan 1000 10.12.100.10 2/21 NOTFILTERED
1 out of 1 entries displayed
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22.13.3Verify SPB Multicast Routes

Assuming the multicast sender connect to switch 8007 is sending multicast stream 232.1.1.1 while the
receivers joins this group.

Verify IGMP cache / group

show
show
show
show
show
show

show

isis spbm
isis spbm
isis spbm
isis spbm
isis spbm
isis spbm

isis spbm

ip-multicast-route
ip-multicast-route
ip-multicast-route
ip-multicast-route
ip-multicast-route
ip-multicast-route

ip-multicast-route

all

info
info
info
info

info

detail

group <IP addr>

group <IP addr> detail
group <IP addr> source <ip>

group <IP addr> source <ip> detail

Results: From bridge 8007

8007:

SPBM IP-MULTICAST ROUTE INFO
Source Group Data 1SID BVLAN Source-BEB
10.12.100.10 232.1.1.1 16000008 4051 8005
10.12.100.10 232.1.1.1 16000009 4052 8006
Total Number of SPBM IP MULTICAST ROUTE Entries: 2
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22.13.4Verify multicast TLV’s

Assuming we have a sender via the SMLT cluster 8005 and 8006 and a receiver via 8007. TLV 186 in
relationship to switch 8005 & 8006 should have the Tx bit set and also send TLV 144 with the Tx bit set.
Each multicast group should have its own unique data ISID with a value of 1600000x. The receiver
bridges (8007) should have TLV 144 with the Rx bit set.

Step 1 - Verify IP multicast source, group addresses, and Tx bit set on the BEB bridge

where the multicast source is located via TLV 186.

show isis Isdb tlv 186 detail

Results: From bridge 8007

8007 :5#show isis Isdb tlv 186 detail

ISIS LSDB (DETAIL)

Level-1 LsplID: 0024 .43b4.e3df.00-00 SegNum: 0x00000da4 Lifetime: 422
Chksum: Oxfb52 PDU Length: 903
Host_name: 8005

Attributes: I1S-Type 1
TLV:186 SPBM IP Multicast:
GRT 1SID
Metric:0
IP Source Address: 10.12.100.10
Group Address 1 232.1.1.1
Data 1SID - 16000008
BVID : 4051
X o1
Route Type : Internal
Level-1 LsplD: 00le.1f48.¥3df.00-00 SegNum: 0x00001810 Lifetime: 646

Chksum: 0x8556 PDU Length: 880
Host_name: 8006

Attributes: I1S-Type 1
GRT 1SID
Metric:0
IP Source Address: 10.12.100.10
Group Address 1 232.1.1.1
Data ISID : 16000009

March 2020 ©2020 Extreme Networks, Inc. All rights reserved 377



F= Extreme

networks
ADVANCE WITH US
BVID : 4052
X o1
Route Type : Internal

Step 2 — Verify on the BEB bridges where the multicast receivers are located via TLV 144,
the Rx bit is set with a B-MAC of 03-08-05-00-00-00 and 03-08-06-00-00-00 (03 indicated

multicast while 08-05 is the Nick Name of BEB bridge 8005 and 08-06 is the Nick Name of
the BEB bridge 8006 with the multicast source). On the BEB bridges where the source is
located, the Tx bit should be set

show isis Isdb tlv 144 detail

show isis Isdb Ispid tlv 144 sub-tlv 3 detail

show isis Isdb Ispid <lIsp id> tlv 144 detail

show isis Isdb Ispid <Isp id> tlv 144 sub-tlv 3 detail

Results: From bridge 8007

8007 :5#show isis Isdb Ispid 0024.43b4.e3df.00-00 tlv 144 detail

ISIS LSDB (DETAIL)

Level-1 LsplID: 0024 .43b4.e3df.00-00 SegNum: 0x00000da5 Lifetime: 950
Chksum: Oxf953 PDU Length: 903
Host_name: 8005
Attributes: I1S-Type 1
Instance: 0O
Metric: O
B-MAC: 03-00-00-00-00-00
BVID:4051
Number of ISID"s:1
16000008 (Tx)
8007> show isis Isdb Ispid 001e.1f48.f3df.00-00 tlv 144 detail

ISIS LSDB (DETAIL)

Level-1 LsplID: 00le.1f48.¥3df.00-00 SegNum: 0x00001811 Lifetime: 1124
Chksum: 0x8357 PDU Length: 880
Host_name: 8006
Attributes: 1S-Type 1
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Instance: O
Metric: O
B-MAC: 03-00-00-00-00-00
BVID:4052
Number of ISID"s:1
16000009 (Tx)

8007:5#show isis Isdb Ispid 00e0.7bb3.07df.00-00 tlv 144 detail

ISIS LSDB (DETAIL)

Level-1 LsplID: 00e0.7bb3.07d¥.00-00 SegNum: 0x00000504 Lifetime: 1136
Chksum: Ox4ca2 PDU Length: 461
Host_name: 8007
Attributes: 1S-Type 1

TLV:144 SUB-TLV 1 SPBM INSTANCE:

Instance: 0

Metric: O

B-MAC: 03-08-05-00-00-00

BVID:4051

Number of I1SID"s:1
16000008 (Rx)

Instance: 0

Metric: O

B-MAC: 03-08-06-00-00-00

BVID:4052

Number of 1SID"s:1
16000009 (Rx)

22.13.5Trace Multicast Routes

On the switch where the multicast sender is located, in our example this would be switch 8005 and 8006,
you can trace the multicast route by specifying the source, group, and VLAN.

Verify all SPB multicast routes

12 tracemroute source <source address> group <group address> vlan <C-VLAN id>
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Results: From bridge 8007

8005 8006> 12 tracemroute source 10.12.100.10 group 232.1.1.1
Response from 8005:
Please wait for I2tracemroute to complete or press any key to abort
Source : 10.12.100.10
Group : 232.1.1.1
VRF :GRT 1IDO
BMAC : 03:08:05:F4:24:08
B-VLAN : 4051
ISID : 16000008

1 8005 00:24:43:b4:e3:df -> 8003 00:80:2d:be:23:df
2 8003 00:80:2d:be:23:df -> 8007 00:€0:7b:b3:07:df

Response from 8006:
Please wait for I2tracemroute to complete or press any key to abort
Source :© 10.12.100.10
Group : 232.1.1.1
VRF :GRT IDO
BMAC : 03:08:06:F4:24:09
B-VLAN : 4052
ISID : 16000009

1 8006 00:1e:1Ff:48:f3:df -> 8004 00:e0:7b:bc:23:df
2 8004 00:e0:7b:bc:23:df -> 8007 00:€0:7b:b3:07:df
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23. Restrictions and Limitations
23.1STP/RSTP/MSTP

e SPBis not supported in RSTP mode
e C-VLAN level loop across SPB NNI ports can't be detected and need to be solved at provisional level.

e SPB NNI ports are not part of L2ZVSN C-VLAN and BPDU are not transmitted over the SPB tunnel.
SPB can only guarantee loop-free topologies consisting of the NNI ports.

e SPB uses STG 63/MSTI 62 internally so 62/63 can't be used by other VLAN/MSTI. If STG/MSTI
62/63 is used in the configuration on non-SPB customer network, then STG/MSTI 61 is used
internally.

e When an ISIS interface is created, MSTP is automatically disabled for MSTI-62 allowing traffic for the
B-VLAN to be forwarded and not blocked. This also allows traffic for other VLANs other than the
BVLANS to co-exist with SPBM on the same interface.

e SPB B-VLANSs need to be configured on all bridges as well in the same MSTP region. This is required
by MSTP itself to generate the correct digest if MSTP is in use and configured with Regional settings.
In MSTP mode, when a C-VLAN is created on the BEB, make sure the same VLAN is created on all
switches in the same MSTP region to have correct digest.

23.2SPB 1S-IS

o IPIS-IS
IP over IS-IS is not supported. IS-IS protocol is only to facilitate SPB.
e Level 11S-IS Only
SPB only use level 1 IS-IS. Level 2 IS-IS is currently not supported.
e Wide Metric Only
IS-1S standard defines wide (32bit) metric and narrow (8 bits) metrics. Only wide metric is supported.
e |S-IS HA — ERS 8800 and VSP 9000

SPB support full HA (High Availability). SPB and IS-IS configuration and dynamic information
(adjacencies, LSPs etc.) are all HA synced to the standby CPU to ensure seamless switchover.

Switching between the CPUs is very quick - there is a sub-second second gap between the active CPU
down and the standby CPU up.

To avoid 1S-IS adjacencies bounce during switchover, the default hello interval value of 9 seconds and
hello multiple of 3 are good for most normal configurations. They may need to be increased depending on
overall system load.

o |S-IS sys-name

By default, the IS-IS sys-name is derived from the global system name setting. If you do set the IS-IS sys-
name parameter, please ensure that a different value from the global system name is used.
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24. Reference Documentation

Document Title Publication Number Description

Release Notes for VOSS Various Release Notes for VSP Operating System Software.
Refer to the Release Notes for the specific software
version.
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