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Acronyms

Term or Acronym

Definition

AAA
ACL
NAC
NAS
VSA

Test Environment

Authentication, Authorization, Accounting
Access Control List

Network Access Control

Network Access Server

Vendor Specific Attribute

Testing was performed on the following software and hardware models and versions. Newer

versions should work similarly, although the commands might be different.

o ExtremeCloud IQ - Site Engine version 21.04.10.99

e ExtremeControl for ExtremeCloud IQ - Site Engine version 21.04.10.99

e Cisco C3750G-24TS-1U version 12.2(55)SE12
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Overview

Five functions are required to fully integrate a Cisco switch into ExtremeControl.

1. Visibility - To gain end system visibility at the edge of the network, a method of
authentication is required. For Cisco switches, both MAC and 802.1X authentication
methods are supported.

2. IP Resolution - An additional component of visibility is to associate the correct IP
address with each end system. Multiple mechanisms are utilized to resolve the IP
address of an end system connecting to the network, including some methods
specific to Cisco switching.

3. Re-authentication - When a device is connected to the network, a method to re-
authenticate the device is necessary to allow roles to be dynamically changed for
these end systems as they are pushed through the ExtremeControl authorization
Process.

4. Authorization - A method to enforce access restrictions is required to permit or
deny access to network services (for example, HTTP or DNS). For Cisco switching,
dynamically assigned ACLs are utilized to swap user roles and are considered a best
practice. The use of VLANS is also an option, however, that is outside the scope of
this document. This document describes two approaches for ACLs that are
dynamically assigned per user session:

a. Downloadable ACLs (also referred to as Per-User ACLs): A downloadable
ACL is an ACL that is created and stored in the RADIUS Server, which is in this
scenario ExtremeControl. The Network Access Server device (NAS), which in
this case is the Cisco switch, does not save any pre-configured ACLs in the
running configuration. Downloadable ACLs are installed on the switch upon
successful authentication as part of RADIUS Access-Accept message. A
downloadable ACL action can assign different ACLs per authenticated
session.

b. Dynamic ACLs: A dynamic ACL is an ACL that is pre-configured and stored in
the NAS device (Cisco switch). Upon successful authentication, the RADIUS
Server (ExtremeControl) sends the name of the pre-configured ACL as part of
RADIUS Access-Accept message. A dynamic ACL action can assign different
ACLs per authenticated session.

5. Web Redirection - When a captive portal is used as part of the ExtremeControl
solution, a mechanism to redirect the client Web traffic to the Access Control Engine
is required. For Cisco switches, a Vendor Specific Attribute (VSA) is utilized to
redirect the client Web traffic.

© Extreme Networks, Inc. All rights reserved. / 6
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Switch Configuration

The first section covers configuring the Cisco switch to be monitored by ExtremeCloud 1Q - Site
Engine and integrating ExtremeControl as a RADIUS server. All configurations are performed
using CLI, and it is assumed that serial console access to the switch is available. Alternatively,
some of the configuration can be automated via scripting in ExtremeCloud 1Q - Site Engine,
which is covered at the end of this section. The switch configuration is broken down into five
parts:

SNMP Configuration

e RADIUS Configuration
e Web-Redirect Configuration
e ACL Configuration

e Authentication Configuration

SNMP Configuration

For ExtremeControl to manage the Cisco switch, both SNMP read and write capabilities must be
configured. It is highly recommended that the Cisco switch be configured to use SNMPv3 if
possible. SNMPv3 has many advantages over vl and v2 including security of communication and
performance. To configure SNMP v3 on a Cisco switch, enter the following commands.

snmp-server group V3Group v3 auth read V3Read write V3Write
snmp-server user snmpuser V3Group v3 auth md5 snmpauthcred priv des
snmpprivcred

snmp-server view V3Read iso included

snmp-server view V3Write iso included

RADIUS Configuration

The Cisco switch must authenticate against ExtremeControl. For this authentication process to
occur, the Access Control Engine needs to be configured as a RADIUS server within the switch
configuration. Multiple command sets must be configured on the switch to complete the
RADIUS configuration. First, you create the ‘aaa’ rules. These rules need to be carefully
evaluated when being applied as it is quite easy to deny existing Telnet, SSH, or serial console
access to the switch. As a best practice be sure to note if any of these commands already exist
within the switch configuration and if so, adjust the new commands accordingly. If no ‘aaa’
commands are present, the following commands will need to be added. The last command
creates a local account (admin) to administer the switch.

aaa new-model

aaa authentication login default local

aaa authentication enable default enable none

username admin privilege 15 password 0 MyPasswordl23

© Extreme Networks, Inc. All rights reserved. // 7
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The following commands should be utilized to add the Access Control Engine as a RADIUS
server. Note that the RADIUS shared secret will always be ‘ETS TAG_SHARED SECRET in
Access Control unless it is explicitly changed. The test username is used to verify that an Access
Control Engine is alive and available. This account does not need to exist; the switch is just
looking for a response from the server.

username test-radius privilege 0 password 0 BadPassl23

radius-server host <EAC Engine IP> auth-port 1812 acct-port 1813 test
username test-radius key ETS TAG SHARED SECRET

radius-server dead-criteria time 30 tries 3
radius-server vsa send accounting
radius-server vsa send authentication

ip radius source-interface vlan <VLAN Number>

After defining the Access Control Engine, add it to a group that can be used in the ‘aaa’
configuration. If multiple Access Control Engines are configured, add each one to the same

group.

aaa group server radius EAC
server <EAC Engine IP> auth-port 1812 acct-port 1813

Add the ‘aaa’ rules for the switch to authenticate devices against the Access Control Engine.

aaa authentication dotlx default group EAC

aaa authorization network default group EAC

aaa accounting dotlx default start-stop group EAC
aaa accounting update periodic 5

aaa session-id common

Adding the following commands enables RFC 3576 support. This is not required for Access
Control but can be useful if problems arise with re-authentication. If using RFC 3576, an NTP
server is recommended as the messages are time sensitive.

ntp server <NTP Server IP>

aaa server radius dynamic-author
client <EAC Engine IP> server-key ETS TAG SHARED SECRET
auth-type any

The following global commands are used to assist in authentication recovery, tracking of
devices, and logging.

ip device tracking

epm logging

authentication critical recovery delay 1000
authentication mac-move permit

dotlx critical eapol

© Extreme Networks, Inc. All rights reserved. // 8
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Web-Redirect Configuration

Cisco uses a special ACL to redirect client web traffic to a captive portal. This ACL is written so
that all traffic that matches a permit statement in the ACL will be redirected. Therefore, a deny
statement matching the Access Control Engine IP address needs to be added so that redirected
Web traffic does not get stuck in a redirect loop. A redirect ACL should be similar to the
example below.

ip access-list extended Unregistered
deny ip any host 10.8.255.106
permit tcp any any eq www

permit tcp any any eqg 443

In addition to the ACL configuration, the HTTP server on the switch needs to be enabled in order
to redirect traffic to a web server. The following commands can be used.

ip http server
ip http secure-server

ACL Configuration

ACL Configuration on the switch is only required if the “Dynamic ACL” method is used and
ExtremeControl is only returning the name of the ACL as RADIUS Access-Accept message.
Skip this part of the Cisco configuration if the Downloadable ACL method will be used.

For the Dynamic ACL method to work, ACLs must be preconfigured on the switch to allow
Access Control to return a single RADIUS attribute that represents the assigned access for the
end system. An example list of ACLs is below. Note that the ACL names (such as EnterpriseUser
and GuestAccess) cannot contain spaces.

ip access-list extended Administrator
permit ip any any

ip access-list extended EnterpriseUser
permit ip any any

ip access-list extended GuestAccess
permit ip any any

ip access-list extended Quarantine
deny ip any host 10.8.255.106

permit tcp any any eg www

permit tcp any any eq 443

ip access-list extended Unregistered
deny ip any host 10.8.255.106

permit tcp any any eq www

permit tcp any any eq 443

© Extreme Networks, Inc. All rights reserved. // 9
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NOTE

Per Cisco’s documentation: “For any ACL configured for multiple-host mode, the source
portion of statement must be any. (For example, permit icmp any host 10.10.1.1.)". This is
also true for multi-auth mode. If this ACL usage guidance is not followed, authorization will
fail.

Authentication Configuration

Each Ethernet interface that is going to have an end system connected to it should have
authentication enabled to allow visibility within ExtremeControl. Note, the commands below
assume that 802.1X and MAC Authentication are both utilized on the edge switch ports. If 802.1X
is not required, it can be removed from the command list. Additionally, these commands need to
be merged with the existing commands on each interface. Lastly, the ‘interface range’ command
can be used to simultaneously modify multiple interfaces.

interface GigabitEthernet 1/0/10
switchport mode access
switchport access vlan 3

'Allows traffic before authentication is completed.
authentication open

!Useful for Printers and devices that send traffic infrequently.
authentication control-direction in

'Allow multiple devices to authenticate to a single port.
authentication host-mode multi-auth

'Re-authenticate periodically
authentication periodic

'Listen to session-timeout information from EAC.
authentication timer reauthenticate server

'If 802.1X fails, use MAC Authentication
authentication event fail action next-method

'Tf EAC fails, open access to the access vlan used above
authentication event server dead action authorize vlan 3

'When EAC comes back online, re-authenticate
authentication event server alive action reinitialize

'Use 802.1X first if available, then MAC Authentication Bypass
authentication order dotlx mab
authentication priority dotlx mab

'Tf a device moves from one port to another, replace the existing session
authentication violation replace

!'Enable MAC Authentication Bypass and 802.1X
mab

dotlx pae authenticator

!Set 802.1X Timeout to 10 seconds. This can be adjusted if 802.1X timeout
is taking too long. If 802.1X is used in the network though, be careful of

© Extreme Networks, Inc. All rights reserved. //10
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making it too low.

dotlx timeout

tx-period 10

!Set port as an edge port for Spanning Tree.
spanning-tree portfast

!Enable Authentication on this port
authentication port-control auto

After entering all of these commands, an interface should look similar to this:

interface GigabitEthernetl1/0/10
switchport access vlan 3
switchport mode access

authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
mab

control-direction in

event fail action next-method

event server dead action authorize vlan 3
event server alive action reinitialize
host-mode multi-auth

open

order dotlx mab

priority dotlx mab

port-control auto

periodic

timer reauthenticate server

violation replace

dotlx pae authenticator
dotlx timeout tx-period 10
spanning-tree portfast

end

dotlx system-auth-control

© Extreme Networks, Inc. All rights reserved.
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ExtremeCloud I1Q - Site Engine and ExtremeControl
Configuration for Cisco Switches

Cisco Switch Discovery in ExtremeCloud IQ - Site Engine

In order to manage Cisco switches in ExtremeCloud I1Q - Site Engine, the switch needs to be
discovered and added to the ExtremeCloud 1Q - Site Engine database. For this purpose, SNMP
and CLI Credentials should be created and added to a Device Profile which will then be used
during the discovery process.

As depicted in Figure 1, navigate to Administration and follow the steps to create SNMP and CLI
credentials for the Cisco switch. Make sure to configure the same SNMP user name,
authentication and privacy types and passwords that are configured on the switch.

Q, ExtremeCloud 1Q Site Engine

;h Network Brofiles e erver Informat artificates Hons vita
‘ Alarms & Events R
& Add Default Profile:  public_vi_Profile - Default Access Control Engine Profile: | snmp_v3_profile -

& control

Mame SNMP Version Read Credential Write Credential Max Access Credential Read Security Level Write Security Level
o Analytics public_v1_Profile SNMPVT public_v1 public_vi public_v1
T Wireless EXTR_w1_Profile SNMPY1 public_v1 private vl private_vi
ﬁl Reports public_v2_Profile SHMPW2 public_v2 public_v2 public_v2
= e EXTR_v2_Prafile SNMPy2 publie_v2 private v2 private v

= snmp_v3_profile SNMPY3 default_snmp_v3 default_snmp_v3 default_snmp_v3 AuthPriv AuthPriv

' Administration 1

VOS5_v1_Profile SNMPv1 public_v1 private_v1 private_v1
= Connect

BOSS_ESM_v1_Profile SHMPv1 public_v1 private_v1 private_v1

BOSS_4200_v1_Profile SNMPV1 public_v1 private vi private v1

BOSS_v1_Profile SHMPV1 public_v1 orf Add SNMP Credential %\

VOS5 _v_Profile SNMPY2 public_v2 pr

[Credential Mame: Cisco_SNMP_v3
| Page i of 1 | s | 55 Reset SHMP Version: SHMPYVE -
User Mame: snmpuser
) Authentication Type: MD5 d

Authentication

i d: snmpauthcred L
Mame SMMP Version  Community Name User Nalf === Privacy
Privacy Type: DES -
public_v1 SNMPV1 Hrkard Y 1Y
¢ A 5| n & Privacy Password: snmpprivered -
private_v1 SHMPY Ak \ Y, pi
private_va SNMPYZ trxrrir

Figure 1- How to configure SNMP credentials for a Cisco switch in ExtremeCloud I1Q - Site Engine
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A CLI credential is needed to access the CLI terminal of the device directly from ExtremeCloud
|Q - Site Engine or to run a script/workflow that will interact with the device through the CLI.

Note that a CLI credential is not required for ExtremeControl integration.

G, ExtremeCloud |Q Site Engine

a5 Network

Profiles Users Server Information Certificates Options Device Types Backup/Restore Diagnostics Client API Access
‘ Alarms & Events B
@ Add.. Default Profile: | public_v1_Profile ¥ Default Access Control Engine Profile: | snmp_v3 profile  *
n Control
Name SNMP Version Read Credential Write Credential Max Access Credential Read Security Level Write Security Lev
M Analytics public_v1_Profile SNMPv1 public_vi public_vi public_vi
= Wireless EXTR_v1_Profile SNMPv1 public_v1 private_v1 private_v1
lﬂ Reports public_v2_Profile SNMPv2 public_v2 public_v2 public_v2
E Tl EXTR_v2_Profile SNMPv2 public_v2 private_v2 private_v2
- snmp_v3_profile SNMPV3 default_snmp_v3 default_snmp_v3 default_snmp_v3 AuthPriv AuthPriv
Administration ]
VOS5_v1_Profile SNMPv1 public_v1 private_v1 private_v1
= Connect
BOSS5_ESM_v1_Profile SNMPv1 public_v1 pr (Add CLI Credential 8\
BOSS5_4800_v1_Profile SNMPv1 public_v1 pr
Description: :
BOSS5_v1_Profile SNMPv1 public_v1 pr s Cisco CLI
VOSS_v2_Profile SNMPV2 public_v2 pr [User Name: admin
Type: Telnet - 4
| Page | 1 | of1 ‘ | o] ‘ [@ Reser
Login Password: &
SNMP Credentials CLI Credential Enable Password: | seeses T
3 Eﬂ"lguretmn Password: %J

User Name

Description

Type Login Password

Default admin Telnet e

Figure 2 - How to configure CLI credentials for a Cisco switch in ExtremeCloud IQ - Site Engine

When both SNMP and CLI credentials have been set up, add a new Device Profile and bind the

credentials to the profile as shown in Figure 3.

Q, ExtremeCloud |Q Site Engine

ok Network

EEFS Server Information Certificates

Options vice Types Backup/Restore Diagnostics Client API Access

‘ Alarms & Events

Default Profile: | public_v1_Profile Default Access Control Engine Profile:

Q Control

Name SNMP Version Read Credential Write Credential Max Access Credential

|#” Analytics

snmp_v3_profile

Read Security Level

Write Security Level

public_v1_Profile SNMPw1 public_v1 public_v1 public_v1
& wireless EXTR v1_Profile SNMPV public_vi private vi private v1
m Reports public_v2_Profile SNMPv2 public_v2 public_v2 public_v2
— Tl EXTR_v2_Profile SNMPv2 public_v2 private_v2 private_v2
snmp_v3_profile SNMPV3 default_snmp_v3 default_snmp_v3 default_snmp_v3 AuthPriv AuthPriv
Administre
VOS5_vi_Profile SNMPv1 public_w1 private_wv1 private_v1
= Connect
BOSS_ESM_v1_Profile SNMPw1 public_v1 (Add Profile *\
BOSS_4800_v1_Profile SNMPv1 public_v1
Profile Name: Cisco_v3_Profil
50551 _Profile SNMPV public_vi scovs_frotie
VOSS_v2_Profile SNMPV2 public_v2 SNMP Version: | SNMPv3 M
| | Read: Cisco_SNMP_v3 - Read Security: = AuthPriv - 4
Page | 1 |offt 4] [ Reser
Write: Cisco_SNMP_v3 - Write Security: = AuthPriv b
SNMP Credentials ~ CLI Credentials  Device Mapping IMiax Access: Cisco_SNMP_v3 - Max Security: | AuthPriv -
@ Add... @ Credential: Cisco_CLI ‘)
Description User Name Type Login Pas| Cancel
Default: admin Telnet it

< No Access >

Figure 3 - How to create a Device Profile for a Cisco switch in ExtremeCloud 1Q -

© Extreme Networks, Inc. All rights reserved.
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After the Device Profile is set up, navigate to the Network menu from the left pane of
ExtremeCloud IQ - Site Engine and select the Devices tab. Select the relevant Site for the Cisco
switch to be added in and then right click on that Site and select “Add Devices”.

Q] ExtremeCloud |Q Site Engine

(& 1 )2

A narms & Events

Sites bl Devices
B comol
Mame © Add Device Py Export to {5V .
|#* Anabytics - & World
Status  Mame Site admin Profile
= Wireless @ Extreme B : I I

Reports & ThirdParry
. &  Add Device.., 3
» &l Topology De

v B service Defir

* Adrministration @  webview
= Connect B Flexview
More Views F
& Configure...

@  Compass Search.,

J?[ Clear alarms...

Figure 4 - How to manually onboard a Cisco switch in ExtremeCloud 1Q - Site Engine - 1

ExtremeCloud |Q Site Engine

| &5 Network

Dashboard Devices Discovered Firmware  Archives Configuration Templates  Reports

‘ Alarms & Events i \
Sites v e Devices  ThirdParty Site Summary Endpoint Locations FlexReports

& control =

Name © Add Device... @ ExporctoCSV =
|+ Analytics - & World

. Status = Name Site Admin Profile IP Address Poll Status

= Wireless 4 Extreme U
Iﬂ Reports € ThirdParty

+ El Topology Definitions
Tasks pology

» Service Definitions
* Administration

= Connect

Add Device i % 3

1P Address: 192.168.10.111
Profile: Cisco_w3_Profile -
Nickname:

[J Poll status Only

Figure 5 - How to manually onboard a Cisco switch in ExtremeCloud IQ - Site Engine - 2
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Alternatively, if multiple switches need to be onboarded, a more convenient method is to use
the “Discover” operation under the Site as illustrated in Figure 6. The discover type can be a
subnet, a seed address, or an address range.

ExtremeCloud 1Q Site Engine Q .da o1 { £ frm i

Profiles

Add Address

80S5_ESM_v1_Prafile

Figure 6 - How to discover multiple switches in ExtremeCloud IQ - Site Engine

ExtremeControl Configuration using Dynamic ACLs

Overview

This section covers the configuration of ExtremeControl to use the Cisco switch as an edge
enforcement point using the Dynamic ACL method together with Guest Registration.
Skip this section if Downloadable ACL (Per-User ACL) method is preferred.

Step 1: Add the Cisco Switch to Access Control

Because the Cisco switch was already onboarded to ExtremeCloud 1Q - Site Engine in the
previous section, the next step is to add the switch to the Access Control and configure Access
Control with appropriate RADIUS attributes.

© Extreme Networks, Inc. All rights reserved. / 15
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Open ExtremeCloud I1Q - Site Engine and navigate to the Control section and then select the
Access Control tab. Next, select the Switches sub-tab and the Add button to add the Cisco
switch as shown in Figure 7 and Figure 8.

& Network
‘ Alarms & Events

ﬂ Control

|#* Analytics

= Wireless Engines

lﬂ Reports = Engine Groups
= Tasks « Default

& Administration
b

Connect

Configuration

Group Editor

B All Engines

@ ExtremeCloud |1Q Site Engine

Access Control 2 Syste

+ Engine - Control-1/10.8.255.106

+.

O ssc. )4

IP Address T

= Control-1/10.8.255.108

8 Switches 3

Mickname

Figure 7- How to add a Cisco switch to Access Control - 1

~ o
= HRefresh

Status Syste

Because the Cisco device is already in the ExtremeCloud 1Q - Site Engine database, expand the
“My Network” pane, find the Cisco switch, and select the checkbox. By default, some settings are
determined based on the type of device that is added. However, a few settings need to be set

manually. These settings are:

Primary Engine: Primary Access Control Engine to be used
RADIUS Attributes to Send: Cisco Wired Dynamic ACL

RADIUS Accounting: Enabled
Policy Domain: Do Not Set

Add Switches to Access Control Engine Group: Default

@ Add Device
v [] P My Network (4 devices)
» (J P All Devices (4 devices)
O ® 5520-48T-vOSS
 ® cat3750-1.reading.ctc.local
O P control1
O ® xccCi.reading.ctclocal
» (O P Grouped By (4 devices)
» O Extended Eridges (0 devices)

» (O ® wireless Controllers (1 device)

Q Switch Type:
Primary Engine:
Secondary Engine:
Auth, Access Type:
Wirtual Router Name:
RADIUS Attributes to Send

RADIUS Accounting:

Policy Domain:

Advanced Settings...

Layer 2 Out-Of-Band
|:> Control-1/10.8.255.106
None

E> Manual RADIUS Configuration

: E> Cisco Wired Dynamic ACL

E> Enabled

I:> ~ Do Not Set

Figure 8 - How to add a Cisco switch to Access Control - 2
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When the switch is added, Enforce the configurations.

‘ & convol
Group Editor

Engines
~ Engine Groups

~ Default

Al Engines

ExtremeCloud 1Q Site Engine
h ashboard Pl Access Control  End Syster
Configuration

= control1/10.8.295.108

Engine - Control-1/10.8.255.106

= Swiches
O Add.. & Refresh
1P Address 1 Nickname Status System Name Primary Engine Secondary Engine
20020920 Cat3750-1seadingctcio..  Conactist. Cati7sOiires.. 108255106
Access Control Engine Enforce
) engne o address stats Result Dstails
O Controkt 108255106 AudtComple.. Fass

) Force Raconfiguration for Al Switches | ) Force Reconfiguration for Captve port!

preven || Eniorce (U] D ...

Policy/VLAN

Cisco Wired

Q lﬁb&n

Palicy Domain

Manual RADIUS Configuration

Step 2: Configure AAA with Local Authentication Method

Authentication Access Type Type

Layer 2 Ou.

To ensure the switch receives a RADIUS Reject message when testing availability of the Access
Control Engine, the AAA configuration needs to be adjusted. Select the Configuration section,
expand AAA in the Configuration tree, and right-click the Default AAA configuration. Select

Make Advanced.

Q, ExtremeCloud 1Q Site Engine
& Network

‘ Alarms & Events

Configuration

& control
* Configurations
Analytics
Ii Lol * Default
& wireless Rules

sl Reports

Portal: Default

& rdministration

— Connect

LDAP Con{
»  Lotal Pass
RADIUS Servers
b Profiles
¥ Captive Portals
b Notifications

»  Vendor RADIUS Attribi

Access Control

utes

b Global & Engine Settings

= Basic AAA Configuration - Test

[ Authenticate Requests Locally for: [ MAC(AID [ MAC (PAF)

Primary RADIUS Server; None
LDAR Configuration: None
Local Password Repository: Default

Update Trusted Authorites Mo information available.

Delete AaA Configuration

Figure 10 - AAA Configuration -1
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Select the “Any” Authentication Rule and then the Edit button.

i Network

Accass Coni
Alarms & Events

& Configuration = Advanced AAA Configuration - Default
& control

- nnfigicatone [ authenticate Requests Locally for: (¥ MAC (All)
|#” Analytics

; » Default
Local Password Repasitory:

- AAA i
Lol Default Join AD Bomain: Auto Detect

LDAP Configurations

Update Trusted Aushorities Mo information available,
b Local Password Repository
RADIUS Servers Authentication Rules
Authentica.. | User/MAC/. Authentica_. | Comary seconda | yamapis | anmaois | et P L. LDAP Polig
gl ittt lITP 5 RADIUS RADIUS E: S Authentica..  Accounting ) ¥ Falkthrough
Type Mateh Method caa i Server Server e e Configurati..  Mapping
Vendor RADIUS Attributes d £
N
Global & Engine Settings |:> Any Any LDAP Auth..  None None Nene None None None ReadingADs  Default

Figure 11- AAA Configuration - 2

In this section, Local Authentication will be used. LDAP or Proxy RADIUS Authentication can also
be selected. In the “Edit User to Authentication Mapping” window, change the Authentication
Method to Local Authentication and then select the OK button.

Edit User to Authentication Mapping x

Authentication Type: Any -

User/MAC/Host: @ Pattern O Group | *

Location: Any v

Authentication Method: Proxy RADIUS {Failover) -

Proxy RADIUS (Failover)
Primary RADIUS Server:
Proxy RADIUS (Round Robin)

LDAP Authentication

(Local Authentication )

Inject Authentication Attrs: Mone -

Inject Accounting Attrs: None -

“ Cance'

Figure 12 - AAA Configuration - Local Authentication Setting
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Save the Configuration and Enforce again as shown in Figure 13.

ExtremeCloud 1Q Site Engine Q & © 0n O S e | =

Configuration —  Advanced AAA Configuration - Default

~ Configurations % Authenticate Requests Lacalyfor: (97 MAC (A1)

» Default

ssword Repository:

° e @ o
Authe User/MAC/. Authentica. £ Y, 3rd RADIUS 4th RADIUS e it P LDAR Poll
o el Location M“mud - RADIUS RADIUS - i 2 Authentia.. | Accounting | gort Y Fallthrough
ype . o i i erver erver meh o igur pping
Any - Any Local Auth... None None None None None None None Default

Access Control Engine Enforce x

- P ada staus Resul o
80 Conirol 08255106 Audic Comy pl.
gurat 1 nfigur cap

Group Editor +

Engines -

Figure 13- How to enforce the configuration in ExtremeControl

Step 3: Configure the Rules and ACLs to Assign

After the switch is added to Access Control, the rules need to be adjusted to return the correct
RADIUS VSAs for the Cisco switch. Assuming that Guest Registration is already configured on
the system, a default set of rules already exists. If Guest Registration is not enabled, it can be

enabled by expanding Captive Portals and the Default configuration. Select Website
Configuration and select the checkbox for Guest Registration. Then be sure to Save and
Enforce the configuration.

(2] ExtremeCloud |Q Site Engine

"a i Access Contral

‘ Alarms & Events

Configuration - Website Configuration

& control
= Cenfigurations
|#* Analytics X i
Defaul
O Guest web Access:
2 wireless - AMA
Allows presentation of an Acceptable Use Policy to the guest user and allows guest access to the network for the
shil Reports Default Guest Web Access login page.
- W LDAP Configurations (= Guest Registration:
== Tasks 5 =
_ _ »  Local Password Repository Allows unauthenticated access to the network for the length of the registration. Registration also has provisions
H Administration
RADIUS Servers O secure Guest Access:
= conned
= Connect :
¥ Profiles

Allows a gUeSt to gain secure wireless access to your nemwork via 802.1x (PEAP) authentication using credentials

sired 10 allow only tTemporary aCCess 10 Your network.
desired to allow only temporary aCCess 10 Your Netwo

= Default Authentication Settings
Network Settings
‘ = Survivable Registration
Administration
This option will allow for a temporary Registration when communication to MAC Manager fails, During this time,
= | Website Configuration cemmunication is restored, the user will be put through the normal Registration process.
Look & Feel
Assessment/Remediation

Guest Registration

» Notifications

Figure 14 - How to enable Guest Registration from ExtremeControl
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Expand the Default configuration menu under Configurations to access the Rules engine. Scroll
to the bottom where the Unregistered rule exists. Note that this is the “catch-all rule” when
registration is enabled. Select the Accept Policy of Unregistered.

Configuration
w» Configurations
» Default
RL'es<j
AAA: Default
Portal: Default
- AAA
Default

LDAP Configurations

» Local Password Repository

RADIUS Servers
»  Profiles
w Captive Portals
v Default
Metwork Settings

Administration

Rules

& Add

(4]

L I+ I+

@ Edc. [ Copy. @ Delewe
Enabled Rule Name

LN

Authentication is 802.1X
L Registration Denied Access
14 Registered Guests
s Registration Pending Access
L Unregistered

Conditions

catch-all rule
v Default Catcha

Profile Description

IRTITITEY

Profile: Green Role Profile

Accept Policy: Green Rg

Actions

Profile: Unregiste

Unregistered user will be redirected to Registration web page.

Figure 15 - Selecting the Accept Policy “Unregistered” in ExtremeControl

In the resulting Edit Policy Mapping window, the RADIUS VSAs need to be specified. The
Custom 2, Custom 3, and Custom 4 fields are used for all VSAs being sent back to the switch.
For arole that is using Web redirect, Custom 2 and Custom 3 need to be filled in with the

following values:

Custom 2: cisco-avpair=url-redirect=http://<EAC Engine IP>/static/index.jsp

Custom 3: cisco-avpair=url-redirect-acl=Unregistered

The Custom 2 field specifies the URL to redirect the web traffic to. This can also be HTTPS if it is
enabled. The Custom 3 column defines which ACL to use with the redirection. Based on the
previous configuration, this is the Unregistered ACL. See Figure 16.
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Edit Policy Mapping

Name:

Map to
Location:

Policy Role:

VLAN [ID]
Name:

VLAN Egress:

Filter:

Port Profile:

Virtual Router:

Login-LAT-
Group:

Login-LAT-Port:

Customn 1:

Custom 2:

Custom 3:

Custom &;

Custom 5:

Unregistered

Any ol
Unregisterad v
None -
Untagged -

Unregisterad

Unregistered

cisco-avpair=url-redirect=http://10.8.255.106/static/index.jsp

cisco-avpair=url-redirect-ac=Unregistered

RADIUS Attribute Lists

Organization 1:

Preview with RADIUS Attributes b “ Apply

Figure 16 - How to modify the “Unregistered” Policy Mapping for Cisco VSAsS

NOTES

redirect.

If the Custom fields are not displayed, ensure the switch was added to Access Control with
the correct RADIUS Attributes to Send.

The Custom 4 field is not used when Web redirect is being performed. This is because it is
configured to pass back a Filter-ID which the Cisco switch does not need when using Web

Cancel

© Extreme Networks, Inc. All rights reserved.
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Next, select the Guest Access Accept Policy and set the ACL to be utilized when Guest

Registration is complete.

Configuration
= Configurations
w Default
Rules
AAn; Default
Portal: Default
v AAA
Default
LDAP Configurations
» Local Password Repository
RADIUS Servers
» Profiles
w Captive Portals
* Default
Network Settings
Administration
w Website Configuration
Look & Feel
Guest Registration
b Notifications
»  Vendor RADIUS Attributes

» Global & Engine Settings

Group Editor

Engines

O Enforce - =

End-Systems

Policy  Access Control

Rules

@ Add... B3 Edi. [Ed Copy.. @ Deles

Enabled Rule Name
[RvTTRTeTITe

Authentication i 202.1%

v Registration Denied Access
= v Registered Guests
Conditions
End-System is in Registered Guests
v Registration Pending Access
(4] v Unregistered
4] o Default Catchall

| Page | 1 |of1 | | &

Accept Policy - Role Details : Specify a Domain

l@ Specty/Change Domain

Role / Service / Rule
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View.. = Advanced Locations

Profile
AL
Profile: Green B
Accept Policy:

Registration Denied Access NAC Profile
Guest Access NAC Profila

Actions

Profile: Gues NAC P
Accept Policy: Guest Acces
Portal: Default

The user will be granted access and accepted onto the network.

Unregistered NAC Profile

Unregisterad MAC Profile

Default NAC Profile

Summary

Figure 17 - Selecting Accept Policy “Guest Access” in ExtremeControl
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In the Edit Policy Mapping window, the field that needs to be edited is the Custom 4 field. This
is because web redirection is not going to be used for Guest Access. Instead, just an ACL name
will be returned. Therefore, in this field enter only the name of the ACL (for example,
GuestAccess). Combined with the RADIUS settings selected for the switch, the return attribute
for the switch will be formatted as “Filter-ld=%CUSTOM4%.in". For example, if GuestAccess is
the ACL being returned, the attribute that can be seen on the wire is “Filter-ld=GuestAccess.in”.

Caution

Note that spaces are not supported on Cisco ACL names. Therefore the name of the ACL
configured must not contain spaces.

Edit Policy Mapping x
Mame: Guest Access
Map to A -
Location: -
Policy Role: Guest Access v

Filter:

Port Profile:

Virtual Router:

Login-LAT-
Group:

Login-LAT-Port:
Custom 1:
Custom 2:
Custom 3:

Custom 4:

Custom 5:

Mone -,

Untaggsd v

Guest Access

Guest Access

RADIUS Attribute Lists

Organization 1:

Figure 18 - How to modify “GuestAccess” Policy Mapping to return “Filter-ID
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Repeat this process for any additional ACLs (roles) that need to be assigned through the Rules
Engine. Some additional ACL examples include an Administrator, EnterpriseUser, and
Quarantine (commonly used with the Web redirect function). After these settings are
configured, Enforce the configuration to the Access Control Engine.

Dashboard Policy

Configuration
w Configurations
v Default
Rules
AAA: Default

Portal: Default

Access Control

Rules

@ Add. & Edit. [E Copy. @ Delete

Enabled Rule Name
AR RSN T 3

Authentication is 302.1X

View., = Advanced Locations

Profile Description
ALuUUy

Profile: Green Role Profile (Auto)

Accept Policy: Gr

v Registration Denied Access Registration Denied Access NAC Profile
v AAA
= L Registered Guests Guest Access NAC Profile
fault e =
S Conditions Actions
£DAR Confeieation= End-System is in Registered Guests Profile: Guest Access NAC Profile
e r 1P 4 . Accept Policy: Guest Access
Local Password Repository Portal: Defaylt
RADIUS Servers The user will be granted access and accepted onto the network.
T P F i i T SR § Vemmriitesices RS Tt
i f
= Captive Portals v Access Control Engine Enforce
¥ Default v ) Engine IP Address Status Result Details
1
Metwork Settings . [0 control-1 10.8.255.106 Audit Comple...  Pass
age

Administration

» Website Configuration Accept Policy -

Look & Feel
sy Specify/Change
Guest Registration

] Force Reconfiguration for All Switches Force Reconfiguration for Captive Portal

e @ e

Role / Service / Rule
» Notifications

Audit Preview

» Vendor RADIUS Attributes

» Global & Engine Settings

Group Editor s

Engines +

Figure 19 - Enforcing the settings in ExtremeControl
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Step 4: Verify - Client Testing

Connect a wired client to the Cisco switch port where authentication is configured according to
the steps explained in the previous “Authentication Configuration” section.

When a new user without an IEEE 802.1X supplicant configured on the end-system connects to
the Cisco switch port with both MAB and 802.1X authentication configured, the “Unregistered”
Rule will be applied and the “Unregistered” Policy which has the Custom 2 and Custom 3
attributes (see Figure 16) configured for Web Redirection will be sent to Cisco switch. The
operation can be validated by checking the End System table as shown in Figure 20.

B ExtremeCloud 1Q Site Engine

eeeee

TEllE §» KEDA® B

End-System Events and Health Results hd

P Address Host Mame User Name

Figure 20 - ExtremeControl End-Systems Table showing Web redirect VSAs

Another validation can be performed on the switch, by checking the show authentication
sessions interface <interface id>" CLI command output as in Figure 21.

Interface:
MAC Addr
IF Add
ser-Nam
Status:

Domatin:
Security Policy:

Security Status

Oper host mode:

Oper control dir:
Authorized By:
Wlan Grmomn e

URL Redirect:

URL Redirect ACL:
S0 LU L OineEwu L .«
Idle timeout:
sion ID:
ton ID:
Handle:

Common S
Acct S

DATA

Should Secure

Unsecure

multi-domain

in

Authentication Serwver
M/ A
hittp://10.8.255.106/static/index. js
Unregistered

SR

MNSA

140001 140001AFFFFEDLTOFT

Figure 21 - Validating Cisco Web Redirect VSAs from the Cisco CLI
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After the Cisco switch receives the URL Redirect from ExtremeControl as a result of RADIUS
Access-Accept, the end-system will be redirected to the IP address of the Access Control
Engine whenever an HTTP/HTTPS request is made, and the Guest Registration page will
welcome the user as seen in Figure 22.

= Enterprise Registration x + = x>
&« =2 G O & 10.8.255.106/main B @ =

Welcome to the Enterprise Registration Center

You have been denied network access because this device is not registered to the network.

To obtain network access, you must complete registration using the form below

By registering to the network, you are agreeing to the terms and conditions explained in the Enterprise Network and Computer Acceptable-Use

Policy.

Middle Name: |

*Last Name: |

*First Name: | I
|
|
|

*E-Mail Address: |

Complete Registration

Please press the Complete Registration button only once.

Powered by

I= Extreme:

nebworks

Figure 22 - Extreme Control - Guest Registration Default Landing Page
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After the registration form is filled out and submitted by selecting “Complete Registration”, one
can validate whether the correct Filter-ID is sent, and the ACL named “GuestAccess” is applied
to the end-system.

750-1#show authentication s interface gigabitEthernet 1/8/5
Interface: G 1/8/5
MAC Add
IP Add
Uzer-Nam
Status:
Domain:
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-domain
Oper control dir: 1in
Authorized By: Authentication Serwer
Vlan Group: N/A
Filter-Id: GuestAccess
SEessS100 LuneouL:
Idle timeout:
Common S
5]
Handle: 788087C

Figure 23 - Validating the Filter-ID from the Cisco CLI

ExtremeCloud IQ Site Engine Q & 0 0 n o =
End-Systems

& Add To Grou #ll Force Reauthenucatio & Tools ° Lve w End System E 2 Device: v | 00:50:56:86:A3:89
G MAC Of Devi = -

State  Last Seer MAC Address e Device Reasor Profile P Address uths tion Type M
u Vendo
’ P F/15/2021 4:55:25 00:50:56:86:A3:80 R R Gi A MAC Profile 99 AC (PAP)
n
]

| = =
End-System Events and Health Results
..... a

gl #lg 3dlsg &

Figure 24 - ExtremeControl End-System table after successful Guest Registration

ExtremeControl Configuration using Downloadable ACLs

Overview

This section covers the configuration of ExtremeControl to use the Cisco switch as an edge
enforcement point using the Downloadable ACL method.
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Policy and Downloadable ACLs

The Policy tab of ExtremeControl provides a single pane of glass to configure access
permissions for roles that can be assigned via Access Control. A feature enhancement starting
with Extreme Management Center version 8.1 and also included in ExtremeCloud 1Q - Site
Engine version 21.04.10.99 extends this functionality to Cisco switches through the use of
Downloadable ACLs.

The new feature takes advantage of the ability to write ACLs as part of the RADIUS Accept
message that is returned to the switch during client authentication. The traditional method of
policy enforcement with ExtremeWireless and ExtremeSwitching is to write the policy rules and
roles via SNMP so that they exist locally on the device. This new method does not write to the
switch itself; rather, the policy rules and roles are saved in the local database on the Access
Control Engine. Therefore, when an enforce is done, any policy-capable Extreme device will
have policy pushed via SNMP, while any Cisco or HPE switch will have the policy converted
automatically to a Downloadable ACL (or Per-User ACL) that is saved in the database.

&L

Extreme CloudlQ Site Engine

A

SNMP Set ExtremeControl
Role = Administrator
Action = Permit

Database Save
Administrator Role =
Cisco-AVPair=ip:inacl#100=permit ip any any

Goee ] Goee ]

EXOS Switch Cisco Switch

Figure 25 - Policy enforcement with EXOS and Cisco switches
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Upon enforcement of the policy domain, the exact ACLs to be assigned can be reviewed in the
Enforce Preview screen as shown in Figure 26.

Enforce Preview

b & Cisco{Per-User ACL) . - .
[ Supported Config Only )] Unsupported Config Only Collapse Al

Supported Role Details info

* ~ 9 Green_Role_Cisco

o4 * @& RoleACL

@ » @ Cisco-AVPair=ipiinaci#10=deny ip 0.0.0.0 255,255,255.255 20.1.110.100 0.0.0.0 Deny_Green_Web {Deny Internal Servers)
L ( @ Cisco-AvPair-iptinaci#20=permit ip any any J Green_Role_Cisco [Default Action)

Figure 26 - How to visualize Cisco Per-User ACLs during policy enforcement

NOTE

The Role ACLs tab will appear in the Ul only after a Cisco switch has been added to the
policy domain.

After a device authenticates to Access Control and Downloadable ACLs are configured to be

returned to the authenticated session, the appropriate RADIUS Attributes are included that
specify the ACLs to assign the end system.

Lo

Extreme CloudIQ, Site Engine

.

RADIUS ACCEPT ExtremeControl RADIUS ACCEPT
Filter-1D = Administrator Cisco-AVPair=ip:inacl#100=permit ip any any

Goer ] Geee ]

EXOS Switch Cisco Switch

Figure 27 - Policy assignment (authorization) with EXOS and Cisco switches
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Rule Ordering

When converting policy rules to Downloadable ACLs, ExtremeCloud |Q - Site Engine makes
some intelligent decisions to set a precedence of the ordering. However, the ordering that is
derived might not be the desired outcome. In this case, the ordering of the Downloadable ACLs
can be rearranged during assignment. This is accomplished by following the steps as shown in
Figure 28, using the “Move Up” or “Move Down” options to arrange the rules as desired.

The Rule Ordering view will appear in the Ul only after a Cisco switch has been added to
the policy domain.

&3 Network ashboard  Policy *

A Aarms & Events

Ei Open/Manage Domainjs) » [ Glabal Don

Domain: Cisco_Wired (Modified Locally) - Under edit by root

Roles/Services = © Show Editable Columns | v Collapse Al Mave U
1 Role / Service / Rule Summary Rule Order {ACL/REST)
® Contractor 2 [Permit Traffic]
¥ 8 Sovir Anvekry - i Deny internal Server - ACL-Test [IPDST : Internal Servers - Test ACL] -> [Deny Traffic]
i - Locatsanvices ® 20.1.110.100/32 [IPDST : 20.1.110.100/32] - [Deny Traffic] 1
@ :ServceGrougs (_v Ja Deny Management Serv-(es] 3 Rues: 1
v: & Sanfices ® Deny Telnet [TCP Dst : Telnet (23)) -> [Deny Traffic) 2

& Deny Internal Server - AC..
~ A Deny Management Servi...
@ Deny Teinet

b & Global Services (All Domains}

Figure 28 - How to order ACL Rules within a Policy Domain

Policy Support

Because Extreme Policy has many features that can be used in addition to traditional ACL
support, there will be certain feature sets within Policy that cannot be converted to
Downloadable ACLs. The following policy types are supported based on the hardware and
software capabilities of Cisco.

. IP Address Source, Destination, and Bilateral traffic
. TCP Source, Destination, and Bilateral traffic

. UDP Source, Destination, and Bilateral traffic

. ICMP

Step 1: Create a Policy Domain for the Cisco Switch

Unlike the Dynamic ACL approach, the first step one needs to consider is to create a Policy
Domain for Cisco switches. This Policy Domain will be used when adding the switch to Access
Control and for creating Roles, Services and Rules.
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Navigate to Control and then Policy and follow the steps illustrated in Figure 29 to create a new
Policy Domain.

Q, ExtremeCloud 1Q Site Engine

2
& Network :

‘ Alarms & Events

Coen/Manage Bomainis)
3 Cpen/Manage Domainis)

Open Domain k

B Lock Domain

- & Show Editable Columns | w Collapse All
& | save Domain
Wl Reports @ | Enforce Domain fole / Service / Rule Summary
Enforce Preview B Access Point [Permit Traffic/AP Aware]
= Tasks 5
. Administrator [Permit Traffic)

@ | Verify Domain

Administration S vy Traf
' Assign Device(s) to Domain... + B pssessing [Deny Traffic]

= Connect 13 . Deny Access [Dery Traffic]
Create Domain... J &}

» B Enterprise Access [Permit Traffic/Critical Data]
Delete Domain(s)...

» @ Enterprise User [Permi Metwork Control]

Rename Domain...

W ralsafe [Permit Tr;
Import/Export b
» @ Guest Access [Permit Traffic/Best Effort]
Database 3
- » 9 notification [Permit Traffic/Network Control]

Figure 29 - How to create a new Policy Domain

Step 2a: Add the Cisco Switch to Access Control

Navigate to the Control menu within ExtremeCloud I1Q - Site Engine and select the Access
Control tab. Under Engines, select the Default group and then the Switches tab. Select the Add
button to assign the Cisco switch to the Access Control Engine group. Select the drop-down
option for the RADIUS Attributes to Send field and select Cisco Per-User ACL. Finally, select
the Policy Domain that was created in Step 1. See Figure 30.

C/) ExtremeCloud 1Q Site Engine Q & © 01
&h Network 2- 4.Systern
A s aeees Configoration 4+  Engine- Control-1/10.8.255.106

P, Group Editor § O 5 ":"'4

Engines

Add Switches to Access Contrel Engine Group: Default x
1P Address 1 Hi¢ |
© Add Device Q  Switch Type Layer 2 Out-Of-Band -
200.209.20 cal
™ Controk1/10.8.255.106 = O & My neow Primary Engine: Control1/10.8.255.108 ) T -
ines ~Ow
kA Engines Secondary Engine Nene -
8]
Auth, ACCess Typs Mai RADIU figurati -
& ® caarse-rreadingaciocal | @ el L st Coahpurstion
0 P control-1 Virtual Router Name

0 ® xccreadingccloca
RADIUS Aftributes to Send:

+ [ ™ Grouped By (4 devices)

#3 RADIUS Accounting: Enabled -
» O extended Bridges (0 devices)

» [ @ wireless Controliers (1 device)

Policy Domain:

Figure 30 - How to add a Cisco switch to Access Control
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Select the Advanced Settings button and change the Reauthentication type to RFC 3576 -
Cisco Wired as depicted in Figure 31. Enforce the Access Control configuration when prompted.

Add Switches to Access Control Engine Group: Default x
@ Add Device Q Switch Type: Layer 2 Qut-Of-Band hd
v [J P My Network (4 devices) Primary Engine: Mone v

» [J P All Devices (4 devices) )
Advanced Switch Settings
O ® s520-487-vOSS

& ® cat3750-1.reading.ctclocal IP Subnet for IP Resolution: None -

O P control-1 Override RADIUS Security

& v -
O Xcci.reading.ctelocal If this field is blank, the default RADIUS shared sacret from Engine Settings will be used instead.
» > G d By (4 devices

O R Shared Secret: W

» O Extended Bridges (0 devices)

B wan - - o . . . .
» O ® wireless Controllers (1 device)  Qverride Reauthentication Behavior

Leave this field set to None to determine the reauthentication type automatically.

Reauthentication Type: ( RFC 3576 - Cisco Wired )2 -

Enable Port Link Control: O

“ Ca rcel

Policy Domain: Cisco_Wired B

Advanced Settings...

Save Close

Figure 37- How to configure reauthentication settings for a Cisco switch

If there is a need to assign additional Cisco VSAs (Vendor Specific Attributes) for cases such as
IP Phones or redirecting users Web traffic to a portal, then it is recommended to create a
custom “RADIUS Attribute” by adding Custom 2 and Custom 3 fields for the required Cisco
VSAs. See Step 2b if this is the case in your deployment and create a custom Radius Attribute,
otherwise skip to Step 3.

© Extreme Networks, Inc. All rights reserved. /32



ExtremeCloud IQ - Site Engine & ExtremeControl - Cisco Switch Integration Guide

Step 2b: Optional - Create a New RADIUS Attribute Configuration to

Include Additional Cisco

VSAs

To create a new Radius Attribute configuration, expand “RADIUS Attributes to Send” and select

New as shown in Figure 32.

Configure Device: 20.0.209.20

Switch Type:
Primary Enging:
Secondary Engine:
Auth. Access Type:

Wirtual Router Mamnme:

Layer 2 Qut-Of-Band
Control-1/M10.8.255.106
Nome

Manual RADIUS Configuration

RADIUS Artributes to Send:

RADIUS Accounting:

P'l.‘.ll:i::f' Domaing

Advanced Settings..

Cisco Per-Lizer ACL

Monage...

Hong

Cisco Per-User ACL

Cigco Per-User ACL and Custom 2-3
Cisco Wired Dynamic ACL

Cisco Wired RFC 3580 and Dynamic ACL

Cisco Wireless Dynamic ACL

Flmen Afenlars BES SEOA e Peomeen e BT

Figure 32 - How to create a new RADIUS attribute in ExtremeControl
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In the Add RADIUS Attribute Configuration window, the RADIUS attributes and variables
can be assigned to the switch. These attributes are then communicated to the switch via
RADIUS Accept packets. The Substitutions are variables that are calculated by Access Control
at the time of authentication.

Set the Name for the configuration to the value Cisco Per-User ACL and Custom 2-3. Select
the drop-down menu on the Substitutions field and individually choose the options Per-User
ACL Cisco, Custom 2, and Custom 3.

The Custom 2 and Custom 3 substitutions are used when additional Cisco Vendor Specific
Attributes (VSAs) need to be sent. For instance, with IP Phones, a VSA is required to assign the
phone VLAN on a Cisco switch. Alternatively, to redirect a user’'s Web traffic to a portal, a
separate combination of Cisco VSAs is required. Ensure that each attribute appears on a
separate line within the configuration window.

Add RADIUS Attribute Configuration x
Mame: Cisco Per-User ACL and Custom 2-3

Enable Port Link Control:

Attributes : - Substitutions : CUSTOMS3 v

WPER_USER_ACL_CISCO%
WCUSTOM2%
WCUSTOM3%

Figure 33 - Custom RADIUS attributes that include additional Cisco VSAs
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Step 3: Create a Layer 3 Network Resource

Select the Policy tab and then open the Cisco_Wired Policy Domain that was previously
created. Select the Devices/Port Groups menu and ensure that the Cisco switch has been
added to the domain.

(i) ExtremeCloud I1Q Site Engine Q .@ on BN E

A Alarms & Events
5 OpeniManage Domainis) w [} Global Domain Settings » [ Tools »

& conrol
Domain: Cisco_Wired

Roles/Services

Devices
Class of Service +

Q
VLANS * e Name Eamiy Device Type Firmware Cos Mode Description
Network Resources + ®  Cat37s0-readingciciocal Cisco Cisco 3750 122(85)5€12 Disabled Cisco 105 Sofware, C3750 Software (C3750-PBASEKS-M). Version 12.2(35)5E12

Devices/Port Groups

Devices
by P s

» @ (P (1 device)

» @ 20,0208 (1 device)

Figure 34 - How to verify that a Cisco switch is added to Policy Domain

The next step involves creating a new Network Resource which can then be used to store a list
of internal server IP addresses. This Network Resource can then be used within an automated
service assigned to a role.

Select the Network Resource panel, right-click Network Resources in the tree, and then select
Create Network Resource. In the Create pop-up window, set the Name field to the value of
Internal Servers - Test-ACL.

Q, ExtrermeCloud |1Q Site Engine

aha Metwork

‘ Alarms & Events

i OpenManage Domain(s] w Global Domain Semings w & Tools w

& control
i Domain: Cisco_Wired (Modified Locally) - Under edit by root
lo” Analytics
- Roles/Services + Wetwork Resources
= Wireless
Class of Service +
lshl Reports
B= Tasks VLANS + Name Rescurce Count Type Topology
' e, Network Resources - Citrix Servers o Layer3-IP Domain Wide Topology
» & Network Resources Exchange Servers o Layer3-IP Domain Wide Topology
= connect ' m
. Citrix e Create Network Resource...ernal Servers - Test ACL 1 Layer3-IP Domain Wide Topology
& Eechang ernet Proxy Servers (1] Layer3-IP Darnain Wide Topology
' Internal Servers - Test ACL (Laye.. SAP Servers 0 Layer3-1P Domain Wide Topology

#P Internet Broxy Servers (Layer 3)
@ 56 servers (Layer 3)
# Global Metwork Resources (All Dom...

b @ Network Resource Topologies

Figure 35 - How to create a new Network Resource
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In the General tab, enter the IP address of an internal resource to which access will be denied
and select the Add button to complete the process.

(7] Extremecioud 1a site Engine Q agp on (= 1. S ]

Domain: Cisco_Wired

Roles/Services Network Resource: Internal Servers - Test ACL (Layer 3)

+
Class of Service +
VLANS +

Network R

Network Resource Address List

© Remare

201110100532

Devices/Port Groups o+

@3

Figure 36 - How to add IP addresses/subnets to a Layer 3 Network Resource

Next, select the Roles/Services panel, scroll down to Services in the tree, and then right- click
the Services item. Select the pop-up menu option Create Automated Service. Set the name
field to Deny Internal Server - ACL-Test and select the OK button. Select the Edit button in the
Traffic Description section and select IP Address Destination as the option.

For the Network Resource Type, select Layer 3 - IP and for the Network Resources select the
previously created Internal Servers - Test-ACL resource. Finally, select Deny Traffic as the
Access Control option under Actions. Figure 37 illustrates this process step by step.

7] ExtremeCloud 1Q Site Engine aQ & 0 4mn O i | T2
S Open/Manage Domains) = [ Gioba D .
‘ & control
Domain: Cisco_Wired (Modified Locally) - Under edit by root
¥ Roles/Services - Rule: Deny Internal Server - ACL-Test
® wircless
w
_ Service Name: | uDeny Internai Server- ACL-Test
Ll Reports .
B Tocks e
8 raminisration
£ Connect

Class of Service

VLANs

Network Resources

Devices/Port Groups.

2 o+ o+ o+

0 |+

Figure 37- How to create an Automated Service and attach Network Resources
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Step 4: Create a Layer 4 Network Service

To create a Layer 4 Network service, right-click on the Services menu and select Create Service
instead of Create Automated Service. Create a new service named Deny Management
Services. Set the Rule Status to Enabled, set the Traffic Description to IP TCP Port Destination
with a Value of Telnet (23), and set Access Control to Deny Traffic.

[€2] ExtremeCioud 1Q Site Engine Q &g on or..... E
@
@)
¢ Actions
ofserv
Spemion o
Class of Service - Audit Trap: Disavied
VLANs + ol

Network Resources +

Devices/Port Groups. o+

@ tricree |+ O Auto Collapse Pane

Figure 38 - How to create a Layer-4 Network Service

Step 5: Assign Services to a Role

Right-click on the Roles menu, create a new role called Contractor, and select the OK button to
complete the process.

@ ExtremeCloud |G Site Engine

53 Network ashboard  Poliey ®

A Aarms & Events

& Open/Manage Domainfs) « & Global Domain Serings w & To =
& control
Domain: Cisco_Wired (Modified Locally)
" Analytics
Roles/Services - Role: Mew Role
= Wireless
* @& Roles
Ganera v
® Administrator . :
® operator Name: B rew Role
@ New Role Description:
e i b TCI Overwrite:  Disabled -

* @ Local Services
Default Actions

& Service Groups

v @ Services

b Deny Internal Server - ACL-Test Create Role x
» Deny Manager Carvices Services
& Deny Management Services i =
¥ @ Global Services (all Domains) o g
@ Add/Remave ﬁ )
Cance
] Name T Also Ut

Figure 39 - How to create a new role in a policy
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Select the newly created role and set the Default Action for Access Control to Permit Traffic.
Then select the Add/Remove button from the Services section and add the two previously

created services.

Policy *
B OpeniManage Domeink

Domain: Cisco_Wired (Modified Locally)

Roles/Services o

~ @ Roles
@ Administrator
Y
® Operator
~ @ Service Repository
~ @ Local Services
# Service Groups
* @ Services
#b Deny Internal Server - ACL-Test
» % Deny Management Services

* @ Global Services (All Domains)

Class of Service +
VLANs +
Network Resources +
Devices/Port Groups o+
@ Erforce | w #uto Coliapse Panel

<) » [ Globel Domain Settings

Role: Contractor

General

Name: @ contractor
Description

TC Overwrite:  Disabled

Default Actions

access Controk | permi Tratic ) 2

Services

Wame T

B Deny Internal Server - ACL-Test

B Deny Management Services

Aiso Used By Roles

Operator

Figure 40 - How to add services to roles in a policy

Now that the configuration changes for the Contractor role are complete, select the
Open/Manage Domain(s) menu and then choose the Enforce Domain option. The Enforce
Preview window opens.

5a Network

@ ExtremeCloud I1Q Site Engine

Policy #

1,

A Aarms & Events

(_3 Open/Manage Demainis) -] 5 Global Doma

& control

|#* Analytics a
F Wireless =

C.-pen Domain »
ed Locally)
Lock Domain

Sawve Domain

|kl Reports

2

Enforce Domain ]

== Tasks

‘ Administration

— Connect

Enforce Preview..

Verify Domain

Assign Device(s) to Domain...
Create Domain..

Delete Domainds)...

Aename Domain...
IMporvEXpan ¥

Br- ACL-Test

Database L
IServices

b @ Clobal Services (All Domains)

Role: Contractor

General
MNarme: @ Contractor
Description:

TCI Overwrite: Disabled g

Default Actions

Access Controk | Permit Traffic -

Figure 47 - How to enforce a Policy Domain
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In the Enforce Preview window, select the Role/ACLs tab followed by the Supported Config
Only checkbox. Expand both the TestRole role and the sub-item called Role ACL. Note that the
Per-User ACLs contain the Cisco VSAs that are sent to the switch in the RADIUS Accept
message. Select the Enforce button to continue.

(4| ExtremeCloud IQ Site Engine Q & © [N

po Enforce Preview

|#* Analytics T
= w ROl | [ show all device types tatc  Roles & ACLS
T4l » @ ciscoperuseracy

Deny Internal Server - ACL-Test - 20.1.110.100/32 (NRiInterna...
2558q23 | Deny Telnet [Deny Management Sarvices)

Contractor (Default Action)

Cla |
VLA [ shew en anferce

Net

Figure 42 - Enforce Preview Screen

Step 6: Configure AAA with LDAP Authentication Method

To ensure that the switch receives a RADIUS Reject message when testing availability of the

Access Control Engine, the AAA configuration needs to be adjusted. Select the Configuration
section, expand AAA in the Configuration tree, and right-click the Default AAA configuration.
Select Make Advanced. If the AAA Configuration is already in Advanced Mode, skip this step.
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Q, ExtremeCloud |Q Site Engine

i Network

w Configurations

w» Default
Rules
AAn: Default

Portal: Default

v AAA
& ~dminis

Default
= Connect

Test

LDAP Conl

»  Lotal Pass
RADIUS Servers
b Profiles

» Captive Portals

Select the “Any” Authentication Rule and then the Edit button.

(€l) ExtremeCloud 1Q Site Engine

& Network Aceess Cantrol

M) Alarms & Events

Configuration

& control
v Configurations

Default

te LDAP Configurations

b Local Password Repository

4 Administration

RADIUS Servars

=2 Connect profdes

Captive Portals

Notifications

Vendor RADIUS Attributes

Global & Engine Settings

S . Any

Access Contro

= Basic AAA Configuration - Test

¥ Authenticate Requests Locally for:  [J] MAC (Al
Primary RADIUS Server: Mone

LDAP Configuration: Mone

Local Password Repositary: Default

Mo information available.

Used By...

Delete AAA Configuration

Figure 43 - AAA Configuration -

Advanced AAA Configuration - Default

[ Authenticate Requests Locally for: (W MAC {All}
Local Password Repository: Default -
Join AD Domain: Auto Detect N
Jpdate Trusted Authontes No information avaliable.
Authentication Rules
O haa @ouee | alp Do
Primary secondary | _
AUtEntica...  User/MACL.. Authentica.. rd RADIUS
! Location L RADIUS RADIUS 5
Type Match Methad Server
Server Server
LDAP Auth..  None None None

Figure 44 - AAA Configuration -

& MAC (PAP)

1

4tn RADIUS
Server

None

2

O Mac (cHap)

Inject
Authentica
Attrs

None

' MAC (MsCHAR) ] MmaC (E&P-MDS)

Inject

LDAP LDAP Policy I
Accounting Y Falkthrough
Configurati..  Mapping
Attrs
None Reading ADs  Default

In this section, LDAP Authentication will be used. In the “Edit User to Authentication Mapping”
window, change the Authentication Method to LDAP Authentication and then select the OK

button.
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Edit User to Authentication Mapping »

Authentication Type: Any -

User/MACHost: (&) Pattern O Group  *

Location: Ay i

Authentication Method: Prooy RADIUS (Failower) »
Proxy RADIUS (Falover)

Primary RADIUS Server:
Proxy RADIUS (Round Robin)

( LDAP Authentication J

Local Authentication

nject Authentication Attrs: Mo w

nject ACccounting Attrs: None 3

Figure 45 - AAA Configuration - LDAP Authentication Setting

After selecting LDAP Authentication, a new LDAP configuration needs to be created which will
allow ExtremeControl to communicate with Active Directory. Select the drop-down menu in
LDAP Configuration and then select New as shown in Figure 46.
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Edit User to Authentication Mapping »
Authentication Type: Ariy -
User/MAC/Host: (8 Pattern O Group  #

Location: Any -
Authentication Method: LDAP Authentication -

Supported RADIUS Type
LOAP Configuration: None
I New...
LDAP Palicy Mapping:
Maonage...
More
Reading ADs i

Figure 46 - AAA Configuration - Add LDAP Configuration -1
Follow the steps illustrated in Figure 47 to populate LDAP configuration fields.
1- Configuration Name: Give a name to the LDAP Configuration

2- LDAP Connection URL: Select the Add button and provide the IP address of the LDAP
server(s). The URL format must be the following: Idap://a.b.c.d:389 or Idaps://a.b.c.d:636.
More than one LDAP Server is recommended for high availability.

3- Administrator Username and Password: DOMAIN\Username of LDAP user to perform
LDAP lookups and password of username.

4- Search settings: To create the search roots, the FQDN of the domain needs to be broken
into separate DC= statements, comma delimited. Add CN=Users and CN=Computers at the
beginning of User and Computer search roots respectively.

5- Populate Default Values: At the bottom right click the Populate Default Values button,
select Active Directory User Defaults, and select Save.
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Edit LDAP Configuration x

Configuration Name: Reading ADs 1

LDAP Connection URLs

(&)’ e

Idape /0.8, 255, 160:389

Authentication Settings

Administrator Username: READIMG\xmC

Administrator Password: EesmsErsaRan 2

Timeout (seconds) 4 -

Search Settings

User Search Root: CHN=Users, DC=reading. DC=ctc, DC=loca
Host Search Root: CHN=Computers.DC=reading. DC=ctc. DC=kocal 4
OU Search Root: DC=reading, DC=ctc, DC=local

Schema Definition

User Object Class: user
Uzer Search Attribute: saAMAccountdame
Keep Domaln Mame for User Lookup: [

User suthentication Type: MNTLM Authentication v

*
Hnct Sihiort ©lace: e 5

Test... | (l-:‘c.:_-:'.-z Default '.'alue-:)

Figure 47 - AAA Configuration - Add LDAP Configuration - 2
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Save the Configuration and Enforce again as shown in Figure 48.

C/) ExtremeCloud 1Q Site Engine

g Network

A Alarms & Events
Configuration

& control

~ Configurations
b Default
v AAA
Default
LDAP Configurations
»  Local Password Repository
& Administration
RADIUS Servers
= Connect
Profiles.
Captive Portals
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Vendor RADIUS Attributes

Global & Engine Settings

Access Control

Advanced AAA Configuration - Default

[ Authenticate Requests Locally for: W MAC (Al)

Local Password Repositary: Default
Join AD Domain: Auto Detect
Update Trusted Authorities Na information available.

Authentication Rules

© Add. [H Edt. @ Delece alp ¥ Down

Authentica... | User/MACL. Authentica...
Location

Type Match Method

Any * Any tocal Auth...

Access Control Engine Enforce
1 Engine P Agcress

B0 controh 10.8.255.106

[] Force Reconfiguration for All Switches

Engines

Group Editor +

Step 7: Create a Rule

ki seconda | amaius | amRADIUS | )
RADIUS RADIUS St s Authentica...
Server Server Attrs
None None None None Neone
Status Result Details
Audit Comple. Bass

Force Reconfiguration for Captive Portal

Accounting

O T | 1=

Fall-through

To test the Downloadable ACL configuration, 802.1X authentication will be used and an LDAP
User Group will be created and added as a Rule Condition. To accomplish this, select the Access
Control tab, expand Configurations and then Default. Select Rules and then add a new rule.
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Figure 49 - How to add a new rule in Access Control
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Name the rule Contractor_Rule_Cisco, select the User Group drop-down, and select New.

Select LDAP User Group as Type and name the User Group as Contractor_Users.

Add Rule b
Marme: Contractor_Rule_Cisco [ Rule Enabled
Description:

Group Label: Maone -
Conditions
Authentication Method: Any -
User Group: Any v
End-System Growp: @
Manage...

Device Type Group:
Location Group:

Local Password Repository Users

Time Group: Administrators )

=

Actions

m L e

Create Group x
Marme: A unigue name for this growp., Description: Optonally add a description to
this group

Ty | User: LDAP User Group b

( User: LDAP User Grﬂup)
Mode:

User: RADIUS User Group

l..'j Add. User: Lisername Fibute Lookup... U lmpart.. e
Amtribute Name Attribute Value Description

Page 1] 4] j Reser Mo data to display

... ? Close on Save n Cancel

Figure 50 - How to create an LDAP User Group in Access Control -1
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At this point, there is no link between the created User Group and LDAP Server. Therefore, an

Attribute Name and Value need to be added to this LDAP User Group in order to look the user
up in the LDAP Server during the authentication process. Select Attribute Lookup as shown in
Figure 51 and search for a known user name belonging to the relevant LDAP User group, which

is in our example Contractors.

Create Group x
Name: Contractor_Users Description: prionally add a desd
Type: User: LDAP User Group ks
Mode: ® Mmatchany O Matchal O Exists

& Add.. |

Attribute Name Artribute Value Query LDAP for attributes to add to this group

)
4

| Page of 0
s Y o s Co “ Caxe

Figure 57 - How to create an LDAP User Group in Access Control - 2

Select the LDAP Configuration created in Figure 48, search an Active Directory user belonging
to Contractors OU in the Active Directory, and add the “memberOf” attribute name and value

pair as shown in Figure-52.

LDAP Attribute Lookup ®
s.-‘.kt-'.ccc-_r:t".s-'ne 1 Search
(] Attribute Mamse Atnribute Value
"
astLogon 0
astLogonTimestamp 132338602216801604
ogonCount ] 2
E memberOf CH=Contractors,CM=Demo and Test,CH=U} se.—-s,l:lc-reaumg.l:!c-ctc.l:lc-)
name contractort
(] objectCategory CN=Person.Ch=5chema.CN=Configuration DC=reading DC=cte. DC=loca
abjectClass top
objectClass person
objectClass organizationalPerson
objectClass user 3 =

Figure 52 - How to create an LDAP User Group in Access Control - 3
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The LDAP User Group and the Access Control Rule must look like the ones depicted in Figure 53
and Figure 54, respectively.

Create Group x
Mame: Contractor_Users. Description: DOptionally add a description fo
t

Mode: @ machany O match Al O Exists
&8 Add. o Arribute Lookup... OU Impaort.. ¥
Attribute Name Attribute Value Dascri...
mermberCH Ch=Contractors.CH=Demo and TestLON=Users.DC=reading. DC=cte DC=local

Page f B i Reset Displaying 1- 1 of 1

Infa + Closze on Save -5“"= Cance

Figure 53 - LDAP User Group Example

Edit Rule x
Mame: Contractor_Rule_Cisco ¥ Rule Enabled
Description:

Group Label: None -
Conditions

Authentication Method: Any b

User Group: Contractor_Users - ) Invert

End-System Group: Any -

Device Type Group: Any hd

Location Group: Any -

Time Group: Any -
Actions

Profile: Contractor Profile (Auto) -

Maore...

Figure 54 - Rule Example with User Group condition

Additional conditions can also be added to the rule depending on the use-case. After the rule is
created, be sure to enforce this configuration to Access Control Engine(s).
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Step 8: Verify - Client Testing

Clients that are attached to the Cisco switch with 802.1X supplicants properly configured will be
802.1X authenticated. When the user authenticates with the appropriate user credentials that
belong to the Contractors OU in the Active Directory, the Rule Engine will process the
authentication request. The rule that has all conditions “True” (conditions are logically “AND”ed)
will be selected, and the respective profile will be applied.

If for some reason the desired rule and profile are not applied, a helpful tool to troubleshoot the
rule engine settings is the Configuration Evaluation Tool. The tool can be accessed directly
from the End-Systems tab by right clicking on the end-system in question as shown in Figure 55.

'@ ExtremeCloud IQ Site Engine

&5 Network End:Systams

,‘ Marms & Events

& control
MAC QU g
State  LastSeen | MAC Address Authorization Reason Profile

l'i Analytics Vendor
]
v — 8/11/2021 3:06:55 ... 00:50:56:86:A3:80 Vilware, Inc Rule: “Unregistered Unregisterad NAC Pro
ireless
sl Reports

= Tasks

' Administration

= Connect

Simulate running the NAC rule engine using the selected end-system record.

Figure 55 - Configuration Evaluation Tool

The profile can be verified on the Cisco switch by issuing the command show authentication
sessions interface <interface>.

ace gigabitEthernet 178/5

Figure 56 - Verifying downloadable ACLs from the Cisco CLI

© Extreme Networks, Inc. All rights reserved. /48



ExtremeCloud IQ - Site Engine & ExtremeControl - Cisco Switch Integration Guide

ExtremeCloud 1Q Site Engine

End-Systems
@ AddToGrovp.. gl Force Reawthenmcason @9 Tooks w
i MAC OUl
State  LastSeen 1 MAC Address s o
|+ Analytics Vendor

= 72112021 52421 .. DO:SO:S6:6:A3:80
F wi

VMware, Inc.

Authorization

Cisco-AVPair="Ipdinaci# 10=deny ip 0.0.0.0 255.255.255.255 20.1.110.11

Reason

Rule: “Contractor_Rule_Cisco”

Profile

Cantractar Profile {(Auto)

Figure 57 - Verifying downloadable ACLs from the End-Systems table in Access Control
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Appendix A - Troubleshooting

When troubleshooting a Cisco switch, a few commands are useful to verify specifics related to
client sessions.

show authentication sessions interface <interface>

This command is the most useful on the switch. It shows the authentication status of the devices
connected to a specific port.

Utilizing this command with Web Redirection vields results similar to the example below. In
particular, note the URL Redirect and URL Redirect ACL fields as these are assigned by the
Access Control Engine.

Tablel-Cisco#show authentication sessions interface GigabitEthernet 1/0/8

Interface: GigabitEthernetl1/0/8
MAC Address: 0050.5692.5807
IP Address: 10.201.20.201
User-Name: 005056925807
Status: Authz Success
Domain: DATA

Security Policy:
Security Status:
Oper host mode:
Oper control dir:

Authorized By:

Should Secure
Unsecure
multi-auth

in

Authentication Server

Vlan Policy: N/A
URL Redirect: http://10.220.1.101/static/index.jsp
URL Redirect ACL: Unregistered
Session timeout: N/A
Idle timeout: N/A
Common Session ID: O0AC90A650000001D17877321
Acct Session ID: 0x00000027
Handle: 0xD500001E
Runnable methods list:
Method State
mab Authc Success
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When URL Redirect is not in use, the command produces a response similar to the following.
Note that the Filter-ID field is utilized in this example and represents the ACL assigned to the
client.

Tablel-Cisco#show authentication sessions interface GigabitEthernet 1/0/8

Interface:
MAC Address:
IP Address:

GigabitEthernetl1/0/8
0050.5692.5807
10.201.20.201

User-Name: 005056925807
Status: Authz Success
Domain: DATA

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

Should Secure
Unsecure

multi-auth

in

Authentication Server
N/A

Filter-Id: GuestAccess
Session timeout: N/A
Idle timeout: N/A

Common Session ID:

Acct Session ID:

0AC90A650000001D17877321
0x00000027

Handle: 0xD500001E
Runnable methods list:
Method State
mab Authc Success

Additionally, note that the Domain will either be VOICE or DATA depending on whether the
voice attribute was used. For more information, see Appendix B.

The following commands can be used to enable debug logging on the switch.
debug radius authentication

debug dotlx all
debug dotlx events
debug dotlx errors

debug epm all

debug authentication all

The following command can be used to verify the statically or dynamically assigned port VLAN.

show interfaces GigabitEthernetl/0/10 switchport
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Appendix B - Considerations for VolP Connections

When an IP Phone is connected to a Cisco switch port that has Access Control enabled, some
considerations need to be made. The first is that the IP Phone should be defined in an End
System group within Access Control and have a Profile and Policy assigned specifically to it.
Furthermore, an ACL should be created for the IP Phone. Lastly, in the switch configuration,
each interface that could have a phone connection should have the following command that
substitutes the Voice VLAN appropriately:

switchport voice vlan 40

With that command on the interface, configure Access Control to send back the following
attributes in either the Custom 2 or Custom 3 column in addition to any ACL that will be
assigned in Column 4:

cisco-avpair=device-traffic-class=voice

The Policy mapping should be similar to this:

Edit Policy Mapping x
Name: VolP Phone
Map t.o Any -
Location:
Policy Role: WolP Phone -
VLAN [1D] None -
Name:
VLAN Egress: Untagged -
Filter: VolP Phone
Port Profile:
Virtual Router:
'éc:i':;:'”' VolP Phone

Login-LAT-Port: o]

Custom 1:

Custom 2: cisco-avpair=device-traffic-class=voice
Custom 3:

Custom 4 IPPhone

Custom 5:

RADIUS Attribute Lists

Organization 1:

Preview with RADIUS Attributes - Apply Cancel

Figure 58 - VVoIP Phone policy mapping
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Appendix C - |P Resolution Options

DHCP Snooping

Typical IP Resolution for Cisco switches is done when a DHCP message is discovered via DHCP
Relay snooping. However, sometimes this can be expedited by configuring DHCP snooping on
the Cisco switch. There have been problems in the past with DHCP snooping not working
properly, so if an end system is not getting an IP even though it should be, the first thing that
should be removed is DHCP snooping.

To enable DHCP snooping on the Cisco switch, it must be first enabled on all VLANs where
snooping is required. Additionally, snooping must be enabled globally.

ip dhcp snooping vlan 3-4,40,52,98
ip dhcp snooping

Once snooping is added globally, add the following command for the uplink port where the
DHCP server messages will be coming from.

ip dhcp snooping trust

The DHCP snooping configuration can be shown with the command:
show ip dhcp snooping

The DHCP snooping binding table can be shown with the command:

show ip dhcp snooping binding

Router Lookups

In the cases where IP Resolution is failing, router lookups might be necessary for Access Control
to ensure proper IP Resolution. For this to work properly, it is highly recommended that SNMPv3
read-only credentials are configured on the edge routers through which the clients connect.
With these credentials configured, Access Control can be set to do an SNMP lookup of the ARP
cache to find possible IP to MAC address bindings.

To configure this, navigate to Engine Settings under Global & Engine Settings and select Edit
as shown in Figure 59. On the IP Resolution tab, select the appropriate SNMP Profile for the
router. If one is not already created, create a set of SNMP credentials in Management Center that
can be used with the router. If the switch and router(s) share the same SNMP credentials, this
step can be skipped as the default action is to use the same SNMP credentials as the switch.

NOTE

It is highly recommended that SNMPv3 be used instead of SNMPv1 or v2. SNMP v3
provides a much higher level of security and efficiency.
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Figure 59 - |P address resolution settings
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Appendix D - ExtremeCloud |Q - Site Engine Add-
On Script

The scripting feature can be utilized to automate the authentication related configuration of
Cisco switches after they are onboarded to ExtremeCloud 1Q - Site Engine. Community
developed scripts are available on GitHub for this specific purpose.

Name Type GitHub URL

Authentication | TCL https://aithub.com/extremenetworks/ExtremeScripting/tree
Catalyst Script | master/XMC_XIQ-SE/oneview CLI| scripts/xml
Authentication | TCL https://qithub.com/extremenetworks/ExtremeScripting/tree
Catalyst - Script | master/XMC_XIQ-SE/oneview_CLI_scripts/xml
unconfigure

After downloading the script from GitHub, navigate to Tasks and follow the steps depicted in
Figure 60.

[ 4] ExtremeCloud G Site Engine Q & 0 An O e | 1=

FRm— . .. . — 3 T

& control
saved

StriptType | MName categery T Tasks | Wor Modified By Comments
l#® Analytics rasks
Python Restart Device - system Factory script to restart 3 device
T Wireless
Python Archive Configuration - system Factory script to archive a o
Python Configu NMP Profile e system Factory script to setup SNMP profile on an SLUICXUMLUVDX device

Pythen Configure LLDP Support
Import Script
Python
Ption mpert a new script.
Pytho
Bython
Python Remo... | File Name Override Script Name (optional) +  Size Status infarmation
Pythen
Python
TG
TCL
TCL
Python
Python o
Pythen Con port channel, VE or management interface.
T Contf
Python Set interface Admin Stat [ b
Python Delete Switch Port Config system
Python Delete VRF Config system This deletes VAF
Python Create ACL Config system This adds an L3 IPv4 ACL rule to an existing ACL.
then = ystem

Figure 60 - How to import a script to ExtremeCloud 1Q - Site Engine
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Terms and Conditions of Use

Extreme Networks, Inc. reserves all rights to its materials and the content of the materials. No
material provided by Extreme Networks, Inc. to a Partner (or Customer, etc.) may be
reproduced or transmitted in any form or by any means, electronic or mechanical, including
photocopying and recording, or by any information storage or retrieval system, or incorporated
into any other published work, except for internal use by the Partner and except as may be
expressly permitted in writing by Extreme Networks, Inc.

This document and the information contained herein are intended solely for informational use.
Extreme Networks, Inc. makes no representations or warranties of any kind, whether expressed
or implied, with respect to this information and assumes no responsibility for its accuracy or
completeness. Extreme Networks, Inc. hereby disclaims all liability and warranty for any
information contained herein and all the material and information herein exists to be used only
on an "as is" basis. More specific information may be available on request. By your review and/or
use of the information contained herein, you expressly release Extreme from any and all liability
related in any way to this information. A copy of the text of this section is an uncontrolled copy,
and may lack important information or contain factual errors. All information herein is Copyright
© Extreme Networks, Inc. All rights reserved. All information contain in this document is subject
to change without notice.

For additional information refer to: http://www.extremenetworks.com/company/legal/terms
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