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Extreme AirDefense Essentials Setup Guide
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Introduction to Extreme AirDefense Essentials

Extreme AirDefense Essentials is a cloud-based management tool you can use to configure, implement and
review security protocols that evaluate and monitor threat detection for devices in your network.

Extreme AirDefense Essentials displays various data and statistics for the locations managed in your network
including. Use it to track alarms detected through the life cycle and view documented details, such as whether
alarms are currently active or inactive, the types of alarm categories, Live and Expired alarms details and the
total number of alarms detected in Extreme AirDefense Essentials.

Extreme AirDefense Essentials includes an Impact Percentile Map, Use the map to select a location and display
details about the alarms at the site, including the threat score and percentile, the total number of alarms, and a
break-down of the alarms by alarm severity: Critical, Major, Minor, and Info.

Initial Setup for Extreme AirDefense Essentials

To set up Extreme AirDefense Essentials, you will create a network policy, onboard a device, and launch the
Extreme AirDefense Essentials app.. Follow these steps:

1. Log in to ExtremeCloud IQ.
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ExtremeCloud IQ

ExtremeAirDefense Essentials
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2. In ExtremeCloud 1Q, select ML Insights > Add network plan.
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3. Select Manage devices > Create network policy.
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4. In the Network Policy window, do the following:

E o2 btemeCiou.

a O At ey E

Arctle Ocaan Arctic Geoan
-
Fdant
e Swcter
Bormey
et
Conatn ngn
e Tkt
! e
North s e North 3 Tunm
| Pacifie At
el Alantic - A
| ‘ e e S ek
e R
N i
Vormreas e Finese
o -]

E G2R1-ExtremeCiou.

aQ @ atf Gadest E

ADDITIONAL SETTINGS DEPLOY POLICY

a. Configure a network name, or Service Set Identifier (SSID):

E Extremecioud 0 x 4+
<« C @ vaextremecioudiq.com/#/config
UOE Apps @ indexot/meges @) insexotjdaibuis. [E CLOUD-BtremeCio ] Signimpenkins] ® System Dashcoard

ExtremeCloud'1Q Pilot

W & CONFIGURE

Metwork Policies  test-NP ~ All SSIDs

DEVICE TEMPLATES
Appiications

Common Objects

users
ssD GUEST ACCESS

© 2021 Extreme Networks, Inc. All rights reserved.

E CT-btemecowd i [E GoRzatemeCion.. [E G2R1-ExvemeCiou.

a O af

0 &

ADDITIONAL SETTINGS DEPLOY POLICY

ACCESS SECURITY VLAN



Extreme AirDefense Essentials Setup Guide

b. Add the corresponding device template:
e Enable Wifi0 and Wifil as Client access mode.
e Enable Wifi2 by configuring a dummy address and port number.
e Save the device template.

c. Select Additional Settings > WIPS.

d. Select the existing WIPS policy, or create a new WIPS policy by selecting Configure > Common
Objects > Security.
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5. Onboard an AP by selecting Manage Devices > Onboard AP.
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6. When the AP is reported online in ExtremeCloud IQ, assign the location and the network policy you created
earlier.
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7. After the very first onboarding and assignment of the network policy, perform a complete CONFIG PUSH on
the onboarded AP.
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8. Launch Extreme AirDefense Essentials by selecting the AirDefense Icon in the left panel. Then select the
Subscribe button.
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9. Verify that AirDefense Essentials is enabled for the WIPS policy. Then select Apply.
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The AirDefense Esstentials Summary page opens. As alarms are reported by onboarded sensors, the Summary
page displays analytics data.

B ExtremeClond i x 4+ - o
« @ @ vaestremecloudiq.com/#/sirDeferse aa O

| 52 Appc @ Indexol images @ Indexol idaiybuild.. [E CLOUD-ExvemeCio.. @ SigninUenking] § System Dashboard.. [E Gr-ExtremeCioud i [E GoRZ-ExtremeClon.. [E GZR1-ExtremeClow..
|

Lol ExtremeCioud 1Q Pilot Qa O A" 85%. | E

Extreme AirDefense essentials - Ne]

Overview ® .

Alsrms Overview impact Parcentia -3 Locationts)
Suat R 5 i
Most impacted Location & e
savatiagar [ 508 b
[ 2 2 )
0 At MAHARASHTRA
e cameas-s
Snsbans
o =+
e %
R ¢ ¥ | TELANGANA kg e
. ] Hecils
wo s ciidne
s s | ST
Atorn Count By Severity
- (-
-
‘‘‘‘‘ »
- s
o RS o] porrl =
e Mool PO AT
SR axeuanwrs &5 e e £282 g o him
‘Alorms By Devica Trpes Frequently Soen Alarms Alarm Gount By Location

To view additional details, select More Insights.
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