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1. Introduction:

1.1 Overview:

Security in 802.11 systems relies on digital certificates to provide mutual authentication and encryption.
Mutual authentication or trust is provided by leveraging Public Key Infrastructure (PKI) which allows all
parties in the security exchange to verify and validate digital certificates on each party. Authentication and
encryption is provided using standard public key and private key algorithms to protect credentials
exchanged over the air as well as exchange credentials.
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Figure 1.1 — Digital Certificates

1.1.1 Certification Authority:

To verify that a digital certificate is not forged, you need a mechanism to validate it which is provided by a
certification authority (CA). The CAis a trusted third party that can be a private secure server deployed in
an enterprise data center or a public server from a specialized company offering certificates such as
Entrust, Go Daddy or, VeriSign.

The CA is charged with signing all user and server certificates and signs a certificate by running a hash of
the certificate contents, encrypting the hash with its Private Key (creating a digital signature), then
appending this signature to the end of the certificate. The CA also has a certificate of its own called a CA
certificate or root certificate. The root certificate contains the CA’s Public Key and can be freely distributed
any party. Anyone that has the CA'’s root certificate installed can validate certificates issued from the CA.

Most operating systems include root certificates issued from top public certificate providers
allowing secure transactions to be made on-line without having to manually install root
certificates.

Using a CA to sign user and server certificates and validate them is the simplest form of Public Key
Infrastructure (PKI). A certificate chain includes information about the CA or CA’s involved in issuing
certificates and the user or server certificates themselves. There are other PKI functions such as
certificate revocation lists, cross-certification and certificate chaining that are used but are beyond the
scope of a guide.
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1.1.2 Trustpoints:

Server and CA certificates are installed in pairs on the RF Switch into trustpoints which are assigned to
the local RADIUS and HTTPS services. Each service on the RF Switch supports a single trustpoint
allowing separate server certificates to be used for RADIUS and HTTPS services.

WING provides a default trustpoint which includes a self-signed server certificate which is assigned to the
local RADIUS and HTTPS services. However as the default server certificate is self-sighed, no mutual
authentication can be provided as no Certificate Authority (CA) root certificate exists to allow the end
users to trust the self-signed certificate.

To provide mutual authentication and trust for management, EAP and Hotspot services a trustpoint needs
to be created on the RF Switch and a certificate request generated to a public or enterprise CA. Once the
certificate request has been signed by the CA, the server and CA certificate can be installed on the RF
Switch. Once installed the RF Switch mutual authentication can occur between all parties with certificates
issued from the CA.

1.1.2.1 Server Certificates:

Server certificates are digital identifications containing information about a server, service or organization.
Server certificates contain a public key which is used to create a secure TLS connection between the
service and end user device. In WLAN environments server certificates are used to provide secure
encrypted HTTPS management connections to RF Switches and Access Points as well as protect
credentials over the air for Hotspot and EAP authentication.

Server certificates are required for all external RADIUS servers providing EAP authentication as well as
the RF Switches providing RADIUS, Hotspot or secure web based management. The RF Switch supports
a single server certificate for local RADIUS services and a single server certificate to provide Hotspot and
secure web based management.

1.1.2.2 Root Certificates:

A root certificate is a self-signed certificate or an unsigned public key certificate which forms the foundation
of a public key infrastructure (PKI). A root certificate is the top-most certificate in the Certificate Authority
(CA) tree, and its private key is used sign all certificates issued from the CA.

Root certificates are installed on end user devices to identify and verify digital certificates issued from
CAs. Root certificates for common public CAs such as Entrust and VeriSign are typically pre-installed on
most operating systems allowing the end user devices to automatically trust servers and applications
using digital certificates issued from these CAs. However in enterprise environments, a private CA is often
deployed and CA certificates are automatically or manually distributed to end user devices before
certificate verification and trust can occur.

It's not mandatory that a CA root certificate be installed on the end user device for WLAN authentication
as web browsers and 802.1X supplicants can establish a secure connection to a peer without a CA
certificate being present. However in WLAN deploymentsit is strongly recommended that a CA root
certificate be installed as the CA certificate provides the only mechanism for the end device to verify the
identity of the presented digital certificate prior to credentials being exchanged. Without a CA certificate
being installed, the device is susceptible to man-in-the-middle (MIN) attacks.
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1.2 Applications:

Digital certificates are required to enable the following services on the RF Switch:

1) Secure Web Ul Management — Provides secure remote web based management of the RF
Switch. When enabled all web management configuration transactions are encrypted using
Transactional Layered Services (TLS). In addition PKI allows the remote management station to
verify the identity of the RF Switch prior to submitting management credentials.

2) EAP Authentication — When using the integrated RADIUS server, PKI allows the RF Switch to
authenticate users using PEAP, EAP-TLS and EAP-TTLS. These EAP methods provide mutual
authentication between the RF Switch and 802.1X supplicant as well as a secure TLS tunnel to
exchange credentials over the air.

3) Hotspot Authentication — Provides web based authentication for users. When users authenticate
to the RF Switch by presenting a username and password which is encrypted over the air using
TLS. In addition PKI provides the ability to allow the end user to verify the identity of the RF
Switch prior to submitting credentials.

1.3 Restrictions:

A single trustpoint can be assigned to the HTTPS service which is shared for both secure
W eb-Ul management and Hotspot services.

If Hotspot authentication is required, Zebra recommends that the hostname for the CN field in the server
certificate be defined to resolve to the IP address assigned to the Hotspot virtual interface. This will ensure
compatibility with Mozilla Firefox and Microsoft Internet Explorer which uses the CN field to detect phishing
attacks.
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2. Pre-Requisites:

2.1 Requirements:

The following requirements must be met prior to attempting this configuration:
One (or more) RF Switches are installed and operational on the network.

One (or more) Access Ports configured and adopted by the RF Switch.
One (or more) WLAN profiles are configured and assigned to adopted radios.

A Windows XP workstation is available with Microsoft Internet Explorer or Mozilla Firefox to
perform Web Ul configuration.

A public or private Certificate Authority available to issue server certificates to the RF Switch.

The reader has read the Zebra Solutions WiNG 5 System Reference

2.2 Components Used:

The information in this documentis based on the following Zebra hardware and software versions:
1 x RFS6000 Version 5.1.0.0-074R.
1 x AP7131N.

V Registered users may download the latest software and firmware from the Zebra Solutions
Support Site http://support.symbol.com.
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3. Configuration:

The following section outlines the configuration steps required to add a Digital Certificate issued from a
Certification Authority onto a RF Switch. This guide describes the steps to create a trustpoint on an
RFS6000 switch. But the same steps can be used for installing a trustpoint on any other controller or
access point.

1) Generating Certificate Request [Section 3.1]:
2) Importing Signed Certificates [Section 3.2]:

3) Assigning Trustpoints [Section 3.3]:

3.1 Generating a Certificate Request:

Before a certificate can be installed into a trustpoint on the RF Switch, a certificate request must be
generated. A certificate request will generate a new certificate key and prepare a certificate signing
request (CSR) which can be entered into a Certificate Authority to generate a server certificate.

The CSR contains information identifying the RF Switch including information such as Company,
Organization, Department, Country and Locality. The CSR also include specific network level information
about the RF Switch such as IP Address, hostname and fully qualified domain name.

When a certificate signing request is generated, the RF Switch will generate a Base64 PKCS#10 binary
encoded text which can be saved to a file. The PKCS#10 file can then be uploadedto a CA or the
PKCS#10file opened in a text editor and the content copied and pasted into a form on the CA.

MI1BNTCCAQYCAQAWXTELMAKGALUEBhMCUOCXETAPBgNVBAOTCEOYQ3J5CHRVMR Iw
EAYDVQQDEwIsb2NhbGhvc3QxJzA IBgkghk i GOWOBCQEWGGFKkbWIuQHNIcnZIci51
eGFtcGx 1LmRvbTCBnzANBgkghk i GOWOBAQEFAAOB jQAWgYKCOYEAr1nYY1Qrillr
uB/FglICRrr5nvupdIN+3wF7g915tvEQoc74bnu6b8 1 bbGRMhzdzmvQ4SzFFVEAUM
MuTHeybPq5th7YDrTNizKKxOBngE2KYuX9X22A1Kh49s0JJFg6kPbOMUgiZBiMIv
th7K3CHfgwsWagWnL 18Lb+ccvKZZ 1 +8CAWEAAQAAMAOGCSGS Ib3DQEBBAUAAAGB
AHpORpP5YS55CZpy+wdigQEwWjL/wSTuvo+WjtpvPOYoBMJu4VMKeZ 1405R7080EWT
PdIrr1iKNknFmHK1aCKTLRcUS9ScABGADE IWUzgmUzP5Cs6j rSRo3NKFglbd09D1K
9rsQkRc9UrvOmRBIsredGnYECNeRaK5R1yzpOown inXC

Figure 3.1 — Base64 Encoded CSR Generated from an RF Switch

V Section 4.0 explains the process for issuing a server certificate using Microsoft Certificate
services
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3.1.1 Web Ul Configuration Example:

The following configuration example will demonstrate how to create a trustpoint and generate a Certificate
Signing Request on the RF Switch using the Web Ul:

1) Navigate to the Configuration > Devices > RFS6000-81-C2-0E > Certificates window. Click “Launch
Manager”.

Configuration erations St 5
Devices ‘Wireless Profiles FF Domains  Securlty  Serdces  Management 5 Revert & Commil |l Save

Device mao000-81C20E (00-15-7T0-B1-C2-0E) Type r=a000 ﬂ

Bagit Configuration 1) MnagE S Sy -

LEaTisas

HITFS Trusdpoind Fasniding
Cartficates e
¥ RF Dooameaen Owermides
e e SEMRSA ey Ferving
Sansor Confguralion )
VILAN O ok |ef_ram ey ll Lasmnch Manages
v Profe Crearnides PADEIS Sediil ity
' Giameral RADIES Cartificabe Authoriy Fendng (=
Cluster Dheradd
¥ Indésface
Etheme! Ports RADLIS Srver Cortificals Pending
Virtyal Inleriales Shar g - et nsteint - Lasmech Wanager

Port Channels

B nfearnmition
VAR Backiviul >

Faring™ Trusipoiniy and 54 Ky Fares nob besn sirifed 1o el on the deics
* Metwork u ¥

> Securiy 2 ] m

2) Inthe Certificates Management, select Create CSR tab. Select the option Create New to generate a
new RSA Key (private key) to be used with the trustpoint. Enter the key name rfs6000_rsa_key. Set the key
size to 1024 bits (default). Select the subject name as user-configured. Enter the required server
certificate information that will be forwarded to the certificate authority in the certificate request. The
certificate authority will use the information entered on this page to generate the server certificate. Click

Generate CSR.

Country (C) The country to be displayed in the server certificate for identification (example
us).

State (ST) The state or province to be displayed in the server certificate for identification
(example CA).

City (L) The locality or city to be displayed in the server certificate for identification

(example San Francisco).

Organisation (O) The company name or organisation to be displayed in the server certificate for
identification (example MSL.).

Organisation The organisation or department to be displayed in the server certificate for
Unit (OU) identification (example WNS).
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Common Name The hostname of the RF Switch (example rfs6000.Zebrasolutions.com). The
(CN) common name must be resolvable by DNS to the management or Hotspot

interface on RF Switch for the client to trust the certificate.

Email Address The email address to contact for issues related to the certificate request..

IP Address The IP Address on the device for the management or Hotspot interface using the
certificate. The IP Address will be added to the Subject Alternative Name field in

the server certificate (example 192.168.10.14).

FQDN The fully qualified domain name that specifies the node’s position in the DNS tree

hierarchy.

r
Certificate Management

Device MAC fsg000-81C20E (00-15-70-81-C2-0E)

[ Trustpoints Create New Certificate Signing Request (CSR)
REA Keys RSA Key () Use Existing

[ Create Certificate

| rtsB000_rsa_key | 1024
Create CER

Certificate Subject Hame

Cetificate Subject Mame | auto-generste

(#) uzer-configured

Courtry (121 us

State (3T) Ca

City (L) San Francizco
Crganization (00 M=l
Croanizational Unit (0L WS

Comman Mame (Ch) RFSE000

Additional Credentials

Email Address sjohar@motarolasalutions com

Domain Mame motaralasoltions.com

IP Address 192 165, [ . 1

I—_:_J (1,024 10 2 043 bitz)

-

Generate CSR

3) The RF Switch will generate a Base64 PCKS#10 encoded certificate request that can be entered into a

Certificate Authority to generate the server certificate. The certificate request encoded text can be

saved to a text file. Click Close.
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x
Exported CSR Request (7]

4) The server certificate request can now be injested by a Certificate Authority to generate a server
certificate. An example using Microsoft Certificate services is provided in Section 4.

3.1.2 CLIConfiguration Example:

1) Enter the following command to generate a certificate request with the parameters explained in step
#2 above. The certificate request will be saved into a file csr_req.txt on the TFTP server. The server
certificate request can now be injested by a Certificate Authority to generate a server certificate. An
example using Microsoft Certificate services is provided in Section 4.

rfs6000-81C20E# crypto pki export request generate-rsa-key rfs6000_rsa_key subject-name

RFS6000 US CA "San Francisco" MSI WNS tftp://10.10.1.64/csr_req.txt

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES



3.2 Importing Signed Certificates:

Once a certificate has been issued form a CA, it will need to be imported along with a CA root certificate
into the trustpoint on the RF Switch. Most CAs provide the ability to save an issued certificate in
numerous formats and care needs to be made to ensure that the issued server and CA root certificates
are saved using Base64 encoding. The Base64 encoded server certificate and CA root certificate files
can then be uploaded into the RF Switch.

MI 1F1zCCBL+gAw1BAg I KbHNDYWAAAAAAJZANBgkghk 1GOWOBAQUFADBBMRMWEQYK
CZImiZPyLGQBGRYDY29tMRYWFAYKCZ Imi ZPyLGQBGRYGZXN IbGFiMR IWEAYDVQQD
Ew 1 FUOVMQU 1gQOEWHhcNMDgwODEOMTg1MD 1 4WhcNMTAWODEOMTg1MD 14Wj BOMQsw
CQYDVQQGEwWJVUZELMAKGA1UECBMCVE4AXFTATBgNVBACTDEpvaG5zb24gQ2 10e TEW
MBQGALUEChMNTW90b3JvbGEgSW5j L j EnMBBGALUECXMYRW50ZXJIwem 1 zZZSBXTEFO
1ERpdmIzaW9uMQ8wDQYDVQQDEWZ3czYwMDAwWgZ8wDQYJKoZ lhveNAQEBBQADgYOA
MIGJAOGBALZ+8aJWSJ7JjuVI7T+iNfFFacvh+vN44raTFzRUTaDgR04 j SqSgAG6WSN
FPTUVcOXxG8sg5vwgl19qgiugcw2H8MDaAl IMAVgdbkccsolLm301d6YyVIYF3CVFATW
s7p/AWWo I gFtF jc4rAtENPPvyqB/eMSTa8s1dgeCCACNAXELEUVZAgMBAAGjggMX
M1 IDEzALBgNVHQ8EBAMCBaAWEWYDVROIBAWWCGY I KwYBBQUHAWEW 1 gYDVRORBBswW
GYCcEwKgKDo IRd3M2MDAWLmMVzZWxhY i 5§ b20wHQYDVROOBBYEFLZMmz 1 BZj RRUr+0
/W3ZVXIRZhA2MB8GA1Ud IwQYMBaAFPg5zcZQepfvVBYMBC+DAT FEO3XUMI IBBAYD
VROFBIH8MIH5MIH20 1HZzo IHWhoGObGRhcDovLy9DT j1FUOVMQUI IMJBDQSXDT 13
M2€zZXJ2ZX I XLENOPUNEUCXDTj 1QdWJsaWM IMjBLZXkIMjBTZXJ2aWNIcyxDTj1T
ZXJ2aWN1cyxDTj 1Db25maWd1cmFOaWOuLERDPWVzZWxhY iXEQz1jb20/Y2VydGIm
aWNhdGVSZXZvY2F0aWwouTGlzdD9i1 YXNIP29iamV jJdENSYXNzPWNSTERpc3RyaWwJ1
dGlvbIBvaWw50hjdodHRwOi8vdzNrc2VydmVyMS51c2VsYWIuY29tLONIcnRFbnJv
bGWVvRVNFTEFCJT IWQOEUY3JsMI 1BGQY IKwYBBQUHAQEEQQELMI 1BBzCBQQY IKwYB
BQUHMAKGgZxsZGFwO i 8vLONOPUVTRUXBQ I UYMENBLENOPUFJQSXDT j 1QdWJsawMl
MjBLZXKIMJBTZXJ2aWN1cyxDTj1TZXJ2aWNIcyxDTj1Db25mawWd1lcmFOaW9uLERD
PWVzZWxhY i xXEQz1jb20/YOFDZXJ0aWZpY2FO0ZT9i YXNIP29iamVjdENSYXNzPWNI
cnRpZml j YXRpb25BdXRob3JpdHkwWQY I KwYBBQUHMAKGTWhOdHABLY93M2tzZXJ2
ZXIXLmVzZWxhY i 5jb20vQ2VydEVUcm9shCO3M2tzZXJI2ZXIXLmVzZWxhYi5jb21F
RVNFTEFCJIT IWQOEuUY3JOMAWGA1UdEWEB/WQCMAAWOWY JKwYBBAGCNXUHBCAWLAYK
KwYBBAGCNXUINnTYig5iFLATIkyuZ1FSErMwMgRSEtrkpt5s4AgFkAQEDMBSGCSSG
AQQBgjcVCgQOMAWWCGY I KwYBBQUHAWEWDQYJKoZ IhveNAQEFBQADggEBAGMLI8TT
R2£j83zBK1rbED30F+1ZvU6MmMOtL40PjdNiStvVXCFpCWzYuneVYpdRXAYaby4H5
5XK1zgxOn/FJul Xv5mjGG7M4mIvLF1CAFXj YAl cqBK2U9no9bTF5g9ySPocCGEbK/
mB64HHAeYEVCCHIHr4Qcg6XtKWEGSL2mYZxTB8a3abNAyOzcqpls9GkcWimiVilX
g1RpwWRYX5wi8QIEPtFO8 jcqUbGjwBx0t16TzkB+UOpPp8ik2TXg+NNGKEXzXFD7V
KiSen5RS3YyCAStrQCUzzfjH8WZ6Aq7hg i BSbIMte2W/IzHOhwhmuexX3g9K60hH
04xZS4gHW03qc8Y=

Figure 3.2 — Base64 Encoded Certificate Issued from a CA
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3.2.1 Web Ul Configuration Example:

The following configuration example will demonstrate how to ingest a server and CA root certificate
issued from a CA into a trustpoint on an RF Switch using the Web Ul:

1) Navigate to the Configuration > Devices > RFS6000-81C2 > Certificates window. Click Launch
Manager.

il Configuration 3nost nerat
Devices ‘Wireless Profiles RF Domains  Securiy  Sendces  Management 5 Revert & Commil |l Save
Device mMs6000-81C20E (00-15-70-81-C2-0E) Type 6000 (7]
Bagit Configuration S Management Seeunity -
LKinses HETPS Trustport Pering |, E
Corficales et ———— Iml
¥ RF Domain Ovarmides
RF Domain STHRSA Hey Pendng
Bensor Cordguralion
e Sored (8| defeull_raa ey " Laumich Manages
¥ Profie Owarides PADRIS Secii ity
1 Ganeral RADILE Certifioabe Authory Pendng (2
Clustar Shored ch B ®
w Indérface
Etteirmad Ports FADEFS Server Cortifeabe Pardng |
Virtual Interfaces Srored (=) defalAngtpont | ¥ Laamch Wanasge

Port Channals
WiAM Backhaul
* Matwdrk
= Sty

B nlsamation

Fendng” Trustpoinis and RSA Feys Fare nol Deen verifed 10 el on the device

2) To create a new trustpoint, select the Trustpoints tab and click Import CA.

Setial Murmber

RSA& Hey Used

OLU=BnL M, Chi=hotorolz

034k

detault-trustpoint-srvr-priv-key

IS CA X
s Self Signed 4
Server Cedificate Present 4
CRL Presert X
Validity
walid From 12:28:2010 16:42:21 UTC
licd Lirtil 12282011 16:42:21 UTC

Certificate Management x
Device MAC (fsE000-81C20E (00-15-70-81-C2-0E) e
I [E Trustpaints I [E] default-trustpaint Certificate Details =
JREA e Subject Mame C=UUS, ST=CA, L=Gan Jose, O=Erterpriss Mobiity, ~
Create Certificate OL=BWLAN, Ch=hctarola e
Create CSR Alternate Subject Mame -
|
|zzuer Mame C=US, ST=CA, L=%an Joze, O=Enterprize Mobilty, =
=

Import CA l Import CRL Import Signed Cert I
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3) Inthe Trustpoint name enter a unigue trustpoint name rfs6000_trustpoint for the trustpoint where the
server certificate and the CA certificates will be associated. Select the Cut and Paste button to copy the
Base 64 encoded CA Root Certificate issued from the Certificate Authority. Click Ok.

X
Import CA Certificate ©

Signed Certificate Details

Trustpoirt Mame HsBEO00_trustpoind

Location of Signed Centificate

G Fram Metwork =) Cut and Pazte

t;---EIEGIN CERTIFICATE-----
lEgjCCAZKgAwIBAQIC Y Iz Ugc sz otlzkoy Fotgd)
Bk ghkic e 0B A 2UF ADED

PR ECYHC ZImi Z Py LGOBGRY DY 25tMRcwF &Y
W ZImiZ Py LGOBGRY He S Y m3sczET

BEGA1 UEAxMHCI Y mAscy DR T AeFwil=hDAS
jcw QDEAM ZaF e D MNTASMjcw DIy
MDlahEMEz ARBgoJkialkls ZAEZF gijb 20x<F z.8%
BoodkiadkizZ AEZFodze™ii

b1 ZhAR M ECY DY QD Ewepnz et b2z kMBI
L Bk gk OB AQEF A AT ADSA,
I‘u1IIEICgHCAQE.Mb::‘r‘Q?WDFHszstu1 L+3hwws

w

4)  To import the signed certificate, click Import Signed Certificate.

[ Certificate Management

x
Device MAC fs6000-81C20E (00-15-70-81-C2-0E) o
j [E Trustpoints . default-trustpaint | Certificate Details ==
REA Keys Subject Name C=UIS, ST=CA, L=San Jose, O=Erterprise Mobility, -
Create Certificate OU=EALAR, Chi=Motarola i

Create SR Alternate Subject Mame

lzzuer Mame C=U%, ST=C4 L=5an Jose, O=Enterprize Mokility, <

OU=EWLAN, Ch=Matorala =

Serial Mumber 034k
RSA Key Uszed default-trustpoint-srvr-priv-key
Iz x
Iz Self Signed L4
Server Cedificate Present o
CRL Prezent X
Validity
Yalidl From 12252010 16:4221 UTC
L sl Until 12252011 16:42.21 UTC
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5) In Certificate name, enter the name of the trustpoint created in step 3.

X
Import Signed Cert Device MAC 00-15-Y0-81-C2-0E o

Import Signed Certificate

Certificate Name | rfsB000 trustooint |

Location of Certificate

) From Metwaork §is) Cut and Paste

WIIF T CCBGG AW B LIRS Y + 7 200,80 0 0 8 TT 4k
Blgkcihkis 9w 0B AQUF ADBDMREMwWEG Y H

CZImi ZPy LGGBGRY DY 2t MRcwF Y K ZImiZPy L
GEOBRGRY HC I mAsczETMBEGATLE

Achbc 3k mAscy SDET AeF wilxbT A IMDCxMT RN
ThaFuww Dbz A3W0DY = MTEMThah Gy

Cz A B BAY TAN TG Co D QG Ew JDRTE
ABIEIE A LEBMMUZF UEZy " WiSja =k

bz Efdbd 0G0 UECHMO T MM G Sy DNVEaLE
iy P TIMED A OB BARMT B JGUZ Y il

o ZSwDEY Ko ZhveMAGEEBGA Dy Y OAMIG A0GE |

6) The CA Root Certificate and the signed server certificate is now installed in the trustpoint
rfs6000_trustpoint. Click Commit and Save to apply and save changes.

Corfiguration ERENEGETESEETEETE s Gy = M WING L

Devices  ‘Wieless  Profiles RF Domains  Securlty  Senices  Management

3.2.2 CLI Configuration:

// Import the CA certificate cacert.cer into rfs6000_trustpoint
rfs6000-81C20E#crypto pki authenticate rfs600_trustpoint tftp://10.106.6.143/cacert.cer

// Import the signed certificate server_cert.cer into rfs6000_trustpoint
rfs6000-81C20E#crypto pkiimport certificate rfs6000_trustpoint
tftp://10.106.6.143/server_cert.cer
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3.3 Assigning Trustpoints:

Trustpoints contain both the server and CA root certificates and can be assigned to the internal RADIUS
and HTTPS services on the RF Switch. Flexibility is provided allowing the RF Switch to use a single
trustpoint for management, RADIUS and Hotspot services, or two trustpoints can be used with one
trustpoint servicing RADIUS and the second trustpoint servicing management and Hotspot users.

3.3.1 Web Ul Configuration Example:

The following configuration example will demonstrate how to configure the RF Switch to use the trustpoint
configured in sections 3.1 for RADIUS and HTTPS services using the Web Ul:

1) Navigate to the Configuration > Devices > RFS6000-C20E > Certificates window. Select the
rfs6000_trustpoint for Radius Certificate Authority and Radius Server Certificate to be used by the
local RADIUS server on the device for EAP Authentication. Click OK and Exit.

Device (T56000-51C20E (DO0-15-70-81-C2-0E) Type (1368000 0
Basic Configuration Management Security
Licenses HTTPS Trustpoint Pending ()
Cettificates &
Stored  (s) idefaun_trugtpmm vl | Launch Manager |
v RF Domain Overrides = '
RF Damain SSHRSA Key Pending )
Sensor Configuration
Stored  (s) |defauh7rsaikey v | | Launch Manager |
WLAN Override
v Profile Overrides RADIUS Security
General RADIUS Certificats Authority Pending ()
#
Cluster Stored  (s) | defaut-trustpoint | v || Launch Manager |
» Interface |rTsEDUD_1rustpoint |
» Metwork RADIUS Server Cerificate Pending () default-trustpaint
» Security # Stared

(=

| defautt-trustpaint | v || Launch Manager |

Berices

@ Information
» hanagement -

"Pending” Trustpoints and RS4 Keys have not been verifisd to exist on the device.
» Advanced

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES 16



| Device rM3R000-81C20E (00-15-70-81-C2-0E) Type 1fs&000 (7)

Basic Configuration

Licenses

Certificates

| ¥ RF Domain Overrides
RF Domain
Sensor Configuration
WILAN Cvertide
v Profile Overrides

General
Cluster

e Interface

» Metwaork

» Security
Services

» Management

» Advanced

Management Security

HTTPS Trustpoint Pending ()
rd
Stared (=) | default-trustpoint - | { Launch Manager |
S5HRSA Hey Pending ()
Stored (=) | default_rea_key A4 | | Launch Manager J

RADIUS Security

RADIUS Certificate Autharity Pending ()
rd
Stored (=) default-trustpoint v| { Launch Manager |
RADIUS Server Cerificate Pending () i1
&
Stored (=) |d5faun_1ru51pgim vl { Launch Manager |
IrrsEDDD_trustpoim I
@& Information

default-trustpoint
"Pending" Trustpoirts and RSA Keys have not been verificn 1o exisn on e aevice

2) Navigate to the Configuration > Devices > RFS6000-C20E > Certificates window. Select the
rfs6000_trustpoint to be used for HTTPS, for management access and Hotspot authentication. Click

OK and Exit.

Device Ts6000-81C2Z0E (00-15-70-81-C2-0E) Type 36000 (7]

Basic Configuration
Licenses
Cerificates
v RF Domain Overrides
RF Domain
Sensor Configuration
WLAM Override
¥ Profile Overrides
General
Cluster
» Interface
» Metwork
» Security
Services
» fdanagement

B Advanced

Management Security

HTTPES Trustpoint Pending ()
Stored (=) |defau|t-trus‘tpoird - | l Launch Manager
|rfsB000_trustpaint |
S5H RSA Key Pending () default-trustpoirt
Stored (8 |defaun_rsa_key ¥ l Launch Manager J
RADIUS Security
RADIUS Certificate Suthority Pending ()
4
Stored (=) Idefauﬂ_trus{pgin{ - | l Launch Manager |
RADIJE Server Certificate Pending ()
&
Stored (=) default-trustpoirt - | l Launch Manager J

@ nformation

"Pending" Trustpoirts and RSA Keys have not been verified to exist on the device
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3) Click Commit and Save to Apply and save changes.

’ TFSE000 M i .
g Operations 5 & 4 WING ., "
RF Domains  Security Senvices  Management ¥ | Rl

ration
Devices  Wireless  Profiles

3.3.2 CLI Configuration:

rfs6000-81C20E*#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

rfs6000-81C20E(config)*#rfs6000 00-15-70-81-C2-0E
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)#trustpoint ?

https Assign the trustpoint to HTTPS

radius-ca  Assign the trustpoint to be used as certificate authority,

for validating client certificates in EAP
radius-server Assign the trustpoint for radius server certificate

rfs6000-81C20E(config-device-00-15-70-81-C2-0E)#trustpoint https ?
WORD Trustpoint name; this should be installed on the device using PKI
commands in enable mode

rfs6000-81C20E(config-device-00-15-70-81-C2-0E)#trustpoint radius-ca rfs6000_trustpoint
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)#trustpoint radius-server rfs6000_trustpoint
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)#trustpoint https rfs6000_trustpoint
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4. Microsoft CA Certificate Request:

The following demonstrates the certificate request process on a Microsoft Windows Server 2003
Enterpriser Edition Server running Microsoft Certificate Services as an Enterprise Root CA:

1) Using Microsoft Internet Explorer connect to the Certificate Services web enrollment tool and
authenticate using the administrator username and password. The default URL to access the web
enrolimenttool is http://servername/CertSrv.

@:___: - II@, httpf fwakserver 1 eselab, comfCertSry jl hedlls

2) Select Request a certificate.

Microsoft Certific

Welcome

se this Web site to request a certificate for your Web browser, e-mail client, or ather program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upan the type of certificate you request,
perform other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revacation list (CRL), or to
view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation

Request g certificate
nding certificate request
Download 8 CA certificate, certificate chain, or CRL

3) Selectadvanced certificate request.

Microsoft Certificate

Request a Certificate

Select the cerificate type:
User Cerfificate

Or, submit ar! advanced certificate reQuest!

4) Select Submit a certificate request by using a base-64-encoded CMC or PKCS#10file, or
submit arenewal request by using a base-64-encoded PKCS#7 file.

Microsoft Certificate s - ESELAB CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click ane of the fallowing options ta:
Create and submit a request to this CA.

Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file, or submit & renewal request by using a base-64-encoded
PKCS #7 file

Request a certificate for & smart card on behalf of another user by using the smart card certificate enrcliment station
Mote: You must have an enrollment agent cedificate to submit a request on behalf of another user.
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5) Inthe Base-64-encoded certificate request (CMC or PKCS#10 or PKCS#7) field, paste the
base64 encoded text contained in the certificate request file generated by the RF Switch. In the
Certificate Template window select a template to use to generate the Server Certificate. In this
example a pre-installed template named Web Server is used. Click Submit.

Microsoft Cerificate

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 cerificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box

Saved Request:

»

————— BEGIN CERTIFICATE REQUEST----- =
Basze-B4-encoded| |MIICODCCAakCAOANG ThxCZAJEGNVEAYTALUTHOSY
cerificate reques] |BxMN3mSobnlvb iBDaXREMRYwF AYDVOQKEw1Nb3 Rv—

{CMC or ExhFbnRlenEyaXlilIFANCU4gRG L2 aXNpha 4XGz AT

PKCS #10 or hiGF i Lnivh TCEnz ANEgkghki GO w0ELQEF LAOE QL

PKCS #) 4dNdzEfO+)29E01Ehp AMmucHNotkrH/ vT3 XngKELI
l | 3

Erowse for a file to ingert.

Certificate Tem H
IWeb Senver jJ

Additional Attributes:

Attributes:

r
gt

| Submit > I

6) Selectthe certificate format Base 64 encoded then click Download certificate. Name the certificate
servercer.cer and save the Server Certificate to a location that can be easily accessed so it can be
installed on the RF Switch.

Microsoft Certificate

Cettificate Issued

The certificate you requested was issued to you

@ Base 64 encodedl

hain

Download certificate

7) Click Home to access the web enrollment home page then click Download a CA certificate,
certificate chain or CRL.

Microsoft Certificate : - ESELAB CA Hnme

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upaon the type of certificate you request,
perform other security tasks.

You can also use this YWeb site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
wigw the status of a pending request

For more information about Certificate Services, see Cetificate Services Documentation.

Select atask:
Request a certificats

sofapending cotificate reqnect
I Download a CA cettificate, cettificate chain, or CRLI
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WING5 How-To Guide- Digital Certificates

8) Select the Encoding method Base 64 then click Download CA certificate. Name the certificate
caroot.cer and save the CA Certificate to a location that can be easily accessed so it can be

installed on the RF Switch.

Microsoh Certificate Services-- ESELAB CA

Download a CA Certificate, Certificate Chain,or CRL

To trust certificates issued fromthis certification authority, install thls CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method
CA certificate:

e

Encoding method;

Download latest base CRL
Download latest delta CRL
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5. Reference Documentation:

Description Location

Zebra Solutions WING 5 System Reference Guide http://support.symbol.com

Zebra Solutions WING 5 CLI Reference Guide http://support.symbol.com



http://support.symbol.com/
http://support.symbol.com/

