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1. Overview
1.1 Components
1.2 Wizard

1.3 Enrollment Server

2. Demo Configuration
2.1 Initial ESXI Setup

One convenient tool for setting up an ESXi server is to upload any operating system CD/DVD images for
VMs to the datastore so they can be mounted as virtual drives. This makes it easy to setup new VMs,
reload VMs, or add services from the setup disks. These steps will show how to create a repository for
operating system disk images.

1 | Using vSphere Client, select the VM server node. Click on the Summary tab. Right click on
the datastorel item in the right hand pane, and select Browse Datastore.

— T —]
@ 192.168.0.50 - vSphere Client |
File Edit View Inventory Administration Plug-ins Help
:4_-.- > | Q Home b gF] Inventory P @ Inventory
& @
= [3 [152.168.0.50 B localhost.localdomain VMware ESXi, 5.0.0, 623860
T o Faat
P Win200882 Cortficanchuer Getting Started WETuluELY Virtual Machines ' ResourceAllocation ' Performance ' Configuration ' Local Users & Groups | Events
.; o General Resources
D i £S5
) SPsemtommect Crrofment Manufacturer: Hewlett-Packard CPU usage: 450 MHz Capacty
’ Model: HP 2500 Workstation u 6% 2.393GHe
CPU Cores: 6 CPUs x 2,393 GHz Memory usage: 9162.00 MB Capadty
Processor Type: Intel(R) Xeon(R) CPU QTR FeT FreTo Fo 24559, 16 MB
E5645 @ 2.40GHz
License: WMware vSphere 5 Hypervisor Storage + | Drive Type Capacity
e -Licensed for 1 physical CP. . B | datastorel Non-550 227.75 GB
Processor Sockets: L 7] [ Browse Datastore... —|
Cores per Socket: 6 1
Logical Processors: [ Network Rename
Hyperthreading: Inactive & VMNetword Unmount
Mumber of NICs: 1 5 Delete
State: Connected |
Virtual Machines and Templates: 6 Refresh —
K P Fault Tolerance |_
vMotion Enabled: MfA Properties...
VMware EVC Mode: Disabled Fault Tolerance Vg
Copyto Clipboard  Ctrl+C
VSphErE HA State @ NII"A . talp ™ ;CIIC_II T T T T T oS
Host Configured for FT: MfA _U m.ﬂfw_ o . -

Click on the new folder icon. Give the folder a name such as “disk_images”. This is where

you will store ISO images of your OS installation CD/DVDs. Click OK.
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[ QJ Datastore Browser - [datastorel]
@ |8 @ X @

Folders NSEarch ] \ [datastore1] /
EE’} "f., \.L Mame | Size | Type

(@ New Folder e e

Enter a name for the new folder.

1u:|isk_images

Ok | Cancel

R R A ]

Click on the new folder you just created. Click on the upload icon, and choose Upload File.
Browse to the ISO file on your hard drive for the Windows Server setup disk I1SO file.

Highlight the file. Click Open. Choose Yes at the prompt to overwrite files.
Close the Datastore Browser window.
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_@ Datastore Browser - [datastorel]
@ 8|8 X @
Folders ISEarch ] |Up||:|a|:l File... sk_images

E"ifj / Upload Folder... Sii
[ il @] en_windows_server_2008_r2. 3,092,368.00 |

2.2 Windows Server Configuration

You will need to configure a number of services as supporting infrastructure, such as Active Directory,
DNS, Certificate Authority, Network Policy Server, etc. Some of these are optional, or may differ in a more
complicated lab configuration.

2.2.1 Initial Setup of Windows Server VM

From vSphere Client, click File, New, Virtual Machine. Click Next
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_
(@ 192.168.0.50 - vSphere Client R —

File | Edit View Inventory Administration Plug-ins Help
| New v [ Virtual Machine... cti+N I
Deploy OVF Template... Resource Pool... Ctrl+0
i Export r Add Permission..,  Ctrl+P
Report Ll lo.calhost bocaldomain VMware ESXi, 5.0.0, 623860
Browse VA Marketplace... Getting Started E=MulnFla's Virtual Machines ' Resource Allocation
Print Maps k|| General
Exit Manufacturer: Hewlett-Packard
Model: HP Z800 Warkstation
CPL Cores: 6 CPUs x 2,393 GHz
Processor Type: Intel(R) Xeon(R) CPU
ES545 @ 2.40GHz
License: VMware vSphere 5 Hypervisor
- Licensed for 1 physical CP...
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@ Create New Virtual Machine

ESNIER=C)

Select the configuration for the virtual machine

Configuration

Configuration

* Typical

" Custom

Create a virtual machine with additional devices or specific configuration optians.

Configuration Virtual Machine Version: 8

Create a new virtual machine with the most common devices and configuration options.

Help | = Back | Mext = I Cancel

Give the VM a name, such as “Win-CA”. Click Next, and then click Next again.
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F ™
@ Create New Virtual Machine E‘Elg
3

Name and Location Virtual Machine Version: 8
Spedfy a name and location for this virtual machine
Configuration Mame:
Mame and Location Win-Ca|
Storage
Guest Operating System virtual machine names may contain up to 80 characters and they must be unique within each
wCenter Server VM folder,
Metwork
- WM folders are not viewable when connected directly to a host. To view YM folders and specify a location
Create a Disk ;
for this VM, connect to the vCenter Server.
Ready to Complete
|
N
Help | < Back | Next = I Cancel
Y
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(5 Create New Virtual Machine | =RRCIN X |

Storage Virtual Machine Version: 8
Select a destination storage for the virtual machine files

Configuration Select a destination storage for the virtual machine files:

Name and Location = e > = e = = =
Storage _ame rive Type apacity | Provision ree | Type in Pro
Guest Operating System 5 datastorel Non-550 227.75GB 102.71GB  126.32GB VMFSS Support

rk

Fl 1 2
-
lame Drive Type Capac Provisioned Free | Type Thin Pron
Fl 1] 2
Help | < Back | Mext > I Cancel
24
L |

3 | Select Windows as the Operating System and Microsoft Windows Server 2008 R2 (64-bit) as

the Version (or select appropriate alternatives depending on which version of Windows
server you have available). Click Next. Click Next again.
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-
@ Create Mew Virtual Machine u_lml
- -

Guest Operating System Virtual Machine Version: &
Specify the guest operating system to use with this virtual machine

Configuration
MName and Location

Guest Operating System:

Guest Operating System raliT
MNetwark Lo
Create a Disk " Other
Ready to Complete

Version:

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Help | « Back | MNext = I Cancel

T oe—
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-

(%) Create New Virtual Machine |£|E|—E—hj

Network virtual Machine Version: 8
Which network connections will be used by the virtual machine?

Configuration
MName and Location

Create Network Connections

Storage How many NICs do you want to connect? 1 -

Guest Operating System

Netwerk — Gomectat
Create a Disk o Adapter

NIC 1 |VM Network x| |Ew000 x| ¥

_;{ If supported by this virtual machine version, more than 4 MICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase for mareinformation on choosing among the network adapters
supportedforvarious guestoperating systems and hosts.

Help | < Back | Mext = I Cancel

4 | Choose Thin Provision (this allows you to make more use of the available physical disk

space). Click Next. Then click Finish.
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F B
@ Create New Virtual Machine E@g

Create a Disk Virtual Machine Version: 8
Spedfy the virtual disk size and provisioning policy
mm Datastore: IdaEStﬂl’El
Mame and Location
Storage :
Available space (GB): I 126.3
Guest Operating System space (GB)
Metwark o A
e virtual disk size: I 3
Create a Disk w0 S8 [x
Ready to Complete " Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed |
% Thin Provision |
Help | < Back | MNext > I Cancel
v
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(%) Create New Virtual Machine |£|E‘£_hj

Ready to Complete Virtual Machine Version: &
Click Finish to start a task that will create the new virtual machine

Configuration

Settings for the new virtual machine:
Mame and Location

Storage Name: s
Guest Operating System Host/Cluster localhost
wark Datastore: datastorel
Create a Disk Guest 05: Microsoft Windows Server 2008 R2 (64-bit)
Ready to Complete MICs: 1
NIC 1 Network: VM Network
NIC 1 Type: E1000
Disk provisioning: Thin Provision
Virtual DiskSize: 40 GB

[ Edit the virtual machine settings before completion

/& Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM.

Help | < Back | Finish I Cancel

Right click on the new VM and choose Edit Settings. Click on CD/DVD drive 1. Select

Datastore ISO File. Check Connect at power on. Click Browse to choose the ISO image of the
Windows Server setup disk.
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192.168.0.50 - vSphere

File Edit View Inventory Administration Plug-ins Help
ﬁ Home [ ﬁﬂ Inventory [ ﬁ Inventory
a0l > G B GR 2SR

O [ 192.168.0.50
80 ongenad host O5
i W BOOSE ) retiffe aflrdl b s Summary | Resource Allocatis
& [Win-cA|
dp *CES Power v bhine?
:‘ - Guest 3
00 Xprews raoch . [pftware comput
4 -rapshot s an operating !
Open Console ng system inst
|@ Edit Settings... [ [jst operating sy
Add Permission.., Ctrl+P ”a‘:h?ﬂe is an is
se virtual macr
Report Performance... ts. as testing e
Rename ications.
Open in Mew Window... Cirl+Alt+M hosts. The sa
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(%) Win-CA - Virtual Machine Properties Ii@éj

Hardware l Options ] ResolUrces ] Virtual Machine Version: 8
Device Status

[ Show All Devices Add... Remove | r

Hardware Summary [ [ Connect at power on

M / 4096 ME

i Emery Device Type

@ crus 1 - _

|;| Video card Videa card Client Device

= VYMCIdevice Restricted

{3 scSlcontroller o LSI Logic 5A5

= Hard disk1 Virtual Disk ||
. CD/DVDdrive 1 (edited) |  Image File € Host Device

BB MNetwork adapterl VM Netwaork

é Floppy drive 1 Client Device | J

{* Datastore IS0 File

| Browse... I

=
P

Virtual Device Node
= |IDE (1:0) CD/DVD drive 1 |

Help (0]4 Cancel

R

Click on datastorel, then click Open. Click on your folder where you saved the ISO file and

click Open. Click on the Windows Server image file and click OK. Click Ok again.

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES 17



i - =
@ Browse Datastores = N

Look in: IDaEstures ﬂ

Mame | Capacity | Free space

ﬂ datastorel 227.75 GB 120.01 GB

| vmimages

File type: 150 Image (*.iso)

-
@Brﬂwse Datastores ==

Look in: Idamstorel LI

Mame | File Size | LastModified -
[ ongnalhont 05

0 roressConmect..
£ oressConmect..

m

Wm0 )- Lt
0 roressConmect..
0 roressConmect..
0 xesQE) N

[ﬁ VN ]

Cancel

File type: 150 Image (*.iso) Ll

4
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r© -
é_jJ Browse Datastores I. =1 (=] |ﬂh
Look in: |disk._images j
Mame File Size LastModified
G_‘l en_windows_se.. |3 GB 9/20/2012 6:02:34 AM
Ok
File type: 150 Image (*.iso) ﬂ Cancel
A
L

7 | Right click on the VM in the tree, select Power, then select Power On. Click on the Launch

Virtual Machine Consoleicon.

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES 19



2 192.168.0.50 - vphere Ciien

File Edit View Inventory Administration Plug-ins Help
E £y Home [ gF] Inventory [ [Ffl Inventory
n > eeaBEe e

Power g ||i Power On I Ctrl+B

Guest r Power Off Ctrl+E

Snapshot * Suspend Cirl+Z

Open Console Reset Ctrl+T

Edit Settings... Shut Down Guest  Ctrl+D

Add Permission... Ctrl+P Restart Guest B

- o se virtual machines as deskiop or
eport Performance... ts, as testing environments, or to

Rename ications.

Open in Mew Window...  Ctrl+Alt+H hosts. The same host can run

Remuowve from Inventory

Delete from Disk

Basic Tasks

ﬂ Proceed through the setup of Windows using the console interface.

2.2.2 Configure Networking

When Windows Setup is finished, it will boot up and launch the Initial Configuration Tasks application.

Note: Many of the next few sections mention launching tasks from the Initial Configuration Tasks application
window. This is a convenient launch point for these next steps. If for some reason you close this window or
do not see it, click Start and type “oobe” and press Enter.

You will need to configure the server with a static IP address.

lab demo configuration, where multiple services are installed on the same physical or virtual server, these
steps are required. In a customer deployment, where services are typically installed on different physical or
virtual servers, many of these steps may not be required. In addition, a customer pilot may involve
integration into existing infrastructure, in which case the servers may already be setup.

@ Note: The Microsoft Certificate Authority service requires a static IP address assignment for the server. In a
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1 | From the Initial Configuration Tasks application, click Configure networking to assign a static

IP to the server.

(%) Win-CA on localhostlocaldomain lil_l—g_hj

File View WM
mir oGR8
The VMRC console has successfully reconnected. ®
=™ »
£ . ) LYY .
!E Perform the folowing tasks to configure this server L m'r}dgws Server 2008
8\ Enterp
_ _ -
|-_‘| u Specifying computer information I
;"% Activate Windows Product ID: ot activated
Set time zone Time Zone: (UTC-08:00) Pacific Time (US & Canada)
5' Corfigure networking Local Area Connection: |Pvd a::"& assigned by DHCP, IPvE enabled
A Provide computer name and Full Computer Name: 6l
7 domain Workgroup:
(2]
2 Enable automatic updating and Updates:
"5 feedback Feedback:
Download and install updates Checked for Updates:

Installed Updates:

'3 |} u Customizing your server

_F IR Dol Bl hd

r Do not show this window at logon Cloze |

) ;l!“ o =
fstartl Ty &S 3 iﬂ(

. 1:36 PM
R DRt 10/16/2012 =

Right click the network interface and choose Properties.
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@ Win-CA on localhostlocaldomain

File WYiew VM
mip @@ &G B & i

e A

k j'ni ;J |=] + Control Panel = Metwork and Internet = Metwork Connections

Organize *  Disable this network device  Diagnose this connection  Rename

Local Area Connection

Mety

-#' Intel(R) PRO/1000 MT Netwark Conn...

Click on Internet Protocol Version 4 and click Properties.
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@ Local Area Connection Properties ﬂ

Metwaorking |

Connect using:
L¥  ntel(R) PRO/1000 MT Netwark Connection

This connection uses the following tems:

& Cliert for Microsoft Networks
=1 0105 Packet Scheduler

. @ File and Printer Sharing for Microsoft Netwarls
-i Intemet Protocol 1-Iersn:nn 5 ITC F','“IF"-.-'

[ s IJnI-: La{,rer Tnpolng},r D15cu:nrerj,r I"-"Iapper [#0 Diriver
¥ -« Link-Layer Topology Discovery Responder

Install... [ riretall | L Properties n

— Description
Transmission Control Protocol/Intemet Protocal. The ::{%aurt

wide area network protocol that provides communicatio
across diverse interconnected networks.

ok | Cancel |

4 | Choose Use the following IP address and fill in the respective fields. Click Ok. Click Close.

Close the Network Connections window.
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Internet Protocol Version 4 (TCP/IPv4) d by

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically
{*' Use the following IF address:

IP address: | 192,168, 0 . 115
Subnet mask: | 255 . 255 .255. 0
Default gateway: 192.188. 0 . 1|

= obbain DS server address automatically

' Use the following DMS server addresses:

Preferred DMS server: I

Alternate DMS server: I

[ validate settings upon exit GoiETE |
QK I Cancel |

k]

2.2.3 Configure Remote Desktop

Remote Desktop will make it much easier to manage the remainder of the server setup, as well as run
much faster than the vSphere virtual console interface. This is an optional step, but recommended. The

easiest way to enable Remote Desktop is from the Initial Configuration Tasks application that launches at
the end of Windows Server setup.

@ Note: Remote desktop will generally perform better than the Virtual Machine Console interface of vSphere
Client.

From the Initial Configuration Tasks application, click Enable Remote Desktop.
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@ Win-CA on localhost.localdomain

o [

File View VM
]

» o8 &G Ble @ @

=
&% Perform the folowing tasks to configure this server

5.' Configure networking

A Provide computer name and
B domain

.}? Enable automatic updating and
D feedback

'_. Download and install updates

r’
‘L“‘ Enable Remote Desldop

Local Area Connection:

Full Computer Name:
Workgroup:

Updates:
Feedback:

Checked for Updates:
Installed Updates:

Roles:

Features:

Remote Desktop:

192.168.0.115, IPvE enabled

WIN-43GVEKKSWE)
WORKGROUP

Mot configured

Windows Emor Reporting off
Mot participating in Customer Experience Improvement Program

Newer
Newer

None

None

Disabled

=] x|
P,
A TWlndows Server 2008 .
Enterprise
1

E‘] Updating your Windows server

h] Customizing your server

- Do not show this window at logon

3

Close |

[ start _3” .@ _'—UJ :.
=EYNei]

% I]:L_" ﬁn Ub G949 PM

10/16/2012 =

Choose to Allow connections. Click OK at the security pop up box. Then click OK again.
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System Properties x|
.Cumputer Namel Hardware I Advanced Remote |

—Remote Assistance

™| Allow Femote &ssistance connections bo this computer

Sdvanced... |

— Remote Desktop
Click an option, and then specify who can connect, if needed.

" Dont allow connections to this computer

¥ Allow connections from computers running any version of
Remote Deslktop (ess secure)

" AMlow connections only from computers running Remate
Deskiop with Metwork Level Authentication {mare secure)

Help me choose Select Users... |

Close the console window of vSphere. From your laptop, click Start, All Programs,
Accessories, Remote Desktop Connection. Enter the IP address of the Windows Server, and
click Connect. Enter the username (you may have to choose Use another account and type
“\Administrator”) and password. Click Yes at the security prompt.

-

&, Remote Desktop Connection | = | |i:?—

| Remote Desktop
») Connection

Computer: 152.168.0.115 -

Username:  WIN-43GVEKKSVE) \ Administrator

You will be asked for credentials when you connect.

¥ | Options Connect ]| Help
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2.2.4 Configure Active Directory

Note: When configuring Active Directory, it will ask for a domain name. You can use any name you prefer,

@ but it typically works best in a lab environment to use “.local” as the suffix, because the “.local” DNS suffix is
reserved for locally significant deployments, such as labs that may have public Internet connectivity but not
a public DNS record. If you pick a “.com” suffix and the name you choose is a publicly registered DNS
name, you will have DNS conflicts and DNS forwarding may not work properly. By using a “.local” suffix, you
can configure name resolution in the lab and still have DNS forwarding work for public DNS names. Also,
certificate hierarchies typically use DNS for things like revocation checking, so picking an appropriate
domain name for Active Directory is even more important with a Secure Access demo. Alternatively, if you
plan to configure everything to communicate by IP address instead of DNS name in the lab, then it doesn't
really matter what domain name you choose. However, bear in mind that certificate services will be a little
more difficult to setup.

From the Initial Configuration Tasks window, click Add roles. Click Next
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-
& 192.168.0.115 - Remote Desktop Connection

E‘i’ Initial Configuration Tasks

Perform the following tasks to configure this server

I,Qin Provide Computer Information

b

‘gl% Activate Windows
! .

7 Sel time zone

EI.' Canfigure petwarking

Product ID:

Time Zone:

Local Area Connection:

1

j,.,_ll., Frovide computer name and domain Full Computer Mame: i
Workgroup: b
) Update This Server
S?h Enable automatic updating and feedback Updates: I
- Feedback: b
§
i! Download and inztall updates Checked for Updates: |
Installed Updates: I
& Customize This Server
o Add rolesz Roles: I
Iﬁ Add features Features: I
f
“'L Enahble Remate Desktop Remote Desktop: E
w Configure windows Firewall Firewall: F
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Add Roles Wizard

glié}' Before You Begin

Befare Wau Begin

This wizard helps vou install roles on this server, ¥ou determine which roles bo install based on the tasks vou

S Ealks want this server to perform, such as sharing documents or hasting a Web site.
Caonfirmation Before you continue, verify that:

Progress + The Administratar account has a strang passward

Resilts + Metwork settings, such as static IP addresses, are configured

+ The latest security updates from Windows Update are installed

If wou have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Next.

I sSkip this page by default

| Mext = | Zancel

2 | Check Active Directory Domain Services. When the pop up appears click Add Required

Features. Click Next. Then click Next again.
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Add Roles Wizard

Select Server Roles

Before You Begin Select one or more roles ta install on this server,
Roles: Description:
Caonfirmation T - " = - #ctive Directory Domain Services (A0
L F\ct?ve D?rectory Certﬁcate Sn_arwces D151, eaes (el sy dhiEes
Progress ] F\ct?ve D?rectory Domain _Serwces. o e et e mielies s
E——— | Active Directory Federation Services information available to users and
|:| Active Directory Lightweight Directory Services netwqu administrators_. AD DS uses
[] Active Directory Rights Management Services damain controllers ko give netwark
— . lieare arcecs bo marmaitbad reconiregs
Add Roles Wizard 3
] - . . - -
(L Add features required for Active Directory Domain Services?
oy —
| You cannot install Active Directory Domain Services unless the required features are alsa installed,
Features: Description:
= MET Framewark 3.5.1 Features Microzoft MET Framework 3.5.1 combines
MET Framewark 3 5.1 the power of the MET Framework 2.0 &Pl
. - with new technalogies for building
applications that offer appealing user
interfaces, protect wour customers' personal
identity information, enable seamlezs and
TeCUre communication, and provide the
ability ko model a range of business
processes.
I Add Required Features I Cancel |
Wy are these features required?
@ y

< Previous I Mk = | Inistall | Cancel |
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Add Roles Wizard

i

Befaore You Begin Introduction to Active Directory Domain Services

Active Directory Domain Services

Sy Fidls Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the
retwork, AD DS helps administrators securely manage this information and Facilitates resource sharing and
collabaration between users. AD DS is also required For directory-enabled applications such as Micrasaft
Exchange Server and For other Windows Server technologies such as Group Policy.

Confirmation
Progress Things to Note
Results i ' To help ensure that users can still log on to the network in the case of a server outage, install a minimum of

two domain controllers For a domain.

i | A0 DS requires a DNS server to be installed on the netwark, IF vou do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server,

i After vou install the AD DS role, use the Active Directary Domain Services Installation Wizard
(deprama.exe) to make the server a fully Funckional domain controllet,

i Instaling AD DS will also install the DFS Mamespaces, DFS Replication, and File Replication services which
are required by Directory Service.,
Additional Information
Cverview of AD DS
Instaling A0 DS
Common Configurations for AD DS

< Prewious | Mext = | Cancel

3 | Click Install. Click Close after it finishes installing.
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Add Roles Wizard

!! ‘:{E Confirm Installation Selections

Before You Begin

To install the Following roles, role services, or Features, dlick Install,
Server Roles

2 informational messages below

Active Direckory Domain Services

_ This server might need to be restarted after the installation completes.,

Progress ! Active Directory Domain Services

Resulks ) After vou install the AD DS role, use the Active Direckory Domain Services Inskallation Wizard

(dcpromo.exe) ko make the server a Fully Functional domain controller,

~! .NET Framework 3.5.1 Features

.NET Framework 3.5.1

Prink, e-mail, of save this information

< Previous ek = | Install I Cancel
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add Roles Wizard [ x|

Installation Results

Before ou Begin . . _
The Following roles, role services, or features were installed successfully:
Server Roles

) ) ) ) 1 1 warning, 1 informational messages belaw
Active Directory Domain Services

Confirmation v, Windows automatic updating is not enabled, To ensure that your newly-installed role o Feature is
automatically updated, turn on Windows Update in Contral Panel

Frogress

~) Active Directory Domain Services ﬂ Installation succeeded

The Following role services were installed:
Active Directory Domain Controller

| Use the Active Direckory Domain Services Installation Wizard (dopromo.exe) to make the server a
= Fully functional domain controller,

Close this wizard and launch the Active Direckory Domain Services Installation Wizard {depromo,exe),
~) \NET Framework 3.5.1 Features ﬂ Installation succeeded

The Following features were installed:
MET Framework 3.5.1

Prink, e-mail, or sawe the installation report

= Frevious ezt = | Clase I Camcel

Click Start. Type dcpromo in the box and press Enter. Click Next to begin the Wizard. Click

Next again.
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j:‘ See mare resulks
ldl:prl:um-:u|| Log off bl
L e 56
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@ | Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation

Wizard
-‘i Thiz wizard helps pou install Active Directony Dormain
=" =X Services (A0 DS) on this zerver, making the server an

Active Directory domain contraller. To continue, click Mest.

[T Use advanced mode installation

Learn mare about the additional options that are
available in advanced mode installation,

b are about Active Directory Domain Services

< Back I Mewt = I Cancel
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@ | Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security zettings in Windows Server 2008 and “Windows Server 2008 B2
affect older verzions of Windows

[=

v Windows Server 2008 and "windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named “Allow crpptography algonthms
compatible with Windows MNT 4.0." Thiz zetting prevents Microzoft Windows and
non-Microzoft SMEB "clientz" from uging weaker T 4.0 stule cryptography algorithms
when eztablishing securnty channel zeszionz against Windows Server 2003 ar
“windows Server 2008 B2 domain controllers. &5 a result of thiz new default,
operationz or applications that require a secunty channel serviced by wWindows Server
2003 ar "windows Server 2008 B2 domain controllers might fail.

Flatformsz impacted by thiz change include Windows HT 4.0, as well az non-Microzoft
SkB "clients" and netwark-attached storage [MAS] devices that do not suppart
gtronger cryptography algorithmz. Some operations on clients running wverzions of
YWindows earlier than ‘Windows YWista with Service Pack 1 are alzo impacted, including
domain join operations performed by the Active Directary kMigration T ool or Windows
Deployment Services.

For more information about thiz zetting, zee knowledge Baze article 942564
[Http: A g0 microzoft comdfulink?Linkld=104751].

< Back | Mewt = | Cancel |

Select Create a new domain in a new forest. Click Next.
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@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
Y'ou can create a domain controller for an existing forest or for a new forest,

™ Ewxisting forest

€ Addla domain controllen b an existing damair

£ Create a new domait it &t existing forest
Tihiz zemern will bezome the first domar controller mthe new damair;

¥ Create a new domain in & new forest

bore about poszible deplovment confiqurations

¢ Back I M et = I Cancel |

ﬂ Create a domain name such as “demo.local”. Click Next.
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@ Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain = Z
The firgt damain in the farest iz the farest root domain, [ts name iz alzo the name of == =

the forest, b

Type the fully qualified domain name [FADM] of the new forest oot domain.

FQOM of the forest root domain;

Idemu:u.lu:u:al

Ewxample: corp.contoso. com

¢ Back I M et = I Cancel

Select Windows Server 2008 R2. Click Next. At the warning dialog box, click Yes.

w
(o]
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@ Active Directory Domain Services Installation Wizard

Set Forest Functional Level ==
Select the farest functional lewvel.

Forest functional lewvel:

i meer 2003 B2

Dretails:

The "Windows Server 2003 B2 forest functional level provides all the features that <
are available in the ‘Windows Server 2008 forest functional level, plus the following
additional feature:

FRecycle Bin, which, when it iz enabled, provides the ability to reztare

deleted objects in their entirety while Active Directary Domain

Services iz mnning.
Ay new domains that are created in this forest will operate by default at the
indowsz Server 2008 B2 domain functional lewvel. LI

1 'ou will be able to add only domain contrallers that are running
YWindows Server 2003 B2 or later to this forest.

kdare about domain and forest functional levels

¢ Back I M et = I Cancel |

ﬂ Check DNS server and click Next. Click Next again.
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@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional optionz far this domain contraller.
¥ DMS server
¥ Global catalog
[T Eead-only domain contiller (RODE]

Additianal infarmation:

cannot be an RODC.

caohtraller.

tore about additional domain controller options

The firgt domain contraller in a forest must be a global catalog server and ﬂ

"w'e recommend that you install the DMS Server service on the first domain

¢ Back I M et = I Cancel
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@ Active Directory Domain Services Installation Wizard

Location for Databasze, Log Files, and 5Y5¥0L E
Specify the folders that will contain the Active Directory domain controller =
databaze, log files, and SvSWOL. &

For better performance and recoverability, store the database and log filez on zeparate
wolumes.

[ atabaze folder:

Browse. ..

Log files folder:

4

|E:HWindDwsHNTDS Browse. ..
SY'SWOL folder:
|E: Wafindowzh S rSWOL Browsze. .

bore about placing Active Directory Domain Services files

¢ Back | M et = | Cancel

Type and confirm a domain Administrator account. Click Next. Click Next again at the

Summary screen.
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@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Adminiztrator Pazsword

The Directony Services Aestore Mode Adminiztratar account iz different from the domain

Adminigtrator account,

Azzign a pazsward for the Adminiztrator account that will be uzed when this domain
contraller iz started in Directory Services Restore Mode. ‘e recommend that pou

chooze a strong pazsward.
Fazsword:

Confirm password:

bare about Directary Services Bestore Mode paszword

¢ Back I M et = I Cancel
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@ Active Directory Domain Services Installation Wizard

Summary

[

Feview your selection:
Configure this server as the firzt Active Directory domain contraller in a new forest. &

The news domain name iz 'demo.local. Thiz is also the name of the new forest.
The MNetBIOS name of the domain is "DERMO",

Forest Functional Level: Windows Server 2003 2

Diomain Functional Lesvel: Windows Server 2003 B2

Site: Default-First-Site-M ame

ddditional Options: J

To change an option, click Back. To begin the operation, click Mesxt.

These settings can be exported to an answer file far use with Export settings... |
ather unattended operations.
More about uzing an answer file

¢ Back | M et = | Cancel

10 | After the installation completes, click Finish. Click Restart now at the prompt. After the server

finishes rebooting, reconnect with Remote Desktop. Choose Use other account to login
(demo\administrator), and click OK.
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@ Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

dotive Directorny Domain Services iz now installed on this;l
computer for the domain "demo.local”,

Thiz Active Directary domain contraller iz aszigned to the
zite "Default-First-Site-Mame'. You can manage sites
with the Active Directory Sites and Services
adrminiztrative tool.

To cloge thiz wizard, click Finizh.

< Back I Finizh I Canzel

2.2.5 Add Windows Server Roles

In the Initial Configuration Tasks window, click Add roles. Click Next.
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E{E} Add roles Roles: DS Server,
-m .
-lél_l'::, Add features Features: Group Policy,

p
‘.! Enable Remote Deszklop Remote Desktop: Enabled
{i Configure Windows Firewall Firewall: Dramain: On

2 | Check Active Directory Certificate Services, Network Policy and Access Services, and Web
Server (IIS). Click Next. Click Next again.

Add Roles Wizard B

Select one or more roles to install on this server.

Roles: Description:

Metwark Policy and Access Services [/] active Directory Certificate Services | E‘I:;:'EQ; %?JE\ID?E?:;?CT;?’;:;:W;S)
s

Rale Services Bctive Direckory Domain Services (Inskalled) Routing and Remote Access, Health
5D €5 [] active Directory Federation Services Renqistration autharity (HRA), and
[] Active Directary Lightweight Directory Services Host: Credential Authorization Protocol
Role Services [7] Active Directory Rights Management Services {HCAR], which h?'l:' safeguard the
Setup Type [ application Server health and security of your netwark,
|: DHCP Server
CA Typs DS Server (Installed)
Frivate Key [] Fax server
GryiEEhy [] File Services
l: Hyper-Y
A Mame c
Walidity Period | Print and Docurment Services
Certificate Datab l: Remote Deskiop Services
SrUMEALE Hatanase |+ web Server (I15)
Web Server (115) "] windows Deployment Services
el Sarines [] windows Server Update Services
Confirmation
Progress
Results

More about server roles

< Previous | et = I Imstall Cancel
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Check Network Policy Server. Click Next. Click Next. Click Next again.

Add Roles Wizard E

Select Role Services

Before ‘ou Begin Select the rale services to install Far Mebwark Policy and Access Services:

Server Roles Raole services: Descripkion:

Metwork Policy Server (MPS) allows
wou ko create and enforce
organization-wide network, access

Metwork Policy and Access Services

= [] Routing and Remate Access Services

g [] Remate Access Service policies For client health, connection
[[] Rrouting request authentication, and
Role Services |: Health Registration Authaority cnn':ectic-n request Tuthdorizlation.
. - With MPS, vou can also deploy
Setup Type "] Host Credential Authorization Prokocol Network Access Prokaction (NAF), 3
client health palicy creation,
Ealloe enforcement, and remediation
Private Key technalogy.
Cryptography
CA Mame

Walidity Period
Certificate Database
‘Web Server (11S)
Rale Services
Confirmation

Progress

Results
More about role services

< Previous | Mezxk = I Inistall Cancel
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Add Roles Wizard

Select Role Services

Before You Begin Select the role services ta install for Active Directory Certificate Services:
Server Roles Role services: Drescription:
Metwark Policy and Access Services [¥] Certification Autharity Certification Autharity (CA) is used bo
o : issue and manage certificates,
Role Services [ Certification authority Web Enraliment Multiple CAs can be linked to Form a
e [ crline Responder public key infrastructure.

[] Metwark Device Enrollment Service
[] certificate Enrallment Wweb Service
[] certificate Enrollment Policy Web Service

Setup Tvpe
CA Type

Private Key
Cryptography
A Mame
‘alidity Period
Cettificate Database
WWeb Server (I13)
Rale Services
Confirmation

Progress

Resulks
More about role services

< Previous | Mext = I Iistall | Zancel |

Make sure Enterprise is selected. Click Next.
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Add Roles Wizard
3
EEI}' Specify Setup Type

Eefore You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of

certificates, Specify whether you wank to set up an Enterprise or Standalone CA.
Server Roles

Metwork Policy and Access Services FeTE e

Role Services Select this option if this CA is a member of a domain and can use Directory Service to issue and manage

ADCS certificates,

Role Services

" standalone
Select this option if this CA does not use Directory Service data ko issue or manage certificates. A
standalone CA can be a member of a domain,

CA Type
Privake Key
Cryptographey
CA Marne
‘Walidity Period
Certificate Database
‘web Server (115)
Rale Services
Canfirmation
Frogress

Results
IMore about the differences between enterprise and skandalone sety

< Previous | Mexk = | | Cancel |

Ensure Root CA is selected and Click Next.
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Add Roles Wizard

%E}' Specify CA Type

Before You Begin & combination of root and subordinate CAs can be configured to create a hierarchical public key infrastruckure
(PEI}. A rook CA& is a CA that issues its own self-signed certificate. & subordinate CA receives its certificate
Server Roles from another Ca, Specify whether vou want ko set up a rook or subordinate CA.

Metwork Policy and Access Services
i * Root CA
Role SENIRQle Services . i _ . L o § .
5 s Select this option if vou are installing the Firsk or only certification authority in a public key infrastructure,

Rale Services
" subordinates CA

Jetup Type Select this option if wour Co will obtain its CA certificate from another C higher in a public key
infrastructure,
Private Key
Crypkagraphy
CA Mame

Yalidity Period

Certificate Database
Web Server (I15)

Rale Services
Confirmation
Progress

Results
More abouk public ke infrastruckure (PKT

< Prewvious | Mext = | Cancel

Ensure Create a new private key is selected and click Next. Click Next again.
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Add Roles Wizard

g%} Set Up Private Key

Before You Beqgin To generate and issue certificates to clients, a Ca must have a private key, Specify whether wou want to

create a new private key or use an existing one,
Server Roles

Metwark Policy and Access Services ¢ Create anew private key

Role Services IUse this opkion if wou don't have a private key or wish to create a new private key to enhance security,
ou will be asked to select a cryptographic service provider and specify a key length For the private kev,
AD C5 To issue new certificates, wou must also select a hash algarithm,

Rale Services " Use existing private key

Setup Type IUse this opkion to ensure conkinuity with previously issued certificates when reinskaling a Ca.

ChA Type {+

Cryptography ~
CA Mame
Yalidity Period
Certificate Database
web Server (1IS)
Role Services
Confirrnation
Frogress

Resulks
Maore about public and private kevs

< Previous | Mext = | Zancel

7 | Set the common name to something such as “demo-CA” and click Next. Click Next three

more times through the next screens.
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Add Roles wizard

g E}}v Configure CA Name

Before You Beqgin Tvpe in a cammon name to identify this CA, This name is added to all certificates issued by the Ca,

Distinguished name suffix values are automatically generated but can be modified.
Server Roles

Metwork Policy and Access Services e mem ey s 8

Role Services Idemo—CA
AD C5

Distinguished name suffix:

Role Services DiC=demo, DC=local

Setup Type

Ch Type

Private Key Preview of distinguished name:
Ch=demo-CA, DC=demo,DC=local

Cryptography

Walidity Period

Certificate Database
Web Server (11S)

Raole Services
Confirmation
Progress

Resulks
Mare about configuring 4 Cé name

< Previous | Mext = | Cancel

Check ASP.NET. When the pop up window appears, click Add Required Role Services. Click

Next.
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Add Roles Wizard

Select Role Services

Befare You Begin Select the role services toinstall for Web Server (IIS):

Server Roles Role services:

Description:
Network Policy and Access Services ieb Server provides suppart For
& [0 web Server 21 ATML Web sites and optional suppork
Rale Services El (@ Common HTTP Features for ASP.MET, ASP, and Web server
AD €S [/] static Content extensions. ¥ou can use the Web
[¥] Defaul: Document Server to host an inkernal or external
Role Services [¥] Cirectory Browsing ‘web site or to provide an environment
[¥] HTTP Errors for developers to create Web-based
Setup Type T applications.
[] HTTP Redirection
A Tyt ] ‘webDay Publishing

Private Key =20 Aiilication Developrient |
Cryprography L] asp.nET

1 MET Futarcihilib
CA Mame Add Roles Wizard

Walidity Period

Add role services required for ASP.NET?

Certificate Database | Wy—
Web Server (115) ~  You cannot inztall ASP.ME T unless the required rale services are also installed.
Fuole Services: Dezcription:
=1 Web Server [I15] Web Server [II5] provides a reliable,

Confirmation B “Web Server manageable, and scalable Web application

- infrastiucture,
Frogress = Application Developrent

154P! Filkers
Resulks

|154P Extenzions
NET Estensibility

Add Required Role Services ” Cancel |

. . i ired?
i save this information i) Why are these role services reguired? 7

Click Install. After the installation finishes, click Close.
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add Roles Wizard E3

3 1Ef
E Confirm Installation Selections

EBefore You Begin . . . )
To install the Following roles, role services, or Features, click Install,

Server Roles

) ) ' 1 warning, 2 infarmational messages below
Metwork Policy and Access Services

Role Services [ | ! This server might need ko be restarted after the installation completes, =
ADCS +| Network Policy and Access Services
Role Services MNetwork Policy Server
Setup Type ~| Active Directory Certificate Services
CA Type Certification Authority
Private K v, The name and domain settings of this computer cannot be changed after Certification duthority
rivate ey has been installed.
Cryptography Ch Type @ Enterprise Roaok o
4 Name 3P RSa#Microsoft Software Key Storage Provider
Hash &lgorithm : SHaL
walidity Period Key Length : 2043
Certificate Database Allow 5P Interaction : Disabled
Certificate Walidity Period : 10/16§2017 10:56 PM
‘Web 5 115
i Zerey (1) Distinguished narme CM=dema-Ca, DiC=dema, DC=local
Role Services Certificate Database Location CiWindows)system32) CertLog
EamffimEian Certificate Database Log Location ;. CWindows!system32i CertLog
Progress +| Web Server (II15) j
Results Prink, e-rail, or sawe Hhis information

< Previous Text = | Install I Cancel

2.2.6 Configure DNS

This will setup the DNS service to resolve any names in the “.local” hierarchy and forward any unknown
queries to other public DNS servers. This will allow use of DNS names within the lab configuration and
allow the certificate hierarchy to function with minimal extra configuration, while still allowing Internet
access using name resolution from public DNS servers via the forwarding service of the Windows Server.

For the demo environment to work properly and clients or servers in the lab that are part of the demo,
should be assigned to use this Windows Server as the DNS server. For example, if this server has an IP
address of 192.168.0.115, then a DHCP server would need to be configured with the option for DNS
servers set to “192.168.0.115” when assigning IP addresses to clients. Likewise any other servers should
also be configured to use this server for DNS.

1 | Click on the Server Manager icon in the task bar, or alternatively, click Start, type

“servermanager.msc” and press Enter.

[6)]
w
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Expand Roles > DNS Server - DNS. Right click on the name of the server and choose
Configure a DNS Server. Click Next.

a Server Manager

File  Action ‘View Help

&= [ 2EE k= H=E§ 8

__ﬁ!_}l Server Manager (WwIN-43GYEKKESYE T R Tt o 4 oL o]

= f} * Roles
. ) " [arme
Active Directory Certificate
Global Logs
= Active Directory Domain Se | =
B % DMS Server - Forward Lookup Zones
= @ OIS _| Reverse Lookup Zones
= | Conditional Forwarders
+ |§]| Global Log
| Forwmardlo  Create Default Application Direckary Partitions. ..
| Reverselo Mew Zone.,..
| Conditional

i Metwark Palicy and Acc
W35 Web Server (II5)
ﬁ:j Features
_j Diagriostics
=] Eﬂ’l_!; Configuration
(1) Task Scheduler
ﬁ' Windows Firesall with £
L) Services
&5 WM Cantral
=5 Starage

Set AgingfScavenging for All Zomes. ..
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslookup

all Tasks

View

Refresh
Export List...

Properties

Help
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]|

Configure a DNS Server Wizard

Welcome to the Configure a DNS
Server Wizard

This wizard helps wou configure a DMNS server by creating
fForward and reverse lookup zones and by specifying rook
hints and forwarders,

A

Tao cankinue, click Mext,

< Back Mexk = Cancel |

Choose Create a forward lookup zone and click Next.
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Configure a DNS Server Wizard |

%elect Configuration Action I_;
%ou can choose the lookup zone bypes that are appropriate to your network,
size, Advanced administrators can configure roat hinks,

o

L~

Select the action vou would like this wizard to perform;

¥ Create a Forward lookup zone (recommended Far small netwarks)

Thisserrersanthoritatvefor- e b S ames o oratresoarees it Forwards all
other queries ko an ISP or other DNS servers, The wizard will configure the rook
hints but not create a reverse lookup zone.

" Create forward and reverse lookup zones (recommended for large networks)

This server can be authoritative for Forward and reverse lookup zones. It can be
configured to perform recursive resolution, Forward queries to other DM servers,
ar both, The wizard will configure the root hints.,

" Configure root hints only {recommended for advanced users only’

The wizard will configure the root hints only, You can later configure Forward and
rexverse lookup 2ones and forwarders,

< Back I Mexk = I Cancel |

Choose This server maintains the zone and click Next.
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Configure a DNS Server Wizard |

=

Primary Server Location '_3
You can choose where the DMS data is mainkained For wour nebwork resources, !

Which DRSS server maintains your primary Forward lookup zone?

%' This server maintains the zone 1
The wizard will Relp ou create a primary Forward lookup zone.

" An ISP maintains the zone, and a read-only secondary copy resides on this server
The wizard will help vou create a secondary Forward lookup zone.

< Back I Mexk = I Cancel

Type “local” as the zone name. If you used a different DNS name for your Active Directory

domain name, then enter that name instead. Click Next.
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New Zone Wizard |

Zone Mame I_; ‘
What is the name of the new zone? !
-

The zone name specifies the portion of the DMS namespace for which this server is
authoritative, It might be wour arganization's domain name (for example, microsoft,com)
or a portion of the domain name (for example, newzone.microsoft,com), The zone name is
not the name of the DS server,

Lone name:

|

< Back Mexk = Cancel |

ﬂ Click Next.
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New Zone Wizard

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

A

Dwvnamic updates enable DMS dient computers to register and dynamically update their
resource records with a DM server whenever changes ocour,

Select the byvpe of dvnamic updates you want ko allaw:

{* Allow only secure dynamic updates (recormmended For Ackive Direckary)
This opkian is available anly For Ackive Direckory-integrated zones.

" Allow both nonsecure and secure dynamic updates
[rynamic updakes of resource records are accepted From any client,
This option is a significant security vulnerability because updates can be
accepted From untrusted sources,

(" Do nok allows dynaric updates
[rymarnic updates of resource recards are nok accepked by this 2ane, You musk update
these records manually.

< Back Mexk = Cancel

Choose Yes, it should forward queries to DNS servers with the following IP addresses. Click

in the box to add your ISP’s DNS server address. Shown below are Open DNS server
addresses. When finished adding servers, click Next. Then click Finish.
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Configure a DNS Server Wizard |

Forwarders ;‘
Forwarders are DNS servers to which this server sends queries that it cannot
ansWer, b

Should this CMS server Forward queries?

¥ vyes, it should Farward queries ko DS servers with the Fallawing IP addresses:

IP Address | Server FODN I Walidated | belete |
< Click here to ...
'ﬂ'EDS.ﬁ?.EEE.EEE <Unable to resol...  OK U |
'6'208.6?.220.220 <Unable to resal..,  OK
o |

™ Mo, it should nok Foreard queties

If this server is not configured to use forwarders, it can skill resolve names using
ook Namme servers,

Configure a DNS Server Wizard |

Completing the Configure a DNS
Server Wizard

¥ou have successfully completed the Configure a DMNS Server
Wizard. When wou click Finish, the Following settings will be

(
a

- saved,
__F'"
| Settings:
DMS server bo configure: WIN-43GVEKKSYA] ;I

Forward lookup zone to create; local
IP address of Forwarder:
208,67, 222,222208,67,.220,220

[~

Configure the hosts that will use this DNS server to point ko
this DMS server For name resolution, and then verify name
resolukion using nslookup, IF wou added a new primary zone,
add resource records to it for the hosts whose names need
ko be resolved by this DMS server,

To close this wizard, click Finish.,

< Back. I Firish Cancel
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2.2.7 Configure Windows Server Password Policy

You may want to edit the password policy for this demo server to eliminate complexity and expiration
limits on passwords. This will make it simpler when creating test accounts in Active Directory. This is not a
required step.

Note: Making changes to the group policy may take a few minutes to take effect because of Active Directory
synchronization. If the password policy does not appear to have taken effect after steps 1-2 are performed,
then follow step 3.

1 | Click Start, type gpmc.msc and press Enter. Expand the Forest: <domain name> = Domains

= <domain name>, then right-click on Default Domain Policy and select Edit.

gGroup Policy Management !E

= Fle Action Wiew SWindow  Help —| A J
&= | 25X clHME

= Group Policy Management
| ;\.lh Forest: demo.local
SR E?Dmains
=l 53 demo.Jocal

Default Domain PO'ICV
Scope | Details  Setings |Delegati0n |

il | Def ault Domain Policy

| Default Domain Policy =

+ (2 Damain Contrallers Edit. ..

4 | °} Group Policy Objects Enforced

¥ -y W Filkers w Link Enabled

#| | 5] Starter GRCs Save Repark. ..

+ | [ Sites
sb% Group Policy Modeling
) Group Policy Resulks

iew

Delete
Rename
Refresh

Help

Iews \Window From Here

0/16/2012 10:28:27 PM
ration [Enabled)

ngs
tings

olicies/Password Policy

& pazzword hiztory
m pazsword age
ri pazsword age

Minimum pazsword length
Password must meet complaity
reguirements

Stare passwords using reversible
encyption

Setting

24 pazzwords remembered
42 days

1 days

7 characters

Enabled

Enabled

Account Policies/Account Lockout Policy

Policy

Lumk Lol sk b L]

Setting
it alicd leaoun, atbarant

Cpen the GPO editor

Expand Computer Configuration = Policies 2 Windows Settings = Security Settings >

Account Polices, and then click on Password Policy. Change each parameter on the right

side to your preferences, by double-clicking each item and changing the values. Note that
unchecking Define this policy setting may not actually change the enforced value. You
should explicitly set each parameter.
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. Group Policy Management Editor
File  Action Wiew Help

e | HEX = | HE

=1 E3

Default Domain Policy [WIN-43GYEKKSYE « |
=] i Computer Configuration
=1 | Policies
+ || Software Settings
= || Windows Settings
+ || Name Resolution Policy
== Scripts (Startup/Shutdow
= =3 Security Settings
= Account Policies

T |__|"|

5 Account Locl
- kerberos Palicy
Local Palicies

- Ewentlog

1 Restricted Groups

o System Services

o Registry

i) File System

=0 wwired Metwork (IEEE
| Wiindows Firevall itk
j etwork, List Manage:
if Wireless Netwark (IEI
| Public Key Palicies -
| Software Restriction

| Metwork Access Prote

| Application Control P
_\% 1P Security Policies or

| Advanced Audit Pﬁﬂ
e - \

Rl [F [ [}

-
FEFEMEEMEFE A FEEFEFEEFRMRE

Palicy

Palicy Setting

Enforce passward hiskary

Mazximum passward age

Minimum password age

Minimum password length

Password musk meet complexity requirements

Stare passwords using reversible encryption

24 passwards remembered
42 davs

1 davs

7 characters

Enabled

Enabled

After each parameter is unset, close the Editor window and close the Group Policy
Management window. Click Start and type “gpupdate /force” and press Enter.
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2.2.8 Configure User Accounts in Active Directory

You will need to add a few user accounts and groups for testing onboarding and certificate generation.
The group will be used for checking permission to onboard. In a future step, you will configure the
enrollment server which has a default regex that matches the group string “BYOD APP*". The group
name below is deliberately chosen to match this regex, so that users that are group members will be
allowed to continue to the onboarding a BYOD step. You should configure a user that is a member of this
group as well as a user that is not a member in order to demonstrate users that are denied permission to
onboard as well as users that are permitted.

Note: Step 7 below shows adding the user to the “Print Operators” group. This is to avoid an issue that

@ arises in lab environments that does not typically occur in a customer deployment. The Secure Access
Microsoft Certificate Integration Module requires a local login privilege on the IIS server it is installed on.
Domain users have this permission by default on most non-Domain Controllers. But in the lab, all services
are running on the same virtual server, including both Domain Controller and IIS. By default, Domain
Controllers have modified server permissions that restrict local login privileges to Domain users. The easiest
way to resolve this without granting Administrator privileges to users is to make them a member of the Print
Operators group. By doing so, this will avoid the issue where employees cannot get a certificate when
onboarding their BYOD.

This step of adding the users to the Print Operators group is not necessary when the IIS server that is
hosting the Integration Module is not on a server that is also a Domain Controller.

From Server Manager, expand Roles = Active Directory Domain Services = Active Directory

Users and Computers = <domain_name>, and then right click on Users and select New =
User.
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E:Efzrver Manager

File  Action Wiew Help
# | =x A= - . —
&= im0 XE o= HIE
__:l& Eerver Manager (WIK-43GYEKESYET) Users 15 objects [Filker Activated]
= Z¢* Roles m T e
T Active Direckory Certificate Services Iame bz Estrp
= %, Administratar  User Builk-in .
£ amputers [ WIN-4 ﬂnllnwed ROD.., Secority Group ... Membet
I_El- j",:_-j] derna. lacal :ﬁJCert Publishers  Security Group ... Membet
| Builkin ¥2 Denied ROD...  Security Group ... Memnbet
| Computers :{{Dns.ﬁ.dmins Security Group ... DS Ad
2 | Darnain Conkrallers Elr_tDnsLlpdatePr... Security Group ... DNS clie
| ForeignSecurityPrincipals ﬂ,DDmain Admins  Security Group ... Designe
| Managed Service Accounks ‘;ﬂ,Dnmain Com... Security Group ... Al work
a || :‘E,Dcnmain Cont...  Security Group ... Al dom:
[z Active Directe™ Delegate Contral... 364 | B2 Domain Guests  Security Group ... All dom
7 D3 Server_ Find... 82 Domain Users  Security Group ... A&l domd
3 Nebwork Palicy an e - Security Group ... Designz
= web server (115) A d  Computer
— m Security Group ... Membet
= 4 Features all Tasks » Conkack _
¢ roup Palicy Man: . Group Security Group ... Membet
o Wiga ¥ ser Built-in .
#m Diagnostics InetorgPerson . - <
= fﬂ’l_!; Configuration Refresh msImaging-PSPs ecur! i aroup ervzrs
{5) Task scheduler Expart List... MSMQ Quels Alias Secur!ty Group ... ME”_-' o
ﬁ. wWindaows Firewal A Securiby Group .., Designe
I Services Properties
-
iy WMI Control Help TRl
=5 Storage

Type “employee” or some other name. Click Next.
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New Object - User |

J ) Create ine  demo.lacal/llsers
Firzt name; Initials: I
Last name:
Full name: employee

I1zer logon name:;

employee I @dermo.local j

Izer logon name [prewindows 2000]:
DEMOY Iempll:uyee

¢ Back i = i Canicel

3 | Set the password. Uncheck User must change password at next login, check User cannot

change password, and Password never expires. Click Next. Then click Finish.
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New Object - User |

J Create ine  demo.lacal/llsers
Wi
Paszward: I-uuuu
Confirm paszword: I-- TTIIIT)

[ Uszer must change pazsword at nest logon

¥ Uszer cannat change passwaord

v Password newver expires

[ Accourt iz dizabled

¢ Back I M et > II Canicel |

Mew Object - User |

J Create i demo.local/Users

Wik

YWwhen vou click Finigh, the following object will be created:

Full name: employes "‘I
IJzer logon name: employee@dena. local

The uzer cannaot change the password.
The pazawaord never expires.

[

Caricel |
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From Server Manager, expand Roles = Active Directory Domain Services = Active Directory
Users and Computers = <domain_name>, and then right click on Users and select New -

E_.=5erver Manager

File  Action Wiew Help

&= | A= i

B Server Manager (WIN-43GVEKKSYET) Active Directory Sites and Services [ WIN-

= Z¢* Roles m T e
";j Active Directory Certificate Services arm.a j;.-'pe - =0
= "_E_ Ackive Direckory Domain Services | Sites Sites Container

= _. Active Directory Users and Computers [ WIN-4
= 3 demo.local
| Builkin
| Computers
2 | Domain Controllers

| ForeignSecurityvPrincipals

F F FE

Managed Service Accounts
fe Active Directc. Delegate Contral, . 3G,
% DMS Server Find...

G Metwork Policy an

W web Server (I15) Computer
El i Features All Tasks ¥ Contact
(& Group Palicy Man: Refresh |
#m Diagnostics InetorgPerson
j’j}; Configuration Properties msImaging-PSPs
o Storage MM Queue Alias
Help .
Primker
User
Shared Folder

Type “BYOD APPROVED?” for the group name and click OK.
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New Object - Group |

J,J Create in:  dema.localfUsers

(Gt QD Mare:
BYOD AFPROVED|

Group name (pre-YWindows 20007;
BY QD APPROYVED

aFuUp SCOpeE Group byvpe

£ Domain local ' Security
% Global " Diskribution
™ Universal

Ik I Cancel

From Server Manager, expand Roles = Active Directory Domain Services = Active Directory

Users and Computers = <domain_name>, and then click on Users. In the right hand window
double-click “employee” (or the username configured previously).
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E= Server Manager

File  Action  Yiew Help

&= 7Els0XE = |HE

:?5 Server Manager (wIh-43EYEkKKIYET)
= j—, Rales
F active Directory Certificate Services
[l & Adtive Directory Domain Services
= : Active Directory Users and Computers [ WIN-4

= 3 demo.local

Marme Tvpe

Description

_J_, Administrator  User

t’;:ﬁllowed ROD... Security Group ...
QJBVOD APPRO... Security Group ...

Euilk-in account For admini. .
Members in this groop can. ..

1 Builkin Q,Cert Publishers  Security Group ... Members of this group are...
| Computers 52, Denied ROD...  Security Group ... Members in this group can. ..
2| Dormain Contrallers 82, Dnsédrins Security Groop ... DN Adminiskrators Grogp

| ForeignSecurityPrincipals QJDnsUpdatePr... Security Group ...
| Managed Service Accounts

| Users

DNS clients who are permi. ..
Designated adminiskrators. ..
All workstations and serve..,
All domain contrallers in th...
Al domain guests

All domain users

+ F & B E

E;'?_JDomain Admins  Security Group ..
ﬂ,Domain Carm,..  Security Group ..

[ Active Directory Sites and Services [ WIN-43GY t’}?JDomain Cont... Security Group ...
@ 4

o DS Server
...“ Metwiork Palicy and Access Services
W5 web Server (115)

Bl & Features s
;“—:. Garoup Policy Management P

E;'?_JDomain Guests  Security Group ...
82 Domain Users Security Group ..

SEr

Enterprise A...  Security Group ... Designated administrators,

2 Diaanostics 2 Enterprise ...  Security Group ... Members of this group are...
j,j?;!_ Cur?ﬁguration t’;:JGroup Policy ... Security Group ... Members in this group can...
3 !. Guesk User Built-in accounk For guest ...

= Shorage
= 82 Ras and 185 ... Security Group ...

t’?_ﬂead—only D... Security Groop ...
ﬂ,Schema Bdmins  Security Group ...

Servers in this group can ...
Members of this group are...
Designated adminiskrakors., ..

Click on the Member Of tab and click Add. Type “BYOD APPROVED” and “Print Operators”

and then click Check Names. Click OK when finished, and then click OK again.

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES 69



employee Properties ﬂ E |

Diial-in | E revironment | Sezsiong I Femote control
Remote Dezktop Services Profile I Perzonal Virtual Dezktop | Coe+
General I .ﬁ.ddressl Account I Frofile | Telephones | Organization | Member OF

[

tdember of:
M arme &ctive Directory Domain Services Folder |

Domain Users demo. local/Users

Add... | Remove |

Prirnary graup: Domain Ugers

There iz no need o change Primany group unless
wou have Macintozh chentz ar POS [-compliant
applications.

Set Brimary Group |

0k, I Cancel | Apply | Help |

Select Groups EH

Select thiz object tupe:

IErnups or Built-in security principals Object Topes...

Fram thig location;

Idemn:n. lozal Locations. ..

Enter the object names to zelect [examples]:
I BYOD APPROVED ; Print Operators| | Check Mames

014

Advanced... | Cancel
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2 x|

Diiaki | E rivironment | Sessions ] Remate contral ]
Remate Desktop Services Profle | PersonalVitual Desktop | COM+ |
General ] Addrezs ] Account ] Frofile | Telephones | Organization  Member OF
M ember of:
b ame Achive Ditectan Damain Services Folder
Bv0D APPROVED demo.local/Users
Diornain Users demo. local/Users
Print Operataors dema. local/Builtin
Add... | Remove |
Prirnary graup: Damain Users
There iz no need o change Primany group unless
wou have Macintozh chentz ar POS [-compliant
applications.
] 4 Cancel

Create a second demo employee account, but this time DO NOT add it to the group “BYOD

APPROVED”. Make sure to also add it to the Print Operators group.

2.2.9 Configure Network Policy Server

From Server Manager, expand Roles = Network Policy and Access Services, and then click

on NPS (local). In the right-hand window pane, select RADIUS server for 802.1X Wireless or
Wired Connections. Then click on Configure 802.1X.

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES



Ez Server Manager == E3

Fle Action “ew Help

=] 5 Rales "
= T Active Directory Certificate [T T B 1AL

= % Erterprise PKI ) o . Impart Configuration
_;-“J dema-Ca (W0.0) ‘ E Metwork Policy Server [MPS) allows pou to create and enforce organization-wide network access

E Certiicate Templates (s " policies for client health, connection request authentication, and connection request autharization. Expart Configuration
E gl demo-Ca Start NP5 Service
| Rewvoked Certificate .
7| Issued Certificates Standard Configuration o Stop HPS Service
| Pending Requests Register server in Active Directory
Failed Requests Select a configuration scenario from the list and then click the link below to open the scenario wizard
| Certificate Templat Properties

‘g: Active Directory Domain Se
5, DMS Server

B bt Policy nd Access RADIUS server for B02.1X Wireless or Wired Connections ﬂ e
When you configure NPS as a RADIUS server for 802,13 connections, you create network policies that allow
=R liente anc NP5 to authenticate and authorize connections from wireless access points and authenticating switches (also

7| RADIUS Clients called RaDIUS clients)

3| Remote RADIL:

= = Policies

| Connection Rec Canfiguie E02.1% B Leanmore
| Metwork Policie:

~| Health Policies
£l %, Network Access Pro
= System Health '
j’j Remediation Se
B accounting
* Templates Manager
i?_il Web Server (II5)
& Features
#m Diagnostics
=] jj’j Configuration
(%) Task Scheduler
ﬁ ‘Windows Firewall with Adve
{1{ Services
5 WMI Contral
=5 Storage

Wi 4

Advanced Configuration bt

Templates Configuration -

2 | Choose Secure Wireless Connections, optionally name the policy, and click Next.
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Configure 802.1%

l Select 802.1X Connections Type

- .

Type of 807 1% connections:

¥ Secure Wireless Connections

; i # access pointz on your network, MPS can authenticate and authorize
cohnection requests made by wireless clients connecting through the access points.

(" Secure ‘Wired [Ethemet] Connections

“When pau deplop 80215 authenticating zwitches on your netwark, MPS zan authenticate and authorize
cohnection requests made by Ethernet clients connecting through the switches,

Mame:

Thiz default text iz uzed az part of the name for each of the policies created with thiz wizard. vou can uze the
default test or modify it .

Secure Wirgless Connections

R | | Canicel |

Click Add to add a RADIUS Client.
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Configure 802.1X

l Specify 802.1X Switches

Please specify 802, 1% switches or Wireless Access Points (RADIUS Clients)

= Tl

RADIUS clentz are nebwork. access serverz, such az authenticating switchez and wirelesz accesz point.
RADIUS clientz are not clent computers.

To zpecity a BADIUS client, click Add.

RADIUS chents:

Add...

Previous M ext Cancel

Type the Name, IP address of your RFS, type the shared secret as “secret”. Click OK. Then

click Next.
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New RADIUS Client |
Settingz |
[T | Select an existing template;
| [z

—Mame and Address
Friendly name:
|RFS4000

Address [IF ar DMST:

I'I 92.168.0.105 Yerify... |

— Shared Secret
Select an exizting Shared Secretz template:;

IN-:une j

To manually type a zhared zecret, click Manual. To automatically generate a shared
zecret, chck Generate. 'ou must configure the RADIUS chent with the zame shared
gecret entered here. Shared secrets are cage-zengitive.

& tanual " Generate

Shared secret:

Confirm shared zecret;

s I Cancel

Select Microsoft: Smart Card or Certificate and click Configure. Note the name of the

certificate assigned to the computer. Click OK and then click Next.
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Configure 802.1X |
I Configure an Authentication Method
]

—

Select the EAP type faor thiz policy.

Type [bazed on method of access and network configuration]:

|| Microsoft; Smart Card or ather certificate j Configure. . i I

Smart Card or other Certificate Properties |

Thiz zerver identifies itzelf to callers before the connection iz completed. Select
the certificate that pau want it to use az proaf of identity.

Certifizate izsued to:

Friendly namme:
|zzLEr: dermao-Ca,

Expiration date:; 104642013 101 216 P

Cancel |

Previous || M ext i Firzh | Cancel |

ﬂ Click Next. Then click Next again. Click Finish.
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Configure 802.1% |

l Specify User Groups

Users that are members of the selected group or groups will be allowed or denied access
based on the network policy Access Permission sekking,

— |

To zelect Uzer Groups, chck Add. If no groups are zelected, thiz policy applies to all users.

Groups | Add...

Hemowve

d

Previous | M ext Firzh Cancel

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES 77



Configure 802.1X

l Configure Traffic Controls
]

Use wirtual LAMs (YLAMNs) and access control lisks (ACLs) to control nebwork kraffic,
—

[f pour BADIUS clients [authenticating switches or wireless access points] support the azzignment of traffic
controls uging BADILUS tunnel attibutes, you can configure thesze attibutes here. |f pou configure thesze attibutes,
MPS instructz BADILS clients to apply these zettings for connection requests that are authenticated and
authorized.

IF pou do not uze traffic controlzs or you want to configure them later, click Mest.

Traffic control configuration
T o configure kraffic contral attibutes, click Configure.

Previous ||— M et izt Cancel
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Configure 802.1% |

Completing New IEEE 802.1X Secure Wired and
' Wireless Connections and RADIUS clients

—

“'ou have successfully created the following policies and configured the following RADILS clients.

+ To view the configuration detailz in wour default browser, click Configuration Details.
+ Tao change the configuration, click Prewvious.
+ To zave the configuration and cloge thiz wizard, click Finizh.

RADIUS chents:
RFS4000 [192.168.0.1085]

Connection Request Policy:
Secure Wirelezs Connections

Metwork Policies:
Secure Wirelezs Connections

Configuration Detailz

Previous i = Finizh Cancel

2.2.10 Export Root CA Certificates

You will need to export the root CA from the Microsoft server so it can be imported to the Admin Console.
There will be two certificates on the server. The first will be the root CA certificate, and the other will be a
certificate issued to the local server. This certificate is used by other server services, such as NPS
(RADIUS) and 1IS. You will export both certificates for use with the Admin Console in a later step.

Note: The root CA certificate will be installed on clients as a trusted root certificate so that they don't

@ generate security warnings about untrusted servers. The NPS (RADIUS) certificate will be installed on
clients and selected as the expected RADIUS server certificate, which allows clients to authenticate the
server in order to thwart possible honeypot networks pretending to be the corporate SSID.
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Click Start, type mmc and press Enter to launch the Microsoft Management Console. Click
File & Add/Remove Snap-in. Choose Certificates. Click Add. Choose Computer account.

Click Next.

Add or Remove Snap-ins E3

‘ou can select snap-ins For this cansole fram those available on ywour computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Wendor - | Consale Root Edit Extensions. .. |

g, Active Directory Do, Microsoft Cor...
[k Active Directory Sike...  Microsoft Cor, . |
; Active Directory Use.,. Microsoft Cor.,,.
Activel Control Microsoft Cor... |
2 ADs1 Edit Micrasoft Cor...,
ﬁa.ﬂ\uthorization Manager Microsoft Cor... |
] Certficate Templates  Microsaft Cor..,
[Certificates Microsoft Cor...
TRICertiication Autharity  Microsoft Cor,.,
By Camponent Services Microsoft Car. .
'_'L‘;Ccnmputer Managem... Microsoft Cor...

..J:‘,,IDevice Manager Microsoft Cor...
=5 Disk Management Microsoft and... g 4
i, OMS Micrasoft Car... ﬂ Advanced. .
Descripkion:

The Certificates snap-in allows you to browse the contents of the certificate stores For yourself, a service, or a computer.

(4 Cancel

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES



Certificates snap-in | x|

Thiz gnap-in will alwaps manage certificates for:
"y uzer account

™ Service account

¥ Computer account

< Back et » I Cancel |

Click Finish and then click OK.

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES 81



select Computer

Select the computer pau want thiz snap-in ko manage.

Thiz =nap-in will always manage;

| ocal computer: [the computer this conzale is unning on)

" Anather computer; ]

[ Allow the zelected computer bo be changed when launching from the command line. This
only applies if you zave the conzole.

< Back Finizh Cancel

Expand Certificates = Personal and click on Certificates. In the right-hand window pane,

double click the server certificate you noted from the NPS configuration section. This is the
certificate assigned to the NPS (RADIUS) server.
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= Consolel - [Console Root' Certificates {Local Computer),Personal’,Certificates]

4|

FHHEEHEEHBMBBK

| Unkrusted Certificates
| Third-Party Rook Certification AL
| Trusted People
| Remate Deskkop
| Certificate Enrallment Requests
| Smart Card Trusted Roots

| Trusted Devices

| Certificates
Trusked Rook Certification Authc

| Enterprise Trust
~ Inkermediate Certification dutho
| Trusted Publishers

2l

Mare Actions

&4 File  Action  Wiew Faworites  Window  Help | =]
&= [ 2F 4 wXRE = BI=
| Consale Rook Issued To = | Issued B | Actions
= H Certificates (Local Computer) T ] demo-Ca, demao-Ch
= ] Personal
More Actions »

|Personal store contains 2 certificates.

Click the Details tab and click Copy to File.
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Certificate |

‘General| Details | Certification F‘athl

Show:
Field | Yalue -
: Wersion W3
: Serial number 61 caecel 000000 00 00 02
: Signature algorithm shalRs5A |-
: Signature hash algorithm shal
: Issugr demo-C#a, demo, local
: Walid From Tuesday, Ochober 16, 2012 1.,
: Walid ko Wednesday, Ockober 16, 201, .,
; Subject WIN-43GYERKSYE], demo. local j

Edit Propetties. .. Copy ko File. . |

Learn mare about certificate details
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Certificate Export Wizard

Welcome to the Certificate Export

Wizard
L This wizard helps wou copy certificates, cerkificate trust
L= e j lists and certificate revocation lists From a certificate
o fiy store bo wour disk,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains infarmation
used to protect data or ko establish secure network
connections. & certificate store is the system area where
certificates are kept,

To conkinue, click Mext,

= Back I Mext = Cancel
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Certificate Export Wizard |

Export Private Key
¥ou can choose ko export the private key with the certificate,

Private keys are password protected, IF wou wank ko export the private key with the
certificate, wou must bype a password on a later page.

Do wou want to export the private kew with the certificate?
£ Yes, export the private key

¥ Mo, do not export the private key

Mote: The associated private key is marked as not exportable, Only the certificate
can be exported,

Learn mare abouk exporking private kews

< Back. ! Mext = ! Cancel
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Certificate Export Wizard |

Export File Format
Certificates can be exported in a wariety of file formats,

Select the Format vou wank to use:

{* DER encoded binary %.509 {,CER)

" Base-64 encoded ¥.509 {.CER)
{~ Cryptographic Message Syntax Standard - PECS #7 Certificates {,P7E)

™| Include all certificates in the certification path i possitle

£ Personal Information Exchange - FRES #12 ( FEX)

I™ | Include all certificates in the certification path it passible
I™ | Delete the private kewif the export is successful
I™ | Export all extended properties

" Microsoft Setiglized Certificate Store (55T

Learn mare abouk cerkificate File Farmats

< Back. ! Mext = ! Cancel

Type a filename for the export certificate file and click Next. Click Finish
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Certificate Export Wizard |

File to Export
Specify the name of the file you want to export

File name:

radius| Browse. ., |

< Back. i Mext = i Cancel
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Certificate Export Wizard

Completing the Certificate Export

Wizard
o ‘fou have successfully completed the Certificate Expart
} ?1‘ i wizard.
- :'_J:i-;s;” ‘fou have specified the Following settings:
File Mame Ciilse
Export Keys Mo
Include all certificates in the certification path Mo
File Format CER En

* >

< Back. Finish Cancel

7 | Repeat this same process to export the root certificate, making sure to choose the other

certificate in the certificate store.

2.3 Admin Console Configuration

The next set of tasks will be performed on the Admin Console in the “cloud”. Go to
http://byod.motorolasolutions.com and login.

2.3.1 Import Microsoft CA Certificates

1 | Click Certificates, then click Upload Certificates. Click Browse and locate the certificate file

you previously exported. Click Upload.
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This is a utility page for viewing the certificate chain assaciate with the RADIUS server certificate.

Introduction U Certificates and Chs may be uploaded as individual files or as ZIP bundles. When using a public certificate
— authority, we recomrend uploading the ZIP bundle received from the CA. When uploading individual files, we
Certificates recomnmend beginning with the root CA and progressing toward the server certificate,

Define Networks

RADIUS Server Gertificates
Advanced
A e o

Manage Account

Support

Toatbhe wib

Upload Certificate

Certificate 8 CA Upload

Certificates may be uploaded as individual certificate files or as a ZIP bundle. Select the file to be uploaded and click 'Upload'.

File To Upload: e sersiadministratonroot cer Browse.. I

Repeat for the server certificate.

RADIUS Server Certificates

- e Al e o

Tos iy 440

WIN-43GY¥6KKSY¥6].demo.local

demo-CA

Upload Certificate

Identify the Windows Server name. Click Start, and right-click on Computer and select

Properties. Copy the Full computer name. Close the window.
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l Mokepad

N

—

Compukers

¥ Internet Information Services (1153
- Manager

+ Active Directory Users and

r Al Programs

*I Reque:

administratar
iner-based Au
Daocuments + Allow Do
Open

Mebwork, '&' Manage

el Map nebwark, drive. .
onkrol Par
Disconnect network, drive, .,

Devices an Show on Deskkop
Rename

Help and Support

Run...

Windows Security

I Search programs and Files

l[_]_ij Lag off hl

£ 7start %§| E

1L}

| 5 @)=
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System

- Control Panel  Swstem and Security = Swyskem

Control Panel Home ¥iew basic information about your computer

4 Device Manager Windows edition
Fi., Remote setkings Windows Server 2008 R2 Enterprise
8 Advanced system settings Copyright © 2009 Microsoft Corporation, &l rights reserved,
) Service Pack 1

Swstem
Processor; Intel{R) ¥eoniR) CPU ES645 @ 2, 40GHz 2,39 GHz
Installed memory (RAM: 4,00 GB
Swstem bype: fe-hit Operating System
Pen and Touch: Mo Pen or Touch Input is available For this Display

Carmputer nare, domain, and waorkgroup settings

Computer name: WIN-43GEVEKKSYE]

Full computer name: WIN-43aEvekkavel.demalocal

Camputer description:

Darnain dermo.local

‘Windows ackivation

'TE'\ You musk ackivake today, Activate Windows now

See also Product ID: 00486-109-0000007-84693  Change produck key

ackion Center

Windows Update

4 | Click Advanced = Msft CA. Click Edit. Fill in the CA Host Name, CA Name, and Search

Domain fields with the information from the Windows Server setup in previous sections.
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The Advanced tab allows some of the advanced configuration options of XpressConnect to be specified. These
e settings are mostly related to user prompts,
Introduction v

Values displayed in light grey are the default values. Tao reset a value to its default value, simply save it as
blank. These settings apply to all servers.

Certificates

Define Networks

Manage Account

Microsoft CA Integration
The following settings affect the ¥pressConnect Integration Madule for Microsoft Certificate Services.

CA Host Name:

(TP TORE SRS T pp—
CA Name: T T T N
Request Attributes:
Use Container-based Authentication:
Allow Domain Lookup

Domains To Search

Suppress Password Prompt

Microsoft CA Integration

The following settings affect the XpressConnect Integration Madule for Microsoft Certificate Services,

3 .
CA Host Name: LIWIN-43(3\.-'6KKS\.-'6J.demo.|oca| !

CA Name: Idemo—CA— I

Request Attributes:

ICertiﬁcateTemplate:User
Use Container-based Authentication: |1

Allow Domain Lookup Il

Domains To Search Pamerecal i

Suppress Password Prompt ID

2.3.2 Configure a Network

1 Select Define Networks and click Add Network.
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— 5
@ XoressConnect - Mozila Frcfor T I o =l

File i_Edit View History Bookmarks Tools Help

‘!_'XprESSConnect |T| . - L .
.(-. & hitp

(_<\¢\ (l(}udpg‘l’h Cloudpath Administrative Console | Motorola Solutions 11 Logout
N ETW'ORKS

pe.cloudpath.net/view_networks, phpipk=883 || ~ Google P fw O'

o~

The vizual and network configurations for the 'Deme Server’ server are listed below. The visual settings
control the visual presentation to the end-user. This server may contain one or more networks. Each

ML network contains a set of configurations which will be applied to the end-user's machine.

Py
= K L7 When multiple networks are defined, the user will be prompted to select their desired network. The
network's name and description should assist the user in selecting the appropriate target network.
Deploy Servers and networks may be cloned using the EE] icon. Networks that display the @ icon are disabled h
Advanced and will not be included in the configuration file.

Manage Account

e . . g
Support Server: Demo Server - K| Add server

Visual Settings

* Name: Demo Server
Purpose:  standalone Wizard
+| Application Logo:  The default file will be used. To upload a custom file,
+| Web Image: The default file will be used. To upload a custom file,
*| HTML Template: The default file will be used. To upload a custom file,
*| EULAFile:  The default file will be used. To upload a custom file,
+| Or EULA URL:
+| Default EULA State:  visible & checked, signaling acceptance.
+/ Support Desk Email:  seth.atkins@motorolasolutions.com

m

Show All

Networks

Snapshot: Wiew or Download

2 | Type a name for the network. Click Next.
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-
@ XpressConnect - Mozilla Firefox - _ LI—M

File Edit View History Bookmarks Tools Help

I ¥, ¥pressConnect |T| [ - -_.

(— B hitps:/fepe.cloudpath.net/add_profile.phpinetwork_pk=3833 c "" Google P °'
r_<\<\ (loudpafh Cloudpath Administrative Console | Motorola Solutions 11 Logout
N ETW'OREKS I

Step 1 of 12: Network Name
Introduction

Certificat Please provide a name and a description for this new network. The network name is typically something like "Sample
EFLIficates Corp Wireless Network” or "Sample University Student & Faculty Network".
Define Networks

If only one network exists, this information will not be displayed to the user.
Deploy

Advanced When multiple networks exist, this information assists the user in selecting the appropriate network. To see how it is
— displayed to the user, click here. In the 'Description’ field, it is helpful to mention who is expected to use the network
(employees vs guests). Also, it is helpful to mention the requirements for using the network, such as the need to
Support authenticate, accept terms & conditions, etc.

Manage Account

mn

Provide a name for this new network:

+| Network Name:

|demo-s=cure *

I Description:  [g.curz 551D for BvOD

ght 2012 Cloudpath N
this website signifi

Contact Us
ent to the EULA

3 “demo-secure” for the SSID. Click Next. Click Next again.
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~
@ XpressConnect - Mozilla Firefox '__—“——lﬂ@g

File Edit Wiew History Bookmarks Tools Help

JL XpressConnect | = | M - - . . - .

(- & https://xpe.cloudpath.net/add_profile.php?step=28udisplay= ey Google Pl & 0‘

K_<\<\ (loudpcﬁ'h Cloudpath Administrative Console | Moterola Solutions II Logout
N ET WO

R K S

Step 2 of 12: Connection Method
Introduction
c t A single network may support wired and/or wireless network connections. If the network is configured to support both, l

EFERRICatEs XpressConnect will configure the machine based on the active network connection.
Define Networks
Select the connection method(s) this network supports:

Deploy

Advanced
[7] wired connections

Manage Account 1f selected, XpressConnect will configure wired connections.

m

Support
Wireless Connections

If selected, XpressConnect will configure wireless connections.

The following fields are necessary for wireless connections:

SSID: | [Gemo secure *
Authentication: WBAZ -
Encryption: AES -
Protocol Preference: oy [Default) « * Applies to Windows Vists and greater

Is the SSID broadcast?  vec the 5SIDis broadcast. - * Mac OS X frequently experiences issues

with hidden S51Ds,

4 | Select TLS with Enrollment System. Click Next. Click Next again.

Step 4 of 12: Authentication Method
Select the type of authentication used on this network:

@ This network uses 802.1X.
If selected, XpressConnect will configure the user for access based on 802.1X.
The =election of an EAP type is necessary for 802.1X

Supplicant Preference: Mative » *¥F Mative includes SecureWz,

EAP Type: TLS with Enrcliment System -

This network uses a web-bhased login.

If selected, XpressConnect will assume that a web-based login mechanism is in place. By specifying the URL of
the login page below, XpressConnect will automatically open the browser to the login page once they are
migrated to the new network.

Login URL: -

T

This network does not use authentication.
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Step 5 of 8: Operating Systems

A network may support one or more operating systems. After the wizard is completed, a profile will be created for each
operating system selected below. If an operating system is excluded, support for it may be added later.

Select the operating systems that will be supported:

Wireless Operating System
v Windows XP
v Windows Vista, 7, & 8
Mac Tiger

Mac Leopard, Snow Leopard, Lion, Mountain Lion & i0OS
Ubuntu
Android

Choose Enable server certificate validation and check the CA you imported previously. Click
Next. Click Next again.

Step 6 of 8: Server Certificate Validation

Within 802.1X, server certificate validation is an important security feature. When enabled, the client will only authenticate to a server that provides
a certificate signed by the selected trusted certificate authority. If server certificate validation is disabled, the client will authenticate to any server.
Enabling server certificate validation is a security best practice.

Server certificate validation may be changed later using the "Define Networks" tab. If you need to upload multiple CA certificates, upload one here,
and upload the additional certificates on the "Define Networks" tab. If yvou are uncertain about the certificate configuration, contact
support@cloudpath.net and we can assist you.

If you choose not to enforce server certificate validation, we recommend adding the server CA certificate to the Mac Leopard & Snow Leopard

profile so that XpressConnect can mark the certificate trusted and avoid the user prompt to accept the certificate. This may be done on the Mac
Leopard & Snow Leopard tab by clicking Add Additional Application Settings.

Select the appropriate setting for server certificate validation:

Disable server certificate validation.
If zelected, the user will not validate the certificate provided by the authentication server.

@ Enable server certificate validation. 1
Tr Eelected, the U=er will valdate the certticate p ed by the authent
may upload it, and it will be installed for the user. If you use a public

My own CA certificate file: Browse_

-I Uploaded Certificate Authorities:

[¥] demo-CA [[#6 10 5e be 32 82 de de e2 85 4F 4b 57 b 96 cb 21 47 db 75)

motocloudpath-CLOUDPATH-CA (3¢ 82 0a e 3fee #0 84 b1 11 8c a1 «f 30 52 ¢8 80 c6 #3 18)

SethLab (84 2f71 1245 Ba bl Bd 6c f6 03 72 38 1d 18 7b 42 47 52 97)

tC

certificate, you

a custom Roo

t from the list o

lab-LAB-DC-CA (91 06 9¢ 6d 1c 74 91 eb &4 97 ab 0d fe 9¢ 21 cc Oc 6 42 1)

+| Standard Certificate Authorities:
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Step 7 of 8: Additional Options

Based on your answers so far, profiles will be created to handle the configurations vou have specified. The options below are settings which are
commonly used. You may add, delete, or modify these and other settings at any time on the "Define Networks" tab. If you would like to include any
of these =ettings at this time, select them below.

Do you want to add any of the following settings to the new profiles?

Windows XP
Enable Windows Auto Updates if not enabled.
Enable Windows Firewall if a firewall is not running.
Install Impulse SafeConnect NAC Agent « .
Enable Microsoft Network Access Protection (NAP) (XP SP2 Only)
Install WPAZ Hotfix If Necessary
Enable 'Automatically Detect' in IE LAN Settings
Windows Vista, 7, & 8
Enable Windows Auto Updates if not enabled.
Enable Windows Firewall if a firewzll is not running.
Install Impulse SafeConnect NAC Agent « .
Enable Microsoft Network Access Protection (NAP)
Enable 802.1X Single Sign-on
Disable Wireless Hosted Network (Win7 Only)
Enable "Automatically Detect' in IE LAN Settings

Mac Leopard, Snow Leopard, Lion, Mountain Lion & i0OS
Install Impulse SafeConnect NAC Agent - .
Enable Mac 05 ¥ Firewall if not running.

Ubuntu

Android

Back Mext

Click Done.

Step 8 of 8: Summary

¥pressConnect will now generate the network based on the information provided. Once generated, you may fine-tune the settings within the
network.

Profiles will be created based on the information below:

Operating Systems:  Windows ¥P, Windows Vista, 7, & 8, Mac Leopard, Snow Leopard, Lion, Mountain Lion & i05,
Ubuntu, Android
Connection Methods:  Only wireless. Wireless uses 'WPAZ2' using AES and 551D 'dema-secure'.

Authentication Methods:  302.1X using TLS via Enrollment System
Server Cert Validation:  Enabled with 1 predefined CA(s).
Additional Options: Mg additional opticns were selected.

If this information is correct, click 'Done’.

e

2.4 Configure the Enrollment Server Virtual Machine
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1 | InvSphere Client click File = Deploy OVF Template.

() 192.168.0.50 - vSphere Client - ] — | B S
File | Edit View Inventory Administration Plug-ins Help
flea ¥ htory b [ Inventory
| [ Deploy OVF Template... T |
Export 3
Report [@lliocalhost.Jocaldomain YMware ESXi, 5.0.0, 623860
Browse VA Marketplace... IS, Summary | Virtual Machines | Resource Allocation | Performance | Configuration | Local Users & Groups ' Events
tab rs
Print Maps close tab
- What is a Host?
Exit
Ahost is a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network y
connectivity.
You can add a virtual machine to a host by creating a new \ I Host
one or by deploying a virtual appliance
The easiest way to add a virtual machine is to deploy a ~
virtual appliance. A virtual appliance is a pre-built virtual . % |
machine with an operating system and sofiware already \7}
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux
Basic Tasks
& Deploy from VA Marketplace
i B Explore Further
] T 3 Learn about vSphere -
Recent Tasks Mame, Target or Status contains: ~ ( X
Name Target Status Details Initiated by Requested Start Ti...— | Start Time Completed Time
& Tasks

again.

Click Browse and select the OVA file for the Enroliment Server VM. Click Next. Click Next
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(%) Deploy OVF Template =[5 |-

Source
Select the source location.

Deploy from a file or URL

[lC:'n,Users'n,wkgm64'|,Documen15'|,|_ab'n,ZD121IID—XpressConnectﬂ Browse.., | l

Enter a URL to download and install the OVF package from the Internet, or
spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

Help | < Back MNext = Cancel

Give the VM a name and click Next.
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%) Deploy OVF Template =nRcE X

Mame and Location
Specify a name and location for the deployed template

Source Mame: I
OVF Template Details |Enr0||ment_Server_1-'M| J
Name and Location

The name can contain up to 80 characters and it must be unique within the inventory folder.

Disk

R

Help | < Back | MNext = I Cancel |

2|

Select Thin Provision, and click Next.

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY ZEBRA TECHNOLOGIES 101



i&J) Deploy OVF Template = | B |l

Disk Format
In which format do you want to store the virtual disks?

[
— } Datastore: |datastore 1
OVF Template Detsils

MName and Location
Disk Format

Ready to Complete

Available space (GB): 120.0

(" Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed

{+ Thin Provision

Help | < Back | Mext = I Cancel |

24

L A

Click Finish.
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(%) Deploy OVF Template | =[5l ﬁ]

Ready to Complete
Are these the options you want to use?

P
ﬁl'}zmglate Details When you didk Finish, the deployment task will be started.
Name and Location Deployment settings:
Disk Format OVFfile: C:\Users\wkgme4\DocumentsiLab\20121110-XpressConn..
Ready to Complete Download size: 21GE

Size ondisk: 4.2 GB

Name: Enrollment_Server VM

Hostf/Cluster: localhost.

Datastare: datastorel

Disk provisioning: Thin Pravision

Network Mapping: "Network 1" to "VM Metwork”

I” Power on after deployment

Help | < Back | | Finish I Cancel

Start the VM and click Launch Virtual Machine Console. Accept the license agreements. Give
the server a hostname such as xpressconnect.demo.local. Note if you want to be able to ping

this by DNS name, you will need to configure a record in the DNS server. Configure IP
address, mask, gateway, and DNS server. Note: the DNS server should be the Windows
server configured in previous steps.
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L:J Enroliment_Server VM _v754 on localhost.localdomain | = d"3'-J
File View VM
BN @B &R B

otwithstanding any provision in the Agreement, Licensee is permitted to use onl
the following components or functions of the identified Supporting Program:

ficcessing federated data in DBZ for Linux, Unix and Windows (LUW) and Informi
databases (of IBM InfoSphere Federation Serwver)

LsN: L-UACA-BN7SPM
DsN: L-UACA-BN7SPM
PsN: L-UACA-BN7SPM

Do you accept the license agreements you have viewed? y

Before you can get started with your XpressConnect Enrollment Server, you will n
eed to configure some network parameters. Please answer the following question

On future boots, you will be taken directly to a command prompt that will al
low you to change these settings.

Please enter the host name: (not.for.production.use) expressconnect.demo.local_

Choose whether you want to enable SSH and choose a timezone if you prefer. Then close the
virtual console window.

Open a web browser and point it to the IP address of the xpressconnect server. For example,
. You will be prompted to begin setup. Click Setup. Click Next. Enter

credentials and click Login.
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http://192.168.0.116/

@ XpressConnect Enrollment System - Mozilla Firefox o e
File Edit View Histery Bookmarks Teols Help
I Xpres;Connact Enrollment System | + — -

(' i@ hitps://192.168.0.116/admin/login < “" Google Ll # °'

XpressConnect Enrollment System

f(:‘l‘éﬁd?a th

System Setup

Welcome to the XpressConnect Server. To setup the system,
you will need your credentials for the XpressConnect
Administrative Console. When ready, click 'Setup’ below to
get started.

Login

Email Address: sriramvi@motorolaselutions.com

Password:

Remember email address.

Forget vour passwaord?

Type a Name and new password. Click Next.
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Change Password Next >

Enter information below to establish an on-board username and password.

Username: _sriramv-2@motorolasolutions.com

Friendly Name: | Admin

New Password: | ITTTIIIT) |

Confirm Password: | nnon.| |

Type a name with no spaces that will be used in the onboarding URL. Click Next.

Setup -r‘-le Wt =

The URL-Safe Company Name below is the name that will be used within certain URLs. It must not contain spaces
or special characters.

URL-Safe Company Name: | MotDemo

Confirm DNS hostname. Click Next.

Setup [ Next =

The DNS hostname below is used in multiple locations, including within the URL for OCSP of the root certificate
authority. This should be set based on the permanent DNS hostname for this system. It is okay if the DNS entry

is not yet setup.

Y
| expressconnect.demo.local |
|

DNS Hostname

2.5 Configure Integration Module on Windows Server

1 | Inthe web interface of the Enrollment Server, go to Certificate Authority = Manage

Templates. Click Add Template.
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(@) XpressConnect Enrollment System - Moxzilla Firefox =

File Edit View History Bookmarks Tools Help

| B ¥pressConnect Envollment System I +

€ | @ https://192168.0.116/admin/template 33 - Google Pl A& @~

Cloudpath

XpressConnect Enrollment System | Motorola Solutions II . Logout

Certificate Templates

Operational The certificate templates listed below define the properties embedded into a certificate when it is issued. Some

properties are static and remain the same for every certificate. Other properties are calculated or use variables,
Configuration allowing them to differ per certificate based on the user and/or their device. | d Template
[ |

Generate Certificate

Allows 2 cartificate to be
generated manually
Issued Certificates No certificate templates currently exist. Click 'Add Template’
to create one.

Displsys issued ce:
allows certificates to

Manage Templates

Configures the certificate
templstes, which specify the
characteristics of certificates to
be issued.

Manage CA

5 the certificate
s, which issue

Administration

ose Use a Mi . Click Next.

Certificate Templates

Which CA should sign the certificates? Cancel ||| Mext =

Use an on-board certificate authority.

This option uses a certificate authority within the XpressConnect Enrollment System to sign certificates.

@ Use a Microsoft Certificate Authority.

This option allows certificates to be pulled from a Microsoft CA. Using a Microsoft CA requires that the
Integration Module is installed on a Windows web server on the same domain as the Microsoft CA.

Use a custom external certificate authority.

This option allows certificates to be pulled from a remote certificate authority. Using a custom CA
requires that the CA expose specific interfaces to enable the necessary interaction.

Type “MSFT CA” for the Name, and type the CA Host Name and CA Name from previous

steps. In the Request Attribute text box, type “ CertificateTemplate:User”. This must be exact.
Fill in the CA URL field corresponding to the DNS name of the Windows Server. Click Save.
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Microsoft CA Information Cancel < Back ||| Save

Reference Information

Name: | [ MSFT Ca |

Notes: | Integration Module for MSET CA

Enabled? ¥

Integration Module Configuration

CA Host Name: | WIN-43GVEKKSVE].demo.local |

CA Name: | demo-CA |

Request Attributes: | CertificateTemplate: User |

CA Communication Information

|

Microsoft CA URL: l | http://WIN-43GVEKKSYE].demo.local

CA Chain:

Use Static Credentials?

4 | Click download the Integration Module URL. Save the ZIP file to the Windows Server. This

step is simpler if you are using a browser on the Windows Server to access the Enroliment
Server so the package is saved to the local hard drive.

+ Template 1: MSFT CA » @ F K E

Notes: Integration Module for MSFT CA
Summary: This template vill issue certificates from a Microsoft CA. This requires that the Integration Module is installed on a
Microsoft Windows 2008 R2 or greater web server joined to the domain. It may be installed directly on the CA or on

= separate server.

Setup: To install or update the Integration Module{ download the Integration Module %IP package.

Status: Online
CA Type: Microsoft CA
CA URL: https://WIN-42GVEKKSVE].demo.local/
Credentials: User-Provided
CA Host Name: WIN-42GVEKKSVE].dema.local
CA Name: demo-CA
Request Attributes: CertificateTemplate:User
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Opening 20121120 IntegrationModule- 10000 zip S5

You have chosen to open:

1) 20121120-IntegrationModule-10000.zip

which is a: Compressed (zipped) Folder (544 KB)
from: hittps://192.168.0.116

What sheuld Firefox do with this file?

Open with | Windows Explorer (default) -

) Eia\re File

[] Do this automatically for files like this from now on.

oK Cancel

Extract the contents of the ZIP file to alocal folder. Create a new folder named SecureAccess,
and unzip into that folder. Click OK. Click Extract.

F b
= 1, Extract Compressed (Zipped) Folders

Select a Destinatio Select a destination

_ _ Select the place where wou want to extract the selected
Files will be extracte:  jtem{s), Then dlick the Ok buttan,

Cihyepressconnect Browuse...
+ PerfLogs -

+ Program Files
[ Shows extracted £ ]
+ Program Files {86

+ temp
+ Users
+ Windows

nneck
+ DD Do (DY GRISXERFR FR DWW

To wiew subfolders, click the symbol next ko a Folder,

Make Mew Folder | O | Zancel |

Extrack | Cancel

Start 1IS Manager by clicking Start and typing inetmgr in the search box, and press Enter. In

IIS Manager, expand <server name> - Sites, and right-click Default Web Site and select Edit
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T .

& Internet Information Services (IS} Manager

J[=l E3

S

[@ b WIN-43GVEKKSVE] P Sites P Default Web Site b

| 3 1@ -

11 Explors
Edit Permissions...
Edit Site
Bindings...
[E] Basic settings...
View Applications
View Virtusl Directories
Manage Web Site A
> Restart
Start
8 Stop
Browse Web Site
@] EBrowse *:80 (http}
Advanced Settings. .
Configure
Linits...
® Hep
Onling Help

Fie Vew Help
) Default Web Site Home
CHEIEATY @
5 Start Page 7 — = =
=65 WIN-435vekKSYE] (DEMOadmiy | T - (e - Ghshow Al | Groupby: Area it
-2} Application Pacls ASP.INET =
1, Sites
\S Z (* { =
Explore |4< =5 A g i Y ‘«77
e e HET MET Error MET  METProfle  METRoles  NETTrust  NETUsers  Application
pistion  Pages  Globalization Levels Settings
D add Application, .. L
Add Yirtual Directory é"g’ =2 ol S;Q L
- -E ok |
nckey Pagesand  Providers  Session State  SMTP E-mal
Edit Bindings. . P
Manage Weh Site »
83 Refresh
& - -
¥ Remove : h e R E
| ° & & ¢ L
Rename pression  Default Directory  ErrorPages  Handler HTTP  ISAPIFiters  Logaing
Documert  Browsing Mappings  Respo...
Switch to Cankent View
= #;“ _
i L
MIME Types  Modules Sutput Request  53L Settings
Caching Filtering
Management =
4 | v| [E]Features view |/ 2 Content Yiew
Ready

Close.

Site Bindings E

Click Edit. Change the port number from 80 to something else, such as 8080. Click OK

Tvpe | Hosk Name: | Fart | IP Address | Einding add...
{plads] an *
Edi
Remave |
Erowse |
1] | 2
Close |
Site Binding EHE
Type: 1P address: Eort;
Ihttp j I.ﬁ.ll Unassigned ;I IBDBD|
Haost narnne:

Example: vy, conkoso,com or marketing. conkoso, com

Lo« |

Cancel
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Right-click Default Web Site, select Manage WebSite 2 Restart to restart the site.

"E Internet Information Services {I15) Manager M= B3
@ [@ b WIN-43GUEKKSVE] » Skes b Defaul Web Site b | &l | -
Fle View Help
1 Default Web Site Home
Q- |7 |8 £ Explore
§ Start Page - Edit Permissions.
a
563 WIN-436V6KKSY6) (DEMOadmiy | THEET - BlGo - Ghshowall | Groupby: area ~ - Mlabloiabi. =
2 Application Pools ASP.NET = Edit Site
=-[8] Sitgs. . . Bindings. ..
| EE | - N Y \ 2R A [ s setngs
D Explore | 404 =5 A" LEN =i L= —_———
TR JNET Error JMET METProfle  .NETRoles  MET Trust  MET Users  Application Wigw Applications
Ik PErmissians. .. on Pages Globalization Levels Settings Visw Virtual Directories
& add application. ..
Dp = 2 S & Manage Web Site ~
w| Addvirtual Directory... e B > 1= b i
—————————tey Pagesand  Providers Session Stake  SMTP E-mal . e
Edit Bindings... Cantrols Start
‘ Manage Web Site » ”  Restart H & stop
Browse Web Site
&3 Refresh Start - v
N b - @] Browse *:80 (http]
K Remove | sop & =) “' ﬁ H
_ | = - = Advanced Settings. .
Rename | Browss Ertor Pages Handler HTTR 1SAFT Filters Loagng
- | _ Mappings Respo... Configure
55 Switch to Content View Advanced Settings. . a Linita
- | E ) o= o} . —=
i <= d = = @ webp
MIME Types  Modules Output Request  SSL Settings Orine Help
Caching Filtering
Management =l
Ready 9.

ﬂ Right-click Sites and select Add Web Site.

'!Elnternet Information Services (IIS) Manager

Q [ &) v WIN-43GYeRKSVel P Sikes

File  Wiew Help

Comnections
CMETEAT)

-~ Start Page

E{I' Sites

=95 WIN-43GVEKKSYE] (DEMOadmif | 1Mo * o -
¥ Application Pools Mame = [ [ ot
S} I - b reiat Web Ste 1 5t

) | add website... |

K&  Refresh

Swikch ko Conkent: Yiew

10 | Name the site SecureAccess, and set the path to the location where you extracted the ZIP file

previously. Set the port to 80. Click OK.
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add web site K E3

Site name: Application poal:

l prressconnect ﬂxpressconnect Select. .. |

— Conkent Directory

Phyysical path:

IC:'I,xpressconnect D

“Pass-through authentication

Connect as.., | Tesk Setkings. ..
— Binding
Twpe: IP address: Port:
Ihttp j IAII Unassigned j m
Hosk name:

Example: www, contoso.com or marketing.conkoso, com

V¥ Start Web site immediately

Ok Cancel

Right-click the new SecureAccess site, and select Edit Bindings.

'%'Internet Information Services {IIS) Manager

Q [@- b OWIN-4IEVEKKSYE] * Sites b xpressconmect b

File View Help

: ) xpressconnect Home
CHEIEIT) @ ~
. 65 Start Page ;
=195 WIN-43GHEKKSY6] (DEMO}admi Filker: T G0 v g Show
-} Application Pools ASP.NET
=A 4 !j
B - | 404 (
o) Explore MET .MET Error .
prpilation Pages Globa
Edit Permissions. ..
= (= =
% add Application. .. %‘E’ |_ A £
| Add virtual Directary. .. chine key  Pages and Praov
Contrals
Edit Bindings. . |
Manage Web Site 3
i3 Refresh zf_ | . |?
A Remove - 9 =
mpression Defaul: Dire
Document Eron
Renarme
-
Switch bo Content iew C:=(?F‘ fj‘-.y‘_ﬁ 3
‘ MIME Types Modules Cutput Rec
~Arhinn Filk

Click Add. Select https. Select the SSL server certificate to be the same certificate used by
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- NPS previously (not the root CA certificate).

5ite Bindings

Twpe | Host Mame | Fort | IP Address | Einding add. ..
http 20 *

Edlit...

Remoye

Browvise

| | 2l

il

Close

IP address: Port:
IP.II Unassigned j I443

Host name:

551 certificate:

W IM-43EWEKK YA, demo. Jocal j Wiew,,. |
Lot selecked

Cancel |

13 | Click Application Pools. In the right-hand window pane, right click SecureAccess and select

Advanced Setting

|
& Internet Information Services {IIS) Manager [_[O[x]

@ [,__j b WIN-93GYEKKSYE] »  Application Pacls J 2] @ -

File View Help

i fagions
@ Application Pools

E & aAdd Application Pal...

kel = 0 o]

tart Fage

This page lets you view and manage the list of application pools on the server, Application pools are associated with worker processes, contain one of mare
3EVEKKSYED (DEMOadmi ! d ide isol i 1
: ‘Appication Fools applications, and provide iselation among different applications. Application Pool Tasks
ites Filker: ~ 0o~ hshow al | Groupby: Na Grouping - Start

4P Default web Sits
& xpressconnect

Set Application Pool Defaults. .

Hame_ = | Status | .MET Frame... | Managed Pipeli... | Identit | Applications | B sop
Classic MET App... Started  v2.0 Classic fpplicationPoollden... 0
DefaultippPos]  Started

> Recycl...

Integrated ApplicationFosllden

Edit Application Pool
[E] Basic settings...
Recydling...

Add Application Poal,. .

Set Application Pool Defauilts. . Advanced Settings. ..

Start

Rename
@ stop K Remove
> Recyde... View fpplications
[=]  Basic settings. .. @
@ Heb

Recycing... Oniine Help
Advanced Settings.. |
Rename

K Remove

Visw Applications

@ Hep
Online Help
« [ ] [Eresnwes vew | conkene vew

Ready
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Change the Load User Profile parameter to True. Click OK.

Advanced Settings
[
Queue Length 1000
Start Automatically True
B cru
Lirnit u]
Lirnit Ackion MoAction
Lirnit Inkerwal (minutes) |3
Processor Affinity Enabled False
Pracessor Affinity Mask 4204957295
B Process Model
Identity ApplicationPoolIdentity
Idle Time-out {minutes) il
True ;]U
Maximurm Worker Processes 1
Ping Enabled True
Ping Mazximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit {seconds) a0
Startup Tire Limit (seconds) 90
B Process Orphaning
Enabled False
Executable
Fvarutahle Parameters j
Load User Profile
[loadUserProfile] This setting specifies whether 115 loads the user profile For an
application pool identity. When this walue is true, 115 loads the user prafile far the
application pool identity. Set this value ka False when you require the 1IS 6.0 beha. ..
Ok ] Cancel
V.

Right-click the SecureAccess site and select Manage Web Site = Restart.
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'!E'Internet Information Services (I15) Manager

@ - [ P v WIN-43GYEKKSWE] » Sites b xpresscomnect b xpcca b

File  Yiew Help

Q- |2 & i-ﬁ Authentication
= &5 Start Page S————— .
-85 WIN-43GYEKKSYE] (DEMO)admi [ "o =rovping
t:; Application Pools Mame -+ I Skatus I Response 1
=l-[@) Sites Anonymous Authentication Disabled
@ Default Web Site ASP.MET Impersonation Disabled
- Bazic fnthenticatinn Enabled HTTP 401 ©
Explore Disabled HTTP 302 L

Edit Permissions. ..

s ¥

Add Application. ..
| Add virtual Directaory. ..

Edit Bindings. ..
| Manage Web Site » “ = Restart I
&3 FRefresh bl
K Remove B Stop
Rename (@] Browse
Switch bo Content View Advanced Settings. .

16 | On the Enrollment Server, click the play button on the template to test the configuration.

Provide user credentials and click Continue. You should see success information as well as a
certificate in the results screen.

+ Template 1: MSFT CA F ¥ B

Notes: Integration Module for MSFT CA

Summary: This template will issue certificates from a Microsoft CA. This requires that the Integration Module is installed on a
Microsoft Windows 2008 R2 or greater web server joined to the domain. It may be installed directly on the CA or on
a separate server.

Setup: To install or update the Integration Module, download the Integration Module ZIP package.

Status: Online
CA Type: Microsoft CA
CA URL: https://WIN-43GVEKKSVE].demo.local/
Credentials: User-Provided
CA Host Name: WIN-43GVEKKSVE].demo.local
CA Name: demao-CA
Request Attributes: CertificateTemplate:User
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Microsoft CA Test

Enter credentials for a user to use to verify Microsoft CA interaction.

Username

| employee |

Password

| Cancel || Continue

2.6 Configure Workflows on the Enrollment Server

In the web interface of the Enroliment Server, go to Configuration = Enrollment. Click on the

Xin the upper right corner. Confirm by clicking Delete.

1@ XpressConnect Enroliment System - Mezilla Firefox

= | B S|
File Edit View History Bookmarks Iools Help

IXprEssCDnnE(t Envollment System | +

€ | @ hitps://192.168.0.116/zdmin/workflow/10000

(-_c\_\ XpressConnect Enrollment System | Motorala Solutions I
CCloudpath )
Configuration | Primary Configuration

View: Configuration HTML Template Properties
» Operational An enroliment process defines the sequence a user must go through to register and connect to the network. This
pr—— includes the display of messages to the user, the acceptance of use policies, and authentication of the user and/or
~ Configuration device.
Enrollment Each item below represent a step within the process. To add additional steps, click Add Step. + Add Step
Spedify the process and the
requirements for end-users

accessing the network.
Deploy

Specify where end-users access
the enrollment wizards.

This configuration is currently blank. Click Add to add a step.
» Certificate Authority

» Administration

https://192.168.0.116/admin/workflow/10000,/#
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Delete Configuration? x

A Are you sure that you want to delete "Primary Configuration”?

‘ Cancel H Delete |

2 | Click the “click here” URL. Name the configuration Demo Workflow. Check Include Demo

Data, and click Save.

Mo configurations exist] Click here fo create a new
config =

Create Configuration Save

Name: “ Demo Workflow

Description: Demo workflow for regional demos.

Enabled: ¥

Sample Data

<

l Include Deme Data:

In the new workflow, click Employees = Corporate AD
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Configuration | Demo Workflow | | View: Configuration HTML Template Properties bt

An enrollment process defines the sequence a user must go through to register and connect to the network. This

includes the display of messages to the user, the acceptance of use policies, and authentication of the user and/or

device.

Each item below represent a step within the process. To add additional steps, click Add Step. + Add Step
Step 1: Require the user to accept the AUP Welcome Message and AUP FXR G
Step 2: Select an option: | FEXQ
Step 3: Prompt the user for credentials fronj Corporate AD FRQw
Step 4: Select an option: | your Device FEXQ
Step 5: Require the user to accept the AUP BYOD Use Policy F KRG
Result: End of process. No netwaork or certificate assigned. F

ser For Sponso

Modify Authentication Server Cancel ||| save |

Reference Information

Name: Corporate AD

Description:

Active Directory Information:

AD Domain | demo.local |

AD Host | Idap://192.168.0.115 |

AD DN | dc=demo,dc=Ilocal |

Use For Sponsorship? |V

Test the Active Directory login by clicking the play icon. Verify the group Regex for self

onboarding by trying the two different employee accounts you created previously. This will
make sure the BYOD option is always available for specific users.
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Configuration | Demo Workflaw ‘ | View: Configuration HTML Template Properties Eat

An enrollment process defines the sequence a user must go through to register and connect to the network. This

includes the display of messages to the user, the acceptance of use policies, and authentication of the user and/or

device,

Each item below represent a step within the process. To add additional steps, click Add Step. + Add Step
Step 1: Require the user to accept the AUP Welcome Message and AUP FRQ
Step 2: Select an option: T FEXQ
Step 3: Prompt the user for credentials from Corporate AD F X E]
Step 4: Select an option: | your Device FEKQ
Step 5t Require the user to accept the AUP BYOD Use Policy FRG
Result: End of process. No network or certificate assigned. F

Verify the AD group permission check, by clicking on the Edit List icon of Step 4. Click the

configure icon for Option 1. Notice the Group Name Regex. Click Cancel and navigate back to
the main workflow page.

Configuration | Demo Workflow | | e Configuration HTML Template Properties ®

An enrollment process defines the sequence a user must go through to register and connect to the network. This
includes the display of messages to the user, the acceptance of use policies, and authentication of the user and/or

device.
Each item below represent a step within the process. To add additional steps, click Add Step. + Add Step
Step 1: Require the user to accept the AUP Welcome Message and AUP FrQ
Step 2: Select an option: Employees | | FEXKQ
Step 3: Prompt the user for credentials from Corporate AD FXaAw
Step 4: Select an option: | your Device .. Q
Step 5: Require the user to accept the AUP BYOD Use Policy FRG
Result: End of process. No network or certificate assigned. &
Selection Options Preview Add Dane
}  Option 1: Your Device Lk
» Option 2: Company Device L
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Modify Option Cancel Save

Webpage Display Information

Name: | Your Device |

Display Label: | Personal Device |

Description: Select this option if the device belongs to you.

Icon File: Browse

Restrictions

Group Name Regex: | BYOD APP.* | |
|

Allowed IPs: | |

Blocked IPs: | |

Choose Employees = Your Device, and click the configure icon.

Configuration | Demo Workflow ‘ ‘ X

View: Configuration HTML Template Properties

An enrollment process defines the sequence a user must go through to register and connect to the network. This
includes the display of messages to the user, the acceptance of use policies, and authentication of the uszer and/or

device.

Each item below represent a step within the process. To add additional steps, click Add Step. + Add Step
Step 1: Require the user to accept the AUP Welcome Message and AUP FXQ
Step 2: Select an option: [Employees FERQG
Stap 3: Prompt the user for credentials from Corporate AD FrQAW®
Step 4: Select an option: || vour Device FEXRQ
Step 5: Require the user to accept the AUP BYOD Use Policy FRQ

Result: End of process. No network or certificate assigned.

Select An existing network. If necessary, select the server from the Network pick list. Click

Next.
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For which network should users be configured?

Cancel Mext = |

None.

Do not configure the user for any network.

@ An existing network.

Configure the user for an existing network.

Select the Network: | Demo Server - demo-secD

Maotarala Salutions IT - test3

Maotarala Salutions II - securaSSID

Motorcla Solutions II - M-Secure
Motorcla Scolutions II - Corp-Secure
Enrcllment System-test - Seth-secure
Enrollment System-test - Seth-Demo
Enrollment System-test - secure-byod
Enrollment System-test - cert-securez
cert-secure

Enrcllment System-test -

Demo Server - demo-secure

Select An existing certificate template, and choose the MSFT CA option you configured

earlier. Click Next.

What certificate template should issue the certificate?

Cancel < Back ||| Mext = |

Do not issue a certificate to the user.

@ An existing certificate template.

Issue the certificate using an existing certificate template.

Select the Certificate Template: ‘ MSFT CA

[ -]
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Configuration | Demo Workflaw | N | View: Configuration HTML Template Properties ®

An enrollment process defines the sequence a user must go through to register and connect to the network. This

includes the display of messages to the user, the acceptance of use policies, and authentication of the user and/or

device.

Each item below represent a step within the process. To add additional steps, click Add Step. + Add Step
Step 1: Require the user to accept the AUP Welcome Message and AUP FXQ
Step 2: Select an option: . FERKQ
Step 3: Prompt the user for credentials from Corporate AD FX Qe
Step 4: Select an option: | your Device FERKQ
Step 5: Require the user to accept the AUP BYOD Use Policy FKQ
Result: Move user to demo-secure and assign certificate using MSFT CA. 5

10 | Navigate to Configuration = Deploy, and click the snapshot icon. Click Yes, with new

wizards.

(@ XpressConnect Enrollment System - Mozilla Firefox

File Edit View History Bookmarks Tools Help
XpressConnect Enrollment System |+ - - ——

€ |9 | @ hitps://192168.0.116/admin/locations

¢ |M-c

pre D e 0

ouapa
Deployment Locations

¥ Operational & deployment lecation represents a URL to where a configuration is deployed. Multiple locations may be used for a

variety of reasons. Far example, a production configuration may be deployed to /production, and a test
¥ Con n configuration may be deployed to /test.

Enrollment

Add Location

Specify the process and the ~ Location 1: Production
requirements for end-users
acoessing the network

Enrollment URL: /enroll/ or /enroll/MotDemo/ or /enroll/MotDemeo/Production/

Deploy Sponsorship Legin: /portal/sponsor/
Specify where end-users scoess New Snapshot: Create =nd deploy a new snapshot using the configuration 'Demo Workflow/,
the enroliment wizards.

b Certificate Authority

» Administration
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Create New Snapshot? ®

A Are you sure that you want to create and activate a new snapshot?

| Cancel || Y es, with existing wizards. Yes, with new wizards.

11 | Point your browser to (or alternatively use the IP address of the
server instead of name) to see the onboard webpage. Verify it is working.

2.7 Configure RFS and Access Point

It is assumed that you have an RFS and/or AP with basic connectivity and management established. The
AP is managed by an RFS and a VLAN is configured for client traffic, either tunneled or local, whichever
is preferred. These steps will detail how to setup an open on-boarding SSID and secure SSID for secure
access. You don't have to have different VLANS for the two, but it would be recommended if you are
demonstrating the basics of a secure solution.

Using the Web-UI select Configuration = Profiles = <rfs-profile-name> = DNS. Enter the IP

address of the Windows Server. Click Ok.
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Devices Wireless MNetwork Profiles RF Domains Security Services Management

Qmanage Profiles Profile default-ris4000 Type RFS4000
General
Domain Name System (DNS)
Cluster
Domain Name 9
Adoption

Enable Domain Lookup @
Wired 802.1x o
DNS Server Forwarding @ []
» Interface
DNS Servers
v Network

Name Servers IP Address

DNS
T 192, 188, 0O 115 Clear
L2TP3 SR

""""" IGMP Snooping p.0o0L0

Map: | Device -
Quality of Service (QoS)

v [T Profile
Spanning Tree
L) default-apsz1 4
~ Routing
@defﬂun—a:cEU
OSPF

13\ defaut-aps11
Forwarding Database

Bridge VLAN

1) defaut-apss21

b L3 default-apa532
@defﬂuﬂ-a:ﬂxx Cisco Discovery Protocol (

Link Layer Discovery Proto

Miscellaneous

» Security

2 Select Configuration 2 Wireless. Click Add.

M winG vss RFs4000

Dashbo... MGGV Diagnos... Operatio.. Statistics

Devices |Wireless || Network Profiles RF Domains Securify Services Management 57 Revert |% Commit [] Commitand Save
22wireless LANs Wireless LANS 9
B85 WLAN QoS Policy
§ ! WLAN _ | SSID Descriptio | WLAN VLAN Pool | Bridging Authentica Encryption = QoS Policy | Association ACL
- . ) .

QE?\REIEIID QoS Palicy n Status Mode tion Type | Type
I AsA Policy
B Association ACL
G SMART RF Policy
L'.a'\"ireless LA&N
1
= Type to search in tables Row Count: @
add ]I eat | [ peete |
p—mr——___ 0O -~
Event Summary n_ n - Find Functional Area  Type to search

Name the WLAN demo-onboard and also type demo-onboard for the SSID. Use VLAN 1. Click

OK.
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|
] e o

WLAN Configuration

Description # | Onboarding 551D
WLAN Status ©@ @ Disabled ® Enabled
QoS5 Policy default v 8 41/}'
Bridging Mode @ |Tunnel |«
Other Settings
Broadcast 53D o M

Answer Broadcast Probes @ E

VLAN Assignment
® single VLAN & VLAN Pool

@ VLAN |1

RADIUS VLAN Assignment

Allow RADIUS Override @ [ ]

Click Security. Check Captive Portal Enable. Click the Add button.

WLAN demo-onboard (7]

Basic Configuration Select Authentication -

@ eap @ EAPPSK (@) EAP-MAC @ MAC (@ Kerberos (®) PSK / Mone

Firewall

Client Settings

. Kerberos Configuration
Accounting

Client Load Balancing AAA Policy
Advanced Reauthentication o (30 to 86,400)

Auto Shutdown

Captive Portal

Enforcement 4 ’ E Captive Portal Enable ID Captive Portal if Primary Authentication Fails

Captive Portal Policy | - Iﬂ;?’

MAC Registration

Enable o []
Radius Group Name o El
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Select Centralized, and enter the IP address of the RFS. Choose RADIUS Authentication.

Click the Add button next to DNS Whitelist.

x
Captive Portal Policy # || enroliment-zerver ] e
Settings ™

Captive Portal Server Mode & (@ Internal (Self) | () Centralized [8 Centralized Controlier

Hosting VLAN Interface o

Captive Portal Server ra 192, 168, 0 . 1GE| IP Address v
Connection Mode O ® 1P @ HTTPS
Simultaneous Users o [ (1to 8192)
Security
AMA Policy i ) | - | L+] igb
Access
Access Type @ No authentication required

o l’;\ Generate Logging Record and Allow Access
@ Custom User Information for RADIUS Authentication
[ (® RADIUS Authentication

RADIUS Lockup Information g
Terms and Conditions page @ |:|

Client Settings

Client Access Time O 1440 = (30 to 10,080 minutes.)
Inactivity Timeout o 10 Minutes - (Sto1440)
_ 1

DHS Whitelist

DNS Whitelist o | v | = |8
|l

Name the list walled-garden-list. Add facebook.com and linkedin.com as suffix entries. Add

the IP address of the Enrollment Server. Click OK. Then click Exit. Now click OK, but don’t
click exit.
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Name 4 | waled-garden-list 6
DNS Entries
DNS Entry Match Suffix  {if
192.168.0.116 b 4 |
facebook.com o i}
linkedin.com IHDstnﬂmeq) lYes L4 [ ‘@'
4

= Add Row

R | || EI

Click the Web Page tab. Select Externally Hosted. In the login URL field, type the either

(or use the IP address instead of DNS name). Click

Exit. Then click OK and click Exit again.
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x

Captive Portal Policy enrollment-server (7]

Basic Configuration {
Web Page Source # (__) Internal (;) Advanced @ Externally Hosted

Login URL hitp:/192.168.0.116/enrol j

Agreement URL
Welcome URL

Fail URL

A =et of pre-existing web pages outside of the Controller are specified by the
provided URLs.

Four separate URL= point to external web pages for: Logging the user in,
Welcoming the user after logging in successfully and Informing the user of a
failed login attempt.

Select Configuration = Wireless. Click Add.
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M WiNG 54 A arsiom tHH

Dashboard EeLLvIEIGUE Diagnostics Operations  Statistics

Devices | Wireless | Network Profies RF Domains Security Services Management ] Revert | % Commit [ Commitand Save
22 Wireless LANS Wireless LANS ©
AN Qo8 Policy
v WLAN .. | SSID Description WLAN Status  VLAN Pool Bridging Authenticatio Encryption QoS Policy Association
. . @
QE;\RaUID QoS Policy Maode n Type Type ACL
= ABA Policy demo-onboard  demo-cnboard  Onbearding SS = o Enabled 1 Tunnel None Mone defautt
BiiAssociation ACL
M SMART RF Policy
bL'ﬂ-lreless LAN
4
- Type to search in tables Row Count: 1
+ =
add Il et Delete
- I | |

WLAN Configuration

[

S5ID ¥ || de ecure
Drescription # | Secure S5ID to migrate to
WLAN Status @ @ Dizabled @ Enabled
QoS Policy |defaut x| E2 @
Bridging Mode @ |Tunnel | »
Other Settings
Broadcast SSID oM

Answer Broadcast Probes @ E

VLAN Assignment
® Single VLAN (@ VLAN Pool

@ vian |1

RADIUS VLAN Assignment

Allow RADIUS Qverride  []

Click Security. Select EAP. Click the Add button next to AAA Policy.
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WLAN demo-secure (7]

Basic Configuration

Select Authentication =
Security _ _ _ _
C\ EAP-PSK @) EAP-MAC @ MaAC @ Kerberos (& PSK /None
Firewall

Client Settings
i Kerberos Configuration
Accounting

) ) AAA Policy o |
Client Load Balancing ! | M |'

Advanced Reauthentication o D (30 to 86,400)

Auto Shutdown

Captive Portal

Enforcement Li ] |:| Captive Portal Enable

Captive Portal Policy g T

MAC Registration

Enable (i
Radius Group Name o
e ——— [l

Type auth-server for the policy name. Click Continue. Click Add.

AAA Policy 4| auth-server |l Continue H Exit

12 | Type the IP address of the Windows Server. Type “secret” for the Secret. Select Through

Wireless Controller. Click OK. Click Exit. Click Exit again.
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-
Authentication Server

x

Serverld 4 1 IiJ (1to6)

Settings
Host _{,l 192, 168, 0 , 115 IP Address | w
= ]
Port o 1812 Ii,l (1 to 65,535}
Server Type @ |Host -
i
Secret || secret ] show
Request Proxy Mode iThrnughWirelesstnntrnller ~ |
Reguest Attempts @ 3 IiJ (1to 10}
Regquest Timeout o 3 Seconds = (1to060})

Retry Timeout Factor @ 100 |iJ (50 to 200)

DSCR 0 (& [ owe3

Network Access ldentifier Routing

NAI Routing Enable @ []

Realm o
Realm Type o
Strip Realm Li ]

Check WPA2-CCMP. Click OK. Click Exit.

Ok ||l Reset || Ext |
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WLAN demo-secure (7]

Basic Configuration
g Select Encryption

Security
Firewall ] wranPAR-TKIP ] wep 128 [C] weP 64 ] open
4
Client Settings [M] wraz-ccup [[] KeyGuard
Accounting
Client Load Balancing
Key Settings
Advanced Enter 64 HEX or 3-63 ASCIl Characters
Auto Shutdown
Pre-Shared Key o ASC ] show
Key Rotation L
Unicast Rotation Interval o D (30 to 85,400 seconds)
Broadcast Rotation Interval i ) D (30 to 86,400 seconds)

Fast Roaming

Pairwise Master Key(PMK) Caching E Pre-Authentication (g |:|

Opportunistic Key Caching i ] E

M WiNGH54!

Dashboard EeLyi[IET M Diagnostics Operations  Statistics

Devices Wireless Network RF Domains Security Services Management 5 Revert :i‘ Commit H Commit and Save
L) Manage Profiles Profile default-ap6532 Type AP6532 Q
General Name Type Description Admin Status = RF Mode Channel Transmit Power
Adoption Radio radiol " Enabled 2.4 GHz WLAN  smart smart
Wired 802.1x radio2 Radio radio2 " Enabled 5 GHz WLAN smart smart
¥ Interface
Ethernet Poris
Virtual Interfaces
Wap: |Device w
PPPoE
v 5| Profile 1 .
B)eefaut-ape21 > Network
) detaut-apsso » Security
1) defaut-apss1 VRRP
3 defautt-apasz1 Critical Resources
13 defaut-ap xx » Management
T e » Advanced
: lesh Point Type to search in tables Row Count 2
+ =
-

Click on the WLAN Mapping tab. Select each WLAN and click the arrow button to map them

to the radio. Click OK and click Exit.
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X
4

.
Radios

Name radiol (7]

Radio Settings W/ F.URETSEA SN ENNTTTS - Mesh Legacy | Advanced Settings

WLAN/BSS Mappings -
B3y WLANS
E‘f Radio ;} N
demo-onboard
demo-secure
<
\., MeshPoint
o i
-
[] Advanced Wapping 53 Create New WLAN % Create New MeshPoint
=8 ) [~]

ki 0K Reset Exit

4

Repeat previous step for the other radio.
Commit and Save the changes:

5 Revert %, Commit I[E] Commit and Savel

2.8 Section 2.2

3. Section 3
3.1 Section 3.1
3.2 Section 3.2
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