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1. Overview 
1.1 Components 
1.2 Wizard 
1.3 Enrollment Server 

2. Demo Configuration 
2.1 Initial ESXi Setup 
One convenient tool for setting up an ESXi server is to upload any operating system CD/DVD images for 
VMs to the datastore so they can be mounted as virtual drives. This makes it easy to setup new VMs, 
reload VMs, or add services from the setup disks. These steps will show how to create a repository for 
operating system disk images. 

1 Using vSphere Client, select the VM server node. Click on the Summary tab. Right click on 
the datastore1 item in the right hand pane, and select Browse Datastore. 

 
 

2 Click on the new folder icon. Give the folder a name such as “disk_images”. This is where 
you will store ISO images of your OS installation CD/DVDs. Click OK. 
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3 Click on the new folder you just created. Click on the upload icon, and choose Upload File. 
Browse to the ISO file on your hard drive for the Windows Server setup disk ISO file. 
Highlight the file. Click Open. Choose Yes at the prompt to overwrite files. 
Close the Datastore Browser window. 
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2.2 Windows Server Configuration 
You will need to configure a number of services as supporting infrastructure, such as Active Directory, 
DNS, Certificate Authority, Network Policy Server, etc. Some of these are optional, or may differ in a more 
complicated lab configuration.  

2.2.1 Initial Setup of Windows Server VM 

1 From vSphere Client, click File, New, Virtual Machine. Click Next 
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2 Give the VM a name, such as “Win-CA”. Click Next, and then click Next again. 
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3 Select Windows as the Operating System and Microsoft Windows Server 2008 R2 (64-bit) as 
the Version (or select appropriate alternatives depending on which version of Windows 
server you have available). Click Next. Click Next again. 
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4 Choose Thin Provision (this allows you to make more use of the available physical disk 
space). Click Next. Then click Finish. 
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5 Right click on the new VM and choose Edit Settings. Click on CD/DVD drive 1. Select 
Datastore ISO File. Check Connect at power on. Click Browse to choose the ISO image of the 
Windows Server setup disk.  
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.  
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6 Click on datastore1, then click Open. Click on your folder where you saved the ISO file and 
click Open. Click on the Windows Server image file and click OK. Click Ok again. 
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7 Right click on the VM in the tree, select Power, then select Power On. Click on the Launch 
Virtual Machine Console icon. 
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8 Proceed through the setup of Windows using the console interface. 

 

 

2.2.2 Configure Networking 
When Windows Setup is finished, it will boot up and launch the Initial Configuration Tasks application.  

 Note: Many of the next few sections mention launching tasks from the Initial Configuration Tasks application 
window. This is a convenient launch point for these next steps. If for some reason you close this window or 
do not see it, click Start and type “oobe” and press Enter. 

 

You will need to configure the server with a static IP address.  

 Note: The Microsoft Certificate Authority service requires a static IP address assignment for the server. In a 
lab demo configuration, where multiple services are installed on the same physical or virtual server, these 
steps are required. In a customer deployment, where services are typically installed on different physical or 
virtual servers, many of these steps may not be required. In addition, a customer pilot may involve 
integration into existing infrastructure, in which case the servers may already be setup. 

 



 
 

 

 
 

 
 

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY     ZEBRA TECHNOLOGIES 21 

1 From the Initial Configuration Tasks application, click Configure networking to assign a static 
IP to the server. 

 
 

2 Right click the network interface and choose Properties. 
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3 Click on Internet Protocol Version 4 and click Properties. 
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4 Choose Use the following IP address and fill in the respective fields. Click Ok. Click Close. 
Close the Network Connections window. 
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2.2.3 Configure Remote Desktop 
Remote Desktop will make it much easier to manage the remainder of the server setup, as well as run 
much faster than the vSphere virtual console interface. This is an optional step, but recommended. The 
easiest way to enable Remote Desktop is from the Initial Configuration Tasks application that launches at 
the end of Windows Server setup. 

 Note: Remote desktop will generally perform better than the Virtual Machine Console interface of vSphere 
Client. 

 

1 From the Initial Configuration Tasks application, click Enable Remote Desktop. 
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2 Choose to Allow connections. Click OK at the security pop up box. Then click OK again. 
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3 Close the console window of vSphere. From your laptop, click Start, All Programs, 
Accessories, Remote Desktop Connection. Enter the IP address of the Windows Server, and 
click Connect. Enter the username (you may have to choose Use another account and type 
“\Administrator”) and password. Click Yes at the security prompt. 
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2.2.4 Configure Active Directory 
 

 Note: When configuring Active Directory, it will ask for a domain name. You can use any name you prefer, 
but it typically works best in a lab environment to use “.local” as the suffix, because the “.local” DNS suffix is 
reserved for locally significant deployments, such as labs that may have public Internet connectivity but not 
a public DNS record. If you pick a “.com” suffix and the name you choose is a publicly registered DNS 
name, you will have DNS conflicts and DNS forwarding may not work properly. By using a “.local” suffix, you 
can configure name resolution in the lab and still have DNS forwarding work for public DNS names. Also, 
certificate hierarchies typically use DNS for things like revocation checking, so picking an appropriate 
domain name for Active Directory is even more important with a Secure Access demo. Alternatively, if you 
plan to configure everything to communicate by IP address instead of DNS name in the lab, then it doesn’t 
really matter what domain name you choose. However, bear in mind that certificate services will be a little 
more difficult to setup.  

 

1 From the Initial Configuration Tasks window, click Add roles. Click Next 
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2 Check Active Directory Domain Services. When the pop up appears click Add Required 
Features. Click Next. Then click Next again. 
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3 Click Install. Click Close after it finishes installing. 
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4 Click Start. Type dcpromo in the box and press Enter. Click Next to begin the Wizard. Click 
Next again. 
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5 Select Create a new domain in a new forest. Click Next. 
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6 Create a domain name such as “demo.local”. Click Next. 
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7 Select Windows Server 2008 R2. Click Next. At the warning dialog box, click Yes. 
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8 Check DNS server and click Next. Click Next again. 



 
 

 

 
 

 
 

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY     ZEBRA TECHNOLOGIES 40 

 
 



 
 

 

 
 

 
 

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY     ZEBRA TECHNOLOGIES 41 

 
 

9 Type and confirm a domain Administrator account. Click Next. Click Next again at the 
Summary screen. 
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10 After the installation completes, click Finish. Click Restart now at the prompt. After the server 
finishes rebooting, reconnect with Remote Desktop. Choose Use other account to login 
(demo\administrator), and click OK. 
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2.2.5 Add Windows Server Roles 
 

1 In the Initial Configuration Tasks window, click Add roles. Click Next. 
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2 Check Active Directory Certificate Services, Network Policy and Access Services, and Web 
Server (IIS). Click Next. Click Next again. 
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3 Check Network Policy Server. Click Next. Click Next. Click Next again. 
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4 Make sure Enterprise is selected. Click Next. 
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5 Ensure Root CA is selected and Click Next. 
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6 Ensure Create a new private key is selected and click Next. Click Next again. 
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7 Set the common name to something such as “demo-CA” and click Next. Click Next three 
more times through the next screens. 
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8 Check ASP.NET. When the pop up window appears, click Add Required Role Services. Click 
Next. 
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9 Click Install. After the installation finishes, click Close. 



 
 

 

 
 

 
 

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY     ZEBRA TECHNOLOGIES 53 

 
 

 

2.2.6 Configure DNS 
This will setup the DNS service to resolve any names in the “.local” hierarchy and forward any unknown 
queries to other public DNS servers. This will allow use of DNS names within the lab configuration and 
allow the certificate hierarchy to function with minimal extra configuration, while still allowing Internet 
access using name resolution from public DNS servers via the forwarding service of the Windows Server. 

For the demo environment to work properly and clients or servers in the lab that are part of the demo, 
should be assigned to use this Windows Server as the DNS server. For example, if this server has an IP 
address of 192.168.0.115, then a DHCP server would need to be configured with the option for DNS 
servers set to “192.168.0.115” when assigning IP addresses to clients. Likewise any other servers should 
also be configured to use this server for DNS.  

1 Click on the Server Manager icon in the task bar, or alternatively, click Start, type 
“servermanager.msc” and press Enter. 
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2 Expand Roles  DNS Server  DNS. Right click on the name of the server and choose 
Configure a DNS Server. Click Next. 
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3 Choose Create a forward lookup zone and click Next.  
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4 Choose This server maintains the zone and click Next. 
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5 Type “local” as the zone name. If you used a different DNS name for your Active Directory 
domain name, then enter that name instead. Click Next. 
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6 Click Next. 
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7 Choose Yes, it should forward queries to DNS servers with the following IP addresses. Click 
in the box to add your ISP’s DNS server address. Shown below are Open DNS server 
addresses. When finished adding servers, click Next. Then click Finish. 
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2.2.7 Configure Windows Server Password Policy 
You may want to edit the password policy for this demo server to eliminate complexity and expiration 
limits on passwords. This will make it simpler when creating test accounts in Active Directory. This is not a 
required step.  

 Note: Making changes to the group policy may take a few minutes to take effect because of Active Directory 
synchronization. If the password policy does not appear to have taken effect after steps 1-2 are performed, 
then follow step 3. 

 

1 Click Start, type gpmc.msc and press Enter. Expand the Forest: <domain name>  Domains 
 <domain name>, then right-click on Default Domain Policy and select Edit. 

 
 

2 Expand Computer Configuration  Policies  Windows Settings  Security Settings  
Account Polices, and then click on Password Policy. Change each parameter on the right 
side to your preferences, by double-clicking each item and changing the values. Note that 
unchecking Define this policy setting may not actually change the enforced value. You 
should explicitly set each parameter. 
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3 After each parameter is unset, close the Editor window and close the Group Policy 
Management window. Click Start and type “gpupdate /force” and press Enter. 
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2.2.8 Configure User Accounts in Active Directory 
You will need to add a few user accounts and groups for testing onboarding and certificate generation. 
The group will be used for checking permission to onboard. In a future step, you will configure the 
enrollment server which has a default regex that matches the group string “BYOD APP*”. The group 
name below is deliberately chosen to match this regex, so that users that are group members will be 
allowed to continue to the onboarding a BYOD step. You should configure a user that is a member of this 
group as well as a user that is not a member in order to demonstrate users that are denied permission to 
onboard as well as users that are permitted. 

 Note: Step 7 below shows adding the user to the “Print Operators” group. This is to avoid an issue that 
arises in lab environments that does not typically occur in a customer deployment. The Secure Access 
Microsoft Certificate Integration Module requires a local login privilege on the IIS server it is installed on. 
Domain users have this permission by default on most non-Domain Controllers. But in the lab, all services 
are running on the same virtual server, including both Domain Controller and IIS. By default, Domain 
Controllers have modified server permissions that restrict local login privileges to Domain users. The easiest 
way to resolve this without granting Administrator privileges to users is to make them a member of the Print 
Operators group. By doing so, this will avoid the issue where employees cannot get a certificate when 
onboarding their BYOD. 

This step of adding the users to the Print Operators group is not necessary when the IIS server that is 
hosting the Integration Module is not on a server that is also a Domain Controller.  

 

1 From Server Manager, expand Roles  Active Directory Domain Services  Active Directory 
Users and Computers  <domain_name>, and then right click on Users and select New  
User.  
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2 Type “employee” or some other name. Click Next.  
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3 Set the password. Uncheck User must change password at next login, check User cannot 
change password, and Password never expires. Click Next. Then click Finish. 
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4 From Server Manager, expand Roles  Active Directory Domain Services  Active Directory 
Users and Computers  <domain_name>, and then right click on Users and select New  
Group.  

 
 

5 Type “BYOD APPROVED” for the group name and click OK. 
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6 From Server Manager, expand Roles  Active Directory Domain Services  Active Directory 
Users and Computers  <domain_name>, and then click on Users. In the right hand window 
double-click “employee” (or the username configured previously). 
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7 Click on the Member Of tab and click Add. Type “BYOD APPROVED” and “Print Operators” 
and then click Check Names. Click OK when finished, and then click OK again. 
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8 Create a second demo employee account, but this time DO NOT add it to the group “BYOD 
APPROVED”. Make sure to also add it to the Print Operators group. 

 

 

2.2.9 Configure Network Policy Server 
 

1 From Server Manager, expand Roles  Network Policy and Access Services, and then click 
on NPS (local). In the right-hand window pane, select RADIUS server for 802.1X Wireless or 
Wired Connections. Then click on Configure 802.1X. 
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2 Choose Secure Wireless Connections, optionally name the policy, and click Next. 
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3 Click Add to add a RADIUS Client. 
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4 Type the Name, IP address of your RFS, type the shared secret as “secret”. Click OK. Then 
click Next. 
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5 Select Microsoft: Smart Card or Certificate and click Configure. Note the name of the 
certificate assigned to the computer. Click OK and then click Next. 
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6 Click Next. Then click Next again. Click Finish. 
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2.2.10 Export Root CA Certificates 
You will need to export the root CA from the Microsoft server so it can be imported to the Admin Console. 
There will be two certificates on the server. The first will be the root CA certificate, and the other will be a 
certificate issued to the local server. This certificate is used by other server services, such as NPS 
(RADIUS) and IIS. You will export both certificates for use with the Admin Console in a later step.  

 Note: The root CA certificate will be installed on clients as a trusted root certificate so that they don’t 
generate security warnings about untrusted servers. The NPS (RADIUS) certificate will be installed on 
clients and selected as the expected RADIUS server certificate, which allows clients to authenticate the 
server in order to thwart possible honeypot networks pretending to be the corporate SSID. 
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1 Click Start, type mmc and press Enter to launch the Microsoft Management Console. Click 
File  Add/Remove Snap-in. Choose Certificates. Click Add. Choose Computer account. 
Click Next. 

 
 



 
 

 

 
 

 
 

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY     ZEBRA TECHNOLOGIES 81 

 
 

2 Click Finish and then click OK. 
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3 Expand Certificates  Personal and click on Certificates. In the right-hand window pane, 
double click the server certificate you noted from the NPS configuration section. This is the 
certificate assigned to the NPS (RADIUS) server.  
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4 Click the Details tab and click Copy to File. 
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5 Click Next to begin the export wizard. Click Next again. Select DER format and click Next. 
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6 Type a filename for the export certificate file and click Next. Click Finish  
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7 Repeat this same process to export the root certificate, making sure to choose the other 
certificate in the certificate store. 

 

 

2.3 Admin Console Configuration 
The next set of tasks will be performed on the Admin Console in the “cloud”. Go to 
http://byod.motorolasolutions.com and login. 

2.3.1 Import Microsoft CA Certificates 
 

1 Click Certificates, then click Upload Certificates. Click Browse and locate the certificate file 
you previously exported. Click Upload. 

http://byod.motorolasolutions.com/
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2 Repeat for the server certificate. 

 
 

3 Identify the Windows Server name. Click Start, and right-click on Computer and select 
Properties. Copy the Full computer name. Close the window. 
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4 Click Advanced  Msft CA. Click Edit. Fill in the CA Host Name, CA Name, and Search 
Domain fields with the information from the Windows Server setup in previous sections. 
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2.3.2 Configure a Network 
 

1 Select Define Networks and click Add Network. 
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2 Type a name for the network. Click Next. 
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3 Type “demo-secure” for the SSID. Click Next. Click Next again. 
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4 Select TLS with Enrollment System. Click Next. Click Next again. 
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5 Choose Enable server certificate validation and check the CA you imported previously. Click 
Next. Click Next again. 
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6 Click Done. 

 
 

 

2.4 Configure the Enrollment Server Virtual Machine 
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1 In vSphere Client click File  Deploy OVF Template. 

 
 

2 Click Browse and select the OVA file for the Enrollment Server VM. Click Next. Click Next 
again. 
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3 Give the VM a name and click Next.  
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4 Select Thin Provision, and click Next. 
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5 Click Finish. 
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6 Start the VM and click Launch Virtual Machine Console. Accept the license agreements. Give 
the server a hostname such as xpressconnect.demo.local. Note if you want to be able to ping 
this by DNS name, you will need to configure a record in the DNS server. Configure IP 
address, mask, gateway, and DNS server. Note: the DNS server should be the Windows 
server configured in previous steps. 
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7 Choose whether you want to enable SSH and choose a timezone if you prefer. Then close the 
virtual console window. 

 

8 Open a web browser and point it to the IP address of the xpressconnect server. For example, 
http://192.168.0.116/. You will be prompted to begin setup. Click Setup. Click Next. Enter 
credentials and click Login.  

http://192.168.0.116/
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9 Type a Name and new password. Click Next. 



 
 

 

 
 

 
 

ZEBRA CONFIDENTIAL: INTERNAL USE ONLY     ZEBRA TECHNOLOGIES 106 

 
 

10 Type a name with no spaces that will be used in the onboarding URL. Click Next. 

 
 

11 Confirm DNS hostname. Click Next. 

 

 
 

 

2.5 Configure Integration Module on Windows Server 
 

1 In the web interface of the Enrollment Server, go to Certificate Authority  Manage 
Templates. Click Add Template. 
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2 Choose Use a Microsoft Authority. Click Next. 

 
 

3 Type “MSFT CA” for the Name, and type the CA Host Name and CA Name from previous 
steps. In the Request Attribute text box, type “CertificateTemplate:User”. This must be exact. 
Fill in the CA URL field corresponding to the DNS name of the Windows Server. Click Save. 
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4 Click download the Integration Module URL. Save the ZIP file to the Windows Server. This 
step is simpler if you are using a browser on the Windows Server to access the Enrollment 
Server so the package is saved to the local hard drive. 
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5 Extract the contents of the ZIP file to a local folder. Create a new folder named SecureAccess, 
and unzip into that folder. Click OK. Click Extract.  

 
 

6 Start IIS Manager by clicking Start and typing inetmgr in the search box, and press Enter. In 
IIS Manager, expand <server_name>  Sites, and right-click Default Web Site and select Edit 
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Bindings. 

 
 

7 Click Edit. Change the port number from 80 to something else, such as 8080. Click OK. Click 
Close. 
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8 Right-click Default Web Site, select Manage WebSite  Restart to restart the site. 

 
 

9 Right-click Sites and select Add Web Site. 

 
 

10 Name the site SecureAccess, and set the path to the location where you extracted the ZIP file 
previously. Set the port to 80. Click OK. 
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11 Right-click the new SecureAccess site, and select Edit Bindings.  

 
 

12 Click Add. Select https. Select the SSL server certificate to be the same certificate used by 
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NPS previously (not the root CA certificate). Click OK. Click Close. 

 
 

 
 

13 Click Application Pools. In the right-hand window pane, right click SecureAccess and select 
Advanced Settings. 
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14 Change the Load User Profile parameter to True. Click OK. 

 
 

15 Right-click the SecureAccess site and select Manage Web Site  Restart. 
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16 On the Enrollment Server, click the play button on the template to test the configuration. 
Provide user credentials and click Continue. You should see success information as well as a 
certificate in the results screen. 
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2.6 Configure Workflows on the Enrollment Server 
 

1 In the web interface of the Enrollment Server, go to Configuration  Enrollment. Click on the 
X in the upper right corner. Confirm by clicking Delete.  
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2 Click the “click here” URL. Name the configuration Demo Workflow. Check Include Demo 
Data, and click Save. 

 
 

 
 

3 In the new workflow, click Employees  Corporate AD 
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4 Type the AD Domain, AD Host, and DN information. Check User For Sponsorship. Click Save.  

 
 

5 Test the Active Directory login by clicking the play icon. Verify the group Regex for self 
onboarding by trying the two different employee accounts you created previously. This will 
make sure the BYOD option is always available for specific users. 
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6 Verify the AD group permission check, by clicking on the Edit List icon of Step 4. Click the 
configure icon for Option 1. Notice the Group Name Regex. Click Cancel and navigate back to 
the main workflow page. 
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7 Choose Employees  Your Device, and click the configure icon. 

 
 

8 Select An existing network. If necessary, select the server from the Network pick list. Click 
Next. 
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9 Select An existing certificate template, and choose the MSFT CA option you configured 
earlier. Click Next. 
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10 Navigate to Configuration  Deploy, and click the snapshot icon. Click Yes, with new 
wizards. 
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11 Point your browser to http://<server_name>/enroll (or alternatively use the IP address of the 
server instead of name) to see the onboard webpage. Verify it is working. 

 

 

2.7 Configure RFS and Access Point 
It is assumed that you have an RFS and/or AP with basic connectivity and management established. The 
AP is managed by an RFS and a VLAN is configured for client traffic, either tunneled or local, whichever 
is preferred. These steps will detail how to setup an open on-boarding SSID and secure SSID for secure 
access. You don’t have to have different VLANs for the two, but it would be recommended if you are 
demonstrating the basics of a secure solution.  

 

1 Using the Web-UI select Configuration  Profiles  <rfs-profile-name>  DNS. Enter the IP 
address of the Windows Server. Click Ok. 
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2 Select Configuration  Wireless. Click Add. 

 
 

3 Name the WLAN demo-onboard and also type demo-onboard for the SSID. Use VLAN 1. Click 
OK. 
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4 Click Security. Check Captive Portal Enable. Click the Add button. 
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5 Select Centralized, and enter the IP address of the RFS. Choose RADIUS Authentication. 
Click the Add button next to DNS Whitelist. 

 
 

6 Name the list walled-garden-list. Add facebook.com and linkedin.com as suffix entries. Add 
the IP address of the Enrollment Server. Click OK. Then click Exit. Now click OK, but don’t 
click exit.  
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7 Click the Web Page tab. Select Externally Hosted. In the login URL field, type the either 
http://<enrollment_server_name>/enroll/ (or use the IP address instead of DNS name). Click 
Exit. Then click OK and click Exit again. 
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8 Select Configuration  Wireless. Click Add. 
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9 Name the WLAN demo-secure and also type demo-secure for the SSID. Use VLAN 1. Click 
OK.  

 
 

10 Click Security. Select EAP. Click the Add button next to AAA Policy. 
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11 Type auth-server for the policy name. Click Continue. Click Add. 

 
 

12 Type the IP address of the Windows Server. Type “secret” for the Secret. Select Through 
Wireless Controller. Click OK. Click Exit. Click Exit again. 
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13 Check WPA2-CCMP. Click OK. Click Exit. 
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14 Select Configuration  Profiles  <ap-profile-name>  Radios  radio1. Click Edit. 

 
 

15 Click on the WLAN Mapping tab. Select each WLAN and click the arrow button to map them 
to the radio. Click OK and click Exit.  
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16 Repeat previous step for the other radio. 

 

17 Commit and Save the changes: 

 

 

2.8 Section 2.2 

3. Section 3 
3.1 Section 3.1 
3.2 Section 3.2 
 

 

1 Using  
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2 Click  

 

3 Click  

 

4 From  

 

5 Give  

 

6 Select  

 

7 Choose  

 

8 Right  

 

9 Click  

 

10 Right  

 

11 Proceed  
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