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1 Introduction

This document provides step-by-step instructions on how to install the Virtual AirDefense Services Platform 9.0.3
on a virtual platform.

Document Conventions
The following graphical alerts are used in this document to indicate notable situations:

NOTE This symbol indicates something of special interest or importance to the reader. Failure to read
\/ the note will not result in physical harm to the reader, equipment or data.

CAUTION  This symbol indicates that if this information is ignored, the possibility of data or material
damage may occur.

WARNING!  This symbol indicates that if this information is ignored the possibility that serious
A personal injury may occur.
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2 Prerequisites

ADSP supports the following virtualization platform:

e Xen Hypervisor 4.1.x

e Xen Cloud Platform (XCP) 1.6

e VMWare vSphere 5.0 (ESXi)

An ADSP Platform licence is required to unlock the ADSP functionality on the virtual platforms.

The following CPU, memory and hard disk configuration is required for installation of ADSP on virtual platforms to
support appropriate network devices:

v
v

performance of ADSP VM.

NOTE Higher sensor count will cause forensic analysis to take longer to run.

Platform | vCPUs for ADSP VM |Memoryfor|Hard Disk for| Scanning | RadioShare | Network | Active Total
Category ((onintel2.33GHz Xeon| ADSPVM | ADSPVM | Sensors |nop scanning| Devices | WLAN WLAN
or equivalent ) Devices | Devices
Advanced 16 36GB 2x1TB 1700 2550 14,875 68,000 306,000
High-End 8 8GB 2x500GB 850 1275 8925 34,000 191,250
Mid-Level 4 4GB 2x250GB 425 637 4165 17,000 76,500
Entry-Level |2 2GB 1x250GB 85 85 595 3400 15,300
NOTE In a multi-VM environment, over allocation of CPUs to other VMs could potentially impact
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3 Installing ADSP on a Virtual Platform

This section covers ADSP installation on different virtual platforms. Each platform installation is discussed in
separate subsections:

1. Install ADSP on VMWare
2. Install ADSP on Xen Cloud Platform (XCP)
3. Install ADSP on Xen Hypervisor.

Depending on the platform that you want to install ADSP on, you must download one file for VMWare and Xen
Cloud Platform, or two files for Xen Hypervisor:

e  AD-VM-adsp-9-0-3-23-dvd.ova (VMWare)

e AD-VM-adsp-9-0-3-23-dvd.xva (Xen Cloud Platform)

e AD-VM-adsp-9-0-3-23-dvd.gz and AD-VM-adsp-9-0-3-23-dvd.xm (Xen Hypervisor).

The four files can be downloaded at the Motorola Solutions Support Center http://supportcentral.motorola.com/ .

3.1 Install ADSP on VMWare
Follow these steps to install ADSP on VMWare:

1. Install VMWare ESXi Version 5.0.x Host. Follow the VMWare instructions located at
https://my.vmware.com/web/vmware/evalcenter?p=vmware-vsphere51-ent .

2. Install vSphere Client 5.0.x to install and manage ADSP virtual machine running on a VMWare ESXi host.
Follow the vSphere Client instructions located at
https://my.vmware.com/web/vmware/evalcenter?p=vmware-vsphere51-ent .

3. Double-click the VMWare vSphere Client icon on your desktop to access the VMWare vSphere server.

i Vidware ¥Sphere Client
vmware’

VMware vSphere”

(Client

To directly manage & singha host, enter the IP address or host names,
To manage muliple hosts, anter the 1P address or name of a
wienter Senver,

IP address [ Name:  [172.17.12.166 =]

LISEr Mg |

Passwond: [

[ Usze Windows sesgion cradentisls

Il-ﬂﬁl'llﬂm& Help



https://my.vmware.com/web/vmware/evalcenter?p=vmware-vsphere51-ent
https://my.vmware.com/web/vmware/evalcenter?p=vmware-vsphere51-ent
http://supportcentral.motorola.com/
https://my.vmware.com/web/vmware/evalcenter?p=vmware-vsphere51-ent
https://my.vmware.com/web/vmware/evalcenter?p=vmware-vsphere51-ent
https://my.vmware.com/web/vmware/evalcenter?p=vmware-vsphere51-ent

4 Virtual AirDefense Services Platform

4. Log in with your user name and password; then, click Login.

== - LT, W Y
-
(- [ TREThe
Bue Tywkn
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SF Eraste 3 new virual mashine
Liam sBauk vEphers
BN TR T4 TR SOTE, £ 8
D T e ]
Evalusta vipsare
Erond asks P g i i+ |
e Parge Swa =y Fharsdby | Beosssddtet B | St fea e
1Pl Tamin -

5. Select File > Deploy OVF Template.
[Fie]

- k
Dreploy CVF Template. ..

Expedrt ]
Report ]
Browse VA Markstplace ...

Exit
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The Deploy OVF Template window is displayed.

= Deploy OVF Template

Source
Select the source location,

Source
O4F Templabe Datals

Dreplory From a file or URL

WL sk LS00 Z TP AT WM = e Bl 30 2 3udvd crvalld Brivwss...

Enter & URL to download and install the OYF package: From the Internet, or
spexcily 4 location acoessible from your computer, such as a local hard drive, &
rietwork share, or & COJDNVD drive.

HHPI tBa-:IrIHm:-ICu'v:dI
s |

6. Click Browse and navigate to the location where you downloaded the file images.
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7. Select the VMWare image (AD-VM-adsp-9-0-3-23-dvd.ova) and click Open. Then, click Next.

& Deploy OVFE Template

0O¥F Termplate Details
Werify OVF template detais,

]
OYF Template Details

Dowenload size: 1.5GB

Size on disk: 2.6 GB (thin provisioned)
16.5 &8 (thick provisionad)




Installation Guide

8. Verify the OVF template details and then click Next.

= Deploy OVF Template

Mame and Location
Specfy & name and location for the deployed bemplate

SOUNCE
O4F Termplabe Detals
Name and Location

HHPI cmlm:-lmdl
e |
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9. Enter a VM name and then click Next.

# Deploy OVF Template

Storage
‘Where: dio wou want bo store the virbual machine Filies?
SOUNCe Select a destination storage For the virtual machine files:
OYF Template Datals
——— Name Drive Type Capacity | Provisioned Free | Type Thin Prov
Storage dakastoral Man-550 926,50 GB  535.17 GB 407.94 GB  WMFSS Supparts
i@ dabastored Mon-550 931.25GB 97S.00MB  930.30G8 WMFSS Supparte
£ >
r
£ ¥
e | ook | [ mwer> | cancet |
P |
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10. Select a datastore and then click Next.

= Deploy OVF Template

Disk Format
In webich Format do you want to store the virtual disks?

SOUrCe Dhatastora:
4 H 1
O%F Templabe Detals |dﬂmm¢
Mamne ard Location
Avalsble space (GE): 407.
Rora0e (8) !
Disk Format

% Thick Prevvision Lazy Zeroad
" Thick Provision Eager Zeroed
" Thin Provision
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11. Select Disk Format and then click Next.

= Deploy OVF Template

Ready bo Complete
fre these the options you want b use?

Source
OYF Tén plate Detalg_ When you dhdk Finish, the dephoyment: bask will be started.
Meamne ard Location Deployment settings:
;ﬁ.iﬁm CVF File: CiiDocuments and SettingsiMEheng|My Domentstdown...
Ready to Complete _— mcis:_w ::fgﬂ
Hame: Qi-adsp-shell
Hirst [Chusher: localhwost . gaairdefense. com
Datastore: dakastore]
Disk prosisioring: Thick Prosision Lazy Zenoed
Hetwark Mappireg: WM Network” b ¥ Network™

™ Power on after deployment:

_ o | ook |[ emsn | cancet |
i |

12. Deselect Power on after deployment if selected and then click Finish to deploy VM.

Deploying Test ADSP VM

Deploying Test ADSP ¥M
Deeploying disk 1 of 1

([
9 rirnskes remaning

™ Close this dislog when completed
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13. Wait until the Deployment Completed Supcessfull¥ dialog box displays. This could take several minutes
to hours depending on the location (local or internet) of the ADSP image being deployed.

&= Deployment Completed Successfully r:__l - El
Deploying Test ADSP VM
Completed Successfully

\/ NOTE If you receive a deployment error (see screenshot below), download zlib1.dll from the
Motorola Solutions Support Center http://supportcentral.motorola.com/ and copy to:
e C:\Windows\ for Windows XP and Windows 7, 32-bit
*  C:Windows\SysWOW&64 for Windows 7, 64-bit.

Failed to Deploy

Unable to access file:

a CAPLMYProducts\ ADSP Software\ AD-Vi-adsp-9-0-3-23- dvd-diskl.vmd
kg
Unable to load DLL 'zlibl.dIl: The :pe:iﬁed module could not be found.

(Exception from HRESULT: thE00T00TE)

)

14. Click Close.


http://supportcentral.motorola.com/
http://supportcentral.motorola.com/
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15. Right-click on the VM and then select Edit Settings.

AT AT.0086 - viphore Cliend
Fis [ Vew Feenfory Admnstration Plgine Helb
B Bl & vome bgf) by 5 [ bentory
Bl EDGDE DR
= [ meraLe P —
-t - Bl
EE - . Eaurs Alcaten | Parformande | Eventd
B wGES s L] chom tals 8 L
et b lehine?
-8 SOTeare CompLter hat, bke a
- N3 &N operabng system and
U Edt Settings... jpting system instaled on & virual
best operabng system
Fackd PR, Chrl 1 Cperatng sysie
maching is an isolabed computing
Poport Prfmarce maChings a3 0eskop of
B Bnbs, 35 Esting EndronmEnts, or 1o
i
g i M Wi, Clrl4 SR EN pications
B breen oy b hosts. The same hiost can nn B
Lot Friom D [ -
Batic Tasks PR ——
¥ Power on the virtual maching
&+ Edit virtual maching settings
-
Recent Taados M, Taigs & Slahs conians » d
Plave Target b Detls Iraltisbed Bey Wegueded Tt TL.. | Tart Tive Compietod Ties
#_'] Create virbual machire B 1o 8 Cowpheied ok el R BB el [freteo R R R b ol SR Pl bR R b L]
) Tasks ot
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The following window is displayed.

@ Test ADSP Vi - Virtual Machine Properties

Wﬂ|m|mﬁ|

™ Show All Devices fudd....
Hardweare Summary
Sl Mamory 1024 MB
A crus 1

widen card widen card
= WMCI device Restricted
& 5CS51 controder 0 Faravirtual
= Hard disk 1 wirtual Disk,
Bl CEyive drive | CERAOH |
BB Nstwork adapter | Wi Ntk
é Floppry drivve 1 Floppy 1

Wirbual Machine Yersion: 7

Memery Configuration
eSS Hmmma:[ ij[@ﬂ
128 GBI Mairmin recormended For this
< guast 05 255 GB.
64 GE-
aimum recommended for best
socal M performance: 36800 MB.
Daf sult recommendad for this

16 GB- < guast 05: 2 GE.

aca i recommanded For this

i 2 guest 05 512 M8

438

2 GElHd

1 GE

512 MEj=1

256 MEH

128 MBH

&4 MB =

ZMeN

16MEN

&MEH

4 Ml

_ e |

16. Set Memory, CPUs and hard disk size as specified in Section 2 based on the network devices and clients to

be supported by ADSP.
17. Click OK.
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18. Right-click on the ADSP VM and then select Power > Power On.

AT ATAGS - viphere Clism

Fie Ef Wiew Fwerfory Adwnesiraion Pugns Help
B B 8 rees o gl reetory b [ Sveetory
| ~ | g o - 3 1.
T -
(= @ 171700
G e adup W 008 T30
LG Evenis . Congole - Permesond
B G vl P
[T
Seapahuot AT,
B open Conse
B B serngs.. e |
Pkt Prarmr, Curbaes '(,L_\ J;’
Report Performance, SCTNNE £ 1 . B
Fename : 5--' . : = i
g i N Wiradom..,  CrleRR el
Aprrores From Drewnbory
Copatn From Dusk: {“- |
Basic Tasks
w Poveer on the virtual maching
¢ Edit virtual machine sattings
Recent Taks Mams, Taigel o Sishn conlans -
L] Target b Dt Traltiatesd] ey Eequeted THLTL.. — | Tart Tive Coepieted T
;'] Copate wirbual machrs n 17270, e & Cowgieied ot Flrri o PR B e rd = VERES 157 3T P 008 12T P
&) Tacks st

19. Double-click the VM, then select the Console tab, and wait for login prompt. While waiting, ADSP VM
configures automatically.

20. When login prompt displays, log into ADSP and configure just like you would any ADSP appliance.

\/ NOTE If you lose control of the cursor, press Ctrl-Alt to regain control.

3.2 Install ADSP on Xen Cloud Platform (XCP)
Follow these steps to install ADSP on the Xen Cloud platform:
1. Installl Xen Cloud Platform 1.6 following Xen instructions. Follow the Xen instructions located at

http://www.xen.org/download/xcp/index.html .

2. Install Citrix Xen Center to manage Xen Cloud Platform. Follow the Citrix instructions located at
http://support.citrix.com/article/CTX118531 .

3. Double-click the Xen Center icon on your desktop.



http://support.citrix.com/article/CTX118531
http://support.citrix.com/article/CTX118531
http://www.xen.org/download/xcp/index.html
http://www.xen.org/download/xcp/index.html
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4. Select ADD a server.

* pdd Hew Server

Eniber the hast nsme or P sddress of the server vou wank bo add snd
your user login credentials For that server.

Server: .| b
User login credertials
Liser name; oot

Passward:

5. Enter Xen Cloud server IP address on which ADSP VM is to be deployed, along with username and password.
Then, click Add.

& Xenlanbar

Fle W Podl S W Tesle  Pesplabes  Teelk  Wiekes Mo
Bach v 2y Asdben Serew 1 b T bt v T et St B Pr— Pz e derts
£ "awch | Garest | Memmary | Srorsge | Msteeceting | Wics | Console | Pertoemance | users | Logs
= I menlenies
= &
T e T
R B0 e
%) \bur Proces Pargole 12040 ¢
ks Selwih
:L:ime Hame CFiilsge s Prcary {img f i ) Pyl Ly -
. - = [ seroreShmFid —— e — 217
[ soarare packs 5 "'.--urﬁ f Norfar v Fhof BN TR of BAITE M b 1R8I
I A g 11 C— ]
ol 1 e ok tot potin]
IR AL e
I Lt Preces Pangol, 1204 (645
L] ¥
L ¥
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6. Right-click on the Xen Cloud server and select Import.

B v At o 5 el o [ T [ et Crowes e Pz Loyahers dlerty
LT = 3 el T R - S
gy e Enber Marbenaree Mo .. ﬂ;%m e Lorerr m WWM . " LR
— I8 AL gl C— : ——
s oy I 20 e
Cmcorract I et Preces Pangole, 13 04 (645
Reconnest &1
[re—
L] ¥ : 2
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After selecting Import, the following window is displayed.

* lmport Z El
ﬁ Locate the file you want to mport e-
m Erter th pathrams of an sxported VM o bamplabe, an OVFAOVA packaos or & virbual hard dik image il or dick
Broavss ko Find the Fils vou wang.

Locashon

Shorage Fibenama: (| Browess, ..
Webworking

Fanih

citTrIx

Canenl

7. Click Browse and navigate to the location where you downloaded the ADSP images.
8. Select the Xen Cloud Platform image (AD-VM-adsp-9-0-3-23-dvd.xva) and click Open.
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9. Click Next.

* lmport XVA

QL select the location where the imported v will be placed 7}

Impart Source Chick o & sarver bo pominabe & as the bome server For tha imported VM or Por aey few WVH to ba Buesed on the

impaorted templste. The bome server vall b used by defsl bo start up the WM and bo provide resources such &5 local

oy

Sor s Chick o & pool I you do not wank bo rominate 8 home server: the most sultabls avalsbls server vl be used.
Hensrv-QANCPEL

Frish = i
]

citrx

[emesous || mets || cones |

10. Select (highlight) a server for Home Server. The selected server will be used by default to start up the VM
and to provide resources such as local storage.

11. Click Next.
12. Click Next for Storage and select storage.



Installation Guide 19

13. Click Import.

* lmport XVA

m Select target storage e

Impert Source Sedact & storage reposkory whers virtual ditks for the res Y vall be stored

B = R

Webworking
Fariihy

citrx

[epwaous || mmpoets || cones |

This could take several minutes to hours depending on the location (local or internet) of the ADSP image
being imported.
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14. Select (highlight) a virtual network interface for Netwaorking and then click Next.

* lmport XV

m Review the import settings ﬂ'

Impart Source Al ths rscaszary information has baen colsctad mnd tha wizsrd i ready to impert using the sabtings shovn belo.

o Servar Pl riidsed Ko fstltings and click Prasaous f you nised ko g0 bastk and rmaks ey changes, otheres dick Finith to
impaort and close this wazard, Enport may bake several minukes.

Shorage

Webworking WM name: ADSP

_nsh SR

Thorage:  Local shorage
Posbwrk:  Mebwork I

Sugtomaticaly shart N VMG
T hatres o e V(0] stk up &5 2000 4% e nport proced B complete felect this checkdha,
[ seart ¥his) after impant

[emwaous || Frsn ][ concw
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15. Review the import settings, uncheck Start VM(s) after import and then click Finish.

Cormcls | Perfomance  Usen | Loge

Pl Vem Pl Twew W Souge  Tevldm Toh  Wide e
[= s L5l 43t S BE papoct Tt siorage T it
veren: | Serewr v = LR S L
£ S| Ganssl | Memory | Storage | Mevecing | KA
B_I-N.m
- o
I wer
D wer faarch Optore. =
B M- rhag-a
Bp ACespin 21 eniTioud #3844 Ll P L
BB Uberb owcam Rurgoln 120010 o i
i Lol shoange O ek sl of et 1% of B
i Locatss o o
P WT——
B more k) & B o
K S e 21 - —
T b
Iy A1) a4
I b Premes Faregelin 1155 (4
uluﬂ'l
£ E
e T 00 Seoet v

i ke Perimorh Ak
il L TE ] b ma B

o — o + OB KB
S 14378 M P Thicx) (R AR ASETS

Sl Toch rok weksled

Wait for import to finish (see area on bottom, right-side of window). This could take several minutes to
hours depending on the location (local or internet) of the ADSP image being imported.
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16. Right-click the ADSP VM and then select Properties.

* “ADSP-903.22.4ph’ Prapertins

senderber provides: server sl meathods for Lsbeling snd onganizirg your rescurces, By using fesbures sudh as Folders and Eags you

e quickly group and manage resources. sonoss your connected servers,

i
Desoription:

Taga:

AP idgh

[ ox [ comew |

17. Change the VM name.

18. Select CPUs as specified in Section 2 based on the network devices and clients to be supported by ADSP, and

then click OK.
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19. Return to the Xen Center and select the Memory tab.

Pl Ve Pod Seew VM Basge Teplim  Tok  Wrde e
gt - L5l 38t S BE papoct T oo Siorage T it

Ve | Serewr View = Reri i e R e

8 AL 21 _faninsd 4344 —y
e i | (. - -
il Lol shoemge
i Located
o e
= I memre_jacki &
BB arirmm-r-em
B3 aosr oy
g Acesrm 0 sk B840
B3 ACermn 21 eniCioud Sa8-4%
BB wemiin 5 _4_me_mage
g P 150 vy
il [T s
i Lol stoigs
o T

20. Click the Edit button.

* Memory Settings

Set & fiwed memory For this VM, or set a memory range and alow the ¥'s memary allocation bo be adjusted
Sitermatically.

(*) Set & fixed memary of aH8 3 | mB

£ hmemory range cannok be set For this 'YH.

[ e ][ come |

21. Set the memory as specified in Section 2 based on the network devices and clients to be supported by ADSP,
and then click OK.
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22. Select the Storage tab and then double-click on the virtual disk.
23. Select Size and Location.

B ORDEP 0 P pa i e

Curibonn Fakls i L4 Pirbass the e of wour deb 55 fmore $pa0e o areallabis for your v Reducrs) the e of pour disk 6 ol Bupported,

: 00000 5
= S e Lecation el o

b0 GB, Logal @orage

Limabiafe  Lowal whinade’
B ADSR-S-E2-igh

T

24. Set the disk size as specified in Section 2 based on the network devices and clients to be supported by ADSP,
and then click OK.

25. Right-click on the ADSP VM and select Start.
26. Go to the Console and wait for login prompt.
27. Log into ADSP and configure just like you would any ADSP appliance.

3.3 Install ADSP on Xen Hypervisor
Follow these steps to install ADSP on the Xen Hypervisor:

1. Install Xen Hypervisor 4.x. Follow the Xen instructions located at http://wiki.xen.org/wiki/Xen Overview .

2. SCP the disk image (AD-VM-adsp-9-0-3-23-dvd. ﬁ z) configuration file (AD-VM-adsp-9-0-3-23-dvd.xm) to a
location on your Xen server. Let's assume that the location is: /var/lib/libvirt/images.

3. Unzip the disk image using the following command: gunzip AD-VM-adsp-9-0-3-23-dvd.gz.



http://wiki.xen.org/wiki/Xen_Overview
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4. Go to /var/lib/libvirt/images and edit the configuration file: vi AD-VM-adsp-9-0-3-23-dvd.xm.

A 10.5%.37.17 - Ming_Xen68_17 - 35H Secure Shell

H &k F MBS OMA OO % £
Ble Edt Yew Wndow Help
I:I Cuick Conmect | Profiles

ftvmloader”

gepial="pry’”

"adsp.xm” E2L, S14C

Connected to 10.59.37. 17 STHZ - &es126-che - hinac-mmdS - nore | B0x24 &l

5. Change the line beginning with disk to point to your the location of your ADSP image:
disk = [ file:/var/lib/libvirt/images/adsp-disk,hda,w ]

6. Change the values for name, maxmem, memory, and maxvepus to match your criteria. Refer to Section 2
for the recommended resource configuration for ADSP.

7. Create an ADSP VM from the new configuration file:
xm new AD-VM-adsp-9-0-3-23-dvd.xm

8. Start the ADSP VM:
xm start adsp-903-01082013

\/ NOTE The VM name is the same as the one you specified in the configuration file.

9. The ADSP Console can be started with the following command:
xm console <ADSP VM name>

10. Log into Virtual ADSP and configure just like you would any ADSP appliance.
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4 Support and Sales

Motorola Solutions Support Center

If you have a problem with your installation, contact support for your region. Support and issue resolution is
provided for products under warranty or that are covered by a Motorola Solutions Services agreement. Contact
information and web self-service is available by visiting http://supportcentral. motorola.com/.

When contacting support, please provide the virtual platform on which ADSP is installed and version number.

Motorola Solutions responds to calls by email or telephone within the time limits set forth in support agreements.
If you purchased your business product from a Motorola Solutions business partner, contact that business partner
for support.

Customer Support Website

Motorola Solutions Support Website, located at http://supportcentral.motorola.com/ provides information and
online assistance including software downloads, product manuals, and support contact information.

Manuals
http://supportcentral.motorola.com/support/product/manuals.do



http://supportcentral.motorola.com/
http://supportcentral.motorola.com/
http://supportcentral.motorola.com/
http://support.symbol.com/support/product/manuals.do
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