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1 Network Equipment Configuration

1.1 Network Equipment Configuration Page

1.1.1 Access the Network Equipment Configuration page

From the browser, navigate to Web Analytics Portal URL. Select the gear icon to change the
dashboard to the configuration view.

@ mororora sawuTions

Users Roles Caplive Portal Locations Appearance Debug Infrastructure  Notifications

@ MOTOROLA SOLUTIONS Q MOTOROLA SOLUTIONS

Network Equipment Configuration
Motorola AP & controller configuration

1. Configuration Surmmary
|Help me eonfigure my Motorala netwark equipment 2 Captive portal configlration GAING 5 AFfcontrollen

3. Web analtics data collection (WiNG 5.4 on NX9500)
. Presence, Proximity and Location data collection (ADSP 9.0.3)

Add ADSP 9.0.2 appliances here. 9.0.2 supportwill be phased outin favor of 8.0.3+
Motorola ADSP

Configuration Summary

To complete the configuration, send a listof the AP names and wired MAC addresses for each location|

+ Add ADSP RADIUS server {captive portal)
Address: 174.129.163.30
Name Actions RADIUS Authentication port. 1812
CloudADSP i | [ oeler RADIUS Accounting port. 1813

RADIUS Shared Secret.  esesesse (reveal)

Welcome page weh server (captive portal)
Address: 174.129.163.30

WING 5.4 anline analytics data collection
URL: Rttp://174.129.163.30: 5447 VNG,
Usemame: motodenn

Password: sessssss (reveal)

ADSP 9.0.3 presence data collection

URL: Rttps: //0dc53d78-191h-11e 18. adsp i £
Usemame: nearbuy

Password: eesveses (reveal)

The Configuration Summary of the Network Configuration Page contains all of the information
needed to configure:

1) RADIUS server (captive portal)

2) Welcome page server (captive portal)

3) WING 5.4 online analytics data collection
4) ADSP 9.0.3 presence data collection
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1.2 WiNG 5.4 Captive Portal Configuration

1.2.1 Create an AAA policy

Navigate to Configuration — Wireless — AAA Policy. Select Add. Create the name of the AAA
Policy in the text box. Select Continue.

perations  Statises

Network  Profie: ces Management % Revert ¥ Commit [ Commitand Save.
o

YN [

AAA

||

The AAA policy is now created and the Radius Authentication, Radius Accounting and Settings
must be configured.

Navigate to the Radius Authentication tab. Select Add. Set the Host drop-down box to IP
Address. Set the Server Type to Host and the Request Proxy Mode to None. Input the Address,
Port and Secret from the Radius server (captive portal) section of the Network Equipment

Configuration page.

RADIUS server {captive portal)

Address: 174.129.163.30
RADIUS Authentication port. 1812

RADIUS Accounting port: 1313

RADIUS Shared Secret: ssssssss (rewveal)
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Select OK and Exit. Repeat the above steps for the Radius Accounting tab.

RADWIS Authentication

|

O |Prete sams Aemasscetun Serve Kost
RADAUS Address Format

@ [Dosh Demter an-tt-cet et
|

O |Usermame  Fasswond_ »
[Locmeme Poree 7

EAP Wireless Client Setings

ce e e
laalzolao

o u s w] (11080
]

RADIS Authemication  RADIUS Accounting KT 0

Authentication Server x Accounting Server x
serverld y 1 [Jj (1106) (2] serverld y 1 |Jf (1106) Q
settings Settings
Host | 174,129, 183, 30 IP Acress | v Host # 174129, 183, 30 IP Aderess | v
Fort @ 182 Ij {1 to 85,535) Port o 1513 Ii‘ (110 65,535)
Server Type o [Host = Server Type o |Host -
Secret P p—— [ Show Secret P — [ show
Request Froxy liode g |Mene | Request Proxy Mode @, | None v
ReausstAtemsis @[3 2] 11010) ReuesiAlEE g 3 [5] (110)
RequestTimeost g 3 Seoonds | w | (1taE0) RequestTimeost @ |5 Seconds | v | (11060)
RetnyTicautFactor @ 100 | ] (5010200) Retry TimeoutFector @y 100 [ =} (5010.200)
Dpsce ° ?Iﬁ w1083 DsCP o T@ 01063)
Hetwork Access Identifier Routing Network Access Identifier Routing
NAIRouting Enable @[] NAI Routing Enable @ [[]
Realm o Realm °
Realm Type. 0 @ Prefic @ Suffx Realm Type [
Strip Reaim e Sirip Realm [ |
oto] izt ]
4 )
A&x Poliey Traning (7]

I [T e |

Navigate to Settings. Set Accounting Packet Type to Start/Interim/Stop. Select OK and Exit.
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1.2.2 Create a DNS whitelist

Navigate to Configuration — Services — Captive Portals — DNS Whitelist. Select Add.

gnostics  Operations  Stafistics
‘Management 5 Revent %, Commit ] Comma snaSawe
(2}

+ =

Create the name of the DNS Whitelist in the text box. Select Add Row. Select IP Address from
the DNS Entry drop-down box. Type the IP Address of the captive portal server from the

Network Configuration Page. Select OK and Exit.

L) Welcome page web server (captive portal)

Name

Address: 174.129.163.30

T d e
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1.2.3 Create a Captive Portal policy

Navigate to Configuration — Services — Captive Portals — Captive Portals. Select Add.

5] Revet (%, Comm#t |y Commtand Save

(2]

Captive Portat Server tode  Hosting VLAN Intertace Connection tode Simuttaneoas Users. Vieb Page Source AAA Policy

s -

Create the name of the Captive Portal Policy in the text box. Select OK. On the Basic
Configuration tab. Select the Connection Mode based on application protocol (HTTP or HTTPS)
of the externally hosted URLs found on the Network Equipment Configuration page.

Login URL. http:|fF174.129.163. 30/Mmac=NING_TAG CLIENT MACLap mac=WING TAG AP MACGargs=
Agreement URL: |http:(f7174.129.163 . 30/ nac=WING_TAG_CLIEHT MACtap mac=WING TRG AP MACLargs=
Welcome URL:  |http:|#7174.129.163 . 30/redirect 2nac=WING_TAG_CLIENT MAC&ap mac=NING_TAG AP MACLargs=
Fail URL: http:|//174.129.163. 30/?mac=WING_TAG CLIENT MACLap mac=WING_TAG AP MiCLargs=

Select the Captive Portal Server Mode as Internal. Select the AAA Policy created in step 1.2.1.
Select the Access Type as Radius Authentication. Select the DNS Whitelist created in the
previous step. Check Enable RADIUS Accounting. Select OK.
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Captive Portal Policy Training

E-ﬂdhﬂ—l‘

Navigate to the Web Page tab. Select the Externally Hosted Web Page Source radio button.
Input the externally hosted URLs found the Network Equipment Configuration page. Select OK

and Exit.

Login URL http: //174.129.163. 30/ 2mac=WING_TAG CLIENT MACLap mac=VING TAG AP MiCLargs—=
Agreement URL: http://7174.129.163. 30/ 2nac=WING_TAG_CLIENT MACGap mac=VING TAG AP MiCLargs—
Welcome URL:  http: /174,129,163, 30/redirect Mmac=WING_TAG CLTEWT MACtap mac=WING TAG AP MACtargs=
Fail URL: http: /174,129,163, 30/ 2mac=WING_TAG CLIENT MACLap mac=VING TAG AP MiCLargs—

Captive Portal Policy Training

sane congursson 23]
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1.2.4 Create a Wireless LAN profile

Navigate to Configuration — Wireless — Wireless LANs. Select Add.

M wine e

e

[ rsess LA

Dastbonrd |[ERETRETR] Diagnostics  Operations  Statistics

% Revert (%, Commt | CommaanaSave

o

WLAN Status VLAN Pool Bridging Mode ption Type os Poliey Associstion ACL

{ S L3

o e
Create the name of the WLAN profile in the text box. Input the SSID. Select OK.
WLAN 4 | rrsinng (2]
S P |

Navigate to the Security tab. Select the MAC authentication radio button. Select the AAA Policy
created in step 1.2.1. Check Captive Portal Enable and Captive Portal if Primary Authentication



12 Web Analytics
Fails. Select the Captive Portal Policy created in step 1.2.3. Select the desired Encryption
security protocol. Select OK and Exit.

WLAN 9-
o mmmd
1.2.5 Enable the Wireless LAN on an AP profile

Navigate to Configuration — Profiles. Select the AP profile(s) that captive portal needs to be

enabled on. Select Edit.
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M kg usa

Devices  Wireless  Network|

Dashboard Diagnostics  Operalions ~ Stafistics

RF Domains _Securlly  Services  Management 5 Reven 1% Gommi [ Gommiand Save

D)Manage Profiles Profile o
Protie yoe Auto.Previsioning Poliey  Firewal Palicy Wirsless Client Role Policy Advonced WIPS Policy  DHCP Server Pascy Mansgement Policy RADIUS Server Policy
== ) ETE) ceE:
T o tna ‘AGGESS PONTS
& cetaut gk s
& cetaut it
U aatua
n cetmut
< cetaut
& catat
& cetaut
& detaut
& detant
& cetont
G cetaut
Wag: [Devies < datout
) <& et
1 < defat
- noc cetont
nnovson Ceer ceteun

Innsaton Center

@ erovaten Corter
Doetsun-aper
Doereunapezz
Dsetautapasa
Deeteut-spesii

» (3 ceteun-speszt

Dectouragpszz

Type 10 search n avies Fow Cowt: 19

= [SER]  | S=|

Navigate to Interface — Radios. Select the radio profile. Select Edit.

Profile CPlest-AP6521 Type APG521

General Name Type Deseription Admin Status RF Mode Channel Transmit Power
Adoption [Facior Rado aciot & _Enabied 2.4 GHiz WLAN 1 smart |
Wired 802.1x

v Interface

Ethernet Ports
Virtual Interfaces
PortChannels
Radios

PPPOE

» Network

» Security

Critical Resources
Services

» Management

» Advanced

Type to search in fables

Row Count. 1
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Navigate to the WLAN Mapping/ Mesh Mapping tab. Select the WLAN profile created in step
1.2.4. Move the WLAN profile to the Radio section with the left arrow button. Select OK and

Exit.
ks = [+ .
Name radiot ° VEYEIiadlo o o
| A apping s g | [ 22 M Training (advertised)
s Mapoi
ED"
[ ]
o

AT R

Commit and Save the changes to complete the configuration.

1.3 WiNG 5.4 Web Analytics Data Collection

1.3.1 Configure DNS on the controller
Navigate to Configuration — Devices —Device Configuration. Select the controller. Select Edit.
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Wirsiess el

2 Al Provisioning Pty

B Event

Mt Paliey

Greus By [FFomdn | v
IERanl
A Controter
SR Donwn

»gPeETs

A Dovee Contguraton

: BN Configuraion : :
twoTk  PYONES  RF DOM3Ns  Securlly  SEMves  Manapement

AN s e

3 Revert i Commit H Commit and Save.
Device Configuration 7
Systean ame 5 Bevier Tope B Domain ame: Profic Namne: ares Floor Overrides
rox: 5c.08.80.00.78.3 & aresz [ — cs-apesz
SCoEsmERCEM & aresz ra—
SCOESBEIDTA & APz ComectedShepper
[T .
P [———
BeCTE0290 Sriemacen
0z 00 [ras——
SCOEsmALIAS & aresz rm—
T AT 200145818 & T Comstshirge @ Gl
Tt w5 & A -
T ATORE SCoEsmADOASS & e rm—
w71 TABNCE SCOREBTABICE & wpion [ravm—
oA SCOESRTAELFS G s S iemiieni
[ oo [TETry @ rou o
[ e G
L FOEMACON 5C-06-60-9708-84 Franstion Certer C3-4PE521
| Foemso 2 eses o [ — ceapesm o crewr
[Lr— SCoEsmERE0C & eresz - ssat
PO i 01 BUCT.80.46.50.38 & e ComectenSheppen coapsz
[ 56.08.60.66.26.06 < s [ e © Clewr
=1
Typeto sech n s
T

Navigate to Network — DNS. Check Enable Domain Lookup.

more valid domain name servers.

Under DNS Servers, input one or

Device nx9000-noc (00

Link Layer Discovery Pro

Miscallaneous

urty

cal Resources
Senices

» Management

» Aoanced

Profile Name defaull-nx9000

-FD-76) Type N

Domain Name System (DHS)

oHS Servers

Name Servers 1P Address

o

1.3.2

Enable the analytics licenses on the controller

Navigate to Licenses. Input the Adaptive AP Licenses and the Analytics License.
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Device nx2000-noc (00-0C-20-E2-FD-76) Type NX0000 RF Domain Name NOC (7]
ve
[T ]
E
.
T )|
on
asancea

1.3.3 Enable analytics services on an AP profile

Navigate to Configuration — Profiles. Select the AP Profile for each of the AP models that web
analytics will be enabled on. Select the profile. Select Edit.

Dashboard Diagnostics  Operations ~ Statistics

Devices Wireless  Network RF Domaims  Securty Services Management

5 Revet (% Commit ] Commi and Saus

2]

» D etau-apeszi

Dctourapnszz
Doctort-spasaz

Tyoa to search i tabis.

4 )Manage Profiles
Foiey Boicy RADIUS Server Bokicy
fauk 3
st
taot
et
Getat
=y
way: [Deves | ¥
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Navigate to Management — Settings. Input the URL, User Name and Password from the
Network Equipment Configuration page. Select OK and Exit.

URL: http://174.129.163.30: 5447 /WiNG
User Name: motodemo
Password: ssesesss (reveal)

1.3.4 Enable analytics forwarding on the WLAN profile

Navigate to Configuration — Wireless — Wireless LANs. Select the WLAN profile created in
step 1.2.4. Select Edit.



Web Analytics

A = oo © Christolmes.
M g s LSl configuration [ e
Devices. Network Profles RF Domains Setuny Services Management 5] Revert ¥, Commit | Commitand Save

TR Virstess LAs
& VLA Gos Paley
49 Radic QoS Poacy

Wiireless LANS [}

wLan o | ssi0 Geserpron

vLan Poat Bricging tode Athorication Type | Enceypiion Type Gas Potey Associstion ACL

' Local .
' seal ness "
1 ocal WAT Agiress Tiane ]

Type 1o seareh n abes

+ = e . |

Navigate to Firewall. Check Enable under Forward to External Analytics Engine. Select OK and
Exit.

WLAN Training 7)

1P Firewail Rules

Secunt

I M
Client Semngs 0 |<nenes x| ° &
Accountn
ClientLoad Batancing 0 |sones L]
o © |snencs TEL )

o YIEE
TrustParameters
ARP Trust o
Vaidate ARP Header Mismatch oM
o Trust 'Y=

Wircless Client Deny

Wrsless Clent Denied Traffic Thresheld @ % 0110 1,000,000 pacsets per secons

°
° * | (0% 88,400 seconds;
L3Ed
HTTP Anslysis
Forveard Ta sysiog Server Forward ta Contreller
Enatie @ ensbie @ [
Host g = Forward to External Anaiytics Engine.

PO — s

Proy Moce g [ uane
Filer.

FaerOuinapes 0[]

o] e o]

Commit and Save the changes to complete the configuration.
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1.4 ADSP 9.03 Presence Configuration

1.4.1 Enable presence detection
Navigate to Configuration — Operational Management — Location Based Services. Select
New Template.

Menu  Dashboard Network Alarms

Search 1 | Location Based Services

Appliance Platform

= @ADSP -
hd V] Enable configuration
Security & Compliance B Customer (= =
Network Assurance = @& Motorola =

Infrastructure Management = g Atlanta (= New Template Copy settings to all appliances

# 2 Chicago =

Operational Management | Assignment | Template Name

= fj9 Orlande =
L o ) Default LBS Profile

Alarm Configuration
# @ Presence Demo =

Device Age Out Innovation Center
=@ RSA .
Job Status ’ FointInside

[ONONON

= @ Partner =
'Ju:atmn Based Services = Presence Demo

- + jge) Bellevue =
Location Subscriber Profiles =

# [ Chicago =
Pending State Audit -

= G IEM =
Sensor Only Settings

= 2 Menlo Park
Sensor Operation =
& Unplaced Devices =

Account Management

Create the name of the Location Based Services profile in the text box. Select Guest Wi-Fi
User from the Client type configuration drop-down box. Check Enable client type. Check Track
all devices. Uncheck Enter 3. Set the Presence age out to 15 minutes. Check Enable Presence
exit events.

The Enter 1 and Enter 2 event triggers will need to be configured based on the RF
environment. The default triggers are -95 (dBm) RSSI for Enter 1 and -75 (dBm) RSSI for Enter
2. For best practice recommendations, see section 3.1.1.
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Location Based Services Profile: [ Training_Les_profile

Client type configuration

I‘;‘j Guest Wi-Fi User (Normal) |~ |

|M Enable client type: Guest Wi-Fi User |

(O Only track devices connected te authorized BSSs

‘ Presence Settings ” Location Tracking Settings

] Enable all Presence enter events Presence age out

1-120 ite
95 2 (dBm) RSSI minutes

15 2! minute(s)
65 2] (dBm) RSSI

60 *| (dBm) RSSI1 [V] Enable Presence exit events

]

1-60 minutes, 1-59 seconds

1 = | minute(s)

[ save || ssveandcloss || cancel |

Navigate to the Location Tracking Settings tab. Uncheck Enable all Virtual Region Events.
Select Save. Select Copy Settings.

Location Based Services Profile:  Training_LBS_Profile £
Client type configuration
P;i Guest Wi-Fi User (Nermal) |+ ‘ | Copy settings. |” Set all client type priorities
[ Enable client type:  Guest Wi-Fi User
(@ Track all devices
() Only track devices connected to authorized BSSs:
‘ Presence Settings. ‘ Location Tracking Settings
Location Refresh Rate Location Age Out
1-60 minutes, 1-59 seconds 1-120 minutes, 2-59 seconds
e o
Confidence Limit Location Age Out must be
greater than the
Location Refresh Rate.
L85 Profile saved successfully %

Select the client types that require location based services enabled. Select Copy Settings. For
best practice recommendations, see section 3.1.2
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| Training_LBS_Profile

Copy Guest Wi-Fi User Settings to selected client types

|
|

¥ B Eemployee Perzonal Device
23 In Store Customer
& Laptop
4 Loyalty Custemer
&3 phene
T Potential Customer
B scanner
& Tablet
[ B uncategorized Device

AR EEE

Copy Settings Cancel

LiE ]

1.4.2 Configure the API to push data to the cloud service

Navigate to Configuration — Operation Management — Location Subscriber Profiles. Select

New Template.

Menu  Dashboard Network Alarms

Operational Management

Alarm Configuration
Device Age Out
Job Status

Location Based Services

Location Subscriber Profiles

Pending State Audit
Sensor Only Settings

Sensor Operation

Account Management

Search * | Location Subscriptions
Appliance Platform o @ADSP -

Security & Compliance i Customer (=

Network Assurance  g=Motorola =
Infrastructure Management & g=Partner =

& Unplaced Devices =

[] Enable configuration

New Template Copy settings to all appliances

Assignment | Template Name
csas

New_LBS_Subscriber_Nams

Input a Subscriber Name in the text box. Under the Connection Settings tab. Input the URL,
Username, and Password from the Network Equipment Configuration page. Select Save and

Close.
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Location Subscriber Profile

F’Subs(riber Name:#  Training_L5S_Subscriber |

| Connection Settings H Location & Region Events H Presence Events H RSSI Data

Subscriber Push URL: % [[] Enable Froxy Settings
|hﬁus /I 0dc53d78-791b-11e1-8b33-daf3250h6618. | Host:
Single IP: 192.168.1.1:1234 Port:

FQDN:  example.com:1234

Username

Timeout: % [2000 2| milliseconds
Fassword

Retry Limit: + [3 =
[ pisplay Passwerd

Username: * | nearbuy

Password: * |

[] Display Password

Test Connection

Save I Save and Close Cancel

Username: nearbuy
Password: sssss (Teveal)

LRL: 0de53d78-791b-11el1-8b33-daf325ch6616 . adsp.wifiops. io/presence
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2 Web Analytics Configuration

From the browser, navigate to Web Analytics Portal URL. Select the gear icon to change the
dashboard to the configuration view.

@ mororora soLuTions 14w im m Em 1y AN

2.1 Locations Configuration

To enable the configured network, the devices must be added to the Web Analytics Portal.
Select the Locations tab. Select a location to edit.

Return 1o Dashboard  Chris Holmes =

T —————

@ MOTOROLA SOLUTIONS

Locations

Input the AP hostnames and primary MAC addresses for the APs at the location. Select Save.

Edit Location

Name
NRF 2013

Time zone
Americaew York  [=]

Location number

Address

Access Points

® Enter AP hostname and primary MAC address
E far the APs at this location, separated
whitespace ar newlines. Example

ap71-ABCDEF
B4-C7-99-AB-CD-EF

NRF-CS-ZE3 P

Tags

Welcome Page
Default (Connect Shopper 02042013) =]

Save Cancel
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2.2 Captive Portal Bundle Configuration

2.2.1

Access the Captive Portal bundle

Select the Captive Portal tab. Select an existing captive portal bundle as the base

configuration.

0 MOTOROLA SOLUTIONS

Captive Portal Bundles Add bundle Help me create a cagtive portal bundle

about 1 month ago

about 1 month ago

Interap tundle 11 months ago
Interop bundie 12 11 manths ago
NRF 2013 2 months ago
POC Sample Captie Portal Bundis 18-Mar-2013 4 days ago

PresencaDamay 8 months ago

ng 4 days ago

Name Uploaded

Make Detautt  Detete

The default bundie cannat be deleted

Make Detautt | Detee
Make Default  Delete
Make Detoutt | Delete
Make Defoult | Defete
Make Default  Delee
Make Defautt | Detete

Actions

Download and unzip the bundle.

0 MOTOROLA SOLUTIONS

Edit Captive Portal bundle

Name
SJC Training

Save | Cancel

This bundle does not have any custom fields

Preview

Initial welcome page - Terms have changed

Company Logo

Welcome to

CUSTOMER_NAME

Guest Wi-Fi

Welcome to the CUSTOMER_NAME provided
internet access (the "Senice") while you are a
quest of CUSTOMER_NAME at this store location
Ifyou choose to accept the terms of the Wi-Fi
Terms & Conditions ("Terms"). you will have an
enhanced shopping experience with intemet
connectivity. To enhance your store visits, your
device will be tracked anonymously while in the
store and IP addresses, location data, unique
device identifiers and other information, including
personal information, will be collected and shared
with and by CUSTOMER_NAWE to provide you a
ticher shopping experience. Your consent to the
Terms also makes you eligible to receive special
oromaotions ad: ales and information while using
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2.2.2 Edit the Captive Portal bundle

Create a preview of the welcome page by filling in the customer's information in the index.html
file found in the preview folder. Use a text editor to find the following fields and replace the
placeholder with the customer’s information.

CUSTOMER_NAME
CUSTOMER_LEGAL_NAME
CUSTOMER_INTELLECTUAL_PROPERTY_LAW_ADDRESS
CUSTOMER_NOTICES_ADDRESS
CUSTOMER_NOTICES_ATTENTION
CUSTOMER_ADDRESS

CUSTOMER_EMAIL

Replace the company logo image in the preview folder. The size of the logo is irrelevant
because the image will automatically be scaled to fit the captive portal page. The HTML "img"
tag on line 20 of index.html can be edited to reflect the name of an image that is not the default,
companylogo.png. The image type can be any of the standard image types for HTML, including
JPG, PNG, and GIF.

[Hl<body>

[]«div id="pagecontainer">
H<div id="page">

[Hl<div id="contentcontainer">
[Fl<div id="content":>

[l <«diw clazs="enticement">

[<img =roc="companylogo.png" clazz="banner"><br/ 3]

NN e e e

= <span class="headline">Welcome to<br/>

22 <span class="customerheadline">Walmart</span><br/>
23 Guest Wi-Fi</span><br/>

24 </div>

Submit the preview to Guy Halpern at Motorola for final review.

2.2.3 Create the Captive Portal bundle

After obtaining Guy Halpern's approval, create the actual captive portal bundle. Zip the
*preview* directory and send it to the customer for review. Make the requested customer
changes. Create the captive portal bundle by zipping the files.

‘/ NOTE Zip the captive portal bundle by selecting all of the files and zipping to a folder. The files
must reside in the root location of the zip file.
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MName : Date modified Type Size
. portal 3/27/2013 1:41 PM File folder
. preview 3/27/2013 1:41 PM File folder
|| privacy.md 3/27/2013 5:38 PM MD File 4 KB
|| README 3/27/2013 5:38 PM Chrome HTML Dao... TKB
|| README.md [ Edit with Notepad++ File 4 KB
. terms Share with N :Dccument 18 KB
i training nreceed (7inn 102 KR
Send to 3 Bluetooth device
Cut 1, Compressed (zipped] folder
T Bl Desktop (create shortcut)
3 Documents
Create shortcut 4 Faxrecipient
RESte _J  Mail recipient
Eehane 3 DVD RW Drive (E)
Properties I

Navigate to the Captive Portal tab of the settings dashboard. Select Add bundle.

Users Roles Captive Portal Locations Appearance Debug Infrastructure Notifications

0 MOTOROLA SOLUTIONS

Captive Portal Bundles| Add bundle | Help me create a captive portal bundle

Create the name of the bundle in the text box. Select Choose File and select the zip file created

in the previous step. Select Upload.

Users Roles Captive Portal Locations Appearance Debug Infrastructure Notifications

0 MOTOROLA SOLUTIONS

New Captive Portal Bundle

Name
Example

Portal bundle

Choose File caUZfBUE-Bﬁ ..f25chbfb.zip

Upload Cancel

2.3 Appearance Configuration

Select the Appearance tab.
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2.3.1 Brand logos

The logo that appears at the top of every landing page can be changed to brand the web
analytics portal for a customer.

Select Choose File. Highlight the desired logo image. Select Open. Select Save

2.3.2 Brand websites

€ Open [
Logo et
W [&] » Libraries » Pictures » v“,H ,,,,,, o
Upload new logo: Organize ~  New folder =2~ 0 @
|sGhaasebiles)| No file chiosen ¢ Favorites & Pictures library e
B Desktop Includes: 2 locations
% Recent Places
e g B
) Documents Yoo
& Music Sample Pictures gogo image003 moto wallpaper
& Pictures
B videos
1M Computer
&, system (C)
File name: « (Al Files -

27

A list of the customer’s branded websites can be specified. The rank of the customer’s websites
will be listed on the main overview page under My brands.

Input the name of the website in the text box. Select Add

Brand Websites

| [ada |

. Select Save Websites.

Top Websites Visits  Score
B soogie comau 15—
0 motorolasolu.. 14—
A amazones 4 -
Prx pixmania com 4 -

a amazon.com 9 -
& apple.com e
Y engadget.com 2w
.= gsmspain.com 2.
g google com 2
EJ xobricom 1
29 @ My brands 2
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2.4

2.5

Debug

The Debug setting is used to reset a device back to the “new user” state. The device will be

presented with the landing page on the next connection.

Select the Debug tab. Input the MAC address of the device into the text box. Select Reset.

Users Roles Captive Portal Locations Appearance Debug Infrastructure  Notifications

0 MOTOROLA SOLUTIONS

Captive Portal

Reset captive portal registration site

Enter a MAC Address. That device will be put back into the "new user” state and will be presented with the landing page on the next connection

[fo1124eFD518

Notifications Configuration

The following Events can be posted to an external server from the API via an http request by

creating a Destination.

Wi-Fi Enrollment Inside Departure

Wi-Fi Conneciton Product Browed/Saved
Arrival Outside Website Visited

Arrival Inside Search Term Used

Select the Notifications tab. Select + Add Destination.

Users Roles Captive Portal Locations Appearance Debug Infrastructure Notifications

@ MOTOROLA SOLUTIONS

Destinations

Hame Event types Status Actions

CSASPuslicass3 NP Enrallment Product Eggﬁgc‘f aday | Test | Delete
csas et T g oty Test | Do
CSProduction I Enmalment Product gggﬁic‘?a day | Test | Deiere

Create the name of the policy in the Name text box. Input the URL, Username and Password.

Select the Events that will be exported. Select Save.
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@ MOTOROLA SOLUTIONS

Edit Destination

Connection
MName | CSProduction
URL | https.//csdemo.motorolaselutions.com/csas/rest/pul
Username | MSI
Password | sessssssssses
Events
Wi-Fi Enrollment
Wi-Fi Connection |F]
Arrival Outside |
Arrival Inside |E]
Inside Departure [
Product Browsed/Saved
Website/URL Visited |F]
Search Term Used

Cancel
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3 Best Practices

3.1 Presence Configuration

3.1.1 Event triggers

The Enter 1 trigger is the RSSI threshold where the end user is considered to be outside of the
store. The Enter 2 trigger event is the RSSI threshold where the end user is considered to be
inside of the store. An RF analysis of the environment should be conducted to determine the
appropriate trigger levels.

3.1.2 Client location tracking

The best practice recommendation is to enable location tracking for the following client types: In
Store Customer, Loyalty Customer, Potential Customer and Uncategorized Device.

3.2 Update Intervals

3.2.1 Real time applications

For real time applications, such as client demos, it is recommended to lower the WING
analytics update intervals to one second. These settings determine how long WiNG attempts to
accumulate data before forwarding it upstream. In a live demo, it is best practice to update the
analytics in real time. If the command line is not accessible, be aware that the default update
interval is 60 seconds. The following commands must be executed through the command line
interface:

From the AP to the NX controller:
#http-analyze update-interval 1 # seconds

From the NX controller to the Cloud Captive Portal & Analytics Service:
#http-analyze external-server update-interval 1 # seconds

3.2.2 Asychronous Applications

For applications where web analytics not need to be updated in real time, it is recommended to
keep the update interval to it's default value of 60 seconds.
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3.3 Privacy

3.3.1 Welcome Back page

The Welcome Back page can remind people about the service and require them to click
through again to get back onto the network. The page is added to the captive portal bundle by
adding a <div data-cp-visibility="welcome-back">...</div>. The time to control how often the
page must be clicked through is set on the back end. Re-registration is currently supported only
after some period of time, not after a number logins or idle time.

<div data-cp-visibility="welcome-back">
</div>

3.3.2 Terms Have Changed page

The Terms Have Changed requires the end user to re-agree to the Privacy Statement and the
Terms and Conditions when the file is updated in the captive portal bundle.

3.4 Access Points

3.4.1 Reccomended APs

Recommended APs have been field tested and require no additional configuration to work
with web analytics.

«  AP622/6522

+  AP650/6532

« AP7131
+ AP8132
3.4.2 Compatible APs

These APs may require a software upgrade to adopt successfully and report data to the web
analytics server.

+  AP621/6521

« AP6511
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