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1 Network Equipment Configuration 

1.1  Network Equipment Configuration Page 

1.1.1 Access the Network Equipment Configuration page 

From the browser, navigate to Web Analytics Portal URL. Select the gear icon to change the 
dashboard to the configuration view.  

  

Navigate to the Infrastructure tab. Select Help me configure my Motorola network equipment. 

  

The Configuration Summary of the Network Configuration Page contains all of the information 
needed to configure: 

1) RADIUS server (captive portal) 

2) Welcome page server (captive portal) 

3) WiNG 5.4 online analytics data collection 

4) ADSP 9.0.3 presence data collection 
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1.2  WiNG 5.4 Captive Portal Configuration 

1.2.1 Create an AAA policy 

Navigate to Configuration → Wireless → AAA Policy. Select Add. Create the name of the AAA 
Policy in the text box. Select Continue.  

 

The AAA policy is now created and the Radius Authentication, Radius Accounting and Settings 
must be configured.  

Navigate to the Radius Authentication tab. Select Add. Set the Host drop-down box to IP 
Address. Set the Server Type to Host and the Request Proxy Mode to None. Input the Address, 
Port and Secret from the Radius server (captive portal) section of the Network Equipment 
Configuration page.  
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Select OK and Exit. Repeat the above steps for the Radius Accounting tab.  

 

 

Navigate to Settings. Set Accounting Packet Type to Start/Interim/Stop. Select OK and Exit. 
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1.2.2 Create a DNS whitelist 

Navigate to Configuration → Services → Captive Portals → DNS Whitelist.  Select Add.  

  

Create the name of the DNS Whitelist in the text box. Select Add Row. Select IP Address from 
the DNS Entry drop-down box.  Type the IP Address of the captive portal server from the 
Network Configuration Page. Select OK and Exit.  
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1.2.3 Create a Captive Portal policy 

Navigate to Configuration → Services → Captive Portals → Captive Portals.  Select Add.  

 

Create the name of the Captive Portal Policy in the text box. Select OK. On the Basic 
Configuration tab. Select the Connection Mode based on application protocol (HTTP or HTTPS) 
of the externally hosted URLs found on the Network Equipment Configuration page.   

Select the Captive Portal Server Mode as Internal. Select the AAA Policy created in step 1.2.1. 
Select the Access Type as Radius Authentication. Select the DNS Whitelist created in the 
previous step. Check Enable RADIUS Accounting. Select OK.  
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Navigate to the Web Page tab. Select the Externally Hosted Web Page Source radio button. 
Input the externally hosted URLs found the Network Equipment Configuration page. Select OK 
and Exit.  
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1.2.4 Create a Wireless LAN profile 

Navigate to Configuration → Wireless → Wireless LANs. Select Add.  

Create the name of the WLAN profile in the text box. Input the SSID. Select OK.  

Navigate to the Security tab. Select the MAC authentication radio button. Select the AAA Policy 
created in step 1.2.1. Check Captive Portal Enable and Captive Portal if Primary Authentication 
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Fails. Select the Captive Portal Policy created in step 1.2.3. Select the desired Encryption 
security protocol. Select OK and Exit.  

 

 

1.2.5 Enable the Wireless LAN on an AP profile 

Navigate to Configuration → Profiles. Select the AP profile(s) that captive portal needs to be 
enabled on. Select Edit.  
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Navigate to Interface → Radios. Select the radio profile. Select Edit.  
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Navigate to the WLAN Mapping/ Mesh Mapping tab. Select the WLAN profile created in step 
1.2.4. Move the WLAN profile to the Radio section with the left arrow button. Select OK and 
Exit.  

Commit and Save the changes to complete the configuration.  

 

1.3  WiNG 5.4 Web Analytics Data Collection 

1.3.1 Configure DNS on the controller 

Navigate to Configuration → Devices →Device Configuration. Select the controller. Select Edit. 
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Navigate to Network → DNS. Check Enable Domain Lookup. Under DNS Servers, input one or 
more valid domain name servers.  

1.3.2 Enable the analytics licenses on the controller 

Navigate to Licenses. Input the Adaptive AP Licenses and the Analytics License.  
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1.3.3 Enable analytics services on an AP profile 

Navigate to Configuration → Profiles. Select the AP Profile for each of the AP models that web 
analytics will be enabled on. Select the profile. Select Edit. 
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Navigate to Management → Settings. Input the URL, User Name and Password from the 
Network Equipment Configuration page. Select OK and Exit.   

  

1.3.4 Enable analytics forwarding on the WLAN profile 

Navigate to Configuration → Wireless → Wireless LANs. Select the WLAN profile created in 
step 1.2.4. Select Edit.  
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Navigate to Firewall. Check Enable under Forward to External Analytics Engine. Select OK and 
Exit. 

 

Commit and Save the changes to complete the configuration.  
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1.4  ADSP 9.03 Presence Configuration  

1.4.1 Enable presence detection 

Navigate to Configuration → Operational Management → Location Based Services. Select 
New Template.  

 

Create the name of the Location Based Services profile in the text box. Select Guest Wi-Fi 
User from the Client type configuration drop-down box. Check Enable client type. Check Track 
all devices. Uncheck Enter 3. Set the Presence age out to 15 minutes. Check Enable Presence 
exit events.  

The Enter 1 and Enter 2 event triggers will need to be configured based on the RF 
environment. The default triggers are -95 (dBm) RSSI for Enter 1 and -75 (dBm) RSSI for Enter 
2. For best practice recommendations, see section 3.1.1.  

 



20 Web Analytics 

 

 

Navigate to the Location Tracking Settings tab. Uncheck Enable all Virtual Region Events. 
Select Save. Select Copy Settings.  

 

Select the client types that require location based services enabled. Select Copy Settings. For 
best practice recommendations, see section 3.1.2 
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1.4.2 Configure the API to push data to the cloud service 

Navigate to Configuration → Operation Management → Location Subscriber Profiles. Select 
New Template.  

 

Input a Subscriber Name in the text box. Under the Connection Settings tab. Input the URL, 
Username, and Password from the Network Equipment Configuration page. Select Save and 
Close.  
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2 Web Analytics Configuration 

From the browser, navigate to Web Analytics Portal URL. Select the gear icon to change the 
dashboard to the configuration view.  

 

 

2.1  Locations Configuration 

To enable the configured network, the devices must be added to the Web Analytics Portal. 
Select the Locations tab. Select a location to edit.  

 

Input the AP hostnames and primary MAC addresses for the APs at the location. Select Save.  
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2.2  Captive Portal Bundle Configuration 

2.2.1 Access the Captive Portal bundle  

Select the Captive Portal tab. Select an existing captive portal bundle as the base 
configuration.  

 

Download and unzip the bundle. 
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2.2.2 Edit the Captive Portal bundle  

Create a preview of the welcome page by filling in the customer's information in the index.html 
file found in the preview folder. Use a text editor to find the following fields and replace the 
placeholder with the customer’s information.  

CUSTOMER_NAME 

CUSTOMER_LEGAL_NAME 

CUSTOMER_INTELLECTUAL_PROPERTY_LAW_ADDRESS 

CUSTOMER_NOTICES_ADDRESS 

CUSTOMER_NOTICES_ATTENTION 

CUSTOMER_ADDRESS 

CUSTOMER_EMAIL 

Replace the company logo image in the preview folder. The size of the logo is irrelevant 
because the image will automatically be scaled to fit the captive portal page.  The HTML "img" 
tag on line 20 of index.html can be edited to reflect the name of an image that is not the default, 
companylogo.png. The image type can be any of the standard image types for HTML, including 
JPG, PNG, and GIF.  

 

Submit the preview to Guy Halpern at Motorola for final review.  
 

2.2.3  Create the Captive Portal bundle  

After obtaining Guy Halpern's approval, create the actual captive portal bundle. Zip the 
*preview* directory and send it to the customer for review. Make the requested customer 
changes. Create the captive portal bundle by zipping the files.  


NOTE Zip the captive portal bundle by selecting all of the files and zipping to a folder. The files 

must reside in the root location of the zip file.  
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Navigate to the Captive Portal tab of the settings dashboard. Select Add bundle. 

  

Create the name of the bundle in the text box. Select Choose File and select the zip file created 
in the previous step. Select Upload.  

 

 

 

2.3  Appearance Configuration 

Select  the Appearance tab.  
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2.3.1 Brand logos 

The logo that appears at the top of every landing page can be changed to brand the web 
analytics portal for a customer.  

Select Choose File. Highlight the desired logo image. Select Open. Select Save 

2.3.2 Brand websites 

A list of the customer’s branded websites can be specified. The rank of the customer’s websites 
will be listed on the main overview page under My brands.  

Input the name of the website in the text box. Select Add. Select Save Websites. 
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2.4  Debug  

The Debug setting is used to reset a device back to the “new user” state. The device will be 
presented with the landing page on the next connection.  

Select the Debug tab. Input the MAC address of the device into the text box. Select Reset.  

  

 

2.5  Notifications Configuration 

The following Events can be posted to an external server from the API via an http request by 
creating a Destination.  

 

Wi-Fi Enrollment 

 Wi-Fi Conneciton 

 Arrival Outside 

 Arrival Inside 

Inside Departure 

Product Browed/Saved 

Website Visited 

Search Term Used 

 

Select the Notifications tab. Select + Add Destination.  

 

Create the name of the policy in the Name text box. Input the URL, Username and Password. 
Select the Events that will be exported. Select Save.  
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3 Best Practices 

3.1  Presence Configuration 

3.1.1 Event triggers 

The Enter 1 trigger is the RSSI threshold where the end user is considered to be outside of the 
store. The Enter 2 trigger event is the RSSI threshold where the end user is considered to be 
inside of the store. An RF analysis of the environment should be conducted to determine the 
appropriate trigger levels.  

3.1.2 Client location tracking 

The best practice recommendation is to enable location tracking for the following client types: In 
Store Customer, Loyalty Customer, Potential Customer and Uncategorized Device.  

3.2  Update Intervals 

3.2.1 Real time applications 

For real time applications, such as client demos, it is recommended to lower the WiNG 
analytics update intervals to one second. These settings determine how long WiNG attempts to 
accumulate data before forwarding it upstream. In a live demo, it is best practice to update the 
analytics in real time. If the command line is not accessible, be aware that the default update 
interval is 60 seconds. The following commands must be executed through the command line 
interface: 
 
From the AP to the NX controller: 

#http-analyze update-interval 1 # seconds 
From the NX controller to the Cloud Captive Portal & Analytics Service: 

#http-analyze external-server update-interval 1 # seconds 

3.2.2 Asychronous Applications 

For applications where web analytics not need to be updated in real time, it is recommended to 
keep the update interval to it’s default value of 60 seconds.  
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3.3  Privacy 

3.3.1 Welcome Back page 

The Welcome Back page can remind people about the service and require them to click 
through again to get back onto the network. The page is added to the captive portal bundle by 
adding a <div data-cp-visibility="welcome-back">…</div>. The time to control how often the 
page must be clicked through is set on the back end. Re-registration is currently supported only 
after some period of time, not after a number logins or idle time.  
 

 

3.3.2 Terms Have Changed page 

The Terms Have Changed requires the end user to re-agree to the Privacy Statement and the 
Terms and Conditions when the file is updated in the captive portal bundle.  

 

3.4  Access Points 

3.4.1 Reccomended APs 

Recommended APs have been field tested and require no additional configuration to work 
with web analytics.  

•  AP622/6522 

•  AP650/6532 

•  AP7131 

•  AP8132 

3.4.2 Compatible APs 

These APs may require a software upgrade to adopt successfully and report data to the web 
analytics server.  

•  AP621/6521 

•  AP6511 
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