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Chapter 1: About this Document

Purpose

The ldentity Engines Ignition Server explains how to configure and use the Identity Engines Ignition
Serverand Identity Engines Ignition Dashboard.

This Administration guide is authored for network administrators using the Identity Engines Ignition
Server. As an administrator, you are responsible for configuring and maintaining the Users, Devices,
Objects, Policies, and Configurations that Ignition uses to secure and control access to your

networks and other resources.

We assume that you are familiar with network terminology and have experience setting up and
maintaining networks and their security implementations.

Conventions

This section discusses the conventions used in this guide.

Text Conventions

The following tables list text conventions that can be used throughout this document.

Table 1: Notice Icons

Icon Alerts you to...

0 Important: Key information that does not carry with it the risk of personal injury, death,
system failure, service interruption, loss of data, damage to equipment, or
electrostatic discharge.

© Note: Important features or instructions.

e Tip: Helpful tips and notices for using the product.

A Warning: A potential hazard exists that, if not avoided, can result in harm to
hardware or equipment.

Table continues...
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About this Document

Icon Alerts you to...
A Caution: Practices that are not safe or are potential hazards not covered by danger
or warning messages.

Table 2: Text Conventions

Convention Description

Angle brackets (<> Angle brackets ( <> ) indicate that you choose the text to enter based on
the description inside the brackets. Do not type the brackets when you
enter the command.

If the command syntax is cfm maintenance-domain maintenance-
level <0-7> ,youcanenter cfm maintenance-domain
maintenance-level 4.

Bold text Bold text indicates the GUI object name you must act upon.
Examples:
* Click OK.

* On the Tools menu, choose Options.

Italic Text Italics emphasize a point or denote new terms at the place where they are
defined in the text. Italics are also used when referring to publication titles
that are not active links.

Plain Courier Text Plain Courier text indicates command names, options, and text that you
must enter. Plain Courier text also indicates command syntax and system
output, for example, prompts and system messages.

Examples:
e show ip route

e Error: Invalid command syntax [Failed][2018-09-12
13:37:03.303 -04:00]

Separator (>) A greater than sign ( > ) shows separation in menu paths.

For example, in the Navigation tree, expand the Configuration > Edit
folders.

Documentation and Training

To find Extreme Networks product guides, visit our documentation pages at:

Current Product Documentation www.extremenetworks.com/documentation/

Archived Documentation (for earlier www.extremenetworks.com/support/documentation-archives/
versions and legacy products)

Release Notes www.extremenetworks.com/support/release-notes

Table continues...
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Getting Help

Hardware/Software Compatibility https://www.extremenetworks.com/support/compatibility-matrices/
Matrices
White papers, data sheets, case https://www.extremenetworks.com/resources/

studies, and other product resources

Open Source Declarations

Some software files have been licensed under certain open source licenses. More information is
available at: www.extremenetworks.com/support/policies/open-source-declaration/.

Training

Extreme Networks offers product training courses, both online and in person, as well as specialized
certifications. For more information, visit www.extremenetworks.com/education/.

Getting Help

If you require assistance, contact Extreme Networks using one of the following methods:
* GTAC (Global Technical Assistance Center) for Inmediate Support

- Phone: 1-800-998-2408 (toll-free in U.S. and Canada) or +1 408-579-2826. For the support
phone number in your country, visit: www.extremenetworks.com/support/contact

- Email: support@extremenetworks.com. To expedite your message, enter the product name
or model number in the subject line.

» Extreme Portal — Search the GTAC knowledge base, manage support cases and service
contracts, download software, and obtain product licensing, training, and certifications.

* The Hub — A forum for Extreme Networks customers to connect with one another, answer
questions, and share ideas and feedback. This community is monitored by Extreme Networks
employees, but is not intended to replace specific guidance from GTAC.

Before contacting Extreme Networks for technical support, have the following information ready:

* Your Extreme Networks service contract number and/or serial numbers for all involved Extreme
Networks products

* A description of the failure
» A description of any action(s) already taken to resolve the problem

» A description of your network environment (such as layout, cable type, other relevant
environmental information)

* Network load at the time of trouble (if known)

» The device history (for example, if you have returned the device before, or if this is a recurring
problem)

* Any related RMA (Return Material Authorization) numbers
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About this Document

Subscribing to Service Notifications

You can subscribe to email notifications for product and software release announcements,
Vulnerability Notices, and Service Notifications.

1. Go to www.extremenetworks.com/support/service-notification-form.

2. Complete the form with your information (all fields are required).
3. Select the products for which you would like to receive notifications.

© Note:
You can modify your product selections or unsubscribe at any time.
4. Click Submit.

Providing Feedback to Us

Quality is our first concern at Extreme Networks, and we have made every effort to ensure the
accuracy and completeness of this document. We are always striving to improve our documentation
and help you work better, so we want to hear from you! We welcome all feedback but especially
want to know about:

 Content errors or confusing or conflicting information.
* ldeas for improvements to our documentation so you can find the information you need faster.
» Broken links or usability issues.

If you would like to provide feedback to the Extreme Networks Information Development team, you
can do so in two ways:

« Use our short online feedback form at https://www.extremenetworks.com/documentation-
feedback/.

« Email us at documentation@extremenetworks.com.

Please provide the publication title, part number, and as much detail as possible, including the topic
heading and page number if applicable, as well as your suggestions for improvement.
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Chapter 2: New in this Document

The following sections detail what is new in Identity Engines Ignition Server Configuration document
for Release 9.5.0.

Features

See the following sections for information about enhanced feature changes in this release.

Ignition Server Integration with Extreme Management Center

Ignition Server now support Extreme Management Center, which is a single pane of Glass
Management system that provides control of wired / wireless visibility from the data center to the
mobile edge. It can also send Access Logs to be displayed on Extreme Control Dashboard. This is
useful for the customers who have purchased Extreme Control and are interested to co-deploy
Ignition Server. For more information, see Connecting to Extreme Management Center on

page 210.

Platform Updates

» Underlying Operating System has been updated to RHEL 6.7 version.

* Open SSL libraries have been updated to address vulnerabilities.

» Default Root CA and Server Certificates have been replaced with Extreme trusted Root and
Server Certificates.

RADIUS Vendor-Specific Attributes Support for ExtremeXOS based Network
Switches and Enterasys switches.

In this release, the full set of RADIUS Vendor-Specific Attributes have been added to the default
database on the Ignition Server to provide seamless integration with the ExtremeXOS based
Switches and Enterasys family of Switches. Administrators can create inbound / outbound attributes
for these VSAs and utilize them in the Authorization Policies as needed.

October 2018 Identity Engines Ignition Server Configuration 21



Chapter 3: Introduction to Identity Engines
Ignition Server

This chapter introduces the Identity Engines Ignition Server Installation prerequisites, installation
procedures, and the initial connection to the Identity Engines Ignition Server from Identity Engines
Ignition Dashboard. For more information, see Installing Ignition Server on page 448.

What is Identity Engines Ignition Server?

Identity Engines Ignition Server is an enterprise grade network access policy server. The Ignition
Server is also an 802.1X-capable RADIUS authentication server that grants users and their devices
different access levels, or denies users access to your network based on your access policies. Use
the Ignition Server to create a single set of policies that control access for all of the ways that users
connect: through wired, wireless, or VPN. Ignition Server stores access policies, while user
accounts remain in your traditional user store(s), such as such as Microsoft Active Directory, Open
LDAP, Novell eDirectory, RSA Authentication Server, and others.

Ignition Server includes an easy-to-configure policy engine that lets you make network access
decisions based on the user’s identity, account details and group memberships, location of the login
attempt, time of day, and other pieces of information. For example, an Ignition Server policy can
grant users access based on their identity, their point of access (which network switch or WAP they
are connecting through), and their laptop security state (ensuring their laptop is a company-owned
laptop as recorded in the corporate Active Directory store).

Ignition Servers abilities to check whether a user’s workstation has passed MAC authentication and
Windows machine authentication are key features that set it apart from other network access control
tools. Ignition Server lets you combine many policy elements to enforce a single rule, such as how
to authenticate a user with PEAP / MSCHAPV2, check that their device has been authenticated, and
if those are successful, assign the user to the appropriate VLAN based on their role. Ignition Server
also authenticates devices. You can configure Ignition Server to offer a bypass of 802.1X
authentication for older devices on your network that cannot perform an 802.1X authentication by
using the Ignition Access Portal.
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Key Characteristics of Ignition Server

The following are the most important, distinct characteristics of Ignition Server:

* Non-intrusive, out-of-band:Ignition Server is an out-of-band access control solution and thus
easier to install and to scale up than an inline solution. “Out-of-band” means that only the
client’s network sign-on transaction travels through Ignition Server. After it is signed on, the
client’s network traffic travels its usual path.

+ Standards-oriented: Since Ignition Server is a standards-compliant RADIUS server, it
interacts with and can control nearly every type of network endpoint: wired switches, wireless
access points, and VPN concentrators.

» Consolidated AAA platform: Ignition Server handles the three A’s: authentication,
authorization and accounting. Ignition Server works with your existing authentication servers
(SecurlD, Active Directory, and so on) to authenticate the connecting user or device; it uses its
policy engine and provisioning framework to authorize the user/device, and it maintains
accounting records (audit log) of these connection events in a number of formats.

+ Scales up well: One Ignition Server serves as the AAA/RADIUS server for many network-
edge devices: wired, wireless, and VPN.

» Multiple directory support: No duplication of user accounts is required. Ignition Server
authenticates users and devices against your existing data store that holds those accounts.
Ignition Server retrieves information about the user and/or device from many different types
and instances of directories: Active Directory, Novell eDirectory, SUunONE LDAP, Oracle OID,
LDAP, the Ignition Server-local internal store, and others.

+ Split authentication/lookup:Ignition Server can be configured to authenticate the user against
one service and retrieve his or her account details from a separate service for authorization.
For example, you can authenticate using RSA SecurID and look up the user account from an
LDAP service.

* Very flexible policy engine:Ignition Server lets the network administrator use a wide range of
criteria including user attributes, device attributes, access type, location, date/time, and others,
to make precise, targeted access decisions.

» Guest access: A suite of supporting tools lets the network administrator safely and efficiently
grant guests access to the network. Ignition Server Guest and loT Manager delegates the
administrative task of adding temporary users and importing groups of temporary users, and it
can allow self provisioning, if so configured.

* Role-based networking (also called role-based access control): The user’s role or group
affiliation recorded in the directory determines what networks and resources he or she can
access.

* High Availability: You can deploy two Ignition Serversas a linked pair that offers a highly
available RADIUS service. You can also exchange user and device details between
geographically dispersed Ignition Servers for Extended high availability.
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The Ignition Server Approach

The Identity Engines Ignition Server platform provides a comprehensive set of network access
management services in a secure, scalable, standards-based appliance designed for enterprise or
campus deployment. With its built-in ability to use multiple and varied enterprise user directories and
its easy-to-add guest management tools, Ignition Server gives the network administrator the
confidence to allow both permanent and short-term users to connect to the network, while ensuring
that each user sees only the appropriate portions of the network and that all access events are
logged to address internal auditing needs and government reporting requirements.

Wide Set of Criteria for Policy Decisions

The Ignition Server policy engine enables you to set precise network access policies based on a
large set of criteria, including:

» user attributes, such as roles or group membership;

» end-user device attributes, including device anti-virus and security posture;

* context, such as time of day, IP address, or location; and

* details of the authenticator device or service (the switch, wireless access point or VPN
concentrator), such as vendor, location, or service type

Since Ignition Server supports a large set of parameters in its access policies, the network
administrator can map access policies directly to the existing relationships and rules in the

organization. For example, the policy engine allows network administration to enforce business rules
like the following:

» Any user that belongs to group Contractors-Accenture can access the wireless access points in
Building 3/Floor 4 between the hours of 8:00 and 17:00 and should be placed on VLAN 250.

» Users accessing VPN and wireless require SecurlD authentication, but users accessing wired
ports require password only.

» Any employee with role of Faculty gets a high-quality-of-service network session throughout
Campus B.

Consolidation: Efficiency and Clear Lines of Responsibility

The “many-silos” approach to security enforcement, which relies on multiple, independently-
managed security domains, simply does not work. Having multiple silos adds complexity in
administering users and policies, raises the chance of costly errors, and muddies the lines of
responsibility that are a crucial “best practice” for network security.

By contrast, Ignition Server consolidates your network access control to a single policy decision
point that makes and logs all access decisions. Consolidating access decisions means:

* Your network access policies are enforced consistently across wired, wireless, VPN, and
remote access.
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» Users can access the network through any allowed switch or access point, but wherever they
connect, the log entry resolves to the user’s account in the appropriate enterprise user
directory. As a result, security and compliance audits can be streamlined.

* You can more quickly extend your network and deploy new network services, since adding a
new access point or network in Ignition Server requires just a few steps.

While Ignition Server acts as the single policy decision point, it avoids the creation of an
administrative choke point. Ignition Server does this by acting as the single point that makes and
logs access decisions, while leaving the management of user account data where it belongs — in
your enterprise directories (AD, LDAP, and so on.). Having a single policy decision point reduces
security risks. Leaving your account data where it is reduces duplicate tasks for network security
personnel and helps keep the lines of responsibility clear. Only those who are responsible for
account management can update accounts.

Ignition Server is able to leave your account data where it is, thanks to Ignition Server identity
routing. Identity routing lets you specify a search order that directs the Ignition Server to search one
or more user directories of any type — AD and most flavors of LDAP are covered — to find the
correct user account. ldentity routing helps you avoid creating duplicate user accounts.

Compliance Automation

Compliance requirements such as Sarbanes-Oxley and HIPAA have had an increasing impact on
network planning, deployment, and auditing. The optional Ignition Network Analytics application
provides pre-defined, automated reports that simplify periodic monitoring and audits.Ignition Server
provides an aggregated log record for all network access (wired, wireless, and VPN), with
configurable log levels for runtime and administrative activity. Alerts can be generated based on
policy violations or other triggers, with reporting that can reveal patterns within individual categories
of logged events or users.

Ignition Server Feature Overview

The main features of Ignition Serverare .
* Policy and Directory Integration
* Authentication, Authorization, and Accounting
* Platform and OS services
» Administration, Control, and Configuration

» Security
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Policy and Directory Integration Features

N is a next-generation enterprise-class, secure, robust, and scalable network identity management
solution, whose simple task-based user interface greatly eases security management and policy
authoring. Ignition Server authenticates and authorizes enterprise users for network access,
capturing detailed audit logs and generating key reports needed for regulatory compliance.

Ignition Server goes beyond traditional network AAA (authentication, authorization, accounting)
products because it provides unparalleled integration with enterprise directories. Examples include
Microsoft Active Directory, Novell eDirectory, and Sun Java System Directory Server, and RSA
Authentication Manager (formerly RSA ACE/Server).

By intelligently interfacing with multiple directory stores, Ignition Server provides transparent
authentication and flexible authorization policies using corporate group hierarchies, role information,
and other user attributes from any number and type of enterprise directories.

Ignition Server surpasses other network AAA products by its ability to support multiple network
services simultaneously. For traditional AAA servers, each additional network service that is added
requires installing, maintaining, and administering another AAA server with its own policy and user
database configurations designed specifically for that one network service.

Ignition Server, however, enables you to consolidate all existing AAA services in a single system,
managing global policies across all network services and improving manageability and visibility. It
provides auditing of both runtime and administrative activity, thereby improving security and
compliance.

By leveraging the RADIUS protocol that virtually all network devices support, Ignition Server
provides vendor-independence and interoperability. It can integrate seamlessly with your existing
switches, routers, firewalls, wireless access points, wireless switches, VPN servers, and remote
access servers from leading manufacturers such as Cisco, Juniper, Extreme, Foundry, HP, Extreme,
Microsoft, Aruba, Trapeze, and others.

Furthermore, distributed enterprises benefit from Ignition Servers central management of distributed
Ignition Servers and the ability to ensure that policies are applied consistently across the
organization.

For deployments where fault-tolerance is a necessity, Ignition Server offers an active/passive high
availability option, and a geographically redundant option.

Ignition Server is designed as a multi-protocol authentication platform enabling enterprises to
consolidate authentication services for networks and applications in the future. It provides superior
security with its hardened operating system, encrypted file system, and anomaly detection
capabilities.

Authentication, Authorization, and Accounting Features

The traditional definitions for Authentication, Authorization, and Accounting (AAA) do not have the
necessary richness or granularity to meet modern enterprise requirements. Authentication must be
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configurable based on specific authenticator-provided information, and on rules that specify the
credentials acceptable for validating the identity of users coming through that authenticator. Such
credentials can include passwords, digital certificates, and so on.

Ignition Server provides that needed granularity. After a user is authenticated, Ignition Server makes
an authorization decision (that is, it determines the user’s access privileges to the network service)
using the authentication information plus rules and relevant data pulled from back-end stores. After
a user is authorized, Ignition Server invokes provisioning objects that set the attributes of the user
session, such as VLAN assignment, access control lists (ACLs), quality of service (QoS), and so on.

Accounting and auditing traditionally exclude real-time analysis of user activities. Ignition Server
differs by maintaining a log of users’ conformance to access policies, rather than focusing on billing
and usage as other AAA products do.

Platform and OS Services

The Ignition Server utilizes a 64-bit high performance CPU running a hardened operating system
and protocol stack from RedHat; enabled journaling in file system for reliability.

Administration, Control, and Configuration Features

Ignition Dashboard, the graphical user interface for the Identity Engines Ignition Server, makes it
simple to create, view, or alter configuration information for authenticators, access policies, and the
policies that apply to authentication and authorization.

The Ignition Dashboard configuration options enable you to establish authorization policies using
virtual attributes corresponding to the user attributes maintained in your directories, as well as
contextual information relating to the access request.

You can name and specify categories in a hierarchical organization for Ignition Servers portrayal of
your network. You define the categories and their placement in the hierarchy, making it easy for you
to find the type or location of any authenticator in your network.

Similarly, Ignition Server makes it easy for you to represent the group memberships of users and
groups in a tree diagram, whose content also appears in the windows showing user detail
information. This applies to user records that are created and maintained in the Ignition Server
internal data store.

Security Features

The following table summarizes Ignition Server features that prevent threats from being exploited
and that detect and report acts or events with security risk potential.
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Feature Ignition Server Action
Network port All unused network service ports are locked down - only specifically enabled services
lockdown are available.

Network anomaly
detection

Ignition watches for malformed packets destined for any services it exposes and logs
them. Duplicate MAC address detection reports an error to the operator.

Network and port
segmentation

Ignition Server enables you to assign separate ports for different traffic. Port status is
shown in Dashboard, as explained in Managing a Node on page 62. Changes to the
node’s network interface configuration are recorded in the logs. Network interface
settings are stored in the Ignition Server platform’s configuration database and
included in standard backup and restore operations.

As shown in Configuring the Ignition Servers Network Ports on page 72 you may
place limits on what traffic each Ignition Server ports may carry.
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Chapter 4: Ignition Dashboard

As the administrator managing the Identity Engines Ignition Server, your primary tool is the Ignition
Dashboard application located on your personal computer or workstation. Dashboard lets you
manage and monitor the operation of the Ignition Server and set up user authentication and
authorization policies for your network.

This chapter describes an overview of the Ignition Dashboard and a description of the
Administrator menu commands.

For Ignition Server Installation, setup, and initial login instructions, see Installing Ignition Server on
page 448.

For more information on Ignition Server management operations, see the following:

» Backup and Restore Procedures on page 508

» Firmware Update Procedures on page 516

» Setting up Logging on page 525

Administration Roles

Identity Engines supports multiple administration roles (other than the System Administrator). These
roles allow the system administrator to define different permission masks for different users on the
system. The users can only be assigned to the group by the System Administrator, and can be
either an internal user (existing in the local store) or an external user (from a Directory Service or
Directory Set). Users can belong to only one group.

The groups are as follows:
» Configuration Administrator
* Troubleshooting Administrator
* Monitoring Administrator

For information on how these administration roles are managed in Ignition Dashboard, see
Administration Functionality on page 41.

System Administrator
The System Administrator has full access to Dashboard.

There can only be one System Administrator.
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Configuration Administrator

The Configuration Administrator has full access to most of the items under Site Configuration. Site,
node, license, certificate, server, and RBAC management-related functions are not accessible to the
Configuration Administrator. Those functions can only be performed by the System Administrator.
There can be multiple users assigned to the Configuration Administrator group; however, only one
Configuration Administrator can be logged in at a time.

The Configuration Administrator has all the system permissions that the Troubleshooting
Administrator and Monitoring Administrator have.

If multiple Configuration Administrators logs in, the first Configuration Administrator acquires full
access as defined and subsequent Configuration Administrator is lowered to the role of
Troubleshooting Administrator with an alert message “A Config Admin is already logged in the
system. You have been temporarily given Troubleshoot Admin role”.

Troubleshooting Administrator

The Troubleshooting Administrator has full access to the Dashboard Monitor and is able to browse
the Dashboard Configuration. They can also access the Dashboard Troubleshoot functions. Multiple
Troubleshooting Administrators can login simultaneously without impacting another user’s login.

The Troubleshooting Administrator has all the system permissions that the Monitoring Administrator
has.

Monitoring Administrator

The Monitoring Operator has full access to the Dashboard Monitor and is able to browse the
Dashboard Configuration, but cannot make any permanent or temporary configuration changes that
impact the network access behavior of Identity Engines. Multiple Monitoring Administrators can login
simultaneously without impacting another user’ login.

Monitoring administrators cannot use the troubleshooting functionality.

Launching Ignition Dashboard

Use this procedure to run Ignition Dashboard.
Procedure

1. Double-click the Ignition Dashboard icon on your desktop or select Start > Programs >
Ignition Dashboard > Ignition > Dashboard.

The Login window is displayed.
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2. Type the system administrator User Name and Password. The default user name and
password are admin and admin. For security, make sure you change the user name and
password from their default settings. For more information, see Changing the System
Administrator Login Name on page 56.

3. In the Connect To field, do one of the following:

a. To connect to an individual Ignition Server site, type the hostname or IP address of your
Ignition Server.

b. To connect to a group of Ignition Server sites that you manage, choose the Site Group
Name in the Connect To drop-down list. For more information, see Managing Multiple
Ignition Server Sites on page 36.

c. Click OK. If you are unable to log in. For more information, see Problem: Cannot
Connect to Ignition Dashboard on page 572.

Dashboard Best Practices and Design Usage Guidelines

Observe the following guidelines and limitations when using Dashboard:

* No concurrent administrator sessions: Identity Engines Ignition Server strongly
recommends that, at any given time, only one administrator should use Ignition Dashboard to
make edits. Other administrators can launch their own Dashboard sessions to view data, but
they should not make edits. If multiple administrators make edits concurrently, data
inconsistencies might result.

* No spaces after text entries: When you enter text into a field in Ignition Dashboard, make
sure there are no space characters after the text. Ignition Server rejects the entry if it contains
trailing spaces.

Initial Default Display

When you initially launch Ignition Dashboard, Ignition Server displays the Default Admin Certificate
window. Identity Engines Ignition Server provides you with a default admin certificate. When you
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initially launch Ignition Dashboard, the Default Certificate window is displayed. The message
window continues to be displayed until you provide an admin certificate for your organization. Click
OK to close this window. It is strongly recommended that you acquire and install an admin certificate

specifically issued for your organization.

Connection Indicator

The connection indicator is located in the lower right hand of the Ignition Dashboard window frame.
A green background with a plugged-in icon indicates an active connection:

==

—

When you log out, and Ignition Dashboard is not connected to an Ignition Server, the connection
indicator displays a red indicator with an unplugged icon.

e

| Disconnected

Error Indicator

If an error occurs on the Ignition Server, Dashboard displays an alert icon at the bottom of the main
Dashboard window, as shown below. Click the alert icon to view a window showing a description of
the error. Before you dismiss the window, you should clear the message by clicking on the message
and clicking the Clear button to clear the message. If you do not clear the message, it remains there

the next time you open the dialog.

(EDEE

Error indic}lﬂr in Drashboard

Role Indicator

If multiple Configuration Administrator logs in to the Ignition Server Dashboard, the first
Configuration Administrator acquires access to Site Configuration as per the role permissions.
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Dashboard Layout

Subsequent Configuration Administrator role is lowered to Troubleshooting Administrator with a
RED color indication at the bottom of the main Dashboard window as shown.

Enfig [Tronbleshoating Administ rator]l ==

Lowered Role Indicator in Dashboard

Dashboard Layout

The following figure illustrates Ignition Dashboard, your graphical user interface for configuring your
Ignition Servers.

Canfiguration Monitoring  Troubleshooting
View View View

L g
IZ lgdition Dashbeard - ] *

Admirfistration  Help

an| 1++] Maniter < Troubleshoot

Configuration Current Site: Site O

-4 Site 0
. 192020 Access Policy: default-radiuz-user |Eilﬂ|lqs@mﬂ!il)’...
1B SteConfi _

5B Access Policies ||| Authentication Palicy | Identity Routing |((Eiithansstio

=88 rapils RADIUS Authorization Policy
[# fﬂ Pasture Profiles Rule Names Rube Sum mary
i BT Ignition Templa
B& default-radius-ul - Enabled osture Profile Posture
| mlEmacam ot o vaiuss Admin-Access

- wsing Session-Timeout
& BT Ignition Templs ng

B detault-racius-of

| g Tacacs
o sanaL
i B® prowy
P 1f Nio Rules Apply: D
i Authenticators dpete Deny
=M ss0 Authentication-Failed Policy (RADIUS) - Currently Disabled

The status bar at the bottom of the window displays the IP address, date and time of the last
successful login, and number of failed login attempts along with dashboard version, build number,
user name, and role.

10.133.140.179 - Last successful Iogin: 2017-04-14 14:34:33 & Failed login attempts: 0 | II]ashhnard Version: 9.3.2 & Build Humber: 32003 Iadmin [System Administrator] | | |=CD=

Support for Login History and Failed Attempts

Upon successful login to the Ignition Server, the dashboard displays the time and date of the
administrator’s last successful login and the number of failed login attempts since the last successful
login. In case of HA pair, the dashboard displays the last successful login information for both the
nodes and their corresponding failed attempts.

© Note:

For first successful login, the dashboard displays the last successful login as FIRST LOGIN
along with number of failed attempts.
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Support for login history and failed attempts is limited to System Administrator only. Other users
with admin roles such as Config Admin, Monitor Admin, or TroubleShoot Admin do not see any
login history information on the dashboard upon login.

Administration  Help

Monitor

Configuration Current Site: Site 0

=} E’l Site Configuration

Mame: Site 0
B Access Policies

r@\ Authenticators

i Licenses r Certificates r Logging rScheduled Backups r Extended HA

Directories

& Provisioning

[(RADIUS | TACACS+ | Guest &loT Manager (SOAP) |

& Guest & loT Manager
@ Access Portal

Protocal is Enabled: Yes
#- @ Administration
Bound Interface: Admin Port
Authentication Port: 1812 | Edit. |
Accounting Port: 1813
Accept Requests From Any Authenticator: Mo

User Access Policy

Administration  Help

=

Configuration Current Site: Site 0

=& Site 0
ey 182020
& [ Site Canfiguration

Access Policies

& Authenticators

8 Directories

& Provisioning

& Guest 8 loT Manager

@ Access Portal

& Administration

Recommended Sequence

The recommended sequence for configuring your system is shown below.
Once the various components have been created, they can be maintained
individually by selecting them within the tree on the left.

Select an icon below to create an instance of that component.

E; 1. Access Policy

A protocol-specific collection of policies that control authentication and authorization.

Z. Directory ServiceJ

Identifies a stare where user credentials and attributes are retrieved. Active Directory and LDAP
are amonq the supported stores. This is not required if you are using lgnition's Internal Store exclusively.

3. Directory Set

A collection of directary services and rules that determine the order they are used. If you are using
lanition's Internal Store exclusively, the default Directory Set is sufficient.

@@ 4(a). Authenticator

The access point that sends a request to the Ignition server.
A single Authenticator can support multiple protocols.

é’ﬁ 4(b). Service Provider

The entity from which the client is requesting for a resource.

5. Provisioning Values

These are the provisioning values that will be used within the authorization policy.

6. Policies

The rules that control authentication and authorization within Ignition [+|

Multiple Logins Alert
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After you have logged in to an appliance using Dashboard, and another user logs in to that same
appliance, then a notification displays in your Dashboard giving information about this new user, as
shown in the following figure.

The information displayed includes the User Name, the IP Address of the device from which the

user logged in (Host IP Address), the Role of that user and their Session Start Time and Session
End Time.

= Alert X
Following Adrministrators are currenthy active on 10,133,140,103,
User Mame Hast [P Address Role Session Start Time Session End Time
admin 152.02.0 sys-admin 2017-11-13 1031:03 2M7-11-1312:31:03
| Close |

Ignition Server and Dashboard Version Mismatch Alert

If the Ignition Server and Dashboard versions do not match then an improved notification message
is displayed on the Dashboard and the User is logged out.

Error ot
o Release wersion rmisrmatch!
Dashboard: 2.4.0
SERVEL 2.3.2

You will be logged out!

oK
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Managing Multiple Ignition Server Sites

If your Ignition Servers are installed in multiple sites, Dashboard makes it easy to connect to them
and to switch your connection from one site to another. As shown in the following figure, once you
have grouped your Ignition Server sites into a site group, you connect to the site group rather than
to a single Ignition site.

™

rLogin @
Connection Type: () Single Appliance (%) Site Group
Site Group Password: “ ‘ 1 Showl
Site Group: ‘5} SG > |
| oK || Cancel|
© Important:

Only users with System Administrator credentials can log in to a Site Group.

Setting up a Site Group

A site group allows you to log in once to connect to a number of Ignition Servers installed in multiple
locations.
Procedure

1. Make sure your Ignition Server site has been given a unique name. For more information,
see Renaming an Ignition Server Site on page 55

2. In the main Dashboard window (with Dashboard already connected to an Ignition Server),
select Administration > Site Group Management.

The Site Group Management window is displayed.

I= site Group Management >

Configured Site Groups

Site
- 192.0.2.0

| Cloze |
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3. In the Site Group Management window, select Actions > Add Site Group.

4. Enter the password to be used when you connect to or configure the site group. To confirm,
reenter the password and click OK.

5. Type a name for the site group and click OK.
6. Add an Ignition Server to the Site Group:

a. In the Site Group Management window, click the name of your group and select
Actions > Add Site Group.

b. In the Add Site Group window, enter the Site Group Name. Click Add at the bottom of
the window.

This displays another window where you enter the IP address, username, and
password for the user you wish to add. Click OK.

© Important:

The user you are adding must have System Administrator credentials. Only a
System Administrator can log in to the Site Group.

7. Repeat Step 5 for the other appliances in the group.
8. Configure the password for the site group:

a. In the Site Group Management window, click the name of your group and select
Actions > Modify Configuration Password .

b. In the window, type the current password (“admin” is the default) and type the desired
new password. Type the new password again to confirm it, and click OK.

9. Click Close to close the Site Group Management window.
10. Disconnect Dashboard from the current appliance and reconnect to the site group:
a. In the main window, select Administration > Logout.
b. Select Administration > Login.
c. Type the Password you configured for the site group in Step 7.
d. Click the Connect To drop-down list and choose the name for your site group.
e. Click OK to connect.

11. The Dashboard Configuration tree lists all the sites in your site group. Click the name of a
site to manage that site.
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| Administration  Help

@ Menitor % Troubleshoot

Configuration Current Site: Site D
[+ Site 0 Sites
& 102020

|
| E!E"l Site Conflguratlm:w ) Name: Site &
| B Access Policies
| @ Authenticators i Licenses r Certificates r Logging rScheduIed Backups r Extended HA
a@ Directories
@l Provisioning i/ TACACS+ r Guest & loT Manager (SOAP) |

& Guest & loT Manager
@ Access Portal Protocol is Enabled:

a Administration
Bound Interface:

Authentication Port:
Accounting Port

User Access Policy:

Yes

Admin Port

1812
1813

Accept Requests Fram Any Authenticator: Mo

| Edit. |

Idle Time - out

By default, the Ignition Dashboard user interface is set to time-out after a session of Ignition
Dashboard has been idle for 20 minutes, unless the Do not lock Ignition Dashboard option has
been selected in the Administration > Preferences configuration window. When your current
session times out due to inactivity, Ignition Server displays the Idle Timeout window.

Idle time-out configuration is available for the System Administrator role and is configured only
through CLI and displayed in Dashboard. Valid time-out value must be minimum 10 — maximum

480 minutes. If minimum and maximum values are different from specified, then system prompts an

error message. For more information, see Configuring Ignition Dashboard Session and Idle Time -

out in CLI on page 446.

© Note:

If the System Administrator prefers to change the idle time-out value, it takes effect only for the
next login Dashboard session and not for the current login Dashboard session. The current login

session hold the time-out value as specified earlier.
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Inactivity Timeout >

o Your session on Sunnyvale Campus has timed out
..r'\ﬁ-l}
3_/’] What do you want to do?
| L

Reactivate... | | Mew session... | | Exit i

Choose one of the following actions:

* Click Reactivate... to reactivate the current session of Ignition Dashboard on the same Ignition
Server. For more information, see Reactivating a Session on page 39.

* Click New Session... to start a new session. For more information, see Starting a New
Session on page 39.

* Click Exit to exit from the Ignition Dashboard application. For more information, see Quitting
from a Timed - out Session on page 40.

Reactivating a Session
In order to reactivate the current session of Ignition Dashboard on the same Ignition Server:
Procedure

1. Click Reactivate in the idle time-out window. The Reactivate window is displayed.
2. Enter your administrator password.

3. Click OK.

The Ignition Dashboard is displayed in the same state as it was before the time-out.

Starting a New Session

When you choose to start a new session of Ignition Dashboard, you are essentially disconnecting
from the current Ignition Server to which it was connected. Ignition Server needs to take the
appropriate actions with respect to any unsaved data associated with the Ignition Server to which it
was connected.

Use this procedure to start a new session of Ignition Dashboard.
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Procedure
1. Click New Session in the Idle Timeout window .

2. Ignition Server displays the Unsaved Data window to alert you regarding the possibility of
losing any unsaved data associated with the session that has timed out.

Unsaved Data E|

-

:}J) You may have unsaved data that will be lost if vou continue.

You can proceed without saving or cancel this operation,

| Proceed Without Saving | | Cancel

3. If you have data that you need saved from the session that has timed out:
a. Click Cancel. Ignition Server displays the idle time-out window again.
b. Click Reactivate to reauthorize the current session that timed out.
The Ignition Dashboard is displayed in the same state as it was before the time out.
4. If you want to discard the data associated with the session that has timed out:

a. Click Proceed Without Saving.Ignition Server drops the connection with the timed out
Ignition Serverand the Login window is displayed.

b. Enter the user name, password, and the name of the desired Ignition Server. Click OK.

Ignition Server starts a new session with the details you entered in the Login window.

Quitting from a Timed - out Session

When you click Exit in the Idle Timeout window, Ignition Server disconnects the timed-out session of
Ignition Dashboard from the Ignition Dashboard, and closes the Ignition Dashboard application.

Session Time - out

Each time a user launch the Dashboard and connects Ignition ServerApplication, a session is
established in the Ignition Server. Session time-out is the duration after which the session
established by Dashboard with the Ignition Server is terminated. By default the Session time-out of
Ignition Dashboard is 120 minutes. For example: If the Session time-out is 120 minutes, after two
hours of the Dashboard being logged in, the session is now removed from the server. When this
occurs, a session time-out message is displayed. This indicates to the user that the initial session
established with the appliance is no longer valid.
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Session time-out configuration is available for the System Administrator role and is configured only
through CLI and displayed in Dashboard. Valid time-out value must be minimum 30 — maximum
600 minutes. If minimum and maximum values are different from specified, then system prompts an
error message. For more information, see Configuring Ignition Dashboard Session and Idle Time -
out in CLI on page 446.

© Note:

If the System Administrator prefers to change the Session time-out value, it takes effect only for
the next login Dashboard session and not for the current login Dashboard session. The current
login session hold the time-out value as specified earlier.

When the session time-out message displays, select one of the following options:
+ Click Reauthorize and establish a new session by entering your credentials.
* Click Exit.

I= Ignition Dashboard — O >

X Your session on Sunnyvale Campus has timed out

| L What do you want to do?

| Reauthorize... | | E:citl

Root Certificate

Ignition Dashboard uses a root certificate stored in its keystore to verify the identity of the Ignition
Server before connecting to it. If you cannot connect due to a certificate problem, For more
information, see Installing Dashboards Copy of the Admin Certificate on page 90.

Administration Functionality

The functionality to manage administration roles is available on Ignition Dashboard under
Administration.
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Navigating the Dashboard Hosts

This procedure shows the functionality and information that is available in the Dashboard Hosts
windows.

Procedure

1. In the Configuration View, expand Administration and select Dashboard Hosts.

The Dashboard Hosts Summary panel lists the default management Host.

Administration  Help

[1] Monitor i Troubleshoot

Configuration Current Site: Site 0

52 Site 0 Dashboard Hosts Sum mary
i 192020 Host Mame Enabled Bccess Poliy
[ site Canfiguration global-default-mgmt x default-mgmt-user

B Access Policies

= Authenticators

#) Directories

@ Provisioning

B & Guest & loT Manager

[ & Access Portal

S8 i Acdministration
B Dashboard Hasts
B8 Adrnin Access Policies
E aAdmm Roles

2. Double-click the dashboard host entry, or highlight the entry and click Edit.

The Dashboard Host Details window is displayed, allowing you to edit any of the values
assigned to this dashboard host.

Administration  Help

h 4] Monitor ¢ Troubleshoot

Configuration Current Site: Site 0

3@ Site 0 Dashhoard Hosts Sum mary
s 12020 Eosicd
= E’l ite Configuration global-default-rmgmt S default-ragmt-user

> Access Policies
Authenticators = Dashboard Host Details X
Directories
8 provisioning Mame: global-default-mgmt
& Guest & loT Manager
& Access Portal - -
Ela Administration Admin Access Policy: ‘default—mgmt—user =
b Dashboard Hosts -

ﬂ‘ Admin Access Policies
& Admin Roles | Cancel|

Enabled: 0

| Editu. |

3. Make any required changes. Once you begin making changes, an OK button appears.
4. Click OK when you are finished.

Your changes are displayed on the Dashboard Hosts Summary panel.
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Navigating the Admin Access Policies

This procedure shows the functionality and information that is available in the Admin Access
Policies window.

Admin Access Policies determine who is granted access and the type of session that is created. The
policies are made up of a series of rules that are based on user or system attributes. As an
example, the roles could be assigned based on group membership. If a user satisfies the rules of a
policy that pertain to a particular level of administrator role, the user attains the level of administrator
associated with those rules. The session time-out value and idle time-out value could also be
assigned based on the rules.

Procedure
1. In the Configuration view, expand Administration and select Admin Access Policies.

The Admin Access Policies panel lists all available policies, including the standard default-
mgmt-user policy and any policies you have added.

Administration  Help

Monitor “ Troubleshoot

Current Site: Site 0

Configuration
B Site 0
@ 192020
=24 site Configuration default-mgrmt-user default user set
Bl Access Policies
4 Authenticators
8 Directories
& Provisioning
& Guest & loT Manager
& Access Portal
=@ Administration
b ﬁ Dashboard Hosts
Bg Admin Access Palicies
& Admin Roles

Admin Access Policies

2. Double-click any policy entry, or highlight any entry and click Edit.

The Edit Admin Access Policy window is displayed, allowing you to edit any of the values
assigned to this policy or to add new rules to the policy.
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Current Site: Site 0

Admin Access Policies

Directory Set

EI@ Site Configuration
‘ Access Policies

-4 Authenticators

B Directories

E] Provisioning

& Guest & loT Manager
‘ Access Portal
& Administration
S Dashboard Hosts

Basic Settings

Authorization Policy E

3. Click Edit on the Basic Settings banner to change the policy name or directory set.

The Admin Access Policy window is displayed.

I=" Edit Admin Access Policy >

Basic Settings

E Admin Access Policy % '—-'

default-mgrmt- usersl

0K || Cancel

4. Make any required changes in the Admin Access Policy window. Once you begin making
changes, an OK button appears.

Click OK when you are finished.
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5. Click Edit on the Authorization Policy banner to change the content of the policy.

The Edit Authorization Policy window is displayed.

I= Edit Authorization Policy *

Rules

Selected Rule Detail
Name _ Enabled Action cled e Betals
Rule Name: | TestRule [] Rule Enabled
( Constraint ) AND/OR |
New...
Action i Reles | Session Values
<) Allow
Deny Provision With
Sum mary
IF THE
Idle Timeout (in minutes) 20
Add... | | Copy.. | | Bemove

OK | | Cancel

The Rules panel on the left lists all the individual rules that make up the policy. Using the
buttons at the bottom of the panel, you can add a new rule or you can copy or delete an
existing rule.

When you highlight a rule in the Rules panel, the Selected Rules Details panel on the right
displays the details for that rule.

The Selected Rules Details panel contains multiple options for editing a policy.

 Each rule contains one or more constraints logically ANDed and ORed together. In the
Edit Authorization Policy window is displayed in the Constraint table.

» Each constraint evaluates an attribute (a piece of data describing the User or the System).
» Each rule has an action to ALLOW or DENY the access request.

» Each rule can have only one Admin Role associated with it. An Admin Role describes
what access a user has. For example, a user associated with a config-admin role has
permissions to perform the various operations. For more information, see Administration
Roles - Configuration Administrator on page 29.

The entire rule is displayed in the Summary pane at the bottom.

6. Click OK at the bottom when you are finished making your changes.
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Navigating the Admin Roles

This procedure shows the functionality and information that is available on the Admin Roles
windows.

Procedure
1. In the Configuration View, expand Administration and select Admin Roles.

The Admin Role Summary panel lists the existing administrator roles.

Administration  Help

E: ﬁ @Monrtor %Iroublshﬂot

Current Site: Site 0

-2 Site 0
~laa 192020
é E Site Configuration
Bl Access Policies
'@“ Authenticators
8 & Directories
[#- ) Provisioning
' & Guest & loT Manager
B 3 Access Portal
£ Administration
By Dashboard Hosts
g& Admin Access Policies
a Admin Roles

Admin Role Summary

Description

c min
troubleshoot-admin
monitor-admin

ubleshaoting trator
Monitoring Administrator

| View.. |

2. Double-click any of the Admin Role Summary entries, or highlight any entry and click View to
display the groups to which that administrator role belongs. The selected administrator role
has all the permissions that are assigned to the groups to which it belongs (Read/Write

access).

If the user’s administrator role does not belong to a group, only RO (Read Only) access is
available.

For example, the System Administrator role has permission to “Site Management”, which the

other roles do not have. A user who logs in with a non-System Administrator role cannot
perform any write operations on the Site Node in the Dashboard hierarchy; only RO access

is granted.
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I= Admin Role Details b

For example, a System Administrator has permission to manage the Site Management
Functional Group. This means that the System Administrator can perform any create/edit/
delete operations under the Site Node. In the following example, the System Administrator
can edit the RADIUS configurations in the Services section of Site 0.
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Administration  Help

@ Meniter % Troubleshoot

Configuration Current Site: Site 0

B2 Site 0] Sites
s 192020
- site Configuration Name: Site i
Access Policies
{_'0‘ Authenticators i Licenses r Certificates rLogging rSr" duled Backups I/-' ded HA
&) Directories
@& Provisioning i’ TACACS= | Guest & IoT Manager (SOAP) |
6 Guest & loT Manager
6 Access Portal Protacal is Enabled: Yes
E-@ Administration
,g Dashboard Hosts Bound Interface: Admin Port L
5---56AdminAEEESS Policies Authentication Part: 1812 |K
Lkl Bdmin Roles Accounting Port: 1813
Accept Requests From Any Authenticator: Mo
User Access Policy:
i I I 1 =l
10.133.133.24 - Last successful login: 2018-01-19 15:48:40 & Failed login attempts: 0 I I[Iashhnarﬂ Yersion: 9.5.0 & Build Humber: 33049 I |admin [Sy=tem Administrator] | II |=CD=

The Monitor Administrator does not have permission to manage the Site Management
Functional Group. Only READ functionality is available; the Edit option is disabled (grayed
out).

Navigating the Admin Logs

This procedure shows the functionality and information that is available on the Admin Access
Policies windows.

Procedure
1. At the top of the main Dashboard window, click Monitor.
2. In the Monitor hierarchy tree, click your site name.

3. Click the Administration Access Summary tab to display a log of the most recent activity
performed by the users of your site. For every user who signs in, these logs track information
such as login time, user name, host name, directory, role, and policy rule.

Administration Help

{E“}, Lonfiguration M % Troubleshoot

Monitor Current Site: Site 0

= Site o Learned Devices (via AD) [’ SAML Access Si ¥ Administration Sessions
""" % 192.0.20 RADIUS AAA Summary r TACACS+ AAA Summary Guest & loT Manager AAA Summary r User Accounting

Administration Access Activity (last 200 records)

Failed

Lser Marne Hostharne

global-default-mamt |
g\ubal-defau\t-m
global-default-rng sys-adrnin
adrmin global-default-rngmt sys-admin
adimin global-default-rngmt sys-admmin
adimin global-default-rngmt sys-adrnin

4. Highlight any entry, right-click it, and select Record Details to display more information
about the entry.
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I= Access Record Details >

AuthenticationfAuthorization Request Details

[» i

E General Details
Recepived: 2017-11-22 13:00:02
User Id: siva
Access Policy: SwitchRWRO
Authenticator: fdefault/ERS Sandbox
Authentication Result; Authenticated

= User Details
account-locked: False
ernail-address:
enable-max-retries: True
enable-password-expiration: True
enable-start-time: True
first-niame;
last-narme:
rmax-retries: 3
network-usage:
office-location:
password-expiration: 2018-11-22 12:42:56
role:
start-tirme: 2017-11-22 12:42:56
title:
user-idi siva

= Groups
IgnitionTernplate-ERS-RMY-Grp

= Inbound Attributes
ser-Marme: siva
MAE-IP-Address: 10,133,133,.241
Service-Type: B

4

E Authentication Details

=

5. Click the Administration Sessions tab to display a log of the most recent user sessions on
your site. Every user signing in to Ignition Dashboard is associated with a session that tracks
information such as the user name, host IP address, role, session start time, and session
end time.
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Administration  Help

et Configuration % Troubleshoot

Monitor Current Site: Site 0

------ &5 192020

E % Site 0 F Learned Devices (via AD) rSAML Access Yy r Adminis ion Access

x
RADIUS AAA Summary r TACACS+ AAA Summary r Guest & loT Manager AAA Summary r User Accounting |

Administration Sessions

User Marne Host IP Address Rale Session Start Tirme Session End Time
admin 13527104188 sy's-admin 2018-0-1916:35:14 2018-01-1918:35:14
admin 135.27.104.247 sys-admin 2018-01-1915:55%:11 2018-01-19 175311

4 T | [ ]

Configuring Administration Preferences

The Preferences window allows you to specify Dashboard’s time-out settings and log display
settings. To open the window, select the command Administration > Preferences from the main
Dashboard window. For more information, see

» Configuring the Idle Time - out for Dashboard on page 50

+ Setting Viewing Preferences for the Monitor View on page 51

Configuring the Idle Time - out for Dashboard

The Dashboard window locks automatically after a period of inactivity. The default value is 20
minutes. You can turn off the idle time-out function or configure another idle time-out value in the
Preferences window.

© Note:

If the idle time-out value has been assigned through an Admin Access Policy for a
Configuration, Monitor, or Troubleshoot Administrator, this value can not be overridden.

Configure your locking and idle time-out preferences in the Preferences window as described in the
following procedure.

Procedure
1. Select Administration > Preferences in the main Dashboard window.
2. Do one of the following:
a. To turn off locking, select Do Not Lock Ignition Dashboard.

b. To turn on window locking, deselect Do Not Lock Ignition Dashboard, and specify the
idle time-out period in minutes in the Wait field (not available if the idle time-out value
has been assigned through an Admin Access Policy). If this option is selected, then
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after the specified period of inactivity, Dashboard locks and requires a password for
unlocking.

To change the password, for more information, see Configuring the System
Administrator Password on page 56.

Setting Viewing Preferences for the Monitor View

The Logging and Monitor tabs of the Preferences window enables you to configure the viewing
preferences for Dashboard’s Log Viewer tab. For more information on the Log Viewer, see Viewing
and Managing Logs on page 540.

Use this procedure to configure your log viewing preferences.

Procedure
1. Select Administration > Preferences from the main Dashboard window.
2. Click the Logging tab.

» Select Automatically refresh logs on tab selection to force Ignition Server to load the
latest log messages when you click on a tab in the Log Viewer. If you leave this checkbox
deselected, then you must use the Refresh button in the Log Viewer to load log
messages.

* In the Order to display log records section, select Most recent record first to display
the latest log messages at the top of the Log Viewer tab, and subsequent records in
reverse chronological order;, or select Oldest records first if you want to display the
oldest records at the top and subsequent records in chronological order.

* The Number of records to display field sets the page size for the Log Viewer. Select Fit
in screen if you want the Log Viewer to load enough records to fill the window. To set a
custom page size, select User Specified and use the up/down arrows to specify the
number of log records to load per page.

* The Display Full Log Message Using radio buttons let you choose how Dashboard
displays detailed logs such as the Access Record Details record. Choose Tooltip to have
Dashboard display the details in a floating window is displayed when you click the record’s
row. Choose Region at Bottom of Log Viewer to display a dedicated details panel below
the list in the Log Viewer.

For more information, see Specifying How Dashboard Displays Access Record Details on
page 545.

3. Click the Monitor tab. The number of authentication/authorization records to display field
limits the number of records shown in the site level AAA summary tabs in the Monitor view
of Dashboard to 200. This is not modifiable. The limit you set here applies as a single, total
limit on the number of records shown at any given moment across all three tabs: RADIUS
AAA Summary, TACACS+ AAA Summary, and Guest and loT Manager AAA Summary.

In other words, if you set a limit of 200, and the most recent 200 records are RADIUS
authorizations, then the RADIUS AAA Summary shows 200 records, and the TACACS+
AAA Summary and Guest and loT Manager AAA Summary tabs show zero records.
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4. Click OK to apply your changes.

Refreshing the Ignition Dashboard View

To update Dashboard’s display, right-click on your site in the Configuration hierarchy tree and select
Refresh Site. Ignition Server refreshes the display with the latest Ignition Server data.

Exiting Ignition Dashboard

The Administration > Exit command disconnects Ignition Dashboard from the Ignition Server (to
which it was connected), and closes the current session of Ignition Dashboard on your personal
computer or workstation.

Checking the Dashboard Software Version

To determine the version of Ignition Dashboard you are running, select Help > About from the main
window. To determine the firmware version, see Checking the Firmware version on page 517.

Default File Naming Convention

The default file names are updated for Export of Authenticators, Internal Devices, Internal Users,
MDM Devices, FA Client Devices, Posture Enrolled Devices, License, Site Data Backup, Packet
Capture and Export of Logs from Log Viewer for all the channels. The default file naming convention
for records exported from the Ignition Server is IGS_<Release>_<Component>_<IP

Address> <YYYYMMDD>_<HHMMSS>.<file extension>
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This chapter describes the concept of the Identity Engines Ignition Server site and nodes and
explains how to manage your Ignition Server network settings using the Configuration view of
Ignition Dashboard.

Introduction to Dashboard Configuration View

The Configuration view of Dashboard is your primary tool for managing the network settings and
physical settings of Ignition Server. Before you begin configuring Ignition Server, it is important to
understand these two concepts: an Ignition Server site and an Ignition Server node. The site is your
entire Ignition Server installation; a node is an individual Ignition Server appliance.

Depending on your configuration, your Ignition Server site can consist of a single node (an Ignition
Server) or a pair of nodes (a high availability pair of Ignition Servers). Dashboard’s Configuration
view lets you perform the following tasks on your Ignition Server site and nodes:

» Configure the Configuration Hierarchy.

+ Sites and Maintenance: rename a site, backup and restore Ignition Server data, update
Ignition Server firmware, configure HA pairs, bind ports for the RADIUS and (Simple Object
Access Protocol) SOAP services, and edit an administrator account.

* Node Configuration and Maintenance: power down, reboot, or re initialize a node; view the
operational status of a node; configure network ports; configure DNS and other network
settings; configure logging; and view logs of a node.

To open the Configuration view, click Configuration in the upper left corner of Dashboard. This view
is composed of:

» The Configuration Hierarchy navigation panel on the left. Here you specify and organize the
nodes in your site.

- When you select a site in the navigation panel, Ignition Server displays the statistics and
commands you need to manage the site. For more information, see Managing a Site on
page 54.

- When you select a node in the navigation panel, Ignition Server displays statistics and
commands you need to manage the node. For more information, see Managing a Node on
page 62.

» A drop-down Actions menu whose commands operate on the selected site or node.
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* A large editing panel on the right for viewing and editing system settings. Most often, this panel
shows Sites or Nodes panel.

Managing a Site

The Dashboard Sites panel lets you manage your Ignition Server site and its nodes. Depending on
your configuration, a site consists of a single node (one Ignition Server) or a pair of nodes (a high
availability pair of Ignition Servers).

If you manage many Ignition Server sites, you can connect your Dashboard session to a group of
sites and quickly switch back and forth among them. For more information, see Managing Multiple
Ignition Server Sites on page 36.

For information on managing paired server High Availability sites, see Paired Server High
Availability (HA) Configuration on page 471.

| Administration  Help |

@ Monitor % Troubleshoot

Current Site: Site 0

Configuration

|7 Sites
| & 192020
E}E’l Site Configuration Name: Site 0
E> Access Policies
| @ Authenticators i Licenses r Certificates r Logging rScheduIed Backups r Extended HA
| c@ Directories
-8 Provisioning ((RADIUS | TACACS+ | Guest & loT Manager (SOAP) |
& Guest & loT Manager
& Access Portal Protocol is Enabled: es
=@ Administration
Bound Interface: Adrnin Port
Authentication Port: 1812 ‘ Eciite | |
Accounting Port: 16813 e

Accept Requests From Any Authenticator: Mo
User Access Policy:

Procedure

1. In Dashboard’s Configuration Hierarchy tree, click on the name of your site. This is the
name that appears at the top of the tree.

2. Do one of the following.
» Select a command from the Actions menu.

» Navigate the tabs of the Sites panel to view or edit your settings.
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Site Actions

The Actions menu for a Site contains the following commands.

* Rename Site: For more information, see Renaming an Ignition Server Site on page 55.

* Change Username: For more information, see Changing the System Administrator Login
Name on page 56.

* Change Password: For more information, see Configuring the System Administrator
Password on page 56.

» Update Firmware: For more information, see Loading a Firmware Image or Package on
page 519.

» Backup Data: For more information, see Creating a Backup on page 508.

Restore Data: For more information, see Restoring from a Backup File on page 512.

Create HA Link: For more information, see Run the HA Wizard on page 473.

Break HA Link: For more information, see Breaking an HA Pair Using Dashboard on
page 490.

» Trouble Ticket: For more information, see Generating a Trouble Ticket on page 5609.

* Learned Time to Live (TTL): For more information, see Setting TTL for Windows Machine
Authentication on page 399.

» Refresh Site: Reloads all site data into Ignition Dashboard.

Renaming an Ignition Server Site
Use this procedure to change the name of an Ignition Server site.

Procedure

1. In Dashboard’s Configuration Hierarchy tree, click on the name of your site. This is the
name that appears at the top of the tree. The default name is Site 0.

2. Choose Actions Rename Site.....

The Rename Site window is displayed.

Ignition Server displays the name for the selected site.
3. Enter the new name for the site.

4. Click OK to apply your changes.
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Changing the System Administrator Login Name

The default administrator login name is admin. Use this procedure to change the System
Administrator login name.

Procedure
1. In Dashboard’s Configuration Hierarchy tree, click on the name of your site.
2. Right-click and select Change Username.

The Change Username window displays the current user name.

© Note:

If you are managing a high-availability pair of Ignition Servers, this user name applies to
both nodes in the pair.

3. Enter the administrator password.
4. Enter the new user name.
5. Click OK.

Configuring the System Administrator Password

The default password is admin. Use this procedure to change the System Administrator password.
Procedure

1. In Dashboard’s Configuration Hierarchy tree, click on the name of your site.

2. Click Actions > Change Password.

3. Enter the existing password in the Old Password field.

© Note:

If you are managing a High Availability pair of Ignition Servers, this administrator
password applies to both nodes in the pair.

4. Type the New Password. Type the new password again in the Confirm New Password
field, and click OK.

Password Guidelines
It is recommended that you follow the below password complexity checks:
» Use minimum of eight characters in the password.

Following error message is displayed if the above rule is not followed:
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Invalid Password Length Error =

» Password must be a combination of the following character types:
Include at least one lowercase letter

Include at least one uppercase letter

Include at least one number

Include at least one special character from !, @, #, s, %, ~, &, *, (), — +

Following error message is displayed if the password does not consist of the above
characters:

* New password cannot match the three recently used passwords.

The following error message is displayed if the new password matches the previously
used password:

Failed to set the admin account's password. >
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Managing Ignition Server Services

The Services tab in the Sites panel allows you to configure the RADIUS service and SOAP service.
For more information, see the following sections.

+ Configuring Ignition Server RADIUS Service on page 58

+ Configuring Ignition Server SOAP Service on page 60

Configuring Ignition Server RADIUS Service

The Ignition Server RADIUS service handles authentication traffic with supplicants and
authenticators. You can bind the Ignition Server RADIUS service to a physical Ethernet port on the
Ignition Server (the Admin port or Service Port A), or you can bind it to an Ignition Server VIP (VIPs
are explained in Managing Virtual Interfaces (VIPs) on page 487. Use the RADIUS tab to bind the
RADIUS service and configure its port numbers.

| Administration  Help |

@ Monitor % Troubleshoot

Configuration Current Site: Site 0

== site 0 Sit AR

i & 192.0.2.0
E}El Site Configuration

: . Mame: Site 0
E> Access Policies
{ rfﬁ Authenticators i Licenses r Certificates r Logging rScheduIed Backups r Extended HA
1 c@ Directories
-8 Provisioning ((RADIUS | TACACS+ | Guest & loT Manager (SOAP) |
& Guest & loT Manager
& Access Portal Pratocol is Enabled: Yes
=@ Administration
Bound Interface: Adrmin Port
Authentication Port: 1812 ‘ Edit... | |
Accounting Port: 16813 e

Accept Requests From Any Authenticator: Mo
User Access Policy:

Editing RADIUS Communication Settings

Use this procedure to edit RADIUS configuration settings.

Procedure

1. In the main Dashboard window, in the Configuration Hierarchy panel, click the name of your
site.

2. In the Sites panel, click the Services tab and click the RADIUS tab.
3. Click Edit in the RADIUS tab.
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The Edit RADIUS Configuration window is displayed.

F= Edit RADIUS Configuration ¥
Protocal is Enabled:
Bound Interface; |Au:|min Port |"’|
Authentication Port: 1812
Accounting Paort: 1813
Accept Requests From &ny &uthenticator:
Access Policy: |default-radius-user '|
RADIUS Shared Secret; |--------- | | Show |
| Cancel |

4. Edit as necessary:

* Protocol is Enabled: Make sure this checkbox is selected.

* Bound Interface: From the drop-down list, choose the Ignition Server Ethernet interface
handling the RADIUS traffic. You can bind RADIUS to any port on the Ignition Server. If
you are running an HA pair of Ignition Servers, you can choose to bind RADIUS to a VIP
interface. The VIP names are also listed in the drop-down list.

For more information, see Managing Virtual Interfaces (VIPs) on page 487.
» Authentication Port: Enter the UDP port number that should receive RADIUS

authentication requests

. The default RADIUS authentication port is 1812. If your

installation uses older network equipment, you might have to set the Ignition Server

RADIUS authentication

port to 1645.

» Accounting Port: Enter the UDP port number that should receive RADIUS accounting
messages. The default accounting port is 1813.

For more information, see Access Log: RADIUS and TACACS+ Accounting on page 543.

5. Click OK to apply your changes to the RADIUS service.

© Important:

If your site uses Ignition Server Guest and loT Manager, note the following:

Guest and loT Manager uses RADIUS to authenticate provisioner users against the
Ignition Server. For Guest and loT Manager to work, your network must allow RADIUS
(UDP) traffic to travel between Guest and loT Manager and the Ignition Server. If
firewalls exist between Guest and loT Manager and Ignition Server RADIUS port, make
sure they allow this traffic.
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The other fields in this window (Accept Requests From Any Authenticator and others)
allow you to create a global authenticator. A global authenticator requires an Ignition
Server Base LARGE license. For more information, see Assigning the SOAP Service
Certificate on page 93.

Configuring Ignition Server SOAP Service

The Ignition Server SOAP service allows Identity Engines Ignition Server Guest and IoT Manager
and other API client programs to interact with Ignition Server to perform administration and other
tasks. By default, the Ignition Server SOAP service is disabled.

This section describes how to configure SOAP API; however, if you are configuring your Guest and
loT Manager connection, We recommend you to instead follow the instructions in “Set up
Connection to the Ignition Server” in Identity Engines Guest and loT Manager Configuration
document which describes the additional tasks you must perform in Guest and loT Manager.

Use this procedure to configure the SOAP service.
Procedure
1. In Dashboard’s Configuration Hierarchy panel, click the name of your site.
2. In the Sites panel, click the Services tab and click the (Guest and loT Manager) SOAP tab.

If there is no (Guest and loT Manager) SOAP tab, you must install the SOAP feature license.
For more information, see Managing Virtual Interfaces (VIPs) on page 487.

3. Click Edit in the (Guest and loT Manager) SOAP tab.
The Edit SOAP Configuration window is displayed.

F= Edit SOAP Configuration *

Enable SOAP Service

SOBP Usernarme: ‘admin |
SOAP Password: veses | Show
Bound interface: \Admin Port |
Part 443 |

Session Timeout (seconds); |1EDD |

| Cancel |
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4. Configure the SOAP connection parameters:

a. Enable SOAP Service — Select this checkbox to make the SOAP API service
available.

b. SOAP Username — This is the login name that Guest and loT Manager and other
SOAP API clients use to connect to the service. This is not an account in the internal
store; by typing a name and password here, you are creating the SOAP user account.
Do not use spaces. Type only letters and numbers.

c. SOAP Password — Password that the SOAP user account uses to connect.

d. Bound Interface — From the drop-down list, choose the Ignition Server Ethernet
interface that is intended to handle SOAP ftraffic. You can bind the SOAP service to any
port on the Ignition Server. If you are running an HA pair of Ignition Servers, you can
choose to bind to a VIP interface. The VIP names are also listed in the drop down list.
For more information, see Managing Virtual Interfaces (VIPs) on page 487.

e. Port — Enter the port number to which API clients should connect. Traffic through this
port is HTTPS traffic.

f. Session Timeout — Enter the time period, in seconds, after which the SOAP API
connection is automatically reset. This timeout ensures that unused sessions are closed
at the expiration of the time-out period, but it does not cause Guest and loT Manager to
become disconnected since Guest and loT Manager automatically reconnects.

© Important:

Configure the SOAP Session Timeout to a period of 180 seconds or longer.
Configuring it as a shorter period can result in Guest and loT Manager being unable
to load large sets of users.

5. Click OK to apply your changes.

6. Install the SOAP certificate on the Ignition Server. For more information, see Managing
Virtual Interfaces (VIPs) on page 487.

7. Perform SOAP configuration steps in Guest and loT Manager.

a. Install a copy of the SOAP certificate in Guest and loT Manager as explained in Identity
Engines Guest and loT Manager Configuration document in the section, “Installing a
SOAP Certificate.”

b. Make SOAP and RADIUS settings in Guest and loT Manager as explained in Identity
Engines Guest and loT Manager Configuration document in the sections, “Make SOAP
Connection Settings” and “Make RADIUS Connection Settings.”

8. If Guest and loT Manager is running, restart Guest and IoT Manager’s application server
(usually Tomcat) before you try to connect Guest and loT Manager to the SOAP service.
This allows the new SOAP settings to take effect.
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Resetting the SOAP Password

Applications like Guest and loT Manager must present a valid SOAP password in order to connect
to the Ignition Server. Use this procedure to reset the SOAP password.

Procedure
1. In Dashboard’s Configuration Hierarchy panel, click the name of your site.
2. In the Sites panel, click the Services tab and click the and loT Manager (SOAP) tab.
3. Click Edit in the and loT Manager (SOAP) tab.

The Edit SOAP Configuration window is displayed.

In the SOAP Password field, type the new password.

Retype the password in the Confirm Password field.

Click OK to apply your changes.

N o o A

In Guest and loT Manager, type the new password.

To do this: Log in to the Guest and loT Manager administrator application. Click Manage
Appliance. If connected, click Disconnect. Click Manage Appliance again. Type the SOAP
user name and the new password. Click Connect.

Managing a Node

A node is an individual Ignition Server. In the Configuration Hierarchy panel of Dashboard, you
can find your node listed under its name or IP address. When you click on a node in the
Configuration Hierarchy panel, Dashboard displays the Node Configuration panel and, in the
Actions menu, makes available the commands that operate on nodes.

Administration  Help |

Monitor % Troubleshoot

| Current Site: Site 0

Configuration

=& Site 0 Sites
&
E}lEl ite Configuration Mame: Site 0
& Access Policies
rfﬁ‘ Authenticators i Licenses r Certificates r Logging rScheduIed Backups r Extended HA
B Directories =
- &l Provisioning [ RADIUS | TACACS+ | Guest & IoT Manager (SOAP) | E:
& Guest & loT Manager '
& Access Portal Pratacal is Enabled: Yes
=@ Administration
Bound Interface: Admin Port
Authentication Part: 1812 |m| |
Accounting Port: 1813 e
Accept Requests From Any Authenticator: Mo
User &ccess Palicy:
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Actions Menu for a Node
The Actions menu for a node contains the following commands:
* Reboot
* Power Down
* Reinitialize
» View Logs

* Rename Node

Rebooting a Node

When you reboot a node, Ignition Server disconnects the Ignition Dashboard from the node and
reboots it.

Procedure
1. In Dashboard’s Configuration Hierarchy panel, click the name or IP address of your node.

2. Right-click on the selected node and choose Reboot. Alternatively, select Actions >
Reboot.

The Reboot Confirmation window displays requiring you to confirm your action.
3. Click Yes.
Ignition Server disconnects the node and reboots the Ignition Server.

4. Wait for a few minutes, and then log in to the Ignition Server.

Powering Down a Standalone Node

Ignition Server allows you to turn off the power to a node only when the selected node is a
standalone node.

Procedure
1. In Dashboard’s Configuration Hierarchy panel, click the name or IP address of your node.

2. Right-click on the selected node and choose Power Down. Alternatively, select Actions >
Power Down.

The Power Down Confirmation window is displays requiring you to confirm your action.
3. Click Yes.
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Ignition Server disconnects the node and switches off the Ignition Server.

To start the Ignition Server again, press the power switch on the back of the Ignition Server.

Reinitializing Ignition Server from Dashboard

Ignition Server allows you to reinitialize a node only when the selected node is a standalone node.

© Important:

When you reinitialize a standalone node using the Ignition Dashboard, Ignition Server resets the
node to its factory settings. All data and configuration settings are deleted.

© Note:

You can also reinitialize from the front panel.

Procedure

1. Make a note of the IP address of the Admin port, and also write down any other settings you
plan to restore after the reinitialization.

2. If you want to retain your Ignition Server licenses, make a license backup file:
a. In Dashboard’s Configuration tree, click the name of your site.

b. Click the Licenses tab and click Export All KRS Licenses. Choose a path and click
Save to save the file.

The default file naming convention is IGS_<Release>License<IP
Address><YYYYMMDD><HHMMSS> txt.

3. In Dashboard’s Configuration tree, click the name or IP address of your node.

4. Right-click on the selected node and choose Reinitialize. Alternatively, select Actions >
Reinitialize.

A confirmation window is displays requiring you to confirm your action.
5. Click Yes to proceed with the reinitialization.

Ignition Server resets the selected node to its factory settings.
6. After the Ignition Server has rebooted, configure its IP address.

7. Use Dashboard to log in to the Ignition Server, and restore the licenses from the license file
you saved earlier. For more information, see Installing an Ignition Server License on
page 80.
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Viewing Logs for a Node

Use this procedure to view the logs of your Ignition Server node.
Procedure
1. In Dashboard’s Configuration hierarchy tree, click the name or IP address of your node.
2. Right-click on the node and choose View Logs. Alternatively, select Actions > View Logs.

This opens the Monitor tab of Dashboard and places you in the Log Viewer tab for your
node.

Renaming a Node

Use this procedure to rename your Ignition Server node.
Procedure
1. In Dashboard’s Configuration hierarchy tree, click the name or IP address of your node.

2. Right-click on the node and choose Rename Node. Alternatively, select Actions > Rename
Node.

3. Type a new node name and click OK.

Status Tab

The Status tab of the Nodes panel provides a read-only display of the status and usage statistics for
a selected node. It lists the information in the following categories:

Status Info
 State: indicates whether the node is active or not.
» Date and Time: displayed and updated every 5 seconds.

Disk Usage: lists, as percentages, the available and used space on the node. As the number of
logs and/or data in the database increases, or as you install additional firmware images, the amount
of available space decreases.

Current Configuration

+ Software Version: indicates the version and build number for the firmware on the Ignition
Server.

* Model: indicates the VM model.

 Installation Date: indicates the installation date.
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» Last Boot Date: indicates the last time the node was rebooted.
* Image Creation Date: indicates the date that the system image was created.

» Serial Number: displays the unique number that identifies this Ignition Server machine. This is
also known as the Node ID. The Ignition Server feature licenses are keyed to this number. For
more information, see Managing Ignition Server Licenses on page 76.

Hypervisor Information: provides information about the system hypervisor type, vendor and
version.

Obtaining the Ignition Server Serial Number

The Identity Engines Ignition Server software ships without any licenses. The following software
licenses can be installed on Ignition Server:

» Base License (LITE, SMALL, LARGE)
* Guest and loT Manager License
» TACACS+ License

* NAP Posture License (End of Sale is announced for Posture licenses. You cannot order these
licenses anymore but can continue to use existing licenses).

* Access Portal License (End of Sale is announced for Access Portal licenses. You cannot order
these licenses anymore but can continue to use existing licenses).

At a minimum, you must obtain the Base License to be able to configure and run the server.

© Note:

Once you have purchased Identity Engines, depending on how you place your order you
receive either a set of paper LACs (License Authorization Codes) or electronic delivery of your
LAC by email and you then download the software from the support site.

Extreme Networks provides a telephone number for you to use to report problems or to ask
questions about your product. The support telephone number is 1-800-998-2408 in the United
States. For additional support telephone numbers, see the Extreme Networks Web site: http://
www.extremenetworks.com/support/contact/.

Once you have installed both the Ignition Server Virtual Appliance and the Ignition Dashboard, you
must obtain the Ignition Server node Serial Number (also known as the Host-ID) from the
Dashboard. The Ignition Server Serial Number is required in order to generate licenses. Beginning
with Release 9.0, the Ignition Server Serial Number is always a string of 12 digits.

If you have a paired server High Availability (HA) deployment, you need to obtain the Serial
Numbers of both Ignition Servers that make up the HA-pair.

Procedure

1. In the VMWare vSphere Client, launch the Ignition Server CLI and enter the command show
version.
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System Tab

2. (Optional) From the Dashboard Configuration tree, click the name or IP address of your
node, click the Status tab.

3. Click Copy to save the Serial Number to the clipboard.

System Tab

The System tab displays information about the system operating system, enables you to specify the
DNS servers, configure the routing information, and configure time synch, SNMP, SSH, and SMTP
settings for the node.

Viewing Ignition Servers DNS Settings

Use this procedure to view Ignition Server DNS settings.
Procedure

1. In Dashboard’s Configuration tree, click the name or IP address of your node.
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2.

Click the System tab , and then the DNS tab.
Ignition Server displays the DNS settings.

Editing Ignition Servers DNS Settings

DNS settings apply to each Ignition Server individually, even if the Ignition Server is part of an HA

pair.

A Warning:

If your installation uses an Active Directory service, you must specify your DNS server
address(es) before you connect Ignition Server to Active Directory.

Procedure

1.

In Dashboard’s Configuration tree, click the name or IP address of your node.

2. Click the System tab and then the DNS tab.
3.
4

. Enter the DNS server IP addresses using dotted decimal notation.

Click Edit.

* Primary IP Address: Enter the unique IP address of your primary DNS Server.

» Secondary IP Address: This entry is optional. Enter the unique IP address of your
secondary DNS server.

In Search Domain, enter the DNS search domains. When entering more than one domain,
separate the domain names with a space. When trying to resolve a host name, the Ignition
Server searches these domains. Typically this is your organization’s domain name, such as,
for example, www.extremenetworks.com.

Enter no more than six domains, and no more than 1024 characters in the Search Domain
field.

Click OK to apply your changes.

Setting the Network Routing Configuration

The System: Static Routing tab of the Node Configuration panel displays the network routing and
system routing tables. For information to add a network route, see Adding a Route to Ignition
Servers Routing Table on page 69. To edit a network route, Editing an Existing Route on page 70.

To delete a network route, see Deleting an Existing Route on page 70.

When routing network traffic, Ignition Server uses the gateway assigned to the closest matching
Destination IP address set in this table. Typically, you set a general default gateway and then a
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gateway for each subnet. When a destination IP address matches one you have added to this list,
the packet is sent to the corresponding gateway.

If there are no entries in the Static Routing configuration table, then, for a given Ethernet interface
on the Ignition Server, the only accessible IP addresses are those that share a subnet with that
interface.

A more specific IP address entry in the list is applied before a more general version of that IP
address. So if the list included both 192.168.1.1 and 192.168.0.0, each with its own gateway, the
192.168.1.1 address would be tested first. If it matched the request, its corresponding gateway
would be used. A request from 192.168.1.2 would instead use the gateway given in the routing entry
for 192.168.0.0. An entry of 0.0.0.0 with subnet /0 would point to a default route or gateway for all
packets whose destination IP address failed to match any other entry in the list.

© Important:

Before you configure routes in the Static Routing configuration table, make sure you have
configured the IP addresses of the Ignition Server interfaces you plan to use.

Adding a Route to Ignition Servers Routing Table

Use this procedure to add a network route to Ignition Servers Static Routing table.

Procedure
1. In Dashboard’s Configuration tree, click the name or IP address of your node.
2. Click the System tab and click the Static Routing tab.
3. Click Add.
The Add a Route window is displayed.
4. Add a gateway:

* Destination IP Address: A packet whose destination address most closely matches the
Destination IP Address is directed to the gateway you specify. Enter the unique IP
address of the destination.

* Subnet Mask: The bit mask used to interpret the IP address. Use network prefix notation
(an integer representing the number of bits in the address to be used in the comparison).
Valid entries include numbers between 0 and 32.

+ Gateway: The IP address of the next hop (the gateway for the new route)
5. Check the routing information you have entered and click OK.

The Static Routing configuration table shows the newly added route. Repeat this procedure
to add more routes.
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Editing an Existing Route

Use this procedure to edit a network route in Ignition Servers Static Routing table.

Procedure

1.
2. Click the System tab and click the Static Routing tab.
3.

4. Right-click the entry and click Edit.

In Dashboard’s Configuration tree, click the name or IP address of your node.

In the Static Routing configuration table, highlight the route entry.

The Edit a Route window is displayed.

5. Edit the route as required.
6. Click OK.

The Static Routing configuration list shows the updated entry for the route.

Deleting an Existing Route

Use this procedure to delete an existing network route.

Procedure

1.

In Dashboard’s Configuration tree, click the name or IP address of your node.

2. Click the System tab and click the Static Routing tab.
3.
4. Click Delete.

Highlight the entry to be deleted.

Because you cannot undo a deletion, Ignition Server displays the Delete Route Confirmation
window.

Click OK to confirm the deletion of the selected route.

Ignition Server deletes the selected route. The Static Routing configuration list no longer
displays the entry for the deleted route.

SNMP Settings

Ignition Servers SNMP support allows network management tools like Net-SNMP and HP
OpenView to query the Ignition Server and retrieve basic system health and configuration
information. For more information, see Problem: Authentication fails on Active Directory on
page 572.

October 2018 Identity Engines Ignition Server Configuration 70



SSH Settings

SSH Settings

You can configure an SSH network port on the Ignition Server and connect to the Ignition Server CLI
through SSH. For more information, see Managing Ignition Server Licenses on page 76.

SMTP Settings

You can configure Ignition Server to send log alerts through e-mail using an SMTP server on your
network. For more information, see Sending Log Messages Via Email on page 533.

Housekeeping Settings

You can use the Housekeeping tab to purge expired accounts and also configure a 24 hours purge
cycle to a specific time of the day.

The Ignition Server only purges expired users or devices that have the delete on expire flag
enabled. This purge is applicable only for internal users or devices. The devices cached from MDMs
or OPSWAT are not affected.

© Note:

A scheduled purge only deletes those accounts that have expired 24 hours earlier. However,
purge now deletes all the expired accounts irrespective of time.

Configuring Purge Time

The Ignition Server purges the expired accounts at the configured time, once in 24 hours. The
default purge time is 1:30 AM GMT and not in local timezone. Use this procedure to configure or edit
purge time.

Procedure
1. From the Configuration navigation panel, click the node of the Ignition Server.
Select System > Housekeeping.
In Purge Expired Accounts window, click Edit.
Configure the purge time.
Click OK.

o & w0 N
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Purging Users and Devices Manually
Use this procedure to purge users and devices manually.
Procedure
1. From the Configuration navigation panel, click the node on the Ignition Server.
2. Select System > Housekeeping.

3. In Purge Expired Accounts window, click Purge Users Now or Purge Devices Now to
purge the expired users or devices.

The scheduled purge deletes only the accounts that have expired 24 hrs earlier. The purge
now deletes all the expired accounts irrespective of time.

Configuring the Ignition Servers Network Ports

The Ignition Servers Ethernet interfaces include the Admin Port (always enabled), a Service port,
the HA port, and optional virtual ports, called VIP ports. The following table explains what sort of
traffic each interface can carry.

Admin / default | Directory RADIUS traffic | SOAP API HA Link to
traffic traffic traffic another
Ignition Server

Admin port Yes Yes Yes Yes No

Service port No Yes Yes Yes No

HA port No Not Not Not Yes

recommended Recommended | Recommended

VIP ports No No Yes Yes No

(virtual ports in

HA)

Port Configuration Settings

In the Nodes panel, the Ports tab allows you to adjust the network settings of each Ethernet
interface on the Ignition Server.

The port configuration settings are:
 Port Status is the user configuration. (Enabled or Disabled using the GUI).

* Interface Status is the system's (OS) administration status. This is usually the same as the
port status (It may take a few seconds for the GUI to update the system).

* Link Status is the Physical Status of the Link.
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In Virtual Manager, the LinkStatus is determined by the Virtual Switch to which the port is
connected. In most of these connections, this link is up regardless of the physical port to which it is
tied. Only if the VM-HOST disconnects the port, does the LinkStatus go down. In VM, the
connection may look like this:

PhysicalPort <===> Virtual SW (HOST) <===> NIEIS-GuestPort (eth0 or eth1 or eth2. The status of
this Link is the LinkStatus in the VM Identity Engines Ignition Server.

The following table explains the network interface settings and statistics you can view and configure.

Field Name Entries Where Set Description
Port Enabled Yes, No Click Edit in the port’s Indicates whether the
tab, and select the administrator has

Enabled checkbox in the | enabled this port. Note
Edit Port Configuration that the ADMIN Port is
dialog. always enabled.

Link Status Up, Down Indicates whether the
port is connected to the
network. A status of Up
indicates the port has
link-level connectivity
with another network
device.

Interface Status Enabled, Disabled Indicates whether the
port has been enabled
and is connected to the
network. If the status
displays Disabled, check
that you have enabled
the port (For more
information, see Port
Enabled in this table)
and check your network
connections and cables.

IP Address Any valid IP address The IP Address field in IP address of the
the Edit Port interface.
Configuration window.
/ Net mask expressed as a | The right-most field in the | Bit mask used to interpret
bit count Edit Port Configuration the IP address.
window.

Configuring the Admin Port

The admin port is always enabled. Initially the IP address is configured during the installation. Admin
IP can only be configured manually.
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© Important:

When you change the settings for the Admin Port, Ignition Server logs you out of the Ignition
Server. If you change the IP address, make a note of it. When you reconnect Dashboard, enter
the new IP address in the Hostname field of the Dashboard login dialog.

Use this procedure to change the IP address settings for the Admin Port.
Procedure
1. In Dashboard’s Configuration tree, click the name or IP address of your node.
2. Click the Ports tab and click the Admin Port entry.
3. Click Edit.
The Edit Port Configuration window displays the current Admin Port IP address.
4. Change the IP address by entering the new IP address and mask.
5. Click OK.

Ignition Server displays the Admin Port Configuration window to inform you that, after the IP
address is updated, you lose connection to the Ignition Server.

6. Select Yes to continue with the update or No to discard your changes to the settings for the
Admin Port.

If you select Yes, Ignition Server updates the IP address and logs you out of the Ignition
Server.

7. To reconnect Dashboard to the Ignition Server, select Administration > Login. In the
Hostname field of the Dashboard login window, enter the new IP address or hostname.
Enter the admin credentials and click OK.

Configuring a Service Port

The Ignition Server has an Ethernet port known as a “service port”. In the Ports tab, when you click
Service Port and click Edit, Dashboard displays the Edit Port Configuration window. Here you can
enable or disable a service port and configure the IP address for the port.

Enabling the Service Port

Use this procedure to enable the service port and set its IP address.

Procedure
1. In Dashboard’s Configuration tree, click the name or IP address of your node.
2. Click the Ports tab and click the Service Port entry.
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3. Click Edit.
The Edit Port Configuration window is displayed.
By default, the Enable Port checkbox is not selected, indicating that the port is disabled.
4. To enable the port, select the Enable Port checkbox.
5. In the IP Address fields, enter the IP address and subnet mask entries for the port.
No two port IP addresses can be located on the same subnet.
6. Click OK to apply your changes.

Ignition Dashboard updates the display, indicating whether the selected port is enabled or
disabled, whether the connection link is up or down (if you enabled it), and the current IP
address (and subnet mask) for the port.

7. Assign services to the port or ports you enabled. For more information, see Managing
Ignition Server Services on page 58.

Configuring the HA Port

The HA Port tab of the Node Configuration panel displays the IP address of the HA port of the
selected node. We recommend you to run the HA Configuration Wizard to configure the IP address
and other settings of your HA port. You can also configure the HA port IP address by following the
instructions detailed in the section Enabling the Service Port on page 74.

Enabling the HA Port

Use this procedure to enable the HA port and set its IP address.

© Important:

When you run the HA Configuration Wizard, the IP addresses you specify in the wizard
overwrite the existing IP address settings of the HA ports. Nonetheless, you must enable the HA
port before you run the Wizard.

Procedure
1. In Dashboard’s Configuration tree, click the name or IP address of your node.
2. Click the Ports tab, and click the HA Port tab.
3. Click Edit.

The Edit Port Configuration window is displayed. By default, the Enable Port checkbox is
not selected, indicating the port is disabled.

4. To enable the port, select the Enable Port checkbox.
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5. In the IP Address fields, enter the IP address and subnet mask entries for the port.

6. Click OK to apply your changes.

Managing Ignition Server Licenses

The Extreme Identity Engines Ignition Server software ships without any licenses. The following
software licenses can be installed on Ignition Server:

* Base License (LITE, SMALL, LARGE)
* Guest and loT Manager License
* TACACS+ License

* NAP Posture License (End of Sale is announced for Posture licenses. You cannot order these
licenses anymore but can continue to use existing licenses).

 Access Portal License (End of Sale is announced for Access Portal licenses. You cannot order
these licenses anymore but can continue to use existing licenses).

At a minimum, you must obtain the Base License to be able to configure and run the server.

Checking Ignition Server Licenses

Whenever you log in to the Dashboard, a license validity check and expiry date of the license is
performed.

If the license is not valid or is expired, a message displays to prompt you to enter a valid license.
This check includes the validity of a 30-day grace period that may be provided during upgrading. As
shown in the following figure, if the grace period expires then the Ignition Server stops processing
the user authentication requests. The user can still launch the dashboard Ul, but is not able to
configure anything on the system.

The available types of licenses are:

» Base License, which allows the system to use RADIUS, 802.1x, Active Directory, LDAP, RSA
Integration Modules, and Extreme Management Center directory services.

* Guest and loT Manager, which allows you to use the SOAP API of the Ignition Server in order
to run Extreme Identity Engines Guest and loT Manager.

* TACACS+, which allows you to use Ignition Server TACACS functionality.

* NAP Posture, which allows you to add Microsoft NAP-based client posture checking to your
Ignition Server policies.

» Access Portal, which allows guests with non-802.1X-compatible equipment to authenticate
and connect to the network in your organization.
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Administration  Help

_ @ Meonitor % Troubleshoot |

Configuration
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E Site Configuration
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GRACEPERIOD | [=CD=

Temporary 30-day licenses can be obtained by sending an email to
identitytrial@extremenetworks.com.

Use this procedure to check your Ignition Server licenses.
Procedure
1. In Dashboard Configuration tree, click the name of your site.
2. Click the Licenses tab.

The Licenses list shows the installed licenses.
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Administration  Help

i @ Monitaor % Troubleshoot
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-l 1920.20
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[}-..rﬁ“ Authenticators rSeNices i’ Certificates r Logging rScheduled Backups r Extended HA,

= B Directories
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@ Directory Sets Llce_n_ses: License Details:
S8 Directary Seni Ignition Access Portal LARGE Feature: Ignition Server Base ¥MC LARGE
Irecto EPICES
: ¥ License Type: PLDE
""" B sencas? Valid From: 2018-01-29 05:30:00
---anternal Stare Valid Until: 2048-01-18 05:29:59
B4 Virtual Mapping Issuer: Extreme Networks Inc.

Issue Date: Z2018-01-29 05:30:00

-8l Provisioning
Licenses: Identity Engines
F- Guest &IoT Manager
& . . 9 Comment : Banjith H
L Administration Message: This iz a Production License file for use on a
[}--& Access Portal production host.

Node Ids: GELSB3E365404, 621884338349
License Serial Mumher: IDE-3333

Temporary 30-day licenses may be obtained from

o extremenetworks . comfidentitytrial

| Install... | | Export &1l KRS Licenses.., | | Delete |

© Note:

To install a temporary 30-day license, click the link given on the Licenses tab in the
License Details section.

3. On the Licenses section, select and click on a license to see the license details as follows:

Field Name Description

License Type Specifies the license type.

Valid From and Valid Specifies the start and end dates, respectively, of the license validity

Until period.

Issuer and Issue Date Specifies the issuer details and license issue date, respectively.

Node Ids Specifies the serial numbers of the Ignition Servers on which this
license is valid. Trial Licenses does not display any Serial Number(s).

4. To email or copy the license details, click Copy to Clipboard, and paste it into your email or
other application.

About KeyCode Retrieval System (KRS) Licenses

KRS Licenses are:
* Bound to the Serial Number (or two Serial Numbers in case of HA) of the Ignition Server.

* Individual license files
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* Typically available for each feature in a separate licenses file. However, separate KRS License
files may be combined into one license file.

* Installed separately. If only KRS licenses is installed, you must have at least a KRS Base
license file.

© Note:

You can delete or install individual KRS licenses and can export all of the KRS licenses. If you
open a KRS license file in a text editor, you cannot figure out what the license is for until you
install the license on the Ignition Server.

Seat Limit Enforcements of the Base License
Seat limit enforcement for the Base License (LITE, SMALL, LARGE) occurs in the following manner:

1. While adding the authenticators from the Dashboard, the number of authenticators
configured are compared to the number as allowed in the license installed. You can still add
newer authenticators if they exceed the license limit, but they are automatically set to a
'disabled' state. You can then choose and enable the required authenticators up to the
license limit.

2. If you have already configured 'X' number of authenticators and then try to install the new
license, the enforcement check compares the seat limit with that of the number of
authenticators enabled. If the seat limit is lower. then all the authenticators are marked as
disabled. You are then notified to selectively choose the authenticators as permissible by the
license limit.

3. During upgrade, if the number of authenticators added are more than the limit as permitted
by the license, all the authenticators are marked as disabled and a warning message
displays. You can then selectively choose which authenticators to enable as per the seat
limit.

4. Similar behavior is expected during the restore process. If the seat limit in the license is less
than the number of enabled authenticators in the backup configuration, all the authenticators
would be marked as disabled. You can selectively enable the authenticators.

Obtaining Perpetual Production Licenses

If you received paper LACs with your purchase, follow the instructions on the paper LACs regarding
how to obtain your KeyCode Retrieval System (KRS) and if you received electronic LAC via an
email from Extreme Networks, follow the instruction on the email.

Send an email to datalicensing@extremenetworks.com with any questions to request your licenses
or contact Extreme Support.
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Installing an Ignition Server License

Extreme Networks Identity Engines currently support KeyCode Retrieval System (KRS) based
licensing model.

© Important:
Note the following:
* KRS licenses are individual licenses.
* KRS licenses can be exported from the Dashboard and saved on your desktop.
Procedure
1. In the Dashboard’s Configuration tree, click the name of your site and click the Licenses tab.
2. Click Install.
a. Browse to the license file location, select the appropriate file, and click OK.

OR

b. Find the license you received from support and open it in your email tool or text editor.
Highlight and copy the text of your license. Copy the whole license including “BEGIN
IGNITION LICENSE CERTIFICATE” and “END IGNITION LICENSE CERTIFICATE”.

Return to the License Installation window of Dashboard and click Paste to paste the
license text there.

c. Click OK.

Replacing an Ignition Server License
Use this procedure to replace a license.
A Warning:
Before you delete your old license, make sure you have obtained its replacement.
Procedure
1. In the Dashboard’s Configuration tree, click the name of your site and click the Licenses tab.

2. Click on the license and click Delete.

3. Install the replacement as shown in Installing an Ignition Server License on page 80.

Making a Backup Copy of your Ignition Licenses

You can make a backup copy of your installed KRS licenses. This is useful, for example, if you
reinitialize the Ignition Server.
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Procedure
1. In the Dashboard’s Configuration tree, click the name of your site and click the Licenses tab.
2. Click Export All KRS Licenses.

The licenses are saved to a single file. You can later reinstall these licenses on the same
Ignition Server if it has been reinitialized or if the licenses have been deleted from the
Licenses tab.

The default file naming convention is IGS <Release>License<IP
Address><YYYYMMDD><HHMMSS>. txt.

Transferring a License to a Different Ignition Server

You cannot do this. Instead, contact the Extreme Networks customer support team to get a new
license for the new Ignition Server.

Troubleshoot Tab

The Troubleshoot tab of Dashboard allows you to perform these simple network tests and analysis.

* Running a Ping Test on page 81.
* Running a Packet Capture on page 82.

Procedure
1. Click Troubleshoot at the top of the Dashboard window.
2. In the hierarchy tree, click the IP address or name of your node.
3. Click the Network tab.

Running a Ping Test

The Ping Test tab enables you to check whether a device such as a router, switch, or directory
server is reachable.

Configuration:
Use the Configuration section to provide the details of the ping test you want to execute.

» Target IP/Hostname: Enter the IP address or host name of the device you are attempting to
reach.

* Number of Packets: Specify the number of packets to be sent to the IP address you want to
ping.
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» Timeout: Specify the number of seconds to wait between packets.

When you have entered the above information, click Start. Ignition Server pings the specified
device. The Stop button allows you to abort the test before completion. See the Results section for
the outcome of the ping test.

Running a Packet Capture

The Packet Capture displays the results of sniffer traces on the ports of the Ignition Server for
troubleshooting. You can use this information to debug problems related to network traffic. Use this
procedure to perform a packet capture.

Procedure

1.

10.

Click Troubleshoot at the top of the Dashboard window.

2. In the hierarchy tree, click the IP address or name of your node.
3.
4

. In the Packet Capture section, use the Port drop-down list to pick the interface whose traffic

Click the Network tab.

you want to capture.

In the Filter Expression field, specify the filter you want to apply, using the tcpdump syntax.

The Save Packets To field shows the path and file name of the pcap file to be saved. The
default file naming convention is IGS <Release> Packet Capture <IP
Address> <YYYYMMDD><HHMMSS>.pcap.

Click Browse to specify the destination location.

In the Save Captured Packets window, navigate to find the desired directory.
Click Save to accept your path name. (This does not save the pcap file.)
Specify the size of the capture in the Number of Packets to Capture field.

By default, Ignition Servercaptures 100 packets. Ignition Server limits the capture to 10,000
packets. Note that if you set a high limit here and you apply no filter, the saved file might be
very large.

Click Start to launch the capture.

The capture stops and saves the file when the specified Number of Packets to Capture
threshold is reached.

Click Stop , If you want to stop it earlier and save the file.

By default, Ignition Server saves the .pcap file in the My Documents directory on your
computer.
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This chapter describes how to install and manage digital certificates on the Extreme Identity Engines
Ignition Server. Ignition Server requires certificates to secure communications between the Ignition
Server and Dashboard, and among the Ignition Server, supplicants, and authenticators.

© Important:

Your default installation includes sample certificate files that allow you to use the system without
immediately installing your own certificates, but Extreme strongly recommends that you install
your own certificates before deploying Ignition Server on a production network. The sections
that follow describes how to manage and replace your certificates.

Required Types of Certificates

» The admin certificate secures Ignition Dashboard-to-Ignition Server communications. For
more information, see Admin Certificate on page 89.

» The SOAP service certificate secures Guest and loT Manager-to-Ignition Server
communications. For more information, see Assigning the SOAP Service Certificate on
page 93.

* Protocol credential certificates (or “tunnel certificates”) are used in Ignition Server
authentication policies to secure communications between Ignition Server and authenticating
supplicants. For more information, see Assigning Protocol Credential Certificates on page 93.

* Protocol root certificates are used to verify supplicants’ certificates during EAP-TLS and
PEAP/EAP-TLS authentication. For more information, see Installing Protocol Root Certificates
on page 94.

Sample Certificates

Extreme Networks provides sample certificates with your Ignition Server. The purpose of sample
certificates is to get your installation up and running, even if you have not yet generated your own
certificates. You should generate and install your own certificates at your earliest convenience.

These sample certificates are located in the directory where you have installed Identity Engines
(...\Extreme\security\cacert).
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Currently, Extreme Networks provides two default certificates with the Ignition Server,
default_ui_cert and default_tunnel_cert. You can view these default certificates in the Certificates
tab of Dashboard’s Sites panel.

Format of Certificate Files

For use in Ignition Server, each certificate must be PEM formatted and saved in a text file. In
particular.

 The certificate file must contain one and only one PEM-encoded certificate.
« In the file, the certificate starts with the line, “----- BEGIN CERTIFICATE----" and ends with the

Certificates Tab

Use the Certificates tab to import and manage certificates in Ignition Server. To open it, go to the top
of Dashboard’s navigation panel and click on the name of your site. In Dashboard’s Sites panel,
click the Certificates tab.

The Certificates tab is organized in sub-tabs.

* The Certificates sub-tab lists all certificates that have been imported into Ignition Server.
These can be used to secure the Dashboard-Ignition Server connection (For more information,
see Admin Certificate on page 89) or to secure authentication transactions (For more
information, see Assigning Protocol Credential Certificates on page 93).

» The Certificate Requests tab is used to generate certificate requests. For more information,
see Getting a New Certificate on page 85.

* The Protocol Root Certificates tab lists the certificates used to validate EAP-TLS supplicants
and PEAP/EAP-TLS supplicants. For more information, see Installing Protocol Root
Certificates on page 94.

* The Certificate Revocation List tab lists the URLs used to check certificate revocation status
when validating EAP-TLS supplicants and PEAP/EAP-TLS supplicants. For more information,
see Adding a Certificate Revocation List URL on page 95.

Not included in the Certificates tab is the Root Certificates window.

* The Root Certificates window (open it by selecting Administration > Root Certificates) lists
the certificate Dashboard uses to validate the Ignition Servers admin certificate. If your
installation of Dashboard is used to connect to multiple Ignition Servers, then you might have
more than one certificate listed here. For more information, see Installing Dashboards Copy of
the Admin Certificate on page 90.
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Getting a New Certificate

The following sections describes creating a new service request, Importing the certificate, and
assigning the certificate for use in Ignition Server.

Create the Certificate Request
Use this procedure to create the new certificate request.
Procedure
1. At the top of Dashboard’s navigation panel, click on the name of your site.

2. In Dashboard’s Sites panel, click the Certificates tab and click the Certificate Requests
tab. From the Certificate Requests tab, click New.

The Certificate Manager starts the Certificate Request Wizard.
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I= Certificate Request Wizard >

Certificate Mame and Encayption Parameters
i Please fill in name, and select the key length and encryption algorithm.

3. Specify the type of certificate you want to request.

* In the Name text box, enter a descriptive name that reflects how you plan to use this

certificate when it is issued; for example, “Ignition Server Administrator” or “Company ABC
RADIUS Server #1.”

+ Specify the desired Key Length for this certificate (2048 is the default).

+ Specify which Algorithm you want to use: the RSA algorithm or the DSA algorithm to
generate the key8.

© Important:

If this certificate is to be used as your Ignition Server admin certificate, it must use an

RSA key; you cannot use a certificate based on a DSA key for an Ignition Server admin
certificate.
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© Important:

If this certificate is to be used as a tunnel certificate that supports Windows XP clients,
observe the limitations explained in Factors that Limit your Choice of a Protocol
Credential Certificate on page 300.

4. Click Next.

The Wizard displays the Certificate Subject Attributes window. The Common Name is
required.

Certificate Subject Attributes
i Please fill in the attributes as applicable. 'Common Name' is required.

b

author@identityengines.com

MidWest]

5. Click Next.

Ignition Server generates the certificate request and displays the Generated Certificate
Request window.
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Generated Cerlificate Request

v/ Certificate Name and Encryption Parameters | You can either save the PEM to a file, or copy and paste it into another application.
v Certificate Subject Attributes |
v Generated Certificate Request H

MName: [;&.Uthor I

Date Generated: |Oct16, 2017 |

PEM Representation:

e e e e s

el
j+GBvPectlwtjX2HcTpdKutyXlydcgeypd5SFSQzXBxdg7+ ZANyiULOuzrpi+dvd
L56RFM)/rPgzRUeWulwBWxDBLg4PqeroWWbTJzG4U717UJIDBMgFc2xg2ofl AgMB
AAGgADANBgkqhkiGOwWIBAQsFAAOCAQEAFTfrbilCzL QeCjCUff+ XQS+gAwFE3ID
CmFkYionIDOUCwUCKq0ovoawu8ludoYXwyQol CLIIHYES018uQetBnSh3lwtQc
xrdBlovpYbkihPez5HsuOPKTArSkl uQNjtdN5evdnQ8tPxTILbHedstO9aTulwV/
ja3nnflelG/z/1M+wsK0xYueFCISIOird PF7zoTkir06ydVsSxSxqAeZSaBJEpLk
+viMm+ C7ndWvaCTz4 ErPTt3wS6yDMokUXvY ccefGLFWtOHT8WG517 sxDid RDf9k
npwTE0Q1b30hQUXcB8COpWoxGBF6goASOumtVrCyelp2zf6g43G0ebw==
----- END CERTIFICATE REQUEST-----

6. Do one of the following.

* Click the Copy to Clipboard button to make a copy of the request. Paste the request into
an e-mail message or file and send it to your CA to request the certificate.

* Click the Save to File button to save the request. Send the file to your CA to request the
certificate.

7. Click Finish to close the Certificate Request Wizard.

After the CA responds with the requested certificate, follow the steps in Import the Certificate
on page 88.

Import the Certificate

After you have received the certificate you requested in Step 7 of the previous procedure, or if you
have a certificate ready for import. Use this procedure to import the certificate.

Procedure
1. At the top of Dashboard’s navigation panel, click the name of your site.

2. In Dashboard’s Sites panel, click the Certificates tab and view the Certificates sub-tab.
3. Click Import Certificates.

4. Navigate to find your certificate.
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Make sure that your certificate meets the certificate file requirements. For more information,
see Format of Certificate Files on page 84.

5. Click Open.

Ignition Server imports the certificate to the Ignition Server keystore on the Ignition Server.
Next, continue with Assign the Certificate for Use in Ignition Server on page 89.

© Important:

From the CA you should have also received a copy of the CA root certificate. Keep
copies of both your certificate and the CA root certificate.

Assign the Certificate for Use in Ignition Server

Choose the appropriate procedure, based on the role the certificate is to play.

» Dashboard-Server communications: For more information, see Replacing the Admin
Certificate on page 91.

» Guest and loT Manager-Server communications: For more information, see Assigning the
SOAP Service Certificate on page 93.

» User authentications: For more information, see Assigning Protocol Credential Certificates on
page 93.

Admin Certificate

Ignition Dashboard requires a copy of the Ignition Servers admin certificate in order to communicate
securely with the Ignition Server. Dashboard cannot connect to the Ignition Server without this
certificate.

The admin certificate is installed on the Ignition Server, and the Ignition Server presents it to
Dashboard at login time. Dashboard verifies the admin certificate and connects only if the
verification succeeds.

Ignition Server checks for the expiry and revocation of the admin certificate every twenty-four hours.
If the certificate expires soon, Ignition Server logs a warning message to Security and Audit
channels.

Extreme Networks provides a default admin certificate called the default_ui_cert. Replace the
default certificate as soon as possible after installing Ignition Server. For more information, see
Replacing the Admin Certificate on page 91.

Ignition Server uses two names to refer to the admin certificate. In the Certificates tab of Ignition
Dashboard (click your site name in the Configuration tree; click Certificates, and click the
Certificates sub-tab), you see the certificate labelled in the Bound to Services column as the “Ul
Port Cert” instead of the usual “admin certificate.”
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Installing Dashboards Copy of the Admin Certificate

Use this procedure to add a copy of the Ignition Server admin certificate to Ignition Dashboard.
These instructions assume the admin certificate is already installed on the Ignition Server. If you
want to replace the admin certificate both in Dashboard and the Ignition Server. For more
information, see Replacing the Admin Certificate on page 91.

© Important:

You can perform the following procedure even if the Dashboard is not connected to an Ignition
Server. To do this, launch Dashboard and, when the Login window is displayed, click Cancel.
The application remains running but is not connected to an Ignition Server.

Use this procedure to install a copy of the admin certificate on Dashboard.
Procedure
1. Contact your System Administrator and obtain a copy of the Ignition Server admin certificate.

The certificate must be saved in a text file as a PEM-encoded certificate. For more
information, see Format of Certificate Files on page 84.

2. From the Dashboard main window, select Administration > Root Certificate.
3. In the Root Certificates window, click Add.

I= Add Root Certificate e

Pathname of root certificate file:

|| | | Browse...

Alias far this raot certificate:

| Cancel |

4. In the Add Root Certificate window, click Browse to load the certificate file.
5. In the Alias field, enter a short name for this certificate.

The alias is the unique key that Ignition Server uses to identify this certificate in its keystore.
This can be any name you choose and need not match any value used for the Server’s
admin certificate.

A Warning:

If you choose an alias that is already in use, the newly-imported certificate replaces the
certificate previously aliased under that name. Do not replace a certificate that is still
needed for communicating with one of your Ignition Servers! If you do so, you cannot
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connect to that Ignition Server. You can install many certificates in the Root Certificates
window.

6. Click Add.
Ignition Server adds the selected entry to the display in the Root Certificates list.

The new certificate resides in Dashboard’s keystore. Dashboard can now connect to the
Ignition Server that uses the admin certificate you added.

Replacing the Admin Certificate

This procedure describes how to replace the admin certificate on the Ignition Server. Dashboard
checks the Ignition Servers admin certificate in order to verify the identity of the Ignition Server
before connecting to it.

A Warning:

Before you can replace the admin certificate, you must add a copy of it to Ignition Dashboard,
as explained in Step 1.

Use this procedure to replace the admin certificate.

Procedure

1. If you have not yet requested or imported your admin certificate into Ignition Server. For
more information, see Adding a Certificate Revocation List URL on page 95.

2. Install a copy of the admin certificate first in Dashboard. (Failure to do this renders your
Dashboard application unable to reach your Ignition Server!)

* From the Dashboard main window, select Administration > Root Certificates.
* In the Root Certificates window, click Add.

* In the Add Root Certificate window, click Browse to load the certificate file.

* In the Alias field, enter a short name for the certificate.

Use a new name that is not currently used as an Alias in the Root Certificates window.
This can be any name you choose and need not match any value used for the Server’s
admin certificate

A Warning:

If you choose an alias that is already in use, the newly imported certificate replaces
the certificate previously aliased under that name. Do not replace a certificate that is
still needed for communicating with one of your Ignition Servers! If you do so, you
cannot connect to that Ignition Server. You can install many certificates in the Root
Certificates window.

+ Click Add.

Ignition Server adds the selected entry to the display in the Root Certificates list.
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« Click Close to dismiss the Root Certificates window.
3. At the top of the navigation tree in the main Dashboard window, click your site name.
4. In the Sites panel, click the Certificates tab and click the Certificates sub-tab.

. In the Certificates tab, there is a section labelled Admin Certificate near the top of the

window. This section displays the name of the current admin certificate. Click the Modify
button.

Current 5ite: Site O

Sites

Mame: Sited

rSENiCS |/ Licenses i/ Legging rScheduIed Backups r Extended HA |

ﬁ Certificate Requests r Protocol Root Certificates |/ Certificate Revocation List |/ Global OCSP Responders

| Import Certificate |

Admin Certificate; default_ui_cert | Madify... |

Mame | Type | Date Generated | Expiration Date Bound to Services
default_tunnel_cert REA 2013-12-04 2029-02-13 default-radius-user
default_saml_cert REA, 2013-12-04 2049-02-13 SAML YWieb Server Cert
default_idp_cert R348 2013-12-04 2029-02-13 SAML IdP Cert
default_soap_cert REA 2013-12-04 2029-02-13 S0AP Part Cert
default_ui_cert 2013-12-4 2029-02-11 Ul Paort Cert

| View... | | Delete |

6. In the Set Admin Certificate window, use the drop-down list to choose the certificate you
want to designate as the admin certificate.

I= Set Admin Certificate ot

Select the certificate to be used as the admin certificate.
The admin certificate is used to secure communication with the lgnition appliance,

Admin Certificate: |default_ui_cert "’|

| oK || cancel|
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Assigning the SOAP Service Certificate

Click OK.

Ignition Server displays a confirmation window. If you performed Step 2 in this procedure,
then you can safely click Yes to accept the new certificate as your admin certificate.
Otherwise, click No and return to Step 2

You have replaced the admin certificate on Ignition Server and in Dashboard.

If you want to remove your copy of the old, now-unused admin certificate from Dashboard,
select Administration > Root Certificates from the Dashboard main window, select the
certificate in the list, and click Delete. Before you delete a cetrtificate, make sure it is not
needed to connect to any of your Ignition Servers.

Assigning the SOAP Service Certificate

Use this procedure to replace the SOAP service certificate on the Ignition Server. The Guest and
loT Manager application checks the Ignition Servers SOAP service certificate in order to verify the
identity of the Ignition Server before connecting to it.

Procedure

1.

N o o bk e D

If you have not yet imported your certificate into Ignition Server. For more information, see
Adding a Certificate Revocation List URL on page 95.

At the top of the navigation tree in the Dashboard main window, click your site name.
In the Sites panel, click the Services tab and click the SOAP sub-tab.

Click Modify.

Choose your certificate in the SOAP Certificate drop-down list.

Click OK.

In Extreme Networks Identity Engines Guest and IoT Manager, install a copy of your SOAP
service certificate. For more information, see in the section “Installing a SOAP Certificate,”
which is located in the “Configuration” chapter of the Identity Engines Guest and IoT
Manager Configuration document.

Assigning Protocol Credential Certificates

Protocol credential certificates or “tunnel certificates” reside on the Ignition Server to secure
PEAP and TTLS authentication transactions. In such transactions, the Ignition Server proves its
identity by presenting the protocol credential certificate to the authenticating supplicant. Each
supplicant must have the corresponding root certificate installed on it, so that the supplicant can
validate Ignition Servers protocol credential certificate. When you write an Ignition Server
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authentication policy, you specify the protocol credential certificate that Ignition Server uses in the
context of that policy.

Ignition Server checks for the expiry and revocation of the certificates installed on the Ignition Server
every twenty-four hours. If a certificate expires soon, Ignition Server logs a warning message to
Security and Audit channels.

Your installation includes a temporary default certificate, called the default_tunnel_cert, that you
can use as a protocol credential certificate.

Use this procedure to install protocol credential certificates.

A Warning:

Before you can use a protocol credential certificate, you must install its corresponding root
certificate on each supplicant that is to authenticate against Ignition Server. Consult your
supplicant or operating system documentation for details.

Procedure

1. Verify that each authenticating supplicant has a copy of the root certificate for the protocol
credential certificate you are about to install.

2. Verify that the correct certificate has been imported into Ignition Server.
+ At the top of Dashboard’s navigation panel, click on the name of your site.
* In Dashboard’s Sites panel, click the Certificates tab and view the Certificates sub-tab.

» Confirm that your certificate is in the list. If you have not yet imported your admin
certificate into Ignition Server. For more information, see Adding a Certificate Revocation
List URL on page 95.

3. In the Dashboard’s Configuration tree, expand Access Policies > RADIUS, and click on the
name of your access policy.

4. Click the Authentication Policy tab and click Edit.

5. In the Authentication Policy window, go to the Protocol Credential section.

6. In the Certificate drop-down list, select the name of your protocol credential certificate.
7. Click OK.

(For more information on policies, see Creating an Authentication Policy on page 300).

After you have assigned the protocol credential certificate, its policy assignments are
displayed in the Certificates tab of the Certificate Management window.

Installing Protocol Root Certificates

Ignition Server uses protocol root certificates to verify supplicant certificates during EAP-TLS and
PEAP/EAP-TLS authentication. If your policies use these authentication types, then each supplicant
must have its own certificate installed, and you must add to Ignition Server the root certificate or
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certificates needed to validate the supplicants’ certificates. Extreme Networks refers to these root
certificates as “protocol root certificates” in Ignition Server.

Procedure

1. Gather the root certificates of the CAs that issued your supplicant certificates. Make sure
each certificate is saved in its own text file as a PEM-encoded certificate.

2. At the top of Dashboard’s navigation panel, click the name of your site.

3. In Dashboard’s Sites panel, click the Certificates tab and click the Protocol Root
Certificates tab.

4. Click Import Root Certificate.

5. Navigate to the certificate file. Observe the formatting limitations. For more information, see
Format of Certificate Files on page 84.

6. Click Open.

Ignition Server imports the root certificate into the Ignition Server keystore.
7. Repeat the steps above for each additional root certificate.

After you have imported your root certificates, go to Adding a Certificate Revocation List URL
on page 95 to configure your Certificate Revocation Lists.

Adding a Certificate Revocation List URL

Ignition Server maintains an internal list of revoked client certificates and uses this list to deny
authentication requests with revoked certificates and to alert you if any of the certificates you
installed in Ignition Server have been revoked. Ignition Server builds its list by loading CRLs
(certificate revocation lists) from locations that you specify. You specify these locations in the form of
CRL URLs, which are Web addresses where certificate authorities publish their CRLs.

Ignition Server fetches each CRL when you add its URL to the Certificate Revocation List tab of the
Certificate Management window, and it refreshes each CRL at the scheduled Next Update time
listed in the current CRL document. (You can force an immediate CRL update. For more
information, see Refresh Button on page 97.)

Adding a Certificate Revocation List URL to Ignition Server
Use this procedure to add a certificate revocation list URL.
Procedure
1. At the top of Dashboard’s navigation panel, click on the name of your site.

2. In Dashboard’s Sites panel, click the Certificates tab and click the Certificate Revocation
List tab.
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3. Click New in the Certificate Revocation List tab.

4. In the Enter URL window, type the location of the URL you want the Ignition Server to
monitor.

F= Enter URL g

Certificate Rewwacation List LRL: J:

|§ancel |

5. Click OK.

The Enter URL window closes and the new entry is displayed in the Certificate Revocation
List tab.

When an authentication request fails, Ignition Server enters the information in the log.

If an authentication request fails, locate the log entry for the failed request. If the request
failed because the corresponding certificate was revoked, you must request a new certificate
and, if necessary, update the list of URLs stored in Ignition Server.

Viewing the Certificate Revocation List URLs
Use this procedure to view the URLs of the certificate revocation list.
Procedure

1. At the top of Dashboard’s navigation panel, click on the name of your site

2. In Dashboard’s Sites panel, click the Certificates tab and click the Certificate Revocation
List tab.

The Certificate Revocation List tab displays the list of certificate revocation URL entries,
each of which you must provide. A correct list of certificate revocation URL entries is crucial
for Ignition Server to maintain the most current data on revoked certificates. The following
figure shows an example of an entry under this tab.
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Current Site: Sunnyvale Campus
Sites

MName: Sunnyvale Campus

| Services | Licenses [(Certificates | Logging | Scheduled Backups | Extended HA |

| Certificates [ Certificate Requests | Protocol Root Certificates ‘ G

Certificate Revocation URLs Refre

URL | Last Update . Next Update
http://celvensign.com/BTClass Undiv... 2006-04-19 12:58:16 2016-04-18 12:58:16
http://celverisign.com/ThawteSenver... 2015-01-22 01:00:54 2015-02-01 01:00:54

URL

Each entry displayed in the URL column represents the URL for a certificate authority. In turn, the
file accessed from this URL provides a list containing information about certificates that the
certificate authority has revoked (even though they might not have expired). When a certificate has
been revoked by the associated certificate authority, Ignition Server is unable to authenticate any
request that references the revoked certificate.

Last Update

Each entry in the Last Update column displays the date and time when the list of revoked certificate
identifiers was last generated by the certificate authority and published on the file accessed by the
corresponding URL.

Next Update

Each entry in the Next Update column displays the next date and time when the list of revoked
certificate identifiers is generated by the certificate authority and published on the file accessed by
the corresponding URL. Ignition Server automatically refreshes the CRL at this time.

Refresh Button

You can force Ignition Server to refresh a CRL by clicking on its URL in the Certificate Revocation
List tab and clicking the Refresh button. When you click Refresh, Ignition Server downloads the
latest CRL from the specified URL as well as from other URLs. The date/time stamps in the Last
Update and Next Update fields are updated.

New Button

The New button allows you to add the URL for each certificate authority that issues client certificates
for authenticating incoming requests. After you create certificates, use the New button to add the
corresponding URL entries to this list.
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CLI Command to Toggle CRL Check Level

In a multi-layer Certificate Authority (CA) configuration, a certificate revocation list (CRL) check can
happen at the certificate-issuing CA node or up at the root CA node. CLI commands are provided to
configure the CRL check level.

Command format Definition
radius crl leaf Check CRL at the certificate-issuing CA node.
radius crl root Check CRL at the root CA node.

Viewing a Certificate

From this release in addition to Issued to details, the certificate displays now display Issued by ,
subject alternate name, certificate revocation lists (CRL), validity period, and fingerprint of
the certificate.

Procedure
1. At the top of Dashboard’s navigation panel, click on the name of your site.

2. In Dashboard’s Sites panel, click the Certificates tab and click the tab for the type of
certificate you want to view.

3. In the list, click the certificate.
4. Click View.
Ignition Server displays the contents of the selected certificate.

5. Click OK.

6. To view the copy of the admin certificate saved in Dashboard, select Administration > Root
Certificates, find the certificate in the list, and click View.

Example

Following information is displayed when a certificate is selected from Certificates > Protocol Root
Certificates.
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I= Certificate -
Issued To |
Commaon Mame (CH); idel72
Department (O IDE
Caompany (00 Extreme
Location (L) BLR.
State (ST fet
Country (Ch M lndia)
Email (EC): admin@ext.corm
Domain (DCh
Issued By
Cormmon Marme (Ch); cazkl?
Department (O
Compary (00
Location (L)
State (ST
Country (Ch Mone
Email (ECY:
Domain (DCh
Subject Alternative Mame
CRL Distribution Point
Urizldap:///CN=ca2kl12 CN=calkl12 CMN=CDP,C
MN=Public?20Key%205ervices, CN=5ervices, CN= ||
Full Marme: Configuration, DC=ca2k12,DC=com?certificateR
evocationList?baselobjectClass=cRLDistribution
Point
i idity R
q S Y
| Cloze |

Deleting a Certificate or Certificate Request

The Delete command succeeds only if the certificate is not currently being used by Ignition Server. If
the certificate has been assigned as the admin certificate or as a protocol credential certificate, then
the Delete command fails. Remove the certificate’s usage assignment and then delete it. (Root
certificates can be removed at any time; there is no need to remove the assignment in the case of a
root certificate.

Use this procedure to delete a certificate.
Procedure
1. At the top of Dashboard’s navigation panel, click on the name of your site.

2. In Dashboard’s Sites panel, click the Certificates tab and click the tab for the type of
certificate or certificate request you want to delete.
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3. In the list, click the certificate or request.
4. Click the Delete button.

Deleting an existing certificate request renders unusable any certificate the CA sends you
based on this request.

Ignition Server prompts you to confirm the deletion request.
5. To carry out the deletion, click Yes.

Ignition Server removes the entry from the display in the Root Certificates window and
deletes the certificate from the Dashboard’s keystore.

If you have deleted a certificate used to secure Dashboard or Guest and loT Manager
(SOAP) communication, make sure you update Dashboard or Guest and loT Manager to use
the replacement certificate.

Viewing an Existing Certificate Request

Use this procedure to view an existing certificate request.
Procedure
1. At the top of Dashboard’s navigation panel, click on the name of your site.
2. In Dashboard’s Sites panel, click the Certificates tab and click the Certificate Requests tab
3. In the list, click the request.
4. Click the View button.

Ignition Server displays the contents of the selected request.

Managing Online Certificate Status Protocol (OCSP)

The Online Certificate Status Protocol (OCSP) is a protocol that is used for validating the status of x.
509 digital certificates. This protocol is an alternative to the Certificate Revocation List (CRL) and
addresses issues that result in handling CRLs. OCSP provides with a timely update on the
revocation status. It checks against an OCSP Responder every time a request comes in. This
protocol picks up the latest revocation status of a certificate.

Ignition Server has the capability to communicate with OCSP servers over HTTP to validate the
status of certificates during authentications. The OCSP configuration is configured in a reusable
configuration object that can be referenced from any certificate authority (CA) certificate that is
configured in Ignition Server.

You can configure CRL and/or OCSP verification per CA. If the OCSP responder is mapped to the
Access Policy, the certificate status is fetched from configured OCSP responder. In case, if OCSP
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responder is mapped to “None” in Access Policy, the request is handled by the configured CRL. If
OCSP responder mapped in Access Policy is not reachable, then the Ignition Server allows the
Authentication irrespective of that status of certificate.

The OCSP feature provides admin with the flexibility to specify multiple OCSP servers.

© Note:

Identity Engines has OCSP settings defined at a global level. You can now associate these
global OCSP settings with the Access Policy.

Configuring Global OCSP Responders

The Global OCSP responder is a server that communicates with OCSP clients. Use this procedure
to specify and configure multiple OCSP responders.

Before you begin
* Login to the Ignition Dashboard and on the navigation pane, click on the name of your site.

* Import certificates or certificate chains before performing OCSP configuration.

Procedure
1. On the Dashboard site window, click Certificates > Global OCSP Responders tab.

The OCSP Responders pane is displayed.
2. Click New to add the OCSP responder to the list.
The Enter OCSP Responder window is displayed.

=

Marne |GCSF‘ Responder |

Fesponder's LURL |http:_a‘_a’dewishwa.c-:um_ﬁ:ucsp |

Tirmeout |3 | (3 -10) seconds

Chaoose lssuing Co |dewishwa-DC-C.ﬂ«_201?1106_092256 "’|

Choose Root Coy |dewishwa-DC-C.ﬂ«_201 1106 092256 "’|

[ ] Include Nonce

L 8] .4 I |§ancel|

3. On the Enter OCSP Responder window, enter the field description as tabulated:
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Field Name

Description

Name

Enter a name to identify OCSP responders.

Responder’s URL

Enter the HTTP or HTTPS CA server URL used to access the OCSP
Responder.

Timeout

Enter the response time to wait after which the OCSP Responder is
regarded unreachable. You can configure in the range of 3 to 10 seconds
only. By default it is configured for 3 seconds.

Choose Issuing CA

Select certificate (chain) of issuing CA from the drop-down list.

Choose Root CA

Select certificate of root CA from the drop-down list. The added Protocol
Root Certificates are available in the drop-down list.

Include Nonce

Select this to ensure nonce is included in the authentication protocol.

© Tip:

Nonce is an arbitrary number in an authentication protocol that may
only be used once.

© Note:

The issuing CA and the root CA can be of the same or different certificate authority.

4. Click OK.

The OCSP Responders pane is displayed with the details of the responders added in Step

3 on page 101.
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Current Site: Site 0

Sites

OCSP Responders

OCEP Responder URL
dewishwva.comfocsp

5. (Optional) To edit any existing OCSP Responder:
a. Select an OCSP Responder from the given list and click Edit.
The Enter OCSP Responder window is displayed.

I= Enter OCSP Responder >
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b. On the Enter OCSP Responder window, update the desired fields and click OK to
implement the changes.

6. (Optional) To delete any existing OCSP Responder that is used in an Access Policy, select
an OCSP Responder from the given list and click Delete.

a. The Delete window is displayed, click OK.

b. The Confirm Deletion window, click Yes to delete the selected OCSP Responder.

A Caution:

Delete operation permanently erases the OCSP Responder entry, and cannot be
retrieved.

© Note:

You cannot delete the OCSP Responder that is used in an Access Policy.
Next steps
You can perform a test to make sure the responder service is online.

Testing a OCSP Responder

Use this procedure to make sure the configuration is valid and the selected OCSP Responder is
reachable and operational.

Before you begin

» Configure global OCSP Responder. For more information, see Configuring Global OCSP
Responders on page 101.

Procedure
1. On the Dashboard site window, click Certificates > Global OCSP Responders.

The OCSP Responders pane is displayed.
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Services | Licenses |((Cetificates | Logging | Scheduled Backups | Btended HA |

r Certificates r Certificate Requests r Protocol Root Certificates ]/ Certificate Revocation List _

OCSP Responders

OCEP Responder Timeout |

estResponder |httpifftestresponder.com,foc,.. |3

| New.. || Edit. || Delete ||Testocse]

2. Select an existing OCSP Responders from the given list and click Test OCSP.
The Test OCSP Responder Result window is displayed.

Test OCSP Responder | Description

Result

Success If the specified OCSP Responder is reachable.

Fail If the specified OCSP Responder is not reachable.
3. Click OK.

When OCSP responder is configured and reachable, you need to map that in the RADIUS
Access Policy so that the incoming RADIUS packet contacts that particular OCSP
responder. For more information, see Creating an Authentication Policy on page 300.
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This chapter describes the concept of authenticators, and describes their relationships to access
policies.

Introduction to Authenticators

An authenticator is a device that allows other devices to connect to your network. Wired switches,
wireless access points (APs), and VPN devices are all types of authenticators. Each such device is
represented in the Extreme Networks Identity Engines Ignition Server by an authenticator record.
You apply Ignition Server access policies to your authenticator to set the access rules for all users
who enter your network through that authenticator. In other words, the authenticator record is the
key that maps your access policies to your switches, APs, and other equipment.

Applying Ignition Server access control to your authenticators is straightforward. You connect the
switch and Ignition ServersRADIUS port to the same network, you save an authenticator record in
Ignition Server to represent the switch, and, in the switch, you configure the RADIUS server port
setting to point to Ignition Servers RADIUS server.

Two special bulk handling approaches give you more flexibility with your Ignition Server
authenticator set-up.

1. Authenticator bundles allow you to represent all authenticators on a subnet with a single
authenticator record

2. The global authenticator record allows you to create a default access policy that applies to
requests from unknown authenticators.

For more information on bundles, see Creating an Authenticator on page 113, and for more
information on the global authenticator, see RADIUS Global Authenticator on page 126.

Matching an Incoming Request to an Authenticator Record

When Ignition Server receives an authentication request, it must find the right access policy to
determine its ALLOW/DENY response. The access policy is in the authenticator record, which
Ignition Server finds, as explained in this section.

Each authenticator record in Ignition Server has an IP address and a netmask associated with it. An
authenticator can represent a single device (no bundle) or it can represent one or more devices in
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the same subnet (an authenticator bundle). An authenticator or bundle can contain
subauthenticators, each representing a logical switch or SSID. Finally, a global authenticator record
acts as a catch-all. The global authenticator has no IP address associated with it, so it matches any
IP address. In other words, it's an authenticator that represents your entire network.

When an authentication request arrives, Ignition Server searches for a matching authenticator
record in the order of small scope to large scope.

* First it looks for an exact IP address match to an authenticator record.
* Next it tries to match small authenticator bundles (large netmask).
* Next it tries to match large authenticator bundles (small netmask).

+ Finally, it tries to match the global authenticator. Having a permanent global authenticator
means that Ignition Server always finds a match.

When Ignition Server finds a matching authenticator or bundle, it searches inside that record for a
subauthenticator that matches the incoming RADIUS request.

* If a matching subauthenticator is found, then its access policy is used.

* If no matching subauthenticator is found, then the authenticator’s RADIUS access policy is
used.

© Important:

When Ignition Server receives a RADIUS request, it applies only the policies of the
authenticator record keyed to the IP address that sent the request. This means that, if you set
an authenticator record to “disabled,” all requests originating from that authenticator record’s IP
address are rejected. It does not mean that a bundle or the global authenticator takes over
servicing requests for the disabled authenticator. Therefore, if you disable the matching
authenticator (or if the matching authenticator has no support for the protocol of the request),
then your request is discarded, regardless of the configuration of other authenticators, including
the global one.

0 Important:

Since the Guest and loT Manager is also a kind of authenticator, you receive an error indicating
the IP address already exists if you add a Guest and loT Manager which has the same IP
address of an existing authenticator. This error also appears if you try to add an authenticator
which has the same IP address of an existing Guest and loT Manager.

Authenticator Hierarchy and Containers

Each authenticator bears an authenticator container label that indicates, typically, where the
authenticator is located or what part of your organization it belongs to. The authenticator hierarchy is
a hierarchy of containers that lets you sort and categorize your authenticators (geographically,
organizationally, or in some other way) so that your access policies can take this into account and
apply appropriate access rules.
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A container holds a set of authenticators you have grouped in Ignition Server, and the authenticator
hierarchy is the tree of these containers. Organizing containers into a tree allows you to group your
authenticators (for example, geographically) for ease of management, and allows you to create
authorization rules based on an authenticator’s location in the hierarchy.

At user login time, when your authorization policy checks the authenticator container label, the
authenticator is considered to belong to its own container as well as to all containers in its family
tree: parents, grandparents, and so on up the tree.

Even if you do not create a hierarchy, you can use containers individually to apply labels to
authenticators.

How you Build your Hierarchy

Each authenticator belongs to exactly one container and has exactly one access policy. A container
can contain many authenticators and other containers, forming the hierarchy. You define the
hierarchy (in the Authenticator Hierarchy tree) from the top down, by creating each container,
creating its child containers, and so on. For more information, see Creating the Authenticator
Hierarchy on page 110. You can place an authenticator in the hierarchy using the Authenticator
Details panel. For more information, see Placing an Authenticator in the Authenticator Hierarchy on
page 119.

Administration  Help |

Monitor ¢’ Troubleshoot

Current Site: Site 0

Configuration

E% Site 0 Authenticator Details
. % 192.0.2.0
-5 Site Configuration RADIUS Settings
i Marme: JRADIUS-161
E;A“e‘s Policies RADIUS Access Enabled: <7
E}& Authenticators ik v Access Policy default-radius-user
E""TEE ciefault IP Address: 192.51.100.0

; ‘?:’5\ ERS Switch Bundle: Mo TACACS+ Settings

ey JRADIUS-161 .

< o pa— TACACS+ Access Enabled:
& &) Directories v T

P uthenticator Type: any
B fprowswnlng \end Ext irel MAC Authentication
endor: remeiifireless
B-dr Guest & loT Manager _ _ _ MAC Auth Access Enabled: <7
[}--& Access Portal Device Template: qeneric-extreme-wireless 2 . . . | &
. A ccess Policy: default-radius-dewvice
=g Administration
| Edit...| | Delete |
Sub Authenticators Associated With JRADIUS-161
Sub Authenticators are only applicable for the RADIUS protocol
Sub Authenticatar | Attribute | Walue ‘ Access Policy
« el

October 2018 Identity Engines Ignition Server Configuration 108



Authenticator Hierarchy and Containers

Using the Hierarchy in your Policies

At user login time, Ignition Server can evaluate the authenticator’s container or its position in the
hierarchy and make access decisions based on that. The container name or hierarchy position is
considered in two contexts.

» User lookup: Ignition Server can be configured to use a specific directory to look up users who
try to connect to a given authenticator. The authenticator is identified based on its container
name or its position in the authenticator hierarchy.

For information on associating an authenticator with the user directories that serve that
authenticator, see Understanding Identity Routing Policy on page 302.

* User authorization: To make the access decision, your authorization policies can check which
authenticator the user is connecting to. The authenticator is identified based on its container
name or its position in the authenticator hierarchy.

For information on making access decisions based on the authenticator’s container or
hierarchy position, see Authenticator Attributes on page 318.

For example, you can create a rule that allows your travelling sales staff to connect to the network
from any Ethernet port in any of your offices in Colorado. You would create this policy in Ignition
Server as follows.

Create a container called Colorado in your authenticator hierarchy.

In the Colorado container, create two child containers: Branch-Office-Denver and Branch-Office-
Boulder.

Assign your Denver office’s network switches to the Branch-Office-Denver container, and assign
your Boulder office’s switches to the Branch-Office-Boulder container.

Write an Ignition Server user authorization policy that lets all members of the Sales-Dept connect
using any authenticator that is in the Colorado container. ( Expressed in Ignition Servers rule-writing
terminology, your rule triggers an ALLOW when it encounters the combination of the container name
Colorado and an authenticated user who belongs to the group Sales-Dept.)

Default Container

The top-level container is initially named “default.” You can rename it, but it cannot be deleted.

Each authenticator or authenticator bundle is automatically part of the Default container. As shown
later in this chapter, you can choose to associate a container with another container within the
hierarchy.
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Window Layout
When you work on authenticators, Dashboard’s Configuration tree shows the following elements.
» Authenticator Hierarchy: the representation of the virtual tree of containers.

 Actions: a drop-down or right-click list to manipulate the containers in the Authenticator
Hierarchy Tree. The commands associated with the containers in the hierarchy are Add
Container, Rename Container, Delete Container.

» Authenticator Summary list: Lists all authenticators in the container, and, if the Include
descendants of selected container checkbox is selected, it also lists the authenticators
associated with all sub-containers of the selected container. When this checkbox is not
selected, the display shows the authenticators that are directly associated with the selected
container only (that is, all sub-containers are excluded).

The New, Edit, and Delete buttons in this panel enable you to add a new authenticator, select and
modify, or delete an existing authenticator.

Creating the Authenticator Hierarchy

Configure the container hierarchy to collect your switches and APs into groups that make it easier
for you to manage security on your network. For example, containers within the tree can be based
on geographic regions, departmental divisions, campuses, or functional teams.

Use this procedure to create the hierarchy.

Procedure

1. In the Dashboard’s Configuration tree, expand Site Configuration > Authenticators, and
click on the container that you want to be the root of your hierarchy. Typically this is the
“default” container.

2. Select Actions > Add Container.
3. In the Add Container window, type a name for the container and click OK.

4. Add child containers by clicking on the container that you want to be the parent of the new
child container and then selecting Actions > Add Container to add the child container.

5. Add authenticators to the hierarchy.

* Add new authenticators to the hierarchy by clicking on the container to own the
authenticator and then clicking New on the right side of the window.

» Add existing authenticators to the hierarchy. For more information, see Placing an
Authenticator in the Authenticator Hierarchy on page 119.
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Adding a Container to an Authenticator Hierarchy
Use this procedure to add a new container to the authenticator hierarchy.

Procedure

1. In the Dashboard’s Configuration tree, expand Site Configuration > Authenticators, and
click on the parent container under which you are defining a new container.

2. Right-click the parent container and select Add Container. Alternatively, select the parent
container, and select Actions > Add Container.

The Add Container window displays list of the name of the parent container to which the new
container is to be added.

3. Enter the unique name for the new container in this window.
4. Click OK.

The Authenticators section of the Configuration tree now displays the new container under
the designated parent container.

Renaming a Container in an Authenticator Hierarchy

If you rename a container currently used in an authorization policy, that authorization policy might no
longer work as expected. For more information on troubleshooting, see Problem: Authorization
Policy Stops Working Unexpectedly on page 570.

Procedure

1. In the Dashboard’s Configuration tree, expand Site Configuration > Authenticators , and
click on the container.

2. Right-click on the container and select Rename Container. Alternatively, select Actions >
Rename Container.

3. Enter the new name for the selected container.
4. Click OK.

The new name for the container appears in place in the Authenticators section of the
Configuration tree in the main window.

© Note:

Even after you rename the default container, Ignition Server does not permit you to
delete that container.
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Deleting a Container from an Authenticator Hierarchy

When you delete a container, Ignition Server Dashboard removes the container from the
authenticator hierarchy.

We strongly recommend you do not delete any container that is being used in an authorization
policy. For more information on troubleshooting tips, see Problem: Authorization Policy Stops
Working Unexpectedly on page 570.

To be deleted, a container must be empty. More specifically, Ignition Server does not permit the
deletion of a container under the following conditions.

* The container is associated with an authenticator or authenticator bundle.
» The container is used in an identity routing policy.
» The container is parent to one or more containers.
* It is the Default container.
Use this procedure to delete a container from the authenticator hierarchy.
Procedure

1. Delete or move all authenticators and authenticator bundles associated with this container.
( For more information, see Removing an Authenticator from its Place in the Hierarchy on
page 132.)

2. Delete or move all containers that are child containers of this container.
3. Make sure the container is not used in an authorization policy.

* In Dashboard’s Configuration tree, expand Access Policies > RADIUS, and click on the
first access policy in the list.

* Click the Identity Routing tab, inspecting the authenticator hierarchy column. If the
container’s name appears in any policy, click Edit and remove it from the policy.

* In the Authorization Policy tab, in the Rule Names section, click each rule name and
read the Rule Summary. Look for the phrase Authenticator.Authenticator Hierarchy
followed by the name of the container you plan to delete. If you find the to-be-deleted
container, click Edit and remove it from the policy.

* Repeat these steps for each RADIUS policy.

* In the Configuration tree, click MAC Auth. In the Authorization Policy section, repeat the
steps you just performed on the RADIUS policies.

* Repeat these steps for each MAC Auth policy.

4. In Dashboard’s Configuration tree, expand Site Configuration > Authenticators. Find your
authenticator in the tree.

5. Right-click your authenticator and select Delete Container. Alternatively, select the
container, and select Actions > Delete Container.
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6. Click OK.

Ignition Server Dashboard removes the container from the authenticator hierarchy.

Creating an Authenticator

An authenticator is a device (switch, wireless access point, or VPN concentrator) that allows other
devices to connect to your network. To set up Ignition Server to manage access control and
provisioning for a switch or other device, save the device as an authenticator in Ignition Server, as
shown in the steps that follow.

If you need to create several authenticators, you may prefer to create them in bulk by importing the
authenticator information in the specified comma-separated values (CSV) format. For more
information, see Importing Authenticators on page 116.

Use this procedure, If you are using Access Portal as an authenticator.Registering Access Portal
with the Ignition Server on page 118.

A Note on Authenticator Vendor and Device Template

The authenticator vendor name and device template serve two purposes within Ignition Server: The
first is to tell Ignition Server RADIUS server which device dictionary to use to interpret or format the
RADIUS attributes coming from or going to the authenticator. The second is to let you write
authorization rules that apply a particular policy to certain switches, based on the device template
name or vendor name of those switches.

Procedure
1. Connect your authenticator to a network where it can reach Ignition Server RADIUS port.
2. Do one of the following.

* In Dashboard’s Configuration tree, open the Authenticators node, navigate the
containers, and click on the container that will hold your authenticator. Click New at the
bottom of the Authenticator Summary panel.

OR

* In Dashboard’s Configuration tree, click Site Configuration. On the right half of the
window, click 4(a). Authenticator. Ignition Server displays the Authenticator Details
window.
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I=" Authenticator Details >
Mame: Q | Enable Authenticator

IP Address: & [ Bundle

Caontainer: default

Authenticator Type: |Any "l

Wendar: |3cu:|r'r1 |"| Device Template: |generic-3cam -

[ RADIUS Settings | CoA Settings | TACACS+ Settings |

RADIUS Shared Secret: _ | | Show |

Enable RADIUS Access

Access Policys |OCSP -

[ "] Enable MAC Auth

Leeess Palicys default-radius-dewvice

|§ancel |

3. Specify the details that describe the authenticator.

* Name: Enter a unique name for the new authenticator. This is the name by which Ignition
Serverrefers to your authenticator. This is a required field.

« Enable Authenticator: Select this checkbox to enable the new authenticator.
* |IP Address: The IP Address of the authenticator.

* Bundle: Select this checkbox to make this authenticator an authenticator bundle.
Authenticator bundles are a way to perform authenticator wildcarding that allows one
authenticator bundle to represent all the authenticators on a subnet. With the bundle in
place, Ignition Server handles service requests coming from any authenticator in the
specified subnet, provided the device presents the correct, common shared secret. When
you select the Bundle checkbox, the window display changes to display the Subnet Mask
(“/ ") field next to the IP Address field. Type your subnet mask here in CIDR notation.

» Container: Each authenticator belongs to a container that indicates, typically, where the
authenticator is located or to what part of your organization it belongs. ( For more
information, see Authenticator Hierarchy and Containers on page 107.) You can change
the container association by clicking the blue text. For more information, see Placing an
Authenticator in the Authenticator Hierarchy on page 119.
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» Authenticator Type: Specify what type of device the authenticator is: Any, Wired,
Wireless, VPN, SIP, or Other. The default is “Any.” Your authorization rules can check this
value and apply policies based on authenticator type.

» Vendor: Specify the manufacturer or the authenticator. This setting dictates the set of
device templates that are available for this authenticator. If you do not select an entry for
Vendor, the new authenticator belongs to the “default” vendor category.

» Device Template: Specify the Ignition Server device template for this authenticator. The
device template sets rules that govern how Ignition Server sends and receives RADIUS
and TACACS+ messages to and from the authenticator. ( For more information, see
Device Templates on page 349.)

4. If this authenticator uses RADIUS authentication, click the RADIUS Settings tab and set the
following:

* RADIUS Shared Secret: Enter the Shared Secret that you have configured in the
authenticator device. If you are creating an authenticator bundle, all authenticators in the
Bundle must use the same shared secret. This is a required field.

* Tick the Enable RADIUS Access checkbox. You must tick this checkbox to provide
RADIUS service to the authenticator.

» Access Policy: Select the Ignition Server access policy that regulates RADIUS access
requests relayed by this authenticator. If you do not select an access policy, the new
authenticator uses the “default” access policy.

© Important:

But what if | need to specify more than one policy for a single switch or AP? Create a
subauthenticator for each policy you want to add. For more information, see RADIUS
Sub - Authenticators on page 128.

* Enable MAC Auth: Select this checkbox to provide authorization based on the MAC
address of the device that is trying to connect. For more information, see MAC
Authentication on page 413.

5. If this authenticator uses COA authentication, click the COA Settings tab and configure the
following:

* Enable Replay Protection: Select this checkbox to enable Replay Protection on the
authenticator. It is disabled by default.

* COA Shared Secret: Enter the Shared Secret that you have configured in the
authenticator device. If you are creating an authenticator bundle, all authenticators in the
Bundle must use the same shared secret. This is a required field.

* Port: Enter the port number.

6. If this authenticator uses TACACS+ authentication, click the TACACS+ Settings tab and
configure the following:

» Select the Enable TACACS+ Access checkbox. You must select this checkbox to provide
TACACS+ service to the authenticator.
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* TACACS+ Shared Secret: Enter the Shared Secret that you have configured in the
authenticator device. If you are creating an authenticator bundle, all authenticators in the
Bundle must use the same shared secret. This is a required field.

» Access Policy: Choose the Ignition Server access policy regulates TACACS+ access
requests relayed by this authenticator. For more information, see Creating a TACACS+

Access Policy on page 407.
7. Click OK in the Authenticator Details window. Ignition Server displays the newly-created

authenticator in its place in the Configuration hierarchy panel. In the future, you can expand
Site Configuration and expand Authenticators to see the authenticator record.

8. Use a console or management tool to log in to your switch (or other authenticator device)
and edit the switch configuration to configure your Ignition Server as the RADIUS and/or
TACACSH+ server for the switch. Consult your switch manufacturer’s documentation for
instructions.

For example, to designate the RADIUS server for a Cisco 2950, you would enter configure
terminal mode on the Cisco 2950 console and, using the form,

radius-server host <ip address of the RADIUS interface on the Ignition Server>
auth-port 1812 acct 1813 key <your shared secret

you might type, for example:>,

radius-server host 172.32.102.43 auth-port 1812 acct 1813 key 1234

To determine the Ignition Server RADIUS and TACACS+ port addresses, go to Dashboard’s
Configuration tree, click the Site name (this is usually the name at the top of the tree), click
the Services tab and click the RADIUS or TACACS+ tab. The Bound Interface field
indicates the port. To find the IP address, click the Node name or IP address in the tree, and
click the Ports tab.

Your authenticator configuration is complete. If you do not already have appropriate security
policies defined for the switch. For more information, see User Authentication Policy on
page 286.

Importing Authenticators

If you need to create several authenticators, you can create them in bulk by importing the
authenticator information in the specified CSV format. You can import authenticators only from the
default root container.

Use this procedure to import several authenticators.
Procedure

1. Using a tool of your choice, create a file containing the authenticator records you want to
import. The file must be in the comma-separated values (CSV) format. Ignition Server
requires that you provide the fields in this order.

Name, IP Address,Enable

Authenticator,Bundle, Mask,Container, Authenticator
Type,Vendor,Device Template,Enable Radius
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Access,Radius Secret,Radius Access Policy,Enable

TACACS+ Access, TACACS+ Secret, TACACS+ Access

Policy,Enable MAC Auth,MAC Access Policy,MAC Auth -

No Passwd,MAC Auth - Passwd,MAC Auth - Use RADIUS

Secret , MAC Auth - Use MAC Address as Secret , CoA Secret, CoA Port, CoA Replay
Protection Enabled

Replace fields in bold text with a value of “true” to enable or select that option, or “false” to
disable or not select that option. For example, if you imported a file containing the line :

Test,1.1.1.1,true,,,default,Any, 3com,generic-3com, true,ett,default-radius-
user,,,,true,default-radius-device,,,, true, testcoa, 3799, true

the import action adds an authenticator with a name of “testAuthenticator”, an IP address of
134.177.229.201, the Enable Authenticator checkbox selected, associated with the default
container, and Authenticator Type as SIP, and so on.

2. In Dashboard’s Configuration tree, open the Authenticators node and click the default root
container.

3. In the Authenticator Summary window, click Import.
4. Click Browse, navigate to your CSV file, select and click Open.

The Authenticators Import Status window displays the imported authenticators with number
of success and failure data. You can see if the import was a success, and view the reason
for failure if the import failed.

The import can fail:

* If there is no data in the mandatory filed entries (Name, IP Address, and RADIUS Shared
Secret)

* If there are duplicate authenticator entries in the CSV file.
* If there is no specified container in the Dashboard.

You can click Copy to copy the authenticator information, or click Print to print the
information.

5. In the Authenticators Import Status Summary window, click OK.

The Authenticator Summary window displays the imported authenticators beneath the
specific container.

Exporting Authenticators

You can export authenticators only from the default root container. Use this procedure to export a
set of authenticators.

Procedure

1. In Dashboard’s Configuration tree, open the Authenticators node and click the default root
container.

2. In the Authenticator Summary window, click Export.
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3. In the Save In field, navigate to where you want to save your .CSV file. Click Save to export

the authenticator records.

The default naming convention is IGS_<Release>Authenticators<IP
Address><YYYYMMDD><HHMMSS>.csv

Registering Access Portal with the Ignition Server

Use this procedure to register Access Portal with the Ignition Server.

A Warning:

Any mismatch in RADIUS configuration between the Ignition Server and Access Portal ( For
example, server IP address, shared secret, password, and so on) can result in fatal or internal
errors to the clients. Always perform a test user authentication after configuring RADIUS
settings in Ignition Server and Access Portal.

Procedure

1. In the Dashboard configuration tree, expand the Access Portal folder and click Access

Portal Servers.

2. Click New. The Access Portal Server Details window is displayed.

E Bccess Portal Server Details

Marme:

P Address:

! |
! |

RADIUS Shared Secret:

RADILE Access Palicy:

J: | |5how|

|default-radius-user "’|

[ ] Enable MAC Auth

Lrcess Falie

default-radius-dewvice

| iCancel |
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3. In the Access Portal Server Details window, specify the following:
* Name: Enter a name for the Access Portal.

* IP Address: Enter the IP address of the Access Portal. Ensure that you enter the IP
address of the ADMIN interface. Also make sure the Access Portal’'s ADMIN interface is
reachable from the Ignition Server.

* RADIUS Shared Secret: Enter the shared secret that you configured for RADIUS server.

* RADIUS Access Policy: The RADIUS access is enabled by default. Select the Ignition
Server access policy that regulates the RADIUS access requests relayed by Access
Portal. If you do not select an access policy, Access Portal uses the default access policy
(default - radiususer).

» Enable MAC Auth: Select this checkbox to provide authentication based on the MAC
address of the device that is trying to connect.

© Note:

Trust Device Update, Expiration, Delete On Expiry, and Member of Groups
configuration are removed from the Access Portal, they can now be configured through
the Access Policies.

4. Click Ok. The Access Portal Server Summary window is displayed.

Current Site: Sunnyvale Campus

ficcess Portal Server Summary
Server Mame 1P Address | RADIUS Access Policy | | MAC Auth Access Policy

CP1 192.0.2.0 o Sunnyvale-RADIUS-policy

Placing an Authenticator in the Authenticator Hierarchy

Each authenticator belongs to a container that indicates, typically, where the authenticator is located
or what part of your organization it belongs to. Use this procedure to configure the authenticator
hierarchy (“Container”) label.

Procedure

1. In Dashboard’s Configuration hierarchy tree, expand Authenticators. Find your
authenticator in the tree, click its name, and click Edit.

© Important:

To list every saved authenticator in the system, click the top node in the Authenticator
Hierarchy (by default, this node is called “default”) and on the right side of the window,
select the Include Selected Hierarchy Descendents checkbox.

2. In the Container field, click the blue text.
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3. In the Container Selector window, navigate to and click the desired container to choose it.
4. Click OK to confirm your selection.

N
A Chapel-Hill-Building-1

i
LYPo

& Chapel-Hill-Building-2

5. Click OK to save the authenticator.

Finding an Authenticator

Use this procedure to find an authenticator record.
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Procedure

1. In Dashboard’s Configuration hierarchy tree, expand Authenticators and click default (the
root container).

2. Do one of the following.
* To list every saved authenticator in the system:

Click the top container in the Authenticator Hierarchy (by default, this container is called
“default”) and select the Include Selected Hierarchy Descendents checkbox.

* To find all the authenticators in an authenticator hierarchy container:
Navigate the Authenticator Hierarchy and click the container whose authenticators you

want to view. If the container has sub-containers whose authenticators you want to view,
select the Include Selected Hierarchy Descendents checkbox.

Pinging an Authenticator

Use this procedure to verify that an authenticator is reachable and responding.
Procedure

1. Make sure the authenticator has been created in Ignition Server. For more information, see
Creating an Authenticator on page 113.

In Dashboard, click the Troubleshoot tab.
Click the IP address or name of your node.
Click the Network tab.

In the Port field, select the Ignition Server Ethernet port where your Ignition Server RADIUS
service is running.

o & 0N

6. In Ping Target, type the IP address of your authenticator.
7. Click Start.

If Ignition Server is running in HA mode, the ping originates from the primary node of Ignition
Server.

Filtering Authenticators

Use this procedure to apply a filter to the list of authenticators.
Procedure

1. From the Configuration navigation panel, expand Authenticators and click the required
container.
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2. In the Authenticator Summary window, select the Specify Criteria checkbox.

3. Two drop-down lists are shown to the right of the Specify Criteria check box. In the first list,
choose the name or ip address of the field to filter on.

4. In the next drop-down list, select the required filtering criteria:
« Starts With
+ Contains
* Ends With
* Equals
5. In the text field, type the filtering value.

6. (Optional) Select the checkbox Include descendents of selected container to include
authenticators from the sub-containers.

7. Click Apply filter.

Renaming Authenticators
© Important:

Renaming an existing authenticator or authenticator bundle breaks the authorization rules that
depend on that authenticator or authenticator bundle. For more information, see Problem:
Authorization Policy Stops Working Unexpectedly on page 570.

Use this procedure to rename an existing authenticator.

Procedure

1. In Dashboard’s Configuration hierarchy tree, expand Authenticators. Expand the sub-nodes
in the tree until you find your authenticator.

2. Click its name and click Edit.
The Authenticator Details window is displayed.
3. Enter the new Name for the authenticator.

4. Click OK to apply your change.
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Deleting Authenticators

© Important:

Deleting an existing authenticator or authenticator bundle breaks the authorization rules that
depend on that authenticator or authenticator bundle. For more information on troubleshooting ,
see Problem: Authorization Policy Stops Working Unexpectedly on page 570.

Use this procedure to delete an existing authenticator.

Procedure

1. In Dashboard’s Configuration tree, expand Authenticators. Find your authenticator in the
tree and click its name.

2. Click Delete. Alternatively, right-click an authenticator and select Delete
A confirmation window is displayed.
3. Make sure you have selected the appropriate authenticator for deletion, and click OK.

Ignition Server Dashboard deletes the authenticator from the authenticator hierarchy.

Changing the Configuration of an Authenticator

After you have configured an authenticator, you can change its settings at any time.

© Note:

When you create a maximum number of authenticators per license limit and try to modify both
authenticator name and IP address fields in single action, then that authenticator is disabled.
That is an expected behavior. However, you can use work-around by performing this edit as two
separate actions:

1. Modify Authenticator name in the first attempt.
2. Modify IP address in the second attempt.
Procedure

1. In Dashboard’s Configuration tree, expand Authenticators. Expand the sub-nodes in the
tree until you find your authenticator. Click its name and click Edit.

The Authenticator Details window is displayed.
2. Edit the settings for the selected authenticator.

For more information on each field, see Creating an Authenticator on page 113.

3. Click OK to apply your changes.

Ignition Server updates the configuration for the selected authenticator.
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Bulk Authenticators Operations

Use this procedure to perform operations on multiple authenticators. The operations include :
Enable the authenticator(s), Disable the authenticator(s), and Modify the RADIUS / COA shared

secret.
Procedure

1. In Dashboard Configuration hierarchy tree, expand Authenticators and click default (the root
container) or the specific containers.

The Authenticator Summary window is displayed.

Administration  Help

@ Monitor %{ Troubleshoot

Current Site: Site 0

Configuration
- Site 0
-y 192.0.2.0
E}Er‘ te Configuration || Specify Criteria Mame Starts With
B Access Policies
Ew Authenticators
E}TE default
------ = ERS Switch
¥ JRADILS-161 Marne 1P Address Bundle | Enahled [ RADILIS [MAC Auth| TACACS+ | Container
#- f Directories ERS Switch 10.133,133.56 default

& & Provisioning — ————— !
E- @ Guest &loT Manage: Ping

Authenticator Summary

"] Include descendants of selected container

@ Access Portal
[ 5 Administration

RADIUS Secret Change
COA Secret Change L

Disable

2. You can select one or more Authenticators to perform operations to either enable or disable
authenticators and modify RADIUS and COA secret name.

3. For RADIUS Secret Change, do the following:

a. Select the Authenticators and right click to select Bulk Operations > RADIUS Secret
Change .

The RADIUS Shared Secret window is displayed.

RADMUS Shared Secret o

RADIUS Shared Secret: |-""| | | Show |
@ | Canceil

b. In the RADIUS Shared Secret field, enter the secret name.

c. Click Show, to view the entered name details in plain text or click Hide.
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Click OK, to view the success / failure authenticator bulk operation status summary for
the selected authenticators or click Cancel to close.

You can click Copy to copy the authenticator information, or click Print to print the
information.

4. For COA Secret Change, do the following:

a.

Select the Authenticators and right click to select Bulk Auth Operations > COA
Secret Change .

The COA Shared Secret window is displayed.

COA Shared Secret pd

COA Shared Secret: (sssss | | Show |

@ | Cancel |

In the COA Shared Secret field, enter the secret name.

Click Show, to view the entered name details in plain text or click Hide.

Click OK, to view the success / failure authenticator bulk operation status summary for
the selected authenticators or click Cancel to close.

You can click Copy to copy the authenticator information, or click Print to print the
information.

5. For Enable or Disable the bulk authenticator, do the following:

a. Select the Authenticators and right click to select Bulk Operations > Enable to enable

October 2018

the authenticator OR Disable to disconnect the authenticators.
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b. The success / failure authenticator bulk operation status summary for the selected

authenticators is displayed. You can click Copy to copy the authenticator information, or
click Print to print the information.

I= Authenticator Bulk Operation Status Summary x

Authenticator Bulk Operation Summary

Success: 1 Failure: 1

Authenticator Name | Authenticator IP Address | Status |Failure Reason

MAC 203.0.113.0 | i |The IP address is not valid
JRADIUS-161 198.51.100.0 Success
0]

c. In the Summary window, click OK to view the Enabled or Disabled status.

The status is displayed in Authenticator Summary window Enabled column.

RADIUS Global Authenticator

As described in Introduction to Authenticators on page 106, the global authenticator record allows
you to create a default RADIUS access policy that applies to requests from unknown authenticators.
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l= Edit RADIUS Configuration x
Protocol is Enabled:
Bound Interface: |ﬁ'u:|rr1ir1 Port |"|

Authentication Port 1812
Accounting Port: 1813

Accept Requests From Any Authenticator:

Access Policy |defau|t-radius-user "’|

RADIUS Shared Secret: |"""-" | | Show |
|§ancel |

When Ignition Server uses the global authenticator to handle a request, it logs the action with the
authenticator name “global-default.” In your Ignition Server access policies, you can write policy
rules that test for the label, “globaldefault” and apply policy based on whether the request is being
handled by the global authenticator.

If a request matches the global authenticator but the request’s protocol in the global authenticator is
disabled, Ignition Server logs an “unknown authenticator” message.

© Important:
Use of a MAC Auth policy is not permitted in the global authenticator.

Use of a RADIUS global authenticator requires an Ignition Base LARGE license.

Creating the Global Authenticator

Use this procedure to create the global authenticator.

1. In the Configuration hierarchy tree of Dashboard, click on your site’s name, click the
Services tab, and click the RADIUS tab.

2. Click Edit.

3. In the Edit RADIUS Configuration window, select the Accept Requests from Any
Authenticator checkbox.

4. Choose your Access Policy.

This is the default RADIUS access policy for all requests from unknown authenticators. You
must use a RADIUS policy; you cannot use a MAC Auth policy.

5. Type the RADIUS Shared Secret.
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Ignition Server responds only to authenticators that pass this secret string.

RADIUS Sub - Authenticators

Some network configurations require that you have a number of logically different switches that
contact Ignition Server from the same IP address. For example, some wireless access points can
beacon multiple SSIDs, but users’ RADIUS requests to connect to the AP—regardless of SSID—
arrive at Ignition Server from the same IP address. As an administrator, you may wish to configure
different RADIUS access policies for these logically different switches.

Ignition Server handles this with a feature called sub-authenticators. The sub-authenticator feature
allows you to configure different RADIUS access policies (user lookup, authentication, authorization,
and provisioning policies) that is used for logically different switches operating from the same IP
address. The physical switch is represented in Ignition Server by an authenticator record keyed to
the switch’s IP address. All RADIUS requests originating from this IP address are handled according
to this authenticator record. Inside the authenticator record you define a set of sub-authenticators for
the set of logical devices that operate from the IP address. When you create each sub-authenticator,
you key it to a RADIUS attribute value. If the RADIUS request contains that value, then the sub-
authenticator is used.

Upon receiving a request, Ignition Server finds the authenticator record for the IP address and then
chooses the first sub-authenticator whose key value matches a value in the RADIUS request. The
sub-authenticator specifies the RADIUS access policy to be used for that logical switch. If no
matching sub-authenticator is found, then the RADIUS access policy of the authenticator record is
used.

In other words, Ignition Server inspects the incoming RADIUS request, and if it contains a particular
value, then Ignition Server uses the access policy you have keyed to that value. This allows you to
treat one switch as a number of logical switches in order to apply the correct policy to each logical
switch.

For more information on how and when a sub-authenticator is used, see Matching an Incoming
Request to an Authenticator Record on page 106.

Viewing and Editing Sub - Authenticators
Use this procedure to view and edit sub-authenticators.

Procedure

1. In Dashboard’s Configuration tree, expand Authenticators. Expand the sub-nodes in the
tree until you find the authenticator whose sub-authenticators you want to view.

2. In the tree, click the authenticator’s name.
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3. The Sub Authenticators panel occupies the lower half of the window and displays the sub-
authenticators of the authenticator.

4. To edit a sub-authenticator, click its name and click Edit.

For more information on fields of the Sub Authenticator Details window, see Creating a Sub -
Authenticator on page 129.

Creating a Sub - Authenticator

Each sub-authenticator definition is tied to an authenticator record. An authenticator record can
contain many sub-authenticators. You create one authenticator record per physical switch or access
point, and then, inside that authenticator record, you create as many sub-authenticators as you
need to accommodate the logical switches or SSIDs of that piece of hardware.

Procedure

1. In Dashboard Configuration hierarchy tree, expand Authenticators. Expand the sub-nodes
in the tree until you find the authenticator to which you want to add a sub-authenticator.

© Important:

If you have not defined your authenticator, go to Creating an Authenticator on page 113
and create it now.

2. In the tree, click the authenticator name.

The Authenticator Details panel displays on the right side of the window, showing the Sub
Authenticators panel in its lower half.

Authenticator Details

Mame: JRADIUS-161 RADIUS Settings
Enabled: \V/ RADIUS Access Enabled: </
1P Address: 103,51.100.0 Access Policy: default-radius-user
Bundle: No TACACS+ Settings
Container: default TACACS+ Access Enabled: X
Authenticator Type: wired
Wendar: Cisco-BBSM MAC Authentication
Device Template: qgeneric-cisco-bbsm MAC Auth Access Enabled: X
Edit...| | Delete |

Sub Authenticators Associated With JRADIUS-161

Sub Authenticators are only applicable for the RADIUS protocol

Sub Authenticator | Attribute I Value ‘ Access Policy

(o)

3. At the bottom of the panel, click New.
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I= sub Authenticator Details x
Name: |5ub-JRADIUS161 |
Aythenticator Attribute: |Inbound—CaIIback—Number *| Equals

Attribute Walue: |20301130 |
Sub Authenticator Type: |\l'l.-"ired 'l

Access Paolicy: |default—radius—user 'l

[ Enable MAC Auth

Lccess Palicy: default-radius-device

| Cancel |

4. In the Sub Authenticator Details window, type a Name for the sub-authenticator. This name
appears in the RADIUS logs and can be used in your authorization rules.

5. In the Authenticator Attribute drop-down list, choose the inbound RADIUS attribute whose
value triggers the use of this sub-authenticator. This RADIUS attribute is sent by the
authenticator hardware.

For example, some manufacturers use the RADIUS attributes mapped as Port-Number or
Inbound-Called-Station-Id to indicate the SSID. For more information to find out how to view
Ignition Servers RADIUS attribute mappings, see Finding an Inbound Attribute on page 354.

© Note:

The Called-Station-ID attribute format is <macaddress:SSID>. From this release, you
can select Contains/Equals/Starts With/Ends with operator from the drop-down list for
Incoming Called-Station-ID attribute and specify SSID (case-sensitive) as the
authenticator value. This checks if the incoming attribute contains the specified SSID
and adds the sub-authenticator. For all other authenticator attributes, Equals operator is
selected by default.

6. In the Attribute Value field, type the RADIUS attribute value that triggers the use of this sub-
authenticator.

7. In the Sub Authenticator Type drop-down list, choose the type of virtual device that this
sub-authenticator represents, such as any, Wired, Wireless, SIP, VPN or others.

8. In the Access Policy drop-down list, choose the Ignition Server RADIUS access policy that
controls user access to this sub-authenticator.
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9. (Optional) If you want to allow MAC Auth on this sub-authenticator, select the Enable MAC
Auth checkbox and specify how the authenticator password should be checked. Select any
one from the given options:

Choice Option Choice Description

Use MAC Address as Password | Allows you to use MAC Address of the device as password.

Do Not Use Password Allows Ignition Server to skip password checking.

Use Radius Shared Secret As Allows Ignition Server to use the authenticator RADIUS
Password shared secret.

Use This Password Allows you to specify your own password.

10. In the Access Policy drop-down list, choose your MAC Auth policy. (If you need to create
one, For more information, see Creating a MAC - Auth Policy on page 414).

11. Click OK to save the sub-authenticator.
12. If you wish to define more sub-authenticators, click New again.

After creating all the sub-authenticators of this authenticator, you can sort them. For more
information, see Sorting Sub - Authenticators on page 131.

Sorting Sub - Authenticators

When an authenticator has multiple sub-authenticators, Ignition Server responds to an incoming
RADIUS request by searching from the top of the Sub Authenticators list to the bottom and using
the first sub-authenticator whose attribute/value pair matches a RADIUS attribute/value pair in the
request. If any of your sub-authenticators is more widely applicable than others, then you may have
to sort the list of sub-authenticators to ensure the desired sub-authenticator takes effect.

Procedure

1. In Dashboard’s Configuration tree, expand Authenticators and expand the sub-nodes to
find the authenticator whose sub-authenticators you want to sort.

2. In the tree, click the authenticator’s name.
3. In the Sub Authenticators panel, click Order.

4. In the Sub Authenticator Ordering window, click on the name of a sub-authenticator and use
the up-or down-arrow buttons to move it to the correct position.

5. Click OK to save the sort order.
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Processing Authenticator Requests

Before granting access to the network, Ignition Server processes authenticator requests by
validating the identity of the end user and performing the checks prescribed in your authorization
policies. These requests use the RADIUS protocol.

How Ignition Server Processes RADIUS Requests from
Authenticator Bundles

Device Dictionary files are used to control vendor-specific capability using the RADIUS protocol.
RADIUS allows equipment manufacturers to expose proprietary features using vendor-specific
RADIUS Attributes. The device dictionary file defines these vendor-specific attributes.

When processing RADIUS requests from an authenticator bundle, Ignition Server follows the rules
listed below to arrive at the most specific Device Dictionary to use.

* When both Vendor and Model are specified, Ignition Server uses the Device Dictionary specific
to that equipment.

* When a vendor is specified but not a model, the Vendor’s Device Dictionary is used.

* When no vendor or model is specified, Ignition Server uses the generic RADIUS Device
Dictionary.

Removing an Authenticator from its Place in the Hierarchy

Use this procedure to disassociate an authenticator from a container.

Procedure

1. In Dashboard’s Configuration tree, expand Authenticators. Expand the sub-nodes in the
tree until you find your authenticator. Click its name and click Edit.

The Authenticator Details window is displayed.
2. To disassociate the authenticator from its parent container:

» The Container field shows the name of the authenticator’s container in blue text. Click on
the blue text to display the Container Selector window.

* Navigate the tree and click the container that holds the authenticator.
* Click OK.
3. To disassociate the authenticator from an access policy:

* Click the RADIUS Settings tab and in the Access Policy drop-down list, select a different
access policy.
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* Click the TACACS+ Settings tab and in the Access Policy drop-down list, select a
different access policy.

4. Click OK to apply your changes.

The authenticator now belongs to a different container and/or access policy, depending on
your edits.
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a Policy Enforcement Point

If you use ldentity Engines Ignition Access Portal as a Policy Enforcement Point for Identity Engines
Ignition Server, it is important to understand the specific interactions that occur between the two
applications. This section describes those interactions.

For more information on using Identity Engines Ignition Access Portal, see Administering Identity
Engines Ignition Access Portal document.

Inbound and Outbound RADIUS attributes

Inbound and Outbound attributes are key components of any access policy that you configure on
the Ignition Server—they determine who is allowed to access a network (authentication) and what
they can access upon successful authentication (authorization). It is important to understand which
Outbound and Inbound attributes are used for communication between Identity Engines Ignition
Access Portal and Ignition Server.

This section describes the attributes that are used between the two applications, and can therefore
be included in any Ignition Server access policies that use Identity Engines Ignition Access Portal as
an authenticator.

Some attributes have configurable values, while others do not. For more information on configuring
Identity Engines Ignition Access Portal attributes, see Administering Identity Engines Ignition Access
Portal document. Following are the Inbound and Outbound attributes that can be included in Ignition
Server access policies for use with Access Portal:

Inbound attributes (from Access Portal to Ignition Server)

RADIUS VSA attributes
* Inbound-Avaya-Access-Portal-Captive-Portal-Zone-Name
* Inbound-Avaya-Access-Portal-IN-Interface-Name
RADIUS standard attributes
+ Calling-Station-Id - This attribute contains the MAC address of the authenticating client device.
» Framed-IP-Address - This attribute contains the IP address of the authenticating client device.

* NAS-Identifier - By default, this attribute contains the name of the Access Portal. You can,
however, configure the value under Services > Captive Portal > <Zone>, within the RADIUS
options section of the Captive Portal(s) tab.

* NAS-Port - This attribute contains a fixed value of 1.
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* NAS-Port-Type - This attribute contains a fixed value of 15.
Outbound attributes (from Ignition Server to Access Portal)
Following are the configurable Outbound attributes:

* Outbound-Session-Timeout

» Outbound-Avaya-Access-Portal-Access-Group-Name

Registering Access Portal with the Ignition Server

Use this procedure to register Access Portal with the Ignition Server.
A Warning:

Any mismatch in RADIUS configuration between the Ignition Server and Access Portal ( For
example, server IP address, shared secret, password, and so on) can result in fatal or internal
errors to the clients. Always perform a test user authentication after configuring RADIUS
settings in Ignition Server and Access Portal.

Procedure

1. In the Dashboard configuration tree, expand the Access Portal folder and click Access
Portal Servers.
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2. Click New. The Access Portal Server Details window is displayed.

E Access Portal Server Details *
Marme: J: |

IP Address: J: |

RADIUS Shared Secret | | | show|

RADILE Access Policy: |default-radius-user "’|

[ ] Enable MAC Auth

Lrcess Falies default-radius-dewvice

| Cancel |

3. In the Access Portal Server Details window, specify the following:
* Name: Enter a name for the Access Portal.

 IP Address: Enter the IP address of the Access Portal. Ensure that you enter the IP
address of the ADMIN interface. Also make sure the Access Portal’'s ADMIN interface is
reachable from the Ignition Server.

* RADIUS Shared Secret: Enter the shared secret that you configured for RADIUS server.

* RADIUS Access Policy: The RADIUS access is enabled by default. Select the Ignition
Server access policy that regulates the RADIUS access requests relayed by Access
Portal. If you do not select an access policy, Access Portal uses the default access policy
(default - radiususer).

» Enable MAC Auth: Select this checkbox to provide authentication based on the MAC
address of the device that is trying to connect.

© Note:

Trust Device Update, Expiration, Delete On Expiry, and Member of Groups
configuration are removed from the Access Portal, they can now be configured through
the Access Policies.
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Configuring a Guest Access Policy

Click Ok. The Access Portal Server Summary window is displayed.

Current Site: Sunnyvale Campus

Access Portal Server Sum mary

Sercer Name | IP Aclelress _ RADIUS RADILS Access Palicy | MAC Auith | MAC Auth Access Policy
CcpP1 162.0.2.0 o Sunnyvale-RADIUS-policy b4

Configuring a Guest Access Policy

Your guest access policy determines how, when, and where guests can connect to your network,
and what sections of your network they can use. If you use Ignition Guest and loT Manager to
create guest user accounts, consult /dentity Engines Guest and loT Manager Configuration
document for instructions.

Use this procedure to create a basic guest access policy.

Procedure

1.

o M DN

In the Dashboard Configuration tree, click the name of your site.

Expand Site Configuration, expand Access Policies and click RADIUS.
Click New.

Enter a name for the new access policy and click OK.

In the left navigation pane, highlight the name of the new access policy, click the
Authentication Policy tab and click Edit.

6. Configure your tunnel settings. Ensure that you select PAP under None. Click OK.

7. Configure your identity routing policy to enable the Ignition Server to find guest user

accounts in the Ignition Server embedded user store. Click the ldentity Routing tab and
click Edit.

* If you already have an identity routing policy that you wish to use, click Enable Default
Directory Set, and select the Directory Set from the drop-down list. Click OK to save the
policy. Proceed to Step 8.

* To create a new identity routing policy, do the following:
- Click New.

- Configure the Ignition Server to use the embedded user store (or any other target
directory). In the Directory Set section, select default set (or any other target set that
you wish to use). In the Match Realm section, select Realm Not Specified. In the
Match Authenticator Container section, select Disable Authenticator Container
Matching. Click OK.

- In the Identity Routing Policy window, select the Enable Default Directory Set
checkbox and select default set as the Directory Set. Click OK.
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10.
11.
12.
13.

14.

15.

16.

17.

18.

In the Access Policy window, click the Authorization Policy tab.
In the RADIUS Authorization Policy section of the window, click Edit.
In the Rules section, click Add.
In the New Rule window, type a name for the rule and click OK.
With your rule selected, go to the buttons to the right of the Constraint list and click New.
In the Attribute Category drop-down list, select the attribute category Inbound.
In response, the list shows all the attributes for Inbound.
In the list, select one of the following Access Portal Inbound Attributes:
RADIUS VSA Attributes
* Inbound-Avaya-Access-Portal-Captive-Portal-Zone-Name
* Inbound-Avaya-Access-Portal-IN-Interface-Name
RADIUS Standard Attributes

+ Calling-Station-Id - This attribute contains the MAC address of the authenticating client
device.

» Framed-IP-Address - This attribute contains the IP address of the authenticating client
device.

* NAS-Identifier - By default, this attribute contains the name of the Access Portal. You can,
however, configure the value under Services > Captive Portal > <Zone>, within the
RADIUS options section of the Captive Portal(s) tab.

* NAS-Port - This attribute contains a fixed value of 1.
* NAS-Port-Type - This attribute contains a fixed value of 15.
Select the appropriate value options and enter the value for the selected attribute.

In this example, the Inbound attribute “Inbound-Avaya-Access-Portal-Captive-Portal-Zone-
Name” is used with a value of “Zone_ NORTHAMERICA”. Zone_ NORTHAMERICA has two
IN interfaces associated with it. This rule therefore applies to all users who enter through
either of the two IN interfaces associated with Zone_ NORTHAMERICA.

Click OK to close the Constraint Details window and return to the Edit Authorization Policy
window.

In the Action section of the Edit Authorization Policy window, click Allow.

A list of available Outbound Values is displayed. Any Access Portal Access Groups that have
been created are listed as available Outbound Values.

Select one of the following Access Portal Outbound Values using the arrows to move the
desired values into the Provision With field:

» <Access Group Name>

» Session-Timeout
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19. Click OK.

In this example, “Access-Group-Guest” is the selected Outbound Value. That is, all users
who enter through either of the two IN interfaces associated with Zone_ NORTHAMERICA
has granted access through the OUT interface, and see the success page associated with
the Access Portal Access Group named “Access-Group-Guest”.

bound Inbound-fuvsys-Aecess-Partal-Captive-Partal-Zone-Name = Zane NORTHAMERICA

October 2018 Identity Engines Ignition Server Configuration 139



Chapter 9: Internal Users, Groups, and
Devices

This chapter describes how to store user accounts, device accounts, and group memberships in
Extreme Networks Identity Engines Ignition Server onboard database, the internal store. These
users, groups, and devices, called internal users, internal groups, and internal devices, can be used
for authentication.

Ignition Server Internal Data Store

Ignition Server uses an onboard database, called the internal data store, to manage access
information for groups, users and devices. The internal store consists of internal groups, internal
users and internal devices.

In a typical installation, most of your user accounts reside in your corporate user directory or
directories ( For more information, see Directory Services on page 168), and the internal store acts
as a supplementary store that holds other types of user accounts such as temporary accounts. For
example, the Extreme Networks Identity Engines Guest and IoT Manager application stores its
guest accounts as internal users. At login time, Ignition Server treats all users alike, whether they
are stored in the Ignition Server or in a corporate directory.

Using the windows shown in this chapter, you can view and edit your internal users, internal groups,
and internal device records. You cannot view or edit users stored in other databases such as an
LDAP or AD store. To manage such users, use the dedicated user provisioning tools that connect to
your LDAP or AD store.

Internal Users

Internal users are user accounts stored locally on the Ignition Server. Users connecting to your
network can authenticate against an internal user account in the same way that they can
authenticate using an AD- or LDAP-stored account. Internal user accounts are particularly useful for
guest users, and guest user accounts created by the option Extreme Networks |dentity Engines
Guest and loT Manager application are internal user accounts.
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Internal Users Panel

The Internal Users panel lists all the user records in the Ignition Server Internal Users store. In
Dashboard’s Configuration hierarchy tree, click your site, expand Site Configuration, expand
Directories, expand Internal Store, and click Internal Users to open this panel to:

» see all internal users
« retrieve a subset of all internal users
* sort and page through internal users

» add, edit or delete an internal user

© Important:

To count the number of users in the internal store, go to the main window, select Monitor, click
the name of your site, click the Statistics tab, click the Transactions tab, and check the
Embedded DB section.

Current Site: Site 0

Internal Users

Site 0
& 192020

[ site Configuration £ Gat All
2 Access Policies Specify Criteris: User Mams Starts With
# % Authenticators
# W sso | AsplyFiter |
= I8 Directories D

< - (3 Directony Sets
- B Directory Services

Viewing recards: 1- 10f1

Internal User Name ] First Name Last Name ] Account Locked | Pending/Expired |
fhest tesk tesk |

From this panel you can.

* View the list of all users in the internal store.
» Add, edit, copy or delete internal users.

To do this, click the appropriate command button at the bottom of the panel.
 Sort the list of users by a particular column.

To do this, click the column header, such as User Name; a second click reverses the order from
ascending to descending or vice versa. (This feature is common to all windows showing
columns.)

« Filter the list of users to reduce the set of users to show only those that fit your search criteria.

For more information on how to do this, see Filtering the Internal Users List on page 142.

+ Scroll through a long list by page.

To do this, click the Next and Back buttons. These are the small, white buttons (each
displaying a triangular arrow icon) near the upper-right corner of the user list. Click the right-
facing arrow to move forward through the list, and the left-facing arrow to move back.
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Filtering the Internal Users List

When the list of Internal Users is long, you can apply a filter to screen unwanted users from the list.
Procedure
1. 1. In the Internal Users window, select the Specify Criteria checkbox.

2. Two drop-down lists are shown to the right of the Specify Criteria checkbox. In the first list,
choose the name of the field you want to filter on. For example, you might choose First
Name.

3. In the next drop-down list, select the comparison to be performed. Choose Starts With or
Equals.

4. In the text field, type the comparison value.
5. Click Apply Filter.
Dashboard filters the list. To view all users again, click Get All and click Apply Filter

Viewing an Internal User

Use this procedure to view the complete details of an internal user.
Procedure

1. In Dashboard's Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, expand Internal Store, and click Internal Users to view the current list
of internal users.

2. Click on the desired user entry in the displayed list.
3. Click Edit or double-click on the desired user entry in the displayed list.

Ignition Dashboard displays the Edit User window for the selected user. The Edit User
window displays all the data for a selected user.

4. Use this window to review and/edit the selected user record.

For a field-by-field description of this window, see Creating an Internal User on page 142.

Creating an Internal User

You can create new internal users in two locations of the Ignition Server Dashboard: the internal
users store and the internal groups hierarchy.

Use this procedure to create a new internal user.
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Procedure
1. Access the edit user window using one of the following paths.

* From the Internal User Store: In Dashboard's Configuration hierarchy tree, click your
site, expand Site Configuration, expand Directories, expand Internal Store, and click
Internal Users to open this window.

Click New in the Internal Users panel. The Edit User window is displayed.

* From the Internal Groups hierarchy: In Dashboard's Configuration hierarchy tree, click
your site, expand Site Configuration, expand Directories, expand Internal Store, and
click Internal Groups to show the Internal Groups hierarchy.

In the Internal Groups window, use the Internal Groups navigation tree to select a group
you want the new user to belong. Then, click New in the Users tab of the Internal Group
Details panel. The Edit User window is displayed.
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E Edit Sclemens *

Internal Group Mame

default

2. In the Edit window, enter the user details and select the appropriate checkbox settings for
the new user account. The fields and settings that describe the user are as follows.

* User Name, First Name, Last Name: The login name, given name, and family name of
the user, respectively.

» Account Disabled: Select this checkbox if you want to lock this user account. A user
account can be intentionally locked by an Administrator or it can be automatically locked
by the system, such as when a password expires or when the number of failed
authentication attempts exceeds the maximum allowed number of retries.

« Start Time: Select this checkbox if you want to specify when the account is to be
activated. Click the clock-and-calendar icon and use the arrow keys to set the date and
time to enable account. Click outside the clock and calendar dialog to close it.
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* Enable Password Expire: Select this checkbox if you want to specify an expiry date for
the account. Click the clock-and-calendar icon and use the arrow keys to set the date and
time it expires. Click outside the clock and calendar dialog to close it. After an account
expires, Ignition Server deletes it if configured to do so in its Enable Auto Deletion
setting.

» Delete on Expire: If you want to have Ignition Server automatically delete the account
after it expires, select this checkbox. Ignition Server checks hourly for user records in the
internal store that have been expired for at least one week. Upon finding such an expired
record, Ignition Server checks its Enable Auto Deletion setting, and, if the record is set
for automatic deletion, deletes it. Deletions take place as time permits. For large sets of
records, deletions are spread over a period of hours. Each deletion is logged in the
Ignition Server logs.

* Max Retries: Select the checkbox and enter the number of failed authentication attempts
that can occur in a three-minute period before the account is automatically locked.

* Custom Attributes: The lower part of the Edit User window contains a set of Attributes
fields. You can use these in any way that you like. For example, you can evaluate the
values of these fields in your authorization rules. For more information, see User Attributes
on page 313.

© Note:

Extreme Networks Identity Engines Guest and loT Manager uses the Org. Role field
to label guest users as “guestUser” and provisioners as “provisioner”. In addition,
Extreme Networks Identity Engines Guest and loT Manager uses the Email Address
and Comments fields. If you want to edit or delete a guest user or provisioner
account, We strongly recommend you to use Guest and loT Manager to make the
change. Using Dashboard to edit guest user and provisioner accounts is not
recommended.

» Member of Groups Tab: Lists the groups in which this user is a member. Click Add to
assign the user to one or more groups. If the desired group does not exist, create it as
explained in Adding a New Internal Group on page 164. By default, the user is a member
of the “Default” group.

» Devices Tab: Lists the devices assigned to this user. This is useful if you want to require
that a user connect using only his or her assigned device. For more information, see
Requiring the User to Connect Using a Machine Authenticated - Device on page 439.
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To assign a device to a user, click the Add button in the Devices tab, click the device name
in the Add Device Records window, and click OK. If the desired device record is not in the
list, create it. For more information, see Creating a Device Record on page 149.

3. Click Save to save the user account to the Ignition Server internal store.

Importing User Records

Use this procedure to import user records.
Procedure

1. Using a tool of your choice, create a file that contains the user records that you want to
import. The file must be in the comma-separated values (CSV) format. Ignition Server
requires that you provide the fields in the following order:

User Name,First Name,Last Name,Password,Start Time, Password Expires,
Max Retries,Delete on Expire,Account Disabled,Title,Role,

Network Usage,Office Location,Email Address,Comments,

Group Name, Devices,Custom ACLs,Custom VLANS,Provisioners Groups,
isGuest,isProvisioner,enableStartTime, enablePwdExpTime,
enableMaxRetries,isSelfProv,activateOnFirstLogin,Credential Type,
Provisioned By, Prov Domain,Prov Group,Custom IP,Custom Number,

Creation Time, Sponsor First Name, Sponsor Last Name, Sponsor Email Address,
Sponsor Cellphone, Sponsor Response,Guest Details

© Note:

The Ignition Server checks each entry in the CSV file only for the mandatory field which
is the User Name. All other fields are optional. However if the administrator is interested
to provide values for the these fields, they should be provided in the same order as
specified in the beginning of this procedure. Ignition Server however validates the
content of the fields and make sure only accepted values are provided for the different
possible fields.

2. In the Dashboard’s Configuration hierarchy tree, expand Directories, expand Internal
Store, and click Internal Users.

3. On the Internal Users page, click Import.

4. In the User Record Import window, click Browse, navigate to find your CSV file, select it, and
click Open.

5. Select Override duplicate records to override user records with the same User Name.
6. Click OK to import the user records.

The Internal Users page displays the imported users.

Exporting User Records

Use this procedure to export user records.
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Procedure

1. In the Dashboard’s Configuration hierarchy tree, expand Directories, expand Internal
Store, and click Internal Users.

2. On the Internal Users page, click Export.
3. In the Export User Records window, do one of the following:
 To export all user records, select Get All.

 To select some user records, select Specify Criteria and set your filter criteria in the fields
to the right.

In the first drop-down list, select the name of the attribute that you want to filter on. In the
second drop-down list, select Starts With to export those records in which the filter
attribute’s value matches the first few characters of your search string, or select Equals to
export only the records whose attribute is identical to the whole search string. Type the
search string in the field at the right.

4. Click Browse, navigate to the directory in which you want to save your CSV file, double-click
the directory name to select it, type a name for the CSV file in the File Name field, and click
Save.

5. In the Export User Records window, click OK to export the records.

Internal Devices

A device record (also known as an “internal device”) stores the MAC address (and, optionally, other
account details) of a known device that connects to your network. Such devices include printers and
fax machines. Device records are stored locally on the Ignition Server. After you have saved your
devices as device records, you use them in:

* MAC authentication rules that allow only known devices to connect to the network ( For more
information, see Introduction to MAC Authentication on page 413); and/or

* Asset correlation rules requiring that each user sign on to the network using only the device(s)
assigned to him or her ( For more information, see Introduction to Asset Correlation on
page 434).

© Important:

If you plan to authenticate devices using Windows machine authentication, no device record in
Ignition Server is needed. Instead, your device accounts reside in Active Directory. For more
information, see Windows Machine Authentication on page 390.

© Important:

If an internal device becomes learned from a Mobile Device Management server, Ignition Server
removes the device record from the Internal Devices list as the device is included in the MDM
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Enrolled Devices. For more information on MDM enrolled devices, see MDM Enrolled
Devices on page 244.

Finding an Internal Device
Use this procedure to find a device record.

Procedure

1. In Dashboard's Configuration tree, click your site, expand Site Configuration >
Directories > Internal Store, and click Internal Devices.

The Internal Devices panel displays your device records. For more information on finding a
device in the list, see “Filtering the Device List on page 148.

2. Use the Back and Next buttons to move through the list.

MAC Addresses are Stored Only in the Internal Store

In Ignition Server, you must store the MAC addresses of known devices as device records in the
internal data store. Ignition Server cannot be configured to read MAC addresses from an external
source such as an LDAP or AD store.

Filtering the Device List
Use this procedure to filter the Internal Devices panel.

Procedure
1. In the Internal Devices window, click Specify Criteria.

2. Two drop-down lists are shown to the right of the Specify Criteria checkbox. In the first list,
choose the name of the field you want to filter on. For example, you might choose MAC
address, Name, Type, or Source.

3. In the next drop-down list, select the comparison to be performed. Choose “Starts With” or
“‘Equals”.

4. In the text field, type the comparison value.
5. Click Apply Filter.
Dashboard filters the list. To view all devices again, click Get All and click Apply Filter.
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Creating a Device Record

Use this procedure to create a device record in Ignition Server. ( If you need to create many device
definitions, you may prefer to create them in bulk. For more information, see Importing Device
Records on page 152.)

E- Mew Device Record 4

Sunnyvale-Building 2
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Procedure

1.

10.
11.

12.

13.

In Dashboard's Configuration tree, click on the name of your site, expand Site
Configuration > Directories > Internal Store, and click Internal Devices. Click New.

In the MAC Address field, specify the MAC address of the device.

Enter the address as a string of six octets. You can write the twelve characters without
separators, or you can separate the octets with period, colon, or hyphen characters. Do not
mix separator characters.

If you want to disallow this device from connecting to the network, select the Record
Disabled checkbox.

In the Name field, type a name for the device.
This name identifies the device in logs and when you associate it with a group or user.

If you want Ignition Server to delete this record automatically after its expiration date, select
the Delete on Expire checkbox.

Ignition Server checks hourly for device records in the internal store that have been expired
for at least one week. Upon finding such an expired record, Ignition Server checks its Enable
Auto Deletion setting, and, if the record is set for automatic deletion, deletes it. Deletions
take place as time permits. For large sets of records, deletions are spread over a period of
hours. Each deletion is logged in the Ignition Server logs.

In the Type drop-down list, designate what sort of device this is, such as a laptop, printer, or
handheld device.

You can choose one of the preset values or type your own value.

In the Sub Type drop-down list, define the details of the device from one of the preset
values.

For example, if you chose mobile as your device Type, you can define the Sub Type as
iphone, blackberry, or android phone, and so on.

In the Operating System drop-down list, select the operating system of the device.
You can choose one of the preset values.

In the Operating System Version field, enter the version of the operating system.
In the User Name field, enter the name of the user of this device.

The Source field is typically used only for bulk-imported device records ( For more
information, see Importing Device Records on page 152). The Source indicates the origin of
this record. Usually this is the name of the file from which the device record was imported.

If you want to have Ignition Server to automatically assign this device to a VLAN, enter the
VLAN name in the VLAN Label field and enter the integer VLAN number in the VLAN ID
field. If you do not want to assign it to a VLAN, leave these fields blank.

Select the Start Time check box if you want to specify when the account is to be activated.
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15.

16.

Internal Devices

Click the clock-and-calendar icon and use the arrow keys to set the date and time to enable
the account. Click outside the clock and calendar dialog to close it.

Select the Expiration Time checkbox if you want to specify an expiry date for the device
record.

Click the clock-and-calendar icon and use the arrow keys to set the date and time it expires.
Click outside the clock and calendar dialog to close it. When an account expires, Ignition
Server may delete it, depending on the Delete on Expire setting.

The Custom Attributes fields allow you to record additional information about the device.

For more information, see Adding Virtual Attributes for Devices on page 283.

Click Save to store the device record.

Next steps

Do one of the following.

« If this device is to be permitted to sign on using MAC authentication (bypassing 802.1X), then
make sure you have a MAC authorization policy that applies to it. For more information, see
MAC Authentication Set - up Procedure Example on page 420.

* If this device is to be assigned to a user in order to enforce an asset correlation policy. For
more information, see Assigning a Device to a User or Group on page 151.

Assigning a Device to a User or Group

You can enforce Windows machine authentication/asset correlation policies that allow users to
connect only with the device assigned to them. To support such a policy, you must create a device
record for each user’s computer and assign the device to the user or user group. To create a device
record, see Creating a Device Record on page 149.

Procedure

1.

In Dashboard's Configuration tree, click on the name of your site, expand Site
Configuration > Directories > Internal Store, and click Internal Devices.

The Internal Devices panel shows all the devices saved in the Ignition Server internal store.
Use the Back and Next buttons to move through the list.

2. In the list, find the device record and double-click it. Alternatively, click it and click Edit.

3. In the Device Record window, do one of the following.

* To assign this device to a user, click the Users tab, and then click the Add button in the
tab. Scroll or use the filter to find the user, click the user’s name, and click OK.

 To assign this device to a group, click the Groups tab, and then click the Add button in
the tab. Scroll or use the filter to find the group or groups, select the checkbox for each
group that can use the device, and click OK.

In the Device Record Details window, click Save.
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5. Create your policy to enforce your assigned-device-only policy. For more information, see
Creating Asset Correlation Policies on page 435.

© Note:

You can also assign devices to users and groups from the user or group record.

» To assign a device to a user: In the Configuration hierarchy tree, expand Directories,
expand Internal Store, and click Internal Users. Double-click the name of the user.
In the Edit User window, click the Devices tab. Click Add in the tab. Click on the
desired device and click OK. Click Save in the Edit User window.

 To assign a device in the Internal Groups window: In the Configuration hierarchy tree,
expand Directories, expand Internal Store, and click Internal Groups. Click the
name of the group. Click the Devices tab. Click Add Existing in the tab. Click on the
desired device and click OK.

Editing a Device Record

To edit a device record, in Dashboard's Configuration tree, click on the name of your site, expand
Site Configuration > Directories > Internal Store, and click Internal Devices. In the Internal
Devices panel click the name of the device record and click the Edit button. The Device Record
Details window displays the record and allows you to edit it. For information on using this window,
see Creating a Device Record on page 149.

Deleting a Device Record

To delete a device record, in Dashboard's Configuration tree, click on the name of your site, expand
Site Configuration > Directories > Internal Store, and click Internal Devices. In the Internal
Devices panel click the name of the device record and click the Delete button. Ignition Server
deletes the record.

Importing Device Records
Use this procedure to import device records.

Procedure

1. Using a tool of your choice, create a file containing the device records you want to import.
The file must be in the comma-separated values (CSV) format. Ignition Server requires that
you provide the fields in this order.

MAC Address,Name, Type, VLAN Label,VLAN ID,Attibute 1,Attibute 2,Attibute 3,
Attibute 4,Attibute 5,Attibute 6, "Groupl, Group2","Userl,User2",
Account Disabled, Start Time,End Time,isGuest?,ActivateOnFirstLogin?,

DeleteOnExpire?,EnableStartTime?,EnableExpTime?, Provisioned By,
Prov Domain,Prov Group, User Name, Sub Type, Source, OS Type, OS version, Last
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Seen Authenticator,

Last Seen Authenticator Name”, Last Seen Authenticator Container”®

where “Account Disabled” is replaced with a value of “yes” to indicate the device is not
allowed to connect, or “no” to indicate it is allowed to connect. The default value is no. For
example, if you import a file containing the line,
A8139C62A7BD,HP-Laserjet-Floor3,printer, hg-printer-vlan,206,,,,,,,"default,
printers-in-HQ", no

The import action adds a device record to Ignition Server with a MAC address of a8:713:9c:
62:a7:bd, a name of HP-Laserjet-Floor3, a type of printer, a VLAN label of hq-printer-vian, a
VLAN ID of 206, no attribute values, membership in the groups default and printers-in-HQ,
and the Record Disabled checkbox is not selected. Make sure the groups exist already in
Ignition Server.

© Note:

The Ignition Server checks each entry in the CSV file only for the mandatory field which
is the MAC Address. All other fields are optional. However if the administrator is
interested to provide values for the these fields, they should be provided in the same
order as specified in the beginning of this procedure. Ignition Server will however
validate the content of the fields and make sure only accepted values are provided for
the different possible fields.

2. In Dashboard’s Configuration hierarchy tree, expand Directories, expand Internal Store,
and click Internal Devices.
3. In the Internal Devices panel, click Import.

The Device Record Import window is displayed.
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F= Device Record Import x

Load Dewice Records fram Fi|E:J: | | Browse...

Source: J: |

Owverride duplicate records

Mote: Expected CSV file farmat with field order as below:

Mac Address, Name, Type, VLAN Label, VLAN ID, Attribute 1, Attribute 2 Attribute 3,
Atinibute 4 Attribute 5, Attribute 6 "Group 1, Group2”, “Userl, User2”, Account Disabled® Start
Time, End Time, IsGuest?, ActivateOnFirstlogin?, DeleteOnExpire?. EnableStartTime?,
EnableExp Time?, Provisioned By, Prov Domain, Prov Group, User Name, Sub Type, Source, O3
Type, OF Version, Last Seen Authenticator, Last Seen Authenticator Name®, Last Seen
Authenticator Container™

NOTES™

Account Disabled is either 'ves' or 'no', Default is 'no’.

FIELDS MOST RECENTLY ADDED*

Last Seen Authenticator Mame, Last Seen Authenticator Container

| Cancel |

4. In the Device Record Import window, click Browse, navigate to find your csv file, click it, and
click Open.

5. In the Device Record Import window, the Source field is used to indicate the origin of the
device records you are importing. By default, the Source field displays the name of your csv
file. Edit the name if desired. This name is saved as the Source attribute in each device
record.

6. Select Override duplicate records to override device records with the same Mac Address.
7. Click OK to import the records.

The Internal Devices page displays the imported devices.

Exporting Device Records
Use this procedure to export a set of device records.

Procedure

1. In Dashboard's Configuration tree, click on the name of your site, expand Site
Configuration > Directories > Internal Store, and click Internal Devices.

2. In the Internal Devices panel, click Export.
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3. In the Device Record Export window, do one of the following.
* To export all device records, select Get All.

» To export some device records, select Specify Criteria and set your filter criteria in the
fields to the right.

In the first drop-down list, select the name of attribute you want to filter on. In the second
drop-down list, select Starts With to export those records in which the filter attribute’s
value matches the first few characters of your search string, or select Equals to export
only those whose attribute is identical to the whole search string. Type the search string in
the field at the right.

4. Click Browse, navigate to find the directory in which you want to save your csv file, double-
click the directory name to select it, type a name for the csv file in the File Name field, and
click Save.

5. In the Device Record Export window, click OK to export the records.

MAC Address Wildcarding

For organizations that provide many users with similar laptops (or other devices) and want to ensure
that those users can only log on using the assigned type of laptop, Ignition Server offers a shortcut:
MAC address wildcarding. MAC address wildcarding lets you create a single device record that
represents a number of devices of the same type. After you have applied this device record to all
users who use that type of device, you can write an asset correlation policy that compares the
user's MAC address with the partial, wildcarded MAC address in the Device Record. If the partial
address matches, the user is allowed to connect.

To do this, use the MAC address wildcarding feature, define your device as usual in the Device
Record window, but specify a partial MAC address followed by a “*” character.

For example, if all of your employee laptops connect using an Ethernet card with a MAC address
that begins with “b9:4a,” then you can set your device address to “b9:4a*” in the Device Record
window. To create a policy that ensures your employees can only connect using their company-
provided laptops, assign the Device Record to each user who uses this type of laptop, and create an
asset correlation policy that verifies the user is using an “Assigned Asset.” For more information on
asset correlation policies, see Requiring the User to Connect Using His or Her Assigned Device on
page 437.
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Info
MAC Address: _'|b9:4a* ) | || Record Disabled
Mame: M‘;printers |
Type: |printer | vJ
Source: | |
YLAM Label: |hq-printer-vlan |
YLAN 1Dt
S

Adding an Internal Device from the Monitoring Access Logs
Use this procedure to add an internal device from the monitoring access logs.
Procedure

1. In the Monitor tab, right-click on a log record from the Succeeded or Failed tab.

advinistraton  telp
i Gonfiguraion |- /IBGORGY] <, Troubleshoct |

Monitor Current Site: Site O
&3 5tal
w=102.02.0

Adrnénistration docess Sur

Authenticator Director
2015-02-22 09:33:57 guestib 10.1.2.143 Inkernal User £
2015-02-16 16:03:02 guestii 10.1.2.143 Inbermal Liser
2015-02-16 15:55:53 guestibM 10.1.2.143 Inbermal Liser
2015-02-16 15:53:38 skl 10.1.2.143 Inbernal Liser
2015-02-16 15:39:11 guesthim 10,12, 143 Inkernal Lsar
2015-02-16 15:30:539 skl 10.1.2. 143 Inbermal User
2015-02-16 15:27:17 skl 10.1.2.143 Inbermal Liser
2015402-16 15:13:28 guastiLi 10.1.2.143 Inbermal User
2015-02-16 15:12:21 guastiC 10.1.2.143 Inbermal User =
Z015-02-14 16:21:09 st 10L1.2.143 Internal User
2015-02-14 16:18:56 guestMC 10,1.2.143 Inbernal User =
2015-02-14 16:06:10 guaskiC 10,1.2.143 Inbernal Lisar

Z015-02-14 15:47:56 guask 11,2143 Internal User
2015-02-14 13:18:24 3¢ | |

2. Select Add MAC to Internal Devices.

The MAC address is automatically added and the device details can be edited in the New
Device Record window.
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E- Mew Device Record
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o
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Internal Group Mame
default

3. Click OK to complete adding the new device record.

Device Types

Ignition Server allows you to create a new Device Type and Sub Type and associate it to the newly
created Device Records.

For more information on creating Device Record, see Creating a Device Record on page 149.
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Device Type Panel

The Device Type Panel lists all the Device Types and Sub Types of the Devices.

To open the Device Type Panel navigate to the following path.

In the Dashboard Configuration hierarchy tree, click Site > Site Configuration > Directories >
Internal Store > Device Types .

The Internal Device Types window displays with the list of default Device Types.

Administration  Help

Configuration
=& Site 0
-8 192.0.2.0
B- E‘ Site Configuration
[ 5» Access Policies
=4 Authenticators
=¥ ss0
=& Directories
= -Ij Directory Sets
ﬁi Directory Services
P = ﬂ Internal Store
& Internal Groups
a Internal Users
Internal Devices
- Device Types|
b % F& Client Device
[l MDM Enrolled D
#2] Posture Enrolled
i Realm Mapper C
-2 Virkual Mapping
E' Provisioning
& Guest & loT Manager
& Access Partal
& Administration

@ Monitor %{ Troubleshoot I

Current Site: Site 0

Internal Device Types

TYPE .
g printer
TYPE %
g fax machine

TYPE

-z handheld

TYPE
g Scanner

# '5 mobile

THPE .
@ voip phone

-t FA client

Internal Device Type Details

MName pc
Type 1007

Adding a New Device Type

Use this procedure to add a new Device Type to the Internal store.

Procedure

1. In the Dashboard Configuration hierarchy, navigate to Site Configuration > Directories >
Internal Store > Device Types.
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2. To add new Device Types, do one of the following:

a. Click Actions drop-down and click Add A New Device Type.

Current Site: Site 0

Internal Device Types Actichs = I Internal Device Type Details
THRE

Add A New Device Type...
----- T% fax machine
TYPE

----- & handheld

TuPE Refresh
----- &= scanner
TYPE

[+ =g mobile

TYPE

----- i@ voip phone
TYPE

""" i pC

TYPE

[+ &= F& client

b. Right click on a Device Type and click Add A New Device Type.
The Add New window is displayed.
3. Enter Device Type Name and click OK

Current Site: Site 0

Internal Device Types Internal Device Type Details
""" =5 printer _

THPE . Marne printer
----- &= fax rmachine

Type 1001
----- R handheld i

THPE
""" = scanner e B
TYPE

G- g robile I= Add New e

TYPE .
----- i voip phone
TYPE

..... e piC _ .
TuPE R Dewvice Type Mame: |MAC|

g F& client

| OK | | Cancel

M
The newly added Device Type is displayed in the Device Types list.

Creating a New Device Sub Type

Use this procedure to create a new Device Sub Type for a Device Type.

Procedure

1. In the Dashboard Configuration hierarchy, navigate to Site Configuration > Directories >
Internal Store > Device Types.
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2. Select the newly created Device Type and click New Sub Type.
The Add New window is displayed.
3. Enter the Device Sub Type Name and click OK.

Current Site: Site 0

Internal e Internal Device Type Details

TYPE .
----- rinter

E i ) Mame Medical Dewvices
----- iz fax machine T -
----- e handheld ¥RE

..... e anner | NewSub Type..| |  Delete. |

TYPE .
H g mohbile

TYPE . E Add Mew >
----- i@ voip phone

TYFE

..... i e
}T% Fo client Device Sub Type Mame: |E!In:n:u:| Preszure Devices

| oK || Cancel|

The Device Sub Type gets added to the Device Type.

Deleting a Device Type and Sub Type

Use this procedure to delete the Device Type and Device Sub Type.

© Note:

The default Device Types and Sub Types cannot be deleted. You can delete Device Types and
Sub Types that are newly created.

Procedure

1. In the Dashboard Configuration hierarchy, navigate to Site Configuration > Directories >
Internal Store > Device Type.

2. To delete a Device Type, do one of the following:

a. Select the Device name that you want to delete, click Actions drop-down and click
Delete.

b. Right click on the Device name and click Delete.

c. Select the Device name and click Delete in the Internal Device Type Details panel.

© Note:

All the Sub Types of the Device Type must be deleted before deleting the Device Type.
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Current Site: Site 0

Internal Device Types Internal Device Type Details

THPE .
----- =@ printer

Mame Medical Dewvices

TYPE .
----- & fax machine

----- TR | andheld Tvpe 33
..... W anner New Sub Type..| |  Delete. |
- g rrobile

----- T% wvioip phone
..... & pe Delete Medical Devices >

o Before deleting this Device Type, you must remove all the Subtypes.

Yes | | Mo J

T

3. To delete a Sub Type of a Device Type, do one of the following:
a. Select the Sub Type name, click Actions drop-down and click Delete.
b. Right click on the Sub Type name and click Delete.

c. Select the Sub Type name and click Delete in the Internal Device Type Details panel.

Current Site: Site 0

Internal & Internal Device Type Details
----- T% prirter

Marme Blood Pressure Devices

TYPE .
----- & fax rmachine

Tepn 5
----- R handheld i

T4PE
..... B scanner | Delete..

TYPE

+ iz mobile

T4PE .
----- = voip phone Delete Blood Pressure Devices X

..... &= pr

T4PE

+1 i@z FA client
ﬂ% Medical Dewvices

Lo $l“"'==5 Blood Pressu

@ %ou are about to delete this Dewvice Sub Type, Are wou sure you want to continue?

Yes || Mo

4. Click Yes to delete the Sub Type.

Internal Groups

Ignition Server allows you to collect internal users and internal devices into groups in order to apply
policies to groups. Any user or device can be a member of more than one internal group.
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Internal Groups Panel

Internal groups are managed in Ignition Server from the Internal data store window.

This window consists of

* Internal Groups panel: The hierarchy tree shows you the relationships between groups and
allows you to add new groups, edit existing groups, and modify the group hierarchy.

* Internal Group Details panel: This panel displays the details of a selected internal group.
Internal Groups can contain both users and devices. The Internal Group Details lists the
group’s information on the following tabs:

- Users Tab: Lists the current users of the selected group. In the Users tab, you can add an
existing user and edit or delete any individual user in the selected group. You can also
create a new user and add that user to the selected group at the same time.

- Devices Tab: Lists the current devices of the selected group. In the Devices tab, you can
add an existing device to the group and edit or delete any device in the selected group. You
can also create a new device and add that device to the selected group at the same time.

Working with the Internal Groups Hierarchy

Internal groups are organized hierarchically and are displayed in the panel to the right of the
Configuration panel. The root of the internal groups hierarchy is the default group. This group is
fixed in the hierarchy and cannot be deleted or renamed. All other groups are subordinate to the
default group.
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Administration | Help
ﬁ | Monitor % Troubleshoot

Configuration Current Site: Site 0
=82 Site 0 Internal Groups Internal Group Details
a5 192020 5,
E}El Site Configuration Mame: default
5B Access Policies T
[+ 'f:ﬁ Authenticators =
- Directories @m
[ [3 Directary Sets SR
D...E Directary Services Wiewing recards: 1- 17 of 15001 @ | E Next
B = E Internal User Ma... | First Mame Last Name Account Locked | Pending/Expired
testl
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=% Internal Devices test3
Y% Device Types testd
-% FA Client Devices t:zt;
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@ Realm Mapper Cac testd
B Wirtual Mapping test10
- & Provisioning ::;:1;
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#-d@ Access Portal test14
@ Administration test15
test16 |
test17?
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< i [T — hd

The Actions button at the top of the Internal Groups panel is a pull-down menu of commands that
let you create and manage groups. Using this button, you can perform the following actions:

* Add a new internal group
* Move an internal group

* Rename an internal group

Edit an internal group type

» Delete an internal group
© Important:

To count the number of groups in the internal store, go to the main window, select Monitor, click
the name of your site, click the Statistics tab, click the Transactions tab, and check the
Embedded DB section.

About the Default User Group

The internal data store includes a default group, which is the “root” group in the internal groups
hierarchy. It cannot be a member of any other group.

You can add new or existing users or devices to this group. However, the Ignition Dashboard does
not permit this default group to be renamed or to be deleted.
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Adding a New Internal Group

Use this procedure to add a new internal group.

Procedure

1.

In the Dashboard Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, expand Internal Store, and click Internal Groups.

In the Internal Groups hierarchy tree, click the parent group to select it, or click Default to
place your new group at the top level. The new group becomes a child of the selected
internal group.

3. Select Actions > Add A New Internal Group....

4. In the Add a New Internal Group window, enter the new group’s name.

5. Select the group’s Type.

Type designations are used for Extreme Networks Identity Engines Guest and loT Manager.
For more information, see Identity Engines Guest and loT Manager Configuration document.

Click OK.

Ignition Dashboard adds the new group. This group now displays as a child of the selected
group in the Internal Groups hierarchy.

Moving an Internal Group in the Hierarchy

You can move an existing group so that it is subordinate to a different group in the hierarchy. Use
this procedure to move an internal group.

Procedure

1.

In Dashboard's Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, expand Internal Store, and click Internal Groups.

In the Internal Groups hierarchy, select the group that you want to move. Click on it to select
it.

3. Choose Actions > Move Internal Groups...

4. In the Select Group window, select a new parent for the group to be moved.

Click OK to apply your changes.

Dashboard displays the new internal groups hierarchy.

Renaming an Internal Group

Use this procedure to rename an existing internal group.
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Procedure

1.

o & w0 N

In Dashboard's Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, expand Internal Store, and click Internal Groups.

In the Internal Groups hierarchy, click on the internal group you want to rename.
Select Actions > Rename Internal Group...

Highlight the entry in the Rename window and enter a new name for the group.
Click OK.

Ignition Dashboard displays the new name for the group in the Internal Groups hierarchy.

Changing a Group’s Type Designation

Group type designations are used for Extreme Networks Identity Engines Guest and loT Manager.
For more information, see Identity Engines Guest and loT Manager Configuration document.

Use this procedure to change the group type.

Procedure

1.

o & 0N

In Dashboard's Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, expand Internal Store, and click Internal Groups.

In the Internal Groups hierarchy, click the group to select it.
Select Actions > Edit Internal Group Type.

Type or select the new group type.

Click OK.

Deleting an Internal Group

If an internal group maps to any virtual groups, there are several steps you must perform before
deleting the internal group itself.

Use this procedure to delete an existing group.

Procedure

1.

If your group maps to a virtual group, do this before you delete the group.
* Find the name of the virtual group.

* Find any rules that use that virtual group, and edit or delete them so that no rules
reference the virtual group. You can do this by opening your Ignition Server RADIUS
policies (in Dashboard’s Configuration hierarchy, expand Access Policies, expand
RADIUS, and click your policy name) and checking to make sure the rules do not
reference the virtual group.
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* Delete the virtual group.

2. If your group is used in your Extreme Networks Identity Engines Guest and loT Manager
policies, do this before you delete the group.

* Run Guest and loT Manager, and find all users that belong to (that is, “have rights to”) the
group. You can recognize such a user record in Guest and loT Manager because its
Guest User record contains a selected checkbox with the name of the group. Delete these
users.

* Find all provisioning groups that belong to (that is, “have rights to”) the group. You can
recognize such a provisioning group record in Guest and loT Manager because it displays
a selected checkbox next to the name of the group. Delete these provisioning groups.

3. In Dashboard's Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, expand Internal Store, and click Internal Groups.

4. In the Internal Groups hierarchy, click on the internal group you want to delete. Remove all
Users and Devices from the group.

* Click the Users tab. Remove all users from the Group. Click each user row and click
Delete.

* Click the Devices tab. Remove all devices from the Group. Click each user row and click
Delete.

5. To delete the group, click Actions > Delete Internal Group...

6. Click Yes to delete the selected group.

For more information on virtual groups, see Virtual Groups and Attributes on page 272.

Working with Internal Group Details

The Internal Group Details panel displays the members of the internal group selected in the
Internal Groups hierarchy. This panel lists either the users or devices in the selected group,
depending on the tab selected. This panel includes two tabs, the Users tab and the Devices tab.

Users Tab

The Users tab lists the users in the group selected in the Internal Groups hierarchy panel. From this
tab you can use the following command buttons to add, modify or remove a user from the selected
internal group.

* New: Lets you create a new user in the group. The button launches the Internal Users Details
window.

» Add Existing: Lets you add an existing user to the group. This button displays the Add User
Records To window. To add a user or users, select one or more rows (use Shift-click or Control-
click to select more than one row), and click OK.

» Edit: Lets you view and edit the selected user in the Internal Users details window.
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* Remove: Lets you remove the selected user from the group.

Devices Tab

The Devices tab lists all the devices in the group selected in the Internal Groups hierarchy. From
this tab, you can use the command buttons to add, edit or remove devices from the selected group.
The following example shows devices in the Building-1-Public-Areas Group.

Administration  Help

e @ Monitor % Troubleshoot

Configuration

Current Site: Site 0

E}% Site 0 =l Internal Internal Group Details
@l 192,020 ey
E}El Site Configuration e @l
#- Bl Access Policies TR

=4 Authenticators =
=) Directories @
[]---[? Directony Sets
[]---c@ Directony Services

- lnternal Store
& Internal Groups test]
test?

Internal Dewvices test?d
testd
testS
testh

Wiewing records: 1 - 17 of 15001 [ [7] Next |

Internal User Na... | First Mame Last Mame Account Locked | Pending/Expired

ﬁF Device Types
FA . .
g F& Client Devices
MOM Enralled Devices - testy?

; &l Posture Enrolled Devices testd
(¥ Realm Mapper Cache testd
-5 Virtual Mapping test1d

test11

The command buttons are:

* New: The New button lets you add a device that has not already been added to the Internal
Store. You can assign the new device to any of the existing groups.

+ Add: The Add Existing button lets you add devices that have already been created in the
Internal Store.

» Edit: The Edit button lets you edit a device that is already a member of the group.

* Remove:The Remove button lets you remove a device from a selected group.
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This chapter describes how to define Directory Services and assemble them into the directory sets
Extreme Networks Identity Engines Guest and loT Manager uses to locate a user account at
authentication time.

Quickstart: Directory Services in Dashboard

Three tabs in Dashboard allow you to perform operations on your Directory Services.
1. Dashboard’s Configuration view lets you connect to a Directory Service.

Click Configuration at the top of the Dashboard window. In the hierarchy tree, click your
site, expand Site Configuration, expand Directories, and expand Directory Services. Click on
Directory Services for an overview. In the tree, click on the name of a service for details
about that service. For more information, see Commands that Operate on Directory Services
on page 171.

2. Dashboard’s Monitor view lets you check the connection and cache status of your service.

Click Monitor at the top of the Dashboard window. In the hierarchy tree, click your node, and
click the Directory Services Status tab. To see what directories have been servicing
authentication requests, click your site in the tree and click the RADIUS AAA summary tab.
For more information, see Checking Directory Service Connections on page 229.

3. Dashboard’s Troubleshoot view lets you test user authentications and user lookups.

Click Troubleshoot at the top of the Dashboard window. In the hierarchy tree, click your
node, and click the Directory Service Debugger tab. For more information, see
Troubleshooting User Lookup and Authentication on page 229.

Introduction to Directory Services

Ignition Server authenticates and authorizes (looks up) users and devices against a directory
service such as an Active Directory (“AD”) service, an LDAP directory, or Ignition’s internal data
store. You define each user data store as a directory service in Ignition Server and group the
directory services (along with, optionally, authentication-only services) into a directory set.
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Depending on the fallthrough configuration of your directory set, Ignition Server may search all the
services in the set in its attempt to authenticate the user.

At authentication time, Ignition Server chooses which directory set to use, based on the identity
routing policy governing the switch or access point the user is connecting to. The identity routing
policy lets Ignition Server choose the directory set based on which authenticator originated the
access request (the Cisco 3750 switch on the third floor, for example), or based on the realm of the
connecting user (“company.com,” for example), or based on both authenticator and user. For more
information, see How Ignition Server Looks up a User for Authentication and Authorization on
page 302.

If you use a specialized form of authentication such as RSA SecurlD, Kerberos, or a Radius proxy
server, you must also configure one or more authentication services in Ignition Server. In Ignition
Server, you manage authentication services in the Directory Services panel, in the same way you
manage directory services.

When you put an authentication service in your Ignition Server policy, the authentication service is
responsible for verifying user credentials, while an optional directory service (called a user lookup

service in this context) is responsible for retrieving the user attributes and group memberships that
Ignition Server uses to authorize the user.

After you have configured directory services, authentication servers (if necessary), and directory
sets, you create identity routing policies. For more information, see Understanding Identity Routing
Policy on page 302.

Directory Services

A directory service establishes Ignition’s connection to a user repository or authentication server.
The directory service can function as a user lookup service, authentication service, or both. How
and when a directory service is used is determined by its position in a directory set. (Directory sets
are explained in Directory Services on page 168.)

Supported Directory Servers

Ignition Server supports the following directory server types. The directory server types are grouped
into different service types as below.

Directory Services
* Active Directory
* Generic LDAP
» Kerberos Service
* Novell eDirectory

* Oracle Internet Directory
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* RSA Service
* Sun Directory Server
» Token Service
MDM Services
+ Airwatch MDM Service
+ Citrix MDM Service
Posture Services
* OPSWAT Metadefender Endpoint Management
Proxy system
» Radius Proxy Service
IOT Fingerprint Services
* Infoblox Service
Extreme System
» Extreme Management Center

For information on a list of which authentication protocols are supported using which directory
servers, see Managing Ignition Server Licenses on page 76.

Internal Data Store as a Directory Service

Ignition Server treats the local internal data store as a directory service. You can use the internal
data store wherever a directory service can be used. You can handle the internal store just as you
handle AD and LDAP stores, using directory services and sets.

© Important:

Ignition Server does not allow changes to the configuration information in the internal data store,
and it does not allow the store to be deleted. For information to view the users it contains, and
their attributes, see Internal Users, Groups, and Devices on page 140.

Note that when you select the internal data store in the Directory Services Status tab, Ignition Server
does not enable the Refresh Cache, Edit, and Delete buttons because you cannot perform these
actions on the internal data store. When you select other directory services, Ignition Server enables
the command buttons.

Working With Directory Services

The Directory Services panel allows you to view and manage your directory service connections. In
Dashboard's Configuration hierarchy tree, click your site, expand Site Configuration, expand
Directories, and click Directory Services. The window lists the existing directory services, their
service types. Use the Directory Services panel to add, edit, and delete a directory service.
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Configuration View: The Directory Services Panel
The columns of the Directory Services panel are.
* Name is the directory service name you have given to the data store.

 Directory Type is the family of LDAP, AD, or database store to which this service belongs.
“Internal Database” denotes the on board Ignition Server database.

Commands that Operate on Directory Services

As described in Quickstart: Directory Services in Dashboard on page 168, there are three views in
Dashboard that let you operate on your directory services.

Configuration View The Configuration view of Dashboard provides the commands that configure
your directory services. The commands are:

* New lets you create a new directory service.
» Edit: To edit an existing service, click its name in the table and click Edit.
» Delete: To delete an existing service, click its name in the table and click Delete.

Monitor View The Monitor view of Dashboard lets you check the status of your directory services.
The commands are explained in Checking Directory Service Connections on page 229.

Troubleshoot View Dashboard’s Troubleshoot view lets you test user authentications and
lookups. For more information, see Troubleshooting User Lookup and Authentication on page 229 .

Connecting to Active Directory

This section describes how to connect to Active Directory.

AD Connection Settings

The following table describes the parameters Ignition Server uses to connect to an Active Directory
service. You make these settings in the Create Directory Service Wizard or in the Directory Server
Details window.

Gather this information for each store to be used for authenticating users. Talk to your AD
administrator to find the connection settings for each AD data store. Record your settings in the
table that follows.

Setting Name Setting Value

AD Domain Name

The AD Domain Name specifies the Active Directory domain that holds your user accounts. Domain names
typically carry a domain suffix like “.COM” as in, for example, “COMPANY.COM”".

Table continues...
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Setting Name Setting Value

Service Account Name

The Service Account Name is the name of the AD administrator account that the Ignition Server uses to
connect to the AD server. In the documentation, we refer to this account as the Ignition Server service
account. If you want to perform MSCHAPv2 authentication, the service account must have permission to
create and delete computer accounts (the Create Computer Object and Delete Computer Object
permissions) in the Netlogon account root in Active Directory. See “Netlogon Account Root DN’ in this
table. If you have not specified a Netlogon account root DN in Ignition, then the service account must have
these permissions in the Computers container of your AD service.

Ignition Server uses the service account to join the Active Directory domain. Joining the domain requires
creating a machine account in the Netlogon account root and periodically resetting the password on that
account for security. The machine account itself is necessary to perform Netlogon authentication requests
for MSCHAPV2 traffic to Active Directory.

Make sure that the name you enter here is the sAMAccountName of the administrator. The
sAMAccountName is usually the user id of the user without the domain prefix. For example, the
sAMAccountName for the user COMPANY.COM/Administrator is usually Administrator.

Creating a service account: If no appropriate account exists in your AD installation. For more information,
see Ignition Server Getting Started Guide. For more information on setting its permissions, see Identity
Engines Ignition Server Getting Started document.

Service Account Password

The Service Account Password is the password for the AD service account. Do not record the password
here.

Security Protocol Simple or SSL

The Security Protocol setting specifies whether Ignition Server should SSL-encrypt traffic to the directory
service. Extreme Networks recommends that you use an SSL connection.

A Warning:
If you connect using a non-SSL connection, your service account credentials travel unencrypted.

IP Address (Primary/Secondary)

The IP Addresses of the primary and secondary AD data stores.

Port (Primary and Secondary)

The LDAP Port of the primary and secondary AD data stores. For SSL, enter 636. If SSL is not used, enter
389. You cannot use the global catalog port (3268). Use the LDAP ports (389 and 636) only!

Name |

The Name is a name you use in Ignition Server to identify this AD data store. This can be any name. You
can use this name in your authorization policy. For more information, see Inbound Attributes on page 353.

NetBIOS Domain

The NetBIOS Domain name (pre-Windows 2000 domain name) of your AD data store. This setting is
typically written in all uppercase letters, as in, “COMPANY”. This setting applies only to Active Directory
stores. For more information on using Microsoft tools to find this name, see Looking up AD settings: Finding
Domain and NetBIOS Names on page 182.

NetBIOS Server Name (Primary and Secondary) |

Table continues...
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Setting Name Setting Value

The NetBIOS Server Name is optional. It allows Ignition Server to find the NETBIOS server where Ignition
Server performs the Netlogon (a prerequisite to performing MSCHAPV2 authentication). If the NETBIOS
Server Name is not specified, then Ignition Server relies on DNS to find the NETBIOS server. We strongly
recommend you to specify a NETBIOS Server Name to ensure that MSCHAPV2 authentication can
continue when the DNS server is unavailable. The directory service set-up wizard helps you determine the
NETBIOS server name by retrieving a list of domain controllers in the domain.

Directory Root DN

The Directory Root DN is the root of the AD tree containing your groups and schema, expressed using X.
500 naming. For example, dc=company, dc=com. When you connect the directory service, the Ignition
Server Create Service wizard attempts to choose a Directory Root DN for you. For more information on
finding this DN, see Looking up AD settings: Finding your Root DNs on page 181.

User Root DN

The User Root DN specified the AD container that holds your user records, expressed using X.500 naming;
for example, cn=users, dc=company, dc=comor ou=uswest, ou=americas,dc=company,dc=com.
When you connect the directory service, the Ignition Server Create Service wizard attempts to choose a
User Root DN for you. For more information, see Looking up AD settings: Finding your Root DNs on

page 181.

Netlogon Account Root DN

The Netlogon Account Root DN is the container in AD where the Ignition Server creates its own machine
account when joining the AD domain. This setting is optional. If specified, Ignition Server only attempts to
create its machine account in the specified location. If left unspecified, Ignition Server obtains the Netlogon
account root DN from the domain controller. Specifically, Ignition Server gets the DN of the well-known
computer root from the DC and uses that as the Netlogon account root DN.

The Netlogon account root DN is typically the Active Directory Computers container (by default, this has a
DN similar to cn=computers,dc=company,dc=com). The machine account is required so that Ignition Server
can perform Netlogon authentication requests for MSCHAPV2 traffic to AD. If you want to perform
MSCHAPV2 authentication, then your service account must have appropriate permissions in this DN. For
more information, see “Set the AD Permissions of the Service Account” in Identity Engines Ignition Server
Getting Started document.

Ignition Server and Active Directory Connection Setup

Prior to Mshcapv2 authentication, Ignition Server establishes a smbv1 connections with Active
directory. The session setup can be done via following methods:

* Anonymous login

+ Service account based login.

© Note:

Ignition Server uses the service account user name and ntimv1 hash of the password.

» Kerberos based login
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© Important:

By default Kerberos based login is used. There is no settings change required in the Active
Directory for Kerberos based login.

There is also a CLI based command provided to choose the session setup protocol as shown below:

ocol
otocol>»” where protocol can be

y-service protocol serviceaccount
a reboot to take effect.

If you have used service account (ntim) as session setup protocol, use this procedure to make
changes in Active Directory.

Procedure

To make sure NTMLv1 authentication is enabled in your AD installation, check the following two
settings in the Windows registry of your Windows domain controller (DC).

Use the Windows regedit tool to do this

Option Key Name

Make sure that the following key is not set on the DC. HKLM\System\CurrentControlSet
\LSA\DisallowMsvChapv2

Make sure that the following key is set to a value of 1, 2, 3, | HKLM\System\CurrentControlSet

or4. \Control\LSA\
LMCompatibilityLevel

o Note:

A setting of 5 causes Ignition support for MSCHAPv2
authentication to fail in all cases.

Preparing to Connect to Active Directory

If your directory service is an Active Directory server, perform the following steps before attempting
to connect.

A Warning:
If you plan to use MSCHAPv2 authentication, you must perform the checks listed here.

1. Gather your AD connection settings as explained in AD Connection Settings on
page 171.

2. Check your clock settings. When the Ignition Server connects to an Active Directory
server, the Ignition Server clock must be in sync with the clock on the Active Directory
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Server. If the clocks are out of sync, then the Ignition Server cannot connect to the
Active Directory store.

Check your firewall settings. If a firewall protects your Active Directory server, make
sure it does not block the ports required by Ignition. Ignition Server needs access to the
following ports: 88 (UDP), 389 (TCP), 445 (TCP), 464 (UDP), 636 (TCP).

A Warning:

After you change the settings on the firewall protecting your Active Directory server,
you must reboot your Ignition Server.

. Check your Active Directory security settings. Ignition Server works with all default

installations of AD with the following settings:

Use the Windows regedit tool to do this.

» Make sure that the following key is not set on the DC.
HKLM\System\CurrentControlSet\LSA\DisallowMsvChapv2

Find or create your service account. Make sure you have a user account in AD that
can act as the Ignition Server Service Account. If you need to create a new account, for
more information, see “Create the Service Account in AD,” in Identity Engines Ignition
Server Getting Started document.

Set permissions on your service account. If you want to perform MSCHAPv2
authentication, make sure your Ignition Server Service Account has, at a minimum,
permission to create and delete computer accounts in the Netlogon account root of AD.
If you need set this up, for more information, see “Set the AD Permissions of the Service
Account,” in Identity Engines Ignition Server Getting Started document.

. Optional: Check your machine authentication settings. If your organization’s security

policy requires a script to run on each client before that client is allowed to connect, then
do the following.

« Make sure all client machine names are saved in the correct location in AD, which is
typically under “cn=computers, ...".

» Make sure this location is set in Ignition Server as the User Root DN or any container
above that in the directory tree.

Recommended: Make DNS settings on Ignition. If your site uses MSCHAPV2
authentication, Extreme Networksstrongly recommends that you configure your Ignition
Server appliance’s DNS settings so that Ignition Server can resolve the address of your
AD server.

To check and edit your DNS settings, go to Dashboard’s Configuration hierarchy tree,
click the name of your node, then click the System Tab, and click the DNS tab. Click
Edit. You can check and edit the addresses of your DNS servers in the Edit DNS
Configuration window.
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Creating an Active Directory Service: Automatically Configuring

The Create Directory Service Wizard guides you through the steps needed to connect Ignition
Server to your directory service. Use this procedure to connect Ignition Server to an Active Directory
service.

The procedure below describes how to use the automatic mode of the wizard, which retrieves
certain settings for you. For information on using the manual mode, see Creating an Active Directory
Service: Manually Configuring on page 179.

Before you begin

» Make sure your DNS server addresses, clock setting, and firewall settings have been
completed. For more information, see Preparing to Connect to Active Directory on page 174.

* Make sure your primary directory server is reachable. The wizard connects to it in order to
retrieve group and schema information.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, and click Directory Services. Click New.

Ignition Server launches the Create Directory Service Wizard. The Choose Service Type
window is displayed.

2. Select Active Directory and click Next.
The Active Directory Configuration Options window is displayed.
3. Select Automatically Configure and click Next.

4. In the Connect To Active Directory window, enter the AD Domain Name, Service Account
Name and Service Account Password.

If you plan to support MSCHAPV2 authentication, make sure the service account has
sufficient permissions.

After you type these settings, click Next.

I= Create Service Wizard X

[ »

Connect To Active Directory

¥ Choose Service Type i Please provide the following information needed to connect to the active directory.

v Service Confiquration Options

i Connect To Active Directary
Contect To Active Directany
Configure Active Directory
Created Active Directory Sumimary

AD Darmain Mame: \CORPLOCAL |

Sersice Account Mame: |Admini5trator |

Service Account Password: |uuuu |

/%, Make sure the appliance has been configured with a DMS server.

October 2018 Identity Engines Ignition Server Configuration 176
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Connecting to Active Directory

» Choose the Security Protocol.

Choose Simple for unencrypted communication with AD or choose SSL for encrypted

communication.

+ A field or drop-down list is displayed to specify the IP Address of your AD server.

Type or choose the address of your desired AD server.

» Check the Port setting.

Ignition Server defaults to the port number used by most AD servers for the specified

connection type (usually 636 for SSL or 389 for simple).

October 2018

I= Create Service Wizard x
Connect To Active Directory |1
v Chonose Service Type ;Mo IP addresses were found in the specified domain.
v Service Confiquration Options Please provide the following information needed to connect to the Active Directory.
v~ Connect To Active Directory
@ Connect To Active Directory . .
Contigume At Do Service Account Marme: |Adm|n|5trat0r| |
Created Active Directary Summary Service Account Password: |ooono |
Security Frotocal: |Simp|e '|
IP &ddress: ; |
Ignition Server binds to the store, reads the schema, generates default settings, and the
results are displayed in the Configure Active Directory window
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I= Create Service Wizard |
Service Account Password: sesessses -
Primary Server Secondary Server
1P Address: 192020 1P Address:
Port: 389 Port: 389
MNETBIOS Senver Name: b |8, NETBIOS Server Name: -l 5

Test Configuration

DN Confiquration —

Directory Root DN: DC=corp, DC=local Browse...
UserRoot DN: DC=comp, DC=local Browse...
Username Attribute: sAMAccountName Browse..,
Lookup Sttribute: dNSHostMName Browse...
Metlogen Account Rast DN: | CN=Computers, DC=corp, DC=loca —
Accept all users in the farest (Use only if AD is a global catalog server with users across mubtiple domains)
Group Caching

+! Enable Group Caching

+ Use Custom Group Search Filter

Group Search Base DM(s): DC=corp, DC:Icci{ Browse..,

Custorn Group Search Filter:

Exampie; (&{cn="HRGroup” ) obieciClass=group))

Regync Duration: N .(1-168) Hours
Durstion affer wiich an aute resync ks briggered
User Caching
Sponsor Group Search Base DN(s): Browse...
] & D
4. Back Cancel |

6. In this window:

* Name: Assign the directory service a name in the Name field.

* If needed, you can edit the Joined Domain As and Primary/ Secondary Server settings.
To edit any field, click the Lock icon to unlock the field, and edit the field. For an
explanation of each field, see AD Connection Settings on page 171.

* Primary Server: In the Primary Server section, specify the NETBIOS Server Name.
» Secondary Server: Add a Secondary Server if desired. This is a backup AD server.

* DN Configuration : In the DN Configuration section, check the Directory Root DN and
User Root DN fields. Initially, these fields contain default values that the wizard chose,
based on reading your schema. You can type the DN directly or click the Browse button
to browse your directory to find it. Note that the schema browser does not display auxiliary
classes; those you must type directly.

* Netlogon Account Root DN: In the Netlogon Account Root DN field, specify the DN in
AD where the Ignition Server should create its own machine account when joining the AD
domain. See AD Connection Settings on page 171.

» Enable Group Caching: The Ignition Server maintains an internal cache of the group
hierarchies and attributes schemas of the directory services. If necessary, disable this
caching by deselecting the Enable Group Caching checkbox.

* Group Search Base DNs: By default, Ignition Server looks for groups beginning at the
Directory Root DN. You can change this default behavior by specifying Group Search
Base DNs. This is useful in case of huge AD deployments, where beginning at the root
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DN can take a substantial amount of time. In addition, you can restrict the types of groups
that IDE caches by specifying a custom Group Search Filter. The filter follows the LDAP
query syntax.

» Re-sync Duration: Enter the sync interval between Ignition Server and Active Directory,
in hours, in Re-sync Duration. The range is 1 to 168 hours. The cache is automatically
refreshed based on this setting.

7. Click Test Connections.

Testing the connection can take a few minutes. If a configuration setting is incorrect, Ignition
Server sends a warning. If you receive an error message, correct your settings and test
again. If the error message persists, for more information, see Problem: Errors Occur During
Directory Service Set - Up on page 575.

8. Click Next.
The next window summarizes the connection settings of the service.
9. Click Finish.

Your new service is displayed in the Directory Services list. A blue check mark in the
Connected column indicates a successful connection.

Creating an Active Directory Service: Manually Configuring

The Create Directory Service Wizard guides you through the steps needed to connect Ignition
Server to Active Directory. The procedure below describes how to use the manual mode of the
wizard. For more information on using the automatic mode, see Creating an Active Directory
Service: Automatically Configuring on page 176.

Before you begin

1. Make sure your DNS server addresses have been configured in Ignition Server. For more
information, see Editing Ignition Servers DNS Settings on page 68.

2. Make the clock and firewall settings. For more information, see Connecting to Active
Directory on page 171.

3. Make sure your primary directory server is reachable. The wizard connects to it in order to
retrieve group and schema information.

Use this procedure to connect to AD (manual mode).
Procedure

1. In Dashboard’s Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, and click Directory Services. Click New.

Ignition Server launches the Create Directory Service Wizard. The Choose Directory Service
Type window is displayed.
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I= Create Service Wizard >

Choose Service Type
i Please select the type of service to create.

2
_
9
_
@
_
@
A

2. Select Active Directory and click Next.

The Active Directory Configuration Options window is displayed.
3. Select Manually Configure and click Next.

The Configure Active Directory window is displayed.
4. Enter the details for the Active Directory service.

* For the Security Protocol: choose Simple for unencrypted communication with AD or
choose SSL for encrypted communication.

+ All other fields are described in AD Connection Settings on page 171.

5. Click Test Connections .
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Testing the connection might take a few minutes. If a configuration setting is incorrect,
Ignition Server sends a warning. If you receive an error message, correct your settings and
test again. If the error message persists, for more information, see Problem: Errors Occur
During Directory Service Set - Up on page 575.

6. Click Next.

A window is displayed, summarizing the settings you have made.
7. Click Finish.

Your new service is displayed in the Directory Services list. A blue check mark in the
Connected column indicates a successful connection. For more information on icons, see
Checking Directory Service Connections on page 229.

Troubleshooting AD Connections

Diagnosing Connection Problems
Use this procedure to check your AD connection.

Procedure

1. Use the Test Connections or Recheck Service button. For more information, see
Troubleshooting User Lookup and Authentication on page 229.

2. Check your AD settings ( For more information, see AD Connection Settings on page 171).

3. Check your directory service connection using the Advanced Troubleshooting window.

* Place the directory service in a directory set ( For more information, see Adding
Directories and Authentication Servers to a Directory Set on page 226.)

» Use the Process Request tab and Test Join feature of the Directory Service debugger.
For more information, see Troubleshooting User Lookup and Authentication on
page 229.)

Looking up AD settings: Finding your Root DNs

User Root DN and Directory Root DN: Enter the names of containers in your AD data store using
X.500 naming. User Root DN points to the AD container that stores your user records. Directory
Root DN points to the root of your AD tree and is used to obtain schema and group information.

To find out the X.500 names of your containers, use Microsoft’s built-in tools as follows: Open the
Active Directory Users and Computers snap-in and check the tree panel on the left. At the root of
the tree is the DNS name of your AD server. This provides the “dc=company,dc=com” portion of the
name in the example below. For User Root DN, you must find the appropriate container (“CN”) or
organizational unit (“OU”) and use its name as the “cn=" or “ou=" portion of the name. Note that an
OU name may contain spaces, but that no space is allowed to fall directly after a comma in the X.
500 name.

In this example, User Root DN is cn=users,dc=company,dc=com.
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In this example, User Root DN is ou=uswest,ou=americas,dc=company,dc=com.
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ou—uswest,ou—americas

You form the full User Root DN name by adding the CN or OU portion of the name as a prefix to the
root portion of the name, as shown in the two examples above. The following example text uses
“cn=users,dc=company,dc=com” as our example DN.

Looking up AD settings: Finding Domain and NetBIOS Names

To find the AD Domain Name and NetBIOS Name, open the Active Directory Users and Computers
snap-in and find your root domain in the tree panel on the left. In this example, the root domain is
“‘company.com”. Right-click the root domain name and select Properties to open the Properties
window.
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In the General tab of Properties window, use the uppermost name as the “AD Domain Name” in
Ignition, and use the Domain name (pre-Windows 2000) as the “NetBIOS Name” in Ignition.
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Finding the AD Server’s IP Address

To find the IP address of your AD server, log into the machine that hosts your AD server and use the
“ipconfig” tool from the command line, or open Windows Control Panel and select Network
Connections > Local Area Connection. In the Local Area Connection Status window, click
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Properties. In the Local Area Connection Properties window, click TCP/IP and then click
Properties. Read the IP address from the TCP/IP Properties window.

Additional AD Resources

For more information on connecting to AD, see Troubleshooting on page 569.

Connecting to an LDAP Service

This section describes how to connect Ignition Server to an LDAP server such as SunONE LDAP.
For more information on a list of supported LDAP servers, see Supported Directory Servers on

page 169.

LDAP Connection Settings

The following table describes the parameters Ignition Server uses to connect to an LDAP service.
Configure these settings in the Create Directory Service Wizard or in the Directory Server Details
window. The following table contains an alphabetically-sorted list of directory service connection

settings for LDAP.

Field Name

Description

5

The Lock icon locks the adjoining field so that you cannot type text in it.
Click the icon to unlock the field. Click the icon again to make the display
read-only.

Associated Sets

The Ignition Server directory sets in which this Ignition Server directory
service is displayed as a service.

Directory Root DN

Root Distinguished name (DN) of the LDAP tree. This is used to fetch
schema and group information from the directory. For example,
dc=starironinc, dc=com.

Browse Buttons

The Directory Root DN, User Root DN, and Username Attribute buttons
allow you to browse your schema to set those values.

© Note:

Before you browse, you must provide connection information for
information for the Primary Server: Service Account Name, the Service
Account Password, IP Address, and Port number.

Directory Root DN

DN where the LDAP schema containing your users and groups are found.
For example, dc=company,dc=com. When you connect the directory
service, the Ignition Server Create Service wizard attempts to choose a
Directory Root DN for

MSCHAPv2 authentication

LDAP only: checkbox indicating whether this LDAP store supports
MSCHAPV2 authentication. Also see LDAP Password Attribute in this table.
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Field Name

Description

Name

Each directory service you create in Ignition Server is labeled with a name
to help you refer to it later. You can use this name in your authorization
policy. For example, you can write a policy that provides special provisioning
for users who authenticate against a particular directory. For more
information, see Inbound Attributes on page 353.

LDAP Password Attribute

For use in terminating MSCHAPv2 authentication against an LDAP
directory, the Password Attribute is the user attribute in your LDAP directory
that holds the NT-hashed password of the user. For more information, see
Setting Up MSCHAPv2 Authentication on LDAP on page 192.

Primary Server

IP address for the primary LDAP server.

Port for the primary LDAP server. Generally, for SSL enter 636. If SSL is not
used, enter 389. You cannot use the global catalog port (3268). Use the
LDAP ports (389 and 636) only!

Secondary Server

IP address for the secondary LDAP server.

Port for the secondary LDAP server. Generally, for SSL enter 636. If SSL is
not used, enter 389.

Security Protocol

Security protocol used for the Ignition Servers connection to the directory
server. If Use SSL is turned on, Ignition Server uses SSL to encrypt traffic to
the directory service.

A Warning:

If you choose to connect to LDAP using a non-SSL connection, your
service account credentials travel over the network in unencrypted
form. We strongly recommend using an SSL connection to connect to
your directory server.

Note the following.
* When Use SSL is selected, the Port Entry is typically 636.
* When Use SSL is not selected, the Port Entry is typically 389.

Service Account DN

LDAP only: DN of the LDAP administrator account. Ignition Server
connects as this administrator. For example, cn=Directory Manager

Service Account Password

Password of the LDAP administrator.

Service Type

Vendor and type of directory service.

Strip Realm

LDAP only: This checkbox indicates whether Ignition Server should strip
the realm name from the username before submitting it for authentication. If
this box is selected, then, for example, the user name
jsmith@company.com would be submitted to LDAP as jsmith.

User Root DN

DN of the LDAP container Ignition Server from where Ignition Server loads
user records. For example, cn=users,dc=starironinc,dc=com. When you
connect the directory service, the Ignition Server Create Service wizard
attempts to choose a User Root DN for you.

Username Attribute

An LDAP attribute that stores the user name.
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Creating an LDAP Directory Service: Automatically Configuring

The Create Directory Service Wizard guides you through the steps needed to connect Ignition
Server to your directory service. These instructions apply to Sun Directory Server, Novell eDirectory,
Oracle Internet Directory (OID), and generic LDAP stores.

The procedure below describes how to use the automatic mode of the wizard, which retrieves the
default DNs for you. For information on using the manual mode, see Creating an LDAP Directory
Service: Manually Configuring on page 188.

Before you begin

1. Make sure your DNS server addresses have been configured in Ignition Server. For more
information, see Editing Ignition Servers DNS Settings on page 68.

2. Make sure your primary directory server is reachable. The wizard connects to it in order to
retrieve group and schema information.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, click Directory Services, and click New.

2. Ignition Server launches the Create Directory Service Wizard.
The Choose Directory Service Type window is displayed.

3. Select the desired type of LDAP server and click Next.

4. Click Automatically Configure and click Next.

5. In the Connect To... window, enter your LDAP administrator credentials in the Service
Account DN and Service Account Password fields.

Type the IP address and port of the LDAP directory. If you want to establish an encrypted
connection to LDAP, select Use SSL. Click Next.

I= Create Service Wizard *

Connect To Generic LDAP
Please provide the following information needed to connect to the Generic LDAP.

[ »

v Choose Service Type i
v~ Service Confiquration Options
“ Connect To Generic LDAP
Confiqure Generic LDAP
Created Directory Service Summany

Service Account DM: |cn:Director}r Manager |

Serdice Account Passuvord: (eessss |

Use S5L: [ Use 85L

IP Address: 203.0.113.0

Paort:

Ignition Server binds to the store, reads the schema, generates default settings, and displays
the results on a new page of the wizard.
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I= Create Service Wizard >

Configure Generic LDAP
Failed to connect to Generic LDAP.
Please provide the required information to configure Generic LDAP.

Suni-Richmond

[]

cn=Directery Manager

dc-example, de=com '
dc-example, de=com '

=z = = EEIp S e ]

userPasswordMTHashed '

203.0.113.0

6. In this window, edit fields as needed.

For an explanation of each field, see LDAP Connection Settings on page 184.

 Assign the directory service a name in the Name field.
* If needed, edit the Security Protocol, Service Account DN and Password.

To edit a field, click the Lock icon to unlock the field, and edit the field.
* If needed, edit the Directory Root DN, User Root DN and Username Attribute settings.

Initially, these fields contain default values that the wizard chose based on reading your
schema. Enter the correct values for your site by editing these fields directly or by clicking
the Browse button and selecting the proper root.

The Directory Root DN and User Root DN are often blank in Novell eDirectory
configurations.

October 2018 Identity Engines Ignition Server Configuration 187



Directory Services

If you want to strip the realm name from the username before submitting it for
authentication, select the Strip Realm checkbox.

For example, with the box selected, Ignition Server submits jsmith instead of
jsmith@company.com.

If you want to support MSCHAPV2 authentication (typically needed only if you want to
support clients that have Microsoft Windows supplicants), select the MSCHAPv2
Authentication checkbox and click Browse to select the name of the LDAP user attribute
that holds the NT-hashed password, or type the attribute name directly in the LDAP
Attribute field.

See Setting Up MSCHAPv2 Authentication on LDAP_ on page 192.

If needed, edit the Primary/Secondary Server settings.

The Ignition Server maintains an internal cache of the group hierarchies and attributes
schemas of the directory services. If necessary, disable this caching by deselecting the
Enable Group Caching checkbox.

By default, Ignition Server looks for groups starting at the Directory Root DN. You can
change this default behavior by specifying Group Search Base DNs. This is useful in
case of huge AD deployments, where beginning at the root DN can take a substantial
amount of time. In addition, you can restrict the types of groups that IDE caches by
specifying a custom Group Search Filter. The filter follows the LDAP query syntax.

In Re-sync Duration, enter the sync interval between Ignition Server and Active Directory
in hours.

The range is 1 to 168 hours. The cache is automatically refreshed based on this setting.

7. Click Test Configuration.

Testing the connection can take a few minutes. If a configuration setting is incorrect, Ignition
Server warns you. If you receive an error message, correct your settings and test again. If
the error message persists, for more information, see Problem: Errors Occur During
Directory Service Set - Up on page 575.

8. Click Next.

The next window summarizes the connection settings of the service.

9. Review the settings and if correct, click Finish.

Your new service is displayed in the Directory Services list. A blue check mark in the
Connected column indicates a successful connection.

Creating an LDAP Directory Service: Manually Configuring

The Directory Service Wizard guides you through the steps needed to connect Ignition Server to
your directory service. These instructions apply to Sun Directory Server, Novell eDirectory, Oracle
Internet Directory (OID), and generic LDAP stores.
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This procedure below describes how to use the manual mode of the wizard. For information on
using the automatic mode, see Creating an LDAP Directory Service: Automatically Configuring on
page 186.

Before you begin

1. Make sure your DNS server addresses have been configured in Ignition Server. For more
information, see Editing Ignition Servers DNS Settings on page 68.

2. Make sure your primary directory server is reachable. The wizard connects to it in order to
retrieve group and schema information.

Procedure

1. In Dashboard Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, and click Directory Services. Click New.

Ignition Server launches the Create Directory Service Wizard. The Choose Directory Service
Type window is displayed.

2. Select the desired type of LDAP server. Click Next.
3. Click Manually Configure. Click Next.
4. In the Connect to LDAP window (specific to the type of LDAP store that you selected), do the

following:
I= Create Service Wizard X
Configure Generic LDAP |
v Choose Service Type i Please provide the following information needed to configure Generic LDAP,

v" Service Confiquration Options
Q Confiqure Generic LDAP

Created Directory Service Summany Settings
Marne: |Sun2—Richmnnd |
Service Type: Generic LDAP
Use S5L: [T usessL
Service Account DM: |cn:Directnr}r Manager |
Service Account Password: |uuu |
Directary Root DMN: |dc:examp|e, dc=com || Browse...
User Root DMN: ||:|c=E>cEn"r1r.J|er dec=com || Browse...
(%) Username Attribute |Samue| || Browsze...

() Use User Search Filter
Examples (slakiecticassspersaniud=HUSER
MSCHAPv2 Authentication
LDAP Passuword Attribute: |u5er|:'assw0rd | | Browse... |

[ ] Strip Realm

a. In the Service Account DN field, enter the DN of the LDAP administrator account.
Ignition Server connects as this administrator. For example, cn=Directory Manager.

b. In the Service Account Password field, enter the password of the LDAP administrator.
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c. Use SSL.: If Use SSL is turned on, Ignition Server uses SSL to encrypt traffic to the
directory service. Warning: If you choose to connect to LDAP using a non-SSL
connection, your service account credentials travels over the network in unencrypted
form. We strongly recommend using an SSL connection to connect to your directory
server.

d. In the IP Address field, enter the IP address of the primary LDAP server.

e. In the Port field, enter the Port number at which the LDAP service can be reached.
When Use SSL is selected, the Port Entry is typically 636. When Use SSL is not
selected, the Port Entry is typically 389.

5. Click Next.
The Configure LADP window is displayed.

6. In the Settings section, edit the fields as needed. For more information on each field, see
LDAP Connection Settings on page 184.

« Assign the directory service a name in the Name field.

» Set the Security Protocol and type the LDAP administrator credentials in the Service
Account DN and Password fields.

» Enter the Directory Root DN, User Root DN and Username Attribute settings by editing
these fields directly or by clicking Browse and selecting the proper root.

© Important:

The Directory Root DN and User Root DN are often left blank in Novell eDirectory
configurations

* If you want to strip the realm name from the username before submitting it for
authentication, select the Strip Realm checkbox. For example, with the box selected,
Ignition Server submits jsmith instead of jsmith@company.com.

* If you want to support MSCHAPV2 authentication (typically needed only if you want to
support clients that have Microsoft Windows supplicants), select the MSCHAPv2
Authentication checkbox and click Browse to select the name of the LDAP user attribute
that holds the NT-hashed password or type the attribute name directly in the LDAP
Password Attribute field. For more information, see Setting Up MSCHAPV2
Authentication on LDAP_on page 192.

7. The Primary Server IP Address and Port fields are populated by the wizard; if necessary,
click the padlock button to unlock and then click in the fields to edit them.

The Secondary Server IP Address and Port fields are optional. If you have a backup
server, enter its address here.
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Prim ary Server Secondary Server
IP Address: | 203.0.113.0 | 1P acldress: | |
Port 329 | Port 329 |

| Test Configuration |

8. In the Group Caching section

a. The Ignition Server maintains an internal cache of the group hierarchies and attribute
schemas of the directory services. If necessary, disable this caching by deselecting the
Enable Group Caching checkbox.

b. By default, Ignition Server looks for groups starting at the Directory Root DN. You can
change this default behavior by specifying Group Search Base DNs. This is useful in
case of huge deployments, where starting at the root DN can take up a substantial
amount of time. In addition, you can restrict the types of groups that IDE caches by
specifying a custom Group Search Filter. The filter follows the LDAP query syntax.

c. Enter the sync interval between Ignition Server and the LDAP service, in hours, in
Resync Duration.

The range is 1 to 168 hours. The cache is automatically refreshed based on this setting.

Group Caching

Enable Group Caching
Use Custom Group Search Filter

Group Search Base DR{s): |u:Ir::E:carnr:llvs_-r dc=com || Browse...

Custarn Group Search Filter:“ |

Example: (&lcn="HRGroup*IlobjectClazs=graup)

Feswnc Duration: |24 (1-168) Hours

Duration after wwhich an auto resync is triggered.

9. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays the confirmation page.

10. Review the settings. If the settings are correct, click Finish to create the directory service.
Your directory service has been saved in Ignition Server.

Your new service is displayed in the Directory Services list. A blue check mark in the
Connected column indicates a successful connection. For more information on icons, see
Checking Directory Service Connections on page 229.

October 2018 Identity Engines Ignition Server Configuration 191



Directory Services

Creating a Kerberos Authentication Service

For information on connecting to a Kerberos server, see Setting Up a Kerberos Authentication
Service on page 249.

Setting Up MSCHAPv2 Authentication on LDAP

Often, an organization must allow Windows users to authenticate against user accounts stored in a

non-AD, LDAP directory store, but the organization does not want to deploy new certificates or new
supplicants to users. To support such cases, Ignition Server offers the ability to authenticate through
MSCHAPvV2 to a non-AD LDAP store. This feature is called “MSCHAPV2 termination against LDAP.”

This section describes to configure MSCHAPV2 termination against LDAP by configuring your LDAP
directory service to support MSCHAPv2. The list of supported authentication types are displayed in
Supported Authentication Types on page 297.

Ignition Server supports a number of approaches to authenticate MSCHAPV2 clients against an
LDAP directory.

*+ MSCHAPvV2 Termination Using an LDAP Password Attribute on page 192

+ MSCHAPV2 Termination Using a Novell Universal Password on page 195

* MSCHAPV2 Termination Using an OID Authentication Descriptor on page 196

Before you deploy MSCHAPvV2 termination against LDAP, you should consider deploying EAP-TTLS
authentication instead. To do this, you must deploy on each user’s Windows computer an EAP-
TTLS-compliant supplicant such as the OpenSEA Xsupplicant. Using EAP-TTLS authentication has
a number of advantages over PEAP-MSCHAPvV2 (and it has few disadvantages). The advantages
are.

» Authentication is done seamlessly against LDAP. No new provisioning tools or plug-ins are
needed to support user accounts stored in non-AD directories.

» Users are not required to change their passwords after implementation of the password
storage scheme.

* In the future, you can take advantage of other types credential stores such as Kerberos and
databases.

* EAP-TTLS is more secure than the PEAP tunnel because it does not expose any user
information in the outer tunnel.

MSCHAPvV2 Termination Using an LDAP Password Attribute

Use this procedure to configure MSCHAPV2 authentication against an LDAP directory service.
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Procedure

1. Identify an unused attribute in your LDAP user schema definition. This attribute is used to
store the hash of the user’s password that is necessary to perform MSCHAPv2
authentication. Keep in mind that the attribute should have a binary format and should be
single-valued.

2. Create an NT hash of each user’s password and save it in the LDAP store. For more
information, see Creating an NT - Hashed Password to Support MSCHAPVv2 Termination

Against LDAP_on page 194.

3. In

Ignition, create or edit your LDAP directory service and make these settings in the

Directory Server Details window.

Select the MSCHAPv2 Authentication checkbox.

If necessary, select the With LDAP Password Attribute checkbox. (This is required for
Novell eDirectory and Oracle OID only.)

In the LDAP Password Attribute field, type the name of the LDAP user attribute that
holds the NT-hashed password, or click Browse and select the attribute,

m edir-myv1 - Hovell ebirectory Details

Settings
Mame: |eu:|ir-mv1 |
Service Type! Movell eDireckary:
Security Protocal: [ ] Use 55L
Service Accounk DR; |cn=au:|min,u:u=5::hu:u:ul.edu |
Service fAccount Password: |unuu |
Directory Rook DR: | ” Browse, ., |
User Rookt DM | || Browse, .. |
Il=ername Attribuke; ||_|i|:| || Browse, ., |
[ | Strip Reals
MICHAPYZ Authentication \
(5 ‘iith LOWP Password Attribute: | password-mschapy2 / || Browse, ..,
alPassword __.--'-"""'-f

4. Save the directory service.
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5. Open the Access Policy panel of Dashboard (in Dashboard’s Configuration hierarchy,
expand Access Policies, expand RADIUS, and click your policy name) to edit the access
policy of the access points or switches to which your users can:

+ Set the identity routing policy to use the directory service you saved above.

+ Edit the authentication policy. Make sure it is set up to allow one or more of the following
authentication types: NONE/MSCHAPv2, NONE/EAP-MSCHAPV2, or PEAP/EAP-
MSCHAPv2.

When the above configuration is complete, your Ignition Server installation supports
authenticating MSCHAPV2 clients against the LDAP store.

A given user might have multiple protocols available to him or her for logging in. For
example, you can configure a user authorization policy that allows both PEAP / EAP-
MSCHAPv2 and NONE / PAP authentication types, with your site’s LDAP store as the
directory service that supports both. This allows a user, for example, to log in from his
Windows XP laptop using his Windows password and log in from his Linux workstation using
his LDAP password. In both cases, he is authenticated against the LDAP store. For more
information, see One Policy Allows Many Authentication Protocols on page 297.

Creating an NT - Hashed Password to Support MSCHAPv2
Termination Against LDAP

Ignition Server needs an MD4 hash of the user’s password or the password in plaintext in order to
terminate the MSCHAPV2 authentication protocol. Except for Novell’s universal password feature,
few directories store the plaintext password in the directory under any circumstances (and in any
case few administrators would be comfortable with doing this).

To perform MSCHAPvV2 termination against LDAP, the Ignition Server extracts the NT hash (an MD4
hash) of the password from the directory by querying a specified user attribute. If the attribute is
defined for the user, it is expected to contain a binary format of the hash, not the ASCII format. Use
this procedure to deploy mechanisms that create and maintain the NT hash.

Procedure

1. Write your hash-creating plug-in. If your site uses a web-based provisioning tool to add
new users and change passwords, you can usually add a custom plug-in that updates the
hash. Configure this plug-in to be triggered each time a password is saved, so that the plug-
in updates the NT hash of the password every time the password is changed. The plug-in
must do the following:

a. Convert the cleartext password to little-endian UCS2 format.

b. Hash the UCS2-formatted password with the MD4 algorithm to obtain a 16-byte binary
hash. The script to construct the binary password hash in base-64 from the ASCII
plaintext password “secret” on Linux OS is as follows:

echo -n "secret" | iconv -f iso 8859-1 -t ucs-2le | openssl dgst
-md4 -binary | openssl enc —base64
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c. Save the hash to the user’s entry in the directory. The base-64 hash can be inserted
into the directory with command-line utilities or using LDAP client code. All of these
tools (iconv, openssl) are available on most UNIX/Linux distributions.

2. Have each user change his or her password once. After you have deployed your hash-
creating tool, every user in the directory must change his or her password at least once.
When the password is changed the hash-creating tool creates the hash in the correct format.
This is required because Ignition Server cannot extract the hash in its existing format in the
directory (MD5, SHA1, and so on).

3. Configure your account provisioning environment to keep the hash in sync with the
user’s password. The hash must be kept in sync with any other versions of the password
stored in the directory natively. Your site might allow users to change LDAP passwords
through a variety of clients, such as mail clients, and web applications. If such password
editing tools are used in your environment, you must either modify them to update the
password’s NTHASH as well, or you must disable them for users who authenticate through
MSCHAPv2 against LDAP.

MSCHAPV2 Termination Using a Novell Universal Password

Novell eDirectory provides the eDirectory Universal Password feature. This feature allows you to
store a single password per user in the directory and support multiple authentication methods using
this password. Ignition Server can be configured to terminate MSCHAPv2 authentication against the
Universal Password in eDirectory.

The Universal Password feature is available on eDirectory, version 8.7 and later, and is enabled by
default on version 8.8 and later.

Use this procedure to configure MSCHAPV2 authentication against Novell eDirectory using the
eDirectory Universal Password feature.

Procedure

1. Make sure the Universal Password feature is enabled on your eDirectory server, and make
sure a Universal Password is stored for each user. Consult your eDirectory documentation
for details.

2. Make sure your eDirectory password policy allows the administrator (the one whose
credentials you used to connect Ignition Server in Step 4 in
Creating_an_LDAP_Directory Service Automatically Configuring on page 186 to extract
users’ passwords.

3. In Ignition, create or edit your LDAP directory service and:

+ Select the Use SSL checkbox. The eDirectory server requires an SSL connection in order
to use Universal Passwords.

» Select the MSCHAPv2 Authentication checkbox.
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m edir-mw1 - Hovell eDirectory Details

Settings
Hame: |eu:|ir-mx-'1 |
Service Type: Movel eDireckary:
Security Protocal: Ilse 551
Service Account DR; |cn=au:|min,.u:u=5u:hu:u:ul.eu:|u |
Service Account Password: |unuu |
Directory Rook Dn: | “ Browse, .. |
User Root D | || Browse, .. |
Ilsername Attribute: ||_|i|:| || Browse. .. |
Skri
MSCHAPY2 Authentication
I Witk L Atkribute: |default || Erowse. ..
15 with Universal F'asswu:urd_/:_)

4. Save the directory service.

5. Open the Access Policy panel of Dashboard (in Dashboard’s Configuration hierarchy,
expand Access Policies, expand RADIUS, and click your policy name) to edit the access
policy of the access points or switches to which your users can connect:

» Configure the identity routing policy to use the directory service you saved above.

+ Edit the authentication policy. Make sure it is configured to allow one or more of the
following authentication types: NONE/MSCHAPv2, NONE/EAP-MSCHAPV2, or PEAP/
EAP-MSCHAPv2.

When the above configuration is complete, your Ignition Server installation supports
authenticating MSCHAPV2 clients against the eDirectory service.

MSCHAPvV2 Termination Using an OID Authentication Descriptor

Oracle's Internet Directory (OID) provides a value called the Authentication Descriptor. Ignition
Server can be configured to terminate MSCHAPV2 authentication against the Authentication
Descriptor in OID.
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Procedure

1. In Ignition, create or edit your OID directory service and, in the Directory Server Details
window

» Select the MSCHAPv2 Authentication checkbox.
 Select the With Authentication Descriptor checkbox.
2. Save the directory service.

3. Open the Access Policy panel of Dashboard (in Dashboard’s Configuration hierarchy,
expand Access Policies, expand RADIUS, and click your policy name) to edit the access
policy of the access points or switches to which your users can connect.

» Configure the identity routing policy to use the directory service you saved above.

« Edit the authentication policy. Make sure it is configured to use an MSCHAPv2
authentication type. This enables users to authenticate using their Windows domain
account name and password.

After the above configuration is complete, your Ignition Server installation supports
authenticating MSCHAPV2 clients against the OID service.

To test that the OID authentication descriptor attribute is available, create a virtual attribute
and map it to the OID user attribute authpassword;orclcommonpwd. This attribute is a multi-
valued attribute, and the authentication descriptor is the value prefixed with the string, {X-
ORCLNTV}. Use the Advanced Troubleshooting window to perform a test retrieval of the
value. For more information, see Adding a New User Virtual Attribute on page 279 and
Testing a User Lookup on page 233.

Creating a Radius Proxy Authentication Service

For more information on setting up a Radius proxy server, see Creating a RADIUS proxy
authentication service on page 266.

Creating a Token Authentication Service

For more information on connecting to hardware token authentication service, see
Overview_of Token_Authentication_in_Ignition on page 250.
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Creating an MDM Directory Service

For more information on creating an MDM directory service, see Creating a Citrix MDM Directory
Service on page 236.

OPSWAT Metadefender Endpoint Management (MEM)

Extreme Networks Identity Engines Ignition Server can optionally do a health and security check of
the user's computer before it gets connected to the network. This type of checking is Posture
Checking. Network Access Protection (NAP) provides a platform for protected access to private
networks. The NAP platform integrates a way of detecting the health state of a client device that is
trying to connect to a network and restricting the access until the policy requirements for connecting
to the network are met. However, NAP is now phased out from future releases.

° Note:

In the previous releases Extreme Networks Identity Engines Ignition Server relied on the
Network Access Protection (NAP); a Microsoft technology to determine Posture settings on
Windows devices. However, NAP is phased out Windows10 onwards and you can no longer
rely on NAP to determine the Posture settings.

OPSWAT MEM is introduced to verify the security and compliance posture of endpoint devices
through static analysis. Client devices must install an MEM client specific to the OPSWAT account.
The device attributes along with posture details are stored in the OPSWAT MEM server. IDE adds
the OPSWAT MEM posture analysis as a Directory Service and fetches devices and stores it's
details in the posture enrolled devices.

Registering IDE with OPSWAT MEM Account

Ignition Server must be registered with the OPSWAT MEM account for it to access the device
details.

Register the IDE application in OPSWAT Metadefender Endpoint Management Developers Portal
(https://gears.opswat.com/developers/app/reqgister), and provide the following details:

» Application Name — Name of the application accessing the device details pertaining to the
OPSWAT MEM account. For example, Extreme Networks Identity Engine.

» Description — Description of the registering application. For example, application to
authenticate and authorize users and end devices registered on the OPSWAT MEM server.

» Application icon — Application specific Icon. This is trivial information for IDE to get the
access. Any JPG or PNG file less than 1MB can be used.

» Website URL — Application specific URL, this is trivial information for IDE to get the access.
For example, http://sampleurl.com.
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« Callback URL — URL to be redirected to after OAuth connection, this is trivial information for
IDE to get the access. For example, http://127.0.0.1/opswat.

After successful registration, the Client ID and Client Secret Key are obtained which are unique for
each IDE application. Therefore, multiple Ignition Server can be registered to fetch device details or
same keys can be used in different instances of Ignition Server.

Creating OPSWAT MEM Directory Service

To connect the Ignition Server to an OPSWAT MEM server, configure the OPSWAT MEM server as
a directory service in Ignition Server. The directory service specifies the connection settings that
Ignition Server uses to connect to the OPSWAT MEM server.

Before you begin

Register the Ignition Server with OPSWAT MEM account, for more information, see Regqistering IDE
with OPSWAT MEM Account on page 198.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click Site Configuration > Directories >
Directory Services .

2. Click New.

3. In the Choose Service Type window, under Posture Services, select OPSWAT
Metadefender Endpoint Management and click Next.

The Configure Connection to OPSWAT Server window is displayed.
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I= Create Service Wizard >

Configure Connection to OPSWAT Server
i Please provide the following information needed to connect to the OPSWAT Server,

opswat-metadefnder-cloud

http://opswat-metadefnder-cloud.com

4. Enter the Name of the OPSWAT MEM service.
5. In the Server Configuration section, enter the following:
a. Server URL of the OPSWAT MEM server.

b. Client ID obtained by registering Ignition Server application in OPSWAT MEM
developer portal.

c. Client Secret obtained by registering Ignition Server application in OPSWAT MEM
developer portal.

6. If proxy server authentication is required to access the OPSWAT MEM server, in the Proxy
Server Configuration section, do the following:

a. Select the Use Proxy Server checkbox.
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b. Enter the URL of proxy server.
c. Enter the Username for the proxy authentication.
d. Enter the Password.
7. Click Test Configuration to make sure that the server information entries are correct.

If the configuration setting is incorrect, Ignition Server displays a connection error message.
Check the settings and test again.

8. In the MEM Sync Configuration section, do the following:

a. If you want to sync with the MEM server immediately, select the Sync on Create
checkbox.

The synchronization happens between the Ignition Server and the MEM Server
immediately for the first time after the Directory Service is created. To delay the first
sync till Re-sync interval do not select this option.

b. In the Resync Duration field, enter the sync interval, in hours. Sync with MEM Server
occurs automatically after each Re-sync duration interval.

9. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays the summary page.
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I= Create Service Wizard >

Created OPSWAT Server Connection Summary
Created OPSWAT Server Connection Summary

i

10. Click Finish to create the directory service.

Posture Enrolled Devices

Posture enrolled devices are device attributes retrieved from OPSWAT MEM servers and stored
locally on the Ignition Server.

Posture Enrolled Devices Panel

The Posture Enrolled Devices panel lists the devices and attributes learned from the OPSWAT
MEM services in the Ignition Server Internal data store. In Dashboard’s Configuration hierarchy
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tree, navigate to Site Configuration > Directories > Internal Store > Posture Enrolled Devices
to open this panel to:

+ see all posture enrolled device records
* retrieve a subset of all posture enrolled devices
» sort and page through posture enrolled devices
» export posture enrolled device records

) Get Al

(%) Specify Criteria: |MAC Adiress '| |3tarts Hiith '| | |

| ApplyFiter |

iewing records 1- 0of 0 3

Last Sezn
244671964-11-151..

Firewvall On Anti-i rus Oq Ainti-Phishiag On

Critical

d 5 ® W \ .4 o W
fllicle ab:Th 144671964-11-15 1., (<] Critical « « b 4 W w7
58:C40bitfieliec 244671964-11-151., avindos T (x] Critical w Y b4 (Y LY 4
adiSefleafdiad 245715734-11-18 0., mMacos: yosermite (%4 Maone v o Y4 b4 L4
4a:(0:01:72:48:a) 245715734-11-18 0. macos: yosemite (Y4 Mane o w o ® i
4a:0:0L:72:48:al  245715734-11-18 0. macos:yosemite W MNone w W w b4 "
06:5e:60:e3:f2:ad 245715734-11-18 0., macos: yosemite (V4 Mone L w w x i
ab:feifiliae:B2:00 245715734-11-18 10, macos: yosemite LY MNone LY + LY K L
fiif2:1ciadifc2a 243715734-11-18 0., macos: yosemite i MNane s w o b4 o

| Wiewe | | Refresh | ExpurL.

From this panel you can.
» View the list of all posture enrolled devices in the internal store.

* Filter the list of posture enrolled devices to reduce the set of devices to show only those that fit
your search criteria. For more information, see Filtering Posture Enrolled Devices List on
page 203.

+ Scroll through a long list by page.
Click the Next and Back buttons.

Filtering Posture Enrolled Devices List
Use this procedure to filter posture enrolled devices list.
Procedure
1. In the Posture Enrolled Devices window, click Specify Criteria.

2. Two drop-down lists are shown to the right of Specify Criteria. In the first list, choose the
name of the field you want to filter on. For example, you might choose MAC address, Last
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Seen, OS Type, Firewall On, Anti-Virus On, Anti-Phishing On, Posture Compliance, Critical
Status, Exempt, or OS Patch Update On.

3. In the next drop-down list, select the comparison to be performed. Select Equals.

4. In the text field, enter or select the comparison value.

5. Click Apply Filter.

The Dashboard filters the list. To view all devices again, click Get All.

Following table specifies the filtering of posture enrolled devices based on specific criteria:

Attributes Operator’s Value

MAC Address Starts With, Equals, Contains Editable

Last Seen After, Before Time selection

OS Type Equals Select OS Type from list pre-
defined values

Firewall On Equals True/False

Antivirus On Equals True/False

Antiphishing Equals True/False

Posture Compliance Equals Select Compliance Type from
list of pre-defined values

Critical Status Equals Select Critical Status Type from
list of pre-defined values

Exempt Equals True/False

OS Patch Update On Equals True/False

Viewing a Posture Enrolled Device

Use this procedure to view the complete details of a posture enrolled device.

Procedure

1. In the Posture Enrolled Devices window, click on a device entry in the displayed list.

2. Click View or double-click on the device entry.

Ignition Dashboard displays the details for the selected device.
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Info
FAAC Address: ad:5e:bl:ea:f2:ad 3 Anti-Virus Installed
Posture Sercice(sourcel; opswat_service ¥ Anti-Virus On
Last Seen: 245715734-11-18 03:08:58 # Anti-Virus Up to date
Cperating Systerm: macosx yosemite 4 Firewall O
Operating Systerm Yersion: 10.10.5 s Bpti-Phishing On
' 05 Patch Update On s 05 Patch Up to date " Disk Encryption On

¥ Exempt

% Pasture Compliance Critical Status @ Mane

Lok |

3. Click OK to close the details for the selected device.

Exporting Posture Enrolled Device Records
Use this procedure to export posture enrolled device records.

Procedure

1. In Dashboard’s Configuration hierarchy tree, navigate to Directories > Internal Store >
Posture Enrolled Devices.

2. In the Posture Enrolled Devices panel, click Export.
3. In the Posture Enrolled Device Record Export window, do one of the following.
 To export all device records, select Get All.

» To export some device records, select Specify Criteria and set your filter criteria in the
fields to the right. For more information, see Filtering Posture Enrolled Devices List on

page 203.
4. Click Browse and navigate to find the directory in which you want to save your csv file.

5. Double-click the directory name to select it, type a name for the csv file in the File Name
field, and click Save.

6. In the Posture Enrolled Device Record Export window, click OK to export the records.
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Posture Access Policies

You can set up posture access policies to determine which posture enrolled devices are granted
access. The policies are made up of a series of rules that are based on the device attributes.

For more information on using device attributes, see Using a Device Attribute in a Rule on
page 339.

Access Policy:  default-radius-user ’Accss Poliquummaly...J

| Authentication Policy | Identity Routing |~

RADIUS Authorization Policy

Rule Mames Rule Summary

Marme Enahled Action iF ( Device device-posture-antiphishing-enabled = true AND
Device.device-posture-critical-status = Mot Found AND
Device.device-posture-status = Compliant ) THEN Allow

The following example shows an access policy that only checks if a particular device is learned from
the OPSWAT MEM. Device.source is the name of the OPSWAT MEM service.

Access Polioy:  default-radius-user ’Accss PolicySummaq.r...J

[ Authentication Policy | Identity Routing [

RADIUS Authorization Policy

Rule Hames Rule Sum mary

Marme Enabled Actian IF Device.source = Opswat Metadefender Endpoint Management THEN Allow

Pasture-Check-Enrollerment

The following example shows an access policy that only checks if a particular device is in
compliance with the policy on the OPSWAT MEM server.
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Access Policy:  default-radius-user | Access Policy Summary...

rﬁ\u'thentication Policy r Identity Routing ||

RADIUS Authorization Policy

Rule Mames Rule Summary

Mame |Eﬂ3b|2d| Action | IF Device.device-posture-status = Compliant THEM Allow
Paosture-Check-Enrollement| <«  Allow

Paosture-Check-Compliance

Connecting to an Infoblox Services

Identity Engines Ignition Server supports machine / device authentication for the devices that cannot
perform 802.1x authentications. However, it is essential that authentication / authorization is
required to prevent misusage of Network.

The MAC authentication in Ignition Server is based on the device record that exists in its internal
store with necessary attributes pre-populated to perform authentication & authorization. Though
Identity Engines support various ways of populating these device records into its internal store like
import / export, device fingerprinting via Access Portal, device registration via Policy with actions
work flow or using the Guest and IoT Manager REST-API, these methods are still maintaining
device records in the internal store.

Ignition Server is enhanced to communicate with external device repositories. It helps to lookup the
devices and retrieve devices attributes for performing authorization.

Creating a Infoblox Directory Service

Use this procedure to connect Ignition Server to an Infoblox server, for MAC authentication and
authorization.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click Site Configuration > Directories >
Directory Services.

2. Click New.
3. In the Choose Service Type window, select Infoblox Service and click Next.

The Configure Connection to Infoblox Server window is displayed.
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E" Create Service Wizard X

Configure Connection to Infoblox Server
i Please provide the following information needed to connect to the Infoblox Server.

Infoblox_Static

https:// 203.0.113.0 fwapi/v2.7/fixedaddress?mac= iy

4. Enter the Name of the directory services of type Infoblox.
5. In the Server Configuration section, do the following:

a.
Enter the Server URL of the Infoblox server with instance name. You can also click

icon, to view the sample URL format information.

Sample URL Format
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= =
Sample URLs:

For Static DHCP, the URL should be of the following format:
https:/xxxx/wapi/v2. 7/ fixedaddresstmac=
or
https:/fxxxx/wapi/v2. 7/ fixedaddress?discovered_data.mac_address=

For Host Recard, the URL should be like
https:/ s/ wapi/va. T record:host_ipvdaddrimacs=
or
https:/ s/ wapi/va. T record:host_ipvdaddridiscovered_data.mac_address=

For Dynamic DHCP, URL should be like
https:/xexx/wapi/va. 7/ leasethardware=
or
https:/ e/ wapifva. 7/ leaseldiscovered_data.mac_address=

Mote:
The Cuery parameter in the URL will be the field which is populated with Device MAC

b. Enter the Username of a service account on the Infoblox server that has Administrator
privilege.

c. Enter the Password for the created service account of the Infoblox server.

d. Repeat the steps to create Static, Host and Dynamic DHCP. If you have to support
object across all the directory services, then you have to create three types.

6. If proxy server authentication is required to access the Infoblox server, in the Proxy Server
Configuration section, do the following:

a. Select the Use Proxy Server checkbox.
b. Enter the URL of proxy server.
c. Enter the Username for the proxy authentication.
d. Enter the Password for the Username.
7. Click Test Configuration to make sure that the server information entries are correct.

If a configuration setting is incorrect, Ignition Server displays a connection error message:
“Infoblox service at [URL]: Failed — — Could not connect to the specified IP address and
port’. If you receive an error message, check your settings and test again.

8. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays the summary page.
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E Create Service Wizard

v" Choose Service Type
v Confiqure Connection to Infoblox Server
v~ Created Infoblox Serser Connection Summary

Created iInfoblox Server Connection Summary
i Created Infoblox Server Connection Summary

Mare: Infoblox_Static_1
Server URL: https:/¥ 203.0.113.0 fwapifv? 7ffixedaddress?mac=

admin

Wik

|Jsernarme:
Passweard:

Proxy Server Confiquration

Use Proxy Server: Mo
URL:

Usernarme:
Passward:

1]

R | »

Finizh I

9. Click Finish to create the Infoblox type directory service.

The created directory services are displayed in Directory Services window.

10. In the Directory Services window, you can Edit, Rename, and Delete the created service
type. For more information, see Managing Directory Services on page 216.

Next steps

You can now add the created directory service for a default directory set or customized directory set.
For more information, see Adding a Directory Set for Devices on page 223.

Connecting to Extreme Management Center

Extreme Management Center is a web-based, easy-to-use unified interface that provides a set of
integrated management capabilities for centralized visibility and highly efficient anytime, anywhere
control of enterprise wired and wireless network resources.

Extreme Management Center directory service configuration helps in transferring some of the
monitoring capabilities of Ignition Server from the Dashboard to the Extreme Management Center

web-interface.
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© Note:

Extreme Management Center is not a Directory Service that is used for any lookup /
authentication. Administrators cannot view or select Extreme Management Center Directory
Service as part of a Directory set.

Creating Extreme Management Center Directory Service

Use this procedure to add Extreme Management Center as directory services to Ignition Dashboard.

Before you begin

Ensure that you enable the SNMP service option from Ignition Dashboard prior creating the Extreme
Management Center directory service. For more information, see Configuring Ignition’s SNMP
Service on page 535.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click Site Configuration > Directories >
Directory Services.

2. Click New.
3. In the Choose Service Type window, select Extreme Management Center and click Next.

The Configure Connection to XMC Server window is displayed.
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= Create Service Wizard >

Configure Connection to XMC Server
Please provide the following infermation needed to connect to the XMC Server,

Extrerne Management Center

4. Enter the Name of the directory services of type Extreme Management Center.
5. In the Server Configuration section, do the following:

a. Enter the IP Address of the Extreme Management Center server. By default, the port
number is displayed.

b. Enter the Username of the Extreme Management Center server that has Administrator
access OR specify the Username that has Read and Read / Write authorization to the
End-System REST API.

c. Enter the Password of the Extreme Management Center server.

6. If proxy server authentication is required to access the Extreme Management Center server,
in the Proxy Server Configuration section, do the following:

a. Select the Use Proxy Server checkbox.
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b. Enter the URL of proxy server.
c. Enter the Username for the proxy authentication.
d. Enter the Password for the Username.
7. Click Test Configuration to make sure that the server information entries are correct.

If the Extreme Management Center server configuration setting is incorrect, Ignition Server
displays a connection error message: “XMC service at [URL]: Failed — — Could not connect
to the specified IP address and port’. If you receive an error message, check your settings
and test again.

8. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays the summary page.

E Create Service Wizard

Created XMC Server Connection Summary
v Choose Service Type i Created XMC Server Connection Summary

v~ Confiqure Connection to XMC Server

v~ Created XMC Server Connection Summary

Name: Extreme Management Center
IP Address: 203.0,113.1
Port: 8443

Username: admin
Password: ***

Proxy Server Confiquration

Use Proxy Server: Mo
URL:

Username:
Password:

 Finish |
9. Click Finish to create the Extreme Management Center type Directory Service.

The created Directory Services are displayed in Directory Services window.

10. In the Directory Services window, you can Edit, Rename, and Delete the created service
type. For more information, see Managing Directory Services on page 216.

Next steps

1. Add Ignition Server as Access Control Engine in Extreme Management Center server. For
more information, see Adding Ignition Server as Access Control Engine on page 214 to
establish the connection.

2. Check the Directory Service Connections tab in Ignition Server Dashboard’s Monitor
view. The Extreme Management Center directory services status must be connected. For
more information, see Checking Directory Service Connections on page 229.
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Adding Ignition Server as Access Control Engine

Use this procedure to configure Ignition Server as Access Control Engine in Extreme Management

Control server.

Before you begin

Ensure that you have created Extreme Management Center as a Directory Service in Ignition

Server.

Procedure

1. Login to Extreme Management Center .

2. In the Extreme Management Center web interface, click Control > Access Control >
Access Control Engines > Add Access Control Engine, to configure Ignition Server as
Access Control Engine.

3. Enter the IP address of the Ignition Server where the Extreme Management Center Directory
Service was created. Once the configuration is successful, Extreme Management Center
does SNMP discovery towards Ignition Server. For more information on adding Access
Control Engines, see Extreme Management Center document User Guide.

Added Access Control Engine

F= Extreme

&5 Network »
‘ Alarms & Events
& control »
|#” Anatics

= Wireless

& Govemance
|l Reports

¥ Administration

+— Connect

October 2018

Dashboard Policy Access Control End-Systems  Reports Q'
[

Configuration + Engine - 10.133.140.199/10.133.140.199 ‘

Details End-Systems

Group Editor +
Status: OK
Engines 0- )
Engine
~ Engine Groups IP Address: 10.133.140.199
» Default Type Virtual Access Control Engine (IDE) - IGN-V
Version 9.5.0.33054
= 10.133.140.18 Serial Number: 621879817318
=3 10.133.140.20
i »
» Al Engines | License
Server: 10.133.140.230
License: Feature: VALUE_IDE_BASE_LARGE Valid From: 2017-01-01 00:00:00 GMT Valid
»
] Enforce = R
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© Note:

When Ignition Server authorizes or rejects a user, it logs the action. Ensure that you
have log entries available in Ignition Server Access tab. For example, authenticating a
RADIUS proxy authentication, an Infoblox directory service, an MDM directory service
and so on. Log entries can be viewed in the Access tab of the Log Viewer tab. For
more information, see Using the Log Viewer on page 540.

Access Logs in Dashboard

Administration  Help

% Troubleshoot

Statistics r System Health r Directory Services Status |

i 192.0.2.0 T

Security | System

Filter Use saved Fiter ~ ] Clear Filter Export Log | Refresh |
Timestarmp ‘ Type Log Message e

2018-01-1917:10:30 Admin Request Accepted Userld=admin, ClientlP=135.27.104.247, &dmin Access Policy=, Authentication Decision..,
2018-01-1917:07:10 Adinin Request Accepted Userld=adrnin, ClientlP=135.27.104.247, Adrin Access Policy=, Authentication Decision..,
2018-01-19 170553 Admin Request Rejected Userld=adrmin, ClientlP=135.27.104.247, Admin Access Policy=, Authentication Decision..,
2018-01-19 17:05:01 Aimm Request Rﬂected Userld=admin, ClientlP=135,27.104,247, Admin Access Policy=, Authentication Decision...
2018-01-19 15:46:22 Analytics Accounting Userlditest?, Session ID; 8cBbB00b2e0bef?, Status; START

2018-01-19 15:46:22 RADIUS Accounting Userld:test?, Session ID: BcBbB001b2e0bef7, Status: START

2018-01-19 15:46:22 Analytics Accounting Userlditest?, Session ID; 8cBbB00b2e0bef?, Status; START

2018-01-19 15:46:22 RADIUS Accounting Userld:testd, Session ID: BcBbB001b2e0bef7, Status: START

2018-01-19 15:46:22 RADIUS Request Accepted Userld=test2, Authenticatar=Access Portal (192.168.21T2), bocess Policy=default-radiu...
2018-01-1915:22:33 Adinin Request Accepted Userld=adrnin, ClientlP=135.27.116.109, Adrnin Access Policy=, Authentication Decision,
2018-01-1912:45:00 Analytics Accounting Userld:test9655, Session ID: eSea?ddfbfed3 7, Status: START

4. Click End-Systems tab to view end-system connection information, monitor end-system
events and view the health results from an end system's assessment whenever any client
activity happen due to Authentication, Authorization, and Accounting (AAA).

End-System Connection Information

I= Extreme

Dashboard Policy Access Control End-Systems Reports

i Tools [E All End-System Events

St...  Last Seen IP Address MAC Address MAC OUI Vendor = Host Name Device Family Device Type User |
1/117/2018 10:38:04 AM 00:1F:33:E2:99:F5 NETGEAR
1/16/2018 7:45:06 PM 33:55:77:99:11:44 userl
1/117/2018 10:25:18 AM 33:55:77:99:22:55 user2
1/117/2018 10:27:35 AM 33:55:77:99:33:66 user2

|l Reports

& Administration

= Connect

5. Select the required record and double click to view end-system details received from Ignition
Server .

End-System Records Detailed View
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x _—
Dashboard Policy Access Control End-Systems Reports End-System Details - 33:55:77:99:33:66 Q ? =

Access Profile End-System End-System Events Health Results

&8 AddTo Group | Force Reauthentication  gj| Force Reauthentication and Scan & Lock MAC i Edit Registration Z Refresh End System

|
Rozess Control | Access Type
User Name: usar ! Swtchr 13527 116,35
AuthType: MsCHAP I q Switch Part
St AECERT I
Poiicy i
Profis: - !
i
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, B
Custom Data i Top Applications
None | No Data
I
=L

Physical Device Identity Device Family

33:55:77-00:33:68

Health

Location

Zone: None Risk: No Data
135.27.116.36/ Total Score: No Data
Defauli Last Sean: Mo Data
Acess Control Engine/Source - 10.132.140.203

Activity Registration

seen D1M7/2018 10:27:35 AM

Last L
First seen 011712018 10:25:42 AM k:j

[ NetSight Administrator/root ] Last Updated: 1/17/2018 2:55:25 PM  Uptime: 1 Day 02:17:00 Operations d | D n Mmoo

State: Not Registered

Managing Directory Services

This sections describes how to manage all your service type connections in Ignition Server.

Editing Directory Service Configurations

Use this procedure to modify the parameters used to connect to a service type store, you must edit
the Directory Service configurations for that store.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, and click Directory Services.

The Directory Services window displays the current set of configured directory services.
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Current Site: Sunnyvale Campus

Directory Services

MNarme | Directory Type
Internal User Store Internal Database
Active Directory
Sunmavale-LDAP-1 Generic LDAP
rDRDL MDM Service

| Newns | | Edite | | Delete

2. Select the entry for the directory service you want to edit and click Edit.

Ignition Server populates the Directory Service Details window with the details of the
selected directory service.

3. Modify the details of the selected directory service as required.

4. Click OK to apply your changes.

Renaming a Directory Service

When you rename a Directory Service, Ignition Server uses the updated name for the Directory
Service in:

+ all mappings of the Directory Service’s attributes to the existing virtual attributes
+ all mappings of the Directory Service’s groups to the existing virtual groups

+ all the directory set(s) to which the Directory Service belongs.

© Important:

Renaming a Directory Service breaks the authorization rules that depend on that Directory
Service. For more information on troubleshooting, see Problem: Authorization Policy Stops
Working Unexpectedly on page 570.

Use this procedure to rename a Directory Service.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, and click Directory Services.

2. In the Directory Services panel, select the entry you want to rename.
3. Click Edit.

Ignition Server displays the details for the selected directory service.
4. Enter a different name for the directory service.
5. Click OK.
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= sun-Sun Directory Server Details

FER-DAL-ADZ

TOMBOGIRL '
T S [
Y [

EEETRIES [l EfEanLUTE S SR

In the preceding sample figure, the title of the window indicates that the directory service
FRB-DAL-AD1 is being edited. The name field in the window indicates that the name of the
directory service is being changed to FRB-DAL-AD2. If the user clicks OK in this window, the
renaming change breaks the authorization rules that currently use FRB-DAL-AD1.
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Deleting a Directory Service
© Important:

Deleting a Directory Service breaks the authorization rules that depend on that Directory
Service. For more information on troubleshooting, see Problem: Authorization Policy Stops
Working Unexpectedly on page 570.

When you delete a Directory Service, Ignition Server deletes all mappings of the directory
service’s attributes to the existing virtual attributes. In addition, Ignition Server deletes all
mappings of the Directory Service’s groups to the existing virtual groups.

Ignition Server recommends that, before you delete a Directory Service, you disassociate that
Directory Service from all the directory sets to which it belongs.

Use this procedure to delete a Directory Service.
Procedure

1. Use the Directory Sets Panel to make sure that the directory service to be deleted is not a
member of any directory set. (In Dashboard’s Configuration hierarchy tree, click your site,
expand Site Configuration, expand Directories, and click Directory Sets.)

2. In Dashboard’s Configuration hierarchy tree, under Directories, click Directory Services.
The Directory Services window displays the current set of configured directory services.
3. Select the directory service to be deleted.

4. Right-click on the directory service to be deleted and select Delete. Alternatively, click the
Delete button.

Directory Sets

A directory set is an ordered list of user lookup services (AD, LDAP, and so on) and/or
authentication services (SecurlD, Kerberos, Radius proxy, and so on) to be used when Ignition
Server processes an authentication request. The directory set determines which service is used to
authenticate the user (the authentication service), which service is used to retrieve the user’s
account, and which service is used to retrieve authorization-determining data such as user attributes
and group affiliations (the user lookup service).

Before you can create a directory set, you must have created your authentication and lookup
services in the Directory Services panel. For more information, see Directory Services on page 168.

This section describes how to create and manage your directory sets. Before we look at creating a
directory set, let’s look at how directory sets fit into Ignition’s approach to finding the user account at
login time.
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Since your environment may contain many thousands of user accounts and many authentication
and lookup services, Ignition Server offers two mechanisms that let you establish the search logic
for finding the user account:

+ the identity routing policy lets you establish the search logic for finding the directory set that
matches the user, based on the user’s account domain and based on which switch the user is
connecting from.

+ the directory set lets you establish the search logic for finding the authentication service and
finding the lookup service based on a fallthrough order of services.

The complete search order (comprising the identity routing policy, the directory set, the
authentication service, and the user lookup service). For more information, see Understanding
Identity Routing Policy on page 302.

After you create a directory set, you can test it. For more information, see Checking an
Authentication Request on page 232.

Directory Sets Panel

To view the existing directory sets and the Directory Services (user lookup services) and
authentication services they contain, go to Dashboard’s Configuration hierarchy tree, click your
site, expand Site Configuration, expand Directories, and click Directory Sets. The Directory Sets
window is displayed.

. Current Site: Sunnyvale Campus
Directory Sets
Marne

default set

Sunmyvale-Lser-Looku)

The Directory Sets window contains:

* Directory Sets panel: The Directory Sets panel lists the names of the available directory
sets.

- List of directory sets: The main part of this panel shows a list of directory sets. Click on a
set name to view that set in the Directory Set Details panel.

- New: Click the New button to open the Add Directory Set window.
- Delete: Click the Delete button to delete the selected directory set.

» Directory Set window: Click on a directory set in the Directory Sets panel and click Edit to
show the Directory Set window. This window displays the contents of the selected directory set.

- Name: The name of selected directory set .

- Directory Set Entries: A list of the user lookup services (Directory Services) and
authentication services (each may be either a Directory Service or an authentication service)
in this set, each with its fallthrough settings.

- Add, Remove: The Add, and Remove buttons enable you to add a user lookup/
authentication service pairing to this set or remove a pairing from the set.
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- The OK command button allows you to save the changes.

Default Directory Set

The standard installation of Ignition Server includes a directory set called “default set” that includes
the internal data store as its only lookup/ authentication service.

Adding a Directory Set for Users
Use this procedure to add a directory set for Users.
Procedure
1. Click New option at the beneath of the Directory Sets panel.
The Directory Set Type window is displayed.

Directory Set Type X

Select a Directory Set Type:

() User Set
() Device Set

| ok || cancel |

2. Select the User Set option for Identity routing and click OK.
The Directory Set window is displayed.
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I= Directory Set *
y

Sample User Set

User Lookup Authentication Fallthrough if Fallthrough if Fallthrough if
Service Service Unable to Connect User Mot Found Authentication Failed

i Please add the Directory Set Entries

3. Enter an name for the directory set and click Add.

The Directory Set Entry window is displayed.

= Directory Set Entry >

i Please select a directory service and an authentication server for the directory set entry,

4. In the Directory Set Entry window, specify the directory that provides user account data and
group memberships (User Lookup Service) and the directory authenticates users
(Authentication Service).

Usually these are one and the same directory. You may choose different directories in cases
where you wish to split your authentication from your user lookup, as you might when you
couple RSA SecurlD authentication with authorization based on AD group membership.

For the example in this document, we can use the internal user store so that we can later
demonstrate an authentication of the user account we created earlier. If you have an LDAP
or AD user you can test with, then feel free to use your AD or LDAP store, instead:

* In the User Lookup Service drop-down list, select Internal User Store.
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* In the Authentication Service drop-down list, select Internal User Store.
* Click OK.

5. If you are using an AD or LDAP user store, do the following:
* In the Directory Set window, click Add again.

* In the User Lookup Service drop-down list, select the directory service you created
earlier. In the example, we use the name Sunnyvale-AD-1.

* In the Authentication Service drop-down list, select your directory service again.

+ Click OK.

* In the Directory Set window, click the Fallthrough checkboxes in the top row of the table
to specify how you want Ignition Server to handle directory failover. By selecting these
checkboxes, you can specify that Ignition Server attempts authentication against
ActiveDirectory1 if the user’s lookup in the Internal User Store fails.

Name: ESunnwaIe-User-Lookup |

Directory Set Entries

User Lookup ‘ Authentication Fallthrough if Fallthrough if Fallthrough if

Service | Service Unable to Connect | User Mot Found Authentication Failed
lIntermal User Store Internal User Store [v] ™ ]
(Surmyvale-A0-1 Surnyvale-AD-1 V] V] L]

6. In the Directory Set window, click OK to save the set and dismiss the window.

Adding a Directory Set for Devices
Use this procedure to add a directory set for Devices.

Procedure
1. Click New option at the beneath of the Directory Sets panel.

The Directory Set Type window is displayed.

Directory et Type >
Select a Directory Set Type:
() User Set
() Device Set
| ok || cancel |

2. Select the Device Set option for Identity routing and click OK.
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The Directory Set window is displayed.

E- Directory Set =
ry

Infoblox_Device Sef|

Device Lookup Service Fallthraugh if Fallthrough if
P Unable to Connect Dewvice Mot Found

i Please add the Directory Set Entries

3. Enter an name for the directory set and click Add.

The Directory Set Entry window is displayed and lists all the directory services that are
intended for Device Set only.

I= Directory Set Entry *

- Please select a directory service for the directory
set entry.

| Infakla

4. In the Directory Set Entry window, specify the directory service that provides device account
data that can be grouped.

a. In the Device Lookup Service drop-down list, select the required service.
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b. Click OK. The Directory Set window list all the directory services grouped.

I= Infoblox_Device Set - Directory Set x
Mame: |Inf0b|0x_De\.rice Set
Directory Set Entries
. . Fallthrough if Fallthrough if
Diasier Ll Temies Unable to Connect Device Mot Found

Infoblox_Static

Infoblox_Host ]

Infoblox_Dynarmic O
ey
4

[ase.. |

i Please add the Directory Set Entries

| Cancel|

5. In the Directory Set window, click the Fallthrough checkboxes in the top row of the table to
specify how you want Ignition Server to handle directory service failover. By selecting these
checkboxes, you can specify that Ignition Server lookups for devices from another directory
services if the device lookup in the first directory service fails.

6. Click OK to save the added information.
Next steps

You need to map the created directory set to MAC Authentication Policy. For more information, see
Creating a MAC - Auth Policy on page 414.

Renaming a Directory Set

Extreme Networks advises strongly against renaming your directory sets. If you must rename a
directory set, then take care to edit each identity routing policy as explained below. Use this
procedure to rename your directory set.

Procedure

1. Select the desired directory set from the list in the Directory Sets panel. The Directory Set
Details panel displays the directory set.

2. Click Edit.

3. In the Name field at the top of the Directory Set Details panel, edit the name. (After you
have edited the name, the OK button becomes usable. To abandon your edit, click Cancel.)
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4. Click OK to save the new name.

5. In each identity routing policy that refers to the renamed directory set, you must change the
name of the directory set to the new name. For more information, see Creating an Identity
Routing Policy on page 305.

Deleting a Directory Set
Use this procedure to delete a directory set.
Procedure
1. Select the directory set from the list in the Directory Sets panel.
2. Delete the selected directory set in one of the following ways:

* Right-click on the directory set and click Delete.
* Click Delete at the bottom of the Directory Sets panel.

Ignition Server deletes the selected directory name from the list in the Directory Sets panel.

Adding Directories and Authentication Servers to a Directory Set

A directory set is a list of directories (ADs, LDAPs, and so on) and/or authentication servers
(SecurlD, Kerberos, Radius proxy, and so on) that are used to authenticate and look up users. In
Ignition Server terminology, a directory used for retrieving user accounts is called a user lookup
service, and a directory or authentication service used to verify users’ credentials is called an
authentication service.

You cannot add a non-proxy service to a Directory Set that contains a Proxy Service.
Use this procedure to configure your directory set.
Procedure
1. Select the desired directory set from the list displayed in the Directory Sets panel.
2. Click Edit in the Directory Sets panel.
3. Click Add in the Directory Set panel.
4. In the Directory Set Entry window, do the following.

a. User Lookup Service: In this drop-down list, select the directory service that holds
your user records, including any user attributes and user group affiliations you want to
retrieve. If you want to authenticate users against an authentication server only, you can
elect to use no lookup service. To do this, select the “None” option in this list. Note: If
you are adding a Proxy service, select the None option in this list.

b. Authentication Server: Configure this with the name of the directory service or
authentication service that verifies user credentials. In most cases, this is configured
with the same name as your User Lookup Service, but many sites that authenticate
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using RSA SecurlD or Kerberos configure this field with the name of the RSA or
Kerberos server and configure the User Lookup field with the name of an LDAP
directory that holds user accounts. For more information, see Authentication Service on
page 249.

© Note:

If you are adding a Proxy service, select the RADIUS Proxy service that you
created from the Authentication Server drop-down list. For more information on
creating a RADIUS Proxy service, see Setting up a RADIUS proxy server on
page 259.

c. Click OK.

Ignition Server creates a row in the directory set.

5. Provide Fallthrough Conditions: By default, fallthrough is enabled for the Unable to Connect
case and the User Not Found case, and fallthrough is not enabled for the Authentication
Failed case.

For more information on how Ignition Server handles failure of the fallthrough conditions, see
Setting Fallthrough Rules on page 228. Select the appropriate checkboxes to enforce a
fallthrough for the following:

* Unable to connect to the associated directory server
* User/device is not found
* User authentication fails

Check the details for this new directory set. Click OK.

Ignition Server Dashboard displays the new directory set with its settings.

Mame: |KWAIKEN |

Directory Set Entries

User Lookup Authentication Fallthrough if Fallthrough if Fallthrough if
Service Service Unable bo Cannect User Mot Found Authentication Falled

TOKLIGAWSA TOKLIGAWA [¥] [
Cuicksilver Cuicksilver [#] F

E[=

6. Repeat these steps to add more directory and authentication services for the selected
directory set.

October 2018 Identity Engines Ignition Server Configuration 227



Directory Services

Setting Fallthrough Rules to Handle Lookup and Authentication
Failures

You can configure Ignition Server to check additional directory and/or authentication services when
a user lookup or user authentication fails. This feature is called fallthrough and is configured in the
Directory Sets panel. Fallthrough can be configured to occur if:

» Unable to Connect: Ignition’s attempt to connect to the directory or authentication service
failed.

» User Not Found: User lookup found no user by the requested name.

» Authentication Failed: User found, but authentication failed.

|

Athentication Fallthrough if Fallthrough if Fallthrough if

Service IUnable ko Connect Iser Mok Found Authenticaticn Failed
TOKUGAWS [ ] [
Caicksilver [¥] [+ F]

Setting Fallthrough Rules
Use this procedure to set fallthrough rules.
Procedure

1. In the Directory Set Details panel, find the row for the directory service whose failure
handling you want to configure. The row provides three checkboxes, one to configure the
fallthrough handling for each of the three cases. The fallthrough rule you configure here
applies within the context of this directory set only.

2. In the row, configure the fallthrough checkboxes as follows:

» Select the checkbox if you want Ignition Server to move on to the next directory service
in the event of a failure of the type specified in the column.

+ Clear the checkbox if you want Ignition Server to reject the authentication request in the
event of a failure of the type specified in the column.

3. Click OK to save your settings or Cancel to abandon your changes.

Fallthrough behavior in Ignition Server

The following table shows how Ignition Server handles fallthrough rules.
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Condition If Directory Service Is... | Do this... If there is no next
Directory Service..
Cannot connect Checked Try Connecting to next Reject the service
directory service request
Not checked Reject service request
Connected, but cannot Checked Try connecting to next Reject the service
find user directory service request
Not checked Reject service request
Connected and found Checked Try connecting to next Reject the service
user, but cannot directory service request
authenticate user Not checked Reject service request.

In the previous example, when a user request comes to the directory set, “MountainView-AD-
Store-1,” (because the policies of its access policy say so), the first directory service to be searched
for that user is in the internal store. If the user is not found or if authentication against the user
internal store fails, the checkmarks indicate Ignition Server falls through to ad1.

Troubleshooting User Lookup and Authentication

This sections do not cover problems specific to particular types of directory servers. For more
information on troubleshooting tips related to Active Directory environments, see Problem:
Authentication fails on Active Directory on page 572.

Checking Directory Service Connections

Use this procedure to check a directory service connection.

Procedure

1. Click Monitor to show Dashboard’s Monitor hierarchy tree, and click the IP address of your
Ignition Server.

2. Click the Directory Services Status tab. The Directory Services Status tab lists your
directories and shows connection and cache status for each.

3. Click on a cell in the Group Cache column to see when the cache was most recently
updated.
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Current Site: Sunnyvale Campus
|'. Log Viewer | Statistics I Systern Health

Lig
[ Marne | Directory Type | Connected Ip Cache /.., | Realm Mapper Cache | 350 Kerberos Ready
Internal User Store  Internal Database L4

Active Directory | ~ 1 &~ | | X |
Sunrywvale-LDAP-1  Generic LDAP,\J >

X
Sunrywale-MDM-01  Citrix MDM Se e 4 Devi ] freshed: 2016-02-22 07:40:01
B's-Rermate-Server  |Radius F'roxySe| roup cache or Device sync last refreshed: 140:

| Ping ] | Recheck Sewice] | Refresh Cache |

In this panel, the Connected column indicates to state of the connection to the directory
server. The states are:

+ A blue check mark indicates that the directory service is currently connected via either the
primary or secondary server.

* Ared “X” indicates that the primary (and if configured secondary) directory services are
unreachable.

» A question mark indicates that Ignition Server is checking the connection.
The commands of the Directory Services Status tab are:
» Ping checks that the selected directory service’s machine is reachable on the network.

* The Recheck Service button lets you check that Ignition Server can connect to the
selected directory server. Ignition Server the connection to the primary server and, if
configured, the secondary server. For each server, the connection test consists of:

- An anonymous bind to the directory

- Retrieval of the directory’s root DSE

- A bind using the service account credentials
- A search for the user root

- Parsing of the directory schema

- Retrieval of the user groupings and OU’s

A results window displays the test outcome, displaying one success/ failure line for the
primary server and one line for the secondary server, if configured.

* Refresh Cache: The Ignition Server maintains an internal cache of the group hierarchies
and attribute schemas of the directory services. The cache is automatically refreshed daily

from the time you add the directory service. Use the Refresh Cache button to manually
refresh the cache of the selected directory service.
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© Note:

Deleted devices are not automatically synchronized in case of Ignition Server, press
the Refresh Cache button to update the Ignition Server.

Checking the Group Cache

Ignition Server maintains a local cache of the user group information (including user roles) available
from each directory service. The Ignition Server refreshes each cache once a day, but you can force
an update using the Refresh Cache button. Use this procedure to check and, if necessary, update a
cache.

Procedure

1. Click Monitor to show Dashboard’s Monitor hierarchy tree, and click the IP address of your
Ignition Server. Click the Directory Services Status tab.

2. In the tree, find the name of your service. The Group Cache column displays the status of
the cache of user group and user role information. A blue check mark indicates the cache is
current. Click a cell in this column to see the time of the most recent cache update.

3. If the cache is out of date, click the Refresh Cache button.

Current Site: Sunnyvale Campus

[ Log Viewer | Statistics r Systemn Health ‘
Liy

MNarme | Directory Type | Connected | Group Cache / Device Sync |Rea|m Mapper Cache| SSO Kerberos Ready
Internal User Store  Internal Database

Sunnyvale-AD-1___|Active Directory __—“

Sunryvale-LDAP-1  Generic LDAP{ = <

Sunnywvale-MDM-01  Citrix MDM Se

B's-Remote-Server _|Radius Proxy Se Group cache or Device sync last refreshed: 2015-02-23 07:16:18

Ping || Recheck Service | | Refresh Cache

Testing a Directory Service Connection
Use this procedure to test a directory service connection using Test Configuration button.

Procedure

1. In Dashboard's Configuration hierarchy tree, click your site, expand Site Configuration,
expand Directories, expand Directory Services, and click on the name of your service.
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2. Click the Test Configuration button. Ignition Server tests the connection to the primary
directory server and, if configured, the secondary directory server.

© Important:

If Ignition Server returns an error message when you test the connection. For more
information, see Problem: Errors Occur During Directory Service Set - Up on page 575.

Advanced Troubleshooting for Directory Services and Sets

The Advanced Troubleshooting window allows you to test user and device lookups and
authentications. The tests that you can perform are.

» Checking an Authentication Request on page 232

» Testing a User Lookup on page 233

» Testing a Device Lookup on page 234

» Testing a User Authentication on page 235

© Important:
If Ignition Server is running in HA mode, then all test queries originate from the primary node of
Ignition.
Checking an Authentication Request

Use this procedure to check whether Ignition Server can successfully look up and authenticate a
user against a particular directory set.

Procedure
1. In Dashboard, click Troubleshoot.
2. Click the IP address of your Ignition Server.
3. Click the Directory Service Debugger tab.

4. In the debugger, click the Process Request tab.
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Current Site: Sunnyvale Campus

" User Lookup | Device Lookup ’ Auth User | Process Kerberos
Directory Set: ‘default set 'I
Inner Tunnel Protocol: ‘EAP-MSCHAPVZ "
Username: N
Password: ‘
[ | TestJoin

5. Enter your test authentication request.

» Specify the Directory Set that contains the service you want to test-authenticate against.
If in doubt, check your directory set definition to make sure the desired service is queried.

+ Specify the authentication protocol in the Inner Tunnel Protocol field.
» Type the user’s credentials in the Username and Password fields.
+ Select the Test Join checkbox if you want to perform an LDAP join to the service.
6. Click the Send Request button to test the authentication and lookup.
The Results field displays the lookup and authentication results, and the Virtual Attributes
displays the attributes retrieved from the user’s account record.

Testing a User Lookup

To find out whether a user account exists in a particular user store and to see what virtual attributes
are returned from the user lookup, use the User Lookup tab of the Advanced Troubleshooting
window.

Procedure
1. In Dashboard, click Troubleshoot.
2. Click the IP address of your Ignition Server.
3. Click the Directory Service Debugger tab.
4. In the debugger, click the User Lookup tab.
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5.
6.

Current Site: Sunnyvale Campus

Device Lookup rAuth User r Process Kerberos

Directory Service: Ilntemal User Store "

Username: l

Type the user’s login name in the Username field.
Click the Send Request button to test the authentication and lookup.

The Results field displays the lookup results, and the Virtual Attributes displays the
attributes retrieved from the user’s account record.

Testing a Device Lookup

To find out whether a device is known to Ignition, use the Device Lookup tab of the Advanced
Troubleshooting window.

Procedure

1.

o & DN

In Dashboard, click Troubleshoot.

Click the IP address of your Ignition Server.
Click the Directory Service Debugger tab.

In the debugger, click the Device Lookup tab.

Type the MAC address of the device. Enter the address as a string of six octets. You may
write the twelve characters without separators, or you may separate the octets with period,
colon, or hyphen characters. Do not mix separator characters.

Current Site: Sunnyvale Campus

Auth User r Process Kerberos

MAC Address: [

Yalid MAC Address formats are:
AA:BB:CC:DD:EE:FF
AABB:CCDD:EEFF
AABBCC:DDEEFF
AABBCCDDEEFF
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6. Click the Send Request button to test the authentication and lookup.

The Results field displays the lookup results, and the Virtual Attributes displays the
attributes retrieved from the device record. For information on creating and editing device
records, see Internal Devices on page 147.

Testing a User Authentication
Use this procedure to test a user authentication.
Procedure
1. In Dashboard, click Troubleshoot.
2. Click the IP address of your Ignition Server.
3. Click the Directory Service Debugger tab.
4. In the debugger, click the Auth User tab.

Current Site: Sunnyvale Campus

Request
| Process Request rUserLookup |/ Device Lookup A Process Kerberos
Directony Service: Ilnternal User Store 'I
Inner Tunnel Protocol: |EAP-MSCHAPy2 ~|
Username: |
Password: l
Test Join 1T}

5. Choose the directory service and authentication protocol.

6. Type the user’s credentials and click Send Request. Results are displayed in the lower part
of the window.
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Mobile Device Management (MDM) provides more control for and secure access to bring your own
device (BYOD) deployments in a corporate network. With the MDM feature, mobile devices, whether
they are corporate-owned or personal, are enrolled in an MDM server. The device attributes such as
the OS version are stored in the MDM server and indexed by the MAC address of the device.

The Ignition Server interfaces to the different MDM services to collect the device attributes and save
them in the Internal Store. Device attribute lookup happens locally on the Ignition Server. During
user authentication, the device attributes are evaluated and fed to the policy engine in the final AAA
authorization decision making.

Connecting to an MDM Service

Configure the Extreme Networks Identity Engines Ignition Server to retrieve device attributes from a
Mobile Device Management (MDM) server and use them for authorization.

The set of connection settings for the MDM server is called a directory service in Ignition Server.
This section describes how to create a directory service for the MDM server.

Creating a Citrix MDM Directory Service

Use this procedure to connect Ignition Server to an MDM server. You need to save the MDM server
as a directory service in Ignition Server. The directory service specifies the connection settings that
Ignition Server uses to connect to the MDM server.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click Site Configuration > Directories >
Directory Services.

2. Click New.
3. In the Choose Service Type window, select Citrix MDM Service and click Next.

The Configure Connection to MDM window is displayed.
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Configure Connecition to MDM Server
i Please provide the following information needed to connect to the MDM Server.

4. Enter the Name of the MDM service.
5. In the Server Configuration section, do the following:
a. Enter the Server URL of the Citrix MDM server with instance name.

b. Enter the Username of a service account on the Citrix MDM server that has
Administrator privilege.

c. Enter the Password for the service account.

6. If proxy server authentication is required to access the Citrix MDM server, in the Proxy
Server Configuration section, do the following:

a. Select the Use Proxy Server checkbox.
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b. Enter the URL of proxy server.
c. Enter the Username for the proxy authentication.
d. Enter the Password for the Username.
7. Click Test Configuration to make sure that the server information entries are correct.

If a configuration setting is incorrect, Ignition Server displays a connection error message. If
you receive an error message, check your settings and test again.

8. In the MDM Sync Configuration section, do the following:

a. If you want to sync with the MDM server immediately, select the Sync on Create
checkbox.

The synchronization happens between the Ignition Server and the MDM Server
immediately for the first time after the Directory Service is created. Next Sync happens
every 6 hours by default.

b. In the Resync Duration field, enter the sync interval, in hours, between the Ignition
Server and the MDM server.

This duration does not need to be more frequent than the scheduling time set on the
MDM server to synchronize device status.

9. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays the summary page.
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Created MDM Server Connection Summary
i Created MDM Server Connection Summary

10. Click Finish to create the directory service.
The created directory services are displayed in Directory Services window.

11. In the Directory Services window, you can Edit, Rename, and Delete the created service
type. For more information, see Managing Directory Services on page 216.

Next steps

You can now add the created directory service for a default directory set or customized directory set.
For more information, see Adding a Directory Set for Users on page 221.
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Creating an Airwatch MDM Directory Service

Use this procedure to connect Ignition Server to an Airwatch MDM Server. You need to save the
MDM server as a directory service in Ignition Server. The directory service specifies the connection
settings that Ignition Server uses to connect to the Airwatch MDM Server.

Procedure

1. In Dashboard’s Configuration hierarchy tree, click Site Configuration > Directories >
Directory Services.

2. Click New.
3. In the Choose Service Type window, select Airwatch MDM Service and click Next.

The Configure Connection to MDM window is displayed.
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I= Create Service Wizard >

Configure Connection to  Airwatch MDM Server
Please provide the following information needed to connect to the Airwatch MDM Server,

Airwatch MDM

https://apidev.awmdm.com
DEV-MDM-Airwatch

1DKHA4ASBOGIKHEQADDK

Airwatch MDM

4. Enter the Name of the MDM service.
5. In the Server Configuration section, do the following:
a. Enter the Server URL of the Airwatch MDM server with instance name.
b. Enter Organizational Group ID in which a device is enrolled.
c. Enter the RESTful service APl Key.
d

. Enter the Username of a service account on the Airwatch MDM server that has
Administrator privilege.

e. Enter the Password for the service account.
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6. If proxy server authentication is required to access the Airwatch MDM server, in the Proxy
Server Configuration section, do the following:

a. Select the Use Proxy Server checkbox.
b. Enter the URL of proxy server.
c. Enter the Username for the proxy authentication.
d. Enter the Password for the Username.
7. Click Test Configuration to make sure that the server information entries are correct.

If a configuration setting is incorrect, Ignition Server displays a connection error message. If
you receive an error message, check your settings and test again.

8. In the MDM Sync Configuration section, do the following:

a. If you want to sync with the MDM server immediately, select the Sync on Create
checkbox.

The synchronization happens between the Ignition Server and the MDM Server
immediately for the first time after the Directory Service is created, if the Sync on
Create is selected. Next Sync happens every 6 hours by default.

b. Enter the Resync Duration interval in hours.

This duration does not need to be more frequent than the scheduling time set on the
MDM server to synchronize device status.

9. Click Next.

The wizard applies your settings to create the directory service in Ignition Server and
displays the summary page.
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I= Create Service Wizard >

Created Airwatch MDM Server Conneclion Summary
Created Ainwatch MDM Server Connection Summary

10. Click Finish to create the directory service.
The created directory services are displayed in Directory Services window.

11. In the Directory Services window, you can Edit, Rename, and Delete the created service
type. For more information, see Managing Directory Services on page 216.

Next steps

You can now add the created directory service for a default directory set or customized directory set.
For more information, see Adding a Directory Set for Users on page 221.
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Checking an MDM Directory Service

To check the MDM directory service, see the following procedures:

» Checking Directory Service Connections on page 229

* Checking the Group Cache on page 231

» Testing a Directory Service Connection on page 231

MDM Enrolled Devices

MDM enrolled devices are device attributes retrieved from Mobile Device Management (MDM)
servers and stored locally on the Ignition Server.

MDM Enrolled Devices Panel

The MDM Enrolled Devices panel lists the devices and attributes learned from the MDM services in
the Ignition Server Internal data store. In Dashboard’s Configuration hierarchy tree, click your site,
expand Site Configuration, expand Directories, expand Internal Store, and click MDM Enrolled
Devices to open this panel to:

 see all MDM enrolled device records
* retrieve a subset of all MDM enrolled devices
* sort and page through MDM enrolled devices

» export MDM enrolled device records
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Current Site: Site 0
MDM Enrolled Devices

(5 Get All
") Specify Critesia: MAC Address Starts With
Spply Filter |
Viewing recordsi 1-4af 4 0
| MACAddress | MOM Service | Model | OSType | OSVemsion |  Registered | MDMCompliant | Disk EncryptionOn|  PinLockOn | JailBroken
{18:46:T e Thab  Auays Airwatch  samsung GT-PIS10 android 404 o ¥ ® x ° |
|10:35:d05:0d0e  Avaya Airwatch  sameung SAMEL..  android 442 o o o P ° |
|e0:b3:by:a3 0652 Avays Airwatch  iPad 2 (16 GB) o 002 </ o ® ® o |
|90b2IE0E ey Svaya_Airwatch iPad 4th Gen (16 G... 103 0.4.0 W W ol oW ] |
| Refresh | Esport...|

From this panel you can.
» View the list of all MDM enrolled devices in the internal store.

* Filter the list of MDM enrolled devices to reduce the set of devices to show only those that fit
your search criteria.

For more information, see Filtering the MDM Enrolled Devices List on page 245.

« Scroll through a long list by page.

To do this, click the Next and Back buttons. These are the small, white buttons (each
displaying a triangular arrow icon) near the upper-right corner of the user list. Click the right-
facing arrow to move forward through the list, and the left-facing arrow to move back.

Filtering the MDM Enrolled Devices List

Use this procedure to filter the MDM enrolled device list.

Procedure
1. In the MDM Enrolled Devices window, click Specify Criteria.

2. Two drop-down lists are shown to the right of Specify Criteria. In the first list, choose the
name of the field you want to filter on. For example, you might choose MAC address, OS
Type, OS Version, or JailBroken.

3. In the next drop-down list, select the comparison to be performed. Select Starts With or
Equals.

4. In the text field, enter or select the comparison value.
5. Click Apply Filter.
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The Dashboard filters the list. To view all devices again, click Get All.

Viewing an MDM Enrolled Device

Use this procedure to view the complete details of an MDM enrolled device.

Procedure
1. In the MDM Enrolled Devices window, click on the desired device entry in the displayed list.
2. Click View or double-click on the device entry.

Ignition Dashboard displays the details for the selected device.

= View 00:0c:29:4a:d%: e ®

3. Click OK to close the details for the selected device.
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Exporting MDM Enrolled Device Records
Use this procedure to export MDM enrolled device records.

Procedure

1. In Dashboard’s Configuration hierarchy tree, Directories > Internal Store, and click MDM
Enrolled Devices.

2. In the MDM Enrolled Devices panel, click Export.
3. In the MDM Enrolled Device Record Export window, do one of the following.
* To export all device records, select Get All.

+ To export some device records, select Specify Criteria and set your filter criteria in the
fields to the right.

In the first drop-down list, select the name of attribute you want to filter on. In the second
drop-down list, select Starts With to export those records in which the filter attribute’s
value matches the first few characters of your search string, or select Equals to export
only those whose attribute is identical to the whole search string. Type the search string in
the field at the right.

4. Click Browse and navigate to find the directory in which you want to save your csv file.

5. Double-click the directory name to select it and click Save.

The default naming convention is IGS_<Release>_MDM_Devices_<IP
Address>_<YYYYMMDD><HHMMSS>.csv.

6. In the MDM Enrolled Device Record Export window, click OK to export the records.

MDM Access Policies

You set up MDM access policies to determine which MDM enrolled devices are granted access. The
policies are made up of a series of rules that are based on the device attributes.

For more information on using device attributes, see Using a Device Attribute in a Rule on
page 339.
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Current Site: Sunnyvale Campus

Access Policy:  default-radius-user lAccess_ Policy Summa_;y...J

r Authentication Policy rldentity Routing

RADIUS Authorization Policy

Rule Names Rule Summary
Name I Enabled I Action | I ( Device.device-registered = frue AND
| -1 v Al oy

Device device-disk-encryption = true AND
Device.device-jailbroken = false ) THEN Allow

The following example shows an access policy that only checks if a particular device is learned from
the MDM. Device.source is the name of the MDM service.

Current Site: Site 0

Access Policy:  MDM Policy | Access Policy Summary. .. I

[ Authentication Policy | Identity Routing | (TAUERGHization Palicy
RADIUS Authorization Policy
Rule Names Rule Summary

(A
MDM-Check-Enrollment
MDM-Check-Jail-Broken
MDM-Check-Compliance o Allow

IF Device source = Citrixt Xen Mobile MDM Server  THEN Allow

.\/ |l:\|[1-:| W

The following example shows an access policy that only checks if a particular device is in
compliance with the policy on the MDM server.

Current Site: Site 0

Access Policy: MDM Policy ’ Access Policy Summary. . ._I

[ Authentication Policy | Identity Routing

RADIUS Authorization Policy
Rule Names Rule Summary

Name [na... | Action |
MDM-Check-Enrollment o Allow
MDM-Check-Jail-Broken 7

IF Device.device-compliance = true THEN Allow
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This chapter describes how to set up authentication services such as RSA SecurlD, Kerberos, and
RADIUS proxy. By adding an authentication service to your access policy, you can combine
specialized types of authentication with Ignition’s directory-based authorization. You can look up and
authenticate the user against your authentication service only, or you can split the lookup from the
authentication, in which case Extreme Networks Identity Engines Ignition Server validates the user’s
identity against your authentication server and then looks up the user’s account in your LDAP or AD
store to gather authorization-determining data.

Setting

Up a Kerberos Authentication Service

The Create Service Wizard guides you through the steps needed to connect Ignition Server to a
Kerberos authentication service.

Procedure

1. In

Dashboard’s Configuration hierarchy tree, click your site, expand Site Configuration,

expand Directories, and click Directory Services. Click New.

2. Select the radio button for Kerberos and click Next.

3. In

October 2018

the Configure Kerberos Service window:

Assign the authentication service a name in the Name field. This is the name you use in
your Ignition Server policy to specify that this Kerberos server should be used.

Type the Kerberos Realm in all uppercase.

If you want to authenticate all users as if they were members of the Kerberos realm, tick
the Replace Realm checkbox. With this checkbox selected, Ignition Server replaces the
user's domain name with the domain name of the Kerberos server. This is useful if your
users are submitting user names with various realms and you have made accounts for all
of them in your Kerberos server. For example, if your Kerberos server EXAMPLE.COM
contains all your user accounts, then, with this feature turned on, a user with the
username ksmith@EXAMPLE.CO.UK is authenticated as ksmith@EXAMPLE.COM.

If you want to send a regular “keepalive” ping, check the Enable Keepalive checkbox and
specify a Keepalive User Name and Password. These are the user name and password
of a test account in your authentication server. With Keepalive turned on, Ignition Server
periodically sends an authentication request and, if successful, marks the service as
Connected in the Directory Services Status tab. With this feature turned off, Ignition
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Server tests the connection only at the time you create it. You can test the connection at
any time using the Test Keepalive button in this window, or using the Directory Service
Debugger tab of Dashboard’s Troubleshoot view.

* For the primary Kerberos server, and optionally for the secondary Kerberos server, specify
the IP Address and Port.

+ Click the Test Keepalive button. Testing the connection might take a few minutes. If a
configuration setting is incorrect, Ignition Server warns you. If you receive an error
message, correct your settings and test again. If the error message persists. For more
information, see Problem: Errors Occur During Directory Service Set - Up on page 575.

» Click Next.

4. The next window summarizes the connection settings of the service. Click Finish.

Your new service is displayed in the Directory Services list. A blue check mark in the
Connected column indicates a successful connection.

Overview of Token Authentication in Ignition Server

Ignition Server supports authentication using the RSA Authentication Manager (also known as the
“RSA SecurlD Server”) and other token servers. Depending on your Ignition Server directory set
settings, you can authenticate the user against the token server only, or you can split the
authentication from the user lookup, in which case Ignition Server authenticates against the token
server and retrieves the user’s account data (criteria for the authorization decision) from an LDAP or
AD directory.

How a User Logs in with Token Authentication
Use this procedure to find out how Ignition Server handles a token authentication login.
Procedure

1. The user attempts to connect to a network resource protected by an Ignition Server access
policy. The access policy is set to require token-based authentication

2. The supplicant prompts the user for credentials; user types login name and token code.
3. Ignition Server checks the user’s account credentials.

* If the user account exists, Ignition Server forwards the username and tokencode to the
token server to verify the credentials. For most RSA SecurlD implementations, messages
travel between Ignition Server and the token server via “RSA SDI authentication mode.”
For other types of token servers, messages travel via RADIUS-PAP. If the token server is
an RSA Authentication Manager, there may be a second challenge-response transaction
to obtain the new-PIN or nexttokencode. If the authentication succeeds, Ignition Server
checks whether your access policy also requires authorization (evaluation of user
attributes from the user’s account in LDAP or AD), and, if so, it performs the required
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checks. If the authentication and (if present) authorization rules evaluate to “ALLOW,”
Ignition Server returns a RADIUS Access-Accept, and the user is granted access. (Note
that authorization is based on user data loaded from the LDAP or AD service specified as
the user lookup service in the directory set.)

* If the user account does not exist, if the authentication attempt fails, or if the Ignition
Server authorization attempt fails, then Ignition Server returns a RADIUS Access-Reject,
and the user is denied access.

Components Required for Token Authentication

Deploying token authentication in Ignition Server typically requires the following components.

* Ignition Server.
» A token server such as an RSA Authentication Manager.
» User tokens or another two-factor authentication credential.

* Client PCs, each with an installed supplicant or VPN client that supports the desired
authentication method. In most cases, the supplicant or client should support EAP-GTC
authentication. We recommend you using a supplicant that supports PEAP/EAP-GTC so that
the EAP-GTC transaction is enclosed in a secure PEAP tunnel.

Configuring Token Authentication in Ignition Server

This section describes how to configure Ignition Server to require token authentication.

Prepare your Token Server

Install and configure your token server software and its required supporting software. Note the
following tips.

1. Configure DNS settings on your token server so that it can resolve the address of the Ignition
Server RADIUS service.

2. Configure your token server to recognize Ignition: In the RSA Authentication Manager
configuration, add an Agent Host record to represent the Ignition Server. For other types of
token servers, add the Ignition Server as a RADIUS client of the token server. In all cases,
use the Ignition Server RADIUS port as the Ignition Server address. If you are running an
Ignition Server HA pair, you must bind the Ignition Server RADIUS service to an Ignition
Server VIP address, and use the VIP address as the Agent Host/RADIUS client address.

3. Optional: You can configure Ignition Server to authenticate the user against your token
server, but look up the user from a separate directory such as AD or LDAP. In this case,
make sure each user has matching records in both the token server’s user store and in the
Ignition-accessible directory service. For each user, the two user names must be identical.

October 2018 Identity Engines Ignition Server Configuration 251



Authentication Service

For example, if you are using RSA SecurlD and an LDAP directory service, give user Mick
Jones two accounts: “mjones” in the RSA Authentication Manager user list and “mjones” in
the LDAP directory.

Warning for Sites Running Ignition Server in HA Mode If you are running an HA pair of Ignition
Servers, you must bind the Ignition Server RADIUS service to an Ignition Server VIP address (in
other words, don’t bind it to a physical port on the Ignition Server). At any given time, only one node
in the pair — the primary node — can service RSA SecurlD authentication requests. The VIP
ensures that incoming authentication requests go to the primary node.

Connect Ignition Server to RSA Authentication Manager

Before you can direct user authentication to your RSA Authentication Manager, you must define the
RSA Authentication Manager in Ignition Server as an authentication server, as explained in the
steps that follow.

Ignition Server supports the use of SecurlD authentication with the EAP-GTC, and PEAP/EAP-GTC
authentication protocols. For some types of token servers, you may elect to use the PAP
authentication protocol, instead. Be aware that, if you use PAP, the new-PIN and next-tokencode
modes are not supported.

Messages indicating the RSA Authentication Manager’s requests for new-PIN and next-tokencode
are displayed inlgnition Servers Security log channel.

Before you begin

Make sure you have the login name, SecurlD token, and SecurlD PIN of one user in your RSA
Server. To complete the connection, you must complete a successful authentication with this test
user account.

Procedure

1. In Dashboard, make DNS settings so that Ignition Server can resolve the addresses of your
token server and your authenticators: In Dashboard’s Configuration hierarchy tree, click the
name or IP address of your node. In the Nodes panel, click the System tab, click the DNS
tab, and click Edit. For more information, see Editing Ignition Servers DNS Settings on
page 68.

2. In Dashboard’s Configuration hierarchy tree, expand Directories and expand Directory
Services. In the Directory Services panel, click New.

3. In the Create Service Wizard window, click the RSA Service checkbox, and click Next.
4. The Configure RSA Service window is displayed:

* Give your authentication server a Name. This is the name you specify in your Ignition
Server access policy to specify that this RSA server handles authentication.

* In the Ignition Server field, specify the host name or IP address of the Ignition Server
interface through which the RSA Server can be reached. If Ignition Server is running in HA
mode, this must be the host name corresponding to the VIP IP address. When running in
HA mode you cannot use the name of a physical port on the Ignition Server.
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» Specify the Configuration Directory. This is the location (a directory on your network)
from which you want Ignition Server to upload the RSA SecurlD configuration files. The
sdconf.rec file must be available in this directory, and the directory must contain only RSA
configuration files. Everything in this directory is loaded. The contents of this directory
must result in a zip file of less than 100 KB.

* Click Next.

5. The next window summarizes the connection settings of the service. Click Finish. Your new
service is displayed in the Directory Services list.

6. To complete the connection, you must perform a successful test authentication against the
RSA Server. This causes the RSA Server to transfer the node secret to the Agent Host
(Ignition Server). After this transfer, the RSA Server requires the Agent Host to have
knowledge of the correct node secret. Do this as follows.

* In Dashboard, click Troubleshoot.

* Click the IP address of your node and click the Directory Service Debugger tab, and click
the Auth User tab.

* In the Directory Service drop-down list, choose the name of the SecurlD service you just
created.

* In the Inner Tunnel drop-down list, choose EAP-GTC (or choose PAP if Ignition Server
communicates with your token server via PAP).

» Type the Username of your test user. This account must exist in the RSA Server.

* In the Password field, type the test user’s PIN (if any) plus the current tokencode
displayed on the test user’s SecurlD token.

* Click Send Request. If the attempt succeeds, the RSA Server sends its node secret to
Ignition, and your SecurID setup is complete. If the attempt fails, delete and re-create the
RSA service as explained in Managing a SecurlD Authentication Service on page 269.

© Important:

At any given time, Ignition Server can maintain a connection to only one RSA SecurlD
realm (consisting of an RSA Authentication Manager and its replicas).

Connect Ignition Server to Another Type of Token Server

This section describes how to connect to a token server so that Ignition Server and the token server
communicate using PAP RADIUS messages. For RSA SecurlD, this method of connection is not
recommended because it does not support new-PIN and next-tokencode modes; instead, We
recommend you to follow the instructions in Connect Ignition Server to RSA Authentication
Manager on page 252.

Use this procedure to set up a PAP RADIUS connection with a token server, define your token
server in Ignition Server as an authentication server.
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Procedure

1. Make sure your token server is set up and running with its authentication service exposed as
a RADIUS server.

2. In Dashboard, make DNS settings so that Ignition Server can resolve the addresses of your
token server and your authenticators: In Dashboard’s Configuration hierarchy tree, click the
name or IP address of your node. In the Nodes panel, click the System tab, click the DNS
tab, and click Edit. For more information, see Editing Ignition Servers DNS Settings on
page 68.

3. In Dashboard’s Configuration hierarchy tree, expand Directories and expand Directory
Services. In the Directory Services panel, click New.

4. In the Create Service Wizard window, click the Token Service checkbox, and click Next.
5. The Configure Token Service window is displayed.

 Give your token server a Name in Ignition. This is the name you specify in your Ignition
Server policy to specify that this server is used for authentication.

» Enter the token server’'s Shared Secret.

* In the Timeout and Maximum Retries fields, specify how long Ignition Server should wait
to retry after sending a request that fails to generate a response, and how many times to
try again, if no response arrives.

* If you want to send a regular “keepalive” ping, check the Enable Keepalive checkbox and
specify a Keepalive User Name and Password. These are the user name and password
of a test account in your token server. With Keepalive turned on, Ignition Server
periodically sends a RADIUS PAP authentication request and, if successful, marks the
service as Connected in the Directory Services Status tab of Dashboard’s Monitor view.
With this feature turned off, Ignition Server tests the connection only at the time you create
it. You can test the connection at any time using the Test Keepalive button in this window,
or using the Directory Service Debugger in the Troubleshoot view of Dashboard.

* For the primary authentication server, and optionally for the secondary authentication
server, specify the IP Address and RADIUS Port of the token server.

* Click the Test Keepalive button. Testing the connection might take a few minutes. If a
configuration setting is incorrect, Ignition Server warns you. If you receive an error
message, correct your settings and test again. If the error message persists. For more
information, see Problem: Errors Occur During Directory Service Set - Up on page 575.

» Click Next.

6. The next window summarizes the connection settings of the service. Click Finish.

Your new service is displayed in the Directory Services list. A blue check mark in the
Connected column indicates a successful connection.
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Add the Authentication Server to your Directory Set

Authentication servers are included in Ignition Server policy by means of a directory set. Define your
directory set for token-based authentication as shown here.

Procedure
1. In Dashboard's Configuration hierarchy tree, expand Directories and expand Directory Sets

2. In the Directory Sets panel, on the left, click the name of your directory set. (If you do not
have a directory set, create one now.) With the directory set name selected, click the Add
button on the right.

3. In the Directory Set Entry window, in the User Lookup Service drop-down list, select the
store that holds your user records:

 To authenticate users against the SecurlD or token server only, choose None.

* To look up the user in AD, LDAP, or other directory, choose its directory service name. If
you haven’t connected Ignition Server to the desired service. For more information, see
Directory Services on page 168.

4. In the Authentication Service drop-down list, select the name of your RSA SecurlD
authentication service or token authentication service.

If your Directory Set Entry includes both a lookup service and an authentication service,
then, in order to authenticate successfully, a user must have accounts in both the
authentication service and the directory service, and the user’s two accounts must bear
identical user names.

5. Click OK.

The Directory Set Entries table in the Directory Sets panel shows that the authentication
server has been paired with the selected directory service in the directory set. To find the

authentication server name, locate the row for your directory service and check the name
displayed in the Authentication Service column.

Note that the authentication server can be used in any number of directory sets in Ignition.

6. Click OK to save the directory set.

Set Up an Access Policy that Uses Token Authentication

In order to require users to log in with two-factor authentication, your Ignition Server policy must
require EAP-GTC credential validation (or PAP if your are connecting to the token service through
PAP), and it must use the Ignition Server directory service that includes your token server. Use this
procedure to configure access policy.
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Procedure

1.

If you do not have an access policy you wish to use, create one now. In Dashboard’s
Configuration hierarchy tree, click Site Configuration. In the Current Site panel, click New.
In the New Access Policy window, type a Name for your policy and select the RADIUS
checkbox. Click OK.

. Open your access policy. In Dashboard’s Configuration hierarchy tree, expand the Site

Configuration, expand Access Policies, expand RADIUS, and click the name of your
policy. Click the Authentication Policy tab and click Edit.

In the Edit Authentication Policy window, go to the Authentication Protocols section and
choose your outer tunnel type and (“inner”) credential validation type. To use token
authentication, We recommend you to use PEAP/EAP-GTC or NONE/EAP-GTC. If you have
configured Ignition Server to communicate with your token server through PAP, then choose
NONE/PAP.

In the Certificate section, select the certificate that you want to secure the outer tunnel, and
in the Ciphers section, select the cipher types you want to allow. Click OK.

5. Go to the Identity Routing tab and click Edit.

6. In the Identity Routing Policy window, below the Authenticator Hierarchy / Realm / Directory

Set mapping table, click New.
In the Realm-Directory Set Map window:

 For Directory Set, choose the set that contains your token server. (This is the directory
set you saved in Step 6 of the preceding procedure.)

» Set the Matching Realm rule as appropriate for your policy. For a simple installation, click
Match All Realms.

» Set the Match Authenticator Container as appropriate for your policy. For a simple
installation, click Disable Authenticator Container Matching.
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+ Click OK to save the Realm-Directory Set Map.
8. Click OK to close the Identity Routing Policy window.

Prepare Your Authenticators

Your authenticators are your switches or VPN concentrators that send authentication requests to
Ignition. In each such switch or VPN concentrator, configure Ignition Server to act as the RADIUS
Server. Do the following.

Procedure

1. RADIUS server: In your switch or VPN configuration screen, find the setting for “RADIUS
server” or “authentication server” and set it to the IP address where the RADIUS service is
running on your Ignition Server.

Reminder: If you are running an HA pair of Ignition Servers, be sure to bind the Ignition
Server RADIUS service to a VIP address rather than a