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Introduction to Extreme Networks
Security Risk Manager

This information is intended for use with Extreme Networks Security Risk Manager. Risk Manager is an
appliance that is used to monitor device configurations, simulate network changes, and prioritize the
risks and vulnerabilities in your network.

This guide contains instructions for configuring and using Extreme Networks Security Risk Manager on
a Extreme SIEM console.

Intended audience

System administrators responsible for configuring and using Risk Manager must have administrative
access to Extreme SIEM and to your network devices and firewalls. The system administrator must
have knowledge of your corporate network and networking technologies.

Statement of good security practices

IT system security involves protecting systems and information through prevention, detection and
response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse
of your systems, including for use in attacks on others. No IT system or product should be considered
completely secure and no single product, service or security measure can be completely effective in
preventing improper use or access. Extreme Networks® systems, products and services are designed to
be part of a lawful comprehensive security approach, which will necessarily involve additional
operational procedures, and may require other systems, products or services to be most effective.
EXTREME NETWORKS DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE
IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL
CONDUCT OF ANY PARTY.

Note

Use of this Program may implicate various laws or regulations, including those related to

privacy, data protection, employment, and electronic communications and storage. Extreme
Lo Networks Security Analytics may be used only for lawful purposes and in a lawful manner.

JJ Customer agrees to use this Program pursuant to, and assumes all responsibility for

complying with, applicable laws, regulations and policies. Licensee represents that it will

obtain or has obtained any consents, permissions, or licenses required to enable its lawful use

of Extreme Networks Security Analytics.

Conventions

This section discusses the conventions used in this guide.

Text Conventions

The following tables list text conventions that are used throughout this guide.
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Table 1: Notice Icons

,\

Icon Notice Type  Alerts you to...

' Tip Helpful tips for using the product.

F ‘ Note Important features or instructions.

4

& Caution Risk of personal injury, system damage, or loss of data.
Warning Risk of severe personal injury.

f New This command or section is new for this release.

Table 2: Text Conventions

Convention

Description

Screen displays

This typeface indicates command syntax, or represents information as it appears on
the screen.

The words enter and
type

When you see the word “enter” in this guide, you must type something, and then press
the Return or Enter key. Do not press the Return or Enter key when an instruction
simply says “type.”

[Key] names

Key names are written with brackets, such as [Return] or [Esc]. If you must press two
or more keys simultaneously, the key names are linked with a plus sign (+). Example:
Press [Ctri]+[Alt]+[Del]

Words in italicized type

Italics emphasize a point or denote new terms at the place where they are defined in
the text. Italics are also used when referring to publication titles.

Platform-Dependent Conventions

Unless otherwise noted, all information applies to all platforms supported by ExtremeXOS software,

which are the following:

¢ BlackDiamond® X series switch

* BlackDiamond 8800 series switches

e Cell Site Routers (E4G-200 and E4G-400)
e Summit” family switches

e SummitStack™

When a feature or feature implementation applies to specific platforms, the specific platform is noted in
the heading for the section describing that implementation in the ExtremeXOS command
documentation. In many cases, although the command is available on all platforms, each platform uses
specific keywords. These keywords specific to each platform are shown in the Syntax Description and
discussed in the Usage Guidelines.
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Terminology

When features, functionality, or operation is specific to a switch family, the family name is used.
Explanations about features and operations that are the same across all product families simply refer to
the product as the "switch.”

Providing Feedback to Us

We are always striving to improve our documentation and help you work better, so we want to hear
from you! We welcome all feedback but especially want to know about:

e Content errors or confusing or conflicting information.
¢ |deas for improvements to our documentation so you can find the information you need faster.
e Broken links or usability issues.

If you would like to provide feedback to the Extreme Networks Information Development team about
this document, please contact us using our short online feedback form. You can also email us directly at
InternallnfoDev@extremenetworks.com.

Getting Help

If you require assistance, contact Extreme Networks Global Technical Assistance Center using one of
the following methods:

Web www.extremenetworks.com/support

Phone 1-800-872-8440 (toll-free in U.S. and Canada) or 1-603-952-5000
For the Extreme Networks support phone number in your country:
www.extremenetworks.com/support/contact

Email support@extremenetworks.com
To expedite your message, enter the product name or model number in the subject line.

Before contacting Extreme Networks for technical support, have the following information ready:
e Your Extreme Networks service contract number
e A description of the failure

e A description of any action(s) already taken to resolve the problem (for example, changing mode
switches or rebooting the unit)

e The serial and revision numbers of all involved Extreme Networks products in the network

e A description of your network environment (such as layout, cable type, other relevant
environmental information)

e Network load and frame size at the time of trouble (if known)

e The device history (for example, if you have returned the device before, or if this is a recurring
problem)

e Any previous Return Material Authorization (RMA) numbers

Related Publications

The Extreme Security product documentation listed below can be downloaded from http://
documentation.extremenetworks.com.
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Extreme Security Analytics Threat Protection

e Extreme Networks Security APl Reference Guide

e Extreme Networks Security Application Configuration Guide

o Extreme Networks Security Ariel Query Language Guide

* Fxtreme Networks Security DSM Configuration Guide

e Extreme Security DSM Configuration Guide Addendum

* Fxtreme Networks Security Hardware Guide

o Extreme Networks Security Installation Guide

e Extreme Networks Security Juniper NSM Plug-in User Guide

e Extreme Networks Security Log Manager Administration Guide

e Fxtreme Networks Security Log Sources User Guide

e Extreme Networks Security Managing Log Sources Guide

e Fxtreme Networks Security Offboard Storage Guide

o Extreme Security Release Notes

* FExtreme Networks Security Risk Manager Adapter Configuration Guide
e Extreme Networks Security Risk Manager Getting Started Guide
e Extreme Networks Security Risk Manager Installation Guide

o Extreme Networks Security Risk Manager Migration Guide

o FExtreme Networks Security Risk Manager User Guide

e Extreme Networks Security Troubleshooting System Notifications Guide
* FExtreme Networks Security Upgrade Guide

e Extreme Networks Security Vulnerability Manager Release Notes
* FExtreme Networks Security Vulnerability Manager User Guide

o Extreme Networks Security WinCollect User Guide

e Extreme Networks SIEM Administration Guide

o Extreme Networks SIEM Getting Started Guide

e Extreme Networks SIEM High Availability Guide

e Extreme Networks SIEM Troubleshooting Guide

e Extreme Networks SIEM Tuning Guide

e [Extreme Networks SIEM Users Guide

e Migrating Extreme Security Log Manager to Extreme SIEM

Extreme Security Threat Protection

o Extreme Security Intrusion Prevention System Hardware Replacement Guide
e [xtreme Security Threat Protection Release Notes
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1 What's new for users in Risk
Manager V7.2.5

Extreme Networks Security Risk Manager V7.2.5 introduces improved policy management, multiple
domain support, and the ability to monitor backups. It also includes support for Fortinet FortiGate
appliances that run FortiOS, and easier download, and installation of supported adapters.

Manage policies more easily

Use the new Policy Management pages to drill down from the Risk and Risk Change dashboards to

view results from last run policies by asset, by policy and by policy check. @ Learn more..

Overlapping IP and domain support

Use Risk Manager domain support features to run CIS questions against assets in a specified domain.

(&7 earn more...

Monitor and troubleshoot backups

Use new columns in the Configuration Monitor page to view device backup progress and status, and to

access backup logs. (4 earn more...

Fortinet FortiOS adapter

Risk Manager adapter for Fortinet FortiOS supports Fortinet FortiGate appliances that run the Fortinet
operating system (FortiOS). For more information, see the Extreme Networks Security Risk Manager
Adapter Configuration Guide.

Easier adapter download and installation

You can now download all supported adapters as a single, compressed file and install them all together.
For more information, see the Extreme Networks Security Risk Manager Adapter Configuration Guide.
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2 Extreme Networks Security Risk
Manageroverview

Connections
Configuration Monitor
Topology

Policy Monitor
Simulations

Extreme Networks Security Risk Manager reports

Supported web browsers

Access the Extreme Networks Security Risk Manager user interface
Unsupported features in Extreme Networks Security Risk Manager

Extreme Networks Security Risk Manager is a separately installed appliance for monitoring device
configurations, simulating changes to your network environment, and prioritizing risks and
vulnerabilities in your network.

Risk Manager is accessed by using the Risks tab on your Extreme Networks SIEM Console.

Risk Manager uses data that is collected by Extreme Security. For example, configuration data from
firewalls, routers, switches, or intrusion prevention systems (IPSs), vulnerability feeds, and third-party
security sources. Data sources enable Risk Manager to identify security, policy, and compliance risks in
your network and estimate the probability of risk exploitation.

Risk Manager alerts you to discovered risks by displaying offenses on the Offenses tab. Risk data is
analyzed and reported in the context of all other data that Extreme Security processes. In Risk Manager
you can evaluate and manage risk at an acceptable level that is based on the risk tolerance in your
company.

You can also use Risk Manager to query all network connections, compare device configurations, filter
your network topology, and simulate the possible effects of updating device configurations.

You can use Risk Manager to define a set of policies (or questions) about your network and monitor the
policies for changes. For example, if you want to deny unencrypted protocols in your DMZ from the
Internet, you can define a policy monitor question to detect unencrypted protocols. Submitting the
question returns a list of unencrypted protocols that are communicating from the internet to your DMZ
and you can determine which unencrypted protocols are security risks.

Connections

Use the Connections page to monitor the network connections of local hosts.
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You can run queries and reports on the network connections of local hosts that are based on any
applications, ports, protocols, and websites the local hosts can communicated with.

For more information about Connections, see Investigating connections.

Configuration Monitor

Use Configuration Monitor to review and compare device configuration, allowing you to enforce
security policies and monitor device modifications within your network.

Device configurations might include switches, routers, firewalls, and IPS devices in your network. For
each device, you can view device configuration history, interfaces, and rules. You can also compare
configurations within a device and across devices.

The device configuration information is also used to create the enterprise-wide representation of your
network topology, which allows you to determine allowed and denied activity across your network.
Device configuration enables you to identify inconsistencies and configuration changes that introduce
risk in your network.

Topology

The topology is a graphical representation depicting the network layer of your network, based on the
devices added from Configuration Source Management.

The network layer is layer 3 of the Open Systems Interconnection (OSI) model.
The application layer is layer 7 of the OSI model.

You use the interactive graph in the topology to view connections between devices, virtualized
network security devices with multiple contexts, assets, Network Address Translation (NAT) devices,
NAT indicators and information about NAT mappings.

You can search for events, devices, paths, and save network layouts.

In the topology, you can query the Transport Layer (layer 4) and filter network paths based on port and
protocol. The graph and connection information is created from detailed configuration information
obtained from network devices, such as firewalls, routers, and IPS systems.

For more information, see Topology.

Policy Monitor

Use the policy monitor to define specific questions about risk in your network and submit the question
to Extreme Networks Security Risk Manager.

Risk Manager evaluates the parameters you've defined in your question and returns assets in your
network to help you assess risk. The questions are based on a series of tests that can be combined and
configured as required. Risk Manager provides a large number or predefined Policy Monitor questions,
and allows the creation of custom questions. Policy Monitor questions can be created for the following
situations:

e Communications that have occurred
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e Possible communications based on the configuration of firewalls and routers
e Actual firewall rules (device tests)

The Policy Monitor uses data obtained from configuration data, network activity data, network and
security events, and vulnerability scan data to determine the appropriate response. Risk Manager
provides policy templates to assist you in determining risk across multiple regulatory mandates and
information security best practices, such as PCl, HIPPA, and ISO 27001. You can update the templates
to align with your corporate defined information security policies. When the response is complete, you
can accept the response to the question and define how you want the system to respond to
unaccepted results.

The Policy Monitor allows an unlimited number of questions to be actively monitored. When a question
is monitored, Risk Manager continuously evaluates the question for unapproved results. As unapproved
results are discovered, Risk Manager has the ability to send email, display notifications, generate a
syslog event or create an offense in Extreme SIEM.

For more information about the Policy Monitor, see Policy Monitor.

Simulations

You use simulations to define, schedule, and perform exploit simulations on your network.

You can create a simulated attack on your topology based on a series of parameters that are
configured in a similar manner to the Policy Monitor. You can create a simulated attack on your current
network topology, or create a topology model. A topology model is a virtual topology that allows you
to make modifications on the virtual topology and simulate an attack. This enables you to simulate how
alterations to network rules, ports, protocols, or allowed or denied connections can affect your network.
Simulation is a powerful tool to determine the risk impact of proposed changes to your network
configuration before the changes are implemented.

After a simulation is complete, you can review the results. If you want to accept the results, you can
configure the simulation mode, which allows you to define how you want to respond to unaccepted
results.

Extreme Networks Security Risk Manager allows up to 10 simulations to be actively monitored. When a
simulation is monitored, Risk Manager continuously analyzes the topology for unapproved results. As
unapproved results are discovered, Risk Manager has the ability to send email, display notifications,
generate a syslog event or create an offense in Extreme SIEM.

For more information about Simulations, see Using simulations.

Extreme Networks Security Risk Manager reports

Use the Reports tab to view specific reports, based on data available in Risk Manager, such as
connections, device rules, and device unused objects.

The following additional detailed reports are available:
e connections between devices

e firewall rules on a device

* unused objects on a device
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For more information about reports, see Managing Extreme Networks Security Risk Manager reports on
page 86.

Supported web browsers

For the features in Extreme Networks Security Analytics products to work properly, you must use a
supported web browser.

When you access the Extreme Security system, you are prompted for a user name and a password. The
user name and password must be configured in advance by the administrator.

The following table lists the supported versions of web browsers.

Table 3: Supported web browsers for Extreme Security products

Web browser Supported versions

Mozilla Firefox 17.0 Extended Support Release
24.0 Extended Support Release

32-bit Microsoft™ Internet Explorer, with document 9.0

mode and browser mode enabled 10.0

Google Chrome The current version as of the release date of the Extreme
Networks Security Analytics version that you have
installed.

Enabling document mode and browser mode in Internet Explorer

If you use Microsoft™ Internet Explorer to access Extreme Networks Security Analytics products, you
must enable browser mode and document mode.

1 Inyour Internet Explorer web browser, press F12 to open the Developer Tools window.
2 Click Browser Mode and select the version of your web browser.
3 Click Document Mode.

e For Internet Explorer V9.0, select Internet Explorer 9 standards.
e For Internet Explorer V10.0, select Internet Explorer 10 standards.

Access the Extreme Networks Security Risk Manager user
interface

Extreme Networks Security Risk Manager uses default login information for the URL, user name, and
password.

You access Risk Manager through the Extreme Networks SIEM Console. Use the information in the
following table when you log in to your Extreme Security Console.
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Table 4: Default login information for Risk Manager

Login information Default

URL https://<IP address>, where <l P addr ess> is the IP address of the
Extreme Security Console.

User name admin

Password The password that is assigned to Risk Manager during the installation process.

License key A default license key provides access to the system for 5 weeks.

Unsupported features in Extreme Networks Security Risk Manager

It is important to be aware of the features that are not supported by Risk Manager.

The following features are not supported in Risk Manager:

¢ High availability (HA)

e Dynamic Routing for Border Gateway Protocol (BGP), Open Shortest Path First (OSPF), or Routing
Information Protocol (RIP)

* |Pvb

¢ Non-contiguous network masks

¢ |oad-balanced routes

e Reference maps

e Store and Forward

Extreme Networks Security Risk Manager User Guide / 15



3 Configure Extreme Networks
Security Risk Manager settings

Configuring firewall access
Update your Extreme Networks Security Risk Manager setup
Configure user interface roles

Change the root password
Update the system time

You can configure the access settings for Risk Manager from the Admin tab of Extreme SIEM.
If you have the appropriate permissions, you can configure several appliance settings for Risk Manager.

Administrators can perform the following tasks:
e Configure devices that Risk Manager can access through the local firewall. For more information,
see Configure Extreme Networks Security Risk Manager settings on page 16.

e Update the email server for Risk Manager. For more information, see Update your Extreme
Networks Security Risk Manager setup on page 17.

e Configure the interface roles for a host. For more information, see Configure user interface roles on
page 17.

e (Change the password for a host. For more information, see Change the root password on page 18.

e Update the system time. For more information, see Update the system time on page 18.

Configuration changes made through the web-based system administration take place immediately
when you save or apply changes.

Configuring firewall access

You configure local firewall access to enable or disable communications between Extreme Networks
Security Risk Manager and specific IP addresses, protocols, and ports.

You can define a list of IP addresses that are allowed to access the web-based system administration.
By default, these fields are left blank, which does not restrict communication to Risk Manager. However,
when you add an IP address, only that IP address is granted access to the system. All other IP
addresses are blocked.

You must include the IP address of the client desktop that you use to access Risk Manager. Failing to do
so might affect connectivity.

1 Click the Admin tab.
2 Onthe navigation menu, click Plug-ins.
3 Click the System Management icon.
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Configure Extreme Networks Security Risk Manager settings

Log in as the root user to access the web-based System Administration. The username and
password fields are case sensitive.

From the menu, select Managed Host Config > Local Firewall.

In the Device Access pane, configure the IP addresses, ports, and protocols you want to add as a
local firewall rule in Risk Manager.

In the IP Address field, type the IP addresses of the devices you want to access.

From the Protocol list, select the protocol you want to enable access for the specified IP address
and port

In the Port field, type the port on which you want to enable communications and click Allow.

Type the IP address of the managed host that you want to allow access to the web-based system
administration and click Allow. Only IP addresses that are listed have access to the web-based
system administration. If you leave the field blank, all IP addresses have access.

Click Apply Access Controls.

Update your Extreme Networks Security Risk Manager setup

You can define the mail server used for Risk Manager notifications.

AN N

ul

7

Click the Admin tab.
On the navigation menu, click Plug-ins.
Click the System Management icon.

Log in as the root user to access the web-based System Administration. The username and
password are case sensitive.

From the menu, select Managed Host Config > QRM Setup

In the Mail Server field, type the IP address or hostname for the mail server you want Risk Manager
to use.

Risk Manager uses this mail server to distribute alerts and event messages. To use the mail server
provided with Risk Manager, type localhost.

Click Apply Configuration.

Wait for the screen to refresh before attempting to make further changes.

Configure user interface roles

If your appliance contains multiple network interfaces, you can assign specific roles to the network
interfaces on each system.

1

2
3
4

ul

Click the Admin tab.
On the navigation menu, click Plug-ins.
Click the System Management icon.

Log in as the root user to access the web-based System Administration. The username and
password are case sensitive.

From the menu, select Managed Host Config > Network Interfaces.

For each interface listed, select the role you want to assign to the interface using the Role list.
In most cases, the current configuration is display cannot be edited.

Click Save Configuration.
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8 Wait for the screen to refresh before attempting to make further changes.

Change the root password

You can change the root password.

Click the Admin tab.
On the navigation menu, click Plug-ins.
Click the System Management icon.

Log in as the root user to access the System Administration settings. The username and password
are case sensitive.

From the menu, select Managed Host Config > Root Password.

6 In the New Root Password field, type the root password used to access the web-based system
administration, and then re-type the password in the Confirm New Root Password field.

7 Click Update Password.

A NN

ul

Update the system time

You must contact customer support before updating the system time for the Extreme Networks
Security Risk Manager appliance.

All system time changes must be saved on the console. The console then distributes the updated time
settings to all of the managed hosts in your deployment.

For more information about configuring the system time on your Console, see the Extreme Networks
SIEM Administration Guide.

Click the Admin tab.

On the navigation menu, click Plug-ins.

Click the System Management icon.
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Log in as the root user to access the System Administration settings. The username and password
are case sensitive.

5 From the menu, select Managed Host Config > System Time.
The time settings window is divided into two sections. You must save each setting before

continuing. For example, when you configure System Time, you must click Apply within the System
Time pane before continuing.

Click Set time.

7 In System Time, select the current date and time you want to assign to the managed host, and then
click Apply.

8 In the Hardware Time pane, select the current date and time you want to assign to the managed
host, and then click Save.
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Credentials

Device discovery

Import devices

Manage devices

Viewing devices

Adding a device

Editing devices

Deleting a device

Filtering the device list

Obtaining device configuration
Collecting neighbor data
Collecting data from a file repository
Manage backup jobs

View back up jobs

Viewing backup job status and logs
Adding a backup job

Editing a backup job

Rename a backup job

Deleting a backup job

Configure protocols

Configuring the discovery schedule

You use Configuration Source Management to configure credentials, add or discover devices, view
device configurations, and back up device configurations in Extreme Networks Security Risk Manager.

The data that is obtained from devices in your network is used to populate the topology. You must
have administrative privileges to access Configuration Source Management functions from the Admin
tab in Extreme SIEM.

To set up your configuration sources, you must:

1 Configure your device credentials.

2 Discover or import devices. There are two ways to add network devices to Risk Manager; discover
devices using Configuration Source Management or import a list of devices from a CSV file using
Device Import.

3 Obtain device configuration from each of your devices.
4 Manage backup jobs to ensure that all updates to device configurations are captured.
5 Set up the discovery schedule to ensure that new devices are automatically discovered.
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You use Configuration Source Management to:

e Add, edit, search, and delete configuration sources. For more information, see Manage devices.

e Configure or manage communication protocols for your devices. For more information, see
Configure protocols.

If you are using the Juniper NSM device, you must also obtain configuration information.
For detailed information about adapters used to communicate with devices from specific

manufacturers, see Extreme Networks Security Risk Manager Adapter Configuration Guide .

Credentials

In, credentials are used to access and download the configuration of devices such as firewalls, routers,
switches, or IPSs.

Administrators use Configuration Source Management to input device credentials. This provides access
to a specific device. Individual device credentials can be saved for a specific network device. If multiple
network devices use the same credentials, you can assign credentials to a group.

For example, if all firewalls in the organization have the same user name and password then the
credentials are associated with the address sets for all the firewalls and used to backup device
configurations for all firewalls in your organization.

If a network credential is not required for a specific device, the parameter can be left blank in
Configuration Source Management. For a list of required adapter credentials, see the .

You can assign different devices in your network to network groups, allowing you to group together
credential and address sets for your devices.

Credential set

A credentials set contains information such as user name, and password values for a set of devices.

Network group
Each network group can include multiple credential and address sets. You can configure your Extreme
Networks Security Risk Manager to prioritize how each network group is evaluated.

The network group at the top of the list has the highest priority. The first network group that matches
the configured IP address are included as candidates when backing up a device. A maximum of three
credential sets from a network group are considered.

For example, if your configuration includes these two network groups:

e Network Group Tincludes two credential sets
e Network Group 2 includes two credential sets

Risk Manager attempts to compile a list of a maximum of three credential sets. Since Network Group 1
is higher in the list, both of the credential sets in Network Group 1 are added to the list of candidates.
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Since three credential sets are required, the first credential set in the Network Group 2 is added to the
list.

When a credential set successfully accesses a device, Risk Manager uses that credential set for
subsequent attempts to access the device. If the credentials on that device change, the authentication
fails when attempting to access the device. Then, on the next authentication attempt, Risk Manager
reconciles the credentials again to ensure success.

Address set

An address set is a list of IP addresses that define a group of devices that share the same set of
credentials.

Configuring credentials for Extreme Networks Security Risk Manager

Administrators must configure credentials to allow Extreme Networks Security Risk Manager to
connect to devices in the network.

You can type an IP address range using a dash or wildcard (*) to indicate a range, such as
10.100.20.0-10.100.20.240 or 1.1.1*. If you type 1.1.1.%, all IP addresses meeting that requirement are
included.

When configuring the address set with Juniper Networks NSM or a generic XML adapter, you must type
the IP address range or CIDR address range for all the devices managed by Juniper Networks NSM or
files for devices in the repository.

Click the Admin tab.

In the navigation pane, click Plug-ins.

In the Risk Manager pane, click Configuration Source Management.

On the navigation menu, click Credentials.

On the Network Groups pane, click the Add (+) icon.

Type a name for a network group, and then click OK.

Move the network group you want to have first priority to the top of the list. You can use the Move
Up and Move Down arrow icons to prioritize a network group.

8 Inthe Add Address field, type the IP address or CIDR range that you want to apply to the network
group, then click the Add (+) icon.
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Repeat for all IP addresses you want to add to the address set for this network group.
9 In the Credentials pane, click the Add (+) icon.
10 Type a name for the new credential set, and then click OK.
11 Type values for the parameters:
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Option Description

Username Type the username for the credential set.
If you are using a Juniper Networks NSM or a generic XML adapter, type a user
name that can access the Juniper NSM server or a user name that can access the
file repository that contains your SED files.

Password Type the password for the credential set.

If you are using Juniper Networks NSM or a generic XML adapter, type the
password for the Juniper NSM server or the password to log in to the file
repository that contains your SED files.

Enable Username

Type the user name for second level authentication for the credential set.

Enable Password

Type the password for second level authentication for the credential set.

SNMP Get Community

Type the SNMP Get community.

SNMPv3 Authentication  Type the username you want to use to authenticate SNMPv3.
Username
SNMPv3 Authentication  Type the password you want to use to authenticate SNMPv3.
Password

SNMPv3 Privacy

Type the protocol you want to use to decrypt SNMPv3 traps.

Password

12 Move the credential set you want to make first priority to the top of the list. Use the Move Up and
Move Down arrow icons to prioritize a credential set.

13 Repeat for each credential set that you want to add.
14 Click OK.

Device discovery

The discovery process uses the Simple Networks Management Protocol (SNMP) and command line
(CLD) to discover network devices.

After you configure an IP address or CIDR range, the discovery engine performs a TCP scan against the
IP address to determine if port 22, 23, or 443 are monitoring for connections. If the TCP scan is
successful, and SNMP query is configured to determine the type of device, the SNMP Get Community
String is used based on the IP address.

This information is used to determine which adapter the device should be mapped to when added.
Extreme Networks Security Risk Manager connects to the device and collects a list of interfaces and
neighbor information, such as CDP, NDP, or ARP tables. The device is then added to the inventory.

The configured IP address used to initiate the discovery process might not be the assigned IP address
for the new device. Risk Manager adds a device using the IP address for the lowest numbered interface
on the device (or lowest loopback address, if any).

If you use the Crawl the network from the addresses defined above check box, the IP address of the
neighbors collected from the device are re-introduced into the discovery process and the process
repeats for each IP address.
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Discovering devices
Administrators use Discover Devices to determine the type of device.

When performing a device discovery, any device that is not supported but responds to SNMP is added
with the Generic SNMP adapter. If you want to perform a path filter through the device with simulated
routes, you must manually remove the device.

Click the Admin tab.

On the navigation menu, click Plug-ins.

In the Risk Manager pane, click Configuration Source Management.
On the navigation menu, click Discover Devices.

Type an IP address or CIDR range.

g N N N

This IP address or CIDR range indicates the location of devices you want to discover.
Click the Add (+) icon.

7 If you want to also search for devices in the network from the defined IP address or CIDR range,
select the Crawl the network from the addresses defined above check box.

8 Click Run.
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Import devices

Use Device Import to add a list of adapters and their network IP addresses to the Configuration Source
Manager using a comma-separated value file (CSV).

The device import list can contain up to 5000 devices, but the list must contain one line for each
adapter and its associated IP address in the import file.

For example,

<Adapter::Name 1>,<IP Address>
<Adapter::Name 2>,<IP Address>
<Adapter::Name 3>,<IP Address>

Where:
<Adapter: :Name> contains the manufacturer and device name, such as Cisco::I0S.

<IP Address> contains the IP address of the device, such as 191.168.1.1.

Table 5: Device import examples

Manufacturer Name Example <Adapter::Name>,<IP Address>
Check Point SecurePlatform CheckPoint::SecurePlatform,10.1.1.4
Cisco 10S Cisco::10S,10.1.11

Cisco Cisco Security Appliance Cisco:SecurityAppliance,10.1.1.2

Cisco CatOS Cisco:CatOS, 10.1.1.3

Cisco Nexus Cisco::Nexus
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Table 5: Device import examples (continued)

Manufacturer Name Example <Adapter::Name>,<IP Address>
Generic SNMP Generic:SNMP,10.1.1.8
Juniper Networks — Junos Juniper:JUNOS,10.1.1.5

Importing a CSV file

You can import a master device list to Configuration Source Management using a comma-separated
value (CSV) file.

If you import a list of devices and then make a change to an IP address in the CSV file, then you might
accidentally duplicate a device in the Configuration Source Management list. For this reason, delete a
device from Configuration Source Management before re-importing your master device list.

Click the Admin tab.

On the navigation menu, click Plug-ins.

In the Plug-Ins pane, click Device Import.

Click Browse.

Locate your CSV file, click Open.
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Click Import Devices.

If an error displays, then you need to review your CSV file to correct errors, and re-import the file. An
import of the CSV file might fail if the device list is structured incorrectly or if the device list contains

incorrect information. For example, your CSV file might be missing colons or a command, there could
be multiple devices on a single line, or an adapter name might have a typo.

If the device import aborts, then no devices from the CSV file are added to Configuration Source
Management.

Manage devices

Using the Devices tab in the Configuration Source Management window, you can manage the devices
in your network.

From the devices tab, you can view, add, edit, and delete devices. You can also filter the device list,
obtain device configuration information, collect neighbor data and discover devices that are in your
deployment.

Viewing devices

You can view all the devices in your deployment on the Devices tab.

1 Click the Admin tab.

2 On the navigation menu, click Plug-ins.

3 In the Risk Manager pane, click Configuration Source Management.
4 Click the Devices tab.
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5

To view detailed information for a device configuration, select the device you want to view and click
Open.

Adding a device

You can add individual network devices and adapters using Configuration Source Management.

You can add an individual device to the device list in Configuration Source Management or you can add
multiple devices using a CSV file.

For information about adding multiple devices, see Import devices.

]

2
3
4
5

Click the Admin tab.

On the navigation menu, click Plug-ins.

In the Risk Manager pane, click Configuration Source Management.

On the navigation pane, click Add Device.

Configure values for the following parameters:

Option Description

IP Address Type the management IP address of the device.

Adapter From the Adapter drop-down list, select the adapter you want to assign to this device.
Click Add.

If necessary, click Go to refresh the adapter list.

Editing devices

You can edit a device to correct the IP address or adapter type if there is an error or if your network
changed and you need to re-assigned an IP address.

1

o U1~

Click the Admin tab.

On the navigation menu, click Plug-ins.

In the Risk Manager pane, click Configuration Source Management.
Select the device you want to edit.

Click Edit.

Configure values for the following parameters:

Option Description

IP Address Type the management IP address of the device.

Adapter From the Adapter drop-down list, select the adapter you want to assign to this device.

Click Save.

Deleting a device

You can delete a device from Extreme Networks Security Risk Manager. A deleted device is removed
from Configuration Source Management, Configuration Monitor, and the topology.

|

Click the Admin tab.
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Click Remove.
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On the navigation menu, click Plug-ins.

In the Risk Manager pane, click Configuration Source Management.
Click the Devices tab.

Select the device that you want to delete.

Click Yes to delete the device.

After you delete a device, the process to remove the device from the topology might require several

minutes.

Filtering the device list

You can use filters to quickly find devices in the device list.

Extreme Networks Security Risk Manager can handle up to 5000 network devices in Configuration
Source Management. Large numbers of network devices can make scrolling through the device list

tedious.

The following table describes the types of filters that can be applied to the device list to help you find

devices faster.

Table 6: Filter types for the device list

Search Option

Description

Interface IP
Address

Filters for devices that have an interface matching either an IP address or CIDR range.

Type the IP address or CIDR range on which you want to search in the IP/CIDR field.

For example, if you type a search criteria of 10.100.22.6, the search results return a device with
an IP address of 10.100.22.6. If you type a CIDR range of 10.100.22.0/24, all devices in the
10.100.22.* are returned.

Admin IP
Address

Filters the device list based on the administrative Interface IP address. An administrative IP
address is the IP address that uniguely identifies a device.
Type the IP address or CIDR range on which you want to search in the IP/CIDR field.

OS Version

Filters the device list based on the operating system version devices are running.

Select values for the following parameters:

e Adapter - Using the drop-down list, select the type of adapter you want to search.

e \ersion - Using the drop-down list, select the search criteria for the version. For example,
greater than, less than, or equal to the specified value. Type the version number in the field
on which you want to search. If you do not select a search option for Version, the results
include all devices that are configured with the selected adapter, regardless of version.

Model

Filters the device list based on the vendor and model number.
Configure values for the following parameters:

* Vendor - Using the drop-down list, select the vendor you want to search.
* Model - Type the model you want to search.

Hostname

Filters the device list based on the hostname.
Type the hostname on which you want to search in the Hostname field.

1 Click the Admin tab.
2 On the navigation menu, click Plug-ins.

3 In the Risk Manager pane, click Configuration Source Management.
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4  Click the Devices tab.
5 Using the drop-down list to the left side of the device list, select a filter:
6 Click Go.

All search results matching your criteria are displayed in the table.

To reset a filter, select Interface IP Address, clear the IP/CIDR address, then click Go.

Obtaining device configuration

The process of backing up a device to obtain a device configuration can be completed for a single
device in the device list, or you can backup all devices from the Devices tab.

After you configure credential sets and address sets to access network devices, you must backup your
devices to download the device configuration so the device information is included in the topology.

For more information about scheduling automated backups of device configurations from the Jobs tab,
see Manage backup jobs.

Click the Admin tab.

On the navigation menu, click Plug-ins.

In the Risk Manager pane, click Configuration Source Management.

Click the Devices tab.

To obtain the configuration for all devices, click Backup All in the navigation pane, and then click Yes
to continue.

ga N N N

6 To obtain the configuration for one device, select the device. To select multiple devices, hold down
the CTRL key and select all necessary devices. Click Backup.

7 If necessary, click View Error to view the details of an error. After correcting the error, click Backup
All in the navigation pane.

Collecting neighbor data

Use the discovery process to obtain neighbor data from a device using SNMP and a command line
interface (CLI).

Neighbor data is used in the topology to draw the connection lines to display the graphical topology

map of your network devices. The discover button allows you to select single or multiple devices and
update the neighbor data for a device. This information is used to update the connection lines for one
or many devices in the topology.

Click the Admin tab.

On the navigation menu, click Plug-ins.

In the Risk Manager pane, click Configuration Source Management.
Click the Devices tab.

Select the device for which you want to obtain data. To select multiple devices, hold down the CTRL
key and select all necessary devices.
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Click Discover.
7 Click Yes to continue.
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If you select multiple devices, then the discover process can take several minutes to complete.

Select Run in Background to work on other tasks.

Collecting data from a file repository

You can obtain device XML SED files or input files containing basic device configuration from a network
file repository.

The file repository hosting the files must support the FTP or SFTP protocol. Extreme Networks Security
Risk Manager obtains device information from all SED XML files located in the remote file directory of
the file repository.

1 Click the Admin tab.
2 On the navigation menu, click Plug-ins.
3 In the Risk Manager pane, click Configuration Source Management.
4 Click the Devices tab.
5 Select Discover from Repository.
6 Configure values for the following parameters:
Option Description
Protocol From the Protocol drop-down list, select FTP or SFTP as the communications protocol to

access your configuration file repository.

IP Address  Type the configuration file repository IP address.

Remote Path Type the remote file path to the directory containing your SED XML files. The default file path
for SED filesis <install directory>/output. The <install directory> is the location
of the extracted ziptie-adapter.<date>-<build>.zip file.

Username Type the username required to log in to the system hosting the configuration file repository.

Password Type the password required to log 