AVAYA

VSP Operating System Software Release
5.0.1.0

1. Release Summary

Release Date: March 2016
Purpose: Software release to address customer found software issues.

2. Important Notes before Upgrading to This Release

If upgrading systems from either release 4.2.1.0 or release 4.2.1.1 that have ISIS enabled link(s) configured with
HMAC-MD5 authentication then you need to perform the procedure described in section (4) below in order to
avoid potential network connectivity loss.

3. Platforms Supported

Virtual Services Platform 4000 Series
Virtual Services Platform VSP 4850GTS
Virtual Services Platform VSP 4850GTS-PWR+
Virtual Services Platform VSP 4450GSX-PWR+
Virtual Services Platform VSP 4450GSX-DC
Virtual Services Platform VSP 4450GTS-DC
Virtual Services Platform VSP 4450GTX-HT-PWR+

Virtual Services Platform 7200 Series
Virtual Services Platform VSP 7254XSQ
Virtual Services Platform VSP 7254XTQ

Virtual Services Platform 8000 Series

Virtual Services Platform 8200
Virtual Services Platform 8400

4. Special Instructions for Upgrade from previous releases

The following procedure should be followed when upgrading systems running one of the following two releases,
4.2.1.0 or 4.2.1.1 which also have ISIS enabled links with HMAC-MD5 authentication on:

Disable ISIS authentication throughout the network a system at a time, a link at a time by disabling it on
either side of each link, ensuring the link is stable before moving to the next. When a system has been
reconfigured free of ISIS HMAC-MD5 authentication in all of its links, save the configuration file and
perform the upgrade to release 4.2.3.0 or greater. After all these systems have been upgraded to release
4.2.3.0 or greater, you may re-enable authentication a system at a time, a link at a time and save the
configuration file in each of the involved systems.

Example:
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VSP:1(config)#interface gigabitethernet x/y

VSP:1(config-if)#no isis hello-auth

VSP:1(config-ify#save config

VSP:1(config-ifj# PERFORM THE UPGRADE

VSP:1(config)#interface gigabitethernet x/y

VSP:1(config-if)# isis hello-auth type hmac-md5 key <keyname> [key-id <keyed>]
VSP:1(config-if)#save config

5. Notes for Upgrade

Please see “Release Notes for VSP Operating System” for software release 5.0 (NN47227-401, 07.02)
available at http://www.avaya.com/support for details on how to upgrade your Switch.
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File Names For This Release

Virtual Services Platform 4000 Series

File Name Module or File Type I(:tilyetessi)ze ‘
VOSS4K.5.0.1.0.t9z Release 5.0.1.0 archived software distribution 95221848
VOSS4K.5.0.1.0_mib.zip Archive of all MIB files 975311
VOSS4K.5.0.1.0_mib.txt MIB file 6538777
VOSS4K.5.0.1.0_mib_sup.txt MIB file 943502
VSP4000v500 HELP_EDM gzip.zip | EDM Help file 2815973
VSP4000v5.0.0.0.zip EDM plug-in for v5.0.0.0/vsp4000 4234180
VOSS4K.5.0.1.0.md5 MD5 Checksums 533

Virtual Services Platform 7200 Series
File Name Module or File Type File Size (bytes)
VOSS7K.5.0.1.0.t9z Release 5.0.1.0 archived software distribution 61576380
VOSS7K.5.0.1.0_mib.zip Archive of all MIB files 975311
VOSS7K.5.0.1.0_mib.txt MIB file 6538777
VOSS7K.5.0.1.0_mib_sup.txt MIB file 937561
VOSSv500_HELP_EDM_gzip.zip EDM Help file 2839094
VOSSv5.0.0.0.zip EDM plug-in for v5.0.0.0/vsp7200 4323622
VSP7K.5.0.1.0.md5 MD5 Checksums 527
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Virtual Services Platform 8000 Series

avaya.com

File Name Module or File Type File Size (bytes)
VOSS8K.5.0.1.0.t9z Release 5.0.1.0 archived software distribution 61575337
VOSS8K.5.0.1.0_mib.zip Archive of all MIB files 975311
VOSS8K.5.0.1.0_mib.txt MIB file 6538777
VOSS8K.5.0.1.0_mib_sup.txt MIB file 937561
VOSSv500_HELP_EDM_gzip.zip EDM Help file 2839094
VOSSv5.0.0.0.zip EDM plug-in for v5.0.0.0/vsp8000 4323622
VSP8K.5.0.1.0.md5 MD5 Checksums 527

Note about image download:

Ensure images are downloaded using the binary file transfer. Perform MD5 checksum check on

downloaded files to ensure file integrity.

Check that the file type suffix is “.tgz” and the image names after download to device match those shown
in the above table. Some download utilities have been observed to append “.tar” to the file name or
change the filename extension from “.tgz” to “.tar”. If file type suffix is “.tar” or file name does not exactly
match the names shown in above table, rename the downloaded file to the name shown in the table

above so that the activation procedures will operate properly.
Load activation procedures:

software add VOSS4K.5.0.1.0.tgz
software activate VOSS4K.5.0.1.0.GA

or

software add VOSS7K.5.0.1.0.tgz
software activate VOSS7K.5.0.1.0.GA

or

software add VOSS8K.5.0.1.0.tgz
software activate VOSS8K.5.0.1.0.GA
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6. Version of Previous Release

Virtual Services Platform 4000 Series

Software Version 3.0.0.0, 3.0.1.0, 3.1.0.0, 3.1.0.2, 3.1.0.3, 4.0.0.0, 4.0.0.1, 4.0.0.2, 4.0.0.3, 4.1.0.0, 4.1.0.1,
4.2.0.0,4.2.0.1,4.2.1.0,4.2.1.1,4.2.2.0, 4.2.3.0, and 5.0.0.0 for VSP 4850GTS platforms

Software version 4.0.0.0, 4.0.0.1, 4.0.0.2, 4.0.0.3, 4.1.0.0, 4.1.0.1, 4.2.0.0, 4.2.0.1, 4.2.1.0, 4.2.1.1, 4.2.2.0,
4.2.3.0, and 5.0.0.0 for VSP 4450GSX platform

Software Version 4.0.50.0 4.2.1.1, 4.2.2.0, 4.2.3.0, and 5.0.0.0 for VSP 4450GSX DC and VSP 4450GTS DC
platforms

Software Version 4.0.40.0, 4.1.0.0, 4.1.0.1, 4.2.0.0, 4.2.0.1, 4.2.1.0 4.2.1.1, 4.2.2.0, 4.2.3.0 and 5.0.0.0 for VSP
4450GTX-HT-PWR+ platform

Virtual Services Platform 7200 Series
Software Version 4.2.1.0, 4.2.1.1, 4.2.2.0, 4.2.3.0 and 5.0.0.0
Virtual Services Platform 8000 Series

Software Version 4.0.0.0, 4.0.1.0, 4.0.1.1, 4.0.1.2, 4.0.1.3, 4.0.1.4, 4.1.0.0, 4.1.0.1, 4.2.0.0, 4.2.0.1, 4.2.1.0,
4.2.1.1,4.2.2.0,4.2.3.0 and 5.0.0.0 for VSP8200 platform

Software Version, 4.2.0.0, 4.2.0.1, 4.2.1.0,4.2.1.1, 4.2.2.0, 4.2.3.0 and 5.0.0.0 for VSP8400 platform

7. Compatibility

8. Changes.in 5.0.1.0

New Features in This Release

Old Features Removed From This Release

Problems Resolved in This Release

ID Description

VSP8000-82 RX flow control was not honored by the VSP.

VSP8000-74

VSP4000-75 Saving config breaks the config file when adding an access port to VLAN 1 if VLAN 1 is also

associated with an I-SID

VSP8000-86 VLAN-ISID association was performed after ISIS was enabled. I1SIS LSPs were
advertising the wrong BVID port membership for the ISID-VLAN.
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VSP4000-74 When ISIS is globally disabled (or multicast is disabled from SPB), Multicast over SPB
resources are not cleared properly which may prevent multicast from working over SPB.
Multicast to local UNI ports are not affected.

VSP8000-70 System resets when MD5 command is given invalid syntax.

VSP8000-81

VSP4000-72 EDM fails to connect when using the Fully Qualified Domain Name (FQDN)

VSP4000-46 Raise alarm when internal access to USB is lost.

VSP4000-54 In combination with expanding the application file system into RAMFS and logging a

VSP4000-68 message to indicate that the system has lost internal access to the USB, the user can now
monitor the condition. For this log to be useful, the user has to enable syslog server, as when
the internal access to the USB is lost, there is no local file system for the log to be written to.
PSN004703 also describes this. It is advisable to practice good housekeeping on the USB
file system. Delete unwanted, out-of-date files and superseded software images to avoid
susceptibility to USB drive corruption.

VSP8000-88 Multicast and Broadcast traffic on port 1/1 is getting looped back out the port.

VSP4000-81 VSP4850GTS can crash when HW failure of USB access occurs.
With this change, the application file system is expanded into a RAMFS on the VSP4850GTS
so that even when the USB fails, the executable images are still available thereby preventing
the crash.

VSP4000-86 VSP4000 may experience High CPU utilization when no impacting events are occurring

VOSS-2114 SCP is allowed to non RWA/Admin users when authenticated through Radius/TACACS
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9. Qutstanding Issues

Please see “Release Notes for VSP Operating System” for software release 5.0 (NN47227-401, 07.02) available
at http://www.avaya.com/support for details regarding Known Issues.

In addition, the following issues have been identified:

ID Problem Description Workaround

VOSS-1393 On VSP 8000 Series platforms IPv4 Filters with | Configure a default route if possible.
redirect next hop action is not forwarding when a
default route is not present or a VLAN common
to ingress VLAN of the filtered packet is not

present.

VSP8000-84 | |n a square vIST setup, if VLAN 1 has been An otherwise non used i-sid maybe
previously configured with an i-sid and it has configured on VLAN 1 to restore the
now been removed, traffic that needs to be dropped traffic across the vIST.

forwarded across the vIST may be dropped
silently causing connectivity issues between its
two adjacent nodes. The issue has been fixed in
release VOSS 5.1.0.0 and later.

10. Known Limitations

Please see “Release Notes for VSP Operating System” for software release 5.0 (NN47227-401, 07.02) available
at http://www.avaya.com/support for details regarding Known Limitations.

The VSP8284XSQ platform may experience a watchdog timeout induced reset when a momentary power loss to
the system occurs. In this situation the datapath has been reinitialized even though there is enough power left in
the system for the Control Plane to generate a coredump. The reset is needed for the system to be fully
functional again. Using a UPS is recommended to mitigate momentary power interruption.

Regular cleanup of unneeded files on USB drives is recommended to minimize possibility of USB corruption when
a system is reset, shutdown or power is lost.

11. Documentation Corrections

For other known issues, please refer to the product release notes and technical documentation available from the
Avaya Technical Support web site at: http://www.avaya.com/support .
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Copyright © 2016 Avaya Inc - All Rights Reserved.

The information in this document is subject to change without notice. The statements, configurations, technical data, and recommendations in
this document are believed to be accurate and reliable, but are presented without express or implied warranty. Users must take full
responsibility for their applications of any products specified in this document. The information in this document is proprietary to Avaya.

To access more technical documentation, search our knowledge base, or open a service request online, please visit Avaya Technical Support
on the web at: http://www.avaya.com/support
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