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] aToN AT oI (et ol ete] a1 0 T=To1 1 (o] o F= 1076
Y Yo LTV oI (o] o o (o) o= =T TSR 1077
SNOW I tCP StAtiStICS....evun it aaa s 1077
] oA A o R U Lo o X =TaTo [o o] ] =TSR 1077
] Lo A o T U Lo [0 JR] = ] [ 1078
] L0V IR 1078
] oAV AT o IR/ 117/ o o DS 1079
Y Yo LV YT o IRV TSP 1079
SNOW ID VITP @AAIESS....euiiiiiiiieeee et e e e e e e e e e e e b e e e e s e e e enaeeeaaannns 1079
SNOW ID VITP INTEITACE. .....e it e e et e e e e e eaannns 1080
show ip vrrp interface gigabitEthernet............o.ue e 1081
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show ip vrrp interface gigabitEthernet statistics............ooouuuii i, 1082
ShOW ip VITP INtErfACE VIAN....... o e e e e 1082
ShOW P VITP StatiStICS....euuieiiii i e e e e 1083
show ipsec interface (fOr @ POIt).........cceeeuiiiiiii e e et e e e e e e 1084
show ipsec interface (fOr @ VLAN).....cuu it e e e e e e e eaaa s 1085
show ipsec interface mgmtethernet mgmt..............oiiiiriiiii e 1085
] 03V AT 0 1T= o3 o o] o3 A 1086
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ShOW IPSEC StatiStICS VIAN......ciiii e e et e e e e e e e eees 1088
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ShOW iPVB DA INtEITACES. ... . iieieeiiie et e e e e e e s 1091
ShOW IPVB bfd NEIGNDOTS. ... ..o e e ees 1092
] Lo A oY o] {0 ] = 1093
SNOW IPVB ACACKE. ....cce it e et e e e e e e et eeeea e e eaa e e eennnaaeees 1095
ShOW IPVB defaUIt-TOULEIS. ... .cceei e e e e e e e e e e eees 1095
ShOW IPVB ANCP-TEIAY.....ceueeiiiii et e e e e e e e e e e e e e e e eeanns 1096
show ipv6 fhs dNCP-gUAId PONICY........iiiiiiiiiiee e e et eeeeaaaaans 1097
ShoW ipV6B Ths ipVB-8CCESS-IISt......uuiiiiiiiiii e e 1097
Show ipV6B Ths MAaC-aCCESS-liSt.........uiiiiieiiei e 1098
ShOW IPVB ThS POM-POLICY ....ceuiieei et e e e e e e e e e e e e e e e e eann s 1098
Show ipv6B Ths ra-guard POIICY .........uu it eeeeeeanns 1099
show ipv6 ths SNOOPING DINAING......cceuuiiie e eeees 1099
ShOW IPVB TS STALUS......cvuiiiiiiiiiiice e e e e e e e e 1100
SNOW IPVB TOrWAIAING. .....euneiiiiii et e e e e e e e et e e e et e e e e s e e eaa e e eaaaeeeenans 1100
YT 1V YT o1V Je | oY o T- PSS 1101
] A ToNY AT oY (=Y o =Tt 1101
Show ipV6 interface I00PDACK. .........cceee e e e e e e e e 1103
ShOW IPVB MIA CACKE .....ceeeieee e e e e e e e e eeaas 1104
SNOW QPVB MIA GIOUP . ... ittt e et e e et e e e e e et e e e e e e e st e e e eeeesaeeeeeeesaans 1104
ShOW iPVB MIA GroUD COUNL.....ceueiiiti et e e e e e e e e e e et eeeea e e eaaeeeenan 1104
ShOW iPVB MIA GrOUDP GrOUP ....uuieeeeiiiee e e ettt e et e e e e et e e e e e e e e e e e e et s e e e e e e eaaeeeeeensnnns 1105
show ipv6 mid group group WORD<0-255> detail.........cccuiieeiiiiiiiiieeeiie e 1105
show ipv6 mld group Member-sUbNEt.............oiviiii i 1106
ShOW IPVB MIA INTEIACE. .......u i e e e e e e e e eaa e e 1106
SNOW IPVB MIA SENAET........ceiiiiieieeeiteee e e e et e e e e et e e e e e et e e e e e eaa e e e e eeasaans 1107
SNOW IPVB MIA SNOOPING. ...eueiiitii et e e e et e e et e e et e e e et e e e eaaeeeeaaeeessaeesannnaanes 1107
SNOW IPVB MIA SNOOP-LIACE ... .cevteieiiiieeeie ettt e e e et e e e e e e eaannnns 1108
SHOW IPVB MIA SYS.. ittt e ettt e e e e e e et e e e e e e et e e e e eeeanneeeas 1108
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ShOW iPVB MIA-NOSt-CACNE. ......cceeiieeii e e e e e e e e e eaa s 1108
ShOW iIPVB MIroUte INtEITACE. ... ...cee e e 1109
ShOW IPVB MIOULE NEXE-NOP. . ..eue it e e e e e e et e e e e e e eaaeeeenan 1109
SNOW iPVB MIOULE TOULE......ueueiieiiiiiie et e et e e et e e e e et e e e e e e e b e e e e e eeaaaeeeeeeesaaanns 1110
SNOW IPVB MIOULE SEALS......ceveiiiiiiii e e e e e e e e e e e e e e aaa s 1110
SNOW IPVB NA INEEITACE. ... ceeeiieeeie et e e e e e e et e e e eaaaeees 1111
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SNOW IPVB OSPT ...ttt e et e e et e e et e e e et e e e et e e e e e e eaa e e eaaaans 1114
SNOW IPVB OSPT @rEaA.......cvvuiiiiiiiiiiie ettt e e e e et e e e e e e e e e e e e eaaa e 1114
SNOW IPVB OSPF @rEa@-TANGE......couuiiiiiie ettt e e et e e e et e e e st e e eaa e e e eaaeaeens 1115
SNOW IPVB OSPF @S.... ittt e e e e e e e e e e e e e e e e e eaanans 1115
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ShOW IPVB OSPF INtEIACE. .. .cccveeeeii e e e e e 1116
ShOW IPVB OSPF INt-tIMEIS.....cceeiiiiii e e e e e e e e e e e enans 1117
SNOW QPVB OSPF ISAD....eeuiiiieeeeit e e et e e e e et e e e e e e et e e e e e eeaaaeeeeeeenes 1117
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ShOW iPVB OSPT NEIGNDOT.......ei e e e e e e e e e enaaaes 1119
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ShOW IPVB OSPF STAtISHICS. .. cviveieeii e e 1120
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SNOW IPVB PIM MOAE......uu it e et e e et e e e et e e e et e e e et e e eeaaeeeeannnns 1122
SNOW IPVB PIM MIIOULE......ieee et e e e e e e et e e e et e e e e et e e e e e e e eaa e e e eaaeeeenneeeannnns 1123
ShOW IPVB PIM NEIGNDOT. ... . e e e e e e et e e e e aa e e eenans 1123
ShOW IPVB PIM MP-NASN.......iiii et e e e e e e e enans 1123
SNOW iPVB PIM SEALIC-T. .. eeeeitieeie ettt e e e e e et e e e e e e e e e e e e eaaa e e eeeeesaans 1124
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Chapter 1: About this Document

This section discusses the purpose of this document, the conventions used, ways to provide
feedback, additional help, and information regarding other Extreme Networks publications.

Purpose

This document provides information on features in VSP Operating System Software (VOSS). VOSS
runs on the following product families:

» Extreme Networks VSP 4000 Series (includes VSP 4450 Series)

» Extreme Networks VSP 4900 Series

» Extreme Networks VSP 7200 Series

» Extreme Networks VSP 7400 Series

Extreme Networks VSP 8000 Series (includes VSP 8200 Series and VSP 8400 Series)
Extreme Networks VSP 8600 Series

» Extreme Networks XA1400 Series

° Note:

VOSS is licensed on the XA1400 Series as a Fabric Connect VPN (FCVPN) application,
which includes a subset of VOSS features. FCVPN transparently extends Fabric Connect
services over third-party provider networks.

This guide describes the Command Line Interface (CLI) commands for the configuration of various
features in VOSS. The chapters in this document correspond to a command mode in the CLI. Each
chapter is organized alphabetically for those commands in that mode. If a command is available in
all modes, like many show commands, it is documented in the mode that requires the lowest level of
access privileges.

Conventions

This section discusses the conventions used in this guide.
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Text Conventions

The following tables list text conventions that can be used throughout this document.

Table 1: Notice Icons

Icon

Alerts you to...

0 Important:

A situation that can cause serious inconvenience.

° Note:

Important features or instructions.

Q Tip:

Helpful tips and notices for using the product.

A Danger:

Situations that will result in severe bodily injury; up to
and including death.

A Warning:

Risk of severe personal injury or critical loss of data.

A Caution:

Risk of personal injury, system damage, or loss of
data.

Table 2: Text Conventions

Convention

Description

Angle brackets ( < >)

Angle brackets ( < >) indicate that you choose the
text to enter based on the description inside the
brackets. Do not type the brackets when you enter
the command.

If the command syntax is cfm maintenance-
domain maintenance-level <0-7> ,you can
enter cfm maintenance-domain
maintenance-level 4.

Bold text

Bold text indicates the GUI object name you must act
upon.

Examples:
* Click OK.

* On the Tools menu, choose Options.

Braces ({})

Braces ({} ) indicate required elements in syntax
descriptions. Do not type the braces when you enter
the command.

For example, if the command syntax is ip address
{A.B.C.D}, you must enter the IP address in
dotted, decimal notation.
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Convention

Description

Brackets ([])

Brackets ([ ]) indicate optional elements in syntax
descriptions. Do not type the brackets when you
enter the command.

For example, if the command syntax is show clock
[detail], you can enter either show clock or
show clock detail.

Ellipses ( ...)

An ellipsis ( ... ) indicates that you repeat the last
element of the command as needed.

For example, if the command syntax is
ethernet/2/1 [ <parameter>

<value> ]..., youenter ethernet/2/1 and as
many parameter-value pairs as you need.

Italic Text

Italics emphasize a point or denote new terms at the
place where they are defined in the text. Italics are
also used when referring to publication titles that are
not active links.

Plain Courier Text

Plain Courier text indicates command names,
options, and text that you must enter. Plain Courier
text also indicates command syntax and system
output, for example, prompts and system messages.

Examples:
e show ip route

e Error: Invalid command syntax
[Failed] [2013-03-22 13:37:03.303
-04:00]

Separator (>)

A greater than sign ( > ) shows separation in menu
paths.

For example, in the Navigation tree, expand the
Configuration > Edit folders.

Vertical Line (| )

A vertical line ( | ) separates choices for command
keywords and arguments. Enter only one choice. Do
not type the vertical line when you enter the
command.

For example, if the command syntax is access-
policy by-mac action { allow | deny },
you enter either access-policy by-mac action
allowor access-policy by-mac action
deny, but not both.
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Documentation and Training

Find Extreme Networks product information at the following locations:

Current Product Documentation

Release Notes

Hardware and software compatibility for Extreme Networks products
Extreme Optics Compatibility

Other resources such as white papers, data sheets, and case studies

Extreme Networks offers product training courses, both online and in person, as well as specialized
certifications. For details, visit www.extremenetworks.com/education/.

Getting Help

If you require assistance, contact Extreme Networks using one of the following methods:

Extreme Search the GTAC (Global Technical Assistance Center) knowledge base; manage
Portal support cases and service contracts; download software; and obtain product
licensing, training, and certifications.

The Hub A forum for Extreme Networks customers to connect with one another, answer
questions, and share ideas and feedback. This community is monitored by Extreme
Networks employees, but is not intended to replace specific guidance from GTAC.

Call GTAC For immediate support: (800) 998 2408 (toll-free in U.S. and Canada) or 1 (408)
579 2826. For the support phone number in your country, visit:
www.extremenetworks.com/support/contact

Before contacting Extreme Networks for technical support, have the following information ready:

* Your Extreme Networks service contract number, or serial numbers for all involved Extreme
Networks products

* A description of the failure
* A description of any actions already taken to resolve the problem

* A description of your network environment (such as layout, cable type, other relevant
environmental information)

* Network load at the time of trouble (if known)

» The device history (for example, if you have returned the device before, or if this is a recurring
problem)

* Any related RMA (Return Material Authorization) numbers
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Providing Feedback

Subscribe to Service Notifications

You can subscribe to email notifications for product and software release announcements,
Vulnerability Notices, and Service Notifications.

1. Go to www.extremenetworks.com/support/service-notification-form.

2. Complete the form (all fields are required).
3. Select the products for which you would like to receive notifications.

° Note:

You can modify your product selections or unsubscribe at any time.
4. Select Submit.

Providing Feedback

The Information Development team at Extreme Networks has made every effort to ensure the
accuracy and completeness of this document. We are always striving to improve our documentation

and help you work better, so we want to hear from you. We welcome all feedback, but we especially
want to know about:

» Content errors, or confusing or conflicting information.
* Improvements that would help you find relevant information in the document.
* Broken links or usability issues.
If you would like to provide feedback, you can do so in three ways:
* In a web browser, select the feedback icon and complete the online feedback form.

» Access the feedback form at https://www.extremenetworks.com/documentation-feedback/.

* Email us at documentation@extremenetworks.com.

Provide the publication title, part number, and as much detail as possible, including the topic
heading and page number if applicable, as well as your suggestions for improvement.
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Chapter 2: New in this Document

The following sections detail what is new in this document.
New Commands
The following commands are newly added to this document:

Auto Forward Error Correction (FEC)
« fec on page 142

Authentication for Privileged EXEC CLI Command Mode
* Sys priv-exec-password on page 556

» show sys priv-exec-password on page 1217
BGPv6

» neighbor WORD<0-1536> on page 82

» show bgp ipv6 neighbors on page 962

» show bgp ipv6 redistributed-routes on page 964

» show bgp ipv6 summary on page 965

To configure redistribution to BGP, see the redistribute command in BGP Router
Configuration on page 71.

10 Card Pre-Configuration
* preconfig slot on page 484
Distributed Virtual Routing (DvR) Controller
» dvr controller on page 332
* dvr controller <1-255> inject-default-route-disable on page 333

* dvr redistribute direct on page 335

» show dvr on page 973
» show dvr backbone-entries on page 973

» show dvr database on page 983

» show dvr host-entries on page 983

» show dvr interfaces on page 984

» show dvr I3vsn on page 985

October 2020 Command Line Interface Commands Reference for VOSS



show dvr members on page 986
redistribute dvr (for BGP) on page 98
ip bgp apply redistribute on page 923

ipv6 bgp apply redistribute on page 931

show ip bgp imported-routes on page 1022

show bgp ipv6 imported-routes on page 961

Distributed Virtual Routing (DvR) Controller Single IP Address

ip address (on a VLAN) on page 1249

IPv6 Virtualization

This release supports the following IPv6 features on Virtual Routing and Forwarding (VRF) and
Layer 3 Virtual Services Networks (Layer 3 VSNs):

o

October

IPv6 Interfaces and IPv6 Static Routes in VRFs and Layer 3 VSNs
ECMP and Alternative Route

Route redistribution for static and direct routes
VRRPv3 for IPv6

DHCP Relay

IPv6 Reverse Path Forwarding

ICMP Ping and Traceroute

Open Shortest Path First for IPv6 (OSPFv3)
IPv6 Border Gateway Protocol (IPv6 BGP)
IPv6 route redistribution enhancements

IPv6 1S-IS accept policies

Note:

Because IPv6 RSMLT is not virtualized in this release, you cannot enable both RSMLT and an
IPVv6 interface on the same VRF.

ipv6 ecmp (for VRF) on page 1390

ipv6 route (for VRF) on page 1410

ipv6 alternative-route (for VRF) on page 1389
ipv6 isis (for VRF) on page 1394

ipv6 dhcp-relay (for VRF) on page 1390

ipv6 isis accept (for a VRF) on page 1395

ipv6 ospf redistribute on page 1407

redistribute ipv6-direct (for BGP) on page 99

redistribute ospfv3 (for BGP) on page 103
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New in this Document

« redistribute static (for BGP) on page 107
IPv6 Shortcut Routing
* spbm <1-100> ipv6 on page 617

* ipv6-source-address on page 603

Link Layer Discovery Protocol-Media Endpoint Discovery (LLDP-MED)
+ lldp location-identification civic-address on page 235

* lldp location-identification coordinate on page 237

* lldp med-network-policies on page 238
* lldp location-identification ecs-elin on page 238

» show lldp port on page 855
+ show lldp local-sys-data on page 853

» show lldp med-network-policies on page 854

+ show lldp neighbor on page 855
Link-state tracking (LST)

° Note:

DEMO FEATURE - Link-state tracking (LST) is a demonstration feature on some products.
Demonstration features are provided for testing purposes. Demonstration features are for lab
use only and are not for use in a production environment. For more information on feature
support, see VOSS Feature Support Matrix.

* link-state group on page 445

» show link-state group on page 1165
Multiple CLI Users Per Role

° Note:

DEMO FEATURE - Multiple CLI Users Per Role is a demonstration feature on some products.
Demonstration features are provided for testing purposes. Demonstration features are for lab
use only and are not for use in a production environment. For more information on feature
support, see VOSS Feature Support Matrix.

» username on page 570
NTPv4 Client for IPv4 and IPv6
* ntp on page 464
 ntp authentication-key on page 464

* ntp interval <1-2185> on page 465

* ntp server on page 467
NTPv4 Master Mode and Restrict
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° Note:

DEMO FEATURE - NTPv4 Master Mode and Restrict is a demonstration feature on some
products. Demonstration features are provided for testing purposes. Demonstration features are
for lab use only and are not for use in a production environment. For more information, see
VOSS Feature Support Matrix.

* ntp master <1-16> on page 465

* ntp restrict on page 466
Policy Based Routing (Redirect Next Hop) per VRF

° Note:

DEMO FEATURE - Policy Based Routing (Redirect Next Hop) per VRF is a demonstration
feature on some products. Demonstration features are provided for testing purposes.
Demonstration features are for lab use only and are not for use in a production environment. For
more information on feature support, see VOSS Feature Support Matrix.

» filter acl ace action on page 345

Secure AAA server communication

° Note:

DEMO FEATURE - Secure AAA server communication is a demonstration feature on some
products. Demonstration features are provided for testing purposes. Demonstration features are
for lab use only and are not for use in a production environment. For more information on
feature support, see VOSS Feature Support Matrix.

» ike policy on page 360
+ ike profile on page 362

* ike v2-profile on page 364
sFlow Enhancements

+ sflow sampling-rate on page 257

TCP Timestamp Control
» show sys control on page 1214

* sys control tcp-timestamp on page 551
Two-Factor Authentication - X.509v3 Certificates for SSH

° Note:

DEMO FEATURE - Two-Factor Authentication—X.509v3 Certificates for SSH is a demonstration
feature on some products. Demonstration features are provided for testing purposes.
Demonstration features are for lab use only and are not for use in a production environment. For
more information on feature support, see VOSS Feature Support Matrix.

* ssh (configuration) on page 542
VLACP Flap Detect and Damping
+ vlacp flap-detect enable on page 281
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New in this Document

Updated Commands

The following commands are updated in this document:

Table 3: Existing Command Updates

Command Update

show fulltech The description is updated to indicate that the
command output includes a recursive listing of
filesystem contents.

show khi cpp port-statistics The output of the command now includes the receive
and transmit packet-per-second rate per port, as well
as the RxDiff and TxDiff delta fields.

ip address Addition of the parameter dvr-one-ip to enable
configuration of the DvR VLAN IP to be the same as
the DVR GW IP.

Removed Commands

No commands are removed from this document.

Notice about Feature Support

This document includes content for multiple hardware platforms across different software releases.
As a result, the content can include features not supported by your hardware in the current software
release. If a documented command or parameter does not appear on your hardware, it is not
supported. For information about feature support, see VOSS Feature Support Matrix.

For information about physical hardware restrictions, see your hardware documentation.

For more information about how individual commands and parameters apply to different products,
see the configuration information in the following documentation:

¢ Administering VOSS
» Configuring BGP Services for VOSS
» Configuring Fabric Basics and Layer 2 Services for VOSS

» Configuring Fabric Multicast Services for VOSS

» Configuring Fabric Layer 3 Services for VOSS

+ Configuring IP Multicast Routing Protocols for VOSS

+ Configuring IPv4 Routing for VOSS

+ Configuring IPv6 Routing for VOSS

* Configuring Link Aggregation, MLT, SMLT and vIST for VOSS
+ Configuring OSPF and RIP for VOSS
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Notice about Feature Support

* Configuring QoS and ACL-Based Traffic Filtering for VOSS
« Configuring the SLA Mon Agent for VOSS
» Configuring Security for VOSS

+ Configuring User Interfaces and Operating Systems for VOSS
* Configuring VLANSs, Spanning Tree, and NLB for VOSS

» Configuring VXLAN Gateway for VOSS

» Monitoring Performance for VOSS

* Quick Start Configuration for VOSS

* Troubleshooting VOSS
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Chapter 3: Application Configuration

igagent enable

Enables IQAgent.
Syntax

* igagent enable
* no igagent enable

Default

The default is disabled.

Command Mode

Application Configuration

Usage Guidelines

VOSS integration with ExtremeCloud 1Q through IQAgent is a demonstration feature on some

products. Demonstration features are provided for testing purposes. Demonstration features are for
lab use only and are not for use in a production environment. For information about feature support,

see VOSS Feature Support Matrix.

igagent notification
Enable the trap notification.

Syntax
* igagent notification
* no igagent notification
Default
The default is disabled.
Command Mode
Application Configuration
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igagent proxy

Usage Guidelines

VOSS integration with ExtremeCloud 1Q through IQAgent is a demonstration feature on some
products. Demonstration features are provided for testing purposes. Demonstration features are for
lab use only and are not for use in a production environment. For information about feature support,
see VOSS Feature Support Matrix.

This command will be operational in a future release.

igagent proxy
Configures the proxy parameters.

Syntax
 igagent proxy address WORD<1-255> tcp-port <1-49151>
 igagent proxy username WORD<1-64> password WORD <1-128>
e no igagent proxy address WORD<1-255> tcp-port <1-49151>

e no igagent proxy username

Command Paramenters

address WORD<1-255> Specifies the proxy IPv4 address or DNS name.
username <WORD 1-64> Specifies the proxy server username.
password <WORD 1-128> Specifies the proxy server password.

tcp-port <1-49151> Specifies the TCP port to use for IQAgent.
Default

None

Command Mode
Application Configuration
Usage Guidelines

VOSS integration with ExtremeCloud 1Q through IQAgent is a demonstration feature on some
products. Demonstration features are provided for testing purposes. Demonstration features are for
lab use only and are not for use in a production environment. For information about feature support,
see VOSS Feature Support Matrix.

igagent server

Configures the IPv4 address or DNS name.
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Application Configuration

Syntax
*» default igagent server
» igagent server address WORD<1-255>
* no igagent server
Default
The default server address is hac.extremecloudig.com.
Command Mode
Application Configuration
Usage Guidelines

VOSS integration with ExtremeCloud 1Q through IQAgent is a demonstration feature on some
products. Demonstration features are provided for testing purposes. Demonstration features are for
lab use only and are not for use in a production environment. For information about feature support,
see VOSS Feature Support Matrix.

restconf

Enable or disable the Representational State Transfer Configuration Protocol (RESTCONF) server.
Syntax

e default restconf <enable | tcp-port | tls | trap-notification>

e no restconf <enable | install-cert-file | tls | trap-notification>

» restconf <enable | install-cert-file WORD<1-128> | tcp-port <1-49151>
| tls | trap-notication>

Command Parameters

enable Enables the RESTCONF server.

install-cert-file WORD Installs the certificate file for RESTCONF.

<1-128>

tcp-port <1-49151> Specifies the TCP port to use for the RESTCONF server. The default is
8080.

tls Enables or disables TLS/SSL for the RESTCONF server. The default is
disable.

trap-notification Enables or disables trap notification with the RESTCONF protocol is
not available. The default is enable.

Default

The default value is disable.
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slamon agent

Command Mode
Application Configuration

slamon agent

Configures the SLA Mon agent.
Syntax
» default slamon agent ip address
*» default slamon agent port
e slamon agent ip address {A.B.C.D}
e slamon agent ip address {A.B.C.D} vrf WORD<1-16>
« slamon agent port <0-65535>

Command Parameters

ip address Configures the SLA Mon agent IP address. You must configure the IP

{A.B.C.D} address before the agent can process received discovery packets from the
SLA Mon server. The agent IP address is a mandatory parameter if you
enable SLA Monitor. The default value is 0.0.0.0.

port <0-65535> Configures the UDP port for SLA Mon agent-server communication. The
agent receives discovery packets on this port. The default is port 50011. The
server must use the same port.

vif WORD<1-16>  Specifies a VRF name. The VRF parameter is optional.

Default

None

Command Mode
Application Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

slamon agent-comm-port
Controls the port used for Real Time Protocol (RTP) and New Trace Route (NTR) testing.
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Application Configuration

Syntax
*» default slamon agent-comm-port

* slamon agent-comm-port <0-65535>

Command Parameters

<0-65535> Configures the port used for RTP and NTR testing in agent-to-agent communication.
The default port is 50012. If you configure this value to zero (0), the default port is
used.

Default

The default is 50012.

Command Mode

Application Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

slamon install-cert-file

Installs a Secure Sockets Layer (SSL) certificate.

Syntax
e no slamon install-cert-file

e slamon install-cert-file WORD<0-128>

Command Parameters

WORD<0-128> Specifies the file name and path of the certificate to install.

Default

None

Command Mode
Application Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.
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slamon oper-mode enable

slamon oper-mode enable

Enables the SLA Mon agent.
Syntax
» default slamon oper-mode
e no slamon oper-mode
* no slamon oper-mode enable
e slamon oper-mode
« slamon oper-mode enable
Default
The default is disabled.
Command Mode
Application Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

slamon server

Configures information about the SLA Mon server with which the agent communicates.
Syntax

» default slamon server ip address

e default slamon server port

» port <0-65535> <0-65535>

e slamon server ip address {A.B.C.D}

« slamon server ip address {A.B.C.D} {A.B.C.D}

 slamon server port <0-65535>

e slamon server port <0-65535> <0-65535>

Command Parameters

ip address Restricts the SLA Mon agent to use one of this SLA Mon server IP address only.
{A.B.C.D} The default is 0.0.0.0, which means the agent can register with any server. The
{A.B.C.D} second {A.B.C.D} represents an optional secondary server. Omit this parameter

if you use only one server.
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Application Configuration

port Restricts the SLA Mon agent to use one of this registration port only. The default
<0-65535> is 0, which means the agent disregards the source port information in server
<0-65535> traffic. The SLA Mon server must use the same port. The second <0-65535>

represents the UDP port for an optional secondary server. Omit this parameter if
you use only one server.

Default

None

Command Mode
Application Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.
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Chapter 4: BGP Router Configuration

aggregate-address

Add or delete an aggregate address in a BGP routing table.

Syntax
aggregate-address WORD<1-256>

aggregate-address WORD<1-256>

aggregate-address WORD<1-256>

aggregate-address WORD<1-256>

aggregate-address WORD<1-256>

aggregate-address WORD<1-256>

default
default
default
default
default
default

no aggregate-address
no aggregate-address
no aggregate-address
no aggregate-address
no aggregate-address

no aggregate-address

advertise-map WORD<0-1536>
as-set

attribute-map WORD<0-1536>
summary-only

suppress-map WORD<0-1536>

aggregate-address WORD<1-256>

aggregate-address WORD<1-256> advertise-map

aggregate-address WORD<1-256> as-set

aggregate-address WORD<1-256> attribute-map

aggregate-address WORD<1-256> summary-only

aggregate-address WORD<1-256> suppress-map

Command Parameters

advertise-map
WORD<0-1536>

October 2020

Specifies the route map name (any string length between 0 and 64
characters) for route advertisements.

WORD<1-256>

WORD<1-256> advertise-map WORD<0-1536>
WORD<1-256> as-set

WORD<1-256> attribute-map WORD<0-1536>
WORD<1-256> summary-only

WORD<1-256> suppress-map WORD<0-1536>
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as-set Enables autonomous system (AS) information.

attribute-map WORD Specifies the route map name (string length between 0 and 64
<0-1536> characters).

summary-only Enables the summarization of routes not included in routing updates.

This parameter creates the aggregate route and suppresses
advertisements of more specific routes to all neighbors. The default
value is disable.

suppress-map Specifies the route map name (string length between 0 and 64
WORD<0-1536> characters) for the suppressed route list.
WORD <1-256> Specifies the IPv4 or the IPv6 address and an integer value in the

range of 1 to 256.
Default

The default value is disable.
Command Mode
BGP Router Configuration

auto-peer-restart enable

Enable the process that automatically restarts a connection to a BGP neighbor.
Syntax

e auto-peer-restart enable

e default auto-peer-restart

» default auto-peer-restart enable

e no auto-peer-restart

» no auto-peer-restart enable

Command Parameters

enable Enables the process that automatically restarts a connection to a BGP neighbor.
Default
The default value is enable.

Command Mode
BGP Router Configuration
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auto-summary

auto-summary

Summarize the networks based on class limits after BGP is enabled. (For example, Class A, B, C
networks).

Syntax
*» auto-summary
» default auto-summary
e no auto-summary
Default
The default value is enable.
Command Mode
BGP Router Configuration

bgp aggregation
Enables or disables the aggregation feature on the interface.
Syntax
» bgp aggregation
e bgp aggregation enable
» default bgp aggregation
- default bgp aggregation enable
« no bgp aggregation
* no bgp aggregation enable
Command Parameters

enable Enables the aggregation feature on the interface.
Default
The default value is enable.

Command Mode
BGP Router Configuration
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bgp always-compare-med
Enables the comparison of the multiexit discriminator (MED) parameter for paths from neighbors in
different autonomous systems. A path with a lower MED is preferred over a path with a higher MED.
Syntax
* bgp always-compare-med
e default bgp always-compare-med
e no bgp always-compare-med
Default
The default value is disable.
Command Mode
BGP Router Configuration

bgp client-to-client reflection

Enables or disables route reflection between two route reflector clients. This option is applicable
only if the route reflection value is set to enable.

Syntax
* bgp client-to-client reflection
e default bgp client-to-client reflection
e no bgp client-to-client reflection
Default
The default value is enable.
Command Mode
BGP Router Configuration

bgp cluster-id

Configures a cluster ID. This option applies only if the route reflection value is set to enable, and if
multiple route reflectors are in a cluster.

Syntax
* bgp cluster-id {A.B.C.D}
e no bgp cluster-id {A.B.C.D}
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Command Parameters

<A.B.C.D> Specifies the cluster ID of the reflector router.
Default

None

Command Mode
BGP Router Configuration

bgp confederation

Configures a BGP confederation.
Syntax
e bgp confederation identifier <0-4294967295>
» bgp confederation peers WORD<0-255>
» default bgp confederation
e default bgp confederation identifier
» default bgp confederation peers
e no bgp confederation
e no bgp confederation identifier

* no bgp confederation peers

Command Parameters

identifier Specifies the confederation identifier. Identifier number 0-65535(2-
<0-4294967295> Byte AS) 0-4294967295(4-Byte AS).
peers WORD <0-255> Lists adjoining Autonomous Sytems that are part of the confederation

in the format (5500,65535,0,10,...,...).

Default

The default value is 0.
Command Mode

BGP Router Configuration
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bgp default local-preference

Specifies the default value of the local preference attribute. You cannot change the default value
when BGP is enabled.

Syntax
e bgp default local-preference <0-2147483647>
*» default bgp default local-preference
e no bgp default local-preference

e no bgp default local-preference <0-2147483647>
Command Parameters

<0-2147483647> Specifies the preference value.

Default

The default value is 100.
Command Mode

BGP Router Configuration

bgp deterministic-med enable

Enables deterministic Multiexit Discriminator (MED).
Syntax
* bgp deterministic-med enable
*» default bgp deterministic-med
e default bgp deterministic-med enable
e no bgp deterministic-med
e no bgp deterministic-med enable
Default
The default value is enable.
Command Mode
BGP Router Configuration

October 2020 Command Line Interface Commands Reference for VOSS

76



bgp multiple-paths

bgp multiple-paths

Configures the maximum number of equal-cost-paths that are available to a BGP router by limiting
the number of equal-costpaths that can be stored in the routing table.

Syntax

e bgp multiple-paths <1-8>

e default bgp multiple-paths
Command Parameters

<1-8> Specifies the number of equal-cost-paths that are available to a BGP router.

Default

The default value is 1.
Command Mode

BGP Router Configuration

comp-bestpath-med-confed

When enabled, compares multiexit discriminator (MED) attributes within a confederation.
Syntax

 comp-bestpath-med-confed enable

» default comp-bestpath-med-confed

e default comp-bestpath-med-confed enable

* no comp-bestpath-med-confed

* no comp-bestpath-med-confed enable

Command Parameters

enable Enables and compares multiexit discriminator attributes within a BGP confederation.

Default

The default value is enable.
Command Mode

BGP Router Configuration

October 2020 Command Line Interface Commands Reference for VOSS 77



BGP Router Configuration

debug-screen

Display debug messages on the console, or saves them in a log file.
Syntax

» debug-screen { off | on }

e default debug-screen

» no debug-screen

Command Parameters

<on|off> Disables BGP screen logging (off) or enable BGP screen logging (on).
Default

The default value is off.

Command Mode
BGP Router Configuration

default-information

Enable the advertisement of a default route to peers, if it is present in the routing table.

Syntax
e default default-information originate
s default-information originate

e no default-information originate

Command Parameters

originate Enables the origination default route.
Default

The default value is disable.

Command Mode
BGP Router Configuration

default-metric (for BGP)

Configure a value that is sent to a BGP neighbor to determine the cost of a route a neighbor is
using.
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flap-dampening

Syntax
e default default-metric
» default-metric <-1-2147483647>
e no default-metric

e no default-metric <-1-2147483647>

Command Parameters

<-1-2147483647> Specifies the range of the default metric. A default metric value helps solve
the problems associated with redistributing routes that have incompatible
metrics.

Default

The default value is -1.

Command Mode

BGP Router Configuration

flap-dampening
Enable route suppression for routes that flap on and off.
Syntax
» default flap-dampening
*» default flap-dampening enable
 flap-dampening
+ flap-dampening enable
* no flap-dampening
e no flap-dampening enable

Command Parameters

enable Enables Border Gateway Protocol (BGP) flap-dampening.
Default
The default value is enable.

Command Mode
BGP Router Configuration
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global-debug mask

Display specific debug messages for your global BGP configuration.

Syntax

*» default global-debug mask
* global-debug mask WORD<1-100>

e no global-debug mask

Command Parameters

mask Specifies one or more mask choices that you enter, separated by commas with no
WORD space between choices. For example,[<mask>,<mask>,<mask>...]. Options

<1-100> include:

Default
None

none
all

error
packet
event
trace
warning
state
init
filter

update

Command Mode

BGP Router Configuration

ibgp-report-import-rt

Configure BGP to advertise imported routes to an interior BGP (IBGP) peer. This command Enable

or disables the advertisement of nonBGP imported routes to other IBGP neighbors.

Syntax

e default ibgp-report-import-rt

» default ibgp-report-import-rt enable

October 2020

Command Line Interface Commands Reference for VOSS

80



ignore-illegal-rtrid

* ibgp-report-import-rt enable
* no ibgp-report-import-rt
* no ibgp-report-import-rt enable
Command Parameters
enable Enables advertisement of non BGP imported routes to other IBGP neighbors.
Default
The default value is enable.

Command Mode
BGP Router Configuration

ignore-illegal-rtrid
Overlook an illegal router id after enabling BGP.
Syntax
*» default ignore-illegal-rtrid
e default ignore-illegal-rtrid enable
e ignore-illegal-rtrid enable
* no ignore-illegal-rtrid
e no ignore-illegal-rtrid enable

Command Parameters

enable Enables or disables the acceptance of a connection from a peer that sends an open
message using a router ID of 0 (zero).

Default

The default value is enable.
Command Mode

BGP Router Configuration

neighbor password

Configure a BGP peer or peer group password for Transmission Control Protocol (TCP) MD5
authentication between two peers.
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Syntax
*» default neighbor password <nbr ipaddr|peer-group-name> WORD<0-1536>

* neighbor password <nbr_ipaddr|peer-group-name> WORD<0-1536>
* no neighbor password <nbr_ ipaddr|peer-group-name> WORD<0-1536>
Command Parameters

<nbr_ipaddr|peer- Specifies a password for TCP MD5 authentication between two peers.
group-name> WORD WORD <0-1536> is an alphanumeric string length from 0 to 1536
<0-1536> characters.

To disable this option, use no operator with the command.

To configure this option to the default value, use default operator with the

command.

Default

None

Command Mode

BGP Router Configuration

neighbor WORD<0-1536>

Create a peer or peer group.
Syntax
e default neighbor WORD<0-1536>
» neighbor WORD<0-1536>
* no neighbor WORD<0-1536>
Default
None
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> address-family

Enables BGP address families for IPv6 or IPv4 (BGP) and L3 VPN (MP-BGP) support.

Syntax
e default neighbor WORD<0-1536> address-family ipvé6
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neighbor WORD<0-1536> advertisement-interval <5-120>

default neighbor WORD<0-1536> address-family vpnv4
 neighbor WORD<0-1536> address-family ipvé6
« neighbor WORD<0-1536> address-family vpnv4
e no neighbor WORD<0-1536> address-family ipv6
* no neighbor WORD<0-1536> address-family vpnv4
Default
None
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> advertisement-interval <5-120>

Specifies the time interval (in seconds) that transpires between each transmission of an
advertisement from a BGP neighbor.

Syntax
» default neighbor WORD<0-1536> advertisement-interval
« neighbor WORD<0-1536> advertisement-interval <5-120>
Default
The default value is 5 seconds.
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> default-ipv6-originate

Enables IPv6 BGP neighbor default originate.
Syntax
e default neighbor WORD<0-1536> default-ipvé6-originate
» neighbor WORD<0-1536> default-ipv6-originate
* no neighbor WORD<0-1536> default-ipv6-originate
Default
The default value is disable.
Command Mode
BGP Router Configuration

October 2020 Command Line Interface Commands Reference for VOSS 83



BGP Router Configuration

neighbor WORD<0-1536> default-originate

Enables the switch to send a default route advertisement to the specified neighbor. A default route
does not have to be in the routing table. Do not use this command if you globally enable default-
information originate.

Syntax
« default neighbor WORD<0-1536> default-originate
* neighbor WORD<0-1536> default-originate
e no neighbor WORD<0-1536> default-originate
Default
The default value is disable.
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> ebgp-multihop

Enables a connection to a Border Gateway Protocol (BGP) peer that is more than one hop away
from the local router.

Syntax
» default neighbor WORD<0-1536> ebgp-multihop
* neighbor WORD<0-1536> ebgp-multihop
* no neighbor WORD<0-1536> ebgp-multihop
Default
The default value is disable.
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> enable

Enables the Border Gateway Protocol (BGP) neighbor.

Syntax
» default neighbor WORD<0-1536> enable
e neighbor WORD<0-1536> enable
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neighbor word<0-1536> fall-over bfd

* no neighbor WORD<0-1536> enable
Default
The default value is disable.
Command Mode
BGP Router Configuration

neighbor word<0-1536> fall-over bfd

Enables Bidirectional Forwarding Detection (BFD) for BGP.
Syntax

* neighbor word<0-1536> fall-over bfd

e no neighbor word<0-1536> fall-over bfd

Command Parameters
word<0-1536> Specifies the peer IP address or the peer group name.

Default

The default is disable.
Command Mode

BGP Router Configuration

neighbor WORD<0-1536> in-route-map WORD<0-256>

Applies a route policy rule to all incoming routes that are learned from, or sent to, the local BGP
router peers, or peer groups. The local BGP router is the BGP router that allows or disallows routes
and sets attributes in incoming or outgoing updates.

Syntax
« default neighbor WORD<0-1536> in-route-map
» neighbor WORD<0-1536> in-route-map WORD<0-256>
e no neighbor WORD<0-1536> in-route-map
Command Parameters

WORD<0-256> Specifies an alphanumeric string length (0 to 256 characters) that indicates the
name of the route map or policy.
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Default
None

Command Mode

BGP Router Configuration

neighbor WORD<0-1536> ipv6-in-route-map WORD<0-256>

Creates IPv6 in route map.

Syntax

default neighbor WORD<0-1536> ipv6-in-route-map
neighbor WORD<0-1536> ipv6-in-route-map WORD<0-256>
no neighbor WORD<0-1536> ipv6-in-route-map

Command Parameters

WORD <0-256> Specifies the route map or policy name in an alphanumeric string.

Default
None

Command Mode

BGP Router Configuration

neighbor WORD<0-1536> ipv6-out-route-map
WORD<0-256>

Applies a route policy to all outgoing routes.

Syntax

default neighbor WORD<0-1536> ipv6-out-route-map
default neighbor WORD<0-1536> ipv6-out-route-map
neighbor WORD<0-1536> ipv6-out-route-map WORD<0-256>
neighbor WORD<0-1536> ipv6-out-route-map WORD<0-256>
no neighbor WORD<0-1536> ipv6-out-route-map

no neighbor WORD<0-1536> ipv6-out-route-map
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neighbor WORD<0-1536> max-prefix <0-2147483647>

Command Parameters

WORD<0-1536> Specifies the subscriber group. You must create the specified subscriber group
before you issue this command.

WORD<0-256> WORD<0-256> name is an alphanumeric string length (0 to 256 characters)
that indicates the name of the route map or policy.

Default

None

Command Mode

BGP Router Configuration

neighbor WORD<0-1536> max-prefix <0-2147483647>

Sets a limit on the number of routes that can be accepted from a neighbor.

Syntax
e default neighbor WORD<0-1536> max-prefix
* neighbor WORD<0-1536> max-prefix <0-2147483647>

Command Parameters

<0-2147483647> Sets a limit on the number of routes that can be accepted from a neighbor. A
value of 0 (zero) indicates that there is no limit to the number of routes that can
be accepted.

Default

The default value is 12000 routes
Command Mode

BGP Router Configuration

neighbor WORD<0-1536> MD5-authentication enable

Enables TCP MD5 authentication between two peers.

Syntax
e default neighbor WORD<0-1536> MD5-authentication enable
» neighbor WORD<0-1536> MD5-authentication enable
* no neighbor WORD<0-1536> MD5-authentication enable
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Default

The default value is disable.

Command Mode

BGP Router Configuration

neighbor WORD<0-1536> neighbor-debug-mask
WORD<1-100>

Displays specified debug information for a BGP peer.

Syntax

» default neighbor WORD<0-1536> neighbor-debug-mask
 neighbor WORD<0-1536> neighbor-debug-mask WORD<1-100>
e no neighbor WORD<0-1536> neighbor-debug-mask

Command Parameters

WORD<1-100>

Default

WORD<1-100> is a list of mask choices separated by commas with no space
between choices. For example, {<mask>,<mask>,<mask>...}. Mask choices are

* none - disables all debug messages

+ all - enables all debug messages

* error -enables display of debug error messages

* packet - enables display of debug packet messages

» event - enables display of debug event messages

* trace - enables display of debug trace messages

* warning - enables display of debug warning messages

« state - enables display of debug state transition messages

init - enables display of debug initialization messages

filter - enables display of debug messages related to filtering

 update - enables display of debug messages related to sending and receiving
updates

The default value is none.

Command Mode
BGP Router Configuration

October 2020

Command Line Interface Commands Reference for VOSS

88



neighbor WORD<0-1536> next-hop-self

neighbor WORD<0-1536> next-hop-self

When enabled, specifies that the next-hop attribute in an IBGP update is the address of the local
router or the router that is generating the IBGP update. You can only configure the next-hop
parameter if the neighbor is disabled.

Syntax
» default neighbor WORD<0-1536> next-hop-self
 neighbor WORD<0-1536> next-hop-self
* no neighbor WORD<0-1536> next-hop-self
Default
The default value is disable.
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> out-route-map WORD<0-256>

Applies a route policy rule to all outgoing routes that are learned from, or sent to, the local peers or
peer groups, of the BGP router. The local BGP router is the BGP router that allows or disallows
routes, and sets attributes in incoming or outgoing updates.

Syntax
» default neighbor WORD<0-1536> out-route-map
* neighbor WORD<0-1536> out-route-map WORD<0-256>
e no neighbor WORD<0-1536> out-route-map
Command Parameters

WORD<0-1536> Specifies the neighbor IP address {a.b.c.d}, IPv6 address, or neighbor group
name.

WORD<0-256> WORD<0-256> name is an alphanumeric string length (0 to 256 characters)
that indicates the name of the route map or policy.

Default

None

Command Mode

BGP Router Configuration
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neighbor WORD<0-1536> peer-group WORD<0-1536>

Adds a Border Gateway Protocol (BGP) peer to the specified subscriber group. You must create the
specified subscriber group before you issue this command.

Syntax
* neighbor WORD<0-1536> peer-group WORD<0-1536>
e no neighbor WORD<0-1536> peer-group

Command Parameters

WORD<0-1536> Specifies the subscriber group. You must create the specified subscriber group
before you issue this command.

Default

None

Command Mode

BGP Router Configuration

neighbor WORD<0-1536> remote-as WORD<0-11>

Configures the remote AS number of a Border Gateway Protocol (BGP) peer or a peer-group. You
cannot configure this option when the admin-state is enable.

Syntax
« default neighbor WORD<0-1536> remote-as
» neighbor WORD<0-1536> remote-as WORD<0-11>
* no neighbor WORD<0-1536> remote-as

Command Parameters

WORD<0-11> Specifies the remote AS number of a peer or a peer-group.

Default

None

Command Mode

BGP Router Configuration
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neighbor WORD<0-1536> remove-private-as enable

When enabled, strips private AS numbers when an update is sent. This feature is especially useful
within a confederation.

Syntax
» default neighbor WORD<0-1536> remove-private-as enable
 neighbor WORD<0-1536> remove-private-as enable
e no neighbor WORD<0-1536> remove-private-as enable

Default

The default value is enable.
Command Mode

BGP Router Configuration

neighbor WORD<0-1536> retry-interval <1-65535>

Configures the time interval (in seconds) for the ConnectRetry Timer.

Syntax
» default neighbor WORD<0-1536> retry-interval
*» neighbor WORD<0-1536> retry-interval <1-65535>

Default

The default value is 120 seconds.
Command Mode

BGP Router Configuration

neighbor WORD<0-1536> route-reflector-client

Configures the specified neighbor or group of neighbors as its route reflector client. All neighbors
that are configured become members of the client group and the remaining IBGP peers become
members of the nonclient group for the local route reflector.

Syntax
e neighbor WORD<0-1536> route-reflector-client
* no neighbor WORD<0-1536> route-reflector-client

Default
The default value is disable.
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Command Mode
BGP Router Configuration

neighbor WORD<0-1536> route-refresh

Enables IP VPN Route Refresh for the Border Gateway Protocol (BGP) peer. If enabled, a route
refresh request received by a BGP speaker causes the speaker to resend all route updates it
contains in its database that are eligible for the peer that issues the request.

Syntax
e default neighbor WORD<0-1536> route-refresh
* neighbor WORD<0-1536> route-refresh
e no neighbor WORD<0-1536> route-refresh
Default
The default value is disable
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> send-community

Enables the switch to send the update message community attribute to the specified peer.
Syntax
« default neighbor WORD<0-1536> send-community
*» neighbor WORD<0-1536> send-community
e no neighbor WORD<0-1536> send-community
Default
The default value is disable.
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> soft-reconfiguration-in enable

When enabled, the router relearns routes from the specified neighbor or group of neighbors without
resetting the connection when the policy changes in the inbound direction.
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Syntax
*» default neighbor WORD<0-1536> soft-reconfiguration-in enable
» neighbor WORD<0-1536> soft-reconfiguration-in enable
* no neighbor WORD<0-1536> soft-reconfiguration-in enable
Default
The default value is disable.
Command Mode
BGP Router Configuration

neighbor WORD<0-1536> timers

Configures timers (in seconds) for the Border Gateway Protocol (BGP) speaker for this peer.
Syntax

e default neighbor WORD<0-1536> timers

» neighbor WORD<0-1536> timers <0-21845> <0-65535>

Command Parameters

<0-21845> <0-21845> is the keepalive time. The default is 60.
<0-65535> <0-65535> is the hold time. The default is 180.
Default

None

Command Mode
BGP Router Configuration

neighbor WORD<0-1536> update-source

Specifies the source IP address when Border Gateway Protocol (BGP) packets are sent to this peer
or peer group. You cannot configure this parameter when the admin-state is enable.

Syntax
e default neighbor WORD<0-1536> update-source
* neighbor WORD<0-1536> update-source WORD<1-256>
* no neighbor WORD<0-1536> update-source
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Command Parameters

<A.B.C.D> <A.B.C.D> is the specified source IP address.

Default

None

Command Mode

BGP Router Configuration

neighbor WORD<0-1536> weight

Specifies the weight of a Border Gateway Protocol (BGP) peer or peer groups, or the priority of
updates that can be received from that BGP peer.

Syntax
*» default neighbor WORD<0-1536> weight
» neighbor WORD<0-1536> weight <0-65535>
* no neighbor WORD<0-1536> weight
Command Parameters

<0-65535> Specifies the weight of a BGP peer or peer groups, or the priority of updates that can
be received from that BGP peer.
If you have particular neighbors that you want to prefer for most of your traffic, you
can assign a higher weight to all routes learned from that neighbor.

Default

The default value is 0.

Command Mode

BGP Router Configuration

neighbor-debug-all

Display specified debug information for BGP neighbors.

Syntax
* default neighbor-debug-all
* neighbor-debug-all mask WORD<1-100>
e no neighbor-debug-all
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network (for BGP)

Command Parameters

mask <WORD <WORD 1-100> is a list of mask choices separated by commas with no
1-100> space between choices.
Default

The default value is none.
Command Mode
BGP Router Configuration

network (for BGP)

Specify the Interior Gateway Protocol (IGP) network prefixes for Border Gateway Protocol (BGP) to
advertise for redistribution.

Syntax
» default network WORD<1-256>
 network WORD<1-256>
* network WORD<1-256> metric <0-65535>
e no network WORD<1-256>

Command Parameters

metric Specifies the metric to use when the system sends an update for the routes in
<0-65535> the network table. The metric configures the MED for the routes advertised to
EBGP peers. The range is 0-65535.

WORD Specifies IGP network prefixes for Border Gateway Protocol (BGP) to advertise

<1-256> for redistribution. This command imports routes into BGP. WORD <1-256> is the
IPv4 or the IPv6 network address and mask.

Default

None

Command Mode
BGP Router Configuration

no-med-path-is-worst

Enable Border Gateway Protocol (BGP) to treat an update without a multiexit discriminator (MED)
attribute as the worst path.
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Syntax
e default no-med-path-is-worst
e default no-med-path-is-worst enable
* no no-med-path-is-worst
e no no-med-path-is-worst enable

» no-med-path-is-worst enable

Command Parameters

enable Enables Border Gateway Protocol (BGP) to treat an update without a multiexit
discriminator (MED) attribute as the worst path.

Default

The default value is enable.
Command Mode

BGP Router Configuration

quick-start
Enable the quick-start flag for exponential backoff.
Syntax
e default quick-start
» default quick-start enable
e default quick-start enable
* no quick-start
* no quick-start enable
e quick-start enable
Command Parameters

enable Enables the quick-start flag for exponential backoff.
Default
The default value is enable.

Command Mode
BGP Router Configuration
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redistribute direct (for BGP)

Redistribute routes learned from directly-connected networks into Border Gateway Protocol (BGP).

Syntax

default
default
default
default
default
default

redistribute
redistribute
redistribute
redistribute
redistribute

redistribute

direct

direct enable

direct metric

direct metric-type

direct route-map

direct vrf-src WORD<1-16>

no redistribute direct

no redistribute direct enable

no redistribute direct vrf-src WORD<K1-16>

redistribute
redistribute
redistribute
redistribute
redistribute

redistribute

direct
direct
direct
direct
direct

direct

Command Parameters

enable

metric <0-65535>

metric-type live-metric

route-map WORD<0-64>

vrf-src WORD<1-16>

Default
By default, route redistribution is disabled.

Command Mode

enable

metric <0-65535>
metric-type live-metric
route-map WORD<0-64>
vrf-src WORD<1-16>

Enables the redistribution.

Specifies the value of the metric to be announced in the
advertisement. The default is 0.

Configures the route redistribution metric type. The default is

disabled.

Configures the route policy to apply to redistributed routes.

Specifies the source VRF instance. This parameter is not required for
redistribution within the same VRF.

BGP Router Configuration
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redistribute dvr (for BGP)

Redistribute DVR-learned routes into Border Gateway Protocol (BGP).

Syntax

default
default
default
default
default
default

redistribute dvr

redistribute dvr enable
redistribute dvr metric
redistribute dvr metric-type
redistribute dvr route-map
redistribute dvr vrf-src WORD<1-16>

no redistribute dvr

no redistribute dvr enable

no redistribute dvr vrf-src WORD<1l-16>

redistribute
redistribute
redistribute
redistribute
redistribute

redistribute

dvr
dvr
dvr
dvr
dvr

dvr

Command Parameters

enable

metric <0-65535>

metric-type live-metric

route-map WORD<0-64>

vrf-src WORD<1-16>

Default

By default, route redistribution is disabled.

Command Mode

BGP Router Configuration

October 2020

enable

metric <0-65535>
metric-type live-metric
route-map WORD<O0-64>
vrf-src WORD<1-16>

Enables the redistribution.

Specifies the value of the metric to be announced in the
advertisement. The default is 0.

Configures the route redistribution metric type. The default is
disabled.

Configures the route policy to apply to redistributed routes.

Specifies the source VRF instance. This parameter is not required for
redistribution within the same VRF.
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redistribute ipv6-direct (for BGP)

Redistribute routes learned from IPv6 directly-connected networks into Border Gateway Protocol
(BGP).

Syntax

default
default
default
default
default

redistribute
redistribute
redistribute
redistribute

redistribute

ipvé6-direct metric-type
ipvé-direct

ipv6-direct enable
ipv6-direct metric

ipv6-direct route-map

no redistribute ipvé6-direct

no redistribute ipvé6-direct enable

no redistribute ipv6-direct route-map

redistribute
redistribute
redistribute
redistribute

redistribute

Command Parameters

enable

metric <0-65535>

ipvé-direct

ipv6-direct enable

ipvé6-direct metric <0-65535>
ipv6-direct metric-type live-metric

ipvé6é-direct route-map WORD<0-64>

Enables the redistribution.

Specifies the value of the metric to be announced in the

advertisement. The default is 0.

route-map WORD<0-64> Configures the route policy to apply to redistributed routes.

Default
By default, route redistribution is disabled.

Command Mode

BGP Router Configuration

redistribute ipv6-isis enable

Enables the BGP route redistribution instance.

Syntax

e default redistribute ipv6-isis enable
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e no redistribute ipv6-isis enable
e redistribute ipv6-isis enable
Default
The default is none.
Command Mode
BGP Router Configuration

redistribute ipv6-isis metric

Configure the metric to apply to redistributed routes.

Syntax

e default redistribute ipv6-isis metric

* redistribute ipv6-isis metric <0-65535>

Command Parameters

<0-65535> Specifies the BGP metric.

Default

The default value is 0.
Command Mode

BGP Router Configuration

redistribute ipv6-isis route-map

Configure the route policy to apply to redistributed routes.

Syntax
» default redistribute ipvé6-isis route-map
e no redistribute ipv6-isis route-map

» redistribute ipv6-isis route-map WORD<0-64>
Command Parameters

WORD<0-64> Specifies the route policy name.

Default
The default value is 0.
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Command Mode

BGP Router Configuration

redistribute ipv6-static (for BGP)

redistribute ipv6-static (for BGP)

Redistribute IPv6 static routes into Border Gateway Protocol (BGP).

Syntax

default redistribute
default redistribute
default redistribute
default redistribute

no redistribute ipv6-
no redistribute ipv6-

no redistribute ipv6-

ipvé-static
ipv6-static enable
ipvé-static metric
ipvé-static route-map
static

static enable

static route-map

redistribute ipvé6-static

redistribute ipvé6-static enable

redistribute ipvé6-static metric <0-65535>

redistribute ipvé6-static route-map WORD<0-64>

Command Parameters

enable

metric <0-65535>

Enables the redistribution.

Specifies the value of the metric to be announced in the

advertisement. The default is O.

route-map WORD<0-64> Configures the route policy to apply to redistributed routes.

Default
By default, route redistribution is disabled.

Command Mode

BGP Router Configuration

redistribute isis (for BGP)

Redistribute learned routes into Border Gateway Protocol (BGP).

October 2020

Command Line Interface Commands Reference for VOSS 101



BGP Router Configuration

Syntax

default redistribute
default redistribute
default redistribute
default redistribute
default redistribute
default redistribute
no redistribute isis
no redistribute isis

redistribute isis

isis
isis enable

isis metric

isis metric-type
isis route-map

isis vrf-src WORD<1-16>

enable

redistribute isis enable

redistribute isis metric <0-65535>

redistribute isis metric-type live-metric
redistribute isis route-map WORD<0-64>
redistribute isis vrf-src WORD<1-16>

Command Parameters

enable

metric <0-65535>

metric-type live-metric

route-map

WORD<0-64>

vrf-src WORD<1-16>

Default
By default, route redistribution is disabled.

Command Mode

BGP Router Configuration

Enables the redistribution of Intermediate-System-to-Intermediate-
System (IS-IS) learned IP routes into BGP.

Specifies the value of the metric to be announced in the
advertisement. The defaultis 1.

Configures the route policy to apply to redistributed routes.

Specifies the source VRF instance. This parameter is not required for
redistribution within the same VRF.

Configures the route redistribution metric type. The default is disabled.

redistribute ospf (for BGP)

Redistribute OSPF-learned routes into Border Gateway Protocol (BGP).

October 2020

Command Line Interface Commands Reference for VOSS

102



Syntax

default
default
default
default
default
default

redistribute
redistribute
redistribute
redistribute
redistribute

redistribute

no redistribute ospf

no redistribute ospf

no redistribute ospf

redistribute ospf

redistribute ospfv3 (for BGP)

ospf

ospf enable

ospf metric

ospf metric-type

ospf route-map

ospf vrf-src WORD<1-16>

enable
vrf-src WORD<K1-16>

redistribute ospf enable

redistribute ospf metric <0-65535>

redistribute ospf metric-type live-metric
redistribute ospf route-map WORD<O0-64>
redistribute ospf vrf-src WORD<1-16>

Command Parameters

enable

metric <0-65535>

metric-type live-metric

route-map WORD<0-64>

vrf-src WORD<1-16>

Default
By default, route redistribution is disabled.

Enables the redistribution.

Specifies the value of the metric to be announced in the

advertisement. The default is O.

Configures the route redistribution metric type. The default is

disabled.

Configures the route policy to apply to redistributed routes.

Specifies the source VRF instance. This parameter is not required for

redistribution within the same VRF.

Command Mode

BGP Router Configuration

redistribute ospfv3 (for BGP)

Redistribute OSPFv3-learned routes into Border Gateway Protocol (BGP).
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Syntax

default redistribute
default redistribute
default redistribute
default redistribute

ospfv3

ospfv3 enable

ospfv3 metric

ospfv3 route-map

no redistribute ospfv3

no redistribute ospfv3 enable

no redistribute ospfv3 route-map

redistribute ospfv3

redistribute ospfv3 enable

redistribute ospfv3 metric <0-65535>

redistribute ospfv3 route-map WORD<0-64>

Command Parameters

enable

metric <0-65535>

route-map WORD<0-64> Configures the route policy to apply to redistributed routes.

Enables the redistribution.

Specifies the value of the metric to be announced in the

advertisement. The default is O.

Default
By default, route redistribution is disabled.

Command Mode

BGP Router Configuration

redistribute rip (for BGP)

Redistribute RIP-learned routes into Border Gateway Protocol (BGP).

Syntax

October 2020

default redistribute
default redistribute
default redistribute
default redistribute
default redistribute
default redistribute

rip
rip
rip
rip
rip

rip

enable
metric
metric-type
route-map

vrf-src WORD<1-16>
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redistribute ripng enable

* no redistribute rip

e no redistribute rip enable

e no redistribute rip vrf-src WORD<1-16>

» redistribute rip

e redistribute rip enable

 redistribute rip metric <0-65535>

» redistribute rip metric-type live-metric
» redistribute rip route-map WORD<0-64>

» redistribute rip vrf-src WORD<1-16>

Command Parameters

enable Enables the redistribution.

metric <0-65535> Specifies the value of the metric to be announced in the
advertisement. The default is 0.

metric-type live-metric = Configures the route redistribution metric type. The default is
disabled.

route-map WORD<0-64> Configures the route policy to apply to redistributed routes.

vrf-src WORD<1-16> Specifies the source VRF instance. This parameter is not required for
redistribution within the same VRF.

Default

By default, route redistribution is disabled.
Command Mode

BGP Router Configuration

redistribute ripng enable

Enable the BGP redistribution RIPng.

Syntax
e default redistribute ripng enable
* no redistribute ripng enable
e redistribute ripng enable

Default

None
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Command Mode
BGP Router Configuration

redistribute ripng metric

Configure the metric to apply to redistributed routes.

Syntax
» default redistribute ripng metric

 redistribute ripng metric <0-65535>

Command Parameters

<0-65535> Specifies the BGP route distribution metric.

Default

The default value is 0.
Command Mode

BGP Router Configuration

redistribute ripng route-map

Configure the route policy to apply to redistributed routes.

Syntax
*» default redistribute ripng route-map
e no redistribute ripng route-map

 redistribute ripng route-map WORD<0-64>
Command Parameters

WORD<0-64> Specifies the route policy name.
Default
The default value is 0.

Command Mode
BGP Router Configuration
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redistribute static (for BGP)

Redistribute static routes into Border Gateway Protocol (BGP).

Syntax

default
default
default
default
default
default

redistribute
redistribute
redistribute
redistribute
redistribute

redistribute

static

static enable

static metric

static metric-type

static route-map

static vrf-src WORD<1-16>

no redistribute static

no redistribute static enable

no redistribute static vrf-src WORD<1-16>

redistribute
redistribute
redistribute
redistribute
redistribute

redistribute

static
static
static
static
static

static

Command Parameters

enable

metric <0-65535>

metric-type live-metric

route-map WORD<0-64>

vrf-src WORD<1-16>

Default
By default, route redistribution is disabled.

Command Mode

enable

metric <0-65535>
metric-type live metric
route-map WORD<0-64>
vrf-src WORD<1-16>

Enables the redistribution.

Specifies the value of the metric to be announced in the
advertisement. The default is 0.

Configures the route redistribution metric type. The default is

disabled.

Configures the route policy to apply to redistributed routes.

Specifies the source VRF instance. This parameter is not required for
redistribution within the same VRF.

BGP Router Configuration
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route-reflector enable

Enable the reflection of routes from IBGP neighbors.
Syntax

*» default route-reflector

» default route-reflector enable

* no route-reflector

* no route-reflector enable

« route-reflector

e route-reflector enable

Command Parameters

enable Enables route-reflector to reflect routers from iBGP neighbors.
Default

The default value is enable.

Command Mode
BGP Router Configuration

route-refresh

Enable or disable IP VPN Route Refresh. If enabled, a route refresh request received by a BGP
speaker causes the speaker to resend all route updates it contains in its database that are eligible
for the peer that issues the request.

Syntax
e default route-refresh
e no route-refresh
e route-refresh
Default
The default value is disable
Command Mode
BGP Router Configuration
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router-id (for BGP)

Specify the BGP router ID in IP address format.
Syntax

e default router-id
e no router-id

e router-id {A.B.C.D}

Command Parameters

<A.B.C.D> Identifies the router IP address.

Default

None

Command Mode

BGP Router Configuration

synchronization

Enable the router to accept routes from BGP peers without waiting for an update from the IGP.
Syntax
» default synchronization
e no synchronization
» synchronization
Default
The default value is enable.
Command Mode
BGP Router Configuration

traps
Enable BGP traps.

Syntax
» default traps
e default traps enable
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e no traps
e no traps enable
 traps enable

Command Parameters

enable Enables BGP traps.
Default
The default value is disable.

Command Mode
BGP Router Configuration
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match reply prefix-list

Enables verification of the advertised prefixes in DHCP reply messages from the configured
authorized prefix list. If not configured, this check will be bypassed. An empty prefix list is treated as
a permit.

Syntax
e default match reply prefix-list
e match reply prefix-list WORD<1-64>
* no match reply prefix-list

Command Parameters

WORD<1-64> Specifies the prefix list name.
Default

None
Command Mode
DHCP-guard Configuration

match server access-list

Enables the verification of sender IPv6 address in inspected messages.
Syntax

e default match server access-list

* match server access-list WORD<1-64>

e no match server access-list
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Command Parameters

WORD<1-64> Specifies the access list name.
Default

None

Command Mode
DHCP-guard Configuration

preference max-limit

Enables verification that the advertised preference is less than the specified limit. If not specified,
this check will be bypassed.

Syntax
e default preference max-limit

» preference max-limit <0-255>

Command Parameters

<0-255> Specifies the maximum limit value.

Default

None

Command Mode
DHCP-guard Configuration

preference min-limit

Enables verification that the advertised preference is greater than the specified limit. If not specified,
this check will be bypassed.

Syntax
» default preference min-limit

 preference min-limit <0-255>

Command Parameters

<0-255> Specifies the minimum limit value.

October 2020 Command Line Interface Commands Reference for VOSS 112



preference min-limit

Default

None

Command Mode
DHCP-guard Configuration
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Chapter 6: Elan I-SID Configuration

c-vid (for a mit)
Associate (VID, mit) end points to the Switched UNI (S-UNI) service instance identifiers (I-SID).

Syntax
* c-vid <c-vid>mlt <1-512>

* no c-vid <c-vid> mlt <1-512>
Command Parameters

Specifies the customer VLAN ID. Different hardware platforms support different
customer VLAN ID ranges. Use the CLI Help to see the available range for the

switch.

<c-vid>

mit <1-512> Add mlt to Elan-based service.

Default

None

Command Mode
Elan I-SID Configuration

c-vid (for a port)
Associate (VID, portList) end points to the Switched UNI (S-UNI) service instance identifiers (I-SID).
Syntax
* c-vid <c-vid> port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
* no c-vid <c-vid> port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}
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Command Parameters

<c-vid> Specifies the customer VLAN ID. Different hardware platforms support different
customer VLAN ID ranges. Use the CLI Help to see the available range for the
switch.

port {slot/ Add ports to Elan-based service.

gg:g/f-g‘l)c;t/ Identifies the slot and port in one of the following formats: a single slot and port
portf/sub- (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and

ort]] [...]} ports (slot/port,slot/port,slot/port). If the platform supports channelization and the
p "" port is channelized, you must also specify the sub-port in the format slot/port/

sub-port.
Default
None
Command Mode
Elan I-SID Configuration

untagged-traffic (for a mit)
Associate (VID, mit) end points to the Switched UNI (S-UNI) service instance identifiers (I-SID).

Syntax
* no untagged-traffic mlt <1-512> [bpdu enable]

e untagged-traffic mlt <1-512> [bpdu enable]

Command Parameters

bpdu Set bpdu forwarding.

enable Enable bpdu forwarding.

mlt <1-512> Add mlt to Elan-based service.
Default

None

Command Mode
Elan I-SID Configuration
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untagged-traffic (for a port)

Associate (VID, portList) end points to the Switched UNI (S-UNI) service instance identifiers (I-SID).
Syntax

» no untagged-traffic port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} [bpdu enable]

« untagged-traffic port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} [bpdu enable]

Command Parameters
bpdu Set bpdu forwarding.
enable Enable bpdu forwarding.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---T} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

None

Command Mode
Elan I-SID Configuration
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mit (T-UNI based)

Add MLT to elan-transparent (Transparent Port UNI) based service instance identifier (I-SID).
Syntax

emlt <1-512>

eno mlt <1-512>

Command Parameters

<1-512> Specifies the MLT ID in the range of 1-512 of the mlt being added to (or removed from)
the Transparent Port UNI based service instance identifier (I-SID).

Default
None
Command Mode

Elan-Transparent Configuration

port (T-UNI based)

Add ports to elan-transparent (Transparent Port UNI) based service instance identifier (I-SID).
Syntax

« no port <{slot/port[/sub-port] [-slot/port[/sub-port]][,...]1}>

« port <{slot/port[/sub-port] [-slot/port[/sub-port]][,...]1}>
Command Parameters

{slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and port

port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and
port]] [....]}
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the port is channelized, you must also specify the sub-port in the format slot/
port/sub-port.

Default
None
Command Mode

Elan-Transparent Configuration
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Chapter 8: GigabitEthernet Interface
Configuration

access-diffserv

Configure a port as trusted or untrusted to determine the Layer 3 QoS actions the switch performs.
A trusted (core) port honors incoming Differentiated Services Code Point (DSCP) markings. An
untrusted (access) port overrides DSCP markings.

Syntax

October 2020

access-diffserv
access-diffserv

access-diffserv

[,...1}

access-diffserv

enable

port {slot/port[/sub-port][-slot/port[/sub-port]]

port {slot/port[/sub-port][-slot/port[/sub-port]]

[,.
default
default
default

..]} enable

port]l[,...1}
default access-diffserv port {slot/port[/sub-port][-slot/port[/sub-

port]][,.

no

no

no

[/-

no

[,

access-diffserv
access-diffserv

access-diffserv

.1}

access-diffserv
...]} enable

access-diffserv
access-diffserv enable

access-diffserv port {slot/port[/sub-port][-slot/port[/sub-

..]} enable

enable
port {slot/port[/sub-port][-slot/port[/sub-port]]

port {slot/port[/sub-port][-slot/port[/sub-port]]
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Command Parameters

enable If enabled, specifies an access port and overrides incoming DSCP bits. If
disabled, specifies a core port and honors and handles incoming DSCP bits.
The default is disabled.

port {slot/ Identifies the slot and port in one of the following formats: a single slot and port
portl/sub-port] (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
[-slot/port[/ ports (slot/port,slot/port,slot/port). If the platform supports channelization and the

sub-port]] port is channelized, you must also specify the sub-port in the format slot/port/
L---J} sub-port.
Default

The default configuration is trusted (disabled).
Command Mode
GigabitEthernet Interface Configuration

action

Flush or clear the Address Resolution Protocol (ARP) tables for administrative and troubleshooting
purposes. These actions are performed against a routed Gigabit Ethernet Interface. The related vlan
action command performs similar functions against a VLAN interface.

Syntax

» action {none | flushMacFdb | flushArp | flushIp | triggerRipUpdate |
flushAll | clearLoopDetectAlarm }

» action port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} { none
| f£flushMacFdb | flushArp | flushIp | triggerRipUpdate | flushAll |
clearlLoopDetectAlarm}

default action

default action port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

Command Parameters

ClearLoopDetectAlarm Sets action to clear loop detect alarm.
flushAll Flush all tables.

flushArp Flush ARP tables.

flushlp Flush IP routing tables.
flushMacFdb Flush the MAC FDB.
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none

port {slot/port[/sub-port] [-
slot/port[/sub-port]] [....]}

triggerRipUpdate

Default
None

Command Mode

auto-negotiate enable (on an Ethernet port)

Sets action to none.

Identifies the slot and port in one of the following formats: a
single slot and port (slot/port), a range of slots and ports (slot/
port-slot/port), or a series of slots and ports (slot/port,slot/
port,slot/port). If the platform supports channelization and the
port is channelized, you must also specify the sub-port in the
format slot/port/sub-port.

Force RIP to update the routing table so that the port or VLAN
uses the latest routing information.

GigabitEthernet Interface Configuration

auto-negotiate enable (on an Ethernet port)

Enable AutoNegotiation on the Ethernet port to optimally operate on the network.

Syntax
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auto-negotiate

auto-negotiate enable

auto-negotiate port {slot/port[/sub-port][-slot/port[/sub-port]]

[,...1}

auto-negotiate port {slot/port[/sub-port][-slot/port[/sub-port]]

[,...]} enable
default auto-negotiate
default auto-negotiate

default auto-negotiate
portl]lll[,...]1}

default auto-negotiate
port]]l[,...]} enable

no auto-negotiate

enable
port {slot/port[/sub-port][-slot/port[/sub-

port {slot/port[/sub-port][-slot/port[/sub-

no auto-negotiate enable

no auto-negotiate port

[,...1}

no auto-negotiate port
[,...]} enable

{slot/port[/sub-port] [-slot/port[/sub-port]]

{slot/port[/sub-port] [-slot/port[/sub-port]]
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Command Parameters

enable

port {slot/port[/
sub-port] [-slot/
port[/sub-port]]
L---I}

both.

port/sub-port.

Default

The

default is true, enabled.

Command Mode

GigabitEthernet Interface Configuration

Enables or disables AutoNegotiation for the port or other ports of the module or

Identifies the slot and port in one of the following formats: a single slot and port
(slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
ports (slot/port,slot/port,slot/port). If the platform supports channelization and
the port is channelized, you must also specify the sub-port in the format slot/

auto-negotiation-advertisements

Configure Auto-Negotiation advertisements after you enable Auto-Negotiation.

o

Note:

Because of port speed differences, not all parameters appear on all hardware platforms.

Syntax

October 2020

auto-negotiation-advertisements
auto-negotiation-advertisements
auto-negotiation-advertisements
auto-negotiation-advertisements
auto-negotiation-advertisements
auto-negotiation-advertisements
auto-negotiation-advertisements
auto-negotiation-advertisements
auto-negotiation-advertisements

auto-negotiation-advertisements
port[/sub-port]][,...]1} 10-full

auto-negotiation-advertisements
port[/sub-port]][,...]1} 10-half

auto-negotiation-advertisements

port[/sub-port]][,...]} 100-full

auto-negotiation-advertisements

10-full
10-half
100-full
100-half
1000-full
10000-full
2500-full
5000-full
none

port {slot/port[/sub-port][-slot/
port {slot/port[/sub-port][-slot/
port {slot/port[/sub-port][-slot/

port {slot/port[/sub-port][-slot/

port[/sub-port]][,...]1} 100-half
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» auto-negotiation-advertisements port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]1} 1000-full

» auto-negotiation-advertisements port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]1} 10000-full

« auto-negotiation-advertisements port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]} 2500-full

» auto-negotiation-advertisements port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]1} 5000-full

« auto-negotiation-advertisements port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]} none

e default auto-negotiation-advertisements

« default auto-negotiation-advertisements port {slot/port[/sub-port][-
slot/port[/sub-port]][,...]1}

* no auto-negotiation-advertisements

» no auto-negotiation-advertisements port {slot/port[/sub-port][-slot/
port[/sub-port]][,...1}

Command Parameters

10-full Advertises 10 Mbps full duplex.
10-half Advertises 10 Mbps half duplex.
100-full Advertises 100 Mbps full duplex.
100-half Advertises 100 Mbps half duplex.
1000-full Advertises 1000 Mbps full duplex.
10000-full Advertises 10000 Mbps full duplex.
2500-full Advertises 2.5 Gbps full duplex.
5000-full Advertises 5 Gbps full duplex.
none Configures the value to none.

port {slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot

port] [-slot/port[/ and port (slot/port), a range of slots and ports (slot/port-slot/port), or a

sub-port]] [,...]J} series of slots and ports (slot/port,slot/port,slot/port). If the platform
supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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auto-nni

Enable to have the node create an IS-IS interface, attach the interface to an SPBM instance, and
then enable I1S-IS on the port interface.

Syntax
e auto-nni
e no auto-nni
Default
None
Command Mode
GigabitEthernet Interface Configuration

auto-recover-port

Enable or disable autorecovery on a port.
Syntax

e auto-recover-port

» auto-recover-port enable

« auto-recover-port port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

« auto-recover-port port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

*» default auto-recover-port
e default auto-recover-port enable

» default auto-recover-port port {slot/port[/sub-port][-slot/port[/sub-
port]ll[,...1}

» default auto-recover-port port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]} enable

e no auto-recover-port
» no auto-recover-port enable

« no auto-recover-port port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

« no auto-recover-port port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable
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Command Parameters
enable Enables spoof detection on the port.

port {slot/port]/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

brouter

Configure a port as a brouter port.
Syntax
« brouter port {slot/port[/sub-port]} vlan <2-4059> subnet {A.B.C.D/X}

« brouter port {slot/port[/sub-port]} vlan <2-4059> subnet {A.B.C.D/X}
mac-offset <MAC-offset>

* brouter port {slot/port[/sub-port]} vlan <2-4059> subnet {A.B.C.D}
{A.B.C.D}

« brouter vlan <2-4059> subnet {A.B.C.D/X}

« brouter vlan <2-4059> subnet {A.B.C.D/X} mac-offset <MAC-offset>

e brouter vlan <2-4059> subnet {A.B.C.D} {A.B.C.D}

* no brouter

*» no brouter port {slot/port[/sub-port]}
Command Parameters
mac-offset Specifies a number by which to offset the MAC address from the chassis MAC
<MAC-offset> address. This ensures that each IP address has a different MAC address. If

you omit this variable, a unique MAC offset is automatically generated.

Different hardware platforms support different ranges. To see which range is
available on the switch, use the CLI command completion Help.

port {slot/port[/ Identifies a single slot and port. If the platform supports channelization and the

sub-port]} port is channelized, you must also specify the sub-port in the format slot/port/
sub-port.
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subnet Assigns an IP address and mask for the management port.
<{A.B.C.D/X}|
{A.B.C.D}>

vlan <2-4059> Specifies the VLAN ID in the range of 2 to 4059. VLAN ID 1 is the default
VLAN and you cannot create or delete VLAN ID 1. By default, the system
reserves VLAN IDs 4060 to 4094 for internal use. On switches that support the
vrf-scaling and spbm-config-mode boot configuration flags, if you enable these
flags, the system also reserves VLAN IDs 3500 to 3998.

Default

None

Command Mode

GigabitEthernet Interface Configuration

channelize

Enable port channelization. Use this feature to configure a single port to operate as four logical
interfaces.

° Note:

Not all hardware platforms support this feature. For information about hardware support, see
your hardware documentation.

Syntax
e channelize enable

» channelize port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
enable

e default channelize enable

» default channelize port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

* no channelize enable

« no channelize port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
enable

Command Parameters
enable Enable channelization for all ports.
port {slot/port[/ |dentifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
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port[/sub-port]]  channelization and the port is channelized, you must also specify the sub-port
L---1} in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

clear mac-address-table dynamic

Clear the dynamic entries in the MAC address table.

Syntax
e clear mac-address-table dynamic 0x00:0x00:0x00:0x00:0x00:0x00 <1-4059>

Command Parameters

<1-4059> Specifies the VLAN ID in the range of 1 to 4059. By default,
VLAN IDs 1 to 4059 are configurable and the system reserves
VLAN IDs 4060 to 4094 for internal use. On switches that
support the vrf-scaling and spbm-config-mode boot
configuration flags, if you enable these flags, the system also
reserves VLAN IDs 3500 to 3998. VLAN ID 1 is the default
VLAN and you cannot create or delete VLAN ID 1.

0x00:0x00:0x00:0x00:0x00:0x00 Specifies the MAC address.

Default

None

Command Mode

GigabitEthernet Interface Configuration

default-vlan-id
Configure the default VLAN ID for the port.

Syntax
e default-vlian-id <0-4059>

» default-vlan-id port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} <0-4059>
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Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---1} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

<0-4059> Specifies the VLAN ID.

Default

None

Command Mode

GigabitEthernet Interface Configuration

duplex
Configure the duplex mode on the Ethernet module. This command applies to 10/100/1000 Mb/s
ports.
Syntax
» default duplex

« default duplex port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

e duplex { half | full }
» duplex port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}

Command Parameters

<half|full> Specifies half- or full-duplex mode. 1 and 10 Gb/s ports must use full-duplex
mode.

port {slot/port[/ |dentifies the slot and port in one of the following formats: a single slot and port

sub-port] [- (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
slot/port[/sub-  ports (slot/port,slot/port,slot/port). If the platform supports channelization and
port]] [....]} the port is channelized, you must also specify the sub-port in the format slot/

port/sub-port.

Default

The default is half.

Command Mode

GigabitEthernet Interface Configuration
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eapol

Configure Extensible Authentication Protocol (EAPoL) on a specific port when you do not want
EAPol applied globally.

Syntax

default eapol enable

default eapol port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}
supplicant-timeout

default eapol port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}
transmit-interval

default eapol supplicant-timeout
default eapol transmit-interval

eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
supplicant-timeout <1-65535>

eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
transmit-interval <1-65535>

eapol status authorized
eapol supplicant-timeout <1-65535>
eapol transmit-interval <1-65535>

no eapol enable

Command Parameters

supplicant-timeout Specifies the time in seconds to wait for response from supplicant for all

<1-65535> EAP packets except EAP Request/Identity.

transmit-interval Specifies the time in seconds to wait for response from supplicant for
<1-65535> EAP Request/Identity packets.

Default

None

Command Mode

GigabitEthernet Interface Configuration

eapol fail-open-vian

Specifies the Fail Open VLAN ID for this port. If the switch declares the RADIUS servers
unreachable, then all new devices are allowed access into the configured Fail Open VLAN. 0
indicates that Fail Open VLAN is not enabled for this port.
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Syntax
*» default eapol fail-open-vlan

» eapol fail-open-vlan <1-4059>
* no eapol fail-open-vlan

Command Parameters

<1-4059> Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to 4059 are
configurable and the system reserves VLAN IDs 4060 to 4094 for internal use. On
switches that support the vrf-scaling and spbm-config-mode boot configuration flags, if
you enable these flags, the system also reserves VLAN IDs 3500 to 3998. VLAN ID 1
is the default VLAN and you cannot create or delete VLAN ID 1.

Default

None

Command Mode

GigabitEthernet Interface Configuration

eapol guest-vian

Configure the desired Guest VLAN ID.
Syntax
» default eapol guest-vlan
 eapol guest-vlan <1-4059>
* no eapol guest-vlan

Command Parameters

<1-4059> Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to 4059 are
configurable and the system reserves VLAN IDs 4060 to 4094 for internal use. On
switches that support the vrf-scaling and spbm-config-mode boot configuration flags, if
you enable these flags, the system also reserves VLAN IDs 3500 to 3998. VLAN ID 1
is the default VLAN and you cannot create or delete VLAN ID 1.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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eapol max-request

Configures the maximum EAP requests sent to supplicant before timing out the session.

Syntax
» default eapol max-request

» default eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
max-request

» eapol max-request <1-10>

« eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} max-
request <1-10>

Command Parameters

<1-10> Specifies the maximum EAP requests sent to supplicant before timing out the
session.

port {slot/port[/ ldentifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---J} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default

The default is 2.

Command Mode

GigabitEthernet Interface Configuration

eapol multihost eap-mac-max

Configure maximum EAPOL clients allowed on the port at one time.

Syntax
e default eapol multihost eap-mac-max

e eapol multihost eap-mac-max <0-32>
Command Parameters
<0-32> Specifies the maximum EAPOL clients allowed on the port at one time. The default is 2.
Default
The default is 2.

Command Mode
GigabitEthernet Interface Configuration
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eapol multihost eap-oper-mode

Configure the EAPoL operational mode.

Syntax
» default eapol multihost eap-oper-mode

e eapol multihost eap-oper-mode {mhmv | mhsa}
Command Parameters

mhmv | mhsa Specifies the EAPoL operational mode.

Default

The default is MHMV.

Command Mode

GigabitEthernet Interface Configuration

eapol multihost mac-max

Configures the maximum MAC clients, both EAP and NEAP, supported on a port.
Syntax
e default eapol multihost mac-max

* eapol multihost mac-max <1-8192>
Command Parameters

mac-max Specifies the maximum number of EAP and NEAP MAC addresses allowed
<1-8192> on the port. The maximum limit is 32 MAC addresses.
Default

The default is 1.
Command Mode
GigabitEthernet Interface Configuration

eapol multihost non-eap-mac-max

Configure the maximum Non EAPOL clients allowed on the port at one time.
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Syntax

*» default eapol multihost non-eap-mac-max

* eapol multihost non-eap-mac-max <0-8192>

Command Parameters

<1-8192> Specifies the maximum non-EAPoL clients allowed on the port at one time. The
default is 2.

Default

The default is 2.

Command Mode

GigabitEthernet Interface Configuration

eapol multihost radius-non-eap-enable

Enable RADIUS based non-EAP authentication.
Syntax
e default eapol multihost radius-non-eap-enable
 eapol multihost radius-non-eap-enable
e no eapol multihost radius-non-eap-enable
Default
The default is disable.
Command Mode
GigabitEthernet Interface Configuration

eapol quiet-interval
Specifies the time interval between authentication failure and start of a new authentication.

Syntax

« default eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
quiet-interval

e default eapol quiet-interval

» eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} quiet-
interval <1-65535>

e eapol quiet-interval <1-65535>
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Command Parameters

<1-65535>

port {slot/port[/
sub-port] [-slot/
port[/sub-port]]
L---I}

Default
The default is 60.

Command Mode

Specifies the time interval in seconds between authentication failure and
start of a new authentication.

Identifies the slot and port in one of the following formats: a single slot and
port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

GigabitEthernet Interface Configuration

eapol radius-dynamic-server enable

Enable EAP processing requests from the RADIUS Dynamic Authorization Server.

Syntax

 eapol radius-dynamic-server enable

Command Parameters

enable Enable EAP processing requests from the RADIUS Dynamic Authorization Server.

Default

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration

eapol re-authentication

Configures reauthentication.

Syntax

» default eapol port {slot/port[/sub-port][-slot/port[/sub-port]]],..

re-authentication

» default eapol port {slot/port[/sub-port][-slot/port[/sub-port]]],..

re-authentication enable

October 2020

Command Line Interface Commands Reference for VOSS

-1}

-1}

134



eapol re-authentication-period

» default eapol re-authentication
e default eapol re-authentication enable

+ eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} re-
authentication

» eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} re-
authentication enable

» eapol re-authentication
 eapol re-authentication enable

* no eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} re-
authentication

*» no eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} re-
authentication enable

» no eapol re-authentication

e no eapol re-authentication enable

Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---T} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

enable Enables reauthenticating an existing supplicant at a specified time interval. The
default is disabled.

Default

None

Command Mode

GigabitEthernet Interface Configuration

eapol re-authentication-period

Reauthenticates an existing supplicant at the time interval specified in ReAuthPeriod. Specifies the
time interval in seconds between successive reauthentications.

Syntax

» default eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
re-authentication-period

e default eapol re-authentication-period

» eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} re-
authentication-period <1-65535>
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» eapol re-authentication-period <1-65535>

Default
The default is 3600 (1 hour ).
Command Mode

GigabitEthernet Interface Configuration

eapol status

Enable Extensible Authentication Protocol (EAPoL) on an interface.

Syntax

default eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
status

eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} status
authorized

eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} status
auto

eapol status {authorized|auto}

no eapol port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
status

Command Parameters

authorized Specifies the port is always authorized.

auto Specifies that port authorization depends on the results of the EAPoL

authentication by the RADIUS server.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and
sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-

port in the format slot/port/sub-port.

Default
None

Command Mode
GigabitEthernet Interface Configuration

October 2020 Command Line Interface Commands Reference for VOSS 136



enable-diffserv

enable-diffserv
Enable DiffServ so that the switch provides DiffServ-based QoS on that port.

Syntax
default enable-diffserv

default enable-diffserv enable

default enable-diffserv port {slot/port[/sub-port][-slot/port[/sub-

port]]([,...1}

default enable-diffserv port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]} enable

enable-diffserv
enable-diffserv

enable-diffserv

[,...1}

enable-diffserv

enable

port {slot/port[/sub-port][-slot/port[/sub-port]]

port {slot/port[/sub-port][-slot/port[/sub-port]]

[/ .

* no

* no

* no

[/.

* no

[,

..]} enable
enable-diffserv
enable-diffserv

enable-diffserv
..11

enable-diffserv
...]} enable

Command Parameters

enable

port {slot/port[/
sub-port] [-slot/
port[/sub-port]]

L---1}

enable
port {slot/port[/sub-port][-slot/port[/sub-port]]

port {slot/port[/sub-port][-slot/port[/sub-port]]

Enables DiffServ for the specified port. The default is enabled.

Identifies the slot and port in one of the following formats: a single slot and
port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports

channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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encapsulation dot1q

Enable tagging on the ports before configuring Untagged VLANS.
Syntax
» default encapsulation dotlg

« default encapsulation dotlg port {slot/port[/sub-port]|[-slot/port[/
sub-port]][,...]1}

* encapsulation dotlqg

+ encapsulation dotlqg port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

e no encapsulation dotlq

» no encapsulation dotlqg port {slot/port[/sub-port][-slot/port[/sub-
port]ll[,...1}

Command Parameters

dotiq Sets encapsulation. dot1qg enables trunking on the MLT.

port {slot/port[/ |dentifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

portl/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L..-J} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

endpoint-tracking (for a port)

Create and enable Endpoint Tracking on ports. Creating and enabling Endpoint Tracking on ports
can be accomplished using a one-step or two-step process; you can create and enable at the same
time, or create but leave disabled, and then enable at a later time.

Use the no operator with endpoint-tracking to delete, and the no operator with endpoint-
tracking enable to disable.

Syntax
* endpoint-tracking

« endpoint-tracking enable
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* no endpoint-tracking

» no endpoint-tracking enable

Command Parameters

enable Creates and enables Endpoint Tracking, or enables Endpoint Tracking previously
created on a port.

Default

Disabled

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

energy-saver (for port)

Enables Energy Saver on a specific port or range of ports.

Syntax

« default energy-saver port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

» energy-saver port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
enable

» no energy-saver port {slot/port[/sub-port][-slot/port[/sub-port]]
[,.-..]} enable

Command Parameters
enable Enables energy savings on ports.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

portl/sub-port]]  slots and ports (slot/port,slot/port,slot/port). If the platform supports

L...J} channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

Disabled

Command Mode

GigabitEthernet Interface Configuration
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energy-saver eee enable

Enable Energy Efficient Ethernet (EEE) on a port.
Syntax
* energy-saver eee enable
* Nno energy-saver eee enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

fa authentication-key (for a port)

Configure the Fabric Attach authentication key.

Syntax
*» default fa authentication-key
« fa authentication-key WORD<0-32>

Command Parameters

WORD<0-32> Configures the authentication key on the port.
Default

None

Command Mode
GigabitEthernet Interface Configuration

fa enable (for a port)

Enable Fabric Attach on a port.

Syntax
« fa enable
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fa management (for a port)

* no fa enable
Default
None
Command Mode
GigabitEthernet Interface Configuration

fa management (for a port)

Configure Fabric Attach management on a port.
Syntax

» default fa management i-sid

« fa management i-sid<i-sid><c-vid>

* no fa management i-sid

Command Parameters

c-vid <c-vid> Specifies the C-VLAN value of the port on the FA server. Different hardware
platforms support different customer VLAN ID ranges. Use the CLI Help to see the
available range for the switch.

i-sid <i-sid> Specifies the management |-SID. Different hardware platforms support different
customer |-SID ranges. To see the available range for the switch, use the CLI
Help.

Default

None

Command Mode

GigabitEthernet Interface Configuration

fa message-authentication (for a port)

Configure Fabric Attach message authentication on port.
Syntax

e default no fa message-authentication

« fa message-authentication

e no fa message-authentication
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Default

None

Command Mode

GigabitEthernet Interface Configuration

fec

Configures Forward Error Correction (FEC) on either a 100 GbE port or a channelized 100 GbE port
operating at 25 Gbps speed. On the 100 GbE ports, only the Clause 91 and Clause 108 options are
supported. On the channelized ports, you can configure either Clause 108 for extra latency or
Clause 74 for reduced latency. You can also configure the auto option to automatically configure
FEC based on port speed and pluggable module type.

FEC is not supported on 100 Gbps ports operating at 40 Gbps speed or on a management port. On
ports that support FEC configuration, ensure that you configure the same option at both end points.
Otherwise, the link does not come up.

Syntax
» default fec port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}
« fec {auto|cl91|cl108|cl74}
« no fec port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}

Command Parameters

{auto| Configures Forward Error Correction (FEC) on either a 100 GbE port or a channelized
cl91] 100 GbE port operating at 25 Gbps speed. On the 100 GbE ports, only the Clause 91
cl108| and Clause 108 options are supported. On the channelized ports, you can configure
cl74} either Clause 108 for extra latency or Clause 74 for reduced latency. You can also

configure the auto option to automatically configure FEC based on port speed and
pluggable module type.

FEC is not supported on 100 Gbps ports operating at 40 Gbps speed or on a
management port. On ports that support FEC configuration, ensure that you configure
the same option at both end points. Otherwise, the link does not come up.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration
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high-secure enable

Protect the switch against IP packets with illegal IP addresses such as loopback addresses or a
source IP address of ones, or Class D or Class E addresses from being routed.

Syntax
* default high-secure
e default high-secure enable

» default high-secure port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

+ default high-secure port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

e high-secure
* high-secure enable
« high-secure port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}

» high-secure port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}
enable

e no high-secure
* no high-secure enable

« no high-secure port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

» no high-secure port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

Command Parameters

enable Enables the high secure feature that blocks packets with illegal IP addresses.
This flag is disabled by default.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and

port[/sub-port]] ports (slot/port,slot/port,slot/port). If the platform supports channelization and

L---1} the port is channelized, you must also specify the sub-port in the format slot/
port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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ip arp-inspection
Sets the trust factor associated with a port for DAI feature.
Syntax
*» default ip arp-inspection
 ip arp-inspection <trusted|untrusted>
e no ip arp-inspection

Command Parameters

trusted Sets the trust factor as trusted on the port for DAI.
untrusted Sets the trust factor as untrusted on the port for DAL
Default

The default is untrusted.
Command Mode
GigabitEthernet Interface Configuration

ip arp-proxy enable (for a port)
Configure an ARP proxy to allow a router to answer a local ARP request for a remote destination.
Syntax
e default ip arp-proxy
» default ip arp-proxy enable
 ip arp-proxy enable
* no ip arp-proxy
* no ip arp-proxy enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration
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ip arp-response (for a port)

Enable Address Resolution Protocol (ARP) on the switch to allow a router to answer a local ARP

request.

Syntax

» default ip arp-response

e ip arp-response

* no ip arp-response
Default
None

Command Mode

GigabitEthernet Interface Configuration

ip bfd (for a port)

Enable and configure Bidirectional Forwarding Detection (BFD) on a port.

Syntax

default
default
default
default
default

ip bfd enable

ip bfd interval
ip bfd min-rx

ip bfd multiplier
ip bfd port

ip bfd enable

ip bfd interval

ip bfd min-rx

ip bfd multiplier

ip bfd port

no ip bfd

no ip bfd port

Command Parameters

enable

interval

October 2020

Enable BFD on a port.
Specifies the transmit interval in milliseconds. The default is 200 ms.

The minimum value for the transmit interval is 100 ms. You can configure a
maximum of 4 BFD sessions with the minimum value for the transmit interval.
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You can configure the remaining BFD sessions with a transmit interval that is
greater than or equal to the 200 ms default value.

min-rx Specifies the receive interval in milliseconds. The default is 200 ms.
The minimum value for the receive interval is 100 ms. You can configure a
maximum of 4 BFD sessions with the minimum value for the receive interval. You
can configure the remaining BFD sessions with a receive interval that is greater
than or equal to the 200 ms default value.

multiplier Specifies the multiplier used to calculate the amount of time BFD waits before it
declares a receive timeout. The default is 3.
If you configure the transmit interval or the receive interval as 100 ms, you must
configure a value of 4 or greater for the multiplier.

port {slot/ Identifies the slot and port in one of the following formats: a single slot and port
port[/sub- (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
port][-slot/ ports (slot/port,slot/port,slot/port). If the platform supports channelization and the
port[/sub- port is channelized, you must also specify the sub-port in the format slot/port/sub-
port]l,-.-1} port.

Default

The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ip dhcp-relay (for a port)

Configure Dynamic Host Configuration Protocol (DHCP) Relay on an interface. The command no ip
dhcp-relay disables DHCP Relay but does not delete the DHCP entry.

Syntax
e default ip dhcp-relay
e default ip dhcp-relay broadcast
e default ip dhcp-relay circuitlId
» default ip dhcp-relay max-hop
e default ip dhcp-relay min-sec
» default ip dhcp-relay mode
e default ip dhcp-relay remoteIld
e default ip dhcp-relay trusted
* ip dhcp-relay
« ip dhcp-relay broadcast
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* ip dhcp-relay circuitlId

 ip dhcp-relay clear-counter

* ip dhcp-relay max-hop <1-16>

e ip dhcp-relay min-sec <0-65535>

* ip dhcp-relay mode { bootp | dhcp | bootp dhcp }

* ip dhcp-relay remoteld

 ip dhcp-relay trusted

e no ip dhcp-relay

* no ip dhcp-relay broadcast

e no ip dhcp-relay circuitld

e no ip dhcp-relay remoteIld

e no ip dhcp-relay trusted

Command Parameters

broadcast

circuitld

clear-counter
max-hop <1-16>

min-sec
<0-65535>

mode <bootp|
dhcp|
bootp_dhcp>

remoteld

trusted

Default
None

Command Mode

Enables the device to send the server reply as a broadcast to the end
station. After you disable this variable, the device sends the server reply as
a unicast to the end station.

Enables the device to insert the Option 82 Circuit ID into the packets sent to
the server (enables DHCP Option 82). The default is disabled.

Clears the dhcp-relay counter.

Configures the maximum number of hops before a BootP/DHCP packet is
discarded (1-16). The default is 4.

Configures the minimum seconds count for Dynamic Host Configuration
Protocol (DHCP). If the secs field in the BootP/DHCP packet header is
greater than this value, the device relays or forwards the packet; otherwise,
the packet is dropped (0- 65535). The default is 0 seconds.

Configures DHCP mode to forward BootP messages only, Dynamic Host
Configuration Protocol (DHCP) messages only, or both. The default is both.

Enables the device to insert the Option 82 Remote ID into the packets sent
to the server (enables DHCP Option 82). The default is disabled.

Configures the circuit as trusted in an Option 82 context.

GigabitEthernet Interface Configuration

October 2020
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ip dhcp-relay fwd-path (for a port)

Create the forwarding path from the client to the server.

Syntax

default ip dhcp-relay fwd-path {A.B.C.D}
default ip dhcp-relay fwd-path {A.B.C.D} vrid <1-255>

ip
ip
ip
ip
no

no

dhcp-relay fwd-path {A.B.C.D}

dhcp-relay fwd-path {A.B.C.D} disable
dhcp-relay fwd-path {A.B.C.D} enable
dhcp-relay fwd-path {A.B.C.D} vrid <1-255>

ip dhcp-relay fwd-path {A.B.C.D}

ip dhcp-relay fwd-path {A.B.C.D} vrid <1-255>

Command Parameters

{A.B.C.D} Creates a forwarding path to the Dynamic Host Configuration Protocol (DHCP)

disable

enable

server. A.B.C.D is the IP address of the server. The default IP address of the relay
is the address of the interface.

© Tip:

If the relay is a virtual router configured on this interface, you must set the vrid.
Disables the forwarding path.

Enables the forwarding path.

vrid <1-255> Specifies the virtual router ID. The virtual router acts as the default router for one

Default

None

or more associated addresses.

Command Mode

GigabitEthernet Interface Configuration

ip dhcp-relay fwd-path mode (for a port)

Modify Dynamic Host Configuration Protocol (DHCP) mode to forward BootP messages only, DHCP
messages only, or both.

Syntax

» default ip dhcp-relay fwd-path {A.B.C.D} mode

October 2020
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* ip dhcp-relay fwd-path {A.B.C.D} mode bootp
* ip dhcp-relay fwd-path {A.B.C.D} mode bootp dhcp
* ip dhcp-relay fwd-path {A.B.C.D} mode dhcp

Command Parameters

mode <bootp|dhcp]| Configures DHCP mode to forward BootP messages only, Dynamic

bootp_dhcp> Host Configuration Protocol (DHCP) messages only, or both. The
default is both.

Default

The default mode is both.

Command Mode

GigabitEthernet Interface Configuration

ip dhcp-snooping (for port)
Sets the trust factor associated with a port for DHCP Snooping feature.
Syntax
» default ip dhcp-snooping
* ip dhcp-snooping <trusted|untrusted>
e no ip dhcp-snooping

Command Parameters

trusted Sets the trust factor as trusted on the port for DHCP Snooping.
untrusted Sets the trust factor as untrusted on the port for DHCP Snooping.
Default

The default is untrusted.
Command Mode
GigabitEthernet Interface Configuration

ip directed-broadcast (for a port)

Configure the device to forward directed broadcasts for a VLAN.

October 2020 Command Line Interface Commands Reference for VOSS 149



GigabitEthernet Interface Configuration

Syntax
e default ip directed-broadcast
e default ip directed-broadcast enable
* ip directed-broadcast
* ip directed-broadcast enable
* no ip directed-broadcast

e no ip directed-broadcast enable

Command Parameters

enable Allows the device to forward directed broadcast frames to the specified VLAN. The
default setting for this feature is enabled.

Default

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration

ip forward-protocol udp (on a port)

Configure UDP protocols to determine which UDP broadcasts are forwarded
Syntax
» default ip forward-protocol udp
 ip forward-protocol udp
e no ip forward-protocol udp
Default
None
Command Mode
GigabitEthernet Interface Configuration

ip forward-protocol udp broadcastmask (on a port)

Configure the broadcast mask on the IP forwarding list.

Syntax

» default ip forward-protocol udp port {slot/port[/sub-port]}
broadcastmask {A.B.C.D}
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» default ip forward-protocol udp port {slot/port[/sub-port]}
broadcastmask {A.B.C.D} maxttl <1-16>

+ ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D}

+ ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D} maxttl <1-16>

e no ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D}

e no ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D} maxttl <1-16>

Command Parameters

broadcastmask Sets the interface broadcast mask (the interface broadcast mask can be

{A.B.C.D} different from the interface mask). A.B.C.D is an IP address in a.b.c.d
format.

maxttl <1-16> Sets the maximum time-to-live value (TTL) for the interface. The range is
1to 16.

Default

None

Command Mode
GigabitEthernet Interface Configuration

ip forward-protocol udp maxttl (on a port)

Set the maximum time to live.

Syntax
» default ip forward-protocol udp maxttl <1-16>
+ ip forward-protocol udp maxttl <1-16>
e no ip forward-protocol udp maxttl <1-16>

Command Parameters

maxttl <1-16> Sets the maximum time-to-live value (TTL) for the interface. The range is 1 to 16.
Default
None

Command Mode
GigabitEthernet Interface Configuration
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ip forward-protocol udp port

Configure a UDP port forward entry to add or remove a port forward entry.

Syntax

» default ip forward-protocol udp port {slot/port[/sub-port]}
broadcastmask {A.B.C.D}

» default ip forward-protocol udp port {slot/port[/sub-port]}
broadcastmask {A.B.C.D} maxttl <1-16>

+ default ip forward-protocol udp port {slot/port[/sub-port]} maxttl
<1l-16>

+ default ip forward-protocol udp port {slot/port} portfwdlist <1-1000>

» ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D}

+ ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D} maxttl <1-16>

« ip forward-protocol udp port {slot/port[/sub-port]} maxttl <1-16>

 ip forward-protocol udp port {slot/port[/sub-port]} portfwdlist
<1-1000>

e no ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D}

* no ip forward-protocol udp port {slot/port[/sub-port]} broadcastmask
{A.B.C.D} maxttl <1-16>

e no ip forward-protocol udp port {slot/port[/sub-port]} maxttl <1-16>

e no ip forward-protocol udp port {slot/port[/sub-port]} portfwdlist
<1-1000>

Command Parameters

broadcastmask Sets the interface broadcast mask (the interface broadcast mask can be

{A.B.C.D} different from the interface mask). A.B.C.D is an IP address in a.b.c.d
format.

maxttl <1-16> Sets the maximum time-to-live value (TTL) for the interface. The range
is 1to 16.

portfwdlist <1-1000>  Creates a port forwarding list in the range of 1 to 1000.
Default

None
Command Mode
GigabitEthernet Interface Configuration
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ip forward-protocol udp portfwdlist (on a port)

ip forward-protocol udp portfwdlist (on a port)

Configure the UDP port forwarding list.

Syntax
» default ip forward-protocol udp portfwdlist <1-1000>
 ip forward-protocol udp portfwdlist <1-1000>
e no ip forward-protocol udp portfwdlist <1-1000>

Command Parameters

portfwdlist <1-1000> Creates a port forwarding list in the range of 1 to 1000.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ip igmp (for a port)
Configure Internet Group Management Protocol (IGMP) for each interface to change default
multicasting operations.
Syntax
*» default ip igmp
e default ip igmp compatibility-mode
» default ip igmp dynamic-downgrade-version
e default ip igmp last-member-query-interval

» default ip igmp port {slot/port[/sub-port][-slot/port[/sub-port]]
[,..-1}

e default ip igmp query-interval

» default ip igmp query-max-response
e default ip igmp robust-value

» default ip igmp router-alert

* default ip igmp version

e ip igmp compatibility-mode

* ip igmp dynamic-downgrade-version

e ip igmp last-member-query-interval <0-255>
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igmp
igmp
igmp
igmp
igmp
igmp
ip igmp
ip
ip
ip
ip

.ip
.j_p
oip
.j_p
oip
-ip
* no
* no
* no
* no

°* no

GigabitEthernet Interface Configuration

port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
query-interval <1-65535>

query-max-response <0-255>

robust-value <2-255>

router-alert

version <1-3>

igmp compatibility-mode
igmp dynamic-downgrade-version
igmp port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}

igmp router-alert

Command Parameters

compatibility-mode

dynamic-
downgrade-version

igmpv3-explicit-
host-tracking

immediate-leave

last-member-query-
interval <0-255>

port {slot/port[/sub-
port] [-slot/port[/
sub-port]] [,...]J}

query-interval
<1-65535>

October 2020

Activates v2-v3 compatibility mode. The default value is disabled, which
means IGMPv3 is not compatible with IGMPv2.

Configures if the system downgrades the version of Internet Group
Management Protocol (IGMP) to handle older query messages. If the
system downgrades, the host with IGMPv3 only capability does not work.
If you do not configure the system to downgrade the version of IGMP, the
system logs a warning. The default is enabled.

Enable igmpv3 explicit host tracking.

Enable Immediate-leave.

Configures the maximum response time (in tenths of a second) inserted
into group-specific queries sent in response to leave group messages.
This value is also the time between group-specific query messages.
Decreasing the value reduces the time to detect the loss of the last
member of a group. Configure this value between 3-10 (equal to 0.3 - 1.0
seconds). The default is 10 tenths of a second.

° Note:

You cannot configure this value for IGMPv1.

Identifies the slot and port in one of the following formats: a single slot and
port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Configures the frequency (in seconds) at which the VLAN transmits host
query packets. The default is 125 seconds.
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query-max-
response <0-255>

robust-value
<2-255>

router-alert

stream-limit

stream-limit
stream-limit-max-
streams <0-65535>

version <1-3>

Default
None
Command Mode

ip igmp access-list (for a port)

Configures the maximum response time (in tenths of a second) advertised
in IGMPv2 general queries on this interface. Smaller values allow a router
to prune groups faster.

© Important:

You must configure this value lower than the query-interval. The
default is 100 tenths of a second (equal to 10 seconds).

° Note:

You cannot configure this value for IGMPv1.

Configures the expected packet loss of a network. Increase the value if
you expect the network to experience packet loss. The default is 2
seconds.

Instructs the router to ignore Internet Group Management Protocol (IGMP)
packets that do not contain the router alert IP option. When disabled
(default configuration), the router processes IGMP packets regardless of
the status of the router alert IP option. The default is disabled.

© Important:

To maximize network performance, configure this parameter
according to the version of IGMP currently in use: IGMPv1-Disable
IGMPv2-Enable IGMPv3-Enable.

Enable stream-limit.

Set the maximum number of streams allowed on an interface.

Configures the version of IGMP that you want to configure on this
interface. For IGMP to function correctly, all routers on a LAN must use the
same version. The default is 2 (IGMPv2).

GigabitEthernet Interface Configuration

ip igmp access-list (for a port)

Configure multicast access control for a Internet Group Management Protocol (IGMP) Ethernet port
to restrict access to certain multicast streams and to protect multicast streams from spoofing
(injecting data to the existing streams).

October 2020
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Syntax
» default ip igmp access-list WORD<1-64> {A.B.C.D/X}

+ ip igmp access-list WORD<1-64> {A.B.C.D/X} {deny-tx | deny-rx | deny-
both | allow-only-tx | allow-only-rx | allow-only-both}

*no ip igmp access-list WORD<1-64> {A.B.C.D/X}
Command Parameters

{A.B.C.D/X} Creates an access control group entry for a specific Internet Group
Management Protocol (IGMP) interface. Specifies the IP address of
the host and the subnet mask used to determine the host or hosts
covered by this configuration. You can use the host subnet mask to
restrict access to a portion of the network for the host.

{deny-tx|deny-rx|deny- Indicates the action for the specified Internet Group Management

both|allow-only-tx| Protocol (IGMP) interface. For example, if you specify deny-both, the
allow-only-rx|allow- interface denies both transmitted and received traffic

only-both}

WORD<1-64> Specifies the name of the access list from 1-64 characters.

Default

None

Command Mode
GigabitEthernet Interface Configuration

ip igmp access-list mode (for a port)
Changes the mode for an existing access list on the Ethernet port.
Syntax
+ default ip igmp access-list WORD<1-64> {A.B.C.D/X}

« ip igmp access-list WORD<1-64> {A.B.C.D/X} mode {deny-tx | deny-rx |
deny-both | allowonly-tx | allow-only-rx | allow-only-both}

*no ip igmp access-list WORD<1-64> {A.B.C.D/X}
Command Parameters

{A.B.C.D/X} Creates an access control group entry for a specific Internet Group
Management Protocol (IGMP) interface. Specifies the IP address of
the host and the subnet mask used to determine the host or hosts
covered by this configuration. You can use the host subnet mask to
restrict access to a portion of the network for the host.
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deny-tx | deny-rx | deny- Indicates the action for the specified Internet Group Management
both | allowonly-tx | Protocol (IGMP) interface. For example, if you specify deny-both, the
allowonly-rx | allowonly- interface denies both transmitted and received traffic.

both

WORD<1-64> Specifies the name of the access list from 1-64 characters.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ip igmp igmpv3-explicit-host-tracking (for an Ethernet
port)
Track all the source and group members. You must enable explicit-host-tracking to use fast leave for
IGMPV3.
Syntax
» default ip igmp igmpv3-explicit-host-tracking
 ip igmp igmpv3-explicit-host-tracking
eno ip igmp igmpv3-explicit-host-tracking
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ip igmp immediate-leave (for an Ethernet port)
Enable fast (immediate) leave mode to specify if a port receives a leave message from a member of
a group.
Syntax
e default ip igmp immediate-leave
* ip igmp immediate-leave

e no ip igmp immediate-leave
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Default

None

Command Mode

GigabitEthernet Interface Configuration

ip igmp stream-limit (for a port)

Configure multicast stream limitation on an Ethernet port to limit the number of concurrent multicast
streams on the port.
Syntax

*» default ip igmp stream-limit

e default ip igmp stream-limit stream-limit-max-streams

e ip igmp stream-limit

e ip igmp stream-limit stream-limit-max-streams <0-65535>

*no ip igmp stream-limit

Command Parameters

stream-limit Enables the stream limit on the specified Ethernet port.
stream-limit-max- Sets the maximum number of streams allowed on an interface. The
streams <0-65535> value ranges from 0 to 65535.

Default

None

Command Mode
GigabitEthernet Interface Configuration

ip ipsec enable (for a port)

Enable Internet Protocol Security (IPsec) for IPv4 on a port.

Syntax
e default ip ipsec enable
e ip ipsec enable

* no ip ipsec enable

Default
The default is disabled.
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Command Mode
GigabitEthernet Interface Configuration

ip ipsec policy (for a port)
Link an Internet Protocol Security (IPsec) IPv4 policy to an interface.
Syntax
e default ip ipsec policy WORD<1-32>
 ip ipsec policy WORD<1-32>
+ ip ipsec policy WORD<1-32> dir both
e ip ipsec policy WORD<1-32> dir in
+ ip ipsec policy WORD<1-32> dir out
e no ip ipsec policy WORD<1-32> dir both
e no ip ipsec policy WORD<1-32> dir in
* no ip ipsec policy WORD<1-32> dir out
Command Parameters

dir <both|in|out> Specifies the direction to which IPsec applies. Both specifies both ingress and
egress traffic, in specifies ingress traffic, and out specifies egress traffic. By
default, the direction is both.

WORD<1-32> Specifies the IPsec policy name.
Default

None
Command Mode
GigabitEthernet Interface Configuration

ip irdp address (for a port)

Configure Internet Control Message Protocol (ICMP) Router Discovery to enable hosts attached to
multicast or broadcast networks to discover the IP addresses of their neighboring routers.
Syntax

e default ip irdp

e default ip irdp address
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* ip irdp address {A.B.C.D}
Command Parameters

address Specifies the IP destination address use for broadcast or multicast router

<A.B.C.D> advertisements sent from the interface. The address is the all-systems multicast
address, 224.0.0.1, or the limited-broadcast address, 255.255.255.255.

Default

The default address is 255.255.255.255.

Command Mode

GigabitEthernet Interface Configuration

ip irdp holdtime (for a port)
Configure the lifetime for advertisements.

Syntax
e default ip irdp holdtime
e ip irdp holdtime <4-9000>

Command Parameters

<4-4000> Specifies the lifetime.

Default

The default is 1800.

Command Mode

GigabitEthernet Interface Configuration

ip irdp maxadvertinterval (for a port)

Specify the maximum time (in seconds) that elapses between unsolicited broadcast or multicast
router advertisement transmissions from the router interface.

Syntax
e default ip irdp maxadvertinterval

 ip irdp maxadvertinterval <4-1800>
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<4-1800> Specifies the maximum time in seconds.

Default

The default is 600 seconds.
Command Mode

GigabitEthernet Interface Configuration

ip irdp minadvertinterval (for a port)

ip irdp minadvertinterval (for a port)

Specify the minimum time (in seconds) that elapses between unsolicited broadcast or multicast
router advertisement transmissions from the interface. The range is 3 seconds to maxadvertinterval.

Syntax
e default ip irdp minadvertinterval
e ip irdp minadvertinterval <3-1800>

Command Parameters

<3-1800> Specifies the minimum time in seconds.
Default

The default is 450 seconds.

Command Mode
GigabitEthernet Interface Configuration

ip irdp multicast (for a port)
Specify if multicast advertisements are sent.
Syntax
» default ip irdp multicast
e ip irdp multicast
*no ip irdp multicast
Default
The default is enabled (true).
Command Mode
GigabitEthernet Interface Configuration
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ip irdp preference (for a port)

Specify the preference (a higher number indicates more preferred) of the address as a default router
address relative to other router addresses on the same subnet.

Syntax
» default ip irdp preference
 ip irdp preference <-2147483648-2147483647>

Command Parameters

<-2147483648-2147483647> Specifies the preference value.

Default

The default is 0.

Command Mode

GigabitEthernet Interface Configuration

ip mroute (for a port)
Limit the number of multicast streams to protect a CPU from multicast data packet bursts generated
by malicious applications.
Syntax
e default ip mroute max-allowed-streams
» default ip mroute max-allowed-streams-timer-check

« default ip mroute port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

e default ip mroute stream-limit
* ip mroute max-allowed-streams <1-32768>
* ip mroute max-allowed-streams-timer-check <1-3600>

+ ip mroute port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]1}
max-allowed-streams <1-32768>

« ip mroute port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}
max-allowed-streams-timer-check <1-3600>

« ip mroute port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
stream-limit

* ip mroute stream-limit
* no ip mroute port {slot/port[/sub-port][-slot/port[/sub-port]][,...1}

* no ip mroute stream-limit
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Command Parameters

max-allowed-
streams
<1-32768>

max-allowed-
streams-timer-
check <1-3600>

port {slot/port[/
sub-port] [-slot/
port[/sub-port]]
L---I}

stream-limit

Default
None

Command Mode

Configures the maximum number of streams on the specified port. The port
is shut down if the number of streams exceeds this limit. The value is a
number between 1-32768. The default value is 1984 streams.

To set this option to the default value, use the default operator with the
command.

Configures the sampling interval, which is used to check if the number of
ingress multicast streams to the CPU is under a configured limit or if the port
needs to shut down. The range is between 1-3600. The default value is 10
seconds.

To set this option to the default value, use the default operator with the
command.

Identifies the slot and port in one of the following formats: a single slot and
port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Enables stream limit on a particular interface.

GigabitEthernet Interface Configuration

ip ospf advertise-when-down enable (for a port)

Enable or disable AdvertiseWhenDown. If enabled, the network on this interface is advertised as up,
even if the port is down. When you configure a port with no link and enable advertise-when-down,
the route is not advertised until the port is active. Then the route is advertised even when the link is
down. To disable advertising based on link status, this parameter must be disabled.

Syntax

» default ip ospf advertise-when-down enable

* ip ospf advertise-when-down enable

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
advertise-when-down enable

e no ip ospf advertise-when-down enable
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Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port
sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots
port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization
L---1} and the port is channelized, you must also specify the sub-port in the format

slot/port/sub-port.
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ip ospf area (for a port)
Configure OSPF parameters on a port to control how OSPF behaves.
Syntax
» default ip ospf area

e ip ospf area {A.B.C.D}

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} area
{A.B.C.D}

e no ip ospf area

Command Parameters

<A.B.C.D> Configures the OSPF identification number for the area, typically formatted
as an IP address.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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ip ospf authentication-key (for a port)

Configure the eight-character simple password authentication key for the port.

Syntax
» default ip ospf authentication-type

 ip ospf authentication-key WORD<0-8>

+ ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]]([, .
authentication-key WORD<0-8>

Command Parameters

port {slot/port[/sub-
port] [-slot/port[/sub-

port]] [....J}

WORD<0-8>

Default

None

-1}

Identifies the slot and port in one of the following formats: a single slot
and port (slot/port), a range of slots and ports (slot/port-slot/port), or a

series of slots and ports (slot/port,slot/port,slot/port). If the platform
supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

Specifies the authentication key.

Command Mode
GigabitEthernet Interface Configuration

ip ospf authentication-type (for a port)

Configure the OSPF authentication type for the port. If you choose simple, you must configure the
password with the ip ospf authentiation-key WORD<0-8> command. If you choose MD5, you must
configure the MD5 key with the ip ospf message-digest-key <1-255> md5 WORD<0-16> command.

Syntax

ip
ip
ip
ip
ip
ip

ospf
ospf
ospf
ospf
ospf
ospf

authentication-type
authentication-type
authentication-type
authentication-type

authentication-type

port {slot/port[/sub-port] [-slot/port[/sub-port]]I[, .

message-digest
none

sha-1

sha-2

simple

authentication-type message-digest

ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]]I[,..

authentication-type none
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»« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
authentication-type sha-1

+ ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
authentication-type sha-2

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
authentication-type simple

e no ip ospf authentication-type

Command Parameters

message-
digest

none

port {slot/
port[/sub-
port] [-slot/
port[/sub-
port]] [,...J}

sha-1

sha-2

simple

Default
None

Configures the authentication-type to message-digest.

If you choose MD5, you must configure the MD5 key with the ip ospf message-
digest-key <1-255> md5 WORD<0-16> command. Message Digest 5 (MD5)
provides standards-based authentication using 128-bit encryption.

If you use MD5, each OSPF packet has a message digest appended to it. The
digest must match between sending and receiving routers, or the packet is
discarded.

Configures the authentication-type to none.

Identifies the slot and port in one of the following formats: a single slot and port
(slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
ports (slot/port,slot/port,slot/port). If the platform supports channelization and the
port is channelized, you must also specify the sub-port in the format slot/port/sub-
port.

Configures the authentication-type to secure hash algorithm 1 (SHA-1). SHA-1
provides standards-based authentication using 128-bit encryption.

sha-2—Specifies SHA-2, which offers the hash function SHA-256.

° Note:

The parameter sha-2, an update of SHA-1, can offer six hash functions that
include SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224,SHA
512/256, with hash values that are 224, 256, 384, or 512 bits. However, the
current release supports only SHA-256.

Configures the authentication-type to use a simple-text password. Only routers
that contain the same authentication ID in their LSA can communicate with each
other. Using this security mechanism is not recommended. If you choose simple,
you must configure the password with the ip ospf authentiation-key WORD<0-8>
command.

Command Mode
GigabitEthernet Interface Configuration
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ip ospf bfd
Enable Bidirectional Forwarding Detection (BFD) for an OSPF GigabitEthernet IPv4 interface.
Syntax
» default ip ospf bfd
 ip ospf bfd
 ip ospf bfd disable
e no ip ospf bfd
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ip ospf cost (for a port)
Configure the OSPF cost associated with this interface and advertised in router link advertisements.

Syntax
e default ip ospf cost
e ip ospf cost <0-65535>

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} cost
<0-65535>

Command Parameters
<1-65535> Specifies the cost range.

port {slot/port[/sub- |dentifies the slot and port in one of the following formats: a single slot and

port] [-slot/port[/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

sub-port]] [,...]J} slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

The default is 0.

Command Mode

GigabitEthernet Interface Configuration
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ip ospf dead-interval (for a port)

Configure the router OSPF dead interval-the number of seconds the OSPF neighbors of a switch
must wait before assuming that the OSPF router is down. The value must be at least four times the
Hello interval.

Syntax
» default ip ospf dead-interval
e ip ospf dead-interval <0-2147483647>

+ ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} dead-
interval <0-2147483647>

Command Parameters

<0-2147483647> Specifies the Dead interval in seconds. Dead Interval must be a
multiple of Hello Interval.

port {slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot
port] [-slot/port[/sub- and port (slot/port), a range of slots and ports (slot/port-slot/port), or a
port]] [,...]} series of slots and ports (slot/port,slot/port,slot/port). If the platform

supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

Default

The default is 40.

Command Mode

GigabitEthernet Interface Configuration

ip ospf digest-key (for a port)
Configure the Digest algorithm key which can be of type MD5, SHA-1 or SHA-2. At most, you can
configure two digest keys for an interface.

Syntax
« default ip ospf digest-key <1-255>
e ip ospf digest-key <1-255> WORD<0-16>
e no ip ospf digest-key <1-255>
Command Parameters

<1-255> Specifies the ID for the digest key.

<WORD> <0-16> Specifies an alphanumeric password of up to 16 bytes (string length 0 to 16).
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Default

None

Command Mode

GigabitEthernet Interface Configuration

ip ospf enable (for a port)

Enable OSPF on the port.
Syntax
*» default ip ospf
e default ip ospf enable

» default ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

» ip ospf enable

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
enable

* no ip ospf

e no ip ospf enable

e no ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---I} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default
The default is disabled.

Command Mode
GigabitEthernet Interface Configuration

ip ospf hello-interval (for a port)

Configure the OSPF Hello interval, which is the number of seconds between Hello packets sent on
this interface.
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Syntax
e default ip ospf hello-interval
 ip ospf hello-interval <1-65535>

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
hello-interval <1-65535>

Command Parameters

<1-65535> Specifies the Hello interval range in seconds. Dead Interval must be a
multiple of Hello Interval.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

The default is 10.

Command Mode

GigabitEthernet Interface Configuration

ip ospf mtu-ignore enable (for a port)

Enable maximum transmission unit (MTU) ignore. To allow the switch to accept OSPF database
description (DBD) packets with a different MTU size, enable mtu-ignore. Incoming OSPF DBD
packets are dropped if their MTU is greater than 1500 bytes.

Syntax
e default ip ospf mtu-ignore enable
e ip ospf mtu-ignore enable

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} mtu-
ignore enable

* no ip ospf mtu-ignore enable
Command Parameters
port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port
sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots
port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---T} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.
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Default

None

Command Mode

GigabitEthernet Interface Configuration

ip ospf network (for a port)

Specify the type of OSPF interface.
Syntax
*» default ip ospf network
e ip ospf network {broadcast | nbma | passive}

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
network {broadcast | nbma | passive}

Command Parameters

<broadcast|nbma] Specifies the interface type.

passive>

port {slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot
port] [-slot/port[/sub- and port (slot/port), a range of slots and ports (slot/port-slot/port), or a
port]] [....]} series of slots and ports (slot/port,slot/port,slot/port). If the platform

supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ip ospf poll-interval (for a port)
Configure the OSPF poll interval in seconds.

Syntax
» default ip ospf poll-interval
e ip ospf poll-interval <0-2147483647>

 ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} poll-
interval <0-2147483647>
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Command Parameters
<0-2147483647> Specifies the poll interval range in seconds.

port {slot/port[/sub-port] Identifies the slot and port in one of the following formats: a single

[-slot/port[/sub-port]] slot and port (slot/port), a range of slots and ports (slot/port-slot/port),

L---1} or a series of slots and ports (slot/port,slot/port,slot/port). If the
platform supports channelization and the port is channelized, you
must also specify the sub-port in the format slot/port/sub-port.

Default

The default is 120.

Command Mode

GigabitEthernet Interface Configuration

ip ospf primary-digest-key (for a port)
Changes the primary key used to encrypt outgoing packets. <1-255> is the ID for the new digest
key.
Syntax
e default ip ospf primary-digest-key

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
primary-md5-key <1-255>

e ip ospf primary-digest-key <1-255>
Command Parameters

<1-255> Specifies the primay md5 key range.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---T} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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ip ospf priority (for a port)

Configure the OSPF priority for the port during the election process for the designated router. The
port with the highest priority number is the best candidate for the designated router. If you configure
the priority to 0, the port cannot become either the designated router or a backup designated router.

Syntax
s default ip ospf priority

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
priority <0-255>

* ip ospf priority <0-255>
Command Parameters

<0-255> Specifies the priority range.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

The default is 1.

Command Mode

GigabitEthernet Interface Configuration

ip ospf retransmit-interval (for a port)

Configure the retransmit interval for the virtual interface, the number of seconds between link-state
advertisement retransmissions.

Syntax
e default ip ospf retransmit-interval

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
retransmit-interval <0-3600>

 ip ospf retransmit-interval <0-3600>

Command Parameters
<0-3600> Specifies the retransmit interval range in seconds.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and
sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
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port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports
L---1} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ip ospf transit-delay (for a port)

Configure the transit delay for the virtual interface, which is the estimated number of seconds
required to transmit a link-state update over the interface.

Syntax
*» default ip ospf transit-delay

« ip ospf port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
transit-delay <0-3600>

e ip ospf transit-delay <0-3600>
Command Parameters

<0-3600> Specifies the transit delay range.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ip pim (for a port)
Enable PIM and configure to perform multicasting operations.

Syntax
e default ip pim bsr-candidate preference <0-255>
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default ip pim enable

default ip pim hello-interval

default ip pim interface-type

default ip pim join-prune-interval

ip
ip
ip
ip
ip
ip
ip
no
no

no

pim active

pim bsr-candidate preference <0-255>
pim enable

pim hello-interval <0-18724>

pim interface-type [active | passive]
pim join-prune-interval <1-18724>
pim passive

ip pim bsr-candidate

ip pim enable

ip pim fast-joinprune

Command Parameters

active Enables PIM and sets interface type to active.

bsr-candidate Enables BSR candidate on an interface.

<preference>

enable Configure PIM for each interface to enable the interface to perform

multicasting operations.

hello-interval <0-18724> Specifies the query interval in seconds.

hello-interval <0-18724> Specify how long to wait (in seconds) before the PIM switch sends out

the next hello message to neighboring switches.

interface-type [active |  Specifies the pim interface-type on a interface.

passive]

join-prune-interval Specify how long to wait (in seconds) before the PIM router sends out
<1-18724> the next join/prune message to its upstream neighbors.

passive Enable PIM and configure the interface type to passive

Default

None

simultaneously. By default, an enabled interface is active.

Command Mode

GigabitEthernet Interface Configuration
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ip pim bsr-candidate preference (for a port)

Configure additional routers as candidate BSRs (C-BSR) to provide backup protection in the event
that the primary BSR fails.

Syntax
*» default ip pim bsr-candidate
 ip pim bsr-candidate preference <0-255>
e no ip pim bsr-candidate

Command Parameters

preference Enables the C-BSR on this interface and configures its preference value, from

<0-255> 0-255, to become a BootStrap Router (BSR). The C-BSR with the highest BSR
preference and address is the preferred BSR.

Default

None

Command Mode
GigabitEthernet Interface Configuration

ip pim hello-interval (for a port)

Configure the hello-interval on a interface.

Syntax
» default ip pim hello-interval
e ip pim hello-interval <0-18724>

Command Parameters

<0-18724> Specifies the duration in seconds before the PIM router sends out the next hello
message to neighboring switches.

Default

The default is 30 seconds.

Command Mode

GigabitEthernet Interface Configuration
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ip pim interface-type (for a port)

Specifies whether the selected interface is active or passive. You can change the state of a PIM
interface after you create the interface but only if you disable PIM on the interface. Use this feature
when a high number of PIM interfaces exist and connect to end users, not to other switches.

* An active interface accepts PIM control transmitted and received traffic.

* A passive interface prevents PIM control traffic from transmitting or receiving, thereby reducing
the load on a system.

Syntax
e default ip pim interface-type
* ip pim interface-type active
e ip pim interface-type passive

Command Parameters

<active|passive> Specifies the interface type.

Default

The default is active.

Command Mode

GigabitEthernet Interface Configuration

ip pim join-prune-interval (for a port)
Configure the frequency at which pim join/prune messages are sent
Syntax
e default ip pim join-prune-interval
 ip pim join-prune-interval <1-18724>
Command Parameters

<1-18724> Specifies the duration in seconds before the PIM router sends out the next join or
prune message to its upstream neighbors.

Default

The default is 60 seconds.

Command Mode

GigabitEthernet Interface Configuration
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ip rip advertise-when-down enable (for a port)

Enable or disable AdvertiseWhenDown. If enabled, the network on this interface is advertised as up,
even if the port is down. The default is disabled.

When you configure a port with no link and enable advertise-when-down, it does not advertise the
route until the port is active. Then the route is advertised even when the link is down.

To disable advertising based on link status, this parameter must be disabled.
Syntax

» default ip rip advertise-when-down enable

 ip rip advertise-when-down enable

e no ip rip advertise-when-down enable

Command Parameters

<enable| Enables or disables Advertise\WWhenDown. If enabled, the network on this interface is
disable> advertised as up, even if the port is down. The default is disabled.
When you configure a port with no link and enable advertise-when-down, it does not
advertise the route until the port is active. Then the route is advertised even when the

link is down.
To disable advertising based on link status, this parameter must be disabled.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

ip rip auto-aggregation (for a port)

Enable or disable automatic route aggregation on the port. When enabled, the router switch
automatically aggregates routes to their natural mask when they are advertised on an interface in a
different class network. The default is disabled.

Syntax
» default ip rip auto-aggregation enable
« ip rip auto-aggregation enable

e no ip rip auto-aggregation enable
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Command Parameters

enable Enables or disables automatic route aggregation on the port. When enabled, the router
switch automatically aggregates routes to their natural mask when they are advertised
on an interface in a different class network. The default is disabled.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

ip rip cost (for a port)
Configure the RIP cost for this port (link).

Syntax
» default ip rip cost
e ip rip cost <1-15>

Command Parameters

<1-15> Configures the RIP cost for this port (link).

Default

None

Command Mode

GigabitEthernet Interface Configuration

ip rip default-listen (for a port)
Enable default listen: the switch accepts the default route learned through RIP on this interface. The
default is disabled.
Syntax
» default ip rip default-listen enable
 ip rip default-listen enable

e no ip rip default-listen enable
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Command Parameters

enable Enables DefaultListen: the switch accepts the default route learned through RIP on this
interface. The default is disabled.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

ip rip default-supply enable (for a port)

Enable default supply. If enabled, a default route must be advertised from this interface.

The default route is advertised only if it exists in the routing table. The default route will not be
advertised on RIP interfaces by default. You need to redistribute the default route and then configure
the default-supply at the interface for the default route to be advertised to the neighbor.

Syntax
* default ip rip default-supply enable
e ip rip default-supply enable
e no ip rip default-supply enable

Command Parameters

enable Enables DefaultSupply. If enabled, a default route must be advertised from this interface.
The default is false. The default route is advertised only if it exists in the routing table.

Default

The default is false.

Command Mode

GigabitEthernet Interface Configuration

ip rip enable (for a port)
Enable RIP routing on the interface.

Syntax
» default ip rip enable
* ip rip enable
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*no ip rip enable

Command Parameters

enable Enables RIP routing on the interface.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

ip rip holddown (for a port)

Configure the RIP holddown timer value, the length of time (in seconds) that RIP continues to
advertise a network after determining that it is unreachable. The default is 120.

Syntax
* default ip rip holddown
e ip rip holddown <0-360>

Command Parameters

<0-360> Configures the RIP holddown timer value, the length of time (in seconds) that RIP
(;ggtinues to advertise a network after determining that it is unreachable. The default is

Default

The default is 120.

Command Mode

GigabitEthernet Interface Configuration

ip rip in-policy (for a port)
Configures the rip in-policy on specific interface.

Syntax
*» default ip rip in-policy
 ip rip in-policy WORD<0-64>
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Command Parameters

WORD<0-64> Configures the policy name for inbound filtering on this RIP interface. This policy
determines whether to learn a route on this interface and specifies the
parameters of the route when RIP adds it to the routing table.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ip rip listen (for a port)
If enabled, the switch listens for a default route without listening for all routes. Specify that the
routing switch learns RIP routes through this interface. The default is enable.
Syntax
» default ip rip listen enable
« ip rip listen enable

*no ip rip listen enable

Command Parameters

enable |If enabled, the switch listens for a default route without listening for all routes. Specifies
that the routing switch learns RIP routes through this interface. The default is enable.

Default

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration

ip rip out-policy (for a port)

Configure the port RIP out-policy name for outbound filtering on this RIP interface. This policy
determines whether to advertise a route from the routing table on this interface. This policy also
specifies the parameters of the advertisement. Policy name is a string of length 0 to 64 characters.

Syntax
e default ip rip out-policy
« ip rip out-policy WORD<0-64>

October 2020 Command Line Interface Commands Reference for VOSS 182



ip rip poison enable (for a port)

Command Parameters

WORD<0-64> Configures the port RIP out-policy name for outbound filtering on this RIP
interface. This policy determines whether to advertise a route from the routing
table on this interface. This policy also specifies the parameters of the
advertisement. Policy name is a string of length O to 64 characters.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ip rip poison enable (for a port)

Enable Poison Reverse. If Poison Reverse is enabled, the RIP updates sent to a neighbor from
which a route is learned are poisoned with a metric of 16. Therefore, the receiver neighbor ignores
this route because the metric 16 indicates infinite hops in the network.

If you disable Poison Reverse (no poison enable), Split Horizon is enabled. By default, Split Horizon
is enabled. If Split Horizon is enabled, IP routes learned from an immediate neighbor are not
advertised back to the neighbor.

These mechanisms prevent routing loops.

Syntax

e default ip rip poison enable
 ip rip poison enable
e no ip rip poison enable

Command Parameters

enable Enables Poison Reverse.

* If Poison Reverse is enabled, the RIP updates sent to a neighbor from which a route is
learned are poisoned with a metric of 16. Therefore, the receiver neighbor ignores this
route because the metric 16 indicates infinite hops in the network.

* If you disable Poison Reverse (no poison enable), Split Horizon is enabled. By default,
Split Horizon is enabled. If Split Horizon is enabled, IP routes learned from an
immediate neighbor are not advertised back to the neighbor.

These mechanisms prevent routing loops.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration
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ip rip port
Configure RIP for a port.

Syntax

» default ip rip port {slot/port[/sub-port] [-slot/port[/sub-port]]
[,...1}
« ip rip port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}

e no ip rip port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}

Command Parameters

{slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and port

port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and
port]] [,...J} the port is channelized, you must also specify the sub-port in the format slot/

port/sub-port.
Default

None
Command Mode
GigabitEthernet Interface Configuration

ip rip receive version (for a port)
Indicate which RIP update version is accepted on this interface. The default is rip1orrip2.

Syntax

e default ip rip receive version
e ip rip receive version { ripl | rip2 | riplorrip2 }
Command Parameters

<rip1|rip2|rip1orrip2> Indicates which RIP update version is accepted on this interface. The
default is rip1orrip2.

Default

The default is rip1orrip 2.

Command Mode

GigabitEthernet Interface Configuration
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ip rip send (for a port)

Indicate which RIP update version the router sends from this interface. ripVersion1 implies sending
RIP updates that comply with RFC 1058. rip1Compatible implies broadcasting RIP2 updates using
RFC 1058 route subassumption rules. The default is rip1Compatible.

Syntax
» default ip rip send version
« ip rip send version { notsend | ripl | riplcomp | rip2 }

Command Parameters

<notsend|rip1| Indicates which RIP update version the router sends from this interface.
rip2|ripicomp]| ripVersion1 implies sending RIP updates that comply with RFC 1058.
rip2> rip1Compatible implies broadcasting RIP2 updates using RFC 1058 route

subassumption rules. The default is rip1Compatible

Default

The default is rip1Compatible.
Command Mode

GigabitEthernet Interface Configuration

ip rip supply (for a port)
Specify that the switch advertises RIP routes through the port. The default is enable.

Syntax
» default ip rip supply enable
« ip rip supply enable
e no ip rip supply enable
Command Parameters

<enable|disable> Specifies that the switch advertises RIP routes through the port. The default is
enable.

Default

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration
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ip rip timeout (for a port)
Configure the RIP timeout interval in seconds.

Syntax
» default ip rip timeout
 ip rip timeout <15-259200>

Command Parameters

<15-259200> Configures the RIP timeout interval in seconds.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ip rip triggered (for a port)
Enable automatic triggered updates for RIP.

Syntax
» default ip rip triggered enable
* ip rip triggered enable

e no ip rip triggered enable

Command Parameters

enable Enables automatic triggered updates for RIP.
Default

The default is disabled.

Command Mode
GigabitEthernet Interface Configuration

ip rvs-path-chk

Configure unicast reverse path forwarding on a port (IPV4).
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Syntax
*» default ip rvs-path-chk
e default ip rvs-path-chk mode
* ip rvs-path-chk
e ip rvs-path-chk mode exist-only
* ip rvs-path-chk mode strict
e no ip rvs-path-chk
Command Parameters

mode Specifies the mode for Unicast Reverse Path Forwarding (uURPF).

g(ti';f_tl * In strict mode, uRPF checks whether the source IP address of the incoming packet

only} exists in the FIB. If the incoming interface is not the best reverse path, the packet
y check fails and uRPF drops the packet.

* In exist-only mode, uRPF checks whether the source IP address of the incoming
packet exists in the FIB. The packet is dropped only if the source address is not
reachable via any interface on that router.

Default
None

Command Mode
GigabitEthernet Interface Configuration

ip source verify

Configures IP Source Guard (IPSG) on a port, for IPv4 addresses. When you enable IPSG on the
port, filters are automatically installed for the IPv4 addresses that are already learned on that
interface.

Syntax
» default ip source verify
« ip source verify enable
* no ip source verify
Default
IP Source Guard (IPSG) for IPv4 addresses is disabled by default.
Command Mode
GigabitEthernet Interface Configuration
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ip spb-multicast enable (for a port)

Enables Layer 3 VSN IP multicast over Fabric Connect.
Syntax
e default ip spb-multicast enable
e ip spb-multicast enable
e no ip spb-multicast enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ip spb-pim-gw enable (for a port)
Enable SPB-PIM Gateway on a VLAN interface.
Syntax
» default p spb-pim-gw enable
 ip spb-pim-gw enable
e no ip spb-pim-gw enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ip spb-pim-gw hello-interval (for a port)
Configures the SPB-PIM Gateway VLAN HELLO interval.

Syntax
e default ip spb-pim-gw hello-interval <0-18724>
* ip spb-pim-gw hello-interval <0-18724>
e no ip spb-pim-gw hello-interval <0-18724>
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Command Parameters

<0-18724>  Specifies the HELLO interval in seconds. The default value is 30 seconds.
Default

The default value is 30 seconds.

Command Mode
GigabitEthernet Interface Configuration

ip spb-pim-gw ip join-prune-interval (for a port)
Configures the SPB-PIM Gateway VLAN JOIN PRUNE interval.

Syntax
*» default ip spb-pim-gw ip join-prune-interval <1-18724>
* ip spb-pim-gw ip join-prune-interval <1-18724>
*no ip spb-pim-gw ip join-prune-interval <1-18724>
Command Parameters

<1-18724> Specifies the JOIN PRUNE interval in seconds. The default value is 60 seconds.

Default

The default value is 60 seconds.
Command Mode

GigabitEthernet Interface Configuration

ip vrrp (for a port)
Configure Virtual Router Redundancy Protocol (VRRP) on a port.
Syntax
e default ip vrrp <1-255>
e default ip vrrp <1-255> action
e default ip vrrp <1-255> adver-int
» default ip vrrp <1-255> backup-master enable

default ip vrrp <1-255> critical-ip enable

default ip vrrp <1-255> critical-ip-addr
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default ip

default ip

default ip

default ip

default ip

default ip

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
no
no
no
no
no

no

vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp

vrrp

ip
ip
ip
ip
ip
ip

vrrp
vrrp
vrrp
vrrp
vrrp

vrrp

<1l-
<1-
<1l-
<1-
<1l-
<1-
<1-
<1l-
<1-
<1l-
<1-
<1l-

vrrp <1-255> enable

vrrp <1-255> fast-adv enable
vrrp <1-255> fast-adv-int
vrrp <1-255> holddown-timer
vrrp <1-255> preempt-mode
vrrp <1-255> priority

255> action none

255> action preempt

255> adver-int <1-255>

255> backup-master enable
255> critical-ip enable

255> critical-ip-addr {A.B.C.D}
255> enable

255> fast-adv enable

255> fast-adv-int <200-1000>
255> holddown-timer <0-21600>
255> priority <1-255>

255> preempt-mode enable

address <1-255> {A.B.C.D}

<1-255>

<1-255> backup-master enable
<1-255> critical-ip enable
<1-255> enable

<1-255> fast-adv enable
<1-255> preempt-mode enable

Command Parameters

<vrid> preempt-
mode enable

action {none|
preempt}

address <1-255>
<A.B.C.D>

October 2020

Enables preempt mode for vrrp (v3).

Use the action choice option to manually override the hold-down timer
and force preemption. none|preempt can be set to preempt the timer or
set to none to allow the timer to keep working.

Sets the IP address of the Virtual Router Redundancy Protocol (VRRP)

interface that forwards packets to the virtual IP addresses associated
with the virtual router. A.B.C.D is the IP address of the master VRRP.
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adver-int <1-255>

backup-master

enable

critical-ip enable

critical-ip-addr
<A.B.C.D>

enable
fast-adv enable

fast-adv-int
<200-1000>

holddown-
timer<0-21600>

priority <1-255>

Default
None

Command Mode

ip vrrp address (for a port)

Sets the the time interval between sending Virtual Router Redundancy
Protocol (VRRP) advertisement messages. The range is between 1 and
255 seconds. This value must be the same on all the participating
routers. The default is 1.

Enables the Virtual Router Redundancy Protocol (VRRP) backup master.
This option is supported only on Split MultiLink Trunking (SMLT) ports.
Do not enable Backup Master if Critical IP is enabled.

Enables the critical IP address option. Do not enable critical IP if Backup
Master is enabled.

Sets the critical IP address for VRRP. A.B.C.D is the IP address on the
local router, which is configured so that a change in its state causes a
role switch in the virtual router (for example, from master to backup in
case the interface goes down).

Enables Virtual Router Redundancy Protocol (VRRP) on the interface.
Enables the Fast Advertisement Interval. The default is disabled.

Sets the Fast Advertisement Interval, in milliseconds, the time interval
between sending VRRP advertisement messages. The range must be
the same on all participating routers. The default is 200. You must enter
values in multiples of 200 milliseconds.

Modifies the behavior of the Virtual Router Redundancy Protocol (VRRP)
failover mechanism by allowing the router enough time to detect the
OSPF or RIP routes. 0-21600 is the time interval (in seconds) a router is
delayed when changing to master state.

Sets the port Virtual Router Redundancy Protocol (VRRP) priority. 1-255
is the value used by the VRRP router. The default is 100. Assign the
value 255 to the router that owns the IP address associated with the
virtual router.

GigabitEthernet Interface Configuration

ip vrrp address (for a port)

Specify an address to associate with the virtual router.

October 2020
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Syntax

e default ip vrrp address <1-255>

 default ip vrrp address <1-255> {A.B.C.D}

 ip vrrp address <1-255> {A.B.C.D}

e no ip vrrp address <1-255>

* no ip vrrp address <1-255> {A.B.C.D}

Command Parameters

{A.B.C.D} Specifies an address to associate with the virtual router.

<1-255>  Specifies the virtual router ID. The virtual router acts as the default router for one or

more associated addresses.

Default
None
Command Mode

GigabitEthernet Interface Configuration

ip vrrp version

Configure VRRP version on an interface.

Syntax

*» default ip vrrp version

e ip vrrp version [2]3]

Command Parameters

[2]3] Configure VRRP version 2 or 3 on an interface.

Default
The default is version 2.
Command Mode

GigabitEthernet Interface Configuration

ipv6 bfd (for a port)

Enable and configure Bidirectional Forwarding Detection (BFD) on a port.

October 2020
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Syntax
e default ipv6é bfd enable
e« default ipv6é bfd interval
» default ipv6é bfd min-rx
e default ipv6é bfd multiplier
*» default ipv6é bfd port
» ipv6 bfd enable
e« ipv6 bfd interval
e ipv6 bfd min-rx
e ipv6é bfd multiplier
e« ipvé bfd port
* no ipvé bfd
e no ipv6 bfd port

Command Parameters

enable Enable BFD on a port.

interval Specifies the transmit interval in milliseconds. The default is 200 ms.
The minimum value for the transmit interval is 100 ms. You can configure a
maximum of 4 BFD sessions with the minimum value for the transmit interval.
You can configure the remaining BFD sessions with a transmit interval that is
greater than or equal to the 200 ms default value.

min-rx Specifies the receive interval in milliseconds. The default is 200 ms.
The minimum value for the receive interval is 100 ms. You can configure a
maximum of 4 BFD sessions with the minimum value for the receive interval. You
can configure the remaining BFD sessions with a receive interval that is greater
than or equal to the 200 ms default value.

multiplier Specifies the multiplier used to calculate the amount of time BFD waits before it
declares a receive timeout. The default is 3.
If you configure the transmit interval or the receive interval as 100 ms, you must
configure a value of 4 or greater for the multiplier.

port {slot/ Identifies the slot and port in one of the following formats: a single slot and port
port[/sub- (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
port][-slot/ ports (slot/port,slot/port,slot/port). If the platform supports channelization and the
port[/sub- port is channelized, you must also specify the sub-port in the format slot/port/sub-
port]][....]} port.

Default

The default is disabled.
Command Mode
GigabitEthernet Interface Configuration
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Usage Guidel

ines

BFD for IPv6 interfaces is a demonstration feature on some products. For more information, see
VOSS Feature Support Matrix.

ipv6 dhcp-relay (for a port)

Configure Dynamic Host Configuration Protocol (DHCP) Relay on an interface. The command no

ipv6 dhcp-relay
Syntax
» default
e default
e default
» default

disables DHCP on the interface; it does not delete the entry.

ipvé dhcp-relay

ipv6é dhcp-relay fwd-path WORD<0-255>
ipv6 dhcp-relay max-hop

ipv6é dhcp-relay remote-id

* ipv6 dhcp-relay

 ipv6 dhcp-relay fwd-path WORD<0-255>

* ipv6 dhcp-relay fwd-path WORD<0-255> enable
e ipv6é dhcp-relay fwd-path WORD<0-255> wvrid WORD<1-255>

+ ipv6 dhcp-relay max-hop <1-32>

e ipv6é dhcp-relay remote-id

e no ipv6é dhcp-relay

e no ipv6é dhcp-relay fwd-path WORD<0-255>

e no ipv6 dhcp-relay fwd-path WORD<0-255> enable

e no ipv6é dhcp-relay remote-id

Command Parameters

max-hop <1-32> Configures the maximum number of hops before a BootP/DHCP packet is

remoteld

vrid
WORD<1-255>

WORD<0-255>

October 2020

discarded. The default is 32.
Enables the Remote ID. The default is disabled.

Specifies the ID of the virtual router and is an integer from 1-255.

Creates a forwarding path to the Dynamic Host Configuration Protocol
(DHCP) server with a mode and a state. WORD<0-255> is the IPv6 address
of the server. The default IP address of the relay is the address of the
interface. If the relay is a Virtual Router configured on this interface, you
must set the vrid.

By default, the forwarding path is disabled.
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ipv6 fhs dhcp-guard

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 fhs dhcp-guard
Enable device role verification attached to the port. By default, router is selected.

Syntax
e« default ipv6é fhs dhcp-guard attach-policy
e ipv6é fhs dhcp-guard attach-policy WORD<1-64>
+ ipv6 fhs dhcp-guard device-role {client | server}

e no ipvé fhs dhcp-guard attach-policy
Command Parameters

attach-policy  Attach dhcp-guard policy to interface.

Client Set device role as client.
device-role Set dhcp-gurad device-role.
Server Set device role as server.

WORD<1-64>  Specify the name of the DHCP guard policy to be attached or detached.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 fhs nd-inspection enable (for a port)

Enables neighbor discovery (ND) inspection on a port or interface.

Syntax
» default ipv6é fhs nd-inspection enable

« ipv6 fhs nd-inspection enable
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* no ipvé fhs nd-inspection enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ipv6 fhs ra-guard

Enables verification of the role of the device attached to the port.
Syntax
« default ipv6é fhs ra-guard attach-policy
e ipv6é fhs ra-guard attach-policy WORD<1-64>
 ipv6 fhs ra-guard device-role {router|host}

e no ipvé fhs ra-guard attach-policy
Command Parameters

attach-policy Attach ra-guard policy to interface.
device-role Set ra-guard device role.

host Set device role as host.

router Set device role as router.
WORD<1-64> Specifies the policy name.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ipv6 forwarding (for a port)

Configure IPv6 forwarding. By default, IPv6 forwarding is globally disabled, which means you can
only use local IPv6 connections, and traffic does not traverse an IPv6 network.

Syntax
*» default ipvé forwarding
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+ ipv6é forwarding
e no ipvé forwarding
Default

By default, forwarding is enabled on an interface. You must enable it globally before the interface
configuration takes effect.

Command Mode
GigabitEthernet Interface Configuration

ipv6 interface (for a port)

Creates an IPv6 interface.
Syntax
» default ipv6é interface
* ipv6é interface
e no ipvé interface
Default
None
Command Mode
GigabitEthernet Interface Configuration

ipv6 interface address (for a port)

Configure the IPv6 address for a port.

Syntax
» ipv6 interface address WORD<0-255>
* no ipvé interface address

e no ipv6é interface address WORD<0-255>

Command Parameters

WORD<0-255> Assigns an IPv6 address to the port.

Default
None
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Command Mode
GigabitEthernet Interface Configuration

ipv6 interface enable (for a port)

Enable IPv6 route advertisement on a port.
Syntax
e default ipv6é interface enable
e ipv6 interface enable
 ipv6 interface enable vlan <1-4059>

e no ipv6 interface enable

Command Parameters

vlan Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to 4059 are

<1-4059> configurable and the system reserves VLAN IDs 4060 to 4094 for internal use. On
switches that support the vrf-scaling and spbm-config-mode boot configuration flags,
if you enable these flags, the system also reserves VLAN IDs 3500 to 3998. VLAN
ID 1 is the default VLAN and you cannot create or delete VLAN ID 1.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

ipv6 interface hop-limit (for a port)
Configure the maximum number of hops before packets drop.

Syntax
e default ipv6é interface hop-limit

 ipv6 interface hop-limit <1-255>
Command Parameters

<1-255> Configures the maximum hops.

Default
The default is 64 hops.
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ipv6 interface link-local (for a port)

ipv6 interface link-local (for a port)

Create a link-local address for the port.

Syntax

ipvé
ipvé
ipvé
ipv6
ipvé
ipvé

interface
interface
interface
interface
interface

interface

link-local
link-local
link-local
link-local
link-local

link-local

Command Parameters

address
WORD<0-46>

enable

mac-offset <MAC-

offset>

name

WORD<0-255>

vlan <71-4059>

WORD<0-19>

Default
None

October 2020

WORD<0-19>
WORD<0-19>
WORD<0-19>
WORD<0-19>
WORD<0-19>
WORD<0-19>

Specifies the IPv6 address.

Enables route advertisement.

address WORD<0-46>
enable

mac-offset <MAC-offset>
name WORD<0-255>

vlan <1-4059>

Specifies a number by which to offset the MAC address from the chassis

MAC address. This ensures that each IP address has a different MAC
address. If you omit this variable, a unique MAC offset is automatically
generated. Different hardware platforms support different ranges. To see
which range is available on the switch, use the CLI command completion
Help.

Assigns a descriptive name. The network management system also

configures this string.

Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to

4059 are configurable and the system reserves VLAN IDs 4060 to 4094 for
internal use. On switches that support the vrf-scaling and spbm-config-
mode boot configuration flags, if you enable these flags, the system also
reserves VLAN IDs 3500 to 3998. VLAN ID 1 is the default VLAN and you
cannot create or delete VLAN ID 1.

address.
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Command Mode
GigabitEthernet Interface Configuration

ipv6 interface mtu (for a port)

Configure the maximum transmission unit for the port.

Syntax

e default ipv6é interface mtu

e ipv6 interface mtu <1280-9500>

Command Parameters

<1280-9500> Configures the maximum transmission unit for the interface: 1280-1500, 1850, or
9500.

Default

The default is 1500.

Command Mode

GigabitEthernet Interface Configuration

ipv6 interface name (for a port)

Configure an interface description for the port.

Syntax
e ipv6é interface name WORD<0-255>

Command Parameters

WORD<0-255> Assigns a descriptive name to the port.
Default
None

Command Mode
GigabitEthernet Interface Configuration
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ipv6 interface reachable-time (for a port)

Configure the time a neighbor is considered reachable after receiving a reachability confirmation.

Syntax
» default ipv6é interface reachable-time
e ipv6é interface reachable-time <1-3600000>

Command Parameters

<1-3600000> Configures the time, in milliseconds, a neighbor is considered reachable after
receiving a reachability confirmation.

Default

The default is 30000.

Command Mode

GigabitEthernet Interface Configuration

ipv6 interface retransmit-timer (for a port)

Configure the time, between retransmissions of Neighbor Solicitation messages to a neighbor when
resolving the address or when probing the reachability of a neighbor.

Syntax
« default ipv6é interface retransmit-timer
e ipv6 interface retransmit-timer <1-4294967295>

Command Parameters

<1-4294967295> Configures the time, in milliseconds, between retransmissions of Neighbor
Solicitation messages to a neighbor when resolving the address or when
probing the reachability of a neighbor.

Default

The default is 1000.

Command Mode

GigabitEthernet Interface Configuration

ipv6 interface vian (for a port)
Configure the interface as part of an IPv6 VLAN.
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Syntax
* ipv6 interface vlan <1-4059>

Command Parameters

<1-4059> Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to 4059 are
configurable and the system reserves VLAN IDs 4060 to 4094 for internal use. On

switches that support the vrf-scaling and spbm-config-mode boot configuration flags, if

you enable these flags, the system also reserves VLAN IDs 3500 to 3998. VLAN ID 1

is the default VLAN and you cannot create or delete VLAN ID 1.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 ipsec enable (for a port)

Enable Internet Protocol Security (IPsec) for IPv6 on a port.
Syntax
e default ipv6é ipsec enable
» ipv6 ipsec enable
e no ipvé ipsec enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ipv6 ipsec policy (for a port)
Link an Internet Protocol Security (IPsec) IPv6 policy to an interface.

Syntax
» default ipv6é ipsec policy WORD<1-32>
 ipv6 ipsec policy WORD<1-32>
+ ipv6 ipsec policy WORD<1-32> dir both
e ipv6é ipsec policy WORD<1-32> dir in
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+ ipv6 ipsec policy WORD<1-32> dir out

e no ipvé6 ipsec policy WORD<1-32> dir both

e no ipvé6 ipsec policy WORD<1-32> dir in

* no ipvé ipsec policy WORD<1-32> dir out
Command Parameters

dir <both|in|out> Specifies the direction to which IPsec applies. Both specifies both ingress and
egress traffic, in specifies ingress traffic, and out specifies egress traffic. By
default, the direction is both.

WORD<1-32> Specifies the IPsec policy name.
Default

None
Command Mode
GigabitEthernet Interface Configuration

ipv6 mld last-listener-query-interval (for a port)

Configure the last listener query interval for the MLD

Syntax
» default ipv6é mld last-member-query-interval
e« ipv6 mld last-listener-query-interval <0-60>

e no ipv6 mld last-member-query-interval

Command Parameters

<0-60> Indicates the last listener query interval in seconds.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ipv6 mld query-interval (for a port)

Configure the query interval for the MLD interface
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Syntax
» default ipv6é mld query-interval
e ipv6 mld query-interval <1-65535>

e no ipvé mld query-interval

Command Parameters

<1-65535> Indicates the frequency at which MLD host query packets transmit on this interface.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ipv6 mld query-max-response (for a port)
Configure the query maximum response time for mid interface

Syntax
e default ipv6é mld query-max-response
* ipv6 mld query-max-response <0-60>

e no ipv6é mld query-max-response
Command Parameters
<0-60> Indicates the query maximum response interval time in seconds.
Default
None

Command Mode
GigabitEthernet Interface Configuration

ipv6 mld robust-value (for a port)

Configure the MLD robustness

Syntax
* default ipv6 mld robust-value
* ipv6 mld robust-value <2-255>
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* no ipvé mld robust-value

Command Parameters

<2-255> Specifies a numerical value for MLD snooping robustness.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ipv6 mld version (for a port)

Configure MLD version

Syntax
e default ipv6é mld version
e ipv6 mld version <1-2>

e no ipv6é mld version

Command Parameters

<1-2> Indicates the version of MLD that runs on this interface.
Default

None

Command Mode
GigabitEthernet Interface Configuration

ipv6 nd (for a port)
Configure the neighbor discovery parameters of the interface.
Syntax
* default ipv6é nd
e default ipv6é nd hop-limit
*» default ipv6é nd mtu
e default ipv6 nd reachable-time

default ipv6é nd retransmit-timer
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« ipv6 nd hop-limit <0-255>

 ipv6 nd mtu <0-9500>

 ipv6 nd reachable-time <0-3600000>

+ ipv6 nd retransmit-timer <0-4294967295>
e no ipv6 nd

* no ipvé nd hop-limit

e no ipv6é nd mtu

e no ipv6 nd reachable-time

e no ipv6é nd retransmit-timer

Command Parameters

hop-limit <0-255> Sets the neighbor discovery hop-limit value for the interface.
mtu <0-9500> Sets router advertisement MTU size.
reachable-time <0-3600000> Sets router advertisement reachable time.

retransmit-timer <0-4294967295> Sets router advertisement retransmit timer.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd dad-ns (for a port)

Configure the number of neighbor solicitation messages from duplicate address detection.

Syntax
» default ipv6 nd dad-ns
e ipv6é nd dad-ns <0-600>

Command Parameters

<0-600> Configures the number of neighbor solicitation messages from duplicate address
detection. A value of 0 disables duplicate address detection on the specified interface.
A value of 1 configures a single transmission without follow-up transmissions.

Default
The default is 1.
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Command Mode
GigabitEthernet Interface Configuration

ipv6 nd hop-limit (for a port)
Configure the hop limit sent in router advertisements.

Syntax
*» default ipv6é nd hop-limit
e ipv6 nd hop-limit <0-255>
*no ipvé nd hop-limit
Command Parameters

hoplimit Specifies the current hop limit field sent in router advertisements from this interface.

<0-255> The value must be the current diameter of the Internet. A value of zero indicates
that the advertisement does not specify a hop-limit value.

Default

The default is 64.

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd managed-config-flag (for a port)

Enable M-bit (managed address configuration) on the router.
Syntax
*» default ipv6é nd managed-config-flag
 ipv6 nd managed-config-flag
* no ipvé nd managed-config-flag
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration
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ipv6 nd mtu (for a port)

Configure the maximum transmission unit (MTU) for router advertisements.
Syntax

e default ipv6é nd mtu

e ipv6 nd mtu <0-9500>

e no ipv6é nd mtu

Command Parameters

mtu Shows the MTU value sent in router advertisements on this interface. A value of

<0-9500> zero indicates that the system sends no MTU options. Valid values are: 0,
1280-1500, 1850, or 9500.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd other-config-flag (for a port)

Enable the O-bit (other stateful configuration) in the router advertisement. Other stateful
configuration autoConfigure received information without addresses.

Syntax
» default ipv6é nd other-config-flag
e ipv6é nd other-config-flag
e no ipv6 nd other-config-flag
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ipv6 nd prefix (for a port)

Configure neighbor discovery prefixes. IPv6 nodes on the same link use ND to discover link-layer
addresses and to obtain and advertise various network parameters and reachability information. ND
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combines the services provided by ARP and router discovery for IPv4. IPv6 router advertisement
includes discovery prefixes.

Syntax

default
default
default
default
ipv6é nd
ipvé nd
ipvé nd
ipvé nd
no ipvé
no ipvé
no ipvé

no ipvé

ipv6é nd prefix WORD<0-255>

ipv6é nd prefix WORD<0-255> no-advertise

ipv6 nd prefix WORD<0-255> preferred-life
ipv6é nd prefix WORD<0-255> valid-life

prefix WORD<0-255> infinite

prefix WORD<0-255> no-advertise

prefix WORD<0-255> preferred-life <0-4294967295>
prefix WORD<0-255> valid-life <0-4294967295>
nd prefix WORD<0-255>

nd prefix WORD<0-255> no-advertise

nd prefix-interface WORD<0-255>

nd prefix-interface WORD<0-255> no-advertise

Command Parameters

infinite

no-advertise

preferred-life

Configures the prefix as infinite.

Removes the prefix from the neighbor advertisement. The default for
noadvertise is disabled.

Configures the preferred life, in seconds. The valid range is

<0-4294967295> 0-4294967295. The default preferred-life is 604800.
valid-life Configures the valid life, in seconds. The valid range is
<0-4294967295> 0-4294967295. The default valid-life is 2592000.
Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd prefix-interface (for a port)

Configure neighbor discovery prefixes IPv6 nodes on the same link use ND to discover link-layer
addresses and to obtain and advertise various network parameters and reachability information. ND
combines the services provided by Address Resolution Protocol (ARP) and router discovery for
IPv4. IPv6 router advertisement includes discovery prefixes.
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Syntax
e default ipv6é nd prefix-interface WORD<0-255>
» default ipv6é nd prefix-interface WORD<0-255> no-advertise
+ ipv6 nd prefix-interface WORD<0-255>
e ipv6é nd prefix-interface WORD<0-255> eui <1-3>
+ ipv6 nd prefix-interface WORD<0-255> no-advertise
 ipv6 nd prefix-interface WORD<0-255> no-autoconfig
* ipv6 nd prefix-interface WORD<0-255> no-onlink
e no ipv6é nd prefix-interface WORD<0-255> [no-advertise]

Command Parameters

eui <1-3> Specifies if extended unique identifier (EUI) is used. The values are:(1) EUI not
used (2) EUI with Universal/Local bit (U/L) complement enabled (3) EUI used
without U/L.

no-advertise Removes the prefix from the neighbor advertisement. The default is disabled.
no-autoconfig Configures if the prefix is used for autonomous address configuration.

no-onlink Configures if onlink determination uses the prefix. This value is placed in the L-
bit field in the prefix information option and is a 1-bit flag.

WORD <0-255> Specifies the IPv6 address prefix.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd ra-lifetime (for a port)

Configure the router lifetime included in router advertisement. Other devices use this information to
determine if the router can be reached.
Syntax

e default ipv6é nd ra-lifetime

+ ipv6 nd ra-lifetime <0-9000>
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Command Parameters

<0-9000> Configures the router lifetime included in router advertisement. The range is 0 or
<4-9000>.

Default

The default is 1800.

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd reachable-time (for a port)

Configure the neighbor reachable time.
Syntax
 ipv6 nd reachable-time <0-3600000>

Command Parameters

reachable-time Specifies a value (in milliseconds) placed in the router advertisement

<0-3600000> message sent by the router. The value zero means unspecified (by this
system).
Configure the amount of time that a remote IPv6 node is considered
reachable after a reachability confirmation event.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd retransmit-timer (for a port)

Configure the time between neighbor solicitation messages.

Syntax
 ipv6 nd retransmit-timer <0-4294967295>

Command Parameters
retransmit-timer Specifies a value (in milliseconds) placed in the retransmit timer field in the

<0-4294967295> router advertisement message sent from this interface. The value zero
means unspecified (by this system).
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The value configures the amount of time the system waits for the
transmission to occur.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 nd rtr-advert-max-interval (for a port)

Configure the maximum time allowed between sending unsolicited multicast router advertisements.

Syntax
e default ipv6é nd rtr-advert-max-interval

* ipv6 nd rtr-advert-max-interval <4-1800>
Command Parameters
<4-1800> Specifies the maximum interval value.
Default
The default is 600.

Command Mode
GigabitEthernet Interface Configuration

ipv6 nd rtr-advert-min-interval (for a port)

Configure the minimum time allowed between sending unsolicited multicast router advertisements
from the interface.

Syntax
e default ipv6é nd rtr-advert-min-interval

e ipv6é nd rtr-advert-min-interval <3-1350>

Command Parameters

<3-1350> Configures the minimum time, in seconds.

Default
The default is 200.
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Command Mode
GigabitEthernet Interface Configuration

ipv6 nd send-ra (for a port)

Enable or disables periodic router advertisement messages.
Syntax
e default ipv6é nd send-ra
 ipv6 nd send-ra
e no ipvé nd send-ra
Default
The default is enabled.
Command Mode
GigabitEthernet Interface Configuration

ipv6 nd valid-life (for a port)

Modify an existing neighbor discovery prefix. Configure the valid lifetime in seconds that indicates
the length of time this prefix is advertised.

Syntax
« ipv6 nd prefix WORD<0-255> valid-life <0-4294967295>

Command Parameters

valid-life Configures the valid lifetime in seconds that indicates the length of time
<0-4294967295> this prefix is advertised. The default is 2592000.
A valid lifetime is the length of time of the preferred and depreciated state
of an auto configuration address.

WORD<0-255> Specifies the IPv6 address and prefix.

Default

The default is 2592000.

Command Mode

GigabitEthernet Interface Configuration
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ipv6 ospf (for a port)

Configure OSPFv3 on an interface.

Syntax

default
default
default
default
default
default
default
default
default
default
default

ipv6
ipvé
ipvé
ipvé
ipvé
ipvé6
ipvé
ipv6
ipvé
ipvé

ospf
ospf
ospf
ospf
ospf
ospf
ospf
ospf
ospf
ospf

ipv6é ospf

ipvé ospf cost

ipv6é ospf dead-interval

ipv6é ospf enable

ipv6 ospf hello-interval

ipv6é ospf link-lsa-suppression
ipv6 ospf nbma-nbr WORD<0-43>

ipv6é ospf poll-interval

ipv6é ospf priority

ipv6é ospf retransmit-interval

ipv6é ospf transit-delay

cost <0-65535>

dead-interval <1-65535>

enable

hello-interval <1-65535>

nbma-nbr WORD<0-43> <0-255>

nbma-nbr WORD<0-43> priority <0-255>
poll-interval <0-65535>

priority <0-255>

retransmit-interval <1-1800>

transit-delay <1-1800>

no ipvé6 ospf

no ipvé ospf enable

no ipvé6é ospf link-lsa-suppression

no ipvé6é ospf nbma-nbr WORD<0-43>

Command Parameters

cost <0-65535>

dead-interval

<1-65535>

October 2020

Configures the OSPF metric for the interface. The switch advertises the
metric in router link advertisements. The default is 1.

Specifies the dead interval, as the number of seconds to wait before
determining the OSPF router is down. The default is 40.
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enable

hello-interval
<1-65535>

link-Isa-
suppression

nbma-nbr
WORD<0-43>

poll-interval
<0-65535>

priority <0-255>

retransmit-interval
<1-1800>

transit-delay
<1-1800>

Default
None
Command Mode

ipv6 ospf area (for a port)

Enables the OSPF on the IPv6 interface.

Specifies the hello interval, in seconds, for hello packets sent between
switches for a virtual interface in an OSPF area. The default is 10.

Enables link Isa suppression

Configures an NBMA neighbor. WORD<0-43> specifies the IPv6 address.
Use priority <0-255> to change an existing priority value for an NBMA
neighbor. Use <0-255> to assign the priority value when you create the
neighbor.

Configures the polling interval for the OSPF interface in seconds. The
default is 120.

Configures the OSPF priority for the interface during the election process
for the designated router. The interface with the highest priority number is
the designated router. The interface with the second-highest priority
becomes the backup designated router.

If the priority is 0, the interface cannot become either the designated router
or a backup. The priority is used only during election of the designated
router and backup designated router. The default is 1.

Specifies the retransmit interval, in seconds, for link-state advertisements.
The default is 5.

Specifies the transit-delay interval, in seconds, required to transmit a link-
state update packet over the virtual interface. The default is 1.

GigabitEthernet Interface Configuration

ipv6 ospf area (for a port)

Configure an OSPFv3 area on an interface.

Syntax

* ipv6 ospf area
* ipv6 ospf area
e ipv6 ospf area

+ ipv6 ospf area

October 2020

{A.B.C.D}

{A.B.C.D} cost <0-65535>

{A.B.C.D} dead-interval <1-65535>
{A.B.C.D} hello-interval <1-65535>
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» ipv6 ospf area {A.B.C.D} network eth

 ipv6 ospf area {A.B.C.D} network nbma

 ipv6 ospf area {A.B.C.D} network p2mp

e ipv6 ospf area {A.B.C.D} network p2p

e ipv6é ospf area {A.B.C.D} network passive

e ipv6 ospf area {A.B.C.D} priority <0-255>

» ipv6 ospf area {A.B.C.D} retransmit-interval <1-1800>
 ipv6 ospf area {A.B.C.D} transit-delay <1-1800>

Command Parameters

area {A.B.C.D}
cost <0-65535>
dead-interval
<1-65535>

hello-interval
<1-65535>

network <eth|
nbmalp2mp|p2p|
passive>

priority <0-255>

retransmit-
interval <1-1800>

transit-delay
<1-1800>

Default
None

Command Mode

Creates an IPv6 OSPF area.

Configures the OSPF metric for the interface. The switch advertises the
metric in router link advertisements. The default is 1.

Specifies the dead interval, as the number of seconds to wait before
determining the OSPF router is down. The default is 40.

Specifies the hello interval, in seconds, for hello packets sent between
switches for a virtual interface in an OSPF area. The default is 10.

Configures the type of interface as one of the following: eth: broadcast,
nbma: NBMA, p2mp: point-to-multipoint, p2p:pointto-point, or passive:
passive interface.

Configures the OSPF priority for the interface during the election process for
the designated router. The interface with the highest priority number is the
designated router. The interface with the second-highest priority becomes
the backup designated router.

If the priority is 0, the interface cannot become either the designated router
or a backup. The priority is used only during election of the designated router
and backup designated router. The default is 1.

Specifies the retransmit interval, in seconds, for link-state advertisements.
The default is 5.

Specifies the transit-delay interval, in seconds, required to transmit a link-
state update packet over the virtual interface. The default is 1.

GigabitEthernet Interface Configuration
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ipv6 ospf bfd

Enable Bidirectional Forwarding Detection (BFD) for an OSPF GigabitEthernet IPv6 interface.
Syntax
e ipv6 ospf bfd
e ipvé ospf bfd disable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration
Usage Guidelines

BFD for IPv6 interfaces is a demonstration feature on some products. For more information about
feature support, see VOSS Feature Support Matrix.

ipv6 pim enable (for a port)
Enable PIM globally on the switch.
Syntax
» default ipv6é pim enable
* ipv6 pim enable
e no ipv6 pim enable
Default
The default is disabled
Command Mode
GigabitEthernet Interface Configuration

ipv6 pim hello-interval (for a port)
Configure the time between hello messages.

Syntax
» default ipv6 pim hello-interval
e ipv6é pim hello-interval <0-18724>
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Command Parameters

<0-18724> Specifies the duration in seconds before the PIM router sends out the next hello
message to neighboring switches.

Default

The default is 30 seconds

Command Mode

GigabitEthernet Interface Configuration

ipv6 pim join-prune-interval (for a port)
Configure the interval for join and prune messages.

Syntax

» default ipv6é pim join-prune-interval

+ ipv6 pim join-prune-interval <1-18724>
Command Parameters

<1-18724> Specifies the duration in seconds before the PIM router sends out the next join or
prune message to its upstream neighbors.

Default

The default is disabled

Command Mode

GigabitEthernet Interface Configuration

ipv6 rip cost (for a port)
Configure the RIPng cost for this port (link).

Syntax
« default ipv6é rip cost
 ipv6 rip cost <1-15>

Command Parameters

<1-15> Specifies the cost value.
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Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 rip poison enable (for a port)

Enable poison reverse.
Syntax
e default ipv6é rip poison enable
e ipv6 rip poison enable
e no ipvé rip poison enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

ipv6 rvs-path-chk
Configure unicast reverse path forwarding on a port (IPV4).
Syntax
* default ipv6é rvs-path-chk
e default ipv6é rvs-path-chk mode
+ ipv6 rvs-path-chk
* ipv6 rvs-path-chk mode exist-only
* ipv6 rvs-path-chk mode strict
* no ipvé rvs-path-chk
Command Parameters

mode Specifies the mode for Unicast Reverse Path Forwarding (URPF).
g(ti';f_tl * In strict mode, uRPF checks whether the source IP address of the incoming packet

exists in the FIB. If the incoming interface is not the best reverse path, the packet

only} check fails and uRPF drops the packet.
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* In exist-only mode, uRPF checks whether the source IP address of the incoming
packet exists in the FIB. The packet is dropped only if the source address is not
reachable via any interface on that router.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 source-guard

Configures IP Source Guard (IPSG) on a port, for IPv6 addresses. When you enable IPSG on the
port, filters are automatically installed for the IPv6 addresses that are already learned on that
interface.

Syntax
» default ipv6é source-guard enable
* ipv6 source-guard enable
* ipv6 source-guard max-allowed-addr <2-10>
+ ipv6 source-guard overflow-count clear

e no ipv6 source-guard enable

Command Parameters

enable Enables IP Source Guard on a port, for IPv6 addresses. When you enable IPSG
on the port, filters are automatically installed for the IPv6 addresses that are
already learned on that interface.

max-allowed- Configures the maximum number of IPv6 addresses allowed on the port. The
addr <2-10> default value is 4.

overflow- Clears the IP Source Guard overflow counters. Overflow counters consists of
count clear IPv6 addresses that are not added to IP Source Guard due to lack of filter
resources.

On the switch, the total number of filters cannot exceed 256. This limit includes
the filters for IP Source Guard and the manually created ACLSs.

Default

IP Source Guard (IPSG) for IPv6 addresses is disabled by default.
Command Mode

GigabitEthernet Interface Configuration
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ipv6 vrrp (for a port)

Configure Virtual Router Redundancy Protocol (VRRP) to provide fast failover of a default router for
IPv6 LAN hosts. VRRP supports a virtual IPv6 address shared between two or more routers that

connect the common subnet to the enterprise network. VRRP for IPv6 provides a faster switchover
to an alternate default router than is possible using the ND protocol.

Syntax

default
default
default
default
default
default
default
default
default
default
default
default
default
ipvé
ipvé
ipvé
ipv6
ipvé
ipv6
ipvé
ipvé
ipvé
ipvé
ipv6
ipvé
ipvé

vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp
vrrp

vrrp

ipvé vrrp
ipvé vrrp
ipvé vrrp
ipv6é vrrp
ipv6 vrrp
ipv6é vrrp
ipv6 vrrp
ipvé vrrp
ipv6é vrrp
ipv6 vrrp
ipvé vrrp
ipv6 vrrp
ipvé vrrp
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>

<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>
<1-255>

accept-mode enable
action

adver-int
backup-master enable
critical-ipv6é enable
critical-ipv6-addr
enable

fast-adv enable
fast-adv-int
holddown-timer
preempt-mode
priority

accept-mode enable

action none

action preempt

adver-int <1..40>
backup-master enable
critical-ipv6 enable
critical-ipv6-addr WORD<0-46>
enable

fast-adv enable

fast-adv-int <200-1000>
holddown-timer <0-21600>
preempt-mode enable

priority <1-255>

no ipvé vrrp <1-255>

no ipvé vrrp <1-255> accept-mode enable
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no

no

no

no

no

ipvé
ipvé
ipvé
ipvé
ipvé

vrrp
vrrp
vrrp
vrrp

vrrp

<1-255> backup-master enable
<1-255> critical-ipvé6 enable
<1-255> enable

<1-255> fast-adv enable
<1-255> preempt-mode enable

Command Parameters

<1-255>

<1-255> preempt-
mode enable

accept-mode enable

action <none|
preempt>

adver-int <1-40>

backup-master
enable

critical-ip enable

critical-ip-addr
WORD<0-46>

enable

fast-adv enable

fast-adv-int
<200-1000>

October 2020

Specifies a number that uniquely identifies a virtual router on an interface.
The virtual router acts as the default router for one or more assigned
addresses.

Enable IPv6 vrrp preempt mode.

Controls whether a master router accepts packets addressed to the IPv6
address of the address owner as its own if it is not the IPv6 address
owner. The default accept-mode enable is disabled.

Lists options to override the holddown timer manually and force
preemption. None does not override the timer. preempt preempts the
timer. This parameter applies only if the holddown timer is active.

Specifies the time interval, in seconds, between sending advertisement
messages. Only the master router sends advertisements. The default is
1.

Uses the backup Virtual Router Redundancy Protocol (VRRP) switch for
traffic forwarding. This option reduces the traffic on the IST link. The
default backupmaster enable is disabled.

Enables or disables the use of critical IP. When disabled, the Virtual
Router Redundancy Protocol (VRRP) ignores the availability of the
address configured as critical IP. This address must be a local address.

Specifies an IP interface on the local router configured so that a change
in its state causes a role switch in the virtual router (for example, from
master to backup) in case the interface stops responding. The default
critical-ip enable is disabled.

Enables IPv6 Virtual Router Redundancy Protocol (VRRP). The default is
disabled.

Enables or disables the fast advertisement interval. When disabled, the
regular advertisement interval is used. The default fast-adv-int is 200.

Configures the interval between Virtual Router Redundancy Protocol
(VRRP) advertisement messages. You must configure the same value on
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all participating routers. This unit of measure must be in multiples of 200

milliseconds.
holddown- Configures the amount of time, in seconds, to wait before preempting the
timer<0-21600> current Virtual Router Redundancy Protocol (VRRP) master. The default

holddown timer is O.

priority <1-255> Specifies the priority value used by this Virtual Router Redundancy
Protocol (VRRP) router. The value 255 is reserved for the router that
owns the IP addresses associated with the virtual router. The default
priority is 100.

Default

None

Command Mode

GigabitEthernet Interface Configuration

ipv6 vrrp address (for a port)

Specify a link-local address to associate with the virtual router. Optionally, you can also assign
global unicast IPv6 addresses to associate with the virtual router. Network prefixes for the virtual
router are derived from the global IPv6 addresses assigned to the virtual router.

Syntax
e default ipv6é vrrp address <1-255>
e ipv6é vrrp address <1-255> global WORD<0-225>
e ipv6 vrrp address <1-255> link-local WORD<0-127>
* no ipvé vrrp address <1-255>
* no ipvé vrrp address <1-255> global WORD<0-225>

Command Parameters

<1-255> Specifies the virtual router ID. The virtual router acts as the default
router for one or more associated addresses.

global WORD<0-255>  Specifies a global IPv6 address to associate with the virtual router.

link-local Specifies a link-local IPv6 address to associate with the virtual router.
WORD<0-127>

Default

None

Command Mode

GigabitEthernet Interface Configuration
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i-sid (for a port)
Create Switched UNI (S-UNI) service instance identifiers (I-SID).

Syntax
e i-sid <1-16777215> elan

Command Parameters

<1-16777215> Specifies the I-sid number.
elan Create an elan based service.
Default

None

Command Mode
GigabitEthernet Interface Configuration

isis (on a port)

Create an Intermediate-System-to-Intermediate-System (I1S-IS) circuit and interface on the selected
ports.

Syntax
» default isis enable
e isis
e isis enable
e no isis
e no isis enable

Command Parameters

enable Enables the Intermediate-System-to-Intermediate-System (IS-1S) circuit and interface on
the selected ports.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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isis hello-auth (on a port)

Specify the authentication type used for Intermediate-System-to-Intermediate-System (IS-1S) hello
packets on the interface. The type can be one of the following: none, hmac-md5, or hmac-sha-256.

Syntax

e default isis hello-auth

e isis hello-auth type { none | simple | hmac-md5 | hmac-sha-256 }

* isis hello-auth type { none | simple | hmac-md5 | hmac-sha-256 } key

WORD<1-16>

*» isis hello-auth type { none | simple | hmac-md5 | hmac-sha-256 } key
WORD<1-16> key-id <1-255>

e no isis hello-auth

Command Parameters

key WORD<1-16>

key-id <1-255>
type { none |

simple | hmac-md5
| hmac-sha-256}

Default

Specifies the authentication key (password) used by the receiving router to
verify the packet.

Specifies the optional key ID.

Specifies the authentication type used for IS-IS hello packets on the
interface. The type can be one of the following: none, simple, hmac-md>5, or
hmac-sha-256. The default type is none. Use the no or default options to
set the hello-auth type to none.

If simple is selected, you can also specify a key value. Simple password
authentication uses a text password in the transmitted packet. The
receiving router uses an authentication key (password) to verify the
packet.

If hmac-md5 is selected, you can also specify a key value and key-id.
MD5 authentication creates an encoded checksum in the transmitted

packet. The receiving router uses an authentication key (password) to
verify the MDS checksum of the packet.

If hmac-sha-256 is selected, you can also specify a key value and key-id.
With SHA-256 authentication, the switch adds an HMAC-SHA256 digest
to each Hello packet. The switch that receives the Hello packet computes
the digest of the packet and compares it with the received digest. If the
digests match, the packet is accepted. If the digests do not match, the
receiving switch discards the packet.

The default is no authentication type (none).

Command Mode

GigabitEthernet Interface Configuration
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isis I1-dr-priority (on a port)
Configure the Level 1 Intermediate-System-to-Intermediate-System (IS-IS) designated router priority
to the specified value.
Syntax
» default isis 1ll-dr-priority
e isis 1ll-dr-priority <0-127>
e no isis 1ll-dr-priority

Command Parameters

<0-127> Configures the Level 1 Intermediate-System-to-Intermediate-System (IS-IS) designated
router priority to the specified value.

Default

The default Level 1 designated router priority value is 64.
Command Mode

GigabitEthernet Interface Configuration

isis I1-hello-interval (on a port)

Configure the hello interval to change how often hello packets are sent out from an interface level.

Syntax

e default isis ll-hello-interval
e isis ll-hello-interval <1-600>

e no isis ll-hello-interval

Command Parameters

<1-600> Configures the Level 1 hello interval.
Default
The default Level 1 hello interval value is 9 seconds.

Command Mode
GigabitEthernet Interface Configuration
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isis I1-hello-multiplier (on a port)
Configure the hello multiplier to specify how many hellos the switch must miss before it considers

the adjacency with a neighboring switch down.

Syntax
» default isis ll-hello-multiplier
e isis ll-hello-multiplier <1-600>

eno isis ll-hello-multiplier
Command Parameters
<1-600> Configures the Level 1 hello multiplier.
Default
The default Level 1 hello-multiplier value is 3 seconds.

Command Mode
GigabitEthernet Interface Configuration

isis spbm (on a port)
Enable the Shortest Path Bridging MAC (SPBM) instance on the Intermediate-System-to-
Intermediate-System (IS-1S) interfaces.
Syntax
e default isis spbm <1-100> interface-type
e default isis spbm <1-100> ll-metric
» isis spbm <1-100>
e isis spbm <1-100> interface-type { broadcast | pt-pt }
e isis spbm <1-100> ll-metric <1-16777215>
e no isis spbm <1-100>
e no isis spbm <1-100> interface-type
e no isis spbm <1-100> ll-metric

Command Parameters

<1-100> Specifies the Shortest Path Bridging MAC (SPBM) instance ID.
interface-type { broadcast | Configures the Shortest Path Bridging MAC (SPBM) instance
pt-pt } interface type.
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I1-metric <1-16777215> Configures the cost for the Shortest Path Bridging MAC
(SPBM) instance.

Default

None

Command Mode
GigabitEthernet Interface Configuration

lacp aggregation enable

Configures the port as aggregatable. Use the no operator to remove this configuration.
Syntax
e default lacp aggregation enable
* lacp aggregation enable
* no lacp aggregation enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

lacp aggr-wait-time
Configure the aggregation wait time (in milliseconds) for the port.

Syntax
e lacp aggr-wait-time <200-2000>

Command Parameters

<200-2000> Specifies the Aggregation time in milliseconds. The default is 2000.
Default
The default value is 2000.

Command Mode
GigabitEthernet Interface Configuration
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lacp enable (for a port)

Enable LACP for the port.
Syntax

» default lacp

e default lacp enable

 lacp enable

e no lacp

e no lacp enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

lacp fast-periodic-time
Configure the fast-periodic time (in milliseconds) for the port.

Syntax
e default lacp fast-periodic-time

* lacp fast-periodic-time <200-20000>
Command Parameters
<200-20000> Specifies the Fast periodic time value in milliseconds. The default is 20000 ms.
Default
The default is 20000 ms.

Command Mode
GigabitEthernet Interface Configuration

lacp key
Configure the aggregation key for the port.

Syntax
e default lacp key
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* lacp key <1-512,defVval>
Command Parameters

<1-512,defVal> Specifies the aggregation key for this port.

Default

The default is 0.

Command Mode

GigabitEthernet Interface Configuration

lacp mode

Configure the Link Aggregation Control Protocol (LACP) mode to be active or passive.

Syntax
e default lacp mode

* lacp mode active
* lacp mode passive

Command Parameters
active Specifies the Link Aggregation Control Protocol (LACP) mode to be active.

passive Specifies the Link Aggregation Control Protocol (LACP) mode to be passive.

Default

The default is passive.

Command Mode

GigabitEthernet Interface Configuration

lacp partner-key

Configure the partner administrative key.

Syntax
» default lacp partner-key
 lacp partner-key <0-65535>
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Command Parameters

<0-65535> Specifies the partner administrative key.
Default

The default is 0.

Command Mode
GigabitEthernet Interface Configuration

lacp partner-port

Configure the partner administrative port value.

Syntax
e default lacp partner-port

 lacp partner-port <0-65535>
Command Parameters

<0-65535> Specifies the partner administrative port value.
Default
None

Command Mode
GigabitEthernet Interface Configuration

lacp partner-port-priority
Configure the partner administrative port priority value.

Syntax
*» default lacp partner-port-priority
e lacp partner-port-priority <0-65535>

Command Parameters

<0-65535> Specifies the partner administrative port priority value.

Default
The default is 0.
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Command Mode
GigabitEthernet Interface Configuration

lacp partner-state

Configure the partner administrative state bitmask. Specify the partner administrative state bitmap in
the range 0x0-0Oxff. The bit to state mapping is Exp, Def, Dis, Col, Syn, Agg, Time, and Act.

For example, to set the two partner-state parameters Act = true Agg = true specify a value of 0x05
(bitmap = 00000101).

Syntax
« default lacp partner-state
e lacp partner-state <0-255 | 0x0-0xff>

Command Parameters

<0-255 | 0x0-0xff> Specifies the partner administrative state bitmask.
Default

None

Command Mode
GigabitEthernet Interface Configuration

lacp partner-system-id
Configure the partner administrative system ID.

Syntax
e default lacp partner-system-id

* lacp partner-system-id <0x00:0x00:0x00:0x00:0x00:0x00>
Command Parameters

<0x00:0x00:0x00:0x00:0x00:0x00> Specifies the partner adminstration system ID.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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lacp partner-system-priority
Configure the partner administrative system priority value.

Syntax
» default lacp partner-system-priority

e lacp partner-system-priority <0-65535>
Command Parameters

<0-65535> Specifies the partner administrative system priority value.

Default

The default value is 32768.
Command Mode

GigabitEthernet Interface Configuration

lacp priority
Configure the port priority.

Syntax
e default lacp priority
e lacp priority <0-65535>

Command Parameters
<0-65535> Specifies the port priority.

Default

The default value is 32768.
Command Mode

GigabitEthernet Interface Configuration

lacp slow-periodic-time
Configure the slow periodic time.

Syntax

e default lacp slow-periodic-time
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* lacp slow-periodic-time <10000-30000>
Command Parameters

<10000-30000> Specifies the slow periodic time for this port.

Default

The default value is 1000 ms.
Command Mode

GigabitEthernet Interface Configuration

lacp system-priority
Configure the LACP system priority.

Syntax
» default lacp system-priority
* lacp system-priority <0-65535>

Command Parameters

<0-65535> Specifies the system priority for this port.

Default

The default value is 32768.
Command Mode

GigabitEthernet Interface Configuration

October 2020

lacp timeout-scale

Configure the timeout scale.

Syntax
» default lacp timeout-scale
e lacp timeout-scale <2-10>

Command Parameters

<2-10> Specifies the timeout scale for this port.

Default
The default is 3.
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Command Mode
GigabitEthernet Interface Configuration

lacp timeout-time

Configure the timeout to either long or short.

Syntax
e default lacp timeout-time
» lacp timeout-time long

* lacp timeout-time short

Command Parameters

{long | short} Specifies the timeout.
Default

The default is long.

Command Mode
GigabitEthernet Interface Configuration

lildp location-identification civic-address

Configures civic address location information of local Link Layer Discovery Protocol-Media Endpoint
Discovery (LLDP-MED) on specific ports.

° Note:

If you try to configure a civic-address with a large number of arguments, 26 or more, the
command fails and a software message informs you to split the command into multiple smaller
commands.

Syntax
e default 11dp location-identification civic-address

e 11dp location-identification civic-address country-code WORD<2-2>
(additional-code additional-information apartment block building city
city-district county floor house-number house-number-suffix landmark
leading-street-direction name place-type pobox postal community-name
postal-zip-code room—-number state street street suffix trailing-
street-suffix) WORD<0-255>

*no lldp location-identification civic-address
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Command Parameters

additional-code WORD<0-255>

additional-information
WORD<0-255>

apartment WORD<0-255>
block WORD<0-255>
building WORD<0-255>
city WORD<0-255>
city-district WORD<0-255>

country-code WORD<2-2>

county WORD<0-255>
floor WORD<0-255>
house-number WORD<0-255>

house-number-suffix
WORD<0-255>

landmark WORD<0-255>

leading-street-direction
WORD<0-255>

name WORD<0-255>
place-type WORD<0-255>
pobox WORD<0-255>

postal-community-name
WORD<0-255>

postal-zip-code WORD<0-255>
room-number WORD<0-255>
state WORD<0-255>

street WORD<0-255>

Specifies the location information parameters.

Example: South Wing

Example: Apt 42

Specifies a block, for example, 3

Example: Low Library.

Specifies a city, for example, Sunnyvale
Specifies a city district, for example, Santa Clara

Specifies a country using a 2 character string, example
US (United States), CA (Canada).

Specifies a county, for example, Alameda
Example: 8
Specifies a house number, for example, 123.

Specifies a house number suffix, for example, A, 1/2.

Specifies a landmark, for example, Columbia University.

Specifies a leading street direction, for example, N

Example: Joe’s Barbershop
Example: office
Example: 12345

Example: Leonia

Specifies a postal or zip code, for example, 95054
Example: 450F
Specifies a state, for example, NJ, FL

Specifies a street, for example, Great America Parkway
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street-suffix WORD<0-255> Specifies a street suffix, for example, Ave, Blvd
trailing-street-suffix WORD<0-255> Specifies a trailing street suffix, for example, SW

Default

None

Command Mode

GigabitEthernet Interface Configuration

lldp location-identification coordinate

Configures coordinate based location information of local LLDP-MED on specific ports.

Syntax

e default 11dp location-identification coordinate

* 11dp location-identification coordinate (altitude WORD<1-13> {floors |
meters} datum {NAD83/MLLW | NAD83/NAVD88 | WGS84} latitude WORD<1-14>
{NORTH | SOUTH} longitude WORD<1-14> {EAST | WEST})

*no lldp location-identification coordinate

Command Parameters
{floors | meters} Specifies the value.
altitude WORD<1-13> Specifies the value for altitude.

datum {NADS83/MLLW | NAD83/  Specifies the type of reference datum.
NAVD88 | WGS84}

latitude WORD<1-14> Specifies the latitude in degrees, and its relation to the
equator from North or South.

longitude WORD<1-14> Specifies the longitude in degrees, and its relation to the
prime meridian from East or West.

Default

None

Command Mode
GigabitEthernet Interface Configuration
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lildp location-identification ecs-elin

Configure emergency call service location of local LLDP-MED on specific ports.
Syntax

» default 11dp location-identification ecs-elin

e 11dp location-identification ecs-elin WORD<10-25>

e no 1lldp location-identification ecs-elin

Command Parameters
WORD<10-25> Specifies the emergency line information number for emergency call service.

Default

None

Command Mode

GigabitEthernet Interface Configuration

lldp med-network-policies

Configures LLDP-MED network policies on specific ports.
Syntax

*» default 1lldp med-network-policies {guest-voice | guest-voice-signaling
| softphone-voice | streaming-video | video-conferencing | video-
signaling | voice | voice-signaling}

e 11dp med-network-policies {guest-voice | guest-voice-signaling |
softphone-voice | streaming-video | video-conferencing | video-
signaling | voice | voice-signaling} [dscp <0-63>] [priority <0-7>]
[tagging {tagged|untagged}] [vlan-id <0-4059>]

e no lldp med-network-policies {guest-voice | guest-voice-signaling |
softphone-voice | streaming-video | video-conferencing | video-
signaling | voice | voice-signaling}

Command Parameters

{guest-voice | guest-voice- Specifies the type of LLDP-MED network policy.
signaling | softphone-voice |

streaming-video |

videoconferencing | video-

signaling | voice | voice-signaling}

dscp <0-63> Specifies the Layer 3 DiffServ Code Point (DSCP) value,
as defined in IETF RFC 2474 and RFC 2475.
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priority <0-7> Specifies the priority level, as defined in IEEE 802.1D.

tagging {tagged | untagged} Specifies the type of VLAN tagging to apply on the
selected ports.

vlan-id <0-4059> Specifies the VLAN ID for the port, as defined in IEEE
802.1Q. If you configure priority tagged frames, the
system recognizes only the 802.1D priority level and uses
a value of 0 for the VLAN ID of the ingress port.

Default
None

Command Mode
GigabitEthernet Interface Configuration

lock

Lock a port to prevent other users from changing port parameters or modifying port action.
Syntax

e default lock

« default lock enable

« default lock port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}

* lock

* lock enable

* no lock

e no lock enable

Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---T} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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macsec actor-priority

Specifies priority for key-server election.
Syntax
» macsec actor-priority <0x00-0xff>

e default macsec actor-priority

Command Parameters

<0x00-0xff> Specifies a hexadecimal priority value for key server election. Lower values have
higher priorities.

Default

The default is 10.

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

macsec cipher-suite

Configures the MACsec cipher suite on a switch port for enhanced traffic security. MACsec supports
two cipher suites, the GCM-AES-128 with a maximum key length of 128 bits and the GCM-AES-256
with a maximum key length of 256 bits.

Configuring a MACsec cipher suite is optional and is not supported on all hardware platforms.

Syntax
» default macsec cipher-suite
» macsec cipher-suite gcm-aes-128

» macsec cipher-suite gcm-aes-256

Command Parameters

{gcm-aes-128 | gcm-aes-256} Specifies the MACsec encryption cipher suite.
Default
The default is the 128-bit cipher suite.

Command Mode
GigabitEthernet Interface Configuration
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macsec confidentiality-offset

macsec confidentiality-offset

Encrypts the data following the Ethernet header based on the provided offset.

Syntax
» macsec confidentiality-offset <30-50>

e no macsec confidentiality-offset

Command Parameters

<30-50> Enter the value of confidentiality offset to be achieved. Only 30 and 50 are valid values.
Default

None

Command Mode
GigabitEthernet Interface Configuration

macsec connectivity-association (to a port)

Associate a port with a connectivity-association (CA).

Syntax
*» macsec connectivity-association WORD<5-15>

* no macsec connectivity-association WORD<5-15>

Command Parameters

WORD<5-15> Specifies an existing connectivity-association name. It is a 5 to 15 character
alphanumeric string.

Default

None

Command Mode

GigabitEthernet Interface Configuration

macsec enable
Enable MACsec on the specified port.
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Syntax

e macsec enable
* no macsec enable
Default
None
Command Mode
GigabitEthernet Interface Configuration

macsec encryption

Enable encryption for the frames transmitted on MACsec enabled port.

Syntax
* macsec encryption

* no macsec encryption
Command Parameters
encryption  Enables encryption for the frames transmitted on MACsec enabled port.
Default
None

Command Mode
GigabitEthernet Interface Configuration

macsec mka enable

Enable MKA on a port.
Syntax

» macsec mka enable
* no macsec mka enable
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration
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Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

macsec mka profile

Apply a MACsec Key Agreement (MKA) profile to a port.
Syntax

» macsec mka profile WORD<1-16>

e no macsec mka profile WORD<1-16>
Command Parameters

WORD<1-16> Specifies the MKA profile name. An MKA profile name can consist only of
alphanumeric characters (0-9, A-Z, and a-z). The profile name is case sensitive.

Command Mode
GigabitEthernet Interface Configuration
Example

The following example applies an MKA profile to a port.

Switch:1>enable

Switch:1l#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch:1 (config)#interface gigabitethernet 1/3

Switch:1 (config-if) #macsec mka profile test030519

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

mac-security limit-learning
Limit MAC address learning to limit the number of forwarding database entries to protect the FDB.
Syntax
» default mac-security limit-learning enable

» default mac-security limit-learning port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]} enable

» default mac-security port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} limit-learning enable
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» default mac-security port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} limit-learning port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]} enable

» default mac-security port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]1} limit-learning port {slot/port[/sub-port][-slot/port[/sub-
port]]l[,...]} max-addrs

* mac-security limit-learning enable
* mac-security limit-learning max-addrs <1-32000>

» mac-security port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
limit-learning enable

» mac-security port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
limit-learning max-addrs <1-32000>

* no mac-security limit-learning
* no mac-security limit-learning enable

*» no mac-security port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} limit-learning

* no mac-security port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} limit-learning enable

Command Parameters
enable Limits the MAC learning for the port.

limit-learning max- Specifies the maximum number of MAC addresses to learn.
addrs <1-32000>

port {slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot
port] [-slot/port[/sub- and port (slot/port), a range of slots and ports (slot/port-slot/port), or a
port]] [....]} series of slots and ports (slot/port,slot/port,slot/port). If the platform

supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

mef-uni enable (for a port)

Enable mef-union port (s).

October 2020 Command Line Interface Commands Reference for VOSS 244



name (for a port)

Syntax

e default mef-uni enable
e mef-uni enable
e no mef-uni enable
Default
The default is enabled
Command Mode
GigabitEthernet Interface Configuration

name (for a port)
Specify the name of the port that needs to be changed and have same settings for all the ports.
Syntax
e default name
+» default name port {slot/port[/sub-port][-slot/port[/sub-port]][,...1}

« name port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
WORD<0-42>

e name WORD<0-42>
e no name

e no name port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}

Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

portl/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L...J} channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

WORD <0-42> Specifies the new port name.

Default

None

Command Mode

GigabitEthernet Interface Configuration

October 2020 Command Line Interface Commands Reference for VOSS 245



GigabitEthernet Interface Configuration

poe poe-limit
Configure port power limit.
Syntax
» default poe-limit
* poe poe-limit <power limit>

« poe poe-limit port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]1}<power limit>

Command Parameters

{slot/port[/sub-port] [- Identifies the slot and port in one of the following formats: a single slot

slot/port[/sub-port]] and port (slot/port), a range of slots and ports (slot/port-slot/port), or a

L...J} series of slots and ports (slot/port,slot/port,slot/port). If the platform
supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

<power_ limit> Specifies the configurable power limit, in watts on a particular port. To
see the available range for the switch, use the CLI Help.

Default

The default is the maximum power limit supported on the hardware platform.

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

The power limit varies for different hardware platforms. For more information, see Administering
VOSS.

poe poe-priority
Configure PoE port priority.
Syntax
« default poe poe-priority

» default poe poe-priority {slot/port[/sub-port]|[-slot/port[/sub-port]]
[,...]} {critical|high|low}

» poe poe-priority <critical|high|low>

« poe poe-priority port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]1} {critical|high|low}
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poe poe-shutdown

Command Parameters
{critical|high|low} Configures the port priority.

port {slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and

port] [-slot/port[/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

sub-port]] [,...]} slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Default

The default is low.

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

poe poe-shutdown

Disable power on the port.
Syntax
« default poe poe-shutdown

» default poe poe-shutdown port {slot/port[/sub-port][-slot/port[/sub-
port]ll[,...1}

» poe poe-shutdown

« poe poe-shutdown port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

portl/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L-.-J} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default

The default is false.

Command Mode

GigabitEthernet Interface Configuration
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Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

poe fast-poe-enable

Enable Fast PoE on a specific copper port.

Syntax
+« poe fast-poe-enable [port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}]
» default poe fast-poe-enable [port {slot/port[/sub-port][-slot/port][/
sub-port]][,...1}]
» no fast-poe-enable [port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}]

Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---J} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

poe perpetual-poe-enable

Enable Perpetual PoE on a specific copper port.

Syntax
« poe perpetual-poe-enable [port {slot/port[/sub-port][-slot/port[/sub-
port]]l[,...1}]
» default poe perpetual-poe-enable [port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]1}]

October 2020 Command Line Interface Commands Reference for VOSS 248


http://documentation.extremenetworks.com/VOSS/VSP8600/SW/80x/VSP8600FeatureMatrix_8.0_RG.pdf
http://documentation.extremenetworks.com/VOSS/VSP8600/SW/80x/VSP8600FeatureMatrix_8.0_RG.pdf

policy-vlan-precedence

» no perpetual-poe-enable [port {slot/port[/sub-port][-slot/port[/sub-
port]l[,...1}]

Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

policy-vlan-precedence

Use this command to indicate whether source MAC or IP subnet VLAN classification takes
precedence.

Syntax
e default policy-vlan-precedence

» default policy-vlan-precedence port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]}

« policy-vlan-precedence port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]} source-mac

« policy-vlan-precedence port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]} subnet

e policy-vlan-precedence source-mac
» policy-vlan-precedence subnet

Command Parameters

{source-mac] Indicates that the source MAC-based or subnet-based VLAN classification
subnet} takes precedence.
port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
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port[/sub-port]] channelization and the port is channelized, you must also specify the sub-
L---1} port in the format slot/port/sub-port.

Default

None

Command Mode
GigabitEthernet Interface Configuration

private-vian

Sets the Private VLAN port type.
Syntax

e default private-vlan
e no private-vlan

e private-vlan <isolated|promiscuous | trunk>

Command Parameters

<isolated|promiscuous|trunk> Sets Private VLAN port type to isolated, promiscuous, or trunk.
Default

None

Command Mode
GigabitEthernet Interface Configuration

protocol-vian

Enable protocol-based VLAN on the port.
Syntax

e default protocol-vlan

» default protocol-vlan enable

+ default protocol-vlan port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]1}

* no protocol-vlan
* no protocol-vlan enable

» no protocol-vlan port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}
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* protocol-vlan
» protocol-vlan enable
« protocol-vlan port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}

Command Parameters
enable Enables or disables protocol-based VLAN for the port.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---T} channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration

qos 802.1p-override

Configure a port as untrusted to determine the Layer 2 Quality of Service (QoS) actions the switch
performs. An untrusted port (override enabled) overrides 802.1p bit markings.

Syntax
e default gos 802.1p-override
e default gos 802.1lp-override enable
* no gos 802.1lp-override
e no gos 802.l1lp-override enable
» gos 802.1lp-override

e gos 802.1lp-override enable

Command Parameters

enable If you configure this variable, it overrides incoming 802.1p bits; if you do not configure
this variable, it honors and handles incoming 802.1p bits. The default is disable (Layer 2
trusted).

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration
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qos if-policer
Configures ingress police or ingress rate-limit on ports.
Syntax
*» default qos if-policer

+ default gos if-policer port {slot/port[/sub-port][-slot/port[/sub-
port]]l[,...1}

*no gos if-policer

» no qos if-policer port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}
e gos if-policer peak-rate <64-10000000> svc-rate <64-10000000>

» gos if-policer port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} peak-rate <64-10000000> svc-rate <64-10000000>

Command Parameters

peak-rate <64-10000000> Specifies the peak rate limit in Kbps. The range is 64-10000000.

port {slot/port[/sub-port] Identifies the slot and port in one of the following formats: a single

[-slot/port[/sub-port]] slot and port (slot/port), a range of slots and ports (slot/port-slot/port),

L---J} or a series of slots and ports (slot/port,slot/port,slot/port). If the
platform supports channelization and the port is channelized, you
must also specify the sub-port in the format slot/port/sub-port.

svc-rate <64-10000000>  Specifies the service rate limit in Kbps. The range is 64-10000000.

Default

None

Command Mode

GigabitEthernet Interface Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see Configuring QoS and ACL-Based Traffic Filtering for VOSS.

qgos if-rate-limiting
Configures ingress port rate limiting in kbps.

Syntax

» default gos if-rate-limiting [port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]1}]
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gos if-shaper

e no gos if-rate-limiting [port {slot/port[/sub-port][-slot/port[/sub-
port]l[,...1}]

« gos if-rate-limiting [port {slot/port[/sub-port][-slot/port[/sub-
port]ll[,...1}] rate <1000-40000000>

Command Parameters

port {slot/port[/sub-port] Identifies the slot and port in one of the following formats: a single

[-slot/port[/sub-port]] slot and port (slot/port), a range of slots and ports (slot/port-slot/

L...J} port), or a series of slots and ports (slot/port,slot/port,slot/port). If the
platform supports channelization and the port is channelized, you
must also specify the sub-port in the format slot/port/sub-port.

rate <1000-40000000> Specifies the ingress rate limit in Kbps. The range is 1000-
40000000.

Default

None

Command Mode
GigabitEthernet Interface Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see Configuring QoS and ACL-Based Traffic Filtering for VOSS.

qos if-shaper
Configure port-based shaping to rate-limit all outgoing traffic to a specific rate.
Syntax

*» default qgos if-shaper

» default gos if-shaper port {slot/port[/sub-port][-slot/port[/sub-
port]][,...1}

e no gos if-shaper

» no gos if-shaper port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

« gos if-shaper port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
shape-rate <shape-rate>

e gos if-shaper shape-rate <shape-rate>

Command Parameters

port {slot/ Identifies the slot and port in one of the following formats: a single slot and port
port[/sub-port] (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
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[-slot/port]/ ports (slot/port,slot/port,slot/port). If the platform supports channelization and the

sub-port]] port is channelized, you must also specify the sub-port in the format slot/port/
L---J} sub-port.
shape-rate Specifies the shaping rate in Kb/s. Different hardware platforms support different

<shape-rate> egress rate limits, depending on the port with the highest speed available on the
platform. If you try to configure a limit that is too high for the port speed, the
switch displays the following message: Error: port slot/port, The QOS
Egress shaper rate can not exceed the port capability.

The default is 0, which means shaping is disabled on the port.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

qos level

Configure the default port QoS level to assign a default QoS level for all traffic (providing the packet
does not match an ACL that remarks the packet).

Syntax
*» default gos level
» default gos level port {slot/port[/sub-port]}
*» gos level <0-6>
» gos level port {slot/port[/sub-port]} <0-6>

Command Parameters

<0-6> Specifies the default Quality of Service (QoS) level for the port traffic. QoS level 7
is reserved for network control traffic.

port {slot/ Identifies a single slot and port. If the platform supports channelization and the

port[/sub- port is channelized, you must also specify the sub-port in the format slot/port/sub-

port]} port.

Default

The default value is 1.
Command Mode
GigabitEthernet Interface Configuration
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rate-limit

rate-

limit

Configure broadcast and multicast bandwidth limiting to limit the amount of ingress broadcast and
multicast traffic on a port. The switch drops traffic that violates the bandwidth limit.

Syntax

default rate-limit broadcast
default rate-limit multicast

default rate-limit port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} broadcast

default rate-limit port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} multicast

no rate-limit broadcast
no rate-limit multicast

no rate-limit port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}
broadcast

no rate-limit port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
multicast

rate-limit broadcast {<1-65535> | <50-65000000>}
rate-limit broadcast <1-65535>
rate-limit multicast {<1-65535> | <50-65000000>}
rate-limit multicast <1-65535>

rate-limit port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
broadcast {<1-65535> | <50-65000000>}

rate-limit port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
multicast {<1-65535> | <50-65000000>}

Command Parameters

<1-65535> Specifies the bandwidth limit for broadcast and multicast traffic from

1-65535 packets per second.

broadcast {<1-65535> | Rate limit for broadcast. Range depends on hardware platform.
<50-65000000>}

multicast {<1-65535> | Rate limit for multicast. Range depends on hardware platform.
<50-65000000>}

port {slot/port[/sub-port] Identifies the slot and port in one of the following formats: a single
[-slot/port[/sub-port]] [,...]} slot and port (slot/port), a range of slots and ports (slot/port-slot/

port), or a series of slots and ports (slot/port,slot/port,slot/port). If
the platform supports channelization and the port is channelized,
you must also specify the sub-port in the format slot/port/sub-port.
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Default

The default is disabled (no rate limit).
Command Mode

GigabitEthernet Interface Configuration

rmon (for a port)

Configure Remote Network Monitoring (RMON) on a particular port.
Syntax
» default rmon
°* N0 rmon
e rmon
Default
The default is disabled.
Command Mode
GigabitEthernet Interface Configuration

sflow counter-interval

Configure the counter sampling interval values at port level to determine how often the sFlow agent
polls and exports counters for a configured interface.

Syntax

e default sflow counter-interval
e no sflow counter-interval

e sflow counter-interval <1-3600>

Command Parameters

<1-3600> Specifies the polling interval for a slot.
Default
The default is 0 (disabled).

Command Mode
GigabitEthernet Interface Configuration
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sflow max-header-size

sflow max-header-size

Specifies the maximum number of bytes to be copied from the sampled packet.

Syntax
e default sflow max-header-size

e sflow max-header-size <64-256>

Command Parameters

<64-256> Identifies the maximum number of bytes to be copied from the sampled packet.

Default

The default is 128.

Command Mode

GigabitEthernet Interface Configuration

sflow sampling-rate

Configures the packet sampling rate on a port.

Syntax
e default sflow sampling-rate
e no sflow sampling-rate

e sflow sampling-rate <1024-1000000>

Command Parameters

<1024-1000000> Configures the packet sampling rate on a port.
Default

The default is 0, which means sFlow is disabled on the port.

Command Mode
GigabitEthernet Interface Configuration

shutdown

Disable an Ethernet module before you remove it from the chassis to minimize traffic loss. Traffic
does not flow on a disabled module.
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Syntax
e default shutdown

« default shutdown port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

e no shutdown
» no shutdown port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
« shutdown

« shutdown port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
Command Parameters

port <{slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---1}> channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

slpp (for a port)

Enable Simple Loop Prevention Protocol (SLPP) by port to detect a loop and automatically stop it.
Syntax

e default slpp

e default slpp packet-rx

e default slpp packet-rx-threshold

» default slpp port {slot/port[/sub-port][-slot/port[/sub-port]][,...1}

+ default slpp port {slot/port[/sub-port][-slot/port[/sub-port]][,...1}
packet-rx

» default slpp port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
packet-rx-threshold

* no slpp
* no slpp packet-rx
» no slpp port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}

e no slpp port {slot/port[/sub-port][-slot/port[/sub-port]][,...]}
packet-rx
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» slpp packet-rx
» slpp packet-rx-threshold <1-500>

+ slpp port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} packet-
rx

« slpp port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} packet-
rx-threshold <1-500>

Command Parameters

{slot/port[/sub- |dentifies the slot and port in one of the following formats: a single slot and

port] [-slot/ port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports
L---1} channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.
packet-rx Enables or disables SLPP packet reception on the port. The default is
disabled.
packet-rx- Specifies the SLPP reception threshold on the ports, expressed as an integer.
threshold The packet reception threshold specifies the number of SLPP packets the port
<1-500> receives before it is administratively disabled.
A Caution:

Configure the rx-threshold above 50 ms only on lightly loaded switches. If
you configure the rx-threshold to a value greater than 50 ms on a heavily
loaded switch and a loop occurs, the system can experience high CPU
utilization. The default is 1.

Default

None

Command Mode

GigabitEthernet Interface Configuration

slpp-guard (for a port)
Configures SLPP guard for switch ports.
Syntax

e« default slpp-guard

» default slpp-guard port {slot/port[/sub-port][-slot/port[/sub-port]]
[,.-..]} enable

» default slpp-guard port {slot/port[/sub-port][-slot/port[/sub-port]]
[,-..]} timeout
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» default slpp-guard timeout
e no slpp-guard
* no slpp-guard enable

 no slpp-guard port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
enable

» no slpp-guard port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
timeout

* no slpp-guard timeout
* slpp—-guard enable

+ slpp-guard port {slot/port[/sub-port][-slot/port[/sub-port]][,...1}
enable

« slpp-guard port {slot/port[/sub-port][-slot/port[/sub-port]][,...1}
timeout

e slpp—guard timeout <0 | 10-65535>
Command Parameters

{slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and port

port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and
port]] [....]} the port is channelized, you must also specify the sub-port in the format slot/

port/sub-port.

enable Enables SLPP Guard on a port. The default is disabled.
timeout <0 | Specifies the time period, in seconds, for which {Conref}SLPP Guard disables
10-65535> the port. After the timeout period expires, the switch reenables the port. The

timeout value can be 0 or a value ranging from 10 to 65535. With a value of 0,
the port remains disabled until it is manually re-enabled. The default timeout
value is 60 seconds.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

snmp trap link-status

Enable link trap on the port.

Syntax
e default snmp trap link-status
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» default snmp trap link-status port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]1}

e no snmp trap link-status

e no snmp trap link-status port {slot/port[/sub-port][-slot/port[/sub-
port]]l[,...1}

e snmp trap link-status
e snmp trap link-status enable

« snmp trap link-status port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]1}

« snmp trap link-status port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]} enable

Command Parameters
enable Enables or disables link-trap status for the port.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration

source-mac-vian

Enable source MAC-based VLAN on the port.
Syntax

e default source-mac-vlan

» default source-mac-vlan enable

» default source-mac-vlan port {slot/port[/sub-port][-slot/port[/sub-
port]l[,...1}

e NO source-mac-vlan
* NnOo source-mac-vlan enable

» no source-mac-vlan port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

e source-mac-vlan
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e source-mac-vlan enable

« source-mac-vlan port {slot/port[/sub-port][-slot/port[/sub-port]]

[,...1}

Command Parameters

enable

port {slot/port[/
sub-port] [-slot/
port[/sub-port]]
L1}

Default

Enables or disables source MAC-based VLAN for the port.

Identifies the slot and port in one of the following formats: a single slot and
port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree bpduguard

Configures spanning-tree BPDU Guard configuration.

Syntax

 spanning-tree bpduguard enable
+ spanning-tree bpduguard port {slot/port[/sub-port][-slot/port[/sub-

port]][,.

.]} enable

« spanning-tree bpduguard port {slot/port[/sub-port][-slot/port[/sub-

port]][,.

.]} timeout <0-65535>

 spanning-tree bpduguard timeout <0-65535>

Command Parameters

enable

port {slot/port[/
sub-port] [-slot/
port[/sub-port]]
L---I}

timeout
<0-65535>

October 2020

Enables BPDU Guard on the port. The default is disabled.

Identifies the slot and port in one of the following formats: a single slot and
port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Specifies the value to use for port-state recovery. After a BPDU guard

disables a port, the port remains in the disabled state until this timer expires.
You can configure a value from 10 to 65535. The default is 120 seconds.
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Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree mstp cost

Configure the contribution of this port to the path cost value for the link.

Syntax
» default spanning-tree mstp cost

e spanning-tree mstp cost <1-200000000>

Command Parameters

<1-200000000> Specifies the cost value. The default is 2000000.

Default

The default is 2000000.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree mstp edge-port
Configure the port as an edge port.

Syntax
» default spanning-tree mstp edge-port
e« spanning-tree mstp edge-port { false | true }

Command Parameters

<false|true> Enables or disables the port as an edge port.

Default

The default is disabled (false).
Command Mode

GigabitEthernet Interface Configuration
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spanning-tree mstp force-port-state

Enable the force-port-state flag.
Syntax
» default spanning-tree mstp force-port-state
e no spanning-tree mstp force-port-state
* no spanning-tree mstp force-port-state enable
 spanning-tree mstp force-port-state enable
Default
The default is enabled.
Command Mode
GigabitEthernet Interface Configuration

spanning-tree mstp hello-time (on a port)

Configure the hello-time delay for the port.
Syntax

e default spanning-tree mstp hello-time

 spanning-tree mstp hello-time <100-1000>
Command Parameters
<100-1000> Configures the hello-time for a port in one hundredths of a second. The default is 2.
Default
The default is 2.

Command Mode
GigabitEthernet Interface Configuration

spanning-tree mstp msti (on a port)

Configure Multiple Spanning Tree Protocol (MSTP) to set the MSTP configuration version.

Syntax
« default spanning-tree mstp msti <1-63> cost

e default spanning-tree mstp msti <1-63> force-port-state enable
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default spanning-tree mstp msti <1-63> port {slot/port[/sub-port]|[-
slot/port[/sub-port]][,...]} cost

default spanning-tree mstp msti <1-63> port {slot/port[/sub-port][-
slot/port[/sub-port]][,...]} force-port-state enable

default spanning-tree mstp msti <1-63> port {slot/port[/sub-port]|[-
slot/port[/sub-port]][,...]} priority

default spanning-tree mstp msti <1-63> priority
no spanning-tree mstp msti <1-63> force-port-state enable

no spanning-tree mstp msti <1-63> port {slot/port[/sub-port][-slot/
port[/sub-port]][,...]} force-port-state enable

spanning-tree mstp msti <1-63> cost <1-200000000>
spanning-tree mstp msti <1-63> force-port-state enable

spanning-tree mstp msti <1-63> port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]} cost <1-200000000>

spanning-tree mstp msti <1-63> port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]} force-port-state enable

spanning-tree mstp msti <1-63> port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]} priority <0-240>

spanning-tree mstp msti <1-63> priority <0-240>

Command Parameters

<1-63> Specifies the instance parameter.

cost <1-200000000> Configures the path cost for the port

force-port-state enable Enables MSTI learning for the port.

port {slot/port[/sub-port] |dentifies the slot and port in one of the following formats: a single
[-slot/port[/sub-port]] slot and port (slot/port), a range of slots and ports (slot/port-slot/port),
L---T} or a series of slots and ports (slot/port,slot/port,slot/port). If the

platform supports channelization and the port is channelized, you
must also specify the sub-port in the format slot/port/sub-port.

priority <0-65535> Configures the MSTP bridge priority. Allowed values are 4096, 8192,

12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960,45056,
49152, 53248, 57344, 61440.

Default
None

Command Mode

GigabitEthernet Interface Configuration
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spanning-tree mstp p2p
Specify the point-to-point status of the LAN segment attached to this port.
Syntax
» default spanning-tree mstp p2p
e spanning-tree mstp p2p auto
» spanning-tree mstp p2p force-false
 spanning-tree mstp p2p force-true

Command Parameters

<auto| A value of force-true indicates that this port is treated as if it connects to a point-to-
force- point link.

false| A value of force-false indicates that this port is treated as having a shared media
false- connection.

true> A value of auto indicates that this port is considered to have a point-to-point link if it is

an aggregator and all of its members are aggregatable, or if the MAC entity is
configured for full-duplex operation, either through autonegotation or by management
means.
The default is auto.

Default

The default is auto.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree mstp port

Configure all Multiple Spanning Tree Protocol (MSTP) parameters for a port.
Syntax
» default spanning-tree mstp
» default spanning-tree mstp port {slot/port[/sub-port]}
» default spanning-tree mstp port {slot/port[/sub-port]} cost
» default spanning-tree mstp port {slot/port[/sub-port]} edge-port

+ default spanning-tree mstp port {slot/port[/sub-port]} force-port-
state

« default spanning-tree mstp port {slot/port[/sub-port]} hello-time
« default spanning-tree mstp port {slot/port[/sub-port]} p2p
» default spanning-tree mstp port {slot/port[/sub-port]} priority
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» default spanning-tree mstp port {slot/port[/sub-port]} protocol-

migration

* no spanning-tree mstp

* no spanning-tree mstp port {slot/port[/sub-port]}

e spanning-tree

* spanning-tree
true }

* spanning-tree
* spanning-tree
 spanning-tree
* spanning-tree
e spanning-tree
* spanning-tree

* spanning-tree
false

* spanning-tree

{slot/port[/sub-port]} cost <1-200000000>
{slot/port[/sub-port]} edge-port { false |

mstp port

mstp port

{slot/port[/sub-port]}
{slot/port[/sub-port]}
{slot/port[/sub-port]}
{slot/port[/sub-port]}
{slot/port[/sub-port]}
{slot/port[/sub-port]}
{slot/port[/sub-port]}

mstp port force-port-state enable

mstp port hello-time <100-1000>

mstp port P2p auto

mstp port P2p force-false

mstp port p2p force-true

mstp port priority <0-240>

mstp port protocol-migration

mstp port {slot/port[/sub-port]} protocol-migration true

Command Parameters

<0-240>

<100-1000>
<1-200000000>

<auto|force-false|
false-true>

edge-port <false|
true>

port {slot/port[/sub-
portf}

protocol-migration
<false|true>

October 2020

Specifies the four most significant bits of the port identifier. The values
configured for port priority must be in steps of 16.

Configures the hello-time for a port in one hundredths of a second.
Specifies the cost value.

A value of force-true indicates that this port is treated as if it connects to
a point-to-point link.

A value of force-false indicates that this port is treated as having a
shared media connection.

A value of auto indicates that this port is considered to have a point-to-
point link if it is an aggregator and all of its members are aggregatable, or
if the MAC entity is configured for full-duplex operation, either through
autonegotation or by management means.

Enables or disables the port as an edge port. The default is disabled
(false).

Identifies a single slot and port. If the platform supports channelization
and the port is channelized, you must also specify the sub-port in the
format slot/port/sub-port.

Configures the protocol migration state of this port. The default is false.
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Default

None

Command Mode

GigabitEthernet Interface Configuration

spanning-tree mstp priority (on a port)

Specify the four most significant bits of the port identifier for a given spanning tree instance that can
be modified independently for each spanning tree instance supported by the bridge.

Syntax
*» default spanning-tree mstp priority
e spanning-tree mstp priority <0-240>

Command Parameters

<0-240> Specifies the four most significant bits of the port identifier. The values configured for
port priority must be in steps of 16.

Default

The default is 128.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree mstp protocol-migration

Initiates or terminates protocol migration for the port. If enabled, the port transmits BPDUs without
instance information.

Syntax

» default spanning-tree mstp protocol-migration
« spanning-tree mstp protocol-migration false

 spanning-tree mstp protocol-migration true

Command Parameters

<false|true> Configures the protocol migration state of this port.

Default
The default is false.
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Command Mode
GigabitEthernet Interface Configuration

spanning-tree rstp cost

Configure the contribution of this port to the path cost value for the link.

Syntax
e default spanning-tree rstp cost

 spanning-tree rstp cost <1-200000000>

Command Parameters

<1-200000000> Specifies the cost value.

Default

The default is 2000000.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree rstp edge-port
Configure the port as an edge port.

Syntax
» default spanning-tree rstp edge-port
e« spanning-tree rstp edge-port { false | true }

Command Parameters

<false|true> Enables or disables the port as an edge port.
Default
The default is disabled (false).

Command Mode
GigabitEthernet Interface Configuration
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spanning-tree rstp p2p
Specify the point-to-point status of the LAN segment attached to this port.
Syntax
» default spanning-tree rstp p2p
e spanning-tree rstp p2p auto
» spanning-tree rstp p2p force-false
 spanning-tree rstp p2p force-true

Command Parameters

<auto| A value of force-true indicates that this port is treated as if it connects to a point-to-
force- point link.

false| A value of force-false indicates that this port is treated as having a shared media
false- connection.

true> A value of auto indicates that this port is considered to have a point-to-point link if it is

an aggregator and all of its members are aggregatable, or if the MAC entity is
configured for full-duplex operation, either through autonegotation or by management
means.

Default

The default is auto.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree rstp port

Configure all Rapid Spanning Tree Protocol (RSTP) parameters for a port.
Syntax
e default spanning-tree rstp
» default spanning-tree rstp
» default spanning-tree rstp port {slot/port[/sub-port]}
e no spanning-tree rstp
 no spanning-tree rstp port {slot/port[/sub-port]}
« spanning-tree rstp port {slot/port[/sub-port]} cost <1-200000000>

» spanning-tree rstp port {slot/port[/sub-port]} edge-port { false |
true }

« spanning-tree rstp port {slot/port[/sub-port]} p2p auto
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* spanning-tree
* spanning-tree
* spanning-tree

* spanning-tree
false

* spanning-tree

* spanning-tree

rstp
rstp
rstp
rstp

rstp
rstp

Command Parameters

cost <1-200000000>

edge-port <false|
true>

p2p <auto|force-false|
false-true>

port {slot/port[/sub-
port]}

priority <0-240>
protocol-migration
<false|true>

stp enable

Default
None
Command Mode

port
port
port
port

port
port

{slot/port[/sub-port]}
{slot/port[/sub-port]}
{slot/port[/sub-port]}
{slot/port[/sub-port]}

{slot/port[/sub-port]}
{slot/port[/sub-port]}

spanning-tree rstp port

P2p force-false
pP2p force-true
priority <0-240>

protocol-migration

protocol-migration true

stp enable

Specifies the cost value. The default is 2000000.

Enables or disables the port as an edge port. The default is disabled
(false).

A value of force-true indicates that this port is treated as if it connects to
a point-to-point link.
A value of force-false indicates that this port is treated as having a
shared media connection.

A value of auto indicates that this port is considered to have a point-to-
point link if it is an aggregator and all of its members are aggregatable,
or if the MAC entity is configured for full-duplex operation, either through
autonegotation or by management means.

The default is auto.

Identifies a single slot and port. If the platform supports channelization
and the port is channelized, you must also specify the sub-port in the
format slot/port/sub-port.

Specifies the four most significant bits of the port identifier. The values
configured for port priority must be in steps of 16. The default is 128.

Configures the protocol migration state of this port. The default is false.

Enables STP for the port. The default is disabled.

GigabitEthernet Interface Configuration
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spanning-tree rstp priority (on a port)
Specify the four most significant bits of the port identifier for a given spanning tree instance that can
be modified independently for each spanning tree instance supported by the bridge.
Syntax
» default spanning-tree rstp priority
* spanning-tree rstp priority <0-240>
Command Parameters

<0-240> Specifies the four most significant bits of the port identifier. Assigns RSTP bridge
[1>(r5iority in a range of 0-240. The values configured for port priority must be in steps of

Default

The default is 128.

Command Mode

GigabitEthernet Interface Configuration

spanning-tree rstp protocol-migration

Initiate or terminate protocol migration for the port. If enabled, the port transmits BPDUs without
instance information.

Syntax
e default spanning-tree rstp protocol-migration
 spanning-tree rstp protocol-migration false

e spanning-tree rstp protocol-migration true

Command Parameters

<false|true> Configures the protocol migration state of this port.
Default
The default is false.

Command Mode
GigabitEthernet Interface Configuration
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spanning-tree rstp stp
Enable STP on the port.

Syntax

» default spanning-tree rstp stp

* no spanning-tree rstp stp enable

e spanning-tree rstp stp enable

Default

The default value is enabled.

Command Mode

GigabitEthernet Interface Configuration

speed

Configure the speed of the port on the Ethernet modules.

° Note:

Not all parameters appear on all hardware platforms.

Syntax

e default speed
» default speed port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}

e speed
» speed
- speed
* speed
» speed
e speed
» speed
- speed
» speed
» speed
e speed
» speed
e speed

October 2020

10
100
1000

10000

2500

25000

5000
port
port
port
port
port
port

{slot/port[/sub-port] [-slot/port[/sub-port]] [, ..
{slot/port[/sub-port] [-slot/port[/sub-port]] [, ..
{slot/port[/sub-port] [-slot/port[/sub-port]] [, ..
{slot/port[/sub-port] [-slot/port[/sub-port]] [, ..
{slot/port[/sub-port] [-slot/port[/sub-port]] [, ..
{slot/port[/sub-port] [-slot/port[/sub-port]] [, ..
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speed port {slot/port[/sub-port][-slot/port[/sub-port]][,...]} 5000

Command Parameters

{slot/port[/sub-port] |dentifies the slot and port in one of the following formats: a single slot
[-slot/port[/sub- and port (slot/port), a range of slots and ports (slot/port-slot/port), or a
port]] [,...]} series of slots and ports (slot/port,slot/port,slot/port). If the platform

<10

supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

|100]1000|10000] Specifies the port speed.

2500[25000|5000>

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

If Auto-Negotiation is disabled and you manually configure the speed on a port that results in a
configuration mismatch in speed between two ports, VSP 4450 Series and VSP 4900 Series
switches may show an incorrect operational status of "up" for the mismatched ports.

subnet-vian
Enable subnet-based VLAN on the port.

o

Note:

This command does not appear on all hardware platforms.

Syntax

default subnet-vlan
default subnet-vlan enable

default subnet-vlan port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

no subnet-vlan
no subnet-vlan enable

no subnet-vlan port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

subnet-vlan
subnet-vlan enable

subnet-vlan port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}
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Command Parameters

enable Enables or disables subnet-based VLAN for the port.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and
sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-port

in the format slot/port/sub-port.

Default

The default is enabled.

Command Mode

GigabitEthernet Interface Configuration

spoof-detect

Configure the spoof detection to prevent an IP spoofing.

Syntax

default spoof-detect
default spoof-detect enable

default spoof-detect port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

no spoof-detect
no spoof-detect enable

no spoof-detect port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

no spoof-detect port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

spoof-detect
spoof-detect enable
spoof-detect port {slot/port[/sub-port][-slot/port[/sub-port]]l[,...]}

Command Parameters

enable Enables spoof detection on the port.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and
sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
portl/sub-port]]  slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J}
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channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

tagged-frames-discard

Discards tagged frames on the port.
Syntax
e default tagged-frames-discard
» default tagged-frames-discard enable

« default tagged-frames-discard port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]1}

» default tagged-frames-discard port {slot/port[/sub-port][-slot/port[/
sub-port]][,...]} enable

* no tagged-frames-discard
» no tagged-frames-discard enable

« no tagged-frames-discard port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]1}

*» no tagged-frames-discard port {slot/port[/sub-port] [-slot/port[/sub-
port]][,...]} enable

 tagged-frames-discard
» tagged-frames-discard enable

+ tagged-frames-discard port {slot/port[/sub-port][-slot/port[/sub-
port]]l[,...1}

» tagged-frames-discard port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]} enable

Command Parameters
enable Discards tagged frames on the port.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]]  slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---1I} channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.
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Default
The default is disabled.
Command Mode

GigabitEthernet Interface Configuration

tx-flow-control

Enable TX flow control to allow TX to transmit the MAC control PAUSE frames to indicate
congestion on the receive side of the port interface. Flow control can only be enabled on 1 Gbit/s
and 10 Gbit/s ports. Flow control cannot be enabled for ports that run at less than 1 Gbit/s.

Syntax

default tx-flow-control
default tx-flow-control enable

default tx-flow-control port {slot/port[/sub-port][-slot/port[/sub-
port]l[,...1}

default tx-flow-control port {slot/port[/sub-port][-slot/port[/sub-
port]]l[,...]} enable

no tx-flow-control
no tx-flow-control enable

no tx-flow-control port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

no tx-flow-control port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

tx-flow-control
tx-flow-control enable

tx-flow-control port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

tx-flow-control port {slot/port[/sub-port][-slot/port[/sub-port]]
[,...]} enable

Command Parameters

enable Enables the TX flow control on the module.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and
sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-port

in the format slot/port/sub-port.
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Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

untagged-frames-discard

Configure a tagged port to discard all untagged packets so that the frame is not classified into the
default VLAN for the port.
Syntax

» default untagged-frames-discard

+ default untagged-frames-discard port {slot/port[/sub-port][-slot/
port[/sub-port]][,...1}

* no untagged-frames-discard

« no untagged-frames-discard port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]1}

« untagged-frames-discard

» untagged-frames-discard port {slot/port[/sub-port][-slot/port[/sub-
port]ll[,...1}

Command Parameters

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots

port[/sub-port]] and ports (slot/port,slot/port,slot/port). If the platform supports channelization

L---1} and the port is channelized, you must also specify the sub-port in the format
slot/port/sub-port.

Default

None

Command Mode

GigabitEthernet Interface Configuration

untag-port-default-vian
Untag the default VLAN on the port.
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Syntax
e default untag-port-default-vlan
e default untag-port-default-vlan enable

» default untag-port-default-vlan port {slot/port[/sub-port][-slot/
port[/sub-port]][,...1}

* no untagged-frames-discard

 no untagged-frames-discard port {slot/port[/sub-port][-slot/port[/sub-
port]]l[,...1}

e no untag-port-default-vlan
e no untag-port-default-vlan enable

» no untag-port-default-vlan port {slot/port[/sub-port][-slot/port[/sub-
port]ll[,...1}

« untag-port-default-vlan
e untag-port-default-vlan enable

+ untag-port-default-vlan port {slot/port[/sub-port][-slot/port[/sub-
port]][,...]1}

Command Parameters

enable Untags the default VLAN for the port.

port {slot/port[/ Identifies the slot and port in one of the following formats: a single slot and

sub-port] [-slot/  port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of

port[/sub-port]] slots and ports (slot/port,slot/port,slot/port). If the platform supports

L---J} channelization and the port is channelized, you must also specify the sub-port
in the format slot/port/sub-port.

Default

The default is disabled.

Command Mode

GigabitEthernet Interface Configuration

vlacp

Configure Virtual Link Aggregation Control Protocol (VLACP) on a port to ensure that there is end-
to-end reachability.

Syntax
e default vlacp
» default vlacp enable

October 2020 Command Line Interface Commands Reference for VOSS 279



GigabitEthernet Interface Configuration

default vlacp ethertype

default vlacp fast-periodic-time

default vlacp flap-frequency

default vlacp flap-interval

default vlacp funcmac-addr

default vlacp slow-periodic-time

default vlacp timeout

default vlacp timeout-scale

no vlacp

no vlacp enable

vlacp
vlacp
vlacp
vlacp
vlacp
vlacp
vlacp
vlacp
vlacp

vlacp

enable

ethertype <1536-65535 | 0x600-Oxffff>
flap-frequency <3-30>

flap-interval <10-600>

fast-periodic-time <100-20000>
funcmac-addr 0x00:0x00:0x00:0x00:0x00:0x00
slow-periodic-time <10000-30000>

timeout long

timeout short

timeout-scale <2-10>

Command Parameters

enable Enables VLACP for this port.

ethertype <0X600-0Xffff> Configures the VLACP protocol identification for this
port.

fast-periodic-time <100-20000> Configures the fast periodic time (in milliseconds) for this
port.

flap-frequency <3-30> Configures the frequency of VLACP flaps allowed in a
specific time interval for the VLACP Flap Detect and
Damping feature. The default value is 3.

flap-interval <10-600> Configures the time interval (in seconds) to record the
VLACP flaps on ports. The default value is 60 seconds.

funcmac-addr Configures the multicast MAC address used for the

<0x00:0x00:0x00:0x00:0x00:0x00> VLACPDU. Specify a MAC address in the format

October 2020

0x00:0x00:0x00:0x00:0x00:0x00. The default is
01:80:¢2:00:11:00.
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slow-periodic-time <10000-30000> Configures the slow periodic time (in milliseconds) for a
specific port type.
timeout {long|short} Configures the port to use the long or short timeout:

* Long configures the port to use the timeout-scale value
multiplied by the slow-periodic-time.

» Short configures the port to use the timeout-scale
value multiplied by the fast-periodic-time.

For example, if you specify a short timeout, configure the
timeout-scale value to 3, and the fast-periodic-time to
400 ms, the timer will expire within 1000 to 1200 ms. To
configure this option to the default value, use the default
operator with the command.

timeout-scale <2-10> Configures a timeout scale for this port used to calculate
the timeout. The default value is 3. To configure this
option to the default value, use the default operator with
the command.

Default

None

Command Mode

GigabitEthernet Interface Configuration

Usage Guidelines

Use the following information to prevent flooding VLACP packets across a defaulted switch:

» Use the default MAC address, 01:80:¢2:00:11:00, for end-to-end connections that traverse an
intermediate network.

 Use the reserved multicast MAC address 01-80-c2-00-00-0f for directly-connected, peer-to-
peer links.

vlacp flap-detect enable

Enables the VLACP Flap Detect and Damping feature on the port.

Syntax
e default vlacp flap-detect enable
e no vlacp flap-detect enable
» vlacp flap-detect enable

Default

The default configuration is disabled.
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Command Mode
GigabitEthernet Interface Configuration
Usage Guidelines

» Do not enable VLACP Flap Detect and Damping on Link Aggregation Control Protocol (LACP)
enabled ports.

» Do not enable VLACP Flap Detect and Damping interswitch Trunking (IST).

vrf (for a port)

Associate a port to a Virtual Router Forwarding (VRF) so that the port becomes a member of the
VRF instance.

Syntax
e no vrf

« vrf WORD<1-16>
Command Parameters

vrf WORD<1-16> Specifies the VRF name.

Default

None

Command Mode

GigabitEthernet Interface Configuration
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access-policy

Configure an access policy to control access to the switch. You can define network stations that are
explicitly allowed to access the switch or network stations that are explicitly forbidden to access the
switch.

For each service, you can also specify the level of access; for example, read-only or read/write/all.
Use the command without parameters to globally enable access policies.

Syntax
e access-policy
e access-policy <1-65535>
e default access-policy
» default access-policy <1-65535>
e no access-policy
* no access-policy <1-65535>

Command Parameters

<1-65535> Specifies the policy ID.

Default

None

Command Mode
Global Configuration

access-policy <1-65535> accesslevel

Restrain access to criteria specified in the access policy. If true, the system accepts only the
currently configured access level. If false, the system accepts access up to the configured access
level.
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Syntax

e access-policy <1-65535> accesslevel { ro | rwa | rw }

» default access-policy <1-65535> accesslevel

Command Parameters

{ro|rwa|rw} Specifies the access level.
<1-65535> Specifies the policy ID.
Default

The default value is ro.
Command Mode

Global Configuration

access-policy <1-65535> access-strict

Specify the level of access if you configure the policy to allow access. The access-strict command
ties to the accesslevel command. If you enable access-strict, the access policy looks at the
accesslevel value, and only applies to that access level. If you disable access-strict (false), the
policy looks at the value for accesslevel, and then the system applies the policy to anyone with
equivalent rights or higher.

Syntax
e access-policy <1-65535> access-strict
» default access-policy <1-65535> access-strict

* no access-policy <1-65535> access-strict

Command Parameters
<1-65535> Specifies the policy ID.

Default

The default value is disabled (false).
Command Mode

Global Configuration

access-policy <1-65535> enable

Activate the access policy.
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Syntax
e access-policy <1-65535> enable
» default access-policy <1-65535> enable
e no access-policy <1-65535> enable

Command Parameters
<1-65535> Specifies the policy ID.

Default

The default is disabled (off).
Command Mode

Global Configuration

access-policy <1-65535> ftp

Activate or disable FTP for the specified policy. Because FTP derives its login and password from
the CLI management filters, FTP works for read-write-all (rwa) and readwrite (rw) access but not for
the read-only (ro) access.

Syntax
e access-policy <1-65535> ftp
» default access-policy <1-65535> ftp
e no access-policy <1-65535> ftp

Command Parameters
<1-65535> Specifies the policy ID.

Default

The default is disabled.
Command Mode
Global Configuration

access-policy <1-65535> host

Specify the trusted host address as an IP address for remote login access.

Syntax
» access-policy <1-65535> host WORD<0-46>
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» default access-policy <1-65535> host
e no access-policy <1-65535> host

Command Parameters

<1-65535> Specifies the policy ID.
WORD<0-46> Specifies the IPv4 or IPv6 address.
Default

None

Command Mode
Global Configuration

access-policy <1-65535> http

Activate the HTTP for this access policy.

Syntax
+ access-policy <1-65535> http
e default access-policy <1-65535> http
e no access-policy <1-65535> http

Command Parameters
<1-65535> Specifies the policy ID.

Default

The default is disabled.
Command Mode
Global Configuration

access-policy <1-65535> mode

Specify whether the designated network address is allowed access to the system through the
specified access service.

Syntax
» access-policy <1-65535> mode { allow | deny }
» default access-policy <1-65535> mode
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Command Parameters

{ allow | deny } Allows or denies access to the designated network address.
<1-65535> Specifies the policy ID.
Default

The default is allow.
Command Mode
Global Configuration

access-policy <1-65535> name

Specify a name expressed as a string.

Syntax
» access-policy <1-65535> name WORD<0-15>
« default access-policy <1-65535> name

Command Parameters
<1-65535> Specifies the policy ID.

Default
None
Command Mode

Global Configuration

access-policy <1-65535> network

Specify the IP address and subnet mask that can access the system through the specified access
service.

Syntax
e access-policy <1-65535> network WORD<1-46> <0-128>

» default access-policy <1-65535> network
e no access-policy <1-65535> network
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Command Parameters

<1-65535> Specifies the policy ID.

WORD<1-46> <0-128> Specifies the IP address and subnet mask
Default

None

Command Mode
Global Configuration

access-policy <1-65535> precedence

Specify a precedence value for a policy, expressed as a number from 1-128. The precedence value

determines which policy the system uses if multiple policies apply. Lower numbers take higher

precedence.
Syntax
* access-policy <1-65535> precedence <1-128>
« default access-policy <1-65535> precedence
Command Parameters

<1-128> Specifies a precedence value for a policy.
<1-65535> Specifies the policy ID.
Default

The default is 10.
Command Mode

Global Configuration

access-policy <1-65535> rlogin
Activate remote logon for the access policy.
Syntax
e access-policy <1-65535> rlogin
e default access-policy <1-65535> rlogin
* no access-policy <1-65535> rlogin
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access-policy <1-65535> snmp-group

Command Parameters

<1-65535> Specifies the policy ID.

Default

The default is disabled.
Command Mode
Global Configuration

access-policy <1-65535> snmp-group

Add a Simple Network Management Protocol version 3 (SNMP-v3) group under the access policy.

Syntax
e access-policy <1-65535> snmp-group WORD<1-32> { snmpvl | snmpv2c |
usm }
e no access-policy <1-65535> snmp-group WORD<1-32> { snmpvl | snmpv2c |
usm }

Command Parameters

{ snmpv1 | snmpv2c | usm } Configures the security model.
<1-65535> Specifies the policy ID.
WORD<1-32> Specifies the name of the group.
Default

None

Command Mode
Global Configuration

access-policy <1-65535> snmpv3
Activate Simple Network Management Protocol (SNMP) version 3 for the access policy.

Syntax
» access-policy <1-65535> snmpv3
« default access-policy <1-65535> snmpv3
e no access-policy <1-65535> snmpv3
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Command Parameters
<1-65535> Specifies the policy ID.

Default

The default is disabled.
Command Mode
Global Configuration

access-policy <1-65535> ssh

Activate Secure Shell (SSH) for the access policy.

Syntax
e access-policy <1-65535> ssh

» default access-policy <1-65535> ssh
e no access-policy <1-65535> ssh

Command Parameters
<1-65535> Specifies the policy ID.

Default
The default is disabled.
Command Mode

Global Configuration

access-policy <1-65535> telnet

Activate Telnet for the access policy.

Syntax
e access-policy <1-65535> telnet

« default access-policy <1-65535> telnet
e no access-policy <1-65535> telnet

Command Parameters

<1-65535> Specifies the policy ID.
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Default

The default is disabled.
Command Mode
Global Configuration

access-policy <1-65535> tftp

Activate the Trivial File Transfer Protocol (TFTP) for this access policy.

Syntax
* access-policy <1-65535> tftp
e default access-policy <1-65535> tftp
e no access-policy <1-65535> tftp

Command Parameters
<1-65535> Specifies the policy ID.

Default

The default is disabled.
Command Mode
Global Configuration

access-policy <1-65535> username

Specify the trusted host user name for remote login access.

Syntax
e access-policy <1-65535> username WORD<0-30>

» default access-policy <1-65535> username

Command Parameters

<1-65535> Specifies the policy ID.
WORD<0-30> Specifies the username.
Default

None
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Command Mode
Global Configuration

access-policy by-mac

Configure access-policies by MAC address to allow or deny local MAC addresses on the network
management port after an access policy is activated. If the source MAC does not match a
configured entry, then the default action is taken.

Syntax
e access-policy by-mac 0x00:0x00:0x00:0x00:0x00:0x00 { allow | deny }
* access-policy by-mac action { allow | deny }
e default access-policy by-mac <0x00:0x00:0x00:0x00:0x00:0x00>
« default access-policy by-mac action
e no access-policy by-mac <0x00:0x00:0x00:0x00:0x00:0x00>
Command Parameters

<0x00:0x00:0x00:0x00: Adds a MAC address to the policy. Enter the MAC address in

0x00:0x00> <allow|deny> hexadecimal format. Specify the action to take for the MAC
address.

action <allow|deny> Specifies the action for a MAC address that does not match
the policy.

Default

The default action is allow.
Command Mode
Global Configuration

application
Enter Application mode.
Syntax
« application
Default
None

October 2020 Command Line Interface Commands Reference for VOSS 292



app-telemetry enable

Command Mode
Global Configuration

app-telemetry enable

Enables Application Telemetry.
Syntax

e no app-telemetry enable
Default
The default value is disable.
Command Mode

Global Configuration

auto-recover-delay

Set the time delay for the automatic recovery of ports.

Syntax
e auto-recover-delay <5-3600>

» default auto-recover-delay

e no auto-recover-delay <5-3600>

Command Parameters

<5-3600> Specifies the range to be set for the auto-recovery of ports in seconds. The range
varies between 5 to 3600 seconds.

Default

The default is 30.
Command Mode
Global Configuration
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autotopology

Configure the SynOptics Network Management Protocol (SONMP) to allow a network management
station (NMS) formulate a map that shows the interconnections between Layer 2 devices in a
network.

Syntax
» autotopology
e default autotopology
e no autotopology
Default
The default status is enabled.
Command Mode
Global Configuration

banner

Configure the CLI logon banner to display a warning message to users before authentication.
Syntax

* banner custom

e« banner displaymotd

 banner motd WORD<1-1516>

» banner static

« banner WORD<1-80>

* default banner

e default banner displaymotd

*» default banner motd

* no banner

e no banner displaymotd

* no banner motd

Command Parameters

custom Activates the custom banner.

displaymotd Activates or disables the message of the day.
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motd WORD<1-1516> Creates a message of the day to display with the logon banner. To
provide a string with spaces, include the text in quotation marks ("").

static Activates static banner.
WORD<1-80> Adds lines of text to the CLI logon banner.
Default

The default configuration uses the default banner with no message of the day.
Command Mode
Global Configuration

boot config choice

Change the boot source order to change the order in which the system accesses the configuration

files. If you change the primary source, the system uses your configuration first, and then accesses
the default locations. If the default locations do not contain a configuration or backup configuration

file, the system loads the default configuration.

Syntax
e boot config choice primary backup-config-file WORD<0-255>
*» boot config choice primary config-file WORD<0-255>
» default boot config choice primary

e default boot config choice primary backup-config-file

Command Parameters

{backup-config-file | Specifies that the boot source uses either the configuration file or a
config-file} backup configuration file.
WORD<0-255> Identifies the configuration file. WORD<0-255> is the device and file

name, up to 255 characters including the path, in one of the following
formats: a.b.c.d:<file>, or /intflash/<file>.

Default

By default, the primary source is the internal flash.
Command Mode

Global Configuration
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boot config flags advanced-feature-bandwidth-reservation

Enables the switch to support advanced features such as SPB, SMLT, and vIST by reserving ports
as loopback ports.

Syntax
» boot config flags advanced-feature-bandwidth-reservation high
e boot config flags advanced-feature-bandwidth-reservation low
e default boot config flags advanced-feature-bandwidth-reservation

e no boot config flags advanced-feature-bandwidth-reservation

Command Parameters

high Reserves the maximum bandwidth for the advanced features. Depending on the hardware
platform, the number of reserved ports is different.

low Reserves less bandwidth to support minimum functionality for advanced features.
Depending on the hardware platform, the number of reserved ports is different.
Default

The boot flag is enabled by default in the low level configuration, which means the switch operates
in Full Feature mode but with less bandwidth to support minimum functionality for advanced
features.

Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

If your switch does not support this boot configuration flag, it is because the hardware reserves the
bandwidth automatically with no user interaction.

You must save the configuration and restart the switch for a configuration change to take effect.

You must ensure your configuration does not include reserved ports before you enable this feature.
If the configuration includes reserved ports after you enable this feature and restart the switch, the
switch aborts loading the configuration.

boot config flags block-snmp

Activate or disable Simple Network Management Protocol (SNMP) management.

Syntax
* boot config flags block-snmp
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boot config flags debug-config

*» default boot config flags block-snmp
e no boot config flags block-snmp
Default
The default is disabled.
Command Mode
Global Configuration

boot config flags debug-config

Activate or disable run-time debugging of the configuration file.
Syntax

e boot config flags debug-config

* boot config flags debug-config console

» boot config flags debug-config file

*» default boot config flags debug-config

* no boot config flags debug-config

Command Parameters

console Displays the line-by-line configuration file processing and result of the execution on the
console while the device loads the configuration file.

file Logs the line-by-line configuration file processing and result of the execution to the
debug file while the device loads the configuration file.
The system logs the debug config outputto /intflash/
debugconfig primary.txtfor the primary configuration file. The system logs the
debug config outputto /intflash/ debugconfig backup.txt for the backup
configuration, if the backup configuration file loads.

Default

The default is disabled.
Command Mode
Global Configuration

Usage Guidelines

After you enable debug-config and save the configuration, the debug output either displays on the
console or logs to an output file the next time the switch reboots. You do not have to restart the
switch after you enable debug-config unless you want to immediately debug the configuration.
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boot config flags debugmode

Control whether the switch stops in debug mode following a fatal error. Debug mode provides
information equivalent to the trace commands. If you enable this flag, the switch does not restart
following a fatal error.

© Important:
Do not change this flag unless directed by support.

Syntax

e boot config flags debugmode
« default boot config flags debugmode
» no boot config flags debugmode

Default

The default is disabled.

Command Mode

Global Configuration

Usage Guidelines

You must save the configuration and reboot the switch for a configuration change to take effect.

boot config flags dvr-leaf-mode

Enables an SPB node to be configured as a DvR Leaf.

Syntax

» boot config flags dvr-leaf-mode
e default boot config flags dvr-leaf-mode
* no boot config flags dvr-leaf-mode

Default

The default is disabled.
Command Mode
Global Configuration

boot config flags enhancedsecure-mode

Enable enhanced secure mode. If you enable enhanced secure mode the switch provides role-
based access levels, stronger password requirements, and stronger rules on password length,
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password complexity, password change intervals, password reuse, and password maximum age
use.

Syntax
» boot config flags enhancedsecure-mode jitc
« boot config flags enhancedsecure-mode non-jitc
e default boot config flags enhancedsecure-mode

* no boot config flags enhancedsecure-mode

Command Parameters

{jitc | non4jitc} Enables either the JITC or non-JITC enhanced secure mode.

Default

The default is disabled.

Command Mode

Global Configuration

Usage Guidelines

You must save the configuration and reboot the switch for a configuration change to take effect.

© Note:

When you migrate your switch from enhanced secure mode enabled to disabled, or from
disabled to enabled, you must build a new configuration.

Do not use a configuration created in either enhanced secure mode disabled or enabled and
expect it to transfer over to the new mode.

The configuration file cannot be guaranteed if you transfer between enhanced secure mode
enabled to disabled, or from enhanced secure mode disabled to enabled.

boot config flags factorydefaults

Specify whether the switch uses the factory default settings at startup.

Syntax
e boot config flags factorydefaults

* no boot config flags factorydefaults
Default
The default is disabled.
Command Mode
Global Configuration
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Usage Guidelines

This flag resets to the default setting after the CPU restarts. If you change this flag, you must restart
the switch.

boot config flags factorydefaults fabric

Specify whether the switch uses the fabric factory default settings at startup.
Syntax
« boot config flags factorydefaults fabric
Default
The default is disabled.
Command Mode
Global Configuration
Usage Guidelines

You must reboot the switch for a change to take effect. This flag resets to the default setting after the
CPU restarts.

boot config flags flow-control-mode

Activate or disable flow control globally. When disabled, the system does not generate nor configure
the transmission of flow control messages.

Syntax
» boot config flags flow-control-mode
e default boot config flags flow-control-mode
* no boot config flags flow-control-mode
Default
The default is disabled.
Command Mode
Global Configuration
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boot config flags ftpd

Activate or disable the FTP server on the switch. To enable FTP, ensure that the tftpd flags is
disabled.

Syntax
» boot config flags ftpd
e default boot config flags ftpd
e no boot config flags ftpd
Default
The default is disabled.
Command Mode
Global Configuration

boot config flags ha-cpu

Enable high availability of the CPU.
Syntax
» boot config flags ha-cpu
e default boot config flags ha-cpu
e no boot config flags ha-cpu
Default
None
Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

boot config flags hsecure

Activate or disable High Secure mode. The hsecure command provides the following password
behavior: 10 character enforcement, aging time, failed login attempt limitation, and designated IP
address filtration.
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Global Configuration

Syntax
e boot config flags hsecure
*» default boot config flags hsecure
* no boot config flags hsecure

Default

The default is disabled.
Command Mode
Global Configuration
Usage Guidelines

If you enable High Secure mode, you must restart the switch to enforce secure passwords. If you
operate the switch in High Secure mode, the switch prompts a password change if you enter invalid-
length passwords.

boot config flags insight-port-connect-type

Determines the connection type the Insight port can use with virtual machine (VM) virtual ports.

Syntax
e boot config flags insight-port-connect-type ovs-sriov
» boot config flags insight-port-connect-type vtd
» default boot config flags insight-port-connect-type

Command Parameters

ovs- Configures the port to support Open vSwitch (OVS) or Single Root I/O Virtualization

sriov (SR-IOV) connection types with the VM virtual ports.

vtd Configures the port to support Virtualization Technology for Directed I/O (VT-d)
connection type with the VM virtual port. The VT-d connection type supports only one
VM virtual port.

Default

The default connection type is VT-d.
Command Mode

Global Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see Configuring User Interfaces and Operating Systems for VOSS.

This command applies to hardware platforms that provide only one physical Insight port.

You must save the configuration and reboot the switch for a configuration change to take effect.
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boot config flags ipv6-egress-filter

You must enable trunking on the Insight port when you use SR-IOV and OVS connection types.

boot config flags ipv6-egress-filter

Enables IPv6 egress filters.
Syntax
» boot config flags ipv6-egress-filter
» default boot config flags ipvé6-egress-filter
* no boot config flags ipvé6-egress-filter
Default
The default is disabled.
Command Mode
Global Configuration
Usage Guidelines
You must save the configuration and reboot the switch for a configuration change to take effect.

boot config flags ipv6-mode

Activate or disable IPv6 mode.
Syntax
» boot config flags ipv6-mode
» default boot config flags ipv6-mode
e no boot config flags ipv6-mode
Default
The default is disabled.
Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see Administering VOSS.
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Global Configuration

boot config flags linerate-directed-broadcast

Enables or disables datapath support for IP Directed Broadcast using port 1/46.
Syntax

» boot config flags linerate-directed-broadcast

e default boot config flags linerate-directed-broadcast

* no boot config flags linerate-directed-broadcast

Command Parameters

false Disables datapath support for IP Directed Broadcast on port 1/46.

true Enables datapath support for IP Directed Broadcast on port 1/46.

Default

The default is disabled.
Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see Administering VOSS.

You must save the configuration and reboot the switch for a configuration change to take effect.

° Note:

After setting this flag and saving the configuration, the software cannot be upgraded or
downgraded to a software release that does not contain this directed broadcast hardware assist
functionality.

boot config flags logging

The system names log files according to the following:
* File names appear in 8.3 (xxxxxxxx.sss) format.

* The first 6 characters of the file name contain the last three bytes of the chassis base MAC
address.

» The next two characters in the file name specify the slot number of the CPU that generated the
logs.

» The last three characters in the file name are the sequence number of the log file.

The system generates multiple sequence numbers for the same chassis and same slot if the system
reaches the maximum log file size.
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boot config flags nni-mstp

Syntax
*» boot config flags logging
e default boot config flags logging
e no boot config flags logging

Default

The default is enabled.
Command Mode
Global Configuration

boot config flags nni-mstp

Activate or disable MSTP and allow non SPBM B-VLAN configuration on SPBM NNI ports.
Syntax

« boot config flags nni-mstp
» default boot config flags nni-mstp

* no boot config flags nni-mstp
Default
The default is disabled.
Command Mode

Global Configuration

boot config flags reboot

Activate or disable automatic reboot on a fatal error. The reboot command is equivalent to the
debugmode command.

© Important:
Do not change this parameter unless directed to do so by Technical Support.

Syntax
e boot config flags reboot
» default boot config flags reboot

* no boot config flags reboot

Default
The default is enabled.
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Command Mode

Global Configuration

Usage Guidelines

You must save the configuration and reboot the switch for a configuration change to take effect.

boot config flags rlogind

Activate or disable the remote login (rlogin) and remote shell (rsh) server.
Syntax
* boot config flags rlogind
e default boot config flags rlogind
* no boot config flags rlogind
Default
The default is disabled.
Command Mode
Global Configuration

boot config flags spanning-tree-mode

Specify the Multiple Spanning Tree Protocol (MSTP) or Rapid Spanning Tree Protocol (RSTP)
mode. If you do not specify a protocol, the switch uses the default mode.

Syntax
« boot config flags spanning-tree-mode mstp
* boot config flags spanning-tree-mode rstp
» default boot config flags spanning-tree-mode
e no boot config flags spanning-tree-mode
Default
The default is MSTP.
Command Mode
Global Configuration
Usage Guidelines
You must save the configuration and reboot the switch for a configuration change to take effect.
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boot config flags spbm-config-mode

Enable SPBM configuration mode.
Syntax
» boot config flags spbm-config-mode
e default boot config flags spbm-config-mode
* no boot config flags spbm-config-mode
Default
The default value is enabled.
Command Mode

Global Configuration

boot config flags sshd

Activate or disable the Secure Shell (SSH) server service.
Syntax
» boot config flags sshd
» default boot config flags sshd
* no boot config flags sshd
Default
The default is disabled.
Command Mode
Global Configuration

boot config flags syslog-rfc5424-format

Enables syslog and logging to use the RFC 5424 formatting. With this formatting, the syslog header
has a timestamp conforming to RFC 3339, which helps identify the syslog generation time by
indicating the year, milliseconds, and timezone, as well as the hostname from which the message is
generated.

Syntax
*» boot config flags syslog-rfc5424-format
» default boot config flags syslog-rfc5424-format
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* no boot config flags syslog-rfc5424-format
Default
The default is disabled.
Command Mode
Global Configuration

boot config flags telnetd

Activate or disable the Telnet server service.
Syntax
» boot config flags telnetd
e default boot config flags telnetd
* no boot config flags telnetd
Default
The default is disabled.
Command Mode
Global Configuration

boot config flags tftpd

Activate or disable Trivial File Transfer Protocol (TFTP) server service.
Syntax
» boot config flags tftpd
e default boot config flags tftpd
* no boot config flags tftpd
Default
The default is disabled.
Command Mode
Global Configuration
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boot config flags trace-logging

Activate or disable the creation of trace logs.

© Important:

Do not change this parameter unless directed to do so by Technical Support.
Syntax

» boot config flags trace-logging

e default boot config flags trace-logging

e no boot config flags trace-logging
Default
The default is disabled.
Command Mode

Global Configuration

boot config flags urpf-mode

Enable the urpf-mode boot flag.
Syntax
» boot config flags urpf-mode
» default boot config flags urpf-mode
e no boot config flags urpf-mode
Default
The default is disbaled.
Command Mode
Global Configuration
Usage Guidelines
You must save the configuration and reboot the switch for a configuration change to take effect.

boot config flags verify-config

Activates syntax checking of the configuration file.

When you enable the verify-config flags, the primary configuration file is pre-checked for syntax
errors. If the system finds an error, the system loads the backup configuration file.
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If you disable the verify-config flags, the system ignores any lines with errors during loading of the
primary configuration file.

If the primary configuration file is not present or cannot be found, the system tries to load the backup
file. The system does not check the backup file for syntax errors. The system ignores any lines with
errors during the loading of the backup configuration file.

If no backup file exists, the system defaults to factory defaults.
Syntax
* boot config flags verify-config
*» default boot config flags verify-config
e no boot config flags verify-config
Default
The default is enabled.
Command Mode
Global Configuration

boot config flags vrf-scaling

Increases the maximum number of VRFs and Layer 3 VSNs that the switch supports.
Syntax
» boot config flags vrf-scaling
*» default boot config flags vrf-scaling
e no boot config flags vrf-scaling
Default
The default is disbaled.
Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see Administering VOSS.

Platforms that do not support this boot configuration flag automatically support the maximum
number of VRFs without additional VLAN reservation.
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boot config flags vxlan-gw-full-interworking-mode

boot config flags vxlan-gw-full-interworking-mode

Activate or disable VXLAN Gateway in Full Interworking Mode, which supports SPB, SMLT, and
VIST.

Syntax
* boot config flags vxlan-gw-full-interworking-mode
» default boot config flags vxlan-gw-full-interworking-mode
e no boot config flags vxlan-gw-full-interworking-mode
Default
None
Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

boot config host

Configure the remote host logon to modify parameters for FTP and TFTP access. Use the default
parameters for TFTP transfers. If you want to use FTP as transfer mechanism, you must change the
password to a valid value.

Syntax
» boot config host ftp-debug
e boot config host password WORD<0-16>
» boot config host tftp-debug
e boot config host tftp-hash
» boot config host tftp-rexmit <1-120>
» boot config host tftp-timeout <1-120>
*» boot config host user WORD<0-16>
» default boot config host ftp-debug
e default boot config host tftp-debug
default boot config host tftp-hash

default boot config host tftp-rexmit

default boot config host tftp-timeout
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Global Configuration

*» default boot config host user
e no boot config host ftp-debug
e no boot config host tftp-debug
* no boot config host tftp-hash

Command Parameters

ftp-debug Enables or disables the debug mode on FTP. If you enable the debug
mode, debug messages appear on the management console screen. The
default is disabled.

password Configures the password to enable FTP transfers. WORD<0-16> is the
WORD<0-16> password, up to 16 characters. After you configure this password, you can
use only FTP for remote host logon.
0 Important:

This password must match the password for the FTP server or the FTP
operation fails. Also, if you configure the password to a valid value,
then all copying to and from the network uses FTP instead of TFTP.

If the user name or password is incorrect, copying over the network
fails.

tftp-debug Enables or disables debug mode on TFTP or TFTPD. If you enable the
debug mode, debug messages appear on the management console screen.
The default is disabled.

tftp-hash Enables or disables the TFTP hash bucket display. The default is disabled.
tftp-rexmit Configures the TFTP retransmission timeout in seconds. The default is 2.
<1-120>

tftp-timeout Configures the TFTP timeout in seconds. The default is 6.

<1-120>

user WORD<0-16> Configures the remote user logon. WORD<0-16> is the user logon name
(up to 16 characters). The default is target.

Default

None

Command Mode

Global Configuration

boot config loadconfigtime

Set the timeout for loading the configuration file.
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Syntax
» boot config loadconfigtime <0-300>

e default boot config loadconfigtime

Command Parameters

<0-300> Specifies the timeout for loading the configuration file in seconds.
Default

The default is 60 seconds.

Command Mode
Global Configuration

boot config logfile

Configure logfile parameters.

* The log file is named using an 8.3 (xxxxxxxx.sss) format.

* The first six characters of the file name contain the last three bytes of the chassis base MAC
address.

* The next two characters specify the slot number of the CP that generated the logs.
» The last three characters denote the sequence number of the log file.

Multiple sequence numbers are generated for the same chassis and same slot, if the maximum log
file size is reached.

Syntax
e boot config logfile <64-500> <500-16384> <10-90>
» default boot config logfile

Command Parameters

<10-90> Specifies the maximum percentage, from 10-90%, of space on the external
storage device the log file can use. The switch does not support this parameter.

<500-16384> Specifies the maximum size of the log file from 500-16384 KB.

<64-500> Specifies the minimum free memory space on the external storage device from
64-500 KB. The switch does not support this parameter.

Default

None

Command Mode
Global Configuration
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boot config multicast

Configure multicast parameters.
Syntax
* boot config multicast
e default boot config multicast
Default
None
Command Mode
Global Configuration

boot config sio console baud

Configure the serial port devices to define connection settings for the console port.
Syntax
e boot config sio console baud <9600 - 115200> {<1-8> | SF1l | SF2 | SF3}

» default boot config sio console baud

Command Parameters

<9600-115200> {<1-8> | SF1 | SF2 | SF3} Configures the baud rate for the port.

Default

The default value differs depending on the platform:
* VSP 4000 Series — 9600
» VSP 4900 Series — 115200
» VSP 7200 Series — 9600
» VSP 7400 Series — 115200
+ VSP 8000 Series — 9600
» VSP 8600 Series — 115200
» XA1400 Series — 115200

Command Mode

Global Configuration
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certificate ca

Configures the certificate authority and perform related actions. You can configure only one CAin a
device at a time.

Syntax

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate

certificate

ca

ca

ca

ca

ca

ca

ca

ca

ca

ca

ca

ca

ca

ca

ca

WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>

action
action
action
action
action
action
action

ca-url

common-

caauth

enroll validity-days <7-1185>
get-crl

install

noop

remove

renew validity-days <7-1185>
WORD<0-1000>

name WORD<0-64>

install-file root-ca-filename WORD<1-80>

key-name<0-64>

use-post <true|false>

use-post false

default certificate ca

no

no

no

no

no

no

certificate
certificate
certificate
certificate
certificate

certificate

ca

ca

ca

ca

ca

ca

Command Parameters

action caauth

action enroll [validity-days

<7-1185>]
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WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>
WORD<1-45>

use-post true

action
ca-url
common-name
key-name

use-post

Authenticates the trustpoint CA by getting the certificate of the
CA and stores the CA certificate locally.

Generates certificate signing request to obtain identity
certificate from configured trustpoint CA, gets the digital
certificate, and stores it locally, associating with the trustpoint
CA. The validity-days specifies the number of days for which
the certificate remains valid. The default value is 365 days.
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action get-crl

action install

action noop

action remove

action renew
[challengepassword
WORD<0-128>]

action renew [validity-days
<7-1185>]

ca-url WORD<0-1000>
common-name WORD<0-64>

install-file [rootca-filename
WORD<1-80>]

key-name WORD<0-45>

use-post <true|false>

WORD<1-45>

Default

None

Command Mode
Global Configuration

Gets the Certificate Revocation List from the CDP and stores
into a file.

Installs the subject certificate obtained from the given trustpoint
CA.

Specifies that no operation should be performed after
configuring trustpoint.

Releases the locally stored certificate associated with the
trustpoint CA post revocation.

This password is provided offline by the CA during the end
entity registration. The length of the password is from 0 to 128.

Generates certificate renewal request for given trustpoint CA,
gets the digital certificate, and stores it locally by replacing the
old certificate with the new one. The validity-days specifies the
number of days for which the certificate remains valid. The
default value is 365 days.

Specifies the trusted CA wurl.

Specifies the name of the owner of the device or user.

Installs the Root CA file obtained offline from the CA.

Specifies the key pair generated by the command that was first
associated with the CA trustpoint.

Specify the HTTP request style. The default value is True.
Specifies the name of the certification authority. It should be

alphanumeric and case-sensitive with maximum length is 45
characters.
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certificate generate-csr

Generate a certificate signing request (CSR) and store it in a file.
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certificate generate-keypair

Syntax
e certificate generate-csr

e certificate generate-csr relaxed

Command Parameters

relaxed Uses relaxed-mode CSR generation for less restrictive consistency checks and subject
alternative name inclusion in the CSR.

Default

None

Command Mode

Global Configuration

Usage Guidelines

To use relaxed mode, you must configure at least one certificate subject common name on the
switch.

certificate generate-keypair

Generate the private and public key pair for the specific cryptography type.
Syntax

 certificate generate-keypair type rsa size <2048>
*» default certificate generate-keypair

e no certificate generate-keypair

Command Parameters

size 2048 Specifies the size or modulus of key-pair to be generated. The value should be 2048.
typersa  Specifies type of cryptography algorithm used to generate the key-pair.
Default

None
Command Mode
Global Configuration
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certificate install-file

Install certification authority (CA), root CA, or subject certificates, or a Certificate Revocation List
(CRL) file obtained offline from the CA.

Syntax
*» certificate install-file offline-ca-filename WORD<1-80>
e certificate install-file offline-crl-filename WORD<1-80>
» certificate install-file offline-root-ca-filename WORD<1-80>
» certificate install-file offline-subject-filename WORD<1-80>
e certificate install-file offline-subject-filename WORD<1-80> relaxed

» certificate install-file offline-subject-filename WORD<1-80> relaxed
pkcsl2-password WORD<1-128>

e no certificate install-file offline-ca-filename WORD<1-80>
e no certificate install-file offline-crl-filename WORD<1-80>
e no certificate install-file offline-root-ca-filename WORD<1-80>

e no certificate install-file offline-subject-filename WORD<1-80>

Command Parameters

offline-ca-filename Specifies the CA file name obtained from the CA.
WORD<1-80>

offline-crl-filename Specifies the CRL file obtained from the CA.
WORD<1-80>

offline-root-ca-filename Specifies the root CA file name obtained from the CA.
WORD<1-80>

offline-subject-filename Specifies the subject certificate file name obtained from the CA.
WORD<1-80>

relaxed pkcs12-password Uses the relaxed mode for offline subject certificate installation for
WORD<1-128> less restrictive consistency checks.

You can also install a PKCS12 format certificate and secret key in
relaxed mode. WORD<1-128> is the password to extract the
PKCS12 container. If you do not include this parameter, the
supported format is Distinguished Encoding Rules (DER).

Default

None

Command Mode

Global Configuration
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certificate subject

Configure the device subject parameters to identify the device, such as the name, Email ID,
company, department, and location.

Syntax

e certificate subject common-name WORD<0-64>

» certificate subject country WORD<0-128>

e certificate subject e-mail WORD<0-254>

» certificate subject locality WORD<0-128>

e certificate subject organization WORD<0-64>

e certificate subject province WORD<0-128>

e certificate subject unit WORD<0-64>

e default certificate subject

* no

* no

* no

* no

°* no

* no

* no

* no

certificate
certificate
certificate
certificate
certificate
certificate
certificate

certificate

subject
subject
subject
subject
subject
subject
subject

subject

Command Parameters

common-name
WORD<0-64>

country WORD<2-2>

e-mail WORD<0-254>

common-name
country
e-mail
locality
organization
province

unit

Specifies the name of the subject sending the Certificate Signing
Request to the Certificate Authority.

Specifies the country of the subject sending the Certificate Signing
Request to the Certificate Authority.

Specifies the Email address of the subject sending the Certificate

locality WORD<0-128>

organization
WORD<0-64>

province
WORD<0-128>

October 2020

Signing Request to the Certificate Authority.

Specifies the locality of the subject sending the Certificate Signing
Request to the Certificate Authority.

Specifies the organization of the subject sending the Certificate
Signing Request to the Certificate Authority.

Specifies the province of the subject sending the Certificate Signing
Request to the Certificate Authority.
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Global Configuration

unit WORD<0-64> Specifies the organizational unit of the subject sending the Certificate
Signing Request to the Certificate Authority.

Default

None

Command Mode
Global Configuration

certificate subject-alternative-name

Use a subject alternative name to associate values like an email address, an IP address, or a fully
qualified domain name (FQDN) with a security certificate.

Syntax
e certificate subject-alternative-name dns WORD<1-255>
e certificate subject-alternative-name e-mail WORD<1-255>
» certificate subject-alternative-name ip WORD<1-255>
e default certificate subject-alternative-name
e no certificate subject-alternative-name
e no certificate subject-alternative-name dns WORD<1-255>
e no certificate subject-alternative-name e-mail WORD<1-255>
e no certificate subject-alternative-name ip WORD<1-255>

Command Parameters

dns WORD<1-255> Specifies the FQDN to add as a subject alternative name.
e-mail WORD<1-255>  Specifies the e-mail address to add as a subject alternative name.

ip WORD<1-255> Specifies the IP address to add as a subject alternative name.

Default
By default, subject alternative names are not configured.

Command Mode
Global Configuration
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cfm cmac enable

Enables CFM for C-VLANSs, which creates the MD, MA, and MEP, and then associate the MEP and
MIP level to C-VLANS.

Syntax

e cfm cmac enable

e no cfm cmac enable
Default
The default is disabled
Command Mode
Global Configuration

cfm cmac level <0-7>

Configures the maintenance level for the MEP and MIP associated with C-VLANSs.

Syntax

e cfm cmac level <0-7>

e default cfm cmac level

Command Parameters

<0-7> Specifies the global C-MAC CFM maintenance level for the chassis within the range of 0
to7.

Default

The default is 4.
Command Mode
Global Configuration

cfm cmac mepid <1-8191>

Assigns a global MEP ID for all CFM CMAC MEPs.

Syntax
e cfm cmac mepid <1-8191>

* default cfm cmac mepid
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Command Parameters

<1-8191> Specifies the global MEP ID within the range of 1 to 8191.

Default

The default is 1.
Command Mode
Global Configuration

cfm maintenance-association

Create the Connectivity Fault Management (CFM) Maintenance-Association (MA).

Syntax
e cfm maintenance-association WORD<1-22> WORD<1-22>
e cfm maintenance-association WORD<1-22> WORD<1-22> index <1-2147483647>
e no cfm maintenance-association WORD<1-22> WORD<1-22>

Command Parameters

index <1-2147483647> Specifies a Maintenance-Association (MA) entry index.

WORD<1-22> Creates the Connectivity Fault Management (CFM) Maintenance-
Association (MA).

Default

The default is disabled.

Command Mode

Global Configuration

cfm maintenance-domain

Create the Connectivity Fault Management (CFM) Maintenance-Domain (MD).
Syntax

e cfm maintenance-domain WORD<1-22>

e cfm maintenance-domain WORD<1-22> index <1-2147483647>

e cfm maintenance-domain WORD<1-22> index <1-2147483647> maintenance-
level <0-7>
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« cfm maintenance-domain WORD<1-22> level <0-7>
e cfm maintenance-domain WORD<1-22> maintenance-level <0-7>

« cfm maintenance-domain WORD<1-22> maintenance-level <0-7> index
<1-2147483647>

e no cfm maintenance-domain WORD<1-22>

Command Parameters
index <1-2147483647> Specifies a Maintenance-Domain (MD) entry index.

level <0-7> Specifies the Maintenance-Domain (MD) level for an existing
Maintenance-Domain (MD).

maintenance-level <0-7> Specifies the Maintenance-Domain (MD) maintenance level when
creating the Maintenance-Domain (MD).

WORD<0-22> Specifies the Maintenance-Domain (MD) name.
WORD<0-22> Specifies the Maintenance-Association (MA) name.
Default

None

Command Mode
Global Configuration

cfm maintenance-endpoint

Create the Connectivity Fault Management (CFM) Maintenance-Endpoint (MEP).

Syntax
 cfm maintenance-endpoint WORD<1-22> WORD<1-22> <1-8191>
 cfm maintenance-endpoint WORD<1-22> WORD<1-22> <1-8191> enable
 cfm maintenance-endpoint WORD<1-22> WORD<1-22> <1-8191> state enable
e no cfm maintenance-endpoint WORD<1-22> WORD<1-22> <1-8191>
* no cfm maintenance-endpoint WORD<1-22> WORD<1-22> <1-8191> enable

Command Parameters
<1-8191> Specifies the Maintenance Endpoint (MEP) ID.

enable Enables an existing Maintenance Endpoint (MEP). Use this parameter with the no
option to disable an existing MEP.
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state enable  Enables the Maintenance Endpoint (MEP) when creating the MEP. Use the no
option to disable the Maintenance Endpoint.

WORD<1-22> Specifies the Maintenance-Domain (MD) name.

WORD<1-22> Specifies the Maintenance-Association (MA) name.

Default

None

Command Mode
Global Configuration

cfm spbm enable

Enables CFM for B-VLANSs, which creates the MD, MA, and MEP, and then associate the MEP and
MIP level to B-VLANSs.

Syntax

e cfm spbm enable
e no cfm spbm enable

Default

The default is disabled.
Command Mode
Global Configuration

cfm spbm level
Configures the maintenance level for every CFM SPBM MEP and MIP level on all SPBM VLANSs.

Syntax
e cfm spbm level <0-7>
*» default cfm spbm level

Command Parameters

<0-7> Specifies the maintenance level for every CFM SPBM MEP and MIP level on all SPBM
VLANSs. The default is 4.

Default
The default is 4.
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Command Mode
Global Configuration

cfm spbm mepid

Assigns a global MEP ID for all CFM SPBM MEPs.
Syntax

e cfm spbm mepid <1-8191>

*» default cfm spbm mepid

Command Parameters
<1-8191>  Specifies the global MEP ID for all CFM SPBM MEPs. The default is 1.

Default

The default is 1.
Command Mode
Global Configuration

clear ipv6 fhs snooping

Clears all SBT entries or a particular dynamic SBT entry.
Syntax

* clear ipvé fhs snooping

e clear ipv6é fhs snooping vlan <1-4059>

e clear ipv6 fhs snooping vlan <1-4059> ipv6-address WORD<0-46>
Command Parameters

ipv6-address Clears a specific snooping entry based on its IPv6 address.
WORD<0-46>

vlan <7-4059> Clears snooping entries by VLAN.

Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to
4059 are configurable and the system reserves VLAN IDs 4060 to 4094 for
internal use. On switches that support the vrf-scaling and spbm-config-mode
boot configuration flags, if you enable these flags, the system also reserves
VLAN IDs 3500 to 3998. VLAN ID 1 is the default VLAN and you cannot
create or delete VLAN ID 1.
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Default

None

Command Mode
Global Configuration

clear ipv6 fhs statistics dhcp-guard

Clears the DHCP-guard statistics.

Syntax

» clear ipv6 fhs statistics dhcp-guard {slot/port[/sub-port][-slot/
port[/sub-port]][,...1}

Command Parameters

{slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and port

port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and

port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and

port]] [,...]} the port is channelized, you must also specify the sub-port in the format slot/
port/sub-port.

Default

None

Command Mode
Global Configuration

clear ipv6 fhs statistics nd-inspection
Clear the Neighbor Discovery inspection statistics on either a single port or a set of ports or all ports.
Syntax

e clear ipv6 fhs statistics nd-inspection

» clear ipv6 fhs statistics nd-inspection {slot/port[/sub-port][-slot/
port[/sub-port]][,...1}

Command Parameters

{slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and port
port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and
port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and

port]] [....]}
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the port is channelized, you must also specify the sub-port in the format slot/
port/sub-port.

Default

None

Command Mode

Global Configuration

clear ipv6 fhs statistics ra-guard

Clears the RA-guard statistics.

Syntax

* clear ipvé fhs statistics ra-guard {slot/port[/sub-port][-slot/port[/
sub-port]][,...]1}

Command Parameters

{slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and port

port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and

port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and

port]] [....]} the port is channelized, you must also specify the sub-port in the format slot/
port/sub-port.

Default

None

Command Mode
Global Configuration

cli password

Configure new passwords for each access level, or change the logon or password for the different
access levels of the switch. After you receive the switch, use default passwords to initially access
CLLI. If you use Simple Network Management Protocol version 3 (SNMPv3), you can change
encrypted passwords.

Syntax
* cli password WORD<1-20> layerl
* cli password WORD<1-20> layer2
* cli password WORD<1-20> layer3
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* cli password WORD<1-20> read-only
* cli password WORD<1-20> read-write
e cli password WORD<1-20> read-write-all

Command Parameters

<layer1|layer2|layer3|read- Changes the password for the specific access level.

only|read-write|read-write- The read-only default logon is ro and the default password is ro.

all>
* The Layer 1 read/write logon is 11 and the default password is I1.
» The Layer 2 read/write logon is 12 and the default password is 12.
* The Layer 3 read/write logon is 13 and the default password is 13.
* The read/write logon is rw and the default password is rw.
 The read/write/all logon is rwa and the default password is rwa.

WORD<1-20> Specifies the user login name.

Default

None

Command Mode
Global Configuration

cli timeout

Configure the idle timeout period before automatic logoff for CLI and Telnet sessions.

Syntax
e cli timeout <30-65535>

e default cli timeout

Command Parameters

<30-65535> Configures the timeout value, in seconds, to wait for a Telnet or CLI login session
before terminating the connection.

Default

The default is 900 seconds.
Command Mode

Global Configuration
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clilog

Use CLI logging to track all CLI commands executed and for fault management purposes. CLI
commands are logged to the system log file as CLILOG module.

Syntax
* clilog enable
e clilog maxfilesize <64-256000>
* clilog syslog-host enable
* default clilog
e default clilog enable
*» default clilog maxfilesize
e default clilog syslog-host enable
* no clilog enable
*no clilog syslog-host enable
Default
The default is disabled.
Command Mode
Global Configuration

clock time-zone

Configure the time zone to use an internal system clock to maintain accurate time. The time zone
data in Linux includes daylight changes for all time zones from 1901 to 2038. You do not need to
configure daylight saving time.

Syntax
* clock time-zone
e clock time-zone WORD<1-10> [WORD<1-20>] [WORD<1-20> ]
*» default clock time-zone
e no clock time-zone

Command Parameters
WORD<1-10>  Specifies a directory name or a time zone name in /usr/share/zoneinfo, for

example, Africa, Australia, Antarctica, or US. To see a list of options, enter clock
time-zone at the command prompt without variables.
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WORD<1-20>
WORD<1-20>

Default
The default is Coordinated Universal Time (UTC).
Command Mode

The first instance of WORD<1-20> is the area within the timezone. The value
represents a time zone data file in /usr/share/zoneinfo/WORD<1-10>/ , for
example, Shanghai in Asia.

The second instance of WORD<1-20>is the subarea. The value represents a
time zone data file in /usr/share/zoneinfo/WORD<1-10>/WORD<1-20>/, for
example, Vevay in America/Indiana.

To see a list of options, enter clock time-zone at the command prompt without
variables.

Global Configuration

debug ip pim

Configures debug commands for pim messages globally.

Syntax

debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug
debug

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

pim assert

pim bstrap

pim group {A.B.C.D}
pim hello

pPim join-prune
pim pimdbglog

pim pimdbgtrace
pim rcv-dbg-trace
pim register

pim regstop

pim rp-adv

pim send-dbg-trace

pim source {A.B.C.D}

Command Parameters

assert Set assert debug trace to true.

bstrap Set bstrap trace to true.

group {A.B.C.D} Set group value to specific multicast group value.
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hello Set hello debug trace to true.
join-prune Set joinprune debug trace to true.
pimdbglog Set pim debug log to true.
pimdbgtrace Set pim debug trace to true.
rcv-dbg-trace Set rcv debug trace to true.

register Set register debug trace to true.
regstop Set register stop debug trace to true.
rp-adv Set rp-adv debug trace to true.
send-dbg-trace Set send trace to true.

source {A.B.C.D} Set source value to specific source ip-addr.
Default

None

Command Mode
Global Configuration

dvr apply redistribute direct

Applies the configuration of DvR route redistribution for direct routes.

Syntax
e dvr apply redistribute direct
e dvr apply redistribute direct vrf WORD<1-16>

Command Parameters

none Applies DvR route redistribution configuration of direct routes on the GRT.

vrf WORD<1-16> Applies DvR route redistribution configuration of direct routes for the specified
VREF.

Default

none

Command Mode
Global Configuration
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dvr apply redistribute static

Applies the configuration of DvR route redistribution for static routes.

Syntax
« dvr apply redistribute static
e dvr apply redistribute static vrf WORD<1-16>

Command Parameters
none Applies DVR route redistribution configuration of static routes on the GRT.

vrif WORD<1-16> Applies DvR route redistribution configuration of static routes for the specified
VRF.

Default

none

Command Mode
Global Configuration

dvr controller

Configures a switch as the DvR Controller of a DVR domain, whose domain ID you specify.
Configuring a switch as the Controller enables DvR globally on the node.

Syntax
e default dvr controller inject-default-route-disable
e dvr controller <1-255>
e dvr controller inject-default-route-disable
* no dvr controller

e no dvr controller inject-default-route-disable

Command Parameters

<1-255> Configures a switch as the DvR Controller of a DvR domain, whose domain ID you
specify. Configuring a switch as the Controller enables DvR globally on the node.

Default

none

Command Mode
Global Configuration
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dvr controller <1-255> inject-default-route-disable

Disables injection of default routes for the GRT on the DvR Controller.

Syntax
e default dvr controller <1-255> inject-default-route-disable
e dvr controller <1-255> inject-default-route-disable

Default

The default is enable

Command Mode

Global Configuration

dvr leaf

Configures a switch as the DvR Leaf in a DvR domain, whose domain ID you specify. Configuring a
switch as the DvR Leaf enables DvR globally on the node.

Syntax
e dvr leaf <1-255>

e no dvr leaf

Command Parameters

<1-255> Configures a switch as the DvR Leaf in a DvR domain, whose domain ID you specify.
Configuring a switch as the DvR Leaf enables DvR globally on the node.

Default

none

Command Mode
Global Configuration

dvr leaf <1-255> virtual-ist {A.B.C.D/X} {A.B.C.D} peer-ip
{A.B.C.D} cluster-id <1-1000>

Configures vIST on a DvR Leaf node pair. When you configure vIST on a DvR Leaf node pair, the
switch generates an |-SID from the configured cluster ID. This I-SID is unique across the SPB
network as long as the cluster ID is unique across the SPB network, for the vIST pair.
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You can configure only one instance of vIST on the Leaf node pair. To configure vIST, both nodes
must be Leaf nodes. You cannot configure vIST, for example, on a Controller-Leaf node pair. Also
both the nodes must belong to the same DvR domain.

vIST configuration over Leaf nodes in different domains is not supported.

Syntax

e« dvr leaf <1-255> virtual-ist {A.B.C.D/X} {A.B.C.D} peer-ip {A.B.C.D}
cluster-id <1-1000>

Command Parameters

none Configures vIST on a DvR Leaf node pair
Default

none

Command Mode
Global Configuration

dvr leaf <1-255> virtual-ist {A.B.C.D} {A.B.C.D} peer-ip
{A.B.C.D} cluster-id <1-1000>

Configures vIST on a DvR Leaf node pair. When you configure vIST on a DvR Leaf node pair, the
switch generates an |-SID from the configured cluster ID. This I-SID is unique across the SPB
network as long as the cluster ID is unique across the SPB network, for the vIST pair.

You can configure only one instance of vIST on the Leaf node pair. To configure vIST, both nodes
must be Leaf nodes. You cannot configure vIST, for example, on a Controller-Leaf node pair. Also
both the nodes must belong to the same DvR domain.

vIST configuration over Leaf nodes in different domains is not supported.

Syntax

e dvr leaf <1-255> virtual-ist {A.B.C.D} {A.B.C.D} peer-ip {A.B.C.D}
cluster-id <1-1000>

Command Parameters

none Configures vIST on a DvR Leaf node pair
Default
none

Command Mode
Global Configuration
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dvr redistribute direct

Enables route redistribution of direct routes on the GRT. The route type is internal.

Syntax
e dvr redistribute direct enable
e dvr redistribute direct metric <0-65535>
» dvr redistribute direct route-map

Command Parameters

enable Enables route redistribution of direct routes on the GRT. The route type is
internal.

metric <0-65535> Configures the route redistribution metric for direct routes on the GRT.

route-map Configures the route policy for route redistribution of direct routes, on the
GRT.

Default

The default is disable

Command Mode

Global Configuration

dvr redistribute static

Enables route redistribution of static routes on the GRT. The route type is internal.

Syntax
e dvr redistribute static enable
e dvr redistribute static metric <0-65535>
e dvr redistribute static route-map

Command Parameters

enable Enables route redistribution of static routes on the GRT. The route type is
external.

metric <0-65535> Configures the route redistribution metric for static routes on the GRT.

route-map Configures the route policy for route redistribution of static routes, on the
GRT.

Default
The default is disable
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Command Mode

Global Configuration

eapol enable

Configure Extensible Authentication Protocol (EAPoL) on the switch.

Syntax

e default eapol enable

* eapol enable

e no eapol enable

Default
None

Command Mode

Global Configuration

eapol multihost non-eap-pwd-fmt

Configure the RADIUS password format for non-eap authentication for a radius server.

Syntax

default eapol multihost non-eap-pwd-fmt
eapol multihost non-eap-pwd-fmt

eapol multihost non-eap-pwd-fmt ip-addr
eapol multihost non-eap-pwd-fmt keystring
eapol multihost non-eap-pwd-fmt mac-addr
eapol multihost non-eap-pwd-fmt padding
eapol multihost non-eap-pwd-fmt port-number

Command Parameters

ip-addr Management ip-address of the switch.
key WORD<1-32> Key string used in password format.
mac-addr MAC address of the client.
padding A dot(.) is used as delimiter.
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end

port-number Ifindex of the port on which MAC is received.

Default

None

Command Mode
Global Configuration

end

Use this command to return to the Privileged EXEC mode from Global Configuration mode or
higher.

Syntax
« end
Default
None
Command Mode
Global Configuration

endpoint-tracking auto-isid-offset

Configure an I-SID offset value, and globally enable I-SID offset for the Endpoint Tracking feature.
The I-SID offset value is used to calculate an I-SID value for a switched UNI if no I-SID value is
provided by the RADIUS server. In that case, the I-SID value is calculated as follows: I-SID = VLAN
ID + configured |-SID offset value.

Syntax
» default endpoint-tracking auto-isid-offset
 endpoint-tracking auto-isid-offset <0-15995903>
 endpoint-tracking auto-isid-offset enable

e no endpoint-tracking auto-isid-offset enable

Command Parameters

<0-15995903> Specifies the I-SID offset value used to calculate an I-SID value if no I-SID value
is provided by the RADIUS server.

enable Enables I-SID offset globally on the switch.
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Default

The default status is disabled, and the default I-SID offset value is 15990000.
Command Mode

Global Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

Configure the I-SID offset value first, and then enable I-SID offset globally on the switch.

If you have previously enabled Endpoint Tracking globally and want to change the currently
configured I-SID offset value, you must disable Endpoint Tracking globally, change the I-SID value,
and then re-enable Endpoint Tracking globally.

endpoint-tracking enable (global)

Enable or disable Endpoint Tracking globally on a switch.
Syntax
 endpoint-tracking enable
e no endpoint-tracking enable
Default
Disabled
Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

endpoint-tracking visibility-mode
Enable or disable visibility mode for Endpoint Tracking.

Syntax
» default endpoint-tracking visibility-mode
* endpoint-tracking visibility-mode

* no endpoint-tracking visibility-mode
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Default

energy-saver (global)

The default is disabled.

Command Mode

Global Configuration

Usage Guidelines

This command does not apply to all hardware platforms. For more information about feature
support, see VOSS Feature Support Matrix.

energy-saver (global)

Configures the Energy Saver feature on the switch.

Syntax

e default energy-saver efficiency-mode

» default energy-saver enable

» default energy-saver poe-power-saving

 energy-saver efficiency-mode

* energy-saver enable

e energy-saver poe-power-saving

* no energy-saver efficiency-mode

* no energy-saver enable

* No energy-saver poe-power-saving

Command Parameters

efficiency-mode

enable

poe-power-
saving

Default
Disabled

October 2020

Enables efficiency mode on the switch.

« Efficiency mode enables Energy Saver globally and on all ports; it also
enables PoE power saving.

« Efficiency mode creates a weekday schedule that starts at 6:00 p.m. and
ends at 7:30 a.m.

» During the weekend Energy Saver is always activated.
Enables Energy Saver on the switch.

Enables PoE power savings on the switch.
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Global Configuration

Command Mode
Global Configuration

energy-saver schedule

Configures a scheduled time interval during which the switch will operate in low power state.

Syntax

e default energy-saver schedule {friday | monday | saturday | sunday |
thursday | tuesday | wednesday | weekday | weekend} <hhmm>

» energy-saver schedule {friday | monday | saturday | sunday | thursday
| tuesday | wednesday | weekday | weekend} <hhmm> activate

» energy-saver schedule {friday | monday | saturday | sunday | thursday
| tuesday | wednesday | weekday | weekend} <hhmm> deactivate

e no energy-saver schedule {friday | monday | saturday | sunday |
thursday | tuesday | wednesday | weekday | weekend} <hhmm>

Command Parameters

{friday | monday | saturday | sunday Specifies the day(s) to enable Energy Saver feature on
|[thursday | tuesday | wednesday | the switch.
weekday | weekend}

<hhmm> Specifies the hour and minutes to enable Energy Saver
feature on the switch.

activate Activates the scheduled event.
deactivate Deactivates the scheduled event.
Default

Disabled

Command Mode
Global Configuration

fa assignment-timeout

Configure the Fabric Attach assignment time-out in seconds.

Syntax

» default fa assignment-timeout
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« fa assignment-timeout <30-480>

Command Parameters

<30-480> Specifies the Fabric Attach assignment timeout in seconds. The default value is 240
seconds.

Default

None

Command Mode
Global Configuration

fa discovery-timeout

Configure the Fabric Attach discovery time-out in seconds.
Syntax
e default fa fa discovery-timeout

 fa discovery-timeout <30-480>

Command Parameters

<30-480> Specifies the Fabric Attach discovery timeout in seconds. The default value is 240
seconds.

Default

None

Command Mode

Global Configuration

fa enable

Enable Fabric Attach globally.

Syntax
« fa enable

e no fa enable

Default
None
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fa zero-touch-client

Configure Fabric Attach zero touch for client.

Syntax

- fa zero-touch-client standard <camera|ona-sdn|ona-spb-over-ip|phone|
router | security-device|srvr-endpt|switch|video|virtual-switch|wap-

typel |wap-type2> i-sid <1-15999999>

- fa
- fa
- fa
- fa
- fa
« fa
- fa
- fa
- fa
- fa
- fa
- fa
* no
* no
* no
* no
* no
* no
* no
e no
* no
* no
* no

°* no

October 2020

zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client

zero-touch-client

fa zero-touch-client standard

fa zero-touch-client standard

standard
standard
standard
standard
standard
standard
standard
standard
standard
standard
standard

standard

camera i-sid <1-15999999>

ona-sdn i-sid <1-15999999>
ona-spb-over-ip i-sid <1-15999999>
phone i-sid <1-15999999>

router i-sid <1-15999999>
security-device i-sid <1-15999999>
srvr-endpt i-sid <1-15999999>
switch i-sid <1-15999999>

video i-sid <1-15999999>
virtual-switch i-sid <1-15999999>
wap-typel i-sid <1-15999999>
wap-type2 i-sid <1-15999999>
camera i-sid <1-15999999>
ona-sdn i-sid <1-15999999>

fa
fa
fa
fa
fa
fa
fa
fa
fa
fa

zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client
zero-touch-client

zero-touch-client

standard
standard
standard
standard
standard
standard
standard
standard
standard

standard

ona-spb-over-ip i-sid <1-15999999>
phone i-sid <1-15999999>

router i-sid <1-15999999>
security-device i-sid <1-15999999>
srvr-endpt i-sid <1-15999999>
switch i-sid <1-15999999>

video i-sid <1-15999999>
virtual-switch i-sid <1-15999999>
wap-typel i-sid <1-15999999>
wap-type2 i-sid <1-15999999>
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Command Parameters

camera Specifies the cliet type as IP Camera.

i-sid <1-15999999> Specifies the Client I-SID for I-SID/VLAN binding generation.

ona-sdn Specifies the cliet type as ONA (SDN).
ona-spb-over-ip Specifies the cliet type as ONA (SpbOilp).
phone Specifies the cliet type as IP Phone.

router Specifies the cliet type as Router.
security-device Specifies the cliet type as Security Device.
srvr-endpt Specifies the cliet type as Server Endpoint.
standard Specifies the Standard (pre-defined) client type.
switch Specifies the cliet type as Switch.

video Specifies the cliet type as IP Video.
virtual-switch Specifies the cliet type as Virtual Switch.
wap-type1 Specifies the cliet type as Wireless AP (Type 1).
wap-type2 Specifies the cliet type as Wireless AP (Type 2).
Default

The default value is enable.
Command Mode
Global Configuration

filter acl

Use an access control list (ACL) to specify an ordered list of ACEs, or filter rules.
Syntax

e default filter acl <acl-id>

e default filter acl <acl-id> enable

e default filter acl <acl-id> name

e« filter acl <acl-id> enable
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e filter acl <acl-id> name WORD<0-32>

e filter acl <acl-id> type <inVlan | inPort | outPort |inVsn>

« filter acl <acl-id> type <inVlan | inPort | outPort |inVsn> name

WORD<0-32>

« filter acl <acl-id> type <inVlan | inPort | outPort |inVsn> pktType

ipvé

e filter acl <acl-id> type inVsn matchType <both | terminatingNNIOnly

uniOnly>

« filter acl <acl-id> type inVsn matchType <both | terminatingNNIOnly

uniOnly> pkType ipv6

eno filter acl <acl-id>

eno filter acl <acl-id> enable

Command Parameters
<acl-id>

matchType <both |
terminatingNNIOnly | uniOnly>
name WORD<0-32>

pktType ipv6

type <inVlan|inPort|outPort|
inVsn>

Default

None

Command Mode
Global Configuration

Specifies the ACL ID. Use the CLI Help to see the available
range for the switch.

For inVsn ACL types, specifies the type of port to associate
with the ACL.

Specifies an optional descriptive name for the ACL.
Specifies the packet type as IPv6.

Specifies the access control list (ACL) type. The values

inVlan, inPort, and inVsn are ingress ACLs, and outPort is an

egress ACL.

filter acl ace

Use an access control entry (ACE) to define a packet pattern and the desired behavior for packets

that carry the pattern.

Syntax

e default filter acl ace <acl-id> <ace-id>

e default filter acl ace <acl-id> <ace-id> enable
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default filter acl ace <acl-id> <ace-id> name

e filter acl ace <acl-id> <ace-id>

« filter acl ace <acl-id> <ace-id> enable

« filter acl ace <acl-id> <ace-id> name WORD<1-32>
e no filter acl ace <acl-id> <ace-id>

e no filter acl ace <acl-id> <ace-id> enable

Command Parameters

filter acl ace action

<ace-id> Specifies the ACE ID. Different hardware platforms support different ACE ID
ranges. Use the CLI Help to see the available range for the switch.

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range for the
switch.

enable Enables an access control entry (ACE) within an access control list (ACL).

After you enable an ACE, to make changes, first disable it.

name Specifies an optional descriptive name for the access control entry (ACE)
WORD<1-32> that uses 1-32 characters.

Default

None

Command Mode
Global Configuration

filter acl ace action

Configure the access control entry (ACE) action mode as deny or permit.

Syntax

e default filter acl ace action <acl-id> <ace-id> {
internal-qgos

e default filter acl ace action <acl-id> <ace-id> {
monitor-dst-mlt

e default filter acl ace action <acl-id> <ace-id> {
monitor-dst-mlt count

e default filter acl ace action <acl-id> <ace-id> {
monitor-dst-mlt count redirect-next-hop

e default filter acl ace action <acl-id> <ace-id> {
monitor-dst-mlt redirect-next-hop

e default filter acl ace action <acl-id> <ace-id> {
monitor-dst-mlt redirect-next-hop unreachable

permit

permit

permit

permit

permit

permit
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default filter acl ace action <acl-id> <ace-id> { permit

monitor-dst-ports

default filter acl ace action <acl-id> <ace-id> { permit

redirect-next-hop

default filter acl ace action <acl-id> <ace-id> { permit

remark-dotlp

default filter acl ace action <acl-id> <ace-id> { permit

remark-dscp

default filter acl ace action <acl-id> <ace-id> { permit

default filter acl ace action <acl-id> <ace-id> { permit

count

filter acl ace action <acl-id> <ace-id> { permit | deny }
filter acl ace action <acl-id> <ace-id> { permit | deny }

filter acl ace action <acl-id> <ace-id> { permit | deny }

<0-7>
filter acl ace action <acl-id> <ace-id> { permit | deny }
mlt <1-512>

« filter acl ace action <acl-id> <ace-id> { permit | deny }
ports {slot/port[/sub-port] [-slot/port[/sub-port]][,...]}

e filter acl ace action <acl-id> <ace-id> { permit | deny }
next-hop WORD<1-45>

« filter acl ace action <acl-id> <ace-id> { permit | deny }
<0-7>

e filter acl ace action <acl-id> <ace-id> { permit | deny }

<0-256

e filter acl ace action <acl-id> <ace-id> { permit

deny }

deny }

deny }

deny }

deny }
deny }

count

internal-qgos

monitor-dst-

monitor-dst-

redirect-

remark-dotlp

remark-dscp

deny } redirect-

next-hop WORD<1-45> [count | unreachable | vrf {WORD <1-16>}]

filter acl ace action <acl-id> <ace-id> { permit | deny } redirect-

next-hop WORD<1-45> unreachable { permit | deny }

filter acl ace action <acl-id> <ace-id> { permit | deny } redirect-

next-hop WORD<1-45> unreachable { permit | deny } count

filter acl ace action <acl-id> <ace-id> { permit | deny } redirect-

next-hop WORD<1-45> vrf WORD <1-16> unreachable { permit

deny }

filter acl ace action <acl-id> <ace-id> { permit | deny } redirect-
next-hop WORD<1-45> vrf WORD <1-16> unreachable { permit |

count

deny }

no filter acl ace action <acl-id> <ace-id> { permit | deny }

no filter acl ace action <acl-id> <ace-id> { permit | deny } count

no filter acl ace action <acl-id> <ace-id> { permit | deny } internal-

gos
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filter acl ace action

*no filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-mlt

e no filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-mlt count

e no filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-mlt count [log [redirect-next-hop]]

eno filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-mlt count redirect-next-hop

eno filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-mlt log

*no filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-mlt log redirect-next-hop

*no filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-mlt redirect-next-hop

e no filter acl ace action <acl-id> <ace-id> { permit | deny } monitor-
dst-ports

eno filter acl ace action <acl-id> <ace-id> { permit | deny } remark-
dscp

eno filter acl ace action <acl-id> <ace-id> { permit | deny } redirect-
next-hop

eno filter acl ace action <acl-id> <ace-id> { permit | deny } remark-
dotlp

Command Parameters

<ace-id> Specifies the ACE ID. Different hardware platforms support different ACE
ID ranges. Use the CLI Help to see the available range for the switch.

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range for the
switch.

<permit|deny> Configures the action mode for security access control entries (ACEs).

Each ACE has a mode of permit or deny the matched traffic. You can use
filters to configure metering of permitted traffic.

° Note:

For each Security ACE, you must define one or more actions as well
as the associated action mode (permit or deny). Otherwise, the
security ACE cannot be enabled. There is no default configuration for
Security ACEs.

With QoS ACEs, the action mode is not configurable. QoS ACEs are
always set to action mode permit.
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count

internal-qos

monitor-dst-mlt
<1-512>

monitor-dst-ports
{slot/port[/sub-
port] [-slot/port[/
sub-port]] [....]J}

redirect-next-hop
WORD<1-15>

vrf WORD<1-16>

remark-dot1p
<0-7>

remark-dscp
<0-63>

October 2020

Enables the ability to count matching packets. Use this parameter with
either a security or QoS access control entry (ACE). The default is
disabled.

Configures the Quality of Service (QoS) level. The default value is 1.

Configures mirroring to a destination MLT group. This action is a security
action.

Configures mirroring to a destination port or ports. This action is a security
action.

Identifies the slot and port in one of the following formats: a single slot and
port (slot/port), a range of slots and ports (slot/port-slot/port), or a series of
slots and ports (slot/port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also specify the sub-
port in the format slot/port/sub-port.

Specifies the next-hop IP address for redirect mode (a.b.c.d). This action is
a security action.

Applies a VRF name to the redirect next hop IP address.

Specifies the new 802.1 priority bit for matching packets: zero, one, two,
three, four, five, six, or seven. This action is a QoS action.
Specifies the new Per-Hop Behavior (PHB) for matching packets:
* phbcs0

* phbcs1

* phbaf11

* phbaf12

* phbaf13

* phbcs2

* phbaf21

* phbaf22

* phbaf23

* phbcs3

* phbaf31

* phbaf32

* phbaf33

* phbcs4

* phbaf41

* phbaf42
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* phbaf43

* phbcs5

* phbef

* phbcs6

* phbcs7

This action is a QoS action.

Default

The default to configure ACE actions to meter flows after a packet matches an ACE is disabled.
Command Mode

Global Configuration

Usage Guidelines

DEMO FEATURE - Policy Based Routing (Redirect Next Hop) per VRF is a demonstration feature
on some products. Demonstration features are provided for testing purposes. Demonstration
features are for lab use only and are not for use in a production environment. For more information
on feature support, see VOSS Feature Support Matrix.

filter acl ace arp

Use access control entry (ACE) ARP entries so that the filter looks for ARP requests or responses.
Syntax

*» default filter acl ace arp <acl-id> <ace-id>

« filter acl ace arp <acl-id> <ace-id> operation eq arprequest

« filter acl ace arp <acl-id> <ace-id> operation eq arpresponse

eno filter acl ace arp <acl-id> <ace-id>

*no filter acl ace arp <acl-id> <ace-id> operation

Command Parameters

<ace-id> Specifies the ACE ID. Different hardware platforms support different ACE
ID ranges. Use the CLI Help to see the available range for the switch.

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range for the
switch.

operation eq Specifies an ARP operation type of arpRequest or arpResponse. For

<arprequest| ARP, only one operator and attribute exist (eq and operation).

arpresponse>
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Global Config

Default
None

uration

Command Mode

Global Configuration

filter acl ace ethernet

Use Ethernet access control entries (ACESs) to filter on Ethernet parameters.

Syntax

e default filter

e« filter acl ace

e« filter acl ace
WORD<1-1024>

e« filter acl ace

e« filter acl ace

por

tl}

e filter acl ace

e« filter acl ace
WORD<1-1024>

e filter acl

e« filter acl

<0-

e filter acl

e filter acl

<0-
* no
* no
* no
* no
* no
* no

* no

OXFFF

0x7 |

filter
filter
filter
filter
filter
filter
filter

acl ace ethernet <acl-id> <ace-id>

Command Parameters

<ace-id>
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ethernet <acl-id> <ace-id> dst-mac eq WORD<1-1024>
ethernet <acl-id> <ace-id> dst-mac mask WORD<1-1024>
ethernet <acl-id> <ace-id> ether-type eq WORD<1-200>
ethernet <acl-id> <ace-id> port eq {slot/port[/sub-
ethernet <acl-id> <ace-id> src-mac eq WORD<1-1024>
ethernet <acl-id> <ace-id> src-mac mask WORD<1-1024>
ace ethernet <acl-id> <ace-id> vlan-id eq <1-4059>
ace ethernet <acl-id> <ace-id> vlan-id mask <1-4059>
0x0-0x0>
ace ethernet <acl-id> <ace-id> vlan-tag-prio eq <0-7>
ace ethernet <acl-id> <ace-id> vlan-tag-prio mask <0-7>
0x0-0x0>
acl ace ethernet <acl-id> <ace-id>
acl ace ethernet <acl-id> <ace-id> dst-mac
acl ace ethernet <acl-id> <ace-id> ether-type
acl ace ethernet <acl-id> <ace-id> port
acl ace ethernet <acl-id> <ace-id> src-mac
acl ace ethernet <acl-id> <ace-id> vlan-id
acl ace ethernet <acl-id> <ace-id> vlan-tag-prio

Specifies the ACE ID. Different hardware platforms support different ACE
ID ranges. Use the CLI Help to see the available range for the switch.
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<acl-id>
dst-mac <eq|mask>

WORD<1-1024>

ether-type <eq>
WORD<1-200>

port eq {slot/port[/
sub-port]}

src-mac <eq|mask>
WORD<1-1024>

vlan-id <eq|mask>
<1-4059>

October 2020

filter acl ace ethernet

Specifies the ACL ID. Use the CLI Help to see the available range for the
switch.

The <eqg|mask> parameter specifies an operator for a field match
condition.

The WORD<1-1024> parameter specifies a list of destination MAC
addresses separated by a comma or a range of MAC addresses
specified from low to high; for example, [AA:BB:CC:DD:EE:FF].

The <eqg> parameter specifies an operator for a field match condition:
equal to. The WORD<1-200> parameter specifies an ether-type name:

. ip
e arp

* ipx802dot3

* ipx802dot2

* ipxSnap

* ipxEthernet2

» appleTalk

» AppleTalk-Arp

» sna802dot2

* snaEthernet2

* netBios

* XNs

* vines

* rarp

» PPPoE-discovery

* PPPoE-session

Identifies a single slot and port. If the platform supports channelization

and the port is channelized, you must also specify the sub-port in the
format slot/port/sub-port.

The <eq|mask> parameter specifies an operator for a field match
condition: equal to.

The WORD<1-1024> parameter specifies a list of source MAC
addresses separated by separated by a comma, or a range of MAC
addresses specified from low to high; for example,
[AA:BB:CC:DD:EE:FF].

Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1
to 4059 are configurable and the system reserves VLAN IDs 4060 to
4094 for internal use. On switches that support the vrf-scaling and spbm-
config-mode boot configuration flags, if you enable these flags, the
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vlan-tag-prio <eq|

mask> <0-7>

Default

None

Command Mode

Global Configuration

system also reserves VLAN IDs 3500 to 3998. VLAN ID 1 is the default
VLAN and you cannot create or delete VLAN ID 1.

The <eqg|mask> parameter specifies an operator for a field match
condition. The <0-7> parameter specifies a VLAN tag priority from 0-7 or
undefined.

filter acl ace ip

Use IP access control entries (ACEs) to filter on the source IP address, destination IP address,
DiffServ Code Point (DSCP), protocol, IP options, and IP fragmentation parameters.

Syntax

default filter acl ace ip <acl-id> <ace-id>

filter
filter
filter
filter
filter
filter

acl
acl
acl
acl
acl

acl

ace

ace

ace

ace

ace

ace

anyFragment }

filter
filter
filter
filter
filter
filter

acl
acl
acl
acl
acl

acl

0x0-0x0>
filter acl ace ip <acl-id> <ace-id> dst-ip eq WORD <1-1024>

no filter

no filter

no filter

no filter
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ace

ace

ace

ace

ace

ace

ip
ip
ip
ip
ip
ip

ip
ip
ip
ip
ip
ip

acl ace

acl ace

acl ace

acl ace

<acl-id> <ace-id> dscp eq <0-63 | 0-63>

<acl-id> <ace-id> dst-ip eq {A.B.C.D}

<acl-id> <ace-id> dst-ip mask {A.B.C.D} <0-32>
<acl-id> <ace-id> dst-ip mask {A.B.C.D} {A.B.C.D}
<acl-id> <ace-id> dst-ip range {A.B.C.D} {A.B.C.D}
<acl-id> <ace-id> ip-frag-flag eq { noFragment |

<acl-id> <ace-id> ip-options any

<acl-id> <ace-id> ip-protocol-type eq WORD<1-256>
<acl-id> <ace-id> src-ip eq {A.B.C.D}

<acl-id> <ace-id> src-ip mask {A.B.C.D} <0-32>
<acl-id> <ace-id> src-ip mask {A.B.C.D} {A.B.C.D}
<acl-id> <ace-id> dscp mask <0-63 | 0-63> <0-0x40

ip <acl-id> <ace-id> dscp

ip <acl-id> <ace-id> dst-ip

ip <acl-id> <ace-id> ip-frag-flag
ip <acl-id> <ace-id> ip-options
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*no filter acl ace ip <acl-id> <ace-id> ip-protocol-type
eno filter acl ace ip <acl-id> <ace-id> src-ip

eno filter acl ace ip <acl-id> <ace-id>

Command Parameters

<ace-id> Specifies the ACE ID. Different hardware platforms support different
ACE ID ranges. Use the CLI Help to see the available range for the
switch.

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range for the
switch.

dscp <eq|mask> The <eqg|mask> parameter specifies an operator for a field match
WORD <0-256> condition. The equals to parameter specifies the PHB name or DSCP
value {0 to 256, where 256 => disable}, or:

* phbcs0
* phbcs1
* phbaf11
* phbaf12
* phbaf13
* phbcs2
* phbaf21
* phbaf22
* phbaf23
* phbcs3
* phbaf31
* phbaf32
* phbaf33
* phbcs4
* phbaf41
* phbaf42
* phbaf43
* phbcs5
* phbcs6
* phbef

* phbcs7

dst-ip <egq|mask> The <eqg|mask> parameter specifies an operator for a field match
WORD <1-1024> condition.
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The WORD<1-1024> parameter specifies the destination IP address list
in one of the following formats:

* ab.cd

* [W.X.y.z-p.q.r.s]
* [l.m.n.o/mask]
* [a.b.c.d/len]

ip-frag-flag eq The eq parameter specifies an operator for a field match condition: equal
<noFragment| to.
anyFragment> The ip-frag-flag parameter specifies a match option for IP fragments:

noFragment or anyFragment.
ip-options any Matches to an IP option. Any is the only option.

ip-protocol-type <eq> The <eq> parameter specifies an operator for a field match condition:
WORD <1-256> equal to.
The WORD<1-256> parameter specifies one or more |IP protocol types:

* (1-256)

* icmp

 tcp

* udp

* ipsecesp

* ipsecah

* ospf

e VITP

* undefined
src-ip <eq|mask> The <eqg|mask> parameter specifies an operator for a field match
WORD <1-1024> ggﬁc;iltié))n: equal to, not equal to, less than or equal to, greater than or

The WORD<1-1024> parameter specifies a source IP address list in one
of the following formats:

* a.b.cd

* [w.X.y.z-p.q.r.s]
¢ [Il.m.n.o/mask]
* [a.b.c.d/len]

Default

None

Command Mode
Global Configuration
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filter acl ace ipv6

Use access control entry (ACE) IPv6 entries to filter on IPv6 parameters.

Syntax

e filter acl ace ipv6 <acl-id> <ace-id> dst-ipv6 {eq | mask} WORD<0-255>
[WORD<0-255>]

« filter acl ace ipv6 <acl-id> <ace-id> nxt-hdr eq {fragment | hop-by-
hop | icmpvé | ipsecah | ipsecesp | noHdr | routing | tcp | udp |
undefined}

« filter acl ace ipv6 <acl-id> <ace-id> src-ipv6 {eq | mask} WORD<0-255>
[WORD<0-255>]

« filter acl ace ipv6 <acl-id> <ace-id> traffic-class eq <0-255>
eno filter acl ace ipvé6 <acl-id> <ace-id>

eno filter acl ace ipv6 <acl-id> <ace-id> dst-ipvé6

*no filter acl ace ipv6 <acl-id> <ace-id> nxt-hdr

eno filter acl ace ipv6 <acl-id> <ace-id> src-ipvé6

*no filter acl ace ipvé6 <acl-id> <ace-id> traffic-class

Command Parameters

<ace-id> Specifies the ACE ID. Different hardware platforms support
different ACE ID ranges. Use the CLI Help to see the available
range for the switch.

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range
for the switch.

dst-ipv6 {eq | mask} The <eqg|mask> parameter specifies an operator for a field match

WORD<0-255> condition.

The WORD<0-255> parameter specifies a list of destination IPv6
addresses separated by a comma, or a range of IPv6 addresses
specified from low to high; for example, [AA:BB:CC:DD:EE:FF].

nxt-hdr eq <fragment | hop- Specify next header of IP header.
by-hop | icmpv6 | ipsecah |

ipsecesp | noHdr | routing |

tcp | udp | undefined>

src-ipv6 {eq | mask} The <eqg|mask> parameter specifies an operator for a field match
WORD<0-255> condition: equal to.
The WORD<0-255> parameter specifies a list of source IPv6
addresses separated by a comma, or a range of IPv6 addresses
specified from low to high; for example, [AA:BB:CC:DD:EE:FF].

traffic-class eq <0-255> Specify traffic class attribute of IPv6 header.
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Default
None

Command Mode

Global Configuration

filter acl ace protocol

Use protocol access control entries (ACEs) to filter on the TCP source port, UDP source port, TCP
destination port, UDP destination port, ICMP message type, and TCP flags.

Syntax

default filter
filter acl ace

filter acl ace
<0x0-0xFFFF>

filter acl ace

filter acl ace
WORD<1-200>

filter acl ace
filter acl ace

filter acl ace
<0-0x3F | 0x0-

filter acl ace

acl ace protocol <acl-id> <ace-id>

protocol

protocol

protocol

protocol

protocol
protocol

protocol
0x0>

protocol

<acl-id>
<acl-id>

<acl-id>
<acl-id>

<acl-id>
<acl-id>
<acl-id>

<acl-id>

filter acl ace protocol <acl-id>

<0x0-0xFFFF>

<ace-id>

<ace-id>

<ace-id>
<ace-id>

<ace-id>
<ace-id>

<ace-id>

<ace-id>
<ace-id>

dst-port eq WORD<1-60>
dst-port mask WORD<1-60>

icmp-msg-type eq WORD<1-200>
icmpv6-msg-type eq

src-port eq <0-65535>
tcp-flags eq WORD<1-50>
tcp-flags mask WORD<1-50>

routing-type eq <0-2>
src-port mask <0-65535>

no

no

no

no

no

no

filter
filter
filter
filter
filter
filter

acl ace
acl ace
acl ace
acl ace
acl ace

acl ace

Command Parameters

<ace-id>

October 2020

protocol
protocol
protocol
protocol
protocol

protocol

<acl-id> <ace-id>
<acl-id> <ace-id> dst-port
<acl-id> <ace-id> icmp-msg-type
<acl-id> <ace-id> src-port
<acl-id> <ace-id> tcp-flags

<acl-id> <ace-id> routing-type

Specifies the ACE ID. Different hardware platforms support different
ACE ID ranges. Use the CLI Help to see the available range for the
switch.
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<acl-id>

dst-port <eq|mask>
WORD<1-60>

icmp-msg-type <eq>
WORD <1-200>

icmpv6-msg-type
<eq> WORD <1-200>

routing-type eq <0-2>

src-port <eq|mask>
WORD<1-65535>

tcp-flags <eq|mask>
WORD<1-50>

Default

None

Command Mode
Global Configuration
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filter acl ace protocol

Specifies the ACL ID. Use the CLI Help to see the available range for
the switch.

The <eqg|mask> parameter specifies an operator for a field match
condition: equal to.

The WORD<1-60> parameter specifies the destination port for the TCP
protocol: (0-65535), or {echo| ftpdata| ftpcontrol| ssh| telnet| dns| http|
bgp| hdot323| bootpServer| boorpClient| tftp| rip| rtp| rctp| undefined}.

Specifies the Internet Control Message Protocol (ICMP) message type
attribute of the protocol.

The <eqg> parameter specifies an operator for a field match condition:
equal to.

The WORD<1-200> parameter specifies one or more IP protocol types
(0-255), or {echoreply|destunreach| sourcequench| redirect| echo-
request| routeradv|routerselect| time-exceeded| param-problem|
timestamp-request|timestamp-reply| addressmask-request|
addressmask-reply| traceroute}.

Specifies the ICMPv6 message type attribute of the protocol.

The <eq> parameter specifies an operator for a field match condition:
equal to.

The WORD<1-200> parameter specifies one or more Icmpmsg type
{0-255} or {destUnreach | pktTooBig | timeExceeded | paramProblem |
echoRequest | echoReply | mcastListenReq | mcastListenRpt |
mcastListenDone | routerSolicit | routerAdvert | neighborSolicit |
neighborAdvert | redirectMsg | nodelnfoReq | nodelnfoRsp |
v2McastListenRpt}.

This parameter represents the routing type attribute.

The <eqg|mask> parameter specifies an operator for a field match
condition.

The WORD <1-65535> parameter specifies the destination port for the
TCP protocol {0-65535}.

Specifies TCP-flags attribute of the protocol.

The <eq|mask> parameter specifies an operator for a field match
condition.

The WORD <1-50> parameter specifies one or more TCP flags: {none|
fin| syn| rst| push| ack| urg|lundefined}. The tcp-flags and icmp-msg-type
command options support lists.
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filter acl i-sid

For inVsn ACL filter types, specify the I-SID associated with the customer VLAN (Layer 2 VSN) or
the customer VRF (Layer 3 VSN).

Syntax
e filter acl i-sid <acl-id> <0-15999999>
Command Parameters

<0-15999999> Specifies the I-SID associated with the customer VLAN (Layer 2 VSN), the
customer VRF (Layer 3 VSN), or the IP Shortcut. The I-SID must already be
configured on the fabric node.

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range for the switch.
Default

None

Command Mode
Global Configuration
Usage Guidelines

This command does not apply to all hardware platforms. For more information, see Configuring QoS
and ACL-Based Traffic Filtering for VOSS.

filter acl port

Associate ports with, or remove ports from, an ACL so that filters do or do not apply to port traffic,
respectively.

Syntax

« default filter acl port <acl-id> {slot/port[/sub-port][-slot/port[/
sub-port]][,...]1}

« filter acl port <acl-id> {slot/port[/sub-port] [-slot/port[/sub-port]]
[,...1}

e no filter acl port <acl-id> {slot/port[/sub-port][-slot/port[/sub-
port]l[,...1}

Command Parameters

{slot/port[/ Identifies the slot and port in one of the following formats: a single slot and port

sub-port] [- (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and

slot/port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and the

port]] [....]} port is channelized, you must also specify the sub-port in the format slot/port/
sub-port.
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filter acl set

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range for the
switch.

Default

None

Command Mode

Global Configuration

filter acl set

Configure an access control list (ACL) filter.

Syntax

e default filter
» default filter
e default filter
*» default filter

e filter acl
e« filter acl

o filter acl
permit

e« filter acl
e filter acl

e« filter acl

set
set

set

set
set

set

acl set <acl-id> default-action

acl set <acl-id> global-action

acl set <acl-id> global-action monitor-dst-mlt

acl set <acl-id> global-action monitor-dst-ports
<acl-id> default-action deny

<acl-id> default-action deny control-packet-action deny

<acl-id> default-action deny control-packet-action

<acl-id> default-action permit
<acl-id> global-action monitor-dst-mlt <1-512>
<acl-id> global-action monitor-dst-ports{slot/port[/

sub-port] [-slot/port[/sub-port]][,...]}

eno filter acl set <acl-id> global-action monitor-dst-mlt

*no filter acl set <acl-id> global-action monitor-dst-ports

Command Parameters

{slot/port[/sub-port]
[-slot/port[/sub-port]]

L---1}

<acl-id>

October 2020

Identifies the slot and port in one of the following formats: a single slot
and port (slot/port), a range of slots and ports (slot/port-slot/port), or a
series of slots and ports (slot/port,slot/port,slot/port). If the platform
supports channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

Specifies the ACL ID. Use the CLI Help to see the available range for the
switch.
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default-action Specifies the action to be taken when none of the access control entries
<permit|deny> (ACEs) match. The options are deny or permit.

global-action Specifies the action to be taken for all access control entry (ACE)
{monitor-dst- matches. The options are: monitor-dst-mit <1-512>|

mlt<1-512>|monitor- monitor-dst-ports {slot/port[/sub-port] [-slot/port[/sub-
dst-ports} portll[,...1}.

Default

The default action is deny.

Command Mode

Global Configuration

filter acl vlan

Associate VLANs with, or remove VLANSs from, an access control list (ACL) so that filters do or do
not apply to VLAN traffic, respectively.

Syntax
e default filter acl vlan <acl-id> <1-4059>
e filter acl vlan <acl-id> <1-4059>
e no filter acl vlan <acl-id> <1-4059>

Command Parameters

<1-4059> Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to 4059 are
configurable and the system reserves VLAN IDs 4060 to 4094 for internal use. On
switches that support the vrf-scaling and spbm-config-mode boot configuration flags, if
you enable these flags, the system also reserves VLAN IDs 3500 to 3998. VLAN ID 1
is the default VLAN and you cannot create or delete VLAN ID 1.

<acl-id> Specifies the ACL ID. Use the CLI Help to see the available range for the switch.

Default

None

Command Mode
Global Configuration

ike policy

Use this command to create the IKE Phase 1 policy.
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Syntax
default ike
default ike
default ike
default ike
default ike

ike policy WORD<1-32> auth-method digital-certificate peer-name WORD
<1l-64>
ike policy WORD<1-32>
check-method <crl>

policy WORD<1-32>
policy WORD<1-32>
policy WORD<1-32>
policy WORD<1-32>
policy WORD<1-32>

ike policy WORD<1-32>
check-method <none>

ike policy WORD<1-32>
check-method <ocsp>

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

ike

policy
policy
policy
policy
policy
policy
policy
policy
policy
policy
policy
policy
policy

WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>

ike policy

auth-method

dpd-timeout

P2-pfs enable use-ike-group enable
profile

revocation-check-method

auth-method digital-certificate revocation-

auth-method digital-certificate revocation-

auth-method digital-certificate revocation-

auth-method pre-shared-key
dpd-timeout <1-4294967295>

enable

laddr WORD<1-256>

p2-pfs
p2-pfs
pP2-pfs
p2-pfs
pP2-pfs
p2-pfs
pP2-pfs

dh-group <any>
dh-group <modpl024>
dh-group <modp2048>
dh-group <modp768>
disable

disable use-ike-group

enable

profile WORD<1-32>
raddr WORD<1-256>

no ike policy <1-32> p2-pfs

no ike policy WORD<1-32> auth-method digital-certificate peer-name

no ike policy WORD<1-32> enable

no ike policy WORD<1-32> profile

Command Parameters

auth-method
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Specifies the authentication method. The default is pre-shared

key.

Command Line Interface Commands Reference for VOSS 361



Global Configuration

dh-group <modp768|
modp1024|modp2048|any>
digital-certificate
dpd-timeout <0-4294967295>

enable

laddr WORD<1-256>

p2—-pfs <enable|disable>
peer-name WORD <1-64>
pre-shared-key WORD<0-32>

profile WORD<1-32>

raddr WORD<1-256>

revocation-method <crl|none|
ocsp>

use-ike-group <enable|
disable>

WORD<1-32>

Default

None

Command Mode
Global Configuration
Usage Guidelines

Configures the Diffie-Hellman (DH) group to be used for Phase
2 perfect forward secrecy (PFS). The default value is
modp2048.

Configures the authentication method as digital-certificate.

Configure the Dead-Peer Detection timeout in seconds for the
IKE Phase 1 policy. The default is 300 seconds.

Enables the admin state of IKE Phase 1 policy.

Specifies the local IPv4 or IPv6 address.

Enables the Phase 2 perfect forward secrecy.

Specifies peer identity name for IKE phase 1.
Configures the authentication method as pre-shared-key.

Specifies the name of the IKE Phase 1 profile to be used for
the policy.

Specifies the remote IPv4 or IPv6 address.

Specifies the revocation check method.

Specifies whether to use or not use the IKE Phase 1 DH group
for Phase 2 PFS. The default is enable.

Specifies the name of the IKE Phase 1 policy.

DEMO FEATURE - Secure AAA server communication is a demonstration feature on some
products. Demonstration features are provided for testing purposes. Demonstration features are for
lab use only and are not for use in a production environment. For more information on feature

support, see VOSS Feature Support Matrix.
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ike profile

Use this command to configure an IKE Phase 1 profile.
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Syntax
* default ike
*» default ike
* default ike
* default ike
* default ike
» ike profile
» ike profile
* ike profile
« ike profile
* ike profile
e ike profile
* ike profile
* ike profile
* ike profile
* ike profile
e ike profile
* ike profile
» ike profile
» ike profile
* ike profile
« ike profile

* ike profile

ike profile

profile WORD<1-32> dh-group

profile WORD<1-32> encrypt-algo

profile WORD<1-32> encrypt-key-len
profile WORD<1-32> hash-algo
profile WORD<1-32> lifetime-sec

WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>

dh-group <any>
dh-group <modpl1024>
dh-group <modp2048>
dh-group <modp768>
encrypt-algo <3DesCbc>
encrypt-algo <aesCbc?
encrypt-algo <any>
encrypt-algo <desCbc>
encrypt-key-len <128>
encrypt-key-len <192>
encrypt-key-len <256>
hash-algo <any>
hash-algo <md5>
hash-algo <sha>
hash-algo <sha256>
lifetime-sec <0-4294967295>

e no ike profile WORD<1-32>

Command Parameters

dh-group <modp768|
modp1024|modp2048|any>

encrypt-algo <desCbc]|
3DesCbc|aesCbclany>

encrypt-key-len <128|192]|

256>

hash-algo <md5|sha|sha256|

any>

October 2020

Specifies the Diffie-Hellman (DH) group. DH groups categorize
the key used in the key exchange process, by its strength. The

key from a higher group number is more secure. The default
value is modp2048.

Specifies the type of encryption algorithm. The default value is
aesCbc.

Specifies the length of the encryption key. The default is 256.
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Specifies the type of hash algorithm. The default value is sha256.
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lifetime-sec <0-4294967295>

WORD<1-32>

Default
None

Command Mode

Global Configuration
Usage Guidelines
DEMO FEATURE - Secure AAA server communication is a demonstration feature on some

Specifies the IKE profile name.

Specifies the lifetime value in seconds. The lifetime ensures that
the peers renegotiate the SAs just before the expiry of the
lifetime value, to ensure that Security Associations are not
compromised. The default value is 86400 seconds.

products. Demonstration features are provided for testing purposes. Demonstration features are for

lab use only and are not for use in a production environment. For more information on feature

support, see VOSS Feature Support Matrix.

ike v2-profile

Use this command to configure an IKE Phase 2 profile.

Syntax
*» default ike
* default ike
* default ike
*» default ike
» default ike
* default ike

* ike v2-profile
» ike v2-profile
+ ike v2-profile
e ike v2-profile
+ ike v2-profile
» ike v2-profile
 ike v2-profile
* ike v2-profile

 ike v2-profile
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v2-profile
v2-profile
v2-profile
v2-profile
v2-profile
v2-profile

WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>

WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>

encrypt-
encrypt-
encrypt-
encrypt-

dh-group
encrypt-algo
encrypt-key-len
hash-algo
integrity-algo

lifetime-sec

dh-group <any>

dh-group <modpl024>
dh-group <modp2048>
dh-group <modp768>

algo <3DesCbc>
algo <aesCbc>
algo <any>

algo <desCbc>
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» ike
e ike
e ike
e ike
e ike
» ike
e ike
e ike
e ike
e ike

e ike

v2-profile
v2-profile
v2-profile
v2-profile
v2-profile
v2-profile
v2-profile
v2-profile
v2-profile
v2-profile
v2-profile

WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>
WORD<1-32>

encrypt-key-len <128]192|256>
hash-algo <any>

hash-algo <md5>

hash-algo <sha>

hash-algo <sha256>
integrity-algo <aes-xcbc>
integrity-algo <any>
integrity-algo <hmac-md5>
integrity-algo <hmac-sha>
integrity-algo <hmac-sha256>
lifetime-sec <0-4294967295>

ike v2-profile
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e no ike v2-profile WORD<1-32>

Command Parameters

dh-group <modp768|
modp1024|modp2048|any

encrypt-algo <desCbc]|
3DesCbc|aesCbclany>

encrypt-key-len <128|192|256>

hash-algo <md5|sha|sha256|
any>

integrity-algo <hmac-md5|

hmac-shalhmacsha256|aes-
xcbclany>

lifetime-sec <0-4294967295>

WORD<1-32>

Default
None
Command Mode

Global Configuration
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Specifies the Diffie-Hellman (DH) group. DH groups categorize
the key used in the key exchange process, by its strength. The
key from a higher group number is more secure. The default
value is modp2048.

Specifies the type of encryption algorithm. The default value is
aesCbc.

Specifies the length of the encryption key. The default is 256.

Specifies the type of hash algorithm. The default value is
sha256.

Specifies the type of integrity algorithm. The default is sha256.

Specifies the lifetime value in seconds. The lifetime ensures
that the peers renegotiate the SAs just before the expiry of the
lifetime value, to ensure that Security Associations are not
compromised. The default value is 86400 seconds.

Specifies the IKE v2—profile name.
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Usage Guidelines

DEMO FEATURE - Secure AAA server communication is a demonstration feature on some
products. Demonstration features are provided for testing purposes. Demonstration features are for
lab use only and are not for use in a production environment. For more information on feature
support, see VOSS Feature Support Matrix.

interface GigabitEthernet

Use this command to enter Interface Configuration mode for a GigabitEthernet slot and port.

Syntax

« interface GigabitEthernet {slot/port[/sub-port][-slot/port[/sub-port]]
[,...1}

Command Parameters

{slot/port[/sub- Identifies the slot and port in one of the following formats: a single slot and port

port] [-slot/ (slot/port), a range of slots and ports (slot/port-slot/port), or a series of slots and

port[/sub- ports (slot/port,slot/port,slot/port). If the platform supports channelization and

port]] [....]} the port is channelized, you must also specify the sub-port in the format slot/
port/sub-port.

Default

None

Command Mode
Global Configuration

interface Loopback

Use this command to enter Interface Configuration mode for a loopback interface.

Syntax
e interface Loopback <1-256>

Command Parameters

<1-256> Specifies the loopback ID.
Default

None

Command Mode
Global Configuration
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interface mgmtEthernet

interface mgmtEthernet

Use this command to enter Interface Configuration mode for a management interface. This mode
only applies to hardware with a dedicated, physical management interface.

Syntax
 interface mgmtEthernet mgmt
Default
None
Command Mode
Global Configuration

interface mit

Use this command to enter Interface Configuration mode for an MLT.

Syntax
e interface mlt <1-512>

Command Parameters

<1-512> Specifies the MLT ID.

Default

None

Command Mode
Global Configuration

interface vian

Use this command to enter Interface Configuration mode for a VLAN.

Syntax
e interface Vlian <1-4059>

Command Parameters

<1-4059> Specifies the VLAN ID in the range of 1 to 4059. By default, VLAN IDs 1 to 4059 are
configurable and the system reserves VLAN IDs 4060 to 4094 for internal use. On
switches that support the vrf-scaling and spbm-config-mode boot configuration flags, if
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you enable these flags, the system also reserves VLAN IDs 3500 to 3998. VLAN ID 1
is the default VLAN and you cannot create or delete VLAN ID 1.

Default
None
Command Mode

Global Configuration

ip alternative-route (globally)

Enable the alternative route feature globally.
Syntax
e default ip alternative-route
* ip alternative-route

* no ip alternative-route

Command Parameters

alternative- Enables or disables the Alternative Route feature. The default value is enabled.
route If the alternative-route parameter is disabled, all existing alternative routes are
removed. When the parameter is enabled, all alternative routes are re-added.

Default
The default is enabled.
Command Mode

Global Configuration

ip arp

Configure ARP static entries to modify the ARP parameters on the device. The only way to change
a static ARP is to delete the static ARP entry and create a new entry with new information.
Syntax

e default ip arp {A.B.C.D}

» default ip arp request-threshold

e default ip arp timeout

«ip arp {A.B.C.D} 0x00:0x00:0x00:0x00:0x00:0x00 {slot/port[/sub-port][-
slot/port[/sub-port]][,...]} vid <1-4059>
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ip arp multicast-mac-flooding

«ip arp {A.B.C.D} 0x00:0x00:0x00:0x00:0x00:0x00 {slot/port[/sub-port][-

slot/port[/sub-port]]|, .

-1}

« ip arp request-threshold <50-1000>

 ip arp timeout <1-32767>

eno ip arp {A.B.C.D}

Command Parameters

{A.B.C.D}

{slot/port[/sub-port] [-slot/port[/
sub-port]] [....]J}

0x00:0x00:0x00:0x00:0x00:0x00

timeout <1-32767>

vid <1-4059>

Default

None

Command Mode
Global Configuration

Specifies the IP address.

Identifies the slot and port in one of the following formats:
a single slot and port (slot/port), a range of slots and ports
(slot/port-slot/port), or a series of slots and ports (slot/
port,slot/port,slot/port). If the platform supports
channelization and the port is channelized, you must also
specify the sub-port in the format slot/port/sub-port.

Specifies the MAC address in hexadecimal format. The
MAC address parameter does not accept MAC addresses
beginning with 01:00:5e (01:00:5e:00:00:00 to
01:00:5e:ff:ff:ff inclusive).

Configures the timeout value.

Specifies the VLAN ID in the range of 1 to 4059. By
default, VLAN IDs 1 to 4059 are configurable and the
system reserves VLAN IDs 4060 to 4094 for internal use.
On switches that support the vrf-scaling and spbm-config-
mode boot configuration flags, if you enable these flags,
the system also reserves VLAN IDs 3500 to 3998. VLAN
ID 1 is the default VLAN and you cannot create or delete
VLAN ID 1.

October 2020

ip arp multicast-mac-flooding

Determine whether ARP entries for multicast MAC addresses are associated with the VLAN or the
port interface on which they were learned. Links the ARP entry for the Network Load Balancer (NLB)
cluster to the multicast group ID (MGID) of the VLAN.
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Syntax
e default ip arp multicast-mac-flooding
e default ip arp multicast-mac-flooding enable
e ip arp multicast-mac-flooding
e ip arp multicast-mac-flooding enable
e no ip arp multicast-mac-flooding
*no ip arp multicast-mac-flooding enable
Default
The default is disabled.
Command Mode
Global Configuration

ip arp static-mcast

Configure Layer 3 multicast MAC filtering to route an IP frame to a unicast IP address and flood it
with a destination multicast MAC address. You must manually define a static ARP entry that
associates an |IP address with a multicast MAC address, flooding ports, and a multilink trunk.

Syntax
e default ip arp static-mcast {A.B.C.D}

e ip arp static-mcast {A.B.C.D} <0x00:0x00:0x00:0x00:0x00:0x00> vid
<1-4059> [port {slot/port[/sub-port][-slot/port[/sub-port]][,...]1}]
[WORD<1-16>]

*no ip arp static-mcast {A.B.C.D}
Command Parameters

{slot/port[/sub-port] [-slot/port[/sub-  Specifies the port that receives the multicast flooding.
port]] [....]}

Identifies the slot and port in one of the following
formats: a single slot and port (slot/port), a range of
slots and ports (slot/port-slot/port), or a series of slots
and ports (slot/port,slot/port,slot/port). If the platform
supports channelization and the port is channelized,
you must also specify the sub-port in the format slot/
port/sub-port.

<0x00:0x00:0x00:0x00:0x00:0x00> Specifies the MAC address in hexadecimal format. The
MAC address parameter does not accept MAC
addresses beginning with 01:00:5e (01:00:5e:00:00:00
to 01:00:5e:ff:ff:ff inclusive).
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A.B.C.D Specifies the IP address.

vid <71-4059> Specifies the VLAN ID in the range of 1 to 4059. By
default, VLAN IDs 1 to 4059 are configurable and the
system reserves VLAN IDs 4060 to 4094 for internal
use. On switches that support the vrf-scaling and spbm-
config-mode boot configuration flags, if you enable
these flags, the system also reserves VLAN IDs 3500 to
3998. VLAN ID 1 is the default VLAN and you cannot
create or delete VLAN ID 1.

WORD<1-16> Specifies the multilink trunk ID.

Default

None

Command Mode
Global Configuration

ip as-list

Use an asynchronous (AS) path list to restrict the routing information a router learns or advertises to
and from a neighbor. The AS path list acts as a filter that Match AS paths.

Syntax

e ip as-list <1-1024> memberId <0-65535> <permit|deny> as-path
WORD<0-1536>

Command Parameters

<permit|deny> Permits or denies access for matching conditions.

as-list <1-1024> Creates the specified AS-path list entry.

as-path WORD Specifies an integer value between 0 and 1536 placed within quotation
<0-1536> marks "."

memberld <0-65535> Adds a regular expression entry to the specified AS-path list. It is an
integer value between 0 and 65 535.

Default

None

Command Mode
Global Configuration
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ip community-list

Use community lists to specify permitted routes by using their BGP community. This list acts as a
filter that Match communities or AS numbers

Syntax

e ip community-list <1-1024> memberId <0-65535> <permit|deny> community-
string WORD<0-256>

*no ip community-list <1-1024>
*no ip community-list <1-1024> community-string WORD<0-256>
e no ip community-list <1-1024> memberid <0-65535>

Command Parameters

<permit|deny> Sets the access mode, which permits or denies access for matching
conditions.

community-list Creates the specified community list entry. <1-1024> specifies the list id.

<1-1024>

community-string  Specifies an alphanumeric string value with a string length of 0 to 1536

WORD<0-256> characters. This string value is either an AS num: community-value or a
well-known community string. Well known communities include: internet no-
export no-advertise local-as (known as NO_EXPORT_SUBCONFED).

memberld Adds an entry to the community list. <0-65535> is an integer value that
<0-65535> represents the member ID in the community list.

Default

None

Command Mode
Global Configuration

ip dhcp-relay fwd-path
Create the forwarding path from the client to the server.

Syntax
« default ip dhcp-relay fwd-path <A.B.C.D> <A.B.C.D>
e ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D}
e no ip dhcp-relay fwd-path <A.B.C.D> <A.B.C.D>
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ip dhcp-relay fwd-path enable

Command Parameters

fwd-path Configures the forwarding path from the client to the server. A.B.C.D is the IP
<A.B.C.D> address configured on an interface (a locally configured IP address) to forward or
<A.B.C.D> relay BootP or Dynamic Host Configuration Protocol (DHCP). The relay can also
be a VRRP address.
A.B.C.D is the IP address of the DHCP server in the network. If this IP address
corresponds to the locally configured IP network, the DHCP packet is broadcast
out from the interface.

Default

None

Command Mode
Global Configuration

ip dhcp-relay fwd-path enable

Enable the forwarding path from the client to the server.
Syntax
» default ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D}
e ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D} disable
e ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D} enable
e no ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D} enable

Command Parameters

disable Disables Dynamic Host Configuration Protocol (DHCP) relaying on the path from
the IP address to the server.
fwd-path Enables Dynamic Host Configuration Protocol (DHCP) relaying on the path from
<A.B.C.D> the IP address to the server.
<A.B.C.D> , . : , :
The first <A.B.C.D> variable is the agent IP address configured on an interface
enable :
(a locally configured IP address).
The second <A.B.C.D> variable is the IP address of the DHCP server in the
network. If this IP address corresponds to the locally configured IP network, the
DHCP packet is broadcast out from the interface.
Default

The ip dhcp-relay fwd-path default state is disabled.
Command Mode
Global Configuration
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Usage Guidelines

If the agent IP address (the first <A.B.C.D> variable) is a VLAN or port IP address, you must enable
DHCP Relay on that VLAN or port by running ip dhcp-relay within the VLAN context. However,
if the first <A.B.C.D> variable is a VRRP address, you do not need to enable DHCP Relay on the
VLAN or port in which the VRRP address resides.

ip dhcp-relay fwd-path mode

Modify Dynamic Host Configuration Protocol (DHCP) mode to forward BootP messages only, DHCP
messages only, or both.
Syntax

» default ip dhcp-relay fwd-path <A.B.C.D> <A.B.C.D> mode

e ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D} mode bootp

* ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D} mode bootp dhcp

* ip dhcp-relay fwd-path {A.B.C.D} {A.B.C.D} mode dhcp

Command Parameters

fwd-path <A.B.C.D> Modifies the Dynamic Host Configuration Protocol (DHCP) mode to
<A.B.C.D> mode <bootp| forward BootP messages only, DHCP messages only, or both. The
bootp-dhcp|dhcp> default is both.

mode is {bootp | bootp_dhcp | dhcp}.

Default
The default mode is both.
Command Mode

Global Configuration

ip dhcp-snooping binding
Adds static binding entry to the DHCP binding table.

Syntax

 ip dhcp-snooping binding <1-4059> 0x00:0x00:0x00:0x00:0x00:0x00 ip
{A.B.C.D} port {slot/port[sub-port]}

 ip dhcp-snooping binding <1-4059> 0x00:0x00:0x00:0x00:0x00:0x00 ip
{A.B.C.D} port {slot/port[sub-port]} [expiry <0-2147483646>]

e no ip dhcp-snooping binding <1-4059> 0x00:0x00:0x00:0x00:0x00:0x00
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ip dhcp-snooping enable

Command Parameters

<1-4059> Specifies the VLAN ID.
0x00:0x00:0x00:0x00:0x00:0x00 Specifies the MAC address of the DHCP client.

expiry <0-2147483646> Specifies the expiry time (in seconds) for the DHCP client.
ip {A.B.C.D} Specifies the IP address of the DHCP client.

port {slot/port[sub-port]} Specifies the switch port to which the DHCP client connects.
Default

None

Command Mode
Global Configuration

ip dhcp-snooping enable
Enables DHCP Snooping globally.
Syntax
» default ip dhcp-snooping enable
* ip dhcp-snooping enable
e no ip dhcp-snooping enable
Default
Disabled
Command Mode
Global Configuration

ip domain-name

Configure the Domain Name Service (DNS) to establish the mapping between a name and an IP
address.
Syntax

» default ip domain-name

* ip domain-name WORD<0-255>

* no ip domain-name
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Global Configuration

Command Parameters

WORD<0-255>

Default
None

Command Mode

Global Configuration

Configures the default domain name.

ip ecmp

Enable Equal Cost Multipath protocol (ECMP). If the ECMP parameter is disabled, all existing
ECMP routes are removed. When ECMP is enabled, all ECMP routes are re-added.

Syntax
o def
o def
o def
. ip
. ip
. ip
. ip
. ip
. ip
. ip
. ip
. ip
. ip
* no
* no
* no
* no
* no
* no
* no

* no

October 2020

ault ip ecmp

ault ip ecmp

ault ip ecmp max-path

ecmp

ecmp max-path <ECMP-Paths>
ecmp pathlist-1 WORD<0-64>
ecmp pathlist-2 WORD<0-64>
ecmp pathlist-3 WORD<0-64>
ecmp pathlist-4 WORD<0-64>
ecmp pathlist-5 WORD<0-64>
ecmp pathlist-6 WORD<0-64>
ecmp pathlist-7 WORD<0-64>
ecmp pathlist-8 WORD<0-64>
ip ecmp

ip ecmp pathlist-1

ip ecmp pathlist-2

ip ecmp pathlist-3

ip ecmp pathlist-4

ip ecmp pathlist-5

ip ecmp pathlist-6

ip ecmp pathlist-7

Command Line Interface Commands Reference for VOSS

376



ip ecmp

*no ip ecmp pathlist-8

Command Parameters

max-path Specifies the maximum number of ECMP paths. Different hardware platforms

<ECMP-Paths> can support a different number of ECMP paths. For more information on the
maximum number of ECMP paths supported on the switch, see the scaling
information in Release Notes for VSP 8600.

pathlist-1 Configures one equal-cost path to the same destination prefix. To remove the

WORD<0-64> policy, enter a blank string. To configure this parameter, you must globally
enable Equal Cost Multipath (ECMP).

pathlist-2 Configures up to two equal-cost paths to the same destination prefix. To

WORD<0-64> remove the policy, enter a blank string. To configure this parameter, you must
globally enable Equal Cost Multipath (ECMP).

pathlist-3 Configures up to three equal-cost paths to the same destination prefix. To

WORD<0-64> remove the policy, enter a blank string. To configure this parameter, you must
globally enable Equal Cost Multipath (ECMP).

pathlist-4 Configures up to four equal-cost paths to the same destination prefix. To

WORD<0-64> remove the policy, enter a blank string. To configure this parameter, you must
globally enable Equal Cost Multipath (ECMP).

pathlist-5 Configures up to five equal-cost paths to the same destination prefix. To

WORD<0-64> remove the policy, enter a blank string. To configure this parameter, you must
globally enable Equal Cost Multipath (ECMP).

pathlist-6 Configures up to six equal-cost paths to the same destination prefix. To

WORD<0-64> remove the policy, enter a blank string. To configure this parameter, you must
globally enable Equal Cost Multipath (ECMP).

pathlist-7 Configures up to seven equal-cost paths to the same destination prefix. To

WORD<0-64> remove the policy, enter a blank string. To configure this parameter, you must
globally enable Equal Cost Multipath (ECMP).

pathlist-8 Configures up to eight equal-cost paths to the same destination prefix. To

WORD<0-64> remove the policy, enter a blank string. To configure this parameter, you must
globally enable Equal Cost Multipath (ECMP).

Default

The default is disabled.

Command Mode
Global Configuration
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Global Configuration

ip forward-protocol udp

Configure UDP protocols to determine which UDP broadcasts are forwarded.
Syntax

» default ip forward-protocol udp

e default ip forward-protocol udp <1-65535>

 ip forward-protocol udp <1-65535> WORD<1-15>

* no ip forward-protocol udp <1-65535>
Command Parameters

<1-65535> WORD/1-15  Creates a new UDP protocol. <1-65535>WORD <1-15>is the UDP
<1-15> protocol name as a string.

Default

None

Command Mode
Global Configuration

ip forward-protocol udp portfwd

Configure a UDP port forward entry to add or remove a port forward entry.
Syntax
e« default ip forward-protocol udp portfwd <1-65535> {A.B.C.D}
 ip forward-protocol udp portfwd <1-65535> {A.B.C.D}
e no ip forward-protocol udp portfwd <1-65535> {A.B.C.D}
Command Parameters

<1-65535> <A.B.C.D> Adds a UDP protocol port to the specified port forwarding list.
1-65535 is a UDP protocol port in the range of 1 to 65535.
A.B.C.Dis an IP address in a.b.c.d format.

Default

None

Command Mode
Global Configuration
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ip forward-protocol udp portfwdlist

ip forward-protocol udp portfwdlist

Configure the UDP port forwarding list.
Syntax
» default ip forward-protocol udp portfwdlist <1-1000>

e default ip forward-protocol udp portfwdlist <1-1000> <1-65535>
{A.B.C.D}

 ip forward-protocol udp portfwdlist <1-1000>

* ip forward-protocol udp portfwdlist <1-1000> <1-65535> {A.B.C.D}

+ ip forward-protocol udp portfwdlist <1-1000> name WORD<0-15>

e no ip forward-protocol udp portfwdlist <1-1000> <1-65535> {A.B.C.D}
e no ip forward-protocol udp portfwdlist <1-1000>

Command Parameters

{A.B.C.D} A.B.C.Dis an IP address in a.b.c.d format.

<1-1000> Creates a UDP port forwarding list in the range of 1 to 1000.
name WORD<0-15> Specifies a name for the forwarding list.

Default

None

Command Mode
Global Configuration

ip gratuitous-arp

Enable Gratuitous Address Resolution Protocol (ARP) on a global level. When Gratuitous ARP is
enabled, the switch allows all Gratuitous ARP requests. If you disable Gratuitous ARP, the switch
only allows Gratuitous ARP packets associated with Routed Split Multi-Link Trunking (RSMLT) or
Virtual Router Redundancy Protocol (VRRP), and the switch discards all other Gratuitous ARP
request packets.

Syntax
e default ip gratuitous-arp
 ip gratuitous-arp
e no ip gratuitous-arp
Default
The default is enabled.
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Global Configuration

Command Mode

Global Configuration

ipicmp

Enable Internet Control Message Protocol (ICMP) redirect and unreachable messages.

Syntax

default ip icmp

default ip icmp echo-broadcast-request

default ip icmp unreachable

ip
ip
no
no

no

icmp echo-broadcast-request
icmp unreachable

ip icmp

ip icmp echo-broadcast-request

ip icmp unreachable

Command Parameters

echo- Enables or disables the processing of IPv4 ICMP messages sent to a

broadcast- broadcast address. The default value is enabled.

request

unreachable Enables the switch to send Internet Control Message Protocol (ICMP)
unreachable messages. When enabled, generates Internet Control Message
Protocol (ICMP) network unreachable messages if the destination network is
not reachable from this router. These messages help determine if the routing
switch is reachable over the network. The default is disabled.

Default

The default is disabled.
Command Mode

Global Configuration

ip icmp echo-broadcast-request (globally)

Enables or disables the processing of IPv4 ICMP messages sent to a broadcast address globally.
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ip igmp (globally)

Syntax
e default ip icmp echo-broadcast-request
« ip icmp echo-broadcast-request
*no ip icmp echo-broadcast-request

Command Parameters

echo broadcast- Enables or disables the processing of IPv4 ICMP messages sent to a
request broadcast address globally. The default value is enabled.
Default

The default is enabled.
Command Mode

Global Configuration

ip igmp (globally)

Configure the Internet Group Management Protocol (IGMP) commands to establish and manage the
multicast groups.
Syntax
*» default ip igmp ssm-map {A.B.C.D} {A.B.C.D}
e default ip igmp ssm-map {A.B.C.D} {A.B.C.D} [enable]
« ip igmp generate-log
* ip igmp generate-trap
e ip igmp immediate-leave-mode <multiple-user|one-user>
« ip igmp ssm [dynamic-learning] [group-range {A.B.C.D/X}]
e ip igmp ssm-map {A.B.C.D} {A.B.C.D} [enable]
e ip igmp ssm-map all
eno ip igmp ssm-map {A.B.C.D} {A.B.C.D}
eno ip igmp ssm-map {A.B.C.D} {A.B.C.D} [enable]
 ip igmp stream-timeout <10-432000>
e default ip igmp stream-timeout

Command Parameters
generate-log Sets the Internet Group Management Protocol (IGMP) log.

generate-trap Sets the Internet Group Management Protocol (IGMP) trap.
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Global Configuration

immediate-leave- Enables immediate leave mode to users which is either a single user or
mode <multiple- multiple users.
user|one-user>

ssm [dynamic- Enables and sets the Source Specific Multicast (SSM) features.

learning] [group- The parameter dynamic-learning enables SSM dynamic learning.

range The parameter group-range {A.B.C.D/X} configures the range group address
{A.B.C.D/X}] and mask. The SSM range parameter extends the default SSM range of

232/8 to include an IP multicast address. You can configure existing
applications without having to change their group configurations. This
parameter specifies an IP multicast address within the range of 224.0.0.0
and 239.255.255.255. The default is 232.0.0.0. The address mask is the IP
address mask of the multicast group. The default is 255.0.0.0.

ssm-map Enables the Source Specific Multicast (SSM) map table for a specific entry
{A.B.C.D} or creates a static entry for a specific group.

{A.B.C.D} The parameter {A.B.C.D} {A.B.C.D} creates a static SSM channel table entry
[enable] by specifying the group and source IP addresses. The first IP address is an

IP multicast address within the SSM range. The second IP address is the
source IP address and it it is an IP host address that sends traffic to the
group. The default for {A.B.C.D}A.B.C.D} enable is enable for each entry.
The default is enable for each entry.

ssm-map all Enables the Source Specific Multicast (SSM) map table for all static entries.
ssm-map Enables the Source Specific Multicast (SSM) map table for a specific entry
{A.B.C.D} or creates a static entry for a specific group.

{A.B.C.D} The parameter {A.B.C.D} {A.B.C.D} creates a static SSM channel table entry
[enable] by specifying the group and source IP addresses. The first IP address is an

IP multicast address within the SSM range. The second IP address is the
source IP address and it it is an IP host address that sends traffic to the
group. The default for {A.B.C.D}{A.B.C.D} enable is enable for each entry.
The default is enable for each entry.

stream-timeout Specifies the activity timeout for IGMP snooping streams in seconds. The
<10-432000> default is 300 seconds.

Default

None.

Command Mode
Global Configuration
Usage Guidelines

Before you disable or delete an ssm-map, always send IGMPv1 or IGMPv2 leave messages from
hosts that operate in IGMPv1 or IGMPv2. If you do not perform this action, receiving and processing
reports in SSM range on an IGMP interface enabled with IGMPv1 or IGMPv2 can lead to
unexpected behavior.
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ip igmp generate-log

ip igmp generate-log
Set igmp log.
Syntax
* ip igmp generate-log
Default
None
Command Mode
Global Configuration

ip ipfix aging-interval
Specifies (in seconds) the flow record aging interval.
Syntax
s default ip ipfix aging-interval
e ip ipfix aging-interval <1-60>
*no ip ipfix aging-interval
Command Parameters

<1-60> Specifies, in seconds, the flow record aging interval.

Default

The default value is 40 seconds.
Command Mode

Global Configuration

ip ipfix collector

Configure a collector for Internet Protocol Flow Information eXport (IPFIX).

Syntax

e ip ipfix collector <1-1> {A.B.C.D} exporter-ip {A.B.C.D} [dest-port
<1-65535>] [src-port <1-65535>] [export-interval <1-120>] [initial-
burst <1-10>]

October 2020 Command Line Interface Commands Reference for VOSS 383



Global Configuration

Command Parameters

{A.B.C.D}

<1-1>

exporter-ip {A.B.C.D}
dest-port <1-65535>
src-port <1-65535>

export-interval

initial-burst

Default

None

Command Mode
Global Configuration

Specifies the IP address of the collector.

Specifies the IPFIX collector ID.

Specifies the IP address of the exporter.

Specifies the destination port receiving flow information.
Specifies the source port sending flow information.

Specifies, in seconds, the frequency of template packet exports to the
collector. The default value is 60 seconds.

Specifies the number of template packets sent when the collector
becomes reachable. The default value is 5.

ip ipfix enable

Enable IPFIX globally.
Syntax

e default ip ipfix enable

 ip ipfix enable

eno ip ipfix enable

Default

The default value is disable.

Command Mode
Global Configuration

ip ipfix observation-domain

Assign a unique ID to an IPFIX observation domain.
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ip irdp

Syntax
e default ip ipfix observation-domain
 ip ipfix observation-domain <0-4294967295>

eno ip ipfix observation-domain

Command Parameters

<0-4294967295> Specifies the observation domain ID. The default is O.

Default
The default value is 0.
Command Mode

Global Configuration

ip irdp
Enable Router Discovery globally so that the switch supports Router Discovery.
Syntax
e default ip irdp
» default ip irdp enable
e ip irdp
« ip irdp enable
*no ip irdp
e no ip irdp enable
Command Parameters
enable Enables the router discovery protocol on the switch.
Default
None

Command Mode
Global Configuration

ip isid-list

Create an I-SID list to use with IS-IS accept policies.
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Global Configuration

Syntax
e ip isid-1list WORD<1-32> <0-16777215>
e ip isid-list WORD<1-32> list WORD<1-1024>
eno ip isid-list WORD<1-32> <0-16777215>
eno ip isid-list WORD<1-32> list WORD<1-1024>

Command Parameters

<1-16777215> Specifies an I-SID value.

list WORD<1-1024> Specifies the of I-SID values.
WORD<1-32> Specifies a name for the |-SID list.
Default

None

Command Mode
Global Configuration
Usage Guidelines

When creating an I-SID list, you can add I-SID entries until the maximum limit for supported Layer 3
I-SIDs is reached. The system truncates any additional I-SID entries. The maximum limit includes
the I-SIDs for locally configured Layer 3 VSNs and the I-SIDs specified for IS-IS accept policy filters.

Use the command show ip isid-list vrf WORD<1-16> to view the list of truncated I-SIDs.

When deleting an I-SID list, ensure that the I-SID list is not associated with an IS-IS accept policy.
Otherwise the deletion fails. An I-SID list associated with an accept policy cannot be deleted
because it must contain at least one constituent I-SID.

ip max-routes-trap enable

Enable the switch to send a trap when the maximum number of routes is exceeded.
Syntax
e default ip max-routes-trap enable
* ip max-routes-trap enable
* no ip max-routes-trap enable
Default
The default is disabled.
Command Mode
Global Configuration
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ip more-specific-non-local-route

ip more-specific-non-local-route
Enable the more-specific-non-local-route feature. If enabled, the switch can enter a more specific
nonlocal route into the routing table.
Syntax
» default ip more-specific-non-local-route
e default ip more-specific-non-local-route enable
* ip more-specific-non-local-route
* ip more-specific-non-local-route enable
e no ip more-specific-non-local-route
* no ip more-specific-non-local-route enable

Command Parameters

enable Enable more-specific-non-local-route

Default

The default is disabled.
Command Mode
Global Configuration

ip mroute resource-usage (globally)

Configure the resource usage counters to query the number of ingress and egress IP multicast
streams traversing your switch and enable traps and log messages on the console.
Syntax
e default ip mroute resource-usage egress-threshold ingress-threshold
e default ip mroute resource-usage ingress-threshold

* ip mroute resource-usage egress-threshold <0-32767> [ingress-threshold
<0-32767>]

* ip mroute resource-usage ingress-threshold <0-32767>
e ip mroute resource-usage log-msg [trap-msg]

Command Parameters

egress- Configures the egress record threshold (S,G). A notification message is sent if

threshold this value is exceeded.

<0-32767> The integer is a value between 0-32767. To set this option to the default value,
use the default operator with the command. The default is 0.
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Global Configuration

ingress- Configures the ingress record threshold (peps). A notification message is sent if

threshold this value is exceeded.

<0-32767> the integer is a value between 0-32767. To set this option to the default value,
use the default operator with the command. The default is 0.

log-msg Configures the notification method for sending only a log message after the
threshold level is exceeded. Use the no operator to later remove this
configuration. To set this option to the default value, use the default operator with
the command. The default is disabled.

trap-msg Configures the notification method for sending only a trap message after the
threshold level is exceeded. Use the no operator to later remove this
configuration. To set this option to the default value, use the default operator with
the command. The default is disabled.

Default

None

Command Mode

Global Configuration

ip mroute resource-usage egress-threshold

Configure the resource usage counters to query the number of ingress and egress IP multicast
streams traversing your switch.

Syntax

 ip mroute resource-usage egress-threshold <0-32767> ingress-threshold
<0-32767>

Command Parameters

egress- Configures the egress record threshold (S,G). A notification message is sent if

threshold this value is exceeded.

<0-32767> The integer is a value between 0-32767. To set this option to the default value,
use the default operator with the command. The default is 0.

ingress- Configures the ingress record threshold (peps). A notification message is sent if

threshold this value is exceeded.

<0-32767> The integer is a value between 0-32767. To set this option to the default value,
use the default operator with the command. The default is 0.

Default

None
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ip mroute resource-usage log-msg trap-msg

Command Mode
Global Configuration

ip mroute resource-usage log-msg trap-msg

Enab