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Abstract

avaya.com

This Technical Configuration Guide provides an overview and examples on configuring Private VLAN on
VMware servers connected to a VSP 4000 with multiples links. Private VLAN and ETREE require
software version 3.0.1 on VSP 4000.
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Conventions

This section describes the text, image, and command conventions used in this document.

Symbols

&

Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Text

avaya.com

Warning — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button or
command:

Output examples from Avaya devices are displayed in a Lucida Console font:

ERS5520-48T# show running-config

ERS5520-48T# show sys-info

Operation Mode:
MAC Address:

POE Module Fw:
Reset Count:

Last Reset Type:
Power Status:
Autotopology:
Pluggable Port 45:
Pluggable Port 46:
Pluggable Port 47:
Pluggable Port 48:
Base Unit Selection:

sysbDescr:

August 2013

Switch

00-12-83-93-B0-00

6370.4

83

Management Factory Reset

Primary Power

Enabled

None

None

None

None

Non-base unit using rear-panel switch
Ethernet Routing Switch 5520-48T-PwR
HW:02 FW:6.0.0.10 Sw:v6.2.0.009

Mfg Date:12042004 HW Dev:H/W rev.02
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1. Private VLAN (PVLAN) Overview

VSP 4000 software release 3.0.1.0 introduces private VLANSs. Private VLANs provide isolation between
ports within a Layer 2 service.

Private VLAN uses two VLANS, a primary VLAN and a secondary VLAN. Standard VLAN configuration
takes place on the primary VLAN. The secondary VLAN is virtual and inherits configuration from the
primary VLAN.

Ports in the private VLAN are configured as isolated, promiscuous, or trunk.

e Promiscuous ports communicate with all other ports within the private VLAN and uses the primary
VLAN

e Isolated ports communicate with the promiscuous ports, but not with any other isolated port and
uses the secondary VLAN.

e Trunk ports carry traffic between other port members within the private VLANs and accept either
primary or secondary VLAN traffic.

In terms of network topology, the isolated port is considered a spoke. The isolated port, or spoke, does
not communicate with any other isolated port in the network. The isolated port only communicates with
the promiscuous ports, or hubs.

Private VLAN concept can be extended to Shortest Path Bridging and is referred as E-Tree (Ethernet
Private Tree). The VSP 4000 can associate a PVLAN to an L2VSN I-SID. Flooded traffic from both
Promiscuous and Isolated devices are transported over the same |-SID multicast tree and squelching for
spoke-to-spoke traffic is done on the egress SPB Backbone Edge Bridge (BEB). This means the Private
VLAN IDs are globally significant and must be the same on all BEBs.

The following figure shows a basic E-Tree network topology consisting of groups of private VLANSs
connected by the SPBM core network.

PC-A PC-B

PVLAN

: : primary/secondary VM-C
P Private-vlan Promiscuous port -
) PVLAN 2l 2
| Private-vlan Isolated port primary/secondary GE)
T Regular Trunk port SPB y——1 - 2
a
D Q-tagged port Fab rne VSP4000-3 ;
[[] untagged por ~ PVLAN VSP4000-2 _=z# S
primary/secondary VM-D
PC-G PC-F PC-E
Figure 1 — E-Tree (Ethernet Private Tree) topology
Avaya Inc. — External Distribution 6
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In terms of connectivity, stations in purple from figure 1 can reach all other stations that are purple and
red. However stations in red can only reach stations in purple. Stations in red are not allowed to
communicate between themselves. The following table summarizes network connectivity:

PC-A - Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes

Yes Yes
WEHE Yes Yes No No

Yes Yes No -No No

Yes Yes

WYXl Yes Yes

¥l Yes Yes

Table 1 — Station connectivity matrix

Also, the PVLAN implementation on the VSP 4000 fully interoperates with the Cisco PVLAN
implementation. It is the same implementation used by VMware ESX and other vendors.

August 2013 Avaya Inc. — External Distribution 7
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2.Configuration Example - Summary

In our configuration example, a physical server with two virtual machines (Srv-1_MSFT and Srv-2_MSFT)
is connected to a VSP 4000 (VSP400-3) by a trunk port. Srv-1_MSFT is assigned to the primary VLAN ID
(promiscuous/hub) and Srv-2_MSFT is assigned to the secondary VLAN ID (isolated/spoke).

The two servers as shown below (figure 2) will be able to communicate, but in the case you have a more
complex network with more stations, Srv-1_MSFT will be able to communicate with all stations while Srv-
2 _MSFT will be able to communicate only to the primary VLAN attached stations (hubs) and not to
stations attached to the secondary VLAN (spokes). Refer to figure 1 for E-Tree (Ethernet Private Tree)
topology and to table 1 for station connectivity matrix.

VSP4000-3

1/3,1/4

‘Trunk (Qtagged port) ‘

vmnic3,vmnic4

Primary Vlan Srv-1_MSFT

—r
==

secondary Vlan — Srv-2_MSFT

VMware Server

Figure 2 - VMware server connected to VSP 4000

The two next chapters cover VMware server and VSP 4000 configuration.

August 2013 Avaya Inc. — External Distribution 8
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3. VMware Configuration

Launch vSphere client

1% VMware vSphere Client
vmware'

VMware vSphere™

(Client

Ta directly manage a single host, enter the IP address or host name.,
Tao manage multiple hosts, enter the IP address or name of a
viCenker Server,

1P address | Mare: |vcenter ﬂ

User name: ||

Password: |

I Use Windows session credentials

Login | Close | Help

Enter credentials and once logged you will get the following window:

% vcentrevbn. emea.avaya.com - ¥Sphere Client

avaya.com

File Edit View Inventory Administration Plug-ins Help
ﬁ E E} Home b gf] Invertory b ﬁ Hosts and Clusters
mp & @ B 2 B i

= @ wientrevbn.emea, avaya,com
= Datacenter-YEN
+ [l Cluster

- [ esu0vbn.emea.avaya.com

@ Clients
- @ eTree
D Srv-1_MSFT
D [Srv-2_MSFT

+ @ Server

F Tasks @ Alams

Sry-2_MSFT

Gekting Started W& ary rce Allocation | Performance | Ta

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications

In vCenter Server, viftual machines run on hosts or
clusters. The same host can run many virtual machines

Basic Tasks

&= | Search Inventory Q
rs
Cluster
4
1

; vCenter Server

vSphere Client -
4

root ﬁ

@ Note — it is assumed the virtual machines are already created and the physical interfaces

already assigned and connected to the VSP 4000 as shown in figure 1.

August 2013
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3.1 vSphere Distributed Switch Configuration

In our example, dVSwitch is already created and the associated physical interfaces (vmnic) assigned to it.
The first step is to create Private VLANSs (primary and secondary) on the distributed switch. Change view

to Inventory -> Networking

= vcentrevbn.emea.avaya.com - vSphere Client

File Edit View Inventory Administration

Flug-ins Help

ﬁ E E} Home [ E’ﬂ Inwventory [ g Metwarking

% Primary YLAN 200
%ﬂ Primary YLAMN 300
£, Secondary WLAN 201
% Secondary YLAN 301
2 WLANSZ
& WLAN-E3

+ dvawitch-1

F Tasks @ Alamns
- =

= 5 veentrevbn.emea, avaya.com dvSwitch
= Dakacenter-WERN

- B At il Getting Starked ource Allocation ! <
8 Access
8 Awaya135 What is a vSphere Distributed Switch?
B Avaya47
8 Avaya-47 A vSphere Distributed Switch acts as a single virtual switch
8 Ha-Link across all associated hosts. This allows virtual machines to

= maintain consistent network configuration as they migrate

B dwSwitch-eTres-DWUplinks-111 across hosts

Distributed virtual networking configuration consists of
three parts. The first part takes place at the datacenter
level, where vSphere Distributed Switches are created
and hosts and distributed port groups are added to
vSphere Distributed Switches. The second part takes
place at the host level, where host ports and networking
services are associated with vSphere Distributed Switches
either through individual host networking configuration or
using host profiles. The third part takes place at the virtual
machine level, where virfual machine NICs are connected
to distributed port groups either through individual virtual
machine MIC configuration or by migrating virtual machine
networking from the vSphere Distributed Switch itself

58]+ | Search Inventory Q,

Explore Further -

4

root 4

Select dVSwitch, right click

August 2013

, and select Edit Setting

- o B |

B dySwi Add Host. .. Ckrl4+H
%n Primat Eﬁ Manage Hosts. .. Chrl4a
£, Primar &2 Mew Port Group...

ﬂ%ﬂ Secon ﬁg Manage Pott Groups. ..

L

Secan
ﬂ%' laf  Edi Settings...

ﬂ?‘un WLAMN-

n?‘.m WLAMN- E:‘ﬂ Migrate Wirtual Machine Mebworking. ..

¥ dwSwitch-
Alarm

Cpen in Mew Window, .. Chrl+al+nN

Rermove

Renare

A

Avaya Inc. — External Distribution
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(% dvSwitch Settings

avaya.com

General

Marne:

Advanced

Motes:

Select Private Vlan tab.

(% dvSwitch Settings

Enter or edit primary private YLAN 1D,

Metwork Adapkers ] Private YLAMN ] MetFlow ] Port Mirroring ]

Murmber of uplink ports;

Mumber of ports:

||:|v5witch

=

Mazxirmum number of physical adapters per host

Edit uplink names. ..

1028

Enter or edit a secondary private YLAN ID and Type,

Frimary private YLAN ID

200

300

[Enter a private WLAN ID here]

Secondary private YLAN ID Tvpe

On the left window, enter a primary VLAN ID, and then double-click on the [Enter a private VLAN ID here]

window

(% dvSwitch Settings

Enter or edit primary private YLAN ID.

Properties ] Mebwork fdapters  Private YLAN ]NetFIu:uw ] Part Mirroring

Enter or edit a secondary private YLAN ID and Type.

Primary private YLAMN ID
200
300

Secondary private YLAM ID Tvpe

Enter a privake YLAN ID here

Enter a valid primary VLAN ID, (i.e. 400) and then press the return key. As shown here, you can see

200/300 was already created.

(% dvSwitch Settings

Enter or edit primary private YLAN ID.

Properties ] Mebwork Adapters  Private YLAN ] MetFlow ] Part Mirroring

Enter or edit a secondary private YLAN ID and Type.

Primary private YLAN ID Secondary private YLAR ID Tvpe
200

300 [Erter a private WLAN ID here] Select
400 |

[Enter a private VLAN ID here]

August 2013
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On the right window, enter a secondary VLAN ID, and then double click on the [Enter a private VLAN ID

here] window

[% dvSwitch Settings

Enter or edit primary private YLAN 1D,

Propetties ] Metwork Adapters  Private WLAN l MetFlow l Part Mirroring ]

Enter or edit a secondary private YLAM ID and Tyvpe.

Primary private YLAMN ID

200

300

400

[Enter & private WLAMN ID here]

Secondary private YLAN 1D Type

2 WLAN 1D here | select

Enter a valid secondary VLAN ID, (i.e. 401) and press the return key

(% dvSwitch Settings

Enter or edit primary private YLAMN 10,

Propetties l Metwork Adapters  Private VLAN lNetFIow ] Part Mirrating

Enter ar edit a secondary private YLAMN ID and Twpe.

Primary private YLAM ID

200

300

400

[Enter a private WLAMN ID here]

Finally select Isolated for Type

Secondary private YLAM 1D Tvpe

401
[Enter a private YLAN ID here]

[ dvSwitch Settings

Enter or edit primary private YLAMN 10,

Properties l Metwork Adapters  Private VLAN lNetFIow l Part Mirraring

Enter ar edit a secondary private YWLAMN ID and Type.

Primary private YLAM ID

200

300

400

[Entet a private WLAMN ID here]

Click OK button.

August 2013

Secondary private YLAN 1D Tvpe

401 [Isolated ]

[Enter a private VLAN ID here] Select
Cormmuniky
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3.2 Port Group Configuration

Next step is to assign primary and secondary private VLAN ID to port groups.

{% vcentrevbn.emea. avaya.com - vSphere Client

File Edit Wiew Inventory Administration Plug-ins Help
E E E} Home b gF] Inwentory I» _@‘ Mebworking &fl=| Search Inwentary Q
= (4 veentrevbn.emea.avaya.com dvSwitch
= Datacenter-YEN
i accd 1)1 ce Alloc Yirtual Machines | Hosks
8 Access Time since last refresh: 00:03 Start Monitaring Port State
8 Avaya-135
8 fvaya47 Port I contains: ~ E
& Avaya-k—4? Port ID ~ | Mame Connectee Runtime MAC address | Port group
Ha-Li
Q d\-'Stn\Il;ch o dvUplinkl esxOvbn.emea. avaya.com - vmnicd - dv3wmitch-g1
Uplinkz esx0vbn.emea. avaya.cam - vmnics -- dvSwitch-g1
d
B dvsed B add Host... Ctrl+H ' '
%n Prima Uplink3 -- -- dvSwitch-e1
X Manage Hosts., .. Ctrl+G . .
%ﬂ Prirn. Uplirks -- -- dvSwitch-e1
%n Prima|§ Mews Part Graup.... - - Primary YLA&
%n Seco §3 Manage Port Groups... - - Primary YL
£, 5ecol @ Edit Settings... - - Primary YLA
% .\S,.E;:] E@ Migrate Yirtual Machine Metworking. .. -- -- Primary YLA
- - Primary YLA
& wLan Hlarm » rimary
T cheSwikch -- -- Primary Y¥L&
Open in Mew Window, .. CErl-alt+M -- -- Primary VL&
Pemove - - Frimary YLA
Rename - - Primary VL&
TIHT - -- -- Primary YL&

Right-click dvSwitch and select New Port Group.

=13

Create Distributed Port Group Z

Properties
Haowy do you want bo identify this network?

Properties Properties
hlame: |d\-'PortGrnup
Mumnber of Ports: 125 2
VLAN Eype: |N0ne ﬂ

Enter a name, i.e. Primary Vlan 400, select Private VLAN for Vlan type, and then select the correct VLAN
ID, i.e. 400 (Promiscuous 400,400) as used in our example.

August 2013 Avaya Inc. — External Distribution 13
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(% Create Distributed Port Group

Properties
How do ywou want to identify this netwark?

Properties Properties

Marme:

YLAN Evpe:

Select Next, then Finish.

Murnber of Parts:

|Primary ‘Wlan 400

128

|Private WLAN |

Privvake YLAN Enkry:
Pro §

Create another port group for the secondary VLAN ID, enter a name, i.e. Secondary Vlan 401, and then
select the correct VLAN ID, i.e. 401 (Isolated 400,401) as used in our example.

(% Create Distributed Port Group

Properties
Howw dio wou wank o identify this network?

Properties Properties

Mame:
MNumber of Ports:

VLAN bype:

Select Next, then Finish.

|53cnndary Wlan 401

128

|Private vLAM |
Private VLAN Entry:

1)

August 2013 Avaya Inc. — External Distribution 14
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3.3 Load Balancing Configuration

Next step is to change default load balancing behavior for the two network interfaces we have configured
on the dvSwitch (vmnic4 & vmnic5).

{% vcentrevbn.emea. avaya.com - vSphere Client |Z| IEIFXI

File Edit Wiew Inventory Administration Plug-ins Help

E a Eﬁ Home [+ Sﬂ Inventory  [» @_ Metworking E'ﬂ' Search Inventory Q
| [ veentrevbn.emea. avaya.com dvSwitch
= Datacenter-VBN
ﬁ Accd 11 tesource Allocation | Configuration - Wirtual Machines - Hosts
B Access Time since last refresh: 02:35 Start Monitoring Port State
& Avaya-135
g Bvaya-47 Port ID contains: -« g
2 P'VBYIBI':?? Port ID | Name Connectee Runtime MAC address | Port group
& H'q'l-".j i} dvUplinkt esxlvbn.emea. avaya.com - vmnicd - dvSwitch-e1
= B, 1 diUplinkz esx0vbn.emea. avaya.com - vmnics - dvSwitch-g1
& chvmitch-sTree-DiUplinks-111 Pl -emea.avaya. .
2, Primary YLAN 200 g dvUiplinks - - dvSwicch-g1
S Primary ¥LAN 300 3 dvUplinks - - dvSwitch-e}

By default, the ESX server is setup with Route based on originating virtual port where it simply assigns a
VM (virtual machine) to a physical network interface (vmnicX). In our case, we have to use Route based
on IP hash as we want to load share traffic on two interfaces (vmnic4 and vmnic5).

Change trunking on both port groups from the default Route based on originating virtual port setting to
Route based on IP hash for the Primary and Secondary port groups. The VSP 4000 is configured with
MultiLink Trunking.

Select Primary VLAN 400 and then Edit Settings

= &= dvswich configuratio
B dvSwitch-eTree-DWUplinks-111 port groups
£, Primary YLAN 200 vSphere Dit
2, Primary WLAN 300
2., [Primary VLAN 400
% Secondary YLAN 20 Add Permission... Chrl+P
%ﬂ Secondary YLAN 30 Alarm >

2, Secondary YLAN 40
| Edit Settings...

Open in New Window, ., Chrl+al+r

Delete

Select Teaming and Failover, change load balancing from Route based on originating virtual port to
Route based on IP hash.

August 2013 Avaya Inc. — External Distribution 15
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(%) Primary VLAN 400 Settings =3
pE— Policies
Palicies Teaming and Failover
??gll'-llz?ctghaping Load Balancing: Route based on originating virtual port ﬂ
WLARN . -
Teaning and Failover Hetwork Failover Detection: Route based on IP hash
Resource Allocation Hokify Switches: Route based on source MAC hash
Manikaring Route based on physical NIC load
Miscellaneous Failback: Use explicik Failowver order
Advanced . =
Failover Order
Select active and standby uplinks, During a fFailover, standby uplinks activate in the
order specified below,
Mame Q
Active Uplinks
dvUplink1
dvUplinkz
dvUplink3
dvUplinks
Standby Uplinks
Unused Uplinks

Help a4 | Cancel

Then click OK button when finished.

Repeat same action for the secondary VLAN ID. Select Secondary VLAN 401 and then Edit Settings

=l @ dvSwitch configuration
B dvSwitch-eTree-D¥Uplinks-111 port groups d

%n Primary YLAM 200 wSphere Distr
2, Primary YLAR 300

2, Primary WLAN 400
%n Secondary YLAN 201

%n Secondary YLAN 301 Racir Tacke
15 [Secondary YLAN 401 Add Permission. .. Ctr+P
Alarm 4

| Edit Settings. ..

Open in New Window, ., Chrl+Alk+r

Delete

Select Teaming and failover, change load balancing from Route based on originating virtual port to Route
based on IP hash.
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Policies
General
Palicies Teaming and Failover
Security Ferey
Traffic Shaping Load Balancing:
"'L'ﬁ'N Mebwark Failower Detection:
Teaniing and Fa ]
Resource Allacation Hokify Switches:
Maonitaring
Miscellaneous Failback:
Advanced

Failover Order

order specified below,

Route based on originating virtual port ﬂ

Route based on ariginating virtual port

Route based on IP hash
Route based on source MAC hash
Route based on physical MIC load

Select active and standby uplinks, During a fFailover, standby uplinks activate in the

Use explicit Failover order
r

Mame

Active Uplinks
dvUplink1
dvUplinkz
dvUplink3
dvUplinks
Standby Uplinks
Unused Uplinks

_vovetp |
s et

Help

Ok | Cancel

Then click OK button when finished.
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3.4 Virtual Machine Configuration

avaya.com

Final step is to assign these port groups to each Virtual Machine (Srv-1_MSFT and Srv-2_MSFT).

Change view to Home -> Inventory -> Hosts and Clusters

= vcentrevbn.emea.avaya.com - ¥Sphere Client

G &

= 0

File Edit Wiew Inventory Administration Plug-ins Help

E} Home I gF] Inventory | Eﬂ Hosts and Clusters

b &t G RER O @

= [ wcentrevbn.emea. avaya.com
= Datacenter-YBN
+ [y Cluster
= [ esx0vbn.emea.avaya.com
& Clierks
- @ eTree
[ Sre-1_MSFT
3 Srv-2_MSFT
+ & Server

G Tasks @ Alams

&l = | Search Inventary Q
Srv-1_MSFT
zetting Started rce Allocation ! Performance 5 | plarms - Console | Permiss o o
-~
General Resources i
Guesk 05t Microsoft Windows Server 2003 (32-bit) Consurned Host CPU:
¥M Wersion: 7 Consumed Host Memary;
CPL: 2wChl Active Guest Memoary:
Mernary: 2043 ME
Memory Cwerhead: 113.04 ME Provisioned Storage:
Y¥Mware Tools: & Running {Current) Nat-shared Skorage:
IP Addresses: 20.0.53.161 igw all Used Starage:
Storage | Status
DNS Mame: server-1 B MAS-YMs (1) & Mormal
EYC Mode: {TE
4 |
Skate: Powered On
Hosk: esx0vbn, emea. avaya.com Metwork Type
Ackive Tasks: 8 Avayadar Standard port ¢
vsphere HA Protection: @ Nja B2 %I Primary YLAMN 200 Distribuked port
4
Commands —
Shut Down Guest ¥™ Storage Profiles
5 d
00 Suspen WM Starage Prafiles:
3 Restart Guest Profiles Compliance: z
< T I =

rook ﬁ

Select a Virtual Machine (VM), in our case Srv-1_MSFT, right-click and select Edit Settings

August 2013

:_HQ[F!E@_VE 1| Cptions ] Resources ] Profiles ] waErvices ]
Memnory Configuration
[ Show &l Devices add. .. | |
255 GB
Hardware SUMMmary
128 GE
Wl Memory 2048 MB | -
4 crus z B4 GE
YWideo card YWideo card -
. . 32 GEH
= VM device Restricted »
@ SCSI contraller 0 L5I Logic Parallel 16 GE -
= Hard disk 1 Wirkual Disk
2y ofovD drive 1 Client Device 5 GE -
BB Metwork adapter 1 Avaya-47 4l
B Metwork adapter 2 Primary YLAM 200 {dv..
2 56

Avaya Inc. — External Distribution
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Notice that two adapters are already assigned. The first one is used for out of band access while the
second one is in band access. Assign Primary VLAN 400 to network adapter 2.

= Srv-1_MSFET - Virtual Machine Properties

Hardware lOptions ] Resources ] Profiles ] wSErvices ]

[ Showe &l Devices Add.., ‘ Remove
Hardware Surmmary

Bl Memory 2048 MB

4 crus 2

Q Video card Video card

= WMCI device Restricted

@ 2SI contraller 0 LSI Logic Parallel

= Hard disk 1 Wirtual Disk,

2y o/ovD drive 1 Client Device

ER Metwork adapter 1 Avaya-47

Ef Network adapter 2 {edite...  Primary ¥LAN 400 (... |

Wirtual Machine Mersion: 7
Device Skatus
[+ Connected

[v Connect at power on

Adapter Type

Current adapter: E1000

MaC Address

e —

i o

DirectPath I

Stakus: Mot supported @)

Metwork Connection

Metwork label:

Park: 259

Switch o advanced settings

Repeat same action for the second virtual machine, Srv-2_MSFT, right-click and select Edit Settings

= Srv-2_MSFT - Virtual Machine Properties

B[(=/e3

Hardware | Options | Rescurces | Profiles | wservices | Virtual Machine Version: 7
Device Skatus

[ Shaowe 2l Devices Add.., ‘ Remove WV Connecked

Hardware Summary W Connect at power on

M 2045 ME

M Memory Adapter Type

M crus . C & adapt E1000

Q Viden card Video card IS EREENT

= VYMCI device Restricted I —

@ 2SI contraller 0 L3I Logic Parallel ’—

= Harddisk 1 Wirtual Disk,

2y o/ovD drive 1 Client Device & g

BB Metwork adapter 1 Avaya-47

E& Network adapter 2 {edite... Secondary YLAN 401... | DirectPath L0
Status: Mot supported @D
Mebwork Connection
Metwork label:
Part: 1027

Switch to advanced settings
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4. VSP 4000

In our specific case, a physical server with two virtual machines (Srv-1_MSFT and Srv-2_MSFT) is
connected to a VSP 4000 by a trunk port (ports 1/4 and 1/5 are Qtagged via MLT 1). In fact Srv-1_MSFT
is assigned to the primary VLAN (Private VLAN configured on VMware server) and acts as a promiscuous
node/hub. However, Srv-2_MSFT is assigned to the secondary VLAN (Private VLAN configured on
VMware server) and acts as an isolated node/spoke.

The two servers as shown below (figure 3) will be able to communicate, but in the case you have a more
complex network with more stations, Srv-1_MSFT will be able to communicate with all stations while Srv-
2 _MSFT will be able to communicate only to the primary VLAN attached stations (hubs) and not to
stations attached to the secondary VLAN (spokes). Refer to figure 1 for E-Tree (Ethernet Private Tree)
topology and to table 1 for station connectivity matrix.

Srv-1_MSFT

10.10.10.161
00-50-56-8e-03-65
VSP4000-3

Srv-2_MSFT

10.10.10.162
00-50-56-8e-03-66

PVLAN
Primary 400
Secondary 401

VMware Server

Figure 3 - VMware server and VSP 4000 Logical setup

4.1 Configuration commands

The following commands configure trunking, private VLAN and E-tree:

VSP4000-3:1#conf t

Enter configuration commands, one per line. End with CNTL/Z.

VSP4000-3:1 (config)#mlt 1 enable name "ESX-Trunk"

VSP4000-3:1 (config) #mlt 1 member 1/4-1/5

VSP4000-3:1 (config)#mlt 1 encapsulation dotlqg

VSP4000-3:1 (config) #mlt 1 private-vlan trunk

VSP4000-3:1 (config) #vlan create 400 type pvlan-mstprstp 0 secondary 401

VSP4000-3:1 (config) #vlan mlt 400 1

VSP4000-3:1 (config) #vlan i-sid 400 4000

@ Note — VSP4000-3 is connected to a SPB network and E-Tree configuration is limited to VLAN

ID to ISID mapping. Please refer to Shortest Path Bridging (802.1aq) Technical Configuration
Guide for more information about SPB configuration.
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4.2 Show commands

You can display Private VLAN information globally by issuing the following commands:

VSP4000-3:1#show vlan private-vlan

PRIVATE VLAN

Primary Primary Secondary Secondary
VLAN ISID VLAN ISID
400 4000 401 4000

Or per interface

VSP4000-3:1#show interfaces gigabitEthernet private-vlan 1/4,1/5

Port Private Vlans

PORT VID

NUM TAGGING PVLAN PVLAN TYPE TYPE VID

1/4 enable enable trunk both 400/401
1/5 enable enable trunk both 400/401
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Document Title

Publication
Number

Description

Shortest Path Bridging (802.1aq)

NN48500-617

Technical Configuration Guide

Basic SPB Configuration

NN48500-632

Technical Configuration Guide

Configuration — VLANs and Spanning Tree
Avaya Virtual Services Platform 4000

NN46251-500

VSP 4000 Manual

Configuration - Shortest Path Bridging MAC
(SPBM) - Avaya Virtual Services Platform
4000

NN46251-510

VSP 4000 Manual
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