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Preface

This section discusses the conventions used in this guide, ways to provide feedback, additional help, and
other Extreme Networks publications.

Conventions

This section discusses the conventions used in this guide.

Text Conventions

The following tables list text conventions that are used throughout this guide.

Table 1: Notice Icons

Icon Notice Type Alerts you to...
o General Notice  Helpful tips and notices for using the product.
‘ Note Important features or instructions.
b
Caution Risk of personal injury, system damage, or loss of data.

AN
i Warning Risk of severe personal injury.
New!

New Content Displayed next to new content. This is searchable text within the PDF.

Table 2: Text Conventions

Convention Description

Screen displays This typeface indicates command syntax, or represents information as it appears on the
screen.

The words enter and When you see the word “enter” in this guide, you must type something, and then press

type the Return or Enter key. Do not press the Return or Enter key when an instruction

simply says “type.”

[Key] names Key names are written with brackets, such as [Return] or [Esc]. If you must press two
or more keys simultaneously, the key names are linked with a plus sign (+). Example:
Press [Ctri]+[Alt]+[Del]

Words in italicized type | Italics emphasize a point or denote new terms at the place where they are defined in
the text. Italics are also used when referring to publication titles.
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Preface

Terminology

When features, functionality, or operation is specific to a switch family, such as ExtremeSecurity or
Summit®, the family name is used. Explanations about features and operations that are the same across
all product families simply refer to the product as the switch.

Providing Feedback to Us

We are always striving to improve our documentation and help you work better, so we want to hear
from you! We welcome all feedback but especially want to know about:

e Content errors or confusing or conflicting information.
¢ |deas for improvements to our documentation so you can find the information you need faster.
e Broken links or usability issues.

If you would like to provide feedback to the Extreme Networks Information Development team about
this document, please contact us using our short online feedback form. You can also email us directly at
documentation@extremenetworks.com.

Getting Help

If you require assistance, contact Extreme Networks using one of the following methods:

¢  GTAC (Global Technical Assistance Center) for Immediate Support

* Phone: 1-800-998-2408 (toll-free in U.S. and Canada) or +1 408-579-2826. For the support
phone number in your country, visit: www.extremenetworks.com/support/contact

o Email: support@extremenetworks.com. To expedite your message, enter the product name or
model number in the subject line.

e Extreme Portal — Search the GTAC knowledge base, manage support cases and service contracts,
download software, and obtain product licensing, training, and certifications.

e The Hub — A forum for Extreme Networks customers to connect with one another, answer
questions, and share ideas and feedback. This community is monitored by Extreme Networks
employees, but is not intended to replace specific guidance from GTAC.

Before contacting Extreme Networks for technical support, have the following information ready:

¢ Your Extreme Networks service contract number and/or serial numbers for all involved Extreme
Networks products

e A description of the failure

e A description of any action(s) already taken to resolve the problem

e A description of your network environment (such as layout, cable type, other relevant environmental
information)

e Network load at the time of trouble (if known)

e The device history (for example, if you have returned the device before, or if this is a recurring
problem)

e Any related RMA (Return Material Authorization) numbers

Extreme Networks Documentation

To find Extreme Networks product guides, visit our documentation pages at:
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Current Product Documentation www.extremenetworks.com/documentation/

Archived Documentation (for earlier www.extremenetworks.com/support/documentation-archives/
versions and legacy products)

Release Notes www.extremenetworks.com/support/release-notes

Open Source Declarations

Some software files have been licensed under certain open source licenses. More information is
available at: www.extremenetworks.com/support/policies/open-source-declaration/.
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1 Introduction

This guide is designed to help you use the Extreme AirDefense” (AirDefense) 10.0. AirDefense is
designed to protect your network from wireless threats and attacks, maximize your wireless network
performance and enforce policy compliance. As a standalone platform, AirDefense is part of a system
that includes the AirDefense appliance. The AirDefense appliance comes ready with the application and
all supporting software preloaded.

This guide is intended for information security administrators and people who are responsible for
reporting on and analyzing wireless LAN data.

Scope of Documentation

This guide covers:

¢ Appliance Configuration

e Operational Configuration

¢ Device Management

e Alarm Management

e Network Security

¢ WLAN Management

¢ Troubleshooting

e Managing Multiple Appliances

e AirDefense New User Experience

This guide does not cover initial hardware installation or the basic device configuration you need to
perform to get the appliance up and running. For hardware installation instructions, see the Extreme
AirDefense 10.0 Appliance Installation Guide, available at the following URL:

Appliance Installation Guide
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2 System Overview

AirDefense in Standalone Mode
System Components

System Requirements

Version Compatibility for Upgrade
Connecting to Hardware Appliance
Configuring the Appliance

System Configuration

Selecting and Deploying APs and Sensors
Connecting to the Network

Assigning User Interfaces

Basic Navigation

Alarm Time Reporting

Extreme AirDefense (AirDefense) is an advanced wireless intrusion prevention system (WIPS) providing
automatic protection against wireless threats and a key layer of security for wireless VPNs, including
encryption and authentication. The platform provides you with a cost effective and simplified way to
fully customize your wireless management and monitoring solutions to meet organizational needs and
industry requirements. AirDefense offers:

e 24x7 Wireless Intrusion Prevention (WIPS)

¢ Network Assurance Tools

e  Multi-vendor WLAN Infrastructure Management

e Proximity and Analytics capabilities

e Forensic Analysis capabilities.

These tool-sets are seamlessly integrated into a single console to simplify the operation and security of
your wireless network. With the device management system, you can manage your network remotely
from a central location.

AirDefense consists of program areas and drill-down views. Each view gives you more details to help
troubleshoot specific threats or performance problems reported by the Extreme AirDefense. The
comprehensive configuration features give you full control over your network from a central location.

AirDefense in Standalone Mode

As part of an AirDefense system, the AirDefense appliance is a true plug-and-play system with a
hardened operating system, optimized database, automated database maintenance, and all application
software included.

The AirDefense appliance provides a scalable, secure, and manageable solution for enterprises to
deploy in a single office or corporate campus. As an appliance, AirDefense does not require an

Extreme AirDefense User Guide / 10



System Overview

enterprise to buy, install, configure, lock-down, and support a server, operating system, and database. A
true appliance comes ready with the application and all supporting software preloaded.

System Components

AirDefense provides advanced Wireless LAN monitoring with a distributed architecture of remote
sensors and APs that communicate with a centralized server (appliance.) A basic AirDefense system
consists of an AirDefense appliance and one or more sensors.

CORPORATE OFFICE . g

=

g:;,,‘,,,,&»ng ™

Distributed Sensors

& o\

| i S 2
2 N
L Y, !.-""_-. LN

; o "'f_‘-—— &
ADSP Appliance

Console

The AirDefense remote sensors collect frames being transmitted by 802.11a-, ac, b-, g-, and n-compliant
devices, and sends that data to a central AirDefense appliance for analysis and correlation.

System Requirements

The following are the different requirements for AirDefense:
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e Supported Hardware Appliances
e Supported Browsers
e Supported Operating Systems

Supported Hardware Appliances

¢ Model NX95x0
¢ Model NX96x0

Note

e AirDefense 9.0.x and later do not support legacy appliances without 64-bit OS support.
0 Customers that have a 32-bit server cannot upgrade beyond 8.1.3.

— % o AirDefense 9.1.x and later do not support legacy appliances without 2GB of RAM or
greater. Customers that have a 1GB server cannot upgrade beyond 9.0.3.

Supported Browsers

e Firefox 36 and higher
¢ Internet Explorer 11 and higher
e Google Chrome 40, 41 and 53.

o Note
== J Flash Player 10.1 or later is required.

Supported Operating Systems
The following operating systems can be used to install the AirDefense toolkit. The AirDefense toolkit is a
set of utilities for managing an AirDefense instance.
e Windows 7
¢ Windows 10 Enterprise
* Linux
e Mac (Thin Client Applications only)

Version Compatibility for Upgrade

The following versions can be updated to the latest version 10.0 of AirDefense.

Important

Upgrading from versions other than those listed in this section are not supported. If you have
[:.j"" a version not listed in this section, and would like to upgrade to 10.0, you must have an

AirDefense support contract. Please contact your Extreme Networks sales person if you

currently do not have a support contract and would like to receive access to software updates

for this product.
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Version 9.5

Version 10.0 can be upgraded directly from version 9.5.0-11 only. Direct upgrade from any other version
is not supported.

Note
0 For existing customers who would like to upgrade to 10.0, you must have an AirDefense
j support contract. Please contact your Extreme Networks sales person if you currently do not
have a support contract and would like to receive access to software updates for this product.

WING Version Compatibility
AirDefense 10.0 is compatible with the following WiNG versions:

e WING 5.9.2.1- Support for APs 7612, 7632, and 7662
¢ WING5.9.2.0

Note
L‘ See the section titled DFS Tables, Sensor and Radio Share in the corresponding WIiNG release
notes for a detailed matrix of sensor features supported for each AP in that WiNG release.

) Note
0 See the Release Notes for this version for important information with respect to version
J compatibility. Latest Release Notes can be found at www.extremenetworks.com/support/
release-notes.

Extreme Wireless Version Compatibility
AirDefense 10.0 is compatible with the following Extreme Wireless versions:

e  Extreme Wireless 10.41.07 (radio-share sensor support for AP 39xx)
e Extreme Wireless 10.41.09

Extreme Cloud Appliance Compatibility

AirDefense 10.0 is compatible with the following Extreme Cloud Appliance versions:
e Extreme Cloud Appliance 4.26.01

Connecting to Hardware Appliance

AirDefense Hardware Appliance is accessible through:

e By directly connecting a keyboard and mouse to the hardware appliance
e Using a laptop by connecting directly to the hardware appliance's LAN port
e Remote access through SSH

Extreme AirDefense User Guide / 13


http://www.extremenetworks.com/support/release-notes/
http://www.extremenetworks.com/support/release-notes/

System Overview

Connect a Laptop

You can physically connect a laptop to the AirDefense hardware appliance’s Ethernet port to
communicate through an IP address.

By default, a fresh installation of AirDefense does not have a default IP address. It has to be assigned by
the AirDefense operator. Ensure that your laptop has an IP address in the same subnet as the
AirDefense Appliance.

Connect a Monitor and Keyboard

You can physically connect a monitor, keyboard, and mouse to the AirDefense Appliance. Use the
appropriate connectors (such as PS2 or USB) to plug in to the appliance directly.

Access Appliance Remotely

To access the appliance remotely, use the SSH protocol version 2.

Note
0 You must have a client that supports SSH v 2 installed on the remote workstation used to
connect to the AirDefense appliance. If you attempt to use SSH protocol 1, you will receive a
protocol error message in syslog.

Launch your SSH client and connect to the IP address of the AirDefense appliance. See the following
example :

NAME
ssh -- OpensSH 5SH client (remote login program)

SYNOPSIS
ssh {-1246aacfgtlﬂnqsttvvxxv] [-b bind_address] [-c cipher_spec] [-D
bJ,rJ.d_as!Q.r_e_a&:Jq_w_ﬂ [-e escape char] [-F configfile
[-7 1dentity _file] [-L [bind address:]port:host:hostport]
-1 lﬂﬂiﬂ_EQME} [-m mac_spec] [-0 ctl_cmd] [-o option] [-p port] [-R
bind_address: Jport:host:hostport] [-S ctl_path
-w local_tun[:remote_tun]] [user@]hostname [command]

DESCRIPTION

ssh (5SH client) is a program for logging into a remote machine and for
executing commands on a remote machine. It is intended to replace rlogin
and rsh, and provide secure encrypted communications between Two
untrusted hosts over an insecure network. X11 connections and arbitrary
TCP ports can also be forwarded over the secure channel.

Configuring the Appliance

You will need to configure your AirDefense appliance after the initial installation.

Note
0 For details on installing the AirDefense appliance, see the Extreme AirDefense Appliance
Installation Guide at the following URL: Appliance Installation Guide

The following table shows the basic activities you will need to perform to commission your AirDefense
appliance.

Extreme AirDefense User Guide / 14
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Table 3: AirDefense Basic Commissioning

Planning and Assessment

Review your security policies, network infrastructure and WLAN sensor
coverage requirements, and then establish your AirDefense policy

configuration.

Analysis and Design

Develop a system implementation design tailored to your specific wireless

security requirements.

Appliance Implementation

Configure the AirDefense appliance to work with your wireless
infrastructure as required. (You can also commission additional appliances

as needed.)

Add-On Modules

You can add on modules in order to customize AirDefense to fit your needs. You can add one module or
multiple modules, categorized as follows:

e Security and Compliance

¢ WLAN Management
*  Proximity Awareness

e Network Assurance.Mac (Thin Client Applications Only)

Module

Actions

Category

WIPS (Wireless Intrusion
Prevention System)

License and configure. License is per sensor.

Set up the automated configuration for policies and
associated devices.

Configure optimal rogue detection and mitigation.
Define and tune threat monitoring policy.

Security and Compliance

Part-time WIPS

License RadioShare WIPS. License is per AP. Install
licenses based on number of APs.

Security and Compliance

Wireless Vulnerability
Assessment

License and configure. License is per sensor.

Security and Compliance

Advanced Forensics

License and configure. License can be per sensor or
per AP (RadioShare licenses).

Security and Compliance

WLAN Management

License and configure.

Create the device profile template.

Build reports.

Install firmware updates and upgrades as needed.

Create and import one (1) template for wireless
controllers and one (1) for APS—as required.

WLAN Management

Note: This License is EOL.

Presence Service

License and configure. Comes with Proximity
licenses.

Proximity and Awareness

Note: This License is EOL.

Wi-Fi- Analytics

License and configure. Comes with Proximity
licenses.

Proximity and Awareness

Note: This License is EOL.

Extreme AirDefense User Guide
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Module Actions Category
Zone Tracking e |icense and configure. Comes with Proximity Proximity and Awareness
licenses.

Note: This License is EOL.

Position Tracking * License and configure. Comes with Proximity Proximity and Awareness

licenses.
Note: This License is EOL.

License and configure. Comes with Proximity Proximity and Awareness
licenses.

Historical Location Analysis

Note: This License is EOL.

Spectrum Analysis e License and configure. License can be per sensor or  Network Assurance

per AP (RadioShare licenses).
Note: This License is EOL.

License the AirDefense appliance. License can be Network Assurance
per sensor or per AP (RadioShare licenses).

Advanced Troubleshooting

Note: This License is EOL.

Connectivity e License and configure. License can be per sensor or  Network Assurance

Troubleshooting per AP (RadioShare license).
Note: This License is EOL.

Live RF e |icense and configure. License can be per sensor or  Network Assurance
per AP (RadioShare license).

* Import the maps as required for specific floors. Note: This License is EOL.

AP Testing e License and configure. License can be per sensor or  Network Assurance

per AP (RadioShare license).
Note: This License is EOL.

Central Management e License and configure. Central Management
Console (CMC)

Advanced Infrastructure e License and configure. License can be per sensor or  Security and Compliance

Forensics per AP (RadioShare licenses).
Note: This License is EOL.

Hardware Dependencies

Certain software modules may be hardware dependent. For example, Spectrum Analysis is dependent
on the radio chipset, which varies between hardware platforms. Other software modules such as AP
Testing or Wireless Vulnerability Assessment require a client on each sensor, which may also be
hardware dependent. Please verify hardware and firmware requirements for each software module
needed.

System Configuration

In order to configure AirDefense, you will need to follow the steps shown in the following chart:
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System Configuration

Setup APs/Sensors

e

Setup Network Tree

&

Sanction Devices

&

Configure Alarms

.

Set up Initial Policy

&

Set up Notifications

Selecting and Deploying APs and Sensors

Consider the following points when selecting your access points (APs) and sensors for deployment:

Most AP models can have internal or external antennas. APs with internal antennas work best in an
indoor environment. AP/Sensors with external antennas work best for warehouse deployments,
mount-in-plenum spaces or deployments where specialized antennas may be required.

AP and sensor SKUs can be ordered for different RF domains to comply with regulatory
requirements. Shipping locations may be limited by configured RF domain.

Supported WING APs

AP 6521

AP 6522, AP 6562

AP 6532

AP 7522, AP 7532, AP 7562

AP 8122, AP 8132, AP 8163

AP 8232 (with 3rd radio sensor module only)
AP 8533

AP 8432

AP 7602, AP 7622
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* AP 7612, AP 7632, AP 7662
e TWH5N

Note

e For detailed descriptions and installation instructions for specific APs, refer to AirDefense
Infrastructure Management Supported Devices at the following URL: Extreme Networks
Support

Supported Extreme Wireless APs

* AP 3915
* AP 3916
* AP 391/
e AP 3935
* AP 3965
e AP 3912

All the above access points are supported with Extreme Wireless version 10.41.09 firmware.

Off-Channel Scanning (OCS)

RadioShare and off-channel scanning (OCS) work hand-in-hand to allow either or both radios to carry
client data and simultaneously act as a sensor, providing dual-band sensing. OCS essentially allows the
AP to tune its radio to a different channel for a finite amount of time for threat scanning.

Example:

An AP that provides client access on channel six will monitor other channels as well. The AP will stay on
channel six for 10 seconds. During the 10-second interval, the AP is capable of communication with
associated clients. After the 10-second interval, the AP will listen off-channel on channel seven for 110
ms. This round-robin method of off-channel scanning is used by the APs to listen for transmissions of
other APs and to monitor any off-channel RF transmissions.

Note

When utilizing OCS, the APs/sensors take more time to detect threats than when utilizing a
e dedicated sensor. The amount of time required to detect threats depend on several factors,

such as, data load, timing, and the channel where the threat is active. OCS is a part of Part-

time WIPS and requires that license for this feature.

Setting Up APs and Sensors

In order to implement WLAN monitoring, you must set up APs and sensors in the vicinity of the
airwaves carrying the WLAN traffic. The AirDefense Smart Sensors passively observe all wireless LAN
traffic within 40,000 to 60,000 square feet of typical office space. These sensors collect and analyze
data on the wireless network by monitoring the following factors:

* Wireless devices present on the network, along with their associations

¢ Devices using encryption and authentication
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¢ Device vendor information
e Total data transferred.

Modifying Resources

In the standalone mode, you can modify AirDefense resources by using the CLI interface.

Connecting to the Network

There are various methods of connecting to the network. You should always use the most secure
connection possible. When connecting via browser, use SSL (https:443) when possible.

e Sensor-to-Server: you may use unencrypted (port 80) or encrypted (port 443) communication.
e Via Sensor Ul: new releases only allow encrypted access to the sensor Ul (https:443).
e Console-to-Server: you must use encrypted (port 8543) communication.

Assigning User Interfaces

User interfaces allow system users to access certain AirDefense components. Each user interface has
permissions. The table below describes the user interfaces, the program area they manage, the
functions within the program area, and the type of user interface required.

User Interfaces Program Area Functionality User

AirDefense AirDefenseadmin Manage Command Line User

Command Line (utilities) Dbase

Interface Software
Config

AirDefense Graphical Extreme AirDefense  Dashboard User

User Interface (GUI) Network In order to run the AirDefense GUI, a
Alarms minimum of 512MB of RAM is required and
Configuration 1GB of RAM is recommended for the client
Rogue workstation.
Performance
Compliance
Forensic
Intrusion

Device Management
Report Builder
Reports
Troubleshooting
Downloads

Sensor User Interface AirDefense Sensor Sensor Configuration Sensor User

(sensor Ul
AirDefense New User Extreme AirDefense  Dashboard User
Experience (GUD Network In order to run the AirDefense GUI, a

Alarms minimum of 2GB of RAM is required and
4GB of RAM is recommended for the client
workstation.
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For detailed information on configuring and assigning user accounts, refer to Chapter 7, Configuration,
and the sections on Account Management and Account Access.

Default Login
The default GUI login for AirDefense is admin/admin123.

User Accounts

AirDefense has one default Admin User account. Admin Users may create other users with role-

based permissions that control which functionality each user can access. The Admin User creates
individual accounts and assigns these user roles.

User Types

The Admin User uses four templates to create user accounts with permissions. These templates are:

e  Admin—read and write access to all areas of AirDefense server and sensor administration, including
creation of other admin users.

e  Guest—Gives users read permission to Alarm Management, Reporting, and Analysis Tools. No access
is provided for the other functional areas.

¢ Help desk—Gives users read/write permission to Connection Troubleshooting. No access is provided
for all other function areas.

¢ Qperation Center—Gives users read/write permission to all functional areas except Appliance
Management, Network Management, and System Configuration. No access is provided for these
three function areas.

Use the Admin User account to bypass templates and to customize the user accounts to fit your unique
needs.

System Access Limitations

Your particular AirDefense configuration will affect what fields you may access, regardless of your user
type. Some of the features described in this guide may not appear in the interface, or may be grayed
out, depending on whether they are enabled or disabled.

Example:

If Air Termination is disabled, you will not see options for using it.

If the Admin User who configured your user account only assigns you a specific scope (network level)
to access, you will only be able to view or use data for the part of the network assigned to you.

Basic Navigation

Understanding some basic concepts about the AirDefense GUI will make it easy to navigate. The
following graphic shows where to find the elements described below.
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Menu  Dashboard Network Alarms Configuration New User Experience

BEEEIsM MNefwork Alarms  Configuration MNew User Experience

View Customization 4 || Scope: @@ apsp = View: | ceneral -

Draggable Components

Top Criticalities

| I
¢  Menu—Gives you access to the AirDefense standalone features that are part of AirDefense Toolkit.
¢ Dashboard—Provides a customizable view of your wireless LAN.

¢ Network—Displays a list of devices seen on your wireless network.

e Alarms—Displays an alarm table that shows all of the active alarms currently occurring on your
network.

[ v

E Alarm Counts by Scope
a0
Q Appliance Status

G BSSs by Configuration 70
G BSSs by Last Seen
X - =10]
E Device Activity
Ly Device status s0
E Device Table

A . . . 40
‘ Devices by Configuration
G Devices by Last Seen
30
% Infrastructure Events by Subcategory

EH 1nfrastructure Status ’7 20

¢ Configuration—Allows you to configure devices plus perform other administrative tasks such as user
and sensor administration.

¢ New User Experience—Launches the New User Experience user interface in a new browser tab.

Tree Structure

Whenever the tree structure is displayed, you can control the scope of the data you see in the right
pane by selecting the appropriate network level in the tree. The scope you select in the tree is persistent
while you drill down into the data in the right pane.

Device Search

The Network tab contains a search option that enables you to find specific devices that are being
detected by AirDefense.

Filters

The Network filter and the Alarm filter make it easy to focus on the devices and alarms that are
important to you. The Network filter is used in the Network tab while the Alarm filter is used in the
Alarm tab. When you first access one of these tabs, all the data related to that tab is displayed. You can
use filters to narrow down what you see. For example, the network filter can be used to view only
devices that are displaying rogue activity.
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Dashboard Drill Down

The dashboard lets you quickly assess your overall security and performance status, then lets you drill
down into detailed information about the data the dashboard summarizes. You can then drill even
farther down into specific device or event information. The following graphic shows dashboard drill-
down.
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By double-clicking the Rogue Exploit column in the Top Criticalities chart, the Alarms tab is displayed
showing Rogue Exploit alarms.

Alarm Time Reporting

AirDefense reports alarms and device information and traffic statistics every minute. To understand the
data that appears in AirDefense, you must understand how AirDefense addresses system time versus
the local GUI time, particularly in regard to alarms.

When an alarm occurs, AirDefense detects the alarm in system time, and records this time in its
database. You can configure AirDefense system time by using the Command Line Interface (CLI) found
in the Configuration menu.

However, when reporting the alarm to the GUI, AirDefense adjusts the report time to your local system
time zone. It uses this time to report alarms in the Alarms tab, and it also reports other statistical data in
this manner. The last updated time on each GUI screen (indicated by the time stamp) correlates to the
local system where the browser is running. You configure the GUI time for your local system.
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3 Extreme AirDefense on Virtual
Platform

Prerequisites
Installing Extreme AirDefense 10.0 on VMware

Install Extreme AirDefense on Xen Hypervisor

Extreme AirDefense (AirDefense) can be pre-loaded on an appliance or can run as a virtual machine
(VM) on a supported virtual platform. When you install the AirDefense platform on a hypervisor (for
example, the Xen Project™ Hypervisor 4.x) it appears that AirDefense has the host hardware’s
processor, memory and resources.

This following sections provide step-by-step instructions on how to install Extreme AirDefense
(AirDefense) on a virtual platform.

Prerequisites

AirDefense can be installed on a appliance or as a Virtual Machine.

You can install AirDefense as a VM on the following virtual platforms:

e VMware® vSphere 5.5, 6.0, 6.5 (ESXi)
e Xen Hypervisor 4.1.2 and higher

Required Files

The following files are required for installation:

7o Install On VMware

To install AirDefense as a VM on VMware, download the file QAD-VM-adsp-9-2-0-09. ova and use
it to install AirDefense on VMware.,

You can also use the AirDefense ISO file for large installation. For more information, contact:

¢ GTAC (Global Technical Assistance Center) for Immediate Support

¢ Phone: 1-800-998-2408 (toll-free in U.S. and Canada) or +1408-579-2826. For the support
phone number in your country, visit: www.extremenetworks.com/support/contact

e Email: support@extremenetworks.com. To expedite your message, enter the product name or
model number in the subject line.
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To Install On Xen Hypervisor

To install AirDefense as a VM on Xen Hypervisor, download the files AD-VM-adsp-9-2-0-09-
dvd.gz and AD-VM-adsp-9-2-0-09-dvd.xm.

Note
% Xen Cloud Platform (XCP) is no longer supported.

You can download the latest version from Extreme Networks support site at the following URL: Extreme
Networks Support

Required License

No license is required to install AirDefense on the Virtual Machine of your choice. However, you will
require an AirDefense Platform license in order to use AirDefense on the virtual platform.

Required System Configuration

The following CPU, memory and hard disk configuration is required for installation of ADSP on virtual
platforms to support appropriate network devices:

Advanced 16 36GB 2x1TB 1700 2550 14,875 68,000 306,000
High-End 8 8GB 2x500GB 850 1275 8925 34,000 191,250
Mid-Level 4 4GB 2x250GB 425 637 4165 17,000 76,500
Entry- 2 2GB 1x250GB 85 85 595 3400 15,300
Level

Note
In a multi-VM environment, over-allocation of CPUs to other VMs could potentially impact

% performance of the AirDefense VM.

Note
Higher sensor count will cause forensic analysis to take longer to run.

Installing Extreme AirDefense 10.0 on VMware

Follow these steps to install AirDefense on VMware:

1 Install VMware ESXi according to the instructions located at https://docs.vmware.com/en/VMware-
vSphere/5.5/com.vmware.vsphere.install.doc/GUID-7COATE23-7FCD-4295-9CBI1-
C932F2423C63.html
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2 Install the vSphere Client to install and manage the AirDefense VM running on a VMware ESXi host.
Follow the vSphere Client instructions located at https://docs.vmware.com/en/VMware-
vSphere/6.0/com.vmware.vsphere.hostclient.doc/
GUID-52A4C8B5-04F9-4571-9AC3-4FBED2DD9215.html

3 Once VMware is installed, double-click the VMware vSphere Client icon on your desktop to access
the VMware vSphere server.

[ e - |

vmware

VMware vSphere™

Client

I@\ All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
vSphere Client will continue to operate, supporting the same
feature set as wSphere 5.0,

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IP address [ Name: I LI

User name: |

Password: I

™ Use Windows session credentials

Login I Close
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4 Enter the IP address of your server, your user name and password; then, click Login.

r ™
(&) 10.234.151.100 - vSphere Client =) e

File Edit View Inventory Administration Plug-ins Help
[ Home |

Inventory

&

Inventory

Administration

L

Roles System Logs

Recent Tasks Name, Target or Status contains: » I Clear X

Name Target Status | Details | Initiated by | Requested Start Ti...— | Start Time | Completed"

< (T ] 3

Tasks root
A | | 4

L

5 Select File > Deploy OVF Template.

Eile | Edit View Inventory Administr

Mew »

|-|| Deploy OVF Template...

Export 3
Report 3
Browse VA Marketplace...
Brint Maps »
Exit

The Deploy OVF Template window is displayed.

Extreme AirDefense User Guide / 26



Extreme AirDefense on Virtual Platform

L R
@ Deploy OVF Template E@g

Source

Select the source location.

Source

OVF Template Details
Mame and Location
Disk Format

Ready to Complete
Deploy from a file or URL

I ;I Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

= Back | Mext = I Cancel |

"

6 Click Browse and select the VMware image for the latest version of AirDefense. In the following
example, you would select the AD-VM-adsp-9-2-0-09. ova file from your local PC.

i ™
@ Open ﬂ
— o
@uv| ..« Data(D:) » ADSP » temp - | 3 | | Search temp yel |
Organize « Mew folder =« [ @
-
B Desktop “  Mame Date medified Type Size
.. Downloads  _
o T || AD-VM-adsp-9-2-0-09.0va 8/16/2018 11:22 AM  OVAFile 2123173 KB
neDrive

1 Recent Places

m

9 Libraries

18 Computer
ﬂ—? System (C:)
= Data (D)

File name: AD-VM-adsp-9-2-0-0%.0va - ’OVFpackages("’.ovF;*.ova) V]

[ open | [ Conca |
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7 Click Next. The OVF template details window displays.

-
(%) Deploy OVF Template = | B |

OVF Template Details
Verify QVF template details.

Source

OVF Template Details
MName and Location

Disk Format

Metwork Mapping

Ready to Complete

Product: QA-adsp-shell

Download size: 2.0GB

Size on disk: 3.3 GB (thin provisioned)
30.0 GB (thick provisioned)

Description:

< Back | Next = I Cancel |

L .

8 Verify the OVF template details and then click Next. The Name and Location screen displays.

' ™y
(%) Deploy OVF Template l = | B |

Mame and Location
Specify a name and location for the deployed template
Source MName:
OVF Template Details |ad5|:l€he|||
Name and Location
’ ) The name can contain up to 80 characters and it must be unique within the inventory folder.
Disk Format
Metwork Mapping
Ready to Complete
< Back | Next = I Cancel
LS A

9 Enter a name (for example, adsp-shell) and then click Next.

10 When multiple installation destinations are available, you must select a destination for storage of the
VM files and then click Next.
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11 Select a Disk Format and then click Next.

s ™y
(%) Deploy OVF Template [ =[5 ﬂ_hj

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |da135hore:l
OVF Template Details

Mame and Location
Disk Format
Metwork Mapping
Ready to Complete

Available space (GB): 423.4

% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

< Back Next = | Cancel I

L .

12 Map the networks used in this OVF template to the networks available in your inventory. Use the
drop-down list under the DestinationNetworks column to select the correct network.

|_‘F‘.| Deploy OVF Template [ |51 éj

Hetwork Mapping
What networks should the deployed template use?

?ﬁmglate Details Map the networks used in this OVF template to networks in your inventory
Name and Location

Disk Format Source Networks DestinationNetworks
Network Mapping WM Network WM Network

Ready to Complete

< Back | MNext = I Cancel
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13 Verify the information. Power on after deployment should not be enabled by default. If enabled,
select the control to disable this option. Click Finish to deploy.

f h
Deploy OVF Template o [ )
ploy p

Ready to Complete
Are these the options you want to use?

Soﬁmglate Details When you dick Finish, the deployment task will be started.
Mame and Location Deployment settings:
Digk Format OVFfile: D:\ADSP\temp AD-VM-adsp-3-2-0-0%.0va
Network Mapping Download size: 2.0 GB
Ready to Complete Size ondisk: 30.0 GB
Name: adsp-shell
Host/Cluster localhost
Datastare: datastarel
Dizk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "WM Network"to "WM Network”
I Power on after deployment

< Back | Finish I Cancel |

7

" A

14 Wait until the Deployment Completed Successfully dialog box displays. This could take several
minutes to hours depending on the location (local or Internet) of the AirDefense image being
deployed.

- "I
(% Deployment Completed Successfully @_Iﬂ

Deploying adsp-shell

Completed Successfully

Close

L "y

15 Click Close.

Note

0 If you receive a deployment error, download the z1ibl.d11file from the Extreme
Networks Support Center at Extreme Networks Support and copy the file to your local
hard drive.
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16 Right-click on the VM and then select Edit Settings.

p
[2] 10.234.151.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

|Q Home b gf] Inventory [ H Inventory

mn > @

2 @ 10.234.151.100

adsp-shell

Open Console

@
Power
Guest »
Snapshot 3

I RIEIEEX

ResourceAllocation | Performance | Events ' Console ' Permissions

[»

achine?

software computer that, like a

Virtual Machines

&

Edit Settings...

uns an operating system and

Upgrade Virtual Hardware ating system Installed on a virtual 'S
uest operating system. =
Add Permission... Ctrl+P
| machine is an isolated computing
Report Performance... n use virtual machines as desktop or N
b
Rename ents, as testing environments, or to
pplications.
Open in New Window...  Ctrl+Alt+N
on hosts. The same host can run
Remove from Inventory s . %
Delete from Disk i k >
o
Basic Tasks

[» Power on the virtual machine

3 Edit virtual machine settings

vSphere Client

gl

4 1 LA
Recent Tasks Name, Target or Status contains: = I Clear X
Name | Target | Status | Details | Initiated by | Requested Start Ti...— | Start Time | Completed"
¥ Deploy OVFtemplate E 10234151100 @ Completed roct 8/16/2018 11:57:18 ...  8/16/2018 11:57:18 ...  8/16/2018 1:

<

T | b

|7 Tasks |

|rth A
g

The following window is displayed.
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(s B’
@ adsp-shell - Virtual Machine Properties E‘Elﬂ
Hardware | Options I Resources I Virtual Machine Version: 7
—Memory Configuration
[~ Show All Devices Add... | Remave |
Z55GB T Memory Size: 1= I GBLI
Hardware | summary | -
M Maximum recommended for this
g EEUI Ll | <1 guest 0S5: 255 GB.
CPUs 1 64 GBH
) ) Maximum recommended for best
Video card Video card ” A performance: 36804 MB
} 32 B4 ' )
& VMCldevice Deprecated Default recommended for this
@ SCSI controller 0 Paravirtual 16 s = guest05: 2 GB.
% CD/DVD drive 1 CD/DVD drive 0 Minimum recommended for this
= Hard disk1 Virtual Disk B GBI <l guest OS: 512 MB.
& Floppy drive 1 Floppy 0 2l
E® Metwork adapter1 VM Network
2 GE6 4
1GEH
512 MB=1
256 MBH
125 MBI
&4 MB H
32 MBH
16 MEB
5 MEH
4 MB
oK | Cancel |
2|
W o

17 Set Memory, CPUs and hard disk size as specified in Required System Configuration on page 24
section and also based on the network devices and clients to be supported by AirDefense.

18 Click OK.
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19 Right-click on the AirDefense VM and then select Power > Power On.

r ™
(&) 10.234.151.100 - vSphere Client = [ e

File Edit View Inventory Administration Plug-ins Help
|E} Home b gf] Inventory [ H Inventory |
Rl OB @GR e R

2 [ 10.234.151.100 adsp-shell
(51 [adsp-she — e
’ﬁ‘ 2 ower On CtrleB Events | Console ' Permissions
rs
Guest L4 Power Off Ctrl+E ]
Snapshot L4 Suspend Ctrl+Z
@ Open Console Reset Ctrl+ T Virtual Machines
[ Edit Settings... Shut Down Guest  Ctrl+D
Upgrade Virtual Hardware Restart Guest Ctrl+R
Add Permission... Ctrl+P I . .
| machine is an isolated computing
Report Performance... h use virtual machines as desktop or \:\/
ents, as testing environments, or to ] t
Rename -
pplications.

0 New Window...  Ctrl+Alt+N
ARl L At on hosts. The same host can run

~ 2
Remove from Inventory 2 N :\*\‘\
Delete from Disk K

Basic Tasks vSphere Client

[» Power on the virtual machine

3 Edit virtual machine settings

-
“ 1 LA & | »

Recent Tasks Name, Target or Status contains: = I Clear X
Name | Target | Status | Details | Initiated by | Requested Start Ti...— | Start Time | Completed"
@ Reconfigure virtual ma... @ adsp-shell @ Completed root 8/16/2018 12:06:35 ... 8/16/2018 12:06:35 ... 8/16/2018 1;
¥4 Deploy OVFtemplate E 10234151100 @ Completed roct 8/16/2018 11:57:18 ..  B/16/2018 11:57:18 ...  B/16/2018 1!
< I ] r
7 Tasks | |rth

A | 4)

20 Double-click the VM, then select the Console tab, and wait for login prompt. While waiting,
AirDefense VM configures automatically.

21 When login prompt displays, log into AirDefense and configure just like you would any AirDefense
appliance.

Note
Q If you lose control of the cursor while using the VM, press Ctr1-Alt key combination to

regain control.

Install Extreme AirDefense on Xen Hypervisor

Follow these steps to install AirDefense on the Xen Hypervisor:

1 Install Xen Hypervisor 4.x. Follow the Xen instructions located at https://wiki.xen.org/wiki/
Main_Page

2 SCPthedisk image (AD-VM-adsp-9-2-0-09-dvd.gz) and the configuration file (AD-VM-
adsp-9-2-0-09-dvd.xm) to alocation on your Xen server. Let us assume that the location
is: /var/lib/libvirt/images.
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3 Unzip the disk image using the following command: gunzip AD-VM-adsp-9-2-0-09-dvd.gz.

4 Goto /var/lib/libvirt/images and edit the configuration file: vi AD-VM-
adsp-9-2-0-09-dvd.xm

1% AD-VM-adsp-9-2-0-09-dvd.xm (d:\Read_And_Remove'wenkat\ADSP\temp) - VIM = B X

= "adsp—728-49"
2848
2848

maxucpus = 2
huilder="hum"
kernel="~uspr-s1lib/xen—4.1-boot huvmloader"

on_poweroff = "destroy"
on_vehoot = "restart™

on_craczh = "pestaprt"
device _model = "~suspslibbdsxensbinsgemu—dm®
dizk = [ "file:rvarslibslibvirtrsimagessadsp—dizsk hda.w' 1
[ "hridge=ethB,script=vif-hridge.type=netfront™ 1
[ "type=vnc.vncunused=1,.vnclisten=127.0.08.1 ., keymap=en—us"" 1]
wen_platform_pci=1

Figure 1: Edit the Configuration File

5 Change the line beginning with disk to point to your the location of your AirDefense image: disk =
[ file:/var/lib/libvirt/images/adsp-disk,hda,w ]

6 Change the values for name, maxmem, memory, and maxvcpus to match your criteria. Refer to
on page 24 for the recommended resource configuration for
AirDefense.

7 Increase the disk size of your AirDefense installation using the following command:

# fallocate -1 <new size in bytes> /var/lib/libvirt/images/adsp-disk

By default, the size of the AirDefense image is set as the size your AirDefense VM disk. It is
recommended that you increase the disk size to match the system requirements as specified in

8 Create an AirDefense VM from the new configuration file: xm new AD-VM-adsp-9-0-2-09-
dvd.xm

9 Start the AirDefense VM: xm start adsp-920-09

=

&' Note
= The VM name is the same as the one you specified in the configuration file.

10 The AirDefense Console can be started with the following command: xm console <ADSP VM
name>

11 Log into Virtual AirDefense and configure it as you would any AirDefense appliance.
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Installing the Toolkit

Open

Forensic Analysis-Basic
Advanced Forensic Analysis
Action Control

Reports

Report Builder

Connection Troubleshooting
Scheduled AP Tests

Scheduled Vulnerability Assessment
Scheduled Events

Add Devices

Import and Discovery

Bluetooth Monitoring

The Menu gives you access to AirDefense features.
Open
Forensic Analysis

Action Control

Reports
Report Builder

Connection Troubleshooting
Scheduled AP Test

Scheduled Events

Add Devices

Import and Discovery

Download Toolkit
Help

About - 10.0.0-04
Health Report

Login history (admin)

Logout

Features such as Add Devices and Import/Discover Devices are features that are an integral part of
AirDefense. Reports and Help are web-based applications. Most of the rest of the features are Java
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applets. To run the Java applets, you are required to install the AirDefense Toolkit on your local
workstation. (If you have no need to run the applets, there is no need to install these AirDefense
Toolkit.)

Installing the Toolkit

You will need to install the AirDefense toolkit on your workstation after your initial AirDefense
installation and also each time you upgrade to a new release.

Note
“ If you attempt to access a Java standalone feature and the AirDefense Toolkit is not installed,
you will be prompted to install it.

To install the AirDefense Toolkit:

1 Access the login page and click the Downloads link in the top, right corner of the page (or if you are
logged in, select Menu > Download Toolkit).

2 Select the version of the installation program that corresponds to your OS (Windows or Linux) and
then follow the instructions for your OS.

Download Toolkit

Windows Installation: ADSPE-install.exe

Linux Packages: ADSP.tar.gz

LBS API Toolkit: LESClient.zip

ADSP Motification: ADSPE-Notification.mib

Open

Click Open to access a saved Frame Capture or Spectrum Analysis file.

e Frame Capture Analysis on page 36
e Spectrum Analysis on page 37

Frame Capture Analysis

Live View saves session frame data in a temporary file on your ADSP appliance. This process is called
Frame Capture. You can than save the temporary file to a permanent file on the appliance or to a file on
your workstation. To save a file, you must first stop the Live View session and then select File > Save
from the Live View window to display the Save Frame Capture pop-up window.
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Once the file is saved in PCAP format, you can view it using Frame Capture Analysis. You can access
this feature by selecting Menu > Open > Frame Capture and then selecting the capture file. The frame
data is displayed in the Capture File window.

Ll Capture File - LiveViewUnsanctioned pcap- ADSP.
| File
|| - A Devices -

Loaded Frames:  * izt

.62:"1! BT [ Lol ]

i i
IE 0|
Data | Connections | Devices | Frames !
View: | Sumenary » | soechenges | | Rensme | | ResetioDefouls | | Save Dashbosrd |
.L":I'Trd‘f-cwrrarrm«umm Supl > 35 Data Fromes By Rate Bytes o Chart v 3§

B unsanctened P B B 1 Mbps

'E ® AL - / L6 Mops
& Ty I 162 Mbgs

| ] 216 Mbps
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] s J i J | v
i &

H
; ’ Traffic By Channel Bytes v Chant v 55
R [mET]
i b B 44048
18 f Os
g
[ +8(+4)
£ other
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| Ratry % Ratry = 3 Devices By Authorization All - Chart * 3
[ % Retry [ Unknerwn
® W I unsanctionsd |
i "
= &0
f 25
L o) IT IR 1!1"?3 wIT S8 L+ Bl
Frames: 50,000 Bytes: 8,853,778 | Elapsed Teme: 1:07 | |

The Capture File window is basically the same as the Live View window minus the buttons and menus
that are not needed for Frame Capture Analysis. The tabs display the same information as the Live View
window.

Spectrum Analysis

After conducting a Spectrum Analysis, you can save the temporary spectrum data to a permanent file
on the appliance or to a file on your workstation. To save a file, you must first stop the Spectrum
Analysis and then select File > Save from the Spectrum View window to display the Save Spectrum
Data pop-up window.

You can access the saved spectrum data by selecting Menu > Open > Spectrum Analysis and then
selecting the spectrum analysis file. The spectrum data is displayed in the Spectrum View window.
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The Spectrum View window is opened minus the buttons and menus that are needed for generating
spectrum analysis data.

Forensic Analysis-Basic

Using Forensic Analysis, you can analyze historical data collected and stored for wireless devices.
Forensics furnishes details on devices detected by AirDefense, e.g., APs, sensors, switches, BSSs and
wireless clients. When you need to investigate a suspicious device or troubleshoot a WLAN problem,
use the Forensic Analysis tool to analyze any device seen by the system and display the following
information:

e Threat level of the device
e Device Alarms
e Device Associations.

Accessing Forensic Analysis
Forensic Analysis data is accessed in two ways:

e Using the menu
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Using left click the drop-down menu ™=
then selecting Forensic Analysis.

Method 1

To access forensic data for a device:

Select Menu > Forensic Analysis

next to a device within the AirDefense user interface and

-
ﬂ Select Device and Time Range

=)

(™) Metwork Device

i) BSS

() Wireless Client

(MAC)
(MAC)

(MaC)

Continue: Select Time Range ] [ Cancel ]

2 Enter the MAC address of the device in the appropriate field.

Method 2

Use the context sensitive menu for the device to view Forensic Analysis:

Left-click the drop-down menu button ™=

= & ADSP ~
2 [\"‘f Areal ~
o Alarms
H Y Areaz _
5 o Froperties
Areal .
[\“_' Readiness Test
H g
¥ Aread Action Rules on Demand
@ unplace e RF / Flaor Flan
Upgrade
Capy Folder...
Rename
Remowve

Forensic Analysis
AP Test

Wireless Vulnerability Assessment

of a device anywhere within AirDefense.

2 Select Forensic Analysis from the menu to drill down into the device statistics.
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Setting Time

Once you have accessed Forensic Analysis, a time window displays and you must select the device and
time range. Basic Forensic Analysis, by default, only shows 24 hours worth of data. For detailed
historical analysis, you can change the 24 hour time period by selecting a new date and time. However,
you cannot view more than 24 hours of data at any one time.

Time Range: | 51618 [ 3:21PM v to | 5718 | 321PM v

| loadDats || Cancel |

Note
% Advanced Forensic Analysis allows you to specify your own time period which can exceed 24
hours. For more details, see the section Advanced vs. Basic Forensic Analysis on page 41.

Forensic Data

When you first access Forensic Analysis, you can view a summary of forensic data with information
about threats, associations, device information, transmitting traffic, and receiving traffic. Below is an
example of a forensic data file:

Scope: 3% ap7sa2-156788 [] Time Range: [ 113 1220 Pm »\to e [ 12:20PM -

Tmm l:IEtemPohng /| Data Folling Times Time Window: 11/3/14 12:20 PM to 11/7/14 12:20 FM
| TTTTn T iman T
et
11 AR ARARR LA ATRARRRERRSRRLLTARRAAFRRRRIALY

Fl ]

Scope View: [ punmar] e |

Summary | Threat Analysis | Threat Breakdown | Traffic Analysis | Traffic Breakdown | Channel Analysis | Device Analysis | Bandwidth Analysis|

Threat TX Traffic
Alarm Count: 501 Total; 52,539,096,569 Bytes  P2P; 525,414 Bytes  Retry: 1.81% (950,718,026 Bytes)
|
Categories Criticalities Threat Level Top 5 Rates
.:J 216 - 300 Mbps (40MHz, 2)
13.5 - 15 Mbps ($0MHz, 1)
108 = 180 Mbps (40MHz, 2}
9 Mbps
& Mbps
I
|
53, 205 8555 [J] 189 Wireless Clients Total: 2,280,259,684 Bytes F2P: 777,580 Bytes Retry: 9.127% (208,116,140 Bytes)

Threat Levels Top 5 Channels
]
48
44
1
11
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If you select one of the tabs, the summary is expanded into more detailed forensic data so that you can
learn more about the wireless device and if necessary, take immediate action.

Note
@ The tabs displayed will vary depending on the device selected and on whether you have
installed Basic Forensic Analysis or Advanced Forensic Analysis.

You can access the following tabs in Forensic Analysis for more detail:

¢ Adoption History (APs and Switches.) For APs, adoption history provides a table of devices that
have adopted the selected AP. For switches, it provides a table of devices that the selected switch
has adopted.

¢ Association Analysis (BSSs and Wireless Clients) lists the associations between the device being
analyzed and other wireless devices.

¢ Bandwidth Analysis (APs and Switches) displays a chart showing the bandwidth utilization for the
selected AP or switch.

¢ Channel Analysis (BSSs and Wireless Clients) provides a visual representation of all channels.
¢ Device Info (All devices) displays the current settings for the device being analyzed.
¢ Device Analysis (All Devices) provides a visual representation of all channel bandwidths.

¢ Performance Analysis (Switches) provides performance raw data and usage percentages for the
selected switch.

¢ Radio Analysis (APs) provides information that can be used to analyze the radio on the selected AP.

¢ Radio Info (APs) provides radio information that is recorded at the time displayed on the selected
AP.

¢ Signal Analysis (BSSs and Wireless Clients) displays the signal strength of a device (in dBm) as
measured by various sensors.

¢ Threat Analysis (All devices) displays a table of alarms generated by the device being analyzed.

* Threat Breakdown (APs, BSSs and Wireless Clients) displays devices broken down by type/
manufacturer.

¢ Traffic Analysis (BSSs and Wireless Clients) displays traffic transmitted and received by the device
being analyzed.

* Traffic Breakdown (APs, BSSs and Wireless Clients) displays devices broken down by type/
manufacturer.

Advanced Forensic Analysis

The Advanced Forensic Analysis module allows you to access the full potential of Forensic Analysis.
When installed, Advanced Forensic Analysis replaces the Basic Forensic Analysis that is included in
Extreme AirDefense.

Advanced vs. Basic Forensic Analysis

Advanced Forensic Analysis has all the features of Basic Forensic Analysis plus some very powerful
enhancements.

Administrators can view the activity of a suspect device over a period of months and drill down to
minute-by-minute detail of wireless activity. Records are kept over a long period of time so that
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administrators can review events months later to improve network security posture, assist in forensic
investigations, and ensure policy compliance. These records can be used to provide evidence that an
attacker has made repeated attempts to break into the wireless network and to know where the attack
was launched.

See the following table for a comparison of the features that are available with Basic vs. Advanced
Forensics.

Table 4: Advanced vs. Basic Forensic Analysis

Basic Forensic Analysis Advanced Forensic Analysis

Forensic data is available only for Forensic data is available for the entire system, a single network level, or a

BSS and Wireless Client devices. single sensor (Scope Based only.)

No Location data is available. Location data is available and the Location Analysis tab is activated (Device
Based only).

No Graphical views of data analysis  Graphical views of data analysis are available in all tabs.
are available.

Data is displayed only in 24 hours You can select a time frame for more than a 24 hour time period to display
increments. You cannot configurea  data.

different time period, but you can

choose whatever 24 hour period that

you want.

Only the selected 24 hour time You can adjust the time window using sliders.
period is displayed; you cannot
adjust the time window using sliders.

No data filters are available. Data filters are enabled.

Advanced Forensic Analysis stores and manages 325 data points every minute for each wireless device
on a network. This feature provides administrators more insight into wireless LAN performance and
specific wireless device activity. Trends in network usage can easily be visualized to assist in
performance troubleshooting such as identification of abnormal usage and capacity planning. There are
two categories of Advanced Forensic Analysis:

e Scope Based Forensic Analysis

e Device Based Forensic Analysis

Scope Based Forensic Analysis

Scope Based Forensic Analysis provides forensic data for the network levels and sensors in the Network
Tree.

. Note
Li} BSSs, Wireless Clients, APs, or switches are not analyzed in Scope Based Forensic Analysis.
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The following forensic data is included with Scope Based Forensic Analysis:

e A summary that includes high-level information about the threat level, device counts and traffic for
the entire scope over the selected time range (Summary tab).

e Active alarm information (Threat Analysis tab).

e Threat level information on items within the selected scope (Threat Breakdown tab).

e Transmitted and received traffic by all devices in the selected scope. (Traffic Analysis tab).

e Total traffic seen by the top 100 devices in the selected scope (Traffic Breakdown tab).

¢ Device count for each channel over time (Channel Analysis tab).

¢ Device counts for devices and sensors (Device Analysis tab).

¢ Wired bandwidth usage of the sensors in the selected Scope over time (Bandwidth Analysis tab).

Device Based Forensic Analysis

Device Based Forensic Analysis provides forensic data on BSSs, Wireless Clients, APs, and Switches.
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Device Based Forensic Analysis provides AirDefense administrators with the same forensic data that
Basic Forensic Analysis, but also includes the extra features. The Basic Forensic Analysis tabs are
included plus an extra Location Analysis tab for BSSs and Wireless Clients is added.

The Location Analysis tab provides information to help administrators locate devices in their wireless
network. A Heat Map and a Location Map are used to locate a device. A table view is provided to
display the coordinates of a device. To use the map feature, you must first import the location map that
is used by Location Analysis.

Action Control

Action Control displays a table listing specific actions that are occurring to devices seen on your WLAN.
The type of actions displayed are:

e Aijr Termination
e Port Suppression
e ACL

e Frame Capture
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Selecting an action displays details about the action in the Action Details window.

Use the lh
specific device.

(Ll Action Filter- ADSP =)

—

Device:

Initiated: Manual || Automatic

Action Type: Termination
Port Suppression
ACL
Frame Capture

| ok || cancel

Action Control Table

button to launch a window that enables you to filter to the actions of interest on a

The Action Control table displays specific information about an action that is taking place. The following

information is included:
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Column Description

Start Time The date and time the action was initiated

Name The name of the device the action was performed on

Device ID The MAC address of the device

Action Type The type of action that was performed

Initiator The user name of the person who initiated the action

Action Rule The name of the Action Rule if action was initiated by an Action Rule

Action Control Commands

Also, while an action is highlighted, you can right click on the action to display options (commands) that
can be performed on that action. The following commands are available:

Action

Available Commands

Air Termination

Cancel

Port Suppression

Cancel Port Suppression (re-enable port)

ACL

Cancel Access Control (remove from ACL)

Re-Apply Access Control List

Refresh Access Control List Status

Frame Capture

Cancel Frame Capture

You may select more than one action. If you select one or more actions that are the same, the
commands for that action are available. If you select one or more actions that are different, the only
command available is Cancel All which will cancel any highlighted action.

Reports

AirDefense provides dual approaches to reporting. You can access a web reporting interface and
populate report templates with data or you can use a flexible report builder application to create

custom reports.

¢ The Web Reporting Interface makes it easy to choose report templates and define the scope of
data you want to include, then view the resulting report in a selection of formats. You can also save
reports, share them with others, and schedule reports to run automatically.

¢ The Report Builder Application within the GUI lets more advanced users create report templates,
either basing them on the templates delivered with AirDefense or designing them from scratch.
Reports you create with the report builder become available as templates in the Web Reporting
interface. For more information on the Report Builder interface, see Report Builder on page 48.
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Web Reporting Interface

To access the Web Reporting web site, log in to the GUI and then select Menu > Reports. The report
names are displayed by category. Select the desired report and click on the link to display it. The Web
Reporting interface consists of three tabs: Reports, Published and Favorites.

Reports | Published | Favorites

Compliance Reports

[1] [u] e P 1} niz L Wirel in mend

rimEnt fenze R
EISMA ral information ‘Managament A
GLES Compliance Repart
HiEAA Complizn o
o Wired mpliancs B

h American Eleclri lighility Corporation Critical infr. Et; 0 Standar

PCIDSS w3 2 Compliance FBapon
20X

E;lx E Ay

To move from one page to another, click the tab name. See the following list for a description of each
tab.

e Reports-The Reports tab is the default tab; it lists standard and custom report templates by
category. You can select a report, specify applicable settings, and then display the report with data.
¢ Published-The Published tab lists the reports that you have run, saved as a published report or have
scheduled to run periodically. You cannot view a report published by another user unless that user
shares the report. Once a report is published, you can:
* View published report data by clicking on the report's name.
» Delete a published report by checking its check-box and clicking Delete.
* Share a published report by checking its check-box and clicking Share.
* Make a published report private by checking its check-box and clicking Unshare.
* Rename a published report by clicking Rename, typing in a new report name, and then clicking
Apply.
¢ Favorites-The Favorites tab is where you save reports that you run often. When a report is
designated as a favorite, you can:
» Edit the favorite report settings that are set when you create a report by clicking Edit Settings.
* Schedule the report to run automatically.

* Delete a favorite report by checking the check-box next to the report and then clicking the
Delete button.
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The Online Help describes each of these tabs in detail and explains how to create reports, add reports to
the Favorites tab, and schedule reports.

Report Builder

The Report Builder application allows advanced users to create completely original reports from blank
templates. Alternatively, you can choose a report template you like and edit it to meet your
requirements. All report components are based on whether you want a report on a single device or
multiple devices. Different components are available for single device reports than for multiple device

reports.

ADSP collects extensive data about traffic on your WLAN. The Report Builder interface lets you create
reports using any data point the appliance collects. The graphic below shows an example tree in the
Report Builder application and some elements from the resultant report, along with tips on how to add
different types of components.
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Adding a Report
1 Click New on the Report Builder tool bar.

|l Report Builder- ADSP

(=@ = |

File Edit

|B NEW|E Open . Save

Report Structure Q &

Template:

Description:

Blank single device report

Blank multiple device report
Access_Point_Inventory_Report
Access_Peint_Testing_Anahysis

Activity_Log
Alberta_MNetcare_Provincial_Crganizational_Wireless_Readines
Bluetooth_Device_Inventory_Report

BSS_Inventory Report

Department_of_Defense_Report
FISMA,_Federal_Information_Security_Management_»Act
Forensic_Access_Point_Testing_Analysis
GLBA_Compliance_Report

HIPAA_Compliance_Report

Metwork_Device_Report
Mo_Wireless_Compliance_Report

This report provides an inventory of the bluetooth devices on
the AirDefense appliance.

L

2 Choose a template. Either choose an existing report to edit, or choose the blank report for either a

single device or for multiple devices.

Note

You cannot change the number of devices after you start creating a report. To change
then number of devices on your report, you must create a new report.

3 In the Name field, type the name you want to use for this report.

Note

exception of _ (underscore).

Report name must start with a letter and cannot have any spaces or symbols, with the

4 Click OK, and then click Save.
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Adding Report Components

After you have created a report, regardless of whether you started with a blank template or an existing
report, use the following guidelines for enhancing it:

Note
0 ' Right-click menus make it easy to work with report components. The Report Builder interface
displays the right-click options that are available for use, and grays out those that are not.

¢ To add sections - Right-click on the name of the report in the tree. Select Insert Simple
Components, and then select Section.

» Sections are simply containers for the columns in a report area. For example, if you want three
tables to appear side-by-side, you create a section, add three columns, then insert the tables as
described below.

* Use the up and down arrow buttons to move sections up and down in the tree to place them
where you want them.

* Use the word "Section” or the letter "S" in the section name to help you keep track of
components.

*  You can add an empty buffer section between sections.
* You must have at least one column per section.
¢ To add columns - Right-click on a section, select Insert Simple Components, and then select
Column.
* Columns cause items in your report to appear side-by-side.
* You can add one (minimum) or more columns to each section.
* You can add an empty buffer column between columns.
* Use the word "Column" or the letter "C" in the section name to help you keep track of
components.
e To add simple components - Click Edit on the tool bar or right-click on the name of your report in
the tree. Select Insert Simple Components, and then select the item you want to add.

* Inaddition to sections and columns, simple components include page breaks, headers and
footers, and more.

¢ To add data fields, tables, charts, and floor plans - To add one of these report components to the
highest level in the tree, click the name of the report in the tree (the top-level node). To add a report
component to a section, click the column in that section that you want to add the component to.
Then either right-click or click Edit on the tool bar. Select the item you want to add.

Note

‘ When building alarm tables with an ap_MAC column, the ap_MAC column will only show
data for alarms that were triggered by a wireless client (station) associated to an AP's BSS.
Other alarms will leave this field blank.

* Use the up and down arrows to move items within the tree.

Available Report Components

The following diagram shows the components, data fields, tables, and charts that are available for you
to add at different points in the report tree.
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Report [Mame, Title, Descr., Email info)

Report Header "ReportHeader”

[Mame, Title] VISA CISP/PCI Wireless Security Compliance Report

Section-1 Mame "Section” [Column]

| Column-1"Column’ [TextBlaock, Title,
DataFields, Tables, Charts)

Example Header

Craale mulliple Sections. Each
should confain af leasf one
column, Then you can add dala
fields, {ables, and chars fo the
columns.

Diata Fialds [AlamField, BSSField,
ChannelField, SensorField, StationField]

Tables [MammTable, BSSDetails Table,
StationDetails Tabla, UserEditsTable]

Charts [AlarmChart, BSSTime Chan,
StationTimeC hart]

—| Column-Z "Column’ [DataFields, Tables,
Charts]

Data Figlds [AlarmField, BSSFisld,
ChannelField, SensorField, StationField)

Tables [AlarnTable, BSSDetsils Table,
StationDetails Table, UserEditsTable]

Chars [alarmChart, BSSTimeChart,
StationTimeChart]

—| Additional Columns as neaded

Additional Sections if needed.

Example Data Fiefds

Risguie Acddsd. Powds: o
Uingouthasined Ay

Risdus SEatssng: 5

Unaugherized Statiors: 10

Example Tahle

Exampla Chart

PageBresk, PageCount, PageF ooter, PageHeader, PageMumber, ReportHeader, Saction, Text,
TextBlock, Titla

Data Fields [AlamiField, BSSField, StationField

Table [alarmTable, BESDetails Table,
StationDetailsTable, UserEditsTable]

Craate more data displays not
within a Section

Chart [AlarmChart, BESTimeChart, Station Time Chart|

Extreme AirDefense User Guide




Menu

Configuring Report Components

Every report component (data field, table, or chart) has configuration options you can use to create
reports that contain the exact information you need. After you add a report component to your report
tree, Report Builder displays the configuration options for that component. You can name the
component, and then configure filters.

Note

Le You may want to include the units of measure in the name you give the field. For example:

Alarm (count).

Configuring Report Filters

There are four types of filter windows. When you choose to edit a filter, Report Builder displays filter
choices in the appropriate type of window:

e Radio buttons (example):

‘! Edit alarm_device_state Filter, E'

ADHOC: () Yes
ASSOCIATED: () Yes
MEIGHEORING: () Yes
SANCTIONED: () Yes
UMSANCTIONED: () Yes

(") Match any condtion

(Mo (%) Don't care
Mo (%) Don't care
)Mo (%) Don't care
()Mo () Daon't care
Mo (%) Don't care

[ Ok ][ Cancel

e Checkboxes (example):
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X

® Edit alarm_category Filter,

(>

[] &nomalous Behavior

[] Explaits

[] Infrastructure

[ ] Performance

[] Platform Health

[] palicy Compliance L4

[ ] Reconnaissance

—

[ Ok ][ Cancel ]

e Boolean (example):

‘! Edit alarm_count Filter [z

Walues will be greater than 0

(® Clear Filter

() alarm_count = I:I

() alarm_count |:: V| | |

[ Ok ][ Cancel ]

e Text box (example):

F Edit alarm_essid Filter

alarm_essid | [EEEEsa =y = |

[ 8] 4 H Cancel ]

Deleting a Report

To delete an existing report:
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1 Select File > Delete Report in the tool bar.
A Confirmation Window appears.

(' Report Builder- ADSP (=@ = )
File Edit

B New E Open Save

Report Structure <+ ¥ | Multi-Device Report

This repert provides an inventory of the bluetooth devices on the AirDefense |
appliance.

Delete Report ][ Cancel ]

2 Select (highlight) the report that you want to delete.
3 Click Delete Report to delete.
4 Click Yes to confirm.

Importing a Report

You can import a report from the Report Builder screen by using the following steps.
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1 Select File > Import.

The Import Reports window is displayed.

,ﬂ Import Reporis ﬂ
| ewvarwrite existing reparts
Report Files
C:ilisers\bfgd 78\ Dacuments\alamm_essid
REMowve
0K | Cancel
Click Add.

Navigate to the selected report, select (highlight) it, and click Open.

The report is added to the Report Files list. You may add as many reports as you like.
4 If areport name already exists, click the Overwrite existing reports checkbox.
5 Click OK to import the report.

The report is imported to the list of available reports.

Exporting a Report

You can export a report from the Report Builder screen by using the following steps.
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1 Click File > Export.
The Export Reports window is displayed.

™ xporl Reporis

ettt | |

S ()
'

Select (highlight) one or more reports that you want to export.

3 Click Add to add the reports to the Selected Reports list.
The Add All button adds all of the available reports to the Selected Reports list. The Remove button
removes selected (highlighted) reports from the Selected Reports list. The Remove All button
removes all reports from the Selected Reports list.

4 Click Browse and navigate to the directory where you want to save the exported report(s).
5 Select the directory by clicking on it.

6 Click Open and then click OK.
The reported is exported to the selected directory on your PC.

Connection Troubleshooting

The Connection Troubleshooting tool allows you to troubleshoot a Wireless Client's ability to connect
to your wireless network. Using the MAC address or device name of a Wireless Client, the Connection
Troubleshooting tool can run tests to determine the status of a Wireless Client within your wireless
network and display results summarizing the status.

You must have a valid Advanced Troubleshooting license before you can access the Connection
Troubleshooting tool. If you attempt to access Connection Troubleshooting without a license, the
following message displays:

Unlicensed

Troubleshooting feature is not licensed
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Getting Started

You must first determine the MAC address of the Wireless Client or the device name of the Wireless
Client. One way to do this is to right-click on the Wireless Client while in the GUI and copy the MAC
address. If for some reason you cannot copy the MAC address, you can click the question mark next to
the Troubleshoot Device field to display hints on how to determine the MAC address or device name.

R e s D=V (o=l Erter o MAC address or device name

Once you know the MAC address or device name of the Wireless Client, type in one of them and click
the Start button near the center of the Troubleshooting webpage.

- Note
4 If you enter a device name that is not recognized, the Device Selection Wizard on page 61
will display where you can search for the device.

The Troubleshooting tool runs the troubleshooting test and starts loading troubleshooting data into the
application.

When 100% of the troubleshooting data is loaded, the data is displayed in the application. For an

explanation of the loaded data, refer to the Wireless Client Status on page 65, Results Summary on
page 66, and Observed Network on page 67 topics.

MAC Address Hints

2
Click on the question mark u next to the Troubleshoot Device field to display hints on how to
determine the MAC address or device name of a Wireless Client.

Find MAC Address-Windows
To find the MAC address on a Windows™ system:

|
=
In the Windows" system user interface, select the B & icon.

The Windows™ menu displays.
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% Eclipse Jee Oxygen

EE] Outlook 2016 »
Adobe Acrobat DC 3

Documents

\ Skype for Business 2016

: Pictures
Acrobat Reader DC ’
Music
E Sublime Text 3
Recent tems
—jl Internet Explorer - [
3 ; ¢
FM  Adobe FrameMaker 9 i
Adobe Photashep CC 2017 W i o Printers
Ercel 2016 B otouit progroms
@ Word 2016 Bl et ond Support

» Al Programs

Isearch programs and fites o |

2 In the Search Programs and Files control at the bottom of the menu, type cmd and then press

Enter.

The Windows™ command line interface window displays.

BN Administrator: CAWindows\system32icmd.exe = | B |
Microzoft Windows [Uersion 6.1.76H11
Copyright C(c? 2802 Microsoft Corporation. All rights reserved.
C=sUsersswpr
-
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3

4

In the cmd window that displays, type ipconfig /all andthen press Enter.

A list of available network interfaces is displayed.

Bl Administrator: Windows Command Processar
c:wUsersswprifconfig ~all

Windows IP Configuration

Ho
Ho

Ethernet adapter Local Area Connection:

Media State . . . . . . . . . .
Connection—specific DHS Suffix
Desceiption . . . . . . . . .
Physical Address. . . . . .
DHCP Enabled. . .

- e - - Yes
Autoconf iguration Enabled .

Yes

Connection—specific DNS Suffix
Description - . . - . - . - .
Physical Address. . . . .

DHCP Enabled. . . . . . .
Autoconfiguration Enabled
Link-local IPvt Address .

IPv4 Address. . . . .

Subnet Mask . .
Leaze Obtained.
Leaze Expires .
Default Gateway
DHCP Server . .
DHCPve IAID . .
DHCPvEe Client DU
DHS Servers . .

Yes
Yes

D

LI R T T R B |

L

Host Mame . . . . . . UP-PC
Primary Dns Suffix .
Mode Type . . . . . .
IP Routing Enabled. .
WINS Proxy Enabhled. .
DHS Suffix Search List

[

corp.extremenetworks . .com
Hyhrid

extremenetworks.com
corp.extremenetworks ..com
ets.enterasys.com
enterasys ._.com

ecommerce -.enterasys.com
winroot.local

Media disconnected

corp.extremenetworks .com
Intel(R>
BA-5A-DA-B1-24-DA

Ethernet Connection <¢3> I218-LM

Wireless LAN adapter Wirelessz Metwork Connection:

corp.extremenetworks . .com
Intel{R> Dual Band Wireless—H 7265
64-88-99-F?—CE-FF

feB8A::1e2:3becc:%ac2:28h6x13(Preferredl
134.141 244 _22(Preferred)

255 255 .255.08

Friday, Janunary 17, 2818 7:579:24 AM
Friday, Janunary 17, 26818 7:54:48 PHM
134.141.244 .1

134.141.246.33

258244761
A6-81-A—B1-20—47-49-F8-AA-8C-FD-AB-1C—-1D
2485:200:800: :

134.141 .246 .31

134.141.268%9 .31

18.6.16.32

MetBIOS over Tocpip. Enabhled

If the list of interfaces displays multiple interfaces, search for the appropriate adapter.

In the above image, the correct adapter is the Wireless LAN adapter Wireless Network Connection.
The MAC address of the interface is displayed as Physical Address. In this example, the MAC address

of the interface of interest is 64-80-99-F9-CE-FF.

Find MAC Address-MAC OSx

To find the MAC address on a Apple Mac™ system:
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Open System Preferences and select Network. Select the wireless interface from the list in the Show
drop down. The MAC address is the AirPort ID which is 00:0d:31:83:dd:37 in the screen shot below.

8eon Network (]
« A0 @ @
Shnw AII Dlspla\rs Sound | Network Startup D:sk Sharmg

Location: : Work

|_&_]
Show: iAi rPort I—%—]

EM“P'BH TCP/IP | AppleTalk Proxies

AirPort ID: 00:0d:31:83:dd:37

By default, join: Automatic

AirPort networks are unavailable until AirPort is on. To turn on AirPort, use the
Internet Connect application or select *Turn AirPart On’ in the AirPort menu.

Eﬁ.llnw this computer to create networlks
W Show AirPort status in menu bar @

n
H__ﬂl Click the lock to prevent further changes. (As:‘.ist me... ) ( Apply Now )

Linux Variants

To find the MAC address on a Linux or its variant system:
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Open a terminal and type ifconfigand then press Enter.

The command displays all the network adapters on the machine. Identify the appropriate interface
adapter. The field HWaddr is the MAC address of the selected adapter. In this example, the MAC
address of the interface of interestis 00: 0c:29:£8;bc: 96.

BB symbol @EX06-TechPubs-01: ~ =aEn X

Device Selection Wizard

The Device Selection Wizard is used to locate and select a Wireless Client for troubleshooting. Click the

& wand to access the Device Selection Wizard and then follow these steps to select a Wireless
Client.
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1 Select a scope by highlighting the appliance or a network level. Select Next to continue.

You should try to narrow the scope as much as possible. By default, only authorized stations are
included in the device list. To include unauthorized or ignored devices, select the Include
unauthorized and ignored devices check-box.

Select the network level in which the device is located. If the network level s not known select the ertire 0 Possible
network. Devices

¥ &P /0SP

B Mew Courtry

B Mew Country(1)
B Mew Region

Bs Unplaced Devices

|| Include unauthorized and ignored devices
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2 Highlight the vendor name by selecting it. Click Next to continue.
If you are unsure of the vendor of your device, you can select Unknown from the list.

Select the manufacturer of the device or network card if known. If you don't know the manufacturer select
‘Unknown'.

3Com

Alcatel

fpple

Cisco

el

Digital Equipment Corp
C-Link

Hewlett Packard
IEK

Intel

Juniper Metworks
LG Electronics

Zebra Technologies Corporation

_

0 Possible
Devices
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3 Typeinany information that can identify the device. You may type partial names or addresses. The
Device Selection Wizard finds all devices matching the provided information. Click Next to continue.

Enter as much identifying information as known. Partial names or addresses are accepted, all matching 0 Possible
devices will be found. Devices
Device Mame:

The device name is configured on the WIPS system for the specific device

BOZ2.1X Mame:

The 801X name or LEAF name is the name osed for the device on an
authenticated network

MAC Address:

The WAC address is a unique idertifier for each network device in the form

IP Address:

The IP address is a unique identifier for each network device in the form
P R T e e
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4  Check the list of devices on the left side of the window below. If there is only one device in the list, it
most likely the Wireless Client you are searching for. Select it and then select Finish.

The Wireless Client's MAC address is placed in the Troubleshoot Device field where you can proceed
to troubleshoot it. If there is more than one device listed, follow these instructions:

1 Select the nearest Sensor from the Select nearest sensor drop-down list.

2 Turn the Wireless Client of interest off and then select the Device is Off button. The wizard starts
collecting data. After the Collecting data status bar reaches 100%, turn the Wireless Client back
on and then select the Device is On button. The wizard again starts collecting data.

3 After the data status bar reaches 100%, the wizard does a comparison between when the device
was off and when it was on. If only one device is found, a Device Found popup window displays
with the device listed.

Cne matching device found:

Bl 00:1FE1:78AEED

l Use this Device H Cancel

4 Click the Use this Device. The Wireless Client's MAC address is placed in the Troubleshoot
Device field where you can proceed to troubleshoot it. If more than one device is found, the list
of devices will update. Click Try Again and then repeat steps. You may have to keep trying again
until there is only one device found.

Note
‘ After following these steps and the device list is empty, please choose another sensor
— to retry.

Troubleshoot Another Wireless Client

To troubleshoot another station, enter the device's MAC address or device name in the Troubleshoot
Device field and then click the Start button.

B Start

The Troubleshooting data loads.

Wireless Client Status

A Wireless Client status message is displayed after troubleshooting has completed. If no problems were
observed, a green message box is displayed that indicates so.

No Problems Observed

Ho connectivity problems identified

If a problem was observed that needs further investigation, a orange message box is displayed stating
the problem.
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Perfornance problems cbserved in the area

If a problem was observed that is definitely the reason a station cannot connect to the network, a red
message box is displayed showing the reason for failure.

Station & arobing for wiknown or unawhorized wineless retwarks

Results Summary

Troubleshooting results are summarized in the Results Summary window. If no problems were
observed, you may see a Results Summary window similar to the one shown below.

Results Summary

| qf System Failure

Device s observed transmitting or receiving data

Davice 15 In range

Qe

Device s not curnently subject to mitigations

| 4 Scope Based Wireless Problems

| & wireless Metwork Awailability

¥ wireless Metwork Connectivity

4 wired NMetwork Connectivity

If problems were observed, you may see a Results Summary window similar to the one shown below.

Results Summary
| 4\ System Failure
| 4 Scope Based Wireless Problems

| e Wireless Metwork Availability

Station is probing for unknown or unauthonzed wireless aetworks ﬁ

The Results Summary screen will change according to the results but the symbols remain constant.
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’ No problem observed.

f Possible problem; needs further investigation.

z Definite problem observed.

To view the individual summary sections, select on the section name of interest. To get a more detailed

explanation of the summary, click on the Information icon 6 to the right of a message. A dialog
window opens displaying the details.

Observed Network

The Observed Network window displays how the troubleshooted Wireless Client appears in the
network. It shows any wireless or wired connections between the wireless client and other devices in
the network.

Observed Network

|
—

DL 2 44:hE: 1D

0 L

002 1 ESEFFCEC wired Mebwork
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A dark gray line between devices signifies the connection was checked and communications are good.
A red line between devices signifies the connection was checked and there is a problem. No line
between devices signifies no connection was observed.

The MAC address of the Wireless Client is displayed under the device's icon.

Export Captured Frames

During troubleshooting, as a Wireless Client's communications is being analyzed, the communications
frames are saved in a PCAP file on the server. The saved frames can be exported to your local
workstation by clicking on the Export button.

A dialog window opens where you can name and save the exported file to your local hard drive. Once
saved on your workstation, the exported file can be opened in the Frame Capture Analysis tool to
analyze the sequence of events that occurred during troubleshooting.

) Warning
& Packet capture files are over written every time trouble shooting tests are run. It is
recommended that you export the PCAP file to your local hard drive before running the next
test.

Scheduled AP Tests

AP connectivity testing allows remote testing of network connectivity from the perspective of a wireless
station. By utilizing the radio of the wireless sensor to simulate a wireless client station, true end-to-end
network testing can verify all aspects of the wireless applications data path. Connectivity test can be
configured two ways:

e scheduled
e on-demand

Scheduled AP Test

Note
0 Scheduled AP Test requires the 'AirDefense Toolkit' to work. Please download and install the
AirDefense Toolkit from Menu > Download Toolkit.

You can schedule AP tests and view a list of AP Test scheduled for execution from the Scheduled AP
Test - ADSP dialog.
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Ll Schedule AP Tests- ADSP

I|| &= Add [ edit X Delste | @ Cancel Test i view Results | £ Manage Profiles =

MName Frofila Scope Last Test Mext Test Test Duration Last Result
V| |cP-Radius CP-Radius & |5idi14 3:45 AW [54014 4:45 AM Running...
V| |4PE232-245h- .. |API00APT-AES |G ADSP 577112 1221 PM 5714 1:30PM |11 minutes 42 5... 133 of 66 AFS te.
|| [APE23ZAGHO. |API00APT-AES @9 ADSF 5ar12 355 AW Eiar1d 455 AM [Running,..

You can do the following tasks from the Scheduled AP Test - ADSP window:
e Add, edit, delete, and cancel tests

* View detail test results

e Manage the profiles that are used to run tests on similar APs.

Scheduled AP Test can be launched from Menu > Scheduled AP Test

On-demand AP Tests

On-demand AP tests can be performed on sanctioned APs only. Select the AP to test from the
Networks tab and then run the required AP tests on it.

To run an on-demand AP test:

1 Click the Network tab.
The Network tab loads and displays a list of all discovered APs.
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2 Select BSS from the Show drop-down menu.
A list of APs is displayed.

AirDefense Services Platform

D : O show [Bss |~ | for | @ apse - ||| Actions... x 60 Devices
» = Device Severity Last Seen Scope Floor Channel Signal 5... | S5ID Rogue AP -
L) %E)ctremeNetworlcs:... - @ Safe(0) Wwed Jan ... SPADSP - uUnp... = 11(2.462 ... -77 dBm Aszpenl.2 -- -
- ;‘\\E)d:remeNetworks:... - @ safe(0) Wedlan.. SWADSP - uUnp.. 6(2.437 ... -79dBm Aspenl.2 -
\h %E)ctremENetwurks:... - @ Safe(0) wed Jan ... S$ADSP = SuUnp... 7(2.442 ... -84 dBm ASPENLBS --
L) :.‘\\E)ctremeNetworlcs:... - @ Safe(0) Wwed Jan ... SPADSP - Tpunp... 1(2.412 ... -82dBm Alpha-Corp --
- ;‘\\E)d:remeNetworks:... - @ safe(0)  Wedlan.. SWADSP - SuUnp.. 1(2.412 ... -82dBm Alpha-Ph... -
\h RE)ctremENetwurks:... - @ zafe(n) wed Jan ... SWADSP = SuUnp... 1(2.412 ... -82 dBm Alpha-Net --
L) :.‘\\E)ctremeNetworlcs:... - @ sever... WedJan.. PADSP - Wunp... 1(2.412 ... -82 dBm --
- %E)d:remeNetworks:... - @ safe(0)  Wedlan.. SWADSP - SuUnp.. 1(2.412 ... -72dBm Alpha-Corp  --
\h :.‘ﬁE)ctremENetwurks:... - @ zafe(n) wed Jan ... SWADSP = SuUnp... 1{2.412 ... -72dBm Alpha-Fh... --
LY %E)ctremENetwnrl-cs:... - @ Safe(0) Wed Jan ... S$ADSP - Gunp... 1(2.412 ... -72dBm Alpha-Net --
- ;‘\\E)d:remeNetworks:... - @ Sever.. Wedlan.. SWADSP - SJuUnp... 1{2.412 ... -71dBm -
\h RE)ctremENetwurks:... - @ zafe(n) wed Jan ... SWADSP = SuUnp... 7(2.442 ... -86 dBm ASPENLES --
LY %E)ctremENetwnrl-cs:... - @ Safe(0) Wed Jan ... S$ADSP - Gunp... 11(2.462 ... -87 dBm thl_auto... --
- mE)d:remeNetworks:... - @ safe(0) Wedlan.. SWADSP - Sunp.. 6(2.437 ... -88 dBm Alpha-Fh... --
\h RE)ctremENetwurks:... - @ sever... WedJan.. S$ADSP - SPUnp.. 1{2.412 ... -84 dBm Faris --
LY %E)ctremENetwnrl-cs:... - @ sever... WedJan.. SWADSP - Wunp... 1(2.412 ... -73 dBm devextre... --
- mE)d:remeNetworks:... - @ safe(0) Wedlan.. SWADSP - Sunp.. 6(2.437 ... -87 dBm Alpha-Fh... --
‘o S\ ExtremeNetworks:... = @ Safe(0)  Wed Jan ... WADSP - @ Unp.. 6(2.437 ... -86 dBm Alpha-Coro --

3 Select the AP you wish to test.

Note

The AP must be sanctioned, as indicated by the green symbol on the device.

AirDefense Services Platform

O\ Show |BSS

B

- ‘ |A:t|nn5... |v |

» =~ Device

- %E)d:remeNetworks:...
\h %E)ctremENetwurks:...
L) :.‘\\E)ctremeNetworlcs:...
- ;‘\\E)d:remeNetworks:...
\h RE)ctremENetwurks:...
L) :.‘\\E)ctremeNetworlcs:...
- ;‘\\E)d:remeNetworks:...
\h :.‘ﬁE)ctremENetwurks:...
LY %E)ctremENetwnrl-cs:...
- ;‘\\E)d:remeNetworks:...
\h RE)ctremENetwurks:...
LY %E)ctremENetwnrl-cs:...
- mE)d:remeNetworks:...
\h RE)ctremENetwurks:...
LY %E)ctremENetwnrl-cs:...
- mE)d:remeNetworks:...
‘\h :."\\E)d:remeNetworks:...

s S\ ExtremeNetwarks:...

Severity

= 6D cafarny
Alarms

Last Seen | Scope

Wed 1an EBancp .

Properties
Rename
Remove

Classification »

Action Details

Forensic Analysis

Generate Tracker Files

Locate

Live View

Port Lookup (Find this device)

Terminate

AP Test

Wireless Wulnerability Assessment

Copy MAC 3
- @ sever.. Wedlan.. WaDsp -
- @ sever.. Wedlan.. ADSP -
- @ safe(0)  WedJan.. SPADSP -
+ O safef0)  wed Jan ... WADSP -
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@ Unp...
W unp...
W unp...
@ Unp...
W unp...
W unp...
@ Unp...
W unp...
@Wunp...
@ Unp...
W unp...
@Wunp...
@ Unp...
W unp...
@Wunp...
@ Unp...
W Unp...
S uno...

Channel Signal 5...
11({2.462 ... -77 dBm
6(2.437 ... -79dBm
7(2.442 ... -84 dBm
1(2.412 ... -82dBm
1(2.412 ... -82dBm
1(2.412 ... -82 dBm
1(2.412 ... -82dBm
1(2.412 ... -72dBm
1(2.412 ... -72 dBm
1(2.412 ... -72dBm
1(2.412 ... -71dBm
7(2.442 ... -86 dBm
11({2.462 ... -87 dBm
6(2.437 ... -88 dBm
1(2.412 ... -84 dBm
1(2.412 ... -73dBm
6(2.437 ... -87 dBm
6(2.437 ... -86 dBm

551D
Aspenl.2

Aspenl.2
ASPENLES
Alpha-Corp
Alpha-Fh...

Alpha-Net

Alpha-Corp
Alpha-Ph...

Alpha-Net

ASPENLES
thi_auto...
Alpha-Fh...
Faris

devextre...
Alpha-FPh...

Aloha-Coro

AP

60 Devices

70

|_ [3
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5 The test results for that device are displayed in a window.

Ll AP Test- ADSP = =

[ Scope: S Symbnl: 31i89:62 b

Sensor: 5] ap8232-A36358 (ak.g.al Wed May 07 15:21:39 E... [ =35 -
AP3D0AFT-AES = | Save Profile...

Seaaily Staton| Captive Portal | Nemwork| Throughput | Applications|
S50 APINAPT-COMP

stheniication: [cn

Key Generation: PSK
Urecast Encryption:  AES/CCMP
Multicast Encryption: | AES/CCMP

11.1_1;

WPA Protocol  WPRA2

PEK Key: smes

AP Test License

An AP Test license is required to access the Scheduled AP Test feature. AP Test is not part of the default
AirDefense system. If the AP Test license is not installed, you will receive the following error when
attempting to access the Scheduled AP Test feature:

License Error ['5_<|

@ The festure AP Test is unlicensed.

Click Exit to close this dialog window.

Scheduled Vulnerability Assessment

Wireless vulnerability assessment provides remote wireless security testing. By simulating attacks from
a wireless hackers point of view, administrators can now identify sensitive systems exposed to the
wireless network. This eliminates the need to go on-site and perform penetration testing.
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4l Schedule Vulnerability Assessment- ADS [E=REE

=R Add . Edit 3 Delete | O Cancel Test ’ View Results | @ Manage Profiles \5

Mame Profile Scope Last Test Mext Test Test Duration Last Result

Scheduled Vulnerability Assessment
To manage and schedule Vulnerability Assessment:

1 Click Menu > Scheduled Vulnerability Assessment.
The Vulnerability Assessment window displays a list of existing Vulnerability Assessment tests.

B

= Add . Edit 3§ Delete ‘ o Cancel Test ’ View Results | (- Manage Profiles
Name Profile Scope Last Test MNext Test Test Duration Last Result
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2 Select Add to create and add a new Scheduled Vulnerability Assessment test.

[ ™

MName: | | Profile: El Edit... Only Bladklist profiles can be scheduled.

Scope Schedule

@ Test APsin & aDsP = | One Time Schedule ~

Test a single AP | | \ Time: |3:00 PM -
Date: | 1/24/18 B

Band: 2.4Ghz 5Ghz (@ Both

Advanced
Sensor Selection: (@ Remote (with Remote retries & single cell test where available)

Single Cell (where unavailable, use Remote testing)

(Single Cell test should only be used over the air when the
antenna are separated by 3 or more meters)

Switch sensors when retrying test
Schedule Conflicts: (@) Skip test if sensor is in use

Wait to run test until sensor is available

Wait no more than: l:l

SSID Filter: (@) Filter APs by profile S5ID
Mo SSID Filter

Signal Threshald: dBm

Ignore APs with signal strength below the threshold

Last Seen Threshold:

Ignore APs with last seen time older than the threshold

Parallel Tests:

Tests Per Building: g Test all APs

Test APs at a time

3 Select the Ok button after setting the parameters for this Vulnerability Assessment test.

At any time, select Cancel to exit without saving the configuration.

Vulnerability Assessment License

A Vulnerability Assessment license is required to access the Scheduled Vulnerability Assessment
feature. Vulnerability Assessment is not part of the AirDefense basic system; therefore, you will receive
the following license error when attempting to access the Scheduled Vulnerability Assessment feature:

License Error

Q The feature Yulherability Assesssment is unlicensed.
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Click Exit to close this dialog window.

Scheduled Events

The Scheduled Events feature allows you to monitor all scheduled events from one source. You can
schedule events throughout AirDefense, and monitor the scheduled events from the Scheduled Events
window.

Schedule Type: [.MI

FEERTEST R )

v] | Edit Schedule | | Delete Scheduls |

'ﬁ'
Type Schedule Last Run Mext Run Duration Last Result Device Scope
[¥] |Data Pl Intra-Day 5/17/18 5:0% PM|5/18/18 1:08 AM|0 seconds Success /A @ ADSP
E Status Pol Intra-Ciay B/17/18 5:10 PM|5/M17/18 6:10 PM|0 seconds Failure /A % ADSP
[¥] [status Pol Intra-Ciay 517118 5:11 PM|5M7/18 6:11 PM|D seconds Failure /A ﬁ ADSP
[¥] [system Intra-Cray 5/17/18 5:27 PM|5M7/18 5:47 PM|0 seconds Success /A ﬁ ADSP
7] [Backups Daily 5/18/18 9:30 AM N/A € ADSP
[¥] |Reports Intra-Diay 5/17/13 6:07 PM /A & ADSP
[V] |LiveRF Backg... |Intra-Day 5/17/18 5:23 PM|5/17/18 5:38 PM|0 seconds Success NfA & ADSP

Monitoring Scheduled Events
Scheduled events can be monitored by:

1 Select Menu > Scheduled Events.
The Scheduled Events window displays with a list of events.

FREPE R

v] | Edit Schedule | | Delete Schedule |

v
B
m
£
m
7
?

Schedule Last Result Device

Intra-Day
Intra-Day
Intra-Day
Intra-Day
Daily

Intra-Day
Intra-Cray

Last Run MNext Run Duration

5/17/18 5:09 PM|5/18/18 1:09 AM|0 seconds Success /A
5(17/18 5:10 PM|5/17/18 6:10 PM|0 seconds Failure /A
5(17/18 5:11 PM|5/17/18 6:11 PM|0 seconds Failure /A
5/117/18 5:27 PM[5/17/18 5:47 PM[0 seconds Success MN/A
5/18/18 9:30 AM N/A
5/17/18 6:07 PM N/A
5/17/18 5:23 PM[5/17/18 5:38 PM[0 seconds SuCCess /A

Type
Drata Pol
Status Poll
Status Poll

Backups
Reports
LiveRF Backg...

10 )

2 Use the Schedule Type drop-down to filter to the events of a particular type. Select A11 to view all
scheduled events (default).

The different types of events that can be selected are:
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o AP Test

e Auto Classification

* Backups

e Firmware Upgrade

e Frame Capture

e Server Sync

e System

e Forensic Backup

e Device Import

e Vulnerability Assessment

e Device Management Poll

e Device Configuration

e Deferred Device Configuration
e LiveRF Background Analysis.
e  Primary Appliance Poll

e Spectrum Analysis

e WING Integration: Keep Alive
e |Logs Backup

* Reports

Note
0 You cannot schedule new events using the Scheduled Events feature. You can only view,

edit, or delete events.

The following information is displayed for each event:

Column Description

Type Type of event that is scheduled.

Schedule How often the scheduled event will be conducted.

Last Run Last time the scheduled event was conducted.

Next Run Next time the scheduled event will be conducted.

Duration Amount of time the scheduled event lasted.

Last Result Result of the last scheduled event.

Device MAC address of the device if the event is reported for the device.
Scope Scope of the report.

Altering Event Schedules

You can alter an event schedule by highlighting the scheduled event and clicking the Edit Schedule

button. To alter an event's schedule:
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1 Select the event by highlighting it and then select the Edit Schedule button.
The Edit Schedule window displays.

r ™y
] Edit Schedule -
.

Day: @) Every 1| day(s)
() Weekdays
() Weekends
| Time: [12:00 am -
I .
A 4

2 From the drop-down, select the appropriate schedule.

You can change how often the event is conducted by selecting One Time Schedule, Intra-
Day Schedule, Daily Schedule, Weekly Schedule, Of Monthly Schedule from the
drop-down menu. Depending on the interval you select, fill in the related fields using the following

table:

Interval Action

One Time Schedule Choose a time for the backup by selecting a time from the Time drop-
down menu. Then, select a day for the backup by clicking the Calendar
button in the Date field and selecting a date.

Intra-Day Schedule Select a time to begin the backup. Then, select a frequency in hours.

Daily Schedule Select a frequency in day, weekdays only, Of weekends only.
Then, select a time of day.

Weekly Schedule Select the days of the week on which you want to schedule this event.
Select the checkbox next to each day of the week to run the event on
that particular day.

Monthly Schedule Choose the months that you want to run the event by clicking the
checkbox next to the month(s) to place a checkmark in the box(es).
Then, select a day of the month to conduct the backup. Last, specify a
time of day.

Add Devices

The Add Devices action is used to add devices to your network.
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Add Devices
Device Type: gss -
BSS
MAC Address: Wireless Client
Namme:  [rcoa Access Point
o Wired Switch
Description: Wireless Switch
WLSE
AirWave
MSP
Add to appliance:  (s) Primary appliance enly () All appliances Appliance

Annotations:  [] Flagged [ | Bridas
Classification: () Neighboring

() Unsanctioned

(=) Sanctioned (Inherit Profiles)

() Sanctioned (Assign Profiles)

SecurityProfilel

SecurityProfile10
SecurityProfile11
SecurityProfile12
SecurityFProfile13
SecurityProfile14

SecurityProfilels

| W W

Invalid MAC Addrass

You can add any of the following devices by selecting the device from the Device Type menu:
e BSS

e Wireless Client

e Wired Switch

e Wireless Switch

e WLSE

* AirWave
e MSP

e Appliance

The fields change according to the selected device.

BSS Fields

The following screen is displayed when BSS is selected.
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Add Devices

Device Type: | BSS =

MAC Address:

Marne:

Description:

Add to appliance: | ) Primary appliance only (s All appliances
Annotations: || Flagged L Bridge
Classification: - Heighboring
(_) Unsanctioned
() Sanctioned (inherit)

(_) Sanctioned (overnde)

| AD_ralfenstor_Security_Profil

The following fields are available when adding BSSs:

MAC Address The MAC address of the device

Name The name you want your device to display in your network

Description A description of the device

Add to appliance You may add the device to your primary appliance or all appliances that

Extreme AirDefense is mionitoring. Select the appropriate radio button.

Annotations Specify if the device should be flagged or if it will be bridged. Select the
appropriate checkbox.

Classification Specify if the device should be classified as:
¢ Neighboring
* Unsanctioned
® Sanctioned (Inherit Profiles)

e Sanctioned (Assign Profiles) - a list of available profiles is displayed to
use as the override profile(s). You may select one or more profiles.
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Wireless Client Fields

The following screen is displayed when Wireless Client is selected.

Device Type: | wireless Client |~ |

MAC Address:

Mame:

Drescription:

Add to appliance: () Primary appliance only (=) All appliances

Annotations: ] Flagged [ ] watch List

Client Type: | Employee

Personal Device |' |

Classification: () Meighboring

() Unsanctioned

(=) Sanctioned (Inherit Profiles)
() Sanctioned (Assign Profiles)

(NP TR L1 (T T (]

SecurityProfile1

SecurityProfilel0
SecurityProfilell
SecurityProfile12
SecurityProfilel3
SecurityProfile14

SecurityProfilel5

The following fields are available when adding Wireless Clients:

MAC Address The MAC address of the device
Name The name you want your device to display in your network
Description Select a scope (usually a floor network level) from the drop-down menu

Add to appliance

You may add the device to your primary appliance or all appliances that
Extreme AirDefense is monitoring. Select the appropriate radio button.

Annotations

Specify if the device should be flagged or if it will be on a watch list. Select
the appropriate checkbox.
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Client Type Select the client type from the drop-down list. The choices are:
e Employee Personal Devices
e Guest Wi-Fi User
® |n-store Customer
e |aptop
e |oyalty Customer
* Phone
® Potential Customer
e Scanner
e Tablet
e Uncategorized Device

Classification Specify if the device should be classified as:
e Neighboring
¢ Unsanctioned
e Sanctioned (Inherit Profiles)

e Sanctioned (Assign Profiles) - a list of available profiles is displayed to
use as the override profile(s). You may select one or more profiles.

Other Device Fields

The following screen is displayed when one of the following device types, Access Points, Wired
Switches, Wireless Switches, WLSE, AirWave, or MSP, is selected.

Device Type: |Au:ess Point x |

MAC Address:

Name:

Scope: | & ADSP -

Host:

Description:

The following fields are available when adding the above device types.

MAC Address The MAC address of the device.
Name The name you want your device to display in your network.
Scope Select a scope (usually a floor network level) from the drop-down menu.
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Host The host name of the device.

Description A description of the device.

Appliance Fields

The following screen is displayed when Appliance is selected.

Add Devices

Device Type: Appliance

MName: |
Host: |uunu
Port: |uunn

The following fields are available when adding appliances.

Name The name you want your device to display in your network.
Host The host name of the device.
Port The port where the devices is connected.

When adding devices, you can only add one device at a time.

Import and Discovery

Import and Discovery is used to import or discover devices from one of the following sources:

e Localfile

e Remote file

e  SNMP discovery using a list of networks to scan
¢ Wireless Manager/Switch.

All imported devices will be configured and classified according to the Device Import Rules. You may
also use Auto-Placement Rules to place the device in your network, or you may place the device
yourself.

You can also import Connectivity profiles for AP Test and Vulnerability Assessment using Import and
Discovery. The import file is used to populate the fields in the three tabs in the AP Test and Vulnerability
Assessment profiles.

Importing profile settings requires a separate import file. You should not combine importing profiles
with importing devices.

Once a profile has been created (by importing or through the GUI), you can schedule an AP Test or a
Vulnerability Assessment to run using Import and Discovery.
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SNMP Discovery

Job Typaz & | SHHP Distmery - Add b mpphance: | ADSRocahosti =
Deseriptions: & coslhar job gtasrted Fr Fab 17 2002 82101103 PR
(=) s msto-placement nsles
Mebwnrkas i I} Pisce devicee in » pingle foldsr

£} Satent from saved Dommansnsboe prolies
Metatris oy b &nbared . By of Bha Todpaweng Toemsns L) Manual entry
mngle 1P 152.168.1.1
1P Eanges 153, 164, 1.5-1940, 368, 1. 355
Fubrat Magicc 15316070074
wWid Card:  192.168.7.100

FOM: somahoat scample.com
- il iR, ol A el ey il B el

Profle! % | colpct from shase siprababcally ported profiles —

The following fields are available during SNMP discovery:

Job Type SNMP Discovery
Descriptions System generated description. You may change if you want to.
Networks List of networks to scan separated by commas. You may enter a single IP

address, a range of IP addresses, a subnet mask, or an IP address that
includes a wild card such as asterisk (*).

Add to appliance Appliance where you want to import device (will only list your appliance
unless you have a Central Management license).
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Field Description

Device placement You have the option of using the auto-placement rules or selecting a folder
from your network tree.

Execution Method You have the option of selecting an existing profile or entering the import
information manually. If you elect to enter the information manually,
additional options are displayed.

Axtriemc #

The additional options for manual entry are:

e  SNMP Port-Device SNMP port number; normally set to 161 but can be
different

e  Timeout (ms)-Timeout in milliseconds to attempt import

® Retries-Number of retries to attempt import

e \ersion-SNMP version used: V1, V2c or V3

e Read Community-Read Community string used for the SNMP
authentication

e User-Name of the V3 user, which is configured on a switch for SNMP V3
access. This option is inactive until V3 is selected as the version.

e Authentication/Privacy Algorithm-You may optionally supply an
authentication and privacy algorithm along with a passphrase for each.
These parameters must match settings on the switch exactly. These
options are inactive until V3 is selected as the version. Selecting the
Display Password checkbox displays the passphrase as text.
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Import Local File

Job Type: % | bmpert Local Fils - didd to apphence: ADSP:localagt:d -
Dascriptions: ®  zeallier job started Fa Dae 16 2011 03:15:04 P
(=) Use suto-placement rules

| Placs davices inoa sengle felder
Pl & Browsa s i L -

T Mot sure how to formiat & file for import?

Open & preformathed sample file.
Enter the apprapriate information,

Save bo & booal deive.

B ow or o=

resturms b3 this soreen, and emport to ADSP,

Sedect & sample CEV file .. .

Dpan in Kew Window

The following fields are available when importing local files:

Field Description

Job Type Import Local File

Descriptions System generated description. You may change if you want to.

Path Browse to specify a path on your local workstation including the import

filename (e.g., c:\temp\filename)

Select a sample CSV file Selects a sample CSV file from the drop-down list. Once a file is selected,
click Open in New Window. A new window is opened containing the
selected file. You can copy this file and use it to create an import file.

Add to appliance Appliance where you want to import device (will only list your appliance
unless you have a Central Management license)

Device placement You have the option of using the auto-placement rules or selecting a folder
from your network tree.
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Import Remote File

b Typei ® | Import Remots File

= &dd to apphance: | ADSP:locaPest:d | =

Dwicrgtions: & coolier job started Mon Dec 19 2011 10035:00 &M

(=) Use suto-placemant rulas

Protocol ® | rrp -

() Place devices in & singhe folder

Path: &

Ugar: &

Passwand: &

1. Open a preformatied sample fle,
2. Ertar the Sppeapnite infarmation.
3. Save o & local dive,

Select 5 sample CSV fils ..

Cpan in New Window

T Mot sire how to Tormat & Tile TaF impart?

4. pebunn to this scresn, and smport to ADSP.

The following fields are available when importing remote files:

Job Type

Import Remote File

Descriptions

System generated description. You may change if you want.

Host Host name or IP address

Protocol Protocol used for communications

Path Path name on the remote host including the import filename
(e.g., /usr/local/tmp/filename)

User User name needed to log in

Password Password needed to log in

Add to appliance

Appliance where you want to import device (will only list your appliance
unless you have a Central Management license)
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Import from Wireless Manager or Switch

Job Type: % | [mport from 'Wireless Hansgen/Switch - Add eo spphancs: | ADSEbcalhostl |-
Desoriptions: & | eeallier job ttarted Mon Dae 19 2011 02:21:27 0
) Use aubseplecament rules

oo davecad in & single
Solect a Wireless Manager/fSwitch and import its device: e Placs d i & wingle folder

2} Bssic Sesrchi®  {Clagr smarch]

Learch

et Belvanced Search

Selegt from daarch rajully: *

The following fields are available when importing wireless managers or switches:

Field Description

Job Type Import from Wireless Manager/Switch

Descriptions System generated description. You may change if you want.

Basic Search Specify a partial or full MAC address of a Switch or enter the name; then,

click Search. The search results are listed in the Select from search results
box. Select a device from the list and then click one of the Start Import
buttons. Devices associated with the Wireless Manager/Switch are
imported into ADSP.

Advanced Search Enter search criteria in one or more fields, then click Search. The search
results are listed in the Select from search results box. Select a device from
the list and then click one of the Start Import buttons. Devices associated
with the Wireless Manager/Switch are imported into ADSP.

The following search criteria are available:
MAC address Name DNS name Vendor name.

Add to appliance Appliance where you want to import device (will only list your appliance
unless you have a Central Management license).

Device placement You have the option of using the auto-placement rules or selecting a folder
from your network tree.

Import File Formats

There are two types of import files:
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e Devices
¢ Profiles (configurations).

Import files contain records, made up of columns (fields), that are used to import devices or profiles and
configuration settings into ADSP.

You will need to use text files to import devices and profiles. There are two commonly used text file
formats:

e Comma separated values text files (CSV), in which the comma character typically separates each
field of text.

¢ Delimited text files (TXT), in which the TAB character typically separates each field of text.

Use a text file, such as a Comma Separated Values (CSV) file, to import devices and profiles. To create
an import file, use a text editor such as Notepad.

o Note
A CSV file can be used instead of a TXT file.

Here is some guidance on creating import files:

e There can only be one record on a line.
e The record name must always be the first column.
e FEach record has a default column sequence. For instance, an AP record default column sequence is:

AP ; NAME ; DESCRIPTION ; MAC ADDRESS ; IP ; DNS NAME ; MODEL ;
ADD OR DEL ; FIRMWARE

e The default column sequence must always come before any other columns. Optional columns may
follow in any order.

e Some columns (fields) are mandatory. You must include mandatory columns for each record.

e Some columns (fields) are flexible. Flexible columns may be left out of the record; however, ADSP
will (depending on the column) supply a value for a flexible column.

You can find more detailed information about the records under Devices or Profiles and Configurations.

Devices

To view the information, click on the appropriate topic in the AirDefense Help.

Note
e You can only access this information in the AirDefense Help. Also, you may have to scroll
down to find the information you want if you are using Firefox as your browser.

e AP

* AUTOLIC_IMPORT
e BLUETOOTH

e BSS

Requirements: Importing BSSs require performance and security policy information. The relevant
policies must be created prior to importing the file or created within the file. You can create the BSS
in line 1 of the file and the policies later in the file. The sequence does not matter.
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¢ DEV_IMPORT_CLASS
« DEV_ON_WIRE
+ STATION

Requirements: Importing Stations require performance and security policy information. The relevant
policies must be created prior to importing the file or created within the file. You can create the
Station in line 1 of the file and the policies later in the file. The sequence does not matter.

Allowed Values of Station Type:
* New Client Type
* Scanner
* Employee Personal Device
* Laptop
» Tablet
* Loyalty Customer
* In Store Customer
* Potential Customer
* Phone
* Uncategorized Device
» Guest Wi-Fi User
e STATIONLITE
e SWITCH

Profiles and Configurations

Profiles and configuration settings can be created by importing the data from an import file. The import
file supplies data that match the fields of a particular profile or configuration in the AirDefense GUI.
There is a column for each field in the profile or configuration that exists in the GUI.

There is a special record for scheduling AP Tests or Wireless Vulnerability Assessments. Before you can
schedule an AP Test or Wireless Vulnerability Assessment, profile data must be created by importing
through an import file or through the GUI. Information about scheduling AP Tests or Wireless
Vulnerability Assessments can be found in the Scheduling AP Test or Vulnerability Assessment on page
90 topic.

To view the information, click on a link below in the AirDefense Help.

Note
1 0 j You can only access this information in the AirDefense Help.

¢ FOLDER

¢ ACCESS_CONFIG

« APT_PROFILE

¢ AUTOPLACEMENT RULE
« CHANNEL_CONFIG

¢ CLEAR_COMM
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e CLI_CONF

Mapping for Device Type:
* ap5IxI=l
* ap7Ix1=2
* ws2000=4
*  ws5100=5
+ rfsx000=6
* airespace=7
* wm3x00=8
* ap35x0=9
* ap47x0=10
*  brx000=11
o br5Ix1=12
*  br71x1=13
* ap7181=14
*  Ciscol200Plugin=20
* cb3000=23
* ap650SA5000R=
* Wing5.2=25
+ |RIS=26
o SILK=27
*  ArubaPlugin=28
o extreme.WM2000PIugin=50
e CLI_PROF
e COMM_SETTINGS
e COMM_SETTINGS_LOC
e DELETE PROFILE
e IDS_FREQ
e |DS_PROFILE
e KEY_PROFILE
e LBS CONFIG
e LOC_RSSI
e LOC _REGION
e LOC_PRESENCE
e LOC_SUB
e NAMED_PROFILE
e PERF_POLICY
e POLL_SETTINGS
e RADIUS_CONFIG
e RADIUS_INFO
¢ REALM_CONFIG
e RELAY_PARAMS
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¢ SCHEDULED_IMPORT
e SECURITY_PROFILE
* SENSOR_SETTINGS

e SYSTEM_SETTINGS

e USER_INFO

* WLAN_PROFILE

Import Rules:

e Thelast field NUM_KEYS_RADIUS_SERVERS is zero by default.

* For protocol EARWPA and WPA2, RADIUS server information is expected.

* RADIUS Server information is preceded by record name radius_info and followed by RADIUS
server name.

o For WPA_PSK and WPA2_PSK, the primary shared key and ascii value need to be made
available.

» If the protocol is Shared or Open, then Key information needs to be provided. The key
information is specified as follows: KEY PROFILE,<Index 1,2..>, <transmit key/
default TRUE>, <ascii/default TRUE>,<The WEP Key>

+ If the number of keys/radius servers are greater than O, no further WLAN profiles will be
accepted until all keys or RADIUS server information is provided. Information can be sent in any
sequence except for WLAN profiles and LBS profiles which require information in that order.

* WVA_PROFILE

Scheduling AP Test or Vulnerability Assessment

Once you have created a profile (by importing or through the GUI), you can schedule an AP Test or a
Vulnerability Assessment to run. This is done with a record named scheduled_test.

The scheduled_test record can part of an import file that creates a profile or it can be its own separated
import file. If it is part of an import file that creates a profile, all scheduled_test records must be entered
at the end of the file.

The fields for a scheduled_test record are:

Note

Li} All fields have an equivalent field in the GUI.

Is this a scheduled AP Test (versus Vulnerability Assessment)-enter true for AP Test; false for
Vulnerability Assessment.

¢ Profile name
¢ Scope [BSS MAC address or path to folder separated by a slash (/)]
e Number of retries

e Switch Sensors on retry (true or false)
¢ Signal threshold

* Last seen time in minutes

e Skip test on sensor busy (true or false)
e Filter on SSID (true or false)
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e Time to wait for Sensor in minutes

e Number of tests (assessments) to run in parallel

e Prefer OTA tests (true or false)

e Schedule name

e Schedule type (daily, intraday, monthly, weekly, or onetime):

Daily has the following sub-fields:
hours (the hour of the day)
minutes (the minute of the hour)

type (interval, weekdays, or weekends)-interval means run in every x days. weekdays means
run on weekdays. weekends means run on weekends.

interval (in days)-an interval of 1 means every day; an interval of 4 means every four days (this
sub-field is only used if type is interval)

Intraday has the following sub-fields:
hours (the hour of the day)
minutes (the minute of the hour)
number of hours between runs (must be > 1)
Monthly has the following sub-fields:
hours (the hour of the day)
minutes (the minute of the hour)
months to run [colon(:) delimited]; i.e., January:February:etc

type (day, last, or specific)-day means run on the nth day of the month. last means run on last
day of the month. specific means run on the last, first, second, third, fourth, or fifth occurrence
on the specified day of the week (Monday, Tuesday, Wednesday, etc).

Weekly has the following sub-fields:
hours (the hour of the day)
minutes (the minute of the hour)
days to run [colon(:) delimited]; i.e., Sunday:Wednesday
interval (weeks between runs)

Onetime has the following sub-fields:
hours (the hour of the day) minutes (the minute of the hour)
month (1-12 with 1T being January and 12 being December)
day of the month (1 - 31)
year (i.e., 2012)

Examples:

scheduled test, TRUE,APT ProfileNamel,00:11:22:33:44:55,2,TRUE,-70,10,TRUE, TRUE,
10,20,Schedulel, onetime, 6,30,5,5,2012

scheduled test, FALSE,WVA ProfileNamel,ADSP/UnplacedDevices, 2, TRUE,-70,10, TRUE, TRUE,
10,20, TRUE, Schedule2,daily, interval, 10,20,1

Bluetooth Monitoring

Bluetooth monitoring is a feature that provides 24x7 monitoring of Bluetooth devices in Enterprise
environments. With this feature, ADSP can automatically scan and detect security threats from
unsanctioned Bluetooth devices, as described in the following list.
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¢ Detection of any unsanctioned Bluetooth device.
¢ Detection of any unsanctioned Bluetooth device present longer than the configured duration.
e Detection of any unsanctioned Bluetooth device detected outside of business hours.

Bluetooth devices are imported into AirDefense using a csv file. These devices are initially classified as
Unplaced devices. When an imported Bluetooth device is seen, it is classified into its proper category
and placed appropriately.

The system also generates notifications to administrators when a threat is detected.

Installing the Bluetooth Sensor

The Bluetooth sensor is an 1O Gear GBU321 BT sensor. It is used in conjunction with the modular AP8132
device for providing a BT monitoring solution. To install, plug the BT sensor into the USB interface of the
AP8132. The MAC address of the BT sensor is displayed in the LiveRF floor map next to the AP8132
device it is plugged into.

Bluetooth is natively supported in AP7602, AP7622, AP8532, AP8533 and AP8432 devices and these
devices do not require the 10 Gear GBU321 BT sensor.

Importing Bluetooth Devices

To import Bluetooth devices, go to Menu in the AirDefense Ul, and then click on Import and Discovery.

In the Job Type box, select Import Local File. Browse to the location of the CSV file. When the file name

is displayed, click on Open in New Window. The CSV file is displayed.

¢ The format of the CSV file is similar to that of WLAN client/station, except that the security and
performance policy fields are blank (represented as , separated columns.)

¢ When a Bluetooth device is detected by AirDefense, it is marked as Sanctioned or Unsanctioned
depending on its classification in the CSV file.

¢ The Bluetooth monitoring support and alarms are enabled only when the WIPS license is assigned to
the WLAN sensor on the AP8132 device.

Job Type: # | Import Local Fils - add to appliance: WaDsSP =

Cescription: % admin job started Wed Apr 23 2014 03:25:58 AM

(2] Use auto-placement rules

Path: % L) Place devices in & single folder

Browse

™

Mot sure how to format a file for import?

1. Open a preformatted sample file,

2, Enter the approprizte information.

3, Save to a local drive.

44, raturn to this screen, and import to ADEP,

test_add_blusbooth =

Open in Mew Window
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Bluetooth License

You must have a WIPS license on the sensor device in order to access the Bluetooth feature.
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5 AirDefense Dashboard

The Dashboard
Selecting Dashboard Scope

Customizing Dashboard Views
Dashboard Components

The Extreme AirDefense Dashboard provides a quick visual representation of your network. Network
state and other information is displayed using widgets. You can select from a large array of useful
widgets to customize the AirDefense Dashboard to display the network state information that you are
interested in.

The Dashboard

The AirDefense Dashboard is designed to give you quick visualization of your network.

Note
% You must have the latest version of Flash installed in order to view the Dashboard. If you do
not, you will be prompted to install the latest Flash.
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ADSP provides five default views involving the most important aspects of your network. Each view is
fully customizable where you can add any one of the already defined dashboard components. The
default views are:
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e General - Displays general information about your network using some components of the other
three views.

e Security - Displays security information about your network such as:

* Rogue Wireless Access
» Top Wireless Extrusions by Count
* Top Wireless Exploits by Count
* Policy Compliance
* Security Threat by Tree Level
» Security Threat by Device
* Top Wireless Vulnerability by Count.
¢ |nfrastructure - Displays infrastructure information such as:

* Infrastructure Status
* Last 5 Infrastructure Alarms
» Device Breakdown by Model
* Top Infrastructure Criticalities
*  Wireless Client Associations by WLAN
* Radio Channel Breakdown.
e Performance - Displays performance information such as:
* Performance Threat by Tree Level
» Performance Threat by Device.
¢ Network - Displays network information to give you a picture quick glance of your network utilizing
the following components:
» Devices by Configuration
* Appliance Status
*  Wireless IPS Availability
* BSSs by Last Seen
* Wireless Clients by Last Seen.

In addition to the default views, there are three user views which are fully customizable. The user
definable views are initially empty, allowing you to add any of the dashboard components to create a
mixture important to you.

You can customize the custom views or the default views by selecting a view from the View drop-down
menu, then dragging and dropping components located on the left side of the window.

Double-clicking on an individual component of any view accesses the related tab of that component.
For example, if you double-click on APs of the Infrastructure Overview component, the Network tab is
accessed displaying only APs.

See the Dashboard Components on page 97 topic for a description of all the available components.

You can hide dashboard components by clicking Hide Dashboard Components bar
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You can show (un-hide) dashboard components by clicking the i bar

Selecting Dashboard Scope

The Scope field allows you to narrow or expand the scope of the Dashboard, as shown in the following
example:

Network Alarms  Ce

Scopes are defined as the following network levels:
e SystemDisplays information for your entire network (system). If you have a Central Management
license, selecting System as the scope displays a combination of all appliances being managed.

e ADSPDisplays server information including all the network levels (Country, Region, City, Campus,
Building, and Floor) as defined in the Configuration tab under Appliance Platform > Tree Setup.

e CountryDisplays information about a specific country including regions, cities, campuses, buildings,
and floors.

e RegionDisplays information about a specific region including cities, campuses, buildings, and floors.
e (CityDisplays information about a specific city including campuses, buildings, and floors.

e CampusDisplays information about a specific campus including buildings and floors.

¢ BuildingDisplays information about a specific campus including floors.

e FloorDisplays information about a specific floor.

Capabilities with a Central Management License

With a Central Management license, the Dashboard becomes a monitor of all appliances along with
their associated devices. You can monitor your entire system at once or each individual appliance.
Additionally, you may include information about other servers in your network. When you include other
servers in your Dashboard, all scope information is included.

Customizing Dashboard Views

This topic discusses the options available to customize your AirDefense Dashboard.
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View Customization

The Dashboard is displayed in a 2-by-2 defined area or a 3-by-3 defined area. To switch the defined
display area, click the View Customization button. The following screen is displayed:

Dashboard

View Customization

| Revert | | Save |

Draggable Components

You can click on the 2x2 or 3x3 button. You can then change the name of a view by clicking the
Rename button, typing in the new name, and then clicking OK.

Draggable Components

You may customize any of the existing views as well as the empty custom views. The components panel
contains all of the components that can be viewed in the Dashboard. You may add components to the
Dashboard by dragging and dropping a component onto the Dashboard. To customize the Dashboard,
follow these instructions:

Select a view from the View drop-down menu. (Such as General.)

Click the Draggable Components bar to display the components if not already in view.
Click on a component while continuing to hold the mouse button down.

Drag the component to the Dashboard to the location where you want it.

NN

Note
If you keep the component stationed in one spot without releasing the right mouse

0 button, the component will expand to fill in an area. Also, after moving a component to the
Dashboard, you can drag the mouse to expand the component or reduce the area the
component is displayed.

5 Release the mouse button.

Note
e If you decide you do not want to keep your changes, click the Revert button to return the
view to its original state.

6 Click Save to save the customized view.

Dashboard Components

The following components are available to customize the different views of the Dashboard:
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Component

Description

Alarm Counts by Scope

Displays a bar chart showing the network levels with the top 5 alarm
counts.

Appliance Status

Displays the alarm status of the appliances on your network.

Bluetooth Clients

Displays Bluetooth clients (sanctioned, unsanctioned, and neighboring)
seen on your network.

BT Sensors

Displays Bluetooth sensors see on your network.

BSSs by Configuration

Displays a pie chart of BSSs by configuration (sanctioned, unsanctioned,
and neighboring). Also lists the total number of BSSs seen on your
network.

BSSs by Last Seen

Displays a pie chart of the BSSs seen on your network over the last five
days. Also lists the total number of BSSs as well as the totals for each day.

Device Activity

Displays the active/inactive state of Unknown Devices, Wireless, Clients,
BSSs, and Bluetooth Devices seen on your network in tabular form.

Device Status

Displays the active/inactive state of Unknown Devices, Wireless, Clients,
and BSSs, and Bluetooth Devices seen on your network in graphical form.

Device Table

Individually lists the total number of BSSs, Wireless Clients, Sensors,
Unknown Devices, Bluetooth Clients, and BT_Sensors on your network.

Devices by Configuration

Displays a pie chart of devices by configuration (authorized, ignored, and
unauthorized). Also lists the total number of devices seen on your network.

Devices by Last Seen

Displays a pie chart of the devices seen on your network over the last five
days. Also lists the total number of devices as well as the totals for each
day.

Infrastructure Events by
Subcategory

Displays a bar chart showing infrastructure events by subcategory.

Infrastructure Overview

Displays a list of infrastructure devices in three columns (Online compliant,
Online non-compliant, and Offline).

Infrastructure Status

Displays a list of infrastructure devices showing if they are online or offline,
and the total number of each device type.

Last 5 Alarms on System

Displays a list of the last 5 alarms generated by ADSP.

Last 5 Infrastructure Alarms

Displays a list of the last 5 infrastructure alarms generated by ADSP.

Licensed Device Breakdown by
Model

Displays a list of licensed devices on your network grouped by model.

Licensed Device Breakdown by
Model

Displays a pie chart showing licensed devices on your network grouped by
model.

Licensed Infrastructure Overview

Displays a list of infrastructure devices in three columns (Online compliant,
Online non-compliant, and Offline).

Licensed Infrastructure Status

Displays a column chart showing the status of licensed infrastructure
devices in your network.

Licensed Infrastructure Status

Displays a pie chart showing the status of licensed infrastructure devices in
your network.

Offline Device by Folder Type

Displays a bar chart showing the offline devices and the folder type they
reside in.
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Component

Description

Offline Devices by Scope

Displays a bar chart showing the offline devices and the scope they reside
in.

PCI11.1 Status

Lists the compliance status of Rogue APs, Rogue Wireless Clients, and
Accidental Associations as related to PCl Section 11.1. A green checkmark
signifies you are in compliance. A red x signifies you are out of compliance.

PCI Status

Lists the compliance status of PCl Sections 2, 4, 11.1, and 11.4. A green
checkmark signifies you are in compliance. A red x signifies you are out of
compliance.

Performance Threat by Device

Displays a bar chart showing the threat score of the top devices violating
your performance policy.

Performance Treat by Tree Level

Displays a bar chart showing the tree level threat score violations of your
performance policy.

Performance Violations

Displays a pie chart showing the number of alarms generated by a
performance violation. Also lists the overall alarm total as well as totals for
individual alarms.

Policy Compliance

Displays a bar graph showing the alarm count for policy compliance.

Polled Wireless Client Associations
by WLAN

Displays a pie chart showing polled Wireless Client associations by WLAN.

Quick Security View

Shows a quick view of possible security issues. A green checkmark
indicates there are no issues. A red x indicates there is some type of issue.

Radio Channel Breakdown

Displays a pie chart showing configurable radios group by channel.

Radio Status

Displays the radio status by band (2.4 GHz and 5 GHz) and lists the online
APs and Sensors. A count is displayed in the form of x of x.

Recent Outages

Lists devices with recent outages along with the associated appliance, start
time of the outage, the type, and criticality.

Rogue AP Details

Shows BSSs and their associated scope per row. The table is sorted by
alarm time with the device most recently detected on top of the table.

Rogue Wireless Access

Displays a bar chart showing the alarm count of rogue devices seen on your
network.

Sanctioned Network

Displays a pie chart showing sanctioned devices on your network.

Security Alarm Counts by Scope

Displays the network levels with the top 5 alarm count using the following
alarm types and sub-types: Anomalous Behavior, Exploits, Policy
Compliance Violations, Reconnaissance, Rogue Exploit, Vulnerabilities.

Security Threat by Category

Displays a column chart showing the alarm count of security issues by
category (Rogue Exploit, Vulnerability, Policy, and Extrusion).

Security Threat by Device

Displays a bar chart showing the threat score of the top devices violating
your security policy.

Security Threat by Tree Level

Displays a bar chart showing the tree level threat score violations of your
security policy.

Security View

Displays a bar chart showing the number of security alarms generated by
ADSP.

Severity by Device

Displays a bar chart showing the severity scores of the top offending
devices.
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Component

Description

Severity by Tree Level

Displays a bar chart showing the severity scores of the top offending
network levels.

Signal Strength Status

Displays a pie chart showing the number of clients and APs greater than or
equal to -70dBm, and the number of clients and APs less than -70 dBm.

System Load

Displays a column chart reflecting system load. Charts include percentages
for:

® Sensor count

* Managed network devices
e Total device load

* Active device load.

Termination Count by Scope

Displays a bar chart showing a total termination count by scope.

Termination Status

Displays a pie chart showing the number devices not on the termination list
and number of devices on the termination list.

Top Criticalities

Displays a column chart showing top alarms observed by ADSP.

Top Infrastructure Alarms by Count

Displays a bar chart showing the top infrastructure alarms by count.

Top Infrastructure Criticalities

Displays a column chart showing the to infrastructure alarms observed by
ADSP.

Top Performance Alarms by Count

Displays a bar chart showing the alarm count of the top performance policy
violations.

Top Security Alarms by Count

Displays a bar chart showing the alarm count of the top security policy
violations.

Top Talkers

Displays a bar chart showing the top 5 BSS and Wireless Client talkers on
the network based on the combined value of sensed total TX and total RX
bytes.

Top Wireless Exploits by Count

Displays a bar chart showing the alarm count for wireless exploits on your
network.

Top Wireless Extrusions by Count

Displays a bar chart showing the alarm count for wireless extrusions on
your network.

Top Wireless Vulnerability by Count

Displays a bar chart showing the alarm count for wireless vulnerability on
your network.

Wireless Client by Configuration

Displays a pie chart of Wireless Clients by configuration (authorized,
ignored, and unauthorized). Also lists the total number of Wireless Clients
seen on your network.

Wireless Client by Last Seen

Displays a pie chart of the Wireless Clients seen on your network over the
last five days. Also lists the total number of Wireless Clients as well as the
totals for each day.

Wireless IPS Availability

Lists a count of online and offline Sensors on your network.
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6 Network Tab

Capabilities with a Central Management License
Select-Network View

Network Devices

Association Tree

Network Graph

Network Filters
Actions Menu
Actions Descriptions
Advanced Search

The Network tab displays a list of devices seen in your wireless network.
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Also displayed is a total device count. You can narrow the scope by selecting an ADSP appliance,
country, region, city, campus, building, or floor from the network tree or from the for menu. You can also
filter device information using the Network Filter.

The information displayed depends on the type of device selected. You can sort device information
according to information in a column by clicking the column header.

In a large list of devices, you can use the Search field to find a device or group of similar devices.
Entering a string will reduce the list of devices to the ones that has information matching the string.
Entering a device name will display the device matching the typed name.
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You can hide (uncheck) or view (check) columns by clicking the drop-down button located after the
last column (Compliant.) The menu changes according to the selected device in the Show drop-down
menu.

Capabilities with a Central Management License

With a Central Management license, you can display devices from any managed appliance in the
Network tab. If displaying devices on an appliance level or a network level, only the devices for that
appliance or network level are shown.
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Select-Network View

Show Menu

Use the Show menu on the top menu bar to select the devices that you want to display in the Network
tab.

Viewing the Network

You can choose to display the Network tab in a tabular or graphical view as follows:

In the tabular view, the following items are displayed in the Show menu:

¢ Network Devices (includes APs, Sensors, Wired Switches, Wireless Switches, WLSE devices, AirWave
devices, and Managed Services Providers (MSPs).

e BSSs

*  Wireless Clients

e Unknown Devices

* Bluetooth Devices

In the graphical view, the following items are displayed in the Show menu:

e Association Tree
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e Network Graph.

You can select the different views by selecting the appropriate view button.

Cl:: a

The first button selects the tabular view. The second button selects the graphical view. The last button is
the Advanced Search button which is explained later.

Types of Devices

From the drop-down menu under Show, you can select a device. The choices are:
¢ Network Devices

e BSS

¢ Wireless Clients

e Unknown Devices

¢ Bluetooth.

Select for AirDefense system or a specific city, building, floor, etc.

Actions Menu

From the drop-down menu under Actions on the top menu bar, you can select a an action to apply to
the selected device. The actions available vary by device, as explained in the following section, Network
Devices.

You can hide the Network Filters by clicking Hide Network Filters bar . You can show (un-hide) the

Network Filters by clicking the Show Network Filters bar

Network Devices

Click the drop-down menu under Show and click on Network Device. ADSP displays a list of APs,
Sensors, Wireless Switches, and Wired Switches seen in your network.
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Network Tab

BSS

Extreme AirDefense User Guide

The list of Network Devices are displayed in a tabular format using a combination of the following

columns:
Column Description
Flag . . . kY
Indicates if a Network Device has been flagged (blue flag ©™ ). (default
header)
Device Displays the Network Device's icon along with the its name. (default
header)
Name Displays the name of the Network Device.
MAC Displays the Network Device's MAC address.
IP Displays the Network Device's IP address. (default header)
Severity Displays the Network Device's threat level to your network. (default
header)
First Seen Displays the date and time the Network Device was first seen in your
network.
Last Seen Displays the date and time the Network Device was last seen in your
network.
Scope Displays where the Network Device is located within the network scope.
(default header)
Floor Displays the floor that the Network Device is located on. (default header)
Manufacturer Displays the manufacturer of the Network Device.
Model Displays the Network Device's model number. (default header)
Firmware Displays the Network Device's installed firmware number. (default header)
Status Displays the Network Device's status (online or offline). (default header)

Sensor Status

Displays the Sensor status (online or offline). (default header)

Compliant

Indicates if the Network Device is in compliance with defined ADSP
policies. (default header)

Last Configuration

Displays the date and time of the last configuration that took place with the
Network Device.

Associated Clients

Displays the number of clients that have associated with the Network
Device.

Adopted APs

Displays the number of APs that the Network Device has adopted.

Click the drop-down menu under Show and click on BSS. AirDefense displays a list of all BSSs seen in

your wireless network.
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The list of BSSs are displayed in a tabular format using a combination of the following columns:

Column Description

Flag Indicates if a BSS has been flagged (blue flag " ). (default header)
Device Displays the BSS icon along with the vendors ID. (default header)

Name Displays the name of the BSS.

MAC Displays the BSS's MAC address.

P Displays the BSS's IP address.

Severity Displays the BSS threat level to your network. (default header)

First Seen Displays the first time the BSS was seen on the network.

Last Seen Displays the last time the BSS was seen on the network. (default header)
Scope Displays where the is located within the network scope. (default header)
Floor Displays the floor the BSS is on. (default header)

Channel Displays the communications channel the BSS is using. (default header)

Signal Strength

Displays the signal strength of the BSS. (default header)

SSID Displays the Service Set Identifiers, a 32- character unique identifier
attached to the header of packets sent over a WLAN that acts as a
password when a Wireless Client tries to connect to the BSS. (default
header)

Manufacturer Displays the manufacturer of the device.

Classification

Displays how BSSs are classified.

Sensed Authentication

Displays the sensed method of authentication.

Sensed Encryption

Displays the sensed method of encryption.

Protocols

Displays the protocols being utilized by the BSS.

Rogue

Indicates if a BSS is a rogue (true or false). (default header)

Extreme AirDefense User Guide
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Column

Description

Device Actions

Indicates a current live state.

* AP Test

* Wireless Vulnerability Assessment [

L g
Termination #~

Dedicate Spectrum Analysis

Inline Spectrum Analysis

Sensor

Displays the name of the Sensor that sees the BSS.

AP

Displays the name of the . (default header)

Associated Clients

Displays the number of clients that have associated with the BSS.

Wireless Client

Click the drop-down menu under Show and click on Wireless Client. AirDefense displays a list of all
Wireless Clients seen in your wireless network.
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A list of wireless clients is displayed in a tabular format using a combination of the following columns:

Column Description

Flag Indicates if a Wireless Client has been flagged (blue flag “‘ ). (default
header)

Device Displays the Wireless Client icon along with the vendors ID. (default
header)

Name Displays the name of the Wireless Client.

MAC Displays the Wireless Clients MAC address.

IP Displays the Wireless Clients IP address.

Severity Displays the Wireless Client threat level to your network. (default header)

First Seen Displays the first time the Wireless Client was seen on the network.

Last Seen Displays the last time the Wireless Client was seen on the network. (default
header)

Extreme AirDefense User Guide
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Column Description

Scope Displays where the Wireless Client is located within the network scope.
(default header)

Floor Displays the floor the Wireless Client is on.

Channel Displays the communications channel the Wireless Client is using. (default
header)

Signal Strength Displays the signal strength of the Wireless Client. (default header)

SSID Displays the Service Set Identifiers, a 32- character unique identifier

attached to the header of packets sent over a WLAN that acts as a
password when a Wireless Client tries to connect to the Wireless Client.
(default header)

Client Type Displays the client type of the Wireless Client.

802.1x Name Displays the 802.1x name of the Wireless Client.
Manufacturer Displays the manufacturer of the device.

Classification Displays how the Wireless Client is classified.

Sensed Authentication Displays the sensed method of authentication.

Sensed Encryption Displays the sensed method of encryption.

Polled Authentication Displays the polled method of authentication.

Polled Encryption Displays the polled method of encryption.

Protocols Displays the protocols being utilized by the Wireless Client.
Rogue Indicates if a Wireless Client is a rogue (true or false). (default header)
Device Actions Indicates if any of the following actions have occurred:

* AP Test

. . - i
Wireless Vulnerability Assessment [

° . . ra
Termination #~

Dedicate Spectrum Analysis IE‘

Inline Spectrum Analysis IE‘

Associated BSS Displays the BSS that the Wireless Client has associated with.
AP Displays the name of the . (default header)
Sensor Displays the name of the Sensor that sees the Wireless Client.

Unknown Devices

Click the drop-down menu under Show and click on Unknown Devices. AirDefense displays a list of all
Unknown Devices seen in your network. Unknown devices are defined from the source or destination
address detected in communication to or from a wireless device. AirDefense can identify the wireless
device the frame is sent from or received by, but if the MAC address listed as the ultimate source or
destination is not a device identified by AirDefense, it is considered 'unknown'. These are almost always
infrastructure devices on the wired network.
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The list of Unknown Devices are displayed in a tabular format using a combination of the following

columns:
Column Description
Flag . : . kY
Indicates if a Unknown Device has been flagged (blue flag ©™ ). (default
header)
Device Displays the Unknown Device icon along with the switch name. (default
header)
Name Displays the name of the Unknown Device.
MAC Displays the Unknown Devices MAC address. (default header)
P Displays the Unknown Devices IP address. (default header)
Severity Displays the Unknown Device threat level to your network. (default header)
First Seen Displays the first time the Unknown Device was seen on the network.
Last Seen Displays the last time the Unknown Device was seen on the network.
(default header)
Scope Displays where the Unknown Device is located within the network scope.
(default header)
Floor Displays the floor the Unknown Device is on. (default header)
Manufacturer Displays the manufacturer of the device.
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Column Description

On Network Identifies how AirDefense obtained the MAC address of a non-wireless
device. The different entries are:

e Sensor SegmentThe frame containing MAC address was detected by a
sensor on its wired port. This device is therefore known to be on a LAN
segment containing the sensor and is therefore on the same wired
infrastructure.

e SwitchThis MAC address was obtained from a data poll of the tables of
a wireless switch. At some time, a know wireless device communicated
with this unknown device. The unknown device is on the infrastructure
somewhere, but the LAN segment is unknown.

e BlankThis MAC address was detected by a sensor radio and the wireless
device communicating with this MAC is not sanctioned in AirDefense.
This is most likely a device on a neighboring network and not part of
the AirDefense protected infrastructure.

e Sanctioned BSSThis MAC address has been seen by a sensor in
communication with a Sanctioned BSS and is likely to be a device on
the AirDefense protected infrastructure, but has not been reported to
AirDefense as being on the wired network by poll or discovery.

Classification Displays how the Unknown Device is classified.

Bluetooth Devices

Click the drop-down menu under Show and click on Bluetooth. AirDefense displays a list of all
Bluetooth devices seen in your wireless network.

€5 A
Menu' Dashboard ISWREE Alams  Configuration
U Sr O Show |Blustsoth - | for | @ anse el ciana—1] = x e
& Grouping 4 Devica Tvps ~ | Gavansy Sgnal Strength
(=) Mo groupeng @ oo LA i @ crieal -
() Sevesity 2] I @ critical S 86 dBm
{0) Lask Sean @ P @ critical &5 d8m
() Soape 3] Com D critieal({s3 3t dBm
@ oc @ criscalls3 3 dim
@ Hetwork Scopa @ oo @ Crincal{ga & dBm
@ First/Last Seen @ L @ crivcl 7 de
@ Alarm Severity a L @ criseal ) dBm
@ Alarm Type 0 omp @ criseal P
4] e @ crscal an

The list of Bluetooth devices are displayed in a tabular format using a combination of the following

columns:
Column Description
Device Contains the MAC address. Click on the down-arrow to display the MAC
address, appliance, when last seen, and signal strength.
Type Displays the type of Bluetooth device (such as computer.)
Severity Displays the threat level to your network. Green indicates a sanctioned
device. Red indicates an unsanctioned device. (default header)
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Column Description

Last Seen Displays the last time the Bluetooth device was seen on the network.
(default header)

Scope Displays the area where the Bluetooth device is located within the network
scope. (default header)

Floor Displays the floor where the Bluetooth device is located. (default header)

Signal Strength Displays the signal strength of the Bluetooth device in dBm. (default
header)

Menu Network Support

0 Note
= Live View is not supported on Menu Networks.

Menu Networks only display virtual MAC addresses in the Network tab. To display the true MAC
addresses, contact Customer Support and have them enable Menu Network support on your appliance.
When enabled, the true MAC addresses are displayed in the Network tab.

Association Tree

The Association Tree displays your network from the top down starting at the appliance going all the
way down to the associated Wireless Clients. Clicking the Network Graph icon BES88 gives you access
to the Association Tree via the Show drop-down menu. Select Association Tree from the menu to
display the association tree for your network.
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Click the Expand [= button to open a branch of the tree. Click the i ® button to close a branch of the
tree. The table columns for the Association Tree are:

Devices Displays the name of the devices on your network.

Severity Displays the threat level to your network for a floor and all the devices on
that floor.

Device Count Displays the number of devices on a tree level.

Last Seen Displays the last time a device was seen on the network.

Network Graph

The Network Graph displays your network in a graphical view. Clicking the Network Graph icon H
gives you access to the Network Graph via the Show drop-down menu and displays a Network Graph of
managed devices seen in your network. There is a Concentric view (default) and a Hierarchical view.
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To switch to the Hierarchical view, click the Hierarchical button.
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Click Concentric to return to the Concentric view. You can manipulate the graph by using:

e Graph Zoom to zoom the graph in and out.

¢ Device Labels to remove or display the device labels.

* |con Size to increase or decrease the size of the icons.

¢ Network Depth to see more devices or less devices in your network.
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Network Filters

Network filters are provided to filter the displayed network information. They are displayed on the left
side of the Network tab.

© Grouping 4
(=) Mo grouping

() Severity

() Last Seen

() Status

() Scope

© Network Scope
[ 5] First/Last Seen
© Flag

@ Alarm Severity
© alarm Type

€@ pevice

@ Compliance

@ status

The different filters are:

Grouping - you can view devices by grouping them using similar criteria.
Network Scope - you can view devices according to where they are in the network tree.

First/Last Seen Filter - filters devices according to when they where first seen and/or last seen on
your network.

Flag - you can optionally view all flagged devices.

Alarm Severity - you can view devices by alarm criticality.

Alarm Type - filters devices by alarm type.

Device - filters devices by model, manufacturer, and/or capabilities.

Compliance - displays devices according to state of compliance with network policies.
Status - displays devices according to their uptime/offline status.

Signal Strength - filters devices within a specific signal strength range.
Security-Sensed Filter - displays devices using a combination of the sensed method of
authentication and/or the sensed method of encryption.

Security-Polled Filter - devices using a combination of the polled method of authentication and/or
the polled method of encryption.

The filters are initially set to display the maximum amount of devices. You can adjust any filter or
combination of filters to fine tune the display of devices. This allows you to display only the devices that
you want to view.

The indicator on the right of each filter turns green © when you change a filter from its original state.
Click the green indicator to return a filter to its default state.
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Grouping Filter

The Grouping filter allows you to view devices by grouping them using similar criteria. The views vary
depending on the type of devices being displayed.

@ Grouping
(=) Mo grouping
() Severity
() Last Seen

() Status

() Scope

The following views are available:
¢ No Grouping - Displays all devices without grouping. This view is accessible when displaying any
type of device.

e Severity - Groups devices into the different threat levels to your network. Threat levels that are not
sensed are not shown. This view is accessible when displaying any type of device.

Sewere 13 Devioes

Critical 5 Devines

Major 213 Devices
A e e I e o =

e |ast Seen - Groups devices by a time frame when the devices were last seen on your network. This
view is accessible when displaying any type of device.

*iore than 72 hours B Devioes
24 - 72 hours ST Devioes
12 - 24 hours T3 Devices

L - 12 hours 5 Davices

0 - 1 hour 20 Devices

¢ (Classification - Groups devices by how they are classified. This view is accessible when displaying
BSSs, Wireless Clients, or Unknown Devices.

Unsanctioned 547 Devioes
Samctioned & Davices
—— —

¢ Signal Strength - Groups devices in a range of signal strengths. This view is accessible when
displaying BSSs or Wireless Clients.

Between -21 and -40 dBm 1 Devioes
Between -4 1 and -60 dBm 5 Devioes
Between -61 and -B0 dBm 216 Devices
Less tham or equal to -80 dBm 331 Devioes

¢ Sensed Authentication - Groups devices based on their sensed method of authentication. This view
is accessible when displaying BSSs or Wireless Clients.
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Unknowmmn

Symbal Keyguard
RSM

WrA

WA RSN

BOZ. 1, RSN
BOZ. 18, WPA,RSN
Pre Shared Key, K5

Pre Shared Koy, WPA

Pre Shared Koy, WPA RSN

487 Devices
3 Devices

2 Devices

3 Daviced

B Devices

5 Devices
12 Devices
8 Devices

T Daviced

1T Cviced

e Sensed Encryption - Groups devices based on their sensed method of encryption. This view is

accessible when displaying BSSs or Wireless Clients.

Unknown 379 Devices
AES[CCHMP) &7 Devioes
TEIP T3 Devioes
TEIF,AES{CCMP) 31 Davickl
WEP & Devices
WEP, ALS{CTMPY 1 Devipes

¢ Polled Authentication - Groups devices based on their polled method of authentication. This view is

accessible only when displaying Wireless Clients.
240 Devices '

Unknowmn

¢ Polled Encryption - Groups devices based on their polled method of encryption. This view is

accessible only when displaying Wireless Clients.
Unknown 240 Devices '

¢ Client Type - Groups devices based on their client type. This view is accessible only when displaying

Wireless Clients.
Unknown 240 Devices '

¢ On Network - Groups devices based whether they are on the network or not. This view is accessible
only when displaying Unknown Devices.

e A e G Gt At

e oA e n D OO Gl S,

Unknowmn 170 Devioes

Dn Metwark 188 Devices

* Status - Groups devices based on their online/offline status. This view is accessible when displaying
Network Devices.

Online{*ore than 72 hours) 4 Devices

Online{D - 1 hour) 4 Davices

e Scope - Groups devices based on where they are in the network. The highest network level under
the appliance level is displayed as the group. This view is accessible when displaying any type of

device.
/ 15
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b Devices

Wunplaced Devices 7 Devices

Bus 450 Devices

Clicking on a group will display the devices in that group.

Network Scope Filter

The Network Scope filter is used to view devices according to where they are in the network tree. By
selecting a network level, you limit the displayed devices to only the ones under that particular network
level.

@ Network Scope

= @@ ADSF =
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First Last Seen Filter

The First/Last Seen filter allows you to filter devices according to when they where first seen and/or
last seen on your network.
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[ 4] First/Last Seen
Last seen within prior
[¥] 0 -5 minutes (--)
[¥] 5 - 10 minutes (--)
[¥] 10 - 20 minutes (--)
[¥] 20 - 30 minutes (--)
[¥] 30 - 60 minutes (--)
[#] 1 -12 hours (--)
[¥] 12 - 24 hours (--)
[¥] 24 - 72 hours (24392)
[¥] More than 72 hours (2)
First seen within prior
[¥] Last Hour (--)
[#] 1 -12 hours (--)
[¥] 12 - 24 hours (--)
[¥] 24 - 72 hours (--)
[¥] More than 72 hours (24334)

The last seen times may be:
e Any time period

* O -5minutes

* 5-10 minutes

¢ 10 - 20 minutes

e 20 -30 minutes

¢ 30 -60 minutes

e 1-12hours

e 12-24hours

o 24 -72hours

e More than 72 hours.

The first seen times may be:
e Any time period

e 1-12hours

e 12-24hours

e 24 -72hours

*  More than 72 hours.

For example, if 30 - 60 minutes is selected as the last seen time and no other times are selected

(first/last seen), only devices that were last seen within 30 to 60 minutes are displayed.

Flag Filter

The Flag filter gives you the option of viewing all devices or only flagged devices.
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[ 4] Flag
Al

To select an option, click All or the blue flag =

Alarm Severity Filter

The Alarm Severity filter allows you to view devices by alarm severity. Devices are grouped together
according to their alarm threat to your network .

@ Alarm Severity
] @ severe (1916)
v] @ cCritical (300)
¥ @ Major (--)

] O Minor  (--)

¥ ©safe (--)

The severities are:

You can select the alarms that you want to view by checking the checkbox.

Severe @ - Displays only Severe alarms.

Critical @ - Displays Critical and Severe alarms.

Major O- Displays Major, Critical, and Severe alarms.
Minor £ - Displays Major, Critical, and Severe alarms.

Safe @ - Displays alarms of all criticalities.

Alarm Type Filter

The Alarm Type filter allows you to view devices by alarm type. Devices are grouped together according
to their alarm threat to your network.
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@ Alarm Type
Edit |~
ﬁ|__|VU|I'IErEI|Ji|itiES
Exploits
Perfnrmance
[ Platform Health
..jF’l:nIiC\,-r Compliance
@ Reconnaissance
@Annmalnus Behavior
PPRDguE Activity
%2 Infrastructure
"I" Proximity

@ Bluetooth

You have the option of displaying all alarm types or filtering alarms by a specific type. The different
alarm types are:

* Vulnerabilities

e Exploits

e Performance

e Platform Health

e Policy Compliance

* Reconnaissance

* Anomalous Behavior
e Rogue Activity

e Infrastructure

*  Proximity

¢ Bluetooth.

Click the Edit button to select the alarm types that you want to display.
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@ Alarm Type

| Edit |v|| Remaove

n='b‘\.-fuInuzral:lilities,
Explnits
Perforrnance

El Platform Health
QPDIicy Compliance
@ Reconnaissance
@Anomalous Behavior
Fi» Rogue Activity

&2 Infrastructure

':'I':' Proximity

ﬂ Bluetooth

Click Edit, select the alarm type(s), and then click OK. The following graphic shows that you only want
to display rogue alarms.

©@ Alarm Type

| Edit |v|| Remove |

FP Rogue Activity

To remove an alarm type, select (highlight) the alarm type and click Remove.

Classification Filter

The Classification filter is used to filter devices by their device classification.

Device Classification

[¥] Sanctioned (14144)

[¥] Unsanctioned (47542)

[¥] Neighboring (--)
Rogue Classification

(=) All Devices (--)

(_) Rogue Devices (--)
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Devices are displayed by the following classifications:

¢ SanctionedDisplay sanctioned devices.
¢ UnsanctionedDisplay unsanctioned devices.
¢ NeighboringDisplay neighboring devices.

Select the checkbox(es) for the classification(s) that you want to display. You can also display devices
by rogue classification. You options are to display all devices or to display only rogue devices. Select the
appropriate radio button.

Note
‘ ‘ The Classification filter is not available when displaying Network Devices. It is available for
BSS, Wireless Client and Unknown Devices.

On Network Filter

The On Network filter is used to display devices that are on your network and/or devices that have been
seen by a sensor but not confirmed to be on your network. This filter is only available when displaying
Unknown Devices.

€@ On Network
[+] ©n Network (--)
[+] Unknown (20002)

Check the check-box to display either or both conditions.

Note
1 e J The On Network filter is only available when displaying network devices.

Device Filter

The Device filter is used to filter devices by model, manufacturer, and/or capabilities. The filter changes
depending on the types of devices being displayed.

Network Devices

For network devices, you can filter devices based on the model type. Select a model from the Model
drop-down menu
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@ Device

Model

|Any =

Capabilities
[v] Access Point (--)
[v] BT_Sensors (--)
[v] wireless Switch (--)
[v] Sensor (--)
[+] Wired Switch (--)

[#] MNetwork Manager (--)

You can also filter network devices based on the capability of the device. When you select a capability,
only devices with that capability are displayed. For network devices, you may select:

¢ Access Point

e BT Sensors

e Wireless Switch

* Sensor

e Wired Switch

e Network Manager.

Wireless Clients

For wireless clients, you can filter devices based on the manufacturer. Select the manufacturer from the
drop-down menu. You may also type in the manufacturer's name, including a partial name.
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@ Device

Manufacturer

all |;

Select from list or enter name

{partial name is ok}

Client Type
] Employee Personal Device (32867)
[v] Guest Wi-Fi User (33470)
[#] In Store Customer (33342)
[v] Laptop (33381)
[v] Loyalty Custemer (33452)
[+] Phone (33347)
[#] Potential Customer (33714)
[¥] Scanner (33130)
[¥] Tablet (33192)

[#] Uncategorized Device (--)

You can also filter Wireless Clients based on the client type. When you select a client type, only devices
of that type are displayed. You may select from the following client types:
e Employee Personal Device

*  Guest Wi-Fi User

* In-Store Customer

e Laptop

e Loyalty Customer

e Phone

e Potential Customer

* Scanner

e Tablet

¢ Uncategorized Device

BSSs and Unknown Devices

For BSSs and Unknown Devices, you can filter devices based on the manufacturer but not on client type
or capabilities. Select the manufacturer from the drop-down menu. You may also type in the
manufacturer's name, including a partial name.

@ Device

Manufacturer

All |;J

Select from list or enter name

(partial name is ok)
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Bluetooth Devices

There are no device filter for Bluetooth devices.

Compliance Filter

The Compliance filter is used to display devices according to their state of compliance with your
network policies. This filter is only available when displaying Network Devices

@ compliance
[¥] Compliant (--)

[¥] Mot Compliant (213594)

[¥] N/A (3000)

.Devices are displayed if you have their compliance state checked. The different states are:

e Compliant - Displays devices that are compliant.
¢ Not Compliant - Displays devices that are not compliant.
¢ Unlicensed - Displays devices that do not have the required license.

Status Filter

The Status filter is used to display devices according to their uptime/off-line status. This filter is only
available when displaying Network Devices.

© status

[¥] Offline (24394)
[¥] uptime (--)
[¥] uptime (--)
[¥] uptime (--)
[¥] uptime (--)
[¥] uptime (--)

You may select one or more of the following statuses:

e OfflineDisplays any offline devices.
¢ Uptime (O - 1hours)Displays devices that have been online from O to 1 hour.

Note
Devices that do not track uptime are shown in this time slot.

e Uptime (1-12 hour)Displays devices that have been online from 1to 12 hours.

e Uptime (12 - 24 hours)Displays devices that have been online from 12 to 24 hours.

e Uptime (24 - 72 hours)Displays devices that have been online from 24 to 72 hours.

e Uptime (More than 72 hours)Displays devices that have been online longer than 72 hours.
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Signal Strength Filter

The Signal Strength filter is used to filter devices within a specific signal strength range. This filter is only
available when displaying BSSs and Wireless Clients.

@ signal Strength

O, ®
-100 dBm -1 dBm

You may adjust the signal strength range by sliding the adjusters. The maximum range is -100 dBm to -1
dBm. Sliding the left slider adjusts the minimum signal strength. Sliding the right slider adjusts the
maximum signal strength.

Security-Sensed Filter

The Security-Sensed filter is used to display devices using a combination of the sensed method of
authentication and/or the sensed method of encryption. This filter is only available when displaying
BSSs and Wireless Clients. The security-sensed filter has two fields: authentication and encryption.

@ Security - Sensed
Authentication
[¥] Unknown (212735)
[¥] open (--)
[¥] Pre Shared Key (--)
[¥] WPA (--)
[¥] 802.1x (811)
[¥] RSN (--)
[¥] LEAP (--)
[¥] PEAP (--)
[¥] EAP-MDS (--)
[¥] EAP-OTP (--)
[¥] EAP-GTC (--)
[¥] EAP-TLS (--)

[¥] EAP-FAST (--)

[¥] EAP-TTLS (--)

Figure 2: Authentication
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@ Security - Sensed
[] EAR-GTC (--)
[¥] EAP-TLS (--)
[¥] EAP-FAST (--)
[¥] EAP-TTLS (--)
[¥] RSA EAP-SID (--)
[¥] RSA EAP-PKA (--)
[¥] Network EAP (--)
[v] Other EAP (--)
[¥] Symbaol Keyguard (--)
[v] other (--)
Encryption
[+] Unknown (213399)
[+] Unencrypted (--)
[¥] WEP (94)
[#] TKIP (--)
[¥] AES (53)
[¥] Other Encryption (--) -

Figure 3: Encryption

You may select any combination of authentication methods and/or encryption methods. The available
authentication methods are:
e Unknown

* Open

* Pre-Share Key

e WPA

e 802.1x

¢ RSN

e LEAP

e PEAP

e EAP-MD5

e EAP-OTP

e EAP-GTC

e EAP-TLS

e EAP-FAST

e EAP-TTLS

e RSA EAP-SIP

e RAS EAP-PKA

e Network EAP

e Symbol Keyguard
e Other.
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The available encryption methods are:

e Unknown

e Unencrypted

e WEP

e TKIP

o AES(CCMP)

e Other Encryption.

Security-Polled Filter

The Security-Polled filter is used to display devices using a combination of the polled method of
authentication and/or the polled method of encryption. This filter is only available when displaying

wireless clients.

@ security - Polled
Authentication
v] Open (--)
[¥] Pre Shared Key (--)
[¥] EAP (--)
[¥] WPA (--)
[¥] WPA PSK (--)
[] WPAZ (--)
[¥] WPAZ PSK (--)
[¥] Unknown (213546)

Encryption

[+] Unencrypted (--)

[¥] WEP&4 (--)

[¥] WEP128 (--)

[¥] AES ()

[#] TKIP (--)

[#] Symbal Keyguard (--)
[¥] Unknown (213546)

You may select any combination of authentication methods and/or encryption methods. The available

authentication methods are:
* Open

e Pre-Share Key

e EAP

e WPA

e WPA PSK

e WPA2

e WPA2 PSK

e Unknown.

The available encryption methods are:
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e Unencrypted

e WEPG4

e WEPI28

e AES(CCMP)

e TKIP

e Symbol Keyguard
e WPA2PSK,

Actions Menu

The Network tab includes an Actions menu where you can execute an action. Depending on the device

type, clicking the Actions button displays one of the following menus:

Network Device Actions

Actions... |v
Set Flag
Clear Flag

Audit Devices

Retrieve Diagnostic Logs
Remove Devices

Mowve Devices

Upgrade Devices

Impart CLI Variables

Expart Devices
Command Run and Log

Search Device Configuration

BSS Actions

Actions... |v x
Set Flag
Clear Flag Channel Signal Str
Classification » Sanctioned (Inherit Profiles)
Remove Devices Sanctioned (Assign Profiles) »
Generate Tracker Files Unsanctioned

Neighboring

Export Devices I
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Wireless Client Actions

Actions... |v Search x
Set Flag
Clear Flag Channel Signal Stre... S3ID Rogue
Classification » Sanctioned (Inherit Profiles)
Client Type » Sanctioned (Assign Profiles) » [] SecurityProfile1 a
Remove Devices Unsanctioned =
. ) [[] securityProfile1n
Meighboring
Export Devices - [] SecurityProfile1l
ARL.. = GACIRL.. = 8(2.447 GHz) -52 dBm [] SecurityProfile12
[ SecuritvProfilel 3 -
Apply
Actions... | ~ || Search »
Set Flag
Clear Flag Channel Signal Stre...

- 6(2.437 GHz) -52 dBm

Classification P |~ 6(2.437 GHz) -52 dBm
Client Type 4 Employee Personal Device
Remove Devices Guest Wi-Fi User

In Store Customer

Export Devices Laptop

Loyalty Customer
Phone

NRl.. = [Fdciri..

Potential Customer
Scanner
Tablet

Uncategorized Device

Unknown Devices Actions

Actions... | » [ Search x

Set Flag

Clear Flag severity

Classification

Sanctioned
Remove Devices Unsanctioned

Expart Devices
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Bluetooth Devices Actions

Actions... | =
Set Flag
Clear Flag Severity
Classification 3 Sanctioned
Remove Devices Unsanctioned

4

Export Devices

Actions Descriptions

Actions are active (selectable) or inactive (un-selectable) depending on the device type selected in the
Show menu. Some actions are executed when you select a device and then select an action. In this case,
no other input is required. Other actions will display a dialog that require more input. Descriptions of the

actions are as follows:

Action Description
Set Flag Allows you to flag the selected device(s) to indicate attention is required.
Clear Flag Allows you to remove a flag from the selected device(s).

Classification

Sanctioned (inherit) Classify the selected device(s) as a sanctioned device
that inherits its traits from wherever its location in the network tree.
Sanctioned (override) Classify the selected device(s) as a sanctioned
device using traits that override the inherited traits. For example, a security
profile can be applied to a BSS that overrides the inherited traits.
Sanctioned Classify the selected device(s) as sanctioned (Unknown Devices
only)

Unsanctioned Classify the selected device(s) as unsanctioned.

Neighboring Classify the selected device(s) as a neighboring device.

Client Type

Classifies a Wireless Client as one of the following types:
e Employee Personal Device

® (Guest Wi-Fi User

® |n Store Customer

e |aptop

® |oyalty Customer
e Phone

* Potential Customer
e Scanner

e Tablet

* Uncategorized Device

Audit Devices

Allows you to conduct a compliance audit on the selected device(s) (see <
LINK HERE >.)

Retrieve Diagnostic Logs

Allows you to display the diagnostic logs for the selected device(s). If no
logs are available, you will receive a message stating so (see < LINK HERE
>)

Remove Devices

Allows you to remove selected device(s) from monitoring (see < LINK
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Move Devices

Allows you to place selected device(s) on a floor (see < LINK HERE >.)

Upgrade Devices
HERE >.)

Allows you to upgrade the firmware for the selected device(s) (see < LINK

Import CLI Variables

Allows you to import CLI variables at the device level (see < LINK HERE >.)

Export Devices
(see < LINKHERE >)

Allows you to export information about selected device(s) to a CSV file

Command Run and Log

Allows you to execute CLI commands for selected device(s) and save
results in a log file (see < LINK HERE >.)

Search Device Configuration

Allows you to search for device configurations on the network.

Generate Tracker Files
computer

Allows you to generate tracker files and save the files to a directory on your

Audit Devices

The Audit Devices action runs a compliance audit on the selected device(s). When selected, a

Compliance Audit overlay displays and the audit starts.

CompRance Audit
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'
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Once the audit is complete, the device(s) are listed in the Devices sub-window. When a device is
selected (highlighted), the audit results are displayed in two parts: the Polled Configuration and the

Compliant Configuration.

The Polled Configuration is a list of CLI commands that were pulled from the device.
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The Compliant Configuration is a list of CLI commands that were pulled from the CLI Profile for the
device. If there are differences, they are highlighted. Also, the Revert to Compliant Config and Accept
Polled Config buttons are activated. Otherwise, the buttons are inactive.

You may change the displayed configuration by selecting a configuration type from the drop-down
menu.

Polled Configuration ']

Generated Configuration
Compliant Configuration
Faolled Canfiguration

Configuration Termplate

When you change a configuration type, the CLI commands for that type are displayed. If there are
differences, they are highlighted.

Click Revert to Compliant Config to update the highlighted device with the CLI commands from
Compliant Configuration. Click Accept Polled Config to accept the CLI commands from Polled
Configuration.

Click Close button to exit the compliance audit overlay.

Retrieve Diagnostic Logs

To retrieve the diagnostic logs for the selected device in one consolidated file, elect (highlight) a device
and then click Actions > Retrieve Diagnostic Logs.

The diagnostic log retrieval was initiated.

|:| Dan't shaw this rmessage again,

| 0K, Go to Job Status | | Close |

Note
‘;J You can elect not to show this message again by selecting the checkbox.

At this point, ADSP starts retrieving the diagnostic logs. When you click OK, Go to Job Status, the Job
Status is displayed.

Wiaw Drt]&s
Typ= Diascraptsan Usar Shatus Start Tamia ®  Firash Time Pragrass
Device Confiquration On Demand Log Retr cooder Camplete: succassfu Wed Jan 25 2012 ... Wed lan 25 2012 .., 1|I'1

Select your job and then click View Details to display the job details.
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Job Details

Tipe:

Dgrpton: | On Demand Log Retreval

Dewite Update Sratus Toteh 1 Passil Fadi 0 InProgeeddc & Watisgi 0
- G@ROSE - oy fabuy Doavecw Detads

g Urplyoed Devess = ‘g apT131-14C2BC Pass 03:00:57 PM Wed Jan 25 2012 Comglote
= @Us =

Save Changse Hupert Saatue Expart Conpoldated Logs |

To view your diagnostic logs, you will have to export them to your workstation by clicking Export
Consolidated Logs.

Note
@ The Export Consolidated Logs button is inactive until the status changes to Pass and the
diagnostic logs are ready to export.

Continue?

Get zip of log files for all the successful devices?

| ik || Cancel |

Click OK to continue. Navigate to a location and click Save. The consolidated logs are saved in a ZIP file
using the specified file name. You can now view the logs.

Remove Devices

To remove devices:
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1 Click Remove Devices to remove a selected (highlighted) device. You are prompted to confirm
removal.

Delete Confirmation »

Are you sure you want to delete this item?

&g 1142_Matrix (=

Iil Cancel

2 Click OK to remove the listed devices. Click Cancel to exit without removing the device(s).

Move Devices

Use the Move Devices action to move a selected (highlighted) device to a scope (floor) that you
specify. When selected, you are prompted to select a scope

To move a device:

1 Select Move Devices action.
The Choose Target Directory dialog displays.

Choose Target Directory

Select Scope: | & ADSP
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2 Click the Select Scope drop-down menu to make your scope and then click OK. You are prompted

to confirm your selection.

Confirm Updates x

() Sawve for Next Update
() Update Immediately
These changes will update 3 devices Job Description

Device Type Count

SWITCH 1

AP 2

| OK || Cancel |

3 Click OK to move the device(s). Click Cancel to exit without moving the device(s).

Upgrade Devices

To upgrade the firmware for devices on your network, select (highlight) a device and then select

Upgrade Devices from the menu.

Extreme AirDefense User Guide

/ 135



Network Tab

- e e
Confirm Upgrade
Device Type Count Mew Firmware Wersion

M510 1 M520

Total number of devices to be upgraded 1

(=) Upgrade Immediately

() Schedule Upgrade: | 06:00:00 PM | v | ON s,

L

Job Description

[] Cancel job if any device fails to upgrade | Sensor Only Settings
[#] Limit concurrent upgrades |10 [#] Limit bandwidth (Kbps) |10

[v] skip device(s) that are running the same firmware version

| oK || Cancel |

You have the option of upgrading immediately or upgrading later. If you decide to upgrade later, select
Upgrade Later and then select a time from the drop-down menu and a date from the calendar.

You may enter a description in the Description field. This information is displayed when you check the
Job Status and helps identify the job.

There are four checkbox options that you can select. They are:

¢ Downgrade devices with newer firmware.
¢ (Cancel job if any device fails to upgrade.

e Limit bandwidth that the upgrade can occupy. By entering a value, you will limit the bandwidth to
the ented value. The default is 10 Kbps.

e Limit concurrent upgrades. By entering a value, you limit the number of upgrades that can run at
one time. The default is 10.

A list of device that will be upgraded are displayed. The list will display:

e The type of device
e The total number of devices
e The new firmware version that will be used for the upgrade.
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By default, all devices are selected. If you decide not to upgrade one or more devices, uncheck the
checkbox for that type of device.

Click OK to start or schedule the upgrade. Click Cancel to exit and not upgrade.

Import CLI Variables

Note
1 0 ] A WLAN Management license is required to import CLI variables.

The Import CLI Variables action is used to import CLI variables at the device level. Naturally, the CLI
variable should already exist in the device's profile or it will not be applied.

Comma delimited files are used to import CLI variables. The format of the file is:
cli variables, server,deviceMAC or

folderPath,deviceType,varl,varl value,var2,var2 value,var3,var3 value,
[etc.]

There are different ways to create a comma delimited file but the most trouble-free way is to use a text
editor, such as Notepad.

The first line is reserved for header information. If you do not want to include header information, make
the first line a blank line.

Examples:

cli variables,localhost,00:00:00:a0:e7:33,ap,MASK,255.255.0.0

cli variables, localhost,
00:00:00:¢c7:00:39, ap, HOSTNAME,, AP7131 Cube44,MASK,255.255.0.0, GATEWAY,
192.10.1.1 cli variables,localhost,US/Southeast/Alpharetta/

Floorl, ,HOSTNAME,AP7131 Cube44

Note
1 e J deviceType can be blank if designating a folderPath.

When you select the Import CLI Variables action, a dialog window opens where you can specify the
directory (folder) and name of the CSV file.
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Select file to upload by 10.59.39.107

Look e [ (3 ADSP ] O @
a )
dadsp.c:q:
My Recent st
Documents Ex jar
E% ‘f_'b]autu:da-:mk_rl.lu.csv
@MMRMSW.M
Deshtop [E] AutoPlacementRulesimport. bxt
; [£] CLIVariabdesTmport kit
..-‘i 5] Matorcla Alpharetta Sffice floor plan.jpg
[2] RelayServerlmport bt
My Dezumants Giljtest csv
- (] Tressetuptmpent. b
g_' Ll Uninstall sce
Iy Comptes
C-DAST on G..
My Nebwork  File name: - Open
e ! = [ g |
Fie:s of bype: |a0Fies ) | Cancel a|

Select the import file and then click Open to import the CLI variables.

Verify Import of CLI Variables

To verify that the CLI variables were imported:

1
Click the device's drop-down menu button.

2 Select Properties from the menu.

Select the CLI Profile for the device. The imported CLI variables should be visible in the Variables

section.

Export Devices

To export information about your devices to a CSV file on your local workstation, select a device and
click Export Devices from the Actions menu. A pop-up box asks you to confirm the download.

Confirm Download

Export complete. File is ready to download.

Click OK to confirm or click Cancel to exit without exporting the device(s).
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When you click OK, a dialog window opens where you can specify the directory (folder) and name of
the CSV file.

Note
- g At this time, files exported using Export Devices are for external viewing only. They cannot be
imported back into AirDefense.

é: Select location fc oad by 10.59.

Savein: | | WsP ~| @& m

L Name Date modified

RecentPlaces

-

Desktop

=~

Libraries

A :

Computer

@:

MNetwork I

4 | n

P
File name: Idevices.csv{ LI Save | d
b
Save as type: | Al Files () | Cancel |

Warning: This file may be an executable program or contain malicious content, use caution before saving or opening.

AirDefense names the CSV file devices.csv by default. You can keep that name or change it.

Click Save button to save the CSV file. Click Cancel to exit without saving the file. Once the file is saved,
you can view the file at any time.

Command Run and Log

Use the Command Run and Log action to run CLI commands on devices that are in the Audit mode (not
template based) and then store the results in a log file for viewing later.

Note
- ! In order for Command Run and Log to work properly, Communication Settings Profile must
exist for the affected devices.
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Command Run and Log
Drevices that will be affected Enter any sequence of commands that are valid on the device CLI interface:

“pl7217.25.21

& pPlease note: ADSE will respand “res” to sll devies confirmation requeasts.

|'_] Import updated compliant configuration from devica(s) after successful cormmand run.

Submit I Cancal |

The commands are applied to all devices selected in the Network tab. Selected devices are listed in the
Devices that will be affected field.

Each command must be on a line by itself. If a command requests a confirmation from a device, ADSP
will respond Yes.

You may import an updated configuration from device(s) after a command has run successfully. Just
select the Import checkbox.

The logs for the Command Run and Log are placed at: /usr/local/smx/device-mgmt/jobs. For each job,
there is a job ID. The interaction with all devices for a job is placed in a sub-folder whose name is the job
ID number. Click Submit to run the commands. Click Cancel to exit without running any commands.

You can check the job status by navigating to Configuration > Operational Management > Job Status.
While viewing the job details, you can view the logs by selecting a device and then clicking the View
Log link.
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Devices:
map?131-C?EUSB &

show ip interface

Interface vlanl is UP
Hardware-type: vlan, Mode: Layer 3, Address: 00-13-70-C7-E0-38
Index: 3, Metric: 1, MTU: 1500
IP-Address: 172.17.25.21/16
input packets 113563, bytes 15537827, dropped 0, multicast packets
0
input errars 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 4739, bytes 1964368, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collizions 0O
ap7131-C7ED38#

Copy to Clipboard || Cancel |

You can view the log of another device by selecting the device from Devices drop-down menu. Click
Copy to Clipboard to copy the log contents to the clipboard. Click Cancel to exit the log.

Search Device Configuration

Use the Search Device Configuration action to search for devices by configuration. Depending on the
number of infrastructure devices in network, the process can take some time. Follow these steps to
search for device configurations:

1 Select Network Device from the Show menu.
2 Highlight the desired device(s).
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3 From the Actions menu, select Search Device Configuration.

4

Search Device Configuration

] Search Results

Cancel

Enter the name of the device configuration you are searching for.

5 Check Search Results to display the search results.

When the devices are found, click Upgrade Firmware to upgrade; Command Run & Log to run the
command log; and Cancel to exit without saving.

Advanced Search

The Network tab has an advanced search feature that allows you to supply additional criteria to the

basic search. Click the Advance Search icon “& to access the advanced search feature.

] L.u nﬁhn- Mgteerh g wins = for 9 ADSFE =1 Aehigng,,, = £ ) Dl
N e St Crieni
BF Addras:
MAC Address:
Capabsbtass| | Anp -
Mesdel: Anp IL
Seardch
Cavice bt L Saverty Laat Seen Soope Flacr Model Ferrmare Statoa Safi.. €. "
- I|"'-|?'H.-I|'|:|'|-l'-C»hlr r LTZ.AT.353) I:I St el Hov 16 20, -ﬂT"i Fally 3135 [ ArDwienps 3 AFSH000 & 2.1 0-00% ﬁu:n—p 1144 ﬁ'ﬂ
L it e Sy . - Py - S

With the advanced search feature, you can supply additional information such as:
e The name of the device

e The IP address of the device

e The MAC address of the device

e The capabilities of the device (Any, Sensor, Wireless Switch, Wired Switch, or Network Manager
selected from a drop-down menu)
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e The model number of a device or any model.
* The SSID of the device
e The client type of the device

o Default Type

« MCD
* VoIP Phone
* Laptop

* Employee Laptop

* Employee Phone

*  Employee Device

* High Priority Visitor Device

* Visitor Device

* Low Priority Visitor Device
* The manufacturer of the device
e The source

o Al

* Sensor Segment

* Switch

* Authorized AP

* Unknown

You may add additional criteria as needed by clicking the Add Search Criteria link. When the link is
clicked, the first additional criteria (Flag) is added.

'..; nﬂhnu Meteark Dwwipe = for SWADSF - Anicing - =

Mgyl riag = || Pagged
3 Addrass Eeld Seprch Criberiy
MAC Addrass
Capabsbuss | Any

B

Saandh

Tavarty Luak Sear S Flar cadel Frrrmire Shataa

1
- RPN Ol EERTELEE B sateit) W o 36 0., B0 The Rally 3125 (5 ArDetenee 3 AFGE000 dzio00me D uphme 1144

You can change the added search criteria by clicking the drop-down menu and selecting another
criteria. The menu contains criteria that relate to the type of devices being displayed. If you want to use
more than one of the listed criteria, you can click the Add Search Criteria link to add the next criteria in
the list.

"y "y
Flag - | Flagged -

-
Firrmware - |

add Search Criteria

Additional criteria may be added until you added all the search criteria for the type of devices being
displayed. Added criteria may be removed by hovering your cursor over the criteria and then clicking

the x located to the right of the criteria. Additional criteria includes:
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Criteria Description

Flag Select whether you want to display flagged or un-flagged devices.

Firmware Supply a firmware version for devices you want to display.

First Seen Supply a range of first seen hours for devices you want to display.

Last Seen Supply a range of last seen hours for devices you want to display.

Classification Select whether you want to display sanction, unsanctioned or neighboring
devices.

Channel Supply a range of channels for devices you want to display.

Signal Strength Supply a range of signal strengths (in dBm) for devices you want to display.

Sensed Authentication Select a sensed authentication method from the drop-down menu.

Sensed Encryption Select a sensed encryption method from the drop-down menu.

Polled Authentication Select a polled authentication method from the drop-down menu.

Polled Encryption Select a polled encryption method from the drop-down menu.

Up Time Supply a range of up time hours for devices you want to display.

Online Select whether you want to display online or offline devices.

Compliant Select whether you want to display compliant, non- compliant, or
unlicensed devices.

Once you have entered or selected your search criteria, click Search to display devices matching your
search criteria.
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7 Alarms

AirDefense Alarm Model

Capabilities with a Central Management License
Alarm Table

Alarm Filters

Alarm Categories and Criticality
Alarm Details
Alarm Actions

Alarms Tab

The Alarms tab displays an alarm table that shows all of the active and inactive alarms currently
occurring on your network, sorted in columns by:

flag

alarm criticality
alarm type
offending device
start time

alarm status

SSID of the offending device.
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Alarms

The alarms listed in the table are determined by the network level and the filters you have selected.
Select the network level in Show alarms in the drop-down menu. Select filters using the instructions
described in the Alarm Filters on page 149 section.

You can hide (uncheck) or view (check) columns by clicking the drop-down button located to the right
of the last column.

+ Flag
w Criticality
Alarm ID
 Alarm Type
» Device
Drevice Actions
¥ Start Time
 Status
v SEID
Sensar
Expire Time
Zignal Strength
Channel
Motes

Surmnrnary
FowEma —

You can hide the Alarm Filters by clicking Hide Alarm Filters bar . You can show (un-hide) the
Alarm Filters by clicking the Show Alarm Filters bar .

AirDefense Alarm Model

Suppressed Alarm Repetition

AirDefense has made significant advancements in the Alarm Model, dramatically decreasing the
occurrence of repetitious alarms. In the new Alarm Model, the AirDefense appliance leverages the
extensive data it collects about security events to determine whether events are:

e Unique events

* Repeat occurrences of activities that constitute a single security event

¢ Repeat observances of a single, ongoing event.

Based on this distinction, AirDefense is able to display alarms for unique events and suppress repetitive
alarms for ongoing events. This provides better correlation between individual security events and
individual alarms.
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How an Alarm is Generated

Violations are reported internally to the appliance every minute as events.

The AirDefense wireless security research team maintains algorithms for correlating observed security
events, to identify when a predefined high water mark for the event is reached. The high water mark, in

its simplest terms, is a number of identical events that occur within a specific period of time. When the
high water mark is reached, it triggers an alarm on the GUI.

Example-Generated Alarm

Three XYZ events within a 30-minute period defines the high-water mark for XYZ events. If the
appliance detects three or more such events within any 30-minute period, an alarm is triggered.

thattriggers the Server b display an

I I dhig exampde, 3 XVE events wilhin
I I I 3 minastes are the “high water mark"
9L alarm

Ag time elapses, addtional XYZ

wRmts aceur within the J0-minute
windew. Tive high waber sk
conlinees b be met, and e atarm
condition continges.

1

I The high waber mark ends when 30
ménafes elapse with fewner than 3 XYE

|11

Tive alarm ends when e duration

] L A ; o time slapses () affer the high water
A= rrark ende ity
1 dwration
ty t; t;

Duration of Alarm

The alarm stays active for a period of time after the security event ends. This period of time is called the
duration. The duration is user-configurable, although AirDefense has determined default duration times
correlated to the expected life-cycle of each specific event. When the duration time ends, the alarm
becomes inactive. You can use the forensic analysis to view historical alarms.
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Capabilities with a Central Management License

A Central Management license allows you to display alarms generated on any managed appliance in the

Alarms tab. In the example below, the grouping selected is Scope, and the level is Countyl. The alarm
count shows as 545 alarms; 254 alarms on network devices; and 291 alarms on unknown devices. The
total alarms is displayed in the upper right corner and shows 690 alarms.
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If displaying alarms on an appliance level or a network level, only the alarms generated by that
appliance or network level are shown.

Alarm Table

The alarm table is customizable and includes the following information (columns):

Column Description

Flag Indicates whether or not a alarm has been flagged.

Criticality Displays the criticality of the alarm. (See Alarm Criticality on page 157 for
more information.)

Alarm ID Displays the alarm identification.

Alarm Type Displays the alarm type.

Device Displays the name of the device that triggered the alarm.

Start Time Displays the time and date the alarm started.

Status Displays the status (active/inactive) of the alarm.

SSID Displays the SSID (Service Set IDentifier) of the WLAN device triggering
the alarm appears on.

Sensor Displays the name of the Sensor that observed the device triggering the
alarm.

Expire Time Displays the time and date when the alarm expired.

Signal Strength Displays the signal strength of the device triggering the alarm.

Channel Displays the channel the device triggering the alarm is using.
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Column Description
Notes Displays any notes that were created for the alarm.
Summary Displays a summary describing the alarm.

Alarm Filters

The alarm filters are used to filter the displayed alarm information. The filters are displayed on the left
side of the window.

e Grouping 4
(=) Mo Grouping

() Sewverity

() Alarm Categary

( ) Alarm Sub-Category

() Alarm Type

() Alarm State

() Alarm Start

() Device Type

() Device Classification

[ ) Scope

@ Network Scope
@ Alarm Severity
@ Alarm Type

Q view

@ Device

@ Alarm Lifecycle

@ Alarm ID

The indicator on the right of each filter turns green E:' when you change a filter from its original state.
Click the green indicator to return a filter to its default state.

The different filters are:

e Grouping Filterview devices by grouping them using similar criteria.

e Network Scope Filterview alarms according to where they appear in the network tree.
e Alarm Severityview alarms by severity.

e Alarm Typeview devices by alarm type.

e View Filteroptionally view all alarms, new alarms, or flagged alarms.

* Device Filterfilter alarms by device classification and/or device type.

¢ Alarm Lifecycle Filterfilters alarms over the life cycle of an alarm.

e Alarm ID Filterfilter alarms by specifying an alarm ID.
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Grouping Filter

The Grouping filter allows you to view alarms by grouping them using similar criteria.

@ Grouping <

No Grouping

®

~
A

Sewverity

€

~
A

Alarm Category

C

~
A

Alarm Sub-Category

C

~
4

Alarm Type

C

~
4

Alarm State

C

~
.

Alarm Start

C

~
-

Device Type

C

~
-

Device Classification

€

~
s

Scope

€

The following views are available:

¢ No GroupingDisplays all alarms without grouping.

¢ SeverityGroups alarms into the different threat levels to your network. Threat levels that are not
sensed are not shown.

@ severs{100) 10 Alarrns

@ Critical{ng)
@ Hajor(sm)

& Algrrms

e Alarm CategoryGroups alarms into alarm categories.

Htuplull-l % alyrms

Lo Folicy Compliance 3 Algrms

h‘ Rogue Activity 280 Al
s e

e Alarms Sub-CategoryGroups alarms into alarm sub-categories.

"F- Authorization ¥iolstion 246 Alsrmmis
. Enwironment
P Extrusion

E3 Impersonation Attacks

m Rogue Explait

e Alarm TypeGroups alarms by alarm type.
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#d-loc Hetwork ¥ielation Unsanctiened Client 3 adarms
Rogue AF an Seritch 14 Alsrms
Rogue Client & Algrrns
Rogue Client on Smitch ¥ Algrrng
Sanctioned BSS Using Unsandlioned 5510 S Alarmng
Sanctioned Wireless Client Accidental Asseciation te Unsanctiened Virtual WIFL 1 Alarms
Unsanttioned BESS 24 Alsrms
wWireless Client Accidental Association 1 alarms

e e e e

e Alarm StateGroups alarms by the state of the alarms.

Enipres in 12-24 hours 102 alarmmis
Enipres in 1-12 hours 23 algrmmis
Enpires in 0-1 howr L alarrms
Artive 163 Adarms

e Alarm StartGroups alarms by when they started.

Hore than 72 hours 10% adprmns

24-72 hawrs AF Algerne

12-24 hauars 1% Alssmnid
1=12 hivairs 2T AlsEmne

-1 b T Alsms

e Device TypeGroups alarms by the device type.

B5S 267 Alsemns

Wireless Client I Alsemns

¢ Device ClassificationGroups alarms based on the device classification.

Unsancticned

Sanctioned

e ScopeGroups alarms based on where they are in the network. The highest network levels under the
appliance level are displayed as the group.

“Punplaced Devices A% alsrrmis

Wus 204 Alarrns

Clicking on a group will display the individual alarms in that group.

@ severe{100) 34 Alarns
.trrtlulllﬂ & Alarng
@ it e Winrless Cliood Arcidea. o5 SulumunEabrome a1 537 = 10,3300 AH ..
| Ll Critiea
W @ OrScom: 89 ned B55 Using .. S Ciscoodd:?basn - 09:40:00 AM ... Active Doc-Nat
= @ urncalsanonioned B33 UEING - % Ligcordurhmg = UHSEDD AM .. ACHVE LA~ 4T
W @ critical Sanctionad ESS Using -. ﬁ FMotaroaZe 92090 - 100000 AM .. Ackve Dioer=Mut
B @ criticalSandtioned §55 Using .. 5 Moterola:Ze9aiel - 100000 AW .. Ackive D= Nat
B @ crticadSancticned B85 Using = 55 Symibalie5o0fied - 10i04:00 A .. Ackive Loe Mak
@ Major(59)
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Network Scope Filter

The Network Scope filter is used to view alarms according to where they are in the network tree. By
selecting a network level, you limit the displayed alarms to only the ones under that particular network

level.

© Network Scope
o @ ADSPE = -

:l};;JCDLII'ItI"\y’]. -

=l {2 C1Regionl =
2 8 C1R1City1 =
= = ClR1C1Campusl =

[’;"CLRICLCLArEaL -
[’;"CLRICLCLArEalU -
[:”C].RlCLC].ArEa2 -
I”:”ClRlCLClArEaB -
[’;" C1lR1C1ClAread
[:”C].RlCLC].ArEES -
[’:"CLRICLCLArEaG -
[’;"CLRICLCLArEa? -
[’;"CLRICLCLArEES -

[’:” CI1R1CI1C1Aread =

If the appliance level is selected, all the alarms for that appliance are displayed. If a floor level is selected,

only the alarms on that floor are displayed.

Alarm Severity Filter

The Alarm Severity filter allows you to view devices by alarm severity.

© Alarm Sewverity
E @ scvere (1916)
¥ @ critical (300)
E OMajor (--)

¥ © Minar [--)

¥ @ safe ()

The severities are:

Severe ﬂ Displays only Severe alarms.

Critical —@— Displays Critical and Severe alarms.

Major 'E?' Displays Major, Critical, and Severe alarms.

Minor —'f::'— Displays Major, Critical, and Severe alarms.

Safe E:‘ Displays alarms of all criticalities.

You can select the alarms that you want to view by checking the checkbox.

Alarm Type Filter

The Alarm Type filter allows you to view devices by alarm type.
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@ Alarm Type
ﬁ|_‘|VU|I'IEFEI|Ji|itiE5
Exploits
Perfnrmance

[B] Platform Health
.@Palicy Compliance
@ Reconnaissance
@Anomalnus Behavior
PF Rogue Activity
W% Infrastructure

"I" Proximity

ﬂ Bluetooth

You also have the option of displaying all alarm types or you may filter alarms by a specific type. The

different alarm types are:

Use the Edit button to select the alarm types that you want to display.

Anomalous Behavior
Bluetooth

Exploits
Infrastructure
Performance
Platform Health
Policy Compliance
Proximity
Reconnaissance
Rogue Activity
Vulnerabilities.

© Alarm Type

Edit |v Remove

# [] &’ anomalous Behavior
# [] @ Blustosth

= [] Eexploits

# [] %P Infrastructure

@ [] Fperformance

# [ [RJ Platform Health

# [ [ Policy Compliance
& [ @ Prosximity

# [] @ Reconnaissance
= [¥] P Rogue Activity

# [] A5 Vulnerabilities

Cance

Click the Edit button, select the alarm type(s), and then click OK. The following screen shots shows that

you only want to display rogue alarms.
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@ Alarm Type

co |-

P} Rogue Activity

To remove an alarm type, select (highlight) the alarm type and click the Remove button.

View Filter

The View filter gives you the option of viewing all alarms, new alarms, or flagged alarms.

0 View

To select an option, click All, New, or the blue flag “ The option you select will be highlighted.

Device Filter
The Device filter is used to filter alarms by device classification, device type, and/or license status.

@ Dpevice
Device Classification
[¥] sanctioned (--)
[¥] Unsanctioned (300)
[¥] Neighbering (--)
Device Type:
¥ B33 ()
[¥] Network Device (2216)
[ unknown Devices (--)
[¥] wireless Client (--)
[¥] Blustooth (--)

License Status

[¥] Licensed (--)
[¥] Unlicensed (--)

Alarms can be displayed by the following device classifications:

¢ SanctionedDisplay alarms for sanctioned devices. You may also choose to display any sanctioned
device, inherited sanctioned devices, or overridden sanctioned devices.

e UnsanctionedDisplay alarms for unsanctioned devices.
¢ NeighboringDisplay alarms for neighboring devices.

In addition to or instead of, alarms can be displayed by device type:
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e BSS

* Network Device (includes APs, Sensors, Switches, and Wireless Managers)
e Unknown Devices

e Wireless Client

e Bluetooth

Also, alarms can be displayed by license status:

e Licensed
e Unlicensed

Select the checkbox(es) for the device classifications and/or device types that you want to display.

Alarm Lifecycle Filter

Use the Alarm Lifecycle filter to filter alarms over a specified range of time.

@ Alarm Lifecycle
Alarm State
V] Active (85)
[¥] Expires in 0-1 hour (232)
[v] Expires in 1-12 hours (339)
] Expires in 12-24 hours (1189)
[¥] Expires in 24-72 hours (--)
[¥] Expires in more than 72 hours (--)
Alarm started within prior
[¥] 0-1 hour (5)
[v] 1-12 hours (850)
] 12-24 hours (377)
[v] 24-72 hours (612)

[¥] More than 72 hours (1)

You can select alarm states and/or a time range when the alarms started. The alarm states include:

e Active Alarms

e Alarms that expire in O to 1 hour

e Alarms that expire in 1to 12 hours

e Alarms that expire in 12 to 24 hours

e Alarms that expire in 24 to 72 hours

e Alarms that expire in more than 72 hours.

The time range when alarms started include:

e Alarms that started O to 1 hour ago

e Alarms that started 1to 12 hours ago

e Alarms that started 12 to 24 hours ago

e Alarms that started 24 to 72 hours ago

e Alarms that started more than 72 hours ago.
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Select the checkbox(es) for the alarm states and/or time ranges when the alarms started that you want
to display.

Alarm ID Filter

Use the Alarm ID to filter alarms using the alarm ID.

@ Alarm 1D

Normally, the alarm ID can be found in things such as:

an email that was generated by an alarm.
a SNMP notification generated by a Trap action defined in the Action Manager.
a report generated by the Report system.

Type or paste an alarm ID in the Alarm ID field to filter alarms using that alarm ID. Only the alarm
matching the ID will be displayed.

Alarm Categories and Criticality

AirDefense Services Platform generates alarms when certain events or conditions occur in your wireless
LAN that violate a policy or performance threshold.

To make alarms easy to identify, AirDefense groups alarms into nine categories, and assigns a criticality
to each alarm. Alarm notifications can also be delivered to the administrator via Email, SNMP, or Syslog.

Alarm Categories

The nine alarm categories are as follows:

Anomalous BehaviorDevices that operate outside of their normal behavior settings and generate
events that could indicate anomalous or suspicious activity.

ExploitsEvents caused by a potentially malicious user actively interacting on your Wireless LAN
using a laptop/PC as a wireless attack platform.

InfrastructureEvents that are generated based on the SNMP traps received from the infrastructure
devices.

PerformanceWireless LAN traffic that exceeds set performance thresholds for devices.

Platform HealthEvents that provide information about the state of the AirDefense Services platform
and the Sensors which report back to the appliance.

Policy ComplianceWireless LAN traffic that violates established or default policies for devices.

ReconnaissanceMonitors and tracks external devices that are attempting to monitor your Wireless
LAN.
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Rogue ActivityUnauthorized Devices detected by AirDefense which pose a risk to the security of
your network.

VulnerabilitiesDevices that are detected to be susceptible to attack.

Alarm Criticality

Alarms are assign a default criticality by ADSP. You can optionally change the default criticality of each
alarm to match your environment when configuring alarms under Configuration > Operational
Management > Alarm Configuration. You must be a user with read/write permission for the Alarm
Management functional area to change the criticality of an alarm.

Alarm Criticality

Description

Severe G

Serious alarms that may have catastrophic effects on your WLAN network.

Critical 9

Serious alarms on devices that require immediate attention.

Major'E:'

Potentially serious alarms on devices that require priority attention.

Minor C

Suggested potential problem alarms on devices that may develop into
worse issues if left alone.

safe @

Devices that pose no immediate threat to your WLAN network.

Alarm Details

Additional alarm information can be displayed by selecting an alarm. Information about the alarm is
displayed at the bottom of the Alarms tab.

e e E

e e s o e o
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If you do not see the alarm details, click the Open bar to display them.

The following alarm information is displayed:
e A description of the alarm

The alarm type

The network level of the device

The Sensor that observed the device

The time when the alarm started
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e The time when the alarm will expire
e Any notes added by a user.

At the bottom of the detailed information are links that allow you to execute a function or provide more

information.

Link Description

Clear Alarm Clear alarm works the same as Clear Alarm in the Actions menu.

Disable for device Disables the alarm specifically for the device causing the alarm. If you wish
to re-enable the alarm, you must go to Alarm Configuration and remove the
device from the disabled list.

Forensic Analysis Accesses Forensic Analysis where you can analyze historical information
about the device.

Expert Help Provides comprehensive descriptions on the alarm in four tabs:

e Summarydisplays a summary about the alarm type.

e Descriptiondisplays detailed information about the alarm type.
* |nvestigationadvises you on how to investigate the alarm type.
e Mitigationadvises you on how to mitigate the alarm type.

Edit notes Allows you to edit or add notes for the alarm.

Copy alarm Copies all the detailed information about the alarm to the Clipboard for
later use.

Escalation Displays an escalation window displaying what you need to do to escalate a
problem. The escalation information is defined in the alarm configuration
for the specific alarm.

Alarm Configuration Opens Alarm Configuration in the Configuration tab.

Alarm Actions

The Alarms tab includes an Actions menu where you can execute an action that affects the selected

alarm.
Clear Alarm » Clear Alarm
Edit alarm Motes Clear for 1 hour
Clear for & hours
Set Flag Clear for 12 hours
Clear Flag Clear for 24 hours

Mark as Mew

Mark as acknowledged

Export alarms...

Manage Cleared &larms

A description of the actions are as follows:
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Action Description

Clear Alarm Clear the selected alarm using one of the following options:
e Clear Alarm (no time limit)
e (Clear for 1hour
e (Clear for 6 hours
e (Clear for 12 hours
e Clear for 24 hours.

If you click one of the options with a time limit. The alarm is cleared for the
specified time and then returns if the conditions that generated the alarm
are not cleared.

Edit Alarm Notes Allows you to edit or add notes for the selected alarm.

Set Flag Flag the selected alarm(s) to indicate attention is required.

Clear Flag Remove flag from the selected alarm(s).

Mark as New Mark the alarm as new. New alarms are displayed in bold text.

Mark as acknowledged Mark the alarm as acknowledge which means you have selected the alarm

and view details about the alarm. Acknowledge alarms are displayed in
regular text.

Export Alarms Exports the alarm information to a CSV file. You will be prompted for a
name and a location to place the file.

Manage Cleared Alarms Displays an overlay where you can manage cleared alarms. A list of alarms
is displayed containing alarms that have been cleared and configured to
remain cleared for a specified amount of time. You can remove alarms that
have been configured to remain cleared for a time period by selecting
(highlighting) the alarm(s) and clicking Remove Alarms.

Click Close to exit the overlay.
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8 Configuration Tab

Search

Appliance Platform
Security & Compliance
Network Assurance
Infrastructure Management

Operational Management
Appliance Management
Account Management
Drop-down Menu Access

The Configuration tab allows you to initially set up AirDefense, configure devices for management, and
perform other administrative tasks such as user and sensor administration. Once you configure your
network with AirDefense, you can administer and monitor your network from one central location.

The following configuration categories allow you fully set up and manage AirDefense:

Appliance Platform is used to initially set up AirDefense.

Security & Compliance is used to define the security configurations of sanctioned wireless clients
and monitor the wired network devices in your system.

Network Assurance provides WLAN performance monitoring. and performs traffic analysis and RF
analysisamong other actionsto determine coverage gaps. Use it to configure Live RF settings, create
performance profiles, and set up environment monitoring.

Infrastructure Management is used to configure devices so that they can communicate on your
network and be managed by AirDefense.

Operational Management is used to configure features that apply to the normal operations of
AirDefense.

Appliance Management is used to configure the AirDefense appliance.

Account Management is use to set up user account parameters, including access, authentication and
passwords.
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Search

This feature allows you to Searches the Configuration tab for quick location of a configuration feature.

Configuration Search

Search by page tithe or keyword to locabe sny configurstion page

To conduct a search, just start typing.

Configuration Search

Saarch by page tite or keyword to locate any corfigurstion page

- =

Ires Sefup
Belav Server
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Typing just one character will list available features related to that character. To narrow your search,
type more text.

Configuration Search

Search by page tithe or keyword to locabe sny configurstion page

WLAN Pr rl:&

Click the link for the feature to navigate to it.

WLAN Profiles

v ADSP -

..'g.l.l".nlm.m: Devices =

L] Enakle configuration

vigus =
= @ Southeast = Mem Tamplats Copy sattings to sl applances

azzgnment | Templets Name

WLAN_Profile-aDralfenator

Appliance Platform

The Appliance Platform category includes all the necessary features that are needed to initially set up
AirDefense.

Search

Appliance Platform

01. Appliance Licensing

02. Tree Setup

03. Security Profiles

04. Auto-Flacement Rules
05. Auto-Licensing

06. Communication Settings
07. Polling

03. Relay Server

09. Import / Discover Devices

Security & Compliance
Network Assurance
Infrastructure Management
Operational Management
Appliance Management

Account Management
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The Appliance Platform category allows you to:

e Appliance Licensing - License your appliance and devices.
e Tree Setup - Establish a network tree.
e Security Profiles - Create security profiles that will initiate WIPS.

e Auto-Placement Rules - Define Auto-Placement rules that will automatically place devices in your
network tree.

e Auto-Licensing - Establish an import policy that controls how device licenses are applied during the
import process.

e Communication Settings - Set up communication profiles that allow AirDefense to communicate
with devices in your network.

¢ Polling - Determine how often AirDefense polls your devices for status information and sets the
frequency.

* Relay Server - Set up a relay server that facilitates downloading/uploading configuration profiles to/
from your devices. (Optional.)

* Import/Discover Devices - Schedule when to import devices using an import file or discover devices
using SNMP.

Each feature is numbered. When initially setting up AirDefense, follow the numbered steps sequentially.
Once you have completed the last step, AirDefense is set up for use.

The following flowchart shows the fundamental steps to initially configure AirDefense.

Start Appliance
Platform Configuration

e Create a Security profile {Security Create Auto- )
ADSP Iree Profiles) using all tabs and apply it Placament Rules to Cu_n1|gur_& Pt
L Satup, create a natwork y Licensing for
install Licenses e s to the network level or flcor the aulomaticaly place importing devices
léw&is ardng:mrs device is an, This enables the devices on floors when .ﬂf "?3 g
: WIPS portion of ADSP imported IO your System.
Configure Configure Retay
Senvar. The '
Coy catian ; =t | pot
Satings 5o whel Using ADSP mechanisim to Discivery) 10 your nework End Appliance
=alings Palling, st up transfas you
M:ISF can polling, configurations from using SNMP discovery or some Platform Configuration
c::a'r;r:;.l;gﬂ:;mm ADSP 1o devics is ather method,

now enabled.

Appliance Licensing
The AirDefense GUI handles license management for AirDefense and any modules. Using Appliance
Licensing, you can:
e View current license agreement information
e Add licenses
e Copy appliance MAC address
¢ Download appliance keys
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View Current License Information

appliance Licensing

Licerges for | WPADSP x = || Add Licenses Agphance 10 Apphance Keve

Advanged Forensics

& Advanced Ferensics Urdmibed boenses remaneg | 5 o use

#  Advanced Infrantructure Foremiics  Unbmited hiendsd remainng [ 2 in o
'  Advanced Infrastructure Forensics 47 boenses remaring [ 3 in use

Advanted Trowbleshoslimg
oF AP Test 45 besnied remarnseg | § o uie

& Connaction Troubleshooling 46 licenses remairang [ 4 in wpe

o Central Manapement Unbmied boenses remanmng | 1 @ use

W Liva AF 14 Senses remaring [ 25 m usa Lsmnss Sanigements
 Proxsmity and Analytics Unbmied loanses remaming /4 = ugs Licanse Asgignmants
& Radis Share AP Test 50 beerded refmineg [ 0 use s AidStMant
o Eadic Share Advanced Foransics 50 loanses remaiming | 0 in s Lipanse Assgoments
o WBadis Share Connection Troubleshoobing 50 loenses remamng [ 0w e Licange Appgamants
o Radic Share Spectrum Anabysin 50 kcanses remaning [ 0 n use License Assiasments
o Spectrum Anslysis &5 hoenges remainng /4 in use

%  Vulnerabilfty Assessment Unbmited hoerdes remairng [ 4 in wie

W 'WEP Cloaking 480 kcanges remaming / I o uss Livense Aspgomenks
o WIPS 45 hoenses remainng § 4 in oie e AEgimsman
L4

WLAN MHanagament 314 loange: remaming [ 160 uge Liense Ssstacmerts

License information is displayed about WIPS (base license) and the following add-on modules:

‘ Note

.| Modules are only displayed when they are installed.

e Advanced Forensics License, which includes:
* Advanced Forensics
* Advanced Infrastructure Forensics
¢ Advanced Troubleshooting License, which includes:
* AP Test (available as a separate license)
¢ Connection Troubleshooting (available as a separate license)
e Assurance Suite License, which includes:
e AP Test (available as a separate license)
* Advanced Forensics
* Advanced Infrastructure Forensics
¢ Connection Troubleshooting (available as a separate license)
¢ Live RF (available as a separate license)
e Spectrum Analysis (available as a separate license)
¢ Central Management License
e Proximity and Analytics License
¢ Radio Share Network Assurance License, which includes:
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» Radio Share AP Test (available as a separate license)
* Radio Share Advanced Forensics (available as a separate license)
» Radio Share Connection Troubleshooting (available as a separate license)
» Radio Share Spectrum Analysis (available as a separate license)
e Vulnerability Assessment License
¢ WEP Cloaking License
¢ WLAN Management License

License Status

License status is determined by:

e A green check mark indicates the license is OK.
¢ A vyellow flag indicates the license requires attention. It may expire soon.
e Ared X indicates the license has expired.

Clicking on a license will display the following information about the license.

o WIPS 45 heenses remameg | 4w uss Leenge Sgearmen
Ordaer placed on I009:05:04 [sd=105472)
Lesanss count: 50 hoprias
Wakd from 2010-06-04 and doas not expans
Murtenanss from unipecthed
Raagmgnmants: 35 koandsd [ 35 hianisd ramaring
Field Description
Order Date Indicates the date the license was ordered and the license ID number.

License Count

Includes the following information:

* The number of units. The number of active units cannot exceed this
number. Unit counts may be O, a specific number, or unlimited.

e A style that specifies that the unit count is fixed or floating. Fixed
licenses get consumed as they are used and are not released. Floating
licenses get released when they are not being used anymore.

e A unit identifier. Units may be Sensors, APs, switch, etc.

e A maximum value limiting the number of units.

e A warning limit used to display an alarm that the unit count is being
approached and that user should consider purchasing additional
licenses.

License Valid Date

Displays the expiration date and the start date of the license. A warning
date is also displayed, indicating when the customer will be issued a
warning that the license will soon expire. Unlimited indicates an expiration
date of 9999-12-31.

Maintenance Date

Displays the expiration date and start date of the maintenance agreement
with the customer. Unlimited indicates an expiration date of 9999-12-31.

Reassignments

Displays the number of licenses that you can reassign and how many
reassignments that you have left.

Add Licenses

To install a license, click the Add Licenses button to begin.
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Install Licensss

(x) 1 hava & cansa fila

{3 1 have an authonzabon code

i) 1 meed to reguest a licenss or check on 8 pending request

There are three ways to install a license:

e Jsing a License File on page 166
e Using an Authorization Code on page 167
e Requesting a License on page 168

Using a License File

A license file contains information about your license. If you have a license file, select the | have a
license file option and then click Next.

Select file to upload by 10.59.39.107
Look, jr: I&} 8.1 License j o ¥ - -

[EL
=
=
=
=]
m
[u]
[}
=
]
o
[u}
i

H

ty Hecent
Documents

£

Dezktop

S

3

My Documents

L

by Computer
Cx=DRAE7 an G...

L

My Metwork.  File name: I j Open I
Places
Files of twpe: I,-i'-.ll Files [*.7] ;I Cancel |
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Navigate to the file and select it. Once you have selected the licensing file, click Open. The license
information is updated.

Using an Authorization Code

To add licenses using authorization codes:

1 If you have an authorization code, select the | have an authorization code option and then click
Next.

Install Licenses

Enter or update vour contact information:

Campany Mame:

Contact Mame:

Contact E-Mail:

Server Serial Mumber:
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2 Enter your company name, contact name, email address, and server serial number. Click Next.

Install Licenses

Authorization Code: add

Mew Authaorization Codes: Previous duthorization Codes

[r

3 Enter your authorization code and then click the Add button. The authorization code is added to the
New Authorization Codes list. Click Next to continue.

After the license is installed, the following message is displayed:

Licenses installed successfully.

Requesting a License
To request a license or to check if your requested license has been received:
1 Select the | need to request a license or check on a pending request option and then click Next.

2 Enter your company name, contact name, email address, and server serial number.

3 Click Next.
The system first checks to see if you have a pending license request. If a request has been made and
the license has been received, it is installed.

After installation, the following message is displayed:
Licenses installed successfully.

4 If there are no pending request, follow the prompts to request a license.
Copy Appliance ID

You can display the appliances ID where you can copy it for later use. Click the Appliance ID button to
display the ID.
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Appliance ID

IC: 00151790ESEA

| Capy || Cancel |

Once the ID is displayed, click the Copy button to copy the ID.

Download Appliance Keys

You can download appliance keys to your workstation from the Licenses window. Follow these steps to
download appliance keys:

1 Click the Appliance Keys button.

Confirm Download

File is ready to download,

| ik || Cancel |

2 Click OK.
3 Navigate to the location where you want to save the appliance key file.
4 Click Save.

License Assignments

Use the License Assignments link to view which license is assigned to a device. You can also assign a
license to a device. In case of a fixed license, you can assign a license to a device.

Note
[_:jJ Once you assign a fixed license to a device you cannot move it to another device.

View License Assignments

To view license assignments, click the License Assignments link. The License Assignments window
displays.
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AP Test License Assignments

Licenses: § asogned, 45 svailable, 50 total - Resssignments: § availabls

Metwork Dawnices Letarded
= 4 ADSF - 4 4
= i s = 4
= [Vl Southeast - 4

= [vigd Alpkarstts =
- |»_"|.': Sanctuary Park =
= )i The Falls 1125 =
= 13 airDefenss 2 -

LRLLMEY onp) 0. CTEQEE =
Appliarcs: 10.99.39.107

Wama) ArDalenss 2 1.59.36.46 =
T 10.559.36.37 =
R EF spr131-180280 =
_Iid ArDefenss 1 -
_ [N Unplaced Dewices =

&

4
E
i
1
1
1
L]
L]

Cralsted Cavatns |

The following information is displayed:

e Total number of licenses

¢ Number of licenses assigned

e Number of licenses available

¢ Number of licenses available for reassignment
e List of licenses assigned to devices.

Assigning a License to a Device
This feature only allows you to assign a fixed license to a device. To do so, follow these steps:

1 Select a fixed license by clicking on the license name.
Click the License Assignments link. The License Assignments window displays.

Use the Open Tree # icon to open tree levels until the device that you want to assign a license to is
displayed.

Click the checkbox for the device to select it.
5 Click the OK button. The fixed license is assigned to the device.

Open tree levels until all the devices that you want to assign a license to are displayed. Then, select
the checkbox for each device to assign a license to each of these devices.

Tree Setup

Use the Tree Setup feature to configure your network tree.

~ o Note

‘ You must set up your network tree on order to take full advantage of the functionality of
AirDefensel
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Planning Your Network Tree

Your network tree automatically includes your appliance and any other appliance that you have added
to your system. Each appliance can be expanded into a tree with five network levels and floors.
Available network levels are:

Country
Region
City
Campus
Building

Tree Setup Import Tree Structure |v |

= @PADSP =
=) fge) Country1 (= add child copy X
= 8 C1Regionl =
= j2) C1IR1Cityl (=
= §m ClR1C1Campusl =
@ CLR1C1ClAreal (=
[ C1R1CIC1Areall (=
@ C1R1C1ClAreaZ (=
[ CIRICICIAreal =
@ CLR1C1ClAreasd =
[ CIRICICIAreas =
@ C1R1C1ClAreat =
[ CIRICIC1Area7 v
@ C1R1C1ClAreas =
= [ CIRICICIAread =
A C1rR1CICIASFIoOr_1 (=

Deciding how to structure your network tree depends on:

Whether you want to use triangulation for location tracking
How you plan to apply policies to devices
How the tree affects the scope in the Ul

Triangulation Considerations

To use triangulation, you must load AirDefense appliance with a two-dimensional map of the floor your
sensors are located on. Maps must be loaded at the floor level. You cannot use triangulation over
multiple floors which means you cannot use sensors on different floors if you want to use triangulation.

Policy Considerations

When you are creating network levels, you should create profiles for similar devices that you expect to
share common policies. Although you can certainly apply policies at the device level, it is a good
practice to apply them at higher network levels, preferably at the appliance (AirDefense) level.i
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Ul Scope Considerations

You control the scope of data you see at any time by selecting levels in the tree. If you want to view data
from one area of your WLAN separately from data about the rest of the WLAN, such as different
buildings/floors, you should consider how you can create network levels for that area. Then, viewing its
data discretely is as easy as clicking on that node in the tree.

Combining Considerations

Example:

A company with four buildings with multiple floors plans to use triangulation. Two ADSP users each
manage the WLAN security for one building, and a third user manages the two other buildings. An
overall system security administrator oversees all users and buildings.
e Buildings A, B, C, and D = network level for each building
e Floors = network level for each floor in a building
e User management = select Scope Permissions for each user by editing User Accounts.
* Building A is assigned to User 1
* Building B is assigned to User 2
» Building C and D are assigned to User 3
e For the overall administrator, select the system level in User Accounts.

Result:

Each user can see only the data for the building(s) he manages. Each user can apply policy and view
data by floors within their building, and perform location tracking with triangulation by importing a map
for each floor.

Building your Network Tree

While there are several important considerations when planning how to build your tree, actually
building it is quite simple. Ideally, you should use Tree Setup under Configuration > Appliance Platform
to build your tree. However, you can do it anywhere that there is access to the network tree. The person
who installed AirDefense may have created all or part of your tree during setup. You can always revisit
Tree Setup to add to or adjust your tree.

By default, your appliance is named ADSP. You add to your network tree starting at the appliance level.
To begin defining your network tree, select (highlight) ADSP and then click the add child link on the
right side of the highlighted area. A popup menu displays with a list of available network levels with the
highest level at the top of the menu.

+ P ADSP add child
fp) Country
o= Region
2 city

= Campus

I;"i Area
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Create Network Levels

In Tree Setup, you add network levels by selecting an existing starting point in the tree and clicking the
add child link. Any time you add a network level and an equivalent level already exists, it appears in the
tree in alphabetical order.

Note
0 The menu will only display the network level that is available at the selected level. You cannot
- add a network level that is higher up in the network tree.

Click the network level that you want to add. The new level will be hidden under the parent level. Click
the Expand-Collapse F button next to the parent to reveal the new network level. Then, select the
folder representing the new level.

Note
101 If the parent of the new level already contain sensors, you cannot add a new level to it.

Click the network level that you want to add. The new level will be hidden under the parent level. Click
the Expand-Collapse [ button next to the parent to reveal the new network level. Then, select the
folder representing the new level.

Note
“j If the parent of the new level already contain Sensors, you cannot add a new level to it.

Trea Setup

Import Tres Struchure...

-l PADSE
@ Urplaced Devices Name: Now Country Floors: @
H IS Cescripkion:

.F Merm Lowntry
Type: Country

Static Dewvices: 0

e L ety vt ne=te

You can now name your new network level and give it a description. The name and description can be
changed at any time. Repeat this process until you have defined your network tree.

Tres Setup

Import Tree SEruchare...
= dPpADSE
W Unplaced Davicas
3 s
= |8 Southeast
- &-;I-lpl':rﬂ:t-:
= 5% Sanctusry Park
= (G The Falls 1125

2 hirbrefense 2

1 Airfrefarse 1

Bl e = e

You can delete a network level by selecting (highlighting) it and then clicking the Delete (X) button on
the right side of the highlighted area. A network level may not be deleted if contains static devices. Also,
if the network level is the last level for an appliance, it may not be deleted.
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Add Floors

You can add floors by selecting the building and then increasing the floor number using the Floors field.

Marme: The Falls 1125 Flaors: 2 =
Description:
Type: Building
Static Devices: 7
Tree Setup
Import Tree SEruchare...
- @panse
W Uriplaced Davices
3 us
= F'.'*O'.It-‘ﬂ'{;t
-1 [§@ alpharetta
= S Sanchusry Park
=]- The Falls 1125
L hirDrefarse 2
1 Airfrefarse 1
2 R e e g e S T, = A, e i e e

Notice in the previous screenshot there are two floors (AirDefense 1 and AirDefense 2)under
the area (The Falls 1125). Floor numbers are displayed inside the Floor icon.

You can delete a floor by decreasing the floor number. The last floor is always deleted first.

Importing Your Network Tree

You can import a tree structure using the Import button. Comma delimited files are used to import a
tree structure. The format of the file is:

record type (folder),server,Name,Description, Type,Floor
Number, Path (slash delimited)

There are different ways to create a comma delimited file but the most trouble-free way is to use a text
editor, such as Notepad. Fields may be blank with no blank space between the commas (i.e,, ,,).

Examples:

folder, localhost,AirDefense 1,,Floor,1,US/Southeast/Alpharetta/Sanctuary Park/The Falls
1125

folder, localhost,AirDefense 2,,Floor,2,US/Southeast/Alpharetta/Sanctuary Park/The Falls
1125

Note

Lo At this time, you can only import a tree structure to your local appliance. You do so by
— — specifying localhost as your server.
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You can edit existing tree structures using the Import Tree Structure button. Importing a new CSV files
does not replace an existing tree structure; instead, you can use the commands add or delete at the end

of an import line to incrementally add or remove scope levels from the existing tree structure.

The add and remove commands must be added to each line, separated by a comma, after the Path
entry.

Examples:

folder, localhost, The Falls 1125,,Building,,US/Southeast/Alpharetta/Sanctuary Part/The
Falls 1125/Floor 2,add

folder, localhost,The Falls 1125, ,Building,,US/Southeast/Alpharetta/Sanctuary Part/The
Falls 1125/Floor3,delete

Note
‘ The add command is assumed when neither add or delete is used in a comma delimited file,
and add is included in the default exportable CSV file.

The path to the new folder must be present in the existing tree or be previously defined in the import
file. For example, in the previous example, the path US/Southeast/Alpharetta/Sanctuary
Park/The Falls 1125 must already exists. Here is how you define that path:

folder, localhost,US,,Country,,

folder, localhost, Southeast,,Region,,US

folder, localhost,Alpharetta,,City,,US/Southeast folder,localhost, Sanctuary
Park,,Campus, ,US/Southeast/Alpharetta

folder, localhost,The Falls 1125, ,Building,,US/Southeast/Alpharetta/Sanctuary Park

Once you have finished building your network tree, click the Apply button to save your changes. This
applies even when importing Auto-Placement rules with the Import Tree Structure button. You may
click the Reset button to revert back to your previous network tree configuration.

Security Profiles

Security profiles are used to define the security configurations of sanctioned wireless clients on your
wireless LAN. When a Security Profile is applied to your system, if the security thresholds for that
profile are exceeded, a security alarm is generated. This allows you to monitor network security issues
and address them in a timely manner. If there are no Security Profiles applied to your system, no
security alarms are generated.

View Security Profiles

Extreme AirDefense User Guide

To access security profiles, go to Configuration > Appliance Platform > Security Profiles. Existing
profiles are displayed in the right column.

Security Profiles

= ADSP =
@AD (O Override seftings (3) Inherit settings from: @WADSP
3 @us =
= Gy Southeast ~
dFloor 1 = New Template

W Unplaced Devices =
Assignment  Template Name

Security_Corporate

Security_Guest
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Modify Security Profiles
You can edit, copy or delete any selected (highlighted) profile by clicking the appropriate link.

Assignment | Template Name

Security_Corporate ( Edit | Copv | Delete )

To copy or edit a profile, select (highlight) the Security Profile, click the Copy or Edit link, and then
make changes in any of the three tabs. Click OK to save your changes.

Click the Copy settings to all appliances button to copy the defined Security Profiles and all profile
assignments to all appliances in your system.

Note
[__%J You must have a Central Management license in order to copy settings to all appliances.

Click the Apply button to save your additions (changes). A confirmation overlay is displayed.

i) Save for Next Update

(&) Update Immediately
i) Schadule Updake: | 09:00: 00 AM

These changes will update 1 devices Job Description

Drevice Type Cownt
AP 1

Cancel [

You have the option to save for the next update, update immediately or update later. If you choose to
update later, you must supply a date and time. You can supply a description that will help identify the
update later. A list of device types along with the number of affected devices that will be updated is
displayed. Also, if applicable, a list of unsupported settings is displayed. Click OK to apply changes or
Cancel to abort.

Updates to Security Profiles are treated as jobs and are included in Job Status under Device
Monitoring. The description supplied in the confirmation helps identify jobs.

Click the Reset button to discard any additions (changes).

Add a New Security Profile
All profiles have three tabs that are used to set security threshold policies for your system, as follows:

e General—Names your Security Profile and specifies whether or not you want to:
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Allow unsanctioned wireless clients.
Allow SSID broadcast to be seen in the beacon.
Enable wireless client isolation.

¢ Privacy—Enables privacy monitoring for:

Base 802.11 authentication (Open or Shared)

Extended 802.11 authentication (WPA, WPA2, or Symbol KeyGuard)

Advanced key generation

802.11 encryption

Other encryption methods such as Cranite, AirFortress, IP-Sec, or other ethertypes.

e Rates—Selects transmit and receive data rates for BSSs to use.

Profiles are built using a template. Click the New Template button to add a new profile. Then, define
your Security Profile using the General, Privacy, and Rates tabs. Once you have defined your Security
Profile, click OK to save your profile or Cancel to exit without saving the profile.

General Tab

The General tab is where you name your Security Profile and specify whether or not you want to use
certain functions.

Security Profile ® |

| | General || Privacy | Rates

Mame: New_Security_Profile

Preferences:

(&) Do not allow broadcast

(O Allow broadcast

(=) Enforce Isolation

(O Allow communication

Save Cancel

The Name field specifies the profile name. If you are adding or copying a Security Profile, ADSP gives
the profile a default name beginning with New_Security_Profile and ending with a system generated
number. You should change the default name to one that is more appropriate to its function. Once you
save your profile, you cannot change the name.

The Applies to SSID field specifies a SSID that the Security Profile applies to. This must be a valid SSID
used in your system. The Preferences are:
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Unsanctioned Wireless Clients Choose to allow unsanctioned Wireless Clients or not to allow unsanctioned
Wireless Clients in your system.

SSID Broadcast in Beacon Choose to allow the BSS SSID to be broadcast in its beacon or not to allow
the BSS SSID to be broadcast in its beacon. SSIDs are not passwords. Many
BSSs allow their SSIDs to broadcast by default.

Wireless Clients Choose to allow Wireless Clients to be isolated in your system or allow
Wireless Clients to communicate in your system.

Privacy Tab

The Privacy tab contains options you can use to enter settings regarding transmission privacy.

Security Profile x

| General || Privacy H Rates |
[¥] Monitor Privacy Settings

Base 802.11 Authentication Extended 802.11 Authentication

[] open [] wea

] shared ] Symbal KeyGuard
[] weaz2

Advanced Key Generation 802.11 Encryption

[] PSK (pre-shared key) [] Unencrypted Allowed

[] 802.1x% EAP-FAST [] TkIP

[] 802.1x EAP-TLS [] werp

[] 802.1x EAP-TTLS [] AES(CCMP)

[] 802.1% EAP-GTC

[] 802.1x RSA/PKA Other Encryption

[] 802.1x RSA/SID [] Cranite

[] 802.1x PEAP [] tP-sec

[] soz.1x LEAP [] AirFortress

[] s02.1x Other EAP ] other Ethertypes allowed

| Save | | Cancel

You must check the Monitor Privacy Settings checkbox to activate the functions. The functions are:
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Function Description

Base 802.11 Authentication Open - When this checkbox is selected, open system authentication does
not actually provide authentication; it only performs identity verification
through the exchange of two messages between the initiator (Wireless
Client) and the receiver (wireless ).

Shared - When selected, shared key authentication provides
authentication by verifying that an initiator has knowledge of a shared
secret. Under the 802.11 standard, it is assumed that the shared secret is
sent to the wireless over a secure channel that is independent of 802.11. In
practice, the shared key authentication secret is manually distributed and
typed.

Extended 802.11 Authentication WPA - Select to activate Wi-Fi Protected Access, which uses improved data
encryption through the temporal key integrity protocol (TKIP). TKIP
scrambles the keys using a hashing algorithm and, by adding an integrity-
checking feature, ensures that the keys haven't been tampered with.
WPA2 - Short for Wi-Fi Protected Access 2, this checkbox enables the
follow on security method to WPA for wireless networks that provide
stronger data protection and network access control. It provides enterprise
and consumer Wi-Fi users with a high level of assurance that only
authorized users can access their wireless networks. Based on the IEEE
802.11i standard, WPA2 provides government grade security by
implementing the National Institute of Standards and Technology (NIST)
FIPS 140-2 compliant AES encryption algorithm and 802.1x-based
authentication.

Symbol KeyGuard - When this checkbox is selected, it activates
Symbol KeyGuard authentication protocols, which is provided by Symbol.

Advanced Key Generation PSK (preshared key) - When selected, it activates the Pre-shared
Key authentication.
802.1x EAP-FAST - When selected, it keys 802.1X EAP Flexible
Authentication via Secure Tunneling.
802.1x EAP-TLS - When selected, it keys EAP Transport Level
Security.
802.1x EAP-TTLS - When selected, it keys EAP Tunneled Transport

Layer Security.

802.1x EAP-GTC - When selected, it keys EAP Generic Token Card.
802.1x RSA/PKA - When selected, it keys EAP RSA Public Key
Authentication Protocol.

802.1x RSA/SID - When selected, it keys EAP RSA SecurlD.
802.1x PEAP - When selected, it keys any 802.1X Protected Extensible
Authentication Protocol (PEAP).

802.1x LEAP - When selected, it keys EAP Lightweight Extensible

Authentication Protocol.
802.1x Other EAP -Keysany 802.1x EAP authentication/key

distribution mechanism other than the types previously mentioned.
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802.11 Encryption Unencrypted Allowed - Select this checkbox to allow no 802.11
encryption for wireless traffic.
TKIP - When selected, this enables the BSS to advertise support for
Temporal Key Integrity Protocol (TKIP).
WEP - When selected, causes the BSS and Wireless Client to use WEP as
their encryption policy.
AES (CCMP) - When selected, causes the BSS to advertise support for
Advanced Encryption Standard (AES-CCMP).

Other Encryption Cranite - When selected, enables AP usage of Layer 3 Cranite
encryption.
AirFortress - When selected enables AP usage of Layer 3 Airfortress
encryption.
IP-Sec - When selected, enables AP usage of Layer 3 IP security
protocol as encryption.
Other Ethertypes allowed - When selected, enables AP usage
of other Layer 3 encryption mechanism which is not specified here.

Rates Tab

The Rates tab is where you can select transmit and receive data rates for BSSs to use.

Security Profile x

‘ General H Privacy || Rates ‘

[¥] Monitor Rates Settings

[] 1 Mbps ‘ 155 H 255 H 3ss H 455 ‘
(] 2 Mbps (20 MHz, 1) (40 MHz, 1)
L] 5.5 Mbps []65-7.2Mbps [ ] 13.5-15 Mbps
[] & Mbps [] 13-21.7 Mbps  [] 27 - 45 Mbps
L] 9 Mbps [] 26-43.3Mbps [ ] 54 - 50 Mbps
[ 11 Mbpe []52-72.2Mbps [ 108 - 150 Mbps
[] 12 Mbps [] 78 - 86 Mbps [] 162 - 200 Mbps
[] 18 Mbps (80 MHz, 1)
L] 22 Mbps [] 29-32 Mbps
[ 24 Mbps [] 58 - 97 Mbps
L] 33 Mbps [] 117 - 195 Mbps
[ 36 Mbps [] 234 - 325 Mbps
L] 48 Mbps [] 351 - 433 Mbps
[] 54 Mbps

Save | | Cancel
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You must check the Monitor Privacy Settings checkbox to activate the settings. Select the transmit and
receive data rates you want BSSs to use.

Apply a Security Profile

Once you have defined and added a Security Profile, you must apply it to your system

Security Profiles )

B ;
s M ARSE [¥] Enable configuration

New Template
Assignment | Template Name
ﬂ Security_Corporate ( Edit | Copy | Delete )

| Security_Guest ( Edit | | Delete )

Note
e You may select multiple Security Profiles by checking more than one checkbox.

You should always apply a Security Profile at the appliance level. When you do, the profile is inherited
for all the other levels. Then, if you have a level that needs a different Security Profile, you can apply that
profile to that level. For example, in the above screenshot, the Security Profile for AirDefense is the
Security Corporate profile. Then, for a special case, you can override the Security Profile at the
AirDefense level and apply the Security Guest profile to the Floor_1 network level.

Security Profiles

= @PADSP =

(3) Override settings Inherit settings from: Ly Southeast -

o
= s =
= B Southeast =

ifloorl v New Template

& Unplaced Devices =
Assignment | Template Name

O Security_Corporate

v Security_Guest ( Ed

Note
‘ ‘ The Override settings option is available when you select (highlight) a network level below
the appliance level. Use the Expand E button to reveal the other levels.

Click the Apply button to save your changes. Click the Reset button to discard your changes.

Auto-Placement Rules

Auto-Placement rules determine where devices will be placed in the network tree when they are
imported. Any device that has the specified parameter(s) and qualifying value(s) will be placed in the
selected network level.

Auto-Placement Rules for Devices

Auto-Placement rules can be used in two ways: one method is for sensors and the other is for APs and
switches.
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Sensors

Sensors on page 182
APs and Switches on page 182

Auto-Placement rules for sensors are applied every 20 minutes. If a rule exists, new sensors in the
Unplaced Devices folder are moved into a predefined scope level. This only happens to sensors seen in
your network since the last 20 minute poll. Sensors seen before the last 20 minute poll are excluded.

APs and Switches

Auto-Placement rules for APs and switches are applied when APs or switches are manually added/
imported into a system using the following conditions:

If a rule exists, the AP or switch is moved into the predetermined scope level.
If no rule exists, the AP or switch is moved into the Unplaced Devices folder.

Adopted APs discovered from a controller but without an applicable auto-placement rule are placed
in the same folder as the controller.

If no Auto-Placement rules criteria match the device, it will be placed in the Unplaced Devices
folder.

IP based placement uses a single IP address for each device. The selected IP address for Auto-
Placement is the first available address on the following ordered list of IP addresses learned by
AirDefense.

* The first IP address on the list is the Devices Management IP Address. This is the IP address that
AirDefense uses to communicate with the device. Due to the use of NAT in the network, this IP
address may be different than the actual configured IP address of the device.

* The second IP address is the address that the switch provides to AirDefense for the AP. In
adaptive or adopted mode where the AP is discovered through the switch, the system will use
the IP address that the switch has provided for the AP. This IP address is only used by AirDefense
for this purpose and is not saved by AirDefense. It is not used as a configured or managed IP
address for the device, and it will not be displayed by AirDefense.

* The switch's IP address will be used for Auto-Placement of the AP if the previous two IP
addresses are not available. The switch's management address is the IP address that is used by
AirDefense to communicate with the switch. It may NOT be the switch's configured IP address.
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Auto-Placement Rules

Auvto-placement rubes determine where dewvioes will be placed in the refwork: tres when they ame imposted.

Rules for |'Wfflocalhost | =
Add |- Cisbate Mave Up Mowe Down Impeirt Place Unplecsd Devicas

Place in Foldar
W localhast =

Sequence Crestinatson Falder
The Falls 1123 > 3 AeDalanse 2
The Falls 1125 > |3 AeDalunsa 2

Dhewice Salection Rulas
The Falls 1123 > [ AeDalense §

Parameter value
The Falls 1125 > 53 AeDalenss 2
The Falls 1125 » 3 deDalensa I
The Falls 1125 > 71 rDalanse &

Tha Falls 1123 > 53 deDalensa 2

LR T T T S R X

Tha Falls 1125 = b dirDatanse 1

Note
e Before you can define any Auto-Placement rules, the network tree must already be
configured.

Add Auto-Placement Rules
Follow these steps to add a new auto-placement rule:

1 Click the Add button.

The new rule is added to the list of rules and is automatically selected (highlighted) in the ADD
drop-down menu.

Note
You may optionally choose where you want the new rule to be placed by selecting a
placement item from the drop-down menu. (Inset At End is the default.)

add [
‘ ‘J Insert At Beginning

Insert Befare
Insert After
Insert At End

2 Using the Place devices in scope drop-down menu, select a scope to place devices when rule is
applied.

3 Select one or more of the Device Selection Rules, and specify a value for each rule using the
following criteria:

Field Description
Network Address The device's network address.
IP Range A range of IP addresses that the device(s) must fall within.
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Field Description

MAC Address A range of MAC addresses that the device(s) must fall within.

DNS Server The DNS server that the device(s) are using. This parameter only works
with sensors not APs and switches.

Uses DHCP Specify whether or not DHCP is used (True or False). This parameter only
works with sensors not APs and switches.

Device Name The name of the device.

Model Name The model number of the device.

Firmware Version The firmware version the device has installed.

Serial Number The serial number of the device.

4 Click Apply to activate the new rule.

Note
1 J You may click Reset to disregard any changes to the rules.

Auto-Placement rules are applied in sequence. You should prioritize your rules so that the most
important ones are applied first. Use the Move Up or Move Down buttons to arrange the list of rules.

You may delete a selected (highlighted) rule by clicking the Delete button.

Click the Place Unplaced Devices button to move unplaced devices to a network folder using the
existing Auto-Placement rules.

Click the Apply button to save any additions or changes. This applies even when importing Auto-
Placement rules with the Import button.

Import Auto-Placement Rules

You can import Auto-Placement rules using the Import button. Comma delimited files are used to
import Auto-Placement rules. The format of the file is:

autoplacement rule,server,Path,Network Address, IP Range,MAC Address, DNS
Server,Uses DHCP, Device Name,Model Name,Firmware Version, Serial Number

There are different ways to create a comma delimited file but the most trouble-free way is to use a text
editor, such as Notepad.

Things to Remember:

The first field for importing Auto-Placement rules must be autoplacement rules.

At this time, the only valid server name is localhost.

Fields may be blank with no blank space between the commas (i.e., ,,).

Path names must begin with a slash (/) and include a slash (/) between network levels. Also, the
path must already be present in the existing network tree.

For fields with a range, you must include a range even if there is only one IP address or one MAC
address (For Example1.1.1.1-1.1.1.1).
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Example:

autoplacement rule, localhost, /USA/AutoPlacementTest/

Floorl,,172.17.17.0-172.17.17.19,,,,,,6.0.196.0

autoplacement rule,localhost, /USA/AutoPlacementTest/

Floor6,,172.17.15.0-172.17.15.200,,,,,,6.0.196.0

autoplacement rule,localhost, /USA/AutoPlacementTest/Floor

4,172.17.18.0/24,172.17.18.100-172.17.18.101,
00:16:5d:20:47:60-00:16:5d:20:47:61,172.17.0.83,disable, BA-

Sensor-240,M520,5.2.0.11.1234567890

Auto-Licensing

Auto-Licensing allows you to select licenses to be assigned to devices upon discovery. You can define
licensing rules for importing BSSs and Wireless Clients into your network system.

You may define Auto-Licensing at the appliance network level all the way down to the floor network
level, but you should always define Auto-Licensing at the appliance level. Any network level below the
appliance level will inherit the configuration. If you need to have a different configuration below the

appliance level, use the Override settings option.

Note

The Override settings option is available when you select (highlight) a network level below
the appliance level. Use the Expand B button to reveal the other levels.

Auto-Licensing

WP ADIR L’ Ennable canhiguraben Cegry Battingd to all apphances
S Unplaced Devices =
= JUs =
& g Southeast = Select licenses to be ssogred to devices upon discovery
Licerse Type Number of availsble keenses

AP Test

Advanced Forensacs

Advanced Infrastructure Forensics
Coennection Troubleshodtng

Lree BF

Froximity and Analytics

Radio Share AF Test

Radio Share Advanced Forensics

Bladso Share Connecbon Trowbleshoobing
Radso Share Spoctrum Analysis

Spectrum Analysis

EODEREEREEEEEERR

Tracker Integraticn

Vulnerahilty Assesement

WEP Cloaking
WIPS

CARCYRCIRCY

WLAN Managemsent

Apply Rieset

The following rules apply:
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e Only selected licenses (identified by a checkmark) are assigned.

* You can narrow the scope by selecting a network level from the network tree.
¢ Alicense will not be assigned if there are no available licenses.

e After a license assignment, the number of licenses are reduced accordingly.

Click the Apply button to save your changes. A confirmation message Successfully saved
configuration is displayed next to the Reset button. Click the Reset button to return rules as they were.

If there are multiple appliances in your system, once you have defined the device import rules, you can
copy the configuration to all appliances in your system by clicking Copy settings to all appliances
button.

Note
|
‘ 0 J You must have a Central Management license in order to copy settings to all appliances.

Communication Settings Profile

The Communication Settings feature is used to configure SNMP connectivity and enable common
features supported by APs and switches.

View Communication Settings Profile

To access communication settings, go to Configuration > Appliance Platform > Communication
Settings. Existing profiles are displayed in the right column.

Communication Settings

guration

- @PADSP -
v| Enable conf

W Unplaced Devices

3 s =

+ ( Southeast » MNew Template
Assignment = Template Name
4 comm_settings_AirDefensel
4 comm_settings_AirDefense2
4 comm_settings_sirDefense3 Edst | Copv | Pelete

Modify Communication Settings Profile

You can edit, copy or delete any selected (highlighted) profile by clicking the appropriate link.

Assignment  Template Name

T4 comm_settings_AirDefensel

To copy or edit a profile, select (highlight) the profile, click the Copy or Edit link, and then make
changes in any of the three tabs. Click Save to save your changes.
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The Copy settings to all appliances button will copy Communication Settings to all appliances in your
system.

Note
-~ ltisrecommended that you do not modify the default profiles for the following reason: when
‘ you apply a profile, ADSP will search the existing profiles list for the best match, starting at
the top of the list and working its way down to the bottom of the list. In order for this event to
work properly, the default profiles should not be changed.

Add a New Communications Settings Profile

Click the New Template button to add a new profile using the Communication Settings Profile window.
Then configure your communication settings using the following tabs:

e SNMP Tab on page 187
e (Console Tab on page 188
e HTTP Tab on page 189

SNMP Tab
Use the SNMP tab to configure connectivity settings for SNMP devices.

Communication Settings Profile

Profile Name: | New_comm_setiings_pro

SNMP Consale | HTTP |

[¥] Enable SNMP sattings

Versions: [y | =

Read Community: [[] Display Passwords

Write Community:
Part:
Timeout in ms:

Retries:

User:

Auth Algerithm: | Passphrase:

Privacy Algorithrm: nEs Passphrassa:

[ Sawve ] Cancel |

The following SNMP fields can be set:

Extreme AirDefense User Guide / 187



Configuration Tab

Field Description

Profile Name Enter a name that you want for the new profile. Once the profile is saved,
its name cannot be changed when editing the profile.

Enable SNMP Settings Select the checkbox to enable (default) SNMP communications settings.

Versions Select V2 or V3 as the SNMP version used.

Read Community

Enter the Read Community string, which is used for the SNMP
authentication. You also have an option to display passwords while typing
them.

Write Community

Enter the Write Community string, which is used for the SNMP
authentication.

Port

Enter the Simple Network Management Protocol number for the devices.
This is normally set to 161, but it can be different.

Timeout in MS

Enter a timeout value in milliseconds to connect to a SNMP device.

Retries Enter a maximum number of retries that can be made while attempting to
connect to a SNMP device.
User Enter the name of the V3 user, which is configured on the switch for SNMP

V3 access.

Auth Algorithm

The authentication algorithm is a SNMP V3 parameter that must match
what is set on the device. The options are MD5, SHA and None. You must
also supply a passphrase which must also match what is set on the device.

Privacy algorithm

The privacy algorithm is a SNMP V3 parameter that must match what is set
on the device. The options are DES, 3DES, AES128, AES192, AES256 and
None. You must also supply a pass-phrase which must also match what is
set on the device.

Console Tab

Use the Console tab to supply login credentials for devices that interface with a console.
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Communication Settings Profile

Profile Name: | New_comm_sattings_pro

| SNMP || consele | HTTP |

[ ] Enable Conzale sattings

Passward: ] isplay Passwords

Enable Passward:

Probocol: | s

The following fields must be set when using a console to interface with a device:

Enable Console Settings Select this checkbox to enable Console communications settings.

User The user name used to log into a device.

Password The password used to log into a device. You also have an option to display
passwords while typing them.

Enable Password The enable password must be supplied in order to enter the enable mode.

Protocol The protocol used to log into a device. The available options are SSH and
Telnet.

Port The port number that is used for communications. Port 22 is normally used

but it may be another port number.

HTTP Tab

Use the HTTP tab is to configure login credentials for the devices that use a web Ul to interface with
them.
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Communication Settings Profile

Profile Name: | New_comm_sattings_pro

SHMP | Consale l HTTE |

L] Enabla HTTP sattings

User;

Passward: ] oisplay Password

Protocal:

Port:

The following fields must be set when using a web Ul to interface with a device:

Enable HTTP Settings Select this checkbox to enable HTTP communications settings.

User The user name used to log into a device.

Password The password used to log into a device. You also have an option to display
passwords while typing them.

Protocol The protocol used to log into a device. The available options are HTTP and
HTTPS.

Port The port number that is used for communications. Port 80 is normally used

but it may be another port number.

Once you have configured your communication settings, click Save to save your profile or Cancel to exit
without saving the profile.

Apply a Communication Settings Profile

Once you have defined a Communication Settings Profile, you must apply it to your system. To
configure Communication Settings, you must first select the Enable configuration checkbox to activate
the settings.
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Communication Settings

- @QADSP

& Unplaced Devices -~

[¥] Enable configuration
= US =
+ (p Southeast v New Tempiate Copy settings to all appliances
Assignment = Template Name
T4 comm_gettings_AirDefensel
comm_settings_AirDefense2

T/
v comm_settings_AirDefense3 ( Edt | Copv | Delete

You should always configure Communication Settings at the appliance level. When you do, the
configuration is inherited for all the other levels. Then, if you have a level that needs a different
configuration, you can apply that profile to that level using the override feature.

For example, if most of the network devices require a console to interface with it, you can configure the
Communication Settings for console interface at the appliance level. Then, if you have a small group of
devices that require you to interface with it through a web Ul, you can configure the Communication
Settings for HTTP interface and override the appliance level configuration by selecting another network
level.

Note
‘ 0 The Override settings option is available when you select (highlight) a network level below
the appliance level. Use the Expand E button to reveal the other levels.

Communication Settings

= ADSP = o
e Override settings () Inhent settings from: “WADSF v
cg-’...r.:'.:cec Devices ~

Note

0 You may select multiple Communication Settings Profiles by checking more than one
checkbox. If more than one profile is selected, ADSP will attempt to find the best match to
apply starting at the top of the list and working its way down to the bottom of the list.

Click the Apply button to save your changes. Click the Reset button to discard your changes.

Import Communications Settings
You may import Communications settings for a device using one of the following methods:

¢ Manually via Menu > Import and Discovery(see Import and Discovery.)

* Through a schedule via Configuration > Appliance Platform > Import/Discover Devices (see
Import/Discover Devices to learn how to set up a schedule)
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¢ Through your appliance CLI with the import command (see Import/Discover Devices for command
syntax).

Importing communications settings require a separate import file. You should not combine importing
communications settings with importing devices. Also, when importing communications settings for a
device, the device must be imported into ADSP first.

Comma delimited files are used to import communications settings. There are different ways to create a
comma delimited file but the most trouble-free way is to use a text editor, such as Notepad.

The import file is used to populate the fields in the four communication settings tabs. You can populate
as many of the fields as you like. The import file fields required the same values as the communication
settings in the three tabs.

There are two records associated with communications settings:
* comm_settings - used to import a named Communication Settings Profile into the ADSP system.

* comm settings loc - used to apply previously-imported Communication Settings Profiles to a
level in the ADSP (either a folder or specific device).

The fields for the comm_settings record are:

* Import type (must be comm_settings)
¢ Profile name

* SNMP version (1, 2, or 3)

e SNMP read community

e SNMP write community

* SNMPv3 username

e SNMPv3 authentication passphrase

e SNMPv3 privacy passphrase

e SNMPv3 authentication algorithm (None, MD5, or SHA)
e SNMPv3 privacy algorithm (3DES, DES, AES128, AES192, AES256,0r None)
e SNMP port

e SNMP timeout (in milliseconds)

e SNMP number of retries

e Console user

e Console password

e Console enable password

e Console protocol (SSH or Telnet)

e Console port

e HTTP user

e HTTP password

e HTTP protocol (HTTP or HTTPS)

e HTTP port
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Examples:

comm_settings,ProfileName,
3,public,private, snmpV3user, snmpV3authpassphr, snmpV3privpassphr,MD5,
3DES,161,300,4,Cisco,Cisco,Cisco, SSH, 22, admin, adminpassword, https, 443

Note
0 Although the above example is shown on multiple lines, all entries must be on a single line
with no line breaks or carriage returns.

The fields for the comm_settings_loc record are:

* Import type (must be comm_settings loc)
*  Profile name

* MAC address or folder path (required field)

e Device type (ap, switch, or folder)

Once the communication settings are imported, they will override any inherited settings. To see the new
communication settings, go to the device's properties and select Communication Settings.

Examples:

comm_settings loc,ProfileName,00:23:04:5e:d3:00,ap
comm settings loc,ProfileName, /US/Southeast/AirDefense, folder3

e Note

For communications settings applied to a folder, the final field (device type) must be folder.

Polling

ADSP uses a centralized Polling feature to manage configuration audits, status polling and data
collections from one location.
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Polling

= ADSP ~ = s -
b | [#] Enable configuration Copy settings to all appliances
- 's,,Ccun'_rv"_ -
= g8 C1Regionl =
+ ClR1Cityl =
5 [ -~
+ QECIRICIy2 ~ ."_’l Enable automatic status palling
= ClR1CiHy3 =

= %2 C1R1C3Campus] =

Fregquency: (g Hours -

= G CIRIC3ClAreal = .
[¥] Enable automatic data collection
ACIR1C3CLALFlgor_1 =

Frequency': -le Heurs -

o CLRIC3ICIAresll =

+

G ClRLC3C1ArEaZ = [] Automatically correct eonfiguration cempliance violations

+

of CLRICICIArea3 =

# [ CIR1CICLAread =
L] Enable ACL
# [ CIRICICLAreas =
§ CIR1CICIAreaE L] Enable port suppression
& 1R1C3ICIA -
4 @ C1R1C3C1Area7 i~ |¥] Enable background switch port scanning

L] Enable Device Cenfiguration Management

¥ :’ClﬁlCﬂClh'eaE

+ (¥ CLRLICIC1Aread
m C1R1C3ICampusZ =

am CIR1CICampusd =

-

-

+# 42 CIR1C3ICampusd =
# 5 CIR1C3Campuss =

e e T e

You have an option to enable polling for supported devices. When enabled, WMS automatically polls for
device network status at an interval defined by a user supplied frequency value (default frequency is 1
hour).

You may configure polling at the appliance network level all the way down to the floor network level,
but you should always configure polling at the appliance level. Any network level below the appliance
level will inherit the configuration. If you need to have a different configuration below the appliance
level, use the Override settings option.

Note
Lg The Override settings option is available when you select (highlight) a network level below
——— the appliance level. Use the Expand & button to reveal the other levels.

Select the Enable automatic status polling checkbox to enable polling for supported devices. When
enabled, WMS automatically polls for device network status at an interval defined by the supplied
Frequency value.

Each device model has an associated data collection profile which identifies the list of attributes
collected periodically from the device. Select the Enable automatic data collection checkbox to collect
these SNMP attributes at a Frequency defined by you. You can also select the Automatically correct
configuration compliance violations checkbox to enable ADSP to correct configuration compliance
violations by uploading the last approved configuration to the target device.

The following features can be enabled by selecting the appropriate checkbox:

e ACL
¢ Port suppression
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e Background switch port scanning

¢ Device configuration management (must select Audit Only - configuration from device or Template
Based Configuration Management - configuration from CLI profile).

If you have a Central Management license and there are multiple appliances in your system, after
configuring polling, you can copy the configuration to all appliances in the system.

Click the Apply button to save your changes. Click the Reset button to discard your changes.

Relay Server

Network devices access relay servers to obtain configuration, firmware and provisioning information.

Note

Relay Server is an option that is included with a WLAN Management license. If you do not
have a WLAN Management license, Relay Server does not appear in the list of features and
the features are renumbered.

Define or update the relay servers used to access managed devices. Use the Relay Server screen to set
the configurations of both the Device Relay and Appliance Relay Servers.

You may configure the relay servers at the appliance network level all the way down to the floor
network level, but you should always configure the relay servers at the appliance level. Any network
level below the appliance level will inherit the configuration. If you need to have a different configuration
below the appliance level, use the Override settings option.

Note
‘ The Override settings option is available when you select (highlight) a network level below
the appliance level. Use the Expand E button to reveal the other levels.

Configure Relay Server

From the Relay Server screen, select Enable configuration.

Relay Server Import Parameters |~

= ADSP ~
- [#] Enable configuration | Copy settings to all appliances

= us =

# iy Southeast =

Then, decide if you want to use an internal or external relay server. For your convenience, AirDefense
has an internal relay server that you can use as your relay server (requires very little setup) or you can
use your own external relay server where you will have to supply vital information for it to work with
AirDefense.

Click the Apply button to save any additions or changes. This applies even when importing Relay Server
parameters with the Import Parameters button.
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You can copy the Relay Server configuration to all your appliances by clicking the Copy settings to all
appliances button.

Note
e You must have a Central Management license in order to copy settings to all appliances.

External Relay Server

After selecting the Enable configuration checkbox, you will need to set up an external (or internal)
server. The screen defaults to External Relay Server. Complete the fields to set up the External Relay
Server .

M Enable configuration Copy settings to all appliances

ey

External Relay Server (Enable Internal Relay Server)

Host Address: 10.59.41.104

Protocol: | SFTP il

Path:

Port: | 22 1

Username: admin server

Password: storage [¥] Display Passwords

|| Use a different host address for ADSP connection to relay server.
(Only necessary for Network Address Translation).

a IS AR

Set the following values:

e Enter the Host name of the external relay server AirDefense uses to access and fetch device
configurations. Normally, this is the IP address of the relay server.

e Select a protocol from the drop-down menu (FTP, TETP, SFTP, SCP, HTTP, or HTTPS).

¢ Specify the Path AirDefense uses to download information. You should either leave the path blank or
use root (/).

e The Port field is automatically populated.
¢ (reate and enter a Username.
e (Create and enter a Password. You have the option of having the password displayed.

You also have the option of using your own external relay serve; you will have to supply all vital
information required for the server to work with AirDefense.

¢ Specify the Path AirDefense uses to download information. You should either leave the path blank or
use root (/).

e Specify the Port AirDefense uses to connect to the External Relay Server.
¢ Enter the Username needed to update the External Relay Server used by AirDefense.
e Enter the Password required to update the External Relay Server used by AirDefense.

Once you are finished, click Apply.

Extreme AirDefense User Guide / 196



Configuration Tab

Import Relay Server Information

Import Relay Server Information

When using an external relay server, you can import relay server information using the Import
Parameters button on the Relay Server bar.

Relay Server Import Parameters |«

_ QADSP - Import Parameters
“ Unpl 4D Export Parameters
Wy Unplace =
v Get Template
=l gl US =

+ i Southeast -
L

When you click Import Parameters, you can browse to the location of the file you wish to import. You
will need to use Comma delimited files to import relay server information. The format of the file is:

relay params, server, folderpath,deviceHost,deviceProtocol,devicePath, devi
cePort,deviceUsername,devicePassword, applianceHost, applianceProtocol, app
liancePath, appliancePort, applianceUsername, appliancePassword

Note
Lﬁ Although the above format is shown on multiple lines, each import entry must be one line
with no line breaks or carriage returns.

There are different ways to create a comma delimited file but the most trouble-free way is to use a text
editor, such as Notepad.

Things to Remember

Keep the following in mind when importing Relay Server information:

e Servers must be specified in pairs. You must specify a device connection and an ADSP connection in
one entry.

e |f the server information is the same, you still must enter information for both servers.

e Normally, you will supply a username and password. However, when using the TFTP protocol, the
username and password fields can be left blank with no blank space between the commas (i.e., ,,).

e deviceHost designates the IP address of the host.

e deviceProtocol designates the protocol to use for communications. Valid protocols are FTP,
TFTP, SETP, SCP, HTTP, or HTTPS. These are the same protocols listed in the Protocol drop-down
menu of the GUI.

¢ folderpath designates the network level path and must included a slash (/) at the beginning of

the path and between network levels. Also, the path must already be present in the existing network
tree. To specify an appliance level, just enter the appliance name.

e devicePathand appliancePath designate the path where the configuration file is located on
the individual servers.
e idevicePortand appliancePort designate the port to use for communications.

Examples:

relay params, localhost, /ADSP,172.17.0.80, ftp,/,21,anonymous, anonymous, 172.17.0.80, ftp, /,
21,anonymous, anonymous
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relay params, localhost, /US/Southeast/AirDefense,172.17.0.80, ftp,/, 21, anonymous, anonymous,
172.17.0.80,ftp,/,21,anonymous, anonymous

relay params, localhost,/relay test,172.17.0.80,tftp,/,69,,,172.17.0.85, ftp,/,
21,anonymous, anonymous

You have two other options available: Export Parameters and Get Template.
The Export Parameters button exports all the parameters to a file for you to use as an import file.

The Get Template button displays a template that you can copy, paste the contents into an editor, and
edit the contents to create an import file.

Internal Relay Server

In order to set up an internal relay server, click the link (Enable Internal Relay Server.)

[] Enable configuration | Copy settings to all appliances I

External Relay Serveanabte Internal Rela ServeD i

Host Address: | 10.59.41.104

Protocol: LS FTP = |

The following window displays:

ADSP Master Appliance Internal Relay Server x

Enable internal FTP/SFTP relay server:

(=) Yes () No

Create internal relay server password:

storage ij Display Password

Save ] Cancel

Select Yes, create a password and click Save to set up the internal relay server.

You can edit the internal relay server initialization parameters by clicking the Edit link next to the
Internal Relay Server radio button.

(U External Relay Server (») Internal Relay Server (Edit)

Host Address: 10.59.41.104

Protocol: i'srrp =

This displays the same window where you can make changes and click Save to save the changes.
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Import/Discover Devices
Import/Discover Devices is used to schedule imports from one of the following sources:

e Remote file
e SNMP discovery using a list of networks to scan.

Go to Configuration > Appliance Platform > Import/Discover Devices. Click the Add button to get
started.

Import / Discower Devices
Delete Run Mow

Mame el Settings

Ham Schaduled Import Oailyr Ewafy 1 day @t 121050 &K
Job Nama:  New Schaduled Tmpordt

Impoit Source: | fmport Remete File | =

idd to applisnce: | ADSP -

e - - P — — - == —

Imported APs, switches and sensors will be placed in the network tree according to Auto-Placement
rules. Therefore, you must define the auto-placement rules before importing any of these devices.

All imported devices will be classified according to auto-licensing rules.

Wireless devices (BSS/wireless client) imported from a file will be added to the primary appliance or
any other appliance (based on user selection). Wireless devices imported from infrastructure will be
added to the appliance that includes the infrastructure device.

To set up a new import schedule, you must configure the settings and specify a schedule. Click Apply to
save your device import schedule and add it to the device import list. Click Reset to discard any new
changes/additions.

You can delete an scheduled import/discovery by selecting (highlighting) the schedule and then
clicking the Delete button.

You can also import a device using your appliance CLI. This import file uses the file formats described
under Import Device File Formats and the file formats for the individual Import buttons used through
the GUI. The command to import devices from the appliance CLI is:

import -filename </path/to/import file> -user <adsp user> -folderId <folder id>

where </path/to/import file> isthe name of the import file (preceded by the relative or full
pathname), <adsp_user> is a valid ADSP user name, and <folder id> identifies the folder to place
the device. If <folder id>isomitted, Auto-Placement rules are used.

Available Fields for Importing Switches Using a Remote File

Refer to the following table for more information:
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Field

Description

Job Name

Name of your switch import job

Import Source

Remote File

Host Host name or IP address

Protocol Protocol used for communications
Path Path name on the remote host
User User name needed to log in
Password Password needed to log in

Add to appliance

Appliance where you want to import device

Available Fields for SNMP Discovery

Before importing switches using SNMP discovery, you must enable SNMP on the device and verify that
you can execute snmpwalk from the appliance. You will need the IP address and community string for
the device. To verify SNMP connectivity, from the appliance, run the following command against your

target device:

snmpwalk -v2c -c public xxx.xxx.xxx.xxx (this is the IP address).

Refer to the following table for more information:

Field

Description

Job Name

Name of your switch import job

Import Source

SNMP Discovery

Networks

List of networks to scan

SNMP Port

Device SNMP port number; normally set to 161 but can be different

Timeout (Ms)

Timeout in milliseconds to attempt import

Retries

Number of retries to attempt import

Version

SNMP version used: V1,V2corv3

Read Community

Read Community string used for the SNMP authentication

Add to appliance

Appliance where you want to import device

Setting the Schedule

The Schedule tab allows you to set the schedule for importing devices.
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settings
Daly Scheduls -
Day: (=) Every |1 =

i Weakdsys
() Weskends

Tirne: 12:00 aAM -

You can select One Time Schedule, Intra-Day Schedule,Daily Schedule, Weekly
Schedule, or Monthly Schedule. Depending on the selected interval, fill in the related fields using

the following table:

Field

Description

One Time Schedule

Choose a time for importing the device. Then, select a day.

Intra-Day Schedule

Select a time to begin importing the device. Then, select a frequency in
hours.

Daily Schedule

Select a frequency in day, weekdays only, or weekends only. Then, select a
time of day.

Weekly Schedule

Select a day or multiple days to import the device. Then, select a time of
day.

Monthly Schedule

Choose the months that you want to import a device. Then, select a day of

the month, the last day of the month, or a specific day of the week as it
relates to the first, second, third, fourth, fifth, or last week of the month.
Last, specify a time of day.

Import Device File Format

This section lists the various formats for importing devices.i

BSS
Format:
bss | name | description | mac | isBridge | sanctioned/unsanctioned/
ignored performance profile list of sec profiles
Example:

bss,name,desc,00:01:01:01:01:01, true, sanctioned,perfprofile, secprofl;secprof2

o Note
The value bss must always be the first field.

Wireless Client

Format:
station | name | description | mac | isWired | sanctioned/unsanctioned/
ignored performance profile list of sec profiles

Extreme AirDefense User Guide

/ 201



Configuration Tab

Example:
station, name,desc,02:02:02:02:02:02, true, sanctioned, perfprofile, secprofl;secprof2

Note
The value station must always be the first field.

Format:
ap | name | description | mac | ip | dnsName | model

6 Note

model is optional and can be left blank.

Example:
ap,apname, apdesc,03:03:03:03:03:03,10.10.10.10, ap.dns.name,AP650

6 Note
= j The value ap must always be the first field.

Switch

Format:
switch | name | description | mac | ip | switchType | dnsName | model

Note
model is optional and can be left blank. Also, if switch is a wired switch, model must be left

blank.

Example:
switch, switchname, switchdesc,04:04:04:04:04:04,11.11.11.11,wireless,switch.dns.name,NX9600

switch, switchname, switchdesc,05:05:05:05:05:05,11.11.11.11,wired, switch.dns.name,

Note
The value switch must always be the first field.

Device on Wire

Format:

dev_on wire | device MAC | device IP | sanctioned/unsanctioned |
switch MAC | switch IP | ifIndex | ifName | ifDescr | vlanID
Example:

dev_on wire,00:06:06:06:06:06,4.3.2.1,sanctioned,00:0d:bc:78:94:81,10.59.39.110,0,
interface name,interface description,0

6 Note

The value dev_on_wire must always be the first field.

Security & Compliance

The Security & Compliance category includes the features that define the security configurations of
sanctioned Wireless Clients and monitor the wired network devices in your system so that they stay in
compliance with your policies.
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Security Profiles

Security Profiles (also part of Appliance Platform) define the security configurations of sanctioned
wireless clients on your wireless LAN. Refer to Security Profilesi under the Appliance Platform topic.

Wired Network Monitoring

Wired Network Monitoring is used to monitor the wired network devices in your system. You can
generate an alarm policy for your wired network by selecting any of the following conditions:

¢ New device detected on the wired network. Using the Known Vendors button, you can select the
wired equipment vendors used in your network. Any vendor selected in the list will generate a lower

severity alarm condition.

e Sanctioned wired device detected at different location in tree hierarchy than when originally

discovered.

e Sanction device no longer observed. You must specify a minimum time for the device to have not

been seen on your network.

To detect new devices on your network, existing devices must be classified as sanctioned. The Mass
Wired Network Device Classification button opens a dialog where you can sanction all or a selection of
devices at one time. Typically, this process should be done when you initially configure policies or after

major network changes.

wired Network Monitoring

- ADSFE
- = ] Emabde configuration
W Wnplaced Devices =

= ERlus =
i

& @B Southeast = Alarm Generaticn Policy

sevarity events)

Classify Devaces:

Naw dovics detscted o the wrgd natmork
Dafire Knownh Yendars;
(Mew devices detected on known verdor list generabe lower

Sanctioned wired devic
than when originally dscoverad

Sanctioned device no leonger obssrved

Minirnism mot seen bme

Wired Dewvice Classification

T dutect new devicss on the Aetwoerk sxishing devicad muit be clasifiod a3
krsgrrani or ganchonsd, The &

setwark chargel. Wired fetwark
i ih the Bisbwork Bab.

Copy setbngs to all appliances

w detected st dfferent lecabion in tree hierarchy

Belom alewi mais cassfication of the netwark
initial policy & mank or
divicad San alis ba marked &8

I Bair e

Hags Wirad Nebwork Davice Clagsdhicstion

e e i e e L

To turn on Wired Network Monitoring, you should always enable it at the appliance level by selecting
the Enable configuration checkbox. When you do, all the other network levels are also monitored.

[#] Enable configuration

Copy settings to all appliances

Then, if you have a level that needs to be monitored using different settings, you can monitor that level
by selecting the network level from the network tree, overriding the inherited Wired Network
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Monitoring (select Override settings radio button), and then defining different settings for Wired
Network Monitoring.

(=) Owerride settings () Inherit settings framm: SWADSP -

Generate Alarm Policy for New Devices

You should generate an alarm policy for new devices detected on your wired network by following
these steps:

After enabling monitoring, select the New device detected on the wired network checkbox.

[v| Enable configuration Copy settings to all appliances

Alarm Generation Policy

[¥] Mew device detected on the wired netwark

Define Known Vendars: Known Wendars

(Mew devices detected on known wendor list generate lower
severity events)

To authorize all detected devices for the first time, or at any major infrastructure change, click on the
Mass Wired Network Device Classification button.

Classify Devices: Mass wired Metwork Device Classification

The Sanction Devices dialog opens.
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Sanction Devices

The selectad devices will be sanctioned.
Wendor MAC address Prefis Devica Count
Symbol Technologieswholly owned Sub 00:15:70:00:00:00 s
Matorola Q0:23:68:00:00:00 23
AirDafense, Inc, 00:16:5d: 00:00:00 18
Motorola Sci0e:8b:00:00:00
Whware, Inc. O0:50:56: 00:00:00
Whware, Ing. Q0:0e: 29:00:00:00
Intel Corporation 0z 0e: 0c:00:00:00
Extreme Metworks Oz : 96 00:00:00

-
=]

Intel Carporate 00:15:17:00:00:00
SYMBOL TECHNOLOGIES, INC. 00:40:f8:00:00:00
Intel Corporation 00:0F 9 00:00:00
Senao International Co., Ltd. 00:02:6F:00:00:00
APPLE COMPUTER INC. 0E:00:07:00:00:00
Brocade Commumications Systems, Inc 74:8e:f8:00:00:00
CADMUS COMPUTER SYSTEMS 08:00:27:00:00:00
WW PCBA Tast 00:0f: 1f:00:00: 00

“ox ] (o

U
O
a
g
(W
a
a
|
|
a
a
|
|
a
a
o
a

[ O T BT BN R = - -]

Select all the vendors you recognize as authorized and permanent for that site. (Help text is provided
just above the Mass Wired Network Device Classification button.) Then, sanction devices detected at
your site by clicking OK.

To have a finer control over alarms about new known vendor devices and new unknown vendor devices,
you can utilize the Known Vendors classification tool. Click on the Known Vendors button to display a
list of known vendors.
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Enown Yendors

Select wired equipment vendors used in the nebwark.

Wendor

Symbol Technologieswhaolly owned Suk
Matorola

AirDefense, Inc,

Matorola

WMware, Inc.

Yhlware, Ing.

Intel Corporation

Extrere Metworks

Intel Carporate

SYMBOL TECHNOLOGIES, INC.

Intel Corporation

Senao International Co., Ltd.

Brocade Communications Systems, Inc
CADMUS COMPUTER SYSTEMS

MAC Address Prefix
00:15:70:00:00:00
00:Z5:68: 00:00:00
00:16:5d: 00:00:00
Sci0e:8bi00:00:00
OD:50:56: 00:00:00
Q0:0e: 29:00:00:00
000 0c:00:00:00
00z ;96 00:00:00
00:15:17:00:00:00
00:20:f8:00:00:00
00:0F a9 00:00:00
00:0E:6F:00: 00:00
74 :Be:fE:00:00:00
08:00:27:00:00:00

W PCEA Test

U
O
a
g
(W
a
a
O
(W
a
a
]
|
a
a
(|
]

Suparmicro C omputer, Inc.

Qz0f:1f:00:00: 00
OD:30:48: 00:00:00

Devica Count
33
22
18

-
=]

[ T BT BN R = - BT}

"o ] (e

Select the approved vendors and click OK.

After configuring the Wired Network Monitoring options, click the Apply button to save your changes.
Click the Reset button to discard your changes.

Once new devices are detected at your site, you will receive one of two alarms: New Wired Device
Detected Known Vendor Or New Wired Device Detected Unknown Vendor. Belowisa
screen shot of Alarm Configuration, where you can customize the criticality, duration, state and
exception for each of the alarms.

Conli uration
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Network Assurance

The Network Assurance category allows you to:

e Configure Live RF settings to use when displaying Live RF heatmaps. This feature is only available
with an Live RF license.

e Create Performance Profiles that are used to create and edit network performance threshold policies
for BSSs and Wireless Clients.

e Set up Environment Monitoring that is used to monitor your system for unobserved devices and
generate alarms for missing devices.

Live RF Settings

‘ Note
| ALiveRF license is required to access this feature.

Live RF provides a real-time snapshot of wireless coverage as well as performance. Live RF Settings are
used to configure how Live RF is displayed and define Live RF applications.

LiveRF Settings

Background analysis interval: | 15 minutes | = |

Visualizations || Applications |

Visualization: |Signa| Quality - |

Threshold (dBm):

Colars: . Service
. Mo Service

The Background analysis interval drop-down allows you to set an interval for restarting background
analysis. The options are:

¢ 1 minutes
e 15 minutes
¢ 60 minutes.

The Visualizations tab is used to change the visual aspects of LiveRF. The Applications tab is used to
set options that allow you to determine if you have adequate coverage for your wireless network.
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The Check Synchronization button is used to check all the appliances in your system to see if the Live
RF Settings match. (The Synchronize Accounts topic has a good example of how the synchronization
feature works.)

Note
e You must have a Central Management license in order to use the Check Synchronization
feature.

Click the Apply button to save your additions (changes). Click the Reset button to discard any additions
(changes).

Capabilities with a Central Engagement License

With a Central Management license, you can create configuration profiles that can be applied to all your
managed appliances. Once a profile has been created, you can synchronize the appliances so that they
are the same using the Check Synchronization button. You can also copy settings from one appliance
to all the other appliances using the Copy settings to all appliances button.

An example of using Check Synchronization is to synchronize user accounts. This checks all the
accounts on all your managed appliances and lists the differences. You then have the option of
synchronizing selected appliances or synchronizing all appliances.

To copy settings to all appliances, when you access a feature that has the button and you want to copy
the settings, just click the Copy settings to all appliances button.

Visualizations

Visualizations configure how Live RF heat maps are visually displayed. Each visualization contains items
that are identified by a color.You can view the visualizations (shown below) by selecting one from the
Visualization drop-down menu. While viewing a visualization, you can change the default color of an
item by clicking on the color and then selecting a new color from the color chart. You may also change
the threshold (if active) by typing in a new value.

Visualization Default Colors

Signal Quality (Threshold inactive) )
Service

Mo Service

L

Coverage Hole (Threshold inactive) -
Service

Mo Service

L

Co-Channel Interference (default

Threshold = -120) Mo Interference

Interference

L
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Signal To Interference (Threshold
inactive)

L Jogey § f |

above -10 dBm

-20 to -10 dBm

-30 to -20 dBm

-40 to -30 dBm

-50 to -40 dBm

-60 to -50 dBm

-70 to -50 dBm

-30 to -70 dBm

Below -80 dBm

Abowe 30

25 to 30

20 to 25

15 to 20

10 to 15

5 to 10

Below 5
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Noise (Threshold inactive)

EElee.

abowve 100 Mbps

54 to 100 Mbps

48 to 54 Mbps
36 to 48 Mbps
25 to 36 Mbps
13 to 25 Mbps
12 to 18 Mbps
11 to 12 Mbps
9 to 11 Mbps
& to 9 Mbps
5.5 to & Mbps
Zto 5.5 Mbps
1to 2 Mhps

Below 1 Mbps

fbove -50 dBm
-60 to -50 dBm
-70 to -60 dBrm
-80 to -70 dBm
-90 to -80 dBm

Below -90 dBm

Good Overlap

Partial Qwverlap

Insufficient Overlap
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Channel Coverage (Threshold

inactive) Best coverage

2nd best coverage
3rd best coverage
4th best coverage
5th best coverage
&th best coverage
7th best coverage
ath best coverage
ath best coverage
10th best coverage
11th best coverage
17th best coverage
13th best coverage

14th best coverage

Service Counts (Threshold inactive) -
More than two devices

Twao devices
One device

Mo devices

el o § R R Qfrijejey § Q4§

Applications

Live RF uses applications to determine if you have adequate coverage for your wireless network. The
applications have options that you can set to help you make this determination.
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LiveRF Settings Chede Synchronzation
Background analyfis wberval: | |5 meabes
calitaberd | Appliabons
Ferward Lk = || Bt W1 Connectraty - atd Cuiate
Coverage
V| Red Carrage
] B0Z2.1ta [] 80201k o] B02.11p ] 280211n (2.4GHz) [ BO2.1En (SGHz)
Critaris for: | g .
~ [dlm]) i
ale M
] SDHE (dBm 0
L] AP Count: with Sarmgle Count. at ASSL [dBm):
=i e R =l s il s e el el B e e e

The default applications are:
e Basic Wi-Fi Connectivity
* Mobile Handsets

e Video Surveillance

e Wireless VoIP Handsets
e | ocation Tracking.

To set the options for each application, select the application from the drop-down menu at the top of
the Applications tab next to the Add button. When an application is selected, you can select the
options that you want to use and set an values for the options. The options are:

Option Description

Coverage (%) Specifies the percentage of your wireless network that you consider your
network is covered.

Redundant Coverage (%) Specifies the percentage of your wireless network that you consider your
network is covered redundantly.

Protocol used Specifies the protocols that you want to use to consider your network is

covered. The choices are: 802.11a,802.11b,802.11g,802.11n

(2.4 GHz),and 802.11n (5Ghz).Forevery protocol you select,

that protocol is added to the Criteria for drop-down menu. You can then

select a protocol from the drop-down menu and select the following

options to use with that protocol:

e RSSI - When selected, specify the RSS! value in dBm that you consider
acceptable for the selected protocol.

e Rate - When selected, specify the rate that you consider acceptable for
the selected protocol.

¢ SINR - When selected, specify the SINR value in dBm that you consider
acceptable for the selected protocol.

e AP Count - When selected, specify the number of APs that you
consider acceptable for the selected protocol. Also, specify an
acceptable RSSI value for the APs.
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You can add additional applications that you deem necessary by clicking the Add button. You will be
prompted to enter an application name.

Add Application =

Application Name:

Cancel

Enter an application name and click OK to add it to the drop-down menu. Then, specify the options for
your application.

You can delete an application by selecting the application from the drop-down menu and clicking the
Delete button.

Performance Profiles

Performance Profiles are used to create network performance threshold policies for BSSs and wireless
clients on your wireless LAN. When a Performance Profile is applied to your system, a performance
alarm is generated if the performance thresholds for that profile are exceeded. If there are no
Performance Profiles applied to your system, no performance alarms are generated.

Note
Q You should monitor new ADSP deployments for several weeks to determine normal network
activity before configuring Performance Profiles.

View Performance Profiles

To access the Performance Profiles configuration screen, go to Configuration > Network Assurance >
Performance Profiles. Existing Performance Profiles are displayed in the right column.

Scarch *  performance Profiles
Appliance Platform r @ A0S
el ki - e sETTgE Inhart gattings from: WADSP -

urity & — 3 ) Cowti & () Overnds sattngs (=) Inhart sattings from o !
Network Assurance # g Country10 =
01. Live RF Setbngs = [l Country1l = Mew Tamgiste

Perd Prafi * CllRegeonl =
02. Performance Profiles e > Assignmant Templats Name 1
[0 1 e g Manser, B Courtryll = E - -
03 Emvironment Momtonng g ouniry. ~ PedormanceProhlel Eda | Cooy | Delsts

# B C12Regeonl =
s Courtryll =

Infrastructure Management # ¥ Countryld =

Operational Hanagement # i Country15 =

Appliance Hanagement & g8 Countryl -

Account Management # ol Countryd =
oo

e - e
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Edit Performance Profiles

Existing profiles are displayed in the table below the row of buttons.

(L) Override settings (=

=) Inherit settings from: WADSP - i

New Template
Azzignment Template Name

o PerformanceProfilel ( Edit | Copy Delete 1

il

You can copy, edit or delete any selected (highlighted) profile by clicking the appropriate link.

To edit a profile, select (highlight) the Performance Profile. Click the Edit link and then make changes
in any of the four tabs. Click Save to save your changes.

To copy a profile, select (highlight) the Performance Profile, click the Copy link. Click Save and the
copied profile appears.

To delete a profile, select (highlight) the Performance Profile, click the Delete link.

Updates to Performance Profiles are treated as jobs and are included in included in Job Status under
Configuration > Operational Management. The description supplied in the confirmation helps identify
jobs.

Add a New Performance Profile

Click the New Profile button to add a new profile. Define your Performance Profile using the General,
Cumulative, Wireless Clients, and BSS tabs. Once you have defined your Performance Profile, click OK
to save your profile or Cancel to exit without saving the profile.

All profiles have four tabs that are used to set performance threshold policies for your system:

General - Names your Performance Profile and specifies whether or not you want to:

* Use a short time slot

* Allow streaming traffic

* Enable protection mode.

Cumulative - Assigns thresholds to network characteristics for all wireless clients and traffic in the
APs BSS (Basic Service Set). ADSP generates an alarm if any of the thresholds are exceeded.
Wireless Clients - Assigns thresholds that apply to any individual wireless client in the APs BSS and
will typically be lower than the aggregate wireless client thresholds. ADSP generates an alarm if any
single wireless client reaches one of these thresholds. From these alarms, you can identify the high
bandwidth users, and the times they are using the network. You should base wireless client
thresholds on either the normal transmission rate for your wireless LAN, or on arbitrary numbers
designed to detect your high-bandwidth users.

BSS - Assigns thresholds for transmitting data to/from BSSs. ADSP generates an alarm if any of the
thresholds are exceeded.

General Tab

The General tab is where you name your Performance Profile and specify whether or not you want to
use certain functions.
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Performance Profile x

| General | Cumulative | Wireless Clients | BSS I

Name: |Parformance
Shaort Slot Time Enabled: (=) Yes () No
Allow Streaming Traffic: (&) Yes () Ne

Protection Mode Enabled: (=) Yes () No

| save || cance |

The Name field specifies the profile name. If you are adding or copying a Performance Profile, ADSP
gives the profile the default name New_Performance_Profile. You should change the default name to
one that is more appropriate to its function. Once you save your profile, you cannot change the name.
The functions are:

Short Time Slot Enabled Choose Yes to allow short time slot capability as advertised in the Beacon,
which when used on a pure 802.11g deployment, improves WLAN
throughput by reducing wait time for transmitter to assure clear channel
assessment. Choose No to disable.

Allow Streaming Traffic Choose Yes to allow Streaming traffic in the wireless environment, such as
video or audio traffic in wireless environment. It applies only to un-
encrypted wireless traffic. Choose No to disable.

Warning: Streaming traffic applications consume large bandwidth and can
adversely impact all other Wireless Clients connected on the Wireless LAN.

Protection Mode Enabled Choose Yes to allow Protection Mode operation to be advertised in Beacon
or Probe response. Protection Mode operation is used to support mixed-
mode operation of 802.11b/g protocols. Choose No to disable.

Warning: Use of Protection Mode in an 802.11g device can degrade the
performance of the wireless network by introducing overhead to the
network.
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Cumulative Tab

The Cumulative tab is where you assign thresholds to network characteristics for all Wireless Clients and
traffic in the APs BSS (Basic Service Set).

Note

Entering a O (zero) as a threshold disables alarm-generation for that threshold.

Performance Profile

| Save I| Cancel

General | Cumulative | Wireless Clients |

New Associations: 78 bt

Total Associations: 51

Data Frames Seen: 51

Management Frames Seen: 60

Control Frames Seen: 23
Association Frames Seen: 6

Disassociation Frames Seen: 21

802.11 Authentication Frames Seen: 45

802.1x Authentication Frames Seen: 48

Deauthentication Frames Seen: 57
Probe Requests Seen: 4

Wired to Wireless Traffic %: 24% (6 frame min) W
Wireless to Wired Traffic % 74% (57 frame min)
Wireless station to station Traffic %: 39% (54 frame min)

Wired station to station Traffic %: 64% (100 frame min)

I ow Sneed Frames % 51% (43 frame min)

BSS |

The thresholds are:

New Associations

Enter the maximum number of new associations per minute AirDefense will
allow between a BSS and all Wireless Clients combined.

Default = 20.

Generally, this number should be low. Your Wireless Clients should
associate with a BSS once in the morning when users log on, and rarely
after that. In some cases, if the threshold value represents the actual
number of Wireless Clients in a BSS, an alarm will be generated if the BSS
goes off-line, forcing the Wireless Clients to re-associate with it. In no case
should this value be greater than the actual number of Wireless Clients in a
BSS.

If the signal strength between a Wireless Client and a BSS is very low, the
Wireless Client may repeatedly lose connectivity and then reconnect,
increasing the number of associations per minute.

Total Associations

Enter the total number of Wireless Clients allowed to associate at any one
time with a BSS. This number should reflect your actual number of Wireless
Clients. AirDefense generates an alarm if it detects a greater number,
assuming that the extra associations are made by hackers.

Default = 15.
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Threshold

Description

Data Frames Seen

Enter the maximum number of data frames per minute allowed to be
transmitted from all Wireless Clients combined. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

Management Frames Seen

Enter the maximum number of management frames per minute allowed to
be transmitted from all Wireless Clients combined. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

Control Frames Seen

Enter the maximum number of control frames per minute allowed to be
transmitted from all Wireless Clients combined. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

Association Frames Seen

Enter the maximum number of association frames allowed to be
transmitted or received from all Wireless Clients. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

Disassociation Frames Seen

Enter the maximum number of disassociation frames allowed to be
transmitted or received from all Wireless Clients. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

802.11 Authentication Frames Seen

Enter the maximum number of 802.11 authentication frames allowed to be
transmitted or received from all Wireless Clients. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

802.1x Authentication Frames Seen

Enter the maximum number of 802.1x authentication frames allowed to be
transmitted or received from all Wireless Clients. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

Deauthentication Frames Seen

Enter the maximum number of de-authentication frames allowed to be
transmitted or received from all Wireless Clients. If AirDefense detects a
greater number, it generates an alarm.

Default = 0.

Probe Requests Seen

Enter the maximum number of probe requests allowed to be transmitted or
received from all Wireless Clients. If AirDefense detects a greater number, it
generates an alarm.

Default = 0.

Wired to Wireless Traffic %

Enter the maximum percentage of data, per minute, allowed into a BSS
from the wired portion of your network. If AirDefense detects a greater
number, it generates an alarm.

Default = 60.

Wireless to Wired Traffic %

Enter the maximum percentage of data per minute allowed out of a BSS to
a wired portion of your network. If AirDefense detects a greater number, it
generates an alarm.

Default = 60.

Wireless station to station Traffic %

Enter the maximum percentage of data per minute allowed to be
transmitted within the BSS from all Wireless Clients. If AirDefense detects a
greater number, it generates an alarm.

Default = 50.
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Threshold

Description

Wired station to station Traffic %

Enter the maximum percentage of data per minute allowed to be
transmitted from a wired portion of the network to another wired portion
of the network, using an AP as a bridge. If AirDefense detects a greater
number, it generates an alarm.

Default = 1.

Low Speed Frames %

802.11 protocols operate on a shared medium and use collision avoidance
mechanism to access this medium. Excessive use of lower rates for
transmitting frames is likely caused by stations which are either
misconfigured to use lower rates or are too far from the APs to be able to
support higher rates and cause alarms to be generated.

Enter the maximum percentage of data per minute allowed for low speed
frames to be transmitted or received from all stations. If AirDefense detects
a greater number, it generates an alarm.

Default = 0.

Layer 3 Multicast Frames %

An alarm that is generated when the system has detected a high
percentage of multicast traffic violating the policy thresholds. This may be
a result of potential Layer 3 broadcast storm attacks on the network.
Enter the maximum percentage of data per minute allowed for multicast
frames to be transmitted or received within a BSS from all stations. If
AirDefense detects a greater number, it generates an alarm.

Default = 0.

Layer 3 Broadcast Frames %

An alarm that is generated when the system has detected a high
percentage of broadcast traffic violating the policy thresholds. This may be
a result of potential Layer 3 broadcast storm attacks on the network.

Enter the maximum percentage of data per minute allowed for broadcast
frames to be transmitted or received within a BSS from all stations. If
AirDefense detects a greater number, it generates an alarm.

Default = 0.

Retransmission Frames %

Enter the maximum percentage of retransmitted data frames allowed
during a transmission of data within a BSS from all stations. If AirDefense
detects a greater number, it generates an alarm.

Default = 0.

PS Poll Frames Seen

An alarm is generated by a DOS attack using an excessive number of PS-
POLL frames have been detected.

Enter the maximum number of PS Poll frames to be seen within a BSS. If
AirDefense detects a greater number, it generates an alarm.Default = O.

Wireless Clients Tab

The Wireless Clients tab is where you assign BSS thresholds that apply to any individual Wireless Client.
These thresholds will typically be lower than the aggregate Wireless Client thresholds. AirDefense
generates an alarm if any single Wireless Client reaches one of these thresholds. From these alarms, you
can identify the high bandwidth users, and the times they are using the network. You should base
Wireless Client thresholds on either the normal transmission rate for your wireless LAN, or on arbitrary
numbers designed to detect your high-bandwidth users..

Note
‘ ‘ J Entering a O (zero) for any threshold-type disables that specific alarm.
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Performance Profile

[ Save H Cancal

| General | Cumulstive | wireless Clients | BSS |

Data Frames Sent: 96

Data Frames Received: 48

Management Frames Sent: 20

Management Frames Receved: 91

Control Frames Sent: 51

Control Frames Received: &

Fragment Frames Sent: &8

Association Frames Sent: 86

Disassociation Frames Sent: 47

802.11 Authentication Frames Sent: 70

802.1x Authentication Frames Sent: 37

Deauthentication Frames Sent: 95

Probe Request Sent: 68
Retransmission Frames Sent %: 94% (15 frame min)

The thresholds are:

Traffic Sent %

Enter the maximum percentage of data per minute any Wireless Client is
allowed transmit. If AirDefense detects a greater number, it generates an
alarm.

Default = 30.

Traffic Received %

Enter the maximum percentag