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Introduction to the ExtremeX0OS®
Command Reference

Conventions on page 3
Related Publications on page 5
Send Feedback on page 6
Help and Support on page 6

This guide is intended for use by network administrators who are responsible for installing and setting
up network equipment. In addition to comprehensive conceptual information about each feature of our
software, you will also find detailed configuration material, helpful examples, and troubleshooting
information. Also included are supported platforms and recommended best practices for optimal
software performance.

£S Note
If the information in the release notes shipped with your switch differs from the information in
this guide, follow the release notes.

Conventions

To help you better understand the information presented in this guide, the following topics describe the
formatting conventions used for notes, text, and other elements.

Text Conventions

Unless otherwise noted, information in this document applies to all supported environments for the
products in question. Exceptions, like command keywords associated with a specific software version,
are identified in the text.

When a feature, function, or operation pertains to a specific hardware product, the product name is
used. When features, functions, and operations are the same across an entire product family, such as
ExtremeSwitching switches or SLX routers, the product is referred to as the switch or the router.
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Text Conventions

Introduction to the ExtremeX0OS® Command Reference

Table 1: Notes and warnings

Icon Notice type Alerts you to...
\O Tip Helpful tips and notices for using the product
000 Note Useful information or instructions
| Important Important features or instructions
Caution Risk of personal injury, system damage, or loss of data
!
u Warning Risk of severe personal injury

Table 2: Text

Convention

Description

screen displays

This typeface indicates command syntax, or represents information as
it is displayed on the screen.

The words enter and type

When you see the word enter in this guide, you must type something,
and then press the Return or Enter key. Do not press the Return or
Enter key when an instruction simply says type.

Key names

Key names are written in boldface, for example Ctrl or Esc. If you must
press two or more keys simultaneously, the key names are linked with a
plus sign (+). Example: Press Ctrl+Alt+Del

Words in italicized type

Italics emphasize a point or denote new terms at the place where they
are defined in the text. Italics are also used when referring to
publication titles.

NEW!

New information. In a PDF, this is searchable text.

Table 3: Command syntax

Convention

Description

bold text

Bold text indicates command names, keywords, and command options.

italic text

ltalic text indicates variable content.

Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square brackets.

A choice of required parameters is enclosed in curly brackets separated
by vertical bars. You must select one of the options.

4
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Introduction to the ExtremeX0OS® Command Reference Platform-Dependent Conventions

Table 3: Command syntax (continued)

Convention Description

X |y A vertical bar separates mutually exclusive elements.

< > Nonprinting characters, such as passwords, are enclosed in angle
brackets.

Repeat the previous element, for example, member [member. . .].

\ In command examples, the backslash indicates a “soft” line break.
When a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Platform-Dependent Conventions

Unless otherwise noted, all information applies to all platforms supported by ExtremeXOS software,
which are the following:

*  ExtremeSwitching® switches
*  SummitStack™

When a feature or feature implementation applies to specific platforms, the specific platform is noted in
the heading for the section describing that implementation in the ExtremeXOS command
documentation (see the Extreme Documentation page at www.extremenetworks.com/
documentation/). In many cases, although the command is available on all platforms, each platform
uses specific keywords. These keywords specific to each platform are shown in the Syntax Description
and discussed in the Usage Guidelines sections.

Terminology

When features, functionality, or operation is specific to a device family, such as ExtremeSwitching, the
family name is used. Explanations about features and operations that are the same across all product
families simply refer to the product as the device.

Related Publications

ExtremeXOS Publications

* ACL Solutions Guide

*  ExtremeXOS 31.3 Command Reference Guide

*  ExtremeXOS 31.3 EMS Messages Catalog

*  [ExtremeXOS 31.3 Feature License Requirements

*  ExtremeXOS 31.3 User Guide

*  ExtremeXOS Quick Guide

*  ExtremeXOS Release Notes

*  Extreme Hardware/Software Compatibility and Recommendation Matrices
*  [xtreme Optics Compatibility
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Extreme Management Center Publications Introduction to the ExtremeX0OS® Command Reference

* Switch Configuration with Chalet for ExtremeXOS 21.x and Later
*  Using AVB with Extreme Switches

Extreme Management Center Publications

*  Extreme Management Center User Guide

Open Source Declarations

Some software files have been licensed under certain open source licenses. More information is
available at: www.extremenetworks.com/support/policies/open-source-declaration/.

Send Feedback

The Information Development team at Extreme Networks has made every effort to ensure that this
document is accurate, complete, and easy to use. We strive to improve our documentation to help you
in your work, so we want to hear from you. We welcome all feedback, but we especially want to know
about:

* Content errors, or confusing or conflicting information.
* Improvements that would help you find relevant information in the document.
* Broken links or usability issues.

If you would like to send feedback, you can do so in three ways:

* Ina web browser, select the feedback icon and complete the online feedback form.
* Access the feedback form at https://www.extremenetworks.com/documentation-feedback/.
*  Email us at documentation@extremenetworks.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading
and page number if applicable, as well as your suggestions for improvement.

Help and Support

If you require assistance, contact Extreme Networks using one of the following methods:

Extreme Portal

Search the GTAC (Global Technical Assistance Center) knowledge base; manage support cases and
service contracts; download software; and obtain product licensing, training, and certifications.

The Hub

A forum for Extreme Networks customers to connect with one another, answer questions, and share
ideas and feedback. This community is monitored by Extreme Networks employees, but is not
intended to replace specific guidance from GTAC.

Call GTAC

For immediate support: (800) 998 2408 (toll-free in U.S. and Canada) or 1(408) 579 2826. For the
support phone number in your country, visit: www.extremenetworks.com/support/contact
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Introduction to the ExtremeXOS® Command Reference Subscribe to Product Announcements

Before contacting Extreme Networks for technical support, have the following information ready:

Your Extreme Networks service contract number, or serial numbers for all involved Extreme
Networks products

A description of the failure
A description of any actions already taken to resolve the problem

A description of your network environment (such as layout, cable type, other relevant environmental
information)

Network load at the time of trouble (if known)

The device history (for example, if you have returned the device before, or if this is a recurring
problem)

Any related RMA (Return Material Authorization) numbers

Subscribe to Product Announcements

You can subscribe to email notifications for product and software release announcements, Field
Notices, and Vulnerability Notices.

N

Go to The Hub.

In the list of categories, expand the Product Announcements list.

Select a product for which you would like to receive notifications.

Select Subscribe.

To select additional products, return to the Product Announcements list and repeat steps 3 and 4.

You can modify your product selections or unsubscribe at any time.
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Command Reference Overview

Structure of this Guide on page 8

Product Overview on page 9

Software Required on page 11

Understanding the Command Syntax on page 11
Port Numbering on page 15

Line-Editing Keys on page 16

Command History on page 16

This guide provides details of the command syntax for all ExtremeXOS commands in this ExtremeXOS
version.

The guide does not provide feature descriptions, explanations of the technologies, or configuration
examples. For information about the various features and technologies supported by Extreme Networks
switches, see the ExtremeXOS 31.3 User Guide.

This chapter includes the following sections:

* Audience

* Structure of this Guide

* Platforms and Required Software Versions
* Understanding the Command Syntax

*  Port Numbering

* Line-Editing Keys

¢ Command History

Structure of this Guide

This guide documents each ExtremeXOS command.

Related commands are grouped together and organized into chapters based on their most common
usage. The chapters reflect the organization of the ExtremeXOS 31.3 User Guide. If a specific command
is relevant to a wide variety of functions and could be included in a number of different chapters, we
have attempted to place the command in the most logical chapter. Within each chapter, commands
appear in alphabetical order.
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Command Reference Overview Product Overview

For each command, the following information is provided:

* Command Syntax—The actual syntax of the command. The syntax conventions (the use of braces,
for example) are defined in the section Understanding the Command Syntax on page 11.

* Description—A brief (one sentence) summary of what the command does.

¢ Syntax Description—The definition of any keywords and options used in the command.

¢ Default—The defaults, if any, for this command. The default can be the default action of the
command if optional arguments are not provided, or it can be the default state of the switch (such
as for an enable/disable command).

* Usage Guidelines—Information to help you use the command. This may include prerequisites,
prohibitions, and related commands, as well as other information.

* Example—Examples of the command usage, including output, if relevant.

* History—The version of ExtremeXOS in which the command was introduced, and version(s) where it
was modified, if appropriate.

* Platform Availability—Platforms on which the command is available.

Product Overview

This table lists the Extreme Networks products that run the ExtremeXOS software.

Starting with v21.1, ExtremeXOS does not support chassis products. Many features that are new in
ExtremeXOS v21.1 and later are not supported in ExtremeXOS v16.x and will not run on chassis
platforms. For information about chassis products, see the applicable ExtremeXOS v16.x
documentation.

Table 4: ExtremeXOS Switches

Switch Series Switches

ExtremeSwitching X435 series ExtremeSwitching X435-8T-4S
ExtremeSwitching X435-8P-4S
ExtremeSwitching X435-24T-4S
ExtremeSwitching X435-24P-4S
ExtremeSwitching X435-8P-2T-W

ExtremeSwitching X440-G2 series ExtremeSwitching X440-G2-24t-10GE4
ExtremeSwitching X440-G2-24t-10GE4-DC
ExtremeSwitching X440-G2-24p-10GE4
ExtremeSwitching X440-G2-48t-GE4
ExtremeSwitching X440-G2-48t-GE4-DC
ExtremeSwitching X440-G2-48p-10GE4
ExtremeSwitching X440-G2-12t-10GE4
ExtremeSwitching X440-G2-12p-10GE4
ExtremeSwitching X440-G2-24x-10GE4
ExtremeSwitching X440-G2-24fx-GE4
ExtremeSwitching X440-G2-12t8fx-GE4
ExtremeSwitching X440-G2-24t-GE4
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Product Overview

Command Reference Overview

Table 4: ExtremeXOS Switches (continued)

Switch Series

Switches

ExtremeSwitching X450-G2 series

ExtremeSwitching X450-G2-24t-10GE4
ExtremeSwitching X450-G2-24p-10GE4
ExtremeSwitching X450-G2-48t-10GE4
ExtremeSwitching X450-G2-48p-10GE4
ExtremeSwitching X450-G2-24t-GE4
ExtremeSwitching X450-G2-24p-GE4
ExtremeSwitching X450-G2-48t-GE4
ExtremeSwitching X450-G2-48p-GE4

ExtremeSwitching X460-G2 series

ExtremeSwitching X460-G2-24t-10GE4
ExtremeSwitching X460-G2-48t-10GE4
ExtremeSwitching X460-G2-24p-10GE4
ExtremeSwitching X460-G2-48p-10GE4
ExtremeSwitching X460-G2-24x-10GE4
ExtremeSwitching X460-G2-48x-10GE4
ExtremeSwitching X460-G2-24t-GE4
ExtremeSwitching X460-G2-48t-GE4
ExtremeSwitching X460-G2-24p-GE4
ExtremeSwitching X460-G2-48p-GE4
ExtremeSwitching X460-G2-24p-24hp-10GE4
ExtremeSwitching X460-G2-24t-24ht-10GE4
ExtremeSwitching X460-G2-16mp-32p-10GE4

ExtremeSwitching X465 series

ExtremeSwitching X465-24W
ExtremeSwitching X465-48T
ExtremeSwitching X465-48P
ExtremeSwitching X465-48W
ExtremeSwitching X465-24MU
ExtremeSwitching X465-24MU-24W
ExtremeSwitching X465i-48W
ExtremeSwitching X465-24XE
ExtremeSwitching X465-24S

ExtremeSwitching X620 series

ExtremeSwitching X620-10x
ExtremeSwitching X620-8T-2x
ExtremeSwitching X620-16x
ExtremeSwitching X620-16t
ExtremeSwitching X620-16p

ExtremeSwitching X670-G2 series

ExtremeSwitching X670-G2-48x-4q
ExtremeSwitching X670-G2-72x

ExtremeSwitching X870 series

ExtremeSwitching X870-32c
ExtremeSwitching X870-96x-8c

ExtremeSwitching X690 series

ExtremeSwitching X690-48x-2g-4c
ExtremeSwitching X690-48t-29-4c¢

ExtremeSwitching X695

ExtremeSwitching X695-48Y-8C

ExtremeSwitching X590 series

ExtremeSwitching X590-24x-1g-2¢
ExtremeSwitching X590-24t-1g-2c¢

10
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Command Reference Overview

Software Required

Table 4: ExtremeXOS Switches (continued)

Switch Series

Switches

ExtremeSwitching 5420 series

5420F-8W-16P-4XE
5420F-24P-4XE
5420F-24S-4XE
5420F-24T-4XE
5420F-16MW-32P-4XE
5420F-16W-32P-4XE
5420F-48P-4XE
5420F-48P-4XL
5420F-48T-4XE
5420M-24T-4YE
5420M-24W-4YE
5420M-16MW-32P-4YE
5420M-48T-4YE
5420M-48W-4YE

ExtremeSwitching 5520 series

5520-24T
5520-24W
5520-48T
5520-48W
5520-12MW-36W
5520-24X
5520-48SE

SummitStack

All ExtremeSwitching family switches, except X435.

Software Required

For information about which ExtremeXOS software version is required for each hardware switch model,
see Extreme Hardware/Software Compatibility and Recommendation Matrices.

The features available on each switch are determined by the installed feature license and optional
feature packs. For more information, see the ExtremeXOS 31.3 Feature License Requirements document.

Understanding the Command Syntax

This section covers the following topics:

* Access Levels

* Syntax Symbols

* Syntax Helper on page 12
* (Object Names

* Command Shortcuts

Access Levels

When entering a command at the prompt, ensure that you have the appropriate privilege level.

Most configuration commands require you to have the administrator privilege level.
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Syntax Symbols Command Reference Overview

Syntax Symbols

You may see a variety of symbols shown as part of the command syntax.

These symbols explain how to enter the command, and you do not type them as part of the command
itself. The following table summarizes command syntax symbols.

uid Note
E ExtremeXOS software does not support the ampersand (&), left angle bracket (<), or right
angle bracket (>) because they are reserved characters with special meaning in XML.

Table 5: Command Syntax Symbols

Symbol Description

square brackets Enclose a required value or list of required arguments. One or more values or
[] arguments can be specified. For example, in the syntax

use image [primary | secondary]

you must specify either the primary or secondary image when entering the
command. Do not type the square brackets.

braces { } Enclose an optional value or a list of optional arguments. One or more values or
arguments can be specified. For example, in the syntax

reboot {time month day year hour min sec} {cancel}
{msmslot id} {slotslot-number | node-addressnode-address |
stack-topology {as-standby}}

you can specify either a particular date and time combination, or the keyword
cancel to cancel a previously scheduled reboot. In this command, if you do not
specify an argument, the command will prompt asking if you want to reboot the
switch now. Do not type the braces.

vertical bar | Separates mutually exclusive items in a list, one of which must be entered. For
example, in the syntax

configure snmp community [readonly | readwrite]
alphanumeric string

you must specify either the read or write community string in the command. Do
not type the vertical bar.

Syntax Helper

The CLI has a built-in syntax helper. If you are unsure of the complete syntax for a particular command,
enter as much of the command as possible, and then press:

* [Tab]— Auto-completes the command if there is a unigque match. If there is a partial match, auto-
completes to the nearest match, and then lists the available options.

* ?—provides a list of options for the entered command.

If you enter an invalid command, the syntax helper notifies you of your error, and indicates where the
error is located.

If the command is one where the next option is a named component (such as a VLAN (Virtual LAN),
access profile, or route map), the syntax helper also lists any currently configured names that might be
used as the next option. In situations where this list is very long, the syntax helper lists only one line of

names, followed by an ellipsis (...) to indicate that there are more names that can be displayed.
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Command Reference Overview Syntax Helper

CL/I File Name Completion

When entering a command, at the point where a file name could be entered, press [Tab] or ? to display
an alphabetically sorted list of possible file names. You can also type part of the file name to display a
filtered list of file names matching what you have typed so far.

The following commands support this behavior:

cd directory name

configure access-list aclname [any | ports port list | wvlan vlian name]
{ingress | egress}

configure ip-security dhcp-bindings storage filename name

configure snmp access-profile [ access profile {readonly | readwrite}

| [[add rule ] [first | [[before | after] previous rule]]] | delete
rule | none ]

configure ssh2 access-profile [ access profile | [[add rule] [first |

[ [before | after] previous rule]]] | delete rule | none]

configure telnet access-profile [ access profile | [[add rule ] [first
| [[before | after] previous rule]]] | delete rule | none ]

configure vlan vlan name udp-profile [profilename | none]
cp old name new name

create process name executable exe {start [auto | on-demand]} {node
node} {vr vr-name} {description description} {argl {arg2 { arg3 { arg4
{ argd { argé { arg?7 { arg8 { arg9 }}}}}}}1}1}

create process name python-module python-module {start [auto | on-
demand]} {node node} {vr vr-name} {description description} {argl
{arg2 {arg3 {arg4 {arg5 {argé6 {arg7 {arg8 {arg9}}}}}}}}}

edit policy filename
enable license file filename

enable ssh2 {access-profile [access profile | none]} {port
tcp port number} {vr [vr name | all | default]}

load script filename {argl} {arg2} ... {arg9}
ls file name

mkdir directory name

mv old name new name

scp2 {cipher cipher} {mac mac} {compression [on | off]} {port portnum}
{vr vr name} user [hostname | ipaddress]:remote file local file

show ssl {[trusted-ca | ocsp-signature-ca] [file name | all]}
{manufacturing} {certificate | detail}

tftp [ ip-address | host-name ] { -v vr name } { -b block size } [ -g
| -=p 1 [ -1 local-file { -r remote-file } | -r remote-file { -1 local-
file } ]

tftp get [ ip-address | host-name] { vr vr name } { block-size
block size } remote-file local-file} {force-overwrite}
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Command Reference Overview

®* tftp put [ ip-address | host-name] {vr vr name} {block-size
block size}local-file { remote-file}

* rm file name
* rmdir directory name
®* run script filename {argl} {arg2} ... {arg9}

® unconfigure ssl certificate [trusted-ca | ocsp-signature-ca]
[file name | all ]

Abbreviated Syntax

Abbreviated syntax is the shortest unambiguous allowable abbreviation of a command or parameter.
Typically, this is the first three letters of the command.

When using abbreviated syntax, you must enter enough characters to make the command
unambiguous and distinguishable to the switch. If you do not enter enough letters to allow the switch to
determine which command you mean, the syntax helper provides a list of the options based on the
portion of the command you have entered.

Object Names

All named components within a category of the switch configuration, such as VLAN, must be given a
unigque object name.

Object names must begin with an alphabetical character and may contain alphanumeric characters and
underscores (_ ), but they cannot contain spaces. The maximum allowed length for a name is 32
characters.

Object names can be reused across categories (for example, STPD (Spanning Tree Domain) and VLAN

names). If the software encounters any ambiguity in the components within your command, it
generates a message requesting that you clarify the object you specified.

pac Note

E If you use the same name across categories, Extreme Networks recommends that you specify
the identifying keyword as well as the actual name. If you do not use the keyword, the system
may return an error message.

Reserved Keywords

Keywords such as vlan, STP (Spanning Tree Protocol), and other 2nd level keywords, are determined to

be reserved keywords and cannot be used as object names. This restriction applies to the specific word
(vlan) only, while expanded versions (vlan2) can be used.

A complete list of the reserved keywords for ExtremeXOS 12.4.2 and later software is found in the
“Reserved Keywords” section of the ExtremeXOS 31.3 User Guide. Any keyword that is not on this list
can be used as an object name. Prior to 12.4.2, all keywords were reserved, that is, none of them could
be used for naming user-created objects such as VLANS.

Command Shortcuts

Components are typically named using the create command.
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When you enter a command to configure a named component, you do not need to use the keyword
of the component. For example, to create a VLAN, enter a VLAN name:

create vlan engineering

Once you have created the VLAN with a unigue name, you can then eliminate the keyword vlan
from all other commands that require the name to be entered (unless you used the same name for
another category such as STPD or EAPS (Extreme Automatic Protection Switching)).

For example, instead of entering the command:

configure vlan engineering delete port 1:3,4:6

you could enter the following shortcut:

configure engineering delete port 1:3,4:6

Port Numbering

Commands that require you to enter one or more port numbers use the parameter port Iistinthe
syntax.

The available variables differ on a stand-alone switch and SummitStack.

pac Note
E The keyword all acts on all possible ports; it continues on all ports even if one port in the
sequence fails.

Stand-alone Switch Numerical Ranges

On ExtremeSwitching switches, the port number is simply noted by the physical port number.

Separate the port numbers by a dash to enter a range of contiguous numbers, and separate the
numbers by a comma to enter a range of non-contiguous numbers:

* x-y—Specifies a contiguous series of ports on a stand-alone switch.
* x,y—Specifies a non-contiguous series of ports on a stand-alone switch.

* x-y,a,d—Specifies a contiguous series of ports and a non-contiguous series of ports on a stand-alone
switch.

SummitStack Numerical Ranges

On SummitStack switches, the port number is a combination of the slot number and the port number.

The nomenclature for the port number is as follows: slot:port

For example, if there is a switch in slot 2 of the stack with a total of four ports, the following ports are
valid:

e 21
e 22
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e 23
e 24

You can also use wildcard combinations (*) to specify port combinations.

The following wildcard combinations are allowed:

* slot:*—Specifies all ports on a particular switch in the stack.

* slot:x-slot:y—Specifies a contiguous series of ports on a range of switches in the stack.

* slot:x-y—Specifies a contiguous series of ports on a particular switch in the stack.

* slota:x-slotb:y—Specifies a contiguous series of ports on a SummitStack node and end on another

node.

Line-Editing Keys

Table 6 describes the line-editing keys available using the CLI.

Table 6: Line-Editing Keys

Key(s)

Description

Left arrow or [Ctrl] + B

Moves the cursor one character to the left.

Right arrow or [Ctrl] + F

Moves the cursor one character to the right.

[Ctrl] + H or Backspace

Deletes character to left of cursor and shifts remainder of line to left.

Delete or [Ctrl] + D

Deletes character under cursor and shifts remainder of line to left.

[Ctrl] + K Deletes characters from under cursor to end of line.

Insert Toggles on and off. When toggled on, inserts text and shifts previous text
to right.

[Ctrl]+ A Moves cursor to first character in line.

[Ctrl] + E Moves cursor to last character in line.

[Ctrl]+L Clears screen and movers cursor to beginning of line.

[Ctrl] + P or Up Arrow

Displays previous command in command history buffer and places cursor
at end of command.

[Ctrl] + N or Down Arrow

Displays next command in command history buffer and places cursor at
end of command.

[Ctrl] +U Clears all characters typed from cursor to beginning of line.
[CtrI]T+W Deletes previous word.
[Ctrl]+C Interrupts the current CLI command execution.

Command History

ExtremeXOS "remembers" all the commands you enter.

You can display a list of these commands by using the following command:

history
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If you use a command more than once, consecutively, the history will list only the first instance.
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alias on page 90

cd on page 92

check policy attribute on page 92

check policy on page 93

clear access-list counter on page 94

clear access-list meter on page 96

clear account lockout on page 97

clear bgp flap-statistics on page 98

clear bgp neighbor counters on page 100

clear bootprelay ipv6 prefix-delegation snooping on page 101
clear cdp counters on page 102

clear cdp neighbor on page 102

clear counters on page 103

clear counters bfd on page 104

clear counters bfd missed-hellos on page 105

clear counters cfm segment all on page 106

clear counters cfm segment all frame-delay on page 109
clear counters cfm segment all frame-loss on page 111
clear counters cfm segment frame-delay on page 114
clear counters cfm segment frame-loss mep on page 115
clear counters cfm segment frame-loss on page 117
clear counters cfm segment on page 118

clear counters cfm session missed-hellos on page 120
clear counters edp on page 121

clear counters erps on page 122

clear counters mpls on page 123

clear counters fdb mac-tracking on page 124

clear counters identity-management on page 124
clear counters iparp on page 125

clear counters |12vpn on page 126

clear counters mpls Idp on page 127

clear counters mpls rsvp-te on page 128

clear counters mpls static Isp on page 129

clear counters policy on page 130
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clear counters ports on page 130

clear counters ports protocol filter on page 132
clear counters stp on page 132

clear counters virtual-network on page 133

clear counters virtual-network remote-endpoint on page 134
clear counters vpls on page 135

clear counters vr on page 136

clear counters vrrp on page 137

clear counters wred on page 138

clear counters wred ecn on page 139

clear counters xml-notification on page 139

clear cpu-monitoring on page 140

clear dns cache on page 141

clear dns cache analytics entries on page 142

clear eaps counters on page 143

clear elrp counters on page 143

clear elsm ports auto-restart on page 144

clear elsm ports counters on page 145

clear esrp counters on page 146

clear esrp neighbor on page 148

clear esrp sticky on page 149

clear ethernet oam counters on page 150

clear fdb on page 150

clear fdb vpls on page 152

clear igmp counters on page 153

clear igmp group on page 153

clear igmp snooping on page 154

clear inline-power stats ports on page 155

clear ip nat counters vlan on page 156

clear iparp on page 157

clear ip-security anomaly-protection notify cache on page 158
clear ip-security arp validation violations on page 159
clear ip-security dhcp-snooping entries on page 160
clear ip-security source-ip-lockdown entries ports on page 160
clear ipv6 dad on page 161

clear isis counters on page 162

clear isis counters area on page 163

clear isis counters vlan on page 164

clear 12pt counters rtep on page 165

clear 12pt counters vlian on page 166

clear 12pt counters vman on page 166

clear 12pt counters vpls on page 167
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clear lacp counters on page 168

clear license on page 169

clear lldp neighbors on page 170

clear log on page 171

clear log counters on page 172

clear mac-locking station on page 173

clear macsec counters on page 174

clear meter out-of-profile on page 176

clear mld counters on page 177

clear mld group on page 178

clear mld snooping on page 178

clear msdp counters on page 179

clear msdp sa-cache on page 181

clear msrp counters on page 182

clear mvrp counters on page 183

clear neighbor-discovery cache on page 183
clear netlogin state on page 185

clear netlogin state agent on page 186

clear netlogin state mac-address on page 186
clear network-clock gptp counters on page 187
clear network-clock ptp counters on page 188
clear nodealias on page 189

clear ospf counters on page 190

clear ospfv3 counters on page 191

clear pim cache on page 193

clear pim snooping on page 193

clear port rate-limit flood on page 194

clear ports link-flap-detection counters on page 195
clear ports link-flap-detection status on page 196
clear port rate-limit flood on page 197

clear process group statistics on page 198
clear rip counters on page 199

clear ripng counters on page 200

clear screen on page 200

clear session on page 201

clear slot on page 202

clear snmp notification-log on page 203
clear stpd ports on page 204

clear switch bluetooth on page 205

clear vm storage on page 206

clear vlan dhcp-address-allocation on page 207
configure access-list on page 208
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configure access-list action-resolution highest-priority on page 210
configure access-list action-resolution multiple on page 210
configure access-list add on page 211

configure access-list delete on page 213

configure access-list network-zone on page 214

configure access-list rule-compression port-counters on page 215
configure access-list vlan-acl-precedence on page 216

configure access-list width on page 217

configure access-list zone on page 218

configure account on page 220

configure account encrypted on page 221

configure account password-policy char-validation on page 223
configure account password-policy history on page 224

configure account password-policy lockout-on-login-failures on page 225
configure account password-policy lockout-time-period on page 226
configure account password-policy max-age on page 227

configure account password-policy min-age on page 228

configure account password-policy min-different-characters on page 230
configure account password-policy min-length on page 231
configure account privilege on page 232

configure auto-peering oneconfig bootprelay on page 233
configure auto-peering oneconfig id on page 234

configure auto-peering one-config iproute on page 235

configure auto-peering one-config nsi-id on page 237

configure auto-peering one-config password on page 238

configure auto-peering one-config remote id on page 239
configure automation edge connect/disconnect on page 240
configure banner on page 241

configure bfd hardware-assist loopback-port on page 243
configure bfd vlan on page 244

configure bfd vlan authentication on page 245

configure bgp add aggregate-address on page 246

configure bgp add confederation-peer sub-AS-number on page 248
configure bgp add network on page 249

configure bgp as-display-format on page 250

configure bgp as-number on page 251

configure bgp cluster-id on page 252

configure bgp confederation-id on page 253

configure bgp delete aggregate-address on page 255

configure bgp delete confederation-peer sub-AS-number on page 256
configure bgp delete network on page 257

configure bgp evpn ignore-as on page 258
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configure bgp evpn instance rd on page 259

configure bgp evpn instance route-target on page 260
configure bgp evpn instance vxlan on page 261
configure bgp evpn I3vni on page 262

configure bgp export shutdown-priority on page 263
configure bgp import-policy on page 265

configure bgp local-preference on page 266

configure bgp maximum-as-path-length on page 267
configure bgp maximum-paths on page 268

configure bgp med on page 269

configure bgp neighbor allowas-in on page 270
configure bgp neighbor alternate-local-as on page 272
configure bgp neighbor bfd on page 272

configure bgp neighbor dampening on page 273
configure bgp neighbor description on page 276
configure bgp neighbor dont-allowas-in on page 277
configure bgp neighbor maximum-prefix on page 278
configure bgp neighbor next-hop-self on page 280
configure bgp neighbor no-dampening on page 282
configure bgp neighbor password on page 284
configure bgp neighbor peer-group on page 285
configure bgp neighbor route-policy on page 287
configure bgp neighbor route-reflector-client on page 288
configure bgp neighbor send-community on page 290
configure bgp neighbor shutdown-priority on page 292
configure bgp neighbor soft-reset on page 293
configure bgp neighbor source-interface on page 294
configure bgp neighbor timer on page 295

configure bgp neighbor weight on page 296

configure bgp peer-group allowas-in on page 298
configure bgp peer-group dampening on page 299
configure bgp peer-group dont-allowas-in on page 301
configure bgp peer-group maximum-prefix on page 303
configure bgp peer-group next-hop-self on page 305
configure bgp peer-group no-dampening on page 306
configure bgp peer-group password on page 308
configure bgp peer-group remote-AS-number on page 309
configure bgp peer-group route-policy on page 310
configure bgp peer-group route-reflector-client on page 311
configure bgp peer-group send-community on page 312
configure bgp peer-group soft-reset on page 314
configure bgp peer-group source-interface on page 316
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configure bgp peer-group timer on page 317

configure bgp peer-group weight on page 318

configure bgp restart address-family on page 319

configure bgp restart restart-time on page 320

configure bgp restart stale-route-time on page 321

configure bgp restart update-delay on page 322

configure bgp restart on page 323

configure bgp routerid on page 324

configure bgp soft-reconfiguration on page 325

configure bootprelay on page 326

configure bootprelay add on page 327

configure bootprelay delete on page 328

configure bootprelay dhcp-agent information check on page 329
configure bootprelay dhcp-agent information circuit-id port-information
on page 330

configure bootprelay dhcp-agent information circuit-id vlan-information
on page 331

configure bootprelay dhcp-agent information option on page 332
configure bootprelay dhcp-agent information policy on page 333
configure bootprelay dhcp-agent information remote-id on page 334
configure bootprelay dhcp-agent source-vlan on page 335
configure bootprelay include-secondary on page 336

configure bootprelay ipv6 option interface-id on page 337
configure bootprelay ipv6 option remote-id on page 338

configure bootprelay ipv6 prefix-delegation snooping add on page 340
configure bootprelay ipv6 prefix-delegation snooping on page 341
configure bootprelay vlan include-secondary on page 342

configure cdp cos-extend ports on page 343

configure cdp device-id on page 344

configure cdp frequency on page 344

configure cdp hold-time on page 345

configure cdp management-address on page 346

configure cdp power-available ports on page 347

configure cdp trust-extend ports on page 348

configure cdp voip-vlan ports on page 349

configure cfm domain add association integer on page 351
configure cfm domain add association meg on page 352

configure cfm domain add association string on page 353

configure cfm domain add association vlan-id on page 354
configure cfm domain add association vpn-id oui index on page 354
configure cfm domain association add remote-mep on page 356
configure cfm domain association add on page 356
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configure cfm domain association delete remote-mep on page 358
configure cfm domain association delete on page 359

configure cfm domain association destination-mac-type on page 360
configure cfm domain association end-point add group on page 361
configure cfm domain association end-point delete group on page 362
configure cfm domain association end-point transmit-interval on page 363
configure cfm domain association ports end-point ccm on page 364
configure cfm domain association ports end-point mepid on page 365
configure cfm domain association ports end-point sender-id-ipaddress
oh page 366

configure cfm domain association ports end-point on page 367
configure cfm domain association remote-mep mac-address on page 368
configure cfm domain delete association on page 369

configure cfm domain md-level on page 370

configure cfm group add rmep on page 371

configure cfm group delete rmep on page 371

configure cfm segment add domain association on page 372

configure cfm segment delete domain association on page 373
configure cfm segment dotlp on page 374

configure cfm segment frame-delay dotlp on page 374

configure cfm segment frame-delay window on page 375

configure cfm segment frame-delay/frame-loss transmit interval on page 376
configure cfm segment frame-loss consecutive on page 377

configure cfm segment frame-loss dotlp on page 378

configure cfm segment frame-loss mep on page 379

configure cfm segment frame-loss ses-threshold on page 380
configure cfm segment frame-loss window on page 380

configure cfm segment threshold on page 381

configure cfm segment timeout on page 382

configure cfm segment transmit-interval on page 383

configure cfm segment window on page 384

configure cli on page 385

configure cli journal on page 386

configure cli max-failed-logins on page 387

configure cli max-sessions on page 388

configure cli mode on page 389

configure cli mode scripting on page 390

configure cli moved-keywords on page 391

configure cli password prompting-only on page 392

configure cli script timeout on page 393

configure cos-index on page 394

configure database add server on page 395
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configure database delete server on page 396

configure database max-retry-interval on page 397

configure database server password on page 398

configure debug core-dumps on page 399

configure dhcp ipv6 client identifier-type on page 401

configure diagnostics privilege on page 402

configure diffserv examination code-point qosprofile on page 403
configure diffserv replacement code-point on page 404
configure dns cache analytics [add | delete] protected-client on page 405
configure dns cache add | delete name-server on page 407
configure dns cache analytics on page 408

configure dns-client add on page 409

configure dns-client default-domain on page 410

configure dns-client delete on page 411

configure dos-protect acl-expire on page 412

configure dos-protect interval on page 413

configure dos-protect trusted ports on page 413

configure dos-protect type I13-protect alert-threshold on page 414
configure dos-protect type I13-protect notify-threshold on page 415
configure dotlp type on page 416

configure eaps add control vlan on page 418

configure eaps add protected vlan on page 419

configure eaps cfm on page 420

configure eaps config-warnings off on page 421

configure eaps config-warnings on on page 422

configure eaps delete control vian on page 423

configure eaps delete protected vlan on page 424

configure eaps failtime expiry-action on page 425

configure eaps failtime on page 426

configure eaps fast-convergence on page 427

configure eaps hello-pdu-egress on page 428

configure eaps hellotime on page 429

configure eaps mode on page 431

configure eaps multicast add-ring-ports on page 432

configure eaps multicast send-igmp-query on page 433

configure eaps multicast temporary-flooding duration on page 434
configure eaps multicast temporary-flooding on page 435
configure eaps name on page 436

configure eaps port on page 437

configure eaps priority on page 439

configure eaps shared-port common-path-timers on page 440
configure eaps shared-port link-id on page 441
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configure eaps shared-port mode on page 442

configure eaps shared-port segment-timers expiry-action on page 443
configure eaps shared-port segment-timers health-interval on page 444
configure eaps shared-port segment-timers timeout on page 445
configure edp advertisement-interval on page 446

configure elrp-client dynamic-vlans on page 447

configure elrp-client dynamic-vlans action on page 448

configure elrp-client dynamic-vlans client/uplink ports/remote-endpoints vxlan
on page 450

configure elrp-client disable ports on page 451
configure elrp-client hardware-assist on page 452
configure elrp-client inter-vlan-loop-detection on page 453
configure elrp-client one-shot on page 454
configure elrp-client periodic on page 456
configure elsm ports hellotime on page 458
configure elsm ports hold-threshold on page 459
configure elsm ports uptimer-threshold on page 461
configure erps add control vian on page 461
configure erps add protected vlan on page 462
configure erps control-mac on page 463
configure erps cfm port group on page 464
configure erps cfm protection group on page 465
configure erps delete control vilan on page 466
configure erps delete protected vlan on page 467
configure erps dynamic-state on page 468
configure erps name on page 469

configure erps neighbor port on page 470
configure erps notify-topology-change on page 470
configure erps protection-port on page 471
configure erps revert on page 472

configure erps ring-ports east | west on page 473
configure erps subring-mode on page 474
configure erps sub-ring on page 475

configure erps timer guard on page 475
configure erps timer hold-off on page 476
configure erps timer periodic on page 477
configure erps timer wait-to-block on page 478
configure erps timer wait-to-restore on page 479
configure erps topology-change on page 480
configure esrp add elrp-poll ports on page 480
configure esrp add master on page 481

configure esrp add member on page 482
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configure esrp add track-environment on page 483
configure esrp add track-iproute on page 484
configure esrp add track-ping on page 485

configure esrp add track-vlan on page 487

configure esrp aware add selective-forward-ports on page 488
configure esrp aware delete selective-forward-ports on page 489
configure esrp delete elrp-poll ports on page 490
configure esrp delete master on page 490

configure esrp delete member on page 491

configure esrp delete track-environment on page 492
configure esrp delete track-iproute on page 493
configure esrp delete track-ping on page 494
configure esrp delete track-vlan on page 495

configure esrp domain-id on page 495

configure esrp election-policy on page 496

configure esrp elrp-master-poll disable on page 500
configure esrp elrp-master-poll enable on page 501
configure esrp elrp-premaster-poll disable on page 502
configure esrp elrp-premaster-poll enable on page 503
configure esrp group on page 504

configure esrp mode on page 505

configure esrp name on page 506

configure esrp ports mode on page 507

configure esrp ports no-restart on page 508

configure esrp ports restart on page 509

configure esrp ports weight on page 510

configure esrp priority on page 511

configure esrp timer hello on page 512

configure esrp timer neighbor on page 513

configure esrp timer neutral on page 514

configure esrp timer premaster on page 515

configure esrp timer restart on page 516

configure failsafe-account on page 517

configure fabric attach management-vlan on page 519
configure fabric attach management-vlan ports on page 520
configure fabric attach ports on page 521

configure fabric attach port authentication on page 522
configure fabric attach uplink on page 523

configure fabric attach zero-touch-client on page 525
configure fdb agingtime on page 526

configure fdb mac-tracking ports on page 527
configure fdb static-mac-move packets on page 528
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configure fdb vlan vxlan on page 529

configure flow-redirect add nexthop on page 530

configure flow-redirect delete nexthop on page 531

configure flow-redirect health-check on page 532

configure flow-redirect nexthop on page 533

configure flow-redirect no-active on page 534

configure flow-redirect vr on page 535

configure forwarding internal-tables on page 536

configure forwarding flow-control fabric on page 538

configure forwarding hash-algorithm on page 539

configure forwarding hash-recursion-level on page 540

configure forwarding ipmc compression on page 541

configure forwarding ipmc local-network-range on page 542
configure forwarding ipmc lookup-key on page 543

configure forwarding L2-protocol fast-convergence on page 544
configure forwarding rate-limit overhead-bytes on page 545
configure forwarding sharing on page 546

configure forwarding suppression filters on page 548

configure forwarding switching-mode on page 549

configure forwarding vpex ipmc replication on page 550

configure forwarding vpex vlan-port-filter on page 551

configure identity-management role on page 552

configure identity-management role-based-vlan on page 553
configure identity-management access-list on page 554

configure identity-management blacklist on page 555

configure identity-management database memory-size on page 557
configure identity-management detection on page 558

configure identity-management greylist on page 560

configure identity-management kerberos snooping aging time on page 561
configure identity-management kerberos snooping force-aging time
on page 562

configure identity-management kerberos snooping forwarding on page 563
configure identity-management kerberos snooping server on page 564
configure identity-management list-precedence on page 565
configure identity-management ports on page 566

configure identity-management role add child-role on page 568
configure identity-management role add dynamic-rule on page 569
configure identity-management role add policy on page 570
configure identity-management role delete child-role on page 571
configure identity-management role delete dynamic-rule on page 572
configure identity-management role delete policy on page 572
configure identity-management role match-criteria inheritance on page 573
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configure identity-management role priority on page 575
configure identity-management stale-entry aging-time on page 576
configure identity-management whitelist on page 578

configure cli idle-timeout on page 580

configure igmp on page 581

configure igmp router-alert receive-required on page 582
configure igmp router-alert transmit on page 583

configure igmp snooping filters on page 584

configure igmp snooping flood-list on page 585

configure igmp snooping leave-timeout on page 587

configure igmp snooping timer on page 588

configure igmp snooping vlan ports add dynamic group on page 590
configure igmp snooping vlan ports add static group on page 591
configure igmp snooping vlan ports add static router on page 593
configure igmp snooping vlan ports delete static group on page 593
configure igmp snhooping vlan ports delete static router on page 594
configure igmp snooping vlan ports filter on page 595

configure igmp snooping vlan ports set join-limit on page 597
configure igmp ssm-map add on page 598

configure igmp ssm-map delete on page 599

configure inline-power classification on page 600

configure inline-power detection ports on page 602

configure inline-power disconnect-precedence on page 604
configure inline-power label ports on page 606

configure inline-power operator-limit ports on page 608
configure inline-power priority ports on page 611

configure inline-power usage-threshold on page 613

configure ip anycast mac on page 615

configure ip nat add vlan on page 616

configure ip nat aging-time on page 617

configure ip nat delete vlan on page 618

configure ip nat rule destination on page 619

configure ip nat rule destination protocol on page 620

configure ip nat rule egress on page 621

configure ip nat rule monitor on page 622

configure ip nat rule name on page 623

configure ip nat rule source on page 624

configure iparp add proxy on page 625

configure iparp add on page 627

configure iparp delete proxy on page 627

configure iparp delete on page 628

configure ip-arp fast-convergence on page 629

ExtremeXOS® Command Reference Guide for version 31.3

29



ExtremeXOS Commands

configure iparp locktime on page 631

configure iparp max_entries on page 631

configure iparp max_pending_entries on page 633
configure iparp max_proxy_entries on page 633

configure iparp proxy reachable | entry-required on page 634
configure iparp reachable-time on page 636

configure iparp retransmit-time on page 636

configure iparp timeout on page 637

configure ip-fix domain on page 638

configure ip-fix flow-key ipv4 on page 639

configure ip-fix flow-key ipv6 on page 640

configure ip-fix flow-key nonip on page 641

configure ip-fix ip-address on page 642

configure ip-fix ports flow-key ipv4 mask ipaddress on page 643
configure ip-fix ports flow-key ipv6 mask ipaddress on page 644
configure ip-fix ports record on page 645

configure ip-fix ports on page 646

configure ip-fix source ip-address on page 647

configure ipforwarding originated-packets on page 648
configure ipmcforwarding on page 649

configure ipmroute add on page 650

configure ipmroute delete on page 651

configure ip-mtu vlian on page 652

configure iproute add blackhole ipv4 default on page 653
configure iproute add blackhole ipv6 default on page 654
configure iproute add blackhole on page 655

configure iproute add default on page 656

configure iproute add (IPv4) on page 657

configure iproute add (IPV6) on page 659

configure iproute add Isp on page 661

configure iproute add (Multicast) on page 662

configure iproute add protection on page 663

configure iproute delete on page 665

configure iproute delete blackhole on page 666

configure iproute delete blackhole ipv4 default on page 667
configure iproute delete blackhole ipv6 default on page 668
configure iproute delete default on page 669

configure iproute ipv6 priority on page 670

configure iproute priority on page 672

configure iproute reserved-entries on page 674

configure iproute protection ping interval on page 676
configure iproute sharing hash-algorithm crc on page 677
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configure iproute sharing hash-method custom on page 679

configure iproute sharing max-gateways on page 680

configure ip-security anomaly-protection icmp ipv4-max-size on page 682
configure ip-security anomaly-protection icmp ipv6-max-size on page 683
configure ip-security anomaly-protection notify cache on page 683
configure ip-security anomaly-protection notify rate limit on page 684
configure ip-security anomaly-protection notify rate window on page 685
configure ip-security anomaly-protection notify trigger off on page 686
configure ip-security anomaly-protection notify trigger on on page 687
configure ip-security anomaly-protection tcp on page 687

configure ip-security dhcp-bindings add on page 688

configure ip-security dhcp-bindings delete on page 689

configure ip-security dhcp-bindings storage filename on page 690
configure ip-security dhcp-bindings storage location on page 691
configure ip-security dhcp-bindings storage on page 692

configure ip-security dhcp-snooping information check on page 693
configure ip-security dhcp-snooping information circuit-id port-information port
oh page 694

configure ip-security dhcp-snooping information circuit-id vlan-information
on page 695

configure ip-security dhcp-snooping information option on page 696
configure ip-security dhcp-snooping information policy on page 697
configure ip-security dhcp-snooping information remote-id on page 698
configure ipv6 dad on page 699

configure ipv6 hop-limit on page 700

configure igagent http-proxy on page 701

configure igagent server on page 702

configure irdp on page 703

configure isis add vlan on page 704

configure isis area add area-address on page 705

configure isis area add summary-address on page 706

configure isis area area-password on page 707

configure isis area delete area-address on page 708

configure isis area delete summary-address on page 709

configure isis area domain-password on page 710

configure isis area interlevel-filter level 1-to-2 on page 711

configure isis area interlevel-filter level 2-to-1 on page 712

configure isis area is-type level on page 713

configure isis area metric-style on page 714

configure isis area overload-bit on-startup on page 716

configure isis area system-id on page 717

configure isis area timer Isp-gen-interval on page 718
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configure isis area timer Isp-refresh-interval on page 719
configure isis area timer max-Isp-lifetime on page 720
configure isis area timer restart on page 721
configure isis area timer spf-interval on page 722
configure isis area topology-mode on page 722
configure isis circuit-type on page 724

configure isis delete vlan on page 725

configure isis hello-multiplier on page 726

configure isis import-policy on page 727

configure isis link-type on page 728

configure isis mesh on page 729

configure isis metric on page 730

configure isis password vlan on page 731

configure isis priority on page 732

configure isis restart grace-period on page 733
configure isis restart on page 733

configure isis timer csnp-interval on page 735
configure isis timer hello-interval on page 735
configure isis timer Isp-interval on page 736
configure isis timer restart-hello-interval on page 737
configure isis timer retransmit-interval on page 738
configure isis wide-metric on page 739

configure jumbo-frame-size on page 740

configure keychain accept-tolerance on page 741
configure keychain add key on page 742

configure keychain delete key on page 743

configure keychain key active-lifetime on page 744
configure keychain key hash-altorithm on page 745
configure 12pt profile add profile on page 746
configure 12pt profile delete profile on page 748
configure 12vpn add peer on page 749

configure 12vpn add service on page 751

configure 12vpn delete peer on page 752

configure 12vpn delete service on page 753
configure 12vpn health-check vccv on page 754
configure 12vpn peer mpls Isp on page 755

configure 12vpn peer on page 757

configure 12vpn vpls add peer ipaddress on page 758
configure vpls add service on page 759

configure 12vpn vpls peer static-pw on page 761
configure 12vpn vpls redundancy on page 762
configure 12vpn vpws add peer ipaddress on page 763
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configure 12vpn vpws peer static-pw on page 765

configure 12vpn on page 766

configure lacp member-port priority on page 767

configure ldap domain on page 769

configure Idap domain add server on page 769

configure Idap domain base-dn on page 771

configure ldap domain bind-user on page 772

configure Idap domain delete server on page 773

configure ldap domain netlogin on page 775

configure ldap hierarchical-search-oid on page 776

configure lldp management-address on page 777

configure lldp med fast-start repeat-count on page 778

configure lldp ports dcbx add application on page 779

configure lldp ports dcbx delete application on page 781

configure lldp ports management-address on page 782

configure lldp ports port-description on page 783

configure lldp ports system-capabilities on page 784

configure lldp ports system-description on page 785

configure lldp ports system-name on page 786

configure lldp ports vendor-specific avaya-extreme call-server on page 787
configure lldp ports vendor-specific avaya-extreme dotlg-framing on page 788
configure lldp ports vendor-specific avaya-extreme file-server on page 789
configure lldp ports vendor-specific avaya-extreme poe-conservation-request
onh page 790

configure lldp ports vendor-specific dcbx on page 791

configure lldp ports vendor-specific dotl port-protocol-vlian-ID on page 792
configure lldp ports vendor-specific dot1 port-vlan-ID on page 794
configure lldp ports vendor-specific dotl vlan-name on page 795

configure lldp ports vendor-specific dot3 link-aggregation on page 796
configure lldp ports vendor-specific dot3 mac-phy on page 797

configure lldp ports vendor-specific dot3 max-frame-size on page 798
configure lldp ports vendor-specific dot3 power-via-mdi on page 799
configure lldp ports vendor-specific med capabilities on page 800
configure lldp ports vendor-specific med location-identification on page 802
configure lldp ports vendor-specific med policy application on page 803
configure lldp ports vendor-specific med power-via-mdi on page 805
configure lldp reinitialize-delay on page 807

configure lldp snmp-notification-interval on page 808

configure lldp transmit-delay on page 808

configure lldp transmit-hold on page 809

configure lldp transmit-interval on page 810

configure log display on page 811
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configure log filter events on page 812

configure log filter events match on page 815

configure log messages privilege on page 819

configure log target filter on page 819

configure log target format on page 822

configure log target match on page 826

configure log target memory-buffer alert percent-full on page 828
configure log target severity on page 829

configure log target syslog on page 830

configure log target upm filter on page 832

configure log target upm match on page 833

configure log target xml-notification filter on page 834
configure mac-lockdown-timeout ports aging-time on page 835
configure mac-locking ports first-arrival aging on page 836
configure mac-locking ports first-arrival limit-learning on page 837
configure mac-locking ports first-arrival link-down-action on page 838
configure mac-locking ports first-arrival move-to-static on page 838
configure mac-locking ports learn-limit-action on page 839
configure mac-locking ports log on page 840

configure mac-locking ports static delete station on page 841
configure mac-locking ports static limit-learning on page 842
configure mac-locking ports static on page 843

configure mac-locking ports trap on page 844

configure macsec cipher-suite on page 845

configure macsec connectivity-association on page 847
configure macsec hw-mode on page 849

configure macsec include-sci on page 851

configure macsec initialize ports on page 853

configure macsec mka actor-priority on page 854

configure macsec replay-protect on page 856

configure mcast ipv4 cache timeout on page 858

configure mcast ipv6 cache timeout on page 859

configure meter on page 860

configure mirror add on page 862

configure mirror add ports anomaly on page 864

configure mirror control_index on page 865

configure mirror delete on page 866

configure mirror description on page 867

configure mirror name on page 867

configure mirror to on page 868

configure mirror to remote-ip delete on page 871

configure mirror to remote-ip protocol-type on page 872
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configure mlag peer alternate ipaddress on page 873

configure mlag peer authentication on page 875

configure mlag peer interval on page 877

configure mlag peer ipaddress on page 877

configure mlag peer lacp-mac on page 878

configure mlag peer name on page 879

configure mlag ports convergence-control on page 881
configure mlag ports link-up-isolation on page 882

configure mlag ports reload-delay on page 883

configure mlag ports reload-interval on page 883

configure mld on page 884

configure mld snooping fast-learning on page 886

configure mld snooping filters on page 887

configure mld snooping flood-list on page 887

configure mld snooping leave-timeout on page 889

configure mld snooping timer on page 890

configure mld snooping vlan ports add dynamic group on page 892
configure mld snooping vlan ports add static group on page 893
configure mld snooping vlan ports add static router on page 894
configure mld snooping vlan ports delete static group on page 894
configure mld snooping vlan ports delete static router on page 895
configure mld snooping vlan ports filter on page 896

configure mld snooping vlan ports join-limit on page 898
configure mld ssm-map add on page 899

configure mld ssm-map delete on page 900

configure mpls add vlan on page 901

configure mpls delete vlan on page 902

configure mpls exp examination on page 903

configure mpls exp replacement on page 903

configure mpls labels max-static on page 904

configure mpls Idp advertise on page 906

configure mpls Idp loop-detection on page 907

configure mpls Idp timers on page 908

configure mpls Isr-id on page 910

configure mpls rsvp-te bandwidth committed-rate on page 911
configure mpls rsvp-te Isp add path on page 912

configure mpls rsvp-te Isp change on page 914

configure mpls rsvp-te Isp delete path on page 915

configure mpls rsvp-te Isp fast-reroute on page 915

configure mpls rsvp-te Isp path use profile on page 916
configure mpls rsvp-te Isp transport on page 917

configure mpls rsvp-te metric on page 919
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configure mpls rsvp-te path add ero on page 919
configure mpls rsvp-te path delete ero on page 921
configure mpls rsvp-te profile (fast-reroute) on page 922
configure mpls rsvp-te profile on page 924

configure mpls rsvp-te timers Isp rapid-retry on page 927
configure mpls rsvp-te timers Isp standard-retry on page 928
configure mpls rsvp-te timers session on page 930
configure mpls static Isp transport on page 932
configure mpls static Isp on page 933

configure mrp ports timers on page 934

configure msdp as-display-format on page 936
configure msdp max-rejected-cache on page 937
configure msdp originator-id on page 938

configure msdp peer default-peer on page 939
configure msdp peer description on page 940

configure msdp peer mesh-group on page 941

configure msdp peer no-default-peer on page 942
configure msdp peer password on page 943

configure msdp peer sa-filter on page 945

configure msdp peer sa-limit on page 946

configure msdp peer source-interface on page 947
configure msdp peer timer on page 948

configure msdp peer ttl-threshold on page 949
configure msdp sa-cache-server on page 950

configure msrp latency-max-frame-size on page 951
configure msrp ports sr-pvid on page 952

configure msrp ports traffic-class delta-bandwidth on page 953
configure msrp sharing on page 954

configure msrp timers first-value-change-recovery on page 955
configure mstp format on page 956

configure mstp region on page 957

configure mstp revision on page 959

configure mvr add receiver on page 960

configure mvr add vlan on page 961

configure mvr delete receiver on page 961

configure mvr delete vlan on page 962

configure mvr mvr-address on page 963

configure mvr static group on page 964

configure mvrp stpd on page 965

configure mvrp tag ports registration on page 966
configure mvrp tag ports transmit on page 967
configure mvrp vlan auto-creation on page 968
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configure mvrp vlan registration on page 969

configure neighbor-discovery cache add on page 970
configure neighbor-discovery cache delete on page 971
configure neighbor-discovery cache locktime on page 971
configure neighbor-discovery cache max_entries on page 972
configure neighbor-discovery cache max_pending_entries on page 973
configure neighbor-discovery cache reachable-time on page 974
configure neighbor-discovery cache retransmit-time on page 975
configure neighbor-discovery cache timeout on page 976
configure netlogin add mac-list on page 976

configure netlogin add proxy-port on page 978

configure netlogin agingtime on page 979

configure netlogin allowed-refresh-failures on page 979
configure netlogin authentication database-order on page 980
configure netlogin authentication failure vlan on page 981
configure netlogin authentication protocol-order on page 982
configure netlogin authentication service-unavailable vlan on page 984
configure netlogin banner on page 985

configure netlogin base-url on page 986

configure netlogin delete mac-list on page 987

configure netlogin delete proxy-port on page 988

configure netlogin dotlx eapol-transmit-version on page 989
configure netlogin dotl1x guest-vlan on page 989

configure netlogin dotlx tag-eapol on page 991

configure netlogin dotlx timers on page 992

configure netlogin dynamic-vlan on page 994

configure netlogin dynamic-vlan uplink-ports on page 996
configure netlogin idle-timeout on page 998

configure netlogin local-user security-profile on page 998
configure netlogin local-user on page 999

configure netlogin mac timers reauth-period on page 1001
configure netlogin mac username case on page 1002
configure netlogin mac username format on page 1003
configure netlogin move-fail-action on page 1004

configure netlogin port allow egress-traffic on page 1005
configure netlogin ports on page 1006

configure netlogin ports mode on page 1008

configure netlogin ports no-restart on page 1011

configure netlogin ports restart on page 1012

configure netlogin redirect-page on page 1013

configure netlogin session-refresh on page 1014

configure netlogin session-timeout on page 1015
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configure netlogin trap on page 1016

configure netlogin vlian on page 1017

configure network-clock gptp bmca on page 1018

configure network-clock gptp default-set on page 1019
configure network-clock gptp ports announce on page 1020
configure network-clock gptp ports peer-delay on page 1021
configure network-clock gptp ports sync on page 1023
configure network-clock gptp slave-port on page 1024
configure network-clock clock-source input on page 1026
configure network-clock clock-source output on page 1026
configure network-clock ptp add unicast-master on page 1027
configure network-clock ptp announce interval on page 1029
configure network-clock ptp boundary delete unicast-slave on page 1030
configure network-clock ptp boundary add vlan on page 1031
configure network-clock ptp delay-request-interval on page 1032
configure network-clock ptp boundary add unicast-slave on page 1033
configure network-clock ptp announce timeout on page 1034
configure network-clock ptp delete on page 1036

configure network-clock ptp delete unicast-master on page 1037
configure network-clock ptp end-to-end transparent on page 1038
configure network-clock ptp ordinary add on page 1039
configure network-clock ptp (priority) on page 1040

configure network-clock ptp sync-interval on page 1041
configure network-clock sync-e on page 1042

configure network-clock sync-e clock-source on page 1043
configure nodealias ports on page 1044

configure ntp key trusted/not-trusted on page 1045

configure ntp local-clock none on page 1046

configure ntp local-clock stratum on page 1047

configure ntp restrict-list on page 1048

configure ntp server/peer add on page 1049

configure ntp server/peer delete on page 1050

configure ospf bfd on page 1050

configure ospf add virtual-link on page 1051

configure ospf add vlan area on page 1052

configure ospf add vlan area link-type on page 1053

configure ospf area add range on page 1054

configure ospf area delete range on page 1055

configure ospf area external-filter on page 1056

configure ospf area interarea-filter on page 1057

configure ospf area normal on page 1057

configure ospf area nssa stub-default-cost on page 1058
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configure ospf area stub stub-default-cost on page 1059
configure ospf area timer on page 1060

configure ospf ase-limit on page 1062

configure ospf ase-summary add on page 1063
configure ospf ase-summary delete on page 1064
configure ospf authentication on page 1064
configure ospf cost on page 1066

configure ospf delete virtual-link on page 1067
configure ospf delete vlan on page 1067
configure ospf import-policy on page 1068
configure ospf Isa-batch-interval on page 1069
configure ospf metric-table on page 1070
configure ospf priority on page 1071

configure ospf restart grace-period on page 1072
configure ospf restart on page 1073

configure ospf restart-helper on page 1074
configure ospf routerid on page 1075

configure ospf spf-hold-time on page 1076
configure ospf virtual-link timer on page 1077
configure ospf vlan area on page 1078

configure ospf vlan neighbor add on page 1079
configure ospf vlan neighbor delete on page 1080
configure ospf vlan timer on page 1081

configure ospfv3 add interface all on page 1082
configure ospfv3 add interface on page 1083
configure ospfv3 add virtual-link on page 1084
configure ospfv3 area add range on page 1085
configure ospfv3 area cost on page 1086
configure ospfv3 area delete range on page 1087
configure ospfv3 area external-filter on page 1088
configure ospfv3 area interarea-filter on page 1090
configure ospfv3 area normal on page 1091
configure ospfv3 area nssa on page 1092
configure ospfv3 area priority on page 1093
configure ospfv3 area stub on page 1094
configure ospfv3 area timer on page 1095
configure ospfv3 authentication (Authentication Trailer) on page 1096
configure ospfv3 authentication (IPsec) on page 1097
configure ospfv3 bfd on page 1099

configure ospfv3 delete interface on page 1099
configure ospfv3 delete virtual-link on page 1100
configure ospfv3 import-policy on page 1101
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configure ospfv3 interface area on page 1102
configure ospfv3 interface cost on page 1103
configure ospfv3 interface priority on page 1104
configure ospfv3 interface timer on page 1105
configure ospfv3 Isa-batch-interval on page 1107
configure ospfv3 metric-table on page 1108
configure ospfv3 restart on page 1110

configure ospfv3 restart grace-period on page 1110
configure ospfv3 restart-helper on page 1111
configure ospfv3 routerid on page 1113
configure ospfv3 spf-hold-time on page 1114

configure ospfv3 virtual-link authentication (Authentication Trailer)
on page 1115

configure ospfv3 virtual-link authentication (IPsec) on page 1116
configure ospfv3 virtual-link restart-helper on page 1117

configure ospfv3 virtual-link timer on page 1119

configure pim add vlan on page 1120

configure pim anycast-rp on page 1121

configure pim border on page 1123

configure pim cbsr on page 1124

configure pim crp static on page 1125

configure pim crp timer on page 1126

configure pim crp vlan on page 1127

configure pim delete vlian on page 1128

configure pim dense-neighbor-check on page 1129

configure pim dr-priority on page 1130

configure pim iproute sharing hash on page 1131

configure pim register-policy on page 1132

configure pim register-policy rp on page 1133

configure pim register-rate-limit-interval on page 1134

configure pim register-suppress-interval register-probe-interval on page 1135
configure pim snooping sgrpt-prune on page 1136

configure pim shutdown-priority on page 1136

configure pim spt-threshold on page 1137

configure pim ssm range on page 1138

configure pim state-refresh timer origination-interval on page 1140
configure pim state-refresh timer source-active-timer on page 1141
configure pim state-refresh ttl on page 1141

configure pim state-refresh on page 1142

configure pim timer vlan on page 1143

configure pim vlan trusted-gateway on page 1144

configure policy access-list on page 1145
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configure policy autoclear on page 1146

configure policy app-signature group name pattern on page 1148
configure policy app-signature minimum-ttl on page 1149
configure policy captive-portal on page 1150

configure policy captive-portal listening on page 1151
configure policy captive-portal rule-use on page 1152
configure policy convergence-endpoint on page 1153
configure policy convergence-endpoint clear on page 1153
configure policy convergence-endpoint index on page 1154
configure policy convergence-endpoint ports on page 1155
configure policy invalid action on page 1156

configure policy maptable on page 1157

configure policy port on page 1158

configure policy profile on page 1158

configure policy resource-profile on page 1161

configure policy rule on page 1163

configure policy rule admin-profile on page 1166
configure policy rule-model on page 1167

configure policy slices shared on page 1168

configure policy slices tci-overwrite on page 1169
configure policy syslog on page 1170

configure policy vlanauthorization on page 1171

configure policy vlanauthorization port on page 1172
configure port description-string on page 1173

configure port ethertype on page 1174

configure port reflective-relay on page 1175

configure port shared-packet-buffer on page 1176
configure ports on page 1177

configure ports auto off on page 1178

configure ports auto on on page 1179

configure ports auto-polarity on page 1181

configure ports ddmi on page 1182

configure ports display-string on page 1183

configure ports dotlp on page 1184

configure ports dwdm channel none on page 1185
configure ports dwdm channel on page 1186

configure ports eee on page 1188

configure ports forward-error-correction on page 1189
configure ports isolation on page 1190

configure ports 12pt profile on page 1191

configure ports link-flap-detection action on page 1192
configure ports link-flap-detection interval threshold disable-time on page 1193
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configure ports link-flap-detection on page 1195
configure ports link-scan interval on page 1196
configure ports monitor vlian on page 1197

configure ports partition on page 1198

configure ports partition-template on page 1200
configure ports preferred-medium on page 1202
configure ports protocol filter on page 1203

configure ports qosprofile on page 1204

configure ports rate-limit egress on page 1205

configure ports rate-limit flood on page 1206

configure ports redundant on page 1208

configure ports vlan on page 1209

configure power monitor on page 1212

configure private-vlan add network on page 1213
configure private-vlan add subscriber on page 1214
configure private-vlan delete on page 1215

configure protocol add on page 1216

configure process group other cpu-limit on page 1217
configure process group other memory-limit on page 1218
configure protocol delete on page 1220

configure protocol filter on page 1221

configure gosprofile on page 1222

configure gosprofile weight on page 1226

configure gosprofile wred on page 1227

configure qosprofile egress wred ecn on page 1229
configure gosscheduler weighted-deficit-round-robin on page 1230
configure radius algorithm on page 1231

configure radius retries on page 1232

configure radius server client-ip on page 1233

configure radius shared-secret on page 1235

configure radius timeout on page 1236

configure radius-accounting retries on page 1238
configure radius-accounting server client-ip on page 1238
configure radius-accounting shared-secret on page 1240
configure radius-accounting timeout on page 1242
configure radius dynamic-authorization server client-ip on page 1243
configure rip add vlan on page 1245

configure rip delete vlan on page 1245

configure rip garbagetime on page 1246

configure rip import-policy on page 1247

configure rip routetimeout on page 1248

configure rip updatetime on page 1249
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configure rip vlan cost on page 1249

configure rip vlan route-policy on page 1250

configure rip vlan rxmode on page 1251

configure rip vlan trusted-gateway on page 1252

configure rip vlan txmode on page 1253

configure ripng add on page 1254

configure ripng cost on page 1255

configure ripng delete on page 1256

configure ripng garbagetime on page 1257

configure ripng import-policy on page 1257

configure ripng route-policy on page 1258

configure ripng routetimeout on page 1260

configure ripng trusted-gateway on page 1261

configure ripng updatetime on page 1262

configure switch safe-default-script on page 1262
configure security fips-mode on page 1264

configure security python on page 1265

configure sflow agent ipaddress on page 1265

configure sflow collector ipaddress on page 1266
configure sflow max-cpu-sample-limit on page 1267
configure sflow poll-interval on page 1269

configure sflow ports sample-rate on page 1269

configure sflow sample-rate on page 1270

configure sharing add ports on page 1271

configure sharing address-based custom on page 1273
configure sharing address-based custom hash-seed on page 1274
configure sharing algorithm on page 1276

configure sharing delete ports on page 1277

configure sharing distribution-mode on page 1278
configure sharing health-check member-port add tcp-tracking on page 1279
configure sharing health-check member-port delete tcp-tracking on page 1280
configure sharing health-check member-port tcp-tracking on page 1281
configure sharing lacp activity-mode on page 1282
configure sharing lacp defaulted-state-action on page 1283
configure sharing lacp fallback on page 1284

configure sharing lacp fallback timeout on page 1286
configure sharing lacp system-priority on page 1287
configure sharing lacp timeout on page 1288

configure sharing minimum-active on page 1289

configure sharing port-based key on page 1290

configure slot description on page 1291

configure slot module on page 1292
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configure slot restart-limit on page 1293

configure slpp guard ethertype on page 1294
configure slpp guard recovery-timeout on page 1295
configure snmp access-profile on page 1296
configure snmp add community on page 1298
configure snmp add notification-log on page 1300
configure snmp add trapreceiver on page 1301
configure snmp delete community on page 1302
configure snmp delete notification-log on page 1304
configure snmp delete trapreceiver on page 1304
configure snmp ifmibifalias size on page 1306
configure snmp notification-log filter-profile-name on page 1307
configure snmp notification-log on page 1308
configure snmp sysContact on page 1309

configure snmp sysLocation on page 1310

configure snmp sysName on page 1311

configure snmp traps batch-delay bfd on page 1312
configure snmpv3 add access on page 1313
configure snmpv3 add community on page 1315
configure snmpv3 add filter on page 1316

configure snmpv3 add filter-profile on page 1318
configure snmpv3 add group user on page 1319
configure snmpv3 add mib-view on page 1320
configure snmpv3 add notify on page 1321

configure snmpv3 add target-addr on page 1323
configure snmpv3 add target-params on page 1325
configure snmpv3 add user on page 1326

configure snmpv3 add user clone-from on page 1328
configure snmpv3 delete access on page 1330
configure snmpv3 delete community on page 1331
configure snmpv3 delete filter on page 1332
configure snmpv3 delete filter-profile on page 1333
configure snmpv3 delete group user on page 1334
configure snmpv3 delete mib-view on page 1336
configure snmpv3 delete notify on page 1337
configure snmpv3 delete target-addr on page 1338
configure snmpv3 delete target-params on page 1339
configure snmpv3 delete user on page 1339
configure snmpv3 engine-boots on page 1341
configure snmpv3 engine-id on page 1341

configure snmpv3 target-addr retry on page 1342
configure snmpv3 target-addr timeout on page 1343
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configure sntp-client on page 1344

configure sntp-client update-interval on page 1345
configure ssh2 access-profile on page 1346
configure ssh2 dh-group on page 1348

configure ssh2 disable cipher mac on page 1349
configure ssh2 disable pk-alg on page 1350
configure ssh2 enable cipher mac on page 1351
configure ssh2 enable pk-alg on page 1352

configure ssh2 idletimeout on page 1353

configure ssh2 key on page 1354

configure ssh2 login-grace-timeout on page 1356
configure ssh2 rekey on page 1356

configure ssh2 secure-mode on page 1357

configure sshd2 user-key add user on page 1359
configure sshd2 user-key delete user on page 1360
configure ssl certificate hash-algorithm on page 1360
configure ssl certificate pregenerated on page 1361
configure ssl certificate privkeylen on page 1363
configure ssl csr on page 1364

configure ssl privkey pregenerated on page 1366
configure stack-ports debounce time on page 1367
configure stacking alternate-ip-address on page 1368
configure stacking easy-setup on page 1370
configure stacking license-level on page 1372
configure stacking mac-address on page 1374
configure stacking master-capability on page 1375
configure stacking node-address on page 1377
configure stacking priority on page 1378

configure stacking redundancy on page 1379
configure stacking slot-number automatic on page 1381
configure stacking-support auto-discovery on page 1382
configure stacking-support stack-ports on page 1383
configure stpd add vlan on page 1387

configure stpd backup-root on page 1390

configure stpd bpdu-forwarding on page 1391
configure stpd default-encapsulation on page 1392
configure stpd delete vlan on page 1394

configure stpd description on page 1395

configure stpd filter-method on page 1396

configure stpd flush-method on page 1397

configure stpd forwarddelay on page 1398

configure stpd hellotime on page 1399
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configure stpd loop-protect event-threshold on page 1400
configure stpd loop-protect event-window on page 1401
configure stpd maxage on page 1401

configure stpd max-hop-count on page 1402

configure stpd mode on page 1404

configure stpd multicast send-query on page 1405
configure stpd ports active-role disable on page 1406
configure stpd ports active-role enable on page 1407
configure stpd ports auto-edge on page 1408

configure stpd ports bpdu-restrict on page 1409
configure stpd ports cost on page 1410

configure stpd ports edge-safeguard disable on page 1412
configure stpd ports edge-safeguard enable on page 1413
configure stpd ports link-type on page 1415

configure stpd ports loop-protect on page 1418
configure stpd ports loop-protect partner on page 1418
configure stpd ports mode on page 1419

configure stpd ports port-priority on page 1421
configure stpd ports priority on page 1422

configure stpd ports reflection-bpdu on page 1424
configure stpd ports restricted-role disable on page 1425
configure stpd ports restricted-role enable on page 1426
configure stpd ports restricted-tcn on page 1427
configure stpd priority on page 1428

configure stpd priority-mode on page 1429

configure stpd tag on page 1430

configure stpd trap new-root on page 1431

configure stpd trap topology-change on page 1432
configure stpd tx-hold-count on page 1433

configure switch boot-menu delay on page 1434
configure switch integrity-check image on page 1434
configure sys-health-check all level on page 1435
configure syslog add on page 1438

configure syslog tls cipher on page 1439

configure syslog tls ocsp on page 1440

configure syslog tls tcp-user-timeout on page 1441
configure syslog delete on page 1442

configure syslog reference-identifier on page 1444
configure system ports notation on page 1445

configure sys-recovery-level switch on page 1446
configure sys-recovery-level on page 1448

configure tacacs priv-lvl on page 1449
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configure tacacs server client-ip on page 1450

configure tacacs shared-secret on page 1451

configure tacacs timeout on page 1452

configure tacacs-accounting server on page 1453
configure tacacs-accounting shared-secret on page 1454
configure tacacs-accounting timeout on page 1455
configure tech-support add collector on page 1456
configure tech-support collector on page 1458

configure tech-support collector data-set on page 1459
configure tech-support collector frequency error-detected on page 1460
configure tech-support collector report on page 1462
configure tech-support delete collector on page 1463
configure telnet access-profile on page 1464

configure telnet port on page 1466

configure telnet vr on page 1467

configure time on page 1468

configure time profile on page 1469

configure timezone on page 1470

configure trusted-ports trust-for dhcp-server on page 1474
configure trusted-servers add server on page 1475
configure trusted-servers delete server on page 1477
configure tunnel ipaddress on page 1478

configure twamp endpoint on page 1479

configure twamp key-id on page 1479

configure twamp reflector on page 1480

configure twamp server on page 1481

configure upm event on page 1482

configure upm profile maximum execution-time on page 1482
configure upm timer after on page 1483

configure upm timer at on page 1484

configure upm timer profile on page 1485

configure virtual-network on page 1486

configure virtual-network add network ports on page 1487
configure virtual-network delete network ports on page 1488
configure virtual-network dynamic on page 1489

configure virtual-network flooding on page 1490

configure virtual-network local endpoint on page 1491
configure virtual-network monitor on page 1492

configure virtual-network multicast group on page 1493
configure virtual-network name on page 1494

configure virtual-network remote-endpoint vxlan ipaddress on page 1495
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configure virtual-network remote-endpoint vxlan ipaddress monitor
oh page 1496

configure virtual-network replication-role on page 1497
configure virtual-network vxlan vni on page 1498

configure vlan add nsi | isid on page 1499

configure vlan add ports on page 1500

configure vlan add ports private-vlan translated on page 1502
configure vlan add ports stpd on page 1503

configure vlan add secondary-ipaddress on page 1506
configure vlan delete nsi | isid on page 1507

configure vlan delete ports on page 1508

configure vlan delete secondary-ipaddress on page 1509
configure vlan description on page 1510

configure vlan dhcp-address-range on page 1511

configure vlan dhcp-lease-timer on page 1512

configure vlan dhcp-options on page 1513

configure vlan dynamic-vlan uplink-ports on page 1514
configure vlan ipaddress on page 1515

configure vlan 12pt profile on page 1518

configure vlan name on page 1519

configure vlan netlogin-lease-timer on page 1520

configure vlan gosprofile on page 1521

configure vlan protocol on page 1522

configure vlan router-discovery add prefix on page 1523
configure vlan router-discovery default-lifetime on page 1524
configure vlan router-discovery delete prefix on page 1525
configure vlan router-discovery link-mtu on page 1525
configure vlan router-discovery managed-config-flag on page 1526
configure vlan router-discovery max-interval on page 1527
configure vlan router-discovery min-interval on page 1528
configure vlan router-discovery other-config-flag on page 1529
configure vlan router-discovery reachable-time on page 1530
configure vlan router-discovery retransmit-time on page 1531
configure vlan router-discovery set prefix on page 1532
configure router-discovery vrrp-lla-only on page 1533
configure vlan subvlan on page 1534

configure vlan subvlan-address-range on page 1535
configure vlan suppress on page 1536

configure vlan tag on page 1537

configure vlan udp-profile on page 1538

configure vlan untagged-ports auto-move on page 1540
configure vlan-translation add loopback-port on page 1542
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configure vlan-translation add member-vlan on page 1543
configure vlan-translation delete loopback-port on page 1543
configure vlan-translation delete member-vian on page 1544
configure vm add | delete ports on page 1545
configure vm add virtual-interface on page 1546
configure vm delete virtual-interface on page 1547
configure vm cpus on page 1548

configure vm disk bus-type on page 1549
configure vimm memory on page 1550

configure vm vnc on page 1551

configure vman add ports on page 1552

configure vman add ports cep on page 1555
configure vman delete ports on page 1557
configure vman ethertype on page 1558

configure vman ports add cvid on page 1559
configure vman ports delete cvid on page 1560
configure vman protocol on page 1561

configure vman tag on page 1562

configure vm-tracking authentication database-order on page 1563
configure vm-tracking blackhole on page 1564
configure vm-tracking local-vm on page 1565
configure vm-tracking nms timeout on page 1566
configure vm-tracking nms on page 1567
configure vm-tracking repository on page 1568
configure vm-tracking timers on page 1569
configure vm-tracking vpp add on page 1570
configure vm-tracking vpp counters on page 1571
configure vm-tracking vpp delete on page 1572
configure vm-tracking vpp vlan-tag on page 1573
configure vpex mlag-id peer on page 1574
configure vpex ports on page 1575

configure vpex ring rebalancing on page 1576
configure vpls on page 1578

configure vpls add peer on page 1579

configure vpls delete peer on page 1581

configure vpls delete service on page 1582
configure vpls health-check vccv on page 1583
configure vpls peer I12pt profile on page 1584
configure vpls peer mpls Isp on page 1586
configure vpls peer on page 1587

configure vpls snmp-vpn-identifier on page 1588
configure vr add ports on page 1589
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configure vr add protocol on page 1590

configure vr delete ports on page 1592

configure vr delete protocol on page 1592

configure vr description on page 1594

configure vr rd on page 1595

configure vr route-target on page 1596

configure vr vpn-id on page 1598

configure vrrp group on page 1599

configure vrrp fabric-routing on page 1600

configure vrrp vlan vrid accept-mode on page 1601
configure vrrp vlan vrid add ipaddress on page 1603
configure vrrp vlan vrid add track-iproute on page 1604
configure vrrp vlan vrid add track-ping on page 1605
configure vrrp vlan vrid add track-vlan on page 1606
configure vrrp vlan vrid add virtual-link-local on page 1607
configure vrrp vlan vrid advertisement-interval on page 1608
configure vrrp vlan vrid delete track-iproute on page 1610
configure vrrp vlan vrid delete track-ping on page 1611
configure vrrp vlan vrid delete track-vlan on page 1612
configure vrrp vlan vrid delete ipaddress on page 1613
configure vrrp vlan vrid dont-preempt on page 1614
configure vrrp vlan vrid host-mobility on page 1615
configure vrrp vlan vrid ipv4 checksum on page 1616
configure vrrp vlan vrid preempt on page 1616
configure vrrp vlan vrid priority on page 1618

configure vrrp vlan vrid track-mode on page 1619
configure vrrp vlan vrid version on page 1620

configure web http access-profile on page 1621
configure xml-notification target add/delete on page 1622
configure xml-notification target on page 1623
configure I12pt encapsulation dest-mac on page 1624

Cp on page 1625

create access-list on page 1628

create access-list network-zone on page 1629

create access-list zone on page 1630

create account on page 1631

create auto-peering bgp on page 1633

create auto-peering ospf on page 1634

create bgp evpn instance on page 1635

create bgp neighbor peer-group on page 1636

create bgp neighbor remote-AS-number on page 1638
create bgp peer-group on page 1640
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create cfm domain dns md-level on page 1641
create cfm domain mac md-level on page 1642
create cfm domain string md-level on page 1643
create cfm segment destination on page 1644
create database on page 1645

create eaps shared-port on page 1646

create eaps on page 1647

create erps ring on page 1648

create esrp on page 1649

create fdb mac-tracking entry on page 1650
create fdb vlan ports on page 1651

create flow-redirect on page 1654

create identity-management role on page 1654
create ip nat rule on page 1658

create isis area on page 1659

create keychain on page 1660

create 12pt profile on page 1661

create 12vpn fec-id-type pseudo-wire on page 1662
create ldap domain on page 1663

create log filter on page 1664

create log message on page 1665

create log target upm on page 1666

create log target xml-notification on page 1667
create macsec connectivity-association on page 1668
create meter on page 1670

create mirror control_index on page 1671

create mirror on page 1672

create mlag peer on page 1674

create mpls rsvp-te path on page 1675

create mpls rsvp-te profile fast-reroute on page 1677
create mpls rsvp-te profile on page 1677

create mpls static Isp on page 1678

create msdp mesh-group on page 1679

create msdp peer on page 1680

create netlogin local-user on page 1681

create network-clock ptp on page 1684

create ntp key on page 1686

create ospf area on page 1687

create ospfv3 area on page 1687

create policy access-list on page 1688

create policy access-list action-set on page 1691
create ports group on page 1693
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create private-vlan on page 1693

create process executable on page 1694
create process python-module on page 1696
create protocol on page 1697

create qosprofile on page 1698

create snmp trap on page 1699

create sshd2 key-file on page 1700

create sshd2 user-key on page 1701

create stpd on page 1702

create time profile on page 1703

create time profile recur on page 1705

create tunnel 6to4 on page 1706

create tunnel gre destination source on page 1707
create tunnel ipv6-in-ipv4 on page 1708
create upm profile on page 1709

create upm timer on page 1710

create virtual-network on page 1711

create virtual-network remote-endpoint vxlan ipaddress on page 1712
create virtual-router on page 1713

create vlan on page 1715

create vm image on page 1717

create vm ova on page 1719

create vman on page 1720

create vm-tracking local-vm on page 1722
create vm-tracking vpp on page 1723

create vpls fec-id-type pseudo-wire on page 1724
create vrrp group on page 1725

create vrrp vlan vrid on page 1726

create xml-notification target url on page 1727
delete access-list on page 1728

delete access-list network-zone on page 1729
delete access-list zone on page 1730

delete account on page 1730

delete auto-peering on page 1731

delete bgp evpn instance on page 1732
delete bgp neighbor on page 1733

delete bgp peer-group on page 1734

delete cfm domain on page 1735

delete cfm segment on page 1736

delete database on page 1736

delete eaps shared-port on page 1737

delete eaps on page 1738
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delete erps on page 1739

delete esrp on page 1740

delete fdb mac-tracking entry on page 1741
delete fdb on page 1741

delete flow-redirect on page 1743

delete identity-management role on page 1743
delete ip nat rule on page 1744

delete isis area on page 1745

delete keychain on page 1746

delete 12pt profile on page 1747

delete I12vpn on page 1748

delete Idap domain on page 1749

delete log filter on page 1750

delete log target upm on page 1750

delete log target xml-notification on page 1751
delete macsec connectivity-association on page 1752
delete meter on page 1753

delete mirror name on page 1754

delete mlag peer on page 1755

delete mpls rsvp-te Isp on page 1756
delete mpls rsvp-te path on page 1757
delete mpls rsvp-te profile on page 1758
delete mpls static Isp on page 1758

delete msdp mesh-group on page 1759
delete msdp peer on page 1760

delete netlogin local-user on page 1761
delete network-clock ptp on page 1762
delete ntp key on page 1763

delete ospf area on page 1764

delete ospfv3 area on page 1764

delete policy access-list on page 1765
delete policy access-list action-set on page 1766
delete ports group on page 1767

delete private-vlian on page 1768

delete process on page 1769

delete protocol on page 1769

delete gosprofile on page 1770

delete sshd2 user-key on page 1771

delete stpd on page 1772

delete tunnel on page 1773

delete upm profile on page 1774

delete upm timer on page 1774
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delete var on page 1775

delete var key on page 1776

delete virtual-network on page 1777

delete virtual-network remote-endpoint vxlan ipaddress on page 1777
delete virtual-router on page 1778

delete vlan on page 1779

delete vman on page 1780

delete vm on page 1781

delete vm-tracking local-vm on page 1782

delete vm-tracking vpp on page 1783

delete vpls on page 1784

delete vrrp group on page 1785

delete vrrp vlan vrid on page 1785

delete xml-notification target on page 1786

disable access-list permit to-cpu on page 1787

disable access-list refresh blackhole on page 1788

disable account on page 1789

disable auto-provision on page 1790

disable avb on page 1791

disable avb ports on page 1791

disable bgp on page 1792

disable bgp advertise-inactive-route on page 1793

disable bgp aggregation on page 1794

disable bgp always-compare-med on page 1795

disable bgp community format on page 1796

disable bgp export vr on page 1797

disable bgp export on page 1798

disable bgp export [static | direct] I2vpn-evpn on page 1800
disable bgp fast-external-fallover on page 1801

disable bgp mpls-next-hop on page 1802

disable bgp multipath-relax on page 1803

disable bgp neighbor address-family I2vpn-evpn on page 1804
disable bgp neighbor capability address-family vpnv4 on page 1805
disable bgp neighbor capability on page 1806

disable bgp neighbor originate-default on page 1808

disable bgp neighbor remove-private-AS-numbers on page 1809
disable bgp neighbor soft-in-reset on page 1810

disable bgp neighbor on page 1812

disable bgp peer-group capability address-family vpnv4 on page 1813
disable bgp peer-group capability on page 1814

disable bgp peer-group originate-default on page 1815

disable bgp peer-group remove-private-AS-numbers on page 1816
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disable bgp peer-group soft-in-reset on page 1817
disable bgp peer-group on page 1818

disable bootp vian on page 1819

disable bootprelay ipv6 on page 1820

disable bootprelay on page 1821

disable cdp ports on page 1823

disable cfm segment frame-delay measurement on page 1823
disable cfm segment frame-loss measurement mep on page 1824
disable clear-flow on page 1825

disable cli history expansion on page 1826

disable cli prompting on page 1827

disable cli refresh on page 1828

disable cli scripting on page 1829

disable cli scripting output on page 1830

disable cli space-completion on page 1830
disable cli config-logging on page 1831

disable cli-config-logging expansion on page 1832
disable cli paging on page 1833

disable cpu-monitoring on page 1834

disable dhcp ports vlan on page 1835

disable dhcp vlan on page 1836

disable diffserv examination ports on page 1837
disable diffserv replacement ports on page 1838
disable dns cache on page 1839

disable dns cache analytics on page 1839

disable dns cache dnssec on page 1840

disable dos-protect on page 1841

disable dotlp examination inner-tag ports on page 1842
disable dotlp examination ports on page 1843
disable dotlp replacement ports on page 1844
disable eaps on page 1845

disable edp ports on page 1846

disable elrp-client on page 1847

disable elsm ports on page 1848

disable elsm ports auto-restart on page 1849
disable erps on page 1850

disable erps block-vc-recovery on page 1851
disable erps ring-name on page 1852

disable erps topology-change on page 1853
disable esrp on page 1853

disable ethernet oam ports link-fault-management on page 1854
disable fdb static-mac-move on page 1855

ExtremeXOS® Command Reference Guide for version 31.3

55



ExtremeXOS Commands

disable flooding ports on page 1856

disable flow-control ports on page 1857

disable icmp ipv6 on page 1859

disable icmp redirects ipv6 fast-path on page 1860
disable icmp redirects on page 1861

disable icmp useredirects on page 1862

disable identity-management on page 1862
disable cli idletimeout on page 1863

disable igmp on page 1864

disable igmp snooping vlan fast-leave on page 1865
disable igmp snooping on page 1866

disable igmp ssm-map on page 1867

disable inline-power legacy slot on page 1868
disable inline-power legacy on page 1869

disable inline-power ports on page 1870

disable inline-power slot on page 1871

disable inline-power on page 1872

disable ip anycast on page 1874

disable ip nat on page 1875

disable ip nat rule on page 1876

disable iparp checking on page 1876

disable iparp gratuitous protect vlan on page 1877
disable iparp refresh on page 1878

disable ip-fix ports on page 1879

disable ipforwarding broadcast on page 1880
disable ipforwarding broadcast on page 1881
disable ipforwarding ipv6 on page 1882

disable ipmcforwarding ipv6 on page 1883

disable ipmcforwarding on page 1883

disable ip option loose-source-route on page 1884
disable ip option strict-source-route on page 1885
disable iproute bfd on page 1886

disable iproute bfd strict on page 1887

disable iproute compression on page 1888

disable iproute ipv6 compression on page 1888
disable iproute ipv6 sharing on page 1889

disable iproute mpls-next-hop on page 1890
disable iproute protection ping on page 1891
disable iproute sharing on page 1892

disable ip-security anomaly-protection icmp on page 1892
disable ip-security anomaly-protection ip on page 1893
disable ip-security anomaly-protection I4port on page 1894
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disable ip-security anomaly-protection notify on page 1895
disable ip-security anomaly-protection tcp flags on page 1896
disable ip-security anomaly-protection tcp fragment on page 1896
disable ip-security anomaly-protection on page 1897
disable ip-security arp gratuitous-protection on page 1898
disable ip-security arp learning learn-from-arp on page 1899
disable ip-security arp learning learn-from-dhcp on page 1900
disable ip-security arp validation on page 1901

disable ip-security dhcp-bindings restoration on page 1902
disable ip-security dhcp-snooping on page 1903

disable ip-security source-ip-lockdown ports on page 1904
disable igagent on page 1905

disable irdp on page 1906

disable isis on page 1906

disable isis area adjacency-check on page 1907

disable isis area dynamic-hostname on page 1908

disable isis area export ipv6 on page 1909

disable isis area export on page 1910

disable isis area originate-default on page 1911

disable isis area overload-bit on page 1912

disable isis hello-padding on page 1913

disable isis restart-helper on page 1914

disable jumbo-frame ports on page 1914

disable 12vpn on page 1915

disable 12vpn health-check vccv on page 1916

disable 12vpn service on page 1917

disable 12vpn sharing on page 1918

disable 12vpn vpls peer fdb send-mac-withdrawal on page 1919
disable learning iparp sender-mac on page 1920

disable learning port on page 1921

disable learning vxlan ipaddress on page 1922

disable led locator on page 1923

disable lldp ports on page 1923

disable log debug-mode on page 1924

disable log display on page 1925

disable log target on page 1926

disable log target upm on page 1928

disable log target xml-notification on page 1928

disable loopback-mode vian on page 1929

disable mac-lockdown-timeout ports on page 1930

disable mac-locking ports on page 1931

disable mac-locking on page 1932
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disable mirror on page 1932

disable mirror control_index on page 1933

disable mlag port on page 1934

disable mlag port reload-delay on page 1935
disable mld on page 1936

disable mld snooping on page 1937

disable mld-ssm map on page 1937

disable mpls on page 1938

disable mpls bfd on page 1939

disable mpls exp examination on page 1940

disable mpls exp replacement on page 1941

disable mpls Idp bgp-routes on page 1942

disable mpls Idp loop-detection on page 1943
disable mpls Idp on page 1944

disable mpls php on page 1944

disable mpls protocol Idp on page 1945

disable mpls protocol rsvp-te on page 1946

disable mpls rsvp-te bundle-message on page 1947
disable mpls rsvp-te fast-reroute on page 1948
disable mpls rsvp-te Isp on page 1949

disable mpls rsvp-te summary-refresh on page 1949
disable mpls rsvp-te on page 1950

disable mpls static Isp on page 1951

disable mpls vlan on page 1952

disable msdp on page 1953

disable msdp data-encapsulation on page 1954
disable msdp export local-sa on page 1954

disable msdp peer on page 1955

disable msdp process-sa-request on page 1956
disable msrp on page 1957

disable mvr on page 1958

disable mvrp on page 1959

disable mvrp ports on page 1960

disable neighbor-discovery refresh on page 1960
disable netlogin authentication failure vlan ports on page 1961
disable netlogin authentication service-unavailable vlan ports on page 1962
disable netlogin dot1x guest-vlan ports on page 1963
disable netlogin logout-privilege on page 1963
disable netlogin ports on page 1964

disable netlogin reauthenticate-on-refresh on page 1965
disable netlogin redirect-page on page 1966
disable netlogin session-refresh on page 1967
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disable netlogin on page 1967

disable network-clock gptp ports on page 1968
disable network-clock gptp on page 1969
disable network-clock ptp on page 1970

disable network-clock sync-e on page 1971
disable nodealias ports on page 1971

disable nodealias protocol on page 1972

disable ntp on page 1974

disable ntp authentication on page 1974

disable ntp broadcast-client on page 1975
disable ntp broadcast-server on page 1976
disable ntp vlan on page 1977

disable ntp vr on page 1978

disable ospf on page 1978

disable ospf capability opaque-lsa on page 1979
disable ospf export on page 1980

disable ospf mpls-next-hop on page 1981
disable ospf originate-default on page 1982
disable ospf restart-helper-lsa-check on page 1983
disable ospf use-ip-router-alert on page 1984
disable ospf vxlan-extensions on page 1984
disable ospfv3 on page 1985

disable ospfv3 restart-helper-lsa-check on page 1986
disable ospfv3 export on page 1987

disable ospfv3 virtual-link restart-helper-lsa-check on page 1988
disable pim iproute sharing on page 1989
disable pim snooping on page 1989

disable pim ssm vlan on page 1990

disable pim on page 1991

disable policy on page 1992

disable port on page 1993

disable ports mlag-id on page 1994

disable radius on page 1995

disable radius-accounting on page 1996

disable radius dynamic-authorization on page 1997
disable rip on page 1997

disable rip aggregation on page 1998

disable rip export on page 1999

disable rip originate-default on page 2000
disable rip poisonreverse on page 2001

disable rip splithorizon on page 2002

disable rip triggerupdates on page 2002
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disable rip use-ip-router-alert on page 2003
disable ripng on page 2004

disable ripng export on page 2005

disable ripng originate-default on page 2006
disable ripng poisonreverse on page 2007
disable ripng splithorizon on page 2008
disable ripng triggerupdate on page 2009
disable rmon on page 2010

disable router-discovery on page 2011

disable sflow ports on page 2011

disable sflow on page 2012

disable sharing on page 2013

disable slpp guard on page 2014

disable smartredundancy on page 2015
disable snmp access vr on page 2016

disable snmp access on page 2017

disable snmp community on page 2018
disable snmp notification-log on page 2019
disable snmp trap I3vpn on page 2019
disable snmp traps on page 2020

disable snmp traps bfd on page 2021

disable snmp traps configuration on page 2022
disable snmp traps fdb mac-tracking on page 2023
disable snmp traps identity-management on page 2023
disable snmp traps [2vpn on page 2024
disable snmp traps I3vpn on page 2025
disable snmp traps lldp on page 2025

disable snmp traps lldp-med on page 2026
disable snmp traps mpls on page 2027
disable snmp traps ospf on page 2028
disable snmp traps ospfv3 on page 2028
disable snmp traps port-up-down ports on page 2029
disable snmpv3 on page 2030

disable snmpv3 community on page 2031
disable sntp-client on page 2032

disable ssh2 on page 2032

disable stacking on page 2033

disable stacking-support on page 2034
disable stpd on page 2035

disable stpd auto-bind on page 2036

disable stpd ports on page 2037

disable stpd rapid-root-failover on page 2038
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disable switch bluetooth on page 2039

disable switch locally-administered-address on page 2040
disable switch usb on page 2041

disable syslog on page 2042

disable subvlan-proxy-arp vlian on page 2043
disable tacacs on page 2044

disable tacacs-accounting on page 2044
disable tacacs-authorization on page 2045
disable tech-support collector on page 2046
disable telnet on page 2047

disable tunnel on page 2047

disable twamp reflector on page 2048

disable twamp server on page 2049

disable udp-echo-server on page 2049

disable upm profile on page 2050

disable virtual-network remote-endpoint vxlan on page 2051
disable virtual-router on page 2052

disable vlan on page 2053

disable vm autostart on page 2054

disable vm-tracking dynamic-vlan ports on page 2055
disable vm-tracking on page 2056

disable vm-tracking ports on page 2056
disable vman cep egress filtering ports on page 2057
disable vpex on page 2058

disable vpex auto-configuration on page 2059
disable vpex auto-upgrade on page 2060
disable vpls on page 2061

disable vpls fdb mac-withdrawal on page 2062
disable vpls health-check vccv on page 2063
disable vpls service on page 2064

disable vrrp group on page 2065

disable vrrp vrid on page 2065

disable watchdog on page 2066

disable web http on page 2067

disable web https on page 2068

disable cli xml-mode on page 2069

disable msrp ports on page 2070

download bootrom on page 2070

download image on page 2073

download ssl certificate on page 2080
download ssl privkey on page 2082

edit policy on page 2084
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edit upm profile on page 2085

eject usb on page 2086

ELSE on page 2087

enable access-list permit to-cpu on page 2088

enable access-list refresh blackhole on page 2089

enable account on page 2090

enable avb on page 2091

enable avb ports on page 2091

enable bgp on page 2092

enable bgp advertise-inactive-route on page 2093

enable bgp aggregation on page 2094

enable bgp always-compare-med on page 2095

enable bgp community format on page 2096

enable bgp export on page 2097

enable bgp export vr on page 2099

enable bgp export [static | direct] I12vpn-evpn on page 2100
enable bgp fast-external-fallover on page 2101

enable bgp mpls-next-hop on page 2102

enable bgp multipath-relax on page 2103

enable bgp neighbor on page 2104

enable bgp neighbor address-family 12vpn-evpn on page 2105
enable bgp neighbor capability on page 2106

enable bgp neighbor capability address-family vpnv4 on page 2108
enable bgp neighbor originate-default on page 2110

enable bgp neighbor remove-private-AS-numbers on page 2111
enable bgp neighbor soft-in-reset on page 2112

enable bgp peer-group on page 2114

enable bgp peer-group capability on page 2115

enable bgp peer-group capability on page 2116

enable bgp peer-group capability address-family vpnv4 on page 2118
enable bgp peer-group originate-default on page 2119

enable bgp peer-group remove-private-AS-numbers on page 2121
enable bgp peer-group soft-in-reset on page 2121

enable bootp vlan on page 2123

enable bootprelay ipv6 on page 2124

enable bootprelay on page 2125

enable cdp ports on page 2126

enable cfm segment frame-delay measurement on page 2127
enable cfm segment frame-loss measurement mep on page 2128
enable clear-flow on page 2129

enable cli history expansion on page 2130

enable cli prompting on page 2131
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enable cli refresh on page 2132

enable cli scripting on page 2133

enable cli scripting output on page 2134

enable cli space-completion on page 2135
enable cli config-logging on page 2136

enable cli-config-logging expansion on page 2137
enable cli paging on page 2138

enable cpu-monitoring on page 2139

enable dhcp ports vlan on page 2140

enable dhcp vlian on page 2141

enable diffserv examination ports on page 2142
enable diffserv replacement ports on page 2142
enable | disable ip-fix on page 2143

enable dns cache on page 2144

enable dns cache dnssec on page 2145

enable dns cache analytics on page 2146
enable dos-protect simulated on page 2147
enable dos-protect on page 2147

enable dotlp examination inner-tag port on page 2148
enable dotlp examination ports on page 2149
enable dotlp replacement ports on page 2150
enable eaps on page 2151

enable edp ports on page 2153

enable elrp-client on page 2154

enable elsm ports on page 2155

enable elsm ports auto-restart on page 2157
enable erps on page 2158

enable erps block-vc-recovery on page 2159
enable erps ring-name on page 2160

enable erps topology-change on page 2160
enable esrp on page 2161

enable ethernet oam ports link-fault-management on page 2162
enable fdb static-mac-move on page 2163
enable flooding ports on page 2164

enable flow-control ports on page 2165

enable icmp ipv6 on page 2167

enable icmp redirects ipv6 fast-path on page 2168
enable icmp redirects on page 2169

enable icmp useredirects on page 2170

enable identity-management on page 2171
enable cli idle-timeout on page 2172

enable igmp on page 2173
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enable igmp snooping on page 2174

enable igmp snooping vlan fast-leave on page 2176

enable igmp snooping with-proxy on page 2177

enable igmp ssm-map on page 2177

enable inline-power on page 2178

enable inline-power ports on page 2180

enable inline-power slot on page 2181

enable ip anycast on page 2182

enable ip nat on page 2183

enable ip nat rule on page 2184

enable iparp checking on page 2185

enable iparp gratuitous protect on page 2186

enable iparp refresh on page 2187

enable ip-fix ports on page 2188

enable ipforwarding ipv6 on page 2188

enable ipforwarding on page 2189

enable ipmcforwarding ipv6 on page 2190

enable ipmcforwarding on page 2191

enable ip option loose-source-route on page 2192

enable ip option strict-source-route on page 2193

enable iproute bfd on page 2194

enable iproute bfd strict on page 2195

enable iproute compression on page 2196

enable iproute ipv6 compression on page 2197

enable iproute mpls-next-hop on page 2198

enable iproute protection ping on page 2198

enable iproute sharing on page 2199

enable ip-security anomaly-protection icmp on page 2200
enable ip-security anomaly-protection ip on page 2201
enable ip-security anomaly-protection 14port on page 2202
enable ip-security anomaly-protection notify on page 2203
enable ip-security anomaly-protection tcp flags on page 2203
enable ip-security anomaly-protection tcp fragment on page 2204
enable ip-security anomaly-protection on page 2205

enable ip-security arp gratuitous-protection on page 2206
enable ip-security arp learning learn-from-arp on page 2207
enable ip-security arp learning learn-from-dhcp on page 2208
enable ip-security arp validation violation-action on page 2210
enable ip-security dhcp-bindings restoration on page 2212
enable ip-security dhcp-snooping on page 2212

enable ip-security source-ip-lockdown ports on page 2214
enable igagent on page 2216
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enable irdp on page 2216

enable isis on page 2217

enable isis area adjacency-check on page 2218
enable isis area dynamic-hosthame on page 2219
enable isis area export on page 2220

enable isis area export ipv6 on page 2221
enable isis area originate-default on page 2222
enable isis area overload-bit on page 2223
enable isis hello-padding on page 2224

enable isis restart-helper on page 2225

enable jumbo-frame ports on page 2226

enable I2vpn on page 2227

enable I2vpn health-check vccv on page 2228
enable I2vpn service on page 2229

enable I2vpn sharing on page 2230

enable I12vpn vpls peer fdb send-mac-withdrawal on page 2231
enable learning iparp sender-mac on page 2232
enable learning port on page 2232

enable learning vxlan ipaddress on page 2233
enable led locator on page 2234

enable license on page 2235

enable license file on page 2238

enable lldp ports on page 2239

enable log debug-mode on page 2240

enable log display on page 2241

enable log target on page 2242

enable log target upm on page 2243

enable log target xml-notification on page 2244
enable loopback-mode vlan on page 2245
enable mac-lockdown-timeout ports on page 2246
enable mac-locking ports on page 2246

enable mac-locking on page 2247

enable mirror on page 2248

enable mirror control_index on page 2249
enable mirror to port on page 2250

enable mirror to remote-ip on page 2253
enable mlag port peer id on page 2257

enable mlag port reload-delay on page 2258
enable mid on page 2259

enable mld snooping on page 2260

enable mld snooping with-proxy on page 2260
enable mld ssm-map on page 2261
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enable mpls on page 2262

enable mpls bfd on page 2263

enable mpls exp examination on page 2264

enable mpls exp replacement on page 2265

enable mpls Idp bgp-routes on page 2266

enable mpls Idp loop-detection on page 2267

enable mpls Idp on page 2267

enable mpls php on page 2268

enable mpls protocol Idp on page 2269

enable mpls protocol rsvp-te on page 2270

enable mpls rsvp-te bundle-message on page 2271

enable mpls rsvp-te fast-reroute on page 2272

enable mpls rsvp-te Isp on page 2273

enable mpls rsvp-te summary-refresh on page 2273
enable mpls rsvp-te on page 2274

enable mpls static Isp on page 2275

enable mpls vlan on page 2276

enable msdp data-encapsulation on page 2277

enable msdp export local-sa on page 2278

enable msdp peer on page 2279

enable msdp process-sa-request on page 2280

enable msdp on page 2281

enable msrp ports on page 2282

enable msrp on page 2283

enable mvr on page 2284

enable mvrp on page 2285

enable mvrp ports on page 2285

enable neighbor-discovery refresh on page 2286

enable netlogin on page 2287

enable netlogin authentication failure vlan ports on page 2288
enable netlogin authentication service-unavailable vlan ports on page 2289
enable netlogin dotix guest-vlan ports on page 2290
enable netlogin logout-privilege on page 2291

enable netlogin ports on page 2292

enable netlogin reauthentication-on-refresh on page 2293
enable netlogin redirect-page on page 2294

enable netlogin session-refresh on page 2294

enable network-clock gptp on page 2295

enable network-clock gptp ports on page 2296

enable network-clock ptp on page 2297

enable network-clock ptp end-to-end transparent on page 2298
enable network-clock ptp unicast-negotiation on page 2298
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enable network-clock sync-e on page 2299
enable nodealias ports on page 2300

enable nodealias protocol on page 2301

enable ntp on page 2302

enable ntp authentication on page 2303

enable ntp broadcast-client on page 2304
enable ntp broadcast-server on page 2305
enable ntp vlan on page 2305

enable ntp vr on page 2306

enable ospf on page 2307

enable ospf capability opaque-lsa on page 2308
enable ospf export on page 2309

enable ospf mpls-next-hop on page 2310

enable ospf originate-default on page 2311
enable ospf restart-helper-lsa-check on page 2312
enable ospf use-ip-router-alert on page 2313
enable ospf vxlan-extensions on page 2314
enable ospfv3 on page 2315

enable ospfv3 export on page 2316

enable ospfv3 restart-helper-Isa-check on page 2318
enable ospfv3 virtual-link restart-helper-lsa-check on page 2318
enable pim on page 2319

enable pim iproute sharing on page 2320
enable pim snooping on page 2321

enable pim ssm vlan on page 2322

enable policy on page 2323

enable port on page 2323

enable ports mlag-id on page 2324

enable radius on page 2325

enable radius-accounting on page 2327

enable radius dynamic-authorization on page 2328
enable rip on page 2329

enable rip aggregation on page 2330

enable rip export on page 2331

enable rip originate-default cost on page 2332
enable rip poisonreverse on page 2333

enable rip splithorizon on page 2334

enable rip triggerupdates on page 2335

enable rip use-ip-router-alert on page 2335
enable ripng on page 2336

enable ripng export on page 2337

enable ripng originate-default on page 2339
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enable ripng poisonreverse on page 2340
enable ripng splithorizon on page 2341

enable ripng triggerupdates on page 2342
enable rmon on page 2343

enable router-discovery on page 2345

enable sflow on page 2346

enable sflow ports on page 2346

enable sharing grouping on page 2347

enable slpp guard on page 2351

enable smartredundancy on page 2352

enable snmp access on page 2353

enable snmp access vr on page 2354

enable snmp community on page 2355

enable snmp notification-log on page 2356
enable snmp trap I3vpn on page 2357

enable snmp traps on page 2358

enable snmp traps configuration on page 2359
enable snmp traps bfd on page 2359

enable snmp traps fdb mac-tracking on page 2360
enable snmp traps identity-management on page 2361
enable snmp traps I2vpn on page 2362

enable snmp traps I3vpn on page 2363

enable snmp traps lldp on page 2363

enable snmp traps lldp-med on page 2364
enable snmp traps mpls on page 2365

enable snmp traps ospf on page 2366

enable snmp traps ospfv3 on page 2367
enable snmp traps port-up-down ports on page 2367
enable snmpv3 on page 2368

enable snmpv3 community on page 2369
enable sntp-client on page 2370

enable ssh2 on page 2371

enable stacking on page 2372

enable stacking-support on page 2374

enable stpd on page 2375

enable stpd auto-bind on page 2376

enable stpd ports on page 2379

enable stpd rapid-root-failover on page 2380
enable subvlan-proxy-arp vlan on page 2381
enable switch bluetooth on page 2382

enable switch locally-administered-address on page 2383

enable switch usb on page 2383
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enable syslog on page 2384

enable tacacs on page 2385

enable tacacs-accounting on page 2386
enable tacacs-authorization on page 2387
enable tech-support collector on page 2387
enable telnet on page 2388

enable tunnel on page 2390

enable twamp reflector on page 2390

enable twamp server on page 2391

enable udp-echo-server on page 2392

enable upm profile on page 2392

enable virtual-network remote-endpoint vxlan on page 2393
enable virtual-router on page 2394

enable vlan on page 2395

enable vman cep egress filtering ports on page 2396
enable vm autostart on page 2397

enable vm-tracking on page 2398

enable vm-tracking dynamic-vlan ports on page 2399
enable vm-tracking ports on page 2399
enable vpex on page 2400

enable vpex auto-configuration on page 2401
enable vpex auto-upgrade on page 2402
enable vpls on page 2403

enable vpls fdb mac-withdrawal on page 2404
enable vpls health-check vccv on page 2405
enable vpls service on page 2406

enable vrrp group on page 2407

enable vrrp vrid on page 2408

enable watchdog on page 2409

enable web http on page 2410

enable web https on page 2410

enable cli xml-mode on page 2411
enable/disable bfd vlan on page 2412
enable/disable xml-notification on page 2413
ENDIF on page 2414

ENDWHILE on page 2415

exit on page 2416

history on page 2417

IF ... THEN on page 2417

install bootrom on page 2419

install firmware on page 2421

install firmware Irm-macsec-adapter on page 2423
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install image on page 2424

install image inactive on page 2426
install license file on page 2427

load script on page 2428

load var key on page 2430

logout on page 2431

Is on page 2432

mkdir on page 2435

mrinfo on page 2435

mtrace on page 2437

mv on page 2439

nslookup on page 2442

open vm console on page 2443

ping on page 2444

ping mac port on page 2446

ping mpls Isp on page 2448

pwd on page 2450

quit on page 2451

reboot on page 2452

refresh access-list network-zone on page 2453
refresh identity-management role on page 2454
refresh igmp ssm-map on page 2455
refresh mld ssm-map on page 2456
refresh policy on page 2457

reset inline-power ports on page 2459
restart ports on page 2459

restart process on page 2460
restart process mpls on page 2462
restart vm on page 2463

resume vm on page 2464

return on page 2464

rm on page 2465

rmdir on page 2467

rtlookup rpf on page 2468

rtlookup on page 2469

run diagnostics on page 2470

run elrp on page 2472

run failover on page 2474

run script on page 2475

run tech-support report on page 2476
run update on page 2478

run upm profile on page 2479

70 ExtremeXOS® Command Reference Guide for version 31.3



ExtremeXOS Commands

run vm-tracking repository on page 2480

save configuration on page 2480

save configuration as-script on page 2483

save configuration automatic on page 2484

save debug tracefiles on page 2486

save var key on page 2487

save vm image on page 2488

save vm state on page 2489

scp2 on page 2490

set var on page 2493

show access-list on page 2494

show access-list configuration on page 2496
show access-list counter on page 2498

show access-list counters process on page 2499
show access-list dynamic rule on page 2500
show access-list dynamic counter on page 2501
show access-list dynamic on page 2502

show access-list interface on page 2503

show access-list meter on page 2505

show access-list network-zone on page 2507
show access-list usage acl-mask port on page 2508
show access-list usage acl-range port on page 2509
show access-list usage acl-rule port on page 2510
show access-list usage acl-slice port on page 2511
show access-list width on page 2512

show accounts on page 2513

show accounts password-policy on page 2515
show auto-peering on page 2517

show auto-peering one-config on page 2518
show auto-provision on page 2520

show automation edge database on page 2522
show automation edge devices on page 2523
show avb on page 2524

show bandwidth pool on page 2525

show banner on page 2526

show banner netlogin on page 2527

show bfd on page 2528

show bfd counters on page 2529

show bfd session client on page 2530

show bfd session counters missed-hellos on page 2531
show bfd session counters vr all on page 2532
show bfd session detail vr all on page 2533
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show bfd session vr all on page 2535

show bfd vlan counters on page 2536

show bfd vlan on page 2537

show bgp on page 2538

show bgp evpn on page 2543

show bpg evpn evi on page 2543

show bgp evpn ipv4 on page 2545

show bgp evpn ipv6 on page 2546

show bgp evpn I3vni on page 2548

show bgp evpn mac on page 2549

show bgp memory on page 2550

show bgp neighbor [flap-statistics | suppressed-routes] on page 2552
show bgp neighbor received orf on page 2555
show bgp neighbor on page 2556

show bgp peer-group on page 2563

show bgp routes summary on page 2564

show bgp routes on page 2566

show bootprelay on page 2572

show bootprelay configuration on page 2574
show bootprelay configuration ipv4 on page 2576
show bootprelay configuration ipv6 on page 2577

show bootprelay dhcp-agent information circuit-id port-information
on page 2578

show bootprelay dhcp-agent information circuit-id vlan-information
on page 2579

show bootprelay ipv6 on page 2580

show bootprelay ipv6 prefix-delegation snooping on page 2581
show cdp on page 2582

show cdp counters on page 2583

show cdp neighbor on page 2584

show cdp ports on page 2585

show cfm detail on page 2586

show cfm groups on page 2588

show cfm segment frame-delay statistics on page 2591

show cfm segment frame-delay on page 2593

show cfm segment frame-delay/frame-loss mep id on page 2593
show cfm segment frame-loss statistics on page 2596

show cfm segment frame-loss on page 2597

show cfm segment mep on page 2598

show cfm segment on page 2600

show cfm session counters missed-hellos on page 2602

show cfm on page 2604
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show checkpoint-data on page 2607

show clear-flow on page 2609

show clear-flow acl-modified on page 2609
show clear-flow rule on page 2610

show clear-flow rule-all on page 2612

show clear-flow rule-triggered on page 2613
show cli journal on page 2614

show configuration on page 2615

show configuration difference on page 2618
show configuration “xmlc” on page 2620
show cos-index on page 2622

show counters vr on page 2622

show cpu-monitoring on page 2624

show database on page 2626

show debug on page 2628

show dhcp-client state on page 2629

show dhcp-server on page 2630

show diagnostics on page 2631

show diffserv examination on page 2633

show diffserv replacement on page 2634
show dns-client on page 2634

show dns cache analytics configuration on page 2635
show dns cache analytics protected-client on page 2636
show dns cache configuration on page 2637
show dns cache analytics statistics on page 2638
show dns cache on page 2641

show dns cache name-server on page 2643
show dos-protect on page 2643

show dotlp on page 2645

show dwdm channel-map on page 2646

show eaps on page 2647

show eaps cfm groups on page 2652

show eaps counters shared-port on page 2653
show eaps counters on page 2658

show eaps shared-port on page 2662

show eaps shared-port neighbor-info on page 2666
show edp on page 2667

show elrp on page 2670

show elrp disabled-ports on page 2672

show elrp dynamic-vlans on page 2673

show elsm ports on page 2674

show elsm on page 2679
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show erps on page 2681

show erps ring-name on page 2682

show erps statistics on page 2683

show esrp on page 2684

show esrp aware on page 2686

show esrp counters on page 2688

show ethernet oam on page 2690

show fabric attach agent on page 2691

show fabric attach assignments on page 2692
show fabric attach elements on page 2693

show fabric attach port on page 2694

show fabric attach ports authentication on page 2695
show fabric attach statistics on page 2696

show fabric attach zero-touch-client on page 2697
show failsafe-account on page 2698

show fans on page 2699

show fdb on page 2701

show fdb mac-tracking configuration on page 2704
show fdb mac-tracking statistics on page 2705
show fdb static-mac-move configuration on page 2706
show fdb stats on page 2707

show flow-redirect on page 2709

show forwarding configuration on page 2710

show forwarding hardware-utilization on page 2712
show heartbeat process on page 2714

show identity-management blacklist on page 2715
show identity-management entries on page 2716
show identity-management greylist on page 2720
show identity-management list-precedence on page 2721
show identity-management role on page 2722
show identity-management statistics on page 2724
show identity-management whitelist on page 2725
show identity-management on page 2726

show igmp on page 2727

show igmp counters on page 2728

show igmp group on page 2729

show igmp snooping cache on page 2730

show igmp snooping vlan filter on page 2731

show igmp snooping vlan static on page 2732
show igmp snooping vlan on page 2733

show igmp snooping on page 2734

show igmp ssm-map on page 2735
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show inline-power configuration ports on page 2737
show inline-power fast ports on page 2738

show inline-power info ports on page 2739

show inline-power slot on page 2742

show inline-power stats ports on page 2744

show inline-power stats slot on page 2746

show inline-power stats on page 2747

show inline-power on page 2748

show ip nat on page 2749

show ip nat rule on page 2750

show ip nat rule statistics on page 2753

show ip nat vlan on page 2754

show ip nat vlan counters on page 2755

show iparp on page 2756

show iparp proxy on page 2758

show iparp security on page 2759

show iparp stats on page 2761

show ipconfig on page 2763

show ipconfig ipv6 on page 2764

show ip-fix on page 2766

show ipmroute on page 2767

show iproute on page 2768

show iproute bfd on page 2770

show iproute ipv6 origin on page 2770

show iproute ipv6 on page 2772

show iproute mpls origin on page 2774

show iproute mpls on page 2776

show iproute multicast on page 2777

show iproute origin on page 2778

show iproute protection ping on page 2780

show iproute reserved-entries statistics on page 2781
show iproute reserved-entries on page 2783

show ip-security anomaly-protection notify cache ports on page 2784
show ip-security arp gratuitous-protection on page 2785
show ip-security arp learning on page 2786

show ip-security arp validation on page 2787

show ip-security arp validation violations on page 2788
show ip-security dhcp-snooping entries on page 2789

show ip-security dhcp-snooping information circuit-id port-information
oh page 2790

show ip-security dhcp-snooping information-option on page 2791
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show ip-security dhcp-snooping information-option circuit-id vlan-information
oh page 2792

show ip-security dhcp-snooping information remote-id on page 2793
show ip-security dhcp-snooping on page 2794
show ip-security dhcp-snooping violations on page 2795
show ip-security source-ip-lockdown on page 2796
show ipstats ipv6 on page 2797

show ipstats on page 2798

show ipv6 dad on page 2799

show igagent on page 2800

show isis on page 2802

show isis area summary-addresses on page 2803
show isis area on page 2804

show isis counters on page 2805

show isis Isdb on page 2806

show isis neighbors on page 2807

show isis topology on page 2808

show isis vlan on page 2809

show keychain on page 2810

show 12pt on page 2811

show I2pt profile on page 2812

show L2stats on page 2813

show I2vpn on page 2814

show lacp on page 2820

show lacp counters on page 2821

show lacp lag on page 2823

show lacp member-port on page 2826

show Idap domain on page 2829

show Idap statistics on page 2832

show licenses on page 2834

show lldp on page 2836

show lldp dcbx on page 2838

show lldp neighbors on page 2844

show lldp statistics on page 2847

show log on page 2848

show log components on page 2852

show log configuration filter on page 2856

show log configuration target on page 2857

show log configuration target upm on page 2861
show log configuration target xml-notification on page 2863
show log configuration on page 2865

show log counters on page 2867
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show log events on page 2870

show mac-lockdown-timeout fdb ports on page 2871
show mac-lockdown-timeout ports on page 2873
show mac-locking stations on page 2874

show mac-locking on page 2875

show macsec on page 2876

show macsec connectivity-association on page 2878
show macsec ports on page 2880

show macsec ports configuration on page 2882
show macsec ports detail on page 2884

show management on page 2888

show mcast cache on page 2891

show mcast ipv6 cache on page 2893

show memory on page 2894

show memory process on page 2897

show meter on page 2899

show meter out-of-profile on page 2901

show mirror on page 2902

show mlag peer on page 2906

show mlag ports on page 2908

show mld on page 2909

show mld counters on page 2911

show mld group on page 2911

show mld snooping on page 2912

show mld snooping vlan filter on page 2914
show mld snooping vlan static on page 2915
show mld ssm-map on page 2916

show mpls on page 2917

show mpls bfd on page 2918

show mpls exp examination on page 2919
show mpls exp replacement on page 2920
show mpls interface on page 2921

show mpls label on page 2923

show mpls label I3vpn on page 2926

show mpls label usage on page 2927

show mpls Idp on page 2929

show mpls Idp interface on page 2932

show mpls Idp label on page 2933

show mpls Idp label advertised on page 2934
show mpls Idp label I12vpn retained on page 2936
show mpls Idp label I12vpn on page 2937

show mpls Idp label Isp retained on page 2938
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show mpls Idp label retained on page 2939

show mpls Idp Isp on page 2941

show mpls Idp peer on page 2943

show mpls rsvp-te bandwidth on page 2945

show mpls rsvp-te interface on page 2947

show mpls rsvp-te Isp on page 2949

show mpls rsvp-te Isp [egress | transit] on page 2952
show mpls rsvp-te Isp ingress on page 2953

show mpls rsvp-te neighbor on page 2956

show mpls rsvp-te path on page 2957

show mpls rsvp-te profile on page 2958

show mpls rsvp-te profile fast-reroute on page 2960
show mpls rsvp-te on page 2961

show mpls static Isp on page 2962

show mpls statistics 12vpn on page 2963

show mrp ports on page 2965

show msdp memory on page 2966

show msdp mesh-group on page 2967

show msdp peer on page 2968

show msdp sa-cache on page 2970

show msdp on page 2972

show msrp on page 2972

show msrp listeners on page 2973

show msrp ports on page 2975

show msrp ports bandwidth on page 2977

show msrp ports counters on page 2978

show msrp streams on page 2979

show msrp talkers on page 2981

show mvr on page 2983

show mvr cache on page 2984

show mvrp on page 2985

show mvrp ports counters on page 2985

show mvrp tag on page 2987

show netlogin on page 2988

show neighbor-discovery cache ipv6 on page 2993
show netlogin authentication failure vlan on page 2995
show netlogin authentication service-unavailable vlan on page 2996
show netlogin banner on page 2997

show netlogin guest-vlan on page 2997

show netlogin local-users on page 2999

show netlogin mac-list on page 3000

show netlogin session on page 3001
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show netlogin timeout on page 3002

show netlogin trap on page 3003

show network-clock gptp on page 3004

show network-clock clock-source on page 3006
show network-clock gptp ports on page 3007
show network-clock ptp on page 3011

show network-clock ptp boundary unicast-master on page 3012
show network-clock ptp boundary unicast-slave on page 3013
show network-clock ptp counters on page 3014
show network-clock ptp (datasets) on page 3016
show network-clock sync-e ports on page 3018
show node on page 3019

show nodealias on page 3021

show nodealias ip address on page 3022

show nodealias mac on page 3023

show nodealias ports on page 3024

show nodealias protocol on page 3025

show ntp on page 3026

show ntp association statistics on page 3027
show ntp association on page 3028

show ntp key on page 3030

show ntp restrict-list on page 3031

show ntp server on page 3032

show ntp sys-info on page 3033

show ntp vlan on page 3034

show ntp vr on page 3035

show odometers on page 3035

show ospf on page 3037

show ospf area on page 3038

show ospf ase-summary on page 3039

show ospf interfaces on page 3039

show ospf interfaces detail on page 3041

show ospf Isdb on page 3042

show ospf memory on page 3043

show ospf neighbor on page 3044

show ospf virtual-link on page 3045

show ospfv3 on page 3046

show ospfv3 area on page 3047

show ospfv3 interfaces on page 3049

show ospfv3 Isdb stats on page 3052

show ospfv3 Isdb on page 3053

show ospfv3 neighbor on page 3055
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show ospfv3 virtual-link on page 3056

show pim anycast-rp on page 3058

show pim cache on page 3060

show pim on page 3062

show pim snooping on page 3067

show policy on page 3067

show policy access-list on page 3068

show policy access-list action-set on page 3072
show policy allowed-type on page 3073

show policy app-signature on page 3074

show policy app-signature group on page 3075
show policy autoclear on page 3077

show policy capability on page 3078

show policy captive-portal on page 3080

show policy convergence-endpoint on page 3083
show policy convergence-endpoint connections on page 3083
show policy convergence-endpoint ports on page 3084
show policy dynamic on page 3085

show policy invalid on page 3086

show policy maptable on page 3087

show policy profile on page 3087

show policy resource-profile on page 3089
show policy rule on page 3091

show policy rule port-hit on page 3095

show policy slices on page 3097

show policy state on page 3097

show policy syslog on page 3098

show policy vlanauthorization on page 3099
show ports on page 3100

show ports advertised on page 3102

show ports anomaly on page 3103

show ports buffer on page 3105

show ports collisions on page 3106

show ports configuration on page 3107

show ports congestion on page 3110

show ports eee on page 3112

show ports flow-control on page 3113

show port forward-error-correction on page 3115
show ports group on page 3116

show port information on page 3116

show ports ip-fix on page 3125

show ports link-flap-detection on page 3126
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show ports link-scan on page 3127

show ports packet on page 3128

show ports partition-template on page 3130
show ports protocol filter on page 3131

show ports gosmonitor on page 3133

show ports gosmonitor {congestion} on page 3134
show ports rate-limit flood on page 3136

show ports redundant on page 3139

show ports rxerrors on page 3140

show ports sharing on page 3143

show ports stack-ports congestion on page 3144
show ports stack-ports gosmonitor on page 3146
show ports stack-ports qosmonitor congestion on page 3147
show ports statistics on page 3149

show ports transceiver information detail on page 3151
show ports transceiver information on page 3155
show ports txerrors on page 3156

show ports utilization on page 3159

show ports vlan statistics on page 3161

show ports wred on page 3163

show power on page 3165

show power (Stack Nodes Only) on page 3168
show private-vlian on page 3170

show private-vlan name on page 3171

show process on page 3172

show process group on page 3178

show protocol on page 3179

show qosprofile on page 3180

show gosscheduler on page 3182

show radius on page 3183

show radius-accounting on page 3185

show radius dynamic-authorization on page 3187
show rip on page 3188

show rip interface vlan on page 3189

show rip interface on page 3190

show rip memory on page 3191

show rip routes on page 3192

show ripng on page 3193

show ripng interface on page 3194

show ripng routes on page 3196

show rmon memory on page 3197

show router-discovery on page 3200
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show rtep I2pt on page 3201

show script output autoexec on page 3203
show script output default on page 3204
show security on page 3205

show session on page 3206

show sflow configuration on page 3208

show sflow hardware-utilization on page 3209
show sflow statistics on page 3210

show sharing on page 3211

show sharing distribution port-based on page 3212
show sharing health-check on page 3214
show sharing port-based keys on page 3215
show slot on page 3215

show slpp guard on page 3220

show snmp on page 3221

show snmp notification-log entry on page 3222
show snmp notification-log name on page 3223
show snmp notification-log on page 3225
show snmp traps bfd on page 3226

show snmp traps configuration on page 3227
show snmp vr_name on page 3228

show snmpv3 access on page 3229

show snmpv3 community on page 3231

show snmpv3 context on page 3232

show snmpv3 counters on page 3233

show snmpv3 engine-info on page 3234

show snmpv3 extreme-target-addr-ext on page 3235
show snmpv3 filter on page 3236

show snmpv3 filter-profile on page 3238
show snmpv3 group on page 3239

show snmpv3 mib-view on page 3241

show snmpv3 notify on page 3243

show snmpv3 target-addr on page 3244

show snmpv3 target-params on page 3245
show snmpv3 user on page 3246

show sntp-client on page 3248

show ssh2 on page 3249

show ssh2 ciphers macs on page 3250

show ssh2 private-key on page 3251

show sshd2 user-key on page 3252

show ssl on page 3253

show ssl csr on page 3254
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show stack-ports debounce on page 3255
show stacking on page 3256

show stacking configuration on page 3258
show stacking detail on page 3260

show stacking stack-ports on page 3262
show stacking-support on page 3265
show stpd ports blocked-ports on page 3267
show stpd ports counters on page 3268
show stpd ports non-forwarding-reason on page 3269
show stpd on page 3270

show stpd ports on page 3275

show switch on page 3277

show switch bluetooth on page 3281

show switch boot-menu on page 3283
show switch management on page 3283
show switch mounts on page 3285

show switch usb on page 3286

show system on page 3287

show tacacs on page 3289

show tacacs-accounting on page 3291
show time on page 3292

show tech-support on page 3294

show tech-support collector on page 3296
show temperature on page 3297

show tunnel on page 3299

show twamp endpoint on page 3300
show twamp reflector on page 3301
Object Missing on page 3302

show upm event on page 3302

show upm history on page 3303

show upm history exec-id on page 3304
show upm profile on page 3305

show upm timers on page 3306

show var on page 3308

show version on page 3309

show virtual-network on page 3311

show virtual-network remote-endpoint vxlan on page 3313
show virtual-network statistics on page 3314
show virtual-router on page 3316

show vlan on page 3320

show vlan description on page 3326

show vlan dhcp-config on page 3326
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show vlan dhcp-address-allocation on page 3327
show vlan dynamic-vlan on page 3328

show vlan eaps on page 3329

show vlan fabric attach assignments on page 3330
show vlan [2pt on page 3331

show vlan security on page 3333

show vlan statistics on page 3334

show vlan stpd on page 3335

show vm on page 3337

show vm guest interfaces on page 3338
show vm virtual-interface on page 3339
show vman on page 3340

show vman eaps on page 3343

show vman ethertype on page 3343

show vm-tracking on page 3344

show vm-tracking local-vm on page 3346
show vm-tracking network-vm on page 3347
show vm-tracking nms on page 3348

show vm-tracking port on page 3349

show vm-tracking repository on page 3350
show vm-tracking vpp on page 3351

show vpex on page 3352

show vpex bpe on page 3354

show vpex bpe cpu-utilization on page 3354
show vpex bpe environment on page 3355
show vpex bpe statistics on page 3357

show vpex bpe version detail on page 3360
show vpex ports on page 3361

show vpex ports ecp statistics on page 3362
show vpex ports statistics on page 3363
show vpex topology on page 3366

show vpls on page 3368

show vpls peer 12pt on page 3376

show vrrp on page 3377

show vrrp group on page 3380

show vrrp vlan on page 3381

show wredprofile on page 3383

show xml-notification configuration on page 3384
show xml-notification statistics on page 3385
ssh2 on page 3386

start orchestration mlag on page 3389

start process on page 3390

84 ExtremeXOS® Command Reference Guide for version 31.3



ExtremeXOS Commands

start vm on page 3392

stop orchestration on page 3393
stop vm on page 3394

suspend vm on page 3395
synchronize on page 3395
synchronize stacking on page 3398
telnet slot on page 3399

telnet on page 3400

terminate process on page 3402
terminate vpex ztp on page 3403
tftp on page 3405

tftp get on page 3408

tftp put on page 3410

top on page 3412

traceroute on page 3413

traceroute mac port on page 3415
traceroute mpls Isp on page 3417
unalias on page 3419

unconfigure access-list on page 3420
unconfigure avb on page 3421
unconfigure banner on page 3422
unconfigure bfd vlan on page 3423
unconfigure bootprelay dhcp-agent information check on page 3424

unconfigure bootprelay dhcp-agent information circuit-id port-information
on page 3425

unconfigure bootprelay dhcp-agent information circuit-id vlan-information
on page 3425

unconfigure bootprelay dhcp-agent information option on page 3426
unconfigure bootprelay dhcp-agent information policy on page 3427
unconfigure bootprelay dhcp-agent information remote-id on page 3428
unconfigure bootprelay dhcp-agent source-vlian on page 3428
unconfigure bootprelay include-secondary on page 3429

unconfigure cfm domain association end-point transmit-interval on page 3430
unconfigure cos-index on page 3431

unconfigure diffserv examination on page 3432

unconfigure diffserv replacement on page 3433

unconfigure eaps port on page 3434

unconfigure eaps shared-port link-id on page 3435

unconfigure eaps shared-port mode on page 3436

unconfigure elrp-client on page 3436

unconfigure elrp-client disable ports on page 3438

unconfigure erps cfm on page 3438
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unconfigure erps neighbor-port on page 3439

unconfigure erps notify-topology-change on page 3440
unconfigure erps protection-port on page 3441

unconfigure erps ring-ports west on page 3441

unconfigure icmp on page 3442

unconfigure igmp on page 3443

unconfigure identity-management list-precedence on page 3444
unconfigure identity-management on page 3444

unconfigure igmp snooping vlan ports set join-limit on page 3445
unconfigure igmp ssm-map on page 3446

unconfigure inline-power classification on page 3447

unconfigure inline-power detection ports on page 3449
unconfigure inline-power disconnect-precedence on page 3450
unconfigure inline-power operator-limit ports on page 3451
unconfigure inline-power priority ports on page 3451

unconfigure inline-power usage-threshold on page 3452
unconfigure iparp on page 3453

unconfigure ip-fix on page 3454

unconfigure ip-fix flow-key on page 3455

unconfigure ip-fix ip-address on page 3456

unconfigure ip-fix ports on page 3456

unconfigure ip-fix ports flow-key mask on page 3457

unconfigure ip-fix source ip-address on page 3458

unconfigure iproute priority on page 3459

unconfigure iproute ipv6 priority on page 3461

unconfigure ip-security dhcp-snooping information check on page 3463
unconfigure ip-security dhcp-snooping information circuit-id port-information
ports on page 3464

unconfigure ip-security dhcp-snooping information circuit-id vlan-information
on page 3464

unconfigure ip-security dhcp-snooping information option on page 3465
unconfigure ip-security dhcp-snooping information policy on page 3466
unconfigure ip-security dhcp-snooping information remote-id on page 3466
Object Missing on page 3467

unconfigure isis area on page 3467

unconfigure isis vlan on page 3468

unconfigure 12vpn dotlqg ethertype on page 3469

unconfigure 12vpn vpls redundancy on page 3470

unconfigure Idap domains on page 3471

unconfigure lldp on page 3472

unconfigure log filter on page 3473

unconfigure log target format on page 3473
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unconfigure meter on page 3475

unconfigure mlag peer interval on page 3476

unconfigure mlag peer ipaddress on page 3477

unconfigure mld on page 3478

unconfigure mld ssm-map on page 3478

unconfigure mpls exp examination on page 3479

unconfigure mpls exp replacement on page 3480
unconfigure mpls vlan on page 3481

unconfigure mpls on page 3482

unconfigure mrp ports timers on page 3483

unconfigure msdp sa-cache-server on page 3484

unconfigure msrp on page 3485

unconfigure mstp region on page 3486

unconfigure mvrp stpd on page 3487

unconfigure mvrp tag on page 3487

unconfigure mvrp on page 3488

unconfigure neighbor-discovery cache on page 3489
unconfigure netlogin on page 3490

unconfigure netlogin allowed-refresh-failures on page 3491
unconfigure netlogin authentication database-order on page 3491
unconfigure netlogin authentication failure vian on page 3492
unconfigure netlogin authentication service-unavailable vlan on page 3493
unconfigure netlogin banner on page 3494

unconfigure netlogin dotlx guest-vian on page 3495
unconfigure netlogin local-user security-profile on page 3496
unconfigure netlogin ports on page 3496

unconfigure netlogin session-refresh on page 3497
unconfigure netlogin vlan on page 3498

unconfigure network-clock gptp ports on page 3498
unconfigure network-clock sync-e clock-source on page 3499
unconfigure network-clock sync-e on page 3500

unconfigure ospf on page 3501

unconfigure ospfv3 on page 3502

unconfigure pim on page 3503

unconfigure pim border on page 3504

unconfigure pim ssm range on page 3505

unconfigure policy all-rules on page 3506

unconfigure policy app-signature group name on page 3507
unconfigure policy autoclear on page 3508

unconfigure policy captive-portal on page 3509

unconfigure policy captive-portal listening on page 3510
unconfigure policy convergence-endpoint all on page 3510

ExtremeXOS® Command Reference Guide for version 31.3

87



ExtremeXOS Commands

unconfigure policy convergence-endpoint index on page 3511

unconfigure policy invalid action on page 3512
unconfigure policy maptable on page 3512
unconfigure policy profile on page 3513
unconfigure policy rule on page 3514

unconfigure policy syslog on page 3515
unconfigure policy vlanauthorization on page 3516
unconfigure port description-string on page 3517
unconfigure ports display string on page 3518
unconfigure ports link-flap-detection on page 3518
unconfigure ports monitor vlan on page 3519
unconfigure ports redundant on page 3520
unconfigure process group on page 3521
unconfigure qosprofile on page 3522

unconfigure qosprofile wred on page 3523
unconfigure qosscheduler ports on page 3524
unconfigure radius on page 3524

unconfigure radius-accounting on page 3526
unconfigure radius-accounting server on page 3527
unconfigure radius server on page 3528
unconfigure rip on page 3528

unconfigure ripng on page 3529

unconfigure sflow on page 3530

unconfigure sflow agent on page 3531

unconfigure sflow collector on page 3531
unconfigure sflow ports on page 3532

unconfigure slot on page 3533

unconfigure ssl certificate on page 3534
unconfigure stacking on page 3535

unconfigure stacking alternate-ip-address on page 3536
unconfigure stacking license-level on page 3537
unconfigure stacking-support on page 3538
unconfigure stpd ports link-type on page 3539
unconfigure stpd on page 3540

unconfigure switch on page 3541

unconfigure tacacs on page 3543

unconfigure tacacs-accounting on page 3543

unconfigure trusted-ports trust-for dhcp-server on page 3544

unconfigure tunnel on page 3545
unconfigure upm event on page 3546
unconfigure upm timer on page 3547
unconfigure vlan description on page 3547
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unconfigure vlian dhcp on page 3548

unconfigure vlan dhcp-address-range on page 3549
unconfigure vlan dhcp-options on page 3550

unconfigure vlan ipaddress on page 3551

unconfigure vlan router-discovery on page 3552

unconfigure vlan router-discovery default-lifetime on page 3552
unconfigure vlan router-discovery hop-limit on page 3553
unconfigure vlan router-discovery link-mtu on page 3554
unconfigure vlan router-discovery managed-config-flag on page 3555
unconfigure vlan router-discovery max-interval on page 3555
unconfigure vlan router-discovery min-interval on page 3556
unconfigure vlan router-discovery other-config-flag on page 3557
unconfigure vlan router-discovery reachable-time on page 3558
unconfigure vlan router-discovery retransmit-time on page 3558
unconfigure vlan subvlan-address-range on page 3559
unconfigure vlan udp-profile on page 3560

unconfigure vman ethertype on page 3561

unconfigure vm-tracking local-vm on page 3562

unconfigure vm-tracking nms on page 3563

unconfigure vm-tracking repository on page 3563

unconfigure vm-tracking vpp vlan-tag on page 3564
unconfigure vm-tracking vpp on page 3565

unconfigure vpex on page 3566

unconfigure vpex mlag-id peer on page 3566

unconfigure vpls dotlq ethertype on page 3568

unconfigure vpls snmp-vpn-identifier on page 3569
unconfigure vr description on page 3569

unconfigure vr rd on page 3570

unconfigure vr vpn-id on page 3571

unconfigure xml-notification on page 3571

uninstall image on page 3572

uninstall license file on page 3574

uninstall license product on page 3575

upload configuration on page 3577

upload debug on page 3582

upload dhcp-bindings on page 3583

upload log on page 3584

use configuration on page 3586

use image on page 3588

virtual-router on page 3589

watch on page 3591

WHILE ... DO on page 3594
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The following section explains the ExtremeXOS commands.

alias

alias alias name command

Description

Creates aliases to execute any ExtremeXOS command, including any options, arguments, and
redirection.

Syntax Description

alias name Specifies an alias name for the command.

command ExtremeXOS command that you are creating an alias for.
Default

N/A

Usage Guidelines

To be recognized, the alias must be the first word in the string typed at the shell prompt. Substitution
does not occur if the alias name string occurs anywhere else. Aliases are only recognized by the EXSH
shell session in which they are created.

Executing the command alias (with no other arguments) displays a list of current aliases. Executing
the command alias alias name displays the command that will be substituted for alias name.

To delete aliases, use the command unalias on page 3419.

After an alias has been created, you can auto-complete the alias name or display possible aliases along
with regular commands by pressing the TAB key. You can tab-complete arguments that follow
commands corresponding to an alias.

Creating an alias using the name of an existing ExtremeXOS command overrides the original meaning
of that command. For example, executing alias download "download image 102.3.10.5"
allows you to simply type download image name to download your ExtremeXOS image from the
102.3.10.5 location . However, if you then want to download a bootrom file, the command download
bootrom 102.3.10.5f1ilename no longer functions correctly. Such an alias can be disabled
temporarily and the original command behavior restored by preceding it directly (with no spaces in
between) with a backslash, \download bootrom 102.3.10.5f1ilename Thistemporarily
overrides the alias definition and uses the original command.

To create an alias for a command that contains quoted strings within it, use a backslash. For example, if
creating an alias "cr" for the command configure vlan default description "This is
the default VLAN",usethecommandalias cr "configure vlan default
description \"This is the default VLAN\"".
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Example

History

The following limitations apply to aliases:

* Arguments cannot occur in the middle of alias commands. For example, you cannot create an alias
"set_vlan_ip" for the command configure wvlan vlan name ipaddress ip address
where you specify the VLAN name as an argument. This is because aliases work through direct
textual substitution.

* Aliases cannot be chained together. For example, if you create an alias "sh" for show version and
another alias "ps" for process, then entering sh ps at the prompt is not equivalent to entering

“show version process”.
*  You cannot tab-complete commands while trying to create an alias using the alias command.

* Aliases cannot be created for the current shell session using UPM scripts or Python scripts.

Aliases are only available in the shell session in which they are created. When you exit the shell your
aliases are lost. To create persistent aliases, you need to add the aliases to the script exshrc.xsf that
you must create using the VI editor and save in the /usr/local/cfqg folder.

The following example creates an alias named "set" for configure commands:

alias set "configure"

You can now substitute the command set for all configure commands. For example, you can type
set vlan vlan name tag taginstead of configure vlan vlan name tag tag.

The following example creates an alias named "mycmd” to substitute for the configure policy
profile command with the following arguments:

alias mycmd "configure policy profile 1 name Extreme pvid 1000 pvid-status enable tci-
overwrite enable auth-override enable forbidden-vlans 2 cos-status enable cos 2 untagged-
vlans 2 egress-vlans 200"

Typing mycmd now executes the command configure policy profile 1 name Extreme

pvid 1000 pvid-status enable tci-overwrite enable auth-override enable

forbidden-vlans 2 cos-status enable cos 2 untagged-vlans 2 egress-vlans
200

The following example lists all current aliases:

alias

alias mycmd='configure policy profile 1 name Extreme pvid 1000 pvid-status enable tci-
overwrite enable auth-override enable forbidden-vlans 2 cos-status enable cos 2 untagged-
vlans 2 egress-vlans 200"

alias set='configure'

This command was first available in ExtremeXOS 22.3

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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cd

cd directory name

Description

Changes the current working directory to the directory of the specified file system or relative to the
current working directory.

Syntax Description

cd Change current working directory.

directory name Pathname of a directory.
Default

N/A.

Usage Guidelines

Use this command to change the current working directory to the directory of the specified file system.

History

This command was first available in ExtremeXOS 15.5.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

check policy attribute

check policy attribute {attr}

Description
Displays the syntax of the specified policy attribute.

Syntax Description

attr Specifies the attribute check.

Default
N/A.
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Usage Guidelines

Use this command to display the syntax of policy attributes. The command displays any additional
keywords to use with this attribute, and the types of values expected.

Policy attributes are used in the rule entries that make up a policy file.

For each attribute, this command displays which applications use the attribute, and whether the
attribute is a match condition or a set (action, action modifier) condition.

The current applications are:
* ACL (Access Control List)—access-lists.

* RT—routing profiles, route maps.
* CLF—CLEAR-Flow.

The syntax display does not show the text synonyms for numeric entries. For example, the icmp-type
match condition allows you to specify either an integer or a text synonym for the condition. Specifying
icmp-type 8 or icmp-type echo-request are equivalent, but the syntax display shows only the numeric
option.

uid Note

E The syntax displayed is used by the policy manager to verify the syntax of policy files. The
individual applications are responsible for implementing the individual attributes. Inclusion of
a particular policy attribute in this command output does not imply that the attribute has
been implemented by the application. See the documentation of the particular application for
detailed lists of supported attributes.

Example
The following example displays the syntax of the policy attribute icmp-type:
check policy attribute icmp-type
The following is sample output for this command:
( match ) ( ACL
icmp-type <uint32 wval>
History

This command was first available in ExtremeXOS 11.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

check policy

check policy policy-name {access-list}
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Description

Checks the syntax of the specified policy.

Syntax Description

Default

policy-name Specifies the policy to check.
access-list Specifies that an access list specific check is performed.
N/A.

Usage Guidelines

Example

History

Use this command to check the policy syntax before applying it. If any errors are found, the line number
and a description of the syntax error are displayed. A policy that contains syntax errors will not be
applied.

This command can only determine if the syntax of the policy file is correct and can be loaded into the
policy manager database. Since a policy can be used by multiple applications, a particular application
may have additional constraints on allowable policies.

The following example checks the syntax of the policy zone5:

check policy zoneb

If no syntax errors are discovered, the following message is displayed:

Policy file check successful.

This command was available in ExtremeXOS 10.1.

The success message and the access-list keyword was added in ExtremeXOS 11.4.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear access-list counter

clear access-list {dynamic} counter {countername} {any | ports port list
| vlan vian name} {ingress | egress}
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Description

Clears the specified access list counters.

Syntax Description

dynamic Specifies that the counter is from a dynamic ACL.

countername Specifies the ACL counter to clear.

any Specifies the wildcard ACL.

port list Specifies to clear the counters on these ports.

vlan name Specifies to clear the counters on the VLAN (Virtual LAN).

ingress Clear the ACL counter for packets entering the switch on this
interface.

egress Clear the ACL counter for packets leaving the switch from this
interface.

Default

The default direction is ingress; the default ACL type is non-dynamic.

Usage Guidelines

Use this command to clear the ACL counters. If you do not specify an interface, or the any option, you
will clear all the counters.

Example
The following example clears all the counters of the ACL on port 2:1:
clear access-list counter port 2:1
The following example clears the counter counter? of the ACL on port 2:1
clear access-list counter counter2 port 2:1
History

This command was first available in ExtremeXx0OS 10.1.
The vlan option was first available in ExtremeXOS 11.0.

The egress and dynamic options were first available in ExtremeXxOS 11.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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clear access-list meter

clear access-list meter {meter name} [any | ports [all | port list ] |
vlan vian name]

Description

Clears the specified access list meters.

Syntax Description

meter name Specifies the ACL meter to clear.
any Clear the meter applied to wildcard, including all VLANs and all ports.
ports Clear the meter applied to a specific port list.
port list Specifies to clear the counters on these ports.
vlan Clear the meter applied to a specific VLAN.
vlan name Specifies to clear the counters on the VLAN.
Default
N/A.

Usage Guidelines

Use this command to clear the out-of-profile counters associated with the meter configuration.

Example
The following example clears all the out-of-profile counters for the meters of the ACL on port 2:1:
clear access-list meter port 2:1
The following example clears the out-of-profile counters for the meter meter2 of the ACL on port 2:1:
clear access-list meter meter2 port 2:1

History

This command was first available in ExtremeXxOS 11.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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clear account lockout

clear account [all | name] lockout

Description

Re-enables an account that has been locked out (disabled) for exceeding the permitted number failed
login attempts. This was configured by using the configure account [all | name]
password-policy lockout-on-login-failures [on | off] command

Syntax Description

all Specifies all users.

name Specifies an account name.
Default

N/A.

Usage Guidelines

This command applies to sessions at the console port of the switch as well as all other sessions.

You can re-enable both user and administrative accounts, once they have been disabled for exceeding
the 3 failed login attempts.

% Note
The failsafe accounts are never locked out.

This command only clears the locked-out (or disabled) condition of the account. The action of locking
out accounts following the failed login attempts remains until you turn it off by issuing the configure
account [all | name] password-policy lockout-on-login failures off
command.

Example
The following command re-enables the account finance, which had been locked out (disabled) for
exceeding 3 consecutive failed login attempts:
clear account finance lockout
History

This command was first available in ExtremeXOS 11.2.
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Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear bgp flap-statistics

clear bgp {neighbor} remoteaddr {address-family [ipv4-unicast |
ipv4-multicast |ipv6-unicast | ipv6-multicast |vpnv4]} flap-statistics
[all | rd rd value |as-path path expression | community [no-advertise
| no-export | no-export-subconfed | number community num | AS Num:Num]
| network [any / netMaskLen | networkPrefixFilter] {exact}]

Description

Clears flap statistics for routes to specified neighbors.

Syntax Description

all

Specifies flap statistics for all routes.

remoteaddr

Specifies the IPv4 or IPv6 address of a BGP
(Border Gateway Protocol) neighbor.

ipv4-unicast

Specifies the IPv4 unicast address family.

ipv4-multicast

Specifies an IPv4 multicast address family.

ipv6-unicast

Specifies the IPv6 unicast address family.

ipv6-multicast

Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3
VPN support.
rd value Specifies the Route Distinquisher (RD) value for

the Layer 3 VPN routes for which you want to clear
flap statistics.

no-advertise

Specifies the no-advertise community attribute.

no-export

Specifies the no-export community attribute.

no-export-subconfed

Specifies the no-export-subconfed community
attribute.

community num

Specifies a community number.

AS Num Specifies an autonomous system ID (0-65535).

Num Specifies a community number.

any Specifies all routes with a given or larger mask
length.

netMaskLen Specifies a subnet mask length (number of bits).

networkPrefixFilter

Specifies an IP address and netmask.

exact

Specifies an exact match with the IP address and
subnet mask.
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Default

If no address family is specified, IPv4 unicast is the default.

uid Note

E You must specify an IPv6 address family for an IPv6 peer, because an IPv6 peer does not
support the default IPv4 unicast address family. Similarly, if you specify an IPv4 peer and an
address family in the command, an IPv4 address family must be specified.

Usage Guidelines

Example

History

Use this command to clear flap statistics for a specified BGP neighbor.

The option network any / netMaskLen clears the statistics for all BGP routes whose mask length is
equal to or greater than maskLength, irrespective of their network address.

The option network any / netMaskLen exact clears the statistics for all BGP routes whose mask
length is exactly equal to maskLength, irrespective of their network address.

To clear flap statistics on Layer 3 VPNs, you must configure this feature in the context of the MPLS

(VRF) side of the PE router.

This command applies to the current VR or VRF context.

The following command clears the flap statistics for a specified neighbor:

clear bgp neighbor 10.10.10.10 flap-statistics all

This command was first available in ExtremeXOS 10.1.

The netMaskLen options were added in ExtremeXOS 11.0.
This command required a specific license in ExtremeXOS 11.1.
Support for IPv6 in BGP was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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clear bgp neighbor counters

clear bgp neighbor [remoteaddr | all] counters

Description

Resets the BGP counters for one or all BGP neighbor sessions to zero.

Syntax Description

remoteaddr Specifies the IPv4 or IPv6 address of a specific BGP neighbor.

all Specifies that counters for all BGP neighbors should be reset.
Default

N/A.

Usage Guidelines

This command resets the following counters:

In-total-msgs
Out-total-msgs
In-updates
Out-updates
FsmTransitions

The command clear counters also resets all counter for all BGP neighbors. For BGP, the clearcounters
command is equivalent to the following BGP command:

clear bgp neighbor all counters

This command applies to the current VR or VRF context.

Example

The following command resets the counters for the BGP neighbor at 10.20.30.55:

History

clear bgp neighbor 10.20.30.55 counters

This command was first available in ExtremeXOS 10.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.
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Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear bootprelay ipv6 prefix-delegation shnooping

clear bootprelay ipv6 prefix-delegation snooping [ {ipvé6-prefix}
ipvé prefix |ipvé-prefix all] [ {vlan} vlan name |vlan all]

Description

Clears information about a snooped IPv6 delegate prefix on a VLAN or all VLANS.

Syntax Description

ipvé prefix Specifies a snooped IPv6 prefix (/prefix length) delegated via DHCP
(Dynamic Host Configuration Protocol) to clear.
ipvé6-prefix all Clears all snooped IPv6 prefixes delegated via DHCP.
vlan name Specifies a VLAN.
vlan all Clears all snooped IPv6 prefixes delegated via DHCP on all VLANS.
Default
N/A

Usage Guidelines

You can clear a specific snooped IPv6 delegated prefix. You can also clear all snooped IPv6 delegated
prefixes on a specific VLAN or on all VLANS.

Example

The following example clears information about all snooped IPv6 delegat prefixes on all VLANS.

clear bootprelay ipv6 prefix-delegation snooping ipvé-prefix all vlan all

History

This command was first available in ExtremeX0S 15.7.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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clear cdp counters

configure cdp counters {ports ports Ilist}

Description

Clears the CDP counter statistics.

Syntax Description

ports Specifies the ports to clear.

ports list Specifies the port list.
Default

N/A.

Usage Guidelines

Use this command to clear the CDP counter statistics.

Example

The following example clears the CDP ports counters:

clear cdp counters

History

This command was first available in ExtremeX0S 15.4.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear cdp neighbor

clear cdp neighbor [device id device id | all]

Description

Clears the CDP neighbor information.
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Syntax Description

device id Specifies the Device Identifier to be used in CDP.
device id Specifies the Device Identifier of neighbor.
all Specifies all CDP neighbors.
Default
N/A.

Usage Guidelines

Use this command to clear the CDP neighbor information.

Example

The following command clears all CDP neighbor associations:

clear cdp neighbor all

History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters

clear counters

Description

Clears all switch statistics and port counters, including port packet statistics, bridging statistics, IP
statistics, and log event counters.

Syntax Description

This command has no arguments or variables.

Default
N/A.
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Usage Guidelines
You should view the switch statistics and port counters before you clear them. Use the show ports

command to view port statistics. Use the show log counters command to show event statistics.

The CLI also provides a number of options that you can specify with the clear counters command. If you
specify an option, the switch only clears the statistics for that option. For example, if you want to clear,

command. For more detailed information about those commands, see the specific chapter in the
ExtremeXOS 31.3 User Guide.

Viewing and maintaining statistics on a regular basis allows you to see how well your network is
performing. If you keep simple daily records, you will see trends emerging and notice problems arising
before they cause major network faults. By clearing the counters, you can see fresh statistics for the
time period you are monitoring.

Eo Note
a For the ENTERASYS-POLICY-PROFILE-MIB, the clear counters command does not clear
counter32.

Example

The following command clears all switch statistics and port counters:

clear counters

History

This command was first available in ExtremeXxOS 10.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters bfd

clear counters bfd {session | interface}

Description

Clears the counters associated with BFD specific settings.

Syntax Description

This command has no arguments or variables.
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Default
N/A.

Usage Guidelines

Use this command to clear the counters in the BFD session or interface (VLAN). If neither session or
interface are specified, the command clears all counters in BFD.

Example

The following command clears all counters in BFD:

# clear counters bfd

History

This command was first available in ExtremeX0S 12.4.

Platform Availability

This command is available on the ExtremeSwitching X440-G2, X450-G2, X460-G2, X465, X590, X620,
X670-G2, X690, X695, X870, 5420, 5520 series switches.

clear counters bfd missed-hellos

clear counters bfd missed-hellos {session-id first {- last} | neighbor
ipaddress {vr [vrname | all]l} | vr [vrname | all]} {current | history
| both}
Description

This command clears the bfd missed hellos counters.

Syntax Description

session-id Clear counters for sessions having session ID within the given range.
first Only or first of range of session ID.

last Last of range of session ID .

neighbor Neighbor address.

ipaddress Specify IPv4 or IPv6 destination address.

vr Virtual router.

vrname Virtual router name.

all All virtual routers.

current Clear only current set of bins.
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history Clear only historical set of bins.

both Clear both current set and historical set of bins.
Default

Current.

Usage Guidelines

Sessions can be cleared by specifying neighbor IP, by specifying range of session IDs or by specifying
VR name. In addition, current bins and historical bins can be cleared separately. These options would
help resetting one particular session/bin while tests can run in other sessions/bins.

History

This command was first available in ExtremeXOS 21.1.

Platform Availability

This command is available on the ExtremeSwitching X440-G2, X450-G2, X460-G2, X465, X590, X620,
X670-G2, X690, X695, X870, 5420, 5520 series switches.

clear counters cfm segment all

clear counters cfm segment all

Description

This command clears both frame-delay and frame-loss information for all existing segments.

Syntax Description
N/A.

Default
N/A.

Usage Guidelines

Use this command to clear both frame-delay and frame-loss information for all existing segments.

Example

# clear co cfm seg all
# sho cfm seg
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CFM Segment Name : ¢csl0
Domain Name : doml
Association : alo

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 42

Frames Received : 0

DMM Tx Interval : 10 secs

DMR Rx Timeout : 50 msec
Alarm Threshold : 10 %

Clear Threshold : 95 %
Measurement Window Size : 60

Class of Service : 6

Tx Start Time : None

Min Delay : None

Max Delay : None

Last Alarm Time : None

Alarm State : None

Lost Frames : 0

Frame Loss:

LMM Tx Interval : 10 secs

SES Threshold : 1.000000e-02
Consecutive Available Count : 4
Measurement Window Size : 1200

Class of Service : 6

Total Configured MEPs g 1

Total Active MEPs 1

MEP ID : 10

LMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 42

Frames Received : 0

Availability Status : Idle
Unavailability Start Time : None
Unavailability End Time : None

Tx Start Time : None

CFM Segment Name : csll
Domain Name : doml
Association :all

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 42

Frames Received : 0

DMM Tx Interval : 10 secs

DMR Rx Timeout : 50 msec
Alarm Threshold : 10 %

Clear Threshold : 95 %
Measurement Window Size : 60

Class of Service : 6

Tx Start Time : Mon Mar 12 10:26:39 2012
Min Delay : Mon Mar 12 10:26:49 2012
Max Delay : Mon Mar 12 10:26:49 2012
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Last Alarm Time : None

Alarm State : None

Lost Frames : 0

Frame Loss:

LMM Tx Interval : 10 secs

SES Threshold : 1.000000e-02
Consecutive Available Count : 4
Measurement Window Size : 1200

Class of Service : 6

Total Configured MEPs g 1

Total Active MEPs HE.

MEP ID : 11

LMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 42

Frames Received : 0

Availability Status : Idle
Unavailability Start Time : None
Unavailability End Time : None

Tx Start Time : None

CFM Segment Name : csl2
Domain Name : doml
Association :alz

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 42

Frames Received : 0

DMM Tx Interval : 10 secs

DMR Rx Timeout : 50 msec
Alarm Threshold : 10 %

Clear Threshold : 95 %
Measurement Window Size : 60

Class of Service : 6

Tx Start Time : Mon Mar 12 10:26:39 2012
Min Delay : Mon Mar 12 10:26:49 2012
Max Delay : Mon Mar 12 10:26:39 2012
Last Alarm Time : None

Alarm State : None

Lost Frames : 0

Frame Loss:

LMM Tx Interval : 10 secs

SES Threshold : 1.000000e-02
Consecutive Available Count : 4
Measurement Window Size : 1200

Class of Service : 6

Total Configured MEPs : 1

Total Active MEPs : 1

MEP ID s 12

LMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 1

Pending Frames 41

Frames Received 1

Availability Status : Available
Total Configured Segments 11
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History

Total Active Segments 11
#

#
#
#

History

This command was first available in ExtremeX0OS 15.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,

X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters cfm segment all frame-delay

clear counters cfm segment all frame-delay

Description

This command clears only frame-delay information for all existing segments.

Syntax Description
N/A.

Default
N/A.

Usage Guidelines

Use this command to clear only frame-delay information for all existing segments.

Example

# clear co cfm seg all frame-delay

#

#

#

# sho cfm segment

CFM Segment Name : csl0
Domain Name : doml
Association : alo

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

ExtremeX0OS® Command Reference Guide for version 31.3 109



Example

ExtremeXOS Commands

Frames Transmitted
Pending Frames
Frames Received
DMM Tx Interval
DMR Rx Timeout
Alarm Threshold
Clear Threshold
Measurement Window Size
Class of Service
Tx Start Time

Min Delay

Max Delay

Last Alarm Time
Alarm State

Lost Frames

Frame Loss:

LMM Tx Interval
SES Threshold

Consecutive Available Count

Measurement Window Size
Class of Service

Total Configured MEPs
Total Active MEPs

MEP ID

LMM Transmission
Transmission Mode

Total Frames to be sent
Frames Transmitted
Pending Frames

Frames Received
Availability Status

Unavailability Start Time

Unavailability End Time
Tx Start Time

CFM Segment Name

Domain Name

Association

MD Level

Destination MAC

Frame Delay:

DMM Transmission
Transmission Mode

Total Frames to be sent
Frames Transmitted
Pending Frames

Frames Received

DMM Tx Interval

DMR Rx Timeout

Alarm Threshold

Clear Threshold
Measurement Window Size
Class of Service

Tx Start Time

Min Delay

Max Delay

Last Alarm Time

Alarm State

Lost Frames

Frame Loss:

ILMM Tx Interval

SES Threshold

Consecutive Available Count

Measurement Window Size
Class of Service

1

30

1

10 secs
50 msec
10 %

95 %

60

6

Mon Mar
Mon Mar
Mon Mar
None
Not Set
0

10 secs

12 10:28:59 2012
12 10:28:59 2012
12 10:28:59 2012

1.000000e-02

4
1200
6
1
g 1
10

In Progress

On Demand

45

4

30

4

Available

None

None

Mon Mar 12
csll
doml
all
1

10:28:29 2012

00:04:96:52:a7:38

In Progress
On Demand

45

1

30

1

10 secs
50 msec
10 &

95 %

60

6

Mon Mar
Mon Mar
Mon Mar
None
Not Set
0

10 secs

12 10:28:59 2012
12 10:28:59 2012
12 10:28:59 2012

1.000000e-02

4
1200
6
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Total Configured MEPs g 1

Total Active MEPs HE.

MEP ID : 11

LMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted 12

Pending Frames : 30

Frames Received g 12
Availability Status : Available
Unavailability Start Time : None
Unavailability End Time : None

Tx Start Time : Mon Mar 12 10:27:09 2012
CFM Segment Name : csl2
Domain Name : doml
Association :alz

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 1

Pending Frames : 30

Frames Received 1

DMM Tx Interval : 10 secs

DMR Rx Timeout : 50 msec
Alarm Threshold : 10 %

Clear Threshold : 95 %
Measurement Window Size : 60

Class of Service : 6

Tx Start Time : Mon Mar 12 10:28:59 2012
Total Configured Segments 11

Total Active Segments : 11

#

#

#

History

This command was first available in ExtremeXOS 15.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters cfm segment all frame-loss

clear counters cfm segment all frame-loss

Description

This command clears only frame-loss information for all existing segments.
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Syntax Description

Default

N/A.

N/A.

Usage Guidelines

Example

Use this command to clear only frame-loss information for all existing segments.

# clear co cfm seg all frame-loss

#

#

#

# sho cfm segment
CFM Segment Name
Domain Name
Association

MD Level
Destination MAC
Frame Delay:

DMM Transmission
Transmission Mode
Total Frames to be sent
Frames Transmitted
Pending Frames
Frames Received
DMM Tx Interval
DMR Rx Timeout
Alarm Threshold
Clear Threshold
Measurement Window Size
Class of Service
Tx Start Time

Min Delay

Max Delay

Last Alarm Time
Alarm State

Lost Frames

Frame Loss:

IMM Tx Interval
SES Threshold

Consecutive Available Count

Measurement Window Size
Class of Service

Total Configured MEPs
Total Active MEPs

MEP ID

LMM Transmission
Transmission Mode

Total Frames to be sent
Frames Transmitted
Pending Frames

Frames Received
Availability Status

csl0

doml

alo

1
00:04:96:52:a7:38

In Progress

On Demand

45

2

29

2

10 secs

50 msec

10 §

95 %

60

6

Mon Mar 12 10:28:59 2012
Mon Mar 12 10:29:09 2012
Mon Mar 12 10:29:09 2012
None

Not Set

0

10 secs
1.000000e-02
4
1200
6
1
g 1
10
In Progress
On Demand
45

29

Idle
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Unavailability Start Time : None

Unavailability End Time : None

Tx Start Time : None

CFM Segment Name : csll
Domain Name : doml
Association : all

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted H

Pending Frames : 29

Frames Received H

DMM Tx Interval : 10 secs

DMR Rx Timeout : 50 msec
Alarm Threshold : 10 %

Clear Threshold : 95 %
Measurement Window Size : 60

Class of Service : 6

Tx Start Time : Mon Mar 12 10:28:59 2012
Min Delay : Mon Mar 12 10:29:09 2012
Max Delay : Mon Mar 12 10:28:59 2012
Last Alarm Time : None

Alarm State : Not Set

Lost Frames : 0

Frame Loss:

LMM Tx Interval : 10 secs

SES Threshold : 1.000000e-02
Consecutive Available Count : 4
Measurement Window Size : 1200

Class of Service : 6

Total Configured MEPs g 1

Total Active MEPs 1

MEP ID HE

LMM Transmission : In Progress
Transmission Mode : On Demand

Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 28

Frames Received : 0

Availability Status : Idle
Unavailability Start Time : None
Unavailability End Time : None

Tx Start Time : Mon Mar 12 10:29:19 2012
CFM Segment Name : csl2
Domain Name : doml
Association :alz

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted H

Pending Frames g 29

Frames Received H

DMM Tx Interval : 10 secs

DMR Rx Timeout : 50 msec
Alarm Threshold : 10 %

Clear Threshold : 95 %
Measurement Window Size : 60

Class of Service : 6
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Tx Start Time : Mon Mar 12 10:28:59 2012
Total Configured Segments 11

Total Active Segments 11

#

#

#

History

This command was first available in ExtremeXOS 15.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters cfm segment frame-delay

clear counters cfm segment segment name frame-delay

Description

This command clears only frame-delay information for segment with given segment name.

Syntax Description

segment name An alpha numeric string identifying the segment name.

Default
N/A.

Usage Guidelines

Use this command to clear only frame-delay information for segment with given segment name.

Example

# clear co cfm seg csl0 frame-delay

#

#

#

# sho cfm seg csl0

CFM Segment Name : csl0
Domain Name : doml
Association : alo

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
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Transmission Mode : On Demand

Total Frames to be sent : 45

Frames Transmitted 1

Pending Frames : 34

Frames Received HE.

DMM Tx Interval : 10 secs

DMR Rx Timeout : 50 msec

Alarm Threshold : 10 %

Clear Threshold : 95 %

Measurement Window Size : 60

Class of Service HIY

Tx Start Time : Mon Mar 12 10:28:19 2012
Min Delay : Mon Mar 12 10:28:19 2012
Max Delay : Mon Mar 12 10:28:19 2012
Last Alarm Time : None

Alarm State : Not Set

Lost Frames : 0

Frame Loss:

LMM Tx Interval : 10 secs

SES Threshold : 1.000000e-02
Consecutive Available Count : 4

Measurement Window Size : 1200

Class of Service HIY

Total Configured MEPs 1

Total Active MEPs g 1

MEP ID : 10

LMM Transmission : In Progress

Transmission Mode : On Demand

Total Frames to be sent : 45

Frames Transmitted : 8

Pending Frames : 34

Frames Received : 8

Availability Status : Available

Unavailability Start Time : None

Unavailability End Time : None

Tx Start Time : Mon Mar 12 10:27:09 2012
Total Configured Segments : 11

Total Active Segments 11

#

History

This command was first available in ExtremeXOS 15.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters cfm segment frame-loss mep

clear counters cfm segment segment name frame-loss mep mep id

Description

This command clears only frame-loss information for the given MEP in segment with given segment
name.
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Syntax Description

Default

segment name

An alpha numeric string identifying the segment name.

N/A.

Usage Guidelines

Example

#
#
#
#

# sho cfm segment
CFM Segment Name
Domain Name
Association

MD Level
Destination MAC
Frame Delay:

DMM Transmission
Frames Transmitted
Frames Received
DMM Tx Interval
DMR Rx Timeout
Alarm Threshold
Clear Threshold
Measurement Window Size
Class of Service
Tx Start Time

Min Delay

Max Delay

Last Alarm Time
Alarm State

Lost Frames

Frame Loss:

LMM Tx Interval
SES Threshold

Consecutive Available Count

Measurement Window Size
Class of Service

Total Configured MEPs
Total Active MEPs

MEP ID

LMM Transmission
Transmission Mode
Frames Transmitted
Frames Received
Availability Status

Unavailability Start Time

Unavailability End Time
Tx Start Time

clear counters cfm segment "cs2" frame-loss mep 3

cs2

dom2

a2

2
00:04:96:52:a7:64

Disabled
0

0

10 secs
50 msec
10 %

95 %

60

6

None
None
None
None
None

10 secs
1.000000e-02
4

1200

6

1

g 1

3
In Progress
Continuous
0

0

Idle

None

None

None

Use this command to clear only frame-loss information for the given MEP in segment with given
segment name.
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Total Configured Segments g 1
Total Active Segments 1
#
#

History

This command was first available in ExtremeX0OS 15.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters cfm segment frame-loss

clear counters cfm segment segment name frame-loss

Description

This command clears only frame-loss information for segment with given segment name for all
associated MEPs.

Syntax Description

segment name An alpha numeric string identifying the segment name.

Default
N/A.

Usage Guidelines

Use this command to clear only frame-loss information for segment with given segment name for all
associated MEPs.

Example

# clear co cfm seg csl0 frame-loss

#

#

#

# sho cfm seg csl0

CFM Segment Name : csl0

Domain Name : doml

Association : alo

MD Level g 1

Destination MAC : 00:04:96:52:a7:38

Frame Delay:
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DMM Transmission In Progress
Transmission Mode On Demand
Total Frames to be sent 45
Frames Transmitted 1
Pending Frames 34
Frames Received 1
DMM Tx Interval 10 secs
DMR Rx Timeout 50 msec
Alarm Threshold 10 %

Clear Threshold 95 %
Measurement Window Size 60
Class of Service 6
Tx Start Time Mon Mar 12 10:28:19 2012
Min Delay Mon Mar 12 10:28:19 2012
Max Delay Mon Mar 12 10:28:19 2012
Last Alarm Time None
Alarm State Not Set
Lost Frames 0
Frame Loss:
LMM Tx Interval 10 secs
SES Threshold 1.000000e-02
Consecutive Available Count 4
Measurement Window Size 1200
Class of Service 6
Total Configured MEPs 1
Total Active MEPs HE.
MEP ID 10
LMM Transmission In Progress
Transmission Mode On Demand
Total Frames to be sent 45
Frames Transmitted 1
Pending Frames 33
Frames Received 1
Availability Status Available
Unavailability Start Time None
Unavailability End Time None
Tx Start Time Mon Mar 12 10:28:29 2012
Total Configured Segments 11
Total Active Segments 11
#
#
#
#
#
History

This command was first available in ExtremeX0OS 15.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,

X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters cfm segment

clear counters cfm segment segment name
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Description

This command clears both frame-delay and frame-loss information for segment with given segment
name.

Syntax Description

segment _name An alpha numeric string identifying the segment name.

Default
N/A.

Usage Guidelines

Use this command to clear both frame-delay and frame-loss information for segment with given
segment name.

Example

# clear co cfm seg cs2

#

# sho cfm seg cs2

CFM Segment Name g @s2
Domain Name : doml
Association :az

MD Level g 1
Destination MAC : 00:04:96:52:a7:38
Frame Delay:

DMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 40

Frames Received : 0

DMM Tx Interval : 10 secs
DMR Rx Timeout : 50 msec
Alarm Threshold : 10 %
Clear Threshold : 95 %
Measurement Window Size : 60

Class of Service : 6

Tx Start Time : None

Min Delay : None

Max Delay : None

Last Alarm Time : None
Alarm State : None

Lost Frames : 0

Frame Loss:

LMM Tx Interval : 10 secs
SES Threshold : 1.000000e-02
Consecutive Available Count : 4
Measurement Window Size : 1200
Class of Service : 6

Total Configured MEPs : 1

Total Active MEPs 1

MEP ID g 2
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LMM Transmission : In Progress
Transmission Mode : On Demand
Total Frames to be sent : 45

Frames Transmitted : 0

Pending Frames : 40

Frames Received : 0
Availability Status : Idle
Unavailability Start Time : None
Unavailability End Time : None
Press <SPACE> to continue or <Q> to quit:
Tx Start Time : None
Total Configured Segments : 11
Total Active Segments : 11
#

#

#

#

#

#

#

#

History

This command was first available in ExtremeXOS 15.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters cfm session missed-hellos

clear counters cfm session missed-hellos { domain name
{ association name { {ports port 1ist} { end-point [up|down] } } } }
{current | history | both}

Description

This command clears counters for current or historical cfm session missed-hellos.

Syntax Description

domain name IEEE 802.1ag Domain name

association name IEEE 802.1ag or ITU-T Y.1731 Association name

ports Specify ports to clear counters.

port list List of ports to clear counters.

end-point Specify MEPs (Maintenance association End Point) to clear counters.
up End point is up.

down End point is down.
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current Clear only current set of bins.
history Clear only historical set of bins.
both Clear both current and historical set of bins.
Default
Current.

Usage Guidelines

None.

History

This command was first available in ExtremeXOS 16.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters edp

clear counters edp {ports ports}

Description

Clears the counters associated with EDP (Extreme Discovery Protocol).

Syntax Description

ports Specifies one or more ports or slots and ports.

Default

If you do not specify a port, the EDP counters will be cleared for all ports.

Usage Guidelines
This command clears the following counters for EDP protocol data units (PDUs) sent and received per
EDP port:
* Switch PDUs transmitted.
* VLAN PDUs transmitted.

*  Transmit PDUs with errors.
* Switch PDUs received.
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* VLAN PDUs received.
* Received PDUs with errors.

Example

The following command clears the EDP counters on all ports:

clear counters edp

History

This command was first available in ExtremeXxOS 10.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters erps

clear counters erps ring-name

Description
Clear statistics on the specified ERPS (Ethernet Ring Protection Switching) ring.

Syntax Description

ring-name Alphanumeric string that identifies the ERPS ring.

Default
N/A.

Usage Guidelines

Use this command to clear statistics on the specified ERPS ring.

Example

The following command clears statistics on the ERPS ring named “ring1”:

clear counters erps ringl
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History

This command was first available in ExtremeXOS 15.1.

Platform Availability

This command is available on all platforms supported in 12.6 and forward that are running ExtremeXOS.

clear counters mpls

clear counters mpls {[lsp all | [{vlan} vlan name | vlan all]]}

Description

Clears all packet and byte counters for all MPLS LSPs and all MPLS protocol counters for all MPLS
interfaces.

Syntax Description

1sp all Clears all MPLS protocol counters for all MPLS LSPs.
vlan name Clears all MPLS protocol counters for the MPLS interface on the
specified VLAN.
vlan all Clears all MPLS protocol counters for all MPLS interfaces.
Default
N/A.

Usage Guidelines

This command clears all packet and byte counters for all MPLS LSPs and all MPLS protocol counters for
all MPLS interfaces. If the Isp all keywords are specified, all packet and byte counters for all MPLS LSPs
are cleared. If the vlan all keywords are specified, all MPLS protocol counters for all MPLS interfaces are
cleared. If a VLAN name is specified, all MPLS protocol counters for the MPLS interface on that VLAN
are cleared.

Example

This example clears all MPLS counters associated with VLAN 1:

clear counters mpls vlan vlan 1

History

This command was first available in ExtremeXOS 11.6.
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Platform Availability

This command is available only on the platforms that support this feature as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear counters fdb mac-tracking

clear counters fdb mac-tracking [mac addr | all]

Description

Clears the event counters for the FDB (forwarding database) MAC-tracking feature.

Syntax Description

mac_addr Specifies a MAC address, using colon-separated bytes.

all Clears the counters for all tracked MAC addresses.
Default

N/A.

Usage Guidelines

The clear counters command also clears the counters for all tracked MAC addresses.

Example

The following example clears the counters for all entries in the MAC address tracking table:

Switch.l # clear counters fdb mac-tracking all

History

This command was first available in ExtremeXOS 12.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters identity-management

clear counters identity-management

Description

Clears the identity management feature counters.
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Syntax Description

This command has no arguments or variables.

Default

N/A.

Usage Guidelines

This command clears the following identity management statistics counters:

High memory usage level reached count
Critical memory usage level reached count
Max memory usage level reached count
Normal memory usage level trap sent
High memory usage level trap sent

Critical memory usage level trap sent

Max memory usage level trap sent

Event notification sent

You can view these counters with the show identity-management statistics command.

Example

% Note
The clear counters command also clears these counters. The following counters relate to

active entries and are not cleared: Total number of users logged in, Total number of login
instances, and Total memory used.

The following command clears the identity management feature counters:

Switch.4 # clear counters identity-management

History

This command was first available in ExtremeX0S 12.4.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters iparp

clear counters iparp
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Description
Clears all the IPARP counters.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Example
This example clears all IPARP counters:
clear counters iparp

History

This command was first available in ExtremeXOS 11.6.

Per virtual router capability was deprecated in ExtremeXOS 30.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters I12vpn

clear counters 12vpn [vpls [vpls name | all] | vpws [vpws name | all]]

Description
Clears all the specified VPLS or VPWS counters.

Syntax Description

vpls name |dentifies the VPLS within the switch (character string).
vpws_name |dentifies the VPWS within the switch (character string).
all Specifies all VPLS or VPWS VPNSs.
Default
N/A.
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Usage Guidelines

Example

History

The 12vpn keyword was introduced in ExtremeXOS Release 12.4 and is required when clearing counters
for a VPWS. For backward compatibility, the 12vpn keyword is optional when clearing counters for a
VPLS. However, this keyword will be required in a future release, so we recommend that you use this
keyword for new configurations and scripts.

This example clears all VPLS counters for the specified VPLS:

clear counters vpls myvpls

This example clears all VPWS counters for the specified VPWS:

clear counters 1l2vpn VPpWS MyvVPwWS

This command was first available in ExtremeXOS 11.6.

The 12vpn and vpws keywords were first available in ExtremeX0S 12.4.

Platform Availability

This command is available only on the platforms that support this feature as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear counters mpls Idp

clear counters mpls ldp {{{vlan} vlan name} | lsp all}

Description

Clears LDP control protocol counters and packet and byte counters associated with LDP LSPs.

Syntax Description

Default

vlan name Clears LDP control protocol counters on the specified VLAN.
vlan all Clears LDP control protocol counters on all MPLS interfaces.
1sp all Clears all LDP LSP packet and byte counters.

N/A.
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Usage Guidelines

By default, all LDP control protocol counters are cleared for all LDP interfaces and all byte counters.
Specifying the vlan keyword clears only the protocol counters associated with a specified LDP interface.
Specifying the Isp keyword clears only the packet and byte counters associated with LDP LSPs.

Example

This example clears all LDP control protocol counters and all packet and byte counters for all LDP LSPs:

clear counters mpls ldp

History

This command was first available in ExtremeXOS 11.6.

Platform Availability

This command is available only on the platforms that support this feature as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear counters mpls rsvp-te

clear counters mpls rsvp-te {[lsp all | [{vlan} vIan name | vlan all]]}
Description

Clears all packet and byte counters for all RSVP-TE LSPs and all RSVP-TE protocol counters for all MPLS

interfaces.

Syntax Description

1lsp all Clears all packet and byte counters for all RSVP-TE LSPs.

vlan name Clears all RSVP-TE protocol counters for the MPLS interface on the
specified VLAN.

vlan all Clears all RSVP-TE protocol counters on all MPLS interfaces.

Default

By default, all RSVP-TE control protocol counters are cleared for all RSVP-TE interfaces.

Usage Guidelines

This command clears all packet and byte counters for all RSVP-TE LSPs and all RSVP-TE protocol
counters for all MPLS interfaces. If the Isp all keywords are specified, all packet and byte counters for all
RSVP-TE LSPs are cleared. If the vlan all keywords are specified, all RSVP-TE protocol counters for all
MPLS interfaces are cleared. If a VLAN name is specified, all RSVP-TE protocol counters for the MPLS
interface on that VLAN are cleared.
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Example
This example clears the RSVP-TE protocol counters on VLAN 1only:

clear counters mpls rsvp-te vlan vlan 1

History

This command was first available in ExtremeXOS 11.6.

Platform Availability

This command is available only on the platforms that support this feature as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear counters mpls static Isp

clear counters mpls static lsp {lIsp name | all }

Description

Clears the packet and byte counters for one or all static LSPs.

Syntax Description

lsp name Identifies the LSP for which counters are to be cleared.

all Specifies that counters are to be cleared for all static LSPs on this LSR.
Default

N/A.

Usage Guidelines

None.

Example

The following command clears the counters for a static LSP:

clear counters mpls static lsp 1sp598

History

This command was first available in ExtremeXOS 12.1.
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Platform Availability

This command is available only on the platforms that support this feature as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear counters policy

clear counters policy

Description

Clears policy rule usage statistics.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

This command resets the counters on each rule to zero and clears the rule usage.

To see a list of used rules, use the port-hit option with the command show policy rule port-
hit {data} {detail} {wide!}

Example
The following example clears policy rule usage statistics:
# clear counters policy
# show policy rule port-hit
No entries found.
History

This command was first available in ExtremeXOS 30.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters ports

clear counters ports {port list | all}
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Description

Clears the counters associated with the ports.

Syntax Description

ports Clears port-related statistics on specified ports or all ports in the
system.
port list Port list for clear operation.
all All ports in the system.
Default
All ports.

Usage Guidelines

This command clears the counters for the ports, including the following:

Example

Statistics.
Transmit errors.
Receive errors.
Collisions.
Packets.

Note
If you use the clear counters command with no keyword, the system clears the counters for all

applications.

The following example clears the counters on all ports:

clear counters ports all

History

This command was first available in ExtremeXOS 11.3.

This command was updated in ExtremeXOS 15.5 to include the port 1list variable and the all
keyword.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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clear counters ports protocol filter

clear counters ports {port list | all} protocol filter

Description

Clears protocol filtering counters.

Syntax Description

port list Specifies the port list is separated by a comma (, ) or dash (- ).
all Specifies all ports

Default
Disabled.

Usage Guidelines

Use this command to clear protocol filtering counters.

Example
The following example clears all protocol filtering counters:
clear counters ports protocol filter
The following example clears protocol filtering counters on ports 1-5:
clear counters ports 1-5 protocol filter
History

This command was first available in ExtremeX0OS 15.5.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters stp

clear counters stp {[all | diagnostics | domains | ports]}

Description

Clears, resets all STP statistics and counters.
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Syntax Description

Default

all Specifies all STP domain, port, and diagnostics counters.
diagnostics Specifies STP diagnostics counters.

domains Specifies STP domain counters.

ports Specifies STP port counters.

N/A.

Usage Guidelines

Example

History

If you do not enter a parameter, the result is the same as specifying the all parameter: the counters for
all domains, ports, and diagnostics are reset.

Enter one of the following parameters to reset the STP counters on the switch:

¢ all—Specifies the counters for all STPDs and ports, and clears all STP counters.
* diagnostics—Clears the internal diagnostic counters.

* domains—Clears the domain level counters.

* ports—Clears the counters for all ports and leaves the domain level counters.

Viewing and maintaining statistics on a regular basis allows you to see how well your network is
performing. If you keep simple daily records, you will see trends emerging and notice problems arising
before they cause major network faults. By clearing the counters, you can see fresh statistics for the
time period that you are monitoring.

The following command clears all of the STP domain, port, and diagnostic counters:

clear counters stp

This command was first available in ExtremeXOS 10.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters virtual-network

clear counters virtual-network [ all | vn name ]
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Description

This command clears statistics (byte/packet counters) on a Virtual Network.

Syntax Description

all Clear all Virtual Network counters.

vn_name Clear counters only for the specified Virtual Network string.
Default

N/A.

Usage Guidelines

N/A.
Example
To clear statistics on an existing Virtual Network:
clear counters virtual-network vnetd4
To clear statistics on all Virtual Networks:
clear counters virtual-network all
History

This command was first available in ExtremeXOS 21.1.

Platform Availability

This command is supported on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5520
series switches, and stacks with X465, X590, X670-G2, X690, X695, X870, 5420, 5520 slots only.

clear counters virtual-network remote-endpoint

clear counters virtual-network remote-endpoint vxlan [ all | ipaddress
ipaddress]

Description

Use this command to clear statistics (byte/packet counters) on a Virtual Network remote endpoint.
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Syntax Description

all Clear all remote endpoint counters.
ipaddress Clear counters for the specified remote endpoint IP address.
ipaddress A remote endpoint IP address.
Default
N/A.

Usage Guidelines

N/A.
Example
To clear statistics on an existing Virtual Network remote endpoint:
clear counters virtual-network remote-endpoint ipaddress vxlan 10.10.10.146
To clear statistics on all Virtual Network remote endpoints:
clear counters virtual-network remote-endpoint vxlan all
History

This command was first available in ExtremeXOS 21.1.

Platform Availability

This command is supported on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5520
series switches, and stacks with X465, X590, X670-G2, X690, X695, X870, 5420, 5520 slots only.

clear counters vpls

clear counters vpls [vpls name | all]

Description

Clears all VPLS counters for the specified vpls name.

Syntax Description

vpls name Identifies the VPLS within the switch (character string)
all Specifies all VPLS VPNSs.
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Default
N/A.

Usage Guidelines

This command clears all VPLS counters for the specified vpls_name. If the optional all keyword is
specified, all packet and byte counters for all VPLS VPNs are cleared.

Example

This example clears all VPLS counters for the specified VPLS:

clear counters vpls myvpls

History

This command was first available in ExtremeXOS 11.6.

Platform Availability

This command is available only on the platforms that support this feature as described in in the
ExtremeXOS 31.3 Feature License Requirements document.

clear counters vr

clear counters {vr} vpn-vrf-name

Description

Clears statistics information for a VPN Virtual Routing and Forwarding instance (VPN VRF).

Syntax Description

vpn-vrf-name Specifies the name of a VPN VRF.

Default
N/A.

Usage Guidelines
This command can help to debug control path issues for a VPN VRF. Issuing a global XOS “clear
counter” command will also clear VRF counters. This command clears the following counters:
* Route add operation count.
* Route delete operation count.
* Routes dropped count.
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This command is supported only on VPN VRFs.

Example

The following command clears the counters for VPN VRF red:

Switch.19 # clear counters vr red

History

This command was first introduced in XOS Release 15.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear counters vrrp

clear counters vrrp {{vlan vlan name} {vrid vridval}}

Description

Clears, resets all VRRP (Virtual Router Redundancy Protocol) statistics and counters.

Syntax Description

vlan name Specifies the name of a VRRP VLAN.
vridval Specifies the VRRP Router ID (VRID) for a VRRP instance. To display
the configured VRRP router instances, enter the show vrrp
command.
Default
N/A.

Usage Guidelines

Use this command to reset the VRRP statistics on the switch. Statistics are not reset when you disable
and re-enable VRRP.

If you do not enter a parameter, statistics for all VRRP VLANSs are cleared.
If you specify only VLAN name, statistics for all VRRP VRIDs on that VLAN are cleared.

If you specify VLAN name and VRRP VRID, only statistics for that particular VRID are cleared.
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Example
The following command clears the VRRP statistics on VRRP VLAN v
clear counters vrrp vlan vl
The following command clears the VRRP statistics for VRID 1on VRRP VLAN v1:
clear counters vrrp vlan vl vrid 1
History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the VRRP feature,see the ExtremeXOS 31.3 Feature License Requirements document.

clear counters wred

clear counters wred

Description

Clears weighted random early detection (WRED) statistics for all ports.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

None.

Example

The following example clears the WRED statistics for all ports:

# clear counters wred

History

This command was first available in ExtremeX0S 12.7.
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Platform Availability

This command is available on the ExtremeSwitching X450-G2, X460-G2, X670-G2, X435, X465, X590,
X620, X690, X695, X870, 5420, 5520 series switches.

clear counters wred ecn

clear counters wred ecn

Description

Clears Explicit Congestion Notification (ECN) counters statistics for all ports.

Syntax Description

This command has no arguments or variables.

Default
N/A.
Example
The following example clears ECN counter statistics for all ports:
# clear counters wred ecn
History

This command was first available in ExtremeXOS 22.3.

Platform Availability

This command is available on ExtremeSwitching X460-G2, X670, X435, X465, X590, X690, X695, X870,
5420, 5520 series switches.

clear counters xml-notification

clear counters xml-notification {all | target}

Description

Clears the statistics counters.

Syntax Description

target Specifies an alpha numeric string that identifies the configured target.
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Default
N/A.

Usage Guidelines

Use this command to unconfigure and reset all statistics counters.

Example

The following command clears all of the xml-notification statistics counters:

clear counters xml-notification all

History

This command was first available in ExtremeX0S 12.4.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear cpu-monitoring

clear cpu-monitoring {process name}

Description

Clears, resets the CPU utilization history and statistics stored in the switch.

Syntax Description

name Specifies the name of the process.

Default
N/A.

Usage Guidelines

When you do not specify any keywords, this command clears the CPU utilization history for the entire
switch, including processes, and resets the statistics to zero (0).

When you specify process, the switch clears and resets the CPU utilization history for the specified
process.
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Example
The following command resets the CPU history and resets statistics to O for the TFTP process running
on a switch:
# clear cpu-monitoring process tftpd
History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear dns cache

clear dns cache

Description

Clears the Domain Name System (DNS) cache entries.

Syntax Description

dns Domain Name System.

cache Specifies clearing the DNS cache.
Default

N/A.

Usage Guidelines

None.

Example

The following example clears the DNS cache:

# clear dns cache

History

This command was first available in ExtremeXOS 30.3.
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Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear dns cache analytics entries

clear dns cache analytics entries {{vr} vr name}

Description

Clears the Domain Name System (DNS) cache analytics entries for a virtual router (VR).

Syntax Description

dns Domain Name System.

cache Specifies the DNS cache.

analytics Specifies the DNS cache analytics.

entries Specifies clearing the analyzed DNS queries.

vr Specifies a VR on which to clear entries.

VI name Specifies the VR name. If not specified, the VR of the current
command context is used.

Default

If not specified, by default the VR of the current command context is used.

Usage Guidelines

This command clears already analyzed DNS queries for a VR. If you do not clear entries with this
command, the entries are timed out based on the configured value in the command configure dns
cache analytics [{timeout minutes} {max-entries max entries}]

Example

The following example clears the DNS cache analytics entries for the current VR:

# clear dns cache analytics entries

History

This command was first available in ExtremeXOS 30.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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clear eaps counters

clear eaps counters

Description

Clears, resets the counters gathered by EAPS (Extreme Automatic Protection Switching) for all of the

EAPS domains and any EAPS shared ports configured on the switch.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

Use this command to clear, reset the EAPS counters.

The counters continue to increment until you clear the information. By clearing the counters, you can
see fresh statistics for the time period you are monitoring.

To display information about the EAPS counters, use the following commands:

show eaps counters —This command displays summary EAPS counter information.

show eaps counters shared-port —Ifconfigured for EAPS shared ports, this command
displays summary EAPS shared port counter information.

Example

The following command clears, resets all of the counters for EAPS:

clear eaps counters

History

This command was first available in ExtremeXOS 11.6.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear elrp counters

clear elrp counters
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Description

Clears and resets the ELRP counters.

Syntax Description

Default

This command has no arguments or variables.

N/A.

Usage Guidelines

Example

History

You should view the switch statistics before you delete the ELRP counters. Use the show log
counters command to display event statistics.

Viewing and maintaining statistics on a regular basis allows you to see how well your network is
performing. If you keep simple daily records, you will see trends emerging and notice problems arising
before they cause major network faults. By clearing the counters, you can see fresh statistics for the
time period that you are monitoring.

With hard-assisted ELRP, the request to clear ACL counters is sent from ELRP to the ACL manager, and
then to hardware one at a time. Since there is one ACL counter per VLAN port, it may take some time
for all of the counters to be cleared in hardware when multiple ACL counters are used. If you run the
clear elrp counters command before all counters are reset, the Pkts-Xmit statistics for some
VLANSs might temporarily show the sum of partially cleared counters.

The following command clears all switch statistics related to ELRP:

# clear elrp counters

This command was first available in ExtremeXOS 11.1.

Hardware-assisted information was added in ExtremeXOS 30.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear elsm ports auto-restart

clear elsm ports port list auto-restart
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Description

Clears one or more ELSM-enabled ports that are in the Down-Stuck state.

Syntax Description

port list Specifies the ELSM-enabled ports that are permanently in the Down-
Stuck state.

Default
N/A.

Usage Guidelines

If you do not have automatic restart enabled, use this command to transition ELSM-enabled ports that
are permanently in the Down-Stuck state to the Down state. You can also use the enable elsm
ports port list auto-restart command to transition a port from the Down-Stuck state to the
Down state.

For information about the ELSM-enabled ports states, see the command show elsm ports.

If automatic restart is enabled (this is the default behavior), automatic restart automatically transitions
the ports from the Down-Stuck state to the Down state. For more information, see the command enable
elsm ports auto-restart.

Example

The following command transitions the ports from the Down-Stuck state to the Down state:

clear elsm ports 2:1-2:2 auto-restart

History

This command was first available in ExtremeXOS 11.4.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear elsm ports counters

clear elsm {ports port Iist} counters

Description
Clears the statistics gathered by ELSM for the specified ports or for all ports.
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Syntax Description

port 1list

Specifies the ELSM-enabled ports for which ELSM statistics are being
cleared.

Default
N/A.

Usage Guidelines

You should view the ELSM statistics and counters before you clear them. To view ELSM-specific counter
information, use the show elsm ports all | port Ilistcommand.To view summary ELSM

information, including the ports configured for ELSM, use the show elsm command.

Use this command to clear only the ELSM-related counters. To clear all of the counters on the switch,
including those related to ELSM, use the clear counters command.

Viewing and maintaining statistics on a regular basis allows you to see how well your network is
performing. If you keep simple daily records, you will see trends emerging and notice problems arising
before they cause major network faults. By clearing the counter, you can see fresh statistics for the time

period you are monitoring.

Example

The following command clears the statistics gathered by ELSM for slot 2, ports 1-2:

clear elsm ports 2:1-2:2 counters

History

This command was first available in ExtremeXxOS 11.4.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear esrp counters

clear esrp counters

Description

Clears the statistics gathered by ESRP (Extreme Standby Router Protocol) for all ESRP domains on the

switch.

146 ExtremeXOS® Command Reference Guide for version 31.3



ExtremeXOS Commands Syntax Description

Syntax Description

Default

This command has no arguments or variables.

None.

Usage Guidelines

Example

Use this command to clear the state transition and the protocol packet counters gathered by ESRP.

The state transition count displays the number of times the ESRP domain entered the following states:

*  Aware—An Extreme switch that does not participate in ESRP elections but is capable of listening to
ESRP Bridge Protocol Data Units (BPDUS).

* Master—The master switch is the device with the highest priority based on the election algorithm.
The master is responsible for responding to clients for Layer 3 routing and Layer 2 switching for the
ESRP domain.

* Neutral—The neutral state is the initial state entered by the switch. In a neutral state, the switch waits
for ESRP to initialize and run. A neutral switch does not participate in ESRP elections.

* PreMaster—The pre-master state is an ESRP switch that is ready to be master but is going through
possible loop detection prior to transitioning to master.

* Slave—The slave switch participates in ESRP but is not elected or configured the master and does
not respond to ARP requests but does exchange ESRP packets with other switches on the same
VLAN. The slave switch is available to assume the responsibilities of the master switch if the master

becomes unavailable or criteria for ESRP changes.

If the slave is in extended mode, it does not send ESRP hello messages; however, it sends PDUs that
can trigger a change in the master switch.

For more information about configuring the ESRP mode of operation on the switch, see the
configure esrp mode [extended | standard] command. By default, ESRP operatesin
extended mode.

To display information about the ESRP domain, including the previously described states, use the show
esrp { {name} | {type [vpls-redundancy | standard]} } command.

The protocol packet count displays the number of times ESRP, ESRP-aware, and ESRP error packets
were transmitted and received.

To display information about the ESRP counters, use the show esrp {name} counters command.

The following command clears the statistics gathered by ESRP:

clear esrp counters
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History

This command was first available in ExtremeXxOS 11.0.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear esrp neighbor

clear esrp esrpDomain neighbor

Description

Clears the neighbor information for the specified ESRP domain.

Syntax Description

esrpDomain Specifies the name of an ESRP domain.

Default
N/A.

Usage Guidelines

If you add a new switch to your ESRP domain, use this command to clear the existing neighbor
information for the ESRP domain. After the switch is up, running, and configured as an ESRP-aware or
ESRP-enabled device, new neighbor information is learned.

Before using this command, schedule a downtime for your network. Use this command for maintenance
purposes only.

Example
The following example clears the existing neighbor information on the ESRP domain esrp1 after adding
a new switch to the ESRP domain:
clear esrp esrpl neighbor
History

This command was first available in ExtremeXOS 11.0.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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clear esrp sticky

clear esrp esrpDomain sticky

Description

Clears the stickiness in the ESRP domain and forces the election of the ESRP master switch.

Syntax Description

esrpDomain Specifies the name of an ESRP domain.

Default
N/A.

Usage Guidelines
Usethe clear esrp stickycommand to force the election of the ESRP master switch. Before

using this command, schedule a downtime for your network.

For example, without stickiness configured, if an event causes the ESRP master to failover to the
backup, the previous backup becomes the new master. If another event causes the new master to
return to backup, you have experienced two network interruptions. To prevent this, use the configure
esrp election-policycommand and select stickiness as an election algorithm.

If you use sticky as an election metric, and an event causes the ESRP master to failover, ESRP assigns
the new master with the highest sticky election metric of 1. Therefore, regardless of changes to the
neighbor’s election algorithm, the new master retains its position. Sticky is set on the master switch
only.

ESRP re-election can occur if sticky is set on the master and a local event occurs. During this time, if the
current master has lower election parameters, the backup can become the new master.

If youuse clear esrp esrpDomain stickycommand, it only affects the current master and can
trigger ESRP re-election.

Example

The following command clears the stickiness on the ESRP domain esrpl:

clear esrp esrpl sticky

History

This command was first available in ExtremeXOS 11.0.
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Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ethernet oam counters

clear ethernet oam {ports [port Ilist} counters

Description

Clears Ethernet OAM counters.

Syntax Description

port list Specifies the particular port(s).

Default
N/A.

Usage Guidelines

Use this command to clear the Ethernet OAM counters on one or more specified ports. If you do not
specify the port(s), counters for all ports are cleared.

Example

The following command clears Ethernet OAM counters on port 2:

clear ethernet oam ports 2 counters

History

This command was first available in ExtremeX0S 12.3.

Platform Availability

This command is supported on all platforms.

clear fdb

clear fdb mac addr | ports port list | vlan vian name | blackhole| wvxlan
ipaddress remote ipaddress vr vr name virtual-network vn name

Description
Clears dynamic FDB entries that match the filter.
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Syntax Description

Syntax Description

Default

mac_addr

Specifies a MAC address, using colon-separated bytes.

port 1list

Specifies one or more ports or slots and ports.

vlan name

Specifies a VLAN name.

blackhole Specifies the blackhole entries.
vxlan Specifies VXLAN.
ipaddress IP address of the remote endpoint.

remote ipaddress

IPv4 address of the remote tunnel endpoint whose associated FDB
entries need to be cleared.

vr

VR/VRF instance the IPv4 address is configured on.

vr name

An existing VR/VRF name. If not specified, the VR context from where
this command is executed is used.

virtual-network

MAC addresses associated with a Virtual Overlay Network learning
domain.

vn _name

Name of virtual network whose associated FDB entries need to be
cleared.

All dynamic FDB entries are cleared by default.

Usage Guidelines

Example

History

To clear FDB entries on a given remote endpoint (added to any virtual network):

clear fdb vxlan ipaddress remote ipaddress {vr vr name}

To clear FDB entries on a given remote endpoint added to given virtual network:

clear fdb vxlan ipaddress remote ipaddress {vr vr name} virtual-network

vn _name

To clear all VXLAN FDB entries (clear all entries learned on the access ports and VXLAN tunnels):

clear fdb wvxlan

The following example clears any FDB entries associated with VLAN corporate:

clear fdb vlan corporate

This command was first available in ExtremeX0OS 10.1.
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Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear fdb vpls

clear fdb vpls {vpls name {peer ip address}}

Description
Clears the FDB information learned for VPLS.

Syntax Description

vpls name Clears all FDB entries for the specified VPLS and its associated VLAN.

peer ip address Clears all FDB entries for the pseudowire (PW) associated with the
specified VPLS and LDP peer.

Default
N/A.

Usage Guidelines

If the command is used without keywords, every FDB entry learned from any PW is cleared. Using the
keywords vpls_name clears every FDB entry, (both PW and front panel Ethernet port for the service
VLAN) associated with the specified VPLS and the associated VLAN. If the specified VPLS is not bound
to a VLAN, the following error message appears:

Error: vpls VPLS NAME not bound to a vlan

Using the keywords vpls_name and peer_ip_address clears all FDB entries from the PW associated with
the specified VPLS and LDP peer.

Once the information is cleared from the FDB, any packet destined to a MAC address that has been
flushed from the hardware is flooded until the MAC address has been re-learned.

Example

This example clears the FDB information for VPLS T:

clear fdb vpls vplsl

History

This command was first available in ExtremeXOS 11.6.
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Platform Availability

This command is available only on the platforms that support this feature as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear igmp counters

clear igmp counters

Description

Clears Internet Group Management Protocol (IGMP) counters.

Syntax Description

This command has no arguments or variables.

Default
N/A.
Example
The following example clears IGMP counters:
# clear igmp counters
History

This command was first available in ExtremeXxOS 30.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the IPv4 multicast feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear igmp group

clear igmp group {grpipaddress} {{vlan} name}

Description

Removes one or all IGMP (Internet Group Management Protocol) groups.

ExtremeX0OS® Command Reference Guide for version 31.3 153


http://documentation.extremenetworks.com/flr_31.3
http://documentation.extremenetworks.com/flr_31.3

Syntax Description ExtremeXOS Commands

Syntax Description

grpipaddress Specifies the group IP address.
name Specifies a VLAN name.
Default
N/A.

Usage Guidelines

This command can be used by network operations to manually remove learned IGMP group entries
instantly. Traffic is impacted until the IGMP groups are relearned. Use this command for diagnostic
purposes only.

Example

The following command clears all IGMP groups from VLAN accounting:

clear igmp group accounting

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the IPv4 multicast feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear igmp snooping

clear igmp snooping {{wvlan} name}

Description

Removes one or all IGMP snooping entries.

Syntax Description

name Specifies a VLAN name.

Default
N/A.
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Usage Guidelines

This command can be used by network operations to manually remove IGMP snooping entries instantly.
However, removing an IGMP snooping entry can disrupt the normal forwarding of multicast traffic until
the snooping entries are learned again.

The dynamic IGMP snooping entries are removed, and then recreated upon the next general query. The
static router entry and static group entries are removed and recreated immediately.

This command clears both the IGMPv2 and IGMPv3 snooping entries.

Example

The following command clears IGMP snooping from VLAN accounting:

clear igmp snooping accounting

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the IGMP snooping feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear inline-power stats ports

clear inline-power stats ports [all | port list]

Description

Clears the inline statistics for the selected port to zero.

Syntax Description

all Specifies all ports.

port list Specifies one or more ports or slots and ports.
Default

N/A.

Usage Guidelines

Use this command to clear all the information displayed by the show inline-power stats
ports port list command.
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The following command clears the inline statistics for ports 1-8 on a switch:

The following command displays cleared inline power configuration information for ports 1-8:

Following is sample output from this command:

Example
clear inline-power stats ports 1-8
show inline-power stats ports 1-8
STATISTICS COUNTERS
Port State Class
1 delivering class3
2 delivering class3
3 searching classO
4 searching class0
5 searching classO
6 searching classO
7 searching classO
8 searching classO
History

This command was first available in ExtremeXOS 11.1.

Platform Availability

Absent InvSig Denied OverCurrent
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

Short
0

O O O O O O o

This command is available on the PoE (Power over Ethernet) devices listed in PoE section of the

ExtremeXOS 31.3 User Guide.

clear ip nat counters vian

clear ip nat counters vlan {vlan name}

Description

Clears the Network Address Translation (NAT) VLAN counters.

Syntax Description

ip Specifies Internet Protocol (IP).
nat Specifies NAT.

vlan Specifies VLAN NAT.
counters Specifies NAT VLAN counters.

vlan name

Specifies which VLAN to clear NAT counters for. If no VLAN name is

specified, all counters are cleared.
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Default
N/A.

Usage Guidelines

To view counter information, run the command show ip nat vlan counters {vlan name}.

Example

The following example clears all NAT VLAN counters:

# clear ip nat counters vlan

History

This command was first available in ExtremeXOS 31.2.

Platform Availability

This command is available on the switches that support the IP NAT feature. For information about which
switches support this and other features, see the ExtremeXOS 31.3 Feature License Requirements
document.

clear iparp

clear iparp {ip addr {vr vr name} | vlan vlan name | vr vr name}
{refresh}

Description

Removes dynamic entries in the IP ARP table.

Syntax Description

ip addr Specifies an IP address.

vlan name Specifies a VLAN name.

vr name Specifies a Virtual Router (VR) or Virtual Router Forwarding instance
(VRF) name.

refresh Refreshes the ARP cache and deletes the inactive entries.

Default

If you do not specify a VR or VRF, the current VR context is used.
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Usage Guidelines

Example

History

Permanent IP ARP entries are not affected.

This command is specific to a single VR or VRF, and it applies to the current VR context if you do not
specify a VR or VRF.

Based on the attributes you specify, the refresh attribute refreshes and deletes the corresponding ARP
entries as follows:

* clear iparp refresh—Refreshes the entire ARP table and deletes all inactive entries.

* clear iparp ip addr refresh—Refreshes the specified IP address and deletes the IP ARP
entry if the ARP request for IP address fails.

* clear iparp vlan vlan name refresh—Refreshes all IP ARP entries associated with the
VLAN and deletes all inactive entries for the VLAN.

* clear iparp vr vr name refresh—Refreshes all IP ARP entries associated with the VR and
deletes all inactive entries for the VR.

The following example removes a dynamically created entry from the IP ARP table:

clear iparp 10.1.1.5

The following example refreshes the ARP entry by sending an ARP request for the IP address 10.1.1.5. If
the ARP response is received, the dynamic entry is retained; otherwise, the dynamic entry is removed
from the IP ARP table if the ARP response is not received.

clear iparp 10.1.1.5 refresh

This command was first available in ExtremeXxOS 10.1.

The refresh keyword was added in ExtremeXOS 15.7.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ip-security anomaly-protection notify cache

clear ip-security anomaly-protection notify cache {slot [slot | all ]}

Description

Clear the local protocol anomaly event cache.
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Syntax Description

slot Specifies the slot to be used.
all Specifies all IP addresses, or all IP addresses in a particular state.
Default
N/A.

Usage Guidelines

This command clears the local protocol anomaly event cache.

History

This command was first available in ExtremeXOS 12.0.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ip-security arp validation violations

clear ip-security arp validation violations

Description

Clears the violation counters.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

This command clears the ARP validation violation counters.

History

This command was first available in ExtremeX0OS 12.1.
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Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ip-security dhcp-snooping entries

clear ip-security dhcp-snooping entries { vlan } vlan name

Description
Clears the DHCP binding entries present on a VLAN.

Syntax Description

vlan name Specifies the VLAN of the DHCP server.

Default
N/A.

Usage Guidelines

Use this command to clear the DHCP binding entries present on a VLAN. When an entry is deleted, all
its associated entries (such as source IP lockdown, secured ARP, and so on) and their associated ACLs, if
any, are also deleted.

Example
The following command clears the DCHP binding entry temporary from the VLAN:

clear ip-security dhcp-snooping entries temporary

History

This command was first available in ExtremeXx0S 12.0.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ip-security source-ip-lockdown entries ports

clear ip-security source-ip-lockdown entries ports [ ports | all ]
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Description

Clears locked-down source IP addresses on a per-port basis.

Syntax Description

ports Specifies the port or ports to be cleared.

all Specifies that all ports are to be cleared.
Default

N/A.

Usage Guidelines

Use this command to clear locked-down source IP addresses on a per port basis. This command deletes
the entries on the indicated ports and clears the associated ACLs.

History

This command was first available in ExtremeXx0S 12.0.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ipv6 dad

clear ipv6 dad {{vr} vr name {ipaddress} | vr all | {vlan} vlan name}
{counters}

Description

Clears the counters for the DAD feature.

Syntax Description

vr_name Specifies a VR for which to clear the counters.
ipaddress Specifies an IPv6 address for which to clear the counters.
vlan name Specifies a VLAN for which to clear the counters.

Default

If you do not specify a VR or VRF, the command applies to the current VR context.
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Usage Guidelines

The vr all option clears the DAD counters for all IPv6 interfaces on the switch.

This command clears the DAD failure counters and removes the MAC for the conflicting IPv6 address
after the duplicate address condition has been resolved. The DAD counters and saved MAC addresses
are not automatically cleared; they must be cleared with this command.

Example

The following command clears the DAD counters for all IPv6 interfaces in all VRs:

clear ipvé6 dad vr all

History

This command was first available in ExtremeXOS 12.6.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear isis counters

clear isis counters

Description

This command clears all IS-IS-related counters in the current virtual router.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

This command clears all area and VLAN counters.

The following area counters are cleared: corrupted LSPs, LSPDB overloads, manual address from area
count, LSP sequence number wraps, LSP sequence number skips, LSP purges, partition changes, and
SPF calculations.

The following VLAN counters are cleared: adjacency changes, adjacency initialization failures, rejected
adjacencies, ID field length mismatches, maximum area address mismatches, authentication type
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failures, authentication failures, DIS changes, hello PDU TX and RX count, LSP TX and RX count, CSNP
TX and RX count, PSNP TX and RX count, unknown PDU type TX and RX count.

Example

The following command clears all IS-IS counters:

clear isis counters

History

This command was first available in ExtremeXOS 12.1.

Platform Availability

This command is available on platforms with a Core or Premier license as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear isis counters area

clear isis counters area [area name | all]

Description

This command clears all IS-IS counters for the specified router process or all router processes.

Syntax Description

area name Specifies the router process for which counters are cleared.
all Clears IS-IS counters for all router processes.

Default
N/A.

Usage Guidelines

The following counters are cleared: corrupted LSPs, LSPDB overloads, manual address from area count,
LSP sequence number wraps, LSP sequence number skips, LSP purges, partition changes, SPF
calculations, authentication type failures, authentication failures, and ID field length mismatches.

Example

The following command clears the IS-IS counters for areax:

clear isis counters area areax
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History

This command was first available in ExtremeXOS 12.1.

Platform Availability

This command is available on platforms with a Core or Premier license as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear isis counters vian

clear isis counters [vlan all | {vlan} vlan name]

Description

This command clears all IS-IS counters for one or all VLANS.

Syntax Description

vlan all Clears the counters for all VLANS.
vlan name Specifies a single VLAN for which counters are cleared.
Default
N/A.

Usage Guidelines

This command only affects VLANSs that have been added to IS-IS router processes. The following
counters are cleared: adjacency changes, adjacency initialization failures, rejected adjacencies, ID field
length mismatches, maximum area address mismatches, authentication type failures, authentication
failures, DIS changes, hello PDU TX and RX count, LSP TX and RX count, CSNP TX and RX count, PSNP
TX and RX count, unknown PDU type TX and RX count.

Example

The following command clears the IS-IS counters for all VLANS:

clear isis counters vlan all

History

This command was first available in ExtremeX0OS 12.1.

164 ExtremeXOS® Command Reference Guide for version 31.3


http://documentation.extremenetworks.com/flr_31.3

ExtremeXOS Commands Platform Availability

Platform Availability

This command is available on platforms with a Core or Premier license as described in the
ExtremeXOS 31.3 Feature License Requirements document.

NEW"cIear I2pt counters rtep

clear 12pt counters {[vlan vlan name {{vxlan{vr vr name} rtep
rtep ipv4}}}

Description
Clears L2PT RTEP counters.

Syntax Description

vlan Optionally clears counters only on a specific VLAN.
vlan name Specifies the VLAN name.
vxlan Specifies Virtual eXtensible LAN.
vr Specifies Virtual Router.
vr_name Specifies the Virtual Router Name. If not specified, the VR of the
current command context is used.
rtep Specifies Remote Tunnel End Point.
rtep ipv4 Specifies the Remote Tunnel End Point IPv4 address.
Default
N/A.

Usage Guidelines

Use this command to clear L2PT RTEP counters.

Example
The following example clears L2PT counters on RTEP 2.2.2.2 of VXLAN interface:

clear 12pt counters vlan tenant vxlan rtep 2.2.2.2

History

This command was first available in ExtremeXOS 31.3.

Platform Availability

This command is supported on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5420,
5520 series switches, and stacks with X465, X590, X670-G2, X690, X695, X870, 5420, 5520 slots only.
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clear 12pt counters vlan

clear 12pt counters {vlan vlian name {ports port list}}

Description
Clears L2PT VLAN counters.

Syntax Description

vlan Optionally clears counters only on a specific VLAN.

vman Optionally clears counters only on a specific VMAN.

vlan name Specifies the VLAN name.

ports port list Optionally clears counters only on specific ports of the VLAN/VMAN.
The port list is separated by a comma (, ) or dash ( - ).

Default
Disabled.

Usage Guidelines

Use this command to clear L2PT VLAN counters.

Example
The following example clears all L2PT counters:
clear 12pt counters
The following example clears L2PT counters on VLAN vlanI:
clear 12pt counters vlan vlanl
History

This command was first available in ExtremeX0OS 15.5.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear 12pt counters vman

clear 12pt counters {vman vman name {ports port list}}
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Description
Clears L2PT VMAN counters.

Syntax Description

vlan Optionally clears counters only on a specific VLAN.

vman Optionally clears counters only on a specific VMAN.

vlan name Specifies the VLAN name.

ports port list Optionally clears counters only on specific ports of the VLAN/VMAN.
The port list is separated by a comma (, ) or dash ( -).

Default
Disabled.

Usage Guidelines

Use this command to clear L2PT VMAN counters.

Example
The following example clears all L2PT counters:
clear 12pt counters
The following example clears L2PT counters on VMAN vlan2:
clear 12pt counters vman vlan2
History

This command was first available in ExtremeXOS 15.5.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear 12pt counters vpls

clear 12pt counters {[vpls vpls name {peer ipaddress} | vpws vpws_ name]}

Description

Clears L2PT counters.
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Syntax Description

vpls Optionally clears counters only on a specific VPLS.
vpls name Alpha numeric string identifying VPLS VPN.
peer ipaddress Optionally clears counters only on a specific peer of the VPLS. The

variable specifies an IPv4 address.

VPWS Vpws name Optionally clears counters only on a specific VPWS. The variable is an
alphanumeric string identifying the VPWS VPN.

Default
Disabled.

Usage Guidelines

Use this command to clear L2PT counters.

Example

The following example clears L2PT counters on peer 1.1.1.1 of VPLS vplsl:

clear 12pt counters vpls vplsl peer 1.1.1.1

History

This command was first available in ExtremeXOS 15.5.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear lacp counters

clear lacp counters

Description

Clears the counters associated with Link Aggregations Control Protocol (LACP).

Syntax Description

This command has no parameters or variables.

Default
N/A.
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Usage Guidelines

This command clears the following counters for LACP; it sets these counters back to O for every LACP
port on the device:
* |LACP PDUs dropped on non_LACP ports.
* Stats:
o Rx - Accepted.
o Rx - Dropped due to error in verifying PDU.
o Rx - Dropped due to LACP not being up on this port.
o Rx - Dropped due to matching own MAC.
o Tx - Sent Successfully.
o Tx - Transmit error.

Example
The following command clears the LACP counters on all ports:

clear lacp counters

History

This command was first available in ExtremeXOS 11.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear license

clear license [{software} | port-speed]

Description

This command, which should be used only in conjunction with a representative from Extreme Networks,
clears the licensing information from the switch.

Syntax Description

software Specifies ExtremeXOS base software license.

port-speed Clears all port speed licenses (for ExtremeSwitching X870-96x-8¢
switches only).

Default
N/A.
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Usage Guidelines

uid Note
E Use this command only under the guidance of an Extreme Networks representative.

When you run the command, the following message appears:

This will clear the license information stored in EEPROM and also delete
the license file (license.xlic). Are you sure you want to continue?
(y/N)

Selecting “yes” removes the license information from the EEPROM and the switch deletes the
license.xlic file permanently.

Using the port-speed license keyword removes all port speed licensing. Port speed licenses increase
the rate from 10G to 100G on QSFP28+ ports 1through 24 on ExtremeSwitching X870-96x-8c switches.

Example
The following command removes licensing information from the switch:
# clear license
The following command removes port speed licensing from an ExtremeSwitching X870-96x-8c switch:
# clear license port-speed
Are you sure you want to clear port speed license information stored in EEPROM? (y/N)
Yes
History

This command was first available in ExtremeXOS 11.4.

The port-speed keyword was added in ExtremeXOS 22.2

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870 series switches.

clear lildp neighbors

clear 1ldp neighbors [all | port port list]

Description

Clears the LLDP (Link Layer Discovery Protocol) neighbor information collected for one or all ports on

the switch.
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Syntax Description

Default

port list Specifies one or more ports or slots and ports.

N/A.

Usage Guidelines

Example

History

LLDP neighbor information for each port is automatically cleared after the period defined by the TTL
TLV if no update LLDP protocol data unit (LLDPDU) is received. This command immediately clears the
LLDP neighbor information for the specified ports.

The following command clears the LLDP information collected for all ports on the switch:

clear 1ldp neighbors all

This command was first available in ExtremeX0S 12.4.4.

Platform Availability

clear log

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear log { static | messages [memory-buffer | nvram]}

Description

Clears the log messages in memory and NVRAM.

Syntax Description

Default

static Specifies that the messages in the NVRAM and memory-buffer
targets are cleared.

memory-buffer Clears entries from the memory buffer.

nvram Clears entries from NVRAM.

N/A.
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Usage Guidelines

The switch log tracks configuration and fault information pertaining to the device.
By default, log entries that are sent to the NVRAM remain in the log after a switch reboot. The clear
logand clear log messages memory-buffer commands remove entriesin the memory buffer

target; the clear log static and clear log messages nvram commands remove messages from the
NVRAM target. In addition, the clear log static command will also clear the memory buffer target.

Execution of these commands on a backup or standby node results in the clearing of that node’s
information only. Execution of these commands on the master node results in the clearing of
information on all nodes in the system.

Example

The following command clears all log messages, from the NVRAM:

# clear log static

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear log counters

clear log counters [event-condition | [all | event-component] {severity
severity {only}}]

Description

Clears the incident counters for events.

Syntax Description

event-condition Specifies the event condition counter to clear.

all Specifies that all events counters are to be cleared.

event-component Specifies that all the event counters associated with a particular
component should be cleared.

severity Specifies the minimum severity level of event counters to clear (if the
keyword only is omitted).

only Specifies that only event counters of the specified severity level are to
be cleared.
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Default

If severity is not specified, then the event counters of any severity are cleared in the specified
component.

Usage Guidelines
This command sets the incident counters to zero for each event specified. To display event counters, use
the following command: show log counters

See the command show log for more information about severity levels.

To get a listing of the event conditions in the system, use the following command: show log events
{details}

To get a listing of the components present in the system, use the following command: show log
components

In a SummitStack, execution of these commands on a backup or standby node results in the clearing of
that node’s information only. Execution of these commands on the master node results in the clearing
of information on all nodes in the system.

Example
The following example clears the event counters for event conditions of severity error or greater in the
component BGP:
clear log counters "BGP" severity error
History

This command was first available in ExtremeX0S 10.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear mac-locking station

clear mac-locking station [all | {mac station mac address} {first-
arrival | static} {ports port Iist}]

Description

Clears MAC lock station information.
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Syntax Description

all

Clears all MAC locking station information for end stations connected
to this switch.

station mac address

Specifies a MAC address.

first-arrival

Clears first-arrival MAC locking station information.

static Clears static MAC locking station information.

port list Specifies one or more ports or slots and ports.
Default

N/A

Usage Guidelines

None.

Example

The following example clears all MAC locking information:

clear mac-locking station all

History

This command was first available in ExtremeX0S 15.7.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear macsec counters

clear macsec counters {ports [port list]}

Description

Clears counters for MAC Security (MACsec) encryption and authentication.

Syntax Description

ports

Specifies port to configure.

port 1list

Lists ports to clear MACsec counters on.
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Default

Counters for all MACsec ports are cleared unless you choose specific MACsec ports.

Usage Guidelines

This command clears the 4 packet/octet values of the show macsec ports port-1istcommand,
as well as all the statistics shown under the heading “SecY Interface Statistics” of the show macsec

ports port-list detail command.

Additionally, all MACsec port statistics are cleared by the clear counters ports {port list

| all} command.

Example

The following example clears all MACsec counters on port 44:

# clear macsec counters ports 44

History

This command was first available in ExtremeXOS 30.1.

Platform Availability

This command is available on the following platforms.

Note
The MACsec feature requires the installation of the MAC Security feature pack license.

X465-48T, X465-48P, X465-48W, X465i-48W:
ports 1-48

X465-24MU-24W: ports 25-48

VIM5-4XE: all 4 ports

VIM5-4YE in X465-24MU, X465-24MU-24W
switches: all 4 ports

VIM5-4YE in X465-24W, X465-48T, X465-48P,
X465-48W, X464.24S, X465-24S, X465i-48W:
first 2 ports only

ExtremeSwitching X460- Half-duplex, 1G ports (25-48) No
G2-24p-24hp, X460-G2-24t-24nt ;

switchzs b All other SFP/SFP+ ports Yes
ExtremeSwitching X450-G2, X460- | SFP/SFP+ ports * Yes
G2, X670-G2, X440-G2, X590, X620,

X690, and X695 series switches

ExtremeSwitching X465 X465-24W, X465-24XE: ports 1-24 No
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Platform Ports LRM/
MACsec
Adapter
Required?

ExtremeSwitching 5520 All ports, except 5520-VIM-4X and 24X 10G ports | No

MACsec Adapter.

Note: * For ExtremeSwitching X460-G2 series switches, the VIM-2X option does not support the LRM/

clear meter out-of-profile

clear meter {metername} out-of-profile {disabled-ports} {status
counters} {ports

Description

[ all | portlist | port group ]}

This command allows the clearing of the out-of-profile status and rate-limit counter for meters that
have been exceeded. For an input meter and the entered ports, the status option will remove the
ports from the disabled port out-of-profile list for the entered meter, re-enable ports that may have
been disabled due to the out-of-profile meter, and re-enable the syslog and traps for those ports as
well. For an input meter and the entered ports, the counter option will reset the counters. If the
neither the status nor counter option is specified, both will be cleared. If the disabled-ports options is
specified, only the out-of-profile meters that have disabled ports will be cleared. If no options are
specified, all the out-of-profile status and counters will be cleared. If no ports are specified, the
command clears the out-of-profile counter for a global meter. Note that the effected counter and status
are the aggregates of the rule based counters for both ACL and dotlp rules.

Syntax Description

metername Meter name

disabled-ports Clear on_Iy the meter out-of-profile status that resulted in disabled-
port action.

status Clear only the meter out-of-profile status.

counters Clear only the meter counters.

ports Clear the meter applied to a specified port-list.

all Clear meter out-of-profile status on all ports.

portlist Port list separated by a comma or -.

port group Port group name.

Default
N/A.
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Usage Guidelines

None.

Examples

clear meter out-of-profile

clear meter inmeterl out-of-profile ports 1-5

History

This command was first available in ExtremeXOS 16.1.

Platform Availability

This command is availabe on all platforms.

clear mld counters

clear mld counters {{vlan} vlan name}

Description

Clears MLD statistics counters.

Syntax Description

vlan name Specifies a VLAN name.

Default
N/A.

Usage Guidelines

Use this command to manually clear MLD statistics counters.

Example
The following example clears all MLD counters for all VLANS:
clear mld counters
If a VLAN is specified, only the counters on the specific VLAN is cleared.
History

This command was first available in ExtremeXOS 15.2.
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Platform Availability

This command is available on the platforms listed for the IPv6 multicast routing feature in the
ExtremeXOS 31.3 Feature License Requirements document.

clear mld group

clear mld group {végrpipaddress} {{vlan} name}

Description

Removes one or all MLD groups.

Syntax Description

vbgrpipaddress Specifies the group IP address.

name Specifies a VLAN name.
Default

N/A.

Usage Guidelines

This command is used to manually remove learned MLD group entries instantly.

Example

The following command clears all MLD groups from VLAN accounting:

clear mld group accounting

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on the platforms listed for the IPv6 multicast routing feature in the
ExtremeXOS 31.3 Feature License Requirements document.

clear mld snooping

clear mld snooping {{vlan} name}

Description

Removes one or all MLD snooping entries.
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Syntax Description

name Specifies a VLAN name.

Default
N/A.

Usage Guidelines

This command can be used by network operations to manually remove MLD snooping entries instantly.
However, removing an MLD snooping entry can disrupt the normal forwarding of multicast traffic until
the snooping entries are learned again.

The static and dynamic MLD snooping entries are removed, and then recreated upon the next general
query. The static router entry is removed and recreated immediately.

Example

The following command clears MLD snooping from VLAN accounting:

clear mld snooping accounting

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on the platforms listed for the IPv6 multicast routing feature in the
ExtremeXOS 31.3 Feature License Requirements document.

clear msdp counters

clear msdp counters {peer remoteaddr | peer all | system} {vr vrname}

Description

This command resets the MSDP (Multicast Source Discovery Protocol) counters to zero.

Syntax Description

peer all Specifies all MSDP peers.

remoteaddr Specifies the IP address of the MSDP peer.

system Clears the global MSDP counters.

vrname Specifies the name of the virtual router to which this command applies. If a name
is not specified, it is extracted from the current CLI context.
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Default
N/A.

Usage Guidelines
The clear msdp counters command clears the following MSDP counters:

* Per peer counters:
o Number of SA messages received.
o Number of SA messages transmitted.
o Number of SA request messages received.
o Number of SA request messages transmitted.
o Number of SA response messages received.
o Number of SA response messages transmitted.
o Number of SA messages received without encapsulated data.
o Number of SA messages transmitted without encapsulated data.
o Number of SA messages received with encapsulated data.
o Number of SA messages transmitted with encapsulated data.
o Number of times the MSDP peer attained an “ESTABLISHED” state.
o Number of times the peer-RPF check failed.
o Number of times the TCP connection attempt failed.
o Total number of received messages.
o Total number of transmitted messages.
* Global counters:
o None defined.

The clear counters command will also clear all MSDP counters, but it clears the counters for all
other applications too.

Example
The following command clears the counters for an MSDP peer with the IP address 192.168.45.43:

clear msdp counters peer 192.168.45.43

The following command clears the all peer and global counters:

clear msdp counters

The following command clears all counters for a particular peer:

clear msdp counters peer 192.168.32.45

The following command clears the counters of all MSDP peers:

clear msdp counters peer all

The following command clears the global counters:

clear msdp counters system
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History

This command was first available in ExtremeXOS 12.0.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the MSDP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear msdp sa-cache

clear msdp sa-cache {{peer} remoteaddr | peer all} {group-address grp-
addr} {vr vrname}

Description

This command purges all SA cache entries and notifies the PIM that the SA cache is empty.

Syntax Description

peer all Specifies all MSDP peers. All matching SA cache entries from all peers are

removed from the database.

grp-addr Specifies the IP address and subnet mask of the multicast group you want to
clear. All SA cache entries that match the specified group address are removed
from the database.

remoteaddr Specifies the IP address of the MSDP peer. All matching SA cache entries learned
from the specified peer are removed from the database.

vrname Specifies the name of the virtual router to which this command applies. If a name
is not specified, it is extracted from the current CLI context.

Default
N/A.

Usage Guidelines

MSDP receives SA messages periodically. After clearing SA cache entries from the local database, MSDP
relearns those entries during the next advertisement from its peer.

Example
The following example clears SA cache records for an MSDP peer with the IP address 192.168.45.43:

clear msdp sa-cache peer 192.168.45.43
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History

This command was first available in ExtremeXOS 12.0.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the MSDP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear msrp counters

clear msrp counters {ports [port list | all]l}

Description

Clears both the PDU and attribute event counters per port.

Syntax Description

msrp Multiple Stream Registration Protocol.
counters MSRP packet and attribute event counters.
port list Port list separated by a comma or "-".
all All ports.

Default
N/A.

Usage Guidelines

Use this command to clear both the PDU and attribute event counters per port.

Example

clear msrp counters
clear msrp counters ports 1-5

History

This command was first available in ExtremeX0OS 15.3.

Platform Availability

This command is available on ExtremeSwitching X460-G2, X670-G2 switches if the AVB feature pack
license is installed on the switch.
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clear mvrp counters

clear mvrp counters {event | packet} {ports [port list | alll]}

Description
Clears MVRP statistics.

Syntax Description

mvrp Multiple VLAN Registration Protocol.
event MVRP event counters.
packet MVRP packet counters.

Default

Clears both event and packet counters if none of the options are specified.

Usage Guidelines

Use this command to clear MVRP statistics. The default behavior clears both event and packet counters
if none of the options are specified. The statistics that are reset are the number of failed registrations on
that port, number of MVRPDUSs sent, number of MVRPDUSs received with error and without error for
packet counters and different MVRP events rx/tx counters for event counters. If no port is specified,
MVRP statistics of all ports are reset.

Example

The following command clears event counters:

# clear mvrp event counters

History

This command was first available in ExtremeXOS 15.3.

Platform Availability

This command is available on ExtremeSwitching X460-G2, X670-G2 switches if the AVB feature pack
license is installed on the switch.

clear neighbor-discovery cache

clear neighbor-discovery cache ipvé {ipvéaddress {vr vr name} | vlan
vlan name | vr vr name} refresh
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Description

Deletes a dynamic entry from the neighbor cache.

Syntax Description

vr name

Specifies a VR or VRF.

ipvéaddress

Specifies an IPv6 address.

vlan name

Specifies an IPv6 configured VLAN.

refresh

Refreshes the IPv6 neighbor discovery cache and deletes the inactive
entries.

Default

N/A.

Usage Guidelines

This command clears dynamic entries from the neighbor cache. The wr option is used to specify the VR
or VRF on which the operation is performed. When this option is omitted, it applies to current VR

context.

When the ipv6address or vlan options are specified, only the entries with matching IPv6 addresses
or that correspond to that VLAN are cleared.

Based on the attributes you specify, the refresh attribute refreshes and deletes the corresponding IPv6
neighbor discovery entries as follows:

®* clear neighbor-discovery cache refresh—Refreshes the entire IPv6 neighbor
discovery cache and deletes all inactive entries.

* clear neighbor-discovery cache ipvéaddress refresh—Refreshes the specified
neighbor-discovery entry and deletes the neighbor-discovery entry if the neighbor solicitation for

the IP address fails.

* clear neighbor-discovery cache vlan vlan name refresh—Refreshes all neighbor-
discovery entries associated with the VLAN and deletes all inactive entries for the VLAN.

* clear neighbor-discovery cache vr vr name refresh—Refreshes all neighbor-
discovery entries associated with the VR and deletes all inactive entries for the VR.

Example

The following example clears all entries from the neighbor cache:

clear neighbor-discovery cache

The following example refreshes all entries in the neighbor discovery cache and delete inactive entries if

the neighbor solicitation fails:

clear neighbor-discovery cache refresh
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History

This command was first available in ExtremeXOS 11.2.

The refresh option was added in ExtremeXOS 15.7.1.

Platform Availability

This command is available on the platforms listed for the IPv6 unicast routing feature in the
ExtremeXOS 31.3 Feature License Requirements document.

clear netlogin state

clear netlogin state {port port list}

Description

Clears and initializes the network login sessions on a VLAN port.

Syntax Description

port list Specifies the ports to clear.

Default

None.

Usage Guidelines

Clear the states of every MAC learned on this VLAN port and put the port back to unauthenticated
state. The port will be moved to its original VLAN if configured in campus mode.

Example
The following command clears the Network Login state of port 2:9:

clear netlogin state port 2:9

History

This command was first available in ExtremeXOS 11.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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clear netlogin state agent

clear netlogin state agent portportlist [dotlx |mac |web-based]

Description

Clears the NetLogin authentication state.

Syntax Description

port portlist Clears only for the specified ports.
dotlx Clears only the 802.1x authentication state.
mac Clears only the MAC authentication state.
web-based Clears only web-based authentication state.
Default
N/A
Example
The following example clears the dotlx authentication state on port 1:
clear netlogin state agent port 1 dotlx
History

This command was first available in ExtremeXOS 21.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear netlogin state mac-address

clear netlogin state mac-address mac

Description

Initialize/reset the network login sessions for a specified supplicant.

Syntax Description

mac Specifies the MAC address of the supplicant.
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Default
N/A.

Usage Guidelines

This command is essentially equivalent to a particular supplicant logging out. The MAC address will be
cleared from the FDB, the port is put back to its original VLAN (for campus mode), and the port state is

set to unauthenticated, if this was the last authenticated MAC on this port.

Example
The following command resets the Network Login session for the supplicant with the MAC address of
00:e0:18:01:32:1f:
clear netlogin state mac-address 00:e0:18:01:32:1f
History

This command was first available in ExtremeXxXOS 11.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear network-clock gptp counters

clear network-clock gptp ports counters {ports [port Iist | all]}

Description

Clears gPTP port counters.

Syntax Description

gptp IEEE 802.1AS Generalized Precision Time Protocol.

counters gPTP port counters.

port list Specifies one or more of the switch's physical ports.

all Specifies all of the switch's physical ports.
Default

N/A.
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Usage Guidelines

Use this command to clear gPTP port counters. The command clear counters also clears the gPTP
port counters (along with all other counters).

Example
clear network-clock gptp counters
clear network-clock gptp counters ports 2-4
clear network-clock gptp counters ports all
History

This command was first available in ExtremeXx0S 15.3

Platform Availability

This command is available on all platforms if the AVB feature pack license is installed on the switch.

clear network-clock ptp counters

clear network-clock ptp [boundary | ordinary] vlan [vian name
{ipv4 address [unicast-master | unicast-slave]} | all] counters

Description

This command clears the accumulated PTP packet counters. The clear can be performed on the
following groups:

Per unicast-master or unicast-slave peer on a clock port.
Peers on a clock port.

Peers on all clock ports.

poc Note
a This command is available only for Boundary and Ordinary clocks.

Syntax Description

network-clock External Clock for Ethernet synchronization.
Ptp Precise Time Protoco.l

boundary Boundary clock.

ordinary Ordinary clock.

vlan VLAN.

ipv4 address Peer IP address.

unicast-master IP addresses that are masters to the local clock.
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unicast-slave IP addresses that are slaves to the local clock.
all All VLAN.
counters PTP message counts.
Default
N/A.

Usage Guidelines

Use this command to clear the accumulated PTP packet counters.

Example
N/A.

History

This command was first available in ExtremeX0S 15.2.

Platform Availability

This command is only available on boundary and ordinary clocks on ExtremeSwitching X460-G2, X670-
G2 series switches.

e Note
a PTP commands can be used only with the Network Timing feature pack.

clear nodealias

clear nodealias { ports [port Iist | all] | alias-id alias id }

Description

This command clears alias entries out of the Node Alias feature database. You can clear information by
specified port(s) or alias ID. Node Alias discovers information about the end systems on a per-port
basis. Information from packets from end systems, such as VLANID, source MAC address, source IP
address, protocol, etc. are captured in a database that can be queried.

Syntax Description

nodealias Node Alias feature that maps source IP address, MAC address, host
name, and protocol on a per port basis.

ports Designates that you want to clear node alias information for the
selected ports.
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port list Specifies from which ports to clear node alias information. Designated
as a port list separated by comma (,) or dash (-).

all Clears node alias information from all ports.

alias-id Designates that you want to clear node alias information for the
specified alias ID from all ports.

alias id Specifies the alias ID that you want information cleared for from the
database.

Default
None.

Usage Guidelines

If the port is part of a LAG (Link Aggregation Group), this command is only allowed on the master port.

Example
The following example clears all node alias entries on port 7:
clear nodealias ports 7
The following example clear node alias entries for alias ID 716168949 from all ports:
clear nodealias alias-id 716168949
History

This command was first available in ExtremeXOS 22.2.

Platform Availability

This command is available on the ExtremeSwitching X440-G2, X450-G2, X460-G2, X465, X590, X620,
X670-G2, X690, X695, X870, 5420, 5520 series switches.

clear ospf counters

clear ospf counters { interfaces [all | vlan vian name | area area-

identifier] | area [all | area-identifier] | wvirtual-link [all |
router-identifier area-identifier] | neighbor [all | routerid [ip-
address {ip-mask} | ipNetmask] | vlan vlan name]| system}

Description
Clears the OSPF (Open Shortest Path First) counters (statistics).
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Syntax Description

vlan name Specifies a VLAN name.

router-identifier Specifies a router interface number.

area-identifier Specifies an OSPF area.

ip-address Specifies an IP address

ip-mask Specifies a subnet mask.

ipNetmask Specifies IP address / Netmask.

system Specifies the OSPF system counters.
Default

N/A.

Usage Guidelines

The global command clear counters also clears all OSPF counters. This global command is the
equivalent of clear ospf counters for OSPF.

Example

The following command clears the OSPF counters for area 1.1.1.1:

clear ospf counters area 1.1.1.1

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on platforms with an Advanced Edge or Base license, or higher, as described
inthe ExtremeX0S 31.3 Feature License Requirements document.

clear ospfv3 counters

clear ospfv3 counters {interfaces [[vlan | tunnel] all | {vlan} vlian-
name | {tunnel} tunnel-name | area area-identifier] | wvirtual-link
[all | {routerid} router-identifier {area} area-identifier]}
Description

Clears the OSPFv3 (Open Shortest Path First version 3) counters (statistics).
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Syntax Description

all

Specifies all VLANSs, tunnels, areas, neighbors, or virtual-links.

vlan name

Specifies an IPv6 configured VLAN.

tunnel name

Specifies an IPv6 tunnel.

router-identifier

Specifies a router identifier, a four-byte, dotted decimal number.

area identifier

Specifies an OSPFv3 area, a four-byte, dotted decimal number.

Default
N/A.

Usage Guidelines

The global command clear counters also clears all OSPFv3 counters. This global command is the
equivalent of clear ospfv3 counters for OSPFv3.

This command can be used to clear various OSPFv3 counters (Interface, Area, Virtual-Link, System etc.).
The following is the list of various counters that would be reset to zero by this command:

* Neighbor specific counters:
o Number of state changes.

o Number of events.

* |nterface/VLAN/Virtual-link/Tunnel specific counters:

o Hellos Rxed

o Hellos Txed

o DB Description Rxed
o DB Description Txed
o LSA Request Rxed

o LSA Request Txed

o LSA Update Rxed

o LSA Update Txed

o LSA Ack Rxed

o LSA Ack Txed

o In Discards

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on platforms with an Advanced Edge or Base license, or higher, as described
inthe ExtremeX0S 31.3 Feature License Requirements document.
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clear pim cache

clear pim {ipv4 | ipv6é} cache {group addr {source addr}}

Description

Clears PIM multicast cache table.

Syntax Description

ipv4 Specifies an IPv4 address.
ipvé Specifies an IPv6 address.
group addr Specifies a group address.
source addr Specifies a source IP address.

Default

If no options are specified, all PIM cache entries are flushed.

Usage Guidelines

This command can be used by network operators to manually remove IPMC software and hardware
forwarding cache entries instantly. If the stream is available, caches are re-created; otherwise, caches
are removed permanently. This command can disrupt the normal forwarding of multicast traffic.

Example

The following example resets the IP multicast table for group 224.1.2.3:

clear pim cache 224.1.2.3

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the PIM feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear pim snooping

clear pim snooping {vlan} name
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Description

Clears all PIM snooping neighbors, joins received on the VLAN, and the VLAN forwarding entries.

Syntax Description

name Specifies the VLAN to which this command applies.

Default
N/A.

Usage Guidelines

None.

Example

The following command clears the PIM snooping database for the Default VLAN:

clear pim snooping "Default"

History

This command was first available in ExtremeXOS 12.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the PIM snooping feature, see the ExtremeXOS 31.3 Feature License Requirements document.

clear port rate-limit flood

clear port [all | port list | port group ] rate-limit flood out-of-
profile {disabled-ports} {status | counter}

Description

This command clears the counter and/or status of ports of a flood rate-limiter that may have had their
limit exceeded.

Syntax Description

port list Clears a port list.
port group Clears a port group.
all Clears all ports.
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out-of-profile Clears only out-of-profile rate-limiters.
disabled-ports Clears only ports that have been disabled due to out-of-profile
status.

both Clears out-of-profile status and counter for rate-limiter.
status Clears only out-of-profile status for rate-limiter.

counter Clear only out-of-profile counter for rate-limiter.

Default

All,

Usage Guidelines

The clear ports rate-limit flood out-of-profile command allows the clearing of the
counter and/or status of ports of a flood rate-limiter that may have had their limit exceeded. For the
entered ports, the status option removes the ports from the disabled port out-of-profile list, re-enables
ports that may have been disabled due to out-of-profile rate-limit, and re-enables the syslog and traps
for those ports as well. For the entered ports, the counter option resets the counters. If neither option is
specified, both the status and counter will be cleared. If the disabled-ports option is specified, only
the out-of-profile statuses that have disabled ports will be cleared. If no options are specified, all out-of-
profile statuses will be cleared.

Example
clear ports all rate-limit flood out-of-profile
clear ports all rate-limit flood out-of-profile disabled-ports
clear ports fldGroupA rate-limit flood out-of-profile status
clear ports 1-24 rate-limit flood out-of-profile counter
History

This command was first available in ExtremeXOS 16.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ports link-flap-detection counters

clear ports [port list | all] link-flap-detection counters

Description

Clears the counters related to port link-flapping.
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Syntax Description

ports Physical ports.
port list List of ports that you want to clear the link flap counters on.
all Selects all ports in the system to have their link-flap counters cleared.
counters Counters related to link flapping.
Default
N/A
Example
The following example clears the link flap counters for ports 4 through 12:
clear ports 4-12 link-flap-detection counters
History

This command was first available in ExtremeXOS 22.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear ports link-flap-detection status

clear ports [port list | all] link-flap-detection status

Description

Manually enables ports that have been disabled due to excessive link-flapping.

Syntax Description

ports Physical ports.

port list List of ports that you want to enable that were disabled due to
excessive link flapping.

all Enables all ports in the system that were disabled due to excessive link
flapping.

status Enable ports currently in disabled state due to excessive link flapping.

Default
N/A
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Usage
Ports that have been disabled due to excessive link flapping cannot be enabled using the enable
port command. They must be enabled using the clear ports link-flap-detection
status command.

Example
The following example re-enables all ports on the switch that were disabled due to excessive link
flapping:
clear ports all link-flap-detection status

History

This command was first available in ExtremeXOS 22.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear port rate-limit flood

clear port [all | port list | port group ] rate-limit flood out-of-
profile {disabled-ports} {status | counter}

Description

This command clears the counter and/or status of ports of a flood rate-limiter that may have had their
limit exceeded.

Syntax Description

port list Clears a port list.

port group Clears a port group.

all Clears all ports.

out-of-profile Clears only out-of-profile rate-limiters.

disabled-ports Clears only ports that have been disabled due to out-of-profile
status.

both Clears out-of-profile status and counter for rate-limiter.

status Clears only out-of-profile status for rate-limiter.

counter Clear only out-of-profile counter for rate-limiter.
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Default
All.

Usage Guidelines

The clear ports rate-limit flood out-of-profile command allows the clearing of the
counter and/or status of ports of a flood rate-limiter that may have had their limit exceeded. For the
entered ports, the status option removes the ports from the disabled port out-of-profile list, re-enables
ports that may have been disabled due to out-of-profile rate-limit, and re-enables the syslog and traps
for those ports as well. For the entered ports, the counter option resets the counters. If neither option is
specified, both the status and counter will be cleared. If the disabled-ports option is specified, only
the out-of-profile statuses that have disabled ports will be cleared. If no options are specified, all out-of-
profile statuses will be cleared.

Example
clear ports all rate-limit flood out-of-profile
clear ports all rate-limit flood out-of-profile disabled-ports
clear ports fldGroupA rate-limit flood out-of-profile status
clear ports 1-24 rate-limit flood out-of-profile counter
History

This command was first available in ExtremeXOS 16.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear process group statistics

clear process group statistics {exos | other}

Description

This command clears the memory- and CPU-related statistics of “EXOS” and/or “other” groups.

Syntax Description

statistics Designates clearing statistics for the process groups.

exos Selects clearing statistics for the "EXOS" process group. If you make
no selection, statistics for both groups are cleared.

other Selects clearing statistics for the "other" process group. If you make
no selection, statistics for both groups are cleared.
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Default
If you make no selection, statistics for both groups are cleared.
Example
The following example clears statistics for the "exos" group:
clear process group statistics exos
History

This command was first available in ExtremeXOS 22.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear rip counters

clear rip counters

Description

Clears the RIP (Routing Information Protocol) counters (statistics).

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

None.

Example

The following command clears the RIP statistics counters:

# clear rip counters

History

This command was first available in ExtremeX0OS 10.1.
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Platform Availability

This command is available on all platforms with an Edge or Base license or higher as described in the
ExtremeXOS 31.3 Feature License Requirements document.

clear ripng counters

clear ripng counters {vlan vlan-name | tunnel tunnel-name}

Description

Clears the RIPng (Routing Information Protocol Next Generation) global or interface-specific counters

(statistics).

Syntax Description

vlan-name Specifies an IPv6 configured VLAN.
tunnel-name Specifies an IPv6 tunnel.
Default
N/A.

Usage Guidelines

None.

Example

The following command clears the RIPng statistics counters:

clear ripng counters

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on platforms with an Edge, Advanced Edge, or Core license. For licensing
information, see the ExtremeXOS 31.3 Feature License Requirements document.ature-link-22.1"/>

clear screen

clear screen
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Description

This command clears the screen of a login session with the termcaps-defined capability and returns the
prompt to the top.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

None.

History

This command was first available in ExtremeXOS 16.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear session

clear session [history | sessId | all]

Description

Terminates a Telnet and/or SSH2 sessions from the switch.

Syntax Description

history Clears the chronology of sessions that were opened.
sessId Specifies a session number from show session output to terminate.
all Terminates all sessions.
Default
N/A.
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Usage Guidelines

Example

History

An administrator-level account can disconnect a management session that has been established by way
of a Telnet connection.

You can determine the session number of the session you want to terminate by using the show
session command. The output of this command displays information about current Telnet and/or
SSH2 sessions including:

* The session number.

* The login date and time.

* The user name.

* The type of Telnet session.

* Authentication information.

Depending on the software version running on your switch, additional session information may be
displayed. The session number is the first number displayed in the show session output.

When invoked to the clear the session history, the command clears the information about all the
previous sessions that were logged. The information about the active sessions remains intact.

The following example terminates session 4 from the system:

clear session 4

This command was first available in ExtremeX0OS 10.1.

Platform Availability

clear slot

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear slot slot

Description

Clears a slot of a previously assigned module type.

Syntax Description

slot Specifies the slot number.
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Default
N/A.

Usage Guidelines

All configuration information related to the node and the ports on the switch is erased. If a node is
present when you issue this command, the switch is reset to default settings.

If a node is configured for one type of switch, and a different type of switch is inserted in the stack, the
inserted node is put into a mismatch state (where the inserted node does not match the configured
node), and is not brought online. To use the new switch type in a node, the node configuration must be
cleared or configured for the new switch type. Use the enable mirroring to port tagged command to
configure the node.

Example
The following command clears node 2 of a previously assigned switch type:
clear slot 2
The following command clears slot 4 of a previously assigned switch type in a stack:
clear slot 4
History

This command was first available in ExtremeX0S 10.1.

Platform Availability

This command is available on SummitStacks.

clear snmp notification-log

clear snmp notification-log [counters | entries] { default | name hex
hex name}

Description

Clears entries and counters from a notification log.

Syntax Description

counters Specifies to clear counters.
entries Specifies to clear notification entries.
default Optionally clear just the default log.
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name Optionally clear just the specified log.

hex Provide value in hexadecimal.

hex name Optionally clear just the specified log (log name in hexadecimal).
Default

Disabled.

Usage Guidelines

Use this command to clear entries and counters from a notification log.

Example

The following example clears global counters:
clear snmp notification-log counters

The following example clears all entries from all logs:

clear snmp notification-log entries

The following example clears counters for the default log:

clear snmp notification-log counters default

The following example clears all entried from nmslogl:

clear snmp notification-log entries nmslogl

History

This command was first available in ExtremeX0OS 15.5.

The default and hex keywords and hex name variable were added in ExtremeXOS 15.6.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear stpd ports

clear stpd stpd name ports port Ilist protocol-migration

Description

Resets the partner Spanning Tree Protocol version to the configured version.
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Syntax Description

Default

stpd name Specifies an STPD (Spanning Tree Domain) name on the switch.

port list Specifies the port list, which can be separated with a comma or a
dash.

protocol-migration Resets the partner protocol mode to configured mode.

N/A

Usage Guidelines

Example

History

STP detects the spanning tree version on a network and sends out the equivalent BPDU. If this switch
receives a legacy |IEEE 802.1D configuration BPDU (a BPDU with the protocol version set to 0), Protocol
Migration feature supports the forcefully allowing the user to choose the version, where a switch

supporting MSTP (Multiple Spanning Tree Protocol) is forced to behave as STP or RSTP.

For example, three bridges on shared media, two of are configured dotlw (RSTP) and one is dotld
(legacy STP) mode

These bridges will transmit STP BPDUSs on their connected ports since one of the peers is in dotld
mode. If the dotld mode configured bridge leaves this shared media the remaining two bridges will
keep sending STP BPDUs even though they should use RTP BPDUs normally. By using this feature we
can clear the STP BPDU transmission and starts sending the RSTP BPDUSs.

The following example resets the protocol migration for the port 1:10 in STP domain r1:

clear stpd rl ports 1:10 protocol-migration

This command was first available in ExtremeX0S 15.7.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

clear switch bluetooth

clear switch bluetooth device [all | address]

Description

Clears either all paired Bluetooth devices or a particular paired device.
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Syntax Description

switch Designates clearing switch information.

bluetooth Designates clearing Bluetooth information.

device Designates clearing Bluetooth devices.

all Clears all Bluetooth devices.

address Clears only the Bluetooth device at the specified MAC address.
Default

N/A.

Usage Guidelines
To clear all paired Bluetooth devices, use the all option.
To clear only a specific device, use the address option. To find the address of a specific Bluetooth

device, use the show switch bluetooth [statistics | inventory] command without the
statistics option.

To enable Bluetooth capabilites, use the enable switch bluetooth {discovery |
pairing } command.

Example
The following example clears all Bluetooth devices:
# clear switch bluetooth device all
The following example clears the Bluetooth device at address 00:04:96:9a:46:48:
# clear switch bluetooth device 00:04:96:9a:46:48
History

This command was first available in ExtremeXOS 30.3.

Platform Availability

This command is available on the ExtremeSwitching X465 and 5520 series switches.

clear vm storage

clear vm storage

Description

Formats the virtual machine (VM) storage module (SSD) for use.
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Syntax Description

vm Designates a virtual machine.
storage Specifies formatting disk storage (VM storage module) for use by
VMs.
Default
N/A.

Usage Guidelines

None.

Example

The following example formats VM storage:

# clear vm storage

History

This command was first available in ExtremeXOS 30.3.

Platform Availability

This command is available on all platforms that support the Integrated Application Hosting (IAH)
feature and have a Core or Premier license installed. For a list of platforms that support the IAH feature
and for information about licenses, see the ExtremeXOS 31.3 Feature License Requirements.

clear vlan dhcp-address-allocation

clear vlan vlan name dhcp-address-allocation [[all {offered | assigned |
declined | expired}] | ipaddress]

Description

Removes addresses from the DHCP allocation table.

Syntax Description

vlan name Specifies the VLAN of the DHCP server.

all Specifies all IP addresses, or all IP addresses in a particular state.
offered Specifies IP addresses offered to clients.

assigned Specifies IP addresses offered to and accepted by clients.
declined Specifies IP addresses declined by clients.
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expired Specifies IP addresses whose lease has expired and not renewed by
the DHCP server.
ipaddress Specifies a particular IP address.
Default
N/A.

Usage Guidelines

You can delete either a single entry, using the IP address, or all entries. If you use the all option, you can
additionally delete entries in a specific state.

Example

The following command removes all the declined IP addresses by hosts on the VLAN temporary:

clear vlan temporary dhcp-address-allocation all declined

History

This command was first available in ExtremeXOS 11.0.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure access-list

configure access-list aclname [any | ports port list | wvlan vlan name]
{ingress | egress}

Description

Configures an access list to the specified interface.

Syntax Description

aclname Specifies the ACL policy file name.

any Specifies that this ACL is applied to all interfaces as the lowest
precedence ACL.

port list Specifies the ingress or egress port list on which the ACL is applied.

vlan name Specifies the VLAN on which the ACL is applied.
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Default

ingress

Apply the ACL to packets entering the switch on this interface.

egress

Apply the ACL to packets leaving the switch from this interface.
(ExtremeSwitching X460-G2, X670-G2, X440-G2, X465, X620 series
switches only).

Default

The default direction is ingress.

Usage Guidelines

The access list applied in this command is contained in a text file created either externally to the switch
or using the edit policy command. The file is transferred to the switch using TFTP before it is applied to
the ports. The ACL name is the file name without its “.pol” extension. For example, the ACL blocknetfour
would be in the file blocknetfour.pol.

Specifying the keyword any applies the ACL to all the ports, and is referred to as the wildcard ACL. This
ACL is evaluated for ports without a specific ACL applied to it, and is also applied to packets that do not
match the ACL applied to the interface.

Example

The following command configures the ACL policy test to port 1:2 at ingress:

configure access-list test ports 1:2

The following command configures the ACL mydefault as the wildcard ACL:

configure access-list mydefault any

The following command configures the ACL policy border as the wildcard egress ACL:

configure access-list border any egress

History

This command was first available in ExtremeX0OS 10.1.

The VLAN option was first available in ExtremeXOS 11.0.

The egress option was first available in ExtremeXOS 11.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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configure access-list action-resolution highest-priority

configure access-list action-resolution highest-priority

Description
This command puts user ACLs into "highest priority only” action resolution mode.
Syntax Description

This command has no arguments or variables.

Default
Multiple.

Usage Guidelines

Use this command to put user ACLs into "highest priority only" action resolution mode. All of the static
policies and dynamic ACL rules that are installed after this command has been executed execute only
the actions of the highest priority rule that has being matched, even if there are matches in the lower
priority virtual slices with non-conflicting actions. This behavior is achieved by putting all virtual slices
used by user ACLs into the same virtual group. However, all the policies and dynamic ACL rules that
were installed prior to the execution of this command would stay in their separate virtual groups. As a
result of this, the rules installed prior to the execution of this command will execute non- conflicting
actions from the matches in lower priority virtual slices in addition to executing all the actions of the
highest priority match. If a save and reboot was done after this command has being executed, all static
policies and dynamic ACL rules will operate in "highest priority only” action resolution mode.

History

This command was first available in ExtremeXxOS 16.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure access-list action-resolution multiple

configure access-list action-resolution multiple

Description

This command puts user ACLs into "multiple matches"” action resolution mode. All the static policies and
dynamic ACL rules that are installed after this command is entered would execute all the actions of the
highest priority rule that has being matched as well as all non conflicting actions from the matches in

the lower priority virtual slices.
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Syntax Description

This command has no arguments or variables.

Default
Multiple.

Usage Guidelines

Use this command to put user ACLs into "multiple matches” action resolution mode. All the static
policies and dynamic ACL rules that are installed after this command is entered would execute all the
actions of the highest priority rule that has been matched as well as all non-conflicting actions from the
matches in the lower priority virtual slices.

This behavior is achieved by putting all virtual slices used by user ACLs into separate virtual groups.
However, all the policies and dynamic ACL rules that were installed prior to the execution of this
command would stay in their old single virtual group. As a result, the rules installed prior to the
execution of this command will execute only the actions of the highest priority match. If the save and
reboot was done after this command has being executed, all static policies and dynamic ACL rules will
operate in "multiple matches” action resolution mode. "Multiple matches" is the default mode on the
switch, and if none of action-resolution commands has being executed the switch will operate in
"multiple matches"” resolution mode.

History

This command was first available in ExtremeXOS 16.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure access-list add

configure access-1list add dynamic rule [ [[first | last] {priority
p_number} {zone zone} ] | [[before | after] rule] | [ priority
p _number {zone zone} ]] [ any | vlan vlian name | ports port list ]
{ingress | egress}

Description

Configures a dynamic ACL rule to the specified interface and sets the priority and zone for the ACL.

Syntax Description

dynamic_rule Specifies a dynamic ACL rule.

first Specifies that the new dynamic rule is to be added as the first rule.

ExtremeX0OS® Command Reference Guide for version 31.3 211




Default ExtremeXOS Commands

last Specifies that the new dynamic rule is to be added as the last rule.

priority Priority of rule within a zone.

p_number Specifies the priority number of the rule within a zone. The range is
from O (highest priority) to 7 (lowest priority).

zone Specifies the ACL zone for the rule.

before rule Specifies that the new dynamic rule is to be added before an existing
dynamic rule.

after rule Specifies that the new dynamic rule is to be added after an existing
dynamic rule.

any Specifies that this ACL is applied to all interfaces.

vlan name Specifies the VLAN on which this ACL is applied.

port list Specifies the ports on which this ACL is applied.

ingress Apply the ACL to packets entering the switch on this interface.

egress Apply the ACL to packets leaving the switch from this interface.

Default

The default direction is ingress.

Usage Guidelines

The dynamic rule must first be created before it can be applied to an interface. Use the following
command to create a dynamic rule:

create access-list dynamic-rule conditions actions {non-permanent}

When a dynamic ACL rule is applied to an interface, you will specify its precedence among any
previously applied dynamic ACLs. All dynamic ACLs have a higher precedence than any ACLs applied
through ACL policy files.

Specifying the keyword any applies the ACL to all the ports, and is referred to as the wildcard ACL. This
ACL is evaluated for ports without a specific ACL applied to them, and is also applied to packets that do
not match the ACL applied to the interface.

The priority keyword can be used to specify a sub-zone within an application’s space. For example, to
place ACLs into three sub-zones within the CLI application, you can use three priority numbers, such as
2,4,and 7.

Configuring priority number 1is the same as configuring first priority. Configuring priority number 8 is
the same as configuring last priority.

Example

The following command applies the dynamic ACL icmp-echo as the first (highest precedence) dynamic
ACL to port 1:2 at ingress:

configure access-list add icmp-echo first ports 1:2
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History

The following command applies the dynamic ACL udpdacl to port 1:2, with a higher precedence than
rule icmp-echo:

configure access-list add udpacl before icmp-echo ports 1:2

This command was first available in ExtremeXOS 11.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

The egress option is available on ExtremeSwitching X450-G2, X460-G2, X670-G2 , X465, 5520 series
switches only.

configure access-list delete

configure access-list delete ruleName [ any | vlan vlan name | ports
port list | all] {ingress | egress}

Description

Removes a dynamic ACL rule from the specified interface.

Syntax Description

Default

ruleName Specifies a dynamic ACL rule name.

any Deletes this ACL as the wildcard ACL.

vlan name Specifies the VLAN on which this ACL is deleted.

port list Specifies the ports on which this ACL is deleted.

all Deletes this ACL from all interfaces.

ingress Deletes the ACL for packets entering the switch on this interface.
egress Deletes the ACL for packets leaving the switch from this interface.

The default direction is ingress.

Usage Guidelines

Specifying the keyword all removes the ACL from all interfaces it is used on.

ExtremeX0OS® Command Reference Guide for version 31.3 213



Example ExtremeXOS Commands
Example
The following command removes the dynamic ACL icmp-echo from the port 1:2:
configure access-list delete icmp-echo ports 1:2
History

This command was first available in ExtremeXOS 11.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure access-list network-zone

configure access-1list network-zone zone name [add | delete] [mac-address
macaddress {macmask} | ipaddress [ipaddress {netmask} | ipNetmask |
ipv6 address mask]]

Description

Adds or removes IP and MAC addresses to and from the network-zone.

Syntax Description

Default

network-zone

Logical group of remote devices.

zone name

Specifies the network-zone name.

add

Adds a logical group of entities to the network-zone.

delete

Deletes a logical group of entities to the network-zone.

mac-address

MAC address.

macaddress Specifies the MAC address to be added/removed to/from the
network-zone.

macmask Specifies the MAC Mask. Example FF:FF:FF:00:00:00.

ipaddress Specifies IPv4 address.

ipaddress Specifies the IP address.

netmask Specifies IP netmask.

ipNetmask Specifies the IP address/Netmask.

ipvé address mask

Specifies IPv6 address/IPv6 prefix length.

N/A.
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Usage Guidelines

Use this command to to add or remove IP/MAC addresses to/from the network-zone.

Example

The following command adds an IPv6 IP address to network-zone “zonel”:

Switch# configure access-list network-zone zonel add ipaddress
11.1.1.1/32

If you try to add the same IP/MAC with the same or narrow mask, the configuration is rejected, with the
following error message.

Switch #configure access-list network-zone "zonel" add ipaddress 11.1.1.1/24
Error: Network Zone "zonel" - Zone already has the same entity value with same or wider
mask.

If you try to add more than eight attributes to a network-zone, the following error message is printed.

Switch #configure access-list network-zone "zonel" add ipaddress 11.1.1.1/24
Error: Network Zone "zonel" - Reached maximum number of attributes. Unable to add more.

History

This command was first available in ExtremeX0S 15.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure access-list rule-compression port-counters

configure access-list rule-compression port-counters [shared |
dedicated]

Description

Switches between ACL configuration modes.

Syntax Description

shared Sharing is “on” for counter rules.

dedicated Sharing is “off” for counter rules.
Default

Dedicated.
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Usage Guidelines

Use this command to switch between two ACL configuration modes. In the first mode, “port-counters
shared”, similar port-based ACL rules with counters are allowed to share the same hardware entry. This
uses less space but provides an inaccurate counter value. In the second mode, “port-counters
dedicated”, similar port-based ACL rules with counters are not allowed to share the same hardware
entry, thereby consuming more entries but providing a precise count.

Only ACLs that are entered after this command is entered are affected. The command does not affect
any ACLs that are already configured.

To configure all ACLs in shared mode, configure access-list rule-compression port-counters shared must
be entered before any ACLs are configured or have been saved in the configuration when a switch is
booted.

This is a global setting for the switch; that is, the option does not support setting some ACL rules with
shared counters and some with dedicated counters.

To view the results of the configuration use the show access-list configuration command.

Example

The following command configures ACL rules with counters to share the same hardware entry:

configure access-1list rule-compression port-counters shared

History

This command was first available in ExtremeX0S 12.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure access-list vlan-acl-precedence

configure access-1list vlan-acl-precedence [dedicated | shared]

Description
Configures precedence mode for policy-file based ACLs that are applied on a VLAN.

Syntax Description

dedicated Allocates exclusive precedence for VLAN-based ACLs.

shared VLAN-based ACLs share the precedence with other ACLs.
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Default
Dedicated.

Usage Guidelines

The following feature applies to only policy-file based ACLs that are applied on a VLAN. Use this
command to switch between two VLAN-based ACL configuration modes. In the shared vlan-
aclprecedence mode, VLAN-based ACL rules share the same precedence with other types of ACL rules
and provides the same behavior as in the previous software releases. In the dedicated vlan-acl-
precedence mode, VLAN-based ACL rules have different precedence compared to other types of ACL
rules and this is the default mode. The dedicated mode yields improved installation performance for
VLAN based access-lists but may affect hardware rule utilization in some configurations.

After configuring, you are prompted to reboot the system for the changes to take effect.

Example

The following command allocates exclusive precedence for VLAN-based static ACL rules:

configure access-list vlan-acl-precedence dedicated

History

This command was first available in ExtremeXOS 12.3.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure access-list width

configure access-list width [double | single] [slot sIotNo | all]

Description
Configures the TCAM width of a switch.

Syntax Description

double Specifies a double wide ACL TCAM. Provides double wide ACL key
with additional qualifiers.

single Specifies a single wide ACL TCAM.

slotNo Specifies the slot to configure.

all Specifies all slots.
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Default
Single.

Usage Guidelines

uid Note
E This command is not applicable to the ExtremeSwitching X870 series switches. Key width is
applied automatically on X870 switches.

Use this feature to configure the width of the ACL TCAM key of a slot or switch to be either double wide
or single wide.

The switch must be rebooted for the configuration change to take effect.

If you attempt to configure a double wide mode on a slot or switch that does not support it, an error
message is displayed.

To display the configured mode, use the show access-list width command.

Example

The following command configures slot 1to use double wide mode:

# configure access-list width double slot 1

History

This command was first available in ExtremeX0S 12.5.

Platform Availability

This command is available on the ExtremeSwitching X450-G2, X460-G2, X670-G2, X440-G2, X465,
X590, X620, X690, X695, 5420, 5520 series switches.

configure access-list zone

configure access-list zone name zone-priority number

configure access-list zone name move-application appl name to-zone name
application-priority number

configure access-list zone name {add} application appl name
application priority number

configure access-1list zone name delete application appl name
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Description

Configures the priority of a zone; moves an application from one zone to another at a specified priority;
adds an application to a zone with a specified priority, or changes the priority of an application within a
zone; deletes an application from a zone.

Syntax Description

Default

name Specifies a a zone name.

zone-priority number Sets the priority of the zone.

move-application Specifies the name of an application to be moved.

appl name

to-zone name Specifies the zone to which the application is moved.
application-priority |Sets the priority of the application within the zone. The range is from
number O (highest priority) to 7 (lowest priority).

add Adds an application to a zone at a specified priority.

application appl name |Specifies the application to be added to the zone.

application_priority |Sets the priority of a new or existing application within a zone. The
number number range is from O (highest priority) to 7 (lowest priority).

N/A.

Usage Guidelines

Example

To configure the priority of a specific zone, use the syntax:

configure access-list zone name zone-priority number

To move an application from one zone to another, and set its priority in the new zone, use the syntax:
configure access-list zone name move-application appl-name to-zone name
application-priority number

To add an application to a zone and specify its priority or to change the priority of an application within
a zone, use the syntax:

configure access-list zone name {add} application appl-name

application priority number

To delete an application from a zone, use the syntax:

configure access-list zone name delete application appl-name

The following command adds the CLI application to the zone myzone at a priority of 6:

configure access-list zone myzone add cli application-priority 6
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History

This command was first available in ExtremeXOS 11.6.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account

configure account [all | name]

Description

Configures a password for the specified account, either user account or administrative account.

Syntax Description

all Specifies all accounts (and future users).
name Specifies an account name.

Default
N/A.

Usage Guidelines

You must create a user or administrative account before you can configure that account with a
password.

Use the create account command to create a user account.

The system prompts you to specify a password after you enter this command. You must enter a
password for this command; passwords cannot be null and cannot include the following characters: “<*,
“>” and “?”.

uid Note

a Once you issue this command, you cannot have a null password. However, if you want to have
a null password (that is, no password on the specified account), use the create account
command.
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Example

History

Passwords can have a minimum of O character and can have a maximum of 32 characters. Passwords
are case-sensitive. User names are not case-sensitive.

i Note

a If the account is configured to require a specific password format, the minimum is 8
characters. See configure account password-policy char-validation for
more information.

You must have administrator privileges to change passwords for accounts other than your own.

The following example defines a new password green for the account marketing:

configure account marketing

The switch responds with a password prompt:

password: green

Your keystrokes will not be echoed as you enter the new password. After you enter the password, the
switch will then prompt you to reenter it:

Reenter password: green

Assuming you enter it successfully a second time, the password is now changed.

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account encrypted

configure account [all | name] encrypted e-password

Description

Encrypts the password that is entered in plain text for the specified account, either user account or
administrative account.
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Syntax Description

all Specifies all accounts (and future users).

name Specifies an account name.

e-password Enter in plain text the string you for an encrypted password. See
Usage Guidelines for more information.

Default
N/A.

Usage Guidelines

You must create a user or administrative account before you can configure that account with a
password.

Use the create account account command to create a user account.

When you use this command, the following password that you specify in plain text is entered and
displayed by the switch in an encrypted format. Administrators should enter the password in plain text.
The encrypted password is then used by the switch once it encrypts the plain text password. The
encrypted command should be used by the switch only to show, store, and load a system-generated
encrypted password in configuration; this applies with the following commands: save

configuration, show configuration,anduse configuration.

Note

Once you issue this command, you cannot have a null password. However, if you want to have
a null password (that is, no password on the specified account), use the create account
command.

Passwords can have a minimum of O character and can have a maximum of 32 characters. Passwords
are case-sensitive. User names are not case-sensitive.

£o¢ Note

E If the account is configured to require a specific password format, the minimum is 8
characters. See configure account password-policy char-validation for
more information.

You must have administrator privileges to change passwords for accounts other than your own.

Example

The following command encrypts the password red for the account marketing:

configure account marketing encrypted red
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History

This command was first available in ExtremeXOS 11.5.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account password-policy char-validation

configure account [all | name] password-policy char-validation [none |
all-char-groups]

Description

Requires that the user include an upper-case letter, a lower-case letter, a digit, and a symbol in the
password.

Syntax Description

all Specifies all users (and future users).

name Specifies an account name.

none Resets password to accept all formats.

all-char-groups Specifies that the password must contain at least two characters from

each of the four groups.

Note: The password minimum length will be eight characters if you
specify this option.

Default
N/A.

Usage Guidelines
This feature is disabled by default.

Once you issue this command, each password must include at least two characters of each of the
following four types:

* Upper-case A-Z.

* Lower-case a-z.

* 0-9

* L@ #3%% "% ().

The minimum number of characters for these specifically formatted passwords is 8 characters and the
maximum is 32 characters.
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Use the none option to reset the password to accept all formats.

Example

The following example requires all users to use this specified format for all passwords:

configure account all password-policy char-validation all-char-groups

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account password-policy history

configure account [all | name] password-policy history [num passwords |
none|]

Description

Configures the switch to verify the specified number of previous passwords for the account. The user is
prevented from changing the password on a user or administrative account to any of these previously
saved passwords.

Syntax Description

all Specifies all accounts (and future users).
name Specifies an account name.
num_passwords Specifies the number of previous passwords the system verifies for
each account. The range is 1to 10 passwords.
none Resets the system to not remember any previous passwords.
Default
N/A.

Usage Guidelines

Use this command to instruct the system to verify new passwords against a list of all previously used
passwords, once an account successfully changes a password.

The limit is the number of previous passwords that the system checks against in the record to verify the
new password.
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If this parameter is configured, the system returns an error message if a user attempts to change the
password to one that is saved by the system (up to the configured limit) for that account; this applies to
both user and administrative accounts. This also applies to a configured password on the default admin
account on the switch.

The limit of previous passwords that the system checks for previous use is configurable from 1to 10.
Using the none option disables previous password tracking and returns the system to the default state
of no record of previous passwords.

Example
The following command instructs the system to verify that the new password has not been used as a
password in the previous 5 passwords for the account engineering:
configure account engineering password-policy history 5
History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account password-policy lockout-on-login-failures

configure account [all | name] password-policy lockout-on-login-failures
[on | off]

Description

Disables an account after the user has three consecutive failed login attempts.

Syntax Description

all Specifies all users (and future users).

name Specifies an account name.

on Specifies an account name.

off Resets the password to never lockout the user.
Default

N/A.
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Usage Guidelines

If you are not working on SSH, you can configure the number of failed logins that trigger lockout, using
the configure cli max-failed-logins num-of-loginscommand

This command applies to sessions at the console port of the switch as well as all other sessions and to
user-level and administrator-level accounts. This command locks out the user after 3 consecutive failed
login attempts; the user’s account must be specifically re-enabled by an administrator.

Using the off option resets the account to allow innumerable consecutive failed login attempts, which is
the system default. The system default is that three failed consecutive login attempts terminate the
particular session, but the user may launch another session; there is no lockout feature by default.

i Note
a The switch does not allow to lock out of at least one administrator account.

Example

The following command enables the account finance for lockout.

After three consecutive failed login attempts, the account is subsequently locked out:

configure account finance password-policy lockout-on-login-failures on

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account password-policy lockout-time-period

configure account

[num mins until-cleared]

Description

| name] password-policy lockout-time-period

This command allows you to configure the lockout time period (ranging from one minute to one hour).

Syntax Description

all

Configure all accounts.

name

Configure a specific account name.
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num _min Number of minutes (1-60) account is locked after max-failed-logins,
unless unlocked via clear account name lockout.

until-cleared Account is locked after max-failed-logins until unlocked via clear
account name lockout.

Default

Until-cleared.

Usage Guidelines

Use this command to configure the lockout time period (ranging from one minute to one hour. Note
that fail safe and admin accounts will also be locked out if lockout time period is specified. If there is
more than one admin account, admin will be locked out even if the lockout time period is set to
indefinite.

History

This command was first available in ExtremeXxOS 16.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account password-policy max-age

configure account [all | name] password-policy max-age [num days | none]

Description

Configures a time limit for the passwords for specified accounts. The passwords for the default admin
account and the failsafe account do not age out.

Syntax Description

all Specifies all accounts (and future users).
name Specifies an account name.
num days Specifies the length of time that a password can be used. The range is
1to 365 days.
none Resets the password to never expire.
Default
N/A.

ExtremeX0OS® Command Reference Guide for version 31.3 227




Usage Guidelines ExtremeXOS Commands

Usage Guidelines
The passwords for the default admin account and the failsafe account never expire.

The time limit is specified in days, from 1to 365 days. Existing sessions are not closed when the time
limit expires; it will not open the next time the user attempts to log in.

When a user logs into an account with an expired password, the system first verifies that the entered
password had been valid prior to expiring, and then prompts the user to change the password.

uid Note
E This is the sole time that a user with a user-level (opposed to an administrator-level) account
can make any changes to the user-level account.

Using the none option prevents the password for the specified account from ever expiring (it resets the
password to the system default of no time limit).

To set a minimum lifespan for passwords, use the configure account [all | name]
password-policy min-age [num days | none] command.

In the case of conflicting settings between these two commands, a setting requiring a password change
overrides a setting that prohibits a password change. For example, if max-age is set to 10 days, thus
requiring a password change in 10 days, and amin-age is set to 20 days, attempting to forbid a
password change until 20 days, the configuration to change the password after 10 days takes
precedence over the configuration to not change the password for 20 days.

To view the current selection for the maximum lifespan for passwords, use the show accounts
password-policy command.

Example

The following command sets a 3-month time limit for the password for the account marketing:

# configure account marketing password-policy max-age 90

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account password-policy min-age

configure account [all | name] password-policy min-age [num days | none]

Description

Configures a minimum password lifespan.
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Syntax Description

all Applies the configuration to all accounts.

name Applies the configuration to the account of the specified name.

password-policy Specifies configuring the account password policy.

min-age Specifies the minimum lifespan of passwords.

num days Specifies a minimum lifespan of passwords in days. Range is 1to 365
days.

none Specifies no limitation on the minimum lifespan for passwords
(default).

Default

The default is no minimum lifespan for passwords.

Usage Guidelines

Similar to the configure account [all | name] password-policy max-age

[num days | none] command, which requires a password change after a configurable number of
days, this command configures a lifespan, or minimum age. Having a minimum lifespan ensures that
multiple password changes are not made in quick succession.

In the case of conflicting settings between these two commands, a setting requiring a password change
overrides a setting that prohibits a password change. For example, if max-age is set to 10 days, thus
requiring a password change in 10 days, and amin-age is set to 20 days, attempting to forbid a
password change until 20 days, the configuration to change the password after 10 days takes
precedence over the configuration to not change the password for 20 days.

To view the current selection for the minimum lifespan for passwords, use the show accounts
password-policy command.

Example

The following example sets a minimum lifespan of 10 days for all accounts:

# configure account all password-policy min-age 10

History

This command was first available in ExtremeXOS 30.7.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.
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configure account password-policy min-different-characters

configure account [all |name] password-policy min-different-characters
[count]

Description

When changing a password, configures the number of characters in the revised password that must be
changed from the existing password.

Syntax Description

all Applies the configuration to all accounts.

name Applies the configuration to the account of the specified name.

password-policy Specifies configuring the account password policy.

min-different- Specifies the minimum number of different characters between a

characters previous and new password.

count Specifies the number of characters required to be different between
the previous and new password. The range is 0-16. The default is O.

Default

The default for the minimum number of different characters is O.

Usage Guidelines

This command allows you to configure a variable number of characters that must be changed from the
existing password when a new password is created. If the new password is longer than the original
password, the “extended” characters of the new password are counted as different from the prior
password. If the new password is shorter than the existing password, only the new password characters
determine the number of characters that are different.

For example, if you specify 8 for the number of characters that must be different:

This combination would count as 9 different characters, and would pass:
* Current password: MyChoice
* New password: MyChoiceButLonger

This combination would count as zero different characters, and would fail:
* Current Password: MyChoiceButLonger
* New password: MyChoice

To view the current selection for the minimum number of different characters for changed passwords,
use the show accounts password-policy command.
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Example
The following example configures the minimum number of different characters for changed passwords
to be "3" for all accounts:
# configure account all password-policy min-different-characters 3
History

This command was first available in ExtremeXOS 30.7.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account password-policy min-length

configure account [all | name] password-policy min-length
[num characters | none]

Description

Requires a minimum number of characters for passwords.

Syntax Description

all Specifies all accounts (and future users).
name Specifies an account name.
num characters Specifies the minimum number of characters required for the

password. The range is 1-32 characters.

Note: If you configure the configure account password-
policy char-validation parameter, the minimum length is
eight characters.

none Resets password to accept a minimum of O characters.

Note: If you configure the configure account encrypted
parameter, the minimum length is eight characters.

Default
N/A.

Usage Guidelines

Use this command to configure a minimum length restriction for all passwords for specified accounts.
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This command affects the minimum allowed length for the next password; the current password is
unaffected.

The minimum password length is configurable from 1-32 characters. Using the none option disables the
requirement of minimum password length and returns the system to the default state (password
minimum is O by default).

Note

If the account is configured to require a specific password format, the minimum is 8
characters. See configure account password-policy char-validation for
more information.

Example

The following command requires a minimum of 8 letters for the password for the account management:

configure account management password-policy min-length 8

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure account privilege

configure account [all | name] privilege [admin | user]

Description

Changes the privileges of an existing user account.

Syntax Description

account Login account.

all Specifies all accounts.

name Specifies a specific user account.

privilege Change the account privilege.

admin Administrative privilege.

user User (non-administrative) privilege.
Default

None.
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Usage Guidelines

If an account is changed, any sessions that are currently logged in with that account are cleared, and
therefore forced to login again with the new privilege. If the specified account is logged in to a session
that cannot be cleared, an error message appears. If the account privilege is not changed by the option
selected in the command for the specified acount(s) (account already has that privilege), the request is
ignored and any sessions logged in with the account are not cleared.

If you attempt to remove administrative privileges from the sole account having administrative
privilege, you receive an error message.

Example

The following example adds administrative privilege to an account called "my_name":

configure account my name privilege admin

History

This command was first available in ExtremeXOS 22.1.

Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure auto-peering oneconfig bootprelay

configure auto-peering one-config bootprelay [add | delete] [ip address
| ipv6 address] vr vrname

Description

For Auto-peering, adds dynamic BOOTP relay servers that the DHCP relay agent uses to forward DHCP
traffic received from host attachments.

Syntax Description

auto-peering Specifies Auto-peering.

one-config Specifies changing the BGP Auto-peering OneConfig configuration.

bootprelay Specifies configuring dynamic BOOTP relay service applied to
dynamically created VRFs.

add Adds dynamic BOOTP relay server.

delete Deletes dynamic BOOTP relay server.

ip address Specifies the IPv4 address of the BOOTP relay server.

ipv6 _address Specifies the IPv6 address of the BOOTP relay server.
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vr Specifies selecting the virtual router (VR) If you do not specify a VR or
VRF, the current VR context is used.

vrname Specifies the VR name.

Default

If you do not specify a VR or VRF, the current VR context is used.

Usage Guidelines

Dynamic BOOTP relay services are configured after the dynamic VRF is installed on the device.

Example
The following example adds dynamic BOOTP relay server at "50.1.101.105" for VR "red":

# configure auto-peering oneconfig bootprelay add 50.1.101.105 vr red

History

This command was first available in ExtremeXOS 31.1.

Platform Availability

This command is available on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5420,
5520 series switches.

This feature requires the Advanced Edge or Base license. For more information about licenses, see the
ExtremeXOS 31.3 Feature License Requirements.

configure auto-peering oneconfig id

configure auto-peering one-config id [none | id]

Description

Configures the ID used by each device when automatically forming an adjacency with an BGP Auto-
peering neighbor.

Syntax Description

auto-peering Specifies Auto-peering.

one-config Specifies changing the BGP Auto-peering OneConfig configuration.

id Specifies configuring the BPG Auto-peering ID that devices advertise
to neighbors.

none Removes the current ID.

id Specifies the ID.
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Default
N/A.

Usage Guidelines

All devices in an Auto-peering cluster have the same ID. Neighbors with different IDs must match the
Remote ID table.

Example

The following example configures the ID as "123":

# configure auto-peering one-config id 123

History

This command was first available in ExtremeXOS 31.1.

Platform Availability

This command is available on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5420,
5520 series switches.

This feature requires the Advanced Edge or Base license. For more information about licenses, see the
ExtremeXOS 31.3 Feature License Requirements.

configure auto-peering one-config iproute

configure auto-peering one-config iproute [add | delete] [host | hostvé6]
[ [ipaddress {netmask} | ipNetmask] gateway | ipNetmaskvé gatewayvé]
{vr vrname }

Description

Configures a list of OneConfig dynamic Auto-peering static routes.

Syntax Description

auto-peering Specifies Auto-peering.

one-config Specifies changing the BGP Auto-peering OneConfig configuration.

iproute Specifies configuring the dynamic IP route configured when the host
IP address attaches to the device.

add Adds route.

delete Deletes routes.

host Specifies the IPv4 host address.

hostvé Specifies the IPv6 host address.
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Default

ipaddress Specifies the IPv4 address.

netmask Specifies the IPv4 netmask.

ipNetmask Specifies the IPv4 netmask/mask.

gateway Specifies the IPv4 gateway address.

ipNetmaskv6 Specifies the IPv6 address/netmask.

\gatewayvé Specifies the IPv6 gateway address.

vr Specifies selecting the virtual router (VR) If you do not specify a VR or
VREF, the current VR context is used.

vrname Specifies the VR name.

If you do not specify a VR or VRF, the current VR context is used.

Usage Guidelines

Example

History

The switch holds the static route in the dynamic database until the host attaches to the switch. The
routes are applied in the route table when the host IP address is discovered on a local access port. They
are removed when the host is no longer connected to the device. To see if the host routes are properly
installed, use the show iproute {ipv4} {priority | vlan vlan name | permanent |
ip address netmask | summary} {multicast | unicast} {vr vrname}} command.

The following example adds the static IP route for host 50.1.102.101, IP/netmask 60.1.1.0/24, gateway
50.1.102.101 on VR "red":

# configure auto-peering oneconfig iproute add 50.1.102.101 60.1.1.0/24 50.1.102.101 vr
red

This command was first available in ExtremeXOS 31.1.

Platform Availability

This command is available on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5420,
5520 series switches.

This feature requires the Advanced Edge or Base license. For more information about licenses, see the
ExtremeXOS 31.3 Feature License Requirements.
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configure auto-peering one-config nsi-id

configure auto-peering one-config nsi-id id type [nsi | vrf] [add |
delete] [[ipaddress {netmask} | ipNetmask ] | ipNetmaskv6] {vr
vrname }

Description

Specifies a list of OneConfig dynamic auto-peering services.

Syntax Description

auto-peering Specifies Auto-peering.

one-config Specifies changing the BGP Auto-peering OneConfig configuration.

nsi-id Specifies setting the Network Service (NSI) ID for dynamic L3
configuration

id Specifies the NSI ID.

type Specifies configuring the NSI'ID type.

nsi Specifies NSI'ID type as NSI.

vrf Specifies NSI ID type as VRF.

add Adds subnet.

delete Deletes subnet.

ipaddress Specifies the IP address.

netmask Specifies the IP netmask.

ipNetmask Specifies the IPv4 address/netmask.

ipNetmaskvé Specifies IPv6 address/netmask

vr Specifies selecting the virtual router (VR) If you do not specify a VR or
VRF, the current VR context is used.

vrname Specifies the VR name.

Default
If you do not specify a VR or VRF, the current VR context is used.

Usage Guidelines

The configuration is held on each node and is inactive until a VLAN/NSI binding is made to a dynamic
VLAN. After the NSl is discovered, the configuration associated with the NSI on the VLAN is applied.
This consists of creating the VRF as needed, applying IPv4 and IPv6 prefixes, enabling Anycast IP, and
enabling IP Forwarding on the mapped VLAN. The mechanism to assign VLAN to NSI mapping is done
by following methods: policy by RADIS, and Fabric Attach; the VXLAN virtual network and VNI/NSI is
dynamically created by the VXLAN service.
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Example
The following example configures an NSI'ID "1000" for type "VRF" on VR "red":

# configure auto-peering one-config nsi 1000 type VRF add vr red

History

This command was first available in ExtremeXOS 31.1.

Platform Availability

This command is available on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5420,
5520 series switches.

This feature requires the Advanced Edge or Base license. For more information about licenses, see the
ExtremeXOS 31.3 Feature License Requirements.

configure auto-peering one-config password

configure auto-peering one-config password [none | {encrypted}
tcpPassword]

Description
Configures the auto-peering TCP MD5 password devices will configure in the TCP MD5.

Syntax Description

auto-peering Specifies Auto-peering.
one-config Specifies changing the BGP Auto-peering OneConfig configuration.
password Configures the password for Auto peering neighbors.
none Removes the current password
encrypted Specifies that the password is in encrypted format.
tcpPassword Specifes the TCP MD5 password/secret-key.
Default
N/A.

Usage Guidelines

Changing auto peering password might cause peers to be disconnected if passwords do not match.
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Example

The following example sets the password to "123":

# configure auto-peering one-config password 123

History

This command was first available in ExtremeXOS 31.1.

Platform Availability

This command is available on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5420,
5520 series switches.

This feature requires the Advanced Edge or Base license. For more information about licenses, see the
ExtremeXOS 31.3 Feature License Requirements.

configure auto-peering one-config remote id

configure auto-peering one-config remote id [add | delete] id {password
[none | {encrypted} tcpPassword]}

Description

Configures a list of unique values that identify the remote Auto-peering devices to which this device can
also automatically form an adjacency.

Syntax Description

auto-peering Specifies Auto-peering.
one-config Specifies changing the BGP Auto-peering OneConfig configuration.
remote Specifies a remote device connecting in the Auto-peering network.
id Specifies configuring the BPG Auto-peering ID that devices advertise
to neighbors.
add Specifies adding a remote ID.
delete Specifies deleting a remote ID.
id Specifies the ID.
password Configures the password for Auto peering neighbors.
none Removes the current password
encrypted Specifies that the password is in encrypted format.
tcpPassword Specifies the TCP MD5 password/secret-key.
Default
N/A.
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Usage Guidelines

Not specifying a password will result in unsecure peering. Remote ID neighbors can use MD5 passwords
for neighboring security. The lower ID password is used.

Example
The following example adds the remote Auto-peering device with ID "2222" and sets the password as
"23"
# configure auto-peering one-config remote id add 2222 password 123
History

This command was first available in ExtremeXOS 31.1.

Platform Availability

This command is available on the ExtremeSwitching X670-G2, X465, X590, X690, X695, X870, 5420,
5520 series switches.

This feature requires the Advanced Edge or Base license. For more information about licenses, see the
ExtremeXOS 31.3 Feature License Requirements.

configure automation edge connect/disconnect

configure automation edge [connect | disconnect] database database name

Description

Connects or disconnects an Automation Edge remote VXLAN (Virtual Extensible LAN) network
identifier (VNI)-device database.

Syntax Description

automation Designates configuring Automation Edge VXLAN VNI-device
database information.

edge Designates configuring Automation Edge VXLAN VNI-device
database information.

connect Designates connecting to the specified database.

disconnect Designates disconnecting from the specified database.

database Designates connecting or disconnecting a database.

database name Sets the database name that you are connecting or disconnecting.

Default
N/A.
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Usage Guidelines

To connect to another new database, an existing database must be disconnected first. To view the
connected database, use the command show database database name

Example
The following example connects the database "databasel”:
# configure automation edge connect database databasel
The following example disconnects the database "databasel”:
# configure automation edge disconnect database databasel
History

This command was first available in ExtremeXOS 31.1 as a demonstration feature.

This command is fully supported in ExtremeXOS 31.2.

Platform Availability

This command is available on ExtremeSwitching X465, X590, X670-G2, X690, X695, X870, 5420, 5520
series switches.

configure banner

configure banner {after-login | { before-login } { acknowledge } |
before-login {acknowledge} save-to-configuration}

Description

Configures the banner string to be displayed for CLI screens.

Syntax Description

after-login Specifies that a banner be displayed after login.
before-login Specifies that a banner be displayed before login.
acknowledge Require acknowledgement of the banner before login.

save-to-configuration | Save the before login banner to the configuration file as well as non-
volatile memory.

Default
N/A.
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Usage Guidelines

Example

History

Use this command to configure two types of banners:
* A banner for a CLI session that displays before login.
* Abanner for a CLI session that displays after login.

If no optional parameters are specified, the command defaults to configuring a banner that is displayed
before the CLI session login prompt.

For each CLI session banner, you can enter up to 24 rows of 79-column text.

Press [Return] at the beginning of a line to terminate the command and apply the banner. To clear the
banner, press [Return] at the beginning of the first line.

poc Note
E The system does not wait for a keypress when you use SSH for access; this only applies to the
serial console login sessions and Telnet sessions.

To disable the acknowledgement feature, use the configure banner command omitting the
acknowledge parameter.

To display any configured banners, use the show banner command.

To unconfigure one or more configured banners, use the unconfigure banner command.

The following example add the text "test” before the pre-login prompt:

# configure banner before-login
test

# logout

Do you wish to save your configuration changes to primary.cfg? (y/N)
Y

[=elS)td

login:
# show banner

Before-Login banner:
test

Acknowledge: Disabled
Save to : Non-volatile memory only

After-Login banner:

This command was first available in ExtremeXxOS 10.1.
The acknowledge parameter was added in ExtremeXOS 11.5.

The after-login option was added in ExtremeXOS 12.5.
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Platform Availability

This command is available on ExtremeSwitching X435, X440-G2, X450-G2, X460-G2, X465, X590,
X620, X670-G2, X690, X695, X870, 5420, and 5520 series switches.

configure bfd hardware-assist loopback-port

configure bfd hardware-assist [primary |secondary] loopback-port [ [port
| none]

Description

This command adds the specified port as a primary or secondary loopback port to enable BFD
hardware assist mode.

Syntax Description

primary Unused front-panel primary port dedicated to Hardware Assist.

secondary Unused front-panel secondary port dedicated to Hardware Assist.

loopback-port Port to be configured as loopback.

port Port number.

none Unconfigures the port number and disables hardware assist if only the
primary loopback port (or secondary loopback port) is configured.

Default

None.

Usage Guidelines

The unused front panel port can be configured as a loopback port to enable BFD hardware assist mode.
The primary or secondary loopback port must be configured for this feature. The loopback-port is not
available for switching the user-data traffic, but is used internally by the BFD hardware to send control
packets. This port must not be part of any VLAN and should not be a trunk port. Use the none option to
unconfigure the loopback port and disable hardware assist if only the primary loopback port (or
secondary loopback port) is configured. Make sure that other applications have not already configured
these ports as loopback ports. Use the show bfd command to view the configured loopback ports.

Configuring "not-present” ports as loop-back ports is not supported.

Example

The following command configures port 10 as the primary loopback port for the BFD hardware assist
feature:

configure bfd hardware-assist primary loopback-port 10

The following command configures port 11 as secondary loopback port for BFD hardware assist feature:

configure bfd hardware-assist secondary loopback-port 11
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The following command unconfigures the primary loopback port:

configure bfd hardware-assist primary loopback-port none

The following command unconfigures the secondary loopback port:

configure bfd hardware-assist secondary loopback-port none

History

This command was first available in ExtremeXOS 21.1.

Platform Availability
This command is available on the ExtremeSwitching X460-G2, X465 X590, X690, X695, and X870.

configure bfd vlan

configure bfd vlan vlan name [{detection-multiplier multiplier}
{receive-interval rx interval} {transmit-interval tx intervall}]

Description
Configures BFD transmit (TX) and receive (RX) intervals and multipliers on the VLAN.

Syntax Description

vlan name Specifies the VLAN.

multiplier Specifies the detection multiplier. The range is 1to 255.

rx_interval Specifies the receive interval for control packets in milliseconds. The
range is 100 to 4294967 ms. (3 to 4294967 ms if hardware assist is
enabled).

tx interval Specifies the transmit interval for control packets in milliseconds. The
range is 100 to 4294967 ms. (3 to 4294967 ms if hardware assist is
enabled).

Default
The default value for RX and TX intervals is 1000 ms.

The default value for the detection-multiplier is 3.

Usage Guidelines

Use this command to configure BFD.

Use the show bfd vlan command to display the current settings.
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Example

The following command configures a transmit and receive interval of 2000 ms and a detection
multiplier of 2 on the VLAN vlanT:

# configure bfd vlan vlanl detection-multiplier 2 receive-interval 2000 transmit-interval
2000

Receive interval of O

An rx interval value of O means that this system does not want to receive any periodic BFD
Control packets. A system may transmit a value of O for the Required MinRX Interval to indicate that the
remote system should send no packets.

# configure bfd vlan vlanl detection-multiplier 2 receive-interval 0 transmit-interval
2000

History

This command was first available in ExtremeX0S 12.4.

Platform Availability

This command is available on the ExtremeSwitching X440-G2, X450-G2, X460-G2, X465, X590, X620,
X670-G2, X690, X695, X870, 5420, 5520 series switches.

configure bfd vlan authentication

configure bfd vlan vlan name authentication [none | simple-password
{encrypted encrypted password | password }]

Description
Configures authentication for BFD on a VLAN.

Syntax Description

vlan name Specifies the VLAN name.

none Specifies that no authentication is to be used. (Default)
encrypted Indicates that the password is already encrypted.
password Specifies a simple password to use to authenticate.

Default

The authentication default is none.
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Usage Guidelines

Use this command to configure authentication for BFD on a VLAN using a password or specify that
none is required.

Use the show bfd wvlan command to display the authentication setting.

The encrypted keyword is primarily for the output of the show configuration command, so that the
password is not revealed in the command output. Do not use it to set the password

Example

The following command configures authentication using the password password:

# configure bfd vlan vlanl authentication simple-password password

History

This command was first available in ExtremeX0S 12.4.

Platform Availability

This command is available on the ExtremeSwitching X440-G2, X450-G2, X460-G2, X465, X590, X620,
X670-G2, X690, X695, X870, 5420, 5520 series switches.

configure bgp add aggregate-address

configure bgp add aggregate-address {address-family [ipv4-unicast |
ipv4-multicast |ipv6-unicast | ipvé6-multicast]} ipaddress/masklength
{as-match | as-set} {summary-only} {advertise-policy policy}
{attribute-policy policy}

Description
Configures a BGP aggregate route.

Syntax Description

address-family Specifies an IPv4 or IPv6 unicast or multicast address family.

ipaddress/masklength |Specifies an IP network address and mask length.

as-match Generates autonomous system sequence path information (order of
AS numbers in AS_PATH is preserved).

as-set Generates autonomous system set path information (order of AS
numbers in AS_PATH is not preserved).

summary-only Specifies to send only aggregated routes to the neighbors.

advertise-policy Specifies the policy used to select routes for this aggregated route.

attribute-policy Specifies the policy used to set the attributes of the aggregated route.
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Default

If no address family is specified, IPv4 unicast is the default.

N/A.

Usage Guidelines

Example

History

Route aggregation is the process of combining the characteristics of several routes so that they are
advertised as a single route. Aggregation reduces the amount of information that a BGP speaker must
store and exchange with other BGP speakers. Reducing the information that is stored and exchanged
also reduces the size of the routing table.

Before you can create an aggregate route, you must enable BGP aggregation using the following
command:

enable bgp aggregation

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

poc Note

E If the specified address is an IPv4 address, an IPv4 address family must be specified with the
command. If the specified address is an IPv6 address, an IPv6 address family must be
specified with the command.

BGP supports overlapping routes. For example, you can configure both of the following aggregate
addresses:

* 192.0.0.0/8

* 192.168.0.0/16

After you create an aggregate route, the aggregate route remains inactive until BGP receives a route
with an IP address and mask that conforms to an aggregate route. When a conforming route is received,
the aggregate route becomes active and is advertised to BGP neighbors. If the summary-only option is

specified, only the aggregate route becomes active and is advertised. If the summary-only option is
omitted, any conforming aggregate routes and the received route are advertised to BGP neighbors.

The following command configures a BGP aggregate route:

configure bgp add aggregate-address 192.1.1.4/30

This command was first available in ExtremeXxOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for overlapping aggregate addresses was added in ExtremeX0S 12.1.3.
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Support for IPv6 was added in ExtremeXOS 12.6-BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp add confederation-peer sub-AS-number

configure bgp add confederation-peer sub-AS-number number

Description

Adds a sub-AS to a confederation.

Syntax Description

number Specifies a sub-AS number of the confederation. The range is 1to
4294967295.

Default
N/A.

Usage Guidelines

Before you can add a sub-AS to a confederation on the switch, you must disable any BGP neighbor

sessions that are configured with the same AS number as a remote AS number. To disable BGP
neighbor sessions, use the following command:

disable bgp neighbor [remoteaddr | all]

Invoke the configure bgp add confederation-peer sub-AS-number command multiple
times to add multiple sub-ASs.

IBGP requires networks to use a fully-meshed router configuration. This requirement does not scale
well, especially when BGP is used as an interior gateway protocol. One way to reduce the size of a fully-
meshed AS is to divide the AS into multiple sub-autonomous systems and group them into a routing
confederation. Within the confederation, all BGP speakers in each sub-AS must be fully-meshed. The
confederation is advertised to other networks as a single AS.

The AS number is a 4-byte AS number in either the ASPLAIN or the ASDOT format as described in RFC
5396, Textual Representation of Autonomous System (AS) Numbers.
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Example
The following example adds one sub-AS to a confederation using the ASPLAIN 4-byte AS number
format:
configure bgp add confederation-peer sub-AS-number 65536
The following example adds one sub-AS to a confederation using the ASDOT 4-byte AS number format:
configure bgp add confederation-peer sub-AS-number 1.15
History

This command was first available in ExtremeXxOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for 4-byte AS numbers was first available in ExtremeXOS 12.4.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature,see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp add network

configure bgp add network {address-family [ipv4-unicast | ipv4-multicast
|ipv6-unicast | ipv6é-multicast]} ipaddress/masklength {network-policy

policy}

Description

Adds a network to be originated from this router.

Syntax Description

address-family | Specifies an IPv4 or IPv6 unicast or multicast address family.

ipaddress/ Specifies an IP network address and mask length.
masklength
policy Name of policy to be associated with network export. Policy can filter and/or

change the route parameters.

Default

If no address family is specified, IPv4 unicast is the default.

N/A.
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Usage Guidelines

The network must be present in the routing table.

Using the export command to redistribute routes complements the redistribution of routes using the
configure bgp add network command. The configure bgp add network command adds

redistributes an individual route from the routing table to BGP. If you use both commands to
redistribute routes, the routes redistributed using the network command take precedence over routes
redistributed using the export command.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

i Note

E If the specified address is an IPv4 address, an IPv4 address family must be specified with the
command. If the specified address is an IPv6 address, an IPv6 address family must be
specified with the command.

Example

The following command adds a network to be originated from this router:

configure bgp add network 192.1.1.16/32

History

This command was first available in ExtremeXOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature,see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp as-display-format

configure bgp as-display-format [asdot | asplain]

Description

Configures the AS number format displayed in show commands.
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Syntax Description

asdot Specifies the ASDOT format.

asplain Specifies the ASPLAIN format.
Default

N/A.

Usage Guidelines

The ASPLAIN and ASDOT formats are described in RFC 5396, Textual Representation of Autonomous
System (AS) Numbers.

Example
The following command selects the ASDOT 4-byte AS number format:

configure bgp as-display-format asdot

History

This command was first available in ExtremeX0S 12.4.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp as-number

configure bgp AS-number number

Description
Changes the local AS number used by BGP.

Syntax Description

number Specifies a local AS number. The range is 1to 4294967295.

Default
N/A.
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Usage Guidelines
BGP must be disabled before the AS number can be changed.

This command applies to the current VR or VRF context.

The AS number is a 4-byte AS number in either the ASPLAIN or the ASDOT format as described in RFC
5396, Textual Representation of Autonomous System (AS) Numbers.

Example
The following command specifies a local AS number using the ASPLAIN 4-byte AS number format:
configure bgp AS-number 65551
The following command specifies a local AS number using the ASDOT 4-byte AS number format:
configure bgp AS-number 1.15
% Note
To remove the configured bgp as-number, assign as-number value as O, i.e. configure bgp AS-
number O.
The following command configures the BGP router ID:
configure bgp routerid
% Note
To remove the configured bgp routerid, give routerid value as 0.0.0.0 i.e. configure bgp
routerid 0.0.0.0.
History

This command was first available in ExtremeX0OS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for 4-byte AS numbers was first available in ExtremeXOS 12.4.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp cluster-id

configure bgp cluster-id cluster-id
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Description

Description

Configures the local cluster ID.

Syntax Description

cluster-id

Specifies a 4 byte field used by a route reflector to recognize updates
from other route reflectors in the same cluster. The range is O -
4294967295.

Default
N/A.

Usage Guidelines

BGP must be disabled before the cluster ID can be changed.

Used when multiple route reflectors are used within the same cluster of clients.

Example

The following command appends a BGP route reflector cluster ID to the cluster list of a route:

configure bgp cluster-id 40000

History

This command was first available in ExtremeX0OS 10.1.

This command required a specific license in ExtremeXOS 11.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp confederation-id

configure bgp confederation-id confederation-id

Description

Specifies a BGP routing confederation ID.
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Syntax Description

confederation-id Specifies a routing confederation identifier, which is a 4-byte AS
number in the range of 1to 4,294,967,295.

Default
N/A.

Usage Guidelines

IBGP requires that networks use a fully-meshed router configuration. This requirement does not scale
well, especially when BGP is used as an interior gateway protocol. One way to reduce the size of a fully-
meshed AS is to divide the AS into multiple sub-autonomous systems and group them into a routing
confederation. Within the confederation, each sub-AS must be fully-meshed. The confederation is
advertised to other networks as a single AS.

The confederation ID is a 4-byte AS number in either the ASPLAIN or the ASDOT format as described in
RFC 5396, Textual Representation of Autonomous System (AS) Numbers.

BGP must be disabled before the confederation ID can be changed.

Use a confederation ID of O to indicate no confederation. You cannot unconfigure the confederation ID
while confederation peers are configured. You must delete the confederation peers before you
unconfigure the confederation ID.

Example

The following command specifies a BGP routing confederation ID using the ASPLAIN 4-byte AS number
format:

configure bgp confederation-id 65551

The following command specifies a BGP routing confederation ID using the ASDOT 4-byte AS number
format:

configure bgp confederation-id 1.15

History

This command was first available in ExtremeXOS 10.1.
This command required a specific license in ExtremeXxOS 11.1.

Support for 4-byte AS numbers was first available in ExtremeXOS 12.4.
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Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp delete aggregate-address

configure bgp delete aggregate-address {address-family [ipv4-unicast |
ipvd-multicast |ipv6-unicast | ipv6-multicast]} [ ipaddress/
masklength | all]

Description

Deletes one or all BGP aggregated routes.

Syntax Description

address-family Specifies an IPv4 or IPv6 unicast or multicast address family.

ipaddress/masklength |Specifies an IP network address and netmask length.

all Specifies all aggregated routes in the specified address family. If you
do not specify an address family, all aggregated routes in all address
families are deleted.

Default
N/A.

Usage Guidelines

Route aggregation is the process of combining the characteristics of several routes so that they are
advertised as a single route. Aggregation reduces the amount of information that a BGP speaker must
store and exchange with other BGP speakers. Reducing the information that is stored and exchanged
also reduces the size of the routing table.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

uid Note

E If the specified address is an IPv4 address, an IPv4 address family must be specified with the
command. If the specified address is an IPv6 address, an IPv6 address family must be
specified with the command.
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Example

The following command deletes a BGP aggregate route:

configure bgp delete aggregate-address 192.1.1.4/30

History

This command was first available in ExtremeXxOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp delete confederation-peer sub-AS-number

configure bgp delete confederation-peer sub-AS-number number

Description

Specifies a sub-AS that should be deleted from a confederation.

Syntax Description

sub-AS-number Specifies a sub-AS.

Default
N/A.

Usage Guidelines

Before you can change the configuration with this command, you must disable the BGP neighbors in
the confederation using the following command:

disable bgp neighbor [remoteaddr | all]

Example

The following command deletes a sub-AS from a confederation using the ASPLAIN 4-byte AS number
format:

configure bgp delete confederation-peer sub-AS-number 65551
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The following command deletes a sub-AS from a confederation using the ASDOT 4-byte AS number
format:

configure bgp delete confederation-peer sub-AS-number 1.15

History

This command was first available in ExtremeXxOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for 4-byte AS numbers was first available in ExtremeX0OS 12.4.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp delete network

configure bgp delete network {address-family [ipv4-unicast | ipvé4-
multicast |ipv6-unicast | ipv6-multicast]} [all | ipaddress/
masklength]

Description

Deletes a network to be originated from this router.

Syntax Description

address-family Specifies an IPv4 or IPv6 unicast or multicast address family.

all Specifies all networks for the specified address family. If no address
family is specified, all networks for all address families are deleted.

ipaddress/masklength |Specifies an IP network address and netmask length.

Default
N/A.
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Usage Guidelines

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

poc Note

a If the specified address is an IPv4 address, an IPv4 address family must be specified with the
command. If the specified address is an IPv6 address, an IPv6 address family must be
specified with the command.

Example

The following command deletes a network to be originated from this router:

configure bgp delete network 192.1.1.12/30

History

This command was first available in ExtremeXxOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.
Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp evpn ignhore-as

configure bgp evpn ignore-as [on | off]

Description

Configures treatment of the antonymous system (AS) part of the route target.

Syntax Description

bgp BGP capability.
evpn EVPN protocol.
ignore-as Configure treatment of the AS part of the route target.
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on Specifies that route target matching ignore the AS part of the route
target (default).

off Specifies that route target matching not ignore the AS part of the
route target.

Default

By default, route target matching ignores the AS part of the route target.

Usage Guidelines

To view the current setting for ignore-as, use the show bgp evpn command.

Example

The following example configures route target matching to ignore the AS as part of the route target:

# configure bgp evpn ignore-as on

History

This command was first available in ExtremeXOS 31.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature,see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp evpn instance rd

configure bgp evpn instance evpn instance name rd [rd value | auto]

Description

Configures route distinguishers for an EVPN instance.

Syntax Description

bgp BGP capability.

evpn EVPN protocol.

instance Specifies configuring an EVPN instance

evpn instance name Specifies name of the EVPN instance.

rd Specifies configuring route distinguisher.

rd value Route distinguisher in format <admin>:<assigned number>.
auto Specifes auto-derived route distinguisher values (default).
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Default
By default, auto-derived route distinguisher values are used.
Example
The specifies auto-derived route distinguisher values for the EVPN instance "my_evpn":
# configure bgp evpn instance my evpn rd auto
Warning: Changing RD value for EVPN instance my evpn from to 'auto calculated' instance
will be reset
History

This command was first available in ExtremeXOS 30.2.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature,see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp evpn instance route-target

configure bgp evpn instance evpn instance name route-target {import |
export | both} [add | delete] route target

Description

Configures route targets for an EVPN instance.

Syntax Description

bgp BGP capability.

evpn EVPN protocol.

instance Specifies configuring an EVPN instance

evpn_instance name Specifies name of the EVPN instance.

route-target Designates setting the route target association. Default is autoderived
import and export.

import Selects import route target.

export Selects export route target.

both Specifies import and export route target mode (default).

add Adds a route target.

delete Deletes a route target.

route target Route target in format <global-admin-value>:<local-admin-value>.
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Default

By default, if you do not specify route target, then the auto-derived values are used.

If you do not specify, import and export route target mode applies

Usage Guidelines

For EBGP applications of EVPN, the auto-derived values will not match between BGP peers since local
autonomous system (AS) is used in the derivation, and these differ between EBGP peers.

Note that the route target mode (import, export, or both) is automatically adjusted depending on
configuration. For example, if an “import” target exists and you add an “export” target for the same
value, the mode is automatically changed to “both”. Similarly, an entry can be deleted by mode. For
example, if an entry has mode of “both” and you delete the “import” target of the same value, the entry
is not deleted, instead its mode is changed to “export”. An attempt to delete an entry that does not
exist (value or mode) produces an error message and no action is taken. For example, if you attempt to
delete a route target using “both”, but the configured entry was only configured as “import” an error
message appears, and no action is taken.

Example
The following example configures for instance "my_evpn" route target both mode:

# configure bgp evpn instance my evpn route-target both

History

This command was first available in ExtremeXOS 30.2.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature,see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp evpn instance vxlan

configure bgp evpn instance evpn instance name vxlan vni [vni value |
none]

Description

Adds or deletes a virtual extensible local area network (VXLAN) virtual network identifier (VNI) to an
EVPN instance.
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Syntax Description

bgp BGP capability.
evpn EVPN protocol.
instance Specifies configuring an EVPN instance

evpn instance name

Specifies name of the EVPN instance.

vxlan

Specifies termination.

vni

Specifies adding a VXLAN VNI to an EVPN instance.

vni name

Specifies the VNI (range = 1-16,777,215).

Removes existing VNI setting for this EVPN instance.

none
Default
N/A.
Example
The following example adds the VXLAN VNI "12345" to an EVPN instance named "my_evpn":
# configure bgp evpn instance my evpn vxlan vni 12345
The following example removes the existing VXLAN VNI associated with the EVPN instance named
"my_evpn":
# configure bgp evpn instance my evpn vxlan vni none
History

This command was first available in ExtremeXOS 30.2.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature,see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp evpn I3vni

configure bgp evpn 1l3vni [vni value | none] vr vr name

Description

Configures a Layer 3 virtual network identifier (VNI) and binds it to a VPN virtual router interface (VRF).
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Syntax Description

bgp Specifies changing the BGP configuration.
evpn Specifies changing the EVPN configuration.
13vni Specifies changing the integrated routing and bridging IP VRF VNI
configuration.
vni value Sets the VNI to a value between 1and 16,777,215.
none Removes an existing VNI setting for this EVPN L3VNI.
vr Specifies binding the VNI to a VRF.
vr name Sets the VRF name.
Default
N/A.
Example
The following example binds VNI'100 to VRF "vrf1":
# configure bgp evpn 13vni 100 vr vrfl
History

This command was first available in ExtremeXOS 30.6.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp export shutdown-priority

configure bgp export route type {{address-family} address family}
shutdown-priority number

Description

Configures the shutdown priority for IGP export.

Syntax Description

route_ type Specifies the BGP export route type.
address-family Specifies an IPv4 or IPv6 unicast or multicast address family.
number Specifies the shutdown priority. The range is O - 65,535.
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Default
The default value is 2048.

If no address family is specified, IPv4 unicast is the default.

uid Note

E You must specify an IPv6 address family for an IPv6 peer, because an IPv6 peer does not
support the default IPv4 unicast address family. Similarly, if you specify an IPv4 peer and an
address family in the command, an IPv4 address family must be specified.

Usage Guidelines

To export IPv6 protocols to BGP, you must specify an IPv6 address family.

i Note
E This command is not currently supported, and is not recommended for use.

Higher priority values lower the chance of an IGP export to be automatically disabled in case BGP or the
system goes to a low memory condition.

uid Note
E For this command to execute, the specified protocol must support the specified address
family. For example, the command fails if you specify OSPF and the IPv6 unicast address

family. You can specify blackhole, direct, static, and IS-IS routes with IPv4 or IPv6 address
families.

Example
The following command configures the shutdown priority of BGP exported OSPF routes to 1000:

configure bgp export ospf shutdown-priority 1000

History

This command was first available in ExtremeXOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp import-policy

configure bgp import-policy [policy-name | none]

Description
Configures the import policy for BGP.

Syntax Description

policy-name Specifies the policy.

none Specifies no policy.
Default

N/A.

Usage Guidelines

Use the none keyword to remove a BGP import policy.

An import policy is used to modify route attributes while adding BGP routes to the IP route table.

Example
The following command configures a policy imprt_plcy for BGP:
configure bgp import-policy imprt plcy
The following command unconfigures the import policy for BGP:
configure bgp import-policy none

History

This command was first available in ExtremeX0OS 10.1.

This command required a specific license in ExtremeXOS 11.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp local-preference

configure bgp local-preference number

Description

Changes the default local preference attribute.

Syntax Description

number Specifies a value used to advertise this router’s degree of preference
to other routers within the AS. Range is O to 2147483647.

Default
100.

Usage Guidelines

BGP must be disabled before the local preference attribute can be changed.

BGP selects routes based on the following precedence (from highest to lowest):
* higher weight

* higher local preference

* shortest length (shortest AS path)

* |owest origin code

* lowest MED

* route from external peer

* |owest cost to Next Hop

* |owest routerID

Local preference is used to determine a preferred exit point from an AS. Local preferences are
exchanged throughout the AS. A change in the local-preference can result in a change in routing and
forwarding of traffic leaving the AS.

Example
The following command changes the default local preference attribute to 500:

configure bgp local-preference 500

History

This command was first available in ExtremeXOS 10.1.

This command required a specific license in ExtremeXOS 11.1.
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Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp maximum-as-path-length

configure bgp maximum-as-path-length [max-as-path | none]

Description

This command adds support for filtering BGP updates based on a specified maximum autonomous

system path (AS-path) length. This support is on a per BGP instance basis (not per neighbor).

Syntax Description

maximum-as-path- Specifies setting the AS path length.
length
max-as—-path Value specifying the AS path length.
Range is 1to 1,500.
none Specifies no maximum AS path length.
Default
N/A

Usage Guidelines

It can be desirable to protect the router against BGP updates with excessively long AS-paths to ensure
memory is not exhausted. Any BGP updates that exceed this user-defined limit are dropped. This
setting does not affect existing routes.

Example
The following example sets the AS-path to 500.

configure bgp maximum-as-path-length 500

History

This command was first available in ExtremeXOS 21.1.

Platform Availability

This command is available on the ExtremeSwitching X450-G2, X460-G2, X670-G2, X465, X590, X620,
X690, X695, X870, 5420, 5520.
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configure bgp maximum-paths

configure bgp maximum-paths max-paths

Description
Enables or disables the BGP ECMP (Equal Cost Multi Paths) feature and specifies the maximum number

of paths supported on the current VR.

Syntax Description

max-paths Specifies the maximum number of paths. The range is 1to 64. The
value 1 disables BGP ECMP. A value greater than 1enables BGP ECMP
and specifies the maximum number of paths.

Default
One. BGP ECMP is disabled.

Usage Guidelines

This command triggers the BGP decision process, causing BGP to re-install the entire BGP routing table
into the IP forwarding table. This activity requires a significant amount of switch processor resources, so
we recommend that you enable or disable the BGP ECMP feature before enabling the BGP protocol
globally on a VR. To ensure that BGP ECMP routes are programmed in the hardware, enter the enable
iproute sharing command.

uid Note
E BGP must be disabled before you can change the configuration with this command.

Example
The following command enables BGP ECMP and sets the maximum number of paths to 4 (the
maximum number of possible paths is 64):
configure bgp maximum-paths 4
History

This command was first available in ExtremeX0S 12.1.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp med

configure bgp med [none | bgp med]

Description

Configures the metric to be included in the Multi-Exit-Discriminator (MED) path attribute.The MED path
attribute is included in route updates sent to external peers if a value is configured.

Syntax Description

none Specifies not to use a multi-exist-discriminator number.

bgp med Specifies a multi-exit-discriminator number. The range is
0-2147483647.

Default
N/A.

Usage Guidelines

BGP selects routes based on the following precedence (from highest to lowest):

* higher weight

* higher local preference

* shortest length (shortest AS path)
* |owest origin code

* lowest MED

* route from external peer

* |owest cost to Next Hop

* lowest routerlD

pas Note
E BGP must be disabled before you can change the configuration with this command.

Example

The following command configures the metric to be included in the MED path attribute:

configure bgp med 3

History

This command was first available in ExtremeX0OS 10.1.

This command required a specific license in ExtremeXOS 11.1.
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Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor allowas-in

configure bgp neighbor [all | remoteaddr] {address-family [ipv4-unicast
| ipv4-multicast |ipv6-unicast | ipvé6-multicast |vpnv4]} allowas-in
{max-as-occurrence as-count}

Description

Configures EBGP to receive and accept a looped EBGP route from the specified neighbor, provided the
number of occurrences of local AS number in AS-Path is less than or equal to the value of as-count.

Syntax Description

all Specifies that the configuration applies to all neighbors in the
specified address family. If no address family is specified or if an IPv4
address is specified, the configuration applies to all IPv4 neighbors. If
an IPv6 address family is specified, the configuration applies to all
IPv6 neighbors.

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor. The switch uses
the IP address format to determine if the address is an IPv4 or IPv6
address.

ipv4-unicast Specifies the IPv4 unicast address family.

ipvd-multicast Specifies an IPv4 multicast address family.

ipv6-unicast Specifies the IPv6 unicast address family.

ipv6-multicast Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3 VPN support. This

address family is applicable for PE to PE BGP neighbor sessions only.
This keyword may prompt warning or error messages if executed for a
regular BGP neighbor session or for a PE to CE neighbor session.

as—-count The maximum number of occurrences of local AS number in the
received route AS-Path. If the number of occurrences of local AS
number in AS-Path is more than as-count, the route is not accepted.
The valid range is from 1-16.

Default
This feature is disabled by default.

If no as-count is specified, the as-count defaults to 3.

If no address family is specified and an IPv4 address is detected, IPv4 unicast is the default address
family.
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Example

History

In a hub and spoke configuration, it becomes necessary to accept an inbound EBGP route even though
the route's AS-Path contains the receiver's own AS-number. In such network topologies, this feature can
be enabled.

s Note
E A looped AS path is always allowed for IBGP, irrespective of the BGP configuration.

All EBGP routes with looped AS-Path are silently discarded by default.
This command applies to the current VR or VRF context.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

poc Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

The following example enables BGP to accept looped BGP routes that contains a maximum of 6
occurrences of receiver's AS-number in AS-Path attribute:

configure bgp neighbor 192.162.17.54 allowas-in max-as-occurrence 6

This command required a specific license in ExtremeXOS 11.1.
Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp neighbor alternate-local-as

configure bgp neighbor [all | remoteaddr] alternate-local-as asNumber

Description

Allows the local router to accept peering sessions intended for the specified alternate local autonomous
system (AS).

Syntax Description

bgp Specifies BGP.
neighbor Specifies BGP neighbor.
all Selects configuring all BGP neighbors.
remoteaddr Selects configuring the specified BGP neighbor (IP address).
alternate-local-as Allow alternate local AS number for peering with this neighbor
asNumber AS number (0-4,294,967,295).
Default
N/A.

Usage Guidelines

This command provides configuration flexibility, particularly when peering with third-party devices that
may use a different AS number than the ExtremeXOS device uses for auto-peering.

Example
The following example configures the BPG neighbor at 192.168.99.1 to use an alternate local AS "50":

# configure bgp neighbor 192.168.99.1 alternate-local-as 50

History

This command was first available in ExtremeXOS 30.2.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor bfd

configure bgp {neighbor [all | remoteaddr ]} {bfd [on | off]}
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Description

Enables or disables Bidirectional Forwarding Detection (BFD) protection of BGP peering sessions.

Syntax Description

all Specifies that the configuration applies to all neighbors in the
specified address family. If no address family is specified or if an IPv4
address is specified, the configuration applies to all IPv4 neighbors. If
an IPve address family is specified, the configuration applies to all
IPv6 neighbors.

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor. The switch uses
the IP address format to determine if the address is an IPv4 or IPv6
address.

bfdon| off Configures BFD detection for the specified neighbor(s).

Default
BFD is disabled on neighbor by default.

Usage Guidelines

You must disable a neighbor before configuring BFD.

Example
The following example enables BFD on neighbor 192.168.24.2:
# disable bgp neighbor 192.168.24.2
# configure bgp neighbor 192.168.24.2 bfd on
# enable bgp neighbor 192.168.24.2
History

This command was first available in ExtremeXOS 21.1.

Platform Availability

ExtremeSwitching X460-G2, X670-G2, X450-G2, X465, X590, X690, X695, X870, 5420, 5520 series
switches, with Core License or above.

configure bgp neighbor dampening

configure bgp neighbor [all | remoteaddr] {address-family [ipv4-unicast
| ipv4-multicast |ipv6-unicast | ipv6-multicast |vpnv4]} dampening
{{half-life half-life-minutes {reuse-limit reuse-limit-number
suppress-limit suppress-Ilimit-number max-suppress max-suppress-
minutes} | policy-filter [policy-name | none]}

ExtremeX0OS® Command Reference Guide for version 31.3 273



Description

ExtremeXOS Commands

Description

Configures the route flap dampening feature for a BGP neighbor.

Syntax Description

Default

all

Specifies that the configuration applies to all neighbors in the
specified address family. If no address family is specified or if an IPv4
address is specified, the configuration applies to all IPv4 neighbors. If
an IPve address family is specified, the configuration applies to all
IPv6 neighbors.

remoteaddr

Specifies the IPv4 or IPv6 address of a BGP neighbor. The switch uses
the IP address format to determine if the address is an IPv4 or IPv6
address.

ipv4-unicast

Specifies the IPv4 unicast address family.

ipv4-multicast

Specifies an IPv4 multicast address family.

ipv6-unicast

Specifies the IPv6 unicast address family.

ipv6-multicast

Specifies an IPv6 multicast address family.

vpnv4

Specifies the VPNv4 address family for Layer 3 VPN support. This
address family is applicable for PE to PE BGP neighbor sessions only.
Using this keyword may prompt warning or error messages if
executed for a regular BGP neighbor session, or for a PE to CE
neighbor session.

half-life

Specifies the dampening half life. Range is 1to 45 minutes.

reuse-limit

Specifies the reuse limit. Range is 1to 20000.

suppress-limit

Specifies the suppress limit. Range is 1to 20000.

max-suppress

Specifies the maximum hold down time. Range is 1to 255 minutes.

policy-filter

Specifies a policy.

none

Removes the configured policy.

This feature is disabled by default.

If no address family is specified and an IPv4 address is detected, IPv4 unicast is the default address

family.

Usage Guidelines

This command applies to the current VR or VRF context.
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Example

History

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

uie Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

The half life is the period of time, in minutes, during which the accumulated penalty of a route is
reduced by half. The range is 1to 45 minutes, and the default is 15 minutes.

The reuse limit is the penalty value below which a route is used again. The range is 1-20,000, and the
default is 750.

The suppress limit is the penalty value above which a route is suppressed. The range is 1-20,000, and
the default is 2,000.

The maximum hold down time is the maximum time a route can be suppressed, no matter how
unstable it has been, as long as it no longer flaps. The range is 1-255 minutes, and the default is 4 * the
half life.

If you change dampening parameters when routes are in suppressed or history state, the new
dampening parameters apply only to routes in the active state. Routes in the suppressed or history
state continue to use the old dampening parameters until they become active, at which time they use
the updated dampening parameters.

Instead of explicitly configuring the dampening parameters using the command line, you can associate
a policy using the policy-filter option. Multiple sets of parameters can be supplied using a policy.

Use the following command to disable route flap dampening for BGP neighbors:

configure bgp neighbor [remoteaddr | all] {address-family [ipv4-unicast
| ipv4-multicast | ipv6-unicast | ipv6-multicast | vpnv4]} no-dampening

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

The following command configures route flap dampening to the BGP neighbor at 192.168.1.22 to the
default values:

configure bgp neighbor 192.168.1.22 dampening

This command was first available in ExtremeX0OS 10.1.

This command required a specific license in ExtremeXOS 11.1.
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Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor description

configure bgp neighbor [all | remoteaddr] description {description}

Description

Configures a description for a BGP neighbor.

Syntax Description

all Specifies all IPv4 and IPv6 neighbors.
remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.
description Specifies a string used to describe the neighbor.

Default
The description is a NULL string by default.

Usage Guidelines

Use this command to attach a description to a BGP neighbor. This description is displayed in the output
of the show bgp neighbor command when you specify the detail option, or when you specify a
particular neighbor. Enclose the string in double quotes if there are any blank spaces in the string. The
maximum length of the string is 56 characters.

If you do not specify the description parameter, the description is reset to the default.

This command applies to the current VR or VRF context.

Example
The following command configures the description for the BGP neighbor 192.168.1.22 to Toledo_5:

configure bgp neighbor 192.168.1.22 description Toledo 5
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History

This command was first available in ExtremeXxOS 11.0.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor dont-allowas-in

configure bgp neighbor [all | remoteaddr] {address-family [ipv4-unicast
| ipv4-multicast |ipv6é-unicast | ipv6-multicast |vpnv4]} dont-
allowas-in

Description

Disables EBGP from receiving and accepting a looped EBGP route from the specified neighbor,
provided the number of occurrences of local AS number in AS-Path is less than or equal to the value of
as-count

Syntax Description

all Specifies that the configuration change applies to all neighbors in the
specified address family. If no address family is specified or if an IPv4
address is specified, the configuration change applies to all IPv4
neighbors. If an IPv6 address family is specified, the configuration
change applies to all IPv6 neighbors.

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor. The switch uses
the IP address format to determine if the address is an IPv4 or IPv6
address.

ipv4-unicast Specifies the IPv4 unicast address family.

ipv4d-multicast Specifies an IPv4 multicast address family.

ipv6-unicast Specifies the IPv6 unicast address family.

ipv6-multicast Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3 VPN support.

Default
This feature is disabled by default.

If no as-count is specified, the as-count defaults to 3.
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If no address family is specified and an IPv4 address is detected, IPv4 unicast is the default address
family.

Usage Guidelines

In a hub and spoke configuration, it becomes necessary to accept an inbound EBGP route even though
the route's AS-Path contains the receiver's own AS-number. In such network topologies, this feature can
be enabled.

i Note
E A 'looped AS path is always allowed for IBGP, irrespective of the BGP configuration.

All EBGP routes with looped AS-Path are silently discarded by default.
This command applies to the current VR or VRF context.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

uid Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

History

This command was first available in ExtremeXOS 12.1.
Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor maximum-prefix

configure bgp neighbor [remoteaddr | all] {address-family [ipv4-unicast
| ipv4d-multicast | ipv6-unicast | ipv6-multicast | vpnv4]} maximum-
prefix number {{threshold percent} {teardown {holddown-interval
seconds}} {send-traps}
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Description

Description

Configures the maximum number of IP prefixes accepted from a BGP neighbor.

Syntax Description

Default

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor. The switch uses the IP
address format to determine if the address is an IPv4 or IPv6 address.
all Specifies that the configuration applies to all neighbors in the specified

address family. If no address family is specified or if an IPv4 address is
specified, the configuration applies to all IPv4 neighbors. If an IPv6 address
family is specified, the configuration applies to all IPv6 neighbors.

ipv4-unicast

Specifies the IPv4 unicast address family.

ipv4d-multicast

Specifies an IPv4 multicast address family.

ipv6-unicast

Specifies the IPv6 unicast address family.

ipv6-multicast

Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3 VPN support. This address
family is applicable for PE to PE BGP neighbor sessions only. This keyword
may prompt warning or error messages if executed for a regular BGP neighbor
session, or for a PE to CE neighbor session.

number Specifies the maximum number of prefixes that can be accepted. The range is
0 to 4294967294. A value of O disables prefix limit feature.

percent Specifies the percentage of the maximum prefix (threshold) at which a
warning message is printed in the log (and console), and/or a trap is sent to
the SNMP (Simple Network Management Protocol) manager.

teardown Specifies that the peer session is torn down when the maximum is exceeded.

seconds Specifies the length of time before the session is re-established, if the session

is torn down due to maximum prefix exceeded. If the hold-down interval is
zero or not specified, it is kept down until the peer is enabled. The range is 30
to 86400 seconds.

send-traps

Specifies sending “number of prefix reached threshold” and “number of prefix
exceed the max-prefix limit” SNMP traps.

This feature is disabled by default.

The default threshold is 75%.

By default, teardown is not specified.

By default, send-traps is not specified.

Usage Guidelines

This command applies to the current VR or VRF context.
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If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

poc Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

Configure the peer group before configuring the neighbors. To configure the peer group, use the
following command:

configure bgp peer-group peer-group-name {address-family [ipv4-unicast |
ipv4-multicast | ipv6-unicast | ipv6é-multicast | vpnv4]} maximum-prefix
number {{threshold percent} {teardown {holddown-interval seconds}}
{send-traps}

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

Example
The following command configures the maximum number of IP prefixes accepted from all neighbors to
5000, sets the threshold for warning messages to 60%, and specifies SNMP traps:
configure bgp neighbor all maximum-prefix 5000 threshold 60 send-traps
History

This command was first available in ExtremeXx0OS 10.1.
This command required a specific license in ExtremeXOS 11.1.
Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor next-hop-self

configure bgp neighbor [remoteaddr | all] {address-family [ipv4-unicast
| ipv4-multicast |ipv6-unicast | ipv6-multicast |vpnv4]} [next-hop-
self | no-next-hop-self]
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Description

Configures the next hop address used in the outgoing updates to be the address of the BGP connection
originating the update.

Syntax Description

remoteaddr Specifies an IP address.

all Specifies all neighbors.

ipv4-unicast Specifies the IPv4 unicast address family.

ipvd-multicast Specifies an IPv4 multicast address family.

ipv6-unicast Specifies the IPv6 unicast address family.

ipv6-multicast Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3 VPN support. This

address family is applicable for PE to PE BGP neighbor sessions only.
This keyword may prompt warning or error messages if executed for a
regular BGP neighbor session, or for a PE to CE neighbor session.

next-hop-self Specifies that the next hop address used in the updates be the
address of the BGP connection originating it.

no-next-hop-self Specifies that the next hop address used in the updates not be the
address of the BGP connection originating it (lets BGP decide what
would be the next hop).

Default

If no address family is specified, IPv4 unicast is the default.

Usage Guidelines

This command applies to the current VR or VRF context. These settings apply to the peer group and all
neighbors of the peer group.

uid Note
E The BGP neighbor must be disabled before you can change the configuration with this
command.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

e Note
a For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.
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To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

Example
The following command configures the next hop address used in the updates to be the address of the
BGP connection originating it:
configure bgp neighbor 172.16.5.25 next-hop-self
History

This command was first available in ExtremeX0OS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor no-dampening

configure bgp neighbor [remoteaddr | all] {address-family [ipv4-unicast
| ipv4-multicast | ipv6-unicast | ipv6-multicast | vpnv4]} no-
dampening

Description

Configures no route flap dampening over BGP peer sessions (disables route flap dampening).

Syntax Description

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor. The switch uses
the IP address format to determine if the address is an IPv4 or IPvo
address.

all Specifies that the configuration applies to all neighbors in the

specified address family. If no address family is specified or if an IPv4
address is specified, the configuration applies to all IPv4 neighbors. If
an IPv6 address family is specified, the configuration applies to all
IPv6 neighbors.

ipv4d-unicast Specifies the IPv4 unicast address family.
ipvd-multicast Specifies an IPv4 multicast address family.
ipv6-unicast Specifies the IPv6 unicast address family.
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Default

ipv6-multicast Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3 VPN support.

This feature is disabled by default.

If no address family is specified and an IPv4 address is detected, IPv4 unicast is the default address
family.

Usage Guidelines

Example

History

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

poc Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

Use the following command to enable route flap dampening for BGP neighbors:

configure bgp neighbor [all | remoteaddr] {address-family [ipv4-unicast
| ipv4-multicast | ipv6-unicast | ipv6-multicast | vpnv4]} dampening
{{half-life half-life-minutes {reuse-limit reuse-limit-number suppress-
limit suppress-limit-number max-suppress max-suppress-minutes} | policy-
filter [policy-name | none]}

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

The following command disables route flap dampening to the BGP neighbor at 192.168.1.22:

configure bgp neighbor 192.168.1.22 no-dampening

This command was first available in ExtremeXx0OS 10.1.
This command required a specific license in ExtremeXxOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.
Support for Layer 3 VPNs was added in ExtremeXOS 15.3.
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Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor password

configure bgp neighbor [all | remoteaddr] password [none | {encrypted}
tcpPassword]

Description

Configures an RSA Data Security, Inc. MD5 (Message-Digest algorithm 5) Message-Digest Algorithm
secret password for a neighbor.

Syntax Description

all Specifies all IPv4 and IPv6 neighbors.
remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.
none Specifies not to use a password
encrypted Specifies an encrypted string; do not use.
tcpPassword Specifies a password string.
Default
N/A.

Usage Guidelines

This command applies to the current VR or VRF context.
You must disable the BGP neighbor before changing the password.

When a password is configured, TCP RSA Data Security, Inc. MD5 Message-Digest Algorithm
authentication is enabled on the TCP connection that is established with the neighbor.

Changes made to the parameters of a peer group are applied to all neighbors in the peer group.

To change any one of the following parameters you must disable and re-enable the peer session:
* timer

* source-interface

* soft-in-reset

* password

Changing a route reflector client automatically disables and enables the peer session.
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The encrypted option is used by the switch when generating a configuration file, and when parsing a
switch-generated configuration file. Do not select the encrypted option in the CLI.

Example

The following command configures the password for a neighbor as Extreme:

configure bgp neighbor 192.168.1.5 password extreme

History

This command was first available in ExtremeXOS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor peer-group

configure bgp neighbor [all | remoteaddr] peer-group [peer-group-name |
none] {acquire-all}

Description

Configures an existing neighbor as the member of a peer group.

Syntax Description

all Specifies all neighbors.

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.

peer-group-name Specifies a peer group name.

none Removes the neighbor from the peer group.

acquire-all Specifies that all parameters should be inherited by the neighbor from
the peer group.

Default

By default, remote AS (if configured for the peer group), source-interface, outbound route policy, send-
community and next-hop-self settings are inherited.
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Usage Guidelines

This command applies to the current VR or VRF context.
If acquire-all is not specified, only the default parameters are inherited by the neighbor.

When you remove a neighbor from a peer group, it retains the parameter settings of the group. The
parameter values are not reset to those the neighbor had before it inherited the peer group values.

To create a new neighbor and add it to a BGP peer group, use the following command:

create bgp neighbor remoteaddr peer-group peer-group-name {multi-hop}

The new neighbor is created as part of the peer group and inherits all of the existing parameters of the
peer group. The peer group must have a remote AS configured.

If you are adding an IPv4 peer to a peer group and no IPv4 address family capabilities are assigned to
the specified peer group, the IPv4 unicast and multicast address families are automatically enabled for
that peer group. If you adding an IPv6 peer to a peer group and no IPv6 address family capabilities are
assigned to the peer group, you must explicitly enable the IPv6 address family capabilities you want to
support.

uid Note

E If the peer group or any member of the peer group has been configured with an IPv4 or IPv6
address family, the peer group only accepts peers that are configured to use that family. For
example, if a peer group is configured for the IPv4 unicast address family, the switch will not
allow you to add an IPv6 peer. Likewise, an IPv6 peer group cannot accept an IPv4 peer.

Example

The following command configures an existing neighbor as the member of the peer group outer:

configure bgp neighbor 192.1.1.22 peer-group outer

History

This command was first available in ExtremeXxOS 10.1.
This command required a specific license in ExtremeXxOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp neighbor route-policy

configure bgp neighbor route-policy

configure bgp neighbor

[remoteaddr | all] {address-family [ipv4-unicast

| ipv4-multicast |ipv6-unicast | ipv6-multicast |vpnv4]} route-policy
[in | out] [none | policy]

Description

Configures a route map filter for a neighbor.

Syntax Description

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor. The switch uses
the IP address format to determine if the address is an IPv4 or IPv6
address.

all Specifies that the configuration applies to all neighbors in the

specified address family. If no address family is specified or if an IPv4
address is specified, the configuration applies to all IPv4 neighbors. If
an IPv6 address family is specified, the configuration applies to all
IPv6 neighbors.

ipv4-unicast

Specifies the IPv4 unicast address family.

ipv4-multicast

Specifies an IPv4 multicast address family.

ipv6-unicast

Specifies the IPv6 unicast address family.

ipv6-multicast

Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3 VPN support. This
address family is applicable for PE to PE BGP neighbor sessions only.
This keyword may prompt warning or error messages if executed for a
regular BGP neighbor session, or for a PE to CE neighbor session.

in Specifies to install the filter on the input side.

out Specifies to install the filter on the output side.

none Specifies to remove the filter.

policy Specifies a policy.

Default

If no address family is specified and an IPv4 address is detected, IPv4 unicast is the default address

family.

Usage Guidelines

This command applies to the current VR or VRF context.
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Example

History

The policy can be installed on the input or output side of the router. The policy is used to modify or filter
the NLRI information and the path attributes associated with it when exchanging updates with the
neighbor.

s Note
E A policy file applied to BGP neighbors cannot have NLRI for both IPv4 and IPv6 address
families defined in the same policy file.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

uid Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

The following command configures the route-policy filter for a neighbor based on the policy nosales:

configure bgp neighbor 192.168.1.22 route-policy in nosales

This command was first available in ExtremeXxOS 10.1.
This command required a specific license in ExtremeXOS 11.1.
Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor route-reflector-client

configure bgp neighbor [remoteaddr | all] [route-reflector-client | no-
route-reflector-client]
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Description

Configures a BGP neighbor to be a route reflector client.

Syntax Description

Default

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.

all Specifies all IPv4 and IPv6 neighbors.

route-reflector- Specifies for the BGP neighbor to be a route reflector client.
client

no-route-reflector- Specifies for the BGP neighbor not to be a route reflector client.
client

N/A.

Usage Guidelines

Example

History

Another way to overcome the difficulties of creating a fully-meshed AS is to use route reflectors. Route
reflectors allow a single router to serve as a central routing point for the AS or sub-AS.

Use this command to implicitly define the router to be a route reflector. The neighbor must be in the
same AS as the router.

This command applies to the current VR or VRF context.

When changing the route reflector status of a peer, the peer is automatically disabled and re-enabled
and a warning message appears on the console and in the log.

A cluster is formed by the route reflector and its client routers. Peer routers that are not part of the
cluster must be fully meshed according to the rules of BGP.

The following command configures a BGP neighbor to be a route reflector client:

configure bgp neighbor 192.168.1.5 route-reflector-client

This command was first available in ExtremeXx0OS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.
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Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor send-community

configure bgp neighbor [remoteaddr | all] {address-family [ipv4-unicast
| ipv4-multicast |ipv6-unicast | ipv6-multicast |vpnv4]} [send-
community | dont-send-community] {both | extended | standard}

Description

Configures whether the community path attribute associated with a BGP NLRI should be included in the
route updates sent to the BGP neighbor.

Syntax Description

Default

remoteaddr

Specifies an IP address of a BGP neighbor.

all

Specifies all neighbors.

ipv4-unicast

Specifies the IPv4 unicast address family.

ipv4-multicast

Specifies an IPv4 multicast address family.

ipv6-unicast

Specifies the IPv6 unicast address family.

ipv6-multicast

Specifies an IPv6 multicast address family.

vpnv4

Specifies the VPNv4 address family for Layer 3 VPN support. This
address family is applicable for PE to PE BGP neighbor sessions only.
This keyword may prompt warning or error messages if executed for a
regular BGP neighbor session, or for a PE to CE neighbor session.

send-community

Specifies to include the community path attribute.

dont-send-community

Specifies not to include the community path attribute.

both

Send both standard and extended community attributes to this BGP
neighbor, or neighbors in peer group

extended Send only extended communities to this BGP neighbor or neighbors
in peer group
standard Send only standard communities to this BGP neighbor or neighbors in

peer group

If no address family is specified, IPv4 unicast is the default. If no optional keyword (both, standard or
extended) is specified, standard is assumed.
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Usage Guidelines

Example

History

A BGP community is a group of BGP destinations that require common handling. ExtremeXOS supports
the following well-known BGP community attributes:

* no-export
* no-advertise
* no-export-subconfed

The command is additive; that is, if the command is executed twice with the standard or extended
option, both the extended and standard communities are sent to the BGP neighbor.

This command applies to the current VR or VRF context.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

uid Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

The following command includes the community path attribute associated with a BGP NLRI in the route
updates sent to all BGP neighbors:

configure bgp neighbor all send-community

This command was first available in ExtremeXOS 10.1.

This command required a specific license in ExtremeXOS 11.1.

Options to control the advertisement of extended community attributes were added in ExtremeX0OS12.1.
Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp neighbor shutdown-priority

configure bgp neighbor [all | remoteaddr] shutdown-priority number

Description
Configures the shutdown priority for a BGP neighbor.

Syntax Description

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.
all Specifies all IPv4 and IPv6 neighbors.
number Specifies the shutdown priority. The range is O - 65,535.

Default
The default value is 1024.

Usage Guidelines

uid Note
E This command is not currently supported, and is not recommended for use.

Higher priority values lower the chance of a BGP neighbor to be automatically disabled in case BGP or
the system goes to a low memory condition.

Example
The following command configures the shutdown priority of the BGP neighbor 10.0.20.1 to 500:

configure bgp neighbor 10.0.20.1 shutdown-priority 1000

History

This command was first available in ExtremeX0OS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp neighbor soft-reset

configure bgp neighbor [remoteaddr | all] {address-family [ipv4-unicast
| ipv4-multicast |ipv6-unicast | ipv6-multicast |vpnv4 l1l2vpn-evpn] }
soft-reset {in | out}

Description

Applies the current input or output routing policy to the routing information already exchanged with
the neighbor.

Syntax Description

remoteaddr Specifies an IP address of a BGP neighbor.

all Specifies all neighbors.

ipv4d-unicast Specifies the IPv4 unicast address family.

ipvd-multicast Specifies an IPv4 multicast address family.

ipv6-unicast Specifies the IPv6 unicast address family.

ipv6-multicast Specifies an IPv6 multicast address family.

vpnv4 Specifies the VPNv4 address family for Layer 3 VPN support. This

address family is applicable for PE to PE BGP neighbor sessions only.
This keyword may prompt warning or error messages if executed for a
regular BGP neighbor session, or for a PE to CE neighbor session.

12vpn-evpn Specifies the Layer 2 VPN-EVPN address family.
soft-reset Do a soft reconfiguration for the BGP neighbor.
in Specifies to apply the input routing policy.

out Specifies to apply the output routing policy.

Default

If no address family is specified, IPv4 unicast is the default.

Usage Guidelines

The input/output policy is determined by the route policy configured for the neighbor on the input
and/or output side of the router. This command does not affect the switch configuration.

If both the local BGP neighbor and the neighbor router support the route refresh capability, a dynamic
soft input reset can be performed. The configure bgp neighbor soft-reset command triggers the
generation of a Route-Refresh message to the neighbor. As a response to the Route-Refresh message,
the neighbor sends the entire BGP routing table in updates and the switch applies the appropriate
routing policy to the updates.

This command applies to the current VR or VRF context.
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Example

History

If the route-refresh capability is not supported by the neighbor, the configure bgp neighbor
soft-reset command reprocesses the BGP route database using the policy configured for that
neighbor.

If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

uid Note
E For an IPv6 peer, an IPv6 address family must be specified, because an IPv6 peer does not
support IPv4 address families. If no address family is specified for an IPv6 peer, the default,
the IPv4 unicast address family, applies and the command fails. Similarly an IPv4 peer only
supports IPv4 address families and the command fails if an IPv6 address family is specified.

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

The following command applies the current input routing policy to the routing information already
exchanged with the neighbor:

# configure bgp neighbor 192.168.1.5 soft-reset in

This command was first available in ExtremeXOS 10.1.
This command required a specific license in ExtremeXOS 11.1.
Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Support for Layer 2 VPN-EVPN was added in ExtremeXOS 30.5.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor source-interface

configure bgp neighbor [remoteaddr | all] source-interface [any |
ipaddress ipAddr]

Description

Changes the BGP source interface for TCP connections.
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Syntax Description

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.

all Specifies all IPv4 and IPv6 neighbors.

any Specifies any source interface.

ipAddr Specifies the IP address of a source interface.
Default

Any.

Usage Guidelines

The source interface IP address must be a valid IP address of any VLAN configured on the switch.

This command applies to the current VR or VRF context.

Example

The following command changes the BGP source interface to 10.43.55.10:

configure bgp neighbor 192.168.1.5 source-interface ipaddress 10.43.55.10

History

This command was first available in ExtremeX0OS 10.1.

This command required a specific license in ExtremeXOS 11.1.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor timer

configure bgp neighbor [remoteaddr | all] timer keep-alive keepalive
hold-time holdtime

Description
Configures the BGP neighbor timers.
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Syntax Description

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.

all Specifies all IPv4 and IPv6 neighbors.

keepalive Specifies a BGP neighbor timer keepalive time in seconds. The range
is O to 21,845 seconds.

holdtime Specifies a BGP neighbor timer hold time in seconds. The range is O
and 3to65,535 seconds.

Default

The default keepalive setting is 60 seconds. The default hold time is 180 seconds.

Usage Guidelines

You must disable the BGP neighbor before changing the timer values.

This command applies to the current VR or VRF context.

Example

The following command configures the BGP neighbor timers:

configure bgp neighbor 192.168.1.5 timer keep-alive 120 hold-time 360

History

This command was first available in ExtremeX0OS 10.1.
This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp neighbor weight

configure bgp neighbor [remoteaddr | all] weight weight

Description

Assigns a locally-used weight to a neighbor connection for the route selection algorithm.
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Syntax Description

remoteaddr Specifies the IPv4 or IPv6 address of a BGP neighbor.
all Specifies all IPv4 and IPv6 neighbors.
weight Specifies a BGP neighbor weight.

Default

By default, the weight is 1.

Usage Guidelines

All routes learned from this peer are assigned the same weight. The route with the highest weight is
more preferable when multiple routes are available to the same network. The range is O to 65,535.

BGP selects routes based on the following precedence (from highest to lowest):

higher weight

higher local preference

shortest length (shortest AS path)
lowest origin code

lowest MED

route from external peer

lowest cost to Next Hop

lowest routerlD

This command applies to the current VR or VRF context.

Example

The following command assigns a locally used weight of 10 to a neighbor connection:

configure bgp neighbor 192.168.1.5 weight 10

History

This command was first available in ExtremeX0OS 10.1.

This command required a specific license in ExtremeXOS 11.1.

Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.
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configure bgp peer-group allowas-in

configure bgp peer-group peer-group-name {address-family [ipv4-unicast |
ipv4-multicast |ipv6-unicast | ipvé6-multicast |vpnv4]} allowas-in
{max-as-occurrence as-count}

Description

Configures BGP to receive and accept a looped BGP route from the neighbors of the specified peer

group, provided the number of occurrences of local AS number in AS-Path is less than or equal to that
specified in as-count.

Syntax Description

peer-group-name Specifies a peer group.

ipv4d-unicast Specifies the IPv4 unicast address family.

ipv4d-multicast Specifies an IPv4 multicast address family.

ipv6-unicast Specifies the IPv6 unicast address family.

ipv6-multicast Specifies an IPv6 multicast address family.

vpnvé Specifies the VPNv4 address family for Layer 3 VPN support.

as-count The maximum number of occurrences of local AS number in the
received route AS-Path. If the number of occurrences of local AS
number in AS-Path is more than as-count, the route is not accepted.
The valid range is from 1-16.

Default
This feature is disabled by default.

If no as-count is specified, the as-count defaults to 3.

If no address family is specified, IPv4 unicast is the default.

Usage Guidelines

In a hub and spoke configuration, it becomes necessary to accept an inbound BGP route even though
the route's AS-Path contains the receiver's own AS-number. In such network topologies, this feature can
be enabled.

This feature can also be enabled for both IBGP and EBGP neighbors, wherever necessary.

This command applies to the current VR or VRF context.

poc Note
a BGP neighbors do not inherit the allowas-in configuration from their peer group unless you
explicitly specify the acquire-all option when adding a neighbor to a peer-group.
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If you do not specify an address family, this command applies to the IPv4 unicast address family. To
apply this command to an address family other than the IPv4 unicast address family, you must specify
the address family.

poc Note

E If the specified peer group contains IPv6 peers, it is an IPv6 peer group and you must specify
an IPv6 address-family. When the specified peer group is an IPv6 peer group, this command
fails if no address family is specified or if an IPv4 address-family is specified. This command
also fails if an IPv6 address family is specified for an IPv4 peer-group.

To configure this feature on Layer 3 VPNs, you must configure this feature in the context of the MPLS-

enabled VR; this feature is not supported for BGP neighbors on the CE (VRF) side of the PE router.

Example
The following example enables BGP to accept looped BGP routes that contains a maximum of 8
occurrences of receiver's AS-number in AS-Path attribute:
configure bgp peer-group internal allowas-in max-as-occurrence 8
History

This command was first available in ExtremeX0OS 12.1.
Support for IPv6 was added in ExtremeXOS 12.6 BGP.

Support for Layer 3 VPNs was added in ExtremeXOS 15.3.

Platform Availability

This command is available on platforms that support the appropriate license. For complete information
about software licensing, including how to obtain and upgrade your license and which licenses support
the BGP feature, see the ExtremeXOS 31.3 Feature License Requirements document.

configure bgp peer-group dampening

configure bgp peer-group peer-group-name {address-family [ipv4-unicast |
ipv4d-multicast |ipv6-unicast | ipv6-multicast |vpnv4]} dampening
{{half-1life half-life-minutes {reuse-limit reuse-limit-number
supress-limit suppress-Ilimit-number max-suppress max-sSuppress-—
minutes}} | policy-filter [policy-name | none]}

Description

Configures route flap dampening for a BGP peer group.
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Syntax Description

peer—-group-name

Specifies a peer group.

ipv4-unicast

Specifies the IPv4 unicast address family.

ipv4-multicast

Specifies an IPv4 multicast address family.

ipv6-unicast

Specifies the IPv6 unicast address family.

ipv6é-multicast

Specifies an IPv6 multicast address family.

vpnv4

Specifies the VPNv4 address family for Layer 3 VPN support.

half-life-minutes

Specifies the dampening half life.

reuse-limit-number

Specifies the reuse limit.

suppress—-1imit-number

Specifies the suppress limit.

max-suppress-minutes

Specifies the maximum hold down time.

policy-name

Specifies a policy.

none

Removes any policy association.

Default

This feature is disabled by default.

If no address family is specified, IPv4 unicast is the default.

Usage Guidelines

This command applies to the current VR or VRF context.

The half life is the period of time, in minutes, during which the accumulated penalty of a route is
reduced by half. The range is 1to 45 minutes, and the default is 15 minutes.

The reuse limit is the penalty value below which a route is used again. The range is 1-20,000, and the

default is 750.

The suppress limit is the penalty value above which a route is suppressed. The range is 1-20,000, and

the default is 2,000.

The maximum hold down time is the maximum time a route can be suppressed, no matter how
unstable it has been, as long as it no longer flaps. The range is 1-255 minutes, and the default is 4 * the

half life.

If you change dampening parameters when routes are in suppressed or history state, the new
dampening parameters apply only to routes in the active state. Routes in the suppressed or history
state continue to use the old dampening parameters un