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Preface

This section discusses the conventions used in this guide, ways to provide feedback, additional help, and
other Extreme Networks publications.

Conventions

This section discusses the conventions used in this guide.

Text Conventions

The following tables list text conventions that are used throughout this guide.

Table 1: Notice Icons

Icon Notice Type Alerts you to...
o General Notice  Helpful tips and notices for using the product.
‘ Note Important features or instructions.
b
Caution Risk of personal injury, system damage, or loss of data.

AN
i Warning Risk of severe personal injury.
New!

New Content Displayed next to new content. This is searchable text within the PDF.

Table 2: Text Conventions

Convention Description

Screen di spl ays This typeface indicates command syntax, or represents information as it appears on the
screen.

The words enter and When you see the word “enter” in this guide, you must type something, and then press

type the Return or Enter key. Do not press the Return or Enter key when an instruction

simply says “type.”

[Key] names Key names are written with brackets, such as [Return] or [Esc]. If you must press two
or more keys simultaneously, the key names are linked with a plus sign (+). Example:
Press [Ctri]+[Alt]+[Del]

Words in italicized type | Italics emphasize a point or denote new terms at the place where they are defined in
the text. Italics are also used when referring to publication titles.
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Preface

Terminology

When features, functionality, or operation is specific to a switch family, such as ExtremeSwitching™ or
Summit®, the family name is used. Explanations about features and operations that are the same across
all product families simply refer to the product as the switch.

Providing Feedback to Us

We are always striving to improve our documentation and help you work better, so we want to hear
from you! We welcome all feedback but especially want to know about:

e Content errors or confusing or conflicting information.
e |deas for improvements to our documentation so you can find the information you need faster.
e Broken links or usability issues.

If you would like to provide feedback to the Extreme Networks Information Development team about
this document, please contact us using our short online feedback form. You can also email us directly at
internalinfodev@extremenetworks.com.

Getting Help

If you require assistance, contact Extreme Networks using one of the following methods:

*  GTAC (Global Technical Assistance Center) for Immediate Support

* Phone: 1-800-998-2408 (toll-free in U.S. and Canada) or +1 408-579-2826. For the support
phone number in your country, visit: www.extremenetworks.com/support/contact

o Email: support@extremenetworks.com. To expedite your message, enter the product name or
model number in the subject line.

e [Extreme Portal — Search the GTAC knowledge base, manage support cases and service contracts,
download software, and obtain product licensing, training, and certifications.

e The Hub — A forum for Extreme customers to connect with one another, answer questions, and
share ideas and feedback. This community is monitored by Extreme Networks employees, but is not
intended to replace specific guidance from GTAC.

Before contacting Extreme Networks for technical support, have the following information ready:

¢ Your Extreme Networks service contract number and/or serial numbers for all involved Extreme
Networks products

e A description of the failure

e A description of any action(s) already taken to resolve the problem

e A description of your network environment (such as layout, cable type, other relevant environmental
information)

e Network load at the time of trouble (if known)

e The device history (for example, if you have returned the device before, or if this is a recurring
problem)

e Any related RMA (Return Material Authorization) numbers

Extreme Networks Documentation

To find Extreme Networks product guides, visit our documentation pages at:
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Current Product Documentation www.extremenetworks.com/documentation/

Archived Documentation (for earlier www.extremenetworks.com/support/documentation-archives/
versions and legacy products)

Release Notes www.extremenetworks.com/support/release-notes

Open Source Declarations

Some software files have been licensed under certain open source licenses. More information is
available at: www.extremenetworks.com/support/policies/software-licensing.
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1 Product Overview

Architecture

Presence

Zone Tracking

Position Tracking

Device and Associate Classification and Tracking

Crowding Event Notification and Analysis

Import Location Based Services from AirDefense Service Platform
WING Integration With ExtremeLocation

Scheduling Reports

Extremelocation is a massively scalable, enterprise grade, resilient, cloud-based location and analytics
solutions from Extreme Networks. With real-time location and analytics, you can engage with your
customers providing personalized experience for guests and visitors. Extremel.ocation can also be used
to monitor your work flows and assets to improve your overall operation and efficiency.

Extremelocation provides enterprises powerful location services which can scale to thousands of
branch sites and 100,000 access points.

ExtremelLocation offers a range of accurate and granular location accuracy to address your deployment
scenarios and includes:

¢ real-time and historical location analysis
e new and repeat visitor tracking

e engagement time monitoring

e site or zone specific intelligence

e assets and employee tracking

This product:

e s enterprise grade, resilient and cloud based.

¢ |s massively scalable supporting thousands of sites and a large number of access points.
e |s quick to deploy and easy to manage.

e Provides enterprise quality location and analytics.

e Provides unlimited customizable dashboards for data analysis and site monitoring.

e | ets you drill down to floor level at a site to monitor assets, visitors and associates.

¢ Provides reports to help you proactively plan or troubleshoot issues.

Some of its main features are:

¢ Presence

e Zone Tracking

e Position Tracking

¢ Device and Associate Classification and Tracking
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Product Overview

¢ Crowding Event Notification and Analytics

e Import Location Data from AirDefense Service Platform
e Import WiNG Site Hierarchy

e Scheduling Reports

e Admin and Guest Account Management

e Category Configuration

Architecture

Extremelocation supports multi-site multi-ap deployments providing support to thousands of sites and
one hundred thousand access points. Hosted on the cloud, it provides a resilient, always available
service to meet your location and analytics needs. Cloud enabled APs are must be manually configured
to connect to Extremelocation’s service when deployed for the first time.

Presence

The Presence feature enables you to react quickly to a visitor or customer to your site or venue. You
could use this feature to provide a customized welcome message to the customer, as soon as they
arrive, to enhance their site visit experience. Enhance the quality of engagement with the visitor by
pushing coupons, offers, advertisement, and other real-time notifications to the visitor's devices.

The Presence feature provides a large amount of visit data and trends that you can use to proactively
enhance customer experience and to reactively tweak your service offerings to increase your profits.

Presence does not require you to upload floor plans and does not require real-time location service
calibration.

Zone Tracking

The Zone Tracking feature enables you to detect devices, visitors, and associates within a zone. A zone
is an area covered by an AP or sensor. You could use the feature to track movement of visitors and
associates from one zone to another, locate and track movement of assets, view which zones are
popular or unpopular, and track (live and historical) how much time a visitor or associate spends in the
zone.

The Zone Tracking feature provides a large amount of visit data and trends that you can use to
proactively enhance the customer experience and to reactively tweak your product placements to
increase visitor engagement.

The Zone Tracking feature requires you to upload a floor map of the area of interest and then create
zones that meet your requirements.

Position Tracking

The Position Tracking feature enables you to accurately place a device or an associate or a visitor within
five (5) to ten (10) meters of their actual location on the floor map.
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Product Overview

This feature uses RSSI information from several APs and sensors to locate the client devices and draws
it on the floor map. It also requires a RTLS calibration survey to be performed to collect RF data to
improve accuracy.

Extreme Networks Extremelocation also provides an Android App to enable you to perform site survey
using a tablet. The Android App offers zone calibration.

Device and Associate Classification and Tracking

Extremelocation can auto classify devices as Visitor, Associate or Asset based on user defined rules.
Separating devices as Associates, Assets, and Visitors enhances accurate visitor analysis. It also
improves asset tracking and monitoring of associate activity.

Crowding Event Notification and Analysis

Real-time crowding events can be configured globally or by site, which in turn generates real-time event
notification and analytics. A site configuration for the number of visitors per associate ratio (threshold)
will override the global configuration. However, events remain active based on a global timeout setting.

Active events for a category are viewed in the floor plan by zone so that you can identify which
categories need immediate associate attention.

A detail widget can be configured in the dashboard to view the historical data over time to help you
determine where more associates should be deployed.

Import Location Based Services from AirDefense Service Platform

Extremelocation now supports migrating location based services like Proximity Awareness and
Analytics services directly from AirDefense Service Platform to Extremelocation as it provides
enhanced location based services as well as and superior scalability performance. Once migrated,
Extremelocation becomes the default location service provider for your sites.

Calibration and configuration data exported from ADSP is imported into ExtremelLocation using scripts
provided for this purpose. These scripts can be downloaded from within the ExtremelLocation user
interface. A detailed "How To" document, Migrating Location Based Services from ADSP to
Extremel.ocation is available and can be downloaded from the Extreme Networks Documentation Site.

WIiNG Integration With ExtremeLocation

WING ExtremelLocation Integration

With this release of Extremelocation, you can seamlessly integrate WING with ExtremelLocation. Once
integrated, you can view all WiNG sites and WiNG adopted devices in real time from within the
Extremelocation user interface. Changes made to a site or site settings, geo-location information for a
site is immediately propagated to Extremelocation. For adopted access points, changes to the radio
mode and hostname will be reflected in Extremelocation.

This enables WING customers, who want to use ExtremelLocation to provide enhanced locationing
services, an easy pathway to synchronize their WiNG site hierarchy directly into Extremelocation

Extremelocation User Guide / 10
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without any manual intervention. Here Extremelocation acts as a down-stream location service to
WING. Any changes made to WING is automatically propagated to Extremelocation, however, changes
made to Extremelocation is not updated back to WiNG.

Once the WING site hierarchy is synchronized with Extremelocation, you can configure
Extremelocation as the location service provider for all the sites (RF Domains) managed by WiNG.

Extremelocation Tenant Account Number Linking in WING

It is now possible to configure the ExtremelLocation Tenant Account Number in your WiNG RF Domain
policy and your WING controller. When an access point comes online, it is placed in the common pool of
access points by default. This access point is now available for any Tenant to claim and use by uploading
the access point's MAC address using the . csv import method. When the Tenant Account Number is
provided, access points are assigned to the tenant with the Tenant Account Number and can only be
used across any of the sites managed by this tenant. This ensures that your assets cannot inadvertently
be deployed on sites that belong to other ExtremelLocation accounts.

When the Tenant Account Number is provided in the WING controller configuration, it links the
controller with the tenant. Any modification made to WING sites managed by this wireless controller,
such as adding new access points or sites, is tagged by the Tenant Account Number automatically.

Scheduling Reports

Extremelocation now supports export of the dashboard as reports. Reports are exported as PDF files.

Extremelocation’s report scheduling interface enables you to create periodic reports that are emailed
automatically. Schedules can be set daily, weekly, or monthly.
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2 Log In to ExtremeLocation

Log In to ExtremeLocation
Sign Up for ExtremeLocation
Log In for the First Time

Forgot Password
Add or Apply License to the Account

Extremelocation is a subscription based service and requires you to have a valid and in-force account
to access it. This topic discusses the following:

Log in - Describes how to log in to ExtremelLocation.
Sign up - Describes the sign up process to create an account for use with ExtremelLocation.

Log in for the first time - Discusses the tasks and other requirements when logging in to
ExtremeLocation for the first time.

Forgot password - Discusses how to reset a lost/forgotten password.

Contact us - Provides contact information for reaching Extreme Networks Global Technical
Assistance Center (GTAC).

Log In to ExtremeLocation

Use the Extremelocation Log In screen to log in to your account. If you do not have an account, use this
screen to sign up for a new account. You can also use this screen to retrieve or reset missing/forgotten
credentials such as user name and password.

Access to Extremelocation is only available on subscription to the service. On subscribing to the
service, you must also create the user credentials for logging into Extremelocation dashboard using an
account. To sign up, select the Sign Up link on the Log In screen. For more information see Sign Up for
Extremel.ocation on page 13.
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Log In to ExtremelLocation

@, Password

© 2004-2018 Extreme Networks, Inc. All rights resewed.ﬂ Contact Us

Figure 1: ExtremelLocation Login Screen
To log in into Extremelocation:

1 Provide the user name in the User Id field (typically the email ID that you registered with).

2 Provide the password for the user name in the Password field.
Select the Login button to login to the Extremelocation user interface.
Should you need to contact Extreme Networks customer support, select the Contact Us link located
at the bottom of the login screen. For more information on how to contact the Extreme Networks
customer support, see Getting Help on page 6.

Sign Up for ExtremelLocation

Extremelocation is a subscription service. You require a valid user account with ExtremelLocation to use
it.

To sign up for ExtremelLocation service:

ExtremelLocation User Guide / 13



Log In to ExtremelLocation

1 Click on the Sign up link below the Login button.
The Sign Up window appears.

Name Organization name

Email aaa@company.com

Address

| have read and agree to the Terms and Conditiol

I'm not a robot

©® 2004-2018 Extreme Networks, Inc. All rights reserved.ﬂ Contact Us

Figure 2: Sign Up Window

Enter a valid name for this account in the Name field. This is a mandatory field.

3 Enter a valid email id in the Email ID field. This email ID will serve as the log in user name for this
account with Extremelocation. This is a mandatory field.

Note
Q Ensure that you have access to this email ID at all times as this email ID will be used by us
to communicate with you regarding your Extremel.ocation account.

4 Optional: Enter a valid phone number in the Phone field.
5 Optional: Enter a valid address for communication in the Address field.

6 Select Terms and Conditions link to open the terms of service for Extremelocation. This is a PDF file
that opens in a separate tab or window of your browser.

l,,'j:_ Important
Please read and understand the Terms and Conditions for the ExtremelLocation service.
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Log In to ExtremelLocation

7 Select | have read and agree to the Terms and Conditions option to indicate your consent to the
Terms and Conditions.

Important
You cannot use the Extremelocation service or create your Extremelocation account
without accepting the Terms and Conditions.

8 Select the I'm not a robot option and follow the instructions displayed. User registration cannot
proceed without passing this check.
The Sign Up button is enabled once you have completed this step successfully.

9 Select the Sign Up button to complete the process.
Your account is set up with Extremelocation and the system sends emails to the ID specified in the
Email ID field. These e-emails contain the following information:
* Your Extremelocation Account Number
e Alink to activate the newly created account.
e An auto-generated password for use when logging in to ExtremelLocation for the first time. You

will be forced to change this password during your first log in.

10 Should you need to exit without registering for an account, select Back button anytime during the

registration process.

You are taken back to the Extremelocation Login screen.
On successful registration with Extremelocation, use the account activation link (sent to your registered
email ID) to activate your account. Try to log in into your account from the Extremelocation log in

screen using the registered email ID and the password sent to you by email. For further information, see
Log In for the First Time on page 15.

Log In for the First Time

You should have the user account and password to successfully log in to your ExtremelLocation account.

When logging to Extremelocation for the first time, ensure that you have the following information for
reference:

¢ Your Username and Password
e Your ExtremeLocation Account Number
¢ Avalid License Key for this account

This information is required for logging in, changing the default password, and adding the licenses.

If you do not have any of the above information, please check the email account used to register for the
account with Extremelocation. At the time of registration, you would have received emails from
Extremel.ocation containing your account number, activation link and a temporary password for
logging on for the first time. Please retain these mails for reference.

For help with account log in or other issues, please contact Extreme Support. For more information, see
Getting Help on page 6.

Use the Extremelocation log in screen to log in to your account. This screen is also used to sign up for a
new account as well as to retrieve or reset missing/forgotten credentials such as user name and
password.
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Log In to ExtremelLocation

Q. Ppassword

© 2004-2018 Extreme Networks, Inc. All rights resewed.ﬂ Contact Us

Figure 3: ExtremeLocation Log In Screen

To successfully log in, you should have valid credentials that were sent to you at the time you signed up
with ExtremelLocation. Your User Id will be the email ID that you registered with.

To log in to Extremelocation:

1 Provide the user name in the User Id field (typically the email ID that you registered with).
Provide the password for the user name in the Password field.
Select the Login button to login to the Extremelocation user interface.
Since this is the first log in, you will be forced to change your log in password.

The Change Password dialog appears.

Old Password

Confirm Password

Change Password

© 2004-2018 Extreme Networks, Inc. All rights reserved_ﬂ Contact Us

Enter the old password into the Old Password field.
Enter the new password into the New Password field.
Enter the new password into the Confirm Password field to confirm it.

An error message is displayed if the passwords entered into the New Password and Confirm
Password fields are not the same.
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Log In to ExtremelLocation

7 Select Change Password to save your changed password. Select Back at any time to exit without
changing your password.

The ExtremelLocation Dashboard appears. You have successfully logged in to your account.

Since this is the first log in, no licenses are available for this account. The following message appears
indicating the same.

A valid License not available. Please enter a valid License.

Figure 4: No License Message

For more information on adding licenses, see Add or Apply License to the Account on page 18.

Forgot Password

The Forgot Password dialog facilitates resetting your account's password. When you use this link, the
password of your account is reset and a new password is sent to the email ID that is registered for this
Extremelocation account and which you use for logging into this account.

When you receive your password from ExtremelLocation, log in using your email ID and the new
password. On successful log in, you will be forced to change your password.

To reset your Extremel.ocation account's password:

1 From Extremelocation's Login screen, select the Forgot password? link.

The following dialog displays:

Enter User D

= Email

Figure 5: Forgot Password Dialog

2 Enter your Extremelocation account's email ID in the Enter User ID field.

This is the email ID that you use to log in to Extremelocation. If you enter a wrong or nonexistent
email ID, an appropriate message is displayed.

3 Select Submit
Should you want to exit this process, select Back.

The password for the account is reset and a system generated password is sent to the email ID
associated with this ExtremelLocation account. You are redirected back to Extremelocation Login

page.

ExtremelLocation User Guide / 17



Log In to ExtremelLocation

Provide the user name in the User Id field (typically the email ID that you registered with).
Provide the password for the user name in the Password field.

Use the password that was sent to your registered email ID.
Select the Login button to login to the Extremelocation user interface.

Since the system generated password was used to log in, you will be forced to change your log in
password.

The Change Password dialog displays.

Confirm Password

Change Password

© 2004-2018 Extreme Networks, Inc. All rights reserved_ﬂ Contact Us

Enter the old password into the Old Password field.
Enter the new password into the New Password field.
Enter the new password into the Confirm Password field to confirm it.

An error message is displayed if the passwords entered into the New Password and Confirm
Password fields are not the same.

Select Change Password to save your changed password. Select Back at any time to exit without
changing your password.

The ExtremeLlocation Dashboard displays. You have successfully reset and changed your password.

Add or Apply License to the Account

To add or apply license:

1
2

Select Settings from the main menu.
Select License from the sub menu.
The License Details pane opens.

License Details

Total: 10

Used: 6

Expiry Date: 08-18-3113
License Key No. of Device Import Date Expiry Date Add/Extend
aalaafccat7o1a6efcd6d1708e94€2d07Mab1844dracThb6635008d 10 03-13-2018 08-18-3113 Add

This dialog displays the following information:
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Total Displays the total number of available licenses for this account. For a new account - without any
licenses - this value is zero.

Used Displays the number of licenses in use out of those available as shown in the Total field. For a
new account, this value is zero.

Expiry Date Displays the date on which the license expires. For accounts with multiple licenses, this date is the
date on which the last license expires. For a new account this field displays N/ A
3
Select ° .

The Add/Extend License dialog appears. Use this dialog to add or to extend licenses for this
Extremelocation account.

Add/Extend License

(® Add () Extend

Cancel Apply

Complete the following information:

Add Select this option to add a new license to this account.

Extend Select this option to extend the validity of the combination of the current licenses and the new
licenses that are being added in. The validity of the license is extended by the number of days
requested when the license was generated.

Enter License Paste the license key in this space. Ensure that you do not inadvertently paste any non-
Key printable characters in this space.

4 Select Apply to apply the license key.
If the license is valid for this account, the license is added to the list of licenses available for this
account. If the license is an Extend license, then the validity date of the license extended by the
number of days that is calculated by the Extremelocation system.
The table displays a list of all licenses (valid and expired) for this account.

License Key Displays the complete license key as provided by ExtremelLocation support.

No. of Devices Displays the number of device that can be used using this license.

Import Date Displays the date on which the license was added to this account.
Expiry Date Displays the date that the license will expire.
Add/Extend Displays the type of license.

If the license is valid, it is added to this table.
5 Optional: At any point, select the Cancel button to exit without adding licenses.

ExtremelLocation User Guide / 19



3 The ExtremelLocation Dashboard

Load the Dashboard
Create a Dashboard

Set a Default Dashboard
Manage Your Dashboards

Delete the Dashboard
Dashboard Widgets
Scheduled Reports

Use the fully customizable Extremel.ocation Dashboard to display data for the sites managed by your
Extremelocation account. Extremelocation provides a large number of widgets for you to use in the
dashboard to filter to the data that is of interest for your site and your requirement. You can create any
number of custom Dashboards to meet your requirements.

You can filter the data displayed on the dashboard by location or site group and further on the time
duration of interest. These options, location and time, can be applied independent of each other. You
can filter the data displayed on the dashboard based on the location or time or both.

Load the Dashboard

To display the Extremelocation dashboard:

1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme
@ Dashboard default - Q Location east-coast - @ Duration TODAY v R ‘ m & c
Inside Engagement Trend (Hour of day) Visits - Outside vs Insice (Hour of day) s w Inside Engagement Trend (Day of week) S %
400 1000 800
350 900
300 800 500
=
§§3 2600 Za00
E B 2
= 150 500 200
100 S 400
it 17 o °
l A ERER 200 % 4
‘e ez 88 5 st s s B B 100 I I I II I m % %
T T
W<5mins MW5-20mins M 20-60 mins ™ 1-6 hrs W<5mns M5-20mins M 20-60 mins M 1-6 hrs
T =6 hours W Outside M Inside Bounced M Inside Engaged T > 6 hours.
Inside Engagement Trend i Inside Engagement Trend () 2 Unique Visitors (Outside vs Inside) R
400 56 900

350 B 800

300 313 4 700
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Figure 6: The Dashboard Screen
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2 To select a different dashboard, use the Dashboard drop-down list.
The selected dashboard opens and displays the configured data.

3 ~ k2 ~
To manually refresh the data on the screen, select the button from tool
bar.

4 ‘ B i o
Select the button from tool bar.

The button expands to display a drop-down list.

E4
PDF
@ csv

Figure 7: Dashboard Download Options

5 Select the PDF button to save the current state of the dashboard as a Portable Document Format
(PDF) file. Select the CSV button to save the current state of the dashboard as a Comma Separated
Value (CSV) file.

6 Use the Location drop-down list to select a site and to display the data for the selected site when
multiple sites are available under this ExtremelLocation account.

Location:| SanDisgo - +
All = S
& Central America
Category |
& East Coast 1
224 -
. @West Coast
Fatly B
1
164
/¥ Los Angles
. 144
fa
30012_ ﬂSanjose
X104
mo Portland
0 o m ortlan
6 4 [\ New York 1l
4 4 "4 A
2 -

Figure 8: Location Drop-Down List

The dashboard refreshes to display data for the selected site or a group of sites.
7 Use the Duration drop-down list to select a time duration to display data for.

The drop-down provides a set of pre-configured durations for filtering data. The available pre-
configured durations are:
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e Today - Displays the data for the current date. Excludes data for all other dates.

e Yesterday - Displays the data for the day before the current date. Excludes data for all other
dates including data for the current date.

e [ast 7 Days - Displays the data for the last 7 days prior to the current date. Includes data for the
current date. Excludes data for all other dates.

e Last 30 Days - Displays the data for the last 30 days prior to the current date. Includes data for
the current date. Excludes data for all other dates.

e Custom Range - Displays the data for a user selected date range.

@ Duration TODAY -
By March 2018 ~ March 2018 ~

YESTERDAY
5 M T w T F 5 S M T w T F 5

LAST 7 DAYS
1 2 3 1 2 3

LAST 30 DAYS
CUSTOM RANGE 4 5 [} T a8 9 10 4 Ll 6 T 8 9 10
EVENT 11 12 13 14 15 16 17 11 12 13 14 15 16 17

Cancel Apply

Select the start date and end date for the range from the displayed calendar and select Apply.

e Event - Displays the data for user created "Event” such as a sale or a conference. An Event is a
user created date range that is identified with an unique name.

TODAY v

TODAY
YESTERDAY
LAST 7 DAYS EVENT. v *
LAST 30 DAYS

CUSTOM RAMGE

Cancel Appl
EVENT Py

Use the drop-down to select the event of interest and select Apply. See Create an Event on page
22 to know about creating an event.
oo c @ | @2 &
Periodically select the button from
displayed on the current dashboard.

tool bar to refresh the data

Create an Event

Events are date ranges that you create to easily filter data of interest during a particular duration. For
example, you could create an event for filtering data during the Christmas sale period or you could
create an event for a convention being held at your venue.
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1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

ﬁ & Dashboard default - @ Location east-coast - @ Duration TODAY v ) ‘ m * c
Q s
O Inside Engagement Trend (Hour of day) S| e % Visits - Outside vs Inside (Hour of day) AR Inside Engagement Trend (Day of week) S e %
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=
@ 700 e
& € 250 w o
Z200 by s
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50 300 o
9 HHHHH H UHHHHH 200 % %
T % % % % 5 2 F B B T B 100 l ! H HH ! I ' ' e -3
0 -
T ® % % % %+ = 5 b B v Ow
W<5mins M520mins M 2060 mins 16 hrs W<5mns M520mins M20-60mins 16 hrs
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Figure 9: The Dashboard Screen

2 Use the Duration drop-down list to select a time duration to filter the data. From the drop-down list,
select Event.

The Event dialog appears.

TODAY v

TODAY
YESTERDAY
LAST 7 DAYS EVENT. M
LAST 30 DAYS

CUSTOM RANGE

Cancel Apply
EVENT

Figure 10: Event Dialog

Select the ™ button to the right of the Event drop-down list.

The following dialog appears.
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MName *:

Description:

Start Date™: E
End Date *: —
Cancel Submit
Name Provide a name for the Event. This value is used when selecting this event for filtering data. This is

a mandatory field.
Description Provide a brief description about the event.

Start Date  Use the calendar control next to this field to select a start date for this event.

End Date  Use the calendar control next to this field to select the end date for this event.

4 Select Submit to save this new event.

At any time, select Cancel to exit without creating a new event.

Download Dashboard

You can download any of your ExtremelLocation dashboards in PDF or CSV format.

To do so:
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1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

® @ Dashboard  default - Q Location  east-coast - ® Duration TODAY v R ‘ =S
Q

P’y Inside Engagement Trend (Hour of day) PR % Visits - Outside vs Inside (Hour of day) S % Inside Engagement Trend (Day of week) Pl Y %
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Figure 11: The Dashboard Screen
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2 Select the Dashboard drop-down list to expand and display the list of available dashboards for this
Extremel.ocation account.

3 From the list of available dashboards, select a dashboard.

Dashboard DASH| v
> =
Visit Typ{ W new !
i Associates
1400
i Sample
1200
< VisitDuration
1000
7 category
800 | & firefoxtest
= 600 i Unigue Widgels
400 | ¥¢ issue
EEEET

Figure 12: Dashboard List

The selected dashboard displays immediately.
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® &z

E.3
Select the button from tool bar.

The menu expands to display the following options:

<
PDF
@ csv

Figure 13: Dashboard Download Options

5 Select one of the available options to download your dashboard to your local machine.

Create a Dashboard

To create a new Extremelocation dashboard:

1 Select Dashboard from the main menu.

The dashboard marked as favorite automatically loads.

I= Extreme

& @ Dashboard  default - @ Location  east-coast - © Duration TODAY v ) ‘ m E3NE
(<] bl
Q Inside Engagement Trend (Hour of day) PR % Visits - Outside vs Inside (Hour of day) s % Inside Engagement Trend (Day of week) Faul Y %
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Figure 14: The Dashboard Screen

If no dashboard exists, the following is displayed on the dashboard screen.
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(i
Eb
fe
[$]
&

& Dashboard - @ Location  east-coast - @ Duration | TODAY - |

Please add a Dashboard

Figure 15: The Dashboard Screen When No Dashboard is Available

2 When no dashboard exist, click the big green circle in the middle of the screen to create a new
dashboard.

’ & @ | @ &

If dashboards are available for this account, button from tool bar.

The button expands to display a drop-down list.

&R
<= Create Dashboard
& Edit Dashboard

[ Delete Dashboard

Figure 16: Manage Dashboard Options
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4  Select Create Dashboard from the drop-down list.

The following New Dashboard screen appears.

I= Extreme
& New dashboard Back | Nex | Save | Cancel
@ y

%ﬁuﬂﬁiﬁ,} Category Analytics Q

Distribution of visit lengths of Inside visits(Bounced & Distribution of visit lengths of Inside visits(Bounced &
Engaged) aggregated by hour of the day over selected Distribution of visits (Inside & outside) visits aggregated Engaged) aggregaled by hour of the day over selected
time period. Available buckets are <5 mins., 5-20 mins by hour of the day over the selecled time period. time period_Available buckets are <5 mins_, 5-20 mins_, L
20-60 mins., 1-6 hours, >6 hours. 20-60 mins., 1-6 hours, >6 hours.

Distribution of visil duration of Inside visits(Bounced &
Engaged) aggregated over the selected time period. Unique Visilors by Inside Engaged, Inside bounced,
Available buckets are <5 mins., 5-20 mins., 20-60 mins., Outside over time.
1-6 hours, >6 hours.

Distribution of Visit lengins of Inside Visits(Bounced &
Engaged) over time. Available buckels are <5 mins.,
5-20 mins., 20-60 mins., 1-6 hours, 6 hours.

Figure 17: New Dashboard Screen

5 Select one of the two available widget categories.
Widgets on the New Dashboard screen are classified into:
¢ Site Analytics - Use the widgets in this category to display site analytics data.
* Category Analytics - Use the widgets in this category to display category/zonal analytics data.

Site Analytics Category Analytics Q

Figure 18: Widget Categories

Use the Search text box to drill down to the widgets of interest.
6 Click the widget to select it. You can select multiple widgets to add to the dashboard at a time.

A green check mark appears on the top right of the selected widget.

Detrizgtion of wad kergthe of = verDanced &
ATl by Bour of P Siry tr SRkl kBN o VRS Jrokk & otk Rt Egrigates
e T . Akt Dneks an «f w530 mers. Dy Meverr o T g rsd I bt M0 s =]
Sshmins . -6 hours, 5 hours

Figure 19: A Selected and an Unselected Widget
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7 Select Next located to the top right, above the New Dashboard screen.
The following screen appears:

New dashboard Back Mext | Save | Cancel

Distribution of visit lengths of Inside visiis(Bounced & : H
Engaged) aggregated by hour of the oay over selecled ] Distribution of visils (Inside & oulside) visits aggregated H
time period_Avallable buckets are <5 mins.. 5-20 mins.. ] by hour of the day over the selected time period I
20-60 mins., 1-6 hours, >& hours. : i

Figure 20: New Dashboard screen - Widget Placement and Sizing

To remove a widget already placed on the dashboard, use the red X located to the top of that
widget. This immediately removes the widget from the dashboard.

2l buttons to rearrange or re-size the selected widgets on the new dashboard.

Select a widget and drag it to the desired location on the dashboard. The other widgets on the
dashboard are automatically rearranged to accommodate the moved or re-sized widget. To re-size a
widget, select Resize. A small triangle appears in the bottom right of each widget. Click and drag
this triangle to re-size the widget.

9 Select Save to save the final dashboard layout.

At any time use Back to navigate to the previous screen. Similarly, use Cancel to exit without
creating the dashboard.

A small window appears.

Dashboard name = Mew dashboard Save

Figure 21: Name the New Dashboard

10 Provide a name for this dashboard and select Save.
The dashboard is saved and displays the configured data.

Set a Default Dashboard

Default dashboard is a user selected dashboard that is displayed when Dashboard is selected from the
main menu. There can be only one default dashboard for an Extremelocation account.
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1 Select the Dashboard drop-down list to display a list of available dashboards.
A default dashboard is indicated by a darkened star symbol to the left of its name.

Dashboard DASH -

'_‘

Visit Typ{ ¥ new

ir Associates

i Sample

% VisitDuration

Figure 22: Default Dashboard

2 Select the star symbol for the dashboard to be set as the new default dashboard.

The selected star is darkened.

Dashboard| Associates -
¥r DASH =
Unique -| ¥ new I[
| psoces |
1 (4
ir Sample
17 VisitDuration

Figure 23: New Default Dashboard

From the next time the Dashboard screen is loaded, this dashboard is loaded by default.

Manage Your Dashboards

Use the tools provided in the Dashboard screen to edit any dashboard in your ExtremelLocation
account.

To edit an existing dashboard:
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1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

® @ Dashboard  default - Q Location  east-coast - ® Duration TODAY v R ‘ =S
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Figure 24: The Dashboard Screen
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2 Select the Dashboard drop-down list to expand and display the list of available dashboards for this
Extremel.ocation account.

3 From the list of available dashboards, select a dashboard.

Dashboard DASH| v
> =
Visit Typ{ W new !
i Associates
1400
i Sample
1200
< VisitDuration
1000
7 category
800 | & firefoxtest
= 600 i Unigue Widgels
400 | ¥¢ issue
EEEET

Figure 25: Dashboard List

4 From the drop-down list, select the dashboard that you want to edit.
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| @ &z

;]
Select the button from tool bar.

The button expands to display a drop-down list.

e
<= Create Dashboard
4 Edit Dashboard

1 Delete Dashboard

Figure 26: Manage Dashboard Options

6 Select Edit Dashboard from the drop-down list.

The selected dashboard is loaded in the edit mode. Use the options to edit your dashboard.

7 After editing the dashboard, select Save to the top right of the dashboard to save the changes made
to this dashboard.

Delete the Dashboard

To delete an existing dashboard:

1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

®» @ Dashboard  default - Q Location ~ east-coast ~ | ©Duration TODAY v & ‘ =)
Q@
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Figure 27: The Dashboard Screen

2 Select the Dashboard drop-down list to expand and display the list of available dashboards for this
Extremelocation account.
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3 From the list of available dashboards, select a dashboard.

Dashboard| DASH| -
e
i Associates
1400 1
iy Sample
1200
1 WisitDuration
1000
iy category
%sm i firefoxtest
S 600 | ¢ Unique Widgets
400 | w& issue I

Figure 28: Dashboard List

@ |8 & 2

7]
Selectthe  button from ~ tool bar.

The button expands to display a drop-down list.

@ |

== Create Dashboard
[# Edit Dashboard

1l Delete Dashboard

Figure 29: Manage Dashboard Options
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5 Select Delete Dashboard from the drop-down list.

A confirmation dialog appears.

Delete Dashboard?

9 Are you sure?

Yes Mo

Figure 30: Delete Confirmation Dialog

6 Select Yes to delete the dashboard. Select No to exit this screen without deleting the selected
dashboard.

If Yes is selected, the dashboard is immediately deleted.

Dashboard Widgets

Widgets are used to display the data of interest from a site's locationing data on the dashboard .
Widgets on the New Dashboard screen are classified into:

¢ Site Analytics - These set of widgets display site analytics data.
e Category Analytics - These set of widgets display category analytics data.

Site Analytics Category Analytics Q

Figure 31: The Widget Categories

Use the Search text box to drill down to the widgets of interest.

Site Analytics Widgets

Use the Site Analytics widgets to display various site analytics data on to the dashboard. The following
widgets are available
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Widget

Description

Visit Type

This widget displays the device visit types distribution classified as Outside,
Inside Bounced or Inside Engaged on a bar chart.

Inside Engagement Trend

This widget displays the distribution of devices classified as /nside a site
further classified as Bounced or Engaged visitors. Data is displayed for
each of these visit types for these time ranges:

e <5 minutes (devices in site less than 5 minutes)
e 5-20 minutes

* 20-60 minutes

* 1-6 hours

e >6hours

Inside Engagement Duration

This widget displays the average engagement duration for /nside Engaged
visitors. Engagement duration is the time the user is engaged (stays) inside
the site.

Loyalty - First vs Repeat

This widget displays the distribution of total visits classified into first time
visits and repeat visits.

Visit Opportunity

This widget displays the total number of Outside and Inside visits identified
by Extremel.ocation based on the devices identified by it. Each observation
of the same device is counted as a separate visit.

Visit - Outside vs Inside

This widget displays the distribution of visits based on visit types. Visit
types can be one of Outside, Inside Bounced or Inside Engaged.

Inside Engagement Trend

This widget displays the aggregated distribution of /nside visitors on visit

(aggregated) duration. Inside visitors are further classified as Inside Bounced and Inside
Engaged depending on the time duration the visitor spends in the site.
Data is displayed for each of these visit types for these time ranges:
e <5 minutes (devices in site less than 5 minutes)
e 5-20 minutes
e 20-60 minutes
e -6 hours
* >Ghours
Top 5 Sites (Visit) This widget displays the top five sites sorted by the total number of inside

visits observed across all of the sites. This is a good metric for venue
owners to identify top-performing venues that get more footfalls compared
to all other sites.

Bottom 5 Sites (Visit)

This widget displays the bottom five sites sorted by the total number of
inside visits observed across all of the sites. This is a good metric for venue
owners to identify poorly performing venues which have low footfalls
compared to all other sites.

Top 5 Sites (Visit Duration)

This widget displays the top five sites sorted by the time the visitor is
engaged (spends) in the site. This is a good metric for venue owners to
identify top-performing venues that get visitors to spend more time there
when compared with all other sites.

Bottom 5 Sites (Visit Duration)

This widget displays the bottom five sites sorted by the time the visitor is
engaged (spends) in the site. This is a good metric for venue owners to
identify poorly performing venues that visitors do not spend time in when
compared with all other sites.
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Widget

Description

Visits - Outside vs Inside (Day of
Week)

This widget displays a chart of the total of all visits to all the sites managed
by this Extremelocation account classified into Outside, Inside Bounced,
and /nside Engaged visits. This data is then displayed for each day of the
week.

Visits - Outside vs Inside (Hour of
Day)

This widget displays a chart of the total of all visits to all the sites managed
by this Extremelocation account classified into Outside, Inside Bounced,
and /nside Engaged visits. This data is then displayed for each hour of the
day.

Inside Engagement Trend (Hour of
Day)

This widget displays a chart of the total of all visits lengths of all visitors
classified as /nside consisting of /nside Bounced and /nside Engaged visitors
for all the sites. This data is then displayed for each hour of the day
classified by visit duration. Data is displayed for these time ranges:

e <5 minutes (devices in site less than 5 minutes)
e 5-20 minutes

* 20-60 minutes

* 1-6 hours

* >6hours

Inside Engagement Trend (Day of
Week)

This widget displays a chart of the total of all visits lengths of all visitors
classified as /nside consisting of /nside Bounced and Inside Engaged visitors
for all the sites managed by this Extremelocation account. This data is then
displayed for day of the week classified by visit duration.

Unique Visitors (Outside vs Inside)

This widget displays a chart of the total unique visits to the site further
classified into /nside Bounced, Inside Engaged, and Outside visit types by
time duration. Select the labels at the bottom of this widget to hide/view
the data of interest.

Unigue - Inside Engaged vs
Associates vs Assets

This widget displays a chart of the unique visits to the site by /nside
Engaged visitors, Associates, and Assets by time duration. Select the labels
at the bottom of this widget to hide/view the data of interest.

Visits - Inside Engaged vs Associates

vs Assets

This widget displays a chart of the total visits to the site classified by /nside
Engaged visitors, Associates, and Assets by time duration. Select the labels
at the bottom of this widget to hide/view the data of interest.

Visits - Inside Engaged vs Associates

vs Assets - Totals

This widget displays a chart of the all visits to a site classified by /nside
Engaged visitors, Associates, and Asset s.

Category Analysis Widgets

Use the Category Analytics Widgets to display various category analysis data on to the dashboard.
Category analytics are generated based on the category values assigned to regions or access points on
the floor plan for a given site. For example, when ExtremelLocation is deployed in a retail environment,
you could set your categories as Electronics, Cosmetics, Baby Care, etc.

The following widgets are available
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Widget

Description

Category Visits - Inside Visitors vs
Associates vs Assets D

This widget displays summary of visitors to a user selected category. The
visits are classified as Inside Visitors, Associates and Assets and displayed
for the duration specified in the Duration drop-down.

Category Visits (Visitors)

This widget displays the distribution of category visits by visitors over time.
Select a category (legend) below the graph to show or hide the graph for
the selected category.

Top 5 Categories (by Visits)

This widget displays the top five categories by number of visits to the
category area.

Category Visits (Associates)

This widget displays the distribution of category visits by associates over
time. Select a category (legend) below the graph to show or hide the graph
for the selected category.

Bottom 5 Categories (by Visits)

This widget displays the bottom five categories by number of visits to the
category area.

Category Visits (Assets)

This widget displays the distribution of category visits by tracked assets
over time. Select a category (legend) below the graph to show or hide the
graph for the selected category.

Top 5 Categories (by Visit Duration)

This widget displays the top five categories by visit duration to the
category area.

Category (Visit Duration - Visitors)

This widget displays the distribution of category visits by visitors and the
time duration (in minutes) spent by these visitors in that category. Select a
category (legend) below the graph to show or hide the graph for the
selected category.

Bottom 5 Categories (by Visit
Duration)

This widget displays the bottom five categories by length of visits (in
minutes) to the category area.

Category - Unique Visitors

This widget displays the distribution of unique visitors to a category/zone
over time. Select a category (legend) below the graph to show or hide the
graph for the selected category. Does not track repeat visitors to the
category.

Category (Visit Duration - Asset)

This widget displays a graph of visit durations by assets over time.

Category (Visit Duration -
Associates)

This widget displays a graph of visit durations by associates over time.

Category - Unique Assets

This widget displays a graph of the number of unique assets in each
category arranged in descending order over time.

Category - Unique Associates

This widget displays a graph of the number of unigue associates in each
category arranged in descending order over time.

Category Visit Duration - Inside
Visitors vs Associates vs Assets

This widget displays a graph of the distribution of visit durations for /nside
Visitors, Associates, and Assets. Use the category drop-down to select a
category to display data for.
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Widget Description

Category Crowding This widget displays a graph of the distribution of crowding events over
time. It shows where crowding has occurred and which categories have had
more events in comparison to other categories.Use the historical data to
determine where more associates should be deployed.

Category Path Analysis This widget displays a multi-dimentional view representing the movement
of visitors from one category to another. The following data is displayed:

e comparison of visitor flow across categories
® absolute number of visitor movements across categories
e direction of visitor flow across categories

Scheduled Reports

Extremel.ocation supports export of the current dashboard in PDF format. You can also create
dashboards that displays data of interest and configure periodic data export which is mailed to
specified email accounts. Dashboard reports can be scheduled to run daily, weekly, or monthly.

List Scheduled Reports
To list the reports scheduled for execution:

1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.
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Figure 32: The Dashboard Screen
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The Scheduled Reports screen displays.

Select the - button from tool bar.
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4 Records

Search

© 06 0 06

Schedule Report

ard april 1st set - 1stset
Scope ap7322 Scheduled DAILY
Last tiggered 2015-04-05@16:3. ..

ard April 2nd Set - 2ndset
Scope ap7322 Scheduled DAILY
Last tiggered 2015-04-05@16:3. ..

ard April 3rd Set - 3rd set
Scope ap7322, Scheduled DAILY
Last triggered 2018-04-05@ 18:3. ..

3rd april 4th set - 4thset
Scope ap7322, Scheduled DAILY
Last triggered 2015-04-05@ 18:3. ..

OK

Figure 33: Manage Dashboard Options

3 Hover over a scheduled report to view details about that scheduled report.

Note

Schedule Reports window. Extremelocation displays the details on hover when the screen

Li} Extremelocation tries to display all details about the scheduled report within the main

resolution/width is not enough to display the complete details in the main window.

4 Select the OK button to exit Scheduled Reports screen.

Create a Scheduled Report

To create a scheduled report:
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1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

ﬁ & Dashboard default - @ Location east-coast - @ Duration TODAY v ) ‘ m * c
Q s
O Inside Engagement Trend (Hour of day) S| e % Visits - Outside vs Inside (Hour of day) AR Inside Engagement Trend (Day of week) S e %
400 1000 800
=
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Figure 34: The Dashboard Screen
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2
Select the button from tool bar.

The Scheduled Reports screen displays.
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Schedule Report

4 Records

Search

ard april 15t set - 1stset

Last tiggered 2015-04-05@16:3. ..

ard April 2nd Set - 2ndset

Last tiggered 2015-04-05@16:3. ..

ard April 3rd Set - 3rd set

Last triggered 2018-04-05@18:3. ..

3rd april 4th set - 4thset

© 06 0 06

Last triggered 2015-04-05@ 18:3. ..

Scope ap7322 Scheduled DAILY & 1

Scope ap7322 Scheduled DAILY & 1

Scope ap7322, Scheduled DAILY &

Scope ap7322, Scheduled DAILY & W

OK

Figure 35: Manage Dashboard Options

’ &
Select the located to the top right of the Schedule Reports screen.

The Create Schedule Report window displays.
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= Create Schedule Report

Schedule Name*

nier Schedule Name

Dashboard*®

3rd april 1st set

Location™

ap7522

Reccurence Frequency

(=) Daily ) weekly

Export Format

Email To*

3 more email address can be added

Cancel Create

() Monthly

Figure 36: Create Schedule Report Window

4 Provide the following information to create a new scheduled report:

Field

Description

Schedule Name

Provide a meaningful name for this scheduled report.

Dashboard

From the drop down list, select the dashboard to create this report from.

Location

From the drop down list, select the location for which this report is to be
generated. To select all the locations, select Al | from the drop down list.

Recurrence Format

Select the report generation frequency from one of:
e Daily - The report is generated once a day.

e Weekly - The report is generated once a week.

e  Monthly - The report is generated once a month.

Export Format

Export to PDF is only supported at present for scheduled reports.

Email To

Provide up to 3 distinct email addresses to send this scheduled report to
when it is generated.

Extremelocation User Guide
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5 Select Create to create this scheduled report.

At any point, select Cancel to exit without creating a scheduled report.
6 Select the OK button to exit Scheduled Reports screen.

Edit a Scheduled Report

To edit a scheduled report:

1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

® @ Dashboard  default - Q Location  east-coast - @ Duration TODAY v R ‘ =)
Q al
e Inside Engagement Trend (Hour of day) A e % Visits - Outside vs Inside (Hour of day) S % Inside Engagement Trend (Day of week) S e %

400 1000 800

900
800

. H e
15:;“““““ JJ@HHGUH&H‘EH HM HHH ‘ y

I

5
% % % % % 5 100 IHH HH!I" %
0
e @ % GRS S
W<5mins M520mins M 2060 mins 16 hrs W<5mns M520mins M20-60mins 16 hrs
7 =6 hours W Outside M Inside Bounced M Inside Engaged 7 >6hours
Inside Engagement Trend P Inside Engagement Trend (Z) P Unique Visitors (Outside vs Inside) P
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300 313 N 700
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Figure 37: The Dashboard Screen

! &z

Select the - button from tool bar.

The Scheduled Reports screen displays.
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Schedule Report

4 Records

Search

ard april 15t set - 1stset

Last tiggered 2015-04-05@16:3. ..

ard April 2nd Set - 2ndset

Last tiggered 2015-04-05@16:3. ..

ard April 3rd Set - 3rd set

Last triggered 2018-04-05@18:3. ..

3rd april 4th set - 4thset

© 06 0 06

Last triggered 2015-04-05@ 18:3. ..

Scope ap7322 Scheduled DAILY & 1

Scope ap7322 Scheduled DAILY & 1

Scope ap7322, Scheduled DAILY &

Scope ap7322, Scheduled DAILY & W

OK

Figure 38: Manage Dashboard Options

Select the small & from the # o tool bar that is available next to each scheduled report in the

list.
The Update Schedule Report screen displays.
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¢ Update Scheduled Report

Dashboard*

3rd april 1st set b
Location™

aprsz22 v

Reccurence Frequency

(=) Daily ) weekly () Monthly

Export Format

Email To*

test.org.01@mailinator.com

test org.02@mailinator.com

-

0 more email address can be added

Cancel Create

Figure 39: Update Schedule Report Window

4 Refer to the following while editing your scheduled report:

Field Description
Schedule Name This field cannot be modified.
Dashboard From the drop down list, select the dashboard to change to for this

scheduled report.

Location From the drop down list, select the location for which this report is to be
generated. To select all the locations, select Al | from the drop down list.

Recurrence Format Select the report generation frequency from one of:
¢ Daily - The report is generated once a day.
e Weekly - The report is generated once a week.
e  Monthly - The report is generated once a month.
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Field Description

Export Format Export to PDF is only supported at present for scheduled reports.

Email To Provide up to 3 distinct email addresses to send this scheduled report to
when it is generated.

5 Select Create to save edits made to this scheduled report.

At any point, select Cancel to exit without editing this scheduled report.
6 Select the OK button to exit Scheduled Reports screen.

Delete a Scheduled Report

To edit a scheduled report:

1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

2] @ Dashboard  default - Q Location east-coast - ©® Duration TODAY v ) ‘ B X Z

a Inside Engagement Trend (Hour of day) s % Visits - Outside vs Inside (Hour of day) s % Inside Engagement Trend (Day of week) S %
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= 350 900
300 800
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Figure 40: The Dashboard Screen

NN

Select the - button from tool bar.

The Scheduled Reports screen displays.
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Schedule Report o

4 Records

Search Q

ard april 1st set - 1stset
Scope ap7522, Scheduled DAILY & 1
Last tiggered 2015-04-05@16:3. ..

ard April 2nd Set - 2ndset
Scope ap7322 Scheduled DAILY & 1
Last tiggered 2015-04-05@16:3. ..

ard April 3rd Set - 3rd set
Scope ap7522, Scheduled DAILY &
Last triggered 2015-04-05@16:3...

3rd april 4th set - 4thset
Scope ap7522, Scheduled DAILY &
Last triggered 2015-04-05@ 18:3. ..

© 06 0 06

OK

Figure 41: Manage Dashboard Options

list.

The Delete Schedule window displays.

Delete Schedule

9 Are you sure?

Yes Mo

Figure 42: Delete Schedule Window

4 Select Yes to delete this scheduled report.

Select No to exit without deleting this scheduled report.

5 Select the OK button to exit Scheduled Reports screen.

ExtremelLocation User Guide

Select the small o from the # o tool bar that is available next to each scheduled report in the



4 Map View

Maps -

Main Screen

Common Tools
Add a Site
Add a Floor

Client View
Heatmap View
Crowding View

The Extremel.ocation account configuration such as creating and managing sites, creating and
managing categories and other activities are performed through the Maps screen. The following
activities can be performed:

Maps

Create a Site.

Create a Site Group.

Allocate licenses to a Site.

Allocate Access Points on a Site.

Place an Access Point on a floor map in a Site.
Create Regions/Category/Zones for a Site.
View the Heatmap for each floor on the Site.
View crowding events by region on a floor.

- Main Screen

The main window of Extremelocation's Maps screen displays a view of all the sites configured for this
ExtremelLocation account. The view is zoomed in so that you can view all the configured sites at the
same time.

To view the Extremelocation Maps screen:

1

Select Maps from the main menu.

The Maps screen appears.
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Vbt oo O A I M B, 668 ¢
{718834804022)
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Figure 43: Maps Screen

The screen displays a map of all configured sites for this ExtremelLocation account. Each configured
site is marked with a colored marker. The color of the marker indicates if the site is seeing an
increase or decrease in visits. RED indicates a drop in visits while GREEN indicates an increase in
visits.

The size of the icon indicates any increase or decrease in total visits to the site compared to the day
before. The icon size changes for every 20 percent(%) change in visits to the site as compared to the
previous day.

Select each site marker to display a pop-up with the latest statistics for the site.

BANGOR

Today's visits (till Mar 26
m 232

02:28:56 EDT

o 179%

J_l’_ ‘r’esterday 5 Visits {1I|I Mar 83

25 02:28:56 EDT)
ML Yesterday's total visits 157

Floors | Dashboard
et L2 F ". A -

Toronto v :

Figure 44: Site Information

Use the Floors link to directly view the default floor map for this site. Similarly, use the Dashboard
link to view the default dashboard for this site.
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The Site Information pop-up displays the following site trends:

Today's Visits

information is for today.

Displays the total number of visits to the site till the time displayed in this field. This

Yesterday's Visits Displays the total number of visits to the site yesterday till the time displayed in this field.

This time is the same time as considered for displaying Today's Visit data.

Yesterday's Total Displays the total number of visits to the site for the whole day yesterday.

Visits

Trend The trend icon is an Arrow displayed next to the data that gives a visual indication of the
visit trends. A GREEN upward pointing arrow indicates an increase in visits. A RED
downward pointing arrow indicates a decrease in visits. The percentage (%) change in

value is also displayed in the appropriate color.

2 Use the drop-down list on the top left of the Maps screen to view a list of sites managed by this

Extremelocation account and select a Site or Site Group from the list.

+

@ Central America
é‘ East Coast

é‘ West Coast

[¥\ Chicago

/¥ Kansas City
[\ Portland

[¥\ Los Angles

ﬂ Charlotte

IE4

&

IE4

=4

=4

4

4

4

B B B B B B E G

Figure 45: Sites and Site Groups

The drop-down list displays a list of the configured Site Groups followed by the list of individual sites
for this Extremelocation account.

When a Site Group is selected, the Maps screen zooms to an appropriate zoom level to show all the
sites in the group at the same time.
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Figure 46: Site Group view

When a Site is selected, the Maps screen shows the icon for the selected site and hides all other sites
in this ExtremeLocation account.
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‘ raleigh-wm-01 v ‘ °

United States
of America

Figure 47: Site view

:
Use the = to the left of the screen to manually zoom in or out in the ExtremelLocation Maps
screen.
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4 Select the site of interest.

The Site Information dialog opens.

BANGOR

Today's visits (till Mar 26
m 232

02:28:56 EDT
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M ® WA e

Toronto V [

Figure 48: Site Information

From the dialog, select one of the following links:

¢ Floors - Displays the default floor map for this site. See Client View on page 78.
¢ Dashboard - Displays the default dashboard for this site. See The Extremel ocation Dashboard on

page 20.

Common Tools

The Floor Map view provides a set of tools to setup and manage a floor on a site.

‘ o Site - raleigh-wm-01 Floor: Block-3B-Floor-2-\ +

&
Client

=

i ~
AP Heatmap OpEEly III L4

Region @

o
Crowding

Figure 49:

The following tools are available in the Floor Map view:

€

Site : Bentoville

Floor: Block-3B-Floor-2-\

&
Client

Extremelocation User Guide

Select this icon to go back to the Maps screen.

This area displays the current site's name.

Use the Floor drop-down to select the floor on the site.
Use the * icon to add a new floor.

Select this icon to display the Client View. Use this to
view client activity and other related data.

y
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= Select this icon to display the access point View. Use this
AP view to manage access points, regions, and categories
for this floor.
¢ Select this icon to display a heat map for this floor. Use
Heatmap the heat map of activities on the floor.
{:} Select this icon to display the crowding events. Use this
Crowding view to manage crowding events on this floor that need
immediate attention.
Use the Opacity slider to set the opacity of the Floor
Opacity ] | Map.
Select this switch to show or hide the region boxes on
Region ( the floor map.
= Use this icon to manually refresh the data being
7 displayed.
Add a Site

Sites are locations that are monitored using the ExtremelLocation system. A site is a physical area such
as a store, hotel or a hospital or a venue such as a shopping mall or airport for which you capture
locationing data. A typical site is made up of one or more floors which are further devided into logical
areas or zones. Zones or categories are used to logically separate the floor for ease of locationing and
visitor tracking.

For each floor in a site, you must upload a floor map if you want to use the zone or position tracking
feature. You need not upload a floor map if you want to use the presence feature only. Use the floor
map to accurately mark the locations of the access points installed on the floor. The access points
gather the location data for all visitors to the floor and this information is used along with the mapped
zones or categories to accurately track visits and visitors to the floor and to each zone on the floor.

To create a new Site:
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1 Select Maps from the main menu.

The Maps screen appears.
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Figure 50: Maps Screen

Use o located to the right side of the screen to add a new site to this Extremelocation account.
The following dialog displays.
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Site/Site Group x

Site  Site Group

Name*:

Description:

Location™

Time Zone*:

Map to Site groups:

Cancel

Figure 51: New Site Dialog

3
Use the blinking @ site placement icon located at the center of the Maps screen to accurately
place the site on the displayed map.
Drag the site placement icon to a location nearest to the actual location on the map. Use the map's
zoom control and drag feature to place the icon at the site's exact geo-location on the map.
The exact location coordinates (latitude and longitude) and the time zone for the location are
populated in the dialog.

4 Provide the following information for creating the new site.

Name Provide a name for this site. The site's name should be descriptive such that identifying the
site among similar sites becomes easier. This is a mandatory field.

Description Provide a brief description about the site. The information in this field should describe the
site in more detail than the name.

Location - lat Displays the exact latitude of the location of the blue site placement icon. You can also
enter a latitude value in this field to move the site placement icon to the specified location.

Location - lon Displays the exact longitude of the location of the blue site placement icon. You can also
enter a longitude value in this field to move the site placement icon to the specified
location.
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Time Zone Use this field to set the time zone for the location. When a site is located using the site
placement icon, this field is automatically populated with the correct time zone for the
location. You can also use the drop-down list to select the correct time zone for this
location. This is a mandatory field.

Map to Site Use the drop-down list and select the Site Group to assign this to this site. Site groups are a
Group logical grouping of sites that share some similar characteristics. Assigning a Site Group is
not mandatory. For more information on Site Group, see Add a Site Group on page 59.

5 Select the License label to expand it. Use the Allocated on Site spinner control to set the number of
licenses allocated for use at this site.

The Allocated on Site control sets the number of licenses allocated and available for use at this site.

License

Allocated on Site:

0

TS

Number of APs:

Available in Pool: 10 out of 10

Figure 52: Assign License

The area displays the following information:

Allocated on Site Use the spinner control to set the number of access point licenses to be assigned to this site.

Note
e You cannot assign more licenses than those available for use. The number of
available licenses is displayed in the Available in Pool field.

Number of APs  Displays the number of access points assigned to this site.

Available in Pool Displays the number of licenses available for assignment. It also displays the total number of
licenses available for this Extremel.ocation account.

The total number of Used and Available licenses are also displayed alongside the Allocated field.

When a license is assigned to the site, it reduces the total number of licenses available for use for
this Extremelocation account. The number of licenses that can be allocated to this site cannot
exceed the total number of licenses available with this ExtremelLocation account.

Each access point added to the site consumes one license and is reflected in the Used field.
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6 Select the AP Placement label to expand it.

The AP Placement control assigns access points to the site using their MAC addresses.

Note
When adding MAC addresses of ExtremeWireless access points with two LAN ports, add
the MAC address of the LAN port marked as ‘Lan 1. The following ExtremeWireless access

E e points have two LAN ports.
1 J o AP3917

e AP3935

o AP3965

Use the Upload CSV File type control to upload a list of Access Points to be assigned to this site.
The list of assigned access points must be placed in a Comma Separated Value (CSV) file before
uploading to the site.

Selecting the Click here for Sample CSV downloads a . csv file that can be used as a template for
the file containing the list of access point MAC Addresses to be assigned to this site. Use the Browse
button to navigate to the . csv file on the local PC.

AP Placement

Browse

Click here for Sample C5V

Figure 53: AP Placement

To assign a single access point to a site, use the . csv file as a template to enter the MAC address of
the access point and upload the . csv file.

7 Select the Save button to save and create the new site.
At any point of time, select the Cancel button to exit without creating the site.

The new site is created with the information provided in this dialog. The site becomes available for
use immediately.
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8 Use the Maps view to locate your new site and select it.

The site's information is displayed as a pop-up dialog.

BANGOR

m Today's visits (till Mar 26
02:28:56 EDT)

m Yesterday's visits (till Mar
25 02:28:56 EDT)

232

83

8L Yesterday's total visits 157

179%

— o

Taronto

Floors | Dashboard

. v '\I..J«’Fw T —

Figure 54: Site Information Pop-up

The next step is to add a floor to the site. To add a new floor, see Add a Floor on page 64.

Add a Site Group

Use Site Groups to logically group similar sites as a single unit for ease of use when viewing or
comparing the performance of this logical grouping of sites with other similar logical groupings.

For example, if you want to compare the performance of one group of sites, say, those on the eastern
part, with, say, those on the western part, it is easy to create two groups "East Coast” and "West Coast”
with the individual sites grouped under them. You can then use these site groups to compare

performances between the these sites.
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1 Select Maps from the main menu.

The Maps screen appears.
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Figure 55: Maps Screen

Use o located to the right side of the screen to add a new site to this Extremelocation account.
The following dialog displays.
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Site/Site Group

Site  Site Group

Name*:

Description:

Location™

Time Zone*:

Map to Site groups:

License

AP Placement

Cancel

Figure 56: New Site Dialog
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3 Select Site Group.
The following dialog appears:

Site/Site Group x

Site  Site Group

MName*:

Description:

Parent: v
Add Sites: v

Cancel

Figure 57: Site Group Dialog

4 Provide the following information for creating the new site group.

Name Provide a name for this site group. The site group’s name should be descriptive such that the
name identifies the basic criteria on which the sites are grouped. For example, the name can be
"East Coast" for all sites in the east coast or could be "Single Floor" for all sites that have only one
floor. This is a mandatory field.

Description Provide a brief description about the site group. The information in this field should describe the
site group in more detail than its name.

Parent Use this drop-down list to select a parent site group for this site group. Use this field to establish a
hierarchy of site groups.

Add Sites  Use this drop-down list to add sites to this site group.
5 Select the Save button to save and create the new site.
At any point of time, select the Cancel button to exit without creating the site group.

The new site group is created with the information provided in this dialog. The site group becomes
available for use immediately.

Delete a Site or Site Group

To delete an existing site from an Extremelocation account:
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1 Select Maps from the main menu.

The Maps screen appears.
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Figure 58: Maps Screen

2 Select the Sites drop-down list to expand it.

The Sites drop-down list expands to display the sites and site groups configured for this
Extremelocation account.

Al - |+
é Central America |

@. East Coast & ™

@. West Coast F @

/S Chicago & ™

/S Kansas City |

/¥ Portland & ™

/S Los Angles & W

/S Charlotte £ & _

Figure 59: Sites List
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3 Select the Trash icon next to the name of the site or the site group that you want to delete.

A confirmation dialog appears.

Delete Site?

9 Are you sure?
-

Figure 60: Delete Site dialog

4 Select Yes to delete the site or the site group. Select No to exit without deleting the site or site
group.
When Yes is selected, the site or the site group is immediately deleted.

Note
E When a site group is deleted, the sites that were grouped under the site group are not
deleted.

Add a Floor

A Floor is a physical division on the site. A site must have one floor and can have multiple floors.
Optionally, you can assign each floor on the site a floor map. Floor map is not required if you only
require presence information. Floor map is required for zone and position tracking. This information is
then used by Extremelocation to provide locationing and other services.

1 Select the Floors link on the pop-up.
The Maps screen displays any floor that is already configured for this site.

=
e Site - atlanta-wps-01 Floor atl-01-f-01 v o+ CI;nI AP Hea%map Cmﬁdin( Reginn. Opacity m o

Device Preferences »

— B Device Locate

@ current O Historical

XXX XX

mainconf;

& Assels(3) & Associales(2) & Visilors(aT) Clear e

Figure 61: Floor Map
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If no floors are configured, the Maps screen displays the following.

Figure 62: No Floors Configured

O site: avanta-wps-01 + Region Opacity |

There are no floors present for the selected site.Please add a floor.

o

2
When the site has floors, use the * icon located to the left of the Floors drop-down list to add a
new floor.
e Site : raleigh-wm-01 Floor: Block-3B-Floor-2-\ +

Figure 63: Add Floors Button

If the site has no floors, use the * icon to add a floor or you can use the big green circle on the
screen to add the new floor.

The Add Floor dialog appears.
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Add Floor x

Name *:

Select Floor Map™*

Cancel Upload

Figure 64: Add Floor Dialog

3 Use the Name field to provide a name for this floor. The floor’'s name should be descriptive such that
identifying the floor among other floors in the site becomes easier. This is a mandatory field.

4 Select the Select Floor Map label to add a floor map to be associated with this floor. You cannot add
a floor without adding its floor map. This is a mandatory action.

The Operating System's File Open dialog appears. Use this dialog to navigate to the image file
containing the floor's map and add it. A thumbnail of the floor map is added to the dialog.

Add Floor x
Name*: ‘ atl-01-f-01|
* _ﬂ. _ﬂ _ﬁ | = = _ x
== G | RS
t 1 =
K

IS

T M Jr o Jl
=4 A

Cancel Upload

Figure 65: Floor Map Loaded

You can use the small 'x' located next to the thumbnail image to remove the floor map image from
this dialog.
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5 Select the Upload button to upload the floor map and create the new floor.
At any point of time, select the Cancel button to exit without creating the floor.

The new floor is created with the information provided in this dialog. The floor reloads and the
following screen appears.

I Extreme

3 site aantaups ol Floor k01101 - o+ 5 fegian Cpacity m

- Scale Floor

Saop 1 Clck ‘Draw Bourdny’ buttan io
Beqin arawing the edemal boundasy far
your ficor, Double-Cick when you'ne
frishen

Deaw Boundry Clear Boundry

S%ep ZPlease ok on the Scae bution
andl I & drinw v o e AG4F ap
and enfer the accurate distance batwesn
seeried ponts

Figure 66: Scale Image Screen

6 Inthe Scale Floor dialog, select Draw Boundary. (The area within the boundary is used to determine
device location.) To anchor the beginning of the boundary line, click a corner of the outside
boundary. Click each corner to anchor the line. The drawing line zigzags across the image as you
anchor each corner. When you reach the last corner (which is also your starting point), double-click
the last corner to disable the pen tool.

The entire outside boundary is drawn and the Scale button is enabled.

E Note
0 If you make a mistake, select Clear Boundary to remove the entire boundary and start
over.

7 Select Scale. Choose two points on the floor map for which you know the actual physical distance.
Click on the first point and drag your pointer to the other point.

F Note
0 Proper scaling is fundamental to the accuracy of the location data for this site. Verify that
the scaling information is as accurate as possible.

A line is drawn on the map between the two points.
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8 Enter the physical distance value in the Scale Floor dialog.

Scale Floor

finished.

selected points

equals

Scale 93.00000

Meters

-

o

Step 1:Click 'Draw Boundry' button to
begin drawing the external boundary for
your floor. Double-click when you're

Draw Boundry Clear Boundry

Step 2:Please click on the Scale button
and then a draw line on the floor map
and enter the accurate distance between

px

Figure 67: Add Scaling

9 Select the Save button.

The dialog briefly displays the scaling factor. The scaling factor is also displayed at the bottom left of

the Floors screen.

= L] &
O ste atanta-wps-01 Floor alk01-1-01 * Clﬁm P Healmap Gm‘:’mng

————— 5
-] % ~ . aml = - M

&) ) ] | D =
= s g oo I
-  E E I - ‘;4
i ] i

|_.f:$ A0} Iﬂ Assets(0) I_:':’:- Associates(l) J& Visitors{0) _‘I,

Region @ Opacity m

Device Preferences

2 Device Locate

® current O Historical

Clear

~
"

3

Figure 68: New Floor

Maps - Delete a Floor

To delete an existing floor from a site:
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1 Select Maps from the main menu.

The Maps screen appears.
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Figure 69: Maps Screen

2 Use the Map view to locate your site and select it.

The site's information is displayed as a pop-up dialog.

BANGOR
Today's visits (till Mar 26
wmoeY 232
02:28:56 IIEDT.}. | 179%
" Yesterday's visits (till Mar 83

 2502:28:56 EDT)
ML Yesterday's total visits 157

Floors | Dashboard

-‘\l — 1] r v I\ _.,.1'_,1_.\_,_ ¥?—

Toronto

Figure 70: Site Information Dialog
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3 Select the Floors link on the pop-up.
The Maps screen displays any floor that is already configured for this site.

=
o Site - atlanta-wps-01 Floor atl-01-f-01 v o+ Clzm AP Hea%map Cmﬁdim Reginn‘ Opacity m
Device Preferences

S Device Locate

@ current O Historical

mainconf; XXXKRK XK XKXK

Q

‘ lobby

& Assels(3) & Associales(2) 4 Visilors(3T) Clear

Figure 71: Floor Map

4 Select the Floors drop-down to expand it.
The list expands to display the available floors for this site.

Floor) Block-3B-Floor-2-\ -

v |Block-3B-Floor-

2-Wing-Left

[

Figure 72: Floor List

5 Select the Trash icon next to the floor name that you want to delete.
A confirmation dialog appears.

Delete Floor?

9 Are you sure?
B -

6 Select Yes to delete the floor. Select No to exit without deleting the floor.

When Yes is selected, the floor is immediately deleted.

ExtremelLocation User Guide / 70

Apply




Map View

Add an Access Point

Access points provide the infrastructure for Extremelocation service. ExtremelLocation uses the access
point's radio’s sensor capability to provide the locationing and tracking services within its service area.
Access points must be added to a site's floor for viewing the visits and heat map for the floor.

To add an access point to the floor:

Select AP [fromthel Sl " "=me Covmfygo)bar,
The following screen appears.
o Site - atlanta-wps-01 Floor atl-01-f-01 v o+ Clam : Hsa%map Cmﬁ)ding Region‘ Opacity m =

Floor Preferences »

Access Points ———————— e

X6 XX XXX XX XK
i 3 MAC
maincont
R ® 7467792 14:4d x
® 746747921150 x
‘e 84:248d 1b7a 94 x
Mac: T467-T:9a:14:4d
Category: A
Zone Threshold:  -60 Clear
Reset Save
Regions —————————— &
Category ———————————————— &»

Figure 73: Maps Screen - Add Access Point

By default, the Floor Preferences area displays the Access Points assigned to this site.

2 From the list of access points, select an unplaced access point and drag it to its location on the floor
map.

L]
An unplaced access point can be identified by the = icon and will also have a Trash icon alongside
it. Use the Trash icon to remove this access point from the list. Trashed access points will be available
for re-deployment across all the sites for this Extremel.ocation account.

vl!.
An access point placed on the floor map is identified by the icon and will have a small 'x" icon

alongside it. Use the 'x’ icon to remove the access point. This access point can then be re-deployed
to an another floor of this site.

Caution

When re-deploying an access point, please note that all previous analytics data will be lost
— and cannot be recovered.
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You can also select and drag an access point to a re-locate it to a different location on the floor.

Note
When an access point is placed on a floor map and is unable to contact the

L J Extremel.ocation server, its icon changes to I . For more information on the various
states that an access point can be in, see Access Point Status [cons in Map View on page
77

3 Set the Category to which this access point belongs. Use the drop-down list to select the
appropriate category. Multiple categories cannot be selected.

Any data sent by this access point is tagged with this category.

You can create a new category by selecting the ° button next to the Category list.

Create Category

Category Name

Threshold - Visitors per Associate

10 < -1

Cancel Save

Figure 74: Create Category Dialog

Provide a name for the new category in the text box.
4 Set the Threshold - Visitors per Associate value for triggering the crowding feature.

This value is the threshold of number of visitors to the number of associates above which a
Crowding event is triggered. In this example, if the ratio of 10 visitors per associate is exceeded, a
Crowding event is triggered.

For more information, see Crowding View on page 84

5 Select Save to apply the changes made to the Category and Zone Threshold fields and apply these
values to the access point.

At any point, use Reset to reset the values in the Category and Zone Threshold fields to their
previous values.

Add a Region

Regions are locations on map that identify an area on a floor. For example, in a shop, the cosmetics aisle
can be marked with the region 'Cosmetics'. Similarly, in an office, the area where the Accounts team is
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located can be marked with the region 'Accounts’. This segregation of the floor into logical regions
enable you to get an idea of the visits in that particular region of the floor.

To create a region:

1 a = *

Select the % | button from the | #%  feam  cownafyqh)hhar.

The following screen appears.

& = e < .
o Site - atlanta-wps-01 Floor atl-01-f-01 - + Client AP Heatmap  Crowding Region ‘ QOpacity ]Il c
Floor Preferences »
Access Poinfs ———————————————— ==
‘ 2O XXX XX XX ‘
" = |
mainconf
® 7467792 144d x
® 74677921150 x
«®  84248d1b7a 94 x
= 7467 7.d1b010 o
=* 74677506405 o
Zone Threshold: Clear
Reset Save
Regions —————— &»
Category ————— &4

Figure 75: Maps Screen - Access Point Screen

By default the Floor Preferences dialog displays the access points assigned to this site.
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2 Select the Regions label to expand it.

Floor Preferences »
Access Points s
Regions -
Region
@® by
finance i
@  mainconf 1=
®  workstns |
. execrooms il =

New Region

Category: Common v

Reset Save

Category L o

Figure 76: Regions Pane

The Regions pane displays a list of configured regions for this floor map. Select a region in the list to
identify it on the floor map. The selected region is highlighted on the floor map with a thick border

around it.
3 Select the New Region button to add a new region.

The Region Name text box is enabled.
4 Enter a valid Region name.
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5 Use the Color control to select a unique color for this region.

Selecting an unique color enables you to quickly identify a region in a floor with multiple regions.

The following dialog appears.
k I =5 | [ | (5 o}

E: ]
OK
HEX R G B 4 5 A
by i arc ace 0 &0 100 100 100 Cancel
T Falfe P s (= L Le] L LR W e

Figure 77: Region Color Picker

Set the HEX, RGB, or the HSVA parameters to define your color. In this dialog, setting any value
changes the values in the other fields to reflect the same color in their respective notations.

_.-"_"-1 Attention

;& 3 The"ALPHA" channelis not used when defining a region'’s color.

Select OK to set the selected color as the region's color. At any time, select Cancel to exit without
setting the color.

The selected color is set as the region's color.

6 Select the region's Category using the drop-down list. When set, this category value has precedence
over the category set on the access points that are placed in this region.

Use the ° button to add a new category if it does not exist.
7 Draw a rectangular area on the floor map to mark the region.

A region is created and placed on the floor map.
8 Select Save to save the new region.
At any time select Reset to exit without creating a new region.

Delete Region

To delete a region:
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1 Select the Regions label to expand it.

Floor Preferences

Access Points s
Regions -
Region
@® by
finance L]
@  mainconf 1=
®  workstns |
@® execrooms o

New Region

Category: Common v

Reset Save

Category L o

Figure 78: Regions Pane

The Regions pane displays a list of configured regions for this floor map. Select a region in the list to
identify it on the floor map. The selected region is highlighted on the floor map with a thick border

around it.
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2 Select the Trash icon next to the region’'s name to delete it.

A confirmation dialog appears.

Delete Region?

9 Are you sure?

Yes

Mo

3 Select Yes to delete the region. Select No to exit without deleting the region.

When Yes is selected, the region is immediately deleted and is removed from the Regions area.

Access Point Status Icons in Map View

Extremelocation can display the live status of the access points added to an user account. Generally,

access points can be in the following states:

placed / These states indicate the placement status of the access point with respect to the floor map.
unplaced The access point is considered placed when its icon is seen on the floor map. Otherwise the

access point is considered unplaced.

active / inactive  The access point is considered active if it can be seen by the ExtremeLocation system and
Extremelocation can communicate with the access point. Otherwise the access point is

considered inactive.

selected / not-  When the access point's icon is selected by clicking on the icon, it is considered as selected.

selected Otherwise it is considered not-selected.

The access point can be in any combination of the above three (3) general states.

Refer to the following table to understand the different states an access point can be in.

- placed active access point

placed inactive access point

'.

placed active selected access point

placed inactive selected access point

unplaced active access point

unplaced inactive access point
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Client View

The Client View screen displays a map of all clients visible for the floor. Use this screen and its controls
to filter and view the different client types (Assets, Associates, and Visitor) for this floor on a site.

To view client details:

1 Refer to topic Common Tools on page 53 for information on the common tools available for use in
the Maps screens.
Select the Floors link to display the Floor View.
From the Device Preferences area, use the Device Locate area to locate a specific device.

Set the following values:

Current Select this option to find and display current information about a particular device using its MAC
address.
Device Preferences »

Device Locate

(®) current () Historical
Clear Apphy
Locate - Select this option to find and display information about a particular device's visit history by

Historical  providing its MAC address, the date of interest, and the time range of interest.
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Device Preferences

Device Locate

() current () Historical
03/21/2018 —
07:00 b 08:00 b
Clear Apply

4 Use the Device Classification toolbar at the bottom left of the map view to select the device types

to display.

Rl B Assets(19) 5 Associates(0) & Visitors(37)

Figure 79: Device Classification Toolbar

By default, the Floors view displays all the devices seen on the floor. The Device Classification

toolbar enables you to quickly filter to the devices category you are interested in.

Asset
Associates
Visitors

All

The screen refreshes to display the data for the selected device classification.

Select this option to show only the devices marked or classified as Assets.
Select this option to show only the devices marked or classified as Associates.

Select this option to show only the devices marked or classified as Visitors.

Select this option to show all the devices.
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& e (] < 3
o Site - atlanta-wps-01 Floor atl-01-f-01 v o+ Client AP Heatmap  Crowding Region ‘ Opacity m =
Floor Preferences »
Access Points ———————— e
‘ XX XK XKXX KK XX ‘
mainconf;

Zone Threshold l:l Clear
Reset Save

Regions ———— &

& Assets(3) (2 Associates(2) 2 Visitors(37) Category ————————————————— &

Figure 80: Client View - Visitors Only
5 Select Current from the user interface and provide the MAC address of the device of interest in the
text box. Select Apply to fetch the data for the device.

The screen refreshes to display data for the selected MAC address, with the specified device marked
on the floor map.

=T

Q site: atlanta-wps-01 Floor afl-01-£.01 v o+ m@m rd Heafmp Cmfv’dim Region @) Opacity m o
Device Preferences »
B Device Locate
@ Current O Historical
‘ 24:77:03:2a:9c:5¢ * i
& Assels(d) 42 Associales(2) & VISIOrS(37) @=r E

Figure 81: Locate Device Using MAC Address

At any time, select Clear to clear the search results.
6 Select Historical from the user interface to display historical data for a device. Once done, select
Apply to fetch the data for the device.

Provide the following additional parameters:

Date Use the calendar control to select the date to fetch the data for.
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Time From  Use the drop-down list to select the hour from which data should be fetched for the date
specified in Date field. You can edit the minutes for this field by typing the value.

Time Till Use the drop-down list to select the hour till which data should be fetched for the date
specified in Date field. You can edit the minutes for this field by typing the value.

MAC Address Enter the MAC Address of the device of interest.

The screen refreshes to display data for the selected MAC address, with the specified device marked
on the floor map.

=
Q@ e atlantawps 01 Floor afl-01-£:01 - T A Regon @)  Opacty o
Device Preferences »
— B Device Locate
O current @ Historical
mainconf; 03/23/2018 ®
18:00 - 19:.00 -
6c:72:e7:a0'53:0b
& Assets(d) 4% Associates(2) 42 Visitors(37) f— E

Figure 82: Historical Device Data Using MAC Address

At any time, select Clear to clear the search results.

Heatmap View

The Heat Map view displays a visual representation of device activity on the floor using color gradation
indicating areas with heavy activity to areas of low or no activity.

To view the heat map:
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1 Select Maps from the main menu.

The Maps screen appears.
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Figure 83: Maps Screen

2 Use the Map view to locate your site and select it.

The site's information is displayed as a pop-up dialog.

BANGOR
Today's visits (till Mar 26
wmoeY 232
02:28:56 IIEDT.}. | 179%
" Yesterday's visits (till Mar 83

 2502:28:56 EDT)
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Toronto

Figure 84: Site Information Dialog

ExtremelLocation User Guide / 82



Map View

3 Select the Floors link on the pop-up dialog.

The Maps screen displays the floor that is configured as the default floor for this site. The default
floor is identified by a dark star next to its name in the Floor drop-down list.

5
o Site - atlanta-wps-01 Floor atl-01-f-01 v o+ Clénl AP Hea%map Cmﬁd\n( Region @ Opacity m o
Device Preferences »
B Device Locate
@ current O Historical
XXKXKIKXK XX
S workst
@Q @o @0 @o @‘: glf
00
 rfinance
ol o
* = =
2 & Assels(3) 4% Associates(2) & Visitors(37) Clear Apply
Figure 85: Floor Map
N
- Client AP Heatmap  Crowding
Select [teamae | from the toolbar.
The following heat map screen appears.
a = e - ~
o Site : atlanta-wps-01 Floor atl-01-f-01 v o+ Client AP Heatmap  Crowding Region @ Opacity m =
Heatmap »
Live/Historical () Live O Historical
Device Type: | Visitor -
Data Type: (® Client Density
O Visit Duration
O 3
o 18 36 55 73 91 cony
Current: Visitor | Client Density

Figure 86: Maps Screen - Heatmap

By default the Heatmap area displays the Live Client Density heatmap for Visitors. The heatmap is
color graded in the range of colors BLUE to RED where the color BLUE indicates no visitors and the
color RED indicates maximum density of visitors.

5 From the Heatmap area, select the criteria to display the heatmap data.

Configure the following top level parameters to view the heatmaps:
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Live Select this option to display the live heatmap on the screen. Use the Device Type and Data Type
fields to fetch the required data for the heatmap.

Historical Select this option to display the historical heatmap on the screen. Use the Date, Device Type and
Data Type fields to fetch the required data for the heatmap.

6 Select Live option to display the live data on the heatmap.
The Heatmap screen displays the Visitors > Client Density data by default.
Configure these additional parameters to customize the data to display on this screen:

Device Type Lists the device type to show on the heatmap. Select the appropriate device type from the drop-
down list.

Data Type  Select the appropriate option to one of the two available data types.
Client Density ~ Select this option to view client density data for the selected Device Type.

Visit Duration  Select this option to view visit duration data for the selected Device Type.

7 Select Historical option to display historical data on the heatmap.

The Heatmap screen displays the Visitors > Client Density data by default for the previous day.
Previous day is one day before today.

Configure these additional parameters to customize the data to display on this screen:

Date Use the calendar control to set the date for which to display historical data.

o

Note
‘ 0 J Historical data is available for one eighty days (180) days before today.

Device Type Lists the device type to show on the heatmap. Select the appropriate device type from the drop-
down list.

Data Type  Set the data type value to one of the two available options.

Client Density ~ Select this option to view client density data for the selected Device Type.

Visit Duration  Select this option to view visit duration data for the selected Device Type.
8 Select Apply to fetch the data for the defined criteria.
Use the button to export the heatmap as a Portable Document Format (PDF) file.

The Heatmap screen displays hourly maps for this floor from 00:00 hours till 23:59 hours for the
selected day. This will be repeated till you exit the screen or change the parameters and select Apply
again.

Crowding View

The Crowding View shows a visualization of crowding events by region on a floor plan. Crowding events
occur when the number of visitors to associate ratio is exceeded.

. Note
‘ 0 J These real-time events are categorized and can be configured under the Settings menu.

To access the Crowding View:
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1 Select Maps from the main menu.

The Maps screen appears.
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Figure 87: Maps Screen

2 Use the Map view to locate your site and select it.

The site's information is displayed as a pop-up dialog.

BANGOR
Today's visits (till Mar 26
wmoeY 232
02:28:56 IIEDT.}. | 179%
" Yesterday's visits (till Mar 83

 2502:28:56 EDT)
ML Yesterday's total visits 157

Floors | Dashboard

-‘\l — 1] r v I\ _.,.1'_,1_.\_,_ ¥?—

Toronto

Figure 88: Site Information Dialog
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3 Select the Floors link on the pop-up dialog.

The Maps screen displays the floor that is configured as the default floor for this site. The default
floor is identified by a dark star next to its name in the Floor drop-down list.

=
e Site : atlanta-wps-01 Floor atl-01-f-01 v o+ CI;nI AP Hea%map Cmﬁdin( Reginn- Opacity m o

Device Preferences »

B Device Locate

@ Current O Historical

‘ XXHHXHIONNHK

& Assels(3) & Associales(2) & Visilors(aT) Clear e

Figure 89: Floor Map

4 £
Crowding

Select

from the toolbar on the top right.

The Crowding Events screen displays and the floor plan and highlights the zones that have crowding
events.

>
o Site - atlanta-wps-01 Floor atl-01-f-01 v o+ Clant AP Hea%map Cm:?dm( Region‘ Opacity m =

Crowding Event »

Category Na. ‘ Visitors per - ‘ Triggered |

lobby 31 ® 10
workstns 101
lobby 10:1
workstns 101

execs 101

Figure 90: Crowding Events on Floor
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The Devices screen displays a log of all devices seen in a selected site. Information can be filtered based
on search criteria to display the data of interest.

The available options are:

¢ Live Data - Displays live location data for devices identified in the selected site.
¢ Historical Data - Displays the location data for a period and information type selected by the user.

Devices - Site Live Data

This screen displays the live location data from the selected site.

1 Select a site from the Site drop-down list.
The screen refreshes to display the location data for this site.

I= Extreme

site: miami-stad-01 v | @tve O Historical

o Search Records: 0 Lz

S Client MAC Device Type Floor Name Category Site Enter Time Category Enter Time Actions

= acee:Se:7bb8:75 VISITOR 2018-04-01 22:22:42 4

) a08:95:41:43:9¢ VISITOR 2018-04-0122:22:13 &

& 80:62:b0-fe:0f 44 VISITOR 2018-04-01 22:22:25 4
GeibT:A9:5c-fte6 VISITOR 2018-04-0122:22:28 &
34f3:9aet:bedc VISITOR 2018-04-01 22:22:30 4
00:08:22:80:01:f0 VISITOR 2018-04-01 2222:31 &
94:44:Tarbe:14:3f VISITOR 2018-04-01 22:22:31 4
00:08:22:e4:01:f0 VISITOR 2018-04-0122:22:43 &
70:4d:7b:20:28:32 VISITOR 2018-04-01 22:23:09 4
3c:aif445:c8e8 VISITOR 2018-04-01 23:00:43 &
40:0:267e:813 VISITOR 2018-04-01 23:00:43 4
58:94:6b:66:25:¢0 VISITOR 2018-04-01 23:00:43 &
5:93:32:86:c7:39 VISITOR 2018-04-01 23:00:43 4
TAGTAT:84:00:70 ASSET 2018-04-01 23:00:43 &
746772720 ASSET 2018-04-01 23:00:43 4
84:24:80:42:24:10 ASSET 2018-04-01 23:00:43 &

e 84:24:80:46:2:20 ASSET 2018-04-01 23:00:43 V4

Figure 91: Live Location Data for a Site
2 If the Live option is not selected, select it. Live is the default option for this screen.
3 Review the data displayed on this screen to look for devices and activities of interest.

Client MAC This field displays the Client device's MAC address.

Device Type This field displays the device type. This is the classification of the identified device.
Devices can be classified as one of Vi si t or, Asset,or Associ at e.

Floor Name This field displays the floor on which the device was identified.
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Category

This field displays the area where this device was identified or seen. A category is a user

defined part of a site that logically divides the site based on the usage of the area. For
example, "Warehouse", "Lobby", "Canteen" or similar.

Site Enter Time

Category Enter
Time

4 Use the Search field to filter to data of interest. Enter a search string in this field.

Search terms are not case sensitive.

This field displays the time the identified device was first seen and identified on this site.

This field displays the time the identified device was first seen in a category.

The displayed data is automatically sorted based on the search string. The search string is also

highlighted wherever found in the displayed data.

Site: miami-stad-01 v  @Lve O Historical

Search = 84:24:8d'96:26 Records: 3

Client MAC Device Type Floor Name: Category

Site Enter Time

Category Enter Time

&

Actions

P 0 ASSET
PR 0

IR )

ASSET

ASSET

Figure 92: Search Function

Use the ¢
The Update Device Type window displays

2018-04-03 17:52:00

2018-04-03 18:16:33

2018-04-03 21:18:55

Device Update

UPDATE DEVICE TYPE

0d:9d:67.caefd3

() VISITOR () assoclaTE () ASSET

Cancel

Update

Figure 93: Update Device Type screen

Select the appropriate Device Type using the available options in this screen.

#
£
&£

in the Actions column to edit the device's automatic device type classification.

Once done, select the Update button to update the device's device type classification. At any time,
select the Cancel button to exit without modifying the automatic device type classification.

Occasionally use button to refresh data.

The data in this screen does not refresh automatically. The screen has to be manually refreshed to

view the latest data.
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Usethe ~ button to download the list of devices to your local PCasa. csv (comma separated
value) file.

Devices - Site Historical Data

This screen displays the historical location data from the selected site. You can use the parameters to
filter data.

1 Select a site from the Site drop-down list.

The screen refreshes to display the Live location data for this site.

=

site miami-stad-01 v | @Lve O Historical

@ Search Records: 0 & <

e Client MAC Device Type Floor Name Category Site Enter Time Category Enter Time Actions

= aceeSeThba 75 VISITOR 2018-04-01 222212 s

; a0:f3:95:41:43.9e VISITOR 2018-04-0122:22:13 &

o 80-6ab0-fe:0f 44 VISITOR 2018-04-01 222225 s
6c:b7:49:5c:ff.e6 VISITOR 2018-04-0122:22:28 &
3439aetbeds VISITOR 20168-04-01 222230 s
00:08:22:30:b1:fb VISITOR 2018-04-0122:22:31 &
94147abe 14:3 VISITOR 2016-04-01 222231 s
00:08:22-e4:b1:fo VISITOR 2018-04-0122:22:43 &
70447202832 VISITOR 20168-04-01 222308 s
3cia0:fad5c8cd VISITOR 2018-04-01 23:00:43 &
4010276813 VISITOR 2016-04-0123:0043 s
56:94:6b:66:a5:e0 VISITOR 2018-04-01 23:00:43 &
56:93:a2:66:67-39 VISITOR 2016-04-0123:0043 s
T4:67.f7:84:c0.70 ASSET 2018-04-01 23:00:43 &
746T7-d2Taf0 ASSET 2016-04-0123:0043 s
84:24:80:42:2d:10 ASSET 2018-04-01 23:00:43 &

e 842484462620 ASSET 2016-04-0123:0043 s

Figure 94: Location Data for a Site

2 If the Historical option is not selected, select it.

The user interface changes to display more fields to refine the historical data.

Site: miami-stad-01 v OLive @Historical Date: 04/03/2018 E By.  Site Visit v Show

Figure 95: Historical Data Filter Fields

3 Use the calendar control to set the Date to filter historical data. The default value for this field is one
day less than the current date. You can display data for the last thirty (30) days from today.

4 Use the By drop-down list to classify by either Site Visit orCategory Visit.
The screen refreshes to show the location data classified as follows:
¢ Site Visit - Displays the location data for all the devices monitored at the site.
e (Category Visit - Displays the location data for all devices monitored at the site and shows the
category last visited by each device.
5 SelectSite Visit fromthe By drop-down list.

Review the data displayed on this screen to look for devices and activities of interest.
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Site: miami-stad-01 - OLive (@ Historical Date:  04/03/2018 E By: Site Visit
Search Records: 3021 & o
Client MAC Device Type Visit TYDE First Seen Time Last Seen Time
6crap:31:49:34’e1 VISITOR Inside Engaged 2018-04-03 15:04.49 2018-04-03 17:51:29 \:I
04:b1:67.c2:e5:73 VISITOR Inside Engaged 2018-04-03 15:04.49 2018-04-03 18:32:51
34:f3:9a:e1:-be:dc VISITOR Inside Engaged 2018-04-03 15:04:49 2018-04-03 19:36:48
74:e5:19:12:cb:37 VISITOR Inside Engaged 2018-04-03 15:04.49 2018-04-03 20:18:51
48:51:b7:b1:17.39 VISITOR Inside Engaged 2018-04-03 15:04:50 2018-04-03 17:45.42
64:80:99:19:d0:35 VISITOR Inside Engaged 2018-04-03 15:04:50 2018-04-03 20:02:30
bC:213d:35:1e70 VISITOR Inside Engaged 2018-04-03 15:04:50 2018-04-03 20:07:08
04:65:9c:a6:83:¢1 VISITOR Inside Engaged 2018-04-03 15:04:50 2018-04-03 20:34:59
94:65:9c:a6:82:8b VISITOR Inside Engaged 2018-04-03 15:04:50 2018-04-03 20:41:05
64:cci2e16:04¢3 VISITOR Inside Engaged 2018-04-03 15:04:50 2018-04-03 21:09:29
34:f3:0a:dd-80:83 VISITOR Inside Engaged 2018-04-03 15:04:51 2018-04-03 17:34:10
40:4d:7fb67b:12 VISITOR Inside Engaged 2018-04-03 15:04:51 2018-04-03 17:49:59
64:80:99:19:cefl VISITOR Inside Engaged 2018-04-03 15:04:51 2018-04-03 17:55.44
8:04:¢2:8d:04:f0 VISITOR Inside Engaged 2018-04-03 15:04:51 2018-04-03 18:03:02
8:94:¢2:9b:1b:3f VISITOR Inside Engaged 2018-04-03 15:04:51 2018-04-03 18:14:23
74.e5:f0:f2cb:ad VISITOR Inside Engaged 2018-04-03 15:04:51 2016-04-03 18:21:30
Figure 96: Site Visit Data
Client MAC This field displays the Client device's MAC address.
Device Type This field displays the device type. This is the classification of the identified device. Devices
can be classified as one of Vi si t or, Asset ,or Associ at e.
Visit Type This field displays the device's visit type classification.
First Seen Time This field displays the exact time when the device was first seen in the site or in a specific
category.
Last Seen Time This field displays the exact time when the device was last seen in the site or in a specific
category.
6 Select Category Visit fromthe By drop-down list.
Review the data displayed on this screen to look for devices and activities of interest.
Site: atlanta-wps-01 v Oulve @Historical Date: 04032018 {5 By Category Visit
Search Records: 821 &
Client MAC Device Type Floor Name: Category First Seen Time Last Seen Time
1¢:4d:70:1e:48:08 VISITOR. atl-01-f-01 lobby 2018-04-03 17:30:22 2018-04-03 17:33:31 @
4c:49'e3:7fcc:13 VISITOR at-01-f-01 lobby 2018-04-03 17:30:27 2018-04-03 17:33:25
18:94:c2:80:04:10 VISITOR atl-01-i-01 execs 2018-04-03 17:30:29 2018-04-03 17:33:31
cc:0f 7a:86:32:25 VISITOR. atl-01-f-01 lobby 2018-04-03 17:30:31 2018-04-03 17:32:14
48:51:b7:b1:1d'b3 VISITOR at-01-r-01 lobby 2018-04-03 17:30:37 2018-04-03 17:33:26
94:65:9¢:a6:84:b1 VISITOR at-01-f-01 lobby 2018-04-03 17:30:54 2018-04-03 17:33.09
90:61:ae7d:31:33 VISITOR ati-01-1-01 lobby 2018-04-03 17:31:14 2018-04-03 17:33:23
34:13:9a:dd 8083 VISITOR atl-01---01 lobby 2018-04-03 17:31:29 2018-04-03 17:33:30
50:62.d5:8a.cc.47 VISITOR ati-01-f-01 worksins 2018-04-03 17:31:49 2018-04-03 17:33:18
f8:da0c:15:b5:c5 VISITOR at-01-f-01 execs 2018-04-03 17:32:05 2018-04-03 17:32:59
a4:63:c6:76:1c58 VISITOR atl-01--01 execs 2018-04-03 17:32.08 2018-04-03 17:32.09
cc.9f.7a.66:32:25 VISITOR atl-01--01 execs 2018-04-03 17:32.14 2018-04-03 17:33:26
74:e5:f9:f2:cb:as VISITOR at-01-r-01 EXeCs 2018-04-03 17:32:39 2018-04-03 17:32:39
cc9f7af6.61:87 VISITOR at-01-f-01 lobby 2018-04-03 17:32:42 2018-04-03 17:33:14
c4:d9:87:49:09:c5 VISITOR atl-01-f-01 worksins 2018-04-03 17:33.08 2018-04-03 17:33:21
88:b4:a623: 712 VISITOR at-01-1-01 lobby 2018-04-03 17:33:18 2018-04-03 17:33:20

Client MAC

This field displays the Client device's MAC address.
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Device Type This field displays the device type. This is the classification of the identified device. Devices
can be classified as one of Vi si t or , Asset , or Associ at e.

Floor Name This field displays the floor on which the device was identified.

Category This field displays the area where this device was identified or seen. A category is a user
defined part of a site that logically divides the site based on the usage of the area. For
example, "Warehouse", "Lobby", "Canteen" or similar.

First Seen Time This field displays the exact time when the device was first seen in the site or in a specific
category.

Last Seen Time This field displays the exact time when the device was last seen in the site or in a specific
category.

7 Use the Search field to filter to data of interest. Enter a search string in this field.

Search terms are not case sensitive.

The displayed data is automatically sorted based on the search string. The search string is also
highlighted wherever found in the displayed data.

site: miami-stad-01 v @ Live O Historical

Search 84:24:8d:96:26 Records: 3 & o
Client MAC Device Type Floor Name: Category Site Enter Time Category Enter Time Actions
B4:24:80:96:26 50 ASSET 2018-04-03 17:52:00 V4
84:24:80:96:26 10 ASSET 2018-04-03 18:16:33 V4
84:24:8d:96:26 00 ASSET 2018-04-03 21:18:55 V4

Figure 97: Search Function
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6 Access Points

The Access Points screen displays a log of all access points used or available for use with in the
Extremelocation account. Access point information can be filtered based on search criteria to display
only those access points of interest.

By default, this screen displays live status for access points in the selected site or for all sites configured
for this Extremelocation account.

Access Point Status Data

This screen displays the live access point status for the selected site. By default the status of all access
points (deployed or yet to be deployed) for all the sites managed by this ExtremelLocation account is
displayed.

1 Select a site from the Site drop-down list.

The screen refreshes to display the access point status for the selected site.

I= Extreme

(] ste | Al -

@ Search Records 4 & =

L AP MAC Host Name Site Name Floor Name Last Seen Status

= 84:24:8d:1bh2:dc atlanta-wps-01 atl-01-1-01 2018-04-04 14:45:50 IST [ ]
84:24:8d:83:0a:b8 atlanta-wps-01 atl-01-1-01 2018-04-04 14:45:57 IST L ]

L]
84:24:8d:83:2e:00 atlanta-wps-01 atl-01-1-01 2018-04-04 14:45:20 IST [ ]
84:24:8d:82:95:70 atlanta-wps-01 atl-01-1-01 2018-04-02 14:43:23 IST [ ]

Figure 98: Access Point Status for a Site

2 Review the data displayed on this screen to look for access points of interest.
AP MAC This field displays the access point's MAC address.
Host Name This field displays the host name.
Site Name This field displays the site where the access point is deployed.
Floor Name This field displays the floor in which the access point is displayed.
Last Seen  This field displays the time this access point was last seen.

Status This field displays the current status of the access point. A red dot indicates that the access point
is offline.
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3 Use the Search field to filter to data of interest. Enter a search string in this field.

Search terms are not case sensitive.

The displayed data is automatically sorted based on the search string. The search string is also

highlighted wherever found in the displayed data.

Site” All -

AP MAC Host Name

Search | b4:2d:56:8a:7d: Records: 4

Site Name

Floor Name

Last Seen

Status

baizesEBRTHC
baizesEBaTE
bR RRTE0
bai2eSE AT

AP7662

AP7662

AP7662

AP7662

2floor

2floor

2floor

2floor

2018-04-12 18710°52 IST

2018-04-12 17:36:55IST

2018-04-12 23:01:531ST

2018-04-12 17:50:07 IST

Figure 99: Search Function

Occasionally use  button to refresh data,

The data in this screen does not refresh automatically. The screen has to be manually refreshed to

view the latest data.

separated value) file.
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7 Settings

User Management
System Settings

Add or Apply License to the Account
Configure a Category

The Settings menu sets global preferences and configuration parameters for this Extremelocation
account. The following global settings can be managed:

e User Management - Manages users for this ExtremelLocation account. Extremel.ocation supports
multiple users for a single account. Manage all your users from this screen. See User Management on
page 94.

e System Settings - Manages the various system settings for this Extremelocation account.

¢ Device Classification - Sets the parameters for device classification at the site level. See Device
Classification Settings on page 101.

e Thresholds - Sets the various thresholds for data capture for analysis. See Device Classification
Thresholds on page 104.

e Subscriber Settings - Sets the configuration for sending data capture logs to a remote server. See
Subscribe Settings on page 108.

¢ APl Keys - Sets and manages the API Keys for this ExtremelLocation account. See API Keys

¢ License - Manages licenses associated with this Extremelocation account. Add or Extend licenses
through this screen.

e (Category - Manages categories for the "Crowding” feature. Add, edit, or remove categories through
this screen.

User Management

User accounts are supported for Admin (Administrator) and Guest roles.
¢ Admin Role
e Supports a maximum of 10 users.
* Has read/write access and can perform any operations.
¢ Can create, update, delete, and view Admin and Guest user accounts.
* Can provide a list of sites and site groups to guest users.

¢ Guest Role
¢ Supports read only operations.
e Use to provide users view only access to site statistics.
¢ Site and Site Group access can be controlled by any account with Admin role.

New user accounts go through the same onboarding process as a new tenant account. The email
address must be verified and the user must change the password at the first login.

ExtremelLocation User Guide / 94



Settings

To create or manage user accounts, select Settings > User Management. See Create and Manage User
Accounts on page 95 for more details.

Create and Manage User Accounts

Administrator privileges are required to create and manage user accounts.

To create or manage a user account:

1 Select Settings > User Management. (By default, User Management should display when you first
select Settings.)

The User and Configuration Management pane opens and displays the list of user accounts.

To create a new account, select e
The Create User dialog opens.

Note
-
e To edit an existing user, select the pencil icon for that account under the Actions column
and edit the settings in the Update Profile dialog. To delete an account, select the trash
icon for that account in the Actions column.
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3 Edit the fields.
Create User (%}

PROFILE

User Name ™

Email”

Phone

User Type

Admin Guest

Cancel Create
Figure 100: Create User Dialog

User Name (Required) Enter the user name.

Email (Required) Enter a unique email address for the user. The account registration information will be
emailed to them automatically using this value after the account is created.

Phone (Optional) Enter a contact phone number.

User Type Select the account privileges to be assigned to this account: Admin or Guest.

e Admin - An Admin account will have extensive privileges to manage the system. See User
Management on page 94.

e (Guest - A Guest account is a restricted account. Restrict the account's scope of activity using
the Assign Scope drop-down list. See User Management on page 94.

4  Select Create.

The account is created and added to the list of accounts.
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User Account

Menus under the User Account item (located in the top right of the screen) enables a user to manage
their own Extremel.ocation profile and password.

e Note

~ | Tocreate a user account, see Create and Manage User Accounts on page 95.

& Extreme

User Profile

@ Dashboard  non-category ~  QLocation IPLSense ~  ©Duration YESTERDAY -
Reset Password
o
Online Help
Inside Engagement Trend (Hour of da P % Visits - Outside vs Inside (Hour of day " % Inside Engagement Trend (Day of week)
s \gag: ( y) L ( y) ad (Day 4 Downloads
= 250 400 1200 Logout
- T
200 350 1000
300 o 80
& 150 om0 600
2 £ 2
<100 Z 200 = 400
o ' uu > 450 200
]
100
0 e H E=REARR- %
2 2 2 % % 5 2 B B B D 50 I H H H H i3
0 - (.| -
2 2 % % % 5 5+ B B D

W<5mins MW520mins M20-60mins M 16 hrs W<5mns MWM520mins MW20-60mins MW 1-6nhrs

~ > 6 hours W Outside M Inside Bounced M Inside Engaged > 6 hours.

Figure 101: User Account Menu

The following activities can be performed:
e User Profile - Use this menu item to manage your current (logged in) Extremel.ocation account. For
managing your account information, see Your User Profile on page 97.

e Reset Password - Use this menu item to reset or change your account'’s password. For more
information see Reset Password on page 99.

¢ Online Help - Use this menu item to view the online help included with ExtremelLocation.

¢ Downloads - Use this menu item to download extra scripts and utilities for use with
Extremelocation. For information on the various options, see Downloads on page 100.

e | ogout - Use this menu item to logout of Extremelocation.

Note

Licenses are managed under Settings. For further information, see Add or Apply License to
the Account on page 18.

Your User Profile

As an administrator or guest user, you can modify your ExtremelLocation account details:
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1 Select the User Account icon on the top right of the screen.
A drop-down menu displays.

I= Extreme

User Profile
@ Dashboard non-category - @ Location  IPLSense - @ Duration YESTERDAY v
Reset Password
]
Online Help
Inside Engagement Trend (Hour of da o % Visits - Outside vs Inside (Hour of da: e % Inside Engagement Trend (Day of week)
. g2 ( ) - ( ) 939 (Day or week) Domnloads
- 250 400 1200 Logout
= 1000 T
200 350
300 . 800
a 150 %
@ 250 2 600
8 D 2]
£ 100 @200 > 400
w0 . uu > 150 200
0
100
o L H =P ] ][ %
T ® % % % 5 % F B & B OB 50 I H H H H 3
0 - m=f -
T e % % % B B F B B T OB
W <5mins M520mins M 20-60 mins ™ 1-6 hrs W<5mins M520mins MW 20-60 mins M 1-6hrs
7 =6 hours W Outside M Inside Bounced M Inside Engaged T >6hours.

Figure 102: User Profile Menu

2 Select User Profile.
The User Profile dialog appears.

User Profile *
Account <account number>
Email <user email address>
Name TestOrg01
Phone
Address
Cancel Save

Figure 103: User Profile Dialog

This dialog displays the following information:

Account Displays the account number. This field cannot be modified.
Email Displays the registered email address for this account. This field cannot be modified.
Name  Displays the name provided at the time of account registration.

Phone Displays the contact phone number provided at the time of account registration. This field is blank if
no information is available.

ExtremelLocation User Guide / 98



Settings

Address Displays the contact address provided at the time of account registration. This field is blank if no
information is available.

3 If required, update the Name, Phone and/or Address fields. Once done, select Save to save the
changes.

To exit without saving the changes, select Cancel at any time.

The modified information is updated for this account.
4 Select the small X button to the right of the title bar to close the dialog.

The dialog closes and the Extremel.ocation dashboard appears.

Reset Password
To change the password for your Extremelocation account:

1 Select the User Profile icon on the top right of the screen.

A drop-down menu displays.

User Profile

Reset Password
Online Help
Downloads

Logout

J

Figure 104: User Profile Menu

2 Select Reset Password.
The Reset Password dialog appears.
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Reset Password x

Old Password

New Password

Confirm Password

Cancel

Figure 105: Reset Password Dialog

This dialog displays the following fields:

Old Password Enter the current password for this account in this field.

New Password Enter the new password for this account here.

Confirm Password Re-enter the password entered in the New Password field here.
3 Select Change Password to save the changed password for this account.

To exit without changing the existing password, select the Cancel at any time.

The new password is updated to this account and can be used from the next log in.
4 Select the small X button to the right of the title bar to close the dialog.

The dialog closes and the Extremelocation dashboard appears.

Downloads

The Downloads option provides the following:

Notification WebServer - This option downloads a compressed file containing a copy of the Apache
Tomcat Webserver. This server can be used for testing the sample API Webserver.

Sample Webserver Code - This option downloads sample web server code as a compilable Eclipse
project.

Sample API Code - This option downloads sample APl codes as a compilable Eclipse project.

ADSP Migration Script - This option downloads a script that migrates ADSP location data into
Extremelocation.

For more information on ExtremelLocation APIs and on how to deploy the sample webserver
application, refer to Extremelocation APl Reference Guide. This guide can be downloaded from
Extreme Networks Documentation Site.

For more information on ExtremelLocation ADSP Migration script, refer to Extremelocation Migrating
Location Based Services from ADSP to Extremelocation guide. This file can be downloaded from
Extreme Networks Documentation Site
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Log Out of ExtremelLocation
To log out of Extremelocation:

1 Select the User Profile icon on the top right of the screen.

A drop-down menu displays.

|0

User Profile

4]

Reset Password
Online Help
Downloads

Logout

J

Figure 106: User Profile Menu

2 Select Logout.

You will immediately be logged out of Extremelocation Dashboard and the ExtremelLocation Login
Screen appears.

System Settings

The System Settings menu item contains a collection of important settings that you use to configure
the performance of the Extremel.ocation system for this account. This menu had the following
configuration options:

¢ Device Classification - The Device Classification screen sets the different parameters for automatic
and manual device classification. Device classification is used in location and device analysis. See

¢ Threshold - The Threshold screen sets the different thresholds for Presence, Zone, and Age Out
settings. See

e Subscriber Settings - The Subscriber Setting screen sets the information required for
Extremelocation to push events and notifications to remote server for analysis. See

¢ API Keys - Sets and manages the API Keys for this ExtremelLocation account. See AP| Keys

Device Classification Settings

Devices are classified into one of the following types:
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Assets

Associates

Visitors

Associate Personal Devices

Devices are classified as Vi si t or when they are identified for the first time at the Extremelocation
site. This is the default behavior.

Once a device has been classified as Vi si t or, the device is monitored for further classification. Some
of the parameters used for device re-classification are the SSID to which the device associates and the
time duration the device is seen at a site. Both these parameters are user configurable and are used to
fine tune device classification.

Extremelocation also classifies personal devices of Associates as a separate category. Use this
classification to ignore any data for these personal devices from any analysis and from being displayed
in Client View on the floor map.

Device Classification Types

Assets: Devices such as access points, POS, that are considered as an organization's Assets are
classified under this device classification.

Associates: Devices such bar-code scanners, RFID readers, Mobile Phones that an associate carries
on person and uses to perform specific task or tasks related to the Associate's job function are
classified as Associates.

Visitor: This is the default classification applied to any device that is seen at the site for the first time.
Generally, this classification applies to any device that is carried by any customer or vendor visiting
the site. Depending on other conditions, a device is re-classified to one of the other types from this
classification.

Associate Personal Device: This is a special classification reserved for those device that an Associate
carries for personal use and which are different from those devices that is used for carrying out
official tasks. You can choose to ignore devices that are classified in this type from being included in
any analytics.

To set the parameters for device classification:
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1 Select Settings > System Settings > Device Classification.
The Device Classification and Management window opens.

= Extreme

& ## Settings
@ User Management Device Classification and Management
System Settings §
Oy [ Classify and Ignore Associate Personal Devices @
Device Classification
Associate v
= Thresholds
Automatic
o Subscriber Settings —
SSID: SSID -
API Keys © s
License Visit Duration: O » hrs. mins.
Category Manual
Browse
Click here for Sample CSV
Reset Save

Figure 107: Device Classification and Management window

2 Select the Classify and Ignore Associate Personal Devices option to ignore any device not
classified as either "Associate” or "Asset” and that have spent more than four (4) hours in the site.
Use this option to ignore any personal devices such as mobile phones that an "Associate” might
carry on person for personal use. When this option is disabled, a message displays warning that
currently classified and ignored devices will be treated as "Visitor" devices.

3 Set the Automatic classification configuration options to classify the identified devices automatically
based on set rules. Use the drop-down to select one of the pre-existing classifications.

Devices can be classified either as Asset or Associate. This classification is based on one of the
following rules:

e SSID - Devices are classified based on the SSID that the device associates itself to at the site.
¢ Visit Duration - Devices are classified based on the duration the device remains at the site.

-
0 Note
Device Classification can be done automatically or manually.

When classifying devices automatically using SSIDs, you must manually provide the SSID that is

+
used for the classification. Use the button to add SSIDs manually. The following field appears
when you select the button.
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Automatic
SSID: (® SsiD
visit Duration: (O = hrs.

Enter a valid SSID into the SSID field and select Add to add the entered SSID to the list. Then, select
the appropriate SSID from the SSID drop-down list to create your classification rule.

4 Set the Manual classification of devices by uploading a Comma Separated Value file to the
Extremelocation server.

Use the Click here for Sample CSV link to download a sample file to base your manual device
classification data CSV file.

-
‘ Note
Device Classification can be done automatically or manually.

5 Select Save to save the changes made to the Device Classification parameters.

At any time, select the Reset button to revert the changes made to the device classification
parameters.

Device Classification Thresholds

Use the fields in this window to classify visitors to the site, set thresholds for device categorization
based on zones, and set the different age outs for devices seen at the site.

To configure the different thresholds:
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1 Select Settings > System Settings > Thresholds.
The Threshold Configuration and Management window opens.

I= Extreme

(- 1) % Settings
(v} User Management Threshold Configuration and Management
System Setfings
Oy Track Associated devices only
Device Classification
& Presence
= Thresholds
o Subscriber Settings <l Signal Strength(RSSI) _!
DEVICES
AP Keys ) —_—
1B amm——— o
-100dBm -900Em S5a8m -20dBm 1
License - — i OUTSIDE
- mIGNORE m OUTSDE  m MSDE H
ategory - C H @
@ Dwell Time ;
P T S min:
INSIDE
fHig  Smins Gomins ¢ ENGAGE
= OUTSDE INSDE BOUNCE L
ACCESS POINT
H Zone T Age Out
Zone Threshold(RSSI) Min. Visitor Duration Zone Age Oul Sile Age Out
19 H 50 120
e Reset Save

Figure 108: Threshold Configuration and Management window

2 Select the Track Associated devices only control to track associated devices only. All other devices
are ignored.

3 Set the following Presence values:

.l Signal Strength(RSSI)

-100dBm  -84dBm -65dBm

" |IGMNORE OUTSIDE ™ NS

Figure 109: Signal Strength (RSSI) slider

Use the Signal Strength slider to set the values for device classification as one of Ignored Devices,
Outside Devices, and Inside Devices.

e A deviceis ignored if the signal strength (RSSI) of the device is below the signal strength value
set by the first slider knob. This is indicated by the red portion of the Signal Strength (RSSI)
slider. These devices will not be tracked for analysis.

e A deviceis considered as "Inside" if the signal strength (RSSI) of the device is above the signal
strength value set by the second slider knob. This is indicated by the green portion of the Signal
Strength (RSSI) slider.

e A device with a signal strength reading between the two knobs of the Signal Strength (RSSI)

slider is considered as "Outside”. This is indicated by the orange portion of the Signal Strength
(RSSD) slider.
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©® Dwell Time

1mins 14mins 28mins

QUTSIDE INSIDE BOUMCE
Figure 110: Dwell Time slider

Use the Dwell Time slider to set the values for device classification as one of Outside, Inside Bounce,
or Inside.

e Adevice is classified as "Outside" if the device is seen in the site for a duration that is less the
duration set by the first slider knob. This threshold is indicated by the red portion of the Dwell
Time slider.

e A device is classified as "Inside" if the device is seen in the site for a duration greater than the
duration set by the second slider knob. This threshold is indicated by the dark green portion of
the Dwell Time slider.

e A device that is seen at the site for a duration between the times indicated by the two knobs of

the Dwell Time slider is considered as "Inside Bounced". This duration is indicated by the light
green portion of the Dwell Time slider.

.l Signal Strength(RSS) O
DEVICES

&

-100dBm  -84dBm -65dBm
—

" IGNORE OUTSIDE ™ INS

&

©® Dwell Time

Amins 14mins 25mins

OUTSIDE INSIDE BOUNCE

SIGNAL ACCESS POINT DWELL TIME

Figure 111: Presence Configuration Graph

Use the graph located to the right of the Signal Strength (RSSI) and Dwell Time sliders to get a
visual representation of the values used for device classification.

4  Set the following Zone classification values.

Zone Threshold(RSSI)
19

-53

08
-53 < dBm

Figure 112: Zone Threshold (RSSI) slider
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Use the Zone Threshold (RSSI) slider to set the threshold RSS! value above which a device is
classified into a category.

Min. Visitor Duration
5

2

1

2 < mins
Figure 113: Min. Visitor Duration slider

Use the Min. Visitor Duration slider to set the duration in minutes. A device is classified into a
category only if it is observed for a duration that is longer than the value set by this slider.

5 Set the following Age Out timeout values.

Zone Age Out
60

Figure 114: Zone Age Out slider

Use the Zone Age Out slider to set the zone or category age out value. This slider sets the time (in
minutes), after which, if a visitor's location information is not received from the Extremel.ocation
service, the visitor is considered to have left the category or region.

Site Age Out
120

15
15

15 & mins.

Figure 115: Site Age Out slider

Use the Site Age Out slider to set the age out value. This slider sets the time (in minutes), after
which, if a visitor has not been seen by any sensor in a site, the visitor is considered to have left the
site.

ExtremelLocation User Guide / 107



Settings

6 Select Save to save the changes made to the Threshold parameters.

At any time, select the Reset button to revert the changes made to the threshold parameters.

Subscribe Settings

When an event is generated for any site in your Extremelocation account, it is sent to your remote web
server in real-time. Filters, if any, are applied to the events before being transmitted. Filters are used to
control the event types to be passed to your web server.

Use the Subscriber Settings window to configure the information required for ExtremelLocation to
connect to your server. Also use this screen to filter the event types of interest for your deployment.

At your end, a web server or service must be configured to receive the data. This web server can then
pass on the received data to third party application data processors for further action or it can store the
data locally.

To configure Extremelocation to connect to your remote web server:
1 Select Settings > System Settings > Subscriber Settings.
The Subscriber Classification and Management window opens.

= Extreme

3] & Settings

(v User Management Subscriber Configuration and Management

System Settings

G2 : ] Subscriber Push URL: http:/itestserver testserver.orgMWLSwebserver/notification
Device Classification

“-3' Thresholds Username: admin
# Subscriber Settings Password: envesss
AP Keys
License Events: Presence: (v Category: [ Location: [V Crowding: [V
Category
Reset Save
Figure 116: Subscriber Classification and Management window
2 Provide the following to configure the Subscriber Settings:
Subscriber , . . .
Push URL Configure the remote web server where all events types selected in the Events field is
transferred to in real-time.
= Note
0 The web server must listen on one of the standard ports, 443 (https) or 80 (http).
Extremelocation does not support web servers listening on ports other than these
two ports.
Username Set the user name valid for accessing the remote web server.
Password Set the password for the above user name.
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Events Select the events that will be pushed to the remote web server in real-time.

* Presence - All events of the type Presence will be included when events are pushed to the
remote server.

e Category - All events of the type Category will be included when events are pushed to the
remote server.

e |ocation - All events of the type Location will be included when events are pushed to the
remote server.

* Crowding - All events of the type Crowding will be included when events are pushed to the
remote server.

3 Select Save to save the changes made to the Subscriber Settings parameters.

At any time, select the Reset button to revert the changes made to the subscriber settings
parameters.

API Keys

Queries from your Extremelocation account to the Extremelocation server using APIs now require a
Key - that uniguely identifies your account - be passed as a parameter in each API call.

Your ExtremelLocation account is allocated an unique key. For existing accounts, this key must be
generated before you can continue to use the ExtremelLocation APIs to interact with the
Extremelocation servers.

New Extremelocation accounts are created with unique API keys.

The API screen also displays the last five (5) expired APIs that were generated for your Extremelocation
account. However, at any point of time, the latest API Key is the only valid key for querying the
ExtremelLocation server. The other keys are considered expired and cannot be used. These expired keys
are provided for reference.

To view and manage API Keys for your Extremelocation account:
1 Select Settings > System Settings > API Keys.
The API Key Generation window opens.

I= Extreme

& % Settings
(+] User Management API Key Generation
System Settings
(7]
Device Classification ca964095738a3e78e2deed 730646702ed55a1acb158cb8069baAbf227664572ch @ Regenerate Key
=
= Thresholds Generated on 04-04-2018 01:45:59
Subscriber Settings
“ .
APl Keys History (Last 5 entries will be shown)
License Key Generated Date Expired Date

Category b2fdf0a52782a0a0f3a49733c3867c04eb08fT3cb87103271455b2e750dce86b  13-03-2018 20:23:58  04-04-2018 01:45:59

Figure 117: APl Key Generation window
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2 Select the Regenerate Key button to regenerate your API Key.

APl Key Generation

679263267e8d25ac468daefTedc2fe10c8ecf2caB88907b4ci497e5717caed7a @ Regenerate Key

Generated on 04-04-2018 02:07:08

History (Last 5 entries will be shown)
Key Generated Date Expired Date
ca964095738a3e78e2deed730646702ed55a1ach158ch8069bObI227664572ch  04-04-2018 01:45:59  04-04-2018 02:07:08

b2fdf0a52762a0a0f3a49733c3867c04eb08f3cb87103271455b2e750dces6b 13-03-2018 20:23:56 04-04-2018 01:45:59

Figure 118: Regenerated Keys

You can regenerate your APl key any number of times. However, only the last key is active for use
with Extremel.ocation.

You must regenerate your API key when you feel your existing key has been compromised. Use the
new API key to enhance security for your Extremelocation account and prevent unauthorized
access to its data.

Your new API key immediately replaces your existing key. Your old key is immediately considered
inactive and is added to the list of keys in the History area.

Add or Apply License to the Account

To add or apply license:

1 Select Settings from the main menu.
2 Select License from the sub menu.

The License Details pane opens.

License Details °

Total: 10

Used: 6

Expiry Date: 08-18-3113
License Key No. of Device Impert Date Expiry Date Add/Extend
aalaafccad751a8efcd6d1708e94e2d07MEb1844df5cThb6635b08d 10 03-13-2018 08-18-3113 Add

This dialog displays the following information:

Total Displays the total number of available licenses for this account. For a new account - without any
licenses - this value is zero.

Used Displays the number of licenses in use out of those available as shown in the Total field. For a
new account, this value is zero.
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Expiry Date Displays the date on which the license expires. For accounts with multiple licenses, this date is the
date on which the last license expires. For a new account this field displays Nl A
3
Select ° )

The Add/Extend License dialog appears. Use this dialog to add or to extend licenses for this
Extremel.ocation account.

Add/Extend License

(®) Add () Extend

Cancel Apply

Complete the following information:

Add Select this option to add a new license to this account.

Extend Select this option to extend the validity of the combination of the current licenses and the new
licenses that are being added in. The validity of the license is extended by the number of days
requested when the license was generated.

Enter License Paste the license key in this space. Ensure that you do not inadvertently paste any non-
Key printable characters in this space.

4 Select Apply to apply the license key.
If the license is valid for this account, the license is added to the list of licenses available for this
account. If the license is an Extend license, then the validity date of the license extended by the
number of days that is calculated by the Extremelocation system.
The table displays a list of all licenses (valid and expired) for this account.

License Key Displays the complete license key as provided by Extremelocation support.

No. of Devices Displays the number of device that can be used using this license.

Import Date Displays the date on which the license was added to this account.
Expiry Date Displays the date that the license will expire.
Add/Extend Displays the type of license.

If the license is valid, it is added to this table.
5 Optional: At any point, select the Cancel button to exit without adding licenses.
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Configure a Category

Use this procedure to configure categories globally for settings such as threshold and crowding, which
trigger real-time crowding events. Global visitor to associate ratios settings can be overridden at the site
level.

Note
@ Site level categories are configured by navigating to Sites > Floors > Access Points. See Add
an Access Point on page 71 for more details.

To configure a category globally:

1 Select Settings > Category
The Category Configuration window opens.

= Extreme

i) % Settings

9 User Management Category Configuration °

System Settings
2"} Crowding
Device Classification

Minimum Visitor Count: & = Event Time Out: = 30 ¥  Minutes Save
”;“" Thresholds - -
# Subscriber Seftings Category Details
API Keys Search Q
License - . .
Category Name Visitors per Associate Actions
Category
EXECS 10 )
common 10 &
lobby 10 7
workstns 10 &

Figure 119: Category Configuration

2
To create a new category, select ° .

Note
-
o Alternatively, select an existing category from the list and select the pencil icon to edit the
category. You can also use the Category Details search box to find an existing category to
edit.

The Create Category dialog opens.
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Create Category

Category Name

Threshold - Visitors per Associate

10 - -1

Cancel Save
Figure 120: Create Category Dialog
3 Edit the fields and select Save.
Category Name Enter a unique name for the category.
Threshold - Visitors per Enter the number of visitors to associate ratio (per zone) that will trigger a real-
Associate time crowding event for just this category. Default: 10
visitors.

The new category is created and displays in the Category Name list.
4 Under Crowding, edit the fields and select Save.

Category Configuration

Crowding

Minimum Visitor Count: = 5 v Event Time Out: 30 % | Minutes Save

Figure 121: Crowding Pane

Minimum Visitor Set the minimum number of visitors to associate per zone that will trigger a global real-time
Count crowding event.

Note
e If there are no associates in a category, an event is triggered when the Minimum
Visitor Count is exceeded. If there are associates in the category, then the

Threshold is used to trigger the events.

Event Time Out  Set the number of minutes that will transpire between events being triggered for that
region. Default: 30 minutes

The Crowding configuration is applied globally.
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Access Points

ExtremeWireless WIiING Access Points

The following ExtremeWireless WiNG access points are supported by Extremelocation.

AP7522
AP7532
AP7562
AP8432
AP8533

For more information on using ExtremeWireless WING access points at your ExtremelLocation site, see

Configuring ExtremeWireless WiNG Access Points on page 114.

ExtremeWireless Access Points

The following ExtremeWireless access points are supported by Extremelocation.

ExtremeWireless AP3912
ExtremeWireless AP3915
ExtremeWireless AP3916
ExtremeWireless AP3917
ExtremeWireless AP3935
ExtremeWireless AP3965

For more information on using ExtremeWireless access points at your ExtremelLocation site, see

Configuring ExtremeWireless Access Points on page 148

Configuring ExtremeW ireless WiNG Access Points

An ExtremeWireless WiING access point can be used with Extremelocation in two (2) modes. In the

"Radio Share" mode, the access point acts as a sensor when off channel scan is done.

In the "Dedicated Sensor” mode, the access point radios are configured to be dedicated sensors. The
radios do not support providing services to wireless clients and are dedicated to the purpose of

gathering information about wireless clients and their activities.
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To Deploy ExtremeWireless WiING access points in Radio Share Mode

The following configurations must be performed to deploy ExtremeWireless Access Points in the Radio
Share mode.

1 Enable the access point radios to work in the radio share mode. See Radio Share Configuration on
page 115.

2 Configure the RF Domain Policy to point to the Extremelocation server. See RF Domain
Configuration on page 123

-I\I;IO geploy ExtremeWireless WING access points in Dedicated Sensor
ode

The following configurations must be performed to deploy ExtremeWireless Access Points in the
Dedicated Sensor mode.

1 Enable the access point radios to become dedicated sensors. See Standalone Sensor Configuration
on page 119.

2 Configure the RF Domain Policy to point to the ExtremelLocation server. See RF Domain
Configuration on page 123

3 Configure the Sensor Policy to select the channels for scanning and other parameters. See Sensor
Policy Configuration on page 127.

4 Link the Sensor Policy to the RF Domain for the configuration to be assigned to all access points in
that domain. See RF Domain - Sensor Policy Configuration on page 129

Basic Access Point Configuration

If you have existing ExtremeWireless WING access points, you can either configure them to share their
radios or configure them as dedicated sensors.

To deploy ExtremeWireless WING access points with shared radio usage, see Radio Share Configuration
on page 115.

To deploy ExtremeWireless WING access points as standalone sensors, see Standalone Sensor
Configuration on page 119.

ExtremeWireless WING access points can also be deployed in an environment where Extremelocation
co-exists with AirDefense Service Platform. In such deployments, (where the WING access point acts as
a dedicated sensor or in the radio share mode) the access point's configuration information is pushed to
it from AirDefense Service Platform and not from any WiNG controller the access point is adopted to. To
deploy ExtremeWireless WiNG access points in a mixed Extremelocation and ADSP deployment, see
Mixed ExtremelLocation and ADSP Installation on page 121.

Radio Share Configuration

When set to the "Radio Share" mode, the access point radio acts as a sensor when off channel scan is
done. To configure the access point radio in the "Radio Share" mode:
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1 Select Configuration > Profiles > <your AP's profile>

WiNGR59

Diagnost... Operations Statistics

Configur...

Devices Wireless MNetwork Prof RF Domains Security Services Management %] Revert % Commit  [] Commit and Save
i) Manage Profiles Profile default-ap7532 Type AP7532 (7]
ST Location
Power Area a
Adoption
Floor i ]
» Interface —_—
Floor Humber i R 2 [1to 4,094)
» MNetwork tj
. Statistics
» Security
MNoC Update Interval 0,5-3600 seconds)
VRRP pd @0 (! b
,,,,,,,,, @ Critical Resources Network Time Protocol (NTP)
Map: |Device v Server IP Key Key Preferred Autokey Version Minimum Maximum
Senices . .
Number Polling Polling ﬁ
> [Ddefaut-ap7szz -
» Management Interval Interval
default-ap7532
& = Mesh Point L]
) defaut-ap7sez
» Advanced
- defaull—ap51xx
default—ﬁp&Zxx & Add Row
) defaut-apasiz
D) defaul-apasa3
1) default-ex3524
3 defaul-ex3s4a
TN e o ar
Type to search
B B ECE
"
Event Summary nn n [ | ‘ Find Functional Area  Type to search

Your access point type's profile loads.

WiNGwh9

(BECHGLETGE  Configur.

Diagnost... Operations Statistics

Select Interface > Radios > <the radio to configure> and then select the Edit button.

Devices Wireless Metwork Prefiles RF Domains Security Services Management

7 Revert ¥ Commit ] Commit and Save

Profile defauli-ap7532 Type AP7532

o

General
Fower

Adoption

Hame @ | Type Description Admin Status RF Mode Channel Transmit Power

radiol Radio radio1 «* Enabled 2.4 GHz WLAN smart smart

radio2 Radio radio2 «" Enabled 5GHz WLAN smart smart

v Interface <= @

Ethernet Ports

Virtual Interfaces

(2]

Port Channels
Radios
PPPoE
» Metwork
- » Security
VYRRP
Critical Resources
Senices
» Management
Mesh Point
» Advanced

Type to search in tables

(a)

Row Count. 2

[ ada ][ Edt ][ Repace |[ Ext

eventsurmery | T | IO =« |

‘ Find Functional Area  Type to search
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The selected radio's configuration window loads.

—

Name radio1 (2]

Hmﬂmfﬂmﬂm Legacy Mesh  Client Bridge Settings  Advanced Settings

Properties WLAN Properties
Description radiol Beacon Interval 0@|100 » | (milizeconds)
Li]
DTM Interval BSSID 4 2
Admin Status (D) Disabled @) Enabled
RTS Threshold @ 65536 iﬁ (0 to 85,536 bytes)
Radin QoS Policy *|dgfa|_|ﬂ = | 9 &
Short Preamble o]
Association ACL. @ <none> v |9 &

Guard Interval @ Any v
Radio Settings Probe Response Rate | follow-probe-request -

RF Mod 2
ode 0|2-4‘3H7— wlan hd | Probe Response Retry @[]

Lock RF Mode o]
Radio Share

la)

Channel 0 smart hd
DF5 Revert Home L I Feed WLAN Packets to Sensor olorf—-l

DFS Duration o 90 iﬁ (30 to 3,500 minutes)
Transmit Power ® smart
0@ (1 to 30 dBr
Antenna Gain @ oo
Antenna Mode O |Defaut ¥
Fnahle Antenna Divarsit s 1 >

| 0K Reset E

3 Select Radio Settings if not selected.
4 From the Radio Share > Feed WLAN Packets to Sensor control, select the Pr omi scuous option.

Radio Share
Feed WLAN Packets to Sensor 0_
Off
Inling
Promiscuous

Note
Radio Share mode has to be enabled individually for each radio band (2.4 GHz and 5.0

GHz)
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By default, a radio in the Radio Share mode acts as sensor during off channel scans. To enable off-

channel scan, select the Advanced Settings tab.

Name radiol [7]

Radio il WLAN ing / Mesh

Legacy Mesh = Client Bridge Settings .10 50 100 B 7 106

Aggregate MAC Protocol Data Unit (A-MPDU) Non-Unicast Traffic Iﬁ‘
A-MPOU Modes @ Transmit and Receive v Broadcasi/Multicast Transmit Rate highest-basic, highest-basic, highest-bas ml
Winimum Gap Between Frames g/ auto » | (microzeconds) BroadcastMulticast Forwarding @ | Follow DTIM -
Received Frame Size Limit | defautt ¥ | (bytes) Sniffer Redirect (Packet Capture)
Transmit Frame Size Limit ,W‘ﬂ (2,000 1o 85,535 bytes) Host for Redirected Packets (i ]
Aggregate MAC Service Data Unit (A-M SDU) Channel to Capture Packets o1 v
A-MSDU Modes @ Transmit and Receive - Channel Scanning
Airtime Fairness Enable Off Channel Scan o]
Enable Fair Access o Dff Channel Scan list for 5 GHz | v [—
. . P - 36
Prefer High Throughput Clisnts QD 1 = (1to10) L) o
Miscellaneous “ ]
Dff Channel Scan list for 2.4GHz v [
RIFS Mode @ | Receive Only - o Y
2 g
e :
Aeroscout Properties Max Mutticast 34—@ (0o 100}
Forwarding Host o _— — = =]

ook || Reset || mat |

Channel Scanning

Enable Off Channel Scan o]
Off Chann Scan st for Gz |36 | e
0% = :
40 =
= [=]
Off Channel Scan st for 2.4GHz | &
o =
2 =
3 [*]
Wax Multicast e+ [3] owo
Scan nterval oz |3 w100 dims)
Sniffer Redirect o

Optional: From the Channel Scanning control, select the Enable Off Channel Scan option.

Review the other parameters for this configuration and modify them if required.
Select the OK button and then select the Exit button to save changes made to the radio

configuration.

From the top right corner of the screen select the Commit and Save button to commit and save

changes to the profile.

%] Revert ¥, Commit

|ex] Commit and Save
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Standalone Sensor Configuration

When set to the "Sensor” mode, the access point radio is dedicated to the task of gathering locationing
information for the area in which it is deployed. While in the Sensor mode, the access point does not
transmit or receive data traffic.

Note

A tri-radio access point such as the AP8533 does not need further configuration changes as one of the

three radios is configured as a full-time dedicated sensor radio.

‘Profile default-ap8533 Type AP8533 o
General Name @  Type Description Admin Status = RF Mode Channel Transmit Power
Power radio1 Radio radiol «* Enabled 2.4 GHz WLAN smart smart
Adoption radio2 Radio radio2 o Enabled 5 GHz WLAN smart smart
VWired 202 1x% radiod Radio radiod " Enabled Sensor smart smart

v Interface
Ethernet Ports
Yirtual Interfaces
Fort Channels
Radios
PFPoE
Bluetooth Type to search in tables. Row Count: 3
» Network loopad || Edt || Replace || Ext |

1 Select Configuration > Profiles > <your AP's profile>

WiNGHhr5i9 Configur...

Diagnost...

Operations  Statistics

Dashboaa
Devices Wireless MNetwork Profile

RF Domains ~ Security ~Services Management %7 Revert [ commit [] Commit and Save
iZ)Manage Profiles Profile default-ap7532 Type AP7532 (2]
General Location
Power Area o
Adoption
Floor (i ]
» Interface —_—
Floor Humber i R = {1to4,084)
» Netwaork tj
. Statistics
» Security
MNoC Update Interval 0,5-3600 seconds)
VRRP pd a0 ( }
,,,,,,,,, @ Critical Resources Network Time Protocol (NTP)
Map: |Device A Seni Server IP Key Key Preferred Autokey Version Minimum Maximum
_|= enices Number Polling Polling )
> (J)cefautapszz - » WManagement Interval Interval
default-ap7532
@ aukap - MeshPoint Li}
1) defautt-ap7562
» Advanced
> nefault-apmxx
@defauk—ap&b&x sl o
1) default-apa43z
D) oefaut-apasa3
L) defaul-sx3524
1) default-ex3548
=™
o
Event Summary nn n (=1} | Find Functional Area  Type to search

Your access point type's profile loads.
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2 Select Interface > Radios > <the radio to configure> and then select the Edit button.

A 4D Dashboard [efyil[I[#8 Diagnost.. Operations Statistics
Devices Wireless Network Profiles RF Domains Security Services Management %7 Revert [ Commit [ Commit and Save
Profile default-ap7532 Type AP7532 (2]
General Name @ | Type Description Admin Status RF Mode Channel Tranzmit Power
Power radiol Radio radio « Enabled 2.4 GHz WLAN smart smart
Adoption radio2 Radio radio2 «" Enabled 5 GHz WLAN smart smart

v Interface <=
Ethernet Ports
Virtual Interfaces
Fort Channels
Radios @
FPFPoE

| » Network

» Security
YRRF
Critical Resources
Senices

» Management

Mesh Point
» Advanced
Type to search in tables ' Row Count. 2
| [ aoo J[ e ][ Fepece |[ e |
[E——
Event Summary nn n (=1} | ‘ Find Functional Area  Type to search

The selected radio's configuration window loads.

Name radio1 (2]

WLAHN Mapping / Mesh Mapping  Legacy Mesh  Client Bridge Settings  Advanced Settings

" =
Properties WLAN Properties
Diescription radiol Beacon Interval 100 (miliseconds)
o ojuuln
DTIM Interval BSSID 4 2
Admin Status @D Disabled @) Enabled
RTS Threshold @ 65536 ‘ﬂ (0 to 65,536 bytes)
Radio Q08 Poicy | defaut | 2@
Short Preamble o]
Association ACL 0|<nune> v | 9 &

Guard Interval O Any -
Radio Settings Frobe Response Rate | follow-probe-request | =

RF Mod -
ode 0|2.4GHZ wian A | Probe Response Retry @[]
Lock RF Mode e[

Channel i@ smart L4
DFS3 Revert Home 0V Feed WLAN Packets to Sensor | off -

Radio Share

DFS Duration 0@ 90 ‘ﬂ (30 to 3,600 minutes)
Transmit Power ®) smart
0@ (1t
Antenna Gain @ 00
Antenna Mode O |Defaut
Fnahle &nt: Diwversite w1 =

| OK Reset E
3 Select Radio Settings if not selected.
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4  From the Radio Settings > RF Mode control, select the sensor option.

Radio Settings

Lock RF Mode @ 24GHz-wlan

SEnsor

 ——

Channel

Note
.
0 On certain APs such as AP7522, AP7532, and AP7562 RF Mode has to be set to sensor
on both the radio band (2.4 GHz and 5.0 GHz.) for the access point to work as a dedicated
sensor.

[

Note
‘ ‘ J On AP8432, only the first radio can be set as a sensor.

5 Select the OK button and then select the Exit button to save changes made to the radio
configuration.

6 From the top right corner of the screen select the Commit and Save button to commit and save
changes to the profile.

5) Revert }il Commit H Commit and Save

Mixed Extremelocation and ADSP Installation

For deployments where ExtremelLocation is to be installed alongside an existing AirDefense Service
Platform (ADSP) installation, additional configurations must be performed for those access points that
are intended to act as ADSP Sensors.

The configuration for the access points that act as ADSP sensors is pushed directly from ADSP.
Configuration changes received from the controller to which the access point is adopted to is
overridden by the configuration changes pushed by ADSP.

ADSP Server Configuration on WiNG Controllers

The configuration settings required to enable access points to send sensor data to a remote ADSP
server is set in the WiNG controller's RF Domain Policy. Use the Sensor page in the RF Domain
configuration on the Wireless Controller.

To know more about configuring the RF Domain, see the following documents:

¢ The latest ExtremeWireless WING Wireless Controller and Service Platform System Reference Guide
located at http://documentation.extremenetworks.com.

¢ The latest AirDefense Service Platform User Guide located at http://
documentation.extremenetworks.com.

Configuring ADSP Sensor Operation

These configuration steps are performed on your ADSP server.

Use the Sensor Operation screen to configure the settings that ADSP sends to the sensors registered
with it. Some of the parameters that can be configured are Scan Settings, Scan Modes, Scan Weight,
and other parameters.
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1 Loginin to the AirDefense Server from its login screen.

usErNAME

Provide a valid login user name its password to access the ADSP user interface.
Select the Configuration menu from the toolbar on the top of the screen.
3 Select the Operational Management item from the menu on the left of the screen to expand it.
4 Select the Sensor Operation item from the Operational Management sub menu.

The Sensor Operation screen displays.

AirDefense Services Platform

Menu Dashboard Neitwork Alarms [EefoyifellEnila)

Search

Appliance Platform
Security & Compliance
Network Assurance
Infrastructure Management
Operational Management
Alarm Action Manager

Alarm Configuration

Client Types

Device Action Manager
Device Age Out

Job Status

Location Based Services
Location Subscriber Profiles
Pending State Audit

Sensor Only Settings
Sensor Operation

Appliance Management

Account Management

Sensor Operation

=l @PADSP -
=] [fftastlng -
FdFloor 1 =
Gy Unplaced Devices =

|Z| Enable configuration ‘ Copy settings to all appliances

| Scan Settings H ASA In-Line Settings

L
|:| Enable Background SA Scan
[] Enable WEP Cloak

[] Enable Adaptive Scan

|| Enable Location Tracking RSSI Scan

Refresh Rate: 1 % | Second(s).

Scan Mode: | Default Scan =

Channel Channel Width
Ch 1(2.412 GHz) 40MHz Upper
Ch 2(2.417 GHz) 40MHz Upper
Ch 3(2.422 GHz) 40MHz Upper
Ch 4{2.427 GHz) 40MHz Upper
Ch 5(2.432 GHz) 40MHz Upper
Ch 6{2.437 GHz) 40MHz Lower
Ch 7(2.442 GHz) 40MHz Lower
Ch &(2.447 GHz) 40MHz Lower
Ch 9(2.452 GHz) 40MHz Lower
Ch 10(2.457 GHz) 40MHz Lower
Ch 11(2.462 GHz) 40MHz Lower

Scan Weight

1
1
1
1
1
1
1
1
1
1
1

-

5 From the Sensor Operation screen, select the ADSP item if it is not selected by default.

The Sensor Operation screen changes to display the configuration parameters for the ADSP system.
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6 Select one of the following Scan Mode options.

Default Scan | Select this option to use the default values. When selected, all the 2.4 GHz and 5.0 GHz
channels are scanned.

Custom Scan | Select this option to get fine grained control on the channels to be scanned in the 2.4 GHz and
5.0 GHz spectrum.

Channel Lock | Select this option to lock the channel scan to a single channel in either the 2.4 GHz or 5.0 GHz
spectrum.

7 Select Save to save changes made to the ADSP Sensor Operations parameters.

RF Domain Configuration

For ExtremelLocation to work, the RF Domain policy's sensor configuration must point to an existing
Sensor policy or to a newly created Sensor Policy.

To set the RF Domain's Sensor configuration:

1 Select Configuration > RF Domains > <The correct RF Domain>.

WiNCH5/9 (1]

Dashboard ehih[@ee Diagnost...  Operations  Stalistics

Devices Wireless Network Profles RF Domains = Security Services Management %] Revert | % Commit  [-] Commitand Save
&
; - L
" Manage RF Domain | RF Domain
(2 2]
RF Domain (&) | Location Contact Time Zone Country
default Etc/UTC India-in
TechPubs Etc/UTC
Map: |MNong L @
v -] RF Domain -
"TechPubs
ga|:Iefaul|

Type to zearch

Type to search in tables

Row Count: 2
E E q Add | Edit || Delete || Copy H Rename H Replace

The RF Domain screen displays.
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RF Domain default

Basic
Sensor
Client Mame
Overrides

» Metwork

VLAN for Control Traffic | (14084}

Longftude Coordinate o (-130.0000 - 180.0000)
Controller Managed o]

SMART RF

SMART RF Policy 0 |

@

4

Override Channel List 2.4 GHz g

g
g

£
g

Override Channel List 5 GHz g
Smart Scan
Enable Dynamic Channel 0|:|

2.4 GHz Channgls 0 1234,

g
g

5 GHz Channels @ 21,253436,..

3
g

(2]
Basic Configuration
Location °| |
Contact 0| |
Time Zone @/ @M EtcuTe |+ |
Country o|m_m | v |
Latitude Coordinate 0 (-90.0000 - 50.0000)
200 |
”

Wireless IPS

2 Select Sensor from the menu on the left.

The Sensor screen displays.

RF Domain default o
Basic Sensar
Sensor Policy O|ExtReme-Sensor-Policy | v | 19
Client Name
Overides Note: If the sensor is being used by ADSP for WIRS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
» Network the sensor
ExtremeLocation Appliance Configuration
Serverld IP Addres=s/Hostname Port |‘@
Li ]
Extreme Location Tenant Account
Tenant Account o| |
Sensor Appliance Configuration
server Id | IP Address/Hostname | Port w
o
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3 Select + Add Row from within the Location Tracking System list.

This adds a new row in the Location Tracking System table. Only one row can be configured for this
table.

Provide the following information:

Server Id Use the spinner control to assign a numeric ID for the ExtremelLocation server. The default ID
valueis 1.

IP Address/ Provide the host name of the ExtremelLocation server. Host name cannot exceed 64

Hostname characters or contain an underscore.

The URL to be configured is:

* http.//feedsl.extremelocation.com

Note
‘ 0 This field must not contain the IP address of the above server. Due to load
balancing, the IP address might change periodically.

Port Use the spinner control to specify the port of the ExtremelLocation server. The default port is
443,

RF Domain default (2]
Basic Sensar Policy Ii‘
Sensor ) -

Senser Folicy 0|ExtP.ern3—5&n3ur—Pulicy v | 8 [
Client Name
Cverrides Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Pleaze use ADSP channel settings instead to configure
» Network the sensor

ExtremeLocation Appliance Configuration

Serverid IP Address/Hostname Port ‘@
1 https:/ifeeds! extremelocation. com/ 443 '@
Li ]
4= Add Row

Extreme Location Tenant Account
Tenant Account o

Sensor Appliance Configuration
Server Id IP Address/Hostname | Port ‘@‘

[

In ExtremeLocation locate your tenant account number. This number is located next to the at
the top right of your screen.

test.org.01(@ test.org.com e

(7166344032)
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5 Specify your ExtremelLocation Tenant Account Number in the Tenant Account field .

RF Domain default (2]
: L
Basic Sensar Policy
Sensor ) - o
Sensor Folicy 0| ExtReme-Sensor-Policy v | B
Client Name
Overrides Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure

» Network the sensor

Extreme Location Appliance Configuration

ServerId IP Address/Hostname Port '@‘
1 https:/ffeeds! extremelo cation. com/ 443 ‘@
i)
ExtremeLocation Tenant Account
Tenant Account O 7166344032

Sensor Appliance Configuration

Server Id IP Address/Hostname | Port ﬁ
Li ]

6 Select OK to save the changes to the RF Domain Sensor configuration, or select Reset to revert to
the last saved configuration.
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7 Select Basic from the RF Domain menu on the left.

The RF Domain basic configuration screen appears.

Basic Configuration

Location

Contact

Time Zong

Country

WVLAMN for Controd Traffic

Controlér Lanaged
SMART RF

SMARAT RF Polcy

Override Channel List 2.4 GHz g | select =

Crerride Channed Lst 5 GHz

Smart Scan
Enabile Dynamic Channel
2 4 GHz Channels
5 GHz Channels
Wireless IPS
WIPS Policy
Statistics
Update intereal
License

Licenses

|0

O snalytics Smar-ripobey v | ¥ {5

° (olont v}
0[]
01234, | select =]
0 21.2524,36.... | Setect [+
opm "L
00 (0,5-300 seconds)
I'I'U'EBF > | I_ & i
P [ -

Figure 122: RF Domain Basic Configuration Screen

8 Select the Country drop-down to expand it and select the country of operation for this access point.

9 Select OK to save the changes to the RF Domain Basic configuration, or select Reset to revert to the
last saved configuration.

10 Select Exit to exit the RF Domain configuration screen.

11 From the top right corner of the screen select the Commit and Save button to commit and save
changes to the RF Domain.

%] Revert | ¥, Commit [5] Commitand Save

Sensor Policy Configuration

The access point radio can function as a sensor and upload information to a dedicated Extremelocation
server (external to the access point). When an access point radio functions as a sensor, it is, in the
sensor mode, able to scan across all legal channels within the 2.4 and 5.0 GHz bands. The access point
works in conjunction with the Extremelocation server to provide locationing service.
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1 Select Configuration > Wireless > Sensor Policy from the access point user interface.

The sensor policy screen appears.

Sensor Policy

Q

Name

Sensor_Policy_Default-Scan_01

Type to search in tables

Row Count: 1

Edit

|| Delete ||

L_Add ||

Copy

J l Rename

Figure 123: Wireless Sensor Policy Screen

2 Select Add to define a new sensor policy.

The following screen appears.

Name .

e ) . L e L

Channel Settings

(®
o
o
i

(%]
u
W
=]

n
T

|
T

|

m R By b Cl L

Figure 124: Add new Sensor Policy Screen
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3 Provide a name in the Name field.

Sensor policy name cannot exceed 32 characters and cannot contain space.

4 Select Continue to create the Sensor policy.

5 Select Exit to exit this screen without creating a new sensor policy.
The Sensor Policy addition screen displays with the Scan Mode set to Def aul t - Scan. The user
configurable parameters on this screen differ with the selected Scan Mode.

6 Set the RSSI Scan Interval value in the range of 1to 60 seconds. The default value is set to 10
seconds.
It is recommended that the RSSI Scan Interval be set to these following values depending on your
deployment requirements.
e For Presence Detection - Set this value to 60 seconds or 1 minute
e For Zone Tracking - Set this value to 10 seconds
e For Positioning & Sensor Calibration - Set this value to 1 second

For dedicated sensors, set the Channel Dwell Times to the following (recommended) values:
e For Presence Detection - Set this value to 60 seconds or 1 minute
e For Zone Tracking - Set this value to 250 milliseconds

7 Select the Scan Mode setting appropriate to your requirement.

Note
. Scan Mode should be set to determine the channel list for dedicated sensors. It is
L‘ recommended that the Channel List should be limited to the operating channels of the
J deployment. For the 5.0GHz band, it is recommended that the DFS channels not be
included in Channel Scan list. Client devices are prohibited from actively probing on these
DFS channels.

8 Select OK to save the changes to the Sensor Policy configuration, or select Reset to revert to the last
saved configuration.

9 From the top right corner of the screen select the Commit and Save button to commit and save
changes to the Sensor Policy.

% Revert | ¥ Commit || Commitand Save

RF Domain - Sensor Policy Configuration

For ExtremelLocation to work, the RF Domain policy must have a Sensor Policy applied to it. See Sensor
Policy Configuration on page 127 for more information on creating a Sensor policy.

To set the RF Domain's Sensor Policy configuration:
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1 Select Configuration > RF Domains > <The correct RF Domain>.

RS Dashboard e [@8e Diagnost...  Operations  Stalistics >
Devices Wireless MNetwork Profiles RF DDmaAins Security  Services Management 5] Revert | % Commit  [] Commitand Save
£ i . L
Manage RF Domain | RF Domain @ 0
RF Domain (&) | Location Contact Time Zone Country
default Etc/UTC India-in
TechPubs Etc/UTC

Map: |MNong L @
v -] RF Domain _
[ TechPubs

ga|:Iefaul|

Type to zearch

B B O

Type to search in tables Row Count: 2

Add l Edit H Delete ]l Copy H Rename H Replace

The RF Domain screen displays.

RF Domain default

Basic
Sensor
Client Name
Overrides

» Metwork

o
e

Basic Configuration

Location i
Contact o
Time Zone 0|(GMT}EtchTC v |
Country o||ndia_in v |
Latitude Coordinate @ o.0000 (-90.0000 - 90.0000)
Longitude Coordinate @/ 0.0000 (-120.0000 - 120.0000)
WLAN for Control Traffic ,D (1 -4094)
Controller Managed o]

SMART RF
SMART RF Policy 0| - | S &
Override Channel List 2.4 GHz g Select |

Override Channel List 5 GHz g

&
!

Smart Scan
Enable Dynamic Channel o]
2.4 GHz Channels 0 1234, Select v
5 GHz Channels O 21,2534 35,... Select

Wireless IP5S
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2 Select Sensor from the menu on the left.
The Sensor screen displays.

RF Domain default

Basic
Sensor
Client Name
Overrides

» Metwork

Sensor Policy

Sensor Policy 0| ExtReme-Sensor-poicy | v | 79 4

Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
the sensor

ExtremeLocation Appliance Configuration

Server ld IP AddressiHostname Port |‘@
Li ]
Extreme Location Tenant Account
Tenant Account o| |
Senzor Appliance Configuration
Server Id | 1P Address/Hostname | Port W
o

=]
E

3 From the Sensor Policy field, select the appropriate sensor policy.

RF Domain default

Basic
Sensor
Client Name
Overrides

» Metwork

Sensor Policy @

Sensor Foiicy O|ExtReme-Sensor-Policy | v | £9 i

Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
the sensor

ExtremeLocation Appliance Configuration

Serverld IP Address/Hostname Port |‘@

1 https:#ifeeds]extremelocation. com/ 443 ‘@'

W

Extreme Location Tenant ID

Tenant |d 0| |
Sensor Appliance Configuration
server Id | IP Address/Hostname | Port | T
i ]

@
O

K
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4 Select OK to save the changes to the RF Domain Sensor configuration, or select Reset to revert to
the last saved configuration.

5 Select Exit to exit the RF Domain configuration screen.

6 From the top right corner of the screen select the Commit and Save button to commit and save
changes to the RF Domain.

] Revert | ¥, Commit [] Commitand Save

Extreme Location and WIiNG Integration

WING Extremelocation Integration

With this release of Extremelocation, you can seamlessly integrate WIiNG with ExtremelLocation. Once
integrated, you can view all WING sites and WiNG adopted devices in real time from within the
Extremelocation user interface. Changes made to a site or site settings, geo-location information for a
site is immediately propagated to Extremel.ocation. For adopted access points, changes to the radio
mode and hostname will be reflected in Extremelocation.

This enables WING customers, who want to use Extremelocation to provide enhanced locationing
services, an easy pathway to synchronize their WING site hierarchy directly into ExtremelLocation
without any manual intervention. Here ExtremelLocation acts as a down-stream location service to
WING. Any changes made to WING is automatically propagated to Extremelocation, however, changes
made to Extremelocation is not updated back to WiNG.

Once the WING site hierarchy is synchronized with Extremel.ocation, you can configure
Extremelocation as the location service provider for all the sites (RF Domains) managed by WiNG.

The latest WiNG software version provides specific CLI only commands that enable you to quickly
integrate WING and Extremelocation. On executing these commands on your WiNG controller RF
Domain context, WING site hierarchy is synchronized with Extremelocation.

Extremelocation Tenant Account Number Linking in WING

It is now possible to configure the ExtremelLocation Tenant Account Number in your WiNG RF Domain
policy and your WIiNG controller. When an access point comes online, it is placed in the common pool of
access points by default. This access point is now available for any Tenant to claim and use by uploading
the access point's MAC address using the . csv import method. When the Tenant Account Number is
provided, access points are assigned to the tenant with the Tenant Account Number and can only be
used across any of the sites managed by this tenant. This ensures that your assets cannot inadvertently
be deployed on sites that belong to other Extremelocation accounts.

When the Tenant Account Number is provided in the WING controller configuration, it links the
controller with the tenant. Any modification made to WiNG sites managed by this wireless controller,
such as adding new access points or sites, is tagged by the Tenant Account Number automatically.

WING Integration with Extremelocation

To view all WiNG's sites and WING adopted devices from within Extremelocation:
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1 Login to the CLI interface on your WiNG Controller using the adm n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

10.234.160.5 - PuTTY o S

W

2 Createanew Locati on Pol i cy and provide it a valid name using the | ocat i on-pol i cy
<pol i cy- nanme> command.
A new | ocati on-pol i cy is created and you are taken into its context.

p
10.234.160.5 - PuTTY ol
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3 From within the | ocat i on- pol i cy context, configure the Extremel ocation server using the
following command:

server-host 1 ip feedsl. extrenel ocati on.com port 443

4 Configure the Locat i on Key using the following command. Here, Location Key is the AP/ Key
available from within the Extremelocation user interface.

| ocati on-key <APlI Key>

API Key for your ExtremelLocation account can be retrieved from within your ExtremelLocation
account.

Navigate to the Settings > System Settings > API Keys to display the APl Key Generation screen.

Copy the API Key in the gray text box and paste it into this command.

67926a267ed8d25acdbadaefredc2fe10c8ocf2cad8to07bdcid97es717caedia @ Regenerate Key

Generated on 04-04-2018 02:07:08

5 Enable this| ocati on- pol i cy using the following command:
enabl e

The location-policy is now ready for use. You cannot use the | ocat i on- pol i cy without enabling
it.
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6 Verify the location-policy configuration with the following command:

show cont ext

The current configuration for the | ocat i on- pol i cy is displayed.

p
10.234.160.5 - PuTTY ol

L5 )

If required, make appropriate changes to this configuration.

7 Commit the changes made to this | ocat i on- pol i cy by using the following command:
commt wite menory
Thel ocati on- pol i cy is saved.

8 Exitoutofthel ocati on- pol i cy context by using exi t command.
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9 Navigate to the WING controller's configuration context using the sel f command.

The context changes to the WiNG Controller's configuration context.

10.234.160.5 - PuTTY

L5

10 Tousethel ocati on-poli cy, it has to be applied to this WING Controller. To do so, use the

command:

use location-policy <your |ocation-policy nane>

11 Commit the changes made to this WING Controller context by using the following command:

commit wite menory

Thel ocat i on-pol i cy is applied to the WING Controller and is now available for use.

The WING Controller will now be able to communicate with the Extremelocation server and update
its site and site hierarchy to the Extremelocation server. It uses the provided APl Key to identify the
correct Extremelocation account and updates the site and site hierarchy to the linked account.

Linking ExtremelLocation Tenant Account Number with WING

Extremelocation Tenant Account Number Linking in WING

It is now possible to configure the Extremelocation Tenant Account Number in your WiNG RF Domain
policy and your WiNG controller. When an access point comes onling, it is placed in the common pool of
access points by default. This access point is now available for any Tenant to claim and use by uploading
the access point's MAC address using the . csv import method. When the Tenant Account Number is
provided, access points are assigned to the tenant with the Tenant Account Number and can only be
used across any of the sites managed by this tenant. This ensures that your assets cannot inadvertently

be deployed on sites that belong to other Extremelocation accounts.
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When the Tenant Account Number is provided in the WING controller configuration, it links the
controller with the tenant. Any modification made to WiNG sites managed by this wireless controller,
such as adding new access points or sites, is tagged by the Tenant Account Number automatically.

Linking your Extremelocation Tenant Account Number with WING can be done from both the WING
CLI'and the WING User Interface. Extreme Networks recommends that you link your Extremelocation
Tenant Account Number with WIiNG for ease of use and increased security of your deployments.

Extremelocation Tenant Account Number Integration

To link your tenant account number to WiNG using the WiNG CLI:

1 Login to the CLI interface on your WiNG Controller using the adm n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

Ofconf term

10.234.160.5 - PuTTY =e=n X"

m
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2 Enter the RF Domain context using the command r f - domai n <your RF Domai n>.

You are taken to the RF Domain's context.

£ 10.234.160.5 - PuTTY | e

L5

In Extremelocation locate your tenant account number. This number is located next to the at
the top right of your screen.

test.org.01(@ test.org.com
(7166344032)

4 From within ther f - domai n context, execute the following command and pass the tenant account
number as a parameter to this command.

| ocation-tenantid <your tenant account nunber>
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5 Verify the location-tenantid configuration with the following command:

show cont ext

The current configuration for the r f - domai n is displayed.

p
10.234.160.5 - PuTTY

If required, make appropriate changes to this configuration.
6 Commit the changes made to this r f - domai n by using the following command:

commt wite menory
Ther f - domai nis saved.

Extremelocation Tenant Account Number Integration Using WING GU/

To link your tenant account number to WING using the WiNG GUI:
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1 Login to your WiNG Controller.

On successful login, the Dashboard screen appears.

WING V5.9

Dashboa...

Summary Network View

= (&) System -
 [F default (=
3] a. TechPubs (=)

Search

.
vt surrey [N I I = |

Configur...

Diagnost... Operatio... Statistics -

System (2]
.
N v
Devices Offline Devices System Security
RF Domain Devices Offline (5] Threat Level (= | RF Domain
default U] @ 1(Low) default
Online (5]
B Oniine [l Offline
Device Types RF Quality
Device Typea) | Online Offline Worst 5 @ | RF Domain
Gy APTS2 (1 0 Z) 100 (A) gefsul
gy APBIXX |1 0
& Nxoooo |1 0
& RFSE000 |2 b]

Find Functional Area | Type to search
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2 Select Configuration > RF Domains.

The RF Domains screen appears.

WING WSS

Dashboa... eiie[VI# Diagnost ..
Devices Wireless Network Profiles

Operatio... Statistics
RF Domains Security Services

Management 5] Revert [® Commit [ Commitand Save
" Manage RF Domain: | RF Domain e
RF Domain @ | Location Contact Time Zone Country
default Etc/UTC India-in
TechPubs Etc/UTC
Map: |None v
v ] RF Domain _
[ TechPubs 1
B default
Type to zearch
E Type to search in tables Row Count: 2
—— i Add H Edt | [ peete |[ copy ][ Rename || Replace |
e

| e surer | O | = |

‘ Find Functional Area | Type to search |
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3 From the RF Domain list, select the RF Domain to edit and then select the Edit button.

The selected RF Domain policy is loaded and the following screen appears.

LSS Y Dashboa. . [MeLis[i# Diagnost . Operatio . Stafistics
Devices Wireless Network Profiles RFDomains Security Services Management 5] Revert [® Commit [ Commitand Save
[ Manage RF Domain: | RF Domain TechPubs (7]
Basic Location i) =
Sensor Contact Li] T
Client Name Time Zone 0| (GMT) EtciUTC v ‘
Overrides Country 0| |
» Network Latiude Coordinate @/ 0.0000 {-50.0000 - 50.0000)
Longitude Coordinate @/ 0.0000 (-180.0000 - 180.0DDD)
WLAN for Control Traffic ,D (1 - 4004)
e Centroller Managed OD
Map: |None v SMART RE
V@ RF Domain - SMART RF Policy 0| <none> v | L] @
"Tec:hPuhs 1 Owverride Channel List 2.4 GHz 07 Select |
B default ) -
Override ChannelList 5 GHz @ Select [v|
Smart Scan
Enable Dynamic Channel o]
2.4 GHz Channels or Select |«
S GHz Channels OW Select [v|
Wireless IP5
WIPS Folicy 0| v | 8
Type to search Stafistics
B B T | Update Interval an (05300 ds ) z
— T S - R = -
e
| Event Summary nn n [ | Find Functional Area | Type to search | |
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4 From the navigation menu on the left, select Sensor menu item.

The Sensor screen appears.

RF Domain default o
Basic Sensar Policy li'
Sensor ) -

Sensor Folicy ﬂl ExtReme-Sensor-Policy v | ] o
Client Name
Cverrides Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
» Network the sensor
ExtremeLocation Appliance Configuration
Serverid IP Address/Hostname Port ‘@
1 hitps./ifeeds] extremelocation. com/ 443 ‘@
Li ]
&= Add Row
Extreme Location Tenant Account
Tenant Account o
Sensor Appliance Configuration
Server Id IP Address/Hostname | Port ‘@‘
|
Li ]

||

In ExtremeLocation locate your tenant account number. This number is located next to the at
the top right of your screen.

test.org.01@ test.org.com e
(7166344032)

6 Inthe WING GUI paste the Tenant Account Nunber value into the ExtremeLocation Tenant
Account field's Tenant Account field.

7 From the top right, select the Commit and Save button to save changes made to this RF Domain
Policy.

Linking ExtremelLocation Tenant Account Number with WIiNG Controller

Extremelocation Tenant Account Number Linking in WING

It is now possible to configure the ExtremelLocation Tenant Account Number in your WiNG RF Domain
policy and your WING controller. When an access point comes online, it is placed in the common pool of
access points by default. This access point is now available for any Tenant to claim and use by uploading
the access point's MAC address using the . csv import method. When the Tenant Account Number is
provided, access points are assigned to the tenant with the Tenant Account Number and can only be
used across any of the sites managed by this tenant. This ensures that your assets cannot inadvertently
be deployed on sites that belong to other ExtremelLocation accounts.

ExtremelLocation User Guide / 143



Configure ExtremeWireless Access Points

When the Tenant Account Number is provided in the WING controller configuration, it links the
controller with the tenant. Any modification made to WiNG sites managed by this wireless controller,
such as adding new access points or sites, is tagged by the Tenant Account Number automatically.

Linking your Extremelocation Tenant Account Number with WING controller can be done from the
WING CLI only. Extreme Networks recommends that you link your ExtremelLocation Tenant Account
Number with WiNG Controller for ease of use and increased security of your deployments.

Extremelocation Tenant Account Number Integration With WiNG Controllers

To link your tenant account number to a WING controller using the WiNG CLI:

1 Login to the CLI interface on your WiNG controller using the adni n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

10.234.160.5 - PuTTY =e=n X"

S00#conf term

m
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2 Enter the WIiNG controller's context using the sel f command.

You are taken to the WiNG controller's context.

10.234.160.5 - PuTTY

L5

3 From within the sel f context, execute the following command:

| ocation-tenantid <your tenant

ExtremelLocation User Guide

i d>

/ 145




Configure ExtremeWireless Access Points

4 Verify the location-tenantid configuration with the following command:

show cont ext

The current configuration for the WING controller is displayed.

£ 10.234.160.5 - PuTTY

If required, make appropriate changes to this configuration.
5 Commit the changes made to this WiNG controller by using the following command:

comit wite nmenory
The configuration changes made to this WING controller is saved.

Extremelocation Tenant Account Number Integration With WiING Controllers - Removing

Tenant Account Number

To remove the linked tenant account number to your WiNG controller using the WIiNG CLI:
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1

Login to the CLI interface on your WING controller using the adm n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

10.234.160.5 - PuTTY =

L5

2 Enter the WIiNG controller's context using the sel f command.

ExtremelLocation User Guide
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3 From within the sel f context, execute the following command:
renmove-override | ocation-tenantid

4 Verify the location-tenantid configuration has been removed from the WING controller with the
following command:

show cont ext

The current configuration for the WiNG controller is displayed.

E@ 10.234.160.5 - PUTTY = | B |-l

If required, make appropriate changes to this configuration.
5 Commit the changes made to this WING controller by using the following command:

commit wite menory
The configuration changes made to this WiNG controller is saved.

Configuring ExtremeWireless Access Points

ExtremeWireless access points are a range of 802.11ac Wave 2 and 802.11abgn indoor and outdoor
access points that deliver enterprise-grade performance and security for areas ranging from small
service areas such as residence halls, patient rooms, or conference rooms to large and very large areas
such as warehouses, manufacturing plants, parks, or stadiums.

The following ExtremeWireless access point models are supported:

e ExtremeWireless AP3912
e ExtremeWireless AP3915
e ExtremeWireless AP3916
e ExtremeWireless AP3917
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o ExtremeWireless AP3935
e ExtremeWireless AP3965

Note
1 0 ] Both indoor and outdoor access point models are supported.

Note
For the following ExtremeWireless access points that have 2 LAN ports, use the port labeled

"LAN 1" to connect to the controller.
‘ e o AP3917

* AP3935
e AP3965

This chapter describes these steps to configure access points for use with ExtremelLocation:

e Enabling support for ExtremelLocation on ExtremeWireless Controllers. See Enabling support for
Extremelocation on ExtremeWireless Controllers on page 149.

e Enabling support for ExtremeWireless access points in a mixed ExtremelLocation and AirDefense
Service Platform deployment. See Configuring AirDefense Sensor Support on page 153.

Enabling support for ExtremelLocation on ExtremeWireless Controllers

To enable support for Extremelocation on ExtremeWireless controllers:

1 Navigate to the login page of the ExtremeWireless Controller and login using your credentials.

ExtremeWireless

© Copyright 2006-2017 Extreme Networks All Rights Reserved

Figure 125: ExtremeW:ireless Controller Login Screen
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2 From the menu on the top, select the WIPS menu item.

The WIPS Configuration screen appears.

E ‘ Home Logs Reports Controller AP VNS

Configuration

Engine Settings

AirDefense Profiles
Radar Profiles
Radar Maintenance

Location Engine

Logout

Security Analysis Engine

[ EwC | v2110 Medium | 12 days, 05:51 ] User: admin
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3 Select the option Location Engine > ExtremeLocation

The following screen displays.

E Home Logs Reports Controller AP VNS

; Configuration | Report to Extremelocation™
: AirDefense Profiles |
; Radar Profiles

: Radar Maintenance

Location Engine

| Location Engine Settings
Location Batch Reporting
Extremelocation™

Save \

Software: 10.41.02.0014 | Admin Users: 2
© 2006-2017 Extreme Networks. All Rights Reserved.

[ EWC | V2110 Medium | 00 days, 23:46 ] User: admin ()
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4 Select the Report to ExtremelLocation option to enable configuring the parameters for sending
location data to the remote Extremelocation servers.

The following screen displays:

E Home Logs Reports Controller AP VNS

Logout

p
Configuration 24 Report to Extremelocation™

AirDefense Profiles

Server Address feeds-us.extremeloca
Radar Profiles

Minimum RSS reporting: |-85 dBm
Radar Maintenance
Report every |1 second(s)
Location Engine
Location Engine Settings ~APs
Location Batch Reporting :
ExtremeLocation™ iSearch for AP name |

@ res
¥ 1617Y-1127500000 =
¥  1646Y-1396700000
¥ 1701Y-1208900000
1701Y-1211400000
1701Y-1222000000
1710Y-1580500000
1727D10040510000

A 8RS

1720¥-1015100000

1651¥-136%300000

| Save

Extremel ocation™ configuration saved successfully : Software: 10.41.02.0014 | Admin Users: 2

[ EWC | V2110 Medium | 00 days, 23:46 ] User: admin () {} £ © 2006-2017 Exitreme Networks. All Rights Reserved.

5 Set the Server Address of the Extremelocation server.
The following is the URL for the Extremelocation server.

e Sensor Server for US Customers

6 Set the Minimum RSS Reporting value. This is the RSS value below which location information is not
sent to the Extremelocation server.

7 Set the Report every controller to the reporting interval in seconds. This is the time period (in
seconds) after which the location data is sent to the remote ExtremelLocation server.

8 from the AP field, select the access points to which the ExtremelLocation configuration will be
pushed when this configuration is saved.

9 Select Save to save the changes to the Wireless Controller configuration.

For further configuration of ExtremeWireless access points to enable them to work with
ExtremeLocation, refer to the latest ExtremeWireless Users Guide located at http://
documentation.extremenetworks.com.
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Configuring AirDefense Sensor Support

Use the configuration described in this section to configure ExtremeWireless access points to act as
AirDefense Sensors when using AirDefense Service Platform alongside Extremelocation in a mixed
deployment.

ADSP assigns individual licenses to sensors that are allowed to send data to ADSP for analysis.
ExtremeWireless access points managed by ExtremeWireless Controllers must be configured so that
they are visible to an ADSP server to push configurations to these access points.

The following configurations must be performed:

¢ Configure the ExtremeWireless Controller by creating an ADSP profile and assign the access points
that will act as sensors for ADSP.

e Configure the ADSP server to push ADSP configuration to these access points.

Creating ADSP Profile on an Extreme Networks Controller

For an access point that is managed by an ExtremeWireless controller to act as a sensor for ADSP, it

must be made visible to the ADSP server for it (the ADSP server) to push configuration to the access
points. This is done by creating an ADSP profile and assigning access points to it. These access points
will then receive configuration updates from ADSP and also act as ADSP sensors.

To learn how to create an ADSP profile, refer to the latest ExtremeWireless Users Guide located at
http://documentation.extremenetworks.com.

Configuring ADSP Sensor Operation

These configuration steps are performed on your ADSP server.

Use the Sensor Operation screen to configure the settings that ADSP sends to the sensors registered
with it. Some of the parameters that can be configured are Scan Settings, Scan Modes, Scan Weight,
and other parameters.

1 Loginin to the AirDefense Server from its login screen.

usErNAME

Provide a valid login user name its password to access the ADSP user interface.
2 Select the Configuration menu from the toolbar on the top of the screen.
3 Select the Operational Management item from the menu on the left of the screen to expand it.
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4  Select the Sensor Operation item from the Operational Management sub menu.

The Sensor Operation screen displays.

Menu Dashboard Network Alarms [RefyitsmEIqen] AirDefense Services Platform

Search 4|| Sensor Operation
Appliance Platform = @ADSP

|Z| Enable configuration ‘ Copy settings to all appliances
Security & Compliance =) [ testing =
Network Assurance FdFloor 1 =

Ly Unplaced Devices =

Infrastructure Management nd | Scan Settings H ASA In-Line Settings
Operational Management
Alarm Action Manager

|| Enable Background SA Scan
Alarm Configuration
Client Types || Enable WEP Cloak
Device Action Manager [] Enable Adaptive Scan

Device Age Out

Job Status
[¥] Enable Location Tracking RSSI Scan
Location Based Services
Refresh Rate: 1 2 Second(s).

Location Subscriber Profiles
Fending State Audit

Sensaor Only Settings Scan Mede: | pefaylt Scan -

Sensor Operation

Channel Channel Width
Ch 1(2.412 GHz) 40MHz Upper
Appliance Management Ch 2(2.417 GHz) 40MHz Upper
Account Management Ch 3(2.422 GHz) 40MHz Upper
Ch 4(2.427 GHz) 40MHz Upper
Ch 5(2.432 GHz) 40MHz Upper
Ch 6(2.437 GHz) 40MHz Lower
Ch 7(2.442 GHz) 40MHz Lower
Ch 8(2.447 GHz) 40MHz Lower
Ch 9{2.452 GHz) 40MHz Lower
Ch 10(2.457 GHz) 40MHz Lower
Ch 11(2.462 GHz) 40MHz Lower

Scan Weight

1
1
1
1
1
1
1
1
1
1
1

5 From the Sensor Operation screen, select the ADSP item if it is not selected by default.

The Sensor Operation screen changes to display the configuration parameters for the ADSP system.

6 Select one of the following Scan Mode options.

Default Scan | Select this option to use the default values. When selected, all the 2.4 GHz and 5.0 GHz
channels are scanned.

5.0 GHz spectrum.

Custom Scan | Select this option to get fine grained control on the channels to be scanned in the 2.4 GHz and

spectrum.

Channel Lock | Select this option to lock the channel scan to a single channel in either the 2.4 GHz or 5.0 GHz

7 Select Save to save changes made to the ADSP Sensor Operations parameters.
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ad hoc mode

ARP

ATM

BSS

An 802.11 networking framework in which devices or stations communicate directly with each other,
without the use of an AP.

Address Resolution Protocol is part of the TCP/IP suite used to dynamically associate a device's physical
address (MAC address) with its logical address (IP address). The system broadcasts an ARP request,
containing the IP address, and the device with that IP address sends back its MAC address so that traffic
can be transmitted.

Asynchronous Transmission Mode is a start/stop transmission in which each character is preceded by a
start signal and followed by one or more stop signals. A variable time interval can exist between
characters. ATM is the preferred technology for the transfer of images.

Basic Service Set is a wireless topology consisting of one access point connected to a wired network
and a set of wireless devices. Also called an infrastructure network. See also /BSS (Independent Basic
Service Set).

Chalet

CHAP

CLI

Chalet is a web-based user interface for setting up and viewing information about a switch, removing
the need to enter common commands individually in the CLI.

Challenge-Handshake Authentication Protocol is one of the two main authentication protocols used to
verify a user's name and password for PPP Internet connections. CHAP is more secure because it
performs a three-way handshake during the initial link establishment between the home and remote
machines. It can also repeat the authentication anytime after the link has been established.

Command Line Interface. The CLI provides an environment to issue commands to monitor and manage
switches and wireless appliances.

Data Center Connect

DCC, formerly known as DCM (Data Center Manager), is a data center fabric management and
automation tool that improves the efficiency of managing a large virtual and physical network. DCC
provides an integrated view of the server, storage, and networking operations, removing the need to
use multiple tools and management systems. DCC automates VM assignment, allocates appropriate
network resources, and applies individual policies to various data objects in the switching fabric
(reducing VM sprawl). Learn more about DCC at http://www.extremenetworks.com/product/data-
center-connect/.

DoS attack

Denial of Service attacks occur when a critical network or computing resource is overwhelmed so that
legitimate requests for service cannot succeed. In its simplest form, a DoS attack is indistinguishable
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from normal heavy traffic. ExtremeXOS software has configurable parameters that allow you to defeat
DoS attacks.

DSSS

Direct-Sequence Spread Spectrum is a transmission technology used in Local Area Wireless Network
(LAWN) transmissions where a data signal at the sending station is combined with a higher data rate bit
sequence, or chipping code, that divides the user data according to a spreading ratio. The chipping
code is a redundant bit pattern for each bit that is transmitted, which increases the signal's resistance to
interference. If one or more bits in the pattern are damaged during transmission, the original data can
be recovered due to the redundancy of the transmission. (Compare with FHSS (Frequency-Hopping
Spread Spectrum).)

EAP-TLS/EAP-TTLS

EAP-TLS Extensible Authentication Protocol - Transport Layer Security. A general protocol for
authentication that also supports multiple authentication methods, such as token cards, Kerberos, one-
time passwords, certificates, public key authentication and smart cards.

IEEE 802.1x specifies how EAP should be encapsulated in LAN frames.

In wireless communications using EAP, a user requests connection to a WLAN through an access point,
which then requests the identity of the user and transmits that identity to an authentication server such
as RADIUS The server asks the access point for proof of identity, which the access point gets from the
user and then sends back to the server to complete the authentication.

EAP-TLS provides for certificate-based and mutual authentication of the client and the network. It relies
on client-side and server-side certificates to perform authentication and can be used to dynamically
generate user-based and session-based WEP keys.

EAP-TTLS (Tunneled Transport Layer Security) is an extension of EAP-TLS to provide certificate-based,
mutual authentication of the client and network through an encrypted tunnel, as well as to generate
dynamic, per-user, per-session WEP keys. Unlike EAP-TLS, EAP-TTLS requires only server-side
certificates.

(See also PEAP (Protected Extensible Authentication Protocol).)

ESRP

Extreme Standby Router Protocol is an Extreme Networks-proprietary protocol that provides redundant
Layer 2 and routing services to users.

Extreme Access Control

EAC, formerly NAC™, featuring both physical and virtual appliances, is a pre- and post-connect solution
for wired and wireless LAN and VPN users. Using Identity and Access appliances and/or Identity and
Access Virtual Appliance with the Extreme Management Center software, you can ensure only the right
users have access to the right information from the right place at the right time. EAC is tightly
integrated with the Intrusion Prevention System (IPS) and Security Information and Event Manager
(SIEM) to deliver best-in-class post-connect access control. Learn more about EAC at http://

www.extremenetworks.com/product/extreme-access-control/.

Extreme Application Analytics

EAA, formerly Purview™, is a network powered application analytics and optimization solution that
captures and analyzes context-based application traffic to deliver meaningful intelligence about
applications, users, locations, and devices. EAA provides data to show how applications are being used.
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This can be used to better understand customer behavior on the network, identify the level of user
engagement, and assure business application delivery to optimize the user experience. The software
also provides visibility into network and application performance allowing IT to pinpoint and resolve
performance issues in the infrastructure whether they are caused by the network, application, or server.
Learn more about EAA at http://www.extremenetworks.com/product/extremeanalytics/.

Extreme Management Center

Extreme Management Center (Extreme Management Center), formerly Netsight™, is a web-based
control interface that provides centralized visibility into your network. Extreme Management Center
reaches beyond ports, VLANSs, and SSIDs and provides detailed control of individual users, applications,
and protocols. When coupled with wireless and Identity & Access Management products, Extreme
Management Center becomes the central location for monitoring and managing all the components in
the infrastructure. Learn more about Extreme Management Center at http://
www.extremenetworks.com/product/management-center/.

ExtremeCloud

ExtremeCloud is a cloud-based network management Software as a Service (SaaS) tool. ExtremeCloud
allows you to manage users, wired and wireless devices, and applications on corporate and guest
networks. You can control the user experience with smarter edges - including managing QosS, call
admission control, secure access policies, rate limiting, multicast, filtering, and traffic forwarding, all
from an intuitive web interface. Learn more about ExtremeCloud at http://www.extremenetworks.com/
product/extremecloud/.

ExtremeSwitching

ExtremeSwitching is the family of products comprising different switch types: Modular (X8 and 8000
series [formerly BlackDiamond] and S and K series switches); Stackable (X-series and A, B, C, and 7100
series switches); Standalone (SSA, X430, and D, 200, 800, and ISW series); and Mobile Backhaul (E4G).
Learn more about ExtremeSwitching at http://www.extremenetworks.com/products/switching-
routing/.

ExtremeWireless

ExtremeWireless products and solutions offer high-density WiFi access, connecting your organization
with employees, partners, and customers everywhere they go. The family of wireless products and
solutions includes APs, wireless appliances, and software. Learn more about ExtremeWireless at http://
www.extremenetworks.com/products/wireless/.

ExtremeXOS

ExtremeXOS, a modular switch operating system, is designed from the ground up to meet the needs of
large cloud and private data centers, service providers, converged enterprise edge networks, and
everything in between. Based on a resilient architecture and protocols, ExtremeXOS supports network
virtualization and standards-based SDN capabilities like VXLAN gateway, OpenFlow, and OpenStack
Cloud orchestration. ExtremeXOS also supports comprehensive role-based policy. Learn more about
ExtremeXOS at http://www.extremenetworks.com/product/extremexos-network-operating-system/.

FHSS

Frequency-Hopping Spread Spectrum is a transmission technology used in Local Area Wireless
Network (LAWN) transmissions where the data signal is modulated with a narrowband carrier signal
that 'hops' in a random but predictable sequence from frequency to frequency as a function of time
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IBSS

MIC

over a wide band of frequencies. This technique reduces interference. If synchronized properly, a single
logical channel is maintained. (Compare with DSSS (Direct-Sequence Spread Spectrum).)

Message Integrity Check (or Code), also called ‘Michael’, is part of WPA and TKIP. The MIC is an
additional 8-byte code inserted before the standard 4-byte ICV appended in by standard WEP to the
802.11 message. This greatly increases the difficulty in carrying out forgery attacks.

Both integrity check mechanisms are calculated by the receiver and compared against the values sent
by the sender in the frame. If the values match, there is assurance that the message has not been
tampered with.

netmask

PEAP

SSL

A netmask is a string of Os and 1s that mask, or screen out, the network part of an IP address, so that
only the host computer part of the address remains. A frequently-used netmask is 255.255.255.0, used
for a Class C subnet (one with up to 255 host computers). The ".0" in the netmask allows the specific
host computer address to be visible.

Protected Extensible Authentication Protocol is an IETF draft standard to authenticate wireless LAN
clients without requiring them to have certificates. In PEAP authentication, first the user authenticates
the authentication server, then the authentication server authenticates the user. If the first phase is
successful, the user is then authenticated over the SSL tunnel created in phase one using EAP-Generic
Token Card (EAP-GTC) or Microsoft Challenged Handshake Protocol Version 2 (MSCHAP V2). (See also
EAP-TLS/EAP-TTLS.)

Secure Socket Layer is a protocol for transmitting private documents using the Internet. SSL works by
using a public key to encrypt data that is transferred over the SSL connection. SSL uses the public-and-
private key encryption system, which includes the use of a digital certificate. SSL is used for other
applications than SSH, for example, OpenFlow.

syslog

A protocol used for the transmission of event notification messages across networks, originally
developed on the University of California Berkeley Software Distribution (BSD) TCP/IP system
implementations, and now embedded in many other operating systems and networked devices. A
device generates a messages, a relay receives and forwards the messages, and a collector (a syslog
server) receives the messages without relaying them.

syslog uses the UDP as its underlying transport layer mechanism. The UDP port that has been assigned
to syslog is 514. (RFC 3164)
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