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Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and important notice formats used in
Brocade technical documentation.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text to highlight specific words or

phrases.

Format Description

bold text Identifies command names
Identifies keywords and operands
Identifies the names of user-manipulated GUI elements
Identifies text to enter at the GUI

ftalic text Identifies emphasis
Identifies variables and modifiers
Identifies paths and Internet addresses
Identifies document titles

Courier font Identifies CLI output

Identifies command syntax examples

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical
relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

ftalic text Identifies a variable.

value In Fibre Channel products, a fixed value provided as input to a command option is printed in plain text, for

example, --show WWN.
[ Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{xlylz} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select
one of the options.

In Fibre Channel products, square brackets may be used instead for this purpose.

x|y A vertical bar separates mutually exclusive elements.

Brocade Netlron Multicast Configuration Guide
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Convention Description
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.
Repeat the previous element, for example, membed member..].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command
input, enter the entire command at the prompt without the backslash.

Notes, cautions, and warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential
hazards.

NOTE
A note provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An Attention statement indicates potential damage to hardware or data.

CAUTION
A A Caution statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A Danger statement indlicates condlitions or situations that can be potentially lethal or extremely hazardous to you. Safety labels
are also attached diirectly to products to warn of these condiitions or situations.

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade resources.

You can download additional publications supporting your product at www.brocade.com. Select the Brocade Products tab to locate your
product, then click the Brocade product name or image to open the individual product page. The user manuals are available in the
resources module at the bottom of the page under the Documentation category.

To get up-to-the-minute information on Brocade products and resources, go to MyBrocade. You can register at no cost to obtain a user
ID and password.

Release notes are available on MyBrocade under Product Downloads.

White papers, online demonstrations, and data sheets are available through the Brocade website.

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online, by telephone, or by e-mail. Brocade OEM customers
contact their OEM/Solutions provider.

Brocade customers

For product support information and the latest information on contacting the Technical Assistance Center, go to http:/
www.brocade.com/services-support/index.html.
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If you have purchased Brocade product support directly from Brocade, use one of the following methods to contact the Brocade
Technical Assistance Center 24x7.

Online Telephone E-mail
Preferred method of contact for non-urgent Required for Sev 1-Critical and Sev 2-High support@brocade.com
issues: issues: .
Please include:
. My Cases through MyBrocade . Continental US: 1-800-752-8061
. Problem summary
. Software downloads and licensing . Europe, Middle East, Africa, and Asia il b
tools Pacific: +800-AT FIBREE (+800 28 * Serial number
342733 . Installation details

. Knowledge Base

*  Forareas unable to access toll free «  Environment description
number: +1-408-333-6061

e Toll-free numbers are available in
many countries.

Brocade OEM customers

If you have purchased Brocade product support from a Brocade OEM/Solution Provider, contact your OEM/Solution Provider for all of
your product support needs.

+«  OEM/Solution Providers are trained and certified by Brocade to support Brocade® products.
e Brocade provides backline support for issues that cannot be resolved by the OEM/Solution Provider.

e Brocade Supplemental Support augments your existing OEM support contract, providing direct access to Brocade expertise.
For more information, contact Brocade or your OEM.

e For questions regarding service levels and response times, contact your OEM/Solution Provider.

Document feedback

To send feedback and report errors in the documentation you can use the feedback form posted with the document or you can e-mail
the documentation team.

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and completeness of this document.
However, if you find an error or an omission, or you think that a topic needs further development, we want to hear from you. You can
provide feedback in two ways:

e Through the online feedback form in the HTML documents posted on www.brocade.com.

¢ By sending your feedback to documentation@brocade.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading and page number if applicable, as
well as your suggestions for improvement.
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About This Document

*  Supported hardware and software
*  How command information is presented in this guide

Supported hardware and software

The following hardware platforms are supported by this release of this guide:

TABLE 1 Supported devices

Brocade Netlron XMR Series

Brocade Netlron MLX Series

Netlron CES 2000 and Netlron CER 2000
Series

Brocade Netlron XMR 4000
Brocade Netlron XMR 8000
Brocade Netlron XMR 16000
Brocade Netlron XMR 32000

Brocade MLX-4
Brocade MLX-8
Brocade MLX-16
Brocade MLX-32
Brocade MLXe-4
Brocade MLXe-8
Brocade MLXe-16
Brocade MLXe-32

Brocade Netlron CES 2024C
Brocade Netlron CES 2024F
Brocade Netlron CES 2048C
Brocade Netlron CES 2048CX
Brocade Netlron CES 2048F
Brocade Netlron CES 2048FX
Brocade Netlron CER 2024C
Brocade Netlron CER-RT 2024C
Brocade Netlron CER 2024F
Brocade Netlron CER-RT 2024F
Brocade Netlron CER 2048C
Brocade Netlron CER-RT 2048C
Brocade Netlron CER 2048CX
Brocade Netlron CER-RT 2048CX
Brocade Netlron CER 2048F
Brocade Netlron CER-RT 2048F
Brocade Netlron CER 2048FX
Brocade Netlron CER-RT 2048FX

Supported software

For the complete list of supported features and the summary of enhancements and configuration notes for this release, refer to the
Brocade Netlron Unified R6.0.00 Release Notes.
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About This Document

How command information is presented in this guide

For all new content supported in Netlron Release 05.6.00 and later, command information is documented in a standalone command

reference guide.

In an effort to provide consistent command line interface (CLI) documentation for all products, Brocade is in the process of completing a
standalone command reference for the Netlron platforms. This process involves separating command syntax and parameter
descriptions from configuration tasks. Until this process is completed, command information is presented in two ways:

¢ Forall new content supported in Netlron Release 05.6.00 and later, the CLI is documented in separate command pages
included in the Netlron Command Reference. Commmand pages are compiled in alphabetical order and follow a standard format
to present syntax, parameters, usage guidelines, examples, and command history.

NOTE
Many commands from previous Netlron releases are also included in the command reference.

e Legacy content in configuration guides continues to include command syntax and parameter descriptions in the chapters
where the features are documented.

If you do not find command syntax information embedded in a configuration task, refer to the Net/ron Command Reference.

Brocade Netlron Multicast Configuration Guide
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IPv4 Multicast VLLAN Traffic Reduction

. [P MURICAST rAFTIC FEAUCTION ...t 13

IP multicast traffic reduction

In Layer 2 mode, by default, the Brocade device forwards all IP multicast traffic out all ports except the port on which the traffic was
received. Forwarding decisions are based on the Layer 2 information in the packets. To reduce multicast traffic through the device, you
can enable IP Multicast Traffic Reduction. When this feature is enabled, forwarding decisions are made in hardware, based on multicast
group. The device will forward multicast traffic only on the ports attached to multicast group members, instead of forwarding all multicast
traffic to all ports.

By default, the device broadcasts traffic addressed to an IP multicast group that does not have any entries in the IGMP table. When you
enable IP Multicast Traffic Reduction, the device determines the ports that are attached to multicast group members based on entries in
the IGMP table. The IGMP table entries are created when the VLAN receives a group membership report for a group. Each entry in the
table consists of an IP multicast group address and the ports from which the device has received Group Membership reports.

When the device receives traffic for an IP multicast group, the device looks in the IGMP table for an entry corresponding to that group. If
the device finds an entry, it forwards the group traffic out the ports listed in the corresponding entries, as long as the ports are members
of the same VLAN. If the table does not contain an entry corresponding to the group, or if the port is a member of the default VLAN, the
device broadcasts the traffic.

Configuration requirements

Consider the following configuration requirements and application notes:
¢ The IP Multicast Traffic Reduction feature is applicable to Layer 2 mode only.
* If the route-only feature is enabled on the Brocade device, then IP Multicast Traffic Reduction will not be supported.
e This feature is not supported on the default VLAN of the Brocade device.

e When one or more Brocade devices are running Layer 2 IP Multicast Traffic reduction, configure one of the devices for active
IGMP and leave the other devices configured for passive IGMP. However, if the IP multicast domain contains a multicast-
capable router, configure all the Brocade devices for passive IGMP and allow the router to actively send the IGMP queries.

¢ |P multicast traffic reduction and PIM SM Traffic Snooping are supported on the Brocade device.

Configuring IP multicast traffic reduction

When you enable IP Multicast Traffic Reduction, you also can configure the following features:

¢  IGMP mode - When you enable IP Multicast Traffic Reduction, the device passively listens for IGMP Group Membership
reports by default. If the multicast domain does not have a router to send IGMP queries to elicit these Group Membership
reports, you can enable the device to actively send the IGMP queries. The IGMP passive mode is also known as IGMP
snooping and facilitates IP Multicast Traffic Reduction.

*  Query interval - The query interval specifies how often the device sends Group Membership queries. This query interval applies
only to the active IGMP mode. The default is 60 seconds. You can change the interval to a value from 10 - 600 seconds.
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e Ageinterval - The age interval specifies how long an IGMP group can remain in the IGMP group table without the device
receiving a Group Membership report for the group. If the age interval expires before the device receives another Group
Membership report for the group, the device removes the entry from the table. The default is 140 seconds. You can change the
interval to a value from 10 - 1220 seconds.

Furthermore, when you enable IP Multicast Traffic Reduction, the device forwards all IP multicast traffic by default, but you can enable
the device to do the following:

e Forward IP multicast traffic only for groups for which the device has received a Group Membership report.

«  Drop traffic for all other groups.

The following sections describe how to configure IP multicast traffic reduction and PIM SM Traffic Snooping parameters on a Brocade
device.

Enabling IP multicast traffic reduction
To enable IP Multicast Traffic Reduction, enter the following command.

device (config)# ip multicast
Syntax: [no] ip multicast active | passive
When you enable IP multicast on a Brocade device, all ports on the device are configured for IGMP.
The active mode enables all ports to send IGMP queries and receive IGMP reports. |
The passive mode enables all ports to receive IGMP queries.

IP Multicast Traffic Reduction cannot be disabled on individual ports of a Brocade device. IP Multicast Traffic Reduction must be
disabled globally by entering the no ip multicast command.

To verify that IP Multicast Traffic Reduction is enabled, enter the following command at any level of the CLI.

device (config) # show ip multicast
IP multicast is enabled - Active

Syntax: show ip multicast

Changing the IGMP mode
When you enable IP Multicast Traffic Reduction on the device, IGMP also is enabled. The device uses IGMP to maintain a table of the
Group Membership reports received by the device. You can use active or passive IGMP mode. There is no default mode.

The active and passive IGMP modes are described as follows:

e Active - When active IGMP mode is enabled, a Brocade device actively sends out IGMP queries to identify IP multicast groups
on the network and makes entries in the IGMP table based on the Group Membership reports received from the network.

NOTE

Routers in the network generally handle this operation. Use the active IGMP mode only when the device is in a stand-alone
Layer 2 Switched network with no external IP multicast router attachments. In this case, enable the active IGMP mode on only
one of the devices and leave the other devices configured for passive IGMP mode.

*  Passive - When passive IGMP mode is enabled, the device listens for IGMP Group Membership reports but does not send
IGMP queries. The passive mode is sometimes called "IGMP snooping”. Use this mode when another device in the network is
actively sending queries.
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To enable active IGMP, enter the following command.
device (config)# ip multicast active

Syntax: [no] ip multicast active | passive

To enable passive IGMP, enter the following command.

device (config) # ip multicast passive

Modifying the query interval
If IP Multicast Traffic Reduction is set to active mode, you can modify the query interval, which specifies how often a Brocade device
enabled for active IP Multicast Traffic Reduction sends group membership queries.

NOTE
The query interval applies only to the active mode of IP Multicast Traffic reduction.

To modify the query interval, enter a command such as the following.
device (config)# ip multicast query-interval 120
Syntax: [no] ip multicast query-interval /nterval

The interval parameter specifies the interval between queries. You can specify a value from 10 - 600 seconds. The default is 125
seconds.

Modifying the age interval
When the device receives a Group Membership report, the device makes an entry in the IGMP group table for the group in the report.
The age interval specifies how long the entry can remain in the table without the device receiving another Group Membership report.

To modify the age interval, enter a command such as the following.
device (config)# ip multicast age-interval 280
Syntax: [no] ip multicast age-interval interval

The interval parameter specifies the interval between queries. You can specify a value from 30 - 1220 seconds. The default is 140
seconds.

Filtering multicast groups
By default, the Brocade device forwards multicast traffic for all valid multicast groups. You can configure a Brocade device to filter out all
multicast traffic for groups other than the ones for which the device has received Group Membership reports.

When the device starts up, it forwards all multicast groups even though multicast traffic filters are configured. This process continues
until the device receives a group membership report. Once the group membership report is received, the device drops all multicast
packets for groups other than the ones for which the device has received the group membership report.

To enable IP multicast filtering, enter the following command.
device (config)# ip multicast filter

Syntax: [no] ip multicast filter
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NOTE

When IGMP snooping is enabled on the multicast instance, the traffic will be forwarded to router ports although multicast filter
is configured. Also, the ip multicast filter command is used only to avoid flooding. In case of PIM snooping, traffic is dropped
since there are no router ports.

PIM SM traffic snooping

By default, when a Brocade device receives an IP multicast packet, the device does not examine the multicast information in the packet.
Instead, the device simply forwards the packet out all ports except the port that received the packet. In some networks, this method can
cause unnecessary traffic overhead in the network. For example, if the Brocade device is attached to only one group source and two
group receivers, but has devices attached to every port, the device forwards group traffic out all ports in the same broadcast domain
except the port attached to the source, even though there are only two receivers for the group.

PIM SM traffic snooping eliminates the superfluous traffic by configuring the device to forward IP multicast group traffic only on the
ports that are attached to receivers for the group.

PIM SM traffic snooping requires IP multicast traffic reduction to be enabled on the device. IP multicast traffic reduction configures the
device to listen for IGMP messages. PIM SM traffic snooping provides a finer level of multicast traffic control by configuring the device
to listen specifically for PIM SM join and prune messages sent from one PIM SM router to another through the device.

NOTE
This feature applies only to PIM SM version 2 (PIM V2).

Application examples
Figure 1 shows an example application of the PIM SM traffic snooping feature. In this example, a device is connected through an IP
router to a PIM SM group source that is sending traffic for two PIM SM groups. The device also is connected to a receiver for each of

the groups.
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FIGURE 1 PIM SM ftraffic reduction in enterprise network
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When PIM SM traffic snooping is enabled, the device starts listening for PIM SM join and prune messages and IGMP group
membership reports. Until the device receives a PIM SM join message or an IGMP group membership report, the device forwards IP
multicast traffic out all ports. Once the device receives a join message or group membership report for a group, the device forwards
subsequent traffic for that group only on the ports from which the join messages or IGMP reports were received.

In this example, the router connected to the receiver for group 239.255.162.1 sends a join message toward the group’s source. Since
PIM SM traffic snooping is enabled on the device, the device examines the join message to learn the group ID, then makes a forwarding
entry for the group ID and the port connected to the receiver's router. The next time the device receives traffic for 239.255.162.1 from
the group’s source, the device forwards the traffic only on port 5/1, since that is the only port connected to a receiver for the group.

Notice that the receiver for group 239.255.162.69 is directly connected to the device. As result, the device does not see a join message
on behalf of the client. However, since IP multicast traffic reduction also is enabled, the device uses the IGMP group membership report
from the client to select the port for forwarding traffic to group 239.255.162.69 receivers.

The IP multicast traffic reduction feature and the PIM SM traffic snooping feature together build a list of groups and forwarding ports for
the VLAN. The list includes PIM SM groups learned through join messages as well as MAC addresses learned through IGMP group
membership reports. In this case, even though the device never sees a join message for the receiver for group 239.255.162.69, the
device nonetheless learns about the receiver and forwards group traffic to the receiver.

The device stops forwarding IP multicast traffic on a port for a group if the port receives a prune message for the group.
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Notice that the ports connected to the source and the receivers are all in the same port-based VLAN on the device. This is required for
the PIM SM snooping feature. The feature also requires the source and the downstream router to be on different IP subnets, as shown in

Figure 1.

Figure 2 shows another example application for PIM SM traffic snooping. This example shows devices on the edge of a Global Ethernet
cloud (a Layer 2 Packet over SONET cloud). Assume that each device is attached to numerous other devices such as other Brocade

devices.

FIGURE 2 PIM SM traffic reduction in Global Ethernet environment
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The devices on the edge of the Global Ethernet cloud are configured for IP multicast traffic reduction and PIM SM traffic snooping.
Although this application uses multiple devices, the feature has the same requirements and works the same way as it does on a single
device.

Configuration requirements
Consider the following configuration requirements:

¢ |P multicast traffic reduction must be enabled on the device that will be running PIM SM snooping. The PIM SM traffic
snooping feature requires IP multicast traffic reduction.

NOTE

Use the passive mode of IP multicast traffic reduction instead of the active mode. The passive mode assumes that a router is
sending group membership queries as well as join and prune messages on behalf of receivers. The active mode configures the
device to send group membership queries.

¢ Allthe device ports connected to the source and receivers or routers must be in the same port-based VLAN.

e The PIM SM snooping feature assumes that the group source and the device are in different subnets and communicate
through a router. The source must be in a different IP subnet than the receivers. A PIM SM router sends PIM join and prune
messages on behalf of a multicast group receiver only when the router and the source are in different subnets. When the
receiver and source are in the same subnet, they do not need the router in order to find one another. They find one another
directly within the subnetThe device forwards all IP multicast traffic by default. Once you enable IP multicast traffic reduction
and PIM SM traffic snooping, the device initially blocks all PIM SM traffic instead of forwarding it. The device forwards PIM SM
traffic to a receiver only when the device receives a join message from the receiver. Consequently, if the source and the
downstream router are in the same subnet, and PIM SM traffic snooping is enabled, the device blocks the PIM SM traffic and
never starts forwarding the traffic. This is because the device never receives a join message from the downstream router for the
group. The downstream router and group find each other without a join message because they are in the same subnet.

NOTE
If the "route-only" feature is enabled on a Brocade device, PIM SM traffic snooping will not be supported.

Enabling PIM SM traffic snooping
To enable PIM SM traffic snooping, enter the following commands at the global CONFIG level of the CLI.

device (config)# ip multicast
device (config) # ip pimsm-snooping

The first command enables IP multicast traffic reduction. This feature is similar to PIM SM traffic snooping but listens only for IGMP
information, not PIM SM information. You must enable both IP multicast traffic reduction and PIM SM traffic snooping to enable the
device to listen for PIM SM join and prune messages.

Syntax: [no] ip multicast [ active | passive ]

This command enables IP multicast traffic reduction. The active | passive parameter specifies the mode. The PIM SM traffic snooping
feature assumes that the network has routers that are running PIM SM.

Syntax: [no] ip pimsm-snooping
This command enables PIM SM traffic snooping.

To disable the feature, enter the following command.

device (config)# no ip pimsm-snooping
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If you also want to disable IP multicast traffic reduction, enter the following command.

device (config)# no ip multicast

Multicast traffic reduction per VLAN or VPLS instance
You can configure the following methods for reducing multicast traffic globally on a Brocade device:
e IGMP snooping - This is described in Changing the IGMP mode on page 14.

e PIM snooping - This is described in PIM SM traffic snooping on page 16.

When these are set globally on a router, they apply to all VLANs and all VPLS instances that are configured on the router. You can
configure specified VLANSs or VPLS instances for multicast traffic reduction by these methods as described in the following sections.
Additionally, you are able to configure IGMP and PIM proxy which are only configurable per VLAN or VPLS instance.

Multicast traffic reduction per VPLS instance is supported for dual-mode, untagged, single-tagged, and dual-tagged VPLS endpoints.

Configuration Notes
e IP multicast traffic reduction per VPLS instance supports a maximum of up to 2000 IP multicast groups.
¢ IGMP snooping cannot be concurrently enabled on Brocade Netlron MLX Series and Brocade Netlron XMR Series devices
with VPLS CPU Protection on a VPLS instance.

* IGMP Snooping cannot be configured on Brocade Netlron MLX Series and Brocade Netlron XMR Series devices when a
VPLS instance has ISID endpoints.

»  Traffic will continue to be forwarded only to those VPLS endpoints or peers from which a join for the (S, G) has been received
irrespective of the status of the local switching option.

Application example
Figure 3 shows an example of multicast traffic reduction in a VPLS network.
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FIGURE 3 IP multicast traffic reduction in a VPLS network
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In the example shown in Figure 3, when IP multicast traffic reduction (IGMP snooping) is enabled on the VPLS network, PE 1 will be
selected as the active port (querier) because it has the lowest router ID amongst the PEs in the VPLS instance. PE 1 will actively send out
IGMP queries to solicit information from IP multicast groups within the VPLS instance. PE 2 and PE 3 will not send out queries as they
are in passive mode, but will respond to the query from PE 1, with the respective report information received from their hosts.

In a snooping configuration within a VPLS instance, multicast traffic is always flooded to the device that is in active IGMP mode (the
router port). If the IP multicast domain includes an IP multicast router, that router will be the querier. In this case, the querier is also known
as the router port. If there is no IP multicast router in the domain, one of the devices in the network can be manually configured for active
IGMP mode. Otherwise, the device with the lowest router ID will be elected as the querier. In the example in Figure 3, PE 1is the elected
querier.

In a VPLS scenario, reports are always forwarded to all VPLS peers whether or not the peer is the querier. In the above example, PE 1is
elected the querier, but if PE 2 is connected to a receiver, it forwards the reports received from the receiver to both VPLS peers PE 3
and PE 1. Therefore, any traffic for the host connected to PE 2 received from PE 3 are sent by PE 3 to both the router port PE 1as well
as the receiver PE 2.

PE 1drops the traffic received from PE 3 because it is aware of the presence of a receiver attached to the router PE 2. Traffic sent from
PE 3 will only be received by the host connected to PE 2.

If there is no receiver present in the setup, then traffic from PE 3 will only be flooded to its local endpoints and the router port PE 1.
Router PE 1sends the traffic out of its endpoints.

In case of PIM SM snooping, traffic received for unknown groups is always dropped. There is no router port concept in case of PIM SM
snooping.
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Multicast Traffic Forwarding
Brocade Netlron MLX Series and Brocade Netlron XMR Series devices use the IP multicast group address for data forwarding when
supporting multicast traffic reduction over VPLS.

On Brocade Netlron CES Series and Brocade Netlron CER Series devices, data forwarding uses the destination multicast MAC address.
The IP multicast group address is mapped to its destination MAC address. The MAC address is programmed as the VPLS MAC entry
for the IP multicast group.

Implementing data forwarding, using the destination multicast MAC address, has the following limitations on Brocade Netlron CES
Series and Brocade Netlron CER Series devices:

e Data forwarding based on the source IP address is not supported.

e All packets with destination multicast MAC address are forwarded, including IP unicast packets, IP multicast packets that did not
follow the standard mapping, and non-IP packets.

*  When a number of IP group addresses map to the same destination multicast MAC address, the output ports are the superset
of all the output ports of the IP group addresses mapped to the destination multicast MAC address. As a result, some hosts
receive unwanted traffic. For example, IP groups G1 and G2 map to the same destination multicast MAC address. If G1 contains
port Tand port 2 and G2 contains port 2 and port 3, traffic sent to G1 and G2 will be forwarded to ports 1, 2, and 3. Hosts that
are connected to port 1and port 3 will receive unwanted traffic.

Configuring the IGMP mode per VLAN or VPLS instance

In the following example, multicast traffic reduction is applied using IGMP snooping to VLAN 2.

device (config) # vlan 2

device (config-vlan-2)# multicast passive
To remove multicast traffic reduction configurations in VLAN 2, and take the global multicast traffic reduction configuration, enter the
following command.

device (config) # vlan 2
device (config-vlan-2)# no multicast

In the following example, multicast traffic reduction is applied using IGMP snooping to VPLS instance V1.

device (config)# router mpls
device (config-mpls)# vpls vl 10
device (config--mpls-vpls-vl) # multicast passive

Syntax: [no] multicast active | passive

When you enable IP multicast for a specific VLAN or VPLS instance, IGMP snooping is enabled. The device uses IGMP to maintain a
table of the Group Membership reports received by the device for the specified VLAN or VPLS instance. You can use active or passive
IGMP mode. There is no default mode.

The description for the IGMP modes is as follows:

e Active - When active IGMP mode is enabled, the router actively sends out IGMP queries to identify IP multicast groups within
the VLAN or VPLS instance and makes entries in the IGMP table based on the Group Membership reports received from the
network.

*  Passive - When passive IGMP mode is enabled, the router listens for IGMP Group Membership reports on the VLAN or VPLS
instance specified but does not send IGMP queries. The passive mode is called "IGMP snooping”. Use this mode when another
device in the VLAN or VPLS instance is actively sending queries.
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Configuring the PIM SM traffic snooping per VLAN or VPLS instance
In the following example, multicast traffic reduction is applied using PIM SM Traffic snooping to VLAN 2.

device (config)# vlan 2
device (config-vlan-2)# multicast pimsm-snooping

In the following example, multicast traffic reduction is applied using PIM SM traffic snooping to VPLS instance V1.
device (config) # router mpls
device (config-mpls)# vpls vl 10

device (config--mpls-vpls-vl) # multicast pimsm-snooping

Syntax: [no] multicast pimsm-snooping

Configuring PIM proxy per VLAN or VPLS instance

Using the PIM proxy function, multicast traffic can be reduced by configuring an Brocade device to issue PIM join and prune messages
on behalf of hosts that the configured router discovers through standard PIM interfaces. The router is then able to act as a proxy for the
discovered hosts and perform PIM tasks upstream of the discovered hosts. Where there are multiple PIM downstream routers, this
removes the need to send multiple messages.

To configure a Brocade device to function as a PIM proxy on VLAN 2, use the following commands.

device (config)# vlan 2
device (config-vlan-2)# multicast pim-proxy-enable

To configure a Brocade device to function as an PIM proxy on VPLS instance V1, use the following commands.
device (config) # router mpls
device (config-mpls)# vpls vl 10

device (config--mpls-vpls-vl) # multicast pim-proxy-enable

Syntax: [no] multicast pim-proxy-enable

Configuring IGMP snooping tracking per VLAN or VPLS instance

When IGMP Snooping Tracking is enabled, the Brocade device immediately removes any IGMP host port from the IP multicast group
entry when it detects an IGMP-leave message on the specified host port without first sending out group-specific queries to the interface.
By default, IGMP Snooping Tracking is disabled.

The ip multicast tracking command may be enabled globally as well as per VLAN basis. To enable IGMP Snooping Tracking globally,
enter a command such as the following.

device (config)# multicast tracking
Syntax: [no] ip multicast tracking
The no form of this command disables the tracking process globally.

To enable IGMP Snooping Tracking per VLAN, enter commands such as the following.

device (config)# vlan 100
device (config-vlan-100) # multicast tracking

Syntax: [no] multicast tracking

The no form of this command disables the tracking process per VLAN.
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To enable IGMP Snooping Tracking per VPLS instance, enter commands such as the following.

device (config)# router mpls

device (config-mpls)# vpls vl 10

device (config--mpls-vpls-vl)# multicast tracking
For IGMPv3, the above command also internally tracks all the IGMPv3 hosts behind a given port. The port is not removed from the IP
multicast group entry in the forwarding table until all the hosts behind that port have left that multicast group. When the last IGMPv3 host
sends a IGMPv3 leave message, the port is removed from the IP multicast group entry in the forwarding table immediately without first
sending out group_source_specific query to the interface

Syntax: [no] multicast tracking

The no form of this command disables the tracking process per VPLS instance.

Multicast snooping over VPLS will not load-balance the multicast traffic among multiple tunnels,
Multicast snooping over VPLS will not load-balance the multicast traffic among multiple tunnels,

NOTE
Multicast snooping over VPLS will not load-balance the multicast traffic among multiple tunnels when IGMP Snooping is
enabled.

IP Multicast CPU Protection

When IGMP snooping is enabled, IP Multicast CPU Protection protects the MP CPU from high CPU usage by the multicast tasks in
scenarios where there is a large number of streams for specific groups with large number of OIFs thereby resulting in numerous pending
FID updates.

IP Multicast CPU Protection introduces (*,G) based forwarding for snooping to relieve the MP CPU of numerous pending FID updates,
and aging out OlIFs, especially in cases when there are multiple sources and receivers for a specific group G. The ACL modification and
deletion events are reflected in the CPU protection entries.

IP Multicast CPU protection also handles the addition of new VLANs. They inherit the global CPU protection configuration if any.

NOTE

Before configuring or adding any other clause with new group addresses, you should check for matching S, G entries in the
existing access-list. Configure or add the new clause(s) to the existing S, G entries as appropriate. Create new S, G entries only if
there is no match. You will optimize the use of multicast resources by saving room for adding new groups since the maximum
number of groups you can configure or add is limited.

ACL traffic filtering

An extended ACL needs to be provided as the parameter. It should have the group(s) for which cpu-protection is intended. As such, the
ACL must contain statement(s) equivalent to the form permit iplipv6 any any G/32 where G is the multicast group for which cpu-
protection is intended.

The ACL provided as parameter may be already defined or defined later after the initial configuration. Whenever there is a change in that
ACL, previous cpu-protection groups will be deleted and reprogrammed with the cpu-protection group(s) for relevant VLLANs. An
undefined ACL or ACLs without having clauses equivalent to the form permit iplipv6 any any G/32 will not be programming any cpu-
protection entries.
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Configuration Considerations
*  The ip multicast cpu-protection command also supports IPv6 traffic. The ipv6 multicast cpu-protectionacl-name command
must be configured under the IPv6 router configuration to support IPv6. Only ACL names are supported when using this
command with IPv6.

e CPU protection can be configured both at the global level as well as vlan-specific level.
¢ Global CPU protection configuration is inherited by all current and new VLAN.

*  Anextended ACL needs to be provided as the parameter. It should have the group(s) for which cpu-protection is intended. As
such, the ACL must contain statement(s) equivalent to the form permit iplipv6 any any G/32 where G is the multicast group for
which cpu-protection is intended.

*  The ACL provided as parameter may be already defined or defined later after configuration. Whenever there is a change in that
ACL, previous cpu-protection groups will be deleted and reprogrammed with the cpu-protection group(s) for relevant VILANSs.
An undefined ACL or ACLs without having clauses equivalent to the form permit iplipv6 any any G/32 will not be
programming any cpu-protection entries.

Enabling IP multicast CPU Protection

To globally enable IP Multicast CPU Protection, enter the following command.

device (config)# ip multicast cpu-protection 101
Syntax: [no] ip multicast cpu-protection ac/-id or acl-name
The acl-id or acl-name parameter specifies the ACL ID or name used to configure CPU protection.

The no option removes the CPU protection configuration. Only one ACL name or ACL ID can be applied. The cpu-protection ACL
name or ACL ID should match with the one applied to the configuration.

To globally enable IPv6 Multicast CPU Protection, enter the following command.
device (config) # ipv6 multicast cpu-protection 101

The acl-name parameter specifies the ACL name used to configure CPU protection.
The no option removes the CPU protection configuration. Only one ACL name or ACL ID can be applied. The cpu-protection ACL

name or ACL ID should match with the one applied to the configuration.

Syntax: [no] ipv6 multicast cpu-protection ac/~name

Enabling multicast CPU Protection on a VLAN

To enable multicast CPU protection on a VLAN, enter the following command.

device (config-vlan-10) # multicast cpu-protection 101

Syntax: [no] ip multicast cpu-protection

To globally enable IPv6 Multicast CPU Protection, enter the following command.
device (config-vlan-10) # ipv6 multicast cpu-protection 101

Syntax: [no] ipv6 multicast cpu-protection ac/i-name

The acl-id or acl-name parameter specifies the ACL ID or name used to configure CPU protection.
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The no option removes the CPU protection configuration. Only one ACL name or ACL ID can be applied. The cpu-protection ACL
name or ACL ID should match with the one applied to the configuration.

Verifying CPU protection

The multicast cpu-protection global level command configures itself implicitly on all the VLANSs.

device show ip multicast vlan 18

——— e fom - to———= to———= to————
VLAN State Mode Active Time (*, G) (S, G)
Querier Query Count Count
——— e fom - to———= to———= to————
18 Ena Active Self 96 3 2
——— - o - +-—-——- +-—-——- +-————-
Router ports:
Flags: R-Router Port, V2|V3: IGMP Receiver, P_G|P_SG: PIM Join
1 (*, 229.15.15.1 ) 00:19:15 NumOIF: 3 profile: 31

Outgoing Interfaces:

e3/3 vlan 18 ( V2) 00:17:28/22s
el/9 vlan 18 ( V2) 00:19:09/21s
el/24 vlan 18 ( V2) 00:19:09/23s

FID: Oxa28e MVID: None
Cam_idx: 0x0005cf80 (PPCR-2) 04:09:25
Cam_idx: 0x0005d268 (PPCR-1) 04:09:25

Syntax: show ip multicast vlan vian-id

The number of cam-indices allocated for the entry on an LP depends upon the number of PPCRs on which the VLAN has member

ports.

The vlan vlan-id parameter displays IP multicast VLAN information for a specified VLAN.

Table 2 describes the output parameters of the show ip multicast vlan command.

TABLE 2 Output parameters of the show ip multicast vlancommand
Field
VLAN
State
Mode
Active Querier
Time Query
(*, G)Count
(S, G)Count
Flags
V2|V3
PG
P_SG
NumOIF
profile
Outgoing Interfaces
FID
MVID

26

Description

Shows the ID of the configured VLAN.

Shows whether the VLAN interface is enabled or disabled.
Shows whether the VLAN interface is in active mode or passive mode.
Shows the active IGMP querier for the VLAN.

Shows the time countdown to generate the next query message.
Shows the count of (*,G) entries.

Shows the count of (S,G) entries.

Shows the flags of the outgoing interface.

Shows the version of the IGMP message received.

Indicates that a PIM (*,G) join was received on that interface.
Indicates that a PIM (S,G) join was received on that interface.
Show the count of the outgoing interface.

Shows the profile ID associated with the stream.

Shows the list of outgoing interfaces.

Shows the FID resource allocated for a particular entry.

Shows the MVID resource allocated for a particular entry.
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Static IGMP membership

When configuring a static IGMP membership, you have two options:
The multicast static-group uplink command which sends the traffic to the router, and saves a port.

The multicast static-group group-address port-list command is for downstream traffic and uses a port.

Configuring a multicast static group uplink per VLAN

When the multicast static-group uplink command is enabled on a snooping VLAN, the snooping device behaves like an IGMP host on
ports connected to the multicast router. The snooping device will respond to IGMP queries from the uplink multicast PIM router for the
groups and sources configured. Upon the multicast router receiving the IGMP join message, it will initiate the PIM join on its upstream

path towards the source to pull the source traffic down. The source traffic will stop at the IGMP snooping device. The traffic will then be
forwarded to the multicast receiver and router ports or dropped in hardware if no other multicast receiver and routers are present in the
VLAN.

The multicast static-group uplink command cannot be configured globally per VPLS basis. It can be configured under the VLAN
configuration only.

The multicast static-group uplink command must be used with the multicast static-group command in order to connect a remote
multicast source with the snooping vlan where the static-group is configured.

When using IGMP v3, you can use the multicast static-group include or multicast static-group exclude command to statically include or
exclude multicast traffic, respectively for hosts that cannot signal group membership dynamically.

To configure the snooping device to statically join a multicast group on the uplink interface, enter commands such as the following.

device (config)# vlan 100
device (config-vlan-100) # multicast static-group 224.10.1.1 uplink

To configure the physical interface 10.43.3.12 to statically join a multicast group on port 2/4, enter commands such as the following.

device (config)# vlan 100
device ((config-vlan-100)# multicast static-group 224.10.1.1 2/4

To configure the snooping device to statically join a multicast stream with the source address of 10.43.1.12 in the include mode, enter
commands such as the following.

device (config)# vlan 100
device (config-vlan-100) # multicast static-group 224.10.1.1 include 10.43.1.12 uplink

To configure the snooping device to statically join all multicast streams on the uplink interface excluding the stream with source address
10.43.112, enter commands such as the following.

device (config)# vlan 100
device (config-vlan-100) # multicast static-group 224.10.1.1 exclude 10.43.1.12 uplink

Configuring multicast static group port-list per VLAN

When the multicast static-group group-address port-list command is enabled on a snooping VLAN, the snooping device will add the
ports to the outgoing interface list of the multicast group entry in the forwarding table as if IGMP joins were received from these ports.
These ports will not be aged out from the multicast group for not responding to the IGMP queries.

The multicast static-group group-address port-list command cannot be configured globally per VPLS basis.

It can be configured under the VLAN configuration level only.
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To configure the physical interface ethernet 2/4 to statically join a multicast group, enter commands such as the following.

device (config)# vlan 100
device (config-vlan-100) # multicast static-group 224.10.1.1 ethernet 2/4

To configure the physical interface ethernet 3/4 to statically join a multicast stream with source address of 10.43.1.12 in the include mode,
enter commands such as the following.

device (config)# vlan 100
device (config-vlan-100) # multicast static-group 224.10.1.1 include 10.43.1.12 ethernet 3/4

To configure the physical interface ethernet 3/4 to statically join all multicast streams on the uplink interface excluding the stream with
source address of 10.43.1.12, enter commands such as the following.

device (config)# vlan 100
device (config-vlan-100)# multicast static-group 224.10.1.1 exclude 10.43.1.12 ethernet 3/4

Syntax: [no] multicast static-group group-address uplink

Syntax: [no] multicast static-group group-address port-list

IGMP v3 Commands

Syntax: [no] multicast static-group group-address| include | exclude source-address] uplink
Syntax: [no] multicast static-group group-address | include | exclude source-address] port-list
The group-address parameter specifies the group multicast address.

The include or exclude keyword indicates a filtering action. You can specify which source (for a group) to include or exclude. The include
or exclude keyword is only supported on IGMPv3.

The source-address parameter specifies the IP address of the multicast source. Each address must be added or deleted one line per
source.

The uplink parameter specifies the port as an uplink port that can receive multicast data for the configured multicast groups. Upstream
traffic will be sent to the router and will not use a port.

The port-list parameter specifies the range of ports to include in the configuration.

The no form of this command removes the static multicast definition. Each configuration must be deleted separately.

Displaying IP multicast information

The following sections show how to display and clear IP multicast reduction information.

Displaying multicast information
You can display IP multicast traffic information in a brief form for all instances or in a detail form for a specified VLAN or VPLS instance.

The following example shows statistics for a specific VLAN.

The output of this command now displays a separate timer for each flag type (*, G) entry. The multicast snooping per flag aging
enhancement provides support to maintain aging of flags per OIF for a snooping entry.

device# show ip multicast vlan 1500

—————————— e et sl e

VLAN State Mode Active Time (*, G) (S, G)
Querier Query Count Count
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Router ports: 7/16 (60s)
Flags- R: Router Port, V2]|V3: IGMP Receiver, P G|P_SG: PIM Join

1 (*, 239.10.10.10) Uptime: 00:01:38 NumOIF: 1 profile: none
Outgoing Interfaces:
e7/16 vlan 1500 00:01:38 Flags: ( R [60s] V2 [72s])

1 (10.25.120.131, 239.10.10.10) in e4/1 vlan 1500 Uptime: 00:00:06 NumOIF: 1 profile: none
Outgoing Interfaces:
e7/16 vlan 1500 00:00:06 Flags: ( R V2)
FID: 0xa0l3 MVID: None
2 (10.25.120.130, 239.10.10.10) in e4/1 vlan 1500 Uptime: 00:00:06 NumOIF: 1 profile: none
Outgoing Interfaces:
e7/16 vlan 1500 00:00:06 Flags: ( R V2)
FID: 0xa0l2 MVID: None
3 (10.25.120.129, 239.10.10.10) in e4/1 vlan 1500 Uptime: 00:01:39 NumOIF: 1 profile: none
Outgoing Interfaces:

e7/16 vlan 1500 00:01:39 Flags: ( R V2)

FID: 0Oxa0ll MVID: None

To display detailed IP multicast traffic reduction information for a specified VPLS instance on the Brocade devices, enter the show ip
multicast vpls command at any level of the CLI:

device# show ip multicast vpls 33

—————————— R it it e e
VPLS State Mode Active Time (*, G) (S, G)
Querier Query Count Count
—————————— R it it e e
33 I-Ena Passive 10.174.63.254 15 400 400
—————————— B it e T e s

Router ports: TNNL peer 10.10.1.1 (22s) VC Label 983114
Flags- R: Router Port, V2|V3: IGMP Receiver, P G|P_SG: PIM Join

1 (*, 233.17.169.97) 09:05:18 NumOIF: 2 profile: none
Mapped MAC Address: 0100.5ell.a961 FID: 0x05b0
Outgoing Interfaces:
el/3 vlan 33 09:05:18 Flags: ( V2 [60s] V3 [72s])
TNNL peer 10.10.1.1 09:05:18 Flags: ( V2 [22s])

1 (10.150.104.1, 233.17.169.97) in TNNL peer 10.10.1.1 09:05:18 NumOIF: 2 profile: none
Outgoing Interfaces:
el/3 vlan 33 09:05:18 Flags: ( V2 V3)
TNNL peer 10.10.1.1 09:05:18 Flags: ( V2)
FID: 0x02df MVID: 0

NOTE
The italicized text in the output of the command show ip multicast vpls vo/s-id command indicates multicast MAC address

information and is displayed only in the output for Brocade Netlron CES and Brocade Netlron CER devices. Multicast MAC
address information is not displayed in the output of Brocade MLX series and Brocade Netlron XMR devices.

Brocade Netlron Multicast Configuration Guide
53-1004204-02



IPv4 Multicast VLAN Traffic Reduction

To display only multicast MAC address information for Brocade Netlron CES and Brocade Netlron CER devices, enter the show ip
multicast vpls mac command at any level of the CLI.

NOTE
The show ip multicast vpls mac andshow ip multicast vpls vp/s-id mac commands are not supported on Brocade MLX series
and Brocade Netlron XMR devices.

You can display PIM SM information by entering the show ip multicast vlan vian-id pim command at any level of the CLI.

device (config) # show ip multicast vlan 2 pim
Number of PIM Groups:5
Total Number of PIM Entries: 5

vlan group port join-source age prune-source age
2 229.0.0.5 1/1 2.1.1.100 180

2 229.0.0.4 1/1 2.1.1.100 180

2 229.0.0.3 1/1 2.1.1.100 180

2 229.0.0.2 1/1 2.1.1.100 180

2 229.0.0.1 1/1 2.1.1.100 180
device (config) #

Displaying IP multicast statistics
To display IP multicast statistics on a device, enter the show ip multicast vlan vian-id statistics command at any level of the CLI.

device# show ip multicast vlan 1 statistics
IP multicast is enabled - Passive

VLAN ID 1

Reports Received: 34
Leaves Received: 21
General Queries Received: 60

Group Specific Queries Received: 2
Others Received:

General Queries Sent:

Group Specific Queries Sent:

o O o

The command in the example shows the statistics for VLLAN 1.

Syntax: show ip multicast vlan vian-id statistics

Clearing IP multicast statistics
To clear IP multicast statistics on a device, enter the following command at the Privileged EXEC level of the CLI.

device# clear ip multicast statistics
This command resets statistics counters for all the VLANS to zero.

Syntax: clear ip multicast statistics

Clearing IGMP group flows
To clear all the IGMP flows learned by the device, enter the following command at the Privileged EXEC level of the CLI.

device clear ip multicast all

The following example shows IGMP flows information listed by the show ip multicast commmand, followed by removal of the information
by the clear ip multicast all command.

device show ip multicast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13
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Multicast Group: 239.255.162.5, Port: 4/4 4/13
Multicast Group: 239.255.162.4, Port: 4/10 4/13
device clear ip multicast all

device show ip multicast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13

To clear the learned IGMP flows for a specific IP multicast group, enter a command such as the following.
device clear ip multicast vlan 1 group 239.255.162.5
The following example shows how to clear the IGMP flows for a specific group and retain reports for other groups.

device show ip multicast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13
Multicast Group: 239.255.162.5, Port: 4/4 4/13
Multicast Group: 239.255.162.4, Port: 4/10 4/13
device clear ip multicast vlan 1 group 239.255.162.5
device show ip multicast

IP multicast is enabled - Active

VLAN ID 1

Active 192.168.2.30 Router Ports 4/13
Multicast Group: 239.255.162.4, Port: 4/10 4/13

Syntax: clear ip multicast vlan vian-idall | group group-id
The all parameter clears the learned flows for all groups.

The group group-id parameter clears the flows for the specified group but does not clear the flows for other groups.
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o |Pv6 Multicast Listener DISCOVEIY SNOOPRING. ... 33

IPv6 Multicast Listener Discovery snooping

IPv6 Multicast Listener Discovery (MLD) snooping controls the amount of multicast traffic in a switched network. By default, a LAN
switch floods the broadcast domain with multicast IPv6 packets. If many multicast servers are sending streams to the segment, this will
consume a lot of bandwidth. MLD snooping identifies multicast-enabled router ports and multicast receiver ports in a given VLAN or a
switched network and forwards multicast traffic only to those ports.

Configuring IPv6 multicast routing or snooping

IPv6 multicast snooping or routing can be enabled on a VE interface or VLAN, but not on both. This is because all of the multicast data
and control packets received on the snooping VLAN are handled by multicast snooping and do not reach the multicast routing
component. Similarly, any multicast data or control packets received on a VE interface enabled with PIM routing are handled by the PIM
routing component and are not seen by the MLD snooping component.

The following considerations apply when configuring concurrent operation of multicast routing and snooping.
e Either multicast snooping or routing can be enabled on a VE or VLAN but not both.
»  Snooping can be enabled globally ipv6 multicast active | passive.
¢ The global snooping configuration is inherited by all current VLANS that are not enabled for multicast routing.

e The global snooping configuration is also inherited by all new VLANSs. To enable multicast routing on a newly configured VE or
VLAN (when snooping is globally enabled), you must first disable snooping on the newly created VE or VLAN.

e Global snooping configuration must be configured first before VLAN configuration.

¢« A VLAN-level snooping configuration is displayed only if it is different from the global configuration.

NOTE
On a snooping switch, IPv6 enable must be configured on the VE or VLAN that has MLD snooping enabled.

Enabling IPv6 multicast traffic reduction

By default, the device forwards all IPv6 multicast traffic out to all ports except the port on which the traffic was received. To reduce
multicast traffic through the device, you can enable IPv6 Multicast Traffic Reduction. This feature configures the device to forward
multicast traffic only on the ports attached to multicast group members, instead of forwarding all multicast traffic to all ports. The device
determines the ports that are attached to multicast group members based on entries in the MLD Snooping table. Each entry in the table
consists of MAC addresses and the ports from which the device has received Group Membership reports for that group.

By default, the device broadcasts traffic addressed to an IPv6 multicast group that does not have any entries in the MLD Snooping table.
When you enable IPv6 Multicast Traffic Reduction, the device determines the ports that are attached to multicast group members based
on entries in the MLD Snooping table. The MLD Snooping table entries are created when the VLAN receives a Group Membership
report for a group. Each entry in the table consists of an IPv6 multicast group address and the ports from which the device has received
Group Membership reports.
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When the device receives traffic for an IPv6 multicast group, the device looks in the MLD Snooping table for an entry corresponding to
that group. If the device finds an entry, the device forwards the group traffic out to the ports listed in the corresponding entries, as long as
the ports are members of the same VLAN. If the table does not contain an entry corresponding to the group or if the port is a member of
the default VLAN, the device broadcasts the traffic.

When one or more devices are running Layer 2 IPv6 Multicast Traffic Reduction, configure one of the devices for active MLD and leave
the other devices configured for passive MLD. However, if the IPv6 multicast domain contains a multicast-capable router, configure all
the devices for MLD and allow the router to actively send the MLD queries.

Configuring IPv6 MLD snooping

To enable IPv6 Multicast Traffic Reduction, enter the following command.
device (config)# ipv6 multicast active
Syntax: [no] ipv6 multicast active | passive

When you enable IPV6 multicast on a device, all ports on the device are configured for MLD.

If you are using passive MLD, all ports can send MLD queries and receive MLD reports. If you are using passive MLD, all ports can
receive MLD queries.

IPv6 Multicast Traffic Reduction cannot be disabled on individual ports of a device. IPv6 Multicast Traffic Reduction can be disabled
globally by entering the no ipv6 multicast command.

To verify that IPv6 Multicast Traffic Reduction is enabled, enter the following command at any level of the CLI.

device (config) # show ipv6 multicast
IPv6 multicast is enabled - Active

Syntax: show ipv6 multicast

Changing the MLD mode
When you enable IPv6 Multicast Traffic Reduction on the device, MLD also is enabled. The device uses MLD to maintain a table of the
Group Membership reports received by the device. You can use active or passive MLD mode. There is no default mode.

The active and passive MLD modes are described as follows:

*  Active - When active MLD mode is enabled, the device actively sends out MLD queries to identify IPV6 multicast groups on
the network and makes entries in the MLD table based on the Group Membership reports received from the network.

NOTE

Routers in the network generally handle this operation. Use the active MLD mode only when the device is in a standalone Layer
2 switched network with no external IPV6 multicast router attachments. In this case, enable the active MLD mode on only one
of the devices and leave the other devices configured for passive MLD mode.

e Passive - When passive MLD mode is enabled, the device listens for MLD Group Membership reports but does not send MLD
queries. The passive mode is sometimes called "MLD snooping”. Use this mode when another device in the network is actively
sending queries.

Globally configuring the age interval
When the device receives a Group Membership report, the device makes an entry in the MLD group table for the group in the report.
The age interval specifies how long the entry can remain in the table without the device receiving another Group Membership report.
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To configure the age interval, enter a command such as the following.
device (config)# ipv6 multicast age-interval 280

Syntax: [no] ipv6 multicast age-interval interval

The interval parameter specifies the interval between queries. You can specify a value from 10 through 1220 seconds. The default is 260
seconds.

Filtering multicast groups
By default, the device forwards multicast traffic for all valid multicast groups. You can configure a device to filter out all multicast traffic
for groups other than the ones for which the device has received Group Membership reports.

When the device starts up, it forwards all multicast groups even though multicast traffic filters are configured. This process continues
until the device receives a Group Membership report. Once the Group Membership report is received, the device drops all multicast
packets for groups other than the ones for which the device has received the Group Membership report.

To enable IPv6 multicast filtering, enter the following command.
device (config)# ipv6 multicast filter

Syntax: [no] ipv6 multicast filter

Setting PIM proxy interval

NOTE
The PIM proxy interval value should not be changed. Changing the PIM proxy interval value is not supported.

The PIM proxy interval specifies the time interval in seconds between the PIM proxy and join messages.

To set the time interval between PIM proxy messages, enter the following command.
device (config)# ipv6 multicast pim-proxy-interval 10

Syntax; ipv6 multicast pim-proxy-interval interval

The interval parameter specifies the interval between PIM proxy messages. You can specify a value from 10 through 600 seconds.

PIM-SM traffic snooping

By default, when a device receives an IPv6 multicast packet, the device does not examine the multicast information in the packet.
Instead, the device simply forwards the packet out to all ports except the port that received the packet. In some networks, this method
can cause unnecessary traffic overhead in the network. For example, if the device is attached to only one group source and two group
receivers, but has devices attached to every port, the device forwards group traffic out all ports in the same broadcast domain except the
port attached to the source, even though there are only two receivers for the group.

PIM-SM traffic snooping eliminates the superfluous traffic by configuring the device to forward IPv6 multicast group traffic only on the
ports that are attached to receivers for the group.

PIM-SM traffic snooping requires IPv6 Multicast Traffic Reduction to be enabled on the device. IPv6 Multicast Traffic Reduction
configures the device to listen for MLD messages. PIM-SM traffic snooping provides a finer level of multicast traffic control by
configuring the device to listen specifically for PIM-SM join and prune messages sent from one PIM-SM router to another through the
device.
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Application examples

Figure 4 shows an example application of the PIM-SM traffic snooping feature. In this example, a device is connected through an IP
router to a PIM-SM group source that is sending traffic for two PIM-SM groups. The device also is connected to a receiver for each of
the groups.

NOTE
PIM-SM traffic snooping applies only to PIM-SM version 2 (PIM V2).

FIGURE 4 PIM-SM IPv6 traffic reduction in enterprise network
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When PIM-SM traffic snooping is enabled, the device starts listening for PIM-SM join and prune messages and MLD Snooping reports.
Until the device receives a PIM-SM join message or an MLD report, the device forwards IPv6 multicast traffic out to all ports. Once the
device receives a join message or Group Membership report for a group, the device forwards subsequent traffic for that group only on
the ports from which the join messages or MLD reports were received.

In this example, the router connected to the receiver for group ffOe:1 sends a join message toward the source of the group. Since PIM-
SM traffic snooping is enabled on the device, the device examines the join message to learn the group ID, then makes a forwarding entry
for the group ID and the port connected to the router of the receiver. The next time the device receives traffic for ffOe:1 from the source
of the group, the device forwards the traffic only on port 5/1, because that is the only port connected to a receiver for the group.

Notice that the receiver for group ffOe::5 is directly connected to the device. As a result, the device does not see a join message on
behalf of the client. However, because IP Multicast Traffic Reduction also is enabled, the device uses the MLD Group Membership report
from the client to select the port for forwarding traffic to group ffOe::5 receivers.

Brocade Netlron Multicast Configuration Guide
36 53-1004204-02



IPv6 Multicast VLAN Traffic Reduction

The IPv6 Multicast Traffic Reduction feature and the PIM-SM traffic snooping feature together build a list of groups and forwarding
ports for the VLAN. The list includes PIM-SM groups learned through join messages as well as MAC addresses learned through MLD
reports. In this case, even though the device never sees a join message for the receiver for group ffOe::5, the device nonetheless learns
about the receiver and forwards group traffic to the receiver.

The device stops forwarding IPv6 multicast traffic on a port for a group if the port receives a prune message for the group.

Notice that the ports connected to the source and the receivers are all in the same port-based VLAN on the device. This is required for
the PIM-SM traffic snooping feature. The feature also requires the source and the downstream router to be on different IP subnets, as
shown in Figure 4 .

Figure 5 shows another example application for PIM-SM traffic snooping. This example shows devices on the edge of a global Ethernet
cloud. Assume that each device is attached to numerous other devices.

FIGURE 5 PIM-SM IPv6 traffic reduction in global Ethernet environment
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The devices on the edge of the global Ethernet cloud are configured for IP Multicast Traffic Reduction and PIM-SM traffic snooping.
Although this application uses multiple devices, the feature has the same requirements and works the same way as it does on a single
device.
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IPv6 Multicast VLAN Traffic Reduction

Configuration requirements
Consider the following configuration requirements:

*  |Pv6 Multicast Traffic Reduction must be enabled on the device that will be running PIM-SM snooping. The PIM-SM traffic
snooping feature requires IPv6 Multicast Traffic Reduction.

NOTE

Use the passive mode of IPv6 Multicast Traffic Reduction instead of the active mode. The passive mode assumes that a router
is sending group membership queries as well as join and prune messages on behalf of receivers. The active mode configures
the device to send group membership queries.

e All the device ports connected to the source and receivers or routers must be in the same port-based VLAN.

e The PIM-SM snooping feature assumes that the group source and the device are in different subnets and communicate
through a router. The source must be in a different IP subnet than the receivers. A PIM-SM router sends PIM join and prune
messages on behalf of a multicast group receiver only when the router and the source are in different subnets. When the
receiver and source are in the same subnet, they do not need the router in order to find one another. They find one another
directly within the subnet.

The device forwards all IPv6 multicast traffic by default. Once you enable IPv6 Multicast Traffic Reduction and PIM-SM traffic snooping,
the device initially blocks all PIM-SM traffic instead of forwarding it. The device forwards PIM-SM traffic to a receiver only when the
device receives a join message from the receiver. Consequently, if the source and the downstream router are in the same subnet, and
PIM-SM traffic snooping is enabled, the device blocks the PIM-SM traffic and never starts forwarding the traffic. This is because the
device never receives a join message from the downstream router for the group. The downstream router and group find each other
without a join message because they are in the same subnet.

NOTE
If the "route-only" feature is enabled, PIM-SM traffic snooping is not supported.

Globally enabling IPv6 PIM SM traffic snooping

This feature is similar to PIM-SM traffic snooping but listens only for MLD snooping information, not PIM-SM information. You must
enable both IPv6 Multicast Traffic Reduction and IPv6 PIM-SM traffic snooping to enable the device to listen for PIM-SM join and prune
messages.

To enable IPv6 PIM-SM traffic snooping, enter the following commands at the global CONFIG level of the CLI.

device (config)# ipvé multicast active
device (config)# ipv6 multicast pimsm-snooping

Syntax: [no] ipv6 multicast [ active | passive ]
When you enable IP multicast on device, all ports on the device are configured for IGMP.

If you are using active MLD, all ports can send MLD queries and receive MLD reports. If you are using passive MLD, all ports can
receive MLD queries.

IPv6 Multicast Traffic Reduction cannot be disabled on individual ports of a device. IPv6 Multicast Traffic Reduction can be disabled
globally by entering the no ipv6 multicast command.

Syntax: [no] ipv6 multicast pimsm-snooping

Use the no form of the command to disable IPv6 PIM-SM traffic snooping.
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Globally configuring the query interval
If IPv6 Multicast Traffic Reduction is set to active mode, you can configure the query interval, which specifies how often a device is
enabled for active IPv6 Multicast Traffic Reduction sends Group Membership queries.

NOTE
The query interval applies only to the active mode of IPv6 Multicast Traffic Reduction.

To configure the query interval, enter the following command.
device (config) # ipv6 multicast query-interval 120
Syntax: [no] ipv6 multicast query-interval interval

The interval parameter specifies the interval between queries. You can specify a value from 10 through 600 seconds. The defau