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Legal Notices

Extreme Networks, Inc., on behalf of or through its wholly-owned subsidiary, Enterasys Networks,
Inc., reserves the right to make changes in specifications and other information contained in this
document and its website without prior notice. The reader should in all cases consult
representatives of Extreme Networks to determine whether any such changes have been made.

The hardware, firmware, software or any specifications described or referred to in this document
are subject to change without notice.

Trademarks

Extreme Networks and the Extreme Networks logo are trademarks or registered trademarks of
Extreme Networks, Inc. in the United States and/or other countries.

All other names (including any product names) mentioned in this document are the property of
their respective owners and may be trademarks or registered trademarks of their respective
companies/owners.

For additional information on Extreme Networks trademarks, please see:
www.extremenetworks.com/company/legal/trademarks/

Contact
If you require assistance, contact Extreme Networks using one of the following methods.

o Global Technical Assistance Center (GTAC) for Immediate Support

o Phone: 1-800-998-2408 (toll-free in U.S. and Canada) or 1-603-952-5000. For the Extreme
Networks support phone number in your country, visit:
www.extremenetworks.com/support/contact

o Email: support@extremenetworks.com. To expedite your message, enter the product name or
model number in the subject line.

« GTAC Knowledge — Get on-demand and tested resolutions from the GTAC Knowledgebase, or create a
help case if you need more guidance.
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e The Hub — A forum for Extreme customers to connect with one another, get questions answered, share
ideas and feedback, and get problems solved. This community is monitored by Extreme Networks
employees, but is not intended to replace specific guidance from GTAC.

o Support Portal — Manage cases, downloads, service contracts, product licensing, and training and
certifications.
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Extreme Networks' Software License Agreement

This Extreme Networks Software License Agreement is an agreement ("Agreement”) between
You, the end user, and Extreme Networks, Inc. ("Extreme"), on behalf of itself and its Affiliates
(as hereinafter defined and including its wholly owned subsidiary, Enterasys Networks, Inc. as
well as its other subsidiaries). This Agreement sets forth Your rights and obligations with respect
to the Licensed Software and Licensed Materials. BY INSTALLING THE LICENSE KEY FOR THE
SOFTWARE ("License Key"), COPYING, OR OTHERWISE USING THE LICENSED SOFTWARE,
YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT, WHICH
INCLUDES THE LICENSE AND THE LIMITATION OF WARRANTY AND DISCLAIMER OF
LIABILITY. IFYOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, RETURN THE
LICENSE KEY TO EXTREME OR YOUR DEALER, IF ANY, OR DO NOT USE THE LICENSED
SOFTWARE AND CONTACT EXTREME OR YOUR DEALER WITHIN TEN (10) DAYS
FOLLOWING THE DATE OF RECEIPT FOR A REFUND. IF YOU HAVE ANY QUESTIONS
ABOUT THIS AGREEMENT, CONTACT EXTREME, Attn: LegalTeam@extremenetworks.com.

1. DEFINITIONS. "Affiliates" means any person, partnership, corporation, limited liability company, or other
form of enterprise that directly or indirectly through one or more intermediaries, controls, or is controlled
by, or is under common control with the party specified. "Server Application” shall refer to the License
Key for software installed on one or more of Your servers. "Client Application” shall refer to the
application to access the Server Application. "Licensed Materials" shall collectively refer to the licensed
software (including the Server Application and Client Application), Firmware, media embodying the
software, and the documentation. "Concurrent User"” shall refer to any of Your individual employees who
You provide access to the Server Application at any one time. "Firmware" refers to any software program
or code imbedded in chips or other media. "Licensed Software” refers to the Software and Firmware
collectively.

2. TERM. This Agreement is effective from the date on which You install the License Key, use the Licensed
Software, or a Concurrent User accesses the Server Application. You may terminate the Agreement at
any time by destroying the Licensed Materials, together with all copies, modifications and merged
portions in any form. The Agreement and Your license to use the Licensed Materials will also terminate if
You fail to comply with any term of condition herein.



3. GRANT OF SOFTWARE LICENSE. Extreme will grant You a non-transferable, non-exclusive license to use
the machine-readable form of the Licensed Software and the accompanying documentation if You agree
to the terms and conditions of this Agreement. You may install and use the Licensed Software as
permitted by the license type purchased as described below in License Types. The license type purchased
is specified on the invoice issued to You by Extreme or Your dealer, if any. YOU MAY NOT USE, COPY, OR
MODIFY THE LICENSED MATERIALS, IN WHOLE OR IN PART, EXCEPT AS EXPRESSLY PROVIDED IN THIS
AGREEMENT.

4. LICENSE TYPES.

e Single User, Single Computer. Under the terms of the Single User, Single Computer license, the license
granted to You by Extreme when You install the License Key authorizes You to use the Licensed
Software on any one, single computer only, or any replacement for that computer, for internal use
only. A separate license, under a separate Software License Agreement, is required for any other
computer on which You or another individual or employee intend to use the Licensed Software. A
separate license under a separate Software License Agreement is also required if You wish to use a
Client license (as described below).

o Client. Under the terms of the Client license, the license granted to You by Extreme will authorize You
to install the License Key for the Licensed Software on your server and allow the specific number of
Concurrent Users shown on the relevant invoice issued to You for each Concurrent User that You
order from Extreme or Your dealer, if any, to access the Server Application. A separate license is
required for each additional Concurrent User.

5. AUDIT RIGHTS. You agree that Extreme may audit Your use of the Licensed Materials for compliance with
these terms and Your License Type at any time, upon reasonable notice. In the event that such audit
reveals any use of the Licensed Materials by You other than in full compliance with the license granted
and the terms of this Agreement, You shall reimburse Extreme for all reasonable expenses related to such
audit in addition to any other liabilities You may incur as a result of such non-compliance, including but
not limited to additional fees for Concurrent Users over and above those specifically granted to You.
From time to time, the Licensed Software will upload information about the Licensed Software and the
associated devices to Extreme. This is to verify the Licensed Software is being used with a valid license. By
using the Licensed Software, you consent to the transmission of this information. Under no
circumstances, however, would Extreme employ any such measure to interfere with your normal and
permitted operation of the Products, even in the event of a contractual dispute.

6. RESTRICTION AGAINST COPYING OR MODIFYING LICENSED MATERIALS. Except as expressly permitted
in this Agreement, You may not copy or otherwise reproduce the Licensed Materials. In no event does the
limited copying or reproduction permitted under this Agreement include the right to decompile,
disassemble, electronically transfer, or reverse engineer the Licensed Software, or to translate the
Licensed Software into another computer language.

The media embodying the Licensed Software may be copied by You, in whole or in part, into printed or




machine readable form, in sufficient numbers only for backup or archival purposes, or to replace a worn
or defective copy. However, You agree not to have more than two (2) copies of the Licensed Software in
whole or in part, including the original media, in your possession for said purposes without Extreme’s
prior written consent, and in no event shall You operate more copies of the Licensed Software than the
specific licenses granted to You. You may not copy or reproduce the documentation. You agree to
maintain appropriate records of the location of the original media and all copies of the Licensed Software,
in whole or in part, made by You. You may modify the machine-readable form of the Licensed Software
for (1) your own internal use or (2) to merge the Licensed Software into other program material to form a
modular work for your own use, provided that such work remains modular, but on termination of this
Agreement, You are required to completely remove the Licensed Software from any such modular work.
Any portion of the Licensed Software included in any such modular work shall be used only on a single
computer for internal purposes and shall remain subject to all the terms and conditions of this
Agreement. You agree to include any copyright or other proprietary notice set forth on the label of the
media embodying the Licensed Software on any copy of the Licensed Software in any form, in whole or in
part, or on any modification of the Licensed Software or any such modular work containing the Licensed
Software or any part thereof.

. TITLE AND PROPRIETARY RIGHTS

a. The Licensed Materials are copyrighted works and are the sole and exclusive property of Extreme,
any company or a division thereof which Extreme controls or is controlled by, or which may result
from the merger or consolidation with Extreme (its "Affiliates"), and/or their suppliers. This
Agreement conveys a limited right to operate the Licensed Materials and shall not be construed to
convey title to the Licensed Materials to You. There are no implied rights. You shall not sell, lease,
transfer, sublicense, dispose of, or otherwise make available the Licensed Materials or any portion
thereof, to any other party.

b. You further acknowledge that in the event of a breach of this Agreement, Extreme shall suffer severe
and irreparable damages for which monetary compensation alone will be inadequate. You therefore
agree that in the event of a breach of this Agreement, Extreme shall be entitled to monetary damages
and its reasonable attorney’s fees and costs in enforcing this Agreement, as well as injunctive relief to
restrain such breach, in addition to any other remedies available to Extreme.

. PROTECTION AND SECURITY. In the performance of this Agreement or in contemplation thereof, You
and your employees and agents may have access to private or confidential information owned or
controlled by Extreme relating to the Licensed Materials supplied hereunder including, but not limited to,
product specifications and schematics, and such information may contain proprietary details and
disclosures. All information and data so acquired by You or your employees or agents under this
Agreement or in contemplation hereof shall be and shall remain Extreme’s exclusive property, and You
shall use your best efforts (which in any event shall not be less than the efforts You take to ensure the




10.

confidentiality of your own proprietary and other confidential information) to keep, and have your
employees and agents keep, any and all such information and data confidential, and shall not copy,
publish, or disclose it to others, without Extreme’s prior written approval, and shall return such
information and data to Extreme at its request. Nothing herein shall limit your use or dissemination of
information not actually derived from Extreme or of information which has been or subsequently is made
public by Extreme, or a third party having authority to do so.

You agree not to deliver or otherwise make available the Licensed Materials or any part thereof,
including without limitation the object or source code (if provided) of the Licensed Software, to any party
other than Extreme or its employees, except for purposes specifically related to your use of the Licensed
Software on a single computer as expressly provided in this Agreement, without the prior written consent
of Extreme. You agree to use your best efforts and take all reasonable steps to safeguard the Licensed
Materials to ensure that no unauthorized personnel shall have access thereto and that no unauthorized
copy, publication, disclosure, or distribution, in whole or in part, in any form shall be made, and You agree
to notify Extreme of any unauthorized use thereof. You acknowledge that the Licensed Materials contain
valuable confidential information and trade secrets, and that unauthorized use, copying and/or disclosure
thereof are harmful to Extreme or its Affiliates and/or its/their software suppliers.

MAINTENANCE AND UPDATES. Updates and certain maintenance and support services, if any, shall be

provided to You pursuant to the terms of an Extreme Service and Maintenance Agreement, if Extreme and
You enter into such an agreement. Except as specifically set forth in such agreement, Extreme shall not
be under any obligation to provide Software Updates, modifications, or enhancements, or Software
maintenance and support services to You.

DEFAULT AND TERMINATION. In the event that You shall fail to keep, observe, or perform any obligation

under this Agreement, including a failure to pay any sums due to Extreme, or in the event that you
become insolvent or seek protection, voluntarily or involuntarily, under any bankruptcy law, Extreme may,
in addition to any other remedies it may have under law, terminate the License and any other agreements
between Extreme and You.

a. Immediately after any termination of the Agreement or if You have for any reason discontinued use
of Software, You shall return to Extreme the original and any copies of the Licensed Materials and
remove the Licensed Software from any modular works made pursuant to Section 3, and certify in
writing that through your best efforts and to the best of your knowledge the original and all copies of
the terminated or discontinued Licensed Materials have been returned to Extreme.

b. Sections1,7,8,10,11,12,13,14 and 15 shall survive termination of this Agreement for any reason.
EXPORT REQUIREMENTS. You are advised that the Software is of United States origin and subject to

United States Export Administration Regulations; diversion contrary to United States law and regulation is
prohibited. You agree not to directly or indirectly export, import or transmit the Software to any country,
end user or for any Use that is prohibited by applicable United States regulation or statute (including but
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13.

14.

not limited to those countries embargoed from time to time by the United States government); or contrary
to the laws or regulations of any other governmental entity that has jurisdiction over such export, import,
transmission or Use.

UNITED STATES GOVERNMENT RESTRICTED RIGHTS. The Licensed Materials (i) were developed solely

at private expense; (i) contain "restricted computer software” submitted with restricted rights in
accordance with section 52.227-19 (a) through (d) of the Commercial Computer Software-Restricted
Rights Clause and its successors, and (iii) in all respects is proprietary data belonging to Extreme and/or
its suppliers. For Department of Defense units, the Licensed Materials are considered commercial
computer software in accordance with DFARS section 227.7202-3 and its successors, and use,
duplication, or disclosure by the U.S. Government is subject to restrictions set forth herein.

LIMITED WARRANTY AND LIMITATION OF LIABILITY. The only warranty that Extreme makes to You in

connection with this license of the Licensed Materials is that if the media on which the Licensed Software
is recorded is defective, it will be replaced without charge, if Extreme in good faith determines that the
media and proof of payment of the license fee are returned to Extreme or the dealer from whom it was
obtained within ninety (90) days of the date of payment of the license fee.

NEITHER EXTREME NOR ITS AFFILIATES MAKE ANY OTHER WARRANTY OR REPRESENTATION,
EXPRESS OR IMPLIED, WITH RESPECT TO THE LICENSED MATERIALS, WHICH ARE LICENSED "AS IS".
THE LIMITED WARRANTY AND REMEDY PROVIDED ABOVE ARE EXCLUSIVE AND IN LIEU OF ALL OTHER
WARRANTIES, INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, WHICH ARE EXPRESSLY DISCLAIMED, AND STATEMENTS OR
REPRESENTATIONS MADE BY ANY OTHER PERSON OR FIRM ARE VOID. ONLY TO THE EXTENT SUCH
EXCLUSION OF ANY IMPLIED WARRANTY IS NOT PERMITTED BY LAW, THE DURATION OF SUCH
IMPLIED WARRANTY IS LIMITED TO THE DURATION OF THE LIMITED WARRANTY SET FORTH ABOVE.
YOU ASSUME ALL RISK AS TO THE QUALITY, FUNCTION AND PERFORMANCE OF THE LICENSED
MATERIALS. IN NO EVENT WILL EXTREME OR ANY OTHER PARTY WHO HAS BEEN INVOLVED IN THE
CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR SPECIAL,
DIRECT, INDIRECT, RELIANCE, INCIDENTAL OR CONSEQUENTIAL DAMAGES, INCLUDING LOSS OF DATA
OR PROFITS OR FOR INABILITY TO USE THE LICENSED MATERIALS, TO ANY PARTY EVEN IF EXTREME
OR SUCH OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
SHALL EXTREME OR SUCH OTHER PARTY'S LIABILITY FOR ANY DAMAGES OR LOSS TO YOU OR ANY
OTHER PARTY EXCEED THE LICENSE FEE YOU PAID FOR THE LICENSED MATERIALS.

Some states do not allow limitations on how long an implied warranty lasts and some states do not allow
the exclusion or limitation of incidental or consequential damages, so the above limitation and exclusion
may not apply to You. This limited warranty gives You specific legal rights, and You may also have other
rights which vary from state to state.

JURISDICTION. The rights and obligations of the parties to this Agreement shall be governed and
construed in accordance with the laws and in the State and Federal courts of the State of California,




without regard to its rules with respect to choice of law. You waive any objections to the personal
jurisdiction and venue of such courts. None of the 1980 United Nations Convention on the Limitation
Period in the International Sale of Goods, and the Uniform Computer Information Transactions Act shall
apply to this Agreement.

15. GENERAL.

a.

This Agreement is the entire agreement between Extreme and You regarding the Licensed Materials,
and all prior agreements, representations, statements, and undertakings, oral or written, are hereby
expressly superseded and canceled.

This Agreement may not be changed or amended except in writing signed by both parties hereto.
You represent that You have full right and/or authorization to enter into this Agreement.

This Agreement shall not be assignable by You without the express written consent of Extreme. The
rights of Extreme and Your obligations under this Agreement shall inure to the benefit of Extreme’s
assignees, licensors, and licensees.

Section headings are for convenience only and shall not be considered in the interpretation of this
Agreement.

The provisions of the Agreement are severable and if any one or more of the provisions hereof are
judicially determined to be illegal or otherwise unenforceable, in whole or in part, the remaining
provisions of this Agreement shall nevertheless be binding on and enforceable by and between the
parties hereto.

Extreme’s waiver of any right shall not constitute waiver of that rightin future. This Agreement
constitutes the entire understanding between the parties with respect to the subject matter hereof,
and all prior agreements, representations, statements and undertakings, oral or written, are hereby
expressly superseded and canceled. No purchase order shall supersede this Agreement.

Should You have any guestions regarding this Agreement, You may contact Extreme at the address
set forth below. Any notice or other communication to be sent to Extreme must be mailed by
certified mail to the following address:

Extreme Networks, Inc.

145 Rio Robles

San Jose, CA 95134 United States
ATTN: General Counsel
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Extreme Management Center Help

Extreme Management Center provides access to web-based reporting, network
analysis, troubleshooting, and helpdesk tools. Extreme Management Center
includes wired/wireless dashboards, reports, end-system information and
policy, interactive topology maps, application identification, web-based
FlexViews, device views, and event logs. NetFlow diagnostics enable
assessment of network issues and performance. Search functionality enables
you to search for end-systems by MAC address, IP address, end-system name,
or user name.

Contact your sales representative for information on obtaining an Extreme
Management Center license.

For a list of instructions outlining the initial setup of your network in Extreme
Management Center, see Extreme Management Center Initial Configuration
Checklist.

Additionally, for information about using this help system, please see Using the
Help System.

Extreme Management Center Features

Extreme Management Center provides the following features:

o Network — Device details for all managed devices in the network with sorting and
filtering of relevant information for network troubleshooting and forensics.
Additionally, create maps of the devices and wireless APs on your network. Import
images of maps and building/floor plans, and then drag and drop your managed
devices and wireless APs in the map. Use the Search to find a device, AP, or
wired/wireless client or locate end-systems for a single AP on the map using RSS-
based location services. If you have a NetSight Advanced License (NMS-ADV), this
feature also includes maps with triangulated location.

o Alarms & Events — Alarm and event details for all managed devices in the network
with sorting and filtering of relevant information for network troubleshooting and
forensics.

« Control — Dashboards, reports, and control capabilities extending network
management to the network attached end-systems. Allows better visibility and
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control for IT analysts, troubleshooters, and helpdesk based on end-system and user
identity. Create policies for users and ports, enabling network engineers, information
technology administrators, and business managers to work together to create the
appropriate network experience for each user in their organization.

Analytics — Real-time NetFlow data for enhanced network diagnostics such as flow
details, applications, senders, and receivers.

Wireless — Wireless monitoring providing details, dashboards, and Top N
information to monitor the overall status of the wireless network, as well as the
ability to drill in to details as needed.

Governance — Oversight into the configuration of your devices and wireless threat
alerts to ensure you are compliant with industry best practices.

Reports — Historical and real-time reporting offering high-level network summary
information as well as detailed reports and drill-downs.

Administration — Extreme Management Center administration tools to monitor and
maintain the Extreme Management Center application and its components.

Connect — Provides configuration to allow you to integrate third-party software
with Extreme Management Center's Extreme Access Control solution.

Search — A powerful diagnostic tool to search end-systems by MAC address, IP
address, end-system name, or user name for fast troubleshooting. Includes a Search
with Compass option that uses SNMP to provide information about the status,
configuration, and activities at the ingress points of your network, and is an easy
way to search for end stations or users on end stations.

Document Version

The following table displays the revision history for the Extreme Management
Center Help documentation.

Date Revision Number Description

0-18 8.1 Revision -00 Extreme
Management
Center 8.1
release
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Date Revision Number Description

06-17 8.0 Revision -00 Extreme
Management
Center 8.0
release

04-16 7.0 Revision -00 Extreme
Management
Center 7.0
release

PN: 9035223-03
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Getting Started with Extreme
Management Center

This topic provides information to help you get started using Extreme
Management Center to view network data. It includes information on
configuring Extreme Management Center access requirements, including several
different access scenarios. It also provides steps for enabling the statistics and
flow collection that provides Extreme Management Center reporting data, and
information on Extreme Management Center scalability.

e« Requirements

o Extreme Management Center License Requirements

o Extreme Management Center Access Reguirements

Full Read/Write Access

Read-Only Access

Limited Read-Only Access

End-System Information, Read-Only Access

End-System Information, Read/Write Access

o Browser Reguirements

o Screen Resolution

Enable Report Data Collection

o Enable Device Statistics Collection

o Enable Interface Statistics Collection

o Enable Wireless Controller Statistics Collection

« Enable Flow Collection

o Enable Flow Collection on a Device

« Enable Flow Collection on an Interface

Extreme Management Center Scalability

Extreme Management Center Timeout
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Requirements

This section provides information on license requirements for the different
Extreme Management Center features, as well as access requirements, browser
requirements, and screen resolution requirements.

Extreme Management Center License Requirements

The following table shows license requirements for the different Extreme
Management Center features. Contact your sales representative for information
on obtaining the appropriate Extreme Management Center license.

Extreme Management Center Feature License Required

Network NetSight Base (NMS-
Alarms and Events BASE)
Administration

Search

Control (End Systems tab)

All the above features and: NetSight (NMS)
Reports

Maps

Control (Dashboard, System, Health, Data Center, and
Configuration tabs)

Analytics

Wireless

PortView

Web FlexViews

Check for Firmware Updates

Policy
All the above features and: NetSight Advanced
Advanced Wireless Map features (NMS-ADV)

Extreme Management Center Access Requirements

Access to the Extreme Management Center application and its features is
determined by the user's membership in an Extremme Management Center
authorization group and the group's assigned capabilities. The following table
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lists the different Extreme Management Center access options and features, and
their corresponding capabilities. For more information on how to configure

capabilities and authorization group membership, see the Extremme Management

Center Help topic "How to Configure User Access to Extreme Management
Center Applications,” located in the Extreme Management Center Suite-Wide
Tools user guide in the "Authorization Device Access” section.

To have full read/write access to all Extreme Management Center functionality, a
user must be a member of an authorization group with the capabilities shown in
the following table. Optionally, users can be configured to have read-only and
limited read-only access to Extreme Management Center functionality by

selecting a combination of capabilities.

Extreme Management Center Access Options and Features

Required Capabilities

Launch Extreme Management Center.
Allows the ability to launch the Extreme Management Center application.

NetSight OneView > Access OneView

View Extreme Management Center Reports.
Adds the ability to view reporting data.

NetSight OneView > Access OneView Reports

View Extreme Management Center Maps.
Adds the ability to view maps.

NetSight OneView > Maps > Maps Read Access

View and Configure Extreme Management Center Maps.
Adds the ability to view and configure maps.

NetSight OneView > Maps > Maps Read/Write
Access

View Extreme Management Center Wireless.
Adds the ability to view wireless data.

NetSight Console > Wireless Manager > Launch

View Extreme Management Center Administration.
Adds access to the Extreme Management Center administration tools and the
ability to enable data collection.

NetSight OneView > Access OneView
Administration

View Extreme Management Center Search.
Adds the ability to use the Extreme Management Center Search functionality.

NetSight OneView > Access OneView Search

View Extreme Management Center Network and Alarms and Events.
Adds the ability to view device information and event log details.

NetSight OneView > Events and Alarms > OneView
Event Log Access

View Extreme Management Center alarms.
Adds the ability to view current alarms in the Alarms and Events page.

NetSight OneView > Events and Alarms > OneView
Alarms Read Access

View and clear Extreme Management Center alarms.
Adds the ability to view and clear alarms in the Alarms and Events page.

NetSight OneView > Events and Alarms > OneView
Alarms Read/Write Access

View Extreme Management Center Control.
Adds the ability to view Dashboard, System, Health, and Data Center reports
under the Control tab.

NetSight OneView > Identity and Access > Access
OneView Identity and Access Reports

View Extreme Management Center Control end-systems table.
Adds the ability to view end-system information under the Control tab.

NetSight OneView > Identity and Access > OneView
End-Systems Read Access

View and modify Extreme Management Center Control end-systems table.
Adds the ability to perform actions in the end-systems table, such as forcing
reauthentication and changing an end-system'’s group membership.

NetSight OneView > Identity and Access > OneView
End-Systems Read/Write Access

View Extreme Management Center Control Group Information.
Adds the ability to launch the Group Editor tool from the Control tab > End-
Systems view, and view group information.

NetSight OneView > Identity and Access > OneView
Group Read Access

6 of 2202



Requirements

Extreme Management Center Access Options and Features

Required Capabilities

View and Edit Extreme Management Center Controltab Group Information.
Adds the ability to launch the Group Editor tool from the Control tab > End-
Systems view, and add, edit, and delete groups.

NetSight OneView > Identity and Access > OneView
Group Read/Write Access

View Extreme Management Center Flows.
Adds the ability to view NetFlow data for devices in the network.

NetSight OneView > NetFlow Read Access

View Extreme Management Center Flows and allow NetFlow Sensor Write
access.

Adds the ability to view NetFlow dataand configure the Console NetFlow
Sensor Configuration view.

NetSight OneView > NetFlow Read/Write Access

Allow Web FlexView read access.
Adds the ability to launch a FlexView from the Extreme Management Center
Network tab.

NetSight OneView > FlexView > OneView FlexView
Read Access

Allow Web FlexView Write access.
Adds the ability to launch and edit a FlexView from the Extreme Management
Center Network tab.

NetSight OneView > FlexView > OneView FlexView
Read/Write Access

Allow Wireless Controller Automatic WebView Login ability.

Adds the ability to launch local management for wireless controllers without
requiring alogin, as long as the user's credentials are good. Users who do not
have this capability are required to log in.

NetSight Suite > Device Local Management
WebView > Auto Login to Web Local Management
for ExtremeWireless Wireless Controllers

Allow Check for Firmware Updates ability.
Adds the ability to check for firmware updates from the Extreme Management
Center Network tab.

NetSight Suite > NetSight All User Options >
Request and Configure ExtremeNetworks.com
Support

Allow Create Policy Rule ability.
Adds the ability to create a policy rule in NetFlow tables.

NetSight Policy Manager > Read/Write capabilities
for Policy Enforcement and Management

Add Devices.
Adds the ability to add devices in the Extreme Management Center Network
tab.

NetSight Suite > Devices > Add, Discover and Import

Delete Devices.
Adds the ability to delete devices in the Extreme Management Center Network
tab.

NetSight Suite > Devices > Delete

Compare Configurations.

Adds the ability to compare archived device configurations in either the
Extreme Management Center Network tab or the Archive Details Report
available in the Extreme Management Center Reports tab.

Inventory Manager > Configuration Archive
Management > View,/Compare Configurations

Here are several scenarios that show how different Extremme Management Center
user access levels can be configured based on assigned capabilities.

Use Case 1: Full Read/Write Access

To provide full read/write access to all Extreme Management Center
functionality, configure user membership in an authorization group assigned the

following capabilities:

o NetSight OneView > Access OneView

o NetSight OneView > Access OneView Reports

o NetSight OneView > Access OneView Search
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NetSight OneView > Access OneView Administration

NetSight OneView > NetFlow Read/Write Access

NetSight OneView > Maps > Maps Read/Write Access

NetSight Console > Wireless Manager > Launch

NetSight OneView > Events and Alarms > OneView Event Log Access
NetSight OneView > Events and Alarms > OneView Alarms Read/Write Access
NetSight OneView > FlexView > OneView FlexView Read/Write Access

NetSight OneView > Identity and Access > Access OneView ldentity and Access
Reports

NetSight OneView > Identity and Access > OneView End-Systems Read/Write
Access

NetSight OneView > Identity and Access > OneView Group Read/Write Access

NetSight Policy Manager > Read/Write capabilities for Policy Enforcement and
Management

NetSight Suite > Device Local Management WebView > Auto Login to Web Local
Management for ExtremeWireless Wireless Controllers

NetSight Suite > NetSight All User Options > Request and Configure
ExtremeNetworks.com Support

NetSight Suite > Devices > Add, Discover and Import
NetSight Suite > Devices > Delete

Inventory Manager > Configuration Archive Management > View/Compare
Configurations

Use Case 2: Read-Only Access

To provide read-only access to all Extremme Management Center reports and
FlexViews, configure user membership in an authorization group assigned the
following capabilities:

NetSight OneView > Access OneView

NetSight OneView > Access OneView Reports
NetSight OneView > Access OneView Search
NetSight OneView > NetFlow Read Access
NetSight OneView > Maps > Maps Read Access
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o NetSight Console > Wireless Manager > Launch

o NetSight OneView > Events and Alarms > OneView Event Log Access

o NetSight OneView > Events and Alarms > OneView Alarms Read Access
o NetSight OneView > FlexView > OneView FlexView Read Access

o NetSight OneView > |dentity and Access > Access OneView ldentity and Access
Reports

o NetSight OneView > |dentity and Access > OneView End-Systems Read Access
o NetSight OneView > Identity and Access > OneView Group Read Access

Use Case 3: Limited Read-Only Access

To provide limited read-only access to only Extreme Management Center
reporting and wireless data, configure user membership in an authorization
group assigned the following capabilities:

o NetSight OneView > Access OneView
o NetSight OneView > Access OneView Reports

o NetSight Console > Wireless Manager > Launch

Use Case 4: End-System Information, Read-Only Access

To provide read-only access to Extremme Management Center end-system
information, configure user membership in an authorization group assigned the
following capabilities:

o NetSight OneView > Access OneView

o NetSight OneView > Identity and Access > OneView End-Systems Read Access

Use Case 5: End-System Information, Read/Write Access

To provide read/write access to Extreme Management Center end-system
information, configure user membership in an authorization group assigned the
following capabilities:

o NetSight OneView > Access OneView

o NetSight OneView > Identity and Access > OneView End-Systems Read/Write
Access
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Browser Requirements
The following web browsers are supported:

o Microsoft Edge and Internet Explorer version 11
o Mozilla Firefox 34 and later

e Google Chrome 33.0 and later

Browsers must have JavaScript enabled in order for the web-based views to
function.

While it is not required that cookies are enabled, impaired functionality results if
they are not. This includes (but is not limited to) the ability to generate PDFs and
persist table configurations such as filters, sorting, and column selections.

Screen Resolution

For optimum display of graphs and tables, Extreme Management Center is best
viewed on a system with a minimum screen resolution of 1280x1024.

Enable Report Data Collection

To view Extreme Management Center reporting data, you must enable statistics
collection for your network devices. You must be a member of an authorization
group that has been assigned the NetSight OneView > Access NetSight
OneView and Administration capability to enable data collection. Data collection
is only available with the NMS license and above.

Enable Device Statistics Collection

To view Extreme Management Center device reports, you must enable statistics
collection for your network devices from either Extreme Management Center
Devices, or the Console device tree or Device Properties tab. Statistics can be
collected in a historical collection mode or a monitor collection mode.

« Historical Mode — Device and physical port statistics are saved to the database and
aggregated over time, and are then used in Extreme Management Center reports.
The device statistics are also used for active threshold alarms configured in the
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Console Alarms Manager.

NOTE: Enabling Historical Device Statistics Collection may use substantial disk space.

« Monitor Mode — Device statistics are saved to a Monitor cache for one hour and
then dropped. These statistics are used for active threshold alarms, configured in the
Console Alarms Manager, but not for Extreme Management Center reporting.

NOTE: The Monitor mode option is not available if you have disabled Monitor Collection in the
OneView Collector Advanced Settings window in Administration > Options.

If you are enabling statistics collection on an Extreme Access Control engine,
Application Detection engine, or ExtremeWireless Controller, read through the
following notes:

o Extreme Access Control Engine
When collecting statistics on an Extreme Access Control engine, the engine must be
added to Extreme Management Center to collect all engine statistics. In addition,
Monitor mode is not supported on Extreme Access Control engines.

« Application Detection Engine
When collecting statistics on an Application Detection engine, the engine must be
added to the Analytics > Configuration > Application Analytics Engines table in
order for Extreme Management Center to collect all Application Detection statistics.
In addition, Monitor mode is not supported on Application Detection engines.

o ExtremeWireless Controller
Wireless Controller statistics collection is configured separately from other devices.

Steps for Enabling Collection
Use the following steps to enable device statistics collection.
1. You can enable statistics collection from either Extreme Management Center or

Console:

o Inthe Network tab, right-click one or more devices (multiple devices must be
in the same device family) and select Device > Collect Device Statistics. You
can also click the Menu icon ( =) in the upper left corner of the Network tab
and select Device > Collect Device Statistics.

« In the Console device tree or Device Properties tab, right-click one or more
devices (multiple devices must be in the same device family) and select
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OneView > Collect Device Statistics.

2. From the Collect Device Statistics window, select the statistic collection mode you
want to use: Historical or Monitor.

All active threshold alarms configured in the Extreme Management Center Alarms
and Events tab (for the selected device family) that use the collected statistics
display in the Active Threshold Alarm Summary box. If the selected devices do not
match any active threshold alarms, this box is blank. To reduce unnecessary statistic
collection, do not enable Monitor mode on devices that do not match any active
threshold alarms.

TIP: A summary event is generated daily in the Alarms and Events > Events tab that shows the
number of device with statistic collection enabled where corresponding threshold alarms
are not configured.

3. Click OK. Extreme Management Center begins collecting statistics for the selected
devices.

Enable Interface Statistics Collection

To view Extreme Management Center interface reports, you must enable
statistics collection for your device interfaces from either the Extreme
Management Center Network tab, or the Console Port Properties tab or Interface
Summary FlexView. Statistics can be collected in a historical collection mode or a
monitored collection mode.

o Historical Mode — Interface statistics are saved to the database and aggregated over
time, used in Extreme Management Center reports. The interface statistics are also
used for active threshold alarms configured in the Alarms and Events tab.

o Monitor Mode — Interface statistics are saved to a Monitor cache for one hour and
then dropped. These statistics are used for active threshold alarms configured in the
Console Alarms Manager, but not for Extreme Management Center reporting. (Note
that the Monitor mode option is not available if you have disabled Monitor Collection
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in the OneView Collector Advanced Settings window in the Administration >
Options tab.)

Steps for Enabling Collection
Use the following steps to enable interface statistics collection.

1. You can enable statistics collection from either Extreme Management Center or
Console:

o On the Network tab, click on the device name link to open the Interface
Summary FlexView. In the FlexView, right-click on one or more interfaces and
select Collect Interface Statistics.

o On the Network tab, right-click on a device and select Port Tree. In the Port
Tree, select an interface, right-click and select Collect Interface Statistics.

« In the Console Port Properties tab or Interface Summary FlexView, right-click
one or more interfaces and select the OneView > Collect Interface Statistics.

2. From the Collect Device Statistics window, select the statistic collection mode you
want to use: Historical or Monitor.

All active threshold alarms configured in the Extreme Management Center Alarms
and Events tab (for the selected device family) that use the collected statistics
display in the Active Threshold Alarm Summary box. If the selected devices do not
match any active threshold alarms, this box is blank. To reduce unnecessary statistic
collection, do not enable Monitor mode on devices that do not match any active
threshold alarms.

TIP: A summary event is generated daily in the Alarms and Events > Events tab that shows the
number of device with statistic collection enabled where corresponding threshold alarms
are not configured.

3. Click OK. Extreme Management Center begins collecting statistics for the selected
interfaces.
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Enable Wireless Controller Statistics Collection

Wi ireless Controller statistics collection is configured separately from other
devices. When you enable Wireless Controller statistics collection, it includes
Wireless Controller, WLAN, Topology, and AP wired and wireless statistics, and
you also have the option to collect wireless client statistics.

You can enable statistics collection for multiple controllers, however the group
cannot contain a mix of devices and wireless controllers. The group must include
only controllers.

Steps for Enabling Collection
Use the following steps to enable wireless controller statistics collection.

1. You can enable statistics collection from either Extreme Management Center or
Console:

« On the Network tab, right-click one or more wireless controllers and select
Device > Collect Device Statistics. You can also click the menu icon (=) in the
upper left corner of the Network tab and select Device > Collect Device
Statistics.

o Inthe Console device tree or Device Properties tab, right-click one or more
wireless controllers and select OneView > Collect Device Statistics.

2. From the Collect Controller Statistics window, select the statistics you want to
collect.

Enable/Disable Virsless Controlier/Client Statistc CoBaction

3. Click OK. Extreme Management Center begins collecting statistics for the selected
controllers.

Enable Flow Collection

To view Extreme Management Center Flow and Application reports, you must
enable NetFlow or application telemetry on the device and enable flow

14 of 2202



Extreme Management Center Scalability

collection for the device interfaces. N-Series, S-Series, and K-Series devices
support NetFlow flow collection and ExtremeXOS devices support application
telemetry flow collection. You must be a member of an authorization group
assigned the NetSight OneView > NetFlow Read/Write Access capability to
view NetFlow data or the NetSight OneView > Application Telemetry
Read/Write Access capability to view application telemetry data and enable
flow collection in Extreme Management Center. Flow collection is only available
with the NMS-ADV license.

Enable Flow Collection on a Device

In Extreme Management Center, open the Advanced Configuration panel. Select
an Application Analytics engine and use the Flow Collection Type drop-down to
select the type of flow collection supported by your device. Use the Flow
Sources or Application Telemetry Sources section of the window (depending on
the Flow Collection Type selected) to add a device as a flow collection source.

Enable Flow Collection on an Interface

In PortView, you can enable flow collection from the Configure Collection State
section of the Interface Details tab.

Extreme Management Center Scalability

Extreme Management Center supports reporting on 20,000 objects as
determined by the number of devices and interfaces being monitored, along
with polling interval and data storage periods. Below are two example network
configurations resulting in collected objects under 20,000. For additional
information on tuning your deployment, please contact Extreme Networks
Support.

Variables Scenario 1 Scenario 2

Data Retention Raw Data 7 Days 7 Days
Hourly Rollups 8 Weeks 8 Weeks
Daily Rollups 6 Months 6 Months

Polling Interval 15 Minutes 15 Minutes
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Variables Scenario 1 Scenario 2

Devices Wireless Controllers 5 10
Wireless APs 1000 2000
Advanced Switch/Routers 150 50
Advanced Interfaces 1000 200
Servers 150 50

Collected Objects 19,450 18,630

Extreme Management Center Timeout

Extreme Management Center automatically times out after a specified amount of
time, specified in the HTTP Session Timeout section of the Welb Server view in
the Administration > Options tab. A dialog box appears to warn you when you
are two minutes from timing out of an Extreme Management Center web page.
For additional information, see the Web Server Options Help topic.
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Selecting the Network tab displays details for the managed devices in Extreme
Management Center, with sorting and filtering of relevant information for
network troubleshooting.

Additionally, the Legacy menu in the Network tab menu provides access to the
following Java-based applications:

o« Console
e« MIB Tools

Navigating the Network Tab

Clicking Network in the Menu Bar to the left of Extremme Management Center
opens the Network tab. The Network tab provides access to the following sub-
tabs:

o Dashboard — Displays summary Extreme Management Center data including switch,
network and interface statistics, the five most recent alarms, important wireless data,
as well as archive, backup, database, and scheduled event information.

o Devices — Provides you with information about the devices on your network and
the relationships between devices. The Devices tab also allows you to organize
devices into groups, geographically in maps, and configure default settings for
newly discovered devices using sites.

o Discovered — Displays newly discovered devices on your network and allows you to
configure those devices.

o Firmware — Allows you to view and upgrade firmware for network devices.

« Archives — Displays all device archives, or saved device configurations grouped by
device type.

« Configuration Templates — Provides you with device configurations you can use as
a template for your device types.

« Reports — Provides a variety of system reports that give information about your
devices, ports, and network traffic.
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Additionally, the Menu icon (=) at the top of the screen provides links to
additional information about your version of Extreme Management Center.

Dashboard

Select the Dashboard tab to view graphical data about devices on your network.
Click Info (i) at the top-right of the page to access detailed information about
each of the reports. Some of the charts and tables can be selected to provide
additional information.

The Dashboard contains three options, the Impact Analysis, Overview, Inventory
dashboards.

Impact Analysis
The Impact Analysis dashboard displays a real-time summary of Availability,
Performance, Capacity/Health, and Configuration data for your network. The
dashboard provides you with charts that identify the scope and scale of faulting
elements in the network or location. Charts display an impact status and an impact
summary for a particular factor that are updated automatically when conditions
change.

Overview
This shows twelve panes containing statistical information about devices on your
network. The information presents a sampling of the performance of individual
devices.

Inventory
The Inventory dashboard contains three tabs, presenting network inventory and
change management information.

o« Summary — Displays a pie chart of the percentage of archived devices,
archived devices with changed configurations, and devices not archived: a pie
chart of the percentage of firmware with a reference image; number of devices
backed up, a listing of database properties, and upcoming scheduled events.

NOTE: Click a section of a pie chart to view a list of devices filtered to meet the
selected criteria.

o Asset Tracking — Provides a list of devices based on their asset tag. An asset
tag is a unique asset number assigned to a device for inventory tracking
pPUrpPoses.
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« Device Tracking — Allows you to view a history of device attributes and
monitor changes made to devices.

« Capacity Planning — Provides a pie chart indicating the number of ports in
use, the number of ports not in use, and the number of ports for which port
information is not collected. Click a section in the chart to display a list of
ports that match the selected criteria.

Devices

Select the Devices tab to display information about devices in your network and
the maps and sites in which they are added. The left-panel of the Devices tab
contains a drop-down menu, allowing you to view all of your devices, a subset of

devices, your maps, or your sites. Selecting a device, device group, map, or site
in the Groups/Maps navigation tree displays details about the item you selected
in the right-panel. Additionally, you can contact the selected devices with the
currently configured profile and execute CLI commands on devices or device
groups.

The information in the right-panel is organized into tabs. The tabs available
depends on the item selected in the left-panel.

« Devices — The Devices tab contains a table of information about the devices
selected in the left-panel (or the devices included in the map or site selected in the
left-panel), including the status of the device, the IP address, the device type, the
firmware version, and the serial number.

o« Summary — The Summary tab opens the Device View for the device selected.

« Map — The Map tab displays the geographic, topology, or floor plan map as well as a
graphic representation of the devices contained in that map.

o Site — The Site tab allows you to create a default configuration for devices being
added to the selected site.

o Site Summary — The Site Summary tab contains a table of information about the
sites on your network, including the path, addresses, and configuration.

« FlexReports — The FlexReports tab contains reports available for the device,
controller, map, or site selected in the left-panel.
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Discovered

When a new device is added to the network, it is automatically detected and
displayed in the Discovered tab.

Select the Discovered tab to quickly configure a new device using a
configuration template created on the Site tab or a cloned configuration from an
existing network device.

Extreme Management Center can discover and configure new devices
automatically using ZTP+ device configuration.

NOTE: You can also add a new device directly to Extreme Management Center in a specific site
using the Site tab.

Firmware

Select the Firmware tab to assign a firmware or boot PROM image to one or
more product families or device types. This enables you to download the
assigned image to any of your network devices of that family or type. Use the
Details section of the tab to display the firmware or boot PROM image details
and save the image to the device.

Archives

Select the Archives tab to create new archives for your devices and view a list of
existing archives grouped by device type in the left-hand panel. This tab
provides information about archive operations performed on the selected device
or device group. Additionally, use your archives to compare your device
configurations against industry best practices.

Configuration Templates

Select the Configuration Templates tab to view and use device configuration
templates grouped by device type in the left-hand panel. This tab provides
information about configurations you can use as templates for your devices.
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Reports

Select the Reports tab to view information about the devices and ports on your
network as well as information about network traffic. Available reports are
accessible via the Reports drop-down menu at the top of the tab and are
grouped into the following three reporting areas:

o Device
o Interface

o Network

Click Information (i) in the top-right corner of a report to view more information
about that report.

Click Export to CSV (B) to export the information contained in the report to your
default CSV application, where it can then be manipulated or saved.

Related Information
For information on related topics:

o Device Operations

e Search
For information on related tasks:

o Create Device Group

o Add Devices to Maps

o New Device Configuration in Extreme Management Center
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Impact Analysis Dashboard Overview

Accessible from the Network tab, the Impact Analysis Dashboard displays a
real-time summary of Availability, Performance, Capacity/Health, and
Configuration data for your network.
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Click the report button (&) to open the Impact Analysis Report page window in
the Reports Designer tab.

o A network element is considered “faulting” if it is non-optimal relative to a certain
factor; for example, a device that has not been archived recently or an application
that is responding poorly.

o A network element is considered “impacted” if it has a relationship to a faulting
element which might affect its operation; for example, an endpoint connected to a
device that failed.

Charts

The dashboard provides you with ring charts and data that identify the scope
and scale of faulting elements in the network or location. Charts display a name
and impact status for a particular factor, and are updated automatically when
conditions change.
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The center of each chart contains a ratio of the non-faulting elements compared
to the total number of elements. Hover over a ring color to display a complete
description of the ratio. Extreme Management Center uses these ratios, converts
them to a percentage, and uses them to determine the impact status. Below
each chart is an Impact Summary, which displays the network elements
impacted by any faulting elements.

The Impact Status is reflected by color:

Impact Status  Color  Description

Low ° None, or few, faulting elements
Medium Some, but not many, faulting elements
High ° Many faulting elements

The thresholds that determine the Impact Status (Low, Medium, or High) for
each chart is configurable in the Impact Analysis options on the Administration
tab.

When the Impact Status changes for network elements (e.g. device availability
changes from Low to Medium or from Medium to High), an event is generated
and is available in the event log on the Events tab.

Site Availability
The center of the Site Availability ring chart indicates the ratio of sites with which
Extreme Management Center can communicate to the total number of sites with at
least one device. The number of end-points impacted by sites Extreme Management
Center can not reach is listed in the Impact Summary beneath the ring chart.

o Click the ring chart to open the Unavailable Sites report that displays sites
Extreme Management Center can not reach.

o Click Endpoints in the Impact Summary beneath the ring chart to open the
Endpoints Impacted by Unavailable Sites report that provides more details
about endpoints with devices.

o Click the report button (E) to open the Site Availability History report that
provides a historical view of the Site Availability chart.

Device Availability
The center of the Device Availability ring chart indicates the ratio of devices with
which Extreme Management Center can communicate to the total number of
devices. The number of sites and endpoints that contain devices with which Extreme
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Management Center can not communicate are listed in the Impact Summary beneath
the ring chart.

o Click the ring chart to open the Unavailable Devices report that provides
detailed data for all unavailable devices.

o Click Sites in the Impact Summary beneath the ring chart to open the Sites
Impacted by Unavailable Devices report that provides more details about sites
with unavailable devices.

o Click Endpoints in the Impact Summary beneath the ring chart to open the
Endpoints Impacted by Unavailable Devices report that provides more details
about endpoints with unavailable devices.

o Click the report button () to open the Device Availability History report that
provides a historical view of the Device Availability chart.

Network Performance
The center of the Network Performance ring chart indicates the ratio of network
locations with a network response time in the expected or better-than-expected
range to the total number of network locations. The number of tracked applications
and network services and endpoints with a slower-than-expected response time are
listed in the Impact Summary beneath the ring chart. Data displayed in the chart
includes all engines on your network. Applications at different locations are counted
separately.

NOTE: Enable Dynamic Thresholding to allow Extreme Management Center to
automatically determine the expected response times based on previously
observed response times. If you do not use Application Analytics or do not
want to enable Dynamic Thresholding, you can remove this chart from the
Impact Analysis dashboard in the Report Designer.

Use the Locations tab to configure the location at which an Application
Analytics engine is located.

o Click the ring chart to open the Slow Locations report that displays locations
with slower-than-expected network response times.

o Click Applications in the Impact Summary beneath the ring chart to open the
Applications Impacted by Slow Locations report that provides more details
about the tracked applications and network services impacted by slower-than-
expected network response time.
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NOTE: Enable Event Collection to allow Extreme Management Center to report
specific end-points impacted by slower-than-expected response times.

o Click Endpoints in the Impact Summary beneath the ring chart to open the
Endpoints Impacted by Network Response Time report that provides more
details about endpoints impacted by slower-than-expected network response
time.

o Click the report button () to open the Network Performance History report
that provides a historical view of the Network Performance chart.

Application Performance
The center of the Application Performance ring chart indicates the ratio of tracked

applications and network services with an application response time in the expected
or better-than-expected range to the total number of tracked applications and
network services. The number of locations that contain tracked applications and
network services with slower-than-expected application response times are listed in
the Impact Summary beneath the ring chart. Data displayed in the chart includes all
engines on your network. Applications at different locations are counted separately.

NOTE: Enable Dynamic Thresholding to allow Extreme Management Center to
automatically determine the expected response times based on previously
observed response times. If you do not use Application Analytics or do not
want to enable Dynamic Thresholding, you can remove this chart from the
Impact Analysis dashboard in the Report Designer.

Use the Locations tab to configure the location at which an Application
Analytics engine is located.

o Click the ring chart to open the Slow Applications report, which is filtered to
display tracked applications and network services with slower-than-expected
application response times.

o Click Locations in the Impact Summary beneath the ring chart to open the
Locations Impacted by Slow Applications report that provides more details
about the locations impacted by tracked applications and network services
with slower-than-expected response times.

o Click Endpoints in the Impact Summary beneath the ring chart to open the
Endpoints Impacted by Slow Applications report that provides more details
about endpoints impacted by slower-than-expected application response time.
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NOTE: Enable Event Collection to allow Extreme Management Center to report
specific end-points impacted by slower-than-expected response times.

Click the report button () to open the Application Performance History
report that provides a historical view of the Application Performance chart.

Port Capacity
The center of the Port Capacity ring chart indicates the ratio of ports with an
acceptable level of utilization to the total number of ports on which data collection
is enabled and which recently reported utilization measurements. The number of
sites and devices that contain ports with excessive utilization are listed in the Impact
Summary beneath the ring chart.

Port Health

Click the ring chart to open the Highly Utilized Ports report that displays the
utilization of ports filtered to include only those ports with an excessive port
rate.

Click Sites in the Impact Summary beneath the ring chart to open the Sites
Impacted by Highly Utilized Ports report that provides more details about sites

impacted by port capacity.

Click Devices in the Impact Summary beneath the ring chart to open the
Devices Impacted by Highly Utilized Ports report that provides more details

about devices impacted by port capacity.

Click the report button () to open the Port Capacity History report that
provides a historical view of the Port Capacity chart.

The center of the Port Health ring chart indicates the ratio of ports with an
acceptable error rate to the total number of ports on which data collection is
enabled and which recently reported error rate measurements. The number of sites
and devices that contain ports with an excessive error rate are listed in the Impact
Summary beneath the ring chart.

Click the ring chart to open the High Error Ports report that lists the ports with
an excessive error rate.

Click Sites in the Impact Summary beneath the ring chart to open the Sites
Impacted by High Error Ports report that provides a list of sites with ports with

an unacceptable error rate.
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o Click Devices in the Impact Summary beneath the ring chart to open the
Devices Impacted by High Error Ports report that provides a list of devices
with ports with an unacceptable error rate.

o Click the report button () to open the Port Health History report that
provides a historical view of the Port Health chart.

Archived Devices
The center of the Archived Devices ring chart indicates the ratio of devices for
which an archive was created in the past 30 days to the total number of devices that
support archiving. The number of sites with devices not archived in the past 30 days
is listed in the Impact Summary beneath the ring chart.

o Click the ring chart to open the Unarchived Devices report that provides a list
of the devices not archived in the last 30 days.

o Click Sites in the Impact Summary beneath the ring chart to open the Sites
Impacted by Unarchived Devices report that provides a list of the sites
associated with devices with no archive in the last 30 days.

o Click the report button () to open the Archived Devices History Report that
provides a historical view of the Archived Devices chart.

Devices with Reference Firmware
The center of the Devices with Reference Firmware ring chart indicates the ratio of
devices on which firmware you define as a reference image is installed to the total
number of devices. The number of sites containing devices on which reference
firmware is not installed is listed in the Impact Summary beneath the ring chart.

NOTE: The Devices with Reference Firmware ring chart only includes devices
discovered via SNMP.

o Click the ring chart to open the Devices Without Reference Firmware report
that displays a list of affected devices not running reference firmware.

o Click Sites in the Impact Summary beneath the ring chart to open the Sites
Impacted by Devices Without Reference Firmware report that provides a list of
the sites with devices not running reference firmware.

o Click the report button () to open the Reference Firmware History Report

that provides a historical view of the Devices with Reference Firmware chart.

27 of 2202



Unavailable Sites Report

Related Information

o Impact Analysis Options

o Extreme Management Center Network Tab Overview

Unavailable Sites Report

The Unavailable Sites report provides a list of sites Extremme Management Center
considers to be down. Use the Devices Up for Site Up (percent) field on the
Impact Status Options tab to configure the threshold Extreme Management
Center uses to determine if a siteis up. The threshold is calculated as the ratio of
devices in a site with a Status of Up to the total number of devices in the site.

(1]

Alarma Status Hame | Devices Up Devicas ] Imierwweiich Links Up  Inferswiich Links D

The following columns are included in the report:

Alarms:
Shows the most severe alarm triggered by a device included in the site. The severity
of the alarm is indicated by the following icons:

o Critical (¥) — A problem with significant implications.

e Error (») — A problem with limited implications.

o Warning (»)— A condition that might lead to a problem.
e Info (=) — Information only; not a problem.

None (' ) — No alarms on the device.
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Status:
Indicates whether the site is up or down, based on the percentage of devices in the

site with which Extreme Management Center can communicate (Status of Up). A
green check mark indicates the site is up, while a red X icon indicates the site is
down.

Use the Devices Up for Site Up (percent) field on the Impact Status Options tab to
configure the threshold Extreme Management Center uses to determine if a site is
up. The threshold is calculated as the ratio of devices in a site with a Status of Up to
the total number of devices in the site.

Name:
The name of the site.

Devices Up
This column indicates the number of devices with a Status of Up in the site.

Devices Down
This column indicates the number of devices with a Status of Down in the site.

Interswitch Links Up
This column indicates the number of Interswitch Links with a Status of Up in the site.

Interswitch Links Down
This column indicates the number of Interswitch Links with a Status of Down in the

site.

Related Information

o Impact Analysis Dashboard Overview

Endpoints Impacted by Unavailable Sites Report

This report provides detailed information about end-systems impacted as the
result of Extreme Management Center unable to communicate with a site (Status
of Down). The report also shows any events that pertain to the end-systems
selected in the top table. Additionally, the report lists the risks and vulnerabilities
for the device and assigns a score based on the severity of the risk.
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The report contains three tables:

o End-System Information

e« Events

o Health

End-System Information

The table at the top of the report lists the end-systems that are affected as the
result of unavailable sites.

ID

The identification number for the end-system. This column is hidden by default.

State

The end-system’'s connection state:

Scan - The end-system is currently being scanned.

Accept - The end-system is granted access with either the Accept policy or the
policy returned from the RADIUS server in the filter-ID.

Quarantine -The end-system is quarantined because the scanning test failed.

Reject - The end-system was rejected because the assigned NAC profile was
set to Reject, the MAC Locking test failed, or the RADIUS server was reachable
but rejected the authentication request.

Error - Indicates one of nine problems:
o the MAC to IP resolution failed, if assessment is enabled
o« the MAC to IP resolution timed out, if assessment is enabled

o all RADIUS servers are unreachable
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o the RADIUS request was non-compliant

o all assessment servers are unavailable

o the assessment server can't reach the end-system
e NO assessment servers are configured

o the assessment server is not compatible with the current version of
Extreme Management Center

o the username and password configured in the Assessment Server
section of the Access Control options (Administration > Options >
Access Control) are incorrect for the assessment server

Last Seen
The last date and time the end-system was seen by the Access Control engine.

IP Address
The end-system'’s IP address.

OV MAC Key
OV MAC Key. This column is hidden by default.

MAC Address
The end-system's MAC address. MAC addresses are displayed as a full MAC address
or with a MAC OUI (Organizational Unique Identifier) prefix, depending on the
option you select on the Access Control Options tab.

MAC OUI Vendor
The vendor associated with the MAC OUI.

Host Name
The end-system’s host name.

Device Family
The hardware family or the operating system family for the end-system.

Device Type
The hardware type or the operating system type for the end-system.

User Name
The User Name used for device access.

Switch IP
The IP address of the switch to which the end-system is connected.
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Switch Nickname
The nickname defined for the switch to which the end-system is connected.

Switch Port
The port alias (if defined) followed by the switch port number to which the end-

system is connected.

Policy
The policy role assigned to the end-system.

Authorization
The Authorization granted to allow access to the end-system.

Risk Level
The overall risk level assigned to the end-system based on the health result of the

scan:
o Red - High Risk
o Orange - Medium Risk
o Yellow - Low Risk
e Green - No Risk

e Gray - Unknown

Profile Name
The name of the profile assigned to the end-system when it connected to the

network.

Reason
Provides additional information about the reasons why the end-system is in its

particular connection state. It gives you an idea as to why a certain policy was
applied to the end-system or why the end-system was rejected.

Authentication Type
ldentifies the latest authentication method used by the end-system to connect to the

network.

State Description
This column provides more details about the end-system state. For example, if the

end-system’s connection state is Reject, this column might list the RADIUS server
(primary or secondary) that rejected the authentication request.

Extended State
Provides additional information about the end-system’'s connection state.
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Access Control Engine/Source IP
The Engine to which the end-system is connecting.

Engine Group
Displays what Engine group the NAC appliance was in when the end-system event
was generated. For example, if the Engine was in Engine group A when an end-
system connected, but then later the Engine was moved to Engine group B, this
column still list Engine group A for that end-system’s entry.

RFC 3580 VLAN ID
For end-systems connected to RFC 3580-enabled switches, this is the RFC3580
VLAN ID assigned to the end-system.

Warning Time
Shows the time for warning. This column is hidden by default.

Last Quarantined
The last date and time the end-system was quarantined. This column is hidden by
default.

Score
The total sum of the scores for all the health details that were included as part of the
guarantine decision.

Top Score
The highest score received for a health detail in the health result.

Actual
The actual score is what the total score would be if all the health details including
those marked Informational and Warning were included in the score.

Switch Port Index
The switch port index to which the end-system connected.

Switch Location
The physical location of the switch to which the end-system connected.

ELIN
An extended set of data for an end-system based on a MAC address.

Port Info Raw
Displays unformatted information as it is received from the port.
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All Authentication Types
This column displays all the authentication methods the end-system has used to
authenticate.

Last Scan Result State
The last scan result assigned to the end-system: Scan, Accept, Quarantine, Reject,
Error. This is the state that was assigned to the end-system as a result of the last
completed scan. This will typically match the end-system State if scanning is
currently enabled and has been performed recently.

Last Scanned Time
The last time an assessment (scan) was performed on the end-system.

First Seen Time
he first time the end-system was seen by the NAC appliance.

NAP Capable
Indicates whether the end-system is Microsoft NAP (Network Access Protection)
capable: Yes or No

Custom 1-4
Use these column to add additional information that you would like displayed. You
can add information for up to four Custom columns.

Registered User
The registered username supplied by the end user during the registration process.

Registered Email
The registered email address supplied by the end user during the registration
process.

Registered Phone
The registered phone number supplied by the end user during the registration
Process.

Sponsor
The registered device's sponsor.

Registration 1-5
The text from the Custom 1-5 registration fields supplied by the end user during the
registration process.

Registration Description
The device description supplied by the end user during the registration process.
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Groups
End-system groups are rule components that allow you to group together devices
having similar network access requirements or restrictions.

Group 1-3
Displays the names of up to three end-system groups.

Zone
This field only displays if you have displayed the Zone column in the Access Control
Configuration Rules table. Select the end-system zone assigned to any end-system
matching this rule. See End-System Zones for more information.

Request Attributes
Indicates if attributes have been requested

Registration Type
Shows the type of registration

RADIUS Server IP
The IP address of the RADIUS server with which the end-system is associated.

Source
Displays the origin of the event;

o Access Controlengine — An Access Controlengine.
o Wireless Manager — An ExtremeWireless Controller or AP.

o ExtremeXOS ID Manager — An Extreme switch running ExtremeXOS with the
ldentify Manager feature configured to send events to NetSight.

e OneFabric Connect — An ExtremeConnect module (e.g. Solutions Architecture
and Innovation (SAI) integration)

e One Controller — The Extreme SDN Controller.

DCM
Data Center Manager. This column is hidden by default.

TLS Client Certificate Expiration
Expiration date of the TLS Client Certificate issued for 802.1x authentication.

TLS Client Certificate Issuer
Name of the issuer of the TLS Client Certificate issued for 802.1x authentication.
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Events

Log

The Events table displays end-system events related to the unavailability of the

site.

ID

The identification number for the end-system. This column is hidden by default.

State

The end-system's connection state:

e Scan

- The end-system is currently being scanned.

o Accept - The end-system is granted access with either the Accept policy or the
policy returned from the RADIUS server in the filter-ID.

o Quarantine -The end-system is quarantined because the scanning test failed.

e Reject - The end-system was rejected because the assigned NAC profile was set to
Reject, the MAC Locking test failed, or the RADIUS server was reachable but rejected
the authentication request.

e Error
[ ]
[ )

Timestamp

- Indicates one of nine problems:

the MAC to IP resolution failed, if assessment is enabled

the MAC to IP resolution timed out, if assessment is enabled
all RADIUS servers are unreachable

the RADIUS request was non-compliant

all assessment servers are unavailable

the assessment server can't reach the end-system

no assessment servers are configured

the assessment server is not compatible with the current version of NAC
Manager

the username and password configured in the Assessment Server section of
the Access Control options (Administration > Options > Assessment Server)
are incorrect for the assessment server

Shows the date and time when an event occurred.
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Access Control engine / Source IP
The NAC appliance to which the end-system is connecting.

Profile
The Profile assigned to the end-system in the Extreme Management Center database.

IP Address
The end-system'’s IP address.

MAC Address
The end-system's MAC address. MAC addresses are displayed as a full MAC address
or with a MAC QUI (Organizational Unique Identifier) prefix, depending on the
option you have selected in the Display section of the Access Control Options
(Administration > Options > Access Control).

User Name
The name of the user that triggered the event.

Host Name
The end-system’s host name.

Device Family
The hardware family or the operating system family for the end-system.

Device Type
The hardware type or the operating system type for the end-system.

State Description
This column provides more details about the end-system'’s state. For example, if the
end-system's connection state is Reject, this column might list the RADIUS server
(primary or secondary) that rejected the authentication request.

Extended State
Provides additional information about the end-system’'s connection state.

Reason
Provides additional information about the reasons why the end-system is in its
particular connection state. It gives you an idea as to why a certain policy was
applied to the end-system or why the end-system was rejected.

Authorization
The attributes returned by the RADIUS server for this end-system. If the end-system
is connected to a switch that supports multi-authentication, then this column may
not reflect the actual active policy for the authenticated user. For Layer 3 Access
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Control Controller engines, this column displays the policy assigned to the end-
system for its authorization.

Auth Type
ldentifies the authentication method used by the end-system to connect to the
network. For Layer 3 Access Control Controller engines, this column shows IP.

Switch IP
The IP address of the switch to which the end-system connected. If the end-system
is connected to an Access Control Controller engine, this is the Access Control
Controller PEP (Policy Enforcement Point) IP address..

Switch Nickname
The nickname defined for the switch to which the end-system is connected.

Switch Port Index
The switch port index to which the end-system is connected.

Switch Port
The switch port interface name to which the end-system is connected.

Switch Location
The physical location of the switch to which the end-system connected. If the end-
system is connected to an Access Control Controller engine, this is the Access
Control Controller PEP (Policy Enforcement Point) location.

ELIN
An extended set of data for an end-system based on a MAC address.

Port Info Raw
Displays unformatted information as it is received from the port.

Last Scan Time
The last time an assessment (scan) was performed on the end-system.

Zone
Displays the end-system zone to which the end-system is assigned.

Registration Type
The end-system type supplied by the end user during the registration process.

RADIUS Server IP
The IP address of the RADIUS server with which the end-system is associated.
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Event Source
Displays the origin of the event:

o Access Control Engine — A Access Control engine.
o Wireless Manager — An ExtremeWireless Wireless Controller or AP.

e ExtremeXOS ID Manager — An Extreme switch running ExtremeXOS with the
ldentify Manager feature configured to send events to NetSight.

e OneFabric Connect — A custom project (e.g. Solutions Architecture and
Innovation (SAI) integration)

e One Controller — The Extreme SDN Controller.

Health Log

This tab provides summary information on health results (assessment results)
obtained for the end-system selected in the table above. You can specify the
number of health result summaries displayed using the Health Result Persistence
options in the Data Persistence Options.

Risk
The risk level assigned to the end-system based on the health result of the scan:
High Risk, Medium Risk, Low Risk, or No Risk.

Name
This column lists the name of the test that is reported by the health result detail.

Test Case ID
The unique number assigned to the test case.

Score
The score assigned to the test case. The score is a value between 0.0 and 10.0. In the
case of agent-based test cases, the score is either 0.0 for a passed test, or 10.0 for a
failed test, unless specifically overwritten by the scoring override configuration.

Scoring Mode
The scoring mode that was used at the time the test was performed.

e Applied — The score returned by this test was included as part of the
guarantine decision.

e Informational — The score returned by this test was reported, but did not
apply toward a quarantine decision.
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« Warning — The score returned by this test was only used to provide end user
assessment warnings via the Notification portal web page.

CVE IDs
The CVE (Common Vulnerability and Exposures) ID assigned to the security
vulnerability or exposure. For more information on CVE IDs, refer to the following
URL: http://www.cve.mitre.org/.

Description
This column lists information about the health result detail.

Solution
This column lists a solution for the health result.

Port ID
The port on which the end-system the security risk was detected.

Protocol ID
The well-known number (ID) assigned to the IP Protocol Type.

Assessment
The list of test sets that were run during assessment, for example, Default Nessus,
Default Agent-less, and Default Agent-based. Test sets are defined as part of the
assessment configuration. If the end-system is NAP capable, then this column
displays Microsoft NAP indicating that NAP performed the assessment.

Remediation
For agent-based assessment, this column lists the results of remediation attempts:
Success, Failed, or Not Attempted.

Type
A "type" is assigned to each security risk found on a port during an assessment, and
is used to determine whether to Quarantine an end-system. Types are configurable
on the assessment agent. There are three types:

o Hole — The portis vulnerable to attack.
o« Warning — The port may be vulnerable to attack.

o Note — There may be a security risk on the port.

Related Information

o Impact Analysis Dashboard Overview
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Site Availability History Report

Site Availability History Report

The Site Availability History report contains a graph that displays the number of
sites with a Status of Up (depending on the number of devices with which
Extreme Management Center can communicate) (green), and the total number
of sites that have devices (blue) for the duration you define. The values here are
the values displayed in the Site Availability ring chart over the time span you
define.

Use the Devices Up for Site Up (percent) field on the Impact Status Options tab
to configure the threshold Extreme Management Center uses to determine if a
siteis up. The threshold is calculated as the ratio of devices in a site with a Status
of Up to the total number of devices in the site.

Select the increment between which Extreme Management Center analyzes sites
from the data drop-down menu. Available options are Raw, Hourly, or Daily
data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.
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Related Information

e Impact Analysis Dashboard Overview

Unavailable Devices Report

The Unavailable Devices report provides detailed information for devices with
which Extreme Management Center cannot communicate ( Status of Down).
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The following columns are included in the report:

Device Status
This column, hidden by default, indicates whether there is contact with the device.
The color of the circle indicates the degree to which the device is communicating:

e Greenicon (=) — Indicates Extreme Management Center is in contact with the
device.

e Yellow icon (2) — Indicates Extreme Management Center has issues contacting
the device.

e Redicon (#) — Indicates Extreme Management Center can not contact the
device.

Hover over the Device Status icon to view additional details about the status for that
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device.

Status
Indicates the device/alarm status for the device. The icon indicates the severity of
the most severe alarm on the device:

e Redicon (¥) — A critical problem with significant implications.

Orange icon (») — An error with limited implications.

Yellow icon (+) — A warning that might lead to a problem.

Blue icon () — Information only; not a problem.

e Greenicon (®») — Extreme Management Center can contact the device.

Hover over the status icon to view the number of alarms. Click on the alarm/device
status icon to open a new page with detailed information about the alarms for that
device.

Device ID
This column, hidden by default, displays a number that serves as a database
identifier automatically created for the device. This number increments as you add
additional devices.

Name
The device name, nickname, or IP address.

Site
The site in which the device is located.

Poll Type
This column, hidden by default, indicates the poll type Extreme Management Center

uses to discover devices: SNMP, Ping or Not Polled.

Poll Group Name
This column, hidden by default, indicates the name of the Poll Group you define in

the Poll Groups section of the Status Polling options.

Admin Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center administrative access to the device.

Client Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center client access to the device.
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IP Address
The device's IP address.

Context
The Context column, hidden by default, displays a string that indicates how the
device behaves, depending on whether the device is a router or a switch.

IP Context
The IP Context column, hidden by default, displays a device's IP address with the
context appended to the end of the address following a colon.

Trap Status
Indicates whether a trap receiver is configured, not configured, or not supported for
the device. This column is hidden by default.

Syslog Status
Indicates whether the device is configured to send information to the syslog or if it
is not supported for the device. This column is hidden by default.

Display Name
The IP address of the device. This column is hidden by default.

Device Type
The type of device.

Family
The device product family.

Firmware
The revision for the firmware running in the device.

Running Reference Firmware
Indicates if the device's thresholds have been configured for Reference Firmware

Updates
The firmware release status for the device according to the results from the latest
Check for Firmware Updates operation. Place your cursor on the column to see a
tooltip describing the status.

Archived
Indicates if the device has been archived in the last 30 days.

Config Changed
Indicates if the archived configuration for the device has changed in the last 30
days.
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Policy Domain
The policy domain assigned to the device.

Boot PROM
The revision for the BootPROM installed on the device.

Base MAC
The base MAC address for the device.

Serial Number
The serial number for the device.

Stats
Displays whether statistics collection is enabled or disabled on the device. A black
check mark indicates that historical collection is enabled, a blue check mark
indicates that monitor collection is enabled.

Location
The physical location of the device. You can set the location for one or more devices
by selecting the devices in the table, right-clicking, and selecting Set Selected
Location from the menu.

Contact
The name of the responsible contact person. You can set the contact for one or
more devices by selecting the devices in the table, right-clicking, and selecting Set
Selected Contact from the menu.

System Name
Hostname for the device taken from the System Name field on the Device tab of the
Configure Device window. You can set the system name for a device by selecting
the device in the table, right-clicking, and selecting Device > Configure Device.

Uptime
The amount of time, in a days hh:mm:ss format, that the device has been running
since the last start-up.

Nickname
The user-defined nickname for the selected device.

Description
A description of the unavailable device.

User Data 1-4, Notes
These columns can provide additional information about the device.
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Related Information

e Impact Analysis Dashboard Overview

Sites Impacted by Unavailable Devices Report

The Sites Impacted by Unavailable Devices report provides detailed information
about sites that have one or more unavailable devices within your network.
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The following columns are included in the report:

Alarms
Shows the most severe alarm triggered by a device included in the site. The severity
of the alarm is indicated by the following icons:

e Critical (¥) — A problem with significant implications.

Error (») — A problem with limited implications.

Warning (»)— A condition that might lead to a problem.

Info (=) — Information only; not a problem.

e« None (' ) — No alarms on the device.

Status
Indicates whether the site is up or down, based on the percentage of devices in the
site with which Extreme Management Center can communicate (Status of Up). A
green check mark indicates the site is up, while a red X icon indicates the site is
down.

Use the Devices Up for Site Up (percent) field on the Impact Status Options tab to

46 of 2202



Endpoints Impacted by Unavailable Devices Report

configure the threshold Extreme Management Center uses to determine if a site is
up. The threshold is calculated as the ratio of devices in a site with a Status of Up to
the total number of devices in the site.

Name
The name of the site.

Devices Up
This column indicates the number of devices with a Status of Up in the site.

Devices Down
This column indicates the number of devices with a Status of Down in the site.

Interswitch Links Up
This column indicates the number of Interswitch Links with a Status of Up in the site.

Interswitch Links Down
This column indicates the number of Interswitch Links with a Status of Down in the
site.

Related Information

o Impact Analysis Dashboard Overview

Endpoints Impacted by Unavailable Devices
Report

This report provides detailed information about end-systems impacted as the
result of failing devices (Status of Down). An end-system is considered
impacted if it was session-authenticated on the device at the time that the
device became failing.

NOTE: Use the Devices Up for Site Up (percent) field on the Impact Status Options tab to
configure the threshold Extreme Management Center uses to determine if a site is up. The
threshold is based on the percentage of devices in a site with which Extreme Management
Center can communicate.

The report also shows any events from the event log that pertain to the device
selected in the top table. Additionally, the report lists the risks and vulnerabilities
for the device and assigns a score based on the severity of the risk.
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The report contains three tables:

e ENnd-System Information

e« Events
e Health

End-System Information

The table at the top of the report lists the end-systems that are affected as the
result of unavailable devices.

ID

The identification number for the end-system. This column is hidden by default.

State

The end-system's connection state:

Scan - The end-system is currently being scanned.

Accept - The end-system is granted access with either the Accept policy or the
policy returned from the RADIUS server in the filter-ID.

Quarantine -The end-system is quarantined because the scanning test failed.

Reject - The end-system was rejected because the assigned NAC profile was
set to Reject, the MAC Locking test failed, or the RADIUS server was reachable
but rejected the authentication request.
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e Error - Indicates one of nine problems:
« the MAC to IP resolution failed, if assessment is enabled
« the MAC to IP resolution timed out, if assessment is enabled
« all RADIUS servers are unreachable
o the RADIUS request was non-compliant
« all assessment servers are unavailable
o the assessment server can't reach the end-system
e NO assessment servers are configured

o the assessment server is not compatible with the current version of
Extreme Management Center

o the username and password configured in the Assessment Server
section of the Access Control options (Administration > Options >
Access Control) are incorrect for the assessment server

Last Seen
The last date and time the end-system was seen by the Access Control engine.

IP Address
The end-system'’s IP address.

OV MAC Key
OV MAC Key. This column is hidden by default.

MAC Address
The end-system's MAC address. MAC addresses are displayed as a full MAC address
or with a MAC OUI (Organizational Unique Identifier) prefix, depending on the
option you select on the Access ControlOptions tab.

MAC OUI Vendor
The vendor associated with the MAC OUI.

Host Name
The end-system’s host name.

Device Family
The hardware family or the operating system family for the end-system.

Device Type
The hardware type or the operating system type for the end-system.
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User Name
The User Name used for device access.

Switch IP
The IP address of the switch to which the end-system is connected.

Switch Nickname
The nickname defined for the switch to which the end-system is connected.

Switch Port
The port alias (if defined) followed by the switch port number to which the end-

system is connected.

Policy
The policy role assigned to the end-system.

Authorization
The Authorization granted to allow access to the end-system.

Risk Level
The overall risk level assigned to the end-system based on the health result of the

scan:
e Red - High Risk
Orange - Medium Risk

Yellow - Low Risk
Green - No Risk

Gray - Unknown

Profile Name
The name of the profile assigned to the end-system when it connected to the

network.

Reason
Provides additional information about the reasons why the end-system is in its

particular connection state. It gives you an idea as to why a certain policy was
applied to the end-system or why the end-system was rejected.

Authentication Type
ldentifies the latest authentication method used by the end-system to connect to the

network.
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State Description
This column provides more details about the end-system state. For example, if the
end-system’'s connection state is Reject, this column might list the RADIUS server
(primary or secondary) that rejected the authentication request.

Extended State
Provides additional information about the end-system’s connection state.

Access Control Engine/Source IP
The Engine to which the end-system is connecting.

Engine Group
Displays what Engine group the NAC appliance was in when the end-system event
was generated. For example, if the Engine was in Engine group A when an end-
system connected, but then later the Engine was moved to Engine group B, this
column still list Engine group A for that end-system’s entry.

RFC 3580 VLAN ID
For end-systems connected to RFC 3580-enabled switches, this is the RFC3580

VLAN ID assigned to the end-system.

Warning Time
Shows the time for warning. This column is hidden by default.

Last Quarantined
The last date and time the end-system was quarantined. This column is hidden by

default.

Score
The total sum of the scores for all the health details that were included as part of the

guarantine decision.

Top Score
The highest score received for a health detail in the health result.

Actual
The actual score is what the total score would be if all the health details including

those marked Informational and Warning were included in the score.

Switch Port Index
The switch port index to which the end-system connected.

Switch Location
The physical location of the switch to which the end-system connected.
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ELIN
An extended set of data for an end-system based on a MAC address.

Port Info Raw
Displays unformatted information as it is received from the port.

All Authentication Types
This column displays all the authentication methods the end-system has used to
authenticate.

Last Scan Result State
The last scan result assigned to the end-system: Scan, Accept, Quarantine, Reject,
Error. This is the state that was assigned to the end-system as a result of the last
completed scan. This will typically match the end-system State if scanning is
currently enabled and has been performed recently.

Last Scanned Time
The last time an assessment (scan) was performed on the end-system.

First Seen Time
he first time the end-system was seen by the NAC appliance.

NAP Capable
Indicates whether the end-system is Microsoft NAP (Network Access Protection)
capable: Yes or No

Custom 1-4
Use these column to add additional information that you would like displayed. You
can add information for up to four Custom columns.

Registered User
The registered username supplied by the end user during the registration process.

Registered Email
The registered email address supplied by the end user during the registration
Process.

Registered Phone
The registered phone number supplied by the end user during the registration
Process.

Sponsor
The registered device's sponsor.
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Registration 1-5
The text from the Custom 1-5 registration fields supplied by the end user during the
registration process.

Registration Description
The device description supplied by the end user during the registration process.

Groups
End-system groups are rule components that allow you to group together devices
having similar network access requirements or restrictions.

Group 1-3
Displays the names of up to three end-system groups.

Zone
This field only displays if you have displayed the Zone column in the Access Control
Configuration Rules table. Select the end-system zone assigned to any end-system
matching this rule. See End-System Zones for more information.

Request Attributes
Indicates if attributes have been requested

Registration Type
Shows the type of registration

RADIUS Server IP
The IP address of the RADIUS server with which the end-system is associated.

Source
Displays the origin of the event:

o Access Controlengine — An Access Controlengine.
e Wireless Manager — An ExtremeWireless Controller or AP.

o ExtremeXOS ID Manager — An Extreme switch running ExtremeXOS with the
ldentify Manager feature configured to send events to NetSight.

e OneFabric Connect — An ExtremeConnect module (e.g. Solutions Architecture
and Innovation (SAI) integration)

e One Controller — The Extreme SDN Controller.

DCM
Data Center Manager. This column is hidden by default.
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TLS Client Certificate Expiration
Expiration date of the TLS Client Certificate issued for 802.1x authentication.

TLS Client Certificate Issuer
Name of the issuer of the TLS Client Certificate issued for 802.1x authentication.

Events Log

The Events table displays end-system events related to the unavailability of the
site.

ID
The identification number for the end-system. This column is hidden by default.

State
The end-system's connection state:

e Scan - The end-system is currently being scanned.

o Accept - The end-system is granted access with either the Accept policy or the
policy returned from the RADIUS server in the filter-ID.

o Quarantine -The end-system is quarantined because the scanning test failed.

e Reject - The end-system was rejected because the assigned NAC profile was set to
Reject, the MAC Locking test failed, or the RADIUS server was reachable but rejected
the authentication request.

e Error - Indicates one of nine problems:
« the MAC to IP resolution failed, if assessment is enabled
« the MAC to IP resolution timed out, if assessment is enabled
« all RADIUS servers are unreachable
o the RADIUS request was non-compliant
« all assessment servers are unavailable
o the assessment server can't reach the end-system
e NO assessment servers are configured

o the assessment server is not compatible with the current version of NAC
Manager
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o the username and password configured in the Assessment Server section of
the Access Control options (Administration > Options > Assessment Server)
are incorrect for the assessment server

Timestamp
Shows the date and time when an event occurred.

Access Control engine / Source IP
The NAC appliance to which the end-system is connecting.

Profile
The Profile assigned to the end-system in the Extreme Management Center database.

IP Address
The end-system'’s IP address.

MAC Address
The end-system's MAC address. MAC addresses are displayed as a full MAC address
or with a MAC QUI (Organizational Unique Identifier) prefix, depending on the
option you have selected in the Display section of the Access Control Options
(Administration > Options > Access Control).

User Name
The name of the user that triggered the event.

Host Name
The end-system’s host name.

Device Family
The hardware family or the operating system family for the end-system.

Device Type
The hardware type or the operating system type for the end-system.

State Description
This column provides more details about the end-system'’s state. For example, if the
end-system’s connection state is Reject, this column might list the RADIUS server
(primary or secondary) that rejected the authentication request.

Extended State
Provides additional information about the end-system’'s connection state.
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Reason
Provides additional information about the reasons why the end-system is in its
particular connection state. It gives you an idea as to why a certain policy was
applied to the end-system or why the end-system was rejected.

Authorization
The attributes returned by the RADIUS server for this end-system. If the end-system
is connected to a switch that supports multi-authentication, then this column may
not reflect the actual active policy for the authenticated user. For Layer 3 Access
Control Controller engines, this column displays the policy assigned to the end-
system for its authorization.

Auth Type
ldentifies the authentication method used by the end-system to connect to the
network. For Layer 3 Access Control Controller engines, this column shows IP.

Switch IP
The IP address of the switch to which the end-system connected. If the end-system
is connected to an Access Control Controller engine, this is the Access Control
Controller PEP (Policy Enforcement Point) IP address..

Switch Nickname
The nickname defined for the switch to which the end-system is connected.

Switch Port Index
The switch port index to which the end-system is connected.

Switch Port
The switch port interface name to which the end-system is connected.

Switch Location
The physical location of the switch to which the end-system connected. If the end-
system is connected to an Access Control Controller engine, this is the Access
Control Controller PEP (Policy Enforcement Point) location.

ELIN
An extended set of data for an end-system based on a MAC address.

Port Info Raw
Displays unformatted information as it is received from the port.

Last Scan Time
The last time an assessment (scan) was performed on the end-system.
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Zone
Displays the end-system zone to which the end-system is assigned.

Registration Type
The end-system type supplied by the end user during the registration process.

RADIUS Server IP
The IP address of the RADIUS server with which the end-system is associated.

Event Source
Displays the origin of the event:

o Access ControlEngine — A Access Controlengine.
o Wireless Manager — An ExtremeWireless Wireless Controller or AP.

o ExtremeXOS ID Manager — An Extreme switch running ExtremeXOS with the
ldentify Manager feature configured to send events to NetSight.

e OneFabric Connect — A custom project (e.g. Solutions Architecture and
Innovation (SAl) integration)

e« One Controller — The Extreme SDN Controller.

Health Log

This tab provides summary information on health results (assessment results)
obtained for the end-system selected in the table above. You can specify the
number of health result summaries displayed using the Health Result Persistence
options in the Data Persistence Options.

Risk
The risk level assigned to the end-system based on the health result of the scan:
High Risk, Medium Risk, Low Risk, or No Risk.

Name
This column lists the name of the test that is reported by the health result detail.

Test Case ID
The unique number assigned to the test case.

Score
The score assigned to the test case. The score is a value between 0.0 and 10.0. In the
case of agent-based test cases, the score is either 0.0 for a passed test, or 10.0 for a
failed test, unless specifically overwritten by the scoring override configuration.
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Scoring Mode
The scoring mode that was used at the time the test was performed.

e Applied — The score returned by this test was included as part of the
guarantine decision.

o Informational — The score returned by this test was reported, but did not
apply toward a quarantine decision.

o« Warning — The score returned by this test was only used to provide end user
assessment warnings via the Notification portal web page.

CVE IDs
The CVE (Common Vulnerability and Exposures) ID assigned to the security
vulnerability or exposure. For more information on CVE IDs, refer to the following
URL: http://www.cve.mitre.org/.

Description
This column lists information about the health result detail.

Solution
This column lists a solution for the health result.

Port ID
The port on which the end-system the security risk was detected.

Protocol ID
The well-known number (ID) assigned to the IP Protocol Type.

Assessment
The list of test sets that were run during assessment, for example, Default Nessus,
Default Agent-less, and Default Agent-based. Test sets are defined as part of the
assessment configuration. If the end-system is NAP capable, then this column
displays Microsoft NAP indicating that NAP performed the assessment.

Remediation
For agent-based assessment, this column lists the results of remediation attempts:
Success, Failed, or Not Attempted.

Type
A "type" is assigned to each security risk found on a port during an assessment, and
is used to determine whether to Quarantine an end-system. Types are configurable
on the assessment agent. There are three types:
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Device Availability History Report

e Hole — The portis vulnerable to attack.
o« Warning — The port may be vulnerable to attack.

o Note — There may be a security risk on the port.

Related Information

o Impact Analysis Dashboard Overview

Device Availability History Report

The Device Availability History report contains a graph that displays the number
of devices with which Extreme Management Center can communicate (Status of
Up) (green) and the total number of devices on your network (blue) for the
duration you define. The values are the values displayed in the Device
Availability ring chart over the time span you define.

Select the increment between which Extreme Management Center analyzes
devices from the data drop-down menu. Available options are Raw, Hourly, or
Daily data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.
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Slow Locations Report

Related Information

e Impact Analysis Dashboard Overview

Slow Locations Report

The Slow Locations report displays the tracked applications and network
services that are experiencing slower-than-expected network response times for
at least three consecutive minutes. Network response times that are slower-
than-expected for less than three consecutive minutes are not displayed in the
report.

In a network with two locations, a tracked application accessed at each location
appears twice, once for each location. Only affected applications for each
location are displayed. If no applications have slower-than-expected network
response times, the chart may display no data. The data in this report updates
every 60 seconds.

NOTE: The graph displays network locations observed on all of your Application Analytics engines.
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Use the menu at the top of the report to configure the information presented:

Top:
Choose the number of locations in networks with the slowest response times to
display response times in the chart.
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Slow Locations Report

Time Span
Select the span of time for which network response times are displayed from the
drop-down menu. Available options are: Custom, Today, Yesterday, Last 30 Minutes,
Last Hour, Last 2 Hours, Last 6 Hours, Last 12 Hours, Last 24 Hours, Last 3 Days, Last
Week. The line graph displays detailed response time for each application over the
length of time you define.

Min Data Required
Select the minimum number of response time data points required to display in the
report.

Display Format
Select how data is displayed: Click (llll) to display the data in columns or (&5) to
display the data in rows.

The report contains two types of graphs:

o Expected Response Time

o Historical Response Time

Expected Response Time

The Expected Response Time bar graph displays the range of network response
times, the most recently measured network response time, and the expected
network response time for an application a specific location (or all locations)
during the date range you configure in the Time Span drop-down menu. The
value displayed on the far right of the graph is the slowest network response
time observed during the selected time period. The vertical blue or red bar
indicates the most recently observed network response time for the application.

NOTE: The values in this graph are an average of all response times observed every minute.

Befter than Expected Worse than
expected response time expected
response time response time
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30ms
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Hover over the Expected Response Time graph to display a pop-up with the
most recent network response time for the location as well as the date and time
the measurement occurred.

Extremme Management Center uses the standard deviation of the values gathered
as network response times to determine the expected network response time for
an application at a location. In the bar graph, the medium gray color indicates a
network response time that falls within the "expected” range. This range is the
average value of all observed network response times plus or minus two
standard deviations, or about 95 percent of all response time values. A network
response time in the light gray range is better than expected, while a network
response time in the dark gray is worse than expected.

When a network response time is determined to be worse than expected, the
location name and the network response time indicator turn red to flag the
application.

242ms
Historical Response Time

The Historical Response Time line graph shows all of the network response times
observed for the application at a location (or all locations).

NOTE: The values in this graph are an average of all response times observed every hour.
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Hovering over a point in the graph causes a dot on the line graph to appear,
indicating the point in the network response time at which you are looking.
Additionally, a pop-up with the date, time, and network response time appears
for that point.

This is the data set from which Extreme Management Center creates the
Expected Response Time graph. The wider the expected network response time
range in the Expected Response Time graph (indicated by the medium gray
color), the greater the variance in the values in this graph.
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Applications Impacted by Slow Locations Report

Related Information

e Impact Analysis Dashboard Overview

Applications Impacted by Slow Locations Report

The Applications Impacted by Slow Locations report provides detailed
information about tracked applications and network services that are
experiencing slower-than-expected network response times for at least three
consecutive minutes. Network response times that are slower-than-expected for
less than three consecutive minutes are not displayed in the report.

In a network with two locations, a tracked application accessed at each location
appears twice, once for each location. Only affected applications for each
location are displayed. If no applications have slower-than-expected network
response times, the chart may display no data. The data in this report updates
every 60 seconds.

NOTE: The graph displays network locations observed on all of your Application Analytics engines.
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Use the menu at the top of the report to configure the information presented:

Top
Select the number of locations to include in the report. The locations shown are
those with the slowest network response times.
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Time Span
Select the span of time for which network response times for locations are displayed
from the drop-down menu. Available options are: Custom, Today, Yesterday, Last 30
Minutes, Last Hour, Last 2 Hours, Last 6 Hours, Last 12 Hours, Last 24 Hours, Last 3
Days, Last Week. The line graph displays detailed response time for each application
at each location over the length of time you define.

Min Data Required
Select the minimum number of response time data points required to display in the
report.

Display Format
Select how data is displayed: Click (llll) to display the data in columns or (&5) to
display the data in rows.

The report contains two graphs:

o Expected Response Time

o Historical Response Time

Expected Response Time

The Expected Response Time bar graph displays the range of network response
times, the most recently measured network response time, and the expected
network response time for an application a specific location (or all locations)
during the date range you configure in the Time Span drop-down menu. The
value displayed on the far right of the graph is the slowest network response
time observed during the selected time period. The vertical blue or red bar
indicates the most recently observed network response time for the application.

NOTE: The values in this graph are an average of all network response times observed every minute.
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Hover over the Expected Response Time graph to display a pop-up with the
most recent network response time for the application, as well as the date and
time the measurement occurred.

Extremme Management Center uses the standard deviation of the values gathered
as network response times to determine the expected network response time for
an application at a location. In the bar graph, the medium gray color indicates a
network response time that falls within the "expected” range. This range is the
average value of all observed network response times plus or minus two
standard deviations, or about 95 percent of all network response time values. A
network response time in the light gray range is better than expected, while a
network response time in the dark gray is worse than expected.

When a network response time is determined to be worse than expected, the
location name and the network response time indicator turn red to flag the
application.

242ms
Historical Response Time

The Historical Response Time line graph shows all of the network response times
observed for the application in the network (or all networks).

NOTE: The values in this graph are an average of all network response times observed every hour.
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Hovering over a point in the graph causes a dot on the line graph to appear,
indicating the point in the network response time at which you are looking.
Additionally, a pop-up with the date, time, and network response time appears
for that point.

This is the data set from which Extreme Management Center creates the
Expected Response Time graph. The wider the expected network response time
range in the Expected Response Time graph (indicated by the medium gray
color), the greater the variance in the values in this graph.
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Network Performance History Report

Related Information

e Impact Analysis Dashboard Overview

Network Performance History Report

The Network Performance History report contains a graph that displays the
number of network locations that have no tracked applications or network
services with slower-than-expected network response times (green) and the
total number of network locations (blue) for the duration you define. The values
here are the values displayed in the Network Performance ring chart over the
time span you define.

NOTE: The graph displays network locations observed on all of your Application Analytics engines.

Select the increment between which Extreme Management Center analyzes
network locations from the data drop-down menu. Available options are Raw,
Hourly, or Daily data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.
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Slow Applications Report

Related Information

e Impact Analysis Dashboard Overview

Slow Applications Report

The Slow Applications report displays the tracked applications and network
services at locations with slower-than-expected application response times. In a
network with two locations, a tracked application accessed at each location
appears twice, once for each location. Only affected applications for each
location are displayed. If no applications have slower-than-expected application
response times, the chart may display no data. The data in this report updates
every 60 seconds.
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Use the menu at the top of the report to configure the information presented:

Top:
Choose the number of tracked applications and network services with slower-than-
expected application response times to display application response times in the
chart.

Time Span
Select the span of time for which application response times are displayed from the
drop-down menu. Available options are: Custom, Today, Yesterday, Last 30 Minutes,
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Slow Applications Report

Last Hour, Last 2 Hours, Last 6 Hours, Last 12 Hours, Last 24 Hours, Last 3 Days, Last
Week. The line graph displays detailed response time for each application over the
length of time you define.

Min Data Required
Select the minimum number of response time data points required for a tracked

application or network service to display in the report.

Display Format
Select how data is displayed: Click (llll) to display the data in columns or (&) to

display the data in rows.
The report contains two types of graphs:

e Expected Response Time

o Historical Response Time

Expected Response Time

The Expected Response Time bar graph displays the range of application
response times, the most recently measured response time, and the expected
application response time for an application a specific location (or all locations)
during the date range you configure in the Time Span drop-down menu. The
value displayed on the far right of the graph is the slowest application response
time observed during the selected time period. The vertical blue or red bar
indicates the most recently observed application response time for the
application.

NOTE: The values in this graph are an average of all response times observed every minute.

Better than Expected Worse than
expecied response time expected
response time response time
Salem |
30ms

4Bps Ims

Hover over the Expected Response Time graph to display a pop-up with the
most recent application response time for the application as well as the date and
time the measurement occurred.
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Extreme Management Center uses the standard deviation of the values gathered
as application response times to determine the expected application response
time for an application at a location. In the bar graph, the medium gray color
indicates an application response time that falls within the "expected” range.
This range is the average value of all observed application response times plus or
mMinus two standard deviations, or about 95 percent of all application response
time values. An application response time in the light gray range is better than
expected, while an application response time in the dark gray is worse than
expected.

When an application response time is determined to be worse than expected,
the location name and the application response time indicator turn red to flag
the application.

242ms
Historical Response Time

The Historical Response Time line graph shows all of the application response
times observed for the application at a location (or all locations).

NOTE: The values in this graph are an average of all response times observed every hour.

P I MR .|IIJLA...

Hovering over a point in the graph causes a dot on the line graph to appear,
indicating the point in the application response time at which you are looking.
Additionally, a pop-up with the date, time, and an application response time
appears for that point.

This is the data set from which Extreme Management Center creates the
Expected Response Time graph. The wider the expected application response
time range in the Expected Response Time graph (indicated by the medium
gray color), the greater the variance in the values in this graph.
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Locations Impacted by Slow Applications

Related Information

e Impact Analysis Dashboard Overview

Locations Impacted by Slow Applications

The Locations Impacted by Slow Applications report provides detailed
information about locations that have at least one application with a slower-
than-expected application response time. All applications for each location are
displayed, including those with better-than-expected or expected application
response times. If no locations have applications with slower-than-expected
application response times, the chart may display no data. The data in this report
updates every 60 seconds.

NOTE: If you have multiple Application Analytics engines, you must select the engine for which
you wish to display data.
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Use the menu at the top of the report to configure the information presented:

Top
Select the number of locations to include in the report. The locations shown are
those with the slowest response times.
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Locations Impacted by Slow Applications

Time Span
Select the span of time for which application response times for locations are
displayed from the drop-down menu. Available options are: Custom, Today,
Yesterday, Last 30 Minutes, Last Hour, Last 2 Hours, Last 6 Hours, Last 12 Hours, Last
24 Hours, Last 3 Days, Last Week. The line graph displays detailed response time for
each application at each location over the length of time you define.

Min Data Required
Select the minimum number of response time data points required to display in the
report.

Display Format
Select how data is displayed: Click (llll) to display the data in columns or (&5) to
display the data in rows.

The report contains two types of graphs:

o Expected Response Time

o Historical Response Time

Expected Response Time

The Expected Response Time bar graph displays the range of application
response times, the most recently measured application response time, and the
expected application response time for an application at a specific location (or
all locations) during the date range you configure in the Time Span drop-down
menu. The value displayed on the far right of the graph is the slowest application
response time observed during the selected time period. The vertical blue or red
bar indicates the most recently observed application response time for the
application.

NOTE: The values in this graph are an average of all response times observed every minute.
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Locations Impacted by Slow Applications

Hover over the Expected Response Time graph to display a pop-up with the
most recent application response time for the application, as well as the date
and time the measurement occurred.

Extremme Management Center uses the standard deviation of the values gathered
as application response times to determine the expected response time for an
application at a location. In the bar graph, the medium gray color indicates a
application response time that falls within the "expected” range. This range is
the average value of all observed application response times plus or minus two
standard deviations, or about 95 percent of all application response time values.
An application response time in the light gray range is better than expected,
while an application response time in the dark gray is worse than expected.

When an application response time is determined to be worse than expected,
the location name and the application response time indicator turn red to flag
the application.

242ms
Historical Response Time

The Historical Response Time line graph shows all of the application response
times observed for the application at a location (or all locations).

NOTE: The values in this graph are an average of all response times observed every hour.
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Hovering over a point in the graph causes a dot on the line graph to appear,
indicating the point in the application response time at which you are looking.
Additionally, a pop-up with the date, time, and application response time
appears for that point.

This is the data set from which Extreme Management Center creates the
Expected Response Time graph. The wider the expected application response
time range in the Expected Response Time graph (indicated by the medium
gray color), the greater the variance in the values in this graph.
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Related Information

e Impact Analysis Dashboard Overview

Application Performance History Report

The Application Performance History report contains a graph that provides the
number of tracked applications and network services at all of your locations with
an application response time within the expected range (green) and the total
number of tracked applications and network services at all locations (blue) for
the duration you define. If no locations have application response times within
the expected range, the chart may not display data (green). In a network with
two locations, a tracked application accessed at each location appears twice,
once for each location. The values here are the values displayed in the
Application Performance ring chart over the time span you define.

NOTE: The graph displays tracked applications and network services observed on all of your
Application Analytics engines.

Select the increment between which Extreme Management Center analyzes
applications from the data drop-down menu. Available options are Raw, Hourly,
or Daily data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.
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Related Information

o Impact Analysis Dashboard Overview

Highly Utilized Ports Report

The Highly Utilized Ports report provides detailed information about the ports
for which utilization statistics are above the threshold you configure. A port is
displayed in the report if the port is up and historical data collection has been
enabled on the device long enough for statistic collection.

NOTE: Use the Port Capacity Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port utilization.
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The following columns are included in the report:
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Highly Utilized Ports Report

Name
The interface name for the port.

% Utilization
The percentage of utilization last reported for the port.

Default Role
If the end-user is unauthenticated, the port implements its default role. You can
select to use the current default role on the device or set a default role. If there is no
default role specified, there is no role on the port.

Alias
Shows the alias (ifAlias) for the interface, if one is assigned.

Stats
Displays information about the port, if configured in PortView.

Port Type
The type of port. Possible values include: Access, CDP, CDP FTM 1 Backplane, FTM 1
Backplane, and Logical.

Neighbor
The port to which the port is connected.

Port Speed
The speed of the port. Possible values include: 10/100, speed in megabits per second
(for example, 800.0 Mbps), Unknown (displayed for logical ports).

PVID
Displays the VLAN ID of the VLAN assigned to the port. When you assign a VLAN to
a port, that VLAN's ID (VID) becomes the Port VLAN ID (PVID) for the port.

VLANSs
The VLANSs to which the portis associated.

Description
A description of the port and the device.

Port Type Details
Additional information about the type of port.

Serial Number
The serial number of the device.
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Sites Impacted by Highly Utilized Ports Report

Related Information

e Impact Analysis Dashboard Overview

Sites Impacted by Highly Utilized Ports Report

The Sites Impacted by Highly Utilized Ports report detailed information about
the ports for which utilization statistics are above the threshold you configure. A
portis displayed in the report if the port is up and historical data collection has
been enabled on the device long enough for statistic collection.

NOTE: Use the Port Capacity Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port utilization.
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The following columns are included in the report:

Alarms
Shows the most severe alarm triggered by a device included in the site. The severity

of the alarm is indicated by the following icons:

o Critical (w) — A problem with significant implications.

Error (») — A problem with limited implications.

Warning (»)— A condition that might lead to a problem.

Info (™) — Information only; not a problem.

None (' ) — No alarms on the device.
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Status
Indicates whether the site is up or down, based on the percentage of devices in the

site with which Extreme Management Center can communicate (Status of Up). A
green check mark indicates the site is up, while a red X icon indicates the site is
down.

Use the Devices Up for Site Up (percent) field on the Impact Status Options tab to
configure the threshold Extreme Management Center uses to determine if a site is
up. The threshold is calculated as the ratio of devices in a site with a Status of Up to
the total number of devices in the site.

Name
The name of the site.

Devices Up
This column indicates the number of devices with a Status of Up in the site.

Devices Down
This column indicates the number of devices with a Status of Down in the site.

Interswitch Links Up
This column indicates the number of Interswitch Links with a Status of Up in the site.

Interswitch Links Down
This column indicates the number of Interswitch Links with a Status of Down in the

site.

# Overutilized Rate
The number of ports with utilization percentage you configure as unacceptable in
the Port Capacity Chart section of the Impact Analysis options

Related Information

o Impact Analysis Dashboard Overview

Devices Impacted by Highly Utilized Ports Report

The Devices Impacted by Highly Utilized Ports report detailed information about
the ports for which utilization statistics are above the threshold you configure. A
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Devices Impacted by Highly Utilized Ports Report

portis displayed in the report if the portis up and historical data collection has
been enabled on the device long enough for statistic collection.

NOTE: Use the Port Capacity Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port utilization.

The following columns are included in the report:

Device Status
This column, hidden by default, indicates whether there is contact with the device.
The color of the circle indicates the degree to which the device is communicating:

e Greenicon (=) — Indicates Extreme Management Center is in contact with the
device.

e Yellow icon (2) — Indicates Extreme Management Center has issues contacting
the device.

o Redicon (@) — Indicates Extreme Management Center can not contact the
device.

Hover over the Device Status icon to view additional details about the status for that
device.

Status
Indicates the device/alarm status for the device. The icon indicates the severity of
the most severe alarm on the device:

o Redicon (¥) — A critical problem with significant implications.
e Orangeicon (») — An error with limited implications.
e Yellowicon (») — A warning that might lead to a problem.

Blue icon () — Information only; not a problem.

Green icon (») — Extreme Management Center can contact the device.

78 of 2202



Devices Impacted by Highly Utilized Ports Report

Hover over the status icon to view the number of alarms. Click on the alarm/device
status icon to open a new page with detailed information about the alarms for that
device.

Device ID
This column, hidden by default, displays a number that serves as a database
identifier automatically created for the device. This number increments as you add
additional devices.

Name
The device name, nickname, or IP address.

Site
The site in which the device is located.

Poll Type
This column, hidden by default, indicates the poll type Extreme Management Center
uses to discover devices: SNMP, Ping or Not Polled.

Poll Group Name
This column, hidden by default, indicates the name of the Poll Group you define in
the Poll Groups section of the Status Polling options.

Admin Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center administrative access to the device.

Client Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center client access to the device.

IP Address
The device's IP address.

Context
The Context column, hidden by default, displays a string that indicates how the
device behaves, depending on whether the device is a router or a switch.

IP Context
The IP Context column, hidden by default, displays a device's IP address with the
context appended to the end of the address following a colon.
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Trap Status
Indicates whether a trap receiver is configured, not configured, or not supported for
the device. This column is hidden by default.

Syslog Status
Indicates whether the device is configured to send information to the syslog or if it
is not supported for the device. This column is hidden by default.

Display Name
The IP address of the device. This column is hidden by default.

Device Type
The type of device.

Family
The device product family.

Firmware
The revision for the firmware running in the device.

Running Reference Firmware
Indicates if the device's thresholds have been configured for Reference Firmware

Updates
The firmware release status for the device according to the results from the latest
Check for Firmware Updates operation. Place your cursor on the column to see a
tooltip describing the status.

Archived
Indicates if the device has been archived in the last 30 days.

Config Changed
Indicates if the archived configuration for the device has changed in the last 30
days.

Policy Domain
The policy domain assigned to the device.

Boot PROM
The revision for the BootPROM installed on the device.

Base MAC
The base MAC address for the device.
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Devices Impacted by Highly Utilized Ports Report

Serial Number
The serial number for the device.

Stats
Displays whether statistics collection is enabled or disabled on the device. A black
check mark indicates that historical collection is enabled, a blue check mark
indicates that monitor collection is enabled.

Location
The physical location of the device. You can set the location for one or more devices
by selecting the devices in the table, right-clicking, and selecting Set Selected
Location from the menu.

Contact
The name of the responsible contact person. You can set the contact for one or
more devices by selecting the devices in the table, right-clicking, and selecting Set
Selected Contact from the menu.

System Name
Hostname for the device taken from the System Name field on the Device tab of the
Configure Device window. You can set the system name for a device by selecting
the device in the table, right-clicking, and selecting Device > Configure Device.

Uptime
The amount of time, in a days hh:mm:ss format, that the device has been running
since the last start-up.

Nickname
The user-defined nickname for the selected device.

Description
A description of the unavailable device.

User Data 1-4, Notes
These columns can provide additional information about the device.

Asset Tag
A unigue asset number assigned to the module or component for inventory tracking
PUrposes.

Related Information

o Impact Analysis Dashboard Overview
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Port Capacity History Report

The Port Capacity History report provides detailed information about the ports
for which utilization statistics are above the threshold you configure (green) and
the total number of ports (blue). A portis displayed in the report if the portis up
and historical data collection has been enabled on the device long enough for
statistic collection. The values here are the values displayed in the Port Capacity
ring chart over the time span you define.

NOTE: Use the Port Capacity Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port utilization.
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Select the increment between which Extreme Management Center analyzes
ports from the data drop-down menu. Available options are Raw, Hourly, or
Daily data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.

{img placeholder}
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Related Information

e Impact Analysis Dashboard Overview

High Error Ports Report

The High Error Ports report displays a list of ports for which error statistics are
above the threshold you configure. A port is displayed in the report if the portis
up and historical data collection has been enabled on the device long enough
for statistic collection.

NOTE: Use the Port Health Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port error rates.
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The following columns are included in the report:

Name
The device or port interface name.

% Errors
The percentage of errors (which is based on the Port Error Packets % statistic) as of
the last report, in relation to the total number of ports indicated. The total errors
indicated may include measurements of ifinDiscards, ifOutDiscards, IfInErrors,
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ifOutErrors, and ifinUnknownProtos. Other errors counters may be included if they
are available on the device.

Default Role
If the end user is unauthenticated, the port implements its default role. You can
select to use the current default role on the device or set a default role. If there is no
default role specified, there is no role on the port.

Alias
Shows the alias (ifAlias) for the interface, if one is assigned.

Stats
Displays information about the port, if configured in PortView.

Port Type
The type of port. Possible values include: Access, CDP, CDP FTM 1 Backplane, FTM 1
Backplane, and Logical.

Neighbor
The port to which the portis connected.

Port Speed
The speed of the port. Possible values include: 10/100, speed in megabits per second
(for example, 800.0 Mbps), Unknown (displayed for logical ports).

PVID
Displays the VLAN ID of the VLAN assigned to the port. When you assign a VLAN to
a port, that VLAN's ID (VID) becomes the Port VLAN ID (PVID) for the port.

VLANS
The VLANs to which the portis associated.

Description
A description of the port and the device.

Port Type Details
Additional information about the type of port.

Serial Number
The serial number of the device.

Related Information

o Impact Analysis Dashboard Overview

84 of 2202



Sites Impacted by High Error Ports Report

Sites Impacted by High Error Ports Report

The Sites Impacted by High Error Ports report displays a list of devices with
ports for which error statistics are above the threshold you configure. A portis
displayed in the report if the port is up and historical data collection has been
enabled on the device long enough for statistic collection.

NOTE: Use the Port Health Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port error rates.

X
Dashboard Devices Discovered Firmware Archives Reports  Impacted Sites from Port Health a @

Status Mame | Devices Up Devices Dowm Interawiich Links Up  Interswitch Links D. 2High E

49 K = » B i

®

M
=

=
=
=

The following columns are included in the report:

Alarms
Shows the most severe alarm triggered by a device included in the site. The severity
of the alarm is indicated by the following icons:

o Critical (w) — A problem with significant implications.

Error (») — A problem with limited implications.

Warning (»)— A condition that might lead to a problem.

e Info (m) — Information only; not a problem.

None (' ) — No alarms on the device.
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Status
Indicates whether the site is up or down, based on the percentage of devices in the

site with which Extreme Management Center can communicate (Status of Up). A
green check mark indicates the site is up, while a red X icon indicates the site is
down.

Use the Devices Up for Site Up (percent) field on the Impact Status Options tab to
configure the threshold Extreme Management Center uses to determine if a site is
up. The threshold is calculated as the ratio of devices in a site with a Status of Up to
the total number of devices in the site.

Name
The name of the site.

Devices Up
This column indicates the number of devices with a Status of Up in the site.

Devices Down
This column indicates the number of devices with a Status of Down in the site.

Interswitch Links Up
This column indicates the number of Interswitch Links with a Status of Up in the site.

Interswitch Links Down
This column indicates the number of Interswitch Links with a Status of Down in the
site.

# High Error Rate Ports
The number of ports with tracking enabled in the site with an error rate above the
value you configure as acceptable in the Port Health Chart section of the Impact
Analysis options.

Related Information

o Impact Analysis Dashboard Overview

Devices Impacted by High Error Ports Report

The Devices Impacted by High Error Ports report displays a list of devices with
ports for which error statistics are above the threshold you configure.
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NOTE: Use the Port Health Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port error rates.
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The following columns are included in the report:

Device Status
This column, hidden by default, indicates whether there is contact with the device.
The color of the circle indicates the degree to which the device is communicating:

e Greenicon (=) — Indicates Extreme Management Center is in contact with the
device.

e Yellow icon (o) — Indicates Extreme Management Center has issues contacting
the device.

e Redicon (#) — Indicates Extreme Management Center can not contact the
device.

Hover over the Device Status icon to view additional details about the status for that
device.

Status
Indicates the device/alarm status for the device. The icon indicates the severity of
the most severe alarm on the device:

o Redicon (¥) — A critical problem with significant implications.

e Orangeicon (») — An error with limited implications.
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e Yellowicon (») — A warning that might lead to a problem.
e Blueicon () — Information only; not a problem.

e Greenicon (@) — Extreme Management Center can contact the device.

Hover over the status icon to view the number of alarms. Click on the alarm/device
status icon to open a new page with detailed information about the alarms for that
device.

Device ID
This column, hidden by default, displays a number that serves as a database
identifier automatically created for the device. This number increments as you add
additional devices.

Name
The device name, nickname, or IP address.

Site
The site in which the device is located.

Poll Type
This column, hidden by default, indicates the poll type Extreme Management Center

uses to discover devices: SNMP, Ping or Not Polled.

Poll Group Name
This column, hidden by default, indicates the name of the Poll Group you define in
the Poll Groups section of the Status Polling options.

Admin Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center administrative access to the device.

Client Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center client access to the device.

IP Address
The device's IP address.

Context
The Context column, hidden by default, displays a string that indicates how the
device behaves, depending on whether the device is a router or a switch.
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IP Context
The IP Context column, hidden by default, displays a device's IP address with the
context appended to the end of the address following a colon.

Trap Status
Indicates whether a trap receiver is configured, not configured, or not supported for
the device. This column is hidden by default.

Syslog Status
Indicates whether the device is configured to send information to the syslog or if it
is not supported for the device. This column is hidden by default.

Display Name
The IP address of the device. This column is hidden by default.

Device Type
The type of device.

Family
The device product family.

Firmware
The revision for the firmware running in the device.

Running Reference Firmware
Indicates if the device is running reference firmware.

Updates
The firmware release status for the device according to the results from the latest
Check for Firmware Updates operation. Place your cursor on the column to see a
tooltip describing the status.

Archived
Indicates if the device has been archived in the last 30 days.

Config Changed
Indicates if the archived configuration for the device has changed in the last 30
days.

Policy Domain
The policy domain assigned to the device.

Boot PROM
The revision for the BootPROM installed on the device.
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Base MAC
The base MAC address for the device.

Serial Number
The serial number for the device.

Stats
Displays whether statistics collection is enabled or disabled on the device. A black
check mark indicates that historical collection is enabled, a blue check mark
indicates that monitor collection is enabled.

Location
The physical location of the device. You can set the location for one or more devices
by selecting the devices in the table, right-clicking, and selecting Set Selected
Location from the menu.

Contact
The name of the responsible contact person. You can set the contact for one or
more devices by selecting the devices in the table, right-clicking, and selecting Set
Selected Contact from the menu.

System Name
Hostname for the device taken from the System Name field on the Device tab of the
Configure Device window. You can set the system name for a device by selecting
the device in the table, right-clicking, and selecting Device > Configure Device.

Uptime
The amount of time, in a days hh:mm:ss format, that the device has been running
since the last start-up.

Nickname
The user-defined nickname for the selected device.

Description
A description of the unavailable device.

User Data 1-4, Notes
These columns can provide additional information about the device.

Asset Tag
A unique asset number assigned to the module or component for inventory tracking

pUrposes.
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Related Information

e Impact Analysis Dashboard Overview

Port Health History Report

The Port Health History report provides detailed information about the ports for
which error statistics are above the threshold you configure (green) and the total
number of ports (blue). A portis displayed in the report if the port is up and
historical data collection has been enabled on the device long enough for
statistic collection. The values here are the values displayed in the Port Health
ring chart over the time span you define.

NOTE: Use the Port Health Chart section of the Impact Analysis options to configure the
threshold Extreme Management Center uses to determine port error rates.

Select the increment between which Extreme Management Center analyzes
ports from the data drop-down menu. Available options are Raw, Hourly, or
Daily data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.
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Related Information

e Impact Analysis Dashboard Overview

Unarchived Devices Report

The Unarchived Devices report displays a list of the devices not archived within
the last 30 days and provides information about those devices. Devices listed in
this report are capable of being archived; unarchivable devices are not included.
You can create a new Extremme Management Center archive by right-clicking a
device and selecting Configuration/Firmware > Backup Configuration.
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The following information is included in the report:

Device Status
This column, hidden by default, indicates whether there is contact with the device.
The color of the circle indicates the degree to which the device is communicating:

e Greenicon (=) — Indicates Extreme Management Center is in contact with the
device.

e Yellow icon (2) — Indicates Extreme Management Center has issues contacting
the device.

e Redicon (#) — Indicates Extreme Management Center can not contact the
device.
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Hover over the Device Status icon to view additional details about the status for that
device.

Status
Indicates the device/alarm status for the device. The icon indicates the severity of
the most severe alarm on the device:

o Redicon (¥) — A critical problem with significant implications.

Orange icon (») — An error with limited implications.

Yellow icon (+) — A warning that might lead to a problem.

Blue icon () — Information only; not a problem.

Green icon (») — Extreme Management Center can contact the device.

Hover over the status icon to view the number of alarms. Click on the alarm/device
status icon to open a new page with detailed information about the alarms for that
device.

Device ID
This column, hidden by default, displays a number that serves as a database
identifier automatically created for the device. This number increments as you add
additional devices.

Name
The device name, nickname, or IP address.

Site
The site in which the device is located.

Poll Type
This column, hidden by default, indicates the poll type Extreme Management Center
uses to discover devices: SNMP, Ping or Not Polled.

Poll Group Name
This column, hidden by default, indicates the name of the Poll Group you define in
the Poll Groups section of the Status Polling options.

Admin Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center administrative access to the device.
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Client Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center client access to the device.

IP Address
The device's IP address.

Context:
The Context column, hidden by default, displays a string that indicates how the
device behaves, depending on whether the device is a router or a switch.

IP Context
The IP Context column, hidden by default, displays a device's IP address with the
context appended to the end of the address following a colon.

Trap Status
Indicates whether a trap receiver is configured, not configured, or not supported for
the device. This column is hidden by default.

Syslog Status
Indicates whether the device is configured to send information to the syslog or if it
is not supported for the device. This column is hidden by default.

Display Name
The IP address of the device. This column is hidden by default.

Device Type
The type of device.

Family
The device product family.

Firmware
The revision for the firmware running in the device.

Running Reference Firmware
Indicates if the device's thresholds have been configured for Reference Firmware

Updates
The firmware release status for the device according to the results from the latest
Check for Firmware Updates operation. Place your cursor on the column to see a
tooltip describing the status.

Archived
Indicates if the device has been archived in the last 30 days.
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Config Changed
Indicates if the archived configuration for the device has changed in the last 30
days.

Policy Domain
The policy domain assigned to the device.

Boot PROM
The revision for the BootPROM installed on the device.

Base MAC
The base MAC address for the device.

Serial Number
The serial number for the device.

Stats
Displays whether statistics collection is enabled or disabled on the device. A black
check mark indicates that historical collection is enabled, a blue check mark
indicates that monitor collection is enabled.

Location
The physical location of the device. You can set the location for one or more devices
by selecting the devices in the table, right-clicking, and selecting Set Selected
Location from the menu.

Contact
The name of the responsible contact person. You can set the contact for one or
more devices by selecting the devices in the table, right-clicking, and selecting Set
Selected Contact from the menu.

System Name
Hostname for the device taken from the System Name field on the Device tab of the
Configure Device window. You can set the system name for a device by selecting
the device in the table, right-clicking, and selecting Device > Configure Device.

Uptime
The amount of time, in a days hh:mm:ss format, that the device has been running
since the last start-up.

Nickname
The user-defined nickname for the selected device.
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Description
A description of the unavailable device.

User Data 1-4, Notes
These columns can provide additional information about the device.

Asset Tag
A unigue asset number assigned to the module or component for inventory tracking

pUrposes.

Related Information

o Impact Analysis Dashboard Overview

Sites Impacted by Unarchived Devices Report

The Sites Impacted by Unarchived Devices report provides detailed information
about sites containing devices not archived in the past 30 days.
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The following columns are included in the report:

Alarms
Shows the most severe alarm triggered by a device included in the site. The severity

of the alarm is indicated by the following icons:
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e Critical (¥#) — A problem with significant implications.

Error (») — A problem with limited implications.

Warning (»)— A condition that might lead to a problem.

Info (=) — Information only; not a problem.

None (' ) — No alarms on the device.

Status
Indicates whether the site is up or down, based on the percentage of devices in the
site with which Extreme Management Center can communicate (Status of Up). A
green check mark indicates the site is up, while a red X icon indicates the site is
down.

Use the Devices Up for Site Up (percent) field on the Impact Status Options tab to
configure the threshold Extreme Management Center uses to determine if a site is
up. The threshold is calculated as the ratio of devices in a site with a Status of Up to
the total number of devices in the site.

Name
The name of the site.

Devices Up
This column indicates the number of devices with a Status of Up in the site.

Devices Down
This column indicates the number of devices with a Status of Down in the site.

Interswitch Links Up
This column indicates the number of Interswitch Links with a Status of Up in the site.

Interswitch Links Down
This column indicates the number of Interswitch Links with a Status of Down in the

site.

# Unarchived Devices
The number of devices not archived in the last 30 days in the site.

Related Information

o Impact Analysis Dashboard Overview
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Archived Devices History Report

The Archived Devices History report contains a graph that displays the number
of devices archived within the last 30 days (green) and the total number of
devices that can be archived (blue) for the duration you define. If no devices
have been archived in the last 30 days, the chart may not display data (green).
The values here are the values displayed in the Archived Devices ring chart over
the time span you define.

Select the increment between which Extreme Management Center analyzes
device archives from the data drop-down menu. Available options are Raw,
Hourly, or Daily data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.
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Related Information

o Impact Analysis Dashboard Overview
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Devices Without Reference Firmware Report

The Devices Without Reference Firmware report provides detailed information
about devices not running reference firmware.
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The following columns are included in the report:

Device Status
This column, hidden by default, indicates whether there is contact with the device.
The color of the circle indicates the degree to which the device is communicating:

e Greenicon (=) — Indicates Extreme Management Center is in contact with the
device.

e Yellow icon (2) — Indicates Extreme Management Center has issues contacting
the device.

e Redicon (&) — Indicates Extreme Management Center can not contact the
device.

Hover over the Device Status icon to view additional details about the status for that
device.

Status
Indicates the device/alarm status for the device. The icon indicates the severity of
the most severe alarm on the device:
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e Redicon (¥) — A critical problem with significant implications.

Orange icon (») — An error with limited implications.

Yellow icon (+) — A warning that might lead to a problem.

Blue icon () — Information only; not a problem.

Green icon (») — Extreme Management Center can contact the device.

Hover over the status icon to view the number of alarms. Click on the alarm/device
status icon to open a new page with detailed information about the alarms for that
device.

Device ID
This column, hidden by default, displays a number that serves as a database
identifier automatically created for the device. This number increments as you add
additional devices.

Name
The device name, nickname, or IP address.

Site
The site in which the device is located.

Poll Type
This column, hidden by default, indicates the poll type Extreme Management Center
uses to discover devices: SNMP, Ping or Not Polled.

Poll Group Name
This column, hidden by default, indicates the name of the Poll Group you define in
the Poll Groups section of the Status Polling options.

Admin Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center administrative access to the device.

Client Profile
This column, hidden by default, indicates the access Profile that gives Extreme
Management Center client access to the device.

IP Address
The device's IP address.
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Context
The Context column, hidden by default, displays a string that indicates how the
device behaves, depending on whether the device is a router or a switch.

IP Context
The IP Context column, hidden by default, displays a device's IP address with the
context appended to the end of the address following a colon.

Trap Status
Indicates whether a trap receiver is configured, not configured, or not supported for
the device. This column is hidden by default.

Syslog Status
Indicates whether the device is configured to send information to the syslog or if it
is not supported for the device. This column is hidden by default.

Display Name
The IP address of the device. This column is hidden by default.

Device Type
The type of device.

Family
The device product family.

Firmware
The revision for the firmware running in the device.

Running Reference Firmware
Indicates if the device's thresholds have been configured for Reference Firmware

Updates
The firmware release status for the device according to the results from the latest
Check for Firmware Updates operation. Place your cursor on the column to see a
tooltip describing the status.

Archived
Indicates if the device has been archived in the last 30 days.

Config Changed
Indicates if the archived configuration for the device has changed in the last 30
days.

Policy Domain
The policy domain assigned to the device.
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Boot PROM
The revision for the BootPROM installed on the device.

Base MAC
The base MAC address for the device.

Serial Number
The serial number for the device.

Stats
Displays whether statistics collection is enabled or disabled on the device. A black
check mark indicates that historical collection is enabled, a blue check mark
indicates that monitor collection is enabled.

Location
The physical location of the device. You can set the location for one or more devices
by selecting the devices in the table, right-clicking, and selecting Set Selected
Location from the menu.

Contact
The name of the responsible contact person. You can set the contact for one or
more devices by selecting the devices in the table, right-clicking, and selecting Set
Selected Contact from the menu.

System Name
Hostname for the device taken from the System Name field on the Device tab of the
Configure Device window. You can set the system name for a device by selecting
the device in the table, right-clicking, and selecting Device > Configure Device.

Uptime
The amount of time, in a days hh:mm:ss format, the device has been running since
the last start-up.

Nickname
The user-defined nickname for the selected device.

Description
A description of the unavailable device.

User Data 1-4, Notes
These columns can provide additional information about the device.
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Asset Tag
A unigue asset number assigned to the module or component for inventory tracking
purposes.

Related Information

o Impact Analysis Dashboard Overview

Sites Impacted by Devices Without Reference
Firmware Report

This report provides a list of sites with devices not running reference firmware.
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The following columns are included in the report:

Alarms
Shows the most severe alarm triggered by a device included in the site. The severity
of the alarm is indicated by the following icons:

e Critical () — A problem with significant implications.

e Error (») — A problem with limited implications.

e Warning (»)— A condition that might lead to a problem.
e Info (m) — Information only; not a problem.

None (' ) — No alarms on the device.
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Status
Indicates whether the site is up or down, based on the percentage of devices in the

site with which Extreme Management Center can communicate (Status of Up). A
green check mark indicates the site is up, while a red X icon indicates the site is
down.

Use the Devices Up for Site Up (percent) field on the Impact Status Options tab to
configure the threshold Extreme Management Center uses to determine if a site is
up. The threshold is calculated as the ratio of devices in a site with a Status of Up to
the total number of devices in the site.

Name
The name of the site.

Devices Up
This column indicates the number of devices with a Status of Up in the site.

Devices Down
This column indicates the number of devices with a Status of Down in the site.

Interswitch Links Up
This column indicates the number of Interswitch Links with a Status of Up in the site.

Interswitch Links Down
This column indicates the number of Interswitch Links with a Status of Down in the
site.

# Devices Not Running Reference Firmware
The number of devices not running reference firmware in the site.

Related Information

e Impact Analysis Dashboard Overview

Reference Firmware History Report

The Reference Firmware History Report displays the number of devices running
reference firmware (green) and the total number of devices (blue) for the
duration you define. If no devices are running reference firmware, the chart may
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not display data (green). The values here are the values displayed in the Devices
with Reference Firmware ring chart over the time span you define.

Select the increment between which Extreme Management Center analyzes
devices from the data drop-down menu. Available options are Raw, Hourly, or
Daily data.

Select the time span for which the report displays from the time span drop-
down menu. Available options are Last 24 Hours, Yesterday, Last 3 Days, Last
Week, Last 2 Weeks, Last Month.
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Related Information

o Impact Analysis Dashboard Overview

Device Operations

This Help topic provides information on the following operations available from
the Network > Devices tab:

o« Add Device

o Configure Device

o Execute CLI Commands

o Delete Device
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Set Device Profile

Create Device Group

Add Devices to a Device Group

Backup, Restore, and Compare Device Configurations

View Port Tree

View Interface Summary

View FlexViews

View User Sessions

Authentication Configuration
Launch WebView

View Network Details

Collect Device Statistics

Upgrade Firmware

Contact Device Using Group's Profile

Register Trap Receiver

Unregister Trap Receiver

Register SysLog Receiver

Unregister SysLog Receiver

View Device Details
Create and Edit Maps

Add Devices to Maps

View and Set Policy

Manage Device Serial Numbers

Run Tasks on Devices, Ports, and Groups

Working in the Devices Table

o Set Device Values

e Table Column Definitions

Filtering
Buttons, Search Field, and Paging Toolbar

Local Settings
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To view the Devices sub-tab on the Network tab, you must be a member of an
authorization group assigned the OneView > Access OneView and the OneView
> Events and Alarms > OneView Event Log Access capabilities.

Add Device

To add a new device to the Devices list:

1. Click the Menu icon (=) or right-click in the Devices list.

2. Select Device > Add Device.

Once the device is added to the Devices list, it can be used in Extreme Management
Center.

Configure Device

To configure device information for an existing device:

1. Click the Menu icon (=) or right-click in the Devices list.

2. Select Device > Configure Device.

The Configure Device window opens, which allows you to configure the device
properties.

Execute CLI Commands

To run commands against multiple devices, use the Execute CLI Commands
option:

1. Click the Menu icon (=) or right-click in the Devices list.

2. Select Device > Execute CLI Commands.

The Execute CLI Commands window opens, from which you can enter the
commands and execute on the devices you select. Click the Launch link at the
top of the window in the Termial Window column to test the credentials and
view the results in the Results tab at the bottom of the window.

NOTE: Commands you define are run on all of the devices displayed at the table at the top of the
window.
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Delete Device

To delete a device or multiple devices from the Devices list:

1.
2.
3.

Select the device or devices in the Devices list.
Click the Menu icon (=) or right-click in the Devices list.

Select Device > Delete Device.

A Delete Confirmation window appears.

Click Yes to remove the device from Extreme Management Center and to remove the
device from any maps to which the device is added.

Select the Delete Extreme Management Center Data checkbox to remove all data
associated with the device from Extreme Management Center.

Set Device Profile

To change the profile settings for a device or multiple devices from the Devices

list:

1.
2.
3.

Select the device or devices in the Devices list.
Click the Menu icon (=) or right-click in the Devices list.

Select Device > Set Device Profile.

The Set Profile window appears.

Select a profile from the drop-down menu to change the profile for the selected
device or devices.

Click OK.

A message appears confirming the device profile change.

Create Device Group

Devices can be grouped by type, geographic location, or any other criteria you
choose in order to make the list of devices easier to navigate. Device groups are
located in the left-hand panel of the Network tab in the My Network navigation

tree.

To add a new device group:
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1. Right-click on My Network in the Groups/Maps left-panel and select Device Groups
> Create Device Group.

The Add Device Group window appears.
2. Enter a name for the device group.

3. Click OK.

The new device group appears within the My Network navigation tree.

Add Devices to a Device Group
To add a device or multiple devices to a device group:

1. Select the device or devices in the Devices list.
2. Click the Menu icon (=) or right-click in the Devices list.

3. Select Device > Add Devices to Group.

The Add Devices to Group window appears, which allows you to select the device
group to which the device or devices are added.

4. Click OK to add the devices to the group.

Back up, Restore, and Compare Device Configurations

You can back up (archive) and restore device configurations as well as compare
two configuration files, using the Network tab in Extreme Management Center.

View Port Tree
The Port Tree displays interface information for a device.
To open the Port Tree:

1. Open the Network tab.

2. Select a device in the Device list.

3. Click the Menu icon (=) or right-click in the Devices list.
4

. Select View > Port Tree.

The Port Tree opens in a new tab.
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5. Expand the components to see the device's interfaces. Right-click on an
interface to:

e access PortView for that interface

e View interface history including interface utilization, availability, and
bandwidth/packets/flows statistics

e run scripts on the selected port

e enable interface statistic collection

o create policy profiles, called roles, that are assigned to the ports in your
network.

In the Port Tree table, the Stats column displays whether statistics collection is
enabled or disabled on the port. A black check indicates that historical collection
Is enabled, a blue check indicates that monitor collection is enabled. The
Neighbor column displays neighbor details from CDP/EDP/LLDP. Hover your
mouse over the column to see the protocol type.

View Interface Summary

From the Interface Summary, you can right-click on an interface to access
PortView, view interface history, view current alarms and alarm history, enable
interface statistic collection, and edit certain values for an interface.

To open the Interface Summary:

1. Open the Network tab.

2. Select a device in the Device list.

3. Click the Menu icon (=) or right-click in the Devices list.
4

. Select View > Interfaces.

An Interface Summary FlexView opens for the device in a new tab.

View FlexViews

You can use the Network tab to access web-based FlexViews that provide a
convenient way for Operations people to view FlexView data without requiring
access to Console.
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To launch a FlexView, you must be a member of an authorization group that has
been assigned the OneView > FlexView > OneView FlexView Read Access
capability. To launch and edit a web-based FlexView, you must be a member of
an authorization group that has been assigned the OneView > FlexView >
OneView FlexView Read/Write Access capability.

To launch a FlexView, select a device in the Device list, click the Menu icon (=) or
right-click in the Devices list and select View > FlexView from the menu. You can
also right-click on a device and select View > FlexView from the menu.

Open FlexView x

Select a FlexView from the drop down list or enter all or part of the
view name to find a matching view.

Flex\View: Interface Summary -
(] Show All FlexViews

] Open in new window

In the Open FlexView window, select a FlexView from the drop-down menu, or
enter all or part of the FlexView name to find a matching view. Any FlexView
configured in Console is listed for selection, including standard FlexViews or any
custom FlexViews that are created. Select Open in new window to open the
FlexView in a new browser window, otherwise the FlexView opens in a new tab
in the current window. Select Show All FlexViews to display all available
FlexViews in the FlexView drop-down menu. When Show All FlexViews is not
selected, the FlexView drop-down menu displays only those FlexViews
applicable to the device type selected.

For additional information about launching and using FlexViews from the
Network tab, see Web-Based FlexViews.

View User Sessions

You can use the Network tab to view user sessions associated with the selected
device.

To launch the user session, you must be a member of an authorization group
that has been assigned the OneView > User Session > OneView User Session
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Read Access capability. To launch and edit a User Session , you must be a
member of an authorization group that has been assigned the OneView > User
Session > OneView User Session Read/Write Access capability.

To open a user session for a device, select a device in the Device list, click the
Menu icon (=) or right-click in the Devices list to select View > User Session from
the menu. You can also right-click on a device and select View > User Session
from the menu. In the User Sessions window, you can view all users accessing
the device selected.

For additional information about the User Sessions window, see User Sessions.

Authentication Configuration

Opens the Authentication Configuration wizard, which allows you to configure
the authentication used on a device or on the individual ports of a device.

Launch WebView

You can use the Network tab to access WebView web-based management,
which lets you configure and manage certain Extreme Networks and Enterasys
devices.

To open WebView, select a device in the Device list, click the Menu icon (=) or
right-click in the Devices list to select View > Device Details > Launch WebView
from the menu.

The web-based management opens in a new browser window. If your
authorization group has been assigned the capability for Suite > Device Local
Management WebView, you can take advantage of the auto login feature for
web local management of Extreme Access Control engines and wireless
controllers.

WebView is only available with certain Extreme Networks and Enterasys
devices.

View Network Details

The Network tab allows you to view information about all of your network
connections.

To open the Network Details:
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1. Click the Menu icon (=) or right-click in the Devices list.
2. Select Network Details.

3. From this submenu, select EAPS, Link, MLAG, or VPLS, which opens the Summary
window for EAPS, Linked, MLAG, or VPLS connections, respectively.

The tabs at the bottom of the window populate with information about the
connection you select. All connections managed by Extreme Management Center
are available. You can also view the Network Details for connections included in a
specific Map by opening the Map and selecting one of the tabs in the Network
Details section of the window. Selecting a connection listed on the tab highlights the
connection on the map.

Collect Device Statistics

The Network tab provides the ability to start and stop device statistics
collections for Extreme Networks and Enterasys devices, which allows the
collection of data used in reports.

To collect device statistics:

1. Select one or more devices or wireless controllers in the Device list.
2. Click the Menu icon (=) or right-click in the Devices list.
3. Select one of the following menu options from within the Device submenu:

o Collect Device Statistics — Opens a window that allows you to enable or
disable Historical or Monitor statistics collection mode.

o In Historical mode, device and physical port statistics are saved to the
database and aggregated over time, for use in reports. The device
statistics are also used for threshold alarms configured in the Console
Alarms Manager. In the Active Threshold Alarm Summary box, you can
see all active threshold alarms configured in the Console Alarms
Manager that use these statistics.

NOTE: Enabling Historical Device Statistics Collection may use substantial disk
space.

o |n Monitor mode, device statistics are saved to a Monitor cache for one
hour and then dropped. You can use these statistics for threshold
alarms, but not for Extreme Management Center reporting. In the Active
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Threshold Alarm Summary box, you can see all active threshold alarms
configured in the Alarms and Events tab that use these statistics. (Note
that you do not see the Monitor mode option if you have disabled
Monitor Collection in the OneView Collector Advanced Settings in
Administration > Options.)

o Refresh Devices — Select this option to perform an SNMP refresh of the
selected device's active collection targets. No action is taken on devices with
statistics collection disabled.

4. If you are enabling statistics collection on an Extreme Access Control engine,
Application Analytics engine, or ExtremeWireless Controller, read through the
following notes:

o Extreme Access Control Engine — When collecting statistics on an Extreme
Access Control engine, the active engine must be added to Extreme
Management Center to collect all appliance statistics. In addition, Monitor
mode is not supported on Extreme Access Control engines.

« Application Analytics Engine — When collecting statistics on an Application
Analytics engine, the engine must be added to the Analytics > Configuration >
Application Analytics Engines table in order for Extreme Management Center
to collect all Application Detection statistics. In addition, Monitor mode is not
supported on Application Analytics engines.

o ExtremeWireless Controller — Wireless Controller statistics collection is
configured separately from other devices. When you enable Wireless
Controller statistics collection, it includes Wireless Controller, WLAN,
Topology, and AP wired and wireless statistics, and you also have the option
to collect wireless client statistics.

For additional information about collecting statistics, see Enable Report Data
Collection.

Open Device Terminal

To open a terminal session to a device, click the Menu icon (=) or right-click in
the Devices list and select Device > Open Device Terminal. The Extreme
WebShell window opens a terminal session or the selected device.
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Upgrade Firmware

To update devices in the Extreme Management Center database with the latest
firmware releases, click the Menu icon (=) or right-click in the Devices list and
select Configuration/Firmware > Upgrade Firmware. The results display in the
Upgrade Firmware window with displaying information about the device and
the available firmware versions. For additional information about upgrading
device firmware, see How to Upgrade Firmware. Restart devices once the
firmware is upgraded via the Restart Devices window by selecting
Configuration/Firmware > Restart Device.

Upgrade Firmware

Assign a fimware image to each device type or family. Verify that Boot PROM and Firmware
images that will be on the device after download and reset are compatible. If you are downgrading
and somea of the selected devices are using SNMPv3, you may need to restart the application to
contact these devices after download and reset
B LOnlGUrlsn
Name IP Address Device Type  Firmware Version  Configuration  Images
B Summit X620 Mapped
XE20-10X 21.1.1.4 TFTP I MIB <Salect Rows and Assign Image>
+ Restart Devices After Upgrade
e | "J"C‘ﬂ?

Device Upgrade Group Size 50 =

Contact Device Using Group's Profile

To attempt to contact the selected devices with the currently configured profile,
click the Menu icon (=) or right-click in the Devices list and select Device >
Contact Device Using Group's Profile from the menu.

Register Trap Receiver

To receive trap information from the devices on your network, click the Menu
icon (=) or right-click in the Devices list and select Device > Register Trap
Receiver from the menu. Additionally, devices added to sites for which Add
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Trap Receiver is selected on the Discovered Device Actions tab automatically
receive trap information. You can define the trap configuration details on the
Options > Trap tab. Depending on the device, Extreme Management Center
creates the trap configuration via SNMP or a script.

Unregister Trap Receiver

To stop receiving trap information from the devices on your network, click the
Menu icon (=) or right-click in the Devices list and select Device > Unregister
Trap Receiver from the menu.

Register SysLog Receiver

To receive syslog information from the devices on your network, click the Menu
icon (=) or right-click in the Devices list and select Device > Register SyslL.og
Receiver from the menu. Additionally, devices added to sites for which Add
Syslog Receiver is selected on the Discovered Device Actions tab automatically
receive syslog information. You can define the syslog configuration details on
the Options > Syslog tab. Depending on the device, Extremme Management
Center creates the syslog configuration via SNMP or a script.

Unregister SysLog Receiver

To stop receiving syslog information from the devices on your network, click the
Menu icon (=) or right-click in the Devices list and select Device > Unregister
SyslLog Receiver from the menu.

View Device Details

Select a device in the list, click the Menu icon (=) or right-click in the Devices list
to select View > Device Details to access various device information including:

o Launch WebView — Access WebView web-based management for certain Extreme
Networks and Enterasys devices.

o System — View a physical entity summary.

o Interface — View Ethernet statistics and Ethernet error statistics as well as interface
statistics and summary information for the selected device.

o« VLAN — View current, port, and static VLAN information.
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e Switch — View learned MAC addresses and port spanning tree information.

o Node Alias — View node alias and multi auth, node alias control, and node alias
summary information.

e Troubleshooting — View CDP neighbor, CDP port control, and SpanGuard blocking
status information.

o DeviceView — Opens a DeviceView for the device in a separate tab.

Create and Edit Maps

Maps visually organize the devices on your network, based on their geographic
location or based on the other devices to which they connect.

You can create a new map by either clicking the Menu icon (=) or right-click in
the World map navigation tree and selecting Maps > Create New Map.

You can also create a map for a specific device or device group by selecting the
device or device group in the Device Groups navigation tree in the Devices
section of the window or in the Devices list and selecting Maps > Create New
Map. For additional information, see Create and Edit Maps.

Additionally, you can create sites, which allow you to set a default configuration
for devices added to your network. For additional information about sites, see
Sites.

Add Devices to Maps
To add a device to an existing map:

1. Select one or more devices in the Device list.
2. Click the Menu icon (=) or right-click in the Devices list.
3. Select Maps > Add to Map.

For additional information, see Create and Edit Maps.

To add devices or APs to new maps:

1. Select one or more devices in the Device list.
2. Click the Menu icon (=) or right-click in the Devices list.

3. Select Maps > Create Maps For Locations.

For additional information, see Create and Edit Maps.
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View and Set Policy

You can use the Network tab to access a Policy menu, which lets you view and
set policy for a device or port.

To view or set policy for a device:

1. Select one or more devices in the Devices table.
2. Click the Menu icon (=) or right-click in the Devices list.

3. Open the Policy menu to view the currently assigned domain, change domain
assignment, set or clear the default role for all ports, or Enforce or Verify the
domain.

To view or set policy for a port:

1. Click the Menu icon (=) or right-click in the Devices list.
Select View > Port Tree.

Select one or more ports.

Ea S B

Right-click and use the Policy menu to view the currently assigned domain, set or
clear the port default role, and see role details for the default role.

If the device doesn’t support policy orisn’t assigned to a domain, the Port Tree
Policy menu options are grayed out and you see either "Policy Unsupported” or
"Current Domain: Unassigned”. If the domain is unassigned, you must first
assign the device to a domain before you can access Policy menu options in the
Port Tree.

Manage Device Serial Numbers

Use the Network tab to register your network device serial number or export the
serial numbers to a .csv file.

To register or export your network device serial number:

1. Select one or more devices in the Device list.
2. Click the Menu icon (=) or right-click in the Devices list.

3. Select Configuration/Firmware > Register/Export Serial Numbers.
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4. Select whether you want to register or export to a file.

o Register — Collects all the serial numbers for the selected devices and uploads
them to Support at Extreme Networks. This feature requires an Extreme
Networks account, which you can create through Support at
ExtremeNetworks.com. Unless you have entered your account credentials in
the ExtremeNetworks.com Update options panel (Console > Tools > Options >
Suite Options), you are prompted for them when you register.

Select the Refresh the Devices before registering checkbox if you want to
refresh the devices before the serial numbers are collected to ensure the most
current information. If you are registering a large number of devices, the
refresh could take a long time. Because of this, the refresh operation runs as a
background task on the server and you can view the progress of the operation
in the Inventory event log (Alarms and Events tab).

o Export to File — Collects all the serial numbers for the selected devices and
downloads them to the browser in comma separated value (CSV) format. Use
this feature to view the serial numbers before registering.

Run Tasks on Devices, Ports, and Groups

If you configure tasks to appear on devices, ports, or groups, you can use the
Network tab to run a task on a device, port, or group.

To run a task, right-click a device, port, or group in the Device Groups left-hand
panel and select a task from the Tasks menu. Additionally, you can select a
device in the Devices table, click the Menu icon (=), and select an option from
the Tasks menu.

NOTE: The Tasks menu is not available when right-clicking My Network, All Devices, and All Port
Elements in the Device Groups section of the Network tab.

Working in the Devices List

You can manipulate the Devices list data in several ways to customize the view
for your own needs:

e Click on the column headings to perform an ascending or descending sort on the
column data.
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Hide or display different columns by clicking on a column heading drop-down
arrow and selecting the column options from the menu.

Filter and search the data in each column in the table.

Set Device Values

Set device values for the following columns in the Devices list: Location, Contact,
System Name, Nickname, User Data 1-4, and Notes.

Select one or more rows in the table, right-click in the column you want to
change and select the Set option off the Device submenu.

NOTE: You cannot set multiple rows for the System Name or Nickname column.

Devices List Column Definitions

DeviceView ¥ — Hover your mouse over the first column and click on the icon to
open a DeviceView that provides analysis and troubleshooting information for the
selected device, including device summary, FlexView, and Extreme Management
Center historical data. You must have historical statistic collection enabled for the
device to see data for the full range of available reports. For more information, see
Collect Device Statistics.

Device Status — This column, hidden by default, indicates whether there is contact
with the device. The color of the circle indicates the degree to which the device is
communicating. A green icon indicates there is contact with the device. A yellow
icon indicates there are issues with contact to the device. A red icon indicates there
is no contact with the device. Hover over the Device Status icon to view additional
details about the status for that device.

Status — Indicates the alarm/device status for the device. The colored circle
indicates the severity of the most severe alarm on the device. A green icon indicates
that there are no alarms and the device is up. A red icon indicates a critical alarm or
the device is down. Hover over the status icon to view the number of alarms. Click
on the alarm/device status icon to open a new page with detailed information about
the alarms for that device.

Device ID — This column, hidden by default, displays a number that serves as a
database identifier automatically created for the device. This number increments as
you add additional devices.

Name — The device name or nickname, or IP address. Click on the link to open an
Interface Summary FlexView for the device.
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Poll Type — This column, hidden by default, indicates the poll type Extreme
Management Center uses to discover devices: SNMP, Ping or Not Polled.

Poll Group Name — This column, hidden by default, indicates the name of the Poll
Group you define in the Poll Groups section of the Status Polling options.

Admin Profile — This column, hidden by default, indicates the access Profile that
gives Extreme Management Center administrative access to the device.

Client Profile — This column, hidden by default, indicates the access Profile that
gives Extreme Management Center client access to the device.

IP Address — The device IP address. This column is hidden by default.

Context — The Context column, hidden by default, displays a string that indicates
how the device behaves, depending on whether the device is a router or a switch.

IP Context — The IP Context column, hidden by default, displays a device's IP
address with the context appended to the end of the address following a colon.

Trap Status — Indicates whether a trap receiver is configured, not configured, or not
supported for the device.

Syslog Status — Indicates whether the device is configured to send information to
the syslog or if it is not supported for the device.

Display Name — The IP address of the device. This column is hidden by default.
Device Type — The type of device.

Family — The device product family.

Firmware — The revision for the firmware running in the device.

Updates — The firmware release status for the device according to the results from
the latest Check for Firmware Updates operation. Place your cursor on the column
to see a tooltip describing the status.

o Firmware Up To Date — The device is running the latest release of firmware.

o New Firmware Release Available — There is a new release of firmware
available for this device. Click the Menu icon (=) or right-click the icon and
select Configuration/Firmware > View Available Releases to open a window
listing the current firmware releases available with links to download the
firmware.

o Run 'Check for Updates' to find new firmware releases — A Check for
Firmware Updates needs to be performed to get updates for this device. Click
the Menu icon (=) or right-click the device and select Configuration/Firmware
> Check for Updates from the menu.
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o Device does not support Firmware Updates feature — This device does not
support the Check for Firmware Updates feature.

Policy Domain — The policy domain assigned to the device.
BootPROM — The revision for the BootPROM installed on the device.
Base MAC — The base MAC address for the device.

Serial Number — The serial number for the device.

Stats — Displays whether statistics collection is enabled or disabled on the device. A
black check mark indicates that historical collection is enabled, a blue check mark
indicates that monitor collection is enabled.

Location — The physical location of the device. You can set the location for one or
more devices by selecting the devices in the table, right-clicking, and selecting Set
Selected Location from the menu.

Contact — The name of the responsible contact person. You can set the contact for
one or more devices by selecting the devices in the table, right-clicking, and
selecting Set Selected Contact from the menu.

System Name — An administratively-assigned hostname for the device taken from
the sysName MIB object. You can set the system name for a device by selecting the
device in the table, right-clicking, and selecting Set System Name from the menu

Uptime — The amount of time, in a days hh:mm:ss format, that the device has been
running since the last start-up.

Nickname — The user-defined nickname for the selected device. This is the name for
this device that appears in the device tree in the left panel when the Use User
Defined Nickname option is selected in Console > Options > Console > How to
display devices in the device tree. You can set the nickname for a device by
selecting the device in the table, right-clicking in the Nickname column, and
selecting Device > Set Nickname from the menu.

Description — A description of the device.

User Data 1-4, Notes — These columns can provide additional information about the
device. You can set the user data and notes for one or more devices by selecting the
devices in the table, right-clicking, and selecting Device > Set Selected User
Data/Notes from the menu.
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Filtering

The Network tab provides two types of filters that help you narrow the data
shown in the table. You can filter multiple columns and data displayed is specific
to the type of data presented in the column. When a column has a filter applied,

the column heading is displayed in italic with a filter icon “ To apply a filter,
click on the down arrow in a column heading and use the Filters menu option to
specify the filter. The type of filter available depends on the data displayed in the
column.

Filter by String
Allows you to filter by an exact match of a full or partial string in the column. For

example, you can filter for a specific device family.

Sample Filter by Family

Stat... Mame | IP Addiress pdates  Policy Domain Boot P

Filter by List Choices
Allows you to filter according to items selected on a list. For example, you can filter

for a specific status.
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Sample Filter by Status Level

™ Site Summary FlexReports

e

o S

+ Mameg | IP Address. Device Type  Family
4 Son Ascending

Sort Destending

S 5 cuare

= Device Down
¥
Device Up
T
v Efror Aladms
v Info Alarms
v No Aarms
¥ Warning Alarms
T

Buttons, Search Field, and Paging Toolbar
Show Filters

The Show Filters button becomes active when any filters are applied. It opens a
window that shows all active filters.

[ x Q]

Click the Magnifying Glass icon (%) to display the Search field. The Search function
allows you to search for full or partial matches on all fields. Enter the full or partial
value you are searching for and click the Search button. Matching items are
displayed in the table. Press the Reset button to clear the Search results and refresh
the table.

Fage | 1 of 2

The paging toolbar provides four buttons that let you easily page through the table:
first, previous, next, and last page. It also displays an indicator of the current and
total number of pages. Enter a page number in the Page field and press Enter to
qguickly move to that page.

Q2

Refreshes the page.
|=gy Reset
Clears the search field and search results, clears all filters, and refreshes the table.

[ Bookmark

Use the bookmark button to save the search, sort, and filtering options you have
currently set. [t opens a new window for the current report with a link that can be
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bookmarked in your browser. You can then use the bookmark whenever you want
the same search, sort, and filtering options.

Local Settings

Clicking the Settings link in the top right of the Network tab opens the Local
Settings window, shown below, from which you can select how the Device
navigation tree displays the name of your devices using the Device Tree Name
Format drop-down menu.

Local Settings x

Name T Value
Device Tree Name Format ‘ No local setting == |
Nickname
1P
Clear Browser Settings I System Name

No local setting

« Nickname — Displays device names in the Device navigation tree using the
Nickname entered when you added the device.

o I[P — Displays device names in the Device navigation tree using the IP address of the
device.

o System Name — Displays device names in the Device navigation tree using the
system name of the device.

Additionally, clicking the Clear Browser Settings button changes the Extreme
Management Center settings back to the system default.

Related Information
For information on related topics:
« Network Tab
o Sites
How to Upgrade Firmware
Create and Edit Maps
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e Tasks

o« Compare Device Configurations in Extreme Management Center

Devices Navigation

The Extreme Management Center Network > Devices tab contains a left-panel
drop-down menu that allows you to filter for devices by specific criteria, view all
devices on your network, or select maps or sites.

by IP v

by Contact

by Device Type

by Location

Sites

User Device Groups

Wireless Controllers

Selecting an item in the drop-down menu filters the left-panel to display the
devices, maps, or sites that apply to your selection.

by Contact
Select by Contact to organize devices based on the Contact you configure on the
Configure Device window.

by Device Type
Select by Device Type to organize devices based on the type of device (e.g. Summit
Series).

by IP
Select by IP to organize devices based on the IP address of your devices (e.g. all of
the devices whose IP addresses begin with 10.20.30.x).

by Location
Select by Location to organize devices based on the Location you configure on the
Configure Device window.
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Sites
Select Sites to display all of your sites in the left-panel. A site is a group of devices
that share a configuration. When a device is added to a site, Extreme Management
Center configures the device to match the configuration of the site. Sites can also
contain maps, which display devices based on their geographical or topological
location. Devices that share connections or are located in a particular location
display in the same map.

User Device Groups
Select User Device Groups to organize devices into device groups you create.

Wireless Controllers
Select Wireless Controllers to filter the left-panel to display wireless controllers in
your network.

Once you select the device, device group, or site in the left-panel, use the right-
panel to perform a variety of device operations.

Related Information
For information on related topics:

» Devices

. Site

 Maps

o How to Create and Edit Maps

Advanced Map Features

DeviceView

DeviceView is an Extreme Management Center component that provides a wide
range of analysis and troubleshooting information for your network wired and
wireless devices, including a device summary, FlexViews, and Extreme
Management Center reports.

The primary launch point for DeviceView is from the Network tab. DeviceView
can also be launched from other locations in Extreme Management Center and
Console.

127 of 2202



DeviceView

This Help topic provides the following DeviceView information:

o Requirements

o Access Reguirements

o Data Collection Requirements

o DeviceView Reports

o Left-Panel Device Summary

e Launching DeviceView

Requirements

Access Requirements

Access to DeviceView reports is determined by the user's membership in an
Extreme Management Center authorization group and the group’s assigned
capabilities. The following list shows the capabilities required for full access to all
the DeviceView reports.

o NetSight OneView > Access OneView

o NetSight OneView > Access OneView Reports

o NetSight OneView > Events and Alarms > OneView Event Log Access

o NetSight OneView > FlexView > OneView FlexView Read Access

Data Collection Requirements

DeviceView reports require that historical data collection is enabled for the
device. For information on configuring data collection, see Collect Device
Statistics in the Devices section of the Extreme Management Center User Guide.

DeviceView Reports

The DeviceView is comprised of a left-panel device summary, and a selection of
tabbed panels that display FlexViews and reports based on the device family.

The following table shows the reports available for EOS devices, ExtremeXOS
devices, and wireless controllers. The reports displayed in a DeviceView vary
according to the selected device.
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EOS Devices*

ExtremeXOS devices**

Wireless Controllers

Ports***

Ports***

Ports***

User Sessions

User Sessions

User Sessions

Switch Resources

Device and Module Information

Controller History

Power and Fan Status

Power and Fan Status

Active Access Points

Storage Utilization

Process Utilization

WLAN Services

CPU and Process Utilization

Port Utilization

Active Clients

IP Traffic Summary VLAN**** Alarms
Alarms MLAG Events
Events VPLS Device Logs
Device Logs Alarms Archives
Archives Events

Device Logs

Archives

*Includes N-Series, S-Series, and K-Series devices.
**Includes BlackDiamond, E4G, and Summit Series devices.

***Right-clicking ports and selecting Add to Device Group opens the Add to Device Group window, which allows you

to select a device group to which to add the selected ports.

**x*0Only VLANs to which ports are assigned are displayed in this report. Additionally, VLAN reports for ExtremeX0S

devices may display duplicate VLANs as VLANSs are assigned by slot.

Left-Panel Device Summary

The left-panel device summary view (shown below) is displayed in each

DeviceView report.

DeviceView -

Device Hame
Detailz

Default Role Alias

Dashboard D 2] Discovered
Device
Family E
Picture
Device
Status |© CIFARALL
08, 32.01.0022
Sparkline Poalabality
Graphs |==
: L

Each device summary view includes:
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« Device Family Picture — A generic device family picture for the device.

« Device Status — Indicates the alarm/device status for the device. The icon color
indicates the severity of the most severe alarm on the device. A red icon indicates a
critical alarm or the device is down. A green icon indicates that there are no alarms
and the device is up.

« Sparkline Graphs — Provides network trends in dense, succinct charts that present
report data in an easy to read, condensed format. You must have Historical Statistic
Collection enabled in order to see the Sparkline graphs and other report data. If
Historical Statistic Collection is not enabled, you will see a line that says, "Historical
Statistic Collection Disabled.” For information on configuring data collection, see
Collect Device Statistics in the Devices section of the Extreme Management Center
User Guide.

« Firmware Updates Available — If there are new firmware releases available for the
device (based on the results from the latest Check for Firmware Updates operation),
the Firmware Update icon & displays. Right-click on the icon to open a window
listing the current available firmware releases with links to download the firmware.

o Device Details Menu — Click the Menu icon (=) in the upper right corner to access
additional device reports.

Launching DeviceView

DeviceView can be launched from a variety of locations in Extremme Management
Center.

Network Tab
The primary launch point for DeviceView is from the Network tab.

1. Open the Network > Devices tab.
2. Hover your mouse over the first column and click on the DeviceView icon ¥.

3. The DeviceView opens as a separate tab.

NOTE: You can also launch a DeviceView from any Device Details menu throughout Extreme
Management Center.

Control Tab

Use the following steps to launch DeviceView from the Control tab.
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1. Open the Control > Dashboard tab.

2. Click on the System view.

3. In the Engine Information report, click on an engine IP address to open a
DeviceView for the engine.

Extreme Management Center Maps
Use the following steps to launch DeviceView from a map.
1. Open Extreme Management Center Maps and click on a map.
2. In the map, right-click on a device icon and select DeviceView.
Search
Use the following steps to launch DeviceView from the Search tab.

1. Open Search and search for a device.

2. Inthe Overview, right-click on the device icon and select DeviceView.

Related Information
For information on related topics:

o Network Tab
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Add Device

Use this window to add a device to the Extreme Management Center database.
From this window you can enter the device IP address, the device profile, and
the device nickname.

This window is accessible by clicking the Menu icon (=) and selecting Device >
Add Device from the menu or by right-clicking an existing device and selecting
Device > Add Device on the Network > Devices tab.

Add Device 2
IP Address: 10.20.30.40|
Profile: public_v1_Profile -
Nickname: Lab1

IP Address

The IP address of the device.

Profile
The access Profile used for the device. To create or edit a profile, open the

Administration > Profiles tab.

Nickname
The name by which the device is known.

OK
Click OK to add the device to Extreme Management Center and close the Add Device

window.

Apply
Click Apply to add the device to Extreme Management Center and keep the Add

Device window open to add additional devices.

Close
Click Close to close the Add Device window.
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Related Information

For information on related windows:

e Discovered

Configure Device

Use this window to configure information for an existing device. From this
window you can edit basic information about the device, the device annotation,
configure actions for the device, add or remove ports for the device, and

configure VLANSs for the device.

To access this window:

1. Open the Network > Devices tab.

. Select the Devices sub-tab.

2
3. Click the Menu icon (=) or right-click on a device.
4

. Select Device > Configure Device.

This window is also accessible by clicking the Configure Device button on the

Discovered and Site tabs.

Configure Device & o
Device ID  System Name Device Nickname Device Type  Poll Type  Site Firmware  Serial Number
W1 xdB80-2dx msnom W1 x480-2dx usnom  X480-2dx SHMP Wordd 18245 1334N-43748
Device Device Annotation Ports Wendor Profile
System Nama Wi xdB0-24x usnem Dledaut Sie Wiorid o
Contact natworksenicesextnems Datault -
Liocabod 2121 ROV Ceniler Drive S Faoll Typs SNMP o
Adm v Profike ETSGlobal3-NoPT = SHMP Timaout =
Replacemint Seral SNMP Retries 3 -
M
- a from Saavice Topoiogy Layer L2 Access b
Reload Device Sync from Site 3 Cancel

When you first open the window, the Device tab opens.
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The Configure Device window contains the following tabs:

Device

Device Annotation

VLAN Definition

Ports

/TP+ Device Settings

Flow Sources

Vendor Profile

Additionally, Buttons at the bottom of the window allow you to perform
different actions.

Device

The Device tab displays basic information about the device.

Diefault Site Merid -

System Name

The system name of the device. This is displayed in the Network > Devices tab tree
when Device Tree Name Format is set to System Name in the Local Settings window.

Contact

Allows you to specify contact information for the person maintaining the device.
Additionally, enter a backslash "\" between contacts to create a device group in a
tiered tree structure. For example, to move the device into a device group called
"John's Devices" within a device group called "Quality Assurance Testing", enter
Quality Assurance Testing\John's Devices in this field.

Location

The physical location of the device. Additionally, enter a backslash "\" between
locations to create a device group in a tiered tree structure. For example, to move
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the device into a device group called "London” within a device group called
"Europe”, enter Europe\London in this field.

Administration Profile
Use the drop-down menu to select the access profile that gives the Discover tool
administrative access to the devices you wish to discover. To create or edit a profile,
use the Profiles tab.

Replacement Serial Number
Enter the number of the device replacing this device if Remove from Service is
selected. When entered, Extreme Management Center restores the most recent
archive of the device removed from service.

Remove from Service
Select this checkbox if the device is being removed from the network. When
Remove from Service is selected, the device is not polled and alarms are not
triggered for the device.

Default Site
Use the drop-down menu to select the map to which the device is associated. For
additional information, see the Maps Overview topic.

Poll Group
Use the drop-down menu to select a Poll Group for the discovered devices. Extreme
Management Center provides three distinct poll groups (configured in the Status
Polling view of the Options tab) that each specify a unique poll frequency. When
you save newly discovered devices to the database, they are polled with the poll
group specified here. If you save discovered devices that already exist in the
database, the poll group specified here overwrites the poll group currently being
used in the database.

NOTE: If Poll Type is Not Polled is specified, the Poll Group is only used if/when the Poll Type is
changed to SNMP or Ping.

Poll Type
Use the drop-down menu to select the Poll Type used to discover devices:

« Select Not Polled if you do not want to poll the devices.

o Select Maintenance if you do not want to poll the devices temporarily. Using
this Poll Type allows you to search for devices set to Maintenance to change
them back to their regular Poll Type once maintenance on the device is
complete.

135 of 2202



DeviceView

o Select SNMP to poll the device using SNMP. The SNMP version (SNMPv1 or
SNMPv3) is determined by the Profile specified for the IP Range.

o Select Ping for the Poll Type if the Profile for the IP Range is also set to Ping.

NOTE: On a Windows platform, device operational status cannot be determined for
devices with their Poll Type set to Ping unless you are logged on and running
Extreme Management Center as a user with Administrative privileges.

SNMP Timeout
The amount of time that Extreme Management Center waits before re-trying to
contact the device. The value for this setting must be between 3 and 60 seconds.

The value entered in this field overrides the default entered in the SNMP Advanced
view in the Administration > Options tab.

NOTE: When SNMP requests are redirected through the server, all SNMP timeouts are
extended by a factor of four (timeout X 4) to allow for the delays incurred by redirecting
requests through the server.

SNMP Retries
The number of attempts Extreme Management Center makes to contact a device
after an attempt at contact fails. The value for this setting must be between 1and 60
tries.

The value entered in this field overrides the default entered in the SNMP Advanced
view in the Administration > Options tab.

Topology Layer
The layer and networking attributes for the device.

Device Annotation

The Device Annotation tab allows you to add user-defined information about
the device.
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Nickname:

Asset Tag: MIA
User Data 1

User Data 2

User Data 3

User Data 4

Maote:

Nickname
The user-defined nickname for the selected device. This is the name for this device
that appears in the device tree in the left panel when Nickname is selected in the
How to Display Devices in Tree menu option in the Extreme Management Center
options menu in the Administration > Options tab.

Asset Tag
A unigue asset number assigned to a device for inventory tracking purposes.

User Data
The user-defined information displayed in the devices table in the User Data
columns. Additionally, enter a backslash "\" between user data to create a device
group in a tiered tree structure. For example, to move the device into a device group
called "Dorm 1" within a device group called "Campus", enter Campus\Dorm 1in this
field.

Notes
Additional user-defined information displayed in the devices table in the Notes
column.

VLAN Definition

The VLAN Definition tab allows you to configure VLANSs on the device. To add a
VLAN, click the Add button. You can remove a VLAN by clicking the Delete
button.
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Name viD Dynamic Egress Protocol Filer Abways Write 1o Device(s)

o

Name
Displays the name of the VLAN.

VID
Indicates the VLAN ID for the VLAN. A unigue number between 1and 4094 that
identifies a particular VLAN. VID 1is reserved for the Default VLAN.

Dynamic Egress
Indicates if the associated dynamic egress setting for the VLAN (Enable or Disable)
is written to the device(s) when you enforce.

Protocol Filter
Indicates the VLAN uses an X-Pedition Protocol Filter.

Always Write to Device(s)
Indicates if the VLAN is written to the device whether or notitis being used in a rule
orrole.

Ports

The Ports tab allows you to enter information about the ports on a device. Click
the Add button to add a new port to the list. Click the Delete button to remove a
device from the list.

Narna T Alss Enabled  Spaed Duiphex  Conliguaation PVID Policy  Tagged

. F

R N T e L T Y

Name
Enter the name of the port, constructed of the name or IP address of the device and
either the port index number or the port interface name.
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Alias
Shows the alias (ifAlias) for the interface, if one is assigned.

Auto Negotiation
Displays whether auto negotiation is enabled or disabled on the port. If Auto
Negotiation is enabled, multi-speed selections are enabled.

Speed
Displays the current speed of the selected port. Use the drop-down list to select the
speed if auto negotiation is enabled on the port.

Duplex
Displays the current duplex mode for the selected port. Use the drop-down list to
select the mode if auto negotiation is enabled on the port.

Configuration
Use the drop-down menu to determine the purpose of the port:

o Access — Select this option if the port connects to user end-systems.

« Interswitch — You can also manually select this option if the portis used to
connect to other switches. This option is selected by default if the port detects
neighboring switches are configurable.

o Management — Select this option if the portis used to manage network traffic
with Extreme Management Center.

o AP — Select this option if the portis used to connect with a networking device
that allows a Wi-Fi device to connect to a wired network.

o Phone — Select this option if the portis used to connect to a telephone.
o Router — Select this option if the port is used to connect to a router.
o Printer — Select this option if the portis used to connect to a printer.

o Security — Select this option if the portis used to connect to a device or
devices that have been configured with security or advanced security settings.

o |loT — Select this option if the port is used to connect to an additional
wireless"smart" device.

o Other — Select this option if the portis used to connect to any other device.

PVID
Select the port's VLAN ID.

LAG
Select to indicate whether the portis part of an active link aggregation group (LAG).

139 of 2202



DeviceView

Authentication
Use the drop-down menu to determine whether authentication is required to access
the port;

o None — No authentication is required to access the port.
o 802.1X — Select this option to require 802.1X authentication to access the port.

o MAC Auth — Select this option to require authentication based on the users
MAC address.

Policy
The policy assigned to the selected port.

Tagged
Select to indicate the port's egress state is tagged.

Untagged
Select to indicate the port's egress state is untagged.

Node Alias
Select to enable the node alias function on the port. The node alias settings are
automatically enabled if Access Control is enabled on the device.

Span Guard
Select to enable Span Guard, which allows Extreme Management Center to shut
down a network port if it receives a BPDU (bridge protocol data unit). Enable this
feature on network edge ports to prevent rogue STA-aware devices from disrupting
the existing Spanning Tree.

Loop Protect
Select to prevent loop formation in a network with redundant paths by requiring
ports to receive type 2 BPDUs (RSTP/MSTP) on point to point interswitch links.

o If the ports receive the BPDUSs, the link's State becomes Forwarding.

o If a BPDU timeout occurs on the ports, its state becomes listening until a BPDU
is received.

MVRP
Indicates that the Multiple VLAN Registration Protocol (MVRP) has been enabled for
the port. If MVRP has been enabled globally, interswitch ports are automatically
enabled and access ports default to disabled. Select the checkbox to enable ZTP+
devices being discovered to broadcast MVRP (Multiple VLAN Registration Protocol)
information. Select the appropriate logging level from the drop-down menu.
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Update
Click Update to save any changes made to the device configuration.

Cancel
Click Cancel to close the window and discard any changes.

Z TP+ Device Settings

The ZTP+ Device Settings tab contains basic information about the device being
discovered.

Adrmin Profile public_vw2_Profile e
Poll Group More Frequent i

Pall Type Mot Polled bl

Configure Device
Select this checkbox to enable ZTP+ (Zero Touch Provisioning Plus) functionality
device being discovered. ZTP+ allows you to quickly add a supported device to your
network with minimal configuration.

Gateway Address
Enter the Gateway Address for the ZTP+ devices being discovered.

Management Interface
Select the interface the ExtremeXOS device uses for Management and assigns the
device IP to that interface.

Domain Name
Enter a value in the Domain Name field to configure the domain name on the ZTP+
devices being discovered.

DNS Server
The DNS Server field allows you to set the DNS server address on the ZTP+ devices
being discovered
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NTP Server
The NTP Server field allows you to set the NTP server address on the ZTP+ devices
being discovered.

Starting IP Address
The Starting IP Address field allows you to set the starting IP address of the IP
address range for the ZTP+ devices being discovered.

Admin Profile
Use the drop-down menu to select the access Profile that gives Extreme
Management Center administrative access to the ZTP+ devices you wish to discover.
Use the Profiles list in the Discover section of the Site tab to create or edit a profile. If
you discover an existing device using a different profile than the device is already
using in the database, saving the device overwrites the profile currently being used
in the database.

Poll Group
Use the drop-down menu to select a Poll Group for the discovered ZTP+ devices.
Extreme Management Center provides three distinct poll groups (defined in the
Status Polling options (Administration > Options) that each specify a unique poll
frequency. When you save newly discovered devices to the database, they are polled
with the poll group specified here. If you save discovered devices that already exist
in the database, the poll group specified here will overwrite the poll group currently
being used in the database.

NOTE: If you select Not Polled, the Poll Group is only used if/when the Poll Type is changed to
SNMP or Ping.

Poll Type
Use the drop-down menu to select the Poll Type used to discover devices. Valid
options are SNMP, Ping, and Not Polled. When SNMP is specified, the SNMP version
(SNMPvT or SNMPv3) is determined by the Profile specified for the IP range. If the
Profile is set to Ping Only, the Poll Type must be set to Ping. If you discover an
existing device using a different poll type than the device is already using in the
database, saving the device overwrites the Poll Type currently being used in the
database.

NOTE: On a Windows platform, device operational status cannot be determined for devices
with their Poll Type set to Ping unless you are logged on and running Console as a user
with Administrative privileges.
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LACP
Select the checkbox to enable ZTP+ devices being discovered to broadcast LACP
(Link Aggregation Control Protocol) information. Select the appropriate logging
level from the drop-down menu.

LLDP
Select the checkbox to enable ZTP+ devices being discovered to broadcast LLDP
(Link Layer Discovery Protocol) information. Select the appropriate logging level
from the drop-down menu.

MSTP
Select the checkbox to enable ZTP+ devices being discovered to broadcast MSTP
(Multiple Spanning Tree Protocol) information. Select the appropriate logging level
from the drop-down menu.

MVRP
Select the checkbox to enable ZTP+ devices being discovered to broadcast MVRP
(Multiple VLAN Registration Protocol) information. Select the appropriate logging
level from the drop-down menu.

POE
Select the checkbox to indicate the ZTP+ devices being discovered for the site are
electrically powered via the Ethernet cable.

VXLAN
Select the checkbox to indicate the ZTP+ devices being discovered for this site use
VXLAN to tunnel Layer 2 traffic over a Layer 3 network.

NOTE: ZTP+ does not currently provision a Layer 3 network with which VXLAN operates. If
your ZTP+ devices use VXLAN, the Layer 3 underlay network must be manually
provisioned.

Flow Sources

The Flow Sources tab allows you to configure devices to act as flow sources for
an Application Analytics engine.

Hame [P Device Family Port Source Ports WLANs Tunnel Tunnel IP
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Name
Displays the name of the flow source device.

IP
Displays the IP address of the flow source device.

Device Family
Displays the device family of the flow source device.

Port
Indicates the mirror port attached to the Application Analytics engine or used to
create the GRE tunnel.

Source Ports
Displays the ports on which flow collection is enabled.

NOTE: Policy mirrors the first 15 packets of each flow received on the Source Ports to the
Application Analytics engine.

WLANS
Displays the WLANSs of which the wireless controller being used as a flow source
device is a member.

Tunnel
Indicates the device is configured to mirror flows using a GRE tunnel.

NOTE: If Tunnelis disabled, the Application Analytics engine must be directly attached to the
flow source.

Tunnel IP
Displays the management IP address of the flow source device or the IP address of
the loop-back interface on the device.

Add
Click Add to open a window from which you can select a device in Extreme
Management Center to add as a flow source.

Remove
Select a flow source device in the table and click Remove to remove the device as a
flow source.
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Edit
Click Edit to open a window from which you can change the configuration of a flow
source device.

Test
Click Test to verify the GRE tunnel end-points can communicate.

NOTE: Test is only available if Tunnel is enabled.

Vendor Profile

The Vendor Profile tab allows you to edit configurations for devices. The
configuration you select allows you to enter information about the device to help
identify it in Extreme Management Center.

NOTE: To remove all user-defined Vendor Profile configurations and restore the default system
configurations, click the Restore to Defaults button on the Administration > Diagnostics >
System > Vendor Profile Cache tab.

Device Device Annotation Ports Vendor Profile

_SD 1361411916 2 154

Device Type X450-24x
Image Select New Image
Vendor Extreme

== 0 —
Family Summit Series -
Subfamily X450 -
Hetwork OS5 ExtremaX0s -

(0]]»)
Displays the Object Identifier for the device.

Device Type
Displays the specific type of device.
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NOTE: When Device Type is blank:
e Thetabis named New Vendor Profile.

e If a device's Vendor is recognized, but Extreme Management Center
does not have a profile for the device's unique OID, the Device Type,
Family and Subfamily values are empty, but Extreme Management
Center supplies the Vendor and Company values.

e YOU can use the drop-down menus to select the information or add it
manually.

e You cannot use special characters when creating a new Device Type.

Image
Indicates the image used for the device in the DeviceView and Maps. Click the Select
New Image icon to select a new image for the device type.

Vendor
Displays the vendor who sold the device.

Company
Displays the company that manufactures the device.

Family
Displays the group of devices to which the device belongs, known as the device
family in Extreme Management Center.

Subfamily
Displays a smaller grouping to which the device belongs, if applicable.

Network OS
The operating system that the device type uses.

Buttons

Reload Device
Click to read configuration information from the device to populate Extreme
Management Center. Reload Device reads the configuration (e.g. VLAN Definition,
Ports, Port VLANS) from the device and reloads it in Extreme Management Center.

NOTE: Clicking Reload Device removes all unsaved (or enforced) changes made in the VLAN
Definition and Ports tabs and reloads the configuration from the device to those tabs.
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Enforce Preview
Click to open the Compare Device Configuration window, from which you can view

and compare your current configuration and the proposed new configuration. This
window allows you to verify all of the changes you are making to your devices and
then enforce those changes to the device. This button displays after making a
change that affects the device.

Sync from Site
Click to copy the default configurations from the site to Extreme Management

Center's representation of the devices. The Enforce Preview button displays, which
you can use to decide whether to save the settings to the device.

Save
Click to save any changes you make to a device in Extreme Management Center.

Cancel
Click to discard any unsaved changes and close the window.

Related Information
For information on related windows:

e Edit Policy Mapping Configuration Window

Compare Device Configuration

This window allows you to preview changes you make to a device configuration
and then enforce them to the device.

To access this window click Enforce Preview in the Configure Device window.
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Compare Device Configuration i

Maich Status
Enabled P Address  Site
System  VLAN Definition Port Allas  Port VLAN Acthon Progress
4 Aiarid [ -] [ =] -] =] Werify Succoss 100
Endgroe Options: Sysbam v VLAN Definition Port Alias v Port VLAN
Device VLAN Definitions Ports
Daslra ol Curra

v
By L4

W

v

The top of the window displays a list of the devices you selected to verify. Select
a device in the table at the top of the window to display the configuration for
that device in the bottom of the window.

Devices on which the current configuration matches the desired configuration
display a check icon (@), while devices on which differences are detected display
ared x (@). The System column indicates the whether the information on the
Device tab matches, the VLAN Definition column indicates whether the
information on the VLAN Definitions tab matches, and the Port Alias and Port
VLAN columns indicate whether the information on the Ports tab matches.

The Enforce Options section of the window allows you to select the changes you
want to make on the device. Select System to push changes you make on the
Device tab to the device, select VLAN Definition to push changes you make on
the VLAN Definitions tab, select Port Alias to push changes you make to the top
table on the Ports tab, and select Port VLAN to push changes you make to the
Port VLAN Details table on the Ports tab.

NOTE: By default, the checkboxes in the Enforce Options section of the window are not selected. To
configure Extreme Management Center to select the checkboxes by default, open the
NSJBoss.properties fileand change false to true in the following lines:

e site.enforceOption.autoEnable.system=false
e site.enforceOption.autokEnable.vlanDefinition=false
e site.enforceOption.autoEnable.portAlias=false

e site.enforceOption.autoEnable.portVlian=false
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In each tab, the configurations are separated into two columns:

e The Desired column shows the configuration you are saving to the device on the
next enforce.

o The Current column shows the configuration currently on the device.

A check mark between the columns (+) indicates the Current configuration
matches the Desired configuration.

A left arrow icon (€£) indicates the configurations do not match. Clicking it copies
the Current configuration to the Desired configuration so no configuration
change is made when enforcing the device.

Click Enforce to save your changes to the device.

Device

The Device tab displays any changes to basic information about the device.

Device Ports VLAN Definitions
Desired Current
sysName test 1 ( Murphy Testing3
sysContact Murphy 1 £ enforcing3

sysLocation Murphy-VLAN-Testing2 L4 Salem Testd

sysName
The name by which the device is known.

sysContact
Allows you to specify contact information for the person maintaining the device.

sysLocation
The physical location of the device.

Ports

The Ports tab displays any changes to the configuration of ports on the device.
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Device Ports VLAN Definitions

Desined Current
Port
Alias PVID Tagged Untagged Alias  PVID Tagged Untagged

41 intagged 55 &5 test_1_del Default VL

VLAN_55 Dafault VL
e andl WL

Jofaudt VL

Jefault V1

AN A A A AN
=

C
Defauit V1
r

Port
The name of the port, constructed of the name or IP address of the device and either
the port index number or the port interface name.

Alias
Shows the alias for the port, if one is assigned.

PVID
The port's VLAN assignment. Possible values are 1through 4094.

Tagged
The portis added to the list with the egress state set to Tagged (frames are
forwarded as tagged).

Untagged
The portis added to the list with the egress state set to Untagged (frames are
forwarded as untagged).

VLAN Definitions

The VLAN Definitions tab displays any changes to the VLANSs defined for the
device selected at the top of the window.

Device Ports VLAN Definitions

Desired Current
VLAN
Hame Always Write To Device Name Abways Write To Device
VLAN_33 7 £
VLAN_55 7 4
test_1_delele 7 £
Management v 4
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VLAN
A unigue numerical identifier of the VLAN.

Name
The name of the VLAN.

Always Write to Device(s)
Indicates whether or not the VLAN is written to the device(s) when you enforce, or
compared to the actual VLANSs on the device(s) when you verify.

Related Information
For information on related topics:
« VLAN Concepts

o Configure Device
o Site Tab

How to Change the Configuration of a Device
Included Site

Sites allow you to select the default configuration for devices you add to your
network via a device discover or using ZTP+ functionality.

In some instances, a device in a site may need to be configured slightly
differently than the other devices in the site.

To change the configuration of a device included in a site:

1. Open the Network > Devices tab.

2. Select Sites from the left-panel drop-down menu.

3. Select the site that includes the device for which you are changing the
configuration.

4. In the right-panel, select the Devices tab.

5. Right-click the device and select Device > Configure Device.
The Configure Device window opens.

6. Make the necessary changes and click Save.
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Related Information
For information on related topics:

o Sites

o How to Discover Devices in Extreme Management Center

o Devices

Site

Sites allow you to select the default configuration for devices you add to your
network via a device discover or by using ZTP+ functionality. The Sites tab
allows you to configure devices included in the site when they are discovered. It
also allows you to discover new devices at the site. The tab is divided into
multiple sections, which you can expand by clicking the down arrow (7) at the
right of each section.

NOTE: To save the changes to the devices included in the site, right-click on a device to open the
Configure Device window and click Sync from Site. Clicking Save saves any changes you make
in Extreme Management Center.

Access Network > Devices and select Sites from the left-panel drop-down
menu. Select the site from the left-panel. A tab in the Devices window opens
with the name of the site you selected. To create a new site, click the menu icon
in the left-panel and select Maps/Sites > Create Site.

Dashboard Devices Discovered Firmware Archives Reports

Sites b Devices EEETELCE Site Summary FlexReports

Tree View 1

Discover Actions VLAN Definition Port Templat
3 Word

P> 147 site

» 7T subnet Configuration PVID Palicy

AP Tast nterswitch 1 None

The Site tab contains the following tabs:

e Discover
e Actions
o VLAN Definition
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Port Templates
e ZTP+ Device Defaults

o Custom Variables

o Buttons

Discover

The Discover tab allows you to enter address information for new devices on
your network, which adds them to the Extreme Management Center database in
the current Site. You can perform a CDP (Cabletron Discovery Protocol)
discover for CDP-compliant devices, an LLDP (Link Layer Discovery Protocol)
discover for LLDP-compliant devices, and an EDP (Extreme Discovery Protocol)
discover for EDP-compliant devices. Additionally, you can discover new devices
based on subnets or IP address ranges. When discovering devices, you can
choose to accept or reject devices based on the profile type using the respective
checkboxes in the Profiles section.

NOTE: Extreme Management Center only allows a subnet search of a 16-bit mask or higher when
discovering devices.

Addresses
Click the Add button in the Addresses list to allow you to add devices by seed
address, subnet, or address range. Selecting Seed Address allows you to perform a
discover for CDP, LLDP, or EDP-compliant devices. Click the Discover button at the
bottom of the tab to begin the device discover. The results of the Discover process
are displayed in the left-panel tree when added to the Extreme Management Center
database.
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Profiles
Select the access Profiles that gives the Discover tool read access to the devices you
wish to discover by selecting the Accept checkbox. Select the Profiles that are not
valid on the device being discovered by selecting the Reject checkbox. To create a
profile, click the Add button or edit a profile by clicking the Edit button. If you
discover an existing device using a different profile than the device is already using
in the database, click Save to overwrite the profile currently being used in the
database.

Actions

The Actions tab contains basic information about the device being discovered.

' Automatically Add Devices Enatle Collaction

Custom Configurabon

Enabled  Vendor Family Topology Seript

Policy

Access Control

Automatically Add Devices
Selecting the Automatically Add Devices checkbox causes Extreme Management
Center to automatically add devices to the database that match the address
information you entered in the Discover section of the tab. When this box is NOT
selected and a discover occurs, devices are added to the Network > Discovered tab,
where they can be configured prior to being added to the database.
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Add Trap Receiver
Select this checkbox to configure devices added to the site to send trap information
to Extreme Management Center. You can define the trap configuration details on the
Options > Trap tab. Depending on the device, Extreme Management Center creates
the trap configuration via SNMP or a script.

Add Syslog Receiver
Select this checkbox to configure the devices added to the site to send syslog

information to Extreme Management Center. You can define the syslog
configuration details on the Options > Syslog tab. Depending on the device, Extreme
Management Center creates the syslog configuration via SNMP or a script.

Enable Collection
Select this checkbox to collect device and physical port statistics on devices being
discovered. Extreme Management Center uses the device and physical port statistics
in reports.

Add to Archive
Select this checkbox to create an archive, which saves the configurations of the
devices being discovered in the Network > Archives tab.

Add to Map
Select this checkbox to add the devices being discovered in the site to a map. To
add a device to multiple maps, add it via this drop-down menu and then manually
add it via the Maps > Add to Map on the Devices tab.

Custom Configuration
Click the Add button to configure Extreme Management Center to automatically run
a task (a script or workflow) when discovering a device in a particular device family.

Policy

Add Device to Policy Domain
Select this checkbox to add the device to a policy domain you create on the Policy
tab. Once the checkbox is selected, use the Policy Domain drop-down menu to
select the policy domain to which the device is added. Extreme Management Center
enforces are done automatically once a newly added device is discovered and
added.

Click the Import VLANSs button to import the VLAN definitions from the policy
selected in the Policy Domain drop-down menu.
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Extreme Access Control

Add Device to Extreme Access Control Engine Group
Select this checkbox to add the device to an Extreme Access Control Engine Group
you create on the Access Control tab. Once the checkbox is selected, use the
Extreme Access Control Engine Group drop-down menu to select the engine group
to which the device is added.

o Ifthe device is an Extreme Access Control engine, it is added as an engine to
the engine group.

o If the device is notan engine, it is added as a switch to up to two engines in
the engine group. An enforce is run against the engine group if a switch is
added.

Enable Authentication Using Port Template
Select this checkbox to allow users to authenticate to the device using a port
template. Configure Port Templates in the Port Templates section of the tab.

VLAN Definition

The VLAN Definition tab allows you to configure VLANSs on the devices being
discovered. To add a new VLAN, click the Add button or edit an existing VLAN
by clicking the Edit button. Remove a VLAN by clicking the Delete button.

% Add
wd Add

Name VID Always Write to Device(s)
Management 4094 v
Name

Displays the name of the VLAN.

VID
Indicates the VLAN ID for the VLAN. A unigue number between 1and 4094 that

identifies a particular VLAN. VID 11is reserved for the Default VLAN.
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Always Write to Device(s)
Indicates if the VLAN is written to the device whether or notitis being used in a rule
orrole.

Port Templates

The Port Templates tab allows you to configure default port information for
those devices discovered in the current site.

PID Palicy Authentication Tagged

Edit

Select a port template and click the Edit button to make changes to the selected port
template.

Configuration
Use the drop-down menu to determine the purpose of the port:

o Access — Select this option if the port connects to user end-systems.

o Interswitch — You can also manually select this option if the port is used to connect
to other switches. This option is selected by default if the port detects neighboring
switches are configurable.

o Management — Select this option if the portis used to manage network traffic with
Extreme Management Center.

o AP — Select this option if the port is used to connect with a networking device that
allows a Wi-Fi device to connect to a wired network.

o Phone — Select this option if the port is used to connect to a telephone.
o Router — Select this option if the port is used to connect to a router.

e Printer — Select this option if the port is used to connect to a printer.
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o Security — Select this option if the port is used to connect to a device or devices
that have been configured with security or advanced security settings.

e 0T — Select this option if the port is used to connect to an additional
wireless"smart" device.

o Other — Select this option if the port is used to connect to any other device.

PVID
The port's VLAN ID.

Policy
The policy assigned to the selected port. To assign policy to the selected port, select
Add Device to Policy Domain and select a Policy Domain from the drop-down menu
in the Discovered Device Actions section of the tab. Policy assignment to the port is
performed after a successful policy domain enforce.

Authentication
Use the drop-down menu to determine whether authentication is configured to the

port:
o None — No authentication is required to access the port.
o 802.1X — Select this option to enable 802.1X authentication to the port.

« MAC Auth — Select this option to enable authentication based on the users MAC
address.

WARNING: Configuring the authentication could affect communication to a device
and result in loss of connectivity through the interswitch link ports if not
detected or configured properly during the discovery process. If you are
configuring the policy and authentication on the interswitch link, it's
strongly recommended to ensure neighbor discovery protocols such as
LLDP, EDP, and CDP are enabled before enabling the authentication
using port templates.

Tagged
Indicates the port's egress state is tagged.

Untagged
Indicates the port's egress state is untagged.

Node Alias
Select to enable the node alias function on the port. The node alias settings are
automatically enabled if Access Control is enabled on the device.
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Span Guard
Select to enable Span Guard, which allows Extreme Management Center to shut
down a network portif it receives a BPDU (bridge protocol data unit). Enable this
feature on network edge ports to prevent rogue STA-aware devices from disrupting
the existing Spanning Tree.

Loop Protect
Select to prevent loop formation in a network with redundant paths by requiring
ports to receive type 2 BPDUs (RSTP/MSTP) on point to point interswitch links.

« If the ports receive the BPDUSs, the link's State becomes Forwarding.

o If a BPDU timeout occurs on the ports, its State becomes Listening until a
BPDU is received.

MVRP
Indicates that the Multiple VLAN Registration Protocol (MVRP) has been enabled for
the port. If MVRP has been enabled globally, interswitch ports are automatically
enabled and access ports default to disabled. Select the checkbox to enable ZTP+
devices being discovered to broadcast MVRP (Multiple VLAN Registration Protocol)
information. Select the appropriate logging level from the drop-down menu.

Collection
Indicates the port's egress state is untagged.

ZTP+ Device Defaults

The ZTP+ Device Defaults tab contains basic information about a device with
ZTP+ (Zero Touch Provisioning Plus) enabled.

fanagement 1 - LLDP ~ Enabled Emor -

MSTP: [ Enabled Errer bl

DS Ser RP: [ Enabled Emor bt
ey POE ~ Enabled  Emer =
Staning oy W LAMN E i

Admin Profile public_v2_Profile i

Poll Group More Frequent -

Poll Type Mot Polled .
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Configure Device
Select this checkbox to enable ZTP+ functionality for a device. ZTP+ allows you to
quickly add a supported device to your network with minimal configuration.

Gateway Address
Enter the Gateway Address for the ZTP+ devices associated with the site.

Management Interface
Select the interface the ExtremeXOS device uses for Management and assigns the
device IP to that interface.

Domain Name
Enter a value in the Domain Name field to configure the domain name on the ZTP+
devices associated with the site.

DNS Server
The DNS Server field allows you to set the DNS server address on the ZTP+ devices
associated with the site.

NTP Server
The NTP Server field allows you to set the NTP server address on the ZTP+ devices
associated with the site.

Starting IP Address
The Starting IP Address field allows you to set the starting IP address of the IP
address range for the ZTP+ devices associated with the site.

Admin Profile
Use the drop-down menu to select the access Profile that gives Extreme
Management Center administrative access to the ZTP+ devices associated with the
site. Use the Profiles listin the Discover section of the Site tab to create or edit a
profile. If you discover an existing device using a different profile than the device is
already using in the database, click Save to overwrite the device profile currently
being used in the database.

Poll Group
Use the drop-down menu to select a Poll Group for the discovered ZTP+ devices.
Extreme Management Center provides three distinct poll groups (defined in the
Status Polling options (Administration > Options) that each specify a unique poll
frequency. When you save newly discovered devices to the database, they are polled
with the poll group specified here. If you save discovered devices that already exist
in the database, the poll group specified here will overwrite the poll group currently
being used in the database.
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NOTE: If you select Not Polled, the Poll Group is only used if/when the Poll Type is changed to
SNMP or Ping.

Poll Type
Use the drop-down menu to select the Poll Type used to discover devices. Valid
options are SNMP, Ping, and Not Polled. When SNMP is specified, the SNMP version
(SNMPvT or SNMPv3) is determined by the Profile specified for the IP range. If the
Profile is set to Ping Only, the Poll Type must be set to Ping. If you discover an
existing device using a different poll type than the device is already using in the
database, saving the device overwrites the Poll Type currently being used in the
database.

NOTE: On a Windows platform, device operational status cannot be determined for devices
with their Poll Type set to Ping unless you are logged on and running Console as a user
with Administrative privileges.

LACP
Select the checkbox to enable ZTP+ devices being discovered to broadcast LACP
(Link Aggregation Control Protocol) information. Select the appropriate logging
level from the drop-down menu.

LLDP
Select the checkbox to enable ZTP+ devices being discovered to broadcast LLDP
(Link Layer Discovery Protocol) information. Select the appropriate logging level
from the drop-down menu.

MSTP
Select the checkbox to enable ZTP+ devices being discovered to broadcast MSTP
(Multiple Spanning Tree Protocol) information. Select the appropriate logging level
from the drop-down menu.

MVRP
Select the checkbox to enable ZTP+ devices being discovered to broadcast MVRP

(Multiple VLAN Registration Protocol) information. Select the appropriate logging
level from the drop-down menu.

POE
Select the checkbox to indicate the ZTP+ devices being discovered for the site are

electrically powered via the Ethernet cable.
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VXLAN
Select the checkbox to indicate the ZTP+ devices being discovered for this site use
VXLAN to tunnel Layer 2 traffic over a Layer 3 network.

NOTE: ZTP+ does not currently provision a Layer 3 network with which VXLAN operates. If
your ZTP+ devices use VXLAN, the Layer 3 underlay network must be manually
provisioned.

Custom Variables

The Custom Variables tab allows you to add, edit, or delete variables used in
Extremme Management Center. Variables you create serve as a placeholder for a
specific value. The fields included in the Scope section determine where the
variable is used in Extreme Management Center, while the fields in the Variable
section allow you to define a value for the variable. After you create a variable,
Extreme Management Center automatically substitutes the Value you define in
the appropriate feature of Extreme Management Center when the criteria
specified in the Scope section is met. Variables you create on the Site tab can
then be used in a script or workflow, in a CLI command, or in a third-party
application via the Northbound Interface.

NOTE: Custom variables you create are not displayed in Extreme Management Center. To view and
reference the variables, use the Northbound Interface functionality in the Diagnostics tab.

Devices QUGHGE Site Summary  FlexReports

Discover Actions VLAN Definition Pornt Templates ZTP+ Device Defaults  Custom Variables

Scopes WVariable

Category Site Type Name | Type Value

ConSigura Devices. m

Scope

Category
Displays where the variable is used in Extreme Management Center. Select Port
Template, Site, or Topology from the drop-down menu, depending on the purpose
of the variable.
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Site
Defines the site in which the variable is used.

« Global indicates Extreme Management Center uses the variable for all sites.

o Selecting /World indicates Extreme Management Center uses the variable for
all devices added to the /World site. Devices added to a site other than /World
do not use the variable.

o Selecting the current site also creates an additional variable with a Site of
Global. This allows you to use the variable in workflows run on devices not
included in the current site.

Type
Defines the type of Port Template or Topology for which the variable applies. The
values in this drop-down menu change depending on what Category you select.

o Port Template — Indicates the Port Configuration for which the variable is
used by Extreme Management Center.

o Topology — Displays the type of network topology for which the variable is
used by Extreme Management Center.

Variable

Name
Displays the name of the variable.

Type
Defines the type of information the variable is substituting. Select Boolean, IP, MAC
Address, Number, String, or Subnet from the drop-down menu.

Value
Displays the value Extreme Management Center uses when substituting the variable.
Enter a value associated with the variable type you define. For example, if the
variable type is Boolean, choose True or False; if the attribute type is IP, enter the
IP Address of the variable).

Cancel
Click the Cancel button to cancel the new variable or the changes you made to an
existing variable.

Add
Click the button to add a row to the table where you can create a new custom
variable.
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Edit
Select a variable in the table and click Edit to make changes to a custom variable.

Update
Click the Update button when you finish adding a new or editing an existing custom
variable.

Delete
Select a variable in the table and click Delete to remove a custom variable from the
table.

Buttons

Edit Devices
Clicking Configure Devices opens the Configure Device window for all of the
devices added to the site. This allows you to change the configuration of a single
device or a subset of devices within the site.

Save
Clicking Save saves any changes you make to a site. This button displays after
making a change to the tab.

Cancel
Clicking Cancel discards any changes you make to a site. This button displays after
making a change to the tab.

Discover
Clicking Discover adds to the site any new devices that match the criteria entered in
the Discover section of the window. This button displays after clicking Create or
Save.

Scheduler
Clicking Scheduler opens the Add Scheduled Task window, where you can create a
new task that automatically adds devices matching the criteria entered in the
Discover section of the Site tab to the site. This button displays after clicking Create
or Save.

NOTE: After you create a scheduled task to discover devices, edit or delete the task on the
Scheduled Tasks tab.
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Related Information
For information on related topics:

o How to Discover Devices in Extreme Management Center

e Devices

. MaQS
« How to Create and Edit Maps

Advanced Map Features

Compare Device Configurations

You can compare archived device configurations in Extreme Management
Center by using either the Network > Devices tab or the Archive Details Report
available in the Network > Reports tab.

In order to perform the compare configuration operation, you must be a member
of an authorization group with the Inventory Manager > Configuration Archive
Management > View/Compare Configurations capability.

This Help topic provides the following information:

o Selecting the Files to Compare

o« Comparing the Files

Selecting the Files to Compare
Select the files to compare using either the Network tab or the Reports tab.
From the Network tab:

Use the Network tab to compare the last two archived configuration files for a
device.

Select a device in the table and use either the Menu icon (=) or the right-click
menu off the device to select Configuration/Firmware > Compare Last
Configurations.

From the Reports tab:
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Use the Reports tab to compare two configuration files selected from all
archived files for the device.

Select the Device > Device Archives report. Click on the Archive Details tab in
the right panel and then click on the Archives by Device sub-tab.

The tab displays all the Extreme Management Center archives by device IP
address. Select two files to compare and click Compare Configuration.

Comparing the Files

The Configuration File Compare window displays the files in two panels. Titles
over each file show the archive name that contains the configuration file, the
date, and the IP address of the device from which you create the configuration
file.

Scroll through the two files to view file differences. Typically, the newer file
displays in the right panel. You can use the "Swap sides” option to swap the
files. In the left panel, strikethrough text highlighted in red represents text that is
changed or deleted. In the right panel, blue highlighting represents text that is
added.

Configuration File Compare
The files are displayed in ASCI format. In the Ieft panel, strikethrough text highlighted in red represents text that was changed or deleted. In the right panel.
biue highlighting represants text that was added.
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Use the toolbar Options menu to control the look of the display window:

o Enable line numbers displays line numbers alongside the text.
o Wrap lines shows all the text in the column and removes the horizontal scroll bars.
o [Enable side bars shows where the text differences are in the whole file.

o Swap sides swaps the files contained in the left and right panels.

TIP: Removing line numbers and side bars may speed up the display of larger files.

Use the Search field in the toolbar to perform a search in the panel side that is
selected by the cursor. Use the forward and back arrows to search for the next or
previous instance of the search term.

Related Information
For information on related topics:

o Network

o Reports

Pre-Register Device

Use this window to add multiple ZTP+ enabled devices to Extremme Management
Center.

This window is also accessible on the Network > Discovered tab by clicking the
Pre-Register Device button or by right-clicking an existing device and selecting
Pre-Register Device.
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Pre-Register Device Window

Pre-Register Device b

Use this window to pre-register multiple devices Select the default site, enter
the IP address / subnet, enter a comma-separated list of senal numbers for
the devices being added, then click "Next™. A confimation screen will appear
allowing modifications to be made before adding the entries

Default Site MWordd N

IP Address /
Subnet

Senal Numbers

Cancel

Default Site
The site to which the devices are added.

IP Address/Subnet
Enter the device's IP address and subnet in this field. The subnet can be separated
from the IP address by a slash (/) or period (). This field is required.

Serial Number
Enter the manufacturer-assigned serial numbers of the devices being added,
separated by commas.

Next
Click the Next button to open a confirmation window allowing you to verify the
device information entered.

Cancel
Click the Cancel button to close the window with no changes saved.

Pre-Register Device Confirmation Window

Use this window to confirm device information before adding devices to
Extreme Management Center.
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Pre-Register Device x

This window displays a list of devices being added Make any desired modifications, then
click "Create” o add the devices

Serial Number IP Address | Site Name Gateway

1 10.20.30.41/24 Word World_10.20.30.41

L]
« Previous m Cancel

Configure
Select a device and click the Configure button to change the information for that
device.

NOTE: The Site can not be changed from this window.

Serial Number
The serial number of the device.

IP Address
The device's IP address.

Site
The site to which the device is added. To change the Site, use the Configure Device
window.

Name
The name assigned to the device. The default Name lists includes the Site to which
the device is assigned followed by the device's IP address.

Gateway
Enter the IP address of the switch's Access Control Gateway, if necessary.

Domain Name
Enter a value in the Domain Name field to configure the domain name on the
devices being discovered, if necessary.

DNS Server
Enter a DNS server address for the devices being discovered, if necessary.

NTP Server
Enter the NTP server address for the devices being discovered, if necessary.
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Create
Click the Create button to add the devices listed to the Extreme Management Center
database.

Related Information
For information on related windows:

e Discovered

Maps Overview

The Extreme Management Center Maps feature on the Network > Devices tab
lets you view and search geographic and topology maps of the devices and
floor plans of wireless access points (APs) on your network. Use maps to view
devices and network connections, device and alarm status; access device and
connection information via a right-click menu off the device; and search for
devices, APs, and wired or wireless clients.

To view or search Maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access
capability.

Accessing Maps

Access the Network > Devices tab and select Sites from the left-panel drop-
down menu.

Sites are groups of devices that share a configuration. Within each site, you can
add maps for devices, depending on their physical location.

When opening the World map for the first time, the map is blank. As you create
maps, add links to them from the World map as shown in the diagram below,
allowing you to find individual maps quickly from one map.

Navigating Maps

Selecting a map in the left-panel provides you with tabs at the top of the right-
panel that allow you to view information about the devices included in the map:
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This tab displays a table of the devices contained within the map. This table is
identical to the Devices list available by selecting All Devices in the left-panel drop-
down menu, but is filtered to only show the devices added to the map. For additional
information about operations available on this tab, see the Devices tab.

This tab, which will show the name of the map you selected from the left-panel,
contains the map of the devices. Using Maps, three types of maps are available,
Topology, Floorplan, and Geographic. For additional information about operations
available on this tab, see the Map tab.

For information on creating maps, see How to Create and Edit Maps.

For information on advanced location (triangulation) and wireless coverage
maps (available with the NMS-ADV license), see Advanced Map Features.

Summary
The Site Summary tab contains a table showing the site paths and configuration
information for each site.

FlexReports

This tab contains reports available for the devices included in the site, filtered to
display the information selected in the tree (e.g. a site, map, device, controller). Use
the drop-down menus to change the report displayed. Each report allows you to
configure how the information displays. You can configure Extreme Management
Center to automatically create FlexReports on a scheduled basis by clicking the
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Schedule icon, which opens Scheduler. Additionally, FlexReports can be exported in
PDF format.

Related Information

For information on related topics:
» Devices
 Maps
o Sites

o How to Create and Edit Maps

o Advanced Map Features

Navigating the Extreme Management Center Map
Tab

The Extreme Management Center Map Tab gives you access to a number of
powerful tools that will allow you to create, view, import, edit and search maps
of devices and floor plans of wireless access points (APs) on your network.
Maps are configured in various places on the Network > Devices tab. This topic
shows you how to navigate the Map Tab and its many tools and features.

To view or search maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access
capability.

Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.
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World Map Navigation Tree

Select the World Map tree in the left-panel. As you create your maps, they
appear in the navigation tree, nested under the map you configure as the Parent
Map.
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As shown in the image above, you also have the ability to nest maps within other
maps. This allows you to organize certain maps as a subset of other maps (for
example, creating a building map and then creating a map for each of the floors
of the building).

Create Map

Right-click a map in the left-panel navigation tree and select Maps > Create New
Map to create a new map. The first map you create is nested under the World
Map. All subsequent maps are nested under the map you right-click when
creating the new map.

Edit Map

Right-click a map in the navigation tree and select Maps > Edit Map to open an
existing map in edit mode. Edit mode allows you to add new or move existing
devices, APs, and map links on a map.

Import Map

You can also import a saved map by right-clicking a map in the navigation tree
and selecting Maps > Import Map. This opens the Import Map window.
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Main Map View

The Main Map view displays your map with all of the devices, network
connections, links, or APs, depending on the type of map.

In the Main Map view, you can reorganize the orientation of elements in your
map and view the status and details of the elements within the map. The Main
Map view also contains the following controls for working with maps:

o File, View, and Tool Menus

« Pan and Zoom Control
e Search Field

K ® # B
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File, View, and Tool Menus
File Menu

The File menu allows you to change the map information, the devices, APs, and
links displayed on the map, and export the map from Extreme Management
Center.

File View

@ Edit
[ Properties

gn| ExportMap as SVG
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NOTE: To change the image used for a device type in a map, right-click the device and select
Customize Device Type Image. The Upload Custom Device Type Image window appears where
you can drag and drop the new image file. The height and width of image files must be less than
1,000 pixels.

Clicking Edit opens the map in Edit mode and the Add menu is available, as
shown below.

File View Tool: Ty Select ltem
[E save
[@ cancel Edit
[ Properties
Add Devices
Export Map as SVG APs

Map Link

Clicking Properties opens the Map Properties window, which allows you to view
and edit information about the map, including the map type, name, and
background image. With an NMS-ADYV license, the Export Map as SVG and
Export Map as ZIP options are available in the File menu, which allow you to
export the map in SVG or ZIP format, respectively.

When exporting a map in SVG format, the exported SVG file may open in a new
tab or window, depending on how your browser is configured. The SVG file
displays your exact view when you select Export Map as SVG. For example, if
your map is zoomed in to only show two devices and the VLANSs associated with
those devices, your SVG file is identical to the view on your screen; displaying
the two devices surrounded by boxes containing the VLAN names. To save the
SVG file locally, right-click the map and select Save as.

Only floorplan maps can be exported as a ZIP file. Floorplan maps you export as
a ZIP file are typically used to import a floorplan into another instance of Extreme
Management Center.

Additionally, by clicking Edit in the File menu, the map changes to Edit mode
and the Add submenu is available, from which you can add devices, APs, and
map links to the map. Edit mode also allows you to manipulate the existing
devices, APs, and map links currently displayed on the map. Click Cancel Edit to
exit Edit mode. If you made any changes to the map, a dialog box appears from
which you can choose to save the changes or exit Edit mode without saving
your changes.

View Menu
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The View menu allows you to show or hide parts of your map. The options in the
View menu do not change the information in the map, only allow you to show or
hide additional information.

File View Tool: T Select ltems
Show Background Image

Show Walls And Drawings

Show Devices and APs

Show Interswitch Connections

Automatic Layout

Background Opacity L)

These options vary depending on the map Type. For example, floorplan maps
display additional options, including the image you selected as the background
of your map, the grid cells that establish the scale of the floorplan, the AP
channels for floorplans, the map overview, the walls and drawings of the
building, the wireless coverage within a floorplan, the interswitch connections,
and the opacity of the background image.

File View

Show Markers
Show Cells

Show AP Channels
Show Map Overview

Show Walls and Drawings

Wireless Coverage Show Coverage
Show Interswitch Connections Made
Background Opacity Band

Access Points

catho-ap1-3825i1 [36/50, 6] st L

NOTE: The floorplan map type is only available with the NMS-ADYV license.

Tool Menu

The Tool menu allows you to add lines and shapes to your maps. The following
table includes descriptions of the various drawing tools accessed from the Tool
menu.
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Drawing Tool [Definition

Select Items

Click on a line or shape to select it for dragging or modification. Use
W the yellow drag handle to reposition the item; use the blue vertex to
modify the shape. Click anywhere on the map and drag to reposition
the map image.

Draw Polygon

Position your cursor where you want to start drawing the polygon
shape. Click once and draw the first line of the polygon. Click at each
corner of the polygon. Double-click to release the polygon line. When
you are finished drawing, right-click to release the draw polygon tool.

Draw Rectangle

Position the cursor where you want the rectangle. Click and drag to
draw the rectangle. When you are finished drawing, right-click to
release the draw rectangle tool.

Add Text

Click the map to open the Enter Text window. When you are finished
i entering your text, click OK. Position the cursor where you want to
place the text and click to add the text to your map. Use the Style
menu to change the text appearance.

Draw Triangle

Position the cursor where you want the triangle. Click and drag to
draw the triangle. When you are finished drawing, right-click to
release the draw triangle tool.

Draw Line

Position your cursor where you want to start drawing the line. Click
once and draw the line. Click to change line direction. While drawing,
press the Delete key to delete the last vertex in the line. Double-click to
release the line. When you are finished drawing, right-click to release
the draw line tool.

Rotate Shape

= Click on the shape you want to rotate. Use the blue handle to rotate
the shape to the desired position. (You can also right-click on an
image and select Rotate Shape from the menu.)

Pan and Zoom Control

Pan Control
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&

The Pan control allows you to move left/right and up/down in the map. You can
also change the position of the map by clicking and dragging the map in any
direction.

Zoom Control

The Zoom control lets you zoom in and out of the map. You can also zoom in
and out of the map by rotating the mouse scroll wheel forward and backward,
respectively. Clicking the globe icon in the center of the Zoom control resets the
zoom and positioning for the map to the last view configured in edit mode.

NOTE: Changing the location and zoom using these controls and then saving the map saves those
orientation changes to the map.

Search Field

Use the Search field to search for a wireless client, an AP, or for a device or wired
client. Enter a MAC address, IP address, hostname, user name, or AP serial
number in the Search field and press Enter to start a search for a device or wired
client.

Clicking the Refresh button < to the right of the Search field refreshes the map,
including the position of mobile devices connected to an AP. When you click the
Refresh button, the position of mobile devices updates according to their most
recent location.

Viewing Alarm/Device Status

Maps display an integrated alarm/device status either to the right of a device or
AP image, or incorporated as part of a map marker (if you have Show Markers
selected from the map View menu). For example, the device below is down and
a critical alarm is triggered (shown as a device image and as a marker).

¥
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Alarm status automatically updates every 30 seconds. Change this status refresh
interval in the Extreme Management Center options (Administration > Options >
OneView > Map).

e v (Red) Critical — There is a critical alarm and the device is down.

» (Orange) Error — There is a problem with limited implications on the device.

(Yellow) Warning — There is a condition that might lead to a problem on the
device.

(Blue) Info — There is an information-only alarm on the device.

(Green) Clear — There are no alarms and the device is up.

Hover over a device or AP to view a pop-up that displays the IP address for a
device or channels for an AP. Additionally, click the more link in the pop-up to
access the DeviceView or additional information about the AP for a device or
AP, respectively.

Accessing Device Information
There are two ways to access additional device information from a map.
Device Reports

Launch device information reports from a right-click menu on a device or AP in a
map. The menu displays different options based on the device type. You must
be in Edit mode to see the Remove From Map option.

Device/AP Details

Right-click on a device in a map and select DeviceView or right-click on an AP in
a map and select AP Summary to open a DeviceView (like the example shown
below) or AP PortView window where you can see a device image and other
important device information.
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Additionally, the DeviceView and AP PortView windows contain tabs with
additional information about the device or AP.

Link Information

Links are displayed on Topology maps. Each connection type is represented by
a different line style:

o Basic links appear as thin green lines with no outlining.

o Shared links appear as basic links when the EAPS domain is not highlighted and
appear as thick green lines outlined by a black solid line when you highlight the
associated EAPS domain.

o Lag links also appear as thick green lines outlined by a black solid line, but are
thicker than shared links and display regardless of what you highlight.

T~

o Blocked links appear as a thin green line (similar to a Basic link) outlined by a
dashed black line with a red ball icon on the end of the link where the port is
blocked when you highlight the associated EAPS domain. Blocked links with both
ports blocked display a red ball icon on both ends of the link. Blocked links appear
as basic links when the EAPS domain is not highlighted.

2:23- 348
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Double-clicking a connection opens the Link Details window from which you
can view additional details about the network connection and the devices it

links.

Link Details (ge.1.1 - ge.1.6)

Link 5tate Up
Link Speed Gigabit
Discovery Protocel LLDP

Endpoint 1: Endpoint 2:

00:11: 88596684
06.61.12.0005 01.00.53
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Close

Network Details Section

The Network Details section is available in topology and geographic maps. It
contains several tabs, depending on the devices included in the map:

o Map tab — Displays information about the map

e EAPS Summary tab — Lists information about any devices configured with
Extreme's Ethernet Automatic Protection Switching feature

e Link Summary tab — Displays information about the network connections between
devices

e« VLAN Summary tab — Lists any virtual local area networks within the map

e MLAG Summary tab — Lists devices configured in a multi-switch link aggregation
group

e VPLS Summary tab — Displays information about site connectivity within a private
VLAN
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Related Information

o Extreme Management Center Maps

o Advanced Map Features

Extreme Management Center Maps

Extreme Management Center allows you to create geographic and topology
maps of devices and floor plans of wireless access points (APs) on your
network. Use maps to view devices and network connections, device and alarm
status; access device and connection information via a right-click menu off the
device; and search for devices, APs, and wired or wireless clients. Maps are
configured in various places on the Network > Devices tab.

Using Extreme Management Center Maps, you can create three types of maps,
each presenting a different visual representation of your network:

o Topology (default) — A topology map shows how devices are connected in a
network, specifically, the state and speed of the network connections between
devices as well as the state of the devices in the network. You can also create a
topology map with a background image, giving you additional information about the
devices and connections that make up the network.
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For additional information about devices and links in a Topology map, see
the Viewing Alarm and Device Status and Link Information sections.

e Floorplan — The floorplan map displays the location of APs in a floorplan you
configure. Using information about the size and composition of the building, this
map provides an overview of the coverage of wireless APs.
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NOTE: The floorplan map type is only available with the NMS-ADYV license. For additional
information, see Advanced Map Features.

o Geographic — The Geographic map shows a global or regional view where network
locations are shown geographically. This map is useful for networks spread across

large geographical areas or as a top-level map used to organize multiple networks in
different locations.

NOTE: The geographic map type is hosted by OpenStreetMap on an external server. For users
with security concerns or if access to third-party servers is prohibited, use the topology
map type.
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This Help topic provides the following information for Maps.

o Navigating Maps

World Map Navigation Tree

Main Map View

Viewing Alarm/Device Status

Accessing Device Information

Link Information

Network Details Section

e Performing a Search

Finding a Wireless Client

Finding an Access Point

Finding a Device

Finding a Wired Client

e Using Map Links

For information on creating maps, see How to Create and Edit Maps.
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For information on advanced location (triangulation) and wireless coverage
maps (available with the NMS-ADV license), see Advanced Map Features.

To view or search Maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access
capability.

After you create a map, you can then make it a site. Sites allow you to set a
default configuration for devices added to your network.

Navigating the Map Tab

World Map Navigation Tree

As you create your maps, they appear in the Network > Devices tab navigation
tree by selecting Sites, nested under the map you configure as the Parent Map.

Dashboard Devices Discovered Firmwar

=  Sites o Wor
Tree View

* € Word

b 147 site
» & 77 cibnat

& AP Test +
L | Andover

& Berdin

_!'I EAPS devices
& EaPs devices2

As shown in the image above, you also have the ability to nest maps within other
maps. This allows you to organize certain maps as a subset of other maps (for
example, creating a building map and then creating a map for each of the floors
of the building).

Create Map

Right-click a map in the right-panel navigation tree and select Maps > Create
New Map to create a new map. The first map you create is nested under the
World Map. All subsequent maps are nested under the map you right-click
when creating the new map.
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Edit Map

Right-click a map in the navigation tree and select Maps > Edit Map to open an
existing map in edit mode. Edit mode allows you to add new or move existing
devices, APs, and map links on a map.

Import Map

You can also import a saved map by right-clicking a map in the navigation tree
and selecting Maps > Import Map. This opens the Import Map window.

Main Map View

The Main Map view displays your map with all of the devices, network
connections, links, or APs, depending on the type of map. In the Main Map view,
yoOu can reorganize the orientation of elements in your map and view the status
and details of the elements within the map. The Main Map view also contains the
following controls for working with maps:

o File, View, and Tool Menus

e Pan and Zoom Control
o Search Field

Daviced RELTEN Sie Summary FlaxReports
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File, View, and Tool Menus

File Menu
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The File menu allows you to change the map information, the devices, APs, and
links displayed on the map, and export the map from Extreme Management
Center.

File View
[ Edit

[ Properties

1 Export Map as SVG

NOTE: To change the image used for a device type in a map, right-click the device and select
Customize Device Type Image. The Upload Custom Device Type Image window appears where
you can drag and drop the new image file. The height and width of image files must be less than
1,000 pixels.

Clicking Edit opens the map in Edit mode and the Add menu is available, as
shown below.

File View Tool: T Select tem
= save
[ Ccancel Edit
[ Properties
Add Devices
1] Export Map as SVG APs
Map Link

Clicking Properties opens the Map Properties window, which allows you to view
and edit information about the map, including the map type, name, and
background image. With an NMS-ADYV license, the Export Map as SVG and
Export Map as ZIP options are available in the File menu, which allow you to
export the map in SVG or ZIP format, respectively.

When exporting a map in SVG format, the exported SVG file may open in a new
tab or window, depending on how your browser is configured. The SVG file
displays your exact view when you select Export Map as SVG. For example, if
your map is zoomed in to only show two devices and the VLANSs associated with
those devices, your SVG file is identical to the view on your screen; displaying
the two devices surrounded by boxes containing the VLAN names. To save the
SVG file locally, right-click the map and select Save as.

NOTE: For additional information regarding displaying VLANS in a map, see the VLAN tab section.
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Only floorplan maps can be exported as a ZIP file. Floorplan maps you export as
a ZIP file are typically used to import a floorplan into another instance of Extreme
Management Center.

Additionally, by clicking Edit in the File menu, the map changes to Edit mode
and the Add submenu is available, from which you can add devices, APs, and
map links to the map. Edit mode also allows you to manipulate the existing
devices, APs, and map links currently displayed on the map. Click Cancel Edit to
exit Edit mode. If you made any changes to the map, a dialog box appears from
which you can choose to save the changes or exit Edit mode without saving
your changes.

View Menu

The View menu allows you to show or hide parts of your map. The options in the
View menu do not change the information in the map, only allow you to show or
hide additional information.

File View Tool: {7 Select ltems
Show Background Image

Show Walls And Drawings

Show Devices and APs

Show Interswitch Connections

Automatic Layout

Background Opacity L)

These options vary depending on the map Type. For example, floorplan maps
display additional options, including the image you selected as the background
of your map, the grid cells that establish the scale of the floorplan, the AP
channels for floorplans, the map overview, the walls and drawings of the
building, the wireless coverage within a floorplan, the interswitch connections,
and the opacity of the background image.
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File View

Show Markers
Show Cells

Show AP Channels
Show Map Overview

Show Walls and Drawings

Wireless Coverage Show Coverage
Show Interswitch Connections Made
Background Cpacity Band

Access Points

Minimum RSS
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NOTE: The floorplan map type is only available with the NMS-ADV license. For additional information,
see Advanced Map Features.

Tool Menu

The Tool menu allows you to add lines and shapes to your maps. The following
table includes descriptions of the various drawing tools accessed from the Tool

menu.
Drawing Tool |Definition
Select Items
Click on a line or shape to select it for dragging or modification. Use
W the yellow drag handle to reposition the item; use the blue vertex to

modify the shape. Click anywhere on the map and drag to reposition
the map image.

Draw Polygon

Position your cursor where you want to start drawing the polygon
shape. Click once and draw the first line of the polygon. Click at each
corner of the polygon. Double-click to release the polygon line. When
you are finished drawing, right-click to release the draw polygon tool.

Draw Rectangle

Position the cursor where you want the rectangle. Click and drag to
draw the rectangle. When you are finished drawing, right-click to
release the draw rectangle tool.
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Drawing Tool |Definition

Add Text
Click the map to open the Enter Text window. When you are finished

i entering your text, click OK. Position the cursor where you want to
place the text and click to add the text to your map. Use the Style
menu to change the text appearance.
Draw Triangle
Position the cursor where you want the triangle. Click and drag to
draw the triangle. When you are finished drawing, right-click to
release the draw triangle tool.
Draw Line
Position your cursor where you want to start drawing the line. Click
once and draw the line. Click to change line direction. While drawing,
press the Delete key to delete the last vertex in the line. Double-click to
release the line. When you are finished drawing, right-click to release
the draw line tool.
Rotate Shape

= Click on the shape you want to rotate. Use the blue handle to rotate

the shape to the desired position. (You can also right-click on an
image and select Rotate Shape from the menu.)

Pan and Zoom Control

Pan Control

&

The Pan control allows you to move left/right and up/down in the map. You can
also change the position of the map by clicking and dragging the map in any

direction.

Zoom Control

The Zoom control lets you zoom in and out of the map. You can also zoom in
and out of the map by rotating the mouse scroll wheel forward and backward,
respectively. Clicking the globe icon in the center of the Zoom control resets the
zoom and positioning for the map to the last view configured in edit mode.
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NOTE: Changing the location and zoom using these controls and then saving the map saves those
orientation changes to the map.

Search Field

The Search field allows you to search for a wireless client, an AP, or for a device
or wired client. Enter a MAC address, IP address, hostname, user name, or AP
serial number in the Search field and press Enter to start a search for a device or
wired client.

Clicking the Refresh button < to the right of the Search field refreshes the map,
including the position of mobile devices connected to an AP. When you click the
Refresh button, the position of mobile devices updates according to their most
recent location.

For additional information, see Performing a Search.

Viewing Alarm/Device Status

Maps display an integrated alarm/device status either to the right of a device or
AP image, or incorporated as part of a map marker (if you have Show Markers
selected from the map View menu). For example, the device below is down and
a critical alarm is triggered (shown as a device image and as a marker).

¥
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Alarm status automatically updates every 30 seconds. Change this status refresh
interval in the Extreme Management Center options (Administration > Options >
OneView > Map).

v (Red) Critical — There is a critical alarm and the device is down.

» (Orange) Error — There is a problem with limited implications on the device.

(Yellow) Warning — There is a condition that might lead to a problem on the
device.

(Blue) Info — There is an information-only alarm on the device.

(Green) Clear — There are no alarms and the device is up.

Hover over a device or AP to view a pop-up that displays the IP address for a
device or channels for an AP. Additionally, click the more link in the pop-up to

192 of 2202



Extreme Management Center Maps

access the DeviceView or additional information about the AP for a device or
AP, respectively.

Accessing Device Information
There are two ways to access additional device information from a map.
Device Reports

Launch device information reports from a right-click menu on a device or AP in a
map. The menu displays different options based on the device type. You must
be in Edit mode to see the Remove From Map option.

Device/AP Details

Right-click on a device in a map and select DeviceView or right-click on an AP in
a map and select AP Summary to open a DeviceView (like the example shown
below) or AP PortView window where you can see a device image and other
important device information.

Dathbosrd Devices Discoversd  Firvwsre  Archives  Reports  DeviceView -

O7.62.01.0004

Additionally, the DeviceView and AP PortView windows contain tabs with
additional information about the device or AP.

Link Information

Links are displayed on Topology maps. Each connection type is represented by
a different line style:
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o Basic links appear as thin green lines with no outlining.

e Shared links appear as basic links when the EAPS domain is not highlighted and
appear as thick green lines outlined by a black solid line when you highlight the

associated EAPS domain.

o Lag links also appear as thick green lines outlined by a black solid line, but are
thicker than shared links and display regardless of what you highlight.

S~

o Blocked links appear as a thin green line (similar to a Basic link) outlined by a
dashed black line with a red ball icon on the end of the link where the port is
blocked when you highlight the associated EAPS domain. Blocked links with both
ports blocked display a red ball icon on both ends of the link. Blocked links appear
as basic links when the EAPS domain is not highlighted.

2:23 - 349
D=

Double-clicking a connection opens the Link Details window from which you
can view additional details about the network connection and the devices it

links.

Link Details (ge.1.1 - ge.1.6)

Link 5tate Up
Link Speed Gigabit
Discovery Protocel LLDP

Endpoint 1: Endpoint 2:

00:11: 88596684
06.61.12.0005 01.00.53
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Network Details Section

The Network Details section is available in topology and geographic maps. It
contains up to five tabs, depending on the devices included in the map:
« Map tab — Displays information about the map
o Links tab — Displays information about the network connections between devices
o VLAN tab — Lists any virtual local area networks within the map
e MLAG tab — Lists devices configured in a multi-switch link aggregation group

e EAPS tab — Lists information about any devices configured with Extreme's Ethernet
Automatic Protection Switching feature

Map tab

The Map tab displays basic information about the map, including the name of
the map, the map type, and the background image, as well as the number of
devices, APs, and drawings on the map.

Network Details 3

Map Links VLAN

Map Name: 77 subnet
Map Type: Topology
Image: None
Devices: 20
Access Points:
Total Drawings:

Links tab

The Links tab displays the Link Summary table for maps with one or more
network connections, which contains detailed information about the network
connections between devices. Selecting one of the links in the table highlights
the link in the map.
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The top of the Links tab contains a search field, which allows you to find a
particular Link by entering specific criteria. Additionally, you can manually
browse links using the scroll bar and page navigation at the bottom of the
section.

Double-clicking a link opens the Link Details window.

The top of the window displays information about the link, while information
about the devices it connects are contained on two tabs, Endpoint 1and
Endpoint 2.

VLAN tab

The VLAN tab displays VLANSs configured as part of devices included in the
map. Columns in the VLAN tab provide additional information, including the
VLAN tag, the name of the VLAN, any protocol filters applied for devices on
which the VLAN is configured, and whether or not IP forwarding is enabled for
the VLAN.
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Selecting the checkbox associated with a VLAN highlights any devices to which
that VLAN is assigned by surrounding the device in a box with a color-coded
title bar containing the VLAN name.
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'Iaq 0.1 lag - lag.0.1 Iaq'
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Selecting multiple VLANSs assigned to the same device adds a new title bar to
the box that displays the VLAN name and associated color.

::orc—1 -t 0]

nhsakzorz1

'Iag L Iag‘.
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Additionally, from the VLAN tab, you can create a new VLAN and create a
VLAN protected by an EAPS domain via the New drop-down menu or edit the
ports, name, and devices associated with an existing VLAN via the Edit drop-
down menu. For more information, see How to Create and Edit VLANSs.
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MLAG tab

The MLAG tab provides a list of the MLAGs (ports combined as a common
logical connection on devices) included in the map. The list provides the MLAG's
status, ID, ISC VLAN tag, the names and addresses of the devices configured as
part of the MLAG, and the ports on those devices assigned as part of the MLAG.
Additionally, the Connected IP column displays the IP of the switch to which the
MLAG is connected.
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Selecting the checkbox associated with an MLAG highlights any devices
containing ports associated with the MLAG by surrounding the device in a box
with a color-coded title bar containing the MLAG ID.
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Selecting multiple MLAGs assigned to the same device adds a new title bar to
the box containing the VLAN name and associated color.

Cs2.x8708 Scusc...

Cs1.x870-48x use. |

EAPS tab

The EAPS tab displays a list of the EAPS domains, including their status, name,
the control VLAN name, and the IP addresses of the devices utilizing the EAPS
domain.
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Selecting the checkbox associated with an EAPS domain highlights any devices
containing ports associated with the EAPS domain by surrounding the device in
a box with a color-coded title bar containing the EAPS name.
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Selecting multiple EAPS domains assigned to the same device adds a new title
bar to the box containing the EAPS name and associated color.
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An icon next to the title bar indicates if the node is a master node, indicated by
an"M"icon & orif the node is a transit node, indicated by a"T" icon &.

The color of the ring icon indicates the status of the domain:
o Green & — Indicates all domains in which this device participates are fully
operational

e Yellow — Indicates one or more of the domains is not fully operational, butis in a
transitional state or an unknown state (as when the device is SNMP unreachable)

e Red & — Indicates one or more of the domains is not operational (the device's
master domain is in a failed state or a transit node is in a "links down" state)

o Grey — Indicates the EAPS domain is disabled
When selecting an EAPS domain, link information is also displayed. A single
green line means a link that is not shared, while a dashed line between devices

means the link is shared. A red dot icon on a shared link indicates the secondary
link is blocked.

2:23 - 3:49
Do s I

You can view additional details about the EAPS domain by right-clicking
an EAPS domain on the EAPS tab and selecting EAPS Details to open the
EAPS Detail view.
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The top of the EAPS Details view displays a summary of the EAPS domain,
identical to the information displayed in the EAPS tab. At the bottom of the
window are three sub-tabs, which display additional information:

o Devices — Displays information about the devices using the EAPS domain.

o Ports — Displays information about the shared ports associated with the
EAPS domain.

« Master VLAN Details — Displays details about the master VLAN associated with the
EAPS domain.
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evices Ports Links Master VLAN Details

Tag WLAN Name WLAN Type
15 wlan protected
16 wianc protected
41 CXICHE4-Data-4th protected
40 CXICHE4-LAN-Node protected
21 CXICHE4-\oip-4th protected
1004 EAPS-4th-Control control

Clicking the New EAPS Domain button opens the New EAPS Domain wizard,
which allows you to create a new EAPS domain. For additional information, see
How to Create a New EAPS Domain.

Performing a Search

You can search for a wireless client, an AP, a device, or a wired client on the
Search tab. From the tab, select Search Maps from the Search drop-down menu,
enter the MAC Address, IP Address, hostname, user name, AP serial number or
Extreme Access Control custom field information, and press Enter.

You can also search for specific wireless clients, access points, devices, and
wired clients from different locations in Extreme Management Center, outlined
below.

Finding a Wireless Client

From the Search Field on the Network Tab

You can locate a wireless client connected to an AP added to a map by selecting
a map or the map navigation tree and use the Search field on the Network tab.
To start a search for a wireless client, enter a MAC address, IP address,
hostname, or user name in the map Search field and press Enter .

The search uses RSS-based (Received Signal Strength) location services to
locate the wireless client and display the approximate location of the client on
the map. For more information, see Advanced Map Features.

The map opens with the AP centered on the map, with a circle showing the
possible area where the client is located. If that information is not available, a
square is drawn around the AP last associated with the client.
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From the Wireless Tab

In addition to using the Network tab Search, you can locate a wireless client from
the Wireless tab. Select a client in the Clients view, right-click and select Search
Maps. The map opens centered on the AP, with a circle showing the possible
area where the client is located. Mouse over the client icon to see a tooltip with
client information.

NOTE: Tooltip information is based on current data from the wireless domain unless the client icon
displays a clock in the center. In that case, the tooltip information is based on historic data from
the Wireless > Clients page.

Radius Distance Calculation

The following distance calculation defines the radius of the circle displayed
around the wireless client located on the map.

Path loss per meter in free space =
L1=20 *log (10) (f) - 28

where:

e [f]is the frequency in MHz
(Uses Source SNMP MIB dotlExtSmtCurrentChannel
or if that value is O, uses MIB dotl1ExtSmtCurChanSelectedByAP)

e [L1]is the path loss on distance of 1 meter

Radial distance for location =
d(RSS,n) =10 *(pTx - RSS - L1)/(10*n)

where:

e [Nn]is the coefficient for the environment

e [PTx]is the transmit power (dB)
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e [RSS]is the Received Signal Strength

e [d]is the distance in meters
Finding an Access Point

From the Wireless Tab

You can locate an AP from the Access Points table in the Wireless tab. Select an
AP in the table, right-click and select Search Maps. If a map contains the AP, the
mMap opens with the AP centered on the map.

From the Reports Page

You can locate an AP from the Wireless > APs Summary report on the Reports
tab. Select an AP in the table, right-click and select Search Maps. If a map
contains the AP, the map opens with the AP centered on the map.

Finding a Device

From the Network Page Search Field

Select a map or the map navigation tree, enter an IP address or hostname for the
device in the Network tab Search box and press Enter to start a search.

The search locates a device added to a map. The map centers on the device. The
screen shot below shows the results for a search on a specific IP address.

Devices EREENLLUE Site Site Summary FlexReports

Finding a Wired Client

From the Network Tab Search Field

Select a map or the map navigation tree, enter a MAC address, IP address,
hostname, or user name in the Network tab Search box and press Enter to start a
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search for a wired client.

The search locates a wired client if the client is Extreme Access Control
authenticated and is connected to a switch added to a map. The map centers on
the wired client.

From the Control Tab

You can also locate an Extreme Access Control authenticated wired client from
the Control > Extreme Access Control tab. Select an end-system in the End-
Systems view, right-click and select Search Maps. If the end-system is connected
to a switch added to a map, the map opens with the end-system centered on the
map.

Using Map Links

You can use map links to jump from one map to another. Map links display the
name of the map and an aggregated alarm/device status for the linked map.
Double-click on the link to go to the linked map. You must be in Edit mode to
add a link to a map.

For example, the following map link lets you jump to the Second Floor map. The
link is green, indicating that there are no devices with alarms on the Second
Floor map.

=1
Second Floor

The following map link lets you jump to the First Floor map. The link is red,
indicating that there is an alarm for a device on the First Floor map.

First Floor

Additionally, you can use map links to display Application data based on
Application Analytics network locations. For additional information, see
Advanced Map Features.

Related Information

For information on related topics:
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o How to Create and Edit Maps

o Advanced Map Features

o Sites
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The Extreme Management Center Maps feature lets you create maps of the
devices and wireless access points (APs) on your network. Begin by selecting a
background image to serve as a map, such as a building or floor plan, and then
position your managed devices and wireless APs on the map. For example, a
typical map might present an office floor plan that shows the location of wireless
access points.

For introductory information on maps in Extreme Management Center, see
Extreme Management Center Maps.

This Help topic provides the following information on creating and editing maps.

o Creating a New Map

e Importing a Map

o Adding Devices/APs from Extreme Management Center Devices and Wireless
o Add to a Specific Map

o Add to New Maps Based on Location

e Creating a Manual Link Between Devices
e Adding Map Links
o Setting the Map Scale

For information on creating custom floor plans, advanced location
(triangulation), and wireless coverage maps (available with the NMS-ADV
license), see Advanced Map Features.

In order to create or edit Maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read/Write Access capability.

Creating a Map
The instructions in this section describe how to create a new Device map.

1. Launch Extreme Management Center and click on the Network tab.
2. Open the Devices tab.

3. In the left-panel select Sites.
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4. Right-click a site or map and click Maps/Sites > Create Map.

NOTE: You cannot create a new map if you are currently editing another map.

5. Enter a name for the map and click OK.

A new map is added to the tree underneath the map you selected and the Maps
section of the window opens.

The new map is initially blank unless you create it from a device or AP by selecting
the device or AP, clicking the Menu icon (=) or right-clicking the device or AP and
selecting Maps > Create Map. To begin adding devices, APs and links to the map,
proceed to Step 7. Proceed to the following step to edit the map properties.

6. Click File > Properties to open the Map Properties window from which you can edit
the map criteria.

Map Properties 4

Map Name: Salem
Map Type: Topology h
Parent Map: World : Site

Pan/Zoom Control: | Enable Pan and Zoom o

a. In the Map Name field, change the name for the map, if necessary.

b. In the Map Type drop-down menu, select the type of map you are creating.

o Topology (default) - A topology map shows the state and speed of the
network connections between devices as well as the state of the devices
in the network.
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Double-clicking a connection opens the Link Details window
from which you can view additional details about the network
connection and the devices it links.
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Link Details (ge.1.1 - ge.1.6)

Link State Up
Link Speed Gigabit
Discovery Frotocal LLODP

Endpoint 1: Endpoint 2:

mn

00:11:88:59.68:84
06.61.12.0005 01.00.53

Close

e Topology - Background — Use a custom image to serve as the
background of your map. The Map feature supports images in the .png,
.gif, and .jpg format. The maximum image size is 3,000 x 2,000 pixels.
Images larger than this are automatically scaled down to the maximum
size allowed. To use an image larger than 3,000 x 2,000 pixels, open the
NSJBoss.properties file and edit the pixel value of the
oneView.maxImageSize=3000x2000 line.

CAUTION: Increasing the oneView.maxImageSize value may cause stability issues.

If you select this option, a Map Image field displays under the Map Type
field. In the Map Image field, use the drop-down menu to select an image
or click the @ button to open a window where you can select a local
image and upload it to the Extreme Management Center server.

CAUTION: If you upload a map image and an image with the same name already
exists, the existing image is replaced.
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e Floorplan — Use the Floorplan map to display coverage of wireless APs
within a building floorplan.
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If you select Floorplan, select the map Environment, which is the type of
environment where your network devices are physically located. If your
map includes wireless APs, the environment is used for RSS-based
(Received Signal Strength) location services to help determine the
radius of the circle displayed around an AP following a wireless client
search. The radius shows the possible area where the client is located.
For example, if you select open space environment, then the radius of
the circle is larger than if you select brick walls environment because the
AP's radio frequencies are not be obstructed by any walls, and the area
where a client might be located is larger. See Finding a Wireless Client
for more information.

o Open space — The wireless APs are located in an environment with
no walls or cubicles.
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o Office cubicles — The wireless APs are located in an environment
with cubicle offices present.

o Drywall — The wireless APs are located in an environment where
the office wall composition is drywall.

o Brick walls — The wireless APs are located in an environment
where there are brick walls present.

o Custom — For customers with a NMS-ADV license, use this option
to create custom floor plans. For more information, see Advanced

Map Features.

An additional Floor Plan option is available for users with the
Extremme Management Center NMS-ADV license. For information
on creating a custom floor plan design, see Designing a Floor
Plan.

A Map Image field is displayed under the Environment field. In
the Map Image field, use the drop-down menu to select an image
or click Add (@) to open a window where you can select a local
image and upload it to the Extreme Management Center server.

NOTE: If you upload a map image and an image with the same name already
exists, the existing image is replaced.

The Map feature supports images in the .ong, .gif, and jpg format. The
maximum image size is 3,000 x 2,000 pixels. Images larger than this are
automatically scaled down to the maximum size allowed. To use an
image larger than 3,000 x 2,000 pixels, open the
NSJBoss.properties file and edit the pixel value of the
oneView.maxImageSize=3000x2000 line.

CAUTION: Increasing the oneView.maxImageSize value may cause stability issues
and performance issues when generating a heatmap.

Geographic — Displays a global or regional map where network
locations are shown geographically.
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NOTE: The geographic map type is hosted by OpenStreetMap on an external
server. For users with security concerns or if access to third-party servers is
prohibited, use the topology map type.

w o>

Buta. regery o map rideracn prowded By Dien &

c. Use the s button to select the Parent Map, the map the new map is nested
under in the Maps navigation tree. Changing the map's parent saves the
current map properties and updates the map tree.

Select Parent Map: Frankfurt
Selecta map from the list below to add the selected map to.

Maps:
0K Cancel

d. Click Save.

e. Select the Pan/Zoom Control option. This option determines whether or not
the Pan and/or Zoom controls are available when viewing the map. (Pan and
Zoom are always available while editing a map.) This allows you to disable the
controls for fixed maps, like world or city maps. For example, if a person
viewing a map changes the location and zoom using these controls, those
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changes are saved and presented to the next person who views the map. This
might create confusion over what the map is designed to display.

%The Pan control allows you to move left/right and up/down in the map.

The Zoom control lets you zoom in and out of the map.

7. Add your devices, APs, or Links to the map you are currently editing by clicking File
> Add > Devices/APs/Map Link. This opens the Add window.

Select ane or more devices and click the "Add" button to
place them on the map
~~

Q L
Name P
Switch
test 1

Close

Use the Search icon to locate a specific device or AP in the Add Device or Add AP
windows, respectively, or select another Map to which to link from the drop-down
menu in the Add Link To Map window. Click the Add button to add the device, AP, or
link to your network map.

8. Once your devices and/or APs are located on your map, manually manipulate the
devices, APs, and links on the map, or organize them automatically by clicking View
> Automatic Layout. The Device Layout window opens. Select one of the following
layouts to automatically organize the devices, APs and links on your map:

o Natural — Organizes devices, APs, and links such that the fewest number of
network connections overlap.

o Hierarchical — Organizes devices, APs, and links in a tree pattern.
e Circular — Organizes devices, APs, and links in a circular pattern.

9. Click File > Save button to save the map.

NOTE: Map devices and APs do not show their current status until you save the map.
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10. The map is now available for viewing by selecting it in the navigation tree. To edit a
map, right-click on the map and select Maps > Edit Map or click the Edit button in
the Map Properties panel.

Importing a Map
You can also import a saved map by performing the following steps.

1. Launch Extreme Management Center and click on the Network tab.
2. Open the Devices tab.

3. Right-click a map in the left-panel Groups/Maps Navigation Tree and select Maps >
Import Map.
The Import Map window opens.

4. Navigate to the Map file on your local drive or network drive.
5. Configure your import options.

6. Click Import.

Adding Devices/APs from Extreme Management Center
Devices and Wireless

You can quickly add devices and APs to your maps directly from the Devices list
or from the navigation tree on the Extreme Management Center Network and
Wireless tabs. You can add them to a specific map, or create new maps based
on device or AP system location.

Add to a Specific Map

Use these steps to add devices or APs to a map you created. For example, use
these steps to search for all your S-Series devices on the Network tab and add
them to a map.

1. On the Network > Devices tab, select All Devices in the drop-down menu in the left-
panel.

2. Right-click on one or more devices and select Maps > Add to Map (as shown below).
On the Wireless tab, click on the Access Points report, right-click on one or more
APs, and select Add to Map.
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3. In the Add to Map window, use the drop-down menu to select the desired map. Click
OK to add the devices or APs to the map.

Map: | /World -

4. Open the Maps page and select the map to which you added the devices. Right-click
on the map and select Edit Map. You can now position the devices as desired.

5. Click the Save button to save the device to the map.

Add to New Maps Based on Location

Use these steps to add devices or APs to new maps based on well-named
system locations that reflect the desired map structure. For example, if your
devices are assigned system locations according to the following structure:
US/Boston/Third Floor/Closet One/Rack One/Shelf One, typically, a map would
be created to the Third Floor level, and then you manually position the devices in
the correct location on the map.

1. On the Network > Devices tab, right-click on one or more devices and select Maps >
Create Maps for Locations.
On the Wireless tab, click on the Access Points report, right-click on one or more
APs, and select Maps > Create Maps for Locations.

2. The Create Maps Based on Location window opens. The window contains a preview
panel displaying the number of maps and the map titles that result, based on the
system locations of your selected devices or APs.

For example, as shown in the following screen shot, you are adding 9 APs to a map.

This creates eight new maps based on the access points' system location structure:
NORA, Salem, Salem building, and Salem Warehouse and Shipping.
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Create Maps Based on Location
Ignore last | g Iocation elemants
Preview

APs: 17 selected, 17 added, 0 not addad

Maps Created: 4

- [World/NORA

- MWorld/NORAS Salem

= fwiorld/NORAY Salem/Salem building

- [Warld/NORA/Salem/ Salem Warshouse and Shipping
Receiving

Maps Changed: 0

L

If you want all the devices on one map, set the Location Option to ignore the last 1
location elements, which is the Salem building location. If you do that, then only two
maps are created: NORA and Salem.

Create Maps Based on Location
Ignode last 4 location elements

Preview
[ aps: 17 selected, 17 added, 0 not added

Maps Created: 2
= [Wodd NORA
= Miorid fRORA/ Salem

Maps Changed: O

3. Click OK to create the maps and add the APs.

4. Open the World Site navigation tree in the left-panel and locate the new maps.

Right-click on the map and select Maps > Edit Map. You can now position the APs as
desired.

5. Click the Save button to save the devices/APs to the map.

Creating a Manual Link Between Devices
You can manually create links between devices on a map.

1. Right-click one of the devices to which you are adding the link.

218 of 2202



How to Create and Edit Maps

2. Select Create Link.

The Create a Manual Link window displays.

3. Expand the device in the Name column of the From Port section of the window and
select the port to which the link connects.

4. Select the other device to which the link connects in the Select Device drop-down
menu.

5. Expand the device in the Name column of the To Port section of the window and
select the port to which the link connects.

6. Click OK to add the link to the map.

NOTES: The Link State for a manual link is derived from the Status of the ports to which it
connects.

Delete a manual link via the Link Details window by double-clicking the link in the map.

Adding Map Links

You can use map links to jump from one map to another. Map links display the
name of the map and an aggregated alarm/device status for the linked map.
Double-click on the link to go to the linked map.

For example, the following map link lets you jump to the Second Floor map. The
link is green, indicating there are no devices with alarms on the Second Floor
map.

=1
Second Floor

The following map link lets you jump to the First Floor map. The link is red,
indicating there is an alarm for a device on the First Floor map.

First Floor

Use the following steps to add a link to a map.

1. In the Maps navigation tree, right-click on the map from which you want to link and
select Maps > Edit Map or click File > Edit button in the map properties panel.
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2. The map's property panel opens in Edit mode. Click File > Add > Map Link.
3. The Add Link to Map window opens.

Add Link To Map x

Select a map from the drop down list to add a link
from the current map to the selected map

Map MWord =

Location

4. From the Map drop-down menu, select the map to which you want to link.

5. Enter information in Location about the location to which the link connects and
click OK.

6. The map link is added to the map and can be repositioned, if desired.

7. Click the Save button to save the map and close the properties panel.

Setting the Map Scale

The map scale appears in the lower left corner of a map and can be changed to
accurately reflect your map image.

Use the following steps to set the scale for a map.

1. In the Maps page's navigation tree, right-click on the map and select Maps > Edit
Map or click the File > Edit button in the map properties panel.

2. Click on the map scale in the map's footer panel to open the Set Map Scale window.
(Users with the Extreme Management Center NMS-ADV license can access the Set
Map Scale window from the Tools menu.)
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Set Map Scale

Click once cn the map to mark the start of the scaling
line. Move the cursor and click again to mark the end
of the scaling line. Note: Setting the map’s scale will
save the map and any current changes.

Starting [0,0
Position:

Ending Pesition: [0,0]

Pixel Length: 1.00

3. To set the scale, you must measure something in the map using a scaling line, and
then set the measurement for the line. For example, in an office floor plan measure a
scaling line on the opening of an office. If you know the office doors are 33 inches
wide, enter that as the scaling line measurement.

a. Click once on the map to mark the start of the scaling line. Move the cursor
and click again to mark the end of the scaling line.

b. Enter the line length and units.

4. Click Save. The map scale is automatically adjusted and the map is saved.

Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Add Devices and APs to Maps

Adding Devices/APs from Extreme Management Center
Devices and Wireless

Using the Extreme Management Center Maps feature, you can quickly add
devices and wireless access points (APs) to your maps directly from the Devices
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list or from the navigation tree on the Extreme Management Center Network and
Wireless tabs. You can add them to a specific map, or create new maps based
on device or AP system location.

In order to edit maps, you must be a member of an authorization group assigned
the OneView > Maps > Maps Read/Write Access capability.

Add to a Specific Map

Use these steps to add devices or APs to a map you created. For example, use
these steps to search for all your S-Series devices on the Network tab and add
them to a map.

1. On the Network > Devices tab, select All Devices in the drop-down menu in the left-
panel.

2. Right-click on one or more devices and select Maps > Add to Map (as shown below).
On the Wireless tab, click on the Access Points report, right-click on one or more
APs, and select Add to Map.

3. In the Add to Map window, use the drop-down menu to select the desired map. Click
OK to add the devices or APs to the map.

Map: MWorld -

4. Open the Maps page and select the map to which you added the devices. Right-click
on the map and select Edit Map. You can now position the devices as desired.

5. Click the Save button to save the device to the map.

Add to New Maps Based on Location

Use these steps to add devices or APs to new maps based on well-named
system locations that reflect the desired map structure. For example, if your
devices are assigned system locations according to the following structure:
US/Boston/Third Floor/Closet One/Rack One/Shelf One, typically, a map would
be created to the Third Floor level, and then you manually position the devices in
the correct location on the map.
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1. On the Network > Devices tab, right-click on one or more devices and select Maps >
Create Maps for Locations.
On the Wireless tab, click on the Access Points report, right-click on one or more
APs, and select Maps > Create Maps for Locations.

2. The Create Maps Based on Location window opens. The window contains a preview
panel displaying the number of maps and the map titles that result, based on the
system locations of your selected devices or APs.

For example, as shown in the following screen shot, you are adding 9 APs to a map.
This creates eight new maps based on the access points' system location structure:
NORA, Salem, Salem building, and Salem Warehouse and Shipping.

Create Maps Based on Location
Ignore last | g location elements
Preview

APs: 17 selected, 17 added, 0 not addad
Maps Created: 4

= [World/NORA

- [World /NORA/Salem

- MWiorld/NORAS Salem/Salem building

- Pwvorld/NORAS Salem Salem Warehouse and Shipping
Receiving

Maps Changed: 0

L

If you want all the devices on one map, set the Location Option to ignore the last 1
location elements, which is the Salem building location. If you do that, then only two
maps are created: NORA and Salem.

_reate Maps Based on Location
ipnore last q Ipcation elements
Preview

[4ps: 17 selectsd, 17 added, 0 not added

Maps Created: 2
= fWiord/NORA
= Miorid fRORA/ Salem

Maps Changed: O

3. Click OK to create the maps and add the APs.
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4. Open the World Site navigation tree in the left-panel and locate the new maps.

5. Right-click on the map and select Maps > Edit Map. You can now position the APs as
desired.

6. Click the Save button to save the devices/APs to the map.

Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Create Maps Using the

The Extreme Management Center Maps feature lets you create maps of the
devices and wireless access points (APs) on your network. Begin by selecting a
background image to serve as a map, such as a building or floor plan, and then
position your managed devices and wireless APs on the map. For example, a
typical map might present an office floor plan that shows the location of wireless
access points.

In order to create maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read/Write Access capability.

Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Creating a Map
To create a new Device map:

1. In the left-panel Groups/Maps navigation tree, right-click on the World Site (or any
other map in the tree) and select Maps > Create Map.
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NOTE: You cannot create a new map if you are currently editing another map.

The Create Map window, shown below, opens.

. Enter a name for the map and click OK.

Create Map

Map Name: |

Cancel

A new map is added to the tree underneath the map you selected and the Maps
section of the window opens.

The new map is initially blank unless you create it from a device or AP by selecting
the device or AP, clicking the Menu icon (=) or right-clicking the device or AP and
selecting Maps > Create Map. To begin adding devices, APs and links to the map,
proceed to Step 4.

. Click File > Properties to open the Map Properties window from which you can edit
the map criteria.

Map Properties 4

Map Name: Salem
Map Type: Topology e
Parent Map: World : Site

Pan/Zoom Control: | Enable Pan and Zoom ot

a. In the Map Name field, change the name for the map, if necessary.

b. In the Map Type drop-down menu, select the type of map you are creating:

o Topology (default) - A topology map shows the state and speed of the
network connections between devices as well as the state of the devices
in the network.
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Double-clicking a connection opens the Link Details window
from which you can view additional details about the network
connection and the devices it links.
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Link Details (ge.1.1 - ge.1.6)

Link State Up
Link Speed Gigabit
Discovery Frotocal LLODP

Endpoint 1: Endpoint 2:

00:11:88:59.68:84
06.61.12.0005 01.00.53

Close

e Topology - Background — Use a custom image to serve as the
background of your map. The Map feature supports images in .png, .gif,
and .jpg formats. The maximum image size is 3,000 x 2,000 pixels.
Images larger than this are automatically scaled down to the maximum

size allowed.

If you select this option, a Map Image field displays under the Map Type
field. In the Map Image field, use the drop-down menu to select an image
or click the @ button to open a window where you can select a local
image and upload it to the Extreme Management Center server.

CAUTION: If you upload a map image and an image with the same name already
exists, the existing image is replaced.
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e Floorplan — Use the Floorplan map to display coverage of wireless APs
within a building floorplan.

View
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If you select Floorplan, select the map Environment, which is the type of
environment where your network devices are physically located.

If your map includes wireless APs, the environment is used for RSS-
based (Received Signal Strength) location services to help determine the
radius of the circle displayed around an AP following a wireless client
search. The radius shows the possible area where the client is located.
For example, if you select open space environment, then the radius of
the circle is larger than if you select brick walls environment because the
AP's radio frequencies are not being obstructed by any walls, and the
area where a client might be located is larger.

o Open space — The wireless APs are located in an environment with
no walls or cubicles.
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o Office cubicles — The wireless APs are located in an environment
with cubicle offices present.

o Drywall — The wireless APs are located in an environment where
the office wall composition is drywall.

o Brick walls — The wireless APs are located in an environment
where there are brick walls present.

o Custom — For customers with a NMS-ADV license, use this option
to create custom floorplans.

An additional Floor Plan option is available for users with the
Extremme Management Center NMS-ADV license.

A Map Image field is displayed under the Environment field. In
the Map Image field, use the drop-down menu to select an image
or click Add (@) to open a window where you can select a local
image and upload it to the Extreme Management Center server.

NOTE: If you upload a map image and an image with the same name already
exists, the existing image is replaced.

Geographic — Displays a global or regional map where network
locations are shown geographically.

NOTE: The geographic map type is hosted by OpenStreetMap on an external
server. For users with security concerns or if access to third-party servers is
prohibited, use the topology map type.
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c. Use the s button to select the Parent Map, the map the new map is nested

under in the Maps navigation tree. Changing the map's parent saves the
current map properties and updates the map tree.

Select Parent Map: Frankfurt

Select a map from the list below to add the selected map to.

Maps:
0K Cancel

d. Click Save.

e. Select the Pan/Zoom Control option. This option determines whether or not
the Pan and/or Zoom controls are available when viewing the map. (Pan and
Zoom are always available while editing a map.) This allows you to disable the
controls for fixed maps, like world or city maps. For example, if a person
viewing a map changes the location and zoom using these controls, those
changes are saved and presented to the next person who views the map. This
might create confusion over what the map is designed to display.
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%The Pan control allows you to move left/right and up/down in the map.

o The Zoom control lets you zoom in and out of the map.

4. Add your devices, APs, or Links to the map you are currently editing by clicking File
> Add > Devices/APs/Map Link. This opens the Add window.

Select ane or more devices and click the "Add" button o
place them on the map
~

q L
Name 1P
Switch
test 1

Close

Use the Search icon to locate a specific device or AP in the Add Device or Add AP
windows, respectively, or select another Map to which to link from the drop-down
menu in the Add Link To Map window. Click the Add button to add the device, AP, or
link to your network map.

5. Once your devices and/or APs are located on your map, manually manipulate the
devices, APs, and links on the map, or organize them automatically by clicking View
> Automatic Layout. The Device Layout window opens. Select one of the following
layouts to automatically organize the devices, APs and links on your map:

o Natural — Organizes devices, APs, and links such that the fewest number of
network connections overlap.

o Hierarchical — Organizes devices, APs, and links in a tree pattern.
o Circular — Organizes devices, APs, and links in a circular pattern.

6. Click File > Save button to save the map.

NOTE: Map devices and APs do not show their current status until you save the map.

7. The map is now available for viewing by selecting it in the navigation tree. To edit a
map, right-click on the map and select Maps > Edit Map or click the Edit button in
the Map Properties panel.
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Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Edit Maps

The Extreme Management Center Maps feature lets you edit newly created maps
of the devices and wireless access points (APs) on your network.

In order to edit maps, you must be a member of an authorization group assigned
the OneView > Maps > Maps Read/Write Access capability.

Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Editing a Map
To edit a new Device map properties:

1. Select a new map from the left-panel. The new map is initially blank unless you
create it from a device or AP by selecting the device or AP, clicking the Menu icon (
=) or right-clicking the device or AP and selecting Maps > Create Map.

2. Click File > Properties to open the Map Properties window from which you can edit
the map criteria.
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Map Properties x

Map Name: Salem
Map Type: Topology h
Parent Map: World : Site i

Pan/Zoom Control: | Enable Pan and Zoom =

a. In the Map Name field, change the name for the map, if necessary.

b. In the Map Type drop-down menu, select the type of map you are creating.

e Topology (default) - A topology map shows the state and speed of the
network connections between devices as well as the state of the devices
in the network.
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Double-clicking a connection opens the Link Details window
from which you can view additional details about the network
connection and the devices it links.

Link Details (ge.1.1 - ge.1.6)

Link State Up
Link Speed Gigabit
Discovery Protocel LLDP

Endpoint 1: Endpoint 2:

00 11:88:59:66:84
06.61.12.0005 01.00.53

Close

o Topology - Background — Use a custom image to serve as the
background of your map. The Map feature supports images in the .png,
.gif, and jpg format. The maximum image size is 3,000 x 2,000 pixels.
Images larger than this are automatically scaled down to the maximum
size allowed.

If you select this option, a Map Image field displays under the Map Type
field. In the Map Image field, use the drop-down menu to select an image
or click the @ button to open a window where you can select a local
image and upload it to the Extreme Management Center server.

CAUTION: If you upload a map image and an image with the same name already
exists, the existing image is replaced.
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e Floorplan — Use the Floorplan map to display coverage of wireless APs
within a building floorplan.
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If you select Floorplan, select the map Environment, which is the type of
environment where your network devices are physically located.

If your map includes wireless APs, the environment is used for RSS-
based (Received Signal Strength) location services to help determine the
radius of the circle displayed around an AP following a wireless client
search. The radius shows the possible area where the client is located.
For example, if you select open space environment, then the radius of
the circle is larger than if you select brick walls environment because the
AP's radio frequencies are not be obstructed by any walls, and the area
where a client might be located is larger.

o Open space — The wireless APs are located in an environment with
no walls or cubicles.
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o Office cubicles — The wireless APs are located in an environment
with cubicle offices present.

o Drywall — The wireless APs are located in an environment where
the office wall composition is drywall.

o Brick walls — The wireless APs are located in an environment
where there are brick walls present.

o Custom — For customers with a NMS-ADV license, use this option
to create custom floorplans.

An additional Floor Plan option is available for users with the
Extremme Management Center NMS-ADV license.

A Map Image field is displayed under the Environment field. In
the Map Image field, use the drop-down menu to select an image
or click Add (@) to open a window where you can select a local
image and upload it to the Extreme Management Center server.

NOTE: If you upload a map image and an image with the same name already
exists, the existing image is replaced.

Geographic — Displays a global or regional map where network
locations are shown geographically.

NOTE: The geographic map type is hosted by OpenStreetMap on an external
server. For users with security concerns or if access to third-party servers is
prohibited, use the topology map type.
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Cuts. magerr so0 g nitevaten proweed by Deee &

c. Use the s button to select the Parent Map, the map the new map is nested

under in the Maps navigation tree. Changing the map's parent saves the
current map properties and updates the map tree.

Select Parent Map: Frankfurt

Select a map from the list below to add the selected map to.

Maps:
0K Cancel

d. Click Save.

e. Select the Pan/Zoom Control option. This option determines whether or not
the Pan and/or Zoom controls are available when viewing the map. (Pan and
Zoom are always available while editing a map.) This allows you to disable the
controls for fixed maps, like world or city maps. For example, if a person
viewing a map changes the location and zoom using these controls, those
changes are saved and presented to the next person who views the map. This
might create confusion over what the map is designed to display.
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%The Pan control allows you to move left/right and up/down in the map.

o The Zoom control lets you zoom in and out of the map.

Adding Devices, APs and Links to a Map

1. Click File > Add > Devices/APs/Map Link to add your devices, APs, or Links to the
map you are currently editing. This opens the Add window.

Select ane or more devices and click the "Add" button o
place them on the map
~
q L
Name 1P
Switch
test 1
Close

2. Use the Search icon to locate a specific device or AP in the Add Device or Add AP
windows, respectively, or select another Map to which to link from the drop-down
menu in the Add Link To Map window. Click the Add button to add the device, AP, or
link to your network map.

3. Once your devices and/or APs are located on your map, manually manipulate the
devices, APs, and links on the map, or organize them automatically by clicking View
> Automatic Layout. The Device Layout window opens. Select one of the following
layouts to automatically organize the devices, APs and links on your map:

o Natural — Organizes devices, APs, and links such that the fewest number of
network connections overlap.

o Hierarchical — Organizes devices, APs, and links in a tree pattern.
o Circular — Organizes devices, APs, and links in a circular pattern.

4. Click File > Save button to save the map.

NOTE: Map devices and APs do not show their current status until you save
the map.
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5. The map is now available for viewing by selecting it in the navigation tree. To edit a
map, right-click on the map and select Maps > Edit Map or click the Edit button in
the Map Properties panel.

Related Information

o Extreme Management Center Maps

e Types of Maps

o Navigate Map Tab

o Network Details Overview
e EAPS Summary Tab

e Link Summary Tab

e VLAN Summary Tab

e MLAG Summary Tab

e VPLS Summary Tab

o Search Maps

o Create Maps
e Add Devices or APs to Maps

o Add Links Between Devices and Maps

o Import Maps

o Export Maps
o Set Map Scale

o« Advanced Map Overview

Design Map Floorplans

Display Map Application Data

o Locate Wireless Clients

o View Wireless Coverage
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Advanced Map Features Overview

The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floor plans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADYV license) include custom floor plan design, triangulated wireless client
location, and wireless coverage maps to identify coverage trouble spots for your
wireless network.

Overview

Extreme Management Center advanced Map features provide the following
enhanced functionality:

« Detailed Floor Plans — Advanced map functionality lets you create detailed floor
plans for both your wired and wireless networks. Using floor plans provides greater
accuracy in calculations of wireless client location and displays wireless device
coverage. You can upload and modify existing floor plans or create new floor plans
from scratch. Use the Map drawing tools and menus to specify wall types, material,
and thickness and then configure AP locations, type, and orientation.

o Wireless Location — Advanced location (triangulation) enhances client location
results, improving visibility when investigating wireless trouble spots. Colored
distribution displays high, medium, and low confidence locations, with the client
icon displayed in the highest confidence location. Using floor plan data, a single
client's location is triangulated based on the client's contact with multiple access
points in the covered area. The floor plan wall type information helps determine the
degradation of signal strength that occurs as a wireless radio signal passes through
the walls. This helps define the probable distance of a client from a given access
point. You need at least three access points to report triangulated location. You can
also view time-lapse location coverage for a client, using historic triangulated
location results.

o Wireless Coverage — This feature provide a graphical view of wireless coverage,
allowing quick identification of possible coverage trouble spots. Wireless coverage
is displayed using different colors to indicate radio signal strength based on the
distance from access points included on the map. Coverage is determined by
computing the approximate radio signal strength at fixed distances from access
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points, with floor plan and wall information used to provide accuracy in the signal
strength computation.

o Import and Export Maps — The map import function gives you the ability to import
Ekahau maps into floor plan maps. This function also lets you export floor plan maps
to a ZIP file.

« Show Application Data in Maps — Use map links tied to Application Analytics
network locations to display network application flow data in a map.

Prerequisites

Review the following prerequisites for using the Extreme Management Center
advanced Map features:

o TO access the advanced Map features, the Extreme Management Center server must
be running version 6.2 with an Extreme Management Center (NetSight) Advanced
license (NMS-ADV).

e In order to create or edit Maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read/Write Access capability.

The following requirements pertain to wireless location and coverage features:

e The ExtremeWireless Controller must be a model C25 or better, running firmware
version 8.31 or higher.

e The Location Engine on the wireless controller must be enabled. (For information on
how to enable the Location Engine, refer to the Extreme Networks Wireless
Convergence Software User Guide.)

e« The Access Points must be model 37xx, 38xx, or 39xx.

Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features
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The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floorplans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADV license) include custom floorplan design, triangulated wireless client
location, and wireless coverage maps to identify coverage trouble spots for your
wireless network.

This Help topic provides the following information:

o Overview of Advanced Map Features

o Prerequisites
e Designing a Floorplan

e Drawing Tools

o Configure Area Window

o Style Menu
o Wireless Client Location

e Time-Lapse Location

o Wireless Coverage

e Import and Export Maps

e Importing Maps

o Exporting Maps

« Show Application Data

e Adding a Map Link with Location

o Wireless Map Limits

For information on viewing and searching maps, see View and Search Maps.

Overview

Extreme Management Center advanced Map features provide the following
enhanced functionality:
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« Detailed Floorplans — Advanced map functionality lets you create detailed
floorplans for both your wired and wireless networks. Using floorplans provides
greater accuracy in calculations of wireless client location and displays wireless
device coverage. You can upload and modify existing floorplans or create new
floorplans from scratch. Use the Map drawing tools and menus to specify wall types,
material, and thickness and then configure AP locations, type, and orientation.

o Wireless Location — Advanced location (triangulation) enhances client location
results, improving visibility when investigating wireless trouble spots. Colored
distribution displays high, medium, and low confidence locations, with the client
icon displayed in the highest confidence location. Using floorplan data, a single
client's location is triangulated based on the client's contact with multiple access
points in the covered area. The floorplan wall type information helps determine the
degradation of signal strength that occurs as a wireless radio signal passes through
the walls. This helps define the probable distance of a client from a given access
point. You need at least three access points to report triangulated location. You can
also view time-lapse location coverage for a client, using historic triangulated
location results.

o Wireless Coverage — This feature provide a graphical view of wireless coverage,
allowing quick identification of possible coverage trouble spots. Wireless coverage
is displayed using different colors to indicate radio signal strength based on the
distance from access points included on the map. Coverage is determined by
computing the approximate radio signal strength at fixed distances from access
points, with floorplan and wall information used to provide accuracy in the signal
strength computation.

« Import and Export Maps — The map import function gives you the ability to import
Ekahau maps into floorplan maps. This function also lets you export floorplan maps
to a ZIP file.

o Show Application Data in Maps — Use map links tied to Application Analytics
network locations to display network application flow data in a map.

Prerequisites

Review the following prerequisites for using the Extreme Management Center
advanced Map features:

e TO access the advanced Map features, the Extreme Management Center server must
be running version 6.2 with an Extreme Management Center (NetSight) Advanced
license (NMS-ADV).
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e In order to create or edit Maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read/Write Access capability.

The following requirements pertain to wireless location and coverage features:

o The ExtremeWireless Controller must be a model C25 or better, running firmware
version 8.31 or higher.

o The Location Engine on the wireless controller must be enabled. (For information on
how to enable the Location Engine, refer to the Extreme Networks Wireless
Convergence Software User Guide.)

e The Access Points must be model 37xx, 38xx, or 39xx.

Designing a Floorplan

You can design and enhance floorplans of your wired and wireless network
environment by editing your maps using the drawing and style tools. These
editing tools allow you to create detailed visual representations of your network.
You can also use floorplans to provide greater accuracy in the calculation of AP
client location and in determining signal strength coverage for the wireless
devices on your network.

NOTE: You can only use an AP in one floorplan.

Managed wireless controllers are automatically synchronized to match map
floorplan data. If the floorplan data defined in Extreme Management Center
mMaps is not consistent with data on the controller, the controller is updated
accordingly.

NOTE: To prevent the automatic synchronization between Extreme Management Center maps and
controllers, go to the Administration > Diagnostics tab, access System > Map Server Details
from the left-panel and select the Do Not Upload Maps checkbox. Selecting this checkbox also
prevents manually triggered map changes from being uploaded to a controller.

In floorplan design, use the map drawing tools to draw walls (or other objects)
over an existing map image or on a blank canvas. The Style menu allows you to
specify wall thickness, color, and wall materials.

The wall information from the floorplan is used to help determine the
degradation of signal strength that occurs as a wireless radio signal passes
through the walls, and helps define the probable distance of a client from a
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given access point. Extreme Management Center uses the wall information to
provide accuracy in determining wireless device signal strength.

A floorplan can be created with or without a reference background image,
however it is much easier to use the drawing features with an existing image.
(The Map feature supports images in the .png, .gif, and .jog formats.) For
example, you can trace the outline of a floorplan image using the drawing tools
to provide the wall information used for wireless calculations. You can use the
Style and Wall menus to specify different wall material types, wall thickness, and
wall color to customize the appearance of the floorplan.

When editing a floorplan, use the View menu to select whether to view or hide
the background image, map cells, floorplan walls and drawings, devices and
APs, and interswitch connections. You can also set the background image
opacity.

The following steps provide a workflow for creating a floorplan showing the
exterior and interior walls of a building. By drawing the walls over an existing
floorplan image, you can add information that provide greater accuracy in
wireless calculations.

1. Create and configure a new map.
a. Launch Extreme Management Center and click on the Network > Devices tab.

b. In the left-panel Groups/Maps navigation tree, right-click on the World map
(or any other map that you want as the parent of the new map) and select
Maps > Create New Map.

Dashboard Devices Discovered Firmware Archives

= Maps - W

Groups [ Maps Filg = View -

o .lJ World - Sita

@& 4 Device

1= 1 View
L 1
e ) Configuration/Firmwane »
= |

Support »

MNetwork Details »

@ Eait Map

+| | Import Map

The Create New Map window opens.
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C.
d.

Enter a name for the Map.

Open the Map Properties window by clicking File > Properties.

Map Name New Map)
Map Type Floorplan -

mment Custom b

Word - Site

PanZoom Conirol:  Enable Pan and Zoom

Change the Map Type drop-down menu to Floorplan.

Set the Environment option to Custom. This allows you to draw walls over the
existing image.

Upload the floorplan image you want to use in the Map Image field. The Map
feature supports images in the .png, .gif, and jpg formats. The maximum image
size is 890 x 670 pixels. Images that are larger than this are automatically
scaled down to the maximum size allowed.

Set the AP Height property. This value is the distance from the floor to the AP
position on the wall or ceiling in meters. This is a single value used for all
access points. Setting a reasonable value helps with the accuracy of the
location feature. The default for this value is three meters, which is at the top
of a wall with a nine foot ceiling.

Click Save to save the map and display the image.

2. Set the map scale. It is important to set the scale before adding devices or walls,
since changing the scale later may cause the object positions to be realigned. Try to
make the scale as accurate as possible, as this affects triangulation accuracy.

a.
o.

Click File > Edit to open the map in edit mode.

Click on the map scale in the map's footer panel to open the Set Map Scale
window. (You can also access the Set Map Scale window from the Tools
menu.)
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Set Map Scale

Click once on the map to mark the start of the scaling
line. Move the curseor and click again to mark the end
of the scaling line. Note: Setting the map's scale will
save the map and any current changes.

Starting [0,0]
Position:

Ending Position: [0,0]

Pixel Length: 1.00

c. To setthe scale, you must measure something in the map using a scaling line,
and then set the measurement for the line. For example, in an office floorplan
you could measure a scaling line on the opening of an office. If you know that
the office doors are 33 inches wide, enter that as the scaling line measurement.

i. Click once on the map to mark the start of the scaling line. Move the
cursor and click again to mark the end of the scaling line.

ii. Enter the line length and units.
d. Click OK. The map scale is automatically adjusted and the map is saved.

3. Draw floorplan walls. Click the Edit button to open the map in edit mode. By default
you see a grid of cells displayed over the background image. (It can be turned off in
the View menu.) This grid can help with positioning walls and access points. Add
walls to the floorplan using the drawing tools accessed from the Tools menu (at the
upper left corner of the Map main view).

a. Define an exterior wall. The exterior wall is used to define the floorplan area
included in wireless client location and wireless coverage maps, and should be
drawn around the entire perimeter of the floorplan area, without any gaps.

b. Select the appropriate drawing tool from the Tools menu. Use the Style menu
to configure the wall color, thickness, and transparency. Select the wall
material using the Wall drop-down menu and select the checkbox to specify
that the wall is an exterior wall.
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Map - World/Salem RIS T U T2 Ly

Tool: .7 DrawLine =

Wall | Glasz = Exterior

. Draw the exterior wall using the selected drawing tool. You can double-click
or hit Escape to terminate the drawing.

. Use these same steps to draw the remaining walls on your floorplan. Be sure to
deselect the Exterior checkbox for the other walls.

You can trace over existing walls on the floorplan or add new walls, if
necessary. Focus on high attenuation walls like concrete or large sections of
glass. Itis not necessary to incorporate walls and structures that do not fully
divide the space, such as half-walls or cubicles.

Ensure that the wall positioning is as accurate as possible, and define the
proper material for each wall. Select a material that most closely represents
the actual wall construction if itis different than the available options. Keep
your colors consistent for the various wall types. The more accurately the map
reflects the true environment, the more precise the wireless location and
coverage results are in the map.

To remove a line or shape, click Select Items in the Tool menu, select the
shape, and press Delete, or right-click on the shape and select Remove from
Map from the menu. Use the Ctrl+Z key combination to restore deleted items
back to the map. Selecting Ctrl+Z multiple times undoes multiple deleted items
in the reverse order in which you deleted them.
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"% BRI A

e. While editing, use the View menu to select whether to view or hide the
background image, map cells, floorplan walls and drawings, devices and APs,
and interswitch connections. You can also select an automatic layout and set
the background image opacity.

File View - Tool: /7 DrawLine Style = Wall
v Show Background Image

Show Cells

el

+  Show Walls And Drawings
v Show Devices and APs

1

Show Interswitch Connections

4. Add your APs to the map. In Edit mode, a panel that lists equipment available to add
to the map is visible beneath the properties panel. The display is filtered on either
the currently discovered devices or the APs known to wireless controllers on your
network, depending on your selection (APs or Devices) in the panel title bar. You
can use the search field to locate a specific device or AP.

Drag the desired devices and APs onto the map area and position them to produce

your network map. Be sure the APs are in the correct location, so your location and
coverage maps are accurate. The center of the image is roughly the position of the
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AP. Be sure to place an AP on the correct side of a wall.
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5. Set AP orientation.

a. Right-click on an AP in the map and select Set AP Orientation.

AP Summary
AP Client History

Alarms

Real Capture

Refresh/Rediscover AP

Remove From Map

Set AP Orientation

Edit AP Serial Number

b. Click on the Vertical Orientation tab to set whether the AP is on the ceiling or

wal
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Vertical Drientation

Ceiling

c. If the AP is on a wall, the Horizontal Orientation tab appears and allows you to
select the approximate direction the AP is facing.

Horizont al Drient ation

Select the approximate
direction the AP is facing

o
1
~

i Lt

ancel

d. Click Save to close the window. TIP: You can view AP orientation information
by mousing over an AP. The AP orientation (if set) is displayed in the bottom
right corner of the main map view.

Qwver AP
Crientation: Wall facing east
6. Click Save to save the map. The floorplan is uploaded to the controllers that manage
the access points placed on the map. The map is now ready to display wireless
location and coverage information. See the sections on wireless location and
wireless coverage.

7. Select the desired map view mode. When viewing a map, use the View drop-down
menu to specify whether to:
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o Display markers instead of device images on your map

o Display cells on the map image to show the map's actual image area

o Display AP channel information (if available)

o Display walls and drawings

o Show application data for map links (if available)

o Set the map's background opacity

o Setthe minimum location confidence to filter location confidence colors in
triangulated location search results

Drawing Tools

The drawing tools allow you to add lines and shapes to your custom floorplans.
The following table includes descriptions of the various drawing tools accessed
from the Tool menu.

Drawing Tool |Definition
Select Items
Click on a line or shape to select it for dragging or modification. Use
W, the yellow drag handle to reposition the item; use the blue vertex to

modify the shape. Click anywhere on the map and drag to reposition
the map image.

Draw Area

Location areas allow you to set policies for clients based on their
location on a map. Position your cursor where you want to start
drawing an area location. Click once and draw the first line of the
polygon. Click at each corner of the area location.

To open the Configure Area window with the Draw Area tool active,
double-click the area line.

To open the Configure Area window and close the Draw Area tool,
right-click the area line.

Draw Polygon

Position your cursor where you want to start drawing the polygon
shape. Click once and draw the first line of the polygon. Click at each
corner of the polygon. Double-click to release the polygon line. When
you are finished drawing, right-click to release the draw polygon tool.
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Drawing Tool |Definition

Draw Rectangle

Position the cursor where you want the rectangle. Click and drag to
draw the rectangle. When you are finished drawing, right-click to
release the draw rectangle tool.

Add Text

Click the map to open the Enter Text window. When you are finished
o entering your text, click OK. Position the cursor where you want to
place the text and click to add the text to your map. Use the Style
menu to change the text appearance.

Draw Triangle

Position the cursor where you want the triangle. Click and drag to
draw the triangle. When you are finished drawing, right-click to
release the draw triangle tool.

Draw Line

Position your cursor where you want to start drawing the line. Click
once and draw the line. Click to change line direction. While drawing,
press the Delete key to delete the last vertex in the line. Double-click to
release the line. When you are finished drawing, right-click to release
the draw line tool.

Rotate Shape

= Click on the shape you want to rotate. Use the blue handle to rotate
the shape to the desired position. (You can also right-click on an
image and select Rotate Shape from the menu.)

Set Scale
Opens the Set Map Scale window from which you can determine the
scale of your map.

Configure Area Window

The Configure Area window, accessible from the Draw Area tool, allows you to
name and determine the depth of an area.

o Area Name — The name of the area you are creating.

o Depth — A unique identifier for the area used when two areas overlap. In the event a
clientis located in a location shared by two areas, the client displays in the area with
the higher Depth value.
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NOTE: The Depth must be a value of 10 or higher. Values of 1- 9 are reserved by the system.

Configure Area o

Area Name:

Area Depth:

Cancel Help...

Area locations allow you to define up to 16 specific areas per floor on your map
to determine whether a client position is inside or outside of each area.
Additionally, you can create areas located inside of other areas. A client can only
be located in one area at a time and based on the area in which the client is
located, you can apply different policies to the client. For example, a client
accessing the network from an area located in a classroom may be granted
different access than a client accessing the network in an area located in a
professor's office.

Style Menu

Use the Style menu to define the characteristics of the walls and other shapes
you add to your custom floorplans. Following are definitions of the Style menu
options.

Style Option Description

Font Color Specify the color of the text added to the map.
Font Size Specify the size of the text added to the map.

Line Thickness Specify the thickness of the shape border in pixels.
Line Color Specify the color used in shape borders.

Line Opacity Specify the opacity of the shape borders. This

allows you to shade the floorplan.

Shape Filled Select the checkbox to fill shapes with the
specified shape color.

Shape Color Select the color used to fill the shapes you create.

Shape Opacity Specify the opacity of the shape color.
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Wireless Client Location

The wireless location feature requires you enable the location engine on the
wireless controller. Once you add APs to your custom floorplan and save the
mMap, a copy of the floorplan is sent to each controller. The location engine
incorporates information defined in the floorplan data and signal information
from a client's contact with APs in order to calculate a client's precise location in
the covered area. Client information from within a short time frame must be
reported by at least three APs in order to determine a client’s triangulated
location.

To search for a wireless client, enter a MAC address, IP address, hostname, or
user name in the map Search box and press Enter. (The client must be
connected to an AP added to a map.)

The map containing the AP is displayed with an icon for the client. A colored
distribution of location confidence is shown on the map with black being
highest confidence, red medium confidence, and yellow lowest confidence. You
can use the Min. Location Confidence slider on the View menu to filter out lower
confidence colors. As you drag the slider, colors below the selected confidence
level are no longer displayed. If you set the slider to the right-most point, only
black is displayed.

Mouse over the client icon to see a tooltip with client information.

NOTE: The tooltip information is based on current data from the wireless domain unless the client icon
displays a clock in the center. In that case, the tooltip information is based on historic data from
the Wireless > Clients tab and the confidence colors are not displayed.

(B .
I 12260 %
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If the location result is based on only one AP, the map displays probabilities for
the location but with a few differences:

No clienticon is displayed.

The location confidence distribution area is larger and generally displayed in a
circular pattern.

The associated AP is highlighted.

The distance is shown beside the confidence legend at the foot of the map.

If there is insufficient data to provide triangulated results, the map displays the
AP in the center, with a circle showing the possible area where the client may be
located, based on the client's RSS (Received Signal Strength).

—

@
APSTI0FD7 Znter [40, €]

Time-Lapse Location

The wireless location feature provides the ability to view time-lapse location
coverage for a client, using historic triangulated location results. This allows you
to understand a wireless client’'s movement through the network and provides
for better network troubleshooting.

When a current triangulated location search result displays, a checkbox is
available in the upper right corner to enable time-lapse location.
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When the checkbox is selected, a set of controls appears to the left of the
checkbox, indicating the date of the displayed result. If there are historic events
available, the Rewind arrow is enabled and you can scroll through the history.
Note that for a historic location, the client icon displays a small clock inside it.

The Rewind and Fast-Forward arrows are disabled if there is no more history in
that direction. After viewing historic locations, if you fast forward to the current
location and it changed, the location updates.
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Wireless Coverage

After you finish your custom floorplan and saved the map, the map is ready to
display wireless coverage information. Select View > Wireless Coverage > Show
Coverage to show wireless coverage of the APs on the map and to enable the
wireless coverage options. Use the View > Wireless Coverage menu available at
the top of the map to select from the following coverage display options.

o Mode — Select from the different options for coverage display:

« Signal Strength— Use this mode to view AP signal strength. Set the Band,
Access Points, and Minimum RSS options.

« Channel Coverage — Use this mode to view channel coverage and AP health.
Set the Select Channel, Band, and Access Points options. This mode provides a
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graphical overview of channel allocation, helping to visualize radio
management issues or locate potential interference.

o Data Rate — This mode shows a coverage map indicating the expected
physical rate for all of the cells on the floor. Set the Minimum Physical Rate,
Band, and Access Points options. Use this mode to ensure proper wireless
performance throughout the network.

NOTE: Wireless coverage maps are divided into cells. Each cell displays a signal strength with
which it is associated, used to determine wireless coverage and the location probability
of auser.

o Location Readiness — Use this mode to view the expected quality of location
search results for each map cell, given the current placement of APs. Colors
denote readiness for each cell:

o Green — Good readiness. There are four or more APs with visibility of
the cell, with at least three of them within 20 meters.

o Yellow — Moderate readiness. There are three APs with visibility of the
cell, with at least two within 20 meters.

o Orange — Poor readiness. There are less than three APs with visibility of
the cell.

o Red — No triangulation. Only Cell of Origin location results are available
in this area.

o Select Channel — Used to select the channels to view for Channel Coverage mode. If
"All" is selected, each distinct channel is assigned a color as shown in the legend at
the foot of the map, and the color brightness varies to indicate coverage intensity.
Selecting a single channel shows a coverage map for that one channel’s signal
strength and displays a Channel Health window that shows the average and
maximum utilization and noise levels for each applicable AP.

o Utilization — The percentage of busy time for the channel during the last 100
seconds. A channel is busy either because of an interference with energy
above a threshold (-62dBm) or because of an active transmission of other
stations or APs. This is an indicator of the congestion and interference on the
channel.

o Noise — The noise floor measured by the AP on the 802.11 channel over the
last 30 seconds. Noise floor is measured during the quiet time, between the
valid transmission or reception of 802.11 frames.
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« Min. Physical Rate — Used for Data Rate mode to set the minimum physical rate to
display. A legend for the Physical Rate by color is visible at the bottom of the map.

o Band — Select the desired band (radio frequency).

o Access Points — Select which access points to include. These buttons allow you to
select or deselect all APs. This option also contains a checkbox that allows you to
use default values if a radio is off. When this checkbox is selected, you can view an
estimate of coverage using default values; otherwise, no coverage is shown.

e Minimum RSS — Used to set the minimum RSS to display (defaultis -80) for Signal
Strength mode. A legend for the RSS by color is visible at the bottom of the map.

Once these options are set, the map displays the selected coverage information.
The following map shows signal strength coverage.
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Import and Export Maps

This section describes the map import and export functions. The map import
function allows you to import Ekahau maps into Extremme Management Center
floorplan maps. The map export function exports floorplan maps to a ZIP file.

Importing Maps

The map import function gives you the ability to import Ekahau maps into
Extreme Management Center floorplan maps and gives you the ability to import
floorplan maps are previously exported from Extreme Management Center
Maps.

When Ekahau maps are exported, all the maps in the system are combined into a
single ZIP file. When the Ekahau ZIP file is imported into Extreme Management
Center, each Ekahau map is re-created into an individual map again.

When a map is imported, it is added as a child map of the World map. If the
Mmap's name is not unique, a number is appended to the end of the name. After
the map is imported it can be moved and renamed, if desired.

To import a map:

1. Launch Extreme Management Center and click on the Network > Devices tab.
2. In the left-panel, select Maps from the drop-down menu.

3. In the Groups/Maps navigation tree, right-click on the World map and select Maps >

Import Map.
4. The Import Map window opens. Use the Select File button to navigate to the map file
to import.
Import Map x
File: Select File
Import Optons

Move existing APs if used on other maps: [

Create Unknown APs if not found on v

senver
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5. Select the appropriate import options:

« Move existing APs if used on other maps — An AP can only be added to a

single map. If you select this option and import an AP that already exists on
another map, the AP is moved from the existing map to the imported map.

Create Unknown APs if not found on server — If an AP is being imported that
does not exist in Extreme Management Center, a placeholder AP is created.
Once the map is imported, you can edit the placeholder and map it to an
existing AP not currently in use on another map. To do this, right-click on the
placeholder and select Edit AP Serial Number.

6. Click Import.

7. The map is imported and positioned under the World map. It can be moved and
renamed, if desired.

8. All the walls in an Ekahau map are imported as internal walls. You need to manually
edit the exterior walls after the floorplan is imported.

a.
b.

C.

Select the map and click Edit to edit the map.

Click on the exterior wall and then select the Exterior checkbox. This
designates the wall as an exterior wall.

Tool: {Selectltems ~ Style = wall:  Brick v || Exterior

Click Save to save the map.

Exporting Maps

The map export function gives you the ability to export floorplan maps as a ZIP
or SVG file.

To export a map:

1. Launch Extreme Management Center and click on the Network tab.

2. In the left-panel Maps navigation tree, select the map you want to export.

3. The map opens in Edit mode. Click File > Export Map as ZIP or Export Map as SVG.

261 of 2202



Advanced Map Features

File = View w
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[ | cancel Edit
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Export Map as SV

o If you select Export Map as ZIP, the map is saved in a ZIP file in your browsers
default download location.

o If you select Export Map as SVG, the map opens in a new tab, allowing you to
save the map in the desired location.

NOTE: The Export Map as ZIP option is only available for Floorplan map types.

Show Application Data

You can display application data in maps by creating map links tied to
Application Analytics network locations. Application data for the location tied to
the link displays in the map.

When the Show Application Data checkbox in the View menu is selected, a pie
chart is generated for every map link on the current map. The application data in
the pie chartis based on the Location field specified for the link and
corresponds to a network location defined in the Application Analytics feature.
For more information on network locations, see the section on Network
Locations in the Application Analytics user guide.

The pie chart displays the top five application groups (by bytes transferred) for
the location specified for the map link. Rest the cursor over the pie chart to view
a tooltip. If there is no application data, nothing displays.
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View
Show Markers
Show Map Overview

Show Walls and Drawings

Show Application Data
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Adding a Map Link with Location

1. In the Maps navigation tree, right-click on the map you want to link from and select
Maps > Edit Map or click File > Edit in the map properties panel.

2. The map's property panel opens in Edit mode. Click File > Add > Map Link.

3. The Add Link to Map window opens.

Add Link To Map x

Select a map from the drop down list to add a link
from the current map to the selected map

Map MWorld -

Lot ation

o

4. From the drop-down list, select the map to which you want to link.

5. Enter a network location defined in Application Analytics and click OK

6. The map link is added to the map. You can reposition the map, if desired, or edit a
link by right-clicking on the link (in Edit mode) and selecting Edit Link from the

menu.

7. Click the Save button to save the map.

NOTE: You can edit amap link created before link locations were supported by right-clicking on the
link (in Edit mode) and selecting Edit Link from the menu. This allows you to specify a location

for alink without having to delete and re-add the link.
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Wireless Map Limits

The following sections provide information about limits for wireless client
location and wireless coverage maps.

Active Client Tracking

The number of active clients the location engine on the wireless controller can
track simultaneously depends on the wireless controller model. Refer to your
wireless controller documentation for information.

Maximum Number of Maps

A wireless controller on which version 10.01.01 or higher is installed can store a
maximum of 200 maps. Wireless controllers running a version lower than 10 can
store a maximum of 100 maps.

Maximum Number of APs per floorplan

A single floorplan allows a maximum of 2,000 APs when version 10.01.01is
installed on the wireless controller. A floorplan with a wireless controller on
which a version lower than 10 is installed allows 100 APs.

Related Information

o Extreme Management Center Maps Overview

o« How to Create and Edit Maps

How to Design Floorplans

The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floorplans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADYV license) allow you to design and enhance custom floorplans of your wired
and wireless network environment using drawing tools and the style menu.
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Designing a Floorplan

Using the drawing and style tools, you can create detailed visual representations
of your network. You can also use floorplans to provide greater accuracy in the
calculation of AP client location and in determining signal strength coverage for
the wireless devices on your network.

NOTE: You can only use an AP in one floorplan.

Managed wireless controllers are automatically synchronized to match map
floorplan data. If the floorplan data defined in Extreme Management Center
Maps is not consistent with data on the controller, the controller is updated
accordingly.

NOTE: To prevent the automatic synchronization between Extreme Management Center maps and
controllers, go to the Administration > Diagnostics tab, access System > Map Server Details
from the left-panel and select the Do Not Upload Maps checkbox. Selecting this checkbox also
prevents manually triggered map changes from being uploaded to a controller.

In floorplan design, use the map drawing tools to draw walls (or other objects)
over an existing map image or on a blank canvas. The Style menu allows you to
specify wall thickness, color, and wall materials.

The wall information from the floorplan is used to help determine the
degradation of signal strength that occurs as a wireless radio signal passes
through the walls, and helps define the probable distance of a client from a
given access point. Extreme Management Center uses the wall information to
provide accuracy in determining wireless device signal strength.

A floorplan can be created with or without a reference background image;
however it is much easier to use the drawing features with an existing image.
(The Map feature supports images in .png, .gif, and .jpg formats.) For example,
you can trace the outline of a floorplan image using the drawing tools to provide
the wall information used for wireless calculations. You can use the Style and
Wall menus to specify different wall material types, wall thicknesses, and wall
colors to customize the appearance of the floorplan.

When editing a floorplan, use the View menu to select whether to view or hide
the background image, map cells, floorplan walls and drawings, devices and
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APs, and interswitch connections. You can also set the background image
opacity.

The following steps provide a workflow for creating a floorplan showing the
exterior and interior walls of a building. By drawing the walls over an existing
floorplan image, you can add information that provides greater accuracy in
wireless calculations.

1. Create and configure a new map.
a. Launch Extreme Management Center and click on the Network > Devices tab.

b. In the left-panel Groups/Maps navigation tree, right-click on the World map
(or any other map that you want as the parent of the new map) and select
Maps > Create New Map.

Dashboard Devices Discovered Firmware Archives

= Maps - Devices WICUCN Site  Sitd

Groups [ Maps Filg View
o .IJ World - Sita
: \: i Device
1= 1 View
L 1
e ) Configuration/Firmwane »
= |
| Support »
Network Details »
@ Eait Map
»| | Import Map

The Create New Map window opens.

c. Enter a name for the Map.
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d.

Open the Map Properties window by clicking File > Properties.

Map Mame v Mg
Map Type Floorplan -

ronment Custom N

World : Site

Pan/Zoom Control:  Enable Pan and Zoom

Change the Map Type drop-down menu to Floorplan.

Set the Environment option to Custom. This allows you to draw walls over the
existing image.

Upload the floorplan image you want to use in the Map Image field. The Map
feature supports images in the .png, .gif, and jpg formats. The maximum image
size is 890 x 670 pixels. Images that are larger than this are automatically
scaled down to the maximum size allowed.

Set the AP Height property. This value is the distance from the floor to the AP
position on the wall or ceiling in meters. This is a single value used for all
access points. Setting a reasonable value helps with the accuracy of the
location feature. The default for this value is three meters, which is at the top
of a wall with a nine foot ceiling.

Click Save to save the map and display the image.

2. Set the map scale. It is important to set the scale before adding devices or walls,
since changing the scale later may cause the object positions to be realigned. Try to
make the scale as accurate as possible, as this affects triangulation accuracy.

a.
b.

Click File > Edit to open the map in edit mode.

Click on the map scale in the map's footer panel to open the Set Map Scale
window. (You can also access the Set Map Scale window from the Tools
menu.)
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Set Map Scale

Click once on the map to mark the start of the scaling
line. Move the cursor and click again to mark the end
of the scaling line. Note: Setting the map’s scale will
save the map and any current changes.

Starting [0,0
Position:

Ending Pesition: [0,0]

Pixel Length: 1.00

c. To setthe scale, you must measure something in the map using a scaling line,
and then set the measurement for the line. For example, in an office floorplan
you could measure a scaling line on the opening of an office. If you know that
the office doors are 33 inches wide, enter that as the scaling line measurement.

i. Click once on the map to mark the start of the scaling line. Move the
cursor and click again to mark the end of the scaling line.

ii. Enter the line length and units.
d. Click OK. The map scale is automatically adjusted and the map is saved.

3. Draw floorplan walls. Click the Edit button to open the map in edit mode. By default
you see a grid of cells displayed over the background image. (It can be turned off in
the View menu.) This grid can help with positioning walls and access points. Add
walls to the floorplan using the drawing tools accessed from the Tools menu (at the
upper left corner of the Map main view).

a. Define an exterior wall. The exterior wall is used to define the floorplan area
included in wireless client location and wireless coverage maps, and should be
drawn around the entire perimeter of the floorplan area, without any gaps.

b. Select the appropriate drawing tool from the Tools menu. Use the Style menu
to configure the wall color, thickness, and transparency. Select the wall
material using the Wall drop-down menu and select the checkbox to specify
that the wall is an exterior wall.
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Map - World/Salem RIS T U T2 Ly

Tool: .7 DrawLine =

Wall | Glasz = Exterior

. Draw the exterior wall using the selected drawing tool. You can double-click
or hit Escape to terminate the drawing.

. Use these same steps to draw the remaining walls on your floorplan. Be sure to
deselect the Exterior checkbox for the other walls.

You can trace over existing walls on the floorplan or add new walls, if
necessary. Focus on high attenuation walls like concrete or large sections of
glass. Itis not necessary to incorporate walls and structures that do not fully
divide the space, such as half-walls or cubicles.

Ensure that the wall positioning is as accurate as possible, and define the
proper material for each wall. Select a material that most closely represents
the actual wall construction if itis different than the available options. Keep
your colors consistent for the various wall types. The more accurately the map
reflects the true environment, the more precise the wireless location and
coverage results are in the map.

To remove a line or shape, click Select Items in the Tool menu, select the
shape, and press Delete, or right-click on the shape and select Remove from
Map from the menu. Use the Ctrl+Z key combination to restore deleted items
back to the map. Selecting Ctrl+Z multiple times undoes multiple deleted items
in the reverse order in which you deleted them.

269 of 2202



How to Design Floorplans

"% BRI A

e. While editing, use the View menu to select whether to view or hide the
background image, map cells, floorplan walls and drawings, devices and APs,
and interswitch connections. You can also select an automatic layout and set
the background image opacity.

File View - Tool: /7 DrawLine Style = Wall
v Show Background Image

Show Cells

el

+  Show Walls And Drawings
v Show Devices and APs

1

Show Interswitch Connections

4. Add your APs to the map. In Edit mode, a panel that lists equipment available to add
to the map is visible beneath the properties panel. The display is filtered on either
the currently discovered devices or the APs known to wireless controllers on your
network, depending on your selection (APs or Devices) in the panel title bar. You
can use the search field to locate a specific device or AP.

Drag the desired devices and APs onto the map area and position them to produce

your network map. Be sure the APs are in the correct location, so your location and
coverage maps are accurate. The center of the image is roughly the position of the
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AP. Be sure to place an AP on the correct side of a wall.
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5. Set AP orientation.

a. Right-click on an AP in the map and select Set AP Orientation.

AP Summary
AP Client History

Alarms

Real Capture

Refresh/Rediscover AP

Remove From Map

Set AP Orientation

Edit AP Serial Number

b. Click on the Vertical Orientation tab to set whether the AP is on the ceiling or

wal
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Vertical Drientation

Ceiling

c. If the AP is on a wall, the Horizontal Orientation tab appears and allows you to
select the approximate direction the AP is facing.

Horizont al Drient ation

Select the approximate
direction the AP is facing

o
1
~

i Lt

ancel

d. Click Save to close the window. TIP: You can view AP orientation information
by mousing over an AP. The AP orientation (if set) is displayed in the bottom
right corner of the main map view.

Cver AP
Onentation: Wall facing east

6. Click Save to save the map. The floorplan is uploaded to the controllers that manage
the access points placed on the map. The map is now ready to display wireless
location and wireless coverage information.

7. Select the desired map view mode. When viewing a map, use the View drop-down
menu to specify whether to:
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o Display markers instead of device images on your map

o Display cells on the map image to show the map's actual image area

o Display AP channel information (if available)

o Display walls and drawings

o Show application data for map links (if available)

o Set the map's background opacity

o Setthe minimum location confidence to filter location confidence colors in
triangulated location search results

Drawing Tools

The drawing tools allow you to add lines and shapes to your custom floorplans.
The following table includes descriptions of the various drawing tools accessed
from the Tool menu.

Drawing Tool |Definition
Select Items
Click on a line or shape to select it for dragging or modification. Use
W, the yellow drag handle to reposition the item; use the blue vertex to

modify the shape. Click anywhere on the map and drag to reposition
the map image.

Draw Area

Location areas allow you to set policies for clients based on their
location on a map. Position your cursor where you want to start
drawing an area location. Click once and draw the first line of the
polygon. Click at each corner of the area location.

To open the Configure Area window with the Draw Area tool active,
double-click the area line.

To open the Configure Area window and close the Draw Area tool,
right-click the area line.

Draw Polygon

Position your cursor where you want to start drawing the polygon
shape. Click once and draw the first line of the polygon. Click at each
corner of the polygon. Double-click to release the polygon line. When
you are finished drawing, right-click to release the draw polygon tool.
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Drawing Tool |Definition

Draw Rectangle

Position the cursor where you want the rectangle. Click and drag to
draw the rectangle. When you are finished drawing, right-click to
release the draw rectangle tool.

Add Text

Click the map to open the Enter Text window. When you are finished
o entering your text, click OK. Position the cursor where you want to
place the text and click to add the text to your map. Use the Style
menu to change the text appearance.

Draw Triangle

Position the cursor where you want the triangle. Click and drag to
draw the triangle. When you are finished drawing, right-click to
release the draw triangle tool.

Draw Line

Position your cursor where you want to start drawing the line. Click
once and draw the line. Click to change line direction. While drawing,
press the Delete key to delete the last vertex in the line. Double-click to
release the line. When you are finished drawing, right-click to release
the draw line tool.

Rotate Shape

= Click on the shape you want to rotate. Use the blue handle to rotate
the shape to the desired position. (You can also right-click on an
image and select Rotate Shape from the menu.)

Set Scale
Opens the Set Map Scale window from which you can determine the
scale of your map.

Configure Area Window

The Configure Area window, accessible from the Draw Area tool, allows you to
name and determine the depth of an area.

o Area Name — The name of the area you are creating.

o Depth — A unique identifier for the area used when two areas overlap. In the event a
clientis located in a location shared by two areas, the client displays in the area with
the higher Depth value.
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NOTE: The Depth must be a value of 10 or higher. Values of 1- 9 are reserved by the system.

Configure Area o

Area Name:

Area Depth:

Cancel Help...

Area locations allow you to define up to 16 specific areas per floor on your map
to determine whether a client position is inside or outside of each area.
Additionally, you can create areas located inside of other areas. A client can only
be located in one area at a time and based on the area in which the client is
located, you can apply different policies to the client. For example, a client
accessing the network from an area located in a classroom may be granted
different access than a client accessing the network in an area located in a
professor's office.

Style Menu

Use the Style menu to define the characteristics of the walls and other shapes
you add to your custom floorplans. Following are definitions of the Style menu
options.

Style Option Description

Font Color Specify the color of the text added to the map.
Font Size Specify the size of the text added to the map.

Line Thickness Specify the thickness of the shape border in pixels.
Line Color Specify the color used in shape borders.

Line Opacity Specify the opacity of the shape borders. This

allows you to shade the floorplan.

Shape Filled Select the checkbox to fill shapes with the
specified shape color.

Shape Color Select the color used to fill the shapes you create.

Shape Opacity Specify the opacity of the shape color.
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Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Add Devices and APs to Maps

Adding Devices/APs from Extreme Management Center
Devices and Wireless

Using the Extreme Management Center Maps feature, you can quickly add
devices and wireless access points (APs) to your maps directly from the Devices
list or from the navigation tree on the Extremme Management Center Network and
Wireless tabs. You can add them to a specific map, or create new maps based
on device or AP system location.

In order to edit maps, you must be a member of an authorization group assigned
the OneView > Maps > Maps Read/Write Access capability.

Add to a Specific Map

Use these steps to add devices or APs to a map you created. For example, use
these steps to search for all your S-Series devices on the Network tab and add
them to a map.

1. On the Network > Devices tab, select All Devices in the drop-down menu in the left-
panel.

2. Right-click on one or more devices and select Maps > Add to Map (as shown below).
On the Wireless tab, click on the Access Points report, right-click on one or more
APs, and select Add to Map.
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3. In the Add to Map window, use the drop-down menu to select the desired map. Click
OK to add the devices or APs to the map.

Map: | /World -

4. Open the Maps page and select the map to which you added the devices. Right-click
on the map and select Edit Map. You can now position the devices as desired.

5. Click the Save button to save the device to the map.

Add to New Maps Based on Location

Use these steps to add devices or APs to new maps based on well-named
system locations that reflect the desired map structure. For example, if your
devices are assigned system locations according to the following structure:
US/Boston/Third Floor/Closet One/Rack One/Shelf One, typically, a map would
be created to the Third Floor level, and then you manually position the devices in
the correct location on the map.

1. On the Network > Devices tab, right-click on one or more devices and select Maps >
Create Maps for Locations.
On the Wireless tab, click on the Access Points report, right-click on one or more
APs, and select Maps > Create Maps for Locations.

2. The Create Maps Based on Location window opens. The window contains a preview
panel displaying the number of maps and the map titles that result, based on the
system locations of your selected devices or APs.

For example, as shown in the following screen shot, you are adding 9 APs to a map.

This creates eight new maps based on the access points' system location structure:
NORA, Salem, Salem building, and Salem Warehouse and Shipping.
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Create Maps Based on Location

Ignore last g ~  lpcation alements

Preview
APs: 17 selected, 17 added, 0 not added

Maps Created: 4

= [World/NORA

- MWorld/NORAS Salem

= fwiorld/NORAY Salem/Salem building

- [World/NORA/Salem/Salem Warshouse and Shipping
Receiving
Maps Changed: 0

L

OK Cancel

If you want all the devices on one map, set the Location Option to ignore the last 1
location elements, which is the Salem building location. If you do that, then only two
maps are created: NORA and Salem.

Create Maps Based on Location
Ignode last 4 location elements

Preview
[ aps: 17 selected, 17 added, 0 not added

Maps Created: 2
= [Wodd NORA
= fWigeld fNORA/ Salem

Maps Changed: O

3. Click OK to create the maps and add the APs.

4. Open the World Site navigation tree in the left-panel and locate the new maps.

5. Right-click on the map and select Maps > Edit Map. You can now position the APs as
desired.

6. Click the Save button to save the devices/APs to the map.

Related Information

o Extreme Management Center Maps

o Advanced Map Features
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How to Display Map Application Data

The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floor plans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADYV license) allows you to display application data in maps by creating map
links tied to ExtremeAnalytics network locations. Application data for the
location tied to the link displays in the map.

Show Application Data

When the Show Application Data checkbox in the View menu is selected, a pie
chart is generated for every map link on the current map. The application data in
the pie chartis based on the Location field specified for the link and
corresponds to a network location defined in the ExtremmeAnalyticsfeature. For
more information on network locations, see the section on Network Locations in
the ExtremeAnalytics user guide.

The pie chart displays the top five application groups (by bytes transferred) for
the location specified for the map link.

Rest the cursor over the pie chart to view a tooltip. If there is no application data,
nothing displays.

View
Show Markers
Show Map Overview

Show Walls and Drawings

Show Application Data

AR OO

Show Interswitch Connections

Background Opacity

= -
VPN and Se«:urity:ﬂ%.
[P SN
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Adding a Map Link with Location

1.

In the Maps navigation tree, right-click on the map you want to link from and select
Maps > Edit Map or click File > Edit in the map properties panel.

The map's property panel opens in Edit mode. Click File > Add > Map Link.
The Add Link to Map window opens.

Add Link To Map x

Select a map from the drop down list to add a link
from the current map to the selected map

Map MWord =

Location

=N -

From the drop-down list, select the map to which you want to link.

5. Enter a network location defined in ExtremeAnalytics and click OK.

The map link is added to the map. You can reposition the map, if desired, or edit a
link by right-clicking on the link (in Edit mode) and selecting Edit Link from the
menu.

Click the Save button to save the map.

NOTE: You can edit a map link created before link locations were supported by right-clicking on the

link (in Edit mode) and selecting Edit Link from the menu. This allows you to specify a location
for alink without having to delete and re-add the link.

Related Information

For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features

How to Use Maps to Locate Wireless Clients

The Network > Devices tab in the Extremme Management Centercontains Map
features that let you create geographic and topological maps of the devices and
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floorplans of wireless access points (APs) on your network.

The advanced map features (available with the NMS-ADYV license) allow you to
design and enhance custom floorplans of your wired and wireless network
environment. The wireless location feature provides the ability, using historic
triangulated location results, to view time-lapse location coverage for a client.
This allows you to understand a wireless client's movement through the network
and provides for better network troubleshooting.

This topic also provides information about limits for wireless client location and
wireless coverage maps.

Wireless Client Location

The wireless location feature requires you enable the location engine on the
wireless controller. Once you add APs to your custom floor plan and save the
map, a copy of the floorplan is sent to each controller.

The location engine incorporates information defined in the floorplan data and
signal information from a client's contact with APs in order to calculate a client's
precise location in the covered area. Client information from within a short time
frame must be reported by at least three APs in order to determine a client's
triangulated location.

To search for a wireless client:

1. Launch Extreme Management Center.
2. In the SearchNetwork box, click Advanced .

3. Enter the MAC Address, IP Address, hostname, user name, AP serial number or
Extreme Access Control custom field information in the open Search box.

4. Press Enter. (The client must be connected to an AP added to a map.)
The map containing the AP is displayed with an icon for the client. A
colored distribution of location confidence is shown on the map with black

being highest confidence, red medium confidence, and yellow lowest
confidence.

5. On the View tab, use the Min. Location Confidence slider to filter out lower
confidence colors:
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a. Drag the slider to eliminate colors below the selected confidence level
b. Drag the slider all the way to the right to display only black.

6. Mouse over the clienticon to see a tooltip with client information.

NOTE: Thetooltipinformation is based on current data from the wireless domain unless the
client icon displays a clock in the center. In that case, the tooltip information is based
on historic data from the Wireless > Clients tab and the confidence colors are not
displayed.

View ‘Wireless Coverape ~

If the location result is based on only one AP, the map displays probabilities for
the location but with a few differences:
o No clienticon is displayed.

The location confidence distribution area is larger and generally displayed in a
circular pattern.

The associated AP is highlighted.

The distance is shown beside the confidence legend at the foot of the map.
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If there is insufficient data to provide triangulated results, the map displays the
AP in the center, with a circle showing the possible area where the client may be
located, based on the client’'s RSS (Received Signal Strength).

—

@
APSTI0FD7 Znter [40, €]

Time-Lapse Location
To enable time-lapse location:

1. Click the Time-Lapse Location checkbox in the upper right corner of the a
triangulated location search result window.

2. Locate the set of controls that appears to the left of the checkbox that indicate the
date of the displayed result.

3. If there are historic events available, the Rewind and Fast-Forward arrows are
enabled:

a. Click the left arrow to rewind.
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b. Click the right arrow to fast-forward.
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NOTES: Notethat for ahistoric location, the client icon displays a small clock inside it.
The Rewind and Fast-Forward arrows are disabled if there is no more history in
that direction.

After viewing historic locations, if you fast forward to the current location and
it changed, the location updates.

Wireless Map Limits

The following sections provide information about limits for wireless client
location and wireless coverage maps.

Active Client Tracking

The number of active clients that the location engine on the wireless controller
can track simultaneously depends on the wireless controller model. Refer to your
wireless controller documentation for information.

Maximum Number of Maps

A wireless controller on which version 10.01.01 or higher is installed can store a
maximum of 200 maps. Wireless controllers running a version lower than 10 can
store a maximum of 100 maps.
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Maximum Number of APs per Floor Plan

A single floor plan allows a maximum of 2,000 APs when version 10.01.01is
installed on the wireless controller. A floor plan with a wireless controller on
which a version lower than 10 is installed allows 100 APs.

Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features

How to View Wireless Coverage

The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floor plans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADV license) include wireless coverage maps to identify coverage trouble spots
for your wireless network.

Wireless Coverage

After you finish your custom floor plan and save the map, the map is ready to
display wireless coverage information.

1. Select View > Wireless Coverage > Show Coverage to show wireless coverage of the
APs on the map and to enable the wireless coverage options.

2. Use the View > Wireless Coverage menu available at the top of the map to select
from the following coverage display options.

o Mode — Select from the different options for coverage display:

« Signal Strength— Use this mode to view AP signal strength. Set the Band,
Access Points, and Minimum RSS options.

« Channel Coverage — Use this mode to view channel coverage and AP
health. Set the Select Channel, Band, and Access Points options. This
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mode provides a graphical overview of channel allocation, helping to
visualize radio managementissues or locate potential interference.

o Data Rate — This mode shows a coverage map indicating the expected
physical rate for all of the cells on the floor. Set the Minimum Physical
Rate, Band, and Access Points options. Use this mode to ensure proper
wireless performance throughout the network.

NOTE: Wireless coverage maps are divided into cells. Each cell displays a signal strength
with which it is associated, used to determine wireless coverage and the location
probability of a user.

o Location Readiness — Use this mode to view the expected quality of
location search results for each map cell, given the current placement of
APs. Colors denote readiness for each cell:

o Green — Good readiness. There are four or more APs with visibility
of the cell, with at least three of them within 20 meters.

o Yellow — Moderate readiness. There are three APs with visibility of
the cell, with at least two within 20 meters.

o QOrange — Poor readiness. There are less than three APs with
visibility of the cell.

o Red — No triangulation. Only Cell of Origin location results are
available in this area.

o Select Channel — Used to select the channels to view for Channel Coverage
mode. If "All" is selected, each distinct channel is assigned a color as shown in
the legend at the foot of the map, and the color brightness varies to indicate
coverage intensity. Selecting a single channel shows a coverage map for that
one channel's signal strength and displays a Channel Health window that
shows the average and maximum utilization and noise levels for each
applicable AP.

o Utilization — The percentage of busy time for the channel during the last
100 seconds. A channel is busy either because of an interference with
energy above a threshold (-62dBm) or because of an active transmission
of other stations or APs. This is an indicator of the congestion and
interference on the channel.

o Noise — The noise floor measured by the AP on the 802.11 channel over
the last 30 seconds. Noise floor is measured during the quiet time,
between the valid transmission or reception of 802.11 frames.
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Min. Physical Rate — Used for Data Rate mode to set the minimum physical
rate to display. A legend for the Physical Rate by color is visible at the bottom
of the map.

Band — Select the desired band (radio frequency).

Access Points — Select which access points to include. These buttons allow
you to select or deselect all APs. This option also contains a checkbox that
allows you to use default values if a radio is off. When this checkbox is
selected, you can view an estimate of coverage using default values; otherwise,
no coverage is shown.

Minimum RSS — Used to set the minimum RSS to display (default is -80) for
Signal Strength mode. A legend for the RSS by color is visible at the bottom of
the map.

Once these options are set, the map displays the selected coverage information.
The following map shows signal strength coverage.
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Wireless Map Limits

The following sections provide information about limits for wireless client
location and wireless coverage maps.

Active Client Tracking

The number of active clients the location engine on the wireless controller can
track simultaneously depends on the wireless controller model. Refer to your
wireless controller documentation for information.

Maximum Number of Maps

A wireless controller on which version 10.01.01 or higher is installed can store a
maximum of 200 maps. Wireless controllers running a version lower than 10 can
store a maximum of 100 maps.

Maximum Number of APs per Floor Plan

A single floor plan allows a maximum of 2,000 APs when version 10.01.011s
installed on the wireless controller. A floor plan with a wireless controller on
which a version lower than 10 is installed allows 100 APs.

Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features

How to Export Maps

The Extreme Management Center Maps lets you import saved maps of devices
and wireless access points (APs) from your local drive or network, and configure
the behavior of the imported maps.

In order to edit maps, you must be a member of an authorization group assigned
the OneView > Maps > Maps Read/Write Access capability.

288 of 2202



How to Export Maps

The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floor plans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADV license) include the map export function, which gives you the ability to
export floor plan maps as a ZIP or SVG file.

Exporting Maps

1. Launch Extreme Management Center and click on the Network tab.
2. In the left-panel Maps navigation tree, select the map you want to export.

3. The map opens in Edit mode. Click File > Export Map as ZIP or Export Map as SVG.

File View T

[ | save

[Z | cancel Edit

[  Properties

Add b

2| Export Map as ZIP

Export Map as SVG
-

o If you select Export Map as ZIP, the map is saved in a ZIP file in your browser's
default download location.

NOTE: The Export Map as ZIP option is only available for floorplan map types.

o If you select Export Map as SVG, the map opens in a new tab, allowing you to
save the map in the desired location.

Related Information

o Extreme Management Center Maps

o Advanced Map Features
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How to Design Floorplans

The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floorplans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADV license) allow you to design and enhance custom floorplans of your wired
and wireless network environment using drawing tools and the style menu.

Designing a Floorplan

Using the drawing and style tools, you can create detailed visual representations
of your network. You can also use floorplans to provide greater accuracy in the
calculation of AP client location and in determining signal strength coverage for
the wireless devices on your network.

NOTE: You can only use an AP in one floorplan.

Managed wireless controllers are automatically synchronized to match map
floorplan data. If the floorplan data defined in Extreme Management Center
mMaps is not consistent with data on the controller, the controller is updated
accordingly.

NOTE: To prevent the automatic synchronization between Extreme Management Center maps and
controllers, go to the Administration > Diagnostics tab, access System > Map Server Details
from the left-panel and select the Do Not Upload Maps checkbox. Selecting this checkbox also
prevents manually triggered map changes from being uploaded to a controller.

In floorplan design, use the map drawing tools to draw walls (or other objects)
over an existing map image or on a blank canvas. The Style menu allows you to
specify wall thickness, color, and wall materials.

The wall information from the floorplan is used to help determine the
degradation of signal strength that occurs as a wireless radio signal passes
through the walls, and helps define the probable distance of a client from a
given access point. Extremme Management Center uses the wall information to
provide accuracy in determining wireless device signal strength.

A floorplan can be created with or without a reference background image;
however it is much easier to use the drawing features with an existing image.

290 of 2202



How to Design Floorplans

(The Map feature supports images in .png, .gif, and .jpg formats.) For example,
you can trace the outline of a floorplan image using the drawing tools to provide
the wall information used for wireless calculations. You can use the Style and
Wall menus to specify different wall material types, wall thicknesses, and wall
colors to customize the appearance of the floorplan.

When editing a floorplan, use the View menu to select whether to view or hide
the background image, map cells, floorplan walls and drawings, devices and
APs, and interswitch connections. You can also set the background image
opacity.

The following steps provide a workflow for creating a floorplan showing the
exterior and interior walls of a building. By drawing the walls over an existing
floorplan image, you can add information that provides greater accuracy in
wireless calculations.

1. Create and configure a new map.
a. Launch Extreme Management Center and click on the Network > Devices tab.

b. In the left-panel Groups/Maps navigation tree, right-click on the World map
(or any other map that you want as the parent of the new map) and select
Maps > Create New Map.

Dashboard Devices Discovered Firmware Archives

= Maps - W

Groups [ Maps Filg View
« [ wor - sia
@& 4 Device
1= 1 View
L 1
e ) Configuration/Firmwane »
= |
Support »
Network Details »

@ Eait Map

3 Import Map
The Create New Map window opens.

c. Enter a name for the Map.
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d.

Open the Map Properties window by clicking File > Properties.

Map Mame v Mg
Map Type Floorplan -

ronment Custom N

World : Site

Pan/Zoom Control:  Enable Pan and Zoom

Change the Map Type drop-down menu to Floorplan.

Set the Environment option to Custom. This allows you to draw walls over the
existing image.

Upload the floorplan image you want to use in the Map Image field. The Map
feature supports images in the .png, .gif, and jpg formats. The maximum image
size is 890 x 670 pixels. Images that are larger than this are automatically
scaled down to the maximum size allowed.

Set the AP Height property. This value is the distance from the floor to the AP
position on the wall or ceiling in meters. This is a single value used for all
access points. Setting a reasonable value helps with the accuracy of the
location feature. The default for this value is three meters, which is at the top
of a wall with a nine foot ceiling.

Click Save to save the map and display the image.

2. Set the map scale. It is important to set the scale before adding devices or walls,
since changing the scale later may cause the object positions to be realigned. Try to
make the scale as accurate as possible, as this affects triangulation accuracy.

a.
b.

Click File > Edit to open the map in edit mode.

Click on the map scale in the map's footer panel to open the Set Map Scale
window. (You can also access the Set Map Scale window from the Tools
menu.)
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Set Map Scale

Click once on the map to mark the start of the scaling
line. Move the cursor and click again to mark the end
of the scaling line. Note: Setting the map’s scale will
save the map and any current changes.

Starting [0,0
Position:

Ending Pesition: [0,0]

Pixel Length: 1.00

c. To setthe scale, you must measure something in the map using a scaling line,
and then set the measurement for the line. For example, in an office floorplan
you could measure a scaling line on the opening of an office. If you know that
the office doors are 33 inches wide, enter that as the scaling line measurement.

i. Click once on the map to mark the start of the scaling line. Move the
cursor and click again to mark the end of the scaling line.

ii. Enter the line length and units.
d. Click OK. The map scale is automatically adjusted and the map is saved.

3. Draw floorplan walls. Click the Edit button to open the map in edit mode. By default
you see a grid of cells displayed over the background image. (It can be turned off in
the View menu.) This grid can help with positioning walls and access points. Add
walls to the floorplan using the drawing tools accessed from the Tools menu (at the
upper left corner of the Map main view).

a. Define an exterior wall. The exterior wall is used to define the floorplan area
included in wireless client location and wireless coverage maps, and should be
drawn around the entire perimeter of the floorplan area, without any gaps.

b. Select the appropriate drawing tool from the Tools menu. Use the Style menu
to configure the wall color, thickness, and transparency. Select the wall
material using the Wall drop-down menu and select the checkbox to specify
that the wall is an exterior wall.
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Map - World/Salem RIS T U T2 Ly

Tool: .7 DrawLine =

Wall | Glasz = Exterior

. Draw the exterior wall using the selected drawing tool. You can double-click
or hit Escape to terminate the drawing.

. Use these same steps to draw the remaining walls on your floorplan. Be sure to
deselect the Exterior checkbox for the other walls.

You can trace over existing walls on the floorplan or add new walls, if
necessary. Focus on high attenuation walls like concrete or large sections of
glass. Itis not necessary to incorporate walls and structures that do not fully
divide the space, such as half-walls or cubicles.

Ensure that the wall positioning is as accurate as possible, and define the
proper material for each wall. Select a material that most closely represents
the actual wall construction if itis different than the available options. Keep
your colors consistent for the various wall types. The more accurately the map
reflects the true environment, the more precise the wireless location and
coverage results are in the map.

To remove a line or shape, click Select Items in the Tool menu, select the
shape, and press Delete, or right-click on the shape and select Remove from
Map from the menu. Use the Ctrl+Z key combination to restore deleted items
back to the map. Selecting Ctrl+Z multiple times undoes multiple deleted items
in the reverse order in which you deleted them.

294 of 2202



How to Design Floorplans

"% BRI A

e. While editing, use the View menu to select whether to view or hide the
background image, map cells, floorplan walls and drawings, devices and APs,
and interswitch connections. You can also select an automatic layout and set
the background image opacity.

File View - Tool: /7 DrawLine Style = Wall
v Show Background Image

Show Cells

el

+  Show Walls And Drawings
v Show Devices and APs

1

Show Interswitch Connections

4. Add your APs to the map. In Edit mode, a panel that lists equipment available to add
to the map is visible beneath the properties panel. The display is filtered on either
the currently discovered devices or the APs known to wireless controllers on your
network, depending on your selection (APs or Devices) in the panel title bar. You
can use the search field to locate a specific device or AP.

Drag the desired devices and APs onto the map area and position them to produce

your network map. Be sure the APs are in the correct location, so your location and
coverage maps are accurate. The center of the image is roughly the position of the
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AP. Be sure to place an AP on the correct side of a wall.

/
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5. Set AP orientation.

a. Right-click on an AP in the map and select Set AP Orientation.

AP Summary
AP Client History

Alarms

Real Capture

Refresh/Rediscover AP

Remove From Map

Set AP Orientation

Edit AP Serial Number

b. Click on the Vertical Orientation tab to set whether the AP is on the ceiling or

wal
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Vertical Drientation

Ceiling

c. If the AP is on a wall, the Horizontal Orientation tab appears and allows you to
select the approximate direction the AP is facing.

Horizont al Drient ation

Select the approximate
direction the AP is facing

o
1
~

i Lt

ancel

d. Click Save to close the window. TIP: You can view AP orientation information
by mousing over an AP. The AP orientation (if set) is displayed in the bottom
right corner of the main map view.

Cver AP
Onentation: Wall facing east

6. Click Save to save the map. The floorplan is uploaded to the controllers that manage
the access points placed on the map. The map is now ready to display wireless
location and wireless coverage information.

7. Select the desired map view mode. When viewing a map, use the View drop-down
menu to specify whether to:
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o Display markers instead of device images on your map

o Display cells on the map image to show the map's actual image area

o Display AP channel information (if available)

o Display walls and drawings

o Show application data for map links (if available)

o Set the map's background opacity

o Setthe minimum location confidence to filter location confidence colors in
triangulated location search results

Drawing Tools

The drawing tools allow you to add lines and shapes to your custom floorplans.
The following table includes descriptions of the various drawing tools accessed
from the Tool menu.

Drawing Tool |Definition
Select Items
Click on a line or shape to select it for dragging or modification. Use
W, the yellow drag handle to reposition the item; use the blue vertex to

modify the shape. Click anywhere on the map and drag to reposition
the map image.

Draw Area

Location areas allow you to set policies for clients based on their
location on a map. Position your cursor where you want to start
drawing an area location. Click once and draw the first line of the
polygon. Click at each corner of the area location.

To open the Configure Area window with the Draw Area tool active,
double-click the area line.

To open the Configure Area window and close the Draw Area tool,
right-click the area line.

Draw Polygon

Position your cursor where you want to start drawing the polygon
shape. Click once and draw the first line of the polygon. Click at each
corner of the polygon. Double-click to release the polygon line. When
you are finished drawing, right-click to release the draw polygon tool.
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Drawing Tool |Definition

Draw Rectangle

Position the cursor where you want the rectangle. Click and drag to
draw the rectangle. When you are finished drawing, right-click to
release the draw rectangle tool.

Add Text

Click the map to open the Enter Text window. When you are finished
o entering your text, click OK. Position the cursor where you want to
place the text and click to add the text to your map. Use the Style
menu to change the text appearance.

Draw Triangle

Position the cursor where you want the triangle. Click and drag to
draw the triangle. When you are finished drawing, right-click to
release the draw triangle tool.

Draw Line

Position your cursor where you want to start drawing the line. Click
once and draw the line. Click to change line direction. While drawing,
press the Delete key to delete the last vertex in the line. Double-click to
release the line. When you are finished drawing, right-click to release
the draw line tool.

Rotate Shape

= Click on the shape you want to rotate. Use the blue handle to rotate
the shape to the desired position. (You can also right-click on an
image and select Rotate Shape from the menu.)

Set Scale
Opens the Set Map Scale window from which you can determine the
scale of your map.

Configure Area Window

The Configure Area window, accessible from the Draw Area tool, allows you to
name and determine the depth of an area.

o Area Name — The name of the area you are creating.

o Depth — A unique identifier for the area used when two areas overlap. In the event a
clientis located in a location shared by two areas, the client displays in the area with
the higher Depth value.
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NOTE: The Depth must be a value of 10 or higher. Values of 1- 9 are reserved by the system.

Configure Area o

Area Name:

Area Depth:

Cancel Help...

Area locations allow you to define up to 16 specific areas per floor on your map
to determine whether a client position is inside or outside of each area.
Additionally, you can create areas located inside of other areas. A client can only
be located in one area at a time and based on the area in which the client is
located, you can apply different policies to the client. For example, a client
accessing the network from an area located in a classroom may be granted
different access than a client accessing the network in an area located in a
professor's office.

Style Menu

Use the Style menu to define the characteristics of the walls and other shapes
you add to your custom floorplans. Following are definitions of the Style menu
options.

Style Option Description

Font Color Specify the color of the text added to the map.
Font Size Specify the size of the text added to the map.

Line Thickness Specify the thickness of the shape border in pixels.
Line Color Specify the color used in shape borders.

Line Opacity Specify the opacity of the shape borders. This

allows you to shade the floorplan.

Shape Filled Select the checkbox to fill shapes with the
specified shape color.

Shape Color Select the color used to fill the shapes you create.

Shape Opacity Specify the opacity of the shape color.
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Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Export Maps

The Extreme Management Center Maps lets you import saved maps of devices
and wireless access points (APs) from your local drive or network, and configure
the behavior of the imported maps.

In order to edit maps, you must be a member of an authorization group assigned
the OneView > Maps > Maps Read/Write Access capability.

The Network > Devices tab contains Map features that let you create geographic
and topological maps of the devices and floor plans of wireless access points
(APs) on your network. The advanced Map features (available with the NMS-
ADV license) include the map export function, which gives you the ability to
export floor plan maps as a ZIP or SVG file.

Exporting Maps

1. Launch Extreme Management Center and click on the Network tab.
2. In the left-panel Maps navigation tree, select the map you want to export.

3. The map opens in Edit mode. Click File > Export Map as ZIP or Export Map as SVG.
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File - View w T

[E | save
[ | cancel Edit
[ | Properties

Add b

9| Export Map as ZIPJ

Export Map as SV

o If you select Export Map as ZIP, the map is saved in a ZIP file in your browser's
default download location.

NOTE: The Export Map as ZIP option is only available for floorplan map types.

« If you select Export Map as SVG, the map opens in a new tab, allowing you to
save the map in the desired location.

Related Information

o Extreme Management Center Maps

o Advanced Map Features

Network Details on the Extreme Management
Center Map Tab

The Extreme Management Center Map Tab gives you access to a number of
powerful tools that will allow you to create, view, import, edit and search maps
of devices and floor plans of wireless access points (APs) on your network.
Maps are configured in various places on the Network > Devices tab.

The Network Details section, available in topology and geographic maps, gives
you access to information about links, LANS, ports, and switches in your map
network. The EAPS tab allows you to access information about any devices
configured with Extreme’s Ethernet Automatic Protection Switching feature.

To view or search maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access

capability.
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Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Accessing Network Details

1. Right-click the map or map tree in the left-panel.

2. Click Network Details from the drop-down menu. Several additional tabs are
available, depending on the devices included in the map:

a. EAPS Summary tab — Lists information about any devices configured with
Extreme's Ethernet Automatic Protection Switching feature.

b. Link Summary tab — Displays information about the network connections
between devices

c. VLAN Summary tab — Lists any virtual local area networks within the map

d. MLAG Summary tab — Lists devices configured in a multi-switch link
aggregation group

e. VPLS Summary tab — Displays information about site connectivity within a
private VLAN
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NOTE: For an alternate way to access the additional tabs:
1. Click Network > Devices

2. Click the second tab of the open Devices window, which is the Map Tab for the
map you selected.

3. The Network Details panel at the far right. The panel also includes a Map tab that
displays basic information about the map, including the name of the map, the
map type, and the background image, as well as the number of devices, APs, and
drawings on the map.

Metwork Details E

Map Links VLAN

Map Name: 77 subnet
Map Type: Topology
Image: Mone
Devices: 20
Access Points: 0
Total Drawings: 0

Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features

Accessing the EAPS tab in Network Details on the
Extreme Management Center Map Tab

The Extreme Management Center Map Tab gives you access to a number of
powerful tools that will allow you to create, view, import, edit and search maps
of devices and floor plans of wireless access points (APs) on your network.
Maps are configured in various places on the Network > Devices tab.

The Network Details section, available in topology and geographic maps, gives
you access to information about links, LANS, ports, and switches in your map
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network. The EAPS tab allows you to access information about any devices
configured with Extreme’s Ethernet Automatic Protection Switching feature.

To view or search maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access

capability.

Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Accessing Network Details

1. Right-click a map or map tree in the left-panel.
2. Select Network Details from the drop-down menu.
3. Select EAPS Summary.

NOTE: Foran alternate way to access the EAPS Summary tab:

1. Click Network > Devices.

2. Click the second tab of the open Devices window, which is the Map Tab for the map
you selected.

3. The EAPS tab will be included in the Network Details panel at the far right of the open
Devices window.

EAPS Summary Tab

The EAPS Summary tab displays a list of the EAPS domains, including their
status, name, the control VLAN name, and the IP addresses of the devices
utilizing the EAPS domain.
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MNetwork Details
Map Links
EAPS Summary
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Selecting the checkbox associated with an EAPS domain highlights any devices
containing ports associated with the EAPS domain by surrounding the device in
a box with a color-coded title bar containing the EAPS name.
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v
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a1 1-4fdata =450

Selecting multiple EAPS domains assigned to the same device adds a new title
bar to the box containing the EAPS name and associated color.
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An icon next to the title bar indicates if the node is a master node, indicated by
an"M"icon & orif the node is a transit node, indicated by a"T" icon &.

The color of the ring icon indicates the status of the domain:
o Green & — Indicates all domains in which this device participates are fully

operational

e Yellow — Indicates one or more of the domains is not fully operational, butis in a
transitional state or an unknown state (as when the device is SNMP unreachable)

e Red & — Indicates one or more of the domains is not operational (the device's
master domain is in a failed state or a transit node is in a "links down" state)

o Grey — Indicates the EAPS domain is disabled
When selecting an EAPS domain, link information is also displayed. A single
green line means a link that is not shared, while a dashed line between devices

means the link is shared. A red dot icon on a shared link indicates the secondary
link is blocked.

2:23 - 3:49
Do s I

You can view additional details about the EAPS domain by right-clicking
an EAPS domain on the EAPS tab and selecting EAPS Details to open the
EAPS Detail view.
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The top of the EAPS Details view displays a summary of the EAPS domain,
identical to the information displayed in the EAPS tab. At the bottom of the
window are three sub-tabs, which display additional information:

o Devices — Displays information about the devices using the EAPS domain.

o Ports — Displays information about the shared ports associated with the
EAPS domain.

« Master VLAN Details — Displays details about the master VLAN associated with the
EAPS domain.
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evices Ports Links Master VLAN Details

Tag WLAN Name WLAN Type
15 wlan protected
16 wianc protected
41 CXICHE4-Data-4th protected
40 CHICHE4-LAN-Node protec ted
pal CXICHE4-\oip-4th protected
1004 EAPS-4th-Control control

Clicking the New EAPS Domain button opens the New EAPS Domain wizard,
which allows you to create a create a new EAPS Domain.

Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features

Accessing the Link Tab in Network Details on the
Extreme Management Center Map Tab

The Extreme Management Center Map Tab gives you access to a number of
powerful tools that will allow you to create, view, import, edit and search maps
of devices and floor plans of wireless access points (APs) on your network.
Maps are configured in various places on the Network > Devices tab.

The Network Details section, available in topology and geographic maps, gives
you access to information about links, LANS, ports, and switches in your map
network. The Link Summary tab displays information about the network
connections between devices.

To view or search maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access
capability.
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Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Accessing Network Details

1. Right-click a map or map tree in the left-panel.
2. Select Network Details from the drop-down menu.

3. Select Link Summary.

NOTE: Foran alternate way to access the Link Summary tab:
1. Click Network > Devices.

2. Click the second tab of the open Devices window, which is the Map Tab for the
map you selected.

3. TheLinks tab will be included in the Network Details panel at the far right of the
open Devices window.

Link Summary tab

The Link Summary tab displays the Link Summary table for maps with one or
more network connections, which contains detailed information about the
network connections between devices. Selecting one of the links in the table
highlights the link in the map.
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Map Links WYLAN
@ New Shared Link Q Refresh Off -
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The top of the Link Summary tab contains a search field, which allows you to
find a particular Link by entering specific criteria. Additionally, you can manually
browse links using the scroll bar and page navigation at the bottom of the
section.

The top of the window displays information about the link, while information
about the devices it connects are contained on two tabs, Endpoint 1and
Endpoint 2.

Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features

Accessing the VLAN tab in Network Details on the
Extreme Management Center Map Tab

The Extreme Management Center Map Tab gives you access to a number of
powerful tools that will allow you to create, view, import, edit and search maps
of devices and floor plans of wireless access points (APs) on your network.
Maps are configured in various places on the Network > Devices tab.
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The Network Details section, available in topology and geographic maps, gives
you access to information about links, LANS, ports, and switches in your map
network. The VLAN tab Lists any virtual local area networks within the map.

To view or search maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access
capability.

Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Accessing Network Details

1. Right-click a map or map tree in the left-panel.
2. Select Network Details from the drop-down menu.
3. Select VLAN Summary.

NOTE: For an alternate way to access the VLAN Summary tab:
1. Click Network > Devices.

2. Click the second tab of the open Devices window, which is the Map Tab for the
map you selected.

3. The VLAN tab will be included in the Network Details panel at the far right of the
open Devices window.

VLAN Summary tab

The VLAN Summary tab displays VLANSs configured as part of devices included
in the map. Columns in the VLAN tab provide additional information, including
the VLAN tag, the name of the VLAN, any protocol filters applied for devices on
which the VLAN is configured, and whether or not IP forwarding is enabled for
the VLAN.

312 of 2202



Accessing the VLAN tab in Network Details on the Extreme Management Center

Map Links WVLAN

& New = [ Edit = Q Refresh Off w
VLANTag 1 Name Protocol Address  Protocol Filter IP Forwarding | Type
- 1 Default VLAN
DEFALLT WLAN VLAN
— 2 mgmit-vian WLAN
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WLAN
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Selecting the checkbox associated with a VLAN highlights any devices to which
that VLAN is assigned by surrounding the device in a box with a color-coded
title bar containing the VLAN name.

'Iaq 0.1 lag - lag.0.1 Iaq'
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nhsal-core?

Selecting multiple VLANSs assigned to the same device adds a new title bar to
the box that displays the VLAN name and associated color.
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Additionally, from the VLAN tab, you can create a new VLAN or create a VLAN
protected by an EAPS domain via the New drop-down menu. You can edit the
ports, name, and devices associated with an existing VLAN via the Edit drop-
down menu.
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Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features

Accessing the MLAG tab in Network Details on the
Extreme Management Center Map Tab

The Extreme Management Center Map Tab gives you access to a number of
powerful tools that will allow you to create, view, import, edit and search maps
of devices and floor plans of wireless access points (APs) on your network.
Maps are configured in various places on the Network > Devices tab.

The Network Details section, available in topology and geographic maps, gives
you access to information about links, LANS, ports, and switches in your map
network. The MLAG tab lists devices configured in a multi-switch link
aggregation group.

To view or search maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access
capability.

Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Accessing Network Details

1. Right-click a map or map tree in the left-panel.

2. Select Network Details from the drop-down menu.
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3. Select MLAG Summary.

NOTE: Foran alternate way to access the MLAG Summary tab:
1. Click Network > Devices.

2. Click the second tab of the open Devices window, which is the Map Tab for the
map you selected.

3. The MLAG tab will be included in the Network Details panel at the far right of the
open Devices window.

MLAG Summary tab

The MLAG Summary tab provides a list of the MLAGs (ports combined as a
common logical connection on devices) included in the map. The list provides
the MLAG's status, ID, ISC VLAN tag, the names and addresses of the devices
configured as part of the MLAG, and the ports on those devices assigned as part
of the MLAG. Additionally, the Connected IP column displays the IP of the
switch to which the MLAG is connected.
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Selecting the checkbox associated with an MLAG highlights any devices
containing ports associated with the MLAG by surrounding the device in a box
with a color-coded title bar containing the MLAG ID.
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Selecting multiple MLAGs assigned to the same device adds a new title bar to
the box containing the VLAN name and associated color.
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Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features
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Accessing the VPLS tab in Network Details on the
Extreme Management Center Map Tab

The Extreme Management Center Map Tab gives you access to a number of
powerful tools that will allow you to create, view, import, edit and search maps
of devices and floor plans of wireless access points (APs) on your network.
Maps are configured in various places on the Network > Devices tab.

The Network Details section, available in topology and geographic maps, gives
you access to information about links, LANS, ports, and switches in your map
network. The VPLS tab displays information about site connectivity within a
private VLAN.

To view or search maps, you must be a member of an authorization group
assigned the OneView > Maps > Maps Read Access or Maps Read/Write Access
capability.

Accessing the Map Tab

1. Launch Extreme Management Center.
2. Click the Network > Devices tab.

3. Select Sites from the left-panel drop-down menu. Sites are groups of devices that
share a configuration. Within each site, you can add maps for devices, depending on
their physical location.

Accessing Network Details

1. Right-click a map or map tree in the left-panel.
2. Select Network Details from the drop-down menu.
3. Select VPLS Summary.
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NOTE: Foran alternate way to access the VPLS Summary tab:
1. Click Network > Devices.

2. Click the second tab of the open Devices window, which is the Map Tab for the
map you selected.

3. The VPLS tab will be included in the Network Details panel at the far right of the
open Devices window.

VPLS Summary Tab

VPLS Summary Tab provides information about the virtual private networks
(VPNs) within a map. The tab displays the VPN ID, name and service type for
each VPN in the map. In addition, the Nodes and Pseudowires (PW) tabs
provide more detailed operational information specific to each VPN.

eperte  WPLS Summary - Weeld

&
2 E
& B
-
= B
& B
Lol
=

Nodes
The Nodes tab includes the following:

o Status - operational status of the node

« Node Address - node location within the VPN

« Name - name of the node

« Device IP Address -

o VPLS Name - name of the VPLS in which the node resides

o Service Name - name of the virtual private LAN in which the node resides

o« Number of Peers - number other nodes in the VPN
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VPLS Operational Status - operational status of the virtual private LAN services

o VPLS Admin Status - administrative status of the virtual private LAN services

DotlQ Tag Option -

Device Type -

Pseudowires

MTU - the maximum number of transmission units allowed between nodes

Click the Pseudowires Tab for access to the status and mode for each PW in the
VPN, as well as the addresses, device names, and IP addresses for each node

within the VPN.

Modes Pseudowires

Status A Node Address [ A Device Name A IP Address B Node Address B Device Name
up 3333 22 139sysName 10.54.22 139 4444 2249
up 4444 2249 10.54.22 149 3333 22 13%sysName

B IP Address Mode
10,54 22 149 mash
10.54.22.139 mesh

Related Information
For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features
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Import Options

Extreme Management Center Import
Map

Use this window to import a saved map. From this window you can navigate to a
saved map file and configure the behavior of the imported map.

Access this window by right-clicking a map in the Groups/Maps Navigation
Tree left-panel on the Network > Devices tab, and selecting Maps > Import Map.

Impaort Map x
File Select File
Import Opbons

Moved dxmsl i) APs of used on other maps W

Create Unknown APs if not found on v

Server

File
The file path to the saved map file. Click the Select File button to navigate to the file
on your local drive or network.

Import Options

The Import Options section determines the behavior of APs on the map being
imported.

Move existing APs if used on other maps
Select this checkbox to move APs currently located on another map in Extreme

Management Center to the map being imported.

Create Unknown APs if not found on server
When this checkbox is selected, APs located on the map being imported not found

on the Extreme Management Center server are created as unknown APs.
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Related Information
For information on related topics:

e Maps Overview

o« Maps
e How to Create and Edit Maps

Extreme Management Center Map Types

Extreme Management Center allows you to create geographic and topology
maps of devices and floorplans of wireless access points (APs) on your network.

To view maps, you must be a member of an authorization group assigned the
OneView > Maps > Maps Read Access or Maps Read/Write Access capability.

Types of Maps

Using Extreme Management Center Maps, you can create three types of maps,
each presenting a different visual representation of your network:

o Topology (default) — A topology map shows how devices are connected in a
network, specifically, the state and speed of the network connections between
devices as well as the state of the devices in the network. You can also create a
topology map with a background image, giving you additional information about the
devices and connections that make up the network.
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« Floorplan — The floorplan map displays the location of APs in a floorplan you
configure. Using information about the size and composition of the building, this
map provides an overview of the coverage of wireless APs.
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NOTE: The floorplan map type is only available with the NMS-ADV license.

e Geographic — The Geographic map shows a global or regional view where network
locations are shown geographically. This map is useful for networks spread across
large geographical areas or as a top-level map used to organize multiple networks in
different locations.

NOTE: The geographic map type is hosted by OpenStreetMap on an external server. For users
with security concerns or if access to third-party servers is prohibited, use the topology
map type.
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After you create a map, you can then make it a site. Sites allow you to set a
default configuration for devices added to your network.

Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Perform a Search Using Extreme
Management Center Maps

Using Extreme Management Center Maps, you can easily search for wireless and
wired clients, access points (APs), and devices in a number of ways. Maps are
configured in various places on the Network > Devices tab in Extreme
Management Center.

Performing a Search

To search for a wireless client, an AP, a device, or a wired client:
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1. Launch Extreme Management Center.
2. In the Search Network box, click Advanced .

3. Enter the MAC Address, IP Address, hostname, user name, AP serial number or
Extreme Access Control custom field information in the open Search box.

4. Press Enter.

You can also search for specific wireless clients, access points, devices, and
wired clients from different locations in Extreme Management Center.

Finding a Wireless Client

From the Search Field on the Network Tab

1. Launch Extreme Management Center and click the Network > Devices tab.

. Select Sites from the left-panel drop-down menu.

2
3. Select the map or map navigation tree.
4

. Enter the MAC Address, IP Address, hostname, user name, AP serial number or
Extreme Access Control custom field information in the Search field at the far right
of the Devices window.

5. Press Enter.
The search uses RSS-based (Received Signal Strength) location services to

locate the wireless client and display the approximate location of the client on
the map.

The map opens with the AP centered on the map, with a circle showing the
possible area where the client is located. If that information is not available, a
square is drawn around the AP last associated with the client.

@
ARETI0RDT “rter [40, 8]

From the Wireless Tab

To locate a wireless client from the Wireless tab:
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1. Launch Extreme Management Center.
Click Wireless > Clients.
Select a client in the Clients view.

Right-click and select Search Maps.

v kNN

The map opens centered on the AP, with a circle showing the possible area where
the client is located.

6. Mouse over the clienticon to see a tooltip with client information.

NOTE: Tooltip information is based on current data from the wireless domain unless the client icon
displays a clock in the center. In that case, the tooltip information is based on historic data from
the Wireless > Clients page.

Radius Distance Calculation

The following distance calculation defines the radius of the circle displayed
around the wireless client located on the map.

Path loss per meter in free space =
L1=20*log (10) (f) - 28

where:

o [f]isthe frequency in MHz
(Uses Source SNMP MIB dotlExtSmtCurrentChannel
or if that value is O, uses MIB dotlTExtSmtCurChanSelectedByAP)

e [L1]is the path loss on distance of T meter

Radial distance for location =
d(RSS,n) =10 *(pTx - RSS - L1)/(10*n)

where:

e [Nn]is the coefficient for the environment
e [pTx]is the transmit power (dB)
e [RSS]is the Received Signal Strength

e [d]is the distance in meters
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Finding an Access Point

From the Wireless Tab

1.

L e A

Launch Extreme Management Center.

Click Wireless > Access Points.

Right-click an AP in the table.

Select Maps > Search Maps.

If @ map contains the AP, the map opens with the AP centered on the map.

From the Reports Page

Launch Extreme Management Center.

Click the Wireless tab.

On the Reports tab, click the APs Summary from the APs Summary drop-down
menu.

Right-click an AP in the table.

5. Select Maps > Search Maps.

6.

If @ map contains the AP, the map opens with the AP centered on the map.

Finding a Device

From the Network Page Search Field

1.

vk NN

Launch Extreme Management Center and click the Network > Devices tab.

Select Sites from the left-panel drop-down menu.

Select the map or map navigation tree. Click the Map tab in the Devices window.
Enter an IP address or hostname for the device in the Network tab Search box

Press Enter.

The search locates a device added to a map. The map centers on the device. The
screen shot below shows the results for a search on a specific IP address.
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Devices EEEETLLEE Site  Site Summary FlexReports

Map Links WLAN

Finding a Wired Client

From the Network Tab Search Field

1.

5.

Launch Extreme Management Center and click the Network > Devices tab.

2. Select Sites from the left-panel drop-down menu.
3.
4. Enter the MAC Address, IP Address, hostname, or user name in the Network tab

Select the map or map navigation tree.

Search box.

Press Enter.

The search locates a wired client if the client is Extreme Access Control
authenticated and is connected to a switch added to a map. The map centers on
the wired client.

From the Control Tab

1.

Launch Extreme Management Center.

2. Click Control > End-Systems.
3
4

. If the end-system is connected to a switch added to a map, the map opens with the

Right-click an end-system in the table and select Search Maps.

end-system centered on the map.

Related Information

For information on related topics:

o Extreme Management Center Maps

o Advanced Map Features
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How t

o Import Maps

The Extreme Management Center Maps lets you import saved maps of devices

and wirel

ess access points (APs) from your local drive or network, and configure

the behavior of the imported maps.

In order t

o0 edit maps, you must be a member of an authorization group assigned

the OneView > Maps > Maps Read/Write Access capability.

Importing a Map

To impor

t a saved map:

1. Right-click a map in the left-panel Groups/Maps Navigation Tree and select Maps >

Import Map.
The Import Map window opens.
Fila Select File
Import Opbons
Mowes ensl 1] APs if used on other maps o
Create Unknown APs if not found on W
SErver
= -

2. Click the Select File button to navigate to the map on your local drive or network.

3. Configure your import options to determine the behavior of APs on the map being
imported:

a. Select the Move existing APs if used on other maps checkbox to move APs

currently located on another map in Extreme Management Center to the map
being imported.

Select the Create Unknown APs if not found on server checkbox for APs
located on the map being imported that are not found on the Extreme
Management Center server.

4. Click Import.
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Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Create Links Between Devices and Maps

Using the Extreme Management Center Maps feature, you can link your network
devices and wireless access points (APs) on a map. You can also use this feature
to add links between maps.

In order to edit maps, you must be a member of an authorization group assigned
the OneView > Maps > Maps Read/Write Access capability.

Creating a Manual Link Between Devices
To manually create links between devices on a map:

1. Right-click one of the devices to which you are adding the link.
2. Select Create Link.

The Create a Manual Link window displays.

3. Expand the device in the Name column of the From Port section of the window and
select the port to which the link connects.

4. Select the other device to which the link connects in the Select Device drop-down
menu.

5. Expand the device in the Name column of the To Port section of the window and
select the port to which the link connects.

6. Click OK to add the link to the map.

NOTES: The Link State for amanual link is derived from the Status of the ports to which it
connects.

Delete a manual link via the Link Details window by double-clicking the link in the map.
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Adding Map Links

Map links display the name of the map and an aggregated alarm/device status
for the linked map. Double-click on the link to go to the linked map.

For example, the following map link lets you jump to the Second Floor map. The
link is green, indicating there are no devices with alarms on the Second Floor
map.

Second Floor

The following map link lets you jump to the First Floor map. The link is red,
indicating there is an alarm for a device on the First Floor map.

First Floor

Use the following steps to add a link to a map.
1. In the Maps navigation tree, right-click on the map from which you want to link and
select Maps > Edit Map or click File > Edit button in the map properties panel.
2. The map's property panel opens in Edit mode. Click File > Add > Map Link.
3. The Add Link to Map window opens.

Add Link To Map x

Select a map from the drop down list to add a link
from the current map to the selected map

Map MWorld it

Lot ation

4. From the Map drop-down menu, select the map to which you want to link.

5. Enter information in Location about the location to which the link connects and
click OK.

6. The map link is added to the map and can be repositioned, if desired.

7. Click the Save button to save the map and close the properties panel.
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Related Information

o Extreme Management Center Maps

o Advanced Map Features

How to Set the Map Scale

You can use the Extreme Management Center Maps feature to set the scale of a
map of devices or wireless access point (APs) in your network.

In order to edit maps, you must be a member of an authorization group assigned
the OneView > Maps > Maps Read/Write Access capability.

Setting the Map Scale

The map scale appears in the lower left corner of a map and can be changed to
accurately reflect your map image.

Use the following steps to set the scale for a map.

1. In the Maps page’s navigation tree, right-click on the map and select Maps > Edit
Map or click the File > Edit button in the map properties panel.

2. Click on the map scale in the map's footer panel to open the Set Map Scale window.
(Users with the Extreme Management Center NMS-ADV license can access the Set
Map Scale window from the Tools menu.)
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Set Map Scale

Click once cn the map to mark the start of the scaling
line. Move the cursor and click again to mark the end
of the scaling line. Note: Setting the map’s scale will
save the map and any current changes.

Starting [0,0
Position:

Ending Pesition: [0,0]

Pixel Length: 1.00

Save Cancel

3. To set the scale, you must measure something in the map using a scaling line, and
then set the measurement for the line. For example, in an office floor plan, measure a
scaling line on the opening of an office. If you know the office doors are 33 inches
wide, enter that as the scaling line measurement.

a. Click once on the map to mark the start of the scaling line. Move the cursor
and click again to mark the end of the scaling line.

b. Enter the line length and units.

4. Click Save. The map scale is automatically adjusted and the map is saved.

Related Information

o Extreme Management Center Maps

o Advanced Map Features
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Extreme Management Center Restart
Devices

Use this window to restart a device. Devices can be restarted manually, or
scheduled at a future date and time, if a timed restart is supported by the device.
The window varies depending on the devices you select to restart:

o Timed Restart Not Supported

e Timed Restart Supported

You can access the Restart Devices window from the Network tab by clicking
the Menu icon or right-clicking a device in the table and selecting
Configuration/Firmware > Restart Device.

Timed Restart Not Supported

To restart a device, select it in the list by clicking the Selected checkbox, and
click Start.

Restart Devices - Timed Restart Not Supported

CH00 (Mirwies: Seconds

Refresh Devices
Click the Refresh Devices button to update the fields in this window as the restart

process is taking place.

Selected
Select this check box to indicate the devices you are restarting.

Name
The names of the devices.
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Firmware Version
The firmware version of the devices. If the purpose of the device restart is to
upgrade the firmware version, this value changes once the device restart is
complete (update the field by clicking Refresh Device).

Device Status
The connection status between Extreme Management Center and the devices.

Restart Request Status
The time in the restart process during which the devices indicate they are restarting.

Message
Additional information about the devices.

Elapsed Time
The time elapsed since the restart began.

Start
Click Start to restart the device.

Close
Click Close to exit the Restart Devices window without restarting the devices.

Timed Restart Supported

Devices that support Timed Restart allow you to set up your restart operation
with a time delay, so that the actual device restarts take place at a later time. This
lets you schedule restarts for a time when the network is least busy.

Restart Devices - Timed Restart Supporied

Restat dend &3 Supporting Limed restat-Dedelec ted device will not reslan. £ the restan bme 10 desined value

The window for these devices contains additional fields.
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Refresh Devices
Click the Refresh Devices button to update the fields in this window as the restart
process is taking place.

Selected
Select this check box to indicate the devices you are restarting.

Name
The names of the devices.

Firmware Version
The firmware version of the devices. If the purpose of the device restart is to
upgrade the firmware version, this value changes once the device restart is
complete (update the field by clicking Refresh Device).

Device Status
The connection status between Extreme Management Center and the devices.

Restart Request Status
The time in the restart process during which the devices indicate they are restarting.

Message
Additional information about the devices.

Elapsed Time
The time elapsed since the restart began.

Start
Click this button to schedule the device restart now, or at the time selected in the
Restart Time field.

Close
Click this button to exit the Restart Devices window without restarting the devices.

Show devices not supporting timed restart
Select this check box to display devices you selected on the Network tab for which
you can not schedule a restart.

Restart Time
Select the date and time when the devices restart.

Related Information

For information on related topics:
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¢ How to Restart a Device

337 of 2202



To create a new EAPS Domain:

How to Create an EAPS Domain in
Extreme Management Center

This section outlines how to create an EAPS domain, from the Network tab.

To create a new EAPS Domain:

1.
2.

Launch Extreme Management Center.

Open the Network > Devices tab and select a map within the World map navigation
tree.

Click the EAPS tab in the Network Details section of the window. The EAPS
Summary pane opens.

Click the New EAPS Domain button. The New EAPS Domain wizard opens to the
Select Devices window.

Highlight the devices to add to the EAPS domain and click the right arrow button to
move the devices to the selected device column.

NOTE: Use the up and down arrows to change the order in which devices are listed.

Click Next >. The Configure Domain window opens.
Enter a Name for the EAPS domain.

Select the links to add to the EAPS domain in the Available Links section and click
the Add button.

Enter the Name and Tag of the Control VLAN for the EAPS domain.

Select a Master Node and Primary Port for the EAPS domain from the drop-down
menus in the Master Node section of the window.

Enter the amount of time, in seconds, for the Hello and Fail timers.

« Hello Timer — The interval, in seconds, between which polling signals are sent
by the master node to detect ring breaks.

o Fail Timer — The amount of time, in seconds, after the master node sends the
Hello Timer signal until the master node detects a ring failure if a reply signal
is not received. If a ring failure occurs, the switch can respond by either
sending an alert or opening the secondary port.
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1. Click Next >. The Results window opens.

2. Verify the EAPS domain is properly created.

NOTE: If the EAPS domain is not created correctly, click the < Back button to change the values
in the New EAPS Domain wizard.

3. Click Close to exit the New EAPS Domain wizard. The EAPS domain is created.

Related Information

For information on related topics:
« Maps
o Network
o How to Create and Edita VLAN

Discovered

The Discovered tab allows you to view devices new to your network not yet
added to the Extremme Management Center database.

To access the Discovered tab open the Network tab and select the Discovered
tab.

Devices appear on the Discovered tab when they are:

« Added via the Site tab without the Automatically Add Devices checkbox selected in
the Discovered Device Actions section of the tab.

o Added using the Pre-Register Device window for your ZTP+ (Zero Touch
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Provisioning Plus) enabled ExtremeXOS devices.

NOTE: ZTP+ functionality requires an ExtremeXOS device on which version 21.1is installed.

o Added using a trap to discover a ZTP (Zero Touch Provisioning) enabled device.

NOTE: ZTP functionality is not identical to ZTP+ functionality.

For instructions about how to discover devices and add them to the Extreme
Management Center database, see How to Discover Devices in Extreme
Management Center.

Columns

The columns on the Discovered tab display the details about the devices
available to be added to the Extreme Management Center database.

IP Address
The IP Address column displays the IP address assigned to the discovered device.

Source
The Source column displays the IP address of the device that discovered the device

and added it to the Discovered tab in Extreme Management Center.

Site Path
The Site Path column shows the site to which the device is assigned. To change the
site, click the Add Devices button for devices with a Status of New or the Edit
Devices button for devices with a Status of Exists and use the Default Site drop-
down menu in the Device section of the window to select an existing site.

You can create new sites on the Network > Devices tab.

Profile
The Profile column displays the profile the device is using as its administrative
SNMP and CLI credentials. To change the profile, click the Add Devices button for
devices with a Status of New or the Edit Devices button for devices with a Status of
Exists and use the Admin Profile drop-down menu in the Device section of the
window to select an existing profile.

You can create new profiles on the Administration > Profiles tab.
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Status
The Status column indicates whether the device exists in the Extreme Management
Center database:

o« New — The device is discovered by Extreme Management Center, but it has
not yet been added to the Extreme Management Center database.

o EXists — The device already exists in the Extreme Management Center
database and you can monitor the device using Extreme Management Center.

Details
The Details column shows whether the profile is acceptable for the device as
configured on the Site tab in the Profiles list. If the Reject checkbox is selected for
the profile on the Site tab, the column displays Reject Profile and another profile
must be selected before the device can be added to Extreme Management Center.

Type
The Type column displays the device type.

Serial Number
The Serial Number column displays the serial number of the device.

Firmware
The Firmware column shows the version number of the firmware or boot PROM
image.

System Description
The System Description provides a complete description of the device.

Toolbar Buttons

The toolbar at the top of the tab allows you to perform various tasks on the
devices on the Discovered tab.

Load Configuration - Load Configuration
Click to open the Load a configuration on a Discovered Device window, which
allows you to use a saved configuration for an existing device on a ZTP (zero touch
provisioning) enabled device.

Clear Selected @ Clear Selected
Click to remove the currently selected device from the Discovered tab.

Clear All Devices @ Clear All Devices
Click to remove all devices listed on the Discovered tab.
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pre-Register Device & FPre-Register Device...
Click to open the Pre-Register Device window, where you can configure a ZTP+
(zero touch provisioning plus) enabled ExtremeXOS device.

Add Devices & Add Devices ...
Opens the Add Selected Devices window, where you can configure newly
discovered devices and add them to the Extreme Management Center database.

Conﬁgure Devices | Configure Devices...
Opens the Configure Device window, where you can edit an existing device's
configuration.

Related Information
For information on related windows:

o Network Tab

e Devices Tab
For information on related tasks:

o« How to Discover Devices in Extreme Management Center

e How to Upgrade Firmware

Load Configuration on a Discovered Device

Use this window to use a saved device configuration on a device you are adding
to Extreme Management Center. Devices to which you load a saved
configuration must have ZTP (Zero Touch Provisioning) enabled.

This window is accessible by clicking the Load Configuration button or by right-
clicking an existing device and selecting Load Configuration on the Network >
Discovered tab.

The window contains two tabs, depending on the type of configuration you are
loading on the new device:

o Clone — A configuration currently used on an existing device copied to the new
device.

o Template — A configuration saved to Extreme Management Center as a template.
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Update Firmware
Current Viersion 16.1.28

Firmwarne 1.0.5.7 - summit_bs-1.0.5.7 xir

Configure device by selecting the desired firmware and configuration

 Clone JERELIEE
Select 50 e

Start Cancel

Current Version
Displays the current version of firmware installed on the device.

Firmware
Use the drop-down menu to select a new firmware version to install on the device.

Select source Device
Use the drop-down menu to select a device currently added to Extreme
Management Center from which to copy the device configuration.

Select configuration to clone
Use the drop-down menu to select the configuration on the device listed in the
Select source Device drop-down menu that is being cloned to the new device.

Start
Click the Start button to copy the configuration from the selected device to the new
device.

Cancel
Click the Cancel button to close the window without copying the configuration.
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Template

Update Firmware

Curmrent Viersion 16128

Confgure device by selecing he desired firmware and confguration

e

Current Version
Displays the current version of firmware installed on the device.

Firmware
Use the drop-down menu to select a new firmware version to install on the device.

Template
Use the drop-down menu to select a device configuration template saved to Extreme
Management Center.

Model using Profile
Use the drop-down menu to select the profile to use when modeling the template on
the new device.

Start
Click the Start button to copy the configuration from the selected device to the new
device.

Cancel
Click the Cancel button to close the window without copying the configuration.

Related Information
For information on related windows:

e Discovered
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Pre-Register Device

Use this window to add multiple ZTP+ enabled devices to Extremme Management
Center.

This window is also accessible on the Network > Discovered tab by clicking the
Pre-Register Device button or by right-clicking an existing device and selecting
Pre-Register Device.

Pre-Register Device Window

Pre-Register Device x

Use this window to pre-register multiple devices, Select the default site, enter
the IP address / subnet, enter a comma-separated list of senal numbers for
the devices being added, then chick "Next™. A confirmation screen will appear
allowing modific ations to be made befare adding the antries
Default Site MWodd -
IP Address /
Subnet
Senal Numbers
Cancel
Default Site

The site to which the devices are added.

IP Address/Subnet
Enter the device's IP address and subnet in this field. The subnet can be separated
from the IP address by a slash (/) or period (). This field is required.

Serial Number
Enter the manufacturer-assigned serial numbers of the devices being added,

separated by commas.

Next
Click the Next button to open a confirmation window allowing you to verify the
device information entered.

Cancel
Click the Cancel button to close the window with no changes saved.
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Pre-Register Device Confirmation Window

Use this window to confirm device information before adding devices to
Extreme Management Center.

Pre-Register Device x

This window displays a list of devices being added Make any desired modifications, then
click "Create” o add the devices

Serial Number IP Address | Site Name Gateway

1 10.20.30.41/24 Word World_10.20.30.41

L]
« Previous m Cancel

Configure
Select a device and click the Configure button to change the information for that
device.

NOTE: The Site can not be changed from this window.

Serial Number
The serial number of the device.

IP Address
The device's IP address.

Site
The site to which the device is added. To change the Site, use the Configure Device
window.

Name
The name assigned to the device. The default Name lists includes the Site to which
the device is assigned followed by the device's IP address.

Gateway

Enter the IP address of the switch's Access Control Gateway, if necessary.

Domain Name
Enter a value in the Domain Name field to configure the domain name on the

devices being discovered, if necessary.
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DNS Server
Enter a DNS server address for the devices being discovered, if necessary.

NTP Server
Enter the NTP server address for the devices being discovered, if necessary.

Create
Click the Create button to add the devices listed to the Extreme Management Center
database.

Related Information
For information on related windows:

e Discovered

Add Devices

Use this window to configure a newly discovered device before you add it to the
Extremme Management Center database. From this window you can configure
basic information about the device, the device annotation, configure actions for
the device, and add or remove ports for the device.

This window is accessible by clicking the Add Devices button or by right-
clicking an existing device and selecting Add Devices on the Network >
Discovered tab.
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Averkl 05 £1,12.0005 10602750054 LIktcons

Device
AT Default Sitg forid

Contact SuUppot@exiremendtvorns. o Poll Group Defauly

Admin Profile pulblic_v1_Profile SHMF

L2 Access

Device Annotation
Add Device Actions
Forts

ZTP+ VLAN Definiion

If you selected multiple devices to add, they are listed at the top of the window
by IP address.

When you first open the window, only the Device section is expanded. Click a
section heading to expand that section.

The Add Device window contains the following sections:

e Device
e Device Annotation
o Add Device Actions

e Ports
o« Z/TP+ VLAN Definition

Device

The Device section displays basic information about the device.
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opology Layer L2 Access

Name
The name by which the device is known.

Contact
Allows you to specify contact information for the person maintaining the device.

Location
The physical location of the device.

Admin Profile
Use the drop-down menu to select the access Profile that gives the Discover tool

administrative access to the devices you wish to discover. To create or edit a profile,
open the Administration > Profiles tab.

Topology Layer
The layer and networking attributes for the device.

Default Site
Use the drop-down menu to select the map to which the device is associated.

Poll Group
Use the drop-down menu to select a Poll Group for the discovered devices. Extreme
Management Center provides three distinct poll groups (defined in the Options >
Status Polling tab) that each specify a unique poll frequency. When you save newly
discovered devices to the database, they are polled with the poll group specified
here. If you save discovered devices that already exist in the database, the poll group
specified here overwrites the poll group currently being used in the database.

NOTE: If Poll Type is Not Polled is specified, the Poll Group is only used if /when the Poll Type is
changed to SNMP or Ping.

Poll Type
Use the drop-down menu to select the Poll Type used to discover devices: SNMP,
Ping or Not Polled. When SNMP is specified, the SNMP version (SNMPv1 or SNMPv3)
is determined by the Profile specified for the IP Range. If the Profile is set to Ping
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Only, the Poll Type must be set to Ping.

NOTE: On a Windows platform, device operational status cannot be determined for devices
with their Poll Type set to Ping unless you are logged on and running Extreme
Management Center as a user with Administrative privileges.

SNMP Timeout
The amount of time (in seconds) that Extreme Management Center waits before re-
trying to contact the device. The value for this setting must be between 3 and 60
seconds.

The value entered in this field overrides the default entered in the SNMP Advanced
view in the Administration > Options tab.

NOTE: When SNMP requests are redirected through the server, all SNMP timeouts are
extended by a factor of four (timeout X 4) to allow for the delays incurred by redirecting
requests through the server.

SNMP Retry
The number of attempts Extreme Management Center makes to contact a device
after an attempt at contact fails. The value for this setting must be between 1and 60
tries.

The value entered in this field overrides the default entered in the SNMP Advanced
view in the Administration > Options tab.

Device Annotation

The Device Annotation section allows you to add user-defined information
about the device.
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MNickname:

Asset Tag: MNIA
User Data 1:
User Data 2:
User Data 3:
User Data 4:

Maote:

Nickname
The user-defined nickname for the selected device. This is the name for this device
that appears in the device tree in the left panel when nickname is selected in the
How to Display Devices in Tree menu option in the OneView options menu in the
Administration > Options tab.

User Data
The user-defined information displayed in the devices table in the User Data
columns.

Notes
Additional user-defined information displayed in the devices table in the Notes
column.

Add Device Actions

The Add Device Actions section indicates the actions taken by the device upon
being discovered.
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Add Device Actions

Agd Trap Recedver Enable Colleciion

Add Syslog Receiver Add io Site Map

& o Access Control Engine Gre

Detault Policy Domain

Advanced Settings

Add Trap Receiver
Select this checkbox if you want the devices being discovered to receive trap
information it sends to Extreme Management Center.

Add Syslog Receiver
Select this checkbox to configure the devices being discovered to receive
information it sends to the syslog.

Enable Collection
Select this checkbox to collect device statistics on the device being discovered you
can use in Extreme Management Center reports.

Add to Site Map
Select this checkbox to add the devices being discovered to the map associated with
the currently accessed site.

Add to Archive
Select this checkbox to create an archive, which saves the configurations of the
devices being discovered in the Network > Archives tab.
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Policy

Add device to Policy Domain
Select this checkbox to add the device to a policy domain you create on the Policy
tab. Once the checkbox is selected, use the Policy Domain drop-down menu to
select the policy domain to which the device is added.

Click the Import VLANS button to import the VLAN definitions from the policy
selected in the Policy Domain drop-down menu.

Extreme Access Control

Add devi