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Preface

®  Document CONVENTIONS. . . ... T
®  Brocade reSOUICES. . . 8
® Documentfeedback . ... . 09
® Contacting Brocade Technical Support. ... ... 0 9

Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and important notice formats used in
Brocade technical documentation.

Notes, cautions, and warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential
hazards.

NOTE
A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An Attention statement indicates a stronger note, for example, to alert you when traffic might be interrupted or the device might
reboot.

CAUTION
A A Caution statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A Danger statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety
labels are also attached directly to products to warn of these conditions or situations.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text to highlight specific words or
phrases.

Format Description

bold text Identifies command names
|dentifies keywords and operands
|dentifies the names of user-manipulated GUI elements
|dentifies text to enter at the GUI

italic text |dentifies emphasis

Network OS MIB Reference
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Brocade resources

|dentifies variables
Identifies document titles
Courier font |dentifies CLI output

|dentifies command syntax examples

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical
relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

italic text |dentifies a variable.

value In Fibre Channel products, a fixed value provided as input to a commmand option is

printed in plain text, for example, --show WWN.

[ Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.
{x|ylz} A choice of required parameters is enclosed in curly brackets separated by
vertical bars. You must select one of the options.
In Fibre Channel products, square brackets may be used instead for this purpose.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member..].

\ Indicates a "soft” line break in command examples. If a backslash separates two
lines of a command input, enter the entire command at the prompt without the
backslash.

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade resources.

White papers, data sheets, and the most recent versions of Brocade software and hardware manuals are available at www.brocade.com.
Product documentation for all supported releases is available to registered users at MyBrocade..

Click the Support tab and select Document Library to access documentation on MyBrocade or www.brocade.com.You can locate
documentation by product or by operating system.

Release notes are bundled with software downloads on MyBrocade. Links to software downloads are available on the MyBrocade landing
page and in the Document Library.

8 Network OS MIB Reference
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Document feedback

Document feedback

Quality is our first concern at Brocade, and we have made every effort to ensure the accuracy and completeness of this document.
However, if you find an error or an omission, or you think that a topic needs further development, we want to hear from you. You can
provide feedback in two ways:

® Through the online feedback form in the HTML documents posted on www.brocade.com.

® By sending your feedback to documentation@brocade.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading and page number if applicable, as
well as your suggestions for improvement.

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online, by telephone, or by e-mail. Brocade OEM customers
contact their OEM/Solutions provider.

Brocade customers

For product support information and the latest information on contacting the Technical Assistance Center, go to www.brocade.com and
select Support.

If you have purchased Brocade product support directly from Brocade, use one of the following methods to contact the Brocade
Technical Assistance Center 24x7.

Online Telephone

Preferred method of contact for nonurgent Required for Sev 1-Critical and Sev

issues: 2-High issues:

®  Case management through the ®  Continental US: 1-800-752-8061
MyBrocade portal. ®  Europe, Middle East, Africa, and Asia Pacific:

®  Quick Access links to Knowledge Base, +800-AT FIBREE (+800 28 34 27 33)
Community, Document Library, ®  Toll-free numbers are available in many countries.
Software Downloads and Licensing ®  For areas unable to access toll free number:
tools. +1-408-333-6061

Brocade OEM customers
If you have purchased Brocade product support from a Brocade OEM/Solution Provider, contact your OEM/Solution Provider for all of
your product support needs.

® OEM/Solution Providers are trained and certified by Brocade to support Brocade® products.

® Brocade provides backline support for issues that cannot be resolved by the OEM/Solution Provider.

® Brocade Supplemental Support augments your existing OEM support contract, providing direct access to Brocade expertise.
For more information, contact Brocade or your OEM.

® For questions regarding service levels and response times, contact your OEM/Solution Provider.

Network OS MIB Reference 9
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About this Document

® Supported hardware and software. . ... ... .. N
®  What'snew inthisdocument .. . ... . . 1

Supported hardware and software
In those instances in which procedures or parts of procedures documented here apply to some switches but not to others, this guide

identifies exactly which switches are supported and which are not.

Although many different software and hardware configurations are tested and supported by Brocade Communications Systems, Inc., for
Network OS 7.1.0, documenting all possible configurations and scenarios is beyond the scope of this document.

The following hardware platforms are supported by this release of Network OS:

® Brocade VDX 2741
® Brocade VDX 2746
® Brocade VDX 6740

- Brocade VDX 6740-48
-  Brocade VDX 6740-64
® Brocade VDX 6740T

- Brocade VDX 6740T-48

- Brocade VDX 6740T-64

- Brocade VDX 6740T-1G
® Brocade VDX 6940-36Q

® Brocade VDX 6940-144S
® Brocade VDX 8770

- Brocade VDX 8770-4
- Brocade VDX 8770-8
To obtain information about a Network OS version other than this release, refer to the documentation specific to that version.

What’s new in this document

After Network OS 3.0.1b, the Network OS MIB Reference guide returned as of Network OS 6.0.1. For the few releases prior to that, this
guide was not produced; instead a list of new, updated, and deprecated MIBs and objects were provided in the release notes.

The following is the high-level summary of change for the 7.1.0 release.

7.1.0

Added a note to Ipv6RouterAdvertTable object under IP-MIB section.

For further information about new features and documentation updates for this release, refer to the 7.1.0 release notes.

Network OS MIB Reference
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Understanding Brocade SNMP

O OV BIVIBW . o138

®  Basic SNMP operation . . ... 14

®  Understanding MIBs . .. o 15
Overview

Simple Network Management Protocol (SNMP) is a set of protocols for managing complex networks. SNMP protocols are application
layer protocols. Using SNMP, devices within a network send messages, called protocol data units (PDUs), to different parts of a network.
Network management using SNMP requires three components:

®  SNMP Manager
®  SNMP Agent
®* Management Information Base (MIB)

® Port Information

SNMP Manager

The SNMP Manager can communicate to the devices within a network using SNMP. Typically, the SNMP Manager is a network
management system (NMS) that manages networks by monitoring the network parameters, and optionally, setting parameters in
managed devices. Normally, the SNMP Manager sends read requests to the devices that host the SNMP Agent, to which the SNMP
Agent responds with the requested data. In some cases, the managed devices can initiate the communication, and send data to the
SNMP Manager using asynchronous events called traps.

SNMP Agent

The SNMP Agent is a software that resides in the managed devices in the network, and collects data from these devices. Each device
hosts an SNMP Agent. The SNMP Agent stores the data, and sends the data when requested by an SNMP Manager. In addition, the
SNMP Agent can asynchronously alert the SNMP Manager about events by using special PDUs called traps.

Management information base

SNMP Agents in the managed devices store the data about these devices in a database called the management information base (MIB).
The MIB is a hierarchical database, which is structured on the standard specified in RFC 2578 (Structure of Management Information
Version 2 [SMIv2]).

The MIB is a database of objects that can be used by a network management system to manage and monitor devices on the network.
The MIB can be retrieved by a network management system that uses SNMP. The MIB structure determines the scope of management
access allowed by a device. By using SNMP, a manager application can issue read or write operations within the scope of the MIB.

Network OS MIB Reference 13
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Basic SNMP operation

Port Information

The following table provides information on ports that the switch uses. When configuring the switch for various policies, take into
consideration firewalls and other devices that may sit between switches in the fabric and your network or between the managers and the

switch.
TABLE 1 Port Information
Port Type Common use | Comment
161 UDP SNMP Disable the SNMP service on the
GET/SET/GE | remote host if you do not use
T-NEXT/BUL it, or filter incoming UDP packets
K going to this port.
50000 UDP SNMP Sends traps/informs. Uses CLI
TRAPS/INFO | command “no snmp-server enable
RMS trap” to disable the SNMP trap
service.

Basic SNMP operation

Every Brocade device carries an agent and management information base (MIB). The agent accesses information about a device and
makes it available to an SNMP network management station.

SNMP
Management Station B E— Agent

FIGURE1 SNMP structure

When active, the management station can "get” information or “set” information when it queries an agent. SNMP commands, such as get,
set, getnext, and getresponse, are sent from the management station, and the agent replies once the value is obtained or modified. Agents
use variables to report such data as the number of bytes and packets in and out of the device, or the number of broadcast messages sent
and received. These variables are also known as managed objects. All managed objects are contained in the MIB.

get, getnext, set

-
Management Station Agent
reply
N —— - N ———

FIGURE2 SNMP query
The management station can also receive traps, unsolicited messages from the switch agent, if an unusual event occurs.

l Management Station , - TRAP ' Agent ,

FIGURE 3 SNMP trap
The agent can receive queries from one or more management stations and can send traps to up to six management stations.

14 Network OS MIB Reference
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Understanding MIBs

Understanding MIBs

The management information base (MIB) is a database of monitored and managed information on a device; in this case, a Brocade
switch. The MIB structure can be represented by a tree hierarchy. The root splits into three main branches: International Organization for
Standardization (ISO), Consultative Committee for International Telegraph and Telephone (CCITT), and joint ISO/CCITT. These branches
have short text strings and integers (OIDs) to identify them. Text strings describe object names, while integers allow software to create
compact, encoded representations of the names.

Brocade MIB structure

Each MIB variable is assigned an object identifier (OID). The OID is the sequence of numeric labels on the nodes along a path from the
root to the object. For example, as shown in the following figure, the Entity MIB OID is:

1.3.6.1.2.1.47
The corresponding name is:

iso.org.dod.internet.mgmt.mib-2.entityMIB
The other branches are part of the standard MIBs, and the portions relevant to configuring SNMP on a Brocade switch are referenced in

the remainder of this chapter.

FIGURE 4 Brocade MIB tree location

Access to MIB variables

You can use a MIB browser to access the MIB variables. All MIB browsers perform queries and load MIBs.

Network OS MIB Reference 15
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Understanding MIBs

Once loaded, MAX-ACCESS provides access levels between the agent and management station. The access levels are described in the
following table.

TABLE 2 MIB access levels

Access level Description

not accessible You cannot read or write to this variable.

read create Specifies a tabular object that can be read, modified, or created as a new row in a table.
Read-only - Public You can only monitor information.

read-write - Private You can read or modify this variable.

accessible-to-notify You can read this information only through traps.

Brocade MIBs

The Brocade MIB is a set of variables that are private extensions to the Internet standard MIB-II. The Brocade agents support many other
Internet-standard MIBs. These standard MIBs are defined in RFC publications. To find specific MIB information, examine the Brocade
proprietary MIB structure and the standard RFC MIBs supported by Brocade.

Brocade MIB files

The Brocade MIB files are as follows:

® BRCD_NOS_PRODUCTS.mib

® BROCADE-PRODUCTS-MIB.mib

* BROCADE-REG-MIB.mib

* BRCD_TCmib

® SWBase.mib

® Resourcemib

® System.mib

® FAmib

* HAmib

® FOUNDRY-SN-NOTIFICATION.mib
* BROCADE-MAPS-MIB.mib

® BROCADE-CONTEXT-MAPPING-MIB.mib
® BROCADE-VCS-MIB.mib

Obtaining the Brocade MIBs

You can download the Brocade-specific MIB files required for this release from the downloads area of MyBrocade. To download the
Brocade-specific MIBs from MyBrocade, you must have a user name and password.

1. From your web browser, go to http://my.brocade.com.
2. Log in with your username and password.

3. Click the downloads tab.
4

On the downloads tab, under Product Downloads, select All Operating Systems from the Download by list.

16 Network OS MIB Reference
53-1004588-01


http://my.brocade.com

5. Select Network Operating System (NOS), and then navigate to the release.

6. Navigate to the link for the MIBs package and either open the file or save it to disk.

Agent Capability MIBs

Understanding MIBs

In SNMP, capability MIBs provide the implementation details for the associated MIBs. These MIBs, called AGENT-CAPABILITY MIBs,
list supported conformance groups and any deviations from the MIBs as implemented in the associated software version. The following
table lists the Brocade supported capability MIBs.

TABLE 3  Agent Capability MIBs

Capability MIBs

Description

BROCADE-IEEE8021-PAE-CAPABILITY-
MIB

Provides the implementation details for the IEEE8021-PAE-MIB

BROCADE-IEEE8023-LAG-CAPABILITY
-MIB

Provides the implementation details for the IEEE8023-LAG-MIB

BROCADE-LLDP-CAPABILITY-MIB

Provides the implementation details for the LLDP-MIB

BROCADE-LLDP-EXT-DOT3-CAPABILIT
Y-MIB

Provides the implementation details for the LLDP-EXT-DOT3-MIB

Standard MIBs

Standard MIBs are not distributed through Brocade. You can download the following MIBs from http://www.oidview.com/ or

http://www.ietf.org:

* |F-MIB

* LILDP-MIB

* BRIDGE-MIB

® || DP-EXT-DOT3-MIB
® || DP-EXT-DOTI-MIB
® RSTP-MIB

* RFCI213-MIB

* |EEE8023-LAG-MIB
* Q-BRIDGE-MIB

® |EEE8O021-PAE-MIB

* P-BRIDGE-MIB

* RMON-MIB

* SFlow-MIB

®* ENTITY-MIB

* |P-FORWARD-MIB

* |P-MIB

* OSPF-MIB
* BGP4-MIB
e TCP-MIB

Network OS MIB Reference
53-1004588-01


http://www.oidview.com/
http://www.ietf.org

Understanding MIBs

e UDP-MIB
* HOST-RESOURCE-MIB
* INET-ADDRESS-MIB

e |ANAIfType-MIB

* |ANA-RTPROTO-MIB

e SNMPv2-PDU

*  SNMPv2-TM

* SNMP-FRAMEWORK-MIB

®* |ANA-ADDRESS-FAMILY-NUMBERS-MIB

* FC-MGMT-MIB

® SNMP-COMMUNITY-MIB

* SNMP-MPD-MIB
® SNMP-TARGET-MIB

® SNMP-VIEW-BASED-ACM-MIB
® SNMP-NOTIFICATION-MIB
* SNMP-USER-BASED-SM-MIB

MIB loading order

Many MIBs use definitions that are defined in other MIBs. These definitions are listed in the IMPORTS section near the top of the MIB.
When loading the Brocade MIBs, refer to the following table to ensure that any MIB dependencies are loading in the correct order.

NOTE

Before loading the Brocade MIB files, ensure that you have the correct version of SNMP for the Brocade Network OS. All versions

of Network OS support SNMPv1, SNMPv2c, and SNMPv3. SNMPv2c informs are not supported.

TABLE4  Brocade SNMP MIB

dependencies

MIB Name

Dependencies

Brocade-REG.mib RFCN55-SMI
Brocade-TC.mib Brocade-REG-MIB
SNMPv2-TC
SNMPv2-SMI
BRCD_NOS_PRODUCTS.mib SNMPv2-SMI
Brocade-REG-MIB
BROCADE-PRODUCTS-MIB.mib | SNMPv2-SMI
Brocade-REG-MIB
SWBase.mib SNMPv2-TC
SNMPv2-SMI

Brocade-REG-MIB

Resource.mib

SNMPv2-TC
SNMPv2-SMI
SWBASE-MIB
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TABLE 4  Brocade SNMP MIB dependencies (Continued)

MIB Name

Dependencies

System.mib

SNMPv2-TC
Brocade-TC
SWBASE-MIB

FA.mib

RFC1155-SMI
RFC-1212
RFC1213-MIB
RFC-1215

HA.mib

SNMPv2-SMI
Brocade-REG-MIB
SW-MIB
ENTITY-MIB
SNMPv2-TC

FOUNDRY-SN-NOTIFICATION.
mib

SNMPv2-SMI
FOUNDRY-SN-ROOT-MIB

IF-MIB

DOT3-OAM-MIB
FOUNDRY-SN-SWITCH-GROUP-MIB
FOUNDRY-SN-AGENT-MIB
FOUNDRY-SN-SWITCH-GROUP-MIB

FOUNDRY-SN-SW-L4-SWITCH-GROUP-MI
B

FOUNDRY-SN-WIRELESS-GROUP-MIB
FOUNDRY-SN-OSPF-GROUP-MIB
IEEE8021-CFM-MIB

-MIB.mib

BROCADE-MAPS-MIB.mib SNMPv2-SMI
Brocade-REG-MIB
SYSTEM-MIB

BROCADE-CONTEXT-MAPPING | SNMPv2-SMI

SNMPv2-CONF
SNMP-FRAMEWORK-MIB
SNMPv2-TC
Brocade-REG-MIB

BROCADE-VCS-MIB.mib

SNMPv2-SMI
SNMPv2-CONF
SNMPv2-TC
INET-ADDRESS-MIB
Brocade-TC
Brocade-REG-MIB
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Supported Standard MIBs

O REC 21 MIB-ll 21
® RFC1757: Remote Network Monitoring Management Information Base ............... ... ... ... ... ...... 24
®  REC 4133 Entity MIB .o 25
O BGPA MIB 26
®  Bridge-MIB 27
O P-Bridge MIB o 27
O Q-Bridge MIB . o 28
®  Host Resource MIB . .. 29
®  EEE BO2 X PAE MIB 29
®  IEEE 8023 LAG MIB. . 30
® P FOorward MIB. .o 30
O P-MIB 30
O LD P MIB 31
®  LLDP-EXT-DOTI-MIB 32
O LLDP-EXT-DOT3-MIB. . 32
O OSSP MIB 34
O RS T P MIB 35
O SElOW MIB 35
®  SNMP Community MIB . .. 36
®  SNMP MPD MIB 36
®  SNMP Target MIB . ..o 36
®  SNMP View-Based ACM MIB. ... 37
®  SNMP Notification MIB ..o 37
TP MIB . 38
O UD P MIB 38
O ANAArd TraDS ot 39

RFC 1213: MIB-II

Fully supported or deprecated object groups

The following groups from RFC 1213 are either fully supported or deprecated.
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RFC 1213: MIB-II

TABLE S
Object group name OID Supported?
system 1.3.6.1.211 Yes
NOTE: All systems must implement the System group. If an
agent is not configured to have a value for any of the
System group variables, a string of length O is
returned.
at 1361213 No
NOTE: Implementation of the Address Translation (AT)
group is mandatory for all systems. However, this
group is deprecated by MIB-II. From MIB-Il onward,
each network protocol group contains its own
address translation tables.
icmp 1.3.6.1215 Yes
NOTE: Implementation of the ICMP group is mandatory for
all systems.
tep 1361216 Yes
NOTE: Implementation of the TCP group is mandatory for
all systems that implement the TCP. Instances of
object types that represent information about a
particular TCP connection are transient; they persist
only as long as the connection in question.
udp 1.3.6.12.17 Yes
NOTE: Implementation of the UDP group is mandatory for
all systems that implement UDP.
egp 1.3.6.1218 No
transmission 1.3.6.1.2110 No
snmp snmp Yes
NOTE: Implementation of the Simple Network Management

Protocol (SNMP) group is mandatory for all systems
that support an SNMP entity. Some of the objects
defined next are zero-valued in those SNMP
implementations that are optimized to support only
those functions specific to either a management
agent or a management station. All of the objects that
follow refer to an SNMP entity, and there may be
several SNMP entities residing on a managed node
(for example, if the node is acting as a management
station).

Partially supported object groups

The following groups from RFC 1213 are partially supported.

Interfaces group

Implementation of the Interfaces group is mandatory for all systems. To support FCIP tunneling, entries are created in the ifTable for each
WAN interface (GbE port), each FC port, and each FCIP tunnel (transport interface).

Logical Inter-Switch Link (LISL) is an FC interface.

22
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TABLE 6
Object OID Supported?
ifNumber 13612121 Yes
ifTable 13612122 Yes
ifEntry 136121221 Yes
iflndex 13.6.1212.2.11 Yes
ifDescr 1361212212 Yes
ifType 1361212213 Yes
ifMtu 1361212214 Yes
ifSpeed 1361212215 Yes
ifPhysAddress 13.6.1212.216 Yes
ifAdminStatus 1361212217 Yes
ifOperStatus 13.61212218 Yes
ifLastChange 1361212219 Yes
iflnOctets 13.6.1.2.12.2.110 Yes
iflnUcastPkts 1361212211 Yes
ifinNUcastPkts 13612122112 Yes
ifinDiscards 13612122113 Yes
ifinErrors 13612122114 Yes
ifinUnknownProtos | 1.3.6.1.2.12.2.115 No
ifOutOctets 13612122116 Yes
ifOutUcastPkts 13.6.1212.2117 Yes
ifOutNUcastPkts 13.6.1.212.2118 Yes
ifOutDiscards 1.36.12122119 Yes
ifOutErrors 1.3.6.12122120 Yes
ifOutQLen 13612122121 No
ifSpecific 13612122122 Yes
ifMIB group

RFC1213: MIB-lI

The ifMIB group is implemented to support FCIP tunnels. There are entries in the ifXTable for each WAN interface (GbE port), each FC

port, and each FCIP tunnel (transport interface). The ifXTable is used to support 64-bit FC statistics counters.

TABLE 7
Object oID Supported?
ifXTable 1.3.6.1.2.1.3111 Yes
ifXentry 1.3.6.1.2.1.31111 Yes
ifName 1.3.6.12.1.311.1.11 Yes
iflnMulticastPkts 13.6.1.2.1311112 Yes
iflnBroadcastPkts 136121311113 Yes

Network OS MIB Reference
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RFC 1757: Remote Network Monitoring Management Information Base

TABLE 7

Object OID Supported?
ifOutMulticastPkts 1.3.6.1.21311114 No
ifOutBroadcastPkts 1.3.6.1.21311115 Yes
ifHCInOctets 136121311116 Yes
ifHCInUcastPkts 13.6.1.2.1.3111.17 Yes
ifHCInMulticastPkts 1.3.6.1.2131111.8 No
ifHCInBroadcastPkts 1.3.6.1.21.311.119 No
ifHCOutOctets 1.3.6.1.2.1.3111110 Yes
ifHCOutUcastPkts 13.6.1.2.1.311.110 Yes
ifHCOutMulticastPkts 1.3.6.1.213111112 No
ifHCOutBroadcastPkts 1.3.6.1.2.1.3111113 No
ifLinkUpDownTrapEnable | 1.3.6.1.2.1.31.111.14 Yes
ifHighSpeed 13.6.1.2.1.3111115 Yes
ifPromiscuousMode 1.3.6.1.2.1.3111116 Yes
ifConnectorPresent 1.3.6.1.2.1.3111.117 Yes
ifAlias 13.6.1.2.1.3111.118 Yes
ifCounterDiscontinuityTi | 1.3.6.1.2.1.31.1.11.19 No
me

NOTE: Beginning with Network OS 6.0.1a or later, the snmp-server offline-if enable command will display Interfaces even when line card
is powered-off under the IF MIB.

NOTE: Beginning with Network OS 7.0.0 or later, VLAN entries are not supported in ifTable and ifXTable

NOTE: Beginning with Network OS 7.0.1 or later, the snmp-server three-tuple-if enable command allows you to configure the ifDescr
and ifName objects that belong to the Interfaces Group MIB (IF-MIB) to be represented in 2-tuple (slot/port) or 3-tuple format
(rbridge-id/slot/port). By default the ifDescr and ifName objects display in 2-tuple format (slot/port) and once the snmp-server

three-tuple-if enable command is enabled, they display in 3 tuple format.

RFC 1757: Remote Network Monitoring Management

Information Base

Remote network monitoring devices, often called monitors or probes, are instruments that exist for the purpose of managing a network.

This MIB defines objects for managing remote network monitoring devices.

The following groups from RFC 1757 are fully supported.

TABLE 8
Object group name oID Supported?
rmon 13612116 Yes
statistics 1.3.6.1.2.1161 Yes
history 13.6.1.2116.2 Yes
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TABLE 8
Object group name OID Supported?
alarm 13.6.1.2116.3 Yes
event 13.6.1.2116.9 Yes

RFC 4133: Entity MIB

Entity MIB is the module for representing multiple logical entities supported by a single SNMP agent.

Fully supported object group

The following group from RFC 4133 is fully supported.

Physical entity group

Table 0.1:
Object group name OID Supported?
entityPhysical 1.3.6.1.2.1.47.11 Yes
entPhysicalTable 1.3.6.1.2.1.47.1.11 Yes
entPhysicalEntry 1.3.6.12.147.1111 Yes
entPhysicallndex 13.6.1.2.1.47.1.1111 Yes
entPhysicalDescr 13.6.1.2.147.1111.2 Yes
entPhysicalVendorType 13.6121471111.3 Yes
entPhysicalContainedin | 1.3.6.12.147.1111.4 Yes
entPhysicalClass 1.3.6.1.2147.11115 Yes
entPhysicalParentRelPos | 1.3.6.1.2.1.47.111.1.6 Yes
entPhysicalName 13.6.1.2.14711117 Yes
entPhysicalHardwareRev | 1.3.6.1.2.1.47.1111.8 Yes
entPhysicalFirmwareRev | 1.3.6.1.2.1.47.1111.9 Yes
entPhysicalSoftwareRev | 1.3.6.1.2.1.47.111.110 Yes
entPhysicalSerialNum 1.3.6.1.2.147.1110 Yes
entPhysicalMfgName 13.6.12.147.111112 Yes
entPhysicalModelName | 1.3.6.1.2.1.47.111113 Yes
entPhysicalAlias 13.6.12.147.111114 Yes
entPhysicalAsset|D 1.3.6.1.2.147.111115 Yes
entPhysicallsFRU 1.3.6.12.147.111116 Yes

The following table lists the entPhysicalTable entries for Brocade switches.
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BGP4 MIB

TABLE 9  entPhysicalTable entries for Brocade switches

Platform Blades Fans Power supply WWN card
Brocade VDX 6710-54 | Standalone 2 FRUs 2 PS 1 WWN unit
Brocade VDX Standalone 2 FRUs 2 PS TWWN unit
6720-24
Brocade VDX Standalone 3 FRUs 2PS 1 WWN unit
6720-60
Brocade VDX Standalone 2 FRUs 2 PS 1 WWN unit
6730-32
Brocade VDX Standalone 3 FRUs 2 PS TWWN unit
6730-72

The following figure shows the hierarchy of the physical objects.

l Chassis: one entry ’

Container: one entry for each FRU slot

if the PS is not a FRU, if the Module is not a If the Fan is not a FRU,
it will be directly below FRU, it will be directly it will be directly below
the chassis below the chassis the chassis

FIGURE 5 entPhysicalTable containment hierarchy (entPhysicalContainsTable)

Unsupported object groups

The following groups from RFC 4133 are not supported.

TABLE 10
Object group name OID Supported?
entLogical 1361214712 No
entityMapping 13.61214713 No
entityGeneral 1361214714 No
BGP4 MIB

The BGP4 MIB module defines the MIB objects for management of Border Gateway Protocol Version 4 (BGPv4). Both read-only and
read-write operations are supported on this MIB through SNMP.
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Fully supported object groups

The following groups from BGP4 MIB are fully supported.

TABLE 11

Object group name OID Supported?
bgpVersion 136121151 Yes
bgpLocalAs 13.6.12.115.2 Yes
bgpPeerTable 1.3.6.121153 Yes
bgpldentifier 1.3.6.121154 Yes
bgpRcvdPathAttrTable 136121155 Yes
bgp4PathAttrTable 13.6.1.2.115.6 Yes
bgpMIBConformance 136121158 Yes

Bridge-MIB

The Bridge-MIB is the MIB module for managing devices that support IEEE 802.1D.

NOTE

Bridge-MIB

Though BRIDGE-MIB objects are retrievable in VCS mode, SNMP is not VCS-aware. An SMNP query will return the
switch-specific response.

Fully supported object groups

The following groups from LLDP-EXT-DOTI-MIB are fully supported.

TABLE 12
Object group name oID Supported?
dotldBase 13.6.1.2.117.1 Yes
This contains the objects that are applicable to all types of
bridges (support only for default VLAN).
dot1dStp 1.3.612117.2 Yes
This contains objects that denote the bridge's state with respect
to the Spanning Tree Protocol.
dot1dTp 136121174 Yes
Implementation of the dotldTp sub-tree is optional. It is
implemented by those bridges that support the transparent
bridging mode. A transparent or SRT bridge will implement this
sub-tree.
dot1dStatic 1.3.6.12.117.5 Yes
P-Bridge MIB

The Bridge MIB Extension module for managing Priority and Multicast Filtering, defined by IEEE 802.1D-1998, including Restricted
Group Registration defined by IEEE 802.1t-2001.
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Q-Bridge MIB

NOTE

Though P-Bridge MIB objects are retrievable in VCS mode, SNMP is not VCS-aware. An SMNP query will return the

switch-specific response.

The following tables are not supported:

dotldTpHCPortTable
dotldUserPriorityRegenTable
dotldTrafficClassTable
dotldPortOutboundAccessPriority Table
dotldPortGarpTable
dotldPortGmrpTable

Fully supported object groups

The following groups from P-Bridge MIB are fully supported.

TABLE 13
Object group name oID Supported?
dotldBase 1.3.6.1.2.1171 Yes
dotldExtBase 1.3.6.1.2.117.6.11 Yes
dot1dPortPriority 13.6121176.12 Yes
Q-Bridge MIB

The VLAN Bridge MIB module manages Virtual Bridged Local Area Networks, as defined by IEEE 802.1Q-2003, including Restricted

VLAN Registration defined by IEEE 802.1u-2001 and VLAN Classification defined by IEEE 802.1v-2001.

NOTE

Though Q-Bridge MIB objects are retrievable in VCS mode, SNMP is not VCS-aware. An SMNP query will return the

switch-specific response.

The following tables are not supported:

dotlgPortVlanTable
dotlgPortVlanHCStatisticsTable
dotlgLearningConstraintsTable
dotlvProtocolGroupTable
dotlvProtocolPortTable

Fully supported object groups

The following groups from P-Bridge MIB are fully supported.
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TABLE 14
Object group name oID Supported?
dotlgBase 13.6.12117.7.11 Yes
dot1qTp 13.6.1.2117.71.2 Yes
dotlqgStatic 13.612117.713 Yes
dotlqgVlan 13612117714 Yes

Host Resource MIB

Host Resource MIB

The Host Resource MIB module defines a uniform set of MIB objects useful for the management of host computers. Only read-only
operation is supported on this MIB through SNMP.

Fully supported/deprecated object groups

The following group from Host Resource MIB are either fully supported or deprecated.

TABLE 15

Object group name OID Supported?
hrSystem 1.3.6.1.2.1.251 No

hrStorage 1.3.6.12125.2 No

hrDevice 1.3.6121253 No

hrSWRun 13.6.1.21254 Yes (Read-only)
hrSWRunPerf 136121255 No
hrSWinstalled 13.6.1.2.125.6 No
hrMIBAdmininfo 13.6.1.2.125.7 No

IEEE 802.1x PAE MIB

NOTE

The dotlxPaeSupplicant group is not supported.

Fully supported object groups

The following groups from IEEE 802.1x PAE MIB are fully supported.

TABLE 16
Object group name OID Supported?
dot1xPaePortTable 1.0.8802.111.11.2 Yes
dot1xAuthConfigTable 1.0.8802.1.1.1.1.2.1 Yes
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IEEE 802.3 LAG MIB

|[EEE 802.3 LAG MIB

Fully supported object group
The following groups from IEEE 802.3 LAG MIB are fully supported.

TABLE 17
Object group name OID Supported?
dot3adAggTable 1.2.840.10006.300.43.1.11 Yes
dot3adAggPortTable 1.2.840.10006.300.43.1.2.1 Yes

IP Forward MIB

The IP Forward MIB module defines MIB objects for the management of Classless Inter-domain Routing (CIDR) multipath IP routes.

Both read-only and read-write operations are supported on this MIB through SNMP.

Fully supported object groups

The following groups from IP Forward MIB are fully supported.

TABLE 18
Object group name OID Supported?
inetCidrRouterNumber 1.3.6.1214.24.6 Yes
inetCidrRouteTable 13.6.1214.247 Yes
inetCidrRouteDiscards 13.6.12.14.24.8 Yes

IP-MIB

The IP-MIB module provides MIB objects for management of IP modules in an IP version-independent manner. Both read-only and
read-write operations are supported on this MIB through SNMP.

Fully supported object groups

The following groups from IP-MIB are fully supported.

TABLE 19

Object group name OID Supported?
ipForwarding 1.3.6.12.141 Yes (Read-only)
ipDefaultTTL 13.6.1214.2 Yes (Read-only)
ipReasmTimeout 136121413 Yes
ipv6lpForwarding 13.6.1.2.14.25 Yes (Read-only)
ipv6lpDefaultHopLimit 1.3.6.12.14.26 Yes (Read-only)
ipv4interfaceTableLastChange 1.3.6.1.2.14.27 No
ipv4InterfaceTable 13.6.1214.28 Yes (Read-only)
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TABLE 19

Object group name OID Supported?

ipv6interfaceTableLastChange 1.3.6.1214.29 No

ipvBInterfaceTable 1.3.61214.30 Yes (Read-only)

ipSystemStatsTable 13.6.12.14.311 No

iplfStatsTableLastChange 1361214312 No

iplfStatsTable 1.3.61.2.14.313 No

ipAddressPrefixTable 13.6.1.214.32 No

ipAddressTable 136121434 Yes (Read-only)

ipNetToPhysicalTable 1.3.6.1.214.35 Yes

ipv6ScopeZonelndexTable 13.61214.36 No

ipDefaultRouterTable 13.6.1.2.14.37 No

ipv6RouterAdvertTable 13.61214.39 Yes

NOTE: Beginning with Network OS

7.1.0 or later, the
ipv6RouterAdvertTable objects
support port-channel interface.

icmpStatsTable 1.3.6.1.2.1.5.29 No

icnpMsgStatsTable 1.3.6.1.215.30 No

LLDP MIB

The MIB module for LLDP configuration, statistics, local system data and remote systems data components.

NOTE

LLDP notifications are not supported.

Fully supported

object groups

The following groups from LLDP MIB are fully supported.

TABLE 20
Object group name OID Supported?
lldpStatistics 1.0.880211212 Yes
lldpLocalSystemData 1.0.8802.11213 Yes
lldpRemoteSystemsData | 1.0.8802.112.14 Yes

Partially supported object groups
The following group from LLDP MIB is partially supported.
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LLDP-EXT-DOTI-MIB

LLDP configuration group

TABLE 21
Object OID Supported?
lldpConfiguration 1.0.8802.11.2.11 Yes
lldpMessageTxInterval 1.0.8802.11.2.1.11 Yes
lldpMessageTxHoldMultiplier 1.0.8802112.112 Yes
lldpReinitDelay 1.0.880211.211.3 Yes
lldpTxDelay 1.0.8802112.114 Yes
lldpNotificationInterval 1.0.880211.211.5 Yes
lldpPortConfigTable 1.0.880211.2.11.6 Yes
lldpPortConfigEntry 1.0.8802112116.1 Yes
lldpPortConfigPortNum 1.0.880211.2.1.1.6.11 Yes
lldpPortConfigAdminStatus 1.0.8802112.11.6.12 Yes
lldpPortConfigNotificationEnable 1.0.8802112116.13 Yes
lldpPortConfigTLVsTxEnable 1.0.880211.2.116