BROCADE=

CONFIGURATION GUIDE

Brocade SLX-OS
Security Configuration Guide, 17s.1.00

Supporting the Brocade SLX 9140 and SLX 9240 Switches

53-1004978-01
29 March 2017



© 2017, Brocade Communications Systems, Inc. All Rights Reserved.

Brocade, the B-wing symbol, and MyBrocade are registered trademarks of Brocade Communications Systems, Inc., in the United States and in other
countries. Other brands, product names, or service names mentioned of Brocade Communications Systems, Inc. are listed at www.brocade.com/en/legal/
brocade-Legal-intellectual-property/brocade-legal-trademarks.html. Other marks may belong to third parties.

Notice: This document is for informational purposes only and does not set forth any warranty, expressed or implied, concerning any equipment,
equipment feature, or service offered or to be offered by Brocade. Brocade reserves the right to make changes to this document at any time, without
notice, and assumes no responsibility for its use. This informational document describes features that may not be currently available. Contact a Brocade
sales office for information on feature and product availability. Export of technical data contained in this document may require an export license from the
United States government.

The authors and Brocade Communications Systems, Inc. assume no liability or responsibility to any person or entity with respect to the accuracy of this
document or any loss, cost, liability, or damages arising from the information contained herein or the computer programs that accompany it.

The product described by this document may contain open source software covered by the GNU General Public License or other open source license
agreements. To find out which open source software is included in Brocade products, view the licensing terms applicable to the open source software, and
obtain a copy of the programming source code, please visit http:/www.brocade.com/support/oscd.

Brocade SLX-OS Security Configuration Guide, 17s.1.00
2 53-1004978-01


http://www.brocade.com/en/legal/brocade-Legal-intellectual-property/brocade-legal-trademarks.html
http://www.brocade.com/en/legal/brocade-Legal-intellectual-property/brocade-legal-trademarks.html
http://www.brocade.com/support/oscd

Contents

Preface.....covnnninnnn
Document conventions
NOTES, CAUtIONS, GNT WAINMINGS ... rvvivieiieeisiesessessessesssss st sss a8 e85 5 8188888815585 8858588888888 7
TEXE fOIMNATHING CONVENTIONS. ..ottt s st s s8R 8 58585888888 7
COMMEANA SYNTAX CONVENTIONS.....cetuieiuiereeeieeeseseeseeese et st se st ss e sssseess s8££ 8188885815882 5 8585858888888t 8
Brocade resources.......ernnneens
Document feedback
Contacting Brocade TECINICAl SUPPOM ...t ss sttt 85818888 9
BrOCATE CUSTOMIEIS......oeoceeie et eesie ettt es st s8££ 8888888588488 8888 R 8RR 9
BrOCAUE OEM CUSIOMEIS. ...ouiiiieieiieeitisseisisseeessseeessseeessseess s essss 8818858881088 8 4588588558488 E 888880 9
WY oo TUL G Lo oYU 3 =Y o P 11
SUPPOIEA NAIrAWAIE AN SOFIWAIE........ ettt st s8££ 11
USEI ACCOUNTS BN PASSWOITS....ciuitiiisiissieisssissssisss e ses s s eSS E AR R RS R R R R 13
USEI GCCOUNT OVEIVIEW.....oovurivirmreiisseeisssessssee st esss s sessses st s8££ 8888888848888 13
DEFAUIT ACCOUNTS @NA TOIES.......rreeeetereeesieeeeeesi s eeeeess s esess s8R 88 RE8 £ RE888 £ E £ 13
ACCOUNt GUIARINES @NA IIMIHAHIONS ..ottt ss st s8££ 8RR 13
BaSiC @CCOUNT MNANAGEMENT. ...ttt bt es s8££ s8££ 842 E £ 828142848842 E £ 142848 R 8 EEeEbsbebsebEenEnb 14
Creating @n AdMIN-TOI8 GCCOUNT.......c. ettt sS85 14
Creating a user-role account
MOGITYING @M GCCOUNT......ootitrtti ettt 8 8888848888888 8 880
DISADIING BN GCCOUNT......ooeeeeetee it eeei e ess s8££ 8888888858848 R8RSR
UNIOCKING @M BCCOUNT......ceeteieireiiseeeesee e essts st sss s8££ 8 8888888488888 8 8RR
DEIETING @M BCCOUNT......eeteeteeeiee et eeei e ss ettt 8 8885888858888 5885884588588 88
USEI=TEFINEA FOIES ... ettt seessee e ees e ss ettt e85 8888558558485 8 5888458855858 58588 R 8880
USEI=EIINEUTOIE OVEIVIEW. ....otoereeetieereeeesseeeseesis e eessssee s sess et
Role and rule limits........ccccene.
Creating or modifying a role
=2 T = (0] =TRSO
COMIMIANA=ACCESS MUIES...ourvetieieiseistseessseeeesseesess et 8888888888884 E 8RR
RUlES fOr CONFIGUIATION COMMENGS.......vuiriiieiiiit stk 18
RUIES fOr OPEratioNal COMMIANAS.......iivieriiiss st ss st 18
RUIES fOr INEITACE COMIMIANTS. ...ttt es s s8££ R8s 18
CONFIGUINNG @ PlACENOITET FUIE.......ooeei ittt 8888888888888 19
RUIE = TOCESSING OFUEN ... ceetrereesreieeseeesseeesssssessss e ees et es s £8 8888888885884 8088888805888 E R8s 19
AAATING @ TUIC... vttt ess s8££ 88 8888588548588 £8 8288855855888 888188888 20
CRENGING @ FUIE ..ottt eesess s8R R0 20
DIEIETING @ TUIE... ettt ees e eese e ess s8££ 8858855855858 8885885885888 20
AAVANCEA GCCOUNT MBNAGEMENT. .....ootrrieireiiteeseeieesisss sttt sessssesess s 8810588888584 5844888888588 58888888 21
Creating @ NON=AEFAUI GCCOUNT........cooiiierie ettt st sS85 8 888858 21
Creating an account With ClOCK-TESICIEA @CCESS. ...t ss s 21
PASSWOIT POICIES. vvvuurereerueieserieseeise st eesee st ssesss s es st ss 8288885888858 8455842582588 £ 4248405882585 85805884 E 888888 21
PASSWOIT PONICIES OVEIVIEW........ceoueierriireiiseeteeiie st ess s st 2 8881888585855 1288858825885 R S8 21
CONFIGUNNG PASSWOI POIICIES.....ouuiereiireieseiieeiiseeeses ettt ss st 8 8888185888888 8888588 23
PassWOrd INtEraCtion With rEMOTE AAA SEIVETS.........ieeese et ss st 8888888 bbb 24

Command shortcuts (aliases)

Brocade SLX-OS Security Configuration Guide, 17s5.1.00
53-1004978-01 3



CONFIGUITNG GlODAI @lIASES....o.urrveerreerieeieeeeeesseereessss e esees e esses s e84 25

CONTIGUING USEIIEVEI @lIASES.....cuurverrurreirneessiineeiesseseeesse st ssssssessss s ess s sss e85 8558158818888 5 8488888 25
SOCUITEY =EVENT IOGS . 1vttturveturriissesessses et sses s ssssessssssessssssse st s8 8058800888058 8045884058808 8 8858805881458 4 8808804881058 8 888 26
User accounts and pasSWOrdS SNOW COMMIANTAS ....uvwriurierieiesiieessisssssssessssssss st st sssssssssssssssssssessssssessssssssssssssssssssssssssssssssessssssssssssssssssssssssssnnes 26

o
AACLL OVEIVIEW....oouivirtvireisieesisesee s sssse st s s8££ 8188888888888 R8s

ACL QP PlICAtIONAAAIGEES ..ottt s8££ 884885888

Interface ACLs and rACLs......

ACLs applied to interfaces

AACL NG TUIE TS etttetereiteeeese ettt ess et es s8R £88 £ 8 858885848888
LAYET 2 (MAC) ACLS.oovvvvveeeeeveeeeeeeeeeeveeoosssesssssseesssssssssssessssesessssssssssssssssssseesssssssssssssssssssesssssssssssssssssesssssssssssssssssssessssssssssssssssssssssssssssssssnsssssssssssssssssssssssssessssssesenes

Implementation flows for MAC rACLS anNd INTEITACe ACLS ... sesssssessss et st sss s ssssssesssssssssssssssssssssssssssssssssssssssssees 29

MAC ACL CONTIGUIATION GUILETNES... .. cveeeirecreiti i eeeesis st seessss s essss s8R0 30

BaSIC LAYEI 2 ACLS GNA TUIES ...ttt 31

Applying Layer 2 ACLS t0 interfaces OF GIODAIIY ...ttt st st sss s st 32

LAYEr 2 ACL MOITICATION 1ottt sttt 8888888858588 5885888800 34

Advanced Layer 2 ACL rUIES @NA fEATUIMES......cc..iiiiesiiiess s sss st st sss s8R0 35
LAYET B (IPVA QNG IPVB) ACLS......oiieeeeeeeeeevevvvessssssseeeeesseseasssssssssssseessssssssssssssssssssssssssssssssss s sssssssssssssssessessssssssssssssssssesssssssssssssssssssssssssssssssasssssssessssssssssssssssseees 37

Implementation flows for FACLS @Nd iNTErfACE ACLS ...ttt s 37

Layer 3 ACL CONfIGUIAtION GUIAEIINES ...ttt sttt 38

BaSIC LAYEI 3 ACLS @NA TUIES .. ..ottt ss s s 5888858888888 8888800 39

APPIYING LAYET 3 ACLS 10 INEITACES. oottt et s8££ 8888888880 42

Layer 3 ACL modification.....c..c.ccoueeeeenne. .45

Advanced Layer 3 ACL rules and features.... .46
ACL SNOW GNA ClEAI COMMBNGS. ...couiveiuireeermreeesieeeeeseesesssseeesssseess s essssesessssesesss e ss8s 0588445881048 58 8458845885888 8 885888888 51

POIt MAC SECUITY....citieieeririsesessssesssesesesesssssesesss e sss s e sss e s sas s sssse e s sas e s s b e e eEsRe e e e Re e AR e Re R AR R Re e RRA AR AR AR Ae AR ARe R e R AR R AR A RS e AR AR R AR A AR e R R R AR aEnEeRe e nEn e e nRnRe e nanans 53
POIt MAC SECUILY OVEIVIEW.....ouiiiieiiiieeies sttt s s 44112242142 b 18R b1 1At 53
POIt MAC SECUITLY VIOIGHION. .1ttt sis s sttt s s 8 8 5855 8888885885888 88800 54
Auto recovery for POrt MAC SECUNILY VIOIGTION ...ttt sss s sss sttt 8 818888 54
Port MAC security configuration guidelines and CONSIAEIAtIONS ...t ss sttt ss bbb nneen 54
CONFIGUINNG POIT MAC SECUTEY ....vveriereiee ittt ettt a2 e84 8858882825888 8888558858 55
Displaying port MAC security information .............ccoccvuunnee. ... 56

Displaying port MAC security details ON the eVICE. ...ttt 56

Displaying port MAC security CONfIGUIGtION AETAIIS. ...t st 57

Displaying port MAC security settings for an iNAiVIAUAH POr..... s ssssss st ssss st sss s ssssssseeees 57

Displaying secure MAC addresSSes INfOIMIATION ... irireeieieieesiseessseseessesssssss st sss st st ss 888888 57

B02.1X QUINENTICAtION. ... s s sER e SR A s AR E SRR E RS R AR E AR 59
BO2.1X QUNENTICATION OVEIVIEW....ovvcoirrrveeiieeeeieseeeeessssse et ssss s8R0 59
DeVice roles iN @N BO2.1X CONTIGUIGLION. ... rvuurreirrreeiiresessssssssssssssessssssssssss s sss s ess s ssss 8858840888488 8058888588888 59
Communication between the devices...... .. 61
(@elatige] | =TT ale Ul TeleTalg ]| =Yoo ] o ¢TSRS 61
Message eXChange AUNNG QUINENTICATION. ...ttt 63
Authentication of multiple clients connected 10 The SAME POIt......iii s sttt s s 64

How 802.1x multiple client @aUthentiCAtION WOIKS ...ttt 64
RADIUS attriDULES fOr @UINENTICAtION. ...ttt ettt s8££ R0 65

Support for the RADIUS user-name attribute in ACCESS-ACCEPT MESSAGES.......iiiiriieeiieeeissesesse st sss s sssssssssssssss st st ssesssons 65
BO2.LX FEAMINESS CRECK. ...t vetuureeieeieiseecesses et eessseeees e ess s es8 8818088808814 8 0488488488888 E 888888 65
802.1X aUtheNtICAtION ENEDIEMIENT ... .ottt 8 888888588 66
POt CONIOL FOr GUINENTICEHION. ..ottt sttt 8888888888888 66

Brocade SLX-OS Security Configuration Guide, 17s.1.00
4 53-1004978-01



802.1X ClIeNt rEAUINENTICAION OPHIONS... ..t ee st 8888888888888 66

PErTOTIC TEAUTNENTICATION. c.vvt. ettt s8R 67
ManUal reaUINENTICAION OF @ PO ...t st s s8R 67
QuUIEt PEITOT FOr FTEAUINENTICATION......o. vt et s s8R 67
Retransmission information for EAP-ReqUEST/IAENTIY fram@s. ...t ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 67
Retransmission interval for EAP-ReqUEST/IAENtity framMEs. ... ssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 67
Retransmission timeout of EAP-Request frames 0 the ClIENT ...t s 67
Retransmission limit for EAP-ReqUES/IAENLItY FramM@ ...ttt sss sttt 67
ConfiIGUrNG BO2.1X QUNENTICAHON. ...ttt 68
DiISPIAYING BO2. LX INFOIMIATION ...ttt iettereeieeriiseeeeese e eets et es s8R 888888888888 69
Configuring Remote Server AUtNENTICAtION..... ... e 73
REMOLE SEIVEr QUINENTICATION OVEIVIEW........iviiiiieiiieiieeieiee st sst st s s8££ £8 88888888888 73
LOGIN QUINENTICATION MIOTE..... ettt e8RS 73
CONAItIONS FOr CONTOIMNANCE....vvveteerreetireeeeesiseeeeeessse e eesss et 74
Configuring remMOte SEIVEr QUINENTICATION ...ttt 74
Setting and verifying the 10gin aUthentiCatIoN MOTE. ... sttt st 74
Resetting the 10gin aUtheNtICAtION MOTE......... et 75
Changing the 10gin aUINENICATION MIOE....... ettt 75
RADIUS Server AUthENtICAtION. ......iiciieri iR AR AR AR e s 77
RADIUS SECUITY ...ttt ettt seeseess ettt 2 4225842884588 2814258458425 822 £ 22 £ 42828842 E 84 £ £ 8428842 E 84842 E 842 EE £ 842 E R4S E bk b b en bt 77
RADIUS AUNENTICATION. ..ottt ettt st 8 8888888888844 R0 77
RADIUS AUNOTIZATION. .....oeveireietieeeesiee et eess s essss st es s8££ 8888888588584 £8 888858848 R 8RR 77
ACCOUNT PASSWOIA CRANGES ...ttt et et cess sttt 2888888888858 18888885888 E R0 77
RADIUS authentication through mManagement INTEIfaCeS. ... st ss st 77
Configuration of an interface as the source of RADIUS PACKELS...........rrireiiereesiseessssssssesssssesssssssssesssssssssssssssssssssessssssssssssssssns 78
ConfIguring SEIVEr-side RADIUS SUDPOM . .....ciiuimreisurressessssssssssssessssssssssessssssessssssssssssessssssssssssssssssssesssssssssssssssssssassssssassssssasssssssssssssssssssssessssanes 78
Configuring RADIUS Server 0N @ BroCAde AEVICE........wirriieisinssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssessssssessssssssssses 81
RADIUS tWO factor aUINENtICAtION SUPPOIM ... sissssisssssessess s sss st st s 84
TACACS+ Server AUTRENTICAtION. ... s 87
Understanding and CONFIGUITNG TACACSH ... issssesssssssessssessssessssssssesssssesssesssassssasssssessssessssssssasssssassssassssssssssessssssssssssssssssssssassssssssssssssns 87
TACACSH QUINOMZATION ..ttt eesis s ss et 87
TACACS+ authentication through ManagemMeENnt INTEITACES. ...t st 87
Supported TACACS+ PaCKages aNd PrOTOCOIS. ...ttt ss st 87
TACACSH CONFIGUIATION COMPONENTS. .....ureetirreereeetiseeeessseeesseeeesseeeesseeesss st s 8888888888888 8 AR £ER R 87
Configuring the ClIENt fOr TACACSH SUDPOIM ... ivuuurieereereieeeessseessseeseessss st st seessssasesss e ssss e sss s £48 1445888488888 888 87
Configuring TACACS+ accounting ON the ClIENT SIAE. ...ttt st e 90
ConfiguriNg TACACS+ ON ThE SEIVET SIHE w...cvvuurrreeieierreeiieereeeeis st eessss s sse s8R R 92
Configuring TACACS+ for @ mixed-VendOor @NVIFONMIENT.........ooiiiirienecessesessssessssssssssssss s sssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssses 94
Lightweight DireCtory ACCESS PrOtOCOL.......uccciuiuirriresessssssesesessssssssesesssssssssesess s ssss s s s st sassss s st sesssssssssssesssssssssssesasssssssessssassassssesssssssssssnsassssanns 95
Understanding and CONFIGUING LDAP ... ieieereeieseessssssssssssssssssssssssssssssesssssssssssssesssssss 5814581400588 58 8054581888888 95
USEE GUTNENTICETION ...ttt b8R8 95
SOIVET AUTNENEICETON. ...ttt 48888888 96
SOIVET BUTNOITZATION. ...ttt 8888888888888 96
FIP S COMIPIANCE ettt s8££ 5854858585545 8 5818858588858 8RRt 96
CONFIGUING LLDAP...... ittt st s 8888188885858 8 0588148858158 8258588145108 8 8RR 96
IMPOMING AN LDAP CA COIIfICAE...uurieruerieieeieire ettt ees s es s st s8££ 8888885888 R 97
VIEWING The LDAP CA COMICAtE. oottt ees sttt e844SR 97
Configuring an Active Directory Server 0N the CHIENT SI@...... .ttt st st 97

Brocade SLX-OS Security Configuration Guide, 17s.1.00
53-1004978-01 5



Adding an LDAP server to the ClIENt SEIVET lISt......... i iciireeiieseeeiissesssss e cssss s ssssssse s ssst st s sssss s sssss e 98

ChangiNg LDAP SEIVET PAIaMETEIS....uvuuurierueeeerireessissessssessesssesssssssssssssssssssasessssssesssssessssssessssssassssssassssssassssssassssssssssssssssssasssssssssssssassssssassssssnssssssssssss 98
REMOVING @N LDAP SEIVET ... ciireireeereeeiseeesseeesesessesessseessseessseesssasssssessseesssassssssssssesssassssasessseesssassssaeesssessssessssssssesssessssasssssessssasssssssssnsssnesssasssssesssnssssnns 99
Configuring Active Directory groups 0N the CIENT SIAE. ...ttt s st s s s 99
Mapping an Active Directory group t0 @ AEVICE OB ...t ss st ss sttt ss sttt 99
Removing the mapping of an Active DireCtory 10 @ deVICE FOlE.......isies s ssssss sttt sssss s 99
Configuring the client to use LDAP/AD for 10gin @UthentiCatIoN ... sssssssssssssssssssssssssssssssssssssseses 100
Configuring an Active DIrectory SErver ON the SEIVEL SIE. ...ttt 100
Creating a user aCCOUNt ON @N LDAP/AD SEIVET ...t sss s ss st a1 st 100
Verifying the USEr QCCOUNT ON @ TOVICE. ...ttt ettt 8 8RR 100
Configuring LDAP USErS ON @ WINAOWS AD SEIVET ... iesssseesssssesssssssssssssssssss st st st ssssssssssssssssssssssssssssssssasssssssssssssssssssssssssss 101
L LI ST =Y & (1 Tt =Y PP 103
HT TIPS COIIfICate OVOIVIEW....u.vvuoueeeirereeseeieseeesessese st et sessseesesss st e85 8588588458888 0588855885885 8 88888 103
CONTIGUING HT TIPS COMTICATOS vttt s s s8££ 8588888888588 R8s 103
DISAING HT TIPS COMTICAIOS. i ivvuirrierrreiiinreiies s et ssst sttt s 8888888858854 8088858588800 105
ENADIING HT TIPS SEIVICE. . iiuitriiieriisieseesse et sss s ssssssss st sssssssssss st 5818885818585 5804588085880 8 0558185885888 88888 107
1] o] g Yo T I S TR =T= o OO OO 107
SSH - Secure Shell......ovirnnnin
Configuring SSH encryption protocol
CONFIGUING SSH CIPNEIS ..ottt s 8888888885858 58818888888t
CoNfIGUNNG NON=CBC SSH CIPNET ...ttt 110
REMIOVING @N SSH CIDNEI ettt eess s ee 8888588888888 585880 110
CONFIGUING SSH KEY-EXCRENGE. ....coeeveireeeitiereises et et st essss s eess s s8££ 8888885888888 88858 111
REMOVING @N SSH KOY=OXCNANGE. ... reeirveieeieiise it essee s sss s sst 8888888888888 88858888888 111
CONFIGUITNG SSH MAC ... oeeeiecreetieeeeeeeesseeesessssesesssssss e essss s esess e e88 0588888888848 RE R8RSR 111
REMOVING @GN SSH MAC ... oot eesse e essssessssessseesssseess e ess e ss s £8 1445884858144 58 8458845488055 8 1445884428858 1445882584582 E 288 E 8RR 112

Brocade SLX-OS Security Configuration Guide, 17s.1.00
6 53-1004978-01



Preface

DOCUMENT CONVENTIONS......ovtttttsie ettt s bbb bbb bbbttt bbb aes 7
g eTer=Te LY (=TT 0 [ ol=Y OO 8
I Te{8 0 aT= a1 £=T=Yo | oY=t 2 <SOSR 8
Contacting Brocade TEChNICAl SUPPOI ...t 9

Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and important notice formats used in
Brocade technical documentation.

Notes, cautions, and warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential

hazards.

A\
A

NOTE
A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An Attention statement indicates a stronger note, for example, to alert you when traffic might be interrupted or the device might
reboot.

CAUTION
A Caution statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware,
firmware, software, or data.

DANGER
A Danger statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety
labels are also attached directly to products to warn of these conditions or situations.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used to highlight specific words or phrases.

Format Description
bold text Identifies command names.
|dentifies keywords and operands.
Identifies the names of GUI elements.
Identifies text to enter in the GUI.
italic text |dentifies emphasis.
Identifies variables.
Identifies document titles.
Courier font Identifies CLI output.
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Brocade resources

Format Description

Identifies command syntax examples.

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical
relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

italic text Identifies a variable.

value In Fibre Channel products, a fixed value provided as input to a command option is printed in plain text, for

example, --show WWN.
[] Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square brackets.

{x|lylz} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select
one of the options.

In Fibre Channel products, square brackets may be used instead for this purpose.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.
Repeat the previous element, for example, memberlmember...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command
input, enter the entire command at the prompt without the backslash.

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade resources.

White papers, data sheets, and the most recent versions of Brocade software and hardware manuals are available at www.brocade.com.
Product documentation for all supported releases is available to registered users at MyBrocade.

Click the Support tab and select Document Library to access product documentation on MyBrocade or www.brocade.com. You can
locate documentation by product or by operating system.

Release notes are bundled with software downloads on MyBrocade. Links to software downloads are available on the MyBrocade landing
page and in the Document Library.

Document feedback

Quality is our first concern at Brocade, and we have made every effort to ensure the accuracy and completeness of this document.
However, if you find an error or an omission, or you think that a topic needs further development, we want to hear from you. You can
provide feedback in two ways:

Through the online feedback form in the HTML documents posted on www.brocade.com

+ By sending your feedback to documentation@brocade.com

Provide the publication title, part number, and as much detail as possible, including the topic heading and page number if applicable, as
well as your suggestions for improvement.
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Contacting Brocade Technical Support

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online or by telephone. Brocade OEM customers should
contact their OEM/solution provider.

Brocade customers

For product support information and the latest information on contacting the Technical Assistance Center, go to www.brocade.com and
select Support.

If you have purchased Brocade product support directly from Brocade, use one of the following methods to contact the Brocade
Technical Assistance Center 24x7.

Online Telephone

Preferred method of contact for non-urgent issues: Required for Sev 1-Critical and Sev 2-High issues:
Case management through the MyBrocade portal. . Continental US: 1-800-752-8061
Quick Access links to Knowledge Base, Community, Document . Europe, Middle East, Africa, and Asia Pacific: +800-AT FIBREE
Library, Software Downloads and Licensing tools (+80028 34 27 33)

Toll-free numbers are available in many countries.

For areas unable to access a toll-free number:
+1-408-333-6061

Brocade OEM customers
If you have purchased Brocade product support from a Brocade OEM/solution provider, contact your OEM/solution provider for all of
your product support needs.

+ OEM/solution providers are trained and certified by Brocade to support Brocade® products.

+  Brocade provides backline support for issues that cannot be resolved by the OEM/solution provider.

Brocade Supplemental Support augments your existing OEM support contract, providing direct access to Brocade expertise.
For more information, contact Brocade or your OEM.

+  For questions regarding service levels and response times, contact your OEM/solution provider.
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About This Document
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Supported hardware and software

In those instances in which procedures or parts of procedures documented here apply to some devices but not to others, this guide
identifies exactly which devices are supported and which are not.

Although many different software and hardware configurations are tested and supported by Brocade Communications Systems, Inc. for
SLX-OS Release 17s.1.00, documenting all possible configurations and scenarios is beyond the scope of this document.
The following hardware platforms are supported by this release:

Brocade SLX 9140 switch

Brocade SLX 9240 switch

NOTE
Some of the commands in this document use a slot/port designation. Because the Brocade SLX 9140 switch and the

Brocade SLX 9240 switch do not contain line cards, the slot designation must always be "0" (for example, O/1 for port 1).

To obtain information about other Brocade OS versions, refer to the documentation specific to that version.

Brocade SLX-OS Security Configuration Guide, 17s.1.00
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User account overview

A user account specifies that user’s level of access to the device CLI.

The software uses role-based access control (RBAC) as the authorization mechanism. A role is a container for rules, which specify which
commands can be executed and with which permissions. When you create a user account you need to specify a role for that account. In
general, user (as opposed to user-level) refers to any account—to which any role can be assigned—user, admin, or a non-default role.

Default accounts and roles

The software ships with two default accounts—admin and user—and two corresponding default roles:

+ admin—Accounts with admin permissions can execute all commands supported on the device. (For the initial admin login, refer
to the relevant Brocade Hardware Installation Guide.)

+ user—Accounts with user-level permissions can execute all show commands supported on the device. User-level accounts can
also execute the following operational commands: cfm, execute-script, exit, mtrace, no, ping, rasman, ssh, sysmon, telnet,
timestamp, trace-12, and traceroute.

NOTE
For details on non-default roles (also known as user-defined roles), refer to User-defined roles on page 16.

Account guidelines and limitations

Be aware of the following guidelines and limitations:

Brocade recommends that every user access the CLI through a unique account: After logging in as admin, create a unique
account for yourself, specifying role admin.

+ You cannot modify rules for the admin or the user default accounts.

+  You cannot modify rules for the admin or the user default roles.

+ By default, all account information is stored in the device-local user database.
+ By default, user authentication and tracking of logins to the device is local.

+  The maximum number of accounts—including the two default accounts—is 64. For more than 64 users, you can implement an
authentication, authorization, and accounting (AAA) service. For details, refer to the External Server Authentication section.

+  The maximum number of roles—including the two default roles—is 64. If needed, refer to Role and rule limits on page 16.

Brocade SLX-OS Security Configuration Guide, 17s.1.00
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Basic account management

These topics enable you to create and manage basic admin and user accounts.

Creating an admin-role account

An admin-role account can execute all supported CLI commands.

The required parameters for creating an account are name, role, and password. In this example, the optional desc parameter is also
utilized.

1. In privileged EXEC mode, enter the configure terminal command.
device# configure terminal
2. Enter the username command, with the specified parameters.

device (config)# username Jjsmith role admin password Tijdlspw desc "Has access to all commands"

Creating a user-role account
A user-role account can execute show and other basic CLI commands.
1. In privileged EXEC mode, enter the configure terminal command.
device# configure terminal
2. Enter the username command, with the specified parameters.

device (config)# username jdoe role user password iKtlSas*p

Modifying an account

Use this topic to modify a user account.
The only required parameter for modifying an account is username username. In this example, the role is changed to admin.
1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the username command, with the needed parameters.

device (config) # username jdoe role admin

Brocade SLX-OS Security Configuration Guide, 17s.1.00
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Disabling an account

Use this topic to disable a user account.

NOTE

If you disable an account, all active sessions for that user are immediately terminated.

1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the username command, with the enable false parameters.

device (config) # username testUser enable false

Unlocking an account

Use this topic to unlock a user account.

Basic account management

A user account is automatically locked by the system when the configured threshold for repeated failed login attempts has been reached.
The account lockout threshold is a configurable parameter. Refer to Account lockout policy on page 23 for more information.

NOTE

The username and no username commands are global configuration commands, but the unlock username command is a

privileged EXEC command.

1. In privileged EXEC mode, enter the show users command to display currently active sessions and locked out users.

device# show users
**USER SESSIONS**

Username Role Host IP Device Time Logged In
jsmith user 192.0.2.0 Cli 2016-04-30 01:59:35
jdoe admin 192.0.2.1 Cli 2016-05-30 01:57:41

**LOCKED USERS**
testUser

2. For each account that you want to unlock, enter the unlock username command.

device# unlock username testUser
Result: Unlocking the user account is successful

3. Enter the show users command to verify that the account is unlocked.

device# show users
**USER SESSIONS**

Username Role Host Ip Method Time Logged In
jsmith user 192.0.2.0 cli 2016-04-30 01:59:35
jdoe admin 192.0.2.1 cli 2016-05-30 01:57:41

**LOCKED USERS**
Username
no locked users

Brocade SLX-OS Security Configuration Guide, 17s.1.00
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Deleting an account

Use this topic to delete a user account.

1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the no username command.
device (config) # no username testUser

When an account is deleted, all active login sessions for that user are terminated

User-defined roles

In addition to the default roles—admin and user—the software supports the creation of user-defined roles.

User-defined-role overview

User-defined roles enable you to fine-tune CLI access.
A user-defined role starts from a basic set of privileges which are then refined by adding rules. You assign a name to the role and then
associate the role to one or more user accounts.
The following tools are available for managing user-defined roles:
+ The role command defines new roles and deletes user-defined roles.
The rule command allows you to specify access rules for specific operations and assign these rules to a given role.

+  The username command associates a given user-defined role with a specific user account.

Role and rule limits

At any given time, an account is associated with one role. A role is associated with one or more rules. A rule is associated with only one
role.

This relationship among accounts, roles, and rules is illustrated by the following entity-relationship diagram:

FIGURE 1 Accounts, roles, and rules

Account A—O—‘— Role 4F©_< Rules

The number of supported accounts, roles, and rules is as follows:
«  The maximum number of accounts is 64, including the default admin and user accounts. For more than 64 users, you can
implement an authentication, authorization, and accounting (AAA) service.

«  The maximum number of roles is 64, including the default admin and user roles.

The maximum number of rules is 512, which you can allocate among your roles as you see fit.

Brocade SLX-OS Security Configuration Guide, 17s.1.00
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Creating or modifying a role

Use this topic to create a role or to modify its Description.

1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the role command, specifying the role name and (optionally) a description.

device (config)# role name NetworkAdmin desc "Manages security CLIs"

Deleting a role

Use this topic to delete a role.

Command-access rules

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter the no role command with the specified parameters.

device (config)# no role name NetworkAdmin

Command-access rules

Command authorization is defined in terms of rules that you associate with a user-defined role.

Rules define and restrict a role to access modes (read-only or read-write access), and beyond that can define permit or reject on
specified command groups or individual commands. You can associate multiple rules with a given user-defined role, but you can

associate only one role with any given user account.

The following rule parameters are mandatory:

+  index—a unique index number

+  role—the unique role with which you are associating the rule

+ command—the command to which the rule applies

The following rule parameters are optional:

+  operation—specifies the type of operation permitted (read-only or read-write). The default is read-write.

+  action—specifies whether the user is accepted or rejected while attempting to execute the specified command. The default

value is accept.

The following example creates and assigns four rules to a role named "NetworkAdmin".

device (config) # rule 70 action accept operation
device (config)# rule 71 action accept operation
device (config) # rule 72 action accept operation
device (config) # rule 73 action accept operation

NOTE

read-write
read-write
read-write
read-write

role
role
role
role

NetworkAdmin
NetworkAdmin
NetworkAdmin
NetworkAdmin

command
command
command
command

configure

copy running-config
interface management
clear logging

Rules cannot be added for commands that are not at the top level of the command hierarchy. For a list of eligible commmands,

type ? after the command keyword.

Brocade SLX-OS Security Configuration Guide, 17s.1.00
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Command-access rules

Rules for configuration commands

The following rules govern configuration commands:

If a role has a rule with a read-write operation and the accept action for a configuration command, the user associated with this
role can execute the command and read the configuration data.

If a role has a rule with a read-only operation and the accept action for a configuration command, the user associated with this
role can only read the configuration data of the command.

If a role has a rule with a read-only or read-write operation and the reject action for a configuration command, the user
associated with this role cannot execute the command and can read the configuration data of the command.

Rules for operational commands

Rules can be created for the specified operational commands. By default, every role can display all the operational commands but
cannot execute them. The show commands can be accessed by all the roles.

The following rules govern operational commands:

If a role has a rule with a read-write operation and the accept action for an operational command, the user associated with this
role can execute the command.

If a role has a rule with a read-only operation and the accept action for an operational command, the user associated with this
role can access but cannot execute the command.

If a role has a rule with a read-only or read-write operation and the reject action for an operational command, the user
associated with this role can neither access nor execute the command.

Rules for interface commands

Rules can be created for a specific instance of the interface-related configuration commands.

By default, every role has the permission to read the configuration data related to all the instances of the interfaces using the show
running-config interface command.

The following rules govern interface commands:

18

If a role has a rule with a read-write operation and the accept action for only a particular instance of the interface, users
associated with this role can only modify the attributes of that instance.

If a role has a rule with a read-only operation and the accept action for only a particular instance of the interface, users
associated with this role can only read (using the show running-config command) the data related to that instance of the
interface.

If a role has a rule with a read-write operation and the reject action for only a particular instance of the interface, users
associated with this role cannot execute and read the configuration data for that interface instance.

In the following example, the rules are applicable only to a particular instance of the specified interface.

device (config)# rule 60 action accept operation read-write role NetworkAdmin command interface
ethernet 0/4

device (config) # rule 65 action accept operation read-write role NetworkAdmin command interface port-
channel 2

device (config)# rule 68 role NetworkAdmin action reject command interface ethernet 0/4

If a role has a rule with a read-only or read-write operation and the reject action for an interface or an instance of the interface,
users associated with this role cannot perform clear and show operations related to those interfaces or interface instances. To
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perform clear and show operations, the user’s role must have at least read-only and the accept permission. By default, every
role has the read-only and accept permission for all interface instances.

In the following example, NetworkAdmin users cannot perform clear and show operations related to all ethernet instances.

device (config)# rule 30 action accept operation read-write role NetworkAdmin command interface
ethernet

+ If arole has a rule with read-only or read-write operation, and the reject action for an interface ethernet instances, users
associated with this role cannot perform clear and show operations related to those instances. To perform clear and show
operations related to interface ethernet instances, the role should have at least read-only and accept permission. By default,
every role has the read-only or accept permission for all interface instances.

In the following example, users associated with the NetworkAdmin role cannot perform some of the clear and show operations
related to all ethernet instances.

device (config)# rule 30 role NetworkAdmin action reject command interface ethernet

+  The dotlx option under the interface instance submode can only be configured if the role has the read-write and accept
permissions for both the dotlx command and interface instances.

In the following example, users associated with the CfgAdmin role can access and execute the dotlx command in ethernet
instances.

device (config)# rule 16 action accept operation read-write role cfgadmin command interface ethernet
device (config)# rule 17 action accept operation read-write role cfgadmin command dotlx

Configuring a placeholder rule

A rule created with the no-operation command does not enforce any authorization rules. Instead, you can use the no-operation instance
as a placeholder for a valid command that is added later, as shown in the following example.

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal

2. Enter the rule command with the specified parameters and the no-operation keyword as a placeholder.

device (config) # rule 75 action reject operation read-write role NetworkAdmin command no-operation

3. Enter the rule command with the specified command to replace the placeholder.

device (config)# rule 75 role NetworkAdmin command firmware

Rule-processing order

When a user executes a command, rules are searched in ascending order by index for a match and the action of the first matching rule is
applied. If none of the rules match, command execution is blocked. If there are conflicting permissions for a role in different indices, the
rule with lowest index number is applied.

As an exception, when a match is found for a rule with the read-only operation and the accept action, the system seeks to determine
whether there are any rules with the read-write operation and the accept action. If such rules are found, the rule with the read-write
permission is applied.

In the following example, two rules with action accept are present and rule 11 is applied.

device (config) # rule 9 operation read-only action accept role NetworkAdmin command aaa
device (config)# rule 11 operation read-write action accept role NetworkAdmin command aaa
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Adding a rule

You add a rule to a role by entering the rule command with appropriate options. Any updates to the authorization rules will not apply to
the active sessions of the users. The changes are applied only when users log out from the current session and log in to a new session.

The following example creates the rules that authorize the security administrator role to create and manage user accounts.

1

In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal

Create a rule specifying read-write access to the global configuration mode.

device (config)# rule 150 action accept operation read-write role SecAdminUser command config

Create a second rule specifying read-write access to the username command. Enter the rule command with the specified
parameters.

device (config)# rule 155 action accept operation read-write role SecAdminUser command username

"SecAdminUser" users can create or modify user accounts.

device# configure terminal

Entering configuration mode terminal

Current configuration users:

admin console (cli from 127.0.0.1) on since 2010-08-16 18:35:05 terminal mode

device (config) # username testuser role user password (<string>): *****xkxx*

Changing a rule

The following example changes the previously created rule (index number 155) so that the username command is replaced by the role
command.

1

In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal

Enter the rule command, specifying an existing rule (index 155) and the role; and changing the command attribute to the role
command.

device (config)# rule 155 role SecAdminUser command role

After changing rule 155, "SecAdminUser" users can execute the role command, but not the username command.

Deleting a rule

1

20

In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

Enter the no rule command followed by the index number of the rule you wish to delete.
device (config)# no rule 155

After rule 155 is deleted, the SecAdminUser can no longer access the role command.
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Advanced account management

These topics enable you to create non-default accounts and to configure advanced settings.

Creating a non-default account

The permissions for a non-default account are determined by the role assigned to it.

The required parameters for creating an account are name, role, and password. In this example, the optional desc parameter is also
utilized.

1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the username command, with the name, role, initial password, and optional parameters.

device (config)# username mlopez role NetworkAdmin password xL*84qt desc "Has access to all network
admin commands."

Creating an account with clock-restricted access

When defining or editing an account, you can specify permitted access hours.

By default, users can log in 24 hours a day. The access-time parameter enables you to limit access to defined hours, as per the system
time defined for the Brocade operating system. For the current system time, enter show clock.

1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the username command, with the access-time parameter.

device (config) # username aming role user password Tijdlspw access-time 0800 to 1800

Password policies

Password policies define and enforce a set of rules that make passwords more secure by subjecting all new passwords to global
restrictions.

Password policies overview

You can configure password strength policy, password encryption policy, and account lockout policy.
The password policies described in this section apply to the device-local user database only.
NOTE

For recovering the root password, refer to the Brocade SLX-OS Management Configuration Guide for Brocade SLX 9140
and Brocade SLX 9240.
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Password strength policy

The following table lists configurable password policy parameters.

TABLE 1 Password policy parameters
Parameter Description

character-restriction lower Specifies the minimum number of lowercase alphabetic characters that
must occur in the password. The maximum value must be less than or
equal to the minimum length value. The default value is zero, which means
there is no restriction of lowercase characters.

character-restriction upper Specifies the minimum number of uppercase alphabetic characters that
must occur in the password. The maximum value must be less than or
equal to the Minimum Length value. The default value is zero, which
means there is no restriction of uppercase characters.

character-restriction numeric Specifies the minimum number of numeric characters that must occur in
the password. The maximum value must be less than or equal to the
Minimum Length value. The default value is zero, which means there is no
restriction of numeric characters.

character-restriction special-char Specifies the minimum number of punctuation characters that must occur
in the password. All printable, non-alphanumeric punctuation characters
except the colon (;) are allowed. The value must be less than or equal to
the Minimum Length value. The default value is zero, which means there is
no restriction of punctuation characters.

Special characters, such as backslash (\) and question mark (?), are not
counted as characters in a password unless the password is specified
within quotes.

min-length Specifies the minimum length of the password. Passwords must be from
8 through 32 characters in length. The default value is 8. The total of the
previous four parameters (lowercase, uppercase, digits, and punctuation)
must be less than or equal to the Minimum Length value.

max-retry Specifies the number of failed password logins permitted before a user is
locked out. The lockout threshold can range from O through 16. The
default value is O. When a password fails more than one of the strength
attributes, an error is reported for only one of the attributes at a time.

NOTE
Passwords can have a maximum of 40 characters.

Password encryption policy

The software supports encrypting the passwords of all existing user accounts by enabling password encryption at the device level. By
default, the encryption service is enabled.

The following rules apply to password encryption:

When you enable password encryption, all existing clear-text passwords will be encrypted, and any passwords that are added
subsequently in clear-text are stored in encrypted format.

In the following example, the testuser account password is created in clear text after password encryption has been enabled. The
global encryption policy overrides command-level encryption settings. The password is stored as encrypted.

device (config) # service password-encryption

device (config) # do show running-config service password-encryption
service password-encryption

device (config) # username testuser role testrole desc "Test User" encryption-level 0 password hellothere
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device (config)# do show running-config username

username admin password "BwrsDbB+tABWGWpINOVKoQ==\n" encryptionlevel 7 role admin desc Administrator
username testuser password "cONWIRQOnTV9Az42/9uCQg==\n" encryption-level 7 role testrole desc "Test User"
username user password "BwrsDbB+tABWGWpINOVKoQ==\n" encryptionlevel 7 role user desc User

+  When you disable the password encryption service, any new passwords added in clear text will be stored as clear text on the
device. Existing encrypted passwords remain encrypted.

In the following example, the testuser account password is stored in clear text after password encryption has been disabled. The
default accounts, "user” and admin” remain encrypted.

device (config) # no service password-encryption

device (config) # do show running-config service password-encryption
no service password-encryption

device (config)# username testuser role testrole desc "Test User" encryption-level 0 password hellothere enable
true

device (config) # do show running-config username
username admin password "BwrsDbB+tABWGWpINOVKoQ==\n" encryptionlevel 7 role admin desc Administrator

username testuser password hellothere encryption-level 0 role testrole desc "Test User"
username user password "BwrsDbB+tABWGWpINOVKoQ==\n" encryptionlevel 7 role user desc User

Account lockout policy

The account lockout policy disables a user account when the user exceeds a configurable number of failed login attempts. A user whose
account has been locked cannot log in. SSH login attempts that use locked user credentials are denied without the user being notified of
the reason for denial.

The account remains locked until explicit administrative action is taken to unlock the account. A user account cannot be locked manually.
An account that is not locked cannot be unlocked.

The account lockout policy is enforced across all user accounts except for the root account and accounts with the admin role.

Denial of service implications

The account lockout mechanism may be used to create a denial of service (DOS) condition when a user repeatedly attempts to log in to
an account by using an incorrect password. Selected privileged accounts, such as root and admin, are exempted from the account
lockout policy to prevent these accounts from being locked out by a DOS attack. However these privileged accounts may then become
the target of password-guessing attacks.

Configuring password policies

Use the password-attributes command with specified parameters to define or modify existing password policies.

Configuring the account lockout threshold

You can configure the lockout threshold with the password-attributes max-retry maxretry command. The value of the maxretry specifies
the number of times a user can attempt to log in with an incorrect password before the account is locked. The number of failed login
attempts is counted from the last successful login. The maxretry can be set to a value from O through 16. A value of O disables the
lockout mechanism (default).

The following example sets the lockout threshold to 5.

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.
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2. Enter the password-attributes command with the specified parameter.

device# configure terminal
Entering configuration mode terminal
device (config) # password-attributes max-retry 4

When a user account is locked, it can be unlocked using the procedure described in Unlocking an account on page 15.

Creating a password policy

The following example defines a password policy that places restrictions on minimum length and enforces character restrictions and
account lockout.

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

2. Enter the password-attributes command with the specified parameters.

device# configure terminal

Entering configuration mode terminal

device (config) # password-attributes min-length 8 max-retry 4 character-restriction lower 2 upper 1
numeric 1 special-char 1 max-lockout-duration 5000

Restoring the default password policy

Entering the no form of the password-attributes command resets all password attributes to their default values. If you specify a specific
attribute, only that attribute is reset to the default. If you enter no password-attributes without operands, all password attributes are reset
to their default values.

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

2. Enter the password-attributes command with the specified parameters.

device# configure terminal

Entering configuration mode terminal

device (config) # no password-attributes min-length
device (config) # password-attributes max-retry 4
device (config) # no password-attributes numeric

Displaying password attributes

To display configured password attributes, change to privileged EXEC mode and enter show running-config password-attributes. Refer
to the password-attributes command in the command reference for details on modifying password attributes.

device# show running-config password-attributes

password-attributes max-retry 4

password-attributes character-restriction upper 1

password-attributes character-restriction lower 2

password-attributes character-restriction numeric 1

password-attributes character-restriction special-char 1
password-attributes max-lockout-duration 5000

Password interaction with remote AAA servers

The password policies apply to local device authentication only. External AAA servers such as RADIUS or TACACS+ provide server-
specific password-enforcement mechanisms. The password management commands operate on the device-local password database
only, even when the device is configured to use an external AAA service for authentication. When so configured, authentication through
remote servers is applied to the login only.
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When remote AAA server authentication is enabled, an administrator can still perform user and password management functions on the
local password database.

Command shortcuts (aliases)

Aliases are command shortcuts that you can define both globally and per user.

Configuring global aliases

Global aliases (command shortcuts) are accessible to any logged-in user.
1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the alias-config command to access alias configuration mode.

device (config)# alias-config

3. Enter the alias command, specifying the alias and its corresponding command.

device (config-alias-config)# alias ck "show clock"

4. Verify the alias.
device (config-alias-config)# exit
device (config)# exit
device# ck

device# show clock
2016-06-14 13:03:55 Etc/GMT

Configuring user-level aliases

User-level aliases (command shortcuts) are defined per user account
1. In privileged EXEC mode, enter the configure terminal command.

device# configure terminal

2. Enter the alias-config command to access alias configuration mode.

device (config)# alias-config

3. Enter the user command to access user-alias configuration mode.

device (config-alias-config)# user jdoe

4. Enter the alias command, specifying the alias and its corresponding command.

device (config-user-jdoe) # alias int2 "interface ethernet 0/2"
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5. Verify the alias.

NOTE
The following verification flow assumes that the user jdoe defined the user-level alias "int2" by herself. If an admin had
defined it for her, the actual flow would have shown the admin logging out and jdoe logging in.

device (config-alias-config)# exit

device (config-user-jdoe) # exit

device (config-alias-config) # exit

device (config)# int2

<Displayed automatically:>

device (config) #interface ethernet 0/2
device (conf-if-eth-0/2)#

Security-event logs

Security event logging utilizes the RASLog audit infrastructure to record security-related audit events.

Audited events are generated for the management interface.

User accounts and passwords show commands

There are show commands that display user account and password information, listed here with descriptions.

TABLE 2 User account and password show commands in the Command Reference

Command Description

show running-config password-attributes Displays global password attributes.

show running-config role Displays name and description of the configured roles.

show running-config rule Displays configured access rules.

show running-config username Displays the user accounts on the device.

show users Displays the users logged in to the system and locked user accounts.
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ACL overview

An access control list (ACL) is a container for rules that permit or deny network traffic based on criteria that you specify.

When a frame or packet is received or sent, the device compares its header fields against the rules in applied ACLs. This comparison is
done according to a rule sequence, which you can specify. Based on the comparison, the device either forwards or drops the frame or
packet.

The benefits of ACLs include the following:
+  Provide security and traffic management.
Monitor network and user traffic.
+  Save network resources by classifying traffic.

+  Protect against denial of service (DOS) attacks.

Regarding the range of filtering options, there are two types of ACL:
Standard ACLs — Permit, deny, or hard-drop traffic according to source address only.

+  Extended ACLs — Permit, deny, or hard-drop traffic according to source and destination addresses, as well as other parameters.
For example, in an extended ACL, you can also filter by one or more of the following:

- Port name or number
- Protocol, for example TCP/UDP port name or number
- TCPflags
Regarding layer and protocol, ACL types are as follows:
+  Layer?2
-  MACACLs
+  Layer3

- IPv4 ACLs
- IPv6 ACLs

ACL application-targets
ACLs that you apply to interfaces or at global configuration level are summarized in a table.

The following table summarizes details of the ACL application-target types discussed in the current unit. You create all of these ACL
types using the { mac | ip | ipv6 } access-list commands.
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TABLE 3 ACLs applied to interfaces or at global configuration level

Target/type Description Applied from Applied with Types supported Reference
Interface Filters all traffic Interface {mac|ip|ipv6} MAC, IPv4, IPv6 Layer 2 (MAC) ACLs on page 29
entering or exiting an configuration access-group {in |
interface. sub-modes out} Standard, extended Layer 37(\Dv4 and IPv6) ACLs on
(including VLAN page 3
and VE)
Receive-path Receive-path ACLs Global {mac|ip|ipv6} MAC, IPv4, IPv6 Interface ACLs and rACLs on page
(rACLs) are applied at | configuration receive access-group 28

global configuration mode Standard, extended

level. Their primary
function is to filter
CPU-bound traffic.

Interface ACLs and rACLs

ACLs applied at global configuration level to filter CPU-bound traffic are called receive-path ACLs or rACLs. All other ACLs discussed in
the current document are applied to an interface (including VLAN or VE). They can be referred to an interface ACLs.

Traffic entering a device can be divided into two categories:
+  Datapath traffic
+ CPU-bound traffic

Rules in an ACL applied to an interface filter all traffic entering or exiting that interface—datapath traffic and CPU-bound traffic.

Rules in an rACL, applied at global configuration level, primarily filter CPU-bound traffic. Implementing rACLs offers the following
advantages:

Shields the CPU from unnecessary and potentially harmful traffic.
Mitigates denial of service (DoS) attacks.

+  Protects the CPU by a single application, rather than needing to apply ACLs on multiple interfaces.

rACLs also support filtering multicast datapath traffic, which offers an alternative to applying ACLs containing multicast rules to all device
interfaces.

To implement rACLs, refer to:
. (Layer 2) Implementation flows for MAC rACLs and interface ACLs on page 29
(Layer 3) Implementation flows for rACLs and interface ACLs on page 37

Otherwise, continue with ACL s applied to interfaces on page 28.

ACLs applied to interfaces
This topic describes interfaces that support ACLs.
Layer 2 (MAC) ACLs are supported on the following user-interface types:
+  (Ingress only) Physical (Ethernet) interfaces—in switchport mode
(Ingress only) Port-channel interfaces—in switchport mode

+  (Ingress and egress) VLANs
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Layer 3 (IPv4 and IPv6) ACLs are supported on the following interface types:
User interfaces

- (Ingress only) Physical (Ethernet) interfaces
- (Ingress only) Port-channel interfaces
- (Ingress and egress) Virtual Ethernet (VE) interfaces

(Ingress only) Management interfaces

When you apply any ACL to a user interface, by default it affects both switched and routed traffic. If needed, you can specify switched-
only or routed-only.

ACL and rule limits

For each ACL type (Layer 2, IPv4, and IPv6), there are SW limits to the number of ACLs and rules supported.

TABLE 4 ACL and rule software limits

ACL type Maximum ACLs Maximum rules Maximum rules
(standard and extended) per type per ACL all ACLs

Layer 2 512 1024

IPv4 512 1024

IPve 512 1024

Total 65536

The following software limits apply to all ACL types:

An ACL name can be 1 through 63 characters long, and must begin with a-z, A-Z or 0-9. You can also use underscore (_) or

hyphen (-) in an ACL name, but not as the first character.

Rule sequence numbers can range from 1 through 4294967290.

Layer 2 (MAC) ACLs

Layer 2 access control lists (ACLs) filter traffic based on MAC header fields.

Implementation flows for MAC rACLs and interface ACLs

The implementation flows for Layer 2 interface ACLs and receive-path ACLs (rACLs) are similar.

NOTE

For a comparison of rACLs and interface ACLs, refer to Interface ACLs and rACLs on page 28.

The following table displays the differential flows of implementation topics for Layer 2 interface ACLs and rACLs:

MAC interface ACLs

All MAC ACLs

MAC rACLs

MAC ACL configuration guidelines on page

30

Brocade SLX-OS Security Configuration Guide, 17s.1.00

53-1004978-01




Layer 2 (MAC) ACLs

MAC interface ACLs All MAC ACLs MAC rACLs

One of the following procedures:
Creating a standard MAC ACL on
page 31

Creating an extended MAC ACL on
page 31

Applying Layer 2 ACLs to interfaces or globally Applying a MAC rACL to a device on page 33
on page 32

The above table indicates that there are no structural differences between Layer 2 interface ACLs and rACLs; you use identical
procedures for all types. The implementation differences are as follows:

You apply interface ACLs from an interface (including VLAN) configuration mode, using the mac access-group command.

You apply rACLs from global configuration mode, using the mac receive access-group command.

MAC ACL configuration guidelines

We present configuration guidelines for all ACLs, then for Layer 2 (MAC) ACLs.

The following are guidelines for all Layer 2 and Layer 3 ACLs:

An ACL name can be up to 63 characters long, and must begin with a-z, A-Z or 0-9. You can also use underscore (_) or
hyphen (-) in an ACL name, but not as the first character.

On any given device, an ACL name must be unique among all ACL types (MAC/IPv4/IPv6, standard or extended).

The order of the rules in an ACL is critical. The first rule that matches the traffic stops further processing of the rules. For
example, following a permit match, subsequent deny or hard-drop rules do not override the permit.

When you create an ACL rule, you have the option of specifying the rule sequence number. If you create a rule without a
sequence number, it is automatically assigned a sequence number incremented above the previous last rule.

Duplicate rules within an ACL are handled as follows:

- If you specify a sequence number, a duplicate rule is accepted.

- If you do not specify a sequence number, a duplicate rule is rejected.

To modify an ACL rule, delete it and then replace it with a rule of the same seq number.

You can apply a maximum of six ACLs to a user interface, as follows:

- Oneingress MAC ACL—if the interface is in switchport mode

- (VLANSs only) One egress MAC ACL—if the interface is in switchport mode

- Oneingress IPv4 ACL

- (VEs only) One egress IPv4 ACL

- Oneingress IPve ACL

- (VEs only) One egress IPv6 ACL

The following additional guidelines are relevant for Layer 2 ACLs:

30

There is an implicit Layer 2 deny rule programmed in the CAM. This rule denies streams that do not match any of the
configured rules in the ACL.

In ingress Layer 2 ACLs, deny and hard-drop rules affect protocol packets.
In egress Layer 2 ACLs, deny and hard-drop rules do not affect protocol packets.

You can apply a specific ACL to one or more interfaces, for ingress or egress, or for both.
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Guidelines for Layer 2 rACLs
The following additional guidelines are relevant for receive-path ACLs (rACLS):
Interface ACLs and rACLs share the same resource (database-table).
«  Multicast traffic is first filtered by rACLs, then by interface ACLs.
+  Under inband management, you need to include permit rules for your telnet/SSH access to the device.
You can apply a maximum of three receive-path ACLs to a device, as follows:

- One MAC receive-path ACL
- One IPv4 receive-path ACL
- One IPv6 receive-path ACL

Basic Layer 2 ACLs and rules
You can create standard and extended Layer 2 (MAC) ACLs, and define permit and deny rules within them.

See also Advanced Layer 2 ACL rules and features on page 35.

Creating a standard MAC ACL
A standard ACL permits or denies traffic according to source address only.
1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the mac access-list standard command to create the ACL.

device (config) # mac access-list standard test 01
device (conf-macl-std) #

3. Foreach ACL rule that you need to create, enter a permit or deny command, specifying the needed parameters.

# seq 100 deny host 0011.2222.3333 count

# seq 110 permit host 0022.1111.2222 ffff.ff£f£f.00ff count
# deny host 0022.3333.4444 count

# permit host 0022.5555.3333 count

conf-macl-std
conf-macl-std
conf-macl-std
conf-macl-std

device
device
device
device

4.  Apply the ACL that you created to the appropriate interface.

Creating an extended MAC ACL

An extended ACL permits or denies traffic according to one or more of the following parameters: source address, destination address,
port, ethertype, PCP value, VLAN.

1. Enter configure terminal to access global configuration mode.
device# configure terminal
2. Enter the mac access-list extended command to create the access list.

device (config) # mac access-list extended test 02
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3. Foreach ACL rule, enter a permit or deny command, command, specifying the needed parameters.

device (conf-macl-ext)# seq 5 permit host 0022.3333.4444 host 0022.3333.5555
device (conf-macl-ext)# permit host 0022.3333.5555 host 0022.3333.6666

4.  Apply the ACL that you created to the appropriate interface.

Applying Layer 2 ACLs to interfaces or globally

An ACL affects network traffic only after you apply it to an interface, or globally, using one of the access-group commands. Use these
procedures to apply MAC standard or extended ACLs or to remove them.

Applying a MAC ACL to a physical interface
Use this procedure to apply a Layer 2 ACL to a physical interface in switchport mode.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the interface ethernet command, specifying the slot/port number.

device (confiqg) # interface ethernet 0/2

3. Enter the mac access-group command, specifying the ACL that you are applying to the interface, the in direction, and
(optionally) routed or switched.

device (conf-if-eth-0/2) # mac access-group test 02 in

Applying a MAC ACL to a LAG interface
Use this procedure to apply a Layer 2 ACL to a LAG (logical) interface, in switchport mode.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the interface port-channel command, specifying the port-channel number.

device (config)# interface port-channel 10

3. Enter the mac access-group command, specifying the ACL that you are applying to the interface, the in direction, and
(optionally) routed or switched.

device (config-Port-channel-10) # mac access-group test 02 in

Applying a MAC ACL to a VLAN interface
Use this procedure to apply a Layer 2 ACL to a VLAN interface.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal
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2. Enter the vlan command, specifying the vian-id.

device (config)# vlan 50

3. Enter the mac access-group command, specifying the ACL that you are applying to the interface, the in/out direction, and
(optionally) routed or switched.

device (config-Vlan-50)# mac access-group test 02 in

Removing a MAC ACL

To suspend ACL rules, you can remove the ACL containing those rules from the interface to which it was applied. After removing it, you
can also delete the ACL.

1. Enter the configure command to access global configuration mode.

device# configure

2. Enter the interface command, specifying the interface type and identifying number.

device (config) # interface ethernet 0/9

3. Enter the no access-group command.

device (conf-if-eth-0/9)# no mac access-group macacl2 in

Applying a MAC rACL to a device

Use this procedure for applying a MAC receive-path ACL (rACL) at global configuration level, using the mac receive access-group
command.

1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the mac receive access-group in command, specifying the ACL that you are applying.

device (config) # mac receive access-group in mac-receive-acl-example

The following example shows how to create a MAC ACL, define rules needed for an rACL, and apply the ACL to the device.
device# configure terminal
device (config) # mac access-list extended mac-receive-acl-example
device (conf-macl-ext)# deny host 1111.2222.333 any count
device (conf-macl-ext) # exit
device (config) # mac receive access-group in mac-receive-acl-example

Ina MAC rACL, rules typically specify a source MAC address and any for the destination address.

Removing a MAC rACL from a device

To suspend rACL rules, you can remove the ACL containing those rules from the device to which it was applied. After removal, you can
also delete the ACL.

1. Enter the configure terminal command to access global configuration mode.

device# configure terminal
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2. Enter the no mac receive access-group command, specifying the ACL name.

device (config) # no mac receive access-group mac-receive-acl-example in

Layer 2 ACL modification

You can replace the contents of an ACL rule. You can also modify ACL sequence (seq) numbers.

Modifying MAC ACL rules
To modify an ACL rule, delete the original rule and replace it with a new rule.
1. To display MAC ACL rule details, in privileged EXEC mode enter the show running-config mac access-list command.
device# show running-config mac access-list standard ACL1
mac access-list standard ACLL
seq 100 deny host 0022.3333.4444 count
seq 110 permit host 0011.3333.5555 count

Note the seq number of the rule that you need to modify.

2. Enter the configure terminal command to access global configuration mode.

device# configure terminal

3. Enter the mac access-list command, specifying the ACL you need to modify.

device (config) # mac access-list standard ACL1

4. Delete the original rule, doing one of the following:

+  Enter the no seq command, specifying the sequence number of the rule that you are deleting.

device (conf-macl-std)# no seq 100

+  Enter the exact rule that you are deleting, preceded by no.

no deny host 0022.3333.4444 count

5. Enter the replacement rule.

device (conf-macl-ext)# seq 100 permit host 0022.3333.6666 count

Reordering the sequence numbers in a MAC ACL
Reordering ACL-rule sequence numbers is helpful if you need to insert new rules into an ACL in which there are not enough available
sequence numbers.
Note the following regarding sequence numbers and their reordering parameters:
The default initial sequence number is 10 and the default increment is 10.
«  For reordering the sequence numbers, you need to specify the following:

- The new starting sequence number
- Theincrement between sequence numbers
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The first rule receives the number of the starting sequence number that you specify. Each subsequent rule receives a number larger than
the preceding rule. The difference in numbers is determined by the increment number that you specify. The starting-sequence number
can range from 1 through 4294967290, and the increment number can range from 1 through 4294967290.

For example: In the command below, the resequence access-list command assigns a sequence number of 50 to the first rule, 55 to the
second rule, 60 to the third rule, and so forth.

device# resequence access-list mac test 02 50 5

Advanced Layer 2 ACL rules and features

Many advanced ACL features are implemented per ACL rule, according to parameters that you specify. Some of the features also require
global configuration.

Guidelines for advanced L2 ACL rules

For details, refer to the following Brocade SLX-OS Command Reference for Brocade SLX 9140 and Brocade SLX 9240 topics:
seq (rules in MAC standard ACLs)
seq (rules in MAC extended ACLs)

TABLE 5 Layer 2 ACL advanced keywords

Keyword Per rule, implements L2 standard ACL = L2 extended ACL = Notes
pcp 802.1p filtering NA P/D/H; 1/0
count Counter statistics P/D/H; 1/0O P/D/H; 1/0
log Logging P/D/H; 1/O P/D/H; 1/0
Key:

P—Supported in a permit rule

D—Supported in a deny rule

H—Supported in a hard-drop rule

I—Supported in an ACL applied to incoming traffic
O—Supported in an ACL applied to outgoing traffic
NA—Not available

Creating MAC ACL rules enabled for counter statistics
When you create ACL rules, the count parameter enables you to display counter statistics.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the mac access-list command to create or modify an access list.

device (config) # mac access-list standard mac _acl 1
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3. Ineach rule for which you need to display statistics, include the count keyword.

device (conf-macl-std)# seq 100 deny 0022.3333.4444 count

4. If you have not yet applied the ACL to the appropriate interface, do so now.

5. (Optional) To display ACL counter statistics, enter the show statistics access-list command.

Filtering PCP values (L2 ACLs)
In Layer 2 extended ACL rules, you can filter Layer 2 packets by PCP value.
1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the mac access-list extended command to create or access the ACL.

device (config) # mac access-list extended mac_acl2

3. To filter incoming or outgoing packets by PCP value, define permit and deny rules specifying the pcp parameter.

device (conf-macl-ext)# seq 5 permit host 0022.3333.4444 host 0022.3333.5555 pcp 2
device (conf-macl-ext)# deny host 0022.3333.7777 host 0022.3333.6666 pcp 5

4.  Apply the ACL to the appropriate interface.

device (config) # interface ethernet 0/1
device (conf-if-eth-0/1)# mac access-group mac_acl2 in

ACL logs
ACL logs can provide insight into permitted and denied network traffic.

ACL logs maintain the following properties:
Supported for all ACL types (MAC, IPv4, and IPv6)
+  Supported for incoming and outgoing network traffic
+  Supported for all user interfaces (but not on management interfaces) on which ACLs can be applied
May be CPU-intensive

Enabling and configuring the ACL log buffer
Among the conditions required for ACL logging is that the ACL log buffer be enabled and configured.
1. Enter the debug access-list-log buffer command to enable and configure ACL log buffering.

device# debug access-list-log buffer circular packet count 1600

2. (Optional) To display the current ACL log buffer configuration, enter the show access-list-log buffer config command.

device# show access-list-log buffer config
ACL Logging is enabled

Buffer exists for interface Eth 0/11
Buffer type is Circular and size is 1000
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Creating a MAC ACL rule enabled for logging
When you create ACL rules for which you want to enable logging, you must include the log keyword.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the mac access-list command to create or modify an access list.

device (config) # mac access-list standard mac 1

3. Ineach rule for which you need logging, include the log keyword.

device (conf-macl-std) # seq 100 deny 0022.3333.4444 log

4. If you have not yet applied the ACL to the appropriate interface, do so now.

5. (Optional) To display ACL logs, enter the show access-list log buffer command.

Layer 3 (IPv4 and IPv6) ACLs

Layer 3 access control lists (ACLs) filter traffic based on IPv4 or IPv6 header fields.

Implementation flows for rACLs and interface ACLs

The implementation flows for Layer 3 interface ACLs and receive-path ACLs (rACLs) are similar.

NOTE
For a comparison of rACLs and interface ACLs, refer to Interface ACLs and rACLs on page 28.

The following table displays the differential flows of implementation topics for Layer 3 interface ACLs and rACLs:

TABLE 6 Interface ACLs and receive-path ACLs
IPv4/IPv6 interface ACLs All IPv4/IPv6 ACLs IPv4/IPv6 rACLs

Layer 3 ACL configuration guidelines on page
38
One of the following procedures:
Creating a standard IPv4 ACL on
page 40
Creating a standard IPv6 ACL on
page 40
Creating an extended IPv4 ACL on
page 40
Creating an extended IPv6 ACL on
page 41

Applying Layer 3 ACLs to interfaces on page Applying an rACL to a device on page 44
42

The above table indicates that there are no structural differences between Layer 3 interface ACLs and rACLs; you use identical
procedures for all types. The implementation differences are as follows:

You apply interface ACLs from an interface (including VE) configuration mode, using the { ip | ipv6 } access-group command.

*  You apply rACLs from global configuration mode, using the { ip | ipv6 } receive access-group command.
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Layer 3 ACL configuration guidelines

We present configuration guidelines for all ACLs, then for Layer 3 ACLs, then for L3 ACLs applied to a user interface, then for ACLs
applied to a management interface, and then guidelines for receive-path ACLs (rACLs).
The following are guidelines for all ACLs:

An ACL name can be up to 63 characters long, and must begin with a-z, A-Z or 0-9. You can also use underscore (_) or
hyphen (-) in an ACL name, but not as the first character.

On any given device, an ACL name must be unique among all ACL types (MAC/IPv4/IPv6, standard or extended).

The order of the rules in an ACL is critical. The first rule that matches the traffic stops further processing of the rules. For
example, following a permit match, subsequent deny or hard-drop rules do not override the permit.

When you create an ACL rule, you have the option of specifying the rule sequence number. If you create a rule without a
sequence number, it is automatically assigned a sequence number incremented above the previous last rule.

Duplicate rules within an ACL are handled as follows:

- If you specify a sequence number, a duplicate rule is accepted.
- If you do not specify a sequence number, a duplicate rule is rejected.

You can apply a maximum of six ACLs to a user interface, as follows:

- Oneingress MAC ACL—if the interface is in switchport mode

- (VLANSs only) One egress MAC ACL—if the interface is in switchport mode
- Oneingress IPv4 ACL

- (VEs only) One egress IPv4 ACL

- Oneingress IPv6 ACL

- (VEs only) One egress IPv6 ACL

To modify an ACL rule, delete it and then replace it with a rule of the same seq number.

Guidelines for all Layer 3 ACLs
In addition to the guidelines that apply to all ACLs, the following guidelines are relevant for Layer 3 ACLs:

In ingress Layer 3 ACLs, hard-drop rules affect protocol packets.
In egress Layer 3 ACLs, deny and hard-drop rules do not affect protocol packets.

Although L3 ACL deny rules do not drop protocol packets, best practice is to define an explicit permit rule for needed protocols.

Guidelines for Layer 3 ACLs applied to user interfaces
In addition to the previous guidelines, the following guidelines are relevant for Layer 3 ACLs applied to user interfaces:

There is an implicit "deny” rule at the end of every Layer 3 ACL applied to a user interface. This denies all L3 streams that do
not match any of the configured rules in the ACL.

Traffic generated by the CPU—for example, echo request packets—are not filtered by egress IPv4 ACLs.

Guidelines for ACLs applied to a management interface
The following additional guidelines are relevant for Layer 3 ACLs applied to a management interface:

When any ACL is bound to management interface, ICMP packet types are implicitly permitted. An implicit deny entry is
programmed for rest of the non-matching traffic.

(Standard ACLs) Only packets with TCP/UDP protocols are filtered for the configured match condition (for example, SIP).
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(Standard ACLs) By default, TCP, UDP, ESP, AH, and ICMP are allowed.

(Extended ACLs) Applying a permit or deny UDP ACL to the management interface enacts an implicit deny for TCP; however, a
ping will succeed.

(Extended ACLs) Applying a permit or deny ACL for a specific UDP port enacts an implicit deny for all other UDP ports.
(Extended ACLs) Applying a permit or deny ACL for a specific TCP port enacts an implicit deny for all other TCP ports.
You can apply a maximum of two ACLs to a management interface, as follows:

- Oneingress IPv4 ACL
- Oneingress IPve ACL

Before downgrading firmware, unbind any ACLs on the management interface.
If no ACLs are applied to the device management interface, ICMP pings are allowed. In addition, the following default rules are effective:
seq O permit tcp any any eq 22
seq 1 permit tcp any any eq 23
seq 2 permit tcp any any eq 80
seq 3 permit tcp any any eq 443
seq 4 permit udp any any eq 161
seq S permit udp any any eq 123
seq 6 permit tcp any any range 600-65535
seq 7 permit udp any any range 600-65535

Guidelines for rACLs

The following additional guidelines are relevant for receive-path ACLs (rACLs):
Interface ACLs and rACLs share the same resource (database-table).
IPv4 rACLs apply to multicast datapath traffic only if multicast destination-IPs are explicitly specified in rules.

In an IPv4 rACL rule, if a destination IP is not specified, my-ip (IP addresses configured on any Layer 3 interface) is interpreted
as the destination IP. Such rules do not filter multicast traffic.

Multicast traffic is first filtered by rACLs, then by interface ACLs.

In all rACLs, explicit and implicit rules are processed in the following order:

1. Explicit rules, in an order determined by their seq numbers.

2. Animplicit deny any my-ip rule that affects all other CPU-bound traffic.

Under inband management, you need to include permit rules for your telnet/SSH access to the device.
You can apply a maximum of three receive-path ACLs to a device, as follows:

- One MAC receive-path ACL
- One IPv4 receive-path ACL
- One IPVv6 receive-path ACL

Basic Layer 3 ACLs and rules
You can create standard and extended Layer 3 (IPv4 and IPv6) ACLs, and define permit and deny rules within them.

See also Advanced Layer 3 ACL rules and features on page 46.
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Creating a standard IPv4 ACL
A standard ACL permits or denies traffic according to source address only.
1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the ip access-list standard command to create the access list.

device (config)# ip access-1list standard stdACL3

3. Enter rules, specifying the needed parameters.

device (conf-ipacl-std) # seq 5 permit host 10.20.33.4
device (conf-ipacl-std) # seq 15 deny any

4. Apply the ACL that you created to the appropriate interface.
The following example shows how to create a standard IPv4 ACL, define rules for it, and apply the ACL to an interface.
device# configure
device (config)# ip access-1list standard stdACL3
device (conf-ipacl-std) # seq 5 permit host 10.20.33.4
device (conf-ipacl-std) # seq 10 permit 20.20.33.5
device (conf-ipacl-std) # seq 15 deny any
device (conf-ipacl-std) # exit
(
(

device (confiqg) # interface ethernet 0/2
device (conf-if-eth-0/2)# ip access-group stdACL3 in

Creating a standard IPv6 ACL
A standard ACL permits or denies traffic according to source address only.
1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the ipv6 access-list standard command to create the access list.

device (config) # ipvé access-list standard std V6 ACL4

3. Enter rules, specifying the needed parameters.

device (conf-ip6acl-std) # seq 5 permit host 2001:db8::1:2
device (conf-ipbacl-std) # seq 15 deny any

4.  Apply the ACL to the appropriate interface.

Creating an extended IPv4 ACL

An extended ACL permits or denies traffic according to one or more parameters, including source address, destination address, port,
protocol (TCP or UDP), and TCP flags.

1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the ip access-list extended command to create the access list.

device (config)# ip access-list extended extdACL5
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3. Enter rules, specifying the needed parameters.

device (conf-ipacl-ext

( )# seq 5 deny tcp host 10.24.26.145 any eq 23
device (conf-ipacl-ext)

( )

( )

seq 7 deny tcp any any eq 80
seq 10 deny udp any any range 10 25
seq 15 permit tcp any any

device (conf-ipacl-ext
device (conf-ipacl-ext

#
#
#
#

4. Apply the ACL to the appropriate interface.
The following example creates an IPv4 extended ACL, defines rules in the ACL, and applies it as a receive-path ACL.

device
device
device
device
device
device

config)# ip access-list extended ipv4-receive-acl-example
conf-ipacl-ext)# deny tcp host 10.0.0.1 any count
conf-ipacl-ext)# deny udp any host 20.0.0.1 count
conf-ipacl-ext)# permit tcp host 10.0.0.2 any eqg telnet count
conf-ipacl-ext)# permit tcp host 10.0.0.2 any eq bgp count
conf-ipacl-ext)# deny tcp host 10.0.0.3 host 224.0.0.1 count

device (conf-ipacl-ext) # exit
device (config)# ip receive access-group ipvéd-receive-acl-example in

Creating an extended IPv6 ACL

An extended ACL permits or denies traffic according to one or more parameters, including source address, destination address, port,
protocol (TCP or UDP), and TCP flags.

1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the ipv6 access-list extended command to create the access list.

device (config)# ipvé access-list extended ipvé_acl 1

3. Enter rules, specifying the needed parameters.

device (conf-ip6acl-ext)# seq 10 deny ipv6é 2001:2002:1234:1::/64 2001:1001:1234:1::/64 count

4.  Apply the ACL to the appropriate interface.

The following example shows how to create an extended IPv6 ACL, define rules for it (including a rule that filters by DSCP ID), and apply

the ACL to an interface.

device# configure

device (config) # ipvé access-list extended ip acl 1

device (conf-ip6acl-ext)# seq 10 deny ipvé any any dscp 3

device (conf-ip6acl-ext)# seq 20 deny ipvé 2001:2002:1234:1::/64 2001:1001:1234:1::/64 count
device (conf-ipbacl-ext) # exit

device (config) # interface ethernet 0/22

device (conf-if-eth-0/22)# ipv6 access-group ipvé6 acl 1 in

The following example creates an IPv6 extended ACL, defines rules in the ACL, and applies it as a receive-path ACL.

device
device
device
device
device
device

config)# ipv6 access-list extended ipv6-receive-acl-example
conf-ipacl-ext)# hard-drop tcp host 10::1 any count
conf-ipacl-ext)# hard-drop udp any host 20::1 count
conf-ipacl-ext) # permit tcp host 10::2 any eqg telnet count
conf-ipacl-ext)# permit tcp host 10::2 any eq bgp count
conf-ipacl-ext)# hard-drop tcp host 10::3 host ££f02::1 count

#
#
#
#

device (conf-ipacl-ext) # exit
device (config)# ipv6 receive access—-group ipv6-receive-acl-example in
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Applying Layer 3 ACLs to interfaces

An ACL affects network traffic only after you apply it to an interface or globally, using one of the access-group commands. Use these
procedures to apply standard or extended IPv4 and IPv6 ACLs or to remove them.

Applying a Layer 3 ACL to a physical interface
Use this procedure for applying an IPv4 or IPv6 ACL to a physical interface, using the ip/ipv6 access-group command.
1. Enter configure terminal to change to global configuration mode.

device# configure terminal

2. Enter the interface ethernet command, specifying the slot/port number.

device (config) # interface ethernet 0/2

3. Enter the ip/ipv6 access-group command, specifying the ACL that you are applying to the interface, the in direction, and
(optionally) routed or switched.

device (conf-if-eth-0/2) # ipv6 access-group ip acl 1 in

The following example applies an IPv4 ACL to a physical interface.
device# configure
device (config) # interface ethernet 0/2
device (conf-if-eth-0/9)# ip access-group ipacl2 in
The following example applies an IPv6 ACL to a physical interface.
device# configure
device (config) # interface ethernet 0/2
device (conf-if-eth-0/2) # ipv6 access-group ip acl 1 in
device (conf-if-eth-0/2)# do show access-list ipvé ip acl 1 in

ipv6 access-list ip acl 1 on ethernet 5/22 at Ingress (From User)
seq 10 deny ipv6 2001:2002:1234:1::/64 2001:1001:1234:1::/64 count (Active)

Applying a Layer 3 ACL to a LAG interface
Use this procedure to apply an IPv4 or IPv6 ACL to a LAG (logical) interface.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the interface port-channel command, specifying the port-channel number.

device (config)# interface port-channel 10

3. Enter the ip/ipv6 access-group command, specifying the ACL that you are applying to the interface, the in direction, and
(optionally) routed or switched.

device (config-Port-channel-10) #ip access-group test 02 in
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Applying a Layer 3 ACL to a VE interface
Use this procedure to apply an IPv4 or IPv6 ACL to a VE interface.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the interface ve command, specifying the vian-id.

device (config)# interface ve 50

3. Enter the ip/ipv6 access-group command, specifying the ACL that you are applying to the VE, the in/out direction, and
(optionally) routed or switched.

device (config-ve-50)# ip access-group test 02 in

Applying a Layer 3 ACL to a management interface

Use this procedure for applying a Layer 3 ACL to a management interface, using the {ip | ipv6} access-group command.

NOTE
If an explicit "deny ip any any” IP rule is applied to the management interface, that IP rule has priority over any TCP or UDP
rules. Any incoming TCP packets that match that IP rule are dropped because the TCP packet has an IP header.

1. Enter configure to access global configuration mode.
device# configure

2. Use the interface management command to enter configuration mode for the management interface.

device (config) # interface management O

3. Toapply an IPv4 ACL to the management interface, enter the ip access-group command, specifying the ACL that you are
applying to the interface, and in.

device (config-Management-0)# ip access-group stdACL3 in

4. Toapply an IPv6 ACL to the management interface, enter the ipv6 access-group command, specifying the ACL that you are
applying to the interface, and in.

device (config-Management-0)# ipv6 access-group stdV6ACLl in

Applying a Layer 3 ACL to a management interface

Use this procedure for applying a Layer 3 ACL to a management interface, using the {ip | ipv6} access-group command.

NOTE
If an explicit "deny ip any any” IP rule is applied to the management interface, that IP rule has priority over any TCP or UDP
rules. Any incoming TCP packets that match that IP rule are dropped because the TCP packet has an IP header.

1. Enter configure to access global configuration mode.

device# configure
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2. Use the interface management command to enter configuration mode for the management interface.

device (config)# interface management 0

3. Toapply an IPv4 ACL to the management interface, enter the ip access-group command, specifying the ACL that you are
applying to the interface, and in.

device (config-Management-0)# ip access-group stdACL3 in

4. Toapply an IPv6 ACL to the management interface, enter the ipv6 access-group command, specifying the ACL that you are
applying to the interface, and in.

device (config-Management-0)# ipv6é access-group stdV6ACLl in

Removing a Layer 3 ACL from an interface

To suspend ACL rules, you can remove the ACL containing those rules from the interface to which it was applied. After removal, you can
also delete the ACL.

1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the interface command, specifying the interface type and name.

device (config) # interface ethernet 0/2

3. Enter the no {ip | ipv6} access-group command.

device (conf-if-eth-0/2) # no ipvé access-group ip acl 1 in

Applying an rACL to a device

Use this procedure for applying an IPv4 or IPv6 receive-path ACL (rACL) at global configuration level, using one of the receive access-
group commands.

(IPv4 rACLs only) Note the following regarding destination parameters in the rules contained in the ACL that you are applying:

To filter only unicast, routed route-processor traffic, in the rules contained in the ACL that you apply with this command, specify
any for the destination parameter.

To filter all traffic (switched, routed, unicast, multicast, router-processor, and data-plane), specify a destination IP address,
1. Enter configure terminal to change to global configuration mode.

device# configure terminal

2. Enterthe {ip|ipv6 } receive access-group in command, specifying the ACL that you are applying.

device (config)# ip receive access-group in ipv4-receive-acl-example
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The following example shows how to create an IPv4 ACL, define rules needed for an rACL, and apply the ACL to the device.

device# configure terminal

device (config) # ip access-list extended ipvé4-receive-acl-example
device (conf-ipacl-ext) # hard-drop tcp host 10.0.0.1 any count

device (conf-ipacl-ext) # hard-drop udp any host 20.0.0.1 count

device (conf-ipacl-ext) # permit tcp host 10.0.0.2 any eq telnet count
device (conf-ipacl-ext)# permit tcp host 10.0.0.2 any eq bgp count
device (conf-ipacl-ext) # exit

device (config)# ip receive access-group in ipv4-receive-acl-example

The following example shows how to create an IPv6 ACL, define rules needed for an rACL, and apply the ACL to the device.

device# configure terminal

device (config) # ipv6 access-list extended ipvé-receive-acl-example
device (conf-ipacl-ext) # deny tcp host 10::1 any count

device (conf-ipacl-ext)# deny udp any host 20::1 count

device (conf-ipacl-ext) # permit tcp host 10::2 any eqg telnet count
device (conf-ipacl-ext)# permit tcp host 10::2 any eq bgp count

device (conf-ipacl-ext) # exit

device (config) # ipv6 receive access-group in ipvé-receive-acl-example

Removing an rACL from a device

To suspend rACL rules, you can remove the ACL containing those rules from the device to which it was applied. After removal, you can
also delete the ACL.

1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enterthe no{ip|ipv6 } receive access-group command, specifying the ACL name.

device (config)# no ip receive access-group ipvé4-receive-acl-example

Layer 3 ACL modification

You can replace the contents of an ACL rule. You can also modify ACL sequence (seq) numbers.

Modifying Layer 3 ACL rules
To modify an ACL rule, delete the original rule and replace it with a new rule.

1. Todisplay the rules of all ACLs of a given IP type and standard/extended specification, in global configuration mode enter the
show running-config command.
device# show running-config ip access-list standard
ip access-list standard al

seq 10 permit host 10.1.1.1 count

Note the seq number of the rule that you need to delete or modify.

2. Enter the configure terminal command to access global configuration mode.

device# configure terminal

3. Enter the {ip | ipv6} access-list command, specifying the ACL you need to modify.

device (config) # ip access-list standard al
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4. Delete the original rule, doing one of the following:

Enter the no seq command, specifying the sequence number of the rule that you are deleting.

device (conf-ipacl-std)# no seq 10

Enter the exact rule that you are deleting, preceded by no.

no permit host 10.1.1.1 count

5. Enter the replacement rule.

device (conf-ipacl-std) # seq 10 permit host 10.1.1.1 log

Reordering the sequence numbers in a Layer 3 ACL

Reordering ACL-rule sequence numbers is helpful if you need to insert new rules into an ACL in which there are not enough available
seguence numbers.

NOTE
Although you can use this procedure for IPv4 or IPv6 ACLs, the example is for IPv4.

Note the following regarding sequence numbers and their reordering parameters:
The default initial sequence number is 10 and the default increment is 10.
For reordering the sequence numbers, you need to specify the following:

- The new starting sequence number
- Theincrement between sequence numbers

The first rule receives the number of the starting sequence number that you specify. Each subsequent rule receives a number larger than
the preceding rule. The difference in numbers is determined by the increment number that you specify. The starting-sequence number
can range from 1 through 4294967290; the increment can also range from 1 through 4294967290.

For example: In the command below, for the IPv4 ACL "al’, the resequence access-list command assigns a sequence number of 5 to
the first rule, 10 to the second rule, 15 to the third rule, and so forth.

device# resequence access-list ip al 5 5

Advanced Layer 3 ACL rules and features

Many advanced ACL features are implemented per ACL rule, according to parameters that you specify. Some of the features also require
global configuration.

Guidelines for advanced L3 ACL rules
For details, refer to the following Brocade SLX-OS Command Reference for Brocade SLX 9140 and Brocade SLX 9240 topics:
seq (rules in IPv4 standard ACLs)
seq (rules in IPv4 extended ACLs)
seq (rules in IPv6 standard ACLs)
seq (rules in IPv6 extended ACLs)
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TABLE 7 Layer 3 ACL advanced keywords

Per rule, implements

Keyword IPv4 IPv6 IPv4
standard standard extended
ACL ACL ACL
dscp DSCP filtering NA NA P/D/H; 1/O
count Counter statistics P/D/H; 11O P/D/H; 11O P/D/H; I/O
log Logging P/D; 1/0O P/D; 110 P/D; 1/O
Key:

P—Supported in a permit rule
+  D—Supported in a deny rule
+  H—Supported in a hard-drop rule

I—Supported in an ACL applied to incoming traffic
+  O—Supported in an ACL applied to outgoing traffic
+ NA—Not available

Filtering DSCP values (IPv4 ACLs)
In IPv4 extended ACL rules, you can filter IPv4 packets by DSCP value.
1. Enter configure terminal to access global configuration mode.

device# configure

2. Enter the ip access-list extended command to create or access the ACL.

device (config)# ip access-list extended extd ACLS5

Layer 3 (IPv4 and IPv6) ACLs

IPV6 Comments

extended
ACL

P/D/H; |

P/D/H; 1/O

P/D; 1/10O

3. To filter incoming or outgoing packets by DSCP value, define permit or deny rules specifying the dscp parameters.

device (conf-ipacl-ext)# seq 5 deny tcp host 10.24.26.145 any dscp 25
device (conf-ipacl-ext) # seq 15 permit tcp 10.24.26.146 any dscp 20

4.  Apply the ACL that you created to the appropriate interface.

device (confiqg) # interface ethernet 0/2
device (conf-if-eth-0/2)# ip access-group extd ACL5 in

Filtering DSCP values (IPv6 ACLs)
In IPv6 extended ACL rules, you can filter IPv6 packets by DSCP value.
1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the ipv6 access-list extended command to create or access the ACL.

device (config) # ipvé access-list extended ipvé_acl 1
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3. To filter incoming packets by DSCP value, define permit or deny rules specifying the dscp parameters.

device (conf-ip6acl-ext)# seq 10 deny ipv6 2001:2002:1234:1::/64 2001:1001:1234:1::/64 dscp 25 count
device (conf-ip6acl-ext)# seq 20 permit ipv6 2001:2002:2345:1::/64 any dscp 20 count

4.  Apply the ACL that you created to the appropriate interface.

device (config) # interface ethernet 0/2
device (conf-if-eth-0/2)# ipv6 access-group ipv6 acl 1 in

ACL logs
ACL logs can provide insight into permitted and denied network traffic.

ACL logs maintain the following properties:
Supported for all ACL types (MAC, IPv4, and IPv6)
+  Supported for incoming and outgoing network traffic
+  Supported for all user interfaces (but not on management interfaces) on which ACLs can be applied
May be CPU-intensive

Enabling and configuring the ACL log buffer
Among the conditions required for ACL logging is that the ACL log buffer be enabled and configured.
1. Enter the debug access-list-log buffer command to enable and configure ACL log buffering.

device# debug access-list-log buffer circular packet count 1600

2. (Optional) To display the current ACL log buffer configuration, enter the show access-list-log buffer config command.

device# show access-list-log buffer config
ACL Logging is enabled

Buffer exists for interface Eth 0/11
Buffer type is Circular and size is 1000

Enabling IPv4 ACL rules for logging
When you create ACL rules for which you want to enable logging, you must include the log parameter.
1. Enter the configure terminal command to access global configuration mode.
device# configure terminal
2. Enter the ip access-list command to create or modify an access list.
device (config)# ip access-list standard ip_acl 1
3. Foreach ACL rule for which you need logging, include the log keyword.

device (conf-ipacl-std) # seq 5 permit host 10.20.33.4 log

4.  Apply the ACL that you created to the appropriate interface.
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5. (Optional) To display ACL logs, enter the show access-list log buffer command.

device# show access-list-log buffer
Frames Logged on interface 0/1

Frame Received Time : Fri Dec 9 3:8:48 2011

Ethernet, Src : (00:34:56:78:0a:ab), Dst: (00:12:ab:54:67:da)
Ethtype : 0x8100
Vlan tag type : 0x800
VlanID ¢ 0x1
Internet proto, Src : 192.85.1.2, Dst: 192.0.0.1
Interface :
Type of service : 0
Length : 110
Identification : 0
Fragmentation : 00 00
TTL : 255
protocol : 253
Checksum : 39 3a
Payload type :
packet (s) repeated : 30

Ingress Deny Logged

NOTE

If an ACL with rules that contain the log keyword is applied to a management interface, logs are not recorded for that ACL.

Enabling IPv6 ACL rules for logging
When you create ACL rules for which you want to enable logging, you must include the log parameter.
1. Enter the configure command to access global configuration mode.

device# configure

2. Enter the ipv6 access-list command to create or modify an access list.

device (config) # ipvé access-list extended ipvé6_acl 1

3. Foreach ACL rule for which you need logging, include the log keyword.

device (conf-ip6acl-ext) # seq 20 deny ipv6 2002:2003:1234:1::/64 2001:3001:1234:1::/64 log

4.  Apply the ACL that you created to the appropriate interface.

5. (Optional) To display ACL logs, enter the show access-list log buffer command.

device# show access-list-log buffer
Frames Logged on interface Eth 0/1

Frame Received Time : Wed Apr 6 2016 8:15:4

Ethernet, SrcMAC : 00:24:38:9b:cf:21, DstMAC: 76:8e:f8:05:70:14
Ethtype : Ox86dd

Protocol Type : IPV6

SrcIP : 26::1

DstIP : 25::1

Interface : Eth 1/16

Flow-ID : 63800000

Payload Length : 1c6

Nxt Header Type : 6 (TCP)

Hop-Limit : 63

packet (s) repeated : 11565

Ingress Deny Logged
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NOTE
If an ACL with rules that contain the log keyword is applied to a management interface, logs are not recorded for that ACL.

ACL counter statistics (Layer 3)

If an ACL rule contains the count parameter, you can access statistics for the rule, including the number of frames permitted or denied by
that rule. If needed, you can also clear ACL statistics.

NOTE
If an ACL with rules that contain the count keyword is applied to a management interface, statistics are not recorded for that
ACL.

Creating an IPv4 ACL rule enabled for counter statistics
When you create ACL rules, the count parameter enables you to display counter statistics.
1. Enter configure terminal to access global configuration mode.

device# configure terminal

2. Enter the ip access-list command to create or modify an access list.

device (config)# ip access-1list standard stdACL3

3. Foreach ACL rule for which you need to display statistics, include the count keyword.

device (conf-ipacl-std) # seq 5 permit host 10.20.33.4 count
device (config-ipacl-std) # seq 15 deny any count

4. If you have not yet applied the ACL to the appropriate interface, do so now.

Creating an IPv6 ACL rule enabled for counter statistics
When you create ACL rules, the count parameter enables you to display counter statistics.
1. Enter the configure terminal command to access global configuration mode.

device# configure terminal

2. Enter the ipv6 access-list command to create or modify an access list.

device (config)# ipvé access-list extended ip acl 1

3. Foreach ACL rule for which you need to display statistics, include the count keyword.

device (conf-ip6acl-ext)# seq 20 deny ipv6 2002:2003:1234:1::/64 2001:3001:1234:1::/64 count

4. If you have not yet applied the ACL to the appropriate interface, do so now.

5. (Optional) To display ACL counter statistics, enter the show statistics access-list command.

device# show statistics access-list ipvé6 ip_acl_1 in

ipv6 access-list ip acl 1 on Ethernet 0/2 at Ingress (From User)
seq 10 deny ipvé 2001:2002:1234:1::/64 2001:1001:1234:1::/64 count (0 frames)
seq 20 deny ipv6 2002:2003:1234:1::/64 2001:3001:1234:1::/64 count (33 frames)
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The following example shows how to create an IPv6 extended ACL and define a counter-enabled rule for it.

device# configure terminal

device (config)# ipvé access-list extended ip acl 1

device (conf-ip6acl-ext)# seq 10 deny ipv6 2001:2002:1234:1::/64 2001:1001:1234:1::/64 count

ACL show and clear commands

There is a full range of ACL show and clear commands, listed here with descriptions.

TABLE 8 ACL show commands in the Command Reference

Command

show access-list

show access-list-log buffer
show access-list-log buffer config

show running-config {mac | ip | ipv6} access-list

show statistics access-list

TABLE 9 ACL clear commands in the Command Reference

Command

clear counters access-list

Brocade SLX-OS Security Configuration Guide, 17s.1.00
53-1004978-01

Description

For a given network protocol and inbound/outbound direction, displays
ACL information. You can show information for a specified ACL or only for
that ACL on a specified interface. You can also display information for all
ACLs bound to a specified interface.

Displays the contents of the ACL log buffer.
Displays the ACL log buffer configuration.

For a given network protocol and standard/extended type, displays ACL
configuration. You can show the configuration of a specified ACL or for all
such ACLs.

For a given network protocol and inbound/outbound direction, displays
statistical information—for ACL rules that include the count keyword. You
can show statistics for a specified ACL or only for that ACL on a specified
interface. You can also display statistical information for all ACLs bound to
a specified interface.

Description

For a given network protocol and inbound/outbound direction, clears ACL
statistical information. You can clear all statistics for a specified ACL or
only for that ACL on a specified interface. You can also clear statistical
information for all ACLs bound to a specified interface.
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Port MAC security overview

Port MAC security (PMS) feature allows you to configure the device to learn a limited number of secure MAC addresses on an interface.
The interface forwards only packets with source MAC addresses that match these secure addresses.

The secure MAC addresses can be specified statically or learned dynamically. If the device reaches the maximum limit for the number of
secure MAC addresses allowed on the interface and if the interface receives a packet with a source MAC address that is different from
any of the secure learned addresses, it is considered a security violation.

There are three types of secure MAC addresses that are used in port MAC security:

Static MAC address: These are the secure MAC addresses that are manually configured using the switchport port-security
mac-address command. Static MAC addresses persist even if the port goes down; or after the device reboots, provided the
config is saved. When static MAC address is configured on an access secure port or trunk port, VLAN must be specified.

Dynamic MAC address: These are the secure MAC addresses that the device learns automatically. Dynamically learned MAC
address does not persist if the port goes down.

Sticky MAC address: These are the secure MAC addresses that are learned dynamically but are added automatically as static
MAC addresses. When sticky MAC learning is enabled on a secured port, the interface converts all the dynamic secure MAC
addresses, including those that were dynamically learned before sticky learning was enabled, to sticky secure MAC addresses.
All the subsequent sets of dynamically learned MAC addresses will also be converted to sticky secure MAC addresses. If sticky
MAC learning is disabled on a secure port, all the sticky MAC addresses will be converted back to dynamically learned MAC
addresses. Similar to the static MAC address, sticky MAC addresses persist even if the port goes down; or if the device reboots,
provided the config is saved.

NOTE
Secure MAC addresses age out based on the device MAC age value that is configured for the
device.

NOTE
The maximum MAC address limit for static MAC address depends on the device limit. For dynamically learned MAC addresses
or sticky MAC address, the maximum limit is 8192 per port.

NOTE
PMS can be configured on physical interface or LAG interface. However, PMS cannot be configured on MCT
interface.
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Port MAC security violation

A security violation occurs when the maximum limit for the number of secure MAC addresses allowed on the interface is exceeded.
When a security violation occurs, a RASLog is generated. In addition, you can configure one of the following response actions if a
violation occurs:

Restrict: Drops the packets that have unknown source addresses until you remove a sufficient number of secure MAC
addresses to keep the count within the maximum MAC limit allowed on the interface.

Shutdown: Puts the interface into the error-disabled state for a specified amount of time. All the dynamically learned MACs will
be flushed.

NOTE
By default, the port shuts down if a port security violation occurs.

NOTE

If a MAC address already learned on a secured port ingresses on a non-secured port or through another secured port, it is not
considered security violation. In this scenario, MAC movement happens if it is a dynamically learned MAC address. If it is a
static MAC address or sticky MAC address, MAC movement does not happen.

When the port shuts down after security violation, an administrator can explicitly bring up the interface or a shutdown timer can be
configured. After the configured shutdown time, the interface automatically comes up and the port security configuration remains
configured on the port.

NOTE
When the device reboots after port shutdown due to security violation, the ports come up in the shutdown state.

Auto recovery for port MAC security violation

Auto recovery for port MAC security violation can be configured to bring up a port that is forced to shut down after a security violation by
specifying a shutdown time.

The shutdown time which serves as the recovery interval, provides an option to bring up a port within a configured time without any
manual intervention. The shutdown time can be configured using the switchport port-security shutdown-time commmand. The shutdown
and no-shutdown processes initiated as part of the port violation action is independent of the shutdown process explicitly initiated by an
administrator on the same port on which port MAC security is enabled.

Port MAC security configuration guidelines and
considerations

Note the following guidelines and restrictions for configuring port security:
A port mode change is not allowed when port security is enabled on the interface.

If a port-security-based change occurs when a port is shut down, the shutdown timer is not triggered. Consequently, the user
must restore the full functionality of the port.

When port security causes a port to be shut down and the user manually changes the shutdown time, the shutdown timer is
reset and the timer starts with the new shutdown time.
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+  Static MAC addresses cannot be configured on a secure port. They must be configured as secure MAC addresses on the
secure port.

+  Port MAC security configurations are not allowed on member interfaces of a link aggregation group (LAG). They are allowed on
the LAG interface, however, as they are in other Layer 2 configurations.

A secure port cannot be a destination port for Switch Port Analyzer (SPAN) purposes, because the port cannot be a Layer 2
port.

Port MAC security cannot be disabled when either static secure MACs or sticky MACs is present.

Configuring port MAC security

The following steps are the common operations that you will need to perform for configuring port MAC security.
1. Enter the configure terminal command to enter global configuration mode.

device# configure terminal

2. Enter the interface configuration mode to configure interface-specific administrative features for port MAC security.

device (config) # interface Ethernet 0/2

3. Define the interface in Layer 2 mode to set the switching characteristics of the Layer 2 interface.
device (conf-if-eth-0/2)# switchport

All Layer 2 interfaces are mapped to default VLAN 1 and the interface is set to access mode. For changing the interface
configuration mode to trunk or changing the default VLAN mapping, use additional switchport commands.

4. Enable port MAC security on the interface.
device (conf-if-eth-0/2)# switchport port-security

5. Set the maximum number of secure MAC addresses for an interface.
device (conf-if-eth-0/2)# switchport port-security max 10

For dynamically learned MAC addresses, the maximum limit is 8192 per port which is also the default value.

6. Specify the auto recovery time for port security violation.

device (conf-if-eth-0/2)# switchport port-security shutdown-time 4

7. Specify secure MAC address.

device (conf-if-eth-0/2)# switchport port-security mac-address 0000.00eb.2d14 vlan 2

8. Enable sticky MAC learning on the port to convert the dynamically learned MAC addresses to sticky secure MAC addresses.

device (conf-if-eth-0/2)# switchport port-security sticky

9. Configure port security with sticky MAC address.

device (conf-if-eth-0/2)# switchport port-security sticky mac-address 0000.0018.747C vlan 5
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10. (Optional) Configure one of the following actions that must be taken when a port security violation occurs.

«  Configure the device to drop the packets that have unknown source addresses if the maximum limit for the number of
secure MAC addresses allowed on the interface is exceeded.

device (conf-if-eth-0/2)# switchport port-security violation restrict

+  Configure the port to shut down when a port security violation occurs.

device (conf-if-eth-0/2)# switchport port-security violation shutdown

By default, the port shuts down if a port security violation occurs.

The following example shows the steps to configure port MAC security.

device# configure terminal
device (config) # interface Ethernet 0/2

device (conf-if-eth-0/2
device (conf-if-eth-0/2
device (conf-if-eth-0/2
device (conf-if-eth-0/2
device (conf-if-eth-0/2
device (conf-if-eth-0/2
device (conf-if-eth-0/2

) #

) #
) #
) #
) #
) #
) #

switchport
switchport
switchport
switchport
switchport
switchport
switchport

port-security
port-security
port-security
port-security
port-security
port-security

max 8192

shutdown-time 4

mac-address 0000.00eb.2d14 vlan 2

sticky mac-address 0000.0018.747C vlan 5
violation shutdown

Displaying port MAC security information

When port MAC security is enabled, various show commands can be used to display information about port security and secure MAC

addresses.

You can display the following information about the port MAC security feature:

«  The details of port MAC security configured on the device

+  The port MAC security configuration details

+  The port MAC security settings for an individual port

+  The secure MAC addresses configured on the device

Displaying port MAC security details on the device

To display the port MAC security configured on a particular interface, enter the following command:

device# configure terminal
device (config) # interface Ethernet 0/2
device (conf-if-eth-0/2)# do show run interface Ethernet 0/2

interface Ethernet 0/2
switchport
switchport mode trunk

switchport port-security
switchport port-security max 10
switchport port-security mac-address 3200.1110.0002 vlan 250
switchport trunk allowed vlan add 250
switchport trunk tag native-vlan

no shutdown
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Displaying port MAC security configuration details
To display the port MAC security configuration details across ports on the device, enter the following command:

device (conf-if-eth-0/2)# do show port-security

Secure MaxSecureAddr CurrentAddr StaticSec Violated Action Sticky
Port (count) (count) (count)
Eth 0/2 10 0 1 No Shutdown No

Displaying port MAC security settings for an individual port
To display the statistics of the port MAC security configured for an interface, enter the following command:

device (conf-if-eth-0/2)# do show port-security interface ethernet 0/2

Port Security : Enabled
Port Status : Up
Violation Mode : Shutdown
Violated : No
Sticky Enabled : No
Maximum MAC addresses : 10

Total MAC addresses : 0
Configured MAC addresses : 1

Last violation time :

Shutdown time (in Minutes) : 0

Displaying secure MAC addresses information
To list the secure MAC addresses configured on the device, enter the following command.

device (conf-if-eth-0/2)# do show port-security addresses

Secure Mac Address Table
Vlan Mac-address Type Ports
250 3200.1110.0002 Secure-Static Eth 0/2
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802.1X authentication overview

The IEEE 802.1X standard is designed to govern the authentication of devices attached to LAN ports. The 802.1X protocol defines a
port-based authentication algorithm involving network data communication between client-based supplicant software, an authentication
database on a server, and the authenticator device. Using 802.1X authentication, you can configure a device to grant access to a port
based on information supplied by a client to an authentication server.

When a user logs on to a network that uses 802.1X authentication, the device grants (or does not grant) access to network services after
the user is authenticated by an authentication server. The user-based authentication in 802.1X authentication provides an alternative to
granting network access based on a user’s IP address, MAC address, or subnetwork.
The Brocade implementation of 802.1X authentication supports the following RFCs:

RFC 2284: PPP Extensible Authentication Protocol (EAP)

RFC 2865: Remote Authentication Dial In User Service (RADIUS)

RFC 2869: RADIUS Extensions

NOTE
SNMP is not supported for 802.1X authentication.

Device roles in an 802.1X configuration

The 802.1X standard defines the roles of client/supplicant, authenticator, and authentication server in a network.

The client (known as a supplicant in the 802.1X standard) provides username and password information to the authenticator. The
authenticator sends this information to the authentication server. Based on the client’s information, the authentication server determines
whether the client can use services provided by the authenticator. The authentication server passes this information to the authenticator,
which then provides services to the client, based on the authentication result.

The following figure illustrates these roles.
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FIGURE 2 Authenticator, client/supplicant, and authentication server in an 802.1X configuration

RADIUS Server
(Authentication Server)
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Brocade Device
(Authenticator)

Client/Supplicant

Authenticator: The device that controls access to the network. In an 802.1X configuration, the Brocade device serves as the
authenticator. The authenticator passes messages between the client and the authentication server. Based on the identity information
supplied by the client, and the authentication information supplied by the authentication server, the authenticator either grants or does not
grant network access to the client.

Client/supplicant: The device that seeks to gain access to the network. Clients must be running software that supports the 802.1X
standard (for example, the Windows 7 operating system). Clients can either be directly connected to a port on the authenticator, or can be
connected by way of a hub.
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Authentication server: The device that validates the client and specifies whether or not the client may access services on the device.
Brocade supports authentication servers running RADIUS.

Communication between the devices

For communication between the devices, 802.1X uses the Extensible Authentication Protocol (EAP), defined in RFC 2284. The 802.1X
standard specifies a method for encapsulating EAP messages so that they can be carried over a LAN. This encapsulated form of EAP is
known as EAP over LAN (EAPOL). The standard also specifies a means of transferring the EAPOL information between the client/
supplicant, authenticator, and authentication server.

EAPOL messages are passed between the Port Access Entity (PAE) on the supplicant and the authenticator. The following figure shows
the relationship between the authenticator PAE and the supplicant PAE.

FIGURE 3 Authenticator PAE and supplicant PAE

Brocade _Device 802.1X-Enabled
(Authenticator) Supplicant
RADIUS EAPOL
Messages Authenticator Messages Supplicant

Authentication

e < >
Server PAE PAE

Authenticator PAE: The authenticator PAE communicates with the supplicant PAE, receiving identifying information from the supplicant.
Acting as a RADIUS client, the authenticator PAE passes the supplicant information to the authentication server, which decides whether
the supplicant can gain access to the port. If the supplicant passes authentication, the authenticator PAE grants it access to the port.

Supplicant PAE: The supplicant PAE supplies information about the client to the authenticator PAE and responds to requests from the
authenticator PAE. The supplicant PAE can also initiate the authentication procedure with the authenticator PAE, as well as send log off
messages.

Controlled and uncontrolled ports

A physical port on the device used with 802.1X authentication has two virtual access points: a controlled port and an uncontrolled port.
The controlled port provides full access to the network. The uncontrolled port provides access only for EAPOL traffic between the client
and the authenticator. When a client is successfully authenticated, the controlled port is opened to the client. The following figure
illustrates this concept.
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FIGURE 4 Controlled and uncontrolled ports before and after client authentication
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Before a client is authenticated, only the uncontrolled port on the authenticator is open. The uncontrolled port allows only EAPOL frames
to be exchanged between the client and the authenticator. The controlled port is in the unauthorized state and allows no traffic to pass

through.

During authentication, EAPOL messages are exchanged between the supplicant PAE and the authenticator PAE, and RADIUS
messages are exchanged between the authenticator PAE and the authentication server. If the client is successfully authenticated, the
controlled port becomes authorized for that client, and traffic from the client can flow through the port normally. When a client connected
to the port is successfully authenticated, client is authorized to send traffic through controlled port until the client logs off.
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Message exchange during authentication

The following figure illustrates a sample exchange of messages between an 802.1x-enabled client, a Brocade device acting as

authenticator, and a RADIUS server acting as an authentication server.

FIGURE 5 Message exchange between client/supplicant, authenticator, and authentication server
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In this example, the authenticator (the Brocade device) initiates communication with an 802.1x-enabled client. When the client responds,

it is prompted for a username and password. The authenticator passes this information to the authentication server, which determines
whether the client can access services provided by the authenticator. When the client is successfully authenticated by the RADIUS server,

the client is authorized to use services provided by the authenticator. When the client logs off, the port becomes unauthorized for that

client.
If a client does not support 802.1x, authentication cannot take place. The Brocade device sends EAP-Request/Identity frames to the

client, but the client does not respond to them.
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When a Client that supports 802.1X attempts to gain access through a non-802.1X-enabled port, it sends an EAP start frame to the
Brocade device. When the device does not respond, the client considers the port to be authorized, and starts sending normal traffic.

Authentication of multiple clients connected to the
same port

Brocade devices support 802.1X authentication for ports with more than one client connected to them. The following figure illustrates a
sample configuration where multiple clients are connected to a single 802.1X port.

FIGURE 6 Multiple clients connected to a single 802.1X-enabled port
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L (Authenticator)

[ e Hub

Cllents/Supplicants running 802.1X-compliant client software

If there are multiple clients connected to a single 802.1X-enabled port, the device authenticates each of them individually. Each client’s
authentication status is independent of the others, so that if one authenticated client disconnects from the network, it has no effect on the
authentication status of any of the other authenticated clients. The number of clients supported at the system level is 255.

By default, traffic from clients that cannot be authenticated by the RADIUS server is dropped.

How 802.1x multiple client authentication works

When multiple clients are connected to a single 802.1x-enabled port on a router (as in Authentication of multiple clients connected to the
same port on page 64), 802.1x authentication is performed in the following ways.

1. One of the 802.1x-enabled clients attempts to log into a network in which a device serves as an Authenticator.
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2. The device performs 802.1x authentication for the client. Messages are exchanged between the device and the client, and
between the device and the Authentication Server (RADIUS server). The result of this process is that the client is either
successfully authenticated or not authenticated, based on the username and password supplied by the client.

3. Ifthe client is successfully authenticated, traffic from the client is forwarded normally.

4.  When the client disconnects from the network, the device marks the client as unauthorized and the status is displayed in the
output of show dotlx session-info command with the interface ethernet options. This does not affect the authentication status
(if any) of the other clients connected on the port.

RADIUS attributes for authentication

RADIUS attributes are used to define specific authentication, authorization, and accounting (AAA) elements in a user profile, which is
stored in the RADIUS server. When a client successfully completes the EAP authentication process, the authentication server (the
RADIUS server) sends the authenticator (the Brocade device) a RADIUS Access-Accept message that grants the client access to the
network. The RADIUS Access-Accept message contains attributes set for the user in the user’s access profile on the RADIUS server.
Brocade devices support the following RADIUS attributes for 802.1X authentication:

Username (1): RFC 2865

Filter-1d (11): RFC 2865

Tunnel-Type (64): RFC 2868

Tunnel-Medium-Type (65): RFC 2868

Tunnel-Private-Group-Id (81): RFC 2868

Support for the RADIUS user-name attribute in Access-Accept messages
Authentication-enabled ports support the RADIUS user-name (type 1) attribute in the Access-Accept message returned during
authentication.

When sFlow is enabled on the port, sFlow samples taken from the interface include the username of 802.1X client based on the source
MAC address of the sFlow sample. For example, when the user-name attribute is sent in the Access-Accept message, it is then available
for display in sFlow sample messages sent to a collector, and in the output of some show dotlx commands, such as show dotlx
session-info.

To enable the user-name attribute, add the following attribute on the RADIUS server.
TABLE 10 RADIUS user-name attribute details

Attribute name Type Value

user-name 1 name (string)

802.1x readiness check

The 802.1X readiness check audits all the ports for 802.1X activity and displays information about the devices with 802.1X-supported
ports. The 802.1X readiness check can be used to establish whether the devices connected to the ports are 802.1X-capable.

The 802.1X readiness check is allowed on all ports that can be configured for 802.1X. The 802.1X readiness check is not available on a
port that is configured by the dot1x port-control force-unauthorized command.
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When you execute the dotl1x test eapol-capable command on an 802.1X-enabled port, and the link comes up, the port queries the
connected client about its 802.1X capability. When the client responds with a notification packet, it is 802.1X-capable. A RASLog
message is generated if the client responds within the timeout period. If the client does not respond to the query, the client is not
802.1X-capable, and a syslog message is generated indicating the client is not EAPOL-capable.
Follow these guidelines to enable the 802.1X readiness check on the device:

The 802.1X readiness check is typically used before 802.1X is enabled on the device.

802.1X authentication cannot be initiated while the 802.1X readiness check is in progress.

The 802.1X readiness check cannot be initiated while 802.1X authentication is active.

802.1X readiness can be checked on a per-interface basis.

The 802.1X readiness check for all interfaces at once is not supported.

The 802.1X test timeout is shown in the output of the show dot1x command.

802.1X authentication enablement

By default, 802.1X authentication is disabled on the Brocade device. To enable 802.1X authentication, you must initialize 802.1X
authentication globally and then enable 802.1X authentication on a specific interface.

The dotlx enable command in the global configuration mode initializes 802.1X authentication globally on all ports. After which, you can
enable 802.1x authentication on a specific interface using the dotlx authentication command in interface configuration mode.

Port control for authentication

To activate authentication on an 802.1X-enabled interface, you must specify the kind of port control to be used on the interface.

The port control type can be one of the following:
force-authorized: The controlled port is placed unconditionally in the authorized state, allowing all traffic. This is the default state
for ports on the Brocade device.
force-unauthorized: The controlled port is placed unconditionally in the unauthorized state.

auto: The controlled port is unauthorized until authentication takes place between the client and the authentication server. Once
the client passes authentication, the client is authorized to send traffic through that port. Auto is the default port control type
used when 802.1X authentication is enabled on the port.

NOTE
Before activating the authentication on a port, you must remove the configured static ACL and static VLLANS, if any,
from the port.

NOTE
Do not configure ACLs or VLANSs through the CLI manually on the authentication-enabled
port.

802.1x client reauthentication options

There are a number of 802.1x client reauthentication options.

Brocade SLX-OS Security Configuration Guide, 17s.1.00
66 53-1004978-01



Retransmission information for EAP-Request/Identity frames

Periodic reauthentication

You can configure the device to periodically reauthenticate clients connected to 802.1x-enabled interfaces. When periodic
reauthentication is enabled using the dot1x reauthentication command, the device reauthenticates the clients every 3,600 seconds by
default. The dotlx timeout re-authperiod command resets the reauthentication interval, which takes precedence over the default interval.

Manual reauthentication of a port

When periodic reauthentication is enabled, the device reauthenticates clients connected to an 802.1X-enabled interface every 3,600
seconds (or the time specified by the dot1x timeout re-authperiod command) by default. You can also manually reauthenticate clients
connected to a specific port using the dotlx reauthenticate command in the privileged EXEC mode.

Quiet period for reauthentication

If the device is unable to authenticate the client, the device waits for a specified amount of time before trying again. The amount of time
the device remains idle between a failed authentication and a reauthentication attempt is specified with the dotlx timeout quiet-period
command.

Retransmission information for EAP-Request/Identity
frames

There are a number of configurable retransmission options for Extensible Authentication Protocol (EAP) request or identity frames.

Retransmission interval for EAP-Request/Identity frames

When the device sends a client an EAP-Request/Identity frame, it expects to receive an EAP-Response/Identity frame from the client. If
the client does not send back an EAP-Response/Identity frame, the device waits a specified amount of time and then retransmits the
EAP-Request/Identity frame. You can specify the amount of time the device waits before retransmitting the EAP-Request/Identity frame
to the client. This amount of time is specified using the dotlx timeout tx-period command.

Retransmission timeout of EAP-Request frames to the client

Acting as an intermediary between the RADIUS authentication server and the client, the device receives RADIUS messages from the
RADIUS server, encapsulates them as EAPOL frames, and sends them to the client. When the device relays an EAP-Request frame
from the RADIUS server to the client, it expects to receive a response from the client within 30 seconds. If the client does not respond
within the allotted time, the device retransmits the EAP-Request frame to the client. The timeout value for retransmission of EAP-
Request frames to the client can be configured using the dotlx timeout supp-timeout command.

Retransmission limit for EAP-Request/Identity frame

If the device does not receive an EAP-Response/Identity frame from a client, the device waits 30 seconds (or the amount of time
specified with the dotlx timeout tx-period command), and then retransmits the EAP-Request/Identity frame. By default, the device
retransmits the EAP-Request/Identity frame a maximum of two times. If no EAP-Response/Identity frame is received from the client
after two EAP-Request/Identity frame retransmissions, the device restarts the authentication process with the client.
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Configuring 802.1x authentication

To enable and activate 802.1X authentication, perform the following steps.

802.1x authentication requires some prerequisite tasks be performed before executing 802.1x authentication configurations at the
global and interface levels. Before configuring 802.1x authentication, communication between the devices and the authentication server
must be established. The following configurations must be completed before configuring 802.1X authentication:

68

Configure the RADIUS server to authenticate access to the Brocade device. The radius-server host command adds the
RADIUS server to the device as the authentication server. This command can be repeated for additional servers. The radius-
server host command attempts to connect to the first RADIUS server. If the RADIUS server is not reachable, the next RADIUS
server is contacted. If the RADIUS server is contacted and the authentication fails, the authentication process does not check for
the next server in the sequence.

NOTE
If multiple RADIUS servers are configured, the recommended configuration for RADIUS server retries is
2.

(Optional) Enable the 802.1X readiness check on the device to determine if the devices connected to the switch ports are
802.1X-capable.
device# dotlx test eapol-capable interface ethernet 0/1

device# 2016/07/18-00:49:03, [DOT1-1012], 5006, M2 | Active | DCE, INFO, swO,
DOT1X PORT EAPOL CAPABLE: Peer connected to port Ethernet 0/1 is EAPOL capable.

Enter global configuration mode.

device# configure terminal

Enable 802.1X authentication globally.
device (config)# dotlx enable

If you globally disable 802.1X authentication, then all interface ports with 802.1X authentication enabled, automatically switch
to force-authorized port control mode.

Enter interface configuration mode to configure interface-specific administrative features for 802.1X authentication.

device (config) # interface Ethernet 0/1

Enable 802.1X authentication on a specific interface port.

device (conf-if-eth-0/1)# dotlx authentication

Enter the dotlx port-control auto command to set the controlled port in the unauthorized state until authentication takes place
between the client and the authentication server.

device (conf-if-eth-0/1)# dotlx port-control auto

The action activates authentication on an 802.1X-enabled interface. Once the client passes authentication, the port becomes
authorized for that client. The controlled port remains in the authorized state for that client until the client logs off .

(Optional) Configure the device to periodically reauthenticate the clients connected to 802.1X-enabled interfaces at regular
intervals.

device (conf-if-eth-0/1)# dotlx reauthentication

When you enable periodic reauthentication, the device reauthenticates the clients every 3,600 seconds by default.
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(Optional) Configure the timeout parameters that determine the time interval for client reauthentication and EAP retransmissions
using the following commands:

«  Enter the dotlx timeout re-authperiod command to change and specify a different reauthentication interval.

device (conf-if-eth-0/1)# dotlx timeout re-authperiod 300

+  Enter the dotlx timeout tx-period command to change the amount of time the device should wait before retransmitting
EAP-Request/Identity frames to the client.

device (conf-if-eth-0/1)# dotlx timeout tx-period 30

+  Enter the dotlx timeout supp-timeout command to change the amount of time the device should wait before
retransmitting RADIUS EAP-Request/Challenge frames to the client.

device (conf-if-eth-0/1)# dotlx timeout supp-timeout 30

Based on the timeout parameters, client reauthentication and retransmission of EAP-Request/Identity frames and EAP-
Reqguest/Challenge frames is performed.

(Optional) Configure the maximum number of reauthentication attempts before the port goes to the unauthorized state.

device (conf-if-eth-0/1)# dotlx reauthMax 3

10. (Optional) Configure the time interval the device remains idle between a failed authentication and a reauthentication attempt.

device (conf-if-eth-0/1)# dotlx quiet-period 30

Displaying 802.1x information

Various show commands can be used to display the following 802.1x-related information:

Information about the 802.1x configuration on the device and on individual ports

Statistics about the EAPOL frames passing through the device

Information about 802.1x-enabled ports dynamically assigned to a VLAN

Information about the dynamically applied MAC and IP ACLs currently active on the device

Information about the 802.1x multiple client configuration

Enter the show dot1x command to display the overall state of 802.1X authentication on the system.

device# show dotlx

802.1X Port-Based Authentication: Enabled

PAE Capability: Authenticator Only
Protocol Version: 2

Auth Server: RADIUS

Readiness test timeout: 10

RADIUS Configuration

Position: 1

Server Address: 10.24.65.6
Port: 1812
Secret: b:9:9:9:6:9:9:9:9:4
Retry Interval: 5 seconds

Enter the show dotlx all command to display detailed 802.1X authentication information for all of the ports.

device# show dotlx all
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802.1X Port-Based Authentication: Enabled

PAE Capability: Authenticator Only
Protocol Version: 2

Auth Server: RADIUS

Readiness test timeout: 10

RADIUS Configuration

Position: 1

Server Address: 10.20.106.144
Port: 1812

Secret: testingl23
Retry Interval: 4 seconds
Position: 2

Server Address: 10.20.106.189
Port: 1812

Secret: testingl23
Retry Interval: 4 seconds

802.1X info for interface Eth 0/31

Port Control: Force Authorized
Port Auth Status: Unauthorized
Protocol Version: 2
ReAuthentication: Disabled

Auth Fail Max Attempts: 0

ReAuth Max: 2

Tx Period: 30 seconds

Quiet Period: 60 seconds
Supplicant Timeout: 30 seconds
Re-Auth Interval: 3600 seconds

Enter the show dotlx diagnostics interface command to display all diagnostics information for the authenticator associated with a port.

Enter the show dotlx interface command to display state of a specified interface.

70

device# show dotlx diagnostics interface ethernet 0/2

802.1X Diagnostics for interface Eth 0/2
authEnterConnecting:
authEaplogoffWhileConnecting:
authEnterAuthenticating:
authSuccessWhileAuthenticating:
authTimeoutWhileAuthenticating:
authFailWhileAuthenticating:
authEapstartWhileAuthenticating:
authEaplogoffWhileAuthenticating:
authReauthsWhileAuthenticated:
authEapstartWhileAuthenticated:
authEaplogoffWhileAuthenticated:
BackendResponses:
BackendAccessChallenges:
BackendOtherrequestToSupplicant:
BackendAuthSuccess:
BackendAuthFails:

oNeolololelNoNeN Sl el S

e
= o

O =

device# show dotlx interface ethernet 0/31

802.1X info for interface Eth 0/31

Port Control: Force Authorized
Port Auth Status: Unauthorized
Protocol Version: 2
ReAuthentication: Disabled

Auth Fail Max Attempts: 0

ReAuth Max: 2

Tx Period: 30 seconds

Quiet Period: 60 seconds

Brocade SLX-OS Security Configuration Guide, 17s.1.00
53-1004978-01



Supplicant Timeout: 30 seconds
Re-Auth Interval: 3600 seconds

Enter the show dotlx session-info interface command to display information for all clients on the port .

device# show dotlx session-info interface ethernet 0/2

802.1X Session info for interface Eth 0/2

Mac Address: 0021.5ec6.15ce

User Name: mdSuser?2

Session Time: 2 secs

Terminate Cause: Not terminated yet
Session Status: Authorized

PAE State: Authenticated

BE State: Idle

Current Id: 18

Id From Server: 17

Enter the show dotlx statistics interface command to display the statistics of a specified interface.
device# show dotlx statistics interface ethernet 0/2

802.1X statistics for interface Eth 0/2

EAPOL Frames Rx: 12
EAPOL Frames Tx: 43
EAPOL Start Frames Rx: 1
EAPOL Logoff Frames Rx: 0
EAP Rsp/Id Frames Rx: 1
EAP Response Frames Rx: 10
EAP Reqg/Id Frames Tx: 23
EAP Request Frames Tx: 10
Invalid EAPOL Frames Rx: 0

EAPOL Length Error Frames Rx: 0
EAPOL Last Frame Version Rx: 1
Invalid EAP Frames Rx: 0
EAP Length Error Frames Rx: 0

0

EAPOL Last Frame Src: 021.5ec6.1l5ce
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Remote server authentication overview

The software supports various protocols to provide external Authentication, Authorization, and Accounting (AAA) services for Brocade
devices. Supported protocols include the following:

RADIUS — Remote authentication dial-in user service
LDAP/AD — Lightweight Directory Access Protocol using Microsoft Active Directory (AD) in Windows
TACACS+ — Terminal access controller access-control system plus
When configured to use a remote AAA service, the device acts as a network access server client. The device sends all authentication,

authorization, and accounting (AAA) service requests to the remote RADIUS, LDAP, or TACACS+ server. The remote AAA server
receives the request, validates the request, and sends a response back to the device.

The supported management access channels that integrate with RADIUS, TACACS+, or LDAP include serial port, Telnet, or SSH.

When configured to use a remote RADIUS, TACACSH+, or LDAP server for authentication, a device becomes a RADIUS, TACACSH+, or
LDAP client. In either of these configurations, authentication records are stored in the remote host server database. Login and logout
account name, assigned permissions, and time-accounting records are also stored on the AAA server for each user.

Brocade recommends that you configure at least two remote AAA servers to provide redundancy in the event of failure. For each of the
supported AAA protocols, you can configure up to five external servers on the device. Each device maintains its own server configuration.

Login authentication mode

The authentication mode is defined as the order in which AAA services are used on the device for user authentication during the login
process. The software supports two sources of authentication: primary and secondary. The secondary source of authentication is used in
the event of primary source failover and is optional for configuration. You can configure four possible sources for authentication:

Local — Use the default device-local database (default)
RADIUS — Use an external RADIUS server

LDAP — Use an external LDAP server

TACACS+ — Use an external TACACS+ server

By default, external AAA services are disabled, and AAA services default to the device-local user database. Any environment requiring
more than 64 users should adopt AAA servers for user management.

When the authentication, authorization, and accounting (AAA) mode is changed, an appropriate message is broadcast to all logged-in
users, and the active login sessions end. If the primary source is set to an external AAA service (RADIUS, LDAP, or TACACS+) and the
secondary source is not configured, the following events occur:

For Telnet-based and SSH connections-based logins, the login authentication fails if none of the configured (primary source)
AAA servers respond or if an AAA server rejects the login.

For a serial port (console) connection-based login, if a user’s login fails for any reason with the primary source, failover occurs
and the same user credentials are used for login through the local source. This failover is not explicit.
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Conditions for conformance

Consider the following conditions for remote server authentication:

« Ifthe first source is specified as default, do not specify a second source. A second source signals a request to set the login
authentication mode to its default value, which is local. If the first source is local, the second source cannot be set to any value,
because the failover will never occur.

«  The source of authentication (except local) and the corresponding server type configuration are dependent on each other.
Therefore, at least one server should be configured before that server type can be specified as a source.

If the source is configured to be a server type, you cannot delete a server of that type if it is the only server in the list. For
example, if there are no entries in the TACACS+ server list, the authentication mode cannot be set to tacacs+ or tacacs+ local.
Similarly, when the authentication mode is radius or radius local, a RADIUS server cannot be deleted if it is the only one in the
list.

Configuring remote server authentication

This section introduces the basics of configuring remote server authentication using RADIUS and TACACS+ in a simple manner.

For detailed configuration information on remote server authentication, refer to the following topics:
RADIUS security on page 77
+  Understanding and configuring TACACS+ on page 87
+ Understanding and configuring LDAP on page 95

Setting and verifying the login authentication mode

The following procedure configures TACACS+ as the primary source of authentication and the device-local user database as the
secondary source. For complete information on login authentication mode, refer to the aaa authentication login command in the
Brocade SLX-OS Command Reference for the Brocade SLX 9140 and Brocade SLX 9240 Switches.

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter the aaa authentication login command with the specified parameters.

device (config)# aaa authentication login tacacs+ local

3. Enter the do show running-config aaa command to display the configuration.

device (config) # do show running-config aaa
aaa authentication login tacacs+ local

4. Log in to the device using an account with TACACS+-only credentials to verify that TACACS+ is being used to authenticate the
user.
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Resetting the login authentication mode
The following procedure resets the login configuration mode to the default value using the no aaa authentication login command.
1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter the no aaa authentication login command to remove the configured authentication sequence and to restore the default
value (Local only).

device (config)# no aaa authentication login

3. Verify the configuration with the do show running-config aaa command.

device (config) # do show running-config aaa
aaa authentication login local

4. Log in to the device using an account with TACACS+-only credentials. The login should fail with an "access denied” error.

5. Log in to the device using an account with local-only credentials. The login should succeed.

Changing the login authentication mode

You can set the authentication mode with the aaa authentication login command.

You can reset the configuration to the default value using the no aaa authentication login command.

NOTE
In a configuration with primary and secondary sources of authentication, the primary mode cannot be modified alone. First
remove the existing configuration and then configure it to the required configuration.

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter the aaa authentication login command and specify the desired authentication mode.
device (config) # aaa authentication login radius local

* % or * %

device (config) # aaa authentication login tacacs+ local

3. Verify the configuration with the do show running-config aaa command.

device (config) # do show running-config aaa
aaa authentication login radius local

4. Log in to the device using an account with TACACS+ credentials. The login should fail with an "access denied" error.

5. Log in to the device using an account with RADIUS credentials. The login should succeed.
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RADIUS security

The remote authentication dial-in user service (RADIUS) protocol manages authentication, authorization, and accounting (AAA) services
centrally.

You can use a Remote Authentication Dial In User Service (RADIUS) server to secure the following types of access to the Brocade Layer
2 device or Layer 3 device:

Telnet access

SSH access

Access to the Privileged EXEC level and CONFIG levels of the CLI, using roles pre-defined on Brocade device and sent as
attribute in Radius Response.

RADIUS Authentication

When RADIUS authentication is implemented, the Brocade device consults a RADIUS server to verify user names and passwords.

When a Brocade device is configured with a set of RADIUS servers to be used for authentication, the device also sends accounting data
to the RADIUS server implicitly.

NOTE
When the RADIUS server is not configured to support accounting, the accounting events sent by the device to the server are
dropped.

RADIUS Authorization

User authorization through the RADIUS protocol is not supported. The access control of RADIUS users is enforced by the Brocade role-
based access control (RBAC) protocol at the device level. A RADIUS user should therefore be assigned a role that is present on the
device using the Vendor Specific Attribute (VSA) Brocade-Auth-Role. After the successful authentication of the RADIUS user, the role of
the user configured on the server is obtained. If the role cannot be obtained or if the obtained role is not present on the device, the user
will be assigned the "user” role and a session is granted to the user with "user" authorization.

Account password changes

All existing mechanisms for managing device-local user accounts and passwords remain functional when the device is configured to use
RADIUS. Changes made to the device-local database do not propagate to the RADIUS server, nor do the changes affect any account on
the RADIUS server; therefore, changes to a RADIUS user password must be done on the RADIUS server.

RADIUS authentication through management interfaces

You can access the device through Telnet or SSH from either the Management interface or the data ports (Ethernet interface or in-band).
The device goes through the same RADIUS-based authentication with either access method.
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Configuration of an interface as the source of RADIUS packets

You can designate the lowest-numbered IP address configured on Ethernet port, loopback interface, management interface, or virtual
interface as the source IP address for RADIUS packets.

When a source interface for RADIUS packets is not configured, the IP address of the interface through which the RADIUS packet exits
the device is used as the source IP address in the IP header. Designating a specific interface as the source interface for RADIUS packets
provides the following benefits:

Incoming RADIUS traffic (from each instance of RADIUS server configured on the device), can be directed to particular
interfaces using the source interface configuration.

Firewall configuration is simplified; traffic can be allowed from one well-known source IP address.

When more than one IP address is configured on an interface, the lowest-numbered IP address is used as the source IP address for the
RADIUS packets.

A source interface for RADIUS packets must be configured for each instance of RADIUS host that is configured on the device.

You can configure a source interface for RADIUS packets by using the source-interface command in RADIUS server host VRF
configuration mode.

Configuring server-side RADIUS support

With RADIUS servers, you should set up user accounts by their true network-wide identity, rather than by the account names created on
a Brocade device. Along with each account name, you must assign appropriate device access roles. A user account can exist on a
RADIUS server with the same name as a user on the device at the same time.

When logging in to a device configured with RADIUS, users enter their assigned RADIUS account names and passwords when
prompted. Once the RADIUS server authenticates a user, it responds with the assigned device role and information associated with the
user account information using a Brocade Vendor-Specific Attribute (VSA). An Authentication-Accept response without the role
assignment automatically grants the "user” role.

NOTE
RADIUS Server must be configured to support Vendor-Specific-Attribute (VSA) in addition to configuring RADIUS Server
support on the Brocade device.

Configuring a RADIUS server with Linux
FreeRADIUS is an open source RADIUS server that runs on all versions of Linux (FreeBSD, NetBSD, and Solaris).
Perform the following steps to configure a RADIUS server with Linux.
1. Download the package from www.freeradius.org and follow the installation instructions at the FreeRADIUS website.
2. Refer to the RADIUS product documentation for information on configuring and starting up a RADIUS server.
3. Determine where vendor-specific dictionaries are located on the server.
user@Linux:$ locate dictionary.*
/usr/share/freeradius/dictionary.3com
/usr/share/freeradius/dictionary.3gpp
/usr/share/freeradius/dictionary.3gpp2

/usr/share/freeradius/dictionary.acc
/usr/share/freeradius/dictionary.acme
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4. Change to the vendor-specific dictionaries directory.

user@Linux:$ cd /usr/share/freeradius/
user@Linux:/usr/share/freeradius$

5. Verify that the dictionary.brocade file exists in this directory.
user@Linux:/usr/share/freeradius$ ls dictionary.brocade
dictionary. brocade
When the dictionary.brocade file does not exist, proceed to Step 7.
6. Check that the contents of the dictionary.brocade file are correct. The following example shows the correct information.
user@Linux:/usr/share/freeradius$ more dictionary.brocade

# -*- text -*-
# Copyright (C) 2013 The FreeRADIUS Server project and contributors
#

VENDOR Brocade 1588

BEGIN-VENDOR Brocade

ATTRIBUTE Brocade-Auth-Role 1 string
END-VENDOR Brocade

When the dictionary.brocade file exists and holds the correct information, proceed to Step 10.

7. Whenthe dictionary.brocade file does not exist or holds incorrect information, you need to create a
dictionary.brocade file with the correct information.

a) Login as the root user.

b) Inthe vendor-specific dictionaries directory, create a file named dictionary.brocade with the below content.

# -*- text -*-
# Copyright (C) 2013 The FreeRADIUS Server project and contributors
#

VENDOR Brocade 1588

BEGIN-VENDOR Brocade

ATTRIBUTE Brocade-Auth-Role 1 string
END-VENDOR Brocade

8. Toimportthe dictionary.brocade file, add the following line to the dictionary file.

SINCLUDE dictionary.brocade

9. To ensure that the dictionary is loaded, restart the FreeRADIUS server.

user@Linux:/usr/share/freeradius$ sudo service freeradius restart
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10. Configure a Brocade user account.
a) Openthe /etc/raddb/users file in a text editor (the location of the FreeRADIUS users configuration file depends on the
Linux distribution).
b) Add the user name and associated the permissions. You must log in as rootadmin using admin permissions specified with
Brocade-Auth-Role. The following example shows how to configure the rootadmin user account with a password
"passadmin’, a Service-Type of Framed-User, and admin permissions.

rootadmin Cleartext-Password := "passadmin"
Service-Type = Framed-User,
Brocade-Auth-Role = "admin"
NOTE

You must use double quotation marks around the password and role.

11. To ensure that the changes take effect, restart the FreeRADIUS server.

user@Linux:/usr/share/freeradius$ sudo service freeradius restart

NOTE

When you use network information service (NIS) for authentication, the only way to enable authentication with the password file
is to force the Brocade device to authenticate using password authentication protocol (PAP); this requires the setting the pap
option with the radius-server host command.

Configuring a Windows IAS-based RADIUS server

Step-by-step instructions for installing and configuring Internet Authentication Service (IAS) with Microsoft Windows server 2008 (or
earlier versions, Windows 2003 or 2000) can be obtained from www.microsoft.com or your Microsoft documentation. Confer with your
system or network administrator prior to configuration for any special needs your network environment may have.

Use the following information to configure the Internet Authentication Service for a Brocade device.

NOTE
This is not a complete presentation of steps.
1. Inthe New RADIUS Client window, choose RADIUS Standard from the Client-Vendor menu.
Configure the Dial-in Profile dialog box as follows:
a) Select the Advanced tab.

b)  Scroll to the bottom of the RADIUS Standard list, select Vendor-Specific, and click Add.
The Multivalued Attribute Information dialog box appears.

c) Click Add in the Multivalued Attribute Information dialog box.
The Vendor-Specific Attribute Information dialog box appears.

d) Enter the Brocade vendor code value of 1588.

e) Select Yes. It conforms. and then click Configure Attribute.
The Configure VSA (RFC compliant) dialog box appears.

f)  Inthe Configure VSA (RFC compliant) dialog box, enter the following values and click OK:
Vendor-assigned attribute number—Enter the value 1.
Attribute format—Enter the value String.

The RADIUS server is now configured.
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The following image shows the different screens configured in this task.

FIGURE 7 Windows server VSA configuration

Diakin Constraints | IP | Muliirk. S j
Authentication | Eheryption Advanced |"*’ P -
Specify additional connection attributes to be rebumned to the Remote i
Aocess Sepver | Attribute number;
Parameters: |‘2‘E
Mame . i Yendar i Walue :
VendorSpecic RADIUS Standard _adrmin b el
|Gobel$llng
Alttribuste values
Wendor | Value Move Up

“endor code: 15288 adrnin

“Yendor-5pecific
Specify network, access server vendor. 1] | Cancel |
Ii ™ Selact from list l LI I Configure ¥SA (RFC compliant) B
@ Enter Vendor Code: ;1 568 E Vendor-assigned attribute number: “

|1

Speciy whether the attribute conforms ta the RADIUS BFC speciicatonfor 18

vendor specific attributes. e Attribute format:
by :
& “Yes It conforms. 1 [Sting
b
£y Altribute value:
" Mo. It doss not conform.
S

Corfigure Afiibute... |

Configuring RADIUS Server on a Brocade device

Each Brocade device client must be individually configured to use RADIUS servers.

You use the radius-server host command to specify the server IP address and the VRF through which to communicate with the
RADIUS server.
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You can configure a maximum of 5 RADIUS servers on a Brocade device for AAA service.

NOTE
RADIUS Server must be configured to support Vendor-Specific-Attribute (VSA) in addition to configuring RADIUS Server
support on the Brocade device.

The following table describes configuration commands associated with the VRF used to connect to the RADIUS server.

TABLE 11 RADIUS server host VRF configuration commands

Command Description

auth-port Configures the user datagram protocol (UDP) port used to connect the RADIUS server for authentication. The
port range is O through 65535; the default port is 1812.

protocol Configures the authentication protocol to be used. Options include CHAP, PAP, and PEAP. The default protocol
is CHAP. IPv6 hosts are not supported if PEAP is the configured protocol.

key Configures the shared secret between the device and the RADIUS server. The default value is "sharedsecret” The
key cannot contain spaces and must be from 8 through 40 characters in length. Empty keys are not supported.

retries Configures the number of attempts permitted to connect to a RADIUS server. The range is O through 100, and
the default value is 5.

timeout Configures the time to wait for a server to respond. The range is 1 through 60 seconds. The default value is 5
seconds.

encryption-level Configures whether the encryption key should be stored in clear-text or in encrypted format. Default is 7

(encrypted). Possible values are O or 7, where O represents store the key in clear-text format and 7 represents
encrypted format.

NOTE

If you do not configure a shared secret using the key command, the authentication session is not encrypted. The shared secret
configured using the key command must match the value configured in the RADIUS configuration file; otherwise, the
communication between the server and the device fails.

Adding a RADIUS server
You can configure up to five RADIUS servers on a device.

Prior to configuring a RADIUS server by specifying a domain or host name, you must configure the Domain Name System (DNS) server
on the device by using the ip dns command. The host name cannot be resolved unless the DNS server is configured.

NOTE
When a list of servers is configured on the device, failover from one server to another server only happens when a RADIUS
server fails to respond; it does not happen when user authentication fails.

Perform the following task to add a RADIUS server to a device.
1. From privileged EXEC mode, enter global configuration mode.
device# configure terminal
Entering configuration mode terminal
2. When the default configuration values for commmunication with the RADIUS server are not acceptable, use the radius-server
host command specifying the use-vrf parameter to enter RADIUS server host VRF configuration mode.

device (config)# radius-server host 10.38.37.180 use-vrf mgmt-vrf
device (config-host-10.38.37.180/mgmt-vrf) #
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3. The following examples show how to configure some parameters for communication with the RADIUS server using the mgmt-
vrf,

+  (Optional) Configure the authentication protocol to use for communication with the RADIUS server.

device (config-host-10.38.37.180/mgmt-vrf)# protocol pap

+  (Optional) Specify a text string to be used as a shared secret between the device and the RADIUS server.

device (config-host-10.38.37.180/mgmt-vrf)# key "new#vertigo*secret"

+  (Optional) Specify the wait time (in seconds) allowed for a RADIUS server response.

device (config-host-10.38.37.180/mgmt-vrf)# timeout 10

4. Return to Privileged EXEC mode.

device (config-host-10.38.37.180/mgmt-vrf)# end

5. Verify the configuration.

device# show running-config radius-server host 10.38.37.180

radius-server host 10.38.37.180 use-vrf mgmt-vrf
protocol pap key "60/2cBziRKSGWM67jyUagFdsJ+KICcgECAZGURhOGQSI=\n" encryption-level 7 timeout 10

Modifying the RADIUS server configuration
1. Inprivileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter the radius-server host command with the help option (?) to display the configured RADIUS servers.
device (config) # radius-server host ?

Possible completions:
INETADDRESS Domain name or IP Address of this RADIUS server

3. Enter the radius-server host command with the IP address of the server you want to modify and the use-vrf option.

device (config) # radius-server host 10.38.37.180 use-vrf mgmt-vrf

After you run this commmand you are placed into the RADIUS server host VRF configuration mode where you can specify the
parameters you want to modify.

4. Configure the values that you want to change.

+  (Optional) The following example shows how to configure a new key.

device (config-host-10.38.37.180/mgmt-vrf)# key "changedsec"

+  (Optional) The following example shows how configure a timeout value of 3 seconds.

device (config-host-10.38.37.180/mgmt-vrf)# timeout 3

5. Return to Privileged EXEC mode.

device (config-host-10.38.37.180/mgmt-vrf) # end

Brocade SLX-OS Security Configuration Guide, 17s.1.00
53-1004978-01 83



RADIUS security

6. NOTE
This command does not display default values.

Verify the new configuration.

device# show running-config radius-server host 10.38.37.180

radius-server host 10.38.37.180 use-vrf mgmt-vrf

protocol pap key "h8mcoUf2LZF+P+AjaYnOlQ==\n" encryption-level 7 timeout 3
|

NOTE
The no radius-server host command removes the server configuration from the list of configured RADIUS
servers.

Configuring the client to use RADIUS for login authentication

After you configured the client-side RADIUS server list, you must set the authentication mode so that RADIUS is used as the primary
source of authentication. Refer to Login authentication mode on page 73 for information on how to configure the login authentication
mode.

RADIUS two factor authentication support

Traditional password-based authentication methods are based on “"one-factor” authentication, where a user confirms an identity using a
memorized password. Reliance on one-factor authentication exposes enterprises to increased security risks; passwords may be stolen,
guessed, cracked, replayed, or compromised in other ways by unsolicited users by using Man in the Middle Attack.

Two factor authentication increases the security by adding an additional step to the basic log-in procedure which requires the user to
have both the password and RSA Secure ID credentials from a hardware token before being able to access a device. The authentication
proceeds as four basic steps:

First, each hardware token is assigned to a user. It generates an authentication code every 60 seconds using built-in clock and the card’s
random key (seed). This seed is 128 bits long, is different for each hardware-token, and is loaded into the RSA Secure ID server (RSA
Authentication Manager). The token hardware is designed to be tamper-resistant to deter reverse engineering of the token. SLX-OS only
supports an RSA ID key fob as a secondary authentication token.

Secondly, the RSA Authentication Manager authenticates the user’s password or PIN and token’s combination. It takes the clock time as
the input value for the encryption process and it is encrypted with the seed record. The resulting value is the token.

Third, the RSA Agent receives authentication requests and forwards them to the RSA Authentication Manager through a secure channel.
Based on the response from the Authentication Manager, agents either allow or deny user access.

Finally, the RSA RADIUS Server forwards the user’s user ID and passes code to the RSA Authentication Manager, which verifies that the
user ID exists and that the pass code is correct for that user at that specific time.

Each RSA Secure ID token holder must have a user record in the RSA Authentication Manager database. The user records must be
synchronized in order to operate. These are the options for creating these records:
Adding data for individual users in the Add User dialog box.

Copy and edit an existing user record to make a template with group membership and Agent Host activation lists that can be
used for many new users.

Import user data from Security Accounts Manager (SAM) database on a Windows NT system to the Authentication Manager
using dumpsamusers.exe and loadsamusers.exe tools.
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NOTE
RADIUS two factor authentication does not support Challenge Handshake Authentication Protocol (CHAP).

In order to support two factor authentication install RSA Authentication Manager on your Radius Server and set it to accept two-factor
authentication input. When the user logs in, the password/tokencode works automatically without any changes to the Brocade device, as
shown in the following example.

Welcome to Console Server Management Server

HQ1-4E23-TS1 login: muser34
Password: ****&xxkkkdkhrhxs  Lom—mmm For example password/8675309

device#
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Understanding and configuring TACACS+

Terminal Access Controller Access-Control System Plus (TACACS+) is an AAA server protocol that uses a centralized authentication
server and multiple network access servers or clients. With TACACS+ support, management of Brocade devices seamlessly integrates
into network fabric environments. Once configured to use TACACS+, a Brocade device becomes a network access server.

TACACS+ authorization

The TACACS+ server is used only for authentication and accounting. Authorization is enforced by the Brocade Role-Based Access
Control (RBAC) protocol at the device level. Brocade recommends that the same role be assigned to a user configured on the TACACS+
server and configured on the device. If the device fails to get the user’s role from the TACACS+ server after successful authentication, or
if the role does not match any of the roles present on the device, the user role is assigned by default. Thereafter, the bred-role is the key
used to set the role from the TACACS+ server.

TACACS+ authentication through management interfaces

You can access the device through the serial port, or through Telnet or SSH, from either the management interface or the data ports
(Ethernet interface or in-band). The device goes through the same TACACS+-based authentication with either access method.

Supported TACACS+ packages and protocols

Brocade supports the following TACACS+ packages for running the TACACS+ daemon on remote AAA servers:
Free TACACS+ daemon. You can download the latest package from www.shrubbery.net/tac_plus.
ACS 5.3
ACS 4.2

The TACACS+ protocol v1.78 is used for AAA services between the Brocade device client and the TACACS+ server.

The authentication protocols supported for user authentication are Password Authentication Protocol (PAP) and Challenge Handshake
Authentication Protocol (CHAP).

TACACS+ configuration components

Configuring TACACS+ requires configuring TACACS+ support on the client (including optional accounting), as well as configuring
TACACS+ on the server. Support for mixed environments may also be required.

Configuring the client for TACACS+ support

Each Brocade device client must be individually configured to use TACACS+ servers. You use the tacacs-server command to specify
the server IP address, authentication protocols, and other parameters. You can configure a maximum of five TACACS+ servers on a
Brocade device for AAA service.
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The parameters in the following table are associated with a TACACS+ server that is configured on the device.

TABLE 12 TACACS+ server parameters

Parameter Description

host

IP address (IPv4 or IPv6) or domain/host name of the TACACS+ server. Host name requires prior DNS
configuration. The maximum supported length for the host name is 40 characters.

port The TCP port used to connect the TACACS+ server for authentication. The port range is 1 through 65535; the
default port is 49.

protocol The authentication protocol to be used. Options include CHAP and PAP. The default protocol is CHAP.

key The shared secret between the device and the TACACS+ server. The default value is "sharedsecret.” The key
cannot contain spaces and must be from 8 through 40 characters in length. Empty keys are not supported.

retries The number of attempts permitted to connect to a TACACS+ server. The range is O through 100, and the default
value is 5.

timeout The maximum amount of time to wait for a server to respond. Options are from 1 through 60 seconds, and the
default value is 5 seconds.

encryption-level Whether the encryption key should be stored in clear-text or in encrypted format. Possible values are O or 7,
where O represents store the key in clear-text format and 7 represents encrypted format. Default is 7 (encrypted).

use-vrf Specifies a VRF though which to communicate with the TACACS+ server.

NOTE
If you do not configure the key attribute, the authentication session will not be encrypted. The value of key must match with the
value configured in the TACACS+ configuration file; otherwise, the commmunication between the server and the device fails.

Adding a TACACS+ server to the client server list

Prior to adding the TACACS+ server with a domain name or a host name, you must configure the Domain Name System (DNS) server
on the device. Without the DNS server, the TACACS+ server name resolution fails and therefore the add operation fails. Use the ip dns
command to configure the DNS server.

NOTE
When a list of servers is configured, failover from one server to another server happens only if a TACACS+ server fails to
respond; it does not happen when user authentication fails.

The following procedure adds a TACACS+ server host in IPv6 format.

1.

88

In privileged EXEC mode, enter configure terminal to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

Enter tacacs-server and specify the server IP address.
device (config)# tacacs-server host fec0:60:69bc:94:211:25ff:fec4:6010 use-vrf mgmt-vrf

Upon execution of the command you are placed into the TACACS server configuration submode where you can specify
additional parameters.

Specify the additional parameters.
This example specifies the CHAP protocol key.

device (config) # tacacs-server host fec0:60:69bc:94:211:25ff:fecd4:6010

device (config-host-fec0:60:69bc:94:211:25ff:fecd:6010/mgmt-vrf)# protocol chap key
"new#hercules*secret"

device (config-host-fec0:60:69bc:94:211:25ff:fecd4:6010/mgmt-vrf) # exit
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4. Enter exit to return to global configuration mode.

device (config-tacacs-server-fec0:60:69bc:94:211:25ff:fec4:6010/mgmt-vrf) # exit

5. Enter do show running-config tacacs-server host server_address to verify the configuration.
device (config) # do show running-config tacacs-server host fec0:60:69bc:94:211:25ff:fec4:6010

tacacs-server host fec0:60:690c:94:211:25ff:fec4:6010 use-vrf mgmt-vrf
key "nPbWil58uf/UJ4UoTUEzGmx/+m8/9fJbHeluGUH/gM8=\n" encryption-level 7
!

Modifying the client-side TACACS+ server configuration
1. In privileged EXEC mode, enter configure terminal to change to global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter tacacs-server host with the help option (?) to display the configured server IP addresses.

device (config) # tacacs-server host ?
fec0:60:69bc:94:211:25ff:fecd4:6010

3. Enter tacacs-server host followed by the address of the server you wish to modify.

device (config) # tacacs-server host fec0:60:69bc:94:211:25ff:fecd4:6010 use-vrf mgmt-vrf

Upon execution of the command you are placed into the TACACS server configuration submode where you can specify the
parameters you want to modify.

4. Specify the additional parameters.

device (config-tacacs-server-fec0:60:690c:94:211:25ff:fec4:6010/mgmt-vrf)# key "changedsec" retries
100

5. Enter exit to return to global configuration mode.

device (config-tacacs-server-fec0:60:69bc:94:211:25ff:fec4:6010/mgmt-vrf) # exit

6. Enter do show running-config tacacs-server server_address to verify the configuration.
This command does not display default values.
device (config) # do show running-config tacacs-server host fec0:60:69bc:94:211:25ff:fec4:6010

tacacs-server host fec0:60:690c:94:211:25ff:fec4:6010 use-vrf mgmt-vrf
key "h8mcoUf2LZF+P+AjaYnOlQ==\n" encryption-level 7 retries 100
!

The no tacacs-server host command removes the server configuration from the list of configured TACACS servers. If the
TACACSH+ server being deleted is the last one in the list and authentication mode is set to tacacs, deletion of the server from the
device configuration is denied. When used with a specified parameter, the command sets the default value of that parameter.

Configuring the client to use TACACS+ for login authentication

After you configure the client-side TACACS+ server list, you must set the authentication mode so that TACACS+ is used as the primary
source of authentication.
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Configuring TACACS+ accounting on the client side

Once the fundamentals of TACACS+ authentication support are configured on the client, a variety of options are available for tracking
user activity.

Client-side TACACS+ accounting overview

The TACACS+ protocol supports accounting as a function distinctly separate from authentication. You can use TACACS+ for
authentication only, for accounting only, or for both. With a TACACS+ server you can track user logins and the commands users execute
during a login session by enabling login accounting, command accounting, or both.

Regardless if a TACACS+ server is used for either authentication or accounting, the device first attempts to connect to the first TACACS+
server configured in the list. If the TACACS+ server cannot be reached, the device attempts to send the packets to the next server on the
list.

Conditions for conformance
Only login and command accounting is supported. System event accounting is not supported.

+  You can use a TACACS+ server for accounting regardless of whether authentication is performed through RADIUS, TACACSH+,
or the device-local user database. The only precondition is the presence of one or more TACACS+ servers configured on the
device.

+ No accounting can be performed if authentication fails.

+  In command accounting, commands with a partial timestamp cannot be logged. For example, a firmware download command
issued with the reboot option will not be accounted for, because there is no timestamp available for completion of this
command.

Configuring TACACS+ accounting on the client

By default, accounting is disabled on the TACACS+ client (the device) and you must explicitly enable TACACS+. Enabling command
accounting and login accounting on the TACACS+ client are two distinct operations. To enable login or command accounting, at least one
TACACS+ server must be configured. Similarly, if either login or commmand accounting is enabled, you cannot remove a TACACS+ server
if it is the only server in the list.

Enabling login accounting
The following procedure enables login accounting on a device where accounting is disabled.
1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter the aaa accounting exec default start-stop tacacs+ command to enable login accounting.

device (config) # aaa accounting exec default start-stop tacacs+

3. Enter exit to return to privileged EXEC mode.

device (config) # exit
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4. Enter the show running-config aaa accounting command to verify the configuration.
device (config) # show running-config aaa accounting

aaa accounting exec default start-stop tacacs+
aaa accounting commands default start-stop tacacs+

Enabling command accounting

The following procedure enables command accounting on a device where login accounting is enabled and command accounting is
disabled.

1. In privileged EXEC mode, enter configure terminal to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter aaa accounting command default start-stop tacacs+ to enable command accounting.

device (config) # aaa accounting command default start-stop tacacs+

3. Enter exit to return to privileged EXEC mode.

device (config) # exit

4. Enter show running-config aaa accounting to verify the configuration.
device# show running-config aaa accounting

aaa accounting exec default start-stop none
aaa accounting commands default start-stop tacacs+

Disabling accounting

You have two options to disable accounting: either by using the aaa accounting command with the none option or by using the no form
of the command. Both variants are functionally equivalent. You must perform the disable operation separately for login accounting and
for command accounting. The operation is performed in global configuration mode.

The following examples show two ways of disabling command accounting. The commands are executed in global configuration mode.

device (config) # aaa accounting commands default start-stop none
device (config) # no aaa accounting commands default start-stop

The following examples show two ways of disabling login accounting.

device (config) # aaa accounting exec default start-stop none
device (config)# no aaa accounting exec default start-stop

Viewing the TACACS+ accounting logs
The following excerpts from TACACS+ accounting logs exemplify typical success and failure cases for command and login accounting.

The following examples were taken from the free TACACS+ server. The order of the attributes may vary depending on the server
package, but the values are the same. The location of the accounting logs depends on the server configuration.

Command accounting examples

The following example shows a successful execution of the shutdown command by the admin user, followed by a no shutdown
command.
Wed Oct 14 10:40:40 2015 10.18.245.157  adminl /dev/pts/0 10.70.7.36 stop

task_id=1 timezone=Etc/GMT service=shell priv-1v1=0 Cmd="operational top configure
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terminal" Stop time=Wed Oct 14 17:39:49 2015

Status=Succeeded

Wed Oct 14 10:42:14 2015 10.18.245.157 adminl /dev/pts/0 10.70.7.36 stop
task id=1 timezone=Etc/GMT service=shell priv-1v1=0 Cmd="configure conf-if-eth-0/3
shutdown" Stop_time=Wed Oct 14 17:41:24 2015

Status=Succeeded

Wed Oct 14 10:42:23 2015 10.18.245.157 adminl /dev/pts/0 10.70.7.36 stop
task id=1 timezone=Etc/GMT service=shell priv-1v1=0 Cmd="configure conf-if-eth-0/3 no
shutdown" Stop_time=Wed Oct 14 17:41:33 2015

The following example shows a successful execution of the username command by the admin user.

<102> 2012-04-09 15:21:43 4/9/2012 3:21:43 PM NAS IP=10.17.37.150 Port=0 rem addr=Console User=admin
Flags=Stop task id=1 timezone=Etc/GMT+0 service=shell priv-1vl=0 Cmd=username Stop time=Mon Apr 9 09:43:56
2012

Status=Succeeded

The following example shows a failed execution of the radius-server command by the admin user due to an invalid host name or server
IP address.

Aug 19 20:57:12 10.24.12.77 admin /dev/pts/0 10.252.200.38 stop task id=1
timezone=Etc/ config radius-server host 10.2.3" Stop time=Fri Aug 19 08:25:56 2016

X

Status=%% Error: Invalid host name or IP address
Login (EXEC) accounting examples
The following example shows a successful login of the trial user.

Aug 19 21:01:46 10.24.12.77 user /dev/pts/1 10.252.200.38 start task id=1
timezone=Etc/GMT service=shell

The following example shows a successful logout of the trial user.

Aug 19 21:03:11 10.24.12.77 user /dev/pts/1 10.252.200.38 stop task id=1
timezone=Etc/GMT service=shell elapsed time=85 reason=admin reset

Configuring TACACS+ on the server side

Step-by-step instructions for installing and configuring can be obtained from your server manufacturer. Confer with your system or
network administrator prior to configuration for any special needs your network environment may have.

Server-side user account administration overview

With TACACS+ servers, you should set up user accounts by their true network-wide identity, rather than by the account names created
on a Brocade device. Along with each account name, you must assign appropriate device access roles. A user account can exist on
TACACSH+ servers with the same name as a user on the device at the same time.

When logging in to a device configured with a TACACS+ server, users enter their assigned TACACS+ account names and passwords
when prompted. Once the TACACS+ server authenticates a user, it responds with the assigned device role and information associated
with the user account information using a Brocade Vendor-Specific Attribute (VSA). An Authentication-Accept response without the role
assignment automatically grants the "user” role.

User accounts, protocols passwords, and related settings are configured by editing the server configuration files.
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Establishing a server-side user account

The following example assigns the user "Mary" the Brocade role of "vlanadmin” and different passwords depending on whether CHAP or
PAP is used. In the following example, the brcd-role attribute is mandatory, which works in a Brocade-only environment. In a mixed-
vendor environment, the brcd-role attribute most be set to optional. Refer to Configuring TACACS+ for a mixed-vendor environment on
page 94 for more information.

user = Mary {

chap = cleartext "chap password"
pap = cleartext "pap password"
service = exec {

brcd-role = vlanadmin;
}
}

The following example assigns the user "Agnes" a single password for all types of login authentication.

user = Agnes {
global = cleartext "Agnes global password"
}

Alternatively, a user can be authenticated using the /etc/passwd file. The following example allows the user "fred" to be authenticated
using the /etc/passwd file.
user = fred {

login = file /etc/passwd
}

Changing a server-side TACACS+ account password
Changing a TACACS+ user password is done on the server by editing the TACACS+ server configuration file.

Defining a server-side TACACS+ group

A TACACS+ group or role can contain the same attributes as the users. By inference, all the attributes of a group can be assigned to any
user to whom the group is assigned. The TACACS+ group, while functionally similar to the Brocade role concept, has no relation with the
value of the "brcd-role” attribute.

The following example defines a TACACS+ group.

group = admin {

# group admin has a cleartext password which all members share
# unless they have their own password defined

chap = cleartext "my$parent$Schap$password"

}
The following example assigns the user "Brocade” with the group "admin”.

user = Brocade {
member = admin
pap = cleartext "pap password"

}

Setting a server-side account expiration date

You can set an expiration date for an account by using the "expires” attribute in the TACACS+ server configuration file. The expiration date
has the format "MMM DD YYYY "
user = Brocade {

member = admin
expires = "Jan 01 2017"
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pap = cleartext "pap password"

}

Configuring a TACACS+ server key

The TACACS+ server key is the shared secret used to secure the messages exchanged between the Brocade device and the TACACS+
server. The TACACS+ server key must be configured on both the TACACS+ server and the client Brocade device. Only one key is
defined per server in the TACACS+ server configuration file. The key is defined as follows:

key = "shared secret text"

Configuring TACACS+ for a mixed-vendor environment

Brocade uses Role-Based Access Control (RBAC) to authorize access to system objects by authenticated users. In AAA environments,
users may need to be authorized across Brocade and non-Brocade platforms. You can use TACACS+ to provide centralized AAA
services to multiple network access servers or clients. To use TACACS+ services in mixed-vendor environments, you must configure the
Attribute-Value Pair (AVP) argument to be optional, as shown in the following example.

brcd-role*admin

The Brocade device sends the optional argument bred-role in the authorization request to the TACACS+ server. Most TACACS+ servers
are programmed to return the same argument in response to the authorization request, If "brcd-role” is configured as an optional
argument, it is sent in the authorization request and Brocade users are able to successfully authorize with all TACACS+ servers in a
mixed-vendor environment.

Configuring optional arguments in tac_plus
The following example is specific to the tac_plus package. The syntax for other packages may differ.

In the example, the mandatory attribute priv-Ivl=15 is set to allow the server to authenticate. The optional brcd-role = admin argument is
added to the tac_plus.conf file and allows Brocade devices to authenticate.

The following example configures a user with the optional AVP, brcd-role = admin. A Brocade user must match both the username and
usergroup to authenticate successfully.

user = <username> {
default service = permit
service = exec {
priv-1vl=15
optional brcd-role = admin
}
}

or

group = <usergroup> {
default service = permit
service = exec {
priv-1vl=15
optional brcd-role = admin
}
}
user = <username> {
Member = <usergroup>

}
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Understanding and configuring LDAP

Lightweight Directory Access Protocol (LDAP) is an open-source protocol for accessing distributed directory services that act in
accordance with X.500 data and service models. LDAP assumes that one or more servers jointly provide access to a Directory
Information Tree (DIT) where data is stored and organized as entries in a hierarchical fashion. Each entry has a name called the
distinguished name that uniquely identifies it.

LDAP can also be used for centralized authentication through directory service.

Active Directory (AD) is a directory service that supports a number of standardized protocols such as LDAP, Kerberos authentication, and
Domain Name Server (DNS), to provide various network services. AD uses a structured data store as the basis for a logical, hierarchical
organization of directory information. AD includes user profiles and groups as part of directory information, so it can be used as a
centralized database for authenticating third-party resources.

User authentication

A Brocade device can be configured as an LDAP client for authentication with an Active Directory (AD) server, supporting authentication
with a clear text password over the Transport Layer Security (TLS) channel. Optionally, the Brocade device supports server authentication
during the TLS handshake. Only the user principal name from the AD server is supported for LDAP authentication on the Brocade
device. The common name (CN) based authentication is not supported. When you log in from the device, the complete user principal
name, including domain, should be entered (for example, "testuser@sec.example.com”).
LDAP supports alternative user principal names, such as:

username

username@AD.com

username@ADsuffix.com

username@newUPN.com

A Brocade device configured to perform LDAP-based authentication supports access through a serial port, Telnet, and SSH. These
access channels require that you know the device IP address or name to connect to the device.

A maximum of five AD servers can be configured on a Brocade device.
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Server authentication

As a part of user authentication using LDAP, the Brocade device can be configured to support server certificate authentication. To enable
server authentication (server certificate verification), follow these guidelines:
While configuring the LDAP server, the Fully Qualified Domain Name (FQDN) of the AD server must be added as the host
parameter, instead of the IP address. An FQDN is needed to validate the server identity as mentioned in the common name of
the server certificate.
The CA certificate of the AD server’s certificate must be installed on the device. Currently, only PEM-formatted CA certificates
can be imported into the device.

If more than one server is configured and an LDAP CA certificate is imported for one server on the device, the device performs the
server certificate verification on all servers. Thus, either CA certificates for all servers must be imported, or CA certificates must not be
imported for any of the servers. After the CA certificate is imported, it is retained even if the device is set back to its default configuration.
If the CA certificate is not required, you must explicitly delete it.

Server authorization

The Active Directory (AD) server is used only for authentication. Command authorization of the AD users is not supported in the AD
server. Instead, the access control of AD users is enforced locally by role-based access control (RBAC) on the device.

A user on an AD server must be assigned a nonprimary group, and that group name must be either matched or mapped to one of the
existing roles on the device; otherwise, authentication will fail. After successful authentication, the device receives the nonprimary group of
the user from the AD server and finds the corresponding user role for the group based on the matched or mapped roles.

If the device fails to get the group from the AD server, or the LDAP user is not a member of any matching AD group, the user
authentication fails. Groups that match with the existing device roles have higher priority than the groups that are mapped with the device
roles. Thereafter, the role obtained from the AD server (or default role) is used for RBAC.

If multiple nonprimary groups are associated to the AD user, only one of the groups must be mapped or matched to the device role. If
multiple AD groups of AD users are mapped or matched to the device roles, authentication of the user is successful, but there is no
guarantee as to which role the AD user gets among those multiple roles. After successful authentication, the device gets the nonprimary
group of the user from the AD server and finds the corresponding user role for the group based on the matched or mapped roles.
Thereafter, the role obtained from the AD server (or default role) will be used for RBAC.

A maximum of 16 AD groups can be mapped to the device roles.

FIPS compliance

To support FIPS compliance, the CA certificate of the AD server’s certificate must be installed on the device, and the FIPS-compliant
TLS ciphers for LDAP must be used.

Configuring LDAP

Configuring support for LDAP requires configuring both the client and the server. This following major tasks are sorted by client-side and
server-side activities:
Client-side tasks:

Configuring an Active Directory server on the client side on page 97

Configuring Active Directory groups on the client side on page 99
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Server-side tasks:
+  Creating a user account on an LDAP/AD server on page 100
+  Verifying the user account on a device on page 100

+  Configuring LDAP users on a Windows AD server on page 101

Importing an LDAP CA certificate

The following example imports the LDAP CA certificate from a remote server to a Brocade device using secure copy (SCP).
1. In privileged EXEC mode, enter configure terminal to change to global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Enter certutil import Idapca with the specified parameters.

device# certutil import ldapca directory /usr/ldapcacert file cacert.pem protocol SCP host
10.23.24.56 user admin password *****

3. Verify the import by entering show cert-util Idapcacert.

device# show cert-util ldapcacert
List of ldap ca certificate files:
swLdapca.pem

Viewing the LDAP CA certificate

The following procedure allows you to view the LDAP CA certificate that has been imported on the device.

1. Connect to the device and log in using an account with admin role permissions.

2. In privileged EXEC mode, enter the show cert-util Idapcert command.

device# show cert-util ldapcacert

Configuring an Active Directory server on the client
side

Each Brocade device client must be individually configured to use Active Directory servers. You can configure a maximum of five Active
Directory servers on a Brocade device for AAA service.

The parameters in the following table are associated with an Active Directory server that is configured on the device.

TABLE 13 Active Directory parameters

Parameter Description

host IPv4 or Fully Qualified Domain Name of the AD server. IPv6 is supported for Windows 2008 AD server only. The
maximum supported length for the host name is 40 characters.

port TCP port used to connect the AD server for authentication. The valid port range is 1024 through 65535. The default port is
389.
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TABLE 13 Active Directory parameters (continued)

Parameter Description

timeout Time to wait for a server to respond. The range is 1 through 60 seconds. The default value is 5 seconds.

retries Number of unsuccessful attempts to be made to connect to an AD server before quitting. The valid range is 1 through 100.
The default value is 5.

domain Base domain name.

Adding an LDAP server to the client server list

The following procedure configures an LDAP server on an LDAP client (Brocade device).

1.

In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

Use the ldap-server-host command to set the parameters for the LDAP server.
This command places you into the LDAP server configuration submode where you can modify the server default settings.

device (config) # ldap-server host 10.24.65.6
device (config-host-10.24.65.6/mgmt-vrf) #

Modify any settings, such as the domain name or retry limit, in this configuration mode (refer to the table in Configuring an
Active Directory server on the client side on page 97).
device (config-host-10.24.65.6/mgmt-vrf) # basedn security.brocade.com

device (config-host-10.24.65.6/mgmt-vrf)# port 3890 timeout 8
device (config-host-10.24.65.6/mgmt-vrf) # retries 3

Confirm the LDAP settings with the do show running-config Idap-server command.
Attributes holding default values are not displayed.
device (config-host-10.24.65.6/mgmt-vrf) # do show running-config ldap-server host 10.24.65.6

ldap-server host 10.24.65.6 use-vrf mgmt-vrf
port 3890 retries 3 timeout 8 basedn security.brocade.com

Use the exit command to return to global configuration mode.

device (config-host-10.24.65.6/mgmt-vrf) # exit

Changing LDAP server parameters

Changing the LDAP server parameters follows the same procedure as that noted for adding an LDAP server to the client server list.
Enter the host IP address or host name, and then enter the new values as required.

Refer to Adding an LDAP server to the client server list on page 98.

device# configure terminal

Entering configuration mode terminal

device (config) # ldap-server host 10.24.65.6

device (config-host-10.24.65.6/mgmt-vrf) # basedn security.brocade.com
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Removing an LDAP server
The following procedure deletes an LDAP server entry from the device LDAP server list.
1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode

device# configure terminal
Entering configuration mode terminal

2. Use the no Idap-server command to delete the LDAP server.

device (config)# no ldap-server host 10.24.65.6

Configuring Active Directory groups on the client side

An Active Directory (AD) group defines access permissions for the LDAP server similar to Brocade roles. You can map an Active
Directory group to a Brocade role with the Idap-server maprole command. The command confers all access privileges defined by the
Active Directory group to the Brocade role to which it is mapped.

A user on an AD server must be assigned a nonprimary group, and that group name must be either matched or mapped to one of the
existing roles on the device.

After successful authentication, the user is assigned a role from a nonprimary group (defined on the AD server) based on the matched or
mapped device role.

A user logging in to the device that is configured to use LDAP and has a valid LDAP user name and password will be assigned LDAP
user privileges if the user is not assigned assigned a role from any nonprimary group.

Mapping an Active Directory group to a device role

In the following example, a Brocade user with the admin role inherits all privileges associated with the Active Directory (AD) Administrator
group.

1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal

2. Use the Idap-server maprole command to set the group information.
A maximum of 16 AD groups can be mapped to the device roles.

device (config) # ldap-server maprole group Administrator role admin

Removing the mapping of an Active Directory to a device role

The following example removes the mapping between the Brocade admin role and the Active Directory (AD) Administrator group. A
Brocade user with the admin role can no longer perform the operations associated with the AD Administrator group.

To unmap an AD group to a device role, perform the following steps.
1. In privileged EXEC mode, use the configure terminal command to enter global configuration mode.

device# configure terminal
Entering configuration mode terminal
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2. Use the no Idap-server maprole command to set the group information.

device (config)# no ldap-server maprole group Administrator

Configuring the client to use LDAP/AD for login authentication

After you configure the device LDAP server list, you must set the authentication mode so that LDAP is used as the primary source of
authentication.

Refer to Login authentication mode on page 73 for information on how to configure the login authentication mode.

Configuring an Active Directory server on the server
side

The following high-level overview of server-side configuration for LDAP/AD servers indicates the steps needed to set up a user account.
This overview is provided for your convenience only. All instructions involving Microsoft Active Directory can be obtained from

www.microsoft.com or from your Microsoft documentation. Confer with your system or network administrator prior to configuration for
any special needs your network environment may have.

Creating a user account on an LDAP/AD server

The following procedure configures a user account on an LDAP/AD server.

1. Create a user on the Microsoft Active Directory server.

2. Create a group. The group should match with the user’'s Brocade device role.

3. Optional: You can map the role to the Brocade device role with the Idap-server maprole command.
4

Associate the user with the group by adding the user to the group.
The user account configuration is complete.

Verifying the user account on a device

The following procedure verifies a user account on a Brocade device.

1. Loginto the device as a user with admin privileges.
2. Verify that the LDAP/AD server has an entry in the device LDAP server list.

device# show running-config ldap-server

3. In global configuration mode, set the login authentication mode on the device to use LDAP only and verify the change.

device# configure terminal
Entering configuration mode terminal
device (config) # no aaa authentication login
device (config)# aaa authentication login ldap
device (config) # do

show running-config aaa
aaa authentication login ldap

4. Login to the device using an account with valid LDAP/AD only credentials to verify that LDAP/AD is being used to authenticate
the user.
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5. Log in to the device using an account with device-local only credentials. The login should fail with an access denied message.

Configuring LDAP users on a Windows AD server

The following procedure configures a user account on a Windows AD server.

1. Create a user in Windows.
a) Open Programs > Administrative Tools > Active directory Users and Computers.
b) Add a user by completing the Active directory Users and Computers dialog box.
c) Save the account information.
d) From a command prompt, log in using the new user name and enter a password when prompted.
2. Create a group in Windows.
a) Go to Programs > Administrative Tools > Active directory Users and Computers.
b) Add a new group.
c) Save the group information.
3. Assign the group to the user.
a) Click on the user name.

b) From the Properties dialog box, click the Member Of tab and update the field with the group name. This group should
either match the device role or it must be mapped with the device role on the Brocade device. In this instance, Domain
Users is the primary group and therefore should not be mapped with the device role.
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HTTPS certificate overview

In public key cryptography each device has a pair of keys: a public key and a private key. These are typically numbers that are chosen to
have a specific mathematical relationship.

The private key can be used to create a digital signature for any piece of data using a digital signature algorithm. This typically involves
taking a cryptographic hash of the data and operating on it mathematically using the private key. Any device with the public key can
check that this signature was created using the private key and the appropriate signature validation algorithm.

SLX-OS supports DSA, RSA and ECDSA encryption keys for HTTPS cryptography. You can generate key pairs, create trust points, and
then authenticate and enroll the key pairs into the trust points to obtain the identity certificates.

Configuring HTTPS certificates

In order to support HTTPS, the device needs to be configured with an Identity certificate. This task generates the key pair, then
configures the trust points and certificates required for HTTPS security.

When the Apache (web server) boots. it enables HTTPS service only in the presence of HTTPS crypto certificates.
HTTP and HTTPS are mutually exclusive.

The labels for the trust point and the key pair have to be consistent throughout this process.
1. Enter configure terminal mode.

device#configure terminal

2. Generate a key pair (either RSA, ECDSA, or DSA) to sign and encrypt the security payload during the security protocol
exchanges with the crypto key command.

device (config) # crypto key label kl rsa modulus 2048

3. Configure a trusted Certificate Authority (CA) so that the imported identity certificate can be verified that it was issued by one of
the locally trusted CAs with the crypto ca command.

device (config) # crypto ca trustpoint tl
device (config-ca-tl)#

4. Associate the key pair to the trust point with the keypair command. The association between the trust point, key pair, and
identity certificate is valid until it is explicitly removed by deleting the certificate, key pair, or trust point.

device (config-ca-tl)# keypair k1l
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5. Return to privileged EXEC mode with the end command.

device (config-ca-tl) # end

6. Use the show crypto ca certificates command to view the fingerprint of the certificate on the device.
show crypto ca certificates

Trustpoint: tl

certificate: none

CA certificate:

SHAl Fingerprint=7F:43:37:79:87:2A:E9:2B:46:2D:87:38:17:55:EC:5A:7D:E3:F2:83

Subject: C=US, ST=California, O=Brocade Communications, Ltd, OU=Engineering, CN=Engineering,
Intermediate CA

Issuer: C=US, ST=California, L=San Jose, O=Brocade Communications, Ltd, OU=Engineering,
CN=Engineering, Root CA

Not Before: Dec 14 01:35:00 2016 GMT

Not After : Nov 27 01:35:00 2027 GMT

purposes: sslserver

7. You must authenticate the device to the CA by obtaining the self-signed certificate (or the certificate chain) of the CA with the
crypto ca authenticate command. Because the certificate of the CA is self-signed, the public key of the CA should be manually
authenticated by contacting the CA administrator to compare the fingerprint of the CA certificate.

device# crypto ca authenticate tl protocol SCP host 10.70.12.102 user fvt directory /users/home/

crypto file cacert.pem
PaSSWOrd: * Kk Kk Kk kkkkkk

8. Export the enroliment certificate to the location specified for the remote host with the crypto ca enroll command.

device# crypto ca enroll tl country US state CA locality SJ organization BRC orgunit SFI common
myhost.brocade.com protocol SCP host 10.70.12.102 user fvt directory /users/home/crypto
Password: *khkkkkkkhkk kK

9. Import the identity certificate from the trust point CA with the crypto ca import command. This installs the identity certificate on
the device.
device# crypto ca import tl certificate protocol SCP host 10.70.12.102 user fvt directory /users/

home/crypto file swcert.pem
PaSSWOrd: KKKk Kk k Kk Kk Kk Kk

Brocade SLX-OS Security Configuration Guide, 17s.1.00
104 53-1004978-01



Disabling HTTPS certificates

10. Confirm the configuration with the show commands in the example below.
device# show crypto ca trustpoint

trustpoint: tl; key-pair: kl

device# show crypto ca cert

Trustpoint: tl

certificate:

SHAl Fingerprint=EA:16:3D:53:B5:00:FF:04:0E:DA:77:B7:5C:33:E6:68:B2:98:A3:8E

Subject: C=US, ST=California, L=SJ, O=Brocade, OU=Engineering, CN=10.24.83.112

Issuer: C=US, ST=California, O=Brocade Communications, Ltd, OU=Engineering, CN=Engineering,
Intermediate CA

Not Before: Dec 14 03:28:11 2016 GMT

Not After : Mar 2 03:28:11 2025 GMT

purposes: sslserver

CA certificate:

SHAl Fingerprint=7F:43:37:79:87:2A:E9:2B:46:2D:87:38:17:55:EC:5A:7D:E3:F2:83

Subject: C=US, ST=California, O=Brocade Communications, Ltd, OU=Engineering, CN=Engineering,
Intermediate CA

Issuer: C=US, ST=California, L=San Jose, O=Brocade Communications, Ltd, OU=Engineering,
CN=Engineering, Root CA

Not Before: Dec 14 01:35:00 2016 GMT

Not After : Nov 27 01:35:00 2027 GMT

purposes: sslserver

device# show running-config crypto
crypto key label kl rsa modulus 2048

crypto ca trustpoint tl
keypair k1

11. The HTTP server (either web server or apache server) must be restarted to activate the HTTPS service. Use only one of the
following methods:

+ IfHTTPis in enable state (by default HTTP is enabled), then execute http server shutdown, followed by no http server
shutdown to enable HTTPS.

« IfHTTPisin disable state, then execute no http server shutdown.

+  Reboot the device.

Disabling HTTPS certificates

Disables key pairs and trust points for HTTPS cryptography certificates, which disables the HTTPS security protocol.

To shutdown the HTTPS service without disabling the HTTPS certificates, execute the http server shutdown command.
When the Apache (web server) boots. it enables HTTPS service only in the presence of HTTPS crypto certificates.
HTTP and HTTPS are mutually exclusive.
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NOTE
HTTPS certificates must be configured and enabled for web service to function on the
device.

1. Delete the identity device certificate with the no crypto ca import command.

device# no crypto ca import tl certificate

device# show crypto ca certificates

Trustpoint: tl

certificate: none

CA certificate:

SHA1l Fingerprint=76:5B:D4:2C:CB:54:FE:6B:C5:E0:E3:FD:11:B0:88:70:80:12:C6:63
Subject: C=US, ST=CA, L=SJ, 0=BR, OU=SF, CN=SOUND/emailAddress=sravi
Issuer: C=US, ST=CA, L=SJ, O=BR, OU=SF, CN=SOUND/emailAddress=sravi
Not Before: Sep 19 20:56:49 2014 GMT

Not After : Oct 19 20:56:49 2014 GMT

purposes: sslserver

2. Unauthenticate the trust point with the no crypto ca authenticate command.
device# no crypto ca authenticate tl

device# show crypto ca certificates
Trustpoint: tl

certificate: none

CA certificate: none

3. Enter configure terminal mode.

device#configure terminal

4. Disassociate the trust point from the key pair with the no keypair command.

device (config) # crypto ca trustpoint tl
device (config-ca-tl) #no keypair
device (config-ca-tl)# do show running-config crypto
crypto key label kl rsa modulus 2048
crypto ca trustpoint tl
|

|
device (config-ca-tl)# do show crypto ca trustpoint
trustpoint: tl; key-pair: none

5. Delete the trust point with the no crypto ca trustpoint command.

device (config)# no crypto ca trustpoint tl

device (config-ca-tl) # do show running-config crypto
crypto key label kl rsa modulus 2048

|

device# show crypto ca trustpoint
trustpoint: none; key-pair: none

6. Delete the key pair with the no crypto key command.

device (config-ca-tl) # exit
device (config) #no crypto key label kl
device (config) # do show running-config crypto

o

% No entries found.

device (config) # do show crypto key mypubkey
key type: none
key label: none
key size: none
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7. Return to privileged EXEC mode with the exit command.

device (config-ca-tl) # exit

Enabling HTTPS service

After installing the HTTPS certificates, the web server (also known as the apache server) must be restarted to configure the HTTPS

service. By default, the web service is running when the device boots.

The HTTPS certificates must be installed.

The web service can be started using one of the following mechanisms:
Restart the web service by using the http server shutdown command in configuration mode, followed by the no http server

shutdown command.

Reboot the entire device.

Disabling HTTPS service

The HTTPS service is disabled by using the http server shutdown command.

Refer to the Brocade SLX-OS Command Reference for the Brocade SLX 9140 and Brocade SLX 9240 Switches.
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Configuring SSH eNCryption ProtOCOI ... 109

Configuring SSH encryption protocol

Secure Shell (SSH) is a protocol which encrypts remote access connections to network devices.
Using encrypted shared keys, SSH authenticates clients or servers, ensuring that the devices accessing your network are authentic.

The steps to configuring SSH are:
Configure the SSH Server and Client ciphers.
Configure the SSH Server and Client key-exchange algorithms.
Configure the SSH Server and Client MACs.

Configure the maximum number of SSH sessions.

Ciphers, non-CBC ciphers, algorithms, and MACs are not mutually exclusive. Any combination of these items may be configured on the
device.

Configuring SSH ciphers
Configures the Secure Shell (SSH) ciphers.
Refer to the online help on the device for the complete list of supported ciphers.
1. Enter global configuration mode.
device# configure terminal
2. Use the ssh server cipher command to set the server cipher for SSH.
You can use multiple ciphers by separating the string names with commas.
device (config)# ssh server cipher aesl92-cbc,aesl28-ctr
3. Use the ssh client cipher command to set the client cipher for SSH.
You can use multiple ciphers by separating the string names with commas.

device (config)# ssh client cipher aesl92-cbc,aesl28-ctr

4. Restart the SSH server using the no ssh server shutdown command.
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5. Confirm the cipher setting with the show running-config command or the show ssh command.

device (config) ## show running-config ssh server cipher
ssh server cipher aesl92-cbc,aesl28-ctr

device (config) ## show running-config ssh client cipher
ssh client cipher aesl92-cbc,aesl28-ctr

device (config)# do show ssh server status
SSH server status:Enabled
SSH Server Cipher: aesl92-cbc,aesl28-ctr

device (config)# do show ssh client status
SSH Client Cipher: aesl92-cbc, aesl28-ctr

Configuring non-CBC SSH cipher

Configures the non-CBC ciphers for Secure Shell (SSH).

1. Enter global configuration mode.
device# configure terminal

2. Use the ssh server cipher command to set the server cipher for SSH.

device (config)# ssh server cipher non-cbc

3. Use the ssh client cipher command to set the client cipher for SSH.
device (config)# ssh client cipher non-cbc
4. Restart the SSH server using the no ssh server shutdown command.
5. Confirm the cipher setting with the show running-config command to set the client cipher version for SSH.

device (config)# ssh client cipher non-cbc

Removing an SSH cipher
The "no" form of the ssh server cipher and ssh client cipher commands sets the SSH ciphers back to the default algorithms.
1. Enter global configuration mode.
device# configure terminal
2. Use the ssh server cipher command to remove the server cipher for SSH.
You can remove multiple ciphers by separating the string names with commas.
device (config) # no ssh server cipher
3. Use the ssh client cipher command to remove the client cipher for SSH.
You can remove multiple ciphers by separating the string names with commas.

device (config) # no ssh client cipher
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Configuring SSH key-exchange

The SSH key-exchange specifies the algorithms used for generating one-time session keys for encryption and authentication with the
SSH server.

Refer to the online help on the device for the complete list of supported key exchange algorithms.
For backward compatibility, the string "dh-group-14" is also acceptable in place of "diffie-hellman-group-14-shal”.
1. Enter global configuration mode.
device# configure terminal
2. Use the ssh server key-exchange command to set the key exchange algorithm for the server.
You can use multiple key exchange algorithms by separating the string names with commas.
device (config) # ssh server key-exchange diffie-hellman-groupl4-shal,ecdh-sha2-nistp521
3. Use the ssh client key-exchange command to set the key exchange algorithm for the client.
You can use multiple key exchange algorithms by separating the string names with commas.

device (config) # ssh client key-exchange diffie-hellman-groupl4-shal,ecdh-sha2-nistp521

4. Restart the SSH server using the no ssh server shutdown command.

Removing an SSH key-exchange
The "no" version of the ssh server key-exchange command is used to reset the SSH key exchange algorithms back to the default values.
1. Enter configure terminal mode.
device#configure terminal

2. Use the no ssh server key-exchange command to reset the key exchange algorithm for the server to the default value.

3. Use the no ssh client key-exchange command to reset the key exchange algorithm for the client to the default value.

Configuring SSH MAC

Configures SSH Server and Client Message Authentication Codes (MACs).

SSH server must be enabled.

Refer to the online help on the device for the complete list of supported MACs.
1. Enter configure terminal mode.

device#configure terminal

2. Onthe SSH server, enter the ssh server mac command to configure the SSH server information.

You can use multiple MACs by separating the string names with commas.

device (config) # ssh server mac hmac-shal, hmac-sha2-256,hmac-sha2-512
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3. Onthe SSH client, enter the ssh client mac command to configure the SSH client information.

You can use multiple MACs by separating the string names with commas.

device (config)# ssh client mac hmac-shal,hmac-sha2-256,hmac-sha2-512

4. Restart the SSH server using the no ssh server shutdown command.

5. Enter the show running-config command or theshow ssh command to confirm the SSH configuration information.

device (config)# do show running-config ssh server

ssh
ssh
ssh
ssh

server
server
server
server

mac hmac-shal,hmac-sha2-256, hmac-sha2-512
key rsa 2048

key ecdsa 256

key dsa

device (config)# do show running-config ssh client
ssh client mac hmac-shal, hmac-sha2-256, hmac-sha2-512

device (config)# do show ssh client status

SSH Client Mac:

Removing an SSH MAC

Removes SSH Server and Client Message Authentication Codes (MACs).

The "no" form of the ssh server mac and ssh client mac commands removes the MACS.

112

1. Enter configure terminal mode.

device# configure terminal

hmac-shal, hmac-sha2-256, hmac-sha2-512

2. On the SSH server, enter the no ssh server mac command to set the SSH server MACs to default values.

3. Restart the SSH server using the no ssh server shutdown command.

4. On the SSH client, enter the no ssh client mac command to set the SSH server MACs to default values.
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