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Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and important notice formats used in
Brocade technical documentation.

Notes, cautions, and warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential

hazards.

A\
A

NOTE
A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An Attention statement indicates a stronger note, for example, to alert you when traffic might be interrupted or the device might
reboot.

CAUTION
A Caution statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware,
firmware, software, or data.

DANGER
A Danger statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety
labels are also attached directly to products to warn of these conditions or situations.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used to highlight specific words or phrases.

Format Description
bold text Identifies command names.
|dentifies keywords and operands.
Identifies the names of GUI elements.
Identifies text to enter in the GUI.
italic text |dentifies emphasis.
Identifies variables.
Identifies document titles.
Courier font Identifies CLI output.
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Brocade resources

Format Description

Identifies command syntax examples.

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical
relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

italic text Identifies a variable.

value In Fibre Channel products, a fixed value provided as input to a command option is printed in plain text, for

example, --show WWN.
[] Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square brackets.

{x|lylz} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select
one of the options.

In Fibre Channel products, square brackets may be used instead for this purpose.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.
Repeat the previous element, for example, memberlmember...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command
input, enter the entire command at the prompt without the backslash.

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade resources.

White papers, data sheets, and the most recent versions of Brocade software and hardware manuals are available at www.brocade.com.
Product documentation for all supported releases is available to registered users at MyBrocade.

Click the Support tab and select Document Library to access product documentation on MyBrocade or www.brocade.com. You can
locate documentation by product or by operating system.

Release notes are bundled with software downloads on MyBrocade. Links to software downloads are available on the MyBrocade landing
page and in the Document Library.

Document feedback

Quality is our first concern at Brocade, and we have made every effort to ensure the accuracy and completeness of this document.
However, if you find an error or an omission, or you think that a topic needs further development, we want to hear from you. You can
provide feedback in two ways:

Through the online feedback form in the HTML documents posted on www.brocade.com

+ By sending your feedback to documentation@brocade.com

Provide the publication title, part number, and as much detail as possible, including the topic heading and page number if applicable, as
well as your suggestions for improvement.
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Contacting Brocade Technical Support

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online or by telephone. Brocade OEM customers should
contact their OEM/solution provider.

Brocade customers

For product support information and the latest information on contacting the Technical Assistance Center, go to www.brocade.com and
select Support.

If you have purchased Brocade product support directly from Brocade, use one of the following methods to contact the Brocade
Technical Assistance Center 24x7.

Online Telephone

Preferred method of contact for non-urgent issues: Required for Sev 1-Critical and Sev 2-High issues:
Case management through the MyBrocade portal. . Continental US: 1-800-752-8061
Quick Access links to Knowledge Base, Community, Document . Europe, Middle East, Africa, and Asia Pacific: +800-AT FIBREE
Library, Software Downloads and Licensing tools (+80028 34 27 33)

Toll-free numbers are available in many countries.

For areas unable to access a toll-free number:
+1-408-333-6061

Brocade OEM customers
If you have purchased Brocade product support from a Brocade OEM/solution provider, contact your OEM/solution provider for all of
your product support needs.

- OEM/solution providers are trained and certified by Brocade to support Brocade® products.

+  Brocade provides backline support for issues that cannot be resolved by the OEM/solution provider.

Brocade Supplemental Support augments your existing OEM support contract, providing direct access to Brocade expertise.
For more information, contact Brocade or your OEM.

+  For questions regarding service levels and response times, contact your OEM/solution provider.
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Supported hardware and software

In those instances in which procedures or parts of procedures documented here apply to some devices but not to others, this guide
identifies exactly which devices are supported and which are not.

Although many different software and hardware configurations are tested and supported by Extreme Networks, Inc. for this SLX-OS
release, documenting all possible configurations and scenarios is beyond the scope of this document.
The following hardware platforms are supported by this release:

ExtremeSwitching SLX 9140

ExtremeSwitching SLX 9240

NOTE

Some of the commands in this document use a slot/port designation. Because the SLX 9140 and the SLX 9240 do not
contain line cards, the slot designation must always be "0" (for example, O/1 for port 1).

What’s new in this document

This document is released in conjunction with SLX-OS 17s.1.02.

On October 30, 2017, Extreme Networks, Inc. acquired the data center networking business from Brocade Communications Systems,
Inc. This document has been updated to remove or replace references to Brocade Communications, Inc. with Extreme Networks., Inc., as
appropriate.
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53-1005178-02 13



14

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02



Overview of the SLX-OS REST API

g S A SO 15
23S0 U (=TT 15

REST API

REST web service is the northbound interface to the SLX-OS platform, used to manage the nodes across the cluster.

REST web service supports all Create, Read, Update, and Delete (CRUD) operations on the configuration data and supports the YANG-
RPC commands.

REST web service leverages HTTP and HTTPS, and uses its standard methods to perform the operations on the resources. Apache web
server embedded in the VDX switches is used to serve the REST API to the clients.

Resources

A resource is an object with a type, associated data, relationships to other resources, and a set of methods that operate on it.

Only a few standard methods are defined for the resource corresponding to the standard HTTP, such as GET, HEAD, OPTIONS, POST,
PUT, PATCH, and DELETE. Resources can be grouped into collections (in the YANG model, it is represented as a "List" statement). Each
collection is homogeneous (it contains only one type of resource) and unordered.

Resources can also exist outside any collection. These resources are known as singleton resources (in the YANG model, it is represented
as a "Container” statement). Collections are resources themselves. For example, resources defined in the YANG model are physical
interface, port-channel, VLAN, switchport, access-list, and so on. The following figure describes the resource model.

FIGURE 1 Resource Model

Collection Collection

™
)
Resource
Resource
Resource Sub- collection
- e b

- W oouces

A Collection with A Singleton Sub-collections and
Resources Resource Sub-resources

Base resource, Configuration resource, YANG-RPC Operations resource, and Operational-state are the types of resources that are
supported to represent the configuration data and YANG-RPC operations.
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Resources

Base resource

The base resource represents the high-level resources in the system, and is categorized under the media type "application/
vnd.base.resource+xml".

The entry point container in the resource model is “/rest’; all fields, and sub-resources with the same resource type are defined in the
namespace "http:/brocade.com/ns/rest".

Protocol support
The SLX-OS REST API supports HTTP.
By default, the HTTP port number is 80.

URIs

A Uniform Resource Identifier (URI) is a link to the resource.
The URI is used to identify the resource. It is the only means for clients and servers to exchange the representations.

URIs consists of two parts:
Base URI: The base URI is specific to the SLX-OS server. All URIs accessing the same server use the same base URI.
Request URI: The request URI is the URI used to perform a GET, POST, PUT, PATCH, DELETE, HEAD, and OPTIONS
request.

In the following examples of SLX-OS API URIs, the text in bold is the base URI and the remaining portion is the request URI:
http:/10.20.234.122:80/rest/config/running/fabric

NOTE
URIs are case-sensitive.

URI structure

The hierarchical structure of the URI is to support the containment based on the resources defined in the YANG model using the
statement "List" and "Container”

The URI path conveys a resource model that is similar to the YANG model, with each forward slash-separated path segment
corresponding to a unique resource within the model’s hierarchy (using the following syntax: <base_URI>/path1/path2/{key1}{key2}/
path3/..).

For example, the URI "/rest/config/running/interface/ethernet” identifies the collection of Ethernet interfaces as target resources. In this
example, from the path element..../interface onwards it represents the YANG model.

rest - The entry point

config - Represents the configuration datastore resource

running - Represents the running configuration datastore

interface - Represents all interfaces present in the running configuration

ethernet - Represents all the Ethernet interfaces present in the running configuration

Similarly, the URI "/rest/config/running/interface/Port-channel/101" identifies the interface resource containing the Port-channel
namelO1.
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URI encoding

A key that contains a forward slash (/) must be contained within a pair of double quotes("). The double quotes character is
encoded as %22. For example, a value of 1/1 for {interface-name} is represented in a URI as "1/1", which is encoded as
%221/1%22.

The delimiter between adjacent keywords in URIs is a Comma (,). This is encoded as %2C.

Base URI

The base URI (http:/host:port/rest/) is the entry point to access and manage all the resources defined in the system. The port is the
default HTTP port (80). It is used to identify the base resource, and retrieves its first-level child resources of the base resource.

NOTE
A leaf attribute can also be present in the URI to identify the exact resource. For example, the URI http:/host:port/rest/config/
running/interface/port-channel/<po-id>/switch-port is used to identify the switch-port resource of the port-channel.

Top-level URIs

The URI identifies its first-level resource in its hierarchy with the given media type in its request; as shown in the following examples:
http://<Base URI>/config/running - To access the running configuration resources.
http://<Base URI>/operations - To access the YANG-RPC operation resources.

http:/<Base URI>/operational-state - To access the operational-state of the resources
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HTTP status code and messages....

Before you begin

Before you can use the Extreme SLX-OS REST API, obtain a username and password for accessing SLX-OS through the REST API.

Logging in and out

You can log in to the device by entering the username and password or the session ID provided by the switch after authenticating the
initial request from the client.

If the authentication is successful, the response header "Authentication-Token" is sent to the client. From then, client applications can use
this token and send it to the server for the authentication for further access to the server by using the same persistent connection. The
client applications use this token to obtain further access to the server using the persistent connection.

To log out from the device, you must delete the session created using the DELETE operation. The URI is http:/host:port/rest/session/
<session-id>.

Supported operations

Al Create, Read, Update, and Delete (CRUD) operations are supported and performed by using the standard HTTP methods: GET,
POST, PUT, PATCH, DELETE, HEAD, and OPTIONS.

GET

The GET method is used to retrieve the representation of the resource (for example, operational-state) including the metadata
information.

For example, the following GET method with the Resource-Depth header and its value of 6 requests the client to retrieve the operational
state of CFM connectivity.

GET /rest/operational-state/cfm-state/cfm-connectivity/domain/test/ma/name//ma-type HTTP/1.1
Authorization: Basic YWRtaW46cGFzc3dvemQ=

User-Agent: curl/7.19.7 (x86_ 64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.18 Basic ECC zlib/1.2.3 libidn/1.18
libssh2/1.4.2

Host: 10.1.1.1

Accept: application/vnd.operational-state.resource+xml

Resource-Depth: 6
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The following response contains XML representation of the target resource.

<ma xmlns="urn:brocade.com:mgmt:brocade-dotlag-operational" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/operational-state/cfm-state/cfm-connectivity/domain/test/ma/name">
<ma-name>name</ma-name>
<ma-idx>1</ma-idx>
<ma-type>0</ma-type>
<ccm-interval>1000</ccm-interval>
<vlan-id>120</vlan-id>
<priority>1</priority>
<mep y:self="/rest/operational-state/cfm-state/cfm-connectivity/domain/test/ma/name/mep/1">
<mep-id>1</mep-id>
<mep-direction>mep-status-up</mep-direction>
<mep-mac>768e.£809.e813</mep-mac>
<mep-port>&quot;Eth 1/15&quot;</mep-port>
<port-state>0</port-state>
<rmep y:self="/rest/operational-state/cfm-state/cfm-connectivity/domain/test/ma/name/mep/1/rmep/2">
<rmep-id>2</rmep-id>
<rmep-mac>0000.0000.0000</rmep-mac>
<vlan-id>0</vlan-id>
<rmep-port>&quot; &quot;</rmep-port>
<rmep-state>0</rmep-state>
</rmep>
</mep>
</ma>

NOTE
A request payload is not required for a GET operation.

POST

The POST method is used to create a new resource in the specific resource location identified by the URI specified in the given request,
and is used to identify YANG-RPC operation resources. The URI of the newly created resource is mentioned in the "Location” header of
the response.

The following example shows the POST request to add a new LDAP server.
Request header

POST /rest/config/running/ldap-server HTTP/1.1

Authorization: Basic YWRtaW46cGFzc3dvemQ=

User-Agent: curl/7.19.7 (x86 64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.12.9.0
z1ib/1.2.3 1libidn/1.18 libssh2/1.2.2

Host: 192.168.10.2

Accept: application/vnd.configuration.resource+xml

Content-Length: 51

Request message body

<host>
<hostname>LDAP TEST HOST</hostname>
</host>

On successful creation, the response contains an empty message body and the following headers with status.
Response

HTTP/1.1 100 Continue

HTTP/1.1 201 Created

Date: Tue, 24 Jun 2016 10:38:15 GMT

Server: SLX-0S Wave WWW

Location: http://192.168.10.2/rest/config/running/ldap-server/host/test API
Cache-control: private, no-cache, must-revalidate, proxy-revalidate
Content-Length: 0

Content-Type: text/html
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NOTE
A request payload is required for a POST operation.

PUT

The PUT method is used to update or replace an existing "Container” resource completely. If the URI does not identify the resource to be
replaced, then the resource in the request URI is newly created, and the URI of the newly created resource is mentioned in the "Location”

header of the response

This method creates the new resource, instead of replacing it, if the targeted resource is defined as a "List" statement in the YANG model.
The following example shows the PUT request to set the Active Directory parameters.
Request header

PUT /rest/config/running/ldap-server/host HTTP/1.1

Authorization: Basic YWRtaW46cGFzc3dvcecmQ=

User-Agent: curl/7.19.7 (x86_ 64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.12.9.0
z1ib/1.2.3 1libidn/1.18 libssh2/1.2.2

Host: 10.20.234.122

Accept: application/vnd.configuration.resource+xml

Content-Length: 165

Request message body

<host>
<port>500</port>
<retries>50</retries>
<timeout>60</timeout>
<basedn>sample</basedn>
</host>

On successful replace, the response contains an empty message body and the following headers with status.

Response

HTTP/1.1 204 No Content

Date: Tue, 24 Jun 2016 11:03:55 GMT

Server: SLX-0S Wave WWW

Cache-control: private, no-cache, must-revalidate, proxy-revalidate

Content-Length: 0
Content-Type: text/html
NOTE
A request payload is required for a PUT operation.

PATCH

The PATCH method is used to edit or update the leaf attributes of the resource (List or Container), if the system supports the
modification. For example, modifying the leaf or list child resource of the ACL sequence command is not possible, as it is not allowed in

the system.

The following example shows the PATCH request to update the Active Directory parameter values.

Request header

PATCH /rest/config/running/ldap-server/host/test API HTTP/1.1

Authorization: Basic YWRtaW46cGFzc3dvcmQ=

User-Agent: curl/7.19.7 (x86 64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.12.9.0 z1lib/1.2.3 libidn/1.18
libssh2/1.2.2

Host: 192.168.10.2
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Accept: application/vnd.configuration.resource+xml
Content-Length: 55

Request message body

<host>
<basedn>sample test</basedn>
</host>

On successful update of an attribute, the response contains an empty message body and the following headers with status.

Response

HTTP/1.1 204 No Content
Date: Tue, 24 Jun 2016 11:15:48 GMT

Server: SLX-0S Wave WWW
Cache-control: private, no-cache, must-revalidate, proxy-revalidate

Content-Length: 0
Content-Type: text/html

NOTE
A request payload is required for a PATCH operation.

DELETE

The DELETE method is used to delete the known resource.

The following example shows the DELETE request to delete an existing LDAP server.

Request header
DELETE /rest/config/running/ldap-server/host/test API HTTP/1.1
User-Agent: curl/7.19.7 (x86 64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.12.9.0 z1lib/1.2.3 1libidn/1.18

libssh2/1.2.2

Host: 192.168.10.2

Accept: */*

Authorization: Basic YWRtaW46cGFzc3dvemQ=

On successful deletion of the resource, the response contains an empty message body and the following headers with status.

Response

HTTP/1.1 204 No Content

Date: Tue, 24 Jun 2016 10:50:33 GMT

Server: SLX-0S Wave WWW

Cache-control: private, no-cache, must-revalidate, proxy-revalidate

Content-Length: 0
Content-Type: text/html

NOTE
An authorization header is required to perform a DELETE operation.

NOTE
A request payload is not required for a DELETE operation.

HEAD

The HEAD method is used to retrieve the metadata information of the resource, identified by the given request. The response to this

operation contains only the headers and an empty response body.
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Request header

HEAD /rest/config/running/mac/access-list/standard/testacll HTTP/1.1
Authorization: Basic YWRtaW46cGFzc3dvcmQ=

User-Agent: <REST client>

Host: 192.168.10.2:80

Accept: application/vnd.configuration.resource+xml

On successful retrieval of the resource, the response contains an empty message body and the following headers with status.
Response

HTTP/1.1 200 OK

Server: Wave World Wide Web Server (W4S) v0.0.1

Cache-control: private, no-cache, must-revalidate, proxy-revalidate
Date: Tue, 03 Dec 2013 07:40:43 GMT

Content-Type: application/vnd.configuration.resource+xml

NOTE
A request payload is not required for a HEAD operation.

OPTIONS

The OPTIONS method is used to retrieve the allowed methods on the resource identified by the given request. The response to this
operation contains the headers and an empty response body. The "Allow" header contains the allowed operations on the resource.

Request header

OPTIONS /rest/config/running/mac/access-list/standard/testacll HTTP/1.1
Authorization: Basic YWRtaW46cGFzc3dvcemQ=

User-Agent:<REST client>

Host: 192.168.10.2:80

Accept: application/vnd.configuration.resource+xml

Response

HTTP/1.1 200 OK

Server: Wave World Wide Web Server (W4S) v0.0.1

Cache-control: private, no-cache, must-revalidate, proxy-revalidate
Date: Tue, 03 Dec 2013 07:40:55 GMT

Content-Length: 0

Content-Type: text/html

Allow: DELETE, GET, HEAD, PATCH, POST, PUT

NOTE
A request payload is not required for an OPTIONS operation.

Media types

Media types identify the form of the data contained within a resource representation.

Media type is an application-specific format with a well-defined name represented in the form of an identifier. Media types are specified
in the Accept and Content-Type header’s value for the request and the response respectively.

Media types are specific to resources, allowing them to change independently and support formats that other resources do not.

TABLE 1 Media types
Media type Resources

application/vnd.base.resource+xml Represents the high-level base resources such as configuration datastore
and operational state resource.
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TABLE 1 Media types (continued)

Media type Resources

application/vnd.configuration.resource+xml Represents resources defined for the configuration command derived
from a YANG module.

application/vnd.operational-state.resource+xml Represents the operational-state resources defined in the YANG model

application/vnd.operations.resource+xml Represents the defined YANG-RPC operations.

XML resource representation

A resource is represented in XML as an XML element, with an XML attribute "y:self" that contains the URI for the resource. Sub-
resources are encoded as sub-elements to the resource element.

Single-valued resource properties are encoded as sub-elements to the resource element, with the value encoded as character data in the
sub-element.

In the XML representation, every resource has an XML attribute: y:self=".". In the representation of a list resource, the keys are always
present and encoded first. Leafs are properties of the resource.

The following example shows the XML representation of the "access-list" resource.

<mac xmlns="urn:brocade.com:mgmt:brocade-mac-access-1list" xmlns:y="urn:brocade.com:mgmt:brocade-mac-access-
list" y:self="/rest/config/mac">
<access-list y:self="/rest/config/running/mac/access-1list">
<standard y:self="/rest/config/running/mac/access-1list/standard/stdmac">
<name>stdmac</name>
</standard>
</access-list>
</mac>

HTTP header

HTTP header fields are components of the message header of a request and response in HTTP.

They define the operating parameters and are name/value pairs that appear in both request and response messages. The name of the
header is separated from the value by a single colon.

The following table contains the supported HTTP methods for the media types.

TABLE 2 Methods and supported media types

Method Media types

HEAD Supports all media types for this method
OPTIONS Supports all media types for this method
GET Supports all media types for this method
POST application/vnd.configuration.resource+xml

application/vnd.operations.resource+xml
application/vnd.configuration.resource+json

application/vnd.operations.resource+json

PUT application/vnd.configuration.resource+xml
application/vnd.configuration.resource+json

PATCH application/vnd.configuration.resource+xml
application/vnd.configuration.resource+json

DELETE application/vnd.configuration.resource+xml
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TABLE 2 Methods and supported media types (continued)
Method Media types

application/vnd.configuration.resource+json

For more information about the media types, refer to the Media types on page 23 section.

Request header

Standard request header: The supported standard request headers are:

Cache-Control

+  Date
Authorization
Accept-Charset

+  Accept-Encoding
Accept-Language
Connection

+ Host
Accept
User-Agent

+  Content-Length

NOTE
All Extreme REST API requests that return data support the XML and JASON format.

Custom request header: The following headers are supported to facilitate the retrieval, datastore information, and API versioning.

Header name Description Header value; Methods; Media types
Resource-Depth Used in the client request to inform the server to | Header value: <1.max>
retrieve the nested child resources in the same Methods: GET

response as inline.
P Media types: All

Default value:

Response headers

Standard response header: The following are the supported standard response headers:
« Allow
+  Cache-Control
Connection
+  Content-Encoding
+  Content-Language
Content-Length
+  Content-Location

+  Content-Type
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+  Date
Location

+ Server

«  Status

WWW-Authenticate

+  Transfer-Encoding

NOTE

All Extreme REST API requests that return data support the XML and JSON format.

With-default header

The with-default header takes value all . This is used to get the running configuration of the configured along with default values of
unconfigured resource. The following is an example of the with-default header.

Request Body

curl -v -X GET -u admin:password https://host/rest/config/running/router/mpls -H "Resource-Depth: 10" -k -H

"With-Default: all"

Response body

<mpls xmlns="urn:extreme.com:mgmt:extreme-mpls" xmlns:y="http://extreme.com/ns/rest" y:self="/rest/config/

running/router/mpls">

<lsp-xc-traps y:self="/rest/config/running/router/mpls/lsp-xc-traps">

<enable default="true" ></enable>

</lsp-xc-traps>

<lsp y:self="/rest/config/running/router/mpls/lsp/lspl">

<lsp-name>1spl</lsp-name>

</1lsp>
</mpls>

HTTP status code and messages

Both success and error status are reported to the client by way of the HTTP Status-Line, which contains the HT TP status code. The
application-specific error messages are similar to the CLI error messages.

TABLE 3 HTTP status code
Status-Line
100 Continue
200 OK
201 Created
202 Accepted
204 No Content
400 Bad Request
403 Forbidden
404 Not Found
405 Method Not Allowed
413 Request Entity Too Large

26

Description

POST is accepted, 201 should follow
Success with response body

POST to create a resource success

POST to create a resource accepted
Success without response body

Invalid request message

Access to resource denied

Resource target or resource node not found
Method not allowed for target resource

Too-big error
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TABLE 3 HTTP status code (continued)

414 Request-URI Too Large Too-big error

415 Unsupported Media Not supported media type

500 Internal Server Error Operation failed. Note: In this case, the response body will contain the
application’s specific error message.

501 Not Implemented Unknown operation

503 Service Unavailable Recoverable server error
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Configuration APls

aaa/accounting

Configures, modifies, or retrieves login or command accounting configuration.

Resource URIs

URI Description

<base_URI>/config/running/aaa/accounting Login or command accounting

<base_URI>/config/running/aaa/accounting/commands Enables or disables command accounting

<base_URI>/config/running/aaa/accounting/exec Enables or disables login accounting
Parameters

server-type
Enables or disables login accounting. Possible values are:

None
Disables login accounting.

tacacs+
Configures to use TACACS+ servers.

Usage Guidelines
GET, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the default configuration details.

URI
http:/host:80/rest/config/running/aaa/accounting/exec/default

Request Body

None

Response Body

<default xmlns="urn:brocade.com:mgmt:brocade-aaa" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/aaa/accounting/exec/default">
<start-stop y:self="/rest/config/running/aaa/accounting/exec/default/start-stop">
<server-type>none</server—-type>
</start-stop>
</default>

History

Release version History

17s.1.00 This API call was introduced.
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aaa/authentication

Configures, retrieves, and modifies authentication, authorization, and accounting (AAA) login sequence.

Resource URIs

<base_URI>/config/running/aaa/authentication Configures AAA login sequence.

<base_URI>/config/running/aaa/authentication Configures AAA login sequence.
<base_URI>/config/running/aaa/authentication/login Specifies the type of server that will be used for authentication,
authorization, and accounting (AAA) on the device. The local server is
the default.
<base_URI>/config/running/aaa/authentication/login/first Configures the primary source of authentication.
<base_URI>/config/running/aaa/authentication/login/second Configures the secondary source of authentication.

<base_URI>/config/running/aaa/ <login><first>{enumeration}</first></login> Configures the order of sources for login and
authentication/login sets the primary source of authentication.

<base_URI>/config/running/aaa/ <first>{fenumeration}</first> Configures the order of sources for login and
authentication/login/first sets the primary source of authentication.
<base_URI>/config/running/aaa/ <second>{enumeration}</second> Configures the order of sources for login and
authentication/login/second sets the secondary source of authentication.

<base_URI>/config/running/aaa/authentication/login/first

<base_URI>/config/running/aaa/authentication/login/second

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/aaa/authentication

Request Body

None

Response Body

<authentication xmlns="urn:brocade.com:mgmt:brocade-aaa" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/aaa/authentication">
<login y:self="/rest/config/running/aaa/authentication/login">
<first>radius</first>
<second>local-auth-fallback</second>
</login>
</authentication>

The following example uses the PUT option to configure AAA login sequence.

URI
http:/host:80/rest/config/running/aaa/authentication/login/first

Request Body

<first>radius</first>

Response Body
None

The following example uses the DELETE option to remove AAA login sequence.

URI
http:/host:80/rest/config/running/aaa/authentication/login/first

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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acl-policy

Configures, modifies, or retrieves access control list (ACL) configuration.

Resource URIs

<base_URI>/config/running/acl-policy

Configures ACL policy.

<base_URI>/config/running/acl-policy

Retrieves ACL policy.

<base_URI>/config/running/acl-policy/allow-conflicting-rules

Allows conflicting rules in an ACL table.

<base_URI>/config/running/acl-policy/allow-duplicate-rules

Allows duplicate rules in an ACL table.

<base_URI>/config/running/acl-policy

<acl-policy>()</acl-policy>

Configures ACL policy.

<base_URI>/config/running/acl-
policy/allow-conflicting-rules

<allow-conflicting-rules>true</allow-conflicting-rules>

Allows conflicting rules in an ACL
table.

<base_URI>/config/running/acl-
policy/allow-duplicate-rules

<allow-duplicate-rules>true<allow-duplicate-rules>

Allows duplicate rules in an ACL table.

<base_URI>/config/running/acl-
policy/allow-conflicting-rules

<allow-conflicting-rules />

Allows conflicting rules in an ACL
table.

<base_URI>/config/running/acl-
policy/allow-duplicate-rules

<allow-duplicate-rules />

Allows duplicate rules in an ACL table.

<base_URI>/config/running/acl-
policy/allow-conflicting-rules

<allow-conflicting-rules>true</allow-conflicting-rules>

Allows conflicting rules in an ACL
table.

<base_URI>/config/running/acl-
policy/allow-duplicate-rules

<allow-duplicate-rules>true<allow-duplicate-rules>

Allows duplicate rules in an ACL table.

<base_URI>/config/running/acl-policy

<base_URI>/config/running/acl-policy/allow-conflicting-rules

<base_URI>/config/running/acl-policy/allow-duplicate-rules

Parameters

34

allow-conflicting-rules

Allows conflicting rules in a ACL table.

allow-duplicate-rules

Allows duplicate rules in a ACL table.
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Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/acl-policy

Request Body

None

Response Body

<acl-policy xmlns="urn:brocade.com:mgmt:brocade-acl-policy" xmlns:y="http://brocade.com/ns/rest"

y:self="/rest/config/running/acl-policy">
<allow-conflicting-rules>true</allow-conflicting-rules>
<allow-duplicate-rules>true</allow-duplicate-rules>

</acl-policy>

The following is an example PATCH operation to allow duplicate rules in a ACL table.

URI
http://host:80/rest/config/running/acl-policy/allow-conflicting-rules

Request Body

<allow-conflicting-rules />

Response Body
None

The following is an example of the DELETE operation to remove the ACL policy.

URI
http://host:80/rest/config/running/acl-policy

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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alias-config

Configures, modifies, or retrieves alias configuration.

Resource URIs

URI Description
<base_URI>/config/running/alias-config User and global alias
<base_URI>/config/running/alias-config/alias Global alias.
<base_URI>/config/running/alias-config/user User alias.
Parameters
alias

Configures global alias.

user
Configures user alias mode.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

NOTE
The DELETE operation is supported only on alias and user URIs.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/alias-config

Request Body

None

Response Body

<alias-config xmlns="urn:brocade.com:mgmt:brocade-aaa" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/alias-config">
<user y:self="/rest/config/running/alias-config/user/30">
<name>30</name>
</user>
</alias-config>
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The following example uses the PATCH option to configure the user name .

URI
http://host:80/rest/config/running/alias-config

Request Body

<alias-config><user><name>30</name></user></alias-config>

Response Body

None

The following example uses the DELETE option to remove the user name configuration.

URI
http://host:80/rest/config/running/alias-config

Request Body

None

Response Body

None

History

38

Release version History

17s.1.00 This API call was introduced.
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arp

Configures, modifies, or retrieves Address Resolution Protocol (ARP) Configuration.

Resource URIs

<base_URI>/config/running/arp Configures Address Resolution Protocol (ARP).

<base_URI>/config/running/arp/{arp-ip-address} Retrieves Address Resolution Protocol (ARP) configuration
information.

<base_URI>/config/running/arp <arp><arp-ip-address>{inetipv4-address}</ Configures ARP IP address and MAC
arp-ip-address><mac-address-value>{mac- | address for Ethernet interface.
access-listmac-address-type}</mac-
address-value><interfacename>{interface-
name}</
interfacename><Ethernet>{interface:interface-
typel</Ethernet></arp>

<base_URI>/config/running/arp <arp><arp-ip-address>{inet:ipv4-address}</ Configures ARP IP address and MAC
arp-ip-address><mac-address-value>{mac- | address for Ve interface.
access-listmac-address-type}</mac-
address-value><interfacename>{interface-
namel</interfacename><Ve>{interface:vlan-
typel</Ve></arp>

<base_URI>/config/running/arp/(arp-ip-address)

Parameters

arp-ip-address
Specifies the IP address of the ARP entry.

mac-address-value
Specifies the MAC address in HHHH.HHHH.HHHH format.

interfacename
Specifies the interface to use.

Usage Guidelines
GET, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/arp

Request Body

None

Response Body
<arp xmlns="urn:brocade.com:mgmt:brocade-arp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/config/
running/arp/10.24.25.26">
<arp-ip-address>10.24.25.26</arp-ip-address>
<mac-address-value>0000.2222.2233</mac-address-value>
<interfacename>interface</interfacename>
<Ethernet>1/1</Ethernet>
</arp>

The following is an example of the PATCH operation to modify ARP configuration.

URI
http:/host:80/rest/config/running/arp

Request Body

<arp>
<arp-ip-address>10.34.23.56</arp-ip-address>
<mac-address-value>0001.0002.0003</mac-address-value>
<interfacename>interface</interfacename>

<Ve>233</Ve>
</arp>

Response Body
None

The following is an example of the DELETE operation to remove the ARP configuration.

URI
http://host:80/rest/config/running/arp/10.34.23.56

Request Body

None

Response Body

None

Extreme SLX-OS REST API Guide, 17s.1.01
40 53-1005178-02



arp

History

17s.1.00 This API call was introduced.
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banner

Configures, modifies, or retrieves banner messages.

Resource URIs

URI Description
<base_URI>/config/running/banner Retrieves banner messages.
Parameters
login

Specifies the message string to be displayed on the switch console.

motd
Specifies the message string to be displayed on the switch console. The number of lines can be from 1 through 2048.
Enter Message of the Day banner text in single line mode or press Esc+M to enter multiline mode.

incoming
Specifies the message string to be displayed on the switch console. The number of lines can be from 1 through 2048.
Enter incoming banner text in single line mode or press Esc+M to enter multiline mode.

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/banner

Request Body

None

Response Body

<banner xmlns="urn:brocade.com:mgmt:brocade-aaa" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/banner">

<incoming>2000</incoming>
</banner>
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The following example uses the PATCH option to configure the incoming settings.

URI
http:/host:80/rest/config/running/banner

Request Body

<banner><incoming>2000</incoming></banner>

Response Body
None

The following is an example of the DELETE operation to remove a message of the day banner message.

URI
http://host:80/rest/config/running/banner

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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bridge-domain

Configures a bridge domain.

Resource URIs

44

<base_URI>/config/running/bridge-domain Configures a bridge domain.

<base_URI>/config/running/bridge-domain Retrieves bridge domain configuration information.

<base_URI>/config/running/bridge-domain/{bridge-domain-id}, Configures statistics.
{bridge-domain-type}/statistics

<base_URI>/config/running/bridge-domain/{bridge-domain-id}, Enables BPDU drop functionality.
{bridge-domain-type}/bpdu-drop-enable

<base_URI>/config/running <bridge-domain><bridge-domain- Configures a bridge domain.
id>{req_val}</bridge-domain-id><bridge-
domain-type>{req_vall</bridge-domain-
type></bridge-domain>

<base_URI>/config/running/bridge-domain/ | <peer><peer-ip>{req_vall</peer-ip></peer> Configures bridge domain peer.
{bridge-domain-id},{bridge-domain-type}

<base_URI>/config/running/bridge-domain/ | <ethernet><lif-bind-id>{req_val}</lif-bind- Configures logical interface.
{bridge-domain-id},{bridge-domain-type}/ id></ethernet>
logical-interface

<base_URI>/config/running/bridge-domain/ | <port-channel><pc-lif-bind-id>{req_vall</pc- | Configures logical interface as port-channel.
{bridge-domain-id},{bridge-domain-type}/ lif-bind-id></port-channel>
logical-interface

<base_URI>/config/running/bridge-domain/ | <load-balance /> Configures load-balancing.
{bridge-domain-id},{bridge-domain-type}/
peer/(peer-ip)/load-balance

<base_URI>/config/running/bridge-domain/ | <statistics /> Configures statistics.
{bridge-domain-id},{bridge-domain-type}/

statistics

<base_URI>/config/running/bridge-domain/ | <pw-profile>{common-def:name- Sets the Pw-profile name. The maximum
{bridge-domain-id},{bridge-domain- string64}</pw-profile> size is 64.

typel/pw-profile

<base_URI>/config/running/bridge-domain/ | <bpdu-drop-enable /> Enables BPDU drop functionality.
{bridge-domain-id},{bridge-domain-type}/
bpdu-drop-enable

<base_URI>/config/running/bridge-domain/ | <bridge-domain><vc-id>{uint32}</vc-id></ Configures bridge domain.
{bridge-domain-id},{bridge-domain-type} bridge-domain>
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PATCH URIs Payload Description

<base_URI>/config/running/bridge-domain/ | <bridge-domain><statistics /></bridge- Configures statistics.
{bridge-domain-id},{bridge-domain-type} domain>

<base_URI>/config/running/bridge-domain/ | <bridge-domain><bpdu-drop-enable /></ Enables BPDU drop functionality.
{bridge-domain-id},{bridge-domain-type} bridge-domain>

DELETE URIs

<base_URI>/config/running/bridge-domain/{bridge-domain-id},{bridge-domain-type}
<base_URI>/config/running/bridge-domain/{bridge-domain-id} {bridge-domain-type}/statistics
<base_URI>/config/running/bridge-domain/{bridge-domain-id},{bridge-domain-type}/logical-interface/ethernet/(lif-bind-id)
<base_URI>/config/running/bridge-domain/{bridge-domain-id},{bridge-domain-type}/logical-interface/port-channel /{pc-lif-bind-id}
<base_URI>/config/running/bridge-domain/{bridge-domain-id},{bridge-domain-type}/bpdu-drop-enable

Parameters

bridge-domain-id
The bridge domain ID.

bridge-domain-type
The bridge domain type.

logical-interface
Specifies the logical interface.

bpdu-drop-enable
Specifies the BPDU drop enable feature.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details for two instances of bridge-domain-id.

URI
http:/host:80/rest/config/running/bridge-domain

Request Body

None

Response Body

<bridge-domain xmlns="urn:brocade.com:mgmt:brocade-bridge-domain" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/bridge-domain/1%2Cp2mp">

<bridge-domain-id>1</bridge-domain-id>

<bridge-domain-type>p2mp</bridge-domain-type>
</bridge-domain>
<bridge-domain xmlns="urn:brocade.com:mgmt:brocade-bridge-domain" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/bridge-domain/2%2Cp2mp">

<bridge-domain-id>2</bridge-domain-id>

<bridge-domain-type>p2mp</bridge-domain-type>
</bridge-domain>

The following example uses the POST option to configure a bridge domain.

URI
http:/host:80/rest/conf ig/running/bridge-domain

Request Body
<bridge-domain>
<pbridge-domain-id>1</bridge-domain-id>

<bridge-domain-type>p2mp</bridge-domain-type>
</bridge-domain>

Response Body

None
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The following example uses the DELETE option to remove a bridge domain.

URI
http://host:80/rest/conf ig/running/bridge-domain

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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cee-map

Configures, modifies, or retrieves Converged Enhanced Ethernet (CEE) provisioning map details.

Resource URIs

48

URI

<base_URI>/config/running/cee-map/{name}

GET URIs
<base_URI>/config/running/cee-map/{name}
<base_URI>/config/running/cee-map/{name}/precedence

<base_URI>/config/running/cee-map/{name}/priority-group-table/
{PGID}

<base_URI>/config/running/cee-map/{name}/priority-table

<base_URI>/config/running/cee-map/{name}/priority-table/map-
cos7-pgid

<base_URI>/config/running/cee-map/{name}/remap

<base_URI>/config/running/cee-map/{name}/remap/lossless-
priority

<base_URI>/config/running/cee-map/{name}/remap/lossless-
priority/priority

POST URIs Payload

<base_URI>/config/running
name></cee-map>

<base_URI>/config/running/cee-map/
{hame}

<cee-map><name>{cee-map-name-typel</

<priority-group-table><PGID>{qos-type-
PGID}</PGID><weight>{int32}</

Description

Configures Converged Enhanced Ethernet (CEE) provisioning map
details.

Description
Displays CEE map.
Displays precedence value.

Retrieves priority group table.

Retrieves priority table.

Retrieves cos7 mapping.

Display Class of Service (CoS) status.
Displays CoS for lossless priority.

Displays lossless-priority remapped CoS value.

Description

Configures CEE map.

Configures a Priority Group Table.

weight><pfc>{enumeration}</pfc></priority-

group-table>

PUT URIs Payload

<base_URI>/config/running/cee-map/
{name}/precedence

<base_URI>/config/running/cee-map/
{name}/priority-table

<precedence>{int32}</precedence>

<priority-table><map-cosO-pgid>{string}</
map-cosO-pgid><map-cos1-pgid>{string}</

Description

Sets precedence value.

the CEE priority group table mapping for the
Priority Group ID (PGID).

map-cos1-pgid><map-cos2-pgid>{string}</
map-cos2-pgid><map-cos3-pgid>{string}</
map-cos3-pgid><map-cos4-pgid>{string}</
map-cos4-pgid><map-cos5-pgid>{string}</
map-cos5-pgid><map-cos6-pgid>{string}</
map-cos6-pgid><map-cos7-pgid>{string}</
map-cos7-pgid></priority-table>

<base_URI>/config/running/cee-map/
{name}/remap/lossless-priority/priority

<priority>{int32}</priority>

Sets lossless-priority remapped CoS value.
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<base_URI>/config/running/cee-map/
{hame}

<base_URI>/config/running/cee-map/
{name}/priority-group-table/{PGID}

<base_URI>/config/running/cee-map/
{name}/priority-table

<base_URI>/config/running/cee-map/
{name}/remap/lossless-priority

DELETE URIs

<base_URI>/config/running/cee-map/{name}

Payload

<cee-map><precedence>{int32}</
precedence></cee-map>

<priority-group-table><weight>{int32}</
weight><pfc>{enumeration}</pfc></priority-
group-table>

<priority-table><map-cosO-pgid>{string}</
map-cosO-pgid><map-cos1-pgid>{string}</
map-cos1-pgid><map-cos2-pgid>{string}</
map-cos2-pgid><map-cos3-pgid>{string}</
map-cos3-pgid><map-cos4-pgid>{string}</
map-cos4-pgid><map-cos5-pgid>{string}</
map-cos5-pgid><map-cos6-pgid>{string}</
map-cos6-pgid><map-cos7-pgid>{string}</
map-cos7-pgid></priority-table>

<lossless-priority><priority>{int32}</
priority></lossless-priority>

<base_URI>/config/running/cee-map/{name}/precedence

<base_URI>/config/running/cee-map/{namel/priority-group-table/{PGID}

<base_URI>/config/running/cee-map/{name}/priority-table

<base_URI>/config/running/cee-map/{name}/remap

<base_URI>/config/running/cee-map/{name}/remap/lossless-priority

Parameters

precedence
Precedence value.

priority

lossless-priority remapped CoS value

map-cosO-pgid

Mapping CoS O to Priority Group Table. PGID 0-7,15.0-15.7;;

map-cos1-pgid

Mapping CoS 1 to Priority Group Table. PGID 0-7,15.0-15.7;;

map-cos2-pgid

Mapping CoS 2 to Priority Group Table. PGID 0-7,15.0-15.7;;

map-cos3-pgid

Mapping CoS 3 to Priority Group Table. PGID 0-7,15.0-15.7;;

map-cos4-pgid

Mapping CoS 4 to Priority Group Table. PGID 0-7,15.0-15.7;;

map-cos5-pgid

Mapping CoS 5 to Priority Group Table. PGID 0-7,15.0-15.7;;

map-cos6-pgid

Mapping CoS 6 to Priority Group Table. PGID 0-7,15.0-15.7;;
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Description

Sets precedence value.

Configures priority group.

the CEE priority group table mapping for the
Priority Group ID (PGID).

Sets lossless-priority remapped CoS value.
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map-cos7-pgid
Mapping CoS 7 to Priority Group Table. PGID 0-7,15.0-15.7;;

weight
Configure DWRR Priority Group (PGID 0-7) weight

pfc
Per-priority Flow Control

Usage Guidelines
GET, POST, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/cee-map/default

Request Body

None

Response Body

cee-map

<cee-map xmlns="urn:brocade.com:mgmt:brocade-gos-cee" xmlns:y="http://brocade.com/ns/rest" y:self="/

rest/config/running/cee-map/default">

<name>default</name>

<precedence>1</precedence>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/1">
<PGID>1</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.0</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.1</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.2</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.3</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.4</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.5</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.6</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/15.
<PGID>15.7</PGID>

</priority-group-table>

<priority-group-table y:self="/rest/config/running/cee-map/default/priority-group-table/2">
<PGID>2</PGID>

</priority-group-table>

<priority-table y:self="/rest/config/running/cee-map/default/priority-table">
<map-cos0-pgid>2</map-cos0-pgid>
<map-cosl-pgid>2</map-cosl-pgid>
<map-cos2-pgid>2</map-cos2-pgid>
<map-cos3-pgid>1</map-cos3-pgid>
<map-cos4-pgid>2</map-cosd-pgid>
<map-cos5-pgid>2</map-cos5-pgid>
<map-cos6-pgid>2</map-cos6-pgid>
<map-cos7-pgid>15.0</map-cos7-pgid>

</priority-table>

<remap y:self="/rest/config/running/cee-map/default/remap">
<lossless-priority y:self="/rest/config/running/cee-map/default/remap/lossless-priority">

<priority>0</priority>

</lossless-priority>

</remap>

</cee-map>
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The following is an example of the POST operation to create a configuration.

URI
http:/host:80/rest/config/running/

Request Body

Response Body

None

The following is an example of the DELETE operation to remove a configuration.

URI
http:/host:80/rest/config/running/

Request Body

None

Response Body

None

History

52

Release version History

17s.1.00 This API call was introduced.
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chassis

Configures, modifies, or retrieves the chassis virtual address.

Resource URIs

<base_URI>/config/running/chassis Chassis virtual address.

<base_URI>/config/running/chassis Displays chassis virtual address.
<base_URI>/config/running/chassis/virtual-ip Displays chassis virtual IPv4 address.
<base_URI>/config/running/chassis/virtual-ipv6 Displays chassis virtual IPv6 address.

<base_URI>/config/running/chassis <chassis><virtual-ip>{string}</virtual-ip></ Modifies chassis virtual IPv4 address.
chassis>

<base_URI>/config/running/chassis <chassis><virtual-ipv6>{string}</virtual - Modifies chassis virtual IPv6 address.
ipv6></chassis>

<base_URI>/config/running/chassis/virtual- | <virtual-ip>{string}</virtual-ip> Modifies chassis virtual IPv4 address
ip

<base_URI>/config/running/chassis/virtual- | <virtual-ipv6>{string}</virtual-ipv6> Modifies chassis virtual IPv6 address
ipve

<base_URI>/config/running/chassis/virtual- | <virtual-ip>{string}</virtual-ip> Configures chassis virtual IPv4 address
ip

<base_URI>/config/running/chassis/virtual- | <virtual-ipv6>{string}</virtual-ipv6> Configures virtual IPv6 address

ipve

<base_URI>/config/running/chassis/virtual-ip

<base_URI>/config/running/chassis/virtual-ipv6

Parameters
virtual-ip
Sets an IPv4 address in dotted-decimal notation with a CIDR prefix (mask).
virtual-ipv6
Sets an IPv6 address in colon-separated hexadecimal notation with a CIDR prefix.
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Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/chassis

Request Body

None

Response Body
<chassis xmlns="urn:brocade.com:mgmt:brocade-chassis" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/chassis">

<virtual-ip>10.24.81.195/20</virtual-ip>

<virtual-ipv6>2001:2017:111:1::/64</virtual-ipv6>
</chassis>

The following example uses the PATCH operation to set the virtual IPv4 address.

URI
http://host:80/rest/config/running/chassis

Request Body
<chassis>

<virtual-ip>10.20.108.66/20</virtual-ip>
</chassis>

Response Body

None
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The following example uses the DELETE operation to remove the virtual IPv4 address.

URI
http://host:80/rest/config/running/chassis/virtual-ip

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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clock

Configures, modifies, or retrieves the system time zone.

Resource URIs

<base_URI>/config/running/clock Configures the system time zone.

<base_URI>/config/running/clock Configures the system time zone.

<base_URI>/config/running/clock/timezone Time zone region or city. Regions are Africa, America, Antarctica,
Arctic, Asia, Atlantic, Australia, Europe, Indian, and Pacific.

<base_URI>/config/running/clock <clock><timezone>{string}</timezone></ Modifies or updates the system time zone.
clock>
<base_URI>/config/running/clock/timezone | <timezone>{string}</timezone> Modifies or updates the system time zone.
<base_URI>/config/running/clock/timezone | <timezone>{string}</timezone> Deletes the system time zone.
Parameters
timezone

Specifies the local clock time zone.

Usage Guidelines

56

GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/clock

Request Body

None

Response Body
<clock xmlns="urn:brocade.com:mgmt:brocade-clock" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/clock">

<timezone>Etc/GMT</timezone>
</clock>

History

Release version History

17s.1.00 This API call was introduced.
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cluster

Configures a Multi-Chassis Trunking (MCT) cluster.

Resource URIs

58

<base_URI>/config/running/cluster Configures a Multi-Chassis Trunking (MCT) cluster.

<base_URI>/config/running/node-id/{node-id}/cluster Displays MCT cluster-specific configuration.

<base_URI>/config/running/node-id/{node-id}/cluster/management | Displays the cluster management information for a specific node.

<base_URI>/config/running/node-id/{node-id}/cluster/management/ | Displays the principal priority.
principal-priority

<base_URI>/ config/running/cluster /config/running/cluster/ Displays the cluster management information.
management

<base_URI>/config/running/cluster/management/virtual Displays the virtual cluster information
<base_URI>/config/running/cluster/management/virtual/ip Displays the IPv4 information.
<base_URI>/config/running/cluster/management/virtual/ip/address/ | Displays the IPv6 address.

{address}

<base_URI>/config/running/cluster/management/virtual/ipv6 Displays the IPv6 information.
<base_URI>/config/running/cluster/management/virtual/ipv6/ Displays the IPv6 address.

address/{address}

<base_URI>/config/running/cluster/ <address><address>{common-defipv4- Configures the IPv4 address.
management/virtual/ip address-prefix-type}</address></address>
<base_URI>/config/running/cluster/ <address><address>{common-def:ipv6- Configures the IPv6 address.
management/virtual/ipv6 address-prefix-type}</address></address>

<base_URI>/config/running/cluster/{cluster- | <management><principal-priority>{uint32}</ | Modifies the principal priority.
name},{cluster-id}/member/vlan principal-priority></management>"

<base_URI>/config/running/node-id/{node- | <principal-priority>{uint32}</principal- Configures the cluster principal priority.
id}/cluster/management/principal-priority priority>

<base_URI>/config/running/node-id/{node-id}/cluster

<base_URI>/coconfig/running/node-id/{node-id}/cluster/management

<base_URI>/config/running/config/running/node-id/{node-id}/cluster/management/principal-priority
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Parameters

node-id
Specifies the node ID.

management
Specifies management.

virtual
Specifies virtual.

principal-priority
Specifies the principal priority.

ipaddress
Specifies the IPv4 address or IPv6 address.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/cluster

Request Body

None

Response Body

The following example uses the POST option to perform MCT cluster-specific configuration.

URI

http:/host:80/rest/config/running/cluster/cluster/management/virtual/ip

Request Body

<address><address>{common-def:ipv4-address-prefix-type}</address></address>

Response Body

None
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The following example uses the DELETE option to remove an MCT cluster.

URI
http:/host:80/rest/nfig/running/node-id/{node-id}/cluster

Request Body

None

Response Body

None

History

17s.1.01 This API call was introduced.

Extreme SLX-OS REST API Guide, 17s.1.01
60 53-1005178-02



cluster/{cluster-name} {cluster-id}

cluster/{cluster-name},{cluster-id}

Configures, retrieves, and modifies Multi-Chassis Trunking (MCT) cluster.

Resource URIs

URI

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}

GET URIs
<base_URI>/config/running/cluster/{cluster-name},{cluster-id}

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/
member

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/
member/vlan

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/
member/vlan/add

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/
member/vlan/remove

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/
cluster-control-vlan

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/peer-
interface

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/peer-
interface/peer-if-name

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/peer/
{peer-ip}

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client-
interfaces-shutdown

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client-
isolation-strict

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/df-
load-balance

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/
designated-forwarder-hold-time

<base_URI>/config/running/cluster/{cluster-namel,{cluster-id}/deploy

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client/
{client-name} {client-id}
<base_URI>/config/running/cluster/{cluster-namel},{cluster-id}/client/
{client-name},{client-id}/client-interface

<base_URI>/config/running/cluster/{cluster-namel},{cluster-id}/client/
{client-name},{client-id}/client-interface/if-value

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client/
{client-namel}{client-id}/esi

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client/
{client-name},{client-id}/deploy
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Description

Configures MCT cluster.

Description

Displays MCT cluster-specific configuration.

Displays member VLAN or bridge-domain part of the MCT cluster.
Displays MCT member VLAN.

Allows VLANs under MCT.

Removes a VLAN range that Xmit/Rx through the Layer 2 interface.
Displays MCT cluster control VLAN.

Displays peer interface configuration.

Displays Peer Interface Name.

Displays cluster peer-related configuration.

Disables the cluster client interfaces.

Configures cluster client isolation mode strict.

Configures designated forwarder load balance.

Time in seconds to wait before electing a designated forwarder.

Deploys the cluster.

Cluster client name for node-specific configuration.
Configures client Interface.

Configures client Interface name.

Configures cluster client ESI.

Deploys cluster client.
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POST URIs

<base_URI>/config/running

<base_URI>/config/running/cluster/{cluster-
name} {cluster-id}

<base_URI>/config/running/cluster/{cluster-
name} {cluster-id}

PATCH URIs

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/member/vlan

<base_URI>/config/running/cluster/{cluster-
name},{cluster-id}/member/vlan

<base_URI>/config/running/cluster/{cluster-
namel {cluster-id}

<base_URI>/config/running/cluster/{cluster-
name},{cluster-id}

<base_URI>/config/running/cluster/{cluster-
name},{cluster-id}

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}

<base_URI>/config/running/cluster/{cluster-
namel},{cluster-id}/client/{client-name},{client-
id}/client-interface

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/client/{client-name},{client-
id}
<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/client/{client-name},{client-
id}
<base_URI>/config/running/cluster/{cluster-
namel} {cluster-id}/member/bridge-domain

<base_URI>/config/running/cluster/{cluster-
namel} {cluster-id}/member/bridge-domain

<base_URI>/config/running/cluster/{cluster-
name}{cluster-id}

<base_URI>/config/running/cluster/{cluster-
namel {cluster-id}/peer-interface

<base_URI>/config/running/cluster/{cluster-
name}{cluster-id}

Payload

<cluster><cluster-name>{common-
def:name-string64}</cluster-name><cluster-
id>{uint32}</cluster-id></cluster>

<peer><peer-ip>{inetipv4-address}</peer-
ip></peer>

<client><client-name>{string}</client-
name><client-id>{uint32}</client-id></client>

Payload

<vlan><add>{ui32-vlan-range}</add></vlan>

<vlan><remove>{ui32-vlan-range}</
remove></vlan>

<cluster><client-interfaces-
shutdown>{enumeration}</client-interfaces-
shutdown></cluster>

<cluster><client-isolation-
strict>{enumeration}</client-isolation-strict></
cluster>

<cluster><designated-forwarder-hold-
time>{uint16}</designated-forwarder-hold-
time></cluster>

<cluster><deploy>{enumeration}</deploy></
cluster>

<client-interface><if-type>{enumeration}</if-
type><if-value>{string-typel}</if-value></
client-interface>

<client><esi>{cluster-client-esi}</esi></client>

<client><deploy>{enumeration}</deploy></
client>

<bridge-domain><add>{ui32-bd-range}</
add></bridge-domain>

<bridge-domain><remove>{ui32-bd-range}</
remove></bridge-domain>

<cluster><cluster-control-vlan>{uint16}</
cluster-control-vlan></cluster>

<peer-interface><peer-if-
type>{enumeration}</peer-if-type><peer-if-
name>{string-typel</peer-if-name></peer-
interface>

<cluster><df-load-
balance>{enumeration}</df-load-balance></
cluster>

Description

MCT cluster-specific configuration.

Cluster peer-related configuration.

Cluster client name for node-specific
configuration.

Description

Configures MCT member VLAN and allows
VLANSs under MCT.

Removes a VLAN range that Xmit/Rx
through the Layer 2 interface.

Disables the cluster client interfaces.

Configures cluster client isolation mode strict.

Configures the time to wait before electing a
designated forwarder, in seconds.

Time in seconds to wait before electing a
designated forwarder.

Configures client Interface by specifying
interface type and interface name.

Configures cluster client ESI.

Deploys cluster client.

Adds a bridge domain or a range of bridge
domains to the MCT cluster.

Removes configured bridge domains from
the MCT cluster.

Adds a VLAN or a range of VLANSs to the
MCT cluster. cluster-control-vlan: an integer
from 1 through 4090.

Configures the Ethernet or port channel
interface to reach the MCT cluster peer. The
peer interface must be a Layer 2 interface.
When it is configured, it is an internal switch
port.

Enables or disables designated forwarder
(DF) load balancing.
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<base_URI>/config/running/cluster/{cluster-
namel},{cluster-id}/client-interfaces-shutdown

<base_URI>/config/running/cluster/{cluster-
namel},{cluster-id}/client-isolation-strict

<base_URI>/config/running/cluster/{cluster-
namel} {cluster-id}/deploy

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/client/{client-name},{client-
id}/deploy

<base_URI>/config/running/cluster/{cluster-
namel {cluster-id}/designated-forwarder-
hold-time

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/member/vlan/add

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/member/vlan/remove

<base_URI>/config/running/cluster/{cluster-
name},{cluster-id}/client/{client-name},{client-
id}/esi

<base_URI>/config/running/cluster/{cluster-
namel},{cluster-id}/client/{client-name},{client-
id}/client-interface

<base_URI>/config/running/cluster/{cluster-
namel {cluster-id}/member/bridge-
domain/add

<base_URI>/config/running/cluster/{cluster-
namel} {cluster-id}/member/bridge-domain/
remove

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/cluster-control-vlan

<base_URI>/config/running/cluster/{cluster-
namel,{cluster-id}/peer-interface

<base_URI>/config/running/cluster/{cluster-
namel},{cluster-id}/df-load-balance

DELETE URIs

Payload

<client-interfaces-shutdown>{enumeration}</
client-interfaces-shutdown>

<client-isolation-strict>{enumeration}</client-
isolation-strict>

<deploy>{enumeration}</deploy>

<deploy>{enumeration}</deploy>

<designated-forwarder-hold-time>{uint16}</
designated-forwarder-hold-time>

<add>{ui32-vlan-range}</add>
<remove>{ui32-vlan-range}</remove>

<esi>{cluster-client-esi}</esi>

<client-interface><if-type>{enumeration}</if-
type><if-value>{string-typel</if-value></
client-interface>

<add>{ui32-bd-range}</add>

<remove>{ui32-bd-range}</remove>

<cluster-control-vlan>{uint16}</cluster-
control-vlan>

<peer-interface><peer-if-
type>{enumeration}</peer-if-type><peer-if-
name>{string-typel</peer-if-name></peer-
interface>

<df-load-balance>{enumeration}</df-load-
balance>

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/cluster-control-vlan

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/peer-interface

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/peer/{peer-ip}

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client-interfaces-shutdown

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client-isolation-strict

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/df-load-balance

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/designated-forwarder-hold-time

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/deploy

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02

cluster/{cluster-name} {cluster-id}

Description

Disables the cluster client interfaces.
Configures cluster client isolation mode strict.
Deploys the cluster.

Deploys cluster client.

Time in seconds to wait before electing a
designated forwarder.

Configures MCT member VLAN and allows
VLANSs under MCT.

Removes a VLAN range that Xmit/Rx
through the Layer 2 interface.

Configures cluster client ESI.

Configures client Interface by specifying
interface type and interface name.

Adds a bridge domain or a range of bridge
domains to the MCT cluster.

Removes configured bridge domains from
the MCT cluster.

Adds a VLAN or a range of VLANSs to the
MCT cluster. cluster-control-vlan: an integer
from 1 through 4090.

Configures the Ethernet or port channel
interface to reach the MCT cluster peer. The
peer interface must be a Layer 2 interface.
When it is configured, it is an internal switch
port.

Enables or disables designated forwarder
(DF) load balancing.
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DELETE URIs

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client/{client-name} {client-id}
<base_URI>/config/running/cluster/{cluster-namel,{cluster-id}/client/{client-namel,{client-id}/client-interface
<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client/{client-name},{client-id}/client-interface/if-value
<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client/{client-name},{client-id}/esi
<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/client/{client-name},{client-id}/deploy
<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/peer/{inetipv4-address}

<base_URI>/config/running/cluster/{cluster-name},{cluster-id}/member-vlan/remove

Parameters

designated-forwarder-hold-time
Time in seconds to wait before electing a designated forwarder. Range: 1-60 seconds.

df-load-balance
Enables or disables designated forwarder (DF) load balancing. df-load-balance.

remove
An individual bridge domain and a range of bridge domains. To specify a range of bridge domain, insert a hyphen
between the beginning and ending integers (for example, 5-16). To specify individual and ranges of bridge domains,
separate them by commas (for example,1,2,4-7,8,9-22,55-66). You can enter a maximum of 253 characters.

add
An individual bridge domain and a range of bridge domains. To specify a range of bridge domain, insert a hyphen
between the beginning and ending integers (for example, 5-16). To specify individual and ranges of bridge domains,
separate them by commas (for example,1,2,4-7,8,9-22,55-66). You can enter a maximum of 253 characters.
peer-if-type

Specifies the time in seconds to wait before electing a designated forwarder.

peer-if-name
Specifies the time in seconds to wait before electing a designated forwarder.

cluster-control-vlan
VLANSs on which MCT clients are operating. Allowed values: an integer from 1 through 4090.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/cluster/{SQAFREEDOMCLUSTER}{65535}

Request Body

None

Response Body

<cluster xmlns="urn:brocade.com:mgmt:brocade-mct" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/cluster/SQAFREEDOMCLUSTER%2C65535">

<cluster-name>SQAFREEDOMCLUSTER</cluster-name>

<cluster-id>65535</cluster-id>

<member y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/member">
<vlan y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/member/vlan">

<add>1-49,51-2000</add>
</vlan>
<bridge-domain y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/member/bridge-domain">
<add>4000-4096</add>

</bridge-domain>

</member>

<cluster-control-vlan>4000</cluster-control-vlan>

<peer-interface y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/peer-interface">
<peer-if-type>Port-channel</peer-if-type>
<peer-if-name>1024</peer-if-name>

</peer-interface>

<peer y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/peer/50.50.50.1">
<peer-ip>50.50.50.1</peer-ip>

</peer>

<deploy>true</deploy>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/DoubleToCedar%2C1l5">
<client-name>DoubleToCedar</client-name>
<client-id>15</client-id>

</client>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToCastor$2C1l">
<client-name>ToCastor</client-name>
<client-id>1</client-id>

</client>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToCedarl%2C50">
<client-name>ToCedarl</client-name>
<client-id>50</client-id>

</client>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToCedar2%2C500">
<client-name>ToCedar2</client-name>
<client-id>500</client-id>

</client>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToESX241S25G%2C25">
<client-name>ToESX241525G</client-name>
<client-id>25</client-id>

</client>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToESXServer231%2C231">
<client-name>ToESXServer231</client-name>
<client-id>231</client-id>

</client>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToESXServer232%2C232">
<client-name>ToESXServer232</client-name>
<client-id>232</client-id>

</client>

<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToF3Scale%2C33">
<client-name>ToF3Scale</client-name>
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<client-id>33</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB205 1G one%2C251">
<client-name>ToRB205 1G one</client-name>
<client-id>251</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB205 1G two%2C252">
<client-name>ToRB205 1G two</client-name>
<client-id>252</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB206%2C261">
<client-name>ToRB206</client-name>
<client-id>261</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB2062%2C262">
<client-name>ToRB2062</client-name>
<client-id>262</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB2063%2C263">
<client-name>ToRB2063</client-name>
<client-id>263</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB2064%2C264">
<client-name>ToRB2064</client-name>
<client-id>264</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB2065%2C265">
<client-name>ToRB2065</client-name>
<client-id>265</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/ToRB207%2C512">
<client-name>ToRB207</client-name>
<client-id>512</client-id>
</client>
<client y:self="/rest/config/running/cluster/SQAFREEDOMCLUSTER%2C65535/client/
ToServer49.234 Mellanoc 25G%2C234">
<client-name>ToServer49.234 Mellanoc 25G</client-name>
<client-id>234</client-id>
</client>
</cluster>

The following example uses the POST option to perform MCT cluster-specific configuration.

URI
http://host:80/rest/config/running/

Request Body

<cluster><cluster-name>ScaleFREEDOMCLUSTER</cluster-name><cluster-id>6</cluster-id></cluster>

Response Body

None
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The following example uses the DELETE option to remove an MCT cluster.

URI
http://host:80/rest/config/running/cluster/ScaleFREEDOMCLUSTER,6

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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dotlx

Configures, retrieves, and modifies 802.1X authentication.

Resource URIs

<base_URI>/config/running/dot1x Configures 802.1X authentication.

<base_URI>/config/running/dot1x IEEE 802.1X port-based access control.
<base_URI>/config/running/dot1x/enable Enables global port authentication.
<base_URI>/config/running/dot1x/test Configures 802.1X readiness check.
<base_URI>/config/running/dot1x/test/timeout Configures timeout for dot1x readiness check

<base_URI>/config/running/dot1x <dotlx><enable>enumeration)</enable></ Configures IEEE 802.1X port-based access
dotlx> control and enables global port
authentication.
<base_URI>/config/running/dot1x/test <test><timeout>{dot1x-readinesstest- Configures timeout for dot1x readiness
timeout-interval}</timeout></test> check.

<base_URI>/config/running/dot1x/enable <enable>(enumeration)</enable> Enables global port authentication.
<base_URI>/config/running/dot1x/test/ <timeout>{dot1x-readinesstest-timeout- Configures timeout for dot1x readiness
timeout interval}</timeout> check.

<base_URI>/config/running/dot1x/enable

<base_URI>/config/running/dot1x/test/timeout

Parameters

test timeout
Specifies the readiness test interval value in seconds. Valid values range from 1 through 65535. The default readiness
test interval is 10 seconds.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Extreme SLX-OS REST API Guide, 17s.1.01
68 53-1005178-02



dotlx

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/dot1x

Request Body

None

Response Body

<dotlx xmlns="urn:brocade.com:mgmt:brocade-dotlx" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/dotlx">
<enable>true</enable>
<test y:self="/rest/config/running/dotlx/test">
<timeout>11</timeout>
</test>
</dotlx>

The following example uses the PATCH option to configure dot1x.

URI
http:/host:80/rest/config/running/dot1x

Request Body

<dotlx><enable>true</enable></dotlx>

Response Body
None

The following example uses the DELETE option to remove dot1x.

URI
http:/host:80/rest/config/running/dot1x/enable

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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filter-change-update-delay

Configures, retrieves, and modifies the filter change update delay timer.

Resource URIs

<base_URI>/config/running/filter-change-update-delay/{filter-delay- | Configures filter change update delay timer.
value}

<base_URI>/config/running/filter-change-update-delay/{filter-delay- | Retrieves filter change update delay timer.
value}

<base_URI>/config/running/filter-change- <filter-change-update-delay><filter-delay- Configures filter change update delay timer.
update-delay/{filter-delay-value} value>{uint32}</filter-delay-value></filter-
change-update-delay>

<base_URI>/config/running/filter-change-update-delay/{filter-delay-value}

Parameters

filter-delay-value
Specifies the filter change update delay time in seconds. Valid values are from O through 600. Default value is 10
seconds.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/filter-change-update-delay

Request Body

None

Response Body

<filter-change-update-delay xmlns="urn:brocade.com:mgmt:brocade-ip-policy" xmlns:y="http://

brocade.com/ns/rest" y:self="/rest/config/running/filter-change-update-delay/500">
<filter-delay-value>500</filter-delay-value>

</filter-change-update-delay>

The following example uses the POST option to configure the filter change update delay value.

URI
http:/host:80/rest/config/running/filter-change-update-delay/15

Request Body

<filter-change-update-delay><filter-delay-value>500</filter-delay-value></filter-change-update-delay>

Response Body
None

The following example uses the DELETE option to remove filter change update delay timer value setting.

URI
http:/host:80/rest/config/running/filter-change-update-delay/500

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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hardware

Configures, modifies, or retrieves the hardware management configuration.

Resource URIs

<base_URI>/config/running/hardware

Hardware management configuration

<base_URI>/config/running/hardware/connector

Configures a connector.

<base_URI>/config/running/hardware/port-group

Configures a port-group.

<base_URI>/config/running/hardware

Hardware management configuration.

<base_URI>/config/running/hardware/connector/(connectorName)

Configures a connector with the specified name.

<base_URI>/config/running/hardware/connector/(connectorName)/
breakout

Configures a breakout connector.

<base_URI>/config/running/hardware/connector/(connectorName)/
breakout/mode

Configures connector mode.

<base_URI>/config/running/hardware/port-group/(portGroupName)

Configures a port-group in a specified name.

<base_URI>/config/running/hardware/port-group/(portGroupName)/
mode

Configures port-group mode.

<base_URI>/config/running <hardware />

Hardware management configuration

<base_URI>/config/running/hardware
name></connector>

<connector><name>(connectorName)</

Configures a connector.

<base_URI>/config/running/hardware/ <breakout />

connector/(connectorName)

Configures a breakout connector.

<base_URI>/config/running/hardware
name></port-group>

<port-group><name>(portGroupName)</

Configures a port-group.

<base_URI>/config/running/hardware/

connector/(connectorName)/breakout breakout>

<breakout><mode>(mode)</mode></

Configures a breakout connector.

<base_URI>/config/running/hardware/port-

group/(portGroupName) group>

<port-group><mode>mode)</mode></port-

Configures a port-group in a specified name.

<base_URI>/config/running/hardware/
connector/(connectorName)/breakout

breakout>

<breakout><mode>(mode)</mode></

Configures a breakout connector.

Parameters

74

connector
Configures a connector.
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port-group
Configures a port group.

Usage Guidelines
GET, POST, PUT, PATCH, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/hardware

Request Body

None

Response Body

<hardware xmlns="urn:brocade.com:mgmt:brocade-hardware" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/hardware">
<profile y:self="/rest/config/running/hardware/profile">
<tcam y:self="/rest/config/running/hardware/profile/tcam">
<tcam profiletype>default</tcam profiletype>
</tcam>
<lag y:self="/rest/config/running/hardware/profile/lag">
<lag profiletype>default</lag profiletype>
</lag>
<counters y:self="/rest/config/running/hardware/profile/counters">
<counters profiletype>default</counters profiletype>
</counters>
</profile>
<port-group y:self="/rest/config/running/hardware/port-group/%221/4%22">
<name>1/4</name>
<mode>100g</mode>
</port-group>
</hardware>

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/bfd

Configures, modifies, or retrieves Bidirectional Forwarding Detection (BFD) sessions on an interface.

Resource URIs

URI Description
<base_URI>/config/running/interface/{interface-type}/{interface-

name}/bfd and VE.
GET URIs Description

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/bfd

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/bfd/interval

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/bfd/interval/multiplier

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/bfd/shutdown

PATCH URIs
<base_URI>/config/running/interface/

{interface-type}/{interface-name}/bfd

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/bfd/interval

PUT URIs

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/bfd/interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/bfd/
shutdown

DELETE URIs

and VE.

Creates BFD session on this interface. Valid interface types: Ethernet

Creates BFD session on an interface. Valid interface types: Ethernet

Configures BFD desired minimum transmit interval in milliseconds.

Valid interface types: Ethernet and VE.

Ethernet and VE.

Ethernet and VE.

Payload

<bfd><shutdown>{enumeration}</
shutdown></bfd>

<interval><min-tx>{bfd-tx-interval-type}</
min-tx><min-rx>{bfd-rx-interval-type}</min-
rx><multiplier>{bfd-multiplier-type}</
multiplier></interval>

Payload

<interval><min-tx>{bfd-tx-interval-type}</
min-tx><min-rx>{bfd-rx-interval-type}</min-
rx><multiplier>{bfd-multiplier-type}</
multiplier></interval>

<shutdown>{enumeration}</shutdown>

<base_URI>/config/running/interface/{interface-type}/{interface-name}/bfd/interval

<base_URI>/config/running/interface/{interface-type}/{interface-name}/bfd/shutdown

Parameters

interface-type

Valid interface types: Ethernet and VE.

Configures BFD detection time multiplier. Valid interface types:

Administratively shuts down the BFD session. Valid interface types:

Description

Administratively shuts down the BFD
session. Valid interface types: Ethernet and
VE.

Configures transit intervals and detection
time multiplier. Valid interface types: Ethernet
and VE.

Description

Configures transit intervals and detection
time multiplier. Valid interface types: Ethernet
and VE.

Administratively shuts down the BFD
session. Valid interface types: Ethernet and
VE.
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min-tx
The BFD desired min transmit interval in milliseconds.

min-rx
The BFD required min receive interval in milliseconds.

interval
The BFD desired min transmit interval in milliseconds.

multiplier
The BFD detection time multiplier.

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

Examples

The following example uses the GET option to retrieve the BFDconfiguration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/bfd

Request Body

None

Response Body

<bfd xmlns="urn:brocade.com:mgmt:brocade-interface" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%$220/10%22/bfd">
<interval y:self="/rest/config/running/interface/Ethernet/%220/10%22/bfd/interval">
<min-tx>80</min-tx>
<min-rx>80</min-rx>
<multiplier>8</multiplier>
</interval>
<shutdown>false</shutdown>
</bfd>
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The following example uses the PATCH option to configure BFD.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/bfd

Request Body

<bfd><interval><min-tx>80</min-tx><min-rx>80</min-rx><multiplier>8</multiplier></interval></bfd>

Response Body
None

The following example uses the DELETE option to remove the BFD configuration.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/bfd

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/channel-
group

Configures the Link Aggregation Control Protocol (LACP) channel.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/channel-group

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/channel-group

<base_URI>/config/running/interface/{interface-type}/{interface-

namel}/channel-group/mode

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/channel-group/type

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/channel-

group

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/channel-

group
<base_URI>/config/running/interface/
{interface-type}/{interface-name}/channel-
group

DELETE URIs

Description

Description

Payload

<channel-group><port-int>{portchannel-
typel</port-int><mode>{po-mode}</
mode></channel-group>

Payload

<channel-group><port-int>{portchannel-
typel/port-int><mode>{po-mode}</
mode></channel-group>

<channel-group><type>{po-typel</type></
channel-group>

<base_URI>/config/running/interface/{interface-type}/{interface-name}/channel-group

Parameters

interface-type

The interface type. Allowed value: Ethernet.

channel-group

LACP Channel group.
port-int

Channel group number.
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Displays channel group details. Supported interface type: Ethernet.

Displays channel group details. Supported interface type: Ethernet.
Displays channel group mode. Supported interface type: Ethernet.

Displays channel group type. Supported interface type: Ethernet.

Description

Configures channel group. Supported
interface type: Ethernet.

Description

Configures channel group. Supported
interface type: Ethernet.

Configures port mode. Supported interface
type: Ethernet.
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mode
The mode of the port channel. Allowed values are on, active or passive.

type
The type of the port-channel.

Usage Guidelines
GET, POST, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/channel-group/

Request Body

None

Response Body
<channel-group xmlns="urn:brocade.com:mgmt:brocade-interface" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/interface/Ethernet/%$220/10%22/channel-group">
<port-int>10</port-int>
<mode>active</mode>
<type>standard</type>
</channel-group>

The following example uses the PATCH option to configure a channel group.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/channel-group

Request Body

<channel-group><port-int>10</port-int><mode>active</mode><type>standard</type></channel-group>

Response Body

None

Extreme SLX-OS REST API Guide, 17s.1.01
80 53-1005178-02



interface/{interface-type}/{interface-name}/channel-group

The following example uses the DELETE option to remove the channel-group configuration.

URI
http://host:80/rest/config/running/interface/ethernet/%220/10%22/channel-group/

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/delay-
link-event

Configures, modifies, or retrieves a delay-link-event.

Resource URIs

URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Configures a delay-link-event. Supported interface type: Ethernet.
name}/delay-link-event

GET URIs Description
<base_URI>/config/running/interface/{interface-type}/{interface- Displays the delay for an event. Supported interface type: Ethernet.
name}/delay-link-event

<base_URI>/config/running/interface/{interface-type}/{interface- Displays the type of delay-link-event. Supported interface type:
name}/delay-link-event/delay-link-event-type Ethernet.

PUT URIs Payload Description
<base_URI>/config/running/interface/ <delay-link-event-entry>15</delay-link- Updates the delay link event entry value.
{interface-type}/{interface-namel}/delay-link- | event-entry> Supported interface type: Ethernet.

event/delay-link-event-entry

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/delay-link-event

Parameters

interface-type
Valid interface type:Ethernet only. The delayed-link-event configuration is applicable only on a physical interface.

delay-link-event-entry
Specifies the number of times that the polling iteration occurs. Range is an integer from 1 to 200.

delay-link-event-type
Specifies the delay link event type. Valid values are up (port up event), port down (down event), or both (port up or port
down event).

Usage Guidelines

GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/1%22/delay-link-event

Request Body

None

Response Body

<delay-link-event xmlns="urn:brocade.com:mgmt:brocade-dle" xmlns:y="http://brocade.com/ns/rest"

y:self="/rest/config/running/interface/Ethernet/%$221/1%22/delay-link-event">
<delay-link-event-entry>3</delay-link-event-entry>
<delay-link-event-type>both</delay-link-event-type>

</delay-link-event>

The following example uses the PUT operation to update the delay time.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/1%22/delay-link-event/delay-link-event-entry

Request Body

<delay-link-event-entry>15</delay-link-event-entry>

Response Body
None

The following example uses the DELETE operation to remove the delay-link-event configuration.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/1%22/delay-link-event

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/dotlx

Configures, retrieves, and modifies 802.1X authentication.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/authentication

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/port-control

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/quiet-period

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/reauthMax

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/max-req

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/reauthentication

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/filter-strict-security

<base_URI>/config/running/interface/{interface-typel/{interface-

name}/dot1x/timeout

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/timeout/re-authperiod

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/timeout/supp-timeout

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/dot1x/timeout/tx-period

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x
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Payload

Description

Configures 802.1X authentication. Supported interface type:
Ethernet.

Description

IEEE 802.1X port-based access control. Supported interface type:
Ethernet.

Enables dot1x authentication on a port. Supported interface type:
Ethernet.

Allows port client to negotiate. Supported interface type: Ethernet.

Configures time interval in seconds that the device remains idle
between a failed authentication and a reauthentication attempt.
Supported interface type: Ethernet.

Sets maximum count that a port attempts 802.1x reauthentication
before the port changes to the unauthorized state. Supported
interface type: Ethernet.

Sets retransmission parameter that defines the maximum number of
times EAP request/challenge frames are retransmitted when EAP
response/identity frame is not received from the client. Supported
interface type: Ethernet.

Enables reauthentication on a port. Supported interface type:
Ethernet.

Enables strict mode on a port. Supported interface type: Ethernet.
Sets a timeout parameter. Supported interface type: Ethernet.

Sets reauthentication interval in seconds. Supported interface type:
Ethernet.

Sets supplicant response timeout (default = 30). Supported interface
type: Ethernet.

Sets transmission period in seconds (default = 30). Supported
interface type: Ethernet.

Description

<dotlx><authentication>(enumeration)</ Configures IEEE 802.1X port-based access

authentication></dot1x>

control and enables dot1x authentication on
a port. Supported interface type: Ethernet.

<dotlx><port-control>{enumeration}</port- Allows port client to negotiate. Supported
control></dot1x> interface type: Ethernet.
<dot1x><quiet-period>{uint32}</quiet- Configures time interval in seconds that the
period></dotlx> device remains idle between a failed

authentication and a reauthentication attempt.
Supported interface type: Ethernet.
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PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x/
timeout

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x/
timeout

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x/
timeout

PUT URIs

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/dot1x/
authentication

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/dot1x/
port-control

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x/
quiet-period

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x/
reauthMax

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x/
max-req

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/dot1x/
reauthentication

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/dot1x/
filter-strict-security

Payload

<dotlx><reauthMax>{uint32}</reauthMax></
dotlx>

<dotlx><max-reg>{uint32}</max-reg></
dotlx>

<dotlx><reauthentication>(enumeration)</
reauthentication></dot1x>

<dot1x><filter-strict-security>true</filter-
strict-security></dot1x>

<timeout><re-authperiod>{dot1x-reauth-
timeout-interval}</re-authperiod></timeout>

<timeout><supp-timeout>{dot1x-supp-
timeout-intervall</supp-timeout></timeout>

<timeout><tx-period>{dot1x-tx-timeout-

intervall</tx-period></timeout>

Payload
<authentication>(enumeration)</

authentication>

<port-control>{enumeration}</port-control>

<quiet-period>{uint32}</quiet-period>

<reauthMax>{uint32}</reauthMax>

<max-reg>{uint32}</max-req>

<reauthentication>(enumeration)</
reauthentication>

<filter-strict-security>(enumeration)</filter-
strict-security>

Description

Sets maximum count that a port attempts
802.1x reauthentication before the port
changes to the unauthorized state.
Supported interface type: Ethernet.

Sets retransmission parameter that defines
the maximum number of times EAP request/
challenge frames are retransmitted when
EAP response/identity frame is not received
from the client. Supported interface type:
Ethernet.

Enables reauthentication on a port.
Supported interface type: Ethernet.

Enables strict mode on a port. Supported
interface type: Ethernet.

Sets reauthentication interval in seconds.
Supported interface type: Ethernet.

Sets supplicant response timeout (default =
30). Supported interface type: Ethernet.

Sets transmission period in seconds (default
= 30). Supported interface type: Ethernet.

Description

Configures IEEE 802.1X port-based access
control and enables dot1x authentication on
a port. Supported interface type: Ethernet.

Allows port client to negotiate. Supported
interface type: Ethernet.

Configures time interval in seconds that the
device remains idle between a failed
authentication and a reauthentication attempt.
Supported interface type: Ethernet.

Sets maximum count that a port attempts
802.1x reauthentication before the port
changes to the unauthorized state.
Supported interface type: Ethernet.

Sets retransmission parameter that defines
the maximum number of times EAP request/
challenge frames are retransmitted when
EAP response/identity frame is not received
from the client. Supported interface type:
Ethernet.

Enables reauthentication on a port.
Supported interface type: Ethernet.

Enables strict mode on a port. Supported
interface type: Ethernet.
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PUT URIs Payload Description
<base_URI>/config/running/interface/ <re-authperiod>{dot1x-reauth-timeout- Sets reauthentication interval in seconds.
{interface-type}/{interface-name}/dot1x/ interval}</re-authperiod> Supported interface type: Ethernet.
timeout/re-authperiod

<base_URI>/config/running/interface/ <supp-timeout>{dot1x-supp-timeout- Sets supplicant response timeout (default =
{interface-type}/{interface-namel}/dot1x/ interval}</supp-timeout> 30). Supported interface type: Ethernet.
timeout/supp-timeout

<base_URI>/config/running/interface/ <tx-period>{dot1x-tx-timeout-interval}</tx- Sets transmission period in seconds (default
{interface-type}/{interface-name}/dot1x/ period> = 30). Supported interface type: Ethernet.

timeout/tx-period

DELETE URIs
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot1x/authentication
<base_URI>/config/running/interface/{interface-typel}/{interface-name}/dot 1x/port-control
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot 1x/quiet-period
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot1x/reauthMax
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot1x/max-req
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot 1x/reauthentication
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot1x/filter-strict-security
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot1x/timeout/re-authperiod
<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot1x/timeout/supp-timeout

<base_URI>/config/running/interface/{interface-type}/{interface-name}/dot1x/timeout/tx-period

Parameters

interface-type
Supported interface type: Ethernet only.

quiet-period
Specifies the time between failed reauthentication and reauthentication attempt. Valid values range from 1 through
65535 seconds. The default quiet period is 60 seconds.

reauthMax
Specifies the maximum number of reauthentication attempts before the port goes to the unauthorized state. Valid
values range from 1 through 10. The default value is 2.

max-req
Specifies the number of EAP frame retransmissions. The range is from 1 through 10. The default value is 2.

re-quthperiod
Specifies the interval at which clients connected to 802.1X authentication-enabled ports are periodically
reauthenticated.

supp-timeout
Specifies the EAP response timeout for 802.1x authentication. By default, when the Extreme device relays an EAP-
Request frame from the RADIUS server to the client, it expects to receive a response from the client within 30
seconds. If the client does not respond within the allotted time, the device retransmits the EAP-Request frame to the
client.
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tx-timeout
Specifies the EAP request retransmission interval, in seconds, with the client. By default, if the Extreme device does
not receive an EAP-response/identity frame from a client, the device waits 30 seconds, then retransmits the EAP-
request/identity frame. You can optionally change the amount of time the Extreme device waits before re-transmitting
the EAP-request/identity frame to the client. If the client does not send back an EAP-response/identity frame within
60 seconds, the device will transmit another EAP-request/identity frame. The tx-period is a value from 1 through
4294967295. The default is 30 seconds.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/3%22/dot1x

Request Body

None

Response Body

<dotlx xmlns="urn:Extreme.com:mgmt:Extreme-dotlx" xmlns:y="http://Extreme.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%$221/3%22/dotlx">
<authentication>true</authentication>
<port-control>force-unauthorized</port-control>
<protocol-version>1</protocol-version>
<quiet-period>3</quiet-period>
<reauthMax>1</reauthMax>
<max-req>6</max-req>
<reauthentication>true</reauthentication>
<filter-strict-security>true</filter-strict-security>
<timeout y:self="/rest/config/running/interface/Ethernet/%221/3%22/dotlx/timeout™>
<re-authperiod>7</re-authperiod>
<supp-timeout>8</supp-timeout>
<tx-period>9</tx-period>
</timeout>
</dotlx>
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The following example uses the PATCH option to configure dotlx authentication.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/3%22/dot1x

Request Body

<dotlx><authentication>true</authentication></dotlx>

Response Body
None

The following example uses the DELETE option to remove dotlx authentication.

URI
http:/host:80/rest/config/running/interface/Ethermet/%221/3%22/dot1x/authentication

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip

Configures, retrieves, and modifies an IP address on an interface.

Resource URIs

URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Configures an IP address on an interface.

namel}/ip

GET URIs Description

<base_URI>/config/running/interface/{interface-type}/{interface- Configures an IP address on an interface. Allowed interface types:

name}/ip Management, Ethernet, Port-channel, Ve, Loopback.

<base_URI>/config/running/interface/{interface-type}/{interface- Specifies the IP address. Allowed interface types: Management,

name}/ip/address Management, Ethernet, Port-channel, Ve, Loopback.

POST URIs Payload Description

<base_URI>/config/running/interface/ <shutdown>{enumeration}</shutdown> Shuts down the interface.

{interface-typel}/{interface-name}/

<base_URI>/config/running/interface/ <address><address>{inetipv4-prefix}</ Specifies the mask for the associated IP

{interface-type}/{interface-namel/ip address></address> subnet. Allowed interface types: Ethernet, Ve,
Loopback.

PATCH URIs Payload Description

<base_URI>/config/running/interface/ <address><address>{inet:ipv4-prefix}</ Specifies the mask for the associated IP

{interface-type}/{interface-name}/ip/address | address></address> subnet. Allowed interface types: Ethernet, Ve,
Loopback.

<base_URI>/config/running/interface/ <shutdown>{enumeration}</shutdown> Shuts down the interface. Allowed interface

{interface-typel}/{interface-name}/shutdown types: Ethernet, Port-channel, Ve.

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip
<base_URI>/config/running/interface/{interface-type}/{interface-name}/shutdown

<base_URI>/config/running/interface/{interface-type}/{interface-namel}/ip/mtu

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve an IP address.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/ip/address

Request Body

None

Response Body

<address xmlns="urn:brocade.com:mgmt:brocade-ip-config" xmlns:y="http://brocade.com/ns/rest" y:self="/

rest/config/running/interface/Ethernet/%$220/10%22/ip/address/%$2210.20.1.1/20%22">
<address>10.20.1.1/20</address>

</address>

The following example uses the PATCH option to configure an IP address on an interface.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/ip/address

Request Body

<address><address>10.20.1.1/20</address></address>

Response Body
None

The following example uses the DELETE option to remove an IP address on an interface.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/ip/address

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip/
access-group

Configures, modifies, or retrieves the Internet Protocol (IP) access group.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ip/access-group

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

Description

Description

name}/ip/access-group/{ip-access-list}/{ip-direction} Ve.

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ip/access-group/{ip-access-list}/{ip-direction}

<base_URI>/config/running/interface/{interface-type}/{interface-

Port-channel, Ve.

name}/ip/access-group/{ip-access-list}/{ip-direction}/traffic-type

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-namel/ip

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/access-
group/{ip-access-list}/{ip-direction}/traffic-
type

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/access-
group

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/access-
group/{ip-access-list}/{ip-direction}
<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/access-
group

DELETE URIs

Payload

:<access-group><ip-access-list>{13-acl-
policy-namel</ip-access-list><ip-
direction>{fenumeration}</ip-direction></
access-group>

Payload

<traffic-type>{enumeration}</traffic-type>

<access-group><mgmt-ip-access-list>{13-
acl-policy-name}</mgmt-ip-access-
list-<mgmt-ip-direction>{enumeration}</
mgmt-ip-direction></access-group>

Payload

<access-group><traffic-type>{enumeration}</
traffic-type></access-group>

<access-group><mgmt-ip-access-list>{I13-
acl-policy-name}</mgmt-ip-access-
list><mgmt-ip-direction>{enumeration}</
mgmt-ip-direction></access-group>

Configures IP access group.

Displays IP direction. Valid interface types: Ethernet, Port-channel,
Displays switched traffic only status. Valid interface types: Ethernet,

Displays IP direction. Valid interface type: Management only.

Description

Configures IP access group. Valid interface
types: Ethernet, Port-channel, Ve.

Description

Enables Switched traffic only. Valid interface
types: Ethernet, Port-channel, Ve.

Configures IP direction. Valid interface type:
Management only.

Description

Configures IP access group. Valid interface
types: Ethernet, Port-channel, Ve.

Configures IP receive access group. Valid
interface type: Management only.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/access-group/{ip-access-list}/{ip-direction}

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/access-group/{ip-access-list}/{ip-direction}
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DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/access-group/{ip-access-list}/{ip-direction}/traffic-type

Parameters

ip-access-list
Specifies the ACL name.

ip-direction
Specifies the IP direction. Supported configurations are in and out. Configuring in sets the ACL binding direction as
ingress. Configuring out sets the ACL binding direction as egress.

Usage Guidelines

GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

NOTE
An [P access list must be created before configuring the interface IP access

group.

Examples

94

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/1%22/ip/access-group

Request Body

None

Response Body

The following is an example of the POST operation to add an access-group.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/1%22/ip

Request Body
<access-group>
<ip-access-list>acl8</ip-access-1list>

<ip-direction>in</ip-direction>
</access-group>

Response Body

None
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The following is an example of the DELETE operation to remove the access-group configuration.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/1%22/ip/access-group

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02 95



interface/{interface-type}/{interface-name}/ip/arp-aging-timeout

interface/{interface-type}/{interface-name}/ip/arp-
aging-timeout

Configures Address Resolution Protocol (ARP) aging timeout.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ip/arp-aging-timeout

GET URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ip/arp-aging-timeout

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/arp-
aging-timeout

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/arp-
aging-timeout

Parameters

interface-type

Description

Description

Payload

<arp-aging-timeout>(unit32)</arp-aging-
timeout>

Payload

<arp-aging-timeout>(unit32)</arp-aging-
timeout>

Valid interface types:Ethernet and Ve.

arp-aging-timeout

Specifies the ARP aging timeout in minutes. The range is from O to 240.

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

96

Configures ARP aging timeout. Valid interface types: Ethernet, Ve.

Configures ARP aging timeout. Valid interface types: Ethernet, Ve.

Description

Configures ARP aging timeout in minutes.
Valid interface types: Ethernet, Ve.

Description

Configures ARP aging timeout in minutes.
Valid interface types: Ethernet, Ve.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest//config/running/interface/ethernet/%223/14%22/ip/arp-aging-timeout

Request Body

None

Response Body

<arp-aging-timeout xmlns="urn:brocade.com:mgmt:brocade-ip-config" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/interface/Ethernet/%$223/14%22/ip/arp-aging-timeout">10</arp-aging-timeout>

The following example uses the PATCH option to configure the ARP aging timeout.

URI
http:/host:80/rest//config/running/interface/ethernet/%223/14%22/ip/arp-aging-timeout

Request Body

<arp-aging-timeout>20</arp-aging-timeout>

Response Body
None

The following example uses the DELETE option to remove the ARP aging timeout.

URI
http://host:80/rest//config/running/interface/ethernet/%223/14%22/ip/arp-aging-timeout

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip/dhcp/
relay/gateway

Configures Dynamic Host Configuration Protocol {DHCP} relay gateway.

Resource URIs

<base_URI>/config/running/interface/{interface-typel/{interface- Configures DHCP relay gateway. Valid interface types: Ethernet, Ve.
name}/ip/dhcp/relay/gateway

<base_URI>/config/running/interface/{interface-type}/{interface- Displays DHCP relay gateway configuration. Valid interface types:
name}/ip/dhcp/relay/gateway Ethernet, Ve.

<base_URI>/config/running/interface/ <gateway>{ip-address}</gateway> Configures DHCP relay gateway. Valid
{interface-type}/{interface-name}/ip/dhcp/ interface types: Ethernet, Ve.
relay

<base_URI>/config/running/interface/ <gateway>{ip-address}</gateway> Configures DHCP relay gateway. Valid
{interface-type}/{interface-name}/ip/dhcp/ interface types: Ethernet, Ve.
relay/gateway

<base_URI>/config/running/interface/ <gateway>{ip-address}</gateway> Configures DHCP relay gateway. Valid
{interface-type}/{interface-name}/ip/dhcp/ interface types: Ethernet, Ve.
relay/gateway

<base_URI>/config/running/interface/{interface-typel/{interface-name}/ip/dhcp/relay/gateway

Parameters

interface-type
Valid interface types:Ethernet and Ve.

address
IP address of the gateway.

Usage Guidelines
GET, POST, PATCH, PUT, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ve/11/ip/dhcp/relay/gateway

Request Body

None

Response Body

<gateway xmlns="urn:brocade.com:mgmt:brocade-dhcp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ve/11/ip/dhcp/relay/gateway">11.1.2.1</gateway>

The following example uses the POST option to configure DHCP relay gateway.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/10%22/ip/dhcp/relay

Request Body

<gateway>10.10.10.10</gateway>

Response Body
None

The following example uses the DELETE option to remove DHCP relay gateway.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/10%22/ip/dhcp/relay/gateway

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip/dhcp/
relay/servers

Configures Dynamic Host Configuration Protocol (DHCP) relay servers.

Resource URIs

URI Description
<base_URI>/config/running/interface/{interface-type}/{interface- Configures DHCP relay servers. Valid interface types: Ethernet, Ve.
name}/ip/dhcp/relay

GET URIs Description
<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves DHCP relay configurations. Valid interface types: Ethernet,
name}/ip/dhcp/relay Ve.
<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves DHCP relay server information. Valid interface types:
namel}/ip/dhcp/relay/servers Ethernet, Ve.
<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves DHCP relay server address. Valid interface types: Ethernet,
name}/ip/dhcp/relay/servers/address Ve.
<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves DHCP relay server address and VRF information. Valid
name}/ip/dhcp/relay/servers/address/{ip-address}/use-vrf interface types: Ethernet, Ve.
<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves DHCP relay server address and VRF information. Valid
name}/ip/dhcp/relay/servers/address/{ip-address}/use-vrf/{vrf- interface types: Ethernet, Ve.

name}

POST URIs Payload Description
<base_URI>/config/running/interface/ <servers><address>(ip-address_</ Configures DHCP relay server. Valid interface
{interface-type}/{interface-name}/ip/dhcp/ address><use-vrf>(vrf-name)</use-vrf></ types: Ethernet, Ve.

relay servers>

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/dhcp/relay/servers/address/{ip-address}

Parameters

interface-type
Valid interface types:Ethernet and Ve.

address
IP address of the server.

use-vrf
Specifies the VRF name.

Usage Guidelines
GET, POST, DELETE, OPTIONS, and HEAD operations are supported.

Extreme SLX-OS REST API Guide, 17s.1.01
100 53-1005178-02



interface/{interface-type}/{interface-name}/ip/dhcp/relay/servers

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ve/11/ip/dhcp/relay/servers

Request Body

None

Response Body

<servers xmlns="urn:brocade.com:mgmt:brocade-dhcp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ve/11/ip/dhcp/relay/servers/21.1.1.10%2C.">

<address>21.1.1.10</address>

<use-vrf>.</use-vrf>
</servers>
<servers xmlns="urn:brocade.com:mgmt:brocade-dhcp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ve/11/ip/dhcp/relay/servers/31.1.1.10%2CRED">

<address>31.1.1.10</address>

<use-vrf>RED</use-vrf>
</servers>

The following example uses the POST option to configure DHCP relay server.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/10%22/ip/dhcp/relay

Request Body
<servers>
<address>10.10.10.10</address>

<use-vrf>vrfl</use-vrf>
</servers>

Response Body

None
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The following example uses the DELETE option to remove DHCP relay server.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/10%22/ip/dhcp/relay/servers/address/10.10.10.10

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip/
ospf/bfd

Configures, modifies, or retrieves Bidirectional Forwarding Detection (BFD) information for an interface.

Resource URIs

URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Configures, modifies, or retrieves BFD information for an interface.

name}/ip/ospf/bfd Valid interface types: Ethernet, Loopback, Ve.

GET URIs Description

<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves BFD operation mode details. Valid interface types:

name}/ip/ospf/bfd Ethernet, Loopback, Ve.

<base_URI>/config/running/interface/{interface-type}/{interface- Returns "true” if BFD operation mode is enabled on this interface.

name}/ip/ospf/bfd/bfd-enable Valid interface types: Ethernet, Loopback, Ve.

PATCH URIs Payload Description

<base_URI>/config/running/interface/ <bfd><intf-bfd-enable>{enumeration}</intf- Enables BFD operation mode on this

{interface-type}/{interface-name}/ip/ospf/bfd | bfd-enable></bfd> interface. Valid interface types: Ethernet,
Loopback, Ve.

PUT URIs Payload Description

<base_URI>/config/running/interface/ <intf-bfd-enable>{enumeration}</intf-bfd- Enables BFD operation mode on this

{interface-type}/{interface-name}/ip/ enable> interface. Valid interface types: Ethernet,

ospf/bfd/intf-bfd-enable Loopback, Ve.

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/ospf/bfd
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/ospf/bfd/intf-bfd-enable

Parameters

interface-type
Allowed values are Ethernet, Loopback, and Ve.

intf-bfd-enable
Enables BFD: Boolean variable.

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

104

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/10%22/ip/ospf

Request Body

None

Response Body

<ospf xmlns="urn:brocade.com:mgmt:brocade-ospf" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%$220/10%22/ip/ospf">
<area>l.1l.1.1</area>
<authentication-key y:self="/rest/config/running/interface/Ethernet/%$220/10%22/ip/ospf/authentication-
key">
</authentication-key>
<md5-authentication y:self="/rest/config/running/interface/Ethernet/%220/10%22/ip/ospf/md5-
authentication">
<key-id y:self="/rest/config/running/interface/Ethernet/%$220/10%22/ip/ospf/md5-authentication/key-
id">
</key-id>
</md5-authentication>
<database-filter y:self="/rest/config/running/interface/Ethernet/%220/10%22/ip/ospf/database-filter">
<all-out>false</all-out>
</database-filter>
<mtu-ignore>false</mtu-ignore>
<active>false</active>
<passive>false</passive>
<bfd y:self="/rest/config/running/interface/Ethernet/%220/10%22/ip/ospf/bfd">
<intf-bfd-enable>false</intf-bfd-enable>
</bfd>
</ospf>

The following example uses the PATCH option to configure OSPF area.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/10%22/ip/ospf

Request Body

<ospf><area>l.l.1l.1</area></ospf>

Response Body

None
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The following example uses the DELETE option to remove the OSPF configuration.

URI
http://host:80/rest/config/running/interface/Ethernet/%220/10%22/ip/ospf

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip/policy

Configures, modifies, or retrieves the Policy-based Routing (PBR) configuration.

Resource URIs

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ip/policy

Configures PBR. Valid interface types: Ethernet, Ve.

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ip/policy

Displays PBR configuration. Valid interface types: Ethernet, Ve.

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ip/policy/route-map

Displays route-map status. Valid interface types: Ethernet, Ve.

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ip/policy/route-map/route-map-name

Displays route-map name. Valid interface types: Ethernet, Ve.

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/policy/
route-map

route-map>

<route-map><route-map-name>{common-
def:name-string63}</route-map-name></

Configures PBR. Valid interface types:
Ethernet, Ve.

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ip/policy/
route-map/route-map-name

<route-map-name>{common-def:name-
string63}</route-map-name>

Configures PBR. Valid interface types:
Ethernet, Ve.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/policy/route-map/route-map-name

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/1%22/ip/policy

Request Body

None

Response Body

<policy y:self="/rest/config/running/interface/ethernet/%22195/7%22/ip/policy">
<route-map y:self="/rest/config/running/interface/ethernet/%22195/7%22/ip/policy/route-map">
<route-map-name>mapl2</route-map-name>
</route-map>
</policy>

The following is an example of the PUT operation to configure a route map.

URI
http://host:80/rest/config/running/interface/Ethernet/%221/1%22/ip/policy/route-map

Request Body

<route-map>
<route-map-name>mapl2</route-map-name>
</route-map>

Response Body
None

The following is an example of the DELETE operation to remove a route map.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/1%22/ip/policy/route-map/map 12

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip/proxy-
arp

Configures Proxy-ARP on the interface.

Resource URIs

<base_URI>/config/running/interface/{interface-typel/{interface- Configures Proxy-ARP on the interface. Valid interface types:
name}/ip/proxy-arp Ethernet, Ve.

<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves Proxy-ARP configurationValid interface types: Ethernet, Ve.
name}/ip/proxy-arp

<base_URI>/config/running/interface/ <proxy-arp>true</proxy-arp> Enables Proxy-ARP on interface. Valid
{interface-type}/{interface-name}/ip/proxy- interface types: Ethernet, Ve.
arp

<base_URI>/config/running/interface/ <proxy-arp>true</proxy-arp> Enables Proxy-ARP on interface. Valid
{interface-typel}/{interface-name}/ip/proxy- interface types: Ethernet, Ve.
arp

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/proxy-arp

Parameters

interface-type
Valid interface types:Ethernet and Ve.

proxy-arp
Enables Proxy-ARP on the interface.

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running//interface/ethernet/%223/14%22/ip/proxy-arp

Request Body

None

Response Body

<proxy-arp xmlns="urn:brocade.com:mgmt:brocade-ip-config" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/interface/Ethernet/%$223/14%22/ip/proxy-arp">true</proxy-arp>

The following example uses the PATCH option to configure Proxy-ARP on an Ethernet interface.

URI
http://host:80/rest/config/running//interface/ethernet/%223/14%22/ip/proxy-arp

Request Body

<proxy-arp>true</proxy-arp>

Response Body
None

The following example uses the DELETE option to remove Proxy-ARP from an Ethernet interface.

URI
http:/host:80/rest/config/running//interface/ethernet/%223/14%22/ip/proxy-arp

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ip/vrrp-
extended

Configures, retrieves, and modifies Virtual Router Redundancy Protocol Extended (VRRP-E).

Resource URIs

URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Configures VRRP-E. Valid interface type: Ve.
name}/ip/vrrp-extended

GET URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Displays ip configuration. Valid interface type: Ve.
namel}/ip/vrrp-extended

<base_URI>/config/running/interface/{interface-type}/{interface- Displays authentication type. Valid interface type: Ve.
name}/ip/vrrp-extended/auth-type

<base_URI>/config/running/interface/{interface-type}/{interface- Displays md5 authentication. Valid interface type: Ve.
name}/ip/vrrp-extended/auth-type/md5-auth

<base_URI>/config/running/interface/{interface-type}/{interface- Displays authentication data. Valid interface type: Ve.
namel/ip/vrrp-extended/auth-type/md5-auth/auth-data

PUT URIs Payload Description
<base_URI>/config/running/{interface-type}/ | <auth-data>{string}</auth-data> Configures Authentication data. Valid
{interface-name}/ip/vrrp-extended/auth- interface type: Ve.

type/mdS-auth/auth-data

PATCH URIs Payload Description
<base_URI>/config/running/interface/Ve/ <md5-auth><auth-data>{string}</auth- Configures MD5 authentication. Valid
{name}/ip/vrrp-extended/auth-type/md5- data></md5-auth> interface type: Ve.

auth

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/vrrp-extended
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/vrrp-extended/auth-type
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/vrrp-extended/auth-type/md5-auth
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ip/vrrp-extended/auth-type/md5-auth/auth-data

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/interface/Ve/2/ip/vrrp-extended

Request Body

None

Response Body
<vrrp-extended xmlns="urn:brocade.com:mgmt:brocade-vrrp" y:self="/rest/config/running/interface/Ve/2/ip/
vrrp-extended">
<auth-type y:self="/rest/config/running/interface/Ve/2/ip/vrrp-extended/auth-type">
<md5-auth y:self="/rest/config/running/interface/Ve/2/ip/vrrp-extended/auth-type/md5-auth">
</md5-auth>
</auth-type>
</vrrp-extended>

The following is an example of the PATCH operation to configure MD5 authentication.

URI
http:/host:80/rest/config/running/interface/Ve/100/ip/vrrp-extended/auth-type/md5-auth

Request Body

<md5-auth><auth-data>vrrp-e</auth-data></md5-auth>

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ipv6/
access-group

Configures, modifies, or retrieves the Internet Protocol version 6 (IPv6) access group.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/access-group

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

Description

Description

name}/ipv6/access-group/{ipv6-access-list}/{ip-direction} Ve.

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/access-group/{ipv6-access-list}/{ip-direction}/traffic-

type

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/access-group

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/access-group/mgmt-ip-direction

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/
access-group/{ipv6-access-list}/{ip-
direction}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/
access-group

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/
access-group/{ipv6-access-list}/{ip-
direction}/traffic-type

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/
access-group
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Management.

Management.

Payload

<access-group><ipv6-access-list>{ipv6-13-
acl-policy-namel</ipv6-access-list><ip-
direction>{enumeration}</ip-direction></
access-group>

Payload

<access-group><traffic-type>{enumeration}</
traffic-type></access-group>

<access-group><mgmt-ipv6-access-
list>{ipv6-13-acl-policy-name}</mgmt-ipv6-
access-list><mgmt-ip-
direction>{enumeration}</mgmt-ip-
direction></access-group>

Payload

<traffic-type>{enumeration}</traffic-type>

<access-group><mgmt-ipv6-access-
list>{ipv6-13-acl-policy-name}</mgmt-ipv6-
access-list><mgmt-ip-
direction>{enumeration}</mgmt-ip-
direction></access-group>

Configures IPv6 access group.

Retrieves IP direction. Valid interface types: Ethernet, Port-channel,

Displays traffic type. Valid interface types: Ethernet, Port-channel, Ve.

Displays access group configuration. Valid interface type:

Retrieves Management IP direction. Valid interface type:

Description

Configures IP access group. Valid interface
types: Ethernet, Port-channel, Ve.

Description

Enables switched traffic only. Valid interface
types: Ethernet, Port-channel, Ve.

Configures IP Access group. Valid interface
type: Management.

Description

Enables switched traffic only. Valid interface
types: Ethernet, Port-channel, Ve.

Configures IP Access group. Valid interface
type: Management.
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DELETE URIs
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6access-group/{ipv6-access-list}/{ip-direction}
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6access-group/{ipv6-access-list}/{ip-direction}/traffic-type

<base_URI>/config/running/interface/Management/{name}/ipv6/access-group/mgmt-ip-direction

Parameters

ipv6-access-list
Specifies the name of the standard or extended IP access list.

ip-direction
Specifies the binding direction. Valid values are in (ingress direction) and out (egress direction).

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/5%22/ipv6/access-group

Request Body

None

Response Body

<access-group xmlns="urn:brocade.com:mgmt:brocade-ipv6-access-1list" y:self="/rest/config/running/
interface/ethernet/%221/5%22/ipvé6/access-group/acll%s2Cin">
<ipvé6-access-list>acll</ipvé6-access-list>
<ip-direction>in</ip-direction>
</access-group>
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The following is an example of the POST operation to add an access group.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/5%22/ipv6

Request Body
<access-group>
<ipv6-access-list>acl8</ip-access-list>

<ip-direction>in</ip-direction>
</access-group>

Response Body

None

The following is an example of the DELETE operation to remove the access group configuration.

URI
http:/host:80/rest/config/running/interface/ethernet/%221/1%22/ipv6/access-group/(ipv6-access-list)/(ip-direction)

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ipv6/
dhcp/relay

Configures Dynamic Host Configuration Protocol version 6 {DHCPvE} relay.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/dhcp/relay

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/dhcp/relay

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/dhcp/relay/servers/address

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/dhcp/relay/servers/{ipv6-address}

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/dhcp/relay/servers/{ipv6-address}/use-vrf

<base_URI>/config/running/interface/{interface-type}/{interface-

Description

Description

Ve.

Ve.

Ethernet, Ve.

name}/ipv6/dhcp/relay/servers/{ipv6-address}/interface Ve.

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/dhcp/
relay

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/ipv6/dhcp/
relay

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/ipv6/dhcp/
relay

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/dhcp/
relay/servers/{address}/use-vrf

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/dhcp/
relay/servers/{address}/interface

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/dhcp/
relay/servers/{address}

Payload

<servers><address>{ipv6-address}</
address><use-vrf>{vrf-name}</use-vrf></
servers>

<servers><address>{ipv6-address}</address>

<servers><address>{ipv6-address}</
address><interface><interface>{type}</
interface><interface-name>{name}</
interface-name></interface></servers>

Payload

<use-vrf>{common-defivrf-name}</use-vrf>

<interface><interface>{dhcpv6-iftypel</
interface><interface-name>{dhcpv6-
ifnamel</interface-name></interface>

Payload

<servers><use-vrf>{common-defivrf-name}</
use-vrf></servers>

Configures DHCPV6 relay server. Valid interface types: Ethernet, Ve.

Configures DHCPVG relay server. Valid interface types: Ethernet, Ve.

Configures DHCPvV6 server address. Valid interface types: Ethernet,

Configures DHCPvV6 server address. Valid interface types: Ethernet,

Configures DHCPvVG6 server VRF to use. Valid interface types:

Configures DHCPvV6 server interface. Valid interface types: Ethernet,

Description

Configures DHCPvV6 server and VRF to use.
Valid interface types: Ethernet, Ve.

Configures DHCPVG6 server. Valid interface
types: Ethernet, Ve.

Configures DHCPVG6 server interface. Valid
interface types: Ethernet, Ve.

Description

Configures VRF to use. Valid interface types:
Ethernet, Ve.

Configures DHCPV6 server interface. Valid
interface types: Ethernet, Ve.

Description

Configures VRF to use. Valid interface types:
Ethernet, Ve.
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PATCH URIs Payload Description
<base_URI>/config/running/interface/ <interface><interface>{dhcpv6-iftype}</ Configures DHCPvV6 server interface. Valid
{interface-type}/{interface-namel}/ipv6/dhcp/ | interface><interface-name>{dhcpv6- interface types: Ethernet, Ve.
relay/servers/{address}/interface ifnamel</interface-name></interface>

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/dhcp/relay/servers/{ipv6-address}

Parameters

interface-type
Valid interface type:Ethernet and Ve.

address
IPv6 address of the server.

use-vrf
VRF name of the DHCPvV6 server

servers
DHCPvV6 Server IP Address

Usage Guidelines
GET, PUT, PATCH, POST, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/interface/ve/11/ipv6/dhcp/relay

Request Body

None

Response Body

<relay xmlns="urn:brocade.com:mgmt:brocade-dhcpv6" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ve/11/ipv6/dhcp/relay">
<servers y:self="/rest/config/running/interface/Ve/11/ipv6/dhcp/relay/servers/2021:dade::1010">
<address>2021:dade::1010</address>
</servers>
<servers y:self="/rest/config/running/interface/Ve/11/ipv6/dhcp/relay/servers/2031:dade::1010">
<address>2031:dade::1010</address>
</servers>
</relay>
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The following example uses the POST option to configure DHCPvV6 server.

URI
http:/host:80/rest/config/running/interface/{interface-type}/{interface-name}/ipv6/dhcp/relay

Request Body

<servers>
<address>2021:dade::1020</address>
<use-vrf>vrfl</use-vrf>

</servers>

Response Body
None

The following example uses the DELETE option to remove DHCPV6 server.

URI
http://host:80/rest/config/running/interface/{interface-type}/{interface-name}/ipv6/dhcp/relay/servers/2021:dade:: 1020

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ipv6/nd

Configures, modifies, or retrieves the Neighbor Discovery (ND) commands on a specified interface.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-
namel}/ipv6/nd

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/managed-config-flag

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/other-config-flag

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/ra-lifetime

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/reachable-time

<base_URI>/config/running/interface/{interface-typel/{interface-
name}/ipv6/nd/mtu

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/retrans-timer

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/hoplimit

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/router-preference

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/dad/attempts

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/dad/time

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/cache/expire

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/suppress-ra/suppress-ra-flag

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/suppress-ra/mtu

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/suppress-ra/all

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/ra-interval/max-interval

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/ra-interval/min

<base_URI>/config/running/interface/{interface-typel/{interface-
name}/ipv6/nd/send-ra

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/ns-interval

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/nd/address/suppress
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Description

Configures Neighbor Discovery commands on a specified interface.
Valid interface types: Ethernet, Ve.

Description

Sets managed config flag in router advertisement. Valid interface
types: Ethernet, Ve.

Sets other config flag in router advertisement. Valid interface types:
Ethernet, Ve.

Sets lifetime period in seconds. Valid interface types: Ethernet, Ve.

Sets reachable period in milliseconds. Valid interface types: Ethernet,
Ve.

Sets IP MTU in bytes. Valid interface types: Ethernet, Ve.

Sets retransmit interval time. Valid interface types: Ethernet, Ve.

Sets the hop limit. Valid interface types: Ethernet, Ve.

Sets router-preference value on the interface, default is medium.
Valid interface types: Ethernet, Ve.

Sets attempts count for duplicate address detection. Valid interface
types: Ethernet, Ve.

Sets duplicate address detection interval. Valid interface types:
Ethernet, Ve.

Sets cache expire timeout in seconds. Valid interface types: Ethernet,
Ve.

Sets suppress router advertisement flag. Valid interface types:
Ethernet, Ve.

Disables sending MTU in Router-Advertisement messages. Valid
interface types: Ethernet, Ve.

Suppresses response to RS in addition to not sending RAS. Valid
interface types: Ethernet, Ve.

Sets maximum interval in seconds between router advertisements.
Valid interface types: Ethernet, Ve.

Sets minimum interval in seconds between router advertisements.
Valid interface types: Ethernet, Ve.

Sets to send router advertisement. Valid interface types: Ethernet, Ve.

Sets neighbor solicitation interval in seconds. Valid interface types:
Ethernet, Ve.

Suppresses all IPv6 addresses in router advertisement. Valid
interface types: Ethernet, Ve.
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GET URIs

<base_URI>/config/running/interface/{interface-typel/{interface-

name}/ipv6/nd/broadcast-mac-trap

POST URIs

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/ipv6/nd/

address

PATCH URIs

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

managed-config-flag

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

other-config-flag

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/
ipv6/nd/ra-lifetime

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

reachable-time

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
ipve/nd/mtu

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

retrans-timer

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

hoplimit

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

router-preference/high

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

router-preference/low

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

router-preference/medium

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

router-preference/dad/attempts

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/
ipv6/nd/dad/time

<base_URI>/config/running/interface/

{interface-type}/{interface-namel}/ipv6/nd/

cache/expire

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/ipv6/nd/

suppress-ra/suppress-ra-flag
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Description

Enables the trap for all the ipv6 packets with broadcast MAC. Valid

interface types: Ethernet, Ve.

Payload

<suppressing-address><suppress-ipv6-
address>(req_val)</suppress-ipv6-
address><suppress /></suppressing-
address>

Payload

<managed-config-flag />

<other-config-flag>{enumeration}</other-

config-flag>

<ra-lifetime>{decimal}</ra-lifetime>

<reachable-time>{decimall</reachable-time>

<mtu>{decimal}</mtu>

<retrans-timer>{decimal}</retrans-timer>

<hoplimit>{decimal}</hoplimit>

<high>{enumeration}</high>

<low>{enumeration}</low>

<medium>{enumeration}</medium>

<attempts>{decimal}</attempts>

<time>{decimal}</time>

<expire>{decimal}</expire>

<suppress-ra-flag></suppress-ra-flag>

Description

Suppresses all IPv6 addresses in router
advertisement. Valid interface types:
Ethernet, Ve.

Description

Sets managed config flag in router
advertisement. Valid interface types:
Ethernet, Ve.

Sets other config flag in router
advertisement. Valid interface types:
Ethernet, Ve.

Sets RA lifetime period in seconds. Valid
interface types: Ethernet, Ve.

Sets reachable period in milliseconds. Valid
interface types: Ethernet, Ve.

Sets IP MTU in bytes. Valid interface types:
Ethernet, Ve.

Sets retransmit interval time. Valid interface
types: Ethernet, Ve.

Sets the hop limit. Valid interface types:
Ethernet, Ve.

Sets router-preference value as high on the
interface. Valid interface types: Ethernet, Ve.

Sets router-preference value as low on the
interface. Valid interface types: Ethernet, Ve.

Sets router-preference value as medium on
the interface. Valid interface types: Ethernet,
Ve.

Sets attempts count for duplicate address
detection. Valid interface types: Ethernet, Ve.

Sets duplicate address detection interval.
Valid interface types: Ethernet, Ve.

Sets cache expire timeout in seconds. Valid
interface types: Ethernet, Ve.

Sets suppress router advertisement flag.
Valid interface types: Ethernet, Ve.
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PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
suppress-ra/mtu

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/ipv6/nd/
suppress-ra/all

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/
ipv6/nd/ra-interval/max-interval

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
ipv6/nd/ra-interval/min

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
send-ra

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
ipv6/nd/ns-interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
address/suppress

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
broadcast-mac-trap

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/ipv6/nd/
address/suppressing-address/(suppress-
ipv6-address)

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/ipv6/nd/
prefix/(prefix-ipv6-address)

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/ipv6/nd/
prefix/(prefix-ipv6-address)

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
managed-config-flag

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
other-config-flag

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
ipv6/nd/ra-lifetime

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
reachable-time

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
ipve/nd/mtu
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Payload

<mtu></mtu>

<all></all>

<max-interval>{decimal}</max-interval>

<min>{decimal}</min>

<send-ra></send-ra>

<ns-interval>{decimal}</ns-interval>

<suppress></suppress>

<broadcast-mac-trap></broadcast-mac-

trap>

<suppressing-address><suppress /></

suppressing-address>

<prefix><no-onlink></no-onlink></prefix>

<prefix><off-link></off-link></prefix>

Payload

<managed-config-flag />

<other-config-flag>{enumeration}</other-

config-flag>

<ra-lifetime>{decimal}</ra-lifetime>

<reachable-time>{decimal}</reachable-time>

<mtu>{decimal}</mtu>

interface/{interface-type}/{interface-name}/ipv6/nd

Description

Disables sending MTU in Router-
Advertisement messages. Valid interface
types: Ethernet, Ve.

Suppresses response to RS in addition to not
sending RAS. Valid interface types: Ethernet,
Ve.

Sets maximum interval in seconds between
router advertisements. Valid interface types:
Ethernet, Ve.

Sets minimum interval in seconds between
router advertisements. Valid interface types:
Ethernet, Ve.

Sets to send router advertisement. Valid
interface types: Ethernet, Ve.

Sets neighbor solicitation interval in seconds.
Valid interface types: Ethernet, Ve.

Suppresses all IPv6 addresses in router
advertisement. Valid interface types:
Ethernet, Ve.

Enables the trap for all the ipv6 packets with
broadcast MAC. Valid interface types:
Ethernet, Ve.

Suppresses the specified IPv6 address in
router advertisement. Valid interface types:
Ethernet, Ve.

Specifies to not use prefix for onlink
determination. Valid interface types: Ethernet,
Ve.

Prefix is offlink. Valid interface types:
Ethernet, Ve.

Description

Sets managed config flag in router
advertisement. Valid interface types:
Ethernet, Ve.

Sets other config flag in router
advertisement. Valid interface types:
Ethernet, Ve.

Sets RA lifetime period in seconds. Valid
interface types: Ethernet, Ve.

Sets reachable period in milliseconds. Valid
interface types: Ethernet, Ve.

Sets IP MTU in bytes. Valid interface types:
Ethernet, Ve.
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PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
retrans-timer

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/ipv6/nd/
hoplimit

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
router-preference/high

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/ipv6/nd/
router-preference/low

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
router-preference/medium

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/ipv6/nd/
router-preference/dad/attempts

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/
ipv6/nd/dad/time

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
cache/expire

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
suppress-ra/suppress-ra-flag

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/ipv6/nd/
suppress-ra/mtu

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
suppress-ra/all

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
ipv6/nd/ra-interval/max-interval

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
ipv6/nd/ra-interval/min

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
send-ra

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/
ipv6/nd/ns-interval

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/ipv6/nd/
address/suppress

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
broadcast-mac-trap

Payload

<retrans-timer>{decimal}</retrans-timer>

<hoplimit>{decimal}</hoplimit>

<high>{enumeration}</high>

<low>{enumeration}</low>

<medium>{enumeration}</medium>

<attempts>{decimal}</attempts>

<time>{decimal}</time>

<expire>{decimal}</expire>

<suppress-ra-flag></suppress-ra-flag>

<mtu></mtu>

<all></all>

<max-interval>{decimal}</max-interval>

<min>{decimal}</min>

<send-ra></send-ra>

<ns-interval>{decimal}</ns-interval>

<suppress></suppress>

<broadcast-mac-trap></broadcast-mac-
trap>

Description

Sets retransmit interval time. Valid interface
types: Ethernet, Ve.

Sets the hop limit. Valid interface types:
Ethernet, Ve.

Sets router-preference value as high on the
interface. Valid interface types: Ethernet, Ve.

Sets router-preference value as low on the
interface. Valid interface types: Ethernet, Ve.

Sets router-preference value as medium on
the interface. Valid interface types: Ethernet,
Ve.

Sets attempts count for duplicate address
detection. Valid interface types: Ethernet, Ve.

Sets duplicate address detection interval.
Valid interface types: Ethernet, Ve.

Sets cache expire timeout in seconds. Valid
interface types: Ethernet, Ve.

Sets suppress router advertisement flag.
Valid interface types: Ethernet, Ve.

Disables sending MTU in Router-
Advertisement messages. Valid interface
types: Ethernet, Ve.

Suppresses response to RS in addition to not
sending RAS. Valid interface types: Ethernet,
Ve.

Sets maximum interval in seconds between
router advertisements. Valid interface types:
Ethernet, Ve.

Sets minimum interval in seconds between
router advertisements. Valid interface types:
Ethernet, Ve.

Sets to send router advertisement. Valid
interface types: Ethernet, Ve.

Sets neighbor solicitation interval in seconds.
Valid interface types: Ethernet, Ve.

Suppresses all IPv6 addresses in router
advertisement. Valid interface types:
Ethernet, Ve.

Enables the trap for all the ipv6 packets with
broadcast MAC. Valid interface types:
Ethernet, Ve.
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PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/nd/
prefix/(prefix-ipv6-address)/no-onlink

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/ipv6/nd/
prefix/(prefix-ipv6-address)/off-link

DELETE URIs

Payload

<prefix><no-onlink></no-onlink></prefix>

<prefix><off-link></off-link></prefix>

interface/{interface-type}/{interface-name}/ipv6/nd

Description

Specifies to not use prefix for onlink

determination. Valid interface types: Ethernet,

Ve.

Prefix is offlink. Valid interface types:
Ethernet, Ve.

<base_URI>/config/running/interface/{interface-typel}/{interface-name}/ipv6/nd/managed-config-flag

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/other-config-flag

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/ra-lifetime

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/reachable-time

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/mtu

<base_URI>/config/running/interface/{interface-typel/{interface-name}/ipv6/nd/retrans-timer

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/hoplimit

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/router-preference/high

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/router-preference/low

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/router-preference/medium

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/router-preference/dad/attempts

<base_URI>/config/running/interface/{interface-type}/{interface-namel}/ipv6/nd/dad/time

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/cache/expire

<base_URI>/config/running/interface/{interface-type}/{interface-namel}/ipv6/nd/suppress-ra/suppress-ra-flag

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/suppress-ra/mtu

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/suppress-ra/all

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/ra-interval/max-interval

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/ra-interval/min
<base_URI>/config/running/interface/{interface-type}/{interface-namel}/ipv6/nd/send-ra

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/ns-interval

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/address/suppress

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/broadcast-mac-trap

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/address/suppressing-address/(suppress-ipv6-address)

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/prefix/(prefix-ipv6-address)/no-onlink

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/prefix/ (prefix-ipv6-address)/off-link

Parameters

interface-type

Valid interface types:Ethernet and Ve.

ra-lifetime

Specifies the RA lifetime period in seconds. Valid values are from O through 9000 seconds. Default value is 1800

seconds.

reachable-time

Specifies the reachable period in milliseconds. Valid values are from O through 3600000. The default value is O.
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mtu
Specifies the IP MTU in bytes. Valid values are from 1280 through 65535. The default value is 1500.

retrans-timer
Specifies the retransmit interval time in milliseconds. Valid values are from O through 4294967295. The default value

is O.

hoplimit
Specifies the hop limit. Valid values are from O through 255. The default value is 64.

dad attempts
Specifies the number of neighbor solicitation attempts for duplicate address detection. Valid values are from O through
10 attempts. Default value is 2.

dad time
Specifies the duplicate address detection interval in seconds. Valid values are from 1 through 5 seconds. Default value
is 1 second.

expire

Specifies the time interval after which the cache is deleted or refreshed. Valid values are from 30 through 14400
seconds. The default value is 14400.

max-interval
Specifies the maximum interval in seconds between router advertisements. Valid values are from 4 through 1800
seconds. The default value is 600.

min
Specifies the minimum interval in seconds between router advertisements. Valid values are from 4 through 1800
seconds. The default value is 200.

ns-interval
Specifies the neighbor solicSitation interval in seconds. Valid values are from 1 through 5 seconds. Default value is 1
second.

Usage Guidelines

124

GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd

Request Body

None

Response Body

<nd xmlns="urn:brocade.com:mgmt:brocade-ipv6-nd-ra" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%$221/1%22/ipv6/nd">
<suppress-ra y:self="/rest/config/running/interface/Ethernet/%$221/1%22/ipv6/nd/suppress-ra">
</suppress-ra>
<ra-interval y:self="/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/ra-interval">
</ra-interval>
<router-preference y:self="/rest/config/running/interface/Ethernet/%$221/1%22/ipv6/nd/router-
preference">
</router-preference>
<ra-dns-server y:self="/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/ra-dns-server/
2100:21:2134::566">
<dns-server-prefix>2100:21:2134::566</dns-server-prefix>
</ra-dns-server>
<ra-dns-server y:self="/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/ra-dns-server/
3600:36::1">
<dns-server-prefix>3600:36::1</dns-server-prefix>
</ra-dns-server>
<ra-dns-server y:self="/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/ra-dns-server/
3600:36::11">
<dns-server-prefix>3600:36::11</dns-server-prefix>
</ra-dns-server>
<ra-domain-name y:self="/rest/config/running/interface/Ethernet/%$221/1%22/ipv6/nd/ra-domain-name/
dhiya.in">
<domain-name-string>dhiya.in</domain-name-string>
</ra-domain-name>
<ra-domain-name y:self="/rest/config/running/interface/Ethernet/%$221/1%22/ipv6/nd/ra-domain-name/
dhiya.sk">
<domain-name-string>dhiya.sk</domain-name-string>
</ra-domain-name>
<ra-domain-name y:self="/rest/config/running/interface/Ethernet/%$221/1%22/ipv6/nd/ra-domain-name/
dhiya.uk">
<domain-name-string>dhiya.uk</domain-name-string>
</ra-domain-name>
<ra-domain-name y:self="/rest/config/running/interface/Ethernet/%$221/1%22/ipv6/nd/ra-domain-name/
dhiya.us">
<domain-name-string>dhiya.us</domain-name-string>
</ra-domain-name>
<address y:self="/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/address">

</address>
<dad y:self="/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/dad">
</dad>
<cache y:self="/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/cache">
</cache>

</nd>
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The following is an example of the PUT operation to configure managed config flag on a specified interface.

URI
http:/host:80/rest/config/running/interface/{interface-type}/{interface-name}/ipv6/nd/managed-config-flag

Request Body

<managed-config-flag>true</managed-config-flag>

Response Body

None

The following is an example of the DELETE operation to remove managed config flag on a specified interface.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/1%22/ipv6/nd/managed-config-flag

Request Body

None

Response Body

None

History

126

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ipv6/ospf

Configures, modifies, or retrieves the Open Shortest Path First (OSPF) version 3.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/active

GET URIs

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/area

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/active

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/passive

<base_URI>/config/running/interface/{interface-type}/{namel/ipv6/
ospf/bfd

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/bfd/bfd-enable

<base_URI>/config/running/interface/{interface-typel/{name}/ipv6/
ospf/cost

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/instance

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/mtu-ignore

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/network

<base_URI>/config/running/interface/{interface-type}/{namel/ipv6/
ospf/priority

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/suppress-linkisa

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/authentication/ipsec

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/authentication/ipsec/key-add-remove-interval

<base_URI>/config/running/interface/{interface-type}/{namel/ipv6/
ospf/hello-interval

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/dead-interval

<base_URI>/config/running/interface/{interface-type}/{namel/ipv6/
ospf/hello-jitter

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/
ospf/retransmit-interval

<base_URI>/config/running/interface/{interface-typel/{name}/ipv6/
ospf/transmit-delay
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Description

Configures PBR (IPv6). Valid interface types: Ethernet, Ve, Loopback.

Description

Displays the OSPF router area id. Valid interface types: Ethernet, Ve,
Loopback.

Sets a specific OSPFv3 interface to active. Valid interface types:
Ethernet, Ve, Loopback.

Sets a specific OSPFv3 interface to passive. Valid interface types:
Ethernet, Ve, Loopback.

Displays BFD operation mode on this interface. Valid interface types:
Ethernet, Ve, Loopback.

Displays whether BFD is enabled on this interface.Valid interface
types: Ethernet, Ve, Loopback.

Displays cost for a specific OSPFv3 interface. Valid interface types:
Ethernet, Ve, Loopback.

Displays the number of OSPFv3 instances running on an
interface Valid interface types: Ethernet, Ve, Loopback.

Displays whether maximum transmission unit (MTU) match checking
is enabled or disabled. Valid interface types: Ethernet, Ve, Loopback.

Displays network type. Valid interface types: Ethernet, Ve, Loopback.

Displays priority for designated router (DR) election and backup
designated routers (BDRs) on the interface you are connected to.
Valid interface types: Ethernet, Ve, Loopback.

Displays whether link LSA advertisements are suppressed. Valid
interface types: Ethernet, Ve, Loopback.

Displays IPSEC authentication for the interface. Valid interface types:
Ethernet, Ve, Loopback.

Displays key add or remove interval in seconds.Valid interface types:
Ethernet, Ve, Loopback.

Sets the length of time between the transmission of hello packets
that an interface sends to neighbor routers. Valid interface types:
Ethernet, Ve, Loopback.

Displays the time period for which a neighbor router waits for a hello
packet from the device before declaring the router down. Valid
interface types: Ethernet, Ve, Loopback.

Displays the allowed jitter between HELLO packets. Valid interface
types: Ethernet, Ve, Loopback.

Displays the retransmit interval. Valid interface types: Ethernet, Ve,
Loopback.

Displays transmit delay for link-update packets. Valid interface types:
Ethernet, Ve, Loopback.
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PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
active

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
passive

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
cost

<base_URI>/config/running/interface/
{interface-type}/{interface-namel/ipv6/ospf/
instance

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
mtu-ignore

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
network

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
priority

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
suppress-linklsa

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
authentication/ipsec/key-add-remove-
interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
hello-interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
dead-interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
hello-jitter

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
retransmit-interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/ospf/
transmit-delay

Payload

<active>{enumeration}</active>

<passive>{enumeration}</passive>

<cost>{uint32}</cost>

<instance>{uint32}</instance>

<mtu-ignore>{enumeration}</mtu-ignore>

<network>{enumeration}</network>

<priority>{uint32}</priority>

<suppress-linklsa>{fenumeration}</suppress-
linklsa>

<key-add-remove-interval>{common-
defitime-interval-sec}</key-add-remove-
interval>

<hello-interval>{common-def:time-interval-
sec)</hello-interval>

<dead-interval>{common-def:time-interval-
seck/dead-interval>

<hello-jitter>{uint32}</hello-jitter>

<retransmit-interval>{common-def:time-
interval-sec}</retransmit-interval>

<transmit-delay>{common-defitime-interval-
sec}</transmit-delay>

Description

Sets a specific OSPFv3 interface to active.
Valid interface types: Ethernet, Ve, Loopback.

Sets a specific OSPFv3 interface to passive.
Valid interface types: Ethernet, Ve, Loopback.

Configures cost for a specific OSPFv3
interface. Valid interface types: Ethernet, Ve,
Loopback.

Specifies the number of OSPFv3 instances
running on an interface. Valid interface types:
Ethernet, Ve, Loopback.

Enables or disables maximum transmission
unit (MTU) match checking. Valid interface
types: Ethernet, Ve, Loopback.

Configures network type. Valid interface
types: Ethernet, Ve, Loopback.

Configures priority for designated router (DR)
election and backup designated routers

(BDRs) on the interface you are connected to.
Valid interface types: Ethernet, Ve, Loopback.

Suppresses link LSA advertisements. Valid
interface types: Ethernet, Ve, Loopback.

Key add or remove interval in seconds.Valid
interface types: Ethernet, Ve, Loopback.

Sets the length of time between the
transmission of hello packets that an
interface sends to neighbor routers. Valid
interface types: Ethernet, Ve, Loopback.

Specifies the time period for which a
neighbor router waits for a hello packet from
the device before declaring the router down.
Valid interface types: Ethernet, Ve, Loopback.

Sets the allowed jitter between HELLO
packets. Valid interface types: Ethernet, Ve,
Loopback.

Configures the retransmit interval. The
retransmit interval is the time between Link-
State Advertisement (LSA) retransmissions
to adjacent routers for a given interface. Valid
interface types: Ethernet, Ve, Loopback.

Configures transmit delay for link-update
packets. The transmit delay is the estimated
time required for OSPFv3 to send linkstate
update packets on the interface to which you
are connected. Valid interface types: Ethernet,
Ve, Loopback.
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PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-typel/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

<base_URI>/config/running/interface/
{interface-type}/{name}/ipv6/ospf/
authentication/ipsec

DELETE URIs

Payload

<authentication><spi>{spi-value-type}</
spi><ah>{algorithm-type-ahj</
ah><disable>{enumeration}</disable></
authentication>

<authentication><spi>{spi-value-typel</
spi><no-encrypt>{enumeration}</no-
encrypt><disable>{enumeration}</disable></
authentication>

<authentication><spi>{spi-value-typel</
spi><key>{ipsec-authentication-hexkey-
string}</key><disable>{enumeration}</
disable></authentication>

<authentication><spi>{spi-value-type}</
spi><esp>{algorithm-type-esp}</
esp><disable>{enumeration}</disable></
authentication>

<authentication><spi>{spi-value-type}</
spi><esp-no-encrypt>{enumeration}</esp-
no-encrypt><disable>{enumeration}</
disable></authentication>

<authentication><spi>{spi-value-type}</
spi><esp-key>{ipsec-authentication-hexkey-
stringl</esp-key><disable>{enumeration}</
disable></authentication>

<authentication><spi>{spi-value-typel</
spi><esp-auth>{algorithm-type-ah}</esp-
auth><disable>{enumeration}</disable></
authentication>

<authentication><spi>{spi-value-typel</
spi><no-encrypt>{enumeration}</no-
encrypt><disable>{enumeration}</disable></
authentication>

<authentication><spi>{spi-value-type}</
spi><key>{ipsec-authentication-hexkey-
stringl</key><disable>{enumeration}</
disable></authentication>

<ipsec><key-add-remove-interval>{common-
defitime-interval-sec}</key-add-remove-
interval></ipsec>

<base_URI>/config/running/interface/{interface-typel/{namel}/ipv6/ospf/area

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/active

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/passive

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/bfd

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/bfd/bfd-enable

<base_URI>/config/running/interface/{interface-typel/{namel}/ipv6/ospf/cost

<base_URI>/config/running/interface/{interface-type}/{namel}/ipv6/ospf/instance

<base_URI>/config/running/interface/{interface-type}/{namel}/ipv6/ospf/mtu-ignore

<base_URI>/config/running/interface/{interface-typel/{name}/ipv6/ospf/network

<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/priority
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Description

Security Parameter Index specifying the
authentication algorithm to use. Valid
interface types: Ethernet, Ve, Loopback.

Security Parameter Index without encrypting
the key. Valid interface types: Ethernet, Ve,
Loopback.

Security Parameter Index with Key used for
ah. Valid interface types: Ethernet, Ve,
Loopback.

Security Parameter Index specifying
Encapsulating Security Payload (ESP).Valid
interface types: Ethernet, Ve, Loopback.

Security Parameter Index without encrypting
the key.Valid interface types: Ethernet, Ve,
Loopback.

Security Parameter Index with Hexadecimal
key string for ESPValid interface types:
Ethernet, Ve, Loopback.

Security Parameter Index using
Authentication Algorithm.Valid interface
types: Ethernet, Ve, Loopback.

Security Parameter Index without encrypting
the key.Valid interface types: Ethernet, Ve,
Loopback.

Security Parameter Index with Hexadecimal
key string for authentication algorithm. Valid
interface types: Ethernet, Ve, Loopback.

Key add or remove interval in seconds. Valid
interface types: Ethernet, Ve, Loopback.
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DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{namel/ipv6/ospf/suppress-linklsa
<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/authentication/ipsec
<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/authentication/ipsec/key-add-remove-interval
<base_URI>/config/running/interface/{interface-typel/{name}/ipv6/ospf/hello-interval
<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/dead-interval
<base_URI>/config/running/interface/{interface-typel/{name}/ipv6/ospf/hello-jitter
<base_URI>/config/running/interface/{interface-type}/{name}/ipv6/ospf/retransmit-interval

<base_URI>/config/running/interface/{interface-typel/{namel}/ipv6/ospf/transmit-delay

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/10%22/ipv6/ospf

Request Body

None

Response Body

<ospf xmlns="urn:brocade.com:mgmt:brocade-ospfv3" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%$220/10%22/ipv6/ospf">

<area>10</area>
<pbfd y:self="/rest/config/running/interface/Ethernet/%220/10%22/ipv6/ospf/bfd">
</bfd>

<authentication y:self="/rest/config/running/interface/Ethernet/%$220/10%22/ipv6/ospf/authentication">
<ipsec y:self="/rest/config/running/interface/Ethernet/%220/10%22/ipv6/ospf/authentication/ipsec">
</ipsec>
</authentication>
</ospf>
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The following example uses the PATCH option to configure OSPF.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/10%22/ipv6/ospf

Request Body

<ospf><area>10</area></ospf>

Response Body
None

The following example uses the DELETE option to remove the OSPF configuration.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/10%22/ipv6/ospf

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ipv6/
ospf/bfd

Configures, modifies, or retrieves Bidirectional Forwarding Detection (BFD) information for an IPv6 interface.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/bfd

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/bfd

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/bfd/intf-bfd-enable

PATCH URIs Payload

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/ipv6/ enable></bfd>
ospf/bfd
PUT URIs Payload

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/ipv6/
ospf/bfd/bfd-enable

DELETE URIs

<bfd><bfd-enable>{enumeration}</bfd-

<bfd-enable>{enumeration}</bfd-enable>

Description

Configures, modifies, or retrieves BFD information for an interface.
Valid interface types: Ethernet, Ve, Loopback.

Description

Retrieves BFD operation mode details. Valid interface types:
Ethernet, Ve, Loopback.

Returns "true" if BFD operation mode is enabled on this interface.
Valid interface types: Ethernet, Ve, Loopback.

Description

Enables BFD operation mode on this
interface. Valid interface types: Ethernet, Ve,
Loopback.

Description

Enables BFD operation mode on this
interface. Valid interface types: Ethernet, Ve,
Loopback.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/ospf/bfd

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/ospf/bfd/bfd-enable

Parameters

interface-type
Allowed values are Ethernet, Loopback, and Ve.

bfd-enable
Enables BFD: Boolean variable.

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/ipv6/ospf/bfd

Request Body

None

Response Body

<bfd xmlns="urn:brocade.com:mgmt:brocade-ospfv3" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%220/10%22/ipv6/ospf/bfd">

<bfd-enable>true</bfd-enable>
</bfd>

The following example uses the PATCH option to enable BFD.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/107%22/ipv6/ospf/

Request Body

<ospf><bfd><bfd-enable>true</bfd-enable></bfd></ospf>

Response Body
None

The following example uses the DELETE option to remove the BFD configuration.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/ipv6/ospf/bfd

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ipv6/
policy

Configures, modifies, or retrieves the Policy-based Routing (PBR) configuration.

Resource URIs

<base_URI>/config/running/interface/{interface-typel/{interface- Configures PBR (IPv6). Valid interface types: Ethernet, Ve.
name}/ipv6/policy

<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves PBR (IPv6) policy. Valid interface types: Ethernet, Ve.
name}/ipv6/policy

<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves PBR (IPv6) route map. Valid interface types: Ethernet, Ve.
name}/ipv6/policy/route-map

<base_URI>/config/running/interface/{interface-type}/{interface- Retrieves PBR (IPv6) route map name. Valid interface types:
name}/ipv6/policy/route-map/ipv6-route-map-name Ethernet, Ve.

<base_URI>/config/running/interface/ <route-map><ipv6-route-map- Configures PBR (IPv6). Valid interface types:
Ethernet/{name}/ipv6/policy/route-map name>{common-def:name-string63}</ipv6- | Ethernet, Ve.
route-map-name></route-map>

<base_URI>/config/running/interface/ <ipv6-route-map-name>{common- Configures PBR (IPv6). Valid interface types:
Ethernet/{name}/ipv6/policy/route-map/ def:name-string63}</ipv6-route-map- Ethernet, Ve.
ipv6-route-map-name name>

<base_URI>/config/running/interface/Ethernet/{name}/ipv6/policy/route-map/ipv6-route-map-name

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/interface/Ethernet/%221/1%22/ipv6/policy

Request Body

None

Response Body
None

The following is an example of the PUT operation to configure a route map.

URI
http://host:80/rest/config/running/interface/Ethernet/%221/1%22/ipv6/policy/route-map/mapl0

Request Body
<policy xmlns="urn:brocade.com:mgmt:brocade-ip-policy" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/interface/Ethernet/%221/39%22/ipv6/policy">
<route-map y:self="/rest/config/running/interface/Ethernet/%221/39%22/ipv6/policy/route-map">
<ipv6-route-map-name>mapl0</ipv6-route-map-name>
</route-map>
</policy>

Response Body
None

The following is an example of the DELETE operation to remove a route map.

URI
http://host:80/rest/config/running/interface/Ethernet/%221/1%22/ipv6/policy/route-map/map10

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/ipv6/
vrrp-extended

Configures, retrieves, and modifies Virtual Router Redundancy Protocol Extended (VRRP-E).

Resource URIs

URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Configures VRRP-E. Valid interface type: Ve.
name}/ipv6/vrrp-extended

GET URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Displays ipv6 configuration. Valid interface type: Ve.
name}/ipv6/vrrp-extended

<base_URI>/config/running/interface/{interface-type}/{interface- Displays authentication type. Valid interface type: Ve.
namel}/ipv6/vrrp-extended/auth-type

<base_URI>/config/running/interface/{interface-type}/{interface- Displays md5 authentication. Valid interface type: Ve.
namel}/ipv6/vrrp-extended/auth-type/md5-auth

<base_URI>/config/running/interface/{interface-type}/{interface- Displays authentication data. Valid interface type: Ve.
name}/ipv6/vrrp-extended/auth-type/md5-auth/auth-data

PUT URIs Payload Description
<base_URI>/config/running/interface/Ve/ <auth-data>{string}</auth-data> Configures authentication data. Valid
{name}/ipv6/vrrp-extended/auth-type/md5- interface type: Ve.

auth/auth-data

PATCH URIs Payload Description
<base_URI>/config/running/{interface-type}/ | <md5-auth><auth-data>{string}</auth- Configures MD5 authentication. Valid
{interface-name}/ipv6/vrrp-extended/auth- data></md5-auth> interface type: Ve.

type/mdS-auth

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/vrrp-extended
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/vrrp-extended/auth-type
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/vrrp-extended/auth-type/md5-auth
<base_URI>/config/running/interface/{interface-type}/{interface-name}/ipv6/vrrp-extended/auth-type/md5S-auth/auth-data

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ve/2/ipv6/vrrp-extended

Request Body

None

Response Body
<vrrp-extended xmlns="urn:brocade.com:mgmt:brocade-vrrp" y:self="/rest/config/running/interface/Ve/2/
ipvé6/vrrp-extended">
<auth-type y:self="/rest/config/running/interface/Ve/2/ipv6/vrrp-extended/auth-type">
<md5-auth y:self="/rest/config/running/interface/Ve/2/ipv6/vrrp-extended/auth-type/md5-auth">
</md5-auth>
</auth-type>
</vrrp-extended>

The following is an example of the PATCH operation to configure MDS5 authentication.

URI
http:/host:80/rest/config/running/interface/Ve/100/ipv6/vrrp-extended/auth-type/md5S-auth

Request Body

<md5-auth><auth-data>vrrpe</auth-data></md5-auth>

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/link-
error-disable

Configures port link dampening {PLD}.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/link-error-disable

GET URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/link-error-disable

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/link-error-disable/wait-time-in-sec

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/link-error-
disable

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/link-error-
disable

Parameters
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interface-type

Valid interface type:Ethernet only.

link-error-disable-entry

Description

Description

Ethernet.

Payload

<link-error-disable><link-error-disable-
entry>1}</link-error-disable-
entry><sampling-time-in-sec>{unit32}</
sampling-time-in-sec><wait-time-in-
sec>{unit32}</wait-time-in-sec></link-error-
disable>

Payload

<link-error-disable><link-error-disable-
entry>1}</link-error-disable-
entry><sampling-time-in-sec>{unit32}</
sampling-time-in-sec><wait-time-in-
sec>{unit32}</wait-time-in-sec></link-error-
disable>

Specifies the link error disable entry.

sampling-time-in-sec

Specifies the sampling time.
wait-time-in-sec

Specifies the wait time.

Configures port link dampening {PLD}. Valid interface type: Ethernet.

Configures port link dampening {PLD}. Valid interface type: Ethernet.

Configures port link dampening {PLD} wait time. Valid interface type:

Description

Edits port link dampening configuration. Valid
interface type: Ethernet.

Description

Updates port link dampening configuration.
Valid interface type: Ethernet.
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Usage Guidelines
GET, PUT, PATCH, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/link-error-disable

Request Body

None

Response Body

<link-error-disable xmlns="urn:brocade.com:mgmt:brocade-pld" xmlns:y="http://brocade.com/ns/rest"

y:self="/rest/config/running/interface/Ethernet/%$220/10%22/1link-error-disable">
<link-error-disable-entry>10</link-error-disable-entry>
<sampling-time-in-sec>100</sampling-time-in-sec>
<wailt-time-in-sec>200</wait-time-in-sec>

</link-error-disable>

The following example uses the PATCH option to update the configuration.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/link-error-disable

Request Body

<link-error-disable><link-error-disable-entry>10</link-error-disable-entry><sampling-time-in-sec>100</
sampling-time-in-sec><wait-time-in-sec>200</wait-time-in-sec></link-error-disable>

Response Body

None
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The following example uses the DELETE option to remove the link-error-disable configuration.

URI
http:/host:80/rest/config/running/interface/ethernet/%220/10%22/link-error-disable

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/link-fault-

signaling

Configures, retrieves, and modifies Link Fault Signaling {LFS}.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/link-fault-signaling

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/link-fault-signaling

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/link-fault-signaling/tx

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/link-fault-signaling/rx

PATCH URIs Payload

<base_URI>/config/running/interface/ <rx>{enumeration}</rx>
{interface-type}/{interface-name}/link-fault-
signaling/rx

<base_URI>/config/running/interface/ <tx>{enumeration}</rx>
{interface-typel}/{interface-name}/link-fault-
signaling/tx

PUT URIs Payload

<base_URI>/config/running/interface/ <rx>{enumeration}</rx>
{interface-type}/{interface-name}/link-fault-
signaling/rx

<base_URI>/config/running/interface/ <tx>{fenumeration}</rx>
{interface-type}/{interface-name}/link-fault-
signaling/tx

DELETE URIs

Description

Configures LFS. Valid interface type: Ethernet.

Description

Retrieves LFS. Valid interface type: Ethernet.

Retrieves TX LFS. Valid interface type: Ethernet.

Retrieves RX LFS. Valid interface type: Ethernet.

Description

Configures RX LFS. Valid interface type:

Ethernet.

Configures TX LFS. Valid interface type:

Ethernet.

Description

Configures RX LFS. Valid interface type:

Ethernet.

Configures TX LFS. Valid interface type:

Ethernet.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/link-fault-signaling/tx

<base_URI>/config/running/interface/{interface-type}/{interface-name}/link-fault-signaling/rx

Parameters

interface-type
Valid interface type:Ethernet only.

rx
Specifies RX LFS
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x
Specifies TX LFS

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%226/57%22//link-fault-signaling

Request Body

None

Response Body

<link-fault-signaling xmlns="urn:brocade.com:mgmt:brocade-1fs" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/interface/Ethernet/%226/57%22/1ink-fault-signaling">

<rx>on</rx>

<tx>on</tx>
</link-fault-signaling>

The following example uses the PATCH option to configure RX LFS.

URI
http://host:80/rest/config/running/interface/Ethernet/%226/57%22//link-fault-signaling/rx

Request Body

<rx>on</rx>

Response Body

None
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The following example uses the DELETE option to remove TX LFS.

URI
http://host:80/rest/config/running/interface/Ethernet//%226/57 %22 //link-fault-signaling/tx

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/Illdp

Configures Link Layer Discovery Protocol {LLDP} at the interface level.

Resource URIs

name}/lldp

<base_URI>/config/running/interface/{interface-type}/{interface-

Configures LLDP at the interface level. Valid interface type: Ethernet.

name}/lldp/disable

<base_URI>/config/running/interface/{interface-type}/{interface-

Retrieves LLDP information. Valid interface type: Ethernet.

name}/lldp/profile

<base_URI>/config/running/interface/{interface-type}/{interface-

Retrieves LLDP profile information. Valid interface type: Ethernet.

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/lldp

<lldp><disable>{string}</disable></lldp>

Enables or disables LLDP. Valid interface
type: Ethernet.

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/lldp

<lldp><profilex{string}</profile></lldp>

Configures LLDP profile. Valid interface type:
Ethernet.

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/lldp

<disable>{string}</disable>

Enables or disables LLDP. Valid interface
type: Ethernet.

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/lldp

<profile>{string}</profile>

Configures LLDP profile. Valid interface type:
Ethernet.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/lldp/profile

Parameters

interface-type
Valid interface type:Ethernet only.

profile
Specifies the LLDP profile.

Usage Guidelines
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/interface/Ethernet/%222/7%22/Idp/profile

Request Body

None

Response Body

<profile>profilel</profile>

The following example uses the PATCH option to configure LLDP profile.

URI
http:/host:80/rest/config/running/interface/Ethernet/%222/77%22/lIdp/profile

Request Body

<profile>profilel</profile>

Response Body
None

The following example uses the DELETE option to remove LLDP profile.

URI
http:/host:80/rest/config/running/interface/Ethernet/%222/77%22/lldp/profile

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/
protocol/ptp

Configures Precision Time Protocol (PTP).

Resource URIs

148

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/protocol/ptp

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/protocol/ptp

POST URIs

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/protocol

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
protocol/ptp

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
protocol/ptp

PATCH URIs

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
protocol/ptp/sync-interval

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
protocol/ptp/delay-request-min-interval

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
protocol/ptp/announce-interval

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/
protocol/ptp/announce-timeout

Description

Description

channel.

Payload

<ptp><sync-interval>{int32}</sync-
interval><delay-request-min-
interval>{int32}</delay-request-min-
interval><ptp-vlan>{vlan-type}</ptp-
vlan><enable>{enumerate}</enable></ptp>

<enable>true</enable>

<ptp-vlan>{vlan-type}</ptp-vlan>

Payload

<sync-interval>{int32}</sync-interval>

<delay-request-min-interval>{int32}</delay-
request-min-interval>

<announce-interval>{uint32}</announce-
interval>

<announce-timeout>{uint32}</announce-
timeout>

Configures PTP. Valid interface types: Ethernet and Port-channel.

Retrieves PTP configuration. Valid interface types: Ethernet and Port-

Description

Configures PTP globally on an interface.
Valid interface types: Ethernet and Port-
channel.

Enables PTP on an interface. Valid interface
types: Ethernet and Port-channel.

Configures the VLAN used to transmit
Precision Time Protocol (PTP) frames. Valid
interface types: Ethernet and Port-channel.

Description

Configures Interval between PTP

synchronization messages. Range: -4 - +2.
Default value is -1 (i.e. 2pkts/second). Valid
interface types: Ethernet and Port-channel.

Configures minimal interval allowed between
PTP Delay-Request messages. The valid
range is from -4 to 2 log seconds. Default
value is -1 (i.e. 2 pkts/second). Valid interface
types: Ethernet and Port-channel.

Configure the interval between PTP
announce messages on edge interface. The
range for PTP announcement interval is from
0 to 4 log seconds. Default interval value is O
(i.e. one sec). Valid interface types: Ethernet
and Port-channel.

Configure the number of announce intervals
elapsed before timeout occurs on an
interface. The valid timeout count is from 3 to
10. Default value is 3. Valid interface types:
Ethernet and Port-channel.
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DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/protocol/ptp
<base_URI>/config/running/interface/{interface-type}/{interface-name}/protocol/ptp/enable
<base_URI>/config/running/interface/{interface-type}/{interface-name}/protocol/ptp/ptp-vian
<base_URI>/config/running/interface/{interface-type}/{interface-name}/protocol/ptp/sync-interval
<base_URI>/config/running/interface/{interface-type}/{interface-name}/protocol/ptp/delay-request-min-interval
<base_URI>/config/running/interface/{interface-type}/{interface-name}/protocol/ptp/announce-interval

<base_URI>/config/running/interface/{interface-type}/{interface-name}/protocol/ptp/announce-timeout

Parameters

interface-type
Valid interface types: Ethernet and Port-channel.

ptp-vian
VLAN used to transmit Precision Time Protocol (PTP) frames. Default is the access vlan on the access port, native

vlan on the trunk port.

enable
Represents whether PTP is enabled. (Boolean)

sync-interval
Interval between PTP synchronization messages. Range: -4 - 2. Default value is -1 (i.e. 2pkts/second)

delay-request-min-interval
Minimum interval allowed between PTP Delay-Request messages. Range: -4 to 2 log seconds. Default is -1 (i.e. 2
packets/second).

announce-interval
Interval between PTP announce messages on edge interface. Range: O to 4 log seconds. Default interval value is O (i.e.
one second).

announce-timeout
The number of announce intervals elapsed before timeout occurs on an interface. Range: 3 to 10. Default is 3.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02 149



interface/{interface-type}/{interface-name}/protocol/ptp

Examples
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The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Etheret/%220/31:1%22/protocol/ptp

Request Body

None

Response Body
<ptp xmlns="urn:brocade.com:mgmt:brocade-ptp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/config/
running/interface/Ethernet/%$220/31:1%22/protocol/ptp">
<enable>true</enable>
<sync-interval>-2</sync-interval>
<delay-request-min-interval>-2</delay-request-min-interval>
<ptp-vlan>4089</ptp-vlan>
</ptp>

The following is an example of the POST operation to create a PTP configuration.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/31:1%22/protocol

Request Body

<ptp><sync-interval>-2</sync-interval><delay-request-min-interval>-2</delay-request-min-interval><ptp-
v1lan>4089</ptp-vlan><enable>true</enable></ptp>

Response Body
None

The following is an example of the DELETE operation to remove a PTP configuration.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/31:1%22/protocol/ptp

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/qos

Configures, modifies and retrieves QoS on an interface.

Resource URIs

152

URI

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/dscp-cos

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/dscp-mutation

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/dscp-traffic-class

<base_URI>/config/running/interface/{interface-typel/{interface-
name}/qos/cos

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/traffic-class

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/trust

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/trust/cos

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/trust/dscp

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/cos-mutation

<base_URI>/config/running/interface/{interface-type}/{interface-
namel}/qos/traffic-class-cos

<base_URI>/config/running/interface/{interface-type}/{interface-
namel}/qos/cos-traffic-class

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/random-detect

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/random-detect/traffic-class/{red-tc-value}

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/drop-monitor

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/drop-monitor/enable

<base_URI>/config/running/interface/{interface-typel/{interface-
name}/qos/flowcontrol

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/flowcontrol/rx

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/rx-queue

Description

Configures, modifies and retrieves QoS on an interface.

Description

Quality of Service (Qo0S). Supported interface type: Ethernet, Port-
channel, Ve.

Apply DSCP-to-Traffic-Class map. Supported interface type:
Ethernet, Port-channel, Ve.

Apply DSCP-Mutation map. Supported interface type: Ethernet,
Port-channel, Ve.

Supported interface type: Ethernet, Port-channel, Ve.

Configure Default CoS. Supported interface type: Ethernet, Port-
channel.

Configure Default Traffic Class (TC). Supported interface type:
Ethernet, Port-channel.

Configure QoS Trust. Supported interface type: Ethernet, Port-
channel.

Trust L2 CoS field in incoming packets for deriving internal Traffic
Class. Supported interface type: Ethernet, Port-channel.

Trust L3 DSCP field in incoming packets for deriving internal Traffic
Class. Supported interface type: Ethernet, Port-channel.

Apply CoS-Mutation map. Supported interface type: Ethernet, Port-
channel.

Apply Traffic-Class-to-CoS map. Supported interface type: Ethernet,
Port-channel.

Apply CoS-to-Traffic-Class map. Supported interface type: Ethernet,
Port-channel.

Configure Random Early Detect (RED) Profile. Supported interface
type: Ethernet, Port-channel.

Traffic-class to configure RED on. Supported interface type: Ethernet,
Port-channel.

Configure QoS drop monitor polling. Supported interface type:
Ethernet, Port-channel.

Enable polling on ingress and egress queue drops on this interface.
Supported interface type: Ethernet, Port-channel.

Configure IEEE 802.3x Flow Control. Supported interface type:
Ethernet, Port-channel.

Configure Pause reception. Supported interface type: Ethernet, Port-
channel.

Configure Ingress Queue Parameters. Supported interface type:
Ethernet.
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GET URIs

<base_URI>/config/running/interface/{interface-typel/{interface-

name}/qos/rx-queue/unicast

<base_URI>/config/running/interface/{interface-type}/{interface-

Description

Ethernet.

name}/qos/rx-queue/unicast/queue-size/{traffic-class}

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/qos/rx-queue/multicast

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/rx-queue/multicast/guarantee-rate

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/qos/rx-queue/multicast/best-effort-rate

<base_URI>/config/running/interface/{interface-type}/{interface-

Ethernet.

Ethernet.

Ethernet.

name}/qos/rx-queue/multicast/queue-size/{traffic-class}

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/
random-detect

<base_URI>/config/running/
interface{interface-typel}/{interface-
name}/qos/rx-queue/unicast

<base_URI>/config/running/
interface{interface-type}/{interface-
name}/qos/rx-queue/multicast

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/dscp-
cos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/dscp-
mutation

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/dscp-
traffic-class

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/cos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/traffic-
class

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/
trust/cos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/trust/
dscp
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Payload

<traffic-class><red-tc-value>{traffic-class-id-
typel</red-tc-value><red-profile-
id>{uint32}</red-profile-id></traffic-class>

<queue-size><traffic-class>{traffic-class-id-
typel/traffic-class><min-queue-size>{min-
queue-size-typel</min-queue-size><max-
queue-size>{[max-queue-size-typel</max-
queue-size></queue-size>

<queue-size><traffic-class>{traffic-class-id-
typel</traffic-class><min-queue-size>{min-
queue-size-typel</min-queue-size><max-
queue-size>{max-queue-size-typel</max-
queue-size></queue-size>

Payload

<dscp-cos>{map-name-typel</dscp-cos>

<dscp-mutation>{map-name-typel</dscp-
mutation

<dscp-traffic-class>{map-name-typel</dscp-
traffic-class>

<cos>{cos-id-type}</cos>

<traffic-class>{traffic-class-id-type}</traffic-
class>

<cos>true</cos>

<dscp>true</dscp>

interface/{interface-type}/{interface-name}/qos

Configure Unicast Packet Handling Supported interface type:

Configure unicast queue size. Supported interface type: Ethernet.

Configure Multicast Packet Handling. Supported interface type:

Configure multicast data guarantee rate. Supported interface type:

Configure multicast data best effort rate. Supported interface type:

Configure multicast queue size. Supported interface type: Ethernet.

Description

Configure RED on a traffic class. Supported
interface type: Ethernet, Port-channel.

Configure unicast queue size. Supported
interface type: Ethernet.

Configure multicast queue size. Supported
interface type: Ethernet.

Description

Configure Default CoS. Supported interface
type: Ethernet, Port-channel, Ve.

Apply DSCP-Mutation map. Supported
interface type: Ethernet, Port-channel, Ve.

Apply DSCP-to-Traffic-Class map.
Supported interface type: Ethernet, Port-
channel, Ve.

Configure Default CoSSupported interface
type: Ethernet, Port-channel.

Configure Default Traffic Class (TC).
Supported interface type: Ethernet, Port-
channel.

Trust L2 CoS field in incoming packets for
deriving internal Traffic ClassSupported
interface type: Ethernet, Port-channel.

Trust L3 DSCP field in incoming packets for
deriving internal Traffic ClassSupported
interface type: Ethernet, Port-channel.
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PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/cos-
mutation

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/traffic-
class-cos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/cos-
traffic-class

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/drop-
monitor/enable

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/
flowcontrol

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/rx-
queue/multicast/guarantee-rate

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/rx-
queue/multicast/best-effort-rate

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/trust

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/trust

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/
random-detect/traffic-class/{red-tc-value}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/drop-
monitor

Payload

<cos-mutation>{map-name-typel</cos-
mutation>

<traffic-class-cos>{map-name-type}</traffic-
class-cos>

<cos-traffic-class>{map-name-typel</cos-
traffic-class>

<enable>true</enable>

<flowcontrol><tx>{enumeration}</
tx><rx>{enumeration}</rx></flowcontrol>

<guarantee-rate>{guarantee-rate-type}</
guarantee-rate>

<best-effort-rate>{best-effort-rate-typel</
best-effort-rate>

Payload

<gos><dscp-cos>{map-name-typel</dscp-
cos></qos>

<qos><dscp-traffic-class>{map-name-type}</
dscp-traffic-class></qos>

<gos><dscp-mutation>{map-name-typej</
dscp-mutation></qos>

<qos><cos>{cos-id-type}</cos></qos>

<qos><traffic-class>{traffic-class-id-type}</
traffic-class></qos>

<trust><cos>true</cos></trust>

<trust><dscp>true</dscp></trust>

<qos><cos-mutation>{map-name-type}</
cos-mutation></qos>

<qos><traffic-class-cos>{map-name-type}</
traffic-class-cos></qos>

<gos><cos-traffic-class>{map-name-typel</
cos-traffic-class></qos>

<traffic-class><red-profile-id>{uint32}</red-
profile-id></traffic-class>

<drop-monitor><enable>true</enable></
drop-monitor>

Description

Apply CoS-Mutation map. Supported
interface type: Ethernet, Port-channel.

Apply Traffic-Class-to-CoS map. Supported
interface type: Ethernet, Port-channel.

Apply CoS-to-Traffic-Class map. Supported
interface type: Ethernet, Port-channel.

Enable polling on ingress and egress queue
drops on this interface. Supported interface
type: Ethernet, Port-channel.

Configure IEEE 802.3x Flow Control.
Supported interface type: Ethernet, Port-
channel.

Configure multicast data guarantee rate.
Supported interface type: Ethernet.

Configure multicast data best effort rate.
Supported interface type: Ethernet.

Description

Apply DSCP-to-CoS map. Supported
interface type: Ethernet, Port-channel, Ve.

Apply DSCP-to-Traffic-Class map.
Supported interface type: Ethernet, Port-
channel, Ve.

Apply DSCP-Mutation map. Supported
interface type: Ethernet, Port-channel, Ve.

Configure Default CoS. Supported interface
type: Ethernet, Port-channel.

Configure Default Traffic Class. Supported
interface type: Ethernet, Port-channel.

Trust L2 CoS field in incoming packets for
deriving internal Traffic Class. Supported
interface type: Ethernet, Port-channel.

Trust L3 DSCP field in incoming packets for
deriving internal Traffic Class. Supported
interface type: Ethernet, Port-channel.

Apply CoS-Mutation mapSupported
interface type: Ethernet, Port-channel.

Apply Traffic-Class-to-CoS mapSupported
interface type: Ethernet, Port-channel.

Apply CoS-to-Traffic-Class map. Supported
interface type: Ethernet, Port-channel.

Configure RED on a traffic class. Supported
interface type: Ethernet, Port-channel.

Enable drop monitor polling on ingress and
egress queue drops on this interface.
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PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/
flowcontrol

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/rx-
queue/unicast/queue-size/{traffic-class}

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/qos/rx-
queue/multicast

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/rx-
queue/multicast

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/qos/rx-
queue/multicast/queue-size/{traffic-class}

DELETE URIs

Payload

<flowcontrol><tx>{enumeration}</
tx><rx>{enumeration}</rx></flowcontrol>

<queue-size><min-queue-size>{min-queue-
size-type}</min-queue-size><max-queue-
size>{max-queue-size-typel</max-queue-
size></queue-size>

<multicast><guarantee-rate>{guarantee-rate-
typel</guarantee-rate></multicast>

<multicast><best-effort-rate>{best-effort-
rate-typel</best-effort-rate></multicast>

<queue-size><min-queue-size>{min-queue-
size-type}</min-queue-size><max-queue-
size>{max-queue-size-type}</max-queue-
size></queue-size>

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/cos

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/dscp-cos

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/dscp-mutation

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/dscp-traffic-class

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/traffic-class

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/trust/cos

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/trust/dscp

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/cos-mutation

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/traffic-class-cos

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/cos-traffic-class

interface/{interface-type}/{interface-name}/qos

Description

Supported interface type: Ethernet, Port-
channel.

Configure IEEE 802.3x Flow Control.
Supported interface type: Ethernet, Port-
channel.

Configure unicast queue size. Supported
interface type: Ethernet.

Configure multicast data guarantee rate.
Supported interface type: Ethernet.

Configure multicast data best effort rate.
Supported interface type: Ethernet.

Configure multicast data best effort rate.
Supported interface type: Ethernet.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/random-detect/traffic-class/{red-tc-value}

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/drop-monitor/enable

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/flowcontrol

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/rx-queue/unicast/queue-size/{traffic-class}

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/rx-queue/multicast/guarantee-rate

<base_URI>/config/running/interface/{interface-type}/{interface-name}/qos/rx-queue/multicast/best-effort-rate

<base_URI>/config/running/interface/{interface-type}/{interface-namel}/qos/rx-queue/multicast/queue-size/{traffic-class}

Parameters

Usage Guidelines

GET, POST, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the QoS configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/10%22/qos

Request Body

None

Response Body

<gos xmlns="urn:brocade.com:mgmt:brocade-gos-mls" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%$220/10%22/gos">
<trust y:self="/rest/config/running/interface/Ethernet/%220/10%22/qos/trust">
<cos>false</cos>
<dscp>false</dscp>
</trust>
<random-detect y:self="/rest/config/running/interface/Ethernet/%220/10%22/gos/random-detect">
</random-detect>
<drop-monitor y:self="/rest/config/running/interface/Ethernet/%$220/10%22/gos/drop-monitor">
<enable>false</enable>
</drop-monitor>
<flowcontrol y:self="/rest/config/running/interface/Ethernet/%220/10%22/gos/flowcontrol">
</flowcontrol>
</qgos>

The following example uses the PATCH option to configure QoS.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/10%22/qos

Request Body

<gos><cos>0</cos></qos>

Response Body

None
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The following example uses the DELETE option to remove the QOS configuration.

URI
http://host:80/rest/config/running/interface/Ethernet/%220/10%22/qos

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/rmon/
collection

Configures Remote Network Monitoring {RMON} Ethernet statistics collection.

Resource URIs

158

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/rmon/collection

GET URI

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/rmon/collection/stats/{ether-stats-index}/owner

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/rmon/collection/history/{history-control-index}/buckets

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/rmon/collection/history/{history-control-index}/interval

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/rmon/collection/history/{history-control-index}/owner

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/rmon/
collection

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/rmon/
collection

PUT URIs

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/rmon/
collection/stats/{ether-stats-index}/owner

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/rmon/
collection/history/{history-control-index}/
buckets

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/rmon/
collection/history/{history-control-index}/
interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/rmon/
collection/history/{history-control-index}/
owner

Payload

<stats><ether-stats-index>{int32}</ether-

stats-index></stats>

<history><history-control-index>{int32}</
history-control-index></history>

Payload

<owner>{string}</owner>

<buckets>{unit32}</buckets>

<interval>{unit32}</interval>

<owner>{string}</owner>

Description

Configures RMON Ethernet collection statistics. Valid interface type:
Ethernet.

Description

Displays RMON ether statistics collection owner identity. Valid
interface type: Ethernet.

Displays the number of buckets for the RMON collection history.
Valid interface type: Ethernet.

Displays the polling interval. Valid interface type: Ethernet.

Displays RMON history index owner identity. Valid interface type:
Ethernet.

Description

Configures RMON collection statistics. Valid
interface type: Ethernet.

Configures RMON collection history. Valid
interface type: Ethernet.

Description

Configures RMON ether statistics collection
owner identity. Valid interface type: Ethernet.

Configures the number of buckets for the
RMON collection history. Valid interface type:
Ethernet.

Configures polling interval. Valid interface
type: Ethernet.

Configures RMON history index owner
identity. Valid interface type: Ethernet.
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PATCH URIs

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/rmon/
collection/stats/{ether-stats-index}

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/rmon/
collection/history/{history-control-index}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/rmon/
collection/history/{history-control-index}

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/rmon/
collection/history/{history-control-index}

DELETE URIs

Payload

<stats><owner>{owner-string}</owner></
stats>

<history><buckets>{history-control-buckets-

requested-type}</buckets></history>

<history><interval>{history-control-interval-

typel</interval></history>

<history><owner>{owner-string}</owner></
history>

interface/{interface-type}/{interface-name}/rmon/collection

Description

Configures RMON ether statistics collection
owner identity. Valid interface type: Ethernet.

Configures the bucket type for the RMON
collection history. Valid interface type:
Ethernet.

Configures history control interval type. Valid
interface type: Ethernet.

Configures RMON history index owner
identity. Valid interface type: Ethernet.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/rmon/collection/stats/{ether-stats-index}

<base_URI>/config/running/interface/{interface-type}/{interface-name}/rmon/collection/stats/{ether-stats-index}/owner

<base_URI>/config/running/interface/{interface-type}/{interface-name}/rmon/collection/history/{history-control-index}

<base_URI>/config/running/interface/{interface-type}/{interface-name}/rmon/collection/history/{history-control-index}/buckets

<base_URI>/config/running/interface/{interface-type}/{interface-name}/rmon/collection/history/{history-control-index}/interval

<base_URI>/config/running/interface/{interface-type}/{interface-name}/rmon/collection/history/{history-control-index}/owner

Parameters

interface-type

Valid interface type:Ethernet only.

ether-stats-index

Specifies Ethernet statistics index. Valid range is from 1 to 65535.

history-control-index

Specifies history control index. Valid range is from 1 to 65535.

owner
Specifies the owner.

bucket

Specifies the history control buckets. Valid range is from 1 to 65535. The default value is 50.

interval

Specifies the history control interval. Valid range is from 1 to 3600. The default value is 1800.

Usage Guidelines

GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/rmon/interface/Ethernet/%222/13%22/rmon/collection/stats/65535/owner

Request Body

None

Response Body

<owner xmlns="urn:brocade.com:mgmt:brocade-rmon" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/interface/Ethernet/%$222/13%22/rmon/collection/stats/65535/owner">sk</owner>

The following example uses the POST option to configure RMON collection history.

URI
http:/host:80/rest/config/running/rmon/interface/Ethernet/%222/13%22/rmon/collection

Request Body

<history><history-control-index>40</history-control-index></history>

Response Body
None

The following example uses the DELETE option to remove owner identity.

URI
http://host:80/rest/config/running/rmon/interface/Ethermet/%222/13%22 /rmon/collection/stats/{ether-stats-index}/owner

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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Configures, modifies, or retrieves sFlow configuration.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/sflow

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/sflow

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/sflow/enable

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/sflow/polling-interval

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/sflow/sample-rate

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/sflow

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/sflow

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/sflow

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/sflow

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/sflow

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/sflow

DELETE URIs

Description

Description

interface/{interface-type}/{interface-name}/sflow

interface/{interface-type}/{interface-name}/sflow

Configures sFlow. Valid interface type: Ethernet.

Configures sFlow. Valid interface type: Ethernet.

Retrieves information on whether sFlow is enabled on an interface.

Valid interface type: Ethernet.

Ethernet.

Ethernet.

Payload

<sflow><enable>true</enable></sflow>

<sflow><polling-interval>{uint32}</polling-
interval></sflow>

<sflow><sample-rate>{uint32}</sample-
rate></sflow>

Payload

<sflow><enable>true</enable></sflow>

<sflow><polling-interval>{uint32}</polling-
interval></sflow>

<sflow><sample-rate>{uint32}</sample-
rate></sflow>

<base_URI>/config/running/interface/{interface-type}/{interface-name}/sflow

Retrieves information on sFlow polling interval. Valid interface type:

Retrieves information on sFlow sampling rate. Valid interface type:

Description

Enables sFlow. Valid interface type: Ethernet.

Configures sFlow polling interval. Valid
interface type: Ethernet.

Configures sFlow sampling rate. Valid
interface type: Ethernet.

Description

Enables sFlow. Valid interface type: Ethernet.

Configures sFlow polling interval. Valid
interface type: Ethernet.

Configures sFlow sampling rate. Valid
interface type: Ethernet.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/sflow/polling-interval

<base_URI>/config/running/interface/{interface-type}/{interface-name}/sflow/sample-rate

Parameters

interface-type
Valid interface type:Ethernet only.
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polling-interval
Specifies polling interval value. The value can range from 1 through 65535. The default value is 20.

sample-rate
Specifies sampling rate value. The value can range from 2 through 1044480. The default value is 2048.

Usage Guidelines
GET, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported. .

Examples

The following example uses the GET option to retrieve the configuration details.

URI

http://host:80/rest/config/running/interface/{interface-type}/{interface-namel}/sflow/polling-interval

Request Body

None

Response Body

<polling-interval xmlns=""urn:brocade.com:mgmt:brocade-sflow"" xmlns:y=""http://brocade.com/ns/rest""
y:self=""/rest/config/running/interface/Ethernet/%$221/42%22/sflow/polling-interval"">56</polling-
interval>

The following example uses the PATCH option to configure the sampling rate.

URI

http://host:80/rest/config/running/interface/{interface-type}/{interface-name}/sflow/sampling-rate

Request Body

None

Response Body

<sample-rate>30</sample-rate>
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The following example uses the DELETE option to remove polling interval.

URI
http:/host:80/rest/config/running/interface/{interface-type}/{interface-name}/sflow/polling-interval

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/
spanning-tree

Configures spanning tree.

Resource URIs

164

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/spanning-tree

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/spanning-tree/portfast

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/spanning-tree/guard

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/autoedge

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree/cost

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/spanning-
tree/edgeport/edgeportbasic

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree/edgeport/bpdu-guard

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree/edgeport/bpdu-filter

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/instance/{instance-id}/cost

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/spanning-
tree/instance/{instance-id}/restricted-role

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree/instance/{instance-id}/restricted-tcn

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/restricted-role

Description

Description

Configures spanning tree at the interface level. Valid interface types:
Ethernet, Port-channel.

Enable an interface to move directly to forwarding on link up. Valid

interface types: Ethernet, Port-channel.

Change an interface’s spanning tree guard mode. Supported in

Ethernet and Port channel interfaces.

Payload

<instance><id>(unit32)</

id><priority>(unit32)</priority></instance>

<autoedge>(empty)</autoedge>

<cost>(unitr32)</cost>

<edgeportbasic>(empty)</edgeportbasic>

<bpdu-guard>(empty)</bpdu-guard>

<bpdu-filter>(empty)</bpdu-filter>

<cost>(unit32)</cost>

<restricted-role>(empty)</restricted-role>

<restricted-tcn>(empty)</restricted-tcn>

<restricted-role>(empty)</restricted-role>

Description

Configures STP instance. Valid interface
types: Ethernet, Port-channel.

Configures STP auto-edge. Valid interface
types: Ethernet, Port-channel.

Configures the cost. Valid interface types:
Ethernet, Port-channel.

Configures STP edge port. Valid interface
types: Ethernet, Port-channel.

Configures BPDU guard. Valid interface
types: Ethernet, Port-channel.

Configures BPDU filter. Valid interface types:
Ethernet, Port-channel.

Configures cost. Valid interface types:
Ethernet, Port-channel. Valid interface types:
Ethernet, Port-channel.

Configures restricted role for a particular
instance. Valid interface types: Ethernet,
Port-channel.

Configures restricted TCN for a particular
instance. Valid interface types: Ethernet,
Port-channel.

Configures restricted role. Valid interface
types: Ethernet, Port-channel.
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POST URIs

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/restricted-tcn

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/portfast

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/portfast

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/spanning-
tree/portfast

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree

<base_URI>/config/running/interface/
{interface-type}/{interface-namel}/spanning-
tree/guard

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree/cost

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree/portfast/portfastbasic

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/portfast/bpdu-guard

<base_URI>/config/running/interface/
{interface-typel}/{interface-namel}/spanning-
tree/portfast/bpdu-filter

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/link-type

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/spanning-
tree/priority

<base_URI>/config/running/interface/
{interface-typel}/{interface-name}/spanning-
tree/shutdown

<base_URI>/config/running/interface/
{interface-typel}/{interface-namel}/spanning-
tree/guard/root
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Payload

<restricted-tcn>(empty)</restricted-tcn>

<portfastbasic></portfastbasic>

<bpdu-guard>(empty)</bpdu-guard>

<bpdu-filter>lempty)</bpdu-filter>

<link-type>(enumeration)</link-type>

<priority>(unit32)</priority>

<shutdown>(empty)</shutdown>

<root>empty)</root>

Payload

<cost>(unit32)</cost>

<portfastbasic>(string)</portfastbasic>

<bpdu-guard>(empty)</bpdu-guard>

<bpdu-filter>(empty)</bpdu-filter>

<link-type>(enumeration)</link-type>

<priority>(unit32)</priority>

<shutdown>(empty)</shutdown>

<root>(empty)</root>

interface/{interface-type}/{interface-name}/spanning-tree

Description

Configures restricted TCN. Valid interface
types: Ethernet, Port-channel.

Enables an interface to move directly to
forwarding on link up. Valid interface types:
Ethernet, Port-channel.

Guards the port against reception of BPDUs.
Valid interface types: Ethernet, Port-channel.

Sets the portfast bpdu-filter for the port.
Valid interface types: Ethernet, Port-channel.

Point-to-point - enable rapid transition. Valid
interface types: Ethernet, Port-channel.

Sets the priority. Valid interface types:
Ethernet, Port-channel.

Turns off STP. Valid interface types: Ethernet,
Port-channel.

Disables reception of superior BPDUs. Valid
interface types: Ethernet, Port-channel.

Description

Configures the cost. Valid interface types:
Ethernet, Port-channel.

Enables an interface to move directly to
forwarding on link up. Valid interface types:
Ethernet, Port-channel.

Guards the port against reception of BPDUs.
Valid interface types: Ethernet, Port-channel.

Sets the portfast bpdu-filter for the port.
Valid interface types: Ethernet, Port-channel.

Point-to-point - enable rapid transition. Valid
interface types: Ethernet, Port-channel.

Sets the priority. Valid interface types:
Ethernet, Port-channel.

Turns off STP. Valid interface types: Ethernet,
Port-channel.

Disables reception of superior BPDUs. Valid
interface types: Ethernet, Port-channel.
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PUT URIs Payload Description
<base_URI>/config/running/interface/ <cost>(unit32)</cost> Configures the cost. Valid interface types:
{interface-type}/{interface-name}/spanning- Ethernet, Port-channel.

tree/cost

<base_URI>/config/running/interface/ <portfastbasic>(string)</portfastbasic> Enables an interface to move directly to
{interface-type}/{interface-name}/spanning- forwarding on link up. Valid interface types:
tree/portfast/portfastbasic Ethernet, Port-channel.
<base_URI>/config/running/interface/ <bpdu-guard>(empty)</bpdu-guard> Guards the port against reception of BPDUs.
{interface-typel}/{interface-namel}/spanning- Valid interface types: Ethernet, Port-channel.
tree/portfast/bpdu-guard

<base_URI>/config/running/interface/ <bpdu-filter>lempty)</bpdu-filter> Sets the portfast bpdu-filter for the port.
{interface-type}/{interface-name}/spanning- Valid interface types: Ethernet, Port-channel.
tree/portfast/bpdu-filter

<base_URI>/config/running/interface/ <link-type>(enumeration)</link-type> Point-to-point - enable rapid transition. Valid
{interface-type}/{interface-name}/spanning- interface types: Ethernet, Port-channel.
tree/link-type

<base_URI>/config/running/interface/ <priority>(unit32)</priority> Sets the priority. Valid interface types:
{interface-typel}/{interface-name}/spanning- Ethernet, Port-channel.

tree/priority

<base_URI>/config/running/interface/ <shutdown>(empty)</shutdown> Turns off STP. Valid interface types: Ethernet,
{interface-typel}/{interface-namel}/spanning- Port-channel.

tree/shutdown

<base_URI>/config/running/interface/ <root>empty)</root> Disables reception of superior BPDUs. Valid
{interface-type}/{interface-name}/spanning- interface types: Ethernet, Port-channel.
tree/guard/root

DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/portfast
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/guard
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/autoedge
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/cost
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/edgeport/edgeportbasic
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/edgeport/bpdu-guard
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/edgeport/bpdu-filter
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/instance/{instance-id}/cost
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/instance/{instance-id}/restricted-role
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/instance/{instance-id}/restricted-tcn
<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/restricted-role

<base_URI>/config/running/interface/{interface-type}/{interface-name}/spanning-tree/restricted-tcn

Parameters

interface-type

Valid interface types: Ethernet, Port-channel.
priority

Specifies the priority.
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cost
Path cost (lower path cost indicates greater likelihood of becoming root port). The range is from 1 to 200000000.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/ethernet/%222/13%22/spanning-tree

Request Body

None

Response Body

<spanning-tree xmlns="urn:brocade.com:mgmt:brocade-xstp" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/interface/Ethernet/%222/13%22/spanning-tree">
<cost>100</cost>
<portfast y:self="/rest/config/running/interface/Ethernet/%$222/13%22/spanning-tree/portfast">
<portfastbasic>true</portfastbasic>
<bpdu-guard>true</bpdu-guard>
<pbpdu-filter>true</bpdu-filter>
</portfast>
<guard y:self="/rest/config/running/interface/Ethernet/%$222/13%22/spanning-tree/guard">
</guard>
<priority>32</priority>
</spanning-tree>

The following example uses the POST option to configure STP BPDU guard.

URI
http:/host:80/rest/config/running/interface/ethernet/%222/13%22/spanning-tree/portfast

Request Body

<bpdu-guard> (empty) </bpdu-guard>

Response Body

None
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The following example uses the DELETE option to remove STP.

URI
http:/host:80/rest/config/running/interface/ethernet/%222/13%22/spanning-tree

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/storm-
control/ingress

Configures, modifies, or retrieves the broadcast, unknown-unicast, and multicast (BUM) Storm Control that limits ingress traffic

on a specified interface.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/storm-control

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/storm-control/ingress

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/storm-control/ingress/{protocol-type}

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/storm-control/ingress/{protocol-type}/{rate-bps | rate-

percent}

<base_URI>/config/running/interface/{interface-type}/{interface-

Description

Configures BUM Storm Control that limits ingress traffic on a

specified interface.Valid interface type: Ethernet.

Description

Retrieves BUM Storm Control configuration that limits ingress traffic

on a specified interface. Valid interface type: Ethernet.

Retrieves BUM Storm Control configuration of specific protocol type

(broadcast, multicast, unknown-unicast). Valid interface type:

Ethernet.

Ethernet.

name}/storm-control/ingress/{protocol-type}/bum-action

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/storm-
control

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/storm-
control/ingress/{protocol-type}/rate-percent

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/storm-
control/ingress/{protocol-type}/bum-action

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/storm-
control/ingress/{protocol-type}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/storm-
control/ingress/{protocol-type}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/storm-
control/ingress/{protocol-type}
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Payload

<ingress><protocol-type>broadcast</
protocol-type><rate-format>{enumeration}</
rate-format><rate-bps>(rate-limit-bps-type)</
rate-bps></ingress>

Payload

<rate-percent>{rate-limit-percentage-type}</
rate-percent>

<bum-action>{enumeration}</bum-action>

Payload
<ingress><rate-format>{enumeration}</rate-
format><rate-bps>{rate-limit-bps-type}</
rate-bps></ingress>

<ingress><rate-percent>{rate-limit-
percentage-typel</rate-percent></ingress>

<ingress><bum-action>{enumeration}</bum-
action></ingress>

Retrieves the amount of traffic allowed, either in bits per second or a
percentage of the capacity of the interface. Valid interface type:

Retrieves the bum action. Valid interface type: Ethernet.

Description

Configures BUM Storm Control that limits
ingress traffic on a specified interface. Valid
interface type: Ethernet.

Description

Configure the rate limit in percentage of the
line rate. Valid interface type: Ethernet.

Configures bum action. Allowed values:
monitor or shutdown. Valid interface type:
Ethernet.

Description

Configure the rate limit in bits per second
(bps)Valid interface type: Ethernet.

Configure the rate limit in percentage of the
line rateValid interface type: Ethernet.

Configures bum action. Allowed values:
monitor or shutdown. Valid interface type:
Ethernet.
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DELETE URIs
<base_URI>/config/running/interface/{interface-type}/{interface-name}/storm-control/ingress/broadcast
<base_URI>/config/running/interface/{interface-type}/{interface-name}/storm-control/ingress/multicast
<base_URI>/config/running/interface/{interface-type}/{interface-name}/storm-control/ingress/unknown-unicast
<base_URI>/config/running/interface/{interface-type}/{interface-name}/storm-control/ingress/multicast/rate-percent
<base_URI>/config/running/interface/{interface-type}/{interface-name}/storm-control/ingress/broadcast/rate-percent
<base_URI>/config/running/interface/{interface-type}/{interface-name}/storm-control/ingress/broadcast/bum-action

<base_URI>/config/running/interface/{interface-type}/{interface-name}/storm-control/ingress/{protocol-type}

Usage Guidelines

GET, POST, DELETE, OPTIONS, and HEAD operations are supported.

Examples

170

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/1%22/storm-control/ingress/broadcast

Request Body

None

Response Body
<ingress xmlns="urn:brocade.com:mgmt:brocade-gos-mls" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/interface/Ethernet/%221/1%22/storm-control/ingress/broadcast">
<protocol-type>broadcast</protocol-type>
<rate-format>limit-percent</rate-format>
<rate-percent>1</rate-percent>
<bum-action>monitor</bum-action>
</ingress>

The following is an example of the POST operation to configure BUM Storm Control that limits ingress traffic on a specified
interface.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/1%22/storm-control

Request Body

<ingress><protocol-type>broadcast</protocol-type><rate-format>limit-bps</rate-format><rate-bps>(rate-
limit-bps-type)</rate-bps></ingress>

Response Body

None

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02



interface/{interface-type}/{interface-name}/storm-control/ingress

The following is an example of the DELETE operation to remove BUM Storm Control.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/1%22/storm-control/ingress/broadcast

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02 171



interface/{interface-type}/{interface-name}/switchport

interface/{interface-type}/{interface-name}/
switchport

Configures, modifies, or retrieves the switching characteristics of the Layer 2 interface.

Resource URIs

URI Description
<base_URI>/config/running/interface/{interface-typel/{interface- Sets the switching characteristics of the Layer 2 interface. Supported
name}/switchport interface types: Ethernet, Port-Channel.

GET URIs Description
<base_URI>/config/running/interface/{interface-type}/{interface- Sets the switching characteristics of the Layer 2 interface. Supported
name}/switchport interface types: Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Sets mode of the Layer 2 interface. Supported interface types:
name}/switchport/mode Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Sets mode of the Layer 2 interface. Supported interface types:
namel}/switchport/mode/vlan-mode Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Sets the interface as access. Supported interface types: Ethernet,
name}/switchport/access Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Set the default VLAN for the interface. Supported interface types:
name}/switchport/access/vlan Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Sets the Layer 2 interface as trunk. Supported interface types:
name}/switchport/trunk Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-typel/{interface- Set the VLANSs that will Xmit/Rx through Layer2. Supported interface
name}/switchport/trunk/allowed types: Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-typel/{interface- Allow Dot1Q VLANSs to Xmit/Rx through Layer2. Supported
name}/switchport/trunk/allowed/vlan interface types: Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Allow all Dot1Q VLANS to Xmit/Rx through Layer2. Supported
name}/switchport/trunk/allowed/vlan/all interface types: Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Allow the specified VLANSs to Xmit/Rx. Supported interface types:
namel}/switchport/trunk/allowed/vlan/add Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Allow all VLANs except the specified VLAN. Supported interface
name}/switchport/trunk/allowed/vlan/except types: Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Remove a VLAN range that Xmit/Rx. Supported interface types:
name}/switchport/trunk/allowed/vlan/remove Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Enable tagging. Supported interface types: Ethernet, Port-Channel.
name}/switchport/trunk/tag

<base_URI>/config/running/interface/{interface-type}/{interface- Set the native VLAN characteristics. Supported interface types:
namel}/switchport/trunk/tag/native-vian Ethernet, Port-Channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Set the native VLAN characteristics. Supported interface types:
name}/switchport/trunk/native-vlan Ethernet, Port-Channel.

PUT URIs Payload Description
<base_URI>/config/running/interface/ <switchport>true</switchport> Make an interface a switchport. Supported
{interface-type}/{interface-name}/switchport interface types: Ethernet, Port-Channel.
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PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
mode/vlan-mode

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
access/vlan

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan/all

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan/none

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan/add

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan/except

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan/remove

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/tag

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/tag/native-vlan

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/native-vlan

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
mode

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
access

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
trunk/allowed/vlan

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02

Payload

<vlan-mode>trunk</vlan-mode>

<vlan>101</vlan>

<all>{enumeration}</all>

<none>{enumeration}</none>

<add>(unit32)</add>

<except>(unit32)</except>

<remove>(unit32)</remove>

<tag />

<native-vlan>{enumeration}</native-vlan>

<native-vlan>(unit32)</native-vian>

Payload

<switchport>true</switchport>

<mode><vlan-mode>trunk</vlan-mode></

mode>

<access><vlan>101</vlan></access>

<vlan><all>true</all></vlan>

<vlan><none>true</none></vlan>

<vlan><add>601-700</add></vlan>

<vlan><except>651-700</except></vian>

interface/{interface-type}/{interface-name}/switchport

Description

Make interface mode to trunk. Supported
interface types: Ethernet, Port-Channel.

Set the default VLAN for the interface.
Supported interface types: Ethernet, Port-
Channel.

Make interface part of all VLAN. v

Remove interface membership from all
VLAN. Supported interface types: Ethernet,
Port-Channel.

Allow the specified VLANSs to Xmit/Rx.
Supported interface types: Ethernet, Port-
Channel.

Allow all VLANSs except the specified VLAN.

Supported interface types: Ethernet, Port-
Channel.

Remove a VLAN range that Xmit/Rx.
Supported interface types: Ethernet, Port-
Channel.

Enable tagging. Supported interface types:
Ethernet, Port-Channel.

Set the native VLAN characteristics.
Supported interface types: Ethernet, Port-
Channel.

Set the native VLAN characteristics.

Supported interface types: Ethernet, Port-
Channel.

Description

Make an interface a switchport. Supported
interface types: Ethernet, Port-Channel.

Make interface mode to trunk. Supported
interface types: Ethernet, Port-Channel.

Set the default VLAN for the interface.
Supported interface types: Ethernet, Port-
Channel.

Make interface part of all VLAN. Supported
interface types: Ethernet, Port-Channel.

Remove interface membership from all
VLAN. Supported interface types: Ethernet,
Port-Channel.

Allow the specified VLANSs to Xmit/Rx.
Supported interface types: Ethernet, Port-
Channel.

Allow all VLANSs except the specified VLAN.

Supported interface types: Ethernet, Port-
Channel.
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PATCH URIs

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/switchport/

trunk/allowed/vlan

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/switchport/

trunk/tag

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/switchport/

trunk

DELETE URIs

Payload

<vlan><remove>601-650</remove></vlan>

<tag><native-vlan>true</native-vlan></tag>

<trunk><native-vlan>601</native-vlan></
trunk>

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport

Description

Remove a VLAN range that Xmit/Rx.
Supported interface types: Ethernet, Port-
Channel.

Enable tagging. Supported interface types:
Ethernet, Port-Channel.

Set the native VLAN characteristics.
Supported interface types: Ethernet, Port-
Channel.

<base_URI>/config/running/interface/{interface-typel/{interface-name}/switchport/mode/vlan-mode

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/access/vlan

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/trunk/native-vlan

Parameters

switchport

Enables switching characteristics of the Layer 2 interface.

max

Configures the maximum number of allowed MAC addresses.

native-vian

Specifies a VLAN to transmit and receive through the Layer 2 interface.

access vian
Specifies the VLAN ID.

all

Specifies all Dotlq VLANSs to add.
none

Specifies 'no dotlq vlans.
add

Specifies list of VLANSs to be added.
except

Specifies exception list of VLANS.
remove

Specifies the list of VLANSs to be removed.

trunk-vian-id
Specifies the trunk VLAN ID.

Usage Guidelines
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GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/interface/Port-channel/{101}/switchport

Request Body

None

Response Body

<switchport xmlns="urn:brocade.com:mgmt:brocade-interface" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/interface/Port-channel/101/switchport">true</switchport>
<switchport xmlns="urn:brocade.com:mgmt:brocade-interface" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/interface/Port-channel/101/switchport™>
<mode y:self="/rest/config/running/interface/Port-channel/101/switchport/mode">
<vlan-mode>access</vlan-mode>
</mode>
<access y:self="/rest/config/running/interface/Port-channel/101/switchport/access">
<vlan>1</vlan>
</access>
<trunk y:self="/rest/config/running/interface/Port-channel/101/switchport/trunk">
<allowed y:self="/rest/config/running/interface/Port-channel/101/switchport/trunk/allowed">
<vlan y:self="/rest/config/running/interface/Port-channel/101/switchport/trunk/allowed/vlan">
</vlan>
</allowed>
</trunk>
</switchport>

The following is an example of the POST operation to configure the switchport.

URI
http://host:80/rest/config/running/interface/Port-channel/{101}/switchport

Request Body

<switchport>true</switchport>

Response Body

None
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The following is an example of the DELETE operation to remove the switchport configuration.

URI
http:/host:80/rest/config/running/interface/Port-channel/{101}/switchport

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/

switchport/port-security

Configures, retrieves, and modifies port security on an interface.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security

GET URIs

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security/max

<base_URI>/config/running/interface/{interface-type}/{interface-
namel}/switchport/port-security/port-security-mac-address

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security/port-security-mac-address/{mac-
address}.{vlan}

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security/sticky

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security/sticky/sticky-flag

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security/sticky/port-security-mac-address

<base_URI>/config/running/interface/{interface-type}/{interface-
namel}/switchport/port-security/sticky/port-security-mac-address/
{mac-address},{vlan}

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security/shutdown-time

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/switchport/port-security/violation

POST URIs Payload

<base_URI>/config/running/interface/
Ethernet/{name}/switchport/port-security

<port-security-mac-address><mac-
address>{mac-address-type}</mac-

Description

Configures port security on an interface. Valid interface types:
Ethernet, Port-channel.

Description

Retrieves port security details. Valid interface types: Ethernet, Port-
channel.

Retrieves the maximum number of secure MAC addresses allowed
on the interface. Valid interface types: Ethernet, Port-channel.

Retrieves the details of the MAC addresses used for port security on
an interface port. Valid interface types: Ethernet , Port-channel.

Retrieves the details of the MAC address-based VLAN classifier rule
used to map to a specific VLAN. Valid interface types: Ethernet ,
Port-channel.

Retrieves the details of sticky MAC learning. Valid interface types:
Ethernet, Port-channel.

Retrieves details of sticky MAC learning on the port that converts the
dynamically learned MAC addresses to sticky secure MAC
addresses. Valid interface types: Ethernet , Port-channel.

Retrieves details of sticky MAC addresses. Valid interface types:
Ethernet, Port-channel.

Retrieves details of sticky MAC learning on the port that converts the
dynamically learned MAC addresses to sticky secure MAC
addresses. Valid interface types: Ethernet , Port-channel.

Retrieves the details of configured auto recovery time for port
security violation. Valid interface types: Ethernet, Port-channel.

Retrieves the action that happens when a port security violation
occurs. Valid interface types: Ethernet, Port-channel.

Description

Configures PMS Static Secure Address. Valid
interface types: Ethernet, Port-channel.

address><vlan>{vlan-type}</vlan></port-

security-mac-address>

<base_URI>/config/running/interface/ <port-security />

Ethernet/{name}/switchport

<base_URI>/config/running/interface/

<port-security-mac-address><mac-
{interface-type}/{interface-name}/switchport/ | address>{mac-address-type}</mac-

Configures port security on an interface. Valid
interface types: Ethernet, Port-channel.

Configures sticky MAC learning on the port
to convert the dynamically learned MAC

address><vlan>{vlan-type}</vlan></port-
security-mac-address>

port-security/sticky
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PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security /sticky

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security/max

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security/sticky/sticky-flag

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security/shutdown-time

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/switchport/
port-security/violation

DELETE URIs

Payload

<port-security><max>{uint32}</max></port-
security>

<sticky><sticky-flag>enumeration</sticky-
flag></sticky>

<port-security><shutdown-time>{uint32}</
shutdown-time></port-security>

<port-security><violation>{port-sec-
violation}</violation></port-security>

Payload

<max>{uint32}</max>

<sticky-flag>enumeration</sticky-flag>

<shutdown-timeshutdown-time>{uint32}</
shutdown-time>

<violation>{port-sec-violation}</violation>

Description

Configures port security on an interface with
the maximum limit for the number of secure
MAC addresses allowed on the interface.
Valid interface types: Ethernet, Port-channel.

Configures sticky MAC learning. Valid
interface types: Ethernet, Port-channel.

Configures auto recovery time for port
security violation. Valid interface types:
Ethernet, Port-channel.

Sets the action that happens when a port
security violation occurs. Allowed values:
restrict, shutdown. Valid interface types:
Ethernet, Port-channel.

Description

Configures port security on an interface with
the maximum limit for the number of secure
MAC addresses allowed on the interface.
Valid interface types: Ethernet , Port-channel.

Configures sticky MAC learning. Valid
interface types: Ethernet, Port-channel.

Configures auto recovery time for port
security violation. Valid interface types:
Ethernet, Port-channel.

Set the action that happens when a port
security violation occurs. Allowed values:
restrict, shutdown. Valid interface types:
Ethernet, Port-channel.

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/port-security

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/port-security/max

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/port-security/sticky/sticky-flag

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/port-security/shutdown-time

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/port-security/port-security-mac-address/{mac-address},

{vlan}

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/port-security/sticky/port-security-mac-address/{mac-

address}{vlan}

<base_URI>/config/running/interface/{interface-type}/{interface-name}/switchport/port-security/violation

Parameters

interface-type

Valid interface types: Ethernet, Port-channel.

mac-address

Specifies the MAC address to be that is to be configured on the secure port.
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port-security-mac-address
Secure MAC address on the secure port.

vian

Specifies a VLAN.
max

The maximum number of secure MAC addresses. Range is from 1 through 8192.
sticky-flag

Enables sticky MAC learning on the port to convert the dynamically learned MAC addresses to sticky secure MAC
addresses. Boolean value.

shutdown-time

The amount of time in minutes, the port waits before it recovers from forced port shutdown. Range is from 1 through
15.

violation
The violation response action for port security on an interface. Allowed values: and .

restrict

Drops the packets that have unknown source addresses until you remove a sufficient number of secure MAC
addresses to keep the count within the maximum MAC limit allowed on the interface.

shutdown
Puts the interface into the error-disabled state.

Usage Guidelines
GET, PATCH, PUT, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ethermet/%223/2%22/switchport/port-security

Request Body

None

Response Body

<port-security-mac-address y:self="/rest/config/running/interface/Ethernet/%223/2%22/switchport/port-
security/port-security-mac-address/3200.1110.0811%2C250">
<mac-address>3200.1110.0811</mac-address>
<vlan>250</vlan>
</port-security-mac-address>
<port-security-mac-address y:self="/rest/config/running/interface/Ethernet/%$223/2%22/switchport/port-
security/port-security-mac-address/3200.1110.0812%2C250">
<mac-address>3200.1110.0812</mac-address>
<vlan>250</vlan>
</port-security-mac-address>
<sticky y:self="/rest/config/running/interface/Ethernet/%223/2%22/switchport/port-security/sticky">
<sticky-flag>true</sticky-flag>
<port-security-mac-address y:self="/rest/config/running/interface/Ethernet/%223/2%22/switchport/
port-security/sticky/port-security-mac-address/3200.1110.0001%2C250">
<mac-address>3200.1110.0001</mac-address>
<vlan>250</vlan>
</port-security-mac-address>
<port-security-mac-address y:self="/rest/config/running/interface/Ethernet/%$223/2%22/switchport/
port-security/sticky/port-security-mac-address/3200.1110.0002%2C250">
<mac-address>3200.1110.0002</mac-address>
<vlan>250</vlan>
</port-security-mac-address>
</sticky>
<shutdown-time>5</shutdown-time>
</port-security>

The following example uses the POST option to configure port security.

URI
http:/host:80/rest/config/running/interface/Ethernet/%223/2%22/switchport/port-security

Request Body

<port-security-mac-address><mac-address>3200.1110.0812</mac-address><vlan>250</vlan></port-security-mac-
address>

Response Body

None
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The following example uses the DELETE option to remove port security.

URI
http:/host:80/rest/config/running/interface/Ethemet/%223/2%22/switchport/port-security

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/system

Configures, modifies and retrieves packet timestamp settings.

Resource URIs

URI Description
<base_URI>/config/running/interface/{interface-type}/{interface- Configures, modifies and retrieves packet timestamp settings. Valid
name}/system interface types: Ethernet and Port-channel.
GET URIs Description
<base_URI>/config/running/interface/{interface-type}/{interface- Displays the system settings. Valid interface types: Ethernet and
name}/system Port-channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Displays the packet-timestamp setting. Valid interface types: Ethernet
name}/system/ packet-timestamp and Port-channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Displays the ingress packet-timestamp setting. Valid interface types:
name}/system/ packet-timestamp/ingress Ethernet and Port-channel.
<base_URI>/config/running/interface/{interface-type}/{interface- Displays the egress packet-timestamp setting. Valid interface types:
name}/system/ packet-timestamp/egress Ethernet and Port-channel.
POST URIs Payload Description
<base_URI>/config/running/interface/ <ingress>valid</ingress> Configures the ingress setting; this specifies
{interface-type}/{interface-name}/system/ that a timestamp exists in all payloads that
packet-timestamp ingress an interface. Valid interface types:
Ethernet and Port-channel.
<base_URI>/config/running/interface/ <egress>{egress-action}</egress> Configures the egress settng - this specifies
{interface-type}/{interface-namel}/system/ how a timestamp is processed when the
packet-timestamegressp packet is forwarded on the egress interface.
Valid interface types: Ethernet and Port-
channel.
DELETE URIs

<base_URI>/config/running/interface/{interface-type}/{interface-name}/system/packet-timestamp/ingress

<base_URI>/config/running/interface/{interface-type}/{interface-name}/system/packet-timestamp/egress

Parameters

182

ingress
Configures whether or not an ingress packet has a timestamp appended to the payload that ingresses an interface.
Allowed value: valid.

egress
Configures how a timestamp is processed when the packet is forwarded on the egress interface. Alowed values:

add
Specifies that the time the packet ingresses the switch is appended to the end of the payload on the egress
interface.
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remove
Specifies that the timestamp in the ingress payload is removed on the egress interface.

replace
Specifies that the timestamp in the ingress payload is replaced on the egress interface.

Usage Guidelines
GET, POST, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the timestamp ingress and egress values.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/31:1%22/system/

Request Body

None

Response Body
<system xmlns="urn:brocade.com:mgmt:brocade-packet-timestamp" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/interface/Ethernet/%220/31:1%22/system">
<packet-timestamp y:self="/rest/config/running/interface/Ethernet/%220/31:1%22/system/packet-
timestamp">
<ingress>valid</ingress>
<egress>add</egress>
</packet-timestamp>
</system>

The following is an example of the POST operation to configure the ingress value.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/31:1%22/system/packet-timestamp

Request Body

<ingress>valid</ingress>

Response Body

None
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The following is an example of the DELETE operation to remove the ingress configuration.

URI
http:/host:80/rest/config/running/interface/Ethernet/%220/31:1%22/system/packet-timestamp/ingress

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/vrrp-
extended-group

Configures, retrieves, and modifies a Virtual Router Redundancy Protocol Extended (VRRP-E) group.

Resource URIs

URI Description

<base_URI>/config/running/interface/{interface-type}/{interface- Configures VRRP-E group. Supported interface type: Ve.
name}/vrrp-extended-group

GET URI Description
<base_URI>/config/running/interface/{interface-type}/{interface- Virtual MAC.Supported interface type: Ve.
namel}/vrrp-extended-group/{vrid}/virtual-mac

<base_URI>/config/running/interface/{interface-type}/{interface- Network to be tracked. Supported interface type: Ve.
namel}/vrrp-extended-group/{vrid}/track/network/{network-address}/

priority

<base_URI>/config/running/interface/{interface-type}/{interface- Virtual MAC. Supported interface type: Ve.
name}/vrrp-extended-group/{vrid}/track/network/{network-address}/

priority

<base_URI>/config/running/interface/{interface-type}/{interface- Network to be tracked. Supported interface type: Ve.
namel}/vrrp-extended-group/{vrid}/advertisement-interval

<base_URI>/config/running/interface/{interface-type}/{interface- Trackport Priority. Supported interface type: Ve.
name}/vrrp-extended-group/{vrid}/enable

<base_URI>/config/running/interface/{interface-type}/{interface- Hold-time. Supported interface type: Ve.
namel}/vrrp-extended-group/{vrid}/hold-time

<base_URI>/config/running/interface/{interface-type}/{interface- Set preempt mode for the session. Supported interface type: Ve.
name}/vrrp-extended-group/{vrid}/preempt-mode

<base_URI>/config/running/interface/{interface-type}/{interface- Receive unicast ARP requests. Supported interface type: Ve.
name}/vrrp-extended-group/{vrid}/arp/unicast-request/receive

<base_URI>/config/running/interface/{interface-type}/{interface- Configures the priority. Supported interface type: Ve.
name}/vrrp-extended-group/{vrid}/priority

<base_URI>/config/running/interface/{interface-type}/{interface- Characters describing the interface.
name}/vrrp-extended-group/{vrid}/description

<base_URI>/config/running/interface/{interface-type}/{interface- Enable periodic backup advertisement messages. Supported
name}/vrrp-extended-group/{vrid}/advertise-backup interface type: Ve.
<base_URI>/config/running/interface/{interface-type}/{interface- Enable interval for backup advertisement messages. Supported
name}/vrrp-extended-group/{vrid}/backup-advertisement-interval interface type: Ve.
<base_URI>/config/running/interface/{interface-type}/{interface- Enable backup router to send traffic. Supported interface type: Ve.
name}/vrrp-extended-group/{vrid}/short-path-forwarding/basic

<base_URI>/config/running/interface/{interface-type}/{interface- Sets the revert priority while enabling backup router to send traffic.
name}/vrrp-extended-group/{vrid}/short-path-forwarding/revert- Supported interface type: Ve.

priority

<base_URI>/config/running/interface/{interface-type}/{interface- lpv4 session advertisement interval scale factor. Supported interface
name}/vrrp-extended-group/{vrid}/advertisement-interval-scale type: Ve.
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POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/track

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/track

PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/virtual-mac

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/track/network/
{network-address}/priority

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/track/interface/
{interface-typel {interface-name}/priority

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/advertisement-
interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/enable

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/hold-time

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/preempt-mode

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/arp/unicast-request/
receive

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/priority

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/description

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/advertise-backup

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-

Payload

<vrrp-extended-group><vrid>{vrrpe-vrid-
typel</vrid></vrrp-extended-group>

<virtual-ip><virtual-ipaddr>{inetipv4-
address}</virtual-ipaddr></virtual-ip>

<network><network-address>{inet:ipv4-
prefix}</network-address></network>

<interface><interface-type>{track-iftype}</
interface-type><interface-name>{track-
ifnamel</interface-name></interface>

Payload

<virtual-mac>{enumeration}</virtual-mac>

<priority>{uint8}</priority>

<priority>{uint8}</priority>

<advertisement-interval>{uint32}</
advertisement-interval>

<enable>{enumeration}</enable>

<hold-time>{uint32}</hold-time>

<preempt-mode>{enumeration}</preempt-

mode>

<receive>{enumeration}</receive>

<priority>{uint8}</priority>

<description>{string}</description>

<advertise-backup>{enumeration}</

advertise-backup>

<basic>{enumeration}</basic>

Description

Configures VRRPE. Supported interface
type: Ve.

Virtual IPv4 address in dotted decimal.
Supported interface type: Ve.

Network to be tracked. Supported interface
type: Ve.

Interface to be tracked. Supported interface

type: Ve.

Description

Virtual MAC. Supported interface type: Ve.

Track priority for the network to be tracked.
Supported interface type: Ve.

Track priority for the interface to be tracked.
Supported interface type: Ve.

Advertisement interval. Supported interface
type: Ve.

Enable Session. Supported interface type:
Ve.

Hold-time. Supported interface type: Ve.

Set preempt mode for the session.
Supported interface type: Ve.

Receive unicast ARP requests. Supported
interface type: Ve.

Configures the priority. Supported interface
type: Ve.

Characters describing the interface.
Supported interface type: Ve.

Enable periodic backup advertisement
messages. Supported interface type: Ve.

Enable backup router to send traffic.
Supported interface type: Ve.
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extended-group/{vrid}/short-path-
forwarding/basic

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/short-path-
forwarding/revert-priority

<base_URI>/config/running/interface/

{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/advertisement-
interval-scale

PATCH URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

interface/Ve/{name}/vrrp-extended-group/
{vrid}/track/network/{network-address}

interface/Ve/{name}/vrrp-extended-group/
{vrid}/track/interface/{interface-typel,
{interface-name}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/arp/unicast-request

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/short-path-forwarding

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}/short-path-forwarding

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
extended-group/{vrid}

interface/{interface-type}/{interface-name}/vrrp-extended-group

Payload

<revert-priority>{uint8}</revert-priority>

<advertisement-interval-scale>{uint32}</
advertisement-interval-scale>

Payload

<vrrp-extended-group><virtual-
mac>{enumeration}</virtual-mac></vrrp-
extended-group>

<network><priority>{uint8}</priority></
network>

<interface><priority>{uint8}</priority></
interface>

<vrrp-extended-group><preempt-
mode>{enumeration}</preempt-mode></
vrrp-extended-group>

<unicast-request><receive>{enumeration}</
receive></unicast-request>

<vrrp-extended-group><priority>{uint8}</
priority></vrrp-extended-group>

<vrrp-extended-
group><description>{string}</description></
vrrp-extended-group>

<vrrp-extended-group><advertise-
backup>{enumeration}</advertise-backup></
vrrp-extended-group>

<vrrp-extended-group><backup-
advertisement-interval>{uint32}</backup-
advertisement-interval></vrrp-extended-
group>

<short-path-
forwarding><basic>{enumeration}</basic></
short-path-forwarding>

<short-path-forwarding><revert-
priority>{uint8}</revert-priority></short-path-
forwarding>

<vrrp-extended-group><advertisement-
interval-scale>{uint32}</advertisement-
interval-scale></vrrp-extended-group>

Description

Sets the revert priority while enabling backup
router to send traffic. Supported interface
type: Ve.

lpv4 session advertisement interval scale
factor. Supported interface type: Ve.

Description

Virtual MAC. Supported interface type: Ve.

Track priority for the network to be tracked.
Supported interface type: Ve.

Track priority for the interface to be tracked.
Supported interface type: Ve.

Set preempt mode for the session.
Supported interface type: Ve.

Receive unicast ARP requests. Supported
interface type: Ve.

Configures the priority. Supported interface
type: Ve.

Characters describing the interface.
Supported interface type: Ve.

Enable periodic backup advertisement
messages. Supported interface type: Ve.

Enable interval for backup advertisement
messages. Supported interface type: Ve.

Enable backup router to send traffic.
Supported interface type: Ve.

Sets the revert priority while enabling backup
router to send traffic. Supported interface
type: Ve.

lpv4 session advertisement interval scale
factor. Supported interface type: Ve.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/interface/Ve/2 /vrrp-extended-group/2

Request Body

None

Response Body

<vrrp-extended-group y:self="/rest/config/running/interface/Ve/2/vrrp-extended-group/2">
<vrid>2</vrid>
<virtual-ip y:self="/rest/config/running/interface/Ve/2/vrrp-extended-group/2/virtual-ip/
20.1.1.101">
<virtual-ipaddr>20.1.1.101</virtual-ipaddr>
</virtual-ip>
<track y:self="/rest/config/running/interface/Ve/2/vrrp-extended-group/2/track">
</track>
<enable>true</enable>
<preempt-mode>true</preempt-mode>
<arp y:self="/rest/config/running/interface/Ve/2/vrrp-extended-group/2/arp">
<unicast-request y:self="/rest/config/running/interface/Ve/2/vrrp-extended-group/2/arp/unicast-
request">
</unicast-request>
</arp>
<priority>101</priority>
<short-path-forwarding y:self="/rest/config/running/interface/Ve/2/vrrp-extended-group/2/short-path-
forwarding">
</short-path-forwarding>
</vrrp-extended-group>

The following is an example of the POST operation to configure VRRPE group.

URI
http://host:80/rest/config/running/interface/Ve/100

Request Body

<vrrp-extended-group><vrid>20</vrid></vrrp-extended-group>

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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interface/{interface-type}/{interface-name}/vrrp-
group

Configures, retrieves, and modifies a Virtual Router Redundancy Protocol (VRRP) group.

Resource URIs

URI

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/vrrp-group

GET URI

<base_URI>/config/running/interface/{interface-type}/{interface-

namel}/vrrp-group/{vrid} {version}/track/interface/{interface-typel},

{interface-name}/priority

<base_URI>/config/running/interface/{interface-type}/{interface-
namel}/vrrp-group/{vrid}{version}/advertisement-interval

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/vrrp-group/{vrid}{version}/enable

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/vrrp-group/{vrid}{version}/hold-time

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/vrrp-group/{vrid} {version}/preempt-mode

<base_URI>/config/running/interface/{interface-type}/{interface-

Description

Configures a Virtual Router Redundancy Protocol (VRRP) group..
Supported interface types: Ethernet, Ve.

Description

Trackport Priority. Supported interface types: Ethernet, Ve.
Advertisement interval. Supported interface types: Ethernet, Ve.
Enable Session. Supported interface types: Ethernet, Ve.
Hold-time.Supported interface types: Ethernet, Ve.

Set preempt mode for the session. Supported interface types:

Ethernet, Ve.

Receive unicast ARP requests. Supported interface types: Ethernet,

namel}/vrrp-group/{vrid} {version}/arp/unicast-request/receive Ve.

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/vrrp-group/{vrid},{version}/priority

<base_URI>/config/running/interface/{interface-type}/{interface-

namel}/vrrp-group/{vrid}{version}/description

POST URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/track

PUT URIs

<base_URI>/config/running/{interface-type}/
{interface-name}/vrrp-group/{vrid},{version}/
track/interface/{interface-type},{interface-
name}/priority

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/advertisement-interval
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Ethernet, Ve.

Payload

<vrrp-group><vrid>{vrid-typel</vrid></vrrp-
group>

<virtual-ip><virtual-ipaddr>{ip-address}</
virtual-ipaddr></virtual-ip>

<interface><interface-type>ethernet</
interface-type><interface-name>{interface-
namel</interface-name></interface>

Payload

<priority>10</priority>

<advertisement-interval>20</advertisement-
interval>

Configures the priority. Supported interface types: Ethernet, Ve.

Characters describing the interface. Supported interface types:

Description

Configures a virtual router group (VRRP).
Supported interface types: Ethernet, Ve.

Virtual IPv4 address in dotted decimal.
Supported interface types: Ethernet, Ve.

Interface to be tracked. Supported interface

types: Ethernet, Ve.

Description

Trackport Priority.Supported interface types:
Ethernet, Ve.

Advertisement interval. Supported interface
types: Ethernet, Ve.
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PUT URIs

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid} {version}/enable

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/hold-time

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/preempt-mode

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/arp/unicast-request/
receive

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/priority

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/description

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/use-v2-checksum

PUT URIs

<base_URI>/config/running/{interface-type}/
{interface-name}/vrrp-group/{vrid},{version}/
track/interface/{interface-type},{interface-
name}/priority

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/advertisement-interval

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/enable

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/hold-time

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid} {version}/preempt-mode

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}.{version}/arp/unicast-request/
receive

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/priority

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/description

<base_URI>/config/running/interface/
{interface-type}/{interface-name}/vrrp-
group/{vrid}{version}/use-v2-checksum

Payload

<enable>true</enable>

<hold-time>20</hold-time>

<preempt-mode>true</preempt-mode>

<receive>true</receive>

<priority>103</priority>

<description>vrrpedesciption</description>

<use-v2-checksum»>true</use-v2-
checksum>

Payload
<priority>{uint8}</priority>

<advertisement-interval>{uint32}</

advertisement-interval>

<enable>true</enable>

<hold-time>{uint32}</hold-time>

<preempt-mode>true</preempt-mode>

<receive>true</receive>

<priority>{uint8}</priority>

<description>vrrpedesciption</description>

<use-v2-checksum»>true</use-v2-
checksum>

Description

Enable Session. Supported interface types:
Ethernet, Ve.

Hold-time. Supported interface types:
Ethernet, Ve.

Set preempt mode for the session.Supported
interface types: Ethernet, Ve.

Receive unicast ARP requests. Supported
interface types: Ethernet, Ve.

Configures the priority. Supported interface
types: Ethernet, Ve.

Characters describing the interface.
Supported interface types: Ethernet, Ve.

Enables v2 checksum computation method
for VRRPv3 session. Supported interface
types: Ethernet, Ve.

Description

Trackport Priority.Supported interface types:
Ethernet, Ve.

Advertisement interval. Supported interface
types: Ethernet, Ve.

Enable Session. Supported interface types:
Ethernet, Ve.

Hold-time. Supported interface types:
Ethernet, Ve.

Set preempt mode for the session.Supported
interface types: Ethernet, Ve.

Receive unicast ARP requests. Supported
interface types: Ethernet, Ve.

Configures the priority. Supported interface
types: Ethernet, Ve.

Characters describing the interface.
Supported interface types: Ethernet, Ve.

Enables v2 checksum computation method
for VRRPv3 session. Supported interface
types: Ethernet, Ve.
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Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Ve/2/vrrp-group/1%2C2

Request Body

None

Response Body

<vrrp-group xmlns="urn:brocade.com:mgmt:brocade-vrrp" y:self="/rest/config/running/interface/Ve/2/vrrp-
group/1%2C2">
<vrid>1</vrid>
<version>2</version>
<virtual-ip y:self="/rest/config/running/interface/Ve/2/vrrp-group/1%2C2/virtual-ip/20.1.1.100">
<virtual-ipaddr>20.1.1.100</virtual-ipaddr>
</virtual-ip>
<track y:self="/rest/config/running/interface/Ve/2/vrrp-group/1%2C2/track">
</track>
<enable>true</enable>
<preempt-mode>true</preempt-mode>
<arp y:self="/rest/config/running/interface/Ve/2/vrrp-group/1%2C2/arp">
<unicast-request y:self="/rest/config/running/interface/Ve/2/vrrp-group/1%$2C2/arp/unicast-
request">
</unicast-request>
</arp>
<priority>101</priority>
</vrrp-group>

The following is an example of the POST operation to configure virtual IPv4 address in dotted decimal.

URI
http:/host:80/rest/config/running/interface/Ethernet/%221/\41%22/vrrp-group/10/2

Request Body

<virtual-ip><virtual-ipaddr>10.1.1.100</virtual-ipaddr></virtual-ip>

Response Body

None
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History

17s.1.00 This API call was introduced.
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interface/Port-channel

Configures Port-channel interface.

Resource URIs

<base_URI>/config/running/interface/Port-channel/{name} Configures the list of port-channels.

<base_URI>/config/running/interface/Port-channel/{name} Retrieves the pot channel.
<base_URI>/config/running/interface/Port-channel/{name}/speed Retrieves speed of the port.
<base_URI>/config/running/interface/Port-channel/{name}/ Retrieves interface specific description.
description

<base_URI>/config/running/interface/Port-channel/{name}/ Shutdown the selected interface
shutdown

<base_URI>/config/running/interface/Port-channel/{name}/ Minimum number of links.
minimum-links

<base_URI>/config/running/interface/Port-channel/{name}/mtu Sets mtu value to interface.

<base_URI>/config/running/interface/Port- <speed>1000</speed> Configures speed of the port.
channel/{name}/speed

<base_URI>/config/running/interface/Port- <description>R1toR2</description> Configures interface specific description.
channel/{name}/description

<base_URI>/config/running/interface/Port- <shutdown>true</shutdown> Configures the selected interface
channel/{name}/shutdown

<base_URI>/config/running/interface/Port- <minimum-links>2</minimum-links> Configures minimum number of links.
channel/{name}/minimum-links

<base_URI>/config/running/interface/Port- <mtu>5000</mtu> Sets mtu value to interface.
channel/{name}/mtu

<base_URI>/config/running/interface/Port- <Port-channel><speed>1000</speed></ Configures speed of the port.
channel/{name} Port-channel>

<base_URI>/config/running/interface/Port- <description>R1toR2</description> Configures interface specific description.
channel/{name}/description

<base_URI>/config/running/interface/Port- <shutdown>true</shutdown> Configures the selected interface
channel/{name}/shutdown

<base_URI>/config/running/interface/Port- <minimum-links>2</minimum-links> Configures minimum number of links.
channel/{name}/minimum-links

<base_URI>/config/running/interface/Port- <mtu>5000</mtu> Sets mtu value to interface.
channel/{name}/mtu

<base_URI>/config/running/interface/Port-channel/{name}
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DELETE URIs
<base_URI>/config/running/interface/Port-channel/{name}/speed
<base_URI>/config/running/interface/Port-channel/{name}/description
<base_URI>/config/running/interface/Port-channel/{name}/shutdown
<base_URI>/config/running/interface/Port-channel/{name}/minimum-links

<base_URI>/config/running/interface/Port-channel/{name}/mtu

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/interface/Port-channel/101/speed

Request Body

None

Response Body

<speed xmlns="urn:brocade.com:mgmt:brocade-interface" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/interface/Port-channel/101/speed">1000</speed>

The following is an example of the PUT operation to configure interface specific description.

URI
http:/host:80/rest/config/running/interface/Port-channel/101/description

Request Body

<description>R1toR2</description>

Response Body

None
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The following is an example of the DELETE operation to remove a port channel.

URI
http://host:80/rest/config/running/interface/Port-channel/101

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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ip/access-list

Configures, modifies, or retrieves the Internet Protocol (IP) access list configuration.

Resource URIs

URI Description
<base_URI>/config/running/ip The Internet Protocol configuration.
<base_URI>/config/running/ip/access-list/standard Standard IP ACL configuration.
<base_URI>/config/running/ip/access-list/standard/{ACL-name}/seq | Sequence number configuration.
<base_URI>/config/running/ip/access-list/extended Extended IP ACL configuration.
<base_URI>/config/running/ip/access-list/extended /{ACL- Sequence number configuration.
name}/seq

Parameters

seq

Specifies the sequence number.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details for access list "acl2".

URI
http:/host:80/rest/config/running/ip/access-list/extended/acl2

Request Body

None

Response Body

<extended xmlns="urn:brocade.com:mgmt:brocade-ip-access-1list" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/ip/access-list/extended/acl2">

<name>acl2</name>
</extended>
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The following example uses the POST option to configure an access list "acl2".

URI
http://host:80/rest/config/running/ip/access-list

Request Body

<extended><name>acl2</name></extended>

Response Body
None

The following example uses the DELETE option to remove the access list "acl2".

URI
http://host:80/rest/config/running/ip/access-list/extended/acl2

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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ip/as-path

Configures, retrieves, and modifies Border Gateway Protocol (BGP) AS Path filter.

Resource URIs

<base_URI>/config/running/ip/as-path Configures BGP AS Path filter.

<base_URI>/config/running/ip/as-path Retrieves BGP AS Path filter.

<base_URI>/config/running/ip/as-path/access-list/{name} {seg- Retrieves BGP AS Path Access List.
keyword} {instance}

<base_URI>/config/running/ip/as-path <access-list><name>{ip-as-path-name-t}</ Configures BGP AS Path Access List.
name><seq-keyword>{enumeration}</seq-
keyword><instance>{instance-id-t}</
instance><ip-action>{action-t}</ip-action><ip-
reg-expr>{ip-as-path-reg-expr-t}</ip-reg-
expr></access-list>

<base_URI>/config/running/ip/as-path/ <access-list><ip-action>{action-t}</ip- Configures BGP AS Path Access List.
access-list/{name},{seq-keyword} {instance} | action><ip-reg-expr>{ip-as-path-reg-expr-
t}</ip-reg-expr></access-list>

<base_URI>/config/running/ip/as-path/access-list/{name} {seq-keyword},{instance}

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/ip/as-path

Request Body

None

Response Body

<as-path xmlns="urn:brocade.com:mgmt:brocade-ip-policy" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/ip/as-path">
</as-path>

The following example uses the POST option to configure BGP AS Path filter. .

URI
http://host:80/rest/config/running/config/running/ip/as-path

Request Body
<access-list><name>{ip-as-path-name-t}</name><seqg-keyword>{key}</seg-keyword><instance>{instance-id-t}</

instance><ip-action>{action-t}</ip-action><ip-reg-expr>{ip-as-path-reg-expr-t}</ip-reg-expr></access-
list>

Response Body

None

The following example uses the DELETE option to remove BGP AS Path filter.

URI
http://host:80/rest/config/running/ip/as-path/access-list/aclt/key/1}

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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ip/community-list

Configures, retrieves, and modifies IP community list.

Resource URIs

<base_URI>/config/running/ip/community-list Configures IP community list.

<base_URI>/config/running/ip/community-list Retrieves IP community list.

<base_URI>/config/running/ip/community-list/standard/{name}, Retrieves standard community list.
{seq-keyword} {instance}

<base_URI>/config/running/ip/community-list/extended/{name}, Retrieves extended community list.
{seq-keyword} {instance}

<base_URI>/config/running/ip/community- | <standard><name>{ip-community-list-name- | Configures standard community list.
list tl</name><seq-keyword>{enumeration}</
seq-keyword><instance>{instance-id-t}</
instance><ip-action>{action-t}</ip-
action><std-community-expr>{ip-std-
community-expr-t}</std-community-expr></

standard>
<base_URI>/config/running/ip/community- | <extended><name>{ip-community-list- Configures extended community list.
list name-t}</name><seq-

keyword>{enumeration}</seq-
keyword><instance>{instance-id-t}</
instance><ip-action>{action-t}</ip-action><ip-
community-reg-expr>{ip-community-reg-
expr-t}</ip-community-reg-expr></
extended>

<base_URI>/config/running/ip/community- | <standard><ip-action>{action-t}</ip- Configures standard community list.
list/standard/{name} {seq-keyword}{instance} | action><std-community-expr>{ip-std-
community-expr-t}</std-community-expr></

standard>
<base_URI>/config/running/ip/community- | <extended><ip-action>{action-t}</ip- Configures extended community list.
list/extended/{name} {seq-keyword}, action><ip-community-reg-expr>{ip-
{instance} community-reg-expr-t}</ip-community-reg-

expr></extended>

<base_URI>/config/running/ip/community-list/standard/{name},{seq-keyword},{instance}

<base_URI>/config/running/ip/community-list/extended/{name},{seq-keyword},{instance}
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Usage Guidelines

GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

202

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/ip/community-list

Request Body

None

Response Body
<community-list xmlns="urn:brocade.com:mgmt:brocade-ip-policy" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/ip/community-1list">

</community-list>

The following example uses the POST option to configure IP community list.

URI
http:/host:80/rest/config/running/config/running/ip/community-list

Request Body
<standard><name>{ip-community-list-name-t}</name><seg-keyword>{key}</seg-keyword><instance>{instance-id-

t}</instance><ip-action>{action-t}</ip-action><std-community-expr>{ip-std-community-expr-t}</std-
community-expr></standard>

Response Body
None

The following example uses the DELETE option to remove IP community list.

URI
http:/host:80/rest/config/running/ip/community-list/standard/{ip-community-list-name-t},{key}{instance-id-t}

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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ip/dhcp/relay

Configures, modifies, or retrieves IP Dynamic Host Configuration Protocol (DHCP).

Resource URIs

<base_URI>/config/running/ip/dhcp/relay Configures DHCP relay.

<base_URI>/config/running/ip Configure Internet Protocol (IP).
<base_URI>/config/running/ip/dhcp Configures Dynamic Host Configuration Protocol (DHCP).
<base_URI>/config/running/ip/dhcp/relay/information/option Configures DHCP relay.

<base_URI>/config/running/ip/dhcp/relay/ <option> </option> Configures DHCP relay option.
information

<base_URI>/config/running/ip/dhcp/relay/ <option> </option> Configures DHCP relay option.
information

<base_URI>/config/running/ip/dhcp/relay/ <option> </option> Configures DHCP relay option.
information

<base_URI>/config/running/ip/dhcp/relay/information

Parameters

option
Enables DHCP relay information.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/ip

Request Body

None

Response Body
<dhcp xmlns="urn:brocade.com:mgmt:brocade-dhcp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/ip/dhcp">
<relay y:self="/rest/config/running/ip/dhcp/relay">
<information y:self="/rest/config/running/ip/dhcp/relay/information">
<option>true</option>
</information>
</relay>
</dhcp>

The following example uses the POST option to configure IP DHCP relay option.

URI
http://host:80/rest/config/running/ip/dhcp/relay/information

Request Body

<option>true</option>

Response Body
None

The following example uses the DELETE option to remove IP DHCP relay option.

URI
http:/host:80/rest/config/running/ip/dhcp/relay/information

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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ip/extcommunity-list

Configures, retrieves, and modifies standard Border Gateway Protocol (BGP) extended community filter.

Resource URIs

<base_URI>/config/running/ip/extcommunity-list Configures a standard BGP extended community filter.
<base_URI>/config/running/ip/extcommunity-list Sets a standard BGP extended community filter.
<base_URI>/config/running/ip/extcommunity-list/standard/ Sets a standard BGP extended community list filter.
{extcommunity-list-name}

<base_URI.//config/running/ip/ <standard><ext-community-action>{action- Configures a standard BGP extended
extcommunity-list/standard/{extcommunity- | t}</ext-community-action><ext-community- | community list filter.
list-name} expr>{extcommunity-list-expr-t}</ext-

community-expr></standard>

<base_URI>/config/running/ip/ <standard><extcommunity-list-name>{ip- Sets a standard BGP extended community
extcommunity-list extcommunity-list-name-t}</extcommunity- | list filter.
list-name><ext-community-action>{action-
tl</ext-community-action><ext-community-
expr>{extcommunity-list-expr-t}</ext-
community-expr></standard>

<base_URI>/config/running/ip/extcommunity-list/standard/{extcommunity-list-name}

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/ip/extcommunity-list

Request Body

None

Response Body

<extcommunity-list xmlns="urn:brocade.com:mgmt:brocade-ip-policy" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/ip/extcommunity-list">
</extcommunity-list>

The following example uses the POST option to configure standard BGP extended community filter.

URI
http://host:80/rest/config/running/config/running/ip/extcommunity-list

Request Body

<standard><extcommunity-list-name>{ip-extcommunity-list-name-t}</extcommunity-list-name><ext-community-
action>{action-t}</ext-community-action><ext-community-expr>{extcommunity-list-expr-t}</ext-community-
expr></standard>

Response Body
None

The following example uses the DELETE option to remove standard BGP extended community filter.

URI

http:/host:80/rest/config/running/ip/extcommunity-list/standard/ip-extcommunity-list-name-t

Request Body

None

Response Body

None

Extreme SLX-OS REST API Guide, 17s.1.01
208 53-1005178-02



ip/extcommunity-list

History

17s.1.00 This API call was introduced.
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ip/igmp

Configures the Internet Group Management Protocol (IGMP).

Resource URIs

<base_URI>/config/running/ip/igmp Configures IGMP.

Retrieves IGMP.

Disables the snooping check for the presence of the router alert
option.

<base_URI>/config/running/ip/igmp

<base_URI>/ip/igmp/router-alert-check-disable

<base_URI>/ip/igmp/ssm-map Retrieves the IGMPv2 Source Specific Multicast mapping.

<base_URI>/ip/igmp/ssm-map/enable Enables the IGMPv2 Source Specific Multicast mapping.

Configures prefix list for an SSM map.

<igmps-prefix-list><igmps-prefix-list-name>{string}</
igmps-prefix-list-name><igmps-prefix-src-addr>{source-
address}</igmps-prefix-src-addr></igmps-prefix-list>

<base_URI>/config/running/ip/igmp/
ssm-map

<base_URI>/config/running/ip/igmp/router-
alert-check-disable

<router-alert-check-disable>{enumeration}</
router-alert-check-disable>

Disables the snooping check for the
presence of the router alert option.

<base_URI>/config/running/ip/igmp/ssm-
map/enable

<enable>{enumeration}</enable>

Enables the IGMPv2 Source Specific
Multicast mapping.

<base_URI>/config/running/ip/igmp

<igmp><router-alert-check-
disable>{enumeration}</router-alert-check-
disable></igmp>

Disables the snooping check for the
presence of the router alert option.

<base_URI>/config/running/ip/igmp/ssm-
map

<ssm-map><enable>{enumeration}</
enable></ssm-map>

Enables the IGMPv2 Source Specific
Multicast mapping.

<base_URI>/config/running/ip/igmp/router-alert-check-disable

<base_URI>/config/running/ip/igmp/ssm-map/enable

<base_URI>/config/running/ip/igmp/ssm-map/igmps-prefix-list/{igmps-prefix-list-name},{igmps-prefix-src-addr}

Parameters

210

igmps-prefix-list-name
Specifies the prefix list name.
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igmps-prefix-src-addr
Specifies the source IP Address.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/ip/igmp

Request Body

None

Response Body

<igmp xmlns="urn:brocade.com:mgmt:brocade-igmp-snooping"” xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/ip/igmp">
<ssm-map y:self="/rest/config/running/ip/igmp/ssm-map">
<enable>true</enable>
<igmps-prefix-list y:self="/rest/config/running/ip/igmp/ssm-map/igmps-prefix-list/ssm-
map-1%2C203.0.0.10">
<igmps-prefix-list-name>ssm-map-1</igmps-prefix-list-name>
<igmps-prefix-src-addr>203.0.0.10</igmps-prefix-src-addr>
</igmps-prefix-list>
</ssm-map>
</igmp>

The following example uses the POST option to configure prefix list for an SSM map.

URI
http:/host:80/rest/config/running/ip/igmp/ssm-map

Request Body

<igmps-prefix-list><igmps-prefix-list-name>ssm-map-230-to-239-1</igmps-prefix-list-name><igmps-prefix-
src-addr> 203.0.0.10</igmps-prefix-src-addr></igmps-prefix-list>

Response Body

None
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The following example uses the DELETE option to remove IGMPv2 Source Specific Multicast mapping.

URI
http://host:80/rest/config/running/ip/igmp/ssm-map/enable

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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Configures, retrieves, and modifies IP address prefix list.

Resource URIs

ip/prefix-list

{instance}

<base_URI>/config/running/ip/prefix-list/{name}.{seq-keyword},

Configures IP address prefix list.

{instance}

<base_URI>/config/running/ip/prefix-list/{name},{seq-keywordy},

Retrieves IP address prefix list.

{instancel/ge

<base_URI>/config/running/ip/prefix-list/{name},{seq-keywordy},

Retrieves minimum IP prefix length.

{instance}/le

<base_URI>/config/running/ip/prefix-list/{name},{seq-keywordy},

Retrieves maximum IP prefix length.

<base_URI>/config/running/ip/prefix-list/
{name}.{seg-keyword}{instance}

<prefix-list><action-ipp>{action-t}</action-
ipp><prefix-ipp>{inetipv4-prefix}</prefix-
ipp></prefix-list>

Configures IP address prefix list.

<base_URI>/config/running/ip/prefix-list/
{name},{seg-keyword}{instance}

<prefix-list><ge>{prefix-len-t}</ge></prefix-
list>

Configures minimum IP prefix length.

<base_URI>/config/running/ip/prefix-list/
{name},{seg-keyword}{instance}

<prefix-list><le>{prefix-len-tl</le></prefix-list>

Configures maximum IP prefix length.

<base_URI>/config/running/ip/prefix-list/
{name} {seq-keyword} {instancel/ge

<ge>{prefix-len-t}</ge>

Configures minimum IP prefix length.

<base_URI>/config/running/ip/prefix-list/
{name}{seq-keyword} {instance}/le

<le>{prefix-len-t}</le>

Configures maximum IP prefix length.

<base_URI>/config/running/ip/prefix-list/{name},{seq-keyword} {instance}

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/ip/prefix-list/{PRLIST1},{seq}.{5}

Request Body

None

Response Body
<prefix-list xmlns="urn:brocade.com:mgmt:brocade-ip-policy" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/ip/prefix-1ist/PRLIST1%2Cseqg%2C5">
<name>PRLIST1</name>
<seg-keyword>seq</seqg-keyword>
<instance>5</instance>
<action-ipp>permit</action-ipp>
<prefix-ipp>17.0.0.0/16</prefix-ipp>
<ge>18</ge>
<le>24</le>
</prefix-list>

The following example uses the PUT option to configure IP address prefix list.

URI
http:/host:80/rest/config/running/config/running/ip/prefix-list/{name},{seq-keyword},{instance}/ge

Request Body

<ge>{prefix-len-t}</ge>

Response Body
None

The following example uses the DELETE option to remove IP address prefix list.

URI
http:/host:80/rest/config/running/ip/prefix-list/{name}.{seq-keyword},{instance}

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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ip/route

Configures, retrieves, and modifies static route to the IP routing table.

Resource URIs

216

URI
<base_URI>/config/running/ip/route

GET URIs

<base_URI>/config/running/ip/route

POST URIs
<base_URI>/config/running/ip/route

<base_URI>/config/running/ip/route

PUT URIs

<base_URI>/config/running/ip/route/static-
route-nh/{static-route-dest} {static-route-
next-hop}/metric

<base_URI>/config/running/ip/route/static-
route-nh/{static-route-dest} {static-route-
next-hop}/distance

<base_URI>/config/running/ip/route/static-
route-nh/{static-route-dest},{static-route-
next-hop}/tag

<base_URI>/config/running/ip/route/static-
route-oif/{static-route-dest} {static-route-oif-
typel{InterfaceNumber}/metric

<base_URI>/config/running/ip/route/static-
route-oif/{static-route-dest} {static-route-oif-
typel{InterfaceNumber}/distance

<base_URI>/config/running/ip/route/static-
route-oif/{static-route-dest} {static-route-oif-
typel{interfaceNumber}/tag

Description

Configures static route to the IP routing table.

Description

Retrieves static route to the IP routing table.

Payload Description
<static-route-nh><static-route-dest>{ip- Specifies the destination IPv4 address and
address}</static-route-dest><static-route- mask in the format A.B.C.D/L (where "L" is
next-hop>{ip-address}</static-route-next- the prefix length of the mask)

hop></static-route-nh></static-route-nh>

<static-route-oif><static-route-dest>{ip- Specifies the destination IPv4 address for
address}</static-route-dest><static-route-oif- | egress interface.
type>{enumeration}</static-route-oif-

type><interfaceNumber>{string}</

InterfaceNumber></static-route-oif>

Payload Description

<metric>{unit32}</metric> Configures the cost metric of the route. Valid
values range from 1 through 16.

<distance>{unit32}</distance> Configures the administrative distance of the
route. When comparing otherwise equal
routes to a destination, a Extreme device
prefers lower administrative distances over
higher ones.

<tag>{unit32}</tag> Configures the tag value of the route to use
for route filtering with a route map.

<metric>{unit32}</metric> Configures the cost metric of the route for
egress interface. Valid values range from 1
through 16.

<distance>{unit32}</distance> Configures the administrative distance of the

route for egress interface. When comparing
otherwise equal routes to a destination, a
Extreme device prefers lower administrative
distances over higher ones.

<tag>{unit32}</tag> Configures the tag value of the route to use
for route filtering with a route map for egress
interface.
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<base_URI>/config/running/ip/route/static-
route-nh/{static-route-dest} {static-route-
next-hop}

<base_URI>/config/running/ip/route/static-
route-nh/{static-route-dest} {static-route-
next-hop}

<base_URI>/config/running/ip/route/static-
route-nh/{static-route-dest} {static-route-
next-hop}

<base_URI>/config/running/ip/route/static-
route-oif/{static-route-dest} {static-route-oif-
typel{InterfaceNumber}

<base_URI>/config/running/ip/route/static-
route-oif/{static-route-dest} {static-route-oif-
typel{InterfaceNumber}

<base_URI>/config/running/ip/route/static-
route-oif/{static-route-dest} {static-route-oif-
typel{InterfaceNumber}

DELETE URIs

<base_URI>/config/running/ip/route/static-route-nh/{static-route-dest} {static-route-next-hop}

Payload

<base_URI><static-route-
nh><metric>{uint32}</metric></static-route-
nh>

base_URI><static-route-
nh><distance>{uint32}</distance></static-
route-nh>

<base_URI><static-route-nh><tag>{uint32}</
tag></static-route-nh>

<base_URI><static-route-
oif><metric>{uint32}</metric></static-route-
oif>

<base_URI><static-route-
oif><distance>{uint32}</distance></static-
route-oif>

<base_URI><static-route-oif><tag>{uint32}</
tag></static-route-oif>

ip/route

Description

Configures the cost metric of the route.

Configures the administrative distance of the
route.

Configures the tag value of the route to use
for route filtering with a route map.

Configures the cost metric of the route for
egress interface.

Configures the administrative distance of the
route for egress interface.

Configures the tag value of the route to use
for route filtering with a route map for egress
interface.

<base_URI>/config/running/ip/route/static-route-oif/{static-route-dest} {static-route-oif-type},{InterfaceNumber}

<base_URI>/config/running/ip/router-id

Parameters

distance

Specifies the administrative distance of the route. When comparing otherwise equal routes to a destination, a Extreme
device prefers lower administrative distances over higher ones. Valid values range from 1 through 254. The default is

1.

metric

Specifies the cost metric of the route. Valid values range from 1 through 16. The defaultis 1.

tag

Specifies the tag value of the route to use for route filtering with a route map. Valid values range from O through

4294967295, The default is O.

static-route-dest

Specifies the destination IPv4 address and mask in the format A.B.C.D/L (where "L" is the prefix length of the mask).

static-route-next-hop

Specifies the IPv4 address of the next hop.

static-route-oif-type
The egress interface type.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/ip/route

Request Body

None

Response Body

<route xmlns="urn:extreme.com:mgmt:extreme-rtm" y:self="/rest/config/running/ip/route">
</route>

The following example uses the POST option to configure static route to the IP routing table.

URI
http://host:80/rest/config/running/config/running/ip/route

Request Body

<static-route-nh><static-route-dest>13.1.1.0/24</static-route-dest><static-route-next-hop>11.1.1.2</
static-route-next-hop></static-route-nh>

Response Body
None

The following example uses the DELETE option to remove static route to the IP routing table.

URI
http://host:80/rest/config/running/ip/route/static-route-nh/%2216.1.1.0/247%22%2C14.1.1.2

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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ip/route/static/bfd

Configures, modifies, or retrieves Bidirectional Forwarding Detection (BFD) session information.

Resource URIs

<base_URI>/config/running/ipv6/route/static/bfd Configures, modifies, or retrieves BFD session information.

<base_URI>/config/running/ip/route/static/bfd Retrieves BFD session information.

<base_URI>/config/running/ip/route/static/bfd/bfd-static-route/ Route with nexthop IP address
{bfd-static-route-dest},<static><bfd><bfd-static-route><bfd-static-
route-dest>10.10.10.1</bfd-static-route-dest><bfd-static-route-
src>11.11.11.1</bfd-static-route-src></bfd-static-route></bfd></
static><static><bfd><holdover-interval>30</holdover-interval></bfd></
static>{bfd-static-route-src}

<base_URI>/config/running/ip/route/static/bfd/holdover-interval Holdover interval

<base_URI>/config/running/ip/route/ <bfd-static-route><bfd-static-route- Route with nexthop IP address
static/bfd dest>{inetiipv4-address}</bfd-static-route-
dest><bfd-static-route-src>{inet:ipv4-
address)</bfd-static-route-src></bfd-static-

route>
<base_URI>/config/running/ip/route/ <bfd-static-route><bfd-static-route- Route with nexthop IP address
static/bfd dest>{inetiipv4-address}</bfd-static-route-

dest><bfd-static-route-src>{inet:ipv4-
address}</bfd-static-route-src></bfd-static-
route>

<base_URI>/config/running/ip/route/ <bfd-static-route><interval>{uint16}</ Configures BFD Session.
static/bfd interval><min-rx>{uint16}</min-
rx><multiplier>{uint8}</multiplier><holdover-
interval>{uint8}</holdover-interval></bfd-
static-route>

<base_URI>/config/running/ip/route/ <bfd><interval>{uint16}</interval><min- Configures BFD Session.
static/bfd rx>{uint16}</min-rx><multiplier>{uint8}</
multiplier><holdover-interval>{uint8}</
holdover-interval></bfd>

<base_URI>/config/running/ip/route/static/bfd
<base_URI>/config/running/ip/route/static/bfd/bfd-static-route/{bfd-static-route-dest},{bfd-static-route-src}
<base_URI>/config/running/ip/route/static/bfd/holdover-interval

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02 219



ip/route/static/bfd

Parameters

bfd-interface-type
Outgoing interface type

bfd-interface-name
Interface Number ;; slot/port, vlan#,. Port value = O.

bfd-static-route-dest
Route with nexthop IP address

interval
Transmit interval

holdover-interval
Holdover interval

min-rx
Receive interval

multiplier
Multiplier value

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/ip/route/static

Request Body

None

Response Body

<static xmlns="urn:brocade.com:mgmt:brocade-rtm" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/ip/route/static">
<pbfd y:self="/rest/config/running/ip/route/static/bfd">
<bfd-static-route y:self="/rest/config/running/ip/route/static/bfd/bfd-static-route/
10.10.10.1%2C11.11.11.1">
<bfd-static-route-dest>10.10.10.1</bfd-static-route-dest>
<bfd-static-route-src>11.11.11.1</bfd-static-route-src>
</bfd-static-route>
</bfd>
</static>
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The following example uses the PATCH option to configure a static BFD route .

URI
http://host:80/rest/config/running/ip/route/static

Request Body

<static><bfd><bfd-static-route><bfd-static-route-dest>10.10.10.1</bfd-static-route-dest><bfd-static-
route-src>11.11.11.1</bfd-static-route-src></bfd-static-route></bfd></static>

Response Body
None

The following example uses the DELETE option to remove a static BFD route.

URI
http:/host:80/rest/config/running/ip/route/static/bfd/bfd-static-route/10.10.10.1%2C11.11.11.1

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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ipvb/access-list

Configures, modifies, or retrieves the Internet Protocol version 6 {IPv6} access list configuration.

Resource URIs

URI
<base_URI>/config/running/ipv6
<base_URI>/config/running/ipv6/access-list/standard

<base_URI>/config/running/ipv6/access-list/standard/{ACL-
name}/seq

<base_URI>/config/running/ipv6/access-list/extended

<base_URI>/config/running/ipv6/access-list/extended/{ACL-
name}/seq

GET URIs

<base_URI>/config/running/ipv6/access-list/standard/{ACL-name}/
seq /{seg-id}/src-host-ip

<base_URI>/config/running/ipv6/access-list/standard/{ACL-name}/
seq /{seqg-id}/count
<base_URI>/config/running/ipv6/access-list/standard/{ACL-name}/
seq /{seg-id}/log
<base_URI>/config/running/ipv6/access-list/standard/{ACL-
name}/seq /{seq-id}/copy-sflow

<base_URI>/config/running/ipv6/access-list/extended/{ACL-name}/
seq /{seqg-id}/count

<base_URI>/config/running/ipv6/access-list/extended/{ACL-name}/
seq /{seqg-id}/log

<base_URI>/config/running/ipv6/access-list/extended/{ACL-
name}/seq /{seq-id}/copy-sflow

POST URIs Payload

Description
The Internet Protocol configuration.
Standard IP ACL configuration.

Sequence number configuration.

Extended IP ACL configuration.

Sequence number configuration.

Get the source host ip of specific Standard ACL rule with sequence
ID.

Get the information if count is configured in Standard ACL rule with
sequence ID.

Get the info if log is configured in Standard ACL rule with sequence
ID.

Get the info if copy-sflow is configured in Standard ACL rule with
sequence ID.

Enables the counting of the packets matching the rule.

Packets matching the filter are sent to the CPU and a corresponding
log entry is generated by enabling the logging mechanism. This
parameter is only available with permit and deny.

Copy to Sflow Collector

Description

<base_URI>/config/running/interface/Port-
channel/{name}/ipv6

<base_URI>/config/running/interface/Ve/
{name}/ipv6

<base_URI>/config/running/ipv6/access-list

<base_URI>/config/running/ipv6/access-list

DELETE URIs

<access-group><ipv6-access-list>{req_vall</
ipv6-access-list><ip-direction>{req_vall</ip-
direction></access-group>
<access-group><ipv6-access-list>{req_vall</
ipvB-access-list><ip-direction>{req_val}</ip-
direction></access-group>

<standard><name>{req_vall</name></
standard>

<extended><name>{req_vall</name></
extended>

<base_URI>/config/running/ipv6/access-list/standard/{name}

<base_URI>/config/running/ipv6/access-list/extended/{name}

Bind an ACL to a Port-channel interface

Bind an ACL to a VE interface

Configure a Standard IPv6 ACL

Configure a Extended IPv6 ACL
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DELETE URIs
<base_URI>/config/running/ipv6/access-list/extended/{namel}/seq/{seq-id}

Parameters

name
Specifies the IPv6 access list name.

seq
Specifies the sequence number.
seq-id
Specifies the sequence number for the rule.
action

Specifies the action to be performed. Supported actions are deny, hard-drop, and permit. Configuring deny drops
traffic. Configuring hard-drop force drops traffic. Configuring permit allows traffic.

src-host-any-sip
Specifies any source host IP address.

src-host-ip
Specifies the source host IP address.

count
Enables the counting of the packets matching the rule.

log
Packets matching the filter are sent to the CPU and a corresponding log entry is generated by enabling the
loggingmechanism. This parameter is only available with permit and deny.

protocol-type
The type of protocol used.

dst-host-any-dip
Specifies any destination host IP address..

dst-host-ip
Parameter description

vian
VLAN interface number.

parameter_name
Parameter description

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the access list details.

URI
http://host:80/rest/config/running/ipv6/access-list

Request Body

Response Body

<access-list xmlns="urn:brocade.com:mgmt:brocade-ipv6-access—-1ist" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/ipv6/access-1list">
<extended y:self="/rest/config/running/ipvé/access-list/extended/acll">
<name>acll</name>
</extended>
</access-list>

The following example uses the POST option to configure an extended access list "acl1".

URI
http://host:80/rest/config/running/ipv6/access-list

Request Body

<extended><name>acll</name></extended>

Response Body
None

The following example uses the DELETE option to remove the extended access list "acl1".

URI
http://host:80/rest/config/running/ipv6/access-list/extended/acl1

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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ipv6/nd

Configures, modifies, or retrieves Neighbor Discovery (ND) commands at global level.

Resource URIs

<base_URI>/config/running/ipv6/nd Configures Neighbor Discovery commands.

<base_URI>/config/running/ipv6/nd/global-suppress-ra Sets global suppress-ra.
<base_URI>/config/running/ipv6/nd/ra-dns-server/{string} Sets global DNS server option applied on all ND6 interfaces
<base_URI>/config/running/ipv6/nd/ra-domain-name/{string}/ Set global domain name option that applied on all ND6 interfaces
lifetime-multplier and applies Lifetime multiplier for DNS Search List option.

<base_URI>/config/running/ipv6/nd <global-suppress-ra>lenumeration)</global- | Sets globally suppress-ra.
suppress-ra>

<base_URI>/config/running/ipv6/nd <ra-dns-server><dns-server-prefix- Set global DNS server option applied on all
global>{dns-server-prefix}</dns-server- NDG6 interfaces.

prefix-global><lifetime-multplier>(decimal)</
lifetime-multplier></ra-dns-server>

<base_URI>/config/running/ipv6/nd <ra-domain-name><domain-name-string- Set global domain name option that applied
global>{name}</domain-name-string- on all ND6 interfaces.
global><lifetime-multpliers{decimal}</
lifetime-multplier></ra-domain-name>

<base_URI>/config/running/ipv6/nd/ra-dns- | <lifetime-multplier>(decimal)</lifetime- Lifetime multiplier for the DNS Server option
server/{ipv6_address_of_name_server}/ multplier>

lifetime-multplier

<base_URI>/config/running/ipv6/nd/ra- <lifetime-multplier>(decimal)</lifetime- Lifetime multiplier for DNS search list option.
domain-name/{name}/lifetime-multplier multplier>

<base_URI>/config/running/ipv6/nd/global-suppress-ra

<base_URI>/config/running/ipv6/nd/ra-dns-server/{ipv6_address_of_name_server}/lifetime-multplier

<base_URI>/config/running/ipv6/nd/ra-dns-server/{ipv6_address_of_name_server}

<base_URI>/config/running/ipv6/nd/ra-domain-name/{name}/lifetime-multplier

<base_URI>/config/running/ipv6/nd/ra-domain-name/{name}

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Extreme SLX-OS REST API Guide, 17s.1.01
226 53-1005178-02



ipv6/nd

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/ipv6/nd/global-suppress-ra

Request Body

None

Response Body

<nd xmlns="urn:brocade.com:mgmt:brocade-ipv6-nd-ra" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/ipv6/nd">
<global-suppress-ra>true</global-suppress-ra>
<ra-dns-server y:self="/rest/config/running/ipv6/nd/ra-dns-server/2100:21:2134::566">
<dns-server-prefix-global>2100:21:2134::566</dns-server-prefix-global>
</ra-dns-server>
<ra-dns-server y:self="/rest/config/running/ipv6/nd/ra-dns-server/3600:36::1">
<dns-server-prefix-global>3600:36::1</dns-server-prefix-global>
</ra-dns-server>
<ra-dns-server y:self="/rest/config/running/ipvé6/nd/ra-dns-server/3600:36::11">
<dns-server-prefix-global>3600:36::11</dns-server-prefix-global>
</ra-dns-server>
<ra-domain-name y:self="/rest/config/running/ipv6/nd/ra-domain-name/test.in">
<domain-name-string-global>test.in</domain-name-string-global>
</ra-domain-name>
<ra-domain-name y:self="/rest/config/running/ipv6/nd/ra-domain-name/test.sk">
<domain-name-string-global>test.sk</domain-name-string-global>
</ra-domain-name>
<ra-domain-name y:self="/rest/config/running/ipv6/nd/ra-domain-name/test.uk">
<domain-name-string-global>test.uk</domain-name-string-global>
</ra-domain-name>
<ra-domain-name y:self="/rest/config/running/ipv6/nd/ra-domain-name/test.us">
<domain-name-string-global>test.us</domain-name-string-global>
</ra-domain-name>
</nd>

The following is an example of the POST operation to set global DNS server option applied on all ND6 interfaces.

URI
http:/host:80/rest/config/running/ipv6/nd

Request Body

<ra-dns-server><dns-server-prefix-global>3300:36::11</dns-server-prefix-global><lifetime-multplier>199</
lifetime-multplier></ra-dns-server>

Response Body

None

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02 227



ipv6/nd

The following is an example of the DELETE operation to remove ilfetime multiplier for the DNS Server option.

URI
http:/host:80/rest/config/running/ipv6/nd/ra-dns-server/3400:36::11/lifetime-multplier

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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ipve/prefix-list

Configures, retrieves, and modifies IPv6 address prefix list.

Resource URIs

<base_URI>/config/running/ipv6/prefix-list/{namel,{seq-keywordy}, Configures IPv6 address prefix list.
{instance}

<base_URI>/config/running/ipv6/prefix-list/{name} {seq-keyword}, Retrieves IPv6 address prefix list.

{instance}

<base_URI>/config/running/ipv6/prefix-list/{name} {seq-keyword}, Retrieves minimum IPv6 prefix length.
{instancel/ge

<base_URI>/config/running/ipv6/prefix-list/{name} {seq-keyword}, Retrieves maximum IPv6 prefix length.

{instance}/le

<base_URI>/config/running/ipv6/prefix-list/ | <prefix-list><action-ipp>{action-t}</action- Configures IPv6 address prefix list.
{namel,{seq-keyword} {instance} ipp><ipv6-prefix-ipp>{inet:ipv6-prefix}</ipv6-
prefix-ipp></prefix-list>

<base_URI>/config/running/ipv6/prefix-list/ | <prefix-list><ge>{ipv6-prefix-len-t}</ge></ Configures minimum IPv6 prefix length.

{name},{seg-keyword}{instance} prefix-list>
<base_URI>/config/running/ipv6/prefix-list/ | <prefix-list><le>{ipv6-prefix-len-t}</le></ Configures maximum IPv6 prefix length.
{name},{seg-keyword}{instance} prefix-list>

<base_URI>/config/running/ipv6/prefix-list/ | <ge>{ipv6-prefix-len-t}</ge> Configures minimum IPv6 prefix length.
{name} {seq-keyword} {instancel/ge

<base_URI>/config/running/ipv6/prefix-list/ | <le>{ipv6-prefix-len-t}</le> Configures maximum IPv6 prefix length.
{name}{seq-keyword} {instance}/le

<base_URI>/config/running/ipv6/prefix-list/{name} {seq-keyword},{instance}

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/ipv6/prefix-list/{PRELIST4} {seq}.{5}/

Request Body
<prefix-list xmlns="urn:brocade.com:mgmt:brocade-ip-policy" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/ipvé6/prefix-1ist/PR6LIST4%2Cseq%2C5">
<name>PR6LIST4</name>
<seg-keyword>seq</seg-keyword>
<instance>5</instance>
<action-ipp>permit</action-ipp>
<ipv6-prefix-ipp>2001:5555:2222:4444::/64</ipv6-prefix-ipp>
<ge>120</ge>
<le>128</le>
</prefix-list>

Response Body
None

The following example uses the PUT option to configure IPv6 address prefix list.

URI
http://host:80/rest/config/running/config/running/ipv6/prefix-list/ {PRELIST 2},{seq}.{5}/ge

Request Body

<ge>{ipv6-prefix-len-t}</ge>

Response Body
None

The following example uses the DELETE option to remove IPv6 address prefix list.

URI
http://host:80/rest/config/running/ipv6/prefix-list/ PRELIST47%2Cseq%2C5S

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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ipv6/route/static/bfd

Configures, modifies, or retrieves Bidirectional Forwarding Detection (BFD) session information.

Resource URIs

232

URI

<base_URI>/config/running/ipv6/route/static/bfd

GET URIs

<base_URI>/config/running/ipv6/route/static/bfd
<base_URI>/config/running/ipv6/route/static/bfd/bfd-ipv6-static-

Description

Description

route/{bfd-ipv6-static-route-dest}.{bfd-ipv6-static-route-src}

<base_URI>/config/running/ipv6/route/static/bfd/bfd-ipv6-link-

local-static-route/{bfd-ipv6-link-local-dest}.{bfd-ipv6-link-local-src},

{bfd-interface-typel,{bfd-interface-name}

<base_URI>/config/running/ipv6/route/static/bfd/holdover-interval

POST URIs

<base_URI>/config/running/ipv6/route/
static/bfd

<base_URI>/config/running/ipv6/route/
static/bfd

PATCH URIs

<base_URI>/config/running/ipv6/route/
static/bfd

<base_URI>/config/running/ipv6/route/
static/bfd/bfd-ipv6-static-route/{bfd-ipv6-
static-route-dest},{bfd-ipv6-static-route-src}/
bfd-ipv6-link-local-static-route

PUT URIs

<base_URI>/config/running/ipv6/route/
static/bfd

Holdover interval

Payload

<bfd-ipv6-static-route><bfd-ipv6-static-
route-dest>{inet:ipv6-address}</bfd-ipv6-
static-route-dest><bfd-ipv6-static-route-
srcx{inetipv6-address}</bfd-ipv6-static-
route-src></bfd-ipv6-static-route>

<bfd-ipv6-link-local-static-route><bfd-ipv6-
link-local-dest>{inetipv6-address}</bfd-
ipv6-link-local-dest><bfd-ipv6-link-local-
srcx{inetipv6-address}</bfd-ipv6-link-local-
src><bfd-interface-type>{enumeration}</bfd-
interface-type><bfd-interface-
name>{string}</bfd-interface-name></bfd-
ipv6-link-local-static-route>

Payload

<bfd-ipv6-link-local-static-
route><interval>{uint16}</interval><min-
rx>{uint16}</min-rx><multiplier>{uint8}</
multiplier><holdover-interval>{uint8}</
holdover-interval></bfd-ipv6-link-local-
static-route>

<bfd-ipv6-static-route><interval>{uint16}</
interval><min-rx>{uint16}</min-
rx><multiplier>{uint8}</multiplier></bfd-ipv6-
static-route>

Payload

<bfd><interval>{uint16}</interval><min-
rx>{uint16}</min-rx><multiplier>{uint8}</
multiplier><holdover-interval>{uint8}</
holdover-interval></bfd>

Configures, modifies, or retrieves BFD session information.

Retrieves BFD session information.

Route with nexthop IP address

Route with nexthop IP address

Description

Route with nexthop IP address

Route with nexthop IP address

Description

Configures BFD Session.

Route with nexthop IP address

Description

Configures BFD Session.
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PUT URIs Payload Description

<base_URI>/config/running/ipv6/route/ <interval><min-rx>{uint16}</min- Configures Receive interval.
static/bfd/bfd-ipv6-static-route/{bfd-ipv6- rx><multiplier>{uint8}</multiplier></interval>
static-route-dest},{bfd-ipv6-static-route-src}/

bfd-ipv6-link-local-static-route

DELETE URIs
<base_URI>/config/running/ipv6/route/static/bfd/bfd-ipv6-static-route/{bfd-ipv6-static-route-dest},{bfd-ipv6-static-route-src}

<base_URI>/config/running/ipv6/route/static/bfd/bfd-ipv6-link-local-static-route/{bfd-ipv6-link-local-dest},{bfd-ipv6-link-local-src},{bfd-
interface-typel,{bfd-interface-name}

<base_URI>/config/running/ipv6/route/static/bfd/holdover-interval

Parameters

bfd-interface-type
Outgoing interface type

bfd-interface-name
Interface Number ;; slot/port, vlan#,. Port value = O.

bfd-ipv6-static-route
Route with nexthop IP address

interval
Transmit interval

holdover-interval
Holdover interval

min-rx
Receive interval

multiplier
Multiplier value

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/ipv6/route/static

Request Body

None

Response Body

<static xmlns="urn:brocade.com:mgmt:brocade-ipv6-rtm" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/ipv6/route/static">
<bfd y:self="/rest/config/running/ipv6/route/static/bfd">
<holdover-interval>30</holdover-interval>
</bfd>
</static>

The following example uses the PATCH option to configure the holdover interval for a static BFD route .

URI
http:/host:80/rest/config/running/ipv6/route/static

Request Body

<static><bfd><holdover-interval>30</holdover-interval></bfd></static>

Response Body

None

The following example uses the DELETE option to remove the holdover interval for a static BFD route.

URI
http:/host:80/rest/config/running/ipv6/route/static/bfd/holdover-interval

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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ipv6/router/ospf

Configures, retrieves, and modifies Open Shortest Path First (OSPF) version 3.

Resource URIs

236

URI
<base_URI>/config/running/ipv6/router/ospf/{vrf}

GET URIs

<base_URI>/config/running/ipv6/router/ospf
<base_URI>/config/running/ipv6/router/ospf/{vrf}
<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
normal

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}l/
nssa

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/nssa-area-metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/default-information-originate

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/default-information-originate/metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/default-information-originate/metric-type

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/no-redistribution

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/no-summary

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/translator-always

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
nssa/translator-interval

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
stub

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
stub/no-summary

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
stub/stub-area-metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}l/
authentication

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
virtual-link/{virtual-link-neighbor}

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
virtual-link/{virtual-link-neighbor}/hello-interval

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
virtual-link/{virtual-link-neighbor}/dead-interval

Description

Configures Open Shortest Path First (OSPF) version 3.

Description

Retrieves Open Shortest Path First (OSPF) version 3 details.
Displays the name of the VRF

Displays OSPF router area address

Displays the normal area for an area ID.
Displays an NSSA area.

Display’s NSSAs advertised stub route metric.
Control distribution of default information.
Displays the OSPF metric .

Displays the OSPF metric type.

Do not send redistributed LSA into nssa area.
Do not send summary LSA into nssa area.
Set NSSA translator role.

NSSA translator stability interval (sec). Decimal value, range 10-60
seconds. Default is 40s.

Displays a stub area.

Do not send summary LSA into stub area.
Displays Stub area’s advertised route metric.
Authentication of OSPF messages.

Define a virtual link and its parameters.

Displays the time between hello packets that the router sends on an
interface. Decimal value, range 1-65535 seconds. Default is 10
seconds.

Decimal value, range 3-65535 seconds. Default is 40 seconds.
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<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}l/
virtual-link/{virtual-link-neighbor}/hello-jitter

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
virtual-link/{virtual-link-neighbor}/retransmit-interval

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
virtual-link/{virtual-link-neighbor}/transmit-delay

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
virtual-link/{virtual-link-neighbor}/authentication

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}l/
range/{range-address}

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
range/{range-address}/range-effect

<base_URI>/config/running/ipv6/router/ospf/{vrf}/area/{area-id}/
range/{range-address}/cost

<base_URI>/config/running/ipv6/router/ospf/{vrf}/auto-cost

<base_URI>/config/running/ipv6/router/ospf/{vrf}/auto-cost/
reference-bandwidth

<base_URI>/config/running/ipv6/router/ospf/{vrf}/database-
overflow-interval

<base_URI>/config/running/ipv6/router/ospf/{vrf}/default-
information-originate

<base_URI>/config/running/ipv6/router/ospf/{vrf}/default-
information-originate/always

<base_URI>/config/running/ipv6/router/ospf/{vrf}/default-
information-originate/metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/default-
information-originate/metric-type

<base_URI>/config/running/ipv6/router/ospf/{vrf}/default-metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/default-passive-
interface

<base_URI>/config/running/ipv6/router/ospf/{vrf}/distance/{route-
type}
<base_URI>/config/running/ipv6/router/ospf/{vrf}/distribute-list

<base_URI>/config/running/ipv6/router/ospf/{vrf}/distribute-list/
route-map

<base_URI>/config/running/ipv6/router/ospf/{vrf}/distribute-list/
route-map/in

<base_URI>/config/running/ipv6/router/ospf/{vrf}/distribute-list/
prefix-list

<base_URI>/config/running/ipv6/router/ospf/{vrf}/distribute-list/
prefix-list/in

<base_URI>/config/running/ipv6/router/ospf/{vrf}/external-Isdb-limit

<base_URI>/config/running/ipv6/router/ospf/{vrf}/key-add-remove-
interval

<base_URI>/config/running/ipv6/router/ospf/{vrf}/key-rollover-
interval

<base_URI>/config/running/ipv6/router/ospf/{vrf}/log
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Description

Diaplsys the allowed jitter between hello packets. Decimal value,
range 1%-50%. Default is 10%.

Displays time between Link State Advertisement(LSA)
retransmissions for adjacencies belonging to the interface. Decimal
value, range 1-3600 seconds. Default is 5 seconds.

Displays the estimated time required to send an LSA on the interface.
Displays the authentication details.

Defines or undefines a type-3 address range (ABR only).

Advertise this type-3 summarization

Displays area range cost.

Calculate OSPFv3 interface cost according to bandwidth.

Displays Reference-bandwidth in Mbits per second. Range 1 -
4294967.

Displays Poll Interval in Seconds. Range O - 86400 seconds. Default
is 10.

Controls distribution of default information.

Always advertise default route.

Displays OSPF metric. Range 0-65535.

OSPF metric type for default route.

Displays Default metric. Range 0-65535.
Set OSPF interface passive.

Defines an administrative distance.

Prevent routes from being learnt by OSPFv3.

Use route-map to control routes learned by OSPFv3.

Inbound Filtering.

Use prefix list to control routes learned by OSPFv3

Inbound Filtering.

External Link State Database Limit. Range 1-250000. Default is
250000.

Display add/remove interval in seconds.

Display new key rollover interval in seconds. Range 0-14400.

Default is 300.
Enables logging OSPF activities.
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GET URIs
<base_URI>/config/running/ipv6/router/ospf/{vrf}/log/adjacency

<base_URI>/config/running/ipv6/router/ospf/{vrf}/log/adjacency/dr-
only

<base_URI>/config/running/ipv6/router/ospf/{vrf}/log/all
<base_URI>/config/running/ipv6/router/ospf/{vrf}/log/bad-packet

<base_URI>/config/running/ipv6/router/ospf/{vrf}/log/bad-packet/
checksum

<base_URI>/config/running/ipv6/router/ospf/{vrf}/log/database
<base_URI>/config/running/ipv6/router/ospf/{vrf}/log/retransmit
<base_URI>/config/running/ipv6/router/ospf/{vrf}/metric-type
<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/
connected

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/
connected/route-map

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/
connected/metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/
connected/metric-type

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/static

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/static/
route-map

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/static/
metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/static/
metric-type

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/bgp

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/bgp/
route-map

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/bgp/
metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/bgp/
metric-type

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/ospf

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/ospf/
route-map

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/ospf/
metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/redistribute/ospf/
metric-type

<base_URI>/config/running/ipv6/router/ospf/{vrf}/summary-
address/{summary-address-value}

<base_URI>/config/running/ipv6/router/ospf/{vrf}/timers

<base_URI>/config/running/ipv6/router/ospf/{vrf}/timers/Isa-group-
pacing

<base_URI>/config/running/ipv6/router/ospf/{vrf}/timers/spf

<base_URI>/config/running/ipv6/router/ospf/{vrf}/timers/spf/spf-
hold-time

Description
Enables logging adjacency changes.

Enables logging adjacency changes for Designated Router interfaces
only.

Enables logging everything.
Enables logging Bad packets.

Enables logging bad checksum packets.

Enables logging LSA activity.

Enables logging retransmit activity.

OSPF metric type for redistributed routes.
Enables logging route redistribution.

Displays Connected routes.
Displays Route map reference.
Displays OSPF metric.
Displays OSPF Metric type.

Displays Static routes.

Displays Route map reference.
Displays OSPF metric.
Displays OSPF Metric type.

Displays BGP Routes.

Displays Route map reference.
Displays OSPF metric.
Displays OSPF Metric type.

Displays OSPF routes.

Displays Route map reference.
Displays OSPF metric.
Displays OSPF Metric type.
Displays IP address summaries.

Adjusts routing timers.

Interval between group of LSA being refreshed or maxaged. Range
10-1800. Default is 240.

Displays OSPF SPF timers.

Displays hold time (0-65535 sec) between consecutive SPF
calculations.
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<base_URI>/config/running/ipv6/router/ospf/{vrf}/nonstop-routing
<base_URI>/config/running/ipv6/router/ospf/{vrf}/maximum-paths
<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa/all-Isas

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa/external-Isa

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa/external-Isa/external-Isa-value

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-lsa/summary-Isa

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-lsa/summary-lsa/summary-Isa-value

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa/include-stub

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa/on-startup

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa/on-startup/on-startup-time

<base_URI>/config/running/ipv6/router/ospf/{vrf}/max-metric/
router-Isa/on-startup/wait-for-bgp

<base_URI>/config/running/ipv6/router/ospf/{vrf}/bfd

<base_URI>/config/running/ipv6/router/ospf/{vrf}/bfd/bfd-enable

<base_URI>/config/running/ipv6/router/ospf/{vrf}/bfd/holdover-
interval

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/area

<base_URI>/config/running/interface{interface-type}/{interface-
name}/ipv6/ospf/active

<base_URI>/config/running/interface{interface-type}/{interface-
name}/ipv6/ospf/passive

<base_URI>/config/running/interface/{interface-typel/{interface-
name}/ipv6/ospf/cost

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/instance

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/mtu-ignore

<base_URI>/config/running/interfacef{interface-type}/{interface-
name}/ipv6/ospf/network

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/priority

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/suppress-linkisa
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Description

Returns true if nonstop-routing capability is enabled.
Displays maximum paths. Range 1-64. Default is 8.
Stub Router Advertisement

The maximum metric advertisement in Router LSAs.

Replaces Metric in all External and Summary LSAs with default max
metric value.

Replaces Metric in External LSA with max metric value.
Indicates the metric of all external type 5 and type 7 LSA's
Replaces Metric in Summary LSA with max metric value.
Displays the metric of all summary type 3 and type 4 LSAs.
Configure include-stub for max-metric

Apply this on OSPF startup.

Displays the time to advertise maximum metric. Range 5 - 86400
seconds.

Advertise maximum metric until BGP has converged (or 600
seconds)

Displays information on BFD for OSPFv3 on all OSPFv3 enabled
interfaces.

Returns true if BFD is enabled.
Displays BFD Holdover Interval.

Open Shortest Path First (OSPF). Interface types are Ethernet, Ve,
and Loopback.

Displays OSPF areas. Interface types are Ethernet, Ve, and
Loopback.

Displays Active information. Interface types are Ethernet, Ve, and
Loopback.

Displays Passive information. Interface types are Ethernet, Ve, and
Loopback.

Displays cost. Range 1-65535. Default is 1. Interface types are
Ethernet, Ve, and Loopback.

Displays Instance ID. Range 0-255. Interface types are Ethernet, Ve,
and Loopback.

Disables OSPF MTU mismatch detection. Interface types are
Ethernet, Ve, and Loopback.

Broadcast interface mode. Interface types are Ethernet, Ve, and
Loopback.

Displays Interface priority. Interface types are Ethernet, Ve, and
Loopback.

Suppress link LSA advertisements. Interface types are Ethernet, Ve,
and Loopback.
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GET URIs

<base_URI>/config/running/interface/{interface-typel/{interface-

name}/ipv6/ospf/authentication

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/ospf/authentication/ipsec

<base_URI>/config/running/interface/{interface-type}/{interface-
name}/ipv6/ospf/authentication/ipsec/key-add-remove-interval

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/ospf/hello-interval

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/ospf/dead-interval

<base_URI>/config/running/interface{interface-type}/{interface-

name}/ipv6/ospf/hello-jitter

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/ospf/retransmit-interval

<base_URI>/config/running/interface/{interface-type}/{interface-

name}/ipv6/ospf/transmit-delay

POST URIs
<base_URI>/config/running/ipv6/router

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

Description

Interface types are Ethernet, Ve, and Loopback.

Displays ipsec authentication for the interface. Interface types are

Ethernet, Ve, and Loopback.

Displays Key add/remove interval in seconds. Range 0-14400.
Default is 300. Interface types are Ethernet, Ve, and Loopback.

Displays hello interval. Range 1-65535 seconds. Default is 10

seconds. Interface types are Ethernet, Ve, and Loopback.

Displays Dead interval. Range 3-65535 seconds. Default is 40

seconds. Interface types are Ethernet, Ve, and Loopback.

Displays Hello Jitter. Range 1%-50%. Default is 10%. Interface types

are Ethernet, Ve, and Loopback.

Displays Retransmit interval. Range 1-3600 seconds. Default is 5

seconds. Interface types are Ethernet, Ve, and Loopback.

Displays Transmit Delay. Range 0-3600 seconds. Default is 1

second. Interface types are Ethernet, Ve, and Loopback.

Payload

<ospf><vrf>{common-defivrf-namel</vrf></
ospf>

<area><area-id>{ospf:ospf-area-id}</area-
id></area>

<nssa />
<default-information-originate />

<virtual-link><virtual-link-
neighbor>{inetipv4-address}</virtual-link-
neighbor></virtual-link>

<range><range-address>{common-defiipv6-
address-prefix}</range-address></range>
<default-information-originate />

<distance><route-type>{ospfroute-type-
enumj</route-type><distance-
value>{uint32}</distance-value></distance>
<adjacency />

<bad-packet />

<connected />

<static />

<bgp />

<ospf />

<summary-address><summary-address-
value>{common-defipv6-address-prefix}</

Description

Configures OSPF instance for the VRF.
Sets the OSPF router area id

Specifies an nssa area.

Controls distribution of default information

Define a virtual link and its parameters.

Defines or undefines a type-3 address range
(ABR only).
Controls distribution of default information.

Defines an administrative distance

Logging adjacency changes
Logging Bad packets
Connected routes

Static routes

BGP routes

OSPF routes

Configure IP address summaries
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POST URIs Payload Description

summary-address-value></summary-
address>

The maximum metric advertisement in
Router LSAs

<base_URI>/config/running/ipv6/router/ <router-Isa />

ospf/{vrf}/max-metric

<external-Isa /> Replace Metric in External LSA with max

metric value

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa

Replace Metric in Summary LSA with max
metric value

<base_URI>/config/running/ipv6/router/ <summary-lsa />

ospf/{vrf}/max-metric/router-Isa

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running
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<spi><ah>{algorithm-type-ah}</
ah><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><key>{ipsec-authentication-hexkey-
stringl</key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp>{algorithm-type-esp}</
esp><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-no-encrypt>{enumeration}</esp-
no-encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-key>{ipsec-authentication-hexkey-
string}</esp-
key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-auth>{algorithm-type-ah}</esp-
auth><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><key>{ipsec-authentication-hexkey-
stringl</key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><ah>{algorithm-type-ahj</
ah><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><key>{ipsec-authentication-hexkey-
string</key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp>{algorithm-type-esp}</
esp><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-no-encrypt>{enumeration}</esp-
no-encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-key>{ipsec-authentication-hexkey-
string}</esp-

Security Parameter Index specifying the
authentication algorithm to use.

Security Parameter Index without encrypting
the key and configure ipsec authentication for
the interface.

Security Parameter Index with Key used for
ah.

Security Parameter Index specifying
Encapsulating Security Payload (ESP)

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for ESP

Security Parameter Index using
Authentication Algorithm

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for authentication algorithm

Security Parameter Index specifying the
authentication algorithm to use.

Security Parameter Index without encrypting
the key

Security Parameter Index with Key used for
ah.

Security Parameter Index specifying
Encapsulating Security Payload (ESP)

Security Parameter Index without encrypting
the key.

Security Parameter Index with Hexadecimal
key string for ESP
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POST URIs

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running

PUT URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/normal

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa/nssa-area-
metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa/default-
information-originate/metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa/default-
information-originate/metric-type

Payload

key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-auth>{algorithm-type-ah}</esp-
auth><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><key>{ipsec-authentication-hexkey-
string)</key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><ah>{algorithm-type-ah}</
ah><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><key>{ipsec-authentication-hexkey-
stringl</key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp>{algorithm-type-esp}</
esp><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-no-encrypt>{enumeration}</esp-
no-encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-key>{ipsec-authentication-hexkey-
string}</esp-
key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><esp-auth>{algorithm-type-ah}</esp-
auth><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt><ipsec><disable>{enumeration}</
disable></ipsec></spi>

<spi><key>{ipsec-authentication-hexkey-
stringl</key><ipsec><disable>{enumeration}</
disable></ipsec></spi>

Payload

<normal>{enumeration}</normal>

<nssa-area-metric>{uint32}</nssa-area-
metric>

<metric>{uint32}</metric>

<metric-type>{ospf:metric-type}</metric-
type>

Description
Security Parameter Index using
Authentication Algorithm

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for authentication algorithm

Security Parameter Index specifying the
authentication algorithm to use.

Security Parameter Index without encrypting
the key

Security Parameter Index with Key used for
ah.

Security Parameter Index specifying
Encapsulating Security Payload (ESP)

Security Parameter Index without encrypting
the key.

Security Parameter Index with Hexadecimal
key string for ESP

Security Parameter Index using
Authentication Algorithm

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for authentication algorithm

Description

Sets the OSPF router area id

Specifies an nssa area.

Controls distribution of default information

Type of the metric
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PUT URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/nssa/no-
redistribution

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa/no-summary

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa/translator-
always

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/nssa/translator-
interval

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/stub/no-summary

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/stub/stub-area-
metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/hello-interval

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/dead-interval

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/hello-jitter
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Payload

<no-redistribution>{enumeration}</no-
redistribution>

<no-summary>{enumeration}</no-
summary>

<translator-always>{enumeration}</translator-
always>

<translator-interval>{common-def:time-
interval-sec}</translator-interval>

<no-summary>{enumeration}</no-
summary>
<stub-area-metric>{uint32}</stub-area-

metric>

<spi><ah>{algorithm-type-ah}</ah></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt></spi>

<spi><key>{ipsec-authentication-hexkey-
string}</key></spi>

<spi><esp>{algorithm-type-espl</esp></spi>

<spi><esp-no-encrypt>{enumerationj</esp-
no-encrypt></spi>

<spi><esp-key>{ipsec-authentication-hexkey-
string}</esp-key></spi>

<spi><esp-auth>{algorithm-type-ah}</esp-
auth></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt></spi>

<spi><key>{ipsec-authentication-hexkey-
string}</key></spi>

<hello-interval>{common-def:time-interval-
sec)</hello-interval>

<dead-interval>{common-def:time-interval-
seck/dead-interval>

<hello-jitter>{uint32}</hello-jitter>

ipv6/router/ospf

Description

Do not send redistributed LSA into nssa area

Do not send summary LSA into nssa area

Set nssa translator role

Nssa translator stability interval

Do not send summary LSA into stub area

Stub area’s advertised route metric

Security Parameter Index specifying the
authentication algorithm to use.

Security Parameter Index without encrypting
the key.

Security Parameter Index with Key used for
ah.

Security Parameter Index specifying
Encapsulating Security Payload (ESP)

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for ESP

Security Parameter Index using
Authentication Algorithm

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for authentication algorithm

Configures the time between hello packets
that the router sends on an interface.

Configures the time a neighbor router waits
for a hello packet from the current router
before declaring the router down.

Sets the allowed jitter between hello packets.
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PUT URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/retransmit-interval

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/transmit-delay

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/range/{range-
address}/range-effect

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/range/{range-
address}/cost

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/auto-cost/reference-bandwidth

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/database-overflow-interval

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-information-originate/
always

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-information-originate/
metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-information-originate/
metric-type

Payload

<retransmit-interval>{common-def:time-
interval-sec}</retransmit-interval>

<transmit-delay>{common-defitime-interval-
secl/transmit-delay>

<spi><ah>{algorithm-type-ahj</ah></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt></spi>

<spi><key>{ipsec-authentication-hexkey-
string}</key></spi>

<spi><esp>{algorithm-type-espl</esp></spi>

<spi><esp-no-encrypt>{enumeration}</esp-
no-encrypt></spi>

<spi><esp-key>{ipsec-authentication-hexkey-
string}</esp-key></spi>

<spi><esp-auth>{algorithm-type-ah}</esp-
auth></spi>

<spi><no-encrypt>{enumeration}</no-
encrypt></spi>

<spi><key>{ipsec-authentication-hexkey-
stringl</key></spi>

<range-effect>{enumeration}</range-effect>

<cost>{ospf:range-metric}</cost>

<reference-bandwidth>{ospf:band-width}</
reference-bandwidth>

<database-overflow-interval>{common-
defitime-interval-sec}</database-overflow-
interval>

<always>{enumeration}</always>

<metric>{uint32}</metric>

<metric-type>{ospf:metric-type}</metric-
type>

Description

Time between Link State Advertisement
(LSA) retransmissions for adjacencies
belonging to the interface.

Estimated time required to send an LSA on
the interface.

Security Parameter Index specifying the
authentication algorithm to use.

Security Parameter Index without encrypting
the key.

Security Parameter Index with Key used for
ah.

Security Parameter Index specifying
Encapsulating Security Payload (ESP)

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for ESP

Security Parameter Index using
Authentication Algorithm

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for authentication algorithm
Advertise this type-3 summarization

Configure area range cost

Reference-bandwidth in Mbits per second

Poll Interval in Seconds

Always advertise default route

Type of the metric

OSPF metric type for default route
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PUT URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-passive-interface

<base_URI>/config/running/ipv6/router/
ospf/vrf}/distribute-list/route-map

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/distribute-list/prefix-list

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/external-lsdb-limit

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/key-add-remove-interval

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/key-rollover-interval

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log/adjacency/dr-only

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log/all

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log/bad-packet/checksum

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log/database

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log/retransmit

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/metric-type

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/connected/route-map

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/redistribute/connected/metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/connected/metric-
type
<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/static/route-map

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/static/metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/static/metric-type

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/bgp/route-map

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/bgp/metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/bgp/metric-type
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Payload

<default-metric>{uint32}</default-metric>

<default-passive-interface>{enumeration}</
default-passive-interface>

<route-map><distribute-list-route-map-
name>{common-def:name-string63}</
distribute-list-route-map-
name><in>{enumeration}</in></route-map>

<prefix-list><distribute-list-prefix-list-
name>{common-def:name-string63}</
distribute-list-prefix-list-
name><in>{enumeration}</in></prefix-list>
<external-Isdb-limit>{uint32}</external-lsdb-
limit>

<key-add-remove-interval>{common-

defitime-interval-sec}</key-add-remove-
interval>

<key-rollover-interval>{common-defitime-
interval-sec}</key-rollover-interval>

<dr-only>{enumeration}</dr-only>
<all>{enumeration}</all>
<checksum>{enumeration}</checksum>
<database>{enumeration}</database>
<retransmit>{enumeration}</retransmit>

<metric-type>{ospf:metric-type}</metric-
type>

<route-map>{common-def:name-
string63}</route-map>

<metric>{uint32}</metric>

<metric-type>{ospf:metric-type}</metric-
type>

<route-map>{common-def:iname-
string63}</route-map>

<metric>{uint32}</metric>

<metric-type>{ospf:metric-type}</metric-
type>

<route-map>{common-def:name-
string63}</route-map>

<metric>{uint32}</metric>

<metric-type>{ospf:metric-type}</metric-
type>

ipv6/router/ospf

Description

Default metric

Set OSPF interface passive

Use route-map to control routes learned by
OSPFv3

Use prefix list to control routes learned by
OSPFv3

External Link State Database Limit

Key add or remove interval in seconds

New key rollover interval in seconds.
Logging only Designated Router interfaces’
adjacency changes

Logging everything

Logging bad checksum packets

Logging LSA activity

Logging retransmit activity

OSPFv3 metric type for redistributed routes
Route map reference

OSPF metric

Type of the metric

Route map reference

OSPF metric

Type of the metric

Route map reference

OSPF metric

Type of the metric
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PUT URIs

<base_URI>/config/running/ipv6/router/
ospf/vrf}/redistribute/ospf/route-map

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/ospf/metric

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/ospf/metric-type

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/timers/Isa-group-pacing

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/timers/spf

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/nonstop-routing

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/maximum-paths

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/all-Isas

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/external-
Isa/external-Isa-value

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/summary-
Isa/summary-Isa-value

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/include-
stub

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/max-metric/router-Isa/on-
startup/on-startup-time

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/on-startup/
wait-for-bgp
<base_URI>/config/running/ipv6/router/
ospf/{vrf}/bfd/bfd-enable

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/bfd/holdover-interval

PATCH URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa/default-
information-originate

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/nssa/default-
information-originate

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa

Payload

<route-map>{common-def:name-
string63}</route-map>

<metric>{uint32}</metric>

<metric-type>{ospf:metric-type}</metric-
type>

<lsa-group-pacing>{common-def:time-
interval-sec}</Isa-group-pacing>

<spf><spf-delay>{common-def:time-interval-
secl/spf-delay><spf-hold-time>{common-
deftime-interval-secl</spf-hold-time></spf>

<nonstop-routing>{enumeration}</nonstop-
routing>

<maximum-paths>{uint32}</maximum-
paths>

<all-Isas>{enumeration}</all-Isas>

<external-Isa-value>{uint32}</external-Isa-
value>

<summary-lsa-value>{uint32}</summary-
Isa-value>

<include-stub>{enumeration}</include-stub>

<on-startup-time>{uint32}</on-startup-time>

<wait-for-bgp>{enumeration}</wait-for-bgp>

<bfd-enable>{enumeration}</bfd-enable>

<holdover-interval>{common-def:time-
interval-sec}</holdover-interval>

Payload

<area><normal>{enumeration}</normal></
area>

<nssa><nssa-area-metric>{uint32}</nssa-
area-metric></nssa>

<default-information-
originate><metric>{uint32}</metric></default-
information-originate>

<default-information-originate><metric-
type>{ospf:imetric-typel</metric-type></
default-information-originate>

<nssa><no-redistribution>{enumeration}</no-
redistribution></nssa>

Description

Route map reference

OSPF metric

Type of the metric

Interval between group of LSA being
refreshed or maxaged

OSPFv3 SPF timers

Enable nonstop-routing capability
Maximum path.

Replace Metric in all External and Summary
LSAs with default max metric value
Indicates the metric of all external type 5 and

type 7 LSAs

Metric of all summary type 3 and type 4
LSAs

Configure include-stub for max-metric

Amount of time to advertise maximum
metric

Advertise maximum metric until BGP has
converged or 600 seconds

Enables BFD.

Sets BFD Holdover Interval.

Description

Sets the OSPF router area id

Specifies an nssa area.

Controls distribution of default information

Type of the metric

Do not send redistributed LSA into nssa area
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PATCH URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/nssa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/nssa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/stub

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/stub

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/authentication/
virtual-link

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}
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Payload

<nssa><no-summary>{enumeration}</no-
summary></nssa>

<nssa><translator-always>{enumeration}</
translator-always></nssa>

<nssa><translator-interval>{common-
defitime-interval-sec}</translator-interval></
nssa>

<stub><no-summary>{enumeration}</no-
summary></stub>

<stub><stub-area-metric>{uint32}</stub-
area-metric></stub>

<authentication><spi>{spi-value-type}</
spi><ah>{algorithm-type-ah}</ah></
authentication>

<authentication><spi>{spi-value-type}</
spi><no-encrypt>{enumeration}</no-
encrypt></authentication>

<authentication><spi>{spi-value-typel</
spi><key>{ipsec-authentication-hexkey-
string}</key></authentication>

<authentication><spi>{spi-value-type}</
spi><esp>{algorithm-type-espl</esp></
authentication>

<authentication><spi>{spi-value-type}</
spi><esp-no-encrypt>{enumeration}</esp-
no-encrypt></authentication>

<authentication><spi>{spi-value-typel</
spi><esp-key>{ipsec-authentication-hexkey-
string}</esp-key></authentication>

<authentication><spi>{spi-value-typel</
spi><esp-auth>{algorithm-type-ah}</esp-
auth></authentication>

<authentication><spi>{spi-value-type}</
spi><no-encrypt>{enumeration}</no-
encrypt></authentication>

<authentication><spi>{spi-value-type}</
spi><key>{ipsec-authentication-hexkey-
string}</key></authentication>

<virtual-link><hello-interval>{common-
defitime-interval-sec}</hello-interval></
virtual-link>

<virtual-link><dead-interval>{common-
deftime-interval-sec}</dead-interval></
virtual-link>

<virtual-link><hello-jitter>{uint32}</hello-
jitter></virtual-link>

<virtual-link><retransmit-interval>{common-
defitime-interval-sec}</retransmit-interval></
virtual-link>

<virtual-link><transmit-delay>{common-
defitime-interval-sec}</transmit-delay></
virtual-link>

ipv6/router/ospf

Description

Do not send summary LSA into nssa area
Set nssa translator role

Nssa translator stability interval

Do not send summary LSA into stub area
Stub area’s advertised route metric

Security Parameter Index specifying the
authentication algorithm to use.

Security Parameter Index without encrypting
the key.

Security Parameter Index with Key used for
ah.

Security Parameter Index specifying
Encapsulating Security Payload (ESP)

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for ESP

Security Parameter Index using
Authentication Algorithm

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for authentication algorithm

Configures the time between hello packets
that the router sends on an interface.

Configures the time a neighbor router waits
for a hello packet from the current router
before declaring the router down.

Sets the allowed jitter between hello packets.

Time between Link State Advertisement
(LSA) retransmissions for adjacencies
belonging to the interface.

Estimated time required to send an LSA on
the interface.
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PATCH URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/area/{area-id}/virtual-link/{virtual-
link-neighbor}/authentication/range

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/range/{range-
address}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/area/{area-id}/range/{range-
address}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/auto-cost

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-information-originate

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-information-originate

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/default-information-originate

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

Payload

<authentication><spi>{spi-value-typel</
spi><ah>{algorithm-type-ah}</ah></
authentication>

<authentication><spi>{spi-value-type}</
spi><no-encrypt>{enumeration}</no-
encrypt></authentication>

<authentication><spi>{spi-value-type}</
spi><key>{ipsec-authentication-hexkey-
string}</key></authentication>

<authentication><spi>{spi-value-type}</
spi><esp>{algorithm-type-espl</esp></
authentication>

<authentication><spi>{spi-value-typel</
spi><esp-no-encrypt>{enumeration}</esp-
no-encrypt></authentication>

<authentication><spi>{spi-value-type}</
spi><esp-key>{ipsec-authentication-hexkey-
stringl</esp-key></authentication>

<authentication><spi>{spi-value-type}</
spi><esp-auth>{algorithm-type-ah}</esp-
auth></authentication>

<authentication><spi>{spi-value-type}</
spi><no-encrypt>{enumeration}</no-
encrypt></authentication>

<authentication><spi>{spi-value-typel</
spi><key>{ipsec-authentication-hexkey-
string}</key></authentication>

<range><range-effect>{enumeration}</range-
effect></range>

<range><cost>{ospfirange-metricl</cost></
range>

<auto-cost><reference-
bandwidth>{ospf:band-width}</reference-
bandwidth></auto-cost>

<ospf><database-overflow-
interval>{common-def:time-interval-sec}</
database-overflow-interval></ospf>

<default-information-
originate><always>{enumeration}</always></
default-information-originate>

<default-information-
originate><metric>{uint32}</metric></default-
information-originate>

<default-information-originate><metric-
type>{ospf:metric-typel</metric-type></
default-information-originate>

<ospf><default-metric>{uint32}</default-
metric></ospf>

<ospf><default-passive-
interface>{enumeration}</default-passive-
interface></ospf>

Description
Security Parameter Index specifying the
authentication algorithm to use.

Security Parameter Index without encrypting
the key.

Security Parameter Index with Key used for
ah.

Security Parameter Index specifying
Encapsulating Security Payload (ESP)

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal
key string for ESP

Security Parameter Index using
Authentication Algorithm

Security Parameter Index without encrypting
the key

Security Parameter Index with Hexadecimal

key string for authentication algorithm

Advertise this type-3 summarization

Configure area range cost

Reference-bandwidth in Mbits per second

Poll Interval in Seconds

Always advertise default route

Type of the metric

OSPF metric type for default route

Default metric

Set OSPF interface passive
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PATCH URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/distance/{route-type}

<base_URI>/config/running/ipv6/router/
ospf/vrf}/distribute-list/route-map

<base_URI>/config/running/ipv6/router/
ospf/vrfl/distribute-list/prefix-list

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log/adjacency

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log/bad-packet

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/log

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/connected

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/connected

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/connected

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/static

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/static

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/static

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/bgp

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/bgp

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/bgp

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/ospf
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Payload

<distance><distance-value>{uint32}</
distance-value></distance>

<route-map><distribute-list-route-map-
name>{common-def:name-string63}</
distribute-list-route-map-
name><in>{enumeration}</in></route-map>

<prefix-list><distribute-list-prefix-list-
name>{common-def:name-string63}</
distribute-list-prefix-list-
name><in>{enumeration}</in></prefix-list>

<ospf><external-lsdb-limit>{uint32}</
external-Isdb-limit></ospf>

<ospf><key-add-remove-interval>{common-
defitime-interval-sec}</key-add-remove-
interval></ospf>

<ospf><key-rollover-interval>{common-
deftime-interval-sec}</key-rollover-
interval></ospf>

<adjacency><dr-only>{enumeration}</dr-
only></adjacency>

<log><all>{enumeration}</all></log>

<bad-packet><checksum>{enumeration}</
checksum></bad-packet>

<log><database>{enumeration}</database></
log>

<log><retransmit>{fenumeration}</
retransmit></log>

<ospf><metric-type>{ospf:metric-typel</
metric-type></ospf>

<connected><route—map>{common—
def:name-string63}</route-map></
connected>

<connected><metric>{uint32}</metric></
connected>

<connected><metric-type>{ospf:metric-
typel</metric-type></connected>

<static><route-map>{common-def:name-
string63}</route-map></static>

<static><metric>{uint32}</metric></static>

<static><metric-type>{ospf:metric-typel</
metric-type></static>

<bgp><route-map>{common-def:name-
string63}</route-map></bgp>

<bgp><metric>{uint32}</metric></bgp>

<bgp><metric-type>{ospfimetric-type}</
metric-type></bgp>

<ospf><route-map>{common-def:name-
string63}</route-map></ospf>

ipv6/router/ospf

Description

Distance for the given type of routes

Use route-map to control routes learned by
OSPFv3

Use prefix list to control routes learned by
OSPFv3

External Link State Database Limit

Key add or remove interval in seconds

New key rollover interval in seconds.

Logging only Designated Router interfaces’
adjacency changes

Logging everything

Logging bad checksum packets

Logging LSA activity

Logging retransmit activity

OSPFv3 metric type for redistributed routes

Route map reference

OSPF metric

Type of the metric

Route map reference

OSPF metric

Type of the metric

Route map reference

OSPF metric

Type of the metric

Route map reference
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PATCH URIs

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/ospf

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/redistribute/ospf

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/timers

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/timers/spf

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa

<base_URI>/config/running/ipv6/router/
ospf/{vrfl/max-metric/router-Isa/external-Isa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/summary-
Isa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/on-startup

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/max-metric/router-Isa/on-startup

<base_URI>/config/running/ipv6/router/
ospf/{vrf}/bfd

<base_URI>/config/running/router/ospf/
{vrf}/bfd

DELETE URIs

Payload

<ospf><metric>{uint32}</metric></ospf>

<ospf><metric-type>{ospf:metric-typel</
metric-type></ospf>

<timers><lsa-group-pacing>{common-
deftime-interval-secj</Isa-group-pacing></
timers>

<spf><spf-delay>{common-defitime-interval-
secl/spf-delay><spf-hold-time>{common-
defitime-interval-sec}</spf-hold-time></spf>

<ospf><nonstop-routing>{enumeration}</
nonstop-routing></ospf>
<ospf><maximum-paths>{uint32}</
maximum-paths></ospf>

<router-Isa><all-Isas>{enumeration}</all-
Isas></router-Isa>

<external-Isa><external-Isa-value>{uint32}</
external-Isa-value></external-Isa>

<summary-Isa><summary-Isa-
valuex{uint32}</summary-Isa-value></
summary-lsa>

<router-Isa><include-stub>{enumeration}</
include-stub></router-Isa>

<on-startup><on-startup-time>{uint32}</on-
startup-time></on-startup>
<on-startup><wait-for-bgp>{enumeration}</
wait-for-bgp></on-startup>

<bfd><bfd-enable>{enumeration}</bfd-
enable></bfd>

<bfd><holdover-interval>{uint8}</holdover-
interval></bfd>

<base_URI>/config/running/ipv6/router/ospf/{vrf}/bfd/bfd-enable
<base_URI>/config/running/router/ospf/{vrf}/bfd/holdover-interval

Description

OSPF metric
Type of the metric

Interval between group of LSA being
refreshed or maxaged

OSPFv3 SPF timers

Enable nonstop-routing capability

Maximum path.

Replace Metric in all External and Summary
LSAs with default max metric value

Indicates the metric of all external type 5 and
type 7 LSA's

Metric of all summary type 3 and type 4
LSAs

Configure include-stub for max-metric

Amount of time to advertise maximum
metric

Advertise maximum metric until BGP has
converged or 600 seconds

Enables BFD.

Sets holdover interval for BFD.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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ipv6/router/ospf

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/ipv6/router/ospf

Request Body

None

Response Body

<ospf xmlns="urn:brocade.com:mgmt:brocade-ospfv3" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/ipv6/router/ospf/default-vrf">

<vrf>default-vrf</vrf>
</ospf>

The following example uses the POST option to configure an OSPF instance for the VRF.

URI
http:/host:80/rest/config/running/config/running/ipv6/router

Request Body

<ospf><vrf>default-vrf</vri></ospf>

Response Body
None

The following example uses the DELETE option to configure an OSPF instance for the VRF.

URI
http:/host:80/rest/config/running/config/running/ipv6/router/ospf

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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|dap-server

|dap-server

Configures, modifies, or retrieves Lightweight Directory Access Protocol (LDAP) server settings.

Resource URIs

URI
<base_URI>/config/running/Idap-server
<base_URI>/config/running/ldap-server/host

<base_URI>/config/running/ldap-server/maprole

Parameters

host
Configures a LDAP server for AAA.

maprole
Maps a role to the group.

Usage Guidelines

Description

LDAP server configuration.
LDAP Server for AAA. Refer to Idap-server/host for information.

Maps a role to a group. Refer to Idap-server/maprole for information.

GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI

http:/host:80/rest/config/running/ldap-server

Request Body

None

Response Body

<ldap-server xmlns="urn:brocade.com:mgmt:brocade-aaa" xmlns:y="http://

brocade.co
running/ldap-server">

m/ns/rest" y:self="/rest/config/

<host y:self="/rest/config/running/ldap-server/host/inetaddress"/>
<maprole y:self="/rest/config/running/ldap-server/maprole"/>

</ldap-server>
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|dap-server

History

17s.1.00 This API call was introduced.
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|dap-server/host

|dap-server/host

Configures, modifies, or retrieves Lightweight Directory Access Protocol (LDAP) server for authentication, authorization, and
accounting (AAA) settings.

Resource URIs

URI Description
<base_URI>/config/running/ldap-server/host Configures LDAP server host name.
Parameters
hostname

LDAP server host name.

port
TCP authentication port. The number of characters can range from 1 through 255.
retries

Number of retries for this server connection. The number of retries can range from O through 100. The default
number of retries is 5.

timeout

Number of retries for this server connection. The number of retries can range from O through 100. The default
number of retries is 5.

use-vrf
Specifies the VRF name.

basedn
Base domain name. The number of characters can range from 1 through 255.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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|dap-server/host

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/ldap-server/host

Request Body

None

Response Body

<host xmlns="urn:brocade.com:mgmt:brocade-aaa" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/ldap-server/host/10.20.237.4%2Cmgmt-vrf">

<hostname>10.20.237.4</hostname>

<use-vrf>mgmt-vrf</use-vrf>
</host>

The following is an example of the POST operation to add an LDAP server to the client server list.

URI
http://host:80/rest/config/running/Idap-server

Request Body

<host><hostname>10.20.237.4</hostname><use-vrf>mgmt-vrf</use-vrf></host>10.20.237.4%2Cmgmt-vrf

Response Body
None

The following is an example of the DELETE operation to remove an LDAP server.

URI
http:/host:80/rest/config/running/ldap-server/host/10.20.237.4%2Cmgmt-vrf

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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|dap-server/maprole

|dap-server/maprole

Configures, modifies, or retrieves Lightweight Directory Access Protocol (LDAP) server settings for maps.

Resource URIs

URI Description
<base_URI>/config/running/Idap-server/maprole Maps a role to a group.
Parameters
ad-group

AD group belongs to user on the AD Server.

role
Specifies the role name.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/Idap-server/maprole

Request Body

None

Response Body

<maprole y:self="/rest/config/running/ldap-server/maprole">
<group y:self="/rest/config/running/ldap-server/maprole/group/administrator">
<ad-group>administrator</ad-group>
<role>admin</role>
</group>
</maprole>
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|dap-server/maprole

The following is an example of the POST operation to map a role to a group.

URI
http://host:80/rest/config/running/ldap-server/maprole

Request Body
<group>
<ad-group>administrator</ad-group>

<role>admin</role>
</group>

Response Body
None

The following is an example of the DELETE operation to a maprole configuration.

URI
http://host:80/rest/config/running/Idap-server/maprole/group

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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link-fault-signaling

Configures, retrieves, and modifies Link Fault Signaling (LFS).

Resource URIs

<base_URI>/config/running/link-fault-signaling Configures LFS

<base_URI>/config/running/link-fault-signaling Retrieves LFS
<base_URI>/config/running/link-fault-signaling/tx Retrieves TX LFS
<base_URI>/config/running/link-fault-signaling/rx Retrieves RX LFS

<base_URI>/config/running/link-fault- <rx>(enumeration)</rx> Configures RX LFS
signaling/rx
<base_URI>/config/running/link-fault- <tx>(enumeration)</tx> Configures TX LFS
signaling/tx

<base_URI>/config/running/link-fault- <tx>(enumeration)</tx> Configures TX LFS
signaling/tx
<base_URI>/config/running/link-fault- <rx>(enumeration)</rx> Configures RX LFS
signaling/rx

<base_URI>/config/running/link-fault-signaling/tx

<base_URI>/config/running/link-fault-signaling/rx

Parameters

rx
Specifies RX LFS

tx
Specifies TX LFS

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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link-fault-signaling

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/link-fault-signaling

Request Body

None

Response Body

<link-fault-signaling xmlns="urn:brocade.com:mgmt:brocade-1fs" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/link-fault-signaling">

<rx>on</rx>

<tx>on</tx>
</link-fault-signaling>

The following example uses the PATCH option to configure RX LFS.

URI
http://host:80/rest/config/running/link-fault-signaling/rx

Request Body

<rx>on</rx>

Response Body
None

The following example uses the DELETE option to remove TX LFS.

URI
http://host:80/rest/config/running/link-fault-signaling/tx

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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Mac

Configures, modifies, or retrieves MAC access list.

Resource URIs

URI
<base_URI>/config/running/mac
<base_URI>/config/running/mac/access-list/standard

<base_URI>/config/running/mac/access-list/standard/{ACL-
name}/seq

<base_URI>/config/running/mac/access-list/extended

<base_URI>/config/running/mac/access-list/extended/{ACL-
name}/seq

GET URIs

<base_URI>/config/running/mac/access-list/standard/{name}/seq/
{seqg-id}/srchost

<base_URI>/config/running/mac/access-list/standard/{name}/seq/
{seqg-id}/src-mac-addr-mask

<base_URI>/config/running/mac/access-list/standard/{name}/seq/
{seqg-id}/count

<base_URI>/config/running/mac/access-list/standard/{name}/seq/
{seqg-id}/log

<base_URI>/config/running/mac/access-list/standard/{name}/seq/
{seqg-id}/copy-sflow

<base_URI>/config/{name}/seq/{seq-id}/dst

<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seqg-id}/dst-mac-addr-mask

<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seqg-id}/ethertype

<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seg-id}/vlan
<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seqg-id}/pcp
<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seq-id}/pcp-force
<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seqg-id}/drop-precedence-force

<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seg-id}/count

<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seqg-id}/log
<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seq-id}/mirror

<base_URI>/config/running/mac/access-list/extended/{name}/seq/
{seqg-id}/copy-sflow
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Description

MAC access list.
Standard MAC ACL.

Sequence number.

Extended IP ACL.

Sequence number.

Description

Displays source host for a standard MAC ACL.

Displays the source MAC address and the comparison mask for a
standard MAC ACL.

Displays statistics for the rule for a standard MAC ACL.

Displays inbound logging for the rule for a standard MAC ACL.
Displays copy sflow status.

Displays the destination MAC address for a standard MAC ACL.
Displays the source MAC address and the comparison mask for an
extended MAC ACL.

Displays the ethertype for an extended MAC ACL.

Displays the VLAN interface to which the ACL is bound.

Displays Filters by PCP priority value.

Displays pcp force status.

Displays whether trap behavior for control frames is overridden.

Displays statistics for the rule for a standard MAC ACL.

Displays inbound logging for the rule for a standard MAC ACL.

Displays copy sflow status.
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POST URIs Payload Description
<base_URI>/config/running/mac/access-list | <standard><name>{req_val}</name></ Creates a standard MAC access control list
standard> (ACL).
<base_URI>/config/running/mac/access-list/ | <seg><seq-id>{req_val}</seq- Configures a standard MAC ACL.
standard/{name} id><action>{enumeration}</
action><source>{enumeration}</source></
seq>
<base_URI>/config/running/mac/access-list | <extended><name>{req_vall</name></ Creates an extended MAC access control list
extended> (ACL).
<base_URI>/config/running/mac/access-list/ | <seg><seq-id>{req_vall</seq- Configures an extended MAC ACL.
extended/{name} id><action>{enumeration}</

action><source>{enumeration}</
source><srchost>{mac-address-typel</
srchost><src-mac-addr-mask>{src-dst-mac-
address-mask-typel</src-mac-addr-
mask><dst>{enumeration}</dst></seq>

DELETE URIs
<base_URI>/config/running/mac/access-list/standard/{name}
<base_URI>/config/running/mac/access-list/standard/{name}/seq/{seqg-id}
<base_URI>/config/running/mac/access-list/extended/{name}

<base_URI>/config/running/mac/access-list/extended/{name}/seq/{seq-id}

Parameters

name
Specifies the MAC access list name.

seq
Configure the sequence number.
seq-id
Specifies the sequence ID.
action
Specifies the action to be performed. Supported actions are deny, hard-drop, and permit. Configuring deny drops
traffic. Configuring hard-drop force drops traffic. Configuring permit allows traffic
source
Specifies the source details.
dst
Specifies details on the destination.
dsthost
Specifies the destination host.
ethertype
Filters extended ACLs traffic based on ethertype.
vlan

Specifies the VLAN number.
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log
Enables log.

count
Displays the count of forwarding entries.

srchost
Specifies the source host.

Usage Guidelines
GET, POST, DELETE, OPTIONS, and HEAD operations are supported.
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The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/mac

Request Body

None

Response Body

<mac xmlns="urn:brocade.com:mgmt:brocade-mac-access-1ist" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/mac">
<access-list y:self="/rest/config/running/mac/access-1list">
<standard y:self="/rest/config/running/mac/access-list/standard/TEST ACL">
<name>TEST ACL</name>
<seq y:self="/rest/config/running/mac/access-list/standard/TEST ACL/seq/3">
<seqg-id>3</seqg-id>
<action>hard-drop</action>
<source>any</source>
</seq>
<seq y:self="/rest/config/running/mac/access-list/standard/TEST ACL/seq/199">
<seqg-id>199</seg-id>
<action>deny</action>
<source>any</source>
</seq>
</standard>
<standard y:self="/rest/config/running/mac/access-list/standard/acl2">
<name>acl2</name>
</standard>
<standard y:self="/rest/config/running/mac/access-list/standard/stdmac">
<name>stdmac</name>
</standard>
<extended y:self="/rest/config/running/mac/access-list/extended/MM">
<name>MM</name>
</extended>
<extended y:self="/rest/config/running/mac/access-list/extended/acll2">
<name>acll2</name>
<seq y:self="/rest/config/running/mac/access-list/extended/acll2/seq/10">
<seqg-1d>10</seg-id>
<action>permit</action>
<source>any</source>
<dst>host</dst>
<dsthost>0011.2222.2233</dsthost>
<ethertype>arp</ethertype>
<vlan>300</vlan>
<log>true</log>
</seq>
</extended>
<extended y:self="/rest/config/running/mac/access-list/extended/acl4">
<name>acl4</name>
<seq y:self="/rest/config/running/mac/access-list/extended/acl4/seq/10">
<seg-id>10</seg-id>
<action>deny</action>
<source>any</source>
<dst>any</dst>
<ethertype>arp</ethertype>
<count>true</count>
</seq>
</extended>
<extended y:self="/rest/config/running/mac/access-list/extended/acl5">
<name>acl5</name>
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<seq y:self="/rest/config/running/mac/access-list/extended/acl5/seq/10">
<seg-id>10</seg-id>
<action>permit</action>
<source>any</source>
<dst>any</dst>
<vlan>100</vlan>
<log>true</log>
</seq>
<seq y:self="/rest/config/running/mac/access-list/extended/acl5/seq/20">
<seg-1d>20</seg-id>
<action>permit</action>
<source>host</source>
<srchost>0011.2222.3333</srchost>
<dst>any</dst>
<ethertype>arp</ethertype>
<vlan>100</vlan>
<count>true</count>
<log>true</log>
</seq>
</extended>
<extended y:self="/rest/config/running/mac/access-list/extended/mac-acl-11dp">
<name>mac-acl-1ldp</name>
<seq y:self="/rest/config/running/mac/access-list/extended/mac-acl-11dp/seq/10">
<seqg-1d>10</seg-id>
<action>permit</action>
<source>any</source>
<dst>host</dst>
<dsthost>0180.c200.000e</dsthost>
<count>true</count>
</seq>
</extended>
</access-list>
</mac>

The following is an example of the POST operation to add a new access list name to the MAC access list.

URI
http:/host:80/rest/config/running/mac/access-list

Request Body
<standard>

<name>test API</name>
</standard>

Response Body

None
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The following is an example of the DELETE operation to remove an extended access list from the MAC access list.

URI
http:/host:80/rest/config/running/mac/access-list/extended/acl2

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.

Extreme SLX-OS REST API Guide, 17s.1.01
268 53-1005178-02



mac-address-table

Configures, modifies, or retrieves MAC forwarding table information.

Resource URIs

URI

<base_URI>/config/running/mac-address-table

GET URIs

<base_URI>/config/running/mac-address-table/aging-time

<base_URI>/config/running/mac-address-table/aging-time/

conversational

<base_URI>/config/running/mac-address-table/aging-time/legacy-

time-out

<base_URI>/config/running/mac-address-table/learning-mode
<base_URI>/config/running/mac-address-table/mac-move
<base_URI>/config/running/mac-address-table/mac-move/detect

<base_URI>/config/running/mac-address-table/mac-move/limit

PUT URIs

<base_URI>/config/running/mac-address-
table/aging-time/conversational

<base_URI>/config/running/mac-address-
table/aging-time/legacy-time-out

<base_URI>/config/running/mac-address-
table/learning-mode

<base_URI>/config/running/mac-address-
table/mac-move/detect

<base_URI>/config/running/mac-address-
table/mac-move/limit

PATCH URIs

<base_URI>/config/running/mac-address-
table/aging-time

<base_URI>/config/running/mac-address-
table/aging-time

<base_URI>/config/running/mac-address-
table/mac-move

<base_URI>/config/running/mac-address-
table/mac-move

DELETE URIs

Description

mac-address-table

Configures, modifies, or retrieves MAC forwarding table information.

Description

Payload

<conversational>{uint32}</conversational>

<legacy-time-out>{uint32}</legacy-time-
out>

<learning-mode>{enumeration}</learning-
mode>

<detect>true</detect>

<limit>{uint32}</limit>

Payload

<aging-time><conversational>{uint32}</
conversational></aging-time>
<aging-time><legacy-time-out>{uint32}</
legacy-time-out></aging-time>
<mac-move><detect>true</detect></mac-
move>

<mac-move><limit>{uint32}</limit></mac-
move>

<base_URI>/config/running/mac-address-table/aging-time

<base_URI>/config/running/mac-address-table/aging-time/conversational
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Retrieves aging time.

Displays aging time.

Displays conversational aging time.

Displays conversational Learning Mode status.
Displays MAC move configuration.

Displays MAC move detect status.

Displays MAC move detect limit.

Description

Sets conversational aging time in seconds
(default = 300)

Sets aging time in seconds (default = 300)
Enables Conversational Learning Mode.

Enables MAC move detect.

Sets MAC move detect limit (default = 20)

Description

Sets Conversational Aging time in seconds
(default = 300).

Sets Aging time in seconds (default = 300).
Enables MAC move detect.

Sets MAC move detect limit (default = 20).
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DELETE URIs
<base_URI>/config/running/mac-address-table/aging-time/legacy-time-out
<base_URI>/config/running/mac-address-table/learning-mode
<base_URI>/config/running/mac-address-table/mac-move/detect

<base_URI>/config/running/mac-address-table/mac-move/limit

Parameters

aging-time
Aging time in seconds (default = 300)

conversational
Conversational Aging time in seconds (default = 300)

legacy-time-out
Aging time in seconds (default = 300)

learning-mode
Conversational Learning Mode

detect
Enables MAC move detect. Boolean variable.

limit
MAC move detect limit (default = 20)

Usage Guidelines
GET, POST, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/mac-address-table/static/static-mac/

Request Body

None

Response Body

<static-mac xmlns="urn:brocade.com:mgmt:brocade-mac-address-table" xmlns:y="http://brocade.com/ns/rest"
y:self="/rest/config/running/mac-address-table/static/static-mac/1000.2000.0001%2Cforward%2Cethernet%2C
%$220/10%22%2Cvlan%2C1">

<mac-address>1000.2000.0001</mac-address>

<forward>forward</forward>

<interface-type>ethernet</interface-type>

<interface-name>0/10</interface-name>

<vlan>vlan</vlan>

<vlanid>1</vlanid>
</static-mac>

The following example uses the POST option to configure a static MAC.

URI
http:/host:80/rest/config/running/mac-address-table/static/

Request Body
<static-mac><mac-address>1000.2000.0001</mac-address><forward>forward</forward><interface-

type>ethernet</interface-type><interface-name>0/10</interface-name><vlan>vlan</vlan><vlanid>1</vlanid></
static-mac>

Response Body

None
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The following example uses the DELETE option to remove the static MAC configuration.

URI

http:/host:80/rest/config/running/mac-address-table/static/static-mac/1000.2000.0001%2Cforward%2Cethernet%2C
%220/10%22%2Cvlan%2C1

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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monitor/session

Configures, modifies, or retrieves complete list of configured mirroring sessions.

Resource URIs

<base_URI>/config/running/monitor/session Configures complete list of configured mirroring sessions.

<base_URI>/config/running/monitor Retrieves complete list of configured mirroring sessions.

<base_URI>/config/running/monitor/session/{session-number} Retrieves mirroring information of particular session.

<base_URI>/config/running/monitor/session/{session-number}/ Retrieves description of particular mirroring session.

description

;base_U RI>/config/running/monitor/session/{session-number}/ Retrieves direction information of particular session.
irection

<base_URI>/config/running/monitor <session><session-number>{session-typel</ | Configures mirroring session.
session-number></session>

<base_URI>/config/running/monitor/ <session><description>{string}</ Adds description information to an existing
session/{session-number} description></session> mirroring session.
<base_URI>/config/running/monitor/ <session><source>source</source><src- Adds source interface, destination interface,
session/{session-number} ethernet-val>{slot/port}</src-ethernet- and direction information to an existing
val><src-ethernet>ethernet</src- mirroring session created using POST
ethernet><destination>destination</ command.

destination><dest- ethernet>ethernet</dest-
ethernet><dest-ethernet-val>{slot/port}</
dest-ethernet-val><direction>{rx|tx|both}</
direction></session>

<base_URI>/config/running/monitor/ <session><source>source</source><src- Adds source interface, destination port-

session/{session-number} ethernet-val>{slot/port}</src-ethernet- channel number, and direction information to
val><src-ethernet>ethernet</src- an existing mirroring session created using
ethernet><destination>destination</ POST command.

destination><dest- ethernet>ethernet</dest-
ethernet><dest-port-channel-val>{port-
channel number}</dest-port-channel-
val><direction>{rx|tx|both}</direction></
session>

<base_URI>/config/running/monitor/ <description>{string}</description> Adds description information to an existing
session/{session-number}/description mirroring session.

<base_URI>/config/running/monitor/session/{session-number}
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Usage Guidelines

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/monitor/session/3

Request Body

None

Response Body

<session xmlns="urn:brocade.com:mgmt:brocade-span" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/

config/running/monitor/session/3">
<session-number>3</session-number>
<source>source</source>
<src-ethernet>ethernet</src-ethernet>
<src-ethernet-val>1/3</src-ethernet-val>
<destination>destination</destination>
<dest-ethernet>ethernet</dest-ethernet>
<dest-ethernet-val>1/4</dest-ethernet-val>
<direction>tx</direction>

</session>

The following example uses the POST option to configure mirroring session.

URI
http://host:80/rest/config/running/monitor

Request Body

<session><session-number>{session-type}</session-number></session>

Response Body

None
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The following example uses the DELETE option to remove mirror session.

URI
http://host:80/rest/config/running/monitor/session/3

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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node

Configures a node for cluster management.

Resource URIs

<base_URI>/config/running/node-id/{node-id} Configures a node for cluster management.

<base_URI>/config/running/node-id/{node-id} Displays the information specific to a node.

<base_URI>/config/running/ <node-id><node-id>{uint32}</node-id></ Configures a node ID.
node-id>

<base_URI>/config/running/node-id/{node- Deletes the node ID.
id}

node-id
Specifies the node ID

Usage Guidelines
GET, POST, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the DELETE option to retrieve the configuration details.

URI
http://host:80/rest/config/running/node-id

Request Body

<node-id><node-id>{uint32}</node-id></node-id>

Response Body

None
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History

17s.1.01 This API call was introduced.
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ntp

Configures, modifies, or retrieves Network Time Protocol (NTP) commands.

Resource URIs

<base_URI>/config/running/ntp

NTP commands.

<base_URI>/config/running/ntp

Displays NTP configuration.

<base_URI>/config/running/ntp/authentication-key

Displays authentication key.

<base_URI>/config/running/ntp/server

Displays NTP server information.

<base_URI>/config/running/ntp

<server><ip>{ip-address}</ip><use-vrf>{vrf-
namel</use-vrf></server>

Configures NTP server.

<base_URI>/config/running/ntp

<authentication-key><keyid>{unit32}</
keyid><md5S>{teesting}</md5></
authentication-key>

Configures authentication key and MD5

message-digest algorithm.

<base_URI>/config/running/ntp

<server><ip>{ip-address}</ip><use-vrf>{vrf-
namel</use-vrf><key>{unit32}</key></
server>

Configures NTP server key.

<base_URI>/config/running/ntp

<base_URI>/config/running/ntp/server/{ip}/use-vrf

<base_URI>/config/running/ntp/server/{ip}/user-vrf/{vrf-name}/{keyid}

Parameters

278

authentication-key

Configures authentication key parameters.

Specifies authentication key ID. Valid range is from O to 65535.

server
Configures NTP server parameters.
ip
Configures the source ip to be used for NTP.
keyid
use-vrf
Specifies the VRF to be used.
key

Key from the key list to be associated with the specified server.
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md5
Specifies a string for the MD5 message-digest algorithm. The string can be a maximum of 15 ASCII characters.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/ntp

Request Body

None

Response Body

<ntp xmlns="urn:brocade.com:mgmt:brocade-ntp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/config/
running/ntp">
<server y:self="/rest/config/running/ntp/server/10.1.1.2%2Cmgmt-vrf">
<ip>10.1.1.2</ip>
<use-vrf>mgmt-vrf</use-vrf>
</server>
</ntp>

The following example uses the POST option to configure authentication-key.

URI
http://host:80/rest/config/running/ntp

Request Body
<authentication-key>
<keyid>50</keyid>

<md5>{teesting}</md5>
</authentication-key>

Response Body

None
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The following example uses the DELETE option to remove NTP configuration.

URI
http://host:80/rest/config/running/ntp

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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Configures, retrieves, and modifies an overlay policy.

Resource URIs

URI

<base_URI>/config/running/overlay-policy

GET URIs

<base_URI>/config/running/overlay-class-map/{cmap-name}

<base_URI>/config/running/overlay-class-map/{cmap-name}/
cmap-seq/{cmap-seq-num}

<base_URI>/config/running/overlay-class-map/{cmap-name}/
cmap-seq/{cmap-seg-num}/match

<base_URI>/config/running/overlay-class-map/{cmap-name}/
cmap-seq/{cmap-seg-num}/match/encap-type

<base_URI>config/running/overlay-class-map/{cmap-name}/cmap-
seqg/{cmap-seqg-num}/match/vni

<base_URI>/config/running/overlay-policy-map/{pmap-name}

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/ip

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/ip/access-group

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/ip/access-group/ip-access-list

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
prmap-seq/{seql/{overlay-class}/ipv6

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/ipv6/access-group

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/ipv6/access-group/ipv6-access-list

<base_URI>config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/mac

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/mac/access-group

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/mac/access-group/mac-access-list

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/service-policy

<base_URI>/config/running/overlay-policy-map/{pmap-name}/
pmap-seq/{seq}/{overlay-class}/service-policy/sp-name

<base_URI>/config/running/overlay-transit/{transit-name}

<base_URI>/config/running/overlay-transit/{transit-name}/overlay-
service-policy/{overlay-sp-direction}/{overlay-sp-pmap-name}
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Description

Configures an overlay policy.

Displays the class-map policy name.

Displays the class-map policy sequence number.

Displays the class map policy sequence number match.

Displays the encapsulation type.

Displays the VNI match.

Displays the overlay policy name.

Displays the policy map sequence.

Displays the IPv4 address.

Displays the IPv4 access group.

Displays the IPv4 access list.

Displays the IPv6 access list.

Displays the IPv6 access group.

Displays the IPv6 access list.

Displays the MAC access list.

Displays the MAC access group.

Displays the MAC access list.

Displays the service policy.

Displays the service policy name.

Displays the overlay transit name.

Displays the overlay policy map name.

overlay-policy
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PATCH URIs

<base_URI>/config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>/config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>//config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>/config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>/config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>/config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>/config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>/config/running/overlay-class-
map/{cmap-name}/cmap-seq/{cmap-seq-
num}/match

<base_URI>/config/running/overlay-policy-
map/{pmap-name}/pmap-seq/{seq}/
{overlay-class}/ip/access-group

<base_URI>/config/running/overlay-policy-
map/{pmap-name}/pmap-seq/{seq}/
{overlay-class}/ipv6/access-group

<base_URI>/config/running/overlay-policy-
map/{pmap-name}/pmap-seq/{seq}/
{overlay-class}/mac/access-group

<base_URI>/config/running/overlay-policy-
map/{pmap-name}/pmap-seq/{seq}/
{overlay-class}/service-policy

POST URIs

<base_URI>/config/running

<base_URI>/config/running

<base_URI>/config/running/overlay-policy-
map/{pmap-name}

<base_URI>/config/running

<base_URI>/config/running/overlay-transit/
{transit-name}

Payload

<match><any>true</any></match>

<match><endpoint>{ipv4-address}</
endpoint></match>

<match><source>{ipv4-address}</source></
match>

<match><destination>{ipv4-address}</
destination>

<match><source>{ipv4-address}</source></
match>

<match><destination>{ipv4-address}</
destination></match>

<match><encap-type>{enumeration}</encap-
type></match>"

<match><vni>{vni}</vni></match>

<access-group><ip-access-list{mac-ip-acl-
namel</ip-access-list></access-group>

<access-group><ipv6-access-list>{mac-ip-
acl-namel</ipv6-access-list></access-
group>

<access-group><mac-access-list-{mac-ip-
acl-name}</mac-access-list></access-
group>

<service-policy><sp-name>{map-name-
typelc/sp-name></service-policy>

Payload

<overlay-class-map><cmap-name>{map-
name-typel</cmap-name></overlay-class-
map>

<overlay-policy-map><pmap-name>{map-
name-typel</pmap-name></overlay-policy-
map>

<pmap-seqg><seq>{seq-numj</seqg><overlay-
class>{map-name-typel</overlay-class></
pmap-seq>
<overlay-transit><transit-name>{string}</
transit-name></overlay-transit>

<overlay-service-policy><overlay-sp-
direction>{enumeration}</overlay-sp-
direction><overlay-sp-pmap-name>{map-

Description

Allows to match any.

Allows to match endpoint.

Allows to match source IPv4 address.

Allows to match destination IPv4 address.

Allows to match source IPv4 address.

Allows to match destination IPv4 address.

Allows to match the encapsulation type.

Allows to match VNI.

Allows to match IPv4 access list.

Allows to match IPv6 access list.

Allows to match MAC access list.

Allows to match service policy name.

Description

Configures an overlay class map.

Configures an overlay policy map.

Configures the policy map sequence.

Configures overlay transit.

Configure the service policy direction.
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POST URIs Payload Description

name-typel</overlay-sp-pmap-name></
overlay-service-policy>

DELETE URIs

<base_URI>/config/running/overlay-class-map/{cmap-name}
<base_URI>/config/running/overlay-class-map/{cmap-name}/cmap-seq/{cmap-seq-num}
<base_URI>/config/running/overlay-policy-map/{pmap-name}
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/ipv6
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/ipv6/access-group
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/ipv6/access-group/ipv6-access-list
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/mac
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/mac/access-group
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/mac/access-group/mac-access-list
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/service-policy
<base_URI>/config/running/overlay-policy-map/{pmap-name}/pmap-seq/{seq}/{overlay-class}/service-policy/sp-name
<base_URI>/config/running/overlay-transit/{transit-name}

<base_URI>/config/running/overlay-transit/{transit-name}/overlay-service-policy/{overlay-sp-direction}/{overlay-sp-pmap-name}

cmap-name
Spcifies the class map name.

pmap-name
Specifies the policy map name

cmap-seq-num
Spcifies the class map sequence number.

pmap-seq-num
Spcifies the policy map sequence number.

ipv4/access-group
Spcifies the IPV4 access group

ipv6/access-group
Spcifies the IPV6 access group

mac/access-group
Spcifies the MAC access group

transit-name
Specifies the transit name.

overlay-sp-pmap-name
Spcifies the policy map name of the overlay service policy .

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the PATCH option to retrieve the configuration details.

URI

http://host:80/rest/config/running/overlay-class-map/{cmap-name}/cmap-seq/{cmap-seg-num}/match

Request Body

<match><any>true</any></match>

Response Body

None

History

Release version History

17s.1.01 This API call was introduced.
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password-attributes

Configures, modifies, or retrieves user password attributes.

Resource URIs

URI Description

<base_URI>/config/running/password-attributes System-wide user password attributes.

<base_URI>/config/running/password-attributes/character-restriction | Restriction on various types of characters. Refer to password-
attributes/character-restriction for information.

Parameters

max-lockout-duration
Specifies the maximum number of minutes after which the user account is unlocked. The value can range from O
through 99999. The default value is O.

admin-lockout
Enables lockout for admin role.

min-length
Specifies the minimum length of the password. The value can range from 8 through 32 characters. The default length
of the password is 8 characters.

max-retry
Specifies the maximum number of login retries before which the user account is locked. The value can range from O to
16. The default number of login retries in O.

character-restriction
Configures restriction on various types of characters.

Usage Guidelines

GET, PATCH, POST, PUT, DELETE, OPTIONS, and HEAD operations are supported.
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Examples
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The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/password-attributes

Request Body

None

Response Body

<password-attributes xmlns="urn:brocade.com:mgmt:brocade-aaa" xmlns:y="http://brocade.com/ns/rest"

y:self="/rest/config/running/password-attributes">
<max-lockout-duration>12</max-lockout-duration>
<min-length>9</min-length>
<max-retry>3</max-retry>

<character-restriction y:self="/rest/config/running/password-attributes/character-restriction"/>

<admin-lockout>true</admin-lockout>
</password-attributes>

The following is an example of the PUT operation to configure the password attributes.

URI
http:/host:80/rest/config/running/password-attributes

Request Body

<password-attributes>
<max-lockout-duration>10</max-lockout-duration>
<min-length>11</min-length>
<max-retry>5</max-retry>

</password-attributes>

Response Body

None

The following is an example of the DELETE operation to remove the maximum retry value.

URI
http://host:80/rest/config/running/password-attributes/max-retry

Request Body

None

Response Body

None
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History

17s.1.00 This API call was introduced.
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password-attributes/character-restriction

Configures, modifies, or retrieves character restriction configurations.

Resource URIs

URI Description

<base_URI>/config/running/password-attributes/character-restriction | Restriction on various types of characters.

Parameters

lower
Specifies the minimum number of lower-case alphabets. The value can range from O through 32. The default value is
8 number of lower-case alphabets.

numeric
Specifies the minimum number of numeric characters. The value can range from O through 32. The default value is O.

special-char
Specifies the minimum number of special characters. The value can range from O through 32 characters. The default
value is O characters.

upper
Sets the number of uppercase alphabetic characters that must occur in the password.

Usage Guidelines
GET, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI

http:/host:80/rest/config/running/password-attributes/character-restriction

Request Body

None

Response Body

<character-restriction y:self="/rest/config/running/password-attributes/character-restriction">
<upper>1</upper>
<lower>1</lower>
<numeric>1</numeric>
<special-char>1</special-char>
</character-restriction>
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The following is an example of the PATCH operation to modify the character restriction parameters.

URI
http://host:80/rest/config/running/password-attributes

Request Body
<password-attributes>
<character-restriction>
<upper>2</upper>
<lower>2</lower>
<numeric>2</numeric>
<special-char>1</special-char>
</character-restriction>
</password-attributes>

Response Body
None

The following is an example of the DELETE operation to change to the default setting.

URI
http:/host:80/rest/config/running/password-attributes

Request Body

None

Response Body

None

History

Release version History

17s.1.00 This API call was introduced.
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police-remark-profile

Configures police remark profile.

Resource URIs

290

URI

<base_URI>/config/running/police-remark-profile/default

GET URIs

<base_URI>/config/running/police-remark-profile/
<base_URI>/config/running/police-remark-profile/default

<base_URI>/config/running/police-remark-profile/default/action/
{classification-type},{action-type}

<base_URI>/config/running/police-remark-profile/default/action/
{classification-type},{action-type}/set

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel,{action-type}/set/cos

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel,{action-type}/set/traffic-class

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel,{action-type}/set/dscp

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel.{action-type}/map

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel,{action-type}/map/cos-mutation

<base_URI>/config/running/police-remark-profile/default/action/
{classification-type},{action-type}/map/cos-traffic-class

<base_URI>/config/running/police-remark-profile/default/action/
{classification-type},{action-type}/map/cos-dscp

<base_URI>/config/running/police-remark-profile/default/action/
{classification-type},{action-type}/map/traffic-class-mutation

<base_URI>/config/running/police-remark-profile/default/action/
{classification-type},{action-type}/map/traffic-class-cos

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel,{action-type}/map/traffic-class-dscp

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel,{action-type}/map/dscp-mutation

<base_URI>/config/running/police-remark-profile/default/action/
{classification-typel,{action-type}/map/dscp-traffic-class

<base_URI>/config/running/police-remark-profile/default/action/
{classification-type},{action-type}/map/dscp-cos

POST URIs Payload

<base_URI>/config/running/

<police-remark-profile><profile-

Description

Configures police remark profile.

Description
Displays the name of the profile.
Displays police remark profile.

Displays police remark profile actions.

Displays default values for the remark profile.

Displays default CoS.

Displays default Traffic-Class.

Displays default DSCP.

Displays information about QoS maps applied the remark profile.

Displays information about CoS-Mutation map.

Displays information about maps of type CoS-Traffic Class.

Apply CoS-to-DSCP map.

Apply Traffic-Class-Mutation map

Apply Traffic-Class-to-CoS map

Apply Traffic-Class-to-DSCP map

Apply DSCP-Mutation map

Apply DSCP-to-Traffic-Class map

Apply DSCP-to-CoS map

Description

Configure police remark profile.

name>{profile-name-typel</profile-name></

police-remark-profile>
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<base_URI>/config/running/police-remark-
profile/default

PUT URIs

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/set/cos

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/set/traffic-class

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/set/dscp

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/cos-mutation

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/cos-traffic-class

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}l/map/cos-dscp

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/traffic-class-mutation

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/traffic-class-cos

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/traffic-class-dscp

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/dscp-mutation

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/dscp-traffic-class

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map/dscp-cos

PATCH URIs

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/set

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/set

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/set
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Payload

<action><classification-type>{enumeration}</
classification-type><action-
type>{enumeration}</action-type></action>

Payload

<cos>{qos-mls:cos-id-type}</cos>

<traffic-class>{qos-mis:traffic-class-id-
typel</traffic-class>

<dscp>{qos-mls:dscp-id-type}</dscp>

<cos-mutation>{map-name-typel</cos-
mutation>

<cos-traffic-class>{map-name-type}</cos-
traffic-class>

<cos-dscp>{map-name-type}</cos-dscp>

<traffic-class-mutation>{map-name-type}</
traffic-class-mutation>

<traffic-class-cos>{map-name-type}</traffic-
class-cos>

<traffic-class-dscp>{map-name-typel</
traffic-class-dscp>

<dscp-mutation>{map-name-typel</dscp-
mutation>

<dscp-traffic-class>{map-name-typel</dscp-
traffic-class>

<dscp-cos>{map-name-typej</dscp-cos>

Payload

<set><cos>{qos-mls:cos-id-type}</cos></set>

<set><traffic-class>{qos-mls:traffic-class-id-
typel</traffic-class></set>

<set><dscp>{qos-mis:dscp-id-typel</dscp></
set>

police-remark-profile

Description

Configure police remark profile actions.

Description

Sets default CoS.

Sets default Traffic-Class.

Sets default DSCP.

Applies CoS-Mutation map.

Applies CoS-to-Traffic-Class map.

Applies CoS-to-DSCP map.

Applies Traffic-Class-Mutation map.

Applies Traffic-Class-to-CoS map.

Applies Traffic-Class-to-DSCP map.

Applies DSCP-Mutation map.

Applies DSCP-to-Traffic-Class map

Applies DSCP-to-CoS map.

Description

Sets default CoS .

Sets default Traffic-Class.

Sets default DSCP.

291



police-remark-profile

PATCH URIs

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}l/map

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}l/map

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map

police-remark-profile/default/action/
{classification-typel.{action-type}/map

<base_URI>/config/running/police-remark-
profile/default/action/{classification-type},
{action-type}/map

DELETE URIs

Payload

<map><cos-mutation>{map-name-typel</
cos-mutation></map>

<map><cos-traffic-class>{map-name-type}</
cos-traffic-class></map>

<map><cos-dscp>{map-name-type}</cos-
dscp></map>

<map><traffic-class-mutation>{map-name-
typel</traffic-class-mutation></map>

<map><traffic-class-cos>map-name-type}</
traffic-class-cos></map>

<map><traffic-class-dscp>{map-name-
typel</traffic-class-dscp></map>

<map><dscp-mutation>{map-name-type}</
dscp-mutation></map>

<map><dscp-traffic-class>{map-name-
typel</dscp-traffic-class></map>

<map><dscp-cos>{map-name-type}</dscp-
cos></map>

<base_URI>/config/running/police-remark-profile/default

Description

Applies CoS-Mutation map to the remark
profile.

Applies CoS-to-Traffic-Class map to the
remark profile.

Applies CoS-to-DSCP map to the remark
profile.

Applies Traffic-Class Mutation map to the
remark profile.

Applies Traffic-Class-to-CoS map to the
remark profile.

Applies Traffic-Class-to-DSCP map to the
remark profile.

Applies DSCP-Mutation map to the remark
profile.

Applies DSCP-to-Traffic-Class map to the
remark profile.

Applies DSCP-to-CoS map to the remark
profile.

<base_URI>/config/running/police-remark-profile/default/action/{classification-type} {action-type}

<base_URI>/config/running/police-remark-profile/default/action/{classification-type},{action-type}/set/traffic-class

<base_URI>/config/running/police-remark-profile/default/action/{classification-type},{action-type}/set/dscp

<base_URI>/config/running/police-remark-profile/default/action/{classification-typel.{action-type}/map/cos-mutation

<base_URI>/config/running/police-remark-profile/default/action/{classification-typel},{action-type}/map/cos-traffic-class

<base_URI>/config/running/police-remark-profile/default/action/{classification-typel}.{action-type}/map/cos-dscp

<base_URI>/config/running/police-remark-profile/default/action/{classification-type},{action-type}l/map/traffic-class-mutation

<base_URI>/config/running/police-remark-profile/default/action/{classification-type},{action-type}/map/traffic-class-cos

<base_URI>/config/running/police-remark-profile/default/action/{classification-type},{action-type}/map/traffic-class-dscp

<base_URI>/config/running/police-remark-profile/default/action/{classification-type} {action-type}/map/dscp-mutation

<base_URI>/config/running/police-remark-profile/default/action/{classification-type} {action-type}l/map/dscp-traffic-class

<base_URI>/config/running/police-remark-profile/default/action/{classification-type} {action-type}/map/dscp-cos

Parameters
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Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI

http://host:80/rest/config/running/police-remark-profile/default/action/color-and-cos%2Cconform/map

Request Body

None

Response Body
<map xmlns="urn:brocade.com:mgmt:brocade-gos-mgc" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/police-remark-profile/default/action/color-and-cos%2Cconform/map">
<cos-mutation>cos-to-cos-1</cos-mutation>
<cos-traffic-class>cos-to-tc-1</cos-traffic-class>
<cos-dscp>cos-dscp-1</cos-dscp>
</map>

The following example uses the PUT option to configure the map.

URI

http:/host:80/rest/config/running/police-remark-profile/default/action/color-and-cos%2Cconform/map/cos-mutation

Request Body

<cos-mutation>cos-to-cos-1</cos-mutation>

Response Body

None
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The following is an example of the DELETE operation to remove a configuration.

URI

http:/host:80/rest/config/running/police-remark-profile/default/action/color-and-cos%2Cconform/map/cos-mutation

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.

Extreme SLX-OS REST API Guide, 17s.1.01
294 53-1005178-02



protocol/lldp

protocol/lldp

Configures, modifies, or retrieves Link Layer Discovery Protocol (LLDP) configuration.

Resource URIs

URI
<base_URI>/config/running/protocol

<base_URI>/config/running/protocol/lldp

GET URIs

<base_URI>/config/running/protocol/lldp
<base_URI>/config/running/protocol/lldp/description
<base_URI>/config/running/protocol/lldp/hello
<base_URI>/config/running/protocol/lldp/mode
<base_URI>/config/running/protocol/lldp/multiplier
<base_URI>/config/running/protocol/lldp//advertise/dot1-tlv

<base_URI>/config/running/protocol/lldp/advertise/dot3-tlv

<base_URI>/config/running/protocol/lldp/advertise/optional-tlv/
management-address

<base_URI>/config/running/protocol/lldp/advertise/optional-tiv/
port-description

<base_URI>/config/running/protocol/lldp/advertise/optional-tiv/
system-capabilities

<base_URI>/config/running/protocol/lldp/advertise/optional-tiv/
system-description

<base_URI>/config/running/protocol/lldp/advertise/optional-tiv/
system-name

<base_URI>/config/running/protocol/lldp/system-name
<base_URI>/config/running/protocol/lldp/system-description

<base_URI>/config/running/protocol/lldp/profile/(profile-name-
string)/description

<base_URI>/config/running/protocol/lldp/profile/(profile-name-
string)/hello

<base_URI>/config/running/protocol/lldp/profile/(profile-name-
string)/mode

<base_URI>/config/running/protocol/lldp/profile/(profile-name-
string)/multiplier

<base_URI>/config/running/protocol/lldp/profile/(profile-name-
string)/advertise/dot1-tlv

<base_URI>/config/running/protocol/lldp/profile/(profile-name-
string)/advertise/dot3-tlv

<base_URI>/config/running/protocol/lldp/profile/(profile-name-
string)/advertise/optional-tlv/management-address
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Description

Protocol configuration.
Link Layer Discovery Protocol (LLDP).

Description

Protocol configuration.

Retrieves the user description.

Retrieves hello interval.

Retrieves LLDP Transmit Only Mode information.
Retrieves multiplier details.

Retrieves advertise IEEE 802.1 Organizationally Specific TLV
configuration details.

Retrieves advertise IEEE 802.3 Organizationally Specific TLV
configuration details.

Retrieves management address TLV details.

Retrieves port description TLV details.

Retrieves system capabilities TLV details.

Retrieves system description TLV details.

Retrieves system name TLV details.

Retrieves system name.
Retrieves system description.

Retrieves port profile description.

Retrieves port profile hello interval configuration details.
Retrieves port profile mode.

Retrieves port profile multiplier.

Retrieves port profile advertisement TLV details.
Retrieves port profile advertisement TLV details.

Retrieves advertise IEEE 802.1 Organizationally Specific TLV
configuration details.
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GET URIs

<base_URI>/config/running/protocol/lldp/profile/(profile-name-

string)/advertise/optional-tlv/port-description

<base_URI>/config/running/protocol/lldp/profile/(profile-name-

Description

Retrieves advertise IEEE 802.3 Organizationally Specific TLV
configuration details.

Retrieves system capabilities TLV details.

string)/advertise/optional-tlv/system-capabilities

<base_URI>/config/running/protocol/lldp/profile/(profile-name-

string)/advertise/optional-tlv/system-description

<base_URI>/config/running/protocol/lldp/profile/(profile-name-

string)/advertise/optional-tlv/system-name

POST URIs
<base_URI>/config/running/protocol/lldp

PATCH URIs
<base_URI>/config/running/protocol/lldp

<base_URI>/config/running/protocol/lldp
<base_URI>/config/running/protocol/lldp
<base_URI>/config/running/protocol/lldp

<base_URI>/config/running/protocol/lldp/
advertise

<base_URI>/config/running/protocol/lldp/
advertise

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv

<base_URI>/config/running/protocol/lldp
<base_URI>/config/running/protocol/lldp

<base_URI>/config/running/protocol/lldp

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise

Payload

<profile><profile-name>(profile-name-
string)</profile-name></profile>

Payload

<lldp><description>(string)</description></
lldp>

<lldp><hello>(unit32)</hello></lldp>
<lldp><mode>(string)</mode></lldp>
<lldp><multiplier>(unit32)</multiplier></lidp>

<advertise><dot1-tlv>(string)</dot1-tlv></
advertise>

<advertise><dot3-tlv>(string)</dot3-tlv></
advertise>

<optional-tlv><management-
address>(string)</management-address></
optional-tlv>

<optional-tlv><port-description>(string)</
port-description></optional-tlv>

<optional-tlv><system-capabilities>(string)</
system-capabilities></optional-tlv>

<optional-tlv><system-description>(string)</
system-description></optional-tlv>

<optional-tlv><system-name>(string)</
system-name></optional-tlv>

<lldp><system-name>(string)</system-
name></lldp>

<lldp><system-description>(string)</system-
description></lldp>

<lldp><disable>(string)</disable></lldp>

<profile><description>(string)</description></
profile>

<profile><hello>(unit32)</hello></profile>

<profile><multiplier>(nit32)</multiplier></
profile>

<advertise><dot1-tlv>(string)</dot1-tlv></
advertise>

Retrieves system description TLV details.

Retrieves system name TLV details.

Description

Configures LLDP profile.

Description

Configures LLDP description.

Configures LLD hello interval.
Configures LLDP mode.
Configures LLDP multiplier.

Configures LLDP advertisement.

Configures LLDP advertisement.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configure LLDP system name.

Configures LLDP system description.

Disables LLDP.
Configures LLDP profile description.

Configures LLDP profile hello interval.

Configures LLDP profile multiplier.

Configures LLDP profile advertisement.

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02
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<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv

PUT URIs

<base_URI>/config/running/protocol/lldp/
description

<base_URI>/config/running/protocol/lldp/
hello

<base_URI>/config/running/protocol/lldp/
mode

<base_URI>/config/running/protocol/lldp/
multiplier

<base_URI>/config/running/protocol/lldp/
advertise/dot1-tlv

<base_URI>/config/running/protocol/lldp/
advertise/dot3-tlv

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv/management-address

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv/port-description

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv/system-capabilities

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv/system-description

<base_URI>/config/running/protocol/lldp/
advertise/optional-tlv/system-name

<base_URI>/config/running/protocol/lldp/
system-name

<base_URI>/config/running/protocol/lldp/
system-description

<base_URI>/config/running/protocol/lldp/
disable

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/description
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Payload

<advertise><dot3-tlv>(string)</dot3-tlv></
advertise>

<optional-tlv><management-
address>(string)</management-address></
optional-tlv>

<optional-tlv><port-description>(string)</
port-description></optional-tlv>

<optional-tlv><system-capabilities>(string)</
system-capabilities></optional-tlv>

<optional-tlv><system-description>(string)</
system-description></optional-tlv>

<optional-tlv><systern-name>(string)</

system-name></optional-tlv>

Payload

<description>(string)</description>
<hello>(unit32)</hello>
<mode>(unit32)</mode>
<multiplier>(unit32)</multiplier>
<dot1-tlv>(string)</dot1-tlv>
<dot3-tlv>(string)</dot3-tlv>
<management-address>(string)</
management-address>
<port-description>(string)</port-description>
<system-capabilities>(string)</system-

capabilities>

<system-description>(string)</system-
description>

<system-name>(string)</system-name>
<system-name>(string)</system-name>
<system-description>(string)</system-
description>

<disable>(string)</disable>

<description>(string)</description>

protocol/lldp

Description

Configures LLDP profile advertisement.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Description

Configures LLDP description.

Configures LLD hello interval.

Configures LLDP mode.

Configures LLDP multiplier.

Configures LLDP advertisement.

Configures LLDP advertisement.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configure LLDP system name.

Configures LLDP system description.

Disables LLDP.

Configures LLDP profile description.
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PUT URIs

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/hello

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/mode

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/multiplier

<base_URI>/config/running/protocol/lldp/

profile/(profile-name-string)/advertise/dot 1-

tv

<base_URI>/config/running/protocol/lldp/

profile/(profile-name-string)/advertise/dot3-

tlv

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv/management-address

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv/port-description

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv/system-capabilities

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv/system-description

<base_URI>/config/running/protocol/lldp/
profile/(profile-name-string)/advertise/
optional-tlv/system-name

DELETE URIs

Payload
<hello>(unit32)</hello>

<mode>(unit32)</mode>
<multiplier>(unit32)</multiplier>

<dot1-tlv>(string)</dot1-tlv>

<dot3-tlv>(string)</dot3-tlv>

<management-address>(string)</
management-address>

<port-description>(string)</port-description>

<system-capabilities>(string)</system-
capabilities>

<system-description>(string)</system-
description>

<system-name>(string)</system-name>

<base_URI>/config/running/protocol/lldp/description

<base_URI>/config/running/protocol/lldp/hello

<base_URI>/config/running/protocol/lldp/mode

<base_URI>/config/running/protocol/lldp/multiplier

<base_URI>/config/running/protocol/lldp//advertise/dot1-tlv

<base_URI>/config/running/protocol/lldp/advertise/dot3-tlv

<base_URI>/config/running/protocol/lldp/advertise/optional-tiv/management-address

<base_URI>/config/running/protocol/lldp/advertise/optional-tlv/port-description

<base_URI>/config/running/protocol/lldp/advertise/optional-tlv/system-capabilities

<base_URI>/config/running/protocol/lldp/advertise/optional-tlv/system-description

<base_URI>/config/running/protocol/lldp/advertise/optional-tlv/system-name

<base_URI>/config/running/protocol/lldp/system-name

<base_URI>/config/running/protocol/lldp/system-description

<base_URI>/config/running/protocol/lldp/disable

<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/description

)
<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/hello

)

)

(

(
<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/mode

(

<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/multiplier

Description

Configures LLDP profile hello interval.

Configures LLDP profile mode.

Configures LLDP profile multiplier.

Configures LLDP profile advertisement.

Configures LLDP profile advertisement.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.

Configures LLDP optional TLV parameters.
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DELETE URIs
<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/advertise/dot 1-tlv
<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/advertise/dot3-tlv

<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/advertise/optional-tlv/management-address

<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/advertise/optional-tlv/system-capabilities

( )

( )

( )
<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/advertise/optional-tlv/port-description

( )
<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/advertise/optional-tlv/system-description
( )

<base_URI>/config/running/protocol/lldp/profile/(profile-name-string)/advertise/optional-tlv/system-name

Parameters

mode
Specifies the LLDP mode. Supported modes are rx amd tx. Configuring rx enables LLDP receive only mode.
Configuring tx enables LLDP transmit only mode.

description
Specifies user description for LLDP.

advertise
Sets the Advertise TLV configuration.

system-name
Specifies system name.

system-description
Specifies system description.

profile-name
Specifies the profile name.

dotl1-tlv
Enables IEEE 802.1 organizationally specific TLV.

dot3-tlv
Enables IEEE 802.3 organizationally specific TLV.

optional-tlv
Advertises the optional Type, Length, and Values (TLV) values.

description
Configures the user description.

profile
Configures the LLDP profile name.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.
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Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/protocol/lldp

Request Body

None

Response Body

<11ldp xmlns="urn:brocade.com:mgmt:brocade-11dp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/protocol/1ldp">
<description>rest testing</description>
<hello>4</hello>
<mode>tx</mode>
<multiplier>10</multiplier>
<advertise y:self="/rest/config/running/protocol/lldp/advertise">
<dotl-tlv>true</dotl-tlv>
<dot3-tlv>true</dot3-tlv>
<optional-tlv y:self="/rest/config/running/protocol/lldp/advertise/optional-tlv">
<management-address>true</management-address>
<system-capabilities>true</system-capabilities>
<system-description>true</system-description>
</optional-tlv>
</advertise>
<system-description>Extreme BR-SLX9850-4 Router</system-description>
</1ldp>

The following example uses the POST option to configure LLDP profile.

URI
http://host:80/rest/config/running/protocol/lldp

Request Body
<profile>

<profile-name>profilel</profile-name>
</profile>

Response Body

None
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The following example uses the DELETE option to remove LLDP description.

URI
http://host:80/rest/config/running/protocol/lldp/description

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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protocol/ptp

Configures precision time protocol (PTP).

Resource URIs

<base_URI>/config/running/protocol/ptp Configures precision time protocol (PTP).

<base_URI>/config/running/protocol/ptp Retrieves PTP configuration.

<base_URI>/config/running/protocol <ptp><enable>true</
enable><domain>{uint32}</
domain><priority 1>{uint32}</

priority 1><priority2>{uint32}</
priority2><source-ip>{ip-address}</source-

Configures PTP.

ip></ptp>
<base_URI>/config/running/protocol/ptp <enable>true</enable> Enables PTP.
<base_URI>/config/running/protocol/ptp <source-ip>{ip-address}</source-ip> Sets source IP address for PTP packets.

<base_URI>/config/running/protocol/ptp <domain>{uint32}</domain> Sets clock domain.
<base_URI>/config/running/protocol/ptp <priority 1>{uint32}</priority 1> Sets clock priority 1 for BMCA.
<base_URI>/config/running/protocol/ptp <priority2>{uint32}</priority2> Sets clock priority 2 for BMCA.

<base_URI>/config/running/protocol/ptp

<base_URI>/config/running/protocol/ptp/enable

<base_URI>/config/running/protocol/ptp/source-ip

<base_URI>/config/running/protocol/ptp/domain

<base_URI>/config/running/protocol/ptp/priority 1

<base_URI>/config/running/protocol/ptp/priority2

Parameters

domain
Specifies the clock domain. (integer)

enable
Represents whether PTP is enabled. (Boolean)

source-ip
Source IP address for PTP packets. (A.B.C.D)

302

Extreme SLX-OS REST API Guide, 17s.1.01
53-1005178-02



protocol/ptp

priority1
Clock priority 1 for BMCA. (integer)

priority2
Clock priority 2 for BMCA. (integer)

Usage Guidelines
GET, POST, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/protocol/ptp

Request Body

None

Response Body
<ptp xmlns="urn:brocade.com:mgmt:brocade-ptp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/config/
running/protocol/ptp">
<enable>true</enable>
<domain>127</domain>
<priorityl>40</priorityl>
<priority2>40</priority2>
<source-ip>2.2.2.2</source-ip>
</ptp>

The following is an example of the POST operation to create a PTP configuration.

URI
http:/host:80/rest/config/running/protocol

Request Body

"<ptp><enable>true</enable><domain>127</domain><priorityl>40</priorityl><priority2>40</
priority2><source-ip>2.2.2.2</source-ip></ptp>

Response Body

None
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The following is an example of the DELETE operation to remove a PTP configuration.

URI
http://host:80/rest/config/running/protocol/ptp

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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protocol/spanning-tree/mstp

Configures Multiple Spanning Tree Protocol (MSTP).

Resource URIs

URI

<base_URI>/config/running/protocol/spanning-tree/mstp

GET URIs

<base_URI>/config/running/protocol/spanning-tree
<base_URI>/config/running/protocol/spanning-tree/mstp

<base_URI>/config/running/protocol/spanning-tree/mstp/instance/

(instance-id)

POST URIs

<base_URI>/config/running/protocol/
spanning-tree/mstp

PATCH URIs

<base_URI>/config/running/protocol/
spanning-tree/mstp/instance/(instance-id)/
priority

PUT URIs

<base_URI>/config/running/protocol/
spanning-tree/mstp/description

<base_URI>/config/running/protocol/
spanning-tree/mstp/bridge-priority
<base_URI>/config/running/protocol/
spanning-tree/mstp/cisco-interoperability

<base_URI>/config/running/protocol/
spanning-tree/mstp/error-disable-timeout/
enable

<base_URI>/config/running/protocol/
spanning-tree/mstp/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/mstp/hello-time

<base_URI>/config/running/protocol/
spanning-tree/mstp/max-age

<base_URI>/config/running/protocol/
spanning-tree
<base_URI>/config/running/protocol/
spanning-tree/mstp/port-channel/path-cost

<base_URI>/config/running/protocol/
spanning-tree/mstp/region
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Description

Configures MSTP.

Description

Payload

<instance><id>(unit32)</id><vlan>(unit32)</
vlan></instance>

Payload
<priority>(unit32)</priority>

Payload

<description>(string)</description>
<bridge-priority>(unit32)</bridge-priority>
<cisco-interoperability>(enumeration)</cisco-
interoperability>

<enable></enable>
<forward-delay>(unit32)</forward-delay>
<hello-time>(unit32)</hello-time>
<max-age>(unit32)</max-age>
max-hops>(unit32)</max-hops>
<path-cost>(string)</path-cost>

<region>(string)</region>

Retrieves spanning tree configurations.
Retrieves MSTP configuration information.

Retrieves MSTP configuration information for a particular instance.

Description

Configures MSTP instance.

Description

Configures MSTP priority.

Description

Configures MSTP description.

Configures MSTP bridge priority.

Enable MSTP cisco interoperability.

Enables MSTP error disable timeout.

Configures MSTP forward delay.

Configures MSTP hello time.

Configures MSTP max age.

Configures max hops.

Configures MSTP port channel path cost.

Configures MSTP string.
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PUT URIs

<base_URI>/config/running/protocol/
spanning-tree/mstp/revision

<base_URI>/config/running/protocol/
spanning-tree/mstp/shutdown

<base_URI>/config/running/protocol/
spanning-tree/mstp/transmit-holdcount

<base_URI>/config/running/protocol/

spanning-tree/mstp/error-disable-timeout/

interval

DELETE URIs

Payload

<revision>(unit32)</revision>
<shutdown></shutdown>
<transmit-holdcount>(uni32)</transmit-

holdcount>

<interval>(unit32)</interval>

<base_URI>/config/running/protocol/spanning-tree/mstp/description

<base_URI>/config/running/protocol/spanning-tree/mstp/bridge-priority

<base_URI>/config/running/protocol/spanning-tree/mstp/cisco-interoperability

<base_URI>/config/running/protocol/spanning-tree/mstp/error-disable-timeout/enable

<base_URI>/config/running/protocol/spanning-tree/mstp/forward-delay

<base_URI>/config/running/protocol/spanning-tree/mstp/hello-time

<base_URI>/config/running/protocol/spanning-tree/mstp/max-age

<base_URI>/config/running/protocol/spanning-tree

<base_URI>/config/running/protocol/spanning-tree/mstp/port-channel/path-cost

<base_URI>/config/running/protocol/spanning-tree/mstp/region

<base_URI>/config/running/protocol/spanning-tree/mstp/revision

<base_URI>/config/running/protocol/spanning-tree/mstp/shutdown

<base_URI>/config/running/protocol/spanning-tree/mstp/transmit-holdcount

<base_URI>/config/running/protocol/spanning-tree/mstp/error-disable-timeout/interval

Parameters

306

description

Specifies description.
bridge-priority

Specifies bridge priority.
interval

Specifies the interval.

forward-delay

Specifies the forward delay.
max-age

Specifies max age.

path-cost
Specifies the path cost.

hello-time
Specifies the hello time.

Description

Configures MSTP revision.

Disable MSTP.

Configures MSTP trasmit holdcount.

Configures MSTP error disable timeout
interval.
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transmit-holdcount
Specifies transmit hold count.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/protocol/spanning-tree/mstp

Request Body

None

Response Body

<spanning-tree xmlns="urn:brocade.com:mgmt:brocade-xstp" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/protocol/spanning-tree">\r
<mstp y:self="/rest/config/running/protocol/spanning-tree/mstp">\r
<error-disable-timeout y:self="/rest/config/running/protocol/spanning-tree/mstp/error-disable-
timeout">\r
</error-disable-timeout>\r
<port-channel y:self="/rest/config/running/protocol/spanning-tree/mstp/port-channel">\r
</port-channel>\r
<instance y:self="/rest/config/running/protocol/spanning-tree/mstp/instance/1">\r
<id>1</id>\r
<vlan>5-10</vlan>\r
</instance>\r
</mstp>\r
</spanning-tree>\r

The following example uses the POST option to configure MSTP instance.

URI
http:/host:80/rest/config/running/protocol/spanning-tree/mstp

Request Body
<instance>
<id>»2</id>

<vlan>4</vlan>
</instance>

Response Body

None
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The following example uses the DELETE option to remove MSTP description.

URI
http:/host:80/rest/config/running/protocol/spanning-tree/mstp/description

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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Configures Per-VLAN Spanning Tree (PVST).

Resource URIs

URI

<base_URI>/config/running/protocol/spanning-tree/pvst

GET URIs
<base_URI>/config/running/protocol/spanning-tree/pvst
<base_URI>/config/running/protocol/spanning-tree/pvst/description

<base_URI>/config/running/protocol/spanning-tree/pvst/bridge-
priority

<base_URI>/config/running/protocol/spanning-tree/pvst/error-
disable-timeout/enable

<base_URI>/config/running/protocol/spanning-tree/pvst/error-
disable-timeout/interval

<base_URI>/config/running/protocol/spanning-tree/pvst/forward-
delay

<base_URI>/config/running/protocol/spanning-tree/pvst/max-age

<base_URI>/config/running/protocol/spanning-tree/pvst/port-
channel/path-cost

<base_URI>/config/running/protocol/spanning-tree/pvst/shutdown
<base_URI>/config/running/protocol/spanning-tree/pvst/hello-time

<base_URI>/config/running/protocol/spanning-tree/pvst/vian/(id)/
forward-delay

<base_URI>/config/running/protocol/spanning-tree/pvst/vian/(id)/
max-age

<base_URI>/config/running/protocol/spanning-tree/pvst/vian/(id)/
hello-time

POST URIs Payload

<base_URI>/config/running/protocol/
spanning-tree

<pvst />

<base_URI>/config/running/protocol/

spanning-tree/pvst priority></vlan>

PATCH URIs Payload

<base_URI>/config/running/protocol/
spanning-tree/pvst/description

<description />

<base_URI>/config/running/protocol/
spanning-tree/pvst/bridge-priority

<bridge-priority />

<base_URI>/config/running/protocol/ <enable />
spanning-tree/pvst/error-disable-timeout/

enable
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<vlan><id>(req_val)</id><priority>(uint32)</

protocol/spanning-tree/pvst

Description

Configures PVST.

Description
Retrieves PVST configuration information.
Retrieves PVST description.

Retrieves bridge priority for the common instance

Retrieves error disable timeout information.

Retrieves error disable timeout interval details.

Retrieves forward delay information.

Retrieves max age information.

Retrieves path cost.

Disables PVST.
Retrieves hello time.

Retrieves forward delay information for a particular VLAN.

Retrieves max age information for a particular VLAN.

Retrieves hello time information for a particular VLAN.

Description

Configures PVST.

Configures PVST prirority.

Description

Configures PVST description.

Configures bridge priority.

Enables error disable timeout.
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PATCH URIs

<base_URI>/config/running/protocol/
spanning-tree/pvst/error-disable-timeout/
interval

<base_URI>/config/running/protocol/
spanning-tree/pvst/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/pvst/max-age

<base_URI>/config/running/protocol/
spanning-tree/pvst/port-channel/path-cost

<base_URI>/config/running/protocol/
spanning-tree/pvst/shutdown

<base_URI>/config/running/protocol/
spanning-tree/pvst/hello-time

<base_URI>/config/running/protocol/
spanning-tree/pvst/vlan/(id)

<base_URI>/config/running/protocol/
spanning-tree/pvst/vlan/(id)

<base_URI>/config/running/protocol/
spanning-tree/pvst/vlan/(id)

<base_URI>/config/running/protocol/
spanning-tree/pvst/vlan/(id)

PUT URIs

<base_URI>/config/running/protocol/
spanning-tree/pvst/description

<base_URI>/config/running/protocol/
spanning-tree/pvst/bridge-priority

<base_URI>/config/running/protocol/
spanning-tree/pvst/error-disable-timeout/
enable

<base_URI>/config/running/protocol/
spanning-tree/pvst/error-disable-timeout/
interval

<base_URI>/config/running/protocol/
spanning-tree/pvst/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/pvst/max-age

<base_URI>/config/running/protocol/
spanning-tree/pvst/port-channel/path-cost

<base_URI>/config/running/protocol/
spanning-tree/pvst/shutdown

<base_URI>/config/running/protocol/
spanning-tree/pvst/hello-time

<base_URI>/config/running/protocol/
spanning-tree/pvst/vlan/(id)/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/pvst/vlan/(id)/max-age

Payload

<interval />

<forward-delay />

<max-age />

<path-cost />

<shutdown />

<hello-time />
<vlan><priority>(uint32)</priority></vlan>
<vlan><forward-delay>(uint32)</forward-
delay></vlan>

<vlan><max-age>(uint32)</max-age></vlan>

<vlan><hello-time>(uint32)</hello-time></
vlan>

Payload

<description />
<bridge-priority />

<enable />

<interval />

<forward-delay />
<max-age />
<path-cost />
<shutdown />
<hello-time />
<forward-delay/>

<<max-age/>

Description

Configures error disable timeout interval.

Configures forward delay.

Configures max age.

Configures path cost.

Disables PVST.

Configures hello time.

Configures priority for a VALN.

Configures forward delay for a VALN.

Configures max age for a VALN.

Configures hello time for a VALN

Description

Configures PVST description.

Configures bridge priority.

Enables error disable timeout.

Configures error disable timeout interval.

Configures forward delay.

Configures max age.

Configures path cost.

Disables PVST.

Configures hello time.

Configures forward delay for a VLAN.

Configures max age for a VALN.
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DELETE URIs

<base_URI>/config/running/protocol/spanning-tree/pvst
<base_URI>/config/running/protocol/spanning-tree/pvst/description
<base_URI>/config/running/protocol/spanning-tree/pvst/bridge-priority
<base_URI>/config/running/protocol/spanning-tree/pvst/error-disable-timeout/enable
<base_URI>/config/running/protocol/spanning-tree/pvst/error-disable-timeout/interval
<base_URI>/config/running/protocol/spanning-tree/pvst/forward-delay
<base_URI>/config/running/protocol/spanning-tree/pvst/max-age
<base_URI>/config/running/protocol/spanning-tree/pvst/port-channel/path-cost
<base_URI>/config/running/protocol/spanning-tree/pvst/shutdown
<base_URI>/config/running/protocol/spanning-tree/pvst/hello-time
<base_URI>/config/running/protocol/spanning-tree/pvst/vlan/(id)
<base_URI>/config/running/protocol/spanning-tree/pvst/vlan/(id)/forward-delay

(
(id)
<base_URI>/config/running/protocol/spanning-tree/pvst/vlan/(id)/max-age
(id)

<base_URI>/config/running/protocol/spanning-tree/pvst/vlan/(id)/hello-time

Parameters

description

Specifies description.
bridge-priority

Specifies bridge priority.
interval

Specifies the error disable timeout interval.

forward-delay

Specifies the forward delay.
max-age

Specifies max age.

path-cost
Specifies the path cost.

hello-time
Specifies the hello time.
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Usage Guidelines

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/protocol/spanning-tree/pvst/

Request Body

None

Response Body

<pvst xmlns="urn:brocade.com:mgmt:brocade-xstp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/protocol/spanning-tree/pvst">
<hello-time>3</hello-time>
<forward-delay>14</forward-delay>
<max-age>19</max-age>
<error-disable-timeout y:self="/rest/config/running/protocol/spanning-tree/pvst/error-disable-
timeout">
<enable>true</enable>
<interval>100</interval>
</error-disable-timeout>
<port-channel y:self="/rest/config/running/protocol/spanning-tree/pvst/port-channel">
</port-channel>
<vlan y:self="/rest/config/running/protocol/spanning-tree/pvst/vlan/100">
<id>100</1id>
</vlan>
<vlan y:self="/rest/config/running/protocol/spanning-tree/pvst/vlan/102">
<id>102</id>
</vlan>
</pvst>

The following example uses the POST option to configure PVST.

URI
http://host:80/rest/config/running/protocol

Request Body

<pvst/>

Response Body

None
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The following example uses the DELETE option to remove PVST configuration.

URI
http://host:80/rest/config/running/protocol/pvst

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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protocol/spanning-tree/rpvst

Configures Rapid Per-VLAN Spanning Tree (RPVST).

Resource URIs

314

URI

<base_URI>/config/running/protocol/spanning-tree/rpvst

GET URIs
<base_URI>/config/running/protocol/spanning-tree/rpvst
<base_URI>/config/running/protocol/spanning-tree/rpvst/description

<base_URI>/config/running/protocol/spanning-tree/rpvst/bridge-
priority

<base_URI>/config/running/protocol/spanning-tree/rpvst/error-
disable-timeout/enable

<base_URI>/config/running/protocol/spanning-tree/rpvst/error-
disable-timeout/interval

<base_URI>/config/running/protocol/spanning-tree/rpvst/forward-
delay

<base_URI>/config/running/protocol/spanning-tree/rpvst/max-age

<base_URI>/config/running/protocol/spanning-tree/rpvst/port-
channel/path-cost

<base_URI>/config/running/protocol/spanning-tree/rpvst/shutdown
<base_URI>/config/running/protocol/spanning-tree/rpvst/hello-time

<base_URI>/config/running/protocol/spanning-tree/rpvst/vian/(id)/
forward-delay

<base_URI>/config/running/protocol/spanning-tree/rpvst/vian/(id)/
max-age

<base_URI>/config/running/protocol/spanning-tree/rpvst/vian/(id)/
hello-time

POST URIs Payload

<base_URI>/config/running/protocol/
spanning-tree

<rpvst />

<base_URI>/config/running/protocol/

spanning-tree/rpvst priority></vlan>

PATCH URIs Payload

<base_URI>/config/running/protocol/
spanning-tree/rpvst/description

<description />

<base_URI>/config/running/protocol/
spanning-tree/rpvst/bridge-priority

<bridge-priority />

<base_URI>/config/running/protocol/ <enable />
spanning-tree/rpvst/error-disable-timeout/

enable

<vlan><id>(req_val)</id><priority>(uint32)</

Description

Configures RPVST.

Description

Retrieves RPVST configuration information.
Retrieves RPVST description.

Retrieves bridge priority for the common instance

Retrieves error disable timeout information.

Retrieves error disable timeout interval details.

Retrieves forward delay information.

Retrieves max age information.

Retrieves path cost.

Disables RPVST.
Retrieves hello time.

Retrieves forward delay information for a particular VLAN.

Retrieves max age information for a particular VLAN.

Retrieves hello time information for a particular VLAN.

Description

Configures RPVST.

Configures RPVST prirority.

Description

Configures RPVST description.

Configures bridge priority.

Enables error disable timeout.
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<base_URI>/config/running/protocol/
spanning-tree/rpvst/error-disable-timeout/
interval

<base_URI>/config/running/protocol/
spanning-tree/rpvst/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/rpvst/max-age

<base_URI>/config/running/protocol/
spanning-tree/rpvst/port-channel/path-cost

<base_URI>/config/running/protocol/
spanning-tree/rpvst/shutdown

<base_URI>/config/running/protocol/
spanning-tree/rpvst/hello-time

<base_URI>/config/running/protocol/
spanning-tree/rpvst/vlan/(id)

<base_URI>/config/running/protocol/
spanning-tree/rpvst/vlan/(id)

<base_URI>/config/running/protocol/
spanning-tree/rpvst/vlan/(id)

<base_URI>/config/running/protocol/
spanning-tree/rpvst/vlan/(id)

<base_URI>/config/running/protocol/
spanning-tree/rpvst/tramit-holdcount

PUT URIs

<base_URI>/config/running/protocol/
spanning-tree/rpvst/description

<base_URI>/config/running/protocol/
spanning-tree/rpvst/bridge-priority

<base_URI>/config/running/protocol/
spanning-tree/rpvst/error-disable-timeout/
enable

<base_URI>/config/running/protocol/
spanning-tree/rpvst/error-disable-timeout/
interval

<base_URI>/config/running/protocol/
spanning-tree/rpvst/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/rpvst/max-age

<base_URI>/config/running/protocol/
spanning-tree/rpvst/port-channel/path-cost

<base_URI>/config/running/protocol/
spanning-tree/rpvst/shutdown

<base_URI>/config/running/protocol/
spanning-tree/rpvst/hello-time

<base_URI>/config/running/protocol/
spanning-tree/rpvst/vlan/(id)/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/rpvst/vlan/(id)/max-age
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Payload

<interval />

<forward-delay />

<max-age />

<path-cost />

<shutdown />

<hello-time />
<vlan><priority>(uint32)</priority></vlan>
<vlan><forward-delay>(uint32)</forward-
delay></vlan>
<vlan><max-age>(uint32)</max-age></vlan>
<vlan><hello-time>(uint32)</hello-time></

vlan>

<transmit-holdcount />

Payload

<description />
<bridge-priority />

<enable />

<interval />

<forward-delay />
<max-age />
<path-cost />
<shutdown />
<hello-time />
<forward-delay/>

<max-age/>

protocol/spanning-tree/rpvst

Description

Configures error disable timeout interval.

Configures forward delay.

Configures max age.

Configures path cost.

Disables RPVST.

Configures hello time.

Configures priority for a VALN.

Configures forward delay for a VALN.

Configures max age for a VALN.

Configures hello time for a VALN.

Configures transmit hold count.

Description

Configures RPVST description.

Configures bridge priority.

Enables error disable timeout.

Configures error disable timeout interval.

Configures forward delay.

Configures max age.

Configures path cost.

Disables RPVST.

Configures hello time.

Configures forward delay for a VLAN.

Configures max age for a VALN.
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PUT URIs Payload Description

<base_URI>/config/running/protocol/ <hello-time /> Configures hello time for a VLAN.
spanning-tree/rpvst/vlan/(id)/hello-time

<base_URI>/config/running/protocol/ <transmit-holdcount /> Configures transmit hold count.
spanning-tree/rpvst/transmit-holdcount

DELETE URIs

<base_URI>/config/running/protocol/spanning-tree/rpvst
<base_URI>/config/running/protocol/spanning-tree/rpvst/description
<base_URI>/config/running/protocol/spanning-tree/rpvst/bridge-priority
<base_URI>/config/running/protocol/spanning-tree/rpvst/error-disable-timeout/enable
<base_URI>/config/running/protocol/spanning-tree/rpvst/error-disable-timeout/interval
<base_URI>/config/running/protocol/spanning-tree/rpvst/forward-delay
<base_URI>/config/running/protocol/spanning-tree/rpvst/max-age
<base_URI>/config/running/protocol/spanning-tree/rpvst/port-channel/path-cost
<base_URI>/config/running/protocol/spanning-tree/rpvst/shutdown
<base_URI>/config/running/protocol/spanning-tree/rpvst/hello-time
<base_URI>/config/running/protocol/spanning-tree/rpvst/vlan/(id)

id)/max-age

(
<base_URI>/config/running/protocol/spanning-tree/rpvst/vlan/(id)/forward-delay
<base_URI>/config/running/protocol/spanning-tree/rpvst/vian/(

(

<base_URI>/config/running/protocol/spanning-tree/rpvst/vlan/(id)/hello-time

<base_URI>/config/running/protocol/spanning-tree/rpvst/transmit-holdcount

Parameters
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description

Specifies description.
bridge-priority

Specifies bridge priority.
interval

Specifies the error disable timeout interval.

forward-delay

Specifies the forward delay.
max-age

Specifies max age.

path-cost
Specifies the path cost.

hello-time
Specifies the hello time.

transmit-holdcount
Specifies transmit hold count.
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Usage Guidelines

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/protocol/spanning-tree/rpvst

Request Body

None

Response Body

<rpvst xmlns="urn:brocade.com:mgmt:brocade-xstp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/protocol/spanning-tree/rpvst">
<hello-time>3</hello-time>
<forward-delay>14</forward-delay>
<max-age>19</max-age>
<error-disable-timeout y:self="/rest/config/running/protocol/spanning-tree/rpvst/error-disable-
timeout">
<enable>true</enable>
<interval>100</interval>
</error-disable-timeout>
<port-channel y:self="/rest/config/running/protocol/spanning-tree/rpvst/port-channel">
</port-channel>
<vlan y:self="/rest/config/running/protocol/spanning-tree/rpvst/vlan/100">
<id>100</1id>
</vlan>
<vlan y:self="/rest/config/running/protocol/spanning-tree/rpvst/vlan/102">
<id>102</id>
</vlan>
</rpvst>

The following example uses the POST option to configure RPVST.

URI
http://host:80/rest/config/running/protocol

Request Body

<rpvst/>

Response Body

None
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The following example uses the DELETE option to remove RPVST configuration.

URI
http://host:80/rest/config/running/protocol/rpvst

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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protocol/spanning-tree/rstp

Configures, retrieves, and modifies Rapid Spanning-Tree Protocol (RSTP).

Resource URIs

URI

<base_URI>/config/running/protocol/spanning-tree/rstp

GET URIs
<base_URI>/config/running/protocol/spanning-tree/rstp

<base_URI>/config/running/protocol/spanning-tree/rstp/error-
disable-timeout

<base_URI>/config/running/protocol/spanning-tree/rstp/port-

Description

Configures RSTP.

Description

Retrieves RSTP.

Retrieves error disable timeout.

Retrieves RSTP on port channel.

channel

POST URIs

<base_URI>/config/running/protocol/
spanning-tree

<base_URI>/config/running/protocol/
spanning-tree/rstp/error-disable-timeout

<base_URI>/config/running/protocol/
spanning-tree/rstp/port-channel

PATCH URIs

<base_URI>/config/running/protocol/
spanning-tree/rstp/description

<base_URI>/config/running/protocol/
spanning-tree/rstp/bridge-priority

<base_URI>/config/running/protocol/
spanning-tree/rstp/error-disable-timeout/
enable

<base_URI>/config/running/protocol/
spanning-tree/rstp/error-disable-timeout/
interval

<base_URI>/config/running/protocol/
spanning-tree/rstp/forward-delay

<base_URI>/config/running/protocol/
spanning-tree/rstp/max-age

<base_URI>/config/running/protocol/

spanning-tree/rstp/port-channel/path-cost

<base_URI>/config/running/protocol/
spanning-tree/rstp/shutdown

<base_URI>/config/running/protocol/
spanning-tree/rstp/hello-time

<base_URI>/config/running/protocol/
spanning-tree/rstp/transmit-holdcount
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Payload

<rstp></rstp>
<enable></enable>

<shutdown></shutdown>

Payload

<description>(string)</description>
<bridge-priority>(unit32)</bridge-priority>

<enable></enable>

<interval>(unit32)</interval>

<forward-delay>(unit32)</forward-delay>
<max-age>(unit32)</max-age>
<path-cost>(string)</path-cost>
<shutdown></shutdown>
<hello-time>(unit32)</hello-time>

<transmit-holdcount>(unit32)</transmit-
holdcount>

Description

Configures RSTP.

Enables RSTP error disable.

Shuts down.

Description

Configures RSTP description.

Configures RSTP bridge priority.

Enables error disable timeout.

Configures error disable timeout interval.

Configures forward delay.

Configures max age.

Configures path cost.

Shuts down.

Configures hello time.

Configures transmit hold count.
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PUT URIs Payload

<base_URI>/config/running/protocol/ <description>(string)</description>

spanning-tree/rstp/description

<base_URI>/config/running/protocol/
spanning-tree/rstp/bridge-priority

<base_URI>/config/running/protocol/ <enable></enable>
spanning-tree/rstp/error-disable-timeout/

enable

<base_URI>/config/running/protocol/ <interval>(unit32)</interval>
spanning-tree/rstp/error-disable-timeout/

interval

<base_URI>/config/running/protocol/ <forward-delay>(unit32)</forward-delay>

spanning-tree/rstp/forward-delay

<base_URI>/config/running/protocol/ <max-age>(unit32)</max-age>

spanning-tree/rstp/max-age

<base_URI>/config/running/protocol/ <path-cost>(string)</path-cost>

spanning-tree/rstp/port-channel/path-cost

<base_URI>/config/running/protocol/ <shutdown></shutdown>

spanning-tree/rstp/shutdown

<base_URI>/config/running/protocol/ <hello-time>(unit32)</hello-time>

spanning-tree/rstp/hello-time

<transmit-holdcount>(unit32)</transmit-
holdcount>

<base_URI>/config/running/protocol/
spanning-tree/rstp/transmit-holdcount

DELETE URIs

<base_URI>/config/running/protocol/spanning-tree/rstp/description
<base_URI>/config/running/protocol/spanning-tree/rstp/bridge-priority
<base_URI>/config/running/protocol/spanning-tree/rstp/error-disable-timeout/enable
<base_URI>/config/running/protocol/spanning-tree/rstp/error-disable-timeout/interval
<base_URI>/config/running/protocol/spanning-tree/rstp/forward-delay
<base_URI>/config/running/protocol/spanning-tree/rstp/max-age
<base_URI>/config/running/protocol/spanning-tree/rstp/port-channel/path-cost
<base_URI>/config/running/protocol/spanning-tree/rstp/shutdown
<base_URI>/config/running/protocol/spanning-tree/rstp/hello-time

<base_URI>/config/running/protocol/spanning-tree/rstp/transmit-holdcount

Parameters
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description

Specifies description.
bridge-priority

Specifies bridge priority.
interval

Specifies the interval.

forward-delay
Specifies the forward delay.

<bridge-priority>(unit32)</bridge-priority>

Description

Configures RSTP description.

Configures RSTP bridge priority.

Enables error disable timeout.

Configures error disable timeout interval.

Configures forward delay.

Configures max age.

Configures path cost.

Shuts down.

Configures hello time.

Configures transmit hold count.
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max-age
Specifies max age.

path-cost
Specifies the path cost.

hello-time
Specifies the hello time.

transmit-holdcount
Specifies transmit hold count.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/protocol/spanning-tree

Request Body

None

Response Body

<spanning-tree xmlns="urn:brocade.com:mgmt:brocade-xstp" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/protocol/spanning-tree">
<rstp y:self="/rest/config/running/protocol/spanning-tree/rstp">
<error-disable-timeout y:self="/rest/config/running/protocol/spanning-tree/rstp/error-disable-
timeout">
</error-disable-timeout>
<port-channel y:self="/rest/config/running/protocol/spanning-tree/rstp/port-channel">
</port-channel>
</rstp>
</spanning-tree>
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The following example uses the POST option to configure RSTP.

URI
http://host:80/rest/config/running/protocol/spanning-tree

Request Body

<rstp></rstp>

Response Body

None

The following example uses the DELETE option to remove RSTP description.

URI
http://host:80/rest/config/running/protocol/spanning-tree/rstp/description

Request Body

None

Response Body

None

History

322

Release version History

17s.1.00 This API call was introduced.
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protocol/spanning-tree/stp

Configures Spanning Tree Protocol (STP).

Resource URIs

<base_URI>/config/running/protocol/spanning-tree/stp Configures STP.

<base_URI>/config/running/protocol/spanning-tree/stp Retrieves STP details.
<base_URI>/config/running/protocol/spanning-tree/stp/error- Retrieves error disable timeout.
disable-timeout

<base_URI>/config/running/protocol/spanning-tree/stp/port- Retrieves port channel details.
channel

<base_URI>/config/running/protocol/ <enable>(enumeration)</enable> Enables error disable timeout.
spanning-tree/stp/error-disable-timeout

<base_URI>/config/running/protocol/ <shutdown>(enumeration)</shutdown> Shuts down.
spanning-tree/stp

<base_URI>/config/running/protocol/ <description>(string)</description> Configures STP description.
spanning-tree/stp/description

<base_URI>/config/running/protocol/ <bridge-priority>(unit32)</bridge-priority> Configures bridge priority.
spanning-tree/stp/bridge-priority

<base_URI>/config/running/protocol/ <enable>(enumeration)</enable> Enables error disable timeout.
spanning-tree/stp/error-disable-timeout/

enable

<base_URI>/config/running/protocol/ <interval>(unit32)</interval> Configures error disable timeout interval.
spanning-tree/stp/error-disable-timeout/

interval

<base_URI>/config/running/protocol/ <forward-delay>(unit32)</forward-delay> Configures forward delay.

spanning-tree/stp/forward-delay

<base_URI>/config/running/protocol/ <max-age>(unit32)</max-age> Configures max age.
spanning-tree/stp/max-age

<base_URI>/config/running/protocol/ <path-cost>(enumeration)</path-cost> Configures path cost.
spanning-tree/stp/port-channel/path-cost

<base_URI>/config/running/protocol/ <shutdown>(enumeration)</shutdown> Shuts down.
spanning-tree/stp/shutdown

<base_URI>/config/running/protocol/ <hello-time>(unit32)</hello-time> Configures hello time.
spanning-tree/stp/hello-time

<base_URI>/config/running/protocol/ <description>(string)</description> Configures STP description.
spanning-tree/stp/description
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PUT URIs Payload

<base_URI>/config/running/protocol/ <bridge-priority>(unit32)</bridge-priority>
spanning-tree/stp/bridge-priority

<base_URI>/config/running/protocol/ <enable>(enumeration)</enable>

spanning-tree/stp/error-disable-timeout/
enable

<base_URI>/config/running/protocol/ <interval>(unit32)</interval>

spanning-tree/stp/error-disable-timeout/
interval

<base_URI>/config/running/protocol/ <forward-delay>(unit32)</forward-delay>

spanning-tree/stp/forward-delay

<base_URI>/config/running/protocol/ <max-age>(unit32)</max-age>

spanning-tree/stp/max-age

<base_URI>/config/running/protocol/ <path-cost>lenumeration)</path-cost>

spanning-tree/stp/port-channel/path-cost

<base_URI>/config/running/protocol/ <shutdown>(enumeration)</shutdown>

spanning-tree/stp/shutdown

<base_URI>/config/running/protocol/ <hello-time>(unit32)</hello-time>

spanning-tree/stp/hello-time

DELETE URIs

<base_URI>/config/running/protocol/spanning-tree/stp/description
<base_URI>/config/running/protocol/spanning-tree/stp/bridge-priority
<base_URI>/config/running/protocol/spanning-tree/stp/error-disable-timeout
<base_URI>/config/running/protocol/spanning-tree/stp/error-disable-timeout/interval
<base_URI>/config/running/protocol/spanning-tree/stp/forward-delay
<base_URI>/config/running/protocol/spanning-tree/stp/max-age
<base_URI>/config/running/protocol/spanning-tree/stp/port-channel/path-cost
<base_URI>/config/running/protocol/spanning-tree/stp/shutdown

<base_URI>/config/running/protocol/spanning-tree/stp/hello-time

Parameters
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description

Specifies description.
bridge-priority

Specifies bridge priority.
interval

Specifies the interval.

forward-delay

Specifies the forward delay.
max-age

Specifies max age.

path-cost
Specifies the path cost.

Description

Configures bridge priority.

Enables error disable timeout.

Configures error disable timeout interval.

Configures forward delay.

Configures max age.

Configures path cost.

Shuts down.

Configures hello time.
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hello-time
Specifies the hello time.

transmit-holdcount
Specifies transmit hold count.

Usage Guidelines
GET, POST, PATCH, PUT, DELETE, HEAD, and OPTIONS operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/protocol/spanning-tree/stp

Request Body

None

Response Body

<stp xmlns="urn:brocade.com:mgmt:brocade-xstp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/protocol/spanning-tree/stp">
<hello-time>3</hello-time>
<forward-delay>14</forward-delay>
<max-age>19</max-age>
<bridge-priority>4096</bridge-priority>
<error-disable-timeout y:self="/rest/config/running/protocol/spanning-tree/stp/error-disable-timeout">
<enable>true</enable>
<interval>100</interval>
</error-disable-timeout>
<port-channel y:self="/rest/config/running/protocol/spanning-tree/stp/port-channel">
<path-cost>custom</path-cost>
</port-channel>
</stp>

The following example uses the POST option to enable error disable timeout.

URI
http:/host:80/rest/config/running/protocol/spanning-tree/stp/error-disable-timeout

Request Body

<enable>enable</enable>

Response Body

None
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The following example uses the DELETE option to remove STP description.

URI
http:/host:80/rest/config/running/protocol/spanning-tree/stp/description

Request Body

None

Response Body

None

History

17s.1.00 This API call was introduced.
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protocol/vrrp

Configures, modifies, or retrieves Virtual Router Redundancy Protocol (VRRP).

Resource URIs

<base_URI>/config/running/protocol/vrrp Configures Virtual Router Redundancy Protocol (VRRP)

<base_URI>/config/running/protocol/vrrp Retrieves Virtual Router Redundancy Protocol (VRRP)

<base_URI>/config/running/protocol/vrrp <vrrp>{enumeration}</vrrp> Configures Virtual Router Redundancy
Protocol (VRRP)

<base_URI>/config/running/protocol/vrrp <vrrp>{enumeration}</vrrp> Configures Virtual Router Redundancy
Protocol (VRRP)

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http://host:80/rest/config/running/protocol/vrrp

Request Body

None

Response Body

<vrrp xmlns="urn:brocade.com:mgnt:brocade-vrrp" xmlns:y="http://brocade.com/ns/rest" y:self="/rest/
config/running/protocol/vrrp">true</vrrp>
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The following example uses the POST option to configure VRRP.

URI
http://host:80/rest/config/running/protocol

Request Body

<vrrp>true</vrrp>

Response Body

None

The following example uses the DELETE option to remove the VRRP configuration.

URI
http://host:80/rest/config/running/protocol/vrrp

Request Body

None

Response Body

None

History

328

Release version History

17s.1.00 This API call was introduced.
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protocol/vrrp-extended

Configures, modifies, or retrieves Virtual Router Redundancy Protocol Extended (VRRP-E)

Resource URIs

<base_URI>/config/running/protocol/vrrp-extended Configures Virtual Router Redundancy Protocol Extended (VRRP-E)

<base_URI>/config/running/protocol/vrrp-extended Retrieves Virtual Router Redundancy Protocol Extended (VRRP-E)

<base_URI>/config/running/protocol/vrrp- <vrrp-extended>{enumeration}</vrrp- Configures VRRP-E. Allowed values; true,
extended extended> false.

<base_URI>/config/running/protocol/vrrp- <vrrp-extended>{enumeration}</vrrp- Configures VRRP-E. Allowed values; true,
extended extended> false.

Usage Guidelines
GET, POST, PUT, PATCH, DELETE, OPTIONS, and HEAD operations are supported.

Examples

The following example uses the GET option to retrieve the configuration details.

URI
http:/host:80/rest/config/running/protocol/vrrp-extended

Request Body

None

Response Body

<vrrp-extended xmlns="urn:brocade.com:mgmt:brocade-vrrp" xmlns:y="http://brocade.com/ns/rest" y:self="/
rest/config/running/protocol/vrrp-extended">true</vrrp-extended>
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The following example uses the POST option to configure VRRP-E.

URI
http://host:80/rest/config/running/protocol/

Request Body

<vrrp-extended>true</vrrp-extended>

Response Body

None

The following example uses the DELETE option to delete a VRRP-E configuration.

URI
http://host:80/rest/config/running/protocol/vrrp-extended

Request Body

None

Response Body

None

History

330

Release version History

17s.1.00 This API call was introduced.
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Configures, retrieves, and modifies QoS information.

Resource URIs

URI
<base_URI>/config/running/qos

GET URIs

<base_URI>/config/running/qos
<base_URI>/config/running/qos/map
<base_URI>/config/running/qos/map/cos-mutation/{name}

<base_URI>/config/running/qos/map/cos-mutation/{name}/map/
{cos}

<base_URI>/config/running/qos/map/cos-mutation/{name}/map/
{cos}/to

<base_URI>/config/running/qos/map/cos-traffic-class/{name}

<base_URI>/config/running/qos/map/cos-traffic-class/{name}/map/
{cos}

<base_URI>/config/running/qos/map/cos-traffic-class/{name}/map/
{cos}/to

<base_URI>/config/running/qos/map/cos-dscp/{name}
<base_URI>/config/running/qos/map/cos-dscp/{name}/map/{cos}

<base_URI>/config/running/qos/map/cos-dscp/{name}/map/
{cos}/to

<base_URI>/config/running/qos/map/traffic-class-cos/{traffic-class-
cos-map-name}

<base_URI>/config/running/qos/map/traffic-class-cos/{traffic-class-
cos-map-name}/map/{from-traffic-class},{from-drop-precedence}

<base_URI>/config/running/qos/map/traffic-class-cos/{traffic-class-
cos-map-name}/map/{from-traffic-class},{from-drop-
precedence}/to

<base_URI>/config/running/qos/map/traffic-class-mutation/{name}

<base_URI>/config/running/qos/map/traffic-class-mutation/
{name}/map/{from-traffic-class}

<base_URI>/config/running/qos/map/traffic-class-mutation/
{name}/map/{from-traffic-class}/to

<base_URI>/config/running/qos/map/traffic-class-dscp/{name}

<base_URI>/config/running/qos/map/traffic-class-dscp/
{name}/map/{from-traffic-class}

<base_URI>/config/running/qos/map/traffic-class-dscp/
{name}/map/{from-traffic-class}/to

<base_URI>/config/running/qos/map/dscp-mutation/{dscp-
mutation-map-name}

<base_URI>/config/running/qos/map/dscp-mutation/{dscp-
mutation-map-name}/map/{dscp}
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Description

Configures, retrieves, and modifies QoS information.

Description

Displays QoS information.
Displays QoS map information.
Displays CoS-Mutation map

Maps CoS value to outbound CoS value.

Displays the CoS-to-CoS Mutation out value.

Displays a named QoS traffic class map configuration.

Displays the traffic class map value.

Displays the traffic class-to-CoS Mutation out value.

Maps CoS value to DSCP value.
Displays the DSCP-to-cos map value for a specified CoS.
Displays the DSCP-to-CoS out value.

Displays the traffic-class-to-CoS map.

Map Traffic-Class value with Drop-Precedence to CoS value

Displays the Traffic-Class value with Drop-Precedence to CoS
mapping out value.

Displays traffic class mutation map configuration.

Maps Traffic-Class value to outbound Traffic-Class value.
Displays the traffic class-to-CoS Mutation out value for a specified
traffic-class.

Displays traffic class to DSCP mutation map configuration.

Displays traffic class to DSCP mutation map

Map Traffic-Class value to DSCP value.

Configure DSCP-Mutation map.

Map DSCP values to outbound DSCP value.
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GET URIs

<base_URI>/config/running/qos/map/dscp-mutation/{dscp-
mutation-map-name}/map/{dscp}/to

<base_URI>/config/running/qos/map/dscp-traffic-class/{dscp-
traffic-class-map-name}

<base_URI>/config/running/qos/map/dscp-traffic-class/{dscp-
traffic-class-map-name}/map/{dscp}

<base_URI>/config/running/qos/map/dscp-traffic-class/{dscp-
traffic-class-map-name}/map/{dscp}/to

<base_URI>/config/running/qos/map/dscp-traffic-class/{dscp-
traffic-class-map-name}/map/{dscp}/to/drop-precedence

<base_URI>/config/running/qos/map/dscp-cos/{dscp-cos-map-
name}

<base_URI>/config/running/qos/map/dscp-cos/{dscp-cos-map-
name}/map/{dscp}

<base_URI>/config/running/qos/map/dscp-cos/{dscp-cos-map-
name}/map/{dscp}/to

<base_URI>/config/running/qos/red-profile/{profile-id}
<base_URI>/config/running/qos/tx-queue
<base_URI>/config/running/qos/tx-queue/limit
<base_URI>/config/running/qos/tx-queue/scheduler
<base_URI>/config/running/qos/tx-queue/scheduler/strict-priority

<base_URI>/config/running/qos/tx-queue/scheduler/strict-priority/
dwrr-traffic-class-last

<base_URI>/config/running/qos/rx-queue

<base_URI>/config/running/qos/rx-queue/limit

Description

Map DSCP values to outbound DSCP value.

Configure DSCP-to-Traffic-Class map

Map DSCP values to Traffic-Class value with Drop-Precedence.
Map DSCP values to Traffic-Class value with Drop-Precedence.
Out Drop-Precedence for DSCP to Traffic-Class map.

Displays configuration for a named DSCP-to-CoS map.
Displays the DSCP-to-CoS mapping dscp value.

Displays the DSCP-to-CoS mapping out value.

Displays Random Early Drop (RED) profile.

Displays transmit direction queue.

Displays the buffer usage limit for egress lossy unicast queues
Displays priority scheduling.

Displays strict priority scheduling.

Displays Deficit weighted round robin (DWRR) scheduling.

Displays receive direction queue.

Displays receive direction queue limit.

POST URIs
<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map/cos-
traffic-class/{name}

<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map/cos-
dscp/{name}

<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map/traffic-
class-cos/f{traffic-class-cos-map-name}

Payload

<cos-mutation><name>{map-name-type}</
name></cos-mutation>

<cos-traffic-class><name>{map-name-
typel</name></cos-traffic-class>

<map><cos>{cos-id-type}</cos><to><traffic-
class>{traffic-class-id-type}</traffic-
class><drop-precedence>{drop-precedence-
id-typel</drop-precedence></to></map>

<cos-dscp><name>{map-name-typel</
name></cos-dscp>

<map><cos>{cos-id-typel</
cos><to><dscp>{dscp-id-typel</dscp></to></
map>

<traffic-class-cos><traffic-class-cos-map-
name>{map-name-typel</traffic-class-cos-
map-name></traffic-class-cos>

<map><from-traffic-class>{traffic-class-id-
typel</from-traffic-class><from-drop-
precedence>{drop-precedence-id-type}</
from-drop-precedence><to><cos>{cos-id-
typelc/cos></to></map>

Description

Configure CoS-Mutation map

Configure CoS-to-Traffic-Class map.

Map CoS value to Traffic-Class value with
Drop-Precedence.

Configure CoS-to-DSCP map.

Map CoS value to DSCP value.

Configure Traffic-Class-to-CoS map

Map Traffic-Class value with Drop-
Precedence to CoS value
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POST URIs
<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map/dscp-
traffic-class/{dscp-traffic-class-map-name}

<base_URI>/config/running/qos/map

<base_URI>/config/running/qos/map/dscp-
cos/{dscp-cos-map-name}

<base_URI>/config/running/qos

PUT URIs

<base_URI>/config/running/qos/map/cos-
mutation/{name}/map/{cos}/to/cos-traffic-
class

<base_URI>/config/running/qos/map/traffic-
class-mutation/{name}/map/{from-traffic-
class}/to/traffic-class-dscp

<base_URI>/config/running/qos/map/traffic-
class-dscp/{name}/map/{from-traffic-
class}/to/dscp-mutation

<base_URI>/config/running/qos/map/dscp-
mutation/{dscp-mutation-map-name}/map/
{dscp}/to/dscp-traffic-class

<base_URI>/config/running/qos/map/dscp-
traffic-class/{dscp-traffic-class-map-
name}/map/{dscp}/to/drop-precedence

<base_URI>/config/running/qos/tx-queue/
limit
<base_URI>/config/running/qos/tx-queue/
scheduler/strict-priority
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Payload

<traffic-class-mutation><name>{map-name-
typel</name></traffic-class-mutation>

<traffic-class-dscp><name>{map-name-
typel</name></traffic-class-dscp>

<dscp-mutation><dscp-mutation-map-
name>{map-name-typel</dscp-mutation-
map-name></dscp-mutation>

<dscp-traffic-class><dscp-traffic-class-map-
name>{map-name-type}</dscp-traffic-class-
map-name></dscp-traffic-class>

<map><dscp>{dscp-id-range-type}</
dscp><to><traffic-class>{traffic-class-id-
typel</traffic-class></to></map>

<dscp-cos><dscp-cos-map-name>{map-
name-typel</dscp-cos-map-name></dscp-
cos>

<map><dscp>{dscp-id-range-typel</
dscp><to><cos>{cos-id-type}</cos></to></
map>

<red-profile><profile-id>{red-profile-id-
typel</profile-id><min-threshold>{int32}</
min-threshold><max-threshold>{int32}</
max-threshold><drop-probability>{int32}</
drop-probability></red-profile>

Payload

<map><cos>{cos-id-type}</
cos><to><cos>{cos-id-typel</cos></to></
map>

<map><from-traffic-class>{traffic-class-id-
typel</from-traffic-class><to><traffic-
class>{traffic-class-id-typel</traffic-class></
to></map>

<map><from-traffic-class>{traffic-class-id-
typel</from-traffic-class><to><dscp>{dscp-
id-type}</dscp></to></map>

<map><dscp>{dscp-id-range-type}</
dscp><to><dscp>{dscp-id-typel</dscp></
to></map>

<drop-precedence>{drop-precedence-id-
type}</drop-precedence>

<limit>{uint32}</limit>

<strict-priority><priority-number>{int32}</
priority-number><scheduler-
type>{enumeration}</scheduler-type><dwrr-
traffic-classO>{int32}</dwrr-traffic-
classO><dwrr-traffic-class 1>{int32}</dwrr-
traffic-class1><dwrr-traffic-class2>{int32}</
dwrr-traffic-class2><dwrr-traffic-
class3>{int32}</dwrr-traffic-class3><dwrr-
traffic-class4>{int32}</dwrr-traffic-

qos

Description

Configure Traffic-Class-Mutation map

Configure Traffic-Class-to-DSCP map

Configure DSCP-Mutation map

Configure DSCP-to-Traffic-Class map

Map DSCP values to Traffic-Class value with

Drop-Precedence

Configures DSCP-to-CoS map

Maps DSCP values to CoS value for
specified DSCP in value and out-CoS out
value.

Configures RED profiles.

Description

Map CoS value to outbound CoS value.

Map Traffic-Class value to outbound Traffic-
Class value.

Map Traffic-Class value to DSCP value.

Map DSCP values to outbound DSCP value.

Configures Out Drop-Precedence.

Sets limit for the buffer usage for egress
lossy unicast queues.

Configures Strict Priority Queues.
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PUT URIs

<base_URI>/config/running/qos/rx-queue/
limit

PATCH URIs

<base_URI>/config/running/qos/map/cos-
mutation/{name}/map/{cos}/to/cos-traffic-
class

<base_URI>/config/running/qos/map/cos-
traffic-class/{name}/map/{cos}/to

<base_URI>/config/running/qos/map/cos-
dscp/{name}/map/{cos}/to

<base_URI>/config/running/qos/map/traffic-
class-cos/{traffic-class-cos-map-
name}/map/{from-traffic-class}.{from-drop-
precedence}/to

<base_URI>/config/running/qos/map/traffic-
class-mutation/{name}/map/{from-traffic-
class}/to/traffic-class-dscp

<base_URI>/config/running/qos/map/traffic-
class-dscp/{name}/map/{from-traffic-
class}/to/dscp-mutation

<base_URI>/config/running/qos/map/dscp-
mutation/{dscp-mutation-map-name}/map/
{dscp}/to/dscp-traffic-class

<base_URI>/config/running/qos/map/dscp-
traffic-class/{dscp-traffic-class-map-
name}/map/{dscp}/to

<base_URI>/config/running/qos/map/dscp-
traffic-class/{dscp-traffic-class-map-
name}/map/{dscp}/to

<base_URI>/config/running/qos/map/dscp-
cos/{dscp-cos-map-name}/map/{dscp}/to

<base_URI>/config/running/qos/red-profile/
{profile-id}

<base_URI>/config/running/qos/tx-queue

<base_URI>/config/running/qos/tx-queue/
scheduler/strict-priority

Payload

class4><dwrr-traffic-class5>{int32}</dwrr-
traffic-class5><dwrr-traffic-class6>{int32}</
dwrr-traffic-class6><dwrr-traffic-class-
last>{int32}</dwrr-traffic-class-last></strict-
priority>

<limit>{uint32}</limit>

Payload

<to><cos>{cos-id-type}</cos></to>

<to><traffic-class>{traffic-class-id-type}</
traffic-class><drop-precedence>{drop-
precedence-id-typel</drop-
precedence></to>

<to><dscp>{dscp-id-type}</dscp></to>

<to><cos>{cos-id-type}</cos></to>

<to><traffic-class>{traffic-class-id-type}</
traffic-class></to>

<to><dscp>{dscp-id-type}</dscp></to>

<to><dscp>{dscp-id-type}</dscp></to>

<to><traffic-class>{traffic-class-id-type}</
traffic-class></to>

<to><drop-precedence>{drop-precedence-
id-type}</drop-precedence></to>

<to><cos>{cos-id-type}</cos></to>

<red-profile><min-threshold>{int32}</min-
threshold><max-threshold>{int32}</max-
threshold><drop-probability>{int32}</drop-
probability></red-profile>

<tx-queue><limit>{uint32}</limit></tx-queue>

<strict-priority><priority-number>{int32}</
priority-number><scheduler-
type>{enumeration}</scheduler-type><dwrr-
traffic-classO>{int32}</dwrr-traffic-
classO><dwrr-traffic-class 1>{int32}</dwrr-
traffic-class1><dwrr-traffic-class2>{int32}</
dwrr-traffic-class2><dwrr-traffic-
class3>{int32}</dwrr-traffic-class3><dwrr-
traffic-class4>{int32}</dwrr-traffic-

Description

Configures Ingress Queue Limit.

Description

Configures Out CoS.

Configures Out Traffic-Class and Out Drop-
Precedence.

Configures Out DSCP.

Configures Out CoS.

Configures Out Traffic-Class.

Configures Out DSCP for traffic-class to
DSCP map.

Configures Out DSCP for DSCP mutation
map.

Configures Out Traffic-Class.

Configures Out Drop-Precedence

Configures Out CoS.

Configures RED profiles.

Configures Egress Queue Limit.

Configures Strict Priority Queues.
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PATCH URIs Payload Description

class4><dwrr-traffic-class5>{int32}</dwrr-
traffic-class5><dwrr-traffic-class6>{int32}</
dwrr-traffic-class6><dwrr-traffic-class-
last>{int32}</dwrr-traffic-class-last></strict-
priority>

<base_URI>/config/running/qos/rx-queue <rx-queue><limit>{uint32}</limit></rx-queue> | Configures Ingress Queue Limit.

DELETE URIs

<base_URI>/config/running/qos/map/cos-mutation/{name}
<base_URI>/config/running/qos/map/cos-mutation/{name}/map/{cos}
<base_URI>/config/running/qos/map/cos-traffic-class/{name}
<base_URI>/config/running/qos/map/cos-traffic-class/{name}/map/{cos}
<base_URI>/config/running/qos/map/cos-dscp/{name}
<base_URI>/config/running/qos/map/cos-dscp/{name}/map/{cos}
<base_URI>/config/running/qos/map/traffic-class-cos/{traffic-class-cos-map-name}
<base_URI>/config/running/qos/map/traffic-class-cos/{traffic-class-cos-map-name}/map/{from-traffic-class},{from-drop-precedence}
<base_URI>/config/running/qos/map/traffic-class-mutation/{name}
<base_URI>/config/running/qos/map/traffic-class-mutation/{name}/map/{from-traffic-class}
<base_URI>/config/running/qos/map/traffic-class-dscp/{name}
<base_URI>/config/running/qos/map/traffic-class-dscp/{name}/map/{from-traffic-class}
<base_URI>/config/running/qos/map/dscp-mutation/{dscp-mutation-map-name}
<base_URI>/config/running/qos/map/dscp-mutation/{dscp-mutation-map-name}/map/{dscp}
<base_URI>/config/runnin