





[= Extreme

Customer-Driven Networking

Use Case 8: Eduroam

Overview

Eduroam (education roaming) is a secure, world-wide federated roaming access service
used by the international research and education community. Eduroam allows students,
researchers, and staff from participating institutions to obtain internet connectivity across
campus and when visiting other participating institutions. Further information on eduroam
is available at http://www.eduroam.org/.

Eduroam is a global example of realm-based authentication. The technology behind
Eduroam is based on the IEEE 802.1X standard and a hierarchy of RADIUS proxy servers.
An eligible organization can provide students, researchers, staff and faculty with wireless
access at participating institutions through the use of their home institution credentials.

When a user connects with any participating wireless network using the eduroam SSID,
the home RADIUS server does the authentication, while the host institution does the
authorization.
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A3's eduroam integration is shown in the figure below.
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ExtremeCloud 1Q Configuration

Local Users

Remote Users

Use Case 8: Eduroam

Eduroam users who are associated with the institution local to your A3 can use the
eduroam SSID for internet access. When they do so, the access point connects to A3 via
RADIUS on port 11812 (1812 is the normal RADIUS port). This port lets A3 know that
eduroam authentication is to be applied.

Based on configuration of the eduroam-based authentication source, A3 decides whether
the user is in the local realm or not. If the user is in the local realm, A3 performs normal
NTLM-based authentication using an AD or LDAP service.

Eduroam users who are associated with some other institution, but connect through your
local A3 may also use the eduroam SSID for internet access. When they do so, the AP
connects the eduroam SSID to A3 for internet access via RADIUS on port 11812, as before.

Based on the configuration of the authentication source, A3 decides that the client is not
part of a local realm. A3 then contacts one of the eduroam servers for authentication. The
eduroam server proxies the request to the appropriate institution using RADIUS. The
success/failure response is fed back to A3 and thence to the AP for enforcement.

Local Users at Remote Sites

Eduroam users from your institution can use the eduroam SSID at another institution. That
institution’s authentication mechanism will find that the user is not local to their site, thus
sending an authentication request to the eduroam servers. That request will be forwarded
to your local site via RADIUS. A3 performs local NTLM authentication and sends the
success/failure response back to the eduroam server.

ExtremeCloud 1Q Configuration

A3 Configuration

ExtremeCloud 1Q must be configured for an eduroam SSID, but using port 11812 for RADIUS
communications with A3 instead of the normal 1812. The same shared secret used for
normal operation (port 1812) should be used. Other configuration requirements are
dictated by the eduroam configuration documents.
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A3 must be configured for both local and remote eduroam-related authentication. This
involves creation or editing of five items:

e Local Domain and Realm - named ExampleUAD and exampleu.edu.
e Local Authentication Source - named Local ADAuth.

e Eduroam Authentication Source - named eduroamAS.

* Local Connection Profile - named LocalEduroamCP.

e Eduroam Connection Profile - named eduroamCP.
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Local Domain and Realm

If not already defined, both an Active Directory domain and realm that refers to the domain
must be defined. The domain will be named ExampleUAD and the realm will be named
exampleu.edu.

Active Directory Domain

1. Navigate to Configuration > Policies and Access Control > Active Directory Domains.
2. Select [ "vroman |

3. Fillin the form with the values below.

Field Usage Example
Identifier A name for the AD. ExampleUAD
Workgroup Name of the workgroup. exampleu
DNS Name of the Domain|DNS name for the institution’s DNS exampleu.edu
Active Directory Server |The IP address of the AD server. 10.150.1.5 (G)
DNS Server(s) The IP address(es) of the domain’s DNS [10.150.1.5 (F)

server(s).

Organizational Unit The computer account name in the AD. |Computers

4. Select

5. When prompted, enter the administrator account and password that has privileges to
join the domain.

6. You may receive an error indicating that a DNS record for the AD server could not be
defined. If this is the case, please add an A-record for your A3 server (A3-Main (c)) to
your DNS server that refers to the A3 cluster address (B).

Realm

A realm must be created to use the Active Directory that you just defined.
1. Select Configuration > Policies and Access Control > Realms.

2. Select | ==

3. Fillin the form with the values below:

Field Usage Example
Realm A name for the realm. exampleu.edu
Domain The domain used for authen- |ExampleUAD

tication in the realm.

4. (Optional) If the Eduroam Realm will use a RADIUS proxy, fill in the form with the

values below:

Field Usage Example
Eduroam Realm Options for FreeRADIUS proxying to a local  |strip
Options server.

Eduroam RADIUS Auth |The RADIUS server(s) used to proxy Eduroam |eduradius
authentication. The listis composed of entries
from RADIUS Internal Authentication sources.

5. Click
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Local Authentication Source

Alocal AD authentication source must be defined that references the LocalRealm just
defined. The authentication source will be named LocalADAuth.

1. Select Configuration > Policies and Access Control > Authentication Source.

2. Inside the Internal Sources box, click [_"="'™==!*v~ | ‘and choose Active Directory.

3. Fillinthe form as shown below:

Field Value
Name LocalADAuth
Description Local authentication for eduroam users
Host 10.150.1.5 (G)
Base DN CN=Users,DC=exampleu,DC=edu
Scope Subtree
User Name Attribute  |sAMAccountName
Email Attribute mail
Bind DN CN=admin,CN=Users,DC=exampleu,DC=org
Associated Realms LocalRealm

4,  Click Authentication Rules at the bottom of the page.

5. Click ‘ rad e ‘ to create a catchall rule that will place all users into the Guest role:
Field Value
Name catchall
Description Alllocal eduroam users
Conditions <none>
Actions Role--Student?, Access Duration--1day.

a.  Or other appropriate role for internal eduroam authenticated users.

6. Click to save the authentication source.

Eduroam Authentication Source

) The iptables service An eduroam authentication source must be defined. The authentication source will be
()]
" must be restarted after named eduroamAS.
the eduroam 1. Select Configuration > Policies and Access Control > Authentication Source.
authentication source is

2. Inside the Exclusive Sources box, click "= " |, and choose Eduroam.

created.
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A3 Configuration

Local Connection Profile

) LocalEduroamCP must

1" appear before
eduroamCP in the list of
all connection profiles.

Use Case 8: Eduroam

3. Fillinthe form as shown below:

Field Value
Name eduroamAS
Description Eduroam authentication
Server 1 Address 1.2.34
Eduroam Server 1 Port 1812
Server 2 Address 2345
User Name Attribute 1812
RADIUS Shared Secret Value supplied by eduroam.
Local Realms exampleu.edu
4.  Click Authentication Rules at the bottom of the page.
5. Click ““™ to create a catchall rule that will place all users into the Guest role:
Field Value
Name catchall
Description All eduroam users
Conditions <none>
Actions Role--Guest, Access Duration--1day.
6. Click to save the authentication source.
7. Restartthe iptables service using Status > Services.

The local connection profile will be named LocalEduroamCP.

1. Select Configuration > Connection Profiles, and then click

2. Fill in the form with the following values:

Field Value
Profile Name LocalEduroamCP
Profile Description Connection for local eduroam users
Automatically Register Clients On
802.1X Recompute Role from Portal off
Filters SSID -- eduroam
Sources LocalADAuth

3. Click

Eduroam Connection Profile

Part Number: 9036853-01 Rev AA

The eduroam connection profile will be named eduroamCP.

1. Select Configuration > Connection Profiles, and then click

2. Fill in the form with the following values:

Field Value

Profile Name eduroamCP
Profile Description ‘Connection for local eduroam users
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Field Value
Automatically Register Clients On
802.1X Recompute Role from Portal Off
Filters Filters all

SSID -- eduroam
Realm -- eduroam

Sources eduroamAS

3. Click

Use Case 8 Complete

This completes the Eduroam use case.
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Administrative Access

Although a single administrator is defined at A3 installation, lesser administrative access
can be given to other A3 administrators. The admin access roles are used in
Authentication Sources under Administrative Rules. See the example below; a larger scale
example is included in Use Case 3: Local User Authentication.

1. Navigate to Configuration > System Configuration > Admin Access.
2. The built-in roles are listed below. These can be used as-is:
e ALL: provides the user with all the admin roles without any exception

e ALL_PF_ONLY: provides the user with all the admin roles related to the A3
deployment (excludes switch login rights)

* Node Manager: provides the user the ability to manage the nodes
e User Manager: provides the user the ability to manage other users

e Security Event Manager: provides the user the ability to manage the security
events (trigger, open, close) for the nodes

3. Otherwise a new role can be defined, select
4.  Fill'in the form as per the following table:

Field Usage Example
Name Name for the type of administrator, not the User admin
name of the administrator.
Description | A further description Can administer user
entries
Actions Which actions this type of admin can perform. | Select all the actions
under Users.

Creating Dynamic Reports

Using the /usr/local/pf/conf/report.conf configuration file, you can define reports that
create SQL queries to view tables in the A3 database. These reports will appear under the
Reports > Dynamic Reports menu of the A3 GUI.

In order to configure a report, you need to edit /usr/local/pf/conf/report.conf and add a
section that defines your report. Then execute the command:

Jusr/local/pf/bin/pfemd configreload hard.
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Creating Dynamic Reports

The following attributes are available to define your report:

Advanced Topics

Field Usage Example
type Determines what type of report this is. Setting type=built-in will
cause this report to appear
under Otherreports in the A3 GUL. If this field is left blank the report
will appear under Dynamic reports.
description (Mandatory) The text that will be displayed under the appropriate Authentication report
heading for the report.
base_table (Mandatory) The base SQL table that will be used to create the auth_log
report.
columns (Mandatory) The columns to select from the table(s). auth_log.*
date_field (Mandatory) The field to use for date filtering. This will also be used |attempted_at
as the default sorting field unless order_fields is defined.
joins The tables to join in the base table and how to join them. See below
for an example.
group_field The field to group the entries b y. No grouping is performed if this field
is empty.
order_fields A comma separated field indicating the ordering of the report. The  |-node.regdate,

field should be prefixed
with a minus sign (-) if the sort should be made in descending order
for the field.

locationlog.start_time,
+iplog.start_time

base_conditions

A comma separated field indicating conditions that should be applied
to the report. This can be

used to filter the report without requiring that the user use the search
facility. Conditions should use the following format: field:opera-
tor:value.

auth_log.source:=:sms,
auth_log.status:!=:completed

base_conditions_operator

One of allor any, indicating how the base conditions should be
matched.

person_fields

The comma separated fields in the report that represent a user in the
A3 database. Field values in this field will be clickable, allowing the
user to view or modify values for the selected user. The fields must
be listed with the name they have in the report header without any
quotes.

node_fields

The comma separated fields in the report that represent a node in the
A3 database. Field

values in this field will be clickable, allowing the user to view or mod-
ify values for the selected node. The fields must be listed with the
name they have in the report header without any quotes.

mac

searches
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A comma separated list of searches that should be available in the
report. Each entry should be in the following format type:Display
Name-field.

* type defines the type of the search, the only type currently
supported is string.

* Display Name is the user friendly name of the field for display.
e field is the SQL name of the field to search.

Notes:

string:Username:auth_log.pid

1. The operators IS and <> should be replaced by = and !=, respectively.
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Creating Dynamic Reports

Examples

Part Number: 9036853-01 Rev AA

Advanced Topics

2. You should always prefix the fields with the table name and a dot (e.g. node.mac,
locationlog.role) so that they are not ambiguous. Although your query may work with a
single table, it will not if you decide to add joins that contain column name(s) that are
the same as the base table.

View of the authentication log

In this simple example, you will be able to select the whole content of the auth_log table
and use

the date range on the attempted_at field as well as search on the pid field when viewing
the report.

[auth_log]

description=Authentication report

# The table to search from

base_table=auth_log

# The columns to select

columns=auth_log.*

# The date field that should be used for date ranges
date_field=attempted_at

# The mac field is a node in the database
node_fields=mac

# Allow searching on the PID displayed as Username

searches=string:Username:auth_log.pid

View of opened security events

In the following example, the security_event table is left joined to the class, node and
locationlog tables. All security events are listed, even on deleted nodes. Base conditions
are added to filter out outdated locationlog entries as well as include devices without
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locationlog entries. Removing those conditions would lead to duplicate entries being
shown since the report would reflect all the historical locationlog entries.

[open_security_events]

description=0pen security events

# The table to search from

base_table=security_event

# The columns to select

columns=security_event.vid as "Security event ID", security_event.mac as "MAC

Address’, class.description as "Security event description”, node.computername
as

"Hostname", node.pid as "Username”, node.notes as "Notes", locationlog.switch_ip
as "Last switch IP", security_event.start_date as "Opened on"

# Left join node, locationlog on the MAC address and class on the security event
ID

joins=<<EOT

=>{security_event.mac=node.mac} node|node
=>{security_event.mac=locationlog.mac} locationlog|locationlog
=>{security_event.vid=class.vid} class|class

EOT

date_field=start_date

# filter on open locationlog entries or null locationlog entries via the end_date
field

base_conditions_operator=any
base_conditions=locationlog.end_time:=:0000-00-00,locationlog.end_time:IS:

# The MAC Address field represents a node

node_fields=MAC Address

# The Username field represents a user

person_fields=Username

Performance Enhancements

DHCP - IP Helpers
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A3 works best when it sees IP DHCP assignment for devices on its networks. For any
networks or VLANs where client isolation or IP address lookup is required, IP helpers can
be used.

No action is required for the registration or isolation networks or VLANs since A3 performs
DHCP functions.
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DHCP - Remote Sensor

(o O SOme versions of

" Windows, the getmac
command will return
invalid output when
running the installer in a
language other than
English. In order to
workaround the issue,
change your Windows
language to English, then
logout/login and run the
installer again.
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IP helpers are the simplest and best solution for production networks that already use IP
helpers. To use this feature on Extreme Networks Access Points, set the secondary DHCP
server to A3's management VIP address (B).

To use this feature on other equipment, add A3's management VIP address as the last
ip-helper-address statement in your network equipment. This will cause A3 to receive a
copy of all DHCP requests for that VLAN and will record what IP addresses were
distributed to what client.

The DHCP remote sensor is a lightweight binary that can be installed on a production
DHCP serverin order to replicate the DHCP traffic 1:1 to the A3 server. This solution is
more reliable than the DHCP relaying since A3 will receive a copy of all DHCP traffic, not
just the broadcast DHCP traffic. Supported DHCP servers are Microsoft DHCP server and
CentOS6and7.

Microsoft DHCP Sensor

DHCP-Forwarder is an optimized version of udp-reflector, which installs easily and only
copies DHCPREQUESTS and DHCPACK packets to the destination.

Download the installer from here. This will
1. Install WinPCAP and nssm.

2. Launch a configurator to setinterface, IP, and port. Specify A3's VIP address (B) and
port 767 as the UDP port.

3. Save the configuration.
4, Install and launch the DHCP-Forwarder service.

Linux-based Sensor
1. Download the RPM on your non-A3 DHCP server.
a. Cent0S6 servers:

waget http://inverse.ca/downloads/PacketFence/Cent0S6/extra/x86_64/RPMS/
udp-reflector-1.0-6.1.x86_64.rpm

b. ForCent0OS7:

waget http://inverse.ca/downloads/PacketFence/Cent0S7/extra/x86_64/RPMS/
udp-reflector-1.0-6.1.x86_64.rpm

2. Install the sensor:

rpm -i udp-reflector-*.rpm

3. Configure the sensor. Place the following line in /ete/rc.local:

/usr/local/bin/udp_reflector -s pcap0:67 -d 10.150.1.254(B):767 -b 25000 &

where pecap0 is the pcap interface that the DHCP server listens on (the interfaces can
be listed using the udp_reflector -1 command) and 10.150.1.254(B) is the management
VIP of your A3 server.
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4,  Start the sensor:

/usr/local/bin/udp_reflector -s pcap0:67 -d 10.150.1.254(B):767 -b 25000 &

DHCP traffic should now be reflected on the A3 server.

Active Directory Integration

A complete active directory integration requires that A3 be kept aware of deleted,
disabled, and locked accounts. This allows A3 to disconnect a user whose account has
been deleted, disabled, or locked. How quickly this takes effectis dependent on the
frequency of the scheduled job used to run these scripts.

Deleted Account

1. Create the script unreg_node_deleted_account.ps1 on the Windows Server with the
following content. Make sure to change @IP_A3 to the IP address of your A3 server’s
VIP address (B). The user name and password must match the credentials defined in
the A3's administrative interface under Configuration > Integration > Web Services.

FHEH AR H AR AR AR A A R R R
#Powershell script to unregister deleted Active Directory account based on the UserName.#
FHEH AR H AR A R R R R

Get-EventLog -LogName Security -InstanceId 4726 |

Select ReplacementStrings, "Account name"|

>3
S

{

Surl "https://@IP_A3:9090/"

$username = "admin" # Username for web services

$password = "admin" # Password for web services

[System.Net.ServicePointManager]::ServerCertificateValidationCallback = {$true}

S$command = '{"jsonrpc": "2.0", "method": "unreg node for pid", "params": ["pid",
"'+$ .ReplacementStrings[0]+'"]}'

Sbytes [System.Text.Encoding] : :ASCII.GetBytes ($Scommand)

Sweb
Sweb
Sweb
Sweb
Sweb

Sstream

[System.Net.WebRequest] ::Create ($Surl)
.Method = "POST"
.ContentLength = $bytes.Length

.ContentType = "application/json-rpc"
.Credentials = new-object System.Net.NetworkCredential (Susername, S$password)
Sweb.GetRequestStream ()

Sstream.Write ($bytes, 0, $bytes.Length)

$Sstream.close ()

Sreader

New-Object System.IO.Streamreader -ArgumentList
Sweb.GetResponse () . GetResponseStream ()

Sreader.ReadToEnd ()

Sreader.Close ()
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2. Create the scheduled task based on an event ID in Start > Run > Taskschd.msc, Task

Scheduler > Task Scheduler Library > Event Viewer Task > Create Task. Settings:

Field Usage

General Name: A3-Unreg_node-for-deleted-account
Check: Run whether user is logged on or not

Check: Run with highest privileges

Triggers >New A fyrther Begin on the task: On an event
Log: Security
Source: Microsoft Windows security auditing.
Event ID: 4726

Actions > New Which actions this type of admin can Action: Start a program
Program/script: powershell.exe

Add arguments (optional):
C:\scripts\unreg_node_deleted_account.ps1

Settings Run a new instance in parallel

3. Validate with Ok and designate the account that will run this task. (Usually
DOMAIN\Administrator)
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Disabled Account

1. Create the script unreg_node_disabled_account.ps1 on the Windows Server with the
following content. Make sure to change @IP_A3 to the IP address of your A3 server.
The user name and password must match the credentials defined in the A3
administrative interface under Configuration > Integration > Web Services.

FHEF A A A A A A A A R R R R
#Powershell script to unregister disabled Active Directory account based on the UserName.#

FHEAAF A AR R R R R R R R R R R R R R R

Get-EventLog -LogName Security -InstanceId 4725 |
Select ReplacementStrings, "Account name"|

5 |

$url = "https://@IP_A3:9090/"

Susername = "admin" # Username for the webservices

$password = "admin" # Password for the webservices
[System.Net.ServicePointManager]::ServerCertificateValidationCallback = {$true}
$command = '{"jsonrpc": "2.0", "method": "unreg node for pid", "params": ["pid",

"'+S$ .ReplacementStrings[0]+'"]}"'

Sbytes = [System.Text.Encoding]::ASCII.GetBytes ($Scommand)
Sweb = [System.Net.WebRequest]::Create (Surl)
Sweb.Method = "POST"

Sweb.ContentLength = $bytes.Length

Sweb.ContentType = "application/json-rpc"

Sweb.Credentials = new-object System.Net.NetworkCredential ($username, S$password)
Sstream = $web.GetRequestStream /()

Sstream.Write ($bytes, 0, $bytes.Length)

Sstream.close ()

Sreader = New-Object System.IO.Streamreader -ArgumentList
Sweb.GetResponse () .GetResponseStreamn ()

Sreader.ReadToEnd ()

Sreader.Close ()
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2. Create the scheduled task based on an event ID in Start > Run > Taskschd.msc, Task

Scheduler > Task Scheduler Library > Event Viewer Task > Create Task. Settings:

Field

General

Usage

Name: A3-Unreg_node-for-disabled-account
Check: Run whether user is logged on or not

Check: Run with highest privileges

Triggers > New

Begin on the task: On an event

Log: Security

Source: Microsoft Windows security auditing.
Event ID: 4725

Actions > New

Action: Start a program
Program/script: powershell.exe

Add arguments (optional):
C:\scripts\unreg_node_disabled_account.ps1

Settings

Run a new instance in parallel

3. Validate with Ok and designate the account that will run this task. (Usually
DOMAIN\Administrator)
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Locked Account

1. Create the script unreg_node_locked_account.ps1 on the Windows Server with the
following content. Make sure to change @IP_A3 to the IP address of your A3 server.
The user name and password must match the credentials defined in the A3
administrative interface under Configuration > Integration > Web Services.

FHEH A AR A A R R R
#Powershell script to unregister locked Active Directory account based on the UserName.#

FHEHEHHH AR R R R R

Get-EventLog -LogName Security -InstanceId 4740 |
Select ReplacementStrings, "Account name"|
o
3 |

$url = "https://@QIP_A3:9090/"

Susername = "admin" # Username for the webservices

$password = "admin" # Password for the webservices

[System.Net.ServicePointManager] ::ServerCertificateValidationCallback = {$true}

Scommand = '{"jsonrpc": "2.0", "method": "unreg node for pid", "params": ["pid",
"'+$_.ReplacementStrings[O]+'"]}'

Sbytes = [System.Text.Encoding]::ASCII.GetBytes ($Scommand)

Sweb = [System.Net.WebRequest]::Create (Surl)

Sweb.Method = "POST"

Sweb.ContentLength = $bytes.Length

Sweb.ContentType = "application/json-rpc"

Sweb.Credentials = new-object System.Net.NetworkCredential (Susername, S$password)
Sstream = S$web.GetRequestStream()

S$stream.Write (Sbytes, 0, $bytes.Length)

$stream.close ()

Sreader = New-Object System.IO.Streamreader -ArgumentList
Sweb.GetResponse () .GetResponseStream ()

Sreader.ReadToEnd ()

Sreader.Close ()
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2. Create the scheduled task based on an event ID in Start > Run > Taskschd.msc. Task

Scheduler > Task Scheduler Library > Event Viewer Task > Create Task. Settings:

Field

General

Usage

Name: A3-Unreg_node-for-locked-account
Check: Run whether user is logged on or not

Check: Run with highest privileges

Triggers > New

Begin on the task: On an event

Log: Security

Source: Microsoft Windows security auditing.
Event ID: 4740

Actions > New

Action: Start a program
Program/script: powershell.exe

Add arguments (optional):
C:\scripts\unreg_node_locked_account.ps1

Settings

3. Validate with Ok and designate the account that will run this task. (Usually

Run a new instance in parallel

DOMAIN\Administrator)
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A3 Troubleshooting

This chapter discusses the means by which A3 problems can be diagnosed. This chapter
assumes that troubleshooting will be performed by IT professionals with experience in
network diagnostics and A3 administration. All navigation and settings used in this chapter
refer to the A3 administrative interface unless otherwise specified.

Administration

Unable to Run A3 Administration

1. Check the URL for A3 administration using the VIP address. For example: https://
10.150.1.254:1443 (B). An https:// prefix is required.

a. Checkthatyou are using the correct VIP address as entered in Initial A3
Configuration.

b. Checkthatthe address is not covered by a local DHCP server.

2. Check access via the direct address of the A3 cluster member. For example https://
10.150.1.4:1443 (A). If this succeeds, then get the VIP address (B) from Configuration >
Network Configuration > Interfaces and try step 1 again.

3. Checkthatthe virtual machine hosting A3 is running and has at least 16 GB of memory.

Browser Complains That A3 Is Unsafe

1. See A3 Server Certificate in Initial A3 Configuration if the client’s browser complains
about an unsafe site.

Internet Explorer Cannot Display the A3 Admin Page

1. Internet Explorer versions 8 through 10 may raise an “Internet Explorer cannot display
the webpage” error while attempting to access A3 administration interface.

2. Internet Explorer 11 or later must be used for A3 administration.

Changes Don’t Take Effect

1. Ifthere are any Restart ... buttons at the bottom of the page where changes were
made, make sure to use them.

2. If you're not sure, then use the Restart All button on the Status > Services page.

3. Within clusters services must be individually restarted on each A3 member.

a. Loginto the administrative instance for each A3 member using its individual
address, not the VIP address.

b. Restartthe appropriate or all services on each member.
c. Wait for services have restarted on each member.
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The Auditing Tab

The Auditing Tab

A3 Troubleshooting

Getting Started

The Auditing tab and RADIUS Debug feature A3 are two of the most valuable

troubleshooting tools. Since they are used in most troubleshooting techniques, they are

described here and referenced where used.

1.

Use the Auditing page to determine if the AP and A3 are communicating correctly and

what information A3 is returning to the AP. Select Auditing > RADIUS Audit Logs.

a. Clicking on a RADIUS log entry for the MAC address of the client in the correct
time frame. The page may require a refresh. The Auth Status column may show
Reject or Accept for the client. If there is no current entry for the MAC address

skip to the next step.

b. Onthe Device Information tab confirm that the Wi-Fi Network SSID is correct.

c. Onthe RADIUS tab,

i. Ifthe entry for the MAC address was Reject, then look for the error reply.

ii. Ifthe entry for the MAC address was Accept, note the Filter-Id in the
RADIUS Reply. This is the value that A3 returned to ExtremeCloud 1Q.

If the Auditing page had no timely entry for the client's MAC address, then use the

Tools > RADIUS Debug tool’s Log Viewer facility.

a. Leave all fields blank or enter the Client MAC address.
b. START the viewer.

c. Trythe client authentication.

d. STOP the viewer.

e. Look for errors, especially shared secret failures.

Clients Don’t See Captive Web Portal
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Basic Issues

1.

Recall that if a client has already been authenticated that the authentication must be

cleared from A3. Use the following steps:
a. Navigate to Configuration > Clients.
b. Double click on the line corresponding to the client. The client should show a

) status.
c. Make the following changes to the entry:

i.  Owner to default.
ii. Status to Unregistered.
iii. Role to No Role.
d. Select Save.
Check that the client is connected to the appropriate SSID.

Use the Auditing tab as described in The Auditing Tab.
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Getting Started

A3 Troubleshooting

Check that the SSID is used in the Connection Profile and that the profile uses external
authentication sources.

Check in ExtremeCloud 1Q that the AP has been set up with a default user profile that
uses the registration VLAN.

Check that the client’s IP address is in the range associated with the registration
VLAN by using ipconfig on the client.

In most cases, the client’s default web browser will pop up with the CNP (captive
network assistant) display. Some browsers, however, will require further
“encouragement”. Use a well known URL (such as http://cnn.com) to force the CWP.
When using such a URL, make sure to type all of http:// since the browser may auto-
complete the entry with https://)

See A3 Server Certificate in Initial A3 Configuration if the client’s browser complains
about an unsafe site.

VLAN Setup is Incorrect

1.
2.
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Use the Auditing tab as described in The Auditing Tab.
Check that the registration VLAN has been setup in A3.

a. The VLANs were configured during Initial A3 Configuration, during Setup IP
Addresses and VLANSs.

b. The VLANSs can be viewed and adjusted at Configuration > Network
Configuration > Networks > Interfaces.

VLAN setup can be further checked using Tools > Netstat, Display routing tabhle
information or Tools > IP Configuration, Display IP configuration:

a. Each of the registration and isolation networks should be listed. For example,
10.100.100.0 in the examples used in this guide.

b. The Iface column will also show the eth interface used for each.

c. Foreach Domain that has been joined, a new interface named <Domain Name>-b
will be listed.

Check that switches, routers, and VPN devices have been correctly configured to
connect the access point to A3 using the registration VLAN.

ExtremeCloud 1Q’s VLAN probe utility (Manage > Tools > Utilities > VLAN Probe) can
be used to see if appropriate VLANSs are set up at the access point. Limit the range of
VLANSs probed to save time.

Check layer 3 connectivity in a layer 3 deployment using A3's traceroute (Tools >
Traceroute). Check that A3 is able to reach the far end routers.

A3's Tecpdump (Tools > Tepdump) may be needed to further diagnose problems.

a. Selectthe registration network, either eth0.<reg VLAN #> if a port group is used
or eth<#> if a separate interfaces was use. Otherwise leave all other fields blank.

b. Run Tcpdump while the client attempts a registration.

c. Download the dump and use a display utility, such as Wireshark, to inspect the
results.

d. Look for DHCP discover messages to A3 to establish VLAN connectivity.

A3 Installation and Usage Guide Community 136


https://boundless.aerohive.com/

Authentication Issues

Authentication Issues

A3 Troubleshooting

Clients No Longer See CWP

1.

Recall that if a client has already been authenticated that the authentication must be
cleared from A3. Use the following steps:

a. Navigate to Configuration > Clients.
b. Double click on the line corresponding to the client. The client should show a

) status.
c. Make the following changes to the entry:

i.  Owner to default.
ii.  Statusto Unregistered.
iii. Roleto No Role.

d. Select Save.

Clients Cannot Successfully Authenticate with the CWP

1.
2.

See Clients No Longer See CWP with respect to multiple authentication attempts.

If you are unsure whether services were restarted after an Active Directory, restart all
services now.

If email, SMS, or sponsored authentication is being used check that Alerting has been
setup. Test the alerting setup with Tools > SMTP test.

Use the Tools > Authentication Test tool.

a. Check each Authentication Source in the order listed in the Connection Profile to
see which one is matched.

b. If Username or Password is not applicable to a particular type of authentication,
just fill in nonsense.

c. Note thatif the Authentication Source is filtered by an SSID in a Condition for an
Authentication Rule, then the Authentication Test tool will fail.

If Domain-based authentication is used, recheck domain setup.

a. Use Tools > NTLM Authentication to check if the client’'s name and password are
correct. The diagnostics available with this tool are more illuminating that with
other methods.

b. Check thatthe Domain join is still valid. In Configuration > Active Directory
Domains, use the Unjoin and Rejoin buttons to check. Remember that you'll need
administrative credentials to complete the Rejoin.

Clients Cannot Use Social Login Authentication
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1.

Check Authentication Sources for each of the social login sources. The Authorized
Domain setting should include a comma separated list of domains used by the social
login site. Check the list against A3’s online help.

The domains used by social login sites can change over time. Check the URL of the
social login site that failed and add its domain to the authentication source’s
Authorized Domain list.
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A3 Troubleshooting

Some Clients Cannot Join with Active Directory Authentication

1.

In a cluster configuration, each A3 member must individually perform a JOIN
operation with the Active Directory. Make sure that this is the case by using the Join/
Rejoin button on the Configuration > Active Directory Domains page. Remember that
you’ll need administrative credentials to complete the operation.

Recheck domain setup.

a. Use Tools > NTLM Authentication to check if the client’s name and password are
correct. The diagnostics available with this tool are more illuminating that with
other methods.

b. Check thatthe Domain join is still valid. In Configuration > Active Directory
Domains, use the Unjoin and Rejoin buttons to check. Remember that you'll need
administrative credentials to complete the Rejoin.

Post-Authentication Issues

Clients Assigned to Incorrect Role
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1.

Recheck Role, Device, Authentication Sources, and Connection Profile settings.
Refresh A3's Ul for the individual pages to ensure that there have been no browser-
related mixups.

Recall that if a client has already been authenticated that the authentication must be
cleared from A3. Use the following steps:

a. Navigate to Configuration > Clients.

b. Double click on the line corresponding to the client. The client should show a

) status.
c. Make the following changes to the entry:

i.  Owner to default.
ii.  Statusto Unregistered.
iii. Roleto No Role.

d. Select Save.

Check that the client is connected to the appropriate SSID.

Check the order in which Authentication Sources are defined in the Connection
Profile. These are used in the order in which they are listed. An earlier source may
match resulting in an unanticipated role assignment.

Use the Tools > Authentication Test tool.

a. Check each Authentication Source in the order listed in the Connection Profile to
see which one is matched.

b. If Username or Password is not applicable to a particular type of authentication,
justfill in nonsense.

c. Note thatif the Authentication Source is filtered by an SSID in a Condition for an
Authentication Rule, then the Authentication Test tool will fail.

Check the Device’s Roles assignments.
a. Navigate to Configuration > Policies and Access Control > Devices.
b. Selectthe AP, then Roles tab.
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Cluster Problems

1.

A3 Troubleshooting

c. CheckthatRole by Device Role is exclusively selected.

d. Checkthatthe role name filled into the form matches exactly (including case) that
defined in ExtremeCloud 1Q.

e. The ExtremeCloud 1Q setting is located in the Wireless Network’s User Profile
settings under Assignment Rules. The Type field should be RADIUS Attribute and
the Value should match that used in A3.

Use the Auditing tab as described in The Auditing Tab.

Authenticated Clients Can’t Access Internet or Local Sites

If authenticated users cannot access the intended local or internet sites, use one or more
of the following techniques:

Cluster Problems

1.

On the client, use ipconfig to check that the client has been assigned to the network
associated with their production VLAN, and that the gateway is correct. If this is
incorrect, see Clients Assigned to Incorrect Role.

In layer 2 deployments, use the ping utility in A3 to check if there is a systemic
network problem that would limit access. Note that ping does not always work even
when a site is accessible; sites may refuse to respond to ping (ICMP echo) requests.

Use ExtremeCloud 1Q’s ping command to test from the perspective of the AP:
a. Navigate to Manage > Tools > Utilities.

b. Select Device Diagnostics from the drop-down list.

c. Checkthe box beside the AP of concern.

d. Clickon

e. Select ping.

If the ping test fails, try using traceroute from A3 and/or ExtremeCloud 1Q.
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If all A3 operations stop, refer to Graceful Shutdown and Restart and Cluster Backup
and Recovery for suggestions.

Failure of one or more, but not all, cluster members may be evident from:
e Slow client authentication

¢ Inability to perform configuration updates in the administration GUI
¢ Aredwarning in the administration GUI

The identity of the failed clusters may be viewed in Configuration > System
Configuration > Cluster. Take whatever steps are necessary to restart the cluster
members. Normal operation should ensue after all members are completely restarted.

If a member cannot be restarted and must be reloaded, refer to Cluster Backup and
Recovery for suggestions.
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F= Extreme

Customer-Driven Networking

Term Definition

X See 802.1X.

802.1X The IEEE 802.1X standard defines how to provide authentication for devices trying to connect with
other devices on LANs or wireless LANs.

-A-

A3 Extreme Networks software product for authentication, authorization, and accounting. Works in
conjunction with Extreme Networks APs and many switches.

A3 services Software processes running on A3 that perform both internal tasks and interfaces with external

services.

access control list

A list of permissions associated with a network connection.

access network

The means by which a client enters the corporate network. This is usually an AP, Wi-Fi controller,
or enterprise switch.

ACL

See access control list.

Active Directory

Microsoft's name for an LDAP directory that holds information about corporate organization,
users, machines, and devices.

administration rules

Administration rules dictate what administrative privileges will be granted to the user when an
authentication source is applied.

AdminProxy An authentication mechanism used in Microsoft systems for administrator single sign-on.

agent In the context of A3, a user agentis a client-resident component that aids in certificate deployment
and authentication.

alert An email, sms, or other message sent to one or more administrators triggered by a security event
or other action.

Android An open-source operating system used for smart phones and tablets.

AP See access point.

Apache The name of a web server often distributed with Linux-based systems, in particular A3.

auditing The process of reviewing details of transpired connections.

authentication

The process of verifying a user’s identity.

authentication module

A captive portal module used to perform a particular type of authentication.

authentication rules

Authentication rules are associated with most authentication sources. They dictate what actions
are performed when the authentication source is triggered.

authentication server

A server or service that validates user credentials.

authentication source

The means by which a user is authenticated. These can be internal, external, billing, and exclusive
authentication sources.

authenticator

A device that enforces authentication, only allowing properly identified clients to access the net-
work. Often an Extreme Networks AP.

AuthorizeNet
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See billing authentication.
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Term Definition
-B-

BaracudaNG See firewall.

billing authentication Authentication after paying for service with a payment provider, such as Paypal.

billing module A captive portal module that is used to perform hilling operations as part of the client authentica-
tion process.

billing tier Alevel of usage for billing purposes. For example, Gold, Silver, and Bronze tiers that provide lower
bandwidth at each step.

Blackhole An authentication mechanism that denies authentication for the client. This can be used to deny

clients access that would otherwise be granted.

-C-

CA

See certificate authority.

captive web portal

A set of web pages offered to users in lieu of their requested web site. The CWP is used to perform
authentication with users.

certificate

See x.509 certificate.

certificate authority

An entity that generates x.509 certificates. These can be commercial entities such as RSA, or
organization’s own mechanisms.

chained module

A captive portal module that is used to step through a number of other modules in order.

Checkpoint

See firewall.

choice module

A portal module that offers clients a choice of authentication methods or procedures.

Cisco Mobile Services Engine

A software agent resident on access points and other devices as part of CMSE.

cu See command line interpreter.

client A person or device seeking access to a network.

client certificate An x.509 certificate issued to a client.

cluster The use of multiple computer systems, each running the same software to share load and to pro-
vide graceful degradation in the face of failure.

CMSE See Cisco Mobhile Service Engine.

comma-separated values

Afile type in which the fields are separated by commas or other designated character.

command line interpreter

An interface to a network device that relies on command line instructions.

common name

Used in certificates, usually the host plus domain name. E.g. www.yoursite.com.

compliance

The requirement that clients and devices conform to rules related to operating system, update sta-
tus, and vulnerability protection.

connection profile

Connection profiles tie access points together with the authentication sources and captive portal
to be used.

content security policy

A set of security policies that detects and mitigates certain types of attacks.

CSP

See content security policy.

CSv See comma-separated values.

Cwp See captive web portal.

deployment The manner in which a network service, such as A3 is included in a larger network.
device A client or network component. In A3, it specifies access network components.

device group

A shorthand technique for defining A3 devices; a group of settings related to a type of device. For
example, Extreme Networks APs.

device parking

The process of putting devices that are not able to register in a low overhead state.

device profile
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Used in Fingerbank, a profile of a device in terms of DHCP data items.
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Term Definition
DHCP See dynamic host control protocol.
DHCP Option82 A DHCP option that allows a controller to act as a DHCP relay agent to prevent DHCP clients
requests from untrusted sources.
DHCP relay agent A software component that accepts and forwards DHCP requests via layer 3 messages to a

remote DHCP server.

distinguished name

A DN is also a fully qualified path of names that trace the entry back to the root of an LDAP/AD
tree.

DN See distinguished name.
DNS See domain name service.
domain A Windows domain is a form of a computer network in which all user accounts, computers, print-

ers and other security principals, are registered with a central database.

domain name service

A service that translates network names (such as www.google.com) to IP addresses.

dot1X

See 802.1X.

dynamic host control protocol

A software server that hands out IP addresses in response to client requests using the DHCP pro-
tocol.

-E-

EAP See extensible access protocol.

EAP-FAST The Flexible Authentication via Secure Tunneling (FAST) protocol establishes a tunnel without the
need for client or server certificates. See EAP.

EAP-GTC Atechnique used in conjunction with Generic Token Cards In this method, the RADIUS server
sends a challenge to the security token on the client. The response is sent back and validated by
the server. See EAP.

EAP-MD5 An older technique that uses an MD5 hash to authenticate the client to the RADIUS server, but not
vice versa. Itis currently deprecated. See EAP.

EAP-TLS Requires client certificates. The client and server perform mutual authentication and form encryp-
tion keys based on certificate contents. See EAP.

EAP-TTLS The Tunneled Transport Layer Security (TTLS) protocol extends TLS. The client need not be
authenticated initially by the server using a certificate, although the server’s certificate is used by
the client. See EAP.

E-CWP See external captive web portal.

eduroam Eduroam is a global wireless network access service for research and education.

email authentication

Authentication via a CWP that sends an email message to a client. The client must click on a link in
the email to complete authentication.

enforcement

The process of implementing an authentication decision. This is often done in APs and switches.

ESXi

VMware ESXi is an operating system-independent hypervisor based on the VMkernel operating
system that interfaces with agents that run on top of it.

exclusive authentication

A set of miscellaneous authentication techniques in A3. An exclusive authentication technique
must be used by themselves.

extensible access protocol

The EAP framework makes possible a number of methods for secure exchange of identity.

external authentication

Authentication sources that perform user identification through the captive web portal or other
Web interface where the A3 owner does not control the information.

external captive web portal

A captive portal invoked from the access device rather than A3.

ExtremeCloud 1Q

A cloud-based service for management of Extreme Networks devices, including APs.
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Facebook See sacial login.

filter engine An A3file that is used to process information from VLAN, RADIUS, Apache, DHCP, DNS, and
devices.

Fingerbank A shared database of DHCP fingerprints that identify devices.

fingerprint In Fingerbank, a specification of the DHCP-specific options handled by a device - which can be
used to identify the device type, vendor, or model.

firewall Network software that denies, permits, or restrict access from one side of a network to another.
A3's firewall integration can be used to implement single-sign on (SS0).

FortiGate See firewall.

-G-
Github See social login.
Google See social login.

-H-

headless loT devices

Devices that lack an interactive interface, requiring special authentication techniques.

HiveManager

A deprecated name for ExtremeCloud 1Q.

Htpassword An authentication technique that uses a flat file with name and password commonly used in basic
authentication on Apache HTTP servers.
HTTP See hypertext transport protocol.

hypertext transport protocol

The communications protocol on which the Web is based. HTTP sets rules for how information is
passed between the server and the browser software.

Iboss

See firewall.

IDS

An intrusion detection system detects network traffic and system modifications due to malicious
traffic.

intrusion detection system

See IDS.

loT

Internet of Things. See headless loT devices.

Instagram

See social login.

integration

In A3, the process by which third-party networking products are integrated into A3 operation.

internal authentication

Authentication sources that use internal information and servers. In this case, the A3 owner con-
trols the authentication data.

internet of things

See loT.

isolation The process of placing devices that have been refused authentication on an isolated network so
that they may repair any problem.
-J-
jamf A commercial Apple management solution for IT.
JSON RPC See firewall.
JuniperSRX See firewall.

-K-

Kerberos authentication

Authentication using the Kerberos protocol and associated services.

Kickbox

See social login.
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layer 2 Alayer in the OSI network stack that utilizes local network communications using MAC addresses.
layer 3 Alevel in the OSI network stack where communications occur based on IP addresses across mul-
tiple networks.
LDAP See lightweight directory access protocol

lightweight directory access
protocol

A protocol that provides access to hierarchically organized data bases such as Active Directory.

LinkedIn

See social login.

load balancer

A device that sits between a service requester and multiple servers, dividing work between the
servers.

MAC authentication

A method of authentication whereby clients and devices are associated with their MAC addresses
as opposed to directory or certificate contents.

MDM

See mobile device management.

Mirapay

See billing authentication.

mobile device management

A central management systems used to configure, update, and control client devices. These are
responsible for ensuring that the correct, updated software is installed on clients. A3 can request
client status from such system, restricting client access.

Mobilelron A commercial provisioning tool supported by A3.
MSE See Cisco Mobile Services Engine.

NAC See network access control.

Nessus A commercial scanning tool supported by A3.
netstat A network tool that reports on network status.

network access control

The technology associated with denying, allowing, and/or restricting access to network
resources.

network time protocol

A protocol by which computers obtain the current time from reliable sources.

node In A3 a node is any client or network device identified during normal or scanning operation.

NTLM NTLM uses a challenge-response mechanism for authentication, in which clients are able to prove
their identities without sending a password to the server.

NTP See network time protocol.

null authentication

A form of authentication using a CWP in which the user merely agrees to terms of service.

-0-

0Auth2 A convention used by multiple social media cites to forward user information on request.

00B See out-of-band.

OpenlD See social login.

OpenVAS A scanning tool supported by A3.

OPSWAT A vulnerability scanning tool supported by A3.

Option82 See DHCP Option 82.

out-of-band A network technique where communications is handled by other than the normal in-band commu-
nications method.

OVA A single file distribution of an OVF file package.

OVF A file format that supports exchange of virtual appliances across products and platforms.

Part Number: 9036853-01 Rev AA

-P-

A3 Installation and Usage Guide Community 144


https://boundless.aerohive.com/

Glossary

Term Definition
Palo Alto See firewall.
parking See device parking.
passthrough The ability to allow certain internet address to pass through A3 for the process of authentication.

password of the day

An authentication technique that generates a password on a regular basis. The password is sent
to the administrator who distributes it to users.

PayPal See billing authentication.

PEAP See protected extensible authentication protocol.

ping A network tool that measures round-trip message time between systems, using the ICMP protocol.
Pinterest See social login.

PKI See public key infrastructure.

portal See captive web portal.

portal module Any of a number of modules used to construct a captive web portal site.

POTD See password of the day.

protected extensible authen-
tication protocol

Encapsulates EAP within a potentially encrypted and authenticated TLS tunnel. Any of the EAP
methods may be used within the tunnel.

provisioner An A3 description of an agent that will set up clients for authentication and communications.

provisioning A method of automatically providing clients with identification information, certificates, and soft-
ware.

proxy An intermediary that sits between clients and the servers that they which to access, usually for

buffering or security purposes.

public key infrastructure

The comprehensive system required to provide public-key encryption and digital signature ser-
vices.

public/private keys

Ppublic and private keys are interrelated such that data encrypted with a public key can only be
unencrypted with the corresponding private key, and vice versa.

RADIUS see Remote Authentication Dial-In User Service.

Rapid7 A scanning system supported by A3.

RBAC See role-based access control.

realm A user account location, often a Microsoft domain or internet domain name.
regex See regular expression.

regexp See regular expression.

registration

The process by which a device, or node, becomes known to A3 and associated with a user.

regular expression

A special text string for describing a search pattern. You can think of regular expressions as wild
cards on steroids.

Remote Authentication Dial-
In User Service

A networking protocol that provides centralized Authentication, Authorization, and Accounting
management for users who connect and use a network service.

rogue DHCP

A DHCP server on a network not under control of the network administrators.

role

A means of distinguishing users, most often used to match their activity in an organization.

role-based access control

RBAC is used to restrict access to networked resources based on a user’s role within the enter-
prise.

root CA

A self-signed certificate that designates the start of a x.509-based public key infrastructure. A
number of well-known public root CAs exist and organizations may create their own.

root CA certificate

An x.509 certificate that identifies a root CA.

root module
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The top level portal module used in an authentication tree.
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sAMAccountName The user login name contained in AD/LDAP directories.
SAML authentication A standard protocol for web browser single sign-on using secure tokens.
scanner Software used to check computers or networks for vulnerabilities.
SCEP A protocol used for enroliment and other PKI operations.

security event

Any of a set of programmed exceptions, including scanner-found vulnerabilities, network irregu-
larities, and over usage.

SentinelOne

A scanner supported by A3.

secure socket layer

SSL provides a secure channel between two machines or devices. SSL has been replaced by TLS
(transport layer security), but both techniques are often referred to as SSL.

SEPM

See Symantec Endpoint Protection Manager.

server certificate

An x.509 certificate that defines a server to client systems. It also references the certificate
authority that generated it.

services

See A3 services.

shared secret

A password shared by two or more communicating entities. A3 and ExtremeCloud 1Q use a shared
secret for RADIUS communications.

single sign-on

In A3 Firewall single sign-on is an integration in which A3 can inform firewalls of successful
authentications that allow firewalls to permit future access without additional authentication.

SMS

Short messaging service - a text messaging service component of most mobile devices.

SMS authentication

A means by which a user receives a personal identification number (PIN) used in an associated
web page to authenticate their identity.

SNMP

An application-layer protocol used to manage and monitor network devices and their functions.

social login

A form of single sign-on using existing information from a social networking service such as Face-
book, Twitter or Google+, to sign into a third party website instead of creating a new login account
specifically for that website.

sponsor email authentication

An authentication technique in which a user fills in identification for himself and a company spon-
sor. The sponsor receives an email to approve access.

SSL See secure socket layer.

SSO See single sign-on.

Stripe See billing authentication.

supplicant An entity at one end of a LAN segment that seeks to be authenticated by an authenticator attached

to the other end of that link.

Symantec Endpoint Protec-
tion Manager

A client-server solution that protects laptops, desktops, and servers in your network against mal-
ware, risks, and vulnerabilities.

syslog Short for system log, it is an aggregation of log messages from many services that can be scanned
for problems and auditing.

TLS See secure socket layer.

traceroute A network utility that displays the route that packets take from a source to a destination.

transport layer security

See secure socket layer.

trigger

A condition that causes actions to occur.

-U-

user

A person or autonomous device seeking access to a network.

user agent
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See agent.
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Glossary

Term Definition

vCenter VMware vCenter Server is advanced server management software that provides a centralized
platform for controlling VMware vSphere environments.

violation A deprecated term for security events.

VLAN A group of devices on one or more LANSs that are configured to communicate as if they were
attached to the same wire, when in fact they can be located on a number of different LAN seg-
ments.

WatchGuard See firewall.

Web Auth A web-browser API for the creation and use of strong authentication credentials based on public

key cryptography.

web services

In A3, the ability of external services to access A3's database.

whitelist

A list of internet addresses that are allowed access despite any other restrictions.

Windows

A Microsoft operating system used on desktop, laptop, and server computers.

Windows Management Inter-
face

A set of specifications from Microsoft for consolidating the management of devices and applica-
tions in a network from Windows computing systems.

WISPr A protocol that allows users to roam between wireless internet service providers in a fashion sim-
ilar to that which allows cellphone users to roam between carriers.

WMI See Windows Management Interface.

WRIX Wireless Roaming Intermediary eXchange is a modularized set of standard service specifications

designed to facilitate commercial roaming between operators.

-X-

x.509 certificate
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A file that documents the identity of an entity, along with a public key that can be used to commu-
nicate securely.
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