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Notice
While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer
“Documentation” means information published in varying mediums
which may include product information, operating instructions and
performance specifications that are generally made available to users
of products. Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications, additions, or
deletions to the original published version of Documentation unless
such modifications, additions, or deletions were performed by or on
the express behalf of Avaya. End User agrees to indemnify and hold
harmless Avaya, Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to
this documentation, to the extent made by End User.

Link disclaimer
Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or Documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty
Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: https://support.avaya.com/helpcenter/
getGenericDetails?detailId=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor site as designated
by Avaya. Please note that if You acquired the product(s) from an
authorized Avaya Channel Partner outside of the United States and
Canada, the warranty is provided to You by said Avaya Channel
Partner and not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that
You acquire from either Avaya or an authorized Avaya Channel
Partner (as applicable) and which is described further in Hosted SAS
or other service description documentation regarding the applicable
hosted service. If You purchase a Hosted Service subscription, the
foregoing limited warranty may not apply but You may be entitled to
support services in connection with the Hosted Service as described
further in your service description documents for the applicable
Hosted Service. Contact Avaya or Avaya Channel Partner (as
applicable) for more information.

Hosted Service
THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA
HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE TERMS OF USE
FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
UNDER THE LINK “Avaya Terms of Use for Hosted Services” OR
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE
TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR

IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU
MUST NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE.

Licenses
THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO,
UNDER THE LINK “AVAYA SOFTWARE LICENSE TERMS (Avaya
Products)” OR SUCH SUCCESSOR SITE AS DESIGNATED BY
AVAYA, ARE APPLICABLE TO ANYONE WHO DOWNLOADS,
USES AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED
FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER.
UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING,
AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE
WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN
AVAYA AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The
applicable number of licenses and units of capacity for which the
license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other
materials available to You. “Software” means computer programs in
object code, provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hardware products,
and any upgrades, updates, patches, bug fixes, or modified versions
thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that
hosts a software application to be accessed by multiple users.
“Instance” means a single copy of the Software executing at a
particular time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.

License types
Designated System(s) License (DS). End User may install and use
each copy or an Instance of the Software only on a number of
Designated Processors up to the number indicated in the order.
Avaya may require the Designated Processor(s) to be identified in
the order by type, serial number, feature key, Instance, location or
other specific designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifically for this
purpose.

Heritage Nortel Software
“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software is the
software contained within the list of Heritage Nortel Products located
at https://support.avaya.com/LicenseInfo under the link “Heritage
Nortel Products” or such successor site as designated by Avaya. For
Heritage Nortel Software, Avaya grants Customer a license to use
Heritage Nortel Software provided hereunder solely to the extent of
the authorized activation or authorized usage level, solely for the
purpose specified in the Documentation, and solely as embedded in,
for execution on, or for communication with Avaya equipment.
Charges for Heritage Nortel Software may be based on extent of
activation or use authorized as specified in an order or invoice.

Copyright
Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
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documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization
The following applies if the product is deployed on a virtual machine.
Each product has its own ordering code and license types. Note that
each Instance of a product must be separately licensed and ordered.
For example, if the end user customer or Avaya Channel Partner
would like to install two Instances of the same type of products, then
two products of that type must be ordered.

Third Party Components
“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: https://
support.avaya.com/Copyright or such successor site as designated
by Avaya. The open source software license terms provided as Third
Party Terms are consistent with the license rights granted in these
Software License Terms, and may contain additional rights benefiting
You, such as modification and distribution of the open source
software. The Third Party Terms shall take precedence over these
Software License Terms, solely with respect to the applicable Third
Party Components to the extent that these Software License Terms
impose greater restrictions on You than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec is distributed with
the product. THIS PRODUCT IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG
LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider
THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS OR SERVICES. THE PRODUCT
OR HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS
SUBJECT TO THIRD PARTY TERMS AND REQUIRE A SERVICE
PROVIDER TO BE INDEPENDENTLY LICENSED DIRECTLY
FROM THE THIRD PARTY SUPPLIER. AN AVAYA CHANNEL
PARTNER’S HOSTING OF AVAYA PRODUCTS MUST BE
AUTHORIZED IN WRITING BY AVAYA AND IF THOSE HOSTED
PRODUCTS USE OR EMBED CERTAIN THIRD PARTY
SOFTWARE, INCLUDING BUT NOT LIMITED TO MICROSOFT
SOFTWARE OR CODECS, THE AVAYA CHANNEL PARTNER IS
REQUIRED TO INDEPENDENTLY OBTAIN ANY APPLICABLE
LICENSE AGREEMENTS, AT THE AVAYA CHANNEL PARTNER’S
EXPENSE, DIRECTLY FROM THE APPLICABLE THIRD PARTY
SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED
THE G.729 CODEC, H.264 CODEC, OR H.265 CODEC, THE
AVAYA CHANNEL PARTNER ACKNOWLEDGES AND AGREES
THE AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR ANY
AND ALL RELATED FEES AND/OR ROYALTIES. THE G.729
CODEC IS LICENSED BY SIPRO LAB TELECOM INC. SEE 

WWW.SIPRO.COM/CONTACT.HTML. THE H.264 (AVC) CODEC IS
LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR
THE PERSONAL USE OF A CONSUMER OR OTHER USES IN
WHICH IT DOES NOT RECEIVE REMUNERATION TO: (I)
ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD
(“AVC VIDEO”) AND/OR (II) DECODE AVC VIDEO THAT WAS
ENCODED BY A CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED
OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS
MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://
WWW.MPEGLA.COM.

Compliance with Laws
You acknowledge and agree that it is Your responsibility for
complying with any applicable laws and regulations, including, but not
limited to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance
rights, in the country or territory where the Avaya product is used.

Preventing Toll Fraud
“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention
If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: https://support.avaya.com or such
successor site as designated by Avaya.

Security Vulnerabilities
Information about Avaya’s security support policies can be found in
the Security Policies and Support section of https://
support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled per the
Avaya Product Security Support Flow (https://
support.avaya.com/css/P8/documents/100161515).

Downloading Documentation
For the most current versions of Documentation, see the Avaya
Support website: https://support.avaya.com, or such successor site
as designated by Avaya.

Contact Avaya Support
See the Avaya Support website: https://support.avaya.com for
product or Hosted Service notices and articles, or to report a problem
with your Avaya product or Hosted Service. For a list of support
telephone numbers and contact addresses, go to the Avaya Support
website: https://support.avaya.com (or such successor site as
designated by Avaya), scroll to the bottom of the page, and select
Contact Avaya Support.

Trademarks
The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users are
not permitted to use such Marks without prior written consent from
Avaya or such third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel,
or otherwise, any license or right in and to the Marks without the
express written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.

https://support.avaya.com/Copyright
https://support.avaya.com/Copyright
HTTP://WWW.MPEGLA.COM
http://www.sipro.com/contact.html
HTTP://WWW.MPEGLA.COM
HTTP://WWW.MPEGLA.COM
https://support.avaya.com
https://support.avaya.com/security
https://support.avaya.com/security
https://support.avaya.com/css/P8/documents/100161515
https://support.avaya.com/css/P8/documents/100161515
https://support.avaya.com
https://support.avaya.com
https://support.avaya.com


Contents

Chapter 1: Introduction..........................................................................................................  10
Purpose................................................................................................................................ 10

Chapter 2: New in this document..........................................................................................  11
Introduction chapter changes.................................................................................................  11

Chapter 3: Policy-based Network Fundamentals................................................................  12
ACLI command modes..........................................................................................................  12
Policy-based networks...........................................................................................................  14

Port-based and Role-based QoS policies..........................................................................  15
QoS overview.......................................................................................................................  15
DiffServ Concepts.................................................................................................................  16
QoS components..................................................................................................................  16
Automatic QoS...................................................................................................................... 18
Automatic QoS 802.1AB MED interoperability.......................................................................... 18
Automatic QoS and ADAC interoperability...............................................................................  18
Queue sets...........................................................................................................................  19

Modifying queue set characteristics..................................................................................  19
Modifying CoS-to-queue priorities.....................................................................................  21

Interface shaping................................................................................................................... 21
Egress queue shaping...........................................................................................................  22
Packet flow using QoS........................................................................................................... 22
DoS Attack Prevention Package.............................................................................................  23

DAPP notification support................................................................................................  25
User Based Policies..............................................................................................................  25
QoS traffic profile filter sets....................................................................................................  25

Traffic profile filter set metering......................................................................................... 26
Traffic profile filter set advantages....................................................................................  26

Rules.................................................................................................................................... 27
Classifier definition..........................................................................................................  27
IP classifier elements....................................................................................................... 28
Layer 2 classifier elements...............................................................................................  29
System classifier elements...............................................................................................  29
Classifiers and classifier blocks........................................................................................  30

Specifying actions.................................................................................................................  31
Specifying interface action extensions..................................................................................... 33
Specifying meters.................................................................................................................. 34
Specifying interface groups....................................................................................................  35
Trusted, untrusted, and unrestricted interfaces........................................................................  36

QoS DSCP mutation........................................................................................................ 38
Specifying policies................................................................................................................. 38

April 2017 Configuring Quality of Service on Avaya ERS 4900 and 5900 Series 4
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuring Quality of Service on Avaya ERS 4900 and 5900 Series


Precedence values................................................................................................................  40
QoS configuration guidelines.................................................................................................. 41
QoS agent disable or enable..................................................................................................  42
ADAC for Avaya IP phones....................................................................................................  42
QoS queue statistics.............................................................................................................. 42
QoS Double Wide.................................................................................................................. 43
Oversubscription and 2.5 Gbps support................................................................................... 44

Chapter 4: Configuring Quality of Service using ACLI.......................................................  45
Viewing QoS Parameters.......................................................................................................  45
Displaying QoS queue statistics.............................................................................................. 49
Clearing QoS queue statistics................................................................................................  50
Configuring QoS Access Lists................................................................................................  52

Assigning ports to an access list.......................................................................................  52
Creating an IP access list................................................................................................. 53
Creating a Layer 2 access list........................................................................................... 54

Configuring CoS-to-Queue assignments.................................................................................  55
Configuring QoS Interface Groups..........................................................................................  56

Adding ports to an interface group....................................................................................  56
Creating an interface group..............................................................................................  57

DSCP and 802.1p and queue association configuration............................................................ 58
Configuring egress mapping............................................................................................. 58
Resetting egress mapping values.....................................................................................  59
Configuring ingress mapping values.................................................................................  59
Resetting ingress mapping values....................................................................................  60

QoS IP classifier element management ..................................................................................  60
Configuring an IP classifier element..................................................................................  60
Deleting an IP classifier element ......................................................................................  62
Viewing IP classifier element information........................................................................... 63

QoS L2 classifier element management .................................................................................  63
Configuring a Layer 2 classifier element ...........................................................................  63
Deleting a Layer 2 classifier element ................................................................................  65
Viewing Layer 2 classifier element information ..................................................................  65

QoS system classifier element management...........................................................................  66
Configuring a QoS system classifier element.....................................................................  66
Deleting a QoS system classifier element..........................................................................  67
Viewing system classifier element information...................................................................  68

QoS classifier management ................................................................................................... 69
Configuring a QoS classifier.............................................................................................  69
Deleting a QoS classifier .................................................................................................  69
Viewing QoS classifier information ...................................................................................  70

QoS classifier block management........................................................................................... 71
Configuring classifier block entries ...................................................................................  71
Deleting a classifier block entry........................................................................................  72

Contents

April 2017 Configuring Quality of Service on Avaya ERS 4900 and 5900 Series 5
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuring Quality of Service on Avaya ERS 4900 and 5900 Series


Viewing a classifier block entry.........................................................................................  72
QoS traffic profile filter set configuration..................................................................................  73

Configuring a QoS traffic profile filter set classifier.............................................................. 73
Deleting a QoS traffic profile filter set classifier .................................................................. 76
Configuring a QoS traffic profile filter set ........................................................................... 77
Disabling a QoS traffic profile filter set ..............................................................................  79
Viewing QoS traffic profile filter set classifier information .................................................... 80
Viewing QoS traffic profile filter set information .................................................................  80
Viewing QoS traffic profile filter set interface information ....................................................  81
Viewing QoS traffic profile filter set statistics information ....................................................  81

Configuring QoS actions .......................................................................................................  82
Configuring interface action extension entries..........................................................................  84
Configuring QoS meters......................................................................................................... 84
Configuring QoS Interface Shaper..........................................................................................  86
QoS interface queue shaper management .............................................................................. 87

Creating a QoS interface queue shaper ............................................................................ 87
Deleting a QoS interface queue shaper ............................................................................  88
Viewing QoS interface queue shaper information...............................................................  89

Configuring QoS Policies.......................................................................................................  89
User-Based Policy configuration.............................................................................................  91

Configuring UBP using classifier name.............................................................................. 91
Configuring UBP using set...............................................................................................  93
Deleting a classifier, classifier block or an entire filter set....................................................  95
Viewing Filter Descriptions...............................................................................................  95

Maintaining the QoS agent.....................................................................................................  96
Enabling the QoS agent ..................................................................................................  96
Disabling the QoS agent .................................................................................................  96
Configuring QoS resource buffer sharing .......................................................................... 97
Changing the QoS resource buffer size to default .............................................................. 97
Configuring Automatic QoS support .................................................................................  98
Configuring NVRAM parameters ...................................................................................... 98
Resetting NVRAM parameters ......................................................................................... 99
Changing the QoS CoS queue set ...................................................................................  99
Changing the QoS CoS queue set to default ................................................................... 100
Changing the QoS agent to factory defaults .................................................................... 100
Changing the QoS agent to partial factory defaults ..........................................................  101
Configuring QoS statistics tracking ................................................................................. 101
Changing QoS statistics tracking to default .....................................................................  102
Configuring DoS Attack Prevention Package...................................................................  102
Viewing QoS agent configuration information .................................................................. 103
Viewing QoS agent configuration details.........................................................................  103

Clearing QoS statistics......................................................................................................... 103
Chapter 5: Configuring Quality of Service using Enterprise Device Manager................ 105

Contents

April 2017 Configuring Quality of Service on Avaya ERS 4900 and 5900 Series 6
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuring Quality of Service on Avaya ERS 4900 and 5900 Series


Prerequisites....................................................................................................................... 105
Displaying interface queues.................................................................................................  105

Displaying interface queues using EDM..........................................................................  105
Filtering interface queue information...............................................................................  106

Interface group configuration using EDM...............................................................................  107
Displaying interface groups using EDM...........................................................................  107
Deleting ports from an interface group using EDM............................................................ 107
Adding interface groups using EDM................................................................................  108
Deleting interface groups using EDM..............................................................................  108

Assigning ports to an interface group using EDM...................................................................  109
Interface ID configuration using EDM....................................................................................  109

Displaying an interface ID using EDM.............................................................................  109
Displaying priority queue assignments..................................................................................  110

Displaying priority queue assignments using EDM...........................................................  110
Filtering priority queue assignments ...............................................................................  111

Displaying priority mapping using EDM.................................................................................  111
Egress mapping configuration using EDM.............................................................................  112

Viewing egress mapping information using EDM.............................................................. 112
Configuring egress mapping using EDM.......................................................................... 113

Displaying Meter Capability using EDM.................................................................................  114
Displaying Shaper Capability using EDM............................................................................... 115
QoS IP classifier element management using EDM................................................................ 115

Viewing IP classifier element configuration using EDM.....................................................  115
Creating an IP classifier element using EDM...................................................................  117
Deleting IP classifier elements using EDM....................................................................... 120

QoS L2 classifier element management using EDM...............................................................  120
Viewing L2 classifier element information using EDM.......................................................  120
Creating an L2 classifier element using EDM...................................................................  122
Deleting L2 classifier elements using EDM......................................................................  123

QoS system classifier element management using EDM........................................................  124
Viewing QoS system classifier elements using EDM........................................................  124
Viewing the QoS system classifier pattern using EDM......................................................  126
Configuring a QoS system classifier element using EDM..................................................  126
Deleting QoS system classifier elements using EDM........................................................  127

QoS classifier management using EDM................................................................................  127
Displaying classifiers using EDM....................................................................................  128
Adding classifiers using EDM.........................................................................................  128
Deleting classifiers using EDM.......................................................................................  129
Filtering classifiers using EDM........................................................................................ 129

QoS classifier block management using EDM........................................................................ 130
Displaying classifier blocks using EDM............................................................................ 130
Appending classifier blocks using EDM...........................................................................  131
Adding classifier blocks using EDM................................................................................. 131

Contents

April 2017 Configuring Quality of Service on Avaya ERS 4900 and 5900 Series 7
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuring Quality of Service on Avaya ERS 4900 and 5900 Series


Deleting classifier blocks using EDM............................................................................... 132
Filtering classifier blocks using EDM...............................................................................  132

QoS action configuration using EDM..................................................................................... 133
Displaying QoS actions using EDM................................................................................. 133
Adding QoS actions using EDM...................................................................................... 134
Deleting QoS actions using EDM....................................................................................  134

QoS interface action extension configuration using EDM........................................................  135
Displaying Interface action extensions using EDM............................................................ 135
Adding Interface action extensions using EDM................................................................  135
Deleting Interface action extensions using EDM............................................................... 136

QoS meter configuration using EDM.....................................................................................  136
Displaying QoS meters using EDM.................................................................................  136
Adding QoS meters using EDM......................................................................................  137
Deleting QoS meters using EDM....................................................................................  137

QoS interface shaper configuration using EDM......................................................................  138
Viewing QoS interface shaper information using EDM......................................................  138
Creating a QoS interface shaper using EDM.................................................................... 138
Deleting a QoS interface shaper using EDM....................................................................  139

QoS interface queue shaper configuration using EDM............................................................  139
Viewing QoS interface queue shaper information using EDM............................................  140
Creating a QoS interface queue shaper using EDM.........................................................  140
Deleting a QoS interface queue shaper using EDM..........................................................  141

QoS policy configuration using EDM.....................................................................................  141
Displaying QoS policies using EDM................................................................................  142
Adding QoS policies using EDM.....................................................................................  143
Deleting QoS policies using EDM...................................................................................  144

QoS Policy Stats using EDM................................................................................................  144
Viewing user-based policies.................................................................................................  145
QoS traffic profile filter classifier configuration using EDM....................................................... 146

Viewing QoS traffic profile filter classifier information using EDM.......................................  146
Filtering QoS traffic profile filter classifier information using EDM....................................... 151
Creating a QoS traffic profile filter classifier using EDM....................................................  152
Deleting a QoS traffic profile filter classifier using EDM..................................................... 156

QoS traffic profile filter set configuration using EDM...............................................................  156
Viewing QoS traffic profile filter set information using EDM...............................................  156
Creating a QoS traffic profile filter set using EDM.............................................................  158
Deleting a QoS traffic profile filter set using EDM.............................................................  159
Filtering QoS traffic profile filter set information using EDM...............................................  159

QoS traffic profile filter set stats............................................................................................  160
QoS Agent configuration using EDM.....................................................................................  161

Viewing the QoS configuration........................................................................................ 161
Enabling or disabling QoS agent support......................................................................... 163
Enabling or disabling automatic QoS............................................................................... 164

Contents

April 2017 Configuring Quality of Service on Avaya ERS 4900 and 5900 Series 8
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuring Quality of Service on Avaya ERS 4900 and 5900 Series


Configuring the QoS trusted processing mode.................................................................  164
Enabling DoS Attack Prevention Package.......................................................................  165
Configuring DAPP minimum TCP header size.................................................................  165
Configuring DAPP maximum IPv4 ICMP length...............................................................  165
Configuring DAPP maximum IPv6 ICMP length...............................................................  166

Displaying policy class support using EDM............................................................................  166
Displaying policy device identification using EDM................................................................... 167
QoS resource allocation using EDM...................................................................................... 168

Filtering the resource allocation table using EDM.............................................................  168
Displaying resource allocation using EDM.......................................................................  168

Viewing QoS queue statistics...............................................................................................  169
Glossary................................................................................................................................. 171

Contents

April 2017 Configuring Quality of Service on Avaya ERS 4900 and 5900 Series 9
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Configuring Quality of Service on Avaya ERS 4900 and 5900 Series


Chapter 1: Introduction

Purpose
This document provides instructions to configure Quality of Service (QoS) on the following
platforms:

• Ethernet Routing Switch 4900 Series

• Ethernet Routing Switch 5900 Series

Examples and network illustrations in this document may illustrate only one of the supported
platforms. Unless otherwise noted, the concept illustrated applies to all supported platforms.
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Chapter 2: New in this document

The following sections detail what is new in Configuring Quality of Service on Avaya Ethernet
Routing Switch 4900 and 5900 Series, NN47211-504 Release 7.3.

Introduction chapter changes
Information about related resources is moved to the last chapter in this document.
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Chapter 3: Policy-based Network
Fundamentals

This chapter provides an overview of the Differentiated Services (DiffServ) Quality of Service (QoS)
network architecture. The switch provides a Command Line Interface (ACLI) and Enterprise Device
Manager (EDM) to configure QoS.

ACLI command modes
Avaya Command Line Interface (ACLI) provides the following command modes:

• User EXEC

• Privileged EXEC

• Global Configuration

• Interface Configuration

• Router Configuration

• Application Configuration

• DHCP Guard Configuration

• RA Guard Configuration

Mode access is determined by access permission levels and password protection.

If no password is set, you can enter ACLI in User EXEC mode and use the enable command to
move to the next level (Privileged EXEC mode). However, if you have read-only access, you cannot
progress beyond User EXEC mode, the default mode. If you have read-write access you can
progress from the default mode through all of the available modes.

With sufficient permission, you can use the rules in the following table to move between the
command modes.
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Table 1: ACLI command modes

Command mode and sample
prompt

Entrance commands Exit commands

User EXEC

Switch>
No entrance command, default
mode

exit
or

logout
Privileged EXEC

Switch#
enable exit

or

logout
Global Configuration

Switch(config)#
configure terminal To return to Privileged EXEC

mode, enter

end
or

exit
To exit ACLI completely, enter

logout
Interface Configuration

Switch(config-if)#
You can configure the following
interfaces:

• Ethernet

• Loopback

• Management

• VLAN

From Global Configuration mode:

To configure a port, enter
interface ethernet <�S�R�U�W
�Q�X�P�E�H�U>.

To configure a loopback, enter
interface loopback
<�O�R�R�S�E�D�F�N���Q�X�P�E�H�U>.

To configure a management, enter
interface mgmt <�P�J�P�W
�Q�X�P�E�H�U>
To configure a VLAN, enter
interface vlan <�Y�O�D�Q
�Q�X�P�E�H�U>.

To return to Global Configuration
mode, enter

Exit
To return to Privileged EXEC
mode, enter

end
To exit ACLI completely, enter

logout

Router Configuration

Switch(configrouter)#
You can configure the following
routers:

• RIP

• OSPF

• VRRP

• ISIS

From Global or Interface
Configuration mode:

To configure RIP, enter router
rip.

To configure OSPF, enter
router ospf.

To configure VRRP, enter router
vrrp.

To return to Global Configuration
mode, enter

exit.

To return to Privileged EXEC
mode, enter

end.

To exit ACLI completely, enter

logout.

Table continues…

ACLI command modes
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