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Acronyms
Term or Acronym Definition
AAA Authentication, Authorization, Accounting
ACL Access Control List
NAC Network Access Control
NAS Network Access Server
00B Out of Band
VOSS VSP Operating System
VSA Vendor Specific Attribute
TP+ Zero Touch Provisioning Plus

Test Environment

Testing was performed on the following software and hardware models and versions.
e ExtremeCloud IQ - Site Engine (Site Engine) version 21.11.10.57
e ExtremeControl for ExtremeCloud 1Q Site Engine version 21.11.10.57

e 5520-48T (VOSS) version 8.4.2.0

Topology

The testing topology can be found below.

Data Center Campus
E 1/5 Lab
: s e ]
; Fabric Connect -
I H i —_—
= e —
XIQ-SE CONTROL Server VSP8400-1 5520-48T-VOSS Winl0-C
10.8.255.105 10.8.255.106 20.0.100.101
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Overview

Objective

This guide describes how to deploy a VOSS/Fabric Engine switch as an edge enforcement point in
ExtremeControl using Downloadable ACLs (also referred as Per-User ACLS). In particular, the guide focuses
on the following tasks:

e How to prepare and construct a policy domain for VOSS/Fabric Engine switches

e How to prepare Access Control settings for the VOSS/Fabric Engine Downloadable ACL method

e How to add a VOSS/Fabric Engine switch to the ExtremeCloud 1Q - Site Engine database via Zero
Touch Provisioning Plus (ZTP+)

e Verification and troubleshooting

When a VOSS/Fabric Engine switch is deployed at the access layer of the network, it is most commonly done
using a Fabric to the Edge topology. The steps needed to deploy a VOSS/Fabric Engine switch in a Fabric to
the Edge scenario using Zero Touch Fabric and ExtremeCloud 1Q - Site Engine onboarding automation are
outside the scope of this guide.

Policy and Downloadable ACLs

A Downloadable ACL is an Access Control List that is created and stored in the RADIUS Server, which in this
scenario is ExtremeControl. The Network Access Server device (NAS), which in this case is the VOSS/Fabric
Engine switch, does not save any preconfigured ACLs in the running configuration. Downloadable ACLs are
dynamically installed on the switch upon successful authentication as part of the RADIUS Access-Accept
message. A Downloadable ACL action can assign different ACLs for each user session.

The Policy tab in ExtremeControl provides a single pane of glass to configure access permissions for roles
that can be assigned via Access Control. A feature enhancement starting with ExtremeCloud IQ - Site Engine
version 21.9.10.90 extends this functionality to VOSS/Fabric Engine switches through the use of
Downloadable ACLs.

The new feature takes advantage of the ability to write ACLs as part of the RADIUS Accept message that is
returned to the switch during client authentication. The traditional method of policy enforcement with
Extreme wireless and EXOS based switches is to write the policy rules and roles via SNMP or REST API calls
so that they exist locally on the device. This new method does not write the ACLs to switch itself; rather, the
ACLs are saved in the local database on the Access Control Engine. Therefore, when an enforce is done, a
VOSS/Fabric Engine switch will have the policy converted automatically to a Downloadable ACL that is
saved in the database.
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Site Engine

Access Control
Engine

. 3. Access Accept
2. Radius Request with ACL definition

¥

V(OSS 8.3 and above

Figure 1- Policy enforcement with VOSS/Fabric Engine switches

Upon enforcement of the policy domain, the exact ACLs to be assigned can be reviewed in the Enforce
Preview screen as shown in Figure 2.
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Enforce Preview x
[ show all device types Device Stat @ Roles & ACLs || Classes of Service
- (i) Extrame VOSS [Per-User .&CLI) o
[ supported Config Only | [ Unsupperted Config Only | Colapse All Q
A 108231
Supported Aole Details Info
= @ Operator
& * @ RoleACL
@ @ Extreme-Dynamic-ACL=ace 1 sec name 1_Deny_Telnet ethernet ether-type eq 0x800 & ip..Y} Deny Telnet (Deny Administrative Protocols)
L] r ® Extreme-Dynamic-ACL=ace 2 sec name 2_Deny_Server_RDP ethernet ether-type eq 0xB0... Deny Server RDP (Deny Internal Apps)
@ ¢ @ Extreme-Dynamic-ACL=acl set default-action permit Operator (Default Action)

¥ show on enforce

Figure 2 - How to visualize VOSS/Fabric Engine Downloadable ACLs during Policy Enforce

The Role ACLs tab appears in the Ul only after a VOSS/Fabric Engine switch has been
added to the policy domain.

When a device authenticates to Access Control and Downloadable ACLs are configured to be returned to the
authenticated session, the appropriate RADIUS attributes are included. These RADIUS attributes specify the
ACLs to assign to the authenticated session.

Rule Ordering

When converting policy rules to Downloadable ACLs, ExtremeCloud 1Q - Site Engine makes some intelligent
decisions to set a precedence of the ordering. However, the ordering that is derived might not be the
outcome you would like. In this case, the ordering of the Downloadable ACLs can be re-arranged during
assignment. This is accomplished by following the steps shown in Figure 3, using the “Move Up” or “Move
Down” options to arrange the rules as desired.

The Rule Ordering view appears in the Ul only after a VOSS/Fabric Engine switch has been
added to the policy domain.
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&4 Network i Palicy tr e eport
M Alarms & Events . , . t T
@ Open/Manage Domainlz) » § Global Domain Settings » 4 Toaks =

| & control

Domain: VO55_Domain
| Anatytics

Roles/Services = | © showEduableColumns | v  Collapse Al 4
P Wireless

1 Role 7 Service / Rule Summary Rule Order (ACL/REST)
® operater 2 [1 [DEFAULT VLANT]

|slal Reports

= Tasks

* @ Service Repasitory  #4 Deny Administrativ Rubes: 1
& Administration ¥ @ Local Services [TCP Dst : Telnet (23)] -> (Deny Traffic]
.__. Connect @ Sernce Groups Rules: 1
* @ Services [TCP Dst: 3380:10,8.255.160] -> [Deny Traffic)

~ &% Deny Administrative Protocols
@ Deny Telnet

~ &4 Deny Internal Apps
@ Deny Server RDP

» @ Global Services (All Domains)

Figure 3 - How to order ACL rules within a policy domain

Policy Support

Because Extreme Policy has many features in addition to traditional ACL support, certain feature sets within
Policy cannot be converted to Downloadable ACLs. The following policy match conditions are supported and
work properly with VOSS/Fabric Engine.

. Ethertype

. IP Address Source and Destination

. IP Protocol Type

. IP Type of Service

. IP Fragment

. TCP Source and Destination

. UDP Source and Destination

. ICMP

. IP Socket Destination

. IP Socket Source

. Destination MAC Address
CAUTION

e Socket (IPSOCKETDEST, IPSOCKETSOURCE) are translated into two rules,
one for UDP and one for TCP.

¢ Range (IPUDPPORTDESTRANGE, IPTCPPORTDESTRANGE,
IPTCPPORTSOURCERANGE, IPUDPPORTSOURCERANGE) are translated to
more rules with MASK.

e Hierarchical (Filtering Rules) and ACL mode (Access Control Entries) are
supported.

o Bilateral (IPTCPPORTBILAT, IPUDPPORTBILAT, IPADDRESSBILAT) are not
supported in the tested release of ExtremeCloud IQ - Site Engine.
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Supported Platforms
The following hardware platforms support Downloadable ACLs that work in conjunction with ExtremeCloud
|Q - Site Engine Policy. All Fabric Engine versions support Downloadable ACL. The minimum VOSS version to
support Downloadable ACLs is 8.3.

e Universal Switching (VOSS and Fabric Engine)

e VSP 4450 Series (VOSS only)

e VSP 4900 Series (VOSS only)

e VSP 7200 Series (VOSS only)

e VSP 7400 Series (VOSS only)

e VSP 8000 Series (VOSS only)

© Extreme Networks, Inc. All rights reserved. / 9
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ExtremeCloud I1Q - Site Engine Preparation for VOSS/Fabric
Engine Downloadable ACL Method

Policy Domain Preparation

Step 1: Create a Policy Domain

Navigate to Control and then Policy and follow the steps illustrated in Figure 4 to create a new policy
domain and give the domain a name when prompted.

'C_,}“ ExtremeCloud 1Q Site Engine

00.’0000000000; z

Class of Service
VLANS

Network Resources

+ + + =

Devices/Part Groups

© Erforce | » Auto Callapse Panel

Figure 4 - How to create a new policy domain

Step 2: Set up Roles

The hierarchical Policy Framework consists of three main components: roles, services and rules. Below are
the functions of each component within the Policy Framework:

e Roles are at the Business / Network level and define the job responsibility and function of individual
employees or groups of employees - for example, engineering, finance, and sales.

e Services are policy containers for groups of similar rules. Grouping rules allows the network
administrator to apply rules in groups rather than as individual components.

e Rules are the individual granular policies that are enforced at the port level. When a VOSS/Fabric
Engine switch is used, these rules translate into Downloadable ACL entries that can be stored in
Access Control and are ready to be included in the RADIUS Access-Accept messages after a
successful authentication.

After you create the policy domain, either a Top-Down or a Bottom-Up approach can be followed when
setting up the Policy Framework. A Top-Down approach would include creating roles which are in most

© Extreme Networks, Inc. All rights reserved. / 10
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scenarios in parallel with Organizational Units in Active Directory, followed by adding services and finally
rules. This guide will follow the Top-Down approach, which is illustrated in Figure 5.

Control

Access
. ROLES
Point

Operator Contractor

Deny .
Deny Internal . X Permit Internet
\;\ s Administrative onl SERVICES
= Protocols Y
7
=3 = (= ~
2 2 E elz121E
@ @ = < (=} = =
Ll = = = P
5 = > el 21z RULES
= c o =y = E =
@ @ o Q =
(=} a = a ol [
[+

Figure 5 - Policy Framework with roles, services, and rules

Right click on Roles and create the following roles:

e Operator
e Contractor
e QGuest

e Access Point

When you have created these roles, the policy domain will look like Figure 6.

© Extreme Networks, Inc. All rights reserved. / n



ExtremeCloud 1Q - Site Engine and ExtremeControl - VOSS/Fabric Engine Downloadable ACL Guide

ExtremeCloud |Q Site Engine

i MNetwork Dashboard Policy *

A Alarms & Events IS _ e
B Oper/Manage Domain{s] = fi Global Damain Set

& contral
Domain: VO55_Domain (Modified Locally) - Ur

|#* Anatytics
Roles/services -
= Wireless
+ @ Roles
4l Reports
Lo Rey ® Access Point
== Tasks @ Contractor
ﬁ administration ' Guest

— Operator
= Connect ‘ perato

- @ Service Repository
= @ Local Services
# Service Groups
b @ Services

* @ Global services (All Domains)

Figure 6 - Creating the roles in a policy domain

After you create each role, select the role, and expand the Default Actions on the right pane by selecting
Show All. Figure 7 shows the supported Default Action fields for VOSS/Fabric Engine switches, which are
also listed below.

1. Access Control: There are 3 options under Access Control
i.  Permit Traffic
i. Deny Traffic
iii.  Contain to VLAN

In order to assign a Service Identifier (I-SID) value in the context of the Fabric to the Edge architecture,
Contain to VLAN must be selected and the Service ID field needs to be populated accordingly. If a
Service ID is defined, the following VSA is sent: “FA-VLAN-ISID=0.ServicelD”

CAUTION

VLAN assignment is not supported in the tested version of ExtremeCloud IQ - Site
Engine.

CAUTION

VSP 4450 does not support the following EAP enhancements: EAP on Flex UNI
ports, Auto-sense ports, auto-isid-offset.

hore
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ExtremeCloud 1Q - Site Engine and ExtremeControl - VOSS/Fabric Engine Downloadable ACL Guide

When a VOSS/Fabric Engine switch is used as an access switch in Fabric to the Edge
topology, the most common scenario is when the switch acts as a DvR Leaf which does
not allow Platform VLANSs to be created. Therefore Flex-UNI is required for L2VSNs, which
is more powerful and flexible and which does not require VLAN ID information for
untagged bindings because it directly assigns I-SID to ports.

2. AP Aware When AP Aware is enabled as a Default Action on a role, only the access point itself will be
authenticated on that particular port and all subsequent traffic through the port will not need
authentication. This setting is very useful when you want a uniform port configuration regardless of
the connected end-system type. If AP Aware is enabled, the following VSA is sent: “Extreme-

Dynamic-MHSA=1".

Q‘, ExtremeCloud |Q Site Engine

& Network d  Policy *

A Aarms & Events ks
- Glotal Domain Serings Tacls w

& OpersManags Domain(s) & Global Domain Setming: 3

| g Control

o Analytics

Domain: VO55_Domain (Modified Locally) - Under edit by root

: Roles/Services - Role: Operator
T Wireless
- @ Roles
| Reports e
il Repos ® Operator
~ @ Service Repository Mame: Woperator
* & Local Services Description:
@ Service Groups TCI Overwrite: | Disabled -

@ Services
Default Actions

(Ar:i:-: Controk  Contain to VLAN b ) 1

» @ Global Services (All Demaing)

VLAN: B 1ioerAULT VLAN v

Ger-.- ce D 10010 ] 2
Class of Service:  None -
System Log: Dizabled -
Audit Trap: Disabled -

Disable Port: Dizabled

G; Aware: Disabled il ) 3

HTTP Redirect:  Disabled

Traffic Mirror: Disabled - ) Marror First 15 Packets  ©

Figure 7 - Supported Default Action fields for VOSS/Fabric Engine switches

After adding the Service-IDs to each role and enabling the AP-Aware feature on the “Access Point” role, the
Roles Summary looks like Figure 8.

Q, ExtremeCloud |Q Site Engine

.—:—. Metwork A Palicy *

A Aanms & Events

| & control
Demain: YO55_Domain (Maodified Locally) - Under edit by root

| Analytics
Roles/Services - @ Show Editsble Columns | »  Collapse All

a wireless
1
4 FRoles Raole f Service / Rule Summary

sl Reports
® Access Point fo 1 IDEFALILT VLAN] (SVC ID<B0000MAD Aware
' Access Point [1 [DEFALLT VLAN] {SWC ID:2B00200)/AP Aware]

BB Tasks .
e ® contractor @ Cortracter [1 [DEFAULT VLAN] (SVC ID:2800210)]

Guest -
®cu ® Guest [Deny Traffic]

’ Administration

© Operstor @ operator 1 [DEFAULT VLAN] {SVC ID:2800220)]

= Connect

Figure 8 - Roles Summary

Step 3: Create Services

© Extreme Networks, Inc. All rights reserved. /
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After you set up the roles, the next step is to create services. Services are containers for similar types of rules.
To create a new service, expand the Service Repository and right click on Services as depicted in Figure 9.
Give the service a meaningful name. The name will represent a group of rules that will be created in Step 4.

In this guide, the policy structure depicted in Figure 5 will be used; therefore the names of the services are as

follows:

e Deny Internal Apps
e Deny Administrative Protocols
e Permit Internet Only

Q, ExtremeCloud 1Q Site Engine
e MNetwork Poliy*

A Aarms & Events

b OpeniManage Domainis) = ‘5 Global Demain Semings 4 Tools w=

& contral
Domain: VO55_Domain (Modified Locally) - Under edit by root

lo* Anabytics

Roles/Services = | & Sinw Etirable Calurmine
'@' Wireless

AR Service / Rule

Reports
Lo Rep & access Point
B tasks ® Contractor
. Administration % cuest
& Operator

= Connect

* @ Senvice Repository
* @ Local Services

& Service Groups

& Service-

k @ Global Ser

Create Automated Service...

Expart All Services to File

- Collapsze= Al

summary

After all the services are created, the Services Summary will look like Figure 10, with no rules in them yet.

Continue with Step 4 to create rules within each service.
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Q, ExtremeCloud |Q Site Engine

a5 Network Jashboard  Policy *

‘ Alarms & Events

) L',‘-:)pf-\!,a:*nc,r Domains) = | Global Domain Semings g Tools -

ﬂ Control

|+® Analytics

Domain: VO55_Domain (Modified Locally)

Roles/Services - B Show Editsble Columns | = Collages All
T Wireless
* @ Roles o
= Sarvice ! Rule Summary
! Reparts g & )
L d rvice R i
@ Senvice Repository #% Deny Administrative Protocols Rules: 0
£ 1asks = @ Local Services
- % Deny internal Apps Rules: 0
* Administration @ Service Groups B Permit Interret Only Rules: 0
50

- @ Services

= Connect

¥ &% Deny Administrative Protocols
¥ b Deny Internal Apps
» &% Permit internet Only

» @ Global Sarvices (All Domaing)

Step 4: Create Rules

Each of the services created in Step 3 needs to be populated with rules. These rules will then be translated
into Downloadable ACL entries for VOSS/Fabric Engine switches. Right click on a service and select Create
Rule as shown in Figure 11.

Q,, ExtremeCloud |Q Site Engine

&a Network shboard  Policy ®

‘ Alarms & Events 3 I 2 £ .
@ Open/Manage Domainis) » [ Global Domain Settings » [} Toals w

& contral
|l Analytics
F Wireless

|shal Reports

Domain: VOS5_Domain (Modified Locally)

Roles/Services - © Show Ediable Columns | = Collapse Al
» @ Roles

* @ Service Repository
= Tasks * @ Local Services
'u Administration @ Service Groups

- res
= Connect @ Services

( o Deny Administrative FrDtO(O"S) 1

Create Rule...
b &% Deny Internal Apps 2

Add to Role(s)...

» b Permit Intarnet Only
.z Enable Rule(s)
» @ Global Services (All Domains)
Disable Rube(s)
Rename...
Delate
Show Role Uzage...

Export Service(s) to File

Copy

After the rule is created, two actions need to be performed for VOSS/Fabric Engine switches:

1. Edit Traffic Description: L2, L3 and L4 Traffic Classification Layers
2. Access Control: Permit or Deny
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Supported traffic description types for VOSS/Fabric Engine switches can be found in the Policy Support
section under Overview. As an example, Figure 12 shows a rule description that denies Telnet protocol.

(22| ExtremeCloud 1Q Site Engine Q o 0 L Ot | =

Domain: VOSS_Domain (Modified Locally)

Roles/Services il Rule: Deny Telnet

» @ Roles
Serice Name:  # Dany Adrministrative Protocols
Edit Traffic Description x
Description
Rule Status: Enabled
Rule Type: Al Devices
e Pratocols TCI Overwrite:  Disabled

Traffic Description

Type: None
Value: None 2
i -
¢ Actions Traffic Classification Optional Value

[« f Servi ione
System log:  Disabled
Class of Service ¥ | AudtTrp Disapled @
Disable Port sl
fe— & isable Poy Disaied
Network Resources +
Quarantine v =
Devices/Port Groups + Rale:
Traffic Mirror:  Disabled ~ [ Mirror First 15 Packets @

© Enforce | v Auto Callapse Pane!

After you create all the rules for the services, the Services Summary will look like Figure 13. Rule details are
listed under each respective service.
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@ ExtremeCloud |Q Site Engine

o Network

Policy *
‘ Alarms & Events N ~ _ N N
@ Open/Manage Domainis) w & Glabal Domain Serr | -
E Control
Domain: VO55_Domain (Modified Locally)
| Analytics
Roles/Services = O ShowEdmableColumns | v Collapsell
S -
v @ Service Repository sService / Rule Summary
w & Local Services + b Deny Administrative Protocols Rules: 4
& Service Groups @ Deny FTP [TCP Dst: FTP21))
8 Aaministration + @ Servkces @ Denys5H [TCP Dst : S5H (22]] - [Deny Traffic]
= Co » % Deny Administrative Protocols @ Deny TFTP [TCP D=t : TFTP (89))
@ Deny ETE @ Deny Telnet [Deny Traffic]
@ Deny 554 = &% Deny internal 4pps Rules: 1
@ Deny TFTP @ Deny Server ROP [TCP Dst : 3389:20.1.110.100] -> [Deny Traffic]
ey
@ Deny Telnet » & Permit Internet Only Rules: 5
= & Dery internal Apps @ rPermit sRP [Ether : ARP] -= [Permit Traffic]
@ Deny Server ROP @ Permit DHCP [UDP Dst : BootP Server (6711
» A Permit Intermet Only L @ rermitOns [UDP Dst : ONS (53)] -» [Permit Traffic)
@ Permit ARP @ Permit HTTP [TCP D2t : HTTP { - [Parriit Traffic]
@ Permit DHCP @ Permit HTTPS [TCP Dst : HTTPS (443)] -> [Permit Traffic]

® Permit DNS
@ Permit HTTR
@ Permit HTTES

» @ Global Services (All Demains)

Class of Service +
VLANS :r
Network Resources +
Devices/Port Groups +
QO Enforce | w Auto Collapse Pane!

Step 5: Assign Services to Roles

The final step in policy domain preparation is to assign the services to their respective roles. To achieve this,
select Roles and then Add/Remove under Services to add the desired services to the role. See Figure 14 for
reference.
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(i) ExtremeCloud 1Q Site Engine Q o @ 41w 5 e O E

Domain: VOSS_Domain

Roles/Services = Role: Operator

General

Name: @ operator

Add/Remove Services x
Description:
All Services & Service Groups Selected Services & Service Groups

TC Overwrite:  Disabled

= @ Service Repository o i ke | = Q
Default Actions - AC:1[DEFAULT VLAN]{N} ! -

w @ Local Services
& Deny Administrative Protocols

@ service Groups Services

& Deny internal Apps 4
&4 Permit Internet Only @ Q

- @ Services

» & Deny Administrative Protocsls
» & Deny Internal Apps Name T
» & Permit Intarnet Only

» @ Global services (all Domains)

Class of Service +
VLANs +
Metwork Resources +
Devices/Port Groups +

@ Erforce | = [ Auto Collapse Pane

After all the services are assigned according to the Policy Framework in Figure 5, save the domain to the
database as shown in Figure 15. The domain enforce will be done automatically after a VOSS/Fabric Engine
switch is discovered, onboarded, and added to the policy domain using ZTP+. This process is detailed in the
following section.

Q, ExtremeCloud |Q Site Engine

&8s Network . § Policy
yShiboa gy

l Alarms E Events . 1 :
(_;., Open/Manages Domain(s —) % Clobal Domain

‘ & control

|~ Analytics B  unlock Domain

- © Show EBdable Columns | w Collapsa &l
dg‘ Wireless = Save Domain 2

Open Domain

" lified Locally) - Under edit by root

= B Role ¥ Service / Rule Summary
ILI Reports @  Enforce Domain
Enforce Preview... W Access Point [1 [DEFAULT VLAN] (SWC 1D:2300200)/AP Aware]
= Tasks
- @ Contractor [1 [DEFALILT YLAN] (SWC ID:28002107)

@  Verify Domain

' Administration » _
s Jeny Administrative Protoc es:
Assign Device(s) to Domain... » Ja Deny Administrative Protocols Rules: 4

— Connect (-8 Deny Internal Apps Rudes: 1 / Shared: 1 Other Roles
Create Domain...
» @ Guest [Deny Traffic]
Delete Domain(s)...
» & Permit internet Only Rules: 5
Rename Domain...
* @ Operator [1 [DEFAULT VLAN] (SVC ID=2800220]]
Import/Export b
v Deny Internal Apps Rules: 1/ Shared: 1 Other Roles

Database .
- ‘e Protocols

» &% Denyinternal Apps
b b Parmit Internat Only

» @ Global Services (All Domains)
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VOSS/Fabric Engine Switch Discovery

In order to manage a VOSS/Fabric Engine switch in ExtremeCloud |Q - Site Engine, the switch needs to be
discovered and added to the ExtremeCloud IQ - Site Engine database. There are two ways a VOSS/Fabric
Engine switch can be added to the ExtremeCloud 1Q - Site Engine database. These are as follows:

Option 1: Manual Discovery

Any Extreme Networks or third-party device can be added manually to the ExtremeCloud 1Q - Site Engine
database. For this purpose, SNMP and CLI credentials should be created and added to a Device Profile which
will then be used during the discovery process.

As depicted in Figure 16, navigate to Administration and follow the steps to create SNMP and CLI credentials
for the VOSS/Fabric Engine switch. Be sure to configure the same SNMP user name, authentication and
privacy types, and passwords that are configured on the switch.

E ExtremeCloud |Q Site Engine Q o é_?)

a5 Network

Profiles  Users  Serverinformation  Licenses  Certificates  Options  Device Types  Backup/Restore  Diagnostics  Client AP Access

A\ Alarms & Events X .
@ Add... @ Edit.. @ Delete Default Profile: | public_vi_Profile ¥ Default Access Control Engine Profile: | snmp_v3_profile ¥

& control

Name SNMP Version Read Credential Write Credential Max Access Credential Read Security Level Write Security Level Max Access Security Level

|## Analytics

VOSS_v2_Profile SNMPv2 public v2 private v2 private v2
e BOSS_ESM_v2_Profile SNMPv2 public_v2 private_v2 private_v2
sl Reports BOSS_4800_v2_Profile SNMPV2 public_v2 private_v2 private_v2
= Tasks B80SS_v2_Profile SNMPV2 public_v2 private_v2 private_v2

san_security_profile SNMPV1 public_vi public_vi public_v1

8% Administration

— V0SS _v3_Profile SNMPV3 default snmp_v3 default_snmp_v3  default snmp_v3 AuthPriv AuthPriv AuthPriv
= Connect

XCCv3 SNMPV3 XCC_v3_authnepriv XCC_v3 authnop..  XCC_v3_authnopriv AuthNoPriv AuthNoPriv AuthNoPriv

cisco SNMPYZ public_vz [gp— .
(Add SNMP Credential \

Cisco_v3_Profile SNMPYZ Cisco_SNMP_v3 q AuthPriv

PoC SNMPy2 Profile SNMPY2 public_v2 ol credential Name: [

| page |1 |ofi | & | B Rese SNMP Version: SNMPV2 -]
2 User Name; snmpuser

SNMP Credentials ) CLI Credentials  Device Mapping
Authentication Type: | MDS -4

e
AUtNENtICZtIOn | e %

Name SNMP Version Community Name User ng Password: Privacy Password T
Privacy Type: -

public_v1 SNMPYT ik e pEs

default_snmp_v3 SNMPV3 snmpu QV"C‘/ PassWord: e y, bRk
private v1 SNMPv1 kA ﬂ Cancel

Cisco_SNMP_v3 SNMPV3 snmpuser WMD5 e DES SEEEEREEERE

public_v2 SNMPy2 e
private_v2 SNMPv2 T—
XCC_v3_authnopriv SNMPV3 snmpuser MD5 HrER R R

XCC_v3_authpriv_AES SNMPV3 snmpuser MD5 EsRIsEER AES siEEEEEsssREa

A CLI credential is needed to access the CLI terminal of the device directly from ExtremeCloud 1Q - Site
Engine and to run scripts or workflows that will interact with the device through the CLI. Note that the CLI
credential is also needed for RADIUS configuration on VOSS/Fabric Engine devices starting from
ExtremeCloud IQ - Site Engine version 21.11.
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(i) ExtremeCloud IQ Site Engine Q Q@ 3

i Network Profiles

M Marms & Events s
© add. [ Bn. @ Dele=  DefaultProfile: | public i Profile v | Default Access Control Engine Profiles  snmp va_profile =

Hame SNMP Version #ead Credential Write Credential Manx Access Credential Read Security Level Write Security Level Max Access Security Level CLi Credential

V055 v2_Profile public v2 private v2 Default RWA
public v2 Dafault BOSS E5M
public_v2 private w2 Default BOSS 45..
SNMPYZ public v2 private_v2 Default BOSS
san_security_profile SNMPYI public_vi public_vi public_vi SAN Security
VOS55_v3_Profile SNMPY3 default_snmp_3 defavitsnmpvd  default_snmp_v3 AuthBriv AuthPriv AuthPriv XMC
xcC w3 SNMPVE XCC_v3_authnapriv XCC_V3AUthnop..  XCC_V3_authnopriv AuthNERriy AutnNepriv AUthNGPrv xcc
cisco SHMPVZ public_v2 Add CLI Credential Default
Cisco_v3_Profile SNMPE Cisco_SNMP_vS Autheriv Cisca_CLI
Deseription 0S5, CL
vz Profile SNMPYZ pubic v2 PoC CLI Credent..
User Name: rwa
| @ | @ A=
Type: Telnet
Login Password. -
Enate Password
Description user Name Type Login Passt{Configuration Password

Default admin Talnet “ il

< No Access >

Default RWA wa Telnet W

Default BOSS ESM admin 554 i

Default BOSS 4500 AW Telnet TxmarreaTes

Default BOSS aw Teinet remene

SAN Security roat Teinet

xc = ssh wannnaes

xee i s5m ewrnrrs rrvrrres werreans

When both SNMP and CLI credentials have been set up, add a new Device Profile and bind the credentials to
the profile as shown in Figure 18.

(¢4 ExtremeCloud 1Q Site Engine B éD £l 3
&5 Network

i Edi @ Deiece DefaultProfile:  public_v1_Profile = Dafaul Access Control Engine Profile:  snmp_v3_profile =
SNMPVersion  Aead Credential Write Credential | ManAccessCredential  Read Securitylevel | WriteSecuritylevel | Max Access Security Level | €L Credential
ShMPY public_v public_vi public_w1 Default
EXTR_1_Prafile SHMP public_vt private_v1 Default
public.v2_Profite Stamavz public_v2 public.vz public_v2 Defauit
EXTR_v2_Profile SMMPVZ public vz private_v2 Default
snmp_v3_profile SNMPI _snmp_v3 default_snmp_v3 default_snmp_v3 AuthPriv AuthPriv AuthPriv Default
vOss_v1_Profile SHMP private v private_v1 Default RWA
BOSS_ESM_v1_Profile SHMAV ﬁua Profile 3“\ Default BOSS ESM
B0S5_4800_v1_profile SNMBa public_vi Default BOSS 48...
BESS v1_Profile SHMBVE PRONE pime Defaut 8055
VOS5_wz_Profile ShMP2 SNMP Varsion: x Default RWA
Read - -
| page |4 a1 4
wirite: VOS5_snmp_v3 - Wirite Security: -
SNMP Credentials redent Duvice Mag Max Access: V0SS _snmp v3 - Max Security: -
O Ade CulCredential: | VOSS_CL -
Mame SNMP Version Community Name ul \ ey Password |
public_v1 SHMPVI ananie
SHMPI nmpuse SHA B ety T3 B ettt
SNMPYI
Cisco_SNMP V3 SHMP3 snmpuser MD5 Wi DES L
S — P e MDS serseerrees DS ORI
public_v2 SHMP rrdar
XCC_v3_authnopriv NMpuser MD5 Akt ik
XCC.v3_authari AES e vy MOS RE— AES OS—
| page | 1 of1 o § Reser

After the Device Profile is set up, navigate to the Network menu from the left pane of ExtremeCloud IQ - Site
Engine and select the Devices tab. Select the relevant Site for the VOSS/Fabric Engine switch to be added in
and then right click on that Site and select “Add Devices”.
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'Q'} ExtremeCloud |G Site Engine

‘ Alarms & Events

Sites - v VOss
& conirol
Mame .
Actions
[ Analytics - £ World
v Automatically Add Devices Collection Made; Historica -
= Wireless = O Extreme
& voss ~ Add Trap Receiver Collection interval 15 a
(rminutes)
& Thirdoarty ' Receive
+ [l Topology Definind
- e
& FC_test @ | wiebview
» G service Definition) 388 | FlexView
» O Fc_services More Viaws b
anfiguration
© | Configure.
@  cCompass Search,
& Redt vendor Family Topology Task
£ Clear slarms.,
X Upgrade Firmware...
| Addto Device Group...
More Actions ¥
Archives ¥
fice to Podicy Domain
Network ¥
Tasks ¢
MapsrSites ¥ nitral
Policy

»
fce to Access Contrad Engine Group

Alternatively, if there are multiple switches that need to be onboarded, a more convenient method is to use
the “Discover” operation under the Site as illustrated in Figure 20. The Discover type can be a Subnet, a Seed
Address, or an Address Range.

ExtremeCloud 1Q Site Engine Q o &9 0 o3 &l i E
| & Network *

Devices

Sitas - evice Sita
M
s
w & world
- & Extrame Addresses Profiles
=N ;
& ThirgParty
- Enabled | DiscoverType  Address Accept  Name Reject
= &l Topciogy Definitions
& Subnet 1020016 [

&l Fe_test
= B Senice Definitions

» & resenvices

Add Address. x
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Option 2: Automated Discovery through ZTP+

Adding or discovering switches manually can be cumbersome for the network operator and require follow-
up configuration after the switches are added to the ExtremeCloud 1Q - Site Engine database. A better
method of discovery for VOSS/Fabric Engine switches is through the use of Zero Touch Provisioning Plus
(ZTP+). VOSS/Fabric Engine devices, starting from version 8.2.5, support ZTP+, which enables them to send
information to ExtremeCloud IQ - Site Engine automatically after they are initially powered up with factory
default settings. When a VOSS/Fabric Engine device is discovered in ExtremeCloud IQ - Site Engine through
ZTP+, it can quickly be added to the ExtremeCloud 1Q - Site Engine database with minimal to no manual
configuration. This process minimizes the amount of time needed to configure a new device and deploy it on
the network.

For the ZTP+ process to work properly, there are some prerequisites which are listed below:

e The switch should have a factory default configuration. After a configuration file is saved, the
ZTP+ process will not run on the next reboot of the switch.

e The switch should be able to reach the DHCP server and receive IP address through its OOB
interface or Management VLAN.

e The switch should obtain one or more DNS servers and a domain name from the DHCP server.

e The switch will make a DNS query to resolve extremecontrol.domain to start the ZTP+ process
and reach ExtremeCloud 1Q - Site Engine. extremecontrol.domain should resolve to the
ExtremeCloud I1Q - Site Engine IP address.

When the prerequisites are fulfilled and the switch is powered up, it will appear in the Discovered tab as
shown in Figure 21.

| i) ExtremeCioud I Site Engine Q ogp o3 O i =

Select the switch and select Configure Devices. In the resulting pop-up window, modify the ZTP+ settings as
needed. If the site is already configured with “Add Device Actions”, the default site can be selected as
illustrated in Figure 22, such that all the site settings related to ZTP+ are inherited automatically.
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Configure Device

Device ID System Name Device Nickname Device Type Poll Type 5ite Precedence Site Firmware Serial Mumber

20246-0013% 5520-48T-VOSS SHMP MorldfExtremenD,. 8420 2024G-00139

System Name: 5520-48T Default Site: WOrI/Extreme/VaSS - @

iTopology Definitions

Contact: administratos Site Assignment =
Precadence:
Location: Read| 1
e Poll Group: -
Administration VOS5 v3_Profile -
s VOS55_v3_Profile Poll Type: -
SHMP Timeout 3 —

SNMP Fetries:

Topalogy Layer: L2 Access -

To automatically add the VOSS/Fabric Engine switch to the policy domain and Access Control Engine group,
navigate to Add Device Actions and select the appropriate Policy Domain and Access Control settings as
shown in Figure 23. Then select Save.
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Configure Device

Device ID System Name Device Nickname Device Type Poll Ty
2024G-00139 3920-48T-VO55 SHMP
ki 1 Device Annotation  WRF Definitions  VLAN Definitions  CLIP Addresses
Policy
(3 Add Device to Policy Dornau') 2
Policy Domaln: 3 - Import VLANS. ..
Access Control
ﬁ Add Device to Access Control Engine Group \
Access Control Engine Group: Defaul -
Switch Type: Layer Z Qut-Of-Band b
Primary Engine: Controf-1/10.8.255.104 -
Secondary Engine: None - 4

Auth. Access Type:

Wirtual Router Marme:

RADIUS Attributes to Send:

Mebwork Access

Extreme VOS5 - Per-User ACL

L\Rnulus Accounting: Enabled
Management RADIUS Server 11 MNone i
Metwork RADIUS Server: None =

Advanced Semings

Auth Access Type “Network Access”, “Management Access” and “Any Access” for
VOSS/Fabric Engine switches are supported starting from ExtremeCloud 1Q - Site Engine
version 21.11.
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If the shared secret will be different from Access Control’s default shared secret, select
Advanced Settings under Access Control in Figure 23 and set the shared secret to match
the one that will be configured on the VOSS/Fabric Engine switch. Otherwise, the default
shared secret (ETS_TAG_SHARED SECRET) will be used.

After saving the ZTP+ settings, the status should change to ZTP+ Staged as shown in Figure 24, meaning
that ExtremeCloud IQ - Site Engine will now push the configured settings to the VOSS/Fabric Engine switch.
If there are no issues during this process, after a couple of minutes the switch will disappear from the
Discovered tab and will automatically be added to the respective Site under Devices.

&

ExtremeCloud IQ Site Engine Q ogh os e e =

evices  Discavered

@ OcariDeviees | ) PreRegister Device a B | Q| Refesh3osec
P Address Connected IP Address Family Type Serial Number Baze MAC Profiie Status Details Firn
& Discovered ID: 2024G00139

108231 108231 Unified Switching VOSS SSA-4STVOSS  2024G-00139 00:04:96:11:54:00 vOss_va_Prafile

Figure 24 - Status change from ZTP+ Pending Edit to ZTP+ Staged

NOTE

The initial step of configuring the ZTP+ default settings and adding the VOSS/Fabric
Engine switch to the appropriate Site can also be automated with the Global IP to Site
Mapping feature. Follow the steps highlighted in Figure 25 to map a subnet to a specific
site such that when the switch is initially discovered, ExtremeCloud IQ - Site Engine will
assign the switch to the correct Site according to this mapping.
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. ExtremeCloud IQ Site Engine

Q ogd 40 O s | =

iorkd
& control
|## Analytics
Ending 1P Address: DNS Server 3: Poll Group: Defauit - i
4 Extreme
Gateway Address DNS Search Suffc £oll Type: NP -
& voss
& Thirdpeny Managament interface: | Default v NTRserver Ste Assignment P Range, LLOP -
Precedence: :
~ [ Topology Definttions. T
&) FC_test
= Connec -
Todtonle ~ B Service Definitions Configuration/Upgrade -
» @ FCservices Configuration Updates: | ahways - Firmware Upgrades: Always -
Device Protocols -
Teinet: [ Enabled HTTP: [ Enabled Lace: Enabled MSTP: 2 Enabled
ssM: (¥ Enabled HTTPS: (¥ Enabled UDP: [ Enabled POE: (¥ Enabled
SNMB; ¥ Enabled FT®; & Enabled MVRP: & Enabled VHLAN: Enabled
Global IP to Site Mapping -

P Range Associated Site 6 Prionty

Figure 25 - Global IP to Site Mapping for Automated Site assignment during ZTP+

CAUTION

When a device is added to the ExtremeCloud 1Q - Site Engine database, the license is checked
before the Site Discover Actions are performed. The onboard status and license state of the
switch can be checked from Diagnostics / System / Device Message Details, and Site Discover
Actions can be verified from the Operations tab as shown in Figure 26.

€4 ExtremeCloud 1Q Site Engine Q olelnn

Level: Diagnastic w Dingnossic Ac ExtrerneCloud IQ Device Message Details
b Access Control § Rese Autn Onboard ExtremeCloud I - Ste Engine Force Onboard 1o BrremeCloud K] Send Seatissics to ExtremeClaud I Show Extrer g ®B|a
|2 Analy »  Application Analytics
Type Senal Number Qualy  Total Success  Falled Onboard | Onboard Status UcenseState | Heaith Last sent

= wirel b Flows
7UIVR 100 1 1 o true DEVICE_ALREADY_REPORTED_BY_XM...  XIQ_NAVIGATOR 051411 PM

Cisco 3750

Btz Features

Virtual Access Cont..  D05USG8654E9 100 1 1 o true DEVICE_ALREADY_REPORTED_BYXM..  XIQ_PILOT
v Client
NQSE1AE284470... 100 1 1 o SUCCESS XIQ_PILOT 1041411 BM
¥ Experimentsl Features
A o o o UNKNOWN DO_NOT_ONB..  NiA
» Historical Statistic Collector
( 108931 Nin a o o DO_NOT_ONB..  NiA
b Server
08312 2024600139 100 1 1 o true XQPLOT ) 11012021 04ttt oM
» Support
v System
Add Device Thread
Alarm/Event Det
Device Status Details
Endocint Cache
Extremetloud IQ Device Message Det
v o | @ e Displaying 6 rows
.
Start Time Type Target Aesult progress | LastTime Message User
2 Discovar Site Actions - Mon Nov 01 2021 14:55:05 GMT+0100 (Central European Standard Time) = Progress: 100% - Success
Mon Now 01 2021 14:55:14...  Discover Site Acti Devi Success Mon Nev 01 2021 14:56:1..  Site Discover Action; Trap Receiver Registration Server
Man Now 01 2021 14 Discover Site Actl.. 1 Devi Suctass Mon Nov 01 2021 14:55:3..  Site Discover Action: Syslog Receiver Registration Server
Man Now 01 Oiscover Site Acti.. 1 D success  ([EEEEE)  Mon Novor 2021 14is5:3..  Sie Discover Action: Add to Archive [Complete] Server
Mon Nov 01 2021 14:5: Discover Ste Acti. 1 Devices Success BB von nov o1 2021 1assen.. (Sne Discover Action: add ta Palicy Domain £ Enforcs [Successfully added to domain / Enfarce Complete] ) Server
Mon Nov 07 2021 14555:14...  Discover Site Acti.. 1 Devices success  ([EICRN)  Mon Nov01 2021 141560, Ste Discover Action: Port Default Role [Port default role set successfully] Server
Mon Now01 2021 14:55:14...  Discover STe Ati.. 1 Divices complete Mon Nov 012021 1455533, Ste Discover Action: Enable Collection Server
o MonNovo Discover Site Acti... 1 Devices success  ([JEEEAR) Moo NovO12021 1455611, Site Discover Action: Add device completed Server
2
S MonNovol Discover SRAACHL. 1 Devices complete  ([TER)  won Nov 01 2021 1asssi3., (s te Discover Action: Add to Access Control Engine E»c.w) Server
%
€ MonNov12021 14i8805...  Discover Site Acti.. 1 Devices success ([EGRI) Mon NovO1 2021 1455:1...  Site Discover Action: Determining Actions 8y License completed Server
o
Inventory Audit - Mon Nov 01 2021 14:54:11 GMT+0100 (€entral European Standard Time] — Progress: 100% - Success

Figure 26 - Switch Onboard Status and License State Verification
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Navigate to the policy domain and select Devices/Port Groups as shown in Figure 27 to validate that the
VOSS/Fabric Engine switch was added to the domain.

@ ExtremeCloud 1Q Site Engine

d—. MNetwork ar 1 8

A Aarms & Events i 3 ; R .
i OpeniManage Domain(s) = 4% Global Domain Settings = 4 lools =

| B control

Domain: VO55_Domain

|#* Analytics

Roles/Services + =S
& Wireless it
Class of Service + 1l | v  BiEasiis
|l Reports | B Expartto CSV
VLANS + Mame Default Role Aliz

== Tasks

v Ml 5520-48T-vOS5 [2 ports]
&8 Administration Network Resources + il
» [ Slot1 [48 ports]

= Connect (DevicesfP ort Gro ups) 2 L B
¥ § Slot2 4 ports]

Devices  Port Groups » #ll Ports (2 portz)

by 1P - » B Other Components
* @ P (1 device)

B 10.8.3x(1 device)

® voss 5520287 | 3

Figure 27 - \JOSS/Fabric Engine switch added to the policy domain via ZTP+

Finally, navigate to Access Control and select Engines to verify that the VOSS/Fabric Engine switch is also
added to the Control Engine group.

(e4)] ExtremeCloud IQ Site Engine Q o 69 0 10 [ 2 i SRS =

e . ’ i

M Marms & Events

Configuration + Engine - Control-1/10.8.255.106
| & control
Group Editor + ta End u 3

o Analytics

O Ado 2 Refresh
2 o-
= Engine Groups 1P Address T Nickname Status System Name: Primary Engine Policy/VLAN Policy Domain Authentication Access Type
~  Default (70.3.17 2 VOS5 5520-48T Contact Established VOS5 _5520-48T 10.8.255.106 Extreme VOS5 - Per-User ACL VOS5_Domain Network 4.((&55) 4

= Control1/10.8.255.106

b Al Engines

Figure 28 - VOSS/Fabric Engine switch added to Access Control Engine group via ZTP+

CAUTION

In the tested version of ExtremeCloud IQ - Site Engine (21.11.10.57), when VOSS/Fabric Engine
devices are added to ExtremeControl through ZTP+ or through run site actions, the Extreme
Policy attribute is assigned by default as Radius Attributes to Send. This will be corrected in
a future release. As a workaround, manually change the attribute value to Extreme VOSS -
Per-User ACL so that you can use Downloadable ACLs.
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Access Control Preparation

Step 1: AAA Configuration

Under Access Control, select the Configuration section, expand AAA in the Configuration tree, and right-
click the Default AAA configuration. Select Make Advanced.

C(, ExtremeCloud 1Q Site Engine

b Network ashboai Access Controf

Alarms & Events %
9 Configuration —  Basic AAA Configuration - Test
& control
* Configurations [ Authenticate Requests Locally for: ] MAC (Al W MAL (PAR) [ MAC (CHAR) W MAC (MsCHAR) ) MAC (EAP-MDS)
|#” Analytics o
w Default
Primary RADIUS Server: e -
T wireless il rimary RADIUS Server Mene
|l Reports Ass: Default
Portal: Default LDAP Configuration: Mone i
* Administration v ARA Local Password Repasitary: Default >
Default
— Connect T Update Trusted Authorities Mo information available.
LDAP Cond

Delete Aas Configuration

»  Profile
b Captive Portals

b MNotifications

»  Vendor RADIUS Attributes

»  Global & Engine Settings

Group Editor +

Engines +

Figure 29 - AAA Configuration -1

Select the Any authentication rule and then select Edit.
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C(') ExtremeCloud IQ Site Engine

5 Network

M Aarms & Events

Configuration
& control
¥ Configurations
b Default
- AA
Default
LDAP Configurations
»  Local Password Repository
& Administration

RADIUS Servers
= Connect

Notrfications

»
>
b Vendor RADIUS Attributes
3

Global & Engine Settings

— Advanced AAA Configuration - Default
[# Authenticate Requests Locally for: (& MAC {all)

Local Password Repasitory:

Join AD Domain: Auto Detect

Update Trusted Authorities No info
Authentication Rules

0 s @i | ats 7w

Authentica... | User/MAC... Authentica...

Locath RADI
Type Match fion Method s
Server
|:> Any * Any LDAP AUth..  None

Figure 30 - AAA Configuration - 2

Secondary
RADILS
Server

None

3rd RADIUS
Sarver

None

4th RADIUS
Sarver

None

Q & @0 0N [ 2 s SRR
Inject Inject o s
Authentica.. | Accounting | ol i °= 'Y Falthrough
Attrs Attrs = ™ i o
None None ReadingADs  Default

In this section, LDAP Authentication will be used. In the Edit User to Authentication Mapping window,
change the Authentication Method to LDAP Authentication and then select OK.

Edit User to Authentication Mapping

Authentication Type:

User/MAC Host:

Location:

Authentication Method:

Any

(® pattern () Group  *

Proxy RADILIS [Failower)

Primary RADIUS Server:

nject Authentication Attrs:

nject ACcounting Attrs:

After you select LDAP Authentication, a new LDAP configuration needs to be created so that Extreme

Prosty RADHUS (Failower)

Proxy RADIUS (Round Robin)

LDAP Authentication _)

Local Authentication

Maore

Mone

Figure 37- AAA Configuration - LDAP Authentication Setting

Control can communicate with Active Directory. Select the drop-down menu in LDAP Configuration and
then select New as shown in Figure 32.
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Edit User to Authentication Mapping x
Authentication Type: Arty -
User/MAC/Host: (8 Pattern O Group

Location: Ay -

Authentication Method: LDAP Authentication -

LOAP Authentication Type

Supported RADIUS Type
LOAP Configuration: Mone -
LDAP Palicy Mapgping:
Monage...
None
Reading A= it

Figure 32 - AAA Configuration - Add LDAP Configuration -1
Follow the steps illustrated in Figure 33 to populate LDAP configuration fields.
1- Configuration Name: Give a name to the LDAP Configuration

2- LDAP Connection URL: Select the Add button and provide the IP address of the LDAP server(s). The
URL format must be the following: Idap://a.b.c.d:389 or Idaps://a.b.c.d:636. More than 1 LDAP Server is
recommended for high availability.

3- Administrator Username and Password: DOMAIN\Username of LDAP user to perform LDAP lookups
and password of username.

4- Search settings: To create the search roots, FQDN of the domain needs to be broken into separate DC=
statements, command delimited. And add CN=Users and CN=Computers at the beginning of User and
Computer search roots respectively.

5- Populate Default Values: At the bottom, select Populate Default Values, select Active Directory User
Defaults, and then select Save.
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Edit LDAP Configuration x

Configuration Name: Reading ADs 1

LDAP Conmection URLs

2

'd Add... & L

Idap: /i 0.8, 255, 160:388

Authentication Settings

Administrator Username: READIMNG UM

Administrator Password: sesemrrinanar A

Timeout {seconds): 4 -
Search Settings

User Search Root: CN=Users.DC=reading DC=ctc.DC=loca

Host Search Root: CH=Computers.DC=reading. DC=ctc, DC~=kocal 4

OU Search Root: DC=reading, DC=ctc,DC=local
Schema Definition

User Object Class: user

User Search Attribute: sAMAccountMame

Keep Domaln Mame for User Lookug: [

User suthentication Type: NTLM Authentication w

Himet Sihiort Flace: e 5 %

Test... | Ec.:_-:'.-z Default '.'a-lues)

Figure 33 - AAA Configuration - Add LDAP Configuration - 2
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Save the configuration, and Enforce again as shown in Figure 34.

(£Z)] ExtremeCloud IQ Site Engine Q & 0 0 n O E

ta Network Access Control

M Alarms & fvents

Configuration — Advanced AAA Configuration - Defauit
& contral
T Cantelriiie @ Authenticate Requests Locally for: [ MAC (A}

Lo Analytics

b Default
Local Password Repositary: Default
- ARA
Default Join AD Domain: AUto Detect
LDAP Configurations
date Trusted Authorities Mo Information available.
*  Local Password Repositary
RADIUS Servers Authentication Rules
»  Profiles 9 Add @ Edt. @ Delewe Alp ¥ Down
b Captive Portals
Authentica... | Lser/MAC/. Authertica.. oo SeONAAY | admADIUS | AMRADILS | T e LDAP LDAP Pol
¥ Notifications ™ Location g " RADIUS RADIUS % 2 Authentica...  Accounting PO Eaikthrough
Type Match Method . : Server Server i i Configurati..  Mapping
b Vendor RADIUS Attributes i erver = :
* »
+  Global & Engine Settings Any Any Local Auth..  None None None None None None None Default
Access Control Engine Enforce SR
O Engine P Address Status Result Details
B8 Ccontroi1 10,8.255.106 Audit Comple.
[ Force Recanfiguration for All Switches Force Reconfiguration for Captive Portal

Group Editor +

Engines

Figure 34 - How to enforce the configuration in ExtremeControl

Step 2: Create Rules

In order to test the Downloadable ACL configuration, 802.1X authentication will be used and an LDAP User
Group will be created and added as a Rule Condition. To accomplish this, select the Access Control tab and
expand Configurations > Default. Select Rules and then add a new rule.

Q, ExtremeCloud |Q Site Engine

é; Network

‘ Alarms & Events

Configuration - Rules
| & control _ 3

w  Configurations 5 Edir. g Copy. & Delewe View.., = Advanced Lecations

| Analytics POy
¥ Default Enabled Rule Name Profile Descript
F Wireless
b 2 v Blacklist Quarantine MAC Profile

|i| e AN Dedal v Assessment Warning N
- Portal: Default
= Tasks Access Point Access Point MAC Profile

BOAAA
& Administration Server

»  Profiles
= Connect Printer

»  Captive Portals

ViolP Phone
b Notifications
Page 1 of 1 | 4

»  Vendor RADIUS Attributes

b Global & Engine Sedings Accept Palicy - Role Details (Domain: Cisco_Wired)

# SpecifyChange Domain & View/Edit Domain

]
Role / Service / Rule Surmmary

Figure 35 - How to add a new rule in Access Control -1

Name the rule Contractor_Rule. Then select the User Group drop-down list and select New. Select LDAP
User Group as the Type, and name the User Group Contractor_Users.
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Add Rule

o
MNarme: Contractor_Rule [ Rule Enabled
Description:
Group Label: Marne e
Conditions
Authentication Method: Any -
Uger Group: Any vk
End-System Group: @
Manage...
Device T}'P@ Group: :
Ay

Location Group: Local Password Repository

Time Group; Usiers
Administrators {2
Actions Contractor_Users &

Figure 36 - How to add a new rule in Access Control - 2

Create Group

Name: A umigque name for this group., Desoription: Optionally add a description to
this group.

Type: | Uszer: LDAP User Group i

( User: LDAP User Gmup)
Mode:

User: RADIUS User Group
-."} HAdd... User: Usarname ribute Lookup... OU Impart... Uy
Artribute Name Attribute Value Description
Fage of 0 £ [E Reset

Mo data to display

Info... E Clgse on Save m Cancel

Figure 37- How to create an LDAP User Group in Access Control -1
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At this point, there is no link between the created User Group and LDAP Server. Therefore, Attribute Name
and Value pair need to be added to this LDAP User Group in order to look the user up in LDAP Server during
the authentication process. Easiest way to add Attribute Name and Value pair is to select Attribute Lookup
as shown in Figure 38 and search for a known user name belonging to the relevant LDAP User group, which
is in our example Contractors.

Create Group x
Mame: Contractor_Users Description:

Type: User: LDAP User Group -

Mode: (& match any O match Al O Exists

L Add... |( o Artribute Lookup. ) QU Import 4

[:ll_li_"r}l LDAP for attributes to add to this Eroup

Attribute Name Artribute Value

Tl
T
=
[=

€

L

|

¥

[

[=

T

Figure 38 How to create an LDAP User Group in Access Control - 2

Select the LDAP Configuration created in Figure 33 and search for an Active Directory user belonging to
Contractors OU. Then add the memberOf attribute name and value pair as shown in Figure 39.
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LDAP Attribute Lookup ]

LISer Search

SAMACCOUNTN am 1 Search

Connection Test

[ Attribute Name Attribute Value

[ lastiogon L] -
] lastlogonTimestamp 132338602216801604

[] logonCount 0 Z
| memberof CH=Contractors,CN=Demao and Teat.CN-Users.Dc-reading,Dc-ctc.Dc-l.)

O name contractort

[0 objectCategory CN=Person.CN=5chema.CH=Configuration, DC=reading. DC=cte.DC=local

[0 objectClass top

[ objectClass person

L) objeceClass organizationalPerson

[[] objeceClass user 3 -

Add Selecred Cancel

Figure 39 - How to create an LDAP User Group in Access Control - 3

The LDAP User Group and the Access Control rule will look like the ones depicted in Figure 40 and Figure 41,

respectively.

Create Group »
Mame: Contractor_Users Description: Optlonally add a description to
this group
rcde: ® macchany O matchal O exists
& Add... | d Artribute Lookup... OU mpaort.... i
Attribute MName Attribute Value Dascri..
memberCf CH=Contractors, CN=Dema and Test CN=Users.DC=reading DC=cte. DC=local
Page 1 of 1 B & Reset Displaying 1 - 1 of 1
Infa, [+ Close on Save Cancel

Figure 40 - LDAP User Group Example
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Add Rule ®
Manni: W Rule Enabled
Description:

Group Labeh Narne i
Conditions

Authentication Method: Any -

User Group: - (] trvert
End-System Group: Any -

Device Type Group: Ay -

Location Group: Ay -

Time Groug; Any -
Actlons

Profile: (Contractur Profile n;.o.utu]J -

More.

Figure 47 - Rule example with User Group condition

Additional conditions can be added to the rule depending on the use-case. When the rule is created,
remember to enforce this configuration to Access Control Engine(s).

Profiles for each role created in the policy domain are auto-created when a switch is
added to the Access Control Engine group with the same policy domain.
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VOSS/Fabric Engine Switch Configuration

The main goal is to minimize manual CLI configuration of the VOSS/Fabric Engine switch as much as
possible. Below are snippets of CLI commands needed for specific features. When ZTP+ is used as the switch
discovery method, which is the preferred method for this guide, both SNMP and RADIUS configurations will
also be automated. All the rest of the configuration is automated through ZTP+ and Auto-sense
functionalities.

SNMP Configuration

SNMP configuration is sent to the switch during onboarding via ZTP+. Below are the CLI commands in case
manual configuration is preferred.

conf t
cli password xmc read-write-all

Do you want to change username for the default RWA user ?
(y/n) 2y

Enter the old password : rwa

Enter the New password : password

Re-enter the New password : password

snmp-server user snmpuser sha snmpauthcred aes snmpprivcred
snmp-server user snmpuser group initial

no snmp-server user initial

RADIUS Configuration

config terminal

radius server host 10.8.255.106 key ETS TAG SHARED SECRET used-by eapol
radius enable

radius accounting enable

radius dynamic-server client 10.8.255.106 secret ETS TAG SHARED SECRET enable
eapol enable

end
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Verification - Client Testing

Clients that are attached to the VOSS/Fabric Engine switch with 802.1X supplicants properly configured will
be 802.7X authenticated. When the user logs-in with the appropriate user credentials that belong to
Contractors OU in the Active Directory, the Rule Engine processes the authentication request. The Rule
Engine selects the rule for which all the conditions are “True” (conditions are logically “AND"ed), and the
respective profile is applied.

If for some reason the desired rule and profile are not applied, the Configuration Evaluation Tool can help
you troubleshoot the Rule Engine settings. The tool can be accessed directly from the End-Systems table by
right clicking on the end-system in question as shown in Figure 42.

E ExtremeCloud IQ Site Engine Qo 0O O O
ML Aarms & Events = . P -
MAC Address e DeviceType P Address Host Name User Name Authentication Type  Reason Profile o
1 " w s A ners — o

|

Lastseen |

‘Simulate running the NAC rule engine using the selected end-system record.

Figure 42 - Configuration Evaluation Tool

The assigned profile and ACL entries can be verified on the VOSS/Fabric Engine switch by issuing the
command show eapol sessions eap PortNum verbose and show filter acl. See Figures 43 and 44. More
VOSS/Fabric Engine CLI commands to verify and troubleshoot authentication and authorization steps can be
found in the troubleshooting appendix.

Figure 43 - Verify EAP Session Details from the VOSS/Fabric Engine CLI

© Extreme Networks, Inc. All rights reserved. / 38



ExtremeCloud |IQ - Site Engine and ExtremeControl - VOSS/Fabric Engine Downloadable ACL Guide

1-48T : Ifishow

ERERE AR AR RRRRE RN

Figure 44 - \Verify Downloadable ACL Details from the VOSS/Fabric Engine CLI

The End-System table Authorization column also shows the Downloadable ACL which is sent to the

VOSS/Fabric Engine switch as seen in Figure 45.

ExtremeCloud 1Q Site Engine

& administration

= Connect

End-System Events and Health Results

Authentication Type

1_Deny_Teinet ethernet -
0xB00 & ip ip-protocol-type eq tep &
&

2 Deny SSH ethemet ether-type eq
0x800 & ip ip-protocol

_Deny_TF!
0x800 & Ip ip-protocol-type eq tcp &
protocol dst-port eq 69 & action deny”
Extreme-Dynamic-ACL~'ace 5 sec name
5 Deny Server fIDP ethernet ether-type
eq (x800 & ip ip-protocol type eq top &
protocol dst-port eq 3389 & ip dst-ip eq
20.1.110.100 & action deny
Extreme-Dynamic-ACL:

Figure 45 - \erify Downloadable ACLs from the End-Systems table in Access Control
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Appendix - Troubleshooting

ZTP+ Troubleshooting

When troubleshooting ZTP+ from a VOSS/Fabric Engine switch, the following CLI commands are useful for
understanding the state of the cloud connector on the switch.

e show application auto-provision

VOS5 5520-48T:1l#show application auto-provision
R R R R R R AR R R R R R AR R R AR AR R R R R AR R R R R AR R R R R R R AR AR R R R R R R R R R R R R R R R R R R

Command Execution Time: Fri Nov 05 15:27:10 2021 GMT

R T

Auto-provision Info

Cperational Status : Complete

e show logging file

Downloadable ACL Troubleshooting

When troubleshooting a VOSS/Fabric Engine switch, several commands are useful for verifying specifics
related to client sessions and Downloadable ACLs.

e show eapol session-stats interface gigabitEthernet <interface>

V055_5520—43T:1#5h0w eapol session-stats interface gigabitEthernet 175

R R R

Command Execution Time: Fri Nov 05 15:06:34 2021 GMT

e

Eap Authenticator Session Statistics

PCRT MAC SESSICH AUTHENTIC SESSICH TERMINATE TUSER
M D METHCD TIME CRAUSE HAME
1/5 00:50:56:86:5d:f1 0000004c remote—-Server 0 day(s), 06:43:35 not-terminated READING\contractorl

e show eapol sessions eap

V055_5520—45T:l#5h0w eapol sessions eap

Command Execution Time: Fri Nowv 05 15:17:44 2021 GMT

Eap Cper Status

PCRT MAC FRE VLAN PRI Flex-UNI I-SID VLAN:I-SID
HUM STATUS ID Enable SCURCE
1/5 00:50:56:86:5d:f1 authenticated N/A Q true radius 0:2800210

Total Humber of EAP sessions : 1

e show eapol sessions eap verbose

\’055755207‘1-3T:l#530w eapol sessions eap verbose

Eap Oper Status Verbose

PCRT MAC PLE VLAN PRI Flex-UNI I-SID VLAN:I-SID BCL ACEs RADIUS DYNAMIC
HUOM STATUS ip Enable SOURCE SETTINGS
175 00:50:56:86:5d:f1 authenticated N/& (1] true radius 0:2800210 1 1,2,3,4,
5,6
Total Number of EAP sessions : 1
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e show filter acl

VOS5 5520-48T:1#show filter acl

W R R R R R R R R R R R R R R R R R W R R R R R R R R R R R R R R

Command Execution Time: Fri Hov 05 15:22:13 2021 GMT

L

Vian/VSH ACL Table

Acl Typ= AclHame Pkt Typ= State Origin § of Defaultr CtrPkt Vlian/I-sid
Id ACEs Action Fule Id

Vlan ACL Global-Action Table

Acl Type Ipfix Monivor Honitor
Id Das-MHlt Dst-Port

Port ACL Table

Acl Type Acliame FktType State Origin # of Default CtrFkt Fort
Id ACEs Action FRule
1 (}ngzess Contractor nonipvé enabled eap E permit permit L1/% _]

Port ACL Global-fction Table

Acl Type Ipfix HMonitor Honitor
Id Dec=Hlt Dac=Forc
1 Ingress Disable ]

Displayed 1 of 1 Encries

e show eapol sessions eap <interface> verbose

V05575520—481:1#5h0w eapol sessions eap 1/5 verbose

E R AR R R R AR R R R AR R R R AR R R AR R R AR R R A AR R A AR R R AR AR R A AR AR AR AR R A AR AR A AR AR AR R R AR R AR
Command Execution Time: Fri Nov 05 15:25:00 2021 GMT

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

Eap Oper Status Verbose

PORT MAC PRE VLAN PRI Flex-UNI I-SID VLREN:I-SID ACL RACEs RADIUS DYNAMIC
NUM STRIUS iDp Enable SOURCE SETTINGS
1/5 00:50:56:86:5d:f1 authenticated N/R a true radius 0:2800210 1 1,2,3,4,

5,6

Total Number of EAP sessions @ 1
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802.1X Supplicant Configuration for Windows Clients

Below are the Windows 10 802.1X supplicant settings for Protected EAP (EAP-PEAP) authentication by using
the Windows logon name and password as credentials.

¥ Lab Properties x Protected EAP Properties X
Networking Authentication  Sharing .
When connecting:
Select this option to provide autherticated network access for [ verify the server's identity by validating the certificate
this Ethemet adapter
EA Enable IEEE 802.1X authentication Connect to these servers (examples:srv 1;5rv2;, *\.srv3\.com):

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) ~ Settings

Trusted Root Certification Authorities:

D%nefnbsmyaederﬁakforﬁns connection each [l Baltimore CyberTrust Root ~

time I fogged on [ Class 3 Public Primary Certification Authority

[ Fallback to unauthorized network access [ bigiCert Assured ID Root CA

[[] pigicert Global Root CA
e T [[] bigiCert Global Root G2
[ DigiCert High Assurance EV Root CA
[[] Glebalsign v
< >
Notifications before connecting:
Tell user if the server name or root certificate isn't specified 3
EAP MSCHAPv2 Properties x
==
Select Authentication Method: When connecting:
Advanced settings X Secured password (EAP-MSCHAP v2) A Automatically use my Windows logon name and
. Elpnmrd (and domain § ary)
802. 1X settings [~]Enable Fast Reconnect
[ spedfy authantcation mode [] pisconnect if server does not present cryptobinding TLV = -
[C]Enable Identity Privacy [ ok |
User authentication b Save aedentials

Delete credentials for all users

EA Enable single sign on for this network E Cancel

(@) Perform immediately before user logon
(O Perform immediately after user kogon

Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sgnon

O This network uses separate virtual LANS for machine
and user authentication

Figure 46 - Windows 10 802.1X supplicant settings for EAP-PEAP authentication

© Extreme Networks, Inc. All rights reserved. / 42



ExtremeCloud 1Q - Site Engine and ExtremeControl - VOSS/Fabric Engine Downloadable ACL Guide

Terms and Conditions of Use

Extreme Networks, Inc. reserves all rights to its materials and the content of the materials. No material
provided by Extreme Networks, Inc. to a Partner (or Customer, etc.) may be reproduced or transmitted in any
form or by any means, electronic or mechanical, including photocopying and recording, or by any
information storage or retrieval system, or incorporated into any other published work, except for internal
use by the Partner and except as may be expressly permitted in writing by Extreme Networks, Inc.

This document and the information contained herein are intended solely for informational use. Extreme
Networks, Inc. makes no representations or warranties of any kind, whether expressed or implied, with
respect to this information and assumes no responsibility for its accuracy or completeness. Extreme
Networks, Inc. hereby disclaims all liability and warranty for any information contained herein and all the
material and information herein exists to be used only on an "as is" basis. More specific information may be
available on request. By your review and/or use of the information contained herein, you expressly release
Extreme from any and all liability related in any way to this information. A copy of the text of this section is
an uncontrolled copy, and may lack important information or contain factual errors. All information herein is
Copyright © Extreme Networks, Inc. All rights reserved. All information contained in this document is subject
to change without notice.

For additional information refer to: http://www.extremenetworks.com/company/legal/terms
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