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Introduction to ExtremeIOT Essentials 
ExtremeIOT Essentials is a simple IoT security solution that is designed to protect high risk, wired IoT devices. 
Through the application of security profiles, it controls IoT device attachment and access to the network. It 
locks down IoT communications to only what's authorized, blocking everything else. Key features of 
ExtremeIOT Essentials are: 

• Protects high-risk IoT devices & overlay to 3rd party networks 
• Provides portal & templates to secure devices 
• Enables floor staff (non-IT) to onboard and move IoT devices 
• Simplifies IoT onboarding and security 

Initial Setup for ExtremeIOT Essentials 
To set up ExtremeIOT Essentials, you will select a device and assign a policy for it. Follow these steps: 

1. Log in to ExtremeCloud IQ. 
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2. In ExtremeCloud IQ, select ML Insights > Add network plan.  

 

 

3. Launch ExtremeIOT Essentials by selecting the IoT Icon in the left panel. Then select the Subscribe button.  
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4. Select Manage > + > Onboard AP. 
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5. When the AP is reported online in ExtremeCloud IQ, assign the location you created earlier. 
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6. In ExtremeIOT Essentials, configure the IOT policy for the AP by defining a policy, template, and port type. 
Then push the full configuration to the AP. 
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7. By default, a “deny-all” rule is pushed to the AP. Create a user profile to allow target traffic to pass through. 
Select User profiles and +. 
Note: Only firewall configurations are supported. VLAN configurations are not supported. 
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8. Add a policy group mapping to the user profile you just configured. 
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9. Plug the IoT device into the port. Then, under Clients, select the device and assign the policy. 
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10. To assign the policy to the device, select the device, and push the configuration to it.. 

  

 
The ExtremeIOT Essentials Summary page begins to load data and display analytics. 
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