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Legal Notice

Trademarks

Copyright © 2025 Extreme Networks, Inc. All rights reserved.

Extreme Networks, Inc. reserves the right to make changes in specifications and other information contained in
this document and its website without prior notice. The reader should in all cases consult representatives of
Extreme Networks to determine whether any such changes have been made.

The hardware, firmware, software or any specifications described or referred to in this document are subject to
change without notice.

Extreme Networks and the Extreme Networks logo are trademarks orregistered trademarks of Extreme Networks,
Inc. in the United States and/or other countries.

All other names (including any product names) mentioned in this document are the property of theirrespective
owners and may be trademarks or registered trademarks of their respective companies/owners.

For additional information on Extreme Networks trademarks, see: https://
www.extremenetworks.com/about-extreme-networks/company/legal/trademarks

Open Source Declarations

Some software files have been licensed under certain open source or third-party licenses. End-user
license agreements and open source declarations can be found at: https://
www.extremenetworks.com/support/policies/open-source-declaration/
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Abstract

This release notes document for ExtremeCloud™ SD-WAN version 24.5.4.1 outlines key software enhancements,
resolved issues, and security updates for the ExtremeCloud Appliance firmware. The release introduces
improvements to OpenSSH by updating the key exchange algorithm to version 9.9p2 and addresses potential
vulnerabilities through an SSH upgrade. Enhancements also include improved display of Fabric LLDP status and
resolution of a packet transmission issue affecting Fabric-enabled SD-WAN deployments with dual circuits. The
document provides technical guidance for IT administrators and network engineers, detailing software-level
changes relevant to secure connectivity and network visibility. It is intended for a technically proficient audience
familiar with SD-WAN configurations and system-level diagnostics.
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General Release Information

Current Release: ipe 24.5.4.1

Improvements inipe 24.5.4.1

Issue ID ‘ Description

CFD-13331 The key exchange algorithm (KexAlgorithm) is updated in OpenSSH 9.9p2.
WAF-951

CFD-13578 SSH is upgraded to patch potential security vulnerability.
WAF-944

CFD-13578 The Fabric LLDP status display is now enhanced.
WAF-949

Addressed Issue inipe 24.5.4.1

Issue ID Description
CFD-13331 Ping large packets failed when Fabric-enabled SD-WAN has two circuits. This issue is
WAF-942 now fixed.
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Global Support

By Phone: +1 800-998-2408 (toll-free in U.S. and Canada)

For the toll-free support number in your country:
https://extremeportal.force.com/

By Email: support@extremenetworks.com

By Web: htips://extremeportal.force.com/

For information regarding the latest software release, recent release note revisions and documentation, or if
you require additional assistance, please visit the Extreme Networks Support website.

Extreme Networks and the Extreme Networks logo are trademarks or registered trademarks of Extreme
Networks, Inc. in the United States and/or other countries. All other names (including any product names)
mentioned in this document are the property of their respective owners and may be trademarks or registered
trademarks of their respective companies/owners. Extreme Networks IPS includes software whose copyright
is licensed from MySQL AB.

For additional information on Extreme Networks trademarks, please see:
www.extremenetworks.com/company/legal/trademarks/

Extreme Networks, Inc. reserves the right to make changes in specifications and other information contained
in this document and its website without prior notice. The reader should in all cases consult representatives
of Extreme Networks to determine whether any such changes have been made.

The hardware, firmware, software or any specifications described or referred to in this document are subject
to change without notice.

Copyright © 2025 Extreme Networks, Inc. - All Rights Reserved.
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