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Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or Hardware
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design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
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modify, copy, reproduce, republish, upload, post, transmit or distribute
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Chapter 1: New in this release

The following sections detail what’s new in Avaya Virtual Services Platform 9000 Upgrades and Patches
(NN46250–400) for Release 3.1:

• Features on page 5

• Other changes on page 5

Features
See the following section for information about feature-related changes:

Auto-commit and commit timers
Configuring auto-commit on page 39 and Disabling auto-commit on page 40 are added to
the document.

Backup and restore compact flash
Release 3.1 adds the ability to backup and restore the contents of compact flash to a USB
flash device. For more information, see Backing up and restoring the compact flash to USB on
page 38.

Other changes
See the following sections for information about changes that are not feature-related.

Downloading the software
Downloading the software on page 35 is updated.

Software release name
The software release name in the activate command example in Upgrading the software on
page 19 is corrected.

Reorganized sections
Image naming conventions on page 9 and Consistent image management design on
page 10 are moved to Upgrade, patching, and encryption fundamentals on page 9.
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Variable definitions
Variable definitions are moved to follow the steps in a procedure.

New in this release
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Chapter 2: Introduction

This document provides useful information to upgrade the software image, install patches, and add
encryption modules to the Avaya Virtual Service Platform 9000.

For information about how to install or transfer licenses, see Avaya Virtual Services Platform 9000
Administration (NN46250-600).

• Upgrade, patching, and encryption fundamentals on page 9
• Software upgrade on page 19
• Software patch on page 25
• Encryption module installation on page 33
• Common procedures on page 35
• Common procedures using the ACLI on page 37
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Chapter 3: Upgrade, patching, and
encryption fundamentals

This chapter covers useful information for upgrading the software image, installing patches and adding
encryption modules to the Avaya Virtual Service Platform 9000. Review the concepts in this section before
performing all upgrade, patch, or add module procedures.

For the complete list and sizes of files that you require to upgrade, patch, or add modules, and last-minute
procedure changes, see the Release Notes or ReadMe files which accompany the software release. You
can download these documents from the Avaya Technical Support Web site: www.avaya.com/support.

• Image naming conventions on page 9
• Consistent image management design on page 10
• Image upgrade fundamentals on page 11
• Patching fundamentals on page 12
• Encryption modules fundamentals on page 13
• Interfaces on page 14
• File storage options on page 14
• Boot and configuration file sources on page 15
• Behavior during boot cycle and redundant configuration files on page 16
• New software files on page 17
• Checksums on page 17
• Downgrade considerations on page 18

Image naming conventions
VSP 9000 software and patch images use a standardized dot notation format. This
standardized format is as follows:

• Software images

Software images use the following format:

Product Name.Major Release.Minor Release.Maintenance Release.Maintenance
Release Update.tgz
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The image file name VSP9K.3.0.0.0.tgz denotes a software image for the VSP9K product
with a major release version of 3, a minor release version of 0, a maintenance release
version of 0 and a maintenance release update version of 0. TGZ is the file extension.

The image file name VSP9K.3.1.0.0.tgz denotes a software image for the VSP9K product
with a major release version of 3, a minor release version of 1, a maintenance release
version of 0 and a maintenance release update version of 0. TGZ is the file extension.

• Software patch images

Software patch images follow a similar naming format to software images. The only
difference is the addition of a patch ID at the end of the of the file name. The patch ID
begins with a T to indicate hitless patches and a R to indicate reset patches.

To illustrate the naming convention, consider the following example filename:
VSP9K.3.0.0.0–T02099198A.tgz This filename indicates a hitless software patch that
applies to Release 3.0.0.0. The patch ID is T02099198A.

Consistent image management design
The software upgrade and patching features have been designed for consistent behavior and
functionality. The ACLI provides commands that affect some features simultaneously and other
commands that only affect a single feature at a time. The following chart provides a high level
view of this consistent behavior. Image management, image upgrades, and image patching
provide a consistent, four step process regardless of the action to be taken.

Hitless patching Reset patching Image upgrades

1. Transfer patch to
internal flash or other
storage medium.

2. software patch
add WORD<1-255>
Unzips patch file and
places it on the internal
flash.

3. software patch
apply patch-ids
WORD<1-255>
Applies the patch.

4. software patch
commit
Commits the software
patch application
request started in step 3.
Auto-commit will be
triggered if it is enabled

1. Transfer patch to
internal flash or other
storage medium.

2. software patch
add WORD<1-255>
Unzips patch file and
places it on the internal
flash.

3. software patch
apply patch-ids
WORD<1-255>
Applies the patch.

4. software patch
commit
Commits the software
patch application
request started in step 3.
Auto-commit will be
triggered if it is enabled

1. Transfer image to
internal flash or other
storage medium.

2. software add
WORD<1-99>
Unzips image file and
places it on the internal
flash.

3. software
activate
WORD<1-99>
Installs the image into
the boot flash.

4. software commit
Commits the new
running image to Gold
status. Auto-commit will
be triggered if it is
enabled and this

Upgrade, patching, and encryption fundamentals
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Hitless patching Reset patching Image upgrades

and this command is not
executed.

and this command is not
executed.

command is not
executed.

The software or patch image comes in the form of a TGZ zipped file. Unzip the image using
the software add or software patch add command. After you unzip and apply or
activate the image, you can either commit the new image or rollback to the old image.

Image upgrade fundamentals
This section details what you must know to upgrade the Virtual Services Platform 9000.

• Upgrades on page 11
• Upgrade time requirements on page 11
• Upgrade considerations on page 11
• Before you upgrade the software image on page 11

Upgrades
Install new software upgrades to add functionality to the Virtual Services Platform 9000. Major
and minor upgrades are released depending on how many features the upgrade adds or
modifies.

Upgrade time requirements
Image upgrades take less than 30 minutes to complete. The Virtual Services Platform 9000
continues to operate during the image download process. A service interruption occurs during
the installation and subsequent reset of the device. The system returns to an operational state
after a successful installation of the new software and device reset.

Upgrade considerations
The Virtual Services Platform 9000 does not support different software versions running at the
same time. For example, Releases 3.1 on the primary Central Processor (CP) module and 3.0
on the secondary CP module.

Before you upgrade the software image
Before you upgrade the Virtual Services Platform 9000, ensure that you read the entire
upgrading procedures.

You must keep a copy of the previous configuration file (config.cfg), in case you need to return
to the previous version. The upgrade process automatically converts, but does not save, the
existing configuration file to a format that is compatible with the new software release. The new
configuration file may not be backward compatible.

Image upgrade fundamentals
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Patching fundamentals
A patch is a small piece of software designed to fix and correct a problem in software code, its
supporting data, or update a feature. The VSP 9000 platform software is the first ADS product
to implement true patching. Avaya uses patching to deliver bug fixes and feature
enhancements in a faster and simpler fashion than a full software upgrade. Avaya also uses
patching to deliver debug code to gather debugging information at customer sites. Virtual
Services Platform 9000 supports two types of patching:

• hitless patch

The essence of hitless patching is that the target software is patched without disruption
to running system processes. As a general rule, hitless patches will be the primary mode
of patch creation. Other patching options will be considered only if all options to create a
hitless patch have been exhausted.

• reset patch

Reset patches are provided as an alternative form of patching when a hitless patch cannot
be created as a fix for a problem. After you apply reset patches to the target software,
you must reset the system for the patches to take effect. There will be a service outage
and disruption of traffic when the system is reset.

Before you apply a patch to a running system, ensure that you read the README file that came
with the patch as well as this patching document.

The following table lists patch states as they are applied or reverted.

Table 1: Patch states

State Description
Available (av) After you add the file using the software

patch add command if the patch does not
match the current software version.

Candidate (ca) After you add the file using the software
patch add command if the patch matches
the current software version.

Applied (ap) After you activate the patch using the
software patch apply command.

Commit fundamentals
This section contains information on the commit function of the VSP 9000.

Upgrade, patching, and encryption fundamentals
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Commit
The commit function of the Virtual Services Platform 9000 protects the system in case of an
upgrade or patch failure. The VSP 9000 software incorporates a unified approach to committing
software changes. The underlying architecture for software updates is shared between
upgrades and patches. This includes the commit timer, auto-commit functionality, and enabling
of software changes. While some syntactical ACLI differences exist between committing
software upgrades (software commit command) and committing software patches
(software patch commit command), these are enacted for ease of use and ACLI
organizational purposes.

Software upgrade commit
The commit function for software upgrades allows maximum time set by the commit timer (the
default is 10 minutes) to ensure that the upgrade is successful. If you enable the auto-commit
option, the system automatically commits to the new software version after the commit timer
expires. If you disable the auto-commit option, you must issue the software commit command
before the commit timer expires to commit the new software version, otherwise the system
restarts automatically to the previous (committed) version.

Software patch commit
The software patch commit function for software patches allows maximum time set by the
commit timer (the default 10 minutes) to ensure that the patch applied is successful.

Hitless Patch: After you apply a hitless patch, if the auto-commit option is enabled, the system
automatically commits the hitless patch after the commit timer expires. If auto-commit option
is not enabled, you must issue the software patch commit command before the commit timer
expires to commit the hitless patch, otherwise the system automatically reverts the hitless
patch.

Reset Patch: After you apply a reset patch and reset the system for the patch to take-effect, if
the auto-commit option is enabled, the system will automatically commit the reset patch after
the commit timer expires. If auto-commit option is not enabled, you must issue the software
patch commit command before the commit timer expires to commit the reset patch otherwise
the system automatically restarts to revert the reset patch.

Encryption modules fundamentals
This section details what you must know to add encryption modules to the Virtual Services
Platform 9000.

Encryption modules
You can add encryption modules to the Virtual Services Platform 9000 to encrypt secure
information, such as passwords, before the system sends the information to another device
on the network. You must download and install the encryption modules for your software
release, which are available in a separate archive.

Encryption modules fundamentals
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You can add the following encryption modules to a Virtual Services Platform 9000 software
release:

• Triple Data Encryption Standard (3DES)
• Advanced Encryption Standard (AES), which also includes Secure Shell encryption

Before you add an encryption module to the Virtual Services Platform 9000 software, ensure
that you read the entire procedure.

Interfaces
You can apply patches and upgrades, and add encryption modules to the Virtual Services
Platform 9000 using the Avaya Command Line Interface (ACLI).

For more information about ACLI, see Avaya Virtual Services Platform 9000 User Interface
Fundamentals (NN46250-103).

File storage options
This section details what you must know about the internal boot and system flash memory,
Universal Serial Bus (USB) mass-storage device, and external flash, which you can use to
store the files that start and operate the Virtual Services Platform 9000.

The Virtual Services Platform 9000 file system uses long file names.

Internal flash
The Virtual Services Platform 9000 has two internal flash memory devices: the boot flash
memory and the system flash memory. The system flash memory size is 2 gigabytes (GB).

Boot flash memory is split into two banks that each contain a different copy of the boot image
files. Only the Image Management feature can make changes to the boot flash.

The system flash memory stores configuration files, runtime images, the system log, and other
files. You can access files on the internal flash through the /intflash/ folder. Storage of the
system log on the internal flash memory raises an alarm because the external flash is the
preferred location. Ensure that external compact flash memory is properly installed so that the
system log is stored there.

External flash and USB device
The VSP 9000 uses an external compact flash card and USB device for additional storage of
configuration files, release images, and other files. The USB device provides a convenient,
removable mechanism for moving files between VSP 9000 systems. In cases where network
connectivity has not yet been established or network file transfer is not feasible, you can use
the USB device to update the configuration and image files on a number of VSP 9000
systems.

Upgrade, patching, and encryption fundamentals
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Access files stored on the external flash through the /extflash/ folder. Access files stored on
the USB device through the /usb/ folder.

Avaya recommends that you use a USB device or FTP server for file transfer.

File Transfer Protocol
You can use File Transfer Protocol (FTP) to load the software directly to the Virtual Services
Platform 9000, or to download the software to the internal flash memory, external flash, or USB
device.

The Virtual Services Platform 9000 can act as an FTP server. If you enable the FTP daemon
(ftpd), you can use a standards-based FTP client to connect to the COntrol Processor (CP)
module by using the ACLI log on parameters. Copy the files from the client to either the internal
flash memory or external flash.

Storage option considerations
Each storage choice has advantages and disadvantages. Consider the following when you
make a storage decision:

• Internal compact flash is best suited for the storage of software and patch images, core
files, and configuration files.

• External compact flash is best suited for the storage of log files.
• USB devices are best suited for moving files between VSP 9000s although ultimately FTP

is the best solution for file transfer. USB devices provide the convenience of downloading
software to one device to update many chassis, especially in instances where network
connectivity precludes the use of an FTP server.

The upgrade procedures in this document assume that you copy the new software from a FTP
server to the internal flash memory. However, you can use other storage options if you use the
correct file names and paths during the procedures.

Boot and configuration file sources
The Virtual Services Platform 9000 stores the software images on the internal boot flash by
default. You can use the boot config choice command to configure the system to load
the configuration file from either the internal flash memory, the external flash, or a USB
device.

The config.cfg file, which is the default configuration file, stores the configuration options of the
Virtual Services Platform 9000 and of all the modules. You can use the boot config choice
command to assign primary configuration and backup locations of the configuration files on
your system. You can put the configuration files on the internal flash, external flash, or USB
device.

For more information about boot sources, see Avaya Virtual Services Platform 9000
Administration (NN46250-600).

Boot and configuration file sources
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Behavior during boot cycle and redundant configuration
files

Avaya recommends that you take special care when you provide the boot options for the Virtual
Services Platform 9000. You can configure a primary configuration file, as well as a backup
configuration file.

In normal operation, Avaya recommends that you save the primary configuration file on the
internal flash, and that you store the primary backup configuration file on the external compact
flash to ensure that the Virtual Services Platform 9000 can start from an alternative file or drive
in case the primary file or drive is unavailable. After you make changes to the configuration
files, Avaya further recommends that you save the last known good configuration as the backup
configuration file. For more information about how to configure primary and backup
configuration files, see Configuring configuration file sources on page 45.

 Caution:
Risk of network outage
If the Avaya Virtual Services Platform 9000 cannot access a valid configuration file, it loads
a default configuration, which can cause a network outage.

Ensure a valid configuration file is always available.

The following table shows how the Virtual Services Platform 9000 behaves in different boot
situations. The system action column describes the expected behavior.

Table 2: System behavior during boot cycle

Parameters System action
A configuration file is not specified.
The config.cfg file is present on the
flash drive.

The Virtual Services Platform 9000 starts using
config.cfg.

The primary configuration file is
specified. The configuration file is
present on the flash drive.

The Virtual Services Platform 9000 starts using the
specified configuration file.

The primary configuration file is
specified. The configuration file is not
present on the flash drive.

The Virtual Services Platform 9000 starts using
factory defaults (if
boot config flags verify-config
is true, and a backup configuration is not
specified).

The primary configuration file is
specified. The configuration file on
the flash drive has a bad command.

The Virtual Services Platform 9000 starts using
factory defaults (if
boot config flags verify-config

Upgrade, patching, and encryption fundamentals
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Parameters System action
is true, and a backup configuration is not
specified).

The primary configuration file is
specified. The configuration file on
the flash drive has a bad command.
The backup configuration file is
specified, but it has a bad
command.

The Virtual Services Platform 9000 fails the first
configuration file, and starts ignoring the bad
command.

The system is configured to start with
factory defaults.

The Virtual Services Platform 9000 starts using
factory defaults.

New software files
From the Avaya Technical Support Web Site, you can download all files simultaneously using
the .tgz file.

The following table details the Virtual Services Platform 9000 software files for this release.

Table 3: Software files

Module or file
type

Description File name Size in bytes

Software tgz
file

Tar file of all software
deliverables (includes
images)

VSP9K.3.1.0.0.tgz 93 MB

Encryption
modules tgz file

Tar file of the AES and
3DES encryption
modules.

VSP9K.3.1.0.0_modules.tgz 33 KB

Checksums
The system performs internal checksums to ensure the integrity of the software.

New software files
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Downgrade considerations
If you downgrade from a release, you need the previously saved configuration file (config.cfg)
for the release to which you want to downgrade.

The Virtual Services Platform 9000 does not support different software versions running at the
same time. For example, you cannot run Release 3.1 on the primary CP module and Release
3.0 on the secondary CP module.

If you disable the auto-commit feature and you do not commit an upgrade to gold within the
specified commit time, the system automatically resets to the previous version. For more
information about how commit to gold works, see Commit fundamentals on page 12.

Upgrade, patching, and encryption fundamentals
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Chapter 4: Software upgrade

Before you begin

• For more information about upgrade times, see Upgrade time requirements on page 11. If necessary,
schedule a time for the Virtual Services Platform 9000 to be nonoperational.

 Caution:
Risk of service interruption
If the Virtual Services Platform 9000 routes a high rate of traffic during the upgrade process, you can
notice some performance impact during the upgrade. Try to perform upgrades during off-peak
periods.

 Important:
All upgrade procedures assume that you use default file names. Use caution while performing a
procedure if you use nondefault file names. Ensure that all parameters associated with file names take
into consideration the use of the nondefault values.

About this task
Upgrade the Avaya Virtual Services Platform 9000 to add functionality.

The following task list shows you the sequence of procedures you perform to upgrade the Virtual Services
Platform 9000 using the ACLI.

• Downloading the software on page 35
• Backing up configuration files on page 37
• Upgrading the software on page 19
• Verifying the upgrade on page 21
• Committing an upgrade on page 21
• Downgrading the software on page 22

Upgrading the software
Before you begin

• Back up the configuration files.
• Download the upgrade file to the Virtual Services Platform 9000.
• You must log on to at least the Privileged EXEC mode in ACLI.
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About this task
Perform this procedure to upgrade the software on the Avaya Virtual Services Platform 9000.
This procedure shows how to upgrade the software using the internal flash memory as the file
storage location; you can use other storage locations.

Procedure

1. Extract the release distribution files to the /intflash/release/ directory:
software add WORD<1-99>

2. Install the image:
software activate WORD<1-99>

3. Restart the Virtual Services Platform 9000:
reset

 Important:
After you restart the system, you have the amount of time configured for the
commit timer to verify the upgrade and commit the software to gold. If you do not
commit the software to gold and auto-commit is not enabled, the system restarts
with the last known working version after the commit timer has expired. This
feature ensures you can regain control of the system if an upgrade fails.

4. Confirm the software is upgraded:
show software

Example
VSP-9012:1#software add VSP9K.3.1.0.0.tgz
VSP-9012:1#show software
software releases in /intflash/release/
3.0.0.0.GA (Primary Release)
3.1.0.0.GA (Backup Release)

Auto Commit     : enabled
Commit Timeout  : 10 minutes
VSP-9012:1#software activate 3.1.0.0.GA

Variable definitions
Use the data in the following table to use the software command.

Table 4: Variable definitions

Variable Value
activate WORD<1-99> Specifies the name of the software release

image.

Software upgrade
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Variable Value
add WORD<1-99> Specifies the path and version of the

compressed software release archive file.

remove WORD<1-99> Specifies the path and version of the
compressed software release archive file.

Verifying the upgrade
About this task
Verify your upgrade to ensure proper Avaya Virtual Services Platform 9000 operation.

Procedure

1. Check for alarms or unexpected errors:
show logging file tail

2. Verify all modules and slots are online:
show sys-info

Committing an upgrade
Before you begin

• You must log on to at least the Privileged EXEC mode in ACLI.

About this task
Perform the following procedure to commit an upgrade.

The commit function for software upgrades allows maximum time set by the commit timer (the
default is 10 minutes) to ensure that the upgrade is successful. If you enable the auto-commit
option, the system automatically commits to the new software version after the commit timer
expires. If you disable the auto-commit option, you must issue the software commit command
before the commit timer expires to commit the new software version, otherwise the system
restarts automatically to the previous (committed) version.

Procedure

Commit an upgrade:
software commit

Verifying the upgrade
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Downgrading the software
Before you begin

• Ensure that you have a previous version installed.
• You must log on to at least the Privileged EXEC mode in ACLI.

About this task
Perform this procedure to downgrade the Avaya Virtual Services Platform 9000 from the
current trusted version to a previous release.

Procedure

1. Activate a prior version of the software:
software activate WORD<1-99>

2. Restart the Virtual Services Platform 9000:
reset

 Important:
After you restart the system, you have the amount of time configured for the
commit timer to verify the software change and commit the software to gold. If
you do not commit the software to gold and auto-commit is not enabled, the
system restarts with the last known working version after the commit timer
expires. This feature ensures you can regain control of the system if an upgrade
fails.

3. Commit the software change:
software commit

 Important:
If you do not enable the auto-commit functionality, you must commit the software
change before the commit timer expires. This is an optional step otherwise.

4. Verify the downgrade:

• Check for alarms or unexpected errors using the show logging file tail
command.

• Verify all modules and slots are online using the show sys-info
command.

5. (Optional) Remove unused software:
software remove WORD<1-99>

Software upgrade
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Variable definitions
Use the data in the following table to use the software command.

Table 5: Variable definitions

Variable Value
activate WORD<1-99> Specifies the name of the software release

image.

add WORD<1-99> Specifies the path and version of the
compressed software release archive file.

remove WORD<1-99> Specifies the path and version of the
compressed software release archive file.

Downgrading the software
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Chapter 5: Software patch

Before you begin

• Review the readme file for the patch.

 Important:
All patching procedures assume that you use default file names. Use caution while performing a
procedure if you use nondefault file names. Ensure that all parameters associated with file names take
into consideration the use of the nondefault values.

About this task
The following task list shows the process to patch the VSP 9000 software using ACLI commands.

• Downloading the software on page 35
• Backing up configuration files on page 37
• Patching the software on page 27
• Verifying the patch on page 29
• Aborting a patch on page 32
• Committing a patch on page 29
• Removing a patch on page 30

The following task flow shows the patch application and patch removal process.
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Figure 1: Patch application and removal

The following task flow demonstrates the steps involved in committing a software patch.

Software patch
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Figure 2: Committing a software patch

Patching the software
Before you begin

• Download the patch file in binary format to the Virtual Services Platform 9000.
• Ensure you are familiar with the commit and auto-commit features. For more information

about commit, see Commit fundamentals on page 12.

About this task
Patch the software to fix and correct a problem in software code, its supporting data, or update
a feature. The VSP 9000 platform software is the first ADS product to implement true patching.
If you enable the auto-commit feature, the system commits the patch automatically after the
commit timer expires. If you disable the auto-commit feature, you must commit the patch
manually before the commit timer expires.

Procedure

1. Uncompress the patch and add it to the patch database:
software patch add WORD<1-255>

2. Activate the patch functionality:
software patch apply patch-ids WORD<1-255> [WORD<1-255>]

Patching the software
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 Important:
After you apply the patch, the system begins the commit timer. Use that time to
verify the patch before you commit the patch.

 Important:
After you apply a reset patch, you must restart the system to allow the patch
functionality to take effect.

Example
1. Uncompress the patch and add it to the patch database:

VSP-9012:1# software patch add VSP9K.3.0.0.0-T00734412A.tgz
 Unpacking patch T00734412A for software version VSP9K.3.0.0.0
to /intflash/release/VSP9K.3.0.0.0/patches/T00734412A Unpacking of
T00734412A software version VSP9K.3.0.0.0 to /intflash/release/
VSP9K.3.0.0.0/patches/T00734412A
is successful. Setting permission on /intflash/release/VSP9K.3.0.0.0/
patches/T00734412A
is successful.  

2. Activate the patch functionality:

VSP-9012:1# software patch apply patch-ids T00734412A
 Checking relationships and calculating order of application.
The following patches will be applied in the order listed:    Identifier
    Status     Title                                             
T00734412A     candidate  VSP9000:EDM-saveRuntimeConfigToSlave Causes
Error on Slave Requesting permission to proceed from Software Control
Applying patch T00734412A PA on slot 4  Applying patch T00734412A
PA on slot 1  Applied patches with the following results:     Identifier
    Result     Cause                                             
T00734412A     success    patch applied                          
        Patch activation will automatically be committed in 10 minutes
unless a rollback is requested.  Success  

3. Commit the software patch:

VSP-9012:1# software patch commit
Committing patch activation with Software Control  Patch
request committed - rollback will not occur.  Success 

Variable definitions
Use the data in the following table to use the software patch command.

Table 6: Variable definitions

Variable Value
add WORD<1-255> Specifies the path and version of the

compressed software patch archive file.

Software patch
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Variable Value
apply {all|hitless|patch-ids WORD<1-255>
[WORD<1-255>] |reset}

Activates the patch functionality.

• all activates patch functionality of patches
in the Candidate (ca) state.

• hitless activates all hitless patches in the
Candidate (ca) state.

• patch-ids WORD<1-255>
[WORD<1-255>]installs specific patches.
You can specify up to 8 patches at a time.
The ID is the same as the patch file name
without the -version.tgz extension.

• reset activates all reset patches in the
Candidate (ca) state.

Verifying the patch
About this task
Verify the patch to ensure your Avaya Virtual Services Platform 9000 operates properly after
the patch installation and that the patch did not cause a service impact.

Procedure

1. Verify that the patch installation is complete:
show software patch

2. Check for alarms or unexpected errors:
show logging file tail

Committing a patch
About this task
If you disabled the auto-commit feature, you must manually commit the patch after you verify
that a patch does not cause a service impact. After the commit timer expires, the system
removes any patch which you did not commit manually.

If you applied a reset patch, you must commit the patch after the system restarts. After the
commit timer expires, the system removes any patch which you did not commit and restarts.

Verifying the patch
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 Warning:
Deficiency when using Telnet to commit or remove a patch on an HA CPU (WI00511642 to
be resolved in a future release).

The HA sync can take 2 minutes depending upon the level of configuration present. When
you use the console to commit or remove a patch a message like Syncing release
directory on backup CP card in slot 2 appears on the console and the console
prompt holds until the process is complete, at which time a message like Syncing
release directory on backup CP card in slot 2 completed appears and the
prompt returns. The message only appears on the console screen. No message appears
on the Telnet session, which can cause the user to think there is something wrong because
the session seems to hang until the CPUs have synchronized. Also, while the two CPU are
synchronizing, the user can not issue commands in the current Telnet session until the
synchronize action is complete.

Procedure

Commit the patch:
software patch commit

Removing a patch
Remove a patch from the Avaya Virtual Services Platform 9000 if the patch causes
problems.

About this task

 Warning:
Deficiency when using telnet to commit or remove a patch on an HA CPU (WI00511642 to
be resolved in the next release).

The HA sync can take 2 minutes depending upon the level of configuration present. When
you use the console to commit or remove a patch a message like Syncing release directory
on backup CP card in slot 2appears on the console and the console prompt holds until the
process is complete at which time a message like Syncing release directory on backup CP
card in slot 2 completed appears and the prompt returns. The message only appears on the
console screen. No message appears on the Telnet session, which can cause the user to
think there is something wrong because the session seems to hang until the CPUs have
synchronized. Also, while the two CPU are synchronizing, the user can not issue commands
in the current Telnet session until the synchronize action is complete.

Procedure

1. Revert the patch:
software patch revert patch-ids WORD<1-255>

2. Commit the software patch revert action

Software patch
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software patch commit
3. Remove the patch from the system.

software patch remove version WORD<1-255> patch-id
WORD<1-255>

Example
1. Revert the patch:

VSP-9012:1# software patch revert patch-ids T00734412A
Checking relationships and calculating order of application.
 The following patches will be removed in the order listed:
    Identifier    Status     Title                                             
T00734412A     applied    VSP9000:EDM-saveRuntimeConfigToSlave Causes
Error on Slave Requesting permission to proceed from Software Control
Removing patch T00734412A PA on slot 4  
Removing patch T00734412A PA on slot 1 
Removed patches with the following results:     
Identifier    Result     Cause                                             
T00734412A     success    patch removed                          
        Patch activation will automatically be committed in 10 minutes 
unless a rollback is requested.  
Success 

2. Commit the software patch revert action.

VSP-9012:1# software patch commit
3. Remove the patch from the /intflash/release/<version>/patches/

<patch-id> directory and from the patch database:

VSP-9012:1# software patch remove version VSP9K.3.0.0.0
patch-id T00734412A
 Patch T00734412A for swVersion VSP9K.3.0.0.0 is removed successfully.  

Variable definitions
Use the data in the following table to use the software patch command.

Table 7: Variable definitions

Variable Value
revert {all|hitless|patch-ids WORD<1-255>
[WORD<1-255> |reset} [version
<software_version>]

Deactivates the specified patch.

remove version WORD<1-255> patch-id
WORD<1-255>

Removes the patch from the system.

Removing a patch
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Aborting a patch
About this task
If adding or reverting a patch causes a service impact, and the commit timer has not yet expired;
you can abort the addition or reversion process.

 Important:
Aborting a reset patch causes the system to restart.

Procedure

Abort a patch:
software patch abort

 Important:
You can only abort a reset patch after the system restarts.

Software patch
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Chapter 6: Encryption module installation

Before you begin

 Important:
The following procedures assume that you use default file names. Use caution while performing a
procedure if you use nondefault file names. Ensure that all parameters associated with file names take
into consideration the use of the nondefault values.

About this task
Add encryption modules to the Avaya Virtual Services Platform 9000 software to use the encryption
features.

The following task list shows you the sequence of procedures you perform to add encryption modules to
the Virtual Services Platform 9000 software using the ACLI.

• Downloading the software on page 35
• Adding an encryption module on page 33

Adding an encryption module
Before you begin

• Download the module file to the Avaya Virtual Services Platform 9000.
• You must log on to at least the Privileged EXEC mode in ACLI.

About this task
You can add encryption modules to a software release to use encryption features.

Procedure

1. Add an encryption module to a release version:
software add-modules WORD<1-99> WORD<1-99>

2. Log on to the Global Configuration mode:
config t

3. Load the encryption module:
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load-encryption-module {3DES|AES|DES}

Example
Add the Advanced Encryption Standard (AES) module to the Release 3.1:

VSP-9012:1#software add-modules VSP9K.3.1.0.0
VSP9K.3.1.0.0_modules.tgz
Log on to Global Configuration mode:

VSP-9012:1#config t
Load the AES encryption module:

VSP-9012:1(config)#load-encryption-module AES

Variable definitions
Use the data in the following table to use the software add-modules command.

Table 8: Variable definitions

Variable Value
The first WORD<1-99>. Specifies the release version to which you

want to add modules to.

The second WORD<1-99>. Specifies the module archive you want to
add.

Use the data in the following table to use the load-encryption-module command.

Table 9: Variable definitions

Variable Value
<3DES|AES|DES> Specifies the encryption module to load.

Encryption module installation
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Chapter 7: Common procedures

About this task
The following section describes common procedures that you use while upgrading, patching, or adding
encryption modules to the Avaya Virtual Services Platform 9000. You can use these procedures to
download patches and upgrades, or as part of normal system operations.

• Downloading the software on page 35

Downloading the software
Before you begin

• You must have access to the new software from the Avaya support site: www.avaya.com/
support. You need a valid user or site ID and password.

About this task
Download the new software to upgrade the Avaya Virtual Services Platform 9000.

Procedure

1. From an Internet browser, browse to www.avaya.com/support.

2. Click Products.

3. Enter Virtual Services Platform 9000, and then select the link that appears.

4. Click Downloads.

5. Click the release name.

6. Click the Downloads tab.

7. Download the required software release.

8. Use an FTP client in binary mode to transfer the file to the Virtual Services Platform
9000, or transfer it using an external USB device.
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Chapter 8: Common procedures using the
ACLI

About this task
The following sections describe common procedures, which use the Avaya Command Line Interface
(ACLI), that you use while upgrading, patching, or adding encryption modules to the Avaya Virtual Services
Platform 9000.

• Backing up configuration files on page 37
• Backing up and restoring the compact flash to USB on page 38
• Configuring auto-commit on page 39
• Disabling auto-commit on page 40
• Copying files on page 41
• Determining available storage space on page 43
• Enabling FTP and TFTP on page 44
• Configuring configuration file sources on page 45

Backing up configuration files
Before you begin

• If you use File Transfer Protocol (FTP) or Trivial File Transfer Protocol (TFTP), ensure
that you enabled the FTP or TFTP server.

• You must log on to at least the Privileged EXEC mode in ACLI.

About this task
Before and after you upgrade your Avaya Virtual Services Platform 9000 software, make copies
of the configuration files. If an error occurs, use backup configuration files to return the Virtual
Services Platform 9000 to a previous state.

Avaya recommends that you keep several copies of backup files.

Procedure

1. Determine the configuration file names:
show boot config choice

2. Save the configuration files. Assuming the files use the default file names, enter:
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save config
3. Save the configuration file to the secondary CP module if the SaveToStandby flag

is false:
save config standby config.cfg

4. Copy the files to a safe place:
copy /intflash/config.cfg /extflash/config_backup.cfg

Backing up and restoring the compact flash to USB
Before you begin

• You must log on to at least the Privileged EXEC mode in ACLI.

About this task
Perform this procedure to back up and restore the contents of the internal or external compact
flash to a USB flash device without entering multiple copy commands. This procedure is useful
if you want to copy the complete compact flash contents to another chassis or want to replace
the existing compact flash card or CP module without losing the data.

The system verifies that the USB flash device has enough available space to perform the
backup operation. If the USB flash device does not have enough available space, an error
message appears. The backup command uses the following filepath on the USB flash
device: /usb/intflash/intflashbackup_yyyymmddhhmmss.tgz and /usb/
extflash/extflashbackup_yyyymmddhhmmss.tgz.

Logging is automatically disabled on the compact flash during backup.

The backup action can take up to 10 minutes.

Procedure

1. Backup the internal flash to USB:
backup intflash

2. Backup the external flash to USB:
backup extflash

3. Restore the data to the internal flash:
restore intflash

4. Restore the data to the external flash:
restore extflash

Common procedures using the ACLI
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5. Ensure that logging is enabled for the external compact flash.

Example
VSP-9012:1#backup intflash
Warning: Internal flash is being used for logging right now.
       Backup/Restore intflash is not allowed. Please use the
       following CLI command in the global configuration mode
       to disable the logging to intflash, then try again.

 Case 1: If extflash is not present, disable the global logging.
       Command: no boot config flags logging

 Case 2: If extflash is present, enable logging to extflash.
       Command: logging logToExtFlash

 Execute  Command: logging logToExtFlash

 LoggingToPcmcia 1 LoggingToIntflash 0

Warning: Command will backup all data from /intflash to /usb/intflash.
         It will take a few minutes and may cause high CPU utilization.

         Are you sure you want to continue? (y/n) ? y

For file system /intflash:
          1934917632 total bytes on the filesystem
           643297280 used bytes on the filesystem
          1291620352 free bytes on the filesystem

For file system /usb:
          3990487040 total bytes on the filesystem
           499318784 used bytes on the filesystem
          3491168256 free bytes on the filesystem

cd /intflash ; /bin/tar -czvf /usb/intflash/intflashbackup_20110420212218.tgz * ; /
bin/sync

Info: Backup /intflash to filename /usb/intflash/intflashbackup_20110420212218.tgz 
is complete!

         Do you want to stop the usb? (y/n) ? n

Logging to Intflash stopped

Logging to Extflash started

Configuring auto-commit
Before you begin
• You must log on to the Global configuration mode in ACLI.
About this task
Use the auto-commit feature to let the system commit the software automatically after you
install an upgrade or a patch, and after the commit timer expires. Configure the timer to give

Configuring auto-commit
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you enough time to verify the upgrade or patch does not cause a service impact. By default,
the auto-commit feature is enabled with a timer of 10 minutes.

Procedure

1. Enable auto-commit:
sys software auto-commit enable

2. Configure the commit timer:
sys software commit-time <10-60>

Variable definitions
Use the data in the following table to use the sys software command.

Table 10: Variable definitions

Variable Value
auto-commit enable Enables the auto-commit feature. The

default is enabled. Use the no operator to
disable auto-commit: no sys software
auto-commit enable.

commit-time <10-60> Configures the commit timer. The value is in
minutes, between 10 and 60, with a default
value of 10 minutes.

Disabling auto-commit
Before you begin

• You must log on to the Global configuration mode in ACLI.

About this task
Disable the auto-commit feature to commit the upgrade or patch manually. Configure the timer
to give you enough time to verify the upgrade or patch does not cause a service impact. By
default, the auto-commit feature is enabled with a timer of 10 minutes. After the timer expires,
the system verifies if you committed the upgrade or patch. If you did not commit the software
or patch, the system reverts to the previous version. This feature protects the system from
installing an upgrade or patch that causes service impact.

Common procedures using the ACLI
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Procedure

1. Disable auto-commit:
no sys software auto-commit enable

2. Configure the commit timer:
sys software commit-time <10-60>

Variable definitions
Use the data in the following table to use the sys software command.

Table 11: Variable definitions

Variable Value
auto-commit enable Enables the auto-commit feature. The

default is enabled. Use the no operator to
disable auto-commit: no sys software
auto-commit enable.

commit-time <10-60> Configures the commit timer. The value is in
minutes, between 10 and 60, with a default
value of 10 minutes.

Copying files
Before you begin

• You must log on to at least the Privileged EXEC mode in ACLI.
• Using the dir command, ensure the required storage device has enough capacity before

you copy a file to it.

 Important:
If a failure occurs while you copy a file using FTP or TFTP (for example, if a TFTP server is
not available), the destination file is deleted.

About this task
Copy files to back up files or to create a copy in another location.

You can rename files while copying them. All procedures in this document use the default file
names. You must use the right file names to ensure the upgrade is successful.

Copying files
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Procedure

Copy a file:
copy WORD<1-255> WORD<1-255>

Example
Copy config.cfg from the internal flash to the external flash on the CP module to which you are
connected:

VSP-9012:1#copy /intflash/config.cfg /extflash/config_backup.cfg
Copy an image or configuration file from the FTP server to the internal flash on the CP module
to which you are connected:

VSP-9012:1#copy 111.111.1.11:config.cfg /intflash/config.cfg
Copy config.cfg from the internal flash on the CP module to which you are connected to the
external flash on the CP module to which you are not connected:

VSP-9012:1#copy /intflash/config.cfg /mnt/extflash/config_backup.cfg

Variable definitions
Use the data in the following table to help you use the copy command.

Table 12: Variable definitions

Variable Value
WORD<1-255> The first instance specifies the source path

and name of the file the system will copy
from.
The second instance specifies the
destination path and name of the copy the
system will create.
The correct syntax can be one of the
following:

• a.b.c.d: <file>

• /intflash/<file>
Use this option for the internal flash of the
CP module to which you are connected.

• /extflash/<file>
Use this option for the external flash of the
CP module to which you are connected.

• /usb/<file>

• /mnt/intflash/<file>
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Variable Value

Use this option for the internal flash of the
CP module to which you are not
connected.

• /mnt/extflash/<file>
Use this option for the external flash of the
CP module to which you are not
connected.

Determining available storage space
Before you begin

• You must log on to at least the Privileged EXEC mode in ACLI.

 Important:
You need the older configuration files if the upgrade is unsuccessful. Ensure you back up
these files to a safe place before you remove them.

About this task
Determine whether the Avaya Virtual Services Platform 9000 has enough storage space to
store the new software.

Procedure

1. View the free space and files in the internal flash memory:
dir
The bottom of the table shows available space, for example:

total: 2971209728 used: 2441273344 free: 529936384 bytes
2. If you must remove files to make space, use the remove command:

remove WORD<1-99> [-y]

Variable definitions
Use the data in the following table to help you use the remove command.

Determining available storage space
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Table 13: Variable definitions

Variable Value
WORD<1-99> Specifies the file to remove.

-y Skips the confirm question.

Enabling FTP and TFTP
Before you begin

• You must log on to the Global Configuration mode in ACLI.

About this task
Enable File Transfer Protocol (FTP) and Trivial File Transfer Protocol (TFTP) to use these
protocols to transfer files on the Avaya Virtual Services Platform 9000 to transfer files.

Procedure

1. Enable the FTP server:
boot config flags ftpd
OR

Enable the TFTP server:
boot config flags tftpd

2. Save the configuration file:
save config

3. Save the configuration file to the secondary CP module if the SaveToStandby flag
is false:
save config standby config.cfg

4. Restart the Virtual Services Platform 9000 with the FTP or TFTP server active:
boot

Common procedures using the ACLI
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Configuring configuration file sources
Before you begin

• You must log on to the Global Configuration mode in ACLI.

About this task
Perform this procedure to configure the names and locations of the primary and backup
configuration files.

Procedure

Set the primary and backup configuration files:
boot config choice primary {config-file WORD<0-255>|backup-
config-file WORD<0-255>}

Example
Assign the primary configuration file:

VSP-9012:1(config)#boot config choice primary config-file /intflash/
primaryconfig.cfg
Assign the backup configuration file:

VSP-9012:1(config)#boot config choice primary backup-config-file /
extflash/primarybackupconfig.cfg

Variable definitions
Use the data in the following table to use the boot config choice primary command.

Table 14: Variable definitions

Variable Value
backup-config-file
WORD<0-255>

Specifies the backup boot configuration file;
WORD<0-255> is the path and file name, up to 255
characters.

config-file WORD<0-255> Specifies the boot configuration file; WORD<0-255> is
the path and file name, up to 255 characters.

Configuring configuration file sources
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Chapter 9: Translations of Safety Messages

This section contains translations of caution, warning, and danger messages that appear in this
document.

Electromagnetic interference caution statement

 Caution:
This device is a Class A product. Operation of this equipment in a residential area is likely to cause
harmful interference, in which case users are required to take appropriate measures necessary to
correct the interference at their own expense.

 Caution:
ATTENTION
Le périphérique est un produit de Classe A. Le fonctionnement de cet équipement dans une zone
résidentielle risque de causer des interférences nuisibles, auquel cas l’utilisateur devra y remédier à
ses propres frais.

 Caution:
ACHTUNG
Dies ist ein Gerät der Klasse A. Bei Einsatz des Geräts in Wohngebieten kann es Störungen des Radio-
und Fernsehempfangs verursachen. In diesem Fall muss der Benutzer alle notwendigen Maßnahmen
ergreifen, die möglicherweise nötig sind, um die Störungen auf eigene Rechnung zu beheben.

 Caution:
PRECAUCIÓN
Este es un producto clase A. El uso de este equipo en áreas residenciales puede causar interferencias
nocivas, en cuyo caso, se requerirá que los usuarios tomen cualquier medida necesaria para corregir
la interferencia por cuenta propia.

 Caution:
CUIDADO
Este dispositivo é um produto Classe A. Operar este equipamento em uma área residencial
provavelmente causará interferência prejudicial; neste caso, espera-se que os usuários tomem as
medidas necessárias para corrigir a interferência por sua própria conta.

 Caution:
ATTENZIONE
Questo dispositivo è un prodotto di Classe A. Il funzionamento di questo apparecchio in aree
residenziali potrebbe causare interferenze dannose, nel cui caso agli utenti verrà richiesto di adottare
tutte le misure necessarie per porre rimedio alle interferenze a proprie spese.
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Electrostatic discharge caution statement
This section translates the electrostatic discharge caution message.

 Electrostatic alert:
Risk of equipment damage
To prevent damage from electrostatic discharge, always wear an antistatic wrist strap connected to an
ESD jack.

 Electrostatic alert:
ATTENTION
Risque d'endommagement de l'équipement

To prevent damage from electrostatic discharge, always wear an antistatic wrist strap connected to an
ESD jack.

 Electrostatic alert:
ACHTUNG
Risiko eines Geräteschadens

Um Schäden durch elektrostatische Entladung zu verhindern, tragen Sie bei der Instandhaltung dieses
Produkts immer ein antistatisches Band am Handgelenk, welches mit einer ESD-Buchse verbunden
ist.

 Electrostatic alert:
PRECAUCIÓN
Riesgo de daño del equipo

Para prevenir el daño producido por una descarga electrostática, use siempre una pulsera antiestática
conectada a un enchufe ESD.

 Electrostatic alert:
CUIDADO
Risco de danos ao equipamento

Para evitar danos com descarga eletrostática, sempre use uma pulseira antiestática que esteja
conectada a uma tomada ESD.

 Electrostatic alert:
ATTENZIONE
Rischio di danni all'apparecchiatura

Per evitare danni derivanti da scariche elettrostatiche, indossare sempre un polsino antistatico collegato
a una presa ESD.

Translations of Safety Messages
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Chapter 10: Customer service

Visit the Avaya Web site to access the complete range of services and support that Avaya provides. Go
to www.avaya.com or go to one of the pages listed in the following sections.

Navigation

• Getting technical documentation on page 49
• Getting product training on page 49
• Getting help from a distributor or reseller on page 49
• Getting technical support from the Avaya Web site on page 50

Getting technical documentation
To download and print selected technical publications and release notes directly from the
Internet, go to www.avaya.com/support.

Getting product training
Ongoing product training is available. For more information or to register, you can access the
Web site at www.avaya.com/support. From this Web site, you can locate the Training contacts
link on the left-hand navigation pane.

Getting help from a distributor or reseller
If you purchased a service contract for your Avaya product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.
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Getting technical support from the Avaya Web site
The easiest and most effective way to get technical support for Avaya products is from the
Avaya Technical Support Web site at www.avaya.com/support.

Customer service
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