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Preface

This section discusses the conventions used in this guide, ways to provide feedback, additional help, and
other Extreme Networks® publications.

Text Conventions

The following tables list text conventions that are used throughout this guide.

Table 1: Notice Icons

Icon Notice Type Alerts you to...

e General Notice | Helpful tips and notices for using the product.
‘ Note Important features or instructions.

|

===

Caution Risk of personal injury, system damage, or loss of data.

AN
iﬁi Warning Risk of severe personal injury.

New! New Content | Displayed next to new content. This is searchable text within
the PDF.

Table 2: Text Conventions

Convention Description

Screen displays | This typeface indicates command syntax, or represents information as it
appears on the screen.

The words enter and | When you see the word “enter” in this guide, you must type something, and
type then press the Return or Enter key. Do not press the Return or Enter key when
an instruction simply says “type.”

[Key] names Key names are written with brackets, such as [Return] or [Esc]. If you must
press two or more keys simultaneously, the key names are linked with a plus
sign (+). Example: Press [CtrI]+[Alt]+[Del]

Words in italicized Italics emphasize a point or denote new terms at the place where they are
type defined in the text. Italics are also used when referring to publication titles.

10 Access Point System Reference Guide for version 7.3.0



Preface

Platform-Dependent Conventions

Platform-Dependent Conventions

Unless otherwise noted, all information applies to all platforms supported by ExtremeXOS software,
which are the following:

* ExtremeSwitching® switches
*  Summit® switches
*  SummitStack™

When a feature or feature implementation applies to specific platforms, the specific platform is noted in
the heading for the section describing that implementation in the ExtremeXOS command
documentation (see the Extreme Documentation page at www.extremenetworks.com/
documentation/). In many cases, although the command is available on all platforms, each platform
uses specific keywords. These keywords specific to each platform are shown in the Syntax Description
and discussed in the Usage Guidelines sections.

Providing Feedback to Us

Quality is our first concern at Extreme Networks, and we have made every effort to ensure the accuracy
and completeness of this document. We are always striving to improve our documentation and help
you work better, so we want to hear from you! We welcome all feedback but especially want to know
about:

* Content errors or confusing or conflicting information.
* |deas for improvements to our documentation so you can find the information you need faster.
* Broken links or usability issues.

If you would like to provide feedback to the Extreme Networks Information Development team, you can
do so in two ways:

¢ Use our short online feedback form at https://www.extremenetworks.com/documentation-
feedback/.

*  Email us at documentation@extremenetworks.com.

Please provide the publication title, part number, and as much detail as possible, including the topic
heading and page number if applicable, as well as your suggestions for improvement.

Getting Help

If you require assistance, contact Extreme Networks using one of the following methods:

Extreme Search the GTAC (Global Technical Assistance Center) knowledge base, manage support cases
Portal and service contracts, download software, and obtain product licensing, training, and
certifications.

The Hub A forum for Extreme Networks customers to connect with one another, answer questions, and
share ideas and feedback. This community is monitored by Extreme Networks employees, but is
not intended to replace specific guidance from GTAC.

Call GTAC For immediate support: 1-800-998-2408 (toll-free in U.S. and Canada) or +1 408-579-2826. For
the support phone number in your country, visit: www.extremenetworks.com/support/contact

Access Point System Reference Guide for version 7.3.0 n
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Subscribing to Service Notifications Preface

Before contacting Extreme Networks for technical support, have the following information ready:

*  Your Extreme Networks service contract number and/or serial numbers for all involved Extreme
Networks products

* A description of the failure
* A description of any action(s) already taken to resolve the problem

* A description of your network environment (such as layout, cable type, other relevant environmental
information)

* Network load at the time of trouble (if known)

* The device history (for example, if you have returned the device before, or if this is a recurring
problem)

* Any related RMA (Return Material Authorization) numbers

Subscribing to Service Notifications

You can subscribe to email notifications for product and software release announcements, Vulnerability
Notices, and Service Notifications.

1. Go to www.extremenetworks.com/support/service-notification-form.
2. Complete the form with your information (all fields are required).
3. Select the products for which you would like to receive notifications.

s Note
E You can modify your product selections or unsubscribe at any time.

4. Click Submit.

Documentation and Training

To find Extreme Networks product guides, visit our documentation pages at:

Current Product Documentation www.extremenetworks.com/documentation/

Archived Documentation (for earlier www.extremenetworks.com/support/documentation-archives/
versions and legacy products)

Release Notes www.extremenetworks.com/support/release-notes
Hardware/Software Compatibility Matrices https://www.extremenetworks.com/support/compatibility-matrices/

White papers, data sheets, case studies, https://www.extremenetworks.com/resources/
and other product resources

Training

Extreme Networks offers product training courses, both online and in person, as well as specialized
certifications. For more information, visit www.extremenetworks.com/education/.

12 Access Point System Reference Guide for version 7.3.0
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About this Guide

Notational Conventions on page 14

This manual describes how to use the Graphical User Interface (GUI) to configure settings required to
deploy Extreme Networks access points within a WiNG 7.3.0 managed network.

The WING 7.3.0 software supports the following access points and service platforms:

Access Points (802.11ax) — AP410i, AP410e, AP460i, AP460e, AP505i, AP510i, AP510e, AP560i,
AP560h

Access Points (802.11ac) — AP7522, AP7532, AP7562, AP7612, AP7632, AP7662, AP8432, AP8533
Service Platforms — NX5500, NX7500, NX9500, NX9600, VX9000

The 802.11ax model access points are a part of the ExtremeWireless OmniEdge line of products.
Following is an overview of the 802.11ax model APs:

AP410i/e - This is a tri-radio, indoor model 802.11ax access point. The “i” in AP410i indicates that the
access point comes with internal antennas and the “e” indicates that it comes with external antenna
connectors. The access points feature a dual-band radio, two band-locked radios, six Wi-Fi internal
or external antennas, and one Bluetooth Low Energy (BLE) antenna.

Note
The AP410i/e requires a minimum base firmware of WiNG 7.3.0.

AP460i/e - This is a tri-radio, outdoor model enterprise class 802.11ax access point. The “i” in AP460i
indicates that it comes with internal antennas and the “e” in AP460e indicates that the access point
comes with external antenna connectors. The access points feature a dual-band radio, two band-
locked radios, eight Wi-Fi internal or external antennas, and one BLE antenna.

Note
The AP460i/e requires a minimum base firmware of WiNG 7.3.0.

AP560h - This is a dual-radio, cloud-ready, stadium optimized, Wi-Fi 6, 802.11ax outdoor access
point with eight internal antennas, supporting two software selectable 30 degree and 70 degree
directional antennas. It is ideally suited for high-density user environments, such as stadiums, large
public venues, convention centers and school auditoriums. The AP560h offers flexible deployment
options and can be mounted under a seat, to a pole, and a wall, thereby ensuring exceptional mobile

user experience.

AP560i - This is a cloud-ready, stadium optimized, Wi-Fi 6, 802.11ax outdoor access point with two
internal antenna. It is ideally suited for high-density user environments, such as stadiums, large
public venues, convention centers and school auditoriums. The AP560i offers flexible deployment
options and can be mounted under a seat, to a pole, and a wall, thereby ensuring exceptional mobile
user experience.

Access Point System Reference Guide for version 7.3.0 13



Notational Conventions About this Guide

AP510e - This is a next generation, enterprise-class 802.11ax access point. The AP features a dual-
band radio, a band locked radio, and comes with eight (8) Wi-Fi external antennas and one BLE
antenna.

AP510i - This is a next generation, enterprise-class 802.11ax access point. The “i” in AP510i indicates
that it comes with internal antennas. The AP features a dual-band radio, a band locked radio, and
comes with eight (8) Wi-Fi internal antennas and one BLE antenna.

AP505i - This is a next generation, enterprise-class 802.11ax access point. The “i” in AP505i indicates
that it comes with internal antennas. The AP505i can be used in stadiums, public venues such as
hospitals and hotels, retail industry, and educational institutions. The 802.11ax technology supports
more users and internet of things (1o0T) devices.

Notational Conventions

The following notational conventions are used in this document:

[talics are used to highlight specific items in the general text, and to identify chapters and sections in
this and related documents

Bullets (¢) indicate:

o lists of alternatives

o lists of required steps that are not necessarily sequential

o action items

Sequential lists (those describing step-by-step procedures) appear as numbered lists

14
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Introduction

WING 7 Operating System Overview on page 15

This chapter provides a general overview of the WING 7.X.X operating system.

WING 7 Operating System Overview

The WING 7 operating system is a solution designed for 802.11n, 802.11ac and 802.11ax networking. It is a
convergence of the legacy ExtremeWireless™ WiNG (5.9.X) and ExtremeWireless™ (10.X) wireless
operating systems. It offers a high-level of flexibility and scalability covering both campus and
distributed modes of deployment.

WING 7.X.X brings together the following key benefits of both deployment topologies under one fold:

ExtremeWireless - The ExtremeWireless software provides a secure, highly scalable, cost-effective
solution based on the IEEE 802.11 standard. The system is intended for enterprise networks
operating on multiple floors in more than one building, and is ideal for public environments, such as
airports and convention centers that require multiple access points. It is an ideal solution for high-
density, campus and stadium deployments. It is well suited to meet the needs of enterprises in the
education, healthcare, sports and entertainment verticals. The ExtremeWireless OS key strengths

are:
o Extensive Policy Framework

o Contextual Device and Application Control

o Application Visibility & Control with Analytics

o BYOD - Single SS/D with Programmable Data Path

o Voice & Video Optimized with Seamless Roaming
ExtremeWireless WING - The WING architecture is a solution designed for 802.11n and 802.11ac

networking. It is designed for standalone or distributed hierarchical networks. The ExtremeWireless
WING software distributes intelligence right to the network edge, empowering every controller and
access point with the intelligence needed to be network-aware, able to identify and dynamically
route traffic over the most efficient path available at that time. It is highly scalable and well suited to
meet the needs of large, geographically distributed enterprises. It is an ideal wireless networking
solution for the retail, manufacturing, transportation & logistics, and hospitality verticals. The

ExtremeWireless OS key strengths are:

o Simple Guest Access with Analytics

o Contextual Application Control

o Advanced Diagnostics and Remote Troubleshooting
o Intrusion, Compliance and Wi-Fi Forensics

o Scale-out 1000s of APs with Rapid Rollout

Access Point System Reference Guide for version 7.3.0 15



Dual Mode Capability Introduction

o Self-tuning RF (Smart-RF)
o Distributed Service Intelligence

Going forward, this unified, common, wireless, infrastructure WiNG 7.X. OS will power the
ExtremeWireless WING product family. The WIiNG 7.3.0 OS supports the following platforms:

Access Points (802.11ax) — AP410i, AP410e, AP460i, AP460e, AP505i, AP510i, AP510e, AP560i,
AP560h

Access Points (802.11ac) — AP7522, AP7532, AP7562, AP7612, AP7632, AP7662, AP8432, AP8533
Service Platforms — NX5500, NX7500, NX9500, NX9600, VX9000

Dual Mode Capability

The WING 7, 802.11ax AP5XX and AP4XX model APs have the capability of operating in the
Distributed and Centralized modes. For a newly-manufactured, out-of-the-box AP the mode of
operation is not specified.

% Note
For more information, see Dual Mode Capability.

AP410i/e Specifications
The 802.11ax AP410i/e access points have the following features:

Radios: Three 802.11ax radios

o One 2X2 2.4 GHz radio

o One 4X4 5 GHz radio

o One 2X2 2.4 GHz and 5 GHz radio
One 2.4 GHz 10T radio

Console Port: RJ45.

Two Ethernet Ports:

o GET-10/100/1000/2500/5000 Mbps auto-negotiation Ethernet port, RJ45, with Power over
Ethernet (PoE) In

o GE2 - One multi-rate GE/2.5 GE Ethernet port

LEDs: Seven - all LEDs will be powered on during reset and will connect to general purpose input/
output (GPIO) pins

One Reset button

One Kensington lock

One safety hanger provision

One USB 2.0 type A connector

Power: PoE 802.3at

Antennas:

o AP410i: Six Wi-Fi internal antennas and one BLE internal antenna

o AP410e: Six RP-SMA external antenna ports and one BLE RP-SMA antenna

16
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AP460i/e Specifications

AP460i/e Specifications
The 802.11ax AP460i/e access points have the following features:

Radios: Three 802.11ax radios

o One 2X2 2.4 GHz radio

o One 4X4 5 GHz radio

o One 2X2 2.4 GHz and 5 GHz radio
One 2.4 GHz 10T radio

Console Port: RJ45.

Two Ethernet Ports:

o GET-10/100/1000/2500 Mbps auto-negotiation Ethernet port, RJ45, with Power over Ethernet
(PoE) In

o GE2-10/100/1000 Mbps auto-negotiation Ethernet port, RJ45

LEDs: Seven - all LEDs will be powered on during reset and will connect to general purpose input/
output (GPIO) pins

One Reset button

Power: PoE 802.3at

Antennas:

o Eight Wi-Fi internal/external antennas

o One BLE internal antenna on AP460i

o One BLE external antenna port on AP460e

AP560h Specifications

The enterprise class 802.11ax AP560h access point has the following features:

Radios: 2 radios; 11oT radio (2.4 GHz).
Console Port: RJ45.

Two Ethernet Ports:

o GET-10/100/1000/2500/5000 Mbps auto-negotiation Ethernet port, RJ45, with Power over
Ethernet (PoE) In

o GE2 -10/100/1000 Mbps auto-negotiation Ethernet port, RJ45, with PoE In

LEDs: 2 - All LEDs will be on during reset

One Reset button

Power: PoE 802.3at; 12VDC external power in connector.

Antennas:

o Eight WiFi internal antennas, supporting the following internal antenna modes:
= 30 degree
= 70 degree

° One BLE internal antenna
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AP560i Specifications

The enterprise class 802.11ax AP560i access point has the following features:

Radios: 2 radios; 110T radio (2.4 GH2).

Console Port: RJ45.

Two Ethernet Ports:

o GEIT-10/100/1000/2500/5000 Mbps auto-negotiation Ethernet port, RJ45, with PoE In
o GE2-10/100/1000 Mbps auto-negotiation Ethernet port, RJ45, with PoE In
LEDs: 2 - All LEDs will be on during reset

One Reset button

Power: PoE 802.3at; 12VDC external power in connector.

Antennas:

o Eight WiFiinternal antennas

o One BLE internal antenna

AP510e Specifications

The enterprise class 802.11ax AP510e access point has the following features:

Radios: 2 radios; 110T radio (2.4 GH2).

Console Port: RJ45.

Two Ethernet Ports:

o GEIT-10/100/1000/2500/5000 Mbps auto-negotiation Ethernet port, RJ45, with PoE In
o GE2-10/100/1000 Mbps auto-negotiation Ethernet port, RJ45, with PoE In
LEDs: 6 - All LEDs will be on during reset

One Reset button

Power: PoE 802.3at; 12VDC external power in connector.

Antennas:

o Eight WiFi external antennas

o One BLE internal antenna

AP510i Specifications

The enterprise class 802.11ax AP510i access point has the following features:

Radios: 2 radios; 110T radio (2.4 GH2).

Console Port: RJ45.

Two Ethernet Ports:

o GEIT-10/100/1000/2500/5000 Mbps auto-negotiation Ethernet port, RJ45, with PoE In
o GE2-10/100/1000 Mbps auto-negotiation Ethernet port, RJ45, with PoE In

LEDs: 6 - All LEDs will be on during reset

One Reset button

Power: PoE 802.3at; 12VDC external power in connector.

Antennas:

o Eight WiFiinternal antennas

18 Access Point System Reference Guide for version 7.3.0



Introduction AP505i Specifications

o One BLE internal antenna

AP505i Specifications

The enterprise class 802.11ax AP505i access point has the following features:
* Radios: 2 radios (one band locked at 2.4 GHz and the other band at 5 GHz); 1 10T radio (2.4 GHz)
* Console port: RJ45
* Two Ethernet ports:
o GET-10/100/1000/2500 Mbps auto-negotiation Ethernet port, RJ45, with PoE In
o GE2-10/100/1000 Mbps auto-negotiation Ethernet port, RJ45, with NO PoE
* LEDs: 6 LEDs; all LEDs will be on during reset
* Onereset button
*  Power: PoE 802.3af; 12VDC external power in connector
* Antennas:
o Eight WiFi internal antennas
° One BLE internal antenna

pes Note
E For more information on the AP505i, AP510i/e and AP560i/h, refer to the respective
installation guides, available at https://extremenetworks.com/documentation.

About the WIiING Software

Extreme Networks” WiNG operating system is the next generation in the evolution of WLAN
architectures. This OS is designed to scale efficiently from the smallest networks to large, geographically
dispersed deployments. The co-operative, distributed control plane innovation in the WiNG architecture
offers a software-defined networking (SDN)-ready operating system that can distribute controller
functionality to every access point in your network. Now, every access point is network aware, providing
the intelligence required to truly unleash optimal performance, all wireless LAN infrastructure can work
together to ensure every transmission is routed through the most efficient path, every time.

The WING OS brings you the resiliency of a standalone access point network without the vulnerability of
a centralized controller, with advancements that take performance, reliability, security, scalability and
manageability to a new level. The result? Maximum network uptime and security with minimal
management. And true seamless and dependable mobility for your users.

WING OS advances the following technology:

Comprehensive Wi-Fi support - WING supports all Wi-Fi protocols, including 802.11a/b/g/n/ac/ax,
allowing you to create a cost-effective migration plan based on the needs of your business.

Extraordinary scalability - With WING, you can build any size network, from a small WLAN network in a
single location to a large multi-site network that reaches all around the globe.

Extraordinary flexibility - No matter what type of infrastructure you deploy, WiNG OS delivers
intelligence to all: standalone independent access points or adaptive access points that can be adopted
by a controller but can switch to independent mode; virtual controllers; physical controllers in branch
offices, the NOC (network operating center) or the cloud.
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Distributed intelligence - WING distributes intelligence right to the network edge, empowering every
controller and access point with the intelligence needed to be network-aware, able to identify and
dynamically route traffic over the most efficient path available at that time.

Extraordinary network flexibility and site survivability - WING provides the best of both worlds: true
hierarchical management that delivers a new level of management simplicity and resiliency by enabling
controllers to adopt and manage other controllers and access points, while allowing adopted
infrastructure to also stand on its own.

Gap-free security - When it comes to security, there can be no compromises. WiNG’s comprehensive
security capabilities keep your network and your data safe, ensuring compliance with PCI, HIPAA and
other government and industry security regulations.

Connectivity for large indoor and outdoor spaces - In addition to enabling a robust indoor WLAN, our
patented MeshConnex™ technology enables the extension of Wi-Fi networks to the largest of outdoor
spaces from an expansive outdoor campus environment to an entire city.

Powerful centralized management - With WING you get complete control over every aspect of your
WLAN. This single powerful windowpane enables zero touch infrastructure deployment, rich analytics
that can help you recognize and correct brewing issues before they impact service quality and user
connectivity, along with centralized and remote troubleshooting and issue resolution of the entire
network.

Application visibility and control -

With WING you get visibility & control over layer-7 applications with an embedded Deep Packet
Inspection DPI engine that inspects every flow of every user at the access point. The embedded DPI
engine in the WiNG OS is capable of detecting and identifying thousands of applications real time. You
can configure your access points to report this real-time, network statistics to the Extreme NSight.
Network administrators can get in-depth insight into every dimension of the network including layer-7
application visibility, client devices, device & OS types and users. Administrators can discern, at a glance,
the top applications by usage or by count at every level of the network from site level to access points
and clients. In addition to detection, firewall and QoS policies can leverage the application context to
enforce policies.

Distributed Intelligence

WING OS enables all WLAN infrastructure with the intelligence required to work together to determine
the most efficient path for every transmission. The need to route all traffic through a controller is
eliminated, along with the resulting congestion and latency, resulting in higher throughput and superior
network performance. Since all features are available at the access layer, they remain available even
when the controller is offline, for example, due to a WAN outage, ensuring site survivability and
extraordinary network resilience. In addition, you get unprecedented scalability, large networks can
support as many as 10,000 nodes without impacting throughput or manageability, providing
unprecedented scalability.

High Availability Networks

The WING OS enables the creation of highly reliable networks, with several levels of redundancy and
failover mechanisms to ensure continuous network service in case of outages. APs in remote sites
coordinate with each other to provide optimized routing and self-healing, delivering a superior quality
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of experience for business critical applications. Even when WING site survivable APs lose
communication with the controller, they continue to function, able to bridge traffic while still enforcing
QoS and security policies, including stateful inspection of Layer2 (locally bridged) or Layer 3 traffic.

Gap-free Security

When it comes to wireless security, one size does not fit all. A variety of solutions are required to meet
the varying needs and demands of different types of organizations. Regardless of the size of your
WLAN or your security requirements, our tiered approach to security allows you to deploy the features
you need to achieve the right level of security for your networks and your data. And where a hub-and-
spoke architecture can’t stop threats until they reach the controller inside your network, WiNG OS
distributes security features to every access point, including those at the very edge of your network,
creating an around-the-clock constant network perimeter guard that prevents threats from entering
your network for unprecedented gap free security.

Outdoor Wireless and Mesh Networking

When you need to extend your wireless LAN to outdoor spaces, our patented MeshConnex technology
combines with comprehensive mesh networking features to enable you to create secure, high
performance, flexible and scalable mesh networks. With our mesh technology, you can cover virtually
any area without installing cabling, enabling the creation of cost-effective outdoor wireless networks
that provide coverage to enterprise workers in vast campus-style environments as well as public safety
personnel in patrol cars.

Network Services, Routing and Switches

The WING OS integrates network services like built-in DHCP server, AAA server and routing protocols
like policy based routing and OSPF, Layer 2 protocols like MSTP and Link Aggregation. Integration of
services and routing/ switching protocols eliminates the need for additional servers or other networking
gear in small offices thereby reducing Total Cost of Ownership (TOC). In large networks, where such
services are deployed on a dedicated server/ router at the NOC, this provides a backup solution for
remote sites when the WAN link to the NOC is temporarily lost. Integrating also provides the added
benefit of coordination across these services on failover from primary to standby, assisting a more
meaningful behavior, rather than when each fails over independently of the other for the same root
cause.

Management, Deployment and Troubleshooting

The WING OS is a comprehensive, end-to-end management system that covers deployment through
day-to-day management. You get true zero-touch deployment for access points located anywhere in
the world, the simplicity of a single window into the entire network, plus the ability to remotely
troubleshoot and resolve issues. And since our management technology is manufacturer-agnostic, you
can manage your Extreme Networks WLAN infrastructure as well as any legacy equipment from other
manufacturers, allowing you to take advantage of our advanced WLAN infrastructure without requiring
a costly rip and replace of your existing WLAN.
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Accessing the Web Ul on page 22
Glossary of Icons Used on page 25

The access point’s on board user interface contains a set of features specifically designed to enable
either Virtual Controller AP, Standalone AP or Adopt to Controller functionality. In Virtual Controller AP
mode, an access point can adopt and manage other access points. With the introduction of
Heterogeneous AP management, access points are able to adapt and manage different types of AP
model when functioning as a virtual controller. In Standalone mode, an access point functions as an
autonomous, non adopted, access point servicing wireless clients. If adopted to controller, an access
point is reliant on its connected controller for its configuration and management.

For information on how to access and use the Web Ul, see:
* Accessing the Web Ul on page 22.
* Glossary of lcons Used on page 25.

Accessing the Web Ul

Access points, controllers and service platforms use a GUI that can be accessed using any supported
Web browser on a client connected to the subnet the Web Ul is configured on.

Browser and System Requirements

To access the GUI, a browser supporting Flash Player 11is recommended. The system accessing the GUI
should have a minimum of 1 GB of RAM for the Ul to display and function properly, with the exception of
NX service platforms, which require 4 GB of RAM. The Web Ul is based on Flex, and does not use Java
as the underlying Ul framework. A resolution of 1280 x 1024 pixels for the GUI is recommended.

The following browsers are required to access the WiING Web Ul:

* Firefox 3.5 or higher
* |nternet Explorer 7 or higher
* Google Chrome 2.0 or higher
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Connecting to Web Ul

¢ Safari 3 and higher
* Opera 9.5 and higher

Note
Throughout the Web Ul, leading and trailing spaces are not allowed in any text fields. In
addition, the “?” character is also not supported in text fields.

Connecting to Web Ul

About This Task

Follow the steps below to connect to an access point's (AP's) Web Ul for the first time:

Procedure

1. Connect one end of an Ethernet cable to the AP's LAN port and connect the other end to a
computer with a working Web browser.

2. Set the computer to use an IP address between 192.168.0.10 and 192.168.0.250 on the connected
port. Set a subnet/network mask of 255.255.255.0.

The AP's IP address is optimally provided using DHCP. A zero config IP address can also be derived if
DHCP resources are unavailable. Using zero config, the last two octets in the IP address are the
decimal equivalent of the last two bytes in the access point’s hard-coded MAC address.

Deriving the AP's IP address using its MAC address.

If the AP's hard-coded MAC address is 00:C0:23:00:FO:0A, follow the steps below to derive the AP's
Zero-config IP address:

a.

On your computer, open the Windows calculator. To access the calculator, click Start — All
Programs — Accessories — Calculator. This path may vary depending on the version of
Windows running on your computer.

With the Calculator displayed, select View — Scientific or View — Programmer depending on
the version of Windows running on your computer.

Select the Hex radio button.

. Enter the penultimate octet of the AP's MAC address. In this example, the AP's MAC address is:

00:C0:23:00:FO:0A. Enter FO.

Select the Dec radio button. The calculator converts FO into 240.

Repeat this process for the last octet in the AP's MAC address. Enter A, and select Dec. The
calculator converts A into 10.

The AP's zero-config IP address is: 169.254.240.10
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3. Once obtained, point the Web browser to the access point’s IP address. The following login screen
displays:

The Web Ul login dialog displays:

T E————

B 2004.20 9. Symbol Technologias, Inc. AN righis messrved.

Figure 1: Web Ul Login Screen
4. Enter the default username admin in the Username field.
5. Enter the default password admin123 in the Password field.

When logging in for the first time, you will be prompted to change the password to enhance device
security. Set the new password and use it for subsequent logins.
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Glossary of Icons Used

6.

Click the Login button to load the device's (access point, wireless controller or service platform)
management interface.

If you are powering-up the AP for the first time, the AP's management Ul opens, and the Initial
Setup Wizard dialog pops up. Use this wizard to configure the basic settings required to get the AP
up and running. For more information on using the Initial Setup Wizard, see Using the Initial Setup
Wizard on page 3.

The AP's Initial Setup Wizard:

Figure 2: The Initial Setup Wizard

—
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o Access Point Settings
= Access Point Settings: Virual Cantrolier AP, Standalone AP, or Dependent AP

M b ogy = Netwaork Topology: Bridge or Rouler Operation
ﬂ LAN Configuration = LAN Configuration

= Radio Configuration

= WaN Configuration

| Summary and Commit * Wireless LAN Setup

:’E Wireless LAN Setup

= Location, Country Code, Time Zone, Date and Time
= Summary and SaweCommil

Choose One Type to Setup the Access Point

;E_: Typical Sefup (Rec ommended )
- Thew Eard Uses as many defaul parameters as poss bie 10 5 mpily the configuration proc ess.

() Advanced Setup
- With this SEleCTion, You may ©onfigure the LAN, WAN, Radio Mapping. RADIUS Server, WLAN, &l

8 Back 1 E H ! ‘ SaweCommt ;i Eﬁ I

Glossary of Icons Used

The Ul uses a number of icons used to interact with the system, gather information, and obtain status
for the entities managed by the system. This chapter is a compendium of the icons used. This chapter is
organized as follows:

Global Icons

Dialog Box Icons

Table Icons

Status Icons

Configurable Objects
Configuration Objects
Configuration Operation Icons
Access Type Icons
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Web Ul Features

* Administrative Role Icons

* Device lcons

Global Icons

This section lists global icons available throughout the interface.

Logout - Select this icon to log out of the system. This icon is always available and is located
at the top right corner of the Ul.

+

Add - Select this icon to add a row in a table. When selected, a new row is created in the
table or a dialog box displays where you can enter values for a particular list.

Delete - Select this icon to remove a row from a table. When selected, the selected row is
deleted.

&

More Information - Select this icon to display a pop up with supplementary information that
may be available for an item.

El

Trash - Select this icon to remove a row from a table. When selected, the row is immediately
deleted.

Create new policy - Select this icon to create a new policy. Policies define different
configuration parameters that can be applied to individual device configurations, profiles and
RF Domains.

2

Edit policy - Select this icon to edit an existing configuration item or policy. To edit a policy,
select a policy and this icon.

Dialog Box Icons

These icons indicate the current state of various controls in a dialog. These icons enables you to gather
the status of all the controls in a dialog. The absence of any of these icons next to a control indicates the
value in that control has not been modified from its last saved configuration.

I

Entry Updated - Indicates a value has been modified from its last saved configuration.

Entry Update - States that an override has been applied to a device profile configuration.

Mandatory Field - Indicates this control value is a mandatory configuration item. You are not
allowed to proceed further without providing all mandatory values in this dialog.

Error in Entry - Indicates there is an error in a supplied value. A small red popup provides a
likely cause of the error.
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Table Icons

Table Icons

The following two override icons are status indicators for transactions:

+

Table Row Overridden - Indicates a change (profile configuration override) has been made to
a table row and the change will not be implemented until saved. This icon represents a
change from this device’s profile assigned configuration.

X

Table Row Added - Indicates a new row has been added to a table and the change is not
implemented until saved. This icon represents a change from this device’s profile assigned
configuration.

Status Icons

These icons indicate device status, operations, or any other action that requires a status returned to the

user.

Fatal Error - States there is an error causing a managed device to stop functioning.

Error - Indicates an error exits requiring intervention. An action has failed, but the error is not
system wide.

Warning - States a particular action has completed, but errors were detected that did not
prevent the process from completing. Intervention might still be required to resolve
subsequent warnings.

Success - Indicates everything is well within the network or a process has completed
successfully without error.

+

Information - This icon always precedes information displayed to the user. This may either be
a message displaying progress for a particular process, or just be a message from the system.

Configurable Object Icons

These icons represent configurable items within the Ul.

#

Device Configuration - Represents a configuration file supporting a device category (access
point, wireless controller etc.).

F
=]

Auto Provisioning Policy - Represents a provisioning policy. Provisioning policies are a set of
configuration parameters that define how access points and wireless clients are adopted and
their management configuration supplied.

Critical Resource Policy - States a critical resource policy has been applied. Critical resources
are resources whose availability is essential to the network. If any of these resources is
unavailable, an administrator is notified.

Wireless LANs - States an action impacting a managed WLAN has occurred.

WLAN QoS Policy - States a quality of service policy (QoS) configuration has been impacted.

Radio QoS Policy - Indicates a radio’s QoS configuration has been impacted.

AAA Policy - Indicates an Authentication, Authorization and Accounting (AAA) policy has
been impacted. AAA policies define RADIUS authentication and accounting parameters.
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D-*'ﬁ Association ACL - Indicates an Access Control List (ACL) configuration has been impacted.
o An ACL is a set of configuration parameters either allowing or denying access to network
resources.
.Q“"-‘l Smart RF Policy - States a Smart RF policy has been impacted. Smart RF enables

neighboring access point radios to take over for an access point radio if it becomes
unavailable. This is accomplished by increasing the power of radios on nearby access points
to compensate for the coverage hole created by the non-functioning access point.

Profile - States a device profile configuration has been impacted. A profile is a collection of
configuration parameters used to configure a device or a feature.

Bridging Policy - Indicates a bridging policy configuration has been impacted. A bridging
policy defines which VLANSs are bridged, and how local VLANSs are bridged between the
wired and wireless sides of the network.

’ﬁ‘l RF Domain - States an RF Domain configuration has been impacted.
Firewall Policy - Indicates a firewall policy has been impacted. Firewalls provide a barrier that

prevents unauthorized access to resources while allowing authorized access to external and
internal resources.

IP Firewall Rules - Indicates an IP firewall rule has been applied. An IP based firewall rule
implements restrictions based on the IP address in a received packet.

MAC Firewall Rules - States a MAC based firewall rule has been applied. A MAC based firewall
rule implements network allowance restrictions based on the MAC address in a received data
packet.

a Wireless Client Role - Indicates a wireless client role has been applied to a managed client.

= The role could be either sensor or client.

D‘ﬂ WIPS Policy - States the conditions of a WIPS policy have been invoked. WIPS prevents

' unauthorized access to the network by checking for (and removing) rogue access points and

wireless clients.

) Device Categorization - Indicates a device categorization policy has been applied. This is

= used by the intrusion prevention system to categorize access points or wireless clients as
either sanctioned or unsanctioned devices. This enables devices to bypass the intrusion
prevention system.

@h Captive Portals - States a captive portal is being applied. Captive portal is used to provide
temporary controller, service platform or access point access to requesting wireless clients.

i DNS Whitelist - A DNS whitelist is used in conjunction with captive portal to provide access

to requesting wireless clients.

DHCP Server Policy - Indicates a DHCP server policy is being applied. DHCP provides IP
addresses to wireless clients. A DHCP server policy configures how DHCP provides IP
addresses.

=

RADIUS Group - Indicates the configuration of RADIUS group has been defined and applied.
A RADIUS group is a collection of RADIUS users with the same set of permissions.

L% RADIUS User Pools - States a RADIUS user pool has been applied. RADIUS user pools are a
set of IP addresses that can be assigned to an authenticated RADIUS user.
E#:r' RADIUS Server Policy - Indicates a RADIUS server policy has been applied. A RADIUS server

policy is a set of configuration attributes used when a RADIUS server is configured for AAA.
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Configuration Object Icons

[0

Management Policy - Indicates a management policy has been applied. Management policies
configure access control, authentication, traps and administrator permissions.

[

BGP - Border Gateway Protocol (BGP) is an inter-ISP routing protocol which establishes
routing between ISPs. ISPs use BGP to exchange routing and reachability information
between Autonomous Systems (AS) on the Internet. BGP makes routing decisions based on
paths, network policies and/or rules configured by network administrators.

Configuration Object Icons

These configuration icons are used to define the following:

B4

Configuration - Indicates an item capable of being configured by an interface.

View Events / Event History - Defines a list of events. Click this icon to view events or view
the event history.

[

Core Snapshots - Indicates a core snapshot has been generated. A core snapshot is a file that
records status events when a process fails on a wireless controller or access point.

Panic Snapshots - Indicates a panic snapshot has been generated. A panic snapshot is a file
that records status when a wireless controller or access point fails without recovery.

il

Ul Debugging - Select this icon/link to view current NETCONF messages.

View Ul Logs - Select this icon/link to view the different logs generated by the Ul, FLEX and
the error logs.

Configuration Operation Icons

The following operations icons are used to define configuration operations:

Revert - When selected, any unsaved changes are reverted to their last saved configuration
settings.

Commit - When selected, all changes made to the configuration are written to the system.
Once committed, changes cannot be reverted.

Commit and Save - When selected, changes are saved to the configuration.

Access Type Icons

The following icons display a user access type:

@

Web Ul - Defines a Web Ul access permission. A user with this permission is permitted to
access an associated device’s Web Ul.

[y

Telnet - Defines a TELNET access permission. A user with this permission is permitted to
access an associated device using TELNET.
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By

SSH - Indicates a SSH access permission. A user with this permission is permitted to access
an associated device using SSH.

By

Console - Indicates a console access permission. A user with this permission is permitted to
access an associated device using the device’s serial console.

Administrative Role Icons

The following icons identify the different administrative roles allowed on the system:

-
-Ig‘-

Superuser - Indicates superuser privileges. A superuser has complete access to all
configuration aspects of the connected device.

System - States system user privileges. A system user is allowed to configure general
settings, such as boot parameters, licenses, auto install, image upgrades etc.

Network - Indicates network user privileges. A network user is allowed to configure wired
and wireless parameters, such as IP configuration, VLANS, L2/L3 security, WLANs and radios.

Security - Indicates security user privileges. A security level user is allowed to configure all
security related parameters.

Monitor - Defines a monitor role. This role provides no configuration privileges. A user with
this role can view the system configuration but cannot modify it.

Help Desk - Indicates help desk privileges. A help desk user is allowed to use troubleshooting
tools like sniffers, execute service commands, view or retrieve logs. However, help desk
personnel are not allowed to conduct controller or service platform reloads.

Web User - Indicates a web user privilege. A Web user is allowed accessing the device’s Web
ul.

Device Icons

The following icons represent the different device types managed by the system:

System - This icon represents the entire WING supported system, and all of its member
controller, service platform or access points that may be interacting at any one time.

Cluster - This icon represents a cluster. A cluster is a set of wireless controllers or service
platforms working collectively to provide redundancy and load sharing amongst its members.

Service Platform - This icon indicates an NX 5500, NX 7500, NX 9500 or NX 9600 series
service platform that’s part of the managed network

4y

Wireless Controller - This icon indicates a wireless controller that’s not part of the managed
network.

£,

Wireless Controller - This icon indicates a wireless controller that’s part of the managed
network.

Access Point - This icon lists any access point that’s part of the managed network.

| {

Wireless Client - This icon defines any wireless client connection within the network.
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Using the Initial Setup Wizard on page 31

WING access points utilize an initial setup wizard to streamline getting on the network for the first time.
This wizard configures location, network and WLAN settings and assists in the discovery of access
points and their connected clients.

Using the Initial Setup Wizard

About This Task

This chapter describes how to use the Initial Setup Wizard to bring up an access point (AP), with
minimal configurations, to access the wireless network. When bringing up an AP for the first time, use
the wizard to define the AP’s basic, required settings, such as operational mode, deployment location,
basic security, network and WLAN settings. Once the AP is up and running, use the AP's GUI to
configure the remaining, advanced, user-interface functionalities.

To bring up an AP for the first time, follow the steps below:

Procedure

1. Install and power up the AP.

For more information, see Connecting to Web Ul on page 23.
2. Point the Web browser to the AP's IP address.

The AP's Web Ul login screen displays.

Usarnams

T W

B 20042010, Symbol Technologies, Inc. AN righis meserved.

3. Enter the default user name admin in the User name field.
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Quick Start

4. Enter the default password admin123 in the Password field.

Note

When logging in for the first time, you will be prompted to change the password. Set a

new password and use it for subsequent logins.

The AP's management interface Ul displays, and the Initial Setup Wizard landing page pops up.

I e

Navigation Panel
« Intraduction
1 Access Point Settings
1 Network Topalogy
£8 LAN Contiguration
:E Wireless LAN Setup

Summary and Commit

Introduction
[5] Function Highlignt

= Access Point Seftings: Virtual Controller AP, Standalone AP, or Dependent AP
= Network Topology. Bridge or Router Operation

= LAN Configuration

= Radio Configuration

= WAN Configuration

« Wirekess LAM Setup

« Location, Cowntry Code, Time Zone, Date and Time

= Summary and SaweiCommit

Choose One Type to Setup the Access Point
{(») Typacal Sefup (Rec ommended )
- Thew zard uses as many defaul parameters as poss bie to smpily the configuration process
() Advanced Setup
- With this selection, you may configure the LAN, WAN, Radio Mapping, RADILS Server, WLAN, ic

i Back | bl et ] | Saveronmt Lw_j i

uid Note
E The Initial Setup Wizard displays the same pages and content for all the WiNG AP model
types - the only difference being the number of radios supported on the AP.

The landing page has the following elements:

Introduction:

Navigation Panel:

Choose One Type to Setup
the Access Point

Lists the tasks you can perform using this wizard.

Provides links to configuration pages where you can perform the tasks listed in
the Introduction pane.

Provides two AP setup wizards. The options are: Typical Setup and
Advanced Setup. The links available on the Navigation Panel vary
depending on the option you select.

Selecting the Access Point Setup Wizard Type.
5. Select one of the following AP setup wizards:

¢ Typical Setup - Select this option to apply system-provided, default values on the AP. We
recommend using this option because it simplifies the configuration process. This option is

enabled by default.
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The Typical Setup — Navigation Panel lists the following configurable features:

Navigation Panel
+" Introduction
i Access Point Settings
T Network Topology
E_E LAN Configuraticn
27 wireless LAN Setup

| Summary and Commit

¢ Advanced Setup - Select this option to configure user-specific values instead of applying default
settings. This option provides additional configurable features, such as Radio
Configuration, System Information, and WAN Configuration.

The Advanced Setup — Navigation Panel lists the following configurable features:

| Navigation Panel

Introduction

| 7 Access Point Settings
7. Network Topology
i_g LAN Configuration
ﬁ WAN Configuration
-ﬁﬁ Radio Configuration
E‘Q Wireless LAN Setup
) System Information

Summary and Commit
|

A green check-mark to the left of a task, on the Navigation Panel, indicates that the minimum
required configurations for that task have been set correctly. It is mandatory to have each task green
check-marked to successfully complete the initial setup.

A red X against a task indicates that at least one mandatory parameter is pending configuration.
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+" Introduction
i " Access Point Settings

o Network Topology

#{ LAN Configuration

+" WAN Configuration
" Radio Configuration
¥ Wireless LAN Setup
${ System Information

+ Summary and Commit

Figure 3: Red, Green Check-marks

6. Select the Summary and Commit link, on the Navigation Panel, to view and commit your changes.
7. Select Next to proceed to the next page.

Select Back to revert to the previous page without saving your updates.
Select Cancel to close the wizard without committing your changes.

Select Save/Commit to save changes made to a page. We recommend that you save your updates
before moving to the next page.

Tasks Common to both Wizard Types.

The following steps describe tasks that are common to both wizards.
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8. Click Next.
The Access Point Settings page displays. Use this page to specify the AP's mode of functioning.

Access Point Settings

i, Access Point Settings

() Virlua Controler AP - When more than one access point 5 deployed, a single access point ¢ an function as a

~ Virual Controller AP and manage Dependent mode access points. Up to 24 Dependant APs can be connected
to a Virtual Confroller AP

() Virtual Controller AP Auto- The APcan be elected as a Virtual Controlier AP. When more than one ac cess-

~ point is deployed, a single access-point ¢ an function as a Virtual Controller AP and manage Dependent mode
AcCess-points.

(») Standalone AP - Select this option to deploy this access point as an autonomous "fat” access point. A
standalone APisnt managed by a Virtual Controller AP, or adopted by a controller

& Country Code Selection

Country Code -Lcnoose a Country Code v

Configuring the Access Point Settings.
9. Set the AP's mode of functioning as one of the following:
¢ Virtual Controller AP - Select to configure the AP to function as a virtual controller (VC). In a
multiple-AP network, you can configure one of the APs as the VC.

* Virtual Controller AP Auto - Select to enable dynamic virtual controller (DVC) mode on the AP.
When enabled, the AP on being elected as the RF Domain manager takes on the role of the VC. If
you have deployed multiple APs in an RF Domain, you can enable DVC on more than one AP.
However, only the current RF Domain manager AP has a running instance of the DVC.

If enabling DVC, configure the AP's management interface settings:

Virtual Controller Management Interface VLAN 1 5 What is this?

Virtual Confroller Management Interface IP 192, 168, 0 17 24U What is this?

o Use the Virtual Controller Management VLAN spinner control to set the management
interface's virtual local area network (VLAN). This VLAN is exclusively used by the VC to
broadcast MINT packets, and to adopt APs. The default setting is VLAN 1.

o Enter the management interface IP address and subnet in the Virtual Controller
Management Interface IP field.

Because of the random nature of DVC, specifying an explicit management interface IP
address makes it easier to manage VCs. In case of failover, this IP address is installed as the
secondary IP address on the new VC.
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Configuring a management interface IP address is mandatory. However, VLAN configuration
is optional. If you configure the IP address without specifying the VLAN, the system sets the
specified IP address as secondary IP on VLAN 1.

* Standalone AP - Select to deploy the AP as an independent AP, not managed by a VC, or
adopted by a wireless controller/service platform. .

eos Note

E If designating the AP as a Standalone AP, exclusively use the AP’s Ul, and not the CLI,
to configure the AP's settings. The CLI allows you to define more than one profile,
whereas the Ul does not. Consequently, you might encounter problems if using both
interfaces to manage profiles.

* Adopted to Controller - Select to deploy the AP as a controller-managed, dependent AP.

whe Note
E The Adopted to Controller option is available only on the Advanced Setup wizard.

o Note

E A controller-adopted AP obtains its configuration from a profile stored on its managing
controller. Manual changes made on the AP are overwritten by the controller upon
reboot.

If enabling controller adoption, configure the following Adoption Settings:

Adoption Settings

t:] Avtomatic controller dizcovery (L2, DHCP or DMNS bhased)
IEJ Static Controller Canfiguration

Controller1 | 172, 16, 10, 7 Controller 2
(@ UseDHCP  (® Static IP Address/Subnet 132,188, 0, 1 [ 24|~
Default Gateway 192, 188, 0, 1

o Select Automatic controller discovery (L2, DHCP or DNS based) to enable dynamic
discovery and adoption of the AP by any controller within the same subnet. The AP is Layer 2
(L2) adopted to the controller.

o Select Static Controller Configuration to manually configure the controller to which the AP
should adopt. This is applicable only in case of Layer 3 (L3) adoption.
If enabling L3 adoption:

= Enter the IP address of the primary controller in the Controller 1 field.
= Enter the IP address of the secondary controller in the Controller 2 field.
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When configured, the AP tries to adopt to Controller 1first. If the controller is unreachable,

the AP tries to adopt to Controller 2.

= Select Use DHCP to enable dynamic network address assignment. If selected, the AP's IP

address is provided by the local DHCP server resource.

= Alternately, select the Static IP Address/Subnet option to manually configure the AP's

network address.

» Enter the Default Gateway IP address to enable the AP to forward traffic destined for

other networks.

10. Use the Country Code Selection spinner control to set the AP's country of deployment.

Ensure that the country code is set correctly because parameters - for example, the available
channels of operation and regulatory compliance rules - are country specific.

This option is available only on the Typical Setup wizard.
11. Select Next.

The Networking Mode page displays. Use this page to define the AP's network-traffic handling

mode.

Metworking Mode

& Hetworking Mode Selection

'.'EJ Roufer Mode - the access point roules rathic bebween the wirslass network and the
Inbernet of corporate network DAGRN)

—_— iy I
" .
Virhual Cordrodles APy Caarty

Q Besclpe Maodde - In Bricige Mode, the sccess pont dapands on an echernal rouler for
routinglAMN ancl WIAN traffic. Routing is generally used on one device, whereas bridging
i typically used in a larger dendily network, Thas, Select Bridge Mode when déploying
thiz access poind with nUMenoLUs peer APS Supparting clents on both the 2.4 and SGHE

Fiichin Dol
Bt
[ q
—_— W L
. b4 o
e APy bty

(gt ook | [bp tind, ] | saverconan | [ Concel

Configuring the AP's Network Topology Settings.
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12. Set the AP's Networking Mode Selection as:

* Router Mode - Select to enable the AP to function as a router. When enabled, the AP routes
traffic between the local area network (LAN) and the Internet or external wide area network
(WAN). We recommend using this option in single-AP supported deployments.

* Bridge Mode - Select to enable the AP function as a bridge between the LAN and the Internet or
WAN. When enabled, the AP uses an external router to bridge traffic. We recommend using this
option in multiple-AP deployments, with APs supporting clients on both the 2.4 GHz and 5.0 GHz
radio bands.

e Note
E The Bridge Mode does not require WAN configurations on the AP. Therefore, if you
select this option, the WAN configuration option is disabled.

13. Select Next.

The LAN Configuration screen displays. Use this screen to configure the AP's LAN address, DHCP
server, and DNS server.

LAN Configuration

&8 LAN Configuration
Rease configure nterface settings for LAN (VLAN 1) w hich w il be used by w reless clients

@ useDHCcP  What s this?

E'.' Static 1P Address/Subnet 10 . 234, 160, 13 ,n‘ ?dL:I What is this?
Default Galew ay

DHCP Server

| ' | Use on-board DHCP server to assign IP addresses fo wireless clients

Domain Name Server (DNS)

E DNS Forw arding

Configuring the AP's LAN Settings.
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14. Select one of the following options to configure the IP address of the AP's LAN interface:

* Use DHCP - Select to enable dynamic IP address assignment. When selected, the local DHCP
server resource, running on VLAN 1 (the default VLAN), assigns the IP address.

eos Note

E If you select this option, the AP's VLAN 1 (the default VLAN interface of the AP) is
dynamically assigned an IP address by the DHCP server running on VLAN 1. Therefore,
if you select this option, ensure that a DHCP server is up and running on VLAN 1and is
reachable from the AP.

* Static IP Address/Subnet - Select to manually configure the AP's IP address and subnet.
o Enter the AP's LAN interface IP address and subnet in the Static IP Address/Subnet field.
o Enter the default gateway's IP address in the Default Gateway field.

290 Note
E The AP routes inter-VLAN traffic through the default gateway.

o Note

E If you configure a static IP and subnet for the AP, also enable it to function as an on-board
DHCP. Therefore, if you select this option, configure the DHCP server and DNS server
settings. For DHCP server configurations, move to step 15. For DNS server configurations,
move to step 16.

15. Set the following DHCP Server settings:

a. Select the Use on-board DHCP server to assign IP addresses to wireless clients option to
enable the AP to function as the on-board DHCP server resource.

When this option is enabled, the AP provides its IP address to requesting wireless clients on the
LAN interface.

b. Enter the starting and ending IP addresses in the Range fields.
The AP assigns IP addresses to authenticated wireless clients from the specified range.

Avoid assigning IP addresses from x.x.x.1 - x.x.x.10 and x.x.Xx.255, as they are often reserved for
standard network services.

c. Enter the IP address of the default gateway, in the Default Gateway field.
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16. Select one of the following options to configure the Domain Name Server :
* Select the DNS Forwarding option to enable DNS forwarding on the AP. This option is enabled
by default.

DNS forwarding is useful when a request for a domain name is made, but the DNS server
responsible for resolving the name into its corresponding IP address cannot locate the matching
IP address.

e Note
E Disabling DNS Forwarding enables the Primary DNS and Secondary DNS fields.

* Configure the following external DNS server resource parameters:

o Enter the Primary DNS server resource IP address. When specified, the AP forwards DNS
resolution requests to the specified resource.

o Enter the Secondary DNS server resource IP address.
Configuring the AP's WAN settings.
17. Select Next.

The WAN Configuration page displays. Use this page to define network address settings for the
AP's WAN interface. The WAN interface connects the AP to the wired local area network or
backhaul.

gos Note
E The WAN Configuration option is enabled only if you set the AP in Router Mode on the
Networking Mode page (see step 11).

WAN Configuration

£S5 WAN configuration

@ use pHop  What is this?
@ static PAddress/Subnet | 0 0 . 0. 0/ 24|v] Whatis this?

Defaul Gatew ay

[_] Enable NAT on the WAN Inferface  What is this?

40 Access Point System Reference Guide for version 7.3.0



Quick Start Using the Initial Setup Wizard

18. Select one of the following options to configure the AP's WAN interface's IP address:

* Use DHCP - Select to enable dynamic IP address assignment. When selected, an external DHCP
server resource, located on the WAN side of the network, assigns an IP address to the AP’s WAN
interface.

* Static IP Address/Subnet - Select to manually configure IP address and subnet for the AP's
WAN interface.

o Enter the AP's WAN interface IP address and subnet in the Static IP Address/Subnet field.
o Enter the default gateway's IP address in the Default Gateway field.

The Default Gateway is a router that serves as the gateway to other networks.
19. Select Next.

The Wireless LAN Setup page displays. Use this page to configure the AP's Wireless Local Area
Network (WLAN) settings.

Wireless LAN Setup

RN wian2

27 WLAN 1 Configuration

S5ID What Is this?

WLAN Type ® No Authentic ation and No Encryption  What is this?
(& Captive Portal Authentic ation and No Encryption What is this?

(® PSK authentic ation, WPA2 encryption  What is this?

A WLAN is a means of flexibly extending the functionality of a wired LAN. A WLAN links two or
more computers or devices using spread-spectrum or OFDM modulation based technology. WLANS
do not require lining up devices for line-of-sight transmission, and are thus desirable for wireless
networking. Roaming users can be handed off from one AP to another, as with a cellular phone
system. WLANSs can therefore be configured around the needs of specific user groups, even when
they are not in physical proximity.

Configuring the WLAN Settings.

uhe Note
E You can configure up to two (2) WLANSs for the AP.
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20.Set the following WLAN parameters:

a. Enter the WLAN's SSID.
b. Select the WLAN Type.

The WLAN Type defines the encryption and authentication modes used with the WLAN.

* No Authentication and No Encryption - Select to configure a network without any
authentication or encryption.

P Note
E When selected, any device can access the network. Data transmitted through the
network is in plain text.

* Captive Portal Authentication and No Encryption - Select to configure a network using Captive
Portal (Web page) based authentication.

pas Note

E When selected, the network serves a Web page (internally or externally hosted) to
wireless clients requesting network access. The clients enter their login credentials on
this Web page. These credentials are authenticated by a RADIUS server. On successful
authentication clients are granted access. Once on the network, the data transmitted
through the network is in plain text.

whe Note
E If selecting this option, move to step 21 to configure the RADIUS server details.

* PSK authentication, WPA2 encryption - Select to configure a network that uses PSK
authentication and WPA2 encryption.

vo0 Note
E When selected, wireless clients are granted network access only if the pre-shared key
(PSK) configured on the AP matches the PSK configured on the client.

s Note
E If selecting this option, move to step 22 to configure the PSK.

Configuring RADIUS server for the Captive Portal Authentication and No Encryption network.
21. Specify the RADIUS Server type as one of the following:

¢ External RADIUS Server - Select to use an externally hosted RADIUS server for user
authentication. This is the default setting.
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RADIUS Server (®) External RADIUS Server What is this?
@) Onboard RADIUS Server \What is this?

RADIUS Server IP | o ‘ v This field is required.

RADIUS Shared Sec et | | &y This fieldis required

o Enter the external RADIUS server resource IP address in the RADIUS Server IP address field.

o Enter the shared secret needed to access the RADIUS server, in the RADIUS Shared Secret
field.

* Onboard RADIUS Server - Select to configure the AP as the RADIUS server that performs user
authentication. A RADIUS Server Configuration window is displayed, where you add users to the
RADIUS server database.

RADIUS Server Configuration

Some WLANSs require authentication using the on-board RADIUS server. User accounts must be added for all users that
should be authorized by the server

Username Description

[ AddUser | | Modify User | Delete User

o Click Add User to add a new user. The Add User dialog displays.
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Username

Passw ord

Confirm Passw ord

Description
geate | | create & Cose |
User name Enter the client's user name.
Password Enter the password associated with the specified user name.
Confirm Password Re-enter the password.
Description Enter a short description for the user.

o Click Create to add the new user and continue adding other users.
o Click Create & Close to add the new user and close the dialog.

o To modify an existing user in the RADIUS server database, select the user from those listed
and click Modify User. In the Modify User dialog, make the required changes and click Modify
User.

pac Note
E You cannot modify the Username. However, Password and Description can be
modified.

o To delete an existing user in the RADIUS server database, select the user from those listed
and click Delete User. A confirmation dialog displays. Click Yes to confirm deletion.

Configuring PSK for the PSK authentication, WPA2 encryption network.
22.To specify the PSK needed for client authentication:
a. Use the drop-down menu to specify the PSK type as ASCII or HEX.
b. Enter the PSK in the WPA Key field.
Provide a 64-character HEX key or an 8-63 character ASCIl key, based on the PSK type you have
selected.
Advanced Setup-specific Tasks.

The following steps describe the tasks specific to the Advanced Setup wizard.
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23.Click Next.

The Radio Configuration page displays. Use this page to set the radio's mode of operation. The
radio can be set to transmit data to and from wireless clients, or it can be configured to function as a
dedicated sensor.

uie Note
E The number of configurable radios displayed depends on the AP's model type.

The following image shows an AP with two radios:

Radio Configuration

+" Radio...
(*) Configure as a Data Radio  What is this?
Pow er Level smart | = |(1 —23) Channel Mode v |
—{ l—|

() Configure as a Sensor Radio  What is this?
() Dsable the Radip  Radio 1 wil be dsabled. Pease make sure this s w hat you want o do.

¥ Radio...

(®) Configure as a Data Radio  What is this?

Pow er Level smart ;i“ -23) Channel Mode v

() Configure as a Sensor Radio  What is this?

__rl Disable the Radio Radio 2 w il be disabled. Pease make sure this is w hat you w ant to do.

Configuring the AP's Radio Interface.
24.Set the following parameters for each radio:
a. Configure as a Data Radio - Select to dedicate the radio to WLAN client support in the 2.4 GHz
or 5.0 GHz radio bands.
b. Power Level - Use the spinner control to select a 1- 23 dBm minimum power level to assign to
this radio. 1 dBm is the default setting.
c. Channel Mode - Set the channel selection mode to one of the following:
Random Select to use with 802.11n radios. In the European Union, to comply with Dynamic Frequency

Selection (DFS) requirements, the 802.11n radio uses a randomly selected channel each time the
AP is powered on.
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Best Select to enable the AP to scan non-overlapping channels and listen for beacons from other APs.
After the channels are scanned, the AP selects the channel with the fewest APs. In case of
multiple APs on the same channel, it selects the channel with the lowest average power level.
Selecting Best enables the Constantly Monitor option. Select this option to enable the AP to
continuously scan the network for excessive noise and sources of interference.

Static Select to assign the AP a permanent channel and scan for noise and interference only when
initialized.

d. Configure as a Sensor Radio - Select to dedicate the radio to sensor support exclusively. A
sensor radio scans all channels within the 2.4 and 5.0 GHz bands to identify potential threats. If
you are dedicating the radio to sensor support, also configure a primary and secondary ADSP
server, that receives and analyses inputs from the sensor radio.

e. Disable the Radio - Select to disable the radio. When disabled, the radio goes offline. Verify this
course of action with your network administrator before rendering the radio offline.

25. Click Next.

The Summary and Commit page displays.

Note
This page is available on both the Typical Setup and Advanced Setup wizards.

-
11K

Summary and Commit

&} Access Point Settings Page

Access Point Settings  Standalone AP

2 Network Topology Page

Network Topology  Router Mode

£8 LAN Configuration Page

LAN Configuration Type  Use DHCP
VLAN ID for the LAN Interface 1

£2 WAN Configuration Page

WAN Configuration Type  Use DHCP

Port to External GE1 Port

a6 Back | | b next | | savecommt | [ came |

Use this page to review and validate the AP's configuration.

* |fthe AP's configuration warrants additional changes, click Back, navigate to the desired page,
and make the changes.
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* After you have validated the configurations, click Save/Commit to apply the changes.
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Dashboard on page 48

Dashboard

The dashboard enables administrators to review and troubleshoot network device operation.
Additionally, the dashboard allows the review of the network topology, the assessment of the network’s
component health and a diagnostic review of device performance.

By default, the Dashboard screen displays a Summary of the System dashboard, which is the top level
in the device hierarchy. To view information for RF Domains, controllers/service platforms or access
points, expand the System node and select the desired, associated item in the tree.

System Dashboard

The dashboard allows network administrators to review and troubleshoot the operation of the devices
comprising the access point managed network. Use the dashboard to review the current network
topology, assess the network’s component health and diagnose problematic device behavior.

By default, the Dashboard screen displays the System Dashboard, which is the top level in the device
hierarchy.

The Dashboard provides the following tools and diagnostics:
¢ System Health on page 48
* System Inventory on page 50

System Health
About This Task

The Health tab displays performance status for managed devices, and includes their RF domain
memberships.

To assess system health:
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System Dashboard

Procedure

1. Go to Dashboard — Summary — System.

The overall system Health tab displays by default.

System (7]
I inventory
Devices | | Offline Devices | System Security i
RF Domain Devices Offline (v ThreatLevel (=0 RF Domain
defaut 0

| Device Types RF Quality
Device Tyie Online Offline Worst 5 (&)  RF Domain
W APSDS |1 0

Oniling {1

B Oniline B Omine

[«

Figure 4: System Dashboard - Health Tab

2. The system health screen is partitioned into the following:

The Devices field displays a ratio of offline versus online devices within the system. The
information is displayed in pie chart format to illustrate device support ratios.

The Device Types field displays a numerical representation of the different controller, service
platform and access point models in the current system. Their online and offline device
connections are also displayed. Does this device distribution adequately support the number and
types of access point radios and their client load requirements.

The Offline Devices field displays a table of supported RF domains within the system, with each
RF domain listing the number offline devices within that RF domain. Listed RF domains display
as individual links that can be selected to RF domain information in greater detail.

The RF Quality field displays RF quality per RF domain. It is a measure of the overall
effectiveness of the RF environment displayed in percentage. It is a function of the connect rate
in both directions, retry rate and error rate.
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System Inventory

This field displays an average quality index supporting each RF domain. The table lists the
bottom five (5) RF quality values for RF domains. Listed RF domains display as individual links
that can be selected to RF domain information in greater detail. Use this diagnostic information
to determine what measures can be taken to improve radio performance in respect to wireless
client load and the radio bands supported.

The quality is measured as:

o 0-20 - Very poor quality

o 20-40 - Poor quality

o 40-60 - Average quality

o 60-100 - Good quality

The System Security field displays RF intrusion prevention stats and their associated threat level.
The greater the number of unauthorized devices, the greater the associated threat level. It also
displays a list of up to five (5) RF domains in relation to the number of associated wireless clients.
The RF domains appear as links that can be selected to display RF domain information in greater
detail.

About This Task

The System screen's Inventory tab displays granular data on specific devices supported within the
network. The screen provides a complete overview of the number and state of managed devices.
Information is displayed in easy to read tables and graphs. This screen also provides links for more
detailed information.
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Procedure

1. Select the Inventory tab.
The system inventory screen displays.

System (7]
] inventory
Devices | Radios | | Clients
Top Radie = RF Last Update [ Top Client | 3 RF Domain Last Update
Count =~ Demain Count 4
2 defaul 1MG2019 06:3311 F ] defaun THE2019 06:3:

B aArsio

Figure 5: System Screen - Inventory Tab

2. Review the following:
The information within the Inventory tab is partitioned into the following fields:

* The Devices field displays a ratio of peer controllers and service platforms as well as their
managed access point radios. The information is displayed in pie chart format.

* The Radios field displays top performing radios, their RF Domain memberships, and a status time
stamp. RF Domain information can be selected to review RF Domain membership information in
greater detail. Information in the Radio area is presented in two tables. The first lists the total
number of Radios managed by this system, the second lists the top five RF Domains in terms of
the number of available radios.

* The wireless Clients field lists the top five RF Domains with the highest total number of clients
managed by connected devices in this system. Select Refresh as needed to update the screen to
its latest values.

RF Domain Dashboard

RF domains allow administrators to assign configuration data to multiple devices deployed in a
common coverage area, such as in a floor, building or site. Each RF domain contains policies that can
determine a Smart RF or WIPS configuration.RF domains enable administrators to override WLAN SSID
name and VLAN assignments. This enables the deployment of a global WLAN across multiple sites and
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unigue SSID name or VLAN assignments to groups of access points servicing the global WLAN. This
WLAN override technique eliminates the requirement for defining and managing a large number of
individual WLANSs and profiles.

A configuration contains (at a minimum) one default RF domain and can optionally use additional user
defined RF domains:

The RF Domain screen displays system-wide network status. The screen is partitioned into the following
tabs:

¢ RF Domain Health on page 52
¢ RF Domain Inventory on page 55

RF Domain Health

About This Task

The RF Domain Health tab displays the status of the RF domain’s device membership. To assess the RF
domain component health:

Procedure

1. Select Dashboard — Summary.
2. Expand the System node to display RF domains.
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RF Domain Dashboard

3. Select an RF domain.
The RF Domain Health tab displays by default.
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Figure 6: RF Domain Screen - Health Tab

4. Refer to the following RF domain health information for member devices:

* The Domain field lists the RF domain manager reporting utilization statistics. The MAC address
displays as a link that can be selected to display RF domain information in at more granular level.

* The Devices field displays the total number of devices and the status of the devices in the
network as a graph. This area displays the total device count managed by this device and their

status (online vs. offline) as a pie graph.
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5. The Radio Quality table displays a table of RF quality on a per radio basis. It is a measure of the
overall effectiveness of the RF environment displayed in percentage. It is a function of the transmit
retry rate in both directions and the error rate. This area of the screen displays the average quality
index across all the defined RF domain on the wireless controller. The table lists worst five of the RF
quality values of all the radios defined on the wireless controller. The quality is measured as:

* (0-20 - Very poor quality
* 20-40 - Poor quality

* 40-60 - Average quality
* 60-100 - Good quality

s Note
E Select a Radio Id to view its statistics in greater detail.

6. Refer to the Client Quality table, which displays RF quality for the worst five performing clients. It is
a function of the transmit retry rate in both directions and the error rate. This area of the screen
displays the average quality index across all the defined RF domain on the wireless controller. The
quality is measured as:

* (0-20 - Very poor quality
* 20-40 - Poor quality

* 40-60 - Average quality
* 60-100 - Good quality

% Note
Select a Client to view its statistics in greater detail.

7. The WLAN Utilization displays how efficiently the WLANSs are used. Traffic utilization is defined as
the percentage of current throughput relative to the maximum possible throughput for the WLAN.
The total number of WLANS is displayed above the table. The table displays a list of the top five
WLANSs in terms of overall traffic utilization. It displays the utilization level names, WLAN name and
SSIDs for each of the top five WLANS.

8. The Radio Traffic Utilization displays how efficiently the RF medium is used. Traffic utilization is
defined as the percentage of current throughput relative to the maximum possible throughput for
the RF domain. The Traffic Index area displays an overall quality level for radio traffic and the Max
User Rate displays the maximum data rate of associated radios. The table displays a list of the top
five radios in terms of overall traffic utilization quality. It displays the radio names, MAC Addresses
and radio types for each of the top five radios.

9. The Client Traffic Utilization displays how efficiently the RF medium is utilized for connected clients.
Traffic utilization is defined as the percentage of current throughput relative to the maximum
possible throughput for the clients in the RF domain. The table displays a list of the top five
performing clients in respect to overall traffic utilization. It displays the client names, MAC Addresses
and vendor for each of the top five clients.

10. The Wireless Security displays the overall threat index for the system. This index is based on the
number of Rogue/Unsanctioned APs and Wireless Intrusion Protection System (WIPS) events
detected. The index is in the range O - 5 where O indicates there are no detected threats. An index of
5 indicates a large number of intrusion detection events or rogue/unsanctioned APs detected.

1. The Traffic Statistics includes transmit and receive values for Total Bytes, Total Packets, User Data
Rate, Broadcast/Multicast Packets, Management Packets, Tx Dropped Packets and Rx Errors.
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RF Domain Inventory

About This Task

The Inventory tab displays information on the devices managed by RF domain member devices in the
controller, service platform or access point managed network. The Inventory screen enables an
administrator to overview of the number and state of the devices in the selected RF domain.
Information is displayed in easy to read tables and graphs.

To review the RF domain inventory:

Procedure

1. Select the Inventory tab.

The RF Domain Inventory screen displays.

| RF Domain  default 0

L LUB Inventory

Device Types Top 5 Radios by Clients Clients by Channel 'ﬁ
k a
Total Devices 1 Total Wireless Client 0
AP | Clie Radi Radio Band Loca
Nam nt old tion
] Cou
nt
I APS0S
Radios by Band WLANS
Total Radios ] WLAN = Radio Clients
Name *° Count
5GHz Radios
Sensof
- 1

Figure 7: RF Domain Screen - Inventory Tab
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2. Refer to the following RF domain inventory data collected by member controllers, service platforms
or access points:

* The Device Types table displays the devices types populating the RF domain. The Device Type
area displays an exploded pie chart that displays the type of device and their numbers in the RF
domain.

* The Radios by Band table displays a bar graph of RF domain member device radios classified by
their radio band or sensor dedication. Review this information to assess whether RF domain
member radios adequately support client device traffic requirements.

* The Radios by Channel table displays pie charts of the different channels utilized by RF domain
member radios. These dedicated channels should be as segregated as possible from one another
to avoid interference. If too many radios are utilizing a single channel, consider off-loading radios
to non utilized channels to improve RF domain performance.

* The Top 5 Radios by Clients table displays a list of radios that have the highest number of
clients. This list displays the radio IDs as links that can be selected to display individual radio
information in greater detail.

* The WLANSs table displays a list of WLANS utilized by RF domain member devices. The table is
ordered by WLAN member device radio count and their number of connected clients. Use this
information to assess whether the WLAN is overly populated by radios and clients contributing
to congestion.

* The Clients by Band table displays the radio band utilization of connected RF domain member
clients. Assess whether the client band utilization adequately supports the intended radio
deployment objectives of the connected RF domain member access point radios.

¢ The Clients by Channels table displays a bar-graph of wireless clients classified by their
frequency. Information for each channel is further classified by their 802.11x band. In the 5GHz
channel, information is displayed classified under 802.11a and 802.11an bands. In the 2.4 GHz
channel, information is displayed classified under 802.11b, 802.11bg, and 802.11bgn band.

Access Point Dashboard

The Access Point screen displays system-wide network status for standalone or controller-connected
access points. The screen is partitioned into the following tabs:

* Access Point Health on page 56 - The Health tab displays information about the state of the
access point managed network.

* Access Point Inventory on page 59 - The Inventory tab displays information on the physical
devices managed within the access point managed network.

Access Point Health
About This Task

To assess access point network health:

Procedure

1. Select Dashboard — Summary.
2. Expand the System node to display RF domains.
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3. Expand an RF domain and select an access point from the list of managed devices.

The selected access point's Health screen displays by default.

| Access Point  ap510-133B38 (94-9B-2C-13-3B-38) (7]
TN inventory
Device Details Radio Utilization
Hostname ap510-133B38 Parameter Transmit Receive
Device MAC 94-9B-2C-13-3B-38 Tolal Bytes 0 0
Primary IP 10.234.160.37 Tolal Packetls 0 0
Type Gy AP510 Total Dropped 0
Model Number APS10LFCC
RF Domain Mame defaull Cllent RF Quality Index
Version 7.30.0-032R
Worst § (&) Client MAC Retry Percentage
Uptime 4 days, 03 hours 01 minutes =
CPU ARM
RAM 694008 kKB
Syslem Clock 2019-11-16 13:10:12 UTC

Radio RF Quaity Index

RF Quality Index () Radio Id Radio Type
) 0 (NA) 10-1 5 GHz WLAN
2 0 (NA) aps10-133638:R1 = 2 4 GHz WLAN

Figure 8: Access Point Screen - Health Tab

4. Review the following information:

* Device Details - displays the following information for the selected access point:

Hostname Lists the administrator assigned name of the selected access point.

Device MAC Lists the factory encoded MAC address of the selected access point.

Primary IP Lists the IP address assigned to the access point as a network identifier.

Type Indicates the access point model type. An icon representing the access point is

displayed along with the model number.

RF Domain Name | Lists the RF Domain to which the access point belongs. The RF Domain displays as
a link that can be selected to display access point RF Domain membership data in
greater detail.

Model Number Lists the specific model number of the access point.
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Version Lists the version of the firmware running on the access point. Compare this version

against the version currently on the support site to ensure the access point has the
latest feature set available.

Uptime Displays the duration the access point has been running from the time it was last
restarted.
CPU Displays the CPU installed on this access point.

RAM

Displays the amount of RAM available for use in this system.

System Clock Displays the current time on the access point.

Radio RF Quality Index - displays the bottom five (5) RF quality values for the access point’s
single default RF Domain. These values are a measure of the overall effectiveness of the RF
environment displayed in percentage. It is a function of the data rate in both directions, the retry
rate and error rate. The quality is measured as:

o 0-20 - Very poor quality

20-40 - Poor quality
o 40-60 - Average quality
o 60-100 - Good quality

The access point’s RF Domain allows an administrator to assign configuration data to multiple
devices deployed in a common coverage area, such as in a floor, building or site. The RF Domain
contains policies that can determine a Smart RF or WIPS configuration. Use this diagnostic
information to define measures to improve radio performance in respect to wireless client load
and radio band.

Periodically select Refresh (at the bottom of the screen) to update the RF quality data.

Radio Utilization - field displays how efficiently the RF medium is used by the access point.
Radio utilization is defined as the percentage of current throughput relative to the maximum
possible throughput for the radio. The Radio Utilization displays radios in terms of the number of
associated wireless clients and percentage of utilization. It also lists packets types transmitted
and received.

Refer to the number or errors and dropped packets to assess radio performance relative to the
number of packets both transmitted and received.

Periodically select Refresh (at the bottom of the screen) to update the radio utilization
information displayed.

Client RF Quality Index - displays a list of the worst 5 performing clients managed by the
selected access point. It is a measure of the overall effectiveness of the RF environment displayed
in percentage. It is a function of the connect rate in both directions, the retry rate and the error
rate. The quality is measured as:

o 0-20 - Very poor quality
o 20-40 - Poor quality

o 40-60 - Average quality
o 60-100 - Good quality

Periodically select Refresh (at the bottom of the screen) to update client RF quality.
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Access Point Inventory

About This Task

The access point Inventory tab displays granular data on devices managed by the selected access
point. Information is displayed in easy to read tables and graphs.

To review the access point's inventory of connected devices:

Procedure

1. Select the Inventory tab.
The selected access point's inventory screen displays.

Access Point ap505-134038 (94-9B-2C-13-40-38) (7]
Hearn

Radio Types Wireless Clients

Total Radios 2 Total Wireless Clients 0

5 GHz WLAN r Top Client Courd) Radio Id Radio Type
0 apa0s-134038.R1 2.4 GHz WLAY

LA A J 0 APS05-134036 A2 5 GHz WLAN
WLAN Litiliz ation

Total WLANS Chents by Radio Type

Top & ¥}  WLAN Name $5ID
No data to display

Figure 9: Access Point Screen - Inventory Tab

2. Review the following access point invemtory information:

* The Radios Type field displays the total number of radios utilized by this access point. The graph
lists the number of radios in both the 2.4 GHz and 5 GHz radio bands. Refer to the Total Radios
column to review the number of managed radios. Additionally, use the bar graphs to assess the
number WLANSs utilized by supported radio bands.

Periodically select Refresh (at the bottom of the screen) to update the radio information.
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* The WLAN Utilization table displays the top 5 WLANS utilized by this access point in respect to
client support. The first table lists the total number of WLANs managed by this system. The
second table lists the top five (5) WLANS in terms of the usage percentage along with their name
and network identifying SSID. The utilization index measures how efficiently the RF medium is
utilized. It is defined as a percentage of the current throughput relative to the maximum
throughput possible.

The quality is measured as:

o 0-20 - Very low utilization

o 20-40 - Low utilization

o 40-60 - Moderate utilization

o 60 and above - High utilization

Periodically select Refresh (at the bottom of the screen) to update WLAN utilization information.

* The Wireless Clients table displays information about the wireless clients managed by the
selected access point. Information is presented in two (2) tables and a graph. The first table lists
the total number of clients managed by the listed access point. The second lists the top five (5)
radios in terms of the number of connected clients. The graph just below the table lists the
number of clients by radio type.

Network View

The Network View screen displays device topology association between a selected access point, its RF
Domain and its connected clients.

Access points and clients can be selected and viewed using various color schemes in respect to
neighboring access points, connected devices and performance criteria. Display options can be utilized
to review device performance and utilization, as well as the RF band, channel and vendor. For more
information, see Network View Display Options on page 62.

To review a device’s network topology, select Dashboard — Network View.
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Figure 10: Network View Topology

The left side of the Network View screen contains an expandable System browser where access points
can be selected and expanded to display connected clients. Navigate the System browser to review
device connections within the access point managed network. Many of these peer access points are
available for connection to access points in Virtual Controller AP mode.
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Figure 11: Network View - System Browser
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Network View Display Options

About This Task
To use the Network View options:

Procedure
1. Select the blue Options link right under the Network View banner to display a menu for different
device interaction display options.
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Figure 12: Network View - Display Options

The following display filter options are available:

None Select this option to keep the Network View display as it currently appears, without any additional
color or device interaction adjustments.

Utilization Select this option to filter based on the percentage of current throughput relative to maximum
throughput. Utilization results include: Red (Bad Utilization), Orange (Poor Utilization), Yellow (Fair
Utilization) and Green (Good Utilization).

Quality Select this option to filter based on the overall RF health. RF health is a ratio of connection rate,
retry rates, and error rates. Quality results include: Red (Bad Quality), Orange (Poor Quality),
Yellow (Fair Quality) and Green (Good Quality).

Vendor Displays the device manufacturer.

Band Select this option to filter based on the 2.4 or 5.0 GHz radio band of connected clients. Results
include: Yellow (2.4 GHz radio band) and Blue (5.0 GHz radio band). Selecting band is a good way
to determine whether 2.4 and 5.0 GHz radios are optimally deployed in respect to the access point
client loads on both bands.

Channel  Use this drop-down menu to filter whether device connections should be displayed in either the
2.4 or 5.0 GHz band.

Search Enter search criteria in the provided text field and select the Update button to isolate located
variables in blue within the Network View display.

2. Select Update to update the display with changes made to the filter options.
3. Select Close to close the options field and remove it from the Network View.
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Device Specific Information

A device-specific information screen is available for individual devices selected from within the Network
View.

This screen displays the name assigned to the access point, its model, factory encoded MAC address,
number of radios within the device, number of connected clients, as well as the highest and lowest
reported quality, utilization and SNR (Signal to Noise Ratio). This information cannot be modified by the
administrator,

To view device-specific information:

1. Go to Dashboard — Network View.

2. Expand the System node to display associated RF Domains.

3. Expand the desired RF Domain node to display associated devices.

4. Double-click on the desired access point. The device-specific information screen displays.

ap505-134038 |

APS05 |
MAC Address 94-9B8-2C-13-40-38
Radio Count 2

Client Count 0

Highest Quality

Lowest Quality

Highest Utilization |
Lowest Utilization

Highest SHNR

Statistics

Figure 13: Network View - Device Specific Information

Optionally select the Statistics link at the bottom of the display to open a screen where access point
device data can be reviewed on a much more granular level. For more information, see Access Point
Health on page 56.
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RF Domain on page 64

Configure Access Point Profile Settings on page 80
Managing Virtual Controllers on page 326

Device Overrides on page 328

Auto-Provisioning Policies on page 596

Managing an Event Policy on page 605

Access points can either be assigned unigue configurations to support a particular deployment
objective or have an existing RF Domain or profile configuration modified (overridden) to support a
requirement that deviates its configuration from the configuration shared by its peer access points.

An RF Domain allows an administrator to assign comparable configuration data to multiple access
points deployed in a common coverage area (floor, building or site). In such instances, there are many
configuration attributes these devices share, as their general client support roles are quite similar.
However, access point configurations may need periodic refinement and overrides from their original RF
Domain administered design. For more information, see RF Domain on page 64 .

Profiles enable administrators to assign a common set of configuration parameters and policies to
access points of the same model. Profiles can be used to assign shared network, wireless and security
parameters to access points across a large, multi segment, site. The configuration parameters within a
profile are based on the hardware model the profile was created to support. To define a specific access
point model profile configuration, refer to Configure Access Point Profile Settings on page 80.

However, device profile configurations may need periodic refinement from their original administered
design. Consequently, a device profile could be applied an override from a configuration shared
amongst numerous peer devices deployed within a particular site.

RF Domain

About This Task

An access point’s configuration consists of numerous elements including an RF Domain, WLAN and
device specific settings. RF Domains are used to assign regulatory, location and relevant policies to
access points.

RF Domain allows an administrator to assign configuration data to multiple access points deployed in a
common coverage area (floor, building or site). In such instances, there are many configuration
attributes these access points share, as their general client support roles are quite similar.

However, an access point’s RF Domain configuration may need periodic refinement from its original RF
Domain designation. Unlike a wireless controller, an access point supports just a single RF domain. Thus,
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RF Domain Basic Configuration

administrators should be aware that overriding an access point’s RF Domain configuration results in a
separate configuration that must be managed in addition to the RF Domain configuration. Thus, a
configuration should only be overridden when needed. For more information, see RF Domain Overrides

in the AP Device Context.

The access point’s RF Domain can have a WIPS sensor configuration applied. For more information on
defining a WIPS sensor configuration for use with the access point’s RF Domain, see RF Domain Sensor

Configuration on page 67 .

To review the configurations of existing RF Domains:

Procedure

1. Go to Configuration — Devices.

The RF Domain screen displays.

2. Use the following (read-only) information to determine whether the RF Domain policy needs to be

edited.

RF Domain

Lists each policy's name, as assigned when it was created. The RF
Domain name cannot be changed as part of the edit process. Only
one RF Domain can be assigned to a controller or access point at
one time.

Location

Displays the physical location assigned to the RF Domain. This
name could be as specific as the floor of a building, or as generic as
an entire site. The location defines the physical area where a
common set of devices are deployed using the policy's RF Domain
configuration.

Contact

Lists the contact (administrator) assigned to respond to events
created by, or impacting, each listed RF Domain.

Time Zone

Displays the geographic time zone set for each RF Domain policy.
RF Domains can contain unique country codes and time zone
information for controllers and access points deployed across
different states or countries, thus making them ideal for managing
device configurations across different geographical deployments.

Country Code

Display the two-digit country code set for the policy. The country
code must be set accurately to avoid illegal operation, as device
radios transmit in specific channels unique to their country of
operation.

RF Domain Basic Configuration
About This Task

An administrator can only edit, rename or replace an access point's RF Domain assignment.

To edit an RF Domain's configuration:
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Device Configuration

Procedure

1. On the RF Domain screen, select the RF Domain by double-clicking on it.

The RF Domain Basic Configurationtab displays by default with the access point's RF Domain

activated.

RF Domain default
Basic
sensor
Clent Name
Basic Alias
MNetwork Group Alias

MNetwork Service Alias

Basic Configuration

Location #| San Jose
Contact o
Time Zone 4 | (GMT-08.00) America/Los_Angeles x
Country _fiUnﬂed States-us  w |
Smart Scan

Enable Dynamic Channel @[ ]

2.4 GHz Channels o 12_34 Select |

5 GHz Channels 0 21253436, . Select v
Statistics

Update interval 00 (0.5-300 seconds)

| inital Setup Wizard |

Figure 14: RF Domain - Basic Configuration Tab

2. Define the following Basic Configuration values:

Location

LskOK . Resst | | Ext_|

Assign the physical location of the RF Domain. This name could be as
specific as the floor of a building, or as generic as an entire site. The
location defines the physical area where a common set of access
point configurations are deployed and managed by the RF Domain
policy.

Contact

Provide the name of the contact E-mail (or administrator) assigned to
respond to events created by or impacting the RF Domain.

Time Zone

Set the geographic time zone for the RF Domain. The RF Domain can
contain unique country codes and time zone information to access
points deployed across different states or countries, thus making
them ideal for managing device configurations across different
geographical deployments.

Country

Define the two-digit country code set for the RF Domain. The country
code must be set accurately to avoid the policy’s illegal operation, as
device radios transmit in specific channels unique to the country of
operation.
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3. Refer to the Smart Scan field to define the channels for smart scan.

Enable Dynamic Channel Select this option to enable channel scan.

2.4 GHz Channels Use the Select drop-down menu to select channels to scan in the 2.4
GHz band. Selected channels are highlighted with a grey-colored
background. Unselected channels are highlighted with a white-
colored background. Multiple channels can be selected at the same
time.

5.0 GHz Channels Use the Select drop-down menu to select channels to scan in the 5.0
GHz band. Selected channels are highlighted with a grey-colored
background. Unselected channels are highlighted with a white-
colored background. Multiple channels can be selected at the same
time.

4. Refer to the Statistics field to define how RF Domain statistics are updated.

Update Interval Set a statistics update interval of O or 5-3600 seconds for updates
retrieved from the access point. The default value is O.

5. Use the Initial Setup Wizard to configure the device.
6. Select OK to save the changes to the Basic Configuration.

Click Reset to revert to the last saved configuration.

RF Domain Sensor Configuration
About This Task

Wireless Intrusion Protection System (WIPS) protects wireless client and access point radio traffic from
attacks and unauthorized access. WIPS provides tools for standards compliance and around-the-clock
wireless network security in a distributed environment. WIPS allows administrators to identify and
accurately locate attacks, rogue devices and network vulnerabilities in real time and permits both a
wired and wireless lockdown of wireless device connections upon acknowledgment of a threat.

In addition to dedicated AirDefense sensors, an access point radio can function as a sensor and upload
information to a dedicated WIPS server (external to the access point). Unique WIPS server
configurations can be used to ensure a WIPS server configuration is available to support the unigue
data protection needs of a RF Domain.

WIPS is not supported on a WLAN basis, rather, sensor functionality is supported on the access point
radio(s) available to each managed WLAN. When an access point radio is functioning as a WIPS sensor,
it is able to scan in sensor mode across all legal channels within the 2.4 and 5.0 GHz band. Sensor
support requires an AirDefense WIPS Server on the network. Sensor functionality is not provided by the
access point alone. The access point works in conjunction with a dedicated WIPS server.

In addition to WIPS support, sensor functionality has been added for Extreme Networks’
Extremelocation system. locationing system. The Extremelocation system for Wi-Fi locationing
includes WING controllers and access points functioning as sensors. Within the Extremel.ocation
architecture, sensors scan for RSSI data on an administrator defined interval and send to a dedicated
Extremelocation Server resource, as opposed to an ADSP server. The Extremelocation Server collects
the RSSI data from WIiNG sensor devices, and calculates the location of Wi-Fi devices.

To define a WIPS server configuration used with the access point’s RF Domain:
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Procedure
1. Go to Configuration — Devices.
2. Select an RF Domain from those listed on left-hand side of the UI.

The RF Domain configuration menu displays in the left-hand UL.
3. Select Sensor.

i
Sensor Policy -
Sensor Policy ﬂi-anune;- v | @ ‘.\_CQ
MNote: IT the sensor IS being used by ADSP for WIPS, any policy selected here will be
discarded by the sensor. Please use ADSP channel settings instéad 10 configure the sensor
ExtremeLocation Applance Configuration
Serverid IP Address/Hostname Port |
L1
i Add Row |
Extremelocation Tenant Account
Tenant Accoun 0
Sensor Applance Configuration
Server id IP Address/iHostname Port ﬁ
L]
Lt AcdRow
NSight Sensor
Enable NSight Sensor @[_| E!
oK Reset | i

Figure 15: RF Domain - Sensor Configuration screen

4. Use the Sensor Policy drop-down menu to select a sensor policy for sending RSSI information to a
dedicated system for device locationing calculations. Different policies can be created with either a
default set of scanned channels or with custom channels, widths and weighted scan priorities.
Specific channels can also be isolated and locked for specific channel scans.

U

Note

If a dedicated sensor is utilized with ADSP for rogue detection, any sensor policy selected
from the Sensor Policy drop-down menu is discarded and not utilized by the sensor. To
avoid this situation, use ADSP channel settings exclusively to configure the sensor and not
the WING interface.
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5. Select the Create icon to create a new sensor policy or select the Edit icon to update the
configuration of an existing policy. The Sensor Policy addition screen displays with the Scan Mode
set to Default-Scan. The user configurable parameters available within the screen differ depending
on the Scan Mode option selected. For more information, see Sensor Policy on page 734.

6. Inthe ExtremeLocation Appliance Configuration field, select the + Add Row button to populate
the Extremelocation server details.

Within the Extremelocation Appliance architecture, sensors scan for RSSI data and send to a
dedicated Extremelocation server resource, as opposed to an ADSP server.

Starting with WiNG 7.1.2, AP5XX APs will not use WIPS to collect WiFi packets and BLE (iBeacons
and Eddystone) beacons. The information will be collected in the RSSI Collector Table and forwarded
to the Extremel.ocation server from the Collector Table.

Extremelocation is a highly scalable indoor locationing platform that gathers location-related
analytics, such as visitor trends, peak and off-peak times, dwell time, heat-maps, etc. to enable
entrepreneurs deeper visibility at a venue. To enable the location tracking system, the
Extremelocation server should be up and running and the RF Domain configuration should point to

the Extremel.ocation server.

Server Id

Use the spinner control to assign a numerical ID for the
Extremelocation server resource.

Note: As of now only one server is supported.

IP Address/Hostname

Provide the hostname of the Extremelocation server resource for
receiving RSSI scan data from the AP. Hostname cannot exceed 64
characters or contain an underscore.

Note: Enter the Extremel.ocation server’s hostname and not the IP
address, as the IP address is likely to change periodically in order to
balance load across multiple Location server instances.

Port

Use the spinner control to specify the port of the Extremelocation
server resource receiving RSSI scan data.

Note:
By default, the Extremelocation server is reachable on port 443.

7. Enterthe Extremelocation Tenant’s account number in the Tenant Account field.

Use this field to configure your ExtremelLocation Tenant account number. Every Tenant, subscribing
for the Extremel.ocation service, is communicated (via, email) an account number that uniguely
identifies the Tenant. When configured in the RF Domain context, reports pushed to the
Extremelocation server by RF Domain APs contain this account number. Including the Tenant
account number reinforces the Tenant's identity.

8. Select the + Add Row button to populate the Sensor Appliance Configuration table with up to
three rows for ADSP server credentials:

uie Note
E Ensure that the access points in the RF Domain have at least one radio configured in the
'radio-share’ or sensor mode.
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ud Note
E Starting with WIiNG 7.2.0 release, 802. the AP5XX model access points are capable of
capturing WPA3 frames in the sensor mode.

Server Id Use the spinner control to assign a numerical ID for up to three
ADSP server resources. The server with the lowest defined ID is the
first reached by the controller or service platform. The default ID is 1.

IP Address/Hostname Provide the numerical (non DNS) IP address or hostname of each
server used as a ADSP sensor server by RF Domain member
devices. A hostname cannot exceed 64 characters or contain an
underscore.

Port Use the spinner control to specify the port of each ADSP sensor
server utilized by RF member devices. The default port is 443.

9. Select the Enable NSight Sensor checkbox to enable the NSight module
10. Select OK to save the changes to the Sensor configuration.

Click Reset to revert to the last saved configuration.

RF Client Name Configuration
About This Task
The RF Domain Client Name Configuration screen displays clients connected to RF Domain member
access points adopted by networked controllers or service platforms. Use the screen to associate

administrator assigned client names to specific connected client MAC addresses for improved client
management.

To define a client name configuration used with RF Domain member devices:

Procedure

1. Go to Configuration — Devices.
2. Select an RF Domain from those listed on left-hand side of the UL.

The RF Domain configuration menu displays in the left-hand UL.
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3. Select Client Name.
The Client Name Configuration screen displays.

RF Domain default (7]

Basic Client Name Configuration
Sensor MAC Address Name fiiT
Client Name:

B4-C7-99-6C-88-09 WCSJSALES 01 W
Basic Alias
Network Group Alias 00 - 00 - 00 - 00 - 00 - 00 O ﬁ
MNetwork Service Alias #

+ Add Row

| Reset || Bat

Figure 16: RF Domain - Client Name Configuration Screen

4. Either select the + Add Row button to create a new client configuration or highlight an existing
configuration and select the Delete icon to remove it.

Enter the client’s factory coded MAC Address.

6. Assign a Name to the RF Domain member access point’s connected client to assist in its easy
recognition.

7. Click OK to save the changes to the configuration.

Click Reset to revert to the last saved configuration.

RF Domain Alias Configuration

With large deployments, the configuration of remote sites utilizes a set of shared attributes, of which a
small set of attributes are unique for each location. For such deployments, maintaining separate
configuration (WLANSs, profiles, policies and ACLs) for each remote site is complex. Migrating any global
change to a particular configuration item to all the remote sites is a complex and time consuming
operation.

Also, this practice does not scale gracefully for quick growing deployments.

An alias enables an administrator to define a configuration item, such as a hostname, as an alias once
and use the defined alias across different configuration items such as multiple ACLs.

Once a configuration item, such as an ACL, is utilized across remote locations, the alias used in the
configuration item (ACL) is modified to meet local deployment requirement. Any other ACL or other
configuration items using the modified alias also get modified, simplifying maintenance at the remote
deployment.
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Basic Alias

Aliases have scope depending on where the alias is defined. Alias are defined with the following scopes:

* Global aliases are defined from the Configuration — Network — Alias screen. Global aliases are
available for use globally across all devices, profiles and RF Domains in the system.

* Profiles aliases are defined from Configuration — Devices — System Profile — Network — Alias
screen. These aliases are available for use to a specific group of wireless controllers or access points.
Alias values defined in this profile override alias values defined within global aliases.

¢ RF Domain aliases are defined from Configuration — Devices — RF Domain — Alias screen. These
aliases are available for use for a site as a RF Domain is site specific. RF Domain alias values override
alias values defined in a global alias or a profile alias configuration.

* Device aliases are defined from Configuration — Devices — Device Overrides — Network — Alias
screen. Device alias are utilized by a single device only. Device alias values override alias values
defined in a global alias, profiles alias or RF Domain alias configuration.

Using an alias, configuration changes made at a remote location override any updates at the
management center. For example, if an Network Alias defines a network range as 192.168.10.0/24 for the
entire network, and at a remote deployment location, the local network range is 172.16.10.0/24, the
network alias can be overridden at the deployment location to suit the local requirement. For the
remote deployment location, the network alias works with the 172.16.10.0/24 network. Existing ACLs
using this network alias need not be modified and will work with the local network for the deployment
location. This simplifies ACL definition and management while taking care of specific local deployment
requirements.

Alias can be classified as:

* Basic Alias on page 72

* Network Group Alias on page 75
* Network Service Alias on page 78

About This Task

A basic alias is a set of configurations that consist of VLAN, Host, Network and Address Range alias
configurations. VLAN configuration is a configuration for optimal VLAN re-use and management for
local and remote deployments. A host alias configuration is for a particular host device’s IP address. A
network alias configuration is utilized for an IP address on a particular network. An address range alias is
a configuration for a range of IP addresses.

A basic alias configuration can contain multiple instances for each of the five (5) alias types.
To edit or delete a basic alias configuration:

Procedure

1. Go to Configuration — Devices.
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2. Select an RF Domain from the options on left-hand side of the Ul, and then go to the Basic Alias

tab.
VLAMN Alias Host Alias
Hame VLAN i Name Host |
$SJSALESVIan 1 =] i $SISALESSOL 192, 168, 13 200
I 4 #
= Add Row = Add Fow
Address Range Alias Metw ork Alias
Name start IP End IP i Name Network i
SSJSALE 192 168, 13, 11 192. 168 13 . 100 [ $SISALES 192,168, 13 0 ) 24|» i
& F
<+ Add Rowi =+ Add Row
String Alias
Hame Value 'm‘
58P0 DHCPPoO filll
|

Figure 17: RF Domain - Basic Alias screen

3. Select + Add Row to define VLAN Alias settings.

4. Use the VLAN Alias field to create unique aliases for VLANSs that can be used at different
deployments. For example, if a named VLAN is defined as 10 for the central network, and the VLAN
is set at 26 at a remote location, the VLAN can be overridden at the deployment location with an

alia
the
for

s. At the remote deployment location, the network is functional with a VLAN ID of 26 but utilizes
name defined at the centrally managed network. A new VLAN need not be created specifically
the remote deployment.

Name

If adding a new VLAN Alias, provide it a distinguishing name up to 32
characters. The alias name always starts with a dollar sign ($).

VLAN

Use the spinner control to set a numeric VLAN from 1- 4094.

A VLAN alias can be used to replace VLANS in the following locations:

Bridge VLAN

IP Firewall Rules
L2TPv3
Switchport
Wireless LANs
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5.
6.

Select + Add Row to define Address Range Alias settings.

Use the Address Range Alias field to create aliases for IP address ranges that can be utilized at
different deployments. For example, if an ACL defines a pool of network addresses as 192.168.10.10
through 192.168.10.100 for an entire network, and a remote location’s network range is 172.16.13.20
through 172.16.13.110, the remote location’s ACL can be overridden using an alias. At the remote
location, the ACL works with the 172.16.13.20-110 address range. A new ACL need not be created
specifically for the remote deployment location.

Name If adding a new Address Alias, provide it a distinguishing name up to 32

characters. The alias name always starts with a dollar sign ($).

Start IP Set a starting IP address used with a range of addresses utilized with the

address range alias.

End IP Set a ending IP address used with a range of addresses utilized with the

address range alias.

An address range alias can be used to replace an IP address range in IP firewall rules.
Select + Add Row to define Host Alias settings:

. Use the Host Alias field to create aliases for hosts that can be utilized at different deployments. For

example, if a central network DNS server is set a static IP address, and a remote location’s local DNS
server is defined, this host can be overridden at the remote location. At the remote location, the
network is functional with a local DNS server, but uses the name set at the central network. A new
host need not be created at the remote location. This simplifies creating and managing hosts and
allows an administrator to better manage specific local requirements.

Name If adding a new Host Alias, provide it a distinguishing name up to 32

characters. The alias name always starts with a dollar sign ($).

Host Set the IP address of the host machine.

A host alias can be used to replace hostnames in the following locations:
* |P Firewall Rules

¢ DHCP

Select + Add Row to define Network Alias settings:

. Use the Network Alias field to create aliases for IP networks that can be utilized at different

deployments. For example, if a central network ACL defines a network as 192.168.10.0/24, and a
remote location’s network range is 172.16.10.0/24, the ACL can be overridden at the remote location
to suit their local (but remote) requirement. At the remote location, the ACL functions with the
172.16.10.0/24 network. A new ACL need not be created specifically for the remote deployment. This
simplifies ACL definition and allows an administrator to better manage specific local requirements.

Name If adding a new Network Alias, provide it a distinguishing name up to

32 characters. The alias name always starts with a dollar sign ($).

Network Provide a network address in the form of host/mask.

1.

12.

A network alias can be used to replace network declarations in the following locations:
* IP Firewall Rules

* DHCP

Select + Add Row to define String Alias settings.

Use the String Alias field to create aliases for strings that can be utilized at different deployments.
For example, if the main domain at a remote location is called locl.domain.com and at another
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deployment location it is called loc2.domain.com, the alias can be overridden at the remote location
to suit the local (but remote) requirement. At one remote location, the alias functions with the
locl.domain.com domain and at the other with the loc2.domain.com domain.

Name If adding a new String Alias, provide it a distinguishing name up to 32
characters. The alias name always starts with a dollar sign ($).

Value Provide a string value to use in the alias.

A string alias can be used to replace a domain name string in DHCP.

13. Select OK when completed to update the basic alias rules. Select Reset to revert the screen back to
its last saved configuration.

Network Group Alias
About This Task

A network group alias is a set of configurations that consist of host and network configurations.
Network configurations are complete networks in the form 192.168.10.0/24 or IP address range in the
form 192.168.10.10-192.168.10.20. Host configuration is in the form of single IP address, 192.168.10.23.

A network group alias can contain multiple definitions for host, network, and IP address range. A
maximum of eight (8) host entries, eight (8) network entries and eight (8) IP addresses range entries
can be configured inside a network group alias. A maximum of 32 network group alias entries can be
created.

A network group alias is used in IP firewall rules to substitute hosts, subnets and IP address ranges:
To edit or delete a network alias configuration:

Procedure

1. Go to Configuration — Devices.

2. Select an RF Domain from the options on left-hand side of the Ul, and then go to the Network
Group Alias tab.

The Network Group Alias screen displays.

RF Domain default a

Basic Name («) Host Network
Sensor 4 SNGA 01 192.168.13.13,192.168.131.21 192 168.13.0/24
Client Name

Basic Alias
Network Group Alias

Network Service Alias

Typﬁ |l(.J f;earclr.l. |-n !.i;tllllé.'.‘é % Row Count: 1
i Add Edit Ceete | Replace '- Exit I

Figure 18: RF Domain - Network Group Alias screen
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3. Review the following information to determine if an existing alias configuration needs modification
or deletion. Or, if a new alias needs to be created.

Name Displays the administrator assigned name of the network group
alias.
Host Displays all host aliases configured in this network group alias.

Displays a blank column if no host alias is defined.

Network Displays all network aliases configured in this network group alias.
Displays a blank column if no network alias is defined.

Adding/Editing Network Group Alias
About This Task

You can add a new network group alias, or edit an existing alias.

Procedure

1. Select Edit to modify the attributes of an existing policy or Delete to remove obsolete policies from
the list of those available. Select Add to create a new network group alias. Select Copy to copy an
existing policy or Rename to rename an existing policy.
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2. If adding a new network group alias, provide it a name of up to 32 characters.

Note
The network group alias name always starts with a dollar sign ($).

Name $NGA_01 (7]

Host =

4= 192.168.13.13

Netw ork I &

4 192.168.13.0/24

Range
Start IP End IP i

192.168.13.13 192.168.13.27 ﬁ

1ii

Figure 19: RF Domain - Network Group Alias Add screen

3. Define the following network group alias parameters:

Host Specify the host IP address. You can add up to eight IP addresses
supporting network aliasing. Select the down arrow to add the IP
address to the table.

Network Specify the netmask for up to eight IP addresses supporting network
aliasing. Subnets can improve network security and performance by
organizing hosts into logical groups. Applying the subnet mask to an IP
address separates the address into a host address and an extended
network address. Select the down arrow to add the mask to the table.

4. Within the Range table, use the + Add Row button to specify the Start IP address and End IP
address for the alias range or double-click on an existing alias range entry to edit it.

5. Select OK when completed to update the network group alias rules. Select Reset to revert the
screen back to its last saved configuration.
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Network Service Alias

About This Task

Use a service alias to associate more than one IP address to a network interface, providing multiple
connections to a network from a single IP node.

Network service aliases can be used in the following location to substitute protocols and ports:
* |P Firewall Rules

The Network Service Alias main screen displays existing network service aliases,
To edit or delete a service alias configuration:

Procedure

1. Go to Configuration — Devices.

2. Select an RF Domain from the options on left-hand side of the Ul, and then go to the Network
Service Alias tab.

The screen displays network service aliases existing within the managed system.

RF Domain default ©
Basic Name
Sensor &  SNSA_ 01
Chent Name
Basic Alias

MNetwork Group Alias
Metwork Service Alias

Type to search in tables Row Count: 1
| Add Edit Delete replace | ||

Figure 20: RF Domain - Network Service Alias screen

Adding/Editing Network Service Alias

About This Task
You can add a new network service alias, or edit an exisitng network service alias.

Procedure

1. Select Edit to modify the attributes of an existing policy or Delete to remove obsolete policies from
the list of those available. Select Add to create a new Network Service Alias.

78

Access Point System Reference Guide for version 7.3.0



Device Configuration RF Domain Alias Configuration

2. If adding a new network service alias, provide it a name of up to 32 characters.

Note
The network service alias name always starts with a dollar sign ($).

Name » SNSA_O1 (7]
Entry
Protocol Source Port(Low and High) Destination Port{Low and High) i
EIGRP v | 88 0 Enter Ran () Enter Ran |
g
|+ AddRow |

Figure 21: RF Domain - Network Service Alias Add screen

3. Within the Range field, use the + Add Row button to specify the Start IP address and End IP address
for the service alias range or double-click on an existing service alias range entry to edit it.

Protocol Specify the protocol for which the alias has to be created. Use the
drop-down menu to select the protocol (eigrp, gre, icmp, igmp, ip,
vrrp, igp, ospf, tcp and udp). Select other if the protocol is not listed.
When a protocol is selected, its protocol number is automatically
selected.

Source Port (Low and High) Use this field only if the protocol is tcp or udp. Specify the source
ports for this protocol entry. A range of ports can be specified.
Select the Enter Range button next to the field to enter a lower and
higher port range value. Up to eight (8) such ranges can be
specified.

Destination Port (Low and High) | Use this field only if the protocol is tcp or udp. Specify the
destination ports for this protocol entry. A range of ports can be
specified. Select the Enter Range button next to the field to enter a
lower and higher port range value. Up to eight (8) such ranges can
be specified.

4. Select OK when completed to update the network service alias rules.

Select Reset to revert the screen back to its last saved configuration.
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Configure Access Point Profile Settings

An access point profile enables an administrator to assign a common set of configuration parameters
and policies to access points of the same model. Profiles can be used to assign common or unique
network, wireless and security parameters across a large, multi-segment site. The configuration
parameters within a profile are based on the hardware model the profile was created to support. All
WING OS supported access point models support a single profile that is either shared amongst multiple
access point or not. The central benefit of a profile is the ability to update access points collectively
without having to modify individual configurations.

A profile allows access point administration across large wireless network segments. Changes made to a
profile are automatically inherited by all member access points. You can override the profile settings at
the device level. It is important to remember that individual access points with overrides applied no
longer share the profile based configuration previously deployed. These devices require careful
administration, as they no longer can be tracked and as profile members. Their customized
configurations overwrite their profile assignments until the profile can be re-applied to the access point.

Each access point model is automatically assigned a default profile. The default profile is available
within the access point’s configuration file. Default profiles are ideal for single-site deployments where
several access points may need to share a common configuration.

pac Note

E Default profiles are used as pointers for an access point’s configuration, not just templates
from which the configuration is copied. Therefore, if a change is made in one of the
parameters in a profile, the change is reflected across all access points using that profile.

For more information, refer to the following:

* Configure AP Profile General Settings on page 81

* Configure AP Profile PoE Power Settings on page 84
* Profile Adoption (Auto Provisioning) Configuration on page 88
*  Profile Wired 802.1X Configuration on page 90

* Profile Interface Configuration on page 91

* Profile Network Configuration on page 162

* Profile Security Configuration on page 238

* Virtual Router Redundancy Protocol on page 277

* List of Critical Resources on page 282

* Configure Profile Services Settings on page 286

* Management Settings on page 291

* Meshpoint Configuration on page 296

* Environmental Sensor Configuration on page 306

* Advanced Profile Configuration on page 308
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Configure AP Profile General Settings
About This Task

An access point profile requires unigque clock synchronization settings as part of its general
configuration.

The Network Time Protocol (NTP) is a client-server implementation that manages time and/or network
clock synchronization within the network. Controllers, service platforms, and access points (NTP clients)
periodically synchronize their clock with a master clock (an NTP server). For example, an access point
resets its clock to 07:04:59 upon reading a time of 07:04:59 from its designated NTP server.

To define a profile’s general configuration:

Procedure

1. Select Configuration — Devices — System Profile from the Web UlI.

A list of device profiles is displayed in the right-hand Ul. This list contains default and user-defined
profiles.
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2. Select a device profile from the list.
General configuration options display by default, with the profile activated for use with this access
point model.

Virtual Controlier

Virtual Controlier

Set as Virtual Controlier AP oL
Enable Auto Bection of VC o]
Auto Provisioning Rule

Adopt Unknow n APs Automatically @[] (1 (Applicable only Iif AP s configured as Virtual Controlier)

Management interface of Auto-Blected Virtual Controlier

P Address of Auto-elected VC pim|

Reachatie VLAN 01 li; {110 4,094)

Metw ork Time Protocol (NTF)
Server P Key Key Preferred Autokey Version  Minimum Maximum
Number Polling Polling Interval m
Interval
i ]
|+ AdaRow |

RF Domain Manager

Capable ]

Friority 0] 1 =1 (110 255)

Figure 22: General Profile Screen

3. Select the Set as Virtual Controller AP checkbox, to configure this AP as VC.
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4. Select the Enable Auto Election of VC checkbox to enable AP as a Dynamic Virtual Controller
(DVC). DVC enables/disables auto-selection of AP as VC.

When enabled, the AP on being elected as the RF Domain manager takes on the role of the virtual
controller. In an RF-Domain, DVC can be enabled on multiple access points. However, only the
current RF-Domain manager AP has a running instance of the DVC. This option is applicable only if

enabling DVC.

If you have enabled DVC on RF Domain APs, configure management interface details.

uie Note

E MLCP discovery does not function on APs enabled as VC or DVCs. Do an explicit “mint link
vlan X" on the AP’s device/profile context, or “control-vlan X" in the AP’s RF-Domain
context, to establish MINT links between the VC and its adopted APs.

E Note
DVC is not supported on the new 802.11ax APs.

5. If you set the AP is a VC, select the Adopt Unknown APs Automatically checkbox.

6. If enabling DVC, use this option to configure the Management Interface of Auto-Elected Virtual
Controller. Configuring the management interface ensures failover in case the RF Domain manager

is unreachable.

I[P Address of Auto-elected VC

Select the checkbox and enter the management interface IP
address.

Due to the random nature of DVC, specifying an explicit
management interface IP address makes it easier to manage VCs. In
case of fail over, this IP address is installed as the secondary IP
address on the new VC.

Reachable VLAN

Specify the VLAN from 1- 4094 on which the management
interface IP address is configured.

For DVC, configuring management-interface ip address is
mandatory. However, VLAN configuration is optional. If you
configure the ip address without specifying the VLAN, the system
configures the specified ip address as secondary ip on VLAN 1.

7. Select + Add Row below the Network Time Protocol (NTP) table to define the configurations of
NTP server resources used to obtain system time. Up to three NTP servers can be configured. Set
the following parameters to define the NTP configuration:

Server IP Set the IP address of each server added as a potential NTP
resource.

Key Number Select the number of the associated authentication peer key for the
NTP resource.

Key Enter a 64 character maximum key used when the autokey setting
is set to false (disabled). Select the Show option to expose the
actual character string comprising the key.

Preferred Select this option to designate this NTP resource as a preferred NTP
resource. This setting is disabled by default.

AutoKey Select the check box to enable an autokey configuration for the
NTP resource. The default setting is disabled.
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Version Use the spinner control to specify the version number used by this
NTP server resource. The default setting is O.

Minimum Polling Interval Use the drop-down menu to select the minimum polling interval.
Once set, the NTP resource is polled no sooner then the defined
interval. Options include 64, 128, 256, 512 or 1024 seconds. The
default setting is 64 seconds.

Maximum Polling Interval Use the drop-down menu to select the maximum polling interval.
Once set, the NTP resource is polled no later then the defined
interval. Options include 64, 128, 256, 512 or 1024 seconds. The
default setting is 1024 seconds.

8. Use the RF Domain Manager field to configure how this access point behaves in standalone mode.
Set the following parameters:

Capable Select to enable this access point to act as a RF Domain Manager in
a particular RF Domain.

Priority Select to prioritize this access point in becoming a RF Domain
Manager in its; particular RF Domain. The higher the value, the more
likely the device becomes the RF Domain Manager for the domain.

9. Select OK to save the changes made to the general profile configuration.

Select Resetto revert to the last saved configuration.

Configure AP Profile POE Power Settings

About This Task

Use the Power screen to set one of two power modes (3af or Auto) for the access point profile. When
Automatic is selected, the access point safely operates within available power. Once the power
configuration is determined, the access point configures its operating power characteristics based on its
model and power configuration.

An access point uses a complex programmable logic device (CPLD) to manage power. The CPLD
determines proper supply sequencing, the maximum power available and other status information. One
of the primary functions of the CPLD is to determine the maximum power budget. When an access
point is powered on (or performing a cold reset), the CPLD determines the maximum power provided
by the POE device and the budget available to the access point. The CPLD also determines the access
point hardware SKU (model) and the number of radios.

If the access point’s POE resource cannot provide sufficient power to run the access point (with all
intended interfaces enabled), some of the following interfaces could be disabled or modified:

* The access point’s transmit and receive algorithms could be negatively impacted

* The access point’s transmit power could be reduced due to insufficient power

* The access point’'s WAN port configuration could be changed (either enabled or disabled)

The 802.11ax AP5XX and AP4XX model access points can be powered up with POE or through an
external power source. These APs support both IEEE 802.3af and 802.3at standards. If connected to a
POE AT power source (25W) or external power source, the APs operate in normal mode with full
performance. If connected to a POE AF power source (14.5W), the APs operate in low power mode with
limited performance.
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Consider the following information before configuring the power mode of the AP4XX and AP5XX
model access points:

AP4AXX (AP410i/e and AP460i/e) power mode

To operate in the normal mode AP410 and AP460 have to be powered from:

* GE1POE connected to AT switch, or
* External power supply source

To operate in the low power mode AP410 and AP460 have to be powered from:
* GE1POE connected to AF switch port and external power supply not connected.

Lk Note
E Low power mode limitations are as follows:

*  For AP410i: USB port is turned OFF and Radio 2 (5 GHz) is limited to 2x2 with max power
of 20dBm.

*  For AP410e: USB port is turned OFF and Radio 2 (5 GHz) is limited to 2x2 with max power
of 18dBm.

* For AP460i: Radio 2 (5 GHz) is limited to 2x2 with max power of 22dBm.
* For AP460e: Radio 2 (5 GHz) is limited to 2x2 with max power of 20dBm.

AP5XX (AP510i/e and AP560i/h) power mode

To operate in the normal mode AP510 and AP560 have to be powered from:
* GE1POE connected to AT switch port and GE2 is not connected, or

* GE2 POE connected to AT switch port and GET is not connected, or

* Both GE1and GE2 POE connected to AT switch port, or

* External power supply source

To operate in the low power mode AP510 and AP560 have to be powered from:
* GE1POE connected to AF switch port and external power source not connected, or
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* GE2 POE connected to AF switch port and external power source not connected

Lk Note
E Low power mode limitations are as follows:

* For AP5I0:
o Mode T: Radio 1 (2.4 GHz) and Radio 2 (5 GHZz) is limited to 2x2 with max power of
20dBm.
o Mode 2: Radio 1 (sensor) and Radio 2 (5 GHZz) is limited to 2x2 with max power of
20dBm.

o Mode 3: Radio 1(5 GHz) is limited to 2x2 with max power of 18dBm and Radio 2 (5
GHz) is limited to 2x2 with max power of 0dBm (providing no service).

* For AP560:
o Mode 1: Radio 1 (2.4 GHz) and Radio 2 (5 GHz) is limited to 2x2 with max power of
16dBm.
o Mode 2: Radio 1 (sensor) and Radio 2 (5 GHz) is limited to 2x2 with max power of
16dBm.

o Mode 3: Radio 1(5 GHz) is limited to 2x2 with max power of 18dBm and Radio 2 (5
GHz) is limited to 2x2 with max power of OdBm (providing no service).
AP505 mode of functioning (normal/low power):

To operate in the normal mode AP505 has to be powered from:
* GE1POE connected to AT switch port, or
* External power supply source

To operate in the low power mode AP505 has to be powered from:
* GE1POE connected to AF switch port and external power source not connected

goc Note
E Low power mode limitations are as follows:
* Mode T: Radio 1(2.4 GHz) and Radio 2 (5 GHz) is limited to 2x2 with max power of 18dBm.

To define an access point’s power configuration:
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Procedure

1. Select Configuration — Devices — System Profile — Power from the web Ul.

Power Mode Configuration on this AP
Pow er Mode g Automatic  w
N —

1 AP must be restarted for power-management change to take effect.

802.3af Power Mode
802 3af Mode @ Throughput v |
i

802.3at Power Mode

802 3at Mode | Throughput | v ]

Figure 23: Device Configuration - System Profile - Power Screen

2. Use the Power Mode drop-down menu to set the Power Mode Configuration on this AP.

s Note

E Single radio model access points always operate using a full power configuration. The
power management configurations described in this section do not apply to single radio
access point models.

When an access point is powered on for the first time, it determines the power budget available.
Using the Automatic setting, the access point automatically determines the best power
configuration based on the available power budget. Automatic is the default setting.

If 802.3af isselected, the access point assumes 12.95 watts are available. If the mode is changed,
the access point requires a reset to implement the change. If 802.3at is selected, the access point
assumes 23 - 26 watts are available.

3. Set the access point radio’s 802.3af Power Mode and the radio’s 802.3at Power Mode.

Use the drop-down menu for each power mode to define a mode of either Range or Throughput.

Select Throughput to transmit packets at the radio’s highest defined basic rate (based on the radio’s
current basic rate settings). This option is optimal in environments where the transmission range is
secondary to broadcast/multicast transmission performance.

Select Range when range is preferred over performance for broadcast/multicast (group) traffic. The
data rates used for range are the lowest defined basic rates. Throughput is the default setting for
both 802.3af and 802.3at.

4. Select OK to save the changes made to the access point power configuration. Select Reset to revert
to the last saved configuration.
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Profile Adoption (Auto Provisioning) Configuration
About This Task

Adoption is the process an access point uses to discover an available controller or service platform, pick
the most desirable one, establish an association and optionally obtain an image upgrade and
configuration. Adoption settings are configurable and supported within a device profile and applied to
other access points supported by the profile. Individual attributes of an access point's auto provisioning
policy can be overridden as specific parameters require modification.

At adoption, an access point solicits and receives multiple adoption responses from controllers and
service platforms available on the network. These adoption responses contain loading policy
information the access point uses to select the optimum controller or service platform for adoption. By
default, an auto provisioning policy generally distributes AP adoption evenly amongst available
controllers and service platforms. Modify existing adoption policies or create a new one as needed to
meet access point adoption requirements and profile settings.

i Note

E A device configuration does not need to be present for an auto provisioning policy to take
effect. Once adopted, and the device's configuration is defined and applied by the controller,
the auto provisioning policy mapping does not have an impact on subsequent adoptions by
the same device.

To define the access point profile’s adoption configuration:
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Procedure

1. Select Configuration — Devices — System Profile — Adoption from the web Ul.

Controller Group

Preferred Group ﬂ

Controlier VLAN

WLAN ﬂE (1to4084)
Auto-Provisioning Policy

Auto-Provisioning Polcy ﬂl v | L)

Learn and Save Metwork Configuration (@[]

Controller Hello Interval

Heldo interval H = {1 to 120)
Adacency Hold Tims 1 = (2 to B00)

Controller Adoption Settings

Offine Duration 10 1 (5to 43.200)
® [+] &

Controller Hostnames

Host Pool Routing Level IPSec Secure [PSec GW Force Remote VPN m
Client

Add Row

L OK | Reset |

Figure 24: Device Configuration - System Profile - Adoption Screen

2. Define the Preferred Group used as optimal group of controllers for the access point's adoption. The
name of the preferred group cannot exceed 64 characters.
The preferred group is the controller group the access point would prefer to connect upon adoption.

3. Select the VLAN option to define a VLAN the access point’s associating Virtual Controller AP is
reachable on. VLANs O and 4,095 are reserved and cannot be used. This setting is disabled by

default.
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4. Set the following Auto-Provisioning Policy settings for access point adoptions:

Auto-Provisioning Select an auto provisioning policy from the drop-down menu. To create a new

Policy auto provisioning policy, select the Create icon or modify an existing one by
selecting the Edit icon.

Learn and Save Select this option to enable allow the controller tor service platform to

Network maintain a local configuration records of devices requesting adoption and

Configuration provisioning. This feature is enabled by default.

Hello Interval Select this option to define the hello packet exchange interval (from 1-120

seconds) between the controller or service platform and an adoption
requesting access point.

5. Define the Hello Interval value in seconds.

The Hello interval is the interval between two consecutive hello keep alive messages exchanged
between the access point and the adopting wireless controller. These messages serve as a
connection validation mechanism to ensure the availability of the adopting wireless controller. Use
the spinner to set a value from 1 - 120 seconds.

6. Define the Adjacency Hold Time value. This value sets the time after which the preferred controller
group is considered down and unavailable to provide services. Use the spinner to set a value from 2 -
600 seconds.

7. Enter Controller Hostnames as needed to define resources for adoption. Click +Add Row to add
controllers. Set the following parameters to define Controller Hostnames:

Allow Adoption of | Select either access points or Controllers (or both) to refine whether
Devices this controller or service platform can adopt just networked access points or peer
controller devices as well.

Allow Adoption of | Select this option to enable this controller or service platform to be capable of
this Controller adoption by other controllers or service platforms. This setting is disabled by
default and must be selected to allow peer adoptions.

Preferred Group | If Allow Adoption of this Controller is selected, provide the controller group
preferred as the adopting entity for this controller or service platform. If utilizing
this feature, ensure the appropriate group is provided within the Controller Group
field.

Hello Interval Select this option to define the hello packet exchange interval (from 1-120
seconds) between the controller or service platform and an adoption requesting
access point.

Adjacency Hold Select this option to set a hold time interval (from 2 - 600 seconds) for the
Time transmission of hello packets.

8. Select + Add Row as needed to populate the table with IP addresses or hostnames of adoption
resources.

9. Select OK to save the changes made to the general profile configuration. Select Reset to revert to
the last saved configuration.

Profile Wired 802.1X Configuration
About This Task

802.1X provides administrators secure, identity based access control as another data protection option
to utilize with a device profile.
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802.1X is an IEEE standard for media-level (Layer 2) access control, providing the capability to permit or
deny connectivity based on user or device identity.

Procedure

1.

Select Configuration — Devices — System Profile — Wired 802.1x from the web Ul.

Wired 802.1X Settings
Cot1x Authentic ation Control 7 ] |:|
Cot1x AAA Policy i | v
Cot1x Guest VLAN Control i | |:|

Cot1x Hold Time o

Minutes v | (0f010)

MAC Authentication AAA Foicy ) v | S &

Figure 25: Device Configuration - System Profile - Wired 802.1X screen

2. Review the Wired 802.1x Settings area to configure the following parameters:

Dotlx Authentication Select this option to globally enable 802.1x authentication. 802.1x
Control authentication is disabled by default.
Dotlx AAA Policy Select a AAA policy to associate with wired 802.1x traffic. If a suitable

AAA policy does not exist, click the Create icon to create a new policy or
the Edit icon to modify an existing policy.

Dotlx Guest VLAN Control | Select this option to globally enable 802.1x guest VLANS for the selected

device. This setting is disabled by default.

MAC Authentication AAA | Select a AAA authentication policy for MAC address authentication. If a
Policy suitable MAC AAA policy does not exist, click the Create icon to create a

new policy or the Edit icon to modify an existing policy.

3. Click OK to save the changes made to the 802.1x configuration.

Click Reset to revert to the last saved configuration.

Profile Interface Configuration

A access point profile can support customizable Ethernet port, virtual interface, port channel, radio and
PPPoE configurations unigue to each supported access point model.

A profile’s interface configuration process consists of the following:

Ethernet Port Configuration on page 92
Virtual Interface Configuration on page 103
Port Channel Configuration on page 120
Access Point Radio Configuration on page 127
PPPoE Configuration on page 155

Bluetooth Configuration on page 158
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Additionally, deployment considerations and guidelines for profile interface configurations are available
for review prior to defining a configuration that could significantly impact the performance of the
network. For more information, see WAN Backhaul Deployment Considerations on page 155.

Ethernet Port Configuration
About This Task

To define a profile’s physical Ethernet port configuration:

Procedure

1. Select Configuration — Devices — System Profile from the web Ul.
2. Expand the Interface menu and select Ethernet Ports.

Name ) Type Description Admin Status Mode Mative VLAN Tag Native Allowed VLANS
o VLAN
gel Ethernet « Enabled Access 1 X
ge2 Ethernet « Enabled Access 1 X
Type to search (n tables Row Count: 2
|' Add | Eal || Fepace i Exit

Figure 26: Device Configuration - System Profile - Interfaces - Ethernet Ports
screen

3. Refer to the following to assess port status, mode and VLAN configuration:

Name Displays the physical port name reporting runtime data and
statistics. Supported ports vary depending on model.

Type Displays the physical port type.

Description Displays an administrator defined description for each listed port.

Admin Status A green check mark means the port is active and currently enabled

with the profile. A red "X" means the port is currently disabled and
not available for use. The interface status can be modified with the
port configuration as needed.
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Mode

The profile's switching mode: either Access or Trunk (as defined
on the Ethernet Port Basic Configuration screen).

If Access is selected, the port accepts packets only from the native
VLAN. Frames are forwarded untagged with no 802.1Q header. All
frames received on the port are expected as untagged and mapped
to the native VLAN.

If Trunk is selected, the port allows packets from a list of VLANs
added to the trunk. The port supports multiple 802.1Q tagged
VLANSs and one native VLAN which can be tagged or untagged.

Native VLAN

The VLAN ID (1 - 4094) for the native VLAN. The native VLAN
allows an Ethernet device to associate untagged frames to a VLAN
when no 802.1Q frame is included in the frame. Additionally, the
native VLAN is the VLAN over which untagged traffic is directed
when using a port in Trunk mode.

Tag Native VLAN

A green check mark means the native VLAN is tagged. A red "X"
means the native VLAN is untagged.

When a frame is tagged, the 12-bit frame VLAN ID is added to the
802.1Q header so upstream Ethernet devices know which VLAN ID
the frame belongs to. The device reads the 12-bit VLAN ID and
forwards the frame to the appropriate VLAN. When a frame is
received with no 802.1Q header, the upstream device classifies the
frame using the default or native VLAN assigned to the Trunk port.
A native VLAN allows an Ethernet device to associate untagged
frames to a VLAN when no 802.1Q frame is included in the frame.

Allowed VLANSs

The VLANS allowed to send packets over the listed port. Allowed
VLANS are listed only when the port is in Trunk mode.

Configure Basic Ethernet Port Settings

To define a profile's Ethernet port basic configuration:

1.

To edit the configuration of an existing port, select it from amongst those displayed and select the

Edit button. The Ethernet port Basic Configuration screen displays by default.
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!r Name get (7]
| Y s sy s,
Froperties CDRILLDP
Description . Cisco Discovery Fralocol Receive 0

Cisco Discovery Protocol Transmt.— (@had]
Admin Status 08 Disabled @ Enabled

Speed O |Automatic | »
g @ |Adomate v |

Link Layer Discovery Protocol Recewe O]
Link Layer Discovery Protocol Transmit @[]

Bhemet_port_captive_portal enforcement

Swiching Mode Enforce captive portal O None v |
Mode O® access @ Trunk Fabric Attach
rave VLAN @1 {1- 4084) VLAN 18I0 L]

Tag Mative VLAN @
Alowed VLANS (1-4094) (24,7-12,..) "

Dynamic Link Apgregation (LACF)

macums  o@ [T [ 1o RA. LS

Fort Mode 0 Acive | v

For Priority o‘_‘_:] i 21 (11065535)

o .o (e

2. Set the following Ethernet port Properties:

Description Enter a brief description for the port (64 characters maximum). The
description should reflect the port's intended function to
differentiate it from others with similar configurations or perhaps
just the name of the physical port.

Admin Status Select the Enabled radio button to define this port as active to
the controller profile it supports. Select the Disabled radio

button to disable this physical port in the profile. It can be activated
at any future time when needed.
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Speed

Select the speed at which the port can receive and transmit the
data. Select either 10 Mbps, 100 Mbps or 1000 Mbps. Select
either of these options to establish a 10, 100 or 1000 Mbps data
transfer rate for the selected half duplex or full duplex transmission
over the port. These options are not available if Auto is selected.
Select Automatic to enable the port to automatically exchange
information about data transmission speed and duplex capabilities.
Auto negotiation is helpful when in an environment where different
devices are connected and disconnected on a regular basis.
Automatic is the default setting.

Duplex

Select either half, full or automatic as the duplex option.
Select Half duplex to send data over the port, then immediately
receive data from the same direction in which the data was
transmitted. Like a full-duplex transmission, a half-duplex
transmission can carry data in both directions, just not at the same
time. Select Full duplex to transmit data to and from the device port
at the same time. Using Full duplex, the port can send data while
receiving data as well. Select Automatic to dynamically duplex as
port performance needs dictate. Automatic is the default setting.

3. Enable or disable the following CDP/LLDP parameters used to configure Cisco Discovery Protocol
and Link Layer Discovery Protocol for this profile's Ethernet port configuration:

Cisco Discovery Protocol Receive

Select this box to allow the Cisco discovery protocol to be received
on this port. If enabled, the port sends out periodic interface
updates to a multicast address to advertise its presence to
neighbors. This option is enabled by default.

Cisco Discovery Protocol
Transmit

Select this box to allow the Cisco discovery protocol to be
transmitted on this port. If enabled, the port sends out periodic
interface updates to a multicast address to advertise its presence to
neighbors.

Link Layer Discovery Protocol
Receive

Select this box to allow the Link Layer discovery protocol to be
received on this port. If enabled, the port sends out periodic
interface updates to a multicast address to advertise its presence to
neighbors. This option is enabled by default.

Link Layer Discovery Protocol
Transmit

Select this box to allow the Link Layer discovery protocol to be
transmitted on this port. If enabled, the port sends out periodic
interface updates to a multicast address to advertise its presence to
neighbors.
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4. Define the following Switching Mode parameters to apply to the Ethernet port configuration:

Mode

Select either the Access or Trunk radio button to set the VLAN
switching mode over the port. If Access is selected, the port accepts
packets only form the native VLANSs. Frames are forwarded out the
port untagged with no 802.1Q header. All frames received on the
port are expected as untagged and are mapped to the native
VLAN. If the mode is set to Trunk, the port allows packets from a list
of VLANSs you add to the trunk. A port configured as Trunk supports
multiple 802.1Q tagged VLANs and one Native VLAN which can be
tagged or untagged. Access is the default mode.

Native VLAN

Use the spinner control to define a numerical Native VLAN ID
between 1-4094. The native VLAN allows an Ethernet device to
associate untagged frames to a VLAN when no 802.1Q frame is
included in the frame. Additionally, the native VLAN is the VLAN
which untagged traffic will be directed over when using a port in
trunk mode. The default VLAN is 1.

Tag Native VLAN

Select the check box to tag the native VLAN. WiNG managed
devices support the IEEE 802.1Q specification for tagging frames
and coordinating VLANSs between devices. IEEE 802.1Q adds four
bytes to each frame identifying the VLAN ID for upstream devices
that the frame belongs. If the upstream Ethernet device does not
support IEEE 802.1Q tagging, it does not interpret the tagged
frames. When VLAN tagging is required between devices, both
devices must support tagging and be configured to accept tagged
VLANSs. When a frame is tagged, the 12 bit frame VLAN ID is added
to the 802.1Q header so upstream Ethernet devices know which
VLAN ID the frame belongs to. The device reads the 12 bit VLAN ID
and forwards the frame to the appropriate VLAN. When a frame is
received with no 802.1Q header, the upstream device classifies the
frame using the default or native VLAN assigned to the Trunk port.
The native VLAN allows an Ethernet device to associate untagged
frames to a VLAN when no 802.1Q frame is included in the frame.
This feature is disabled by default.

Allowed VLANSs

Selecting Trunk switching mode enables the Allowed VLANs
parameter to add VLANSs that exclusively send packets over the
listed port.
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5. In the Dynamic Link Aggregation (LACP) area, set the following parameters to enable link
aggregation on the selected GE port:

Port Channel

Select to configure the selected port as a member of a /ink
aggregation group (LAG). Link aggregation is supported only on
the following platforms: AP7502, AP7602, AP7612, AP8432,
AP8533, NX5500, NX7500, NX9500, NX9600, and VX900.

LACP enables combining and managing multiple physical
connections like Ethernet ports as a single logical channel as
defined in the IEEE 802.1ax standard. LACP provides redundancy
and increase in throughput for connections between two peers. It
also provides au