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Preface

Read the following topics to learn about:

+ The meanings of text formats used in this document.

+  Where you can find additional information and help.

+ How to reach us with questions and comments.

Text Conventions

Unless otherwise noted, information in this document applies to all supported
environments for the products in question. Exceptions, like command keywords
associated with a specific software version, are identified in the text.

When a feature, function, or operation pertains to a specific hardware product, the
product name is used. When features, functions, and operations are the same across an
entire product family, such as ExtremeSwitching switches or SLX routers, the product is
referred to as the switch or the router.

Table 1: Notes and warnings

Icon Notice type

Alerts you to...

L, Tip

e

N 1
)
3

Helpful tips and notices for using the product

Note

Useful information or instructions

I Important

Important features or instructions

Caution

Risk of personal injury, system damage, or loss of
data

n Warning

Risk of severe personal injury

10
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Platform-Dependent Conventions

Table 2: Text

Convention

Description

screen displays

This typeface indicates command syntax, or represents
information as it is displayed on the screen.

The words enterand
ype

When you see the word enterin this guide, you must type
something, and then press the Return or Enter key. Do not
press the Return or Enter key when an instruction simply

says type.

Key names

Key names are written in boldface, for example Ctrl or Esc.
If you must press two or more keys simultaneously, the
key names are linked with a plus sign (+). Example: Press
Ctrl+Alt+Del

Words in italicized type

Italics emphasize a point or denote new terms at the place
where they are defined in the text. Italics are also used
when referring to publication titles.

NEW!

New information. In a PDF, this is searchable text.

Table 3: Command syntax

Convention Description

bold text Bold text indicates command names, keywords, and
command options.

italic text Italic text indicates variable content.

[ ] Syntax components displayed within square brackets are
optional.

Default responses to system prompts are enclosed in
square brackets.

{xlyl z} A choice of required parameters is enclosed in curly
brackets separated by vertical bars. You must select one of
the options.

x|y A vertical bar separates mutually exclusive elements.

> Nonprinting characters, such as passwords, are enclosed in
angle brackets.
Repeat the previous element, for example,
member [member...].

\ In command examples, the backslash indicates a “soft” line
break. When a backslash separates two lines of a command
input, enter the entire commmand at the prompt without the
backslash.

Platform-Dependent Conventions

Unless otherwise noted, all information applies to all platforms supported by
Switch Engine software, which are the following:

+  ExtremeSwitching® switches

Access Point System Reference Guide for version 7.9.1.0 n




Send Feedback Preface

SummitStack™

When a feature or feature implementation applies to specific platforms, the specific
platform is noted in the heading for the section describing that implementation in the
Switch Engine command documentation (see the Extreme Documentation page at
www.extremenetworks.com/documentation/). In many cases, although the command
is available on all platforms, each platform uses specific keywords. These keywords
specific to each platform are shown in the Syntax Description and discussed in the
Usage Guidelines sections.

Send Feedback

The Information Development team at Extreme Networks has made every effort to
ensure that this document is accurate, complete, and easy to use. We strive to improve
our documentation to help you in your work, so we want to hear from you. We welcome
all feedback, but we especially want to know about:

« Content errors, or confusing or conflicting information.
+ Improvements that would help you find relevant information.
+ Broken links or usability issues.

To send feedback, do either of the following:

Access the feedback form at https://www.extremenetworks.com/documentation-
feedback/.

Email us at documentation@extremenetworks.com.

Provide the publication title, part number, and as much detail as possible, including
the topic heading and page number if applicable, as well as your suggestions for
improvement.

Help and Support

If you require assistance, contact Extreme Networks using one of the following
methods:

Extreme Portal

Search the GTAC (Global Technical Assistance Center) knowledge base; manage
support cases and service contracts; download software; and obtain product
licensing, training, and certifications.

The Hub

A forum for Extreme Networks customers to connect with one another, answer
guestions, and share ideas and feedback. This community is monitored by Extreme
Networks employees, but is not intended to replace specific guidance from GTAC.

Call GTAC

For immediate support: (800) 998 2408 (toll-free in U.S. and Canada) or
1(408) 579 2826. For the support phone number in your country, visit:
www.extremenetworks.com/support/contact

12
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Preface

Subscribe to Product Announcements

Before contacting Extreme Networks for technical support, have the following
information ready:

Your Extreme Networks service contract number, or serial numbers for all involved
Extreme Networks products

A description of the failure
A description of any actions already taken to resolve the problem

A description of your network environment (such as layout, cable type, other
relevant environmental information)

Network load at the time of trouble (if known)

The device history (for example, if you have returned the device before, or if this is a
recurring problem)

Any related RMA (Return Material Authorization) numbers

Subscribe to Product Announcements

You can subscribe to email notifications for product and software release
announcements, Field Notices, and Vulnerability Notices.

RN N

Go to The Hub.

In the list of categories, expand the Product Announcements list.
Select a product for which you would like to receive notifications.
Select Subscribe.

To select additional products, return to the Product Announcements list and repeat
steps 3 and 4.

You can modify your product selections or unsubscribe at any time.

Documentation and Training

Find Extreme Networks product information at the following locations:

Current Product Documentation

Release Notes

Hardware and software compatibility for Extreme Networks products
Extreme Optics Compatibility

Other resources such as white papers, data sheets, and case studies

Extreme Networks offers product training courses, both online and in person, as well as
specialized certifications. For details, visit www.extremenetworks.com/education/.

Access Point System Reference Guide for version 7.9.1.0 13
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New in this Guide

Release 7.9.1.0 on page 14
Revision 7.9.0.0 on page 15

The sections that follow summarize the new features and updates added, or changes

made to this Guide in the 7.9.X X releases.

Release 7.9.1.0

Revision AB

The following updates have been made in Revision AB of this Guide.

Updates

Description

GRE Tunnel Configuration on
page 175

The devices that support GRE Tunneling and
the Maximum GRE Tunnels Supported have been
corrected.

Revision AA

The following changes and updates have been made in Revision AA of this Guide.

Update

Description

About this Guide

This chapter has been removed.
Hardware descriptions and specifications
have been relocated to the Appendices
in this Guide.

page 17

WING 7 Operating System Overview on

Hardware descriptions and specifications
contained in this chapter have been
relocated to the Appendices in this
Guide.

page 406

Radio Settings on page 127
Profile Overrides - Radio Settings on

Radio settings configuration adds
support for 6 GHz radio 3

Client Bridge Settings on page 140

Client bridge configuration is supported
for 6 GHz radio 3

14 Access Point System Reference Guide for version 7.9.1.0




New in this Guide

Revision 7.9.0.0

Update

Description

GRE Tunnel Configuration on page 175

Support for configuring up to 1000
GRE tunnels added on NX7500, NX9500,
NX9600 and NX9610 platforms

Meshpoint Configuration on page 296
Adding and Editing Meshpoint Settings
on page 298

Adding and Editing ACS Dynamic Root
Selection Configuration on page 301
Adding and Editing ACS Path Method
SNR Configuration on page 303

Adding and Editing ACS Path Method
Root Path Metric Configuration on page
305

Meshpoint configuration is supported for
6 GHz radio 3

Configure WLAN Client Settings on page
658

Corrected documented default setting
for the Radio Resource Measurement
parameter: the correct default setting is
enabled.

Configuring Smart RF Channel & Power
Settings on page 715

Smart RF channel and power
configuration are supported for 6 GHz
radio 3

Configuring a MeshConnex Policy on page
729

MeshConnex policy configuration is
supported for 6 GHz radio 3

Revision 7.9.0.0

The following changes have been made in Revision 7.9.0.0.

Newly Supported Access Points

The following access points are supported in this release:
- AP5010

+  AP310i/e

-+ AP360i/e

For more information about the features and specifications of these access points, see
the related Appendices in this Guide.

Secure Connection to Imagotag Server on Cloud

Introducing secure capability to connect to the Imagotag server on Cloud. Your AP
will not be able to communicate with the ESL server with existing or older versions of
Imagotag configuration. Unencrypted mode of communication between AP and ESL
server is not supported.

For more information on configuring Imagotag policy, see the following commands in
the Wireless Controller, Service Platform and Access Point CLI Reference Guide:

iot-device-type-imagotag-policy

Access Point System Reference Guide for version 7.9.1.0 15
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Access to WiNG Controllers from ExtremeCloud 1Q New in this Guide

ssl (iot-device-type-imagotag-policy)

Access to WING Controllers from ExtremeCloud IQ

WIiNG devices can now be managed from ExtremeCloud 1Q. Any WIiNG controller that
is onboarded to ExtremeCloud I1Q supports this feature. Users can use SSH proxy option
on ExtremeCloud IQ to open SSH connection with WiNG controller for accessing the
Command Line Interface (CLI). This feature is also supported on WiNG access points
configured in virtual controller mode.

16 Access Point System Reference Guide for version 7.9.1.0



WIiNG 7 Operating System Overview

About the WING Software on page 18

The WING 7 operating system is a solution designed for 802.11n, 802.11ac and 802.11ax
networking. It is a convergence of the legacy ExtremeWireless™ WiNG (5.9.X) and
ExtremeWireless™ (10.X) wireless operating systemes. It offers a high-level of flexibility
and scalability covering both campus and distributed modes of deployment.

WING 7.X.X brings together the following key benefits of both deployment topologies
under one fold:

cost-effective solution based on the IEEE 802.11 standard. The system is intended
for enterprise networks operating on multiple floors in more than one building,
and is ideal for public environments, such as airports and convention centers that
require multiple access points. It is an ideal solution for high-density, campus and
stadium deployments. It is well suited to meet the needs of enterprises in the
education, healthcare, sports and entertainment verticals. The ExtremeWireless OS
key strengths are:

o Extensive Policy Framework

o Contextual Device and Application Control

o Application Visibility & Control with Analytics

o BYOD - Single SS/Dwith Programmable Data Path

o Voice & Video Optimized with Seamless Roaming

and 802.11ac networking. It is designed for standalone or distributed hierarchical
networks. The ExtremeWireless WiNG software distributes intelligence right to the
network edge, empowering every controller and access point with the intelligence
needed to be network-aware, able to identify and dynamically route traffic over the
most efficient path available at that time. It is highly scalable and well suited to
meet the needs of large, geographically distributed enterprises. It is an ideal wireless
networking solution for the retail, manufacturing, transportation & logistics, and
hospitality verticals. The ExtremeWireless OS key strengths are:

o Simple Guest Access with Analytics

o Contextual Application Control

o Advanced Diagnostics and Remote Troubleshooting
o Intrusion, Compliance and WiFi Forensics

o Scale-out 1000s of APs with Rapid Rollout
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o Self-tuning RF (Smart-RF)
o Distributed Service Intelligence

Going forward, this unified, commmon, wireless, infrastructure WiNG 7.X. OS will power
the ExtremeWireless WiNG product family. WiNG OS supports the following Access
Points, and Service and Virtual platforms:

Access points AP5010-WW, Universal, and Worldwide 6E capable access points.

Universal access points (802.11ax) - AP305C, AP305CX, AP302W, AP410C, AP460C,
AP460S6C, AP460S12C

Access points (802.11ax) — AP360i, AP360e, AP310i, AP310e, AP410i, AP410e, AP460i,
AP460e, AP560i, AP560h, AP510i, AP510e, AP505i

Access points (802.11ac) — AP7522, AP7532, AP7562, AP7612, AP7632, AP7662, AP8432,
AP8533

+  Service platforms — NX5500, NX7500, NX9500, NX9600
+ Virtual platform - VX9000

The WING 7, 802.11ax AP5xx, AP4xx, and AP3xx model APs have the capability of
operating in the Distributed and Centralized modes. For a newly-manufactured,
out-of-the-box AP the mode of operation is not specified.

E Note
For more information, see Dual Mode Capability.

About the WING Software

Extreme Networks' WiNG operating system is the next generation in the evolution of
WLAN architectures. This OS is designed to scale efficiently from the smallest networks
to large, geographically dispersed deployments. The co-operative, distributed control
plane innovation in the WiNG architecture offers a software-defined networking (SDN)-
ready operating system that can distribute controller functionality to every access point
in your network. Now, every access point is network aware, providing the intelligence
required to truly unleash optimal performance, all wireless LAN infrastructure can work
together to ensure every transmission is routed through the most efficient path, every
time.

The WING OS brings you the resiliency of a standalone access point network without
the vulnerability of a centralized controller, with advancements that take performance,
reliability, security, scalability and manageability to a new level. The result? Maximum
network uptime and security with minimal management. And true seamless and
dependable mobility for your users.

WING OS advances the following technology:

Comprehensive Wi-Fi support - WiNG supports all Wi-Fi protocols, including
802.11a/b/g/n/ac/ax, allowing you to create a cost-effective migration plan based on the
needs of your business.
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Extraordinary scalability - With WING, you can build any size network, from a small
WLAN network in a single location to a large multi-site network that reaches all around
the globe.

Extraordinary flexibility - No matter what type of infrastructure you deploy, WiNG OS
delivers intelligence to all: standalone independent access points or adaptive access
points that can be adopted by a controller but can switch to independent mode; virtual
controllers; physical controllers in branch offices, the NOC (network operating center) or
the cloud.

Distributed intelligence - WiNG distributes intelligence right to the network edge,
empowering every controller and access point with the intelligence needed to be
network-aware, able to identify and dynamically route traffic over the most efficient
path available at that time.

Extraordinary network flexibility and site survivability - WiNG provides the best of

both worlds: true hierarchical management that delivers a new level of management
simplicity and resiliency by enabling controllers to adopt and manage other controllers
and access points, while allowing adopted infrastructure to also stand on its own.

Gap-free security - When it comes to security, there can be no compromises. WiNG's
comprehensive security capabilities keep your network and your data safe, ensuring
compliance with PCI, HIPAA and other government and industry security regulations.

Connectivity for large indoor and outdoor spaces - In addition to enabling a robust
indoor WLAN, our patented MeshConnex™ technology enables the extension of Wi-
Fi networks to the largest of outdoor spaces from an expansive outdoor campus
environment to an entire city.

Powerful centralized management - With WiNG you get complete control over
every aspect of your WLAN. This single powerful windowpane enables zero touch
infrastructure deployment, rich analytics that can help you recognize and correct
brewing issues before they impact service quality and user connectivity, along with
centralized and remote troubleshooting and issue resolution of the entire network.

Application visibility and control -

With WING you get visibility & control over layer-7 applications with an embedded
Deep Packet Inspection DP| engine that inspects every flow of every user at the
access point. The embedded DPI engine in the WING OS is capable of detecting

and identifying thousands of applications real time. You can configure your access
points to report this real-time, network statistics to the Extreme NSight. Network
administrators can get in-depth insight into every dimension of the network including
layer-7 application visibility, client devices, device & OS types and users. Administrators
can discern, at a glance, the top applications by usage or by count at every level of the
network from site level to access points and clients. In addition to detection, firewall
and QoS policies can leverage the application context to enforce policies.
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Distributed Intelligence

WING OS enables all WLAN infrastructure with the intelligence required to work
together to determine the most efficient path for every transmission. The need to
route all traffic through a controller is eliminated, along with the resulting congestion
and latency, resulting in higher throughput and superior network performance. Since
all features are available at the access layer, they remain available even when the
controller is offline, for example, due to a WAN outage, ensuring site survivability and
extraordinary network resilience. In addition, you get unprecedented scalability, large
networks can support as many as 10,000 nodes without impacting throughput or
manageability, providing unprecedented scalability.

High Availability Networks

The WING OS enables the creation of highly reliable networks, with several levels of
redundancy and failover mechanisms to ensure continuous network service in case

of outages. APs in remote sites coordinate with each other to provide optimized
routing and self-healing, delivering a superior quality of experience for business critical
applications. Even when WIiNG site survivable APs lose communication with the
controller, they continue to function, able to bridge traffic while still enforcing QoS

and security policies, including stateful inspection of Layer2 (locally bridged) or Layer 3
traffic.

Gap-free Security

When it comes to wireless security, one size does not fit all. A variety of solutions are
required to meet the varying needs and demands of different types of organizations.
Regardless of the size of your WLAN or your security requirements, our tiered approach
to security allows you to deploy the features you need to achieve the right level of
security for your networks and your data. And where a hub-and-spoke architecture
can't stop threats until they reach the controller inside your network, WiNG OS
distributes security features to every access point, including those at the very edge

of your network, creating an around-the-clock constant network perimeter guard that
prevents threats from entering your network for unprecedented gap free security.

Outdoor Wireless and Mesh Networking

When you need to extend your wireless LAN to outdoor spaces, our patented
MeshConnex technology combines with comprehensive mesh networking features to
enable you to create secure, high performance, flexible and scalable mesh networks.
With our mesh technology, you can cover virtually any area without installing cabling,
enabling the creation of cost-effective outdoor wireless networks that provide coverage
to enterprise workers in vast campus-style environments as well as public safety
personnel in patrol cars.

Network Services, Routing and Switches

The WING OS integrates network services like built-in DHCP server, AAA server and
routing protocols like policy based routing and OSPF, Layer 2 protocols like MSTP and
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Link Aggregation. Integration of services and routing/ switching protocols eliminates
the need for additional servers or other networking gear in small offices thereby
reducing 7otal Cost of Ownership (TOC). In large networks, where such services are
deployed on a dedicated server/ router at the NOC, this provides a backup solution

for remote sites when the WAN link to the NOC is temporarily lost. Integrating also
provides the added benefit of coordination across these services on failover from
primary to standby, assisting a more meaningful behavior, rather than when each fails
over independently of the other for the same root cause.

Management, Deployment and Troubleshooting

The WING OS is a comprehensive, end-to-end management system that covers
deployment through day-to-day management. You get true zero-touch deployment
for access points located anywhere in the world, the simplicity of a single window into
the entire network, plus the ability to remotely troubleshoot and resolve issues. And
since our management technology is manufacturer-agnostic, you can manage your
Extreme Networks WLAN infrastructure as well as any legacy equipment from other
manufacturers, allowing you to take advantage of our advanced WLAN infrastructure
without requiring a costly rip and replace of your existing WLAN.
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Accessing the Web Ul on page 22
Glossary of lcons Used on page 24

The access point's on-board user interface contains a set of features specifically
designed to enable either Virtual Controller AP, Standalone AP or Adopt to Controller
functionality. In Virtual Controller AP mode, an access point can adopt and manage
other access points. With the introduction of Heterogeneous AP management, access
points are able to adopt and manage different types of AP model when functioning as
a virtual controller. In Standalone mode, an access point functions as an autonomous,
non adopted, access point servicing wireless clients. If adopted to controller, an access
point is reliant on its connected controller for its configuration and management.

For information on how to access and use the Web Ul, refer to the sections that follow.

Accessing the Web Ul

Access points, controllers and service platforms use a GUI that can be accessed using
any supported Web browser on a client connected to the subnet the Web Ul is
configured on.

Browser and System Requirements

To access the GUI, a browser supporting Flash Player 11 is recommmended. The system
accessing the GUI should have a minimum of 1 GB of RAM for the Ul to display and
function properly, with the exception of NX service platforms, which require 4 GB

of RAM. The Web Ul is based on Flex, and does not use Java as the underlying Ul
framework. A resolution of 1280 x 1024 pixels for the GUI is recommended.

The following browsers are required to access the WiING Web Ul:
+ Firefox 3.5 or higher

+ Internet Explorer 7 or higher

+ Google Chrome 2.0 or higher

« Safari 3 and higher

+ Opera 9.5 and higher

b Note
Throughout the Web Ul, leading and trailing spaces are not allowed in any text
fields. In addition, the “?" character is also not supported in text fields.
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Connecting to Web Ul

Follow the steps below to connect to an access point's (AP's) Web Ul for the first time:

1. Connect one end of an Ethernet cable to the AP's LAN port and connect the other
end to a computer with a working Web browser.

2. Set the computer to use an IP address between 192.168.0.10 and 192.168.0.250 on the
connected port. Set a subnet/network mask of 255.255.255.0.

The AP's IP address is optimally provided using DHCP. A zero config IP address can
also be derived if DHCP resources are unavailable. Using zero config, the last two
octets in the IP address are the decimal equivalent of the last two bytes in the access
point’'s hard-coded MAC address.

Deriving the AP's IP address using its MAC address.

If the AP's hard-coded MAC address is 00:C0:23:00:F0:0A, follow the steps below to
derive the AP's Zero-config IP address:

a. On your computer, open the Windows calculator. To access the calculator, click
Start » All Programs » Accessories » Calculator. This path may vary depending
on the version of Windows running on your computer.

b. With the Calculator displayed, 